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Design Console Overview

You can use the Design Console to configure system settings that control the
systemwide behavior of Oracle Identity Manager and affect its users. The Design
Console allows you to perform user management, resource management, process
management, and other administration and development tasks.

This chapter contains an overview of the Oracle Identity Manager Design Console and
describes the basic operations of the console. It is recommended that you review this
information before proceeding to subsequent chapters that describe in-depth Design
Console features.

This chapter contains the following sections:

Starting the Design Console
Navigating Around the Design Console
Special Field and Form Types
Assignment Windows

Search Operations

Forms Accessible from the Design Console

1.1 Starting the Design Console

To start the Design Console:

1.

Double-click the Oracle Identity Manager client icon on the desktop.
The Login window is displayed.

Enter your user ID and password.

Click Login.

The Design Console main screen is displayed.

Note: You can also access the basic features of Oracle Identity
Manager by using the Oracle Identity Manager Administrative and
User Console.

1.2 Navigating Around the Design Console

You can create, track, and analyze a business process by using the main screen in the
Design Console. Figure 1-1 shows the main screen of the Design Console.
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Figure 1-1 Design Console Main Screen
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The Design Console main screen consists of these regions:
= Design Console Menu Bar

= Design Console Toolbar

= Design Console Explorer

s Design Console Workspace

1.2.1 Design Console Menu Bar

The menu bar is displayed at the top of the main screen. It contains menus that enable
you to perform all operations in the Design Console user interface.

The Design Console menu bar provides the following menus:
= File Menu

= Edit Menu

= Toolbar Menu

= Help Menu

You can use keyboard shortcuts to use the menu items for performing various
operations in the Design Console. See "Keyboard Shortcuts in the Design Console" on
page 1-3 for information about keyboard shortcuts available in the Design Console.

1.2.1.1 File Menu

The File menu provides the following options:

Menu Item Action

Print Prints the active form

Login Logs out of the Design Console, and log in again
Exit Exits the Design Console
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1.2.1.2 Edit Menu

The Edit menu provides the following options:

Menu ltem Action

Cut Deletes selected text from editable fields and copies it to
the system Clipboard

Copy Copies the selected text to the system Clipboard

Paste Pastes text from the system Clipboard to the selected field

Clear Clears the selected text

1.2.1.3 Toolbar Menu

The Toolbar menu operations are described in the following table.

Menu Item Action

New Clears the contents of the active form

Save Changes Saves all changes made to the active form

Query Runs a query on the active form

Notes Displays any notes that are attached to the active form

Refresh Refreshes the record of the active form

Close Closes the active form

Delete Deletes the current record

Next Displays the next record when you query more than one
record

Previous Displays the previous record when you query more than
one record

First Displays the first record when you query more than one
record

Last Displays the last record when you query more than one
record

Close All Closes all open forms and clears the Design Console
Workspace

1.2.1.4 Help Menu

The Help menu provides you with access to the Oracle Identity Manager Design
Console Help system and copyright information, as described in the following table:

Menu Item Action

Administrator Guide Displays the online Help equivalent of this guide.

About Displays the copyright information about the Oracle
Identity Manager Design Console.

1.2.1.5 Keyboard Shortcuts in the Design Console

The Design Console provides the following keyboard shortcuts to help you perform
functions quickly and provide you with easy access to menu commands.
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Shortcut Name

Keystroke
Combination

Description

File menu Alt+F Activates the File menu

Edit menu AlIt+E Activates the Edit menu

Toolbar menu Alt+T Activates the Toolbar menu

Help menu Alt+H Activates the Help menu

Print Ctrl+P Prints the active form

Cut Ctrl+X Deletes selected text from editable fields, and
copies it to the system Clipboard

Copy Ctrl+C Copies the selected text to the system
Clipboard

Paste Ctrl+V Pastes text from the system Clipboard to the
selected field

Clear Ctrl+Delete Clears the selected text

New Ctrl+N Clears the active form

Save Changes Ctrl+S Saves all changes made to the active form

Query Ctrl+Q Runs a query on the active form

Notes Ctrl+Shift+N  Displays notes that are attached to the active
form

Refresh Ctrl+R Refreshes the active form

Close Ctrl+W Closes the active form

Delete Ctrl+D Deletes the current record

Next Number pad  Displays the next record, when you have

+ (plus) queried more than one record
Previous Number pad - Displays the previous record, when you have
(minus) queried more than one record

First Ctrl+F Display the first record, when you have
queried more than one record

Last Ctrl+L Displays the last record, when you have
queried more than one record

Prepopulate Ctrl+U Populates designated fields of a customized
form with data

Help F1 Opens context-sensitive Help for the active
form

Explorer E3 Selects the Design Console icon, which is
displayed at the top of the Design Console
Explorer

Lookup F4 Displays the Lookup window for the selected
lookup field

Menu F10 Activates the File menu
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1.2.2 Design Console Toolbar

The toolbar consists of a series of buttons below the menu bar. These buttons provide
single-click access to frequently used actions. The toolbar buttons apply to the active
form.

Figure 1-2 shows the Design Console Toolbar.

Figure 1-2 Design Console Toolbar
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When you hold the mouse over a toolbar button for a few seconds, a tool tip that
describes the button is displayed.

The following table describes the toolbar buttons:

Button Action

First Displays the first record when you have queried more than one
record.

Previous Displays the previous record when you have queried more
than one record.

Next Displays the next record when you have queried more than
one record.

Last Displays the last record when you have queried more than one
record.

New Clears the active form.

Save Saves all changes made to the active form.

Query Runs a query on the active form.

Notes Displays any notes that are attached to the active form.

Refresh Refreshes the active form.

Close Closes the active form.

Delete Deletes the current record.

Prepopulate Populates designated fields with data. These fields are user

defined, and have prepopulate adapters attached to them.

Note: For information about prepopulate adapters, see
"Working with Prepopulate Adapters" on page 3-10.

1.2.3 Design Console Explorer

The Design Console Explorer contains a list of icons that represent forms that you
have permission to access.

Figure 1-3 shows the Design Console Explorer. You can customize the Explorer.
Depending on the permissions assigned to you, you can see different icons in the
Explorer. If you want to access a form icon that you do not have permissions for,
contact your system administrator.
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Figure 1-3 Design Console Explorer
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Tip:

»  If the system administrator changes your permissions, you must
refresh the Explorer window.

= You can adjust the size of the Design Console Explorer by moving
the divider to the right or left.

1.2.3.1 Starting a Form

To start a form:
1. Expand the folder that contains the required form.
2. Double-click the form that you want to open.

The corresponding form is displayed in the Design Console Workspace.

1.2.3.2 Refreshing the List of Forms

To refresh the list of forms:

1. Right-click the Oracle Identity Manager logo at the top of the Oracle Identity
Manager Explorer window. A menu is displayed.

2. Click Refresh Explorer.

The Design Console refreshes the Explorer with all forms that you can access,
including any forms that a system administrator recently gave you permission to
access.

1.2.4 Design Console Workspace

The Design Console Workspace is the region of the main screen that displays forms
that you access using the Explorer.

Figure 1-4 shows the Workspace.
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Figure 1-4 Design Console Workspace
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If you access multiple forms, the Design Console places the active form on top and
layers the remaining forms on tabs along the bottom of the main screen. To switch
between forms, click the desired form's tab.

The Design Console can display each form in two views: a form view and a table view.

1.2.4.1 The Form View

The form view provides detailed information about a single record. The form view is
displayed when you initially access a form by using the Explorer, for example, before
you perform a query.

1.2.4.2 The Table View

The table view lists general information about multiple records of a form. When you
submit a query that produces more than one result, the Design Console displays a
table that contains the records that match the criteria in the query.

For example, a query of the Organizations form can return several records. Both the
form and table view tabs of the Organizations form can be displayed. Figure 1-5
shows the table view of the Design Console.
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Figure 1-5 Table View
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The following applies to all table views:

To select a record in a table view, click it.

The data associated with a record is displayed in cells.

Cells are also referred to as fields.

Forms contain column headings, which are boxes with labels above each column.

Column headings display the name of the column. If a column contains a Lookup
dialog box, which provides acceptable values for some field or attribute, then the
column heading is displayed in blue.

The Design Console forms contain row headings, which are boxes with numeric
labels at the beginning of each row.

To view a detailed form view of a record, double-click its row header. To display a
record in the form view, select the record in the table view. Then, click the
applicable form tab at the bottom of the Workspace.

If a query returns more records than can be displayed in the Workspace, a vertical
scroll bar is displayed along the right edge of the table view.

Click the up or down arrows in the vertical scroll bar to scroll through the records
of the table.

If the table view contains more columns than can be displayed in the Workspace,
then a horizontal scroll bar is displayed along the bottom edge of the table view.

Click the left or right arrows in the horizontal scroll bar to display additional
columns not initially visible in the Workspace.

You can edit record information in the individual cells (fields) of the table view.
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To edit the information in a particular field, click it and make the desired changes.
Fields whose column headings are displayed in blue have Lookup dialog boxes.

You can double-click these fields to access their Lookup dialog boxes, and select
the desired value. When you edit the value in any field, the row header for the
corresponding record changes to black. This indicates that the data in that field
has changed and must be saved.

To select consecutive records, press the Shift key and use the mouse to select
records.

To select nonconsecutive record rows, press the Ctrl key and use the mouse to
select records.

To export a record, right-click the row heading.

To select more than one record, press the Shift key before clicking the row
heading.

A dialog box is displayed.
Select Copy to Clipboard to copy the selected records to the Clipboard.

You can paste copied records into a Microsoft Excel worksheet or a Microsoft
Word document.

To save the records as a tab-delimited file, select Copy to File.

You can control the order in which the records in a table view are displayed by
using the sort feature.

To change the sort order of displayed records, click the heading of the column by
which you want the records to be sorted. A triangle is displayed beside the
column heading text. This indicates the direction, ascending or descending order,
in which the records were sorted.

1.3 Special Field and Form Types

The actions of the basic features of the Design Console are standard for all forms. This
section describes the standard actions of the Design Console and the field and window
types in the Design Console main screen.

1.3.1 Data Fields

Data fields are display areas in forms that present information related to a specific
record. For example, First Name can be a data field on the Users form.

The label of a field can be displayed in black or blue.

A black label indicates that this field is a standard field.
You can query, create, modify, or delete information in a standard field.

A blue label indicates that the data in this field is derived from a predefined list of
values supplied by using a Lookup or a Date & Time window.

When you double-click this type of field, the applicable Date & Time window or
Lookup window is displayed. You can select a date, time, or a lookup value.

The value of a field can be displayed in black or red.

If the field value is displayed in black, the data in this field is supplied by the user.

You can query or edit the information in these types of fields.
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»  If the field value is displayed in red, the data in this field is supplied by Oracle
Identity Manager.

These values are read-only. This prevents you from overwriting critical
information.

1.3.2 Lookup Fields

A lookup field enables you to search for a value. Lookup fields are displayed in blue.
The following procedure describes how to use lookup fields.

To use lookup fields:

1. Double click the lookup field. The Lookup dialog box is displayed.

2. In the Lookup dialog box, to select a value, click the field, and then click OK.
Alternatively, you can select the field and press F4.
Click Cancel to close the Lookup window without selecting anything.

Figure 1-6 shows the Lookup dialog box.

Figure 1-6 Lookup Dialog Box
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v | |

| ak | | Cancel |

3. If the Lookup dialog box contains a long list of values, enter the first few
characters of the value in the Find box, followed by an asterisk (*), and click
Search. Alternatively, you can scroll through the list of values to locate it.

The Lookup dialog box displays the results that match your search.

1.3.3 Date and Time Fields

The Date & Time window enables you to select a month, year, day, and time. This
window is displayed when you double-click a field that is equipped with a an option
to open this window.

To select a date and time:
1. Double-click the field in which you want to enter a date and time.

You can also display the Date & Time window by selecting a field and pressing F4.
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The Date & Time window is displayed.
From the menu, select the month.

From the Date scroll box, select the year.
Click the date on the calendar.

From the Time box, select the time.

o g & 0 b

Click OK to save your changes.

The Date & Time window closes. The field that you double-clicked in Step 1 now
displays the date and time you selected.

Click Cancel to exit without saving.

1.3.4 List

Lists have predefined values. When you click a list, its values are displayed. If the list
contains more values that can be displayed at one time, then a vertical scroll bar is
displayed to the right of the list.

When you select a value, the list is replaced by a field in which the selected value is
displayed.

1.3.5 Notes Window

The Notes window enables you to enter supplemental information for a record. When
used with adapters, this window also displays the code that the Design Console
generated while compiling the adapter. For more information about adapters, see
Chapter 2, "Developing Adapters".

Note: In the following procedure, if the Notes button is red, the
current record has a note. To view the note, click the button. You can
enter supplemental information in this record. Each entry receives a
unique date, time, and user stamp.

To use the Notes window:
1. Select the required record.
2. Click Notes.
The Notes window is displayed.
3. Enter information in the text area of the Notes window.

4. Click the icon that represents a man to store your information in the Notes
window.

Or, click Close to close the Notes window without saving.
5. From the Toolbar, click Save.

The information you entered into the Notes window is saved.

1.3.6 Tabs on Forms

Most forms in the Design Console contain multiple tabs. The tabs are usually in the
bottom of the form. The tabs display additional information about a record, for
example, the users who are employed at an organization, as shown in Figure 1-7.
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Figure 1-7 Design Console - Tab on Forms

[®] oracie Identity Manager Design Console : connected to jdbc:oracle:thin:@localhost:5521 !shtest..regress.rdhms.dev.us.oracle.[:@i
File Edit Tool Ear Help

CICIESEIREIES

E Oracle ldentity Manager [ | “gacoyrce Ohject | Ohject Reconciliation
B[] User Management | -

~Object Definition

oy Organizational O : Name | |
Policy History
£ H Table Name [ |
e 0
a8y Roles B
= (] Resource Manageme @ Order For User () Order For Organization [ ] &uto Pre-populate
IT Resaurces Typy - N
Rule Designer |- Type [ |
6] N
g Resource Objects Allow Multiple |:| Auto Save D Self Request Allowed |:|
[ Process Management _
ClAdministration Allawe All O Trusted Source O Pravizion By Object Admin Only O T
= C]De\telopment Toals Sequence Recon O Off-line Provisioning O
3% Adapter Factory
) Adapter Manager “||[ Password Puolicies Rule r User Defined Fields r Frocess
By, Form Designer : Resource Audit Objectives r Status Definition r Administrators |

b Error Message Dd Depends On r Object Authorizers r Frocess Determination Rules r Ewvent Handlers/Adapters |

[Z Business Rule Def : Assign | Object |
Reconciliation Ru

Resource Objects

Each tab has its own tables and function buttons. Usually, the buttons on a tab are
grayed out until the information in the upper portion of the form is saved. The table
displayed in the tab enables you to view and edit the records associated with that tab
item.

To modify information in a row of a tab's table, either double-click the field that
contains the information you want to edit, or double-click the associated row heading.

1.4 Assignment Windows

The User Form Assignment windows enable you to select and assign entities to a
record. The Assignment window is displayed when you click the Assign button.

Figure 1-8 shows a User Form Assignment window for selecting and assigning roles
to a record.
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Figure 1-8 User Form Assignment Window
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The left pane lists items that you can assign to the record, for example, Organization.
The right pane lists the items that have already been assigned to the record. Although
the values available for selection in the left and right panes are unique to what is being
assigned or unassigned, the buttons and general use of this dialog box are consistent

throughout the application.

The following are methods for working with this window:

To select multiple unconsecutive items, hold down the Ctrl key while selecting

items with the mouse.

For example, you can select the User Group, the IT Resource Type Definition
object, and the Form Information object, but not the Process Definition object.

To select multiple items that are listed consecutively, hold down the Shift key and
select the first and last items with the mouse.

To assign one or more items, select the item and click the right arrow.

To unassign one or more items, select them, and click the left arrow.

When you are done, click OK. If you click Cancel, all assignment changes are
discarded.

1.5 Search Operations

This section describes the search operation that you can perform in the Design
Console. It contains the following sections:

Starting a Search

Constructing a Search Filter

Results of a Search

Working with a Set of Query Results

Optimizing Query Performance

Exceeding the Limit for a Result Set
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1.5.1 Starting a Search

The Design Console enables you to perform searches (queries) for records in the
database. Every form in the Design Console provides a search function. The search
function is also available in lookup fields.

To conduct a search on a blank form or after entering a search filter, click the
binoculars icon on the toolbar.

After you enter the search criteria in the query fields, click the binoculars symbol or
press Ctrl+Q.

1.5.2 Constructing a Search Filter

You can filter the search results in a form field. Filtering limits the results that are
returned to only the records that match the criteria you entered. If you leave all form
fields blank before conducting the search, all records in the table are returned.

You can use a wildcard character in a search. The asterisk (*) wildcard character
represents unspecified portions of the search criteria. You can use a wildcard character
at the beginning, middle, or end of the value that you enter in a field. For example, if
you enter B* in the Location field of a Design Console form and execute a search, you
retrieve all records with locations that begin with the letter B (for example, Burbank,
Boston, Bristol, and so on). If the asterisk is placed in the middle of a search value, as
in B*on, you retrieve all records that begin with B and end with ON (for example,
Brighton, Boston, and so on). If you place the asterisk at the beginning of the search
value, as in *A, you retrieve all records that end in A (for example, Philadelphia,
Tampa, and so on).

In Figure 1-9, a query is performed on the Organizational Defaults form and the
Organization Name field is used to filter the search criteria. The filter Xe11* ensures
that only organizations with names that begin with Xel1l are retrieved.

Figure 1-9 Using a Filter in a Search Query
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1.5.3 Results of a Search

When you submit a search request by clicking the toolbar icon (Query for records), one
of the following occurs:
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= No records are returned. No records in the database match your search criteria for
this form. Either the record that you are searching for no longer exists in the
database, or you must modify your search criteria.

= One record is returned. One record in the database matches your search criteria.
The Form view displays that record.

= More than one record is returned. Multiple records in the database match your
search criteria. A Table view is displayed, listing all records that meet your search
criteria. The first record is displayed in the Form view, as shown in Figure 1-10.

Figure 1-10 Multiple Records Returned
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1.5.4 Working with a Set of Query Results

If multiple records in the database match your search criteria, you can view details
about each record. Several buttons can assist you when viewing these records in the
Form view. These directional buttons, referred to as VCR buttons, are located in the
toolbar. The following table describes the VCR buttons:

Buttons Description

Click this button to display the first record in the result set in the Form view.

Click this button to display the preceding record according to the display
4 sequence in the Table view. The record is displayed in the result set in the
Form view.

Click this button to display the next record (according to the display
' sequence in the Table view) in the result set in the Form view.

Click this button to display the last record in the result set in the Form view.

1.5.5 Optimizing Query Performance

A query that returns a large result set can require significant time to run and can affect
your computer's performance. To optimize performance, use the following search
techniques:

= Define the scope of a search strategy as precisely as possible.

Enter the most specific information that you can when constructing your query.
For example, if the first name of a contact is JOHN and the last name is JACKSON,
enter both pieces of information, rather than searching only for contacts with the
last name JACKSON.

»  Use the asterisk (*) wildcard character where possible.
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If you place the asterisk in front of an alphabetic character (for example, *A), fewer
records are returned as compared to when you leave a field blank.

1.5.6 Exceeding the Limit for a Result Set

If you have both read and write access to all forms and records in the Design Console
(that is, if you are a system administrator), you can set the maximum number of
records that are displayed in the result set for a search. If the number of records
retrieved for a search exceeds this value, the Design Console displays the Query size
exceeded dialog box, as shown in Figure 1-11.

Figure 1-11 Query Size Exceeded Dialog Box
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You are prompted to enter a specific range or subset of the result set to be viewed. In
Figure 1-11, the maximum result set of 100 has been exceeded. Only records 1 through
100 will be displayed.

1.6 Forms Accessible from the Design Console

The left side of the Design Console main screen is the Design Console Explorer. The
Explorer consists of a list of icons that represent forms that you have permissions to
access. These icons are grouped under folders based on functionality and are
displayed to the users according to the access rights that you assign to them.

Figure 1-12 shows the Explorer in the Design Console main screen.
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Figure 1-12 The Design Console Main Screen
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The following topics are discussed in this section:
s Forms in the User Management Folder

= Forms in the Resource Management Folder

s Forms in the Process Management Folder

s Forms in the Administration Folder

s Forms in the Development Tools Folder

s Forms in the Business Rule Definition Folder

1.6.1 Forms in the User Management Folder

The User Management folder provides tools to create and manage information about
organizations, users, and roles. This folder contains the following forms:

s Organizational Defaults: Use this form to specify the default values that the
organization users should have for certain resources.

= Policy History: Use this form to view resources that are allowed and disallowed
for users through policies.

= Roles: Use this form to specify which Design Console forms are available for
which roles.

1.6.2 Forms in the Resource Management Folder

The Resource Management folder provides you tools for managing Oracle Identity
Manager resources. This folder contains the following forms:

»  IT Resources Type Definition: Use this form to create resource types that are
displayed as lookup values on the IT Resources form.
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Rule Designer: Use this form to create rules that can be applied to password policy
selection, auto-group membership, provisioning process selection, task
assignment, and prepopulating adapters.

Resource Objects: Use this form to create and manage resource objects. These
objects represent resources that you want to make available to users and
organizations.

See Also: Chapter 9, "Developing Resource Objects" for more
information about the forms in the Resource Management folder

1.6.3 Forms in the Process Management Folder

The Process Management folder provides you tools for creating and managing Oracle
Identity Manager processes and e-mail templates.

This folder contains the following forms:

Email Definition: This form enables you to create templates for e-mail
notifications.

Process Definition: This form is used to create and manage approval and
provisioning processes. It also lets you start the Workflow Definition Renderer
that displays your workflow definition in a graphical presentation.

See Also: Chapter 10, "Developing Provisioning Processes" for more
information about the forms in the Process Management folder

1.6.4 Forms in the Administration Folder

The Design Console Administration folder provides you tools for managing Oracle
Identity Manager administrative features. This folder contains the following forms:

Lookup Definition: Use this form to create and manage lookup definitions. A
lookup definition represents a lookup field and the values you can access from
that lookup field.

User Defined Field Definition: Use this form to create and manage user-defined
fields. A user-defined field enables you to store additional information, such as
user, request, and resource information.

Remote Manager: Use this form to display information about the servers that
Oracle Identity Manager uses to communicate with third-party programs. These
servers are known as remote managers.

Password Policies: Use this form to set password restrictions for the users and
view the rules and resource objects that are associated with a password policy.

See Also: Chapter 13, "Developing Lookup Definitions, UDFs, and
Remote Manager" for more information about the forms in the
Administration folder

1.6.5 Forms in the Development Tools Folder

The Design Console provides a suite of development tools that enable system
administrators or developers to customize Oracle Identity Manager. This folder
contains the following forms:

Adapter Factory: You use this form to create and manage the code that enables
Oracle Identity Manager to communicate with any IT Resource by connecting to
that resource's API. This code is known as an adapter.
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Adapter Manager: You use this form to compile multiple adapters
simultaneously.

Form Designer: You use this form to create process and resource object forms that
do not come packaged with Oracle Identity Manager.

Error Message Definition: You use this form to create error messages that can be
used for reporting when certain problems occur while using Oracle Identity
Manager. This form also enables a system administrator or developer to define the
error messages that users can access when they create error handler tasks by using
the Adapter Factory form.

Reconciliation Rules: You use this form to create and manage reconciliation rules
in Oracle Identity Manager.

1.6.6 Forms in the Business Rule Definition Folder

The Development Tools/Business Rule Definition folder provides system
administrators and developers with tools to manage the event handlers and data
objects of Oracle Identity Manager. This folder contains the following forms:

Event Handler Manager: You use this form to create and manage the event
handlers that are used with Oracle Identity Manager.

Data Object Manager: Through this form, you can define a data object, assign
event handlers and adapters to it, and map any adapter variables associated with
it.

See Also: Chapter 4, "Developing Rules" for more information about
the forms in the Business Rule Definition folder
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Developing Adapters

Adapters are Java programs that enable you to integrate Oracle Identity Manager with
other software solutions. This chapter describes how to create adapters using the
Adapter Factory form. It contains these sections:

s Introduction to Adapters

= Types of Adapters

= Adapter Environment and Tools

= Defining Adapters

s Tabs of the Adapter Factory Form

= Disabling and Re-enabling Adapters

= About Adapter Variables

s Creating Adapter Tasks

= Modifying Adapter Tasks

s Changing the Order and Nesting of Tasks
= Deleting Adapter Tasks

= Working with Responses

s Scheduling Rule Generators and Entity Adapters

2.1 Introduction to Adapters

To be effective, it must be possible to integrate an access rights management
application, such as Oracle Identity Manager, with other software solutions. This is
necessary not only because there are many resources, but also because there is no
single integration standard for connecting to these resources.

The traditional way to tackle this challenge is by using the common functionality that
is supported by all the integrations. To do this, you need developers who can write
this code. In addition, every time an existing software resource is modified, or a new
one is added, you must write more code.

The Adapter Factory is a code-generation tool provided by Oracle Identity Manager. It
helps you create Java classes, known as adapters, that simplify the integration
challenge.
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Note: Oracle Identity Manager can connect to external systems such
as databases and directory servers by using Java APIs for JDBC and
LDAP. In addition, for all other APIs, such as C, C++, VB, and
COM/DCOM, you can create a Java wrapper so that Oracle Identity
Manager can communicate with the API directly.

A resources has associated provisioning process, which in turn has various tasks
associated with it. Each task in turn has an adapter associated to it, which in turn can
connect to the target resource to carry out the required operations.

An adapter provides the following benefits:

It extends the internal logic and functionality of Oracle Identity Manager.

It interfaces with any software resource, by connecting to that resource by using
the API of the resource.

It enables the integration between Oracle Identity Manager and an external
system.

It can be generated without manually writing code. However, Oracle Identity
Manager does not restrict you to write your own code for creating adapters.

It is lightweight and specific to your needs.

It can be maintained easily because all of the definitions for the adapter are stored
in a repository. This repository can be edited through a GUL

One Oracle Identity Manager user can retain the domain knowledge about the
integration, while another user can maintain the adapter.

It can be modified and upgraded efficiently.

Adapters can be developed for a range of tasks:

A process task adapter, which allows Oracle Identity Manager to automate the
completion of a process task.

A task assignment adapter, which enables Oracle Identity Manager to automate
the assignment of a process task to a user or group.

A rule generator, which incorporates business rules to the fields of either an
Oracle Identity Manager form or a user-defined form (created by using the Form
Designer form), so these fields can be populated automatically and saved to the
Oracle Identity Manager database.

Note: For more information about the Form Designer form, see
"Form Designer Form" on page 11-1.

A pre-populate adapter, which is a specific type of rule generator adapter that can
be attached to a user-created form field. The data generated by this type of adapter
can appear either automatically or manually. In addition, it uses criteria that
enable Oracle Identity Manager to determine which pre-populate adapter will be
applied to the designated form field. It populates the designated form field
without saving this information to the Oracle Identity Manager database.

An entity adapter, which is attached to an Oracle Identity Manager or user-created
form field. Oracle Identity Manager triggers an entity adapter on preinsert,
preupdate, predelete, postinsert, postupdate, or postdelete. After this occurs, the
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field to which the adapter is attached is populated automatically and saved to the
Oracle Identity Manager database.

Note: Oracle Identity Manager 11¢ Release 1 (11.1.1) also allows you
to create postprocessing handlers on entities, such as user, role, and
organization.

Figure 2-1 illustrates the functionality of five different types of adapters.

Figure 2—1 Adapter Functionality

Adapters Data Object Custom Process

Manager Form
Rule Generator/ farm
Entity {R/E}

l— r I
Process Task ’7 = E .
(T} T _

Provisioning
Process
Task e I—

Assignment (A)
Process Task

Process Task
Pre-Populate (P)

2.2 Types of Adapters

This section provides additional details about the five adapter types.

Rule Generator Adapters

Certain business rules must be applied to perform field validations and enter default
values into the forms which either come packaged with Oracle Identity Manager or are
created by Oracle Identity Manager users. For example, for the Users form, you might
want Oracle Identity Manager to generate the User ID automatically by concatenating
the user's first name and last name.

To do this, you must create a specific type of adapter, which is designed to modify the
field value in a form. This type of adapter, which can generate, modify, or verify the
value of a form field automatically, is called a rule generator. Oracle Identity Manager
triggers a rule generator on preinsert and preupdate.

After you create this adapter and attach it to a form, Oracle Identity Manager
automatically updates the field value for all records of that form, and saves this
information to the Oracle Identity Manager database.

If you create a rule generator that contains adapter variables, you must map these
adapter variables to their proper locations. Otherwise, the adapter will not be
functional.

You can also attach this type of adapter to a provisioning process. Once the process is
provisioned to a target user or organization, Oracle Identity Manager will trigger the
associated rule generator.
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On occasion, a rule generator which has been assigned to a provisioning process might
no longer be needed to complete the process. If this happens, you can remove the rule

generator from the provisioning process. Similarly, after you attach one rule generator

to a form field, you can connect a different rule generator to that form field. When this
occurs, you must first remove the rule generator currently attached to the form field.

Entity Adapters

Similar to rule generator adapters, entity adapters are also responsible for generating,
modifying, or verifying the value of a form field automatically, and saving this
information to the Oracle Identity Manager database.

Some differences between rule generators and entity adapters are:

= Execution schedule. Entity adapters can be triggered by Oracle Identity Manager
on preinsert, preupdate, predelete, postinsert, postupdate, and postdelete. A rule
generator adapter can be executed only on preinsert and preupdate.

= Manual field value modification. The adapter populates the form field to which
an entity adapter is attached. An Oracle Identity Manager user should not edit this
value because the entity adapter will overwrite this modification. As a result, the
modification will not be saved to the database.

Similarly, the adapter also populates the form field to which a rule generator
adapter is attached. However, an Oracle Identity Manager user can edit this value
because this modification will take precedence over the value that the rule
generator adapter generates. Because of this, the modification will be saved to the
database.

= Background color of form field. If a rule generator is attached to a form field, the
field will appear in a particular background color such as pink. This is a visual
indicator that the field has a rule generator attached to it. On the other hand, when
an entity adapter is attached to a form field, the field will not have a distinct
background color.

Task Assignment Adapters

For a process task that must be completed manually, you can configure Oracle Identity
Manager to automate the assignment of the task to either a specific user or a user who
belongs to a particular role. This is achieved through the use of a task assignment
adapter. Task assignment adapters are used only for assigning a task to a particular
user or role.

When a task that is associated with specific provisioning process is created using the
Tasks tab in the Process Definition form of the Design Console, you can choose the
rule that decides if adapter will be picked up for execution. Note that this rule is
defined in the Rule Definition form of the Design Console. An example of a rule is
"Target User's Org name is XYZ. If this rule is satisfied, then the corresponding task
assignment is picked up. However, you can have multiple rules defined and used
while deciding task assignment. For multiple rules, Oracle Identity Manager associates
priority with the task assignment functionality to decide the order in which the rule
determination must occur. When the rule is determined, corresponding task
assignment is run.
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Note: In other words, the task assignment rule allows Oracle
Identity Manager to decide whether to assign a process task to a user
or role. The task assignment adapter enables Oracle Identity Manager
to determine which user or role will be the recipient of the process
task.

For this example, Oracle Identity Manager will trigger the Associate Adapter with
User rule first (because it has the highest priority). If the condition of this rule is TRUE,
it is successful. As a result, Oracle Identity Manager will associate the related task
assignment adapter (the Assign Task to User adapter) with the process task.

On the other hand, when the condition of a rule is FALSE, the rule has failed. Oracle
Identity Manager triggers the rule with the next highest priority. If this rule is
successful, then Oracle Identity Manager assigns the designated adapter to the target
process task.

So, in this example, if the Associate Adapter with User rule fails, then Oracle Identity
Manager triggers the Associate Adapter with Role rule. If this rule is successful, then
Oracle Identity Manager associates the related task assignment adapter (the Assign
Task to Role adapter) to the process task.

After assigning a rule to a task assignment adapter, if this type of adapter contains
adapter variables, you must map these variables to their proper locations. Otherwise,
the adapter will not be functional.

Finally, when a task assignment adapter becomes invalid, or is no longer necessary for
Oracle Identity Manager to allocate the process task to a user or group, you must
remove the adapter from the task.

Prepopulate Adapters

Sometimes a user-created form contains both fields that can be populated by Oracle
Identity Manager and fields into which an Oracle Identity Manager user must enter
data. When the information that the user types into a field is contingent upon the data
that appears in a system-generated field, Oracle Identity Manager must first populate
this field. When the form is displayed, the user can view the system-generated data to
enter information into the appropriate fields.

This is achieved by creating a type of rule generator known as a prepopulate adapter.
By attaching it to a field designated to be system-generated, you enable Oracle Identity
Manager to automatically populate this field with the appropriate information,
without saving this information to the Oracle Identity Manager database.

The data generated by a prepopulate adapter can appear automatically or it can be
manually entered. Oracle Identity Manager displays this information automatically
when the Auto-prepopulate check box is selected for a provisioning process. When
this check box is cleared, an Oracle Identity Manager user must manually generate the
displaying of the data that is generated by the prepopulate adapter. To do this, click
the prepopulate button on the form section of the Direct Provisioning wizard in the
Web client, while provisioning the form to a user.

You can use the same prepopulate adapter for different form fields. In addition, you
can designate multiple prepopulate adapters to be associated with a particular field.
As a result, Oracle Identity Manager must know which prepopulate adapter it must
select for the form field. This requires the use of prepopulate rules. These rules enable
Oracle Identity Manager to select one prepopulate adapter, which is associated with a
form field, when this prepopulate adapter is assigned to the field.
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Each prepopulate adapter has a prepopulate rule associated with it. In addition every
rule has a priority number which indicates the order in which Oracle Identity Manager
triggers it.

For example, Oracle Identity Manager can trigger the Rule for Uppercase User ID rule
first because it has the highest priority. If the condition of this rule is TRUE, it is
successful. As a result, Oracle Identity Manager will attach the related prepopulate
adapter (the Display Uppercase Letters for User ID adapter) to the User ID field.

On the other hand, when the condition of a rule is FALSE, the rule has failed. Oracle
Identity Manager will trigger the rule with the next highest priority. If this rule is
successful, Oracle Identity Manager will attach the associated adapter to the
designated field.

So, in this example, if the Rule for Uppercase User ID rule fails, Oracle Identity
Manager will trigger the Rule for Lowercase User ID rule. If this rule is successful,
Oracle Identity Manager will attach the related prepopulate adapter (the Display
Lowercase Letters for User ID adapter) to the User ID field.

After assigning a rule to a prepopulate adapter, if this type of adapter contains adapter
variables, you must map these adapter variables to their proper locations. Otherwise,
the adapter will not be functional.

Finally, when a prepopulate adapter associated with a field is no longer valid, you
must remove the adapter from the field.

Process Task Adapters
A process task adapter enables Oracle Identity Manager to automatically execute
process tasks in provisioning processes.

Each process and process task has a status, which indicates the stage of its completion.
The statuses for a process or process task are listed in the following table in order of

importance.

Task Status Description

C Completed: This process/process task has been completed
successfully.

MC Manually Completed: This process task has been completed
successfully by an Oracle Identity Manager user (that is,
manually).

P Pending: This process/process task is in the process of being
completed. All preceding tasks and processes, respectively, have
been completed.

PX Pending Cancellation: This process task will be canceled, but this
task has to be completed first before it can be canceled.

R Rejected: This process/process task has not been completed
successfully or has not been approved. The status of rejected
process tasks can only be changed to Canceled or Unsuccessfully
Completed.

S Suspended: This process/process task has been put on hold
temporarily.

ucC Unsuccessfully Completed: This process task has been set to
Completed. However, it had been rejected before.

A\ Waiting: This process/process task cannot be completed until all

preceding process tasks or processes are completed.
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Task Status Description

X This process/process task has been stopped. Its status cannot
change anymore

The status level of a process represents the most important status level of its process
tasks, which must be completed for the process to be completed. Suppose a process
has three process tasks, each process task has a different status level (Completed,
Waiting, and Rejected), and all three process tasks must be completed for the process to
complete. Because the highest task status level is Rejected, the status level of the
process is also Rejected.

A process task can be managed in these ways:

s It can be handled manually by using the Object Process Console tab of the
Organizations or Users forms, or the Oracle Identity Manager Web Application.

= An Oracle Identity Manager process can be configured so that one (or more) of its
tasks is triggered automatically once it achieves a status of Pending.

2.3 Adapter Environment and Tools
This section contains these topics:
s Configuring the Adapter Environment
= Remote Manager
s The Adapter Factory
s Compiling Adapters

2.3.1 Configuring the Adapter Environment

To construct adapter tasks, ensure that Oracle Identity Manager has access to the
target APIJAR files and third-party applications to which you want to connect.

When your adapter uses Java tasks, you must configure Oracle Identity Manager to
find the appropriate Java APIs. To do this, you must place the jar files that contain
these APIs into the JavaTasks subdirectory of the 01 _HOME/ directory path, such as
C:\oracle\Xellerate\JavaTasks. Then, you can access the Java classes
associated with these Java APIs and use them in the Java task you are creating.

To configure Oracle Identity Manager to reference JAR and class files:

1. Open the JavaTasks subdirectory, which can be found within the 0IM HOME/
directory path. For example, C: \oracle\Xellerate\JavaTasks.

2. Place the JAR file or files into this subdirectory. You can use these files to create
Java tasks within an adapter without restarting the server.

2.3.2 Remote Manager

Sometimes, instead of directly communicating with the third-party system, Oracle
Identity Manager must use an Oracle Identity Manager component that acts like a
proxy. This component is known as Remote Manager.

The Remote Manager is used for:

= Invoking nonremotable APIs through Oracle Identity Manager
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= Invoking APIs that do not support Secure Sockets Layer (SSL) over secure
connections

To configure the Remote Manager, follow the instructions described in Oracle Fusion
Middleware Installation Guide for Oracle Identity Management.

2.3.3 The Adapter Factory

As stated earlier, an adapter is a Java class created by an Oracle Identity Manager user
through the Adapter Factory, which is accessed through the Design Console.

Adapters extend the internal logic and functionality of Oracle Identity Manager. In
addition, they interact with any IT resource by connecting to that resource's AP

The Adapter Factory is a code-generation tool provided by Oracle Identity Manager
that enables a user to create Java classes, known as adapters. Figure 2-2 shows the
Adapter Factory Form in the Design Console.

Figure 2-2 Adapter Factory Form
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2.3.4 Compiling Adapters

Oracle Identity Manager provides various options for compilation, including:
= compile individual adapters one at a time
= compile a set of adapters at once

= compile all adapters that exist in the Oracle Identity Manager database with a
single click

2.3.4.1 Automatic Compilation of Adapters

Adapters are compiled automatically when you import connector files by using the
Deployment Manager. The compiled adapter class files are stored in the Oracle
Identity Manager database, as opposed to the file system, from where they are loaded
at run time. The following two APIs are available to compile adapters
programmatically:

s public void compileAdapter (String adapterName): This API
compiles a single adapter and stores the compiled classfile in the database. It takes
the name of the adapter as a parameter. If the adapter is not found or if there are
any errors, the API throws an appropriate exception.

s public void compileall: This API compiles all adapters in a system. If it
encounters any errors during compilation, it throws an exception of the type
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tcBulkException. This exception comprises all the individual errors that the
API encounters during compilation.

You can modify the adapters manually if you make any changes.

Note: You must set the path of the JDK directory in the
XL.CompilerPath system property. Otherwise, an error is
encountered during the adapter compilation stage when you import
an XML file using the Deployment Manager.

Refer to the "System Properties in Oracle Identity Manager" in the
Oracle Fusion Middleware System Administrator’s Guide for Oracle
Identity Manager for information about setting values of system
properties.

2.3.4.2 Compiling Adapters Manually

The Adapter Manager form is located in the Development Tools folder. You use it to
compile multiple adapters simultaneously.

To manually compile multiple adapters, perform these steps:

1. Open the Adapter Manager form.

The Adapter Manager form is in the Development Tools folder. It is used to
compile multiple adapters simultaneously, as shown in Figure 2-3.

Figure 2-3 Adapter Manager Form
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2. To compile every adapter that resides within the Oracle Identity Manager
database, select the Compile All option.

To compile multiple adapters, select the adapters you want to compile. Then,
select the Compile Selected option.

To compile all adapters that do not have an OK status, select the Compile
Previously Failed option.

3. Click the Start button.

Oracle Identity Manager will compile the adapters that match the criteria you
specified in Step 2.

Tip: Oracle Identity Manager lets you review the record of any
adapter that appears within the Adapter Manager form to see detailed
information about the adapter.

To view an adapter's record, select the desired adapter and either
double-click its row header, or right-click the adapter, and select the
Launch Adapter command from the menu that appears.

Developing Adapters 2-9



Defining Adapters

2.4 Defining Adapters

To define an adapter:

1.
2.

Log in to Oracle Identity Manager Design Console.

Open the Adapter Factory form. This form is in the Development Tools folder in
the Design Console.

In the Adapter Name field, enter the name of the adapter, for example, Create
Solaris User.

Note: Although the adapter name can contain special characters,
Oracle recommends that you do not use them because there might be
run-time errors.

Double-click the Adapter Type lookup field.

The Lookup window is displayed, displaying the five types of Oracle Identity
Manager adapters. These are:

= Process Task

= Rule Generator

s Pre-populate Rule Generator

= Entity

s Task Assignment

To enable the adapter to automate a process task, select Process Task (T).

To incorporate business rules into an Oracle Identity Manager or user-defined
form field, select Rule Generator (R). For example, for the User ID field of a form,
you can configure Oracle Identity Manager to concatenate the initial letter of the
user's first name with the user's last name.

You can attach a type of rule generator adapter to a user-created form field, so that
it can:

= Display the data, which is generated by the adapter, automatically or
manually.

s Use criteria that enable Oracle Identity Manager to determine which adapter is
applied to the designated form field.

To attach the adapter to an Oracle Identity Manager or user-defined form field,
and have Oracle Identity Manager trigger the adapter on preinsert, preupdate,
predelete, postinsert, postupdate, or postdelete, select Entity (E).

To allow the adapter to automate the allocation of a process task to a user or
group, select Task Assignment (A).

Tip: If you create an entity adapter, then an error might be generated
while compiling the adapter on computers with less file limits. To
avoid this problem, change the file limits in the
/etc/security/limits.conf file to the following:

soft nofile 4096
hard nofile 4096
Then, restart Oracle Identity Manager.
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Select the type of adapter you want, for example, Process Task (T). Then, click OK.

See Also: "Form Designer Form" on page 11-1 for more information
about the Form Designer form

In the Description field, type a description for the adapter, for example, This
adapter is used to create a new user for the Solaris
environment.

From the toolbar, click Save.

The adapter is now stored in the Oracle Identity Manager database.

2.5 Tabs of the Adapter Factory Form

The Adapter Factory form in the Design Console contains the following tabs:

Adapter Tasks
Execution Schedule
Resources

Variable List

Usage Lookup

Responses

2.5.1 Adapter Tasks

In the Adapter Tasks tab, you can create and manage the atomic function calls of an
adapter. These function calls are known as adapter tasks.

2.5.2 Execution Schedule

The Execution Schedule tab lets you specify when you want Oracle Identity Manager
to trigger a rule generator or an entity adapter. You can schedule Oracle Identity
Manager to run a rule generator (Adapter Type R) on preinsert and/or preupdate.
You can also configure Oracle Identity Manager to execute an entity adapter (Adapter
Type E) on preinsert, preupdate, predelete, postinsert, postupdate, or postdelete.

2.5.3 Resources

Caution: Process task adapters and task assignment adapters,
which are attached to process tasks, are triggered once the process
task's status becomes Pending. Therefore, you do not specify when
Oracle Identity Manager will trigger these types of adapters, Oracle
Identity Manager disables the Execution Schedule tab for them.

Also, because Oracle Identity Manager always triggers pre-populate
adapters on preinsert, Oracle Identity Manager disables the check
boxes of this tab for pre-populate adapters.

From the Resources tab, you can:

Click the Java APIs subtab to see the Java APIs that are being used by the adapter.

Click the Other subtab to document a non-Java API file to the adapter, if
necessary.

Developing Adapters 2-11



Disabling and Re-enabling Adapters

Note: This Resources tab does not represent resource objects.

2.5.4 Variable List

For prepopulation adapters, the data is passed to adapter input variables and are
processed by using adapter logic. The adapter returns output variable, which is then
assigned to process form field.

From the Variable List tab, you can:
»  Create, modify, and delete adapter variables.
= Set the data type and provide a description for each variable.

= Map an adapter variable to a literal or an adapter reference. You can also postpone
the mapping until it is attached to a process task or a form field.

You also can resolve the value of the adapter variable at run time, when it is attached
to a process task and the process task is run. As a result, process-specific data is
available to map to this variable.

2.5.5 Usage Lookup

For a process task or task assignment adapter, the Usage Lookup tab displays the
process task to which the adapter is attached, as well as the process of which this
process task is a member.

For a rule generator or entity adapter, this tab shows the Oracle Identity Manager form
and associated data object to which the adapter is attached. In addition, it displays the
execution schedule of the adapter, along with a sequence number that represents the
order in which Oracle Identity Manager will trigger the adapter.

For a pre-populate adapter, this tab displays the user-defined form and form field to
which the adapter is attached. Also, it shows the pre-populate rule that is associated
with the adapter.

2.5.6 Responses

The Responses tab is used for defining meaningful responses to the process task. These
responses depend on the execution result of the adapter. The various error messages
returned by the external system can be mapped to these responses in a way that they
make sense in the context of the process task. On attaching the adapter to a process
task, the status bucket, which consists of Pending, Completed, and Rejected, of the
process task (and subsequently the Object status) can be set, based on the adapter
response code.

Tip: Oracle Identity Manager enables the Responses tab only for
process task adapters. If an adapter is a task assignment, rule
generator, pre-populate, or entity adapter, Oracle Identity Manager
disables this tab.

2.6 Disabling and Re-enabling Adapters

To disable an adapter so that it cannot be used with a process task or form field, select
the Disable Adapter option, and save the adapter.

To re-enable it, clear the Disable Adapter option, and save the adapter.
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2.7 About Adapter Variables

For a newly-created adapter to work, you can map data to the parameters of the
adapter tasks. For this reason, you create placeholders, also known as adapter
variables, to map the data at run time.

Note: An adapter variable can be reused for all adapter tasks.

Once an adapter variable is not needed for the adapter to run, you can remove it from
the adapter. After you have deleted the adapter variable, ensure to recompile the
adapter.

2.7.1 Creating an Adapter Variable

To create an adapter variable:

1.

Select the adapter to which you wish to add an adapter variable, for example, the
Create Solaris User adapter.

Select the Variable List tab.
Click Add.
The Add a Variable window is displayed.

When you do not want Oracle Identity Manager to be able to change the adapter
variable value after it is activated, select Final.

In the Variable Name field, enter the name of the adapter variable, for example,
SolarisUserID.

Caution: The adapter variable name cannot contain spaces.

From the Type menu, select the classification type of the adapter variable, such as
String. The available items are:

= Object

s [T Resource
s String

= Boolean

s Character

= Byte

s Date

= Integer
= Float

= Long

= Short

= Double

Within the Description text area, you can enter explanatory information about the
adapter variable.
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8. From the Map To menu, you can map your adapter variable to one of the items
listed in Table 2-1.

Table 2-1 Items on the Map To Menu

Name Description

Literal This adapter variable is mapped to a constant (or literal).

Resolve at Run time This adapter variable's mapping occurs later, at run time.
Selecting this option increases the reusability of the adapter.

Adapter References This adapter variable gives access to an Oracle Identity Manager
database reference or an Oracle Identity Manager data object
reference.

System Date When this adapter variable is triggered by Oracle Identity

Manager, it is mapped to the current date and time of the Server.

Note: This option appears only when you select the Date type.

Note: When you select the object type, a Qualifier menu is displayed
within the Add a Variable window. From this menu, you can select
either of the following:

= Database Reference. If you select this item, the adapter variable is
mapped to the reference of the database that the Oracle Identity
Manager is currently running against.

= Data Object Reference. If you select this item, the adapter variable
is mapped to an Oracle Identity Manager data object.

Note: If you select the IT Resource type, a Resource Type menu is
displayed within the Add a Variable window. From this menu, you
can select one of the IT resource types that have been created by using
the IT Resource Type Definition form. By doing so, you can map the
adapter variable to a parameter of this IT resource type.

9. On the toolbar in the Add a Variable window, click Save. The information for your
adapter variable is stored in the Oracle Identity Manager database.

Close the Add a Variable window to activate the main screen. The name,
classification type, mapping selection, and description of the adapter variable you
created appear in the child table of the Variable List tab.

This adapter variable now belongs to the adapter in the Adapter Factory form. It is
saved to the Oracle Identity Manager database, and the adapter variable is ready to
use.

2.7.2 Modifying an Adapter Variable

To modify an adapter variable:

1. Select the adapter that contains the adapter variable you want to edit, for example,
the Create Solaris User adapter.

2. Click the Variable List tab and double-click the row header of the adapter variable
you want to modify. The Edit a Variable window is displayed, showing
information about the adapter variable.
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Make the necessary edits, for example, changing the adapter variable's data type
from String to Character.

On the Edit a Variable toolbar, click Save. The modified information about the
adapter variable is stored in the Oracle Identity Manager database.

Close the Edit a Variable window to activate the main screen. The adapter variable
you modified appears within the child table of the Adapter Factory form.

Note: Ensure that you check your data mappings and recompile the
adapter, especially if you change the adapter variable's data type.

2.7.3 Deleting an Adapter Variable

When an adapter variable is no longer necessary for the adapter to run, you can
remove it from the adapter. To do this:

1.
2
3.
4

5.

Select the adapter that contains an adapter variable you want to remove, for
example, the Create Solaris User adapter.

Select the Variable List tab.
From the list of this tab, select the adapter variable you want to delete.
Click Delete.

Recompile the adapter after deleting any variable.

The adapter variable disappears from the child table. The adapter variable has been
deleted.

2.8 Creating Adapter Tasks

After you construct the adapter and create its variables, you can create the atomic
function calls of an adapter. These function calls are known as adapter tasks.

This section explains adapter tasks and how to create tasks:

Types of Adapter Tasks

Creating a Java Task

Creating a Remote Task

Creating a Stored Procedure Task

Creating a Utility Task

To Create an Oracle Identity Manager API Task
Reassigning the Value of an Adapter Variable
Adding an Error Handler Task

Creating a Logic Task

2.8.1 Types of Adapter Tasks

Oracle Identity Manager allows you to create the following adapter tasks:

A Java task, which allows an adapter to communicate with an external source by
invoking Java APL
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A remote task, which enables an adapter to call a method on an API. This API
resides on a computer that is external to Oracle Identity Manager.

This type of task is used mostly with integrations of third-party APIs that are not
network-enabled. A remote manager executes the remote API method, which is
located on a remote computer. In addition, if the third-party API does not use SSL,
you can use the remote manager to invoke third-party APIs over SSL-protected
communication. Remote tasks can also be used with integrations of third-party
APIs, which are network-enabled, but are not located on the Oracle Identity
Manager server for scalability purposes. The remote API method is still executed
by a remote manager. However, because the third-party API is network-enabled,
the remote manager does not have to reside on the target system.

A stored procedure task, which allows Oracle Identity Manager to map to and
execute SQL programs located within a particular database schema. These
programs are known as stored procedures. They contain information, such as SQL
statements, which are pre-compiled for greater efficiency.

By incorporating a stored procedure task into an adapter, and attaching this
adapter to a process task, Oracle Identity Manager can incorporate stored
procedures on any Oracle Database or Microsoft SQL Server database that is
accessible on its network. This includes retrieving primitive values from stored
procedures.

A utility task, which enables you to populate an adapter with methods and APIs
that come packaged with Oracle Identity Manager. In addition, this type of task
provides you with access to the Java Standard Library APIs.

An Oracle Identity Manager API task, which enables access to Oracle Identity
Manager published APIs from adapter tasks. This allows for enhanced portability
of adapter code.

A set variable task, which allows you to set a variable within an adapter.

An error handler task, which lets you display any errors associated with an
adapter that occur at run time. In addition, you can see the reasons for the errors,
along with possible solutions.

A logic task, which lets you build a conditional statement within an adapter.

You can create the following types of logic tasks:

FOR loops

WHILE loops

IF statements

ELSE statements

ELSE IF statements
BREAK statements
RETURN statements
CONTINUE statements
SET VARIABLE statements

Handle Error statements

See Also: Section 2.8.9, "Creating a Logic Task" for more information
about the types of logic tasks you can build
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For classification purposes, Oracle Identity Manager represents each type of adapter
task by an icon. The icon, which precedes the task name, is a visual indicator of the
type of task it is. For example, "]" represents a Java task, and "LT" represents a logic
task.

To see a list of these icons, select the Adapter Tasks tab, and click Legend. The Legend
window appears, displaying the following list of icons:

= Functional Task

- Java

— Remote

—  Stored Procedure
s Utility Task

- Utility

- Oracle Identity Manager API
= Logical Task

2.8.2 Creating a Java Task

Oracle Identity Manager can handshake with an external source through a Java APL
To make this happen, you must add a task to an adapter which, when triggered by
Oracle Identity Manager, initiates communications with the external source. This type
of task is called a Java task.

To create a Java task:

1. Select the adapter to which you want to add a Java task, for example, the Update
Solaris Password adapter.

2. Select the Adapter Tasks tab.
3. Click Add.

After the Adapter Task Selection window is displayed, select the Functional Task
option.

4. From the display area to the right of this option, select the Java item, and click
Continue.

The Object Instance Selection window is displayed.

Table 2-2 explains the options in the Object Instance Selection window.

Table 2-2 Options in the Object Instance Selection Window

Option Description

New Object Instance When you click this option, you are creating a new Java object
instance.

Persistent Instance You can call the method on a persistent object by clicking this

option, clicking the adjacent combo box, and selecting an object
instance from the drop-down menu.

Task Return Value Instance  You can call this method on an object returned by an adapter
task defined earlier by clicking this option, clicking the combo
box, and selecting an adapter task from the drop down list.

Developing Adapters 2-17



Creating Adapter Tasks

Note: When the Persistent Instance option is grayed out, it indicates
that you have not defined any persistent objects for your adapter.
Similarly, if the Task Return Value Instance option is grayed out, none
of the tasks have Java Object return values associated with them.

5. Click an option—for example, New Object Instance—and click Continue. The Add
an Adapter Factory Task window is displayed.

Table 2-3 lists and describes the various regions of the Add an Adapter Factory
Task window:

Table 2-3 Regions of the Add an Adapter Factory Task Window

Name Description
Task Name This field displays the name of the Java task.
Persistent Instance If this Java object is to be used again, the check box is selected,

and the name of the task instance is entered in the adjacent field.

API Source This combo box contains a list of all JAR and class files to which
you have access.

Application API This combo box contains a list of all class files to which you have
access, and which belong to the JAR file that has been selected
from the API Source list.

Constructors This text area displays all the constructors, which are available

for the Java object.

Methods This text area shows a list of all the methods, which are available
for the Java object.

Application Method This area contains the parameters of the selected constructor and
Parameters method. These parameters are mapped to the adapter variables
and Oracle Identity Manager components.

6. In the Task Name field, enter the name of the task you are creating, for example,
Update Password.

7. (Optional.) To make your Java object reusable, select Persistent Instance, type the
name of the instance of this task in the text field located to the right of the check
box.

Caution: Ensure that name of the instance contains no spaces.

Note: To reference a session with the target resource multiple times
during the life of the adapter, and not just once, select Persistent
Instance.

Tip: By setting the Java object to be persistent, the next time you
create a Java object, it appears in the Persistent Instance list of the
Object Instance Selection window. In addition, you do not have to
map the constructor to all adapter tasks of the same Java object.
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11.
12.

13.

14.

15.
16.

17.

18.

19.

20.

21.

22,

Select the API Source. The JAR files appear, which Oracle Identity Manager
references from the JavaTasks subdirectory of the 011 _HOME/ directory path—for
example, C: \oracle\Xellerate\JavaTasks.

See Also: Section 2.3.1, "Configuring the Adapter Environment" for
instructions on how to enable Oracle Identity Manager to use
third-party JAR files with a Java task

Select the Application API The class files, which belong to the JAR file you
selected in the API Source, appear.

From the Constructors area, select the method to be used to initialize the Java class
you selected.

From the Methods area, select the method that will be used with your Java task.
From the toolbar, click Save.

The information pertaining to the Java task is stored in the Oracle Identity
Manager database. You can now access the parameters of your Java task's
constructors and methods. These parameters appear in the Application Method
Parameters region of the Add an Adapter Factory Task window.

To display the Java class constructors and methods for which you must set
mappings, click the plus icons displayed to the left of the Constructor and Method
icons.

Select the parameter of the constructor or method for which you must set a
mapping.
In the Description text area, you can enter a description for this mapping.

Click the Map to combo box, and select an item that you can map to the parameter
of the constructor or method, for example, Adapter Variables.

Set the appropriate mappings.
See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to set

Click Set.

The parameter of the selected constructor or method now appears in blue. This
signifies that it has been mapped.

Tip: To remove a parameter mapping, right-click the appropriate
parameter, and select Un-Map Parameter from the popup menu that
appears.

Repeat steps 15 through 18 for all parameters of the constructors and methods that
appear in the Application Method Parameters region.

On the Add an Adapter Factory Task window toolbar, click Save. The information
pertaining to the Java task is stored in the Oracle Identity Manager database.

On the toolbar, click Close. The Add an Adapter Factory Task window
disappears, and the main screen is active once again. The Java task that you
created—for example, Update Password—appears within the Adapter Factory
form.

(Optional.) To create additional Java tasks for the adapter, repeat steps 3-21.
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Tip: You can create different types of adapter tasks, and add them to
the adapter.

If the adapter is logically complete, and all variables on the adapter tasks are
mapped, you can compile it to use with a process task or form field.
23. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and found no errors. You can
now attach the adapter to a process task or form field.

24. (Optional.) To see the code that Oracle Identity Manager generates, from the
toolbar, click Notes.

The Notes window is displayed, containing the code that Oracle Identity Manager
generated.

Note: If, after clicking Build, CODE GEN ERROR appears in the
Compile Status field, it means that Oracle Identity Manager
encountered one of two types of errors while validating and
compiling the adapter:

s Validation Error

While Oracle Identity Manager is checking the adapter to verify
that it is valid, an error is found. This error can result from a
parameter of an adapter task not being mapped, a parameter
being mapped improperly, or an adapter task being placed out of
order.

Because Oracle Identity Manager generates code for an adapter
only after it is validated, if Oracle Identity Manager encounters a
validation error, it does not create any code.

= Java Compilation Error

Oracle Identity Manager has verified that the adapter is valid.
However, while Oracle Identity Manager is compiling the
adapter, an error is found. This error can result from assigning an
incorrect data type to an adapter task parameter.

Because Oracle Identity Manager has validated the adapter, it
generates code. However, Oracle Identity Manager stops building
code at the point of the compilation where it encounters the error.

Tip: Once you create a Java task, and add it to an adapter, you can
see the following information by accessing the Resources tab of the
Adapter Factory form:

s TheJAR and class files used to create the Java task.

s The name, which represents the directory path that contains these
JAR and class files.

2.8.3 Creating a Remote Task

A remote task enables an adapter to invoke an API method by using the Remote
Manager. This API resides on a computer that is external to Oracle Identity Manager.
This section explains how to create a remote task.
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Note: Before creating a remote task, ensure that you define an
adapter variable with a classification type of IT Resource, as well as
select one of the IT resources that have been created by using the IT
Resource Type Definition form.

1. Select the adapter to which you wish to add a remote task.
2. Click the Adapter Tasks tab.
3. Click Add.
The Adapter Task Selection window is displayed.
4. Select the Functional Task option.

5. From the display area to the right of the button, select the Remote item to create a
remote task. Then, click Continue.

The Object Instance Selection window is displayed.

Note: To learn more about the choices of this window, refer to
Section 2.8.2, "Creating a Java Task".

6. Click Continue.
The Add an Adapter Factory Task window is displayed.
7. In the Task Name field, enter the name of the remote task you are creating.

8. (Optional.) If you want your remote task to be reusable, select the Persistent
Instance option. Then, type the name of the instance of this task in the text field,
located to the right of the check box.

Caution: Ensure that the name of the instance contains no spaces.

See Also:

Section 2.8.2, "Creating a Java Task" for more information about the regions of
the Add an Adapter Factory Task window

Section 2.3.1, "Configuring the Adapter Environment" for information about
how to enable Oracle Identity Manager to use third-party JAR files with a Java
task

9. From the Add an Adapter Factory Task window, select a JAR file, class file,
constructor, and method. Then, set the mappings for the parameters of the
constructor and method.

Note: One of the input parameters will have a classification type of
IT Resource. You must associate this parameter with an adapter
variable of type IT Resource.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to select
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10. From the Add an Adapter Factory Task window toolbar, click Save.

The information pertaining to the remote task is stored in the Oracle Identity
Manager database.

11. From this window toolbar, click Close.

The Add an Adapter Factory Task window disappears, and the main screen is
active once again. The remote task that you created appears within the Adapter
Factory form.

12. (Optional.) To create additional remote tasks for the adapter, repeat Steps 3
through 11.

You are now ready to compile the adapter, so it can be used with a process task or
form field.

13. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field, so Oracle Identity
Manager can communicate with the external APL

2.8.4 Creating a Stored Procedure Task

Through Oracle Identity Manager, you can map to and execute SQL programs that are
located within a particular database schema. These SQL programs are known as stored
procedures. Stored procedures contain information, such as SQL statements, which are
precompiled for greater efficiency.

For this to occur, you must add a stored procedure task to an adapter. When triggered
by Oracle Identity Manager, this task incorporates stored procedures on any Oracle
Database or Microsoft SQL Server database that is accessible on its network. This
includes retrieving primitive values from stored procedures.

Take these steps to create a stored procedure task:

Note: The parameter values and server type for the database schema
are set within the IT Resources form.

The server type of the schema must be set to Database. Otherwise,
Oracle Identity Manager cannot reference the database schema during
the creation of a stored procedure task, the execution of a stored
procedure task, or both.

In addition, Oracle Identity Manager uses values, which are
represented by parameters—for example, Database Name or URL—to
connect to the schema. As a result, the stored procedures contained
within the schema, can be executed.

1. For Oracle Identity Manager Installations that use Oracle Database, copy the
ojdbc14 jar file from the OIM HOME/ext/ directory to the
OIM_DC_HOME/xlclient/ext directory.

For Oracle Identity Manager Installations that use Microsoft SQL Server, you must
obtain the following files from Microsoft and copy them to the
OIM_DC_HOME/xlclient/ext directory:

s msbase.jar
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m mssglserver.jar
s msutil.jar

2. Select the adapter to which you wish to add a stored procedure task, for example,
the Update User ID adapter.

3. Click the Adapter Tasks tab.
4, Click Add.

The Adapter Task Selection window is displayed.
5. Select the Functional Task option.

6. From the display area to the right of the option, select Stored Procedure, and click
Continue. The Add an Adapter Factory Task window is displayed.

The following table lists and describes the regions of the Add an Adapter Factory
Task window.

Table 2-4 Regions of the Add an Adapter Factory Task Window

Name Description

Task Name Displays the name of the stored procedure task.

Description Displays explanatory information about the stored procedure
task.

Database Lists the databases defined in the IT Resources form.

Important: Only those IT resources with a server type of
Database appear in the Database list.

Schema Lists the schemas, which are associated with the database that
appears in the Database list.

Procedure Lists the stored procedures, which reside within the database
schema that is displayed in the Schema list.

Connection Status Displays the status of the connection between Oracle Identity
Manager and the database that contains the target stored
procedure.

When Oracle Identity Manager can connect to the database,
Connection Established is displayed in the Connection Status
region.

Note: If Oracle Identity Manager cannot connect, Connection
Failed appears in the display area. In addition, the Notes button
of the Add an Adapter Factory Task window is enabled.
Clicking this button shows you why a connection could not be
established, for example:

Exception Type:

java.lang.ClassNotFoundExceptionMessage:

java.lang.ClassNotFoundException:
oracle.jdbc.driver.OracleDriver

In this example, Oracle Identity Manager could not connect to
the designated database because it could not find a particular
Java class.

Parameters Contains parameters that can be mapped to the stored
procedure. These parameters appear after you select a database,
schema, and stored procedure and save this information to the
Oracle Identity Manager database.
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15.

16.

In the Task Name field, enter the name of the stored procedure task you are
creating (for example, Update ID).

In the Description text area, you can enter a description for this stored procedure
task.

Click the Database list. The databases, which are defined in the IT Resources form,
appear.

Note: If Oracle Identity Manager cannot connect to the database you
selected, Connection Failed appears in the display area. In addition, the
Notes button of the Add an Adapter Factory Task window is enabled.
Clicking this button shows you why a connection could not be
established.

Tip: Schemas and stored procedures appear only after you select a
database to which Oracle Identity Manager can connect. Based on this
selection, related schemas and stored procedures appear in the
corresponding combo boxes.

Click the Schema list. The schemas appear, which are associated with the
database you selected.

Click the Procedure list. The stored procedures, which reside within the database
schema that you selected from the Schema combo box, appear.

From the Add an Adapter Factory Task window's toolbar, click Save. The
information pertaining to the stored procedure task is saved into the Oracle
Identity Manager database.

You can now set the mappings for the parameter(s) of the stored procedure. These
parameters appear in the Parameters region of the Add an Adapter Factory Task
window.

Note: Oracle Identity Manager automatically maps the database and
schema of the selected stored procedure. However, Oracle Identity
Manager enables you to override these mappings.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to select

From the Add an Adapter Factory Task window's toolbar, click Save. The
mappings that you have set for the parameter(s) of the stored procedure task are
stored in the Oracle Identity Manager database.

From this window's toolbar, click Close.

The Add an Adapter Factory Task window disappears, and the main screen is
active once again. The stored procedure task you created (for example, Update ID)
appears within the Adapter Factory form.

(Optional.) Repeat steps 3 through 13 to create additional stored procedure tasks
for the adapter.

To compile the adapter, click Build.
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The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field, so Oracle Identity
Manager can map to and execute the stored procedure you selected.

2.8.5 Creating a Utility Task

The Adapter Factory is shipped with a library of utility classes and methods, which
increase the efficiency of developing adapters.

These utility classes and methods are contained within the x1Utils.jar,
xlIntegration.jar, and rt.jar files. A Java task you create by using a class or method
from one of these JAR files is called a utility task.

See Also: Oracle Fusion Middleware Java API Reference for Oracle
Identity Manager for more information about the class files that
contains the x1Utils jar, xIAPLjar, xlIntegration.jar, and rt.jar files

1. Select the adapter to which you wish to add a utility task, for example, the Update
Solaris User Group adapter.

2. Click the Adapter Tasks tab.

3. Click Add.
The Adapter Task Selection window is displayed.

4. Select the Utility Task option.

5. From the display area to the right of the option, select Utility, and click Continue.
The Object Instance Selection window is displayed.

See Also: "Creating a Java Task" on page 2-17 to learn more about
the choices of this window

6. Click Continue. The Add an Adapter Factory Task window is displayed

7. Inthe Task Name field, enter the name of the utility task you are creating, for
example, Update User Group.

8. (Optional.) If you want your utility task to be reusable, select Persistent Instance,
type the name of the instance of this task in the text field to the right of the check
box.

Caution: Ensure that name of the instance does not contain any
spaces.

See Also:

"Creating a Java Task" on page 2-17 for more information about the regions of
the Add an Adapter Factory Task window

"Configuring the Adapter Environment" on page 2-7

9. Click the Application API list. The class files appear, which belong to the
x1Utils.jar,xlIntegration.jar,and rt. jar files.
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Note: The xlUtils jar, xlIntegration.jar, and rt.jar files contain all of
the class files that you can use for a utility task. Therefore, you do not
have to access the API Source list.

10. From the Add an Adapter Factory Task window, select a constructor and method.
Then, set the mappings for the parameters of the constructor and method.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to select

11. From the Add an Adapter Factory Task window's toolbar, click Save. The
information pertaining to the utility task is stored in the Oracle Identity Manager
database.

12. From this window's toolbar, click Close.

The Add an Adapter Factory Task window disappears, and the main screen is
active once again. The utility task that you created (for example, Update User
Group) appears within the Adapter Factory form.

13. (Optional.) Repeat steps 3 through 12 to create additional utility tasks for the
adapter.

You are now ready to compile the adapter, so it can be used with a process task or
form field.

14. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

2.8.6 To Create an Oracle Identity Manager API Task

For greater portability of the adapter code, an Oracle Identity Manager API task
enables Adapter tasks to call APIs published by Oracle Identity Manager. This is better
than accessing Oracle Identity Manager data directly through hardcoded SQL
statements.

The Adapter Factory is shipped with a library of utility classes and methods, which
increase the efficiency of developing adapters that contain Oracle Identity Manager
API tasks. These utility classes and methods are contained within the x]IAPLjar file.

See Also: Oracle Fusion Middleware Java API Reference for Oracle
Identity Manager for more information about the class files that contain
the x1Utils jar, xIAPI jar, xlIntegration.jar, and rt.jar files

To create this type of adapter task:

1. Select the adapter to which you wish to add an Oracle Identity Manager API task,
for example, the Get User's Password adapter.

2. Click the Adapter Tasks tab.
3. Click Add.

The Adapter Task Selection window is displayed.
4. Select the Utility Task option.
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14.

From the display area to the right of the option, select Xellerate API, and click
Continue. The Object Instance Selection window is displayed.

See Also: "Creating a Java Task" on page 2-17 to learn more about
this window

Click Continue. The Add an Adapter Factory Task window is displayed.

In the Task Name field, enter the name of the Oracle Identity Manager API task
you are creating, for example, Retrieve Password).

(Optional.) If you want your Oracle Identity Manager API task to be reusable,
select Persistent Instance. Then, type the name of the instance of this task in the
text field to the right of the check box.

Tip: Ensure that name of the instance contains no spaces.

See Also:

"Creating a Java Task" on page 2-17 for more information about the regions of
the Add an Adapter Factory Task window

"Configuring the Adapter Environment" on page 2-7 to learn how to enable
Oracle Identity Manager to use third-party JAR files with a Java task

Click the Application API list. The class files appear, which belong to the
x1API.jar file.

Note: The x1API.jar file contains all of the class files that you can
use for an Oracle Identity Manager API task. Therefore, you do not
have to access the API Source list.

From the Add an Adapter Factory Task window, select a class file, constructor,
and method. Then, set the mappings for the parameters of the constructor and
method.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to select

From the Add an Adapter Factory Task window's toolbar, click Save. The
information pertaining to the Oracle Identity Manager API task is stored in the
Oracle Identity Manager database.

Close the Add an Adapter Factory window to activate the main screen. The Oracle
Identity Manager API task that you created—for example, Retrieve
Password—appears within the Adapter Factory form.

(Optional.) To create additional Oracle Identity Manager API tasks for the adapter,
repeat steps 3 through 12.

You are now ready to compile the adapter, so it can be used with a process task or
form field.

To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
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You can now attach the adapter to a process task or form field, so Oracle Identity
Manager can communicate with a third-party application.

2.8.7 Reassigning the Value of an Adapter Variable

Sometimes, for an adapter to accomplish its required objective, you must reassign the
value of one adapter variable to another adapter variable, a different type of adapter
task, or a constant (or literal). The task that enables you to reallocate an adapter
variable value is known as a set variable task.

See Also: "About Adapter Variables" on page 2-13 for information
about adapter variables

For example, you can create a set variable task to set the adapter variable return value
to equal the output of an adapter task (UserName) if the User ID length is fewer than
11 characters.

To create a set variable task:

1. Select the adapter to which you wish to add a set variable task (for example, the
Check the Solaris User ID adapter).

Click the Adapter Tasks tab.
Click Add. The Adapter Task Selection window is displayed.
Select the Logic Task option.

From the display area, select SET VARIABLE, and click Continue. The Add Set
Variable Task Parameters window is displayed.

a k& ® N

6. From the Variable Name list, select the adapter variable that has a value you want
to reassign—for example, Adapter return value.

7. From the Operand Type list, select the type of operand that will provide the value
for the variable.

Tip: You can reassign an adapter variable's value to another adapter
variable, a different type of adapter task, or a literal.

Use Table 2-5 to understand the various types of operands.

Table 2-5 Types of Operands

Operand Name Description

Variable If you select this operand type, adapter variables appear in the
Operand Qualifier list. From this list, select the specific adapter
variable that will provide the reassigned value.

Note: The only adapter variables that will appear in the
Operand Qualifier combo box will be those variables that have
the same data type as the adapter variable that is displayed
within the Variable Name combo box.

Adapter Task By selecting this operand type, adapter tasks are displayed in
the Operand Qualifier combo box. From this combo box, select
the particular adapter task that will provide the reallocated
value.

Note: The only adapter tasks that will appear in the Operand
Qualifier combo box will be those tasks that have the same data
type as the adapter variable that is displayed within the Variable
Name combo box.
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Table 2-5 (Cont.) Types of Operands

Operand Name Description

Literal When you select this operand type, types of literals appear in the

Operand Qualifier combo box. From this combo box, select the
type of literal that will provide the reallocated value. Then, type
the specific literal into the field that appears underneath the
combo box.

The following task sets the adapter variable's return value to be equal to the
UserName adapter variable.

1.

On the toolbar in the Add Set Variable Task Parameters window, click Save. The
set variable task you created is stored in the Oracle Identity Manager database.

On the Add Set Variable Task Parameters window toolbar, click Close. The Add
Set Variable Task Parameters window disappears, and the main screen is active
once again. The set variable task that you created, for example, Set Adapter
return value = UserName, appears in the Adapter Factory form.

(Optional.) Repeat Steps 3-9 to create additional set variable tasks for the adapter.

You are now ready to compile the adapter, so it can be used with a process task or
form field.

To compile the adapter, click Build. The text in the Compile Status field changes
from Recompile to OK. Oracle Identity Manager compiled the adapter and found
no errors. You can attach the adapter to a process task or form field.

2.8.8 Adding an Error Handler Task

To add an error handler task:

1.

An adapter task can return errors. When this occurs, the process task or form field
to which the adapter is attached gets rejected.

You can attach your own customizable error messages, which will be displayed to
the user. These messages are known as error handler tasks.

For example, you can attach an error handler task to an adapter that will display
an error message when the length of a User ID is greater than 10 characters.

Select the adapter to which you wish to add an error handler task (for example,
the Check the Solaris User ID adapter).

Click the Adapter Tasks tab.

Click Add.

The Adapter Task Selection window is displayed.
Select the Logic Task option.

From the display area, select Handle Error, and click Continue. The Add an
Adapter Factory Task window is displayed.

Double-click this window's lookup field. The Lookup window is displayed,
displaying the error handler tasks you can add to the adapter.
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11.

12.

13.

Note: The only error handler tasks that appear in this Lookup
window are the ones that begin with ADAPTER—such as
ADAPTER.USERIDLENERR).

If you do not see the error handler task that you want to incorporate
into the adapter, you can create one by accessing the Error Message
Definition form. Refer to "Creating an Error Message" on page 11-19.

Select the error handler task you want, for example, ADAPTER.USERIDLENERR.

Click OK. The Lookup window disappears, and the Add an Adapter Factory Task
window is active. In addition, the error handler task you selected appears in the
field of this window.

From the Add an Adapter Factory Task window toolbar, click Save. The error
handler task you incorporated into the adapter is stored in the Oracle Identity
Manager database.

From this window's toolbatr, click Close.

The Add an Adapter Factory Task window disappears, and the main screen is
active once again. The error handler task you added, for example, Handle
Error.ADAPTER.USERIDLENERR, appears within the child table of the Adapter
Factory form.

(Optional.) Repeat Steps 3-10 to create additional error handler tasks for the
adapter.

If the adapter is logically complete and all variables on the adapter tasks are
mapped, you can compile it to use with a process task or form field.

To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

See Also: "Creating an Error Message" on page 11-19 for information
about creating error messages by using the Error Message Definition
form

2.8.9 Creating a Logic Task

While defining the adapter, you can add conditional statements to the adapter to
control its logic flow. These conditional statements are known as logic tasks. For
example, you can create a logic task that will trigger an action if the length of a User ID
is greater than 10 characters.

To create a logic task:

1.

a0 DN

Select the adapter to which you wish to add a logic task (for example, the Check
the Solaris User ID adapter).

Click the Adapter Tasks tab.
Click Add. The Adapter Task Selection window is displayed.
Select the Logic Task option.

From the display area, select the type of logic task you want to create. Then, click
Continue.
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Note: If you select a conditional expression, and click Continue, one
of the following actions occurs:

Oracle Identity Manager adds the conditional statement to the adapter
directly; or

A secondary window is displayed, containing fields about the
conditional expression that you can configure.

To see what happens when you select a particular conditional statement, refer to
Table 2-6.

Table 2-6 Actions Resulting from Particular Conditional Statements

Statement Is Added to the

Conditional Statement Adapter Directly Secondary Window Appears
FOR X

WHILE X

IF X

ELSE X

ELSE IF X

BREAK

RETURN X

CONTINUE

Table 2-7 explains the various regions of the Add Adapter Factory Logic Task
Parameters window:

Table 2-7 Regions of the Add Adapter Factory Logic Task Window

Name Description

Operand Type These combo boxes contain types of operands, such as adapter
tasks and adapter variables.

Comparator Combo Box From this combo box, you can set the relationship between two
operands (for example, <, =, >).

Operand Qualifier These combo boxes contain the qualifiers for the operands.

Literal Text Box When you select the Literal operand type, enter the specific
literal into this field.

Note: By selecting the FOR conditional statement, an Add Adapter
Factory Logic Task Parameters window is displayed. However, it
contains different text and combo boxes.

For the FOR conditional expression, use Table 2-8 to understand the various
regions of this Add Adapter Factory Logic Task Parameters window.
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Table 2-8 Add Adapter Factory Logic Task Parameters for FOR Conditional Statement

Name Description

Operand Type These combo boxes contain types of operands, such as adapter
tasks and adapter variables.

Comparator Combo Box From this combo box, you can set the relationship between two
operands (for example, <, =, >).

Operand Qualifier These combo boxes contain the qualifiers for the operands.

Increment Combo Box Within this area, you can set whether the initial value will

increase or decrease, and by how much.

Note: If you select the ELSE, BREAK, RETURN, or CONTINUE
conditional expressions, proceed to Step 8.

6. Set the parameters for your conditional expression.

This logic task will check to see if the length of the User ID is greater than 10
characters.

7. From the Add Adapter Factory Logic Task Parameters window toolbar, click Save.
The logic task you created is stored in the Oracle Identity Manager database.

8. From this window toolbar, click Close. The Add Adapter Factory Logic Task
Parameters window disappears, and the main screen is active once again. The
logic task that you created—for example, If (Check ID Length > 10)—appears
within the Adapter Factory form.

9. (Optional.) Repeat Steps 3-8 to create additional logic tasks for the adapter.

Caution: All adapter tasks that can be executed for a condition of a
logic task should be nested properly under that logic task.

See Also: Section 2.10, "Changing the Order and Nesting of Tasks"
for more information about nesting tasks

You are now ready to compile the adapter, so it can be used with a process task or
form field.

10. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

2.9 Modifying Adapter Tasks

The following procedure will show you how to edit an adapter task, in case you must
make changes to it. To modify an adapter task

1. Select the adapter that contains the adapter task you wish to edit (for example, the
Update Solaris User Group adapter).

2. Click the Adapter Tasks tab.
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Double-click the adapter task that you want to modify.

The Edit Adapter Factory Task Parameters window is displayed, displaying
information that relates to the adapter task you selected. Within this window,
make the necessary modifications.

On the Edit Adapter Factory Task Parameters window toolbar, click Save.
The information you modified is stored in the Oracle Identity Manager database.
On the toolbar, click Close.

The Edit Adapter Factory Task Parameters window disappears. The main screen is
active again. The modified task appears within the child table of the Adapter
Factory form. You must re-compile the adapter, so it can be used with a process
task or form field.

To recompile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

Caution: You cannot modify the API call inside a Java, Xellerate
API, or Utility task. The adapter task has to be deleted and
re-created.

In addition, if CODE GEN ERROR appears in the Compile Status
field, Oracle Identity Manager encountered errors while compiling
the adapter. Rectify the errors, if necessary re-do the adapter task
modifications, and compile the adapter again.

2.10 Changing the Order and Nesting of Tasks

If you add multiple tasks to an adapter, you can either change the order in which the
tasks are executed, or place one task inside of another task for the adapter to work.

The following procedure will show you how to change the order and nesting of tasks.

Caution: You should not change the order and nesting of adapter
tasks unless you understand the mapping dependencies of the
adapter tasks.

To change the order and nesting of tasks:

1.

Select the adapter that contains tasks of which you want to change the order
and/or nest (for example, the Check the Solaris User ID adapter).

Click the Adapter Tasks tab.
The tasks appear, which belong to the current adapter.
In this example, the following changes must occur:

s The error handler task must be nested inside of the IF (Check ID Length > 10)
logic task.

= The set variable task has to be nested inside of the ELSE logic task.
»  The IF logic task precedes the ELSE logic task.
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Therefore, you must first reorganize the logic tasks. Then, you must nest the error
handler task and set variable task inside of the IF and ELSE logic tasks,
respectively. To reorganize tasks:

Select the task that must run before another task, and click the Up arrow button.
The selected task will switch places with the task that precedes it.

or

Select the task that must be executed after another task, and click the Down arrow
button. The highlighted task is displayed below the task that previously followed
it.

To nest tasks/remove task nestings:

Select the task that must be placed inside of another task, and click the Right
arrow button. The selected task will be nested inside of the task that appears
above it.

or

Select the task that no longer be nested inside of another task, and click the Left
arrow button. The highlighted task will not be nested inside of the task that is
displayed above it.

On the toolbar, click Save.

The order and nesting of the adapter's tasks is stored in the Oracle Identity
Manager database. If the adapter is logically complete and all variables on the
adapter tasks are mapped, you can compile it to use with a process task or form
field.

To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

Caution: If you see CODE GEN ERROR in the Compile Status
field, Oracle Identity Manager found errors while compiling the
adapter. Rectify the errors, if necessary re-do the adapter task
modifications, and compile the adapter again.

2.11 Deleting Adapter Tasks

When an adapter task is no longer necessary for the adapter to run, you must remove
it from the adapter. To delete an adapter task:

1.

Select the adapter that contains the task you wish to remove (for example, the
Update Solaris User Group adapter).

Click the Adapter Tasks tab.

Select the task that you want to remove (for example, the CONTINUE logic task).
Click Delete.

The selected task is deleted and disappears from the child table.

On the toolbar, click Save.

Recompile the adapter.
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Caution: While deleting adapter tasks, ensure that the logic of the
adapter is consistent and maintained.

2.12 Working with Responses

Adapters can have different outcomes, called responses. Based on these responses,
adapters can trigger other process tasks.

For example, if the adapter returns a True response, the process task's status can be set
automatically to Completed. However, if the adapter returns a False response, the
process task's status can be set automatically to Rejected, and another process task can
be triggered.

These responses can be added, modified, or removed on the Responses tab of the
Adapter Factory form.

The following procedures will show you how to create, modify, and delete responses.

Note: Responses are used only with process task adapters, because
these adapters are attached to process tasks. Rule generators,
pre-populate adapters, and entity adapters are not connected to
processes. In addition, task assignment adapters are not associated
with responses. Therefore, if the active adapter is a task assignment
adapter, rule generator, pre-populate adapter, or entity adapter,
Oracle Identity Manager disables the Responses tab.

2.12.1 To Create a Response

1.

Select the adapter to which you want to add responses (for example, the Create
Solaris User adapter).

Click the Responses tab.

Click Add.

An empty row is inserted into the Responses tab.

Click the field that appears within the Code Name column.

Enter a code, which represents a response type that can be generated (for example,
True).

Click the field that appears within the Description column.
Enter a description for this response (for example, The user was created successfully.).
Double-click the field that appears within the Status column.

The Lookup popup window is displayed, containing the different status levels
that you can associate with the response.

Note: For more information about Oracle Identity Manager's status
levels, refer to Chapter 4, "About Process Task Adapters" on page 4-1.

Click the desired status level (for example, Completed (C)). Then, click OK.

The Lookup window disappears, and the Responses tab is active once again.
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10. Create another response, by clicking the Add button, and entering False and The

11.

user was not created successfully. into the Code Name and Description fields,
respectively. Then, access the Lookup window, and assign the Rejected (R) status
level to this response.

On the toolbar, click Save.

The responses that you created for this adapter have been stored in the Oracle
Identity Manager database. After you attach this adapter to a process task, these
responses will appear in the Responses tab of the Editing Task window of the
Process Definition form.

2.12.2 To Modify a Response

The following procedure demonstrates how to edit a response.

1.

Select the adapter that contains the response you want to edit (for example, the
Create Solaris User adapter).

Click the Responses tab.

Double-click the field of the response, which contains information that you want
to modify.

a. If the field is a text field, Oracle Identity Manager enables it. You can now edit
the contents within this field.

b. When the field is a lookup field, the Lookup popup window is displayed,
containing the different status levels that you can associate with the response.
Click the desired status level, click OK.

For example, double-click the Status column of the False response, select the
Suspended (S) status level, and click OK.

On the toolbar, click Save.

The information that you modified for the response is stored in the Oracle Identity
Manager database.

2.12.3 To Delete a Response

When a response is no longer necessary, you can delete it from the adapter.

1.
2.
3.
4.

Select the adapter, which contains a response that you want to remove.
Click the Responses tab.
Select the response that you want to delete.

Click Delete.

The response disappears. This indicates that Oracle Identity Manager has deleted the
response.

2.13 Scheduling Rule Generators and Entity Adapters

Oracle Identity Manager triggers a process task adapter or a task assignment adapter
automatically if it is attached to a process task, and the process task's status is Pending.
In addition, Oracle Identity Manager always triggers pre-populate adapters on
pre-insert. Therefore, you do not schedule when process task adapters, task
assignment adapters, or pre-populate adapters will be executed.
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On the other hand, a rule generator and an entity adapter are attached to a form field.
The only way that Oracle Identity Manager will be able to execute the rule generator
or entity adapter is for you to specify when it will be triggered. You do this through
the Execution Schedule tab.

Note: If an entity adapter is attached to a process form or an object
form for validation of field values, these adapters will trigger if we
edit data in these forms after completing direct or request
provisioning.

Using this tab, you can determine that Oracle Identity Manager will trigger the rule
generator or entity adapter on preinsert or preupdate. In addition, you can also
schedule an entity adapter to be executed on predelete, postinsert, postupdate, and
postdelete.

This procedure demonstrates how to configure Oracle Identity Manager to trigger a
rule generator or entity adapter.

2.13.1 Scheduling Rule Generators and Entity Adapters

To schedule rule generator and entity adapters:

1. Select the rule generator or entity adapter that you want Oracle Identity Manager
to trigger (for example, Solaris User ID Generator).

Note: When you work with process task adapters or pre-populate
adapters, you do not use the Execution Schedule tab. As a result, this
tab, as well as its contents, are grayed out.

2. Click the Execution Schedule tab.
The contents of the Execution Schedule tab appear.

The following table will help you understand the various check boxes of the
Execution Schedule tab:

Name Description

Pre-Insert By clicking this check box, Oracle Identity Manager can
trigger the rule generator or entity adapter before the
record is inserted into the database.

Pre-Update When you click this check box, Oracle Identity Manager
can trigger the rule generator or entity adapter before the
record is updated in the database.

Pre-Delete By clicking this check box, Oracle Identity Manager can
trigger the entity adapter before the record is deleted from
the database.

Post-Insert When you click this check box, Oracle Identity Manager
can trigger the entity adapter after the record is inserted
into the database.

Post-Update By clicking this check box, Oracle Identity Manager can
trigger the entity adapter after the record is updated in the
database.
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Name Description

Post-Delete When you click this check box, Oracle Identity Manager
can trigger the entity adapter after the record is deleted
from the database.

Note: By clicking the check boxes of the Execution Schedule tab, you
are defining the times when Oracle Identity Manager can trigger the
rule generator or entity adapter. The Data Object Manager form
allows you to specify when Oracle Identity Manager will trigger the
rule generator or entity adapter.

For more information about the Data Object Manager form, refer to
"Mapping Rule Generator Adapter Variables".

3. Enable the desired check boxes. Then, from the toolbar, click Save.

The criteria you set for Oracle Identity Manager to execute the rule generator or
entity adapter is stored in the Oracle Identity Manager database.
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Using Adapters

This chapter describes how to work with and manage the adapters you have created to
connect with external resources. It contains these sections:

= Working with Rule Generator Adapters

»  Working with Entity Adapters

= Working with Task Assignment Adapters
»  Working with Prepopulate Adapters

= Working with Process Task Adapters

= Adapter Mapping Information

3.1 Working with Rule Generator Adapters

This section explains how to work with rule generator adapters, and contains these
topics:

= Mapping Rule Generator Adapter Variables
= Associating Rule Generators with Processes

= Removing Rule Generators from Form Fields

3.1.1 Mapping Rule Generator Adapter Variables

In Chapter 2, "Developing Adapters", you learned how to create a rule generator. Now,
you must map the adapter variables of the rule generator to their proper locations to
ensure that the adapter will function as intended.

To map these adapter variables, access the Data Object Manager form from the
Development Tools/Business Rule Definition folder of the Design Console.

To map the adapter variables of a rule generator to their proper locations:

1. Open the Data Object Manager form. In the Design Console workshops, the Data
Object Manager form is displayed.

The following table lists and describes the various regions of the Data Object
Manager form:

Name Description
Form Description From this lookup field, select the form that contains the field to
Field which you are attaching the rule generator.
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Name Description

Data Object Field This field displays the name of the data object, which is
represented by the selected form.

Attach Handlers Tab  This tab displays:
»  The rule generators that are attached to the selected form.

»  The execution schedule of the rule generators associated
with this form.

»  The order in which Oracle Identity Manager will run the
rule generators.

= Insert, update, and delete permissions for roles.

Map Adapters Tab This tab displays:

= The names of the rule generators that are associated with
the form;

»  The status of these adapters.

= The names, descriptions, and mapping statuses of the rule
generators' adapter variables.

Note: The Map Adapters tab is grayed out until an adapter is
assigned to the current data object.

2. Double-click the Form Description field. A Lookup dialog box appears with the
forms to which you can attach rule generators.

3. Select the form you want (for example, Solaris). Then, click OK.
4. On the toolbar, click Save.

The selected form, the form's data object, and the rule generator adapters
associated with the form appear. In addition, Oracle Identity Manager enables the
Map Adapters tab.

For this example, the Solaris form has been selected. Its data object
Thor.CarrierBase. tcUD_SOLARIS appears, along with the four rule
generator adapters associated with it (adpCONVERTTOLOWERCASE,
adpSOLARISHMDSTRINGGEN, adpSETSOLARISASSET, and
adpSETPASSWORDFROMMAIN). Oracle Identity Manager will trigger these four
rule generators on preinsert.

Based on the sequence numbers of these adapters, Oracle Identity Manager will
trigger the adpCONVERTTOLOWERCASE adapter first, followed by the
adpSOLARISHMDSTRINGGEN, adpSETSOLARISASSET, and
adpSETPASSWORDFROMMAIN adapters respectively.

Tip: To change the sequence of triggering a rule generator:

1. Click Assign. The Event Handlers dialog box is displayed.
2. Select the rule generator from.

3. Click the up arrow and down arrow buttons to modify the order of the
rule generator.

For these rule generators to work properly, you must map the adapter variables to
their proper locations.
5. Click the Map Adapters tab.

6. From the Name combo box, select the rule generator, which has adapter variables
that can be mapped (for example, the adpCONVERTTOLOWERCASE rule generator).
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The Map Adapters tab now displays the following:
s The name of the rule generator that is to be attached to the form.
s The status of the rule generator.

s The names, descriptions, and mapping statuses of the rule generator's adapter
variables.

See Also: "Attaching Process Task Adapters to Process Tasks" on
page 3-14 for information about various mapping statuses for an
adapter

7. Set the mappings for each variable that appears in the Adapter Variables region of
the Map Adapters tab. To do so, double-click the row header of the variable you
want to map (for example, Data). The Data Mapping for Variable dialog box is
displayed.

Table 3-1 describes the various fields of the Data Mapping for Variable dialog box.

Table 3—1 Fields of the Data Mapping for Variable Dialog Box

Field Name Description

Variable Name This field displays the name of the adapter variable for which
you are setting a mapping (for example, Data).

Data Type This field shows the data type of the adapter variable (for
example, String is the data type for the Data adapter variable).

Map To This field contains the source and target locations of the
mappings you can set for the adapter variable (for example,
User Definition).

When you map the adapter variable to a location or a contact,
Oracle Identity Manager enables the adjacent combo box. From
this combo box, select the specific type of location or contact to
which you are mapping the adapter variable.

If you are not mapping the adapter variable to a location or
contact, this combo box is grayed out.

Qualifier This field contains the qualifiers for the mapping you selected
in the Map To combo box (for example, User Login).

IT Asset Type This field enables you to select a specific IT Resource (for
example, Solaris) when you map an adapter variable to an IT
Resource, and this variable's data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not

appear.

IT Asset Property This field enables you to select a specific field that will receive
the results of the mapping (for example, User Name), when you
map an adapter variable to an IT Resource, and this variable's
data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not
appear.

Important: The IT Asset Type and IT Asset Property fields are
included within this window for backward compatibility. The
preferred way is to create an adapter variable with a data type
of IT Resource, in which case these fields will not appear.
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Table 3-1 (Cont.) Fields of the Data Mapping for Variable Dialog Box

Field Name Description

Literal Value When you map the adapter variable to a literal, type the name
of the specific literal in this field (for example, IBM).

If you are not mapping the adapter variable to a literal, this
field does not appear.

Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, and Literal
Value fields.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the mappings to select

8. Click Save. Then, click Close

The Data Mapping for Variable window disappears. The Map Adapters tab is
active again.

9. On the main screen toolbar, click Save.
Repeat Steps 7 and 8 for all adapter variables that can be mapped.

The contents in the Status field change from Mapping Incomplete to Ready. In
addition, the mapping statuses for the adapter variables change from No (N) to Yes (Y).

This signifies that all the adapter variables for the rule generator adapter have been
mapped correctly. You are now ready to attach this rule generator to a provisioning
process, so it can be triggered after the process is provisioned to a target user or
organization.

Tip: When you map all the adapter variables for a rule generator that
is associated with a form, a quick way to see the form to which it is
attached as well as the execution schedule of the rule generator, is by
accessing the Usage Lookup tab of the Adapter Factory form.

After the rule generator is assigned to a process, and the process is
provisioned, the rule generator will be executed by Oracle Identity
Manager.

3.1.2 Associating Rule Generators with Processes

After you map the adapter variables of a rule generator to their proper locations, you
must attach it to a provisioning process. Then, once the process is provisioned to a
target user or organization, Oracle Identity Manager will trigger the associated rule
generator.

Similarly, when a rule generator, which has been assigned to a provisioning process, is
no longer needed for the process to be completed, you must remove the rule generator
from the provisioning process.

To assign a rule generator to a provisioning process or remove a rule generator from a
provisioning process, access the Event Handlers/Adapters tab in the Process
Definition form. This form can be found in the Process Management folder.
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3.1.3 Removing Rule Generators from Form Fields

Sometimes, after you attach a rule generator to a form field, you can connect a
different rule generator to that form field. When this occurs, you must first remove the
rule generator that is currently attached to the form field.

Caution: If you remove a rule generator from a form and if the
class name of the form's data object matches the table name of a
provisioning process, you will not be able to assign the rule
generator to that provisioning process.

For example, suppose the adpCONVERTTOLOWERCASE rule
generator is removed from the Solaris form. If the class name of the
form's associated data object is UD_SOLARIS, the rule generator
cannot be assigned to any provisioning process with a table name of
UD_SOLARIS.

To remove a rule generator from a form field, perform the following steps:
1. Open the Data Object Manager form.
2. Select the form that contains a rule generator you want to remove.

3. The selected form, along with its rule generators, appear in the Data Object
Manager form.

4. Click the rule generator that you want to remove from the form field.
5. Click Delete.

The selected rule generator no longer appears in the Data Object Manager form. This
indicates that you have removed the rule generator from the form field.

Caution: If you attempt to remove a rule generator from a form
field, and if an error box appears, the adapter has already been
associated with a provisioning process. First, detach the rule

generator from the process. Then, you can remove it from the form
field.

3.2 Working with Entity Adapters
For information about working with entity adapters, see:
= Entity Adapters in "Types of Adapters" on page 2-3.

»  The procedures in "Working with Rule Generator Adapters" on page 3-1 for details
about mapping the variables of an entity adapter with Oracle Identity Manager
forms and/or provisioning processes.

3.3 Working with Task Assignment Adapters
This section contains these topics:
= Attaching Task Assignment Adapters to Process Tasks

= Removing Task Assignment Adapters from Process Tasks
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3.3.1 Attaching Task Assignment Adapters to Process Tasks

In Chapter 2, "Developing Adapters" , you learned how to create a task assignment
adapter. Once created, you must attach it to a process task so that Oracle Identity
Manager can automate the assignment of the task to a user or role.

To connect a task assignment adapter to a process task, access the Assignment tab
(from the Process Definition form). From this tab, you can also map any adapter
variables to their proper locations.

The following procedure shows you how to attach a task assignment adapter to a
process task.

1. Open the Process Definition form, which is located in the Process Management
folder.
Within the Oracle Identity Manager workspace, the Process Definition form
appears.

2. Select the process, which contains a task to which you want to attach an adapter.

The selected process, along with its tasks, appears in the Process Definition form.
3. Double-click the row header of the task to which you want to attach a task

assignment adapter.

The Editing Task window appears, containing information about the task (for

example, the Get Solaris UUID process task).

4. Click the Assignment tab. The Assignment dialog box is displayed.

5. From this tab, click Add.

A blank row appears within the Assignment tab.
The following table lists the relevant fields of the Assignment tab:
Field Name Description

Priority From this field, set the priority number for the associated task
assignment rule.

Rule From this lookup field, select the rule that will determine if the
associated adapter will be used to automate the assignment of the
process task to a user or role.

Target Type From this lookup field, specify whether the task is to be assigned to
an Oracle Identity Manager user or role.

Adapter From this lookup field, select the adapter that is to be associated

with the designated task assignment rule.

Adapter Status  This field displays the mapping status of the adapter's variables.

See "Attaching Process Task Adapters to Process Tasks" on
page 3-14 for information about the various mapping statuses for
an adapter.

Double-click the Priority field. From this field, set the priority number for the
associated task assignment rule.

Double-click the Rule lookup field. From the Lookup dialog box that is displayed,
select the rule that will determine if the associated adapter will be used to
automate the assignment of the process task to a user or role.
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8. Double-click the Target Type lookup field. From the Lookup dialog box that is
displayed, specify whether the task is to be assigned to an Oracle Identity
Manager user or role.

9. Double-click the Adapter lookup field. From the Lookup dialog box that is
displayed, specify the task assignment adapter that is to be associated with the
rule you selected in Step 7 of this procedure.

10. On the toolbar that is displayed within the Assignment tab, click Save.

The mapping status of the task assignment adapter variables is displayed within
the Adapter Status field. Use the following table to decide which action to
perform, based on the adapter's mapping status.

Mapping Status Action

Ready The adapter does not have any variables that can be
mapped. In other words, none of the adapter variables are
return variables or have been designated as Resolve at Run
time. So, proceed to Step 14 of this procedure.

Mapping Incomplete At least one of the adapter's variable must be mapped. So,
proceed to Step 11 of this procedure.

Adapter Unavailable After the adapter had been compiled successfully, it was
modified. As a result, you must recompile the adapter.

Note: To learn more about the various mapping statuses for an
adapter, see Section 3.5.2, "Attaching Process Task Adapters to Process
Tasks".

11. Click Map.
The Adapter Variables window appears. It displays the following information:
s The name of the task assignment adapter that is attached to the process task;
s The status of the adapter; and
»  The mapping statuses, names, and descriptions of the adapter's variables.

12. Set the mappings for each variable that appears in the Adapter Variables region of
this window. To do so, double-click the row header of the variable you want to
map (for example, UUID).

The Edit Data Mapping for Variable dialog box is displayed.
Table 3-2 lists the fields of the Edit Data Mapping for Variable dialog box is
displayed.

Table 3-2 Fields of the Edit Data Mapping for Variable Dialog Box

Field Name Description

Variable Name This field displays the name of the adapter variable for which you are
setting a mapping (for example, UUID).

Data Type This field shows the data type of the adapter variable (for example,
String is the data type for the UUID variable).
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Table 3-2 (Cont.) Fields of the Edit Data Mapping for Variable Dialog Box

Field Name Description

Map To This field contains the types of mappings that you can set for the
adapter variable (for example, IT Resources).

When you map the adapter variable to a location or a contact, Oracle
Identity Manager enables the adjacent combo box. From this combo
box, select the specific type of location or contact to which you are
mapping the adapter variable.

In addition, if you map the adapter variable to a custom process form,
and this form contains child table(s), Oracle Identity Manager enables
the adjacent combo box. From this combo box, select the child table to
which you are mapping the adapter variable.

If you are not mapping the adapter variable to a location, contact, or
child table of a custom process form, this combo box is grayed out.

Qualifier This field contains the qualifiers for the mapping you selected in the
Map To combo box (for example, IT Asset).

IT Asset Type This field enables you to select a specific IT Resource (for example,
Solaris) when you map an adapter variable to an IT Resource, and this
variable's data type is String.

If you are not mapping the adapter variable to an IT Resource, or the
variable's data type is not String, this field does not appear.

IT Asset Property  This field enables you to select a specific field that will receive the
results of the mapping (for example, Unique ID), when you map an
adapter variable to an IT Resource, and this variable's data type is
String.

If you are not mapping the adapter variable to an IT Resource, or if the
variable's data type is not String, this field does not appear.

Important: The IT Asset Type and IT Asset Property fields are
included within this window for backward compatibility. The
preferred way is to create an adapter variable with a data type of IT
Resource, in which case these fields will not appear.

Literal Value When you map the adapter variable to a literal, use this field to specify
the specific literal value.

If you are not mapping the adapter variable to a literal, this field does
not appear.

Old Value By selecting this check box, you map the adapter variable to the value
that was originally in the selected Qualifier field before modification.

Process task adapters associated with process tasks are conditionally
triggered when some field on the process form is changed. If you click
the Old Value option, and the process task is marked Conditional, the
value that is passed to the adapter is the previous value of the field.
This is useful in cases of fields that accept passwords.

For example, if you want to disallow setting the password to the same
value, you can use the old value for comparison.

If you are not mapping the adapter variable to a field that belongs to a
child table of a custom process form, this check box is grayed out.

13. Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, Literal Value,
and Old Value fields.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the mappings to select

14. On the toolbar, click Save. Then, click Close.
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15.

16.

The Edit Data Mapping for Variable window disappears. The Adapter Variables
dialog box is active again.

The contents in the Status field change from Mapping Incomplete to Ready. In
addition, the mapping statuses for the adapter's variables change from No (N) to
Yes (Y).

Click Save. Then, click Close.

The Adapter Variable dialog box disappears, and the Assignment tab is active
once again.

The adapter that you assigned to the process task (for example, Assign Solaris Task)
now has a status of Ready.

From the toolbar that appears within the Assignment tab, click Save and Close

The Assignment tab disappears, and the main screen is active once again. This
signifies that the task assignment adapter is attached to the process task.

Note: Once you attach a task assignment adapter to a process task, a
quick way to see the process and the task to which it is connected is by
accessing the Usage Lookup tab of the Adapter Factory form.

3.3.2 Removing Task Assignment Adapters from Process Tasks

When a task assignment adapter either becomes invalid, or is no longer necessary for
Oracle Identity Manager to allocate the process task to a user or role, you must remove
the adapter from the task.

3.3.2.1 To Remove a Task Assignment Adapter from a Process Task
To detach a task assignment adapter from a process task, perform the following tasks:

1.

Open the Process Definition form.
The Process Definition form appears in the Design Console workspace.

Select the process, which contains a task from which you want to remove an
adapter (for example, the Solaris 8 process).

The selected process, along with its tasks, appears in the Process Definition form.

Double-click the row header of the process task from which you want to remove
the adapter (for example, the Get Solaris UUID task).

The Editing Task dialog box is displayed, containing information about the
process task.

Click the Assignment tab.

The Assignment tab appears, displaying information about the adapter that is
attached to the process task.

Highlight the row, containing the adapter that you want to remove from the
process task.

Click Delete. The adapter no longer appears within the Assignment tab.
Click Save. Then, click Close.

The Assignment tab disappears, and the Main Screen is active once again. This
signifies that the task assignment adapter is removed from the process task.
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3.4 Working with Prepopulate Adapters

This section contains these topics:

Attaching Prepopulate Adapters to Form Fields

Removing Prepopulate Adapters from Form Fields

3.4.1 Attaching Prepopulate Adapters to Form Fields

To attach a prepopulate adapter to a form field, perform the following steps:

1.
2.

Select the field to which a prepopulate adapter will be attached.

Select the rule that will determine if the adapter will be used to populate the
designated field with information.

Select the adapter that will be associated with the designated field.
Set the priority number of the selected rule.

Map the adapter variables of the prepopulate adapter to their proper locations.

Note: To attach a prepopulate adapter to a form field, you must
ensure the following;:

s The form is not in an active state. Otherwise, create a new form
version.

= After attaching the adapter, you must activate the form to be able
to use it.

Open the Form Designer form.

Query for the form to which you want to attach a prepopulate adapter (for
example, Solaris).

Click the prepopulate tab.

The prepopulate adapters, which have already been attached to the form you
queried, appear within this tab.

Note: If no adapters have been attached to a form field, the
prepopulate tab will be empty.

Click Add.
The prepopulate Adapters dialog box is displayed.
Table 3-3 lists and describes the fields of the prepopulate Adapters dialog box.

Table 3-3 Fields of the Prepopulate Adapter Dialog Box

Name Description

Field Name This combo box contains a list of all of the form fields to which

a prepopulate adapter can be attached.

Rule From this lookup field, select the rule that will determine if the

associated adapter will be used to populate the designated
form field with information.
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Table 3-3 (Cont.) Fields of the Prepopulate Adapter Dialog Box

Name Description

Adapter From this lookup field, select the adapter that will be
associated with the designated field.

Order From this field, set the priority number of the selected rule.

Adapter Status This field displays the mapping status of the adapter variables.

See "Attaching Process Task Adapters to Process Tasks" on
page 3-14 for information about the various mapping statuses
for an adapter.

Adapter Variables This area displays the following;:

= Mapped: The mapping statuses of the adapter's variables.
"Y" indicates that an adapter variable has been mapped

properly; "N" indicates that this variable has not been
mapped correctly.

= Name: The names of the adapter variables.

= Mapped to: The form fields to which the variables are
mapped If an adapter variable is not yet mapped, the
corresponding cell in this column will be empty.

10.

11.

12.

13.

14.
15.

16.

From the Field Name combo box, select the form field, such as User ID, to which
the prepopulate adapter will be attached.

Double-click the Rule lookup field. From the Lookup dialog box that is displayed,
select the rule that will determine if the associated adapter will be used to
populate the designated form field with information (for example, Rule for
Lowercase User ID).

Double-click the Adapter lookup field. From the Lookup dialog box that is
displayed, choose the adapter that will be associated with the field you selected in
Step 10, for example, Display Lowercase Letters for User ID.

In the Order field, enter the priority number of the rule you selected in Step 11, for
example, 2.

On the prepopulate Adapters window toolbar, click Save.

Mapping Incomplete appears within the Adapter Status field. This signifies that
the adapter you selected contains variables that have not been mapped correctly.
These variables can be mapped to their proper locations. Otherwise, the adapter
will not work.

Set the mappings for each variable that appears in the Adapter Variables region of
the prepopulate Adapters window. To do so, double-click the row header of the
variable you want to map, for example, UserID.

The Map Adapter Variables window is displayed.
Table 3—4 describes the fields of the Map Adapter Variables window.

Table 3—-4 Fields of the Map Adapter Variables Window

Field Name Description

Variable Name This field displays the name of the adapter variable for which

you are setting a mapping (for example, UserID).

Data Type This field shows the data type of the adapter variable (for

example, String is the data type for the UserID adapter variable).
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Table 3-4 (Cont.) Fields of the Map Adapter Variables Window

Field Name Description

Map To This field contains the types of mappings that you can set for the
adapter variable (for example, Process Data).

When you map the adapter variable to a location or a contact,
Oracle Identity Manager enables the adjacent combo box. From
this combo box, select the specific type of location or contact to
which you are mapping the adapter variable.

If you are not mapping the adapter variable to a location or
contact, this combo box is grayed out.

Qualifier This field contains the qualifiers for the mapping you selected in
the Map to combo box (for example, User ID).

IT Asset Type This field enables you to select a specific IT Resource (for
example, Solaris) when you map an adapter variable to an IT
Resource, and this variable's data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not

appear.

IT Asset Property This field enables you to select a specific field that will receive
the results of the mapping (for example, User Name), when you
map an adapter variable to an IT Resource, and this variable's
data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not
appear.

Important: The IT Asset Type and IT Asset Property fields are
included within this window for backward compatibility. The
preferred way is to create an adapter variable with a data type of
IT Resource, in which case these fields will not appear.

Literal Value When you map the adapter variable to a literal, use this field to
specify the specific literal value.

If you are not mapping the adapter variable to a literal, this field
does not appear.

17. Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, and Literal
Value fields.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the mappings to select

18. On the Map Adapter Variable window toolbar, click Save. Then, click Close.

The Map Adapter Variables window disappears. The prepopulate Adapters
window is active again.

The text in the Adapter Status field changes from Mapping Incomplete to Ready.
In addition, the mapping statuses for the adapter's variables change from No (N)
to Yes (Y).

19. On the prepopulate Adapters window toolbar, click Close.

The prepopulate Adapters window disappears, and the Form Designer form is active
again. The prepopulate adapter, which you attached to the User ID form field (Display
Lowercase Letters for User ID), appears in the prepopulate tab of the Results of 1Q
Sales 2003 form.
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After a process, which references this form, is provisioned to a target user or
organization, the form will appear. Oracle Identity Manager will check to see if the
prepopulate rule, which has the highest priority, is valid. If so, Oracle Identity
Manager will assign the associated prepopulate adapter to the designated field (User
ID), and execute it. At this point, one of the following actions occur:

s If the Auto-prepopulate check box is selected for the provisioning process, Oracle
Identity Manager will display the data that is generated by the prepopulate
adapter automatically.

s If the Auto-prepopulate check box is cleared, an Oracle Identity Manager user
must manually trigger the displaying of the data that is generated by the
prepopulate adapter. To do this, the administrator must click the prepopulate
button on the form section of the direct provisioning wizard in the Web client,
while provisioning the form to a user.

Tip: Once you allocate a prepopulate adapter to a form field, and
assign a prepopulate rule to the adapter, a quick way to see the
association among the adapter, the form field, and the rule is by
accessing the Usage Lookup tab of the Adapter Factory form.

3.4.2 Removing Prepopulate Adapters from Form Fields

If a prepopulate adapter, which has been associated with a form field, is no longer
valid, you must remove the adapter from the field.

Note: Before removing the prepopulate adapter from a form field,
you must create a new version of the form.

To remove a prepopulate adapter from a form field:
1. Select the prepopulate adapter that you want to remove.

2. Click Delete. The prepopulate adapter is removed from the form field. It cannot be
triggered when the form is launched.

3. After removing the adapter, you must activate the form.

3.5 Working with Process Task Adapters
This section contains these topics:
= Guidelines for Working with a Process Task Adapter
= Attaching Process Task Adapters to Process Tasks

= Removing Process Task Adapters from Process Tasks

3.5.1 Guidelines for Working with a Process Task Adapter

After you create a process task adapter, you attach it to the appropriate process task by
using the Integration tab of the Process Definition form. From this tab, you can also
map any variables of the adapter to their proper locations, which were designated as
either Resolve at Run time or as an adapter return variable.

For example, the adapter named adpSOLARISPASSWORDUPDATED is connected to
the Password Updated task of the Solaris process.
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After you attach an adapter to a process task, for the adapter to be functional, it might
need data from fields of other forms. For this example, the
adpSOLARISPASSWORDUPDATED adapter cannot work unless it obtains the
following information:

s The user's Oracle Identity Manager ID and password.
s The user's Solaris ID and password.
s The IP address where Solaris is located.

Therefore, it must get this information from the UserID, Passwd, SolarisUserID,
SolarisUserPasswd, and ServerAddress adapter variables respectively. These five
variables are created by using the Adapter Factory form. The "Y" that precedes each
adapter variable signifies that it has been mapped correctly.

The form that enables you to create process-specific fields, which will be used by a
process to obtain the information it needs, is called the Form Designer. When you
create these fields, Oracle Identity Manager stores them into a table. Then, by
associating this table with a process (through the Table Name lookup field of the
Process Definition form), the adapter, which you attach to a task of this process, will
use the table to retrieve the appropriate data.

If you want to modify this table, you can do so through the Form Designer form.

The UD_SOLARIS table contains two fields: UD_SOLARIS_USERID and
UD_SOLARIS_PASSWD. By accessing this record of the Form Designer form, you can
edit the fields of the table.

Once you attach the process task adapter to a dependent process task, and the status of
this process task is Pending (the status of the previous process task is Completed),
Oracle Identity Manager will trigger the adapter automatically. When the process task
is an independent task, Oracle Identity Manager will execute the adapter as soon as
the process is requested.

The result of the adapter being executed represents the state of the process task. When
the adapter is finished successfully, the process task to which this adapter is attached
will have a status of Completed.

On the other hand, if the adapter cannot perform its designated function, the process
task to which this adapter is attached will have a status of Rejected. By discovering the
cause of the error, you can modify the process task and/or adapter so it can run
successfully.

Note: To determine why a process task might have failed:

Find the process task. When the process task has not yet been
provisioned to the target user or organization, it is located in the To
Do List or Pending Approvals. To find the task:

1. Log in as the user.

2. Select the To Do List link or the Pending Approvals links in the left side
of the window.

3.5.2 Attaching Process Task Adapters to Process Tasks

In the previous chapter, you learned how to create a process task adapter. You must
attach it to a process task to execute that process task automatically.
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To connect an adapter to a process task, access the Integration tab (from the Process
Definition form). From this tab, you can also map any adapter variables to their proper
locations.

The following procedure shows you how to attach a process task adapter to a process
task:

1. Open the Process Definition form, which is located in the Process Management
folder.

In the Oracle Identity Manager Workspace, the Process Definition form appears.

2. Select the process, which contains a task to which you want to attach an adapter.
The selected process, along with its tasks, appears in the Process Definition form.
For this example, the Solaris process has been selected.

3. Double-click the row header of the task to which you want to attach an adapter.
The Editing Task window appears, containing information about the task (for
example, the Password Updated process task).

4. Click the Integration tab.

5. Click Add.
The Handler Selection window appears.

6. To access Oracle Identity Manager adapters, click the Adapter option.
The adapters appear, which you can attach to the process task.

7. From this region, select the adapter that you want to attach to the process task, for
example, the adpSOLARISPASSWORDUPDATED adapter.

Tip: For classification purposes, the first three letters of each
adapter's name are adp. For classification purposes, the first three
letters of each adapter's name are adp.

8. From the Handler Selection window's toolbar, click Save.

A dialog box appears, stating that the adapter was successfully added to the
process task.

9. Click OK.

The dialog box disappears, and the Integration tab is now active. This tab now
displays the following:

= The name of the adapter that is attached to the process task;
s The status of the adapter; and

= The names, descriptions, and mapping statuses of the adapter's variables.

Note: An adapter can have one of three mapping statuses:

Ready. This adapter has been successfully compiled, and all of its
variables have been mapped correctly.

Mapping Incomplete. This adapter has been successfully compiled, but
at least one of its variables have not been mapped correctly.

Adapter Unavailable. After this adapter had been compiled
successfully, it was modified, and recompiled.
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Note: If an adapter does not have any mappable variables, the
Adapter Variables region is empty. In addition, the Status field will
display either Ready or Adapter Unavailable, depending on whether the
adapter has to be recompiled.

Note: A mappable adapter variable either has been designated as
Resolve at Run time or it is an adapter return variable.

Note: Once you attach the adapter to the process task, any responses
that you defined for the adapter appear in the Responses tab of the
Editing Task window.

10. Set the mappings for each variable that appears in the Adapter Variables region of
the Integration tab. To do so, double-click the row header of the variable you want
to map (for example, SolarisUserID).

The Data Mapping for Variable window is displayed.
Table 3-5 describes the fields of the Data Mapping for Variable window.

Table 3-5 Fields of the Data Mapping for Variable Window

Field Name Description

Variable Name This field displays the name of the adapter variable for which
you are setting a mapping (for example, SolarisUserID).

Data Type This field shows the data type of the adapter variable (for
example, String is the data type for the SolarisUserID variable).

Map To This field contains the types of mappings that you can set for
the adapter variable (for example, IT Resources).When you map
the adapter variable to a location or a contact, Oracle Identity
Manager enables the adjacent combo box. From this combo
box, select the specific type of location or contact to which you
are mapping the adapter variable. In addition, if you map the
adapter variable to a custom process form, and this form
contains child table(s), Oracle Identity Manager enables the
adjacent combo box. From this combo box, select the child table
to which you are mapping the adapter variable. If you are not
mapping the adapter variable to a location, contact, or child
table of a custom process form, this combo box is grayed out.

Qualifier This field contains the qualifiers for the mapping you selected
in the Map to combo box (for example, IT Asset).

IT Asset Type This field enables you to select a specific IT Resource (for
example, Solaris) when you map an adapter variable to an IT
Resource, and this variable's data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not
appear.
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Table 3-5 (Cont.) Fields of the Data Mapping for Variable Window

Field Name Description

IT Asset Property This field enables you to select a specific field that will receive

the results of the mapping (for example, User Name), when you
map an adapter variable to an IT Resource, and this variable's
data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not

appear.

Important: The IT Asset Type and IT Asset Property fields are
included within this window for backward compatibility. The
preferred way is to create an adapter variable with a data type
of IT Resource, in which case these fields will not appear.

Literal Value When you map the adapter variable to a literal, use this field to

specify the specific literal value.

If you are not mapping the adapter variable to a literal, this
field does not appear.

Old Value By selecting this check box, you map the adapter variable to the

value that was originally in the selected Qualifier field before
modification.

Process task adapters associated with process tasks are
conditionally triggered when some field on the process form
gets changed. If you click the Old Value option, and the process
task is marked Conditional, the value that is passed to the
adapter is the previous value of the field, before it got
modified. This is useful in cases of fields that accept passwords.
For example, if you want to disallow setting the password to
the same value, you can use the old value for comparison.

If you are not mapping the adapter variable to a field that
belongs to a child table of a custom process form, this check
box is grayed out.

11.

12.

13.

14.

Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, Literal Value,
and Old Value fields.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the mappings to select
On the toolbar, click Save. Then, click Close.

The Data Mapping for Variable window disappears. The Integration tab is active
again.

On the Editing Task window toolbar, click Save.

The contents in the Status field change from Mapping Incomplete to Ready. In
addition, the mapping statuses for the adapter's variables change from No (N) to
Yes (Y).

On the toolbar, click Close.

The Editing Task window disappears, and the main screen is active once again.
The adapter you added to the Password Updated task
(adpSOLARISPASSWORDUPDATED) appears in the Process Definition form.

This signifies that the adpSOLARISPASSWORDUPDATED process task adapter
was attached to the Password Updated process task.
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Tip: Once you attach a process task adapter to a process task, a quick
way to see the process and task to which it is connected is by
accessing the Usage Lookup tab of the Adapter Factory form.

3.5.3 Removing Process Task Adapters from Process Tasks

If a process task adapter is no longer necessary for Oracle Identity Manager to
complete the process task automatically, or when you wish to attach a different
adapter to a process task, you must first remove the adapter that is attached to the
process task.

This procedure will show you how to remove a process task adapter from a process
task.

3.5.3.1 To Remove a Process Task Adapter from a Process Task

1.

Open the Process Definition form.
In the Design Console workspace, the Process Definition form appears.

Select the process, which contains a task from which you want to remove an
adapter (for example, the Solaris process).

The selected process, along with its tasks, appears in the Process Definition form.

Double-click the row header of the process task from which you want to remove
the adapter (for example, the Password Updated task).

The Editing Task window appears, containing information about the process task.
Click the Integration tab.

Click the Integration tab.

The Integration tab displays information about the adapter that is attached to the
process task.

Click Remove.

A dialog box appears, asking if you want to remove the adapter from the process
task.

Click OK.

A dialog box appears, signifying that the adapter has been removed from the
process task.

Click OK.
The contents of the adapter no longer appear in the Integration tab.
On the toolbar, click Close.

The Editing Task window disappears, and the main screen is active once again.
The adapter that was once linked to the Password Updated task
(adpSOLARISPASSWORDUPDATED) no longer appears in the child table of the
Process Definition form.

This signifies that you have removed the adapter from the process task.
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3.6 Adapter Mapping Information

An adapter is a Java class, generated by the Adapter Factory, which enables Oracle
Identity Manager to interact with an external JAR file, a target IT resource (for
example, a resource asset), or a user-defined form. The Adapter Factory is a
code-generation tool provided by Oracle Identity Manager, which enables a User
Administrator to create Java classes.

An adapter extends the internal logic and functionality of Oracle Identity Manager. It
automates process tasks, and defines the rules for the auto-generation and validation
of data in fields within Oracle Identity Manager. There are five types of adapters: task
assignment adapters, task adapters, rule generator adapters, pre-populate adapters,
and entity adapters.

The following topics are discussed in this section:
= Adapter Task Mapping Information
= Adapter Variable Mapping Information

3.6.1 Adapter Task Mapping Information

An adapter task is one of the several possible components within an adapter. And this
is a logical step within an adapter, equivalent to calling a programming language
method. The following types of adapter tasks are available: Functional Tasks (Java
Task, Remote Task, and Stored Procedure Task), Utility Tasks (Utility Task and Oracle
Identity Manager API Task), and Logic Tasks (Set Variable Task and Error Handler
Task).

This section lists the mappings that you can set for the parameters of an adapter task,
in the following topics:

= Adapter Variables

= Adapter Task

= Literal

= Adapter References

s Organization Definition
»  Process Definition

s User Definition

3.6.1.1 Adapter Variables

The following table lists and describes the items of the Map To list box of the Data
Mapping for Variable window and the Name list box to which you can map the
parameters of an adapter variable for an adapter task.
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Map To Combo Box Name Combo Box  Description

Adapter Variables A list of adapter You can map the parameter to the
variables are adapter variables that you created for
displayed this adapter.

Note: When the adapter variable's
classification type is Object, it cannot be
used with process task adapters.

Note: If the adapter variable's
classification type is IT Resource, then
an Attribute combo box is displayed.
From this combo box, select the
attribute of the IT resource to which you
wish to map the parameter.

3.6.1.2 Adapter Task

The following table lists and describes the items of the Map To, Name, and Output
combo boxes of the Adapter Factory form to which you can map the parameters of an
adapter task.

Map To Combo Box Name Combo Box  Output combo Box Description

Adapter Task Alist of adapter tasks A list of output You can map the
are displayed. variables pertaining  parameter to the
to the selected adapter tasks that
adapter task is you created for this
displayed. adapter.
3.6.1.3 Literal

The following table lists and describes the items of the Map To and Type combo boxes,
as well as the Value field of the Adapter Factory form, to which you can map the
parameters of a constant (or literal) for an adapter task.

Map To Combo
Box Type Combo Box Value Field Description
Literal String, Boolean, Enter the value of the You can map the
Character, Byte, Date, literal into this field.  parameter to a String,
Integer, Float, Long, Boolean, Character,
Short, Double Byte, Date, Integer,
Float, Long, Short, or
Double data type,
respectively.

3.6.1.4 Adapter References

The following table lists and describes the items of the Map To and Type combo boxes
of the Adapter Factory form to which you can map the parameters of an adapter
reference for an adapter task.

Map To Combo Box Type Combo Box Description

Adapter References  Event Handler Name or You can map the parameter to the active
Database Reference adapter.
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3.6.1.5 Organization Definition

The following table lists and describes the items of the Map To and Field combo boxes
of the Adapter Factory form to which you can map the parameters of an organization
definition for an adapter task.

Map To combo
box Field Combo Box Description

Organization Organization Name  You can map the parameter to the
Definition Organization Name field of the
Organizations form.

Organization Type You can map the parameter to the Type
field of the Organizations form.

Organization ID You can map the parameter to the
Organization # field of the Organizations
form.

Organization Parent ~ You can map the parameter to the Parent
Organization field of the Organizations
form.

Organization Status ~ You can map the parameter to the Status
field of the Organizations form.

Organization Parent ~ You can map the parameter to the

1D parent_key field in the ACT database table.
Any fields that are You can map the parameter to the selected
displayed in the User user-defined field.

Defined Fields tab of

the Organizations

form.

3.6.1.6 Process Definition

The following table lists and describes the items of the Map To and Field combo boxes
of the Adapter Factory form to which you can map the parameters of a process
definition for an adapter task.

Map To Combo Box Field Combo Box Description

Process Definition Name You can map the parameter to the Name field
of the Process Definition form.

Type You can map the parameter to the Type field
of the Process Definition form.

3.6.1.7 User Definition

The following table lists and describes the items of the Map To and Field combo boxes
of the Adapter Factory form to which you can map the parameters of a user definition
for an adapter task.

Map To Combo
Box Field Combo Box Description
User Definition User Key You can map the parameter to a key,

representing a unique record of the Users form.

First Name You can map the parameter to the First Name
field of the Users form.
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Map To Combo
Box Field Combo Box Description
Middle Initial You can map the parameter to the Middle Name
field of the Users form.
Last Name You can map the parameter to the Last Name
field of the Users form.
User Login You can map the parameter to the User ID field
of the Users form.
Password You can map the parameter to user password of
the Users form.
Type You can map the parameter to the Xellerate Type
field of the Users form.
User Status You can map the parameter to the Status field of

the Users form.

Role You can map the parameter to the Role field of
the Users form.

Identity You can map the parameter to the Identity field
of the Users form.

Disabled You can map the parameter to the Disable User
check box of the Users form.

Organization You can map the parameter to the Organization
field of the Users form.

Manager You can map the parameter to the Manager field
of the Users form.

Start Date You can map the parameter to the Start Date field
of the Users form.

End Date You can map the parameter to the End Date field
of the Users form.

Email You can map the parameter to the Email field of
the Users form.

Provisioning Date You can map the parameter to the Provisioning
Date field of the Users form.

Provisioned Date  You can map the parameter to the Provisioned
Date field of the Users form.

Deprovisioning You can map the parameter to the

Date Deprovisioning Date field of the Users form.
Deprovisioned You can map the parameter to the Deprovisioned
Date Date field of the Users form.

Any fields that You can map the parameter to the selected
are displayed in user-defined field.

the User Defined

Fields tab of the

Users form.

3.6.2 Adapter Variable Mapping Information

For a newly created adapter to work, you can map data to the parameters of the
adapter's tasks. For this reason, you create placeholders, also known as adapter
variables, to map the data at run time. Once an adapter variable is not needed for the
adapter to run, you can remove it from the adapter. After you have deleted the
adapter variable, recompile the adapter.
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When an adapter variable is not the adapter return variable, or it is not designated as
Resolve at Run time, it should be mapped within the Variable List tab of the Adapter
Factory form. On the other hand, if the adapter variable is classified as an adapter
return variable, or the adapter variable is set to Resolve at Run time, it can be mapped
at another location within Oracle Identity Manager. This location is contingent upon
the adapter's type. For example, the variables of a process task adapter will be mapped
at a different place than the variables of a pre-populate adapter. The following table
lists the variables of a particular type of adapter that can be mapped.

Adapter Type Location

Process Task The Integration tab of the Editing Task window

Task Assignment The Assignment tab of the Editing Task window
Rule Generator The Map Adapters tab of the Data Object Manager form
Pre-Populate The Pre-Populate tab of the Form Designer form

Entity The Map Adapters tab of the Data Object Manager form

The following topics are discussed in this section:

s From the Variable List Tab

»  Process Task Adapter Variable Mappings

»  Task Assignment Adapter Variable Mappings

= Rule Generator and Entity Adapter Variable Mappings
s Prepopulate Adapter Variable Mappings

3.6.2.1 From the Variable List Tab
The following table lists the mappings that you can set from the Variable List tab.

Variable Type

Map To

Qualifier/Resource Type

Object

IT Resource

Adapter References

Set at run time (for
Task Assignment
adapters only)

Resolve at Run time

Database References
Data Object References

Database References

Data Object References

The IT Resource types that are
displayed in the Table view of the IT
Resources Type Definition form

String, Character, Literal If you are mapping the adapter
Byte, Integer, Float, variable to a literal, a Literal Value
Long, Short, Double field is displayed below the Resource

Resolve at Run time

Adapter References

Type combo box. Within this field,
enter the value of this literal.

NA

Event Handler Name

Note: If the data type of the adapter
variable is not String, Adapter
References cannot be selected from the
Map To combo box.
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Variable Type

Map To

Qualifier/Resource Type

Boolean

Date

Literal

Resolve at Run time

Literal

Resolve at Run time

System Date

Boolean. If you select this resource
type, two Literal Value options are
displayed below the Resource Type
combo box: True and False.

Select the option that corresponds to
the value of the adapter variable.

NA

If you are mapping the adapter
variable to a literal, a Literal Value
lookup field is displayed below the
Resource Type combo box.

Double-click this lookup field. From
the Date & Time window that is
displayed, select the date and time that
will be the value of this literal.

NA
NA

Note: This variable's value will reflect
Oracle Identity Manager's date and
time. Hence, you do not map it.

3.6.2.2 Process Task Adapter Variable Mappings

The following table lists the process task adapter variable mappings.

Variable Type

Map To

Qualifier/Description

Object (Adapter
Return Variable)

Object (Adapter
Return Variable)

Process Data

Response Code

Task Information

Process Definition

Organization
Definition

User Definition

You can map the parameter to a field
of either the associated custom process
form, or a child table that belongs to
this form.

NA

Note. You can map the parameter to
the Note tab of the Task List form.

Reason. You can map the parameter
to the Error Details window. To access
this window, double-click a task that
is displayed within the Task List form.

Name. You can map the parameter to
the Name field of the Process
Definition form.

Type. You can map the parameter to
the Type lookup field of the Process
Definition form.

The fields of the Organizations form to
which you can map the adapter
variable.

Note: Because the data type of the
adapter variable is Object, you cannot
select Organization ID from the
Qualifier combo box.

The fields of the Users form to which
you can map the adapter variable.
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Variable Type

Map To

Qualifier/Description

IT Resource

String, Boolean,
Character, Byte, Date,
Integer, Float, Long,
Short, Double

String, Boolean,
Character, Byte, Date,
Integer, Float, Long,
Short, Double

IT Resource

Process Data

Process Data

Task Information

Process Definition

Organization
Definition

User Definition

You can map the parameter to an IT
resource. This IT resource is a member
of the IT resource type that is
displayed in parenthesis from within
the Data Type field.

You can map the parameter to a field
of the associated process-specific form.

Note: The only field names that are
displayed in this combo box are ones
with a data type of IT Resource
Lookup Field.

You can map the parameter to a field
of either the associated custom process
form, or a child table that belongs to
this form.

Note. You can map the parameter to
the Note tab of the Task List form.

Reason. You can map the parameter
to the Error Details window. To access
this window, double-click a task that
is displayed within the Task List form.

Name. You can map the parameter to
the Name field of the Process
Definition form.

Type. You can map the parameter to
the Type lookup field of the Process
Definition form.

The fields of the Organizations form to
which you can map the adapter
variable.

The fields of the Users form to which
you can map the adapter variable.
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Variable Type Map To

Qualifier/Description

Literal

String IT Resources

If you are mapping the adapter
variable to a literal, and the variable's
data type is String, Character, Byte,
Integer, Float, Long, Short, or Double,
a Literal Value field is displayed
below the Qualifier combo box.
Within the field, enter the value of this
literal.

When you are mapping the adapter
variable to a literal, and the variable's
data type is Boolean, two Literal Value
options are displayed below the
Qualifier combo box: True and False.
Select the option that corresponds to
the value of the adapter variable.

If you are mapping the adapter
variable to a literal, and the variable's
data type is Date, a Literal Value
lookup field is displayed below the
Qualifier combo box. Double-click this
lookup field. From the Date & Time
window that is displayed, select the
date and time that will be the value of
this literal.

If you are mapping the adapter
variable to an IT Resource, three
combo boxes are displayed below the
Map To combo box: Qualifier, IT Asset
Type, and IT Asset Property. From
these combo boxes, select the qualifier
for the mapping, the specific name of
the IT resource, and the field of the IT
resource that will receive the results of
the mapping.

Note: If the data type of the adapter
variable is not String, IT Resources
cannot be selected from the Map To
combo box.

3.6.2.3 Task Assignment Adapter Variable Mappings

The following table lists the task assignment adapter variable mappings.

Variable Type Map To

Qualifier/Description

IT Resource Object Data

IT Resource

Object (Adapter Object Data
Return Value)

Response Code

You can map the parameter to an IT
resource's instance key. This IT
resource is a member of the IT
resource type that is displayed in
parenthesis from within the Data Type
field.

You can map the parameter to an IT
resource.

You can map the parameter to a field
of either the associated custom
resource object form, or a child table
that belongs to this form.

NA
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Variable Type

Map To

Qualifier/Description

String, Boolean,
Character, Byte, Date,
Integer, Float, Long,
Short, Double

String, Boolean,
Character, Byte, Date,
Integer, Float, Long,
Short, Double

Task Information

Process Definition

Organization
Definition

User Definition

Object Data

Task Information

Process Definition

Organization

Definition

User Definition

Request Info

Request Target User

Request Target
Organization

Requester Info

The fields of the Task List form to
which you can map the adapter
variable.

The fields of the Process Definition
form to which you can map the
adapter variable.

The fields of the Organizations form to
which you can map the adapter
variable.

The fields of the Users form to which
you can map the adapter variable.

You can map the parameter to a
resource object’s instance key.

The fields of the Task List form to
which you can map the adapter
variable.

The fields of the Process Definition
form to which you can map the
adapter variable.

The fields of the Organizations form to
which you can map the adapter
variable.

The fields of the Users form to which
you can map the adapter variable.

Request ID. You can map the
parameter to the Request ID field of
the Requests form.

Request Action. You can map the
parameter to the Request Action field
of the Requests form.

Request Priority. You can map the
parameter to the Request Priority field
of the Requests form.

The fields of the Users form to which
you can map the adapter variable.

The fields of the Organizations form to
which you can map the adapter
variable.

The fields of the Users form to which
you can map the adapter variable.
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Variable Type Map To Qualifier/Description

Literal If you are mapping the adapter
variable to a literal, a Literal Value
field is displayed below the Qualifier
combo box. Within the field, enter the
value of this literal.

Note: If the data type of the adapter
variable is Boolean, two options are
displayed in place of the field: True
and False. Select the option that
reflects the value of the adapter
variable.

Note: If the data type of the adapter
variable is Object, Literal cannot be
selected from the Map To combo box.

String IT Resources Resource Instance. You can map the
parameter to an IT resource's instance
key. This IT resource is a member of
the IT resource type that is displayed
in parenthesis from within the Data
Type field.

IT Asset Type. You can map the
parameter to an IT resource type.

String IT Resources IT Asset Property. You can map this
parameter to one of the properties that
comprise the selected IT resource type.

3.6.2.4 Rule Generator and Entity Adapter Variable Mappings

The following table lists the rule generator and entity adapter variable mappings.

Variable Type Map To Qualifier/Description

Object (Adapter Literal If you are mapping the adapter variable
Return Variable), IT to a literal, a Literal Value field is
Resource, String, displayed below the Qualifier combo
Boolean, Character, box. Within the field, enter the value of
Byte, Date, Integer, this literal.

Float, Long, Short

Note: If the data type of the adapter
variable is Object, Literal cannot be
selected from the Map To combo box.

Entity Field You can map the adapter variable to a
field of the associated process form.
The name of this form is displayed in
the Form Description field of the Data

Object Manager form.
Organization The fields of the Organizations form to
Definition which you can map the adapter
variable.

Note: If the data type of the adapter
variable is not Object, you cannot select
Organization ID and Organization
Parent ID from the Qualifier combo
box.

User Definition The fields of the Users form to which
you can map the adapter variable.

3-28 Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager



Adapter Mapping Information

3.6.2.5 Prepopulate Adapter Variable Mappings
The following table lists the prepopulate adapter variable mappings.

Variable Type Map To Qualifier/Description

IT Resource IT Resource You can map the parameter to an IT
resource. This IT resource is a member
of the IT resource type that is displayed
in parenthesis from within the Data
Type field.

Process Data You can map the parameter to a field of
the associated process-specific form.

Note: The only field names that are
displayed in this combo box are ones
with a data type of IT Resource Lookup

Field.
Object, String, Process Data You can map the parameter to a field of
Boolean, Character, the associated process-specific form.
Byte, Date, Integer,
Float, Long, Short,
Double
Organization The fields of the Organizations form to
Definition which you can map the adapter
variable.
User Definition The fields of the Users form to which
you can map the adapter variable.
String, Boolean, Literal If you are mapping the adapter variable
Character, Byte, Date, to a literal, and the variable's data type
Integer, Float, Long, is String, Character, Byte, Integer, Float,
Short, Double Long, Short, or Double, a Literal Value

field is displayed below the Qualifier
combo box. Within the field, enter the
value of this literal.

When you are mapping the adapter
variable to a literal, and the variable's
data type is Boolean, two Literal Value
options are displayed below the
Qualifier combo box: True and False.
Select the option that corresponds to
the value of the adapter variable.

If you are mapping the adapter variable
to a literal, and the variable's data type
is Date, a Literal Value lookup field is
displayed below the Qualifier combo
box. Double-click this lookup field.
From the Date & Time window that is
displayed, select the date and time that
will be the value of this literal.
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Variable Type

Map To

Qualifier/Description

String

IT Resources

If you are mapping the adapter variable
to an IT Resource, three combo boxes
are displayed below the Map To combo
box: Qualifier, IT Asset Type, and IT
Asset Property. From these combo
boxes, select the qualifier for the
mapping, the specific name of the IT
resource, and the field of the IT
resource that will receive the results of
the mapping.

Note: If the data type of the adapter
variable is not String, then IT Resources
cannot be selected from the Map To
combo box.
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4

Developing Rules

This chapter describes the Business Rule Definition of the Design Console. It contains
the following topics:

s Overview of Business Rule Definition
s Event Handler Manager Form
= Data Object Manager Form

m  Reconciliation Rules Form

4.1 Overview of Business Rule Definition

The Development Tools/Business Rule Definition folder provides system
administrators and developers with tools to manage the event handlers and data
objects of Oracle Identity Manager.

This folder contains the following forms:

»  Event Handler Manager: This form lets you create and manage the event handlers
that are used with Oracle Identity Manager.

= Data Object Manager: This form lets you define a data object, assign event
handlers and adapters to it, and map any adapter variables associated with it.

4.2 Event Handler Manager Form

This form is displayed in the Development Tools/Business Rule Definition folder. You
use this form to manage the Java classes that process user-defined or system-generated
actions (or events). These classes are known as event handlers. When you add a new
event handler to Oracle Identity Manager, you must first register it here so that Oracle
Identity Manager can recognize it.

There are two types of event handlers:

= Event handlers that are created through the Adapter Factory form. These begin
with the letters adp. They are known as adapters.

= Event handlers that are created internally in Oracle Identity Manager. These begin
with the letters tc. They are referred to as system event handlers.

By using the Event Handler Manager form, you can specify when you want Oracle
Identity Manager to trigger an event handler. An event handler can be scheduled to
run as follows:

m  Pre-Insert: Before information is added to the database
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Pre-Update: Before information is modified in the database
Pre-Delete: Before information is removed from the database
Post-Insert: After information is added to the database
Post-Update: After information is modified in the database

Post-Delete: After information is removed from the database

Figure 4-1 shows the Event Handler Manager form.

Figure 4-1 Event Handler Manager Form

Event Handler Information
Enter only the class name withowt the full class path.
Event Handler Mame |thSRnrderPnIicyPkgs |

Package |Th0r.CarrierBase.E\rents |

Run event handler on

[ ] Pre-inzert [ ] Pre-Update [ ] Pre-Delete

Past-Inzert Past-Update [] Past-Delete

Maotes This event handler is used to request processes for a uzer based on
access policies azsigned to the user group of which the useris a
member.|

Table 4-1 describes the fields of the Event Handler Manager form.

Table 4-1 Fields of the Event Handler Manager Form

Field Name Descriptions

Event Handler Name The name of the event handler.

Package The Java package to which the event handler belongs.

Pre-Insert If you select this check box, Oracle Identity Manager will
trigger the event handler before information is added to the
database.

Pre-Update If you select this check box, Oracle Identity Manager will
trigger the event handler before information is modified in
the database.

Pre-Delete If you select this check box, Oracle Identity Manager will

trigger the event handler before information is removed from

the database.

Post-Insert

database.
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Table 4-1 (Cont.) Fields of the Event Handler Manager Form

Field Name Descriptions

Post-Update If you select this check box, Oracle Identity Manager can
trigger the event handler after information is modified in the
database.

Post-Delete If you select this check box, Oracle Identity Manager will

trigger the event handler after information is removed from
the database.

Notes Additional information about the event handler.

The following sections describe how to create and modify event handlers.

Note: To use an event handler, you must attach it to a data object by
using the Data Object Manager form. For more information about
assigning event handlers to data objects, see Section 4.3, "Data Object
Manager Form".

Caution: Any event handler that begins with the letters adp is
associated with adapters, and should not be modified. However, you
can modify system event handlers. These event handlers begin with
the letters tc.

Adding or Modifying an Event Handler
To add or modify an event handler:

1. Open the Event Handler Manager form.

2. To add an event handler to Oracle Identity Manager, enter the name of the event
handler into the Event Handler Name lookup field.

To modify an event handler, double-click the Event Handler Name lookup field.

From the Lookup dialog box that is displayed, select the event handler that you
want to edit.

3. In the Package field, add or edit the name of the Java package of which the event
handler is a member.

4. Select the check boxes that correspond to when you want Oracle Identity Manager
to trigger the event handler.

You can schedule an event handler to run on preinsert, preupdate, predelete,
postinsert, postupdate, and postdelete.

Note: Selecting a check box does not mean that the event handler is
triggered at that time, for example, on preinsert. It signifies that the
event handler can run at that time.
5. In the Notes area, add or edit explanatory information about the event handler.
6. Click Save.
The event handler is added or modified.
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4.3 Data Object Manager Form

The Data Object Manager form is displayed in the Development Tools/Business Rule
Definition folder. You use this form to:

= Assign a rule generator adapter, entity adapter, or an event handler to an object
that can add, modify, or delete data in the database. This type of object is known
as a data object.

= Schedule the adapter or event handler to run according to a schedule (pre-insert,
pre-update, pre-delete, post-insert, post-update, or post-delete).

s Organize the order in which Oracle Identity Manager triggers adapters or event
handlers that belong to the same execution schedule.

= View the user groups that can add, modify, and delete the current data object.

= Map the variables of an adapter to their proper source and target locations.

See Also: Chapter 2, "Developing Adapters" for more information
about adapter variables, rule generator adapters, and entity adapters

Figure 4-2 shows the Data Object Manager form.

Figure 4-2 Data Object Manager Form

Data Object Information

Form Description || |

Data Obhject k

l/Attach Handlers | Map Adapters |

l/Pre—Inser‘t |/Inser‘t Permissions | l/Post—Inser‘t |/Inser‘t Permissions |

Assign | Event Handler Mame | Pre-lnsert 5 Assign | Event Handler Mame |Post—lnser‘t g

il
il

Delete Delete

4] Il [ I» 1] Ii [ 1»

[ Update Permissions | [ Post-Update | Update Permissions |
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Azzign | Event Handler Mame | Pre-Update Lizsign | Event Handler Mame |Post—Update

Delete Delete

il
il
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[ Pre-Delete | Delete Permissions | [ Post-Delete | Delete Permissions |

Assign | Ewent Handler Mame | Pre-Delete & Assian | Ewvent Handler Name |Post—DeIete

Delete Delete

il
il

4] i [ T» ] i [

Table 4-2 describes the fields of the Data Object Manager form.

Table 4-2 Fields of the Data Object Manager Form

Fields Description
Form Description The name of the form that is associated with the data object.
Data Object The name of the data object to which you are assigning event

handlers rule generator adapters, or entity adapters.
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The following section describes how to select the target data object to which a rule
generator adapter, entity adapter, or event handler will be assigned.

Selecting a Target Data Object
To select a target data object:

1. Open the Data Object Manager form.
2. Double-click the Form Description field.

From the Lookup dialog box displayed, select the name of the form that is
associated with the data object to which you want to assign an event handler, rule
generator adapter, or entity adapter.

After you select a form, the name of the corresponding data object is displayed in
the Data Object field.

3. Click Save.

The target data object is selected. You can now assign rule generator adapters,
entity adapters, and event handlers to it.

4.3.1 Tabs of the Data Object Manager Form

After you start the Data Object Manager form and select a target data object, the tabs
of this form become functional.

The Data Object Manager form contains the following tabs:
= Attach Handlers

= Map Adapters

Each of these tabs is described in the following sections:

= Attach Handlers Tab

= Map Adapters Tab

4.3.1.1 Attach Handlers Tab

You use this tab to select the rule generator adapters, entity adapters, or event
handlers that will be assigned to or removed from a data object. This includes the
following:

= Specifying when Oracle Identity Manager triggers the assigned event handlers or
adapters (on pre-insert, pre-update, pre-delete, post-insert, post-update, or
post-delete).

= Setting the order in which Oracle Identity Manager triggers the adapters or event
handlers that belong to the same execution schedule.

When an event handler, rule generator adapter, or entity adapter must no longer be
triggered by Oracle Identity Manager, you must remove it from the data object.

For example, Oracle Identity Manager can trigger the adpCONVERTTOLOWERCASE,
adpSOLARISHMDSTRINGGEN, adpSETSOLARISASSET, and
adpSETPASSWORDFROMMAIN adapters on pre-insert. Based on the sequence numbers
of these adapters, Oracle Identity Manager triggers the adpCONVERTTOLOWERCASE
adapter first, followed by the adpSOLARISHMDSTRINGGEN, adpSETSOLARISASSET,
and adpSETPASSWORDFROMMAIN adapters, respectively.
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Note: To see the user groups that can add, modify, and delete the
current data object, click the Insert Permissions, Update Permissions,
or Delete Permissions tabs, respectively.

The following sections discuss these procedures:

= Assigning an event handler, rule generator adapter, or entity adapter to a data
object

s Organizing the execution schedule of event handlers or adapters

= Removing an event handler, rule generator adapter, or entity adapter from a data
object

4.3.1.1.1 Assigning an Event Handler or Adapter to a Data Object

To assign an event handler or adapter:

1. Select the tab of the Data Object Manager form that represents when you want the
adapter or event handler to be triggered.

For example, if you want Oracle Identity Manager to activate an adapter on
pre-insert, select the Pre-Insert tab.

2. From the selected tab, click Assign.

The Assignment dialog box is displayed.
3. Select the event handler or adapter, and assign it to the data object.
4. Click OK.

The event handler or adapter is assigned to the data object.

4.3.1.1.2 Organizing the Execution Schedule of Event Handlers or Adapters
To organize the execution schedule:
1. Select the event handler or adapter whose execution schedule you want to change.
2. Click Assign.
The Assignment dialog box is displayed.
3. Select the event handler or adapter.

4. If you click Up, the selected event handler or adapter will switch places and
sequence numbers with the event handler or adapter that precedes it.

If you click Down, the selected event handler or adapter will switch places and
sequence numbers with the event handler or adapter that follows it.

5. Repeat Steps 3 and 4 until all event handlers and adapters have the appropriate
sequence numbers.

6. Click OK.
The event handlers and adapters will now be triggered in the correct order for the
execution schedule or schedules that you organized.

4.3.1.1.3 Removing an Event Handler or Adapter from a Data Object

To remove an event handler or adapter:

1. Select the desired event handler or adapter.
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2. C(Click Delete.

The event handler or adapter is removed.

4.3.1.2 Map Adapters Tab

The Map Adapters tab becomes operational only after you assign a rule generator
adapter or entity adapter to the data object.

You use this tab to map the variables of a rule generator or entity adapter to their
proper source and target locations. For example, suppose the
adpSOLARISUSERIDGENERATOR adapter has three variables: firstname, Adapter
return value, and lastname. If a Y is displayed in the Mapped column for each adapter
variable, this signifies that all three variables are mapped to the correct locations, and
the adapter's status will change to Ready.

Note: An adapter can have any one of the following three statuses:

= Ready: This adapter has successfully compiled, and all of its
variables are mapped correctly.

= Mapping Incomplete: This adapter has successfully compiled, but
at least one of its variables has been not mapped correctly.

»  Mapping Incomplete: This adapter has successfully compiled, but
at least one of its variables has not been mapped correctly.

For more information about compiling adapters and mapping its variables, see
Chapter 2, "Developing Adapters".

Note: If no adapters are assigned to a data object, the Map Adapters
tab is grayed out.

4.4 Reconciliation Rules Form

This form is located in the Development Tools folder.
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Figure 4-3 Reconciliation Rules Form

| rReconciliation Rule Builder

Mame | | Operator O
Object | | @® AND O OR [] Active
()
Description
[ Rule Elements

Rule Definition

You use this form to define rules that are invoked at the following times:

= When Oracle Identity Manager tries to determine which user or organization
record is associated with a change on a trusted source. These rules are evaluated
as soon as all required fields in the reconciliation event are processed on the
Reconciliation Data tab of the Reconciliation Manager form.

= When Oracle Identity Manager attempts to determine which user or organization
record is the owner of an account discovered on a target resource, for example, as
a result of a change detected on that system. These rules are evaluated only when
all required fields in the reconciliation event are processed on the Reconciliation
Data tab of the Reconciliation Manager form, and no processes were matched to
the event on the Processes Matched Tree tab of the same form.

As mentioned, rules defined by using this form are used to match either users or
organizations associated with a change on a trusted source or target resource. Rules of
these types are referred to as user-matching or organization-matching rules,
respectively. These rules are similar to the ones you can define by using the Rule
Designer form except that the rules created by using the Reconciliation Rules form are
specific to the resource object (because they relate to a single target resource) and only
affect reconciliation-related functions.

Topics in working with reconciliation rules include:
= Defining a Reconciliation Rule

= Adding a Rule Element

= Nesting a Rule Within a Rule

s Deleting a Rule Element or Rule

4.4.1 Defining a Reconciliation Rule

The following procedure describes how to define a reconciliation rule.
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Note: In the following procedure, you must ensure that the Active
check box is selected. If this check box is not selected, the rule will not
be evaluated by Oracle Identity Manager's reconciliation engine when
processing reconciliation events related to the resource. However, you
can only select this check box after Oracle Identity Manager has
selected the Valid system check box. The Valid check box can only be
selected after you have created at least one rule element, and Oracle
Identity Manager has determined that the logic of this rule element is
valid.

To define reconciliation rules for user or organization matching:

1.
2.
3.

Go to the Reconciliation Rules form.
Enter a name for the rule in the Name field.

Select the target resource with which this rule is to be associated in the Object
field

Enter a description for the rule in the Description field.

Select the And or Or operator for the rule. If And is selected, all elements (and
rules if they are nested) of the rule must be satisfied for the rule to be evaluated to
true. If Or is selected, the rule will be evaluated to true if any element (or rule if
one has been nested) of the rule is satisfied.

Click Save.

The rule definition will be saved. Rule elements must now be created for the rule.

4.4.2 Adding a Rule Element

To define individual elements in a reconciliation rule:

1.
2.

Go to the Rule definition to which you want to add elements.
Click Add Rule Element on the Rule Elements tab.

The Add Rule Element dialog box is displayed.

Click the Rule Element tab.

Select a user-related data item from the User Data menu.

This will be the user data element that Oracle Identity Manager examines when
evaluating the rule element. The menu will display all fields on the Oracle Users
form (including any user-defined fields you have created).

Note: If the rule being defined is for organization matching, both the
data available and the name of the menus will be related to
organizations, rather than users.

Select an operator from the Operator menu.

This will be the criteria that Oracle Identity Manager applies to the attribute for
data item you selected when evaluating the rule element. The following are valid
operators:

= Equals: If you select this option, the user or organization record's data element
must exactly match the attribute you select.
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Note:

= If you configure trusted source reconciliation of users, you must
ensure that the User ID field of the Oracle Identity Manager
User account is used in the reconciliation matching rule.

= If you configure trusted source reconciliation of organizations,
you must ensure that the Organization Name field of the
Oracle Identity Manager User account is used in the reconciliation
matching rule.

Contains: If you select this option, the user or organization record's data
element must only contain (not be an exact match with) the attribute you
select.

Start with: If you select this option, the user or organization record's data
element must begin with the attribute you select.

End with: If you select this option, the user or organization record's data
element must end with the attribute you select.

Select a value from the Attribute menu. The values in this menu are the fields that
were defined on the Reconciliation Fields tab for the resource associated with the
rule. If the reconciliation fields have not yet been designated for the resource, no
values will be available.

Note: When defining a rule element for a target resource (as opposed
to a trusted source), only fields associated with parent tables of the
resource's custom process form are available for selection in the
Attribute field.

If you want Oracle Identity Manager to perform a particular transformation on the
data in the Attribute field (before applying the operator), select the desired
transformation from the Transform menu.

Note: If you select a value other than None from this menu, after you
click Save, you must also select the tab and set the appropriate
properties so that Oracle Identity Manager is able to perform the
transformation correctly.

The possible transformations are described in Table 4-3.

Table 4-3 Transformation Properties

Transformation Properties to Be Set on the Rule Element Properties tab
Substring Start Point, End Point

Endstring Start Point

Tokenize Delimiters, Token Number, Space Delimiter

8. Select the Case-Sensitive check box.

For the rule element to be met, if this check box is selected, the value selected in
the Attribute field must match the capitalization of the value being evaluated in
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the reconciliation event record. If this check box is deselected, the value selected in
the Attribute field is not required to match the capitalization used in the value
being evaluated in the reconciliation event record.

9. C(lick Save.

10. If you select a value (other than None) in the Transform menu and have not yet
set the properties for the transformation, the Properties Set check box will not be
selected.

You must select the Rule Element Properties tab, set the appropriate properties,
and click Save again.

The rule element will be added to the rule.

11. Repeat this entire procedure for each rule element you wish to add to the rule.

Note: Ensure that the Active check box is selected.

4.4.3 Nesting a Rule Within a Rule

You can nest an existing rule within a rule. Oracle Identity Manager evaluates the
criteria of the nested rule in the same way as any other element of the rule.

Note: Only reconciliation-related rules that are associated with the
same resource object are available for selection in the dialog box.

To nest a rule within a rule:
1. Go to the rule to which you want to add another rule.
2. C(Click Add Rule on the Rule Elements tab.
3. The Rule Choice lookup dialog box is displayed.
Locate and select the desired rule.
4. Click OK.
The selected reconciliation rule is added to rule.

5. Repeat steps 2 through 4 for each rule you want to nest in the rule.

4.4.4 Deleting a Rule Element or Rule

To delete a rule element or a rule:
1. Go to the rule from which you want to delete an element.
2. Select the rule element or rule to be deleted on the Rule Elements tab.

3. C(lick Delete.
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Developing Scheduled Tasks

Out of the box, Oracle Identity Manager contains a set of predefined tasks that can be
scheduled as job runs. An example is a password warning task that sends e-mail to
users for password expiry.

Oracle Identity Manager also provides the capability of creating your own scheduled
tasks. You can create scheduled tasks according to your requirements if none of the
predefined scheduled tasks fit your needs.

For example, you can configure a reconciliation run using a scheduled task that checks
for new information on target systems periodically and replicates the data in Oracle
Identity Manager.

This chapter explains how to create and implement your custom scheduled tasks. It
contains these topics:

s Overview of Task Creation

»  Define the Metadata for the Scheduled Task

»  Configure the Scheduled Task XML File

= Develop the Scheduled Task Class

»  Configure the Plug-in XML File

»  Create the Directory Structure for the Scheduled Task

5.1 Overview of Task Creation

This section outlines the essential steps in creating scheduled tasks, and presents an
example to illustrate the process. Subsequent sections provide details on each step.

»  Steps in Task Creation

= Example of Scheduled Task

5.1.1 Steps in Task Creation

The basic steps for configuring new scheduled tasks are as follows:

1. Review Oracle Identity Manager's predefined scheduled tasks to determine
whether a custom task is necessary.

For details about the predefined tasks, see "Managing Scheduled Tasks" in the
Oracle Fusion Middleware System Administrator’s Guide for Oracle Identity Manager.

2. Determine key features of the scheduled task, such as the task name and the
parameters that control the actions performed by the task.
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For details, see Section 5.2, "Define the Metadata for the Scheduled Task".
3. Add the task metadata to the scheduled task XML file.

For details, see Section 5.3, "Configure the Scheduled Task XML File".
4. Develop the Java class that executes the scheduled task functions.

For details, see Section 5.4, "Develop the Scheduled Task Class".
5. Declare the new scheduled task as a plug-in.

For details, see Section 5.5, "Configure the Plug-in XML File".

6. Package the task files so that Oracle Identity Manager can locate the files and
make the task available for jobs.

For details, see Section 5.6, "Create the Directory Structure for the Scheduled Task".

5.1.2 Example of Scheduled Task

To illustrate the steps in developing a scheduled task, we use an example scheduled
task that retrieves employee records belonging to the given department from a given
IT resource.

In addition, our scheduled task should allow the user to specify the number of records
to be retrieved and whether to include disabled records in the retrieval.

5.2 Define the Metadata for the Scheduled Task
Each scheduled task contains the following metadata information:
= Name of the scheduled task
= Name of the Java class that has the implementation of the scheduled task
s Description
= Retry Interval

= (Optional) Parameters that the scheduled task accepts. Each parameter contains
the following additional information:

— Parameter Name

— Parameter Data Type

- Required/ Optional Parameter
- Help Text

5.3 Configure the Scheduled Task XML File

This task involves updating the XML file that contains the definitions of custom
scheduled tasks. This section describes how to update the task XML file with the
details of the new custom scheduled task.

You can modify the task.xml file located in the /db namespace of Oracle Identity
Manager MDS schema, or you can create a custom scheduled task file. If you create a
custom file, then the file name must be the same as the scheduled task name, with the
xml extension. You must import the custom scheduled task file to the /db namespace
of Oracle Identity Manager MDS schema.

See Also: Chapter 6, "Developing Plug-ins" for examples of plug-ins.
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Note: The scheduled task XML file can be imported into MDS using
an Oracle WebLogic Server import utility. In a clustered environment,
having the file in MDS avoids the need to copy the file on each node
of the cluster.

For details about importing files into MDS, see Chapter 30, "MDS
Utilities and User Modifiable Metadata Files".

The elements in the XML file reflect the task parameters that you described in
Section 5.2, "Define the Metadata for the Scheduled Task".

Example 5-1 shows a sample XML code for the scheduled task described in the
preceding paragraph. Note that all the parameters are declared to be required
parameters in this example.

Example 5-1 Sample XML for a Scheduled Task

<scheduledTasks xmlns="http://xmlns.oracle.com">
<task>
<name>Retrieve Employee Records For Given Department</name>
<class>oracle.iam.scheduler.TestScheduler</class>
<description>Test_scheduled_task</description>
<retry>b</retry>
<parameters>
<string-param required="true" helpText="Name of the
department">Department Name</string-param>
<string-param required="true" encrypted="false" helpText="Name of the
department">Department Name</string-param>
<number-param required="true" helpText="Number of Records to Be Retrieved">Number
of Records</number-param>
<boolean-param required="false" helpText="Retrieve disabled employee
records?">Get Disabled Employees</boolean-param>
</parameters>
</task>
</scheduledTasks>

See Also: Appendix A, "Scheduled Task Configuration File" for
details about the elements in the scheduled task configuration file.

This is basically exporting the task.xml from MDS and then adding the required tags
to it and importing it back into MDS.

You must export the task.xml file from MDS, add the required tags to the file, and then
import is back to MDS. See Chapter 30, "MDS Utilities and User Modifiable Metadata
Files" for information about exporting and importing MDS files.

5.4 Develop the Scheduled Task Class

The next step is to create a Java class to execute the task whose metadata was defined
in the XML file. The Java class that implements a scheduled task is known as a
scheduled task class.

To develop a Java class for the scheduled task:

1. Create a Java class file that extends the
oracle.iam.scheduler.vo.TaskSupport class and overrides the
execute () method with processing logic based on your requirements.
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2, Create a JAR file for the Java class that you created.
3. Copy the JAR file into a 1ib directory.

4. Repeat Steps 1 through 3 for every Java class that you want to create.

5.5 Configure the Plug-in XML File

You must configure the plugin.xml file in order to declare the scheduled task as a
plug-in. See Chapter 6, "Developing Plug-ins" for more information about plug-ins.

To configure the plugin.xml file:
1. Create the plugin.xml file using any text editor.

2. Specify the plug-in point for the scheduled task by changing the value of the
pluginpoint attribute of the plugins element to
oracle.iam.scheduler.vo.TaskSupport.

The following XML code block from the plugin.xml file shows the value entered
within the plugins element:

<plugins pluginpoint="oracle.iam.scheduler.vo.TaskSupport">

3. Add a <plugin> element for each scheduled task that you are adding.

To specify the class that implements the plug-in (in this case, the scheduled task),
change the value of the pluginclass attribute of the plugin element to the name
of the Java class that implements the scheduled task. The following XML code
block from the plugin.xml file shows sample values entered within the plugin
element:

<plugin pluginclass= "oracle.iam.scheduler.TestScheduler" version="1.0.1"
name="scheduler element"/>

After modification, the plugin.xml file looks similar to the following:

<?xml version="1.0" encoding="UTF-8"?>

<oimplugins xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<plugins pluginpoint="oracle.iam.scheduler.vo.TaskSupport">
<plugin pluginclass= "oracle.iam.scheduler.TestScheduler"
version="1.0.1" name="scheduler element">

</plugin>

</plugins>

</oimplugins>

4. Save and close the plugin.xml file.

5.6 Create the Directory Structure for the Scheduled Task

The final step in configuring the scheduled task is to create a plugin.zip file with the
directory structure specified in Example 5-2. Scheduler requires that files be zipped in
a particular structure and named according to a particular naming convention. This
ensures that Oracle Identity Manager identifies the custom scheduled tasks and makes
it available in Oracle Identity Manager Administrative and User Console while
creating jobs

Example 5-2 Directory Structure for the Scheduled Task

plugin/
plugin.xml
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lib/
CLASS_NAMEI.jar
Note that:
»  The XML file for the plug-in must be named plugin.xml.
»  The lib directory must contain only .JAR files.
s The directory for the scheduled task must contain the following files:
= XML for the plug-in
= JARfiles

In the preceding example, CLASS_NAME JAR is the JAR file that you create in
Section 5.4, "Develop the Scheduled Task Class".

After you create the plugin.zip file, if deploying in a clustered environment, register
the plug-in to the database by using appropriate APIs. See "Registering and
Unregistering Plug-ins By Using APIs" on page 6-5 for details about registering
plug-ins to Oracle Identity Manager by using APlIs.

Note: The XML for the plug-in must be named plugin.xml. Ensure
that the lib directory contains only JAR files.
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Developing Plug-ins

The Service Framework in Oracle Identity Manager enables you to extend the platform
by adding new services. Sometimes, the existing services can be extended or modified
to suit new requirements. Oracle Identity Manager supports this requirement by
means of the Plug-in Framework.

This chapter explains basic features of the plug-in framework and how to perform
common tasks to customize your environment using plug-ins. The topics include:

= Background of the Plug-in Framework
s Configuring Plug-ins

s Defining and Using Plug-ins

= Registering Plug-ins

= About Mapped Values

s Plug-in Points

6.1 Background of the Plug-in Framework

A plug-in is software that extends the functionality of features provided by Oracle
Identity Manager. The plug-in framework enables you to define, register, and
configure plug-ins, which extend the functionality provided by features. Plug-ins can
be predefined or custom-developed, and they are utilized at plug-in points.

A plug-in point is a specific point in the business logic where extensibility can be
provided. An interface definition called the plug-in interface accompanies such a
point. Users can extend the plug-in interface based on the business requirements and
register them as plug-ins.

= About the Plug-in Framework
= About Plug-in Stores
= Steps for Developing Plug-ins

6.1.1 About the Plug-in Framework

The plug-in framework provides Oracle Identity Manager with a number of added
capabilities. For example:

= Services can define plug-in points where functionality can be extended. For
example, the notification engine uses a default provider to send e-mail
notifications. This provider is set up as a plug-in point so that a custom e-mail
provider can be implemented.

Developing Plug-ins  6-1



Background of the Plug-in Framework

= Services can discover all the plug-ins defined for a particular plug-in point.

s Plug-ins can be loaded from multiple sources. Feature developers do not need to
be concerned about where the plug-ins are stored or with how they are loaded.

= Developers can change the plug-in code without needing to re-register the plug-in.
Note: This is possible only when the plug-in is stored on the filesystem.

6.1.2 About Plug-in Stores

The plug-in framework can store plug-ins in two types of stores:
» file system
= the Oracle Identity Manager database

When looking for plug-ins, the framework first examines plug-ins registered in the
database, and looks in the file system.

6.1.2.1 File Store

The File Store consists of one or more directories on the Oracle Identity Manager host
and is primarily used in development environments. File storage is convenient for the
developer since there is no need to explicitly register the developed plug-ins with a file
store. Users can just drop in the plug-in zips or exploded plug-in directory to the
designated location(s).

By default, Plug-in framework looks for the plug-ins under the 0OIM_HOME/plugins
directory. Additional plug-in directories can also be specified.

The plug-in framework monitors all the additions, modification, and deletions of
plug-in zip files under the registered plug-in directories in the file system, and
automatically reloads the plug-ins. Plug-in metadata such as name, version, and ID is
read from the plug-in zip and is maintained in memory. This metadata is updated
based on any file changes. The latest plug-in zip file is considered to be the current
version of the plug-in.

For details about how to configure the file store, see Section 6.2, "Configuring
Plug-ins".

6.1.2.2 Database Store

Plug-ins can be stored in the Oracle Identity Manager database, so that they are
accessible from any node in a cluster. The Plug-in Framework uses Operation DB as
the database store. This type of store is appropriate for a production environment.

You must explicitly register any plug-ins that are stored in the database. You can use
the Plugin Registration Utility, which is a command-line tool, to register and deregister
plug-ins. You can also use the registerPlugin API for this purpose. See Section 6.4,
"Registering Plug-ins" for more information about registering plug-ins.

6.1.3 Steps for Developing Plug-ins

The basic aspects of developing and implementing plug-ins are as follows:

s Declare a plug-in instance where you may specify the type of value mapping for
the plug-in point.

»  Specify the properties that will comprise the plug-in metadata.
= Develop the plug-in code and distribute the plug-in.

For details, see Section 6.3, "Defining and Using Plug-ins".
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6.2 Configuring Plug-ins

You use the oim-config.xml file to configure the following;:

the directory or directories in which the files store will look for plug-ins

whether to activate a thread that monitors the file store for any changes; the thread
checks the zip files or exploded files in all the plug-in directories

The monitoring thread is typically activated in a dynamic development
environment since plug-ins are being added or modified in such an environment;
it can be inactive in a production system which contains a well-defined set of
plug-ins . This is tracked by the reloadingEnabled attribute.

the time interval at which the monitoring thread wakes up and looks for any
changes.

The following is a code snippet from the oim-config.xml file:

<pluginConfig storeType="common">

<storeConfig reloadingEnabled="true"
reloadingInterval="20">
<!l--
Plugins present in the OIM_HOME/plugins directory are added by default.
For adding more plugins, specify the plugin directory as below:
<registeredDirs>/scratch/oimplugins</registeredDirs>

<registeredDirs>/scratch/custom</registeredDirs>

</storeConfig>

</pluginConfig>

In this example:

common store designation tells the framework to monitor both database and file
stores

Note: Do not modify the Store value; common is appropriate in all
environments.

one directory is configured; additional directories can be configured by simply
adding more <registeredDirs> tags.

the monitoring thread is active and looks for plug-in changes every 20 seconds by
default.

Monitoring is typically active in development environments only. If you switch
between active and inactive, you must restart the application server for the change
to take effect.
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Note: Restarting the application server is required for any changes
made to plug-in data in the oim-config.xml file.

6.3 Defining and Using Plug-ins

This section provides details about the key aspects of defining and setting up plug-ins:

Note: Although these topics are presented in separate sections, they
are not necessarily sequential steps. Tasks such as declaring plug-in
points, their plug-ins and the plug-in metadata can be performed
together in a single step.

= Declaring Plug-ins
= Specifying Plug-in Metadata
= Developing Plug-ins

6.3.1 Declaring Plug-ins

To extend the functionality provided by Oracle Identity Manager, you can declare the
plug-ins for the application. The declaration can be explicit or implicit.

Be sure to assign unique names to all the plug-ins associated with a specific plug-in
point. If the plug-in names are non-unique, an exception will be thrown during
plug-in registration.

Declare the plug-ins in the plugin.xml file. For example:

<?xml version="1.0" encoding="UTF-8"?>
<oimplugins>

<plugins pluginpoint="oracle.iam.sample.passwdmgnmt.service.PasswordElement">
<plugin pluginclass=
"oracle.iam.sample.passwdmgmt.custom.NumCustomPasswordElement"
version="1.0.1" name="num pwd element"/>

<plugin pluginclass=
"oracle.iam.sample.passwdmgnmt.custom.DictionaryPasswordElement" version="1.0.1"
name="Dictionary password element" />

</plugins>

</oimplugins>

The XML shows two plug-in declarations. Both the plug-ins extend from the same
plug-in point.

6.3.2 Specifying Plug-in Metadata

Along with each plug-in that is defined in plugin.xml, you can specify a list of
properties that comprise the plug-in metadata.

In this example, the metadata consists of a single property known as
PasswordElementNum, with the value 1:

<?xml version="1.0" encoding="UTF-8"?>
<oimplugins>

<plugins pluginpoint="oracle.iam.sample.passwdmgmt.service.PasswordElement">
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<plugin pluginclass=
"oracle.iam.sample.passwdmgnt .custom.NumCustomPasswordElement"
version="1.0.1" name="num pwd element">
<metadata name="PasswordElementNum"><value>l</value></metadata>
</plugin>
<plugin pluginclass=
"oracle.iam.sample.passwdmgnmt.custom.DictionaryPasswordElement"
version="1.0.1" name="Dictionary password element" >
<metadata name="PasswordElementNum"><value>2"</value></metadata>
</plugin>
</plugins>

</oimplugins>

6.3.3 Developing Plug-ins

An Oracle Identity Manager plug-in is distributed as a ZIP file with a specified
directory structure. The directory structure is as follows:

s The plugin.xml file: The XML file contains the metadata associated with all the
plug-ins such as the plug-in point it extends, the class implementing the plug-in,
name, and the version number. All the fields in the XML are mandatory except the
name. If the name is not given, then plugin class name is used as the name.

»  The lib/ directory: The lib/ directory consists of JAR files that contains the classes
implementing the plug-in logic and the dependent library JAR files. In most
instances, this directory consists of a single JAR file with the implementation of all
the plug-ins that are specified in plugin.xml.

s The resources/ directory: Contains resource files required by the plug-in, such as
property files, resource bundles, and image files.

Multiple plug-ins implementing same plug-in point can be part of a same ZIP.

A plug-in is Java class implementing the plug-in point interface. The plug-in library
(JAR) can contain other classes as well, but the class implementing the plug-in is the
only one that is exposed to the feature. This class must be specified in plugin.xml.

The plug-in can also use any resources files. These resources given in the resources
directory of the plug-in zip can be accessed as follows:

this.getClass () .getClassLoader () .getResourceAsStream(<resource_name>) ;

6.4 Registering Plug-ins
You can register the plug-ins by using APIs and Plugin Registration Utility.
= Registering and Unregistering Plug-ins By Using APIs
= Registering and Unregistering Plug-ins By Using the Plugin Registration Utility

6.4.1 Registering and Unregistering Plug-ins By Using APIs

You can use the following APIs for registration-related tasks:
= PlatformService.registerPlugin
= PlatformService.unRegisterPlugin

Here is an example:
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ClientPlatform platform = OIMClient.getInstance();
platform.login("username", "password");
PlatformService service = platform.getService(PlatformService.class);
File zipFile = new File(fileName) ;

FileInputStream fis = new FileInputStream(zipFile);
int size = (int) zipFile.length();

byte[] b = new byte[size];

int bytesRead = fis.read(b, 0, size);

while (bytesRead < size) {

bytesRead += fis.read(b, bytesRead, size - bytesRead);
}

fis.close();

service.registerPlugin(b);
service.unRegisterPlugin(pluginID, version);

6.4.2 Registering and Unregistering Plug-ins By Using the Plugin Registration Utility

You can use the Plugin Registration Utility for registration-related tasks. The utility
uses the following files:

= pluginregistration.xml
= ant.properties

These files are located in the OIM_HOME /plugin_utility/ directory.

Note: Plug-in registration utilities require Apache Ant version 1.7 or
later.

Before using the utility, perform the following:
1. Set the values for WLS_HOME and OIM_HOME in ant.properties.

For example:

WLS_HOME =.../middleware/wlserver_10.3
OIM_HOME =..../middleware/Oracle_IDM1l/server

2. Build the wlfullclient.jar in Oracle WebLogic server:
a. Change directories to WLS_HOME /server/lib.
b. Run the following command:

java -jar ../../../modules/com.bea.core.jarbuilder_1.3.0.0.jar

Note: The exact jar file version can be different based on the WLS.
Use the corresponding file with the name as
com.bea.core.jarbuilder.

Registering a Plug-in
To register a plug-in:

1. Execute the ant target "register":

ant -f pluginregistration.xml register
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2, This will prompt for the Oracle Identity Manager username and password along
with the server information and the location of the plugin zip file. Enter the
complete path of the zip file location.

Unregister a Plug-in
To unregister a plug-in:

1. Execute the ant target "unregister™:

ant -f pluginregistration.xml unregister

2. This will prompt for the Oracle Identity Manager username and password along
with the server information and the classname of the plug-in class. Enter the
classname with the complete package.

6.5 About Mapped Values

With simple mapped values, a hashed table is built in which you can store a
one-to-one mapping of values.

The plug-in framework uses the following logic to determine a simple mapped value:
»  If the attribute has a mapping specified for a given method, that mapping is used.

»  If the attribute uses the same mapping for all methods, that mapping is always
used.

»  Otherwise, if no mapping is specified, a NoSuchMappingException is thrown.

s If the mapping's attribute is declared, it is used as the key to look up the value in
the provided HashMap.

s If the mapping's attribute is not declared but the mapping's value is declared, that
value is returned.

Here is an example that shows how the hash map is built and used:

public boolean evaluate(String password) {

Map<String, Object> ro = new HashMap<String, Object>();
ro.put ("smvaluel", "value");

ro.put ("smattr2", "valuel2");

// Using the mappings declared in Example 22-1, attrl would
// have the value of "smvaluel".

String attrl = PluginFramework.getMappedValue(this, ro,
"attrl", "evaluate");

// Using the mappings declared in Example 22-1, attrl would
// have the value of "value2"

String attr2 = PluginFramework.getMappedValue(this, ro, "attr2", "evaluate");

Here, Example 22-1 refers to an example plugin.xml, as shown in Example 6-1:

Example 6-1 Example Plugin.xml

<?xml version="1.0" encoding="UTF-8"?>
<oimplugininstances>
<plugininstances name="CustomPasswordElementInstance" plugin="num pwd element"

pluginpoint="oracle.iam.sample.passwdmgnmt .service.PasswordElement"
version="1.0.1">

<metadata name="metal">

<value>l</value>
</metadata>
<mapping method="evaluate">
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<simple-mapping name="attrl" entity-type="User" value="smvaluel" />
<runtime-mapping name="phone" entity-type="User" attribute="phonenumber"
value="N/A" />
</mapping>
<mapping>
<simple-mapping name="attrl" entity-type="User" value="valuel" />
<simple-mapping name="attr2" entity-type="User" attribute="smattr2" />
<runtime-mapping name="fname" entity-type="User" attribute="firstname" />
<runtime-mapping name="lname" entity-type="User" attribute="lastname" />
</mapping>
<description>Test class for plugin mapped value</description>
</plugininstances>
</oimplugininstances>

6.5.1 Accessing Mapped Values

The plug-in framework uses the following logic to determine a simple mapped value:

»  If the given attribute name has a mapping specified for the given method, then
that mapping is used. Otherwise, if the given attribute name has a mapping
specified for all methods, then that mapping is used. Otherwise,
NoSuchMappingException is generated.

»  If the attribute for the mapping is declared, then the attribute is used as the key to
lookup the value in the provided HashMap.

= If the attribute for the mapping is not declared but the value of the mapping is
declared, then that value is returned. For example:

Map<String, Object> ro = new HashMap<String, Object>();

ro.put ("smvaluel", "value");

ro.put ("smattr2", "value2");

String attrl = PluginFramework.getMappedValue(this, ro, "attrl", "evaluate");
String attr2 = PluginFramework.getMappedValue(this, ro, "attr2", "evaluate");

6.6 Plug-in Points

Table 6-1 lists the plug-in points in Oracle Identity Manager:
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Table 6—1 Plug-in Points

Plug-in Point

Description

oracle.iam.ldapsync.LDAPContainerMapper

This is used by LDAP synchronization to determine which
user/role container should be used to create the user/role in
LDAP.

EventHandler

This is the kernel event handler.

oracle.iam.platform.auth.api.LoginMapper

This is an implementation of a LoginMapper maps the JAAS
user principal name to the corresponding Oracle Identity
Manager username. This plug-in point is used to override the
default mapping of JAAS user principal name to Oracle Identity
Manager username for SSO scenarios. The default
implementation returns the same value as the JAAS user
principal name.

This plug-in point is typically used in SSO scenarios where the
JAAS user principal name and the Oracle Identity Manager
username might be different. For example, the SSO system
might set the email as the JAAS username but no user with that
username exist in Oracle Identity Manager. For Oracle Identity
Manager to recognize that user, the JAAS user principal name
must be mapped to the Oracle Identity Manager username. This
can be done by implementing a plug-in for LoginMapper, as
shown:

public class CustomLoginMapper implements LoginMapper {
public String getOIMUserID(String jaasPrincipal) throws
MappingException {

return getUserName (jassPrincipal);

private String getUserName (String emaillID) {
String userName = null;

//Use usermgmt APIs to get the username
corresponding to this email id
return userName;

oracle.iam.identity.usermgmt.api.Password Ver
ifier

This is used for verification of old password while changing the
user's password. The class that is to be used for this validation is
configured in the OIM.OldPasswordValidator system property.
By default, use the container based authentication for verifying
old password.

oracle.iam.request.plugins.StatusChangeEvent

This allows running of custom code during request status
change.

oracle.iam.request.plugins.RequestDataValidat
or

This is used for custom validation of request data after
submission.

oracle.iam.request.plugins.PrePopulationAdapt
er

This is used to prepopulate an attribute value by running
custom code during request creation.

oracle.iam.scheduler.vo.Task

This is used to run the job in context. Execute method of the task
is retrieved through the plug-in and is loaded.

oracle.iam.identity.usermgmt.api.UserNamePo
licy

This is an implementation of username policies that are used to
generate/validate username.

oracle.iam.identity.usermgmt.api.ReservationIn
LDAP

This is an implementation for reservation of user attributes in
LDAP.
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7

Developing Event Handlers for Extending
User Management Operations

This chapter describes the asynchronous implementation of the post-processing
functions involved in user management operations. It contains the following topics:

= An Overview of User Management Operations

»  Extending User Management Operations with Event Handlers

7.1 An Overview of User Management Operations

In an Identity Management system, any action performed by a user or system is called
an operation.

Examples of operations are creating users, updating users, creating password policy,
and so on. Each operation goes through pre- and post-processing stages.

What happens at each stage is determined by branching and by the event handler, if
any, that is deployed at that stage. If a stage has a branch, responses from the event
handlers decide which branch to take. If a stage has no event handlers, or event
handlers respond with no recommendation, the operation simply follows the default
path and moves to the next stage.

Each operation performed in an identity management environment can have
consequences for users or other entities. For example, creating a user might result in
provisioning of resources to that user, updating the history results in changes to the
reporting tables, and creating a new password policy might make certain user
passwords invalid and require changes during next login.

Operations specific to a user, such as creation, modification, deletion, enable, disable,
and so on are referred to as user management operations. The lifecycle of an operation
consists of these stages:

= validation

m  pre-processing
= audit

= action

= post-processing
= compensation

m finalization
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Extending User Management Operations with Event Handlers

You can customize the consequences of user management operations such as create,
update, delete, enable, disable, lock, unlock, and change password - also referred to as
the post-processing functions of user management operations - by writing event
handlers.

Tip: See "Writing Custom Event Handlers" on page 7-4 for details
about how to write event handlers.

in 11g Release 1 (11.1.1), Oracle Identity Manager supports asynchronous execution of
post-processing functions associated with user management operations. This
significantly improves the perceived performance of user management operations.

Post-processing functions associated with user management operations can be
triggered programmatically on a given set of users. This capability becomes useful in
situations where the users are managed directly on the data store, specifically in a
reconciliation or bulk load scenario.

7.2 Extending User Management Operations with Event Handlers

The 11g Release 1 (11.1.1) kernel exposes Service Provider Interfaces (SPIs) that are
implemented to customize the functionality of user management operations.
Currently, you can customize only pre-process, post-process, and validation stages of
an operation for an entity.

Note: Customizations of pre-process and validation functions are
synchronous with the operation. However, customizations of the
post-process functions are asynchronous.

This section describes extending user management operations with event handlers in
the following topics:

s Understanding Elements in Event Handlers XML Files

= Writing Custom Event Handlers

7.2.1 Understanding Elements in Event Handlers XML Files

Event Handlers XML files are comprised of elements and element attributes. This
section describes some of the elements and element attributes within Event Handlers
XML files.

Elements

The top-level (or parent) element in Event Handlers XML files is eventhandlers.
Table 7-1 lists and describes sub-elements that are typically defined within the
eventhandlers parent element.

Table 7-1 Typical Sub-