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Overview

Preface

Both novice users and those familar with the SunOS operating system can use online man pages
to obtain information about the system and its features. A man page is intended to answer
concisely the question “What does it do?” The man pages in general comprise a reference
manual. They are not intended to be a tutorial.

The following contains a brief description of each man page section and the information it
references:

Section 1 describes, in alphabetical order, commands available with the operating system.

Section 1M describes, in alphabetical order, commands that are used chiefly for system
maintenance and administration purposes.

Section 2 describes all of the system calls. Most of these calls have one or more error returns.
An error condition is indicated by an otherwise impossible returned value.

Section 3 describes functions found in various libraries, other than those functions that
directly invoke UNIX system primitives, which are described in Section 2.

Section 4 outlines the formats of various files. The C structure declarations for the file
formats are given where applicable.

Section 5 contains miscellaneous documentation such as character-set tables.
Section 6 contains available games and demos.

Section 7 describes various special files that refer to specific hardware peripherals and device
drivers. STREAMS software drivers, modules and the STREAMS-generic set of system calls
are also described.

Section 9 provides reference information needed to write device drivers in the kernel
environment. It describes two device driver interface specifications: the Device Driver
Interface (DDI) and the Driver/Kernel Interface (DKI).

Section 9E describes the DDI/DKI, DDI-only, and DKI-only entry-point routines a
developer can include in a device driver.

Section 9F describes the kernel functions available for use by device drivers.

Section 9S describes the data structures used by drivers to share information between the
driver and the kernel.
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Below is a generic format for man pages. The man pages of each manual section generally
follow this order, but include only needed headings. For example, if there are no bugs to report,
there is no BUGS section. See the intro pages for more information and detail about each
section, and man(1) for more information about man pages in general.

NAME

SYNOPSIS

PROTOCOL

DESCRIPTION

IOCTL

This section gives the names of the commands or functions
documented, followed by a brief description of what they
do.

This section shows the syntax of commands or functions.
When a command or file does not exist in the standard
path, its full path name is shown. Options and arguments
are alphabetized, with single letter arguments first, and
options with arguments next, unless a different argument
order is required.

The following special characters are used in this section:

[] Brackets. The option or argument enclosed in
these brackets is optional. If the brackets are
omitted, the argument must be specified.

Ellipses. Several values can be provided for the
previous argument, or the previous argument
can be specified multiple times, for example,
"filename...".

Separator. Only one of the arguments
separated by this character can be specified ata
time.

{} Braces. The options and/or arguments
enclosed within braces are interdependent,
such that everything enclosed must be treated
asaunit.

This section occurs only in subsection 3R to indicate the
protocol description file.

This section defines the functionality and behavior of the
service. Thus it describes concisely what the command
does. It does not discuss OPTIONS or cite EXAMPLES.
Interactive commands, subcommands, requests, macros,
and functions are described under USAGE.

This section appears on pages in Section 7 only. Only the
device class that supplies appropriate parameters to the
ioctl(2) system call is called ioct1 and generates its own
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Preface

OPTIONS

OPERANDS

OUTPUT

RETURN VALUES

ERRORS

USAGE

heading. ioct1 calls for a specific device are listed
alphabetically (on the man page for that specific device).
ioctl calls are used for a particular class of devices all of
which have an io ending, such as mtio(71).

This secton lists the command options with a concise
summary of what each option does. The options are listed
literally and in the order they appear in the SYNOPSIS
section. Possible arguments to options are discussed under
the option, and where appropriate, default values are
supplied.

This section lists the command operands and describes
how they affect the actions of the command.

This section describes the output - standard output,
standard error, or output files — generated by the
command.

If the man page documents functions that return values,
this section lists these values and describes the conditions
under which they are returned. If a function can return
only constant values, such as 0 or -1, these values are listed
in tagged paragraphs. Otherwise, a single paragraph
describes the return values of each function. Functions
declared void do not return values, so they are not
discussed in RETURN VALUES.

On failure, most functions place an error code in the global
variable errno indicating why they failed. This section lists
alphabetically all error codes a function can generate and
describes the conditions that cause each error. When more
than one condition can cause the same error, each
condition is described in a separate paragraph under the
error code.

This section lists special rules, features, and commands
that require in-depth explanations. The subsections listed
here are used to explain built-in functionality:

Commands
Modifiers
Variables
Expressions
Input Grammar
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EXAMPLES

ENVIRONMENT VARIABLES

EXIT STATUS

FILES

ATTRIBUTES

SEE ALSO

DIAGNOSTICS

WARNINGS

NOTES

BUGS

This section provides examples of usage or of how to use a
command or function. Wherever possible a complete
example including command-line entry and machine
response is shown. Whenever an example is given, the
prompt is shown as example, or if the user must be
superuser, example#. Examples are followed by
explanations, variable substitution rules, or returned
values. Most examples illustrate concepts from the
SYNOPSIS, DESCRIPTION, OPTIONS, and USAGE
sections.

This section lists any environment variables that the
command or function affects, followed by a brief
description of the effect.

This section lists the values the command returns to the
calling program or shell and the conditions that cause these
values to be returned. Usually, zero is returned for
successful completion, and values other than zero for
various error conditions.

This section lists all file names referred to by the man page,
files of interest, and files created or required by commands.
Each is followed by a descriptive summary or explanation.

This section lists characteristics of commands, utilities,
and device drivers by defining the attribute type and its
corresponding value. See attributes(5) for more
information.

This section lists references to other man pages, in-house
documentation, and outside publications.

This section lists diagnostic messages with a brief
explanation of the condition causing the error.

This section lists warnings about special conditions which
could seriously affect your working conditions. This is not
alist of diagnostics.

This section lists additional information that does not
belong anywhere else on the page. It takes the form of an
aside to the user, covering points of special interest.
Critical information is never covered here.

This section describes known bugs and, wherever possible,
suggests workarounds.

man pages section 1M: System Administration Commands « August2011


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5

REFERENCE

Introduction

29



Intro(1M)

Name

Description

Command Syntax
Attributes
See Also
Diagnostics

30

Intro - introduction to maintenance commands and application programs

This section describes, in alphabetical order, commands that are used chiefly for system
maintenance and administration purposes.

Because of command restructuring for the Virtual File System architecture, there are several
instances of multiple manual pages that begin with the same name. For example, the mount,
pages —mount(1M), mount_cachefs(1M), mount_hsfs(1M), mount_nfs(1M),
mount_tmpfs(1M), and mount_ufs(1M). In each such case the first of the multiple pages
describes the syntax and options of the generic command, that is, those options applicable to
all FSTypes (file system types). The succeeding pages describe the functionality of the
ESType-specific modules of the command. These pages list the command followed by an
underscore (_ ) and the FSType to which they pertain. Note that the administrator should not
attempt to call these modules directly. The generic command provides a common interface to
all of them. Thus the FSType-specific manual pages should not be viewed as describing
distinct commands, but rather as detailing those aspects of a command that are specific to a
particular FSType.

Unless otherwise noted, commands described in this section accept options and other
arguments according to the following syntax:

name [option(s)] [cmdarg(s)]

where:
name The name of an executable file.
option — noargletter(s) or,

— argletter< >optarg

where < > is optional white space.

noargletter A single letter representing an option without an argument.

argletter A single letter representing an option requiring an argument.
optarg Argument (character string) satisfying preceding argletter.
cmdarg Pathname (or other command argument) not beginning with — or, — by itself

indicating the standard input.
See attributes(5) for a discussion of the attributes listed in this section.
getopt(1), getopt(3C), attributes(5)

Upon termination, each command returns 0 for normal termination and non-zero to indicate
troubles such as erroneous parameters, bad or inaccessible data, or other inability to cope with
the task at hand. It is called variously “exit code," “exit status," or “return code," and is
described only where special conventions are involved.
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Notes Unfortunately, not all commands adhere to the standard syntax.
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Name

Synopsis

Description

Options

Operands

Examples

34

6to4relay — administer configuration for 6to4 relay router communication
/usr/sbin/6todrelay

/usr/sbin/6todrelay [-e] [-a addr]

/usr/sbin/6todrelay [-d]

/usr/sbin/6todrelay [-h]

The 6to4relay command is used to configure 6to4 relay router communication. Relay router
communication support is enabled by setting the value of a variable that stores an IPv4
address within the tun module. This variable is global to all tunnels and defines the policy for
communication with relay routers. By default, the address is set to INADDR_ANY (0.0.0.0), and
the kernel interprets the value to indicate that support for relay router communication is
disabled. Otherwise, support is enabled, and the specified address is used as the IPv4
destination address when packets destined for native IPv6 (non-6to4) hosts are sent through
the 6to4 tunnel interface. The 6to4relay command uses a project private ioctl to set the
variable.

6todrelay used without any options outputs the current, in-kernel, configuration status. Use
the -a option to send packets to a specific relay router's unicast address instead of the default
anycast address. The address specified with the -a option does not specify the policy for
receiving traffic from relay routers. The source relay router on a received packet is
non-deterministic, since a different relay router may be chosen for each sending native IPv6
end-point.

Configuration changes made by using the 6to4relay are not persistent across reboot. The
changes will persist in the kernel only until you take the tunnel down

The 6to4relay command supports the following options:

-aaddr  Use the specified address, addr.

-e Enable support for relay router. Use -a addr if it is specified. Otherwise, use the
default anycast address, 192.88.99.1.

-d Disable support for the relay router.

-h Help

The following operands are supported:

addr A specific relay router's unicast address. addr must be specified as a dotted decimal
representation of an IPv4 address. Otherwise, an error will occur, and the command
will fail.

EXAMPLE 1 Printing the In-Kernel Configuration Status
Use /usr/sbhin/6to4relay without any options to print the in-kernel configuration status.

example# /usr/shin/6todrelay
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Exit Status

Files

Attributes

See Also

Diagnostics

EXAMPLE 1 Printing the In-Kernel Configuration Status (Continued)
If 6to4 relay router communication is disabled, the administrator will see the following
message:

6todrelay: 6to4 Relay Router communication support is disabled.

If 6to4 router communication is enabled, the user will see this message:

6todrelay: 6to4 Relay Router communication support is enabled.
IPv4 destination address of Relay Router = 192.88.99.1

The following exit values are returned:
0 Successful completion.
>0  Anerror occurred.

/usr/sbin/6to4relay The default installation root

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

Interface Stability Evolving

ifconfig(1M), attributes(5)

Huitema, C. RFC 3068, An Anycast Prefix for 6to4 Relay Routers. Network Working Group.
June, 2001.

Carpenter, B. and Moore, K. RFC 3056, Connection of IPv6 Domains via IPv4 Clouds. Network
Working Group. February, 2001.
The 6to4relay reports the following messages:

6todrelay: input (0.0.0.0) is not a valid IPv4 unicast address
Example: The following example provides an incorrect unicast address.

example# 6tod4relay -e -a 0.0.0.0

Description: The address specified with the -a option must be a valid unicast address.

6todrelay: option requires an argument —a
usage:

6todrelay

6todrelay -e [-a <addr>]
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6todrelay -d
6todrelay -h
Example: The following example does not include an argument for the -a option.

example# 6tod4relay -e -a

Description: The -a option requires an argument.

usage:
6todrelay
6todrelay -e [-a <addr>]
6todrelay -d
6todrelay -h
Example: The following example specifies options that are not permitted.

example# 6todrelay -e -d
Description: The options specified are not permitted. A usage message is output to the
screen.

usage:
6todrelay
6todrelay -e [-a <addr>]
6todrelay -d
6todrelay -h
Example: The following example specifies the -a option without specifying the -e
option.

example# 6tod4relay -a 1.2.3.4

Description: The - e option is required in conjunction with the -a option. A usage
message is output to the screen.

6todrelay: ioctl (I STR) : Invalid argument
Example: The following example specifies an invalid address.

example# 6tod4relay -e -a 239.255.255.255

Description: The address specified with the -a option must not be a class d addr.
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Name accept, reject — accept or reject print requests
Synopsis accept destination. ..

reject [-r reasonl] destination. ..

Description accept allows the queueing of print requests for the named destinations.
reject prevents queueing of print requests for the named destinations.
Use lpstat -a to check if destinations are accepting or rejecting print requests.

Generally, accept and reject are run on the print server to control local print queues. Under
some configurations, accept and reject are run on client systems when IPP is being used to
communicate between client and server.

Options The following options are supported for reject:

-rreason  Assigns areason for rejection of print requests for destination.

reason is reported by lpstat -a. By default, reason is unknown reason for
existing destinations, and new printer for destinations added to the system but
not yet accepting requests. Enclose reason in quotes if it contains blanks.

Operands The following operands are supported:

destination ~ The name of the destination accepting or rejecting print requests. Destination
specifies the name of a printer or class of printers (see Lpadmin(1M)). Specify
destination using atomic name or URI-style (scheme://endpoint) names. See
printers.conf(4) for information regarding the naming conventions for
destinations.

Exit Status The following exit values are returned:
0 Successful completion.
non-zero An error occurred.

Files /etc/printers.conf System printer configuration database
$HOME/ .printers User-configurable printer database
ou=printers LDAP version of /etc/printers.conf
printers.conf.byname NIS version of /etc/printers.conf

printers.org dir NIS+ version of /etc/printers.conf

Attributes See attributes(5) for descriptions of the following attributes:

System Administration Commands - Part 1 37


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1printers.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5

accept(1M)

38

ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SUNWIp-cmds
CSI Enabled. See NOTES.
Interface Stability Obsolete

SeeAlso enable(1), 1p(1), lpstat(1), lpadmin(1M), lpsched(1M), printers.conf(4), attributes(5)

Notes accept and reject affect only queueing on the print server's spooling system. Requests made
from a client system remain queued in the client system's queueing mechanism until they are
cancelled or accepted by the print server's spooling system.

accept is CSI-enabled except for the destination name.

When IPP is in use, the user is prompted for a passphrase if the remote print service is

configured to require authentication.
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Name acct, acctdisk, acctdusg, accton, acctwtmp, closewtmp, utmp2wtmp — overview of accounting
and miscellaneous accounting commands

Synopsis /usr/lib/acct/acctdisk
/usr/lib/acct/acctdusg [-u filename] [-p filename]
/usr/lib/acct/accton [filename]
/usr/lib/acct/acctwtmp reason filename
/usr/lib/acct/closewtmp

/usr/lib/acct/utmp2wtmp

Description Accounting software is structured as a set of tools (consisting of both C programs and shell
procedures) that can be used to build accounting systems. acctsh(1M) describes the set of
shell procedures built on top of the C programs.

Connect time accounting is handled by various programs that write records into
/var/adm/wtmpx, as described in utmpx(4). The programs described in acctcon(1M) convert
this file into session and charging records, which are then summarized by acctmerg(1M).

Process accounting is performed by the system kernel. Upon termination of a process, one
record per process is written to a file (normally /var/adm/pacct). The programs in
acctprc(1M) summarize this data for charging purposes; acctcms(1M) is used to summarize
command usage. Current process data may be examined using acctcom(1).

Process accounting records and connect time accounting records (or any accounting records
in the tacct format described in acct.h(3HEAD)) can be merged and summarized into total
accounting records by acctmerg (see tacct formatin acct.h(3HEAD)). prtacct (see
acctsh(1M)) is used to format any or all accounting records.

acctdisk reads lines that contain user ID, login name, and number of disk blocks and
converts them to total accounting records that can be merged with other accounting records.
acctdisk returns an error if the input file is corrupt or improperly formatted.

acctdusg reads its standard input (usually from find / -print) and computes disk resource
consumption (including indirect blocks) by login.

accton without arguments turns process accounting off. If filename is given, it must be the
name of an existing file, to which the kernel appends process accounting records (see acct(2)
and acct.h(3HEAD)).

acctwtmp writes a utmpx(4) record to filename. The record contains the current time and a
string of characters that describe the reason. A record type of ACCOUNTING is assigned (see
utmpx(4)) reason must be a string of 11 or fewer characters, numbers, $, or spaces. For
example, the following are suggestions for use in reboot and shutdown procedures,
respectively:

acctwtmp "acctg on" /var/adm/wtmpx
acctwtmp "acctg off" /var/adm/wtmpx
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For each user currently logged on, closewtmp puts a false DEAD_PROCESS record in the
/var/adm/wtmpx file. runacct (see runacct(1M)) uses this false DEAD_PROCESS record so that
the connect accounting procedures can track the time used by users logged on before runacct
was invoked.

For each user currently logged on, runacct uses utmp2wtmp to create an entry in the file
/var/adm/wtmpx, created by runacct. Entries in /var/adm/wtmpx enable subsequent
invocations of runacct to account for connect times of users currently logged in.

The following options are supported:

-ufilename  Places in filename records consisting of those filenames for which acctdusg
charges no one (a potential source for finding users trying to avoid disk
charges).

-p filename  Specifies a password file, filename. This option is not needed if the password
fileis /etc/passwd.

Ifany of the LC_* variables (LC_TYPE, LC_MESSAGES, LC_TIME, LC_COLLATE, LC_NUMERIC,and
LC_MONETARY) (see environ(5)) are not set in the environment, the operational behavior of
acct for each corresponding locale category is determined by the value of the LANG
environment variable. If LC_ALL is set, its contents are used to override both the LANG and the
other LC_* variables. If none of the above variables are set in the environment, the "C" (U.S.
style) locale determines how acct behaves.

LC CTYPE Determines how acct handles characters. When LC_CTYPE is set to a valid value,
acct can display and handle text and filenames containing valid characters for
that locale. acct can display and handle Extended Unix Code (EUC) characters
where any character can be 1, 2, or 3 bytes wide. acct can also handle EUC
characters of 1, 2, or more column widths. In the "C" locale, only characters
from ISO 8859-1 are valid.

LC TIME Determines how acct handles date and time formats. In the "C" locale, date and
time handling follows the U.S. rules.

/etc/passwd Used for login name to user ID conversions.
/usr/lib/acct Holds all accounting commands listed in sub-class 1M of this manual.
/var/adm/pacct Current process accounting file.

/var/adm/wtmpx  History of user access and administration information..

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWaccu
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SeeAlso acctcom(1l),acctems(1M), acctcon(1M), acctmerg(1M), acctprc(1M), acctsh(1M),
fwtmp(1M), runacct(1M), acct(2), acct.h(3HEAD), passwd(4), utmpx(4), attributes(5),
environ(5)

System Administration Guide: Basic Administration
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Name acctadm - configure extended accounting facility

Synopsis /usr/sbin/acctadm [-DErux] [-d resource_list]
[-e resource_list] [-f filename]
[task | process | flow]

Description acctadm configures various attributes of the extended accounting facility. Without arguments,
acctadm displays the current status of the extended accounting facility.

Options The following options are supported:

-d resource_list Disable reporting of resource usage for resource. Specify resource_list as a
comma-separated list of resources or resource groups.

This option requires an operand. See OPERANDS.

-D Disable accounting of the given operand type without closing the
accounting file. This option can be used to temporarily stop writing
accounting records to the accounting file without closing it. To close the
file use the -x option. See -x.

-e resource_list Enable reporting of resource usage for resource. Specify resource_list as a
comma-separated list of resources or resource groups.

This option requires an operand. See OPERANDS.

-E Enable accounting of the given operand type without sending the
accounting output to a file. This option requires an operand. See
OPERANDS.

-f filename Send the accounting output for the given operand type to filename. It

filename exists, its contents are lost.

This option requires an operand. See OPERANDS.

-r Display available resource groups.

When this option is used with an operand, it displays resource groups
available for a given accounting type. When no operand is specified, this
option displays resource groups for all available accounting types. See

OPERANDS.
-u Configure accounting based on the contents of /etc/acctadm. conf.
-X Deactivate accounting of the given operand type. This option also closes

the accounting file for the given accounting type if it is currently open.

This option requires an operand. See OPERANDS.
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Operands

Examples

The -d, -D, -e, -E, - f, and -x options require an operand.

The following operands are supported:

process  Runacctadmon the process accounting components of the extended accounting
facility.

task Run acctadm on the task accounting components of the extended accounting
facility.

flow Run acctadm on the IPQoS accounting components of the extended accounting

facility.
The optional final parameter to acctadm represents whether the command should act on the
process, system task or IPQoS accounting components of the extended accounting facility.

EXAMPLE 1 Displaying the Current Status

The following command displays the current status. In this example, system task accounting is
active and tracking only CPU resources. Process and flow accounting are not active.

$ acctadm

Task accounting:

Task accounting file:
Tracked task resources:
Untracked task resources:
Process accounting:
Process accounting file:
Tracked process resources:
Untracked process resources:
Flow accounting:

Flow accounting file:
Tracked flow resources:
Untracked flow resources:

active
/var/adm/exacct/task
extended

host

inactive

none

none
extended, host
inactive

none

none

extended

EXAMPLE2  Activating Basic Process Accounting
The following command activates basic process accounting:

$ acctadm -e basic -f /var/adm/exacct/proc process

EXAMPLE3  Displaying Available Resource Groups
The following command displays available resource groups:

$ acctadm -r
process:
extended pid,uid,gid,cpu,time,command,tty,projid, \
taskid,ancpid,wait-status,zone, flag,memory,mstate
basic pid,uid,gid, cpu,time, command, tty, flag
task:
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EXAMPLE3 Displaying Available Resource Groups (Continued)

extended taskid,projid,cpu,time,host,mstate,anctaskid,zone
basic taskid,projid, cpu,time

flow:

extended saddr,daddr,sport,dport,proto,dsfield, nbytes,npkts, \
action,ctime, lseen,projid,uid

basic saddr,daddr,sport,dport,proto,nbytes,npkts,action

In the output above, the lines beginning with extended are shown with a backslash character.
In actual acctadm output, these lines are displayed as unbroken, long lines.

EXAMPLE4 Displaying Resource Groups for Task Accounting
The following command displays resource groups for task accounting:

$ acctadm -r task
extended taskid,projid,cpu,time,host,mstate,anctaskid, zone
basic taskid,projid, cpu,time

The following exit values are returned:

0 Successful completion.

The modifications to the current configuration were valid and made successfully.

1 An error occurred.

A fatal error occured either in obtaining or modifying the accounting configuration.
2 Invalid command line options were specified.

/etc/acctadm.conf

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

acct(2),attributes(5), ipqos(7ipp)
Both extended accounting and regular accounting can be active.

Available resources can vary from system to system, and from platform to platform.
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Name

Synopsis

Description

Options

Examples

Attributes

acctcms — command summary from process accounting records
/usr/lib/acct/acctcms [-a [-0] [-pl] [-c] [-j] [-n] [-s]
[-t] filename. ..

acctcms reads one or more filenames, normally in the form described in acct.h(3HEAD). It
adds all records for processes that executed identically named commands, sorts them, and
writes them to the standard output, normally using an internal summary format.

-a Print output in ASCII rather than in the internal summary format. The output includes
command name, number of times executed, total kcore-minutes, total CPU minutes,
total real minutes, mean size (in K), mean CPU minutes per invocation, "hog factor,”
characters transferred, and blocks read and written, as in acctcom(1). Output is
normally sorted by total kcore-minutes.

Use the following options only with the -a option:

-0 Output a (non-prime) offshift-time-only command summary.

-p  Output a prime-time-only command summary.

When -0 and -p are used together, a combination prime-time and non-prime-time

report is produced. All the output summaries are total usage except number of times
executed, CPU minutes, and real minutes, which are split into prime and non-prime.

-c Sort by total CPU time, rather than total kcore-minutes.

-3 Combine all commands invoked only once under "***other".

-n Sortbynumber of command invocations.

-s  Any file names encountered hereafter are already in internal summary format.

-t Processall records as total accounting records. The default internal summary format
splits each field into prime and non-prime-time parts. This option combines the prime
and non-prime time parts into a single field that is the total of both, and provides
upward compatibility with old style acctcms internal summary format records.

EXAMPLE 1 Using the acctcms command.

A typical sequence for performing daily command accounting and for maintaining a running
total is:

example% acctcms filename ... > today

example% cp total previoustotal

example% acctcms -s today previoustotal > total
example% acctcms -a -s today

See attributes(5) for descriptions of the following attributes:
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See Also

Notes

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWaccu

acctcom(1l),acct(1M), acctcon(1M), acctmerg(1M), acctprc(1M), acctsh(1M),
fwtmp(1M), runacct(1M), acct(2),acct.h(3HEAD), utmpx(4), attributes(5)

Unpredictable output results if -t is used on new style internal summary format files, or if it is
not used with old style internal summary format files.
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Name

Synopsis

Description

Options

Examples

acctcon, acctconl, acctcon2 — connect-time accounting
/usr/lib/acct/acctcon [-1 lineuse]l [-o reboot]
/usr/lib/acct/acctconl [-p] [-t] [-1 lineuse] [-o0 reboot]

/usr/lib/acct/acctcon2

acctcon converts a sequence of login/logoff records to total accounting records (see the tacct
formatin acct.h(3HEAD)). The login/logoff records are read from standard input. The file
/var/adm/wtmpx is usually the source of the login/logoft records; however, because it might
contain corrupted records or system date changes, it should first be fixed using wtmpfix. The
fixed version of file /var/adm/wtmpx can then be redirected to acctcon. The tacct records are
written to standard output.

acctcon is a combination of the programs acctconl and acctcon2. acctconl converts
login/logoff records, taken from the fixed /var/adm/wtmpx file, to ASCII output. acctcon2
reads the ASCII records produced by acctconl and converts them to tacct records.
acctconl can be used with the -1 and - o options, described below, as well as with the -p and
-t options.

-p Print input only, showing line name, login name, and time (in both numeric
and date/time formats).
-t acctconl maintains a list of lines on which users are logged in. When it reaches

the end of its input, it emits a session record for each line that still appears to be
active. It normally assumes that its input is a current file, so that it uses the
current time as the ending time for each session still in progress. The -t flag
causes it to use, instead, the last time found in its input, thus assuring reasonable
and repeatable numbers for non-current files.

-Ulineuse  lineuse is created to contain a summary of line usage showing line name,
number of minutes used, percentage of total elapsed time used, number of
sessions charged, number of logins, and number of logoffs. This file helps track
line usage, identify bad lines, and find software and hardware oddities. Hangup,
termination of login(1) and termination of the login shell each generate logoff
records, so that the number of logofs is often three to four times the number of
sessions. See init(1M) and utmpx(4).

-o reboot reboot is filled with an overall record for the accounting period, giving starting
time, ending time, number of reboots, and number of date changes.

EXAMPLE1 Using the acctcon command.
The acctcon command is typically used as follows:

example% acctcon -1 lineuse -0 reboots < tmpwtmp > ctacct

The acctconl and acctcon2 commands are typically used as follows:
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Files

Attributes

See Also

Notes

EXAMPLE1 Using the acctcon command. (Continued)

example% acctconl -1 lineuse -o reboots < tmpwtmp | sort +1n +2 > ctmp
example% acctcon2 < ctmp > ctacct

/var/adm/wtmpx  History of user access and administration information

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWaccu

acctcom(l), login(1), acct(1M), acctcms(1M), acctmerg(1M), acctprc(1M), acctsh(1M),
fwtmp(1M), init(1M), runacct(1M), acct(2), acct.h(3HEAD), utmpx(4), attributes(5)

System Administration Guide: Basic Administration

The line usage report is confused by date changes. Use wtmpfix (see fwtmp(1M)), with the
/var/adm/wtmpx file as an argument, to correct this situation.

During a single invocation of any given command, the acctcon, acctconl, and acctcon2
commands can process a maximum of:

= 6000 distinct session
= 1000 distinct terminal lines
= 2000 distinct login names

If at some point the actual number of any one of these items exceeds the maximum, the
command will not succeed.
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Name

Synopsis

Description

Options

Examples

Attributes

See Also

acctmerg - merge or add total accounting files

/usr/lib/acct/acctmerg [-a] [-i] [-p] [-t] [-u] [-v]
[filename] ...

acctmerg reads its standard input and up to nine additional files, all in the tacct format (see
acct.h(3HEAD)) or an ASCII version thereof. It merges these inputs by adding records
whose keys (normally user ID and name) are identical, and expects the inputs to be sorted on
those keys.

-a  Produce output in ASCII version of tacct.

-i  Produce input in ASCII version of tacct.

-p  Printinput with no processing.

-t Produce a single record that totals all input.

-u  Summarize by user ID, rather than by user ID and name.

-v. Produce output in verbose ASCII format, with more precise notation for floating-point

numbers.

EXAMPLE 1 Using the acctmerg command.
The following sequence is useful for making "repairs" to any file kept in this format:

examples acctmerg -v <filenamel >filename2

Edit filename2 as you want:

examples acctmerg -i  <filename2 >filenamel

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWaccu

acctcom(1l), acct(1M), acctems(1M), acctcon(1M), acctprc(1M), acctsh(1M), fwtmp(1M),
runacct(1M), acct(2), acct.h(3HEAD), utmpx(4), attributes(5)
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Name

Synopsis

Description

Examples

Files

Attributes

See Also

Notes
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acctprec, acctprcl, acctprc2 — process accounting
/usr/lib/acct/acctprc
/usr/lib/acct/acctprcl [ctmp]

/usr/lib/acct/acctprc2

acctprc reads the standard input and converts it to total accounting records (see the tacct
recordin acct.h(3HEAD)). acctprc divides CPU time into prime time and non-prime time
and determines mean memory size (in memory segment units). acctprc then summarizes the
tacct records, according to user IDs, and adds login names corresponding to the user IDs.
The summarized records are then written to the standard output. acctprcl reads input in the
form described by acct.h(3HEAD), adds login names corresponding to user IDs, then writes
for each process an ASCII line giving user ID, login name, prime CPU time (tics), non-prime
CPU time (tics), and mean memory size (in memory segment units). If ctmp is given, it should
contain a list of login sessions sorted by user ID and login name. If this file is not supplied, it
obtains login names from the password file, just as acctprc does. The information in ctmp
helps it distinguish between different login names that share the same user ID.

From the standard input, acctprc2 reads records in the form written by acctprcl,
summarizes them according to user ID and name, then writes the sorted summaries to the
standard output as total accounting records.

EXAMPLE1T Examplesofacctpre.

The acctprc command is typically used as shown below:

example% acctprc < /var/adm/pacct > ptacct

The acctprcland acctprc2s commands are typically used as shown below:

example% acctprcl ctmp </var/adm/pacct
example% acctprc2 > ptacct

/etc/passwd  system password file

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWaccu

acctcom(1l),acct(1M), acctems(1M), acctcon(1M), acctmerg(1M), acctsh(1M), cron(1M),
fwtmp(1M), runacct(1M), acct(2),acct.h(3HEAD), utmpx(4), attributes(5)

Although it is possible for acctprcl to distinguish among login names that share user IDs for
commands run from a command line, it is difficult for acctprc1 to make this distinction for
commands invoked in other ways. A command run from cron(1M) is an example of where
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acctprc(1M)

acctprcl might have difficulty. A more precise conversion can be done using the acctwtmp
program in acct(1M). acctprc does not distinguish between users with identical user IDs.

A memory segment of the mean memory size is a unit of measure for the number of bytesin a
logical memory segment on a particular processor.

During a single invocation of any given command, the acctprc, acctprcl,and acctpre2
commands can process a maximum of

= 6000 distinct sessions
= 1000 distinct terminal lines
= 2000 distinct login names

If at some point the actual number of any one of these items exceeds the maximum, the
command will not succeed.
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Name

Synopsis

Description

chargefee Command

ckpacct Command

dodisk Command

lastlogin Command

monacct Command

acctsh, chargefee, ckpacct, dodisk, lastlogin, monacct, nulladm, prctmp, prdaily, prtacct,
shutacct, startup, turnacct - shell procedures for accounting

/usr/lib/acct/chargefee login-name number
/usr/lib/acct/ckpacct [blocks]
/usr/lib/acct/dodisk [-o] [filename]. ..
/usr/lib/acct/lastlogin
/usr/lib/acct/monacct number
/usr/lib/acct/nulladm filename. . .
/usr/lib/acct/prctmp filename
/usr/lib/acct/prdaily [-c] [-1] [mmdd]
/usr/lib/acct/prtacct filename ['' heading '’]
/usr/lib/acct/shutacct ['’ reason '']
/usr/lib/acct/startup

/usr/lib/acct/turnacct on | off | switch

chargefee can be invoked to charge a number of units to login-name. A record is written to
/var/adm/fee, to be merged with other accounting records by runacct(1M).

ckpacct should be initiated using cron(1M) to periodically check the size of /var/adm/pacct.
If the size exceeds blocks, 500 by default, turnacct will be invoked with argument switch. To
avoid a conflict with turnacct switch execution in runacct, do not run ckpacct and
runacct simultaneously. If the number of free disk blocks in the /var file system falls below
500, ckpacct will automatically turn off the collection of process accounting records via the
of f argument to turnacct. When at least 500 blocks are restored, the accounting will be
activated again on the next invocation of ckpacct. This feature is sensitive to the frequency at
which ckpacct is executed, usually by the cron(1M) command.

dodisk should be invoked by cron(1M) to perform the disk accounting functions.

lastlogin is invoked by runacct(1M) to update /var/adm/acct/sum/loginlog, which
shows the last date on which each person logged in.

monacct should be invoked once each month or each accounting period. number indicates
which month or period it is. If number is not given, it defaults to the current month (01-12).
This default is useful if monacct is to executed using cron(1M) on the first day of each month.
monacct creates summary files in /var/adm/acct/fiscal and restarts the summary files in
/var/adm/acct/sum.
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nulladm Command

prctmp Command

prdaily Command

prtacct Command

shutacct Command

startup Command

turnacct Command

Options

Files

nulladm creates filename with mode 664 and ensures that owner and group are adm. It is called
by various accounting shell procedures.

prctmp can be used to print the session record file (normally /var/adm/acct/nite/ctmp
created by acctconl (see acctcon(1M)).

prdaily isinvoked by runacct(1M) to format a report of the previous day's accounting data.
The report resides in /var/adm/acct/sum/ rprt/mmdd where mmdd is the month and day of
the report. The current daily accounting reports may be printed by typing prdaily. Previous
days' accounting reports can be printed by using the mmdd option and specifying the exact
report date desired.

prtacct can be used to format and print any total accounting (tacct)file.

shutacct is invoked during a system shutdown to turn process accounting off and append a
reason record to /var/adm/wtmpx.

startup can be invoked when the system is brought to a multi-user state to turn process
accounting on.

turnacct is an interface to accton (see acct(1M)) to turn process accounting on or of f. The
switch argument moves the current /var/adm/pacct to the next free name in
/var/adm/pacct.incr (where incr is a number starting with @ and incrementing by one for
each additional pacct file), then turns accounting back on again. This procedure is called by
ckpacct and thus can be taken care of by the cron(1M) command and used to keep pacct to a
reasonable size. shutacct uses turnacct to stop process accounting. startup uses turnacct
to start process accounting.

The following options are supported:

-c  This option prints a report of exceptional resource usage by command, and may be
used on current day's accounting data only.

-1 This option prints a report of exceptional usage by login id for the specified date.
Previous daily reports are cleaned up and therefore inaccessible after each invocation
of monacct.

-0 This option uses acctdusg (see acct(1M)) to do a slower version of disk accounting by
login directory. filenames specifies the one or more filesystem names where disk
accounting will be done. If filenames are used, disk accounting will be done on these
filesystems only. If the - o option is used, filenames should be mount points of mounted
filesystems. If the -o option is omitted, filenames should be the special file names of
mountable filesystems.

/etc/logadm.conf Configuration file for the logadm(1M) command

/usr/lib/acct Holds all accounting commands listed in section 1M of
this manual
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/usr/lib/acct/ptecms.awk Contains the limits for exceptional usage by command
name

/usr/lib/acct/ptelus.awk Contains the limits for exceptional usage by login ID

/var/adm/acct/fiscal Fiscal reports directory

/var/adm/acct/nite Working directory

/var/adm/acct/sum Summary directory that contains information for
monacct

/var/adm/acct/sum/loginlog  File updated by last login

/var/adm/fee Accumulator for fees

/var/adm/pacct Current file for per-process accounting

/var/adm/pacctincr Used if pacct gets large and during execution of daily
accounting procedure

/var/adm/wtmpx History of user access and administration information

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWaccu

SeeAlso acctcom(l),acct(1M),acctems(1M), acctcon(1M), acctmerg(1M), acctprc(1M),
cron(1M), fwtmp(1M), Logadm(1M), runacct(1M), acct(2), acct.h(3HEAD), utmpx(4),
attributes(5)

Notes See runacct(1M) for the main daily accounting shell script, which performs the accumulation
of connect, process, fee, and disk accounting on a daily basis. It also creates summaries of
command usage.
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Name adbgen - generate adb script

Synopsis /usr/lib/adb/adbgen [-m model] filename.adb . . .

Description adbgen makes it possible to write adb(1) scripts that do not contain hard-coded dependencies
on structure member offsets. The input to adbgen is a file named filename. adb that contains
header information, then a null line, then the name of a structure, and finally an adb script.
adbgen only deals with one structure per file; all member names are assumed to be in this
structure. The output of adbgen is an adb script in filename. adbgen operates by generatinga C
program which determines structure member offsets and sizes, which in turn generate the adb
script.

The header lines, up to the null line, are copied verbatim into the generated C program.
Typically, these are #include statements, which include the headers containing the relevant
structure declarations.

The adb script part may contain any valid adb commands (see adb(1)), and may also contain
adbgen requests, each enclosed in braces ( { } ). Request types are:

= Printa structure member. The request form is {member, format}. member is a member
name of the structure given earlier, and format is any valid adb format request or any of
the adbgen format specifiers (such as {POINTER}) listed below. For example, to print the
p_pid field of the proc structure as a decimal number, you would write {p_pid,d}.

= Print the appropriate adb format character for the given adbgen format specifier. This
action takes the data model into consideration. The request form is {format specifier} . The
valid adbgen format specifiers are:

{POINTER} pointer value in hexadecimal
{LONGDEC} long value in decimal

{ULONGDEC} unsigned long value in decimal
{ULONGHEX} unsigned long value in hexadecimal
{LONGOCT} long value in octal

{ULONGOCT} unsigned long value in octal

= Reference a structure member. The request form is {*member, base}. member is the
member name whose value is desired, and base is an adb register name which contains the
base address of the structure. For example, to get the p_pid field of the proc structure, you
would get the proc structure address in an adb register, for example <f, and write
{*p_pid,<f}.

= Tell adbgen that the offset is valid. The request form is {OFFSETOK}. This is useful after
invoking another adb script which moves the adb dot.

= Get the size of the structure. The request form is {SIZEOF}. adbgen replaces this request
with the size of the structure. This is useful in incrementing a pointer to step through an
array of structures.
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Options

Operands

Examples

= Calculate an arbitrary C expression. The request form is {EXPR, expression}. adbgen
replaces this request with the value of the expression. This is useful when more than one
structure is involved in the script.

= Getthe offset to the end of the structure. The request form is {END}. This is useful at the
end of the structure to get adb to align the dot for printing the next structure member.

adbgen keeps track of the movement of the adb dot and generates adb code to move forward or
backward as necessary before printing any structure member in a script. adbgen's model of the
behavior of adb's dot is simple: it is assumed that the first line of the script is of the form
struct_address/adb text and that subsequent lines are of the form +/adb text. The adb dot then
moves in a sane fashion. adbgen does not check the script to ensure that these limitations are
met. adbgen also checks the size of the structure member against the size of the adb format
code and warns if they are not equal.

The following option is supported:

-mmodel  Specifies the data type model to be used by adbgen for the macro. This affects the
outcome of the {format specifier} requests described under DESCRIPTION and the
offsets and sizes of data types. model can be i1p32 or 1p64. If the -m option is not
given, the data type model defaults to 11p32.

The following operand is supported:
filename.adb  Input file that contains header information, followed by a null line, the

name of the structure, and finally an adb script.

EXAMPLE1 A sample adbgen file.

For an include file x. h which contained

struct x {
char *x_cp;
char X _C;
int x_1i;

};

then , an adbgen file (call it script.adb) to print the file x. h would be:

#include "x.h"
X
/" cp"let"x c"8t"x_i"'n{x_cp, {POINTER}}{x c,C}{x i,D}

After running adbgen as follows,

% /usr/lib/adb/adbgen script.adb

the output file script contains:

./"x_cp"16t"x_c"8t"x_1i"nXC3+D
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Files

Attributes

See Also

Diagnostics

Notes

Bugs

EXAMPLE1 A sample adbgen file. (Continued)

For a macro generated for a 64-bit program using the 1p64 data model as follows,

% /usr/lib/adb/adbgen/ -m 1p64 script.adb

the output file script would contain:

./"x_cp"16t"x_c"8t"x_i"nJC3+D

To invoke the script, type:

example% adb program
x$<script

/usr/platform/platform-name/1ib/adb/*
platform-specific adb scripts for debugging the 32-bit kernel

/usr/platform/platform-name/1ib/adb/sparcv9/*
platform-specific adb scripts for debugging the 64-bit SPARC V9 kernel

/usr/lib/adb/*
adb scripts for debugging the 32-bit kernel

/usr/lib/adb/sparcv9/*
adb scripts for debugging the 64-bit SPARC V9 kernel

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWesu

adb(1), uname(1), kadb(1M), attributes(5)

Warnings are given about structure member sizes not equal to adb format items and about
badly formatted requests. The C compiler complains if a structure member that does not exist
is referenced. It also complains about an ampersand before array names; these complaints may
be ignored.

platform-name can be found using the - i option of uname(1).
adb syntax is ugly; there should be a higher level interface for generating scripts.

Structure members which are bit fields cannot be handled because C will not give the address
of a bit field. The address is needed to determine the offset.

System Administration Commands - Part 1 57


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1adb-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1uname-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1uname-1

add_allocatable(1M)

Name

Synopsis

Description

Options
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add_allocatable — add entries to allocation databases

/usr/sbin/add_allocatable [-f] [-s] [-d] -n name -t type -1 device-list
[-a authorization] [-c clean] [-o key=valuel

add_allocatable creates new entries for user allocatable devices that are to be managed by
the device allocation mechanism. add_allocatable can also be used to update existing entries
of such devices.

add_allocatable can also create and update entries for non-allocatable devices, such as
printers, whose label range is managed by the device allocation mechanism.

add_allocatable can be used in shell scripts, such as installation scripts for driver packages,
to automate the administrative work of setting up a new device.

Use list_devices(1) to see the names and types of allocatable devices, their attributes, and
device paths.

-f Force an update of an already-existing entry with the specified
information. add_allocatable exits with an error if this option is not
specified when an entry with the specified device name already exists.

-s Turn on silent mode. add_allocatable does not print any error or
warning messages.

-d If this option is present, add_allocatable updates the system-supplied
default attributes of the device type specified with -t.

-n name Adds or updates an entry for device that is specified by name.

-t type Adds or updates device entries that are of a type that are specified by type.

-1 device-list Adds or updates device paths to the device that is specified with -n.
Multiple paths in device-list must be separated by white spaces and the
list must be quoted.

-aauthorization ~ Adds or updates the authorization that is associated with either the
device that is specified with -n or with devices of the type that is specified
with - t. When more than one authorization is specified, the list must be
separated by commas and must be quoted. When the device is not
allocatable, authorization is specified with an asterisk (*) and must be
quoted. When the device is allocatable by any user, authorization is
specified with the at sign (@) and must be quoted. Default authorization
is'@'.

-c clean Specifies the device_clean(5) program clean to be used with the device
that is specified with -n or with devices of the type that is specified with
-t. The default clean program is /bin/true.
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-0 key=value Accepts a string of colon-separated key=value pairs for a device that is
specified with -n or with devices of the type that is specified with - t. The
following keys are currently interpreted by the system:

minlabel The minimum label at which the device can be used.
maxlabel The maximum label at which the device can be used.

class Specifies a logical grouping of devices. For example, all
Sun Ray devices of all device types is a logical grouping.
The class keyword has no default value.

xdpy Specifies the display name of the X session. This keyword
is used to identify devices that are associated with the X
session. The xdpy keyword has no default value.

Exit Status When successful, add_allocate returns an exit status of @ (true). add_allocate returnsa
nonzero exit status in the event of an error. The exit codes are as follows:

1 Invocation syntax error
2 Unknown system error

3 Anentryalready exists for the specified device. This error occurs only when the -
option is not specified.

4 Permission denied. User does not have DAC or MAC access record updates.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWtsu

Interface Stability See below.

The invocation is Uncommitted. The options are Uncommitted. The output is
Not-an-Interface.

SeeAlso allocate(l),deallocate(l), list devices(1l), remove allocatable(1M), attributes(5),
device clean(5)

Notes The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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addbadsec — map out defective disk blocks
addbadsec [-p] [-a blkno [blknol...]1 [-f filename] raw_device

addbadsec is used by the system administrator to map out bad disk blocks. Normally, these
blocks are identified during surface analysis, but occasionally the disk subsystem reports
unrecoverable data errors indicating a bad block. A block number reported in this way can be
fed directly into addbadsec, and the block will be remapped. addbadsec will first attempt
hardware remapping. This is supported on SCSI drives and takes place at the disk hardware
level. If the target is an IDE drive, then software remapping is used. In order for software
remapping to succeed, the partition must contain an alternate slice and there must be room in
this slice to perform the mapping.

It should be understood that bad blocks lead to data loss. Remapping a defective block does
not repair a damaged file. If a bad block occurs to a disk-resident file system structure such as a
superblock, the entire slice might have to be recovered from a backup.

The following options are supported:

-a  Adds the specified blocks to the hardware or software map. If more than one block
number is specified, the entire list should be quoted and block numbers should be
separated by white space.

-f  Adds the specified blocks to the hardware or software map. The bad blocks are listed,
one per line, in the specified file.

-p Causes addbadsec to print the current software map. The output shows the defective
block and the assigned alternate. This option cannot be used to print the hardware
map.

The following operand is supported:
raw_device The address of the disk drive (see FILES).

The raw device should be /dev/rdsk/c?[t?]d?p0. See disks(1M) for an explanation of SCSI
and IDE device naming conventions.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE

Architecture x86

Availability SUNWcsu

disks(1M), diskscan(1M), fdisk(1M), fmthard(1M), format(1M), attributes(5)
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Notes The format(1M) utility is available to format, label, analyze, and repair SCSI disks. This utility
is included with the addbadsec, diskscan(1M), fdisk(1M), and fmthard(1M) commands
available for x86. To format an IDE disk, use the DOS "format" utility; however, to label,
analyze, or repair IDE disks on x86 systems, use the Solaris format(1M) utility.
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The /etc/minor _perm
File

Running add_drv from
apostinstall Script
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add_drv - add a new device driver to the system

add_drv [-b basedir] [-c class_name] [-i ’identify_name...’]
[-m 'permission’,”..."] [-p 'policy’] [-P privilege]
[-n] [-f] [-v] device_driver

The add_drv command is used to inform the system about newly installed device drivers.

Each device on the system has a name associated with it. This name is represented by the name
property for the device. Similarly, the device may also have a list of driver names associated
with it. This list is represented by the compatible property for the device.

The system determines which devices will be managed by the driver being added by
examining the contents of the name property and the compatible property (if it exists) on each
device. If the value in the name property does not match the driver being added, each entry in
the compatible property is tried, in order, until either a match occurs or there are no more
entries in the compatible property.

In some cases, adding a new driver may require a reconfiguration boot. See the NOTES section.
Aliases might require quoting (with double-quotes) if they contain numbers. See EXAMPLES.

add drvandupdate drv(1M) read the /etc/minor perm file to obtain permission
information. The permission specified is applied to matching minor nodes created when a
device bound to the driver is attached. A minor node's permission may be manually changed
by chmod(1). For such nodes, the specified permissions apply, overriding the default
permissions specified viaadd_drv or update drv(1M).

The format of the /etc/minor_perm file is as follows:

name:minor_name permissions owner group

minor_name may be the actual name of the minor node, or contain shell metacharacters to
represent several minor nodes (see sh(1)).

For example:

sd:* 0640 root sys
zs:[a-z],cu 0600 uucp uucp
mm:kmem 0640 root bin

The first line sets all devices exported by the sd node to 0640 permissions, owned by root, with
group sys. In the second line, devices such as a, cu and z, cu exported by the zs driver are set
to 0600 permission, owned by uucp, with group uucp. In the third line the kmem device
exported by the mm driver is set to 0640 permission, owned by root, with group bin.

When running add_drv from within the context of a package's postinstall script, you must
consider whether the package is being added to a system image or to a running system. When
a package is being installed on a system image, such as occurs with the Live Upgrade or flash
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features (see live upgrade(5)and flarcreate(1M)), the BASEDIR variable refers to the
image's base directory. In this situation, add_drv should be invoked with -b $BASEDIR. This
causes add_drv only to update the image's system files; a reboot of the system or client would
be required to make the driver operational.

When a package is being installed on the running system itself, the system files need to be
updated, as in the case above. However, the running kernel can be informed of the existence of
the new driver without requiring a reboot. To accomplish this, the postinstall script must
invoke add_drv without the -b option. Accordingly, postinstall scripts invoking add_drv
should be written thusly:

if [ "${BASEDIR:=/}" = "/" ]

then

ADD DRV="add drv"
else

ADD DRV="add drv -b ${BASEDIR}"
fi

$ADD_DRV [<options>] <driver>

...or, alternatively:

if [ "${BASEDIR:=/}" !="/" ]
then
BASEDIR OPT="-b $BASEDIR"
fi
add_drv $BASEDIR OPT [<options>] <driver>

The -b option is described below.

-b basedir
Installs the driver on the system with a root directory of basedir rather than installing on
the system executing add_drv. This option is typically used in package post-installation
scripts when the package is not being installed on the system executing the pkgadd
command. The system using basedir as its root directory must reboot to complete the
driver installation.

Note - The root file system of any non-global zones must not be referenced with the -b
option. Doing so might damage the global zone's file system, might compromise the
security of the global zone, and might damage the non-global zone's file system. See
zones(5).

-c class_name
The driver being added to the system exports the class class_name.

-f
Normally if a reconfiguration boot is required to complete the configuration of the driver

into the system, add_drv will not add the driver. The force flag forces add_drv to add the
driver even if a reconfiguration boot is required. See the -v flag.
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Examples

-i

-m

-Nn

-p

-p

-V

"identify_name’
A white-space separated list of aliases for the driver device_driver.

' permission’
Specify the file system permissions for device nodes created by the system on behalf of
device_driver.

Do not try to load and attach device_driver, just modify the system configuration files for
the device_driver.

'policy’
Specify an additional device security policy.

The device security policy constists of several whitespace separated tokens:
{minorspec {token=value}+}+

minorspec is a simple wildcard pattern for a minor device. A single * matches all minor
devices. Only one * is allowed in the pattern.

Patterns are matched in the following order:

= entries without a wildcard
= entries with wildcards, longest wildcard first

The following tokens are defined: read_priv_setandwrite_priv_set. read_priv_set
defines the privileges that need to be asserted in the effective set of the calling process when
opening a device for reading. write_priv_set defines the privileges that need to be
asserted in the effective set of the calling process when opening a device for writing. See
privileges(5).

A missing minor spec is interpreted as a *.

'privilege’
Specify additional, comma-separated privileges used by the driver. You can also use
specific privileges in the device's policy.

The verbose flag causes add_drv to provide additional information regarding the success or
failure of a driver's configuration into the system. See the EXAMPLES section.

EXAMPLE1 Adding SUNW Example Driver to the System

The following example adds the SUNW, example driver to a 32-bit system, with an alias name of
SUNW, alias. It assumes the driver has already been copied to /usr/kernel/drv.

example# add drv -m '* 0666 bin bin’,’'a 0644 root sys’ \

-p 'a write priv _set=sys config * write priv_set=none’ \
-1 'SUNW,alias’ SUNW,example
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EXAMPLE1 Adding SUNW Example Driver to the System (Continued)

Every minor node created by the system for the SUNW, example driver will have the permission
0666, and be owned by user bin in the group bin, except for the minor device a, which will be
owned by root, group sys, and have a permission of 0644. The specified device policy requires
no additional privileges to open all minor nodes, except minor device a, which requires the
sys_config privilege when opening the device for writing.

EXAMPLE2  Adding Driver to the Client /export/root/sunl

The following example adds the driver to the client /export/root/sunl. The driver is
installed and loaded when the client machine, sun1, is rebooted. This second example
produces the same result as the first, except the changes are on the diskless client, sun1, and
the client must be rebooted for the driver to be installed.

example# add drv -m ’'* 0666 bin bin’,’a 0644 root sys’ \
-1 'SUNW,alias’ -b /export/root/sunl \
SUNW, example

See the note in the description of the -b option, above, specifying the caveat regarding the use
of this option with the Solaris zones feature.

EXAMPLE3  Adding Driver for a Device Already Managed by an Existing Driver

The following example illustrates the case where a new driver is added for a device that is
already managed by an existing driver. Consider a device that is currently managed by the
driver dumb_framebuffer. The name and compatible properties for this device are as follows:

name="display"
compatible="whizzy framebuffer", "dumb framebuffer"

Ifadd_drvisused toadd thewhizzy framebuffer driver, the following will result.

example# add_drv whizzy framebuffer
Error: Could not install driver (whizzy framebuffer)
Device managed by another driver.

If the -v flag is specified, the following will result.

example# add drv -v whizzy framebuffer

Error: Could not install driver (whizzy framebuffer)
Device managed by another driver.

Driver installation failed because the following
entries in /devices would be affected:

/devices/iommu@f,e0000000/sbus@f,e0001000/display|[:*]
(Device currently managed by driver "dumb framebuffer")

The following entries in /dev would be affected:

/dev/fbs/dumb_framebuffer@
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EXAMPLE3  Adding Driver for a Device Already Managed by an Existing Driver (Continued)

If the -v and - f flags are specified, the driver will be added resulting in the following.

example# add drv -vf whizzy framebuffer
A reconfiguration boot must be performed to complete the
installation of this driver.

The following entries in /devices will be affected:

/devices/iommu@f,e0000000/sbus@f,e0001000/display[:*]
(Device currently managed by driver "dumb framebuffer"

The following entries in /dev will be affected:
/dev/fbs/dumb framebuffero

The above example is currently only relevant to devices exporting a generic device name.

EXAMPLE4  Use of Double Quotes in Specifying Driver Alias

The following example shows the use of double quotes in specifying a driver alias that contains
numbers.

example# add drv -i ’"pcil@c5,25"’ smc

ExitStatus add_drv returns @ on success and 1 on failure.

66

Files /kernel/drv

32-bit boot device drivers

/kernel/drv/sparcv9
64-bit SPARC boot device drivers

/kernel/drv/amd64
64-bit x86 boot device drivers

/usr/kernel/drv
other 32-bit drivers that could potentially be shared between platforms

/usr/kernel/drv/sparcv9
other 64-bit SPARC drivers that could potentially be shared between platforms

/usr/kernel/drv/amd64
other 64-bit x86 drivers that could potentially be shared between platforms

/platform/‘uname -i‘/kernel/drv
32-bit platform-dependent drivers

/platform/‘uname -i‘/kernel/drv/sparcv9
64-bit SPARC platform-dependent drivers
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Attributes

See Also

Notes

/platform/‘uname -i‘/kernel/drv/amd64
64-bit x86 platform-dependent drivers

/etc/driver aliases
driver aliases file

/etc/driver classes
driver classes file

/etc/minor_perm
minor node permissions

/etc/name_to major
major number binding

/etc/security/device policy
device policy

/etc/security/extra privs
device privileges

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

boot(1M), chmod(1), devfsadm(1M), flarcreate(1M), kernel(1M), modinfo(1M),
rem_drv(1M), update_drv(1M),driver.conf(4), system(4), attributes(5),
live upgrade(5), privileges(5), devfs(7FS),ddi create minor node(9F)

Writing Device Drivers

It is possible to add a driver for a device already being managed by a different driver, where the
driver being added appears in the device's compatible list before the current driver. In such
cases, a reconfiguration boot is required (see boot(1M) and kernel(1M)). After the
reconfiguration boot, device links in /dev and references to these files may no longer be valid
(see the -v flag). If a reconfiguration boot would be required to complete the driver
installation, add drv will fail unless the - f option is specified. See Example 3 in the EXAMPLES
section.

With the introduction of the device policy several drivers have had their minor permissions
changed and a device policy instated. The typical network driver should use the following
device policy:

add drv -p 'read priv_set=net rawaccess\

write priv_set=net rawaccess’ -m '* 666 root sys’\
mynet
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Bugs

This document does not constitute an API. /etc/minor_perm, /etc/name_to _major,
/etc/driver_classes, and /devices may not exist or may have different contents or
interpretations in a future release. The existence of this notice does not imply that any other
documentation that lacks this notice constitutes an API.

/etc/minor_permcan only be updated by add_drv, rem_drv(1M) or update_drv(1M).

Previous versions of add_drv accepted a pathname for device_driver. This feature is no longer
supported and results in failure.
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Name

Synopsis

Description

afbconfig, SUNWatb_config - configure the AFB Graphics Accelerator

/usr/sbin/afbconfig [-dev device-filename]
[-res video-mode [now | try] [noconfirm | nocheck]]
[-file machine | system] [-deflinear true | falsel
[-defoverlay true | false]
[-overlayorder first | last]
[-expvis enable | disable] [-sov enable | disable]
[-maxwinds n] [-extovl enable | disable]
[-9 gamma-correction-value]
[-gfile gamma-correction-file] [-propt] [-prconf]
[-defaults]

/usr/sbin/afbconfig [-propt] [-prconf]
/usr/sbin/afbconfig [-help] [-res ?]

afbconfig configures the AFB Graphics Accelerator and some of the X11 window system
defaults for AFB.

The following form of afbconfig stores the specified options in the OWconfig file:

/usr/sbin/afbconfig [-devdevice-filename]
[-res video-mode [now | tryl [noconfirm | nocheck]]
[-file machine | system] [-deflinear true | falsel
[-defoverlay true | false]
[-overlayorderfirst | last] [-expvisenable | disable]
[-sov enable | disable] [-maxwindsn]
[-extovl enable | disable] [-ggamma-correction-value]
[-gfilegamma-correction-file] [-propt] [-prconf]
[-defaults]

The options are used to initialize the AFB device the next time the window system is run on
that device. Updating options in the OWwconfig file provides persistence of these options across
window system sessions and system reboots.

The following forms of the afbconfig command invoke only the -prconf, -propt, -help, and
-res ? options. None of these options update the OWconfig file.

/usr/sbin/afbconfig [-propt] [-prconf]

/usr/sbin/afbconfig [-help] [-res ?]

Additionally, the following invokation of afbconfig ignores all other options:
/usr/sbin/afbconfig [-help] [-res ?]

You can only specify options for one AFB device at a time. Specifying options for multiple
AFB devices requires multiple invocations of the afbconfig command.

Only AFB-specific options can be specified through afbconfig. The normal window system
options for specifying default depth, visual class and so forth are still specified as device
modifiers on the openwin command line.
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Option Defaults

Options

70

You can also specify the OWconfig file that is to be updated. By default, the machine-specific
file in the /etc/openwin directory tree is updated. The - file option can be used to specify an
alternate file to use. For example, the system-global OWconfig file in the /usr/openwin
directory tree can be updated instead.

Both of these standard Owconf1ig files can only be written by root. Consequently, the
afbconfig program, which is owned by the root user, always runs with setuid root
permission.

For a given invocation of afbconfig command line if an option does not appear on the
command line, the corresponding OWconfig option is not updated; it retains its previous
value. When the window system is run, if an AFB option has never been specified by way of
afbconfig, a default value is used. The option defaults are as follows:

-dev /dev/fbs/afb0
-file machine
-res none
-deflinear false
-defoverlay false
-linearorder last

-overlayorder last

-expvis enabled
-sov enabled
-maxwids 32
-extovl enabled
g 2.22

The default for the - res option of none means that when the window system is run the screen
resolution is the video mode currently programmed in the device.

This provides compatibility for users who are used to specifying the device resolution through
the PROM. On some devices (for example, GX) this is the only way of specifying the video
mode. This means that the PROM ultimately determines the default AFB video mode.

The following options are supported:

-defaults
Resets all option values to their default values.
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-deflinear true | false
AFB possesses two types of visuals: linear and nonlinear. Linear visuals are gamma
corrected and nonlinear visuals are not. There are two visuals that have both linear and
nonlinear versions: 24-bit TrueColor and 8-bit StaticGray.

If true, the default visual is set to the linear visual that satisfies other specified default visual
selection options (specifically, the Xsun(1) defdepth and defclass options described in the
OpenWindows Reference Manual).

If false, or if there is no linear visual that satisfies the other default visual selection options,
the non-linear visual specified by these other options are chosen as the default. This option
cannot be used when the -defoverlay option is present, because AFB doesn't possess a
linear overlay visual.

-defoverlay true | false
The AFB provides an 8-bit PseudoColor visual whose pixels are disjoint from the rest of the
AFB visuals. This is called the overlay visual. Windows created in this visual do not damage
windows created in other visuals. The converse, however, is not true. Windows created in
other visuals damage overlay windows.

The number of colors available to the windows created using this visual depends on the
settings for the -extovl option. If the -extovl is enabled, extended overlay with 256
opaque color values is available. See -extovl.If -extov1 is disabled, extended overlay is
not available and the visual has 256 -maxwids) number of opaque color values. See
-maxwids.

If the value of -defoverlay is true, the overlay visual is made the default visual. If the value
of -defoverlay is false, the nonoverlay visual that satisfies the other default visual
selection options, such as def, depth, and defclass, are chosen as the default visual. See
the OpenWindows Reference Manual.

Whenever the defoverlay true option is used, the default depth and class specified on the
openwin command line must be 8-bit PseudoColor. If not, a warning message is printed
and the -defoverlay option is treated as false.

The -defoverlay option can not be used when the -deflinear option specified, because
AFB doesn't possess a linear overlay visual.

-dev device-filename
Specifies the AFB special file. The default is /dev/fbs/afb0.

-expvis enable | disable
If enabled, activates OpenGL Visual Expansion. Multiple instances of selected visual
groups (8-bit PseudoColor, 24-bit TrueColor and so forth) are in the screen visual list.

-extovl enable | disable
If enabled, makes extended overlay available. The overlay visuals have 256 opaque colors.
The SOV visuals have 255 opaque colors and 1 transparent color.
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This option also enables hardware supported transparency, thus provides better
performance for windows using the SOV visuals.

-file machine| system
Specifies which OWconfig file to update. If machine is specified, the machine-specific
OWconfig file in the /etc/openwin directory tree is updated. If system is specified, the
global OWconfig file in the /usr/openwin directory tree is updated. If the specified file does
not exist, it is created. This option has no effect unless other options are specified. The
default is machine.

-g gamma-correction value
Allows changing the gamma correction value. All linear visuals provide gamma correction.
By default, the gamma-correction-value is 2.22. Any value less than 0 is illegal. The gamma
correction value is applied to the linear visual, which then has an effective gamma value of
1.0, which is the value returned by XSolarisGetVisualGamma(3). See
XSolarisGetVisualGamma(3) for a description of that function.

This option can be used while the window system is running. Changing the gamma
correction value affects all the windows being displayed using the linear visuals.

-gfile gamma-correction-file
Loads the gamma correction table from the specified file (gamma-correction-file). This file
should be formatted to provide the gamma correction values for R, G and B channels on
each line. Each of these values should be in hexadecimal format and separated from each
other by at least one space. gamma-correction-file should also provide 256 such triplets.

An example of a gamma-correction-file follows.

0x00 0x00 0x00
0x01 0x01 0x01
0x02 0x02 0x02

oxff Oxff Oxff

Using this option, the gamma correction table can be loaded while the window system is
running. The new gamma correction affects all the windows being displayed using the
linear visuals. When gamma correction is being done using user specified table, the gamma
correction value is undefined. By default, the window system assumes a gamma correction
value of 2.22 and loads the gamma table it creates corresponding to this value.

-help
Prints a list of the afbconfig command line options, along with a brief explanation of each.

-linearorder first | last
If first, linear visuals come before their non-linear counterparts on the X11 screen visual
list for the AFB screen. If last, the nonlinear visuals come before the linear ones.
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-maxwids n
Specifies the maximum number of AFB X channel pixel values that are reserved for use as
window IDs (WIDs). The remainder of the pixel values in overlay colormaps are used for
normal X11 opaque color pixels. The reserved WIDs are allocated on a first-come first-
serve basis by 3D graphics windows (such as XGL), MBX windows, and windows that have a
non-default visual. The X channel codes @ to (255 - n) are opaque color pixels. The X
channel codes (255 - 1 + 1) to 255 are reserved for use as WIDs. Legal values are 1, 2, 4, 8,
16, 32, and 64.

This option is available only if the -extov1 is disabled.

-overlayorder first | last
If first, the depth 8 PseudoColor Overlay visual comes before the non-overlay visual on
the X11 screen visual list for the AFB screen. If 1ast, the non-overlay visual comes before
the overlay one.

-propt
Prints the current values of all AFB options in the OWconfig file specified by the - file
option for the device specified by the -dev option. Prints the values of options as they will
be in the OWconfig file after the call to afbconfig completes.

The following is a typical display:

- OpenWindows Configuration for /dev/fbs/afb@ ---

OWconfig: machine

Video Mode: 1280x1024x76

Default Visual: Non-Linear Normal Visual

Visual Ordering: Linear Visuals are last
Overlay Visuals are last

OpenGL Visual Expansion: enabled

Server Overlay Visuals: enabled

Extended Overlay: enabled

Underlay WIDs: 64 (not configurable)

Overlay WIDs: 4 (not configurable)

Gamma Correction Value: 2.220

Gamma Correction Table: Available

-prconf
Prints the AFB hardware configuration.

The following is a typical display:

- Hardware Configuration for /dev/fbs/afb0 ---
Type: double-buffered AFB with Z-buffer
Board: rev @ (Horizontal)
Number of Floats: 6
PROM Information: @(#)afb.fth x.xx xx/Xx/xx
AFB ID: 0x101dfeéd
DAC: Brooktree 9070, version 1 (Pac2)
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3DRAM: Mitsubishi 130a, version Xx

EDID Data: Available - EDID version 1 revision x

Monitor Sense ID: 4 (Sun 37x29cm RGB color monitor)

Monitor possible resolutions: 1024x768x77, 1024x800x84, 1
1152x900x76, 1280x1024x67, 1280x1024x76, 960x680xx108s

Current resolution setting: 1280x1024x76

-sov enable | disable

If enabled, the root window's SERVER_OVERLAY_VISUALS property are advertised.
SOV visuals are exported and their transparent types, values and layers can be retrieved
through this property. If disabled, the SERVER_OVERLAY_VISUALS property are not
defined and SOV visuals are not exported.

-res video-mode [ now | try [ noconfirm | nocheck ] ]

Specifies the video mode used to drive the monitor connected to the specified AFB device.

The format of these built-in video modes is: widthxheightxrate, where width is the screen
width in pixels, height is the screen height in pixels, and rate is the vertical frequency of the
screen refresh.

The s suffix of 960x680x112s and 960x680x108s means that these are stereo video modes.
The 1 suffix of 640x480x601 and 768x575x501 designates interlaced video timing. If absent,
non-interlaced timing is used.

As a convenience, the - res also accepts formats with an at sign (@) in front of the refresh
rate instead of n, (1280x1024@76). Some video-modes, supported by AFB, may not be
supported by the monitor. The list of video-modes supported by the AFB device and the
monitor can be obtained by running afbconfig with the - res ? option (the third form
shown SYNOPSIS).

A list of all possible video-modes supported on AFB follows:

1024x768x60

1024x768x70

1024x768x75

1024x768x77

1024x800x84

1152x900x66

1152x900x76

1280x800x76

1280x1024x60

1280x1024x67

1280x1024x76

960x680x112s (Stereo)
960x680x108s (Stereo)
640x480x60

640x480x601 (Interlaced)
768x575x501 (Interlaced)
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For convenience, some of the video-modes supported on the AFB have symbolic names
defined for them. Instead of the form widthxheightxrate, one of these names may be
supplied as the argument to the - res option. The meaning of the symbolic name none is
that when the window system is run, the screen resolution is the video mode that is
currently programmed in the device.

A list of symbolic names for video-modes supported on AFB follows:

Name Corresponding Video Mode

svga 1024x768x60
1152 1152x900x76
1280 1280x1024x76
stereo 960x680x112s
ntsc 640x480x601
pal 768x575x501
none (see text above)

The - res option also accepts the additional, optional arguments immediately following the
video mode specification. Any or all of the following arguments can be specified:

noconfirm

nocheck

now

Using the - res option, the user could potentially put the system into an
unusable state, a state where there is no video output. This can happen if
there is ambiguity in the monitor sense codes for the particular code read.
To reduce the chance of this, the default behavior of afbconfig is to printa
warning message to this effect and to prompt the user to find out if it is okay
to continue. The noconfirmoption instructs afbconfig to bypass this
confirmation and to program the requested video mode anyway. This
option is useful when afbconfig is being run from a shell script.

If present, the normal error checking based on the monitor sense code is
suspended. The video mode specified by the user is accepted regardless of
whether it is appropriate for the currently attached monitor. (This option is
useful if a different monitor is to be connected to the AFB device). Use of
this option implies noconfirm well.

Updates the video mode in the OWconfig file, and immediately programs
the AFB device to display this video mode. This is useful for changing the
video mode before starting the window system.

This argument should not be used with afbconfig while the configured
device is being used (for example, while running the window system);
unpredictable results may occur. To run afbconfig with the now
argument, first bring the window system down. If the now argument is used
within a window system session, the video mode is changed immediately,
but the width and height of the affected screen won't change until the
window system is exited and re-entered again. In addition, the system may
not recognize changes in stereo mode. Consequently, this usage is strongly
discouraged.
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try If present, the specified video mode is programmed on a trial basis. The user
is asked to confirm the video mode by typing y within 10 seconds. Or the
user may terminate the trial before 10 seconds are up by typing any
character. Any character other than y or Return is considered a no. The
previous video mode is restored and afbconfig does not change the video
mode in the OWconfig file (other options specified still take effect). If a
Return is typed, the user is prompted for a yes or no answer on whether to
keep the new video mode.

This sub-option should not be used with afbconfig while the configured
device is being used (for example, while running the window system) as
unpredictable results may occur. To run afbconfig with the try
sub-option, the window system should be brought down first.

Examples ExampLE1 Switching the monitor type

The following example switches the monitor type to a resolution of 1280 x 1024 at 76 Hz:

example% /usr/sbin/afbconfig -res 1280x1024x76

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTE TYPE ATTRIBUTE VALUE

Availability SUNWatbcf

SeeAlso mmap(2),attributes(5)
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Name

Synopsis

Description

Options

aliasadm - manipulate the NIS+ aliases map

aliasadm -a alias expansion [options comments] optional flags

aliasadm -c alias expansion [options comments]

[optional flags]

aliasadm -d alias [optional flags]

aliasadm -e alias [optional flags]

aliasadm -1 alias [optional flags]

aliasadm -m alias [optional flags]

aliasadm [-I] [-D domainname] [-f filename] [-M mapname]

aliasadm makes changes to the alias map.

The alias map is an NIS+ table object with four columns:

alias The name of the alias as a null terminated string.

expansion ~ The value of the alias as it would appear in a sendmail /etc/aliases file.

options A list of options applicable to this alias. The only option currently supported is
CANON. With this option, if the user has requested an inverse alias lookup, and
there is more than one alias with this expansion, this alias is given preference.

comments  An arbitrary string containing comments about this alias. The sendmail(1M)
command reads this map in addition to the NIS aliases map and the local
/etc/aliases database.

-D domainname

-f filename

-Mmapname

Add an alias.

Change an alias.

Delete an alias.

Edit the alias map.

Initialize the NIS+ aliases database.

List the alias map.

Print or match an alias.

Edit the map in domain domainname instead of the current domain.

When editing or listing the database, use filename instead of invoking the
editor.

Edit mapname instead of mail_aliases.
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Files /etc/aliases mail aliases for the local host in ASCII format

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWhisu

SeeAlso sendmail(1M), attributes(5)

Notes NIS+ might not be supported in future releases of the Solaris operating system. Tools to aid
the migration from NIS+ to LDAP are available in the current Solaris release. For more
information, visit http://www.sun.com/directory/nisplus/transition.html.
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Name apache - Apache hypertext transfer protocol server overview

Description apache consists of a main server daemon, loadable server modules, some additional support
utilities, configuration files, and documentation.

Files

The apache HTTPD server is integrated with Solaris.

The following files specify the installation locations for apache:

/etc/apache

/usr/apache/bin

/usr/apache/htdocs

/usr/apache/include

/usr/apache/jserv

/usr/apache/libexec

/usr/apache/man

/usr/apache/perl5

/var/apache/cgi-bin

/var/apache/htdocs

Contains server configuration files.

A newly-installed server must be manually configured before use.
Typically this involves copying httpd. conf-example to the
httpd. conf file and making local configuration adjustments.

Contains the httpd executable as well as other utility programs.

Contains the Apache manual in HTML format. This
documentation is accessible by way of a link on the server test page
that gets installed upon fresh installation.

Contains the Apache header files, which are needed for building
various optional server extensions with apxs(8)

Contains documention for the mod_jserv java servlet module.
Documention can be read with a web browser using the url:

file:/usr/apache/jserv/docs/index.html

Contains loadable modules (DSOs) supplied with the server. Any
modules which are added using apxs(8)are also copied into this
directory.

Contains man pages for the server, utility programs, and
mod perl.

Add this directory to your MANPATH to read the Apache man pages.
See NOTES.

Contains the modules and library files used by the mod_per1
extension to Apache.

Default location for the CGI scripts.

This can be changed by altering the httpd. conf file and restarting
the server.

Default document root.

This can be changed by altering the httpd. conf file and restarting
the server.
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/var/apache/icons Icons used by the server.

This normally shouldn't need to be changed.

/var/apache/logs Contains server log files.

The formats, names, and locations of the files in this directory can
be altered by various configuration directives in the httpd. conf
file.

/var/apache/proxy Directory used to cache pages if the caching feature of mod_proxy
is enabled in the httpd. conf file.

The location of the cache can also be changed by changing the
proxy configuration in the httpd. conf file.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE
Interface Stability Obsolete
Availability SUNWapchr
SUNWapchu
SUNWapchd
SeeAlso attributes(5)
http://www.apache.org

Notes Inaddition to the documentation and man pages included with Solaris, more information is
available at http://www.apache.org

The Apache man pages are provided with the programming modules. To view the manual
pages for the Apache modules with the man command, add /usr/apache/man to the MANPATH
environment variable. See man(1) for more information. Running catman(1M) on the Apache
manual pages is not supported.
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arp(1M)

Name arp - address resolution display and control

Synopsis arp hostname

Description

Options

arp -a [-n]

arp -d hostname

arp -f filename

arp -s hostname ether_address [temp] [pub] [trail]
[permanent]

The arp program displays and modifies the Internet-to-MAC address translation tables used
by the address resolution protocol (see arp(7P)).

With no flags, the program displays the current ARP entry for hostname. The host may be
specified by name or by number, using Internet dot notation.

Options that modify the ARP translation tables (-d, - f, and -s) can be used only when the
invoked command is granted the sys_net_config privilege. See privileges(5).

-a  Displayall of the current ARP entries. The definition for the flags in the table are:

d

Unverified; this is a local IP address that is currently undergoing Duplicate
Address Detection. ARP will not respond to requests for this address until
Duplicate Address Detection completes.

Old; this entry is aging away. If IP requests it again, a new ARP query will be
generated. This state is used for detecting peer address changes.

Delayed; periodic address defense and conflict detection was unable to send a
packet due to internal network use limits for non-traffic-related messages (100
packets per hour per interface). This occurs only on interfaces with very large
numbers of aliases.

Authority; this machine is authoritative for this IP address. ARP will not accept
updates from other machines for this entry.

Local; this is a local IP address configured on one of the machine's logical
interfaces. ARP will defend this address if another node attempts to claim it.

Mapping; only used for the multicast entry for 224.0.0.0

Publish; includes IP address for the machine and the addresses that have
explicitly been added by the - s option. ARP will respond to ARP requests for this
address.

Static; entry cannot be changed by learned information. This indicates that the
permanent flag was used when creating the entry.

Unresolved; waiting for ARP response.
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You can use the - n option with the -a option to disable the automatic numeric IP
address-to-name translation. Use arp -an or arp -na to display numeric IP addresses.
The arp -a option is equivalent to:

# netstat -p -f inet
...and -an and - na are equivalent to:
# netstat -pn -f inet
-d  Delete an entry for the host called hostname.

-f  Read the file named filename and set multiple entries in the ARP tables. Entries in the
file should be of the form:

hostname MACaddress [temp] [pub] [traill [permanent]
See the - s option for argument definitions.

-s  Create an ARP entry for the host called hostname with the MAC address MACaddress.
For example, an Ethernet address is given as six hexadecimal bytes separated by colons.
The entry will not be subject to deletion by aging unless the word temp is specified in
the command. If the word pub is specified, the entry will be published, which means
that this system will respond to ARP requests for hostname even though the hostname
is not its own. The word permanent indicates that the system will not accept MAC
address changes for hostname from the network.

Solaris does not implement trailer encapsulation, and the word trail is accepted on
entries for compatibility only.

arp -s can be used for a limited form of proxy ARP when a host on one of the directly
attached networks is not physically present on a subnet. Another machine can then be
configured to respond to ARP requests using arp -s. This is useful in certain SLIP
configurations.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso ifconfig(1M), netstat(1M),attributes(5), privileges(5),arp(7P)
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aset(1M)

Name aset — monitors or restricts accesses to system files and directories

Synopsis aset [-p] [-d aset_dir] [-1 sec_levell [-n user@host]
[-u userlist_file]

Description The Automated Security Enhancement Tool (ASET) is a set of administrative utilities that can
improve system security by allowing the system administrators to check the settings of system
files, including both the attributes (permissions, ownership, and the like) and the contents of
the system files. It warns the users of potential security problems and, where appropriate, sets
the system files automatically according to the security level specified.

The security level for aset can be specified by setting the -1 command line option or the
ASETSECLEVEL environment variable to be one of 3 values: low, med, or high. All the
functionality operates based on the value of the security level.

At the lowlevel, aset performs a number of checks and reports any potential security
weaknesses.

At the med level, aset modifies some of the settings of system files and parameters, thus
restricting system access, to reduce the risks from security attacks. Again reports the security
weaknesses and the modifications performed to restrict access. This does not affect the
operations of system services. All the system applications and commands maintain all of their
original functionality.

At the high level, further restrictions are made to system access, rendering a very defensive
system. Security practices which are not normally required are included. Many system files
and parameters settings are modified to minimum access permissions. At this level, security is
the foremost concern, higher than any other considerations that affect system behavior. The
vast majority of system applications and commands maintain their functionality, although
there may be a few that exhibit behaviors that are not familiar in normal system environment.

More exact definitions of what exactly aset does at each level can be found in the System
Administration Guide: Basic Administration. The asetenv(4) file and the master files
determine to a large extent what aset performs at each level, and can be used by the
experienced administrators to redefine the definitions of the levels to suit their particular
needs. See asetmasters(4). These files are provided by default to fit most security conscious
environments and in most cases provide adequate security safeguards without modification.
They are, however, designed in a way that can be easily edited by experienced administrators
with specific needs.

aset can be periodically activated at the specified security level with default definitions using
the -p option. aset is automatically activated at a frequency specified by the administrator
starting from a designated future time (see asetenv(4)). Without the -p option, aset operates
only once immediately.
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Options The following options are supported:

Usage

tune Task

84

-d aset_dir

-1sec_level

-n user@host

-u userlist_file

Specifies a working directory other than /usr/aset for
ASET. /usr/aset is the default working directory. It is
where ASET is installed, and is the root directory of all ASET
utilities and data files. If another directory is to be used as the
ASET working directory, you can either define it with the -d
option, or set the ASETDIR environment variable before
invoking aset. The command line option, if specified,
overwrites the environment variable.

Specifies a security level, Low, med, or high, for aset to
operate at. The default level is Low. Each security level is
explained in detail above. The level can also be specified by
setting the ASETSECLEVEL environment variable before
invoking aset. The command line option, if specified,
overwrites the environment variable.

Notifies user at machine host. Send the output of aset to user
through e-mail. If this option is not specified, the output is
sent to the standard output. Note that this is not the reports
of ASET, but rather an execution log including error
messages if there are any. This output is typically brief. The
actual reports of ASET are found in the
/usr/aset/reports/latest directory. See the -d option.

Schedules aset to be executed periodically. This adds an
entry for aset in the /etc/crontab file. The

PERIODIC SCHEDULE environment variable in the
/usr/aset/asetenv file is used to define the time for
execution. See crontab(1) and asetenv(4).Ifa crontab(1)
entry for aset already exists, a warning is produced in the
execution log.

Specifies a file containing a list of users. aset performs
environment checks, for example, UMASK and PATH variables,
on these users. By default, aset only checks for root.
userlist_fileis an ASCII text file. Each entry in the file is a line
that contains only one user name (login name).

The following paragraphs discuss the features provided by ASET. Hereafter, each feature is
referred to as a task. The first task, tune, is executed only once per installation of ASET. The
other tasks are executed periodically at the specified frequency.

This task is used to tighten system file permissions. In standard releases, system files or
directories have permissions defined to maximize open information sharing. In a more

man pages section 1M: System Administration Commands « Last Revised 10 Jan 2002


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1crontab-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1asetenv-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1crontab-1

aset(1M)

cklist Task

usrgrp Task

security conscious environment, the administrator may want to redefine these permission
settings to more restrictive values. aset allows resetting of these permissions, based on the
specified security level. Generally, at the low level the permissions are set to what they should
be as released. At the medium level, the permissions are tightened to ensure reasonable
security that is adequate for most environments. At the high level they are further tightened to
very restrictive access. The system files affected and the respective restrictions at different
levels are configurable, using the tune. low, tune.med, and tune.high files. See
asetmasters(4).

System directories that contain relatively static files, that is, their contents and attributes do
not change frequently, are examined and compared with a master description file. The
/usr/aset/masters/cklist.level files are automatically generated the first time the cklist
task is executed. See asetenv(4). Any discrepancy found is reported. The directories and files
are compared based on the following:

owner and group
permission bits

size and checksum (if file)
number of links

last modification time

The lists of directories to check are defined in asetenv(4), based on the specified security level,
and are configurable using the CKLISTPATH_LOW , CKLISTPATH_MED , and CKLISTPATH_HIGH
environment variables. Typically, the lower level lists are subsets of the higher level lists.

aset checks the consistency and integrity of user accounts and groups as defined in the
passwd and group databases, respectively. Any potential problems are reported. Potential
problems for the passwd file include:

= passwd file entries are not in the correct format.
= User accounts without a password.
= Duplicate user names.

= Duplicate user IDs. Duplicate user IDs are reported unless allowed by the uid_alias file.
See asetmasters(4)).

= Invalid login directories.

m  IfC2isenabled, check C2 hidden passwd format.

Potential problems for the group file include:

Group file entries not in the right format.
Duplicate group names.

Duplicate group IDs.

Null group passwords.
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sysconfTask

aset checks the local passwd file. If the YPCHECK environment variable is set to true, aset also
checks the NIS passwd files. See asetenv(4). Problems in the NIS passwd file are only reported
and not corrected automatically. The checking is done for all three security levels except where

noted.

aset checks various system configuration tables, most of which are in the /etc directory. aset
checks and makes appropriate corrections for each system table at all three levels except where
noted. The following discussion assumes familiarity with the various system tables. See the
manual pages for these tables for further details.

The operations for each system table are:

/etc/hosts.equiv

/etc/inetd. conf

/etc/aliases

/etc/default/login

The default file contains a single "+" line, thus making every
known host a trusted host, which is not advised for system
security. aset performs the following operations:

Low Warns the administrators about the "+" line.
Medium
High Warns about and deletes that entry.

The following entries for system daemons are checked for
possible weaknesses.

tftp(l) does not do any authentication. aset ensures that
in.tftpd(1M) is started in the right directory on the server
and is not running on clients. At the low level, it gives
warnings if the mentioned condition is not true. At the
medium and high levels it gives warnings, and changes (if
necessary) the in.tftpd entry to include the -s /tftpboot
option after ensuring the directory /tftpboot exists.

ps(1) and netstat(1M) provide valuable information to
potential system crackers. These are disabled when aset is
executed at a high security level.

rexd is also known to have poor authentication mechanism.
aset disables rexd for medium and high security levels by
commenting out this entry. If rexd is activated with the - s
(secure RPC) option, it is not disabled.

The decode alias of UUCP is a potential security weakness.
aset disables the alias for medium and high security levels
by commenting out this entry.

The CONSOLE= line is checked to allow root login only ata
specific terminal depending on the security level:
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env Task

eeprom Task

firewall Task

Environment
Variables

Low No action taken.
Medium
High Adds the following line to the file:

CONSOLE=/dev/console

/etc/vfstab aset checks for world-readable or writable device files for
mounted file systems.

/etc/dfs/dfstab aset checks for file systems that are exported without any
restrictions.
/etc/ftpd/ftpusers At high security level, aset ensures root is in

/etc/ftpd/ftpusers, thus disallowing root from logging
into in. ftpd(1M). If necessary, create
/etc/ftpd/ftpusers. See ftpusers(4).

/var/adm/utmpx aset makes these files not world-writable for the high level
(some applications may not run properly with this setting.)

/.rhosts The usage of a . rhosts file for the entire system is not
advised. aset gives warnings for the low level and moves it to
/. rhosts.bak for levels medium and high.

aset checks critical environment variables for root and users specified with the -u userlist_file
option by parsing the /.profile, /.login, and /. cshrc files. This task checks the PATH
variable to ensure that it does not contain ‘. " as a directory, which makes an easy target for
trojan horse attacks. It also checks that the directories in the PATH variable are not
world-writable. Furthermore, it checks the UMASK variable to ensure files are not created as
readable or writable by world. Any problems found by these checks are reported.

Newer versions of the EEPROM allow specification of a secure parameter. See eeprom(1M).
aset recommends that the administrator sets the parameter to command for the medium level
and to full for the high level. It gives warnings if it detects the parameter is not set adequately.

At the high security level, aset takes proper measures such that the system can be safely used
as a firewall in a network. This mainly involves disabling IP packets forwarding and making
routing information invisible. Firewalling provides protection against external access to the
network.

ASETDIR Specify ASET's working directory. Defaults to /usr/aset.
ASETSECLEVEL Specify ASET's security level. Defaults to Low.
TASKS Specify the tasks to be executed by aset. Defaults to all tasks.
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Files

Attributes

See Also

/usr/aset/reports

directory of ASET reports

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWast

crontab(1), ps(1), tftp(l), aset.restore(1M), eeprom(1M), in. ftpd(1M), in.tftpd(1M),

netstat(1M), asetenv(4), asetmasters(4), ftpusers(4), attributes(5)

System Administration Guide: Basic Administration
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Name

Synopsis

Description

Options

Files

Attributes

See Also

aset.restore — restores system files to their content before ASET is installed

aset.restore [-d aset_dir]

aset.restore restores system files that are affected by the Automated Security Enhancement
Tool (ASET) to their pre-ASET content. When ASET is executed for the first time, it saves and
archives the original system files in the /usr/aset/archives directory. The aset. restore
utility reinstates these files. It also deschedules ASET, if it is currently scheduled for periodic
execution. See asetenv(4).

If you have made changes to system files after running ASET, these changes are lost when you
run aset. restore. If you want to be absolutely sure that you keep the existing system state, it
is recommended that you back-up your system before using aset. restore.

You should use aset. restore, under the following circumstances:

You want to remove ASET permanently and restore the original system (if you want to
deactivate ASET, you can remove it from scheduling).

You are unfamiliar with ASET and want to experiment with it. You can use aset. restore to
restore the original system state.

When some major system functionality is not working properly and you suspect that ASET is
causing the problem; you may want to restore the system to see if the problem persists without
ASET.

aset.restore requires root privileges to execute.

The following options are supported:

-d aset_dir Specify the working directory for ASET. By default, this directory is
/usr/aset. With this option the archives directory will be located
under aset_dir.

/usr/aset/archives archive of system files prior to executing aset
See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SUNWast

aset(1M), asetenv(4), attributes(5)
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Name

Synopsis

Description

Options

Exit Status

Files

Attributes

See Also

Notes

atohexlabel - convert a human readable label to its internal text equivalent
/usr/sbin/atohexlabel [human-readable-sensitivity-label]

/usr/sbin/atohexlabel -c [human-readable-clearance]

atohexlabel converts a human readable label into an internal text representation that is safe
for storing in a public object. If no option is supplied, the label is assumed to be a sensitivity
label.

Internal conversions can later be parsed to their same value. This internal form is often
hexadecimal. The converted label is written to the standard output file. If no human readable
label is specified, the label is read from the standard input file. The expected use of this
command is emergency repair of labels that are stored in internal databases.

c Identifies the human readable label as a clearance.

The following exit values are returned:
0 On success.
1 On failure, and writes diagnostics to the standard error file.

/etc/security/tsol/label encodings
The label encodings file contains the classification names, words, constraints, and values
for the defined labels of this system.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWtsu

Interface Stability See below.

The command output is Committed for systems with the same label_encodings file. The
command invocation is Committed for systems that implement the DIA MAC policy.

hextoalabel(1M), label to str(3TSOL),str to label(3TSOL), label encodings(4),
attributes(5)

“How to Obtain the Hexadecimal Equivalent for a Label” in Oracle Solaris Trusted Extensions
Administrator’s Procedures

The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.

This file is part of the Defense Intelligence Agency (DIA) Mandatory Access Control (MAC)
policy. This file might not be applicable to other MAC policies that might be developed for
future releases of Solaris Trusted Extensions software.
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audit(1M)

Name
Synopsis

Description

Options

Diagnostics

Files

Attributes

See Also

Notes

audit — control the behavior of the audit daemon
audit -n | -s | -t | -v [path]

The audit command is the system administrator's interface to maintaining the audit trail. The
audit daemon can be notified to read the contents of the audit control(4) file and
re-initialize the current audit directory to the first directory listed in the audit_control file or
to open a new audit file in the current audit directory specified in the audit_control file, as
last read by the audit daemon. Reading audit_control also causes the minfree and plugin
configuration lines to be re-read and reset within auditd. The audit daemon can also be
signaled to close the audit trail and disable auditing.

-n Notify the audit daemon to close the current audit file and open a new audit file in
the current audit directory.

-s Notify the audit daemon to read the audit control file. The audit daemon stores
the information internally. If the audit daemon is not running but audit has been
enabled by means of bsmconv(1M), the audit daemon is started.

-t Direct the audit daemon to close the current audit trail file and exit. Use -s to
restart auditing. To disable auditing, use bsmunconv(1M).

-vpath  Verify the syntax for the audit control file stored in path. The audit command
displays an approval message or outputs specific error messages for each error
found.

The audit command will exit with @ upon success and a positive integer upon failure.

m  /etc/security/audit user
m  /etc/security/audit control

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

Stability Evolving

bsmconv(1M), praudit(1M), audit(2), audit control(4),audit user(4),attributes(5)
See the section on Solaris Auditing in System Administration Guide: Security Services.

The functionality described in this man page is available only if the Solaris Auditing feature
has been enabled. See bsmconv(1M) for more information.

The audit command does not modify a process's preselection mask. It functions are limited to
the following:

= affects which audit directories are used for audit data storage;
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= specifies the minimum free space setting;
= resets the parameters supplied by means of the plugin directive.

For the -s option, audit validates the audit_control syntax and displays an error message if
a syntax error is found. If a syntax error message is displayed, the audit daemon does not
re-read audit_control. Because audit_control is processed at boot time, the -v option is
provided to allow syntax checking of an edited copy of audit_control. Using -v, audit exits
with 0 if the syntax is correct; otherwise, it returns a positive integer.

The -v option can be used in any zone, but the - t, -s, and -n options are valid only in local
zones and, then, only if the perzone audit policy is set. See auditd(1M) and auditconfig(1M)
for per-zone audit configuration.
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Name

Synopsis

Description

Options

auditconfig - configure auditing

auditconfig option...
auditconfig provides a command line interface to get and set kernel audit parameters.

This functionality is available only if the Basic Security Module (BSM) has been enabled. See
bsmconv(1M) for more information.

The setting of the perzone policy determines the scope of the audit setting controlled by
auditconfig. If perzone is set, then the values reflect the local zone except as noted.
Otherwise, the settings are for the entire system. Any restriction based on the perzone setting
is noted for each option to which it applies.

A non-global zone administrator can set all audit policy options except perzone and ahlt.
perzone and ahlt apply only to the global zone; setting these policies requires the privileges of
a global zone administrator. perzone and ahlt are described under the -setpolicy option,
below.

-aconf
Set the non-attributable audit mask from the audit_control(4) file. For example:

# auditconfig -aconf
Configured non-attributable events.

-audit event sorfretval string
This command constructs an audit record for audit event event using the process's audit
characteristics containing a text token string. The return token is constructed from the sorf
(success/failure flag) and the retval (return value). The event is type char*, the sorfis 0/1 for
success/failure, retval is an errno value, string is type *char. This command is useful for
constructing an audit record with a shell script. An example of this option:

# auditconfig -audit AUE ftpd @ 0 "test string"
#

audit record from audit trail:
header,76,2,ftp access,,Fri Dec 08 08:44:02 2000, + 669 msec
subject,abc, root,other, root,other,104449,102336,235 197121 elbow
text,test string
return,success,0

-chkaconf
Checks the configuration of the non-attributable events set in the kernel against the entries
inaudit_control(4). If the runtime class mask of a kernel audit event does not match the
configured class mask, a mismatch is reported.

-chkconf
Check the configuration of kernel audit event to class mappings. If the runtime class mask
of akernel audit event does not match the configured class mask, a mismatch is reported.
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-conf
Configure kernel audit event to class mappings. Runtime class mappings are changed to
match those in the audit event to class database file.

-getasid
Prints the audit session ID of the current process. For example:

# auditconfig -getasid
audit session id = 102336

-getaudit
Returns the audit characteristics of the current process.

# auditconfig -getaudit

audit id = abc(666)

process preselection mask = 10(0x1000,0x1000)

terminal id (maj,min,host) = 235,197121,elbow(172.146.89.77)
audit session id = 102336

-getauid
Prints the audit ID of the current process. For example:

# auditconfig -getauid
audit id = abc(666)

-getcar
Prints current active root location (anchored from root [or local zone root] at system boot).
For example:

# auditconfig -getcar
current active root = /

-getclass event
Display the preselection mask associated with the specified kernel audit event. event is the
kernel event number or event name.

-getcond
Display the kernel audit condition. The condition displayed is the literal string auditing
meaning auditing is enabled and turned on (the kernel audit module is constructing and
queuing audit records); noaudit, meaning auditing is enabled but turned off (the kernel
audit module is not constructing and queuing audit records); disabled, meaning that the
audit module has not been enabled; or nospace, meaning there is no space for saving audit
records. See auditon(2) and auditd(1M) for further information.

-getestate event
For the specified event (string or event number), print out classes event has been assigned.

For example:

# auditconfig -getestate 20

audit class mask for event AUE REBOOT(20) = 0x800
# auditconfig -getestate AUE RENAME

audit class mask for event AUE RENAME(42) = 0x30
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-getkaudit
Get audit characteristics of the current zone. For example:

# auditconfig -getkaudit

audit id = unknown(-2)

process preselection mask = 1lo,na(0x1400,0x1400)
terminal id (maj,min,host) = 0,0,(0.0.0.0)

audit session id = 0

If the audit policy perzone is not set, the terminal id is that of the global zone. Otherwise, it
is the terminal id of the local zone.

-getkmask
Get non-attributable pre-selection mask for the current zone. For example:

# auditconfig -getkmask
audit flags for non-attributable events = lo,na(0x1400,0x1400)

If the audit policy perzone is not set, the kernel mask is that of the global zone. Otherwise,
itis that of the local zone.

-getpinfo pid
Display the audit ID, preselection mask, terminal ID, and audit session ID for the specified
process.

-getpolicy
Display the kernel audit policy. The ahlt and perzone policies reflect the settings from the
global zone. If perzone is set, all other policies reflect the local zone's settings. If perzone is
not set, the policies are machine-wide.

-getcwd
Prints current working directory (anchored from zone root at system boot). For example:

# cd /usr/tmp
# auditconfig -getcwd
current working directory = /var/tmp

-getqbufsz
Get audit queue write buffer size. For example:

# auditconfig -getqbufsz
audit queue buffer size (bytes) = 1024

-getqctrl
Get audit queue write buffer size, audit queue hiwater mark, audit queue lowater mark,
audit queue prod interval (ticks).

# auditconfig -getqctrl

audit queue hiwater mark (records) 100
audit queue lowater mark (records) = 10
audit queue buffer size (bytes) = 1024
audit queue delay (ticks) = 20
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-getqdelay
Get interval at which audit queue is prodded to start output. For example:

# auditconfig -getqdelay
audit queue delay (ticks) = 20

-getghiwater
Get high water point in undelivered audit records when audit generation will block. For
example:

# ./auditconfig -getghiwater
audit queue hiwater mark (records) = 100

-getqlowater
Get low water point in undelivered audit records where blocked processes will resume. For
example:

# auditconfig -getqlowater
audit queue lowater mark (records) = 10

-getstat
Print current audit statistics information. For example:

# auditconfig -getstat
gen nona kern aud ctl enq wrtn wblk rblk drop tot mem
910 1 725 184 0 910 910 0 231 0 88 48

See auditstat(1M) for a description of the headings in -getstat output.

-gettid
Print audit terminal ID for current process. For example:

# auditconfig -gettid
terminal id (maj,min,host) = 235,197121,elbow(172.146.89.77)

-lsevent
Display the currently configured (runtime) kernel and user level audit event information.

-lspolicy
Display the kernel audit policies with a description of each policy.

-setasid session-ID [cmd)
Execute shell or cmd with specified session-ID. For example:

# ./auditconfig -setasid 2000 /bin/ksh

#

# ./auditconfig -getpinfo 104485

audit id = abc(666)

process preselection mask = 10(0x1000,0x1000)

terminal id (maj,min,host) = 235,197121,elbow(172.146.89.77)
audit session id = 2000

-setaudit audit-ID preselect_flags term-ID session-ID [cmd]
Execute shell or cmd with the specified audit characteristics.
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-setauid audit-ID [cmd]
Execute shell or cmd with the specified audit-ID.

-setclass event audit_flagl,audit_flag. . .]
Map the kernel event event to the classes specified by audit_flags. event is an event number
or name. An audit_flagis a two character string representing an audit class. See
audit_control(4) for further information. If perzone is not set, this option is valid only in
the global zone.

-setkaudit IP-address_type IP_address
Set IP address of machine to specified values. IP-address_type is ipv6 or ipv4.

If perzone is not set, this option is valid only in the global zone.

-setkmask audit_flags
Set non-attributes selection flags of machine.

If perzone is not set, this option is valid only in the global zone.

-setpmask pid flags
Set the preselection mask of the specified process. flags is the ASCII representation of the
flags similar to that in audit_control(4).

If perzone is not set, this option is valid only in the global zone.

-setpolicy [+|-]policy_flag,policy_flag...]
Set the kernel audit policy. A policy policy_flag is literal strings that denotes an audit policy.
A prefix of + adds the policies specified to the current audit policies. A prefix of - removes
the policies specified from the current audit policies. No policies can be set from a local
zone unless the perzone policy is first set from the global zone. The following are the valid
policy flag strings (auditconfig - Lspolicy also lists the current valid audit policy flag

strings):

all Include all policies that apply to the current zone.

ahlt Panic is called and the system dumps core if an asynchronous audit
event occurs that cannot be delivered because the audit queue has
reached the high-water mark or because there are insufficient resources
to construct an audit record. By default, records are dropped and a
count is kept of the number of dropped records.

arge Include the execv(2) system call environment arguments to the audit
record. This information is not included by default.

argv Include the execv(2) system call parameter arguments to the audit

record. This information is not included by default.
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cnt

group

none

path

perzone

public

trail

seq

windata down

windata up

zonename

Do not suspend processes when audit resources are exhausted. Instead,
drop audit records and keep a count of the number of records dropped.
By default, process are suspended until audit resources become
available.

Include the supplementary group token in audit records. By default, the
group token is not included.

Include no policies. If used in other than the global zone, the ahlt and
perzone policies are not changed.

Add secondary path tokens to audit record. These are typically the
pathnames of dynamically linked shared libraries or command
interpreters for shell scripts. By default, they are not included.

Maintain separate configuration, queues, and logs for each zone and
execute a separate version of auditd(1M) for each zone.

Audit public files. By default, read-type operations are not audited for
certain files which meet public characteristics: owned by root, readable
by all, and not writable by all.

Include the trailer token in every audit record. By default, the trailer
token is not included.

Include the sequence token as part of every audit record. By default, the
sequence token is not included. The sequence token attaches a sequence
number to every audit record.

Include in an audit record any downgraded data moved between
windows. This policy is available only if the system is configured with
Trusted Extensions. By default, this information is not included.

Include in an audit record any upgraded data moved between windows.
This policy is available only if the system is configured with Trusted
Extensions. By default, this information is not included.

Include the zonename token as part of every audit record. By default, the
zonename token is not included. The zonename token gives the name of
the zone from which the audit record was generated.

-setqbufsz buffer_size
Set the audit queue write buffer size (bytes).

-setqctrl hiwater lowater bufsz interval
Set the audit queue write buffer size (bytes), hiwater audit record count, lowater audit
record count, and wakeup interval (ticks). Valid within a local zone only if perzone is set.
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-setqdelay interval
Set the audit queue wakeup interval (ticks). This determines the interval at which the
kernel pokes the audit queue, to write audit records to the audit trail. Valid within a local
zone only if perzone is set.

-setghiwater hiwater
Set the number of undelivered audit records in the audit queue at which audit record
generation blocks. Valid within a local zone only if perzone is set.

-setqlowater lowater
Set the number of undelivered audit records in the audit queue at which blocked auditing
processes unblock. Valid within a local zone only if perzone is set.

-setsmask asid flags
Set the preselection mask of all processes with the specified audit session ID. Valid within a
local zone only if perzone is set.

-setstat
Reset audit statistics counters. Valid within a local zone only if perzone is set.

-setumask auid flags
Set the preselection mask of all processes with the specified audit ID. Valid within a local
zone only if perzone is set.

Examples ExampLE1 Usingauditconfig

The following is an example of an auditconfig program:

map kernel audit event number 10 to the "fr" audit class

H H

o

auditconfig -setclass 10 fr

turn on inclusion of exec arguments in exec audit records

# H H*

o°

auditconfig -setpolicy +argv
ExitStatus ©  Successful completion.
1 An error occurred.
Files /etc/security/audit event Stores event definitions used in the audit system.

/etc/security/audit_class Stores class definitions used in the audit system.

Attributes See attributes(5) for descriptions of the following attributes:
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See Also

Notes

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

Interface Stability Committed

audit(1M), auditd(1M), auditstat(1M), bsmconv(1M), praudit(1M), auditon(2),
execv(2),audit class(4),audit control(4),audit event(4),attributes(5),
audit binfile(5)

See the section on Solaris Auditing in System Administration Guide: Security Services.

If plugin output is selected using audit_control(4), the behavior of the system with respect to
the -setpolicy +cnt and the - setghiwater options is modified slightly. If - setpolicy +cnt
is set, data will continue to be sent to the selected plugin, even though output to the binary
auditlog is stopped, pending the freeing of disk space. If - setpolicy —cnt is used, the
blocking behavior is as described under OPTIONS, above. The value set for the queue high
water mark is used within auditd as the default value for its queue limits unless overridden by
means of the gsize attribute as described in audit control(4).

The auditconfig options that modify or display process-based information are not affected
by the perzone policy. Those that modify system audit data such as the terminal id and audit
queue parameters are valid only in the global zone, unless the perzone policy is set. The
display of a system audit reflects the local zone if perzone is set. Otherwise, it reflects the
settings of the global zone.

The - setcond option has been removed. Use audit(1M) to enable or disable auditing.

The -getfsize and -setfsize options have been removed. Use audit binfile(5)p_fsize
to set the audit file size.
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Name
Synopsis

Description

Auditing Conditions

auditd — audit daemon

/usr/sbin/auditd

The audit daemon, auditd, controls the generation and location of audit trail files and the
generation of syslog messages based on the definitions in audit_control(4). If auditing is
enabled, auditd reads the audit_control(4) file to do the following:

= reads the path to alibrary module for realtime conversion of audit data into syslog
messages;

= reads other parameters specific to the selected plugin or plugins;
m  obtains a list of directories into which audit files can be written;
= obtains the percentage limit for how much space to reserve on each filesystem before

changing to the next directory.

audit(1M) is used to control auditd. It can cause auditd to:

= close the current audit file and open a new one;

= close the current audit file, re-read /etc/security/audit_control and open a new audit
file;

= close the audit trail and terminate auditing.

The audit daemon invokes the program audit_warn(1M) under the following conditions with
the indicated options:

audit_warn soft pathname
The file system upon which pathname resides has exceeded the minimum free space limit
defined in audit_control(4). A new audit trail has been opened on another file system.

audit warn allsoft
All available file systems have been filled beyond the minimum free space limit. A new
audit trail has been opened anyway.

audit_warn hard pathname
The file system upon which pathname resides has filled or for some reason become
unavailable. A new audit trail has been opened on another file system.

audit warn allhard count
All available file systems have been filled or for some reason become unavailable. The audit
daemon will repeat this call to audit_warn atintervals of at least twenty seconds until space
becomes available. count is the number of times that audit warn has been called since the
problem arose.

audit warn ebusy
There is already an audit daemon running.

audit warn tmpfile
The file /etc/security/audit/audit_tmp exists, indicating a fatal error.
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Files

Attributes

See Also

Notes

audit warn nostart
The internal system audit condition is AUC_FCHDONE. Auditing cannot be started without
rebooting the system.

audit warn auditoff
The internal system audit condition has been changed to not be AUC_AUDITING by someone
other than the audit daemon. This causes the audit daemon to exit.

audit warn postsigterm
An error occurred during the orderly shutdown of the auditing system.

audit warn getacdir
There is a problem getting the directory list from /etc/security/audit/audit_control.

The audit daemon will hang in a sleep loop until this file is fixed.
/etc/security/audit/audit control
/etc/security/audit/audit_data

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

Interface Stability Evolving

audit(1M), audit warn(1M), bsmconv(1M), praudit(1M), auditon(2), auditsvc(2),
audit.log(4),audit control(4),audit data(4),attributes(5)

See the section on Solaris Auditing in System Administration Guide: Security Services.

The functionality described in this man page is available only if the Solaris Auditing feature
has been enabled. See bsmconv(1M) for more information.

auditd isloaded in the global zone at boot time if auditing is enabled. See bsmconv(1M).

If the audit policy perzone is set, auditd runs in each zone, starting automatically when the
local zone boots. If a zone is running when the perzone policy is set, auditing must be started
manually in local zones. It is not necessary to reboot the system or the local zone to start
auditing in a local zone. auditd can be started with “/usr/sbin/audit -s” and will start
automatically with future boots of the zone.

When auditd runs in alocal zone, the configuration is taken from the local zone's
/etc/security directory's files: audit_control,audit_class, audit_user,audit_startup,
and audit_event.

man pages section 1M: System Administration Commands - Last Revised 8 May 2008



http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1auditon-2
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1auditsvc-2
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1audit.log-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1audit-control-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1audit-data-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=SYSADV6

auditd(1M)

Configuration changes do not affect audit sessions that are currently running, as the changes
do not modify a process's preselection mask. To change the preselection mask on a running
process, use the —setpmask option of the auditconfig command (see auditconfig(1M)). If
the user logs out and logs back in, the new configuration changes will be reflected in the next
audit session.
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Name

Synopsis

Description

Audit Trail Filename
Format

Options

File Selection Options

104

auditreduce — merge and select audit records from audit trail files

auditreduce [options] [audit-trail-file]. ..

auditreduce allows you to select or merge records from audit trail files. Audit files can be
from one or more machines.

The merge function merges together audit records from one or more input audit trail files into
a single output file. The records in an audit trail file are assumed to be sorted in chronological
order (oldest first) and this order is maintained by auditreduce in the output file.

Unless instructed otherwise, auditreduce will merge the entire audit trail, which consists of
all the audit trail files in the directory structure audit_root_dir/*/files (see audit_control(4)
for details of the structure of the audit root). Unless specified with the -R or -S option,
audit_root_dir defaults to /etc/security/audit. By using the file selection options it is
possible to select some subset of these files, or files from another directory, or files named
explicitly on the command line.

The select function allows audit records to be selected on the basis of numerous criteria
relating to the record's content (see audit. log(4) for details of record content). A record must
meet all of the record-selection-option criteria to be selected.

Any audit trail file not named on the command line must conform to the audit trail filename
format. Files produced by the audit system already have this format. Output file names
produced by auditreduce are in this format. It is:

start-time. end-time. suffix

where start-time is the 14-character timestamp of when the file was opened, end-time is the
14-character timestamp of when the file was closed, and suffix is the name of the machine
which generated the audit trail file, or some other meaningful suffix (for example, al1, if the
file contains a combined group of records from many machines). The end-time can be the
literal string not_terminated, to indicate that the file is still being written to by the audit
system. Timestamps are of the form yyyymmddhhmmss (year, month, day, hour, minute,
second). The timestamps are in Greenwich Mean Time (GMT).

The file selection options indicate which files are to be processed and certain types of special
treatment.

-A
All of the records from the input files will be selected regardless of their timestamp. This
option effectively disables the -a, -b, and -d options. This is useful in preventing the loss of
records if the -D option is used to delete the input files after they are processed. Note,
however, that if a record is not selected due to another option, then -A will not override
that.
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Only process complete files. Files whose filename end-time timestamp is not_terminated
are not processed (such a file is currently being written to by the audit system). This is
useful in preventing the loss of records if -D is used to delete the input files after they are
processed. It does not apply to files specified on the command line.

-D suffix
Delete input files after they are read if the entire run is successful. If auditreduce detects an
error while reading a file, then that file is not deleted. If -D is specified, -A, -Cand -0 are also
implied. suffix is given to the -0 option. This helps prevent the loss of audit records by
ensuring that all of the records are written, only complete files are processed, and the
records are written to a file before being deleted. Note that if both -D and -0 are specified in
the command line, the order of specification is significant. The suffix associated with the
latter specification is in effect.

-M machine
Allows selection of records from files with machine as the filename suffix. If -Mis not
specified, all files are processed regardless of suffix. -M can also be used to allow selection of
records from files that contain combined records from many machines and have a
common suffix (such asall).

Select objects in new mode.This flag is oft by default, thus retaining backward
compatibility. In the existing, old mode, specitying the -e, - f, -g, - r, or -u flags would select
not only actions taken with those IDs, but also certain objects owned by those IDs. When
running in new mode, only actions are selected. In order to select objects, the -0 option
must be used.

-0 suffix
Direct output stream to a file in the current audit_root_dir with the indicated suffix.
suffix can alternatively contain a full pathname, in which case the last component is taken
as the suffix, ahead of which the timestamps will be placed, ahead of which the remainder of
the pathname will be placed. If the -0 option is not specified, the output is sent to the
standard output. When auditreduce places timestamps in the filename, it uses the times of
the first and last records in the merge as the start-time and end-time.

-Q
Quiet. Suppress notification about errors with input files.

-R pathname
Specify the pathname of an alternate audit root directory audit_root_dir to be pathname.
Therefore, rather than using /etc/security/audit/*/files by default, pathname/*/files will
be examined instead.

Note - The root file system of any non-global zones must not be referenced with the -R
option. Doing so might damage the global zone's file system, might compromise the
security of the global zone, and might damage the non-global zone's file system. See
zones(5).
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-S server
This option causes auditreduce to read audit trail files from a specific location (server
directory). server is normally interpreted as the name of a subdirectory of the audit root,
therefore auditreduce will look in audit_root_dir/server/files for the audit trail files. But if
server contains any /' characters, it is the name of a specific directory not necessarily
contained in the audit root. In this case, server/files will be consulted. This option allows
archived files to be manipulated easily, without requiring that they be physically located in
adirectory structure like that of /etc/security/audit.

-V
Verbose. Display the name of each file as it is opened, and how many records total were
written to the output stream.

The record selection options listed below are used to indicate which records are written to the
output file produced by auditreduce.

Multiple arguments of the same type are not permitted.

-a date-time
Select records that occurred at or after date-time. The date-time argument is described
under Option Arguments, below. date-time is in local time. The -a and -b options can be
used together to form a range.

-b date-time
Select records that occurred before date-time.

- ¢ audit-classes
Select records by audit class. Records with events that are mapped to the audit classes
specified by audit-classes are selected. Audit class names are defined in audit_class(4).
The audit-classes can be a comma separated list of audit flags like those described in
audit_control(4). Using the audit flags, one can select records based upon success and
failure criteria.

-d date-time
Select records that occurred on a specific day (a 24-hour period beginning at 00:00:00 of the
day specified and ending at 23:59:59). The day specified is in local time. The time portion of
the argument, if supplied, is ignored. Any records with timestamps during that day are
selected. If any hours, minutes, or seconds are given in time, they are ignored. -d can not be
used with -aor -b.

-e effective-user
Select records with the specified effective-user.

- f effective-group
Select records with the specified effective-group.

-g real-group
Select records with the specified real-group.
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- subject-1D
Select records with the specified subject-ID where subject-ID is a process ID.

-1label
Select records with the specified label (or label range), as explained under “Option
Arguments,” below. This option is available only if the system is configured with the Solaris
Trusted Extensions feature.

-mevent
Select records with the indicated event. The event is the literal string or the event number.

-0 object_type=objectID_value
Select records by object type. A match occurs when the record contains the information
describing the specified object_type and the object ID equals the value specified by
objectID_value. The allowable object types and values are as follows:

file=pathname
Select records containing file system objects with the specified pathname, where
pathname is a comma separated list of regular expressions. If a regular expression is
preceded by a tilde (~), files matching the expression are excluded from the output. For
example, the option file=~/usr/openwin, /usr,/etc would select all files in /usr or
/etc except those in /usr/openwin. The order of the regular expressions is important
because auditreduce processes them from left to right, and stops when a file is known to
be either selected or excluded. Thus the option file=/usr, /etc, ~/usr/openwin would
select all files in /usrand all files in /etc. Files in /usr/openwin are not excluded
because the regular expression /usr is matched first. Care should be given in
surrounding the pathname with quotes so as to prevent the shell from expanding any
tildes.

filegroup=group
Select records containing file system objects with group as the owning group.

fileowner=user
Select records containing file system objects with user as the owning user.

msgqid=ID
Select records containing message queue objects with the specified ID where ID is a
message queue ID.

msgqgroup=group
Select records containing message queue objects with group as the owning or creating
group.

msgqowner=user

Select records containing message queue objects with user as the owning or creating
user.

pid=ID
Select records containing process objects with the specified ID where ID is a process ID.
Process are objects when they are receivers of signals.
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procgroup=group
Select records containing process objects with group as the real or effective group.

procowner=user
Select records containing process objects with user as the real or effective user.

semid=ID
Select records containing semaphore objects with the specified ID where ID is a
semaphore ID.

semgroup=group
Select records containing semaphore objects with group as the owning or creating
group.

semowner=user
Select records containing semaphore objects with user as the owning or creating user.

shmid=ID
Select records containing shared memory objects with the specified ID where ID is a
shared memory ID.

shmgroup=group
Select records containing shared memory objects with group as the owning or creating
group.

shmowner=user
Select records containing shared memory objects with user as the owning or creating
user.

sock=port_number|machine
Select records containing socket objects with the specified port_number or the specified
machine where machine is a machine name as defined in hosts(4).

- r real-user
Select records with the specified real-user.

-u audit-user
Select records with the specified audit-user.

-z zone-name
Select records from the specified zone name. The zone name selection is case-sensitive.

When one or more filename arguments appear on the command line, only the named files are
processed. Files specified in this way need not conform to the audit trail filename format.
However, -M, -S, and -R must not be used when processing named files. If the filename is “—
then the input is taken from the standard input.

audit-trail-file
An audit trail file as defined in audit.log(4). An audit trail file not named on the
command line must conform to the audit trail file name format. Audit trail files produced
as output of auditreduce are in this format as well. The format is:

man pages section 1M: System Administration Commands - Last Revised 8 Aug 2006


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1hosts-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1audit.log-4

auditreduce(1M)

start-time. end-time. suffix

start-time is the 14 character time stamp denoting when the file was opened. end-time is the
14 character time stamp denoting when the file was closed. end-time can also be the literal
string not_terminated, indicating the file is still be written to by the audit daemon or the
file was not closed properly (a system crash or abrupt halt occurred). suffix is the name of
the machine that generated the audit trail file (or some other meaningful suffix; for
example, all would be a good suffix if the audit trail file contains a combined group of
records from many machines).

date-time
The date-time argument to -a, -b, and -d can be of two forms: An absolute date-time takes
the form:

yyyymmdd [ hh [ mm [ ss]]]

where yyyy specifies a year (with 1970 as the earliest value), mm is the month (01-12), dd is
the day (01-31), hh is the hour (00-23), mm is the minute (00-59), and ss is the second
(00-59). The default is 00 for hh, mm and ss.

An offset can be specified as: +1 d|h|m| s where 7 is a number of units, and the tags d, h, m,
and s stand for days, hours, minutes and seconds, respectively. An offset is relative to the
starting time. Thus, this form can only be used with the -b option.

event
The literal string or ordinal event number as found in audit_event(4). If event is not found
inthe audit event file it is considered invalid.

group
The literal string or ordinal group ID number as found in group(4). If group is not found in
the group file it is considered invalid. group can be negative.

label
The literal string representation of a MAC label or a range of two valid MAC labels. To
specify a range, use “x;»” where x and y are valid MAC labels. Only those records that are
fully bounded by x and y will be selected. If x or y is omitted, the default uses ADMIN_LOW or
ADMIN_HIGH, respectively. Note that quotes must be used when specifying a range.

pathname
A regular expression describing a pathname.

user
The literal username or ordinal user ID number as found in passwd(4). If the username is
not found in the passwd file it is considered invalid. user can be negative.
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Examples ExampLE1 Theauditreduce command.

110

praudit(1M) is available to display audit records in a human-readable form.

This will display the entire audit trail in a human-readable form:

% auditreduce | praudit

If all the audit trail files are being combined into one large file, then deleting the original files
could be desirable to prevent the records from appearing twice:

% auditreduce -V -D /etc/security/audit/combined/all

This displays what user milner did on April 13, 1988. The output will be displayed in a
human-readable form to the standard output:

% auditreduce -d 19880413 -u milner | praudit

The above example might produce a large volume of data if milner has been busy. Perhaps
looking at only login and logout times would be simpler. The - c option will select records
from a specified class:

% auditreduce -d 19880413 -u milner -c lo | praudit

To see milner's login/logout activity for April 13, 14, and 15 the following is used. The results
are saved to a file in the current working directory. Note that the name of the output file will
have milnerlo as the suffix, with the appropriate timestamp prefixes. Note that the long form
of the name is used for the - c option:

°

% auditreduce -a 19880413 -b +3d -u milner -c login logout -0 milnerlo

To follow milner's movement about the file system on April 13, 14, and 15 the chdir record

types could be viewed. Note that in order to get the same time range as the above example we
needed to specify the -b time as the day after our range. This is because 19880416 defaults to

midnight of that day, and records before that fall on 0415, the end-day of the range.

%

s auditreduce -a 19880413 -b 19880416 -u milner -m AUE CHDIR | praudit

In this example the audit records are being collected in summary form (the login/logout
records only). The records are being written to a summary file in a different directory than the
normal audit root to prevent the selected records from existing twice in the audit root.

°

% auditreduce -d 19880330 -c lo -0 /etc/security/audit summary/logins

If activity for user ID 9944 has been observed, but that user is not known to the system
administrator, then the following example will search the entire audit trail for any records
generated by that user. auditreduce will query the system as to the current validity of ID
9944, and display a warning message if it is not currently active:

%

s auditreduce -0 /etc/security/audit suspect/user9944 -u 9944

To get an audit log of only the global zone:
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Files

Attributes

See Also

Diagnostics

Bugs

Notes

EXAMPLE1 The auditreduce command. (Continued)

% auditreduce -z global

/etc/security/audit/server/files/*
location of audit trails, when stored

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

bsmconv(1M), praudit(1M), audit.log(4), audit class(4),audit control(4),group(4),
hosts(4), passwd(4), attributes(5)

See the section on Solaris Auditing in System Administration Guide: Security Services.

auditreduce displays error messages if there are command line errors and then exit. If there
are fatal errors during the run auditreduce displays an explanatory message and exit. In this
case the output file might be in an inconsistent state (no trailer or partially written record) and
auditreduce displays a warning message before exiting. Successful invocation returns 0 and
unsuccessful invocation returns 1.

Since auditreduce might be processing a large number of input files, it is possible that the
machine-wide limit on open files will be exceeded. If this happens, auditreduce displays a
message to that effect, give information on how many file there are, and exit.

If auditreduce displays a record's timestamp in a diagnostic message, that time is in local
time. However, when filenames are displayed, their timestamps are in GMT.

Conjunction, disjunction, negation, and grouping of record selection options should be
allowed.

The functionality described in this man page is available only if the Basic Security Module
(BSM) has been enabled. See bsmconv(1M) for more information.

The -z option should be used only if the audit policy zonename is set. If there is no zonename
token, then no records will be selected.
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Name

Synopsis

Description

Attributes

See Also

Notes

audit_startup — audit subsystem initialization script

/etc/security/audit startup
The audit_startup scriptis used to initialize the audit subsystem before the audit deamon is
started. This script is configurable by the system administrator, and currently consists of a

series of auditconfig(1M) commands to set the system default policy, and download the
initial event to class mapping.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Obsolete Committed

auditconfig(1M), auditd(1M), bsmconv(1M), attributes(5)
See the section on Solaris Auditing in System Administration Guide: Security Services.

The functionality described in this man page is available only if the Basic Security Module
(BSM) has been enabled. See bsmconv(1M) for more information.

This command is Obsolete and may be removed and replaced with equivalent functionality in
a future release of Solaris.
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Name auditstat — display kernel audit statistics

Synopsis auditstat [-c count] [-h numlines] [-1i intervall [-n] [-v]
Description auditstat displays kernel audit statistics. The fields displayed are as follows:
aud The total number of audit records processed by the audit(2) system call.
ctl This field is obsolete.

drop  The total number of audit records that have been dropped. Records are dropped
according to the kernel audit policy. See auditon(2), AUDIT_CNT policy for details.

enq The total number of audit records put on the kernel audit queue.
gen The total number of audit records that have been constructed (not the number
written).

kern  The total number of audit records produced by user processes (as a result of system
calls).

mem The total number of Kbytes of memory currently in use by the kernel audit module.

nona The total number of non-attributable audit records that have been constructed.
These are audit records that are not attributable to any particular user.

rblk  The total number of times that auditsvc(2) has blocked waiting to process audit
data.

tot The total number of Kbytes of audit data written to the audit trail.

wblk  The total number of times that user processes blocked on the audit queue at the high
water mark.

wrtn The total number of audit records written. The difference between enqand wrtn is
the number of outstanding audit records on the audit queue that have not been
written.

Options -c count Display the statistics a total of count times. If count is equal to zero, statistics
are displayed indefinitely. A time interval must be specified.

-hnumlines  Display a header for every numlines of statistics printed. The default is to
display the header every 20 lines. If numlines is equal to zero, the header is
never displayed.

-iinterval Display the statistics every interval where interval is the number of seconds to
sleep between each collection.

-n Display the number of kernel audit events currently configured.

-v Display the version number of the kernel audit module software.
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See Also
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auditstat returns @ upon success and 1 upon failure.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

auditconfig(1M), praudit(1M), bsmconv(1M), audit(2), auditon(2), auditsvc(2),
attributes(5)

The functionality described in this man page is available only if the Basic Security Module
(BSM) has been enabled. See bsmconv(1M) for more information.
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Name audit_warn - audit daemon warning script

Synopsis /etc/security/audit warn [option [arguments]]

Description The audit_warn utility processes warning or error messages from the audit daemon. When a
problem is encountered, the audit daemon, auditd(1M) calls audit warn with the
appropriate arguments. The option argument specifies the error type.

Options

The system administrator can specify a list of mail recipients to be notified when an
audit_warn situation arises by defining a mail alias called audit_warninaliases(4). The
users that make up the audit_warn alias are typically the audit and root users.

The following options are supported:

allhard count

allsoft

auditoff

ebusy

getacdir count
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Indicates that the hard limit for all filesystems has been
exceeded count times. The default action for this option is to
send mail to the audit_warn alias only if the count is 1, and
to write a message to the machine console every time. It is
recommended that mail not be sent every time as this could
result in a the saturation of the file system that contains the
mail spool directory.

Indicates that the soft limit for all filesystems has been
exceeded. The default action for this option is to send mail
to the audit_warn alias and to write a message to the
machine console.

Indicates that someone other than the audit daemon
changed the system audit state to something other than
AUC_AUDITING. The audit daemon will have exited in this
case. The default action for this option is to send mail to the
audit_warn alias and to write a message to the machine
console.

Indicates that the audit daemon is already running. The
default action for this option is to send mail to the
audit_warn alias and to write a message to the machine
console.

Indicates that there is a problem getting the directory list or
plugin list from audit_control(4). The audit daemon will
hangin a sleep loop until the file is fixed. The default action
for this option is to send mail to the audit_warn alias only if
count is 1, and to write a message to the machine console
every time. It is recommended that mail not be sent every
time as this could result in a the saturation of the file system
that contains the mail spool directory.
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hard filename

nostart

plugin name error count text

Indicates that the hard limit for the file has been exceeded.
The default action for this option is to send mail to the
audit_warn alias and to write a message to the machine
console.

Indicates that auditing could not be started. The default
action for this option is to send mail to the audit_warn alias
and to write a message to the machine console. Some
administrators may prefer to modify audit_warn to reboot
the system when this error occurs.

Indicates that an error occurred during execution of the
auditd plugin name. The default action for this option is to
send mail to the audit_warn alias only if count is 1, and to
write a message to the machine console every time.
(Separate counts are kept for each error type.) It is
recommended that mail not be sent every time as this could
result in the saturation of the file system that contains the
mail spool directory. The text field provides the detailed
error message passed from the plugin. The error field is one
of the following strings:

load_error Unable to load the plugin name.

sys_error The plugin name is not executing due to
a system error such as a lack of resources.

config _error  No pluginsloaded (including the binary
file plugin, audit_binfile(5)) dueto
configuration errors in
audit_control(4). The name string s - -
to indicate that no plugin name applies.

retry The plugin name reports it has
encountered a temporary failure. For
example, the audit_binfree.so plugin
uses retry to indicate that all directories

are full.

no_memory The plugin name reports a failure due to
lack of memory.

invalid The plugin name reports it received an
invalid input.

failure The plugin name has reported an error as

described in text.
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Attributes

See Also

Notes

postsigterm

soft filename

tmpfile

Indicates that an error occurred during the orderly
shutdown of the audit daemon. The default action for this
option is to send mail to the audit warn alias and to write a
message to the machine console.

Indicates that the soft limit for filename has been exceeded.
The default action for this option is to send mail to the
audit_warn alias and to write a message to the machine
console.

Indicates that the temporary audit file already exists
indicating a fatal error. The default action for this option is
to send mail to the audit_warn alias and to write a message
to the machine console.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTEVALUE

Availability

SUNWcsr

Interface Stability

Evolving

The interface stability is evolving. The file content is unstable.

audit(1M), auditd(1M), bsmconv(1M), aliases(4), audit.log(4), audit control(4),

attributes(5)

See the section on Solaris Auditing in System Administration Guide: Security Services.

This functionality is available only if the Solaris Auditing feature has been enabled. See
bsmconv(1M) for more information.

If the audit policy perzone is set, the /etc/security/audit_warn script for the local zone is
used for notifications from the local zone's instance of auditd. If the perzone policy is not set,
all auditd errors are generated by the global zone's copy of /etc/security/audit_warn.
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Name

Synopsis
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automount - install automatic mount points

/usr/sbin/automount [-t duration] [-v]

The automount utility installs autofs mount points and associates an automount map with
each mount point. It starts the automountd(1M) daemon if it finds any non-trivial entries in
either local or distributed automount maps and if the daemon is not already running. The
autofs file system monitors attempts to access directories within it and notifies the
automountd(1M) daemon. The daemon uses the map to locate a file system, which it then
mounts at the point of reference within the autofs file system. A map can be assigned to an
autofs mount using an entry in the /etc/auto_master map or a direct map.

If the file system is not accessed within an appropriate interval (10 minutes by default), the
automountd daemon unmounts the file system.

The file /etc/auto_master determines the locations of all autofs mount points. By default,
this file contains three entries:

# Master map for automounter

#

+auto_master

/net -hosts -nosuid
/home auto home

The +auto_master entryisa reference to an external NIS or NIS+ master map. If one exists,
then its entries are read as if they occurred in place of the +auto_master entry. The remaining
entries in the master file specify a directory on which an autofs mount will be made followed
by the automounter map to be associated with it. Optional mount options may be supplied as
an optional third field in the each entry. These options are used for any entries in the map that
do not specify mount options explicitly. The automount command is usually run without
arguments. It compares the entries /etc/auto_master with the current list of autofs mounts
in /etc/mnttab and adds, removes or updates autofs mounts to bring the /etc/mnttab up to
date with the /etc/auto_master. At boot time it installs all autofs mounts from the master
map. Subsequently, it may be run to install autofs mounts for new entries in the master map
or the direct map, or to perform unmounts for entries that have been removed from these
maps.

If a system is configured with Solaris Trusted Extensions, additional processing is performed
to facilitate multilevel home directory access. A list of zones whose labels are dominated by the
current zone is generated and default auto_home automount maps are generated if they do not
currently exist. These automount maps are named auto_home_<zonename>, where
<zonename> is the name of each zone's lower-level zone. An autofs mount of each such
auto_home map is then performed, regardless of whether it is explicitly or implicitly listed in
the master map. Instead of autofs mounting the standard auto_home map, the zone uses an
auto_home file appended with its own zone name. Each zone's auto_home map is uniquely
named so that it can be maintained and shared by all zones using a common name server.
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Options

Usage

Map Entry Format

Replicated File Systems

By default, the home directories of lower-level zones are mounted read-only under
/zone/<zonename>/export/home when each zone is booted. The default
auto_home_<zonename> automount map specifies that path as the source directory for an
lofs remount onto /zone/<zonename>/home/<username>. For example, the file
auto_home_public, as generated from a higher level zone would contain:

+auto_home_public
* -fstype=lofs :/zone/public/export/home/&

When a home directory is referenced and the name does not match any other keys in the
auto_home_public map, it will match this loopback mount specification. If this loopback
match occurs and the name corresponds to a valid user whose home directory does not exist
in the public zone, the directory is automatically created on behalf of the user.

The following options are supported:

-t duration Specifies a duration, in seconds, that a file system is to remain mounted
when not in use. The default is 10 minutes.

Y Verbose mode. Notifies of autofs mounts, unmounts, or other
non-essential information.

A simple map entry (mapping) takes the form:

key [ -mount-options 1 location .

where key is the full pathname of the directory to mount when used in a direct map, or the
simple name of a subdirectory in an indirect map. mount-options is a comma-separated list of
mount options, and location specifies a file system from which the directory may be mounted.
In the case of a simple NFS mount, the options that can be used are as specified in
mount_nfs(1M), and location takes the form:

host: pathname

host is the name of the host from which to mount the file system, and pathname is the absolute
pathname of the directory to mount.

Options to other file systems are documented on the other mount_* reference manual pages,
for example, mount_cachefs(1M).

Multiple location fields can be specified for replicated NFS file systems, in which case
automount and the kernel will each try to use that information to increase availability. If the
read-only flag is set in the map entry, automountd mounts a list of locations that the kernel
may use, sorted by several criteria. Only locations available at mount time will be mounted,
and thus be available to the kernel. When a server does not respond, the kernel will switch to
an alternate server. The sort ordering of automount is used to determine how the next server is
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chosen. If the read-only flag is not set, automount will mount the best single location, chosen
by the same sort ordering, and new servers will only be chosen when an unmount has been
possible, and a remount is done. Servers on the same local subnet are given the strongest
preference, and servers on the local net are given the second strongest preference. Among
servers equally far away, response times will determine the order if no weighting factors (see
below) are used.

If the list includes server locations using both the NFS Version 2 Protocol and the NFS
Version 3 Protocol, automount will choose only a subset of the server locations on the list, so
that all entries will be the same protocol. It will choose servers with the NFS Version 3 Protocol
so long as an NFS Version 2 Protocol server on a local subnet will not be ignored. See the
System Administration Guide: IP Services for additional details.

If each location in the list shares the same pathname then a single location may be used with a
comma-separated list of hostnames:

hostname,hostname . . . : pathnanae

Requests for a server may be weighted, with the weighting factor appended to the server name
as an integer in parentheses. Servers without a weighting are assumed to have a value of zero
(most likely to be selected). Progressively higher values decrease the chance of being selected.
In the example,

man -ro alpha,bravo,charlie(1l),delta(4) : /usr/man
hosts alpha and bravo have the highest priority; host delta has the lowest.

Server proximity takes priority in the selection process. In the example above, if the server
delta is on the same network segment as the client, but the others are on different network
segments, then delta will be selected; the weighting value is ignored. The weighting has effect
only when selecting between servers with the same network proximity. The automounter
always selects the localhost over other servers on the same network segment, regardless of
weighting.

In cases where each server has a different export point, the weighting can still be applied. For
example:

man -ro alpha:/usr/man bravo,charlie(1):/usr/share/man
delta(3):/export/man

A mapping can be continued across input lines by escaping the NEWLINE with a backslash (1)
Comments begin with a number sign (#) and end at the subsequent NEWLINE.

The ampersand (&) character is expanded to the value of the key field for the entry in which it
occurs. In this case:

jane sparcserver : /home/&
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Wildcard Key

Variable Substitution

the & expands to jane.

The asterisk (*) character, when supplied as the key field, is recognized as the catch-all entry.
Such an entry will match any key not previously matched. For instance, if the following entry
appeared in the indirect map for /config:

* & : /export/config/&

this would allow automatic mounts in /config of any remote file system whose location could
be specified as:

hostname : /export/config/hostname

Note that the wildcard key does not work in conjunction with the -browse option.

Client specific variables can be used within an automount map. For instance, if $HOST
appeared within a map, automount would expand it to its current value for the client's host
name. Supported variables are:

ARCH The application architecture is derived from the ~ The architecture name. For
output of uname -m example, sun4 on a sun4u

machine.
CPU The output of uname -p The processor type.

For example, “sparc”
HOST The output of uname -n The host name.

For example, “biggles”
OSNAME The output of uname -s The OS name.

For example, “SunOS”
OSREL The output of uname - r The OS release name.

For example “5.3”
OSVERS The output of uname -v The OS version.

For example, “betal.0”
NATISA The output of isainfo -n The native instruction set

architecture for the system.

For example, “sparcv9”

If a reference needs to be protected from affixed characters, you can surround the variable
name with curly braces ( { } ).
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Multiple Mounts A multiple mount entry takes the form:

key [-mount-options] [ [mountpoint] [-mount-options] location. . . ]

The initial /[mountpoint ] is optional for the first mount and mandatory for all subsequent
mounts. The optional mountpoint is taken as a pathname relative to the directory named by
key. If mountpoint is omitted in the first occurrence, a mountpoint of / (root) is implied.

Given an entry in the indirect map for /src

beta -ro\
/ svrl,svr2:/export/src/beta \
/1.0 svrl,svr2:/export/src/beta/1.0 \

/1.0/man svrl,svr2:/export/src/beta/1.0/man

All offsets must exist on the server under beta. automount will automatically mount
/src/beta, /src/beta/1.0,and /src/beta/1.0/man, as needed, from either svrlor svr2,
whichever host is nearest and responds first.

Other File SystemTypes  The automounter assumes NFS mounts as a default file system type. Other file system types
can be described using the fstype mount option. Other mount options specific to this file
system type can be combined with the fstype option. The location field must contain
information specific to the file system type. If the location field begins with a slash, a colon
character must be prepended, for instance, to mount a CD file system:

cdrom -fstype=hsfs,ro : /dev/sr0

or to perform an autofs mount:

src -fstype=autofs auto_src
Use this procedure only if you are not using Volume Manager.

Mounts using CacheFS are most useful when applied to an entire map as map defaults. The
following entry in the master map describes cached home directory mounts. It assumes the
default location of the cache directory, /cache.

/home auto home -fstype=cachefs,backfstype=nfs
See the NOTES section for information on option inheritance.

Indirect Maps ~ An indirect map allows you to specify mappings for the subdirectories you wish to mount
under the directory indicated on the command line. In an indirect map, each key consists of
a simple name that refers to one or more file systems that are to be mounted as needed.

DirectMaps Entries in a direct map are associated directly with autofs mount points. Each key is the full
pathname of an autofs mount point. The direct map as a whole is not associated with any
single directory.

Direct maps are distinguished from indirect maps by the /- key. For example:
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# Master map for automounter

#

+auto_master

/net -hosts -nosuid, nobrowse
/home auto_home -nobrowse

/- auto direct

Included Maps  The contents of another map can be included within a map with an entry of the form

+mapname

If mapname begins with a slash, it is assumed to be the pathname of alocal file. Otherwise, the
location of the map is determined by the policy of the name service switch according to the
entry for the automounter in /etc/nsswitch.conf, such as

automount: files nis

If the name service is files, then the name is assumed to be that of a local file in /etc. If the
key being searched for is not found in the included map, the search continues with the next

entry.

Special Maps  There are two special maps available: -hosts and -null. The -hosts map is used with the
/net directory and assumes that the map key is the hostname of an NFS server. The
automountd daemon dynamically constructs a map entry from the server's list of exported file
systems. References to a directory under /net/hermes will refer to the corresponding
directory relative to hermes root.

The -null map cancels a previous map for the directory indicated. This is most useful in the
/etc/auto_master for cancelling entries that would otherwise be inherited from the
+auto_masterinclude entry. To be effective, the -null entries must be inserted before the
included map entry.

Executable Maps Local maps that have the execute bit set in their file permissions will be executed by the
automounter and provided with a key to be looked up as an argument. The executable map is
expected to return the content of an automounter map entry on its stdout or no output if the
entry cannot be determined. A direct map cannot be made executable.

Configurationandthe  When initiated without arguments, automount consults the master map for a list of autofs
auto_masterMap ) yunt points and their maps. It mounts any autofs mounts that are not already mounted,
and unmounts autofs mounts that have been removed from the master map or direct map.

The master map is assumed to be called auto_master and its location is determined by the
name service switch policy. Normally the master map is located initially as a local file
/etc/auto master.

Browsing The automountd supports the browsability of indirect maps. This allows all of the potential
mount points to be visible, whether or not they are mounted. The -nobrowse option can be
added to any indirect autofs map to disable browsing. For example:
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/net -hosts -nosuid, nobrowse
/home auto _home

In this case, any hostnames would only be visible in /net after they are mounted, but all
potential mount points would be visible under /home. The -browse option enables
browsability of autofs file systems. This is the default for all indirect maps.

The -browse option does not work in conjunction with the wildcard key.

RestrictingMount  Options specified for a map are used as the default options for all the entries in that map. They
Maps  are ignored when map entries specify their own mount options.

In some cases, however, it is desirable to force nosuid, nodevices, nosetuid, or noexec fora
complete mount map and its submounts. This can be done by specifying the additional mount
option, -restrict.

/home auto home -restrict,nosuid,hard

The - restrict option forces the inheritance of all the restrictive options nosuid, nodevices,
nosetuid, and noexec as well as the restrict option itself. In this particular example, the
nosuidand restrict option are inherited but the hard option is not. The restrict option
also prevents the execution of “executable maps” and is enforced for auto mounts established
by programs with fewer than all privileges available in their zone.

Exit Status The following exit values are returned:

0 Successful completion.
1 An error occurred.
Files /etc/auto_master Master automount map.
/etc/auto_home Map to support automounted home directories.
/etc/default/autofs Supplies default values for parameters for automount and

automountd. See autofs(4).

/etc/nsswitch.conf Name service switch configuration file. See
nsswitch.conf(4).

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso isainfo(l),1s(1),svcs(1), uname(1), automountd(1M), mount(1M), mount cachefs(1M),
mount_nfs(1M), svcadm(1M), autofs(4), attributes(5), nfssec(5), smf(5)

System Administration Guide: IP Services
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Notes autofs mount points must not be hierarchically related. automount does not allow an autofs
mount point to be created within another autofs mount.

Since each direct map entry results in a new autofs mount such maps should be kept short.

Entries in both direct and indirect maps can be modified at any time. The new information is
used when automountd next uses the map entry to do a mount.

New entries added to a master map or direct map will not be useful until the automount
command is run to install them as new autofs mount points. New entries added to an indirect
map may be used immediately.

As of the Solaris 2.6 release, a listing (see 1s(1)) of the autofs directory associated with an
indirect map shows all potential mountable entries. The attributes associated with the
potential mountable entries are temporary. The real file system attributes will only be shown
once the file system has been mounted.

Default mount options can be assigned to an entire map when specified as an optional third
field in the master map. These options apply only to map entries that have no mount options.
Note that map entities with options override the default options, as at this time, the options do
not concatenate. The concatenation feature is planned for a future release.

When operating on a map that invokes an NFS mount, the default number of retries for the
automounter is 0, that is, a single mount attempt, with no retries. Note that this is significantly
different from the default (10000) for the mount_nfs(1M) utility.

The Network Information Service (NIS) was formerly known as Sun Yellow Pages (YP). The
functionality of the two remains the same.

The automount service is managed by the service management facility, smf(5), under the
service identifier:

svc:/system/filesystem/autofs:default

Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M). The service's status can be queried using the svcs(1)
command.
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automountd - autofs mount/unmount daemon
automountd [-Tvn] [-D name=value]
automountd is an RPC server that answers file system mount and unmount requests from the

autofs file system. It uses local files or name service maps to locate file systems to be mounted.
These maps are described with the automount(1M) command.

If automount finds any non-trivial entries in either the local or distributed automount maps
and if the daemon is not running already, the automountd daemon is automatically invoked by
automount(1M). automountd enables the svc:/network/nfs/nlockmgr service (Lockd(1M)),
and the svc:/network/nfs/status service (statd(1M)), if NFS mounts need to be done.

At startup, the automountd daemon is invoked as is invoked as the
system/filesystem/autofs:default service. See NOTES.

The following options are supported:

-D name=value  Assign value to the indicated automount map substitution variable. These
assignments cannot be used to substitute variables in the master map
auto master.

-n Turn off browsing for all autofs mount points. This option overrides the
-browse autofs map option on the local host.

-T Trace. Expand each RPC call and display it on the standard output.

-V Verbose. Log status messages to the console.

See largefile(5) for the description of the behavior of automountd when encountering files
greater than or equal to 2 Gbyte (2°" bytes).

/etc/auto_master Master map for automounter.

/etc/default/autofs  Supplies default values for parameters for automount and
automountd. See autofs(4).

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

svcs(1), automount(1M), svcadm(1M), autofs(4), attributes(5), largefile(5), smf(5)

The automountd service is managed by the service management facility, smf(5), under the
service identifier:

svc:/system/filesystem/autofs
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Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M). The service's status can be queried using sves(1). If it is
disabled, it is enabled by automount(1M) unless the application/auto_enable property is
setto false.
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autopush - configures lists of automatically pushed STREAMS modules
autopush -f filename

autopush -g -M major -m minor

autopush -r -M major -m minor

The autopush command configures the list of modules to be automatically pushed onto the
stream when a device is opened. It can also be used to remove a previous setting or get
information on a setting.

The following options are supported:

-f filename Sets up the autopush configuration for each driver according to the
information stored in filename. An autopush file consists of lines of four
or more fields, separated by spaces as shown below:

major minor last-minor modulel module2 . .. module8

The first field is a string that specifies the major device name, as listed in
the /kernel/drv directory. The next two fields are integers that specify
the minor device number and last-minor device number. The fields
following represent the names of modules. If minor is —1, then all minor
devices of a major driver specified by major are configured, and the value
for last-minor is ignored. If last-minor is @, then only a single minor
device is configured. To configure a range of minor devices for a
particular major, minor must be less than last-minor.

The remaining fields list the names of modules to be automatically
pushed onto the stream when opened, along with the position of an
optional anchor. The maximum number of modules that can be pushed
is eight. The modules are pushed in the order they are specified. The
optional special character sequence [anchor] indicates thata STREAMS
anchor should be placed on the stream at the module previously specified
in the list; it is an error to specify more than one anchor or to have an
anchor first in the list.

A nonzero exit status indicates that one or more of the lines in the
specified file failed to complete successfully.

-g Gets the current configuration setting of a particular major and minor
device number specified with the -Mand -m options respectively and
displays the autopush modules associated with it. It will also return the
starting minor device number if the request corresponds to a setting of a
range (as described with the - f option).

-m minor Specifies the minor device number.

-Mmajor Specifies the major device number.
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Exit Status

Examples

Files

Attributes

See Also

-r Removes the previous configuration setting of the particular major and
minor device number specified with the -Mand -m options respectively. If
the values of major and minor correspond to a previously established
setting of a range of minor devices, where minor matches the first minor
device number in the range, the configuration would be removed for the
entire range.

The following exit values are returned:
0 Successful completion.
non-zero An error occurred.

EXAMPLE 1 Using the autopush command.

The following example gets the current configuration settings for the major and minor device
numbers as indicated and displays the autopush modules associated with them for the
character-special device /dev/term/a:

example# autopush -g -M 29 -m 0

Major Minor Lastminor Modules
29 0 1 ldterm ttcompat
/etc/iu.ap
See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SUNWcsu

bdconfig(1M), ttymon(1M), attributes(5), ldterm(7M), sad(7D), streamio(71),
ttcompat(7M)

STREAMS Programming Guide
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Name bart - basic audit reporting tool

Synopsis /usr/bin/bart create [ -n] [-R root_directory]
[-r rules_file | -1

Description

/usr/bin/bart create [-n] [-R root_directory] -1
[file_name] . ..

/usr/bin/bart compare [-i attribute ] [-p]
[-r rules_file | -1 control-manifest test-manifest

bart(1M) is a tool that performs a file-level check of the software contents of a system.

You can also specify the files to track and the types of discrepancies to flag by means of a rules
file, bart_rules. Seebart rules(4).

The bart utility performs two basic functions:

bart create

bart compare

The manifest generator tool takes a file-level snapshot of a system. The
output is a catalog of file attributes referred to as a manifest. See
bart manifest(4).

You can specify that the list of files be cataloged in three ways. Use bart
create with no options, specify the files by name on the command line, or
create a rules file with directives that specify which the files to monitor. See
bart_rules(4).

By default, the manifest generator catalogs all attributes of all files in the
root (/) file system. File systems mounted on the root file system are
cataloged only if they are of the same type as the root file system.

For example, /, /usr, and /opt are separate UFS file systems. /usr and
/opt are mounted on /. Therefore, all three file systems are cataloged.
However, /tmp, also mounted on /, is not cataloged because it is a TMPFES
file system. Mounted CD-ROMs are not cataloged since they are HSFS file
systems.

The report tool compares two manifests. The output is a list of per-file
attribute discrepancies. These discrepancies are the differences between
two manifests: a control manifest and a test manifest.

A discrepancy is a change to any attribute for a given file cataloged by both
manifests. A new file or a deleted file in a manifest is reported as a
discrepancy.

The reporting mechanism provides two types of output: verbose and
programmatic. Verbose output is localized and presented on multiple
lines, while programmatic output is more easily parsable by other
programs. See OUTPUT.
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Options

Operands

By default, the report tool generates verbose output where all discrepancies
are reported except for modified directory timestamps (dirmtime
attribute).

To ensure consistent and accurate comparison results, control-manifest
and test-manifest must be built with the same rules file.

Use the rules file to ignore specified files or subtrees when you generate a manifest or compare
two manifests. Users can compare manifests from different perspectives by re-running the
bart compare command with different rules files.

The following options are supported:

-iattribute ... Specify the file attributes to be ignored globally. Specify attributes as a
comma separated list.

This option produces the same behavior as supplying the file attributes to
a global IGNORE keyword in the rules file. See bart_rules(4).

-1 [file_name...] Specify the input list of files. The file list can be specified at the command
line or read from standard input.

-n Prevent computation of content signatures for all regular files in the file
list.
-p Display manifest comparison output in “programmatic mode," which is

suitable for programmatic parsing. The output is not localized.

-rrules_file Use rules_file to specify which files and directories to catalog, and to
define which file attribute discrepancies to flag. If rules_fileis -, then the
rules are read from standard input. See bart_rules(4) for the definition
of the syntax.

-Rroot_directory  Specify the root directory for the manifest. All paths specified by the
rules, and all paths reported in the manifest, are relative to root_directory.

Note - The root file system of any non-global zones must not be
referenced with the -R option. Doing so might damage the global zone's
file system, might compromise the security of the global zone, and might
damage the non-global zone's file system. See zones(5).

bart allows quoting of operands. This is particularly important for white-space appearing in
subtree and subtree modifier specifications.

The following operands are supported:
control-manifest  Specify the manifest created by bart create on the control system.

test-manifest Specify the manifest created by bart create on the test system.
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Output The bart create and bart compare commands write output to standard output, and write
error messages to standard error.

The bart create command generates a system manifest. See bart_manifest(4).

When the bart compare command compares two system manifests, it generates a list of file
differences. By default, the comparison output is localized. However, if the - p option is
specified, the output is generated in a form that is suitable for programmatic manipulation.

DefaultFormat  filename

attribute control:xxxx test:yyyy

filename ~ Name of the file that differs between control-manifest and test-manifest. For file
names that contain embedded whitespace or newline characters, see
bart manifest(4).

attribute The name of the file attribute that differs between the manifests that are
compared. xxxx is the attribute value from control-manifest, and yyyy is the
attribute value from test-manifest. When discrepancies for multiple attributes
occur for the same file, each difference is noted on a separate line.

The following attributes are supported:

acl

all

contents

dest

devnode

dirmtime

gid
Inmtime
mode

mtime

size

type

ACL attributes for the file. For a file with ACL attributes, this field
contains the output from acltotext().

All attributes.

Checksum value of the file. This attribute is only specified for
regular files. If you turn off context checking or if checksums
cannot be computed, the value of this field is -.

Destination of a symbolic link.

Value of the device node. This attribute is for character device files
and block device files only.

Modification time in seconds since 00:00:00 UTC, January 1, 1970
for directories.

Numerical group ID of the owner of this entry.
Creation time for links.
Octal number that represents the permissions of the file.

Modification time in seconds since 00:00:00 UTC, January 1, 1970
for files.

File size in bytes.

Type of file.
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Programmatic Format

Exit Status

Manifest Generator

Report Tool

Examples

uid Numerical user ID of the owner of this entry.

The following default output shows the attribute differences for the /etc/passwd file. The
output indicates that the size, mtime, and contents attributes have changed.

/etc/passwd:

size control:74 test:81

mtime control:3c165879 test:3c165979

contents control:daca28ae@de97afd7a6b91fde8d57afa
test:84b2b32c4165887355317207b48abec7

filename attribute control-val test-val [attribute control-val test-val]l*
filename Same as filename in the default format.

attribute control-val test-val A description of the file attributes that differ between the
control and test manifests for each file. Each entry includes
the attribute value from each manifest. See bart_manifest(4)
for the definition of the attributes.

Each line of the programmatic output describes all attribute differences for a single file.

The following programmatic output shows the attribute differences for the /etc/passwd file.
The output indicates that the size, mtime, and contents attributes have changed.

/etc/passwd size 74 81 mtime 3c165879 3¢165979
contents daca28ae@de97afd7a6b91fde8d57afa 84b2b32c4165887355317207b48abec7

The manifest generator returns the following exit values:

0 Success
1 Non-fatal error when processing files; for example, permission problems
>1  Fatal error; for example, invalid command-line options

The report tool returns the following exit values:
0 No discrepancies reported
1 Discrepancies found

>1  Fatal error executing comparison

EXAMPLE 1 Creating a Default Manifest Without Computing Checksums

The following command line creates a default manifest, which consists of all files in the / file
system. The -n option prevents computation of checksums, which causes the manifest to be
generated more quickly.
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EXAMPLE1 Creating a Default Manifest Without Computing Checksums (Continued)
bart create -n

EXAMPLE2  Creating a Manifest for a Specified Subtree

The following command line creates a manifest that contains all files in the /home/nickiso
subtree.

bart create -R /home/nickiso

EXAMPLE3  Creating a Manifest by Using Standard Input

The following command line uses output from the find(1) command to generate the list of
files to be cataloged. The find output is used as input to the bart create command that
specifies the - I option.

find /home/nickiso -print | bart create -I

EXAMPLE4 Creating a Manifest by Using a Rules File
The following command line uses a rules file, rules, to specify the files to be cataloged.

bart create -r rules

EXAMPLE5 Comparing Two Manifests and Generating Programmatic Output

The following command line compares two manifests and produces output suitable for
parsing by a program.

bart compare -p manifestl manifest2

EXAMPLE6 Comparing Two Manifests and Specifying Attributes to Ignore

The following command line compares two manifests. The dirmtime, Inmtime, and mtime
attributes are not compared.

bart compare -i dirmtime, lnmtime,mtime manifestl manifest2

EXAMPLE7 Comparing Two Manifests by Using a Rules File
The following command line uses a rules file, rules, to compare two manifests.

bart compare -r rules manifestl manifest2

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWhbart

man pages section 1M: System Administration Commands - Last Revised 26 Oct 2005


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5

bart(1M)

ATTRIBUTETYPE

ATTRIBUTE VALUE

Interface Stability

Evolving

SeeAlso cksum(1),digest(1), find(1), bart manifest(4),bart _rules(4),attributes(5)

Notes The file attributes of certain system libraries can be temporarily altered by the system as it
boots. To avoid triggering false warnings, you should compare manifests only if they were
both created with the system in the same state; that is, if both were created in single-user or

both in multi-user.
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Name bdconfig - configures the bd (buttons and dials) stream

Synopsis bdconfig [startupl [off] [on] [ferm] [status] [verbose]

Description The bdconfig utility is responsible for configuring the autopush facility and defining to the
system what serial device to use for the bd stream.

Options Ifno options are given, then an interactive mode is assumed. In this mode the current status is
presented along with this usage line, and a series of interactive questions asked to determine
the user's desires.

Root privilege is required to change the configuration. The status option does not require root
privilege. bdconfig can be installed as a setuid root program.

The non-interactive options below can be given in any order.

term Specify to the system the serial device for bd use. This option implies the
on option unless the of f option is present.

iff Reconfigure the configured term for tty use.

on Reconfigure the configured term for bd use. If term has not been

previously specified, interactive questions are asked to determine the
user's desires.

startup Configure as was last configured before the system went down. This
option is used by the startup script, and precludes the use of the on, off,
and term options. This option implies non-interactive mode.

status Emit the current configuration in terms of the words used as options:
off,on, /dev/term/a, /dev/term/b, and so forth. This option implies
non interactive mode.

verbose bdconfig describes what it finds and what it is doing.
Exit Status The bdconfig utility returns @ on success, 1 on general error, and 2 on argument error.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNW(dialh

SeeAlso autopush(1M), attributes(5),x buttontest(6),x dialtest(6), bd(7M), sad(7D),
streamio(71)

Notes Allbdconfig does is configure the AUTOPUSH facility. bdconfig does not actually
manipulate the serial port or stream in any way. Only the first open of a dismantled stream will
see the effects of a previously run bdconfig.

136 man pages section 1M: System Administration Commands - Last Revised 18 May 1993


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1x-buttontest-6
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1x-dialtest-6
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1bd-7m
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1sad-7d
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1streamio-7i

bdconfig(1M)

Bugs

The bdconfig utility is silent except for error messages unless:

a) invoked with no args: status / usage line emitted
b) interactive modes are invoked as described above
<) the verbose option is used

The interface does not support more than one dialbox and one buttonbox, both of which must
be on the same serial device.

There should be a library routine to read, parse, and validate records in the iu. ap file, so that
bdconfig could return to the appropriate record in iu. ap as the default configuration.
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Name

Synopsis
SPARC

x86

Description

SPARC Bootstrap
Procedure

138

boot - start the system kernel or a standalone program

boot [OBP names] [file] [-aLV] [-F object] [-D default-file]
[-Z dataset] [boot-flags] [—1 I[client-program-args]

kernel$ /platform/i86pc/kernel/$ISADIR/unix [boot-args]
[-B prop=val [,val...]]

Bootstrapping is the process of loading and executing a standalone program. For the purpose
of this discussion, bootstrapping means the process of loading and executing the bootable
operating system. Typically, the standalone program is the operating system kernel (see
kernel(1M)), but any standalone program can be booted instead. On a SPARC-based system,
the diagnostic monitor for a machine is a good example of a standalone program other than
the operating system that can be booted.

If the standalone is identified as a dynamically-linked executable, boot will load the
interpreter (linker/loader) as indicated by the executable format and then transfer control to
the interpreter. If the standalone is statically-linked, it will jump directly to the standalone.

Once the kernel is loaded, it starts the UNIX system, mounts the necessary file systems (see
vfstab(4)),and runs /sbin/init to bring the system to the “initdefault” state specified in
/etc/inittab. See inittab(4).

On SPARC based systems, the bootstrap procedure on most machines consists of the
following basic phases.

After the machine is turned on, the system firmware (in PROM) executes power-on self-test
(POST). The form and scope of these tests depends on the version of the firmware in your
system.

After the tests have been completed successfully, the firmware attempts to autoboot if the
appropriate flag has been set in the non-volatile storage area used by the firmware. The name
of the file to load, and the device to load it from can also be manipulated.

These flags and names can be set using the eeprom(1M) command from the shell, or by using
PROM commands from the ok prompt after the system has been halted.

The second level program is either a fileystem-specific boot block (when booting from a disk),
or inetboot or wanboot (when booting across the network).

Network Booting

Network booting occurs in two steps: the client first obtains an IP address and any other
parameters necessary to permit it to load the second-stage booter. The second-stage booter in
turn loads the boot archive from the boot device.
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An IP address can be obtained in one of three ways: RARP, DHCP, or manual configuration,
depending on the functions available in and configuration of the PROM. Machines of the
sun4u and sun4v kernel architectures have DHCP-capable PROMs.

The boot command syntax for specifying the two methods of network booting are:

boot net:rarp
boot net:dhcp

The command:

boot net

withouta rarp or dhcp specifier, invokes the default method for network booting over the
network interface for which net is an alias.

The sequence of events for network booting using RARP/bootparams is described in the
following paragraphs. The sequence for DHCP follows the RARP/bootparams description.

When booting over the network using RARP/bootparams, the PROM begins by broadcasting
areverse ARP request until it receives a reply. When a reply is received, the PROM then
broadcasts a TFTP request to fetch the first block of inetboot. Subsequent requests will be
sent to the server that initially answered the first block request. After loading, inetboot will
also use reverse ARP to fetch its IP address, then broadcast bootparams RPC calls (see
bootparams(4)) to locate configuration information and its root file system. inetboot then
loads the boot archive by means of NFS and transfers control to that archive.

When booting over the network using DHCP, the PROM broadcasts the hardware address
and kernel architecture and requests an IP address, boot parameters, and network
configuration information. After a DHCP server responds and is selected (from among
potentially multiple servers), that server sends to the client an IP address and all other
information needed to boot the client. After receipt of this information, the client PROM
examines the name of the file to be loaded, and will behave in one of two ways, depending on
whether the file's name appears to be an HTTP URL. If it does not, the PROM downloads
inetboot, loads that file into memory, and executes it. inetboot loads the boot archive, which
takes over the machine and releases inetboot. Startup scripts then initiate the DHCP agent
(see dhcpagent(1M)), which implements further DHCP activities.

If the file to be loaded is an HTTP URL, the PROM will use HTTP to load the referenced file. If
the client has been configured with an HMAC SHA-1 key, it will check the integrity of the
loaded file before proceeding to execute it. The file is expected to be the wanboot binary. The
WAN boot process can be configured to use either DHCP or NVRAM properties to discover
the install server and router and the proxies needed to connect to it. When wanboot begins
executing, it determines whether sufficient information is available to it to allow it to proceed.
If any necessary information is missing, it will either exit with an appropriate error or bring up
a command interpreter and prompt for further configuration information. Once wanboot has
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obtained the necessary information, it loads the boot loader into memory by means of HTTP.
If an encryption key has been installed on the client, wanboot will verify the boot loader's
signature and its accompanying hash. Presence of an encryption key but no hashing key is an
error.

The wanboot boot loader can communicate with the client using either HTTP or secure HTTP.
If the former, and if the client has been configured with an HMAC SHA-1 key, the boot loader
will perform an integrity check of the root file system. Once the root file system has been
loaded into memory (and possibly had an integrity check performed), the boot archive is
transferred from the server. If provided with a boot_logger URL by means of the

wanboot. conf(4) file, wanboot will periodically log its progress.

Not all PROMs are capable of consuming URLSs. You can determine whether a client is so
capable using the list-security-keys OBP command (see monitor(1M)).

WAN booting is not currently available on the x86 platform.
The wanboot Command Line

When the client program is wanboot, it accepts client-program-args of the form:

boot ... -0 optl[,opt2[,...1]

where each option may be an action:

dhcp
Require wanboot to obtain configuration parameters by means of DHCP.

prompt
Cause wanboot to enter its command interpreter.

<cmd>
One of the interpreter commands listed below.

...or an assignment, using the interpreter's parameter names listed below.
Thewanboot Command Interpreter

The wanboot command interpreter is invoked by supplying a client-program-args of
“-o0 prompt” when booting. Input consists of single commands or assignments, or a
comma-separated list of commands or assignments. The configuration parameters are:

host-ip
IP address of the client (in dotted-decimal notation)

router-ip
IP address of the default router (in dotted-decimal notation)

subnet-mask
subnet mask (in dotted-decimal notation)
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client-id
DHCP client identifier (a quoted ASCII string or hex ASCII)

hostname
hostname to request in DHCP transactions (ASCII)

http-proxy
HTTP proxy server specification (IPADDR[:PORT])
The key names are:

3des
the triple DES encryption key (48 hex ASCII characters)

aes
the AES encryption key (32 hex ASCII characters)

shal
the HMAC SHA-1 signature key (40 hex ASCII characters)

Finally, the URL or the WAN boot CGI is referred to by means of:

bootserver
URL of WAN boot's CGI (the equivalent of OBP's file parameter)

The interpreter accepts the following commands:

help
Print a brief description of the available commands

var=val
Assign val to var, where var is one of the configuration parameter names, the key names, or
bootserver.

var=
Unset parameter var.

list
List all parameters and their values (key values retrieved by means of OBP are never
shown).

prompt
Prompt for values for unset parameters. The name of each parameter and its current value
(if any) is printed, and the user can accept this value (press Return) or enter a new value.

go
Once the user is satisfied that all values have been entered, leave the interpreter and
continue booting.

exit
Quit the boot interpreter and return to OBP's ok prompt.
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Booting from Disk

Booting from ZFS

Boot Archive Phase

142

Any of these assignments or commands can be passed on the command line as part of the -0
options, subject to the OBP limit of 128 bytes for boot arguments. For example, -0 list, go
would simply list current (default) values of the parameters and then continue booting.

When booting from disk, the OpenBoot PROM firmware reads the boot blocks from blocks 1
to 15 of the partition specified as the boot device. This standalone booter usually contains a file
system-specific reader capable of reading the boot archive.

If the pathname to the standalone is relative (does not begin with a slash), the second level
boot will look for the standalone in a platform-dependent search path. This path is guaranteed
to contain /platform/platform-name. Many SPARC platforms next search the
platform-specific path entry /plat form/hardware-class-name. See filesystem(5). If the
pathname is absolute, boot will use the specified path. The boot program then loads the
standalone at the appropriate address, and then transfers control.

Once the boot archive has been transferred from the boot device, Solaris can initialize and take
over control of the machine. This process is further described in the “Boot Archive Phase,”
below, and is identical on all platforms.

If the filename is not given on the command line or otherwise specified, for example, by the
boot-file NVRAM variable, boot chooses an appropriate default file to load based on what
software is installed on the system and the capabilities of the hardware and firmware.

The path to the kernel must not contain any whitespace.

Booting from ZFS differs from booting from UFS in that, with ZFS, a device specifier identifies
a storage pool, not a single root file system. A storage pool can contain multiple bootable
datasets (that is, root file systems). Therefore, when booting from ZFS, it is not sufficient to
specify a boot device. One must also identify a root file system within the pool that was
identified by the boot device. By default, the dataset selected for booting is the one identified
by the pool's boot fs property. This default selection can be overridden by specifying an
alternate bootable dataset with the - Z option.

The boot archive contains a file system image that is mounted using an in-memory disk. The
image is self-describing, specifically containing a file system reader in the boot block. This file
system reader mounts and opens the RAM disk image, then reads and executes the kernel
contained within it. By default, this kernel is in:

/platform/‘uname -i‘/kernel/unix

If booting from ZFS, the pathnames of both the archive and the kernel file are resolved in the
root file system (that is, dataset) selected for booting as described in the previous section.

The initialization of the kernel continues by loading necessary drivers and modules from the
in-memory filesystem until I/O can be turned on and the root filesystem mounted. Once the
root filesystem is mounted, the in-memory filesystem is no longer needed and is discarded.
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OpenBoot PROM boot
Command Behavior

The OpenBoot boot command takes arguments of the following form:
ok boot [device-specifier] [arguments]
The default boot command has no arguments:

ok boot

If no device-specifier is given on the boot command line, OpenBoot typically uses the
boot-device or diag-device NVRAM variable. If no optional arguments are given on the command
line, OpenBoot typically uses the boot-file or diag-file NVRAM variable as default boot
arguments. (If the system is in diagnostics mode, diag-device and diag-file are used instead of
boot-device and boot-file).

arguments may include more than one string. All argument strings are passed to the secondary
booter; they are not interpreted by OpenBoot.

If any arguments are specified on the boot command line, then neither the boot-file nor the
diag-file NVRAM variable is used. The contents of the NVRAM variables are not merged with
command line arguments. For example, the command:

ok boot -s

ignores the settings in both boot-file and diag-file; it interprets the string "-s" as arguments.
boot will not use the contents of boot-file or diag-file.

With older PROMs, the command:
ok boot net

took no arguments, using instead the settings in boot-file or diag-file (if set) as the default file
name and arguments to pass to boot. In most cases, it is best to allow the boot command to
choose an appropriate default based upon the system type, system hardware and firmware,
and upon what is installed on the root file system. Changing boot-file or diag-file can generate
unexpected results in certain circumstances.

This behavior is found on most OpenBoot 2.x and 3.x based systems. Note that differences
may occur on some platforms.

The command:
ok boot cdrom

...also normally takes no arguments. Accordingly, if boot-file is set to the 64-bit kernel filename
and you attempt to boot the installation CD or DVD with boot cdrom, boot will fail if the
installation media contains only a 32-bit kernel.

Because the contents of boot-file or diag-file can be ignored depending on the form of the boot
command used, reliance upon boot-file should be discouraged for most production systems.

When executing a WAN boot from a local (CD or DVD) copy of wanboot, one must use:
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ok boot cdrom -F wanboot - install

Modern PROMs have enhanced the network boot support package to support the following
syntax for arguments to be processed by the package:

[protocol,] [key=value,]*

All arguments are optional and can appear in any order. Commas are required unless the
argument is at the end of the list. If specified, an argument takes precedence over any default
values, or, if booting using DHCP, over configuration information provided by a DHCP server
for those parameters.

protocol, above, specifies the address discovery protocol to be used.

Configuration parameters, listed below, are specified as key=value attribute pairs.

tftp-server

IP address of the TFTP server
file

file to download using TFTP or URL for WAN boot
host-ip

IP address of the client (in dotted-decimal notation)

router-ip
IP address of the default router

subnet-mask
subnet mask (in dotted-decimal notation)

client-id
DHCP client identifier

hostname
hostname to use in DHCP transactions

http-proxy
HTTP proxy server specification IPADDR[:PORT])

tftp-retries
maximum number of TFTP retries

dhcp-retries
maximum number of DHCP retries

The list of arguments to be processed by the network boot support package is specified in one
of two ways:

= Asarguments passed to the package's open method, or
= arguments listed in the NVRAM variable network-boot -arguments.
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Arguments specified in network-boot-arguments will be processed only if there are no
arguments passed to the package's open method.

Argument Values

protocol specifies the address discovery protocol to be used. If present, the possible values are
rarp or dhcp.

If other configuration parameters are specified in the new syntax and style specified by this
document, absence of the protocol parameter implies manual configuration.

If no other configuration parameters are specified, or if those arguments are specified in the
positional parameter syntax currently supported, the absence of the protocol parameter causes
the network boot support package to use the platform-specific default address discovery
protocol.

Manual configuration requires that the client be provided its IP address, the name of the boot
file, and the address of the server providing the boot file image. Depending on the network
configuration, it might be required that subnet-mask and router-ip also be specified.

If the protocol argument is not specified, the network boot support package uses the
platform-specific default address discovery protocol.

tftp-serveristhe IP address (in standard IPv4 dotted-decimal notation) of the TFTP server
that provides the file to download if using TFTP.

When using DHCP, the value, if specified, overrides the value of the TFTP server specified in
the DHCP response.

The TFTP RRQ is unicast to the server if one is specified as an argument or in the DHCP
response. Otherwise, the TFTP RRQ is broadcast.

file specifies the file to be loaded by TFTP from the TFTP server, or the URL if using HTTP.
The use of HTTP is triggered if the file name is a URL, that is, the file name starts with http:
(case-insensitive).

When using RARP and TFTP, the default file name is the ASCII hexadecimal representation of
the IP address of the client, as documented in a preceding section of this document.

When using DHCP, this argument, if specified, overrides the name of the boot file specified in
the DHCP response.

When using DHCP and TFTP, the default file name is constructed from the root node's name
property, with commas (,) replaced by periods (.).

When specified on the command line, the filename must not contain slashes (/).

The format of URLs is described in RFC 2396. The HTTP server must be specified as an IP
address (in standard IPv4 dotted-decimal notation). The optional port number is specified in
decimal. If a port is not specified, port 80 (decimal) is implied.
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The URL presented must be “safe-encoded”, that is, the package does not apply escape
encodings to the URL presented. URLs containing commas must be presented as a quoted
string. Quoting URLs is optional otherwise.

host-ip specifies the IP address (in standard IPv4 dotted-decimal notation) of the client, the
system being booted. If using RARP as the address discovery protocol, specifying this
argument makes use of RARP unnecessary.

If DHCP is used, specifying the host - ip argument causes the client to follow the steps
required of a client with an “Externally Configured Network Address”, as specified in RFC
2131.

router-ip is the IP address (in standard IPv4 dotted-decimal notation) of a router on a
directly connected network. The router will be used as the first hop for communications
spanning networks. If this argument is supplied, the router specified here takes precedence
over the preferred router specified in the DHCP response.

subnet-mask (specified in standard IPv4 dotted-decimal notation) is the subnet mask on the
client's network. If the subnet mask is not provided (either by means of this argument or in the
DHCP response), the default mask appropriate to the network class (Class A, B, or C) of the
address assigned to the booting client will be assumed.

client-id specifies the unique identifier for the client. The DHCP client identifier is derived
from this value. Client identifiers can be specified as:

= The ASCII hexadecimal representation of the identifier, or
= aquoted string

Thus, client-id="openboot" and client-id=6f70656e626 674 both representa DHCP
client identifier of 6F70656E626F6F74.

Identifiers specified on the command line must must not include slash (/) or spaces.

The maximum length of the DHCP client identifier is 32 bytes, or 64 characters representing
32 bytes if using the ASCII hexadecimal form. If the latter form is used, the number of
characters in the identifier must be an even number. Valid characters are 0-9, a-f, and A-F.

For correct identification of clients, the client identifier must be unique among the client
identifiers used on the subnet to which the client is attached. System administrators are
responsible for choosing identifiers that meet this requirement.

Specifying a client identifier on a command line takes precedence over any other DHCP
mechanism of specifying identifiers.

hostname (specified as a string) specifies the hostname to be used in DHCP transactions. The
name might or might not be qualified with the local domain name. The maximum length of
the hostname is 255 characters.
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x86 Bootstrap
Procedure

Note - The hostname parameter can be used in service environments that require that the
client provide the desired hostname to the DHCP server. Clients provide the desired
hostname to the DHCP server, which can then register the hostname and IP address assigned
to the client with DNS.

http-proxy is specified in the following standard notation for a host:

host [":"" port]

...where host is specified as an IP ddress (in standard IPv4 dotted-decimal notation) and the
optional port is specified in decimal. If a port is not specified, port 8080 (decimal) is implied.

tftp-retries is the maximum number of retries (specified in decimal) attempted before the
TFTP process is determined to have failed. Defaults to using infinite retries.

dhcp-retries is the maximum number of retries (specified in decimal) attempted before the
DHCP process is determined to have failed. Defaults to of using infinite retries.

On x86 based systems, the bootstrapping process consists of two conceptually distinct phases,
kernel loading and kernel initialization. Kernel loading is implemented in GRUB (GRand
Unified Bootloader) using the BIOS ROM on the system board, and BIOS extensions in ROMs
on peripheral boards. The BIOS loads GRUB, starting with the first physical sector from a
hard disk, DVD, or CD. If supported by the ROM on the network adapter, the BIOS can also
download the pxegrub binary from a network boot server. Once GRUB is located, it executes a
command in a menu to load the unix kernel and a pre-constructed boot archive containing
kernel modules and data.

If the device identified by GRUB as the boot device contains a ZFS storage pool, the menu. lst
file used to create the GRUB menu will be found in the dataset at the root of the pool's dataset
hierarchy. This is the dataset with the same name as the pool itself. There is always exactly one
such dataset in a pool, and so this dataset is well-suited for pool-wide data such as the

menu. st file. After the system is booted, this dataset is mounted at /poolname in the root file
system.

There can be multiple bootable datasets (that is, root file systems) within a pool. By default, the
file system in which file name entries in amenu. st file are resolved is the one identified by the
pool's bootfs property (see zpool(1M)). However, a menu. lst entry can contain a bootfs
command, which specifies an alternate dataset in the pool. In this way, the menu. st file can
contain entries for multiple root file systems within the pool.

Kernel initialization starts when GRUB finishes loading the boot archive and hands control
over to the unix binary. At this point, GRUB becomes inactive and no more I/O occurs with
the boot device. The Unix operating system initializes, links in the necessary modules from the
boot archive and mounts the root file system on the real root device. At this point, the kernel
regains storage I/O, mounts additional file systems (see vfstab(4)), and starts various
operating system services (see smf(5)).
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Enabling Automatic
Rebooting (x86)

Failsafe Mode

The Solaris operating system supports an smf(5) property that enables a system to
automatically reboot from the current boot device, to recover from conditions such as an
out-of-date boot archive.

The service svc:/system/boot-config:default contains the boolean property
auto-reboot-safe, which is set to false by default. Setting it to t rue communicates that
both the system's BIOS and default GRUB menu entry are set to boot from the current boot
device. The value of this property can be changed using svccfg(1M) and svcadm(1M). For
example, to set auto- reboot - safe to enable automatic rebooting, enter a command such as:

example# svccfg -s svc:/system/boot-config:default \
setprop config/auto-reboot-safe = true

Most systems are configured for automatic reboot from the current boot device. However, in
some instances, automatic rebooting to an unknown operating system might produce
undesirable results. For these instances, the auto- reboot-safe property allows you to specify
the behavior you want.

A requirement of booting from a root filesystem image built into a boot archive then
remounting root onto the actual root device is that the contents of the boot archive and the
root filesystem must be consistent. Otherwise, the proper operation and integrity of the
machine cannot be guaranteed.

The term “consistent” means that all files and modules in the root filesystem are also present
in the boot archive and have identical contents. Since the boot strategy requires first reading
and mounting the boot archive as the first-stage root image, all unloadable kernel modules
and initialization derived from the contents of the boot archive are required to match the real
root filesystem. Without such consistency, it is possible that the system could be running with
a kernel module or parameter setting applied to the root device before reboot, but not yet
updated in the root archive. This inconsistency could result in system instability or data loss.

Once the root filesystem is mounted, and before relinquishing the in-memory filesystem,
Solaris performs a consistency verification against the two file systems. If an inconsistency is
detected, Solaris suspends the normal boot sequence and falls back to failsafe mode.
Correcting this state requires the administrator take one of two steps. The recommended
procedure is to reboot to the failsafe archive and rebuild the boot archive. This ensures thata
known kernel is booted and functioning for the archive rebuild process. Alternatively, the
administrator can elect to clear the inconsistent boot archive service state and continue system
bring-up if the inconsistency is such that correct system operation will not be impaired. See
svcadm(1M).

If the boot archive service is cleared and system bring-up is continued (the second alternative
above), the system may be running with unloadable kernel drivers or other modules that are
out-of-date with respect to the root filesystem. As such, correct system operation may be
compromised.
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To ensure that the boot archive is consistent, the normal system shutdown process, as initiated
by reboot(1M) and shutdown(1M), checks for and applies updates to the boot archive at the
conclusion of the umountall(1M) milestone.

An update to any kernel file, driver, module or driver configuration file that needs to be
included in the boot archive after the umountall service is complete will result in a failed boot
archive consistency check during the next boot. To avoid this, it is recommended to always
shut down a machine cleanly.

If an update is required to the kernel after completion of the umountall service, the
administrator may elect to rebuild the archive by invoking:

# bootadm update-archive

The failsafe archive can be used to boot the machine at any time for maintenance or
troubleshooting. The failsafe boot archive is installed on the machine, sourced from the
miniroot archive. Booting the failsafe archive causes the machine to boot using the
in-memory filesystem as the root device.

SPARC
The SPARC failsafe archive is:

/platform/‘uname -i‘/failsafe

...and can be booted as follows:

ok boot [device-specifier] -F failsafe

If a user wishes to boot a failsafe archive from a particular ZFS bootable dataset, this can be
done as follows:

ok boot [device-specifier] -Z dataset -F failsafe
x86
The x86 failsafe archive is:

/boot/x86.miniroot-safe

...and can be booted by selecting the Solaris failsafe item from the GRUB menu.

The following SPARC options are supported:

-a
The boot program interprets this flag to mean ask me, and so it prompts for the name of the
standalone. The ’ -a’ flagis then passed to the standalone program.
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-D default-file
Explicitly specify the default-file. On some systems, boot chooses a dynamic default file,
used when none is otherwise specified. This option allows the default-file to be explicitly set
and can be useful when booting kmdb(1) since, by default, kmdb loads the default-file as
exported by the boot program.

-F object
Boot using the named object. The object must be either an ELF executable or bootable
object containing a boot block. The primary use is to boot the failsafe or wanboot boot
archive.

List the bootable datasets within a ZFS pool. You can select one of the bootable datasets in
the list, after which detailed instructions for booting that dataset are displayed. Boot the
selected dataset by following the instructions. This option is supported only when the boot
device contains a ZFS storage pool.

-V
Display verbose debugging information.

boot-flags
The boot program passes all boot-flags to file. They are not interpreted by boot. See the
kernel(1M) and kmdb(1) manual pages for information about the options available with
the default standalone program.

client-program-args
The boot program passes all client-program-args to file. They are not interpreted by boot.

file

Name of a standalone program to boot. If a filename is not explicitly specified, either on the
boot command line or in the boot-file NVRAM variable, boot chooses an appropriate
default filename.

OBP names
Specify the open boot prom designations. For example, on Desktop SPARC based systems,
the designation /sbus/esp@0, 800000/sd@3, 0: a indicates a SCSI disk (sd) at target 3, lun0
on the SCSI bus, with the esp host adapter plugged into slot 0.

-Z dataset
Boot from the root file system in the specified ZFS dataset.

x86 The following x86 options are supported:

-B prop=val...
One or more property-value pairs to be passed to the kernel. Multiple property-value pairs
must be separated by a comma. Use of this option is the equivalent of the command:
eeprom prop=val. See eeprom(1M) for available properties and valid values.

If the root file system corresponding to this menu entry is a ZFS dataset, the menu entry
needs the following option added:
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x86 Boot Sequence
Details

x86 Primary Boot

-B $ZFS-BOOTFS

boot-args
The boot program passes all boot-args to file. They are not interpreted by boot. See
kernel(1M) and kmdb(1) for information about the options available with the kernel.

/platform/i86pc/kernel/$ISADIR/unix
Name of the kernel to boot. When using the kernel$ token, $ISADIR expands to and64 on
64-bit machines, and a null string on other machines. As a result of this dereferencing, this
path expands to the proper kernel for the machine.

After a PC-compatible machine is turned on, the system firmware in the BIOS ROM executes
apower-on self test (POST), runs BIOS extensions in peripheral board ROMs, and invokes
software interrupt INT 19h, Bootstrap. The INT 19h handler typically performs the standard
PC-compatible boot, which consists of trying to read the first physical sector from the first
diskette drive, or, if that fails, from the first hard disk. The processor then jumps to the first
byte of the sector image in memory.

The first sector on a floppy disk contains the master boot block (GRUB stagel). The stage 1 is
responsible for loading GRUB stage2. Now GRUB is fully functional. It reads and executes
the menu file /boot/grub/menu.lst. A similar sequence occurs for DVD or CD boot, but the
master boot block location and contents are dictated by the El Torito specification. The El
Torito boot also leads to strap. com, which in turn loads boot.bin.

The first sector on a hard disk contains the master boot block, which contains the master boot
program and the FDISK table, named for the PC program that maintains it. The master boot
finds the active partition in the FDISK table, loads its first sector (GRUB stagel), and jumps
to its first byte in memory. This completes the standard PC-compatible hard disk boot
sequence. If GRUB stagel is installed on the master boot block (see the -m option of
installgrub(1M)), then stage2 isloaded directly from the Solaris FDISK partition regardless
of the active partition.

An x86 FDISK partition for the Solaris software begins with a one-cylinder boot slice, which
contains GRUB stagel in the first sector, the standard Solaris disk label and volume table of
contents (VTOC) in the second and third sectors, and GRUB stage?2 in the fiftieth and
subsequent sectors. The area from sector 4 to 49 might contain boot blocks for older versions
of Solaris. This makes it possible for multiple Solaris releases on the same FDISK to coexist.
When the FDISK partition for the Solaris software is the active partition, the master boot
program (mboot) reads the partition boot program in the first sector into memory and jumps
toit. It in turn reads GRUB stage2 program into memory and jumps to it. Once the GRUB
menu is displayed, the user can choose to boot an operating system on a different partition, a
different disk, or possibly from the network.

For network booting, the supported method is Intel's Preboot eXecution Environment (PXE)
standard. When booting from the network using PXE, the system or network adapter BIOS
uses DHCP to locate a network bootstrap program (pxegrub) on a boot server and reads it
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using Trivial File Transfer Protocol (TFTP). The BIOS executes the pxegrub by jumping to its
first byte in memory. The pxegrub program downloads a menu file and presents the entries to
user.

The kernel startup process is independent of the kernel loading process. During kernel
startup, console I/O goes to the device specified by the console property.

When booting from UFS, the root device is specified by the bootpath property, and the root
file system type is specified by the fstype property. These properties should be setup by the
Solaris Install/Upgrade process in /boot/solaris/bootenv. rc and can be overridden with
the -B option, described above (see the eeprom(1M) man page).

When booting from ZFS, the root device is specified by a boot parameter specified by the -B
$ZFS-BOOTFS parameter on either the kernel or module line in the GRUB menu entry. This
value (as with all parameters specified by the -B option) is passed by GRUB to the kernel.

If the console properties are not present, console I/O defaults to screen and keyboard. The
root device defaults to ramdisk and the file system defaults to ufs.

EXAMPLE1 To Boot the Default Kernel In Single-User Interactive Mode

To boot the default kernel in single-user interactive mode, respond to the ok prompt with one
of the following:

boot -as

boot disk3 -as

EXAMPLE2 Network Booting with WAN Boot-Capable PROMs

To illustrate some of the subtle repercussions of various boot command line invocations,
assume that the network-boot-arguments are set and that net is devaliased as shown in the
commands below.

In the following command, device arguments in the device alias are processed by the device
driver. The network boot support package processes arguments in network-boot -arguments.

boot net

The command below results in no device arguments. The network boot support package
processes arguments in network-boot-arguments.

boot net:

The command below results in no device arguments. rarp is the only network boot support
package argument. network-boot-arguments is ignored.

boot net:rarp
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x86 (64—bit Only)

Files

64-bit SPARC Only

x86 Only

EXAMPLE2 Network Booting with WAN Boot-Capable PROMs (Continued)

In the command below, the specified device arguments are honored. The network boot
support package processes arguments in network-boot-arguments.

boot net:speed=100,duplex=full

EXAMPLE3  Usingwanboot with Older PROMs

The command below results in the wanboot binary beingloaded from DVD or CD, at which
time wanboot will perform DHCP and then drop into its command interpreter to allow the
user to enter keys and any other necessary configuration.

boot cdrom -F wanboot -o dhcp,prompt

EXAMPLE4 To Boot the Default Kernel In 32-bit Single-User Interactive Mode

To boot the default kernel in single-user interactive mode, edit the GRUB kernel command
line to read:

kernel /platform/i86pc/kernel/unix -as

EXAMPLE5 To Boot the Default Kernel In 64-bit Single-User Interactive Mode

To boot the default kernel in single-user interactive mode, edit the GRUB kernel command
line to read:

kernel /platform/i86pc/kernel/amd64/unix -as

EXAMPLE6  Switching Between 32-bit and 64-bit Kernels on 64-bit x86 Platform

To be able to boot both 32-bit and 64-bit kernels, add entries for both kernels to
/boot/grub/menu. lst, and use the set-menu subcommand of bootadm(1M) to switch. See
bootadm(1M) for an example of the bootadm set-menu.

/platform/platform-name/ufsboot
Second-level program to boot from a disk, DVD, or CD

/etc/inittab
Table in which the initdefault state is specified

/sbin/init
Program that brings the system to the initdefault state

/platform/platform-name/kernel/sparcv9/unix
Default program to boot system.

/boot
Directory containing boot-related files.

/boot/grub/menu.1lst
Menu of bootable operating systems displayed by GRUB.

System Administration Commands - Part 1 153



boot(1M)

64-bit x86 Only

See Also

Warnings

Notes

154

/platform/i86pc/kernel/unix
32-bit kernel.

/platform/i86pc/kernel/amd64/unix
64-bit kernel.

kmdb(1), uname(1), bootadm(1M), eeprom(1M), init(1M), installboot(1M), kernel(1M),
monitor(1M), shutdown(1M), svcadm(1M), svccfg(1M), umountall(1M), zpool(1M),
uadmin(2), bootparams(4), inittab(4), vfstab(4),wanboot.conf(4), attributes(5),
filesystem(5), smf(5)

RFC 903, A Reverse Address Resolution Protocol, http://www.ietf.org/rfc/rfc903. txt
RFC 2131, Dynamic Host Configuration Protocol, http://www.ietf.org/rfc/rfc2131. txt

RFC 2132, DHCP Options and BOOTP Vendor Extensions,
http://www.ietf.org/rfc/rfc2132.txt

RFC 2396, Uniform Resource Identifiers (URI): Generic Syntax,
http://www.ietf.org/rfc/rfc2396.txt

System Administration Guide: Basic Administration
Sun Hardware Platform Guide
OpenBoot Command Reference Manual

The boot utility is unable to determine which files can be used as bootable programs. If the
booting of a file that is not bootable is requested, the boot utility loads it and branches to it.
What happens after that is unpredictable.

platform-name can be found using the - i option of uname(1). hardware-class-name can be
found using the -m option of uname(1).

The current release of the Solaris operating system does not support machines running an
UltraSPARC-I CPU.
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Name

Synopsis

Description

Subcommands

Options

bootadm - manage bootability of GRUB-enabled operating system
/sbin/bootadm update-archive [-vn] [-R altroot [-p platform]]
/sbin/bootadm list-archive [-vn] [-R altroot [-p platform]]

x86 only

/sbin/bootadm set-menu [-R altroot [-p platform]] key=value

/sbin/bootadm list-menu [-R altroot [-p platform]]

The bootadm command manages the boot archive and, with x86 boot environments, the
GRUB (GRand Unified Bootloader) menu. The update—archive option provides a way for
user to update the boot archive as a preventative measure or as part of a recovery procedure.
The set-menu subcommand allows you to switch the auto-boot timeout and default boot
entry in the GRUB menu.

The list-menu subcommand displays the location of the GRUB menu and the current GRUB
menu entries. While the typical location of the GRUB menu is /boot/grub/menu. lst,
depending on the install method used the active GRUB menu might be located somewhere
else. Use the 1ist-menu subcommand to locate the active GRUB menu. For example, ifa
system was installed using Live Upgrade, the GRUB menu might not be located in the current
boot environment. See the EXAMPLES section for typical output from the list-menu option.

Note that OpenBoot PROM (OBP)-based machines, such as SPARC systems, do not use
GRUB and have no boot menu manageable by bootadm.

The bootadm command determines dynamically the options supported by the image to be
managed, so that bootadm invoked on one platform can be used to manage diskless clients of a
different platform type.

The bootadm command has the following subcommands:

update-archive
Updates current boot archive if required. Applies to both SPARC and x86 platforms.

list-archive
Lists the files and directories to be included in the boot archive. Applies to both SPARC and
x86 platforms.

set-menu
Maintain the GRUB menu. The current GRUB menu is boot/grub/menu. lst, relative to
root. Do not depend on this location, because it is subject to change. Applies to x86
platforms only.

list-menu
Lists the location of the active GRUB menu, as well as the current GRUB menu entries.
This includes the autoboot-timeout, the default entry number, and the title of each entry.
Applies to x86 platforms only.

The bootadm command has the following options:
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-v
In an update-archive operation, stale files are displayed on stderr.
-n
In an update-archive operation, archive content is checked but not updated.
-p platform
The platform, or machine hardware class, of the client. The platform type can only be
specified together with -R, and is generally useful only for managing a diskless client where

the client is of a different platform class than the server. Platform must be one of 186pc,
sun4u, or sundv.

-Raltroot
Operation is applied to an alternate root path.

Note - The root file system of any non-global zones must not be referenced with the -R
option. Doing so might damage the global zone's file system, might compromise the
security of the global zone, and might damage the non-global zone's file system. See
zones(5).

key=value
Possible values are:

default=entrynum
The item number (for example, 0, 1, or 2) in the GRUB menu designating the operating
system to boot when the timer expires.

timeout=seconds
The number of seconds before the operating system designated by the default item
number is booted. If the value is -1, auto boot is disabled.

EXAMPLE 1 Updating the Current Boot Archive

The following command updates the current boot archive:

# bootadm update-archive

EXAMPLE2  Updating the Boot Archive on an Alternate Root

The following command updates the boot archive on an alternate root:

# bootadm update-archive -R /a

EXAMPLE3  Listing Installed OS Instances
The following command lists the installed operating system instances in a GRUB menu:

# bootadm list-menu
default=0

timeout=10
(0) Solarislo
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EXAMPLE3  Listing Installed OS Instances (Continued)

(1) Solarisl@ Failsafe
(2) Linux

EXAMPLE4  Switching Default Boot Entry

The following command refers to the menu displayed in the previous example. The user
selects Linux (item 2).

# bootadm set-menu default=2

EXAMPLE5 Listing GRUB Menu Entries and Location of GRUB Menu

The following command lists the GRUB menu entries and the location of the GRUB menu:

# bootadm list-menu

The location for the active GRUB menu is: /stubboot/boot/grub/menu.lst
default 0

timeout 10

0 Solarislo

1 Solarisl@ failsafe

2 Linux

EXAMPLE6 Displaying Location of GRUB Menu

The following command displays the location of the GRUB menu:

# bootadm list-menu

The location for the active GRUB menu is: /dev/dsk/c0t1d0s® (not mounted)
The filesystem type of the menu device is <ufs>

default 2

timeout 10

0 c0t1dos3

1 c0t1ldos3 failsafe

2 Solarislo

3 Solarisl@ failsafe

In this example, the active GRUB menu is located on a device which is not mounted. To access
the GRUB menu, mount the device and access the GRUB menu at
<mountpoint>/boot/grub/menu. lst.

Exit Status The following exit values are returned:
0

The command completed successfully.

The command exited due to an error.
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Attributes

See Also

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability SUNWcsu

Interface Stability Committed

boot(1M), installgrub(1M), attributes(5)

Consult the GRUB home page, under:

http://www.gnu.org/
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Name
Synopsis

Description

Exit Status

Attributes

See Also

bootconfchk - verify the integrity of a network boot configuration file

/usr/sbin/bootconfchk [bootconf-file]

The bootconfchk command checks that the file specified is a valid network boot configuration
file as described in wanboot. conf(4).

Any discrepancies are reported on standard error.
0  Successful completion.
1  Anerroroccurred.

2 Usage error.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE

Availability SUNWwbsup

Interface Stability Evolving

wanboot.conf(4), attributes(5)
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Name

Synopsis

Description

Files

Attributes

bsmconv, bsmunconv - enable or disable Solaris Auditing
/etc/security/bsmconv [rootdir]...

/etc/security/bsmunconv [rootdir]. ..

The bsmconv and bsmunconv scripts are used to enable or disable the BSM features on a Solaris
system. The optional argument rootdir is a list of one or more root directories of diskless
clients that have already been configured. See smdiskless(1M).

To enable or disable BSM on a diskless client, a server, or a stand-alone system, logon as
super-user to the system being converted and use the bsmconv or bsmunconv commands
without any options.

To enable or disable BSM on a diskless client from that client's server, logon to the server as
super-user and use bsmconv, specifying the root directory of each diskless client you wish to
affect. For example, the command:

myhost# bsmconv /export/root/clientl /export/root/client2

enables BSM on the two machines named clientl and client2. While the command:

myhost# bsmconv

enables BSM only on the machine called myhost. It is no longer necessary to enable BSM on
both the server and its diskless clients.

After running bsmconv the system can be configured by editing the files in /etc/security.
Each diskless client has its own copy of configuration files in its root directory. You might
want to edit these files before rebooting each client.

Following the completion of either script, the affected system(s) should be rebooted to allow
the auditing subsystem to come up properly initialized.

The following files are created by bsmconv:

/etc/security/device_maps Administrative file defining the mapping of device
special files to allocatable device names.

/etc/security/device_allocate  Administrative file defining parameters for device
allocation.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWecsr

Interface Stability Obsolete Committed
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SeeAlso auditconfig(1M), auditd(1M), audit startup(1M), audit.log(4), audit control(4),
attributes(5)

See the section on Solaris Auditing in System Administration Guide: Security Services.
Notes bsmconvand bsmunconv are not valid in a non-global zone.

These commands are Obsolete and may be removed and replaced with equivalent
functionality in a future release of Solaris.
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bsmrecord - display Solaris audit record formats
/usr/sbin/bsmrecord [-d] [ [-a] | [-e string] | [-c class] |
[-1id] | [-p programname] | [-s systemcall]l | [-h]]

The bsmrecord utility displays the event ID, audit class and selection mask, and record format
for audit record event types defined in audit_event(4). You can use bsmrecord to generate a
list of all audit record formats, or to select audit record formats based on event class, event
name, generating program name, system call name, or event ID.

There are two output formats. The default format is intended for display in a terminal
window; the optional HTML format is intended for viewing with a web browser.

Tokens contained in square brackets ( [ ] ) are optional and might not be present in every
record.

The following options are supported:

-a
List all audit records.

-c class
List all audit records selected by class. class is one of the two-character class codes from the
file /etc/security/audit class.

-d
Debug mode. Display number of audit records that are defined in audit_event, the
number of classes defined in audit_class, any mismatches between the two files, and
report which defined events do not have format information available to bsmrecord.

-e string
List all audit records for which the event ID label contains the string string. The match is
case insensitive.

-h

Generate the output in HTML format.
-iid

List the audit records having the numeric event ID id.
-p programname

List all audit records generated by the program programname, for example, audit records
generated by a user-space program.

-s systemcall
List all audit records generated by the system call systemcall, for example, audit records
generated by a system call.

The -p and -s options are different names for the same thing and are mutually exclusive. The
-aoption isignoredifanyof -c, -e, -1, -p, or -s are given. Combinations of - ¢, -e, -1, and
either -p or -s are ANDed together.
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Examples EexampLe1 Displaying an Audit Record with a Specified Event ID

The following example shows how to display the contents of a specified audit record.

% bsmrecord -i 6152
terminal login

program /usr/sbin/login
/usr/dt/bin/dtlogin

event ID 6152
class lo

header

subject

[text]

return

see login(1)
See dtlogin
AUE_login

(0x00001000)

error message

EXAMPLE 2  Displaying an Audit Record with an Event ID Label that Contains a Specified String

The following example shows how to display the contents of a audit record with an event ID

label that contains the string login.

# bsmrecord -e login
terminal login

program /usr/sbin/login
/usr/dt/bin/dtlogin
event ID 6152
class lo
header
subject
[text]
return
rlogin
program /usr/sbin/login
event ID 6155
class lo
header
subject
[text]
return
Exit Status 0
Successful operation
non-zero
Error

Files /etc/security/audit class

see login(1)
See dtlogin
AUE_login

(0x00001000)

error message

see login(1)
AUE_rlogin
(0x00001000)

- rlogin

error message

Provides the list of valid classes and the associated audit mask.
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Attributes

See Also

Diagnostics

Notes
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/etc/security/audit event
Provides the numeric event ID, the literal event name, and the name of the associated
system call or program.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE
Availability SUNWecsr
CSI Enabled
Interface Stability Obsolete Uncommitted

auditconfig(1M), praudit(1M), audit.log(4),audit class(4),audit event(4),
attributes(5)

See the section on Solaris Auditing in System Administration Guide: Security Services.

If unable to read either of its input files or to write its output file, bsmrecord shows the name of
the file on which it failed and exits with a non-zero return.

If no options are provided, if an invalid option is provided, or if both - s and -p are provided,
an error message is displayed and bsmrecord displays a usage message then exits with a
non-zero return.

This command is Obsolete and may be removed and replaced with equivalent functionality in
a future release of Solaris.

If /etc/security/audit_event has been modified to add user-defined audit events,
bsmrecord displays the record format as undefined.

The audit records displayed by bsmrecord are the core of the record that can be produced.
Various audit policies and optional tokens, such as those shown below, might also be present.

The following is a list of praudit(1M) token names with their descriptions.

group
Present if the group audit policy is set.

sensitivity label
Present when Trusted Extensions is enabled and represents the label of the subject or object
with which it is associated. The mandatory label token is noted in the basic audit record
where a label is explicitly part of the record.

sequence
Present when the seq audit policy is set.

trailer
Present when the trail audit policy is set.
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zone
The name of the zone generating the record when the zonename audit policy is set. The
zonename token is noted in the basic audit record where a zone name is explicitly part of the
record.
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Synopsis

Description

Options
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busstat — report bus-related performance statistics

busstat -e device-inst | -h | -1

busstat [-a] [-n]
[-w device-inst [,pic@=event,picn=event 1]...
[-r device-inst]... [interval [count]]

busstat provides access to the bus-related performance counters in the system. These
performance counters allow for the measurement of statistics like hardware clock cycles, bus
statistics including DMA and cache coherency transactions on a multiprocessor system. Each
bus device that supports these counters can be programmed to count a number of events from
a specified list. Each device supports one or more Performance Instrumentation Counters
(PIC) that are capable of counting events independently of each other.

Separate events can be selected for each PIC on each instance of these devices. busstat
summarizes the counts over the last interval seconds, repeating forever. If a count is given, the
statistics are repeated count times.

Only root users can program these counters. Non-root users have the option of reading the
counters that have been programmed by a root user.

The default value for the interval argument is 1 second, and the default count is unlimited.

The devices that export these counters are highly platform-dependent and the data may be
difficult to interpret without an in-depth understanding of the operation of the components
that are being measured and of the system they reside in.

The following options are supported:

-a Display absolute counter values. The default is
delta values.

-e device-inst Display the list of events that the specified
device supports for each pic.

Specify device-inst as device (name) followed by
an optional instance number. If an instance
number is specified, the events for that instance
are displayed. If no instance number is
specified, the events for the first instance of the
specified device are displayed.

-h Print a usage message.

-1 List the devices in the system which support
performance counters.

-n Do not display a title in the output. The default
is to display titles.
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- r device-inst

-w device-inst [,picO=event] [,picn=event]
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Read and display all pic values for the specified
device

Specity device-inst as device (name) followed by
instance number, if specifying an instance
number of a device whose counters are to be
read and displayed. If all instances of this device
are to be read, use device (name) without an
instance number. All pic values will be sampled
when using the - r option.

Program (write) the specified devices to count
the specified events. Write access to the
counters is restricted to root users only.
Non-root users can use - r option.

Specify device-inst as device (name) followed by
an optional instance number. If specifying an
instance number of a device to program these
events on. If all instances of this device are to be
programmed the same, then use device without
an instance number. Specify an event to be
counted for a specified pic by providing a
comma separated list of picn=event values.

The -e option displays all valid event names for
each device. Any devices that are programmed
will be sampled every interval seconds and
repeated count times. It is reccommended that
the interval specified is small enough to ensure
that counter wraparound will be detected. The
rate at which counters wraparound varies from
device to device. If a user is programming
events using the -w option and busstat detects
that another user has changed the events that
are being counted, the tool will terminate as the
programmed devices are now being controlled
by another user. Only one user can be
programming a device instance at any one time.
Extra devices can be sampled using the - r
option. Using multiple instances of the -w
option on the same command line, with the
same device-inst specifying a different list of
events for the pics will give the effect of
multiplexing for that device. busstat will
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ExitStatus The following exit values are returned:

0
1
2

Examples

SPARCOnly ~ EXAMPLE 1

In this example, ac@ refers to the Address Controller instance 0. The counters are
programmed to count Memory Bank stalls on an Ultra Enterprise system at 10 second

Successful completion.

An error occurred.

switch between the list of events for that device
every interval seconds. Event can be a string
representing the event name, or even a number
representing the bit pattern to be programmed
into the Performance Control Register (PCR).
This assumes explicit knowledge of the
meaning of the control register bits for a device.
The number can be specified in hexadecimal,
decimal, or octal, using the usual conventions

of strtol(3C).

Another user is writing to the same devices.

Programming and monitoring the Address Controller counters

intervals with the values displayed in absolute form instead of deltas.

# busstat -a -w ac@,pic@=mem_bank@ stall,picl=mem bankl stall 10

time
10
20
30

dev
aco
aco
aco

event0

mem_bank@ stall
mem_bank@ stall
mem_bank@ stall

12345

picd eventl

picl

1234  mem _bankl stall 5678
5678 mem bankl stall 12345
mem_bankl stall 56789

For a complete list of the supported events for a device, use the -e option.

EXAMPLE2  Programming and monitoring the counters on all instances of the Address Controller

In this example, ac refers to all ac instances. This example programs all instances of the
Address Controller counters to count_clock cycles and mem_bank@_rds at 2 second intervals,

100 times, displaying the values as deltas.

# busstat -w ac,pic@=clock cycles,picl=mem bank@® rds 2 100

time
2

2
4
4

dev
aco
acl
aco
acl

event0

clock cycles
clock cycles
clock cycles
clock cycles

pic0

167242902
167254476
168025190
168024056

eventl

mem_bank@_ rds
mem_bank@_rds
mem_bank@_rds
mem_bank@ rds
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EXAMPLE3 Monitoring the events being counted

This example monitors the events that are being counted on the sbusl1 device, 100 times at 1
second intervals. It suggests that a root user has changed the events that sbus1 was counting to
be dvma_tlb_misses and interrupts instead of pio_cycles.

% busstat -r sbus® 1 100

time

N o U W N

dev

sbusl
sbusl
sbusl
sbusl
sbusl
sbusl
sbusl

event0

pio cycles

pio cycles

pio cycles

pio cycles
dvma_tlb misses
dvma_tlb_misses
dvma_tlb_misses

EXAMPLE4 Event Multiplexing

pic0
2321
48
49
2281

eventl

pio cycles
pio_cycles
pio cycles
pio cycles
interrupts
interrupts
interrupts

picl
2321
48
49
2281

11

This example programs ac@ to alternate between counting (clock cycles, mem_bank@_rds) and
(addr_pkts, data_pkts) at 2 second intervals while also monitoring what ac1 is counting:

It shows the expected output of the above busstat command. Another root user on the
machine has changed the events that this user had programmed and busstat has detected this

and terminates the command with a message.

# busstat -w ac@,pic@=clock cycles,picl=mem bank@ rds \
-w ac0,pic0=addr pkts,picl=data_pkts \

ooooc\c\h-hmwg
3
0]

o e
[SIRSIRS

12

-r acl 2
dev event0
aco addr_pkts
acl rio_pkts
aco clock cycles
acl rio pkts
aco addr_pkts
acl rio_pkts
aco clock cycles
acl rio pkts
aco addr pkts
acl rio_pkts
aco clock cycles
acl rio_pkts

pic0
12866
385

168018914

506

144236

522
16802
387
14429
506

1245

2

168020364

522

eventl
data_pkts
rio_pkts
mem_bank@ rds
rio pkts
data_pkts
rio_pkts
mem_bank@ rds
rio pkts

data pkts
rio_pkts
mem_bank0 rds
rio pkts

busstat: events changed (possibly by another busstat).

#
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picl
17015
385
2865
506
149223
522
2564
387
159645
506
2665
522
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso iostat(1M), mpstat(1M), vmstat(1M), strtol(3C),attributes(5)
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Name

Synopsis

Description The cachefsd server implements features of the cache filesystem (CacheFS). It is invoked at

Options

Attributes

See Also

cachefsd — CacheFS daemon

/usr/lib/fs/cachefs/cachefsd

boot time and run if the / (root) and /usr filesystems are being cached. If /usr is being cached,
cachefsd isinvoked by inetd(1M) from inetd.conf(4). At run time, cachefsd is invoked by

the inetd mechanism in response to an RPC request from a user command such as
mount_cachefs(1M).

The cachefsd server supports the “disconnected mode” of CacheFS. In this mode, a user can

continue to read and, depending on the option selected, write to files in a cached filesystem
when the NFS server for the cached files is not available.

The cachefsd daemon performs the following functions in support of the CacheFS:

=  Implements the connection policy. The daemon determines whether the NFS server

backing the cache is connected or disconnected from the cache, or is in transition from the

connected or disconnected states.

= Implements “log rolling,” wherein the daemon monitors a disconnected NFS server for
reconnection. After such a server returns to a connected state, cachefsd rolls any local
changes to cached files (kept in alog) back to the server.

= Manages “packing,” wherein cachefsd makes a best effort to ensure that filesin a
user-specified list are available in the cache in disconnected mode.

= Supports user interfaces by supplying statistics, reporting conflicts between the cache and

the back filesystem, and supporting a list of files for packing.
The running of cachefsd is required for the disconnected mode of CacheFS.

The following options are supported:

-r  Used for invoking cachefsd for the / filesystem.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

cachefspack(1M), cfsadmin(1M), mount_cachefs(1M), inetd.conf(4), attributes(5)
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Name

Synopsis

Description

Options

Operands

Usage

Examples

Exit Status
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cachefslog — Cache File System logging

cachefslog [-f logfile | -h] cachefs_mount_point

The cachefslog command displays where CacheFS statistics are being logged. Optionally, it
sets where CacheFS statistics are being logged, or it halts logging for a cache specified by
cachefs_mount_point. The cachefs_mount_point argument is a mount point of a cache file
system. All file systems cached under the same cache as cachefs_mount_point will be logged.

The following options are supported. You must be super-user to use the - f and -h options.
-flogfile  Specify the log file to be used.
-h Haltlogging.

cachefs_mount_point A mount point of a cache file system.

See largefile(5) for the description of the behavior of cachefslog when encountering files
greater than or equal to 2 Gbyte ( 2*' bytes).

EXAMPLE 1 Checking the Logging of a directory.
The example below checks if the directory /home/sam is being logged:

example% cachefslog /home/sam

not logged: /home/sam

EXAMPLE2 Changing the logfile.
The example below changes the logfile of /home/samto /var/tmp/samlog:
example# cachefslog -f /var/tmp/samlog /home/sam

/var/tmp/samlog: /home/sam

EXAMPLE3  Verifying the change of a logfile.

The example below verifies the change of the previous example:
example% cachefslog /home/sam

/var/tmp/samlog: /home/sam

EXAMPLE4 Halting the logging of a directory.
The example below halts logging for the /home/sam directory:

example# cachefslog -h /home/sam
not logged: /home/sam

The following exit values are returned:
0 success

non-zero an error has occurred.
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWcsu

SeeAlso cachefsstat(1M), cachefswssize(1M), cfsadmin(1M), attributes(5), largefile(5)

Diagnostics Invalid path

System Administration Commands - Part 1

It is illegal to specify a path within a cache file system.
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Name cachefspack - pack files and file systems in the cache

Synopsis cachefspack [-h] [-i | -p | -ul [-f packing-list]
[-U cache-directory] [file]...

Description The cachefspack utility is used to set up and maintain files in the cache. This utility affords
greater control over the cache, ensuring that the specified files are in the cache whenever
possible.

cachefspack does not pack files when the backfileystem type for the cachefs mount is NFSv4.
This is because only pass-through support is available for cachefs with NFSv4.

Options The following options are supported:

-f packing-list Specity a file containing a list of files and directories to be packed.
Options within subdirectories and files can also be specified. The
format and rules governing packing-list are described on the
packingrules(4) manual page. Directories are packed recursively.
Symlinks that match a regular expression on a LIST command are
followed. Symlinks encountered while recursively processing
directories are not followed.

-h Help. Print a brief summary of all the options.

-i View information about the packed files.

-p Pack the file or files specified by file. This is the default behavior.
-u Unpack the file or files specified by file.

-U cache-directory ~ Unpackall files in the specified cache directory.
Operands The following operands are supported:
file A path name of a file to be packed or unpacked.

Usage See largefile(5) for the description of the behavior of cachefspack when encountering files
greater than or equal to 2 Gbyte ( 2*' bytes).

Examples ExampLe1 Packinga File in the Cache

The following example packs the file projects in the cache:

% cachefspack -p projects

EXAMPLE2 Packint Files in the Cache

The following example packs the files projects, updates, and master_plan in the cache:

% cachefspack -p projects updates master plan
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Exit Status

Attributes

See Also

EXAMPLE3  Unpacking a File From the Cache
The following example unpacks the file projects from the cache:

°

% cachefspack -u projects

EXAMPLE4 Unpacking Files From the Cache

The following example unpacks the files projects, updates, and master_plan from the
cache:

% cachefspack -u projects updates master plan

EXAMPLE 5 Unpacking All Files From in a Cache Directory
The following example unpacks all files in the cache directory cachel:

% cachefspack -U /cache/cachel

EXAMPLE6  Usinga Packing List

The following example illustrates the use of a packing list to specity files to be packed in the
cache.

The contents of lists.pkg are as follows:

IGNORE SCCS BASE /src/junk LIST *.c LIST *.h

The following command packs all files in the /src/junk directory which have .cand .h
extensions, and do contain the string SCCS in the file's path name:

% cachefspack -f lists.pkg

0 Successful completion.
>0  Anerroroccurred.
See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SUNWcsu

cfsadmin(1M), mount_cachefs(1M), packingrules(4),attributes(5), largefile(5)
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Name
Synopsis

Description

Options

Usage

Examples

Exit Status
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cachefsstat — Cache File System statistics

/usr/bin/cachefsstat [-z] [path]...

The cachefsstat command displays statistical information about the cache file system
mounted on path. The statistical information includes cache hits and misses, consistency
checking, and modification operations. If path is not specified, all mounted cache file systems
are used.

cachefsstat can also be used to reinitialize this information (see -z option).

The statistical information has the following format:

<cache hit rate>
<consistency checks>
<modifies>

where:

hit rate The percentage of cache hits over the total number of attempts,
followed by the actual numbers of hits and misses.

consistency checks ~ The number of consistency checks performed, followed by the number
that passed, and the number that failed.

modifies The number of modify operations, including writes, creates, etc.

The following option is supported:

-z Zero (reinitialize) statistics. Execute cachefsstat -z before executing cachefsstat
again to gather statistics on the cache performance. This option can only be use by the
superuser. The statistics printed reflect those just before the statistics are reinitialized.

See largefile(5) for the description of the behavior of cachefsstat when encountering files
greater than or equal to 2 Gbyte (2°' bytes).

EXAMPLE1 Using cachefsstat

The following example shows the cachefsstat command run on file system /test:

example# cachefsstat /test

/test
cache hit rate: 100% (@ hits, @ misses)
consistency checks: @ (0 pass, 0 fail)
modifies: 0
garbage collection: 0

The following exit values are returned:
0 Successful completion.

non-zero An error occurred.
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWcsu

SeeAlso cachefslog(1M), cachefswssize(1M), cfsadmin(1M), attributes(5), largefile(5)
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Name

Synopsis

Description

Usage

Examples

Exit Status
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cachefswssize — determine working set size for cachefs

cachefswssize logfile

The cachefswssize command displays the workspace size determined from logfile. This
includes the amount of cache space needed for each filesystem that was mounted under the

cache, as well as a total.

See largefile(5) for the description of the behavior of cachefswssize when encountering

files greater than or equal to 2 Gbyte ( 2*' bytes).

EXAMPLE1 A sample output of cachefswssize.

example% cachefswssize /var/tmp/samlog

/home/sam

end size:

high water size:
/foo

end size:

high water size:
/usr/dist

end size:

high water size:

total for cache

initial size:

end size:

high water size:

10688k

10704k

128k

128k

1472k

1472k

110960k

12288k

12304k

The following exit values are returned:
0 success

non-zero an error has occurred.
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Attributes

See Also

Diagnostics

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWcsu

cachefslog(1M), cachefsstat(1M), cfsadmin(1M), attributes(5), largefile(5)

problems were encountered writing log file There were problems encountered

invalid log file
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when the kernel was writing the logfile.
The most common problem is running
out of disk space.

The logfile is not a valid logfile or was
created with a newer version of Solaris
than the one where cachefswssizeis
running.
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Name

Synopsis

Description

Options

Files

Attributes

See Also

Notes
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captoinfo — convert a termcap description into a terminfo description

captoinfo [-1]1 [-v]... [-V] [-w width] filename. ..

captoinfo looks in filename for termcap descriptions. For each one found, an equivalent
terminfo description is written to standard output, along with any comments found. A
description which is expressed as relative to another description (as specified in the termcap
tc = field) is reduced to the minimum superset before being displayed.

If no filename is given, then the environment variable TERMCAP is used for the filename or
entry. If TERMCAP is a full pathname to a file, only the terminal whose name is specified in the
environment variable TERM is extracted from that file. If the environment variable TERMCAP is
not set, then the file /usr/share/1lib/termcap is read.

-1 Display the fields one to a line. Otherwise, the fields are printed several to a line,
with a maximum width of 60 characters.

-V Display tracing information on the standard error as the program runs.
Specifying additional - v options displays more detailed information.

-V Display the version of the program in use on the standard error and then exit.
-wwidth ~ Change the output to width characters.
/usr/share/lib/terminfo/?/* compiled terminal description database

/usr/share/lib/termcap

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

infocmp(1M), curses(3CURSES), terminfo(4), attributes(5)

captoinfo should be used to convert termcap entries to terminfo entries because the
termcap database may not be supplied in future releases.
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Name catman - create the formatted files for the reference manual

Synopsis /usr/bin/catman [-c] [-n] [-p] [-t] [-w] [-M directory]

Description

Options

[-T macro—package] [sections]

The catman utility creates the preformatted versions of the on-line manual from the nroff(1)
or sgml(5) input files. This feature allows easy distribution of the preformatted manual pages
among a group of associated machines (for example, with rdist(1)), since it makes the
directories of preformatted manual pages self-contained and independent of the unformatted
entries.

catman also creates the windex database file in the directories specified by the MANPATH or the
-Moption. The windex database file is a three column list consisting of a keyword, the
reference page that the keyword points to, and a line of text that describes the purpose of the
utility or interface documented on the reference page. Each keyword is taken from the comma
separated list of words on the NAME line before the *~' (dash). The reference page that the
keyword points to is the first word on the NAME line. The text after the — on the NAME line is the
descriptive text in the third column. The NAME line must be immediately preceded by the page
heading line created by the . TH macro (see NOTES for required format).

Each manual page is examined and those whose preformatted versions are missing or out of
date are recreated. If any changes are made, catman recreates the windex database.

If a manual page is a shadow page, that is, it sources another manual page for its contents, a
symbolic link is made in the catx or fmtx directory to the appropriate preformatted manual

page.

Shadow files in an unformatted nroff source file are identified by the first line being of the form
.S0 manx/yyy.x.

Shadow files in the SGML sources are identified by the string SHADOW_PAGE. The file entity
declared in the shadow file identifies the file to be sourced.

The following options are supported:

-C Create unformatted nroff source files in the appropriate man
subdirectories from the SGML sources. This option will overwrite any
existing file in the man directory of the same name as the SGML file.

-n Do not create (or recreate) the windex database. If the -n option is
specified, the windex database is not created and the apropos, whatis,
man -f,and man -k commands will fail.

-p Print what would be done instead of doing it.

-t Create troffed entries in the appropriate fmt subdirectories instead of
nroffing into the cat subdirectories.

-w Only create the windex database that is used by whatis(1) and the
man(1) - f and -k options. No manual reformatting is done.

System Administration Commands - Part 1 181


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1nroff-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1sgml-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1rdist-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1whatis-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1man-1

catman(1M)

Operands

Environment
Variables

Files

Attributes
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-Mdirectory

Update manual pages located in the specified directory,
(/usr/share/man by default). If the -M option is specified, the directory
argument must not contain a ‘,' (comma), since a comma is used to
delineate section numbers. See man(1).

-Tmacro-package ~ Use macro-package in place of the standard manual page macros, (

man(5) by default).

The following operand is supported:

sections

TROFF

MANPATH

If there is one parameter not starting with a ‘-, it is taken to be a space separated
list of manual sections to be processed by catman. If this operand is specified, only
the manual sections in the list will be processed. For example,

catman 1 2 3

only updates manual sections 1, 2, and 3. If specific sections are not listed, all
sections in the man directory specified by the environment variable MANPATH are
processed.

The name of the formatter to use when the - t flag is given. If not set, troff(1) is
used.

A colon-separated list of directories that are processed by catman and man(1).
Each directory can be followed by a comma-separated list of sections. If set, its
value overrides /usr/share/man as the default directory search path, and the
man. cf file as the default section search path. The -Mand - flags, in turn,
override these values.

/usr/share/man default manual directory location

/usr/share/man/man*/* * raw nroff input files

/usr/share/man/sman*/*.*  raw SGML input files

/usr/share/man/cat*/* . * preformatted nroffed manual pages
/usr/share/man/fmt*/* * preformatted troffed manual pages
/usr/share/man/windex table of contents and keyword database
/usr/lib/makewhatis command script to make windex database
/usr/share/lib/tmac/an default macro package

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability

SUNWdoc
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See Also

Diagnostics

Warnings

Notes

ATTRIBUTETYPE ATTRIBUTE VALUE

CSI Enabled

apropos(1),man(1), nroff(1), rdist(1), rm(1), troff(1),whatis(1), attributes(5), man(5),
sgml(5)

man?/xxx.? (.so’ed from man?/yyy.?): No such file or directory
The file outside the parentheses is missing, and is referred to by the file inside them.

target of .so in man?/xxx.? must be relative to /usr/man
catman only allows references to filenames that are relative to the directory /usr/man.

opendir:man?: Nosuch fileordirectory
A harmless warning message indicating that one of the directories catman normally looks
for is missing.

*.*%:Nosuchfileordirectory
A harmless warning message indicating catman came across an empty directory.

If a user, who has previously run catman to install the cat* directories, upgrades the operating
system, the entire cat* directory structure should be removed prior to running catman. See
rm(1).

Do not re-run catman to re-build the whatis database unless the complete set of man*
directories is present. catman builds this windex file based on the man* directories.

To generate a valid windex index file, catman has certain requirements. Within the individual
man page file, catman requires two macro lines to have a specific format. These are the . TH
page heading line and the . SH NAME line.

The . TH macro requires at least the first three arguments, that is, the filename, section
number, and the date. The . TH line starts off with the . TH macro, followed by a space, the man
page filename, a single space, the section number, another single space, and the date. The date
should appear in double quotes and is specified as “day month year,” with the month always
abbreviated to the first three letters (Jan, Feb, Mar, and so forth).

The . SH NAME macro, also known as the NAME line, must immediately follow the . TH line,
with nothing in between those lines. No font changes are permitted in the NAME line. The NAME
line is immediately followed by a line containing the man page filename; then shadow page
names, if applicable, separated by commas; a dash; and a brief summary statement. These
elements should all be on one line; no carriage returns are permitted.

An example of proper coding of these lines is:

.TH nismatch 1M "10 Apr 1998"
.SH NAME
nismatch, nisgrep \- utilities for searching NIS+ tables
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cfgadm(1M)

Name

Synopsis

Description

184

cfgadm - configuration administration

/usr/sbin/cfgadm [-f] [-y | -n] [-v] [-o hardware_options]
-c function ap_id. ..

/usr/sbin/cfgadm [-f] [-y | -n] [-v] [-o hardware_options]
-x hardware_function ap_id. ..

/usr/sbin/cfgadm [-v] [-a] [-s listing_options]
[-o hardware_options] [-1 [ap_id | ap_typell

/usr/sbin/cfgadm [-v] [-o hardware_options] -t ap_id...
/usr/sbin/cfgadm [-v] [-0 hardware_options] -h
lap_id | ap_typel

The cfgadm command provides configuration administration operations on dynamically
reconfigurable hardware resources. These operations include displaying status, (- 1), initiating
testing, (- t), invoking configuration state changes, (- ¢), invoking hardware specific functions,
(-x), and obtaining configuration administration help messages (-h). Configuration
administration is performed at attachment points, which are places where system software
supports dynamic reconfiguration of hardware resources during continued operation of
Solaris.

Configuration administration makes a distinction between hardware resources that are
physically present in the machine and hardware resources that are configured and visible to
Solaris. The nature of configuration administration functions are hardware specific, and are
performed by calling hardware specific libraries.

Configuration administration operates on an attachment point. Hardware resources located at
attachment points can or can not be physically replaceable during system operation, but are
dynamically reconfigurable by way of the configuration administration interfaces.

An attachment point defines two unique elements, which are distinct from the hardware
resources that exist beyond the attachment point. The two elements of an attachment point
are a receptacle and an occupant. Physical insertion or removal of hardware resources occurs
at attachment points and results in a receptacle gaining or losing an occupant. Configuration
administration supports the physical insertion and removal operations as well as other
configuration administration functions at an attachment point.

Attachment points have associated state and condition information. The configuration
administration interfaces provide control for transitioning attachment point states. A
receptacle can exist in one of three states: empty, disconnected or connected, while an
occupant can exist in one of two states: configured or unconfigured.

A receptacle can provide the empty state, which is the normal state of a receptacle when the
attachment point has no occupants. A receptacle can also provide the disconnected state if it
has the capability of isolating its occupants from normal system access. Typically this state is
used for various hardware specific testing prior to bringing the occupant's resources into full
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use by the system, or as a step in preparing an occupant for physical removal or
reconfiguration. A receptacle in the disconnected state isolates its occupant from the system as
much as its hardware allows, but can provide access for testing and setup. A receptacle must
provide the connected state, which allows normal access to hardware resources contained on
any occupants. The connected state is the normal state of a receptacle that contains an
occupant and that is not currently undergoing configuration administration operations.

The hardware resources contained on an occupant in the unconfigured state are not
represented by normal Solaris data structures and are thus not available for use by Solaris.
Operations allowed on an unconfigured occupant are limited to configuration administration
operations. The hardware resources of an occupant in the configured state are represented by
normal Solaris data structures and thus some or all of those hardware resources can be in use
by Solaris. All occupants provide both the configured and unconfigured states,

An attachment point can be in one of five conditions: unknown, ok, failing, failed, or
unusable. An attachment point can enter the system in any condition depending upon results
of power-on tests and non-volatile record keeping.

An attachment point with an occupant in the configured state is in one of four conditions:
unknown, ok, failing, or failed. If the condition is not failing or failed an attachment
point can change to failing during the course of operation if a hardware dependent
recoverable error threshold is exceeded. If the condition is not failed an attachment point
can change to failed during operation as a result of an unrecoverable error.

An attachment point with an occupant in the unconfigured state can be in any of the defined
conditions. The condition of an attachment point with an unconfigured occupant can decay
from ok to unknown after a machine dependent time threshold. Initiating a test function
changes the attachment point's condition to ok, failing or failed depending on the outcome
of the test. An attachment point that does not provide a test function can leave the attachment
point in the unknown condition. If a test is interrupted, the attachment point's condition can be
set to the previous condition, unknown or failed. An attachment point in the unknown, ok,
failing, or failed conditions can be re-tested.

An attachment point can exist in the unusable condition for a variety of reasons, such as
inadequate power or cooling for the receptacle, an occupant that is unidentifiable,
unsupported, incorrectly configured, etc. An attachment point in the unusable condition can
never be used by the system. It typically remains in this condition until the physical cause is
remedied.

An attachment point also maintains busy information that indicates when a state change is in
progress or the condition is being reevaluated.

Attachment points are referred to using hardware specific identifiers (ap_ids) that are related
to the type and location of the attachment points in the system device hierarchy. An ap_id can
not be ambiguous, it must identify a single attachment point. Two types of ap_id
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specifications are supported: physical and logical. A physical ap_id contains a fully specified
pathname, while a logical ap_id contains a shorthand notation that identifies an attachment
point in a more user-friendly way.

For example, an attachment point representing a system's backplane slot number 7 could have
aphysical ap_id of /devices/central/fhc/sysctrl:slot7 while the logical ap_id could be
system:slot7. Another example, the third receptacle on the second PCII/O bus on a system
could have alogical ap_id of pci2:plug3.

Attachment points may also be created dynamically. A dynamic attachment point is named
relative to a base attachment point which is present in the system. ap_ids for dynamic
attachment points consist of a base component followed by two colons (: :) and a dynamic
component. The base component is the base attachment point ap_id. The dynamic
component is hardware specific and generated by the corresponding hardware specific library.

For example, consider a base attachment point, which represents a SCSI HBA, with the
physical ap_id /devices/sbus@lf,®/SUNW, fas@e, 8800000:scsi and logical ap_id c0. A
disk attached to this SCSI HBA could be represented by a dynamic attachment point with
logical ap_id c@: :dsk/c@t@d® where c0 is the base component and dsk/c0t@do is the
hardware specific dynamic component. Similarly the physical ap_id for this dynamic
attachment point would be: /devices/sbus@lf,0/SUNW, fas@e,8800000:scsi: :dsk/c0t0do

An ap_typeis a partial form of a logical ap_id that can be ambiguous and not specify a
particular attachment point. An ap_type is a substring of the portion of the logical ap_id up to
but not including the colon (:) separator. For example, an ap_type of pci would show all
attachment points whose logical ap_ids begin with pci.

The use of ap_types is discouraged. The new select sub-option to the - s option provides a
more general and flexible mechanism for selecting attachment points. See OPTIONS.

The cfgadm command interacts primarily with hardware dependent functions contained in
hardware specific libraries and thus its behavior is hardware dependent.

For each configuration administration operation a service interruption can be required.
Should the completion of the function requested require a noticeable service interruption to
interactive users, a prompt is output on the standard error output for confirmation on the
standard input before the function is started. Confirmation can be overridden using the -y or
-n options to always answer yes or no respectively. Hardware specific options, such as test
level, are supplied as sub-options using the - o option.

Operations that change the state of the system configuration are audited by the system log
daemon syslogd(1M).

The arguments for this command conform to the getopt(3C) and getsubopt(3C) syntax
convention.
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Options The following options are supported:

-a Specifies that the - 1 option must also list dynamic attachment
points.
-cfunction Performs the state change function on the attachment point

specified by ap_id.

Specity function as insert, remove, disconnect, connect,
configure or unconfigure. These functions cause state
transitions at the attachment point by calling hardware specific
library routines and are defined in the following list.

insert

remove

disconnect
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Performs operations that allows the user to
manually insert an occupant or to activate a
hardware supplied mechanism that performs
the physical insertion. insert can have
hardware specific side effects that temporarily
suspend activity in portions of the system. In
such cases the hardware specific library
generates appropriate warning messages and
informs the user of any special considerations
or procedures unique to that hardware.
Various hardware specific errors can cause this
function to fail and set the receptacle condition
to unusable.

Performs operations that allow the user to
manually remove an occupant or to activate a
hardware supplied mechanism to perform the
physical removal. remove can have hardware
specific side effects that temporarily suspend
activity in portions of the system. In such cases
the hardware specific library generates
appropriate warning messages and informs the
user of any special considerations or
procedures unique to that hardware. Various
hardware specific errors can cause this function
to fail and set the receptacle condition to
unusable.

Performs hardware specific operations to puta
receptacle in the disconnected state, which can
prevent an occupant from operating in a
normal fashion through the receptacle.
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connect Performs hardware specific operations to put
the receptacle in the connected state, which
allows an occupant to operate in a normal
fashion through the receptacle.

configure Performs hardware specific operations that
allow an occupant's hardware resources to be
usable by Solaris. Occupants that are
configured are part of the system configuration
and are available for manipulation by Solaris
device manipulation maintenance commands
(eg: psradm(1M), mount(1M), ifconfig(1M)).

unconfigure  Performshardware specific operations that
logically remove an occupant's hardware
resources from the system. The occupant must
currently be configured and its hardware
resources must not be in use by Solaris.

State transition functions can fail due to the condition of the
attachment point or other hardware dependent considerations.
All state change functions in the direction of adding resources,
(insert, connect and configure) are passed onto the hardware
specific library when the attachment point is in the ok or unknown
condition. All other conditions require the use of the force option
to allow these functions to be passed on to the hardware specific
library. Attachment point condition does not prevent a hardware
specific library being called for related to the removal (remove,
disconnect and unconfigure), of hardware resources from the
system. Hardware specific libraries can reject state change
functions if the attachment point is in the unknown condition.

The condition of an attachment point is not necessarily changed
by the state change functions, however errors during state change
operations can change the attachment point condition. An
attempt to override a condition and force a state change that
would otherwise fail can be made by specifying the force option
(-f). Hardware specific safety and integrity checks can prevent
the force option from having any effect.

Forces the specified action to occur. Typically, this is a hardware
dependent override of a safety feature. Forcing a state change
operation can allow use of the hardware resources of occupant
that is not in the ok or unknown conditions, at the discretion of
any hardware dependent safety checks.
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-h [ap_id | ap_type .. .] Prints out the help message text. If ap_id or ap_type is specified,
the help routine of the hardware specific library for the
attachment point indicated by the argument is called.

-1lap_id|ap_type ...]  Liststhe state and condition of attachment points specified.
Attachment points can be filtered by using the - s option and
select sub-option. Invoking cfgadm without one of the action
options is equivalent to - 1 without an argument. The format of
the list display is controlled by the -v and - s options. When the
-a option is specified attachment points are dynamically
expanded.

-n Suppress any interactive confirmation and assume that the
answer is no. If neither -n or -y is specified, interactive
confirmation is obtained through the standard error output and
the standard input. If either of these standard channels does not
correspond to a terminal (as determined by isatty(3C)) then the
-n option is assumed.

-ohardware_options Supplies hardware specific options to the main command option.
The format and content of the hardware option string is
completely hardware specific. The option string
hardware_options conforms to the getsubopt(3C) syntax
convention.

-slisting_options Supplies listing options to the list (- 1) command. listing_options
conforms to the getsubopt(3C) syntax convention. The
sub-options are used to specify the attachment point selection
criteria ( select=select_string), the type of matching desired
(match=match_type), order of listing (sort=field_spec), the data
that is displayed (cols=field_spec and cols2=field_spec), the
column delimiter (delim=string) and whether to suppress
column headings (noheadings).

When the select sub-option is specified, only attachment points
which match the specified criteria will be listed. The select
sub-option has the following syntax:

cfgadm -s select=attrl(valuel):attr2(value2)...

where an attris one of ap_id, class or type. ap_id refers to the
logical ap_id field, class refers to attachment point class and
type refers to the type field. valuel, value2, etc. are the
corresponding values to be matched. The type of match can be
specified by the match sub-option as follows:

cfgadm -s match=match_type,select=attrl(valuel)...
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where match_type can be either exact or partial. The default
value is exact.

Arguments to the select sub-option can be quoted to protect
them from the shell.

A field_spec is one or more data-fields concatenated using colon
(1), asin data-field:data-field:data-field. A data-field is one of
ap_id,physid,r state,o state,condition, type,busy,
status_time, status time p, class,and info. Theap id field
output is the logical name for the attachment point, while the
physid field contains the physical name. The r_state field can
be empty, disconnected or connected. The o_state field can be
configured or unconfigured. The busy field can be either y if
the attachment point is busy, or n if it is not. The type and info
fields are hardware specific. The status_time field provides the
time at which either the r_state, o _state, or condition of the
attachment point last changed. The status_time_p fieldisa
parsable version of the status_time field. If an attachment point
has an associated class, the class field lists the class name. If an
attachment point does not have an associated class, the class
field lists none.

The order of the fields in field_spec is significant: For the sort
sub-option, the first field given is the primary sort key. For the
cols and cols2 sub-options, the fields are printed in the order
requested. The order of sorting on a data-field can be reversed by
placing a minus (—) before the data-field name within the
field_sec for the sort sub-option. The default value for sort is
ap_id. The defaults values for cols and cols2 depend on
whether the -v option is given: Without it cols is
ap_id:r state:o state:conditionand cols2 is not set. With
-vcolsisap id:r state:o state:condition:infoand cols2
isstatus_time:type:busy:physid:. The default value for
delimis a single space. The value of delim can be a string of
arbitrary length. The delimiter cannot include comma (, )
character, see getsubopt(3C). These listing options can be used
to create parsable output. See NOTES.

Performs a test of one or more attachment points. The test
function is used to re-evaluate the condition of the attachment
point. Without a test level specifier in hardware_options, the
fastest test that identifies hard faults is used.
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Usage

Examples

More comprehensive tests are hardware specific and are selected
using the hardware_options.

The results of the test is used to update the condition of the
specified occupant to either ok if no faults are found, failing if
recoverable faults are found or failed if any unrecoverable faults
are found.

If a test is interrupted, the attachment point's condition can be
restored to its previous value or set to unknown if no errors were
found or failing if only recoverable errors were found or to
failed if any unrecoverable errors were found. The attachment
point should only be set to ok upon normal completion of testing
with no errors.

-v Executes in verbose mode. For the - ¢, -t and -x options outputs
a message giving the results of each attempted operation.
Outputs detailed help information for the -h option. Outputs
verbose information for each attachment point for the -1 option.

-xhardware_function Performs hardware specific functions. Private hardware specific
functions can change the state of a receptacle or occupant.
Attachment point conditions can change as the result of errors
encountered during private hardware specific functions. The
format and content of the hardware_function string is completely
hardware specific. The option string hardware_function
conforms to the getsubopt(3C) syntax convention.

-y Suppresses any interactive confirmation and assume that the
answer is yes.

The required privileges to use this command are hardware dependent. Typically, a default
system configuration restricts all but the list option to the superuser.

EXAMPLE 1 Listing Attachment Points in the Device Tree
The following example lists all attachment points except dynamic attachment points.

example# cfgadm

Ap_Id Type Receptacle Occupant Cond
system:slot0 cpu/mem connected configured ok
system:slotl sbus-upa connected configured ok
system:slot2 cpu/mem connected configured ok
system:slot3 unknown connected unconfigured  unknown
system:slot4 dual-sbus connected configured failing
system:slot5 cpu/mem connected configured ok
system:slot6 unknown disconnected unconfigured unusable
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EXAMPLE1 Listing Attachment Points in the Device Tree (Continued)
system:slot7 unknown empty unconfigured ok
co scsi-bus connected configured unknown
cl scsi-bus connected configured unknown

EXAMPLE2  Listing All Configurable Hardware Information

The following example lists all current configurable hardware information, including those
represented by dynamic attachment points:

example# cfgadm -al

Ap Id Type Receptacle Occupant Cond
system:slot0 cpu/mem connected configured ok
system:slotl sbus-upa connected configured ok
system:slot2 cpu/mem connected configured ok
system:slot3 unknown connected unconfigured unknown
system:slot4 dual-sbus connected configured failing
system:slot5 cpu/mem connected configured ok
system:slot6 unknown disconnected unconfigured unusable
system:slot7 unknown empty unconfigured ok
co scsi-bus connected configured unknown
c0: :dsk/c0t14d0o disk connected configured unknown
c0::dsk/c0t11do disk connected configured unknown
c0::dsk/c0t8d0 disk connected configured unknown
co::rmt/0 tape connected configured unknown
cl scsi-bus connected configured unknown

EXAMPLE3  Listing Selectively, Based on Attachment Point Attributes

The following example lists all attachment points whose class begins with scsi, ap_id begins
with c and type field begins with scsi. The argument to the -s option is quoted to protect it
from the shell.

example# cfgadm -s "match=partial,select=class(scsi):ap_id(c):type(scsi)"

Ap_Id Type Receptacle Occupant Cond
c0 scsi-bus connected configured unknown
cl scsi-bus connected configured unknown

EXAMPLE4  Listing Current Configurable Hardware Information in Verbose Mode

The following example lists current configurable hardware information for ap-type systemin
verbose mode:

example# cfgadm -v -1 system
Ap_Id Receptacle Occupant Condition Information
When Type Busy Phys Id
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EXAMPLE 4  Listing Current Configurable Hardware Information in Verbose Mode (Continued)
system:slotl connected configured ok

Apr 4 23:50 sbus-upa n /devices/central/fhc/sysctrl:slotl

system:slot3 connected configured ok non-detachable

Apr 17 11:20 cpu/mem n /devices/central/fhc/sysctrl:slot3

system:slot5 connected configured ok

Apr 4 23:50 cpu/mem n /devices/central/fhc/sysctrl:slot5

system:slot7 connected configured ok

Apr 4 23:50 dual-sbus n /devices/central/fhc/sysctrl:slot?

The When column represents the status_time field.

EXAMPLE5 Testing Two Occupants Using the Hardware Specific Extended Test
The following example tests two occupants using the hardware specific extended test:

example# cfgadm -v -o extended -t system:slot3 system:slot5
Testing attachment point system:slot3 ... ok
Testing attachment point system:slot5 ... ok

EXAMPLE6  Configuring an Occupant Using the Force Option

The following example configures an occupant in the failing state to the system using the
force option:

example# cfgadm -f -c configure system:slot3

EXAMPLE7 Unconfiguring an Occupant From the System

The following example unconfigures an occupant from the system:

example# cfgadm -c unconfigure system:slot4

EXAMPLE8  Configuring an Occupant at an Attachment Point

The following example configures an occupant:

example# cfgadm -c configure c0::dsk/c0t0do

Environment See environ(5) for descriptions of the following environment variables that affect the
Variables execution of cfgadm: LC_TIME, LC_ MESSAGES, NLSPATH and TZ.

LC_MESSAGES  Determines how cfgadm displays column headings and error messages.
Listing output data is not affected by the setting of this variable.

LC_TIME Determines how cfgadm displays human readable status changed time
(status_time).

TZ Specifies the timezone used when converting the status changed time. This
applies to both the human readable (status_time) and parsable
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(status_time p) formats.

The following exit values are returned:

@  Successful completion.

1 Anerroroccurred.

2 Configuration administration not supported on specified target.

3 Usage error.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

cfgadm_fp(1M), cfgadm ib(1M), cfgadm pci(1M),cfgadm sbd(1M), cfgadm scsi(1M),
cfgadm_usb(1M), ifconfig(1M), mount(1M), prtdiag(1M), psradm(1M), syslogd(1M),
config_admin(3CFGADM), getopt(3C), getsubopt(3C), isatty(3C), attributes(5),
environ(5)

Diagnostic messages appear on the standard error output. Other than options and usage
errors, the following are diagnostic messages produced by this utility:
cfgadm: Configuration administration not supported onap_id
cfgadm: No library found for ap_id

cfgadm: ap_idis ambiguous

cfgadm: operation: Insufficient privileges

cfgadm: Attachment point is busy, try again

cfgadm: No attachment points with specified attributes found
cfgadm: System is busy, try again

cfgadm: operation: Operation requires a service interruption
cfgadm: operation: Data error: error_text

cfgadm: operation: Hardware specific failure: error_text
See config_admin(3CFGADM) for additional details regarding error messages.

Hardware resources enter the unconfigured pool in a hardware specific manner. This can
occur at various times such as: system initialization or as a result of an unconfigure operation.
An occupant that is in the unconfigured state is not available for use by the system until
specific intervention occurs. This intervention can be manifested as an operator initiated
command or it can be by way of an automatic configuring mechanism.
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The listing option of the cfgadm command can be used to provide parsable input for another
command, for example within a shell script. For parsable output, the -s option must be used
to select the fields required. The -s option can also be used to suppress the column headings.
The following fields always produce parsable output: ap_id, physid, r_state,o_state,
condition, busy status_time_p, class, and type. Parsable output never has white-space
characters embedded in the field value.

The following shell script fragment finds the first good unconfigured occupant of type CPU.

found=
cfgadm -1 -s "noheadings,cols=ap id:r state:condition:type" | \
while read ap_id r state cond type

do
if [ "$r _state" = unconfigured -a "$cond" = ok -a "$type" = CPU ]
then
if [ -z "$found" 1]
then
found=$ap id
fi
fi
done
if [ -n "$found" ]
then
echo "Found CPU $found"
fi

The format of the parsable time field (status_time_p)is YYYYMMDDhhmmss, giving the
year, month, day, hour, minute and second in a form suitable for string comparison.

Reference should be made to the hardware specific documentation for details of System
Configuration Administration support.
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cfgadm_ac - EXX00 memory system administration

/usr/sbin/cfgadm [-c configure] [-f]
[-0 disable-at-boot | enable-at-boot ] ac#:bank# ...

/usr/sbin/cfgadm [-c unconfigure]
[-0 disable-at-bootp | enable-at-boot ] ac#:bank# ...

/usr/sbin/cfgadm [-v]
[-0 quick | normal | extended, [max errors=#] ] -t ac#:bank#...

/usr/sbin/cfgadm -x relocate-test ac#:bank# ...

/usr/sbin/cfgadm [-1] -o disable-at-boot | enable-at-boot ac#:bank# ...

The ac hardware specific library /usr/platform/sundu/lib/cfgadm/cfgadm_ac.so.1
provides the functionality for configuring and unconfiguring memory banks on E6X00, E5X00,
E4X00 and E3X00 systems as part of the Dynamic Reconfiguration of CPU/Memory boards
using cfgadm_sysctrl(1M).

Memory banks appear as attachment points in the device tree. For each CPU/Memory board,
two attachment points are published, one for each bank on the board: bank@ and bank1. If the
bank is unpopulated, the receptacle state is empty. If the bank is populated, the receptacle state
is connected. The receptacle state of a memory bank can never be disconnected. The occupant
state of a connected memory bank can be configured or unconfigured. If the occupant state is
configured, the memory is in use by Solaris, if unconfigured it is not.

Refer to cfgadm(1M) for complete descriptions of the command options.
The following options are supported:

- ¢ configure | unconfigure Change the occupant state. The configure argument
ensures that the memory is initialized and adds the
memory to the Solaris memory pool. The
unconfigure argument removes the memory from use
by Solaris. When a CPU/Memory board is to be
removed from a system, both banks of memory must
be unconfigured.

cfgadm refuses the configure operation if the memory
on the board is marked disabled-at-boot (see info
field), unless either the - f (force) option or the enable
atboot flag, (-0 enable-at-boot), is given. The
configure operation takes a short time proportional to
the size of memory that must be initialized.

cfgadm refuses the unconfigure operation if there is
not enough uncommitted memory in the system (VM
viability error) or if the bank to be unconfigured has
memory that can't be removed (non-relocatable
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slot# sizeMb|sizeGb [(sizeMb|sizeGb
[interleaved #-way] [disabled

System Administration Commands - Part 1

pages error). The presence of non-relocatable pages is
indicated by the word permanent in the info listing
field. Removing memory from use by Solaris may take
a significant time due to factors such as system load
and how much paging to secondary storage is
required. The unconfigure operation can be cancelled
at any time and the memory returned to the fully
configured state by interrupting the command
invocation with a signal. The unconfigure operation
self-cancels if no memory can be removed within a
timeout period. The default timeout period of 60
seconds can be changed using the -o timeout=#
option, with a value of @ disabling the timeout.

Force option. Use this option to override the block on
configuring a memory bank marked as disabled at
boot in the non-volatile disabled-memory-1list
variable. See Platform Notes:Sun Enterprise
6x00/5x00/4x00/3x00 Systems

List option. This option is supported as described in
cfgadm(1M).

The type field is always memory.

The info field has the following information for empty
banks:

slot# empty

The slot# indicates the system slot into which the
CPU/Memory board is inserted. For example, if this
were slot11 the attachment point for use with cfgadm
to manipulate the associated board would be
sysctrlO:slot11. The info field has the following
information for connected banks:

used)] base Ox###
at boot] [permanent]

The size of the bank is given in Mb or Gb as
appropriate. If the memory is less than completely
used, the used size is reported. The physical base
address is given in hexadecimal. If the memory bank is
interleaved with some other bank, the interleave factor
is reported. If the memory on the board is disabled at
boot using the non-volatile disabled-memory-list
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-0 disable-at-boot | enable-at-boot

-0 extended | normal | quick

-0 max_errors=#

-o timeout=#

-x relocate-test

variable, this is reported. If the bank has memory that
cannot be removed this is reported as permanent.

These options allow the state of the non-volatile
disabled-memory-list variable to be modified. These
options can be used in conjunction with the issuing of
a - c option or with the explicit or implied listing
command, -1, if no command is required. Use of -0
enable-at-boot with the configure command to
override the block on configuring memory on a board
in the disabled memory list.

Use with the -t option to specify test level.

The normal test level ensures that each memory cell
stores both a @ and a 1, and checks that all cells are
separately addressable. The quick test level only does
the 0s and 1s test, and typically misses address line
problems. The extended test uses patterns to test for
adjacent cell interference problems. The default test
levelis normal. See -t option.

Use with the - t option to specify the maximum
number of allowed errors. If not specified, a default of
32isassumed.

Use with the unconfigure command to set the
self-cancelling timeout. The default value is 60 and the
unit is seconds. A value of @ means no timeout.

Test an unconfigured bank of memory. Specify the test
level using the -0 quick | normal | extended option.

cfgadm exits with a @ (success) if the test was able to
run on the memory bank. The result of the test is
available in the condition for the attachment point.

Verbose option. Use this option in combination with
the -t option to display detailed progress and results
of tests.

For all pages of memory in use on the specified
memory bank, a relocation operation as used in the
unconfigure command is attempted. The success of
this operation does not guarantee that the bank can be
unconfigured. Failure indicates that it probably cannot
be unconfigured. This option is for test purposes only.
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Operands The following operand is supported:

ac#:bank#  Theattachment points for memory banks are published by instances of the
address controller (ac) driver (ac#). One instance of the ac driver is created for
each system board, but only those instances associated with CPU/Memory
boards publish the two bank attachment points, bank0 and bank1.

This form conforms to the logical ap_1id specification given in cfgadm(1M).
The corresponding physical ap_ids are listed in the FILES section.

The ac driver instance numbering has no relation to the slot number for the
corresponding board. The full physical attachment point identifier has the slot
number incorporated into it as twice the slot number in hexadecimal directly
following the fhc@ part.

Files /devices/thc@*,8800000/ac@0,1000000:bank? attachment points
[usr/platform/sun4u/lib/cfgadm/cfgadm_ac.so.1 ~ hardware specific library file

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWkvm.u

SeeAlso cfgadm(1M), cfgadm sysctrl(1M), config admin(3CFGADM), attributes(5)
Sun Enterprise 6x00, 5x00, 4x00 and 3x00 Systems Dynamic Reconfiguration User's Guide
Platform Notes:Sun Enterprise 6x00/5x00/4x00/3x00 Systems

Notes Refer to the Sun Enterprise 6x00, 5x00, 4x00 and 3x00 Systems Dynamic Reconfiguration User's
Guide for additional details regarding dynamic reconfiguration of EXX00 system
CPU/Memory boards.
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cfgadm_cardbus - cardbus hardware specific commands for cfgadm

/usr/sbin/cfgadm [-f] [-y | -n] [-Vv]
[-o hardware_options] -c function ap_id [ap_id]

/usr/sbin/cfgadm [-f] [-y | -n] [-V]
[-o hardware_options] -x hardware_function ap_id

[ap_id]

/usr/sbin/cfgadm [-v] [-s listing_options]
[-o hardware_options] [-1 [ap_id | ap_typell

/usr/sbin/cfgadm [-v] [-o harware_options] -t ap_id [ap_id]
/usr/sbin/cfgadm [-v] [-o hardware_function] -h

lap_id| ap_type]

The CardBus slots in Solaris are hot plug capable. This capability is supported by the PCI
hardware specific library /usr/1lib/cfgadm/pci.so.1 through the cfgadm command (see
cfgadm(1M)).

The hot plug administrative models between CardBus, PCI, CompactPCI, and PCI Express
operate the same fashion. Please refer to cfgadm_pci(1M) for the usage information.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWesl

cfgadm(1M), config_admin(3CFGADM), libcfgadm(3LIB), attributes(5)

System Administration Guide: Basic Administration
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Name cfgadm_fp - driver specific commands for cfgadm

Synopsis  /usr/sbin/cfgadm [-f] [-n | -y] [-v] [-o hardware_options]
- function ap_id [ap_id]

/usr/sbin/cfgadm [-v] [-a] [-s listing options] [-o hardware_options]
[-1 [ap_id]]

/usr/sbin/cfgadm [-v] [-o0 hardware_options] -h [ap_id]

Description The fp port driver plug-in /usr/lib/cfgadm/fp.so.1 provides the functionality for Fibre
Channel Fabric device node management through cfgadm(1M). cfgadm operates on
attachment points. Attachment points are locations in the system where hardware resources
can be dynamically reconfigured. Refer to cfgadm(1M) for additional details on attachment
points.

For Fibre Channel Fabric device node management, each fp port node is represented by an
attachment point in the device tree. In addition, each Fibre Channel device is represented by a
dynamic attachment point. Attachment points are named through ap_ids. Two types of
ap_ids are defined: logical and physical. The physical ap_id is based on the physical
pathname. The logical ap_id is a shorter, more user-friendly name. For fp port nodes, the
logical ap_1id is the corresponding disk controller number. For example, c0 is a typical logical
ap_id.

Fibre Channel devices are named with a port World Wide Name (WWN). If a disk device is
connected to controller c0, its ap_id can be:

c0::5002012300006077
where 5002012300006077 identifies the port WWN of a specific Fibre Channel device.

Each device on the Fibre Channel private loop port, Fabric port or public loop port is probed
and made available to Solaris by default. Devices connected to the Fibre Channel Fabric port
or public loop port can be made unavailable to Solaris by initiating an application or an end
user operation. The operation is similar to the hot unplugging of devices by way of
management user interfaces. Applications or users can use the /usr/lib/cfgadm/fp.so.1
library to enable libcfgadm to provide interfaces to accomplish this task.

The list of currently connected Fabric devices is generated in the form of the attachment point.

A simple listing of attachment points in the system includes attachment points at fp port
nodes but not Fibre Channel devices. The following example uses the -a flag to the list option
(-1) to list Fibre Channel devices:

# cfgadm -1

Ap_Id Type Receptacle  Occupant Condition
c0 fc-fabric connected configured  unknown
cl fc-private  connected configured  unknown
c2 fc connected unconfigured unknown
sysctrl@:slot0 cpu/mem connected configured ok
sysctrl0:slotl sbus-upa connected configured ok
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The following example lists Fibre Channel devices connected to fp ports.

# cfgadm -al

Ap Id Type Receptacle  Occupant Condition
co fc-fabric connected configured unknown
c0::50020f2300006077 disk connected configured unknown
c0::50020f23000063a9 disk connected configured unknown
c0::50020f2300005f24 disk connected configured unknown
c0::50020f2300006107 disk connected configured unknown
cl fc-private  connected configured unknown
€1::220000203708b69c disk connected configured  unknown
€1::220000203708ba7d disk connected configured  unknown
c1::220000203708b8d4 disk connected configured  unknown
cl::220000203708b9b2 disk connected configured unknown
c2 fc connected unconfigured unknown
sysctrl@:slot0 cpu/mem connected configured ok
sysctrl0:slotl sbus-upa connected configured ok

In this example, the fc- fabric type of ap_id c0 indicates that the fp port is connected to
Fabric. For an fp port with Fabric related type such as fc-fabric and fc-public, device node
creation happens by default at the boot time and can be managed by the cfgadm configure and
unconfigure operations. The fc-private type of ap_id c1 indicates that fp port is connected
to private-loop and device node creation happens by default as well. The fc type of ap_id c2
indicates that nothing is attached to fp port c2. The Type field of a Fibre Channel device ap_id
shows the SCSI device type of LUN 0 in the device

A Fibre Channel device with multiple FCP SCSI LUNSs is configured into Solaris and each FCP
SCSI LUN is available as a Solaris device. Suppose that ap_ids c0: : 5002012300006077 and
€0: :50020123000063a9 represent Fibre Channel devices with multiple FCP SCSI LUNs.

The following example shows how to list ap_ids with FCP SCSI LUN information:

# cfgadm -al -o show SCSI LUN

Ap_Id Type Receptacle  Occupant Condition
co fc-fabric connected configured unknown
c0::50020f2300006077,0 disk connected configured unknown
c0::50020f2300006077,1 disk connected configured unknown
c0::50020f2300006077,2 disk connected configured unknown
c0::50020f2300006077,3 disk connected configured unknown
c0::50020f23000063a9,0 disk connected configured unknown
c0::500201f23000063a9,1 disk connected configured  unknown
c0::50020123000063a9,2 disk connected configured  unknown
c0::50020123000063a9,3 disk connected configured  unknown
c0::50020f2300005f24,0 disk connected unconfigured unknown
c0::50020f2300005f24,1 disk connected unconfigured unknown
c0::50020f2300006107,0 disk connected unconfigured unknown
c0::50020f2300006107,1 disk connected unconfigured unknown
cl fc-private  connected configured unknown
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cl::220000203708b69c,0 disk connected configured unknown
cl::220000203708ba7d,0 disk connected configured unknown
cl::220000203708b8d4,0 disk connected configured unknown
cl::220000203708b9b2,0 disk connected configured unknown
c2 fc connected unconfigured unknown

In this example, the ap_id c0: :5002012300006077, 0 identifies the FCP SCSI LUN 0 of the
Fibre Channel device which is represented by port WWN 5002012300006077. The Fibre
Channel device is reported to have 4 FCP SCSI LUNs and they are all configured. 4 FCP SCSI
LUN level ap_ids associated with port WWN 5002012300006077 are listed. The listing also
displays FCP SCSI LUNs for unconfigured Fibre Channel devices. The Fibre Channel device
represented by c@: :500201230000524 is reported to have two FCP SCSI LUNs. The configure
operation on c0: :50020f230000524 creates two Solaris devices. The Type field of FCP SCSI
LUN level ap_ids show the SCSI device type of each LUN. When a Fibre Channel device has
different device type LUNs, the Type field reflects that.

The receptacle and occupant state for attachment points at the fp port have the following
meanings:

configured One or more devices configured on the fp port
connected fp portactive

disconnected fp port quiesced (IO activity is suspended)
empty Not applicable

unconfigured No devices configured on the fp port

The state for individual Fibre Channel devices on an fp port:

configured Device is configured into Solaris and is available for use
connected fp port to which the device is connected to is active
disconnected fp port to which the device is attached is quiesced
unconfigured Device is available to be configured

The condition field for attachment points at the fp port has the following meanings:

failed An error condition has prevented the fp port from being
able to detect the presence or type of a Fibre Channel
connection.

The condition field for individual Fibre Channel devices on an fp port has the following
meanings:

failed An error is encountered while probing a device on Fabric.

failing A device was configured on a host and its state as seen by
Solaris appears to be normal (i.e., online) but it is either not

System Administration Commands - Part 1 203



cfgadm_fp(1M)

Options
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unusable

currently present or visible in the fabric or its presence could
not be verified due to an error condition on the local port
through which the device was configured.

A device has been configured on the host, but is currently
offline or failed.

The unknown condition indicates that probing a device on Fabric completed without an
error and the device state within Solaris host is normal if the device was configured previously.
The internal condition of the device cannot be guaranteed.

cfgadm defines several types of operations in addition to listing (- 1). These operations include
invoking configuration state changes and obtaining configuration administration help

messages (-h).

The following options are supported:

- function

The following generic commands are defined for the fp-transport-specific library:

For Fibre Channel device attachment points on the fc-fabric type fp port attachment
point, the following configuration state change operations are supported:

configure

unconfigure

Configure a connected Fibre Channel Fabric device to a host. When a
Fibre Channel device is listed as an unknown type in the output of the
list operation the device might not be configurable. No attempt is
made to configure devices with unknown types. The force option (- f)
can be used to force the fp port driver plug-in to make an attempt to
configure any devices. Any errors in the process are reported. By
default, each FCP SCSI LUN that is discovered on a Fibre channel
Fabric device is configured. However, FCP SCSI LUNs that are
specified in the “pwwn-lun-blacklist” property in the fp. conf file will
remain unconfigured. The FCP SCSI LUN level listing reflects the
state of such FCP SCSI LUNS. They stay in the “unconfigured” state
after reboot or Solaris Dynamic Reconfiguration on the controller
that they are connected through. Refer to fp(7d) for additional details
on the “pwwn-lun-blacklist” property.

Unconfigure a Fibre Channel Fabric device from a host. This device
stays unconfigured until the next reboot or Solaris Dynamic
Reconfiguration on the controller that the device is connected, at
which time all fabric devices are automatically enumerated. The
default behavior may be changed through the use of the
“manual_configuration_only” property in the fp. conf file. If the
property is set, the device remains unconfigured after reboot. Refer to
fp(7d) for additional details on the “manual_configuration_only”

property.
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For Fibre Channel private loop devices, the configure command returns success without
doing any operation. The unconfigure command is not supported on the private loop
devices. The private loop devices are configured by Solaris Fibre Channel drivers by default
and are not managed through end user- or application-initiated operations. The
“pwwn-lun-blacklist” property in the fp. conf file is applied to the private loop device in
the same way it works on a Fabric device.

-f
Force the configure change state operation to occur irrespective of the condition or type.
Refer to the above description of the configure change state operation.

-hap_id
Obtain fp—transport-specific help. Specify any fp attachment point.

-0 hardware_options
The following hardware options are supported.

show_SCSI_LUN Lists ap_ids associated with each FCP SCSI LUN for
discovered Fibre Channel devices when specified with the
list option -al. Refer to the previously mentioned
description and example of FCP SCSI LUN level listing.
Device node creation is not supported on the FCP SCSI
LUN level. See NOTES.

All Fibre Channel devices are available to Solaris by default. Enabling only a subset of
Fabric devices available to Solaris by default can be accomplished by setting the property
“manual_configuration_only” in /kernel/drv/fp.conf file. When
“manual_configuration_only” in fp. conf is set, all Fabric devices are not available to
Solaris unless an application or an end user had previously requested the device be
configured into Solaris. The configure state-change command makes the device available
to Solaris. After a successful configure operation on a Fabric device, the associated links
are added to the /dev namespace. The unconfigure state-change command makes a device
unavailable to Solaris.

When a Fibre Channel Fabric device is configured successfully to a host using the -c
configure operation, its physical ap_id is stored in a repository. When a Fibre Channel
Fabric device is unconfigured using the - c unconfigure operation, its physical ap_id is
deleted from the same repository. All fabric devices are automatically enumerated by
default and the repository is used only if the fp. conf “manual_configuration_only”
property is set. Refer to fp(7d) for additional details on the “manual_configuration_only”

property.

You can specify the following commands with the - c option to control the update behavior
of the repository:
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force_update For configure, the attachment point is unconditionally added to the
repository; for unconfigure, the attachment point is unconditionally
deleted.

no_update No update is made to the repository regardless of the operation.

These options should not be used for normal configure and unconfigure operations. See

WARNINGS.

When a Fibre Channel device has multiple FCP SCSI LUNs configured and any Solaris
device associated with its FCP SCSI LUN is in the unusable condition, the whole Fibre
Channel device is reported as unusable. The following option with the - c unconfigure
command removes only Solaris devices with the unusable condition for a Fibre Channel
device.

unusable SCSI LUN For unconfigure operation, any oftlined device nodes for

a target device is removed.

-s listing_options
Refer to cfgadm(1M) for usage information.

-tap_id
No test commands are available at present.

-x hardware_function
No hardware specific functions are available at present.

All other options have the same meaning as defined in the cfgadm(1M) man page.

EXAMPLE1 Unconfiguring a Disk
The following command unconfigures a disk:

# cfgadm -c unconfigure c0::210000203708b606

EXAMPLE 2 Unconfigure all the Configured Disks under Single Attachment Point
The following command unconfigures all configured disks under the attachment point co.

# cfgadm -c unconfigure c@

EXAMPLE3 Configuringa Disk
The following command configures a disk:

# cfgadm -c configure c0::210000203708b606

EXAMPLE4  Configure all the Unconfigured Disks under Single Attachment Point

The following command configures all unconfigured disks under the attachment point c@.

# cfgadm -c configure c@
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EXAMPLE5 Removing the Fibre Channel Fabric Device Attachment Point from Repository

The following command unconditionally removes the fibre channel fabric device attachment
point from the Fabric device repository.

# cfgadm -c unconfigure -o force update c0::210000203708b606

EXAMPLE6  Removing Offlined Solaris Device Nodes for a Target Device
The following command removes offlined Solaris device nodes for a target device:
# cfgadm -c unconfigure -o unusable SCSI LUN c0::210000203708b606

/usr/lib/cfgadm/fp.so.1
Hardware-specific library for Fibre Channel Fabric device node management.

/etc/cfg/fp/fabric_WWN_map
Repository of physical ap_ids of Fabric devices currently configured. It is used only to
reconfigure those Fabric devices at boot time. This repository is only used when the
“manual_configuration_only” /kernel/drv/fp. conf file s set.

/etc/rcS.d/fdevattach
Reconfigures Fabric device(s) of which physical ap_1d is listed in
/etc/cfg/fp/fabric_WWN_map on boot time.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcfpl, SUNWefplx

svcs(1), cfgadm(1M), svcadm(1M), config_admin(3CFGADM), libcfgadm(3LIB),
attributes(5), smf(5), fp(7d)

Do not use hardware-specific options for the repository update under normal
configure/unconfigure operations. The hardware-specific options are expected to be used
when the node creation of a Fabric device fails at boot time and the error condition is
considered to be permanent. The unconfigure command with force update
hardware-specific option unconditionally removes the attachment point of a failing Fabric
device from the repository.

For devices with unknown or no SCSI device type (for example, a Fibre Channel Host Bus
Adapter), the configure operation might not be applicable.

The configure and unconfigure commands operate on the Fibre Channel device level which
is represented by port WWN ap_id. If a Fibre Channel device has multiple FCP SCSI LUNs
configured, the configure command on the associated port WWN ap_id results in creating a
Solaris device for each FCP SCSI LUN unless it is specified in the “pwwn-lun-blacklist”
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property in the fp.conf file. The unconfigure command removes all Solaris devices
associated with the port WWN ap_id. The FCP SCSI LUN level ap_id is not valid for the
configure and unconfigure commands.

The deprecated show_FCP_dev option has been replaced by the new show_SCSI_LUN option,
and the deprecated unusable_FCP_dev option has been replaced by the new
unusable_SCSI_LUN option.

The cfgadm_fp service is managed by the service management facility, smf(5), under the
service identifier:

svc:/system/device/fc-fabric:default

Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M). The service's status can be queried using the svcs(1)
command.

No administrative actions on this service are required for Fabric device configuration once
this service is started on boot time.
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Name

Synopsis

Description

cfgadm_ib - InfiniBand hardware specific commands for cfgadm
/usr/sbin/cfgadm -f [-y | -n] [-v] -c function ap_id...

/usr/sbin/cfgadm [-f] [-y | -n] [-v] [-o hardware_options]
-x hardware_function ap_id. ..

/usr/sbin/cfgadm -v [-al [-s listing option] [-1 lap_id | ap_type...]
/usr/sbin/cfgadm -v -h [ap_id]...
The InfiniBand hardware specific library /usr/1ib/cfgadm/ib.so. 1 provides the

functionality for administering its fabric through the cfgadm(1M) utility. cfgadm operates on
attachment points. See cfgadm(1M).

An InfiniBand (IB) device is enumerated by the IB nexus driver, ib(7D), based on the services
from the IB Device Manager (IBDM).

The IB nexus driver creates and initializes five types of child device nodes:

1B Port devices

IB HCA service (HCA_SVC) devices

IB Virtual Physical Point of Attachment (VPPA) devices
1/0 Controller (IOC)

1B Pseudo devices

See ib(7D) for details on enumeration of IB Port, IB VPPA, and IB HCA_SVC devices. For
additional information on IBDM, see ibdm(7D). See ib(4) for details on IB Pseudo devices.

For IB administration, two types of static attachment point are created for the fabric
administration as seen by the given host. There is one static attachment point ib and all IB
devices (either an IOC, Port, VPPA, HCA_SVGC, or a Pseudo device) in the fabric are
represented as dynamic attachment points based off of it. There is another static attachment
point for each Host Channel Adapter (HCA) in the host based on its node Globally Unique
Identifier (GUID) value.

Attachment points are named through ap_ids. There are two types of ap_ids: logical and
physical. The physical ap_id is based on the physical path name. For the IB fabric it is
/devices/ib: fabric. Thelogical ap_id is a shorter, and has a more user friendly name.

The static ap_id for the IB fabric is ib. The IB devices are dynamic attachment points and have
no physical ap_id. The logical ap_id of an IOC contains its GUID, ib: : IOC-GUID. An
example of an IOC ap_id is ib: :80020123456789a. The logical ap_id of a Pseudo device, see
ib(4) for details, is of the format ib: : driver_name, unit-address. An example of a pseudo
ap_id would be ib: : sdp, @ where “sdp” is the driver name and “0” is its unit-address property.
The logical ap_id of Port, VPPA and HCA_SVC device contains its Partition Key (P_Key),
Port GUID / Node GUID and a communication service-name. The format of ap_id is as below:

Port device
ib: :PORT _GUID, 0, service-name
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VPPA device
ib:: PORT_GUID, P_Key, service-name

HCA_SVC device
ib::HCA_GUID, 0, servicename

The Partition Key (P_Key) is 0 for Port and HCA_SVC devices. The P_Key helps determine
the partition to which this port belongs for a VPPA device node. A port might have more than
one P_Key. An example of a VPPA device logical ap_id point is ib: : 80245678, ffff, ipib.
The port-GUID is 80245678, the P_Key is 0xffff, and the service name is ipib. The
service-name information is obtained from the file /kernel/drv/ib. conf which contains
service-name strings. The HCA's logical ap_id contains its node GUID value,
hca:HCA-GUID. An example is hca:21346543210a987.

A listing of the IB attachment points includes information on all IB devices (IOC, VPPA,
HCA_SVC, Pseudo, and Port devices seen by the IBDM and the IB nexus driver) in the fabric
even if they are not seen by the host and configured for use.

The following shows a listing of five IB devices (two IOC, one VPPA, one Port, one
HCA_SVC) and one HCA:

example# cfgadm -al

Ap_Id Type Receptacle  Occupant Condition
hca:21346543210a987 IB-HCA connected configured ok

ib IB-FABRIC connected configured ok
ib::80020123456789%a IB-I0C connected configured ok
ib::802abc9876543 IB-I0C connected unconfigured unknown
ib::80245678,ffff,ipib  IB-VPPA connected configured ok
ib::12245678,0,nfs IB-PORT connected configured ok
ib::21346543,0,hnfs IB-HCA SVC connected configured ok
ib::sdp,0 IB-PSEUDO connected configured ok

Theap_id ib: :802abc9876543 shows an IOC device that is not yet configured by the host for
use or had been previously offlined by an explicit

cfgadm -c unconfigure

operation. The distinction was made by the information displayed under the Condition
column. The IB device with a zero P_Key and HCA GUID isa HCA_SVC device. Refer to
cfgadm(1M) for more information regarding listing attachment points.

The receptacle state for attachment points have the following meanings:

connected
For an IOC/VPPA/Port/Pseudo/HCA_SVC device, connected implies that it has been seen
by the host. The device might not have been configured for use by Solaris.

For a HCA attachment point, connected implies that it has been configured and is in use.

Al IB ap_ids are always shown as connected.

210 man pages section 1M: System Administration Commands - Last Revised 2 Jul 2008



cfgadm_ib(1M)

Options

The occupant state for attachment points have the following meanings:

configured
The IB device, and the HCA ap_id, are configured and usable by Solaris.

unconfigured
The IB device at the ap_id was explicitly offlined using cfgadm - c unconfigure, was not
successfully configured. This could be because it wasn not successfully configuref for use
with Solaris (no driver, or a device problem), or because it was never configured for use by
the IB nexus driver.

The unconfigured operation is not supported for the HCA attachment point. The IB static
apid, ib, is shown unconfigured if the system has no IB hardware.

The attachment point conditions are:

failed
Not used.

failing
Not used.

ok
Normal state. Ready for use.

unknown
This state is only valid for IB device that have been probed by IBDM but not yet configured
for use by Solaris. It is also shown for devices that have been explicitly offlined by a cfgadm
-cunconfigure operation. This condition does not apply to a HCA attachment point.

unusable
Not used.

The following options are supported:

- ¢ function
The IB hardware specific library supports two generic commands (functions). These
commands are not supported on the static attachment points (that is, the HCA ap_ids and
the IB static ib ap_id).

The following generic commands are supported:

configure
Configure the IB device to be used by Solaris.

unconfigure
Unconfigure the IB device. If successful, cfgadm reports the condition of thisap_id as
unknown.
f
Not supported.

System Administration Commands - Part 1 211



cfgadm_ib(1M)

-hap_id
Obtain IB specific help for an IB attachment point.

-1
List the state and condition of IB attachment points. The -1 option works as described in
cfgadm(1M).

When paired with the -a option, displays the dynamic attachment points as well (I0C,
VPPA, Port, Pseudo, and HCA_SVC devices).

When paired with -v option, displays verbose data about the ap_ids. For an IOC, the Info
field in the

cfgadm -avl

output displays the following information: VendorID, IOCDevicelD, DeviceVersion,
SubsystemVendorID, SubsystemID, Class, Subclass, Protocol, ProtocolVersion and
IDString from the IOCControllerProfile. If the ID string isn't provided then nothing is
displayed in its place. These fields are defined in the InfiniBand Specification Volume 1
(http://www.infinibandta.org).

For a VPPA, Port, or HCA_SVC device the Info field in the cfgadm - lav display shows the
service name information to which this device is bound. If no such information exists,
nothing is displayed.

For a Pseudo device cfgadm -alv displays the driver name and its unit-address
information. For a HCA the verbose listing displays the VendorID, ProductID of the HCA,
number of ports it has, and the PortGUID value of its ports. See EXAMPLES.

-0 hardware_option
This option is not currently defined.

-s listing_option
Attachment points of class ib can be listed by using the select sub-option. Refer to the
cfgadm(1M) man page for more information.

-x hardware_function
Perform a hardware specific function. Note that the name can not be more than 4
characters long.

The following hardware specific functions are supported:

add service -ocomm=[port|vppa|hca svc],service=name
This hardware specific function is supported on the static IB attachment point. It can be
used to add a new service to /kernel/drv/ib. conf file and to update the ib(7D) driver.

You must use the service=name option to indicate the new service to be added. You
must use the option comm=[port |vppa|hca_svc] option to add the name service to
either port-svc-1list orto the hca-svc-1list inthe /kernel/drv/ib. conf file. See
EXAMPLES.
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delete service -ocomm=[port|vppa|hca svcl,service=name
This hardware specific function is supported on the static IB attachment point only. It
can be used to delete an existing service from the /kernel/drv/ib. conf file and also
from the ib(7D) driver's data base. You must use the service=name option to indicate
which service to delete. You must use the comm=[port|vppa|hca_svc] option to delete
this service from the port-svc-1list, vppa-svc-list, or vppa-svc-1list of the
/kernel/drv/ib. conf file. See EXAMPLES.

list clients
Supported on HCA attachment points. Displays all the kernel IB clients using this HCA. It
also displays the respective ap_ids of these kernel IB clients and if they have opened an
alternate HCA device. See EXAMPLES.

If a given kernel IB client does not have a valid ap_id then a - is displayed in that
column.

list services
This hardware specific function is supported on the static IB attachment point only. It
lists all the Port and VPPA services as read from the /kernel/drv/ib. conf file. See
EXAMPLES.

unconfig_clients
This hardware specific function is supported on the static HCA attachment point only.
It can be used to unconfigure all IB kernel clients of this given HCA. Only IB kernel
clients that do not have an alternate HCA are unconfigured. See EXAMPLES.

update ioc config
This hardware specific function is supported on static ib attachment point and the IOC
attachment points. For the ib APID, this function updates properties of all the IOC
device nodes. For the IOC APID, this function updates the properties of specified IOC
device node. This command updates the port-list, port-entries, service-id, and
service-name IOC node properties .

See ib(7D).

update pkey tbls
Supported on the static ib attachment point. Updates the PKEY information inside IBTL.
IBTL re-reads the P_Key tables for all the ports on each HCA present on the host.

See ibt1(7D).

Examples ExampLe1 Listing the State and Condition of IB Devices

The following command lists the state and condition of IB devices on the system. It only shows
the static attachment points.
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EXAMPLE 1 Listing the State and Condition of IB Devices (Continued)

example# cfgadm
hca:21346543210a987 IB-HCA connected configured ok
ib IB-FABRIC connected configured ok

The -a option lists all attachment points. The following example uses the -a option and lists
all attachment points:

example# cfgadm -a

hca:21346543210a987 IB-HCA connected configured ok
ib IB-FABRIC  connected configured ok
ib::80020123456789a IB-I0C connected unconfigured ok
ib::80245678,ffff,ipib IB-VPPA connected configured ok
ib::21346543,0,hnfs IB-HCA SVC connected configured ok
ib::12245678,0,nfs IB-PORT connected configured ok
ib::sdp,0 IB-PSEUDO  connected configured ok

EXAMPLE2 Listing the Verbose Status of a IB VPPA Device
The following command lists the verbose status of a IB VPPA device:

example# cfgadm -alv ib::80245678,ffff,ipib

Ap Id Receptacle Occupant  Condition Information
When Type Busy Phys Id

ib::80245678,ffff,ipib connected configured ok ipib
unavailable 1IB-VPPA n /devices/ib:fabric::80245678,ffff,ipib

A verbose listing of an IOC shows additional information. The following command shows a
verbose listing:

example# cfgadm -alv ib::80020123456789a

Ap_Id Receptacle  Occupant Condition Information
When Type Busy Phys Id
ib::80020123456789a connected configured ok VID: Oxeaea

DEVID: Oxeaea VER: 0x5 SUBSYS VID: 0x@ SUBSYS ID: 0x@ CLASS: Oxffff
SUBCLASS: 0xff PROTO: Oxff PROTOVER: @x1 ID STRING: Sample Host Adapter
unavailable IB-IOC n /devices/ib:fabric::80020123456789a

A verbose listing of a Pseudo device shows:

example# cfgadm -alv ib::sdp,0

Ap_Id Receptacle Occupant Condition Information
When Type Busy Phys Id
ib::sdp,0 connected configured ok Driver = "sd

p" Unit-address = "0"
unavailable IB-PSEUDO n /devices/ib:fabric::sdp,0

A verbose listing of a HCA shows:
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EXAMPLE2 Listing the Verbose Status of a IB VPPA Device (Continued)

example# cfgadm -alv hca:21346543210a987

Ap Id Receptacle  Occupant Condition Information

When Type Busy Phys Id

hca:21346543210a987 connected configured ok VID: 0x15b3,
PID: 0x5a44, #ports: 0x2, portl GUID: 0x80245678, port2 GUID: 0x80245679
unavailable IB-HCA n /devices/ib:21346543210a987

You can obtain more user-friendly output if you specify these following cfgadm class and field
selection options: -s "select=class(ib),cols=ap_id:info"

The following command displays only IB ap_ids. The output only includes the ap_id and
Information fields.

# cfgadm -al -s "cols=ap id:info" ib::80245678,ffff,ipib
Ap_Id Information
ib::80245678, ffff,ipib ipib

EXAMPLE3  Unconfiguring an Existing IB IOC

The following command unconfigures the IB IOC attached to ib: : 80020123456789a, then
displays the status of the ap_id:

# cfgadm -c unconfigure ib::80020123456789a

Unconfigure the device: /devices/ib:fabric::80020123456789a
This operation will suspend activity on the IB device
Continue (yes/no)?

Enter:y

IB device unconfigured successfully.
# cfgadm -al ib::80020123456789a

Ap Id Type Receptacle Occupant Condition
ib::80020123456789 IB-I0C connected unconfigured unknown
#

The condition unknown implies that the device node doesn't exist anymore and this IB
device's existence is known only to the IB Device Manager.

EXAMPLE4 Configuringan IBIOC
The following series of commands configures an IB device attached to ib: : 80020123456789a:

# cfgadm -yc configure ib::80020123456789a

# cfgadm -al ib::80020123456789a

Ap Id Type Receptacle  Occupant Condition
ib::80020123456789a IB-I0C connected configured ok
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EXAMPLE5  Listing All Kernel IB Clients of a HCA

The following command lists all kernel IB clients of an HCA attached to
hca:21346543210a987

# cfgadm -x list clients hca:21346543210a987

Attachment Point Clients Alternate HCA
ib::80020123456789%a iocl Yes
ib::80245678,ffff,ipib ipib No
ib::21346543,0,hnfs hnfs No
- ibdm No
- ibmf No

EXAMPLE6 Adding a Port Service
The following command adds a new Port service called srp:

# cfgadm -o comm=port,service=srp -x add service ib

EXAMPLE7 Deletinga VPPA Service
The following command deletes the ibd VPPA service ibd:

# cfgadm -o comm=vppa,service=ipib -x delete service ib

EXAMPLE8 Listing Port, VPPA, HCA_SVC Services
The following command lists all Port, VPPA, and HCA_SVC services:

# cfgadm -x list_services ib
Port communication services:
srp

VPPA communication services:
ipib
nfs

HCA_SVC communication services:
hnfs

EXAMPLE9 Reprobing IOC Devices

The following command reprobes all IOC device nodes.
# cfgadm -x update_ioc_config ib

This operation can update properties of IOC devices.
Continue (yes/no)?

Enter: y

#
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EXAMPLE 10 Unconfiguring All Kernel Clients of a HCA

The following command unconfigures all kernel clients of a HCA

# cfgadm -x unconfig clients hca:21346543

This operation will unconfigure clients of this HCA.
Continue (yes/no)?

Enter: y

/usr/lib/cfgadm/ib.so.1

Hardware-specific library for generic InfiniBand device administration

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsl

cfgadm(1M), config_admin(3CFGADM), libcfgadm(3LIB), ib(4), attributes(5), ib(7D),

ibdm(7D), ibt1(7D)

InfiniBand Specification Volume 1 (http://www.infinibandta.org)

Apart from the listing (cfgadm -1 or cfgadm -x list_clients), only the superuser can execute

any functions on an attachment point.
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Name

Synopsis

Description

cfgadm_pci - PCI, CompactPCI, and PCI Express Hotplug hardware specific commands for
cfgadm

/usr/sbin/cfgadm [-f] [-y | -n] [-Vv]
[-o hardware_options] -c function ap_id [ap_id]

/usr/sbin/cfgadm [-f] [-y | -n] [-V]
[-o hardware_options] -x hardware_function ap_id
Lap_id]

/usr/sbin/cfgadm [-v] [-s listing_options]
[-o hardware_options] [-1 [ap_id | ap_typell

/usr/sbin/cfgadm [-v] [-o harware_options] -t ap_id [ap_id]

/usr/sbin/cfgadm [-v] [-0 hardware_function] -h
lap_id| ap_typel

The PCI hardware specific library, /usr/lib/cfgadm/pci.so. 1, provides the support for
hotplugging PCI and CompactPCI adapter cards into the respective hotpluggable slots in a
system that is hotplug capable, through the cfgadm command (see cfgadm(1M)). This library
does not include support for PCI Express Hotplug or Standard PCI Hotplug adapter cards,
which are provided by a different library (see cfgadm_shp(1M)). Hotplug administrative
models between PCI, CompactPCI remain the same except where noted in this document.

For PCI Hot Plug, each hotplug slot on a specific PCI bus is represented by an attachment
point of that specific PCI bus.

An attachment point consist of two parts: a receptacle and an occupant. The receptacle
under PCI Hot Plug is usually referred to as the physical hotpluggable slot; and the occupant
is usually referred to as the PCI adapter card that plugs into the slot.

Attachment points are named through ap_ids. There are two types of ap_1ids: logical and
physical. The physical ap_id is based on the physical pathname, that is,
/devices/pci@1/hpc@_slot3, whereas the logical ap_id is a shorter, and more user-friendly
name. For PCT hotpluggable slots, the logical ap_id is usually the corresponding hotplug
controller driver name plus the logical slot number, that is, pci@:hpc@slot1; PCI nexus
driver, with hotplug controller driver named hpc and slot number 1. The ap_type for PCI Hot
Plugis pci.

Note that the ap_type is not the same as the information in the Type field.

See the System Administration Guide: Basic Administration for a detailed description of the
hotplug procedure.

Options The following options are supported:

- function
The following functions are supported for PCI hotpluggable slots:
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configure
Configure the PCI device in the slot to be used by Solaris.

connect
Connect the slot to PCI bus.

disconnect
Disconnect the slot from the PCI bus.

insert
Not supported.

remove
Not supported.

unconfigure
Logically remove the PCI device's resources from the system.

-f
Not supported.

-hap_id| ap_type

Print out PCI Hot Plug-specific help message.
-1list

List the values of PCI Hot Plug slots.

-0 hardware_options
No hardware specific options are currently defined.

-s listing_options
Same as the generic cfgadm(1M).

-tap_id
This command is only supported on platforms which support testing capability on the slot.

Execute in verbose mode.

When the -v option is used with the -1 option, the cfgadm command outputs information
about the attachment point. For PCI Hotplug attachment points located in a PCI PCI
Express hierarchy, see cfgadm_shp(1M) for details. For PCI Hot Plug attachment points
notlocated in a PCI Express hieararchy, the Information field will be the slot's system
label, if any. This string will be obtained from the slot - name property of the slot's bus
node. The information in the Type field is printed with or without the v option. The
occupant Type field will describe the contents of the slot. There are 2 possible values:

unknown
The slot is empty. If a card is in the slot, the card is not configured or there is no driver
for the device on the card.
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subclass/board
The card in the slot is either a single-function or multi-function device.

subclass is a string representing the subclass code of the device, for example, SCSI,
ethernet, pci-isa, and so forth. If the card is a multi-functional device, MULT will get
printed instead.

board is a string representing the board type of the device. For example, hp is the string
used for a PCI Hot Plug adapter, hs is used for a Hot Swap Board, nhs for a Non—Hot
Swap cPCI Board, bhs for a Basic Hot Swap cPCI Board, and ths for a Full Hot Swap
cPCI Board.

Most PCI cards with more than one device are not multi-function devices, but are
implemented as a PCI bridge with arbitrary devices behind them. In those cases, the
subclass displayed is that of the PCI bridge. Most commonly, the bridges are pci-pci, a
generic PCI to PCI bridge or stpci, a semi-transparent PCI bridge.

-x hardware_function
Perform hardware specific function. These hardware specific functions should not
normally change the state of a receptacle or occupant.

The following hardware_functions are supported:

enable_slot | disable_slot
Change the state of the slot and preserve the state of slot across reboot. Preservation of
state across reboot is only supported on select platforms.

enable_slot enables the addition of hardware to this slot for hotplugging and at boot
time.

disable_slot disables the addition of hardware to this slot for hotplugging and at boot
time. When a slot is disabled its condition is shown as unusable.

enable_autoconfig | disable_autoconfig
Change the ability to autoconfigure the occupant of the slot. Only platforms that
support auto configuration support this feature.

enable_autoconfig enables the ability to autoconfigure the slot.
diable_autoconfig disables the ability to autoconfigure the slot.

Autoconfiguration is done through the attention button on the PCI Express platforms
and through the injector/ejector latch on the CompactPCI platforms. When
autoconfiguration is disabled, the attention button or latch mechanism cannot be used
to configure the occupant of the slot.

led=[led_sub_arg],mode=[mode_sub_arg]
Without sub-arguments, print a list of the current LED settings. With sub-arguments,
set the mode of a specific LED for a slot.
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Specify led_sub_argas fault, power, attn, oractive.
Specify mode_sub_argas on, off or blink.

Changing the state of the LED does not change the state of the receptacle or occupant.
Normally, the LEDs are controlled by the hotplug controller, no user intervention is
necessary. Use this command for testing purposes.

Caution: Changing the state of the LED can misrepresent the state of occupant or
receptacle.

The following command prints the values of LEDs:

example# cfgadm -x led pci@:hpc@_slotl
Ap Id Led
pci@:hpcd slotl power=on, fault=off,active=off,attn=off

The following command turns on the Fault LED:

example# cfgadm -x led=fault,mode=on pci0@:hpc0_slotl

The following command turns oft the Power LED:

example# cfgadm -x led=power,mode=off pci@:hpc@_slot0

The following command sets the active LED to blink to indicate the location of the slot:

example# cfgadm -x led=active,mode=on pci@:hpc@_slot3

Examples ExampLE1 Printing out the Value of Each Slot

The following command prints out the values of each slot:

example# cfgadm -1

Ap Id Type Receptacle  Occupant Condition
co scsi-bus connected configured unknown
cl scsi-bus connected unconfigured unknown
c2 scsi-bus connected unconfigured unknown
cpci_slotl stpci/fhs connected configured ok
cpci_slot2 unknown empty unconfigured unknown
cpci slot4 stpci/fhs connected configured ok

cpci slot5s stpci/fhs connected configured ok

EXAMPLE2 Replacinga Card
The following command lists all DR-capable attachment points:

example# cfgadm

Type Receptacle  Occupant Condition
co scsi-bus connected configured unknown
cl scsi-bus connected unconfigured unknown
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EXAMPLE2 Replacinga Card (Continued)

c2 scsi-bus connected unconfigured  unknown
cpci slotl stpci/fhs connected configured ok
cpci_slot2 unknown empty unconfigured unknown
cpci slotd stpci/fhs connected configured ok

cpci slot5 stpci/fhs connected configured ok

The following command unconfigures and electrically disconnects the card:

example# cfgadm -c disconnect cpci_slot4

The change can be verified by entering the following command:

example# cfgadm cpci_slot4

Ap_Id Type Receptacle  Occupant Condition
cpci slotd unknown disconnected unconfigured unknown

Now the card can be swapped. The following command electrically connects and configures
the card:

example# cfgadm -c configure cpci_slot4

The change can be verifed by entering the following command:

example# cfgadm cpci_slot4

Ap Id Type Receptacle  Occupant Condition
cpci slotd stpcipci/fhs connected configured ok

Files /usr/lib/cfgadm/pci.so.1
Hardware specific library for PCI hotplugging.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability system/library

SeeAlso cfgadm(1M), cfgadm shp(1M), config_admin(3CFGADM), libcfgadm(3LIB),
attributes(5)

System Administration Guide: Basic Administration
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Name

Synopsis

Description

cfgadm_sata - SATA hardware-specific commands for cfgadm

/usr/sbin/cfgadm [-f] [-y | -n] [-v] [-o hardware_options]
-c function ap_id. ..

/usr/sbin/cfgadm [-f] [-y | -n] [-v] [-o hardware_options]
-x hardware_function ap_id. . .

/usr/sbin/cfgadm [-v] [-a] [-s listing_options]
[-0 hardware_options] [-1 [ap_id | ap_typel...]

/usr/sbin/cfgadm [-v] [-o0 harware_options] -t ap_id. ..

/usr/sbin/cfgadm [-v] [-o hardware_options] -h [ap_id]...

The SATA hardware specific library, /usr/1ib/cfgadm/sata.so. 1, provides the functionality
for SATA hot plugging through the cfgadm command. cfgadm operates on attachment points,
which are locations in the system where hardware resources can be dynamically reconfigured.
See cfgadm(1M) for information regarding attachment points.

Each SATA controller's and port multiplier's device port is represented by an attachment
point in the device tree. SATA devices, connected and configured in the system are shown as
the attachment point name extension. The terms “attachment point” and “SATA port” are
used interchangeably in the following description.

Attachment points are named through ap_ids. All the SATA attachment points ap_id consist
of a string in the following form:

sataX/P[.M][::dsk/cXtYd0]

where

X is the SATA controller number

P is the SAT A controller's device port number (0 to 31)

M is the port multiplier's device port number (0 to 14) the port multiplier host

port number (15). It is used only when the port multiplier is attached to the
SATA controller's device port.

dev/cXtYdO identifies the attached SATA device

Y is a target number

In general, the device identifier is derived from the corresponding logical link for the device in
/dev. Because only one LUN (LUN 0) is supported by the SATA device, the “d” component of
the device string will always have number 0 (zero).

For example, the logical ap_id of the device port 4 of the port multiplier connected to the
device port 5 of the SATA controller 2 would be:

sata2/5.4
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If the SATA disk or CD/DVD device is connected to this attachment point, and the device is
configured, the ap_id would be:

sata2/5.4::dsk/c2t645d0

The cXtYd0 string identifying a device has one-to-one correspondence to the device

attachment point.

A simple listing of attachment points in the system will include all SATA device ports and
attached devices. For example:

#cfgadm -1

Ap Id Type Receptacle  Occupant Condition
sata0/0::dev/c0t0do disk connected configured ok
sata@/1::dev/c0t1d0O disk connected configured ok
sata0/2::dev/c0t2d0 cd-dvd connected configured ok
sata0/3 sata-port empty unconfigured ok
satal/0 sata-port disconnected unconfigured unknown
satal/l sata port disconnected unconfigured unknown
satal/2 sata port empty unconfigured ok
satal/3.15 sata-pmult connected configured ok
satal/3.0::dev/c0t512d0 disk connected configured ok
satal/3.1 sata-port empty unconfigured ok
satal/3.2 sata-port empty unconfigured ok
satal/3.3 sata-port empty unconfigured ok
usbo/1 unknown empty unconfigured ok
usb0/2 unknown empty unconfigured ok

See cfgadm(1M)for more information regarding listing of attachment points.

The receptacle state for attachment point at the SATA port have the following meanings:

empty

disconnected

connected

The SATA port is powered-on and enabled. No device presence was
detected on this port.

The SATA portis not enabled or the SATA device presence was detected but
no communication with the device was established, or the port has failed.

The SATA device is detected on the port the communication with the device
is established.

The occupant (device attached to the SATA port) state have the following meanings:

configured

unconfigured

The attached SATA device is configured and ready to use by the operating
system.

No device is attached, or the SATA device attached to the SATA port was
not yet configured. To configure it, run the command “cfgadm -c
configure ap_id”.
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Options

The attachment point (SATA port) condition have the following meanings:

ok The SATA port is powered-on and enabled, and is ready for use.

failed The SATA port failed. It may be disabled and/or powered-oft by the system. It is
unusable and its condition is unknown. It may be due to the device plugged-in.

unknown  The SATA port is disabled and its condition is unknown.

A “state table” is the combination of an attachment point receptacle state, an occupant state,
and an attachment point (SATA port) condition. The valid states are:

empty/unconfigured/ok

disconnected/unconfigured/ok

disconnected/unconfigured/unknown

disconnected/unconfigured/failed

connected/unconfigured/ok

connected/configured/ok

The SATA port is enabled and active. No device
presence was detected.

The SATA port is enabled and a device presence
was detected but no communications with the
device was established.

The SATA Port is disabled and its condition is
unknown.

The SATA Port is disabled and unusable. The port
was disabled by the system due to a
system-detected failure.

The SATA Port is enabled and active. A device
presence was detected and the communication
with a device was established. The device is not
configured to be used by the OS.

The device is present and configured, and is ready
to use by the OS.

cfgadm defines several types of operations besides listing (- 1). These operations include
testing, (-t), invoking configuration state changes, (- c), invoking hardware specific functions
(-x), and obtaining configuration administration help messages (-h).

- function

The following generic functions are defined for the SAT A hardware specific library. For
SATA port attachment point, the following configuration state change operations are

supported:

connect

Enable (activate) the SATA port and establish the communication with an attached
device. This operation implies powering-on the port if necessary.

disconnect

Unconfigure the attached device, if it is not already unconfigured, and disable
(deactivate) the SATA port. A subsequent “connect” command enables SATA port
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operation but does not bring a device to the “configured” state.

For a SATA device attached to the SATA port following state change operations are
supported:

configure Configure new device for use by the operating system if it is not already
configured. This command also implies connect operation, if necessary.

unconfigure  Unconfigure the device connected to the SATA port if it is not already
unconfigured.

The configure and unconfigure operations cannot be used for an attachment point where
the port multiplier is connected. Port multipliers are configured and unconfigured
automatically by the system. However, configure and unconfigure operations apply to all
SATA devices connected to the port multiplier's device ports.

-f

Not supported.

-hap_id

SATA specific help can be obtained by using the help option with any SATA attachment
point.

-1[-v]

The -1 option works as described in cfgadm(1M). When paired with the -v option, the
“Information” field contains the following SATA-specific information:

= Mfg: manufacturer string
= Product: product string
= No: product Serial Number

-0 hardware_options

No hardware specific options are currently defined.

-s listing_options

Attachment points of class SATA can be listed by using the select suboption. See
cfgadm(1M).

~tap_id

Perform self-test of the SATA port, if supported by the SATA controller. If a port self-test
operation is not supported by the SATA controller, an error message is issued.

-x hardware_function

Perform hardware specific function.

Some of the following commands used on the SATA ports or the SATA controller may
affect any SATA devices that have been attached, as noted. ap_id refers to SATA port or the
entire SATA controller, as noted. If the operation implies unconfiguring a device, but it
cannot be unconfigured (that is, the device contains a mounted filesystem), an error
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message is issued and the operation is not performed. An error message will be also issued
ifthe SATA controller does not support specified operation.

sata_reset_device ap_id
Reset the SATA device attached to ap_id SATA port. The SATA port state does not
change.

sata_reset_portap_id
Reset the SATA port specified by ap_id. Ifa SATA device is attached to the port, it is also
reset. This operation may be also performed on the port to which a port multiplier is
connected. If a port multiplier is connected to the SATA controller port, the SATA
devices attached to the port multiplier may not be reset

sata_reset_allap_id
Reset SATA controller specified by the controller number partin ap_id and all attached
devices and re-enumerate all connected devices, including port multipliers and devices
connected to port multipliers' device ports.

This operations implies unconfiguring all attached devices prior to the operation. Any
newly enumerated devices will be left unconfigured.

sata_port_deactivate ap_id
Force the deactivation of the port when all else fails. This is meant as an emergency step;
use with caution.

sata_port_activateap_id
Force the activation of a port. This is meant for emergency situations on a port which
was deactivated to recover from errors.

sata_port_self_testap_id
Perform self-test operation on the SATA controller. This operation implies
unconfiguring all devices and resetting the SATA controller.

Execute in verbose mode.

The following Transitions table reports the state transitions resulting from the - c
operations and hotplugging actions:

current state operation possible new state

empty/

unconfigured/ok  device plug-in connected/unconfigured/ok, or
disconnected/unconfigured/ok, or
disconnected/unconfigured/failed

empty/
unconfigured/ok -c unconfigure error message, no state change

empty/
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unconfigured/ok

empty/
unconfigured/ok

empty/
unconfigured/ok

disconnected/
unconfigured/ok

disconnected/
unconfigured/ok

disconnected/
unconfigured/ok

disconnected/
unconfigured/ok

disconnected/
unconfigured/ok

disconnected/
unconfigured/
unknown

-c configure

-C connect

-c disconnect

device unplug

-c unconfigure

-c configure

-C connect

-c disconnect

(no disk plugged) -c configure

disconnected/
unconfigured/
unknown

(disk plugged)

disconnected/
unconfigured/
unknown

disconnected/

-c configure

-C connect

error message, no state change

error message, no state change

disconnected/unconfigured/unknown, or
disconnected/unconfigured/failed

no state change

error message, no state change

error message, no state change

error message, no state change

error message, no state change

error message, state change to
empty/unconfigured/ok, or
disconnected/unconfigured/failed

state change to
connected/configured/ok or,
connected/unconfigured/ok, or
disconnected/unconfigured/failed and
possible error message

empty/unconfigured/ok, or
connected/unconfigured/ok, or
disconnected/unconfigured/ok, or
disconnected/unconfigured/unknown, or
disconnected/unconfigured/failed
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unconfigured/
unknown

disconnected/
unconfigured/
failed

connected/
unconfigured/ok

connected/
unconfigured/ok

connected/
unconfigured/ok

connected/
unconfigured/ok

connected/

unconfigured/ok

connected/
configured/ok

connected/
configured/ok

connected/
configured/ok

connected/
configured/ok

-c disconnect

any command
other than
-X commands

disk unplug

-c configure

-c unconfigure

-C connect

-c disconnect

disk unplug

-c configure

-c unconfigure

-C connect
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error message, no state change

error message, no state change

error message and state:
empty/unconfigured/ok, or
disconnected/unconfigured/failed

connected/unconfigured/ok, or
connected/configured/ok, or
disconnected/unconfigured/ok, or
disconnected/unconfigured/failed

error message, no state change

error message, no state change

disconnected/unconfigured/unknown, or
disconnected/unconfigured/failed

error message and state:
empty/unconfigured/ok, or
disconnected/unconfigured/failed

error message, no state change

error message, if device cannot be
unconfigured, no state change, or
connected/unconfigured/ok, or
disconnected/unconfigured/ok, or
disconnected/unconfigured/failed

error message, no state change
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connected/

configured/ok -c disconnect error message, if device cannot be
unconfigured, no state change, or
disconnected/unconfigured/unknown, or
disconnected/unconfigured/failed

Examples EexampLe1 Configuringa Disk
The following command configures a disk attached to SATA controller 0, port 0:

example# cfgadm -c configure sata0/0

This command should be issued only when there is a device connected to the SATA port.

EXAMPLE2 Unconfiguring a Disk
The following command unconfigures a disk attached to SATA controller 0, port 3:

example# cfgadm -c unconfigure sata0/3::dsk/c0t3d0

The device identifying string is shown when the attachment point receptacle state is
“connected” and occupant state is “configured”.

EXAMPLE3  Encountering a Mounted File System While Unconfiguring a Disk

The following command illustrates encountering a mounted file system while unconfiguring a
disk:

example# cfgadm -c unconfigure satal/5::dsk/c01t35d0
The system responds with the following:

cfgadm: Component system is busy, try again: failed to offline:
/devices/pci@0,0/pci8086,244e@le/pcil@95,3124@1/sd@5,0
Resource Information

/dev/dsk/c1t5d0s@ mounted filesystem "/mnt"

Files /usr/lib/cfgadm/sata.so.l1 =~ Hardware specific library for generic SATA hot plugging.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWGsl

SeeAlso cfgadm(1M), config admin(3CFGADM), libcfgadm(3LIB), attributes(5)

Notes The emergency “sata_port_deactivate” operation is not supported on ports with attached
disks containing critical partitions such as root (/), /usr, swap, or /var. The deactivate
operation should not be attempted on such ports. Incorrect usage can result in a system hang
and require a reboot.
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Warnings

Hotplugging operations are not supported by all SATA controllers.

If SATA connectors are the hot-pluggable type and the SATA controller supports hotplugging,
a SATA device can be hotplugged at any time. The system detects the event and establishes the
communication with the device. The device has to be configured by the explicit “cfgadm - c
configure ap_id” command.

If the SATA connectors are the hot-pluggable type and the SATA controller supports
hotplugging, unplugging a device without unconfiguring it may result in system hang or data
loss. If a device is unconfigured but receptacle state is not in a disconnected state, unplugging a
device from the SATA port will result in error message.

The connectors on some SATA devices do not conform to SATA hotplug specifications.
Performing hotplug operations on such devices can cause damage to the SATA controller
and/or the SATA device.
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Name

Synopsis

Description

Component Conditions

Component States

Board Conditions

232

cfgadm_sbd - cfgadm commands for system board administration
cfgadm -1 [-a] [-o0 parsablel ap_id. ..

cfgadm -c function [-f] [-y | -n]
[-o unassign | nopoweroff] [-v] ap_id...

cfgadm -t [-v] ap_id...

cfgadm -x [-f] [-v] function ap_id...

The cfgadm_sbd plugin provides dynamic reconfiguration functionality for connecting,
configuring, unconfiguring, and disconnecting class sbd system boards. It also enables you to
connect or disconnect a system board from a running system without having to reboot the
system.

The cfgadm command resides in /usr/sbin. See cfgadm(1M). The cfgadm_sbd plugin resides
/usr/platform/sund4u/lib/cfgadm.

Each board slot appears as a single attachment point in the device tree. Each component
appears as a dynamic attachment point. You can view the type, state, and condition of each
component, and the states and condition of each board slot by using the -a option.

The cfgadm options perform differently depending on the platform. Additionally, the form of
the attachment points is different depending on the platform. See the Platform Notes section
for more information.

The following are the names and descriptions of the component conditions:
failed The component failed testing.
ok The component is operational.

unknown  The component has not been tested.

The following is the name and description of the receptacle state for components:

connected  The component is connected to the board slot.

The following are the names and descriptions of the occupant states for components:
configured The component is available for use by the Solaris operating environment.

unconfigured ~ The component is not available for use by the Solaris operating
environment.

The following are the names and descriptions of the board conditions.
failed The board failed testing.
ok The board is operational.

unknown  The board has not been tested.
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Board States

Dynamic System
Domains

unusable The board slot is unusable.

Inserting a board changes the receptacle state from empty to disconnected. Removing a board
changes the receptacle state from disconnected to empty.

Caution: Removing a board that is in the connected state or that is powered on and in the
disconnected state crashes the operating system and can result in permanent damage to the
system.

The following are the names and descriptions of the receptacle states for boards:

connected The board is powered on and connected to the system bus. You can view the
components on a board only after it is in the connected state.

disconnected ~ The board is disconnected from the system bus. A board can be in the
disconnected state without being powered off. However, a board must be
powered off and in the disconnected state before you remove it from the
slot.

empty A board is not present.

The occupant state of a disconnected board is always unconfigured. The following table
contains the names and descriptions of the occupant states for boards:

configured Atleast one component on the board is configured.

unconfigured  All of the components on the board are unconfigured.

Platforms based on dynamic system domains (DSDs, referred to as domains in this
document) divide the slots in the chassis into electrically isolated hardware partitions (that is,
DSDs). Platforms that are not based on DSDs assign all slots to the system permanently.

A slot can be empty or populated, and it can be assigned or available to any number of
domains. The number of slots available to a given domain is controlled by an available
component list (ACL) that is maintained on the system controller. The ACL is not the access
control list provided by the Solaris operating environment.

A slot is visible to a domain only if the slot is in the domain's ACL and if it is not assigned to
another domain. An unassigned slot is visible to all domains that have the slot in their ACL.
After a slot has been assigned to a domain, the slot is no longer visible to any other domain.

A slot that is visible to a domain, but not assigned, must first be assigned to the domain before
any other state changing commands are applied. The assign can be done explicitly using -x
assign or implicitly as part of a connect. A slot must be unassigned from a domain before it
can be used by another domain. The unassign is always explicit, either directly using - x
unassign or as an option to disconnect using -o unassign.

System Administration Commands - Part 1 233



cfgadm_sbd(1M)

State Change
Functions

Availability Change
Functions

Condition Change
Functions

Unconfigure Process
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Functions that change the state of a board slot or a component on the board can be issued
concurrently against any attachment point. Only one state changing operation is permitted at
a given time. A 'Y in the Busy field in the state changing information indicates an operation is
in progress.

The following list contains the functions that change the state:

= configure

= unconfigure
= connect

= disconnect

Commands that change the availability of a board can be issued concurrently against any
attachment point. Only one availability change operation is permitted at a given time. These
functions also change the information string in the cfgadm - 1 output. A Y in the Busy field
indicates that an operation is in progress.

The following list contains the functions that change the availability:

B 3ssign
®  unassign

Functions that change the condition of a board slot or a component on the board can be issued
concurrently against any attachment point. Only one condition change operation is permitted
ata given time. These functions also change the information string in the cfgadm - L output. A

Y in the Busy field indicates an operation is in progress.

The following list contains the functions that change the condition:

= poweron
m  poweroff
m test

This section contains a description of the unconfigure process, and illustrates the states of
source and target boards at different stages during the process of moving permanent memory.

In the following code examples, the permanent memory on board 0 must be moved to another
board in the domain. Thus, board 0 is the source, and board 1 is the target.

A status change operation cannot be initiated on a board while it is marked as busy. For
brevity, the CPU information has been removed from the code examples.

The process is started with the following command:

# cfgadm -c unconfigure -y SBO::memory &
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First, the memory on board 1 in the same address range as the permanent memory on board 0
must be deleted. During this phase, the source board, the target board, and the memory
attachment points are marked as busy. You can display the status with the following
command:

# cfgadm -a -s cols=ap_id:type:r_state:o_state:busy SBO SB1l

Ap Id Type Receptacle Occupant Busy
SBO CPU connected configured y
SBO: :memory  memory connected configured y
SB1 CPU connected configured y
SB1l::memory  memory connected configured y

After the memory has been deleted on board 1, it is marked as unconfigured. The memory on
board 0 remains configured, but it is still marked as busy, as in the following example.

Ap Id Type Receptacle Occupant Busy
SBO CPU connected configured y
SBO::memory  memory connected configured y
SB1 CPU connected configured y
SB1l::memory  memory connected unconfigured n

The memory from board 0 is then copied to board 1. After it has been copied, the occupant
state for the memory is switched. The memory on board 0 becomes unconfigured, and the
memory on board 1 becomes configured. At this point in the process, only board 0 remains
busy, as in the following example.

Ap Id Type Receptacle Occupant Busy
SB0 CPU connected configured y
SBO: :memory  memory connected unconfigured n
SB1 CPU connected configured n
SB1l::memory  memory connected configured n

After the entire process has been completed, the memory on board 0 remains unconfigured,
and the attachment points are not busy, as in the following example.

Ap Id Type Receptacle Occupant Busy
SBO CPU connected configured n
SBO::memory  memory connected unconfigured n
SB1 CPU connected configured n
SB1l::memory  memory connected configured n

The permanent memory has been moved, and the memory on board 0 has been unconfigured.
At this point, you can initiate a new state changing operation on either board.
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Platform-Specific  You can specify platform-specific options that follow the options interpreted by the system
board plugin. All platform-specific options must be preceded by the platformkeyword. The
following example contains the general format of a command with platform-specific options:

Options

Options
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command -o sbd_options,platform=platform_options

This man page does not include the -v, -a, -s, or -h options for the cfgadm command. See
cfgadm(1M) for descriptions of those options. The following options are supported by the

cfgadm_sbd plugin:

- function  Performs a state change function. You can use the following functions:

unconfigure

Changes the occupant state to unconfigured. This function
applies to system board slots and to all of the components on
the system board.

The unconfigure function removes the CPUs from the CPU
list and deletes the physical memory from the system
memory pool. If any device is still in use, the cfgadm
command fails and reports the failure to the user. You can
retry the command as soon as the device is no longer busy. If
a CPU isin use, you must ensure that it is off line before you
proceed. See pbind(1M), psradm(1M) and psrinfo(1M).

The unconfigure function moves the physical memory to
another system board before it deletes the memory from the
board you want to unconfigure. Depending of the type of
memory being moved, the command fails if it cannot find
enough memory on another board or if it cannot find an
appropriate physical memory range.

For permanent memory, the operating system must be
suspended (that is, quiesced) while the memory is moved
and the memory controllers are reprogrammed. If the
operating system must be suspended, you will be prompted
to proceed with the operation. You can use the -y or -n
options to always answer yes or no respectively.

Moving memory can take several minutes to complete,
depending on the amount of memory and the system load.
You can monitor the progress of the operation by issuing a
status command against the memory attachment point. You
can also interrupt the memory operation by stopping the
cfgadm command. The deleted memory is returned to the
system memory pool.
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disconnect

configure

connect

System Administration Commands - Part 1

Changes the receptacle state to disconnected. This function
applies only to system board slots.

If the occupant state is configured, the disconnect function
attempts to unconfigure the occupant. It then powers off the
system board. At this point, the board can be removed from
the slot.

This function leaves the board in the assigned state on
platforms that support dynamic system domains.

If you specify -o nopoweroff, the disconnect function
leaves the board powered on. If you specify -o unassign, the
disconnect function unassigns the board from the domain.

If you unassign a board from a domain, you can assign it to
another domain. However, if it is assigned to another
domain, it is not available to the domain from which is was
unassigned.

Changes the occupant state to configured. This function
applies to system board slots and to any components on the
system board.

If the receptacle state is disconnected, the configure
function attempts to connect the receptacle. It then walks the
tree of devices that is created by the connect function, and
attaches the devices if necessary. Running this function
configures all of the components on the board, except those
that have already been configured.

For CPUs, the configure function adds the CPUs to the
CPU list. For memory, the configure function ensures that
the memory is initialized then adds the memory to the
system memory pool. The CPUs and the memory are ready
for use after the configure function has been completed
successfully.

For I/O devices, you must use the mount and the ifconfig
commands before the devices can be used. See
ifconfig(1M) and mount(1M).

Changes the receptacle state to connected. This function
applies only to system board slots.



cfgadm_sbd(1M)

238

If the board slot is not assigned to the domain, the connect
function attempts to assign the slot to the domain. Next, it
powers on and tests the board, then it connects the board
electronically to the system bus and probes the components.

After the connect function is completed successfully, you
can use the -a option to view the status of the components
on the board. The connect function leaves all of the
components in the unconfigured state.

The assignment step applies only to platforms that support
dynamic system domains.

Overrides software state changing constraints.

The - f option never overrides fundamental safety and availability constraints
of the hardware and operating system.

Lists the state and condition of attachment points specified in the format
controlled by the -s, -v, and -a options as specified in cfgadm(1M). The
cfgadm_sbd plugin provides specific information in the info field as described
below. The format of this information might be altered by the -o parsable
option.

The parsable info field is composed of the following:
cpu The cpu type displays the following information:

cpuid=#[, #.] Where #is a number, and represents the ID
of the CPU. If more than one #is present, this
CPU has multiple active virtual processors.

speed=# Where # is a number and represents the
speed of the CPU in MHz.
ecache=# Where # is a number and represents the size

of the ecache in MBytes. If the CPU has
multiple active virtual processors, the ecache
could either be shared among the virtual
processors, or divided between them.

memory  Thememory type displays the following information, as

appropriate:

address=# Where # is a number, representing
the base physical address.

size=# Where # is a number, representing

the size of the memory in KBytes.
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permanent=#

unconfigurable

inter-board-interleave

source=ap_id

target=ap_id

deleted=#

remaining=#

Where # is a number, representing
the size of permanent memory in
KBytes.

An operating system setting that
prevents the memory from being
unconfigured.

The board is participating in
interleaving with other boards.

Represents the source attachment
point.

Represents the target attachment
point.

Where #is a number, representing
the amount of memory that has
already been deleted in KBytes.

Where # is a number, representing
the amount of memory to be deleted
in KBytes.

io The io type displays the following information:
device=path ~ Represents the physical path to the I/O
component.
referenced The I/O component is referenced.
board The board type displays the following boolean names. If they are

not present, then the opposite applies.

assigned The board is assigned to the domain.

powered-on  The board is powered on.

The same items appear in the info field in a more readable
format if the -0 parsable option is not specified.

-0 parsable Returns the information in the info field as a boolean name or a set of
name=value pairs, separated by a space character.

The -o parsable option can be used in conjunction with the -s option. See
the cfgadm(1M) man page for more information about the - s option.

-t Tests the board.

Before a board can be connected, it must pass the appropriate level of testing.
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Use of this option always attempts to test the board, even if it has already
passed the appropriate level of testing. Testing is also performed when a - ¢
connect state change function is issued, in which case the test step can be
skipped if the board already shows an appropriate level of testing. Thus the -t
option can be used to explicitly request that the board be tested.

-X function Performs an sbd-class function. You can use the following functions:

assign Assigns a board to a domain.

The receptacle state must be disconnected or empty. The board
must also be listed in the domain available component list. See
Dynamic System Domains.

unassign ~ Unassigns a board from a domain.

The receptacle state must be disconnected or empty. The board
must also be listed in the domain available component list. See
Dynamic System Domains.

poweron  Powers the system board on.

The receptacle state must be disconnected.

poweroff ~ Powers the system board off.

The receptacle state must be disconnected.

Operands The following operands are supported:

Receptacle ap_id

Component ap_id

For the Sun Fire high-end systems such as the Sun Fire 15K, the
receptacle attachment point ID takes the form SBX or 10X, where X
equals the slot number.

The exact format depends on the platform and typically corresponds to
the physical labelling on the machine. See the platform specific
information in the NOTES section.

The component attachment point ID takes the form component_typeX,
where component_type equals one of the component types described in
“Component Types” and X equals the component number. The
component number is a board-relative unit number.

The above convention does not apply to memory compontents. Any DR
action on a memory attachment point affects all of the memory on the
system board.
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Examples The following examples show user input and system output on a Sun Fire 15K system. User
input, specifically references to attachment points and system output might differ on other
Sun Fire systems, such as the Sun Fire midrange systems such as the 6800. Refer to the
Platform Notes for specific information about using the cfgadm_sbd plugin on non-Sun Fire
high-end models.

EXAMPLE 1 Listing All of the System Board

# cfgadm -a -s "select=class(shd)"

Ap Id Type Receptacle Occupant Condition
SB0 CPU connected configured ok

SBO: :cpud cpu connected configured ok

SBO: :memory  memory connected configured ok

I01 HPCI connected configured ok
I01::pci0 io connected configured ok
I01::pcil io connected configured ok

SB2 CPU disconnected unconfigured failed
SB3 CPU disconnected unconfigured unusable
SB4 unknown  empty unconfigured  unknown

This example demonstrates the mapping of the following conditions:
=  Theboard in Slot 2 failed testing.

= Slot 3 is unusable; thus, you cannot hot plug a board into that slot.

EXAMPLE2 Listing All of the CPUs on the System Board
# cfgadm -a -s "select=class(shd):type(cpu)"

Ap_Id Type Receptacle Occupant Condition
SBO: :cpud cpu connected configured ok
SBO: :cpul cpu connected configured ok
SBO: : cpu2 cpu connected configured ok
SBO: :cpu3 cpu connected configured ok

EXAMPLE3  Displaying the CPU Information Field

# cfgadm -1 -s noheadings,cols=info SBO::cpu0
cpuid 16, speed 400 MHz, ecache 8 Mbytes

EXAMPLE 4 Displaying the CPU Information Field in Parsable Format

# cfgadm -1 -s noheadings,cols=info -o parsable SBO::cpu0

cpuid=16 speed=400 ecache=8
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EXAMPLE 5 Displaying the Devices on anI/O Board
# cfgadm -a -s noheadings,cols=ap_id:info -o parsable IOl
101 powered-on assigned

I01::pci@ device=/devices/saf@0d/pci@0,2000 referenced
I01l::pcil device=/devices/saf@d/pci@l,2000 referenced

EXAMPLE6 Monitoring an Unconfigure Operation
In the following example, the memory sizes are displayed in Kbytes.
# cfgadm -c unconfigure -y SBO::memory &

# cfgadm -1 -s noheadings,cols=info -o parsable SBO::memory SB1l::memory

address=0x0 size=2097152 permanent=752592 target=SB1l::memory
deleted=1273680 remaining=823472
address=0x1000000 size=2097152 source=SB0::memory

EXAMPLE7 Assigninga Slot to a Domain

# cfgadm -x assign SB2

EXAMPLE8 Unassigning a Slot from a Domain

# cfgadm -x unassign SB3

Attributes See attributes(5) for a description of the following attribute:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWkvm. u

Stability See below.

The interface stability is evolving. The output stability is unstable.

SeeAlso cfgadm(1M), devfsadm(1M), ifconfig(1M), mount(1M), pbind(1M), psradm(1M),
psrinfo(1M), config_admin(3CFGADM), attributes(5)

Notes This section contains information on how to monitor the progress of a memory delete
operation. It also contains platform specific information.

Memory Delete  The following shell script can be used to monitor the progress of a memory delete operation.
Monitoring
# cfgadm -c unconfigure -y SBO::memory &

# watch_memdel SBO

#!/bin/sh
# This is the watch memdel script.
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Sun Enterprise 10000
Platform Notes

if [ -z "$1" 1; then
printf "usage: %s board id\n
exit 1

basename $0°

fi

board id=$1

cfgadm info='cfgadm -s noheadings,cols=info -o parsable’

eval ‘$cfgadm info $board id::memory"

if [ -z "$remaining" 1; then
echo no memory delete in progress involving $board id
exit 0

fi

echo deleting target $target

while true

do

eval ‘$cfgadm info $board id::memory"

if [ -n "$remaining" -a "$remaining" -ne 0 ]

then
echo $deleted KBytes deleted, $remaining KBytes remaining
remaining=
else
echo memory delete is done
exit 0
fi
sleep 1
done
exit 0

The following syntax is used to refer to Platform Notes attachment points on the Sun
Enterprise 10000 system:

board: : component

where board refers to the system board; and component refers to the individual component.
System boards can range from SB@ (zero) to SB15. A maximum of sixteen system boards are

available.

The DR 3.0 model running on a Sun Enterprise 10000 domain supports a limited subset of the
functionality provided by the cfgadm_sbd plugin. The only supported operation is to view the

status of attachment points in the domain. This corresponds to the -1 option and all of its

associated options.
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Attempting to perform any other operation from the domain will result in an error that states
that the operation is not supported. All operations to add or remove a system board must be
initiated from the System Service Processor.

SunFireHigh-End  The following syntax is used to refer to attachment points on the Sun Fire high-end systems:
System Platform Notes
board: : component

where board refers to the system board or I/O board; and component refers to the individual
component.

Depending on the system's configuration, system boards can range from SB@ (zero) through
SB17, and I/O boards can range from 100 (IO zero) through 1017. (A maximum of eighteen
system and I/O boards are available).

The -t and -x options behave differently on the Sun Fire high-end system platforms. The
following list describes their behavior:

-t The system controller uses a CPU to test system boards by
running LPOST, sequenced by the hpost command. To test [/O
boards, the driver starts the testing in response to the - t option,
and the test runs automatically without user intervention. The
driver unconfigures a CPU and a stretch of contiguous physical
memory. Then, it sends a command to the system controller to
test the board. The system controller uses the CPU and memory to
test the I/O board from inside of a transaction/error cage. You can
only use CPUs from system boards (not MCPU boards) to test I/O
boards.

-x assign | unassign  Inthe Sun Fire high-end system administration model, the
platform administrator controls the platform hardware through
the use of an available component list for each domain. This
information is maintained on the system controller. Only the
platform administrator can modify the available component list
for a domain.

The domain administrator is only allowed to assign or unassign a
board if it is in the available component list for that domain. The
platform administrator does not have this restriction, and can
assign or unassign a board even if it is not in the available
component list for a domain.

SunFire 15K The following are the names and descriptions of the component types:
Component Types
cpu CPU
io 1/0 device

memory Memory
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Sun Fire Midrange
Systems Platform
Notes

Sun Fire Midrange
System Component
Types

Note: An operation on a memory component affects all of the memory components on the
board.

References to attachment points are slightly different on Sun Fire midrange servers such as the
6800, 4810, 4800, and 3800 systems than on the Sun Fire high-end systems. The following
syntax is used to refer to attachment points on Sun Fire systems other than the Sun Fire 15K:

N#.board: : component

where N# refers to the node; board refers to the system board or I/O board; and component
refers to the individual component.

Depending on the system's configuration, system boards can range from SB0 through SB5, and
I/0 boards can range from IB6 through IB9. (A maximum of six system and four I/O boards
are available).

The following are the names and descriptions of the component types:
cpu CPU
pci 1/0 device

memory Memory

Note: An operation on a memory component affects all of the memory components on the
board.
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Name

Synopsis

Description
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cfgadm_scsi — SCSI hardware specific commands for cfgadm

/usr/sbin/cfgadm [-f] [-y | -nl [-v] [-o hardware_option]
-c function ap_id. ..

/usr/sbin/cfgadm [-f] [-y | -n] [-v] [-o hardware_option]
-x hardware_function ap_id. ..

/usr/sbin/cfgadm [-v] [-al [-s listing_option] [-o hardware_option]
[-1 [ap_id | ap_type... 1]

/usr/sbin/cfgadm [-v] [-o0 hardware_option] -t ap_id. ..

/usr/sbin/cfgadm [-v] [-o0 hardware_option] -h [ap_id]...

The SCSI hardware specific library /usr/1ib/cfgadm/scsi.so. 1 provides the functionality
for SCSI hot-plugging through the cfgadm(1M) command. cfgadm operates on attachment
points, which are locations in the system where hardware resources can be dynamically
reconfigured. Refer to cfgadm(1M) for information regarding attachment points.

For SCSI hot-plugging, each SCSI controller is represented by an attachment point in the
device tree. In addition, each SCSI device is represented by a dynamic attachment point.
Attachment points are named through ap_ids. Two types of ap_ids are defined: logical and
physical. The physical ap_id is based on the physical pathname, whereas the logical ap_idisa
shorter more user-friendly name. For SCSI controllers, the logical ap_id is usually the
corresponding disk controller number. For example, a typical logical ap_id would be co.

SCSI devices are named relative to the controller ap_id. Thus if a disk device is attached to
controller c0, its ap_id can be:

c0::dsk/c0todo

where dsk/c0t0d0 identifies the specific device. In general, the device identifier is derived
from the corresponding logical link for the device in /dev. For example, a SCSI tape drive
logical ap_id could be c@: : rmt/0. Here c0 is the logical ap_id for the SCSI controller and

rmt /0 is derived from the logical link for the tape drive in /dev/rmt. If an identifier can not be
derived from the link in /dev, a unique identifier will be assigned to it. For example, if the tape
device has no link in /dev, it can be assigned an ap_id of the form c0: : st3 where st3isa
unique internally generated identifier.

When a controller is capable of supporting the Solaris I/O multipathing feature (formerly
known as MPxIO or the Sun StorEdge Traffic Manager [STMS]) and is enabled, the controller
provides a pathtoascsi vhci(7D) multipath device. If a device attached to such controller is
supported by scsi_vhci(7D)itsap_id can be:

c0::0,0
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..where 0, 0 uniquely identifies the target and logical unit information. The Type field for a
path of such ap_idsindicates if it represent a path to the scsi vhci(7D) multipath devices,
along with the type of device that is connected to through the path.

A simple listing of attachment points in the system will include attachment points at SCSI
controllers but not SCSI devices. Use the -a flag to the list option (- 1) to list SCSI devices as

well. For example:

# cfgadm -1
Ap Id
c0
sysctrl0:slot0
sysctrl@:slotl

Type
scsi-bus
cpu/mem
sbus-upa

Receptacle
connected
connected
connected

Occupant

configured
configured
configured

To list SCSI devices in addition to SCSI controllers:

# cfgadm -al

Ap_Id

co
c0::dsk/c0t14d0o
c0::dsk/c0t11d0o
c0::dsk/c0t8do
c0::dsk/c0t0odo
cO::rmt/0
sysctrl0:slot0
sysctrl0:slotl

Type
scsi-bus
disk
disk
disk
disk
tape
cpu/mem
sbus-upa

Receptacle
connected
connected
connected
connected
connected
connected
connected
connected

Occupant

configured
configured
configured
configured
configured
configured
configured
configured

Condition
unknown
ok

ok

Condition
unknown
unknown
unknown
unknown
unknown
unknown
ok

ok

If the controller c@ was enabled with Solaris I/O multipathing and the connected disk and tape
devices are supported by Solaris I/O multipathing the output would be:

# cfgadm -al

Ap_Id

c0

c0::11,0
c0::14,0
c0::8,0
c0::0,0
c0::a.0
sysctrl0:slot0
sysctrl@:slotl

Type
scsi-bus
disk-path
disk-path
disk-path
disk-path
tape-path
cpu/mem
sbus-upa

Receptacle
connected
connected
connected
connected
connected
connected
connected
connected

Occupant

configured
configured
configured
configured
configured
configured
configured
configured

Condition
unknown
unknown
unknown
unknown
unknown
unknown
ok

ok

Refer to cfgadm(1M) for more information regarding listing attachment points. The
receptacle and occupant state for attachment points at the SCSI controller have the following

meanings:

empty
not applicable
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disconnected
bus quiesced (I/O activity on bus is suspended)

connected
bus active

configured
one or more devices on the bus is configured

unconfigured
no device on the bus is configured

The corresponding states for individual SCSI devices are:

empty
not applicable

disconnected
bus to which the device is attached is quiesced

connected
bus to which device is attached is active

configured
device or path to a multipath SCSI device is configured

unconfigured
device or path to a multipath SCSI device is not configured

Options cfgadm defines several types of operations besides listing (- 1).These operations include
testing, (-t), invoking configuration state changes, (- c), invoking hardware specific functions
(-x), and obtaining configuration administration help messages (-h).

- function
The following generic commands are defined for the SCSI hardware specific library:

For SCSI controller attachment points, the following configuration state change operations
are supported:

connect
Unquiesce the SCSI bus.

disconnect
Quiesce the bus (suspend I/0 activity on bus).

Incorrect use of this command can cause the system to hang. See NOTES.

configure
Configure new devices on SCSI bus.

unconfigure
Unconfigure all devices connected to bus.
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The following generic commands are defined for SCSI devices and for paths to multipath
SCSI devices:

configure
Configure a specific device or a specific path to a multipath SCSI device.

unconfigure
Unconfigure a specific device or a specific path to a multipath SCSI device.

-f
When used with the disconnect command, forces a quiesce of the SCSI bus, if supported
by hardware.

Incorrect use of this command can cause the system to hang. See NOTES.

-hap_id
SCSI specific help can be obtained by using the help option with any SCSI attachment
point.

-0 hardware_option
No hardware specific options are currently defined.

-s listing_option
Attachment points of class scsi can be listed by using the select sub-option. Refer to the
cfgadm(1M) man page for additional information.

-tap_id
No test commands are available at present.

-x hardware_function

Some of the following commands can only be used with SCSI controllers and some only
with SCSI devices.

In the following, controller_ap_id refers to an ap_id for a SCSI controller, for example, c0.
device_ap_id refers to an ap_id for a SCSI device, for example: c@: : dsk/c0dt3d0.

The following hardware specific functions are defined:

insert_device controller_ap_id
Add a new device to the SCSI controller, controller_ap_id.

This command is intended for interactive use only.

remove_device device_ap_id
Remove device device_ap_id.

This command is intended for interactive use only.

replace_device device_ap_id
Remove device device_ap_id and replace it with another device of the same kind.

This command is intended for interactive use only.
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reset_device device_ap_id
Reset device_ap_id.

reset_bus controller_ap_id
Reset bus controller_ap_id without resetting any devices attached to the bus.

reset_all controller_ap_id
Reset bus controller_ap_id and all devices on the bus.

locator [=on|off] device_ap_id
Sets or gets the hard disk locator LED, if it is provided by the platform. If the [on|off]
suboption is not set, the state of the hard disk locator is printed.

led[=LED,mode=on|of f|blink] device_ap_id
If no sub-arguments are set, this function print a list of the current LED settings. If
sub-arguments are set, this function sets the mode of a specific LED for a slot.

Examples EexampLe1 Configuringa Disk
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The following command configures a disk attached to controller c0:

# cfgadm -c configure c0::dsk/c0t3d0

EXAMPLE2 Unconfiguring a Disk

The following command unconfigures a disk attached to controller c@:

# cfgadm -c unconfigure c0::dsk/c0t3d0

EXAMPLE3  Adding a New Device

The following command adds a new device to controller c:

# cfgadm -x insert_device c0

The system responds with the following:

Adding device to SCSI HBA: /devices/sbus@lf,@/SUNW, fas@e, 8800000
This operation will suspend activity on SCSI bus c@
Continue (yes/no)?

Enter:
y

The system responds with the following:

SCSI bus quiesced successfully.
It is now safe to proceed with hotplug operation.
Enter y if operation is complete or n to abort (yes/no)?

Enter:

y
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EXAMPLE4 Replacinga Device
The following command replaces a device attached to controller co:

# cfgadm -x replace_device c0::dsk/c0t3d0

The system responds with the following:

Replacing SCSI device: /devices/sbus@lf,@/SUNW, fas@e,8800000/sd@3,0
This operation will suspend activity on SCSI bus: c0
Continue (yes/no)?

Enter:

y

The system responds with the following:

SCSI bus quiesced successfully.
It is now safe to proceed with hotplug operation.
Enter y if operation is complete or n to abort (yes/no)?

Enter:

y

EXAMPLE5  Encountering a Mounted File System While Unconfiguring a Disk

The following command illustrates encountering a mounted file system while unconfiguring a
disk:

# cfgadm -c unconfigure cl::dsk/c1t0do

The system responds with the following:

cfgadm: Component system is busy, try again: failed to offline:
/devices/pci@lf,4000/scsi@3,1/sd@l, 0
Resource Information

/dev/dsk/c1t@d0s@ mounted filesystem "/mnt"

EXAMPLE6 Displaying the Value of the Locator for a Disk

The following command displays the value of the locator for a disk. This example is specific to
the SPARC Enterprise Server family:

# cfgadm -x locator c0::dsk/c0t6d0

The system responds with the following:

Disk Led
cotedo locator=on

System Administration Commands - Part 1 251



cfgadm_scsi(1M)

Files

Attributes

See Also

Notes
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EXAMPLE7 Setting the Value of the Locator for a Disk

The following command sets the value of the locator for a disk. This example is specific to the
SPARC Enterprise Server family:

# cfgadm -x locator=off c0::dsk/c0t6do

The system does not print anything in response.

EXAMPLE8  Configuring a Path to a Multipath SCSI Disk

The following command configures a path connected through controller co:

# cfgadm -c configure c0::2,0

EXAMPLE9  Unconfiguring a Path to a Multipath SCSI Disk

The following command unconfigures a path connected through controller co:
# cfgadm -c unconfigure c0::2,0

/usr/lib/cfgadm/scsi.so.1
hardware-specific library for generic SCSI hot-plugging

/usr/platform/SPARC-Enterprise/lib/cfgadm/scsi.so.1
platform-specific library for generic SCSI hot-plugging

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability system/library

cfgadm(1M), Luxadm(1M), config_admin(3CFGADM), libcfgadm(3LIB), attributes(5),
scsi vhci(7D)

The disconnect (quiesce) operation is not supported on controllers which control disks
containing critical partitions such as root (/), /usr, swap, or /var. The disconnect operation
should not be attempted on such controllers. Incorrect usage can result in a system hang and
require a reboot.

When a controller is in the disconnected (quiesced) state, there is a potential for deadlocks
occurring in the system. The disconnect operation should be used with caution. A controller
should be kept in the disconnected state for the minimum period of time required to
accomplish the DR operation. The disconnect command is provided only to allow the
replacement of the SCSI cables while the system is running. It should not be used for any other
purpose. The only fix for a deadlock (if it occurs) is to reboot the system.

Hotplugging operations are not supported by all SCSI controllers.
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cfgadm_scsi(1M)

Warnings The connectors on some SCSI devices do not conform to SCSI hotplug specifications.
Performing hotplug operations on such devices can cause damage to the hardware on the
SCSI bus. Refer to your hardware manual for additional information.
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Name

Synopsis

Description

PCl Express ap_id
Naming
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cfgadm_shp — PCI Express and Standard PCI Hotplug hardware-specific commands for
cfgadm

/usr/sbin/cfgadm [-f] [-y | -n] [-Vv]
[-o hardware_options] -c function ap_id [ap_id]

/usr/sbin/cfgadm [-f] [-y | -n] [-V]
[-o hardware_options] -x hardware_function ap_id [ap_id]

/usr/sbin/cfgadm [-v] [-s listing_options]]
[-o hardware_options] -x hardware_function ap_id [ap_id]

/usr/sbin/cfgadm [-v] [-o hardware_options] -tap_id [ap_id]

/usr/sbin/cfgadm [-v] [-o hardware_function]-h [ap_id | ap_typel

The PCI Express and Standard PCI Hotplug hardware-specific library,
/usr/lib/cfgadm/shp.so.1, provides support for hotplugging PCI Express and Standard
PCI Hotplug adapter cards into the respective hotpluggable slots in a system that is
hotplug-capable, through the cfgadm command (see cfgadm(1M)). Support for the rest PCI
Hotplug adapter cards (other than PCI Express and Standard PCI Hotplug cards) are provided
by cfgadm_pci library (see cfgadm_pci(1M)). Hotplug administrative models between PCI
Express Hotplug and Standard PCI Hotplug remain the same except where noted in this man

page.

For PCT hotplug, each hotplug slot on a specific PCI bus is represented by an attachment point
of that PCI bus.

An attachment point consist of two parts: a receptacle and an occupant. The receptacle under
PCI hotplug is usually referred to as the physical hot pluggable slot; and the occupant is
usually referred to as the PCI adapter card that plugs into the slot.

Attachment points are named through ap_ids. There are two types of ap_1ids: logical and
physical. The physical ap_id is based on the physical pathname, for example:

/devices/pci@7c,0/pcil@de,5d@d:pcie2

Whereas the logical ap_id is a shorter, more user-friendly name, for example, pcie2. The
ap_type for Hotplug PCI is pci.

Note that the ap_type is not the same as the information in the Type field.

For attachment points located in a PCI Express hierarchy (that is, the parent or an ancestor is a
PCI Express device), including attachment points that are not PCI Express devices themselves,
the naming scheme shown below is used.

Grammar:

APID : absolute-slot-path
Fundamental term.
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absolute-slot-path : slot-path|:slot-path|:slotpath ...]]
...where fru-id indicates the chassis FRU, if any, containing the slot-id.

Sfru-id : fru-type[serialid#]
...where fru-type is “iob” for a PCI Express expansion chassis, followed by its serial number
serialid#, if available

slot-id : slot-name | device-type physical-slot# | \

nexus-driver-name nexus-driver-instance.\

device-type pci-device-number
...where slot-name is a name assigned by the platform or hardware itself. device-type is
either pcie for PCI Express devices or pci for PCI devices. nexus-driver-name is the driver
name for the device component; physical-slot# is the hardware slot number; and
pci-device-number is the PCI device number in standard PCI nomenclature.

First, an absolute-slot-path is constructed that attempts to describe the attachment point's
topological location in more physically identifiable terms for the user. This absolute-slot-path
consists of slot-path components each separated by a : (colon). The leaf or leftmost slot-path
component describes the device of the attachment point itself, while its right-adjacent
slot-path component up to the rightmost or topmost slot-path component describes the
parent up to the root devices, respectively.

Each slot-path consists of a slot-id optionally preceded by a fru-id, which identifies an
expansion chassis containing the device described by slot-id (detailed below). fru-id consists of
fru-type followed by an optional serialid#. fru-type is “iob” for PCI Express expansion chassis
types, while serialid# is either a 64-bit hexadecimal number indicating a raw serial number
obtained from the expansion chassis hardware, or an upper-case, ASCII four-character
sequence for a Sun-branded expansion chassis.

Each slot-id consists of one of three possible forms:

slot-id form (1)
slot-names

slot-id form (2)
device-type physical-slot#

slot-id form (3)
nexus-driver-name nexus-driver-instance device-type pci-device-number

The precedence of which form to select flows from the lowest form number to the highest
form number, or from top to bottom as described above. If a form cannot be successfully
constructed, then the next numerically higher form is attempted.

The slot-names in slot-id form (1) is taken from the slot-names property of the corresponding
node in the evice tree and is a name assigned by hardware or the platform. This format is not
predefined or established.
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In slot-id form (2), device-type indicates the device type of the component's slot, and is either
pcie for PCI Express or pci for PCI, while physical-slot#, taken from the physical-slot#
property of its corresponding device node, indicates the hardware slot number of the
component.

slot-id form (3) is used when all other forms cannot be successfully constructed, and is
considered to be the default form. nexus-driver-name is the component's driver name;
nexus-driver-instance is this driver's instance; device-type is the same as described in form (2);
pci-device-number is the PCI device number as described and used for device configuration
cycles in standard PCI nomenclature.

In summary of the slot-path component, expanding the optional FRU component that might
precede it, slot-path will consist one of the following forms in order:

(1) [ iob[serialid#]. ]
slot-names

(2) [ iob[serialid#]. |
device_type physical_slot#

(2) [ iob[serialid#]. |
nexus-driver-name nexus-driver-instance.

device_type pci-device-number

Lastly, the final form of the actual ap_id name used in cfgadm is decided as follows, specified
in order of precedence:

ap_id form (1)
If the absolute-slot-path can fit within the fixed length limit of cfgadm's ap_id field, then
absolute-slot-path itself is used

ap_id form (2)
(absolute-slot-path exceeds the ap_id length limit) If the last slot_path component is
contained within an expansion chassis, and it contains a serialid#, then the last slot_path
component is used. The requirement for a serialid# in this form is to ensure a globally
unique ap_id.

ap_idform (3)
(absolute-slot-path exceeds the ap_id length limit) The default form, slot-id form (3), of the
last slot_path component is used.

Whichever final ap_id name is used, the absolute-slot-path is stored in the Information (info)
field which can be displayed using the - s or -v options. This information can be used to
physically locate any ap_ids named using ap_id form (2) or ap_id form (3). The
absolute-slot-path is transformed slightly when stored in the information field, by the
replacement of a colon (: ) with forward slashes (/) to more closely denote a topological
context. The absolute-slot-path can include slot-path components that are not hotpluggable
above the leaf or rightmost slot-path component up to the onboard host slot.
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See the Examples section for a list of hotpluggable examples.

Options The following options are supported:

- function
The following functions are supported for PCI hotpluggable slots:

configure
Configure the PCI device in the slot to be used by Solaris.

connect
Connect the slot to PCI bus.

disconnect
Disconnect the slot from the PCI bus.

insert
Not supported.

remove
Not supported.

unconfigure
Logically remove the PCI device's resources from the system.

-f
Not supported.

-hap_id| ap_type

Display PCI hotplug-specific help message.
-1list

List the values of PCI Hot Plug slots.

-0 hardware_options
No hardware specific options are currently defined.

-s listing_options
Same as the generic cfgadm(1M).

-tap_id
This command is only supported on platforms that support testing capability on the slot.

-v
Execute in verbose mode.

When the -v option is used with the -1 option, the cfgadm command outputs information
about the attachment point. For attachment points located in a PCI Express hierarchy, the
Information field will contain the attachment point's absolute slot path location, including
any hardware- or platform-specific labeling information for each component in the slot
path. Each component in the slot path will be separated by a / (forward slash). See “PCI
Express ap_id Naming,” above. For PCI Hot Plug attachment points not located in a PCI
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Express hierarchy, see cfgadm_pci(1M). The information in the Type field is printed with
or without the -v option. The occupant Type field will describe the contents of the slot.
There are two possible values:

unknown
The slot is empty. If a card is in the slot, the card is not configured or there is no driver
for the device on the card.

subclass/board
The card in the slot is either a single-function or multi-function device.

subclass is a string representing the subclass code of the device, for example, SCSI,
ethernet, pci-isa, and so forth. If the card is a multi-functional device, MULT will get
displayed instead.

board is a string representing the board type of the device. For example, hp is the string
used for a PCI Hot Plug adapter.

-x hardware_function

Perform hardware-specific function. These hardware-specific functions should not
normally change the state of a receptacle or occupant.

The following hardware_function is supported:

led=[led_sub_arg],mode=[mode_sub_arg]
Without subarguments, display a list of the current LED settings. With subarguments,
set the mode of a specific LED for a slot.

Specify led_sub_argas fault, power, attn,oractive.
Specify mode_sub_argas on, of f, or blink.

For PCI Express, only the power and attn LEDs are valid and only the state of the attn
LED can be changed.

Changing the state of the LED does not change the state of the receptacle or occupant.
Normally, the LEDs are controlled by the hotplug controller, no user intervention is
necessary. Use this command for testing purposes.

Caution - Changing the state of the LED can misrepresent the state of occupant or
receptacle.

The following command displays the values of LEDs:

example# cfgadm -x led pcie2
Ap Id Led
pcie2 power=on, fault=off,active=off,attn=0ff

The following command sets the attn LED to blink to indicate the location of the slot:

example# cfgadm -x led=attn,mode=blink pcie2
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Examples EexampLE1 Displaying the Value of Each Slot

The following command displays the values of each slot:

example# cfgadm -1

Ap_Id Type Receptacle  Occupant Condition
co scsi-bus connected configured unknown
cl scsi-bus connected unconfigured  unknown
c2 scsi-bus connected unconfigured unknown
pcie7 etherne/hp  connected configured ok

pcie8 unknown empty unconfigured unknown
pcie9 fibre/hp connected configured ok

EXAMPLE2 Replacinga Card

The following command lists all DR-capable attachment points:

example# cfgadm

Type Receptacle  Occupant Condition

co scsi-bus connected configured unknown
cl scsi-bus connected unconfigured  unknown
c2 scsi-bus connected unconfigured unknown
pcie7 etherne/hp  connected configured ok
pcie8 unknown empty unconfigured unknown
pcie9 fibre/hp connected configured ok

The following command unconfigures and electrically disconnects the card identified by
pcie7:

example# cfgadm -c disconnect pcie7
The change can be verified by entering the following command:

example# cfgadm pcie7
Ap Id Type Receptacle  Occupant Condition
pcie7 unknown disconnected unconfigured unknown

At this point the card can be swapped. The following command electrically connects and
configures the replacement card:

example# cfgadm -c configure pcie7
The change can be verified by entering the following command:

example# cfgadm pcie7
Ap Id Type Receptacle  Occupant Condition
pcie7 etherne/hp  connected configured ok

EXAMPLE3 Interpreting ApIds in a PCI Express Topology

The following command shows a listing for a topology with both PCI Express and PCI
attachment points in an I/O expansion chassis connected to hotpluggable slots at the host
level:

System Administration Commands - Part 1 259



cfgadm_shp(1M)

260

EXAMPLE3 Interpreting Aplds in a PCI Express Topology (Continued)

example# cfgadm -s cols=ap_id:info

Ap Id Information

iou#0-pci#0 Location: iou#0-pci#0

lou#0-pci#l Location: iou#@-pci#l
iou#0-pci#l:iob.pci3 Location: iou#0-pci#l/iob.pci3
iou#0-pci#l:iob.pcid Location: iou#0-pci#l/iob.pcid
lou#0-pci#2 Location: iou#@-pci#2
iou#0-pci#2:10b58071.pciel Location: iou#0-pci#2/iob58071.pciel
iou#0-pci#2:10b58071.special Location: iou#0-pci#2/iob58071.special
iou#0-pci#3 Location: iou#0-pci#3
iou#0-pci#3:10bBADF.pciel Location: iou#@-pci#3/iobBADF.pciel
iou#0-pci#3:10bBADF.pcie2 Location: iou#@-pci#3/iobBADF.pcie2
iou#0-pci#3:1i0bBADF.pcie3 Location: iou#@-pci#3/iobBADF.pcie3
iou#0-pci#3:i0bBADF.pcil Location: iou#@-pci#3/iobBADF.pcil
iou#0-pci#3:10bBADF.pci2 Location: iou#@-pci#3/iobBADF.pci2

In this example, the 1ou#0-pci#[0-3] entries represents the topmost hotpluggable slots in the
system. Because the iou#n-pci#n form does not match any of the forms stated in the grammar
specification section described above, we can infer that such a name for the base component in
this hotplug topology is derived from the platform through the slot-names property.

The slots in the preceding output are described as follows:

Slot iou#0-pci#0
This slot is empty or its occupant is unconfigured.

Slot iou#0-pci#l
This slot contains an expansion chassis with two hotpluggable slots, pci3 and pci4. pci3
and pci4 represent two PCI slots contained within that expansion chassis with physical slot
numbers 3 and 4, respectively. The expansion chassis in this case does not have or export a
serial-id.

Slot iou#0-pci#2
This slot contains a third-party expansion chassis with a hexadecimal serial-id of 58071.
Within that expansion chassis are two hotpluggable slots, pciel and special. pciel
represents a PCI Express slot with physical slot number 1. The slot special has a label
which is derived from the platform, hardware, or firmware.

Slot iou#0-pci#3
This slot contains a Sun expansion chassis with an FRU identifier of BADF. This expansion
chassis contains three PCI Express slots, pciel, pcie2, and pcie3 with physical slot
numbers 1, 2, and 3, respectively; and two PCl slots, pcil and pci2, with physical slot
numbers 1 and 2, respectively.

The following command shows a listing for a topology with both PCI Express and PCI
attachment points in an I/O expansion chassis with connected hotpluggable and
non-hotpluggable host slots:
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EXAMPLE3 Interpreting Aplds in a PCI Express Topology (Continued)

example# cfgadm -s cols=ap_id:info

Ap Id Information

Slotl Location: Slotl
Slot2:iob4ffa56.pciel Location: Slot2/iob4ffa56.pciel
Slot2:iob4ffa56.pcie2 Location: Slot2/iob4ffa56.pcie2
Slot5:10b3901.pcil Location: Slot2/i0b3901.pcil
Slot5:10b3901.pci2 Location: Slot2/iob3901.pci2

In this example, the host system only has one hotpluggable slot, Stot1. We can infer that
Slot2 and Slot5 are not hotpluggable slots because they do not appear as attachment points
themselves in cfgadm. However, Slot2 and Slot5 each contains a third party expansion
chassis with hotpluggable slots.

The following command shows a listing for a topology with attachment points that are lacking
in certain device properties:

example# cfgadm -s cols=ap_id:info

Ap_Id Information

px_pci7.pcied Location: px pci7.pcie0
px_pcill.pcie® Location: px_pcill.pcie0
px_pcill.pcie@:iob.pciel Location: px pcill.pcie@/iob.pciel
px_pcill.pcie@:iob.pcie2 Location: px_pcill.pcie@/iob.pcie2
px_pcill.pcie@:iob.pcie3 Location: px pcill.pcie@/iob.pcie3

In this example, the host system contains two hotpluggable slots, px_pci7.pcie@ and
px_pcill.pcie0. In this case, it uses slot-id form (3) ( the default form) for the base
slot-path component in the absolute-slot-path, because the framework could not obtain
enough information to produce other more descriptive forms of higher precedence.

Interpreting right-to-left, attachment point px_pci7.pcie represents a PCI Express slot with
PClIdevice number @ (which does not imply a physical slot number of the same number),
bound to nexus driver px_pci, instance 7. Likewise, attachment point px_pcill.pcie@d
represents a PCI Express slot with PCI device number @ bound to driver instance 11 of
px_pci.

Under px_pcill.pcie@ is a third-party expansion chassis without a serial-id and with three
hotpluggable PCI Express slots.

The following command shows a listing for a topology with attachment point paths exceeding
the ApId field length limit:

example# cfgadm -s cols=ap_id:info

Ap_Id Information

pcied Location: pcie4
pcied:iobSUNW.pciel Location: pcie4/iobSUNW.pciel
pcied:iobSUNW.pcie2 Location: pcie4/iobSUNW.pcie2
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EXAMPLE3 Interpreting Aplds in a PCI Express Topology (Continued)

10b8879c3f3.pcil

Location: pcied4/iobSUNW.pcie2/i0b8879c3f3.pcil
10b8879c3f3.pci2

Location: pcied4/iobSUNW.pcie2/i0b8879c3f3.pci2
10b8879c3f3.pci3

Location: pcied4/iobSUNW.pcie2/i0b8879c3f3.pci3

In this example, there is only one hotpluggable slot, pcie4 in the host. Connected under pcie4
is a Sun expansion chassis with FRU identifier SUNW. Nested under PCI Express slot pcie2 of
that expansion chassis (ApId pcie4:iobSUNW.pcie2) lies another expansion chassis with three
hotpluggable PCI slots.

Because the length of the absolute-slot-path form of:

pcie4/iobSUNW.pcie2/iob8879c3f3.pcil...3

...exceeds the ApId field length limit, and the leaf slot-path component is globally unique,
ap_id form (2) is used, where the leaf slot-path component in the absolute-slot-path is used as
the final ApId.

The following command shows a listing for a topology with attachment point paths exceeding
the ApId field-length limit and lacking enough information to uniquely identify the leaf slot-id
on its own (for example, missing the serial-id):

example# cfgadm -s cols=ap_id:info
Ap Id Information
pcied Location: pcie4d
pcie4:10b4567812345678.pcie3  Location: pcie4/iob4567812345678.pcie3
pXx pci20.pcied

Location: pcie4/iob4567812345678.pcie3/iob.pciel
px_pci2l.pcie0

Location: pcie4/iob4567812345678.pcie3/iob.pcie2

In this example, there is only one hotpluggable slot, pcie4 in the host. Connected under pcie4
is a third-party expansion chassis with hexadecimal serial-id 4567812345678. Nested under
the PCI Express slot pcie3 of that expansion chassis (ApId pcie4:io0b4567812345678.pcie3),
lies another third-party expansion chassis without a serial- id and with two hotpluggable PCI
Express slots.

Because the length of the absolute-slot-path form of:

pcied4/iob4567812345678.pcie3/iob.pciel...2

exceeds the ApId field length limit, and the leaf slot-path component is not globally unique,
ap_idform (3) is used. ap_id form (2) is where slot-id form (3) (the default form) of the leaf
slot-path component in the absolute-slot-path is used as the final ApId.
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Files

Attributes

See Also

Notes

EXAMPLE3 Interpreting Aplds in a PCI Express Topology

(Continued)

The default form or slot-id form (3) of the leaf component . . ./iob.pciel represents a PCI
Express slot with device number 0, bound to driver instance 20 of px_pci. Likewise, the
default form of the leaf component . . . /iob.pcie2 represents a PCI Express slot with device
number 0, bound to driver instance 21 of px_pci.

/usr/lib/cfgadm/shp.so.1

Hardware-specific library for PCI Express and Standard PCT hotplugging.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

system/library

Interface Stability

Uncommitted

cfgadm(1M), cfgadm_pci(1M), hotplugd(1M), config_admin(3CFGADM),

libcfgadm(3LIB), attributes(5), smf(5)

The cfgadm_shp library is dependent on the hotplug service, which is managed by smf(5)

under FMRI:

svc:/system/hotplug:default

The service must be enabled for the cfgadm_shp library to function properly. See

hotplugd(1M) for details.
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Name

Synopsis

Description

cfgadm_sysctrl - EXX00 system board administration

/usr/sbin/cfgadm -c function [-f]
[-0 disable-at-boot | enable-at-boot] [-n | -y] sysctrl@:slot# ...

/usr/sbin/cfgadm -x quiesce-test sysctrl@:slot#
/usr/sbin/cfgadm -x insert-test | remove-test sysctrl@:slot# ...
/usr/sbin/cfgadm -x set-condition-test=# sysctrl@:slot# ...

/usr/sbin/cfgadm [-1]
-0 disable-at-boot | enable-at-boot sysctrl@:slot# ...

The sysctrl hardware specific library /usr/platform/sundu/lib/cfgadm/sysctrl.so.1
provides dynamic reconfiguration functionality for configuring and disconnecting system
boards on E6X00, E5X00, E4X00, and E3X00 systems. You can insert both I/O and CPU boards
into a slot on a running system that is configured for Solaris without rebooting. You can also
disconnect and remove both types of boards from a running system without rebooting.

System slots appear as attachment points in the device tree, one attachment point for each
actual slot in the system chassis. If a board is not in a slot, the receptacle state is empty. Ifa
board is powered-oft and ready to remove, the receptacle state is disconnected. If a board is
powered-on and is connected to the system bus, the receptacle state is connected.

The occupant state is unconfigured when the receptacle state is empty or disconnected. The
occupant state is either unconfigured or configured when the receptacle state is connected.

In the configured state the devices on a board are available for use by Solaris. In the
unconfigured state, the devices on the board are not.

Inserting a board changes the receptacle state from empty to disconnected. Removing a
board changes the receptacle state from disconnected to empty. Removing a board that is in
the connected state crashes the operating system and can result in permanent damage to the
system.

Options Refer to cfgadm(1M) for a more complete description options.

The following options are supported:

- function Perform the state change function. Specify function as
connect,disconnect, configure or unconfigure.

configure Change the occupant state to
configure.

If the receptacle state is
disconnected, the configure
function first attempts to connect the
receptacle. The configure function
walks the OBP device tree created as
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connect

part of the connect function and
creates the Solaris device tree nodes,
attaching devices as required. For
CPU/Memory boards, configure
adds CPUs to the CPU list in the
powered-off state. These are visible
to the psrinfo(1M) and psradm(1M)
commands. Two memory attachment
points are published for
CPU/memory boards. Use
mount(1M) andifconfig(1M) to use
I/0 devices on the new board. To use
CPUs, use psradm -n to on-line the
new processors. Use cfgadm_ac(1M)
to test and configure the memory
banks.

Change the receptacle state to
connected.

Changing the receptacle state
requires that the system bus be frozen
while the bus signals are connected
and the board tested. The bus is
frozen by running a quiesce
operation which stops all process
activity and suspends all drivers.
Because the quiesce operation and
the subsequent resume can be time
consuming, and are not supported by
all drivers, the -x quiesce-testis
provided. While the system bus is
frozen, the board being connected is
tested by firmware. This operation
takes a short time for I/O boards and
a significant time for CPU/Memory
boards due to CPU external cache
testing. This does not provide
memory testing. The user is
prompted for confirmation before
proceeding with the quiesce. Use the
-y or -n option to override the
prompt. The connect operation is
refused if the board is marked as
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disconnect

unconfigure

disabled-at-boot, unless either the
force flag, - f, or the enable at boot
flag, -0 enable-at-boot, is given. See
-L

Change the receptacle state to
disconnected.

If the occupant state is configure, the
disconnect function first attempts to
unconfigure the occupant. The
disconnect operation does not
require a quiesce operation and
operates quickly. The board is
powered-oft ready for removal.

Change the occupant state to
unconfigureed.

Devices on the board are made
invisible to Solaris during this
process. The I/O devices on an I/O
board are removed from the Solaris
device tree. Any device that is still in
use stops the unconfigure process and
be reported as in use. The
unconfigure operation must be
retried after the device is made
non-busy. For CPU/Memory boards,
the memory must have been changed
to the unconfigured state prior to
issuing the board unconfigure
operation. The CPUs on the board
are off-lined, powered off and
removed from the Solaris CPU list.
CPUs that have processes bound to
them cannot be off-lined. See
psradm(1M), psrinfo(1M),
pbind(1M), andp_online(2) for
more information on off-lining
CPUs.

Force a block on connecting a board marked as
disabled-at-boot in the non-volatile
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-o disable-at-boot | enable-at-boot

-x insert-test | remove-test

-x quiesce-test sysctrl0:slot1
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disabled-board-list variable. See Platform
Notes:Sun Enterprise 6x00/5x00/4x00/3x00 Systems

List options. Supported as described in
cfgadm(1M)cfgadm(1M).

The type field can be one of cpu/mem, mem, dual-sbus,
sbus-upa,dual-pci, soc+sbhus, soc+upa, disk or
unknown.

The hardware-specific info field is set as follows:
[disabled at boot] [non-detachable] [100 MHz
capable]

For sbus -upa and soc+upa type boards, the following
additional information appears first: [single
buffered ffb|double buffered ffb|no ffb
installed] For disk type boards, the following
additional information appears first: {target: # | no
disk} {target: # | no disk}

Modify the state of the non—volatile
disabled-board-list variable. Use this the -0 option
in conjunction with the - ¢ function or -1 option.

Use -0 enable-at-boot with the -c connect to
override a block on connecting a disabled-at-boot
board.

Perform a test.

Specify remove-test to change the driver state for the
specified slot from disconnected to empty without the
need for physically removing the board during
automated test sequences.

Specify insert-test to change the driver state of a slot
made to appear empty using the remove-test
command to the disconnected state as if it had been
inserted.

Perform a test.

Allows the quiesce operation required for board
connect operations to be exercised. The execution of
this test confirms that, with the current software and
hardware configuration, it is possible to quiesce the
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-x set-condition-test=#

Operands The following operand is supported:

system. If a device or process cannot be quiesced, its
name is printed in an error message. Any valid board
attachment point can be used with this command, but
since all systems have a slot1 the given form is
recommended.

Perform a test.

Allows the condition of a system board attachment
point to be set for testing the policy logic for state
change commands. The new setting is given as a
number indicating one of the following condition
values:

unknown
ok
failing
failed
unusable

A W N RO

sysctrlO:slot# The attachment points for boards on EXX00 systems are
published by instance @ of the sysctrl driver (sysctrl0).
The names of the attachment points are numbered from
slot@ through slot15. Specify # as a number between @ and
15, indicating the slot number. This form conforms to the
logical ap_1id specification given in cfgadm(1M). The
corresponding physical ap_ids are listed in the FILES
section.

Files /usr/platform/sun4u/lib/cfgadm/sysctrl.so.1

Hardware specific library

/devices/central@1£,0/fhc@0,f8800000/clock-board@0,900000:slot*

Attachment Points

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWkvm.u

SeeAlso cfgadm(1M), cfgadm ac(1M), ifconfig(1M), mount(1M), pbind(1M), psradm(1M),
psrinfo(1M), config admin(3CFGADM), attributes(5)

Sun Enterprise 6x00, 5x00, 4x00 and 3x00 Systems Dynamic Reconfiguration User's Guide
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Platform Notes:Sun Enterprise 6x00/5x00/4x00/3x00 Systems
Notes Refer to the Sun Enterprise 6x00, 5x00, 4x00 and 3x00 Systems Dynamic Reconfiguration User's

Guide for additional details regarding dynamic reconfiguration of EXX00 system
CPU/Memory boards.
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Name

Synopsis

Description

270

cfgadm_usb - USB hardware-specific commands for cfgadm
/usr/sbin/cfgadm [-f] [-y | -nl [-v] -c function ap_id...

/usr/sbin/cfgadm -f [-y | -n] [-v] [-0 hardware_options]
-x hardware_function ap_id. ..

/usr/sbin/cfgadm -v [-a] [-s listing_option]
[-U [ap_id | ap_type...1]
/usr/sbin/cfgadm -v -h [ap_id]...
The Universal Serial Bus (USB) hardware-specific library /usr/1ib/cfgadm/usb.so.1
provides the functionality for administering USB devices via the cfgadm(1M) command.

cfgadm operates on attachment points. For details regarding attachment points, refer to
cfgadm(1M).

For USB administration, the only attachment points supported are the ports of hubs attached
to the USB bus.

Attachment points are named through attachment point IDs (ap_ids). The USB bus is
hierarchical, so the ap_ids are as well. USB hubs have ports, numbered from 1 to n. All USB
ap_ids consist of a string of the following form:

usbN/A[.B[.C[...]1]1]

where

Nis the Nth USB host controller on the system,

A is port #A on the root (top) hub.

Bis port #B of the hub plugged into port #A of the hub above it.

Cis port #C of the hub plugged into port #B of the hub above it, and so forth.

For example, the first port on the root hub of USB controller @ (the only controller), has a
logical ap_id:

usbo/1

Similarly, the second port on the first external hub plugged into the first port on the root hub
of the first USB controller has a logical ap_id:

usb0/1.2

For example, if the ap_idis usb0/1.4.3.4, it represents port 4 of the hub plugged into port 3
of the hub plugged into port 4 of the hub plugged into port 1 of the root hub of the first USB
host controller on the system.

example# cfgadm -1

Ap_Id Type Receptacle  Occupant Condition
usbo/1 USB-hub connected configured ok
usbo/2 unknown empty unconfigured ok
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usb0/1.1
usb0/1.2
usb0/1.3
usbho/1.4

USB-storage
unknown
unknown
USB-device

connected
empty
empty
connected

configured
unconfigured
unconfigured
configured

ok
ok
ok
ok

USB2.0 chips have one EHCI host USB2. 0 host controller and a number of companion USB 1.x
host controllers (either OHCI or UHCI host controllers)

When a USB2. 0 device has been plugged in, it shows up on the EHCI logical ports which might
not have a 1 to 1 mapping to external physical port numbers on the system. When a USB1. x
device is plugged in, the EHCI host controller reroutes the device to a companion host

controller and the device shows up on the companion's logical port number.

The mapping of logical port numbers to physical port numbers can get quite complicated. For

example:

% cfgadm
Ap Id

co
usb@/1
usb@/2
usbo/3
usb@/4
usbho/4.1
ush0/4.2
usb0/4.3
usb0/4.4
usbl/1
usbl/2
usbl/3
usb2/1
usb2/2
usb3/1
usbh3/2
usb3/3
usb3/4
usb3/5

Type
scsi-bus
usb-mouse
usb-kbd
unknown
usb-hub
unknown
unknown
unknown
usb-storage
unknown
unknown
unknown
unknown
usb-device
unknown
unknown
unknown
unknown
unknown

Receptacle
connected
connected
connected
empty
connected
empty
empty
empty
connected
empty
empty
empty
empty
connected
empty
empty
empty
empty
empty

Occupant
configured
configured
configured
unconfigured
configured
unconfigured
unconfigured
unconfigured
configured
unconfigured
unconfigured
unconfigured
unconfigured
configured
unconfigured
unconfigured
unconfigured
unconfigured
unconfigured

Condition
unknown
ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

ok

In this example usb@ is the onboard USB 1.x host controller. usb1 and usb2 are companion
OHCI USB1.x host controllers and usb3 is an EHCI USB2.0 host controller.

The following table shows the somewhat confusing routing for this USB2.0 chip:

logical port number

usbl/1
usbl/2
usb1/3

physical port number

internal port 1
external port 1
external port 3
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usb2/1
usb2/2

usb3/1
ush3/2
usb3/3
usb3/4
usbh3/5

internal port 2
external port

N

internal port
internal port
external port
external port
external port

w N = N =

Unfortunately, the exact routing can often only be determined by experimentation.

The receptacle states for attachment points at the USB port have the following meanings:

connected

USB port is powered on and enabled. A USB device is plugged in to the
port. The device is logically connected to the USB bus.

disconnected  USB portis powered on and enabled. A USB device is plugged into the

empty

port. The device has been logically disconnected from the USB bus (using
the cfgadm -c disconnect command).

USB port is powered on, but no device is plugged in to it.

The occupant states for devices at USB port attachment points at the USB port have the
following meanings:

configured

The USB device at the USB port is configured and usable by Solaris.

unconfigured  The USB device at the USB port was explicitly off-lined using cfgadm - c

unconfigure, or was not successfully configured for use with Solaris, for
example, having no driver or a device problem.

The attachment point conditions are:

ok
failing
failed

unusable

unknown

Normal state - ready for use.
Not used.
Not used.

The user has physically removed a device while an application had the device
open (there might be outstanding I/0). Users need to reinsert the same physical
device and close the application properly before removing the device again. The
port cannot configure other inserted devices until this is done.

If the original device cannot be reinserted into the port, see the System
Administration Guide: Basic Administration for instructions for clearing this
attachment point condition.

Not used.

272 man pages section 1M: System Administration Commands - Last Revised 23 Feb 2004


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=SYSADV1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=SYSADV1

cfgadm_usb(1M)

Options

A USB device can be hotplugged or hotunplugged at any time, and the system detects the
event and takes the appropriate action.

It is not necessary to transition a receptacle to the disconnected state before removing its
device from the USB. However, it is not recommended to hot-remove devices currently in use
(such as removable disks currently opened by volume manager (see vold(1M)) or some other
application).

cfgadm defines several types of operations. These operations include invoking configuration
state changes (- ¢), invoking hardware-specific functions (- x), and obtaining configuration
administration help messages (-h).

If any of these operations fail, the device and attachment point might not be in the expected
state. Use the cfgadm -1 command to display the device's current status.

All other options have the same meaning as defined in cfgadm(1M).

The following options are supported:

- function The following generic commands are defined for the USB hardware
specific library. The following configuration state change
operations are supported:

configure If there is a USB device plugged into the port, this
command attempts to configure it and set
everything up so that it is usable by Solaris. This
command does an implied connect (reverse of
disconnect) if necessary. This command
accomplishes nothing, and returns an error
message, if the device at that port is already
configured. After successful execution of this
command, the device is ready for use under
Solaris.

disconnect Performs an unconfigure on the ap_id (if it is
not already unconfigured), and then transitions
the receptacle to the disconnected state, even
though a device is still be plugged into the port.
Issuing a cfgadm -c configure, or physically
hotplugging the device, brings the device back to
the connected receptacle state, and to the
configured occupant state, assuming a driver
can be found and there are no problems
enumerating and configuring the device.

unconfigure  Makes the device plugged into the port unusable
by Solaris (offline it). If successful, cfgadm reports
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this ap_id's occupant state as unconfigured.
Issuinga configure to the ap_id (if successful)
brings its occupant back to the configured
(online) condition, as it physically hotplugging

the device on the port.
-f Not supported.
-hap_id USB specific help can be obtained by using the help option with any
USB attachment point.
-1[v] The -1 option works as described in cfgadm(1M). When paired

with the -v option, the Information field contains the following
USB-specific information:

= Mfg: manufacturer string (iManufacturer)
= Product: product string (iProduct)

= NConfigs: total number of configurations the device supports
(bNumConfigurations).

= Config: current configuration setting in decimal (configuration
index, not configuration value).

= The configuration string descriptor for the current
configuration (iConfiguration)

See the Universal Serial Bus specification for a description of these
fields.

-0 hardware_options Hardware options are only supported for the hardware-specific
command, -x usb_config. See the description of that command
below for an explanation of the options available.

-s listing_options Attachment points of class USB can be listed by using the select
sub-option. See cfgadm(1M).

-x hardware_function ~ The following hardware-specific functions are defined:

usb_config -o config=n This command requires the
mandatory config value to be
specified using the -o option.

Sets the USB configuration of a
multi-configuration USB device at
ap_id to configuration index #n. The
device is set to this configuration
henceforth and this setting persists
across reboots, hot-removes, and
unconfigure/configure of the device.
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usb reset

State table: attachment points state versus commands:

Valid states:
empty/unconfigured -

Valid values of n range from 0 to
(Nconfigs -1). The device is reset by
adisconnect followed by a
configure. The configure causes
the device to be configured to the
new configuration setting.

If any of these steps fail, the
configuration file and the device are
restored to their previous state and
an error message is issued.

Performs a software reset
(re-enumeration) of the device. This
is the equivalent of removing the
device and inserting it back again.
The port on the hub is power cycled
if the hub supports power cycling of
individual ports.

If the connected device is a hub, this
function has the effect of resetting
that hub and any devices down the
tree of which it is the root.

If any of these steps fail, the device is
restored to its previous state and an
error message is issued.

no device connected

disconnected/unconfigured — logically disconnected,

unavailable,

devinfo node removed,
device physically connected

connected/unconfigured — logically connected,

unavailable,

devinfo node present

connected/configured -

connected, available

The table below clarifies the state transitions resulting from actions or commands:

System Administration Commands - Part 1

275



cfgadm_usb(1M)

current state operation new state
empty/
unconfigured:
device plugged in: connected/configured or

connected/unconfigured
(if enumeration failed)

device removed: n/a
cfgadm -c unconfigure: empty/unconfigured
cfgadm -c configure: empty/unconfigured

cfgadm -c disconnect: empty/unconfigured
(no-op and error)

disconnected/
unconfigured:
device plugged in: n/a
device removed: empty/unconfigured
cfgadm -c unconfigure: disconnected/unconfigured
cfgadm -c configure: connected/configured, or
connected/unconfigured
(if reenumeration failed)
cfgadm -c disconnect: disconnected/unconfigured

connected/unconfigured:

device plugged in: n/a

device removed: empty/unconfigured
cfgadm -c unconfigure: connected/unconfigured
cfgadm -c configure: connected/configured, or

connected/unconfigured
(if reenumeration failed)

cfgadm -c disconnect: disconnected/unconfigured
connected/configured:

device plugged in: n/a

device removed: empty/unconfigured or

connected/configured,

but with ap condition

"unusable’ if device

was open when removed
cfgadm -c unconfigure: connected/unconfigured
cfgadm -c configure: connected/configured
cfgadm -c disconnect: disconnected/unconfigured

Examples ExampLe1 Listing the Status of All USB Devices

The following command lists the status of all USB devices on the system:
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EXAMPLE 1 Listing the Status of All USB Devices (Continued)

# cfgadm

Ap Id Type Receptacle  Occupant Condition
usb@/1 USB-hub connected configured ok

usho/2 unknown empty unconfigured ok
usb0/1.1 USB-storage connected configured ok
usb0/1.2 unknown empty unconfigured ok
usb0/1.3 unknown empty unconfigured ok
ush0/1.4 USB-device connected configured ok

Notice that cfgadm treats the USB-device device at ap_id usb@/1.4 as a single unit, since it
cannot currently control individual interfaces.

EXAMPLE2 Listing the Status of a Port with No Device Plugged In

The following command lists the status of a port with no device plugged in:

example# cfgadm -1 usbh0/1.3
Ap Id Type Receptacle
usbh0/1.3 unknown empty

Occupant Condition
unconfigured ok

EXAMPLE3  Listing the Status of the Same Port with a Device Plugged In

The following command lists the status of the same port after physically plugging in a device

that configures without problems:

example# cfgadm -1 usbh0/1.3
Ap Id Type Receptacle
usb0/1.3 USB-hub connected

EXAMPLE 4  Unconfiguring an Existing USB Device

Occupant Condition
configured ok

The following command unconfigures the USB device attached to usb@/1. 3, then displays the

status of the ap_id:

example# cfgadm -c unconfigure usbh0/1.3

Unconfigure the device: /devices/pci@®,0/pci8086,7112@7,2/hub@2:2.3

This operation suspends activity on the USB device

Continue (yes/no)?

Enter:

y

example# cfgadm -1 usb0/1.3
Ap_Id Type Receptacle
usb0/1.3 unknown connected
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EXAMPLE5  Unconfiguring and Logically Disconnecting an Existing USB Device

The following command unconfigures and logically disconnects a USB device attached to
usb0/1.3:

example# cfgadm -c disconnect usb0/1.3

Disconnect the device: /devices/pci@@,0/pci8086,7112@7,2/hub@2:2.3
This operation suspends activity on the USB device

Continue (yes/no)?

Enter:

y

example# cfgadm -1 usb0/1.3
Ap Id Type Receptacle Occupant Condition
usb0/1.3 unknown disconnected unconfigured ok

A disconnect implies that cfgadm does an unconfigure first. The receptacle status now
shows disconnected, even though the device is still physically connected. In this case, a
physical hotplug or using the cfgadm -c configure on the ap_id brings it back on-line.

EXAMPLE6  Configuring a Previously Unconfigured USB Device
The following command configures a USB device that was previously attached to usb@/1.3:

example # cfgadm -yc configure usb0/1.3

example# cfgadm -1 usb0/1.3

Ap_Id Type Receptacle  Occupant Condition
usb0/1.3 unknown connected configured ok

EXAMPLE7 Resettinga USB Device

The following command resets a USB device:

example# cfgadm -x usb_reset usb0/1.3

Reset the device: /devices/pci@®,0/pci8086,7112@7,2/hub@2:2.3
This operation suspends activity on the USB device

Continue (yes/no)?

Enter:

EXAMPLE8 Displaying Detailed Information Abouta USB Device

The following command displays detailed information about a USB device. This device shows
the following USB-specific information in the 'Information' field:

= Manufacturer string: lomega
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EXAMPLE8 Displaying Detailed Information Abouta USB Device (Continued)

Product string: USB Zip 250

Number of configurations supported: 1

Configuration currently active: 0

Configuration string descriptor for configuration 0: Default

example# cfgadm -lv usb0/1.5

Ap_Id Receptacle  Occupant Condition Information
When Type Busy Phys Id
usb0/1.5 connected configured ok Mfg:"Io

mega" Product:"USB Zip 250" NConfigs:1 Config:@ : Default

example# cfgadm -1 -s "cols=ap_id:info" usb0/1.5

Ap_Id Information

usb0/1.5 Mfg:"Iomega" Product:"USB Zip 250"
NConfigs:1 Config:@ : Default

EXAMPLE9 Displaying Detailed Information About All USB Devices
The following command displays detailed information about all USB devices on the system:

example# cfgadm -1 -s "select=class(usb),cols=ap_id:info"

Ap_Id Information

usbo/1 Mfg:<undefined> Product:<undefined>
NConfigs:1 Config:@ <no cfg str descr>

usho/2

usbho/1.1 Mfg:<undefined> Product:<undefined>
NConfigs:1 Config:@ <no cfg str descr>

usb0/1.2

usb0/1.3

usb0/1.4 Mfg:"Wizard" Product:"Modem/ISDN"
NConfigs:3 Config:1 : V.90 Analog Modem

usb0/1.5 Mfg:"Iomega" Product:"USB Zip 250"
NConfigs:1 Config:@ : Default

usbh0/1.6 Mfg:"SOLID YEAR" Product:"SOLID YEAR
USB"NConfigs:1 Config:0 <no cfg str descr>

usb0/1.7

Lines containing only an ap_id are empty ports. These can be filtered out. This example only
lists USB ap_ids with connected devices, and information about those devices.

example# cfgadm -1 -s "select=class(usb),cols=ap_id:info" | grep Mfg
usbo/1 Mfg:<undefined> Product:<undefined>
NConfigs:1 Config:@ <no cfg str descr>

usb0/1.1 Mfg:<undefined> Product:<undefined>
NConfigs:1 Config:@ <no cfg str descr>

usb0/1.4 Mfg:"Wizard" Product:"Modem/ISDN"
NConfigs:3 Config:1 : V.90 Analog Modem
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EXAMPLE9  Displaying Detailed Information About All USB Devices (Continued)

usb0/1.5 Mfg:"Iomega" Product:"USB Zip 250"
NConfigs:1 Config:0 : Default
usb0/1.6 Mfg:"SOLID YEAR" Product:"SOLID YEAR USB"

Config:0 <no cfg str descr>

EXAMPLE 10 Listing Information About a Multi-configuration USB Device

The following example lists information about a multi-configuration USB device.
Notice the NConfigs field: the configurations available for this device are 0, 1, and 2 (0 to
(NConfigs-1)).

example# cfgadm -1 -s "cols=ap_id:info" usb0/1.4

Ap_Id Information

usb0/1.4 Mfg:"Wizard" Product:"Modem/ISDN"
NConfigs:3 Config:1 V.90 Analog Modem"

EXAMPLE 11 Setting the Current Configuration of a Multi-configuration USB Device
The following example sets the current configuration of a multi-configuration USB device:

example# cfgadm -o config=2 -x usb_config usb0/1.4
Setting the device: /devices/pci@lf,2000/usb@l/device@3
to USB configuration 2

This operation suspends activity on the USB device
Continue (yes/no)?

Enter:

y
USB configuration changed successfully.

The device path should be checked to ensure that the right instance of a device is being
referred to, in the case where multiple devices of the exact same type are on the same bus. This
information is available in the 'Information'field.

Files /usr/lib/cfgadm/usb.so.1  Hardware specificlibrary for generic USB device
administration

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWesl
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SeeAlso cfgadm(1M), vold(1M), config admin(3CFGADM), attributes(5), scsa2usb(7D),
usba(7D)

Universal Serial Bus 1.1 Specification (www.usb.org)
System Administration Guide: Basic Administration

Notes cfgadm(1M) can not unconfigure, disconnect, reset, or change the configuration of any USB
device currently opened by vold(1M) or any other application. These operations also fail on a
hub if a device in its hierarchy is opened by an application. See scsa2usb(7D) for
unconfiguring a USB mass-storage device that is being used by vold(1M).

Only super-users can execute any functions on an attachment point. However, one need not
be a super-user to list the attachment points.
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Name

Synopsis

Description

Options

cfsadmin - administer disk space used for caching file systems with the Cache File-System

(CacheFS)

cfsadmin -c [-o cacheFS-parameters] cache_directory

cfsadmin -d {cache_ID | all} cache_directory

cfsadmin -1 cache_directory

cfsadmin -s {mniptl ...} | all

cfsadmin -u [-o cacheFS-parameters] cache_directory

The cfsadmin command provides the following functions:

= cache creation
deletion of cached file systems
listing of cache contents and statistics

= resource parameter adjustment when the file system is unmounted.

You must always supply an option for cfsadmin. For each form of the command except -s,
you must specify a cache directory, that is, the directory under which the cache is actually
stored. A path name in the front file system identifies the cache directory. For the -s form of

the command, you must specify a mount point.

You can specify a cache ID when you mount a file system with CacheFS, or you can let the
system generate one for you. The -1 option includes the cache ID in its listing of information.
You must know the cache ID to delete a cached file system.

The following options are supported:

-c [ -o cacheFS-parameters | cache_directory

-d { cache_ID | all } cache_directory

-1 cache_directory

man pages section 1M: System Administration Commands -

Create a cache under the directory specified
by cache_directory. This directory must not
exist prior to cache creation.

Remove the file system whose cache ID you
specify and release its resources, or remove
all file systems in the cache by specifying all.
After deleting a file system from the cache,
you must run the fsck_cachefs(1M)
command to correct the resource counts for
the cache.

Asindicated by the syntax above, you must
supply either a cache_ID or all, in addition
to cache_directory.

List file systems stored in the specified cache,
as well as statistics about them. Each cached
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CacheFS Resource
Parameters

-s {mntptl ...} |all

-u [ -o cacheFS-parameters | cache_directory

file system is listed by cache ID. The statistics
document resource utilization and cache
resource parameters.

Request a consistency check on the specified
file system (or all cachefs mounted file
systems). The -s option only works if the
cache file system was mounted with
demandconst enabled (see

mount cachefs(1M)). Each file in the
specified cache file system is checked for
consistency with its corresponding file in the
back file system. Note that the consistency
check is performed file by file as files are
accessed. If no files are accessed, no checks
are performed. Use of this option does not
result in a sudden "storm" of consistency
checks.

As indicated by the syntax above, you must
supply one or more mount points, or all.

Update resource parameters of the specified
cache directory. Parameter values can only
be increased. To decrease the values, you
must remove the cache and recreate it. All
file systems in the cache directory must be
unmounted when you use this option.
Changes take effect the next time you mount
any file system in the specified cache
directory. The -u option with no -o option
sets all parameters to their default values.

You can specify the following CacheFS resource parameters as arguments to the -o option.

Separate multiple parameters with commas.

maxblocks=n

Maximum amount of storage space that CacheFS can use, expressed as a

percentage of the total number of blocks in the front file system. If
CacheFS does not have exclusive use of the front file system, there is no
guarantee that all the space the maxblocks parameter allows is available.

The default is 90.

minblocks=n

Minimum amount of storage space, expressed as a percentage of the

total number of blocks in the front file system, that CacheFS is always
allowed to use without limitation by its internal control mechanisms. If
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threshblocks=n

maxfiles=n

minfiles=n

threshfiles=n

maxfilesize=n

cache_directory

mniptl

CacheFS does not have exclusive use of the front file system, there is no
guarantee that all the space the minblocks parameter attempts to reserve
is available. The default is 0.

A percentage of the total blocks in the front file system beyond which
CacheFS cannot claim resources once its block usage has reached the
level specified by minblocks. The default is 85.

Maximum number of files that CacheFS can use, expressed as a
percentage of the total number of inodes in the front file system. If
CacheFS does not have exclusive use of the front file system, there is no
guarantee that all the inodes the maxfiles parameter allows is available.
The default is 90.

Minimum number of files, expressed as a percentage of the total number
of inodes in the front file system, that CacheFS is always allowed to use
without limitation by its internal control mechanisms. If CacheFS does
not have exclusive use of the front file system, there is no guarantee that
all the inodes the minfiles parameter attempts to reserve is available.
The default is 0.

A percentage of the total inodes in the front file system beyond which
CacheFS cannot claim inodes once its usage has reached the level
specified by minfiles. The default is 85.

Largest file size, expressed in megabytes, that CacheFS is allowed to
cache. The default is 3. You cannot decrease the block or inode
allotment for a cache. To decrease the size of a cache, you must remove it
and create it again with different parameters.

Currently maxfilesize isignored by cachefs, therefore, setting it has
no effect.

The directory under which the cache is actually stored.

The directory where the CacheFS is mounted.

See largefile(5) for the description of the behavior of cfsadmin when encountering files
greater than or equal to 2 Gbyte ( 2°" bytes).

EXAMPLE1 Creating a Cache Directory

The following example creates a cache directory named /cache:

example# cfsadmin -c /cache
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EXAMPLE2 Creatinga Cache

The following example creates a cache named /cachel that can claim a maximum of 60
percent of the blocks in the front file system, can use 40 percent of the front file system blocks
without interference by CacheFS internal control mechanisms, and has a threshold value of 50
percent. The threshold value indicates that after CacheFS reaches its guaranteed minimum, it
cannot claim more space if 50 percent of the blocks in the front file system are already used.

example# cfsadmin -c -o maxblocks=60,minblocks=40,threshblocks=50 /cachel

EXAMPLE3 Changing the maxfilesize Parameter

The following example changes the maxfilesize parameter for the cache directory /cache2
to 2 megabytes:

example# cfsadmin -u -o maxfilesize=2 /cache2

EXAMPLE4 Listing the Contents of a Cache Directory

The following example lists the contents of a cache directory named /cache3 and provides
statistics about resource utilization:

example# cfsadmin -1 /cache3

EXAMPLE5 Removinga Cached File System

The following example removes the cached file system with cache ID 23 from the cache
directory /cache3 and frees its resources (the cache ID is part of the information returned by
cfsadmin -1):

example# cfsadmin -d 23 /cache3

EXAMPLE6 Removing All Cached File Systems

The following example removes all cached file systems from the cache directory /cache3:

example# cfsadmin -d all /cache3

EXAMPLE7 Checking for Consistency in File Systems

The following example checks for consistency all file systems mounted with demandconst
enabled. No errors are reported if no demandconst file systems were found.

example# cfsadmin -s all
ExitStatus The following exit values are returned:
@  Successful completion.

1 An error occurred.
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso cachefslog(1M), cachefsstat(1M), cachefswssize(1M), fsck cachefs(1M),
mount cachefs(1M), attributes(5), largefile(5)
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Name

Synopsis

Description

Options

chat — automated conversational exchange tool

chat [options] script

The chat program implements a conversational text-based exchange between the computer
and any serial device, including (but not limited to) a modem, an ISDN TA, and the remote
peer itself, establishing a connection between the Point-To-Point Protocol daemon (pppd) and
the remote pppd process.

The chat command supports the following options:

-f <chat file> Read the chat script from the chat file. This option is mutually
exclusive with the chat script parameters. You must have read
access to use the file. Multiple lines are permitted in the file. Use the
space or horizontal tab characters to separate the strings.

-t <timeout> Set the timeout for the expected string to be received. If the string is
not received within the time limit, the reply string is not sent. If
specified, a 'subexpect' (alternate reply) string can be sent.
Otherwise, if no alternate reply strings remain, the chat script fails..
A failed script will cause the chat program to terminate with a
non-zero error code.

-r <report file> Set the file for output of the report strings. If you use the keyword
REPORT, the resulting strings are written to this file. If the - r option
is not used and you use the REPORT keyword, the stderr file is used
for the report strings.

-e Start with the echo option turned on. You turn echo on or off at
specific points in the chat script using the ECHO keyword. When
echoing is enabled, all output from the modem is echoed to stderr.

-E Enables environment variable substitution within chat scripts
using the standard $xxx syntax.

-v Request that the chat script execute in a verbose mode. The chat
program logs the execution state of the chat script as well as all text
received from the modem and output strings sent to the modem.
The default is to log through sys1og(3C) with facility local2; the
logging method is alterable using the -S and - s options.

-V Request that the chat script be executed in a stderr verbose mode.
The chat program logs all text received from the modem and
output strings sent to the modem to stderr. stderr is usually the
local console at the station running the chat or pppd program.

-s Use stderr. Log messages from -v and error messages are sent to
stderr.
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Extended
Description
Chat Script

-S Do not use syslog. By default, error messages are set to syslog. This
option prevents log messages from -v and error messages from
being sent to syslog.

-T <phone number> Pass in an arbitrary string (usually a telephone number) that will be

substituted for the \T substitution metacharacter in a send string.

-U <phone number 2>  Pass in a second string (usually a telephone number) that will be
substituted for the \U substitution metacharacter in a send string.
This is useful when dialing an ISDN terminal adapter that requires
two numbers.

script If the script is not specified in a file with the - f option, the script is
included as parameters to the chat program.

The chat script defines communications. A script consists of one or more "expect-send" pairs
of strings separated by spaces, with an optional "subexpect-subsend" string pair, separated by
a dash (as in the following example:)

ogin:-BREAK-ogin: ppp ssword: hello2u2

The example indicates that the chat program should expect the string "ogin:". If it fails to
receive a login prompt within the time interval allotted, it sends a break sequence to the
remote and then expects the string "ogin:". If the first "ogin:" is received, the break sequence is
not generated.

Upon receiving the login prompt, the chat program sends the string "ppp” and then expects
the prompt "ssword:". When the password prompt is received, it sends the password hello2u2.

A carriage return is normally sent following the reply string. It is not expected in the "expect”
string unless it is specifically requested by using the \ r character sequence.

The expect sequence should contain only what is needed to identify the received data. Because
it's stored on a disk file, it should not contain variable information. Generally it is not
acceptable to look for time strings, network identification strings, or other variable pieces of
data as an expect string.

To correct for characters that are corrupted during the initial sequence, look for the string
"ogin:" rather than "login:". The leading "1" character may be received in error, creating
problems in finding the string. For this reason, scripts look for "ogin:" rather than "login:" and
"ssword:" rather than "password:".

An example of a simple script follows:

ogin: ppp ssword: hello2u2
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Comments

Sending Data From A
File

Abort

Clr_Abort

The example can be intrepreted as: expect ogin:, send ppp, expect ...ssword:, send hello2u2.

When login to a remote peer is necessary, simple scripts are rare. At minimum, you should
include sub-expect sequences in case the original string is not received. For example, consider
the following script:

ogin:--ogin: ppp ssword: hello2u2

This script is more effective than the simple one used earlier. The string looks for the same
login prompt; however, if one is not received, a single return sequence is sent and then the
script looks for login: again. If line noise obscures the first login prompt, send the empty line to
generate a login prompt again.

Comments can be embedded in the chat script. Comment lines are ignored by the chat
program. A comment starts with the hash (“#”) character in column one. If a # character is
expected as the first character of the expect sequence, quote the expect string. If you want to
wait for a prompt that starts with a # character, write something like this:

# Now wait for the prompt and send logout string
"# ' logout

If the string to send begins with an at sign (“@”), the remainder of the string is interpreted as
the name of the file that contains the string. If the last character of the data read is a newline, it
is removed. The file can be a named pipe (or fifo) instead of a regular file. This enables chat to
communicate with another program, for example, a program to prompt the user and receive a
password typed in.

Many modems report the status of a call as a string. These status strings are often
“CONNECTED” or "NO CARRIER" or "BUSY." If the modem fails to connect to the remote,
you can terminate the script. Abort strings may be specified in the script using the ABORT
sequence. For example:

ABORT BUSY ABORT 'NO CARRIER’ '’ ATZ OK ATDT5551212 CONNECT

This sequence expects nothing and sends the string ATZ. The expected response is the string
OK. When OK is received, the string ATDT5551212 dials the telephone. The expected string is
CONNECT. If CONNECT is received, the remainder of the script is executed. When the
modem finds a busy telephone, it sends the string BUSY, causing the string to match the abort
character sequence. The script fails because it found a match to the abort string. If the NO
CARRIER string is received, it aborts for the same reason.

The CLR_ABORT sequence clears previously set ABORT strings. ABORT strings are kept in
an array of a pre-determined size; CLR_ABORT reclaims the space for cleared entries,
enabling new strings to use that space.
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Say

Report

The SAY string enables the script to send strings to a user at a terminal via standard error. If
chat is being run by pppd and pppd is running as a daemon (detached from its controlling
terminal), standard error is normally redirected to the /etc/ppp/connect-errors file.

SAY strings must be enclosed in single or double quotes. If carriage return and line feed are
required for the output, you must explicitly add them to your string.

The SAY string can provide progress messages to users even with “ECHO OFE” For example,
add aline similar to the following to the script:

ABORT BUSY
ECHO OFF
SAY "Dialing your ISP...\n"

"’ ATDT5551212

TIMEOUT 120

SAY "Waiting up to 2 minutes for connection ...
CONNECT "’

SAY "Connected, now logging in ...\n"

ogin: account

ssword: pass

$ \c

SAY "Logged in OK ... \n

This sequence hides script detail while presenting the SAY string to the user. In this case, you
will see:

Dialing your ISP...
Waiting up to 2 minutes for connection...Connected, now logging in...
Logged in OK ...

REPORT is similar to the ABORT string. With REPORT, however, strings and all characters
to the next control character (such as a carriage return), are written to the report file.

REPORT strings can be used to isolate a modem's transmission rate from its CONNECT
string and return the value to the chat user. Analysis of the REPORT string logic occurs in
conjunction with other string processing, such as looking for the expect string. It's possible to
use the same string for a REPORT and ABORT sequence, but probably not useful.

Report strings may be specified in the script using the REPORT sequence. For example:

REPORT CONNECT
ABORT BUSY
ATDT5551212 CONNECT
ogin: account

The above sequence expects nothing, then sends the string ATDT5551212 to dial the
telephone. The expected string is CONNECT. If CONNECT is received, the remainder of the
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Clr_Report

Echo

Hangup

script is executed. In addition, the program writes the string CONNECT to the report file
(specified by - r) in addition to any characters that follow.

CLR_REPORT clears previously set REPORT strings. REPORT strings are kept in an array of
apre-determined size; CLR_REPORT reclaims the space for cleared entries so that new
strings can use that space.

ECHO determines if modem output is echoed to stderr. This option may be set with the -e
option, but can also be controlled by the ECHO keyword. The "expect-send" pair ECHO ON
enables echoing, and ECHO OFF disables it. With ECHO, you can select which parts of the
conversation should be visible. In the following script:

ABORT "BUSY’
ABORT "NO CARRIER’
" AT&F

OK\r\n ATD1234567
\r\n \c

ECHO ON

CONNECT \c

ogin: account

All output resulting from modem configuration and dialing is not visible, but output is echoed
beginning with the CONNECT (or BUSY) message.

The HANGUP option determines if a modem hangup is considered as an error. HANGUP is
useful for dialing systems that hang up and call your system back. HANGUP can be ON or
OFF. When HANGUP is set to OFF and the modem hangs up (for example, following the first
stage of logging in to a callback system), chat continues running the script (for example,
waiting for the incoming call and second stage login prompt). When the incoming call is
connected, use the HANGUP ON string to reinstall normal hang up signal behavior. An
example of a simple script follows:

ABORT  'BUSY’

" AT&F

OK\r\n ATD1234567

\r\n \c

CONNECT \c

"Callback login:’' call back ID
HANGUP OFF

ABORT "Bad Login"

"Callback Password:’ Call back password
TIMEOUT 120

CONNECT \c

HANGUP ON

ABORT "NO CARRIER"
ogin:--BREAK--o0gin: real account
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Timeout The initial timeout value is 45 seconds. Use the - t parameter to change the intial timeout
value.

To change the timeout value for the next expect string, the following example can be used:

" UAT&F

OK ATDT5551212
CONNECT \c

TIMEOUT 10
ogin:--ogin: username
TIMEOUT 5

assword: hello2u2

The example changes the timeout to ten seconds when it expects the login: prompt. The
timeout is changed to five seconds when it looks for the password prompt.

Once changed, the timeout value remains in effect until it is changed again.

EOT The EOT special reply string instructs the chat program to send an EOT character to the
remote. This is equivalent to using AD\c as the reply string. The EOT string normally indicates
the end-of-file character sequence. A return character is not sent following the EOT. The EOT
sequence can embedded into the send string using the sequence AD.

BREAK The BREAK special reply string sends a break condition. The break is a special transmitter
signal. Many UNIX systems handle break by cycling through available bit rates, and sending
break is often needed when the remote system does not support autobaud. BREAK is
equivalent to using \K\c as the reply string. You embed the break sequence into the send string
using the \K sequence.

Escape Sequences  Expect and reply strings can contain escape sequences. Reply strings accept all escape
sequences, while expect strings accept most sequences. A list of escape sequences is presented
below. Sequences that are not accepted by expect strings are indicated.

Expects or sends a null string. If you send a null string, chat sends the return
character. If you expect a null string, chat proceeds to the reply string without
waiting. This sequence can be a pair of apostrophes or quote mark characters.

\b Represents a backspace character.

(e Suppresses the newline at the end of the reply string. This is the only method to send
a string without a trailing return character. This sequence must be at the end of the
send string. For example, the sequence hello\c will simply send the charactersh, e, 1,
1, 0. (Not valid in expect.)

\d Delay for one second. The program uses sleep(1) which delays to a maximum of
one second. (Not valid in expect.)

\K Insert a BREAK. (Not valid in expect.)
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\n
\N

\p
\q

\r

\s

\t
\T
\U

\\
\ddd

~C

Send a newline or linefeed character.

Send a null character. The same sequence may be represented by \0. (Not valid in
expect.)

Pause for 1/10th of a second. (Not valid in expect.)

place. (Not valid in expect.)
Send or expect a carriage return.

Represents a space character in the string. Can be used when it is not desirable to
quote the strings which contains spaces. The sequence 'HI TIM' and HI\sTIM are
the same.

Send or expect a tab character.
Send the phone number string as specified with the - T option. (Not valid in expect.)

Send the phone number 2 string as specified with the -U option. (Not valid in
expect.)

Send or expect a backslash character.

Collapse the octal digits (ddd) into a single ASCII character and send that character.
(\000 is not valid in an expect string.)

Substitute the sequence with the control character represented by C. For example,
the character DC1 (17) is shown as AQ. (Some characters are not valid in expect.)

Environment Environment variables are available within chat scripts if the - E option is specified on the
Variables command line. The metacharacter $ introduces the name of the environment variable to
substitute. If the substition fails because the requested environment variable is not set, nothing
is replaced for the variable.

Exit Status The chat program terminates with the following completion codes:

0

Normal program termination. Indicates that the script was executed without error to
normal conclusion.

One or more of the parameters are invalid or an expect string was too large for the
internal buffers. Indicates that the program was not properly executed.

An error occurred during the execution of the program. This may be due to a read or
write operation failing or chat receiving a signal such as SIGINT.

A timeout event occurred when there was an expect string without having a
"-subsend" string. This indicates that you may not have programmed the script
correctly for the condition or that an unexpected event occurred and the expected
string could not be found.
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Attributes

See Also

4 The first string marked as an ABORT condition occurred.

5 The second string marked as an ABORT condition occurred.
6 The third string marked as an ABORT condition occurred.

7 The fourth string marked as an ABORT condition occurred.

The other termination codes are also strings marked as an ABORT condition.

To determine which event terminated the script, use the termination code. It is possible to
decide if the string "BUSY" was received from the modem versus "NO DIALTONE." While the

first event may be retried, the second probably will not succeed during a retry.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWpppdu

Interface Stability

Evolving

sleep(1), uucp(1C), pppd(1M), uucico(1M), syslog(3C), attributes(5)

Additional information on chat scripts are available with UUCP documentation. The chat

script format was taken from scripts used by the uucico program.
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check-hostname(1M)

Name check-hostname - check if sendmail can determine the system's fully-qualified host name

Synopsis  /usr/sbin/check-hostname

Description The check-hostname script is a migration aid for sendmail(1M). This script tries to
determine the local host's fully-qualified host name (FQHN) in a manner similar to
sendmail(1M). If check-hostname is able to determine the FQHN of the local host, it reports
success. Otherwise, check-hostname reports how to reconfigure the system so that the FQHN
can be properly determined.

Files /etc/hosts Host name database
/etc/nsswitch.conf  Name service switch configuration file

/etc/resolv.conf Configuration file for name server routines

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWsndmu

Interface Stability Evolving

SeeAlso domainname(1M), sendmail(1M), hosts(4), attributes(5)
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check-permissions(1M)

Name check-permissions — check permissions on mail rerouting files

Synopsis /usr/sbin/check-permissions [login]

Description The check-permissions scriptis intended as a migration aid for sendmail(1M). It checks the
/etc/mail/sendmail. cf file for all configured alias files, and checks the alias files for
:include: files. It also checks for certain . forward files. For each file that check-permissions
checks, it verifies that none of the parent directories are group- or world-writable. If any
directories are overly permissive, it is reported. Otherwise it reports that no unsafe directories
were found.

As to which . forward files are checked, it depends on the arguments included on the
command line. If no argument is given, the current user's home directory is checked for the
presence of a . forward file. If any arguments are given, they are assumed to be valid logins,
and the home directory of each one is checked.

If the special argument ALL is given, the passwd entry in the /etc/nsswitch.conf file s
checked, and all password entries that can be obtained through the switch file are checked. In
large domains, this can be time-consuming.

Operands The following operands are supported:
login ~ Where login is a valid user name, checks the home directory for login.
ALL Checks the home directory of all users.
Files /etc/mail/sendmail.cf Defines environment for sendmail

/etc/mail/aliases Ascii mail aliases file

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWsndmu

Interface Stability Evolving

SeeAlso getent(1M), sendmail(1M), aliases(4), attributes(5)
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chk_encodings(1M)

Name

Synopsis

Description

Options

Exit Status

Files

Attributes

See Also

chk_encodings - check the label encodings file syntax

/usr/sbin/chk_encodings [-al [-c maxclass] [pathname]

chk_encodings checks the syntax of the label-encodings file that is specified by pathname.
With the -a option, chk_encodings also prints a semantic analysis of the label-encodings file
that is specified by pathname. If pathname is not specified, chk_encodings checks and
analyzes the /etc/security/tsol/label_encodings file.

If label-encodings file analysis was requested, whatever analysis can be provided is written to
the standard output file even if errors were found.

-a Provide a semantic analysis of the label encodings file.

-c maxclass Accepta maximum classification value of maxclass (default 255) in the label
encodings file CLASSIFICATIONS section.

When successful, chk_encodings returns an exit status of @ (true) and writes to the standard
output file a confirmation that no errors were found in pathname. Otherwise, chk_encodings

returns an exit status of nonzero (false) and writes an error diagnostic to the standard output
file.

/etc/security/tsol/label encodings
The label encodings file contains the classification names, words, constraints, and values
for the defined labels of this system.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE
Availability SUNWtsu
Interface Stability See below.
Standard DDS-2600-6216-93, Compartmented Mode
Workstation Labeling: Encodings Format, September
1993

The command output is Not-an-Interface. The command invocation is Committed for
systems that implement the DIA MAC policy.

label encodings(4), attributes(5), labels(5)

“How to Analyze and Verify the label_encodings File” in Oracle Solaris Trusted Extensions
Label Administration
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chk_encodings(1M)

Notes The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.

This file is part of the Defense Intelligence Agency (DIA) Mandatory Access Control (MAC)
policy. This file might not be applicable to other MAC policies that might be developed for
future releases of Solaris Trusted Extensions software.
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Name chroot - change root directory for a command

Synopsis /usr/sbin/chroot newroot command

Description The chroot utility causes command to be executed relative to newroot. The meaning of any
initial slashes ( / ) in the path names is changed to newroot for command and any of its child
processes. Upon execution, the initial working directory is newroot.

Notice that redirecting the output of command to a file,

chroot newroot command >x
will create the file x relative to the original root of command, not the new one.

The new root path name is always relative to the current root. Even ifa chroot is currently in
effect, the newroot argument is relative to the current root of the running process.

This command can be run only by the super-user.

ReturnValues The exit status of chroot is the return value of command.

Examples EexampLeE1 Using the chroot Utility

The chroot utility provides an easy way to extract tar files (see tar(1)) written with absolute
filenames to a different location. It is necessary to copy the shared libraries used by tar (see
1dd(1)) to the newroot filesystem.

example# mkdir /tmp/lib; cd /lib

example# cp ld.so.1l libc.so.1l libcmd.so.1l libdl.so.1 \
libsec.so.1l /tmp/lib

example# cp /usr/bin/tar /tmp

example# dd if=/dev/rmt/0 | chroot /tmp tar xvf -

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso cd(1), tar(1), chroot(2), ttyname(3C), attributes(5)
Notes Exercise extreme caution when referencing device files in the new root file system.

References by routines such as ttyname(3C) to stdin, stdout, and stderr will find that the
device associated with the file descriptor is unknown after chroot is run.
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cimworkshop(1M)

Name cimworkshop - start the Sun WBEM CIM WorkShop application

Synopsis /usr/sadm/bin/cimworkshop

Description The cimworkshop command starts Sun WBEM CIM WorkShop, a graphical user interface
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that enables you to create, modify, and view the classes and instances that describe the
managed resources on your system.

Managed resources are described using a standard information model called Common
Information Model (CIM). A CIM class is a computer representation, or model, of a type of
managed resource, such as a printer, disk drive, or CPU. A CIM instance is a particular
managed resource that belongs to a particular class. Instances contain actual data. Objects can
be shared by any WBEM-enabled system, device, or application. CIM objects are grouped into
meaningful collections called schema. One or more schemas can be stored in directory-like
structures called namespaces.

The CIM WorkShop application displays a Login dialog box. Context help is displayed on the
left side of the CIM WorkShop dialog boxes. When you click on a field, the help content
changes to describe the selected field.

By default, CIM WorkShop uses the RMI protocol to connect to the CIM Object Manager on
the local host, in the default namespace, root\cimv2. You can select HTTP if you want to
communicate to a CIM Object Manager using the standard XML/HTTP protocol from the
Desktop Management Task Force. When a connection is established, all classes contained in
the default namespace are displayed in the left side of the CIM WorkShop window.

The name of the current namespace is listed in the tool bar. All programming operations are
performed within a namespace. Four namespaces are created in a root namespace during
installation:

cimv2 Contains the default CIM classes that represent managed resources on your
system.

security ~ Contains the security classes used by the CIM Object Manager to represent access
rights for users and namespaces.

system Contains properties for configuring the CIM Object Manager.

snmp Contains pre-defined SNMP-related classes and all SNMP MOF files that are
compiled.

The cimworkshop application allows you to perform the following tasks:

Create, view, and change namespaces. Use the CIM WorkShop application to
view all namespaces. A namespace is a
directory-like structure that can store
CIM classes and instances.
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Create, delete, and view CIM classes. You cannot modify the unique attributes
of the classes that make up the CIM and
Solaris Schema. You can create a new
instance or subclass of the class and
modify the desired attributes in that
instance or subclass.

Create, modify, delete, and view CIM instances. You can add instances to a class and
modify its inherited properties or create
new properties. You can also change the
property values of a CIM instance.

Invoke methods. You can set input values for a parameter
of amethod and invoke the method.

When CIM WorkShop connects to the CIM Object Manager in a particular namespace, all
subsequent operations occur within that namespace. When you connect to a namespace, you
can access the classes and instances in that namespace (if they exist) and in any namespaces
contained in that namespace.

When you use CIM WorkShop to view CIM data, the WBEM system validates your login
information on the current host. By default, a validated WBEM user is granted read access to
the CIM Schema. The CIM Schema describes managed objects on your system in a standard
format that all WBEM-enabled systems and applications can interpret.

Read Only Allows read-only access to CIM Schema objects. Users with this privilege can
retrieve instances and classes, but cannot create, delete, or modify CIM
objects.

Read/Write Allows full read, write, and delete access to all CIM classes and instances.
Write Allows write and delete, but not read access to all CIM classes and instances.

None Allows no access to CIM classes and instances.

Usage The cimworkshop command is not a tool for a distributed environment. Rather, this
command is used for local administration on the machine on which the CIM Object Manager
is running.

Exit Status The cimworkshop utility terminates with exit status 0.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWwbdev
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SeeAlso mofcomp(1M), wbemlogviewer(1M), init.wbem(1M), attributes(5)
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clear_locks(1M)

Name
Synopsis

Description

Options

Operands

Exit Status

Attributes

See Also

clear_locks - clear locks held on behalf of an NFES client

/usr/sbin/clear locks [-s] hostname

The clear_locks command removes all file, record, and share locks created by the hostname
and held on the current host, regardless of which process created or owns the locks.

This command can be run only by the super-user.

This command should only be used to repair the rare case of a client crashing and failing to
clear held locks. Clearing locks held by an active client may cause applications to fail in an
unexpected manner.

-s  Removeall locks created by the current machine and held by the server hostname.

The following operands are supported:
hostname ~ name of host server

0  Successful operation.

1  Ifnotroot.

2 Usage error.

3 If unable to contact server (RPC).

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

fcntl(2), attributes(5)
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clinfo(1M)

Name

Synopsis

Description

Options

Exit Status

Attributes

See Also
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clinfo - display cluster information

clinfo [-nh]

The clinfo command displays cluster configuration information about the node from which
the command is executed.

Without arguments, clinfo returns an exit status of @ if the node is configured and booted as
part of a cluster. Otherwise, clinfo returns an exit status of 1.

The following options are supported:

-h  Displays the highest node number allowed to be configured. This is different from the
maximum number of nodes supported in a given cluster. The current highest
configured node number can change immediately after the command returns since
new nodes can be dynamically added to a running cluster.

For example, clinfo -h might return 64, meaning that the highest number you can use
to identify a node is 64. See the Sun Cluster 3.0 System Administration Guide for a
description of utilities you can use to determine the number of nodes in a cluster.

-n Prints the number of the node from which clinfo is executed.

The following exit values are returned:
0  Successful completion.

1  Anerror occurred.
This is usually because the node is not configured or booted as part of a cluster.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

attributes(5)

man pages section 1M: System Administration Commands « Last Revised 12 Mar 2002


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5

clri(1M)

Name

Synopsis

Description

Options

Usage

Files

Attributes

See Also

Notes

clri, dcopy - clear inode
clri [-F FSTypel [-VI special i-number
dcopy [-F FSTypel [-V1 special i-number

clri writes zeros on the inodes with the decimal i-number on the file system stored on special.
After clri, any blocks in the affected file show up as missing in an fsck(1M) of special.

Read and write permission is required on the specified file system device. The inode becomes
allocatable.

The primary purpose of this routine is to remove a file that for some reason appears in no
directory. If it is used to zap an inode that does appear in a directory, care should be taken to
track down the entry and remove it. Otherwise, when the inode is reallocated to some new file,
the old entry will still point to that file. At that point, removing the old entry will destroy the
new file. The new entry will again point to an unallocated inode, so the whole cycle is likely to
be repeated again and again.

dcopy is a symboliclink to clri.

-FESType  Specify the FSType on which to operate. The FSType should either be specified
here or be determinable from /etc/vfstab by matching special with an entry
in the table, or by consulting /etc/default/fs.

-V Echo the complete command line, but do not execute the command. The
command line is generated by using the options and arguments provided by
the user and adding to them information derived from /etc/vfstab. This
option should be used to verify and validate the command line.

See largefile(5) for the description of the behavior of clri and dcopy when encountering
files greater than or equal to 2 Gbyte ( 2*' bytes).

/etc/default/fs  Defaultlocal file system type

/etc/vfstab List of default parameters for each file system

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

fsck(1M), vfstab(4), attributes(5), largefile(5)

This command might not be supported for all FSTypes.
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configCCR(1M)

Name configCCR - configure Oracle Configuration Manager
Synopsis /usr/lib/ocm/ccr/bin/configCCR

configCCR [ -a ] [ -d | [ -C OracleSUpportHubURL] [-s]
[CSI-number [[MyOracleSupportID] [country]]

configCCR [ -r ] [ -C OracleSUpportHubURL] [-s]
configCCR [-R response_file]

configCCR -D [ -v ] [ -T target_type [ -N target_namel
-P property_name 111

Description The configCCR command is used to modify Oracle Configuration Manager (OCM)
configuration information. This command enables you to modify the registration credentials
after Oracle Configuration Manager has been installed. You can also use this command to
switch between Connected and Disconnected modes, and to configure Diagnostic Checks
properties.

Options The following options are supported:
-a
Run with instance data the directory defined by ORACLE_CONFIG_HOME.

-CURL
Defines the Oracle Support Hub used to connect to Oracle.

-d
Run is disconnected mode. In this mode data is not collected automatically.
-D [-v] [-T target_type [-N target_name [ -P property_namel]]]
Configure missing diagnostic check properties.
-v
Verifies that all target properties are properly configured and that no properties are
missing.
-T target_type
Provides the target type to be configured or verified.

-N target_name
Provides the target name to be configured or verified. Must be used with -T.

-P property_name
Provides the property name for the target to be configured or verified. Must be used with
-Nand -T.

-Rfile

Reconfigures using the contents of the response file named file.
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-r
Removes the instance data in the directory defined by ORACLE_CONFIG_HOME. If not set the
.../ccr/hosts/hostname (where hostname is the current hostname) is removed with the
associated crontab(1) entry.

-s
Indicates that you accept the Oracle Configuration Manager License agreement.

Operands CSI-number
Customer Support Identifier

MyOracleSupportID
My Oracle Support User Name

country
two-letter country code

Files /usr/lib/ocm
Directory to store all OCM related files and data.

/usr/1lib/ocm/ccr/config
Contains configuration files.

/usr/lib/ocm/ccr/log
Contains log files.

/usr/lib/ocm/ccr/state
Contains state files and collected data.

/usr/lib/ocm/ccr/state/review/targetMap.xml
Summaries of the data that was collected.

/usr/lib/ocm/crr/state/review
Data that was uploaded to the server.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE

Availability SUNWocm

SeeAlso crontab(1),emCCR(1M), emocmrsp(1M), attributes(5)

Oracle Configuration Manager Installation and Administration Guide
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consadm(1m)
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Name consadm - select or display devices used as auxiliary console devices

Synopsis /usr/sbin/consadm

Description

Options

/usr/sbin/consadm [-a device. . .1 [-p]
/usr/sbin/consadm [-d device. . .1 [-p]

/usr/sbin/consadm [-p]

consadnm selects the hardware device or devices to be used as auxiliary console devices, or
displays the current device. Only superusers are allowed to make or display auxiliary console
device selections.

Auxiliary console devices receive copies of console messages, and can be used as the console
during single user mode. In particular, they receive kernel messages and messages directed
to /dev/sysmsg. On Solaris x86 based systems they can also be used for interaction with the
bootstrap.

By default, selecting a display device to be used as an auxiliary console device selects that
device for the duration the system remains up. If the administrator needs the selection to
persist across reboots the -p option can be specified.

consadm runs a daemon in the background, monitoring auxiliary console devices. Any devices
that are disconnected (hang up, lose carrier) are removed from the auxiliary console device
list, though not from the persistent list. While auxiliary console devices may have been
removed from the device list receiving copies of console messages, those messages will always
continue to be displayed by the default console device.

The daemon will not run if it finds there are not any auxiliary devices configured to monitor.
Likewise, after the last auxiliary console is removed, the daemon will shut itself down.
Therefore the daemon persists for only as long as auxiliary console devices remain active.

See eeprom(1M) for instructions on assigning an auxiliary console device as the system
console.

The following options are supported:

-adevice  Adds device to the list of auxiliary console devices. Specify device as the path
name to the device or devices to be added to the auxiliary console device list.

-ddevice  Removes device from the list of auxiliary console devices. Specify device as the
path name to the device or devices to be removed from the auxiliary console
device list.

-p Prints the list of auxiliary consoles that will be auxiliary across reboots.

When invoked with the -a or -d options, tells the application to make the
change persist across reboot.
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Examples EexampLe1 Adding to the list of devices that will receive console messages

The following command adds /dev/term/a to the list of devices that will receive console
messages.

example# consadm -a /dev/term/a

EXAMPLE2 Removing from the list of devices that will receive console messages

The following command removes /dev/term/a from the list of devices that will receive
console messages. This includes removal from the persistent list.

example# consadm -d -p /dev/term/a

EXAMPLE 3 Printing the list of devices selected as auxiliary console devices

The following command prints the name or names of the device or devices currently selected
as auxiliary console devices.

example# consadm

Environment See environ(5) for descriptions of the following environment variables that affect the
Variables execution of consadm: LC_CTYPE, LC_MESSAGES, and NLSPATH.

ExitStatus The following exit values are returned:
0 Successful completion.

>0 An error occurred.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SUNWcsu
Stability Level Evolving

SeeAlso svcs(1), eeprom(1M), svcadm(1M), syslogd(1M), kadb(1M), environ(5), attributes(5),
smf(5), sysmsg(7D), console(7D)

Notes Auxiliary console devices are not usable for kadb or firmware I/O, do not receive panic
messages, and do not receive output directed to /dev/console.

The consadm service is managed by the service management facility, smf(5), under the service
identifier:

svc:/system/consadm

Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M). The service's status can be queried using the svcs(1)
command.
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conv_Ip(1M)

Name

Synopsis

Description

Options

Examples

Exit Status

Files

Attributes

See Also
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conv_Ip - convert LP configuration

conv_lp [-d dir] [-f file]

conv_1p reads LP printer configuration information from a directory and converts it to an
output file for use with print client software.

The following options are supported:

-ddir ~ Theroot (‘ /") directory from which LP configuration information is read. The
default is root (‘ / ).

-ffile The output file to which conv_1p writes the converted LP configuration

information. The defaultis /etc/printers.conf.

EXAMPLE1  Converting LP Configuration Information from the Default Directory and File

The following example converts LP configuration information from directory root (/) to file
/etc/printers.conf.

% conv_1lp

EXAMPLE2  Converting LP Configuration Information From a Specified Directory and File

The following example converts LP configuration information from directory
/export/root/client to file /export/root/client/etc/printers.conf.

% conv_1p -d /export/root/client -f\
/export/root/client/etc/printers.conf

The following exit values are returned:
0 Successful completion.
non-zero  Anerror occurred.

/etc/printers.conf  System printer configuration database.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE

Availability SUNWpcu

lpset(1M), printers.conf(4),attributes(5)
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Name conv_lpd - convert LPD configuration

Synopsis conv_lpd [-c printers | -c printcap] [-n] file

Description conv_1pd converts LPD printer configuration information from filetoa printers.confora
printcap file (see printers.conf(4)). file specifies the name of the input file, and can be
eitherin printers.conf or printcap format. If fileisin printers.conf format, it converts it
toaprintcap file. If file is in printcap format, it converts it to a printers. conf file.

Options The following options are supported:

-c printers | -c printcap  Specifies the type of output file produced by the conversion.
-cprinters convertstoaprinters.conf file. -c printcap
converts toa printcap file. -c printers is the default.

-n Preserves the namelist during the conversion.

Operands The following operands are supported:

file The file to be converted.

Examples ExampLE1 Convertingaprintcapfiletoaprinters.conf file.
The following example convertsa printcap filetoaprinters.conf file.

example% conv lpd /etc/printcap

EXAMPLE2 Convertinga printcap filetoaprinters.conf file and preserving the namelist.

The following example convertsa printcap filetoa printers.conf file and preserves the
namelist.

example% conv_lpd -c printers -n /etc/printcap

EXAMPLE3 Convertinga printers.conf filetoa printcap file and preserving the namelist.

The following example convertsa printers. conf file to a printcap file and preserves the
namelist.

example% conv_lpd -c printcap -n /etc/printers.conf
Exit Status The following exit values are returned:
0 Successful completion.
non-zero  Anerror occurred.
Files /etc/printers.conf  System printer configuration database.

/etc/printcap SunOS 4.x printer capability database.
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWpcu

SeeAlso 1pset(1M), printers.conf(4),attributes(5)
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coreadm(1M)

Name

Synopsis

Description

coreadm - core file administration

coreadm [-g pattern] [-G content] [-1i pattern] [-I content]
[-d option]... [-e option]...

coreadm [-p pattern] [-P content] [pid]...
coreadm -u

coreadm specifies the name and location of core files produced by abnormally-terminating
processes. See core(4).

Only users who have the sys_admin privilege can execute the first form of the SYNOPSIS. This
form configures system-wide core file options, including a global core file name pattern and a
core file name pattern for the init(1M) process. All settings are saved in coreadm's
configuration file /etc/coreadm. conf to set at boot. See init(1M).

Nonprivileged users can execute the second form of the SYNOPSIS. This form specifies the file
name pattern and core file content that the operating system uses to generate a per-process
core file.

Only users who have the sys_admin privilege can execute the third form of the SYNOPSIS. This
form updates all system-wide core file options, based on the contents of /etc/coreadm. conf.
Normally, this option is used on reboot when starting svc: /system/coreadm: default.

A core file name pattern is a normal file system path name with embedded variables, specified
with a leading % character. The variables are expanded from values that are effective when a
core file is generated by the operating system. The possible embedded variables are as follows:

%d  Executable file directory name, up to a maximum of MAXPATHLEN characters
%f Executable file name, up to a maximum of MAXCOMLEN characters

%g  Effective group-ID

%m  Machine name (uname -m)

%n  System node name (uname -n)

%p Process-1D

%t Decimal value of time(2)

%u  Effective user-ID

%z Name of the zone in which process executed (zonename)

%%  Literal %

For example, the core file name pattern /var/core/core.%f . %p would result, for command
foo with process-ID 1234, in the core file name /var/core/core.foo.1234.

System Administration Commands - Part 1 313


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1core-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1time-2

coreadm(1M)

314

A core file content description is specified using a series of tokens to identify parts of a
process's binary image:

anon Anonymous private mappings, including thread stacks that are not main thread
stacks

ctf CTF type information sections for loaded object files

data Writable private file mappings

dism DISM mappings

heap Process heap

ism ISM mappings

rodata  Read-only private file mappings

shanon  Anonymous shared mappings

shfile Shared mappings that are backed by files
shm System V shared memory

stack Process stack

symtab  Symbol table sections for loaded object files

text Readable and executable private file mappings

In addition, you can use the token all to indicate that core files should include all of these
parts of the process's binary image. You can use the token none to indicate that no mappings
are to be included. The default token indicates inclusion of the system default content
(stack+heap+shm+ism+dism+text+data+rodata+anon+shanon+ctf). The /proc file system
data structures are always present in core files regardless of the mapping content.

You can use +and - to concatenate tokens. For example, the core file content default-ism
would produce a core file with the default set of mappings without any intimate shared
memory mappings.

The coreadm command with no arguments reports the current system configuration, for
example:

$ coreadm

global core file pattern: /var/core/core.%f.%p
global core file content: all

init core file pattern: core

init core file content: default

global core dumps: enabled
per-process core dumps: enabled
global setid core dumps: enabled
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Options

per-process setid core dumps: disabled
global core dump logging: disabled

The coreadm command with only a list of process-IDs reports each process's per-process core
file name pattern, for example:

$ coreadm 278 5678
278: core.%f.%p default
5678: /home/george/cores/%f.%p.%t all-ism

Only the owner of a process or a user with the proc_owner privilege can interrogate a process
in this manner.

When a process is dumping core, up to three core files can be produced: one in the per-process
location, one in the system-wide global location, and, if the process was running in a local
(non-global) zone, one in the global location for the zone in which that process was running.
Each core file is generated according to the effective options for the corresponding location.

When generated, a global core file is created in mode 600 and owned by the superuser.
Nonprivileged users cannot examine such files.

Ordinary per-process core files are created in mode 600 under the credentials of the process.
The owner of the process can examine such files.

A process that is or ever has been setuid or setgid since its last exec(2) presents security
issues that relate to dumping core. Similarly, a process that initially had superuser privileges
and lost those privileges through setuid(2) also presents security issues that are related to
dumping core. A process of either type can contain sensitive information in its address space
to which the current nonprivileged owner of the process should not have access. If setid core
files are enabled, they are created mode 600 and owned by the superuser.

The following options are supported:

-doption...  Disable the specified core file option. See the -e option for descriptions of
possible options.

Multiple -e and -d options can be specified on the command line. Only users
with the sys_admin privilege can use this option.

-eoption...  Enable the specified core file option. Specify option as one of the following:
global Allow core dumps that use global core pattern.
global-setid ~ Allow set-id core dumps that use global core pattern.

log Generate a syslog(3C) message when generation of a global
core file is attempted.

process Allow core dumps that use per-process core pattern.
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-g pattern

-G content

-1 pattern

-I content

-p pattern

proc-setid Allow set-id core dumps that use per-process core pattern.

Multiple -e and -d options can be specified on the command
line. Only users with the sys_admin privilege can use this
option.

Set the global core file name pattern to pattern. The pattern must start with a /
and can contain any of the special % variables that are described in the
DESCRIPTION.

Only users with the sys_admin privilege can use this option.

Set the global core file content to content. You must specify content by using
the tokens that are described in the DESCRIPTION.

Only users with the sys_admin privilege can use this option.

Set the default per-process core file name to pattern. This changes the
per-process pattern for any process whose per-process pattern is still set to the
default. Processes that have had their per-process pattern set or are descended
from a process that had its per-process pattern set (using the -p option) are
unaffected. This default persists across reboot.

Only users with the sys_admin or proc_owner privilege can use this option.

Set the default per-process core file content to content. This changes the
per-process content for any process whose per-process content is still set to the
default. Processes that have had their per-process content set or are descended
from a process that had its per-process content set (using the -P option) are
unaffected. This default persists across reboot.

Only users with the sys_admin or proc_owner privileges can use this option.

Set the per-process core file name pattern to pattern for each of the specified
process-IDs. The pattern can contain any of the special % variables described in
the DESCRIPTION and need not begin with /. If the pattern does not begin with
/, itis evaluated relative to the directory that is current when the process
generates a core file.

A nonprivileged user can apply the - p option only to processes that are owned
by that user. A user with the proc_owner privilege can apply the option to any
process. The per-process core file name pattern is inherited by future child
processes of the affected processes. See fork(2).

If no process-IDs are specified, the - p option sets the per-process core file
name pattern to pattern on the parent process (usually the shell that ran
coreadm).
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Operands

Examples

-P content Set the per-process core file content to content for each of the specified
process-IDs. The content must be specified by using the tokens that are
described in the DESCRIPTION.

A nonprivileged user can apply the -p option only to processes that are owned
by that user. A user with the proc_owner privilege can apply the option to any
process. The per-process core file name pattern is inherited by future child
processes of the affected processes. See fork(2).

If no process-IDs are specified, the - P option sets the per-process file content

to content on the parent process (usually the shell that ran coreadm).

-u Update system-wide core file options from the contents of the configuration
file /etc/coreadm. conf. If the configuration file is missing or contains invalid
values, default values are substituted. Following the update, the configuration
file is resynchronized with the system core file configuration.

Only users with the sys_admin privilege can use this option.

The following operands are supported:

pid  process-1ID

EXAMPLE 1 Setting the Core File Name Pattern

When executed from a user's $HOME/ . profile or $HOME/ . Login, the following command sets
the core file name pattern for all processes that are run during the login session:

example$ coreadm -p core.%f.%p

Note that since the process-ID is omitted, the per-process core file name pattern will be set in
the shell that is currently running and is inherited by all child processes.

EXAMPLE2 Dumpinga User's Files Into a Subdirectory

The following command dumps all of a user's core dumps into the corefiles subdirectory of
the home directory, discriminated by the system node name. This command is useful for users
who use many different machines but have a shared home directory.

example$ coreadm -p $HOME/corefiles/%n.%f.%p 1234

EXAMPLE3  Culling the Global Core File Repository

The following commands set up the system to produce core files in the global repository only
if the executables were run from /usr/binor /usr/sbin.

example# mkdir -p /var/cores/usr/bin
example# mkdir -p /var/cores/usr/sbin
example# coreadm -G all -g /var/cores/%d/%f.%p.%n
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Files /etc/coreadm.conf

ExitStatus The following exit values are returned:
0  Successful completion.

1 Afatal error occurred while either obtaining or modifying the system core file
configuration.

2 Invalid command-line options were specified.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso gcore(1),svcs(1), init(1M), svcadm(1M), exec(2), fork(2), setuid(2), time(2), syslog(3C),
core(4), attributes(5), smf(5)

Notes Inalocal (non-global) zone, the global settings apply to processes running in that zone. In
addition, the global zone's apply to processes run in any zone.

The term global settings refers to settings which are applied to the system or zone as a whole,
and does not necessarily imply that the settings are to take effect in the global zone.

The coreadm service is managed by the service management facility, smf(5), under the service
identifier:

svc:/system/coreadm:default

Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M). The service's status can be queried using the svcs(1)
command.
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Name cpustat — monitor system behavior using CPU performance counters

Synopsis cpustat -c eventspec [-c eventspec]... [-p period] [-sntD]
linterval [count]]

cpustat -h

Description The cpustat utility allows CPU performance counters to be used to monitor the overall
behavior of the CPUs in the system.

If interval is specified, cpustat samples activity every interval seconds, repeating forever. If a
count is specified, the statistics are repeated count times. If neither are specified, an interval of
five seconds is used, and there is no limit to the number of samples that are taken.

Options The following options are supported:

-ceventspec  Specifies a set of events for the CPU performance counters to monitor. The
syntax of these event specifications is:

[picn=leventn[,attr[n][=vall]ll, [picn=]eventn
[,attr[n][=valll,...,]

You can use the -h option to obtain a list of available events and attributes.
This causes generation of the usage message. You can omit an explicit
counter assignment, in which case cpustat attempts to choose a capable
counter automatically.

Attribute values can be expressed in hexadecimal, octal, or decimal notation,
in a format suitable for strtol1(3C). An attribute present in the event
specification without an explicit value receives a default value of 1. An
attribute without a corresponding counter number is applied to all counters
in the specification.

The semantics of these event specifications can be determined by reading the
CPU manufacturer's documentation for the events.

Multiple - c options can be specified, in which case the command cycles
between the different event settings on each sample.

-D Enables debug mode.

-h Prints an extensive help message on how to use the utility and how to
program the processor-dependent counters.

-p period Causes cpustat to cycle through the list of eventspecs every period seconds.
The tool sleeps after each cycle until period seconds have elapsed since the
first eventspec was measured.
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Usage

When this option is present, the optional count parameter specifies the
number of total cycles to make (instead of the number of total samples to
take). If period is less than the number of eventspecs times interval, the tool
acts as it period is 0.

-s Creates an idle soaker thread to spin while system-only eventspecs are bound.
One idle soaker thread is bound to each CPU in the current processor set.
System-only eventspecs contain both the nouser and the sys tokens and
measure events that occur while the CPU is operating in privileged mode.
This option prevents the kernel's idle loop from running and triggering
system-mode events.

-n Omits all header output (useful if cpustat is the beginning of a pipeline).
-t Prints an additional column of processor cycle counts, if available on the
current architecture.

A closely related utility, cputrack(1), can be used to monitor the behavior of individual
applications with little or no interference from other activities on the system.

The cpustat utility must be run by the super-user, as there is an intrinsic conflict between the
use of the CPU performance counters system-wide by cpustat and the use of the CPU
performance counters to monitor an individual process (for example, by cputrack.)

Once any instance of this utility has started, no further per-process or per-LWP use of the
counters is allowed until the last instance of the utility terminates.

The times printed by the command correspond to the wallclock time when the hardware
counters were actually sampled, instead of when the program told the kernel to sample them.
The time is derived from the same timebase as gethrtime(3C).

The processor cycle counts enabled by the - t option always apply to both user and system
modes, regardless of the settings applied to the performance counter registers.

On some hardware platforms running in system mode using the “sys” token, the counters are
implemented using 32-bit registers. While the kernel attempts to catch all overflows to
synthesize 64-bit counters, because of hardware implementation restrictions, overflows can be
lost unless the sampling interval is kept short enough. The events most prone to wrap are
those that count processor clock cycles. If such an event is of interest, sampling should occur
frequently so that less than 4 billion clock cycles can occur between samples.

The output of cpustat is designed to be readily parseable by nawk(1) and perl(1), thereby
allowing performance tools to be composed by embedding cpustat in scripts. Alternatively,
tools can be constructed directly using the same APIs that cpustat is built upon using the
facilities of Libcpc(3LIB). See cpc(3CPC).
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Examples

SPARC

x86

The cpustat utility only monitors the CPUs that are accessible to it in the current processor
set. Thus, several instances of the utility can be running on the CPUs in different processor
sets. See psrset(1M) for more information about processor sets.

Because cpustat uses LWPs bound to CPUs, the utility might have to be terminated before
the configuration of the relevant processor can be changed.

EXAMPLE1 Measuring External Cache References and Misses

The following example measures misses and references in the external cache. These occur
while the processor is operating in user mode on an UltraSPARC machine.

example% cpustat -c EC ref,EC misses 1 3

time cpu event pic0 picl
1.008 0 tick 69284 1647
1.008 1 tick 43284 1175
2.008 0 tick 179576 1834
2.008 1 tick 202022 12046
3.008 0 tick 93262 384
3.008 1 tick 63649 1118
3.008 2 total 651077 18204

EXAMPLE2 Measuring Branch Prediction Success on Pentium 4

The following example measures branch mispredictions and total branch instructions in user
and system mode on a Pentium 4 machine.

example% cpustat -c \
picl2=branch_retired,emaskl12=0x4,picl4=branch retired,\
emaskl4=0xf,sys 1 3

time cpu event picl2 picl4d
1.010 1 tick 458 684
1.010 0 tick 305 511
2.010 0 tick 181 269
2.010 1 tick 469 684
3.010 0 tick 182 269
3.010 1 tick 468 684
3.010 2 total 2063 3101

EXAMPLE3 Counting Memory Accesses on Opteron

The following example determines the number of memory accesses made through each
memory controller on an Opteron, broken down by internal memory latency:
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EXAMPLE3  Counting Memory Accesses on Opteron (Continued)

cpustat -c \
pic0=NB mem ctrlr page access,umask0=0x01, \
picl=NB _mem ctrlr_page access,umaskl=0x02, \
pic2=NB_mem ctrlr_page_access,umask2=0x04,sys \

1

time cpu event pic0 picl pic2
1.003 0 tick 41976 53519 7720
1.003 1 tick 5589 19402 731
2.003 1 tick 6011 17005 658
2.003 0 tick 43944 45473 7338
3.003 1 tick 7105 20177 762
3.003 0 tick 47045 48025 7119
4.003 0 tick 43224 46296 6694
4.003 1 tick 5366 19114 652

Warnings By running the cpustat command, the super-user forcibly invalidates all existing
performance counter context. This can in turn cause all invocations of the cputrack
command, and other users of performance counter context, to exit prematurely with
unspecified errors.

If cpustat is invoked on a system that has CPU performance counters which are not
supported by Solaris, the following message appears:

cpustat: cannot access performance counters - Operation not applicable

This error message implies that cpc_open () has failed and is documented in
cpc_open(3CPC). Review this documentation for more information about the problem and
possible solutions.

If a short interval is requested, cpustat might not be able to keep up with the desired sample
rate. In this case, some samples might be dropped.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcpcu

Interface Stability Evolving

SeeAlso cputrack(1l), nawk(1l), perl(1l), iostat(1M), prstat(1M), psrset(1M), vmstat(1M),
cpc(3CPC), cpc_open(3CPC), cpc_bind cpu(3CPC), gethrtime(3C), strtol1(3C),
libcpc(3LIB), attributes(5)
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Notes When cpustat is run on a Pentium 4 with HyperThreading enabled, a CPC set is bound to
only one logical CPU of each physical CPU. See cpc_bind_cpu(3CPC).
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Name
Synopsis

Description

Setting cron Jobs
Across Timezones

Setting cron Defaults

324

cron - clock daemon

/usr/sbin/cron
cron starts a process that executes commands at specified dates and times.

You can specify regularly scheduled commands to cron according to instructions found in
crontab files in the directory /var/spool/cron/crontabs. Users can submit their own
crontab file using the crontab(1) command. Commands which are to be executed only once
can be submitted using the at(1) command.

cron only examines crontab or at command files during its own process initialization phase
and when the crontab or at command is run. This reduces the overhead of checking for new
or changed files at regularly scheduled intervals.

As cron never exits, it should be executed only once. This is done routinely by way of the
svc:/system/cron:default service. The file /etc/cron.d/FIFO file is used as a lock file to
prevent the execution of more than one instance of cron.

cron captures the output of the job's stdout and stderr streams, and, if it is not empty, mails
the output to the user. If the job does not produce output, no mail is sent to the user. An
exception is if the job is an at(1) job and the -m option was specified when the job was
submitted.

cronand at jobs are not executed if your account is locked. Jobs and processses execute. The
shadow(4) file defines which accounts are not locked and will have their jobs and processes
executed.

The timezone of the cron daemon sets the system-wide timezone for cron entries. This, in
turn, is by set by default system-wide using /etc/default/init.

If some form of daylight savings or summer/winter time is in effect, then jobs scheduled during
the switchover period could be executed once, twice, or not at all.

To keep alog of all actions taken by cron, you must specify CRONLOG=YES in the
/etc/default/cron file. If you specify CRONLOG=NO, no logging is done. Keeping the logisa
user configurable option since cron usually creates huge log files.

You can specify the PATH for user cron jobs by using PATH=in /etc/default/cron. You can
set the PATH for root cron jobs using SUPATH=in /etc/default/cron. Carefully consider the
security implications of setting PATH and SUPATH.

Example /etc/default/cron file:

CRONLOG=YES
PATH=/usr/bin:/usr/uch:

This example enables logging and sets the default PATH used by non-root jobs to
/usr/bin:/usr/uch:.Rootjobs continue to use /usr/sbin:/usr/bin.
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Files

Attributes

See Also

Notes

Diagnostics

The cron log file is periodically rotated by Logadm(1M).

/etc/cron.d Main cron directory
/etc/cron.d/FIFQ Lock file
/etc/default/cron cron default settings file
/var/cron/log cron history information
/var/spool/cron Spool area

/etc/cron.d/queuedefs  Queue description file for at, batch, and cron

/etc/logadm. conf Configuration file for logadm

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

sves(1),at(1), crontab(1), sh(1), logadm(1M), svcadm(1M), queuedefs(4), shadow(4),
attributes(5), rbac(5), smf(5), smf security(5)

The cron service is managed by the service management facility, smf(5), under the service
identifier:

svc:/system/cron:default

Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M). The service's status can be queried using the svcs(1)

command. Most administrative actions may be delegated to users with the
solaris.smf.manage.cron authorization (see rbac(5) and smf security(5)).

A history of all actions taken by cron is stored in /var/cron/log and possibly in
/var/cron/olog.

System Administration Commands - Part 1 325


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1svcs-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1at-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1crontab-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1sh-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1queuedefs-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1shadow-4
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1attributes-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1rbac-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1smf-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1smf-security-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1smf-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1svcs-1
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1rbac-5
http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1smf-security-5

cryptoadm(1M)

Name

Synopsis

Description
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cryptoadm - cryptographic framework administration

cryptoadm list [-mpv] [provider=prowde%nanw]
[mechanism=mechanism-list]

cryptoadm disable
provider=provider-name mechanism=mechanism-list | random | all

cryptoadm enable
provider=provider-name mechanism=mechanism-list | random | all

cryptoadm install provider=provider-name

cryptoadm install provider=provider-name
[mechanism=mechanism-list]

cryptoadm uninstall provider=provider-name

cryptoadm unload provider=provider-name

cryptoadm disable fips-140

cryptoadm enable fips-140

cryptoadm list fips-140

cryptoadm refresh

cryptoadm start

cryptoadm stop

cryptoadm --help

The cryptoadm utility displays cryptographic provider information for a system, configures
the mechanism policy for each provider, and installs or uninstalls a cryptographic provider.
The cryptographic framework supports three types of providers: a user-level provider (a

PKCS11 shared library), a kernel software provider (a loadable kernel software module), and a
kernel hardware provider (a cryptographic hardware device).

For kernel software providers, the cryptoadm utility provides the unload subcommand. This
subcommand instructs the kernel to unload a kernel software providers.

For the cryptographic framework's metaslot, the cryptoadm utility provides subcommands to
enable and disable the metaslot's features, list metaslot's configuration, specify alternate
persistent object storage, and configure the metaslot's mechanism policy.

The cryptoadm utility provides subcommands to enable and disable FIPS-140 mode in the
Cryptographic Framework. It also provides a 1ist subcommand to display the current status
of FIPS-140 mode.

Administrators will find it useful to use syslog facilities (see syslogd(1M) and Logadm(1M))
to maintain the cryptographic subsystem. Logging can be especially useful under the following
circumstances:
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Options

= Ifkernel-level daemon is dead, all applications fail. You can learn this from syslog and use
svcadm(1M) to restart the svc:/system/cryptosvc service.

= Ifthere are bad providers plugged into the framework, you can learn this from syslog and
remove the bad providers from the framework.

With the exception of the subcommands or options listed below, the cryptoadm command
needs to be run by a privileged user.

=  subcommand list, any options
= subcommand - -help

The cryptoadm utility has the various combinations of subcommands and options shown
below.

cryptoadm list
Display the list of installed providers.

cryptoadm list metaslot
Display the system-wide configuration for metaslot.

cryptoadm list -m [ provider=provider-name | metaslot ]
Display a list of mechanisms that can be used with the installed providers or metaslot. Ifa
provider is specified, display the name of the specified provider and the mechanism list that
can be used with that provider. If the metaslot keyword is specified, display the list of
mechanisms that can be used with metaslot.

cryptoadm list -p [ provider=provider-name | metaslot ]
Display the mechanism policy (that is, which mechanisms are available and which are not)
for the installed providers. Also display the provider feature policy or metaslot. Ifa
provider is specified, display the name of the provider with the mechanism policy enforced
on it only. If the metaslot keyword is specified, display the mechanism policy enforced on
the metaslot.

cryptoadm list -v provider=provider-name | metaslot
Display details about the specified provider if a provider is specified. If the metaslot
keyword is specified, display details about the metaslot.

-v
For the various l1ist subcommands described above (except for list -p), the -v (verbose)
option provides details about providers, mechanisms and slots.

cryptoadm disable provider=provider-name

[ mechanism=mechanism-list | provider-feature ... | all]
Disable the mechanisms or provider features specified for the provider. See OPERANDS
for a description of mechanism, provider-feature, and the all keyword.

cryptoadm [ mechanism=mechanism-list 1 [ auto-key-migrate ]
Disable the metaslot feature in the cryptographic framework or disable some of metaslot's
features. If no operand is specified, this command disables the metaslot feature in the
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cryptographic framework. If a list of mechanisms is specified, disable mechanisms specified
for metaslot. If all mechanisms are disabled for metaslot, the metaslot will be disabled. See
OPERANDS for a description of mechanism. If the auto-key-migrate keyword is
specified, it disables the migration of sensitive token objects to other slots even if it is
necessary for performing crypto operations. See OPERANDS for a description of
auto-key-migrate.

cryptoadm enable provider=provider-name

[ mechanism=mechanism-list | provider-feature . .. | all]
Enable the mechanisms or provider features specified for the provider. See OPERANDS for
a description of mechanism, provider-feature, and the all keyword.

cryptoadm enable metaslot [ mechanism=mechanism-list 1 |

[ [ token=token-label] [ slot=slot-description] |

default-keystore ] | [ auto-key-migrate ]
If no operand is specified, this command enables the metaslot feature in the cryptographic
framework. If a list of mechanisms is specified, it enables only the list of specified
mechanisms for metaslot. If token-label is specified, the specified token will be used as the
persistent object store. If the slot-description is specified, the specified slot will be used as
the persistent object store. If both the token-label and the slot-description are specified, the
provider with the matching token label and slot description is used as the persistent object
store. If the default-keystore keyword is specified, metaslot will use the default persistent
object store. If the auto- key-migrate keyword is specified, sensitive token objects will
automatically migrate to other slots as needed to complete certain crypto operations. See
OPERANDS for a description of mechanism, token, slot, default-keystore, and
auto-key-migrate.

cryptoadm install provider=provider-name
Install a user-level provider into the system. The provider operand must be an absolute
pathname of the corresponding shared library. If there are both 32-bit and 64-bit versions
for alibrary, this command should be run once only with the path name containing $ISA.
Note that $ISA is not a reference to an environment variable. Note also that $ISA must be
quoted (with single quotes [for example, ' $ISA’]) or the $ must be escaped to keep it from
being incorrectly expanded by the shell. The user-level framework expands $ISA to an
empty string or an architecture-specific directory, for example, sparcv9.

The preferred way of installing a user-level provider is to build a package for the provider.
For more information, see the Solaris Security for Developer's Guide.

cryptoadm install provider=provider-name

mechanism=mechanism-list
Install a kernel software provider into the system. The provider should contain the base
name only. The mechanism-list operand specifies the complete list of mechanisms to be
supported by this provider.

The preferred way of installing a kernel software provider is to build a package for
providers. For more information, see the Solaris Security for Developer's Guide.
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cryptoadm uninstall provider=provider-name
Uninstall the specified provider and the associated mechanism policy from the system. This
subcommand applies only to a user-level provider or a kernel software provider.

cryptoadm unload provider=provider-name
Unload the kernel software module specified by provider.

cryptoadm disable fips-140
Disable FIPS-140 mode in the Cryptographic Framework and for hardware providers.

cryptoadm enable fips-140
Enable FIPS-140 mode in the Cryptographic Framework and for hardware providers. This
subcommand does not disable the non-FIPS approved algorithms from the user-level
pkcs1l softtoken library and the kernel software providers. It is the consumers of the
framework that are responsible for using only FIPS-approved algorithms.

Upon completion of this subcommand, a message is issued to inform the administrator
that any plugins added that are not within the boundary might invalidate FIPS compliance
and to check the Security Policies for those plugins.

The system will require a reboot to perform Power-Up Self Tests that include a
cryptographic algorithm test and a software integrity test.

cryptoadm list fips-140
Display the current setting of FIPS-140 mode in the Cryptographic Framework and for
hardware providers. The status of FIPS-140 mode is enabled or disabled. The default
FIPS-140 mode is disabled.

cryptoadm refresh
cryptoadmstart
cryptoadm stop
Private interfaces for use by smf(5), these must not be used directly.

cryptoadm -help
Display the command usage.

Operands provider=provider-name
A user-level provider (a PKCS11 shared library), a kernel software provider (a loadable
kernel software module), or a kernel hardware provider (a cryptographic hardware device).

A valid value of the provider operand is one entry from the output of a command of the
form: cryptoadm list. A provider operand for a user-level provider is an absolute pathname
of the corresponding shared library. A provider operand for a kernel software provider
contains a base name only. A provider operand for a kernel hardware providerisina
“name/number” form.

System Administration Commands - Part 1 329


http://www.oracle.com/pls/topic/lookup?ctx=E18752&id=REFMAN1smf-5

cryptoadm(1M)

330

mechanism=mechanism-list
A comma separated list of one or more PKCS #11 mechanisms. A process for
implementing a cryptographic operation as defined in PKCS #11 specification. You can
substitute all for mechanism-list, to specify all mechanisms on a provider. See the
discussion of the all keyword, below.

provider-feature
A cryptographic framework feature for the given provider. Currently only random is
accepted as a feature. For a user-level provider, disabling the random feature makes the
PKCS #11 routines C_GenerateRandom and C_SeedRandom unavailable from the provider.
For a kernel provider, disabling the random feature prevents /dev/random from gathering
random numbers from the provider.

all
The keyword all can be used with with the disable and enable subcommands to operate
on all provider features.

token=token-label
The label of a token in one of the providers in the cryptographic framework.
A valid value of the token operand is an item displayed under “Token Label” from the
output of the command cryptoadm list -v.
slot=slot-description
The description of a slot in one of the providers in the cryptographic framework.
A valid value of the slot operand is an item displayed under “Description” from the output

of the command cryptoadm list -v.

default-keystore
The keyword default-keystore is valid only for metaslot. Specify this keyword to set the
persistent object store for metaslot back to using the default store.

auto-key-migrate
The keyword auto-key-migrate is valid only for metaslot. Specify this keyword to configure
whether metaslot is allowed to move sensitive token objects from the token object slot to
other slots for performing cryptographic operations.

The keyword all can be used in two ways with the disable and enable subcommands:

= You can substitute all for mechanism=mechanism-list and any other provider-features, as
in:

# cryptoadm enable provider=dca/0 all

This command enables the mechanisms on the provider and any other provider-features,
such as random.

= Youcanalso use all as an argument to mechanism, as in:

# cryptoadm enable provider=des mechanism=all
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...which enables all mechanisms on the provider, but enables no other provider—features,
such as random.

Examples EexampLe1 Display List of Providers Installed in System
The following command displays a list of all installed providers:

example% cryptoadm list

user-level providers:
/usr/lib/security/$ISA/pkcsll kernel.so
/usr/lib/security/$ISA/pkcsll softtoken.so
/opt/lib/libcryptoki.so.1
/opt/SUNWconn/1ib/$ISA/libpkcsll.so.1

kernel software providers:
des
aes
bfish
shal
md5

kernel hardware providers:
dca/0
EXAMPLE2 Display Mechanism List for md5 Provider
The following command is a variation of the list subcommand:
example% cryptoadm list -m provider=md5
md5: CKM_MD5,CKM_MD5 HMAC,CKM _MD5 HMAC_ GENERAL
EXAMPLE3  Disable Specific Mechanisms for Kernel Software Provider

The following command disables mechanisms CKM_DES3_ECB and CKM_DES3_CBC for the
kernel software provider des:

example# cryptoadm disable provider=des

EXAMPLE4 Display Mechanism Policy for a Provider

The following command displays the mechanism policy for the des provider:
example% cryptoadm list -p provider=des

des: ALl mechanisms are enabled, except CKM DES3 ECB, CKM DES3 CBC
EXAMPLE5 Enable Specific Mechanism for a Provider

The following command enables the CKM_DES3_ECB mechanism for the kernel software
provider des:

example# cryptoadm enable provider=des mechanism=CKM_DES3_ECB
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EXAMPLE6 Install User-Level Provider

The following command installs a user-level provider:

example# cryptoadm install provider=/opt/lib/libcryptoki.so.1

EXAMPLE 7 Install User-Level Provider That Contains 32— and 64-bit Versions

The following command installs a user-level provider that contains both 32-bit and 64-bit
versions:

example# cryptoadm install \
provider=/opt/SUNWconn/1lib/’"$ISA’'/libpkcsll.so.1

EXAMPLE8 Uninstall a Provider

The following command uninstalls the md5 provider:

example# cryptoadm uninstall provider=md5

EXAMPLE9 Disable metaslot

The following command disables the metaslot feature in the cryptographic framework.

example# cryptoadm disable metaslot

EXAMPLE 10 Specify metaslot to Use Specified Token as Persistent Object Store

The following command specifies that metaslot use the Venus token as the persistent object
store.

example# cryptoadm enable metaslot token="SUNW,venus"

Exit Status The following exit values are returned:

0
Successful completion.

>0
An error occurred.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcs

Interface Stability See below.

The start, stop, and refresh options are Private interfaces. All other options and the utility
name are Committed.
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SeeAlso logadm(1M), svcadm(1M), syslogd(1M), libpkcs11(3LIB), exec_attr(4),prof attr(4),
attributes(5), smf(5), random(7D)

System Administration Guide: Security Services
Solaris Security for Developer's Guide

Notes Ifahardware provider's policy was made explicitly (that is, some of its mechanisms were
disabled) and the hardware provider has been detached, the policy of this hardware provider is
still listed.

cryptoadm assumes that, minimally, a 32-bit shared object is delivered for each user-level
provider. If both a 32-bit and 64-bit shared object are delivered, the two versions must
provide the same functionality. The same mechanism policy applies to both.
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cved(TM)

Name cvcd - virtual console daemon

Synopsis /platform/platform_name/cved [-a auth] [-e encr]
[-u esp_auth]

Description The virtual console daemon, cvcd, is a server process that supports the network console
provided on some platforms. The cvcd daemon accepts network console connections from a
remote host (only one host at any given time). Console input is read from this connection and
forwarded to cvc(7D) by way of cvcredir(7D).

Similarly, console output is read from cvcredir(7D) and forwarded across the network
console connection. If cved dies, console traffic is automatically rerouted through an internal
hardware interface.

The cvcd daemon normally starts at system boot time. Each domain supports only one cvcd
process at a time.

Caution — On Sun Enterprise 10000 domains, cvcd uses a configuration file
(/etc/ssphostname) to determine the name of the host from which network console
connections are allowed. If the remote console host is renamed, you must edit the
configuration file to reflect that change.

The cvcd daemon supports per-socket IP Security Architecture (IPsec) through the options
described below. See ipsec(7P).
Options The cvcd daemon supports the options listed below.

-aauth Controls the IPsec Authentication Header (AH) algorithm. auth can be one of
none, md5, or shal.

-e encr Controls the IPsec Encapsulating Security Payload (ESP) encryption
algorithm. encr can be one of none, des, or 3des.

-uesp_auth  Controls the IPsec Encapsulating Security Payload (ESP) authentication
algorithm. esp_auth can be one of none, md5, or shal.
Operands The following operands are supported:

platform_name  The official Sun platform name used in packaging and code. For example,
for Sun Fire 15K servers, the platform_name would be
SUNW, Sun-Fire-15000.

Examples ExampLE1 Settingan IPSec Option

The command below sets the value of the IPsec Authentication Header algorithm to md5. Asa
result of this command, cvcd will use the HMAC-MD?5 authentication algorithm.

# svccfg -s svc:/system/cvc setprop cvc/ah_auth = "md5"
# svccfg -s svc:/system/cvc setprop cvc/esp_encr = "none"
# svccfg -s svc:/system/cvc setprop cvc/esp_auth = "none"
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EXAMPLE 1 Setting an IPSec Option (Continued)

# svcadm refresh svc:/system/cvc

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE
Architecture Sun Enterprise 10000 servers, Sun Fire High-End
Systems
Availability SUNWcve.u

SeeAlso svcs(1), svcadm(1M), svccfg(1M), services(4), attributes(5), smf(5), cve(7D),
cvcredir(7D), ipsec(7P)

Sun Enterprise 10000 SSP Reference Manual
System Management Services (SMS) Reference Manual

Notes The cvcd service is managed by the service management facility, smf(5), under the fault
management resource identifier (FMRI):

svc:/system/cvc

Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M) or svccfg(1M). The service's status can be queried using the
svcs(1) command.
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datadm(1M)

Name

Synopsis

Description

Options

Examples
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datadm - maintain DAT static registry file

/usr/bin/datadm [-v] [-u] [-a service provider.conf]
[-r service provider.conf]

The datadm utility maintains the DAT static registry file, dat. conf(4).

This administrative configuration program allows uDAPL service providers to add and
remove themselves to the dat . conf file.

You can add or remove interface adapters that a service provider supports from a system after
its installation. You can use datadm to update the dat . conf file to reflect the current state of
the system. A new set of interface adapters for all the service providers currently installed is
regenerated.

The following options are supported:

-aservice_provider.conf  Enumerate each device entry in the
service provider.conf(4) file into alist of interface
adapters, that is, interfaces to external network that are
available to uDAPL consumers.

-rservice provider.conf Remove the list of interface adapters that corresponds to the
device entry in the service_provider.conf(4) file.

-u Update the dat. conf to reflect the current state of the system
with an up to date set of interface adapters for the service
providers that are currently listed in the DAT static registry.

-V Display the DAT static registry file, dat. conf.

EXAMPLE 1 Enumerating a Device Entry

The following example enumerates a device entry in the service_provider.conf(4) file into
interface adapters in the dat . conf(4) file.

Assume that SUNW has a service provider library that supports the device tavor. Ithasa
service_provider.conf(4) file installed in the directory /usr/share/dat/SUNWudaplt.conf
with a single entry as follows:

driver name=tavor ul.2 nonthreadsafe default\
udapl_tavor.so.1l SUNW.1.0 "

tavor is an Infiniband Host Channel Adapter with two ports. Both IB ports exist in a single IB
partition, 0x8001. If an IP interface is plumbed to each port, there are two IPoIB device
instances, ibd@ and ibd1:

# 1ls -1 /dev/ibd*
/dev/ibd@ -> /devices/pci@l/pcil5b3,5a44@0/ibport@l,8001,ipib:ibd0
/dev/ibdl -> /devices/pci@l/pcil5b3,5a44@0/ibport@2,8001,ipib:ibdl
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EXAMPLE 1 Enumerating a Device Entry (Continued)

Running the command, datadm -a /usr/share/dat/SUNWudaplt.conf appends two new
entries (if they do not already exists]) in the /etc/dat/dat. conffile:

ibd® ul.2 nonthreadsafe default udapl tavor.so.l SUNW.1.0 "
"driver name=tavor"
ibdl ul.2 nonthreadsafe default udapl tavor.so.l SUNW.1.0 ""
"driver name=tavor"

EXAMPLE2 Updating the dat. conf to Reflect the Current State of the System

A new IB partition, 0x8002 is added to the above example covering port 1 of the Host Channel
Adapter. If a new IP interface is plumbed to port 1/partition 0x8002, there is a third IPoIB
device instance: ibd2.

# 1s -1 /dev/ibd*
/dev/ibd@ -> /devices/pci@l/pcil5b3,5a44@0/ibport@l,8001,ipib:ibd0
/dev/ibdl -> /devices/pci@l/pcil5b3,5a44@0/ibport@2,8001,ipib:ibdl
/dev/ibd2 -> /devices/pci@l/pcil5b3,5a44@0/ibport@l,8002,ipib:ibd2

Running datadm -u command, updates the /etc/dat/dat. conf file with a new entry added
reflecting the current state of the system.

datadm -v shows that there are now three entries in the /etc/dat/dat. conf file:

ibd@ ul.2 nonthreadsafe default udapl tavor.so.l SUNW.1.0 "
"driver name=tavor"

ibdl ul.2 nonthreadsafe default udapl tavor.so.l SUNW.1.0
"driver_name=tavor"

ibd2 ul.2 nonthreadsafe default udapl tavor.so.l SUNW.1.0 "
"driver name=tavor"

Files /etc/dat/dat.conf  DAT static registry file

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWudaplu

Interface Stability Evolving

SeeAlso pkgadd(1M), pkgrm(1M), libdat(3LIB), dat.conf(4), service provider.conf(4).
attributes(5)
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Name

Synopsis

Description

Options

dcs — domain configuration server

/usr/lib/dcs [-s sessions]
[ [-a auth] [-e encr] [-u esp_auth] 1 [-1]

The Domain Configuration Server (DCS) is a daemon process that runs on Sun servers that
support remote Dynamic Reconfiguration (DR) clients. It is started by the Service
Management Facility (see smf(5)) when the first DR request is received from a client
connecting to the network service sun-dr. After the DCS accepts a DR request, it uses the
libcfgadm(3LIB) interface to execute the DR operation. After the operation is performed, the
results are returned to the client.

The DCS listens on the network service labeled sun-dr. Its underlying protocol is TCP. It is
invoked as a server program by the SMF using the TCP transport. The fault management
resource identifier (FMRI) for DCS is:

svc:/platform/sund4u/dcs:default

If you disable this service, DR operations initiated from a remote host fail. There is no negative
impact on the server.

Security for the DCS connection is provided differently based upon the architecture of the
system. The SMF specifies the correct options when invoking the DCS daemon, based upon
the current architecture. For all architectures, security is provided on a per-connection basis.

The DCS daemon has no security options that are applicable when used on a Sun Enterprise
10000 system. So there are no options applicable to that architecture.

The security options for Sun Fire high-end systems are based on IPsec options defined as SMF
properties. These options include the -a auth, -e encr, and -u esp_auth options, and can be set
using the svccfg(1M) command. These options must match the IPsec policies defined for
DCS on the system controller. Refer to the kmd (1IM) man page in the System Management
Services (SMS) Reference Manual. The kmd (1M) man page is not part of the SunOS man page
collection.

Security on SPARC Enterprise Servers is not configurable. The DCS daemon uses a
platform-specific library to configure its security options when running on such systems. The
-1 option is provided by the SMF when invoking the DCS daemon on SPARC Enterprise
Servers. No other security options to the DCS daemon should be used on SPARC Enterprise
Servers.

The following options are supported:

-aauth Controls the IPsec Authentication Header (AH) algorithm. auth can be one of
none, md5, or shal.

-e encr Controls the IPsec Encapsulating Security Payload (ESP) encryption
algorithm. encr can be one of none, des, or 3des.
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Examples

Errors

Attributes

See Also

Notes

-1 Enables the use of platform-specific security options on SPARC Enterprise
Servers.

-s sessions  Sets the number of active sessions that the DCS allows at any one time. When
the limit is reached, the DCS stops accepting connections until active sessions
complete the execution of their DR operation. If this option is not specified, a
default value of 128 is used.

-uesp_auth  Controls the IPsec Encapsulating Security Payload (ESP) authentication
algorithm. esp_auth can be one of none, md5, or shal.

EXAMPLE 1 Setting an IPSec Option

The following command sets the Authentication Header algorithm for the DCS daemon to
use the HMAC-MD?5 authentication algorithm. These settings are only applicable for using
the DCS daemon on a Sun Fire high-end system.

# svccfg -s svc:/platform/sun4u/dcs setprop dcs/ah_auth = "md5"
# svccfg -s svc:/platform/sundu/dcs setprop dcs/esp_encr = "none"
# svccfg -s svc:/platform/sundu/dcs setprop dcs/esp_auth = "none"
# svcadm refresh svc:/platform/sundu/dcs

The DCS uses syslog(3C) to report status and error messages. All of the messages are logged
with the LOG_DAEMON facility. Error messages are logged with the LOG_ERR and LOG_NOTICE
priorities, and informational messages are logged with the LOG_INFO priority. The default
entries in the /etc/syslog. conf file log all of the DCS error messages to the
/var/adm/messages log.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWdcsu, SUNWdcsr

Interface Stability Evolving

sves(1), cfgadm_sbd(1M), svcadm(1M), svccfg(1M), syslog(3C),
config admin(3CFGADM), libcfgadm(3LIB), syslog.conf(4), attributes(5), smf(5),
dr(7d)

The dcs service is managed by the service management facility, smf(5), under the fault
management resource identifier (FMRI):

svc:/platform/sund4u/dcs:default

Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M). The service's status can be queried using the svcs(1)
command.
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Name

Synopsis

Description

Operands

dd - convert and copy a file

/usr/bin/dd [operand=value]. ..

The dd utility copies the specified input file to the specified output with possible conversions.
The standard input and output are used by default. The input and output block sizes may be
specified to take advantage of raw physical I/O. Sizes are specified in bytes; a number may end
with k, b, or w to specify multiplication by 1024, 512, or 2, respectively. Numbers may also be
separated by x to indicate multiplication.

The dd utility reads the input one block at a time, using the specified input block size. dd then
processes the block of data actually returned, which could be smaller than the requested block
size. dd applies any conversions that have been specified and writes the resulting data to the
output in blocks of the specified output block size.

cbsisused onlyifascii, asciib, unblock, ebcdic, ebcdicb, ibm, ibmb, or block conversion is
specified. In the first two cases, cbs characters are copied into the conversion buffer, any
specified character mapping is done, trailing blanks are trimmed, and a NEWLINE is added
before sending the line to output. In the last three cases, characters up to NEWLINE are read into
the conversion buffer and blanks are added to make up an output record of size cbs. ASCII
files are presumed to contain NEWLINE characters. If cbs is unspecified or 0, the ascii, asciib,
ebcdic, ebcdicb, ibm, and ibmb options convert the character set without changing the input
file's block structure. The unblock and block options become a simple file copy.

After completion, dd reports the number of whole and partial input and output blocks.

The following operands are supported:
if=file Specifies the input path. Standard input is the default.

of=file Specifies the output path. Standard output is the default. If the
seek=expr conversion is not also specified, the output file will be
truncated before the copy begins, unless conv=notrunc is
specified. If seek=expr is specified, but conv=notrunc is not, the
effect of the copy will be to preserve the blocks in the output file
over which dd seeks, but no other portion of the output file will be
preserved. (If the size of the seek plus the size of the input file is
less than the previous size of the output file, the output file is

shortened by the copy.)
ibs=n Specifies the input block size in # bytes (default is 512).
obs=n Specifies the output block size in n bytes (default is 512).
bs=n Sets both input and output block sizes to n bytes, superseding

ibs=and obs=. If no conversion other than sync, noerror, and
notrunc is specified, each input block is copied to the output asa
single block without aggregating short blocks.
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cbs=n Specifies the conversion block size for block and unblock in bytes
by n (default is ). If cbs=is omitted or given a value of 0, using
block or unblock produces unspecified results.

This option is used only if ASCII or EBCDIC conversion is
specified. For the ascii and asciib operands, the inputis
handled as described for the unblock operand except that
characters are converted to ASCII before the trailing SPACE
characters are deleted. For the ebcdic, ebcdicb, ibm, and ibmb
operands, the input is handled as described for the block operand
except that the characters are converted to EBCDIC or IBM
EBCDIC after the trailing SPACE characters are added.

files=n Copies and concatenates n input files before terminating (makes
sense only where input is a magnetic tape or similar device).

skip=n Skips n input blocks (using the specified input block size) before
starting to copy. On seekable files, the implementation reads the
blocks or seeks past them. On non-seekable files, the blocks are
read and the data is discarded.

iseek=n Seeks 1 blocks from beginning of input file before copying
(appropriate for disk files, where skip can be incredibly slow).

oseek=n Seeks n blocks from beginning of output file before copying.

seek=n Skips n blocks (using the specified output block size) from
beginning of output file before copying. On non-seekable files,
existing blocks are read and space from the current end-of-file to
the specified offset, if any, is filled with null bytes. On seekable
files, the implementation seeks to the specified offset or reads the
blocks as described for non-seekable files.

count=n Copies only n input blocks.

conv=value[,value...] =~ Where values are comma-separated symbols from the following
list:

ascii Converts EBCDIC to ASCII.

asciib Converts EBCDIC to ASCII using BSD-compatible
character translations.

ebcdic Converts ASCII to EBCDIC. If converting
fixed-length ASCII records without NEWLINEs, sets
up a pipeline with dd conv=unblock beforehand.

ebcdicb  Converts ASCII to EBCDIC using BSD-compatible
character translations. If converting fixed-length
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ASCII records without NEWLINEs, sets up a pipeline
with dd conv=unblock beforehand.

ibm Slightly different map of ASCII to EBCDIC. If
converting fixed-length ASCII records without
NEWLINES, sets up a pipeline with dd conv=unblock
beforehand.

ibmb Slightly different map of ASCII to EBCDIC using
BSD-compatible character translations. If converting
fixed-length ASCII records without NEWLINES, sets up
a pipeline with dd conv=unblock beforehand.

The ascii (orasciib), ebcdic (or ebcdich), and ibm (or ibmb)
values are mutually exclusive.

block Treats the input as a sequence of
NEWLINE-terminated or EOF-terminated
variable-length records independent of the input
block boundaries. Each record is converted to a
record with a fixed length specified by the conversion
block size. Any NEWLINE character is removed from
the input line. SPACE characters are appended to lines
that are shorter than their conversion block size to fill
the block. Lines that are longer than the conversion
block size are truncated to the largest number of
characters that will fit into that size. The number of
truncated lines is reported.

unblock  Converts fixed-length records to variable length.
Reads a number of bytes equal to the conversion
block size (or the number of bytes remaining in the
input, if less than the conversion block size), delete
all trailing SPACE characters, and append a NEWLINE
character.

The block and unblock values are mutually exclusive.

lcase  Maps upper-case characters specified by the LC_CTYPE
keyword tolower to the corresponding lower-case
character. Characters for which no mapping is specified
are not modified by this conversion.

ucase  Mapslower-case characters specified by the LC_CTYPE
keyword toupper to the corresponding upper-case
character. Characters for which no mapping is specified
are not modified by this conversion.
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Examples

The lcase and ucase symbols are mutually exclusive.

swab Swaps every pair of input bytes. If the current input
record is an odd number of bytes, the last byte in the
input record is ignored.

noerror Does not stop processing on an input error. When an
input error occurs, a diagnostic message is written on
standard error, followed by the current input and
output block counts in the same format as used at
completion. If the sync conversion is specified, the
missing input is replaced with null bytes and
processed normally. Otherwise, the input block will
be omitted from the output.

notrunc Does not truncate the output file. Preserves blocks in
the output file not explicitly written by this
invocation of dd. (See also the preceding of=file
operand.)

sync Pads every input block to the size of the ibs=bulfter,
appending null bytes. (If either block or unblock is
also specified, appends SPACE characters, rather than
null bytes.)

If operands other than conv=are specified more than once, the last specified operand=value is
used.

For the bs=, cbs=, ibs=, and obs= operands, the application must supply an expression

specifying a size in bytes. The expression, expr, can be:

1. apositive decimal number

2. apositive decimal number followed by k, specifying multiplication by 1024

3. apositive decimal number followed by b, specifying multiplication by 512

4. two or more positive decimal numbers (with or without k or b) separated by x, specifying
the product of the indicated values.

All of the operands will be processed before any input is read.

See largefile(5) for the description of the behavior of dd when encountering files greater
than or equal to 2 Gbyte ( 2*! bytes).

EXAMPLE1  Copying from one tape drive to another

The following example copies from tape drive 0 to tape drive 1, using a common historical
device naming convention.
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Environment
Variables

Exit Status

Attributes

See Also

Diagnostics

EXAMPLE1  Copying from one tape drive to another (Continued)
example% dd if=/dev/rmt/0h of=/dev/rmt/1lh

EXAMPLE2  Stripping the first 10 bytes from standard input
The following example strips the first 10 bytes from standard input:

example% dd ibs=10 skip=1

EXAMPLE3 Readinga tape into an ASCII file

This example reads an EBCDIC tape blocked ten 80-byte EBCDIC card images per block into
the ASCII file x:

example% dd if=/dev/tape of=x ibs=800 chbs=80 conv=ascii,lcase

EXAMPLE4 Using conv=sync to write to tape
The following example uses conv=sync when writing to a tape:

example% tar cvf - . | compress | dd obs=1024k of=/dev/rmt/0 conv=sync

See environ(5) for descriptions of the following environment variables that affect the
execuﬁonofdd:LANG,LCiALL,LC7CTYPE,LCiMESSAGES,andNLSPATH

The following exit values are returned:
0 The input file was copied successfully.
>0  Anerror occurred.

If an input error is detected and the noerror conversion has not been specified, any partial
output block will be written to the output file, a diagnostic message will be written, and the
copy operation will be discontinued. If some other error is detected, a diagnostic message will
be written and the copy operation will be discontinued.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

Interface Stability Standard

cp(l), sed(1), tr(l), attributes(5), environ(5), largefile(5), standards(5)

f+p records in(out) numbers of full and partial blocks read(written)
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Notes Do not use dd to copy files between file systems having different block sizes.

Using a blocked device to copy a file will result in extra nulls being added to the file to pad the
final block to the block boundary.

When dd reads from a pipe, using the ibs=X and obs=Y operands, the output will always be
blocked in chunks of size Y. When bs=Z is used, the output blocks will be whatever was
available to be read from the pipe at the time.

When using dd to copy files to a tape device, the file size must be a multiple of the device sector
size (for example, 512 Kbyte). To copy files of arbitrary size to a tape device, use tar(1) or
cpio(1).

For SIGINT, dd writes status information to standard error before exiting. It takes the standard
action for all other signals.
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devattr - display device attributes

devattr [-v] device [attribute]...

devattr displays the values for a device's attributes. The display can be presented in two
formats. Used without the -v option, only the attribute values are shown. Used with the -v
option, the attributes are shown in an attribute=value format. When no attributes are given on
the command line, all attributes for the specified device are displayed in alphabetical order by
attribute name. If attributes are given on the command line, only those attributes are shown,
displayed in command line order.

The following options are supported:

-v Specifies verbose format. Attribute values are displayed in an attribute=value format.

The following operands are supported:

attribute Defines which attribute, or attributes, should be shown. Default is to show all
attributes for a device. See the putdev(1M) manual page for a complete listing
and description of available attributes.

device Defines the device whose attributes should be displayed. Can be the pathname of
the device or the device alias.

The following exit values are returned:

0  successful completion.

1  Command syntax was incorrect, invalid option was used, or an internal error occurred.
2 Device table could not be opened for reading.

3 Requested device could not be found in the device table.

4 Requested attribute was not defined for the specified device.
/etc/device.tab

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

getdev(1M), putdev(I1M), attributes(5)
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Name devfree - release devices from exclusive use

Synopsis devfree key [device]...

Description devfree releases devices from exclusive use. Exclusive use is requested with the command
devreserv.

When devfree is invoked with only the key argument, it releases all devices that have been
reserved for that key. When called with key and device arguments, devfree releases the
specified devices that have been reserved with that key.

Operands The following operands are supported:

device Defines device that this command will release from exclusive use. device can be the
pathname of the device or the device alias.

key Designates the unique key on which the device was reserved.

Exit Status The following exit values are returned:
0  Successful completion.

1  Command syntax was incorrect, an invalid option was used, or an internal error
occurred.

2 Device table or device reservation table could not be opened for reading.

3 Reservation release could not be completely fulfilled because one or more of the devices
was not reserved or was not reserved on the specified key.

Files /etc/device.tab

/etc/devlikfile

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE

Availability SUNWcsu

SeeAlso devreserv(1M), attributes(5)

Notes The commandsdevreservand devfree are used to manage the availability of devices on a
system. These commands do not place any constraints on the access to the device. They serve
only as a centralized bookkeeping point for those who wish to use them. Processes that do not
use devreserv may concurrently use a device with a process that has reserved that device.
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Name devfsadm, devfsadmd - administration command for /dev

Synopsis /usr/sbin/devfsadm [-C] [-c device_class] [-1 driver_name]
[ -n] [-r root_dir] [-s] [-t table_file] [-v]

/usr/lib/devfsadm/devfsadmd

Description devfsadm(1M) maintains the /dev namespace. It replaces the previous suite of devfs
administration tools including drvconfig(1M), disks(1M), tapes(1M), ports(1M),
audlinks(1M), and devlinks(1M).

The default operation is to attempt to load every driver in the system and attach to all possible
device instances. Next, devfsadm creates logical links to device nodes in /dev and /devices
and loads the device policy.

devfsadmd(1M) is the daemon version of devfsadm(1M). The daemon is started during
system startup and is responsible for handling both reconfiguration boot processing and
updating /dev and /devices in response to dynamic reconfiguration event notifications from
the kernel.

For compatibility purposes, drvconfig(1M), disks(1M), tapes(1M), ports(1M),
audlinks(1M), and devlinks(1M) are implemented as links to devfsadm.

In addition to managing /dev, devfsadmalso maintains the path_to_inst(4) database.

Options The following options are supported:

-C Cleanup mode. Prompt devfsadm to cleanup dangling /dev links that are
not normally removed. If the - c option is also used, devfsadm only cleans
up for the listed devices' classes.

-c device_class Restrict operations to devices of class device_class. Solaris defines the
following values for device_class: disk, tape, port, audio, and pseudo.
This option might be specified more than once to specify multiple device
classes.

-idriver_name  Configure only the devices for the named driver, driver_name.

-n Do not attempt to load drivers or add new nodes to the kernel device tree.

-s Suppress any changes to /dev. This is useful with the -v option for
debugging.

-t table_file Read an alternate devlink. tab file. devfsadm normally reads
/etc/devlink. tab.

-rroot_dir Presume that the /dev directory trees are found under root_dir, not
directly under root (/). No other use or assumptions are made about
root_dir.

-V Print changes to /dev in verbose mode.
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Exit Status

Files

Attributes

See Also

Notes

The following exit values are returned:

0  Successful completion.

1  Anerroroccurred.

/devices device nodes directory

/dev logical symbolic links to /devices
/usr/lib/devfsadm/devfsadmd  devfsadm daemon
/dev/.devfsadm_dev.lock update lock file
/dev/.devfsadm daemon.lock daemon lock file
/etc/security/device policy device policy file

/etc/security/extra_privs additional device privileges

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

svcs(1),add_drv(1M), modinfo(1M), modload(1M), modunload(1M), rem drv(1M),
svcadm(1M), tapes(1M), path_to_inst(4),attributes(5), privileges(5), smf(5),
devfs(7FS)

This document does not constitute an API. The /devices directory might not exist or might
have different contents or interpretations in a future release. The existence of this notice does
not imply that any other documentation that lacks this notice constitutes an API.

devfsadmno longer manages the /devices name space. See devfs(7ES).

The device configuration service is managed by the service management facility, smf(5), under
the service identifier, and can be used to start devfsadm during reconfiguration boot by:

svc:/system/device/local:default

Otherwise, devfsadm is started by:

svc:/system/sysevent:default

Administrative actions on this service, such as enabling, disabling, or requesting restart, can
be performed using svcadm(1M). The service's status can be queried using the svcs(1)
command.
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device_remap - administer the Solaris I/O remapping feature
/usr/platform/sundv/sbin/device remap [-v | -R dir]

Certain multi-node sun4v platforms, such as T5440 and T5240 servers, have an integrated PCI
topology that cause the I/O device paths to change in a CPU node failover condition. The
device remapping script, device_remap, remaps the device pathsin /etc/path_to_inst file
and the symlinks under /dev to match the hardware.

The following options are supported:

-v
Displays the /etc/path_to_inst and /dev symlink changes.

-Rdir
Perform remapping on the /etc/path_to_instand /etc/path_to_inst files in the root
image at dir.

The primary function of device_remap is to remap the device paths in the
/etc/path_to_inst file and the symlinks under /dev in a CPU node failover condition to
match the hardware.

After adding CPU node(s) or removing CPU node(s), boot the system to the OBP prompt and
use the following procedure:

1. Boot either the failsafe miniroot using: boot -F failsafe, or an install miniroot using
boot net -s or similar command.

2. Mount the root disk as /mnt.
3. Change directory to the mounted root disk:
# cd /mnt
4. Rundevice_remap script:
# /mnt/usr/platform/sundv/sbin/device_remap
5. Boot the system from disk.
All the error messages are self-explanatory, except for the error message “missing ioaliases
node” which means the firmware on the system does not support device remapping.
EXAMPLE 1 Displaying Changes Following Failover

The following command displays the path_to_inst and /dev changes following a CPU node
failover.

# device_remap -v
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EXAMPLE2 Changing Directory Prior to Any Changes

The following command changes the directory on which the boot image is mounted prior to
making any changes.

# device_remap -R /newroot

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWkvm.v

Interface Stability

Unstable

SeeAlso boot(1M), attributes(5)
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Name devinfo - print device specific information
Synopsis /usr/sbin/devinfo -i device

/usr/sbin/devinfo -p device

Description The devinfo command is used to print device specific information about disk devices on
standard out. The command can only be used by the superuser.

Options -i  Prints the following device information:

Device name

Software version (not supported and prints as 0)

Drive id number (not supported and prints as 0)

Device blocks per cylinder

Device bytes per block

Number of device partitions with a block size greater than zero

-p  Prints the following device partition information:

Device name

Device major and minor numbers (in hexadecimal)
Partition start block

Number of blocks allocated to the partition
Partition flag

Partition tag

This command is used by various other commands to obtain device specific information for
the making of file systems and determining partition information. If the device cannot be
opened, an error message is reported.

Operands device  Device name.
ExitStatus @  Successful operation.

2 Operation failed.

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso prtvtoc(1M),attributes(5)
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Name devlinks - adds /dev entries for miscellaneous devices and pseudo-devices

Synopsis /usr/sbin/devlinks [-d] [-r rootdir] [-t table-file]

Description devfsadm(1M) is now the preferred command for /dev and /devices and should be used
instead of devlinks.

devlinks creates symbolic links from the /dev directory tree to the actual block- and
character-special device nodes under the /devices directory tree. The links are created
according to specifications found in the table-file (by default /etc/devlink. tab).

devlinks is called each time the system is reconfiguration-booted, and can only be run after
drvconfig(1M) is run.

The table-file (normally /etc/devlink. tab) is an ASCII file, with one line per record.
Comment lines, which must contain a hash character (‘#) as their first character, are allowed.
Each entry must contain at least two fields, but may contain three fields. Fields are separated
by single TAB characters.

The fields are:

devfs-spec Specification of devinfo nodes that will have links created for them. This
specification consists of one or more keyword-value pairs, where the
keyword is separated from the value by an equal-sign (‘='), and
keyword-value pairs are separated from one another by semicolons.

The possible keywords are:

type The devinfo device type. Possible values are specified in
ddi_create minor_node(9F)

name The name of the node. This is the portion of the /devices
tree entry name that occurs before the first ‘@ or *:' character.

addr[n] The address portion of a node name. This is the portion of a
node name that occurs between the ‘@ and the ‘:' characters.
It is possible that a node may have a name without an address
part, which is the case for many of the pseudo-device nodes. If
anumber is given after the addr it specifies a match of a
particular comma-separated subfield of the address field:
addr] matches the first subfield, addr2 matches the second,
and so on. addr0 is the same as addr and matches the whole
field.

minor[n] The minor portion of a node name — the portion of the name
after the ‘:". As with addr above, a number after the minor
keyword specifies a subfield to match.
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name

extra-dev-link

Of these four specifications, only the type specification must always be
present.

Specification of the /dev links that correspond to the devinfo nodes. This
field allows devlinks to determine matching /dev names for the /devices
nodes it has found. The specification of this field uses escape-sequences to
allow portions of the /devices name to be included in the /dev name, or to
allow a counter to be used in creating node names. If a counter is used to
create a name, the portion of the name before the counter must be specified
absolutely, and all names in the /dev/-subdirectory that match (up to and
including the counter) are considered to be subdevices of the same device.
This means that they should all point to the same directory, name and
address under the /devices/-tree

The possible escape-sequences are:

\D Substitute the device-name (name) portion of the corresponding
devinfo node-name.

\An  Substitute the nth component of the address component of the
corresponding devinfo node name. Sub-components are separated
by commas, and sub-component 0 is the whole address
component.

\Mn  Substitute the nth sub-component of the minor component of the
corresponding devinfo node name. Sub-components are separated
by commas, and sub-component 0 is the whole minor component.

\Nn  Substitute the value of a 'counter’ starting at n. There can be only
one counter for each dev-spec, and counter-values will be selected
so they are as low as possible while not colliding with
already-existing link names.

In a dev-spec the counter sequence should not be followed by a
digit, either explicitly or as a result of another escape-sequence
expansion. If this occurs, it would not be possible to correctly
match already-existing links to their counter entries, since it would
not be possible to unambiguously parse the already-existing
/dev-name.

Optional specification of an extra /dev link that points to the initial /dev
link (specified in field 2). This field may contain a counter escape-sequence
(as described for the dev-spec field) but may not contain any of the other
escape-sequences. It provides a way to specify an alias of a particular /dev
name.
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Options

Errors

Examples

Files

The following options are supported:

-d Debugging mode — print out all devinfo nodes found, and indicate what links
would be created, but do not do anything.

-r rootdir Use rootdir as the root of the /dev and /devices directories under which the
device nodes and links are created. Changing the root directory does not
change the location of the /etc/devlink. tab default table, nor is the root
directory applied to the filename supplied to the -t option.

-ttable-file  Setthe table file used by devlinks to specify the links that must be created. If
this option is not given, /etc/devlink. tab is used. This option gives a way to
instruct devlinks just to perform a particular piece of work, since just the
links-types that devlinks is supposed to create can be specified in a
command-file and fed to devlinks.

If devlinks finds an error in a line of the table-file it prints a warning message on its standard
output and goes on to the next line in the table-file without performing any of the actions
specified by the erroneous rule.

If it cannot create a link for some filesystem-related reason it prints an error-message and
continues with the current rule.

If it cannot read necessary data it prints an error message and continues with the next table-file
line.

EXAMPLE1 Usingthe /etc/devlink. tab Fields
The following are examples of the /etc/devlink. tab fields:

type=pseudo;name=win win\M0O
type=ddi display framebuffer/\Mo fb\NO

The first example states that all devices of type pseudo with a name component of win will be
linked to /dev/winx, where x is the minor-component of the devinfo-name (this is always a
single-digit number for the win driver).

The second example states that all devinfo nodes of type ddi_display will be linked to entries
under the /dev/framebuffer directory, with names identical to the entire minor component
of the /devices name. In addition an extra link will be created pointing from /dev/fbn to the
entry under /dev/framebuffer. This entry will use a counter to end the name.

/dev entries for the miscellaneous devices for general use
/devices device nodes

/etc/devlink.tab the default rule-file
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso devfsadm(1M), attributes(5), devfs(7FS),ddi create minor_node(9F)

Bugs Itis very easy to construct mutually-contradictory link specifications, or specifications that
can never be matched. The program does not check for these conditions.
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Name
Synopsis

Description

Examples

Files

Attributes

See Also

devnm - device name

/usr/sbin/devnm name [namel. ..

The devnm command identifies the special file associated with the mounted file system where
the argument name resides. One or more name can be specified.

EXAMPLE1 Using the devnm Command
Assuming that /usr is mounted on /dev/dsk/c0t3d0s6, the following command :

/usr/sbin/devnm /usr

produces:

/dev/dsk/c0t3d0s6 /usr

/dev/dsk/*
/etc/mnttab
See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SUNWcsu

mnttab(4), attributes(5)
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Name

Synopsis

Description

Operands

Examples
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devreserv — reserve devices for exclusive use
devreserv [key [device-list]...]

devreserv reserves devices for exclusive use. When the device is no longer required, use
devfree to release it.

devreserv reserves at most one device per device-list. Each list is searched in linear order until
the first available device is found. If a device cannot be reserved from each list, the entire
reservation fails.

When devreserv is invoked without arguments, it lists the devices that are currently reserved
and shows to which key it was reserved. When devreserv is invoked with only the key
argument, it lists the devices that are currently reserved to that key.

The following operands are supported:

device-list Defines a list of devices that devreserv will search to find an available device.
The list must be formatted as a single argument to the shell.

key Designates a unique key on which the device will be reserved. The key must be a
positive integer.

EXAMPLE1 Reserving a Floppy Disk and a Cartridge Tape

The following example reserves a floppy disk and a cartridge tape:

$ key=$$

$ echo "The current Process ID is equal to: $key"
The Current Process ID is equal to: 10658

$ devreserv $key diskettel ctapel

EXAMPLE2 Listing All Devices Currently Reserved
The following example lists all devices currently reserved:

$ devreserv

diskl 2423
diskettel 10658
ctapel 10658

EXAMPLE3  Listing All Devices Currently Reserved to a Particular Key

The following example lists all devices currently reserved to a particular key:
$ devreserv $key

diskettel
ctapel
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Exit Status The following exit values are returned:

Files

Attributes

See Also

Notes

0  Successful completion.

1  Command syntax was incorrect, an invalid was option used, or an internal error

occurred.

2 Device table or device reservation table could not be opened for reading.

3 Device reservation request could not be fulfilled.

/etc/device.tab

/etc/devikfile

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWcsu

devfree(IM), attributes(5)

The commands devreserv and devfree are used to manage the availability of devices on a

system. Their use is on a participatory basis and they do not place any constraints on the actual
access to the device. They serve as a centralized bookkeeping point for those who wish to use
them. Devices which have been reserved cannot be used by processes which utilize the device
reservation functions until the reservation has been canceled. However, processes that do not
use device reservation may use a device that has been reserved since such a process would not

have checked for its reservation status.
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Name df - displays number of free disk blocks and free files

Synopsis /usr/bin/df [-F FSType] [-abeghklntVvz]
[-o ESType-specific_options]
[block_device | directory | file | resource ...]

/usr/xpg4/bin/df [-F FSType] [-abeghklnPtVZ]
[-o0 FSType-specific_options]
[block_device | directory | file | resource ...]

Description The df utility displays the amount of disk space occupied by mounted or unmounted file
systems, the amount of used and available space, and how much of the file system's total
capacity has been used. The file system is specified by device, or by referring to a file or
directory on the specified file system.

Used without operands or options, df reports on all mounted file systems.
df may not be supported for all FSTypes.

If df is run on a networked mount point that the automounter has not yet mounted, the file
system size will be reported as zero. As soon as the automounter mounts the file system, the
sizes will be reported correctly.

Options The following options are supported for both /usr/bin/df and /usr/xpg4/bin/df:

-a
Reports on all file systems including ones whose entries in /etc/mnttab (see mnttab(4))
have the ignore option set.

-b
Prints the total number of kilobytes free.

-e
Prints only the number of files free.

-F FSType
Specifies the FSType on which to operate. The -F option is intended for use with
unmounted file systems. The FSType should be specified here or be determinable from
/etc/vfstab (see vfstab(4)) by matching the directory, block_device, or resource with an
entry in the table, or by consulting /etc/default/fs. See default fs(4).

-9
Prints the entire statvfs(2) structure. This option is used only for mounted file systems. It
can not be used with the - o option. This option overrides the -b, -e, -k, -n, -P,and -t
options.

-h
Like -k, except that sizes are in a more human readable format. The output consists of one

line of information for each specified file system. This information includes the file system
name, the total space allocated in the file system, the amount of space allocated to existing
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files, the total amount of space available for the creation of new files by unprivileged users,
and the percentage of normally available space that is currently allocated to all files on the
file system. All sizes are scaled to a human readable format, for example, 14K, 234M, 2. 7G, or
3.0T. Scaling is done by repetitively dividing by 1024.

This option overrides the -b, -¢, -g, -k, -n, -t, and -V options. This option only works on
mounted filesystems and can not be used together with -o option.

Prints the allocation in kbytes. The output consists of one line of information for each
specified file system. This information includes the file system name, the total space
allocated in the file system, the amount of space allocated to existing files, the total amount
of space available for the creation of new files by unprivileged users, and the percentage of
normally available space that is currently allocated to all files on the file system. This option
overrides the -b, -e, -n,and -t options.

-1
Reports on local file systems only. This option is used only for mounted file systems. It can
not be used with the -o option.

-n
Prints only the FSType name. Invoked with no operands, this option prints a list of
mounted file system types. This option is used only for mounted file systems. It can not be
used with the -o option.

-0 FSType-specific_options
Specifies FSType-specific options. These options are comma-separated, with no intervening
spaces. See the manual page for the FSType-specific command for details.

-t
Prints full listings with totals. This option overrides the -b, -e, and -n options.

-V
Echoes the complete set of file system specific command lines, but does not execute them.
The command line is generated by using the options and operands provided by the user
and adding to them information derived from /etc/mnttab, /etc/vfstab, or
/etc/default/fs. This option may be used to verify and validate the command line.

-Z
Displays mounts in all visible zones. By default, df only displays mounts located within the
current zone. This option has no effect in a non-global zone.

Just/bin/df The following option is supported for /usr/bin/df only:

-v
Like -k, except that sizes are displayed in multiples of the smallest block size supported by
each specified file system.
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The output consists of one line of information for each file system. This one line of
information includes the following:

= the file system's mount point

= the file system's name

= the total number of blocks allocated to the file system

= the number of blocks allocated to existing files

= the number of blocks available for the creation of new files by unprivileged users

= the percentage of blocks in use by files

/ust/xpg4/bin/df The following option is supported for /usr/xpg4/bin/df only:
-P

Same as -h except in 512-byte units.

Operands The df utility interprets operands according to the following precedence: block_device,
directory, file, resource. The following operands are supported:

block_device
Represents a block special device (for example, /dev/dsk/c1d@s7).

directory
Represents a valid directory name. df reports on the file system that contains directory.

file

Represents a valid file name. df reports on the file system that contains file.

resource
Represents an NFS resource name.

Usage See largefile(5) for the description of the behavior of df when encountering files greater
than or equal to 2 Gbyte ( 2*" bytes).

Examples ExampLE1 Executing the df command

The following example shows the df command and its output:

example% /usr/bin/df

/ (/dev/dsk/c0t@d0s® ): 287530 blocks 92028 files
/system/contract (ctfs ) 0 blocks 2147483572 files
/system/object (objfs ): 0 blocks 2147483511 files
/usr (/dev/dsk/c0t0d0s6 ): 1020214 blocks 268550 files
/proc (/proc ): 0 blocks 878 files
/dev/fd (fd ) 0 blocks 0 files
/etc/mnttab (mnttab ) 0 blocks 0 files
/var/run (swap ) 396016 blocks 9375 files
/tmp (swap ) 396016 blocks 9375 files
/opt (/dev/dsk/c0t@d0@s5 ): 381552 blocks 96649 files
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Environment
Variables

Exit Status

EXAMPLE 1 Executing the df command (Continued)

/export/home (/dev/dsk/c0t0d0@s7 ): 434364 blocks 108220 files

where the columns represent the mount point, device (or “filesystem”, according to df -k),
free blocks, and free files, respectively. For contract file systems, /system/contract is the
mount point, ctfs is the contract file system (used by SMF) with 0 free blocks and
2147483582(INTMAX-1) free files. For object file systems, /system/object is the mount
point, obj fs is the object file system (see obj fs(7FS)) with 0 free blocks and 2147483511 free
files.

EXAMPLE 2 WTiting Portable Information About the /usr File System
The following example writes portable information about the /usr file system:

example% /usr/xpg4/bin/df -P /usr

EXAMPLE3  Writing Portable Information About the /usr/src file System

Assuming that /usr/src is part of the /usr file system, the following example writes portable
information :

example% /usr/xpg4/bin/df -P /usr/src

EXAMPLE4 Using df to Display Inode Usage
The following example displays inode usage on all ufs file systems:
example%/usr/bin/df -F ufs -0 i

SYSV3
This variable is used to override the default behavior of df and provide compatibility with
INTERACTIVE UNIX System and SCO UNIX installation scripts. As the SYSV3 variable is
provided for compatibility purposes only, it should not be used in new scripts.

When set, any header which normally displays “files” will now display “nodes”. See
environ(5) for descriptions of the following environment variables that affect the execution of
df: LANG, LC_ALL, LC_CTYPE, LC_MESSAGES, and NLSPATH.

The following exit values are returned:

0
Successful completion.

>0
An error occurred.
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Files /dev/dsk/*
Disk devices

/etc/default/fs
Default local file system type. Default values can be set for the following flags in
/etc/default/fs. For example: LOCAL=ufs, where LOCAL is the default partition for a
command if no FSType is specified.

/etc/mnttab
Mount table

/etc/vfstab
List of default parameters for each file system

Attributes See attributes(5) for descriptions of the following attributes:

/ust/bin/df ATTRIBUTE TYPE ATTRIBUTE VALUE
Availability SUNWcs
/usr/xpg4/bin/df ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SUNWxcu4
Interface Stability Committed
Standard See standards(5).

SeeAlso find(1),df ufs(1M),mount(1M), statvfs(2),default fs(4),mnttab(4), vfstab(4),
attributes(5), environ(5), largefile(5), standards(5), objfs(7FS)

Notes If UFS logging is enabled on a file system, the disk space used for the log is reflected in the d f
report. The log is allocated from free blocks on the file system, and it is sized approximately 1
Mbyte per 1 Gbyte of file system, up to 256 Mbytes. The log size may be larger (up to a
maximum of 512 Mbytes) depending on the number of cylinder groups present in the file
system.
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Name dfmounts - display mounted resource information

Synopsis dfmounts [-F FSType] [-h] [-o specific_options]
[restriction] . ..

Description dfmounts shows the local resources shared through a distributed file system FSType along
with a list of clients that have the resource mounted. If restriction is not specified, dfmounts
shows file systems that are currently shared on any NFS server. specific_options as well as the
availability and semantics of restriction are specific to particular distributed file system types.

If dfmounts is entered without arguments, remote resources currently mounted on the local
system are displayed, regardless of file system type. However, the dfmounts command does
not display the names of NFS Version 4 clients.

dfmounts Output The output of dfmounts consists of an optional header line (suppressed with the -h flag)
followed by a list of lines containing whitespace-separated fields. For each resource, the fields
are:

resource server pathname clients ...

where:

resource  Specifies the resource name that must be given to the mount(1M) command.
server Specifies the system from which the resource was mounted.

pathname  Specifies the pathname that must be given to the share(1M) command.

clients Is a comma-separated list of systems that have mounted the resource. Clients are
listed in the form domain., domain.system, or system, depending on the file
system type.

A field can be null. Each null field is indicated by a hyphen () unless the remainder of the
fields on the line are also null, in which case the hyphen can be omitted.

Fields with whitespace are enclosed in quotation marks (" ").

Options -F FSType Specity filesystem type. Defaults to the first entry in
/etc/dfs/fstypes. Note: currently the only valid FSType is nfs.

-h Suppress header line in output.

-o specific_options  Specify options specific to the filesystem provided by the - F option.
Note: currently no options are supported.

Files /etc/dfs/fstypes  file system types

Attributes See attributes(5) for descriptions of the following attributes:
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ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWcsu

SeeAlso dfshares(1M), mount(1M), share(1M), unshare(1M), attributes(5)
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Name dfmounts_nfs - display mounted NFS resource information

Synopsis dfmounts [-F nfs] [-h] [server]...

Description dfmounts shows the local resources shared through NFS, along with the list of clients that have
mounted the resource. The -F flag may be omitted if NFS is the only file system type listed in

Options

Files

Attributes

See Also

the file /et

c/dfs/fstypes.

dfmounts without options, displays all remote resources mounted on the local system,
regardless of file system type.

The output of dfmounts consists of an optional header line (suppressed with the - h flag)
followed by a list of lines containing whitespace-separated fields. For each resource, the fields

are:

resource server pathname clients ...

where
resource
server
pathname
clients
-Fnfs

-h

server

/etc/dfs/

See attributes(5) for descriptions of the following attributes:

Does not apply to NFS. Printed as a hyphen (-).

Specifies the system from which the resource was mounted.

Specifies the pathname that must be given to the share(1M) command.

Is a comma-separated list of systems that have mounted the resource.

Specifies the nfs-FSType.

Suppress header line in output.

Displays information about the resources mounted from each server, where server
can be any system on the network. If no server is specified, the server is assumed to

be the local system.

fstypes

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

SUNWnfscu

mount(1M), share(1M), unshare(1M), attributes(5)
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Name dfshares - list available resources from remote or local systems

Synopsis dfshares [-F ESType] [-h] [-o specific_options] [server]...

Description dfshares provides information about resources available to the host through a distributed file
system of type FSType. specific_options as well as the semantics of server are specific to
particular distributed file systems.

If dfshares is entered without arguments, all resources currently shared on the local system
are displayed, regardless of file system type.

The output of dfshares consists of an optional header line (suppressed with the -h flag)
followed by a list of lines containing whitespace-separated fields. For each resource, the fields
are:

resource server access transport

where

resource Specifies the resource name that must be given to the mount(1M) command.
server Specifies the name of the system that is making the resource available.
access Specifies the access permissions granted to the client systems, either ro (for

read-only) or rw (for read/write). If dfshares cannot determine access
permissions, a hyphen (-) is displayed.

transport  Specifies the transport provider over which the resource is shared.

A field may be null. Each null field is indicated by a hyphen (=) unless the remainder of the
fields on the line are also null; in which case, the hyphen may be omitted.

Options -F FSType Specity filesystem type. Defaults to the first entry in
/etc/dfs/fstypes.
-h Suppress header line in output.

-0 specific_options  Specify options specific to the filesystem provided by the -F option.

Files /etc/dfs/fstypes

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsu

SeeAlso dfmounts(1M), mount(1M), share(1M), unshare(1M), attributes(5)
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Name dfshares_nfs - list available NFS resources from remote systems

Synopsis dfshares [-F nfs] [-h] [server]...

Description

Options

Files

Attributes

dfshares provides information about resources available to the host through NFS. The -F flag
may be omitted if NFS is the first file system type listed in the file /etc/dfs/fstypes.

The query may be restricted to the output of resources available from one or more servers.

dfshares without arguments displays all resources shared on the local system, regardless of
file system type.

Specitying server displays information about the resources shared by each server. Server can be
any system on the network. If no server is specified, then server is assumed to be the local
system.

The output of dfshares consists of an optional header line (suppressed with the -h flag)
followed by a list of lines containing whitespace-separated fields. For each resource, the fields
are:

resource server access tmnsport

where

resource Specifies the resource name that must be given to the mount(1M) command.
server Specifies the system that is making the resource available.

access Specifies the access permissions granted to the client systems; however,

dfshares cannot determine this information for an NFS resource and populates
the field with a hyphen (-).

transport  Specifies the transport provider over which the resource is shared; however,
dfshares cannot determine this information for an NFS resource and populates
the field with a hyphen (-).

A field may be null. Each null field is indicated by a hyphen (-) unless the remainder of the
fields on the line are also null; in which case, the hyphen may be omitted.

-Fnfs  Specify the NFS file system type
-h Suppress header line in output.

/etc/dfs/fstypes

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWnfscu
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SeeAlso mount(1M), share(1M), unshare(1M), attributes(5)
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Name
Synopsis

Description

Options

Files

Attributes

See Also

Notes

df_ufs - report free disk space on ufs file systems
df -F ufs [generic_options] [-o0 i] [directory | speciall

df displays the amount of disk space occupied by ufs file systems, the amount of used and
available space, and how much of the file system's total capacity has been used.The amount of
space reported as used and available is less than the amount of space in the file system; this is
because the system reserves a fraction of the space in the file system to allow its file system
allocation routines to work well. The amount reserved is typically about 10%; this can be
adjusted using tunefs(1M). When all the space on the file system except for this reserve is in
use, only the superuser can allocate new files and data blocks to existing files. When the file
system is overallocated in this way, df might report that the file system is more than 100%
utilized.If neither directory nor special is specified, df displays information for all mounted ufs
file systems.

The following options are supported:

generic_options  Options supported by the generic df command. See df(1M) for a
description of these options.

-0 Specify ufs file system specific options. The available option is:

i Reportthe number of used and free inodes. This option can not be
used with generic_options.

/etc/mnttab  list of file systems currently mounted

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNW csu, SUNWxcu4

df(1M), fsck(1M), fstyp(1M), tunefs(1M), mnttab(4), attributes(5), ufs(7FS),

df calculates its results differently for mounted and unmounted file systems. For unmounted
systems, the numbers reflect the 10% reservation. This reservation is not reflected in df output
for mounted file systems. For this reason, the available space reported by the generic
command can differ from the available space reported by this module.

df might report remaining capacity even though syslog warns filesystem full. This issue
can occur because df only uses the available fragment count to calculate available space, but
the file system requires contiguous sets of fragments for most allocations.

If you suspect that you have exhausted contiguous fragments on your file system, you can use
the fstyp(1M) utility with the -v option. In the fstyp output, look at the nbfree (number of
blocks free) and nffree (number of fragments free) fields. On unmounted filesystems, you
can use fsck(1M) and observe the last line of output, which reports, among other items, the
number of fragments and the degree of fragmentation. See fsck(1M).
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Name dhcpagent - Dynamic Host Configuration Protocol (DHCP) client daemon

Synopsis dhcpagent [-a] [ -d n] [-f] [-v]

Description dhcpagent implements the client half of the Dynamic Host Configuration Protocol (DHCP)

372

for machines running Solaris software.

The dhcpagent daemon obtains configuration parameters for the client (local) machine's
network interfaces from a DHCP server. These parameters may include a lease on an IP
address, which gives the client machine use of the address for the period of the lease, which
may be infinite. If the client wishes to use the IP address for a period longer than the lease, it
must negotiate an extension using DHCP. For this reason, dhcpagent must run as a daemon,
terminating only when the client machine powers down.

For IPv4, the dhcpagent daemon is controlled through ifconfig(1M) in much the same way
that the init(1M) daemon is controlled by telinit(1M). dhcpagent can be invoked as a user
process, albeit one requiring root privileges, but this is not necessary, as ifconfig(1M) will
start it automatically.

For IPv6, the dhcpagent daemon is invoked automatically by in. ndpd(1M). It can also be
controlled through ifconfig(1M), if necessary.

When invoked, dhcpagent enters a passive state while it awaits instructions from
ifconfig(1M) or in.ndpd(1M). When it receives a command to configure an interface, it
starts DHCP on the interface. Once DHCP is complete, dhcpagent can be queried for the
values of the various network parameters. In addition, if DHCP was used to obtain a lease on
an address for an interface, it configures the address for use. When a lease is obtained, it is
automatically renewed as necessary. If the lease cannot be renewed, dhcpagent will
unconfigure the address, and attempt to acquire a new address lease on the interface.
dhcpagent monitors system suspend/resume events and will validate any non-permanent
leases with the DHCP server upon resume. Similarly, dhcpagent monitors link up/down
events and will validate any non-permanent leases with the DHCP server when the downed
link is brought back up.

For IPv4, if the configured interface is found to be unplumbed, marked down, or to have a
different IP address, subnet mask, or broadcast address from those obtained from DHCP, the
interface is abandoned by DHCP control.

For IPv6, dhcpagent automatically plumbs and unplumbs logical interfaces as necessary for
the IPv6 addresses supplied by the server. The IPv6 prefix length (netmask) is not set by the
DHCPv6 protocol, but is instead set by in.ndpd(1M) using prefix information obtained by
Router Advertisements. If any of the logical interfaces created by dhcpagent is unplumbed,
marked down, or configured with a different IP address, it will be abandoned by DHCP
control. If the link-local interface is unplumbed, then all addresses configured by DHCP on
that physical interface will be removed.
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In addition to DHCP, dhcpagent also supports BOOTP (IPv4 only). See RFC 951, Bootstrap
Protocol. Configuration parameters obtained from a BOOTP server are treated identically to
those received from a DHCP server, except that the IP address received from a BOOTP server
always has an infinite lease.

DHCP also acts as a mechanism to configure other information needed by the client, for
example, the domain name and addresses of routers. Aside from the IP address, and for IPv4
alone, the netmask, broadcast address, and default router, the agent does not directly
configure the workstation, but instead acts as a database which may be interrogated by other
programs, and in particular by dhcpinfo(l).

On clients with a single interface, this is quite straightforward. Clients with multiple interfaces
may present difficulties, as it is possible that some information arriving on different interfaces
may need to be merged, or may be inconsistent. Furthermore, the configuration of the
interfaces is asynchronous, so requests may arrive while some or all of the interfaces are still
unconfigured. To handle these cases, one interface may be designated as primary, which
makes it the authoritative source for the values of DHCP parameters in the case where no
specific interface is requested. See dhcpinfo(1) and ifconfig(1M) for details.

For IPv4, the dhcpagent daemon can be configured to request a particular host name. See the
REQUEST_HOSTNAME description in the FILES section. When first configuring a client to request
ahost name, you must perform the following steps as root to ensure that the full DHCP
negotiation takes place:

# pkill dhcpagent
# rm /etc/dhcp/interface.dhc
# reboot

All DHCP packets sent by dhcpagent include a vendor class identifier (RFC 2132, option code
60; RFC 3315, option code 16). This identifier is the same as the platform name returned by
the uname -i command, except:

= Anycommas in the platform name are changed to periods.

= Ifthe name does not start with a stock symbol and a comma, it is automatically prefixed
with SUNW.

Messages The dhcpagent daemon writes information and error messages in five categories:

critical
Critical messages indicate severe conditions that prevent proper operation.

errors
Error messages are important, sometimes unrecoverable events due to resource exhaustion
and other unexpected failure of system calls; ignoring errors may lead to degraded
functionality.

warnings
Warnings indicate less severe problems, and in most cases, describe unusual or incorrect
datagrams received from servers, or requests for service that cannot be provided.
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informational
Informational messages provide key pieces of information that can be useful to debugging
a DHCP configuration at a site. Informational messages are generally controlled by the -v
option. However, certain critical pieces of information, such as the IP address obtained, are
always provided.

debug
Debugging messages, which may be generated at two different levels of verbosity, are
chiefly of benefit to persons having access to source code, but may be useful as well in
debugging difficult DHCP configuration problems. Debugging messages are only
generated when using the -d option.

When dhcpagent is run without the - f option, all messages are sent to the system logger
syslog(3C) at the appropriate matching priority and with a facility identifier LOG_DAEMON.
When dhcpagent is run with the - f option, all messages are directed to standard error.

DHCPEventsand  If an executable (binary or script) is placed at /etc/dhcp/eventhook, the dhcpagent deamon
User-Defined Actions - yyi1] automatically run that program when any of the following events occur:

BOUND and BOUND6
These events occur during interface configuration. The event program is invoked when
dhcpagent receives the DHCPv4 ACK or DHCPv6 Reply message from the DHCP server
for the lease request of an address, indicating successful initial configuration of the
interface. (See also the INFORM and INFORM6 events, which occur when configuration
parameters are obtained without address leases.)

EXTEND and EXTEND6
These events occur during lease extension. The event program is invoked just after
dhcpagent receives the DHCPv4 ACK or DHCPv6 Reply from the DHCP server for the
DHCPv4 REQUEST (renew) message or the DHCPv6 Renew or Rebind message.

Note that with DHCPV6, the server might choose to remove some addresses, add new
address leases, and ignore (allow to expire) still other addresses in a given Reply message.
The EXTEND6 event occurs when a Reply is received that leaves one or more address leases
still valid, even if the Reply message does not extend the lease for any address. The event
program is invoked just before any addresses are removed, but just after any new addresses
are added. Those to be removed will be marked with the IFF_DEPRECATED flag.

EXPIRE and EXPIREG
These events occur during lease expiration. For DHCPv4, the event program is invoked
just before the leased address is removed from an interface and the interface is marked as
down. For DHCPv6, the event program is invoked just before the last remaining leased
addresses are removed from the interface.

DROP and DROP6
These events occur during the period when an interface is dropped. The event program is
invoked just before the interface is removed from DHCP control. If the interface has been
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Options

abandoned due the user unplumbing the interface, then this event will occur after the user's
action has taken place. The interface might not be present.

INFORM and INFORM6
These events occur when an interface acquires new or updated configuration information
from a DHCP server by means of the DHCPv4 INFORM or the DHCPv6
Information-Request message. These messages are sent using an ifconfig(1M) dhcp
inform command or when the DHCPv6 Router Advertisement 0 (letter 0) bit is set and the
Mbit is not set. Thus, these events occur when the DHCP client does not obtain an IP
address lease from the server, and instead obtains only configuration parameters.

LOSS6
This event occurs during lease expiration when one or more valid leases still remain. The
event program is invoked just before expired addresses are removed. Those being removed
will be marked with the IFF_DEPRECATED flag.

Note that this event is not associated with the receipt of the Reply message, which occurs
only when one or more valid leases remain, and occurs only with DHCPv6. If all leases have
expired, then the EXPIREG6 event occurs instead.

RELEASE and RELEASE6
This event occurs during the period when a leased address is released. The event program is
invoked just before dhcpagent relinquishes the address on an interface and sends the
DHCPv4 RELEASE or DHCPvV6 Release packet to the DHCP server.

The system does not provide a default event program. The file /etc/dhcp/eventhook is
expected to be owned by root and have a mode of 755.

The event program will be passed two arguments, the interface name and the event name,
respectively. For DHCPv6, the interface name is the name of the physical interface.

The event program can use the dhcpinfo(1) utility to fetch additional information about the
interface. While the event program is invoked on every event defined above, it can ignore
those events in which it is not interested. The event program runs with the same privileges and
environment as dhcpagent itself, except that stdin, stdout, and stderr are redirected to
/dev/null. Note that this means that the event program runs with root privileges.

If an invocation of the event program does not exit after 55 seconds, it is sent a SIGTERM signal.
If does not exit within the next three seconds, it is terminated by a SIGKILL signal.

See EXAMPLES for an example event program.

The following options are supported:

-a
Adopt a configured IPv4 interface. This option is for use with diskless DHCP clients. In the
case of diskless DHCP, DHCP has already been performed on the network interface
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providing the operating system image prior to running dhcpagent. This option instructs
the agent to take over control of the interface. It is intended primarily for use in boot
scripts.

The effect of this option depends on whether the interface is being adopted.
If the interface is being adopted, the following conditions apply:

dhcpagent uses the client id specified in /chosen:<client_id>, as published by the PROM
or as specified on a boot(1M) command line. If this value is not present, the client id is
undefined. The DHCP server then determines what to use as a client id. It is an error
condition if the interface is an Infiniband interface and the PROM value is not present.

If the interface is not being adopted:

dhcpagent uses the value stored in /etc/default/dhcpagent. If this value is not present,
the client id is undefined. If the interface is Infiniband and there is no value in
/etc/default/dhcpagent,a clientid is generated as described by the draft document on
DHCP over Infiniband, available at:

http://www.ietf.org

-dn
Set debug level to n. Two levels of debugging are currently available, 1 and 2; the latter is
more verbose.

-f
Run in the foreground instead of as a daemon process. When this option is used, messages
are sent to standard error instead of to sys1og(3C).

-V
Provide verbose output useful for debugging site configuration problems.

EXAMPLE 1 Example Event Program

The following script is stored in the file /etc/dhcp/eventhook, owned by root with a mode of
755. It is invoked upon the occurrence of the events listed in the file.

#!/bin/sh

(
echo "Interface name: " $1
echo "Event: " $2

case $2 in
“BOUND")
echo "Address acquired from server "\
‘/sbin/dhcpinfo -i $1 ServerID’

"BOUND6")
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EXAMPLE 1 Example Event Program (Continued)

echo "Addresses acquired from server " \
‘/sbin/dhcpinfo -v6 -i $1 ServerID

"EXTEND")
echo "Lease extended for " \
‘sbin/dhcpinfo -i $1 LeaseTim"

seconds"
"EXTEND6")

echo "New lease information obtained on $i"
"EXPIRE"| "DROP"| "RELEASE")

r

esac
) >/var/run/dhcp_eventhook output 2>&1

Note the redirection of stdout and stderr to a file.

/etc/dhcp/if.dhc

/etc/dhcp/if.dh6
Contains the configuration for interface. The mere existence of this file does not imply that
the configuration is correct, since the lease might have expired. On start-up, dhcpagent
confirms the validity of the address using REQUEST (for DHCPv4) or Confirm
(DHCPv6).

/etc/dhcp/duid

/etc/dhcp/iaid
Contains persistent storage for DUID (DHCP Unique Identifier) and IAID (Identity
Association Identifier) values. The format of these files is undocumented, and applications
should not read from or write to them.

/etc/default/dhcpagent
Contains default values for tunable parameters. All values may be qualified with the
interface they apply to by prepending the interface name and a period (“”) to the interface
parameter name. The parameters include: the interface parameter name.

To configure IPv6 parameters, place the string . v6 between the interface name (if any) and
the parameter name. For example, to set the global IPv6 parameter request list, use
.v6.PARAM REQUEST LIST.To setthe CLIENT ID (DUID)on hme@,use hme@.v6.CLIENT ID

The parameters include:

RELEASE_ON_SIGTERM
Indicates that a RELEASE rather than a DROP should be performed on managed interfaces
when the agent terminates. Release causes the client to discard the lease, and the server
to make the address available again. Drop causes the client to record the lease in
/etc/dhcp/interface.dhc or /etc/dhcp/interface. dhé for later use.
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OFFER_WAIT
Indicates how long to wait between checking for valid OFFERs after sending a DISCOVER.
For DHCPv6, sets the time to wait between checking for valid Advertisements after
sending a Solicit.

CLIENT_ID
Indicates the value that should be used to uniquely identify the client to the server. This
value can take one of three basic forms:

decimal, data. ..
OxHHHHH. . .
"string...."

The first form is an RFC 3315 DUID. This is legal for both IPv4 DHCP and DHCPv6.
For IPv4, an RFC 4361 Client ID is constructed from this value. In this first form, the
format of data... depends on the decimal value. The following formats are defined for
this first form:

Lhwtype,time,lla
Type 1, DUID-LLT. The hwtype value is an integer in the range 0-65535, and
indicates the type of hardware. The time value is the number of seconds since
midnight, January 1st, 2000 UTC, and can be omitted to use the current system time.
The lla value is either a colon-separated MAC address or the name of a physical
interface. If the name of an interface is used, the hwtype value can be omitted. For
example: 1, , , hme@

2,enterprise,hex...
Type 2, DUID-EN. The enterprise value is an integer in the range 0-4294967295 and
represents the SMI Enterprise number for an organization. The hex stringis an
even-length sequence of hexadecimal digits.

3,hwtype,lla
Type 3, DUID-LL. This is the same as DUID-LLT (type 1), except that a time stamp is
not used.

*hex
Any other type value (0 or 4-65535) can be used with an even-length hexadecimal
string.

The second and third forms of CLIENT_ID are legal for IPv4 only. These both represent
raw Client ID (without RFC 4361), in hex, or NVT ASCII string format. Thus, Sun and
0x53756E are equivalent.

PARAM REQUEST LIST
Specifies a list of comma-separated integer values of options for which the client would
like values.
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Attributes

See Also

Notes

REQUEST_HOSTNAME
Indicates the client requests the DHCP server to map the client's leased IPv4 address to
the host name associated with the network interface that performs DHCP on the client.
The host name must be specified in the /etc/hostname. interface file for the relevant
interface on a line of the form

inet hostname

where hostname is the host name requested.

This option works with DHCPv4 only.

/etc/dhcp/eventhook
Location of a DHCP event program.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWcsr

Interface Stability Committed

dhcpinfo(l), ifconfig(1M), init(1M), in.ndpd(1M), syslog(3C), attributes(5), dhcp(5)
System Administration Guide: IP Services

Croft, B. and Gilmore, J.,Bootstrap Protocol (BOOTP)RFC 951, Network Working Group,
September 1985.

Droms, R., Dynamic Host Configuration Protocol, RFC 2131, Network Working Group,
March 1997.

Lemon, T. and B. Sommerfeld. RFC 4361, Node-specific Client Identifiers for Dynamic Host
Configuration Protocol Version Four (DHCPv4). Nominum and Sun Microsystems. February
2006.

Droms, R. RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6). Cisco
Systems. July 2003.

The dhcpagent daemon can be used on IPv4 logical interfaces, just as with physical interfaces.
When used on a logical interface, the daemon automatically constructs a Client ID value based
on the DUID and IAID values, according to RFC 4361. The /etc/default/dhcpclient
CLIENT_ID value,if any, overrides this automatic identifier.

As with physical IPv4 interfaces, the /etc/hostname.hme@: 1 and /etc/dhcp.hme: 1 files
must also be created in order for hme@: 1 to be automatically plumbed and configured at boot.
In addition, unlike physical IPv4 interfaces, dhcpagent does not add or remove default routes
associated with logical interfaces.
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With DHCPv6, the link-local interface must be configured using /etc/hostname6 . hme@ in
order for DHCPV6 to run on hme@ at boot time. The logical interfaces for each address are
plumbed by dhcpagent automatically.
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Name

Synopsis

Description

Where dhcpconfig
Obtains Configuration
Information

dhcpconfig - DHCP service configuration utility

dhcpconfig -D -r resource -p path [-u uninterpreted]
[-1 lease_length] [-n 1 [-d DNS_domain]
[-a DNS_server_addresses] [-h hosts_resource]
[-y hosts_domain]

dhcpconfig -R server_addresses
dhcpconfig -U [-f] [-x] [-h]

dhcpconfig -N network_address [-m subnet_mask] [-b 1]
[-t router_addresses] [-y NIS-domain]
[-a NIS_server_addresses] [-g]

dhcpconfig -C -r resource -p path [-f] [-k]
[-u uninterpreted]

dhcpconfig -X filename [-m macro_list] [-o option_list]
[-a network_addresses] [-f]1 [-x] [-gl

dhcpeonfig -I filename [-f] [-g]

dhcpconfig -P [parameter[=value],]...

dhcpconfig -S [-f] [-e | -d | -r | -q]

The dhcpconfig command is used to configure and manage the Dynamic Host Configuration
Protocol (DHCP) service or BOOTP relay services. It is intended for use by experienced
Solaris system administrators and is designed for ease of use in scripts. The dhcpmgr utility is

recommended for less experienced administrators or those preferring a graphical utility to
configure and manage the DHCP service or BOOTP relay service.

The dhcpconfig command can be run by root, or by other users assigned to the DHCP
Management profile. See rbac(5) and user_attr(4).

dhcpconfig requires one of the following function flags: -D, -R, -U, -N, -C, -X, -I, -P or -S.
The dhcpconfig menu driven mode is supported in Solaris 8 and previous versions of Solaris.

dhcpconfig scans various configuration files on your Solaris machine for information it can
use to assign values to options contained in macros it adds to the dhcptab configuration table.
The following table lists information dhcpconfig needs, the source used, and how the
information is used:

Information Source Where Used
Timezone System date, timezone settings Locale macro
DNS parameters nsswitch.conf, /etc/resolv.conf Server macro
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Options

NIS parameters System domainname, nsswitch.conf, | Network macros
NIS

Subnetmask Network interface, netmasks tablein | Network macros
nameservice

If you have not set these parameters on your server machine, you should do so before
configuring the DHCP server with dhcpconfig. Note that if you specify options with the
dhcpconfig -D command line, the values you supply override the values obtained from the

system files.

The following options are supported:

-C Convert to using a new data store, recreating the DHCP data tables in
a format appropriate to the new data store, and setting up the DHCP
server to use the new data store.

The following sub-options are required:

-p path_to_data

-rdata_resource

The paths for SUNWfiles and SUNWbinfiles
must be absolute UNIX pathnames. The path for
SUNWnisplus must be a fully specified NIS+
directory (including the tailing period.) See
dhcp_modules(5).

New data store resource. One of the following
must be specified: SUNWfiles, SUNwbinfiles, or
SUNWnisplus. See dhcp_modules(5).

The following sub-options are optional:

-f

-u uninterpreted

man pages section 1M: System Administration Commands -

Do not prompt for confirmation. If - f is not
used, a warning and confirmation prompt are
issued before the conversion starts.

Keep the old DHCP data tables after successful
conversion. If any problem occurs during
conversion, tables are not deleted even if -k
sub-option is not specified.

Data which is ignored by dhcpconfig, but passed
on to the datastore for interpretation. The
private layer provides for module-specific
configuration information through the use of the
RESOURCE_CONFIG keyword. Uninterpreted data
is stored within RESOURCE_CONFIG keyword of
dhcpsvce. conf(4). The -u sub-option is not used
with the SUNWfiles, SUNWbinfiles, and
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SUNWnisplus data stores. See dhcp_modules(5).

-D Configure the DHCP service.

The following sub-options are required:

-rdata_resource

-p path

One of the following must be specified:
SUNWfiles, SUNWbinfiles, or SUNWnisplus.
Other data stores may be available.See
dhcp_modules(5).

The paths for SUNWfiles and SUNWbinfiles
must be absolute UNIX pathnames. The path for
SUNWnisplus must be a fully specified NIS+
directory (including the tailing period.) . See
dhcp_modules(5).

The following sub-options are optional:

-a DNS_servers
-d DNS_domain
-h hosts_resource
-1 seconds

-n

-y hosts_domain

-u uninterpreted

IP addresses of DNS servers, separated with
commas.

DNS domain name.

Resource in which to place hosts data. Usually,
the name service in use on the server. Valid
values are nisplus, files, or dns.

Lease length used for addresses not having a
specified lease length, in seconds.

Non-negotiable leases

DNS or NIS+ domain name to be used for hosts
data. Valid only if dns or nisplus is specified for
-h sub-option.

Data which is ignored by dhcpconfig, but
passed on to the datastore for interpretation.
The private layer provides for module-specific
configuration information through the use of
the RESOURCE_CONFIG keyword. Uninterpreted
data is stored within RESOURCE_CONFIG keyword
of dhcpsvc. conf(4). The -u sub-option is not
used with the SUNWfiles, SUNWbinfiles, and
SUNWnisplus data stores. See dhcp_modules(5).

-1 filename Import data from filename, containing data previously exported from
a Solaris DHCP server. Note that after importing, you may have to edit
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macros to specify the correct domain names, and edit network tables
to change the owning server of addresses in imported networks. Use
dhtadmand pntadm to do this.

The following sub-options are supported:
-f  Replace any conflicting data with the data being imported.

-g  Signal the daemon to reload the dhcptab once the import has
been completed.

-N net_address Configure an additional network for DHCP service.

The following sub-options are supported:
-a NIS_server_addresses List of IP addresses of NIS servers.

-b Network is a point-to-point (PPP)
network, therefore no broadcast address
should be configured. If -b is not used,
the network is assumed to be a LAN, and
the broadcast address is determined
using the network address and subnet

mask.

-g Signal the daemon to reload the dhcptab.

- XXX XXX XXX XXX Subnet mask for the network; if -mis not
used, subnet mask is obtained from
netmasks.

-t router_addresses List of router IP addresses; if not

specified, router discovery flag is set.

-y NIS_domain_name If NIS is used on this network, specify the
NIS domain name.

-P Configure the DHCP service parameters. Each parameter and value
are specified by the following pattern:

parameter[=value], . . .
Where parameter and value are:

parameter  One of the DHCP service parameters listed in
dhcpsvc. conf(4). If the corresponding value is not
specified, the current parameter value is displayed. If
parameter is not specified, all parameters and current
values are displayed.
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value Optional string to set the servers parameter to if the
value is acceptable. If the value is missing or is empty
(""), the parameter and its current value are deleted.

After a parameter has changed the DHCP server requires re-starting
before you can use new parameter values.

-Rserver_addresses ~ Configure the BOOTP relay service. BOOTP or DHCP requests are
forwarded to the list of servers specified.
server_addresses is a comma separated list of hostnames and/or IP

addresses.

-S Control the DHCP service.

The following sub-options are supported:
-d Disable and stop the DHCP service.
-e  Enable and start the DHCP service.

-q  Display the state of the DHCP service. The state is encoded into
the exit status.

DHCP service disabled and stopped
DHCP service enabled and stopped
DHCP service disabled and running
DHCP service enabled and running

w N =S

-r Enable and restart the DHCP service.

-U Unconfigure the DHCP service or BOOTP relay service.

The following sub-options are supported:

-f Do not prompt for confirmation. If - f is not used, a warning
and confirmation prompt is issued.

-h Delete hosts entries from name service.
-X Delete the dhcptab and network tables.

-X filename Export data from the DHCP data tables, saving to filename, to move
the data to another Solaris DHCP server.

The following sub-options are optional:

-a networks_to_export  List of networks whose addresses should
be exported, or the keyword ALL to specify
all networks. If -a is not specified, no
networks are exported.
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-g Signal the daemon to reload the dhcptab
after the export has been completed.

-m macros_to_export List of macros to export, or the keyword
ALL to specify all macros. If -mis not
specified, no macros are exported.

-0 options_to_export List of options to export, or the keyword
ALL to specify all options. If -0 is not
specified, no options are exported.

-X Delete the data from this server after it is
exported. If -x is not specified you are in
effect copying the data.

Examples EexampLe1 Configuring DHCP Service with Binary Files Data Store

386

The following command configures DHCP service, using the binary files data store, in the
DNS domain acme. eng, with a lease time of 28800 seconds (8 hours),

example# dhcpconfig -D -r SUNWbinfiles -p /var/dhcp -1 28800\
-d acme.eng -a 120.30.33.4 -h dns -y acme.eng

EXAMPLE2 Configuring BOOTP Relay Agent

The following command configures the DHCP daemon as a BOOTP relay agent, which
forwards BOOTP and DHCP requests to the servers having the IP addresses 120.30.33.7 and
120.30.42.132:

example# dhcpconfig -R 120.30.33.7,120.30.42.132

EXAMPLE3  Unconfiguring DHCP Service

The following command unconfigures the DHCP service, with confirmation, and deletes the
DHCP data tables and host table entries:

example# dhcpconfig -U -x -h

EXAMPLE4  Configuring a Network for DHCP Service

The following command configures an additional LAN network for DHCP service, specifying
that clients should use router discovery and providing the NIS domain name and NIS server
address:

example# dhcpconfig -N 120.30.171.0 -y east.acme.eng.com\
-a 120.30.33.4
EXAMPLE5 Converting to SUNWnisplus Data Store

The following command converts a DHCP server from using a text or binary files data store to
a NIS+ data store, deleting the old data store's DHCP tables:
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Attributes

See Also

EXAMPLE5 Converting to SUNWnisplus Data Store (Continued)
example# dhcpconfig -C -r SUNWnisplus -p whatever.com.

EXAMPLE6  Exporting a Network, Macros, and Options from a DHCP Server

The following command exports one network (120.30.171.0) and its addresses, the macro
120.30.171.0, and the options motd and PSpt rfrom a DHCP server, saves the exported data
in file /export/var/120301710 data, and deletes the exported data from the server.

example# dhcpconfig -X /var/dhcp/120301710 export
-a 120.30.171.0 -m 120.30.171.0 -o motd,PSptr

EXAMPLE7 Importing Data on a DHCP Server

The following command imports DHCP data from a file,
/net/golduck/export/var/120301710_data, containing data previously exported from a
Solaris DHCP server, overwrites any conflicting data on the importing server, and signals the
daemon to reload the dhcptab once the import is completed:

example# dhcpconfig -I /net/golduck/export/var/120301710 data -f -g

EXAMPLE8  Setting DHCP Server Parameters

The following command sets the number of minutes that the DHCP server waits before
timing out when updating DNS information on DHCP clients to five minutes.

example# example# dhcpconfig -P UPDATE_TIMEOUT=5

EXAMPLE9 Re-starting the DHCP server

The following command stops and re-starts the DHCP server.

example# example# dhcpconfig -S -r
DHCP server stopped
DHCP server started

See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SUNWdhcesu
Interface Stability Evolving

dhcpmgr(1M), dhtadm(1M), in.dhcpd(1M), pntadm(1M), dhcp_network(4), dhcptab(4),
dhcpsvc.conf(4), nsswitch.conf(4), resolv.conf(4),user attr(4),attributes(5),
dhcp(5), dhcp_modules(5), rbac(5)

System Administration Guide: IP Services
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Name

Synopsis

Description

Usage

Exit Status

388

dhcpmgr - graphical interface for managing DHCP service

/usr/sadm/admin/bin/dhcpmgr

dhcpmgr is a graphical user interface which enables you to manage the Dynamic Host
Configuration Protocol (DHCP) service on the local system. It performs the functions of the
dhcpconfig, dhtadm, and pntadm command line utilities. You must be root to use dhcpmgr.
The dhcpmgr Help, available from the Help menu, contains detailed information about using
the tool.

You can perform the following tasks using dhcpmgr:

Configure DHCP service Use dhcpmgr to configure the DHCP daemon as a
DHCP server, and select the data store to use for
storing network configuration tables..

Configure BOOTP relay service Use dhcpmgr to configure the DHCP daemon as a
BOOTP relay.

Manage DHCP or BOOTP relay service ~ Use dhcpmgr to start, stop, enable, disable or
unconfigure the DHCP service or BOOTP relay
service, or change DHCP server parameters.

Manage DHCP addresses Use dhcpmgr to add, modity, or delete IP
addresses leased by the DHCP service.

Manage DHCP macros Use dhcpmgr to add, modify or delete macros
used to supply configuration parameters to
DHCEP clients.

Manage DHCP options Use dhcpmgr to add, modify or delete options
used to define parameters deliverable through
DHCP.

Convert to anew DHCP data store Use dhcpmgr to configure the DHCP server to use
a different data store, and convert the DHCP data
to the format used by the new data store.

Move DHCP data to another server Use dhcpmgr to export data from one Solaris
DHCP server and import data onto another
Solaris DHCP server.

The following exit values are returned:

0 Successful completion.

non-zero An error occurred.
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Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUNWdhcm

Interface Stability Evolving

SeeAlso dhcpconfig(1M), dhtadm(1M), pntadm(1M), in.dhcpd(1M), dhcpsvc.conf(4),
dhcp_network(4), dhcptab(4), attributes(5), dhcp(5), dhcp_modules(5)

Solaris DHCP Service Developer’s Guide

System Administration Guide: IP Services
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Name dhtadm - DHCP configuration table management utility
Synopsis dhtadm -C [-r resource] [-p path] [-u uninterpreted] [-g]

dhtadm -A -s symbol_name -d definition [-r resourcel
[-p path] [-u uninterpreted] [-g]

dhtadm -A -m macro_name -d definition [-r resource]
[-p path] [-u uninterpreted] [-g]

dhtadm -M -s symbol_name -d definition [-r resource]
[-p path] [-u uninterpreted] [-g]

dhtadm -M -s symbol_name -n new_name [-r resource]
[-p path] [-u uninterpreted] [-g]

dhtadm -M -m macro_name -n new_name [-r resource] [-p path]
[-u uninterpreted] [-g]

dhtadm -M -m macro_name -d definition [-r resource]
[-p path] [-u uninterpreted] [-g]

dhtadm -M -m macro_name -e symbol=value [-r resource]
[-p path]l [-u uninterpreted] [-g]

dhtadm -D -s symbol_name [-r resource] [-p path]
[-u uninterpreted] [-g]

dhtadm -D -m macro_name [-r resource] [-p path]
[-u uninterpreted] [-g]

dhtadm -P [-r resource] [-p path] [-u uninterpreted] [-g]
dhtadm -R [-r resource] [-p path] [-u uninterpreted] [-g]

dhtadm -B [-v] [batchfile] [-g]

Description dhtadm manages the Dynamic Host Configuration Protocol (DHCP) service configuration
table, dhcptab. You can use it to add, delete, or modify DHCP configuration macros or
options or view the table. For a description of the table format, see dhcptab(4).)

The dhtadm command can be run by root, or by other users assigned to the DHCP
Management profile. See rbac(5) and user_attr(4).

After you make changes with dhtadm, you should issue a SIGHUP to the DHCP server, causing
it to read the dhcptab and pick up the changes. Do this using the - g option.

Options One of the following function flags must be specified with the dhtadm command: -A, -B, -C, -D,
-M, -Por -R.

The following options are supported:

-A Add a symbol or macro definition to the dhcptab table.

The following sub-options are required:
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-d definition

-mmacro_name

-s symbol_name

Specify a macro or symbol definition.

definition must be enclosed in single
quotation marks. For macros, use the form

-d " :symbol=value:symbol=value: .

Enclose a value that contains colons in
double quotation marks. For symbols, the
definition is a series of fields that define a
symbol's characteristics. The fields are
separated by commas. Use the form -d

' context, code, type, granularity, maximum" .
See dhcptab(4) for information about these

fields.

Specify the name of the macro to be added.

The -d option must be used with the -m
option. The -s option cannot be used with
the -m option.

Specify the name of the symbol to be added.
The -d option must be used with the -s

option. The -m option cannot be used with
the -s option.

-B Batch process dhtadm commands. dhtadm reads from the specified
file or from standard input a series of dhtadm commands and
execute them within the same process. Processing many dhtadm
commands using this method is much faster than running an
executable batchfile itself. Batch mode is recommended for using

dhtadmin scripts.

The following sub-option is optional:

-v Display commands to standard output as they are

processed.
-C Create the DHCP service configuration table, dhcptab.
-D Delete a symbol or macro definition.

The following sub-options are required:

-mmacro_name

-s symbol_name

System Administration Commands - Part 1
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-g Signal the DHCP daemon to reload the dhcptab after successful
completion of the operation.

-M Modify an existing symbol or macro definition.

The following sub-options are required:

-d definition

man pages section 1M: System Administration Commands -

Specify a macro or symbol definition to modify.

The definition must be enclosed in single
quotation marks. For macros, use the form -d

" 1symbol=value:symbol=value: ’. Enclose a
value that contains colons in double quotation
marks. For symbols, the definition is a series of
fields that define a symbol's characteristics. The
fields are separated by commas. Use the form -d
' context, code, type, granularity, maximum" .
See dhcptab(4) for information about these
fields.

This sub-option uses the symbol =value
argument. Use it to edit a symbol/value pair
within a macro. To add a symbol which does not
have an associate value, enter:

symbol=_NULL_VALUE_

To delete a symbol definition from a macro,
enter:

symbol=

This sub-option uses the macro_name
argument. The -n, -d, or -e sub-options are legal
companions for this sub-option..

This sub-option uses the new_name argument
and modifies the name of the object specified by
the -mor -s sub-option. It is not limited to
macros. . Use it to specify a new macro name or
symbol name.

This sub-option uses the symbol_name
argument. Use it to specify a symbol. The -d
sub-option is a legal companion.
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Examples

-p path

-P

-r data_store_resource

-R

-u uninterpreted

Override the dhcpsvc. conf(4) configuration value for PATH= with
path. See dhcpsvc. conf(4) for more details regarding path. See
dhcp_modules(5) for information regarding data storage modules
for the DHCP service.

Print (display) the dhcptab table.

Override the dhcpsvc. conf(4) configuration value for RESOURCE=
with the data_store_resource specified. See dhcpsvc. conf(4) for
more details on resource type. SeeSolaris DHCP Service
Developer’s Guide for more information about adding support for
other data stores. See dhcp_modules(5) for information regarding
data storage modules for the DHCP service.

Remove the dhcptab table.

Data which is ignored by dhtadm, but passed to currently
configured public module, to be interpreted by the data store. The
private layer provides for module-specific configuration
information through the use of the RESOURCE_CONFIG keyword.
Uninterpreted data is stored within RESOURCE_CONFIG keyword of
dhcpsvc. conf(4). See dhcp_modules(5) for information
regarding data storage modules for the DHCP service.

EXAMPLE 1 Creating the DHCP Service Configuration Table

The following command creates the DHCP service configuration table, dhcptab:

# dhtadm -C

EXAMPLE2  Adding a Symbol Definition

The following command adds a Vendor option symbol definition for a new symbol called
MySym to the dhcptab table in the SUNWfiles resource in the /var/mydhcp directory:

# dhtadm -A -s MySym

-d 'Vendor=SUNW.PCW.LAN,20,IP,1,0’
-r SUNWfiles -p /var/mydhcp

EXAMPLE3  Adding a Macro Definition

The following command adds the aruba macro definition to the dhcptab table. Note that
symbol/value pairs are bracketed with colons (:).

# dhtadm -A -m aruba \

-d ":Timeserv=10.0.0.10 10.0.0.11:DNSserv=10.0.0.1:"'
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EXAMPLE4 Modifying a Macro Definition

The following command modifies the Locale macro definition, setting the value of the
UTCOffst symbol to 18000 seconds. Note that any macro definition which includes the
definition of the Locale macro inherits this change.

# dhtadm -M -m Locale -e 'UTCOffst=18000"

EXAMPLE5 Deletinga Symbol

The following command deletes the Timeserv symbol from the aruba macro. Any macro
definition which includes the definition of the aruba macro inherits this change.

# dhtadm -M -m aruba -e 'Timeserv='’

EXAMPLE6  Addinga Symbol to a Macro

The following command adds the Hos tname symbol to the aruba macro. Note that the
Hostname symbol takes no value, and thus requires the special value _NULL_VALUE_. Note also
that any macro definition which includes the definition of the aruba macro inherits this
change.

# dhtadm -M -m aruba -e 'Hostname= NULL_VALUE '’

EXAMPLE7 Renaminga Macro

The following command renames the Locale macro to MyLocale. Note that any Include
statements in macro definitions which include the Locale macro also need to be changed.

# dhtadm -M -m Locale -n MyLocale

EXAMPLES Deleting a Symbol Definition

The following command deletes the MySym symbol definition. Note that any macro definitions
which use MySym needs to be modified.

# dhtadm -D -s MySym

EXAMPLE9 Removinga dhcptab
The following command removes the dhcptab table in the NIS+ directory specified.

# dhtadm -R -r SUNWnisplus -p Test.Nis.Plus.

EXAMPLE 10 Printing a dhcptab

The following command prints to standard output the contents of the dhcptab that is located
in the data store and path indicated in the dhcpsvc. conf file:.

# dhtadm -P
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Exit Status

Files

Attributes

See Also

EXAMPLE 11 Executing dhtadm in Batch Mode

The following command runs a series of dhtadm commands contained in a batch file and
signals the daemon to reload the dhcptab once the commands have been executed: :

# dhtadm -B addmacros -g

0 Successful completion.
1 Object already exists.

2 Object does not exist.
3 Non-critical error.

4 Critical error.

/etc/inet/dhcpsvc.conf

See attributes(5) for descriptions of the following attributes:

ATTRIBUTE TYPE ATTRIBUTE VALUE

Availability SUNWdhcesu

Interface Stability Evolving

dhcpconfig(1M), dhcpmgr(1M), in.dhcpd(1M), dhcpsvc. conf(4), dhcp network(4),
dhcptab(4), hosts(4), user_attr(4), attributes(5), dhcp(5), dhcp_modules(5)rbac(5)

Solaris DHCP Service Developer’s Guide
System Administration Guide: IP Services

Alexander, S., and R. Droms, DHCP Options and BOOTP Vendor Extensions, REC 1533,
Lachman Technology, Inc., Bucknell University, October 1993.

Droms, R., Interoperation Between DHCP and BOOTP, RFC 1534, Bucknell University,
October 1993.

Droms, R., Dynamic Host Configuration Protocol, REC 1541, Bucknell University, October
1993.

Wimer, W., Clarifications and Extensions for the Bootstrap Protocol, RFC 1542, Carnegie
Mellon University, October 1993.
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Name

Synopsis

Description

Simple Usage

dig - DNS lookup utility

dig [@server] [-b address] [-c class] [-f filename]
[-k filename]l [-m] [-p port#] [-q name] [-t typel [-x addr]
[-y [hmac:name:key] [-4] [-6] [name] [typel [class] [queryopt]...

dig [-h]

dig [global-queryopt...] [query...]

The dig utility (domain information groper) is a flexible tool for interrogating DNS name
servers. It performs DNS lookups and displays the answers that are returned from the name
server(s) that were queried. Most DNS administrators use dig to troubleshoot DNS problems
because of its flexibility, ease of use and clarity of output. Other lookup tools tend to have less
functionality than dig.

Although dig is normally used with command-line arguments, it also has a batch mode of
operation for reading lookup requests from a file. A brief summary of its command-line
arguments and options is printed when the -h option is specified. Unlike earlier versions, the
BIND 9 implementation of dig allows multiple lookups to be issued from the command line.

Unless it is told to query a specific name server, dig tries each of the servers listed in
/etc/resolv.conf.

When no command line arguments or options are given, dig performs an NS query for “ (the
root).

It is possible to set per-user defaults for dig with ${HOME}/.digrc. This file is read and any
options in it are applied before the command line arguments.

The IN and CH class names overlap with the IN and CH top level domains names. Either use the
-t and - c options to specify the type and class, or use "IN." and "CH." when looking up these
top level domains.

The following is a typical invocation of dig:

dig @server name type

where:

server
The name or IP address of the name server to query. This can be an IPv4 address in
dotted-decimal notation or an IPv6 address in colon-delimited notation. When the
supplied server argument is a hostname, dig resolves that name before querying that name
server. If no server argument is provided, dig consults /etc/resolv. conf and queries the
name servers listed there. The reply from the name server that responds is displayed.

name
The name of the resource record that is to be looked up.

man pages section 1M: System Administration Commands « Last Revised 11 Jan 2010



dig(1M)

Options

type
Indicates what type of query is required (ANY, A, MX, SIG, among others.) type can be any
valid query type. If no type argument is supplied, dig performs a lookup for an A record.

The following options are supported:

-4
Use only IPv4 transport. By default both IPv4 and IPv6 transports can be used. Options -4
and -6 are mutually exclusive.

-6
Use only IPv6 transport. By default both IPv4 and IPv6 transports can be used. Options -4
and -6 are mutually exclusive.

-b address
Set the source IP address of the query to address. This must be a valid address on one of the
host's network interfaces or 0.0.0.0 or : :. An optional port may be specified by
appending: #<port>

-cclass
Override the default query class (IN for internet). The class argument is any valid class,
such as HS for Hesiod records or CH for CHAOSNET records.

-f filename
Operate in batch mode by reading a list of lookup requests to process from the file filename.
The file contains a number of queries, one per line. Each entry in the file should be
organized in the same way they would be presented as queries to dig using the
command-line interface.

-h
Print a brief summary of command-line arguments and options.

-k filename
Specify a transaction signature (TSIG) key file to sign the DNS queries sent by dig and their
responses using TSIGs.

-m
Enable memory usage debugging.

-p port#
Query a non-standard port number. The port# argument is the port number that dig sends
its queries instead of the standard DNS port number 53. This option tests a name server
that has been configured to listen for queries on a non-standard port number.

-q name
Sets the query name to name. This can be useful in that the query name can be easily
distinguished from other arguments.
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-t type
Set the query type to type, which can be any valid query type supported in BIND9. The
default query type “A”, unless the -x option is supplied to indicate a reverse lookup. A zone
transfer can be requested by specifying a type of AXFR. When an incremental zone transfer
(IXFR) is required, type is set to ixfr=N. The incremental zone transfer will contain the
changes made to the zone since the serial number in the zone's SOA record was N.

-x addr
Simplify reverse lookups (mapping addresses to names ). The addr argument is an IPv4
address in dotted-decimal notation, or a colon-delimited IPv6 address. When this option is
used, there is no need to provide the name, class and type arguments. The dig utility
automatically performs a lookup for a name like 11.12.13.10. in-addr.arpa and sets the
query type and class to PTR and IN, respectively. By default, IPv6 addresses are looked up
using nibble format under the IP6. ARPA domain. To use the older RFC1886 method using
the IP6.INT domain, specify the - i option. Bit string labels (RFC 2874) are now
experimental and are not attempted.

-y [hmac:lname:key
Specity a transaction signature (TSIG) key on the command line. This is done to sign the
DNS queries sent by dig, as well as their responses. You can also specify the TSIG key itself
on the command line using the -y option. The optional hmac is the type of TSIG; the
default is HMAC-MD5. The name argument is the name of the TSIG key and the key argument
is the actual key. The key is a base-64 encoded string, typically generated by
dnssec-keygen(1M).

Caution should be taken when using the -y option on multi-user systems, since the key can
be visible in the output from ps(1) or in the shell's history file. When using TSIG
authentication with dig, the name server that is queried needs to know the key and
algorithm that is being used. In BIND, this is done by providing appropriate key and
server statements in named. conf.

Query Options The dig utility provides a number of query options which affect the way in which lookups are

398

made and the results displayed. Some of these set or reset flag bits in the query header, some
determine which sections of the answer get printed, and others determine the timeout and
retry strategies.

Each query option is identified by a keyword preceded by a plus sign (+). Some keywords set
or reset an option. These may be preceded by the string no to negate the meaning of that
keyword. Other keywords assign values to options like the timeout interval. They have the
form +keyword=value. The query options are:

+[no]tcp
Use [do not use] TCP when querying name servers. The default behaviour is to use UDP
unless an AXFR or IXFR query is requested, in which case a TCP connection is used.
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+[no]vc
Use [do not use] TCP when querying name servers. This alternate syntax to +[no]tcp is
provided for backwards compatibility. The “vc” stands for “virtual circuit”.

+[no]ignore
Ignore truncation in UDP responses instead of retrying with TCP. By default, TCP retries
are performed.

+domain=somename
Set the search list to contain the single domain somename, as if specified in a domain
directive in /etc/resolv. conf, and enable search list processing as if the +search option
were given.

+[no]search
Use [do not use] the search list defined by the searchlist or domain directive in
resolv.conf (if any). The search list is not used by default.

+[no]showsearch
Perform [do not perform] a search showing intermediate results.

+[no]defname
Deprecated, treated as a synonym for +[no]search.

+[noJaaonly
Sets the aa flag in the query.

+[noJaaflag
A synonym for +[noJaaonly.

+[noJadflag
Set [do not set] the AD (authentic data) bit in the query. This requests that the server
return, regardless of whether all of the answer and authority sections have all been
validated as secure according to the security policy of the server. A setting of AD=1 indicates
that all records have been validated as secure and the answer is not from an OPT-OUT range.
AD=0 indicates that some part of the answer is insecure or not validated.

+[no]cdflag
Set [do not set] the CD (checking disabled) bit in the query. This requests the server to not
perform DNSSEC validation of responses.

+[no]cl
Display [do not display] the CLASS when printing the record.

+[no]ttlid
Display [do not display] the TTL when printing the record.

+[nolrecurse
Toggle the setting of the RD (recursion desired) bit in the query. This bit is set by default,
which means dig normally sends recursive queries. Recursion is automatically disabled
when the +nssearch or +trace query options are used.
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+[nolnssearch
When this option is set, dig attempts to find the authoritative name servers for the zone
containing the name being looked up and display the SOA record that each name server
has for the zone.

+[noltrace
Toggle tracing of the delegation path from the root name servers for the name being looked
up. Tracing is disabled by default. When tracing is enabled, dig makes iterative queries to
resolve the name being looked up. It will follow referrals from the root servers, showing the
answer from each server that was used to resolve the lookup.

+[no]cmd
Toggle the printing of the initial comment in the output identifying the version of dig and
the query options that have been applied. This comment is printed by default.

+[no]short
Provide a terse answer. The default is to print the answer in a verbose form.

+[no]identify
Show [or do not show] the IP address and port number that supplied the answer when the
+short option is enabled. If short form answers are requested, the default is not to show the
source address and port number of the server that provided the answer.

+[no]comments
Toggle the display of comment lines in the output. The default is to print comments.

+[nolstats
Toggle the printing of statistics: when the query was made, the size of the reply and so on.
The default behaviour is to print the query statistics.

+[nolqr
Print [do not print] the query as it is sent. By default, the query is not printed.

+[no]question
Print [do not print] the question section of a query when an answer is returned. The default
is to print the question section as a comment.

+[noJanswer
Display [do not display] the answer section of a reply. The default is to display it.

+[noJauthority
Display [do not display] the authority section of a reply. The default is to display it.

+[noladditional
Display [do not display] the additional section of a reply. The default is to display it.

+[nolall
Set or clear all display flags.
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+time=T
Sets the timeout for a query to T seconds. The default time out is 5 seconds. An attempt to
set T'to less than 1 will result in a query timeout of 1 second being applied.

+tries=T
Sets the maximum number of UDP attempts to T. The default number is 3 (1 initial
attempt followed by 2 retries). If T is less than or equal to zero, the number of retries is
silently rounded up to 1.

+retry=T
Sets the number of UDP retries to T. The default is 2.

+ndots=D
Set the number of dots that have to appear in name to D for it to be considered absolute.
The default value is that defined using the ndots statement in /etc/resolv.conf,or 1ifno
ndots statement is present. Names with fewer dots are interpreted as relative names and
will be searched for in the domains listed in the search or domain directive in
/etc/resolv.conf.

+bufsize=B
Set the UDP message buffer size advertised using EDNSO to B bytes. The maximum and
minimum sizes of this buffer are 65535 and 0 respectively. Values outside this range are
rounded up or down appropriately.

+edns=#
Specify the EDNS version with which to query. Valid values are 0 to 255. Setting the EDNS
version causes a EDNS query to be sent. +noedns clears the remembered EDNS version.

+[nolmultiline
Print records like the SOA records in a verbose multi-line format with human-readable

comments. The default is to print each record on a single line, to facilitate machine parsing
of the dig output.

+[no]fail
Do not try the next server if you receive a SERVFAIL. The default is to not try the next server
which is the reverse of normal stub resolver behavior.

+[no]besteffort

Attempt to display the contents of messages which are malformed. The default is to not
display malformed answers.

+[no]ldnssec

Request DNSSEC records be sent by setting the DNSSEC OK bit (DO) in the OPT record in
the additional section of the query.

+[no]sigchase
Chase DNSSEC signature chains. Requires dig be compiled with -DDIG_SIGCHASE.
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Multiple Queries

402

Files

+trusted-key=####
Specifies a file containing trusted keys to be used with +sigchase. Each DNSKEY record must
be on its own line.

If not specified dig will look for /etc/trusted-key.key then trusted-key.key in the
current directory.

Requires dig be compiled with -DDIG_SIGCHASE.

+[no]topdown
When chasing DNSSEC signature chains, perform a top-down validation. Requires dig be
compiled with -DDIG SIGCHASE.

+[nolnsid
Include an EDNS name server ID request when sending a query.

The BIND 9 implementation of dig supports specifying multiple queries on the command
line (in addition to supporting the - f batch file option). Each of those queries can be supplied
with its own set of flags, options and query options.

In this case, each query argument represent an individual query in the command-line syntax
described above. Each consists of any of the standard options and flags, the name to be looked
up, an optional query type, and class and any query options that should be applied to that
query.

A global set of query options, which should be applied to all queries, can also be supplied.
These global query options must precede the first tuple of name, class, type, options, flags, and
query options supplied on the command line. Any global query options (except the +[no]cmd
option) can be overridden by a query-specific set of query options. For example:

dig +qr www.isc.org any -x 127.0.0.1 isc.org ns +noqr

...shows how dig could be used from the command line to make three lookups: an ANY query
forwww.isc.org,areverse lookup of 127.0.0.1 and a query for the NS records of isc.org. A
global query option of +qr is applied, so that dig shows the initial query it made for each
lookup. The final query has a local query option of +noqr which means that dig will not print
the initial query when it looks up the NS records for isc.org.

/etc/resolv.conf
Resolver configuration file

${HOME}/.digrc
User-defined configuration file

Attributes See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability network/dns/bind
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ATTRIBUTETYPE

ATTRIBUTE VALUE

Interface Stability

Volatile

SeeAlso dnssec-keygen(1M), host(1M), named(1M), nslookup(1M), attributes(5)

Bugs

Notes

RFC 1035

See the BIND 9 Administrator's Reference Manual. As of the date of publication of this man
page, this document is available at https://www.isc.org/software/bind/documentation.

There are probably too many query options.

nslookup(1M) and dig now report “Not Implemented” as NOTIMP rather than NOTIMPL. This

will have impact on scripts that are looking for NOTIMPL.
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Name directoryserver — front end for the Directory Server (DS)

Synopsis /usr/sbin/directoryserver
{ setup [-f configuration_file] | uninstall}

/usr/sbin/directoryserver
{start-admin | stop-admin | restart-admin | startconsole}

/usr/sbin/directoryserver [{-s | -server} server-instance ]
{start | stop | restart}

/usr/sbin/directoryserver { -s |-server } server-instance
{ monitor | saveconfig | restoreconfig | db2index-task |
ldif2db-task | ldif2db | ldif2ldap | vlvindex | db2ldif |
db2ldif-task | db2bak | db2bak-task | bak2db | bak2db-task
suffix2instance | account-status | account-activate |
account-inactivate }

{...}

/usr/sbin/directoryserver nativetoascii | admin ip | ldif |
pwdhash | idsktune | mmldif | keyupg
{...}

/usr/sbin/directoryserver { magt | sagt } {...}
/usr/sbin/directoryserver help [subcommand]

Description Thedirectoryserver command is a comprehensive, front end to the utility programs
provided by the Solaris Directory Server (DS).

Options for the directoryserver command itself must appear before the subcommand.
Arguments for a subcommand must appear after the subcommand. Subcommands have
specific arguments. See SUBCOMMANDS.

Subcommands The following subcommands are supported:

account-inactivate args Inactivates and locks an entry or group of entries.

The account-inactivate subcommand supports the
following arguments:

[-D rootdn] Directory Server userDN with root
permissions, such as Directory
Manager.

[-h host] Host name of Directory Server. The
default value is the full hostname of
the machine where Directory Server
is installed.

-IDN Entry DN or role DN to activate.
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account-activate args
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-j file

[-p port]

-w password

Password associated with the user
DN. This option allows the password
to be stored in clear text in the named
file for scripting.

This is considered insecure. Use with
extreme caution.

Directory Server port. The default
value is the LDAP port of Directory
Server specified at installation time.

Password associated with the user
DN. Supplying the password on the
command line is visible using the
/bin/ps command. This is
considered insecure. Use with
extreme caution.

The value - can be used in place the
password. The program prompts the
user for a password to be entered
from the terminal.

Activates an entry or group of entries.

The account-activate subcommand supports the
following arguments

-D rootdn

-h host

-IDN
-j file

Directory Server userDN with root
permissions, such as Directory
Manager.

Host name of Directory Server. The
default value is the full hostname of
the machine where Directory Server
is installed.

Entry DN or role DN to activate.

Password associated with the user
DN. This option allows the password
to be stored in clear text in the
named file for scripting.

This is considered insecure. Use
with extreme caution.
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-p port Directory Server port. The default
value is the LDAP port of Directory
Server specified at installation time.

-wpassword ~ Password associated with the user
DN. Supplying the password on the
command line is visible using the
/bin/ps command. This is
considered insecure. Use with
extreme caution.

The value -can be used in place the
password. The program prompts the
user for a password to be entered
from the terminal.

account-status args Provides account status information to establish
whether an entry or group of entries is inactivated or
not.

The account-status subcommand supports the

following arguments:
-D rootdn
-h host Host name of Directory Server. The

default value is the full hostname of
the machine where Directory Server
is installed.

-IDN Entry DN or role DN whose status is
required.
-j file Password associated with the user

DN. This option allows the password
to be stored in clear text in the
named file for scripting.

This is considered insecure. Use
with extreme caution.

-p port Directory Server port. The default
value is the LDAP port of Directory
Server specified at installation time.

-wpassword ~ Password associated with the
rootDN. Supplying the password on
the command line is visible using the
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admin_ip args

bak2db backup_directory

bak2db-task args
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/bin/ps command. This is
considered insecure. Use with
extreme caution.

The value -can be used in place of
the password. The program prompts
the user for a password to be entered
from the terminal.

Change the IP address of the administrative server in

the configuration.

The admin_ip subcommand supports the following

arguments:
dir_mgr_DN

dir_mgr_password

old_ip
new_ip

port_#

Directory Manager's DN.

Directory Manager's
password.

Old IP.
New IP.

Port number.

Restore the database from the most recent archived

backup.

Specity backup_directory as the backup directory.

Restore the data to the database.

The bak2db-task subcommand supports the

following arguments:

[-a directory]

-D rootDN

Directory where the backup

files are stored. By default it is
under
/var/ds5/slapd-serverID/bak

User DN with root
permissions, such as
Directory Manager. The
default is the DN of the
directory manager which is
read from the nsslapd- root
attribute under cn=config.
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db2bak-task args
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-j file

[-t database_type]

[-v]

-w password

Password associated with the
user DN. This option allows
the password to be stored in
clear text in the named file for
scripting.

This is considered insecure.
Use with extreme caution.

Database type. The only
possible database type is Ldbm.

Verbose mode.

Password associated with the
user DN. Supplying the
password on the command
line is visible using the
/bin/ps command. This is
considered insecure. Use with
extreme caution.

The value - can be used in
place the password. The
program prompts the user for
a password to be entered from
the terminal.

Back up the contents of the database. It creates an

entry in the directory
An entry is generated
for each option.

that launches this dynamic task.
based upon the values provided

The db2bak- task subcommand supports the

following arguments:

[-adirectory]

-D rootDN

Directory where the backup

files are stored. By default it is
under
/var/ds5/slapd-serverID/bak.
The backup file is named
according to the
year-month-day-hour format
(YYYY_MM_DD_hhmmss).

User DN with root
permissions, such as Directory
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db2bak [backup_directory]

db2index-text args
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Manager. The default is the DN
of the directory manager which
isread from the nsslapd-root
attribute under cn=config.

-j file Password associated with the
user DN. This option allows the
password to be stored in clear
text in the named file for
scripting.

This is considered insecure.
Use with extreme caution.

-t database_type  Database type. The only
possible database type is Ldbm.

[-v] Verbose mode.

Password associated with the
user DN. Supplying the
password on the command line
is visible using the /bin/ps
command. This is considered
insecure. Use with extreme
caution.

-w password

The value - can be used in place
the password. The program
prompts the user for a
password to be entered from
the terminal.

Create a backup of the current database contents. The
server must be stopped to run this subcommand.

The defaultis /var/ds5/slapd-serverID/bak. The
backup file is named according to the
year-month-day-hour format
(YYYY_MM_DD_hhmmss).

Create and generate the new set of indexes to be
maintained following the modification of indexing
entries in the cn=config configuration file.

The db2index-text subcommand supports the
following arguments:
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-D rootdn

-j file

-n backend_instance

[-t attributeName]

[-v]

-w password

User DN with root
permissions, such as
Directory Manager.

Password associated with
the user DN. This option
allows the password to be
stored in clear text in the
named file for scripting.
This is considered insecure.
Use with extreme caution.

Instance to be indexed.

Name of the attribute to be
indexed. If omitted, all
indexes defined for that
instance are generated.

Verbose mode.

Password associated with
the user DN. Supplying the
password on the command
line is visible using the
/bin/ps command. This is
considered insecure. Use
with extreme caution.

The value - can be used in
place the password. The
program prompts the user
for a password to be entered
from the terminal.

db2ldif-task args Exports the contents of the database to LDIE It
creates an entry in the directory that launches this
dynamic task. The entry is generated based upon the
values you provide for each option. To run this
subcommand the server must be running and either
-n backend_instance or - s include sufhix is required.

The db21dif-task subcommand supports the

following arguments:

[-a outputfile]
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-D rootDN

-j file

[-M]

[-m]

{-n backend_instance}*

[-N]

[-o]

[-r]
[-slincludesuffix}*

[-u]

[-u]

-w password

Only the main db file is
used.

User DN with root
permissions, such as
Directory Manager.

Password associated with
the user DN. This option
allows the password to be
stored in clear text in the
named file for scripting.
This is considered
insecure.Use with
extreme caution.

Output LDIF is stored in
multiple files