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Preface

This guide describes how to manage Oracle Fusion Middleware, including how to
start and stop Oracle Fusion Middleware, how to change ports, deploy applications,
and how to back up and recover Oracle Fusion Middleware.

This guide is intended for administrators of Oracle Fusion Middleware.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.
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s Oracle Fusion Middleware High Availability Guide

s Oracle Fusion Middleware Introduction to Oracle WebLogic Server
»  Oracle Fusion Middleware Performance and Tuning Guide

s Oracle Fusion Middleware Administrator’s Guide for Oracle SOA Suite and Oracle
Business Process Management Suite

s Oracle Fusion Middleware Administrator’s Guide for Oracle WebCenter

s Oracle Fusion Middleware Administrator’s Guide for Oracle HI'TP Server
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with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
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in examples, text that appears on the screen, or text that you enter.




What's New in This Guide?

This preface introduces the new and changed administrative features of Oracle Fusion
Middleware that are described in this guide, and provides pointers to additional
information.

New and Changed Features for Oracle Fusion Middleware 11g Release

1(11.1.1.5)

Oracle Fusion Middleware 11g Release 1 (11.1.1.5) includes the following new and
changed administrative features:

Support for QuickTrace, which provides fine-grained logging to memory. See
Section 12.6.1.

Support for Selective Trace, which provides fine-grained logging for a specific user
or other properties of a request. See Section 12.6.2

Procedures for backing up and restoring Oracle Hyperion Enterprise Performance
Management System. See Section 16.5.9.

Renaming of the cloning scripts. In previous versions, scripts such as copyBinary
and pasteBinary, were described as cloning scripts. With this release, they are
described as movement scripts. For more information about the scripts, see
Chapter 20.

Revised procedures for moving from a test environment to a production
environment. See Chapter 21.

New and Changed Features for Oracle Fusion Middleware 11g Release

1(11.1.1.49)

Oracle Fusion Middleware 11g Release 1 (11.1.1.4) includes the following new and
changed administrative features:

Oracle Fusion Middleware now supports IBM WebSphere as an application
server. See the Oracle Fusion Middleware Third-Party Application Server Guide for
more information.

MDS provides the following new and changed features:

- Support for purging metadata labels using Fusion Middleware Control or the
command line. See Section 14.3.11.

- Support for importing to and exporting from a remote location. See
Section 14.3.1.
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- Support for targeting the repository to additional Managed Servers. See
Section 14.3.2.2.

Additions to the cloning scripts, allowing you to clone the configuration of a
domain and components. See Chapter 20.

Revised procedures for moving from a test environment to a production
environment. See Chapter 21.

Scripts to purge data from your database. See Section 14.5.

New Features for Oracle Fusion Middleware 11g Release 1 (11.1.1.3)

Oracle Fusion Middleware 11g Release 1 (11.1.1.3) includes the following new and
changed administrative features:

MDS now supports DB2. See Section 14.3.1.1.
The cloning syntax has changed. See Chapter 20.

Oracle Enterprise Manager Fusion Middleware Control now provides an interface
to create and modify data sources. See Section 10.2.

New Features for Oracle Fusion Middleware 11g Release 1 (11.1.1.2)

Oracle Fusion Middleware 11g Release 1 (11.1.1.2) includes the following new
administrative features:

The Diagnostic Framework, which aids in detecting, diagnosing, and resolving
problems. For more information, see Chapter 13.

An Oracle Common home, which contains the binary and library files required for
the Oracle Enterprise Manager Fusion Middleware Control and Java Required
Files (JRF). For more information, see Section 2.6.

Changes to cloning. For more information, see Chapter 20.

New Features for Oracle Fusion Middleware 11g Release 1 (11.1.1)

Oracle Fusion Middleware 11g Release 1 (11.1.1) includes many new and changed
administrative features, including the following;:

XXXiV

The inclusion of Oracle WebLogic Server in Oracle Fusion Middleware, replacing
Oracle Containers for Java EE. Oracle WebLogic Server is an enterprise-ready Java
application server that supports the deployment of mission-critical applications in
a robust, secure, highly available, and scalable environment. For an overview of
Oracle WebLogic Server and the Oracle Fusion Middleware environment, see
Section 2.1.

New commands for many functions. Many components and services now use
Oracle WebLogic Server Scripting Tool (WLST) commands. For example,
commands to configure log files are WLST commands. See Section 3.5.1 for
general information about invoking WLST.

The Oracle Metadata Services (MDS) Repository, a particular type of repository
that contains metadata for certain types of deployed applications. This includes
custom Java EE applications developed by your organization and some Oracle
Fusion Middleware component applications, such as Oracle B2B. For information
about the MDS Repository, see Section 14.3.



= Wallet and Keystore Management: 11g Release 1 (11.1.1) provides new features for
managing Oracle wallets and JKS keystores:

Password-protected wallets

When creating a wallet in prior releases, the administrator was always
required to create a password-protected wallet. Once this wallet was created,
the administrator could optionally create an auto-login wallet. Components
needed the auto-login wallet at run time. Without an auto-login wallet, the
password had to be specified in the component configuration file in an
encrypted or obfuscated format.

In 11g Release 1 (11.1.1), this behavior has changed. Every time you create a
password-protected wallet, an auto-login wallet is automatically created as
well. This enables management tasks to be performed on the
password-protected wallet, while components can use the auto-login wallet at
run time. This eliminates the need to store passwords in configuration files.

To take advantage of this feature when creating a wallet with Fusion
Middleware Control, you must uncheck the auto-login check box and enter
the wallet password. Remember that this creates both the password-protected
and auto-login wallets.

A new type of wallet has also been introduced, which is a standalone
auto-login wallet. This wallet can be used for both management and run time
without requiring a password. To create this wallet when creating a wallet
with Fusion Middleware Control, check the auto-login check box. You do not
need to provide a password for this type of wallet.

Note: The standalone auto-login wallet is the default choice for
wallet creation.

Wallet and Keystore Management Tools

In prior releases, Oracle Wallet Manager was the graphical interface tool and
orapki the command-line tool to manage Oracle wallets.

In 11g Release 1 (11.1.1), you can use the Web-based interface Fusion
Middleware Control or the WLST command-line tool to manage both Oracle
wallets and JKS keystore files. One advantage of these new tools is that they
allow you to manage keystores centrally across instances, because they work
in the context of a management server.

While Oracle Wallet Manager is still available, its usage should be limited to
PKCS#11 wallets (that is, Hardware Security Module integration).

You can still use orapki to manage both Oracle wallets and JKS keystores,
but only local changes (on a per-instance basis) are possible. orapki allows
you to manage PKCS#11 wallets and CRLs.

The following table shows the different tools and their capabilities:

Java
Oracle Keystore Local Distributed Graphical Command
Tool Wallet (JKS) Updates Updates PKCS11 CRL Ul Line
orapki (10g, 11g) X X X X X X

Oracle Wallet Manager x
(not in 11g)

X X X

XXXV
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Oracle Keystore Local Distributed Graphical Command
Tool Wallet (JKS) Updates Updates PKCS11 CRL Ul Line
Fusion Middleware X X X X
Control (new in 11g)
WLST (new in 119) X X X X

XXXVi



Part |

Understanding Oracle Fusion Middleware

This part provides an overview to Oracle Fusion Middleware and its concepts as they
relate to administering Oracle Fusion Middleware.

Part I contains the following chapters:
»  Chapter 1, "Introduction to Oracle Fusion Middleware"

s Chapter 2, "Understanding Oracle Fusion Middleware Concepts"
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Introduction to Oracle Fusion Middleware

Oracle Fusion Middleware is a comprehensive family of products ranging from
application development tools and integration solutions to identity management,
collaboration, and business intelligence reporting. This chapter provides an
introduction to Oracle Fusion Middleware.

It includes the following topics:

What Is Oracle Fusion Middleware?

Oracle Fusion Middleware Components

1.1 What Is Oracle Fusion Middleware?

Oracle Fusion Middleware is a collection of standards-based software products that
spans a range of tools and services: from Java EE and developer tools, to integration
services, identity management, business intelligence, and collaboration. Oracle Fusion
Middleware offers complete support for development, deployment, and management.

1.2 Oracle Fusion Middleware Components

Oracle Fusion Middleware provides the following components:

Oracle WebLogic Server, an enterprise-ready Java application server that supports
the deployment of mission-critical applications in a robust, secure, highly
available, and scalable environment. Oracle WebLogic Server is an ideal
foundation for building applications based on service-oriented architecture (SOA).

See Also: Oracle Fusion Middleware Introduction to Oracle WebLogic
Server

Oracle SOA Suite, a complete set of service infrastructure components, in a
service-oriented architecture, for designing, deploying, and managing composite
applications. Oracle SOA Suite enables services to be created, managed, and
orchestrated into composite applications and business processes. Composites
enable you to easily assemble multiple technology components into one SOA
composite application.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
SOA Suite and Oracle Business Process Management Suite

Oracle WebCenter, an integrated set of components with which you can create

social applications, enterprise portals, collaborative communities, and composite
applications, built on a standards-based, service-oriented architecture. Oracle
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WebCenter combines dynamic user interface technologies with which to develop
rich internet applications, the flexibility and power of an integrated, multichannel
portal framework, and a set of horizontal Enterprise 2.0 capabilities delivered as
services that provide content, collaboration, presence, and social networking
capabilities. Based on these components, Oracle WebCenter also provides an
out-of-the-box, enterprise-ready customizable application, WebCenter Spaces,
with a configurable work environment that enables individuals and groups to
work and collaborate more effectively.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
WebCenter

s Oracle HTTP Server, which provides a Web listener for Java EE applications and
the framework for hosting static and dynamic pages and applications over the
Web. Based on the proven technology of the Apache HTTP Server, Oracle HTTP
Server includes significant enhancements that facilitate load balancing,
administration, and configuration.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
HTTP Server

s Oracle Web Cache, a content-aware server accelerator, or reverse proxy, that
improves the performance, scalability, and availability of Web sites that run on
Oracle Fusion Middleware.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
Web Cache

s Oracle Identity Management, which provides a shared infrastructure for all Oracle
applications. It also provides services and interfaces that facilitate third-party
enterprise application development. These interfaces are useful for application
developers who need to incorporate identity management into their applications.

See Also: Oracle Fusion Middleware Integration Overview for Oracle
Identity Management Suite

s Oracle Internet Directory, a general-purpose directory service that enables fast
retrieval and centralized management of information about dispersed users and
network resources. It combines Lightweight Directory Access Protocol (LDAP)
Version 3 with the high performance, scalability, robustness, and availability of
Oracle Database.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
Internet Directory

s Oracle Virtual Directory, an LDAP version 3 enabled service that provides
virtualized abstraction of one or more enterprise data sources into a single
directory view. Oracle Virtual Directory provides the ability to integrate
LDAP-aware applications into diverse directory environments while minimizing
or eliminating the need to change either the infrastructure or the applications. It
supports a diverse set of clients, such as Web applications and portals, and it can
connect to directories, databases, and Web services.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
Virtual Directory
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Oracle Identity Federation, a self-contained federation solution that provides the
infrastructure that enables identities and their relevant entitlements to be
propagated across security domains—this applies to domains existing within an
organization as well as between organizations.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
Identity Federation

Oracle Web Services Manager, which provides a way to centrally define and
manage policies that govern Web services operations, including access control
(authentication and authorization), reliable messaging, Message Transmission
Optimization Mechanism (MTOM), WS-Addressing, and Web services
management. Policies can be attached to multiple Web services, requiring no
modification to the existing Web services.

See Also: Oracle Fusion Middleware Security and Administrator's Guide
for Web Services

Oracle Platform Security, which provides enterprise product development teams,
systems integrators, and independent software vendors (ISVs) with a
standards-based, portable, integrated, enterprise-grade security framework for
Java Standard Edition (Java SE) and Java Enterprise Edition (Java EE) applications.

Oracle Platform Security provides an abstraction layer in the form of
standards-based application programming interfaces (APIs) that insulate
developers from security and identity management implementation details. With
Oracle Platform Security, developers do not need to know the details of
cryptographic key management or interfaces with user repositories and other
identity management infrastructures. When you use Oracle Platform Security,
in-house developed applications, third-party applications, and integrated
applications benefit from the same uniform security, identity management, and
audit services across the enterprise.

See Also: Oracle Fusion Middleware Application Security Guide

Oracle Portal, a Web-based tool for building and deploying e-business portals. It
provides a secure, manageable environment for accessing and interacting with
enterprise software services and information resources. A portal page makes data
from multiple sources accessible from a single location.

See Also: Oracle Fusion Middleware Administrator's Guide for Oracle
Portal

Oracle Business Intelligence, a complete, integrated solution that addresses
business intelligence requirements. Oracle Business Intelligence includes Oracle BI
Enterprise Edition, Oracle Business Intelligence Discoverer, Oracle Business
Intelligence Publisher, and Oracle Real-Time Decisions.

See Also: Oracle Fusion Middleware System Administrator’s Guide for
Oracle Business Intelligence Enterprise Edition

Oracle Enterprise Content Management Suite, an integrated suite of products
designed for managing content. This enterprise content management platform
enables you to leverage industry-leading document management, Web content
management, digital asset management, and records management functionality to
build your business applications. Building a strategic enterprise content
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management infrastructure for content and applications helps you to reduce costs,
easily share content across the enterprise, minimize risk, automate expensive,
time-intensive, and manual processes, and consolidate multiple Web sites onto a
single platform.

Note: You can also use Oracle Fusion Middleware with IBM
Websphere. For more information, see the Oracle Fusion Middleware
Third-Party Application Server Guide.
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Understanding Oracle Fusion Middleware

Concepts

This chapter provides information about Oracle Fusion Middleware concepts that are
related to administering Oracle Fusion Middleware.

Understanding Key Oracle Fusion Middleware Concepts

What Is an Oracle WebLogic Server Domain?

What Is an Oracle Instance?
What Is a Middleware Home?
What Is a WebLogic Server Home?

What Is an Oracle Home and the Oracle Common Home?

What Is the Oracle Metadata Repository?

2.1 Understanding Key Oracle Fusion Middleware Concepts

Oracle Fusion Middleware provides two types of components:

A Java component, which is an Oracle Fusion Middleware component that is
deployed as one or more Java EE applications and a set of resources. Java
components are deployed to an Oracle WebLogic Server domain as part of a
domain template. Examples of Java components are the Oracle SOA Suite and
Oracle WebCenter components.

A system component, which is a manageable process that is not deployed as a
Java application. Instead, a system component is managed by Oracle Process
Manager and Notification (OPMN). The system components are:

Oracle HTTP Server

Oracle Web Cache

Oracle Internet Directory

Oracle Virtual Directory

Oracle Forms Services

Oracle Reports

Oracle Business Intelligence Discoverer

Oracle Business Intelligence

A Java component and a system component are peers.
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After you install and configure Oracle Fusion Middleware, your Oracle Fusion
Middleware environment contains the following:

= An Oracle WebLogic Server domain, which contains one Administration Server
and one or more Managed Servers. The Administration Server contains Oracle
WebLogic Server Administration Console and Fusion Middleware Control. The
Managed Servers contain components, such as Oracle WebCenter and Oracle SOA
Suite.

See Section 2.2 for information about Oracle WebLogic Server domains.

= If your environment includes system components, one or more Oracle instances.
See Section 2.3 for information about Oracle instances.

= A database that is used as a metadata repository, if the components you installed
require one. For example, Oracle SOA Suite requires a metadata repository. See
Section 2.7 for information about metadata repositories.

Figure 2-1 shows an Oracle Fusion Middleware environment with an Oracle
WebLogic Server domain that contains an Administration Server, two Managed
Servers, and an Oracle instance. The environment also includes a metadata repository.

Figure 2-1 Oracle Fusion Middleware Environment
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Your environment also includes a Middleware home, which consists of the Oracle
WebLogic Server home, and, optionally, an Oracle Common home and one or more
Oracle homes. See Section 2.4 for more information.

Note: You can also use Oracle Fusion Middleware with IBM
Websphere. For more information, see the Oracle Fusion Middleware
Third-Party Application Server Guide.

2.2 What Is an Oracle WebLogic Server Domain?

An Oracle WebLogic Server administration domain is a logically related group of Java
components. A domain includes a special WebLogic Server instance called the
Administration Server, which is the central point from which you configure and
manage all resources in the domain. Usually, you configure a domain to include
additional WebLogic Server instances called Managed Servers. You deploy Java
components, such as Web applications, E]Bs, and Web services, and other resources, to
the Managed Servers and use the Administration Server for configuration and
management purposes only.

Managed Servers in a domain can be grouped together into a cluster.

The directory structure of a domain is separate from the directory structure of the
WebLogic Server home. It can reside anywhere; it need not be within the Middleware
home directory. The top-level directory of a domain is referred to as the domain
home.

A domain is a peer of an Oracle instance. Both contain specific configurations outside
of their Oracle homes.

Figure 2-2 shows a domain with an Administration Server, three standalone Managed
Servers, and three Managed Servers in a cluster.

Figure 2-2 Oracle WebLogic Server Domain
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See Also: Oracle Fusion Middleware Understanding Domain
Configuration for Oracle WebLogic Server for more information about
domain configuration

The following topics describe entities in the domain:
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= What Is the Administration Server?
s Understanding Managed Servers and Managed Server Clusters

= What Is Node Manager?

2.2.1 What Is the Administration Server?

The Administration Server operates as the central control entity for the configuration
of the entire domain. It maintains the domain's configuration documents and
distributes changes in the configuration documents to Managed Servers. The
Administration Server serves as a central location from which to manage and monitor
all resources in a domain.

Each domain must have one server instance that acts as the Administration Server.

To interact with the Administration Server, you can use the Oracle WebLogic Server
Administration Console, Oracle WebLogic Scripting Tool (WLST), or create your own
JMX client. In addition, you can use Fusion Middleware Control for some tasks.

Oracle WebLogic Server Administration Console and Fusion Middleware Control run
in the Administration Server. Oracle WebLogic Server Administration Console is the
Web-based administration console used to manage the resources in an Oracle
WebLogic Server domain, including the Administration Server and Managed Servers.
Fusion Middleware Control is a Web-based administration console used to manage
Oracle Fusion Middleware, including components such as Oracle HTTP Server, Oracle
SOA Suite, Oracle WebCenter, Oracle Portal, and Oracle Identity Management.

See Also:

m  Section 3.3 for more information about Fusion Middleware
Control

m  Section 3.4 of this book, as well as the Oracle Fusion Middleware
Introduction to Oracle WebLogic Server and the Oracle WebLogic
Server Administration Console Online help, for more information
about Oracle WebLogic Server Administration Console

2.2.2 Understanding Managed Servers and Managed Server Clusters

Managed Servers host business applications, application components, Web services,
and their associated resources. To optimize performance, Managed Servers maintain a
read-only copy of the domain's configuration document. When a Managed Server
starts, it connects to the domain's Administration Server to synchronize its
configuration document with the document that the Administration Server maintains.

When you create a domain, you create it using a particular domain template. That
template supports a particular component or group of components, such as the Oracle
SOA Suite. The Managed Servers in the domain are created specifically to host those
particular Oracle Fusion Middleware components.

Oracle Fusion Middleware Java components (such as Oracle SOA Suite, Oracle
WebCenter, and some Identity Management components), as well as
customer-developed applications, are deployed to Managed Servers in the domain.

If you want to add other components, such as Oracle WebCenter, to a domain that was
created using a template that supports another component, you can extend the domain
by creating additional Managed Servers in the domain, using a domain template for
the component that you want to add. See Section 19.2 for more information.

2-4 Oracle Fusion Middleware Administrator's Guide



What Is a Middleware Home?

For production environments that require increased application performance,
throughput, or high availability, you can configure two or more Managed Servers to
operate as a cluster. A cluster is a collection of multiple WebLogic Server instances
running simultaneously and working together to provide increased scalability and
reliability. In a cluster, most resources and services are deployed identically to each
Managed Server (as opposed to a single Managed Server), enabling failover and load
balancing. A single domain can contain multiple Oracle WebLogic Server clusters, as
well as multiple Managed Servers that are not configured as clusters. The key
difference between clustered and nonclustered Managed Servers is support for
failover and load balancing. These features are available only in a cluster of Managed
Servers.

See Also: "Understanding WebLogic Server Clustering" in Oracle
Fusion Middleware Using Clusters for Oracle WebLogic Server

2.2.3 What Is Node Manager?

Node Manager is a Java utility that runs as a separate process from Oracle WebLogic
Server and allows you to perform common operations for a Managed Server,
regardless of its location with respect to its Administration Server. While use of Node
Manager is optional, it provides valuable benefits if your Oracle WebLogic Server
environment hosts applications with high-availability requirements.

If you run Node Manager on a computer that hosts Managed Servers, you can start
and stop the Managed Servers remotely using the Administration Console, Fusion
Middleware Control, or the command line. Node Manager can also automatically
restart a Managed Server after an unexpected failure.

See Also: Oracle Fusion Middleware Node Manager Administrator’s
Guide for Oracle WebLogic Server

2.3 What Is an Oracle Instance?

An Oracle instance contains one or more system components, such as Oracle Web
Cache, Oracle HTTP Server, or Oracle Internet Directory. The system components in
an Oracle instance must reside on the same computer. An Oracle instance directory
contains updatable files, such as configuration files, log files, and temporary files.

An Oracle instance is a peer of an Oracle WebLogic Server domain. Both contain
specific configurations outside of their Oracle homes.

The directory structure of an Oracle instance is separate from the directory structure of
the Oracle home. It can reside anywhere; it need not be within the Middleware home
directory.

2.4 What Is a Middleware Home?

A Middleware home is a container for the Oracle WebLogic Server home, and,
optionally, one Oracle Common home and one or more Oracle homes.

A Middleware home can reside on a local file system or on a remote shared disk that is
accessible through NFS.

See Section 2.5 for information about Oracle WebLogic Server homes. See Section 2.6
for information about Oracle homes.
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2.5 What Is a WebLogic Server Home?

A WebLogic Server home contains installed files necessary to host a WebLogic Server.
The WebLogic Server home directory is a peer of Oracle home directories and resides
within the directory structure of the Middleware home.

2.6 What Is an Oracle Home and the Oracle Common Home?

An Oracle home contains installed files necessary to host a specific component or
software suite. For example, the SOA Oracle home contains a directory that contains
binary and library files for Oracle SOA Suite.

An Oracle home resides within the directory structure of the Middleware home. Each
Oracle home can be associated with multiple Oracle instances or Oracle WebLogic
Server domains. There can be multiple Oracle homes within each Middleware home.

The Oracle Common home contains the binary and library files required for Fusion
Middleware Control and Java Required Files (JRF). There can be only one Oracle
Common home within each Middleware home.

2.7 What Is the Oracle Metadata Repository?

The Oracle Metadata Repository contains metadata for Oracle Fusion Middleware
components, such as Oracle BPEL Process Manager, Oracle B2B, and Oracle Portal. It
can also contain metadata about the configuration of Oracle Fusion Middleware and
metadata for your applications.

A metadata repository can be database-based or file-based. If it is database-based, you
can create it in an existing database using the Repository Creation Utility (RCU).

Oracle Fusion Middleware supports multiple repository types. A repository type
represents a specific schema or set of schemas that belong to a specific Oracle Fusion
Middleware component (for example, Oracle SOA Suite or Oracle Internet Directory.)

A particular type of repository, the Oracle Metadata Services (MDS) repository,
contains metadata for most Oracle Fusion Middleware components, such as Oracle
B2B, and for certain types of applications.

See Also: Chapter 14 for more information about metadata
repositories
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Part I

Basic Administration

This part describes basic administration tasks.

Part II contains the following chapters:

s Chapter 3, "Getting Started Managing Oracle Fusion Middleware"
s Chapter 4, "Starting and Stopping Oracle Fusion Middleware"

s Chapter 5, "Managing Ports"
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Getting Started Managing Oracle Fusion
Middleware

When you install Oracle Fusion Middleware, you install the binary files, such as
executable files, jar files, and libraries. Then, you use configuration tools to configure
the software. This chapter provides information you need to get started managing
Oracle Fusion Middleware, including information about the tools you use.

This chapter includes the following topics:

s Setting Up Environment Variables

s Overview of Oracle Fusion Middleware Administration Tools

s Getting Started Using Oracle Enterprise Manager Fusion Middleware Control
s Getting Started Using Oracle WebLogic Server Administration Console

s Getting Started Using Command-Line Tools

s Getting Started Using the Fusion Middleware Control MBean Browsers

= Managing Components

s Changing the Administrative User Password

= Basic Tasks for Configuring and Managing Oracle Fusion Middleware

3.1 Setting Up Environment Variables

When you installed Oracle Fusion Middleware, you were logged in to your operating
system as a particular user. You should always log in as this user to manage your
installation because this user has permission to view and modify the files in your
installation's Oracle home.

To use Oracle Fusion Middleware, you must set environment variables as shown in
the following tables:

s Table 3-1, " Environment Variables for Linux and UNIX"

s Table 3-2, " Environment Variables for Windows"

Table 3-1 Environment Variables for Linux and UNIX

Environment Variable Value

DISPLAY hostname:display_number.screen_number
Very few tools, such as oidadmin, require the DISPLAY variable.

Getting Started Managing Oracle Fusion Middleware 3-1



Setting Up Environment Variables

Table 3-1 (Cont.) Environment Variables for Linux and UNIX

Environment Variable Value

LD_LIBRARY_PATH On Solaris, ensure that the value contains the following directory:
SORACLE_HOME/1ib32

On Linux and HP-UX, ensure that the value contains the following
directory:

$ORACLE_HOME/1lib

On IBM AIX, ensure that this environment variable is not set.

(IBM AIX only) If the calling application is a 32-bit application, ensure that the
LIBPATH value contains the following directory:

SORACLE_HOME/1ib32

If the calling application is a 64-bit application, ensure that the
value contains the following directory:

$ORACLE_HOME/1lib

(Solaris only) Ensure that the value contains the following directory:

LD_LIBRARY_PATH_64 SORACLE_HOME/1ib

(HP-UX only) Ensure that the value contains the following directory:

SHLIB_PATH SORACLE_HOME/11b32

MW_HOME Set the value to the full path of the installation's Middleware home.
Do not use a trailing slash in the definition. The following example
shows the full path:

/scratch/Oracle/Middleware

ORACLE_HOME Setting this is useful if you are working with just one Oracle home.
Set to the full path of the Oracle home. Do not use a trailing slash in
the definition. The following example shows the full path:

/scratch/Oracle/Middleware/ORACLE_HOME_SOAl

ORACLE_INSTANCE Optional. Setting this is useful if you have only one Oracle instance
in your environment or if you are working with just that one
instance. Set to the full path of an Oracle instance. Do not use a
trailing slash in the definition. The following example shows the
full path of a Web Tier installation:

/scratch/Oracle/Middleware/WebTier/instances/instancel

PATH Ensure that the value contains the following directories, which
contains basic commands used by all installations:

$ORACLE_COMMON_HOME/bin
$SORACLE_COMMON_HOME/common/bin

When you start to work with specific components, you may want
to add additional directories to your path, as recommended by the
component documentation.

JAVA_HOME Ensure that the value contains the following directory:
MW_HOME/jdkn

CLASSPATH Ensure that the value contains the following directories:
SORACLE_HOME/lib:MW_HOME/jdkn/lib

Table 3-2 shows the environment variables for Windows.
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Table 3-2 Environment Variables for Windows

Environment Variable Value

MW_HOME Set the value to the full path of the installation's Middleware home.
Do not use a trailing backslash in the definition. The following
example shows the full path:

C:\oracle\Middleware

ORACLE_HOME Setting this is useful if you are working with just one Oracle home.
Set the value to the full path of the Oracle home. Do not use a
trailing backslash in the definition. The following example shows
the full path:

C:\oracle\Middleware\ORACLE_SOAl

ORACLE_INSTANCE  Optional. Setting this is useful if you have only one Oracle instance
in your environment or if you are working with just that one
instance. Set the value to the full path of an Oracle instance. Do not
use a trailing backslash in the definition. The following example
shows the full path of a Web Tier installation:

C:\oracle\Middleware\WebTier\instances\instancel

PATH Ensure that the value contains the following directory, which
contains basic commands used by all installations:

ORACLE_COMMON_HOME\bin
ORACLE_COMMON_HOME\ common\bin

JAVA_HOME Ensure that the value contains the following directory:
MW_HOME\ dkn

CLASSPATH Ensure that the value contains the following directories:
ORACLE_HOME\1ib:Mw_HOME\jdkn\lib

TEMP Set the value to your temp directory, for example, C:\temp.

TMP Set the value to your temp directory, for example, C:\temp.

Best Practices for Multiple Installations on a UNIX Host

If you have multiple installations of Oracle Fusion Middleware on a UNIX host, it is
very important to completely set your environment when managing a particular
installation.

Some Oracle Fusion Middleware commands use the MW_HOME and ORACLE_
HOME environment variables to determine which installation to operate on, and some
use the directory location of the command. It is, therefore, not sufficient to simply reset
your environment variables or change directories to a different Oracle home as you
move between installations. You must fully change to the new installation as follows:

1. Log in as the user who installed Oracle Fusion Middleware.

On UNIX hosts, you may also use the su command to switch to the user, but be
sure to use the dash (-) option so that your environment is set the same as it
would have been had you actually logged in as that user. For example:

su - user

2. Set the correct environment variables for the installation, as described in Table 3-1.

3. Execute commands in the Middleware home and Oracle home of the correct
installation.

Multiple Installations by the Same User If you installed multiple installations as the
same user, ensure that you are in the correct Middleware home and Oracle home and

Getting Started Managing Oracle Fusion Middleware 3-3



Overview of Oracle Fusion Middleware Administration Tools

have the correct environment variables set when working on a particular installation.
You may want to set up some scripts to make it easy to change from one installation to
another.

3.2 Overview of Oracle Fusion Middleware Administration Tools

After you install and configure Oracle Fusion Middleware, you can use the graphical
user interfaces or command-line tools to manage your environment.

Oracle offers the following primary tools for managing your Oracle Fusion
Middleware installations:

s Oracle Enterprise Manager Fusion Middleware Control. See Section 3.3.
= Oracle WebLogic Server Administration Console. See Section 3.4

s The Oracle Fusion Middleware command-line tools. See Section 3.5.

s The Fusion Middleware Control MBean Browser. See Section 3.6.

Note that you should use these tools, rather than directly editing configuration files, to
perform all administrative tasks unless a specific procedure requires you to edit a file.
Editing a file may cause the settings to be inconsistent and generate problems.

Note: For information about using administration tools for IBM
Websphere, see "Summary of the Oracle Fusion Middleware
Management Tools on IBM WebSphere" in the Oracle Fusion
Middleware Third-Party Application Server Guide.

Both Fusion Middleware Control and Oracle WebLogic Server Administration
Console are graphical user interfaces that you can use to monitor and administer your
Oracle Fusion Middleware environment. You can install Fusion Middleware Control
and the Administration Console when you install most Oracle Fusion Middleware
components.

Note the following;:

= If you install a standalone Oracle WebLogic Server Fusion Middleware Control is
not installed, only the Administration Console is installed.

= If you install Oracle JDeveloper, neither Fusion Middleware Control or the
Administration Console are installed. They can be installed if you install Oracle
Fusion Middleware Application Developer.

You can perform some tasks with either tool, but for other tasks, you can only use one
of the tools. Table 3-3 lists some common tasks and the recommended tool.

Table 3-3 Comparing Fusion Middleware Control and WebLogic Server Administration

Console

Task Tool to Use

Manage Oracle WebLogic Server Use:

Create additional Managed Servers WebLogic Server Administration Console
Clone Managed Servers WebLogic Server Administration Console
Cluster Managed Servers WebLogic Server Administration Console

Start and stop Oracle WebLogic Server =~ Fusion Middleware Control or WebLogic Server
Administration Console
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Table 3-3 (Cont.) Comparing Fusion Middleware Control and WebLogic Server

Administration Console

Task

Tool to Use

Add users and groups

WebLogic Server Administration Console if using
the default embedded LDAP; if using another LDAP
server, use the LDAP server's tool

Manage Data Sources

Use:

Create data sources

WebLogic Server Administration Console

Create connection pools

WebLogic Server Administration Console

Manage JMS Resources

Use:

Create JMS queues

WebLogic Server Administration Console

Configure advanced queuing

WebLogic Server Administration Console

Manage SOA environment

Use:

Deploy SOA Composite applications

Fusion Middleware Control

Monitor SOA Composite applications

Fusion Middleware Control

Modify Oracle BPEL Process Manager
MBean properties

Fusion Middleware Control

Debug applications such as Oracle
BPEL Process Manager applications

Fusion Middleware Control

ADF Applications

Use:

Deploy ADF applications

Fusion Middleware Control

Java EE applications

Use:

Deploy Java EE applications

WebLogic Server Administration Console or Fusion
Middleware Control

Security

Use:

Configure and manage auditing

Fusion Middleware Control

Configure SSL

WebLogic Server Administration Console for Oracle
WebLogic Server

Fusion Middleware Control for Java components and
system components. See Chapter 6.

Change passwords

WebLogic Server Administration Console

Manage Components

Use:

View and manage log files

Fusion Middleware Control for most log files

WebLogic Server Administration Console for the
following logs:

DOMAIN_HOME/servers/server._
name/logs/access.log
DOMAIN_HOME/servers/server._
name/data/ldap/log/EmbeddedLDAP. log
DOMAIN_HOME/servers/server._
name/data/ldap/log/EmbeddedLDAPAccess. log

Change ports

WebLogic Server Administration Console for Oracle
WebLogic Server and Java components

For some system components, Fusion Middleware
Control. See the Administration Guide for the
component.
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Table 3-3 (Cont.) Comparing Fusion Middleware Control and WebLogic Server
Administration Console

Task Tool to Use

Manage Oracle HTTP Server Fusion Middleware Control
Manage Oracle Web Cache Fusion Middleware Control
Start and stop components Fusion Middleware Control
Start and stop applications Fusion Middleware Control

3.3 Getting Started Using Oracle Enterprise Manager Fusion Middleware

Control

Fusion Middleware Control is a Web browser-based, graphical user interface that you
can use to monitor and administer a farm.

A farm is a collection of components managed by Fusion Middleware Control. It can
contain an Oracle WebLogic Server domain, one Administration Server, one or more
Managed Servers, clusters, one or more Oracle instances, and the Oracle Fusion
Middleware components that are installed, configured, and running in the domain or
Oracle instances.

Fusion Middleware Control organizes a wide variety of performance data and
administrative functions into distinct, Web-based home pages for the farm, domain,
servers, components, and applications. The Fusion Middleware Control home pages
make it easy to locate the most important monitoring data and the most commonly
used administrative functions—all from your Web browser.

The following topics are discussed in this section:

s Displaying Fusion Middleware Control

= Using Fusion Middleware Control Help

= Navigating Within Fusion Middleware Control

s Understanding Users and Roles for Fusion Middleware Control
s Viewing and Managing the Farm

» Viewing and Managing Components

= Viewing the Status of Applications

3.3.1 Displaying Fusion Middleware Control

To display Fusion Middleware Control, you enter the Fusion Middleware Control
URL, which includes the name of the host and the administration port number
assigned during the installation. The following shows the format of the URL:

http://hostname.domain:port/em

The port number is the port number of the Administration Server. By default, the port
number is 7001. The port number is listed in the following file:
DOMAIN_HOME/config/config.xml

For some installation types, such as SOA or Web Tier, if you saved the installation

information by clicking Save on the last installation screen, the URL for Fusion
Middleware Control is included in the file that is written to disk (by default to your
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home directory). For other installation types, the information is displayed on the
Create Domain screen of the Configuration Wizard when the configuration completes.

To display Fusion Middleware Control:
1. Enter the URL in your Web browser. For example:

http://hostl.example.com:7001/em

The following shows the login page:

ORACLE

Enterprise Manager 11g
Fusion Middleware Control

Login to Oracle Fusion Middleware Control

Farm  Farm_soa_domain

* User Name |

*Password |

[=/Menu Based Navigation =/ S0A Management Manage and Secure Web Services and SOA Applications :

Finding a Feature in Enterprise Manager is ‘fou can manage, monitor and diagnose the You tan manage and secure Web services and SOA applications.

now easy with menus, Well-designed menu S04 infrastructure, as well as the composite You can define new service palicies. You can enforce service
navigation makes the product easy to learn applications you deploy. You can configure policies of service endpoints. You can also test Web service
it tns service engines such as BPEL, Mediatar, endpaints and monitor their performance and Faults,

Interactive Correlation Charts Hurnan Wark Flow and can deploy and

Dynamic Context Menu manage SCA composite applications.

Context Sensitive Help Identity Management

WebCenter Management
Complete Security and Audit
Management

2. Enter the Oracle Fusion Middleware administrator user name and password and
click Login.

The default user name for the administrator user is weblogic. This is the account
you can use to log in to Fusion Middleware Control for the first time. The
password is the one you supplied during the installation of Oracle Fusion
Middleware.

3.3.2 Using Fusion Middleware Control Help

At any time while using the Fusion Middleware Control Console, you can click Help
at the top of the page to get more information. In most cases, the Help window
displays a help topic about the current page. Click Contents in the Help window to
browse the list of help topics, or click Search to search for a particular word or phrase.

3.3.3 Navigating Within Fusion Middleware Control

Fusion Middleware Control displays the target navigation pane on the left and the
content pane on the right. For example, when you first log in to Fusion Middleware
Control, the farm home page is displayed on the right.

From the target navigation pane, you can expand the tree and select an Oracle
WebLogic Server domain, an Oracle WebLogic Server Managed Server, a component,
an application, or a Metadata Repository.
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When you select a target, such as a Managed Server or a component, the target's home
page is displayed in the content pane and that target's menu is displayed at the top of

the page, in the context pane. For example, if you select a Managed Server, the

WebLogic Server menu is displayed. You can also view the menu for a target by
right-clicking the target in the navigation pane.

The following figure shows the target navigation pane and the home page of an
Managed Server. Because a Managed Server was selected, the dynamic target menu
listed in the context pane is the WebLogic Server menu.
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In the preceding figure, the following items are called out:

Request Processing  Bean Access

T
~

s Target Navigation Pane lists all of the targets in the farm in a navigation tree.

= Content Pane shows the current page for the target. When you first select a target,
that target's home page is displayed.

= Farm Menu provides a list of operations that you can perform on the farm. The
Farm menu is always available.

= Dynamic Target Menu provides a list of operations that you can perform on the
currently selected target. The menu that is displayed depends on the target you
select. The menu for a specific target contains the same operations as those in the
Right-Click Target Menu.
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Right-Click Target Menu provides a list of operations that you can perform on
the currently selected target. The menu is displayed when you right-click the
target name in the target navigation pane. In the figure, even though the
WebLogic Server is selected and its home page is displayed, the right-click target
menu displays the operations for a metadata repository because the user has
right-clicked the metadata repository.

The menu for a specific target contains the same operations as those in the
Dynamic Target Menu.

Topology Viewer displays the topology of the farm.
Target Name is the name of the currently selected target.

Target Information Icon provides information about the target. For example, for a
domain, it displays the target name, the version, and the domain home.

Context Pane provides the name of the target, the name of the current user, the
host name, and the time of the last page refresh, as well as the Refresh icon.

Expand All/Collapse All lets you expand or collapse the navigation tree.

Refresh indicates when the page is being refreshed. Click it to refresh a page with
new data. (Refreshing the browser window refreshes the page but does not
retrieve new data.)

Return to login takes you to the login page when you click the Oracle Enterprise
Manager logo.

In addition, from Fusion Middleware Control, from the home pages of targets such as
the Administration Server or Managed Servers, you can access the WebLogic Server
Administration Console. For information about configuring Single Sign-On between
Fusion Middleware Control and the WebLogic Server Administration Console, see
"Configuring Single Sign-On for Administration Consoles" in the Oracle Fusion
Middleware Enterprise Deployment Guide for Oracle Identity Management.

Table 3—4 describes some common ways you can navigate within Fusion Middleware
Control.

Table 3-4 Navigating Within Fusion Middleware Control

To: Take This Action:

View all of the targets in the Click the Expand All icon at the top of the target navigation
farm pane.

Navigate to the farm Select the farm from the target navigation pane. The farm's

home page is displayed in the content pane.

Operate on the farm Select the Farm menu, which is always available at the top left of

Fusion Middleware Control.

Operate on a target Right-click the target in the target navigation pane. The target

menu is displayed.

Alternatively, you can select the target and use the dynamic
target menu in the context pane.

Return to the target's home Click the target name at the top left-hand corner of the context
page pane.
Refresh a page with new Click the Refresh icon in the top right of the context pane.

data
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Table 3-4 (Cont.) Navigating Within Fusion Middleware Control

To: Take This Action:

Return to a previous page  Click the breadcrumbs, which appear below the context pane.
The breadcrumbs appear when you drill down in a target. For
example, choose Logs from the WebLogic Server menu, then
View Log Messages. Select a log file and click View Log File. The
breadcrumbs show:

Log Messages > Log Files > View Log File: logfile_name

View the host on which the Select the target in the target navigation pane and view the host
target is running name in the target's context pane. You can also view the host
name by clicking the Target Information icon.

Return to the login page Click the Oracle Enterprise Manager logo at the top left of the

page.
View the topology Click Topology.
View a server log file Right-click the server name in the target navigation pane.

Choose Logs, and then View Log Messages to see a summary of
log messages and to search log files.

3.3.4 Understanding Users and Roles for Fusion Middleware Control

To access Fusion Middleware Control and perform tasks, you must have the
appropriate role. Fusion Middleware Control uses the Oracle WebLogic Server
security realm and the roles defined in that realm. If a user is not granted one of these
roles, the user cannot access Fusion Middleware Control.

Each role defines the type of access a user has. For example, a user with the role
Admin has full privileges. A user with the role Operator has privileges to perform
essential day-to-day operations. A user with the role Monitor has privileges only to
view the configuration.

See Also: "Users, Groups, and Security Roles" in the Oracle Fusion
Middleware Securing Resources Using Roles and Policies for Oracle
WebLogic Server

3.3.5 Viewing and Managing the Farm

When you log in to Fusion Middleware Control, the first page you see is the Farm
home page. You can also view this page at any time by selecting the farm in the target
navigation pane.

The following figure shows the Farm home page:
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The Farm menu is displayed at the top of the page. From the Farm menu, you can take

the following actions:

View log messages.

Specify monitoring credentials

Create and delete components and create clusters

The Farm menu is always displayed, even if you have selected other entities.

You can view the farm topology by selecting Topology. The Topology Viewer
provides you with a high-level view of the topology, including Managed Servers,
deployed applications, and the routing configuration. See Section 11.3 for information
about using the Topology Viewer.

3.3.6 Viewing and Managing Components

From the target navigation pane, you can drill down to view and manage the
components in your farm.

For example, to view and manage Oracle SOA Suite, take the following steps:

1.
2.

Select the SOA instance.

In the target navigation pane, expand the farm, then SOA.

The home page for the SOA instance is displayed, as shown in the following
figure:
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3. From the SOA Infrastructure menu, you can perform many administrative tasks,
such as starting, stopping, and monitoring Oracle SOA Suite and deploying SOA
composite applications.

As another example, to view and manage Oracle HTTP Server, take the following
steps:

1. In the target navigation pane, expand the farm, then Web Tier.
2. Select the Oracle HTTP Server instance, for example, ohs1.

The home page for the Oracle HTTP Server ohsl is displayed, as shown in the
following figure:
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From the HTTP Server menu, you can perform many administrative tasks, such as
starting, stopping, and monitoring Oracle HTTP Server.

See Also: Section 11.1.5 for more information about monitoring
components

3.3.7 Viewing the Status of Applications

From the target navigation pane, you can drill down to view and manage the
applications in your farm.

To view Java EE applications:

1.

From the target navigation pane, expand the farm and then Application
Deployments.

Select the application that you want to view.

The application's home page is displayed. In this page, you can view a summary
of the application's status, entry points to the application, Web Services and
modules associated with the application, and the response and load.

To view SOA Composite Applications:

1.
2.

From the target navigation pane, expand the farm, then SOA, and then soa-infra.
Select the application that you want to view.

The application's home page is displayed. It shows information about the
application, such as the recent instances of the application, the faults and rejected
messages and the policies.
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3.4 Getting Started Using Oracle WebLogic Server Administration

Console

Oracle WebLogic Server Administration Console is a Web browser-based, graphical
user interface that you use to manage an Oracle WebLogic Server domain. It is
accessible from any supported Web browser with network access to the
Administration Server.

Use the Administration Console to:

Configure, start, and stop WebLogic Server instances
Configure WebLogic Server clusters

Configure WebLogic Server services, such as database connectivity (JDBC) and
messaging (JMS)

Configure security parameters, including creating and managing users, groups,
and roles

Configure and deploy Java EE applications
Monitor server and application performance
View server and domain log files

View application deployment descriptors

Edit selected run-time application deployment descriptor elements

3.4.1 Displaying the Oracle WebLogic Server Administration Console
To display the Administration Console:

1.

Enter the following URL in a browser:

http://hostname:port_number/console

The port number is the port number of the Administration Server. By default, the
port number is 7001.

The login page is displayed.

Log in using the user name and password supplied during installation or another
administrative user that you created.

Oracle WebLogic Server Administration Console is displayed as shown in the
following figure:
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Alternatively, you can access the Administration Console from Fusion Middleware
Control, from the home pages of targets such as the Administration Server or
Managed Servers.

3.4.2 Locking the WebLogic Server Configuration

Before you make configuration changes, lock the domain configuration, so you can
make changes to the configuration while preventing other accounts from making
changes during your edit session. To lock the domain configuration:

1. Locate the Change Center in the upper left of the Administration Console screen.
2. Click Lock & Edit to lock the configuration edit hierarchy for the domain.

As you make configuration changes using the Administration Console, you click Save
(or in some cases Finish) on the appropriate pages. This does not cause the changes to
take effect immediately. The changes take effect when you click Activate Changes in
the Change Center. At that point, the configuration changes are distributed to each of
the servers in the domain. If the changes are acceptable to each of the servers, then
they take effect. If any server cannot accept a change, then all of the changes are rolled
back from all of the servers in the domain. The changes are left in a pending state; you
can then either edit the pending changes to resolve the problem or revert to the
previous configuration.

3.5 Getting Started Using Command-Line Tools

The following topics describe the primary command-line tools you can use to manage
most Oracle Fusion Middleware components:

s Getting Started Using the Oracle WebLogic Scripting Tool (WLST)
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s Getting Started Using Oracle Process Manager and Notification Server

3.5.1 Getting Started Using the Oracle WebLogic Scripting Tool (WLST)

The Oracle WebLogic Scripting Tool (WLST) is a command-line scripting environment
that you can use to create, manage, and monitor Oracle WebLogic Server domains. It is
based on the Java scripting interpreter, Jython. In addition to supporting standard
Jython features such as local variables, conditional variables, and flow-control
statements, WLST provides a set of scripting functions (commands) that are specific to
WebLogic Server. You can extend the WebLogic scripting language to suit your needs
by following the Jython language syntax.

You can use WLST commands in the following ways:
= Interactively, on the command line

» Inscript mode, supplied in a file

= Embedded in Java code

For example, to invoke WLST interactively, and connect to the WebLogic Server, use
the following commands:

java weblogic.WLST
connect ('username', 'password', 'localhost:7001')

To display information about WLST commands and variables, enter the help
command. For example, to display a list of categories for online commands, enter the

following:

wls:/base_domain/serverConfig> help('online')
help('activate') Activate the changes.
help('addListener') Add a JMX listener to the specified MBean.
help('adminHome"') Administration MBeanHome.
help('cancelEdit"') Cancel an edit session.
help('cd") Navigate the hierarchy of beans.
help('cmo") Current Management Object.

To monitor the status, you use the WLST state command, using the following
format:

state(name, type)

For example to get the status of the Managed Server soa_serverl, use the following

command:
wls:/SOA_domain/serverConfig> state('soa_serverl', 'Server')
Current state of 'soa_serverl' : RUNNING

See Also: Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference

3.5.1.1 Using Custom WLST Commands

Many components, such as Oracle SOA Suite, Oracle Platform Security Services
(OPSS), Oracle Fusion Middleware Audit Framework, and MDS, and services such as
SSL and logging, provide custom WLST commands.
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To use those custom commands, you must invoke the WLST script from the
appropriate Oracle home. Do not use the WLST script in the WebLogic Server home.

For the following components and services, invoke WLST from the Oracle
Common home:

- Oracle Application Development Framework
- Oracle Fusion Middleware Audit Framework
- Oracle Access Manager

- Oracle Platform Security Services

- Oracle Metadata Services

- Diagnostic Framework

— Dynamic Monitoring Service (DMS)

- Logging

- Secure Sockets Layer (SSL)

— Oracle JRF

- Oracle Web Services

- Oracle Web Services Manager

The script is located at:

(UNIX) ORACLE_COMMON_HOME/common/bin/wlst.sh
(Windows) ORACLE_COMMON_HOME\ common\bin\wlst.cmd

For other components, such as Oracle HTTP Server, Oracle SOA Suite, or Oracle
WebCenter, invoke WLST from the Oracle home in which the component has been
installed. The script is located at:

(UNIX) ORACLE_HOME_for component/common/bin/wlst.sh
(Windows) ORACLE_HOME_for_component\common\bin\wlst.cmd
For example, to run the custom WLST commands for Oracle SOA Suite on a Linux

system, use the following commands:

cd ORACLE_HOME_for_SOA/common/bin
./wlst.sh

3.5.1.2 Using WLST Commands for System Components

In addition to the commands provided by WLST for Oracle WebLogic Server, WLST
provides a subset of commands to manage system components. These commands are:

startproc(componentName [, componentType] [, componentSet): Starts the specified
component.

stopproc(componentName [, componentType] [, componentSet): Stops the specified
component.

status(componentName [, componentType] [, componentSet): Obtains the status of the
specified component.

proclist(): Obtains the list of components.

To use these custom commands, you must invoke the WLST script from the Oracle
home in which the component has been installed. Do not use the WLST script in the
WebLogic Server home. The script is located at:
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(UNIX) ORACLE_HOME_for component/common/bin/wlst.sh
(Windows) ORACLE_HOME_for_component\common\bin\wlst.cmd

3.5.2 Getting Started Using Oracle Process Manager and Notification Server

Oracle Process Manager and Notification Server (OPMN) manages and monitors the
following Oracle Fusion Middleware components, referred to as system components:

= Oracle HTTP Server

s Oracle Web Cache

s Oracle Internet Directory

s Oracle Virtual Directory

s Oracle Forms Services

s Oracle Reports

s Oracle Business Intelligence Discoverer
= Oracle Business Intelligence

OPMN provides the opmnct1 command. The executable file is located in the
following directories:

s  ORACLE_HOME/opmn/bin/opmnctl: The opmnctl command from this location
should be used only to create an Oracle instance or a component for an Oracle
instance on the local system. Any opmnctl commands generated from this location
should not be used to manage system processes or to start OPMN.

On Windows, if you start OPMN using the opmnctl start command from this
location, OPMN and its processes terminate when the Windows user has logged
out.

s ORACLE_INSTANCE/bin/opmnctl: The opmnctl command from this location
provides a per Oracle instance instantiation of opmnctl. Use opmnctl commands
from this location to manage processes for this Oracle instance. You can also use
this opmnctl to create components for the Oracle instance.

On Windows, if you start OPMN using the opmnctl start command from this
location, it starts OPMN as a Windows service. As a result, the OPMN parent
process, and the processes which it manages, persist after the MS Windows user
has logged out.

To view the status of all system components in an Oracle instance, use the following
command:

opmnctl status
Processes in Instance: webtier_inst

————————————————————————————————— B T it Tttt T T
ias-component | process-type | pid | status
————————————————————————————————— B T it Tttt T T
webcachel | WebCache-admin | 19556 | Alive
webcachel | WwebCache | 19555 | Alive
ohsl | oHS | 7249 | Alive

To view the status of a particular component or component type, use the following
command:

opmnctl status componentName [, componentTypel [, componentSet]
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For example, to view the status of an Oracle Virtual Directory instance named ovdl,
use the following command:

opmnctl status ias-component=ovdl
You can use OPMN to start and stop system components, monitor system
components, and perform many other tasks related to process management. For

example, you can use the following commands to start and stop OPMN and all
OPMN-managed processes, such as Oracle HTTP Server and Oracle Web Cache:

opmnctl startall
opmnctl stopall

To start a component, use the following command:

opmnctl startproc componentName [, componentType] [, componentSet

For example, to start an Oracle HTTP Server instance named ohs1, use the following
command:

opmnctl startproc ias-component=ohsl

See Also:

s Chapter 4 for information about starting and stopping your
Oracle Fusion Middleware environment

s Chapter 11 for more information about monitoring your Oracle
Fusion Middleware environment

s Oracle Fusion Middleware Oracle Process Manager and Notification
Server Administrator’s Guide

3.6 Getting Started Using the Fusion Middleware Control MBean

Browsers

A managed bean (MBean) is a Java object that represents a JMX manageable resource
in a distributed environment, such as an application, a service, a component or a
device.

MBeans are defined in the Java EE Management Specification (JSR-77), which is part of
Java Management Extensions, or JMX, a set of specifications that allow standard
interfaces to be created for managing applications in a Java EE environment. For
information about JSR-77, see:

http://java.sun.com/j2ee/tools/management/

You can create MBeans for deployment with an application into Oracle WebLogic
Server, enabling the application or its components to be managed and monitored
through Fusion Middleware Control.

See Also: "Understanding WebLogic Server MBeans" in the Oracle
Fusion Middleware Developing Custom Management Utilities With JMX
for Oracle WebLogic Server

Fusion Middleware Control provides a set of MBean browsers that allow to you
browse the MBeans for an Oracle WebLogic Server or for a selected application. You
can also perform specific monitoring and configuration tasks from the MBean
browser.
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The MBeans are organized into three groups: Configuration MBeans, Runtime
MBeans, and Application-Defined MBeans.

The following topics describe how to view or configure MBeans:
s Using the System MBean Browser

s Using the MBeans for a Selected Application

3.6.1 Using the System MBean Browser

You can view the System MBean Browser for many entities, including an Oracle
WebLogic Server domain, an Administration Server, a Managed Server, or an
application. You can search for an MBean, filter the list of MBeans, and refresh the list
of MBeans in the MBean navigation tree.

To view the System MBean Browser specific to a particular Oracle WebLogic Server
Managed Server and to configure and use the MBeans:

1. From the target navigation pane, expand the farm, then WebLogic Domain, and
then the domain.

2. Select the Managed Server.
3. From the WebLogic Server menu, choose System MBean Browser.
The System MBean Browser page is displayed.

4. Expand a node in the MBean navigation tree and drill down to the MBean you
want to access. Select an MBean instance.

If you do not know the location of an MBean, you can search for the MBean:
a. Click the Find icon at the top of the MBean navigation tree.
b. For Find, select MBean Name.
You can also select Attributes, Operations, or JMX syntax.
c. Enter the name of the MBean and click the arrow.

5. To view the MBean's attributes, select the Attributes tab. Some attributes allow
you to change their values. To do so, enter the value in the Value column.

6. To view the available operations, select the Operations tab. To perform an
operation, click the operation. The Operations page appears. Enter any applicable
values and click Invoke.

See Also: The Fusion Middleware Control online help

3.6.2 Using the MBeans for a Selected Application

You can view, configure, and use the MBeans for a specific application by taking the
steps described in Section 3.6.1, and drilling down to the application. As an
alternative, you can navigate to an application's MBeans using the following steps:

1. From the target navigation pane, expand the farm, then Application
Deployments.

2. Select the application.
3. From the Application Deployments menu, choose System MBean Browser.

The System MBean Browser page is displayed, along with the MBean information
for the application.
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4. To view the MBean's attributes, select the Attributes tab. Some attributes allow
you to change their values. To do so, enter the value in the Value column.

5. To view the available operations, select the Operations tab. To perform an
operation, click the operation. The Operations page appears. Enter any applicable
values and click Invoke.

3.7 Managing Components

Oracle Fusion Middleware components include Oracle WebLogic Server, Java
components that are part of Oracle SOA Suite and WebCenter, such as Oracle BPEL
Process Manager or Oracle Business Activity Monitoring, and system components
such as Oracle Web Cache.

To manage the Oracle WebLogic Server and Java components, you can use WLST,
Oracle WebLogic Server Administration Console, or Fusion Middleware Control.

To manage system components, you can use OPMN, WLST, or Fusion Middleware
Control.

See:

s Oracle Fusion Middleware Installation Planning Guide and the
individual installation guides for information about installing and
configuring components

s Oracle Fusion Middleware Installation Guide for Oracle WebLogic
Server for installing and configuring Oracle WebLogic Server

s The administration guide for each component or suite for more
information about managing these components.

3.8 Changing the Administrative User Password

During the Oracle Fusion Middleware installation, you must specify a password for
the administration account. Then, you can use this account to log in to Fusion
Middleware Control and the Oracle WebLogic Server Administration Console for the
first time. You can create additional administrative accounts using the WLST
command line or the Oracle WebLogic Server Administration Console.

See Also: "Understanding Users and Roles" in the Oracle Fusion
Middleware Application Security Guide

You can change the password of the administrative user using the Oracle WebLogic
Server Administration Console or the WLST command line.

3.8.1 Changing the Administrative User Password Using the Command Line

To change the administrative user password or other user passwords using the
command line, you invoke the UserPasswordEditorMBean.changeUserPassword
method, which is extended by the security realm's AuthenticationProvider MBean.

For more information, see the changeUserPassword method in the Oracle Fusion
Middleware Oracle WebLogic Server MBean Reference.
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3.8.2 Changing the Administrative User Password Using the Administration Console

To change the password of an administrative user using the Oracle WebLogic Server
Administration Console:

1. Navigate to the Oracle WebLogic Server Administration Console. (For example,
from the home page of the domain in Fusion Middleware Control, select To
configure and managed this WebLogic Domain, use the Oracle WebLogic
Server Administration Console.)

2. From the Domain Structure pane, select Security Realms.
The Summary of Security Realms page is displayed.

3. Select a realm, such as myrealm.
The Settings for the realm page is displayed.

4. Select the Users and Groups tab, then the Users tab. Select the user.
The Settings for user page is displayed.

5. Select the Passwords tab.

6. Enter the new password, then enter it again to confirm it.

7. Click Save.

3.9 Basic Tasks for Configuring and Managing Oracle Fusion Middleware

The following provides a summary of the steps you need to take to configure and
manage a basic Oracle Fusion Middleware environment after you have installed the
software:

1. Configure Oracle WebLogic Server and components, such as Oracle SOA Suite,
Oracle HTTP Server, or Oracle Web Cache. See Oracle Fusion Middleware
Installation Planning Guide.

2. Configure SSL. See Chapter 6.

3. Create and manage metadata repositories, including the MDS Repository. See
Section 14.2.

4. Deploy an application. See Chapter 10.

5. Configure load balancing. You can configure load balancing between different
components or applications. See the Oracle Fusion Middleware High Availability
Guide.

6. DBack up your environment. See Chapter 16.
7. Monitor your environment and manage log files. See Chapter 11 and Chapter 12.
8. Expand your environment. See Chapter 19.

This guide also describes other tasks that you may need to perform, depending on
your Oracle Fusion Middleware environment.
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Starting and Stopping Oracle Fusion
Middleware

This chapter describes procedures for starting and stopping Oracle Fusion
Middleware.

It contains the following topics:

s Overview of Starting and Stopping Procedures

s Starting and Stopping Oracle WebLogic Server Instances

» Starting and Stopping Components

s Starting and Stopping Fusion Middleware Control

» Starting and Stopping Oracle Management Agent

» Starting and Stopping Applications

» Starting and Stopping Your Oracle Fusion Middleware Environment

= Starting and Stopping: Special Topics

4.1 Overview of Starting and Stopping Procedures

Oracle Fusion Middleware is a flexible product that you can start and stop in different
ways, depending on your requirements. In most situations, you can use Fusion
Middleware Control, Oracle WebLogic Server Administration Console, or the WLST
or OPMN commands to start or stop Oracle Fusion Middleware components.

These tools are completely compatible and, in most cases, can be used
interchangeably. For example, you can start a J2EE component using WLST and stop it
using Fusion Middleware Control.

Note: For information about starting and stopping servers for IBM
Websphere, see "Starting and Stopping Servers on IBM WebSphere" in
the Oracle Fusion Middleware Third-Party Application Server Guide.

4.2 Starting and Stopping Oracle WebLogic Server Instances

You can start Oracle WebLogic Server Administration Servers using the WLST
command line. You can start and stop Managed Servers using scripts, the WLST
command line, the WebLogic Server Administration Console, or Fusion Middleware
Control. The following sections describe how to start and stop WebLogic Servers using
the WLST command line, Fusion Middleware Control, or both:
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s Starting and Stopping Administration Servers
» Starting and Stopping Managed Servers
= Enabling Servers to Start Without Supplying Credentials

s Configuring Node Manager to Start Managed Servers

4.2.1 Starting and Stopping Administration Servers

You can start and stop Oracle WebLogic Server Administration Servers using the
WLST command line or a script. When you start or stop the Administration Server,
you also start or stop the processes running in the Administration Server, including
the WebLogic Server Administration Console and Fusion Middleware Control.

For example, to start an Administration Server, use the following script:

MW_HOME/user_projects/domains/domain_name/bin/startWebLogic.sh
-Dweblogic.management .username=weblogic
-Dweblogic.management.password=password
-Dweblogic.system.StoreBootIdentity=true

To stop an Administration Server, use the following script:

MW_HOME/user_projects/domains/domain_name/bin/stopWeblogic.sh
username password [admin_url]

4.2.2 Starting and Stopping Managed Servers

You can start and stop Managed Servers using Fusion Middleware Control or WLST
commands and scripts, as described in the following topics:

» Starting and Stopping Managed Servers Using Fusion Middleware Control
» Starting and Stopping Managed Servers Using WLST

4.2.2.1 Starting and Stopping Managed Servers Using Fusion Middleware Control

Fusion Middleware Control and the Oracle WebLogic Server Administration Console
use Node Manager to start Managed Servers. If you are starting a Managed Server that
does not contain Oracle Fusion Middleware products other than Oracle WebLogic
Server, you can start the servers using the procedure in this section.

However, if the Managed Server contains other Oracle Fusion Middleware products,
such as Oracle SOA Suite, Oracle WebCenter, or Oracle JRF, you must first configure
Node Manager, as described in Section 4.2.4.

To start or stop a WebLogic Server Managed Server using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

2. Select the Managed Server.
3. From the WebLogic Server menu, choose Control, then Start Up or Shut Down.

Alternatively, you can right-click the server, then choose Control, then Start Up or
Shut Down.

4.2.2.2 Starting and Stopping Managed Servers Using WLST

You can use a script or WLST to start and stop a WebLogic Server Managed Server.

For example, to start a WebLogic Server Managed Server, use the following script:
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(UNIX) MW_HOME/user_projects/domains/domain_name/bin/startManagedWebLogic.sh

managed_server_name admin_url

(Windows) MW_HOME\user_projects\domains\domain_name\bin\startManagedWebLogic.cmd

managed_server_name admin_url

When prompted, enter your user name and password.

To stop a WebLogic Server Managed Server, use the following script:

(UNIX) MW_HOME/user_projects/domains/domain_name/bin/stopManagedWebLogic.sh

managed_server_name admin_url username password

(Windows) MW_HOME\user_projects\domains\domain_name\bin\stopManagedWebLogic.cmd

managed_server_name admin_url username password

4.2.3 Enabling Servers to Start Without Supplying Credentials

You can enable the Administration Server and Managed Servers to start without
prompting you for the administrator user name and password.

1.

For the Administration Server, create a boot.properties file:
a. Create the following directory:
MW_HOME/user_
projects/domains/domain_name/servers/AdminServer/security
b. Use a text editor to create a file called boot.properties in the security directory
created in the previous step, and enter the following lines in the file:
username=adminuser
password=password
For each Managed Server:
a. Create the following directory:
MW_HOME/user_
projects/domains/domain_name/servers/server_name/security
b. Copy the boot.properties file you created for the Administration Server to the

security directory you created in the previous step.

Restart the Administration Server and Managed Servers, as described in
Section 4.2.1 and Section 4.2.2.

Note: When you start the Administration Server or Managed Server,
the user name and password entries in the file are encrypted.

For security reasons, minimize the time the entries in the file are left
unencrypted. After you edit the file, start the server as soon as
possible in order for the entries to be encrypted.

See Also: "Boot Identity Files" in the Oracle Fusion Middleware
Managing Server Startup and Shutdown for Oracle WebLogic Server for
more information

4.2.4 Configuring Node Manager to Start Managed Servers

If a Managed Server contains other Oracle Fusion Middleware products, such as
Oracle SOA Suite, Oracle WebCenter, or Oracle JRF, the Managed Servers
environment must be configured to set the correct classpath and parameters. This
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environment information is provided through the start scripts, such as startWebLogic
and setDomainEnv, which are located in the domain directory.

If the Managed Servers are started by Node Manager (as is the case when the servers
are started by the Oracle WebLogic Server Administration Console or Fusion
Middleware Control), Node Manager must be instructed to use these start scripts so
that the server environments are correctly configured. Specifically, Node Manager
must be started with the property StartScriptEnabled=true.

There are several ways to ensure that Node Manager starts with this property enabled.
As a convenience, Oracle Fusion Middleware provides the following script, which
adds the property StartScriptEnabled=true to the nodemanager.properties file:

(UNIX) ORACLE_COMMON_HOME/common/bin/setNMProps.sh.

(Windows) ORACLE_COMMON_HOME\common\bin\setNMProps.cmd

For example, on Linux, execute the setNMProps script and start Node Manager:
ORACLE_COMMON_HOME/ common/bin/setNMProps.sh

MW_HOME/wlserver_n/server/bin/startNodeManager .sh

When you start Node Manager, it reads the nodemanager.properties file with the
StartScriptEnabled=true property, and uses the start scripts when it
subsequently starts Managed Servers. Note that you need to run the setNMProps
script only once.

See Also: "Using Node Manager" in the Oracle Fusion Middleware
Node Manager Administrator’s Guide for Oracle WebLogic Server for other
methods of configuring and starting Node Manager

4.3 Starting and Stopping Components

You can start and stop components using the command line, the WebLogic Server
Administration Console, or Fusion Middleware Control, depending upon the
component. The following topics describe how to start and stop components using
Fusion Middleware Control and the command line:

s Starting and Stopping Components Using Fusion Middleware Control

s Starting and Stopping Components Using the Command Line

4.3.1 Starting and Stopping Components Using Fusion Middleware Control

To start or stop a component:
1. From the navigation pane, expand the farm, then navigate to the component.
2. Select the component, such as Soalnfra.

3. From the dynamic target menu, choose Control, then Start Up or Shut Down.

Note: If OPMN is not started, you cannot start system components
such as Oracle HTTP Server or Oracle Internet Directory using Fusion
Middleware Control. To start OPMN, use the following command:

opmnctl start
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4.3.2 Starting and Stopping Components Using the Command Line

If a component is a Java component, you use WLST commands to start and stop the
component. If a component is a system component, you use opmnctl commands to
start and stop the components.

To start and stop Java components, use the WLST startApplication and
stopApplication commands:

startApplication (appName, [options])

stopApplication(appName, [options])

For example, to start Oracle Directory Integration Platform, use the following
command:

startApplication("DIP")

To start and stop system components, use the opmnctl command-line tool. It is
located in the following directory:

(UNIX) ORACLE_HOME/opmn/bin

(Windows) ORACLE_HOME\opmn\bin

To start or stop OPMN and all system processes, such as Oracle HTTP Server:

opmnctl startall
opmnctl stopall

To start, stop, or restart a component using opmnctl:

opmnctl startproc ias-component=component_name
opmnctl stopproc ias-component=component_name
opmnctl restartproc ias-component=component_name

For example, to start Oracle HTTP Server, ohs1:

opmnctl startproc ias-component=ohsl

To start, stop, or restart the subprocess of a component:

opmnctl stopproc process-type=process
opmnctl startproc process-type=process
opmnctl restartproc process-type=process

4.4 Starting and Stopping Fusion Middleware Control

If Fusion Middleware Control is configured for a domain, it is automatically started or
stopped when you start or stop an Oracle WebLogic Server Administration Server, as
described in Section 4.2.1.

4.5 Starting and Stopping Oracle Management Agent

Oracle Management Agent is designed specifically for monitoring particular Oracle
Fusion Middleware components.

To start Oracle Management Agent, use the following command:

opmnctl startproc ias-component=EMAGENT

To stop Oracle Management Agent, use the following command:

opmnctl stopproc ias-component=EMAGENT
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4.6 Starting and Stopping Applications

You can start and stop applications using Fusion Middleware Control, the WebLogic
Server Administration Console, or the WLST command line. The following topics
describe how to start and stop applications using Fusion Middleware Control and the
command line:

s Starting and Stopping Java EE Applications Using Fusion Middleware Control
» Starting and Stopping Java EE Applications Using WLST

4.6.1 Starting and Stopping Java EE Applications Using Fusion Middleware Control
To start or stop a Java EE application using Fusion Middleware Control:
1. From the navigation pane, expand Application Deployments.
2. Select the application.

3. From the Application Deployment menu, choose Control, then Start Up or Shut
Down.

To start or stop a SOA Composite application using Fusion Middleware Control:
1. From the navigation pane, expand the farm, then SOA, and then soa-infra.
2. Select the application.

3. On the SOA Composite page, click Start Up or Shut Down.

4.6.2 Starting and Stopping Java EE Applications Using WLST

To start or stop a Java EE application with the WLST command line, use the following
commands:

startApplication (appName, [options])
stopApplication(appName, [options])

The application must be fully configured and available in the domain. The
startApplication command returns a WLSTProgress object that you can access to
check the status of the command. In the event of an error, the command returns a
WLSTException. For more information about the WLSTProgress object, see
"WLSTProgress Object" in the Oracle Fusion Middleware Oracle WebLogic Scripting Tool.

4.7 Starting and Stopping Your Oracle Fusion Middleware Environment

This section provides procedures for starting and stopping an Oracle Fusion
Middleware environment. An environment can consist of an Oracle WebLogic Server
domain, an Administration Server, multiple Managed Servers, Java components,
system components, including Identity Management components, and a database
used as a repository for metadata. The components may be dependent on each other.
Therefore, it is important to start and stop them in the proper order.

You can follow these procedures when you need to completely shut down your Oracle
Fusion Middleware environment. For example, when preparing to perform a complete
backup of your environment, or apply a patch.

4.7.1 Starting an Oracle Fusion Middleware Environment

To start an Oracle Fusion Middleware environment:
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Start any database-based repository:

a. Setthe ORACLE_HOME environment variable to the Oracle home for the
database.

b. Setthe ORACLE_SID environment variable to the SID for the database
(default is orcl.)

c. Start the Net Listener:

ORACLE_HOME/bin/lsnrctl start

d. Start the database instance:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> startup

SQL> quit

Start the Oracle WebLogic Server Administration Server as described in
Section 4.2.1.

If you have not already done so, configure Node Manager, as described in
Section 4.2.4.

Ensure Node Manager is running. If Node Manager is not running, start it by
executing the following command:

MW_HOME/user_projects/domains/DOMAIN_NAME/bin/startNodeManager.sh

Start Oracle Identity Management system components:

a. Set the ORACLE_HOME environment variable to the Oracle home and
ORACLE_INSTANCE environment variables for the Identity Management
components.

b. Start OPMN and all system components:
opmnctl startall
Start the Oracle WebLogic Server Managed Servers as described in Section 4.2.2.2.
Any applications deployed to the server are also started.
Start OPMN and all other system components, such as Oracle HTTP Server.

a. Setthe ORACLE_HOME and ORACLE_INSTANCE environment variables to
the Oracle home and Oracle instance for the system components.

b. Start OPMN and all system components in that Oracle instance:

opmnctl startall

If your environment includes components that are targets monitored by Oracle
Management Agent, start Oracle Management Agent, as described in Section 4.5.

4.7.2 Stopping an Oracle Fusion Middleware Environment

To stop an Oracle Fusion Middleware environment:

1.

Stop system components, such as Oracle HTTP Server. You can stop them in any
order.

a. Setthe ORACLE_HOME and ORACLE_INSTANCE environment variables to
the Oracle home and Oracle instance for the system components.
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b. Stop OPMN and all system components in that Oracle instance:
opmnctl stopall
2. If your environment includes components that are targets monitored by Oracle
Management Agent, stop Oracle Management Agent, as described in Section 4.5.

3. Stop the Oracle WebLogic Server Managed Servers, as described in Section 4.2.
Any applications deployed to the server are also stopped.

4. Stop Oracle Identity Management components:

a. Set the ORACLE_HOME environment variable to the Oracle home for the
Identity Management components.

b. Stop OPMN and all system components:

opmnctl stopall

5. Stop the Administration Server as described in Section 4.2.1.
6. If you want to stop Node Manager, you can use the kill command:

kill -9 PID

7. Stop any database-based repository:

a. Setthe ORACLE_HOME environment variable to the Oracle home for the
database.

b. Setthe ORACLE_SID environment variable to the SID for the database
(default is orcl).

c. Stop the database instance:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> shutdown

SQL> quit

d. Stop the Net Listener:

ORACLE_HOME/bin/lsnrctl stop

4.8 Starting and Stopping: Special Topics

This section contains the following special topics about starting and stopping Oracle
Fusion Middleware:

s Starting and Stopping in High Availability Environments

s Forcing a Shutdown of Oracle Database

4.8.1 Starting and Stopping in High Availability Environments

There are special considerations and procedures for starting and stopping High
Availability environments, such as:

s Oracle Fusion Middleware Cold Failover Cluster

s Oracle Application Server Disaster Recovery
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See: Oracle Fusion Middleware High Availability Guide for
information about starting and stopping in high-availability
environments

4.8.2 Forcing a Shutdown of Oracle Database

If you find that the Oracle Database instance is taking a long time to shut down, you
can use the following commands to force an immediate shutdown:

ORACLE_HOME/bin/sglplus /nolog
SQL> connect SYS as SYSDBA
SQL> SHUTDOWN IMMEDIATE;

An immediate database shutdown proceeds with the following conditions:

s No new connections are allowed, nor are new transactions allowed to be started,
after the statement is issued.

= Any uncommitted transactions are rolled back. (If long uncommitted transactions
exist, this method of shutdown might not complete quickly, despite its name.)

s Oracle does not wait for users currently connected to the database to disconnect.
Oracle implicitly rolls back active transactions and disconnects all connected users.

The next startup of the database will not require any instance recovery procedures.

See Also: Oracle Database Administrator’s Guide in the Oracle
Database 11g documentation library
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Managing Ports

This chapter describes how to view and change Oracle Fusion Middleware port
numbers.

It contains the following topics:
= About Managing Ports
= Viewing Port Numbers

s Changing the Port Numbers Used by Oracle Fusion Middleware

5.1 About Managing Ports

Many Oracle Fusion Middleware components and services use ports. Most port
numbers are assigned during installation. As an administrator, it is important to know
the port numbers used by these services, and to ensure that the same port number is
not used by two services on your host.

For some ports, you can specify a port number assignment during installation.
See Also: Appendix C for a list of port numbers. Refer to the

installation guide for directions on overriding port assignments
during installation.

5.2 Viewing Port Numbers

You can view the port numbers currently in use with the command line or Fusion
Middleware Control, as described in the following topics:

s Viewing Port Numbers Using the Command Line

s Viewing Port Numbers Using Fusion Middleware Control

5.2.1 Viewing Port Numbers Using the Command Line

To view the current port numbers for system components, use the following
command:

(UNIX) ORACLE_INSTANCE/bin/opmnctl status -1
(Windows) ORACLE_INSTANCE\bin\opmnctl status -1

To view the port numbers for Oracle WebLogic Server, you can use the WLST get
command, with an attribute. For example, to get the Administration Port, use the
following command:

wls:/SOA_domain/serverConfig> get ('AdministrationPort')
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5.2.2 Viewing Port Numbers Using Fusion Middleware Control

You can view the port numbers of the domain, the Administration Server, Managed
Servers, or components, such as the SOA Infrastructure and Oracle Web Cache, using

Fusion Middleware Control.

For example, to view the ports of a domain:

1. From the navigation pane, expand the farm and then WebLogic Domain.

2. Select the domain.

3. From the WebLogic Domain menu, choose Port Usage.

The Port Usage page is displayed, as shown in the following figure:

webcenter @

] weblogic Domain

Port Usage

Show | Al v

Port in Use IP Address Component

590 139.185.136.176 WLS_Services
7001 139.185.136.176 AdminServer
G885 139.185.136.176 WLS_Spaces

8390 Fed0:0:0:0:21e:4fff:feb] WLS_Services
7001 Fedi0:0i0:21e:4ffF:febl AdminServer
8390 Fed0:0:0:0:21e:4fff:feb] WLS_Services

7001 ueeOeOeeed AdminServer
7001 127.0.0.1 AdminServer
8390 Fed0:0:0:0:21e:4fff:Feb] WLS_Services
8590 :0:0:0:0:0:0:1 WLS_Services
G885 139.185.136.176 WLS_Spaces
8590 :0:0:0:0:0:0:1 WLS_Services
8389 fed0:0:0:0:21e:4fff:Feb] WLS_Portlet
7001 127.0.0.1 AdminServer
7001 139.185.136.176 AdminServer
7001 Fedi0:0i0:21e:4ffF:febl AdminServer
7001 ueeOeOeeed AdminServer
7001 127.0.0.1 AdminServer
7001 139.185.136.176 AdminServer
8390 Fed0:0:0:0:21e:4fff:feb] WLS_Services
7001 uOeOee0 AdminServer
8859 u0:0:0:0:0 WLS_Portlet

8883 0: WLS_Spaces

Logged in as weblogic

Page Refreshed Aug 10, 2010 10:30:08 AM PLT M
Channel Protocal
Defaultfiiop] iiop ~
Default[ldap] Idap
Default[http] http
Defaultfiop][1] iiop
Default[ldap][1] ldap
Default[snmp][1] snmp
Default[http][2] http
Default[http][3] http
Default[http][1] http
Defaultfiop][2] iiop
Default[ldap] ldap
Defaultlldap][2] Idap
Default[ldap][1] ldap
Default[snmp][3] snmp
Default[E3] t3
Default[E3][1] t3
Default[ldap][2] ldap
Defaultfiop][3] iiop
Defaultfiiop] iiop
Default[ldap][1] Idap
Defaultfiop][2] iiop
Default[E3][2] t3
Default[E3][2] t3 "

Optionally, you can filter the ports shown by selecting a Managed Server from

Show.

The Port Usage detail table shows the ports that are in use, the IP Address, the
component, the channel, and the protocol.

You can also view similar pages for the Administration Server, Managed Servers, and
components, such as the SOA Infrastructure and Oracle Web Cache, by navigating to
the target and choosing Port Usage from the target's menu.

5.3 Changing the Port Numbers Used by Oracle Fusion Middleware

You can change the port numbers for some Oracle Fusion Middleware components,
using Fusion Middleware Control, Oracle WebLogic Server Administration Console,

or the command line.
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Note: You can change a port number to any number you want, if it is
an unused port. You do not have to use a port in the allotted port
range for the component. See Appendix C for information on allotted
port ranges.

This section provides the following topics:

s Changing the Oracle WebLogic Server Listen Ports

s Changing the Oracle HTTP Server Listen Ports

s Changing Oracle Web Cache Ports

s Changing OPMN Ports (ONS Local, Request, and Remote)
s Changing Oracle Portal Ports

s Changing the Oracle Database Net Listener Port

For information about changing other ports, see:

s 'Configuring Server Properties" or "Setting System Configuration Attributes by
Using ldapmodify" in the Oracle Fusion Middleware Administrator’s Guide for Oracle
Internet Directory for information about changing Oracle Internet Directory ports

= "Overview of Node Manager Configuration" in the Oracle Fusion Middleware Node
Manager Administrator’s Guide for Oracle WebLogic Server for information about
changing the Node Manager port.

s "Configuring Oracle Virtual Directory to Listen on Privileged Ports" in the Oracle
Fusion Middleware Administrator’s Guide for Oracle Virtual Directory

5.3.1 Changing the Oracle WebLogic Server Listen Ports

You can change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for a
WebLogic Server Administration Server or a Managed Server using the Oracle
WebLogic Server Administration Console or WLST, as described in the following
topics:

s Changing the Oracle WebLogic Server Listen Ports Using the Administration
Console

s Changing the Oracle WebLogic Server Listen Ports Using WLST
See Also: Oracle Fusion Middleware Configuring Server Environments

for Oracle WebLogic Server for more information about changing Oracle
WebLogic Server ports

5.3.1.1 Changing the Oracle WebLogic Server Listen Ports Using the
Administration Console

To change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for a
WebLogic Server Administration Server or a Managed Server using the Oracle
WebLogic Server Administration Console:

1. Navigate to the server.
The Settings for server_name page is displayed.
2.  On the General tab, change the number of the Listen Port or SSL Listen Port.

3. If the server is running, restart the server.
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4. If other components rely on the Oracle WebLogic Server listen ports, you must
reconfigure those components. For example for Oracle Portal, if the listen port for
the Oracle WebLogic Server configured as WLS_PORTAL is changed, then you
must make a corresponding change to the configuration in Oracle HTTP Server,
which is pointing to the older port. Change the port number in the following file:

ORACLE_INSTANCE/OHS/ohs_name/moduleconf/portal.conf

5.3.1.2 Changing the Oracle WebLogic Server Listen Ports Using WLST

To change the non-SSL (HTTP) listen port and the SSL (HTTPS) listen port for a
WebLogic Server Administration Server or a Managed Server using the WLST
command line. You must run the commands in offline mode; that is, you must not be
connected to a server.

For example to change the Administration Server HTTP listen port to port 8001, use
the following WLST commands:

readDomain ("MW_HOME/user_projects/domains/domain_name")
cd("servers/AdminServer")

cmo.setListenPort (8001)

updateDomain ()

5.3.2 Changing the Oracle HTTP Server Listen Ports

To change the Oracle HTTP Server Listen ports (non-SSL or SSL), there are often
dependencies that must also be set. For example, if you are using Oracle Web Cache to
improve the performance of your Oracle Fusion Middleware environment, you must
modify the Oracle Web Cache origin server settings whenever you modify the Oracle
HTTP Server Listen ports.

The following topics describe how to modify the Oracle HTTP Server HTTP or HTTPS
Listen port:

s Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than 1024
(UNIX Only)

= Changing the Oracle HTTP Server Non-SSL Listen Port
s Changing the Oracle HTTP Server SSL Listen Port

5.3.2.1 Enabling Oracle HTTP Server to Run as Root for Ports Set to Less Than
1024 (UNIX Only)

On a UNIX system, if you are changing the Listen port to a number less than 1024,
perform these steps before you change the Oracle HTTP Server Listen port.

By default, Oracle HTTP Server runs as a non-root user (the user that installed Oracle
Fusion Middleware). On UNIX systems, if you change the Oracle HTTP Server Listen
port number to a value less than 1024, you must enable Oracle HTTP Server to run as
root, as follows:

1. Log in as root.
2. Run the following commands in the Oracle home:

cd ORACLE_HOME/ohs/bin
chown root .apachectl
chmod 6750 .apachectl
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5.3.2.2 Changing the Oracle HTTP Server Non-SSL Listen Port

To change the Oracle HTTP Server non-SSL (HTTP) Listen port, follow the procedures
in the following tasks. Note that, on a UNIX system, if you are changing the Listen
port to a number less than 1024, you must first perform the steps in Section 5.3.2.1.

s Task 1, "Modify the Oracle HTTP Server Listen Port"
s Task 2, "Update Oracle Web Cache"

s Task 3, "Restart the System Components"

Task 1 Modify the Oracle HTTP Server Listen Port
To change the Oracle HTTP Server Listen port using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then Web Tier, then select the Oracle
HTTP Server instance.

2. From the Oracle HTTP Server menu, choose Administration, then Ports
Configuration.

3. Select the Listen port that uses the HTTP protocol, then click Edit.
4. Change the port number, then click OK.

5. Restart Oracle HTTP Server. (From the Oracle HTTP Server menu, choose Control,
then Restart.)

Task 2 Update Oracle Web Cache

If you are using Oracle Web Cache as a reverse proxy, you must update Oracle Web
Cache:

1. From the Fusion Middleware Control navigation pane, expand the farm, then Web
Tier. Select the Oracle Web Cache instance.

2. From the Web Cache menu, choose Administration, then Origin Servers.

3. Select the origin server for which you have changed the port, and click Edit.
The Edit Origin Server page is displayed.

4. In the Port field, change the port number.

5. Click OK.

6. Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

Task 3 Restart the System Components
Restart OPMN and all system components in that Oracle instance:

opmnctl stopall
opmnctl startall

5.3.2.3 Changing the Oracle HTTP Server SSL Listen Port

To change the Oracle HTTP Server SSL (HTTPS) Listen port, follow the procedures in
the following tasks. Note that, on a UNIX system, if you are changing the Listen port
to a number less than 1024, you must perform the steps in Section 5.3.2.1.

s Task 1, "Modify the Oracle HTTP Server SSL Listen Port"
s Task 2, "Update Oracle Web Cache"

»  Task 3, "Re-register mod_osso"
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s Task 4, "Restart System Components"

Task 1 Modify the Oracle HTTP Server SSL Listen Port
To change the Oracle HTTP Server SSL Listen port using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then Web Tier, then select the Oracle
HTTP Server instance.

2. From the Oracle HTTP Server menu, choose Administration, then Ports
Configuration.

3. Select the Listen port that uses the HTTPS protocol, then click Edit.
4. Change the port number, then click OK.

5. Restart Oracle HTTP Server. (From the Oracle HTTP Server menu, choose Control,
then Restart.)

Task 2 Update Oracle Web Cache

If you are using Oracle Web Cache as a reverse proxy, you must update Oracle Web
Cache:

1. From the Fusion Middleware Control navigation pane, expand the farm, then Web
Tier. Select the Oracle Web Cache instance.

2. From the Web Cache menu, choose Administration, then Origin Servers.

3. Select the origin server for which you have changed the port, and click Edit.
The Edit Origin Server page is displayed.

4. In the Port field, change the port number.

5. Click OK.
6. Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

Task 3 Re-register mod_osso

If you are using Oracle Single Sign-On, you must use Release 10.1.4.3. If you have
enabled Oracle Single Sign-On authentication (that is, you registered mod_osso),
follow these steps to re-register mod_osso:

1. On the Oracle Single Sign-On host, set the environment variables ORACLE_
HOME and ORACLE_SID.

2. On the Oracle Single Sign-On host, run the ssoreg script, using the -remote_
midtier option. The script is located at:

(UNIX) ORACLE_HOME/sso/bin/ssoreg.sh
(Windows) ORACLE_HOME\sso\bin\ssoreg.bat

For example, on LINUX:

SORACLE_HOME/sso/bin/ssoreg.sh -oracle_home_path $ORACLE_HOME
-config_mod_osso TRUE

-site_name example.com:7778

-remote_midtier

-config_file SORACLE_HOME/Apache/Apache/conf/osso/myosso.conf
-mod_osso_url http://example.com:7778

The resulting configuration file (myosso . conf in the example) is an obfuscated
osso configuration file.
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3.

Copy the obfuscated osso configuration file to the Oracle HTTP Server host
moduleconf directory for editing:

ORACLE_INSTANCE/config/OHS/ohs_name/moduleconf

Task 4 Restart System Components
Restart OPMN and the system components in that Oracle instance:

opmnctl stopall
opmnctl startall

5.3.3 Changing Oracle Web Cache Ports

You can change the HTTP and HTTPS listen ports, the administration port, the
statistics port and the invalidation port for Oracle Web Cache using Fusion
Middleware Control.

To change the port number:

1.

a & 0 b

From the navigation pane, expand the farm, then Web Tier, then select the Oracle
Web Cache instance.

From the Web Cache menu, choose Administration, then Ports Configuration.
Select a port, then click Edit.
Change the port number, then click OK.

Restart Oracle Web Cache. (From the Web Cache menu, choose Control, then
Restart.)

If you reconfigure the Web Cache invalidation port and you use Oracle Portal, you
must update the port information maintained by Oracle Portal, as described in
Section 5.3.5.2.

5.3.4 Changing OPMN Ports (ONS Local, Request, and Remote)

This section describes how to change any of the following port numbers:

ONS Local port
ONS Request port
ONS Remote port

To change these ports:

1.

Stop OPMN, and all OPMN-managed processes:
(UNIX) ORACLE_INSTANCE/bin/opmnctl stopall
(Windows) ORACLE_INSTANCE\bin\opmnctl stopall
Open the opmn . xm1 file:

(UNIX) ORACLE_INSTANCE/config/OPMN/opmn
(Windows) ORACLE_INSTANCE\config\OPMN\opmn

Under the <notification-server> element, modify the local, remote, or
request parameter, depending on the port you are changing, in the <port>
element, and then save the file.

For example:

<port local="6101" remote="6201" request="6004"/>
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4, Start OPMN, and all OPMN-managed processes:

(UNIX) ORACLE_INSTANCE/bin/opmnctl startall
(Windows) ORACLE_INSTANCE\bin\opmnctl startall

5.3.5 Changing Oracle Portal Ports

Oracle Portal maintains information about some of the ports used by its underlying
components. This section describes how to manage Oracle Portal ports. It includes the
following topics:

s Changing the Oracle Portal Midtier Port

s Changing the Oracle Web Cache Invalidation Port for Oracle Portal
s Changing the Oracle Internet Directory Port for Oracle Portal

s Changing the PPE Loopback Port

s Changing Oracle Portal SQL*Net Listener Port

s Restarting WLS_PORTAL Managed Server

Note: When you change these ports as described in this section, only
the Oracle Portal configuration is updated. To update or change the
port numbers of an underlying component, such as Oracle Web Cache
or Oracle Internet Directory, see the component-specific
documentation for information about managing ports.

The configuration procedures described in this section require you to
restart the WLS_PORTAL Managed Server.

5.3.5.1 Changing the Oracle Portal Midtier Port

In a default installation, you can access Oracle Portal through the Oracle Web Cache
port, such as 8090. This port is referred to as the Oracle Portal midtier port. You must
update this port if Oracle Web Cache is configured to listen on a different port or
Oracle Web Cache is front-ended by a Proxy or Load Balancing Router (LBR).

To change the Oracle Portal midtier port using Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Wire Configuration,
Select the Database Access Descriptor, such as portal.

Expand the Portal Midtier section.

Change the port number, and click Apply.

o o B w N

Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

5.3.5.2 Changing the Oracle Web Cache Invalidation Port for Oracle Portal

Oracle Portal caches content in Oracle Web Cache. When content changes, Oracle
Portal invalidates such cached content and maintains the Oracle Web Cache
invalidation port. If you reconfigure the Web Cache invalidation port, you must
update the port information maintained by Oracle Portal.

To change the Oracle Portal Invalidation port using Fusion Middleware Control:
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1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Wire Configuration.
Select the Database Access Descriptor, such as portal.

Expand the Web Cache section.

a & 0 Db

Change the Invalidation Port number. If the Invalidation user name and the
password are blank, enter the user name and the password.

Note: The Port number, Invalidation user name, and Invalidation
password entered here must match the corresponding values of the
Oracle Web Cache instance used by Oracle Portal. For more
information about resetting these values, see the Oracle Fusion
Middleware Administrator’s Guide for Oracle Web Cache.

6. Click Apply.

7. Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

5.3.5.3 Changing the Oracle Internet Directory Port for Oracle Portal

Oracle Portal maintains information about Oracle Internet Directory ports.

To change the Oracle Portal Oracle Internet Directory (OID) port using Fusion
Middleware Control:

1. From the navigation pane, expand the farm, choose Portal. and select the Portal
instance.

From the Portal menu, choose Settings, and then Wire Configuration.
Select the Database Access Descriptor, such as portal.

Expand the OID section.

Change the port number.

Enter the Oracle Internet Directory user name and the password.

Click Apply.

® N o o » @ N

Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

5.3.5.4 Changing the PPE Loopback Port

While servicing Portal pages, Oracle Portal makes loopback calls using the default site
port. In some configurations, such as external SSL, you must configure the loopback
call to a port other than the default site port.

To change the PPE Loopback port using Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

2. From the Portal menu, choose Settings, and then Page Engine.
3. Expand the Advanced Properties section.
4. Change the port number in the Use Port.

Managing Ports 5-9



Changing the Port Numbers Used by Oracle Fusion Middleware

5. Specify the protocol in the Use Protocol field.
6. Click Apply.

7. Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

5.3.5.5 Changing Oracle Portal SQL*Net Listener Port

Oracle Portal maintains information about the repository connection in the
host:port:servicename format inside a Database Access Descriptor (in a file
named portal_dads.conf). If the SQL*Net listener is reconfigured to listen on a
different port, you must reconfigure this port value in Oracle Portal.

To change the Oracle Portal SQL*Net Listener port in Fusion Middleware Control:

1. From the navigation pane, expand the farm, choose Portal, and select the Portal
instance.

From the Portal menu, choose Settings, and then Database Access Descriptor.
Select the Database Access Descriptor, such as /pls/portal.

Click Edit.

Expand the Portal Database Access Details section.

Update the Database Connect String field to reflect the new port.

Click OK.

Restart the WLS_PORTAL Managed Server. For more information, see
Section 5.3.5.6.

® N o o » @ N

5.3.5.6 Restarting WLS_PORTAL Managed Server
To restart WLS_PORTAL Managed Server in Fusion Middleware Control:

1. Expand the Farm domain, such as Farm_ClassicDomain.
Expand WebLogic Domain.

Expand the domain, such as Classic Domain.

Expand cluster_portal, when applicable.

Choose WLS_PORTAL.

From the WLS_PORTAL WebLogic Server menu, choose Control, then Shut
Down. Ensure that the status of WLS_PORTAL shows Down.

7. From the WLS_PORTAL WebLogic Server menu, choose Control, then Start Up.
Ensure that the status of WLS_PORTAL shows Up.

o o B w N

5.3.6 Changing the Oracle Database Net Listener Port

If your environment includes an Oracle Database that functions as a metadata
repository, and you want to change the listener port number for that database,
perform the procedure in this section.

First, determine if it is necessary to change the listener port number. If you are
concerned that you have another database on your host using the same port, both
databases can possibly use the same port.

Note that multiple Oracle Database 10¢ and Oracle Database 11g databases can share
the same Oracle Net listener port. If you are using an Oracle Database as a metadata
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repository on the same host that contains another Oracle Database 10g or Oracle
Database 11g database, they can all use port 1521. There is no need to change the
listener port number.

Note: To run two listeners that use the same key value on one
host, refer to Section 5.3.6.1, "Changing the KEY Value for an IPC
Listener"

A metadata repository may be used in several different ways. Use the following table
to determine the steps that are required for changing your type of metadata
repository:

If the Metadata Repository is used as

follows:

Follow these tasks to change its Oracle Net listener port:

Identity Management repository and Task 1, "Stop Components"

product metadata repository

Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 3, "Change the System Data Source"

Task 4, "Update Oracle Internet Directory”

Task 5, "Update Oracle Single Sign-On"

Task 6, "Update Oracle Portal"

Task 7, "Update Other Components"

Identity Management repository only Task 1, "Stop Components"

Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 4, "Update Oracle Internet Directory”
Task 5, "Update Oracle Single Sign-On"

Product metadata repository Task 1, "Stop Components"

Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
Task 3, "Change the System Data Source"

Task 4, "Update Oracle Internet Directory”

Task 6, "Update Oracle Portal"

Task 7, "Update Other Components"

The procedure consists of the following tasks:

s Task 1, "Stop Components"

s Task 2, "Change the Metadata Repository for Oracle Net Listener Port"
s Task 3, "Change the System Data Source"

s Task 4, "Update Oracle Internet Directory”

s Task 5, "Update Oracle Single Sign-On"

s Task 6, "Update Oracle Portal"

s Task 7, "Update Other Components"

Task 1 Stop Components
Stop all components that use the Metadata Repository. See Chapter 4 for instructions.
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Task 2 Change the Metadata Repository for Oracle Net Listener Port
On the metadata repository host:

1.

Ensure that the ORACLE_HOME and ORACLE_SID environment variables are
set.

Stop the metadata repository listener:

lsnrctl stop

Edit the 1istener. ora file, which is located at:

(UNIX) ORACLE_HOME/network/admin/listener.ora
(Windows) ORACLE_HOME\network\admin\listener.ora

Under the LISTENER entry, update the value for PORT. Save the file.
Edit the tnsnames . ora file. The default location is:

(UNIX) ORACLE_HOME/network/admin/tnsnames.ora
(Windows) ORACLE_HOME\network\admin\tnsnames.ora

Make the following changes to the file:
a. Update the PORT value in each entry that applies to MDS Repository.
b. Add an entry similar to the following:

newnetport =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = tcp) (HOST = hostname) (PORT = port)))

In the example, hos tname is the fully qualified host name and port is the
new port number.
Start the metadata repository listener:
lsnrctl start
Using SQL*Plus, log in to the metadata repository as the SYSTEM user with
SYSDBA privileges and run the following command:

SQL> ALTER SYSTEM SET local_listener='newnetport' scope=spfile;

Using SQL*Plus, restart the metadata repository:

SQL> SHUTDOWN
SQL> STARTUP

Start Oracle Internet Directory:

opmnctl start
opmnctl startproc ias-component=0ID

Task 3 Change the System Data Source

Change the system data source to use the new port number for the metadata
repository. To do so, you use Oracle WebLogic Server Administration Console:

1.
2.

In the Change Center, click Lock & Edit.
In the Domain Structure section, expand Services and select Data Sources.
The Summary of JDBC Data Sources page is displayed.

Select the data source you want to change.
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The Settings page is displayed.
4. Select the Connection Pool tab.
5. To change the database port, modify the URL field. For example:

jdbc:oracle:thin:@hostname.domainname.com: 1522 /orcl

6. Click Save.

7. Restart the servers that use this data source. (Click the Target tab to see the servers
that use this data source.)

Task 4 Update Oracle Internet Directory

On the Identity Management host, update Oracle Internet Directory with the new
Oracle Net listener port number:

1. Update the port number in tnsnames.ora file, which is located in the following
directory:

(UNIX) ORACLE_INSTANCE/config
(Windows) ORACLE_INSTANCE\config

2. Update the registration of the component with the Administration Server, using
the opmnctl updatecomponentregistration command with the new port
number, as shown in the following example:

opmnctl updatecomponentregistration -Db_info DBHostName:TNSPORT:DBSERVICENAME
-componentName o0idl -componentType OID
3. Start OPMN and all processes in the Oracle instance in the Oracle Internet
Directory Oracle home:

opmnctl startall

Task 5 Update Oracle Single Sign-On
If you are using Oracle Single Sign-On, from the Oracle Single Sign-On Oracle home:

1. On UNIX systems, set the LD_LIBRARY_PATH, LD_LIBRARY_PATH_64, LIB_
PATH, or SHLIB_PATH environment variables to the proper values, as shown in
Table 3-1. The actual environment variables and values that you must set depend
on the type of your UNIX operating system.

2. Update Oracle Single Sign-On with the new repository port number by executing
the following command:

= On UNIX systems:

SORACLE_HOME/jdk/bin/java -jar $ORACLE_HOME/sso/lib/ossoca.jar reassoc
-repos $SORACLE_HOME

= On Windows systems:

$ORACLE_HOME%\jdk\bin\java -jar $ORACLE_HOME%\sso\lib\ossoca.jar reassoc
-repos $%$ORACLE_HOMES%

Task 6 Update Oracle Portal
To update Oracle Portal, follow the steps in Section 5.3.5.5.

Task 7 Update Other Components
In each Oracle instance that uses the metadata repository:
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3.

Update the following file with the new Oracle Net listener port number:
(UNIX) ORACLE_INSTANCE/config/tnsnames.ora

(Windows) ORACLE_INSTANCE\config\tnsnames.ora

Check the following file:

(UNIX) ORACLE_HOME/ohs/conf/dads.conf

(Windows) ORACLE_HOME\ohs\modplsgl\conf\dads.conf

Locate the line that begins with P1sglDatabaseConnectString.

s If the line ends with ServiceNameFormat or SIDFormat, update the line
with the new MDS Repository port number, save the file, and restart Oracle
HTTP Server.

s If the line ends with Net ServiceNameFormat, you do not need to do
anything.

Start the components that use the metadata repository, as described in Section 4.3.

5.3.6.1 Changing the KEY Value for an IPC Listener

It is not possible to run two listeners at the same time that are configured to use the
same KEY value in their IPC protocol address. By default, the metadata repository
listener has its IPC KEY value set to EXTPROC. Hence, if your computer has another
IPC listener that uses the EXTPROC key, you should configure the metadata
repository listener to use some other key value such as EXTPROC1.

To change the KEY value of an IPC listener:

1.

Stop the listener (ensure that your ORACLE_HOME environment variable is set
first):

lsnrctl stop

Edit the 1istener.ora and tnsnames. ora files. In each file, find the following
line:

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC))

Change it to the following;:

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1))

Restart the listener:

lsnrctl start

5-14 Oracle Fusion Middleware Administrator's Guide



Part lli

Secure Sockets Layer

This part describes how to secure communications between Oracle Fusion Middleware
components using the Secure Sockets Layer (SSL) and how to use Oracle Fusion
Middleware security features to administer keystores, wallets, and certificates.

Part III contains the following chapters:

s Chapter 6, "Configuring SSL in Oracle Fusion Middleware"
s Chapter 7, "Using the SSL Automation Tool"

s Chapter 8, "Managing Keystores, Wallets, and Certificates"
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Configuring SSL in Oracle Fusion
Middleware

You can configure Oracle Fusion Middleware to secure communications between
Oracle Fusion Middleware components using SSL, which is an industry standard for
securing communications. Oracle Fusion Middleware supports SSL version 3, as well
as TLS version 1.

Note: SSL version 2 has been desupported in 11g Release 1 (11.1.1)
due to security concerns; components or applications that used SSL
version 2 in pre-11g Release 1 (11.1.1) will automatically be upgraded
to use other SSL versions, that is, SSL version 3 and TLS version 1.

See Also : Chapter 7, "Using the SSL Automation Tool." The SSL
Automation Tool enables you to configure SSL for multiple
components using a domain-specific CA.

This chapter provides an overview of SSL and how you can use it with Oracle Fusion
Middleware components and applications. It contains these topics:

How SSL Works

About SSL in Oracle Fusion Middleware
Configuring SSL for Configuration Tools
Configuring SSL for the Web Tier
Configuring SSL for the Middle Tier
Configuring SSL for the Data Tier
Advanced SSL Scenarios

Best Practices for SSL

WLST Reference for SSL

Note: Where SSL connections are configured within Oracle
WebLogic Server, this chapter provides references to the relevant
Oracle WebLogic Server documentation rather than duplicating the
instructions here.
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6.1 How SSL Works

This section introduces basic SSL concepts. It contains these topics:
s What SSL Provides

= About Private and Public Key Cryptography

s Keystores and Wallets

s How SSL Sessions Are Conducted

6.1.1 What SSL Provides

SSL secures communication by providing message encryption, integrity, and
authentication. The SSL standard allows the involved components (such as browsers
and HTTP servers) to negotiate which encryption, authentication, and integrity
mechanisms to use.

= Encryption provides confidentiality by allowing only the intended recipient to
read the message. SSL can use different encryption algorithms to encrypt
messages. During the SSL handshake that occurs at the start of each SSL session,
the client and the server negotiate which algorithm to use. Examples of encryption
algorithms supported by SSL include AES, RC4, and 3DES.

= Integrity ensures that a message sent by a client is received intact by the server,
untampered. To ensure message integrity, the client hashes the message into a
digest using a hash function and sends this message digest to the server. The
server also hashes the message into a digest and compares the digests. Because
SSL uses hash functions that make it computationally infeasible to produce the
same digest from two different messages, the server can tell that if the digests do
not match, then someone had tampered with the message. An example of a hash
function supported by SSL is SHAT.

= Authentication enables the server and client to check that the other party is who it
claims to be. When a client initiates an SSL session, the server typically sends its
certificate to the client. Certificates are digital identities that are issued by trusted
certificate authorities, such as Verisign. Chapter 8, "Managing Keystores, Wallets,
and Certificates" describes certificates in more detail.

The client verifies that the server is authentic and not an imposter by validating
the certificate chain in the server certificate. The server certificate is guaranteed by
the certificate authority (CA) who signed the server certificate.

The server can also require the client to have a certificate, if the server needs to
authenticate the identity of the client.

6.1.2 About Private and Public Key Cryptography

To provide message integrity, authentication, and encryption, SSL uses both private
and public key cryptography.

Secret Key Cryptography

Private, or symmetric, key cryptography requires a single, secret key shared by two or
more parties to secure communication. This key is used to encrypt and decrypt secure
messages sent between the parties. This requires prior and secure distribution of the
key to each party. The problem with this method is that it is difficult to securely
transmit and store the key.
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In SSL, each party calculates the secret key individually using random values known
to each side. The parties then send messages encrypted using the secret key.

Public Key Cryptography

Public key cryptography solves this problem by employing public and private key
pairs and a secure method for key distribution. The freely available public key is used
to encrypt messages that can only be decrypted by the holder of the associated private
key. The private key is securely stored, together with other security credentials, in an
encrypted container such as an Oracle wallet.

Public key algorithms can guarantee the secrecy of a message, but they do not
necessarily guarantee secure communication because they do not verify the identities
of the communicating parties. To establish secure communication, it is important to
verify that the public key used to encrypt a message does in fact belong to the target
recipient. Otherwise, a third party can potentially eavesdrop on the communication
and intercept public key requests, substituting its own public key for a legitimate key
(the man-in-the-middle attack).

To avoid such an attack, it is necessary to verify the owner of the public key, a process
called authentication. Authentication can be accomplished through a certificate
authority (CA), which is a third party trusted by both of the communicating parties.

The CA issues public key certificates that contain an entity's name, public key, and
certain other security credentials. Such credentials typically include the CA name, the
CA signature, and the certificate effective dates (From Date, To Date).

The CA uses its private key to encrypt a message, while the public key is used to
decrypt it, thus verifying that the message was encrypted by the CA. The CA public
key is well known, and does not have to be authenticated each time it is accessed. Such
CA public keys are stored in wallets.

6.1.3 Keystores and Wallets

In Oracle Fusion Middleware, Oracle Virtual Directory uses a JKS keystore to store
keys and certificates. Configuring SSL for Oracle Virtual Directory thus requires
setting up and using JKS keystores.

Other components use the Oracle wallet as their storage mechanism. An Oracle wallet
is a container that stores your credentials, such as certificates, trusted certificates,
certificate requests, and private keys. You can store Oracle wallets on the file system or
in LDAP directories such as Oracle Internet Directory. Oracle wallets can be auto-login
or password-protected wallets.

Components that use Oracle wallet include:
= Oracle HTTP Server

s Oracle Web Cache

s Oracle Internet Directory

Configuring SSL for these components thus requires setting up and using Oracle
wallets.

For more information about configuring keystores and wallets, see:

= Section 6.2, "About SSL in Oracle Fusion Middleware" for a fuller description of
keystore and wallet usage in Oracle Fusion Middleware

s Chapter 8, "Managing Keystores, Wallets, and Certificates" for a discussion of
these terms, and administration details

Configuring SSL in Oracle Fusion Middleware 6-3



How SSL Works

6.1.4 How SSL Sessions Are Conducted

The SSL protocol has two phases: the handshake phase and the data transfer phase.
The handshake phase authenticates the server and optionally the client, and
establishes the cryptographic keys that will be used to protect the data to be
transmitted in the data transfer phase.

When a client requests an SSL connection to a server, the client and server first
exchange messages in the handshake phase. (A common scenario is a browser
requesting a page using the https:// instead of http: // protocol from a server.
The HTTPS protocol indicates the usage of SSL with HTTP.)

Figure 6-1 shows the handshake messages for a typical SSL connection between a Web
server and a browser. The following steps are shown in the figure:

1. The client sends a Hello message to the server.

The message includes a list of algorithms supported by the client and a random
number that will be used to generate the keys.

2. The server responds by sending a Hello message to the client. This message
includes:

s The algorithm to use. The server selected this from the list sent by the client.
= A random number, which will be used to generate the keys.

3. The server sends its certificate to the client.

4. The client authenticates the server using the server's certificate.

5. The client generates a random value ("pre-master secret"), encrypts it using the
server's public key, and sends it to the server.

6. The server uses its private key to decrypt the message to retrieve the pre-master
secret.

7. The client and server separately calculate the keys that will be used in the SSL
session.

These keys are not sent to each other because the keys are calculated based on the
pre-master secret and the random numbers, which are known to each side. The
keys include:

= Encryption key that the client uses to encrypt data before sending it to the
server

= Encryption key that the server uses to encrypt data before sending it to the
client

= Key that the client uses to create a message digest of the data
= Key that the server uses to create a message digest of the data

The encryption keys are symmetric, that is, the same key is used to encrypt and
decrypt the data.

8. The client and server send a Finished message to each other. These are the first
messages that are sent using the keys generated in the previous step (the first
"secure" messages).

The Finished message includes all the previous handshake messages that each
side sent. Each side verifies that the previous messages that it received match the
messages included in the Finished message. This checks that the handshake
messages were not tampered with.
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9. The client and server now transfer data using the encryption and hashing keys
and algorithms.

Figure 6—-1 SSL Handshake
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6.2 About SSL in Oracle Fusion Middleware

This section introduces SSL in Oracle Fusion Middleware. It contains these topics:

s SSL in the Oracle Fusion Middleware Architecture

s Keystores and Oracle Wallets

s Authentication Modes

s Tools for SSL Configuration
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6.2.1 SSL in the Oracle Fusion Middleware Architecture

6-6

Figure 6-2 SSL in Oracle Fusion Middleware
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Notes:

» In Figure 6-2, the label "Oracle Enterprise Manager" refers to the
Fusion Middleware Control user interface.

s Other administrative tools, such as opmn, are available for specific
tasks.

In the Oracle Fusion Middleware architecture shown in Figure 6-2, the numbered
circles represent the endpoints that can be SSL-enabled. For configuration details
about each endpoint, see:

1.

Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control" and Section 6.4.2.2, "Enable Inbound SSL for Oracle Web
Cache Using WLST"

Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control"” and Section 6.4.2.4, "Specify the Wallet for Outbound SSL
from Oracle Web Cache Using WLST"

Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server Virtual
Hosts Using Fusion Middleware Control" and Section 6.4.3.2, "Enable SSL for
Inbound Requests to Oracle HTTP Server Virtual Hosts Using WLST"

Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server"
Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server"

Outbound connections to the LDAP server can originate from Oracle Platform
Security Services or from Oracle WebLogic Server:

a. Section 6.5.1.2.1, "Outbound SSL from Oracle Platform Security Services to
LDAP"
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b. Section 6.5.1.2.3, "Outbound SSL from LDAP Authenticator to LDAP"

7. Section 6.6.1.1, "Enable Inbound SSL on an Oracle Internet Directory Listener
Using Fusion Middleware Control" and Section 6.6.1.2, "Enabling Inbound SSL on
an Oracle Internet Directory Listener Using WLST"

8. Section 6.6.3.2, "SSL-Enable a Data Source"

9. Section 6.6.3.1, "SSL-Enable Oracle Database"

10. Section 6.5.6, "Client-Side SSL for Applications"”

11. Section 6.5.2, "Configuring SSL for Oracle SOA Suite"
12. Section 6.5.3, "Configuring SSL for Oracle WebCenter"
13. Section 6.3.3, "WLST Command-Line Tool"

14. Section 6.6.1.3, "Enabling Outbound SSL from Oracle Internet Directory to Oracle
Database"

15. Section 6.6.3.1, "SSL-Enable Oracle Database"

In addition, you can configure SSL for identity management components. For details,
see:

= Section 6.5.4.1, "Configuring SSL for Oracle Directory Integration Platform"
= Section 6.5.4.2, "Configuring SSL for Oracle Identity Federation"
= Section 6.5.4.3, "Configuring SSL for Oracle Directory Services Manager"

Keystores and Wallets

Keystores and wallets are central to SSL configuration and are used to store certificates
and keys.

For details, see Section 6.2.2, "Keystores and Oracle Wallets."

6.2.2 Keystores and Oracle Wallets

Oracle Fusion Middleware supports two types of keystores for keys and certificates:
s JKS-based keystore and truststore
s Oracle wallet

In 11g Release 1 (11.1.1), all Java components and applications use the JKS keystore.
Thus all Java components and applications running on Oracle WebLogic Server use
the JKS-based KeyStore and TrustStore.

The following system components continue to use the Oracle wallet:
s Oracle HTTP Server

= Oracle Web Cache

s Oracle Internet Directory

You can use Fusion Middleware Control or the command-line WLST and orapki
interfaces, to manage wallets and their certificates for these system components. You
can use either the Fusion Middleware Control or WLST to SSL-enable the listeners for
these components.

Oracle Virtual Directory uses a JKS-based keystore. You can use Fusion Middleware
Control or WLST to manage JKS keystores and their certificates for Oracle Virtual
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Directory. You can use either the Fusion Middleware Control or WLST to SSL-enable
the listeners for Oracle Virtual Directory.

JDK's keytool utility manages the keystore used by Oracle WebLogic Server listeners
for Java EE applications. This is the only keystore tool to manage these keystores; no
graphical user interface is available for this purpose.

For more information about these types of stores, and when to use which type of store,
see Section 6.1.3, "Keystores and Wallets".

See Also: Section 8.1, "Key and Certificate Storage in Oracle Fusion
Middleware" for keystore management

6.2.3 Authentication Modes

The following authentication modes are supported:
s In no-authentication mode, neither server nor client are required to authenticate.

Other names for this mode include Anonymous SSL/No
Authentication/Diffie-Hellman.

» In server authentication mode, a server authenticates itself to a client.
This mode is also referred to as One-way SSL/Server Authentication.

»  In mutual authentication mode, a client authenticates itself to a server and that server
authenticates itself to the client.

This mode is also known as Two-way SSL/Client Authentication.

= In optional client authentication mode, the server authenticates itself to the client, but
the client may or may not authenticate itself to the server. Even if the client does
not authenticate itself, the SSL session still goes through.

6.2.4 Tools for SSL Configuration

Oracle Fusion Middleware uses two kinds of configuration tools, common and
advanced.

Common Tools
s Fusion Middleware Control

s WLST command-line interface

s Oracle WebLogic Server Administration Console

s keytool command-line tool

These tools allow you to configure SSL and manage Oracle Wallet/JKS keystore for

any listener or component in Oracle Fusion Middleware.

Advanced Tools
s Oracle Wallet Manager graphical user interface

» orapki command-line interface

These tools allow you to configure advanced features like managing file-based CRLs,
PKCS11-based wallets, and so on.

See Also: Section 8.1, "Key and Certificate Storage in Oracle Fusion
Middleware" for keystore management
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6.3 Configuring SSL for Configuration Tools

Several tools are available for Oracle Fusion Middleware configuration. This section
describes how to configure SSL for these tools to enable them to connect to an
SSL-enabled Oracle WebLogic Server.

For a list of all the configuration tools, see Section 6.2.4, "Tools for SSL Configuration.".
This section contains these topics:

s Oracle Enterprise Manager Fusion Middleware Control

s Oracle WebLogic Server Administration Console

s WLST Command-Line Tool

6.3.1 Oracle Enterprise Manager Fusion Middleware Control
Take these steps:

= Ensure that the SSL port is enabled on the Oracle WebLogic Server instance on
which Fusion Middleware Control is deployed, and that the browser (from which
you will launch Fusion Middleware Control) trusts the server certificate.

= Now launch Fusion Middleware Control using an SSL-based URL, in the format
https:/ /host : port.

6.3.2 Oracle WebLogic Server Administration Console

Ensure that the SSL port is enabled on the Oracle WebLogic Server instance. Now
launch the administration console by providing the SSL port in the URL. You may get
a warning that the certificate is not trusted; accept this certificate and continue.

6.3.3 WLST Command-Line Tool
For details about configuring SSL for WLST, take these steps:

1. Launch the WLST shell.
2. Execute the WLST command:

help('connect')

Follow the instructions described in the help text to set up the WLST shell in SSL
mode.

6.4 Configuring SSL for the Web Tier

This section contains these topics:

s Configuring Load Balancers

= Enabling SSL for Oracle Web Cache Endpoints

= Enabling SSL for Oracle HTTP Server Virtual Hosts

6.4.1 Configuring Load Balancers

Use the instructions specific to your load-balancing device to configure load balancers
in your Oracle Fusion Middleware environment.
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6.4.2 Enabling SSL for Oracle Web Cache Endpoints

This section explains how to enable SSL for Oracle Web Cache listening endpoints
using Fusion Middleware Control and WLST.

6.4.2.1 Enable Inbound SSL for Oracle Web Cache Using Fusion Middleware
Control

You can SSL-enable inbound traffic to Oracle Web Cache listening endpoints using
these steps:

Note: This information applies only to inbound communication; for
information about SSL-enabling outbound traffic from Oracle Web
Cache to Oracle HTTP Server, see Section 6.4.2.3, "Enable Outbound
SSL for Oracle Web Cache Using Fusion Middleware Control".

1. Select the Oracle Web Cache instance in the navigation pane on the left.

2. Create a wallet, if necessary, by navigating to Oracle Web Cache, then Security,
then Wallets.

For details about wallet creation and maintenance, see Chapter 8, "Managing
Keystores, Wallets, and Certificates".

3. Navigate to Oracle Web Cache, then Security, then SSL Configuration.

The SSL Configuration page contains two sets of information:

[] web Cache ~ Page Refreshed Feb 6, 2009 2:12:21 PM PST
S$SL Configuration
All ports configured For this system component are shown, SSL can be configured Far a port during edit aperation.
Wieww 7 EdE.
Port Port Type Host Mame IP Address 55L Enal
777G HORM localhost AN
7782 MORM localhost AN N
F779 ADMINISTRATION  localhost AN
77E1 INWALIDATION localhost AN
FrE0 STATISTICS localhost AN
< >

iSSL Communication Between WebCache and Oracle HTTP Server (QHS)

Select the wallet that would be used for communication between this WebCache instance and Oracle HTTP Servers {OHS).

Client ¥allet Name  default | Change wallet...

The top table shows the inbound settings for a list of listening endpoints. A check
in the SSL Enabled column indicates that the endpoint is configured for SSL.

The bottom portion of the page shows outbound SSL configuration. For more
information about outbound SSL, see Section 6.4.2.3, "Enable Outbound SSL for
Oracle Web Cache Using Fusion Middleware Control.".

4. Select an endpoint, and click Edit.
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[@]wieb Cache = Page Refrashed Apr 17, 2009 2:55:17 PR POT ()

Ports Configuration = Edit Part

@ Information
Al changes made in this page require a server restart bo take effect,
Edit Port : ANY:B090 Ok || Cancel
Edit attributes of a port for this system component, Ports created can listen on local IP Address of associated host or any of available network interfaces,
=|Endpoint Attributes

Port Type | NORM v
Endpaint Marme  ARNY:S090

IP Address | amy -

* port | &090

=851 Configuration @
Server side S5L attributes For listening endpaint.

[1 Enable ssL

Server Waller Name | defaul:
=ladvanced S5L Settings
Server S5L properties
S5L Authentication | Server Authentication

* 551 Probocol Version | Al =

The Edit Port page appears. This page contains two sections—a top portion with
general details like port and IP address, and a bottom section that configures SSL
parameters.

To disable SSL, uncheck Enable SSL; restart the component instance by navigating
to Oracle Web Cache, then Control, then Restart.

To enable SSL for this endpoint, check Enable SSL. Next, enter SSL configuration
parameters:

= Select an Oracle wallet from the drop-down list.

Note: Ensure that the wallet contains the server certificate and its
corresponding CA certificate.

= Select the type of SSL authentication.

= Select the protocol version (the available options are determined by your
choice of authentication).

Click OK.

On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

Restart the Oracle Web Cache instance by navigating to Oracle Web Cache, then
Control, then Restart.

See Also: Section 8.4.1.3, "Sharing Wallets Across Instances"

6.4.2.2 Enable Inbound SSL for Oracle Web Cache Using WLST

You can enable SSL for inbound traffic to Oracle Web Cache using the WLST
command-line tool.

SSL-Enable Oracle Web Cache Inbound in server-auth Mode Using WLST
Take these steps:

Determine the listening endpoints for this Oracle Web Cache instance by running
the following command:

listListeners('instl', 'wcl"')
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This command will list all the listening endpoints for this instance; select the one
that needs to be configured for SSL. For example, select
CACHE. index1.LISTEN. indexl.

2. Configure the listening endpoint with SSL properties:
configureSSL('instl',
'wecl',
'webcache',
'"CACHE.index1.LISTEN. index1")

Note:

» configureSSL uses defaults for all SSL attributes; see Table 6-5
for details.

= You may also specify a properties file as a parameter to
configureSsL; see Table 64 for details.

3. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

6.4.2.3 Enable Outbound SSL for Oracle Web Cache Using Fusion Middleware
Control

Outbound Oracle Web Cache refers to traffic from Oracle Web Cache to Oracle HTTP
Server.

There are two aspects to set up SSL for outbound traffic from Oracle Web Cache:

selecting a wallet for outbound SSL and configuring SSL.

Wallet Selection
Take these steps:

1. Navigate to Oracle Web Cache, then Security, then SSL Configuration.

[] web Cache ~ Page Refreshed Feb 6, 2009 2:12:21 PM PST
S$SL Configuration
All ports configured For this system component are shown, SSL can be configured Far a port during edit aperation.
Wieww 7 EdE.
Port Port Type Host Mame IP Address 55L Enal
777G HORM localhost AN
7782 MORM localhost AN N
F779 ADMINISTRATION  localhost AN
77E1 INWALIDATION localhost AN
FrE0 STATISTICS localhost AN
< >

iSSL Communication Between WebCache and Oracle HTTP Server (QHS)

Select the wallet that would be used for communication between this WebCache instance and Oracle HTTP Servers {OHS).

Client ¥allet Name  default | Change wallet...

2. At the bottom of the page, click Change Wallet to display the available wallets for
this listener.
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tifeh Cache + Pags Refrashed Fab

$sL Configuration
All ports configured for this system companent are shawn. S5L can be canfigured For a port during edit operation,

Vieww 7 Fdb.
Port Fort Type Host Name TP Address 551 Enal
7776 MORM locshost Ay
7782 MORM locsles) gelect Client Wallet ]
7773 ADMINISTRATION  locahos)
7781 INVALIDATION Incalhost
770 STATISTICS Iocalhos! Client Wallet Mame wallet password

requred
default

<

=881 GCommunication Between Webd
Select the wallet that would be used for communicatiq

Client ‘Wallet Hame  default | Change Wallet..

oK || Cancel

3. Select the desired wallet for outbound SSL and click OK.

SSL Configuration
Take these steps:

1. Navigate to the Oracle Web Cache instance, then Administration, then Origin
Servers.

This page displays the Oracle HTTP Servers with which this Oracle Web Cache
instance can communicate. For example, if Oracle Web Cache can talk to two
different Oracle HTTP Servers you would see two rows in the table.

weh Carhe + Page Refreshed Feb £, 2009 2:20:08 PM PST (0

(i) Information
All Fields on this page will require a restart to take effect,

origin Servers Apply | Revert

Configure Web Cache with the application Web servers for internal sites and proxy servers for external sites outside a firewall to which it sends cache
misses, These settings are required for load balancing, Failover, and site-to-server mappings.

[ffcreate... AEdt.. 3§ Delete. .

Hast Port Protacol Routing Enabled Caparcity Proxy Server
In this example, the Oracle Web Cache instance is currently configured for
non-SSL communication to the origin server over this host and port.

2. To enable SSL for outbound traffic to this origin server, select the row and click
Edit.

3. The Edit Origin Server page appears:

(i) Information
All Fields on this page will require a restart to take effect,

Edit Origin Server @] o | car
Specify the settings for the origin server, In order for Web Cache to Forward requests ko origin server, you musk map a site to the origin server on the
Sites page,

*Host | stanel4.us.oracle.com
* Port a5a5
Capacity 100
Protocol | HTTRP
Routing Enabled

4. Use the Protocol drop-down box to change the protocol to https.
5. Click OK.

6. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".
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7. Restart the Oracle Web Cache instance by navigating to Oracle Web Cache, then
Control, then Restart.

Oracle Web Cache is now configured to communicate to the origin server over
SSL.

Note: When editing the origin server settings on this page, ensure
that Oracle HTTP Server is listening at this port in SSL mode.

6.4.2.4 Specify the Wallet for Outbound SSL from Oracle Web Cache Using WLST

To change the wallet in use for outbound SSL connections from Oracle Web Cache, use
a command like the following:

configureSSL('instl',
'wecl',
'webcache',
'CACHE. index0.CLIENTSSL',
'property-file.prop')

where:

= instl is the name of the application server instance

= wcl is the name of the Oracle Web Cache instance

= webcache is the component type

m CACHE. index0.CLIENTSSL is the listener name for client SSL
s property-file.prop contains:

KeyStore=wallet-path

6.4.3 Enabling SSL for Oracle HTTP Server Virtual Hosts

This section shows how to manage SSL configuration for Oracle HTTP Server virtual
hosts.

For inbound traffic:

= Section 6.4.3.1 (using Fusion Middleware Control)
= Section 6.4.3.2 (using WLST)

For outbound traffic:

s Section 6.4.3.3

6.4.3.1 Enable SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts
Using Fusion Middleware Control

You can SSL-enable inbound traffic to Oracle HTTP Server virtual hosts using these
steps:

1. Select the Oracle HTTP Server instance in the navigation pane on the left.

2. Create a wallet, if necessary, by navigating to Oracle HTTP Server, then Security,
then Wallets.

For details about wallet creation and maintenance, see Chapter 8, "Managing
Keystores, Wallets, and Certificates".

3. Navigate to Oracle HTTP Server, then Administration, then Virtual Hosts.
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This page shows what hosts are currently configured, and whether they are
configured for http or https.

@ Oracle HTTP Server « Page Refreshed Feb B, 2009 2:22:50 PM PST ($]

Virtual Hosts

Create virtual hosts to maintain more than one server on one computer, as differentiated by their apparent hostname, enabling Oracle HTTP Server to serve
different Web sites simultaneously, You can select a virtual host row From the table and using the Configure menu specify mod_weblogic, mod_perl, 55L,
mime and log configuration for selected row,

CH- Create... 38 Remave Configure |+

Marme Server Mame Type Ports Protocal
#5859 IP_EASED G889 HTTPS
#4443 IP_BASED 4443 HTTPS

4. Select the virtual host you wish to update, and click Configure, then SSL
Configuration.

@ Oracle HTTP Server = Page Refreshed Feb B, 2009 2:25:08 PM PST [$]

Virtual Hosts

Create virtual hosts to maintain more than one server on one computer, as differentiated by their apparent hostname, enabling Oracle HTTP Server to serve
different Web sites simultaneously, You can select a virtual host row From the table and using the Configure menu specify mod_weblogic, mod_perl, 55L,
mime and log configuration for selected row,

CH- Create... 22 Remave Configure |+

Mame Sed Server Configuration Ports Protocal
*:5559 MIME Configuration 2889 HTTRS
*14443 4443 HTTRS

Log Configuration
mod_perl Configuration
55L Configuration

mod_weblogic Configuration

The SSL Configuration page appears.
5. You can convert an https port to http by simply unchecking Enable SSL.
To configure SSL for a virtual host that is currently using http:
s Check the Enable SSL box.
= Select a wallet from the drop-down list.

@ Oracle HTTP Server = Page Refreshed Feb B, 2009 2:25:56 PM PST [$]
(@) Information
All Fields on this page will require a restart to take effect,

$5L Configuration @ ok || Cancel

Enable 551

Server Wallet Mame | default
& TIP Wallet is not required For no-auth mode but is needed in other modes.
=l advanced SSL Settings

Server S5L properties
S5L Authentication | Seryver Authentication v

* Cipher Suite all

* 350 Protocal Version

L]

s From the Server SSL properties, select the SSL authentication type, cipher
suites to use, and the SSL protocol version.

Note: The default values are appropriate in most situations.
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Note: The choice of authentication type determines the available
cipher suites, and the selected cipher suites determine the available
protocol versions. For more information about ciphers and protocol
versions, see Section 6.9.28, "Properties Files for SSL".

6. Click OK to apply the changes.

7. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

8. Restart the Oracle HTTP Server instance by navigating to Oracle HTTP Server,
then Control, then Restart.

9. Open a browser session and connect to the port number that was SSL-enabled.

6.4.3.2 Enable SSL for Inbound Requests to Oracle HTTP Server Virtual Hosts
Using WLST

Take these steps:

1. Determine the virtual hosts for this Oracle HTTP Server instance by running the
following command:

listListeners('instl', 'ohsl' )
This command lists all the virtual hosts for this instance; select the one that needs
to be configured for SSL. For example, you can select vhost1.

2. Configure the virtual host with SSL properties:

configureSSL('instl',
'ohsl',
'ohs',
'vhostl')

Note:

» configureSsSL uses defaults for all SSL attributes; see Table 6-5
for details.

= We could also specify a properties file as a parameter to
configureSsL; see Table 64 for details.

3. On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

6.4.3.3 Enable SSL for Outbound Requests from Oracle HTTP Server

You enable SSL for outbound requests from Oracle HTTP Server by configuring mod_
wl_ohs.

The steps are as follows:

1. Generate a custom keystore for Oracle WebLogic Server (see Section 6.5.1,
"Configuring SSL for Oracle WebLogic Server") containing a certificate.

2. Import the certificate used by Oracle WebLogic Server from Step 1 into the Oracle
HTTP Server wallet as a trusted certificate. You can use any available utility such
as WLST or Fusion Middleware Control for this task.
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Edit the Oracle HTTP Server configuration file INSTANCE_
HOME/config/OHS/ohsl/ssl.conf and add the following line to the SSL
configuration under mod_weblogic:

WlsSLWallet "$(ORACLE_INSTANCE}/config/COMPONENT_TYPE/COMPONENT
NAME/keystores/default"

where default is the name of the Oracle HTTP Server wallet in Step 2.
Here is an example of how the configuration should look:

<IfModule mod_weblogic.c>

WebLogicHost myweblogic.server.com

WebLogicPort 7002

MatchExpression *.jsp

SecureProxy On

WlSSLWallet "$(ORACLE_INSTANCE)/config/OHS/ohsl/keystores/default"
</IfModule>

Save the file and exit.

On Windows platforms only, open Windows Explorer and navigate to your
cwallet.sso file. Under properties, security, add SYSTEM in "group or user names".

Restart Oracle HTTP Server to activate the changes.

Ensure that your Oracle WebLogic Server instance is configured to use the custom
keystore generated in Step 1, and that the alias points to the alias value used in
generating the certificate. Restart the Oracle WebLogic Server instance.

mod_wl_ohs also supports two-way SSL communication. To configure two-way SSL:

1.
2.

Perform Steps 1 through 4 of the preceding procedure for one-way SSL.
Generate a trust store, trust. jks, for Oracle WebLogic Server.

The keystore created for one-way SSL (Step 1 of the preceding procedure) could
also be used to store trusted certificates, but it is recommended that you create a
separate truststore for this procedure.

Export the user certificate from the Oracle HTTP Server wallet, and import it into
the truststore created in Step 2.

You can use any available utility such as WLST or Fusion Middleware Control for
export, and the keytool utility for import.

From the Oracle WebLogic Server Administration Console, select the Keystores
tab for the server being configured.

Set the custom trust store with the trust . jks file location of the trust store that
was created in Step 2 (use the full name).

Set the keystore type as JKS, and set the passphrase used to create the keystore.

Under the SSL tab, ensure that Trusted Certificate Authorities is set as from
Custom Trust Keystore.

6.5 Configuring SSL for the Middle Tier

Using SSL in the middle tier includes:

SSL-enabling the application server

SSL-enabling components and applications running on the application server
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This section addresses mid-tier SSL configuration and contains these topics:
s Configuring SSL for Oracle WebLogic Server

s Configuring SSL for Oracle SOA Suite

s Configuring SSL for Oracle WebCenter

s Configuring SSL for Oracle Identity and Access Management

= SSL-Enable Oracle Reports, Forms, Discoverer, and Portal

s Client-Side SSL for Applications

6.5.1 Configuring SSL for Oracle WebLogic Server

This section describes configuration for the application server.

6.5.1.1 Inbound SSL to Oracle WebLogic Server

For information and details about implementing SSL to secure Oracle WebLogic
Server, see Oracle Fusion Middleware Securing Oracle WebLogic Server.

6.5.1.2 Outbound SSL from Oracle WebLogic Server

This section describes how to SSL-enable outbound connections from Oracle
WebLogic Server.

s Outbound SSL from Oracle Platform Security Services to LDAP

s Outbound SSL from Oracle Platform Security Services to Oracle Database
s Outbound SSL from LDAP Authenticator to LDAP

s Outbound SSL to Database

6.5.1.2.1 Outbound SSL from Oracle Platform Security Services to LDAP This section

explains how to configure SSL for policy stores and credential stores connections to an
LDAP directory. Anonymous and one-way SSL is supported.

Anonymous SSL (Server-side)
Start the LDAP server in anonymous authentication mode.

For Oracle Internet Directory, see Section 6.6.1.1, "Enable Inbound SSL on an Oracle
Internet Directory Listener Using Fusion Middleware Control".

If using another directory, consult your LDAP server documentation for information
on this task.

Anonymous SSL (Client-side)

In your jps-config.xml file, you must set the protocol to 1daps and specify the
appropriate port for the property 1dap . url. This information needs to be updated for
policy store, credential store, key store and any other service instances that use
ldap.url.

One-Way SSL (Server-side)
Prerequisite: LDAP server in SSL Server Authentication Mode.

For details on this procedure, see the Oracle Fusion Middleware Administrator’s Guide for
Oracle Internet Directory.

One-Way SSL (Client-side)

The following must be in place for the client-side configuration:
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1. The JVM needs to know where to find the trust store that it uses to trust
certificates from LDAP. You do this by setting:

-Djavax.net.ssl.trustStore=path_to_jks file
This property is added either to the JavaSE program, or to the server start-up
properties in a JavaEE environment.

2. Inyour jps-config.xml file, you must set the protocol to 1daps and specify
the appropriate port for the property 1dap.url. This information needs to be
updated for policy store, credential store, key store and any other service instances
that use 1dap.url.

3. Using keytool, import the LDAP server's certificate into the trust store specified in
step 1.

6.5.1.2.2 Outbound SSL from Oracle Platform Security Services to Oracle Database You can

set up a one-way or two-way SSL connection to a database-based OPSS security store.

For details about configuring the database server and clients, see Oracle Fusion

Middleware Application Security Guide.

6.5.1.2.3 Outbound SSL from LDAP Authenticator to LDAP When you configure an LDAP
authenticator in Oracle WebLogic Server, you can specify that connections to the
LDAP store should use SSL.

Take these steps to configure the authenticator:
1. Log in to the Oracle WebLogic Server Administration Console.

2. In the left pane, select Security Realms and click the name of the realm you are
configuring.

3. Select Providers, then Authentication and click New.
4. In the Name field, enter a name for the authentication provider.

5. From the Type drop-down list, select the type of the Authentication provider and
click OK.

For example, if using Oracle Internet Directory, choose
OracleInternetDirectoryAuthenticator.

6. Select Providers, then Authentication and click the name of the new
authentication provider to complete its configuration.

7. On the Configuration page for the authentication provider, set the desired values
on the Common and Provider-Specific tabs.

a. Common Tab

Set the Control Flag to SUFFICIENT for all authenticators, including the
DefaultAuthenticator

b. Provider-Specific Tab
host: host-name
port: port-number
principal: cn=orcladmin
credential/confirm: password

user base dn: cn=Users, dc=us,dc=oracle, dc=com
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group base dn: cn=Groups, dc=us, dc=oracle, dc=com
8. Save your changes and restart the server.
6.5.1.2.4 Outbound SSL to Database Configuring SSL between Oracle WebLogic Server
and the database requires two sets of steps:
s Configuring SSL Listener for the Database
s Configuring SSL for the Data Source on Oracle WebLogic Server
Configure an SSL Listener on Oracle Database

To configure the database with an SSL listener, you must specify the server's
distinguished name (DN) and TCPS as the protocol in the client network configuration
files to enable server DN matching and TCP/IP with SSL connections. Server DN
matching prevents the database server from faking its identity to the client during
connections by matching the server's global database name against the DN from the
server certificate.

You must manually edit the client network configuration files, tnsnames . ora and
listener.ora, to specify the server's DN and the TCP/IP with SSL protocol.

For details, see Section 6.6.3.1, "SSL-Enable Oracle Database."

See Also: Configuring Secure Sockets Layer Authentication in the
Oracle Database Advanced Security Administrator’s Guide for more
information about configuring SSL for the database listener

SSL-Enable the Data Source On Oracle WebLogic Server
See Section 6.6.3.2, "SSL-Enable a Data Source."

6.5.2 Configuring SSL for Oracle SOA Suite

SSL configuration for Oracle SOA Suite varies with the type of connection being
secured.

SSL in Oracle WebLogic Server
SSL features in Oracle WebLogic Server include:

= How to set up SSL at the core server
= How to enable SSL for a Web service

For these and related topics, see Oracle Fusion Middleware Securing Oracle WebLogic
Server.

SSL for SOA Composites
The following tasks are also needed to secure Oracle SOA Suite applications:

= SSL-protecting SOA composites
= Accessing SSL-protected Web services from within SOA composites

For these and related topics, see the Oracle Fusion Middleware Administrator’s Guide for
Oracle SOA Suite and Oracle Business Process Management Suite.
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6.5.3 Configuring SSL for Oracle WebCenter

For information and details about how to implement SSL connections for Oracle
WebCenter, see the following topics in the Oracle Fusion Middleware Administrator’s
Guide for Oracle WebCenter:

= Securing the WebCenter Spaces Connection to Oracle Content Server with SSL

= Securing the Browser Connection to WebCenter Spaces with SSL

6.5.4 Configuring SSL for Oracle Identity and Access Management

You can configure SSL for Oracle Identity and Access Management components
residing on the middle tier:

s Configuring SSL for Oracle Directory Integration Platform
s Configuring SSL for Oracle Identity Federation

s Configuring SSL for Oracle Directory Services Manager

6.5.4.1 Configuring SSL for Oracle Directory Integration Platform

You can configure Oracle Directory Integration Platform to use SSL for
communications with connected directories. The Oracle Fusion Middleware
Administrator’s Guide for Oracle Directory Integration Platform provides details about the
following SSL tasks for Oracle Directory Integration Platform:

s Configuring Oracle Directory Integration Platform for SSL Mode 2 Server-Only
Authentication

= Managing the SSL Certificates of Oracle Internet Directory and Connected
Directories

= Bootstrapping in SSL Mode

s Configuring the Third-Party Directory Connector for Synchronization in SSL
Mode

s Configuring and Testing Oracle Internet Directory with SSL Server-Side
Authentication

s Testing SSL Communication Between Oracle Internet Directory and Microsoft
Active Directory

6.5.4.2 Configuring SSL for Oracle Identity Federation

See "Configuring SSL for Oracle Identity Federation" in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Identity Federation for details.

Note: Use Sun Microsystems' keytool utility to manage keystores
and certificates required for SSL configuration in Oracle Identity
Federation.

6.5.4.3 Configuring SSL for Oracle Directory Services Manager

You can configure Oracle Directory Services Manager to use SSL for communications
with connected directories. The Oracle Fusion Middleware Administrator’s Guide for
Oracle Virtual Directory provides details about the following SSL tasks for Oracle
Directory Services Manager:
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Logging into the Directory Server from Oracle Directory Services Manager Using
SSL

Managing Oracle Directory Services Manager's Key Store

Storing Oracle Directory Services Manager's Certificate in Oracle Virtual Directory

6.5.5 SSL-Enable Oracle Reports, Forms, Discoverer, and Portal

This section contains these topics:

SSL for Oracle Reports
SSL for Oracle Forms
SSL for Oracle Discoverer

SSL for Oracle Portal

6.5.5.1 SSL for Oracle Reports

To SSL-enable Oracle Reports, you need to enable SSL on the components
front-ending Oracle WebLogic Server.

For example, if you have an Oracle HTTP Server and an Oracle Web Cache
front-ending the Oracle WebLogic Server that hosts Oracle Reports, you need to
configure the following:

Inbound SSL for Oracle Web Cache

See Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

Inbound SSL for Oracle HTTP Server

See Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server
Virtual Hosts Using Fusion Middleware Control."

Inbound SSL for Oracle WebLogic Server
See Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server."
SSL between Oracle Web Cache and Oracle HTTP Server

See Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

SSL between Oracle HTTP Server and Oracle WebLogic Server
See Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server."

Note: These steps are necessary only if you wish to set up
end-to-end SSL. In most cases, it is sufficient to enable SSL only on the
first component getting the request, since the other components are
usually within the intranet.

For example, if the request is sent to Oracle Web Cache, you may only
need to follow the first step. If the request is sent to Oracle HTTP
Server, you may only need to follow the second step. Select the steps
as dictated by your topology.

Additionally, Oracle Reports in Fusion Middleware Control accesses the reports
servlet for data. If that communication needs to take place over SSL, you must
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complete the manual procedure described in Oracle Fusion Middleware Publishing
Reports to the Web with Oracle Reports Services.

6.5.5.2 SSL for Oracle Forms

To SSL-enable Oracle Forms, you need to enable SSL on the components front-ending
Oracle WebLogic Server.

For example, if you have an Oracle HTTP Server and an Oracle Web Cache
front-ending the Oracle WebLogic Server that hosts Oracle Forms, you need to
configure the following:

s Inbound SSL for Oracle Web Cache

See Section 6.4.2.1, "Enable Inbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

s Inbound SSL for Oracle HTTP Server

See Section 6.4.3.1, "Enable SSL for Inbound Requests to Oracle HTTP Server
Virtual Hosts Using Fusion Middleware Control."

s Inbound SSL for Oracle WebLogic Server
See Section 6.5.1.1, "Inbound SSL to Oracle WebLogic Server."
s SSL between Oracle Web Cache and Oracle HTTP Server

See Section 6.4.2.3, "Enable Outbound SSL for Oracle Web Cache Using Fusion
Middleware Control."

= SSL between Oracle HTTP Server and Oracle WebLogic Server
See Section 6.4.3.3, "Enable SSL for Outbound Requests from Oracle HTTP Server."

Note: These steps are necessary only if you wish to set up
end-to-end SSL. In most cases, it is sufficient to enable SSL only on the
first component getting the request, since the other components are
usually within the intranet.

For example, if the request is sent to Oracle Web Cache, you may only
need to follow the first step. If the request is sent to Oracle HTTP
Server, you may only need to follow the second step. Select the steps
as dictated by your topology.

6.5.5.3 SSL for Oracle Discoverer

Running Oracle Discoverer over https requires certain tasks such as enabling SSL for
the Oracle HTTP Server virtual host and Oracle Web Cache front-ending the Oracle
WebLogic Server that hosts Oracle BI Discoverer, among others.

For details, see Configuring End-to-End Secure Sockets Layer for Discoverer in the
Oracle Fusion Middleware Configuration Guide for Oracle Business Intelligence Discoverer.

6.5.5.4 SSL for Oracle Portal

Oracle Portal uses a number of different components (such as the Parallel Page Engine,
Oracle HTTP Server, and Oracle Web Cache) each of which may act as a client or
server in HTTP communication. As a result, each component involving Oracle Portal
in the middle tier is individually configured for https.

For details, see the Oracle Fusion Middleware Administrator’s Guide for Oracle Portal.
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6.5.6 Client-Side SSL for Applications

For information on how to write SSL-enabled applications, see "Using SSL
Authentication in Java Clients" in Oracle Fusion Middleware Programming Security for
Oracle WebLogic Server.

For best practices, refer to Section 6.8.2, "Best Practices for Application Developers."

6.6 Configuring SSL for the Data Tier

This section contains these topics:

s Enabling SSL on Oracle Internet Directory Listeners
s Enabling SSL on Oracle Virtual Directory Listeners
s Configuring SSL for the Database

6.6.1 Enabling SSL on Oracle Internet Directory Listeners

Out of the box, Oracle Internet Directory nodes are SSL-enabled in no-auth mode.

This section explains how to SSL-enable Oracle Internet Directory listeners using
Fusion Middleware Control and the WLST command-line tool.

6.6.1.1 Enable Inbound SSL on an Oracle Internet Directory Listener Using Fusion
Middleware Control

In this example, the following steps enable SSL in no-auth mode for an instance of
Oracle Internet Directory using Fusion Middleware Control:

1. Select the Oracle Internet Directory instance in the navigation pane on the left.

2. Navigate to Oracle Internet Directory, then Administration, then Server
Properties.

Oracle Internet Directary + Page Refreshed Feb &, 2008 2:30:15 PM ST €2

Server Properties o R
General | Performance | SASL | Statistics | Logging
Server Mode  Read [ Write v
Maximum number of entries ta be returned by a search 10000
Maximum time allowed For a search to complete (sech 3600

Anonymous Bind | Disallow except For Read Access on the root DSE »
Port Numbers

Mor-55L Part | 389 &
S50 Part | B36 @Changa 551 Settings

3. Click Change SSL Settings.
4. On the SSL Settings dialog:
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Cracle Internet Direckory = Page Refreshed Feb &, 2003 2:32:0¢
(i) Information
All fields on this page will require a restart ko kake effect.

85L Configuration @ ok

Enable 550
Server Wallet Mame v

@ TIP Wallet is not required For no-auth mode but is needed in other modes,
ElAdvanced 551 Settings

Server SSL properties
5L Authentication | o Authentication %
* Cipher Suite Ll
55L_DH_anon_WITH_RC4_128_MDS
[[]55L_DH_anon_WITH_DES_CBC_SHA
[[]55L_DH_anon_WITH_3DES_EDE_CRC_SH,

* 550 Protocol Yersion |y >
e

vl

[Jv3_vHello

w3

= Select Enable SSL.

= Set SSL Authentication to No Authentication.
= Set Cipher Suite to All

= Set SSL protocol version to v3.

= Click OK.

5. Restart the Oracle Internet Directory instance by navigating to Oracle Internet
Directory, then Control, then Restart.

6. To verify that the instance is correctly SSL-enabled, execute an 1dapbind
command of the form:

ldapbind -D cn=orcladmin
-U 1
-h host
-p SSL_port

Notes: -U 1 represents the no-auth mode.

SSL Enabling in Other Authentication Modes

The steps for SSL-enabling in other authentication modes are the same, except that in
the SSL Settings dialog, you would set the appropriate authentication type.

Note: Other authentication types need an Oracle wallet.

6.6.1.2 Enabling Inbound SSL on an Oracle Internet Directory Listener Using WLST

Configure the listener with SSL properties in no-auth mode as follows:

Note: The Oracle Internet Directory port name is always sslportl.

configureSSL('instl',
‘oidl"',
'oid',
'sslportl')
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Note:

m configureSSL can use defaults for all SSL attributes; see
Table 6-5 for details.

= We could also specify a properties file as a parameter to
configureSsL; see Table 64 for details.

SSL Enabling in Other Authentication Modes

You can do this by running the configureSSL command with a properties file as
parameter and specifying an appropriate authentication type parameter value. For
details, see the Oracle Fusion Middleware Administrator’s Guide for Oracle Internet
Directory.

6.6.1.3 Enabling Outbound SSL from Oracle Internet Directory to Oracle Database

Two sets of procedures are needed to configure SSL connections from Oracle Internet
Directory to Oracle Database:

»  Configure SSL for the Database

s Configure Outbound Oracle Internet Directory

Configure SSL for the Database

The steps to configure Oracle Database for SSL are described in Section 6.6.3.1,
"SSL-Enable Oracle Database."

Configure Outbound Oracle Internet Directory

Take these steps to configure SSL for outbound traffic from Oracle Internet Directory
to Oracle Database:

1. Stop the Oracle Internet Directory server instances whose outbound traffic to the
database is to be configured with SSL using this opmnct1 syntax:

SORACLE_INSTANCE/bin/opmnctl stopproc ias-component=componentName

For example:
SORACLE_INSTANCE/bin/opmnctl stopproc ias-component=o0idl
2. Configure Security Socket Layer authentication on the database to which the
Oracle Internet Directory server instance is connecting.
For details, see Oracle Database Advanced Security Administrator’s Guide.
3. Restart the database/listener as required.
4. Start Oracle Internet Directory server instances using this opmnctl syntax:

SORACLE_INSTANCE/bin/opmnctl startproc ias-component=componentName

For example:

SORACLE_INSTANCE/bin/opmnctl startproc ias-component=o0idl

Note: Only the no-authentication mode is supported.
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6.6.2 Enabling SSL on Oracle Virtual Directory Listeners

This section explains how to enable SSL for an instance of Oracle Virtual Directory.

The Oracle Fusion Middleware Administrator’s Guide for Oracle Virtual Directory provides

additional information on these topics:
s Configuring SSL for Listeners Using Fusion Middleware Control
s Configuring SSL for Listeners Using WLST

s Configuring a Mutual Authentication SSL Connection Between Oracle Virtual
Directory and Oracle Internet Directory

6.6.2.1 Enable SSL for Oracle Virtual Directory Using Fusion Middleware Control

The steps to enable SSL are as follows (the example illustrates the server-auth
mode):

1. Select the Oracle Virtual Directory instance in the navigation pane on the left.

2. Select a keystore to use for the operation by navigating to Oracle Virtual
Directory, then Security, then Keystores

Choose from the list of keystores that appears. If you need to generate a new
keystore, see Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware
Control" for details.

3. To SSL-enable the listener, navigate to Oracle Virtual Directory, then
Administration, then Listeners.

4. Select the LDAP SSL Endpoint listener, and click Edit.

[@] ovarle virtual Directory + Page Refreshed Feb £, 2009 2:36:52 P pST L)

Listeners
Oracle Wirtual Directory provides services to clients through connections known as listeners. There two types of Listeners: LDAP and HTTF, and both can
be protected using 55L. This page allows you to configure listeners,

View v Create... A Edit.. 3 Delete...

Mame Enabled Type Threads Listening Part
LDAP Endpoint v LDAP 10 6501
LDAP 551 Endpoint; L4 LDAPS 10 7501
Admin Gateway v ADMIMG 10 8899
DSML Gateway x HTTP 10 8080

The Edit Listener page appears:

[2] Oracle virtual Directory Page Refreshed Feb B, 2009 2:37:57 P PST ()

(i) Information
All fields on this page will require a restart to take effect.

Edit Listener - LDAP SSL Endpoint | Ok | Cancel
Listener Type
Basic
Listener Marme  LDAP 55L Endpaint 5L Configuration Status Enabled Change 551 Settings
Liskener Port 7501 Liskener Enabled
Threads 10

5. Click Change SSL Settings.
6. On the SSL Settings dialog:
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[@] ovarle virtual Directory + Page Refrashed Feb 6, 2009 2132:23 P pST L

(i) Information

All Fields on this page will require a restart bo kake effect,

$5L Configuration (@ ok || cancel

Enable 551
Server Keystare Mame | pest 4
@ TIP Wallet is nat required for na-auth mode but is needed in ather modes.
* Server Keystore Password | geessse
Server Truststore Mame | pest |4
@ TIP Truststare is not required For no-auth mode but is needed in other modes.
* Sepver Truststore Password | geessss

Eadyvanced SSL Settings

Server SSL properties

5L Authentication | Server authentication v
* Cipher Suite all
S5L_RSA_WITH_RC4_128_MDS ~

S5L_RS&_WITH_RC4_128_5HA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_DHE_RSA_WITH_AES_128_CBC_
55L_RS#_WITH_3DES_EDE_CBC_SHA »

* 550 Protocal Yersion w1 vzHello |

vl
w3
weHella

Select Enable SSL.

For Server Keystore Name, select the keystore you created in step 3, for
example, OVDtestJks.

For Server Keystore Password, type the keystore password you specified in
step 3.

For Server Truststore Name, select the keystore you created in step 3, for
example, OVDtestJks.

For Server Truststore Password, type the keystore password you specified in
step 3.

Expand Advanced SSL Settings.

For SSL authentication, select Server Authentication. This is the default
setting.

For Cipher Suite, select the applicable cipher suite, in this example A11.
Click OK.

7. Stop and start the Oracle Virtual Directory instance by navigating to Oracle
Virtual Directory, then Control, then Stop and Start.

8. To verify that the instance is correctly SSL-enabled, execute an 1dapbind
command of the form:

ldapbind -D cn=orcladmin

-U 2

-h host

-p SSL_port

"file:// DIRECTORY_SSL_WALLET"
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Note:
= -U 2 represents the server-auth mode.

= DIRECTORY_SSL_WALLET is the path to a wallet file, not
including the wallet file name.

s This wallet must contain the trusted certificate of the CA that
issued the server certificate.

SSL Enabling in Other Authentication Modes

The steps for SSL-enabling in other authentication modes are similar, except that in the
SSL Settings dialog, you would set the appropriate authentication type.

Note: If configuring SSL for an LDAP listener, SSL communication is
verified using 1dapbind. If it is an http listener, it is verified using a
browser.

6.6.2.2 Enabling SSL on an Oracle Virtual Directory Listener Using WLST

Take these steps to configure the listener in server-auth mode:

1.

Determine the listeners for this Oracle Virtual Directory instance by running the
following command:

listListeners('instl', 'ovdl' )

This command lists all the listeners for this instance; select the one that needs to be
configured for SSL. For this example, select LDAP SSL Endpoint.

Obtain the name of the SSL. MBean for the Oracle Virtual Directory listener:

getSSLMBeanName ('instl',
‘ovdl',
‘ovd',
'LDAP SSL Endpoint')

This command will return the SSL MBean name.

Set the passwords for the keystore and truststore in the MBean with the following
commands:

cd ('SSL_MBean_ Name')
set ('KeyStorePassword', java.lang.String ('password') .toCharArray())
set ('TrustStorePassword', java.lang.String('password') .toCharArray())

Configure the listener with SSL properties:

configureSSL('instl',
‘ovdl',
‘ovd',
'LDAP SSL Endpoint')

Note: Steps 2 and 3 are required only for server-auth and
mutual-auth modes.
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Enabling SSL in Other Authentication Modes

You can do this by running the configureSSL command with a properties file as
parameter and specifying appropriate authentication type parameter value. For
details, see "Creating and Managing Oracle Virtual Directory Listeners" in the Oracle
Fusion Middleware Administrator’s Guide for Oracle Virtual Directory.

6.6.3 Configuring SSL for the Database

This section contains these topics:
s SSL-Enable Oracle Database
s SSL-Enable a Data Source

6.6.3.1 SSL-Enable Oracle Database
Take these steps to SSL-enable Oracle database:

1. Create a root CA and a certificate for the DB. Here is an example:

Note: Self-signed certificates are not recommended for production
use. For information about obtain production wallets, see

Section 8.4.8.3, "Changing a Self-Signed Wallet to a Third-Party
Wallet.".

mkdir root
mkdir server

# Create root wallet, add self-signed certificate and export

orapki wallet create -wallet ./root -pwd password

orapki wallet add -wallet ./root -dn CN=root_test,C=US -keysize 2048 -self_
signed -validity 3650 -pwd password

orapki wallet display -wallet ./root -pwd password

orapki wallet export -wallet ./root -dn CN=root_test,C=US -cert
./root/bb6dcertificate.txt -pwd password

#Create server wallet, add self-signed certificate and export

orapki wallet create -wallet ./server -pwd password

orapki wallet add -wallet ./server -dn CN=server_test,C=US -keysize 2048 -pwd
password

orapki wallet display -wallet ./server -pwd password

orapki wallet export -wallet ./server -dn CN=server_test,C=US -request
./server/creq.txt -pwd password

# Import trusted certificates

orapki cert create -wallet ./root -request ./server/creq.txt -cert
./server/cert.txt -validity 3650 -pwd password

orapki cert display -cert ./server/cert.txt -complete

orapki wallet add -wallet ./server -trusted_cert -cert
./root/bb6dcertificate.txt -pwd password

orapki wallet add -wallet ./server -user_cert -cert ./server/cert.txt -pwd
password

orapki wallet create -wallet ./server -auto_login -pwd password}}

2. Update listener.ora, sqlnet.ora, and tnsnames. ora for the database.
a. This example shows the default 1istener.ora:

SID_LIST_LISTENER =
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(SID_LIST =(SID_DESC =(SID_NAME = PLSExtProc) (ORACLE_HOME = /path_ to_0O_
H) (PROGRAM = extproc)))

LISTENER =(DESCRIPTION_LIST =(DESCRIPTION =

(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1))

(ADDRESS = (PROTOCOL TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
(ADDRESS = (PROTOCOL = TCPS) (HOST = mynode.mycorp.com) (PORT = 2490))

))

WALLET_LOCATION= (SOURCE= (METHOD=FILE) (METHOD_DATA=(DIRECTORY=/wallet_
location)))

SSL_CLIENT_AUTHENTICATION=FALSE}}

And here is an updated listener.ora file, illustrating a scenario with no
client authentication:

SID_LIST_LISTENER =
(SID_LIST =
(SID_DESC =
(GLOBAL_DBNAME = dbname)
(ORACLE_HOME = /path_to_0_H)
(SID_NAME = sid)

SSL_CLIENT AUTHENTICATION = FALSE

WALLET LOCATION =
(SOURCE =
(METHOD = FILE)
(METHOD_DATA
(DIRECTORY = /wallet_path)

LISTENER =
(DESCRIPTION_LIST =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = IPC) (KEY = EXTPROC1521))
)
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
)
(DESCRIPTION =

(ADDRESS = (PROTOCOL TCPS) (HOST = mycorp.com) (PORT = 2490))

Note that the SSL port has been added.
Likewise, a modified sglnet. ora file may look like this:

NAMES.DIRECTORY_PATH= (TNSNAMES, EZCONNECT)

SQLNET .AUTHENTICATION_SERVICES=(BEQ, TCPS,NTS)

WALLET_LOCATION= (SOURCE=(METHOD=FILE) (METHOD_DATA=(DIRECTORY=/directory)))
SSL_CLIENT AUTHENTICATION=FALSE

A modified tnsnames. ora file may look like this:

OID =
(DESCRIPTION =
(ADDRESS = (PROTOCOL = TCP) (HOST = mynode.mycorp.com) (PORT = 1521))
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(CONNECT_DATA =
(SERVER = DEDICATED)
(SERVICE_NAME = mynode.mycorp.com)

SSL =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS = (PROTOCOL = TCPS) (HOST = mynode.mycorp.com) (PORT = 2490))
)
(CONNECT_DATA =
(SERVICE_NAME = mynode.mycorp.com)

)
(SECURITY=(SSL_SERVER_CERT DN=\"CN=server_ test,C=US\"))

3. Test the connection to the database using the new connect string. For example:
$ tnsping ssl

$ sqglplus username/password@ssl

See Also: The chapter "Configuring Secure Sockets Layer
Authentication" in the Oracle Database Advanced Security
Administrator’s Guide.

6.6.3.2 SSL-Enable a Data Source

Take these steps to configure your data sources on Oracle WebLogic Server to use SSL.

1. Create a truststore and add the root certificate (which is created when
SSL-enabling the database) as a trusted certificate to the truststore.

2. In the Oracle WebLogic Server Administration Console, navigate to the
Connection pool tab of the data source that you are using.

Note: The data source can be an existing source such as an Oracle
WebCenter data source, or a new data source. See Creating a JDBC
Data Source in Oracle Fusion Middleware Configuring and Managing
JDBC for Oracle WebLogic Server for details.

The properties you need to specify in the JDBC Properties text box depend on the
type of authentication you wish to configure.

= If you will require client authentication (two way authentication):

javax.net.ssl.keyStore=.. (password of the keystore)
javax.net.ssl.keyStoreType=JKS
javax.net.ssl.keyStorePassword=. .. (password of the keystore)
javax.net.ssl.trustStore=...(the truststore location on the disk)
javax.net.ssl.trustStoreType=JKS
javax.net.ssl.trustStorePassword=... (password of the truststore)

= If you will require no client authentication:

javax.net.ssl.trustStore=...(the truststore location on the disk)
javax.net.ssl.trustStoreType=JKS
javax.net.ssl.trustStorePassword=... (password of the truststore)
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In the URL text box, enter the JDBC connect string. Ensure that the protocol is
TCPS and that SSL_SERVER_CERT_DN contains the full DN of the database
certificate. Use the following syntax:

jdbc:oracle:thin:@ (DESCRIPTION= (ADDRESS_

LIST=(ADDRESS=(PROTOCOL=TCPS) (HOST=host-name) (PORT=port-number))) (CONNECT_
DATA= (SERVICE_NAME=service)) (SECURITY=(SSL_SERVER_CERT_DN="CN=server._
test,C=US")))

Test and verify the connection. Your data source is now configured to use SSL.

6.7 Advanced SSL Scenarios

This section explains how to handle additional SSL configuration scenarios beyond the
basic topologies described earlier:

Hardware Security Modules and Accelerators
CRL Integration with SSL
Oracle Fusion Middleware FIPS 140-2 Settings

6.7.1 Hardware Security Modules and Accelerators

A Hardware Security Module (HSM) is a physical plug-in card or an external security
device that can be attached to a computer to provide secure storage and use of
sensitive content.

Note: This discussion applies only to Oracle HTTP Server, Oracle
Web Cache, and Oracle Internet Directory, which are the system
components supporting HSM.

Oracle Fusion Middleware supports PKCS#11-compliant HSM devices that provide a
secure storage for private keys.

Take these steps to implement SSL for a component using a PKCS#11 wallet:

1.

3.

Install the HSM libraries on the machine where the component is running. This is
a one-time task and is device-dependent.

Next, create a wallet using Oracle Wallet Manager (OWM) or the orapki
command-line tool. Note the following:

a. Choose PKCS11 as the wallet type.

b. Specify the device-specific PKCS#11 library used to communicate with the
device. This library is part of the HSM software.

On Linux, the library is located at:

For LunaSA (Safenet): /usr/lunasa/lib/libCryptoki2.so
For nCipher: /opt/nfast/toolkits/pkcsll/libcknfast.so

On Windows, the library is located at:
For LunaSA (Safenet): C:\Program Files\LunaSA\cryptoki.dll
Now follow the standard procedure for obtaining third-party certificates, that is,

creating a certificate request, getting the request approved by a Certificate
Authority (CA), and installing the certificate signed by that CA.
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The wallet you set up is used like any other wallet.
Verify the wallet with the orapki utility. Use the following command syntax:

orapki wallet pll_verify [-wallet [wallet]] [-pwd password]

See Also: Appendix H, "Oracle Wallet Manager and orapki" for
details about orapki

Configure SSL on your component listener using the configureSSL WLST
command, providing a properties file as input. Your properties file should specify
the full path of the PKCS#11 wallet directory on the machine where the
component is running. (Note: Do not save the PKCS#11 wallet in the instance home
directory. Only wallets created and managed through Fusion Middleware Control
or WLST should reside in the instance home.)

A sample properties file could look like this:

SSLEnabled=true
AuthenticationType=Server
PKCSllWallet=/tmp/lunasa/wallet

Note: You must use the WLST command configureSSL to
configure the PKCS11 wallet. You cannot do this task using Fusion
Middleware Control or any other tool.

6.7.2 CRL Integration with SSL

Note:

s This discussion applies only to Oracle HTTP Server and Oracle
Web Cache.

= CRL validation is managed through WLST; you cannot perform
this task through Fusion Middleware Control.

Components that use SSL can optionally turn on certificate validation using a
certificate revocation list (CRL). This allows them to validate the peer certificate in the
SSL handshake and ensure that it is not on the list of revoked certificates issued by the
Certificate Authority (CA).

This section describes how to configure a component to use CRL-based validation, and
how to create and set up CRLs on the file system.

6.7.2.1 Configuring CRL Validation for a Component

Configure SSL on your component listener using the configureSSL WLST
command, providing a properties file as input.

The properties file must be set up as follows:

1.
2.

The CertValidation attribute must be set to url.

The CertValidationPath attribute must be of the form file://file_pathor
dir://directory_path.

= Use the first format if you are using a single CRL file for certificate validation.
This CRL file should contain a concatenation of all CRLs.
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= Use the second format if you are specifying a directory path that contains
multiple CRL files in hashed form.

See Section 6.7.2.2, "Manage CRLs on the File System" on how to create CRLs
in hashed form.

In this example, the properties file specifies a single CRL file:

SSLEnabled=true
AuthenticationType=Server
CertValidation=crl

KeyStore=ohsl
CertValidationPath=file:///tmp/file.crl

In this example, the properties file specifies a directory path to multiple CRL files:

SSLEnabled=true
AuthenticationType=Server
KeyStore=ohsl
CertValidation=crl
CertValidationPath=dir:///tmp

6.7.2.2 Manage CRLs on the File System

Note: LDAP-based CRLs or CRL distribution points are not
supported.

You use the orapki command-line tool to manage CRLs on the file system. For details
on this topic, see Section H.2.5, "Managing Certificate Revocation Lists (CRLs) with
orapki Utility."

CRL Renaming to Hashed Form

If specifying a fleshiest directory, the CRL must be renamed. This enables CRLs to be
loaded in an efficient manner at runtime. This operation creates a symbolic link to the
actual CRL file. On Windows, the CRL is copied to a file with a new name.

To rename a CRL:

orapki crl hash
[-crl [url\filename]] [-wallet wallet] [-symlink directory]
[-copy directory] [-summary] [-pwd password]

For example:

orapki crl hash -crl nzcrl.txt -symlink wltdir -pwd password

If the CRL file name is specified at runtime, multiple CRLs can be concatenated in that
file. The CRL created in this example is in Base64 format, and you can use a text editor
to concatenate the CRLs.

CRL Creation

Note: CRL creation and Certificate Revocation are for test purposes
and only used in conjunction with self-signed certificates. For
production use, obtain production certificates from well-known CAs
and obtain the CRLs from those authorities.
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To create a CRL:

orapki crl create
[-crl [url|filename]] [-wallet [cawallet]] [-nextupdate [days]] [-pwd password]

For example:
orapki crl create

-crl nzcrl.txt -wallet rootwlt -nextupdate 3650 -pwd password

Certificate Revocation
Revoking a certificate adds the certificate's serial number to the CRL.

To revoke a certificate:

orapki crl revoke
[-crl [url|filename]] [-wallet [cawallet]] [-cert [revokecert]] [-pwd password]

For example:

orapki crl revoke
-crl nzcrl.txt -wallet rootwlt -cert cert.txt -pwd password

6.7.2.3 Test a Component Configured for CRL Validation

To test that a component is correctly configured for CRL validation, take these steps:
1. Set up a wallet with a certificate to be used in your component.

2. Generate a CRL with this certificate in the revoked certificates list. Follow the steps
outlined in Section 6.7.2.2, "Manage CRLs on the File System."

3. Configure your component to use this CRL. Follow the steps outlined in
Section 6.7.2.1, "Configuring CRL Validation for a Component."

4. The SSL handshake should fail when this revoked certificate is used.

6.7.3 Oracle Fusion Middleware FIPS 140-2 Settings

This section describes how to configure Oracle Fusion Middleware components to
comply with the FIPS 140-2 advanced security standard. Topics include:

s FIPS-Configurable Products
s Setting the SSLFIPS_140 Parameter
= Selecting Cipher Suites

s Other Configuration Parameters

See Also: For more information about this standard, refer to the
Cryptographic Modules Validation Program Web site at:

http://csrc.nist.gov/groups/STM/index.html

6.7.3.1 FIPS-Configurable Products

Any product using the Oracle SSL SDK can be configured to run in the FIPS mode.
Specifically, you can configure the following Oracle Fusion Middleware components:

a  Oracle HTTP Server
s Oracle Web Cache

s Oracle Internet Directory
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6.7.3.2 Setting the SSLFIPS_140 Parameter

You can configure these components to run in the FIPS mode by setting the
SSLFIPS_140 parameter to TRUE in the fips.ora file:

SSLFIPS_140=TRUE
This file does not exist out-of-the-box and has to be created. Locate fips.ora either

in the $ORACLE_HOME/ ldap/admin directory, or in the directory pointed to by the
FIPS_HOME environment variable.

The SSLFIPS_140 parameter is set to FALSE by default. You must set it to TRUE for
FIPS mode operation.

6.7.3.3 Selecting Cipher Suites

A cipher suite is a set of authentication, encryption, and data integrity algorithms used
for exchanging messages between network nodes. During an SSL handshake, for
example, the two nodes negotiate to see which cipher suite they will use when
transmitting messages back and forth.

Only the following cipher suites are approved for use in FIPS mode:

SSL_RSA_WITH_3DES_EDE_CBC_SHA

SSL_DH_anon_WITH_3DES_EDE_CBC_SHA

TLS_RSA_WITH_AES_128_CBC_SHA

TLS_RSA_WITH_AES_256_CBC_SHA

Any other ciphers should not be used while running in FIPS mode.

You can configure one or more of these ciphers using comma-separated values. These
should be specified in the SSL properties file for the key 'Ciphers' in the WLST
configureSSL command.

See Section 6.9.28, "Properties Files for SSL" for details about specifying the SSL
properties file with the configureSSL command.

6.7.3.4 Other Configuration Parameters

The minimum key size for enabling FIPS mode is 1024 bits. Ensure that the keys used
in FIPS mode are at least 1024 bits.

You can only use wallets created using Oracle tools like SSLConfig, Oracle Wallet
Manager, or orapki. Third-party PKCS#12 wallet files cannot be used in FIPS mode.

6.8 Best Practices for SSL

This section outlines some best practices for Oracle Fusion Middleware component
administrators and application developers. It contains these topics:

m  Best Practices for Administrators

= Best Practices for Application Developers

6.8.1 Best Practices for Administrators

Best practices for system administrators include the following:

s Use self-signed wallets only in test environment. You should obtain a CA signed
certificate in the wallet before moving to production environment. For details, see
Chapter 8, "Managing Keystores, Wallets, and Certificates."
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It is recommended that components (at least in the Web tier) use certificates that
have the system hostname or virtual host or site name as the DN. This allows
browsers to connect in SSL mode without giving unsettling warning messages.

A minimum key size of 1024 bits is recommended for certificates used for SSL.
Higher key size provides more security but at the cost of reduced performance.
Pick an appropriate key size value depending on your security and performance
requirements.

Lack of trust is one of the most common reasons for SSL handshake failures.
Ensure that the client trusts the server (by importing the server CA certificate into
the client keystore) before starting SSL handshake. If client authentication is also
required, then the reverse should also be true.

6.8.2 Best Practices for Application Developers

The following practices are recommended:

Use Java Key Store (JKS) to store certificates for your Java EE applications.

Externalize SSL configuration parameters like keystore path, truststore path, and
authentication type in a configuration file, rather than embedding these values in
the application code. This allows you the flexibility to change SSL configuration
without having to change the application itself.

6.9 WLST Reference for SSL

Starting with 11g Release 1 (11.1.1), WLST commands have been added to manage
Oracle wallets and JKS keystores and to configure SSL for Oracle Fusion Middleware
components.

Use the commands listed in Table 6-1,Table 6-2, and Table 6-3 for this task.

See Also: Section 8.2, "Command-Line Interface for Keystores and
Wallets" for important instructions on how to launch the WLST shell
to run SSL-related commands. Do not launch the WLST interface from
any other location.

Note: All WLST commands for SSL configuration must be run in
online mode.

You can obtain help for each command by issuing:

help('command_name')

Certain commands require parameters like instance name, ias-component and process
type. You can obtain this information with the command:

SORACLE_INSTANCE/bin/opmnctl status

Table 6-1 WLST Commands for SSL Configuration

Use with
Use this command... To... WLST...
configureSSL Set the SSL attributes for a component listener. Online
getSSL Display the SSL attributes for a component listener. ~ Online
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Table 6-2 WLST Commands for Oracle Wallet Management

Use with

Use this command... To... WLST...

addCertificateRequest Generate a certificate signing request in an Oracle Online
wallet.

addSelfSignedCertificate ~ Add a self-signed certificate to an Oracle wallet. Online

changeWalletPassword Change the password to an Oracle wallet. Online

createWallet Create an Oracle wallet. Online

deleteWallet Delete an Oracle wallet. Online

exportWallet Export an Oracle wallet to a file. Online

exportWalletObject Export an object (for example, a certificate) from an ~ Online
Oracle wallet to a file.

getWalletObject Display a certificate or other object present in an Online
Oracle wallet.

importWallet Import an Oracle wallet from a file. Online

importWalletObject Import a certificate or other object from a filetoan  Online
Oracle wallet.

listWalletObjects List all objects (such as certificates) present in an Online
Oracle wallet.

listWallets List all Oracle wallets configured for a component ~ Online
instance.

removeWalletObject Remove a certificate or other object from a Online
component instance's Oracle wallet.

Table 6-3 WLST Commands for Java Keystore (JKS) Management

Use with

Use this command... To... WLST...

changeKeyStorePassword Change the password to a JKS keystore. Online

createKeyStore Create a JKS keystore. Online

deleteKeyStore Delete a JKS keystore. Online

exportKeyStore Export a JKS keystore to a file. Online

exportKeyStoreObject Export an object (for example, a certificate) from a Online
JKS keystore to a file.

generateKey Generate a keypair in a JKS keystore. Online

getKeyStoreObject Display a certificate or other object presentin a JKS ~ Online
keystore.

importKeyStore Import a JKS keystore from a file. Online

importKeyStoreObject Import a certificate or other object from a file to a Online
JKS keystore.

listKeyStoreObjects List all objects (for example, certificates) presentina Online
JKS keystore.

listKeyStores List all JKS keystores configured for a component Online
instance.

removeKeyStoreObject Remove a certificate or other object from a Online

component instance's JKS keystore.
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Note: WLST allows you to import certificates only in PEM format.

6.9.1 addCertificateRequest

Online command that generates a certificate signing request in an Oracle wallet.

6.9.1.1 Description

This command generates a certificate signing request in Base64 encoded PKCS#10
format in an Oracle wallet for a component instance (Oracle HTTP Server, Oracle

WebCache or Oracle Internet Directory). To get a certificate signed by a certificate

authority (CA), send the certificate signing request to your CA.

6.9.1.2 Syntax

addCertificateRequest ('instName', 'compName', 'compType', 'walletName',
'password', 'DN', 'keySize')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

DN Specifies the Distinguished Name of the key pair entry.

keySize Specifies the key size in bits.

6.9.1.3 Example

The following command generates a certificate signing request with DN
cn=www.acme . com and key size 1024 inwalletl, for Oracle Internet Directory
instance 0idl, in application server instance inst1:

wls:/mydomain/serverConfig> addCertificateRequest('instl', 'oidl"',
'oid', 'walletl', 'password', 'cn=www.acme.com',6 '1024',)

6.9.2 addSelfSignedCertificate

Online command that adds a self-signed certificate.

6.9.2.1 Description

This command creates a key pair and wraps it in a self-signed certificate in an Oracle
wallet for the specified component instance (Oracle HTTP Server, Oracle WebCache or
Oracle Internet Directory). Only keys based on the RSA algorithm are generated.

6.9.2.2 Syntax

addSelfSignedCertificate('instName', 'compName', 'compType', 'walletName',
'password', 'DN', 'keySize')
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Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

DN Specifies the Distinguished Name of the key pair entry.

keySize Specifies the key size in bits.

6.9.2.3 Example

The following command adds a self-signed certificate with DN cn=www . acme . com,
key size 1024 to wallet1l, for Oracle Internet Directory instance 0id1l, in application
server instance inst1:

wls:/mydomain/serverConfig> addSelfSignedCertificate('instl', 'oidl',
'oid', 'walletl', 'password', 'cn=www.acme.com',6 '1024"')

6.9.3 changeKeyStorePassword

Online command that changes the keystore password.

6.9.3.1 Description

This command changes the password of a Java Keystore (JKS) file for an Oracle Virtual
Directory instance.

6.9.3.2 Syntax

changeKeyStorePassword ( 'instName', 'compName', 'compType', 'keystoreName',
'currPassword', 'newPassword')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".
keystoreName Specifies the filename of the keystore.

currPassword Specifies the current keystore password.

newPassword Specifies the new keystore password.

6.9.3.3 Example

The following command changes the password of file keys . jks for Oracle Virtual
Directory instance ovdl in application server instance inst1:

wls:/mydomain/serverConfig> changeKeyStorePassword('instl', 'ovdl',
‘ovd', 'keys.jks', 'currpassword',6 'newpassword')

6.9.4 changeWalletPassword

Online command that changes the password of an Oracle wallet.
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6.9.4.1 Description

This command changes the password of an Oracle wallet for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). This
command is only applicable to password-protected wallets.

6.9.4.2 Syntax

changeWalletPassword('instName', 'compName', 'compType',

'walletName', 'currPassword', 'newPassword')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs’, and
'webcache'.

walletName Specifies the filename of the wallet.

currPassword Specifies the current wallet password.

newPassword Specifies the new wallet password.

6.9.4.3 Example

The following command changes the password for walletl from currpassword to
newpassword for Oracle HTTP Server instance ohs1 in application server instance

instl:
wls:/mydomain/serverConfig> changeWalletPassword('instl', 'ohsl', 'ohs', 'walletl',
'currpassword', 'newpassword')

6.9.5 configureSSL

Online command that sets SSL attributes.

6.9.5.1 Description

This command sets the SSL attributes for a component listener. The attributes are
specified in a properties file format (name=value). If a properties file is not provided,
or it does not contain any SSL attributes, default attribute values are used.

For details about the format of properties files, see Section 6.9.28, "Properties Files for
SSL."

6.9.5.2 Syntax

configureSSL ('instName', 'compName', 'compType', 'listener', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ovd’, ohs', and
'webcache'.

listener Specifies the name of the component listener to be configured for SSL.

filePath Specifies the absolute path of the properties file containing the SSL

attributes to set.
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6.9.5.3 Examples

The following command configures SSL attributes specified in the properties file
/tmp/ssl.properties for Oracle Virtual Directory instance ovdl in application
server instance instl, for listener 1istenerl:

wls:/mydomain/serverConfig> configureSSL('instl', 'ovdl', 'ovd',
'listenerl','/tmp/ssl.properties')

The following command configures SSL attributes without specifying a properties file.
Since no file is provided, the default SSL attribute values are used:

wls:/mydomain/serverConfig> configureSSL('instl', 'ovdl', 'ovd', 'listener2')

6.9.6 createKeyStore

Online command that creates a JKS keystore.

6.9.6.1 Description

This command creates a Java keystore (JKS) for the specified Oracle Virtual Directory
instance. For keystore file location and other information, see Section 8.3.6.1, "Location
of Keystores."

6.9.6.2 Syntax

createKeyStore('instName', 'compName', 'compType', 'keystoreName', 'password')
Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'.
keystoreName Specifies the filename of the keystore file to be created.

password Specifies the keystore password.

6.9.6.3 Example

The following command creates JKS file keys . jks with the password password for
Oracle Virtual Directory instance ovdl in application server instance inst1:

wls:/mydomain/serverConfig> createKeyStore('instl', 'ovdl', ‘'ovd', 'keys.jks',
'password')

6.9.7 createWallet

Online command that creates an Oracle wallet.

6.9.7.1 Description

This command creates an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory). Wallets can be of
password-protected or auto-login type. For wallet details, see Chapter 8, "Managing
Keystores, Wallets, and Certificates."

6.9.7.2 Syntax

createWallet ('instName', 'compName', 'compType', 'walletName', 'password')
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Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs’, and
'webcache'.

walletName Specifies the name of the wallet file to be created.

password Specifies the wallet password.

6.9.7.3 Examples

The following command creates a wallet named walletl with password password,
for Oracle HTTP Server instance ohs1 in application server instance inst1:

wls:/mydomain/serverConfig> createWallet('instl', 'ohsl', 'ohs', 'walletl',
'password")

The following command creates an auto-login wallet named wallet2 for Oracle
WebCache instance wc1l, in application server instance inst1:

wls:/mydomain/serverConfig> createWallet('instl', 'wcl', 'webcache', 'wallet2', '')

6.9.8 deleteKeyStore

Online command that deletes a keystore.

6.9.8.1 Description

This command deletes a keystore for a specified Oracle Virtual Directory instance.

6.9.8.2 Syntax

deleteKeyStore('instName', 'compName', 'compType', 'keystoreName')
Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.
compType Specifies the type of component. Valid value is 'ovd'".
keystoreName Specifies the name of the keystore file to delete.

6.9.8.3 Example

The following command deletes JKS file keys . jks for Oracle Virtual Directory
instance ovdl in application server instance inst1:

wls:/mydomain/serverConfig> deleteKeyStore('instl', 'ovdl', 'ovd', 'keys.jks')

6.9.9 deleteWallet

Online command that deletes an Oracle wallet.
6.9.9.1 Description

This command deletes an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory).
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6.9.9.2 Syntax

deleteWallet ('instName', 'compName', 'compType', 'walletName')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs’, and
'webcache'.

walletName Specifies the name of the wallet file to be deleted.

6.9.9.3 Example

The following command deletes a wallet named wallet1 for Oracle HTTP Server
instance ohs1 in application server instance inst1:

wls:/mydomain/serverConfig> deleteWallet('instl', 'ohsl', 'ohs', 'walletl')

6.9.10 exportKeyStore

Online command that exports the keystore to a file.

6.9.10.1 Description

This command exports a keystore, configured for the specified Oracle Virtual
Directory instance, to a file under the given directory. The exported filename is the
same as the keystore name.

6.9.10.2 Syntax

exportKeyStore ('instName', 'compName', 'compType', 'keystoreName',
'password', 'path')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".

keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

path Specifies the absolute path of the directory under which the keystore

is exported.

6.9.10.3 Example

The following command exports the keystore keys . jks for Oracle Virtual Directory
instance ovdl to file keys . jks under /tmp:

wls:/mydomain/serverConfig> exportKeyStore('instl', 'ovdl', 'ovd',6 'keys.jks',
'password', '/tmp')

6.9.11 exportKeyStoreObject

Online command that exports an object from a keystore to a file.
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6.9.11.1 Description

This command exports a certificate signing request, certificate/ certificate chain, or
trusted certificate present in a Java keystore (JKS) to a file for the specified Oracle
Virtual Directory instance. The certificate signing request is generated before
exporting the object. The alias specifies the object to be exported.

6.9.11.2 Syntax

exportKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'path', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".

keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be exported. Valid values
are 'CertificateRequest’, 'Certificate', "TrustedCertificate' and
'TrustedChain'.

path Specifies the absolute path of the directory under which the object is

exported as a file named base64.txt.

alias Specifies the alias of the keystore object to be exported.

6.9.11.3 Examples

The following command generates and exports a certificate signing request from the
key-pair indicated by alias mykey in keys . jks, for Oracle Virtual Directory instance
ovdl in application server instance inst1. The certificate signing request is exported
under the directory /tmp:

wls:/mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',

'ovd', 'keys.jks', 'password',6 'CertificateRequest', '/tmp', 'mykey')

The following command exports a certificate or certificate chain indicated by alias
mykey in keys. jks, for Oracle Virtual Directory instance ovdl, in application server
instance inst1. The certificate or certificate chain is exported under the directory

/ tmp:

wls:/mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',

‘ovd', 'keys.jks', 'password',K 'Certificate', '/tmp', 'mykey')

The following command exports a trusted certificate indicated by alias mykey in
keys. jks, for Oracle Virtual Directory instance ovdl, in application server instance
inst1. The trusted certificate is exported under the directory /tmp:

wls:/mydomain/serverConfig> exportKeyStoreObject('instl', 'ovdl',
'ovd', 'keys.jks', 'password', 'TrustedCertificate', '/tmp', 'mykey')

6.9.12 exportWallet

Online command that exports an Oracle wallet.

6-46 Oracle Fusion Middleware Administrator's Guide



WLST Reference for SSL

6.9.12.1 Description

This command exports an Oracle wallet, configured for a specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory), to files
under the given directory. If the exported file is an auto-login only wallet, the file
name is cwallet.sso. If it is password-protected wallet, two files are
created—ewallet.p12 and cwallet.sso.

6.9.12.2 Syntax

exportWallet ('instName', 'compName', 'compType', 'walletName', 'password', 'path')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'oid’, 'ohs’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

path Specifies the absolute path of the directory under which the object is
exported.

6.9.12.3 Examples
The following command exports auto-login wallet wallet1 for Oracle Internet
Directory instance oid1 to file cwallet.sso under /tmp:

wls:/mydomain/serverConfig> exportWallet('instl', 'oidl', 'oid',
'walletl','','/tmp"')

The following command exports password-protected wallet wallet2 for Oracle
Internet Directory instance 0id1 to two files, ewallet .pl2 and cwallet.sso,
under /tmp:

wls:/mydomain/serverConfig> exportWallet('instl', 'oidl', 'oid', 'wallet2',
'password', '/tmp')

6.9.13 exportWalletObject

Online command that exports a certificate or other wallet object to a file.

6.9.13.1 Description

This command exports a certificate signing request, certificate, certificate chain or
trusted certificate present in an Oracle wallet to a file for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). DN
indicates the object to be exported.

6.9.13.2 Syntax

exportWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
'type', 'path', 'DN')

Argument Definition

instName Specifies the name of the application server instance.
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Argument Definition

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be exported. Valid values are
'CertificateRequest’, 'Certificate’, 'TrustedCertificate' or
"TrustedChain'.

path Specifies the absolute path of the directory under which the object is

exported as a file base64.txt.

DN Specifies the Distinguished Name of the wallet object being exported.

6.9.13.3 Examples

The following command exports a certificate signing request with DN
cn=www.acme.cominwalletl, for Oracle Internet Directory instance 0idl, in
application server instance inst1. The certificate signing request is exported under
the directory / tmp:

wls:/mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl’,

'password', 'CertificateRequest', '/tmp','cn=www.acme.com')

The following command exports a certificate with DN cn=www . acme . com in
walletl, for Oracle Internet Directory instance oidl, in application server instance
inst1. The certificate or certificate chain is exported under the directory / tmp:

wls:/mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl’,

'password', 'Certificate', '/tmp', 'cn=www.acme.com')

The following command exports a trusted certificate with DN cn=www.acme.comin
walletl, for Oracle Internet Directory instance oidl, in application server instance
inst1l. The trusted certificate is exported under the directory /tmp:

wls:/mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl’,

'password', 'TrustedCertificate', '/tmp','cn=www.acme.com')

The following command exports a certificate chain with DN cn=www . acme . comin
walletl, for Oracle Internet Directory instance oidl, in application server instance
inst1. The certificate or certificate chain is exported under the directory / tmp:

wls:/mydomain/serverConfig> exportWalletObject('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedChain', '/tmp','cn=www.acme.com')

6.9.14 generateKey

Online command that generates a key pair in a Java keystore.

6.9.14.1 Description

This command generates a key pair in a Java keystore (JKS) for Oracle Virtual
Directory. It also wraps the key pair in a self-signed certificate. Only keys based on the
RSA algorithm are generated.

6.9.14.2 Syntax

generateKey ('instName', 'compName', 'compType', 'keystoreName', 'password', 'DN',
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'keySize', 'alias', 'algorithm')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.
compType Specifies the type of component. Valid value is 'ovd'".
keystoreName Specifies the name of the keystore.

password Specifies the password of the keystore.

DN Specifies the Distinguished Name of the key pair entry.
keySize Specifies the key size in bits.

alias Specifies the alias of the key pair entry in the keystore.
algorithm Specifies the key algorithm. Valid value is RSA".

6.9.14.3 Examples

The following command generates a key pair with DN cn=www. acme . com, key size
1024, algorithm RSA and alias mykey in keys . jks, for Oracle Virtual Directory
instance ovdl in application server instance inst1:

wls:/mydomain/serverConfig> generateKey('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'cn=www.acme.com', '1024', 'mykey', 'RSA')

The following command is the same as above, except it does not explicitly specify the

key algorithm:
wls:/mydomain/serverConfig> generateKey('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'cn=www.acme.com', '1024', 'mykey')

6.9.15 getKeyStoreObject

Online command that shows details about a keystore object.

6.9.15.1 Description

This command displays a specific certificate or trusted certificate present in a Java
keystore (JKS) for Oracle Virtual Directory. The keystore object is indicated by its
index number, as given by the 1istKeyStoreObjects command. It shows the
certificate details including DN, key size, algorithm, and other information.

6.9.15.2 Syntax

getKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName', 'password',
'type', 'index')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.
compType Specifies the type of component. Valid value is 'ovd'".
keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.
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Argument Definition

type Specifies the type of the keystore object to be listed. Valid values are
'Certificate' and "TrustedCertificate'.

index Specifies the index number of the keystore object as returned by the
listKeyStoreObjects command.

6.9.15.3 Examples

The following command shows a trusted certificate with index 1 present in
keys. jks, for Oracle Virtual Directory instance ovdl, in application server instance
instl:

wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'TrustedCertificate', '1")

The following command shows a certificate with index 1 present in keys . jks, for
Oracle Virtual Directory instance ovdl, in application server instance inst1:

wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'ovdl', 'ovd', 'keys.jks',
'password', 'Certificate', '1'")

6.9.16 getSSL

Online command that lists the configured SSL attributes.

6.9.16.1 Description

This command lists the configured SSL attributes for the specified component listener.
For Oracle Internet Directory, the listener name is always sslportl.

6.9.16.2 Syntax

getSSL ('instName', 'compName', 'compType', 'listener')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ovd’, 'oid’, 'ohs/,

and 'webcache'.

listener Specifies the name of the component listener.

6.9.16.3 Example

The following command shows the SSL attributes configured for Oracle Internet
Directory instance oid1l, in application server instance inst1, for listener sslportl:

wls:/mydomain/serverConfig> getSSL('instl', 'oidl', 'oid', 'sslportl')

6.9.17 getWalletObject

Online command that displays information about a certificate or other object in an
Oracle wallet.
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6.9.17.1 Description

This command displays a specific certificate signing request, certificate or trusted
certificate present in an Oracle wallet for the specified component instance (Oracle
HTTP Server, Oracle WebCache or Oracle Internet Directory). The wallet object is
indicated by its index number, as given by the 1istWalletObjects command. For
certificates or trusted certificates, it shows the certificate details including DN, key
size, algorithm and other data. For certificate signing requests, it shows the subject
DN, key size and algorithm.

6.9.17.2 Syntax

getWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
'type', 'index')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be exported. Valid values are

'CertificateRequest’, 'Certificate’, and 'TrustedCertificate'.

index Specifies the index number of the wallet object as returned by the
listWalletObjects command.

6.9.17.3 Examples

The following command shows certificate signing request details for the object with
index 0 present in wallet1, for Oracle Internet Directory instance 0id1, in
application server instance inst1:

wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'oidl',
'oid', 'walletl', 'password', 'CertificateRequest', '0')

The following command shows certificate details for the object with index 0 present in
walletl, for Oracle Internet Directory instance oidl, in application server instance

instl:
wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'oidl',
'oid', 'walletl"', 'password', 'Certificate', '0')

The following command shows trusted certificate details for the object with index 0,
present in walletl, for Oracle Internet Directory instance oid1l, in application
serverinstance inst1:

wls:/mydomain/serverConfig> getKeyStoreObject('instl', 'oidl',
'oid', 'walletl', 'password', 'TrustedCertificate', '0')

6.9.18 importKeyStore

Online command that imports a keystore from a file.
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6.9.18.1 Description

This command imports a Java keystore (JKS) from a file to the specified Oracle Virtual
Directory instance for manageability. The component instance name must be unique.

6.9.18.2 Syntax

importKeyStore('instName', 'compName', 'compType', 'keystoreName',
'password', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".

keystoreName Specifies the name of the keystore being imported. This name must be
unique for this component instance.

password Specifies the password of the keystore.

filePath Specifies the absolute path of the keystore file to be imported.

6.9.18.3 Example

The following command imports the keystore /tmp/keys.jks as file. jks into
Oracle Virtual Directory instance ovdl. Subsequently, the keystore is managed
through the name file. jks:

wls:/mydomain/serverConfig> importKeyStore('instl', 'ovdl', ‘'ovd', 'file.jks',
'password', '/tmp/keys.jks"')

6.9.19 importKeyStoreObject

Online command that imports an object from a file to a keystore.

6.9.19.1 Description

This command imports a certificate, certificate chain, or trusted certificate into a Java
keystore (JKS) for Oracle Virtual Directory, assigning it the specified alias which must
be unique in the keystore. If a certificate or certificate chain is being imported, the alias
must match that of the corresponding key-pair.

6.9.19.2 Syntax

importKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'filePath', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".

keystoreName Specifies the name of the keystore.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be imported. Valid values

are 'Certificate' and 'TrustedCertificate'.

filePath Specifies the absolute path of the file containing the keystore object.
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Argument Definition

alias Specifies the alias to assign to the keystore object to be imported.

6.9.19.3 Examples

The following command imports a certificate or certificate chain from file cert . txt
into keys. jks, using alias mykey for Oracle Virtual Directory instance ovdl, in
application server instance inst1. The file keys. jks must already have an alias
mykey for a key-pair whose public key matches that in the certificate being imported:

wls:/mydomain/serverConfig> > importKeyStoreObject('instl', 'ovdl',
‘ovd', 'keys.jks', 'password', 'Certificate','/tmp/cert.txt', 'mykey')

The following command imports a trusted certificate from file trust. txt into
keys . jks using alias mykey1, for Oracle Virtual Directory instance ovdl in
application server instance inst1:

wls:/mydomain/serverConfig> importKeyStoreObject('instl', 'ovdl',
‘ovd', 'keys.jks', 'password', 'TrustedCertificate','/tmp/trust.txt', 'mykeyl')

6.9.20 importWallet

Online command that imports an Oracle wallet from a file.

6.9.20.1 Description

This command imports an Oracle wallet from a file to the specified component
instance (Oracle HTTP Server, Oracle WebCache, or Oracle Internet Directory) for
manageability. If the wallet being imported is an auto-login wallet, the file path must
point to cwallet. sso; if the wallet is password-protected, it must point to
ewallet.pl2. The wallet name must be unique for the component instance.

6.9.20.2 Syntax

importWallet ('instName', 'compName', 'compType', 'walletName', 'password',

'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet being imported. The name must be
unique for the component instance.

password Specifies the password of the wallet.

filePath Specifies the absolute path of the wallet file being imported.

6.9.20.3 Examples

The following command imports the auto-login wallet file /tmp/cwallet.sso as
walletl into Oracle Internet Directory instance oidl. Subsequently, the wallet is
managed with the name walletl. No password is passed since it is an auto-login
wallet:

wls:/mydomain/serverConfig> importWallet('instl', 'oidl', 'oid', 'walletl', ,
'/tmp/cwallet.sso')
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The following command imports password-protected wallet /tmp/ewallet.pl2 as
wallet2 into Oracle Internet Directory instance oidl. Subsequently, the wallet is
managed with the name wallet2. The wallet password is passed as a parameter:

wls:/mydomain/serverConfig> importWallet('instl', 'oidl', 'oid', 'wallet2',
'password', '/tmp/ewallet.pl2')

6.9.21 importWalletObject

Online command that imports a certificate or other object into an Oracle wallet.

6.9.21.1 Description

This command imports a certificate, trusted certificate or certificate chain into an
Oracle wallet for the specified component instance (Oracle HTTP Server, Oracle
WebCache component or Oracle Internet Directory). When importing a certificate, use
the same wallet file from which the certificate signing request was generated.

6.9.21.2 Syntax

importWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
'type', 'filePath')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’, 'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be imported. Valid values are

'Certificate’, 'TrustedCertificate' and 'TrustedChain'.

filePath Specifies the absolute path of the file containing the wallet object.

6.9.21.3 Examples

The following command imports a certificate chain in PKCS#7 format from file
chain. txt intowalletl, for Oracle Internet Directory instance oid1, in application
server instance inst1:

wls:/mydomain/serverConfig> importWalletObject('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedChain','/tmp/chain.txt')

The following command imports a certificate from file cert . txt intowallet1l, for
Oracle Internet Directory instance oid1l, in application server instance inst1:
wls:/mydomain/serverConfig> > importWalletObject('instl', 'oidl', 'oid', 'walletl',

'password', 'Certificate','/tmp/cert.txt')

The following command imports a trusted certificate from file trust. txt into
walletl, for Oracle Internet Directory instance oidl, in application server instance
instl:

wls:/mydomain/serverConfig> importWalletObject('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedCertificate','/tmp/trust.txt')
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6.9.22 listKeyStoreObjects

Online command that lists the contents of a keystore.

6.9.22.1 Description

This command lists all the certificates or trusted certificates present in a Java keystore
(JKS) for Oracle Virtual Directory.

6.9.22.2 Syntax

listKeyStoreObjects ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".
keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of keystore object to be listed. Valid values are

'Certificate' and 'TrustedCertificate'.

6.9.22.3 Examples

The following command lists all trusted certificates present in keys . jks, for Oracle
Virtual Directory instance ovdl, in application server instance inst1:

wls:/mydomain/serverConfig> listKeyStoreObjects('instl', 'ovdl', ‘'ovd', 'keys.jks',
'password', 'TrustedCertificate')

The following command lists all certificates present in keys . jks, for Oracle Virtual
Directory instance ovdl, in application server instance inst1:

wls:/mydomain/serverConfig> listKeyStoreObjects('instl', 'ovdl', ‘'ovd', 'keys.jks',
'password', 'Certificate')

6.9.23 listKeyStores

Online command that lists all the keystores for a component.

6.9.23.1 Description

This command lists all the Java keystores (JKS) configured for the specified Oracle
Virtual Directory instance.

6.9.23.2 Syntax

listKeyStores ('instName', 'compName', 'compType')

Argument Definition

instName Specifies the name of the application server instance.
compName Specifies the name of the component instance
compType Specifies the type of component. Valid value is 'ovd'".
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6.9.23.3 Example

The following command lists all keystores for Oracle Virtual Directory instance ovdl
in application server instance inst1:

wls:/mydomain/serverConfig> listKeyStores('instl', 'ovdl', 'ovd')

6.9.24 listWalletObjects

Online command that lists all objects in an Oracle wallet.

6.9.24.1 Description

This command lists all certificate signing requests, certificates, or trusted certificates
present in an Oracle wallet for the specified component instance (Oracle HTTP Server,
Oracle WebCache or Oracle Internet Directory).

6.9.24.2 Syntax

listWalletObjects('instName', 'compName', 'compType', 'walletName', password',

"type')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’,'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of wallet object to be listed. Valid values are

'CertificateRequest’, 'Certificate’, and 'TrustedCertificate'.

6.9.24.3 Examples

The following command lists all certificate signing requests in wallet1, for Oracle
Internet Directory instance 0id1, in application server instance inst1:

wls:/mydomain/serverConfig> > listWalletObjects('instl', 'oidl"',
'oid', 'walletl"', 'password', 'CertificateRequest')

The following command lists all certificates in wallet1, for Oracle Internet Directory
instance 0idl, in application server instance inst1:

wls:/mydomain/serverConfig> listWalletObjects('instl', 'oidl',

'oid', 'walletl', 'password', 'Certificate')

The following command lists all trusted certificates in wallet1, for Oracle Internet

Directory instance oidl, in application server instance inst1:

wls:/mydomain/serverConfig> listWalletObjects('instl', 'oidl',
'oid', 'walletl"', 'password', 'TrustedCertificate')

6.9.25 listWallets

Online command that lists all wallets configured for a component instance.
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6.9.25.1 Description

This command displays all the wallets configured for the specified component
instance (Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory), and
identifies the auto-login wallets.

6.9.25.2 Syntax

listWallets('instName', 'compName', 'compType')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance

compType Specifies the type of component. Valid values are 'ohs','oid’, and
'webcache'.

6.9.25.3 Example

The following command lists all wallets for Oracle Internet Directory instance 0id1 in
application server instance inst1:

wls:/mydomain/serverConfig> > listWallets('instl', 'oidl', 'oid')

6.9.26 removeKeyStoreObject

Online command that removes an object from a keystore.

6.9.26.1 Description

This command removes a certificate request, certificate, trusted certificate, or all
trusted certificates from a Java keystore (JKS) for Oracle Virtual Directory. Use an alias
to remove a specific object; no alias is needed if all trusted certificates are being
removed.

6.9.26.2 Syntax

removeKeyStoreObject ('instName', 'compName', 'compType', 'keystoreName',
'password', 'type', 'alias')

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid value is 'ovd'".
keystoreName Specifies the name of the keystore file.

password Specifies the password of the keystore.

type Specifies the type of the keystore object to be removed. Valid values

are 'Certificate', 'TrustedCertificate' or 'TrustedAll'.

alias Specifies the alias of the keystore object to be removed.

6.9.26.3 Examples

The following command removes a certificate or certificate chain denoted by alias
mykey in keys. jks, for Oracle Virtual Directory instance ovdl, in application server
instance inst1:
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wls:/mydomain/serverConfig> removeKeyStoreObject('instl', 'ovdl',
‘ovd', 'keys.jks', 'password', 'Certificate’', 'mykey')

The following command removes a trusted certificate denoted by alias mykey in
keys. jks, for Oracle Virtual Directory instance ovdl, in application server instance
instl:

wls:/mydomain/serverConfig> removeKeyStoreObject('instl', 'ovdl',
‘ovd', 'keys.jks', 'password',K 'TrustedCertificate', 'mykey')

The following command removes all trusted certificates in keys . jks, for Oracle
Virtual Directory instance ovdl, in application server instance inst1. Since no alias is
required, the value None is passed for that parameter:

wls:/mydomain/serverConfig> removeKeyStoreObject('instl', 'ovdl',
‘ovd', 'keys.jks', 'password', 'TrustedAll', None)

6.9.27 removeWalletObject

Online command that removes a certificate or other object from an Oracle wallet.

6.9.27.1 Description

This command removes a certificate signing request, certificate, trusted certificate or
all trusted certificates from an Oracle wallet for the specified component instance
(Oracle HTTP Server, Oracle WebCache or Oracle Internet Directory). DN is used to
indicate the object to be removed.

6.9.27.2 Syntax

removeWalletObject ('instName', 'compName', 'compType', 'walletName', 'password',
' type ", 'DN' )

Argument Definition

instName Specifies the name of the application server instance.

compName Specifies the name of the component instance.

compType Specifies the type of component. Valid values are 'ohs’,'oid’, and
'webcache'.

walletName Specifies the name of the wallet file.

password Specifies the password of the wallet.

type Specifies the type of the keystore object to be removed. Valid values
are 'CertificateRequest’, 'Certificate', "TrustedCertificate' or
'Trusted All'.

DN Specifies the Distinguished Name of the wallet object to be removed.

6.9.27.3 Examples

The following command removes all trusted certificates from wallet1l, for Oracle
Internet Directory instance 0idl, in application server instance inst1. It is not
necessary to provide a DN, so you pass null (denoted by None) for the DN parameter:

wls:/mydomain/serverConfig> removeWalletObject ('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedAll', None)
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The following command removes a certificate signing request indicated by DN
cn=www.acme . com from walletl, for Oracle Internet Directory instance oidl, in
application server instance inst1:

wls:/mydomain/serverConfig> removeWalletObject ('instl', 'oidl', 'oid', 'walletl’,
'password', 'CertificateRequest', 'cn=www.acme.com')

The following command removes a certificate indicated by DN cn=www . acme . com
from walletl, for Oracle Internet Directory instance oidl, in application server
instance inst1:

wls:/mydomain/serverConfig> removeWalletObject ('instl', 'oidl', 'oid', 'walletl’,
'password', 'Certificate', 'cn=www.acme.com')

The following command removes a trusted certificate indicated by DN
cn=www.acme . com from walletl, for Oracle Internet Directory instance oidl, in
application server instance inst1:

wls:/mydomain/serverConfig> removeWalletObject ('instl', 'oidl', 'oid', 'walletl’,
'password', 'TrustedCertificate', 'cn=www.acme.com')

6.9.28 Properties Files for SSL

SSL configuration employs certain properties files for use with the WLST
configureSSL command. The files contain parameters to specify the desired SSL
configuration, such as authentication type, cipher values, and SSL version.

You can use descriptive names if you need to manage multiple properties files for
different components. For example, you could have properties files named
ohs-ssl-properties.prop or ovd-ssl-properties.prop.

6.9.28.1 Structure of Properties Files

All the SSL properties files have a consistent structure.

Table 64 provides details about the key-value structure and usage of these files.

Table 6-4 Parameters in Properties File
Allowed Values for Oracle HTTP
Server, Oracle Internet Directory, and Allowed Values for Oracle
Key Mandatory? Oracle Web Cache Virtual Directory Usage
SSLEnabled No true true Either value
false false
Ciphers No SSL_RSA_WITH_RC4_128_MD5 One of more of the ciphers One or more
SSL_RSA_WITH._RC4_128_SHA allowed by the ]SSE proyider. comma
For the complete list of ciphers separated
SSL_RSA_WITH_3DES_EDE_CBC_SHA allowed by JDK 1.5, see values
SSL_RSA_WITH_DES_CBC_SHA Ap%endix A of the following
uide:
SSL_DH_anon_WITH_RC4_128_MD5 gt tp://java.sun.com/j2
SSL_DH_anon_WITH_DES_CBC_SHA  se/1.5.0/docs/guide/se
curity/jsse/JSSERefGui
SSL_DH_anon_WITH_3DES_EDE_CBC_ ¢ nim1
SHA
TLS_RSA_WITH_AES_128_CBC_SHA
TLS_RSA_WITH_AES_256_CBC_SHA
SSLVersions No nzos_Version_3_0 TLSv1 One or more
nzos_Version_3_0_With_2_0_Hello SSLv2Hello (cannot be comma
separated

specified alone, must specify
at least one other version)

SSLv3

nzos_Version_1_0 values
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Table 6-4 (Cont.) Parameters in Properties File

Allowed Values for Oracle HTTP
Server, Oracle Internet Directory, and

Allowed Values for Oracle

Key Mandatory? Oracle Web Cache Virtual Directory Usage
CertValidation No none N/A Either value
crl
CertValidation No file://crl_file_path N/A Path of the
Path dir://crl_dir_path gﬁgcfgre}’]or
containing
CRL files
KeyStore No Valid wallet name Valid keystore name
TrustStore No N/A Valid truststore name
AuthenticationType No None None Any one value
Server Server
Optional Optional
Mutual Mutual

Table 6-5 shows the default values:

Table 6-5 Default Values of Parameters

Default Value for

Default Value for

Default Value for

Oracle Internet

Default Value for Oracle

Key Oracle HTTP Server Oracle Web Cache Directory Virtual Directory
SSLEnabled true true true true
Ciphers null null null null
SSLVersions null null null null
CertValidation  none none - -
CertValidation null null - -

Path

KeyStore default default null keys.jks
TrustStore - - - keys.jks
Authentication  Server Server none Server
Type

Note:

At least one DH_anon cipher must be used in SSL no-auth mode.
For all other modes, at least one RSA cipher must be used.

The value of the KeyStore parameter must be specified when
configuring SSL in server-auth, mutual-auth, or optional client

auth.

If only AES ciphers have been specified, the SSLVersions
parameter must contain TLSv1 or nzos_Version_1_0.

If you are doing CRL-based validation, the value of the
CertvValidation parameter should be crl and the value of the
CertValidationPath parameter should point to the CRL

file/directory.
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6.9.28.2 Examples of Properties Files

Some examples demonstrating the use of the properties files follow.

Example 1: Basic Properties File

SSLEnabled=true
AuthenticationType=None
CertValidation=none

This properties file specifies no authentication mode, and default values will be used
during SSL configuration for ciphers and SSL version. Keystore and truststore
properties are not specified since the authentication type is None. For other
authentication types, keystore must be specified.

Example 2: Basic Properties File

SSLEnabled=
AuthenticationType=None
CertValidation=none

This properties file is exactly the same as above, except that SSLEnabled is explicitly
specified without any value. This is the same as not specifying the key at all. In both
cases, the default value will be used.

Therefore, all the following three settings have the same meaning;:
s The setting:

SSLEnabled=true

Here the value true is explicitly specified.
s The setting:
SSLEnabled=
Since no value is mentioned here, the default value of SSLEnabled (true) is
used.
s The key SSLEnabled is not present in the properties file.

Since the key is not present, its default value (true) is used.

Example 3: Properties File with Version for OHS

SSLEnabled=true
AuthenticationType=Mutual
SSLVersion=nzos_Version_3_0
CertValidation=crl
CertValidationPath=file:///tmp/file.crl
KeyStore=ohsl

This properties file has:

s Default values for ciphers
= Keystore

= SSL version v3

= CRL validation turned on

s Mutual Authentication mode
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Example 4: Properties File with Ciphers for Oracle Virtual Directory
AuthenticationType=Server

Ciphers=SSL_RSA_WITH_RC4_128_MD5

SSLVersion=SSLv3, SSLv2Hello

KeyStore=ovdidentity.jks

TrustStore=ovdtrust.jks

SSLEnabled=true

This properties file contains:

= Specific cipher value

s SSL Version

»  Server authentication mode
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Using the SSL Automation Tool

This chapter contains the following sections:
s Introduction to the SSL Automation Tool
= Prerequisites

s Generating the CA Certificate

s Configuring a Component Server

s Configuring a Client

7.1 Introduction to the SSL Automation Tool

The Oracle SSL Automation Tool enables you to configure multiple components in a
domain using a domain-specific CA certificate.

The task of enabling SSL in a deployment can be intimidating and cumbersome for
administrators. Manual configuration of SSL generally requires an administrator to
have some expertise in several areas, such as:

= SSL as a technology
= Low-level tools available to perform SSL configuration and administration
= Best security practices

The Oracle SSL Automation Tool replaces manual procedures and simplifies SSL
configuration. It enables you to generate a central, self-signed CA certificate, configure
component servers with that certificate, and provide the CA certificate as a trusted
certificate to multiple clients. It ensures that a network of trust is established in a
consistent manner on all clients and servers, and can be used for both outward facing
connections and for connections within the DMZ.

The SSL Automation Tool is based on a trust model, which introduces the concept of
SSL Domains. An SSL domain is the security environment in which all the SSL
components are deployed with the same CA signed certificates. Each SSL Domain has
associated with it a self-signed Domain CA. All components within this SSL Domain
implicitly trust the Domain CA. Additionally, this Domain CA can generate SSL
Server Certificates for the server components deployed within that SSL Domain. If the
server components in one SSL Domain (A) need to be trusted by a client component in
another SSL Domain (B), then only the Domain CA certificate from (A) need be
imported and trusted by the client component in SSL Domain (B).

The tool consists of a series of shell scripts: three main SSL scripts and several
component-specific scripts.

Table 7-1 lists the main scripts.
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Table 7-1 Main Scripts

Script Function

SSLGenCA.sh Generates the CA certificate and stores it in an LDAP directory
SSLServerConfig.sh Configures the servers

SSLClientConfig.sh Configures the clients

The server and client configuration scripts invoke component-specific scripts,
depending on the value of an option that you specify on the command line when you
invoke the main script.

The scripts use the LDAP Policy Store present in a deployment to centrally store the
SSL Domain CA wallets. These SSL Domain CA wallets are protected by LDAP access
controls, with access granted only to members of the SSL. Administrators group. You
must be a member of the group to run the scripts.

The SSL Automation Tool provides the following benefits:
» It provides a consistent set of interfaces for consumption by administrators.

s It removes the propagation of self-signed certificates and reduces the number of
relevant trust points, which are now limited to SSL Domain CAs.

= It ensures that only properly authorized SSL. Administrators are allowed to
perform SSL related administrative tasks.

= It allows support for additional components to be added incrementally without
the need for fundamental change.

7.2 Prerequisites

Before you attempt to use this tool, ensure that you have performed the tasks
described in this section.

7.2.1 Setting up Oracle Fusion Middleware Environment

All the components of your Oracle Fusion Middleware environment must be up and
running before you invoke the scripts to configure SSL on those components.

If your components are running on Windows platforms, you must obtain and install
Cygwin from http: //www.cygwin. com before you can use the scripts. Set the
ORACLE_HOME environment variable in the Cygwin shell. For example:

export ORACLE_HOME='C:/rc8/fmwhome/Oracle_Home/'

7.2.2 Assembling Required Information

Make sure you have the values of the following variables listed in Table 7-2 and
Table 7-3 available before you invoke the SSL scripts.

Table 7-2 Domain-Level Information Variables for SSL Automation Tool

Variable

HOSTNAME
ORACLE_HOME (Fusion Middleware)

ORACLE_COMMON
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Table 7-2 (Cont.) Domain-Level Information Variables for SSL Automation Tool

Variable

MIDDLEWARE_HOME

DOMAIN_NAME

DOMAIN_HOME
DOMAIN_ADMINISTRATOR_USERNAME
DOMAIN_ADMINISTRATION_PASSWORD
DOMAIN_HOST_NAME
ADMINSERVER_PORT
DOMAIN_ADMINISTRATOR_USERNAME
DOMAIN_ADMINISTRATION_PASSWORD
INSTANCE_HOME

INSTANCE_NAME

Table 7-3 Component-Specific Information Variables for SSL Automation Tool

Variable

OVD_NAME

OVD_PORT

OID_NAME

OID_PORT
OID_SSL_PORT
OID_ADMIN
OID_ADMIN_PASSWORD
DB_HOST

DB_PORT
DB_SERVICE_NAME

DB_SID

7.3 Generating the CA Certificate

You invoke the CA certificate generating script SSLGenCA. sh to initialize and create
an SSL Domain and generate the SSL Domain CA. Run the script only once for the
whole SSL domain. If you run it again, you must configure all the servers and clients
with the newly-generated CA wallet. An SSL. domain is the security environment in
which all the SSL components will be deployed with the same CA signed certificates.

Enter a shell that is set up with the default environment for an Oracle Fusion
Middleware installation.

To run this script, you need the following information:

s Connection information (host and port) for the LDAP directory used by the
deployment

s Administrator credentials that enable you to access that LDAP directory

s The name of the SSL Domain
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Execute this command:

SORACLE_COMMON_HOME/oracle_common/bin/SSLGenCA.sh

Provide information when prompted.

This script performs the following tasks:

s Creates a Demo Signing CA wallet for use in the domain.

s Extracts the public Demo CA Certificate from the CA wallet.

s Uploads the wallet and the certificate to LDAP and stores them in the entry:
cn=demoCA, Deployment_SSL_Domain.

s Creates an access group in LDAP: cn=ss1Admins, cn=demoCA, Deployment_
SSI_Domain and grants that group administrative privileges to the parent
container. All other entities are denied access. (Add users to the group to give
access.)

The Demo CA Certificate is now available for download by an anonymous or
authenticated user.

s The Demo CA Wallet password is stored locally in an obfuscated wallet for future
use. Its path is: SORACLE_HOME/credCA/castore.

As administrator, you must secure this wallet so that only SSL administrators can
read it.

7.3.1 Example: Generating a Certificate

This example shows a run of SSLGenCA .sh to generate a new CA wallet and store it in
the Policy Store (LDAP server).

$ SSLGenCA.sh

SSL Certificate Authority Generation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

kkkkhkhhkhkhkkhkkhkhhkhhhhkkhkdhhhhhhhkhdhhdkhhhhhkhkrhrhhhhkhkrhrhhhhhhdkrrxxhxkxx

*rxkxkxxkxk This tool will generate a self-signed CA wallet ***x¥kxskkskix
*rxkxkxxkxk and store it in a central LDAP directory R Kk kK kK
*kxkkxkxdkkkxx for IDM and FA SSL setup and provisioning KH KKK KKK A KK
khkhkkhkhkkhkhkhkdhkhkhkkhhhhhhhhhhhhdhhhkhdhhhkhhhkdhkhhrhhhhhhhdhhhhhhhkhkhkhrxrhkhkxdxkhkxxkxx
>>>Enter the LDAP hostname [adc2100651.example.com]:

>>>Enter the LDAP port [3060]: 20040

>>>Enter the admin user [cn=orcladmin]

>>>Enter password for cn=orcladmin:

>>>Enter the LDAP sslDomain where your CA will be stored [idm]:

>>>Enter a password to protect your CA wallet:

>>>Enter confirmed password for your CA wallet:

Generate a new CA Wallet...

Create SSL Domains Container for cn=idm,cn=sslDomains...

Storing the newly generated CA to the LDAP...

Setup ACL to protect the CA wallet...

The newly generated CA is stored in LDAP entry cn=demoCA,cn=idm,cn=sslDomains
successfully
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7.4 Configuring a Component Server

You configure a server by invoking the SSLServerConfig. sh script. This script uses
the SSL Domain CA to generate a Server Certificate. Then the script passes control to a
component specific configuration script, which picks up the generated Server
Certificate and configures the component to accept SSL connections.

To run this script, you need the following information:

s Connection information (host and port) for the LDAP directory used by the
deployment.

= Administrator credentials that enable you to access that LDAP directory.

= Server name. This can be either the WebLogic Administration Server or a
Managed Server.

Before invoking the script, enter a shell that is set up with the default environment for
an Oracle Fusion Middleware installation. The location of the script is: $ORACLE_
COMMON_HOME/oracle_common/bin/SSLServerConfig.sh The syntax for the
script is:

SSLServerConfig.sh -component [oid|ovd|oam|wls] [-v]
Specify one and only one component. Depending on the component you specify,

SSLServerConfig.sh invokes a component-specific script. Component-specific
server scripts have names of the form COMPONENT NAME_SSL_Server_Config.sh.

If you specify the component option wls, the script configures all Java EE components
on the named server. Java EE components include Oracle Identity Navigator, Oracle
Access Manager 11g, Oracle Identity Manager, and Oracle Identity Federation.

To configure Oracle Internet Directory, Oracle Virtual Directory, or Oracle Access
Manager 10g, use the appropriate component option, as shown in Table 7-4.

Table 7-4 Component Options to SSLServerConfig.sh

Component

Option Script Invoked Component Configured

wls WLS_SSL_Server_Config.sh Oracle WebLogic Server and Java EE
components

oid 0OID_SSL_Server_Config.sh Oracle Internet Directory server

ovd OVD_SSL_Server_Config.sh Oracle Virtual Directory server

oam OAM_SSL_Server_Config.sh Oracle Access Manager 10g server

Provide information when prompted.

If you are using the oid or ovd option, and your Oracle Internet Directory or Oracle
Virtual Directory host is not the same as your WebLogic Server host (in a high
availability environment, for example), you must run the server script on the Oracle
Internet Directory or Oracle Virtual Directory host.

This script performs the following tasks:

= Downloads the Demo Signing CA generated in Section 7.3 and stores it in
SORACLE_HOME/rootCA.

=  Executes the component-specific script COMPONENT _NAME_SSL_Server_
Config.sh, if appropriate.

The component-specific script performs the following tasks:
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= Generates a server certificate based on the Demo Signing CA Wallet.
= Imports the certificate into the component-specific wallet/keystore.

= Configures the component instance for SSL Server-Auth, based on the new server
certificate in the component specific wallet/keystore.

7.4.1 Example: Configuring a WebLogic Server and Java EE Components

$ ./SSLServerConfig.sh -component wls

Server SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA wallet from the central LDAP location...
>>>Enter the LDAP Hostname [adc2100651.example.com]:
>>>Enter the LDAP port [3060]: 16468

>>>Enter an admin user DN [cn=orcladmin]

>>>Enter password for cn=orcladmin:

>>>Enter the sslDomain for the CA [idm]:

>>>Enter a password to protect your SSL wallet/keystore:
>>>Enter confirmed password for your SSL wallet/keystore:
>>>Enter password for the CA wallet:

>>>Searching the LDAP for the CA usercertificate ...
Importing the CA certifcate into trust stores...
>>>Searching the LDAP for the CA userpkcsl2

Invoking Weblogic SSL Server Configuration Script...

Enter attribute values for your certificate DN

>>>Country Name 2 letter code [US]:

>>>State or Province Name [Californial:

>>>Locality Name(eg, city) []:Belmont

>>>0rganization Name (eg, company) [mycompany]:Oracle

>>>0rganizational Unit Name (eg, section) [wls-20101123115644]:wls-admin
>>>Common Name (eg, hostName.domainName.com) [adc2100651.example.com] :

The subject DN is
cn=adc2100651.example. com, ou=wls-admin, O=Oracle, 1=Belmont, st=California, c=US
>>>Import the existing CA at /mw784/im7335/rootCA/cacert.der into keystore...
>>>Import the server certificate at /mw784/im7335/rootCA/keystores/wls/cert.txt
into kstore...

Configuring SSL for your WLS server instance...

>>>Enter your WLS domain home directory: /mw784/user_projects/domains/imdomain8017
>>>Enter your WLS server instance name [AdminServer]

Enter SSL Listen Port: [7002] 7778

>>>Enter weblogic admin port: [7001] 19249

>>>Enter weblogic admin user: [weblogic]

>>>Enter password for weblogic:

>>>Enter your keystore name [identity.jks]: id.jks

/w784 /im7335/rootCA/keystores/wls

/mw784 /user_projects/domains/imdomain8017/keystores/id.jks

Configuring WLS AdminServer ...

Running /mw784/im7335/common/bin/wlst.sh

/w784 /im7335/rootCA/keystores/wls/wlssvr.py. ..

Your WLS server has been set up successfully

7.4.2 Example: Configuring an Oracle Internet Directory Server Component

$ ./SSLServerConfig.sh -component oid
Server SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.
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Downloading the CA wallet from the central LDAP location...
>>> Enter the LDAP Hostname [adc2100651.example.com]:

>>> Enter the LDAP port [3060]: 16468

>>> Enter an admin user DN [cn=orcladmin]

>>> Enter password for cn=orcladmin:

>>> Enter the sslDomain for the CA [idm]:

>>> Enter a password to protect your SSL wallet/keystore:
>>> Enter confirmed password for your SSL wallet/keystore:
>>> Enter password for the CA wallet:

>>> Searching the LDAP for the CA usercertificate
Importing the CA certifcate into trust stores...

>>> Searching the LDAP for the CA userpkcsl2

Invoking OID SSL Server Configuration Script...

Enter attribute values for your certificate DN

>>> Country Name 2 letter code [US]:

>>> State or Province Name [California]:

>>> Locality Name(eg, city) []:Belmont

>> Organization Name (eg, company) [mycompany]:Example

>>> Organizational Unit Name (eg, section) [01d-20101118211946]:

>>> Common Name (eg, hostName.domainName.com) [adc2100651.example.com]:
The subject DN is

cn=adc2100651.example.com, ou=01d-20101118211946,0=Example, 1=Belmont, st=California,
c=US

Creating an Oracle SSL Wallet for oid instance...

/w784 /im7335/../oracle_common/bin

>>> Enter your OID component name: [0idl] Enter the weblogic admin port: [7001]
19249

>>> Enter the weblogic admin server host [adc2100658.example.com]
adc2100658.example.com

>>> Enter the weblogic admin user: [weblogic]

>>> Enter weblogic password:

>>> Enter your AS instance name:[asinst_1] iminst8017

>>> Enter an SSL wallet name for OID component [oid_walletl]

Checking the existence of oid_walletl in the OID server...

Configuring the newly generated Oracle Wallet with your OID component...
Do you want to restart your OID component?[y/n]y

Do you want to test your SSL set up?[y/nl]y

>>> Please enter your OID ssl port:[3131] 16180

Please enter the oid hostname: [adc2100651] adc2100651.example.com

>>> Invoking /mw784/im7335/bin/ldapbind -h adc2100651.example.com -p 16180 -U 2 -D
cn=orcladmin ...

Bind successful

Your oidl SSL server has been set up successfully

7.4.3 Example: Configuring an Oracle Virtual Directory Server Component

$ ./SSLServerConfig.sh -component ovd
Server SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA wallet from the central LDAP location...
>>> Enter the LDAP Hostname [adc2100651.example.com]:

>>> Enter the LDAP port [3060]: 16468

>>> Enter an admin user DN [cn=orcladmin]

>>> Enter password for cn=orcladmin:
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>>> Enter the sslDomain for the CA [idm]:

>>> Enter a password to protect your SSL wallet/keystore:
>>> Enter confirmed password for your SSL wallet/keystore:
>>> Enter password for the CA wallet:

Searching the LDAP for the CA usercertificate

Importing the CA certifcate into trust stores...

>>> Searching the LDAP for the CA userpkcsl2

Invoking OVD SSL Server Configuration Script...

Enter attribute values for your certificate DN

>>> Country Name 2 letter code [US]:

>>> State or Province Name [California]:

>>> Locality Name(eg, city) []:redwood

>>> Organization Name (eg, company) [mycompany] :

>>> Organizational Unit Name (eg, section) [ovd-20101118212540]:

>>> Common Name (eg, hostName.domainName.com) [adc2100651.example.com]:

The subject DN is

cn=adc2100651.example.com, ou=ovd-20101118212540, 1=redwood, st=California, c=US
>>> Import the existing CA at /mw784/im7335/rootCA/cacert.der into keystore...
>>> Import the server certificate at /mw784/im7335/rootCA/keystores/ovd/cert.txt
into kstore...

>>> Enter your OVD instance name [ovdl]

>>> Enter your Oracle instance [asinst_1]: iminst8017

>>> Enter the weblogic admin server host [adc2100658.example.com]
adc2100658.example.com

>>> Enter weblogic admin port: [7001] 19249

>>> Enter weblogic admin user: [weblogic]

>>> Enter password for weblogic:

>>> Enter your keystore name [ovdksl.jks]:

Checking the existence of ovdksl.jks in the OVD...
Configuring ovdksl.jks for ovdl listener...
Do you want to restart your OVD instance?[y/nly

Do you want to test your OVD SSL set up?[y/nly

Please enter your OVD ssl port:[3131] 24888
Please enter the OVD hostname: [adc2100651] adc2100651.example.com

/w784 /im7335/bin/ldapbind -h adc2100651.example.com -p 24888 -U 2 -D =orcladmin

Bind successfully to OVD SSL port 24888
Your SSL server has been set up successfully

7.4.4 Example: Configuring an Oracle Access Manager 10g Server Component

$ SSLServerConfig.sh -component oam

Server SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA wallet from the central LDAP location...
>>>Enter the LDAP Hostname [adcl23.example.com]:

>>>Enter the LDAP port [3060]: 16625

>>>Enter an admin user DN [cn=orcladmin]

>>>Enter password for cn=orcladmin:

>>>Enter the ssl domain name [idm]:

>>>Searching the LDAP for the CA usercertificate
>>>Searching the LDAP for the CA userpkcsl2
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Invoking OAM SSL Server Configuration Script...

>>>Enter your OAM10 Access Server install location: [e.g.
/scratch/aime/OAM10/access] /scratch/install/OAM10/access

Ik hhhkhhkhkhhk kA Ak Ak hkkhkhkhkhkhkhkhkhkhhkhhkhkhhk ko hkkkhkhkkhhkhhhkhhhkhhkhhhkxhkxkxkxx*
*** CA root cert has been converted from DER to PEM format. ***
Ak hkhhkhhkhkhhkk kA Ak Ak hkkhhkhhkhkhkhkhkhkhhkhkhkhkhkhkkhkkkhkhkkhhkhhhkhhhkhhhkhhkxhkxkxhxx*

kkkkkhhkhkhkkhkkhkhhkhhhhkhkhhhhhhhhkrhkrhrhhhhhkhhkrhrhhhhhhhdrkrhxhkxx*x

***% This script will first invoke configureAAAServer tool to ***

*** reconfig AAA server in cert mode, and then generate a * KK
*** certificate request. Please select 3(Cert), 1l(request a ***
*** certificate), and enter pass phrase for the first 3 *xx
***% prompts. Otherwise, this script is not guaranteed to *xx
*** work properly. e

kkkkkhhkhkhkkhkkhkhhkhhhhkkhkkhhhhhhhhkrhkkhrhhhhkhhkrhrhhhhhhhkrkrhrhkx*xx

Please enter the Mode in which you want the Access Server to run : 1(Open)
2(Simple) 3(Cert) : 3

Do you want to request a certificate (1) or install a certificate (2) ? : 1
Please enter the Pass phrase for this Access Server
Do you want to store the password in the file ? : 1(Y) 2(N) : 1

Preparing to generate certificate. This may take up to 60 seconds. Please wait.
Generating a 1024 bit RSA private key

P ok e o o o o

................... e
writing new private key to '/scratch/install/OAM10/access/oblix/config/aaa_
key.pem'
You are about to be asked to enter information that will be incorporated
into your certificate request.
What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank
For some fields there will be a default value,

If you enter '.', the field will be left blank.
Country Name (2 letter code) [US]:US
State or Province Name (full name) [Some-State]:California

Locality Name (eg, city) []:Redwood Shores

Organization Name (eg, company) [Some-Organization Pty Ltd]:Example
Organizational Unit Name (eg, section) []:0AM

Common Name (eg, hostName.domainName.com) []:adcl23.example.com

Email Address []:
writing RSA key

Your certificate request is in file
/scratch/install /OAM10/access/oblix/config/aaa_req.pem

Please get your certificate request signed by the Certificate Authority.

On obtaining your certificate, please place your certificate in
'/scratch/install/0AM10/access/oblix/config/aaa_cert.pem' file and the certificate
authority's certificate for the corresponding component (for example: WebGate,
AXML Server) in '/scratch/install/OAM10/access/oblix/config/aaa_chain.pem' file.

Once you have your certificate placed at the above mentioned location, please
follow the instructions on how to start the Access Server.

More Information on setting up Access Server in Certificate mode can be obtained
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from the Setup Installation Guide.
Access Server mode has been re-configured successfully.

Please note that new security mode will take effect only after the security mode
for this Access Server is changed to 'cert' from the Access Manager System
Console.

Do you want to specify or update the failover information ? : 1(Y) 2(N)

Please restart your Access Server by executing the
'/scratch/install/0AM10/access/oblix/apps/common/bin/restart_access_server'
program from command line once you have placed your certificates at the above
mentioned location.

Press enter key to continue

kkkkkhkhkhkhkkhkkhkhhkhhhhkhkhhhhhhhkrhkrhrhhhhkhkrhrhhhhhhhdrxrhxhkxkx*x

*** Now we will sign the certificate request using CA cert. ***
Ik hhhkhhkhkh kA kA Ak kA hkkhhkhhkhkhhhkhhkhkhkhkhkhkhkkhkkhkhkkhkhkhhhkhhhkhhkhkhhkxkhkxkxhxx*

>>>Enter the CA wallet password:

Certificate request (aaa_req.pem) has been converted to orapki acceptable format
in /scratch/install/WT/Oracle_WT1/rootCA/OAM

The certificate has been signed by the root CA

kkkkkhhkhkhkkhkkhkhhkhhhhkhkhhhhhhhkrhkrkhrhhhhkhkrhrhhhhhhhkrxrhrhkkxx

*** OAM server certificate have been installed into Access *oxx

*** Server config directory. *xx
Ik hhhkhhkhk kA kA Ak Ak hkkhkhkhkhkhkhkhkhkhkhkhkhkkhkhkkhkkkhkhkkhkhkhhhkhhhkhhhkhhkkhkxkxkxx*

kkkkkhhkhkhkkhkkhkhhkhhhhkhkhhhhhhhhkrhkrhrhhhhhkhhkrhrhhhhhhhxrxrxhxhkxkxx

*** Restarting AAA Server ... kK
khkhkkhkhkkhkhkhkkhkhkhkhkhhhhdhhhhdhhhhdhhhkhhhhkhkhhkdhhhrhhhhhhkhhhhhhhhrhkhkxxxxx

Do you want to restart your Access Server? [y/n] y

Access Server has been started/restarted

kkkkkhkhkhkhkkhkkhkhhkhhhhkhkhhhhhhhhkrhkhrhhhhkhhkrhrhhhhhhhkrkrxhrhkkxk

**% Your OAM10 Access Server has been setup successfully in **x*

*** cert mode. *xx
Ik hkhhkhhkhk kA kA Ak Ak kA khhkhhkhkhkhkhkhhhkhkhkhkhhkkhkhkkhkhkkhhkhhhkhhhkhhkhkhhkhkhkxkxhxx*

7.5 Configuring a Client

You configure a client by invoking the script SSLClientConfig.sh. The script retrieves
the SSL Domain CA then passes control to a component-specific script to import it and
perform any additional configuration steps required.

To run this script, you need the following information:

s Connection information (host and port) for the LDAP directory used by the
deployment

»  Administrator credentials that enable you to access that LDAP directory

s The name of the SSL deployment, for example: idm, fmw

7-10 Oracle Fusion Middleware Administrator's Guide



Configuring a Client

Before invoking the script, enter a shell that is set up with the default environment for
an Oracle Fusion Middleware installation. The location of the script is: $ORACLE_
COMMON_HOME/oracle_common/bin/SSLClientConfig.sh The syntax for the
script is:

SSLClientConfig.sh -component [cacert|wls|webgate] [-v]

Depending on the -component option specified, SSLClientConfig.sh may invoke
a component script listed in Table 7-5. The component-specific client scripts have
names of the form COMPONENT NAME_SSL_Client_Config.sh.

Table 7-5 Component Options to SSLClientConfig.sh

Component

Option Script Invoked Component Configured

cacert None Other SSL Clients

wls WLS_SSL_Client_Config.sh Oracle WebLogic clients and Java
EE components.

webgate OAMWG_SSIL_Client_Config.sh Oracle Access Manager WebGate

Provide information when prompted.
The client script performs the following tasks:
s Downloads the CA certificate or wallet from the LDAP server in the SSL Domain.

s Creates the related Java Trust Store, Oracle Wallet, or Java Keystore for the Oracle
Identity Manager or Oracle Access Manager client.

= Imports the Signing CA certificate as a trusted certificate into the relevant trust
stores, wallet, or keystore.

For WebGate clients, it creates a full Java KeyStore with a private certificate, a
client certificate, and the CA signing certificate.

For other client components, which only need a common trust store or wallet, the
script imports the CA certificate into the newly generated trust store.

7.5.1 Example: Downloading the CA Certificate for SSL Clients

$ ./SSLClientConfig.sh -component cacert

SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA certificate from a central LDAP location
Creating a common trust store in JKS and Oracle Wallet formats ...
Configuring SSL clients with the common trust store...

Make sure that your LDAP server is currently up and running.

Downloading the CA certificate from the LDAP server...

>>> Enter the LDAP hostname [adc2100651.example.com]: Enter the LDAP port: [3060]?
16468

>>> Enter your LDAP user [cn=orcladmin]:

>>> Enter password for cn=orcladmin:

>>> Enter the sslDomain for the CA [idm]:

Searching the LDAP for the CA usercertificate ...

Importing the CA certifcate into trust stores...

>>> The common trust store in JKS format is located at

/w784 /im7335/rootCA/keystores/tmp/trust.jks
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>>> The common trust store in Oracle wallet format is located at
/w784 /im7335/rootCA/keystores/tmp/ewallet.pl2

Generate trust store for the CA cert at cn=idm,cn=sslDomains

>>> Enter a password to protect your truststore:

>>> Enter confirmed password for your truststore:

Updating the existing /mw784/im7335/rootCA/keystores/common/trust.jks...
Importing the CA certifcate into trust stores...

>>> The common trust store in JKS format is located at
/mw784/im7335/rootCA/keystores/common/trust.jks

>>> The common trust store in Oracle wallet format is located at

/w784 /im7335/rootCA/keystores/common/ewallet.pl2

7.5.2 Example: Downloading the Certificate and Configuring a WebLogic Client

$ ./SSLClientConfig.sh -component wls

SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA certificate from a central LDAP location
Creating a common trust store in JKS and Oracle Wallet formats
Configuring SSL clients with the common trust store...

Make sure that your LDAP server is currently up and running.

Downloading the CA certificate from the LDAP server...
>>> Enter the LDAP hostname [adc2100651.example.com]:
>>> Enter the LDAP port: [3060]? 16468

>>> Enter your LDAP user [cn=orcladmin]:

>>> Enter password for cn=orcladmin:

>>> Enter the sslDomain for the CA [idm]:

>>> Searching the LDAP for the CA usercertificate
Importing the CA certifcate into trust stores...

>>> The common trust store in JKS format is located at
/w784 /im7335/rootCA/keystores/tmp/trust.jks

>>> The common trust store in Oracle wallet format is located at
/mw784/im7335/rootCA/keystores/tmp/ewallet.pl2
Invoking Weblogic SSL Client Configuration Script...
>>> Enter a password to protect your truststore:

>>> Enter confirmed password for your truststore:

Updating the existing /mw784/im7335/rootCA/keystores/wls/trust.jks...
Importing the CA certifcate into trust stores...

>>> The common trust store in JKS format is located at

/w784 /im7335/rootCA/keystores/wls/trust.jks

>>> The common trust store in Oracle wallet format is located at
/mw784/im7335/rootCA/keystores/wls/ewallet.pl2

cat: /mw784/im7335/rootCA/cacert_tmp.txt: No such file or directory
Configuring SSL Trust for your WLS server instance...

>>> Enter your trust store name: [trust.jks]mytrust.jkds

>>> Enter your WLS domain home directory: /mw784/user_
projects/domains/imdomain8017

>>> Enter your WLS server instance name [AdminServer]

>>> Enter weblogic admin port: [7001] 19249

>>> Enter weblogic admin user: [weblogic]

>>> Enter password for weblogic:

>>> Copy /mw784/im7335/rootCA/keystores/wls/trust.jks to /mw784/user_
projects/domains/imdomain8017/servers/AdminServer/keystores/mytrust.jkds...
Configuring WLS AdminServer ...

Running /mw784/im7335/common/bin/wlst.sh
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/mw784/im7335/rootCA/keystores/wls/wlscln.py...
Your WLS server has been set up successfully

7.5.3 Example: Downloading the Certificate and Configuring a WebGate Client

$ SSLClientConfig.sh -component webgate
Script started on Thu 28 Oct 2010 10:23:38 AM PDT

SSL Automation Script: Release 11.1.1.4.0 - Production
Copyright (c) 2010 Oracle. All rights reserved.

Downloading the CA certificate from a central LDAP location
Creating a common trus store in JKS and Oracle Wallet formats
Configuring SSL clients with the common trust store...

Make sure that your LDAP server is currently up and running.

Downloading the CA certificate from the LDAP server...
>>>Enter the LDAP hostname [adcl23.example.com]:
>>>Enter the LDAP port: [3060]? 16625

>>>Enter your LDAP user [cn=orcladmin]:

>>>Enter password for cn=orcladmin:

>>>Enter the sslDomain for the CA [idm]:

>>>Searching the LDAP for the CA usercertificate
Invoking Webgate SSL Client Configuration Script...
>>>Searching the LDAP for the CA userpkcsl2

>>>Enter your 10g WebGate install location: [e.g. /scratch/aime/wgl(0/access]
/scratch/install/OAM10/cwg/access

kkkkkhhkhkhkkhkkhkhhkhhhhkhkhhhhhhhkrhkrhrhhhhhkhhkrhrhhhhhhhkdrkrhrkhkxkx*x

**%* CA root cert has been converted from DER to PEM format. ***
Ik hhkhkhhkhkhhkhk kA Ak Ak hkkkhhkhkhkhkhhkhkhkhkhkhkhkhkhkhkkhkkkhkhkkhhkhhhkhhhhhhkhrkxhkxkxhxx*

>>>Enter WebGate ID: wg7777

>>>Enter WebGate Password:

>>>Enter the Access Server Host Name [adcl23.example.com]:
>>>Enter the Access Server Port [6021]:

>>>Enter Access Server ID: aaal

>>>Enter WebGate Pass Phrase:

kkkkkhhkhkhkkhkkhkhhkhhhhkhkhhhhhhhkrkrkhrhhhhhkhhkrhrhhhhhhhxrkrhrxhkxkx*x

***% This script will first invoke configureWebGate tool to * KK
*** reconfig webgate in cert mode, and then generate a *xx

*** certificate request. * kK
Ik hhkkhhkhk kA kA Ak Ak hkkkhkhkhkhhkhkhkhkhhkhkhkhkhkhkhkkhkkkhkhkkhkhkhhkhkhhhkhhhkhrkxhkxkxhxx*

Preparing to generate certificate. This may take up to 60 seconds. Please wait.
Generating a 1024 bit RSA private key
............... ottt
.................... et
writing new private key to '/scratch/install/OAM10/cwg/access/oblix/config/aaa_
key.pem'
You are about to be asked to enter information that will be incorporated
into your certificate request.

Using the SSL Automation Tool 7-13



Configuring a Client

What you are about to enter is what is called a Distinguished Name or a DN.
There are quite a few fields but you can leave some blank

For some fields there will be a default value,

If you enter '.', the field will be left blank.

Country Name (2 letter code) [US]:US

State or Province Name (full name) [Some-State]:California

Locality Name (eg, city) []:Redwood Shores

Organization Name (eg, company) [Some-Organization Pty Ltd]:Example
Organizational Unit Name (eg, section) []:0AM

Common Name (eg, hostName.domainName.com) []:adcl23.example.com

Email Address []:
writing RSA key

Your certificate request is in file
/scratch/install /OAM10/cwg/access/oblix/config/aaa_reqg.pem

Please get your certificate request signed by the Certificate Authority

On obtaining your certificate, please place your certificate in
'/scratch/install/0AM10/cwg/access/oblix/config/aaa_cert.pem' file and Access
Server's CA certificate in '/scratch/install/OAM10/cwg/access/oblix/config/aaa_
chain.pem' file

Once you have your certificate placed at the above mentioned location, please run
'/scratch/install/0AM10/cwg/access/oblix/tools/configureWebGate/configureWebGate'
program

More Information on setting up Web Gate in Certificate mode can be obtained from
the Setup Installation Guide

Press enter key to continue

kkkkkhhkhkhkkhkkhkhhkhhhhkkhkkhhhhhhhkhkrhrhhhhkhhkrhrhhhhhhhkrkrhxhkxkx*x

*** Now we will sign the certificate request using CA cert. ***
Ik hhkhkhhkhk kA kA Ak Ak hkkkhkkhkhkhkhkhkhkhkhkhkhkhkhkhhk ko hkkkhkhkkhhkhhhkhhhkhhhhhkxhkxxhxx*

>>>Enter the CA wallet password:

Certificate request (aaa_req.pem) has been converted to orapki acceptable format
in /scratch/install/WT/Oracle_WT1/rootCA/WEBGATE

The certificate has been signed by the root CA

kkkkkhkhkhkhkkhkkhkhhkhhhhkhkhhhhhhhkrhkrkhrhhhhkhkrhrhhhhhhhkdrkrxhxhkx*xx

**% JebGate certificate have been installed into WebGate *oxx

*** config directory. x kK
Ik hhhkhhkhkhkhkk kA Ak Ak hkkhkhhhkhkhhkhkhhkhkhkkhkkkhkkkhkhkkhkhkhhhkhhhkhhkhkhrkxkhkxkxhxx*

kkkkkhkhkhkhkkhkrhkhhkhhhhkhkhhhhhhhkrkkhrhhhhkhkrhrhhhhhhhxrkkrxhxhkxkx*x

***% Testing connection to AAA Server ... *xx

*** (Make sure AAA Server is up and running.) x kK
Ik hkhhkhhkk kA kA Ak Ak hkkhkhkhkhkhhkhkhhhkhkhkhkhkhkkhhkkhkhkkhkhkhhhkhhhkhhhkhhkxhkxkxhxx*

Preparing to connect to Access Server. Please wait.

Web Gate installed Successfully.

kkkkkhkhkhkhkkhkkhkhhkhhhhkkhkkhhhhhhhkrkkhrhhhhkhhkrhrhhhhhhhkkrkrxhxhkxkx*x

*** Restarting OHS ... *kk
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kkkkkhhkhkhkkhkkhkhhkhhhhkhkhhhhhhhhkrhkrhrhhhhkhkrhrhhhhhhhkdrxrhrhkxkxx

Do you want to restart your OHS webserver? [y/n] y

>>>Enter ORACLE_HOME for your OHS webtier install [e.g. /scratch/aime/WT/Oracle_
WT1l]: /scratch/install/WT/Oracle_WT1

>>>Enter ORACLE_INSTANCE for your OHS webtier instance [e.g.
/scratch/aime/WT/Oracle_WT1l/instances/instancel]: /scratch/install/WT/Oracle_
WT1/instances/instancel

>>>Enter OHS component id [ohsl]:

OHS instance has been started/restarted

kkkkkhkhkhkhkkhkkhkhhkhhhhkhdhhhhhhhkrhkrkhrhhhhkhkxhrhhhhhhdkdrxrhrhkkxx

*** Your 10g WebGate has been setup successfully in cert x oAk

* %k mode. * k%
kkkkkhhkhkhkkhkkhkhhkhhhhkhkhhhhhhhkrkrhrhhhhhkhhkrhrhhhhhhhdrkrhrxhkkx*k
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Managing Keystores, Wallets, and
Certificates

This chapter explains how to use Oracle Fusion Middleware security features to
administer keystores, wallets, and certificates. It contains these sections:

s Key and Certificate Storage in Oracle Fusion Middleware
s  Command-Line Interface for Keystores and Wallets
s JKS Keystore Management

= Wallet Management

8.1 Key and Certificate Storage in Oracle Fusion Middleware

Private keys, digital certificates, and trusted CA certificates are stored in keystores.
This section describes the keystores available in Oracle Fusion Middleware and
contains these topics:

= Types of Keystores

s Keystore Management Tools

8.1.1 Types of Keystores

Oracle Fusion Middleware provides two types of keystores for keys and certificates:
s JKS Keystore and Truststore
s Oracle Wallet

8.1.1.1 JKS Keystore and Truststore

A JKS keystore is the default JDK implementation of Java keystores provided by Sun
Microsystems. In 11¢g Release 1 (11.1.1), all Java components and Java EE applications
use the JKS-based keystore and truststore.

You use a JKS-based keystore for the following:

s Oracle Virtual Directory

= Applications deployed on Oracle WebLogic Server, including:
- Oracle SOA Suite
- Oracle WebCenter
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In Oracle Fusion Middleware, you can use graphical user interface or command-line
tools to create, import, export, and delete a Java keystore and the certificates contained
in the keystore. See Section 8.1.2, "Keystore Management Tools" for details.

While creating a keystore, you can pre-populate it with a keypair wrapped in a
self-signed certificate; such a keystore is typically used in development and testing
phases.

The other choice is to generate a certificate signing request for a keypair, so that you
can request a signed certificate back from a Certificate Authority (CA). Once the CA
sends the certificate back, it is imported into the keystore; the keystore now contains a
trusted certificate, since it comes from a trusted third-party. Such a keystore is
typically used in production environments.

Keystores are always password-protected.

8.1.1.2 Oracle Wallet

An Oracle wallet is a container that stores your credentials, such as certificates, trusted
certificates, certificate requests, and private keys. You can store Oracle wallets on the
file system or in LDAP directories such as Oracle Internet Directory. Oracle wallets can
be auto-login or password-protected wallets.

You use an Oracle Wallet for the following components:
s Oracle HTTP Server

= Oracle Web Cache

s Oracle Internet Directory

In Oracle Fusion Middleware, you can use graphical user interface or command-line
tools to create, import, export and delete a wallet and the certificates contained in the
wallet. See Section 8.1.2, "Keystore Management Tools" for details.

When creating a wallet, you can pre-populate it with a self-signed certificate; such a
wallet is called a test wallet and is typically used in development and testing phases.

The other choice is to create a certificate request, so that you can request a signed
certificate back from a Certificate Authority (CA). Once the CA sends the certificate
back, it is imported into the wallet; such a wallet is called a third-party wallet.

Either the test wallet or the third-party wallet may be password-protected, or may be
configured to not require a password, in which case it is called an auto-login wallet.

8.1.2 Keystore Management Tools

Oracle Fusion Middleware provides these options for keystore operations:
s WLST, a command-line interface for JKS keystores and wallets

= orapki, a command-line tool for wallets

»  Fusion Middleware Control, a graphical user interface

s Oracle Wallet Manager, a stand-alone graphical user interface for wallets,
recommended for managing PKCS#11 wallets

This table shows the type of keystore used by each component, and the tool(s)
available to manage the keystore:
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Component/Application

Type of Keystore

Tasks

Tool

Oracle HTTP Server
Oracle Web Cache
Oracle Internet Directory

Oracle Virtual Directory

Oracle Wallet

JKS-based Keystore

Create Wallet, Create Certificate

Request, Delete Wallet, Import
Certificate, Export Certificate,
Enable SSL

Create KeyStore, Create
Certificate Request, Delete
KeyStore, Import Certificate,
Export Certificate, Enable SSL

Fusion Middleware Control,
WLST

Oracle Wallet Manager and
orapki for PKCS#11 or
Hardware Security Modules
(HSM)-based wallets. Also
for environments where
Fusion Middleware Control
and WLST are not available
(such as a stand-alone
upgrade of these
components without a
domain).

Fusion Middleware Control,
WLST

Oracle SOA Suite JKS-based Keystore All Keystore operations JDK Keytool

Oracle WebCenter JKS-based Keystore All Keystore operations JDK Keytool

Oracle WebLogic Server JKS-based Keystore All Keystore operations JDK Keytool

Oracle WebLogic Server JKS-based Keystore Enable SSL Oracle WebLogic Server
Administration Console

All Java EE applications (for JKS-based Keystore All Keystore operations JDK Keytool

example Oracle Directory
Integration Platform, Oracle
Directory Services Manager)

See Also: For details about using keytool, see Oracle Fusion
Middleware Securing Oracle WebLogic Server.

Note: Pre-11g wallets (corresponding to 10g Release 10.1.2 and 10.1.3
formats) are supported in 11g Release 1 (11.1.1).

About Importing DER-encoded Certificates

You cannot use Fusion Middleware Control or the WLST command-line tool to import
DER-encoded certificates or trusted certificates into an Oracle wallet or a JKS keystore.
Use these tools instead:

s To import DER-encoded certificates or trusted certificates into an Oracle wallet,
use:

- Oracle Wallet Manager or
— orapki command-line tool

s To import DER-encoded certificates or trusted certificates into a JKS keystore, use
the keytool utility.

Using a Keystore Not Created with WLST or Fusion Middleware Control

If an Oracle wallet or JKS keystore was created with tools such as orapki or
keytool, it must be imported prior to use. Specifically:

s For Oracle HTTP Server, Oracle Web Cache, and Oracle Internet Directory, if a
wallet was created using orapki or Oracle Wallet Manager, in order to view or
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manage it in Fusion Middleware Control you must first import it with either
Fusion Middleware Control or the WLST importWallet command.

s For Oracle Virtual Directory, if a keystore was created using keytool, in order to
view or manage it in Fusion Middleware Control you must first import it with
either Fusion Middleware Control or the WLST importKeyStore command.

Copying Keystores to File System Not Supported

Creating, renaming, or copying keystores directly to any directory on the file system is
not supported. Any existing pre-11¢ keystore or wallet that you wish to use must be
imported using either Fusion Middleware Control or the WLST utility.

Additional Information
Details about the tools are provided in these sections:

s Command-Line Interface for Keystores and Wallets
s JKS Keystore Management

= Wallet Management

s  Appendix H, "Oracle Wallet Manager and orapki"

8.2 Command-Line Interface for Keystores and Wallets

Oracle Fusion Middleware provides a set of wlst scripts to create and manage JKS
keystores and Oracle wallets, and to manipulate their stored objects.

How to Launch the WLST Command-Line Interface

When running SSL WLST commands, you must invoke the WLST script from the Oracle
Common home. See Section 3.5.1.1 for more information.

Note: All SSL-related WLST commands require you to launch the
script from the above-mentioned location only.

This brings up the WLST shell. Connect to a running Oracle WebLogic Server instance
by specifying the user name, password, and connect URL. After connecting, you are
now ready to run SSL-related WLST commands as explained in the subsequent
sections.

8.3 JKS Keystore Management

This section describes the typical life cycle of keystores and certificates, and how to use
Oracle Fusion Middleware tools to create and maintain keystores and certificates. It
includes these topics:

= About Keystores and Certificates

»  Managing the Keystore Life Cycle
s Common Keystore Operations

= Managing the Certificate Life Cycle
= Common Certificate Operations

s Keystore and Certificate Maintenance

8-4 Oracle Fusion Middleware Administrator's Guide



JKS Keystore Management

8.3.1 About Keystores and Certificates

Keys and certificates are used to digitally sign and verify data and achieve
authentication, integrity, and privacy in network communications.

A Java keystore (JKS) is a protected database that holds keys and certificates for the
organization. Oracle Fusion Middleware utilizes JKS keystores for Oracle Virtual
Directory and for applications deployed in Oracle WebLogic Server.

Access to a keystore requires a password which is defined at the time the keystore is
created, by the person who creates the keystore, and which can only be changed by
providing the current password.

In addition, each private key in a keystore can be secured by its own password.
This section contains these topics:
= Sharing Keystores Across Instances

s Keystore Naming Conventions

8.3.1.1 Sharing Keystores Across Instances

Oracle recommends that you do not share keystores between component instances or
Oracle instances, since each keystore represents a unique identity.

The exception to this is an environment with a cluster of component instances, in
which case keystore sharing would be an acceptable practice.

Note that no management tools or interfaces are available to facilitate keystore
sharing. However, you can export a keystore from one instance and import it into
another instance.

8.3.1.2 Keystore Naming Conventions
Follow these naming conventions for your JKS keystores:

= Do not use a name longer than 256 characters.
= Do not use any of the following characters in a keystore name:

| ;. re#s$()<>/\"""~{3}[]=+&"” space tab

Note: Observe this rule even if your operating system supports the
character.

= Do not use non-ascii characters in a keystore name.

= Additionally, follow the operating system-specific rules for directory and file
names.

8.3.2 Managing the Keystore Life Cycle

Typical life cycle events for a JKS keystore are as follows:

s The keystore is created. Keystores can be created directly, or by importing a
keystore file from the file system.

s The list of available keystores are viewed and specific keystores selected for
update.
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Keystores are updated or deleted. Update operations require that the keystore
password be entered.

The keystore password can be changed.
The keystore can be deleted.

Keystores can be exported and imported.

8.3.3 Common Keystore Operations

This section explains the following keystore operations:

Creating a Keystore Using Fusion Middleware Control

Creating a Keystore Using WLST

Exporting a Keystore Using Fusion Middleware Control

Exporting a Keystore Using WLST

Deleting a Keystore Using Fusion Middleware Control

Deleting a Keystore Using WLST

Importing a Keystore Using Fusion Middleware Control

Importing a Keystore Using WLST

Changing the Keystore Password Using Fusion Middleware Control
Changing the Keystore Password Using WLST

8.3.3.1 Creating a Keystore Using Fusion Middleware Control
Take these steps to create a keystore:

1.
2.
3.

Log in to the domain of interest using Fusion Middleware Control.
From the navigation pane, locate your component instance.

Navigate to component_name, then Security, then Keystores. For example, navigate
to Oracle Virtual Directory, then Security, then Keystores.

Note: The component type is displayed at the top of the page,
adjacent to the Topology icon.

The Java Keystore page appears. On this page you can create, update, and delete
keystores, and perform other keystore management tasks.

Click Create. The Create Keystore dialog appears.
Provide keystore details such as name and password.

You can also request a self-signed certificate in this dialog, and fill in the alias
name and DN information.
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@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:40:38 PM PST [$]
Keystores = Create JKS Keystore

Create JKS Keystore ok | Cancel

To create a keystore, enter a keystore name and password, The keystore name should be unique within a component, Passwords have a minimum length
of eight characters, and contain alphabetic characters combined with numeric or special characters,

Keystore Details

* Keystore Mame | newkeyStore

* keystore Password | sesesses

* Confirm Password | ssessses

Add Self-Signed Certificate
Add a self-signed certificate that becomes part of the keystore, Alias must be unique within a keystore,

Create Keystore with Self-signed Certificate
*dlias | mykey
* Common Mame | acalhost
Organizational Unit | FOR TESTIMG ORMLY

Organization

Ciky

Skate

Counkry .

Key Size

Note: If you want to use this keystore only to store trusted
certificates, you can uncheck the Create Self-Signed Certificate
checkbox. This will create a keystore with no keypair.

7. Click Submit. The new keystore appears in the list of Java keystores.

8.3.3.2 Creating a Keystore Using WLST

Assuming the instance name is inst1, use this command to create a keystore:

createKeyStore('instl', 'ovd5', 'ovd', 'newKeyStore',6 'password')
where password is the password for this keystore.

See Also: Section 6.9.6, "createKeyStore".

8.3.3.3 Exporting a Keystore Using Fusion Middleware Control

If multiple Oracle Virtual Directory instances want to share the same keystore file, this
can be achieved by exporting the keystore from one instance and importing it into the
other instances.

Take these steps to export a keystore:

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

Select the desired keystore from the list of stores.
Click Export.

A dialog box appears in which you must enter the keystore password to continue.

a & 0 Db

Specify a file system location, and click OK.
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@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:42:48 PM PST [$]

Keystores
To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

Create... 3¢ Delete... 158 Import... |3 Export... & Manage. .. & Change Passward
Iarmne

25t Enter Keystore Password
demao ‘fou have chosen to open

test.jks
which is a: K5 File
* Keystore Password | sesesses from: http:ffstaec3l.us.oracle. com: 7624

X

Opening test. jks

What should Firefoz do with this file?

O comuan
oK || Cancel

—_— (3): Save File

See Also: Section 8.3.3.7, "Importing a Keystore Using Fusion
Middleware Control"

8.3.3.4 Exporting a Keystore Using WLST

Assuming the instance name is inst1, use this command to export a keystore:

exportKeyStore('instl', 'ovd5', 'ovd', 'test', ‘'password', '/tmp')

where password is the password for this keystore.

This command exports the keystore into a file named test under the directory /tmp.

See Also: Section 6.9.10, "exportKeyStore".

8.3.3.5 Deleting a Keystore Using Fusion Middleware Control
Take these steps to delete a keystore:

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

2. Select the desired keystore from the list of stores.
3. (Click Delete.
4. A dialog box appears to request confirmation of the delete request.

@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:42:48 PM PST [ ]

Keystores
To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

Create... 3¢ Delete... 155 Import... |9 Export... & Manage. .. & Change Password
Marme Keystore Type
L test jks
demo | [& Delete Keystore s

Deleting a keystore also deletes any certificate in the
wallet. Any functionality that relies on the certificate
will become unusable. Are you sure you want to
delete the keystore demo?

Cancel

5. Click Delete.
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8.3.3.6 Deleting a Keystore Using WLST

Assuming the application server instance name is inst1, use this command to delete
a keystore:

deleteKeyStore('instl', 'ovd5', 'ovd', 'demo')

where the component type is ovd, the component instance is ovd5, and the keystore is
named demo.

See Also: Section 6.9.8, "deleteKeyStore".

8.3.3.7 Importing a Keystore Using Fusion Middleware Control

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

2. Click Import.
3. The Import Keystore dialog box appears.
4. Browse the file system to locate the keystore file.
5. Provide a name for the keystore. Enter the keystore password.
[&] Oracle virtual Directory » Page Refreshed Feb &, 2009 2:45:41 PM PST L
Keystores = Import JKS Keystore
Import JKS Keystore OK | Cancel
Click "Browse" to pick the keystore from the local file system. Keystores usually have a ".jks" extension. Ensure the keystore name is unique for the
component, Specify the password For the keystore you are importing,
File [CADacuments and Settingshvmisra
* Keystore Mame | demajks
* Keystore Password | sesesses|
6. Click OK.

7. The imported keystore appears in the list of Java keystores.

[] oracle virtual Directory + Page Refreshed Feb 6, 200 2:48:27 P PST (2

Keystores
To create a JKS keystore with a self-signed certificate, click Create. To manage the contents of a Jk5 keystore, select a keystore and click Manage,

Create... 32 Delete... 1oy Inport... Export.. & Manage... # Change Password
Mame Keystore Type
test ks
demojks jks
dema jks

8.3.3.8 Importing a Keystore Using WLST

Assuming the instance name is inst1, use this command to import a keystore:

importKeyStore('instl', 'ovd5', 'ovd', ‘'demojks', ‘'password', '/tmp/demojks.jks')
where password is the password for this keystore.

See Also: Section 6.9.18, "importKeyStore".

8.3.3.9 Changing the Keystore Password Using Fusion Middleware Control
Take these steps to change a keystore password:

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

2. Select a keystore and click Change Password.
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3.

A dialog box appears on which you must enter the current password and enter a
new password. The new password must be entered a second time to confirm.

[%] Oracle virtual Directory Page Refreshed Feb &, 2009 2:50:27 PM PST €

Keystores
To create a JKS keystore with a self-signed certificate, click Create, To manage the contents of a JKS keystore, select a keystore and click Manage.

Create... 3¢ Delete... 155 Import... |9 Export... & Manage. .. & Change Password
Mame Change Keystore Password Kevstore Type
test jks
demajks jks
derno *0ld Password | sessssss ks

* Mew Password | esesssss

* Confirm Password | ssessses

oK || Cancel

Click OK to change the password. In future, any operations performed on this
keystore or its certificates will require the use of the new password.

8.3.3.10 Changing the Keystore Password Using WLST

Assuming the instance name is inst1, use this command to change the keystore
password:

changeKeyStorePassword('instl', 'ovd5', 'ovd', 'demojks', 'current_password',
'new_password')

where current_password is the current password for this keystore, and new_
password is the new password.

See Also: Section 6.9.3, "changeKeyStorePassword".

8.3.4 Managing the Certificate Life Cycle

Typical life cycle events for a certificate residing in a keystore are as follows:

A self-signed certificate is automatically created for the keypair.
A certificate signing request (CSR) is generated, and can then be exported to a file.

Certificates are imported into the keystore. A certificate can either be pasted into a
text box or imported from the file system. You can import both user certificates
and trusted certificates (also known as CA certificates) in this way.

Certificates or trusted certificates are exported from the keystore out to a file.

Certificates or trusted certificates are deleted from the keystore.

8.3.5 Common Certificate Operations

This section describes the following common certificate operations:

Generating a New Key for the Keystore Using Fusion Middleware Control
Generating a New Key for the Keystore Using WLST

Generating a Certificate Signing Request Using Fusion Middleware Control
Generating a Certificate Signing Request Using WLST

Importing a Certificate or Trusted Certificate into a Keystore Using Fusion
Middleware Control

Importing a Certificate or Trusted Certificate into a Keystore Using WLST
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s Exporting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

= Exporting a Certificate or Trusted Certificate from the Keystore Using WLST

s Deleting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

s Deleting a Certificate or Trusted Certificate from the Keystore Using WLST

s Converting a Self-Signed Certificate to a Third-Party Certificate Using Fusion
Middleware Control

s Converting a Self-Signed Certificate to a Third-Party Certificate Using WLST

8.3.5.1 Generating a New Key for the Keystore Using Fusion Middleware Control
To generate a new key (that is, a new self-signed certificate) for a keystore:

1. Navigate to the Java Keystores page for the component instance, as explained in
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."

2. Select the keystore from the list of stores.
3. A dialog box appears in which you must enter the keystore password to continue.

4. The Manage Certificates page appears. Here, you can manage both types of
keystore entries, that is, certificates and trusted certificates.

5. Click the Generate Keypair button.
6. In the Generate Keypair dialog, enter the details for the new key and click OK.

Example: Generating a Key Pair

@ Cracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [$]

Keystores = Manage Certificates
Manage Certificates: newKeystore
To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a
Certificate Signing Request {CSR), select a certificate from table and click “Generate CSR", After wou create a CSR, send it to your CA who will werify wour

identity and return the signed certificate, To import the CA signed certificate or trusted cert, click Import, You can only import the CA-signed certificate into
the same keystore from which the CSR was generated,

Generate Keypair
Eﬂ- Generate Keypair 1 EN
Subject Mame i Key Size  Stark Date Expiration Dake
Ol=Class 1 Public Prima fas | demo 1024 January 28, 1996 lanuary 7, 2020
Ol=lass 2 Public Prima * Common Mame | demo 1024 Janwary 28, 1996 August 1, 2028
Ol=lass 3 Public Prima Crganizational Linit 1024 January 28, 1996 August 1, 2028
Ol=5ecure Server Certil - 1000 Movember &, 1994 January 7, 2010
Organization
CH=GTE CyberTrust Glal 1024 Augusk 12, 1995 Augusk 13, 2018
ity
Skate
Country | United States v
Key Size | 1024w
oK || Cancel

When you complete these steps, a new public-private key pair is generated for the
keystore, and the public key is wrapped in a self-signed certificate.

While these steps generate a new keypair for an existing keystore, you can also
generate a new keypair when creating the keystore itself. For details, see
Section 8.3.3.1, "Creating a Keystore Using Fusion Middleware Control."
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8.3.5.2 Generating a New Key for the Keystore Using WLST

Assuming the instance name is inst1, use this command to generate a new key for a
keystore:

generateKey('instl', 'ovd5', 'ovd', 'newKeystore',6 'password',6K 'subject_dn', 'key_

size', 'alias')

where password is the password for this keystore, subject_dn is the distinguished

name by which the key pair is generated, key_size is the key size in bits, and alias
is the key alias.

8.3.5.3 Generating a Certificate Signing Request Using Fusion Middleware Control
Take these steps to create a Certificate Signing Request (CSR):

1. From the navigation pane, locate your component instance.

. Navigate to component_name, then Security, then Keystores.

2
3. Select the desired keystore from the list of stores.

4. A dialog box appears in which you must enter the keystore password to continue.
5

. The Manage Certificates page appears. Select the self-signed certificate for which
you want to generate the CSR and click Generate CSR.

@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [$]

Keystores = Manage Certificates
Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a
Certificate Signing Request {CSR), select a certificate from table and click "Generate CSR", After wou create a CSR, send it to your CA who will verify your
identity and return the signed certificate, Toimport the CA signed certificate or trusted cert, click Import, You can only import the CA-signed certificate into
the same keystore From which the CSR was generated,

CQ- Generate Keypair &I Irnpork. .. |i| Expork. .. x Delete, ..

Subject Mame Alias Certificate Type Status Key Size  Start Date Expiration Date
Ch=demo, C=L5 demao Certificate Walid 1024 February 6, 2009 February 4, 2019
Ol=lass 3 Public Primary Certification Aut ou=class 3 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=lass 1 Public Primary Certification Aut ou=class 1 publ Trusted Certificate  Valid 1024 January 28, 1996 January 7, 2020
Ol=5Secure Server Certification Authority, ou=secure sery Trusted Certificate  Valid 1000 Movember &, 1994 January 7, 2010
CH=GTE CyberTrust Global Root, OU="GTE cn=gte cybertn Trusted Certificate  Valid 1024 August 12, 1998 August 13, 2018

6. A dialog box appears, showing the generated signing request. You can either:
s Copy the CSR from the dialog box and past it to a file.
s Click the Export CSR button to directly save it to a file.

q Oracle Virtual Directary +
wyments
|

Page Refreshed Feb £, 200 2:52:43 PM PST T2
Keystores > Manage Certificates

Manage Certificates: newlKeystore

Ta generate a new key pair (public and private key) and wrap the public key into @ selF-signed certificate, dick "Generate: Keypair', Ta generate a

0 Certificate Signing Request (CSR), select a certificate from table and click "Generate CSR”, After you create 3 CSR, send it ko your CA who wil veriy your

identity and reburm the signed certificate, To import the CA signed certficate or trusted cert, dick Import, You can only import the CA-signed certificate inta
the same keystore from which the C5R was generated

ess

.0
o Generate Keypair | Generate C5R 1y mpot. |8y Export... 3¢ Delete.

Subject Name Alias Certfficate Type  Skabus  KeySize  Skart Date Expiation Date

Ch=demo, €=LI5 demo Certificate Valid 1024 February 6, 2009 February 4, 2019

Ol e 2 0o Dbt i b B s el 2l Troebocd outiomien |1l sn04 w22 1002

Generate CSR
0

Certificate signing request with subject name Chi=deme, C=US is exported successfully, To export it o  file, click "Export CSR". You can send this file to a 0
€A or you can cut and paste the entire text in the box Fram BEGIM MEW CERTIFICATE REQUEST ko EMD NEW CERTIFICATE REQUEST. Once you get your 8
certificate back from A you can continue with impart.

77777 BEGIN NEW CERTIFICATE REQUES

MITBWZCBx( IBADACH;

2208 ] AWSY FCOYEAGERVNWHCLOY 147 £7 g+ WISOX BRI rF ALy YNLUTLaa +5E ¥y TOWLRWy TSIV TR

L6 QUWZ JGGZPHKOU +IT £ 5252 G ICANSZ 1 eBE 1p 1bquUh+ 3wdT £ 7ENUY 2 0T 082D+ Lac 3 1gF +xg4s

rbly IHFt + AXNSvpAzYpRnePd TEPR2 0 ¥a eUCAWEAR a4 AMA DGES qES Ib. AUAR 4GEAHKT N
2 X MRuDoY SHz0apIGphEhe + 4vhaDi pS LT 22§ Ly mpH Lqucapsn

Olu+yfPOK7a0HGIOKELOfwln ] +(AZIZdRE +hYX A3 LEBGE LHEW: JIRMY + 1¥ 0%/ RuLTDKROEU L2 Fh

NBZ4WHTRh Az

77777 END NEW CERTIFICATE REQUEST-----

Export C5R || Close
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8.3.5.4 Generating a Certificate Signing Request Using WLST

Assuming the instance name is inst1, use this command to generate and export a
CSR:

exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',
'CertificateRequest', '/tmp', 'alias')

where password is the password for this keystore, / tmp is the path under which the
certificate request is generated in BASE64 format in the file base64 . txt,and alias
is the alias of the key pair that is used to generate the certificate request.

8.3.5.5 Importing a Certificate or Trusted Certificate into a Keystore Using Fusion
Middleware Control

Note: You cannot use Fusion Middleware Control to import
DER-encoded certificates or trusted certificates into a JKS keystore;
use the keytool utility for this task.

Take these steps to import a certificate, or a trusted certificate, into a keystore:

1. From the navigation pane, locate your component instance.

Navigate to component_name, then Security, then Keystores.

Select the desired keystore from the list of stores.

A dialog box appears in which you must enter the keystore password to continue.

The Manage Certificates page appears. Click the Import button.

o a0 &~ w0 N

A dialog box appears with which you can either:

» Paste the Base-64 encoded contents of a certificate or trusted certificate into the
keystore directly.

= Select a certificate or trusted certificate file from the file system.

Import Certificate

ertificate Type | Trusted Certificate %
#alias | new

() Paste Certificate

FzAVBgHNVBAOTD1Z1cnl TaWduLCEBIbnHud TewHO YDV OO EySDhCFzoy Az IFB1 T nep T yBEQem Lt VET S L
TEN1lcnRpZml jVERpb2 4g0EV0aG9yaXREHE4 XD Tk 2HDEyOT AwKDAwHFoEDTT 4MDgwHTI=zHTk 10V ow
AzELMAKGAIUEBRMCYVMxFz AVEgHVBACTDLZ lenl TaWduLCBI EnMul TewNOYDVQOLEySDbGFzoyiz
IFB1¥mzpY¥vBQcnl t YXJSIEN lonRpZnl 1 YERpb2 4g0XV0aG9yaEROM IGE HADGCSqGSIh3DOEBAQUA
A4GNADCBiIQRBgQDIEFmeShuKARTIENSEQNw Ve IqRUCPhAw L0 TPZZRHP 79I YHy X 3KghEBar=Az94
fEETuZoaqiN91gyFonHFx3 Inz PRHEn V=0 invTOLydd SEk a0 C+VD-isT1 9wk TakyThnsZogy 101

Paste the certificate below,

hec9wnla-iRFH9x2FelPonFk TETugWhFow IDAQARHADGCSgGSIh3DOEBAGIAA4GRAL tHEL wPLCYA
T=0T3ab7 AoRhIzzEBxnki98tsX63-Dolbwd]j 2wsgFHHc9ikwFPw Tt YnwHYEV4GSEiHx0bH- 5940
WH1pF+HEHIwZRDnJ EHvcAAIWIQKE7 aKORUzkuaChPf Avdw ?rz v joy VEHEnE L Sp- A f bdynMlk20muf
Tai-ZAlk

————— END CERTIFICATE——— b
() Select a file that comtain the certificate

Cancel || Ok

You need to specify an alias while importing a certificate.

When importing a certificate, the alias should match the alias of the corresponding
keypair.

When importing a trusted certificate, the alias should be unique in the keystore.

7. Click OK. The Manage Certificates page appears, showing the newly imported
certificate or trusted certificate.
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@ Oracle Virtual Directory Page Refreshed Feb 6, 2009 2:52:48 PM PST [$]

Keystores = Manage Certificates

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”, To generate a
Certificate Signing Request {CSR), select a certificate from table and click "Generate CSR", After wou create a CSR, send it to your CA who will verify your
identity and return the signed certificate, Toimport the CA signed certificate or trusted cert, click Import, You can only import the CA-signed certificate into
the same keystore From which the CSR was generated,

CQ- Generate Keypair Generate SR &I Irnpork. .. |i| Expork. .. x Delete, ..

Subject Mame Alias Certificate Type Status Key Size  Start Date Expiration Date
CH=dema, C=15 demao Certificate Walid 1024 February 6, 2009 February 4, 2019
Ol=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
Ol=lass 1 Public Primary Certification Aut ou=class 1 publ Trusted Certificate  Valid 1024 January 28, 1996 January 7, 2020
Ol=5Secure Server Certification Authority, ou=secure sery Trusted Certificate  Valid 1000 Movember &, 1994 January 7, 2010
Ol=Class 3 Public Primary Certification Aut new Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2028
CH=GTE CyberTrust Global Root, OU="GTE cn=gte cybertn Trusted Certificate  Valid 1024 August 12, 1998 August 13, 2018

8.3.5.6 Importing a Certificate or Trusted Certificate into a Keystore Using WLST

Note: You cannot use the WLST command-line tool to import
DER-encoded certificates or trusted certificates into a JKS keystore;
use the keytool utility for this purpose.

Assuming the instance name is inst1, use this command to import a certificate into a
keystore:

importKeyStoreObject('instl', 'ovd5', 'ovd', 'newKeystore',6 'password',
'Certificate', '/tmp/cert.txt',6 'alias')

where password is the password for this keystore, /tmp/cert.txt is the file that
contains BASE64 encoded certificate, and alias is the alias by which this certificate is
imported. Note that this alias must be same as that of the key pair that was used to
generate this certificate request.

8.3.5.7 Exporting a Certificate or Trusted Certificate from the Keystore Using
Fusion Middleware Control

Take these steps to export a certificate or trusted certificate from the keystore:

1. From the navigation pane, locate your component instance.

Navigate to component_name, then Security, then Keystores.

Select the desired keystore from the list of stores.

A dialog box appears in which you must enter the keystore password to continue.

The Manage Certificates page appears. Click Export.

o a0 &~ w N

A dialog box appears which shows the Base64 encoded certificate or trusted
certificate. You can either copy the contents from the text box and paste it to a file,
or select the Export button to save it directly to a file.
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Manage Certificates: newKeystore

To generate a new key pair (public and private key) and wrap the public key into a self-signed certificate, dick "Generate Keypair”. To generate a
Certificate Signing Request {(CSR), select & certificate From table and click "Generate CSR", After wou create & CSR, send it b your CA wha will verify your
identity and return the signed certificate, Toimport the CA signed certificate or trusked cert, click Import, You can only import the CA-signed certificate inta
the same keystare From which the CSR was generated.

o Generate Keypair Generate C5R | dyImport... | (@)Export.. 3§ Delete...
Subject MNarne Alias Certificate Type Status key Size  Start Date Expiration Date
ChN=dema, C=15 dema Certificate talid 1024 February 6, 2009 February 4, 2019
7 oU=Class 2 Public Primary Certification Aut ou=class Z publ Trusted Certificate  Walid 1024 January 28, 1996 August 1, 2028

Oll=lass 1 Public Primary Certificatinn sk on=rlass 1 nubl Trusted Certificate Walid 1024 lanuare 281997 lanuare 7. 2020

Trusted Certificate

The Trusted Certificate with Subject Mame OU=Class 2 Public Primary Certification Authority, O="yeriSign, Inc.”, C=U3 is shown below, ¥ou can cut and
paste the entire text in the box From BEGIN CERTIFICATE ko END CERTIFICATE to the intended location; or click "Export Trusted Certificate " to export the
certificate ko a file, You may want to do this if another party wants to krust your certificate directly,

FEAVEQNVEAOTD1Z1emlT awdu LOEThmMuMT cWNQ YDV QRLEy SObGFzeyay IFE 1Y mxpYyBReml CYXZI5|
1EN1cnRpzml]¥XRpD2 4gRxv0aedyaXRSMBE4X0T k2 KDEY OT AWMDAWME 0XDT I 4MDOWMT IZNT X 10V 0!
EELMAXGA1UEENMCY ¥MX FZAVEQNVEAOT D12 LomlT awdn LOBTBmuMT cwN YDV QL EY SDDGF scy Ay|
IFB1YrxpYyBQeml tYXISIENLenRpZNl]YZRphA 4gav0aaly aXRSMIGEMADGCE qos ThiDgERA QUA|
A 4GNADCH1QEBOQC2wou{Dwo] g4BT 2 2rHICET MwEMTa L TVRK Xxa eAn EQOWSCg+1 BYDEyhyat +e5 26
[BgBETrvYbh7HS /Y BoUl+DEUVEET E42h+aV Py Iwo5ZshRXRTEa k758X Q07 F¥CT X0vnzAhe PREEEV 2 /|
2w]lvooTkQa]iPDee0aTEc ENnw/ Y EYAHWIDA QAEMA DECEQES IDID) EFAQUA A 4GEA Tobk/ 0SwWAT X}
tg22ZETYE103 4DNHDG2 CHETbEMSLE 1xgIBpFUe 4W7 2 BEZ0EUaX gMXURaa + A¥02 J& 1RTpr 71 7guy|
AE/QODI0Ki0HgETIENCTEPCS1iaalay 4RHT 30512 F420s/ 11 qnDup=GUHIT QPWiNH1e T2 1Ek/ 2

,,,,,,,,,, ~

Expart Trusted Certificate Close

8.3.5.8 Exporting a Certificate or Trusted Certificate from the Keystore Using WLST
Assuming the instance name is inst1, use this command to export a certificate:
exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',

'Certificate', '/tmp', 'alias')

where password is the password for this keystore, / tmp is the path under which the
certificate is generated in BASE64 format in the file base64 . txt, and alias is the
alias of the certificate being exported.

8.3.5.9 Deleting a Certificate or Trusted Certificate from the Keystore Using Fusion
Middleware Control

Take these steps to delete a certificate, or a trusted certificate, from a keystore:
1. From the navigation pane, locate your component instance.
. Navigate to component_name, then Security, then Keystores.

2

3. Select the desired keystore from the list of stores.

4. A dialog box appears in which you must enter the keystore password to continue.
5

. The Manage Certificates page appears. Select the certificate or trusted certificate to
be deleted, and Click Delete.

6. A dialog box appears asking you to confirm the choice. Select OK to confirm.

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click
Certificate Signing Request {CSR), select a certificate from table and click “Generate CSR", After vou create a
identity and return the signed certificate, To import the Ca signed certificate or trusted cert, click Impoart, You
the same keystore from which the CSR was generated,

Eﬂ- Generate Keypair | |i| Generate C5R | &I Irnpork. .. | |i| Expork. .. x Delete. ..

Subject Mame Alias Certificate Type Skatus Key Size

T ch=dema, C=U3 dema Certificate valid 1024

Ol=Class 2 Public Primary Certification Aut ou=class 2 publ Trusted Certificate  Yalid 1024

. Certificate  Yalid 1024

| @ LA CE T Certificate  Yalid 1000

Are you sure you want to delete the selected Certificate  Valid 1024

Certificate CN=demo, C=U5? Certificate  Valid 1024

Cancel
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8.3.5.10 Deleting a Certificate or Trusted Certificate from the Keystore Using WLST

Assuming the application server instance name is inst1, use this command to delete
a certificate:

removeKeyStoreObject ('instl', 'ovd5', 'ovd', 'newKeystore', 'password',

'Certificate', 'alias')

where password is the password for this keystore and alias is the alias of the
certificate being deleted.

8.3.5.11 Converting a Self-Signed Certificate to a Third-Party Certificate Using
Fusion Middleware Control

Take these steps to convert a self-signed certificate, residing in a keystore, into a
third-party certificate:

1. From the navigation pane, locate your component instance.

2. Navigate to component_name, then Security, then Keystores.

3. Select the keystore that contains the self-signed certificate from the list of stores.
4

. A dialog box appears in which you must enter the keystore password; click OK to
continue.

o

The Manage Certificates page appears.

6. A new certificate request must be generated for the self-signed certificate that is to
be converted. Select the certificate and click Generate CSR. In this example, the
request is made for the self-signed certificate with alias demo.

Manage Certificates: newKeystore

To generate a new key pair {public and private key) and wrap the public key into a self-signed certificate, click "Generate Keypair”. To generate a Certificate Signing
Request (TSR], select a certificate from table and click "Generate CSR", After you create a CSR, send it ta wour Ca who will verify your identity and return the signed
certificate, To import the CA signed certificate or krusted cert, dick Import, You can only import the CA-signed certificate inko the same keystore from which the C5R
was generated.

o Generate Keypair | Gererate C5R 1oy Irnport... |®)Expart... 3§ Delete...
Subject Mame Alias Certificate Type Status Key Size  Start Date Expiration Date
Ch=dema, C=U5 demo Certificate Walid 1024 February 6, 2009 February 4, 2019
Ol=Class 2 Public Primary Certification Authority, ©="y ou=class 2 publ Trusted Certificate  Valid 1024 January 28, 1996 August 1, 2025
OlU=class 1 Public Primary Certification Autharity, ©="y ou=class 1 publ Trusted Certificate  Valid 1024 January 28, 1996 January 7, 2020

Generate CSR

Certificate signing request with subject name Chl=demo, C=US is exported successfully, To export it to a file, click "Export CSR", You can send this file to a
iy ar wou can cut and paste the entire text in the bax from BEGIM NEWY CERTIFICATE REQUEST to END MEW CERTIFICATE REQIUEST. Once wou get wour
certificate back from CA you can continue with import,

----- BEGIN NEW CERTIFICATE REQUEST-----

MIIBWzCEx ( TBADA C M 8wl YDV G EWT YUz ENME 5G2 L UEAXME ZGY tbzCBNz ANB gk qhk iG9wlBA JEF

AROBjQAWGYRC gYEAQEaVYNWHOLOY 14T FT g+WI59x BRITFALyYN1U7 iak +Xp 4 yIOWLEwW Iy TdSXVIN

Lw6v i QUWE jGgEpHEOU+IT ¢ 52xa) ICAnSz 1eBf 1pibquih+ JwdTt 7hNuv2 0roBED+ Lecd LgF+x g4s

rblyiHF t+dkNSvpAZYpRNePATBPR2 0AXa eUCAWEARAARMADGCSQES Th D) EBBAUA R 4082 HK X kNdy

28XxBF QHF z0KA oY Bv f MRUDOy g9Uxs6SHz 903G +4vhqDEpS 1mTz2 j LYMpWBCTWm L qlc aFQp

0lu+yfPOK7a0HgIDKELOfwln+dZIzdRE4+hYXd3 LEE6C LHBWe ] 3RmY +1¥ (s / RuiTpKROtu 12 Fb

N8z 4wWHTnhjdz

----- END NEW CERTIFICATE REQUEST-----

Expart CSR Close

The certificate request is displayed.

7. You can either:
= Copy and paste the Base64-encoded certificate request to a file.
= Export it directly to a file with the Export CSR button.

8. Submit the certificate request file to a certificate authority (CA).

9. The CA signs the certificate request and generates a certificate. The CA will return
you one of the following:

= A single file containing both the newly generated certificate and its own CA
certificate in pkcs7 format

8-16 Oracle Fusion Middleware Administrator's Guide



JKS Keystore Management

s Two files, one containing the newly generated certificate and a second
containing its own CA certificate

10. Use Import to import these files into your keystore:

s If you received a single file from the CA, import it as a certificate, using an
alias that matches the alias of the self-signed certificate you are replacing
(from Step 6)

= If you received two files:

- Import the file containing the CA certificate as a trusted certificate (use an
alias that is unique in the keystore)

- Import the certificate file as a certificate (using an alias that matches the
alias of the self-signed certificate you are replacing

Note: The order is important: you must import the trusted certificate
first, followed by the certificate.

The CA returned a single file, which is imported as a certificate:

Import Certificate

Certificate Type | Trusted Certificate »
*plias | mykey
(O Paste Certficate
Paste the certificate below,

(®) Select a file that contains the certificate

File Mame I Erowse

Cancel || OK
—

11. After import, the certificate issued by the CA replaces the self-signed certificate.

8.3.5.12 Converting a Self-Signed Certificate to a Third-Party Certificate Using
WLST

Use these steps to convert a self-signed certificate to a third-party certificate:

1.

Generate and export a CSR.

exportKeyStoreObject ('instl', 'ovd5', 'ovd', 'jksl', '<password>',
'CertificateRequest', '/tmp', 'mykey')

Submit the CSR /tmp/base64 . txt to a certificate authority. The CA will return
a newly generated certificate and its own certificate, either as one file in PKCS#7
format or as two separate files.

If you receive a single file from the CA, run the command:
importKeyStoreObject('instl', 'ovd5', 'ovd', 'jksl', 'password',6K 'Certificate’,

'/tmp/cert.txt', 'alias')

where password is the password for this keystore, /tmp/cert. txt is the file
that the CA returned and contains the BASE64 encoded PKCS#7, and alias is the
alias by which this certificate is imported. Note that this alias must match that of
the key pair that was used to generate the certificate request.
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If you receive two files from the CA, import the CA certificate first as a trusted
certificate, followed by the newly generated certificate:

importKeyStoreObject('instl', 'ovd5', 'ovd', 'jksl', 'password',
'TrustedCertificate', '/tmp/cacert.txt', 'unique_alias')

where unique_alias is a unique alias by which the trusted certificate is
imported.

importKeyStoreObject('instl', 'ovd5', 'ovd',6 'jksl', 'password',6K 'Certificate’,

'/tmp/cert.txt', 'alias')

where password is the password for this keystore, /tmp/cert. txt is the file
that the CA returned and contains BASE64 encoded certificate,

/tmp/cacert. txt is the file containing the BASE64 encoded CA certificate, and
alias is the alias by which this certificate is imported. Note that this alias must
match that of the key pair that was used to generate the certificate request.

8.3.6 Keystore and Certificate Maintenance
This section contains the following administration topics:
s Location of Keystores
s Replacing Expiring Certificates

s Effect of Host Name Change on Keystores

8.3.6.1 Location of Keystores

The root directory for Oracle Virtual Directory keystores is located in SORACLE_
INSTANCE/config/0OVD/ovd instance_name/keystores.

This root directory will contain all the JKS files.

A sample structure, assuming there are two keystores named keys.jks and
trust. jks respectively, would look like this:

ORACLE_INSTANCE/config/0OVD/ovd_instance_name/keystores/keys.jks
ORACLE_INSTANCE/config/0OVD/ovd_instance_name/keystores/trust.jks

8.3.6.2 Replacing Expiring Certificates

An expiring certificate should be replaced before it actually expires to avoid or reduce
application downtime.

The steps for replacing an expiring certificate are as follows:

1. Generate a certificate request from the keystore (use the same key-pair for which
the current expiring certificate was issued).

2. Provide this certificate request to the third-party Certificate Authority (CA) for
certificate issuance. The validity date of the new certificate should be earlier than
the expiration date of the current certificate. This overlap is recommended to
reduce downtime.

Note: Steps 1and 2 are not required when the third-party CA
already maintains the certificate request in a repository. In that case,
simply ask the CA to issue a new certificate for that certificate request.
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3. Import the newly issued certificate into the keystore using the same alias as that of
the key-pair.

4. If the new certificate was issued by a CA other than the one that issued the
original certificate, you may also need to import the new CA's trusted certificate
before importing the newly issued certificate.

8.3.6.3 Effect of Host Name Change on Keystores

Typically, the certificate DN is based on the host name of the server where the
keystore is used.

For example, if a keystore is being created for the Oracle Virtual Directory server on
host my.example.com, then the DN of the certificate in this Oracle Virtual Directory
keystore will be something like:

"CN=my .example.com, O=organization name"

This synchronization is required because most clients do host name verification during
the SSL handshake.

Clients that perform host name verification include Web browsers and Oracle HTTP
Client, among others. If the host name of the server does not match that of the
certificate DN:

= A clear warning is displayed (in the case of browser clients).
s There may be SSL handshake failure (in the case of other clients).

Thus, whenever you have a keystore on a server that is accepting requests from
clients, you must ensure that whenever the host name of this server changes, you also
update the certificate in the keystore.

This can be done by requesting a new certificate with a new DN (based on the new
host name).

For a Production Keystore
The steps are:

1. Generate a new request with the new DN (based on a new host name).
2. Send this request to a certificate authority (CA).

3. Getback a new certificate from the CA.
4

Import the new certificate with the same alias as the key-pair for which certificate
request was generated.

For a Self-signed Keystore
The steps are:

1. Delete the existing keystore.

2. Create a new keystore with a key-pair using the new DN (based on the new host
name).

For Both Keystore Types

For both production and self-signed keystores, once the new certificate is available in
the keystore, ensure that it is imported into all the component keystores where it needs
to be trusted. For example, if the HTTP listener on Oracle Virtual Directory was
SSL-enabled and its certificate changed due to a host name change, then you need to
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import its new certificate into the client keystore or browser repository so that it can
trust its new peer.

8.4 Wallet Management

This section contains the following topics:

About Wallets and Certificates

Accessing the Wallet Management Page in Fusion Middleware Control
Managing the Wallet Life Cycle

Common Wallet Operations

Managing the Certificate Life Cycle

Accessing the Certificate Management Page for Wallets in Fusion Middleware
Control

Common Certificate Operations

Wallet and Certificate Maintenance

8.4.1 About Wallets and Certificates

This section contains the following topics:

Password-Protected and Autologin Wallets
Self-Signed and Third-Party Wallets
Sharing Wallets Across Instances

Wallet Naming Conventions

8.4.1.1 Password-Protected and Autologin Wallets
You can create two types of wallets:

Auto-login wallet

This is an obfuscated form of a PKCS#12 wallet that provides PKI-based access to
services and applications without requiring a password at runtime. You can also
add to, modify, or delete the wallet without needing a password. File system
permissions provide the necessary security for auto-login wallets.

Note: In previous releases, you could create a wallet with a
password and then enable auto-login to create an obfuscated wallet.
With 11¢ Release 1 (11.1.1), auto-login wallets are created without a
password. When using such a wallet, you do not need to specify a
password.

If using an auto-login wallet without a password, specify a null
password (") in the 1dapbind command.

Older type of wallets (such as Release 10g wallets) will continue to
work as they did earlier.

Password-protected wallet

As the name suggests, this type of wallet is protected by a password. Any
addition, modification, or deletion to the wallet content requires a password.
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Every time a password-protected wallet is created, an auto-login wallet is
automatically generated. However, this auto-login wallet is different from the
user-created auto-login wallet described in the previous bullet. While the
user-created wallet can even be updated at configuration time without a
password, an automatically generated auto-login wallet is a read-only wallet that
does not allow direct updates. Modifications to the wallet must occur through the
password protected file (by providing a password), at which time the auto-login
wallet is regenerated.

The purpose of this system-generated auto-login wallet is to provide PKI-based
access to services and applications without requiring a password at runtime, while
still requiring a password at configuration time.

8.4.1.2 Self-Signed and Third-Party Wallets

Self-signed wallets contain certificates for which the issuer is the same as the subject.
These wallets are typically created for use within an intranet environment where trust
is not a high priority. Each self-signed wallet has its own unique issuer; hence, in an
environment with multiple components and wallets, the trust management tasks
increase n-fold.

When created through Fusion Middleware Control, a self-signed wallet is valid for
five years.

Third-party wallets contain certificates that are issued by well known CA's. The
functionality and security remain the same as for self-signed wallets, but the use of
third-party certificates provides added trust because the issuers are well known, so
they are already trusted by most clients.

Difference Between Self-Signed and Third-Party Wallets

From a functional and security perspective, a self-signed certificate is comparable to
one issued by a third party. The only difference is that a self-signed certificate is not
trusted.

8.4.1.3 Sharing Wallets Across Instances

Oracle recommends that you do not share wallets between component instances or
Oracle instances, since each wallet represents a unique identity.

The exception to this is an environment with a cluster of component instances, in
which case wallet sharing would be an acceptable practice.

Note that no management tools or interfaces are available to facilitate wallet sharing.
However, you can export a wallet from one instance and import it into another
instance.

8.4.1.4 Wallet Naming Conventions
Follow these naming conventions for your Oracle wallets:

= Do not use a name longer than 256 characters.
= Do not use any of the following characters in a wallet name:

| ;. re#s$()<>/\"""~{3}[]=+&" space tab

Note: Observe this rule even your operating system supports the
character.

Managing Keystores, Wallets, and Certificates 8-21



Wallet Management

s Do not use non-ascii characters in a wallet name.

= Additionally, follow the operating system-specific rules for directory and file
names

Due to the way data is handled in an LDAP directory such as Oracle Internet
Directory, wallet names are not case-sensitive.

Thus, it is recommended that you use case-insensitive wallet names (preferably, using
all lower case letters). For example, if you have created a wallet named UPPER, do not
create another wallet named upper; doing so could cause confusion during wallet
management operations.

8.4.2 Accessing the Wallet Management Page in Fusion Middleware Control

An Oracle wallet is associated with the component where it is utilized. To locate a
component instance:

1. Log into Fusion Middleware Control using administrator credentials.

2. Select the domain of interest.

Note: You can use Setup to discover a specific Oracle WebLogic
Server domain to work with.

3. From the navigation pane, locate the instance (for example, an OHS instance) that
will use the wallet. Click on the instance.

The component type now appears on the upper left of the page adjacent to the
Farm drop-down.

4. Select the component type drop-down (for example, Oracle HTTP Server).

If the component is not started, start it by right-clicking to open the component
menu, press Control, then Start Up.

5. Navigate to Security, then Wallets.
6. The Wallets page appears.

On the Wallets page, you can:

»  Create a wallet.

= Delete a wallet.

= Import a wallet.

= Export a wallet.

8.4.3 Managing the Wallet Life Cycle

Typical life cycle events for an Oracle wallet are as follows:

s The wallet is created. Wallets can be created directly, or by importing a wallet file
from the file system.

s The list of available wallets are viewed and specific wallets selected for update.

= Wallets are updated or deleted. Update operations for password-protected wallets
require that the wallet password be entered.

s The wallet password can be changed for password-protected wallets.

8-22 Oracle Fusion Middleware Administrator's Guide



Wallet Management

The wallet can be deleted.

Wallets can be exported and imported.

8.4.4 Common Wallet Operations

This section describes the steps required to perform a range of wallet management
functions, including:

Creating a Wallet Using Fusion Middleware Control

Creating a Wallet Using WLST

Creating a Self-Signed Wallet Using Fusion Middleware Control
Creating a Self-Signed Wallet Using WLST

Changing a Self-Signed Wallet to a Third-Party Wallet Using Fusion Middleware
Control

Changing a Self-Signed Wallet to a Third-Party Wallet Using WLST
Exporting a Wallet Using Fusion Middleware Control

Exporting a Wallet Using WLST

Importing a Wallet Using Fusion Middleware Control

Importing a Wallet Using WLST

Deleting a Wallet Using Fusion Middleware Control

Deleting a Wallet Using WLST

8.4.4.1 Creating a Wallet Using Fusion Middleware Control

Take these steps to a wallet:

1.

a & 0 Db

Navigate to the Wallets page for your component instance. See Section 8.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."

Click Create.
The Create Wallet page appears.
Enter a wallet name.

Check or uncheck the Autologin box, depending on whether your wallet will be
an auto-login wallet. The default is an auto-login wallet.

See Section 8.4.1.1, "Password-Protected and Autologin Wallets" for details.

Oracle Internet Directory Page Refreched Feb &, 2008 3:08:50 M pST 0

Wallets = Create Wallst

Create Wallet OK | Cancel
The wallet name should be unique for a given component. The wallet bype can be auto-login or password-protected. Passwords, if specified, have a minimumn length of

eight characters, and contain alphabetic charackers combined with numeric or special characters. Auta-login wallet is an obfuscated Form of PKCS#12 wallet that
provides PKI-based access to services and applications without requiring a password at runtime, Auto-login wallet don't need a password to modify, or delete the
wallet. File system permissions provide the necessary security For Auto-login wallets,
Details
*wallet Name | gidz
O Auta-login
#ifallet Password | eeesseee

* Confirm Password | ew

Click Submit.

At this point, you must choose whether to add a certificate request (CR) at this
time. If you choose not to do so, you can always add the CR later; see
Section 8.4.7.1, "Adding a Certificate Request Using Fusion Middleware Control."
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In this example, we choose to add a CR:

Cracle Internet Direckory = Page Refreshed Feb &, 2009 3:11:42 PM PST [$]
Wallets = Create Wallet : Add Certificate Request

Create Wallet : Add Certificate Request OK | Cancel

Tao generate a certificate request (CR), enter the details of the CR. Click OK ko generate a CR that you can cut and paste or expart to a file. You bypically do this ta get
a certificate signed by a Certificate Authority,

* Common Mame | gid1
Drganizational Unit
Organization
ity
State

Country |

Kery Size

8. Click Finish.
9. There are two options for the CR:

= Copy and paste the Base64-encoded certificate request from the text box to a
file

= Export it directly to a file with the Export Certificate Request button.

10. A message appears confirming the wallet creation.

8.4.4.2 Creating a Wallet Using WLST

Note: The WLST commands described in this chapter use Oracle
Internet Directory as the example component. The same commands
can be executed for Oracle HTTP Server or Oracle Web Cache by
changing the third parameter from oid to ohs or webcache
respectively.

Assuming the instance name is inst1, use this command to create a wallet:
createWallet ('instl', 'oidl', 'oid', 'oid2', 'password')
where 01d2 is the wallet name and password is the password for this wallet. If an

auto-login wallet needs to be created, the password should be specified as " (that is, no
text between the quotes).

See Also: Section 6.9.7, "createWallet".

8.4.4.3 Creating a Self-Signed Wallet Using Fusion Middleware Control

Take these steps to create a self-signed wallet:

See Also: Section 8.4.1.2, "Self-Signed and Third-Party Wallets"
1. Navigate to the Wallets page for your component instance. See Section 8.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."
2. C(Click Create Self-Signed Wallet.
3. On the Self-Signed Wallet page, enter data to create the wallet. This includes:
s The wallet name

= Whether this is an auto-login wallet
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See Also: Section 8.4.1.1, "Password-Protected and Autologin
Wallets"

s The DN information
s The key size

Oracle Internet Directary + Page Refreshed Feb &, 2008 3:13:56 PMPST £

Wallets = Create Self-Signed Wallst
Create Self-Signed Wallet Ok | Cancel
A self signed wallet is naot signed by & well known CA. A self-signed wallet is not recommended in a production environment. The wallet name should be unique For a
given component, The wallet bype can be auto-login or password-protected, Passwords, if specified, have a minimum length of eight charackers, and contain alphabetic
characters combined with numeric or special characters, Auto-login wallet is an obfuscated form of PKCS#12 wallet that provides PKI-based access ta services and
applications without requiring a password st runtime. Auto-login wallet don't need a password ta modify, or delete the wallet. File system permissions provide the
necessary security For Auto-login wallets,

Self-Signed Wallet Details

*ipallet Mame | selfsigned

Auta-lagin

Add self-signed Certificate
Add a self-signed certificate that becomes part of the wallet,
* Cormon Name | ldap, acme.com
Organizational Unit | FOR TESTING CRLY
Crganization
Ciky
State

Country RS SR

Key Size | 1024

4. Click Submit.

5. A confirmation message is displayed and the new wallet appears in the list of

wallets.
Cracle Internet Direckory = Page Refreshed Feb £, 2009 3:16:12 PM PST (]
[ confirmation ]

Self-signed wallet selfsigned successfully created

wallets
A Wallet is a Keystore that stores %509 certificates and private keys in industry-standard, PRCS #12 format, To create a wallet, click Create, To create a wallet with a
self-signed certificate, click Create Self-Signed Wallet, To manage the contents of a wallet, select a wallet and click Manage.

5 Create... elete. . reate Self-Signed Wallet... mport... POtk lanage. ..

% Creat Dl Create Self-Signed Wallst & Import Export 53 M
Mame Auto-login
aidz
selfsigned e

8.4.4.4 Creating a Self-Signed Wallet Using WLST

Assuming the instance name is inst1, use these commands to create a self-signed
wallet:

createWallet ('instl', 'oidl', 'oid', 'oid2', 'password')
addSelfSignedCertificate('instl', 'oidl', 'oid', 'oid2', 'password', 'subject_dn',
'key_size'")

where 01d2 is the wallet name, subject_dn is the distinguished name of the
self-signed certificate, key_size is the key size in bits and password is the password
for this wallet. If an auto-login wallet needs to be created, the password should be
specified as " (that is, with no text between the quotes).

See Also:

s Section 6.9.7, "createWallet"

= Section 6.9.2, "addSelfSignedCertificate"
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8.4.4.5 Changing a Self-Signed Wallet to a Third-Party Wallet Using Fusion
Middleware Control

For steps to convert a self-signed wallet into a third-party wallet, see Section 8.4.8.3,
"Changing a Self-Signed Wallet to a Third-Party Wallet."

8.4.4.6 Changing a Self-Signed Wallet to a Third-Party Wallet Using WLST

For steps to convert a self-signed wallet into a third-party wallet, see Section 8.4.8.3,
"Changing a Self-Signed Wallet to a Third-Party Wallet."

8.4.4.7 Exporting a Wallet Using Fusion Middleware Control

Take these steps to export a wallet:

1. Navigate to the Wallets page for your component instance. See Section 8.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."

2. Select the row corresponding to the wallet of interest.

Note: Do not click on the wallet name itself; this opens the wallet for
certificate management operations.

Click Export.
The Export Wallet page appears.
Enter the filename and the location where the wallet is to be exported.

Click OK.

o o W

Oracle Internet Directary

wallets
A wallet is a Keystore that stores ¥,509 certificates and private keys in industry-standard, PKCS #12 format, Toc
self-signed certificate, click Create Self-Signed Wallet, To manage the contents of a wallet, select a wallet and click

Create... 3¢ Delete... Create Self-Signed ‘Wallet. .. 1) Import... |3 Export...
Mame .
aidz Opening selfsigned.sso PZ|
selfsigned

‘fou have chosen to open

@ selfsigned.sso
which is a: 550 file
From: http://stanel4.us.oracle. com: 7001

What should Firefoz do with this file?

O g

(®): Save File

8.4.4.8 Exporting a Wallet Using WLST

Assuming the instance name is inst1, use this command to export a wallet:

exportWallet('instl', 'oidl', 'oid', ‘'selfsigned', 'password',K '/tmp')

where password is the password for this wallet (specify " as password for auto-login
wallet).
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If it is an auto-login wallet, this command will export the wallet into a file named
cwallet.sso under the directory /tmp. If it is a password-protected wallet, there will be
two files created under /tmp, namely ewallet.pl2 and cwallet. sso.

See Also: Section 6.9.12, "exportWallet".

8.4.4.9 Importing a Wallet Using Fusion Middleware Control

Take these steps to import a wallet:

1. Navigate to the Wallets page for your component instance. See Section 8.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control".

2. Click Import.
3. The Import Wallet page appears.

4. If this is an auto-login wallet, check the box and enter the wallet name. No
password is required.

Cracle Internet Directory = Page Refreshed Feb b, 2009 3;18:30 pm psT [

Wallets = Import Wallet
Import Wallet oK | Cancel

Click. "Browse" ta select the wallet and import it For the selected component, The wallet name should be unique For the component. Password-pratected wallst Files
usually have a ".p12" extension and auto-login wallets have a “,ss0" extension, You import & wallek to use for & component, For example with 551 operations,

File | Chcmallet.sso

futo-login

* Wallet Name

5. If this is not an auto-login wallet, uncheck the auto-login box. Specify both the
wallet name and password.

Oracle Internet Directary Page Refrashed Feb 6, 2009 3118130 PM pST Tl

‘Wallets = Import Wallet
Import Wallet OK | Cancel

Click. "Browse" ta select the wallet and import it For the selected component, The wallst name should be unique For the component. Password-protected wallet Files
usually have a ".p12" extension and auto-login wallets have a “,ss0" extension, You import a wallet ko use For a component, for example with 53L oper ations,

File [Chewalletpl2

O Auto-login
* yallet Mame | pids

*allet Password | ssseses

6. Click OK. The wallet is imported into the repository.

8.4.4.10 Importing a Wallet Using WLST

Assuming the instance name is inst1, use this command to import a wallet:
importWallet('instl', 'oidl', 'oid', 'oid5', 'password',K '/tmp/ewallet.pl2')
where password is the password of the wallet being imported and
/tmp/ewallet.pl2 contains the wallet file (if there are two files ewallet.pl12 and

cwallet.sso, point to ewallet.pl2). Point to cwallet.sso only if it is an
auto-login wallet - in this case, the password should be specified as ".

See Also: Section 6.9.20, "importWallet".

8.4.4.11 Deleting a Wallet Using Fusion Middleware Control

Take these steps to delete a wallet:

1. Navigate to the Wallets page for your component instance. See Section 8.4.2,
"Accessing the Wallet Management Page in Fusion Middleware Control."
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2. Select the row corresponding to the wallet of interest.

3. Click Delete.

Wallets
A wallet is a Keystore that stores ¥,509 certificates and private keys in industry-standard, PKCS
self-signed certificate, click Create Self-Signed Wallet, To manage the contents of a wallet, selecl

Create... 3¢ Delete... Create Self-Signed Wallet. .. &I Import...
Mame
nid2
selfsigned

& Delete wallet

Deleting a wallet also deletes any certificate in the
wallet. Any functionality that relies on the certificate
will become unusable. Are you sure you want to
delete the wallet selfsigned?

Delete

4. The wallet is deleted and no longer appears on the list of wallets.

8.4.4.12 Deleting a Wallet Using WLST

Assuming the instance name is inst1, use this command to delete a wallet:

deleteWallet('instl', 'oidl', 'oid', 'selfsigned')

See Also: Section 6.9.9, "deleteWallet".

8.4.5 Managing the Certificate Life Cycle
The complete certificate life cycle, starting from wallet creation, includes these actions:
1. Create an empty wallet (that is, a wallet that does not contain a certificate request).
2. Add a certificate request to the wallet.
3. Export the certificate request.
4. Use the certificate request to obtain the corresponding certificate.
5. Import trusted certificates.
6. Import the certificate.

These steps are needed to generate a wallet with a third-party trusted certificate. For
details about this task, see Section 8.4.7.9, "Converting a Self-Signed Certificate into a
Third-Party Certificate Using Fusion Middleware Control."

See Also: Section 8.4.6, "Accessing the Certificate Management Page
for Wallets in Fusion Middleware Control"

8.4.6 Accessing the Certificate Management Page for Wallets in Fusion Middleware
Control

An Oracle wallet is associated with the component where it is utilized. To locate a
component instance:

= Log into Fusion Middleware Control using administrator credentials.

s Select the domain of interest.
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Note: You can use Setup to discover a specific Oracle WebLogic
Server domain to work with.

= Use the navigation pane to locate the instance (for example, an Oracle HTTP
Server instance) that will use the wallet.

After locating your component instance, there are two ways you can access a wallet's
certificate management page in Fusion Middleware Control:

s Go to the wallets page, select the line for the wallet of interest and click Manage.

s Goto the wallets page, locate the wallet of interest, and click on the wallet
name.

On the Certificate Management page, you can:

= Add a certificate request.

= Export a certificate request, a certificate, or a trusted certificate.
= Import a certificate or a trusted certificate.

s Delete a certificate request, a certificate, or a trusted certificate.

8.4.7 Common Certificate Operations

This section describes the following common certificate operations:
= Adding a Certificate Request Using Fusion Middleware Control
» Adding a Certificate Request Using WLST

s Exporting a Certificate, Certificate Request, or a Trusted Certificate Using Fusion
Middleware Control

s Exporting a Certificate, Certificate Request, or a Trusted Certificate Using WLST
» Importing a Certificate or a Trusted Certificate Using Fusion Middleware Control
s Importing a Certificate or a Trusted Certificate Using WLST

s Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using Fusion
Middleware Control

s Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using WLST

s Converting a Self-Signed Certificate into a Third-Party Certificate Using Fusion
Middleware Control

s Converting a Self-Signed Certificate into a Third-Party Certificate Using WLST

8.4.7.1 Adding a Certificate Request Using Fusion Middleware Control

It is possible to add a certificate request at the time you create the wallet, but if it was
not done at that time, you can do so using the following steps:

1. Navigate to the Certificate Management page. See Section 8.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. C(Click Add Certificate Request.
3. A dialog box appears where you enter the CRs DN values:
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Manage Gertificates: selfsigned

To generate a certificate signing reguest (Z5R), click "Add Certificate Request", After you create a CSR, ¢
signed cettificate, To impart the CA signed certificate or trusted cert, click Import. You can onky import the
Z5R. was generated.

o Add Certificate Request 1) Impart... Export... 3§ Delste...

Subject Mame Add Certificate Request icate Type
CN=Idap,acme. icate Request
Ch=ldap.acme. o icate
Ol=Class 1 Publ * Cammon Mame | gide ed Certificate
Oll=Secure Serv, Qrganizational Unit ed Certificate
CN=Idap,acme. o ) ed Certificate
CN=GTE CyberT Organization led Certificate
Oll=Class 3 Publ Ciky ed Certificate
Oll=Class 2 Publ State ed Certificate

Country {{injted States T

KeySize | 1024 v

Cancel || OK

Fields marked with an asterisk (*) are required.
4. C(lick OK.

5. The new CRis generated and a dialog box appears with the CR in the text box.
You can either:

= Copy and paste the Base64-encoded certificate request to a file.

= Export it directly to a file with the Export Certificate Request button.

[ Confirmation £l
& certificate request with Subject Mame Ch=oidé, C=L5 is created inside the wallet "selfsigned” . See the content of the Certificate Request below., You can
submit it ko & Certificate Autharity, You can use "Expart Certificate Request” ta export it into a file,

‘Wallets = Manage Certificates
Manage Certificates: selfsigned

Certificate Request

A certificate request with Subject Mame CH=o0id6, C=US is created inside the wallet "selfsigned” . See the content of the Certificate Request below, You can
submit it ko & Certificate Autharity, You can use "Expart Certificate Request” to export it into a file,
————— BEGIN NEW CERTIFICATE REQUEST-----
MIIEWZCEX(IEADACMQEWS YDV QG EwIV UZ ENMABGA LUEAXMED2 LEN{CENZANE Q) qhk 1GOWIEAQEF
AA0BjQAwgYKCQYEAUZMOERMypCeTlodoy 22 LHDFP+226N1pS/ 1Y +vhdlyK]j2/JT9c ITRgameny
Jzgleb2zl jRYSME4NRIDS0ADO/ REEXMEX LYHN2 kDEShr / Ubk 3pG2 a PYXEY gEwT c L/ kN4WT Z2T¥ 1d
hox2gktC4ENWROY L0vvEy zhngizdoMREINKCAWEA 222 AMA DGO SQGS IEI DO EEBAUAR 4GEX LM4XURN
TELEIINLAGNLYLLe 5+ Tyvejc tBmDLlhaT 2wHNHUA B £ 102pHL O L jhzh/ ZmmymdvxNE 8rvCPhzuc s
BUNCESmFiniphaknReMynoto2 iu+I2KadBX+ceqpFwDa ExSNUEGMOIAdTangyec

20%wngSD
————— END NEW CERTIFICATE REQUEST——-—-'

Close Export Certificate Request

8.4.7.2 Adding a Certificate Request Using WLST
Assuming the instance name is inst1, use this command to add a certificate request
for a wallet:

addCertificateRequest('instl', 'oidl', 'oid', 'selfsigned', ‘'password',6 'subject_
dn', 'key_size')

where password is the password for this wallet, subject_dn is the distinguished
name by which the certificate request is generated and key_size is the key size in
bits.

8.4.7.3 Exporting a Certificate, Certificate Request, or a Trusted Certificate Using
Fusion Middleware Control

Take these steps to export a certificate, a certificate request (CR), or a trusted
certificate:

1. Navigate to the Certificate Management page. See Section 8.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Select the certificate, CR, or trusted certificate and click Export.
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3. A dialog box appears with the certificate, CR, or trusted certificate in the text box.
You can either:

s Copy and paste the Base64-encoded certificate to a file.

= Export it directly to a file with the Export Certificate or Export Trusted
Certificate button.

8.4.7.4 Exporting a Certificate, Certificate Request, or a Trusted Certificate Using
WLST

Assuming the instance name is inst1, use this command to export a certificate
request:

exportWalletObject('instl', 'oidl', 'oid', 'selfsigned', 'password',
'CertificateRequest', '/tmp', 'subject_dn')

where password is the password for this wallet, / tmp is the path under which the
certificate request is exported in BASE64 format in the file base64 . txt, and
subject_dn is the distinguished name of the certificate request that is exported.

To export a certificate or trusted certificate, replace CertificateRequest in the
above command with Certificate or TrustedCertificate.

8.4.7.5 Importing a Certificate or a Trusted Certificate Using Fusion Middleware
Control

Note: You cannot use Fusion Middleware Control to import
DER-encoded certificates or trusted certificates into an Oracle wallet.
Use one of these tools instead:

s Oracle Wallet Manager or

s orapki command-line tool

Take these steps to import a certificate or a trusted certificate:

1. Navigate to the Certificate Management page. See Section 8.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Click Import.

3. Inthe Import Certificate dialog, you can select either a certificate or a trusted
certificate.

4. There are two ways to do the import:
» Paste the Base64-encoded certificate or trusted certificate in the text box.

= Use the file selector to browse your file system to locate a file containing the
Base64-encoded certificate or trusted certificate.

Import Certificate

Certificate Type | Trusted Certificate v
O Paste Certificate or Certificate Chain
Paste the complete basegd4-encodsd certificate or certificate chain beiow.

5] Select a file that contains the certificate or certificate chain

Cancel | OK
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5. Click OK.

8.4.7.6 Importing a Certificate or a Trusted Certificate Using WLST

Note: You cannot use the WLST command-line tool to import
DER-encoded certificates or trusted certificates into an Oracle wallet.
Use one of these tools instead:

s Oracle Wallet Manager or

» orapki command-line tool

Assuming the instance name is inst1, use this command to import a certificate into a
wallet:

importWalletObject('instl', 'oidl', 'oid', 'selfsigned',6 'password',
'Certificate', '/tmp/cert.txt')
where password is the password for this wallet and /tmp/cert. txt is the file that

contains BASE64 encoded certificate.

To import a trusted certificate, replace Certificate in the above command with
TrustedCertificate.

8.4.7.7 Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using
Fusion Middleware Control

Take these steps to delete a CR, a certificate, or a trusted certificate:

1. Navigate to the Certificate Management page. See Section 8.4.6, "Accessing the
Certificate Management Page for Wallets in Fusion Middleware Control."

2. Select the row containing the certificate request, certificate or trusted certificate.
3. C(lick Delete.
4. A dialog box appears, requesting confirmation.

Manage Certificates: selfsigned

To generate a certificate signing request (CSR), click "Add Certificate Request”, After you create a CSR, send it to your CA wha v
signad certificate. To import the CA signed certificate or trusted cert, dick Import. You can only import the CA-signed certificate ir
CSR was generated.

o Add Certificate Request 1y Import... | Export... 3§ Delete...
Subject Nams Certficate Type  Status  Key Size
CH=ldap.acme,com, OLI=FOR TESPissenu—=—u= e 1024
Ch=oid6,C=US [& Delete Certificate 1074
Ch=ldap.acme.com, OU=FOR TES 1024

Are you sure you want to delete the selected
Oli=Class 2 Public Primary Cetifiey  Captificate Cv=ldap.acme.com, DU=FOR TESTING loz4
Ch=Idap.acme.com, OU=FOR TES  ONLY, C=US? 1024

Oli=Secure Server Certification Al 1000
CN=GTE CyberTrust Global Root, § 1024
Oli=Class 3 Public Primary Certificamommmermomeyyo——romomrymere—o—rrstes 1024
Oli=Class 1 Public Primary Certification Authority, O="veri5ian, Inc.", C=US | Trusted Certificate  Yald 1024

5. Click Yes.

6. The object no longer appears in the Manage Certificates list.

8.4.7.8 Deleting a Certificate Request, a Certificate, or a Trusted Certificate Using
WLST

Assuming the instance name is inst1, use this command to delete a certificate:

removeWalletObject('instl', 'oidl', 'oid', 'selfsigned', 'password',
'Certificate', 'subject_dn')
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where password is the password for this wallet and subject_dn is the
distinguished name of the certificate being deleted.

To delete a certificate request or trusted certificate, replace Certificate in the above
command with CertificateRequest or TrustedCertificate.

8.4.7.9 Converting a Self-Signed Certificate into a Third-Party Certificate Using
Fusion Middleware Control

A self-signed certificate residing in a wallet can be converted into a third-party
certificate signed by a certificate authority (CA). Take these steps to perform the task:

Note: The steps are illustrated for use with Oracle Internet Directory,

and similar steps are applicable for generating wallets to use with
Oracle HTTP Server and Oracle Web Cache.

1. From the navigation pane, locate your component instance.
Navigate to component_name, the Security, then Wallets.

From the list of wallets, select the wallet that contains the self-signed certificate.

P ® N

The Manage Certificates page appears. It contains the list of certificates in the
wallet.

5. A new certificate request must be generated for the self-signed certificate that is to
be converted. Select the self-signed certificate and click Add Certificate Request.
A dialog box appears:
Manage Gertificates: selfsigned
To generate a certificate signing request (CSR), click "Add Certificate Request”, After you create a C5R, ¢

signed cettificate, To impott the CA signed certificate or trusted cert, click Impart, ¥ou can only impart the
Z5R. was generated.

o Add Certificate Request 15y Inport... Export...  $€ Delete...

Subject Mame Add Certificate Request icate Type
Ch=Idap acme.ci icate Request
CN=Idap. acme. cf icate
Ol=Class 1 Publi * Common Name | pidé ed Certificate
Oll=Secure Serv, Organizational Urit ed Certificate
CH=Idap,acme.of ) ed Certificate
CN=GTE CyberTy Organization led Certificate
Oll=Class 3 Publi City ed Certificate
Oll=Class 2 Publi State ed Certificate

Courtry {Unfed States T iv

Key Size 1024

Cancel || OK

6. Enter the certificate request (CR) details and click OK.
The CR is generated. You can either:
= Copy and paste the Base64-encoded certificate request to a file.
= Export it directly to a file with the Export Certificate Request button.

7. Submit the certificate request file to a certificate authority to generate a certificate.
This is an offline procedure that you can execute in accordance with your local
policy for obtaining certificates.

8. The CA signs the certificate request and generates a certificate. The CA will return
you one of the following:

= A single file containing both the newly generated certificate and its own CA
certificate in pkcs7 format
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s Two files, one containing the newly generated certificate and a second
containing its own CA certificate

9. Use Import to import these files into your wallet:

= If you received a single file from the CA, import it as a trusted certificate,
using an alias that matches the alias of the self-signed certificate you are
replacing (from Step 3).

= If you received two files:

- Import the file containing the CA certificate as a trusted certificate (use an
alias that is unique in the wallet).

- Import the certificate file as a certificate (using an alias that matches the
alias of the self-signed certificate you are replacing).

Note: The order is important: you must import the trusted certificate
first, followed by the certificate.

The CA returned a single file, which is imported as a trusted certificate:

Import Certificate

Certificate Type | Trusted Certificate v
() Paste Certificate or Certificate Chain
Paste the complete basefd-encoded certificate or certificate chain below,

%] Select a file that contains the certificate or certificate chain

Cancel ol
10. After import, the certificate issued by the CA replaces the self-signed certificate.

8.4.7.10 Converting a Self-Signed Certificate into a Third-Party Certificate Using
WLST

Follow these steps to convert a self signed certificate to a third-party certificate using
WLST:

1. Add a certificate request, for example:
addCertificateRequest('instl', 'oidl', 'oid', 'selfsigned', 'password',
'subject_dn', ‘'key_size')

2. Export the certificate request:
exportWalletObject('instl', 'oidl', 'oid', 'selfsigned', 'password',

'CertificateRequest', '/tmp', 'subject_dn')

3. Submit the certificate request /tmp/base64 . txt to a certificate authority. The
CA will return a newly generated certificate and its own certificate, either as one
file in PKCS#7 format or as two separate files.

4. If you receive a single file from the CA, run the following command

importWalletObject('instl', 'oidl', 'oid', 'selfsigned', 'password',
'TrustedChain', '/tmp/cert.txt'
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where password is the password for this wallet and /tmp/cert. txt is the file
that the CA returned and contains BASE64 encoded PKCS#7.

If you receive two files from the CA, import the CA certificate first as a trusted
certificate, followed by the newly generated certificate.

importWalletObject('instl', 'oidl', 'oid', 'selfsigned', 'password',
'TrustedCertificate', '/tmp/cacert.txt')

importWalletObject('instl', 'oidl', 'oid', 'selfsigned', 'password',
'Certificate', '/tmp/cert.txt')

where password is the password for this wallet, /tmp/cert . txt is the file that
the CA returned and contains BASE64 encoded certificate and
/tmp/cacert. txt is the file containing the BASE64 encoded CA certificate.

8.4.8 Wallet and Certificate Maintenance

This section contains the following administration topics:

Location of Wallets
Effect of Host Name Change on a Wallet
Changing a Self-Signed Wallet to a Third-Party Wallet

Replacing an Expiring Certificate in a Wallet

8.4.8.1 Location of Wallets

This section describes the location of wallets for different components.

Root Directory for an Oracle Internet Directory Wallet
The root directory for wallets is SORACLE_INSTANCE/OID/admin.

This root directory will contain subdirectories with wallet names; these subdirectories
will contain the actual wallet files.

For example, assuming there are two wallets named 0idl and 0id2, respectively, a
sample structure could look like:

SORACLE_INSTANCE/OID/admin/oidl/cwallet.sso
$ORACLE_INSTANCE/OID/admin/oidl/ewallet.pl2
SORACLE_INSTANCE/OID/admin/o0id2/cwallet.sso

Root Directory for an Oracle HTTP Server Wallet

The root directory for wallets is SORACLE_INSTANCE/config/OHS/ohs_
instance_name/keystores.

This root directory contains subdirectories with wallet names; these subdirectories
contain the actual wallet files.

For example, assuming there are two wallets named ohs1 and ohs?2, respectively, a
sample structure could look like:

SORACLE_INSTANCE/config/OHS/ohs_instancel/keystores/ohsl/cwallet.sso
SORACLE_INSTANCE/config/OHS/ohs_instancel/keystores/ohsl/ewallet.pl2
SORACLE_INSTANCE/config/OHS/ohs_instancel/keystores/ohs2/cwallet.sso

Root Directory for an Oracle Web Cache Wallet

The root directory for wallets is SORACLE__
INSTANCE/config/WebCache/webcache instance_name/keystores.
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This root directory will contain subdirectories with wallet names; these subdirectories
will contain the actual wallet files.

For example, assuming there are two wallets named wc1 and wc2, respectively, a
sample structure could look like:

SORACLE_INSTANCE/config/WebCache/webcache_instancel/keystores/wcl/cwallet.sso
SORACLE_INSTANCE/config/WebCache/webcache_instancel/keystores/wcl/ewallet.pl2
SORACLE_INSTANCE/config/WebCache/webcache_instancel/keystores/wc2/cwallet.sso

8.4.8.2 Effect of Host Name Change on a Wallet

Typically, the wallet DN is based on the host name of the server where the wallet is
used.

For example, if a wallet is being created for the Oracle HTTP Server my.example.com,
then the DN of the certificate in this Oracle HTTP Server wallet will be something like
"CN=my.example.com,O=organization name".

This synchronization is required because most clients do host name verification during
the SSL handshake.

Clients that perform host name verification include Web browsers and Oracle
HTTPClient, among others. If the host name of the server does not match that of the
certificate DN, then:

= A clear warning will be displayed (in the case of browser clients).
s There may be SSL handshake failure (in the case of other clients).

Thus, when you have a wallet on a server that is accepting requests from clients, you
must ensure that whenever the host name of this server changes, you also update the
certificate in the wallet.

You can do this by requesting a new certificate with a new DN (based on the new host
name).

For a Production Wallet
The steps are:

= Generate a new request with the new DN (based on new host name).
= Send this request to a certificate authority (CA).

s Getback a new certificate from the CA.

= Delete the older certificate and certificate request from the wallet.

= Import the new certificate.

For a Self-signed Wallet
The steps are:

s Delete the existing wallet.

s Create a new wallet with a self-signed certificate using the new DN (based on the
new host name).

For both production and self-signed wallets, once the new certificate is available in the
wallet, you need to ensure that it is imported into all the component wallets where it
needs to be trusted. For example, if Oracle WebLogic Server is SSL-enabled and the
certificate for Oracle WebLogic Server changed due to a host name change, then you
need to import its new certificate into the Oracle HTTP Server wallet so that it can
trust its new peer.
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8.4.8.3 Changing a Self-Signed Wallet to a Third-Party Wallet

You can convert a self-signed wallet into a third-party wallet, one that contains
certificates signed by a trusted Certificate Authority (CA).

Assuming a self-signed wallet named MYWallet, containing a certificate with DN as
"CN=my . example.com, O=example", take these steps to convert it into a third-party

wallet:

1. Remove the user certificate "CN=my . example.com, O=example" from the wallet.

2. Remove the trusted certificate "CN=my . example.com, O=example" from the
wallet (this has the same DN as the user certificate, but is a separate entity
nonetheless).

3. Export the certificate request "CN=my . example.com, O=example" from the
wallet and save it to a file.

4. Give this certificate request file to a third-party certificate authority (CA) such as
Verisign.

5. The CA will return one of the following;:
m A user certificate file and its own certificate file
= A single file with a certificate chain consisting of a user certificate and its own

certificate
6. Import the above file(s) into the wallet.

8.4.8.4 Replacing an Expiring Certificate in a Wallet

An expiring certificate should be replaced before it actually expires to avoid or reduce
application downtime.

The steps for replacing an expiring certificate are as follows:

1.

Export the certificate request from the wallet (this is the same request for which
the current expiring certificate was issued).

Provide this certificate request to the third-party Certificate Authority (CA) for
certificate issuance. The validity date of the new certificate should be earlier than
the expiration date of the current certificate. This overlap is recommended to
reduce downtime.

Note: Steps 1and 2 are not required when the third-party CA
already maintains the certificate request in a repository. In that case,
simply request the CA to issue a new certificate for that certificate
request.

Remove the existing certificate (the one that is about to expire) from the wallet.
Import the newly issued certificate into the wallet.

To reduce downtime, remove the previous certificate and import the new
certificate in the overlap period when the new certificate has become valid and the
older one has not yet expired.

If the new certificate was issued by a CA other than the one that issued the
original certificate, you may also need to import the new CA's trusted certificate
before importing the newly issued certificate.
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Part IV

Deploying Applications

This part describes the deployment process and how to deploy applications to Oracle
Fusion Middleware.

Part IV contains the following chapters:
s Chapter 9, "Understanding the Deployment Process"
s Chapter 10, "Deploying Applications"






9

Understanding the Deployment Process

This chapter describes the following topics:
= What Is a Deployer?

s General Procedures for Moving from Application Design to Production
Deployment

s Diagnosing Typical Problems

9.1 What Is a Deployer?

A deployer is responsible for deploying applications, such as Java EE applications,
ADF applications, SOA Composite applications, or WebCenter applications, to
WebLogic Server instances or clusters.

A user who is functioning as a deployer should be granted the Oracle WebLogic
Server deployer security role. The deployer security role allows deployment
operations, as well as viewing the server configuration and changing startup and
shutdown classes. To grant this role to a user, use the Oracle WebLogic Server
Administration Console. See "Managing Security Roles" in the Oracle WebLogic Server
Administration Console Help for more information.

9.2 General Procedures for Moving from Application Design to
Production Deployment

This section describes the general procedures involved in moving from application
design and development to deployment in a production environment. It contains the
following topics:

s Designing and Developing an Application
= Deploying an Application to Managed Servers

= Automating the Migration of an Application to Other Environments

9.2.1 Designing and Developing an Application

In many cases, developers use Oracle JDeveloper to create their applications. Oracle
JDeveloper is an integrated development environment (IDE) for building
service-oriented applications using the latest industry standards for Java, XML, Web
services, portlets, and SQL. JDeveloper supports the complete software development
life cycle, with integrated features for modeling, coding, debugging, testing, profiling,
tuning, and deploying applications.

Understanding the Deployment Process 9-1



General Procedures for Moving from Application Design to Production Deployment

In this environment, you use the integrated Oracle WebLogic Server, which is
packaged with Oracle JDeveloper for testing your applications.

For information about developing your applications, see:
s Oracle Fusion Middleware Developing Applications for Oracle WebLogic Server

s Oracle Fusion Middleware Fusion Developer’s Guide for Oracle Application Development
Framework

s Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter
s Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite

9.2.2 Deploying an Application to Managed Servers

After you have designed and tested your application with the integrated Oracle
WebLogic Server, you can deploy the application to a Managed Server instance. For
example, you may have installed Oracle WebLogic Server and configured a domain,
including a Managed Server, in your production environment and you want to deploy
the application to that Managed Server.

The following books provide specific information about deploying the different types
of applications:

= For Java EE applications, see Oracle Fusion Middleware Deploying Applications to
Oracle WebLogic Server

s For Oracle ADF, see the Oracle Fusion Middleware Administrator’s Guide for Oracle
Application Development Framework

= For Oracle WebCenter, see the Oracle Fusion Middleware Administrator’s Guide for
Oracle WebCenter

s For Oracle SOA Suite, see the Oracle Fusion Middleware Developer’s Guide for Oracle
SOA Suite

This section provides an outline of the major steps involved when you migrate your
application from the integrated Oracle WebLogic Server to an environment separate
from the development environment. Those general steps are:

1. Package the application. For Java EE, ADF, and WebCenter applications, you
package the application in an EAR file. For Oracle SOA Suite, you package the
application into a JAR or ZIP file.

For information about packaging the application, see:

»  For Java EE applications: "Packaging Applications and Modules for
Deployment" in the Oracle Fusion Middleware Deploying Applications to Oracle
WebLogic Server

s For Oracle ADF: "What You May Need to Know About EAR Files and
Packaging" in the Oracle Fusion Middleware Fusion Developer’s Guide for Oracle
Application Development Framework

s For Oracle WebCenter: "Packaging a WebCenter Portal Application” in the
Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter

= For Oracle SOA Suite: "Understanding the Packaging Impact" in the Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite

2. Set up your environment. This includes:

s Installing and configuring a domain and a Managed Server that is configured
with the correct domain template. For example, if you are deploying an Oracle
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SOA Suite application, the Managed Server must use the Oracle SOA Suite
domain template. The appropriate domain template is applied when you
create the domain using the Configuration Wizard. Alternatively, you can
extend a domain to use another domain template, as described in Section 19.2.

For more information about installing and configuring for specific
components, see:

—  For Oracle ADF: "How to Install the ADF Runtime to the WebLogic
Installation" in the Oracle Fusion Middleware Administrator’s Guide for Oracle
Application Development Framework

—  For Oracle WebCenter: Oracle Fusion Middleware Installation Guide for
Oracle WebCenter

- For Oracle SOA Suite: Oracle Fusion Middleware Installation Guide for Oracle
SOA Suite and Oracle Business Process Management Suite

s Creating any necessary schemas in an existing database. See the Oracle Fusion
Middleware Repository Creation Utility User’s Guide.

= Registering the MDS Repository with the Oracle WebLogic Server domain, if
your application uses the MDS Repository. For example, Oracle SOA Suite
and Oracle WebCenter applications require MDS. Some ADF applications
involve customizations using MDS. See Section 14.3.2.1.1 for information
about registering the MDS Repository.

If your application uses a database, set up the JDBC data sources.
For more information about setting up the JDBC data sources, see:

»  For pure Java EE applications: Oracle Fusion Middleware Configuring and
Managing JDBC for Oracle WebLogic Server

s For Oracle ADF: "How to Create a JDBC Data Source for Oracle WebLogic
Server" in the Oracle Fusion Middleware Administrator’s Guide for Oracle
Application Development Framework

s For Oracle WebCenter: "Configuring the JDBC Data Source" in the Oracle
Fusion Middleware Administrator’s Guide for Oracle WebCenter

s For Oracle SOA Suite: "Creating Data Sources and Queues" in the Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite

For Oracle SOA Suite, create connection factories and connection pooling. For
more information, see "Creating Connection Factories and Connection Pooling" in
the Oracle Fusion Middleware Developer's Guide for Oracle SOA Suite.

Create a connection to the target Managed Server.

From Oracle JDeveloper, you can deploy your applications to Managed Server
instances that reside outside JDeveloper. To do this, you must first create a
connection to the server instance to which you want to deploy your application.

For more information, see:

s For Oracle ADF: "How to Create a Connection to the Target Application
Server" in the Oracle Fusion Middleware Fusion Developer’s Guide for Oracle
Application Development Framework

s For Oracle WebCenter: "Creating a WebLogic Managed Server Connection” in
the Oracle Fusion Middleware Developer's Guide for Oracle WebCenter

s  For Oracle SOA Suite: "Creating an Application Server Connection" in the
Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite
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10.

For Oracle SOA Suite, create a SOA-MDS connection, if the SOA composite
application shares metadata with other composites. See "Creating a SOA-MDS
Connection" in the Oracle Fusion Middleware Developer’s Guide for Oracle SOA Suite.

Create a configuration plan or deployment plan, which contains information about
environment-specific values, such as JDBC connection strings or host names of
various servers. For more information, see:

=  For pure Java EE applications: "Creating a New Deployment Plan to Configure
an Application” in the Oracle Fusion Middleware Deploying Applications to Oracle
WebLogic Server

s For Oracle SOA Suite: "Introduction to Configuration Plans" in the Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite

Migrate application security, such as credentials, identities, and policies. For more
information, see:

s For pure Java EE applications: "Migrating Security Data" in the Oracle Fusion
Middleware Securing Oracle WebLogic Server

s For Oracle ADF: "Preparing the Secure Application for Deployment" in the
Oracle Fusion Middleware Fusion Developer’s Guide for Oracle Application
Development Framework

= For Oracle WebCenter: "Configuring Security" in the Oracle Fusion Middleware
Administrator’s Guide for Oracle WebCenter

s For Oracle SOA Suite: "Enabling Security" in the Oracle Fusion Middleware
Developer’s Guide for Oracle SOA Suite

Create a deployment profile. A deployment profile packages or archives a custom
ADF, WebCenter, or SOA application and associated files so that the application
can be deployed to an Oracle WebLogic Server Managed Server instance.
Deployment profiles are created at the project and application level.

For more information, see:

s For Oracle ADF: "How to Create Deployment Profiles" in the Oracle Fusion
Middleware Fusion Developer’s Guide for Oracle Application Development
Framework

= For Oracle WebCenter: "Creating Deployment Profiles" in the Oracle Fusion
Middleware Developer’s Guide for Oracle WebCenter

= For Oracle SOA Suite: "Optionally Creating a Project Deployment Profile" in
the Oracle Fusion Middleware Developer's Guide for Oracle SOA Suite

Migrate Oracle JDeveloper extensions for Oracle SOA Suite and Oracle
WebCenter. Table 9-1 shows the extensions and where they are documented:

Table 9-1 Oracle JDeveloper Extensions

Component Extension See

Oracle WebCenter WebCenter extensions "Creating and Provisioning a WebLogic

Managed Server Instance" in the Oracle
Fusion Middleware Developer’s Guide for
Oracle WebCenter

Oracle SOA Suite SOA extensions "Installing Additional Oracle Fusion

Middleware Design Time Components"
in the Oracle Fusion Middleware
Installation Guide for Oracle [Developer
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11. Deploy the application to a Managed Server.

For more information, see:

»  For pure Java EE applications: "Exporting an Application for Deployment to
New Environments" in the Oracle Fusion Middleware Deploying Applications to
Oracle WebLogic Server

s For Oracle ADF: "Deploying the Application” in the Oracle Fusion Middleware
Fusion Developer's Guide for Oracle Application Development Framework

s For Oracle WebCenter: "Deploying the Application to a WebLogic Managed
Server" in the Oracle Fusion Middleware Administrator’s Guide for Oracle
WebCenter

= For Oracle SOA Suite: "Deploying SOA Composite Applications" in the Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite

9.2.3 Automating the Migration of an Application to Other Environments

You can automate the migration of an application by using WLST or ant scripts. This
makes it easier to deploy your application to multiple environments or Managed
Servers and to deploy updated versions of the application.

For more information about using scripts to migrate an application to other
environments, see:

For pure Java EE applications: "Using the WebLogic Scripting Tool" in the Oracle
Fusion Middleware Oracle WebLogic Scripting Tool

For Oracle ADF: "Deploying Using Scripts and Ant" in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Application Development Framework

For Oracle WebCenter: "Creating and Provisioning a WebLogic Managed Server
Instance" in the Oracle Fusion Middleware Administrator’s Guide for Oracle WebCenter

For Oracle SOA Suite: "Managing SOA Composite Applications with Scripts" in
the Oracle Fusion Middleware Developer's Guide for Oracle SOA Suite

9.3 Diagnosing Typical Problems

The following describes some of the typical problems that you may encounter when
you deploy an application to a Managed Server:

Connection information. Ensure that you have correctly configured the connection
to the target Managed Server. See Steps 4, 5, and 6 in Section 9.2.2.

Oracle JDeveloper extensions. Ensure that you have migrated any Oracle
JDeveloper extensions. See Table 9-1.

Data sources. Ensure that you have correctly configured JDBC data sources. See
Step 3 in Section 9.2.2.

Security configuration. Ensure that you have migrated application security, such
as credentials, identities, and policies. See Step 8 in Section 9.2.2.

In addition, see the "Troubleshooting Common Deployment Errors" in the Oracle
Fusion Middleware Developer’s Guide for Oracle SOA Suite for information about
troubleshooting SOA applications.
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Deploying Applications

Deployment is the process of packaging application files as an archive file and
transferring them to a target application server. This chapter describes how to deploy
applications, such as Java EE or SOA applications, to Oracle Fusion Middleware.

It contains the following topics:

Overview of Deploying Applications

Understanding and Managing Data Sources

Deploying, Undeploying, and Redeploying Java EE Applications
Deploying, Undeploying, and Redeploying Oracle ADF Applications
Deploying, Undeploying, and Redeploying SOA Composite Applications
Deploying, Undeploying, and Redeploying WebCenter Applications
Managing Deployment Plans

About the Common Deployment Tasks in Fusion Middleware Control

Changing MDS Configuration Attributes for Deployed Applications

10.1 Overview of Deploying Applications

Oracle WebLogic Server provides a Java EE-compliant infrastructure for deploying,
undeploying, and redeploying Java EE-compliant applications and modules.

The following topics describe:

What Types of Applications Can You Deploy?
Understanding Deployment, Redeployment, and Undeployment

10.1.1 What Types of Applications Can You Deploy?

You can deploy the following into Oracle WebLogic Server:

A complete Java EE application packaged as an Enterprise Archive (EAR) file.

Standalone modules packaged as Java Archive files (JARs) containing Web
Services, Enterprise JavaBeans (E]Bs), application clients (CARs), or resource
adapters (RARs).

An ADF application. Oracle Application Development Framework (Oracle ADF) is
an end-to-end application framework that builds on Java Platform, Enterprise
Edition (Java EE) standards, and open-source technologies to simplify and
accelerate implementing service-oriented applications.
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= An Oracle SOA Suite composite application. A SOA composite application is a
single unit of deployment that greatly simplifies the management and lifecycle of
SOA applications.

= An Oracle WebCenter application. WebCenter applications differ from traditional
Java EE applications in that they support run-time customization, including the
application's pages, the portlets contained within these pages, and document
libraries.

A Metadata Archive (MAR) is a compressed archive of selected metadata, such as the
application-level deployment profile, for an application. A MAR is used to deploy
metadata content to the metadata service (MDS) repository. The following application
types use a MAR as a container for content that is deployed to the MDS Repository:
ADF applications, SOA composite applications, and Oracle WebCenter applications.

Note: If your application uses password indirection in the
application-level data source, you cannot use Fusion Middleware
Control to deploy the application. The section "Deploying an
Application to an EAR File to run on Oracle WebLogic Server" in the
Oracle JDeveloper Help describes how to change the settings of the
application to be able to deploy the application using Fusion
Middleware Control.

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy an
application. Which method you use depends on the type of application, as described
in Table 10-1.

Table 10-1 Tools to Deploy Applications

Type of Application Tools to Use

Pure Java EE application Oracle WebLogic Server Administration Console
Fusion Middleware Control: Deployment Wizard
Oracle JDeveloper
WLST command line

ADF application Fusion Middleware Control: Deployment Wizard
Oracle JDeveloper
WLST command line

SOA Composite application Fusion Middleware Control: SOA Composite Deployment
Wizard

Oracle JDeveloper
WLST command line
WebCenter application Fusion Middleware Control: Deployment Wizard
Oracle JDeveloper
WLST command line

If your application uses an MDS Repository, you must register the repository with the
Oracle WebLogic Server domain before you deploy your application. Applications
such as custom Java EE applications developed by your organization and some Oracle
Fusion Middleware component applications, such as Oracle B2B and Oracle Web
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Services Manager, use an MDS Repository. For information about the MDS Repository
and registering the repository, see Section 14.3.

Note: If your application contains an application-level credential
store, and you are moving the application from a test to a production
environment, you must reassociate the credential store, as described
in "Reassociating the Domain Policy Store" in the Oracle Fusion
Middleware Application Security Guide.

10.1.2 Understanding Deployment, Redeployment, and Undeployment

When you deploy an application, you deploy it to the application server for the first
time.

When you redeploy an application, you can:

= Redeploy a new version of the application; the previous version is still available,
but the state is set to "Retired."

This is known as the production redeployment strategy. Oracle WebLogic Server
automatically manages client connections so that only new client requests are
directed to the new version. Clients already connected to the application during
the redeployment continue to use the older version of the application until they
complete their work, at which point Oracle WebLogic Server automatically retires
the older application.

= Redeploy the same version of the application or redeploy an application that is not
assigned a version; the application version you select is replaced with the new
deployment.

= Redeploy a previous version of the application; the earlier, retired version is set to
"Active" and the later version is set to "Retired."

When you undeploy an application, Oracle WebLogic Server stops the application and
removes staged files from target servers. It does not remove the original source files
used for deployment.

10.2 Understanding and Managing Data Sources

A data source is a Java object that application components use to obtain connections to
a relational database. Specific connection information, such as the URL or user name
and password, are set on a data source object as properties and do not need to be
explicitly defined in an application's code. This abstraction allows applications to be
built in a portable manner, because the application is not tied to a specific back-end
database. The database can change without affecting the application code.

Applications use the Java Naming and Directory Interface (JNDI) API to access a data
source object. The application uses a JNDI name that is bound to the data source
object. The JNDI name is logical and can be mapped to any data source object. Like
data source properties, using JNDI provides a level of abstraction, since the
underlying data source object can change without any changes required in the
application code. The end result is the details of accessing a database are transparent
to the application.

See Also: Oracle Fusion Middleware Configuring and Managing [DBC
for Oracle WebLogic Server for more information about data sources
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When you configure certain Oracle Fusion Middleware components, such as Oracle
SOA Suite or Oracle WebCenter, using the Oracle WebLogic Server Configuration
Wizard, you specify the data source connection information. If the components use the
MDS Repository, the Configuration Wizard prepends "mds-" to the data source name
to indicate that the data source is a system data source used by MDS Repository.

See Also: Oracle Fusion Middleware Creating Domains Using the
Configuration Wizard for information about specifying data sources
with the Configuration Wizard

If you are using Oracle Real Application Clusters (Oracle RAC) or Oracle Fusion
Middleware Cold Failover Cluster, you must configure multi data sources. To do so,
you must use the Oracle WebLogic Server Administration Console. Note that if you
create a multi data source and you add an existing MDS data source to it, the data
source you added is no longer considered a valid MDS Repository. The repository is
not displayed in Fusion Middleware Control or Oracle WebLogic Server
Administration Console. For example, the MDS Repository is not listed in the Fusion
Middleware Control navigation pane and is not displayed as a choice for a target
metadata repository when you deploy an application.

See Also: Oracle Fusion Middleware Configuring and Managing [DBC
for Oracle WebLogic Server for more information about configuring
multi data sources

10.2.1 Creating and Managing JDBC Data Sources

You can create and manage JDBC data sources using the following management tools:
s The Oracle WebLogic Server Administration Console

s The WebLogic Scripting Tool (WLST)

= Fusion Middleware Control

To create an MDS data source manually, you should use Fusion Middleware Control
or WLST to set the correct attributes for the data source. The MDS data source is
displayed in the navigation pane in Fusion Middleware Control and in the domain
structure in the Administration Console. If your application uses an MDS Repository,
you must register the repository with the Oracle WebLogic Server domain before you
deploy your application. For information about the MDS Repository and registering
the repository, see Section 14.3.

Note: When you create the data source, you must use the MDS
schema created by the Repository Creation Utility (RCU), not other
schemas.

Although it is not recommended, you can also use the Oracle WebLogic Server
Administration Console to create a MDS data source. If you do, note the following:

= You must prefix the data source name with "mds-" if you intend it to be used with
MDS Repository.

= You must target the data source to the Administration Server and to all Managed
Servers to which you are deploying applications that need the data source.

= You must turn off global transactions.
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See Also:

s Oracle Fusion Middleware Configuring and Managing [DBC for Oracle
WebLogic Server for information about creating and managing a
data source using the Oracle WebLogic Server Administration
Console or WLST

s Oracle Fusion Middleware Configuring and Managing [DBC for Oracle
WebLogic Server for more information about configuring multiple
data sources

For information creating and managing JDBC data sources with Fusion Middleware
Control, see the following topics:

Creating a JDBC Data Source Using Fusion Middleware Control
Editing a JDBC Data Source Using Fusion Middleware Control
Monitoring a JDBC Data Source Using Fusion Middleware Control
Controlling a JDBC Data Source Using Fusion Middleware Control

10.2.1.1 Creating a JDBC Data Source Using Fusion Middleware Control

To create a JDBC data source using Fusion Middleware Control:

1.
2.
3.

From the navigation pane, expand the farm, then WebLogic Domain.
Select the domain to display the Domain home page.

From the WebLogic Domain menu, choose JDBC Data Sources.

The JDBC Data Sources page is displayed, as shown in the following figure:

S0OA_domain@ Logged in as weblogic
il webLogic Domain + Page Refreshed Aug 10, 2010 10:45:52 &M POT ()

JDBC Data Sources

This kable lists the JDBC system data sources that have been created in this domain, ¥ou can create, configure, test, control or delete the
system data sources from this page,

Create Createlike 3¢ Delete 7 Edit [ Targets Monitor  {2% Conkral
Marme INDT Marne Targets
BAMDataSource jdbcforaclefbam)adc bam_serverl
EDMNDataSource jdbc/EDMDataSource s0a_serverl
EDMLocalTxDataSource jdbc/EDMLocalTxDataSource s0a_serverl
OraSDPMDataSource jdbcfOraSDPMDataSource bam_serverl,soa_serverl
SOADataSource jdbctSOADataSource s0a_serverl
SOALocalTxDataSource jdbctSOALocalTxDataSource s0a_serverl
mds-owsm jdbetmdsfowsm AdminServer,bam_serverl,so0a_serverl
mids-soa| jdbcfmds{MDS_LocalTxDataSource AdminServer,soa_serverl,bam_serverl

Click Create to open the Creating New JDBC Data Source wizard.

Follow the instructions in the wizard to set the properties of the data source and to
target the data source for one or more of the Managed Servers in the domain.

For help on individual fields and properties, use your mouse to give focus to a
field. Fusion Middleware Control displays a popup definition of the field.

Note that the data source properties you define in Fusion Middleware Control are
similar to those you define when creating data sources in the Oracle WebLogic
Server Administration Console. As a result, you can also refer to "Creating a JDBC
Data Source" in Oracle Fusion Middleware Configuring and Managing J[DBC for Oracle
WebLogic Server for more information about the data source properties.
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10.2.1.2 Editing a JDBC Data Source Using Fusion Middleware Control

To edit an existing JDBC data source using Fusion Middleware Control:

1.
2.
3.

From the navigation pane, expand the farm, then WebLogic Domain.

Select the domain to display the Domain home page.

From the WebLogic Domain menu, choose JDBC Data Sources.

The JDBC Data Sources page is displayed.

Select the data source that you want to edit.

Click Edit to display the Edit JDBC Data Source page.

Use the tabs on this page to modify the properties of the selected data source.

For help on individual fields and properties, use your mouse to give focus to a
field. Fusion Middleware Control displays a popup definition of the field.

Note that the data source properties you edit in Fusion Middleware Control are
similar to those you edit when editing data sources in the Oracle WebLogic Server
Administration Console. As a result, you can also refer to "Creating a JDBC Data
Source" in Oracle Fusion Middleware Configuring and Managing JDBC for Oracle
WebLogic Server for more information about the data source properties.

10.2.1.3 Monitoring a JDBC Data Source Using Fusion Middleware Control

To monitor a JDBC data source using Fusion Middleware Control:

1.
2.
3.

From the navigation pane, expand the farm, then WebLogic Domain.
Select the domain to display the Domain home page.

From the WebLogic Domain menu, choose JDBC Data Sources.

The JDBC Data Sources page is displayed.

Select the data source that you want to monitor.

Click Monitoring to display the Monitor JDBC Data Source page.
This page shows the current instances of the selected data source.

Note that only data sources that are targeted to a running Managed Server are
shown on this page. If a specific data source is not listed on the monitoring page,
then edit the data source to be sure it is targeted to a running Managed Server.

For each data source instance, review the performance metrics.

For information on how to get help on individual performance metrics, see
"Viewing Performance Metrics Using Fusion Middleware Control" in the Oracle
Fusion Middleware Performance and Tuning Guide.

10.2.1.4 Controlling a JDBC Data Source Using Fusion Middleware Control

To start, stop, suspend, resume, or clear the statement cache for a JDBC data source
using Fusion Middleware Control:

1.
2.
3.

From the navigation pane, expand the farm, then WebLogic Domain.
Select the domain to display the Domain home page.

From the WebLogic Domain menu, choose JDBC Data Sources.

The JDBC Data Sources page is displayed.

Select the data source that you want to edit.
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Click Control to display the Control JDBC Data Source page.

Note that only data sources that are targeted to a running Managed Server are
shown on this page. If a specific data source is not listed on the control page, edit
the data source to be sure that it is targeted to a running Managed Server.

Click Start, Stop, Force Stop, Resume, Suspend, Force Suspend, Shrink, Reset, or
Clear Statement Cache to control or change the state of the selected JDBC data
source.

Note that the commands you select on this page are similar to those available
when you are managing data sources in the Oracle WebLogic Server
Administration Console. Refer to "Managing WebLogic JDBC Resources" in Oracle
Fusion Middleware Configuring and Managing [DBC for Oracle WebLogic Server for
more information about the JDBC data source control options.

10.3 Deploying, Undeploying, and Redeploying Java EE Applications

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy a
Java EE application. The following topics describe using Fusion Middleware Control
and the command line to accomplish these tasks:

Deploying Java EE Applications

Undeploying Java EE Applications

Redeploying Java EE Applications
See Also: Oracle Fusion Middleware Deploying Applications to Oracle
WebLogic Server for information about deploying using Oracle

WebLogic Server Administration Console and for more information
about using the WLST command line

10.3.1 Deploying Java EE Applications

You can deploy an application to a WebLogic Server Managed Server instance or a
cluster. This section describes how to deploy an application to a Managed Server.

10.3.1.1 Deploying Java EE Applications Using Fusion Middleware Control

To deploy a Java EE application to a Managed Server using Fusion Middleware
Control:

1.

From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

Select the server in which you want to deploy the application.
The server home page is displayed.
From the WebLogic Server menu, choose Application Deployment, then Deploy.

The Deployment Wizard, Select Archive page is displayed, as shown in the
following figure:
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=]

Select Archive Select Target  Application Attributes  Deployment Settings

Select Archive @

Specify the application or the exploded directory, Optionally vou can specify a deployment plan,

Archive or Exploded Directory

Java EE archive, Web Modules (WaAR files), EJB Modules {EJE JAR files) and Resource Adapter Modules (RAR
files) can be deploved. You can also deploy an exploded archive that is present on the server where Enterprise
Manager is running,

(® archive is on the maching where this web browser is running.

Browse...

(O archive or exploded directory is on the server where Enterprise Manager is running.

Deployment Plan

The deployment plan is a file that contains the deployment settings For an application, You can use a previously
saved deployment plan For this application.Later in the deployment process, you can optionally edit the
deployment. plan and save it for a Future deployment of this application, IF vou do not have a deployment plan,
one will be created automatically during the deployment process when deployment configuration is done.

(%) Create a new deployment plan when deployment configuration is done,
(O Deployment plan is on the maching where this web browser is running.

Browse...

(O Deployment plan is on the server where Enterprise Manager is running.

Cancel | Step1of 4 | Mext

=| Information

Use this page to deploy Java EE
applications that require Oracle
Metadata Services (MD3) or that take
advantage of the Oracle Application
Development Framework {Oracle ADF),

If your application is a SO& composite,
use the S04 Composite deployment
wizard,

IF your application is not a SO&
composite or it does not require an MDS
repository or ADF connections, then you
can deploy your application using this
wizard or the Cracle WeblLogic Server
Administration Console.

4. Inthe Archive or Exploded Directory section, you can select one of the following:

= Archive is on the machine where this browser is running. Enter the location

of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive

file.

5. In the Deployment Plan section, you can select one of the following:

s Create a new deployment plan when deployment configuration is done.

= Deployment plan is on the machine where this web browser is running. If

you select this option, enter the path to the plan.

= Deployment plan is on the server where Enterprise Manager is running. If

you select this option, enter the path to the plan.
6. Click Next.
The Select Target page is displayed.

7. Select the target to which you want to deploy the application. The Administration
Server, Managed Servers, and clusters are listed. You can select a cluster, one or
more Managed Servers in the cluster, or a Managed Server that is not in a cluster.
Although the Administration Server is shown in the list of targets, you should not
deploy an application to it. The Administration Server is intended only for
administrative applications such as the Oracle WebLogic Server Administration

Console.
8. Click Next.
The Application Attributes page is displayed.

name.

In the Application Attributes section, for Application Name, enter the application

10. In the Context Root of Web Modules section, if the Web module does not have the
context root configured in the application.xml file, you can specify the context root
for your application. The context root is the URI for the Web module. Each Web
module or EJB module that contains Web services may have a context root.
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11.

12.

13.

14.

15.

In the Distribution section, you can select one of the following:
= Distribute and start application (servicing all requests)

= Distribute and start application in admin mode (servicing only admin
requests)

s Distribute only
You can expand Other Options, which provides the following options:
= Use the defaults defined by the deployment's targets. Recommended selection.

= Copy this application onto every target. During deployment, the files are
copied automatically to the Managed Servers to which the application is
targeted.

Click Next.
The Deployment Wizard, Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk.

See Section 10.8 for more detailed information about these tasks.
Depending on the type of application, in the Deployment Tasks section, you can:

s Configure Web modules: Click Go to Task in the Configure Web Modules
row. The Configure Web Modules page is displayed. Click Configure General
Properties to view and edit the general configuration for the Web Module or
Map Resource References to map the resource references.

For example, you can change the session invalidation interval or the
maximum age of session cookies.

s Configure EJB modules: Click Go to Task in the Configure EJB modules row
to set standard EJB deployment descriptor properties. The Configure EJB
Modules page is displayed. Click Configure EJB Properties to view and edit
the general configuration for the EJBs or Map Resource References to map the
resource preferences.

For example, you can configure the maximum number of beans in the free
pool or the network access point.

= Configure application security: Click Go to Task in the Configure Application
Security row. Depending on what type of security is used, different pages are
displayed, as described in Section 10.8.

= Configure persistence: Click Go to Task in the Configure Persistence row to
configure Java Persistent API (JPA) persistence units.

Expand Deployment Plan.

You can edit and save the deployment plan, if you choose. If you edit the
deployment plan and change descriptor values, those changes are saved to the
deployment plan. In addition, the following configurations are saved to the
deployment plan:

= Application attributes
= Web module configuration
= EJB configuration

Application attributes related to MDS are stored in the file adf-config.xml.
Application security attributes are stored in weblogic-application.xml.
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Fusion Middleware Control updates the relevant files and repackages the .ear file.
16. Click Deploy.

Fusion Middleware Control displays processing messages.
17. When the deployment is completed, click Close.

To deploy an application to multiple servers at the same time, navigate to the domain.
Then, from the WebLogic Domain menu, select Application Deployment, then
Deploy. The deployment wizard displays a page where you can select the servers.

To deploy an application to a cluster, select the cluster. Then, from the Cluster menu,
select Application Deployment, then Deploy.

10.3.1.2 Deploying Java EE Applications Using WLST

You can deploy an application using the WLST command line. To deploy a Java EE
application when WLST is connected to the Administration Server, you use the WLST
command deploy, using the following format:

deploy (app_name, path [,targets] [,stageMode] [,planPath] [,options])

You must invoke the deploy command on the computer that hosts the Administration
Server.

For example, to deploy the application mainWebApp:

deploy ("myApp", "/scratch/applications/wlserver_
10.3/samples/server/examples/build/mainWebApp")

You can also deploy the application using the weblogic.deployer, as shown in the
following example:

java weblogic.Deployer -adminurl http://localhost:7001
-user username -password password -deploy
-name myApp c:\localfiles\mainWebApp
-plan c:\localfiles\productionEnvPlan.xml

See Also:

= "Deployment Tools" in Oracle Fusion Middleware Deploying
Applications to Oracle WebLogic Server for more information about
using WLST to deploy applications

s Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference

10.3.2 Undeploying Java EE Applications

You can undeploy an application or a specific version of an application from a
WebLogic Server Managed Server instance or a cluster. This section describes how to
undeploy an application from a Managed Server. If an application has been deployed
to multiple servers, when you undeploy it using Fusion Middleware Control, the
application is undeployed from all the servers.

10.3.2.1 Undeploying Java EE Applications Using Fusion Middleware Control

To undeploy a Java EE application from a Managed Server using Fusion Middleware
Control:

1. From the navigation pane, expand Application Deployments.

2. Select the application to undeploy.
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The application home page is displayed.

3. From the Application Deployment menu, choose Application Deployment, then
Undeploy.

The confirmation page is displayed.
4. Click Undeploy.
Processing messages are displayed.
5. When the operation completes, click Close.

Alternatively, you can navigate to the domain, Managed Server, or cluster. Then, from
the target's menu, choose Application Deployment, then Undeploy. In the Select
Application page, select the application you want to undeploy.

10.3.2.2 Undeploying Java EE Applications Using WLST

You can undeploy an application using the WLST command line. To undeploy a Java
EE application when WLST is connected to the Administration Server, you use the
WLST command undeploy, using the following format:

undeploy (app_name, path [, targets] [,options])

You must invoke the undeploy command on the computer that hosts the
Administration Server.

For example, to undeploy the application businessApp from all target servers and
specify that WLST wait 60,000 ms for the process to complete:

wls:/mydomain/serverConfig> undeploy ('businessApp', timeout=60000)

10.3.3 Redeploying Java EE Applications

You can redeploy a new version of an updated application, redeploy the same version,
or redeploy a non-versioned application. You can redeploy an application to a cluster
or a Managed Server. This section describes how to redeploy an application to a
Managed Server.

10.3.3.1 Redeploying Java EE Applications Using Fusion Middleware Control

To redeploy a Java EE application to a Managed Server using Fusion Middleware
Control:

1. From the navigation pane, expand the farm, then Application Deployments.
2. Select the application.
The application home page is displayed.

3. From the Application Deployment menu, choose Application Deployment, and
then Redeploy.

The Select Application page is displayed.
4. Click Next.
5. Inthe Archive or Exploded Directory section, you can select one of the following:

= Archive is on the machine where this browser is running. Enter the location
of the archive or click Browse to find the archive file.
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= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive
file.

In the Deployment Plan section, you can select one of the following:
s Create a new deployment plan when deployment configuration is done.

= Deployment plan is on the machine where this web browser is running.
Enter the path to the plan or click Browse to find the plan file.

= Deployment plan is on the server where Enterprise Manager is running.
Enter the path to the plan or click Browse to find the plan file.

Click Next.

The Application Attributes page is displayed.

Click Next.

The Deployment Wizard, Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. Depending on the type of
application, in the Deployment Tasks section, you can:

s Configure Web modules

= Configure application security

= Configure EJB modules

= Configure persistence

See Section 10.8 for detailed information about these tasks.
Expand Deployment Plan.

You can edit and save the deployment plan, if you choose. If you edit the
deployment plan and change descriptor values, those changes are saved to the
deployment plan. In addition, the following configurations are saved to the
deployment plan:

= Application attributes
= Web module configuration
= EJB configuration

Application attributes related to MDS are stored in the file adf-config.xml.
Application security attributes are stored in weblogic-application.xml.

Fusion Middleware Control updates the relevant files and repackages the .ear file.
Click Redeploy.
Processing messages are displayed.

When the operation completes, click Close.

To redeploy an application to a cluster, select the cluster. Then, from the target's menu,
select Application Deployment, then Redeploy.

10.3.3.2 Redeploying Java EE Applications Using WLST

You can redeploy an application using the WLST command line. To redeploy a Java
EE application when WLST is connected to the Administration Server, you use the
WLST command redeploy, using the following format:
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redeploy (app_name [,planpath] [,options])

You must invoke the redeploy command on the computer that hosts the
Administration Server.

For example, to redeploy the application businessApp from all target servers:

redeploy ('businessApp"')

10.4 Deploying, Undeploying, and Redeploying Oracle ADF Applications

Oracle ADF is an end-to-end application framework that builds on Java Platform,
Enterprise Edition (Java EE) standards and open-source technologies to simplify and
accelerate implementing service-oriented applications.

You can use Fusion Middleware Control, Oracle WebLogic Server Administration
Console, Oracle JDeveloper, or the command line to deploy, undeploy, or redeploy an
Oracle ADF application. The following topics describe using Fusion Middleware
Control, the Administration Console, and the command line to accomplish these tasks:

s Deploying Oracle ADF Applications
s Undeploying Oracle ADF Applications
s Redeploying Oracle ADF Applications
See Also: Oracle Fusion Middleware Fusion Developer’s Guide for Oracle

Application Development Framework for information on developing ADF
applications and for deploying them using Oracle JDeveloper

10.4.1 Deploying Oracle ADF Applications

You can deploy an application to a WebLogic Server Managed Server instance or a
cluster. This section describes how to deploy an application to a Managed Server. This
example assumes that you have created an .ear file containing the ADF application.

10.4.1.1 Deploying ADF Applications Using Fusion Middleware Control
To deploy an Oracle ADF application using Fusion Middleware Control:

1. From the navigation pane, expand the farm, then WebLogic Domain, and then the
domain.

2. Select the server in which you want to deploy the application.
The server home page is displayed.

3. From the WebLogic Server menu, choose Application Deployment, then Deploy.
The Deployment Wizard, Select Archive page is displayed.

4. Inthe Archive or Exploded Directory section, you can select one of the following:

= Archive is on the machine where this browser is running. Enter the location
of the archive or click Browse to find the archive file.

= Archive or exploded directory is on the server where Enterprise Manager is
running. Enter the location of the archive or click Browse to find the archive
file.

5. In the Deployment Plan section, you can select one of the following:

s Create a new deployment plan when deployment configuration is done.
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= Deployment plan is on the machine where this web browser is running.
Enter the path to the plan.

= Deployment plan is on the server where Enterprise Manager is running.
Enter the path to the plan.

6. Click Next.
The Select Target page is displayed.
7. Select the target to which you want to deploy the application.

You can select a cluster, one or more Managed Servers in the cluster, or a
Managed Server that is not in a cluster.

8. Click Next.
The Application Attributes page is displayed, as shown in the following figure:

(=] (=] =} (|
Select Archive  Seleck Target  Application Attributes  Deployment Settings

Application Attributes @ Cancel || Back |Step3of4 | Mext || Deploy

Archive Type Java EE Application (EAR File)
Archive Location mdsappdb.ear
Deployment Plan Create a new plan
Deployment Target soa_serverl

* application Mame | mdsappdb

Context Root of Web Modules
Web Module Context Rook
mdsappdbweb . war mdsappdbweb

Target Metadata Repository
Select the metadata repository and specifiy the partition in the repository that the application will be deploved to,

The metadata repository "mds-appDERepos {Database)" specified in this application is not a registered repository in this
domain, Select a registered repository,

* Repository Mame  mds-appDBRepos /
Repository Type Database
* Partition | mdsappdb|

Shared Metadata Repositories
Select shared metadata repositories and partitions For the application,

The metadata repositary | partition pairs "mds-appDBRepos "Mmdsappdbt ", "mds-sppDBRepos" Mmdsappdk ™ spedfied in this application are nat registered
repositories and valid partitions in this domain,

Mamespace * Repository Tvpe * Partition Location Edit:

/b mds-DERepos1 Database msappd jolbcimcs 1OF M /

fi mds-DERepos1 Database mdzappdb2 jolbcimcls O ra
Distribution

(®) Distribute and skart application (servicing all requests)
(O Distribute and skart application in admin mode (servicing only admin requests)
(O Distribute only

+|Other Dptions

9. Inthe Application Attributes section, for Application Name, enter the application
name.

10. In the Context Root of Web Modules section, if the Web module does not have the
context root configured in the application.xml file, you can specify the context root
for your application. The context root is the URI for the Web module. Each Web
module or EJB module that contains Web services may have a context root.
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In the Target Metadata Repository section, you can choose the repository and
partition for this application. If the partition name is not specified in the
adf-config.xml file, the application name plus the version is used as the default
partition name. This ensures that the partition used is unique in the domain so
that the metadata for different applications are not accidentally imported into the
same repository partition and overwrite each other. Typically, each application's
metadata is deployed to its own partition.

s To change the repository, click the icon next to the Repository Name. In the
Metadata Repositories dialog box, select the repository and click OK.

s To change the partition, enter the partition name in Partition Name. Oracle
recommends that you create a new partition for each application. If you enter
a name of a partition that does not exist, the partition is created.

The adf-config.xml file in the .ear file is updated with the new information.

If the partition or repository specified in the application is not valid in the domain,
Fusion Middleware Control displays a message.

If the application's adf-config.xml file archive contains MDS configuration for an
MDS shared repository, the Shared Metadata Repository section is displayed. In
this section, you can choose the repository and partition for this application. If the
partition or repository specified in the application is not valid in the domain,
Fusion Middleware Control displays a message.

If you change the repository or partition, the adf-config.xml file in the .ear file is
updated with the new information.

In the Distribution section, you can select one of the following:
= Distribute and start application (servicing all requests)

= Distribute and start application in admin mode (servicing only admin
requests)

s Distribute only
Click Next.
The Deployment Wizard, Deployment Settings page is displayed.

On this page, you can perform common tasks before deploying your application
or you can edit the deployment plan or save it to a disk. Depending on the type of
application, in the Deployment Tasks section, you can:

s Configure Web modules: Click Go to Task in the Configure Web Modules
row. The Configure Web Modules page is displayed. Click Configure General
Properties to view and edit the general configuration for the Web Module or
Map Resource References to map the resource references.

For example, you can change the session invalidation interval or the
maximum age of session cookies.

s Configure EJB modules: Click Go to Task in the Configure EJB modules row
to set standard EJB deployment descriptor properties. The Configure E]JB
Modules page is displayed. Click Configure EJB Properties to view and edit
the general configuration for the EJBs or Map Resource References to map the
resource preferences.

For example, you can configure the maximum number of beans in the free
pool or the network access point.
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= Configure application security: Click Go to Task in the Configure Application
Security row. Depending on what type of security is used, different pages are
displayed, as described in Section 10.8.

s Configure persistence: Click Go to Task in the Configure Persistence row to
configure Java Persistent API (JPA) persistence units.

s Configure ADF Connections: To modify the ADF connections, click Go to
Task in the Configure ADF Connections row. The Configure ADF
Connections page is displayed, showing the current connection information.
To modify a connection type, click the Edit icon for a particular row. For
example, you can modify the connection information for an external
application. For more information about ADF connections, see Oracle Fusion
Middleware Fusion Developer’s Guide for Oracle Application Development
Framework.

For more information about these options, see Section 10.8.
16. Expand Deployment Plan.

You can edit and save the deployment plan, if you choose.
17. Click Deploy.

Fusion Middleware Control displays processing messages.

18. When the deployment is completed, click Close.

10.4.1.2 Deploying ADF Applications Using WLST or the Administration Console

You can deploy an ADF application using the WLST command line or the Oracle
WebLogic Server Administration Console.

Take the following steps:

1. If your application uses an MDS Repository, you must configure the application
archive (.ear) file before you deploy your application. You must provide the
repository information for the deploy target repository and any shared metadata
repositories using the WLST getMDSArchiveConfig command. The repository
specified must already be registered with the domain before deploying the
application. The following example show how to use this command to get the
MDSArchiveConfig and call the setAppMetadataRepository method to set the
deploy target repository. Otherwise, your application will fail to start.

wls:/offline> archive = getMDSArchiveConfig(fromLocation="'/tmp/Appl.ear')
wls:/offline> archive.setAppMetadataRepository (repository="'AppReposl',
partition='partitionl', type='DB', jndi='mds-jndil')

The operation places the changes in the MDS configuration portion of the
adf-config.xml file in the archive file.
2. Save the changes to the original .ear file, using the following command:

wls:/offline> archive.save()

3. Deploy the application.

To deploy an application when WLST is connected to the Administration Server,
you use the WLST command deploy, using the following format:

deploy (app_name, path [,targets] [,stageMode] [,planPath] [,options])

You must invoke the deploy command on the computer that hosts the
Administration Server.
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For example, to deploy the application myApp:

deploy ("myApp", " /scratch/applications/myApp", targets='myserver',
timeout=120000))

See Also:

s "Deployment Tools" in Oracle Fusion Middleware Deploying
Applications to Oracle WebLogic Server for more information about
using WLST to deploy applications

s Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference
To deploy the application using the Oracle WebLogic Server Administration Console:

1. If you have not already done so, in the Change Center of the Administration
Console, click Lock & Edit.

2. In the left pane of the Administration Console, select Deployments.
3. Inthe right pane, click Install.

See Also: The Help in the Oracle WebLogic Server Administration
Console

10.4.2 Undeploying Oracle ADF Applications
To undeploy an Oracle ADF application using Fusion Middleware Control:

1. From the navigation pane, expand Application Deployments, then the
application to undeploy.

The application home page is displayed.

2. From the Application Deployment menu, choose Application Deployment