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This guide describes concepts and tasks for configuring and managing an Oracle
WebCenter Content Server instance on an Oracle WebCenter Content system.

This guide is intended for people who are responsible for configuring and
administering Oracle WebCenter Content Server.
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hearing impaired.
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»  Oracle WebCenter Content Application Administrator’s Guide for Content Server
»  Oracle WebCenter Content Developer’s Guide for Content Server

»  Oracle WebCenter Content Installation Guide

»  Oracle WebCenter Content Quick Installation Guide

»  Oracle WebCenter Content User’s Guide for Content Server
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In this document, the term UNIX system or UNIX operating system refers to a
category of operating systems that includes Linux operating systems.

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.




What's New in This Guide

This preface describes new and changed features in Oracle WebCenter Content Server
(Content Server) system administration which are described in this guide.

New and Changed Features in 11g Release 1 (11.1.1.6)

This release includes the following new features:

The Folders Migration utility migrates folder content and structure from
Contribution Folders (supported by the Folders_g component) to Folders
(supported by the FrameworkFolders component). For details, see Section 8.12.

Support for multiple authentication providers through JpsUserProvider. For
details, see Section 5.2.1, Section 5.2.3.4, and Section 4.5.1.2.6.

Support for Sun Storage Archive Manager (SAM-QFS), a hierarchical file storage
system that runs on the Sun Solaris operating system. For details, see Section 4.3.6.

Oracle Fusion Middleware supports IBM WebSphere as an application server,
which will affect using Oracle Enterprise Manager Fusion Middleware Control to
manage Content Server. For more information, see Oracle Fusion Middleware
Third-Party Application Server Guide.

Support for GridLink data sources. See Oracle Fusion Middleware Configuring and
Managing JDBC Data Sources for Oracle WebLogic Server.

Additional material in this guide includes:

Support for the Oracle Fusion Middleware BPEL component for Content Server.
See Appendix C.

Support for the Kofax Capture Export Connector to Oracle WebCenter Content.
See Appendix D.

New Features in 11g Release 1 (11.1.1)

11g Release 1 (11.1.1) includes the following new features:

This guide combines information that was previously contained in the following
Content Server version 10g documents:

-  Managing Enterprise Search
- Managing Security and User Access
-  Managing System Migration

- Managing System Settings and Processes
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System Overview
Working with Components

Need to Know Component Installation and Administration Guide

It includes a chapter on using Oracle Enterprise Manager Fusion Middleware
Control to manage Content Server configuration.

The Content Server instance is deployed as part of the Oracle WebCenter Content
(WebCenter Content) domain on an Oracle WebLogic Server system, which causes
several changes in Content Server configuration.

Using Oracle Enterprise Manager Fusion Middleware Control: Some
Content Server functions can be managed with the Fusion Middleware
Control user interface, including starting and stopping the server, modifying
certain server and e-mail configuration parameters, viewing log information,
and viewing performance information.

Connecting to the System Database: The Content Server uses an Oracle
WebLogic Server data source to communicate with the relational database
where metadata and other information is stored. Database connection and
communication information is managed with the Oracle WebLogic Server
Administration Console through the JpsUserProvider, as opposed to Content
Server's System Properties utility. As a result, JDBC user name and password
information is no longer stored in the Content Server config.cfg file. (If you do
set database connection information (for example, JdbcUserName) using the
System Properties utility, the information is encrypted and stored in a secret
location to prevent malicious attacks.)

Running Administration Utilities as Standalone Applications: In order to
run certain Content Server applications or administration utilities in
standalone mode (that is, from the command line or from the Windows Start
menu), the administrator must run the System Properties utility to enter
database connection information (database type, database user name, database
user password, and so forth) in the Content Server config.cfg file. Unless this
configuration is performed, Content Server standalone applications and
utilities cannot function in standalone mode because they cannot connect to
the database. Only the administrator or an assigned local user (created on the
Content Server instance) can run Admin Applets in standalone mode

Database Connection Pooling and Management: The Content Server uses the
Oracle WebLogic Server database connection pooling mechanism to handle
database communication. The SystemDatabaseProvider is still present and
uses the Oracle WebLogic Server data source, which in turn handles the actual
database authentication and communication.

Default User Provider: The JpsUserProvider is the default user provider for
communication between the Content Server instance and an Oracle WebLogic
Server domain.

Database Providers: Content Server administrators can still create database
providers in the Content Server instance in one of two ways. Using one
method, the administrator can create an Oracle WebLogic Server data source
to the database, then configure a Content Server database provider to use that
data source. The other method is for the administrator to create an Oracle
WebCenter Content Server database provider to connect directly to the
database with JDBC without using the Oracle WebLogic Server data source.
This second method is provided primarily for sites who may have such
connections in Release 10gR3 deployments and are upgrading.



Admin Server: Each Content Server instance must have one Content Server
Admin Server instance. The Admin Server can only manage the Content
Server instance that is installed on the same Oracle WebLogic Server domain.
The Admin Server no longer supports server starts, stops, or restarts, but it
does support configuration changes, status information, and logs. Stopping
and starting the Content Server instance must be managed with the Enterprise
Manager Fusion Middleware Control Console, or the Oracle WebLogic Server
Administration Console.

Proxy Servers and Master Servers: Oracle WebCenter Content does not
support proxy Content Server instances. Only one Content Server can be
deployed on each Oracle WebLogic Server domain. A single Oracle WebLogic
Server domain can run one Oracle WebCenter Content Server instance, one
Oracle WebCenter Content: Inbound Refinery instance, and one Oracle
WebCenter Content: Records instance, plus other Oracle WebCenter Content
applications. If you want to run more Content Server instances, a separate
Oracle WebLogic Server domain is required for each Content Server instance
(plus an Oracle WebCenter Content: Inbound Refinery instance and Oracle
WebCenter Content: Records instance).

Content Server Port: After initial installation of Oracle WebCenter Content
Server software, the Content Server instance does not listen on any port. After
the IntradocServerPort parameter is set on the post-configuration page,
the Content Server instance starts listening on the specified port. If necessary,
the port number can be reconfigured using Fusion Middleware Control.

HTTP and HTTPS: By default, the Content Server instance is accessible with
both HTTP and HTTPS. You can configure access methods with the Oracle
WebLogic Server Administration Console.

Security Configuration: Security configuration for Oracle WebCenter Content
Server is managed differently. User creation and authentication are managed
with the Oracle WebLogic Server Administration Console using Oracle
Platform Services Security (OPSS) and Oracle Access Manager (OAM). Single
Sign-On (SSO) is supported.

User Administration: By default, WebCenter Content uses the Oracle
WebLogic Server user store to manage user names and passwords for Oracle
WebCenter Content Server. Therefore user management must be performed
using the Oracle WebLogic Server user management tools rather than the User
Admin applet in the Content Server instance. All user authentications are
done against the Oracle WebLogic Server user store. You can use the Admin
applet to create local users and assign passwords, but the users must also be
created and assigned passwords in the Oracle WebLogic Server user store.

For enterprise-level systems, Oracle Platform Security Services (OPSS) can be
used instead of the Oracle WebLogic Server user store to authenticate and
authorize users.

s The following information is new for managing system settings and processes:

File Store System: A file store system for data management replaces the
traditional file system for storing and organizing content. The File Store
Provider component exposes the file store functionality in the Content Server
interface and allows additional configuration options. The File Store Provider
component is installed, enabled, and upgraded by default with Content Server
installation. For details, see Section 4.3.
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The following information is new for managing security and user access:

— Access Control Lists: The Content Server instance can be configured to
support access control lists (ACLs). An access control list is a list of users,
groups, or enterprise roles with permission to access or interact with a content
item. For details, see Section 5.6.

— Extended User Attributes: The Extended User Attributes component enables
administrators to add extended attributes to Content Server users. The
extended attributes are merged into pre-existing user attributes and enable
additional flexibility in managing users. The Extended User Attributes
component is installed and enabled by default with Content Server
installation. For details, see Section 5.9.3.

The following information is new for managing search tools:

— Oracle SES Configuration: WebCenter Content can be configured to use
Oracle Secure Enterprise Search (Oracle SES) as an external search engine for
the Content Server instance. For details, see Section 7.2.

- SESCrawlerExport: The SES Crawler Export component adds functionality as
an RSS feed generator to the Content Server instance and allows it to be
searched by Oracle Secure Enterprise Search (Oracle SES). The component
generates a snapshot of content currently on the Content Server instance and
provides it to the Oracle SES Crawler. For details, see Section 7.2.2.

Changed Features for 11g Release 1 (11.1.1)

11g Release 1 (11.1.1) includes the following changes:

XXXii

Sysadmin user: The sysadmin user, which previously functioned as the system
administrator for the Content Server instance, is no longer created by default. You
can explicitly create a user with administration privileges for your Content Server
instance.

Directory Structure: The directory structure of an installed Oracle WebCenter
Content system has changed. Unlike in Release 10gR3, runtime files, configuration
files, server configuration files, file store, and files that must be shared between
Oracle WebCenter Content Server, Oracle WebCenter Content: Inbound Refinery,
and Oracle WebCenter Content: Records instances can be in various locations.

WebCenter Content documentation uses the following terms when referring to
variables in the directories associated with the WebCenter Content installation,
configuration, and deployment:

- IdcHomeDir: This variable refers to the ucm/idc directory in the Oracle
WebCenter Content home where the WebCenter Content server media is
located. The server media can run Oracle WebCenter Content Server, Oracle
WebCenter Content: Inbound Refinery, or Oracle WebCenter Content: Records
software. This is essentially a read-only directory. The default location is wC_
CONTENT_ORACLE_HOME/ucm/idc. The variable portion of the default
location can be changed, but the path cannot be changed from ucm/idc.

—  DomainHome: This variable refers to the user-specified directory where a
WebCenter Content application is deployed to run on an Oracle WebLogic
Server application server. The DomainHome/ucm/short-product-id/bin
directory contains the intradoc.cfg file and executables. The default location
for DomainHome is MW_HOME/user_projects/domains/base_domain,
but you can change the path and domain name (base_domain) during the
deployment of a WebCenter Content application to an application server.



- short-product-id: This variable refers to the type of WebCenter Content server
deployed to an application server. This name is used as the context root
(default Ht tpRelativeWebRoot configuration value). Possible values
include:

*  cs (Oracle WebCenter Content Server)
*  ibr (Oracle WebCenter Content: Inbound Refinery)
* urm (Oracle WebCenter Content: Records)

- IntradocDir: This variable refers to the root directory for configuration and data
files specific to a Content Server instance that is part of a WebCenter Content
application deployed to an application server. This Idoc Script variable is
configured for one type of Content Server instance: Content Server (cs),
Inbound Refinery (ibr), or Records (urm). This directory can be located
elsewhere, but the default location is
DomainHome/ucm/short-product-id. The specified directory must be an
absolute path to the instance directory and must be unique to a particular
server or node. The directory files include startup files (intradoc.cfg and
executables).

OracleTextSearch: The OracleTextSearch component has been incorporated into
the WebCenter Content media, so the OracleTextSearch engine is one of several
search and indexing options. The OracleTextSearch interface has been integrated
with the Repository Manager Indexer functions, so there is no separate
OracleTextSearch page. For details, see Section 7.1.
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Introduction to Oracle WebCenter Content
Server Administration

This chapter provides an introduction to Oracle WebCenter Content Server (Content
Server) and its administration tools. Subsequent chapters describe Content Server
administration using Oracle WebLogic Server, Content Server system configuration
processes and settings, administrative procedures for security, users, components,
search tools, content migration, and archiving.

It is assumed that Oracle WebCenter Content (WebCenter Content) and Content
Server software is already installed and ready for use.

For information on installing WebCenter Content software with a Content Server
instance and setting initial post-installation configuration options, see Oracle
WebCenter Content Installation Guide.

The following topics are covered:

= Section 1.1, "Understanding Content Server"

= Section 1.2, "Content Server Administrative Accounts and Responsibilities"
m Section 1.3, "Content Server Administration Tools"

= Section 1.4, "Content Server Administration Utilities and Applets"

1.1 Understanding Content Server

Oracle WebCenter Content Server (Content Server) software enables organizations to
share, manage, and distribute business information using a web site as a low-cost
access point. Designed for the Web, this software is considered the unrivaled solution
for medium to large companies for building secure business libraries with content
check in, check out, revision control, and automated publishing in web-ready formats.
Current information is available to authorized users anytime, anywhere. You can link
virtually any type of file including letters, reports, engineering drawings,
spreadsheets, manuals, sales literature, and more under one powerful system of
knowledge distribution.

The Content Server software is designed for several types of users and administrators:

= Consumers: Users who just need to find, view, and print files. In a typical system,
the majority of the users are consumers. These users do not need a user name and
password to access the content server system unless security is placed on the files.

s Contributors: Users who need to create and revise files. To safeguard the integrity
of the files, the contributors need a user name and password to check files in and
out of the system.
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= Administrators: Administrators who oversee an entire instance. Administrator
responsibilities include setting up, maintaining, and managing Content Server
users, content, and system configurations. Common tasks for an administrator
include configuring the system to manage and index files, archiving and
replicating information, working with security, adjusting system properties,
reviewing log files, and so forth.

Users and administrators must be set up on Oracle WebLogic Server for
authentication; roles, groups and accounts can be assigned and modified in the
Content Server instance as needed.

1.2 Content Server Administrative Accounts and Responsibilities

The Content Server administrator must be assigned an administrator role on the
Oracle WebLogic Server Administration Console to have full administrative privileges
for the Content Server instance and the Content Server Admin Server. The Content
Server administrator can define system roles, permissions, and accounts to be assigned
to Content Server users with the Oracle WebLogic Server Administration Console. A
Content Server administrator is typically responsible for tasks including;:

= Configuring Content Server system settings and processes

= Managing Content Server security configuration

s Creating and managing user roles, user groups, and accounts
= Managing Content Server system and custom components

= Configuring Content Server search tools

»  Managing Content Server system migration and archiving

= Monitoring and troubleshooting the Content Server instance

Additional tasks including managing Content Server applications. For details, see
Oracle WebCenter Content Application Administrator’s Guide for Content Server.

1.3 Content Server Administration Tools

Oracle provides the following tools for managing the Oracle WebCenter Content
Server instance:

= Section 1.3.1, "Oracle Enterprise Manager Fusion Middleware Control Console"
= Section 1.3.2, "Oracle WebLogic Server Administration Console"
= Section 1.3.3, "Oracle WebLogic Scripting Tool (WLST)"

An Oracle WebCenter Content Server administrator should use these tools, rather than
edit configuration files, to perform administrative tasks unless a specific procedure
requires you to edit a file. Editing a file may cause the settings to be inconsistent and
generate problems.

1.3.1 Oracle Enterprise Manager Fusion Middleware Control Console

The Oracle Enterprise Manager Fusion Middleware Control Console is a
browser-based management application deployed when WebCenter Content is
installed with a Content Server instance. Using the Oracle Fusion Middleware Control
Console an administrator can monitor and administer a farm.

A farm is a collection of Oracle components managed by Fusion Middleware Control.
A farm can contain a Managed Server domain and other Oracle Fusion Middleware
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system components that are installed, configured, and running on the domain. A
Managed Server domain contains one or more Managed Servers running one or more
applications, including the Oracle WebLogic Server Administration Console and
Content Server instance.

Fusion Middleware Control organizes a wide variety of performance data and
administrative functions into distinct, web-based home pages. These home pages
make it easy to locate the most important monitoring data and the most commonly
used administrative functions for a component, all from your web browser.

Fusion Middleware Control is the top-level management tool for WebCenter Content
with a Content Server instance, and it can be used to:

= Deploy, undeploy, and re-deploy WebCenter Content with a Content Server
instance

= Configure back-end services

= Configure security management

= Control process lifecycle

= Export and import data

= Access log files and manage log configuration
= Manage migrations

= Monitor performance

= Diagnose run-time problems

1.3.2 Oracle WebLogic Server Administration Console

The Oracle WebLogic Server Administration Console is a browser-based management
application that you use to manage an Oracle WebLogic Server domain. The
Administration Server hosts the Administration Console, which is a web application
accessible from any supported web browser with network access to the
Administration Server Managed Servers host applications.

The Administration Console can be used to:
s Configure, start, and stop Oracle WebLogic Server domains
= Configure Oracle WebLogic Server clusters

= Configure Oracle WebLogic Server services, such as database connectivity (JDBC)
and messaging (JMS)

= Configure security parameters, including creating and managing users, groups,
and roles

s Configure and deploy applications

= Monitor server and application performance
= View server and domain log files

= View application deployment descriptors

»  Edit selected run-time application deployment descriptor elements
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Note: When configuring a production environment, the
Administration Console's Change Center requires that before making
configuration changes the administrator must lock configuration
settings for a domain by clicking Lock & Edit.

For more information about the Oracle WebLogic Server Administration Console, see
"Displaying the Oracle WebLogic Server Administration Console" in the Oracle Fusion
Middleware Administrator’s Guide.

1.3.3 Oracle WebLogic Scripting Tool (WLST)

The Oracle WebLogic Scripting Tool (WLST) can be used to manage Oracle Fusion
Middleware components, such as WebCenter Content with a Content Server instance,
from the command line.

The WebLogic Scripting Tool is a command-line scripting environment for creating,
managing, and monitoring Oracle WebLogic Server domains. It is based on the Java
scripting interpreter, Jython. In addition to supporting standard Jython features such
as local variables, conditional variables, and flow control statements, the WebLogic
Scripting Tool provides a set of scripting functions (commands) that are specific to
Oracle WebLogic Server instances. Administrators can extend the WebLogic scripting
language to suit site-specific needs by following the Jython language syntax.

WebCenter Content with a Content Server instance offers custom WLST commands for
managing Content Server application connections (to the repository, portlet producers,
external applications, and other back-end services). All the WLST commands specific
to WebCenter Content with a Content Server instance are described in the section
"Oracle WebCenter Content Server Custom WLST Commands" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

1.4 Content Server Administration Utilities and Applets

The Content Server provides specific administration utilities and applications for
managing users, content, providers, archives, and so forth. This section includes the
following:

s Section 1.4.1, "Administration Tools"
s Section 1.4.2, "Administration Interface"
m  Section 1.4.3, "Admin Applets Page"

See the browser considerations section in your installation and deployment guide for
information about Java browser plug-ins and applet display issues.

1.4.1 Administration Tools

The Content Server provides the following tools to configure and maintain system
operation:

= Utilities
=  Management Pages
= Applications

s Command Line
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1.4.1.1 Utilities

The following tools can be started only as standalone applications from the computer
where the Content Server instance is installed:

= Batch Loader: Update or check in a large number of content items simultaneously.

= System Properties: Configure the system options and functionality of the content
server.

= Content Analyzer: Confirm the integrity of the Content Server repository
components, including the file system, database, and search index.

s ComponentWizard: Create and install custom components to modify Content
Server behavior.

= ComponentTool: Install and enable or disable components using the command
line.

1.4.1.2 Management Pages
The following management pages can be accessed by using a web browser and
choosing the Administration tray in the Content Server portal:

= Admin Server: Configure system-wide settings and view Content Server status. A
Content Server instance has its own Admin Server instance, which manages the
Content Server instance on the WebCenter Content domain and Oracle WebLogic
Server domain.

s Providers: Add providers, configure provider information, and test providers.

1.4.1.3 Applications

The following applications can be started as standalone applications from the Admin
Applets Page on a Content Server instance, as applets through a web browser, or from
the Apps menu in each of the tools. For details on the applications, see Oracle
WebCenter Content Application Administrator’s Guide for Content Server.

= Weblayout Editor: Build a web site, work with reports, write queries.

s User Admin: Manage the local user base, set up security (by assigning roles and
permissions to users), define aliases, and manage security groups.

= Repository Manager: Perform file diagnostics, file management functions, search
data re-indexing, and subscription management functions.

= Archiver: Export, import, transfer, and replicate content server files and
information. For details, see the chapter on managing system archiving and
migration.

= Workflow Admin: Set up workflows to route content to specific people for action.

= Configuration Manager: Manage content types, file formats, and custom
metadata fields.

1.4.1.4 Command Line

The IdcShell tool enables administrators to run Idoc Script from a command line. Idoc
Script is a proprietary server-side scripting language for WebCenter Content.

1.4.2 Administration Interface

The Administration tray is the default layout in Content Server to provide access to
administration log files and to screens for configuring and managing Content Server
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applications and tools. To access the Administration tray, log in as a Content Server
administrator, then choose Administration to view available administration options. If
your Content Server instance is configured to use Menus, choose Administration to
view the same options in a menu layout.

ORACLE WebCenter Content Server

Searc e Ck-In

5 My Content Server
5 Browse Content
% gearch
& Content Management
= administration
&= Lo Files
Cladmin Apphets
Ol configuration for tomiinson-wis-119
Csystem Audt Information
B webLriMaps
BLIRefinery Administraton
Cadmin Actions
CProviders
CIserd Test Emai
CIFilter Admiristration
B configure Records Settings
COlconfgure Thumbnal options
= 05cheduled Jobs Admiristr ation
B Credentid Maps
E connaction Passwords
[ admin Server
ClErwvironment Pack ager
ClLccalzation
ClDatastoreDesion SOL Generation
= JFolders Retention Administraton
=0 0racke Query Cptmizer
B soap wsds
& File Store Adminstration
= Config Migration Admin

1.4.3 Admin Applets Page

The Admin Applets page provides access to Content Server administration applets
and configuration tools. To access this page, log in as an administrator and choose
Administration then Admin Applets.
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Note: You may experience problems if you start any Java applets
(such as a Content Server administration applet or the multiple-file
upload applet) from a browser that is using Sun's JDK 1.3/1.4 Java
plug-in. These issues are related to authentication when launching an
applet for the first time and applets closing when the parent window
is changed.
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Using Fusion Middleware Control to Manage
Content Server

This chapter describes how to use Oracle Enterprise Manager Fusion Middleware
Control to access Oracle WebCenter Content (WebCenter Content) and Oracle
WebCenter Content Server (Content Server) related pages, and to perform Content
Server configuration, monitoring, and other management tasks.

= Section 2.1, "Displaying the Fusion Middleware Control User Interface"

= Section 2.2, "Navigating to the Home Page for Content Server"

= Section 2.3.1, "Starting Content Server"

= Section 2.3.2, "Stopping Content Server"

= Section 2.4.1, "Modifying Server Configuration Parameters for Content Server"
= Section 2.4.2, "Modifying E-mail Configuration Parameters for Content Server"
= Section 2.5, "Viewing Performance Information for Content Server"

= Section 2.6, "Viewing Log Information for Content Server"

= Section 2.7, "Viewing MBean Information for Content Server"

Audience
The content of this chapter is intended for Oracle Fusion Middleware administrators.

For related information, see "Getting Started Managing Oracle Fusion Middleware" in
the Oracle Fusion Middleware Administrator’s Guide.

Note: You can also use Oracle Fusion Middleware with IBM
Websphere. For information about using administration tools for IBM
Websphere, see "Summary of the Oracle Fusion Middleware
Management Tools on IBM WebSphere" in the Oracle Fusion
Middleware Third-Party Application Server Guide.

2.1 Displaying the Fusion Middleware Control User Interface

Fusion Middleware Control is a web browser-based interface that you can use to
monitor and administer a farm. A farm is a collection of components managed by
Fusion Middleware Control. It can contain Oracle WebLogic Server domains, one
Administration Server, one or more Managed Servers, clusters, and the Oracle Fusion
Middleware components that are installed, configured, and running in the domain.

Using Fusion Middleware Control to Manage Content Server 2-1



Navigating to the Home Page for Content Server

Fusion Middleware administrators can use Fusion Middleware Control to access and
manage a Content Server instance.

To access Fusion Middleware Control:

Fusion Middleware Control is configured for a domain and it is automatically started
when you start the Oracle WebLogic Server Administration Server.

1. Enter the Fusion Middleware Control URL in your web browser. The URL must
include the name of the host and the port number assigned during the installation.
The following shows the format:

http://hostname.domain:port/em
For example: http://host.example.com:7001/em

You can find the exact URL, including the administration port number, in the
config.xml file:

s On Windows: DOMAIN_HOME\config\config.xml
s On UNIX: ORACLE_INSTANCE/config/config.xml
If the port number is not listed in the file, the default port number is 7001.

2. Enter a valid Oracle Fusion Middleware administrator user name and password,
and click Login.

A default user name for the administrator user is provided with the software. This
is the account you can use to log in to Fusion Middleware Control for the first
time. The password is the one supplied during the installation of Oracle Fusion
Middleware.

The first page Fusion Middleware Control displays is the farm home page. You
can also view this page at any time by selecting the name of the farm in the
navigation pane.

From the navigation pane, you can expand the tree and select a target to view and
manage components in your farm. For detailed instructions, see Section 2.2,
"Navigating to the Home Page for Content Server."

2.2 Navigating to the Home Page for Content Server

The Content Server Home page is your starting place for managing a Content Server
instance.

From the Home page you can:

»  Check the general status of a Content Server instance
= View overall response time for services

= View resource information on concepts and tasks

The Content Server Home page displays the Content Server menu. From the Content
Server menu you can:

= Start and shut down a Content Server instance

= Configure Content Server instance parameters and e-mail settings
= Monitor Content Server instance performance metrics

= Analyze diagnostic information and log files

= Modify attributes using the system MBean browser
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= View general information about the Content Server configuration

Figure 2—-1 Oracle Content Server Menu
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To navigate to the Content Server Home page:

1.

Log in to Fusion Middleware Control. See Section 2.1, "Displaying the Fusion
Middleware Control User Interface."

2. In the navigation pane, expand the tree to select the appropriate target domain

name.

3. Expand WebCenter, then Content, then Content Server.

4. Select the Content Server instance to navigate to the home page.

Figure 2-2 shows an example of navigation on a WebLogic Server to the instance:

Oracle Webcenter Content - Content Server (UCM_serverl).

Figure 2-3 shows an example of navigation on an IBM WebSphere Application
Server to the instance: Oracle Webcenter Content - Content Server.

Figure 2-2 Navigation on WebLogic Server to Oracle WebCenter Content Server
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Figure 2-3 Navigation on WebSphere to Oracle WebCenter Content Server
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2.3 Starting and Stopping Content Server

This section covers the following topics:

Section 2.3.1, "Starting Content Server"

Section 2.3.2, "Stopping Content Server"

Note: For information about starting and stopping servers for IBM
Websphere, see "Starting and Stopping Servers on IBM WebSphere" in
the Oracle Fusion Middleware Third-Party Application Server Guide.

2.3.1 Starting Content Server

1.

In the navigation tree, expand the appropriate domain name.

2. Expand WebCenter, then Content, then Content Server.

3. Select the Content Server instance name (for example, Oracle Webcenter
Content - Content Server (UCM_serverl)). The Home page for your
Content Server instance displays.

4. From the Content Server menu on the Oracle Content Server page, choose

Control then Start. The Content Server instance is started.

For more information, see "Starting and Stopping Oracle WebLogic Server Instances"
in Oracle Fusion Middleware Administrator’s Guide.

2.3.2 Stopping Content Server

1. In the navigation tree, expand the appropriate domain name.

2. Expand WebCenter, then Content, then Content Server.

3. Select the Content Server instance name (for example, Oracle Webcenter
Content - Content Server (UCM_serverl)). The home page for your
Content Server instance displays.

4. From the Content Server menu on the Content Server page, choose Control then

Shut Down.... The Content Server instance is shut down.

For more information, see "Starting and Stopping Oracle WebLogic Server Instances"
in Oracle Fusion Middleware Administrator’s Guide.

2.4 Modifying Configuration Parameters for Content Server
This section covers the following topics:

Section 2.4.1, "Modifying Server Configuration Parameters for Content Server"

= Section 2.4.2, "Modifying E-mail Configuration Parameters for Content Server"
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2.41 Modifying Server Configuration Parameters for Content Server

Server configuration contains information used to identify a Content Server
deployment scenario.

From the Configuration page you can:

Manage the HTTP address, which is the server address used to formulate full
URLs in the Content Server user interface. This prevents users from being
prompted to log in again because the domain name used to enter the server is not
changed when links on pages are relative. Example setting: pc.idc.example.com.

Manage the Intradoc server port, which is the port number listened to by the
Content Server instance. This is a trusted connection where only the user ID is
required to authenticate. Example setting: 4056.

Manage the IP address filter, which is a list of IP addresses that are allowed to
communicate to the Content Server instance through the Intradoc Server Port. The
field accepts both IP and IPv6 addresses, with a pipe as the separator between
addresses. This list must be well defined because it is a trusted connection.
Example setting: 10.131.123.*.

Choose whether or not to use Secure Sockets Layer (SSL), which is related to the
HTTP server address and indicates that the full URL uses the secured HTTP
nomenclature. For example, it generates an address with

https:/ /(HttpServerAddress)/ ... instead of http:/ / (HttpServerAddress)/ ...

To modify the server configuration:

1.
2
3.

In the navigation tree, expand the appropriate domain name.
Expand WebCenter, then Content, then Content Server.

Select the Content Server instance name (for example, Oracle Webcenter
Content - Content Server (UCM_serverl)). The home page for your
Content Server instance displays.

Use the Content Server menu to choose Configuration. The General Settings page
displays.

In the Server Configuration section, in the HTTP Address field, enter an HTTP
server address.

In the Server Configuration section, in the Intradoc Server Port field, enter a server
port number.

In the Server Configuration section, in the IP Address Filter field, enter a list of IP
addresses that can be used to access the server.

In the Server Configuration section, select Use SSL to turn on SSL.
Click Apply.
The General Settings page updates with the configuration changes.

If you do not want to apply changes, click Revert to return to the previous
configuration settings.

2.4.2 Modifying E-mail Configuration Parameters for Content Server

E-mail configuration parameters contain information used to identify the Content
Server deployment scenario.
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From the Configuration page you can:

Specify the mail server, which is the name of the mail server that the content
server uses to send SMTP based e-mail. Example: mailserver.example.com.

Specify the SMTP port, which is the port number used to connect to the mail
server. Example: 25.

Specify the admin mail address, which is the administrator e-mail address that
receives error messages. Such messages are generally logged, but this is an
additional method of notification. Example: mymail@example.com.

To modify the e-mail configuration:

1.
2
3.

In the navigation tree, expand the appropriate domain name.
Expand WebCenter, then Content, then Content Server.

Select the Content Server instance name (for example, Oracle Webcenter
Content - Content Server (UCM_serverl)). The Home page for your
Content Server instance displays.

From the Content Server menu on the Home page, choose Configuration. The
General Settings page displays.

In the Email Configuration section, in the Mail Server field, enter the name of a
mail server.

In the Email Configuration section, in the SMTP Port field, enter a port number.

In the Email Configuration section, in the Admin Mail Address field, enter an
e-mail address.

Click Apply.
The General Settings page updates with the configuration changes.

If you do not want to apply changes, click Revert to return to the previous
configuration settings.

2.5 Viewing Performance Information for Content Server

You can monitor performance information for the Content Server instance.
Information includes a graphic of metrics, a summary of the most recent metric values,
and a listing of recent service requests.

To view performance information:

1.
2.
3.

In the navigation tree, expand the appropriate domain name.
Expand WebCenter, then Content, then Content Server.

Select the Content Server instance name (for example, Oracle Webcenter
Content - Content Server (UCM_serverl)). The Home page for your
Content Server instance displays.

From the Content Server menu on the Home page, choose Monitoring then
Performance Summary.

The Performance Summary page displays. It contains information in graphic
format.

To select which metrics to display in performance graphs, click the Show Metric
Palette button on the Performance Summary page. The Metric Palette lists
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available options for metrics to display in graphs on the Performance Summary
page.

To view metrics in a table format, select Table View.

Check the box for each metric you want to display:

s Active Threads: The number of active threads.

s Active Database Connections: The number of active database connections
made by the Content Server instance.

»  Search Queries Cached: The number of search queries cached (rows).

= Hit to Miss Ratio: The hit to miss ratio for the number of search queries
performed.

= Documents in GenWWW State: The number of documents waiting for
Inbound Refinery in a GenWWW state.

s Documents Waiting to be Indexed in Done State: The number of documents
waiting to be indexed in a Done state.

= Average Requests Per Sec: The average number of Services requested per
second.

For more details, see Oracle Fusion Middleware Oracle WebLogic Server Administration
Console Online Help.

Note: For information about monitoring servers for IBM WebSphere,
see "Managing Oracle Fusion Middleware on IBM WebSphere" in the
Oracle Fusion Middleware Third-Party Application Server Guide.

2.6 Viewing Log Information for Content Server

You can view log messages and manage the log configuration for the Content Server
instance.

To view log information:

1.
2.
3.

In the navigation tree, expand the appropriate domain name.
Expand WebCenter, then Content, then Content Server.

Select the Content Server instance name (for example, Oracle Webcenter
Content - Content Server (UCM_serverl)). The Home page for your
Content Server instance displays.

From the Content Server menu on the Home page, choose Logs then View Log
Messages.

The Log Messages page displays. It contains information about the contents of all
available log files. You can use this page to:

= Search for log messages logged during the past "'n" hours.
= Search for log messages that were logged between two time intervals.

= Filter log messages based on message type.

To modify log configuration:

1.

In the navigation tree, expand the appropriate domain name.
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Expand WebCenter, then Content, then Content Server.

Select the Content Server instance name (for example, Oracle Webcenter
Content - Content Server (UCM_serverl)). The Home page for your
Content Server instance displays.

From the Content Server menu on the Home page, choose Logs then Log
Configuration.

The Log Configuration page displays. Use this page to configure basic and
advanced log configuration settings for log levels and log files:

s Change log levels of persistent loggers (loggers defined in the logging
configuration file).

s Change log levels of run-time loggers.
»  Specify loggers that are currently neither persistent nor run time.

= Specify the log file configuration parameters such as the log file path and log
rotation policies.

s Create a new log file configuration.
s Create a new log file configuration using an existing log file configuration.
s View the log file configuration parameters.

= Associate one or more loggers with a log file configuration.

Fore more details, see Oracle Fusion Middleware Oracle WebLogic Server Administration
Console Online Help.

Note: For information about logging for IBM WebSphere, see
"Configuring Oracle Fusion Middleware Logging on IBM WebSphere"
in the Oracle Fusion Middleware Third-Party Application Server Guide.

2.7 Viewing MBean Information for Content Server

You can use the MBean browser to view MBean attribute information about the
Content Server instance.

To view MBean information:

1.
2.
3.

In the navigation tree, expand the appropriate domain name.
Expand WebCenter, then Content, then Content Server.

Select the Content Server instance name (for example, Oracle Webcenter
Content - Content Server (UCM_serverl)). The Home page for your
Content Server instance displays.

From the Content Server menu on the Home page, choose System MBean
Browser.

The System MBean Browser page displays. This page shows the navigation pane
with the Content Server name highlighted, and shows configuration MBean
application deployment information for the Content Server instance.

You can use the MBean browser to view or modify individual MBean attribute
values, and to invoke MBean operations. Select the MBean and the attribute you
want to view or modify. If you change an attribute value, click Apply.
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For more information, see "Understanding WebLogic Server MBeans" in Oracle Fusion
Middleware Developing Custom Management Utilities With JMX for Oracle WebLogic
Server.
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Managing System Processes

This chapter describes concepts and tasks for managing Oracle WebCenter Content
Server (Content Server) system processes on an ongoing basis. It covers the following
topics:

»  Section 3.1, "Starting, Stopping, and Restarting Content Server"

m  Section 3.2, "Accessing Content Server With a Browser"

= Section 3.3, "Managing Content Server With the Admin Server"

= Section 3.4, "Starting Content Server Administration Applications"
= Section 3.6, "Batch Loading Content"

»  Section 3.7, "Finding Status and Error Information"

3.1 Starting, Stopping, and Restarting Content Server

There are several methods for starting, stopping, and restarting the Content Server
instance. Which method you choose depends on your requirements, your
authorization, and the task you want to complete. For example, when certain
configuration changes are made to the Content Server instance, such as when
components are enabled or disabled, the Content Server instance must be restarted.
Available methods include:

= Oracle WebLogic Server Administration Console
= Oracle WebLogic Server scripts

s Oracle Enterprise Manager Fusion Middleware Control

Note: In earlier releases, the Content Server's Admin Server could be
used to start, stop, and restart the Content Server instance. This
functionality has been replaced as of 11g Release 1 (11.1.1), although
other functions can still be managed with the Admin Server.

Procedures are described in these topics:
= Section 3.1.1, "Starting Content Server"
= Section 3.1.2, "Stopping Content Server"

= Section 3.1.3, "Restarting Content Server"
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3.1.1 Starting Content Server

The Content Server instance is initially started during the process of installing and
deploying the instance on an Oracle WebCenter Content (WebCenter Content) server
on an Oracle WebLogic Server domain. You might want to start the Content Server
instance at other times, for example, to start the instance after it has been stopped
when changing a Content Server configuration setting.

= Section 3.1.1.1, "Starting Content Server with the Oracle WebLogic Server
Administration Console"

= Section 3.1.1.2, "Starting Content Server with Scripts"

= Section 3.1.1.3, "Starting Content Server with Fusion Middleware Control"

3.1.1.1 Starting Content Server with the Oracle WebLogic Server Administration
Console

The Oracle WebLogic Server Administration Console is available to Content Server
administrators because they must have administrative privileges to manage the
WebCenter Content server with the Content Server instance. The Node Manager must
be configured and running in order to start the WebCenter Content server with the
Content Server instance.

To start Content Server with the Oracle WebLogic Server Administration

Console:

1. On the Administration Console Domain Structure navigation bar, choose
Environment then Servers.

2. On the Conversion tab for the Summary of Servers section, select the name of the
WebCenter Content server for the Content Server instance.

3. In the Settings for server_name section, click the Control tab.
4. In the Server Status area, click Start.

For more information, see "Starting and Stopping Oracle WebLogic Server Instances"
in Oracle Fusion Middleware Administrator’s Guide.

3.1.1.2 Starting Content Server with Scripts

Scripts provide a quick method to execute actions on Oracle WebLogic servers. Before
you can start a Managed Server for an application, you must start the Administration
Server for the Oracle WebLogic Server domain.

The following examples assume that the Content Server instance has been previously
started as part of the software installation process. For details, see "Starting the
Administration Server" and "Starting Managed Servers" in Oracle WebCenter Content
Installation Guide.

Caution: These script commands control the Oracle WebLogic Server
Managed Server that includes the WebCenter Content Server and the
Oracle WebLogic Server Administration Server, which includes the
Administration Console. If you do not want to start or stop the Oracle
WebLogic Server Administration Server, then use another method to
start the Content Server instance.
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To start Content Server with scripts:

Run the script to start the Oracle WebLogic Server Administration Console, then the
script to start the Oracle WebLogic Server Managed Server with the WebCenter
Content server with the Content Server instance (in this example, named UCM_
serverl):

Windows script:

MW_HOME\user_projects\domains\DOMAIN_ HOME\bin\startWebLogic.sh
MW_HOME\user_projects\domains\DOMAIN_HOME\bin\startManagedWebLogic.sh UCM_serverl
UNIX script:

MW_HOME/user_projects/domains/DOMAIN _HOME/bin/startWebLogic.sh

MW_HOME/user_projects/domains/DOMAIN _HOME/bin/startManagedWebLogic.sh UCM_serverl

For more information on scripts, see Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

3.1.1.3 Starting Content Server with Fusion Middleware Control

Oracle Enterprise Manager Fusion Middleware Control can be used by administrators
to manage multiple domains, including an Oracle WebLogic Server domain running
an WebCenter Content server with the Content Server instance. This method of
starting the Content Server instance also provides access to information about the
WebCenter Content domain in which the Content Server instance is deployed.

To start Content Server with Fusion Middleware Control:

1. In the Fusion Middleware Control navigation tree, expand the appropriate
domain name (for example, UCM_ucm_domain).

2. Expand Oracle WebCenter Content, then Content, then Content Server.

3. Select the Content Server instance name (for example, Oracle Universal
Content Management - Content Server (UCM_serverl)).The home
page for your Content Server instance displays.

4. From the Content Server menu, choose Control then Start. The Content Server
instance is started.

For more information, see "Starting and Stopping Oracle WebLogic Server Instances"
in Oracle Fusion Middleware Administrator’s Guide.

3.1.2 Stopping Content Server

The Content Server instance can be stopped for several reasons, including changing
the configuration, such as enabling or disabling a server component.

»  Section 3.1.2.1, "Stopping Content Server with the Oracle WebLogic Server
Administration Console"

»  Section 3.1.2.2, "Stopping Content Server with Scripts"
= Section 3.1.2.3, "Stopping Content Server with Fusion Middleware Control"

3.1.2.1 Stopping Content Server with the Oracle WebLogic Server Administration
Console

The Oracle WebLogic Server Administration Console is available to Content Server
administrators because they must have administrative privileges to manage the
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Content Server instance. The Node Manager must be configured and running in order
to stop the WebCenter Content server with the Content Server instance.

To stop Content Server with the Oracle WebLogic Server Administration
Console:

1. On the Administration Console Domain Structure navigation bar, choose
Environment, then Servers.

2. On the Conversion tab for the Summary of Servers section, select the name of the
WebCenter Content server for the Content Server instance.

3. In the Settings for server_name section, click the Control tab.
4. In the Server Status area, click Shutdown.

For more information, see "Starting and Stopping Oracle WebLogic Server Instances"
in Oracle Fusion Middleware Administrator’s Guide.

3.1.2.2 Stopping Content Server with Scripts

Scripts provide a quick method for executing actions on Oracle WebLogic servers.

Caution: These script commands control the Oracle WebLogic Server
Managed Server that includes the WebCenter Content Server and the
Oracle WebLogic Server Administration Server, which includes the
Administration Console. If you do not want to start or stop the Oracle
WebLogic Server Administration Server, then use another method to
stop the Content Server instance.

To stop Content Server with Scripts:

Run the script to stop the WebCenter Content server with the Content Server instance
(in this example, named UCM_serverl) on the Oracle WebLogic Server Managed
Server. Next, only if necessary, run the script to stop the Oracle WebLogic Server
Administration Console:

Windows script:

MW_HOME\user_projects\domains\DOMAIN_ HOME\bin\stopManagedWebLogic.sh UCM_serverl
MW_HOME\user_projects\domains\DOMAIN_HOME\bin\stopWebLogic.sh

UNIX script:
MW_HOME/user_projects/domains/DOMAIN_HOME/bin/stopManagedWeblogic.sh UCM_serverl

MW_HOME/user_projects/domains/DOMAIN _HOME/bin/stopWebLogic.sh

For more information on scripts, see Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

3.1.2.3 Stopping Content Server with Fusion Middleware Control

Oracle Enterprise Manager Fusion Middleware Control can be used by administrators
to manage multiple domains, including an Oracle WebLogic Server domain running
the WebCenter Content server with the Content Server instance. This method of
stopping the Content Server instance also provides access to information about the
WebCenter Content domain in which the Content Server instance is deployed.
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To stop Content Server with Fusion Middleware Control:

1. In the Fusion Middleware Control navigation tree, expand the appropriate
domain name (for example, UCM_ucm_domain).

2. Expand Oracle WebCenter Content, then Content, then Content Server.

3. Select the Content Server instance name (for example, Oracle Universal
Content Management - Content Server (UCM_serverl)).The home
page for your Content Server instance displays.

4. From the Content Server menu on the Content Server page, choose Control then
Shut Down.... The Content Server instance is shut down.

For more information, see "Starting and Stopping Oracle WebLogic Server Instances"
in Oracle Fusion Middleware Administrator’s Guide.

3.1.3 Restarting Content Server

The Content Server instance can be restarted for several reasons, including changing
the configuration, such as enabling or disabling a server component.

= Section 3.1.3.1, "Restarting Content Server with the Oracle WebLogic Server
Administration Console"

= Section 3.1.3.2, "Restarting Content Server with Scripts"

»  Section 3.1.3.3, "Restarting Content Server with Fusion Middleware Control"

3.1.3.1 Restarting Content Server with the Oracle WebLogic Server Administration
Console

The Oracle WebLogic Server Administration Console is available to Content Server
administrators because they must have administrative privileges to manage the
Content Server instance. The Node Manager must be configured and running in order
to stop and start the WebCenter Content server with the Content Server instance.

To restart Content Server with the Oracle WebLogic Server Administration
Console:

1. On the Administration Console Domain Structure navigation bar, choose
Environment, then Servers.

2. On the Conversion tab for the Summary of Servers section, select the name of the
WebCenter Content server for the Content Server instance.

3. In the Settings for server_name section, click the Control tab.
4. In the Server Status area, click Shutdown.
5. Confirm that the Content Server instance has stopped, and then click Start.

For more information, see "Starting and Stopping Oracle WebLogic Server Instances"
in Oracle Fusion Middleware Administrator’s Guide.

3.1.3.2 Restarting Content Server with Scripts

Scripts provide a quick method for executing actions on Oracle WebLogic servers.
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Caution: These script commands control the Oracle WebLogic Server
Managed Server that includes the WebCenter Content Server and the
Oracle WebLogic Server Administration Server, which includes the
Administration Console. If you do not want to start or stop the Oracle
WebLogic Server Administration Server, then use another method to
restart the Content Server instance.

To Restart Content Server with Scripts:

Run the script to stop the Oracle WebLogic Server Managed Server with WebCenter
Content (in this example, named UCM_serverl). Next, only if necessary, run the
script to stop the Oracle WebLogic Server Administration Server. When the server or
servers have stopped, if appropriate run the script to start the Oracle WebLogic Server
Administration Server, and finally run the script to start the Oracle WebLogic Server
Managed Server with WebCenter Content.

Windows script:

MW_HOME\user_projects\domains\DOMAIN_HOME\bin\stopManagedWeblogic.sh UCM_serverl
MW_HOME\user_projects\domains\DOMAIN HOME\bin\stopWeblogic.sh
MW_HOME\user_projects\domains\DOMAIN HOME\bin\startWeblogic.sh
MW_HOME\user_projects\domains\DOMAIN HOME\bin\startManagedWeblogic.sh UCM_serverl

UNIX script:

MW_HOME/user_projects/domains/DOMAIN_HOME/bin/stopManagedWeblogic.sh UCM_serverl
MW_HOME/user_projects/domains/DOMAIN_HOME/bin/stopWeblogic.sh
MW_HOME/user_projects/domains/DOMAIN_