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Preface

This preface describes the purpose and organization of the Oracle Enterprise Manager
Concepts Guide and contains the following information:

Topic See Page

Purpose of This Guide iX

Audience iX

How this Guide Is Organized X

Documentation xi

Related Publications xiii
Purpose of This Guide

Audience

This guide presents a general overview of Oracle® Enterprise Manager version 2.1.
Oracle Enterprise Manager is a system management tool that provides an
integrated solution for managing your heterogeneous environment. The product
combines a graphical console, agents, common services, and tools to provide an
integrated, comprehensive systems management platform for managing Oracle
products.

This guide explains the general concepts of Oracle Enterprise Manager. You should
already be familiar with Oracle and the administrative tasks you wish to perform.

For general information about the Oracle Server and how it works, see the Oracle
Server Concepts Guide. For further information about database administration



procedures, see the rest of the Oracle Server documentation set. The Oracle Server
documentation contains specific and thorough descriptions of the database
administration tasks you can perform with Oracle Enterprise Manager tools and
provides recommendations on how to administer your database optimally.

You should also be familiar with the operation of your specific Microsoft Windows
or UNIX operating system. See the documentation for your Windows or UNIX

system, if necessary.

How this Guide Is Organized

This guide is divided into the following chapters:

Chapters

Description

Chapter 1, "Overview of Oracle Enterprise Manager"

Chapter 2, "The Console"

Chapter 3, "Job and Event Systems"

Chapter 4, "DBA Management Pack"

Chapter 5, "Oracle Management Packs and Integrated
Applications”

Chapter 1 describes the overall architecture and
features of Oracle Enterprise Manager - the
console, Oracle Management Server, and the
common services.

Chapter 2 describes the layout and use of the
Oracle Enterprise Manager Console.

Chapter 3 describes the Job Scheduling and Event
Management Systems, which execute jobs and
monitor for occurrences on sites throughout the
network.

Chapter 4 describes the DBA Management Pack,
which is a set of administrative tools bundled with
Oracle Enterprise Manager.

Chapter 5 describes Oracle Enterprise Manager’s
integrated applications and the optional system
management packs which extend Oracle
Enterprise Manager’s functionality.




Documentation
The

following is a list of the Oracle Enterprise Manager documentation, including

the documentation for the optional management packs:

Oracle Enterprise Manager Documentation

Ora

The Oracle Enterprise Manager Readme provides important information regarding
updates to the software and other late-breaking information.

The Oracle Enterprise Manager Administrator’s Guide explains how to use Oracle
Enterprise Manager’s console, common services, and database administration
tools.

The Oracle Enterprise Manager Concepts Guide provides an overview of Oracle
Enterprise Manager, its architecture, and components.

The Oracle Enterprise Manager Configuration Guide explains how to configure and
start Oracle Enterprise Manager.

The Oracle Intelligent Agent User’s Guide describes how to use the Oracle
Intelligent Agent with Oracle Enterprise Manager.

The Oracle SNMP Support Reference Guide is intended for third-party developers
of SNMP-based management applications. Database administrators who may
be familiar with Oracle products, but who may be less familiar with SNMP may
also find this guide useful.

The Oracle Enterprise Manager Messages Manual lists the Oracle Enterprise
Manager error messages and methods for diagnosing them.

cle Change Management Pack Documentation

The Oracle Enterprise Manager Change Management Pack Readme provides
important notes regarding the Oracle Change Management Pack on-line
documentation, updates to the software, and other late-breaking information.

The Oracle Enterprise Manager Getting Started with Oracle Change Management
Pack manual provides an overview of the concepts and features of the Oracle
Change Management Pack application.

The Oracle Change Management Installation CD-ROM insert describes how to
install the Oracle Change Management Pack.

Xi



Xii

Oracle Diagnostics Pack Documentation

The Oracle Enterprise Manager Diagnostics Pack Readme provides important notes
regarding the Oracle Diagnostics Pack on-line documentation, updates to the
software, and other late-breaking information.

The Oracle Enterprise Manager Performance Monitoring and Planning Guide
explains how to monitor system performance with Oracle Diagnostics Pack.

The Oracle Enterprise Manager Oracle Trace User’s Guide explains how to use the
Oracle Trace application to capture and use historical data to monitor Oracle
databases.

The Oracle Enterprise Manager Oracle Trace Developer’s Guide explains how to
instrument your application with Oracle Trace routines.

The Oracle Diagnostics Pack Installation CD-ROM describes how to install the
Oracle Diagnostics Pack.

Oracle Tuning Pack Documentation

The Oracle Enterprise Manager Tuning Pack Readme provides important notes
regarding the Tuning Pack on-line documentation, updates to the software, and
other late-breaking information.

The Oracle Enterprise Manager Database Tuning With the Oracle Tuning Pack guide
provides information on how to tune your system optimally with Oracle Tuning
Pack and its components.

The Oracle Tuning Pack Installation CD-ROM describes how to install the Oracle
Tuning Pack.

Oracle Standard Management Pack Documentation

The Oracle Standard Management Pack Readme provides important notes
regarding the Standard Management Pack documentation, updates to the
software, and other late-breaking information.

The Getting Started With the Oracle Standard Management Pack guide provides
information about the concepts and features of Oracle Standard Management
Pack.

The Oracle Standard Management Pack Installation CD-ROM insert describes how
to install the Oracle Standard Management Pack.



Oracle Management Pack for Oracle Applications Documentation

The Oracle Management Pack for Oracle Applications Readme provides important
notes regarding the Management Pack for Oracle Applications documentation,
updates to the software, and other late-breaking information.

The Getting Started with Oracle Management Pack for Oracle Applications guide
provides information about the concepts and features of the Management Pack
for Oracle Applications.

The Oracle Management Pack for Oracle Applications Installation CD-ROM insert
describes how to install the Management Pack for Oracle Applications.

Oracle Management Pack for SAP R/3 Documentation

The Oracle Management Pack for SAP R/3 Readme provides important notes
regarding the Management Pack for SAP R/3 documentation, updates to the
software, and other late-breaking information.

The Oracle Enterprise Manager Getting Started with Oracle Management Pack for
SAP R/3 guide provides information about the concepts and features of the
Management Pack for SAP R/3.

The Oracle Management Pack for SAP R/3 Installation CD-ROM insert describes
how to install the Management Pack for SAP R/3.

Related Publications

The following publications contain related information:

For general information about Oracle8i and how it works, see Getting to Know
Oracle8i and Oracle8i Concepts.

For information about administering Oracle8i, see the Oracle8i Administrator’s
Guide.

For the procedures for migrating a previous version of Oracle, see Oracle8i
Migration.

For information on Oracle’s SQL commands and functions, see Oracle8i SQL
Reference.

For information about utilities bundled with Oracle8i, refer to the Oracle8i SQL
Reference.

For information about Oracle messages and codes, refer to Oracle8i Error
Messages.

Xii
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« For information about the Oracle networking system, see your network-specific
documentation.

« For information about Oracle8i on Windows NT, see the Oracle8i Installation
Guide for Windows NT, the Oracle8i Administrator’s Guide for Windows NT, and the
Release Notes.

= For information on Oracle Parallel Server, refer to the Oracle8i Parallel Server
Setup and Configuration Guide, which provides essential information for
preparing Oracle8i for use with Oracle Parallel Server and Oracle Enterprise
Manager. The "Introducing Oracle Parallel Server" chapter provides a
conceptual and component overview of Oracle Parallel Server. This information
will help you prepare and plan your Oracle Parallel Server installation and
configuration in an Oracle8i environment.

Oracle Corporation also publishes several files that are available on your
distribution media. These files are usually named README, RELNOTE, BUGHST,
and RESTRICT and have extensions such as .WRI, .DOC, and .TXT. These files
describe changes to the software or documentation that have not been described in
the documentation.

Note: The exact names and locations of the files mentioned above may vary
depending on your operating system.
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Overview of Oracle Enterprise Manag

Oracle Enterprise Manager is a system management tool that provides an
integrated solution for centrally managing your heterogeneous environment.
Combining a graphical console, Oracle Management Servers, Oracle Intelligent
Agents, common services, and administrative tools, Oracle Enterprise Manager
provides a comprehensive systems management platform for managing Oracle

er

products.

From the client interface, the Oracle Enterprise Manager Console, you can perform
the following tasks:

Centrally administer, diagnose, and tune multiple databases
Manage Oracle products and services other than databases

Effectively monitor and respond to the health of your Oracle family of products
and third-party services 24 hours a day

Schedule activities on multiple nodes at varying time intervals
Monitor networked services for events

Customize your display by organizing databases and other services into logical
administrative groups

Overview of Oracle Enterprise Manager 1-1



Three-Tier Framework

This chapter presents an overview of Oracle Enterprise Manager’s benefits,
architecture, and major components. The chapter is divided into the following
sections:

Topic See Page
Three-Tier Framework 1-2
Benefits of Oracle Enterprise Manager 1-8
The Basic Components 1-8

Three-Tier Framework

Clients

Oracle Enterprise Manager architecture consists of a three-tier framework. Unlike a
two-tier client-server structure, where a client tier responsible for the presentation
of information accesses data from a server, version 2 of Oracle Enterprise Manager
utilizes a three-tier architecture which includes:

= Console and management applications - first tier
« Oracle Management Server(s) - second tier
« Managed nodes containing databases and other services - third tier

With Oracle Enterprise Manager, data-intensive business logic is moved off the
client and is recast as shared services on one or more middle-tier Oracle
Management Servers, providing reliability, scalability, and fault tolerance for
enterprise environments.

The first tier of Oracle Enterprise Manager is comprised of clients such as consoles
and management applications, which present graphical user interfaces to
administrators for all management tasks. These client components can be installed
locally or brought up with a web browser.

The first-tier clients depend on second-tier Oracle Management Servers for the bulk
of their application logic. The consoles and management applications communicate
with one or more Oracle Management Servers via standard CORBA interfaces and
IIOP.

1-2 Oracle Enterprise Manager Concepts Guide



Three-Tier Framework

Oracle Management Server

The second tier of the Oracle Enterprise Manager framework is comprised of one or
more Oracle Management Servers, which process system management tasks sent by
the console. The Oracle Management Server provides centralized intelligence and
distributed control between the console (first tier) and the managed nodes (third
tier).

The Oracle Management Server uses a repository to store all system data,
application data, information about the state of managed nodes, and information
about any system management packs. A repository is a set of database tables that
can be located in any Oracle database accessible to the Oracle Management Server.
If necessary, a large enterprise can use more than one Oracle Management Server in
the middle tier. Multiple Oracle Management Servers share a repository and
provide reliability and fault tolerance for one another.

One of the most important responsibilities of the Oracle Management Server is
distributing tasks to the Oracle Intelligent Agents, which run on managed nodes in
the third tier. The Intelligent Agents are responsible for the localized execution of
tasks and the on-going monitoring of databases and other services on the managed
nodes.

Overview of Oracle Enterprise Manager 1-3



Three-Tier Framework

Figure 1-1 Three-tiered Architecture
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Managed Nodes

The third tier of the Oracle Enterprise Manager framework is comprised of
managed nodes which contain databases and other managed services. Residing on
each node is an Oracle Intelligent Agent, which communicates with the Oracle
Management Server(s) and performs tasks sent by consoles and client applications.

Intelligent Agent

The Oracle Intelligent Agent monitors databases and other services in the node for
registered events (potential problem occurrences) and scheduled jobs (activities),
both sent by the client via the middle-tier Oracle Management Server(s).

Intelligent Agents function independently of the databases and other services they
support, and also function independently of the console, management applications,
and Oracle Management Servers. By running independently of other components,
Intelligent Agents can perform such tasks as starting up and shutting down a
database and staying operational if another part of the system is down.

1-4 Oracle Enterprise Manager Concepts Guide



Benefits of Oracle Enterprise Manager

Intelligent Agents support Simple Network Management Protocol (SNMP),
enabling third-party applications to communicate with the agent and be managed
along with Oracle services.

The Intelligent Agent also includes a data collection service that collects system
performance data (for example, file /0 or CPU usage data) for Capacity Planner
and Performance Manager, which are data-analysis applications in the optional
Oracle Diagnostics Pack, Oracle Management Pack for Oracle Applications, and
Oracle Management Pack for SAP R/3.

Note: For mored information about the Intelligent Agent, see the Oracle Intelligent
Agent Users Guide. For more information about the Oracle Diagnostics Pack, Oracle
Management Pack for Oracle Applications, and Oracle Management Pack for SAP
R/3, see Chapter 5, "Oracle Management Packs and Integrated Applications". For
more information about Oracle Enterprise Manager architecture, see the Oracle
Enterprise Manager Quick Tour.

Benefits of Oracle Enterprise Manager

Oracle Enterprise Manager enables administrators to maintain the highest level of
performance and availability while controlling system management costs. This
section describes the major benefits of Oracle Enterprise Manager and its scalability,
power, and reliability.

Topic See Page
Single Point of Management 1-5
Multi-Administrator System 1-6
Scalability for Growing, Distributed Environments 1-6
Extensible Architecture 1-7
Automated Lights-out Administration 1-7
Autonomous Intelligent Agent 1-7
Ease of Use 1-8

Single Point of Management

From the Oracle Enterprise Manager Console, you can manage and administer all
your distributed systems, databases, tools, and users from a central location.
Through an intuitive graphical user interface that provides powerful and robust
system management, the console gives you a central point of control for the Oracle

Overview of Oracle Enterprise Manager 1-5



Benefits of Oracle Enterprise Manager

environment. The easy-to-use interface enables even junior systems administrators
to be effective with minimal training.

With Oracle Enterprise Manager, a distributed enterprise can be managed as easily
and effectively as a local workgroup, lowering the cost of system ownership. The
Oracle Enterprise Manager framework allows the automation and delegation of
routine, time-consuming tasks on multiple services. Jobs can be scheduled on
multiple nodes simultaneously and groups of services can be monitored together.

Multi-Administrator System

In many enterprises, teams of database administrators must cooperate to manage
numerous systems, often remotely. With Oracle Enterprise Manager, database
management tasks can be organized and distributed in multi-administrator
enterprises, and system data can be safely shared among administrators.

With Oracle Enterprise Manager, system data, application data, and the state of
managed services is contained in the Oracle Management Server and a backend
repository, which stores all administrative data. (If you are using more than one
Oracle Management Server, they share a repository). The Oracle Management
Server handles security and distributes notifications and management information
to administrators based on the permissions that are set up for them in the
repository. Each administrator has an account which provides access to the Oracle
Management Server and the central data stored in the repository.

The Oracle Management Server filters information as it flows between different
consoles and the services on the managed nodes. Because all administrative data is
stored in a central repository, administrators can work together and see the activity
of other administrators. This distribution of information reduces redundancy, which
saves time and keeps administrative costs down.

Scalability for Growing, Distributed Environments

With its three-tier architecture, Oracle Enterprise Manager is more scalable than
ever in maintaining performance and automating routine tasks in rapidly growing,
distributed environments. As the number of nodes and managed services in your
network increases, or if the current Oracle Management Server is overloaded, you
can add more Oracle Management Servers to the middle tier to share and balance
the workload. Balancing the workload in the middle tier rather than investing in
additional systems management overhead, controls the cost of systems
management.
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Because multiple Oracle Management Servers share a repository as their back-end
store, they provide fault tolerance for each other. If one Oracle Management Server
goes down, the clients registered with it can immediately log in again and register
with any of the other Oracle Management Servers running with that repository, and
work continues seamlessly. Any clients registered with an Oracle Management
Server other than the failed one are unaffected.

Extensible Architecture

Oracle Enterprise Manager’s flexible architecture allows new products and
additional modules to be written and added to the suite. Oracle Enterprise
Manager’s use of open standards (CORBA, IIOP, etc.) makes it possible to integrate
third-party tools into the console.

Automated Lights-out Administration

In a large, distributed database environment, the proportion of managed nodes per
administrator increases rapidly, requiring tools that can automate tasks. Oracle
Enterprise Manager offers automated, “lights-out” task management and proactive
service monitoring for pre-set events, which enables control of the enterprise
without necessarily needing additional staff to meet increasing system
responsibilities.

Using the Job Scheduling System, you can automate routine tasks such as database
backups or running reports on a regular basis. Using the Event Management
System, you can have remote databases and other services monitored for important
occurrences (events) and set up “fixit” jobs that automatically execute in response to
events. Monitoring of services for occurrences and automatic problem correction
ensures that problems are dealt with before they noticeably impact end users.

Autonomous Intelligent Agent

Because jobs are executed locally at the managed nodes, they can be completed
even when a crucial part of the network is down. Localized tasks are dependable
because all jobs are processed by the Intelligent Agents on the individual managed
nodes.

For example, if you schedule a job to run on a node, the job will be executed locally
at the node at the specified time, and will run even if a network outage occurs
between the node, the Oracle Management Server, and the console. If a service on
the node is down, the agent stores any jobs to be performed on the service until the
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Ease of Use

service is back up. If the console is down, the agent stores any information about the
status of the job until the console is back in service and can receive information.

Oracle Enterprise Manager provides a complete user-friendly system management
solution that allows administrators to manage distributed environments with a
minimum of effort. With the ability to see operational data in remote managed
services, an administrator can more easily make changes and execute commands.
The Oracle Enterprise Manager framework is designed to offer high scalability
without increasing complexity, allowing an administrator to manage more and
more services, confident that the environment is under control.

In addition, all Oracle Enterprise Manager applications have a similar graphical
user interface allowing the administrator to manage the Oracle enterprise using the
same familiar front end with each application. This interface can be used by both
beginning and advanced users, and also can serve as a training tool when used with
the Oracle Enterprise Manager wizards and quick tours.

Additionally, the Oracle Management Servers and consoles require little or no
configuration. Manual intervention from the administrator is reduced to an absolute
minimum.

The Basic Components

Console

This section describes in further detail the basic components of Oracle Enterprise
Manager and contains the following sections:

Topic See Page
Console 1-8
Oracle Management Server 1-9
Common Services 1-11

DBA Management Pack 1-16

The Oracle Enterprise Manager Console is a client graphical user interface which
provides menus, toolbars, and drawers allowing access to Oracle tools as well as
utilities available through other vendors. The console is partitioned into four panes
for different administrative purposes. These panes include:
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« Navigator pane
«  Group pane

« Jobs pane

« Events pane

Figure 1-2 shows the console screen.

Figure 1-2 Oracle Enterprise Manager Console
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Note: See Chapter 2, "The Console" for descriptions of the basic components of the
console and how they are organized. For information about the console menus, see
the Oracle Enterprise Manager Administrator’s Guide.

Oracle Management Server

The Oracle Management Server is the middle tier in the Oracle Enterprise Manager
framework and provides centralized intelligence and controlled distribution
between console clients and managed nodes. A central engine for notification, the
Oracle Management Server processes all system management tasks and administers
the distribution of these tasks to Intelligent Agents on managed nodes across the
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enterprise. When multiple Oracle Management Servers are used, they share and
balance the workload, ensuring high performance and scalability.
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Common Services

Oracle Enterprise Manager is made up of common services that help you manage
the Oracle environment.

These common services include:

« Repository

« Service Discovery

« Job Scheduling System

« Event Management System

= Notification System and Filtering
« Paging/Email Blackouts

« Security

Repository

A repository is a set of tables in an Oracle database and is used as a back-end store
by the Oracle Management Server(s). The Repository contains state information for
the managed environment, including the management packs, and is created when
you set up an Oracle Management Server using the Oracle Enterprise Manager
Configuration Assistant. The repository tables can be installed in any database
accessible to the Oracle Management Server.

Whatever the administrator sees on the console when connected to the Oracle
Management Server is determined by the administrator’s permissions data stored
in the repository.

Service Discovery

Oracle Enterprise Manager automatically discovers (locates) all the databases and
other services running on the managed nodes once the nodes are identified. During
the discovery process, Intelligent Agents search for services on the nodes they
manage, then communicate their findings to the Oracle Management Server.
Discovered services are then displayed in a hierarchical tree view in the Navigator
window of the console, displaying a big-picture view of all discovered nodes and
their respective services.
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Job Scheduling System

The Job Scheduling System enables the automation of standard and repetitive
administrative tasks. With the Job Scheduling System, you can create and manage
jobs, schedule their execution, and view and share information about defined jobs
with other administrators connected to the repository. Upon job completion or
failure, the system automatically notifies you and/or other administrators through
console alert (with view permissions), e-mail, or page.

Because a job is an administrative entity (object) within the Oracle Enterprise
Manager framework, an owner is always specified for the job as well as basic
security parameters, which prevent or allow viewing and modifications by other
administrators.

Note: For more information about the Job Scheduling System, see Chapter 3, "Job
and Event Systems".

Event Management System

The Event Management System allows the Oracle environment to be monitored for
operational occurrences and borderline conditions such as loss of service, shortage
of storage, and resource problems such as high CPU usage. These critical
occurrences, called “events”, are each made up of one or more "tests" which an
Intelligent Agent makes towards a managed service when an event is registered
against it. When you register an event through the console, you define the event
condition by selecting one or more tests.

When an event occurs and is detected by an Intelligent Agent, specified
administrators are notified by console alert, e-mail, or page, depending on their
permissions and preferred credentials. You can also set up a “fixit” job to run
automatically in response to an event.

As in the Job Scheduling System, you can share event information with other
administrators connected to the repository. Events are also objects within the Oracle
Enterprise Manager framework and are assigned owners and security parameters.

Note: For more information about the Event Management System, see Chapter 3,
"Job and Event Systems".
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Notification System and Filtering

Administrators can be notified of the status of jobs and events by console alert,
e-mail, or page. When scheduling a job or registering an event, you set up
notification procedures and choose which administrators to have notified of job
completion or failure or event occurrence. You can also filter e-mail and pages sent
to administrators according to job status or event severity level.

Paging/Email Blackouts

Oracle Enterprise Manager has a paging and email blackout feature, which prevents
administrators from being flooded with emails and pages if a managed service is
brought down. For example, if a service is brought down on a regular basis for
scheduled maintenance, you can specify paging and email "blackouts" for the
services during those periods. During a specified blackout, enhanced notification
(paging/e-mail) is deactivated while the service is down.

Security

Security parameters in Oracle Enterprise Manager are defined for services, objects,
and administrators. All administrator accounts are defined by a Super
Administrator who creates and defines the permissions of all the repository’s
administrators. A Super Administrator can access any object and control its security
parameters, including objects owned by other administrators. Security parameters
are set up in the Preferences dialog box, shown in Figure 1-3:
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Figure 1-3 Preferences Dialog Box
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The following table describes the options available in each tab of the Preferences

dialog box.

Preference Description

General The General tab is for editing your name and password and
enabling or disabling Advanced Mode, which displays advanced
DBA features.

Notification The Notification tab is for setting up paging and e-mail preferences,
including notification filtering, and can also be used to send test
pages and e-mails.

Schedule The Schedule tab is for choosing how you want to be notified when

Default Permissions

Preferred Credentials

an event or job condition occurs, and what hours of the day and
week you are available to be notified.

The Default Permissions tab is for choosing the default permissions
settings for objects that you create (jobs, events, and groups). These
permissions affect whether other administrators can access the
objects you create, and if they can, whether they have modify
permissions or just view permissions. You can also choose whether
to have other administrators notified of event and job status.

Overriding your default permissions when creating an object is
also possible. For example, your default permissions will
automatically be applied when you create a job, but you can
override these permissions during job creation if you prefer.

The Preferred Credentials tab is for setting up names, passwords,
and roles for nodes, listeners, databases, and other services that
you administer in the network. With your credentials for these
services pre-set, you only need to log into the console once, and
then are transparently logged into a service when you select it
anywhere in the console.

If you try to access an object or service for which your preferred credentials are not
set up, the service will try using your console login information.

Overview of Oracle Enterprise Manager 1-15



The Basic Components

DBA Management Pack

Bundled with Oracle Enterprise Manager is the DBA Management Pack, which is
an integrated set of standard database administration tools to help automate and
simplify the common daily tasks of administrators. These supplemental tools focus
on specific areas of database administration, helping administrators with their daily
and routine tasks of managing databases and other services and keeping them
operational.

Oracle Enterprise Manager also contains integrated applications for help in
managing the Oracle Environment.

Note: For an overview of the database tools, see Chapter 4, “DBA Management
Pack” or the Oracle Enterprise Manager online help. For information on the
integrated applications, see Chapter 5, "Oracle Management Packs and Integrated
Applications".
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The Console

The console is a client interface in the first tier of the Oracle Enterprise Manager
framework and is used to centrally manage and administer multiple databases and
other services and your entire Oracle environment. This chapter describes the basic
components of the console and how they are organized, and is divided into the
following sections:

Topic See Page
Console Graphical User Interface 2-1
Console Panes 2-3

Console Graphical User Interface

The Oracle Enterprise Manager Console is an easy-to-use, customizable graphical
user interface that provides a single point of access to your entire network
environment. The console has four panes: the Navigator, Group, Jobs, and Events
panes.

The console’s four panes provide a general view of the Oracle environment being
managed and are an interface to the Oracle Enterprise Manager common services
(repository, service discovery, Job Scheduling System, Event Management System,
notification, filtering, blackouts, and security parameters). Each pane can be resized
or hidden to enhance or diminish views of objects.
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Figure 2—1 Oracle Enterprise Manager Console
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Oracle Management Packs can be accessed from the console from “drawer” icons
representing each management pack installed and containing the tools included in
each pack. If additional management packs are installed (Oracle Tuning Pack,
Oracle Diagnostics Pack, Oracle Change Management Pack, etc.), a separate drawer
appears for each pack. There is also a drawer containing features in DBA
Management Pack, which is a set of tools bundled with Oracle Enterprise Manager.
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Console Panes

This section describes each of the four panes in the console.

Topic See Page
Navigator Pane 2-3
Group Pane 2-6
Jobs Pane 2-7
Events Pane 2-9

Navigator Pane

The Navigator pane displays a hierarchical tree view of all discovered objects in the
network, giving an administrator a big picture of the relationships among the
objects. The Navigator pane displays folders for databases, groups, listeners, nodes,
as well as folders for any other types of services as they are discovered.

When you select a folder or object in the Navigator tree, its lower-level objects or
folders appear in drill-down views. Objects listed in the tree include nodes and their
respective listeners, databases and other services; users and their roles and profiles;
and groups.
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Figure 2-2 Navigator Pane’s Drill-down Tree View of Network Objects
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From the Navigator pane, you can select objects and perform administrative tasks
on them, drag and drop objects into the Group pane to create administrative
groups, and launch integrated applications using the menus or right-mouse button.

Navigator Split View

The Navigator pane contains a Split View option for viewing an object in one pane
and the object’s contents in a second pane. Figure shows the Navigator pane before

using the Split View option.
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Figure 2-3 Navigator Pane Before Using the Split View Option
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Figure 2—-4 shows the Navigator pane using the Split View option. By selecting the
Databases folder and using the Split View option, you can see all the objects in the
Databases folder in a separate pane. Using a split view, you can navigate through a
long list of objects while still maintaining the original pane for reference, adding

additional split views for other folders and objects as needed.

Figure 2-4 Navigator Pane With a Split View
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Note: For more information on the Navigator pane, see the Oracle Enterprise

Manager Administrator’s Guide.
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Group Pane

The Group pane allows you to graphically view and construct logical
administrative groups of objects for more efficient management and administration.
Obijects can be grouped together based on any criteria such as function, department,
geographical location, or number of administrators. The Group pane is especially
useful for managing environments with large numbers of databases and other
services, or seeing the relative location of managed services.

Problems detected by the Event Management System can be visually represented in
the Group pane, and icons representing services in a group change to reflect the
status of events.

When an event occurs that was registered against a group, a colored flag appears on
the group’s icon. The flag’s color represents the severity level of the event. If several
events are registered against a group, and more than one event occurs, the flag
appears in the color representing the most severe event condition in the group. With
this event roll-up feature, an administrator can see first hand the highest level of
event severity in a group. (If no flag appears, then no event has occurred).

Figure 2-5 Group Pane
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With the Group System, you can create, save, modify, and recall multiple varied
views of the network. Groups are created by first naming and registering a group in
the Group pane, then dragging objects that you want to manage as a unit from the
Navigator pane and dropping them into the Group pane. (An object can be in more
than one group.)
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Jobs Pane

The Group pane can be customized with a graphical background to reflect your
operational environment, making it easy to locate, diagnose, and act on
encountered conditions. For example, if you are responsible for several systems in
Europe, you could use a background map of Europe and place each system icon in
the country where the system resides. If an event occurs on any of the systems, a
flag appears on the system’s icon in the Group pane.

Jobs and events registered to a group are registered against all valid services of the
same type within the group. Like other objects, a group is granted permissions such
as which administrators can view the group or alter it, and who is to be notified if
certain conditions in the group occur.

Note: For more information about the Group pane, see the Oracle Enterprise
Manager Administrator’s Guide.

The Jobs pane is the user interface to the Job Scheduling System, which enables you
to automate repetitive administrative tasks, providing the kind of “lights out”
management which is vital in a large, distributed environment.

Figure 2—6 Jobs Pane
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The Jobs pane contains two tabbed pages, described in the following table:

Page Function

Active The Active page contains a summary of active jobs on the
network. These are jobs that have been submitted to the job
system and have not yet been completed. A job listed in the
Active Jobs page is currently scheduled or running.

History The History page contains a list of previous job activities, such
as multiple runs of a job. These are jobs that have been
submitted to an agent and have run successfully or
unsuccessfully, or cancelled.

The Active and History pages automatically refresh when toggling between tabs.

A job is made up of one or more tasks. You select these tasks when you schedule a

job to be run on the databases or other services that you are administering. Jobs can
be executed immediately, set for future execution, or scheduled to be performed at
regular intervals.

Administrators can use any of the pre-defined job tasks offered with the base
system, or define their own tasks using SQL or OS commands. Any tasks can be
grouped together to create a job.

Tasks within a job can be set to be executed based on the success or failure of
previous tasks in the job. For example, if an administrator wants users to be notified
before a system shuts down, but the notification fails, the system-shutdown task in
the job can be halted to avoid unnecessary negative impact on the uninformed
users. Depending on the success or failure of a previous task in a job, an
administrator can choose to have certain tasks in the job performed or have the
entire job halt midway.

Because jobs are executed by the nodes’ Intelligent Agents - which function
independently of the console, management applications, Oracle Management
Server, and the services residing on the nodes - jobs can be scheduled on multiple
services and groups of services at once.

Once a job has been successfully performed, or if a job failure occurs, designated
administrators are notified by console alert (if they have view permissions), page, or
e-mail. Jobs that have been scheduled and have not yet been completed can be
viewed, altered, or cancelled in the Active Jobs page. Jobs that have been
successfully or unsuccessfully completed are stored in the Job History page, which
keeps a historical record of jobs scheduled in your network. Jobs can also be saved
in the Job Library to be scheduled at a future time.
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Events Pane

Like other objects, a job is granted permissions such as which administrators can
view the job or alter it, and who is to be notified if certain conditions occur.

Note: For more information on the Job Scheduling System, see Chapter 3, "Job and
Event Systems". For detailed information on the Jobs pane, see the Oracle Enterprise
Manager Administrator’s Guide.

The Events pane is the interface to the Event Management System and enables you
to monitor your network for problem occurrences. An event is made of up one or
more tests which an Intelligent Agent checks against one or more of its managed
services in monitoring for critical occurrences.

To register an event, an administrator specifies one or more tests in the Events pane
and then registers the event against one or more managed services or groups of
services. When the Intelligent Agent(s) detects a critical occurrence by performing
tests on the service(s), it notifies the Oracle Management Server, which then notifies
the appropriate administrator console based on the permissions that are set for the
event.

Like Jobs, Events have assigned permissions such as which administrators can view
or modify the event and who is to be notified when the event occurs. After
registering an event, the Events pane can be used to modify, cancel, or check the
status of the event and see information about past events.

The Events pane contains the following tabbed pages:

Page Function

Alerts This page displays events that have occurred and have not yet
been cleared by an administrator or have not yet been manually
moved to the History page.

Registered This page displays events that have been registered and for
which Intelligent Agents are currently testing services.

History This page displays events that have cleared or have been
manually moved from the Alerts page.
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Figure 2—7 Events Pane
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The Alerts, Registered, and History pages automatically refresh when toggling
between tabs.

When you select an event listed in the History or Alerts page, the Event Viewer
window appears containing the following pages:

Page Function

General This page displays properties of events and the tests that
comprise them.

Log This page is for viewing and adding comments about events.
Any administrator with Modify or Full permissions can add a
comment to this page.

Notification Details This page contains information about all the notifications that
were sent when an event occurred.

Note: For more information on the Event Management System, see Chapter 3, "Job
and Event Systems".

2-10 Oracle Enterprise Manager Concepts Guide



3

Job and Event Systems

This chapter describes the Oracle Enterprise Manager Job Scheduling System and
Event Management System.

The Job Scheduling System enables the automation of standard and repetitive tasks.
With the Job system, you can create and manage jobs, schedule runs of jobs, and
view information about jobs. Jobs can be scheduled against a single target (database
or other service) or multiple targets in a network. If the node or its Intelligent Agent
is down, the job request is queued, and once the node can be contacted, the queued
job is submitted to the agent.

The Event Management System monitors your network environment for specific
event conditions, such as loss of service or lack of storage. When registering an
event, you choose pre-defined tests to be run against managed services by
Intelligent Agents, then you select the notification parameters for which you or
other system administrators will be notified. For some events, a fixit job can be set
to automatically run in response to the event to correct the problem.

This chapter describes the Job Scheduling System and the Event Management
System:

Topic See Page
Job Scheduling System 3-2
Event Management System 3-7
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Job Scheduling System

The Job Scheduling System allows you to schedule and manage job tasks
throughout the network, even remotely. Any job that an administrator can perform
from the operating system command or with SQL can be sent from the Job
Scheduling System - and can be performed on any remote system.

With the Job Scheduling System, you can perform asynchronous tasks on multiple
databases and other services without having to maintain connections to all those
services. In addition, jobs can run simultaneously on different nodes in the system.

The three tiers of Oracle Enterprise Manager - the console and its Job Scheduling
pane, the Oracle Management Server, and agents residing on managed nodes -
work in unison to schedule and execute the job.

From job scheduling to job completion, the following steps occur:

1. From the console Jobs pane, a job is submitted that is made up of one or more
tasks.

2. The Oracle Management Server stores the information and checks if the target
node is up or down. If the node or its agent is down, the Oracle Management
Server queues the job.

3. Once the node can be contacted, the Oracle Management Server sends the job
information to the Intelligent Agent residing on the managed node. (Jobs can be
sent to multiple nodes concurrently.)

4. The agent executes the job on schedule.

5. The agent returns any related job messages back to the Oracle Management
Server for display in the appropriate consoles based on administrator
permissions. If the agent cannot get in touch with the Oracle Management
Server, it queues the messages.
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This section discusses the benefits of the Job Scheduling System.

Topic See Page
Pre-defined System Tasks 3-3
Job Scheduling 3-4
Lights-out Management 3-5
Cross-Platform Job Scripts 3-5
Job Progress 3-5
Job Notification and Filtering 3-5
Communication with the Intelligent Agent 3-6
Complex Jobs 3-6
Scalability 3-6
Security and Jobs 3-6

Pre-defined System Tasks

When scheduling a job, you construct it with one or more tasks. The Job Scheduling
System includes a variety of pre-defined tasks from which to select, such as starting
up or shutting down services, and running SQL scripts or operating system
programs.
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Figure 3—1 Selecting Tasks When Creating a Job
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Job Scheduling

The Job Scheduling System is easy to use because the task of scheduling and
managing jobs is centralized in the Oracle Management Server. A job needs only to
be sent once, regardless of the number of destinations or the number of times it will
run.

After a job is submitted, the Oracle Management Server sends the job information to
the appropriate Intelligent Agents on the selected destinations. The agents are
responsible for running the job on schedule and returning job status messages back
to the Oracle Management Server which then alerts the appropriate console(s).

When a job is submitted to one or more destinations, it is possible that any one of
those services may be down. If a service or its agent is down, the Oracle
Management Server queues job requests that could not be delivered to the service.
Once the service can be contacted, the Oracle Management Server submits the
queued job to the agent.

If a job has been scheduled with an agent, and the connection between the agent
and the Oracle Management Server goes down, the agent still executes the job on

3-4 Oracle Enterprise Manager Concepts Guide



Job Scheduling System

schedule. When the job is completed, and if the Oracle Management Server is back

up, the agent notifies the Oracle Management Server, which then displays the status
of the job on the console. If the Oracle Management Server cannot be contacted, the

agent queues the status message until the server is available.

To schedule a job, you do not have to connect directly to the node on which the job
will be run. You only need to submit the job from the console and specify the
destinations on which it should run. The destinations can include nodes, databases
(and other services), listeners, and groups of such destinations.

Lights-out Management

The Job Scheduling System allows you to automate repetitive and periodic tasks
and problem correction. If a job needs to be run periodically, the agents reschedule
the job without the need for additional intervention. Messages about a job’s status
are reported back to the console.

The Job Scheduling System can be used with the Event Management System to
automate problem correction. When you register an event, you have the option of
specifying a fixit job, which will automatically be run in response to an event to
correct the problem.

Cross-Platform Job Scripts

Job Progress

Jobs are implemented as Tool Command Language (Tcl) scripts. Tcl is a
platform-independent scripting language used to write both job and event scripts.
For example, a job can be run against a UNIX and an NT machine at the same time,
without changing a single byte of information in the job definition.

You can monitor the progress of a job by double-clicking on the job in the Active
Jobs page of the Jobs pane. When you click on a job in the list, the Job Properties
dialog box appears providing information about the job’s activities and progress.

After ajob is run, a list of tasks comprising the job and the time that each task
completed or failed appears in the Progress tab of the Job Properties dialog box.

Job Notification and Filtering

Administrators can be notified in various ways of the status of jobs, such as by
electronic mail or page, depending on the administrator’s preferences. With the job
scheduling system, you can set up notification procedures and choose which
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administrators to have notified of job completion or failure. You can also filter
e-mail and pages sent to administrators according to a job’s status.

Communication with the Intelligent Agent

Although a job is submitted from the console, the job scripts themselves reside on
the Intelligent Agents residing on the managed nodes. Because the manner in which
ajob is implemented may depend on the platform, each agent keeps its own set of
job scripts.

Complex Jobs

A complex job is a job comprised of more than one task. Tasks in a job can be set up
in any order, and can be configured to depend on the success or failure of other
tasks in the job. For instance, a task in a job can be configured to halt if the previous
task in the job fails.

Scalability

The Job Scheduling System allows you to run jobs efficiently on multiple remote
nodes. When you submit a job to run on a remote node, all the information needed
to run the job is transferred to the agent servicing the node.

When the job is run, it is run by the agent on that node, minimizing network traffic
between the remote node, the Oracle Management Server, and the console. The only
communication between the agent and the Oracle Management Server is the initial
transmission of the job and any subsequent messages about job status.

Because jobs are run independently by agents, you can submit any number of jobs
on multiple nodes without affecting the console. For example, you can submit
several jobs and then immediately administer something else without waiting for
the agents to schedule the jobs.

Additionally, because there is an Intelligent Agent residing on each managed node,
jobs can run on multiple nodes simultaneously. For example, you can submit a job,
such as running a report, on multiple databases worldwide. The job is then run
independently by each agent servicing each database. In this way, all jobs are
performed by their respective agents at the same time.

Security and Jobs

When jobs are run on a managed service, your preferred credentials for that service
(stored in the repository) are usually used for accessing that service; therefore, you

3-6 Oracle Enterprise Manager Concepts Guide



Event Management System

can perform any task from the console that you could perform if you were logged
directly into the service using those credentials.

Event Management System

The Event Management System can be used to automatically monitor managed
targets for potential problems, such as loss of service or lack of storage. The
administrator defines what to monitor by creating an “event”, which is a potential
problem occurrence for which the Intelligent Agent then monitors services. An
event is made up of one or more tests.

When a test within an event returns true, the Event Management System notifies
you or another administrator that you specify. In certain cases, Oracle Enterprise
Manager can also run a pre-defined fixit job to run in response to an event to correct
the problem.

The Event Management System includes the following processes:

« Creation and registration of events by the selection of one or more tests
« Notification of specified administrators

« Correction of problem occurrences

The registering and monitoring of an event involves the following steps:

1. From the Events pane in the console, you register an event made up of one or
more tests that you select from a list of pre-defined tests.

In registering the event, you select the managed target(s) in the network that
you want to monitor. You then select one or more tests to make up the event,
specifying threshold parameters for each test.

2. When you have completed these event specifications, you submit the event.

3. Theevent is passed to the Oracle Management Server, which stores the
information and checks if the node is up or down. If the node or its agent is
down, the Oracle Management Server queues the event.

4. If the node and its agent are up, the Oracle Management Server sends the event
information to the Intelligent Agent on the managed node containing the
destination service. (Events can be sent to multiple nodes concurrently.)

5. When an Intelligent Agent receives an event, it runs the event’s tests against the
target service or services at user-defined polling periods which continue until
the event is cancelled (de-registered).
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6. When one or more tests on a service return true, the agent alerts the Oracle
Management Server. If the Oracle Management Server is not reachable, the
agent queues the messages.

7. Once the Oracle Management Server is notified, the Event Management System
notifies administrators who have the Notify permission for the event and are
scheduled for notification. Administrators are notified by console alert if they
have at least view permissions, and can also be notified by page or e-mail alert
if specified.

Information about an event’s status is viewable in the Event Viewer window, which
is accessible when you double-click on a listed event on the Alert page or History
page in the Events pane. In the Event Viewer page you can check the status of an
event and share information about it with other administrators by recording and
viewing comments in the Event Log.

The Event Management System contains the following features:

Topic See Page
Proactive Event Management 3-8
Scalability 3-8
Event Notification and Filtering 3-9
Event Log 3-9

Proactive Event Management

Scalability

When registering an event, you have the option to specify a fixit job, which is run
by the agent on the managed node in response to an event. Events and fixit jobs
used together automate problem detection and correction. The proactive
management of an event ensures that a problem is corrected before it noticeably
impacts end-users.

The Event Management System allows one person to monitor multiple databases
and systems. For example, it would be difficult for one person to connect to 100
databases individually every day to check on each database’s performance.
However, using the Event Management System, one person can effectively have the
databases monitored 24 hours a day - with minimal performance impact on the
console - and can be alerted if a problem is detected. Because the monitoring is

3-8 Oracle Enterprise Manager Concepts Guide



Event Management System

performed by Intelligent Agents independently of the console, multiple services can
be monitored without slowing down other tasks.

The Event Management System also gives you the option of focusing on select
systems and events. Rather than monitoring all services or a large number of
services at once, you can choose to focus on select services.

Event Notification and Filtering

Event Log

When an event occurs, administrators are notified by console alert (if they have at
least view permissions) and can also specify to be alerted by e-mail or page. When
registering an event, you specify which administrator(s) are to be notified. You can
also filter e-mail and pages sent to administrators according to the event’s level of
severity.

When the threshold of any test in the event exceeds the level specified by the test’s
parameter values, all designated administrators are notified. If a test does not have
parameters, the alert occurs when the test returns true.

Every alert has a severity level indicated by color. The colors are displayed by an
event severity flag located next to the name of each event in the Alerts page of the
Events pane and on the target object(s) in the Groups pane.

The severity levels indicated by color are:
« Alertcleared (green)

«  Warning (yellow)

« Critical (red)

« Unknown/Node Down (grey)

An event can be set up to notify an administrator at either a Warning threshold or at
a Critical threshold. Additionally, if the event condition changes from Warning to
Critical, or vice versa, an updated notification is sent.

In the Events pane, you can manually move an event from the list of events in the
Alerts page to the History page; but the listed event will move back to the Alerts
page if a test exceeds a threshold again.

With the Event Log page, located in the Event Viewer page, administrators can
share information with other administrators about events and how they are being
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managed. The Event Log page allows comments to be entered on a selected event
by administrators with modify permissions for the event.

The informat