Oracle® Enterprise Manager
Connectors Integration Guide
10g Release 5 (10.2.0.5)
B32521-06
May 2009
Oracle Enterprise Manager Connectors Integration Guide, 10g Release 5 (10.2.0.5)
B32521-06
Copyright © 2009, Oracle and/or its affiliates. All rights reserved.
Primary Author: Michael Zampiceni
This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is prohibited.
The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please report them to us in writing.
If this software or related documentation is delivered to the U.S. Government or anyone licensing it on behalf of the U.S. Government, the following notice is applicable:
U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data delivered to U.S. Government customers are "commercial computer software" or "commercial technical data" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, duplication, disclosure, modification, and adaptation shall be subject to the restrictions and license terms set forth in the applicable Government contract, and, to the extent applicable by the terms of the Government contract, the additional rights set forth in FAR 52.227-19, Commercial Computer Software License (December 2007). Oracle USA, Inc., 500 Oracle Parkway, Redwood City, CA 94065.
This software is developed for general use in a variety of information management applications. It is not developed or intended for use in any inherently dangerous applications, including applications which may create a risk of personal injury. If you use this software in dangerous applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure the safe use of this software. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of this software in dangerous applications.
Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks of their respective owners.
This software and documentation may provide access to or information on content, products, and services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind with respect to third-party content, products, and services. Oracle Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of third-party content, products, or services.
Preface
This Preface contains these sections:
- Audience
- Documentation Accessibility
- Related Documentation
- Conventions
- Structure
Audience
The Oracle Enterprise Manager Integration Guide is intended for system integrators who want to integrate other management systems with Enterprise Manager.
Documentation Accessibility
Our goal is to make Oracle products, services, and supporting documentation accessible to all users, including users that are disabled. To that end, our documentation includes features that make information available to users of assistive technology. This documentation is available in HTML format, and contains markup to facilitate access by the disabled community. Accessibility standards will continue to evolve over time, and Oracle is actively engaged with other market-leading technology vendors to address technical obstacles so that our documentation can be accessible to all of our customers. For more information, visit the Oracle Accessibility Program Web site at
http://www.oracle.com/accessibility/
Accessibility of Code Examples in Documentation
Screen readers may not always correctly read the code examples in this document. The conventions for writing code require that closing braces should appear on an otherwise empty line; however, some screen readers may not always read a line of text that consists solely of a bracket or brace.
Accessibility of Links to External Web Sites in Documentation
This documentation may contain links to Web sites of other companies or organizations that Oracle does not own or control. Oracle neither evaluates nor makes any representations regarding the accessibility of these Web sites.
TTY Access to Oracle Support Services
To reach Oracle Support Services, use a telecommunications relay service (TRS) to call Oracle Support at 1.800.223.1711
Related Documentation
For information on setting up the environment for RAC provisioning jobs, see the following manuals in the Oracle Database 10g Release 2 Documentation Library:
- Oracle Clusterware and Oracle Real Application Clusters Installation Guide for Linux
- Oracle Clusterware and Oracle Real Application Clusters Installation and Configuration Guide for Microsoft Windows Platforms
- Oracle Clusterware and Oracle Real Application Clusters Administration and Deployment Guide
For information on Enterprise Manager, see the following manuals in the Oracle Enterprise Manager 10g Release 2 Documenation Library:
- Oracle Database 2 Day DBA
- Oracle Enterprise Manager Concepts
- Oracle Enterprise Manager Quick Installation Guide
- Oracle Enterprise Manager Grid Control Installation and Basic Configuration
- Oracle Enterprise Manager Advanced Configuration
- Oracle Enterprise Manager Configuration for Oracle Collaboration Suite
- Oracle Enterprise Manager SNMP Support Reference Guide
- Oracle Enterprise Manager Policy Reference Manual
- Oracle Enterprise Manager Metric Reference Manual
- Oracle Enterprise Manager Command Line Interface
- Extending Oracle Enterprise Manager
The latest versions of this and other Oracle Enterprise Manager documentation can be found at:
http://www.oracle.com/technology/documentation/oem.html
Oracle Enterprise Manager also provides extensive online help. Click Help on any Oracle Enterprise Manager page to display the online Help system.
Printed documentation is available for sale in the Oracle Store at
http://oraclestore.oracle.com/
To download free release notes, installation documentation, white papers, or other collateral, please visit the Oracle Technology Network (OTN). You must register online before using OTN; registration is free and can be done at
http://otn.oracle.com/membership/
If you already have a user name and password for OTN, then you can go directly to the documentation section of the OTN Web site at
http://otn.oracle.com/documentation/
Conventions
The following text conventions are used in this document:
Convention | Meaning |
boldface | Boldface type indicates graphical user interface elements associated with an action, or terms defined in text or the glossary. |
italic | Italic type indicates book titles, emphasis, or placeholder variables for which you supply particular values. |
monospace | Monospace type indicates commands within a paragraph, URLs, code in examples, text that appears on the screen, or text that you enter. |
1 Using Connector Web Services Interfaces
This chapter discusses the usage of the Connector Framework interfaces in the following sections:
- Connector Framework Overview
- Universal Limitations
- Prerequisites
- Installing the Connector Framework
- Uninstalling the Connector Framework
- Generating the Web Service Client Stub
- Connector Interfaces
- getModel Interface
- setModel Interface
- Handling an Error Case
Connector Framework Overview
The Enterprise Manager Connector Framework extends Enterprise Manager by enabling bidirectional communication between Enterprise Manager and any other management framework systems, either general purpose or specialized. Through the Connector Framework, Enterprise Manager can exchange alerts or events, performance information, root cause analyses, and so forth with other management systems by utilizing their expertise areas. Through the Connector Framework, Enterprise Manager can also delegate management operations to other management systems where they have domain expertise.
The Oracle Enterprise Manager 10g Grid Control Connector Framework 10.2.0.4 provides Web services interfaces, enabling you to send requests to a connector to perform the following tasks:
- Query Enterprise Manager data through a unified Web services interface.
- Request Enterprise Manager to create a Real Application Clusters (RAC) database through a Web services interface.
- Request Enterprise Manager to add nodes to or delete nodes from existing RAC databases through a Web services interface.
Universal Limitations
The following universal limitations apply to this release of the Connector Framework.
- Only CFS and ASM storage types are currently supported.
- Only one disk group is currently permitted. Consequently, you need to disable
flash_recovery
when manually installing RAC. - The Connector Framework only supports English in the Enterprise Manager credential user name, Oracle Clusterware/RAC AggregateTarget name, and node target name.
- The system integrated with Enterprise Manager through the Connector Framework should create a RAC database through the software library image before it can add a node to the RAC.
- Enterprise Manager does not currently provide context-sensitive help for the Connector Framework. This feature will be supported in the future.
- The operating system credential for all the hosts in the cluster must be the same.
- After deleting a node, the deleted node must be added back first before you can add any other node.
- The first node in the RAC (the one specified in the Create RAC job) cannot be deleted through the connector.
- For the Linux platform, the user running jobs on the target machine must be in the oinstall group.
- For the Windows platform:
- The
rac_database
aggregate target name and the database instance name must be in uppercase. - The
oms_delete_all_targets
property must be set to true for Delete Node jobs.
- For the Linux platform, with CFS storage, the
rac_database
aggregate target name must be in uppercase.
Note: For information about patches and workarounds for known issues, see the Oracle Enterprise Manager Connector Framework Release Notes (B31145-01). |
Prerequisites
The prerequisites for the Connector Framework require that you ensure the following:
- System requirements are met.
- emcli is set up.
- Privileges are assigned for the Windows Agent.
- Images are prepared and activated.
Additionally, for security purposes, the OMS should be set up using HTTPS.
The following sections explain how you can comply with these prerequisites. Refer to "Related Documentation" on page Eviii for documentation resources on setting up your environment.
Complying with System Requirements
The Connector Framework has the following system requirements:
- Oracle Enterprise Manager Management Server version 10.2.0.2
- Oracle Enterprise Manager Management Agent version 10.2.0.2
- Oracle Database version 10.2.0.2
Setting up emcli
For the Connector Framework to function properly, you need to set up emcli by running it as shown:
$ORACLE_HOME/bin/emcli setup –url=<OMS URL> -username=<sysman>
For the Windows OMS, log on as the oms_username
in the request model, and set up emcli using the command above.
Assigning Privileges for the Windows Agent
Privileges are required for users running the Agent. For example, to set a privilege for a user/group on Windows Server 2003, do the following:
- From the Start menu, select All Programs, then Administrative Tools, then Local Security Policy. The Local Security Settings window appears.
- Double-click Local Policies in the left pane, then click User Rights Assignment under it.
- From the list in the right pane, right-click the policy you want to assign to a user, then select Properties.
- Click the Add User or Group... button. The Select Users or Groups dialog box appears.
- Specify the user/group name and click OK.
The following sections discuss privileges for specific platforms.
Windows NT or Windows Server
For Windows NT 4.0 or Windows Server 2003, assign the following privileges for users running the Agent:
- SE_TCB_NAME / "act as part of the operating system"
- SE_ASSIGNPRIMARYTOKEN_NAME / "replace a process level token"
- SE_INCREASE_QUOTA_NAME / "increase quotas"
Assign the following privilege for all users who want to run jobs:
- SE_BATCH_LOGON_NAME/ "logon as batch user"
Windows XP
SE_TCB_NAME is no longer required to run CreateProcessAsUser
, and SE_INCREASE_QUOTA_NAME has a new user-visible string. Consequently, you need to assign the following privileges:
- SE_ASSIGNPRIMARYTOKEN_NAME / "replace a process level token"
- SE_INCREASE_QUOTA_NAME / "adjust memory quotas for a process"
Assign the following privilege for all users who want to run jobs:
- SE_BATCH_LOGON_NAME/ "logon as batch user"
Preparing and Activating the Images
For the RAC provisioning operation (particularly RAC creation) to function properly, you need to prepare and activate the software library images. The following steps explain how to accomplish this:
- The Enterprise Manager Agent must be present on the target server. In this release, you need to use one of the following methods to install the Agent on the target computer:
- Install the Agent from the Oracle Universal Installer (OUI).
- Download and install the Agent.
- Push the Agent to a host by selecting the Deployments tab from Enterprise Manager, clicking the Install Agent link from the Deployments page, then clicking the Fresh Install link from the Agent Installation Application page.
- Create the base of the RAC image as follows:
- Install the clusterware with OCR and the voting disk.
- Choose the software-only installation option during the database installation.
- Apply version 10.2.0.2 and the optional database patch for bug 4437727.
- Start up DBCA and select Manage Templates.
- Create a database template:
— Uncheck Specify Flash Recovery and select IFILE.
— You do not need to specify anything for the storage section.
- Before using the Enterprise Manager Provisioning feature in step 4, create a directory on the Enterprise Manager computer, and set the software library path on Enterprise Manager:
- Select the Deployments tab from Enterprise Manager.
- Select the Provisioning tab.
- Select the Administration tab.
- Click Add in the Software Library Configuration section. Your input can be:
/home/oracle/swlibs
- Build Oracle Clusterware and Oracle Database images from this node using the Provisioning feature:
- Select the Deployments tab from Enterprise Manager.
- Select the Provisioning tab.
- Click Create Component. The Create Component wizard appears and guides you through five steps.
Note that the Files to Exclude for the Oracle Clusterware image are: *.log, *.err, *.out, *.trc, and those for the Oracle Database image are: *.log, *.dbf, sqlnet.ora, tnsnames.ora, listener.ora, and oratab.
- Activate the images:
- Select the Deployments tab from Enterprise Manager.
- Select the Provisioning tab.
- From the Components tab, select an image and click Activate to activate the image. Repeat this step for each image you want to activate.
Installing the Connector Framework
You install the Connector Framework to the OMS home. The $ORACLE_HOME
in the procedure below refers to the OMS home.
To download and install the Connector Framework, do the following:
- Download the Connector Framework installable files from OTN by clicking Downloads, then Enterprise Manager.
- Stop OMS by running:
$ORACLE_HOME/opmn/bin/opmnctl stopall
- Start the Oracle Universal Installer (OUI) by running the following command:
For Linux or Unix:
$ORACLE_HOME/oui/bin/runInstaller
For Windows:
$ORACLE_HOME\oui\bin\setup
- When prompted by OUI, locate
products.xml
in the installation source directory: connectors/framework/10.2.0.2/1.0/source/Disk1/stage
- Follow the instructions in the OUI screens.
- Access the Enterprise Manager Web console from one of the following URLs:
http://server:port/em/connector/ManagementService
https://server:port/em/connector/ManagementService
Uninstalling the Connector Framework
The Connector Framework is installed to the OMS home. The $ORACLE_HOME
in the procedure below refers to the OMS home. To uninstall the Connector Framework, do the following:
- Stop OMS by running:
$ORACLE_HOME/opmn/bin/opmnctl stopall
- Start the Oracle Universal Installer (OUI) by running the following command:
For Linux or Unix:
$ORACLE_HOME/oui/bin/runInstaller
For Windows:
$ORACLE_HOME\oui\bin\setup
- Click Deinstall Products..., open the list under OMS home, then open the list under the connector to be uninstalled.
- Select the connector to be uninstalled and Connector Framework 10.2.0.4 under it, then click the Remove… button.
- Click Yes for confirmation, then exit OUI.
- Manually delete the section in Example 1–1 from
$ORACLE_HOME/j2ee/OC4J_EM/applications/em/em/WEB-INF/web.xml
: Example 1-1 Code for Management Service Interface for Connector Framework
<description>Management Service Interface for Connector Framework</description>
<servlet>
<servlet-name>ManagementService</servlet-name>
<servlet-class>oracle.j2ee.ws.StatelessJavaRpcWebService</servlet-class>
<init-param>
<param-name>class-name</param-name>
<param-value>oracle.sysman.connector.base.mgmtsvc.
ManagementServiceImpl</param-value>
</init-param>
<init-param>
<param-name>interface-name</param-name>
<param-value>oracle.sysman.connector.base.mgmtsvc.
IManagementService</param-value>
</init-param>
</servlet>
<servlet-mapping>
<servlet-name>ManagementService</servlet-name>
<url-pattern>/connector/ManagementService</url-pattern>
</servlet-mapping>
<session-config>
<session-timeout>35</session-timeout>
</session-config>
<mime-mapping>
<extension>html</extension>
<mime-type>text/html</mime-type>
</mime-mapping>
<mime-mapping>
<extension>txt</extension>
<mime-type>text/plain</mime-type>
</mime-mapping>
- Start OMS by running:
$ORACLE_HOME/opmn/bin/opmnctl startall
Generating the Web Service Client Stub
To integrate your system with Enterprise Manager through the Web services the Connector Framework exposes, you can generate a stub client from the WSDL file, which you can obtain from the following site:
http://server:port/em/connector/ManagementService?wsdl
Connector Interfaces
The Connector Framework uses models for requests and responses. A request model describes either a query or a desired state of the system. A response model describes the information related to the query or the current state of the system.
The Connector Framework exposes the following interfaces through Web services:
- getModel — Intended for query operations.
- setModel — Intended for provisioning operations.
The following sections describe concepts and constructs used in these models.
Target Types
Model and aggregate target types are provided for Connector Framework integration. Table 1–1 shows the model target types and provides a description for each type.
Table 1-1 Model Target Types
Target Type | Description |
host | Host target. |
oracle_database | Single database instance target. |
oracle_emrep | Management Services and Repository target. |
oracle_emd | Enterprise Manager Agent target. |
osm_instance | ASM instance target. |
oracle_listener | Listener target. |
Table 1–2 shows the aggregate target types and provides a description for each type.
Table 1-2 Model Aggregate Target Types
Target Type | Description |
cluster | Oracle Clusterware target. |
rac_database | Cluster database target. |
Property Elements
Property elements are name-value pairs. To set properties, you can insert a value as shown in Example 1–2:
Example 1-2 Setting Properties
<Property>
<Name>diskList</Name>
<Value>/dev/raw/raw3</Value>
</Property>
To query properties, you should set xsi:nil="true"
as shown in Example 1–3:
Example 1-3 Querying Properties
<Property>
<Name>status</Name>
<Value>xsi:nil="true"</Value>
</Property>
Note that the property "host" is returned as a <Host/>
element instead of a <Property/>
element in the response model. See Chapter 5, "Reference Tables" for more querying properties.
Target Lists
You can obtain lists of targets in the Enterprise Manager repository and members of an aggregate target. Example 1–4 shows how you can query for the list of targets in the Enterprise Manager repository:
Example 1-4 Querying for the List of Targets
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://xmlns.oracle.com/sysman/connector/msi EMModel.xsd" xmlns="http://xmlns.oracle.com/sysman/connector/msi">
<RequestHeader>
<RequestID>Test ID</RequestID>
<Source>Test Source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>sysman</Password>
</Credential>
<Target>
<Name>*</Name>
<Type>*</Type>
<Host>*</Host>
</Target>
</EMModel>
Example 1–5 shows how you can query for members of an aggregate target:
Example 1-5 Querying for Members of an Aggregate Target
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://xmlns.oracle.com/sysman/connector/msi EMModel.xsd" xmlns="http://xmlns.oracle.com/sysman/connector/msi">
<RequestHeader>
<RequestID>Test ID</RequestID>
<Source>Test Source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>sysman</Password>
</Credential>
<AggregateTarget>
<Name>rac</Name>
<Type>rac_database</Type>
<Target>
<Name>*</Name>
<Type>*</Type>
<Host>*</Host>
</Target>
</AggregateTarget>
</EMModel>
Request and Response Model Schema
Example 1-6 shows the EMModel.xsd
schema that applies to all request and response models.
Example 1-6 EMModel.xsd Request and Response Model Schema
<?xml version="1.0" encoding="UTF-8" ?>
<xsd:schema xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi"
elementFormDefault="qualified">
<xsd:simpleType name="Name">
<xsd:restriction base="xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="Type">
<xsd:restriction base="xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="TargetType">
<xsd:restriction base="xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="AggregateTargetType">
<xsd:restriction base="xsd:string">
<xsd:enumeration value="cluster"/>
<xsd:enumeration value="rac_database"/>
</xsd:restriction>
</xsd:simpleType>
<xsd:simpleType name="Host">
<xsd:restriction base="xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="Username">
<xsd:restriction base="xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="Password">
<xsd:restriction base="xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="Value">
<xsd:restriction base="xsd:string"/>
</xsd:simpleType>
<xsd:simpleType name="RequestID">
<xsd:restriction base="xsd:string"/>
</xsd:simpleType>
<xsd:complexType name="Credential">
<xsd:sequence>
<xsd:element name="Name" type="Username"/>
<xsd:element name="Password" type="Password"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="Threshold">
<xsd:sequence>
<xsd:element name="ColumnName" type="xsd:string"/>
<xsd:element name="Operator" type="xsd:string"/>
<xsd:element name="WarningValue" type="Value" minOccurs="0"/>
<xsd:element name="CriticalValue" type="Value" minOccurs="0"/>
<xsd:element name="Response" type="xsd:string" minOccurs="0"/>
<xsd:element name="Occurrences" type="xsd:int"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="Metric">
<xsd:sequence>
<xsd:element name="Name" type="Name"/><!-- for example, ECM or regular. -->
<xsd:element name="Type" type="Type"/>
<xsd:element name="Threshold" type="Threshold" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="Property">
<xsd:sequence>
<xsd:element name="Name" type="Name"/>
<xsd:element name="Value" type="Value" nillable="true"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="ComplexProperty">
<xsd:sequence>
<xsd:element name="Type" type="Type"/>
<xsd:element name="Property" type="Property" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="RequestHeader">
<xsd:sequence>
<xsd:element name="RequestID" type="RequestID"/>
<xsd:element name="Source" type="Name"/>
<xsd:element name="Destination" type="Name"/>
<xsd:element name="RequestProperty" type="ComplexProperty" minOccurs="0"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="StorageType">
<xsd:sequence>
<xsd:element name="Type">
<xsd:simpleType>
<xsd:restriction base="xsd:string">
<xsd:enumeration value="CFS"/>
<xsd:enumeration value="ASM"/>
<xsd:enumeration value="RAW"/>
</xsd:restriction>
</xsd:simpleType>
</xsd:element>
<xsd:element name="Property" type="Property" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="Job">
<xsd:sequence>
<xsd:element name="JobId" type="xsd:string"/>
<xsd:element name="Target" type="Target" maxOccurs="unbounded" minOccurs="0"/>
<xsd:element name="JobStatus" type="xsd:int" nillable="true" minOccurs="0"/>
<xsd:element name="Property" type="Property" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="Parameter" type="Property" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="Target">
<xsd:sequence>
<xsd:element name="Name" type="Name"/>
<xsd:element name="Type" type="TargetType"/>
<xsd:element name="Host" type="Host" minOccurs="0"/>
<xsd:element name="Storage" type="StorageType" minOccurs="0"/>
<xsd:element name="Credential" type="Credential" minOccurs="0"/>
<xsd:element name="Property" type="Property" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="ComplexProperty" type="ComplexProperty" maxOccurs="unbounded" minOccurs="0"/>
<xsd:element name="Metric" type="Metric" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:complexType name="AggregateTarget">
<xsd:sequence>
<xsd:element name="Name" type="Name"/>
<xsd:element name="Type" type="AggregateTargetType"/><!-- for Aggregate target, the host is not required. -->
<xsd:element name="Host" type="Host" minOccurs="0"/>
<xsd:element name="Storage" type="StorageType" minOccurs="0"/>
<xsd:element name="Credential" type="Credential" minOccurs="0"/>
<xsd:element name="Target" type="Target" minOccurs="1" maxOccurs="unbounded"/>
<xsd:element name="Property" type="Property" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="ComplexProperty" type="ComplexProperty" maxOccurs="unbounded" minOccurs="0"/>
<xsd:element name="Metric" minOccurs="0" maxOccurs="unbounded"/>
</xsd:sequence>
</xsd:complexType>
<xsd:element name="EMModel">
<xsd:annotation>
<xsd:documentation>EM Model in integration.
</xsd:documentation>
</xsd:annotation>
<xsd:complexType>
<xsd:sequence minOccurs="1">
<xsd:element name="RequestHeader" type="RequestHeader"/>
<xsd:element name="Credential" minOccurs="1" type="Credential"/>
<xsd:element name="Job" type="Job" minOccurs="0" maxOccurs="unbounded"/>
<xsd:element name="AggregateTarget" minOccurs="0" maxOccurs="unbounded" type="AggregateTarget"/>
<xsd:element name="Target" minOccurs="0" maxOccurs="unbounded" type="Target"/>
</xsd:sequence>
</xsd:complexType>
</xsd:element>
</xsd:schema>
getModel Interface
For this query model, according to the request, the connector fills the empty properties with values and returns a filled XML You can query more than one property in one request.
Example 1–7 shows how you can query the JobStatus
property of a job target. For release 10.2.0.4, the JobStatus
and Output
properties are returned regardless of which properties are requested.
Example 1-7 Querying the Job Status (Request)
<?xml version="1.0" encoding="UTF-8" ?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>JOBSTATUSQUERY0123456789</RequestID>
<Source>JP</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<Job>
<JobId>1294ADF5443F9B67E0408EDB0B497568</JobId>
<Property>
<Name>JobStatus</Name>
<Value xsi:nil="true" />
</Property>
<!-- <Property>
<Name>output</Name>
<Value xsi:nil="true"></Value>
</Property> -->
</Job>
</EMModel>
Example 1–8 shows how you can query the database target properties by sending a request.
Example 1-8 Querying Database Target Properties (Request)
<?xml version='1.0' encoding='UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>DBQUERY0123456789</RequestID>
<Source>source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<Target>
<Name>rac33_rac331</Name>
<Type>oracle_database</Type>
<!--general properties-->
<Property>
<Name>status</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>monitoring agent</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>host</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>homepage</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>version</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>oracle home</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>compliance score</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>last load time</Name>
<Value xsi:nil="true">
</Value>
</Property>
<!--db properties-->
<Property>
<Name>instance name</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>listener</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>is archiving</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>is flashback logging</Name>
<Value xsi:nil="true">
</Value>
</Property>
</Target>
</EMModel>
The code for the following query targets is similar to querying the database target (Example 1–8), except that the target types would be different. See Table 1–1 and Table 1–2 for proper target types.
Example 1–9 shows the response you receive when you query the database target properties.
Example 1-9 Querying Database Target Properties (Response)
<?xml version = '1.0' encoding = 'UTF-8'?>
<ns0:EMModel xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:ns0="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<ns0:RequestHeader>
<ns0:RequestID>DBQUERY0123456789</ns0:RequestID>
<ns0:Source>Oracle</ns0:Source>
<ns0:Destination>source</ns0:Destination>
</ns0:RequestHeader>
<ns0:Credential>
<ns0:Name>*</ns0:Name>
<ns0:Password>*</ns0:Password>
</ns0:Credential>
<ns0:Target>
<ns0:Name>rac33_rac331</ns0:Name>
<ns0:Type>oracle_database</ns0:Type>
<ns0:Host>bjx33</ns0:Host>
<ns0:Property>
<ns0:Name>is archiving</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>monitoring agent</ns0:Name>
<ns0:Value>https://bjx33:3872/emd/main/</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical policy violations</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>homepage</ns0:Name>
<ns0:Value>/em/console/database/instance/sitemap?type=
oracle_database&target=rac33_rac331&event=doLoad</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>last load time</ns0:Name>
<ns0:Value>1153085627000</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>compliance score</ns0:Name>
<ns0:Value>0.9580851063829787</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning policy violations</ns0:Name>
<ns0:Value>9</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>status</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>is flashback logging</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>instance name</ns0:Name>
<ns0:Value>rac331</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>version</ns0:Name>
<ns0:Value>10.2.0.1.0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning alerts</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>oracle home</ns0:Name>
<ns0:Value>/home/oracle/oracle/product/10.2.0/db_1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>listener</ns0:Name>
<ns0:Value>LISTENER_BJX33_bjx33</ns0:Value>
</ns0:Property>
</ns0:Target>
</ns0:EMModel>
Example 1–10 shows how you can query the Listener properties by sending a request.
Example 1-10 Querying Listener Properties (Request)
<?xml version='1.0' encoding='UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>DBQUERY0123456789</RequestID>
<Source>source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<Target>
<Name>LISTENER_BJX33_bjx33</Name>
<Type>oracle_listener</Type>
<!--general properties-->
<Property>
<Name>status</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>monitoring agent</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>homepage</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>oracle home</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>compliance score</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>last load time</Name>
<Value xsi:nil="true">
</Value>
</Property>
<!--listener properties-->
<Property>
<Name>alias</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>net address</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>listener.ora location</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>start time</Name>
<Value xsi:nil="true">
</Value>
</Property>
</Target>
</EMModel>
Example 1–11 shows the response you receive when you query the Listener properties.
Example 1-11 Querying Listener Properties (Response)
<?xml version = '1.0' encoding = 'UTF-8'?>
<ns0:EMModel xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:ns0="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<ns0:RequestHeader>
<ns0:RequestID>DBQUERY0123456789</ns0:RequestID>
<ns0:Source>Oracle</ns0:Source>
<ns0:Destination>source</ns0:Destination>
</ns0:RequestHeader>
<ns0:Credential>
<ns0:Name>*</ns0:Name>
<ns0:Password>*</ns0:Password>
</ns0:Credential>
<ns0:Target>
<ns0:Name>LISTENER_BJX33_bjx33</ns0:Name>
<ns0:Type>oracle_listener</ns0:Type>
<ns0:Host>bjx33</ns0:Host>
<ns0:Property>
<ns0:Name>monitoring agent</ns0:Name>
<ns0:Value>https://bjx33:3872/emd/main/</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>start time</ns0:Name>
<ns0:Value>16-JUL-2006 23:18:20</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical policy violations</ns0:Name>
<ns0:Value>2</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>homepage</ns0:Name>
<ns0:Value>/em/console/net/lsnr/home?type=
oracle_listener&target=LISTENER_BJX33_bjx33</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>last load time</ns0:Name>
<ns0:Value>1153086286000</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>compliance score</ns0:Name>
<ns0:Value>0.9367741935483871</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning policy violations</ns0:Name>
<ns0:Value>2</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>status</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>alias</ns0:Name>
<ns0:Value>LISTENER_BJX33</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>net address</ns0:Name>
<ns0:Value>(ADDRESS=(PROTOCOL=TCP)
(HOST=219.142.73.17)(PORT=1521))</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>oracle home</ns0:Name>
<ns0:Value>/home/oracle/oracle/product/10.2.0/db_1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>listener.ora location</ns0:Name>
<ns0:Value>/home/oracle/oracle/product/
10.2.0/db_1/network/admin</ns0:Value>
</ns0:Property>
</ns0:Target>
</ns0:EMModel>
Example 1–12 shows how you can query the host properties by sending a request.
Example 1-12 Querying Host Properties (Request)
<?xml version='1.0' encoding='UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>DBQUERY0123456789</RequestID>
<Source>source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<Target>
<Name>cdcjp19.cn.oracle.com</Name>
<Type>host</Type>
<!--general properties-->
<Property>
<Name>status</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>monitoring agent</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>homepage</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>version</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>compliance score</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>last load time</Name>
<Value xsi:nil="true">
</Value>
</Property>
<!--host properties-->
<Property>
<Name>cluster</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>cpu utilization</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>memory utilization</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>total io rate</Name>
<Value xsi:nil="true">
</Value>
</Property>
</Target>
</EMModel>
Example 1–13 shows the response you receive when you query the host properties.
Example 1-13 Querying Host Properties (Response)
<?xml version = '1.0' encoding = 'UTF-8'?>
<ns0:EMModel xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:ns0="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<ns0:RequestHeader>
<ns0:RequestID>DBQUERY0123456789</ns0:RequestID>
<ns0:Source>Oracle</ns0:Source>
<ns0:Destination>source</ns0:Destination>
</ns0:RequestHeader>
<ns0:Credential>
<ns0:Name>*</ns0:Name>
<ns0:Password>*</ns0:Password>
</ns0:Credential>
<ns0:Target>
<ns0:Name>cdcjp19.cn.oracle.com</ns0:Name>
<ns0:Type>host</ns0:Type>
<ns0:Host>cdcjp19.cn.oracle.com</ns0:Host>
<ns0:Property>
<ns0:Name>monitoring agent</ns0:Name>
<ns0:Value>https://cdcjp19.cn.oracle.com:3872/emd/main/</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical policy violations</ns0:Name>
<ns0:Value>5</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>homepage</ns0:Name>
<ns0:Value>/em/console/monitoring/hostOverview$type=host$target=
cdcjp19.cn.oracle.com</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>last load time</ns0:Name>
<ns0:Value>1153125579000</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>compliance score</ns0:Name>
<ns0:Value>0.755</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>total io rate</ns0:Name>
<ns0:Value>29.72</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning policy violations</ns0:Name>
<ns0:Value>2</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>status</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>version</ns0:Name>
<ns0:Value>Red Hat Enterprise Linux AS release 4 (Nahant Update 3)
</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>memory utilization</ns0:Name>
<ns0:Value>0.9767</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning alerts</ns0:Name>
<ns0:Value>4</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>cpu utilization</ns0:Name>
<ns0:Value>0.0161</ns0:Value>
</ns0:Property>
</ns0:Target>
</ns0:EMModel>
Example 1–14 shows how you can query the Agent properties by sending a request.
Example 1-14 Querying Agent Properties (Request)
<?xml version='1.0' encoding='UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>DBQUERY0123456789</RequestID>
<Source>source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<Target>
<Name>bjx33:3872</Name>
<Type>oracle_emd</Type>
<!--general properties-->
<Property>
<Name>status</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>monitoring agent</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>host</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>homepage</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>version</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>oracle home</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>last load time</Name>
<Value xsi:nil="true">
</Value>
</Property>
<!--agent properties-->
<Property>
<Name>management service</Name>
<Value xsi:nil="true">
</Value>
</Property>
</Target>
</EMModel>
Example 1–15 shows the response you receive when you query the Agent properties.
Example 1-15 Querying Agent Properties (Response)
<?xml version = '1.0' encoding = 'UTF-8'?>
<ns0:EMModel xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:ns0="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<ns0:RequestHeader>
<ns0:RequestID>DBQUERY0123456789</ns0:RequestID>
<ns0:Source>Oracle</ns0:Source>
<ns0:Destination>source</ns0:Destination>
</ns0:RequestHeader>
<ns0:Credential>
<ns0:Name>*</ns0:Name>
<ns0:Password>*</ns0:Password>
</ns0:Credential>
<ns0:Target>
<ns0:Name>bjx33:3872</ns0:Name>
<ns0:Type>oracle_emd</ns0:Type>
<ns0:Host>bjx33</ns0:Host>
<ns0:Property>
<ns0:Name>monitoring agent</ns0:Name>
<ns0:Value>https://bjx33:3872/emd/main/</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>management service</ns0:Name>
<ns0:Value>cdcjp19.cn.oracle.com:1159</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical alerts</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>last load time</ns0:Name>
<ns0:Value>1153084611000</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>homepage</ns0:Name>
<ns0:Value>/em/console/admin/rep/emdConfig/emdTargetsMain$type=
oracle*_emd$target=bjx33_3A3872</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical policy violations</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>oracle home</ns0:Name>
<ns0:Value>/home/oracle/OracleHomes/agent10g</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>status</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning policy violations</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>version</ns0:Name>
<ns0:Value>10.2.0.1.0</ns0:Value>
</ns0:Property>
</ns0:Target>
</ns0:EMModel>
Example 1–16 shows how you can query Enterprise Manager Repository properties by sending a request.
Example 1-16 Querying Enterprise Manager Repository Properties (Request)
<?xml version='1.0' encoding='UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>DBQUERY0123456789</RequestID>
<Source>source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<Target>
<Name>Management Services and Repository</Name>
<Type>oracle_emrep</Type>
<!--general properties-->
<Property>
<Name>status</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>monitoring agent</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>host</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>homepage</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>last load time</Name>
<Value xsi:nil="true">
</Value>
</Property>
<!--em properties-->
<Property>
<Name>agent count</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>target count</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>administrator count</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>session count</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>database</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>tablespace</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>oms</Name>
<Value xsi:nil="true">
</Value>
</Property>
</Target>
</EMModel>
Example 1–17 shows the response you receive when you query the Enterprise Manager Repository.
Example 1-17 Querying Enterprise Manager Repository Properties (Response)
<?xml version = '1.0' encoding = 'UTF-8'?>
<ns0:EMModel xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:ns0="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<ns0:RequestHeader>
<ns0:RequestID>DBQUERY0123456789</ns0:RequestID>
<ns0:Source>Oracle</ns0:Source>
<ns0:Destination>source</ns0:Destination>
</ns0:RequestHeader>
<ns0:Credential>
<ns0:Name>*</ns0:Name>
<ns0:Password>*</ns0:Password>
</ns0:Credential>
<ns0:Target>
<ns0:Name>Management Services and Repository</ns0:Name>
<ns0:Type>oracle_emrep</ns0:Type>
<ns0:Host>cdcjp19.cn.oracle.com</ns0:Host>
<ns0:Property>
<ns0:Name>target count</ns0:Name>
<ns0:Value>31</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>agent count</ns0:Name>
<ns0:Value>4</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>monitoring agent</ns0:Name>
<ns0:Value>https://cdcjp19.cn.oracle.com:3872/emd/main/</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>administrator count</ns0:Name>
<ns0:Value>4</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>session count</ns0:Name>
<ns0:Value>15</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical policy violations</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>homepage</ns0:Name>
<ns0:Value>/em/console/health/healthHome$type=oracle*_emrep$target=
Management_20Services_20and_20Repository</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>last load time</ns0:Name>
<ns0:Value>1153109200000</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning policy violations</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>status</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>tablespace</ns0:Name>
<ns0:Value>MGMT_ECM_DEPOT_TS</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>tablespace</ns0:Name>
<ns0:Value>MGMT_TABLESPACE</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:ComplexProperty>
<ns0:Type>oms</ns0:Type>
<ns0:Property>
<ns0:Name>files pending load</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>oldest load file</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>load directory</ns0:Name>
<ns0:Value>/home/oracle/OracleHomes/oms10g/sysman/recv</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>status</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>name</ns0:Name>
<ns0:Value>cdcjp19.cn.oracle.com:4889_Management_Service</ns0:Value>
</ns0:Property>
</ns0:ComplexProperty>
<ns0:ComplexProperty>
<ns0:Type>database</ns0:Type>
<ns0:Property>
<ns0:Name>type</ns0:Name>
<ns0:Value>oracle_database</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>name</ns0:Name>
<ns0:Value>emrep.cn.oracle.com</ns0:Value>
</ns0:Property>
</ns0:ComplexProperty>
</ns0:Target>
</ns0:EMModel>
Example 1–18 shows how you can query the RAC properties by sending a request.
Example 1-18 Querying RAC Properties (Request)
<?xml version='1.0' encoding='UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>CLUSTERDBQUERY0123456789</RequestID>
<Source>source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<Target>
<Name>rac33</Name>
<Type>rac_database</Type>
<!--general properties-->
<Property>
<Name>status</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>monitoring agent</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>host</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>homepage</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>version</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>oracle home</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>compliance score</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>last load time</Name>
<Value xsi:nil="true">
</Value>
</Property>
<!--cluster database properties-->
<Property>
<Name>cluster</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>database name</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>is archiving</Name>
<Value xsi:nil="true">
</Value>
</Property>
</Target>
</EMModel>
Example 1–19 shows the response you receive when you query the RAC properties.
Example 1-19 Querying RAC Properties (Response)
<?xml version = '1.0' encoding = 'UTF-8'?>
<ns0:EMModel xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:ns0="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<ns0:RequestHeader>
<ns0:RequestID>CLUSTERDBQUERY0123456789</ns0:RequestID>
<ns0:Source>Oracle</ns0:Source>
<ns0:Destination>source</ns0:Destination>
</ns0:RequestHeader>
<ns0:Credential>
<ns0:Name>*</ns0:Name>
<ns0:Password>*</ns0:Password>
</ns0:Credential>
<ns0:Target>
<ns0:Name>rac33</ns0:Name>
<ns0:Type>rac_database</ns0:Type>
<ns0:Host>bjx33</ns0:Host>
<ns0:Property>
<ns0:Name>is archiving</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>monitoring agent</ns0:Name>
<ns0:Value>https://bjx33:3872/emd/main/</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>database name</ns0:Name>
<ns0:Value>rac33</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical policy violations</ns0:Name>
<ns0:Value>9</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>homepage</ns0:Name>
<ns0:Value>/em/console/rac/racSitemap?event=doLoad&
type=rac_database&target=rac33</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>last load time</ns0:Name>
<ns0:Value>1153084601000</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>compliance score</ns0:Name>
<ns0:Value>0.8763636363636365</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning policy violations</ns0:Name>
<ns0:Value>2</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>status</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>cluster</ns0:Name>
<ns0:Value>crs33</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>version</ns0:Name>
<ns0:Value>10.2.0.1.0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>oracle home</ns0:Name>
<ns0:Value>/home/oracle/oracle/product/10.2.0/db_1</ns0:Value>
</ns0:Property>
</ns0:Target>
</ns0:EMModel>
Example 1–20 shows how you can query the Oracle Clusterware properties by sending a request.
Example 1-20 Querying Oracle Clusterware Properties (Request)
<?xml version='1.0' encoding='UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>CLUSTERQUERY0123456789</RequestID>
<Source>source</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<Target>
<Name>crs33</Name>
<Type>cluster</Type>
<!--general properties-->
<Property>
<Name>status</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>monitoring agent</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>homepage</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>version</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>oracle home</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning alerts</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>critical policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>warning policy violations</Name>
<Value xsi:nil="true">
</Value>
</Property>
<Property>
<Name>last load time</Name>
<Value xsi:nil="true">
</Value>
</Property>
<!--cluster properties-->
<Property>
<Name>cluster database</Name>
<Value xsi:nil="true">
</Value>
</Property>
</Target>
</EMModel>
Example 1–21 shows the response you receive when you query the Oracle Clusterware properties.
Example 1-21 Querying Oracle Clusterware Properties (Response)
<?xml version = '1.0' encoding = 'UTF-8'?>
<ns0:EMModel xmlns:xsd="http://www.w3.org/2001/XMLSchema" xmlns:ns0="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<ns0:RequestHeader>
<ns0:RequestID>CLUSTERQUERY0123456789</ns0:RequestID>
<ns0:Source>Oracle</ns0:Source>
<ns0:Destination>source</ns0:Destination>
</ns0:RequestHeader>
<ns0:Credential>
<ns0:Name>*</ns0:Name>
<ns0:Password>*</ns0:Password>
</ns0:Credential>
<ns0:Target>
<ns0:Name>crs33</ns0:Name>
<ns0:Type>cluster</ns0:Type>
<ns0:Host>bjx33</ns0:Host>
<ns0:Property>
<ns0:Name>monitoring agent</ns0:Name>
<ns0:Value>https://bjx33:3872/emd/main/</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>cluster database</ns0:Name>
<ns0:Value>rac33</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning alerts</ns0:Name>
<ns0:Value>6</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical alerts</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>last load time</ns0:Name>
<ns0:Value>1153084469000</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>homepage</ns0:Name>
<ns0:Value>/em/console/rac/cluster/racClusterSitemap?event=
doLoad&type=cluster&target=crs33</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>critical policy violations</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>oracle home</ns0:Name>
<ns0:Value>/home/oracle/oracle/product/10.2.0/crs</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>status</ns0:Name>
<ns0:Value>1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>warning policy violations</ns0:Name>
<ns0:Value>0</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>version</ns0:Name>
<ns0:Value>2.1</ns0:Value>
</ns0:Property>
</ns0:Target>
</ns0:EMModel>
setModel Interface
For this provisioning model, the connector compares the state described in the request model with the current state of the system and decides what action to take. If the request is valid, the operation is taken asynchronously. A job ID is immediately returned to the requester. The requester can use the job ID to query the job status later.
The setModel
API supports the following provisioning operations:
- Create a RAC
- Add a node to an existing RAC
- Delete a node from an existing RAC
Prerequisites for the Windows OMS
For the setModel
jobs to succeed on Windows OMS, you need to change the Log On property for the Oracleagent10gAgent
service from Local System Account to oms_username
/oms_password
as specified in the request model. For example, to change the Log On property for Windows Server 2003, do the following:
- From the Start menu, select All Programs, then Administrative Tools, then Services.
- Right-click Oracleagent10gAgent in the list of services, then select Properties.
- Select the Log On tab, then select This account.
- Enter the
oms_username
and oms_password
to be specified in your setModel
request model, then click OK. - Right-click Oracleagent10gAgent in the list of services and click Stop.
- Right-click Oracleagent10gAgent in the list of services and click Start.
Creating a RAC
Example 1–22 and Example 1–23 show how to send a request to the connector to create a one-node RAC with the following parameters:
- Enterprise Manager Host Target Name —
bjx33.cn.oracle.com
- One-node RAC Name — RAC33
- Cluster Name — CRS33
- Instance Name — RAC33_RAC331
- Storage Type — ASM
- Language — Japanese
Note: The default target name for a RAC instance in Enterprise Manager is <rac_name>_<rac_instance_name> . In Example 1–22 and Example 1–23, the Enterprise Manager target name is RAC33_RAC331 . The Connector Framework uses this default naming rule. Make sure that you pass the correct target name in the request. |
Example 1-22 Creating a One-node RAC (Linux platform with ASM storage)
<?xml version = '1.0' encoding = 'UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>INITIALCREATION1234567890</RequestID>
<Source>Oracle</Source>
<Destination>Oracle</Destination>
<RequestProperty>
<Type>Singleton</Type>
<Property>
<Name>Platform</Name>
<Value>Linux</Value>
</Property>
</RequestProperty>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<AggregateTarget>
<Name>CRS33</Name>
<Type>cluster</Type>
<Target>
<Name>bjx33.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>CRS_HOME</Name>
<Value>/home/oracle/oracle/product/10.2.0/crs</Value>
</Property>
<Property>
<Name>ORACLE_HOME_NAME</Name>
<Value>OraCrs10g_home</Value>
</Property>
<Property>
<Name>publicNode</Name>
<Value>bjx33</Value>
</Property>
<Property>
<Name>privateNode</Name>
<Value>bjx33-priv</Value>
</Property>
<Property>
<Name>vipNode</Name>
<Value>bjx33-vip</Value>
</Property>
</Target>
<Property>
<Name>softwareImageName</Name>
<Value>crs33</Value>
</Property>
<Property>
<Name>s_ocrpartitionlocation</Name>
<Value>/dev/raw/raw6</Value>
</Property>
<Property>
<Name>s_votingdisklocation</Name>
<Value>/dev/raw/raw11</Value>
</Property>
</AggregateTarget>
<AggregateTarget>
<Name>RAC33</Name>
<Type>rac_database</Type>
<Storage>
<Type>ASM</Type>
<Property>
<Name>diskGroupName</Name>
<Value>DATA33</Value>
</Property>
<Property>
<Name>diskList</Name>
<Value>/dev/raw/raw2</Value>
</Property>
<Property>
<Name>redundancy</Name>
<Value>external</Value>
</Property>
<Property>
<Name>asmPassword</Name>
<Value>welcome1</Value>
</Property>
</Storage>
<Target>
<Name>RAC33_RAC331</Name>
<Type>oracle_database</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>/home/oracle/oracle/product/10.2.0/db_1</Value>
</Property>
<Property>
<Name>ORACLE_HOME_NAME</Name>
<Value>OraDb10g_home1</Value>
</Property>
<Property>
<Name>db_username</Name>
<Value>sys</Value>
</Property>
<Property>
<Name>db_password</Name>
<Value>welcome1</Value>
</Property>
<Property>
<Name>oms_username</Name>
<Value>oracle</Value>
</Property>
<Property>
<Name>oms_password</Name>
<Value>welcome1</Value>
</Property>
</Target>
<Property>
<Name>templateName</Name>
<Value>General_Purpose.dbc</Value>
</Property>
<Property>
<Name>gdbName</Name>
<Value>RAC33</Value>
</Property>
<Property>
<Name>sid</Name>
<Value>RAC33</Value>
</Property>
<Property>
<Name>characterSet</Name>
<Value>JA16EUC</Value>
</Property>
<Property>
<Name>nationalCharacterSet</Name>
<Value>AL16UTF16</Value>
</Property>
<Property>
<Name>initParams</Name>
<Value>nls_territory=japan,nls_language=japanese</Value>
</Property>
<Property>
<Name>softwareImageName</Name>
<Value>db33</Value>
</Property>
</AggregateTarget>
</EMModel>
Note that for the Windows platform job shown in Example 1–23, the connector creates the C:\temp
directory on the target computer if it does not already exist when running the Create RAC job.
Example 1-23 Creating a One-node RAC (Windows platform with CFS storage)
<?xml version = '1.0' encoding = 'UTF-8'?>
<EMModel xmlns="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://xmlns.oracle.com/sysman/connector/base/msi/EMModel.xsd">
<RequestHeader>
<RequestID>RACCreation</RequestID>
<Source>ORACLE</Source>
<Destination>Oracle</Destination>
<RequestProperty>
<Type>Singleton</Type>
<Property>
<Name>Platform</Name>
<Value>Windows</Value>
</Property>
</RequestProperty>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<AggregateTarget>
<Name>CRS33</Name>
<Type>cluster</Type>
<Target>
<Name>bjx33.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>CRS_HOME</Name>
<Value>D:\oracle\product\10.2.0\crs</Value>
</Property>
<Property>
<Name>ORACLE_HOME_NAME</Name>
<Value>OraCrs10g_home</Value>
</Property>
<Property>
<Name>publicNode</Name>
<Value>bjx33</Value>
</Property>
<Property>
<Name>privateNode</Name>
<Value>bjx33-priv</Value>
</Property>
<Property>
<Name>vipNode</Name>
<Value>bjx33-vip</Value>
</Property>
</Target>
<Property>
<Name>softwareImageName</Name>
<Value>cfs10202</Value>
</Property>
<Property>
<Name>RESPONSEFILE_VERSION</Name>
<Value>2.2.1.0.0</Value>
</Property>
<Property>
<Name>sl_OHPartitionsAndSpace_valueFromDlg</Name>
<Value>{"1","1","10000","1","I:","3"}</Value>
</Property>
<Property>
<Name>ret_PrivIntrList</Name>
<Value>{"Public:219.142.73.0:1","Interconnect:10.0.0.0:2"}</Value>
</Property>
</AggregateTarget>
<AggregateTarget>
<Name>RAC33</Name>
<Type>rac_database</Type>
<Storage>
<Type>CFS</Type>
<Property>
<Name>datafileDestination</Name>
<Value>I:</Value>
</Property>
</Storage>
<Target>
<Name>RAC33_RAC331</Name>
<Type>oracle_database</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>D:\oracle\product\10.2.0\db_1</Value>
</Property>
<Property>
<Name>ORACLE_HOME_NAME</Name>
<Value>OraDb10g_home1</Value>
</Property>
<Property>
<Name>db_username</Name>
<Value>sys</Value>
</Property>
<Property>
<Name>db_password</Name>
<Value>welcome1</Value>
</Property>
<Property>
<Name>oms_username</Name>
<Value>oracle</Value>
</Property>
<Property>
<Name>oms_password</Name>
<Value>welcome1</Value>
</Property>
</Target>
<Property>
<Name>templateName</Name>
<Value>cfs10202.dbc</Value>
</Property>
<Property>
<Name>gdbName</Name>
<Value>RAC16</Value>
</Property>
<Property>
<Name>sid</Name>
<Value>RAC16</Value>
</Property>
<Property>
<Name>characterSet</Name>
<Value>JA16EUC</Value>
</Property>
<Property>
<Name>nationalCharacterSet</Name>
<Value>AL16UTF16</Value>
</Property>
<Property>
<Name>initParams</Name>
<Value>nls_territory=japan,nls_language=japanese</Value>
</Property>
<Property>
<Name>softwareImageName</Name>
<Value>cfsdb10202</Value>
</Property>
</AggregateTarget>
</EMModel>
Example 1–24 shows that the response model will have a job ID for this request.
Example 1-24 Job ID in CreateRAC Response Model
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>INITIALCREATION1234567890</RequestID>
<Source>JP</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>*</Name>
<Password>*</Password>
</Credential>
<Job>
<JobId>12320443534534534543</JobId>
<JobStatus>2</JobStatus>
</Job>
</EMModel>
Note: A job can be executed more than once. To query the status and output of a particular execution, you need both the job ID and execution ID. In this release, the Connector Framework always submits a one-time job, so the job ID is sufficient to query the status and output of the job. In most cases, the job ID is the same as the execution ID. |
Adding a Node to an Existing RAC
Example 1–25 and Example 1–26 build on the one-node RAC (RAC33) in Example 1–22 and Example 1–23 by adding another host. Example 1–25 and Example 1–26 show how to send a request to the connector to create a two-node RAC with the following parameters:
- Enterprise Manager Host Target Name —
bjx32.cn.oracle.com
- Instance Name —
RAC33_RAC332
For an Add Node job, although the value of the s_ocrpartitionlocation
and s_votingdisklocation
properties specified in the cluster <AggregateTarget>
are not used, you still need to specify them. You can set them to the same value as the Create RAC job.
<Storage>
is required for an Add Node job if the storage type is ASM. This is not required for other storage types. When the storage type is ASM, only the asmPassword
property is required in the request model for the Add Node job.
Example 1-25 Adding a Node to an Existing RAC (Linux platform with ASM storage)
<?xml version='1.0' encoding='UTF-8'?>
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>ADDNODE1234567890</RequestID>
<Source>JP</Source>
<Destination>Oracle</Destination>
<RequestProperty>
<Type>Singleton</Type>
<Property>
<Name>Platform</Name>
<Value>Linux</Value>
</Property>
</RequestProperty>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<AggregateTarget>
<Name>CRS33</Name>
<Type>cluster</Type>
<Target>
<Name>bjx33.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>CRS_HOME</Name>
<Value>/home/oracle/oracle/product/10.2.0/crs</Value>
</Property>
<Property>
<Name>publicNode</Name>
<Value>bjx33</Value>
</Property>
</Target>
<Target>
<Name>bjx32.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx32.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>CRS_HOME</Name>
<Value>/home/oracle/oracle/product/10.2.0/crs</Value>
</Property>
<Property>
<Name>ORACLE_HOME_NAME</Name>
<Value>OraCrs10g_home</Value>
</Property>
<Property>
<Name>publicNode</Name>
<Value>bjx32</Value>
</Property>
<Property>
<Name>privateNode</Name>
<Value>bjx32-priv</Value>
</Property>
<Property>
<Name>vipNode</Name>
<Value>bjx32-vip</Value>
</Property>
</Target>
<Property>
<Name>s_ocrpartitionlocation</Name>
<Value>/dev/raw/raw6</Value>
</Property>
<Property>
<Name>s_votingdisklocation</Name>
<Value>/dev/raw/raw11</Value>
</Property>
</AggregateTarget>
<AggregateTarget>
<Name>RAC33</Name>
<Type>rac_database</Type>
<Storage>
<Type>ASM</Type>
<Property>
<Name>asmPassword</Name>
<Value>welcome1</Value>
</Property>
</Storage>
<Target>
<Name>RAC33_RAC331</Name>
<Type>oracle_database</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>/home/oracle/oracle/product/10.2.0/db_1</Value>
</Property>
</Target>
<Target>
<Name>RAC33_RAC332</Name>
<Type>oracle_database</Type>
<Host>bjx32.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>/home/oracle/oracle/product/10.2.0/db_1</Value>
</Property>
<Property>
<Name>ORACLE_HOME_NAME</Name>
<Value>OraDb10g_home1</Value>
</Property>
<Property>
<Name>db_username</Name>
<Value>sys</Value>
</Property>
<Property>
<Name>db_password</Name>
<Value>welcome1</Value>
</Property>
<Property>
<Name>oms_username</Name>
<Value>oracle</Value>
</Property>
<Property>
<Name>oms_password</Name>
<Value>welcome1</Value>
</Property>
</Target>
</AggregateTarget>
</EMModel>
Note that for the Windows platform job shown in Example 1–26, the connector creates the C:\temp
directory on the target computer if it does not already exist when running the Create RAC job.
Example 1-26 Adding a Node to an Existing RAC (Windows platform with CFS storage)
<?xml version = '1.0' encoding = 'UTF-8'?>
<EMModel xmlns="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://xmlns.oracle.com/sysman/connector/base/msi/EMModel.xsd">
<RequestHeader>
<RequestID>RACAddNode</RequestID>
<Source>Oracle</Source>
<Destination>Oracle</Destination>
<RequestProperty>
<Type>Singleton</Type>
<Property>
<Name>Platform</Name>
<Value>Windows</Value>
</Property>
</RequestProperty>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<AggregateTarget>
<Name>CRS33</Name>
<Type>cluster</Type>
<Target>
<Name>bjx33.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>publicNode</Name>
<Value>bjx33</Value>
</Property>
<Property>
<Name>CRS_HOME</Name>
<Value>d:\oracle\product\10.2.0\crs</Value>
</Property>
</Target>
<Target>
<Name>bjx32.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx32.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>CRS_HOME</Name>
<Value>d:\oracle\product\10.2.0\crs</Value>
</Property>
<Property>
<Name>ORACLE_HOME_NAME</Name>
<Value>OraCrs10g_home</Value>
</Property>
<Property>
<Name>publicNode</Name>
<Value>bjx32</Value>
</Property>
<Property>
<Name>privateNode</Name>
<Value>bjx32-priv</Value>
</Property>
<Property>
<Name>vipNode</Name>
<Value>bjx32-vip</Value>
</Property>
</Target>
<Property>
<Name>RESPONSEFILE_VERSION</Name>
<Value>2.2.1.0.0</Value>
</Property>
<Property>
<Name>sl_OHPartitionsAndSpace_valueFromDlg</Name>
<Value>{"1","1","10000","1","I:","3"}</Value>
</Property>
<Property>
<Name>ret_PrivIntrList</Name>
<Value>{"Public:219.142.73.0:1","Interconnect:10.0.0.0:2"}</Value>
</Property>
</AggregateTarget>
<AggregateTarget>
<Name>RAC33</Name>
<Type>rac_database</Type>
<Target>
<Name>RAC33_RAC331</Name>
<Type>oracle_database</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>d:\oracle\product\10.2.0\db_1</Value>
</Property>
</Target>
<Target>
<Name>RAC33_RAC332</Name>
<Type>oracle_database</Type>
<Host>bjx32.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>d:\oracle\product\10.2.0\db_1</Value>
</Property>
<Property>
<Name>ORACLE_HOME_NAME</Name>
<Value>OraDb10g_home1</Value>
</Property>
<Property>
<Name>db_username</Name>
<Value>sys</Value>
</Property>
<Property>
<Name>db_password</Name>
<Value>welcome1</Value>
</Property>
<Property>
<Name>oms_username</Name>
<Value>oracle</Value>
</Property>
<Property>
<Name>oms_password</Name>
<Value>welcome1</Value>
</Property>
</Target>
</AggregateTarget>
</EMModel>
Example 1–27 shows that the response model will have a job ID for the request.
Example 1-27 Job ID in ExtentRAC Response Model
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>ADDNODE1234567890</RequestID>
<Source>JP</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>*</Name>
<Password>*</Password>
</Credential>
<Job>
<JobId>12320443534534534543</JobId>
<JobStatus>2</JobStatus>
</Job>
</EMModel>
Deleting a Node from an Existing RAC
Example 1–28 and Example 1–29 show how to send a request to the connector to remove the second node that was added in Example 1–25 and Example 1–26.
Note: When deleting an inaccessible node, an initialization error appears for steps S3 and S5. You can ignore these errors, which are caused by inaccessible targets. |
Example 1-28 Scaling a Two-node RAC to a One-node RAC (Linux platform with ASM storage)
<?xml version = '1.0' encoding = 'UTF-8'?>
<EMModel xmlns="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://xmlns.oracle.com/sysman/connector/base/msi/EMModel.xsd">
<RequestHeader>
<RequestID>DeleteNode</RequestID>
<Source>Oracle</Source>
<Destination>Oracle</Destination>
<RequestProperty>
<Type>Singleton</Type>
<Property>
<Name>Platform</Name>
<Value>Linux</Value>
</Property>
</RequestProperty>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<AggregateTarget>
<Name>CRS33</Name>
<Type>cluster</Type>
<Target>
<Name>bjx33.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx33.cn.oracle.com</Host>
<Property>
<Name>CRS_HOME</Name>
<Value>/home/oracle/oracle/product/10.2.0/crs</Value>
</Property>
</Target>
</AggregateTarget>
<AggregateTarget>
<Name>RAC33</Name>
<Type>rac_database</Type>
<Target>
<Name>RAC33_RAC331</Name>
<Type>oracle_database</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>/home/oracle/oracle/product/10.2.0/db_1</Value>
</Property>
<Property>
<Name>db_username</Name>
<Value>sys</Value>
</Property>
<Property>
<Name>db_password</Name>
<Value>welcome1</Value>
</Property>
<Property>
<Name>oms_username</Name>
<Value>oracle</Value>
</Property>
<Property>
<Name>oms_password</Name>
<Value>welcome1</Value>
</Property>
</Target>
</AggregateTarget>
</EMModel>
Example 1-29 Scaling a Two-node RAC to a One-node RAC (Windows platform with CFS storage)
<?xml version = '1.0' encoding = 'UTF-8'?>
<EMModel xmlns="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://xmlns.oracle.com/sysman/connector/base/msi/EMModel.xsd">
<RequestHeader>
<RequestID>DeleteNode</RequestID>
<Source>Oracle</Source>
<Destination>Oracle</Destination>
<RequestProperty>
<Type>Singleton</Type>
<Property>
<Name>Platform</Name>
<Value>Windows</Value>
</Property>
</RequestProperty>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<AggregateTarget>
<Name>CRS33</Name>
<Type>cluster</Type>
<Target>
<Name>bjx33.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx33.cn.oracle.com</Host>
<Property>
<Name>CRS_HOME</Name>
<Value>d:\oracle\product\10.2.0\crs</Value>
</Property>
</Target>
</AggregateTarget>
<AggregateTarget>
<Name>RAC33</Name>
<Type>rac_database</Type>
<Target>
<Name>RAC33_RAC331</Name>
<Type>oracle_database</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>d:\oracle\product\10.2.0\db_1</Value>
</Property>
<Property>
<Name>db_username</Name>
<Value>sys</Value>
</Property>
<Property>
<Name>db_password</Name>
<Value>welcome1</Value>
</Property>
<Property>
<Name>oms_username</Name>
<Value>oracle</Value>
</Property>
<Property>
<Name>oms_password</Name>
<Value>welcome1</Value>
</Property>
</Target>
<Property>
<Name>oms_delete_all_targets</Name>
<Value>true</Value>
</Property>
</AggregateTarget>
</EMModel>
Example 1–30 shows that the response model will have a job ID for the request.
Example 1-30 Job ID in Delete Node Response Model
<EMModel xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance"
xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
<RequestHeader>
<RequestID>DELETENODE1234567890</RequestID>
<Source>JP</Source>
<Destination>Oracle</Destination>
</RequestHeader>
<Credential>
<Name>*</Name>
<Password>*</Password>
</Credential>
<Job>
<JobId>12320443534534534543</JobId>
<JobStatus>2</JobStatus>
</Job>
</EMModel>
Handling an Error Case
When an error occurs after you submit a request model, an error code is returned in the <RequestHeader/>
of the response model. See Chapter 6, "Error Messages and Debugging" for the cause of the error and how to fix it. Example 1–31 shows what occurs when you send a delete node job request to a three-node RAC. Error code CNTR - 0015 appears, which means that the action is not supported and you should delete one node.
Example 1-31 Attempting to Scale a Three-node RAC to a One-node RAC
<?xml version = '1.0' encoding = 'UTF-8'?>
<EMModel xmlns="http://xmlns.oracle.com/sysman/connector/base/msi" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance" xsi:schemaLocation="http://xmlns.oracle.com/sysman/connector/base/msi/EMModel.xsd">
<RequestHeader>
<RequestID>DeleteNode</RequestID>
<Source>Oracle</Source>
<Destination>Oracle</Destination>
<RequestProperty>
<Type>Singleton</Type>
<Property>
<Name>Platform</Name>
<Value>Windows</Value>
</Property>
</RequestProperty>
</RequestHeader>
<Credential>
<Name>sysman</Name>
<Password>welcome1</Password>
</Credential>
<AggregateTarget>
<Name>CRS33</Name>
<Type>cluster</Type>
<Target>
<Name>bjx33.cn.oracle.com</Name>
<Type>host</Type>
<Host>bjx33.cn.oracle.com</Host>
<Property>
<Name>CRS_HOME</Name>
<Value>d:\oracle\product\10.2.0\crs</Value>
</Property>
</Target>
</AggregateTarget>
<AggregateTarget>
<Name>RAC33</Name>
<Type>rac_database</Type>
<Target>
<Name>RAC33_RAC331</Name>
<Type>oracle_database</Type>
<Host>bjx33.cn.oracle.com</Host>
<Credential>
<Name>oracle</Name>
<Password>welcome1</Password>
</Credential>
<Property>
<Name>ORACLE_HOME</Name>
<Value>d:\oracle\product\10.2.0\db_1</Value>
</Property>
<Property>
<Name>db_username</Name>
<Value>sys</Value>
</Property>
<Property>
<Name>db_password</Name>
<Value>welcome1</Value>
</Property>
<Property>
<Name>oms_username</Name>
<Value>oracle</Value>
</Property>
<Property>
<Name>oms_password</Name>
<Value>welcome1</Value>
</Property>
</Target>
<Property>
<Name>oms_delete_all_targets</Name>
<Value>true</Value>
</Property>
</AggregateTarget>
</EMModel>
Example 1–32 shows the response model for Example 1–31.
Example 1-32 Response Model for a Three-node RAC to a One-node RAC
<?xml version = '1.0' encoding = 'UTF-8'?>
<ns0:EMModel xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns:ns0="http://xmlns.oracle.com/sysman/connector/base/msi"
xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance">
<ns0:RequestHeader>
<ns0:RequestID>DeleteNode</ns0:RequestID>
<ns0:Source>Oracle</ns0:Source>
<ns0:Destination>Oracle</ns0:Destination>
<ns0:RequestProperty>
<ns0:Type>Error</ns0:Type>
<ns0:Property>
<ns0:Name>Message</ns0:Name>
<ns0:Value>CNTR-0015</ns0:Value>
</ns0:Property>
</ns0:RequestProperty>
</ns0:RequestHeader>
<ns0:Credential>
<ns0:Name>******</ns0:Name>
<ns0:Password>******</ns0:Password>
</ns0:Credential>
<ns0:AggregateTarget>
<ns0:Name>CRS33</ns0:Name>
<ns0:Type>cluster</ns0:Type>
<ns0:Target>
<ns0:Name>bjx33.cn.oracle.com</ns0:Name>
<ns0:Type>host</ns0:Type>
<ns0:Host>bjx33.cn.oracle.com</ns0:Host>
<ns0:Property>
<ns0:Name>CRS_HOME</ns0:Name>
<ns0:Value>d:\oracle\product\10.2.0\crs</ns0:Value>
</ns0:Property>
</ns0:Target>
</ns0:AggregateTarget>
<ns0:AggregateTarget>
<ns0:Name>RAC33</ns0:Name>
<ns0:Type>rac_database</ns0:Type>
<ns0:Target>
<ns0:Name>RAC33_RAC331</ns0:Name>
<ns0:Type>oracle_database</ns0:Type>
<ns0:Host>bjx33.cn.oracle.com</ns0:Host>
<ns0:Credential>
<ns0:Name>oracle</ns0:Name>
<ns0:Password>welcome1</ns0:Password>
</ns0:Credential>
<ns0:Property>
<ns0:Name>ORACLE_HOME</ns0:Name>
<ns0:Value>d:\oracle\product\10.2.0\db_1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>db_username</ns0:Name>
<ns0:Value>sys</ ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>db_password</ns0:Name>
<ns0:Value>welcome1</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>oms_username</ns0:Name>
<ns0:Value>oracle</ns0:Value>
</ns0:Property>
<ns0:Property>
<ns0:Name>oms_password</ns0:Name>
<ns0:Value>welcome1</ns0:Value>
</ns0:Property>
</ns0:Target>
</ns0:AggregateTarget>
</ns0:EMModel>
2 Building a Help Desk Connector
This chapter provides information you need to build a help desk connector and integrate it with Enterprise Manager. This chapter has following sections:
Introduction
Enterprise Manager 10g provides a Management Connector Framework (referred to as Connector Framework) to allow developers to build help desk connectors based on metadata (XMLs and XSLs).
Help desk connectors created through the framework inherit the following features:
- Auto Ticketing — Lets you describe the connector to automatically open or update a ticket whenever an alert is triggered in Enterprise Manager. You can specify the set of alerts for which tickets must be opened and the alert severity for which this should happen. You can do this with Notification Rules, the user-defined rules that define the criteria by which notifications should be sent for alerts.
- Manual Ticketing — Lets you manually open a ticket from Enterprise Manager console based on an open alert in Enterprise Manager. The connector populates the ticket with details based on the alert and the ticket template.
To utilize these ticketing features for your own help desk system, you need to provide a set of metdata files. The categories of metadata files listed in Table 2-1 are required for building a help desk connector:
Table 2-1 Metadata File Categories
Category | Type | Description |
Connector Descriptor | XML | Lets you customize the integration for your ticketing system. Through XML you describe how the configuration UI pages should be generated in this file. |
Ticket Templates | XSLT | Describe how a ticket is filled out in the context of an event. Ticket templates explain the mappings from Enterprise Manager alert data fields to the corresponding ticket data fields in ticket creation and update through the XSLT language. |
Response Transformations | XSLT | Normalize the ticketing system Web service's response data into a format that the Ticketing Connector Framework can understand. |
Prerequisites
Before building a help desk connector, ensure that your ticketing system meets the following pre-requisites:
- The ticketing system exposes the following Web services:
- Create Ticket
- Get Ticket
- Update Ticket
- The Web service is of Document Literal style
- Web service supports Simple Object Access Protocol (SOAP) header-based authentication.
Defining XML and XSL Files
The section provides details of various XML and XSL files that you must define for building a help desk connector.
Oracle recommends you to refer to the example metadata files available at the following location:
$OMS_HOME/sysman/connector
/Remedy_Connector
Note: Do not make changes to any of the files in this location. |
Connector Descriptor XML File
Define a connector descriptor XML file to describe the connector metadata and the configuration properties of the connector such as Web service end points, authentication schema, and ticket URL pattern. This XML file defines how the configuration pages are dynamically generated for the connector.
Example 2-1 conforms to the connectorType.XSD file. You can use it as a template by replacing the highlighted elements with proper values.
Note: This sample file is located in the following directory: $ORACLE_HOME/sysman/connector/common/schema/connectorType.xsd The descriptor XML file for Remedy Connector is named RemedyDeploy.xml . |
Example 2-1 Sample Connector Descriptor XML File
<?xml version='1.0' encoding='UTF-8'?>
<ManagementConnector xmlns="http://xmlns.oracle.com/sysman/connector">
<Name>specify the connector name
</Name>
<Version>specify the 5-digit version, e.g., 1.0.0.0.0
</Version>
<Description>specify a short description
</Description>
<!-- Category is fixed to TicketingConnector. -->
<Category>TicketingConnector</Category>
<TicketingConnector>
<!-- authentication element is optional. If authentication is required, the SOAP header should match the Data element in this section. Other elements are displayed on the default UI to collect data to generate the Data element. -->
<Authentication>
<Username>
<AttributeName>specify the username_element_name
</AttributeName>
<DisplayName>specify the label
</DisplayName>
</Username>
<Password>
<AttributeName>specify the password_element_name
</AttributeName>
<DisplayName>specify the display label
</DisplayName>
</Password>
<Attribute>
<AttributeName>specify attribute other than username and password
</AttributeName>
<DisplayName>specify display label
</DisplayName>
</Attribute>
<!-- Attribute element can repeat. -->
<Data>
3 Building an Event Connector
This chapter provides information that you need to build an event connector and integrate it with Enterprise Manager.
This chapter has the following sections:
Introduction
Enterprise Manager 10g provides a Management Connector Framework (referred to as Connector Framework) that enables developers to build event connectors based on metadata (XMLs and XSLs). The event connector allows Enterprise Manager to retrieve external events using a poll-based approach. You can also send events to external systems.
The following categories of metadata files are required to build an event connector:
Prerequisites
Before building the connector framework, ensure that you meet the following event system prerequisites:
The external event system exposes the following Web services:
getNewAlerts
getUpdatedAlerts
acknowledgAlerts
getResponse (optional)
updateAlert (optional)
uninitialize (optional)
initialize (optional)
setup (optional)
destroy (optional)
Note: The custom Web service endpoint names can differ from those listed, and they are mapped by the connector framework. |
The Web service is of Document Literal style
Web services support SOAP header-based authentication.
Defining XML and XSL Files
The following sections provide details of various XML and XSL files that you must define for building an event connector.
Oracle recommends that you refer to the metadata files at the following location:
$OMS_HOME/sysman/connector
The connector .ja
r file is available at the following location:
$OMS_HOME/ j2ee/OC4J_EM/applications/em/em/WEB-INF/lib
Connector Descriptor XML File
Define a connector descriptor XML file to describe the connector metadata and the configuration properties of the connector, such as Web service end points and authentication schema. This file should adhere to the schema connectorType.xsd
.
A sample connector descriptor XML file is provided below. You need to define various elements. To do this, replace the highlighted text with the corresponding elements.
Example 3-1 Sample Connector Descriptor XML File
<?xml version='1.0' encoding='UTF-8'?>
<ManagementConnector xmlns:xsd="http://www.w3.org/2001/XMLSchema"
xmlns="http://xmlns.oracle.com/sysman/connector">
<Name>specify the connector name
</Name>
<Version>specify the 5-digit version, e.g., 1.0.0.0.0
</Version>
<Description>specify a short description
</Description>
<Category>EventConnector</Category>
<!-- Category is fixed to EventConnector. -->
<EventConnector>
<!-- If IsNewTargetType is set to true, it means the developers want to define a new target type to hold external alerts. In that case, targetType.xml and defaultTargetType.xml need to be shipped in the connector jar. -->
<IsNewTargetType>true</IsNewTargetType>
<EventService>
<Method>getNewAlerts</Method>
<WebServiceEndpoint>
4 Building a Data Exchange Connector
A Data Exchange Connector is a JMS server-based integration vehicle that helps you to build a bi-directional data exchange setup between Enterprise Manager and other management systems. The Data Exchange Connector architecture is based on open standards such as Java Message Service (JMS) and XML. This helps in facilitating easy extensibility and interoperability.
The data exchange environment necessitates creation of a data exchange hub and data exchange sessions. This chapter explains the key concepts, components, and features involved in the data exchange process.
Also provided are specific steps to integrate Enterprise Manager with Oracle Business Activity Monitoring (OBAM).
This chapter discusses these topics:
Introduction
Typically, an enterprise may have Enterprise Manager monitoring most of the systems and services within it. However, other monitoring systems or external management systems such as the OBAM server might also exist within the business environment of the enterprise. These management systems and Enterprise Manager might be collecting monitoring information that is different, yet related to the same business application. It is imperative for the business that Enterprise Manager and these external management systems co-exist and interact seamlessly.
A Data Exchange Connector effectively addresses this communication requirement by transferring data in XML format using JMS Topic messages. This is made possible by creating a data exchange hub and a data exchange session.
Figure 4–1 provides an architectural overview of the Data Exchange Connector.
Figure 4-1 Data Exchange Architecture

Enterprise Manager and External Management System
Table 4-1 explains the data requirements and purpose of data exchange between Enterprise Manager and an external management system.
Table 4-1 Data Exchange between Enterprise Manager and External Management System
Data Exchange |
Requirement |
Purpose |
---|
From Enterprise Manager to external management system
|
|
|
From external management system to Enterprise Manager
|
Business Indicators
Business Events
|
Better reporting and topology analysis.
Generate a comprehensive service-level agreement (SLA) in the Enterprise Manager environment.
|
Integrating the two systems using Data Exchange Connector helps the systems to complement each other and serve business requirements effectively and economically.
Data Forwarding Frequency Options and Modes
The following list explains the normal process followed when sending data from Enterprise Manager to external management systems.
Only real-time metric and availability values are forwarded. Historical data is not forwarded.
Metric data is forwarded in batches at scheduled intervals. In each batch, a maximum of 100 data points can be sent. An interval of two seconds is maintained between subsequent forwarding to reduce the JMS server load.
For a given metric, all new data points in the interval are sent to the external system. If there are no new values, no data is sent. For the initial forwarding, data points since the previous one hour are considered.
For example, if an outbound session is scheduled from 9:00 a.m. to 9:00 p.m. with an interval frequency of 30 minutes, initially (at 9:00 am) metric values collected between 8:00 a.m. and 9:00 a.m. are forwarded. Subsequently, the metric values received in that interval are sent. So at 9:30 a.m., metric values received between 9:00 a.m. and 9:30 a.m., and at 10:00 a.m. metric values received between 9:30 a.m. and 10:00 a.m., are forwarded.
Alerts are sent without latency. Each outbound message only has one alert embedded in it.
Data Exchange Concepts
The following sections explain the major concepts that you must understand to successfully set up a data exchange environment between Enterprise Manager and an external management system.
Data Exchange Hub
A data exchange hub is a JMS-compliant server that acts as the conduit between Enterprise Manager and an external management system. The hub should be configured with known JMS destination information (Outbound JMS Topics) so that the messages can be sent and retrieved seamlessly.
See Also: "Creating a Data Exchange Hub" on page 4E5 |
Inbound Data Exchange Session
An inbound data exchange session is created to receive business indicators, events, or both from the data source of an external system to Enterprise Manager.
Outbound Data Exchange Session
An outbound data exchange session is created to send metric values, alerts, target availability, or a combination of them from Enterprise Manager to an external system.
The data can be sent in either of the following formats:
Normalized message format
Denormalized message format
Normalized Message Format
In this format, data is sent in two phases.
Session Setup Phase — Meta information for targets and metrics such as target name, target type, metric name, and metric column are sent along with their GUIDs when the session is created in Enterprise Manager Grid Control.
Session Execution Phase — Actual metrics are sent when the session is executed. They are tagged with the GUIDs to avoid sending redundant meta information for every message, thereby keeping the wire footprint low.
This message format is effective if the external system is backed by a persistence store, such as a database, so that it can retrieve the metadata by joining the tables when rendering the charts or reports based on GUIDs.
Denormalized Message Format
In this format, target and metric meta information is sent along with every message in the session execution phase. No messages are sent during the session setup phase. This message format is effective if the external system is not backed by a persistence store. Though each message repeats the meta information, digesting the data for charting and reporting is easier.
Message Schemas
To correctly parse and interpret the contents, it is imperative for the external system to understand the syntax and semantics of the XML messages embedded in the JMS topics. The schema of the message varies depending on the message format (normalized or denormalized).
The same JMS Topics are used for both formats; therefore, sessions with different message formats should not run concurrently because it confuses the consumer of these messages. Oracle recommends that the sessions with different formats be run exclusively.
Data Source
Data source is a logical representation of an external system source from which business indicators or events are retrieved. A data source definition represents the following:
The structure and schema of the business content (business indicators) received from the external system.
The transport (JMS destinations) information by way of which the external data (business events and indicators) is received.
Associated target in Enterprise Manager to which the external data (business events and indicators) is associated.
Setting up a Data Exchange Connector
From Enterprise Manager Grid Control, click Setup.
The setup links appear in the left margin.
Click Data Exchange.
The Data Exchange page appears as shown in Figure 4-2.
Figure 4-2 Data Exchange Page

Set up the Data Exchange Connector.
The following sections provide information required to set up a Data Exchange Connector:
Creating a Data Exchange Hub
Any JMS server can act as a hub. The following are tested and certified:
OC4J 10.1.3.1 series
ESB 10.1.3.1 series
OC4J 10.1.2.0 series
WLS 8.1 series and above
Do the following to create a data exchange hub:
In the Data Exchange: Data Exchange Hub page (Figure 4-2), click Create. The Create Data Exchange Hub page appears, as shown in Figure 4–3.
Specify a unique name for the Data Exchange hub.
Provide the JNDI Service Provider URL for the Data Exchange hub.
Provide the user credentials to access this hub.
Configure the JMS server with the required JMS topic names.
See Also: "Inbound JMS Topics" on page 25 |
Click OK to save the configuration and return to the Data Exchange: Data Exchange Hub page.
Figure 4-3 Create Data Exchange Hub Page

After you create a hub for data exchange, you can set up an outbound or inbound data exchange session.
Creating an Outbound Data Exchange Session
To create an outbound data exchange session, specify the input provided in the following procedure for the respective pages of the setup wizard.
From the Data Exchange page, click the Outbound Data Exchange Session link.
Click Create. The Session Setup step of the wizard appears.
Ensure that you have access to at least one Data Exchange hub that is configured with the topics to receive data from Enterprise Manager. To set up a Data Exchange hub, see "Creating a Data Exchange Hub" on page 4E5.
Specify a unique name for this outbound data exchange session in the Name field.
Select a Data Exchange hub from the list of hubs already created and listed alphabetically. By default, the first hub in the list is selected.
In the Users field, enter the name of a BAM user or a comma-separated list of BAM users (for example: user1, user2) on the external system who can access the data being sent. The name or name of these users for this session will be associated with the Oracle BAM server. The receiving system must interpret and enforce security. If you leave this field blank, no user information is sent.
Select either a Normalized or Denormalized message format. For more information on these formats, see "Outbound Data Exchange Session" on page 4E3.
Click Next. The Select Targets and Metrics/Alerts/Availability step of the wizard appears.
Click Add. The Add Target page of this wizard step appears.
Click the flashlight icon to invoke the Search and Select Targets pop-up, choose a target that is to be part of the Data Exchange transactions being set up, then click Select. A list of all metrics and objects for the target now appear on the Add Target page.
Specify which metrics and alerts you want to send during the outbound session for the target.
You need to select Send Metric Values for the Availability metric for target availability information.
You cannot select the Send Alerts for the Service-Level Agreement (SLA) metric. This metric is only applicable and available for service targets. For example, host targets do not have this metric.
Some metrics may require you to specify an object. For example, you can qualify the Filesystem Space Available (%) metric by the name of a particular mount point.
Click OK to save your selections and return to the Select Targets and Metrics/Alerts/Availability step.
You can now view or edit your selections. You can also use your selections as a template for another target by clicking Add-like.
Click Next if you are satisfied with your metric values and alerts selections. The Schedule step of the wizard appears. Select one of the following scheduling choices:
Schedule Later — You can defer scheduling and subsequently schedule the session from the Outbound Data Exchange Session sub-page after you click Finish in the Review step of the wizard.
Schedule Now — Choose one of the following sub-types:
One Time (Immediately): If you select this option, the session runs once just when you finish creating it.
One Time (Later): If you select this option, you need to specify a time zone and a start date and time for the session.
Repeating: For this default option, you need to specify the time zone and the start time. Additionally, you can specify the frequency type and interval at which you want the session to run, and whether it should be repeated indefinitely or until a specified time and date.
Click Next or Review to go to the Review step of the wizard.
If you need to make changes, click Back until you reach the step you need to change. Otherwise, go to the next step.
Click Finish. The Outbound Data Exchange Session sub-page reappears and shows your newly created session and its status in the table.
Before the job finishes executing, you can either view the schedule by clicking the View Schedule link in the Actions column and then stop the execution if desired, or you can stop the execution immediately by clicking Stop.
Outbound JMS Topics
Predefined topic names are used to send data from Enterprise Manager to external systems through the hub. You should configure the data exchange hub with the JMS destination information specified in Table 4–2 through Table 4–7.
You can use any JMS provider with the Data Exchange Connector as described in the following example.
Example - Oracle Containers for J2EE (OC4J) as the JMS Provider
If the Enterprise Manager Agent is deployed on the server that hosts OC4J, do the following:
From Enterprise Manager Grid Control version 10.2.0.3 or greater, select the Targets tab.
Select the Application Servers tab and locate the desired Application Server. Expand the application server to reveal the OC4J target type, then click the OC4J target name.
On the OC4J Home page that appears, click Administer in the Related Links section. This starts the Enterprise Manager Application Server application.
Log in to the application as administrator, such as "oc4jadmin."
In the application, click on the desired OC4J, such as "home."
Click the Administration tab.
In the Enterprise Messaging Service section, go to the JMS Destination task.
Click Create New to create new JMS destinations (total of six) based on Table 4–2 through Table 4–7 below.
Click Help in the Add JMS Destinations page for information on the page fields.
Note: You can also navigate to the Application Server application using the following direct URL:
http://<server_name>:<port>/em
|
Table 4-2 JMS Destination for Targets
Details |
Description |
---|
TopicConnectionFactory Name
|
jms/EMSYSTopicConnectionFactory
|
Topic Name
|
jms/EMSYSTargetsTopic
|
JMS Message Type
|
Text message
|
Description
|
Target metadata information, such as target name and type are sent on this topic.
|
Table 4-3 JMS Destination for Metrics
Details |
Description |
---|
TopicConnectionFactory Name
|
jms/EMSYSTopicConnectionFactory
|
Topic Name
|
jms/EMSYSMetricsTopic
|
JMS Message Type
|
Text message
|
Description
|
Metric metadata information, such as metric name, column, and target type are sent on this topic.
|
Table 4-4 JMS Destination for Metric Data
Details |
Description |
---|
TopicConnectionFactory Name
|
jms/EMSYSTopicConnectionFactory
|
Topic Name
|
jms/EMSYSMetricsDataTopic
|
JMS Message Type
|
Text message
|
Description
|
This topic is used to send the actual metric values.
|
Table 4-5 JMS Destination for Target Status
Details |
Description |
---|
TopicConnectionFactory Name
|
jms/EMSYSTopicConnectionFactory
|
Topic Name
|
jms/EMSYSTargetStatusTopic
|
JMS Message Type
|
Text message
|
Description
|
Target status information is sent on this topic
|
Table 4-6 JMS Destination for Security Filter
Details |
Description |
---|
TopicConnectionFactory Name
|
jms/EMSYSTopicConnectionFactory
|
Topic Name
|
jms/EMSYSSecurityFilterTopic
|
JMS Message Type
|
Text message
|
Description
|
Security filter information is sent on this topic.
|
Table 4-7 JMS Destination for Alert Data
Details |
Description |
---|
TopicConnectionFactory Name
|
jms/EMSYSTopicConnectionFactory
|
Topic Name
|
jms/EMSYSAlertsDataTopic
|
JMS Message Type
|
Text message
|
Description
|
Alerts are sent on this topic.
|
Table 4-8 JMS Destination for SLA Data
Details |
Description |
---|
TopicConnectionFactory Name
|
jms/EMSYSTopicConnectionFactory
|
Topic Name
|
jms/EMSYSATargetSLATopic
|
JMS Message Type
|
Text message
|
Description
|
The target SLA is sent on this topic. SLA metrics are only shown for Service targets.
|
Outbound Message Schema
The following sections explain the outbound message schema. The schema varies depending on whether the message format is normalized or denormalized.
Normalized Message Format
The schema for outgoing messages for a normalized format is as follows:
Normalized Target Message
For each selected target, corresponding target metadata information is sent to the external system during the session setup phase. The schema of these messages is as follows:
Table 4-9 Normalized Target Message
Title |
Description |
---|
Path Expression
|
EMSYSData/Target
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/OutboundTarget.xsd
|
Message Topic
|
jms/EMSYSTargetsTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="Target" type="de:TargetType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Target Type --> <xs:complexType name="TargetType"> <xs:all> <xs:element name="TargetName" type="xs:string"/> <xs:element name="TargetType" type="xs:string"/> <xs:element name="TargetGUID" type="xs:string"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <Target> <TargetName>/ade/foo_core9/oracle.stacd16.us.oracle.com_home</TargetName> <TargetType>oc4j</TargetType> <TargetGUID>852464ac3e4176460458297faaffe926</TargetGUID> </Target> <Target> <TargetName>stacd16.us.oracle.com</TargetName> <TargetType>host</TargetType> <TargetGUID>00645a665bfd9b72b2a6bb6ef49606b0</TargetGUID> </Target> </de:EMSYSData>
|
Normalized Metric Message
For each selected metric, corresponding metric metadata information is sent to the external system during the session setup. The schema of these messages is as follows:
Table 4-10 Normalized Metric Message
Title |
Description |
---|
Path Expression
|
EMSYSData/Metric
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/OutboundSecurityFilter.xsd
|
Message Topic
|
jjms/EMSYSMetricsTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="Metric" type="de:MetricType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Metric Type --> <xs:complexType name="MetricType"> <xs:all> <xs:element name="MetricName" type="xs:string"/> <xs:element name="MetricType" type="xs:string"/> <xs:element name="MetricGUID" type="xs:string"/> <xs:element name="MetricColumn" type="xs:string" minOccurs="0"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <Metric> <MetricColumn>DiskActivityavserv</MetricColumn> <MetricGUID>6ca028d5078fe542b2ee0c1b013727d7</MetricGUID> <TargetType>host</TargetType> <MetricName>DiskActivity</MetricName> </Metric> <Metric> <MetricColumn>cpuUtil</MetricColumn> <MetricGUID>0c71a1afac2d7199013837da35522c08</MetricGUID> <TargetType>host</TargetType> <MetricName>Load</MetricName> </Metric> </de:EMSYSData>
|
Normalized Security Filter Message
External systems that consume data from Enterprise Manager can enforce access control based on the session name. This can be achieved by capturing the security filter. The schema of these security filter messages is as follows:
Table 4-11 Normalized Security Filter Message
Title |
Description |
---|
Path Expression
|
EMSYSData/SecurityFilter
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/OutboundMetric.xsd
|
Message Topic
|
jms/EMSYSSecurityFilterTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="SecurityFilter" type="de:SecurityFilterType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Security Filter Type --> <xs:complexType name="SecurityFilterType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="UserName" type="xs:string"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <SecurityFilter> <SessionName>LoanSession</SessionName> <UserName>LoanAdminUser</UserName> </SecurityFilter> </de:EMSYSData>
|
Normalized Metric Data Message
In the normalized message format, the metrics are sent along with the GUIDs to avoid sending meta information for every message. The schema of this metric message is as follows:
Table 4-12 Normalized Metric Data Message
Title |
Description |
---|
Path Expression
|
EMSYSData/MetricData
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/ OutboundNormalizedMetricsData.xsd
|
Message Topic
|
jms/EMSYSMetricsDataTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="MetricData" type="de:MetricDataType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Metric Data Type --> <xs:complexType name="MetricDataType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="TargetGUID" type="xs:string"/> <xs:element name="MetricGUID" type="xs:string"/> <xs:element name="Timestamp" type="xs:dateTime"/> <xs:element name="Value" type="xs:float" minOccurs="0"/> <xs:element name="StringValue" type="xs:string" minOccurs="0"/> <xs:element name="KeyValue" type="xs:string" minOccurs="0"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <MetricData> <SessionName>Session1</SessionName> <TargetGUID>00645a665bfd9b72b2a6bb6ef49606b0</TargetGUID> <MetricGUID>df8067b7d515747434b58d69230b8451</MetricGUID> <Timestamp>2001-12-17T09:30:47-05:00</Timestamp> <Value>3.14159</Value> </MetricData></EMSYSData>
|
Normalized Alert Message
In the normalized message format, the alerts are sent along with the GUIDs to avoid sending meta information for every message. The schema of this alert message is as follows:
Table 4-13 Normalized Alert Message
Title |
Description |
---|
Path Expression
|
EMSYSData/Alert
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/ OutboundNormalizedAlertsData.xsd
|
Message Topic
|
jms/EMSYSAlertsDataTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="Alert" type="de:AlertType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Alert Type --> <xs:complexType name="AlertType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="TargetGUID" type="xs:string"/> <xs:element name="MetricGUID" type="xs:string"/> <xs:element name="Timestamp" type="xs:dateTime"/> <xs:element name="Severity" type="xs:string"/> <xs:element name="Value" type="xs:float" minOccurs="0"/> <xs:element name="Message" type="xs:string" minOccurs="0"/> <xs:element name="KeyValue" type="xs:string" minOccurs="0"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <Alert> <MetricGUID>0c71a1afac2d7199013837da35522c08</MetricGUID> <Value>25.35</Value> <Message>CPU Utilization is 25.35%, crossed warning (15) or critical (95) threshold.</Message> <Severity>Warning</Severity> <Timestamp>07/13/2006 14:59:42</Timestamp> <SessionName>Session9</SessionName> <TargetGUID>00645a665bfd9b72b2a6bb6ef49606b0</TargetGUID> </Alert> </de:EMSYSData
|
List of Severities
INFO
WARNING
CRITICAL
AGENT UNREACHABLE CLEAR
AGENT UNREACHABLE START
BLACKOUT END
BLACKOUT START
METRIC ERROR END
METRIC ERROR START
Normalized Target Availability Message
The schema of a normalized target availability information message is as follows:
Table 4-14 Normalized Target Availability Message
Title |
Description |
---|
Path Expression
|
EMSYSData/TargetStatus
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/OutboundNormalizedTargetStatus.xsd
|
Message Topic
|
jms/EMSYSTargetStatusTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="TargetStatus" type="de:TargetsStatusType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Target Status Type --> <xs:complexType name="TargetStatusType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="TargetGUID" type="xs:string"/> <xs:element name="Status" type="xs:integer"/> <xs:element name="Timestamp" type="xs:dateTime"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <TargetStatus> <Status>1</Status> <Timestamp>07/11/2006 16:21:53</Timestamp> <SessionName>Session1</SessionName> <TargetGUID>00645a665bfd9b72b2a6bb6ef49606b0</TargetGUID> </TargetStatus> </de:EMSYSData>
|
Possible status values are provided in the following table:
Value |
Status |
---|
1 |
Target is up and reachable |
-1 |
- Target is down
Metric error
Agent is down
|
0 |
- Blackout
Target is not monitored
Target is unknown
|
Normalized Target SLA Message
The schema of a normalized target SLA information message is as follows:
Table 4-15 Normalized Target SLA Message
Title |
Description |
---|
Path Expression
|
EMSYSData/TargetSLA
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/OutboundNormalizedTargetSLA.xsd
|
Message Topic
|
jms/EMSYSTargetSLATopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <!-- Schema for Normalized Outbound Target Status message --> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/ DataExchange/10203/OutboundData/"xmlns:de="http://xmlns.oracle.com/ EnterpriseManager/DataExchange/10203/OutboundData/ " xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> <!-- Define the root element --> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root type --> <xs:complexType name="EMSYSDataType"> <!-- Zero or more TargetSLA elements --> <xs:sequence> <xs:element name="TargetSLA" type="de:TargetSLAType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the TargetSLA Type --> <xs:complexType name="MetricDataType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="TargetGUID" type="xs:string"/> <xs:element name="SLA" type="xs:integer"/> <xs:element name="Timestamp" type="xs:dateTime"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/ 10203/OutboundData/"> <TargetSLA> <SLA>100</SLA> <Timestamp>07/11/2008 16:21:53</Timestamp> <SessionName>Session1</SessionName> <TargetGUID>00645a665bfd9b72b2a6bb6ef49606b0</TargetGUID> </TargetSLA> </de:EMSYSData>
|
Denormalized Message Format
Following sections describe the schema for the outgoing messages for denormalized format.
Denormalized Metric Data Message
Schema of a denormalized metric data message is as follows:
Table 4-16 Denormalized Metric Data Message
Title |
Description |
---|
Path Expression
|
EMSYSData/MetricData
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/ OutboundDenormalizedMetricsData.xsd
|
Message Topic
|
jms/EMSYSMetricsDataTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="MetricData" type="de:MetricDataType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Metric Data Type --> <xs:complexType name="MetricDataType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="TargetName" type="xs:string"/> <xs:element name="TargetType" type="xs:string"/> <xs:element name="MetricName" type="xs:string"/> <xs:element name="MetricColumn" type="xs:string" minOccurs="0"/> <xs:element name="Timestamp" type="xs:dateTime"/> <xs:element name="Value" type="xs:float" minOccurs="0"/> <xs:element name="StringValue" type="xs:string" minOccurs="0"/> <xs:element name="KeyValue" type="xs:string" minOccurs="0"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <MetricData> <SessionName>Session1</SessionName> <TargeName>OC4J 10.1.3</TargetName> <TargetType>generic_service</TargetType> <MetricName>Usage Value</MetricName> <Timestamp>2001-12-17T09:30:47-05:00</Timestamp> <Value>3.14159</Value> </MetricData> </EMSYSData>
|
Denormalized Alert Message
Schema of a denormalized alert message is as follows:
Table 4-17 Denormalized Alert Message
Title |
Description |
---|
Path Expression
|
EMSYSData/Alert
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/ OutboundDenormalizedAlertsData.xsd
|
Message Topic
|
jms/EMSYSAlertsDataTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="Alert" type="de:AlertType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Alert Type --> <xs:complexType name="AlertType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="TargetName" type="xs:string"/> <xs:element name="TargetType" type="xs:string"/> <xs:element name="MetricName" type="xs:string"/> <xs:element name="MetricColumn" type="xs:string" minOccurs="0"/> <xs:element name="Timestamp" type="xs:dateTime"/> <xs:element name="Severity" type="xs:string"/> <xs:element name="Value" type="xs:float" minOccurs="0"/> <xs:element name="Message" type="xs:string" minOccurs="0"/> <xs:element name="KeyValue" type="xs:string" minOccurs="0"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <Alert> <SessionName>Session9</SessionName> <TargeName>OC4J 10.1.3</TargetName> <TargetType>generic_service</TargetType> <MetricName>Usage Value</MetricName> <Value>25.35</Value> <Message>CPU Utilization is 25.35%, crossed warning (15) or critical (95) threshold.</Message> <Severity>Warning</Severity> <Timestamp>07/13/2006 14:59:42</Timestamp> </Alert> </de:EMSYSData>
|
Denormalized Target Availability Message
Schema of a denormalized target availability message is as follows:
Table 4-18 Denormalized Target Availability Message
Title |
Description |
---|
Path Expression
|
EMSYSData/TargetStatus
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/ OutboundDenormalizedTargetStatus.xsd
|
Message Topic
|
jms/EMSYSTargetStatusTopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/" elementFormDefault="qualified" attributeFormDefault="unqualified"> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root element --> <xs:complexType name="EMSYSDataType"> <xs:sequence> <xs:element name="TargetStatus" type="de:TargetStatusType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Target Status Type --> <xs:complexType name="TargetStatusType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="TargetName" type="xs:string"/> <xs:element name="TargetType" type="xs:string"/> <xs:element name="Status" type="xs:integer"/> <xs:element name="Timestamp" type="xs:dateTime"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <TargetStatus> <Status>1</Status> <Timestamp>07/11/2006 16:21:53</Timestamp> <SessionName>Session1</SessionName> <TargeName>OC4J 10.1.3</TargetName> <TargetType>generic_service</TargetType> </TargetStatus> </de:EMSYSData>
|
Denormalized Target SLA Message
The schema of a denormalized target SLA information message is as follows:
Table 4-19 Denormalized Target SLA Message
Title |
Description |
---|
Path Expression
|
EMSYSData/TargetSLA
|
Schema File Location
|
$ORACLE_HOME/sysman/bam/OutboundDenormalizedTargetSLA.xsd
|
Message Topic
|
jms/EMSYSTargetSLATopic
|
Schema
|
<?xml version="1.0" encoding="UTF-8"?> <!-- Schema for Denormalized Outbound Target Status message --> <xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/ DataExchange/10203/OutboundData/" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/ 10203/OutboundData/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified"> <!-- Define the root element --> <xs:element name="EMSYSData" type="de:EMSYSDataType"/> <!-- Define the root type --> <xs:complexType name="EMSYSDataType"> <!-- zero or more target status elements --> <xs:sequence> <xs:element name="TargetSLA" type="de:MetricDataType" minOccurs="0" maxOccurs="unbounded"/> </xs:sequence> </xs:complexType> <!-- Define the Target Status Type --> <xs:complexType name="TargetSLAType"> <xs:all> <xs:element name="SessionName" type="xs:string"/> <xs:element name="TargetName" type="xs:string"/> <xs:element name="TargetType" type="xs:string"/> <xs:element name="SLA" type="xs:integer"/> <xs:element name="Timestamp" type="xs:dateTime"/> </xs:all> </xs:complexType> </xs:schema>
|
Sample
|
<de:EMSYSData xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/OutboundData/"> <TargetSLA> <SLA>100</SLA> <Timestamp>07/11/2006 16:21:53</Timestamp> <SessionName>Session1</SessionName> <TargeName>OC4J 10.1.3</TargetName> <TargetType>generic_service</TargetType> </TargetSLA> </de:EMSYSData>
|
Creating an Inbound Data Exchange Session
To create an inbound data exchange session, specify the input provided in the following procedure for the respective pages of the setup wizard.
From the Data Exchange page, click the Inbound Data Exchange Session link.
Click Create. The Session Setup step of the wizard appears.
Ensure that you have access to at least one Data Exchange hub that is configured with the topics to receive data from Enterprise Manager. To set up a Data Exchange hub, see "Creating a Data Exchange Hub" on page 4E5.
Specify a unique name for this inbound data exchange session in the Name field.
Select a Data Exchange hub from the list of hubs already created and listed alphabetically. By default, the first hub in the list is selected.
Incoming business events are associated with a corresponding business KPI if you import the KPI to Grid Control. If not, the event is associated with the special built-in metric, named ExternalAlertMetric.
Click Next. The Select Business Events/Indicators step of the wizard appears.
If you need to send business events to Grid Control, click Add Business Events. Otherwise, skip to step 4. The Select Business Events/Indicators: Add Business Events page appears.
Specify the name of an existing data source from which the event will be retrieved. The data source names within a session should be unique.
Optionally check Apply XSL Transformation for incoming messages to apply an XSL style sheet to the incoming message, shown in Figure 4–4. A multi-line text box appears, where you can insert an XSL document. If you choose this option, click Check Syntax to check the accuracy of your entry before proceeding.
The most common usage for XSLT conversion involves incoming messages transporting business KPIs or events. When the KPIs or events do not produce the expected message (schema), you can apply the XSL at the Grid Control end rather than changing the message format itself.
Figure 4-4 XSLT Conversion of XML Source Document

Specify JMS destination details for incoming events. You need to specify the TopicConnectionFactory, the Topic from which data is retrieved, and a Durable Subscriber Name so that all messages pertaining to the topic go to the specified subscriber. Specifying a Durable Subscriber prevents you from losing any incoming events. To ensure that an authenticated connection will be created between Grid Control and the Data Exchange hub, you can specify a user name and password so that the connection can be established with these credentials. Click Test Connection to verify that your input is valid.
Associate the business events with a target that Grid Control is monitoring. You can associate business events with any Enterprise Manager monitored target.
The target drop-down lists all the available target types, with the Generic Service target type being the default. If you want to choose the business event associated with a specific target that is not available in the list, add the target from the Targets page and then restart the procedure of creating an inbound session.
Click OK to save your configuration, then view your input in a tabular format and edit your selections if necessary.
You can also use your selections as a template for another target by clicking Add-like.
If you need to send business indicators to Grid Control, click Add Business Indicators. Otherwise, skip to step 5. The Select Business Events/Indicators: Add Business Indicators page appears.
Specify the name of an existing external data source from which the indicators will be retrieved. The data source names within a session should be unique. If the XML message sent from the data source is namespace-enabled, select the checkbox indicating this, and also specify the fully-qualified namespace.
Optionally check Apply XSL Transformation for incoming messages to apply an XSL style sheet to the incoming message, shown in Figure 4–4. A multi-line text box appears, where you can insert an XSL document. If you choose this option, click Check Syntax to check the accuracy of your entry before proceeding.
Specify the business indicators that need to be sent to Grid Control by clicking Add Indicator. The corresponding metric name for the business indicator is <Source Name>_<Indicator Name>. All indicators can only have numeric values.
Specify JMS destination details for incoming indicators. You need to specify the TopicConnectionFactory, the Topic from which data is retrieved, and a Durable Subscriber Name so that all messages pertaining to the topic go to the specified subscriber. Specifying a Durable Subscriber prevents you from losing any incoming indicators. To ensure that an authenticated connection will be created between Grid Control and the Data Exchange hub, you can specify a user name and password so that the connection can be established with these credentials. Click Test Connection to verify that your input is valid.
Associate the business indicators with a target that Grid Control is monitoring. Unlike business events, which can be associated with any target type instance, business indicators can be associated only with instances that are of the Service target type.
The target drop-down lists all the available target types, with the Generic Service target type being the default. If you want to choose the business event associated with a specific target that is not available in the list, add the target from the Targets page and then restart the procedure of creating an inbound session.
Click OK to save your input, then view your input in a tabular format and edit your selections if necessary.
You can also use your selections as a template for another target by clicking Add-like.
Click Next if you are satisfied with configuration. The Schedule step of the wizard appears. Select one of the following scheduling choices:
Schedule Later — You can defer scheduling and subsequently schedule the session from the Outbound Data Exchange Session sub-page after you click Finish in the Review step of the wizard.
Schedule Now — Choose one of the following sub-types:
One Time (Immediately): If you select this option, the session runs once just when you finish creating it.
One Time (Later): If you select this option, you need to specify a time zone and a start date and time for the session.
Repeating: For this default option, you need to specify the time zone and the start time. Additionally, you can specify the frequency type and interval at which you want the session to run, and whether it should be repeated indefinitely or until a specified time and date.
Click Next or Review to go to the Review step of the wizard.
If you need to make changes, click Back until you reach the step you need to change. Otherwise, go to the next step.
Click Finish. The Inbound Data Exchange Session sub-page reappears and shows your newly created session and its status in the table.
Before the job finishes executing, you can either view the schedule by clicking the View Schedule link in the Actions column and then stop the execution if desired, or you can stop the execution immediately by clicking Stop.
Inbound JMS Topics
Unlike the outbound data exchange setup wherein pre-defined topics are used to send Enterprise Manager data, no pre-defined topics are used to receive business performance indicators and events.
However, you should configure the JMS topics used for the data sources in the JMS server used for inbound data exchange session.
Inbound Message Schemas
The following sections define the inbound message schemas. Samples messages are provided along with each schema.
Inbound Indicators Schema
After creating the session, the sender can forward the data in XML format using the data exchange hub through the JMS topics defined in the inbound data exchange session.
Messages can be either namespace qualified or unqualified. If the messages are namespace qualified, the namespace should be entered during the data source setup time.
Qualified XML Message Sample
<po:PurchaseOrder xmlns:po:"http://acme.com/Orders">
<OrderAmount>5000</OrderAmount>
<NoOfItems> 15 </NoOfItems>
</po:PurchaseOrder>
Unqualified XML Message Sample
<PurchaseOrder>
<OrderAmount>5000</OrderAmount>
<NoOfItems> 15 </NoOfItems>
</PurchaseOrder>
Message Semantics
The incoming messages should follow the semantics provided below:
The local name of the top-level element should be same as the data source name as in Example 4–1.
If the message is qualified, the namespace should be defined during the data source setup time.
One or more indicators can be sent as child elements within this element as in Example 4–1.
A sub-element with the Timestamp as the name has special semantics. If a sub-element with the Timestamp name exists, the indicators are inserted with this Timestamp value. If no Timestamp element exists, the current time is used when inserting the indicator into the repository.
For example, if the request is received as follows with the Timestamp sub-element, the indicators are inserted with this timestamp (2006-10-30 17:43:19.474):
<po: PurchaseOrder xmlns:po:"http://acme.com/Orders">
<OrderAmount>5000</OrderAmount>
<NoOfItems> 15 </NoOfItems>
<Timestamp>2006-10-30 17:43:19.474</Timestamp>
</po: PurchaseOrder>
If no Timestamp sub-element is present, the indicators are inserted to the repository with the current timestamp at which they are received.
Example 4-1 Data Source Scenario
You create a Data Source for the incoming business indicators with the Data Source name Order
. You add the following three KPIs:
Message Element Defaults
Inbound Alert Schema
External systems can send their own alerts/events to Enterprise Manager for display in the Enterprise Manager pages and be computed as part of SLA.
This schema is available in the following location:
$ORACLE_HOME/sysman/bam/InboundEvents.xsd
The schema of the incoming Alert message is as follows:
<?xml version="1.0" encoding="UTF-8"?>
<xs:schema targetNamespace="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/InboundEvents/" xmlns:de="http://xmlns.oracle.com/EnterpriseManager/DataExchange/10203/InboundEvents/" xmlns:xs="http://www.w3.org/2001/XMLSchema" elementFormDefault="qualified" attributeFormDefault="unqualified">
<!-- Define the Alert element -->
<xs:element name="Alert" type="de:AlertType"/>
<!-- Define the Alert Type -->
<xs:complexType name="AlertType">
<xs:all>
<xs:element name="TargetType" type="xs:string" minOccurs="0"/>
<xs:element name="TargetName" type="xs:string" minOccurs="0"/>
<xs:element name="Category" type="xs:string" minOccurs="0"/>
<xs:element name="MetricName" type="xs:string" minOccurs="0"/>
<xs:element name="ProducerID" type="xs:string" minOccurs="0"/>
<xs:element name="Severity" type="xs:string"/>
<xs:element name="Message" type="xs:string" minOccurs="0"/>
<xs:element name="Key1" type="xs:string" minOccurs="0"/>
<xs:element name="Key2" type="xs:string" minOccurs="0"/>
<xs:element name="Key3" type="xs:string" minOccurs="0"/>
<xs:element name="Key4" type="xs:string" minOccurs="0"/>
<xs:element name="Value" type="xs:string" minOccurs="0"/>
<xs:element name="TimeStamp" type="xs:dateTime" minOccurs="0"/>
</xs:all>
</xs:complexType>
</xs:schema>
Integrating Enterprise Manager with OBAM
The following sections explain how to use the Data Exchange Connector to integrate OBAM with Enterprise Manager.
Supported Versions
The tested and certified versions of OBAM server are:
OBAM server 10.1.2.0.0
OBAM server 10.1.2.1.0
OBAM server 10.1.3.1.0
Setting up the Data Flow from Enterprise Manager to OBAM
For successful data flow from Enterprise Manager to OBAM, do the following:
Import required artifacts, explained in Importing OBAM Artifacts for Outbound Session.
Update JNDI details, explained in Updating JNDI.
Run the link plans shown in Table 4–22.
Importing OBAM Artifacts for Outbound Session
OBAM server is not packaged or installed as part of Enterprise Manager. It is assumed that an OBAM instance exists and is up and running. To read and persist the data from Enterprise Manager, certain artifacts should be existing and running. Import the artifacts from the pre-packaged scripts.
To import OBAM artifacts needed for the integration with OBAM server, as super user, run the following script:
ICommand cmd=import file=emsys_all.xml
emsys_all.xml
is available at the following location:
$ORACLE_HOME/sysman/bam directory
The export script above creates the following OBAM artifacts:
EM-BAM Data Objects
Table 4-20 lists the data objects the import command creates.
Table 4-20 EM-BAM Data Objects
Data Object |
Description |
---|
/SYSMAN/EMSYSTargets
|
Contains target metadata information, such as target name and target type.
|
/SYSMAN/EMSYSMetrics
|
Contains metric metadata, such as metric name, metric column, and target type.
|
/SYSMAN/EMSYSAlertsData
|
Holds the incoming system alerts received from Enterprise Manager. It contains information that includes alert message, alert severity, alert timestamp, and target information on which this alert has occurred.
|
/SYSMAN/EMSYSTargetSLAData
|
Holds the target SLA information received from Enterprise Manager.
|
/SYSMAN/EMSYSTargets
|
Contains target metadata information, such as target name and target type.
|
/SYSMAN/EMSYSMetricsData
|
Holds the metrics information received from Enterprise Manager. It has information about the target and metric for which metrics are received along with metric value and timestamp.
|
/SYSMAN/EMSYSSecurityFilter
|
Acts as the security filter for all other data objects. It contains the session name and users who can access the corresponding session data.
|
/SYSMAN/EMSYSAlertsData. Archive
|
Holds the archived data for /SYSMAN/EMSYSAlertsData.
|
/SYSMAN/EMSYSMetricsData. Archive
|
Holds the archived data for /SYSMAN/EMSYSMetricsData.
|
/SYSMAN/EMSYSTargetStatus Data.Archive
|
Holds the archived data for /SYSMAN/EMSYSTargetStatusData
|
EM-BAM EMS Definitions
Table 4-21 lists the enterprise message sources the import command creates.
Table 4-21 EM-BAM EMS Definitions
Data Definition |
Description |
---|
EMSYSMetricsEMS
|
Contains the EMS definition for incoming metric metadata.
|
EMSYSTargetsEMS
|
Contains the EMS definition for incoming target metadata.
|
EMSYSSecurityFilterEMS
|
Contains the EMS definition for security filter data.
|
EMSYSAlertsDataEMS
|
Contains the EMS definition for incoming alerts.
|
EMSYSMetricsDataEMS
|
Contains the EMS definition for incoming metrics.
|
EMSYSTargetStatusDataEMS
|
Contains the EMS definition for incoming target status messages.
|
EMSYSTargetSLAEMS
|
Contains the EMS definition for incoming target SLA messages.
|
EM-BAM Enterprise Link Plans
The plans in Table 4–22 are created based on the import command.
Table 4-22 EM-BAM Link Plans
Plan |
Description |
---|
EMSYSMetricsPlan
|
Contains the definition to receive, transform, and persist incoming metric metadata messages.
This should be running before creating and setting up an outbound session in Enterprise Manager.
|
EMSYSTargetsPlan
|
Contains the definition to receive, transform, and persist incoming target metadata messages.
This should be running before creating and setting up an outbound session in Enterprise Manager.
|
EMSYSSecurityFilterPlan
|
Contains the definition to receive, transform, and persist incoming security filter messages.
This should be running before creating and setting up an outbound session in Enterprise Manager.
|
EMSYSAlertsDataPlan
|
Contains the definition to receive, transform, and persist incoming alert messages.
This should be running when the outbound session with at least one selected alert is running in Enterprise Manager.
|
EMSYSMetricsDataPlan
|
Contains definition to receive, transform, and persist incoming metric messages.
This should be running when the outbound session with at least one selected metric is running in Enterprise Manager.
|
EMSYSTargetStatusDataPlan
|
Contains definition to receive, transform, and persist incoming target status messages.
This should be running when the outbound session with at least one availability selected metric is running in Enterprise Manager.
|
EMSYSTargetSLADataPlan
|
Contains definition to receive, transform, and persist incoming target SLA messages.
This should be running when the outbound session with at least one SLA selected metric is running in Enterprise Manager.
|
EMSYSAlertsDataRollup
|
Contains the definition to move the data in EMSYSAlertsData that is more than 24 hours old to EMSYSAlertsData.Archive .
You can run this based on demand.
|
EMSYSMetricsDataRollup
|
Contains the definition to move the data in EMSYSMetricsData that is more than 24 hours old to EMSYSMetricsData.Archive.
You can run this based on demand.
|
EMSYSTargetStatusDataRollup
|
Contains the definition to move the data in EMSYSTargetStatusData that is more than 24 hours old to EMSYSTargetStatusData.Archive.
You can run this based on demand.
|
Updating JNDI
You should update all EMSs described in Table 4-22 to reflect the correct JNDI initial context factory and provider URLs of your JMS servers. To do this:
In the OBAM Console, click Architect.
The BAM Architect screen appears (Figure 4–5).
Select Enterprise Message Sources in the top left drop-down list.
The left pane displays the six Enterprise Message Sources.
Click the Message Source links and do the following:
In the right pane, click Edit and modify the JNDI Service Provider URL details from ormi://localhost
to the JNDI Service Provider URL of your Data Hub.
For example, if a standalone OC4J is running on a system named myserver
with RMI port (defined in $ORACLE_HOME/j2ee/home/config/rmi.xml
) number 23791
, the JNDI Service Provider URL should be ormi://myserver:23791
.
Click Save.
Repeat this for all six Message Source links.
Update java.naming.security.principal
to the JMS server password in jndi.properties
in the BAM_HOME
\BAM\j2re1.4.1_01\lib
directory.
Restart all OBAM services.
Figure 4-5 OBAM Architect Screen

Setting up a Data Exchange Hub for an Outbound Data Exchange Session
A JMS server should be configured with the required JMS topics to be used in an outbound data exchange session. See Outbound JMS Topics on page 4E7 for details of the required topics. A sample jms.xml
section for an OC4J is shown below:
<topic
name="EMSYSAlertsDataTopic"
location="jms/EMSYSAlertsDataTopic"
>
<description>Topic for alerts data</description>
</topic>
<topic
name="EMSYSMetricsDataTopic"
location="jms/EMSYSMetricsDataTopic"
>
<description>Topic for metrics data</description>
</topic>
<topic
name="EMSYSMetricsTopic"
location="jms/EMSYSMetricsTopic"
>
<description>Topic for metrics metadata</description>
</topic>
<topic
name="EMSYSSecurityFilterTopic"
location="jms/EMSYSSecurityFilterTopic"
>
<description>Topic for security filter</description>
</topic>
<topic
name="EMSYSTargetStatusTopic"
location="jms/EMSYSTargetStatusTopic"
>
<description>Topic for target status</description>
</topic>
<topic
name="EMSYSTargetSLATopic"
location="jms/EMSYSTargetSLATopic"
>
<description>Topic for target SLA</description>
</topic>
<topic
name="EMSYSTargetsTopic"
location="jms/EMSYSTargetsTopic"
>
<description>Topic for targets metadata</description>
</topic>
Setting up the Data Flow from OBAM to Enterprise Manager
Unlike the Enterprise Manager to OBAM server data transfer, where pre-defined OBAM artifacts (Data Objects, EMS, and Plans) are defined and shipped along with Enterprise Manager, no such artifacts are defined or shipped for the data transfer from OBAM to Enterprise Manager. This is because the Data Object or EMS are unknown.
Consequently, for inbound data transfer, the integrator has to read the data from the data object and define it in an outbound JMS topic.
End-to-End Flow
After you configure the OBAM server with necessary artifacts and the JMS server with JMS topic names, ensure the following for successful data flow from Enterprise Manager to OBAM:
After ensuring the specifications, proceed with the following:
Create a data exchange hub and outbound data exchange session instances in Enterprise Manager.
Always use a normalized message format for sessions that are for the consumption of the OBAM server. OBAM server plans are catered to understand only normalized messages.
Schedule the outbound data exchange.
Enterprise Manager sends data as scheduled in the outbound Data Exchange session.
Using a WebLogic Server as a Data Exchange Hub
You can use a WebLogic Server as a data exchange hub instead of OC4J. No specific changes are needed when creating an outbound or inbound data exchange session for the WebLogic Server. The behavior and steps are exactly the same as OC4J. However, a known limitation is that the "Test Connection" feature for an inbound data source does not function for the WebLogic Server and returns a "N/A" message.
To use a WebLogic Server as a data exchange hub instead of OC4J, perform the following steps:
Copy the WebLogic client libraries and restart Grid Control.
Oracle Grid Control does not contain WebLogic client libraries, so you need to copy JDK 1.4 client libraries from a WebLogic installation to the ORACLE_HOME/j2ee/OC4J_EM/applib directory.
It is advisable to copy wlfullclient.jar to the ORACLE_HOME/j2ee/OC4J_EM/applib directory, or at least wlclient.jar and wljmsclient.jar.
Tip: See "Client Types and Features" in the following Oracle/BEA documentation site for information about these files:
http://edocs.bea.com/wls/docs100/client/basics.html#wp1066820
|
The libraries must be JDK 1.4 compatible, so must originate from either an 8.1, 9.x, or 10.0 WebLogic Server installation.
Restart Grid Control after copying the .jar files.
Configure the WebLogic Server with the JMS destinations.
You need to define the WebLogic Server with the JMS destinations defined in Table 4–2 through Table 4–7.
Tip: See "Queue and Topic Destination Configuration" in the following Oracle/BEA documentation site for information about these files:
http://edocs.bea.com/wls/docs103/jms_admin/basic_config.html#wp1105204
|
Create a data exchange hub.
When you create a data exchange hub entry corresponding to a WebLogic Server, the JNDI Provider URL should begin with one of the following protocols:
After the protocol begins as one of these, the corresponding JNDI Context Factory automatically looks up JNDI when you use this hub for an inbound or outbound data exchange session.
Tips and Troubleshooting Information
The following sections provide various tips and troubleshooting information that might help in resolving various issues you encounter during the data exchange process.
Data Exchange Hub Connection Errors
A data exchange hub connection created in Grid Control can error out due to authentication issues. These errors can appear in the following places:
Grid Control log files
Grid Control data exchange pages. For example:
An error occurred while verifying the Data Exchange hub <hub_name>:
You are not authorized to access the Data Exchange hub. The <session_name> session was not created successfully.
Data exchange hub logs, such as an OC4J container error from OC4J logs. For example:
2008-01-29 17:37:28.259 NOTIFICATION J2EE RMI-00004 Invalid username or password for default (oc4jadmin). Authentication failed.
08/02/28 17:37:28 INFO: RMIProto .readConnectionHeader Local ORMI version = 1. 3 different from remote version 1.1 will use 1.1
2008-01-29 17:37:28.290 ERROR [RealmLoginModule] authentication failed
Follow these steps to resolve the connection problem:
Make sure the username/password combination is correct for the data exchange hub. You can check this with client programs, such as JDeveloper or a JMS client.
Recreate the Data Exchange hub connection entry in Grid Control as follows:
Log in to Grid Control as a super user/administrator.
From Enterprise Manager Grid Control, click Setup.
The setup links appear in the left margin.
Click Data Exchange.
The Data Exchange page appears (Figure 4-2).
In the Data Exchange Hub tab, select the hub connection and click Delete.
Create a new Data Exchange hub. See Creating a Data Exchange Hub.
Notification Methods and Rules
Important: The verifications suggested in this section are meant for troubleshooting purposes and not for modification. Updating notification methods or rules can result in undesirable consequences. |
Notification Method
For each data hub used for an outbound session, a new notification method is created. The name of the method is hub_name
NotifDevice
, where hub_name
is the name of the data hub for which the method is created.
Notification Rules
For each outbound session (with Alerts selected), a notification rule is created.
The name of the rule is session_name
NotifRule
, where session_name
is the name of the outbound session for which the rule is created.
To verify that the rule is successfully created:
From Enterprise Manager Grid Control, click the Preferences link.
In the left pane under Notification, click Rules.
The Notification Rules page appears.
Click on the corresponding Rule and make sure the selected targets and metrics are correct.
Data Flow Tips
Ensure that the following JNDI details are correctly entered for the Data Hub you use:
For an inbound session setup, do not provide JNDI credentials for JMS in the data source definitions.
If the JMS topic is secured by providing authentication details, provide the username and password. If not, leave the fields blank.
Ensure that the JMS server is up and running and configured with the required JMS topic names.
Ensure that either an inbound or outbound session is scheduled and is running.
For an inbound session data source, to ensure that the topic details are correctly entered, click Test Connection.
Using the same topic name for two active inbound sessions could result in corrupted data.
Frequency for an inbound session should either be synchronized with or relative to the frequency at which the external system sends data.
For example, setting the inbound session frequency to 2 minutes is ineffective if the external system sends data only once in 10 minutes.
For an outbound session, ensure that Receiver or EL Plans (in the case of OBAM) are running.
To improve efficiency, outbound session schedule frequency should be relative or synchronized with the frequencies at which Enterprise Manager collects the metrics defined in the session.
For example, in Enterprise Manager, if the collection frequency for metrics defined in the outbound session is 5 minutes, setting a lesser outbound frequency (one minute, for instance) is ineffective, as the possibility of new data is remote. In such cases, setting the outbound frequency to 5 or 10 minutes would be effective.
Note that only new metric values (if any) are forwarded.
Do not schedule two or more outbound sessions with different message formats at the same time.
Unless a lower frequency level is absolutely required, always set higher frequency intervals. This helps to reduce the Enterprise Manager/JMS server load.
Log Files
Always check the log if data could not be received or if the status is Failure
. To check logs:
From Enterprise Manager Grid Control, click the Jobs tab.
Click Advanced Search.
In Target Type, select Targetless from the drop-down list.
In Status, select All from the drop-down list.
Click Go.
Click the Job you want to verify.
For an inbound session, the name of the job is <Session Name>ISJOB
.
For an outbound session, the name of the job is <Session Name>OSJOB
.
Click the Status value link; for instance, Succeeded
or Failed
.
Click Step.
For inbound sessions, the step name is receiveMetricDataViaJms
.
For outbound sessions, the step name is sendMetricDataViaJms
.
Note the Step ID Value and search logs (typically located in the directory $ORACLE_HOME/sysman/log
) based on the ID in the log directory using the following command:
"grep –i "JobWorker
stepID"
*.trc
Note: The default system log directory is $ORACLE_HOME/sysman/log |
Check for the following:
Exceptions or errors
emoms.log
(in the same directory) for any other exception for the same timestamp
Change the log level in emomslogging.properties
to DEBUG
and restart Enterprise Manager for more detailed debugging information.
OBAM Server Tips
Ensure that the file jndi.properties
in the directory BAM_HOME_DIR
\BAM\j2re1.4.1_01\lib
has correct JMS server credentials.
Use the correct JNDI initial context factory in the EMS definitions for OBAM versions as provided in the following table.
OBAM Version |
Context Factory Name |
---|
10.1.0.3 or higher |
oracle.j2ee.rmi.RMIInitialContextFactory |
10.1.2 series |
com.evemind.server.rmi.RMIInitialContextFactory |
10.1.2.1 series |
com.evemind.server.rmi.RMIInitialContextFactory |
Ensure that JNDI Provider URL is updated in the EMS definitions.
End-to-End Flow Sample Demonstrations
For the convenience of integrators, Oracle provides sample demonstrations detailing the end-to-end data flow. To access the demonstrations, go to the following directory:
$ORACLE_HOME/sysman/bam
Instructions for an outbound session sample are provided in the file outboundsession_sample_readme.txt
. You can create the report required for the demonstration by importing the file outboundsession_report.xml
as detailed in the readme file.
Instructions for an inbound session sample are provided in the file inboundsession_sample_readme.txt
. You can create the artifacts required for the demonstration by importing the file inboundsession.xml
as detailed in the readme file.
Suggested Reading
The following list provides online resources that can help you effectively use all associated technologies involved in the data exchange process.
5 Reference Tables
This chapter provides tabular reference information for connectors. The following sections provide reference tables for the following categories:
Request Attributes
Response File Properties for the Windows Platform
Queryable Properties
Complex Response Properties
Status Codes
This chapter also provides information about the response file properties that the Create RAC and Add Node jobs generate for the Windows platform.
Request Attributes
The tables in this section provide query paths, descriptions, and data types for the following property types:
setModel Request
Request Header
Create RAC
Add Node
Delete Node
Table 5–1 provides path types, descriptions, and data types for setModel request elements.
Table 5-1 setModel Request Elements
Path Type |
Description |
Data Type |
---|
<EMModel xmlns:xsi=http://www.w3.org/2001/XMLSchema-instance xmlns="http://xmlns.oracle.com/sysman/connector/base/msi">
|
EMModel element.
|
Complex Type
|
<RequestHeader/>
|
Request header. See Table 5–2.
|
Complex Type
|
<Credential>
|
Credential for Enterprise Manager.
|
Complex Type
|
<Name>sysman</Name>
|
User name.
|
String
|
<Password>welcome1
</Password>
|
Password.
|
String
|
</Credential>
|
End of Credential.
|
Complex Type
|
<AggregateTarget>
|
EMModel should contain two aggregate targets: one of type cluster, and one of type rac_database. This aggregate target is of type cluster. It contains information about the cluster.
|
Complex Type
|
<Name>CRS30</Name>
|
Name of the cluster.
|
String
|
<Type>cluster</Type>
|
Aggregate target type.
|
String (enumeration: "cluster" "rac_database"
|
<Target>
|
Number of targets in the cluster aggregate target should be the same as the number of hosts in the cluster. Each target element contains information about a host in the cluster.
|
Complex Type
|
<Name>bjx30</Name>
|
Name of the host.
|
String
|
<Type>host</Type>
|
Target type. In the cluster aggregate target, it should be set to "host."
|
String
|
<Host>bjx30</Host>
|
Name of the host.
|
String
|
<Credential>
|
Credential of the host.
|
Complex Type
|
<Name>oracle</Name>
|
User name.
|
String
|
<Password>welcome1
</Password>
|
Password.
|
String
|
</Credential>
|
End of Credential.
|
Complex Type
|
<Property/>
|
Property of the target. See the corresponding table in this section for the properties of the "host" target type.
|
Complex Type
|
</Target>
|
End of Target.
|
Complex Type
|
<Property/>
|
Property of the cluster aggregate target. See the corresponding table in this section for the properties of the "cluster" aggregate target type.
|
Complex Type
|
</AggregateTarget>
|
End of AggregateTarget.
|
Complex Type
|
<AggregateTarget>
|
EMModel should contain two aggregate targets: one of type cluster and one of type rac_database. This aggregate target is of type rac_database. It contains information about the RAC.
|
Complex Type
|
<Name>RAC30</Name>
|
Name of the RAC database.
|
String (length <=8)
|
<Type>rac_database</Type>
|
Aggregate target type.
|
String (enumeration: "cluster" or "rac_database")
|
<Storage>
|
Storage element contains storage information for the RAC. This element can be omitted for the Add Node job request if the storage type is not ASM.
|
Complex Type
|
<Type>ASM</Type>
|
Type of storage.
|
String (enumeration: "CFS" or "ASM." "RAW" is not supported.)
|
<Property/>
|
Properties for storage. See the corresponding table in this section for the storage properties.
|
Complex Type
|
</Storage>
|
End of Storage.
|
Complex Type
|
<Target>
|
The number of targets in the rac_database aggregate target should be the same as the number of database instances in the cluster database. Each target element contains information about a database instance in the RAC database.
|
Complex Type
|
<Name>RAC30_RAC301</Name>
|
Name of the target, which should be in the format of <rac_name>_<rac_instance_name> .
|
String
|
<Type>oracle_database</Type>
|
Target type. In the rac_database aggregate target, it should be set to "oracle_database ."
|
String
|
<Host>bjx30</Host>
|
Name of the host.
|
String
|
<Credential>
|
Credential of the host.
|
Complex Type
|
<Name>oracle</Name>
|
User name.
|
String
|
<Password>welcome1
</Password>
|
Password.
|
String
|
</Credential>
|
End of Credential.
|
Complex Type
|
<Property/>
|
Property of the target. See the corresponding table in this section for the properties of the "oracle_database " target type.
|
Complex Type
|
</Target>
|
End of Target.
|
Complex Type
|
<Property/>
|
Property of the rac_database aggregate target. See the corresponding table in this section for the properties of the "rac_database " aggregate target type.
|
Complex Type
|
</AggregateTarget>
|
End of AggregateTarget.
|
Complex Type
|
</EMModel>
|
End of EMModel.
|
Complex Type
|
Table 5–2 provides path types, descriptions, and data types for request header elements.
Table 5-2 Request Header Elements
Path Type |
Description |
Data Type |
---|
<RequestID/>
|
Uniquely identifies the request. This is mainly used by the client. Enterprise Manager currently does not track this ID.
|
String
|
<Source/>
|
Request source, which is the request operating system.
|
String
|
<Destination/>
|
Destination should be Enterprise Manager in this release.
|
String
|
<RequestProperty>
<Type>Singleton</Type>
<Property>
<Name>Platform</Name>
<Value>Linux</Value>
</Property>
</RequestProperty>
|
Platform is an optional property. Specify either Linux or Windows. If you do not specify a platform, the default is Linux. The platform is only relevant in provisioning use cases.
|
|
Table 5–3 provides target types, properties, descriptions, and data types for Create RAC.
Table 5-3 Create RAC Properties
Target Type |
Property |
Description |
Data Type |
---|
<Target>
<Type>host</Type>
</Target>
|
CRS_HOME
|
Oracle Clusterware home directory. This property must be the same for all hosts in the cluster.
|
String
|
|
ORACLE_HOME_NAME
|
Oracle Clusterware home name. This is an optional property. The default value is the cluster aggregate target name.
|
String
|
|
publicNode
|
Public node name.
|
String
|
|
privateNode
|
Private node name.
|
String
|
|
vipNode
|
Virtual node name.
|
String
|
<Target>
<Type>oracle_database</Type>
</Target>
|
ORACLE_HOME
|
Database home directory. This property must be the same for all database instances in the RAC database.
|
String
|
|
ORACLE_HOME_NAME
|
Database home name. This property is optional. The default value is the rac_database aggregate target name.
|
String
|
|
db_username
|
Database user for setting monitoring credentials. It should always be SYS in this release.
|
String
|
|
db_password
|
Password of the database user. It is the password for SYS and SYSTEM in this release.
|
String
|
|
oms_username
|
Oracle Management Services host operating system user name.
|
String
|
|
oms_password
|
Oracle Management Services host operating system password.
|
String
|
<Storage>
<Type>ASM</Type>
</Storage>
|
diskGroupName
|
ASM disk group name.
|
String
|
|
diskList
|
Disk device list. Use a comma ( , ) as a separator.
|
String (no space allowed)
|
|
diskString
|
Search paths for ASM disks.
|
String (no space allowed)
|
|
redundancy
|
Redundancy level.
|
String (enumeration: NORMAL, HIGH, or EXTERNAL)
|
|
asmPassword
|
ASM SYSDBA password.
|
String
|
<Storage>
<Type>CFS</Type>
</Storage>
|
datafileDestination
|
Data file directory.
|
String
|
<AggregateTarget> <Type>cluster</Type>
</AggregateTarget>
|
softwareImageName
|
Name of the software library image for the CRS home. This property is optional. The default value is the latest active software library image of type "Oracle Clusterware Clone."
|
String
|
|
s_ocrpartitionlocation
|
OCR location. Use the comma (,) as a separator. This property is only for the Linux platform.
|
String (no space allowed)
|
|
s_votingdisklocation
|
Voting disk location. Use the comma (,) as a separator. This property is only for the Linux platform.
|
String (no space allowed)
|
|
RESPONSEFILE_VERSION
|
Response file version. This property is optional. The default value is 2.2.1.0.0. This property is only for the Windows platform.
|
String
|
|
sl_OHPartitionsAndSpace_valueFromDlg
|
This property specifies the split-up of disk partitions for OCR/Vdisk locations. This property is only for the Windows platform.
See Section , "Response File Properties for the Windows Platform" for more information.
|
String
|
|
ret_PrivIntrList
|
This property specifies the interconnects to use. This property is only for the Windows platform.
See Section , "Response File Properties for the Windows Platform" for more information.
|
String
|
<AggregateTarget>
<Type>rac_database</Type>
</AggregateTarget>
|
templateName
|
Database template name. This property is optional. The default value is General_Purpose.dbc
|
String (file name without path)
|
|
gdbName
|
Global database name. This property is optional. The default value is the rac_database aggregate target name.
|
String (length <=8)
|
|
sid
|
Database instance name. This should be the same as gdbName in this release. This property is optional. The default value is the rac_database aggregate target name.
|
String (length <=8)
|
|
characterSet
|
Character set. See the Database Globalization Support guide for details. This property is optional. The default value is UTF8.
|
String
|
|
nationalCharacterSet
|
National character set. See the Database Globalization Support guide for details. This property is optional. The default value is UTF8.
|
String
|
|
initParams
|
Raw strings for additional input. For example:
nls_territory=japan, nls_language=japanese
This property is optional. The default value is:
nls_lang=american,nls_territory=american
|
String (no space allowed)
|
|
softwareImageName
|
Name of the software library image for the database home. This property is optional. The default value is the latest active software library image of type "Oracle Database Clone."
|
String
|
Table 5–4 provides target types, properties, descriptions, and data types for Add Node for a RAC aggregate target.
Table 5-4 Add Node Properties (Storage and Aggregate Target)
Target Type |
Property |
Description |
Data Type |
---|
<Storage>
<Type>ASM</Type>
</Storage>
|
asmPassword
|
ASM SYSDBA password.
|
String
|
<AggregateTarget>
<Type>cluster</Type>
</AggregateTarget>
|
s_ocrpartitionlocation
|
OCR location. Use the comma (,) as a separator. This property is only for the Linux platform. Set this value to be the same as the Create RAC job.
|
String (no space allowed)
|
|
s_votingdisklocation
|
Voting disk location. Use the comma (,) as a separator. This property is only for the Linux platform. Set this value to be the same as the Create RAC job.
|
String (no space allowed)
|
|
RESPONSEFILE_VERSION
|
Response file version. This property is optional. The default value is 2.2.1.0.0. This property is only for the Windows platform. Set this value to be the same as the Create RAC job.
|
String
|
|
sl_OHPartitionsAndSpace_valueFromDlg
|
This property specifies the split-up of disk partitions for OCR/Vdisk locations. This property is only for the Windows platform. Set this value to be the same as the Create RAC job.
|
String
|
|
ret_PrivIntrList
|
This property specifies the interconnects to use. This property is only for the Windows platform. Set this value to be the same as the Create RAC job.
|
String
|
Table 5–5 provides target types, properties, descriptions, and data types for Add Node for a new node.
Table 5-5 Add Node Properties (New Node)
Target Type |
Property |
Description |
Data Type |
---|
<Target>
<Type>host</Type>
</Target>
|
CRS_HOME
|
Oracle Clusterware home directory. This property must be the same for all hosts in the cluster.
|
String
|
|
ORACLE_HOME_NAME
|
Oracle Clusterware home name. This property is optional. The default value is cluster aggregate target name.
|
String
|
|
publicNode
|
Public node name.
|
String
|
|
privateNode
|
Private node name.
|
String
|
|
vipNode
|
Virtual node name.
|
String
|
<Target>
<Type>oracle_database</Type>
</Target>
|
ORACLE_HOME
|
Database home directory. This property must be the same for all database instances in the RAC database.
|
String
|
|
ORACLE_HOME_NAME
|
Database home name. This property is optional. The default value is rac_database aggregate target name.
|
String
|
|
db_username
|
Database user name that has a SYSDBA role.
|
String
|
|
db_password
|
Password of the user above.
|
String
|
|
oms_username
|
Oracle Management Services host operating system user name.
|
String
|
|
oms_password
|
Oracle Management Services host operating system password.
|
String
|
Table 5–6 provides target types, properties, descriptions, and data types for Add Node for any existing node.
Table 5-6 Add Node Properties (Any Existing Node)
Target Type |
Property |
Description |
Data Type |
---|
<Target>
<Type>host</Type>
</Target>
|
publicNode
|
Public node name.
|
String
|
|
CRS_HOME
|
Oracle Clusterware home directory. This property must be the same for all hosts in the cluster.
|
String
|
<Target>
<Type>oracle_database</Type>
</Target>
|
ORACLE_HOME
|
Database home directories. This property must be the same for all database instances in the RAC database.
|
String
|
Table 5–7 provides target types, properties, descriptions, and data types for Delete Node for remaining nodes.
Table 5-7 Delete Node Properties (Remaining Nodes)
Target Type |
Property |
Description |
Data Type |
---|
<Target>
<Type>host</Type>
</Target>
|
CRS_HOME (or ORACLE_HOME)
|
Oracle Clusterware home directory.
|
String
|
<Target> <Type>oracle_database</Type>
</Target>
|
ORACLE_HOME
|
Database home directory.
|
String
|
|
db_username
|
Database user name that has a SYSDBA role.
|
String
|
|
db_password
|
Password of the user above.
|
String
|
|
oms_username
|
Oracle Management Services host operating system user name.
|
String
|
|
oms_password
|
Oracle Management Services host operating system password.
|
String
|
<AggregateTarget>
<Type>rac_database</Type>
</AggregateTarget>
|
oms_delete_all_targets
|
Removes all targets on the instance host, including the host and agent. This property is optional. The default value is False.
|
String (enumeration: True or False)
|
Response File Properties for the Windows Platform
The following properties are required to generate the response file for the Create RAC and Add Node jobs on the Windows platform:
sl_OHPartitionsAndSpace_valueFromDlg
ret_PrivIntrList
The following sections describe each response file property.
sl_OHPartitionsAndSpace_valueFromDlg Property
This property specifies the splitting up of disk partitions for OCR/Vdisk locations. It consists of the following six values for each location:
Disk no.
Partition no.
Partition Size (MB)
Format Type
0: None/RAW
1: CFS for data
2: CFS for software
Drive Letter
N/A: RAW
"Available" drive letter: CFS
Usage Type
0: Data/software use ONLY
1: OCR primary ONLY
2: Voting disk ONLY
3: OCR primary and voting disk on the same CFS partition
4: OCR mirror only
5: OCR mirror and voting disk on the same CFS partition
Example 1
Given the following scenario:
OCR and the Voting Disk are on Partition-2 of Disk-1 (Partition-2 has size 10002 MB).
The partition is CFS-formatted.
Both OCR and the Voting Disk reside on the same partition.
The drive letter for the partition is G:.
There is only data storage and no software storage.
You would specify sl_OHPartitionsAndSpace_valueFromDlg as follows:
<Property>
<Name>sl_OHPartitionsAndSpace_valueFromDlg</Name>
<Value>{"1","2","10002","1","G:","3"}</Value>
</Property>
Example 2
Given the following scenario:
OCR and the Voting Disk reside on different partitions.
OCR is on Partition-1 of Disk-3, which has a size of 486 MB and is RAW-formatted.
The Voting Disk is on Partition-1 of Disk-4, which has a size of 486 MB and is RAW-formatted.
You would specify sl_OHPartitionsAndSpace_valueFromDlg as follows:
<Property>
<Name>sl_OHPartitionsAndSpace_valueFromDlg</Name>
<Value>{"3","1","486","0","N/A","1","4","1","486","0","N/A","2"}</Value>
</Property>
ret_PrivIntrList Property
This property specifies the interconnects to use. You should specify entries in ret_PrivIntrList as a comma-separated list of interfaces. Each entry should be a colon-separated string with three fields. You should specify the fields as follows:
The first field should be the interface name.
The second field should be the subnet IP of the interface.
The third field should indicate how Oracle Clusterware should use the interface: as a public interface, private interface, or whether it should not be used at all by the clusterware. This field should be specified as a number — 1, 2, or 3. These numbers represent the following values:
1: Public
2: Private
3: Do not use
Example
Given the following scenario:
One "Local Area Connection" public interconnect is to be used.
One "Local Area Connection2" private interconnect is to be used.
You would specify ret_PrivIntrList
as follows:
<Property>
<Name>ret_PrivIntrList</Name>
<Value>{"Local Area Connection:123.45.67.0:1","Local Area Connection 2:123.45.89.0:2"}</Value>
</Property>
Queryable Properties
The tables in this section provide property names, descriptions, and data types for the following types of queryable properties:
General Target
Oracle Database
Oracle Listener
Host Target
Cluster
Cluster Database
Oracle Enterprise Manager Agent
Oracle Enterprise Manager Repository Target
Job
Table 5–8 provides property names, descriptions, and data types for general target queryable properties.
Table 5-8 General Target Properties
Query Path |
Description |
Data Type |
---|
Property(Name:status)
|
Integer status of the Enterprise Manager target instance. (See Table 5–20.)
|
Integer
|
Property(Name:monitoring agent)
|
Enterprise Manager target instance name (of type oracle_emd ) of the Agent monitoring the Enterprise Manager target instance.
|
String
|
Property(Name:homepage)
|
Enterprise Manager Console home page URI (the path portion of the URL, as in /em/console?... ) of the Enterprise Manager target instance.
|
URL
|
Property(Name:version)
|
Version of the Enterprise Manager target instance.
|
String
|
Property(Name:oracle home)
|
Oracle home of the Enterprise Manager target instance. The form of the directory path (path separator) is not further specified here.
|
String
|
Property(Name:critical alerts)
|
Number of critical alerts against the Enterprise Manager target instance.
|
Integer
|
Property(Name:warning alerts)
|
Number of warning alerts against the Enterprise Manager target instance.
|
Integer
|
Property(Name:critical policy violations)
|
Number of critical policy violations against the Enterprise Manager target instance.
|
Integer
|
Property(Name:warning policy violations)
|
Number of warning policy violations against the Enterprise Manager target instance.
|
Integer
|
Property(Name:compliance score)
|
Compliance score as a real number between 0 and 1 (inclusive) of the Enterprise Manager target instance.
|
Number
|
Property(Name:last load time)
|
Last load time of the data for the target instance as the number of milliseconds since January 1, 1970, 00:00:00 GMT.
|
Number
|
Host
|
Enterprise Manager target instance name (of type host) of the host related to the Enterprise Manager target instance.
|
String
|
Table 5–9 provides property names, descriptions, and data types for Oracle Database queryable properties. The target type for the Oracle Database is oracle_database.
Table 5-9 Oracle Database Properties
Query Path |
Description |
Data Type |
---|
Property(Name:instance name)
|
Instance name of the database instance.
|
String
|
Property(Name:listener)
|
Listener Enterprise Manager target instance name (of type oracle_listener ) of the listener for the database instance.
|
String
|
Property(Name:is archiving)
|
The value is 1 if high availability archiving is on for the Oracle database instance. Otherwise, the value is 0.
|
Integer
|
Property(Name:is flashback logging)
|
The value is 1 if high availability flashback logging is on for the Oracle database instance. Otherwise, the value is 0.
|
Integer
|
Table 5–10 provides property names, descriptions, and data types for Oracle listener properties. The target type for the Oracle listener is oracle_listener.
Table 5-10 Oracle Listener Properties
Query Path |
Description |
Data Type |
---|
Property(Name:alias)
|
Alias of the Oracle Listener instance.
|
String
|
Property(Name:net address)
|
Net address of the Oracle Listener instance.
|
URI
|
Property(Name:listener.ora location)
|
File directory location of the listener.ora file of the Oracle Listener instance. The form of the directory path (path separator) is not further specified here.
|
String
|
Property(Name:start name)
|
Start time of the Oracle Listener instance. The form of this time stamp is not further specified here.
|
Time
|
Table 5–11 provides property names, descriptions, and data types for host target properties. The target type for the Host is host.
To get the targets within the domain of a cluster, first request the cluster hosts with the "Target" sub-element. Then get all the targets and filter the list by the hosts in the cluster hosts list.
Table 5-11 Host Target Properties
Query Path |
Description |
Data Type |
---|
Property(Name:cluster)
|
Enterprise Manager target instance name (of type cluster) of the cluster for this host instance.
|
String
|
Property(Name:cpu utilization)
|
CPU utilization as a real number between 0 and 1 (inclusive) of the host.
|
Number
|
Property(Name:memory utilization)
|
Memory utilization as a real number between 0 and 1 (inclusive) of the host.
|
Number
|
Property(Name:total io rate)
|
Total I/O per second.
|
Number
|
Table 5–12 provides property names, descriptions, and data types for cluster properties. The target type for Oracle Clusterware is cluster.
Table 5-12 Cluster Properties
Query Path |
Description |
Data Type |
---|
Property(Name:version)
|
Clusterware version. Note that this property definition just redefines the same property defined for the general target mappings.
|
String
|
Property(Name:cluster database)
|
Cluster databases (of type rac_database ).
|
String
|
Target
|
Cluster hosts (of type host).
|
String
|
Table 5–13 provides property names, descriptions, and data types for cluster database properties. The target type for the Oracle cluster database is rac_database.
Table 5-13 Cluster Database Properties
Query Path |
Description |
Data Type |
---|
Property(Name:cluster)
|
Enterprise Manager target instance name (of type cluster) of the cluster for this database instance.
|
String
|
Property(Name:database name)
|
Database instance name.
|
String
|
Property(Name:is archiving)
|
Value is 1 if high availability archiving is on for the cluster database. Otherwise, the value is 0.
|
Integer
|
Target
|
Cluster database instance of type oracle_database .
|
String
|
Table 5–14 provides property names, descriptions, and data types for Oracle Enterprise Manager Agent properties. The target type for the Oracle Management Agent is oracle_emd.
Table 5-14 Oracle Enterprise Manager Agent Properties
Query Path |
Description |
Data Type |
---|
Property(Name:management service)
|
OMS that the Enterprise Manager Agent instance uploads to.
|
String
|
Table 5–15 provides property names, descriptions, and data types for Oracle Enterprise Manager Repository target properties. The target type for the Oracle Management Repository is oracle_emrep.
Table 5-15 Oracle Enterprise Manager Repository Target Properties
Query Path |
Description |
Data Type |
---|
Property(Name:agent count)
|
Number of Agents for this repository instance.
|
Integer
|
Property(Name:target count)
|
Number of targets for this repository instance.
|
Integer
|
Property(Name:
administrator count)
|
Number of administrators for this repository instance.
|
Integer
|
Property(Name:session count)
|
Number of active Oracle management services repository sessions for this repository instance.
|
Integer
|
Property(Name:Integer)
|
Enterprise Manager database target instance(s) of the database(s) for this repository instance. This property is expanded into complex property elements in the response as described in Table 5–18. They are keyed by the "name" and "value" sub-properties.
|
String
|
Property(Name:tablespace)
|
Expands to the tablespaces used in the database for this repository instance.
|
String
|
Property(Name:oms)
|
OMSs for this Enterprise Manager repository. This property is expanded into complex property elements in the response as described in Table 5–17. They are keyed by the "name" sub-properties.
|
String
|
Table 5–16 provides property names, descriptions, and data types for job properties.
Table 5-16 Job Properties
Query Path |
Description |
Data Type |
---|
JobStatus
|
Integer status (see Table 5–20) of the most recent execution of the job.
|
Integer
|
Property(Name:output)
|
Last 1024 characters of the job output for the last step of the most recent job execution.
|
String
|
Complex Response Properties
The tables in this section provide property names, descriptions, and data types for the following complex properties returned in the response model to the query requests:
Oracle Management Service (OMS)
Database instance
Table 5–17 provides property names, descriptions, and data types for the Oracle Management Service. The type of the complex property is OMS.
Table 5-17 Oracle Management Service (OMS) Complex Property
Query Path |
Description |
Data Type |
---|
ComplexProperty(Type:oms).
Property(Name:name)
|
OMS name.
|
String
|
ComplexProperty(Type:oms).
Property(Name:status)
|
OMS service status (1 for up or 0 for down) for the OMS given by the peer "name" property.
|
Integer
|
ComplexProperty(Type:oms).
Property(Name:last error)
|
Time of the last OMS error as the number of milliseconds since January 1, 1970, 00:00:00 GMT, for the OMS given by the peer "name" property.
|
Number
|
ComplexProperty(Type:oms).
Property(Name:files pending load)
|
Number of files pending loading into the OMS for the OMS given by the peer "name" property.
|
Integer
|
ComplexProperty(Type:oms).
Property(Name:load directory)
|
Load directory of the OMS for the OMS given by the peer "name" property. The form of the directory path (path separator) is not specified further here.
|
String
|
ComplexProperty(Type:oms).
Property(Name:oldest load file)
|
Oldest file to load (in minutes) of the OMS for the OMS given by the peer "name" property.
|
Number
|
Table 5–18 provides property names, descriptions, and data types for the database instance. The type of the complex property is OMS.
Table 5-18 Database Instance Complex Property
Response Path |
Description |
Data Type |
---|
ComplexProperty(Type:database).
Property(Name:name)
|
Oracle database instance name.
|
String
|
ComplexProperty(Type:database).
Property(Name:type)
|
Oracle database instance type (one of oracle_database or rac_database ).
|
String
|
Status Codes
The following tables provide status codes and descriptions for the following status types:
Table 5–19 describes the status codes for Enterprise Manager. You can use online help for a detailed description of Enterprise Manager target statuses. Enter Target Status as the keywords to search in online help, then select the topic About the Status Icons.
Table 5-19 Enterprise Manager Status Codes
Status Code |
Description |
---|
0
|
Target down
|
1
|
Target up
|
2
|
Metric error
|
3
|
Agent down
|
4
|
Unreachable
|
5
|
Blackout
|
6
|
Pending/unknown
|
Table 5–20 describes the status codes for jobs. You can use online help for a detailed description of Enterprise Manager job statuses. Enter Job Status as the keywords to search in online help, then select the topic About Job Status.
Table 5-20 Job Status Codes
Status Code |
Description |
---|
1
|
SCHEDULED — The execution is in a scheduled state.
|
2
|
RUNNING — The execution is running.
|
3
|
INITIALIZATION ERROR — The execution encountered an error and the remote process did not run.
|
4
|
FAILED — The execution failed.
|
5
|
SUCCEEDED — The execution succeeded.
|
6
|
SUSPENDED BY USER — A user suspended the execution.
|
7
|
SUSPENDED ON AGENT UNREACHABLE — The execution was suspended because the Agent was unreachable.
|
8
|
STOPPED — A user stopped the execution.
|
9
|
SUSPENDED ON LOCK — The execution is waiting for a lock on a shared resource.
|
10
|
SUSPENDED ON EVENT — The execution is waiting for an event to occur (usually for an Agent to bounce).
|
11
|
SUSPENDED ON BLACKOUT — The execution is suspended on a blackout.
|
12
|
STOP PENDING — The execution is in Stop Pending status waiting for some running steps to finish.
|
13
|
SUSPEND PENDING — The execution is in Suspend Pending status waiting for some running steps to finish.
|
14
|
Inactive (internal state).
|
15
|
Queued (internal state).
|
16
|
Failed retried (internal state).
|
18
|
SKIPPED — The execution was skipped and could not run, because the previous run of the job required too much time, or the Agent was unavailable for too long a period of time.
|
20
|
REASSIGNED — The execution is suspended because the original owner of the job was deleted and the job is not assigned to a new owner. The new owner must explicitly resume the job from the console.
|
21
|
SUSPENDED ON MISSING CREDENTIALS — The execution is suspended because some of the credentials needed for the job are not set.
|
6 Error Messages and Debugging
This chapter provides all Connector Framework-specific error messages and debugging information. The errors are returned in the response model.
Error Messages
This section provides error codes, descriptions, causes, and suggested actions for all Connector Framework error messages.
- CNTR-0001
Cause: Authentication failed. The credential to log in to Enterprise Manager is incorrect.
Action: Correct the Enterprise Manager credential element in the request.
- CNTR-0002
Cause: In setModel
, the requested aggregate target list is of size 0. This operation is not supported. In setModel
, the requested aggregate target list is of size 0. This operation is not supported.
Action: Correct the request model to include two aggregate targets: one of type cluster, and the other of type rac_database.
- CNTR-0003
Cause: The current cluster aggregate target and rac_database
aggregate target have a different number of member targets.
Action: Make sure the numbers of members of the current cluster aggregate target and the rac_database
aggregate target are the same.
- CNTR-0004
Cause: The target name or type element is NULL in the request model for getModel
.
Action: Correct the target name or target type in the request model.
- CNTR-0005
Cause: There is an unrecognized property in the request model for getModel
.
Action: Remove the unrecognized property.
- CNTR-0006
Cause: The name or type of element of an aggregate target is NULL.
Action: Correct the name or type of the aggregate target in the request model.
- CNTR-0007
Cause: The aggregate target type is something other than cluster
and rac_database
.
Action: Correct the aggregate target type. Only two types are supported in this release: cluster
and rac_database
.
- CNTR-0008
Cause: The request model is invalid.
Action: Correct the request model. Make sure the request model has either zero or two aggregate targets (one of type cluster
and one of type rac_database
). If aggregate targets are included, make sure the numbers of targets in the two aggregate targets are the same with the same set of hosts. Make sure the name and host elements of each target in the cluster aggregate target are the same.
- CNTR-0009
Cause: Either the cluster
aggregate target or the rac_database
aggregate target is missing in the request model.
Action: Add the missing aggregate target.
- CNTR-0010
Cause: No software library image was found based on the description of the model.
Action: Correct the name of the software library image, or make sure the image is available in the Enterprise Manager software library.
- CNTR-0011
Cause: No existing node could be found to run some steps of the add node job.
Action: Correct the request model to make sure all existing nodes are specified correctly in the request model.
- CNTR-0012
Cause: No credential was specified for the RAC nodes.
Action: Add the credentials for the RAC nodes.
- CNTR-0013
Cause: The name of the member target of the rac_database aggregate target does not follow the <rac_name>_<instance_name>
naming rule.
Action: Correct the name of the member target of the rac_database
aggregate target.
- CNTR-0014
Cause: The storage element was missing during the RAC creation request.
Action: Add the storage element in the request model.
- CNTR-0015
Cause: The number of nodes in the request model is less than the number of nodes in the current model minus one.
Action: Correct the response model by deleting only one node.
- CNTR-0016
Cause: The cluster
aggregate target and rac_database
aggregate target have a different number of member targets.
Action: Correct the request model with the correct member targets for both the cluster
aggregate target and rac_database
aggregate target.
- CNTR-0017
Cause: More than one node was specified in the request when the RAC database did not exist yet.
Action: Correct the request model to use only one node for the new RAC database.
- CNTR-0018
Cause: The member targets of the aggregate targets do not match those in the Enterprise Manager repository.
Action: Correct the request model with the correct member target names.
- CNTR-0019
Cause: Nothing to do: there are no member differences between the current and requested model. The members of the current model inside Enterprise Manager are the same as the one in the request. The connector cannot infer any action.
Action: Correct the request model to indicate a provisioning action.
- CNTR-0020
Cause: The number of nodes in the request model is more than the number of nodes in the current model plus one.
Action: Correct the request model by adding only one node.
- CNTR-0022
Cause: There is an error in the host of RAC aggregate target of the request model. The host attribute of the member targets does not match the host attribute in the Enterprise Manager repository.
Action: Correct the host attribute of the member target of the rac_database
aggregate target.
- CNTR-0023
Cause: There is an error in the host of the Oracle Clusterware aggregate target of the request model. The host attribute of the member targets does not match the host attribute in the Enterprise Manager repository.
Action: Correct the host attribute of the member target of the cluster
aggregate target.
- CNTR-0024
Cause: The host attribute of the member target of the cluster
aggregate target does not match the host attribute for the corresponding member target of the rac_database
aggregate target.
Action: Correct the host attribute of the member target of the cluster
and rac_database
aggregate targets.
- CNTR-0025 (Windows only)
Cause: The sl_OHPartitionsAndSpace_valueFromDlg property
is missing from the cluster aggregate target properties.
Action: Add the sl_OHPartitionsAndSpace_valueFromDlg
property to the cluster aggregate target properties in the request model.
- CNTR-0026 (Windows only)
Cause: The ret_PrivIntrList
property is missing from the cluster aggregate target properties.
Action: Add the ret_PrivIntrList
property to the cluster aggregate target properties in the request model.
Debugging
The Connector Framework uses the log4j logging utility to log the types of messages shown in Table 6–1:
Table 6-1 Message Types and Corresponding Code Names
Message Type |
Code Option |
---|
Warning
|
WARN
|
Error
|
ERROR
|
Debugging
|
DEBUG
|
Information
|
INFO
|
Specifying the Debug Option
The following example shows the insertion of DEBUG in the following lines of:
$ORACLE_HOME/sysman/config/emomslogging.properties
to receive debugging information:
log4j.appender.emlogAppender.Threshold = DEBUG
log4j.rootCategory=DEBUG, emlogAppender, emtrcAppender
Viewing Debug Messages
The debug messages from the Connector Framework are displayed in the following file:
$ORACLE_HOME/sysman/log/emoms.trc
The messages are prefixed with "connector.base
".
The Connector Framework submits a job for each provisioning request. After you receive the job ID from your request, use the job ID to search Enterprise Manager jobs to obtain more job details. To look for a job in Enterprise Manager, select the Jobs tab on the Enterprise Manager console.
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