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This document is the installation guide for the System Monitoring Plug-in for VMware ESX Server. You can find the following information in this document:
The System Monitoring Plug-in for VMware ESX Server extends Oracle Enterprise Manager Grid Control to add support for managing the VMware ESX Server. By deploying the plug-in in your Grid Control environment, you gain the following management features:
This plug-in supports the following versions of products:
You must ensure that the following prerequisites are fulfilled before you use the plug-in:
In VMware's "Developer's Setup Guide - VMware Infrasturcture SDK 2.5", it is stated that "VMware recommends that secure HTTP (HTTPS; the default configuration) be used for production deployments. Modifying the server configuration to support HTTP access to the VI API is recommended for test or development only, not for production deployments". If HTTPS is used, you now have two options with the setup of VMware ESX Server target instances:
Using Keystores
In VMware ESXi, access to the console is no longer available. In order to get or update files on that server, it is now necessary to use either https://<ESXi_machine>/host
or the VMware VI Remote CLI (that is, vifs.pl
). In either case, some files are no longer accessed through their real file names, but instead are accessed through symbolic names. For example, on VMware ESXi, the rui.crt file is now accessed with the symbolic name ssl_cert
. The instructions below still refer to rui.crt
, but for VMware ESXi ssl_cert
would be used in its place.
This certificate is specific for each installation of an ESX Server. So, if an Agent is monitoring three ESX Servers, the Agent must have read access to the keystore file(s) that hold the certificates for those three installations of the ESX Server. There are two ways to make the certificates available to the agent through keystore files:
The keystore file is created by using the Java SDK tool keytool. It can be run in an iterative fashion to add more than one certificate to the same keystore file. For example, if you take the first approach, you can use the following command. Assume that you are in a directory where the rui.crt certificate file exists for the ESX Server:
Then:
would show (partial output shown below):
For the second approach, each rui.crt file was renamed to have the ESX Server name for clarity:
Then:
would show (partial output shown below):
Using All-Trusting Trust Manager
If you want to use the HTTPS protocol without creating a keystore file entry from the rui.crt
file for the ESX Server target instance, then specify the value bypass for the Keystore target instance parameter.
Internally, the plug-in creates an instance of the javax.net.ssl.TrustManager
that does not need to validate the certificate chains. The plug-in will then correctly interact with the ESX Server that is configured to use HTTPS by implicitly trusting the ESX Server.
If HTTP is used, then the VMware ESX Server must be reconfigured with the file:
For more details, refer to the sections "Modifying ESX Server 3.5 or VirtualCenter 2.5 Configurations" and "Modifying ESX Server 3.0.x and VirtualCenter 2.0.x Configuration" of VMware's "Developer's Setup Guide - VMware Infrastructure SDK 2.5".
The Response metric uses the ping
command to check the status of the ESX Server. Make sure that you are able to ping the ESX Server host from the Agent host. If you are unable to ping the ESX Server host, then check with your system administrator to get the IP connectivity set up between the two hosts.
The ifconfig
command allows the operating system to set up network interfaces and enables you to view information about the configured network interfaces. The IP connectivity can also be configured on the ESX Server host using the net.ipv4.icmp_echo_ignore_all
setting in the /etc/sysctl.conf
file. Setting the value to 1 causes all incoming ping packets to be dropped. Hence, the value should be set to 0 for the Repsonse metric to work correctly.
After you ensure that the prerequisites are met, follow these steps to deploy the plug-in:
If you see an error message stating that the preferred credential is not set up, go to the Preferences page and add the preferred credentials for the Agent target type.
If there are no errors, you can see the following screen:
Figure 1 Successful Deployment
After successfully deploying the plug-in, follow these steps to add the plug-in target to Grid Control for central monitoring and management:
Note: After you deploy and configure the plug-in to monitor one or more targets in the environment, you can customize the monitoring settings of the plug-in. This alters the collection intervals and threshold settings of the metrics to meet the particular needs of your environment. If you decide to disable one or more metric collections, this could impact the reports that the metric is part of. |
Figure 2 Add VMWare ESX Server Page
After waiting a few minutes for the plug-in to start collecting data, deploy the following steps to verify and validate that Enterprise Manager is properly monitoring the plug-in target:
Figure 3 VMware ESX Server Home Page
Follow these steps to undeploy the plug-in from an Agent:
You must undeploy the plug-in from every Agent in the system to completely remove it from the enterprise.
/etc/vmware/log/hostd.log
on the ESX Server while the EM Agent is collecting metrics or running jobs. When this occurs, the EM Agent is no longer able to communicate with the Web Service. The same holds true for the VMware-supplied Virtual Infrastructure Client tool. For details on the ESX Server issue, refer to note 455661.1 available at: http://metalink.oracle.com/
. To locate document 455661.1:
Note: This is no longer an issue with ESX Server version 3.0.3 (and later). |
Table 1 provides details of the job error codes that may be encountered if there are errors while running the jobs.
Table 1 Job Error Codes and Description
Error Codes | Description |
---|---|
1 | ESX Web Service username and/or password not supplied. Recheck the ESX Server target instance configuration. |
2 | ESX remote exception occurred in setting up the ESX Server task. Ensure that the ESX Server is up and retry. |
3 | ESX unknown host exception occurred in setting up the ESX Server task. Recheck the ESX Server target instance configuration. |
4 | ESX Server is in a state that is not valid for this operation. Check state of the ESX Server and retry when appropriate. |
5 | The request was cancelled. Retry when appropriate. |
6 | ESX runtime exception occurred in running the ESX Server task. Ensure that the ESX Server is up or that the ESX Server user has the proper privileges and/or roles, then retry. |
7 | Time out occurred in running the ESX Server task. Ensure that the ESX Server is up and retry. |
8 | Remote exception occurred in running the ESX Server task. Retry. |
9 | Invalid number of arguments passed to EM job. Recheck the ESX Server target instance configuration. |
100 | Invalid ESX Web Service username and/or password. Recheck the ESX Server target instance configuration. |
101 | ESX runtime exception occurred when connecting to the ESX Web Service. Ensure that the ESX Server is up and retry. |
102 | ESX remote exception occurred when connecting to the ESX Web Service. Ensure that the ESX Server is up and retry. |
103 | Exception occurred when connecting to the ESX Web Service. Recheck the ESX Server target instance configuration and ensure that the ESX Server is up and retry. |
104 | ESX Server task did not complete successfully. Check ESX Server log files and/or task status through VMware-supplied tools. |
105 | General exception occurred during ESX Server task execution. Check ESX Server log files and/or task status through VMware-supplied tools. |
106 | Permission exception occurred when connecting to the ESX Web Service. Check that the username specified in the ESX Server target instance configuration has the proper privileges (typically the Administrator role) on the ESX Server. |
107 | Setting ESX Server in maintenance mode timed out. Check that there are no VMs currently running on that server. You cannot set maintenance mode until all VMs on the ESX Server are shutdown. Retry, if this is not the case. |
200 | Invalid number of arguments passed to EM job. Recheck the ESX Server target instance configuration. |
201 | ESX Web Service username and/or password not supplied. Recheck the ESX Server target instance configuration. |
202 | VM name specified does not exist on this ESX Server. Retry with correct VM name. |
203 | ESX remote exception occurred in setting up the ESX Server task. Ensure that the ESX Server is up and then retry. |
204 | VM is in an invalid state for this operation. Check status of VM or if the ESX Server is in maintenance mode, and then retry when appropriate. |
205 | There is an issue with the internal files of the VM. |
206 | VM configuration fault received. |
207 | ESX task against the VM is already running. Retry when appropriate. |
208 | There are insufficient resources for this ESX task. Retry when appropriate. |
209 | ESX runtime exception occurred in running the ESX Server task. Ensure that the ESX Server is up or that the ESX Server user has the proper privileges and/or roles, then retry. |
210 | Remote exception occurred in running the ESX Server task. Retry. |
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