





A NDMP Usage Notes

As an Oracle Secure Backup user, you do not have to be aware of NDMP in any substantive way except when you use third-party NDMP-enabled appliances. If you use Windows, Linux, or Solaris hosts with SCSI-connected or Fibre Channel-connected secondary storage hardware, then NDMP is basically invisible. There may be some cases, however, in which you need to be aware of the following behavior.


Constrained Error Reporting

NDMP specifies no programmatic means for data services to report many common errors. This restriction applies to a popular condition, "pathname not found," which NDMP data services typically report as "internal error." Oracle Secure Backup notes all such errors in the job transcript.

Most NDMP implementations make use of the LOG interface, which provides servers a means to report text messages to the backup application. Oracle Secure Backup records all LOG messages it receives in the job transcript.





Backing Up Individual Files

Some NDMP data services provide only for backup of directories and their contents; you cannot explicitly back up individual files. You can restore both individual files and directory trees. This situation applies to Network Appliance's Data Ontap.





Restored File Reporting

During restore operations, some NDMP data services do not report the names of files and directories restored from the backup image. As a result, Oracle Secure Backup warns you that the NDMP data service did not identify whether files you requested were found. This situation applies to Network Appliance's Data Ontap.








Part III



Performing Backup and Restore Operations

This part provides an architectural and conceptual overview of Oracle Secure Backup. This part contains the following chapters:

	
Chapter 6, "Using Recovery Manager with Oracle Secure Backup"


	
Chapter 7, "Backing Up File System Data"


	
Chapter 8, "Restoring File System Data"









3 Getting Started

This chapter provides a brief tour of the interfaces that you can use with Oracle Secure Backup. You will need to use one or more of the interfaces when you configure and manage your administrative domain. This chapter contains the following topics:

	
Before You Begin


	
Using the Web Tool


	
Using obtool


	
Using Oracle Enterprise Manager







	
See Also:

	
Oracle Secure Backup Reference for a description of obtool commands


	
Chapter 12, "Using obtar" to learn how to use the obtar command-line interface, which is intended for advanced users only














Before You Begin

Before you begin using Oracle Secure Backup, ensure that:

	
Oracle Secure Backup is installed on each UNIX and Windows computer in your administrative domain. The Oracle Backup Installation Guide describes how to perform installation.


	
On UNIX systems, the Oracle Secure Backup service daemon observiced is running. On Windows systems, the Oracle Secure Backup service is running.


	
On your administrative server, the Apache Web server is running. The Web server, which is started behind the scenes during Oracle Secure Backup installation, enables you to use the Oracle Secure Backup Web tool.









Using the Web Tool

The Web tool is the browser-based interface to Oracle Secure Backup. You can use the Web tool to configure the administrative domain, perform file system backup and restore operations, browse and manage backup data, and monitor operations.

Oracle Secure Backup invokes the Apache Web server, which runs behind the scenes when Oracle Secure Backup is started on the administrative server, to launch the Web tool. As explained in "Web Server Authentication", you can access the Web tool from any supported browser that can connect to the server through SSL (see Oracle Secure Backup Readme for a list of supported Web browsers).

This section contains the following topics:

	
Starting the Web Tool


	
Exploring the Web Tool






Starting the Web Tool

This section explains how to log in to the Oracle Secure Backup administrative domain through a Web browser.

Follow these steps:

	
Launch your Web browser and supply the URL of the host running Oracle Secure Backup. Use the following syntax, where hostname can be a fully qualified domain name:


https://hostname



For example, you might invoke the following URL:


https://patti.oracle.com



The Security Alert box warns that the certificate is not trusted, but it is not necessary to view the certificate and make any configuration changes.

Oracle Secure Backup installs a self-signed certificate for the Apache Web server. The Web server requires a signed certificate for data encryption purposes. The Security Alert box is displayed because the signer of the certificate is not trusted, that is, the browser does not recognize the signer as a registered Certificate Authority (CA). This alert does not mean that your data is not encrypted, only that the CA is not recognized.


	
Click Yes to continue.

The Oracle Secure Backup Login page appears.


	
Enter an Oracle Secure Backup username in the User Name box and a password in the Password box.

Log in as the admin user if you are logging into Oracle Secure Backup for the first time. You can create additional users after you log in.


	
Click the Login button. The Oracle Secure Backup Home page appears.

The Home, Configure, Manage, Backup, and Restore tabs are explained in detail in the following sections.









Exploring the Web Tool

After you log in to the Oracle Secure Backup Web tool interface, the Oracle Secure Backup Home page appears. Figure 3-1 shows an example of the Home page.


Figure 3-1 Home Page

[image: Shows the Home page.]

Description of "Figure 3-1 Home Page"





The purpose of this page is to provide a snapshot of the current status of Oracle Secure Backup jobs and devices. As such, the page presents important summary information to administrators and users.

The main page includes the schedule times and status of recent jobs as well as job IDs, job type, and job level. Oracle Secure Backup provides a link for failed jobs, alerting users and administrators to potential trouble spots.

The Devices link lists the devices associated with each job along with information concerning device type, device name, and status. This page provides you with an overall picture of the various backup or restore processes that are going on.




	
Note:

A status of "device not in use" means that the device is present but is not currently being utilized for backup or restore operations.







A menu bar at the top of the Oracle Secure Backup Home page enables you to select among the Configure, Manage, Backup, and Restore tabs.




	
Note:

When using the Web tool, make sure that your browser is configured to reload the page every time it is viewed. Otherwise, the browser may display stale information. For example, changes made in obtool may not be visible in the browser.








Configure Tab

Click the Configure tab from the menu bar to display configuration options. Figure 3-2 shows an example of the Configure page.


Figure 3-2 Configure Tab

[image: Shows the Configure menu.]

Description of "Figure 3-2 Configure Tab"





The Configure page is divided into two main sections:

	
Basic


	
Advanced






Basic

This section provides the following links:

	
Users

Click this link to configure one or more user accounts for logging into and employing Oracle Secure Backup.


	
Hosts

Click this link to configure one or more hosts. A host is a machine that participates in the Oracle Secure Backup administrative domain


	
Devices

Click this link to configure devices for use with Oracle Secure Backup. A device is a tape drive or library identified by a user-defined name.


	
Media Families

Click this link to configure media families. A media family is a named classification of backup volumes. A volume is a single unit of media, such as an 8mm tape.


	
Database Backup Storage Selectors

Click this link to configure one or more devices and media families for use during Oracle database backup and restore operations.









Advanced

This section provides the following links:

	
Classes

Click this link to configure classes. A class defines a set of rights that are granted to a user. A class can apply to multiple users; however, each user is assigned to exactly one class.


	
Job Summaries

Click this link to create a job summary schedule for generation of job summaries for email distribution. A job summary is a generated text file report that tells you whether a backup operation was successful. Oracle Secure Backup can generate and email job summaries detailing the status of scheduled backups.


	
Defaults and Policies

Click this link to edit defaults and policies. Defaults and policies are a set of configuration data that control how Oracle Secure Backup runs throughout an administrative domain.










Manage Tab

Click the Manage tab to display management options. Figure 3-3 shows an example of the Manage page.


Figure 3-3 Manage Tab

[image: Shows the Manage page.]

Description of "Figure 3-3 Manage Tab"





The Manage page is divided into two main sections:

	
Devices and Media


	
Maintenance






Devices and Media

This section includes the following links:

	
Drives

Click this link to determine the status of a volume or device or mount or unmount a volume.


	
Libraries

Click this link to view and control libraries.


	
Device Reservations

Click this link to reserve and unreserve devices for private use.









Maintenance

This section includes the following links:

	
Jobs

Click this link to manage jobs in an administrative domain. You can view the status of backup and restore jobs.


	
Volumes

Click this link to filter and then view all volumes in the catalog. You can filter the results to scale down your search. A volume is a single unit of media, such as 8mm tape. A volume can contain one or more backup images.


	
Backup Images

Click this link to manage backup images. A backup image is the work product of a single backup operation.


	
Backup Sections

Click this link to view and remove backup sections. A backup section is that part of a backup image that occupies one physical volume.


	
Checkpoints

Click this link to list and delete checkpoints describing certain in-progress, failed, and completed NDMP backups.


	
Daemons

Click this link to manage daemons and control and view daemon properties.










Backup Tab

Click the Backup tab to display backup image options. Figure 3-2 shows a sample page.


Figure 3-4 Backup Tab

[image: Shows the Backup page.]

Description of "Figure 3-4 Backup Tab"





The Backup page is divided into two main sections:

	
Operations


	
Settings






Operations

This section includes the Backup Now link. Click this link to perform one-time backups of data described by existing dataset files.






Settings

This section includes the following links:

	
Datasets

Click this link to configure dataset files. A dataset file describes the data that you want to back up.


	
Schedules

Click this link to configure a backup schedule. The backup schedule describes the frequency with which a backup runs.


	
Backup Windows

Click this link to configure backup windows. A backup window is a time range for the execution of scheduled backups.










Restore Tab

Click the Restore tab to display restore options. Figure 3-5 shows a sample page.


Figure 3-5 Restore Tab

[image: Shows the Restore page.]

Description of "Figure 3-5 Restore Tab"





The Operations section includes the following links:

	
Backup Catalog

Click this link to browse data associated with backup and restore operations.


	
Directly from Media

Click this link to perform raw restores, which require prior knowledge of the names of the file system objects you want to restore. You must also know the volume IDs and the file numbers on which the volumes are stored.









Persistent Page Links

The top and bottom panels of the Home page, and every page of the Web tool interface, have the following persistent links:

	
Help


	
Logout


	
Preferences


	
About






Help

Click Help to display this manual in PDF form.






Logout

Click Logout to log out of Oracle Secure Backup and return to the Oracle Secure Backup Login page. Oracle Secure Backup clears your user name and password cookies from the Web browser that you are using.






Preferences

Click Preferences to go to the Preference page. In this page you can select settings for the following options:

	
Extended command output

Click this button to specify that Oracle Secure Backup should display a section with the commands that enable the Web tool to build its pages.

The Web tool makes calls into obtool, the underlying Oracle Secure Backup command line engine. If you select On, then directory paths and command line entries for obtool executables are displayed at the bottom of each page. Select Off to hide the display of command output.


	
Background timeout

Enter a value in this box to set the maximum idle time for obtool background processes.

Operations such as catalog browsing, data restore operations, and on-demand backups require Oracle Secure Backup to create a background obtool process to retain state information too complex to represent in a browser cookie. The background timeout value identifies the maximum idle time of these background process. When a background process exceeds this idle time limit, it exits gracefully and the associated user's browser state is lost. The default is 24 hours.


	
Select table size

Enter a value in this box to set the size (in number of rows) of the display window of the Web tool interface. The default is 8 rows.


	
Inactivity logout

Enter a time period. If the user does not use the Web tool within this time frame, then the browser will automatically refresh the user to the login page. The default is 30 minutes.









About

The bottom panel of every page of the Web tool has a link to information about the Oracle Secure Backup product, including release date, system information, administrative server, and IP address.












Using obtool

This section explains how to use obtool, which is the primary command-line interface to Oracle Secure Backup. The obtool executable is located in the bin subdirectory of the Oracle Secure Backup home. You can start obtool on any host in the administrative domain, log in to the domain as an Oracle Secure Backup user, and issue commands.

This section contains the following topics:

	
Displaying obtool Invocation Help


	
Starting obtool in Interactive Mode


	
Executing obtool Commands in Interactive Mode


	
Executing obtool Commands in Noninteractive Mode


	
Configuring an Administration Domain with obtool






Displaying obtool Invocation Help

Assuming that the bin subdirectory of the Oracle Secure Backup home is in your system path, you can obtain online help about obtool invocation options by running the following command at the operating system prompt:


% obtool help invocation



The obtool utility displays the following output:


obtool invocation:
Usage: To enter interactive mode:
       obtool [<cl-option>]...
Usage: To execute one command and exit:
       obtool [<cl-option>]... <command> [<option>]... [<argument>]...
Usage: To display program version number and exit:
       obtool --version/-V
Usage: To create a new administrative domain with this machine acting as the
       administrative server:
       obtool --initnewdomain [--adminpassword/-A passwd] [--force]
       [--nullpassword/-N] [--verbose/-v]



The following sections explain the obtool invocation options in more detail.






Starting obtool in Interactive Mode

To use obtool in interactive mode, enter obtool at the operating system command line once:


% obtool



After a successful login to obtool, the following prompt is displayed:


ob>



The first time you invoke the obtool utility, you are required to establish your identity as an Oracle Secure Backup user. If you have not yet established a user identity, then obtool prompts you for a user name and password, as shown in the following example:


% obtool
Oracle Secure Backup 10.1
login: 



The Oracle Secure Backup installation script creates the admin user automatically and requires you to create a password. You can enter the admin credentials when you log in to Oracle Secure Backup for the first time.






Executing obtool Commands in Interactive Mode

You can enter the commands described in Oracle Secure Backup Reference at the obtool prompt. For example, you can enter the lshost command to display the hosts in your administrative domain (sample output included):


ob> lshost
brhost2          client                            (via OB)   in service
brhost3          mediaserver,client                (via OB)   in service
br_filer         client                            (via NDMP) in service
stadv07          admin,mediaserver,client          (via OB)   in service



In general, this manual describes how to use the Web tool rather than obtool to perform administrative tasks. You can click Preferences at the top of any Web tool page and enable Extended command output. Whenever you perform a task in the Web tool, the Extended Command Output section at the bottom of the page shows the underlying obtool commands used to perform the task.


Redirecting Input in Interactive Mode

In interactive mode, you can redirect input to a script containing multiple obtool commands. This technique is useful if you need to run the same series of obtool commands on a regular basis. The syntax is as follows, where pathname is the path name of a file containing obtool commands:


ob> < pathname



For example, you can create a file called hosts.txt with the following content:


lshost --long
lsdev --long



You can redirect the obtool input to this script as follows:


ob> < /home/hosts.txt








Executing obtool Commands in Noninteractive Mode

To execute commands in obtool noninteractively, use the following syntax:


obtool  [ cl-option ]... command-name [ option ]... [ argument ]...



The following example executes the obtool lshost command and then returns to the operating system prompt:


% obtool lshost
brhost2          client                            (via OB)   in service
brhost3          mediaserver,client                (via OB)   in service
br_filer         client                            (via NDMP) in service
stadv07          admin,mediaserver,client          (via OB)   in service
%



Redirecting Input in Noninteractive Mode

You can also redirect input to obtool when in noninteractive mode. For example, you can create a file called hosts.txt with the following content:


lshost --long
lsdev --long



You can redirect the obtool input to this script as follows at the system prompt:


% obtool < /home/hosts.txt








Configuring an Administration Domain with obtool

When you run installob and specify a host as the administrative server, Oracle Secure Backup implicitly initializes the administrative domain. Initializing the domain assigns the host the role of administrative server within the administrative domain.

In some circumstances, you may need to initialize a new domain or reinitialize an old domain. You can use the following syntax to establish the local host as the administrative server for a new Oracle Secure Backup administrative domain:


obtool --initnewdomain [--adminpassword/-A passwd] [--force] 
       [--nullpassword/-N] [--verbose/-v]



If the local host is already established as an administrative server, then specifying --force causes the host to reinitialize itself. The --force option is useful when you have forgotten your password.








Using Oracle Enterprise Manager

You can use Oracle Enterprise Manager 10g (10.2) to use the Oracle Secure Backup SBT interface for database backup and restore operations. You cannot use Enterprise Manager to perform file system backup and restore operations, although Enterprise Manager includes a link to the Web tool. In general, you should use Enterprise Manager only for database-related tasks.

This section contains the following topics:

	
Registering an Administrative Server in Enterprise Manager


	
Accessing the Oracle Secure Backup Web Tool in Enterprise Manager






Registering an Administrative Server in Enterprise Manager

You can make RMAN backups to the Oracle Secure Backup SBT interface by using Enterprise Manager Database Control or Grid Control. As explained in "Interfaces for Managing Database Backup and Recovery", the Database Control console must run on the administrative server and can only back up an Oracle database running on the administrative server. You can run the Grid Control console on any database host in the administrative domain and use it to back up any database in the domain. This section describes how to get started with the Database Control console.

To use Enterprise Manager to manage your backups, you need to make Enterprise Manager aware of your administrative server. As explained in "Administrative Domains", the administrative server stores the configuration data and catalog for the administrative domain.




	
Note:

This section assumes that you are familiar with Oracle Enterprise Manager Database Control and use it to manage backup and recovery. If you need an introduction to using Oracle Enterprise Manager with RMAN, refer to the chapter on backup and recovery in Oracle Database 2 Day DBA.







To register the administrative server in Oracle Enterprise Manager Database Control:

	
Log in to the Oracle Enterprise Manager Database Control console as a user with database administrator rights.


	
Navigate to the Oracle Secure Backup section of the Maintenance page. Figure 3-6 shows the relevant section of the Maintenance page.


Figure 3-6 Maintenance Page

[image: Description of Figure 3-6 follows]

Description of "Figure 3-6 Maintenance Page"





If you are using releases 10.2.0.1 or 10.2.0.2 of Enterprise Manager Grid Control or release 10.2.0.2 of Enterprise Manager Database Control, then the Maintenance page does not include the Oracle Secure Backup section by default. In this case, proceed to the next step to make the links active; otherwise, skip the following step and proceed directly to Step 4.


	
If (and only if) the Oracle Secure Backup section does not appear in the Maintenance page, then perform the following steps:

	
Navigate to the ORACLE_HOME/hostname_SID/sysman/config directory and open the emoms.properties file in a text editor.


	
Set osb_enabled=true and save the file.


	
Stop the Oracle Enterprise Manager Database Control console as follows:


emctl stop dbconsole



	
Restart the Oracle Enterprise Manager Database Control console as follows:


emctl start dbconsole



	
Navigate to the Maintenance page and confirm that the Oracle Secure Backup section is shown.





	
Click Oracle Secure Backup Device and Media.

The Add Administrative Server page appears.


	
Log in to your Oracle Secure Backup administrative domain as follows:

	
In the Oracle Secure Backup Home box, enter the Oracle Secure Backup home directory, which is directory in which you installed Oracle Secure Backup. Typically, this directory is /usr/local/oracle/backup on UNIX and Linux and C:\Program Files\Oracle\Backup on Windows.


	
In the Username box, enter the name of an Oracle Secure Backup administrative user. For example, enter admin.


	
In the Password box, enter the password for the Oracle Secure Backup administrator.




The Host Credentials page appears.


	
Enter the username and password of the operating system user on the administrative server. This user needs root privileges.

The Oracle Secure Backup Device and Media: Administrative Server: hostname page appears. You can use this page to load tapes.




After you have registered the administrative server, you are ready to use Enterprise Manager with Oracle Secure Backup. Refer to Chapter 6, "Using Recovery Manager with Oracle Secure Backup" for further instructions.






Accessing the Oracle Secure Backup Web Tool in Enterprise Manager

Enterprise Manager provides the interface for database backup and recovery. To access information relating to file system backups, you must use either obtool or the Web tool. The Enterprise Manager console provides a link to the Web tool.

To access the Web tool through Enterprise Manager Database Control:

	
Log in to the Enterprise Manager Database Control as a user with database administrator rights.


	
Navigate to the Oracle Secure Backup section of the Maintenance page.




	
Note:

If the Oracle Secure Backup section is not displayed in the Maintenance page, then follow the instructions in Step 3 of the previous section to make the links active.








	
Click File System Backup and Restore.

Enterprise Manager starts the Web tool interface, which is described in "Starting the Web Tool".
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Part IV



Managing Operations

This part explains how to manage devices and media and perform routine maintenance operations.

This part contains the following chapters:

	
Chapter 9, "Managing Devices and Media"


	
Chapter 10, "Performing Maintenance"









Part I



Oracle Secure Backup Concepts

This part provides an architectural and conceptual overview of Oracle Secure Backup.

This part contains the following chapters:

	
Chapter 1, "Introduction to Oracle Secure Backup"


	
Chapter 2, "Backup and Restore Concepts"









2 Backup and Restore Concepts

This chapter explains the fundamental concepts involved in Oracle Secure Backup backup and restore operations. This chapter contains the following topics:

	
File System Backup and Restore


	
Database Backup and Recovery


	
Jobs and Requests


	
Tape Devices


	
Backup Images and Media


	
Daemons and Services


	
Defaults and Policies


	
Network Backup Security







	
See Also:

Oracle Secure Backup Reference for details on using the Oracle Secure Backup command-line interface









File System Backup and Restore

This section describes how Oracle Secure Backup can back up and restore the file system. It contains the following sections:

	
File System Backups


	
Backup Datasets


	
Scheduled and On-Demand Backups


	
Restartable Backups


	
Backup Catalog


	
File System Restore Operations






File System Backups

File system data can be defined as the collection of files and file management structures on physical or logical storage. Oracle Secure Backup can back up all types of files on the file system to tape. For example, you can use Oracle Secure Backup to back up the root directory on a host or an Oracle Database home. Backups that you initiate through Oracle Secure Backup are called file system backups.



Full and Incremental File System Backups

A full backup backs up all specified files, regardless of when they were last backed up. This option is the same as an incremental backup at level 0. You can use a level 0 backup as the base of an incremental backup strategy.

Oracle Secure Backup supports 9 different incremental backup levels. In a cumulative incremental backup, Oracle Secure Backup backs up only those files that have changed since the last backup at a lower (numerical) backup level. For example, a level 3 cumulative backup copies only that data that has changed since the most recent backup that is level 2 or lower. Figure 2-1 shows a series of cumulative backups.


Figure 2-1 Cumulative Incremental Backups

[image: Shows that there are 9 levels of incremental backup.]

Description of "Figure 2-1 Cumulative Incremental Backups"





In a differential incremental backup, Oracle Secure Backup back up files modified since the most recent incremental backup at the same or lower level (0-9). This option is the same as a level 10 incremental backup. Oracle Secure Backup does not support the level 10 backup in conjunction with some platforms, including NAS devices such as Network Appliance filers.

Oracle Secure Backup includes an offsite backup option that enables you to perform a full backup without affecting the full/incremental backup schedule. This technique is useful when you want to create an archive for offsite storage without disturbing your schedule of incremental backups.




	
See Also:

	
"Choosing a Backup Schedule"


	
Oracle Secure Backup Reference for a description of the obtool backup commands



















Backup Datasets

A dataset file defines the file system data that Oracle Secure Backup should include in and exclude from a backup. Dataset files employ a lightweight language that gives you the flexibility to build and organize the definitions of the data to be backed up.

You can find several sample dataset files in the samples subdirectory of the Oracle Secure Backup home. You can use these as templates to design your own dataset files.

The sample dataset file shown in Example 2-1 instructs Oracle Secure Backup to back up the directory /usr1/home on brhost2 (except for the directories /usr1/home/temp and /usr1/home/oldfiles) and the directory /usr2/home.


Example 2-1 Sample Dataset File


exclude name *.backup
exclude name *~
 
include host brhost2 {
    include path /usr1/home {
        exclude path /usr1/home/temp
        exclude path /usr1/home/oldfiles
    }
    include path /usr2/home
}





Dataset files are hierarchically organized into a directory structure. As shown in Figure 2-2, you can view this structure from the perspective of the operating system or the Oracle Secure Backup catalog.


Figure 2-2 Dataset Directories and Files

[image: Shows the dataset directory structure.]

Description of "Figure 2-2 Dataset Directories and Files"





From the operating system point of view, the dataset files and directories are stored in the admin/config/dataset subdirectory of the Oracle Secure Backup home. As shown on the left part of Figure 2-2, the NEW_CLIENTS directory is automatically created during installation. You can use this directory to store your dataset files.

With either obtool or the Web tool, you can execute commands to manage dataset files and directories. You can create your own dataset directories and files and organize them into a tree-like structure. As shown in Figure 2-2, the admin/config/dataset/ subdirectory on the operating system corresponds to the top-level dataset directory in the Oracle Secure Backup catalog.




	
See Also:

	
Oracle Secure Backup Reference for a description of the Oracle Secure Backup dataset language


	
Oracle Secure Backup Reference for a description of the obtool dataset commands

















Scheduled and On-Demand Backups

You can create the following types of file system backup requests with Oracle Secure Backup:

	
Scheduled

In backups of this type, you instruct Oracle Secure Backup to make backups according to a backup schedule, which specifies the datasets for the backup. A trigger defined in the schedule specifies when the job should execute. For example, you can instruct Oracle Secure Backup to back up the /home directory on client host brhost2 every Sunday. Note that jobs scheduled from different time zones will be synchronized with one another.


	
On-demand

In backups of this type, you instruct Oracle Secure Backup to perform an ad hoc or one-time-only backup of the specified data. For example, you may instruct Oracle Secure Backup to back up the Oracle home on client host brhost2.




As shown in Figure 2-3, the execution of scheduled backup jobs depends on whether a backup window exists in which the jobs can run. A backup window is a time range within which Oracle Secure Backup performs scheduled backup jobs.


Figure 2-3 Backup Windows and Scheduled Backups

[image: Shows the relation between triggers and windows.]

Description of "Figure 2-3 Backup Windows and Scheduled Backups"





A single backup window can apply to all days of the week or only to specific days or dates. If the backup window is closed, or if no backup window is defined, then scheduled backups will not run, although you can still run on-demand backups.




	
Note:

If a job is running when the backup window closes, then it will continue to completion.







The default backup window is daily 00:00-24:00. For an example of how backup windows affect scheduled backups, assume that your only backup window opens daily from midnight to 2 a.m. If the backup schedule trigger fires at 3 a.m., then the backup will never run.




	
See Also:

"On-Demand Backup Work Flow" and "About Backup Schedules"









Privileged and Unprivileged Backups

When you use the Web tool or the backup command in obtool to initiate an on-demand backup, the backup runs in unprivileged or privileged mode.

As explained in "Oracle Secure Backup Users and Passwords", an unprivileged backup runs under the Linux/UNIX user identity or Windows account identity configured in the Oracle Secure Backup user profile. Access to file system data is constrained by the privileges of the Linux/UNIX or Windows account.

A privileged backup runs under the root user identity on Linux and UNIX. On Windows systems, a privileged backup runs under the same account identity as the Oracle Secure Backup service on the Windows client. You must have the perform backups as privileged user right to make privileged backups.

If you create a scheduled backup job, then it runs with the privileges of the Oracle Secure Backup scheduler, that is, as root on Linux and UNIX and as Local System on Windows.








Restartable Backups

If a file system backup fails due to an unexpected event like a network failure, power outage, unexpected system shutdown, tape media error, and so on, then Oracle Secure Backup must usually restart the backup from the beginning. Some types of backups are restartable from a mid-point, however, after such a failure occurs.

A backup is restartable if is meets the following conditions:

	
The backup client is a Network Appliance filer running Data ONTAP 6.4 or later.


	
The backup image is saved to a tape drive controlled by a server that uses NDMP version 3 or later.


	
The restartablebackups policy in the operations class is enabled (the default).


	
The backup has reached a point from which it can be restarted.




A checkpoint is a collection of state information that describes a midpoint in a backup and how to restart from it. Some information for each checkpoint resides on the Oracle Secure Backup administrative server, whereas the remainder resides on the client host.




	
Note:

If you use the restartable backups feature, then ensure that the /tmp directory on the administrative server is on a partition that maintains at least 1 GB of free space.







At the beginning of each backup job, Oracle Secure Backup automatically determines whether the backup can be restarted from a midpoint. If so, it periodically establishes a checkpoint that it can later use to restart the backup. After each new checkpoint is recorded, the previous checkpoint is discarded.

When considering jobs to run, the Oracle Secure Backup scheduler takes note of restartable jobs that were interrupted before completing. Upon finding a restartable job, the scheduler restarts it and uses the same volume and drive in the same library in use when the interruption occurred.




	
See Also:

"Managing Checkpoints"












Backup Catalog

As explained in "Administrative Data", the administrative server maintains a catalog in which it stores metadata relating to backup and restore operations for the administrative domain. You can use obtool or the Web tool to browse the catalog to determine what you have backed up.




	
Note:

The Oracle Secure Backup catalog is integrated to share backup metadata with RMAN, but is separate from the RMAN recovery catalog. The recovery catalog is stored in an Oracle database and is maintained independently by RMAN.







When Oracle Secure Backup performs a file system backup or a database backup through the SBT interface (see "Database Backups"), it records the name and attributes of the objects it backs up. It writes this data to the catalog stored on the administrative server.

Oracle Secure Backup maintains a discrete backup catalog for every client in the administrative domain. The catalog for each host is stored in a subdirectory of admin/history/host named after the client. For example, admin/history/host/brhost2 stores the catalog for the client named brhost2. The catalog itself is a binary file named indices.cur.

To specify backups that you want to restore, you can use obtool or the Web tool to browse the contents of any client's backup catalog, providing you have necessary permissions. The class of which your Oracle Secure Backup user is a member defines your right to browse the catalog. "Oracle Secure Backup Classes and Rights" explains user rights.

When you browse the catalog, Oracle Secure Backup presents the data in the form of a file system tree as it appeared on the client from which the data was saved. At the root of the file system appears a fictitious directory, called the super-directory, that contains all files and directories saved from the top-most file system level. Oracle Secure Backup uses this directory as a starting point from which you can access every top-level file system object stored in the catalog.

Note the following features of the catalog super-directory:

	
On UNIX and Linux systems, it usually contains only the root directory, / (slash).


	
On Windows systems, it contains each top-level file system—identified by a drive letter and a colon—that you backed up.




The Oracle Secure Backup catalog contains a record of each file system object saved in each backup. So, what you would normally consider a two-dimensional representation of a file system—the inverted naming tree—now includes a third dimension, time.

Directory contents change over time; in fact, the very existence of directories is transient. The name of an object backed up yesterday as a directory may, in today's backup, refer to a file, and in tomorrow's backup, a symbolic link. Oracle Secure Backup tracks all such changes in object types properly.

Oracle Secure Backup provides two means to control how time affects the data you select when browsing backup catalogs: the data selector and the view mode.


Catalog Data Selectors

When you browse a backup catalog to select data to restore, you can choose specific instances of backed up data by using one of the data selectors shown in Table 2-1. The data selector describes, either explicitly or by inference, the identity of each backup image section containing the data of interest. "Backup Images and Media" explains backup images and sections.


Table 2-1 Data Selectors

	Selector	Description
	
latest

	
Shows most recent file system objects.


	
earliest

	
Shows least recent file system objects.


	
all

	
Shows all instances of file system objects.


	
backup-id

	
The instance contained in the backup section identified by the backup ID. Within a backup catalog, Oracle Secure Backup identifies each backup image section with a numerical backup ID. It assigns backup IDs without regard to the time order of backups. For example, backup ID 25 can represent the Monday backup of the root directory on a host, whereas backup ID 6 represents the Tuesday backup.


	
date-time

	
Shows the file system object as it existed in a backup no later than the given date and time.


	
date-range

	
All objects backed up exactly between two date-time values.








When applied to a file system object, a data selector yields the identity of zero or more backup image sections in which the file system object is stored.




	
See Also:

Oracle Secure Backup Reference for more explanation of data selectors









Using Data Selectors: Example

As an example of how Oracle Secure Backup applies data selectors to specific instances of backed up data, consider a directory called /numbers that you back up fully on each of three days at the beginning of May. The contents of /numbers changes each day. Table 2-2 shows the files that are backed up as well as the volume and image file to which they are written.


Table 2-2 Backup of the /numbers Directory

	Date	Contents of /numbers	Backup volume and image	Backup ID
	
5/1/05

	

file1.dat   file2.dat   file3.dat

	
volume FULL-02, file 5

	
20


	
5/2/05

	

            file2.dat   file3.dat

	
volume FULL-02, file 9

	
30


	
5/3/05

	

file1.dat   file2.dat

	
volume FULL-03, file 3, section 1

	
40


	
	

            file2.dat              file4.dat

	
volume FULL-04, file 3, section 2

	
46








In Table 2-2, the May 3 backup filled a tape while writing file2.dat. Oracle Secure Backup continued the backup on volume FULL-04 by writing the remainder of file2.dat, followed by file4.dat. Table 2-3 describes the effect of various data selectors on the file system object references.


Table 2-3 Data Selectors for Backups of the /numbers Directory

	This data selector	and this reference	selects the data backed up in these backup image sections (backup ids)
	
latest

	
/numbers/file4.dat

	
FULL-04, file 3, section 2 (46)


	
	
/numbers/file2.dat

	
FULL-03, file 3, section 1 (40) and FULL-04, file 3, section 2 (46)


	
	
/numbers

	
FULL-03, file 3, section 1 (40) and FULL-04, file 3, section 2 (46)


	
earliest

	
/numbers/file1.dat

	
FULL-02, file 5 (20)


	
	
/numbers

	
FULL-02, file 5 (20)


	
all

	
/numbers

	
FULL-02, file 5 (20) and FULL-02, file 9 (30) and FULL-03, file 3, section 1 (40) and FULL-03, file 3, section 2 (46)


	
	
/numbers/file1.dat

	
FULL-02, file 5 (20) and FULL-03, file 3, section 1 (40)


	
20,30

	
/numbers/file1.dat

	
FULL-02, file 5, section 1 (20)


	
	
/numbers

	
FULL-02, file 5 (20) and FULL-02, file 9 (30)


	
05/05

	
/numbers/file1.dat

	
(none)


	
	
/numbers

	
FULL-02, file 9 (30)


	
05/04-05/05

	
/numbers/file4.dat

	
(none)


	
	
/numbers/file1.dat

	
FULL-02, file 5 (20)


	
	
/numbers

	
FULL-02, file 5 (20) and FULL-02, file 9 (30)














Catalog View Modes

The catalog view mode is independent of data selectors. Oracle Secure Backup consults the view mode each time it searches or displays a catalog directory. You control the view mode setting from the Oracle Secure Backup Web tool or command-line interface. There are two view modes: inclusive and exact.

When you browse a directory in inclusive mode, Oracle Secure Backup displays the name of every file system object backed up from the directory. The data selector is ignored. For example, in "Using Data Selectors: Example", a listing of the /numbers directory in inclusive mode displays file1.dat, file2.dat, file3.dat, and file4.dat.

This display behavior assumes the that you did not do the following:

	
Overwrite either backup image


	
Manually clean up the backup catalog


	
Explicitly direct Oracle Secure Backup to retire any backup catalog data




When you browse a directory in exact mode, you display only the contents of a directory identified by the data selector. Assume that in "Using Data Selectors: Example" you set the view mode to exact. In this case, the latest setting in Table 2-3 would display only file1.dat, file2.dat, and file4.dat.








File System Restore Operations

Restoring to the file system with Oracle Secure Backup is essentially the reverse of backing up to the file system. Normally, restore operations are additive. In other words, each file and directory restored from a full or an incremental backup is added to its destination directory.

Note the following differences between backup and restore operations:

	
Whereas file system backups are either scheduled or on-demand (see "Scheduled and On-Demand Backups"), all restore operations are on-demand.


	
Whereas some file system backups are restartable (see "Restartable Backups"), no restore operations are restartable.


	
File system backups use datasets to specify data (see "Backup Datasets"), whereas restore operations use one of the methods described in the following section.





File System Restore Methods

With Oracle Secure Backup, you can restore data in the following ways:

	
Catalog-based restore operation

In this type of restore operation, you browse the catalog for the file system objects to be restored. When you have located their names and selected the instances, you can restore the objects.

"Performing a Catalog-Based Restore Operation" explains how to restore data with a catalog.


	
Raw restore operation

In this type of restore operation, you must have independent knowledge of the secondary storage location (volume ID and backup image file number) of a backup. You can either restore all data in the backup or specify an individual file or directory.

"Performing a Raw Restore Operation" explains how to restore data without using a catalog.


	
obtar restore operation

You can use the obtar command-line interface to operate directly on tape drives, outside the purview of the Oracle Secure Backup scheduler. The obtar utility is intended for advanced users only.







	
See Also:

	
"Backup Catalog" for an overview of the Oracle Secure Backup catalog


	
"Volumes" for an explanation of volume IDs and backup images


	
Chapter 12, "Using obtar" to learn how to use obtar





















Database Backup and Recovery

This section describes concepts relating to restore operations in Oracle Secure Backup.



Database Backups

RMAN is a database utility that enables you to back up an Oracle database. Oracle Secure Backup supplies an SBT interface that RMAN can use to back up database files to tape. An SBT backup initiated by RMAN is distinct from a file system backup, which is a scheduled or on-demand backup of any files on the file system (not just database files) initiated by Oracle Secure Backup.



Backup Sets and Backup Images

The backup of an Oracle database performed with RMAN results in a backup set, which is a logical grouping of backup pieces. Backup pieces are physical files.

When you use Oracle Secure Backup to store database backups on tape, each backup piece is created as one backup image. Figure 2-4 illustrates the relationship between pieces and images. As explained in "Volume Sets", a single backup image can span multiple tapes.


Figure 2-4 Backup Sets and Backup Images

[image: Shows that one backup piece is one image.]

Description of "Figure 2-4 Backup Sets and Backup Images"





Oracle Secure Backup can mix RMAN backup pieces and file system backup sections within the same volume set and even on the same volume.






Database Backup Storage Selectors

Oracle Secure Backup uses information encapsulated in database backup storage selectors to interact with RMAN when performing backup and restore operations. Oracle Secure Backup maintains storage selectors in the admin/ssel subdirectory of the Oracle Secure Backup home on the administrative server.

Database backup storage selectors contain backup and restore attributes that describe an Oracle database. For example, the storage selector identifies a database by name or DBID (unique numerical identifier), the host on which it resides, and the media family to use when backing it up. Storage selectors act as a layer between RMAN, which backs up and restore the database, and the Oracle Secure Backup software, which manages the underlying media.

When performing an Oracle database backup to devices and media managed by Oracle Secure Backup, RMAN passes the database name, content type, and copy number to Oracle Secure Backup. Using this information, Oracle Secure Backup determines the corresponding database backup storage selector. This storage selector informs Oracle Secure Backup what devices, if any, to restrict this backup to and which media family (if any) to use.




	
See Also:

	
"Creating a Database Backup Storage Selector"


	
Oracle Secure Backup Reference to learn about database backup storage selector commands in obtool



















Database Restore and Recovery

Restore operations that you initiate through RMAN are called Oracle Database restore operations. You can use the Oracle Secure Backup SBT interface in conjunction with RMAN to restore database files to tape. As explained in "Database Backup Storage Selectors", Oracle Secure Backup uses information encapsulated in storage selectors to interact with RMAN when performing restore operations.




	
See Also:

	
"Performing Recovery with RMAN and Oracle Secure Backup"


	
Oracle Secure Backup Reference to learn about the obtool host commands



















Jobs and Requests

In Oracle Secure Backup, a backup or restore request is distinct from a job. A request is a locally-stored specification of a backup or restore operation that is not yet eligible to run. A job is a request that has been forwarded to the Oracle Secure Backup scheduler and is eligible to be run.

The scheduler policies, which are described in "Defaults and Policies", determine how the scheduler handles backup and restore jobs. You should familiarize yourself with these settings because they determine the frequency with which the scheduler dispatches jobs.




	
Note:

This section describes file system backup and restore jobs. To learn about database backup and restore jobs, see "How RMAN Accesses Oracle Secure Backup".







Figure 2-5 shows the process by which a user can create an on-demand backup or restore job. "Scheduled and On-Demand Backups" explains the difference between on-demand and scheduled backups.


Figure 2-5 Backup and Restore Requests and Jobs

[image: Description of Figure 2-5 follows]

Description of "Figure 2-5 Backup and Restore Requests and Jobs"





The steps in the process illustrated in Figure 2-5 are as follows:

	
A user creates a file system backup or restore request. For example, the user submits a request for a backup of the /home directory of client host brhost2.

Oracle Secure Backup maintains a queue of backup and restore requests in the user's Web tool or obtool session. The user can review or modify this queue. When the user terminates the session, requests that are not yet sent to the scheduler are lost.


	
If necessary, the user modifies the requests in the queue. For example, the user can delete a job request.


	
The user sends the backup request to the scheduler (obscheduled) running on the administrative server.

When a user sends a file system backup or restore request to the Oracle Secure Backup scheduler, the request becomes a job. Oracle Secure Backup assigns each job a name that is unique among all jobs in the administrative domain.


	
At the scheduled time, the service daemon executes the job.






Job Creation

This section provides a more detailed explanation of how on-demand and scheduled file system backup and restore jobs are created. The following events cause Oracle Secure Backup to create jobs:

	
At the beginning of the day, Oracle Secure Backup inspects the triggers defined in each backup schedule. Schedules and triggers are described in "Scheduled and On-Demand Backups". For each trigger that fires that day, Oracle Secure Backup creates one new job for each dataset listed in the schedule.

In job descriptions, Oracle Secure Backup identifies this as a dataset job. It assigns the scheduled dataset job a numerical job identifier such as 15.


	
Each time you create an on-demand backup request and then use the Go button or the obtool backup --go command to send your request to the scheduler, Oracle Secure Backup creates a dataset job. It assigns the job an identifier prefixed by the name of the user who executes the command, for example, admin/15.


	
At the scheduled start time for a dataset job, Oracle Secure Backup reads the dataset and then creates one subordinate job for each host it includes.

In job descriptions, Oracle Secure Backup calls this a backup job. Oracle Secure Backup assigns each backup job an identifier whose prefix is the parent (dataset) job id, followed by a dot (.), then followed by a unique small number. For example, 15.1 could be a subordinate job for scheduled job 15.


	
Each time you explicitly request that Oracle Secure Backup restore data and then use the Go button or the obtool restore --go command to send your request to the scheduler, Oracle Secure Backup creates a restore job for each backup image that must be read to initiate the restore operation. Oracle Secure Backup assigns each job an identifier such as admin/15.

If Oracle Secure Backup creates multiple jobs to satisfy one restore request, then it marks each job except the first as dependent on the success of the previous job. The effect of this notation is that, given the failure of a job on which a later job is dependent, that later job is also marked as "failed."




After the earliest time to execute a job has arrived, the foremost decision criterion that the scheduler uses to execute a job is the user-assigned schedule priority. The scheduler dispatches higher priority jobs over lower priority ones, providing all resources required to run the job are available. For example, if twenty jobs are in the scheduler and ready for execution, then Oracle Secure Backup executes the job with the lowest numeric schedule priority.




	
See Also:

"Performing On-Demand File System Backups" and "Configuring Backup Schedules"












Job Logs

Oracle Secure Backup keeps a log for each job. This log describes high level events such as the creation, dispatch, and completion times of the job. You can view the log through both the Web tool and obtool.




	
See Also:

"Displaying Job Properties"












Job Transcripts

Oracle Secure Backup maintains a running transcript for each job. The transcript describes the details of the job's operation. Oracle Secure Backup creates this transcript when dispatching the job for the first time and updates it as the job progresses. When a job requires operator assistance, Oracle Secure Backup prompts for assistance using the transcript.




	
See Also:

"Displaying Job Transcripts"












Job Summaries

A job summary is a text file report produced by Oracle Secure Backup that describes the status of selected file system backup and restore jobs. Each report contains four sections, distinguished by job status:

	
Jobs eligible to be performed now (but not yet started)


	
Jobs running now


	
Jobs completed successfully


	
Jobs canceled, superseded, or failed




You can create a job summary schedule, which enables Oracle Secure Backup to generate multiple summary reports, each covering different time periods or activities. When you create a job summary schedule, you can choose the following options:

	
A unique name for the job summary


	
The dates on which Oracle Secure Backup produces the job summary


	
Users to whom the job summary is emailed


	
The beginning of the time period spanned by the job summary (the end time is always the summary generation time)


	
The contents of the job summary







	
See Also:

"Configuring Job Summary Schedules"














Tape Devices

Oracle Secure Backup maintains information about tape libraries and tape drives so that you can use them for local and network backup and restore operations. You can configure devices during installation or add a new device to an existing administrative domain. When configuring devices, the basic task is to inform Oracle Secure Backup about the existence of a device and then specify which media server can communicate with this device.

This section contains the following topics:

	
Tape Drives


	
Tape Libraries


	
Device Names and Attachments






Tape Drives

A tape drive is a device that uses precisely-controlled motors to wind a tape from one reel to the other. The tape passes a read/write head as it winds. Most magnetic tape systems use small reels that are fixed inside a cartridge to protect the tape and make handling of the tape easier.

A magnetic cassette or tape is sequential-access storage. It has a beginning and an end, which means that to access data in the middle of the tape, a device must read through the beginning part of the tape until it locates the desired data. Data must be read in this way because the tape heads are stationary.

In a typical format, a tape drive writes data to a tape in blocks. The drive writes every block in a single operation, leaving gaps between the blocks. The tape runs continuously during the write operation.

Every tape drive supports a specific tape format. Common tape formats include the following:

	
8mm


	
4mm, or Digital Audio Tape (DAT)


	
Advanced Intelligent Tape (AIT)


	
Digital Data Storage (DDS)


	
Digital Linear Tape (DLT) and Super DLT (SDLT)


	
Linear Tape-Open (LTO), an open alternative to the proprietary DLT format




Matrixes of supported tape devices are available at the following URL:

http://www.oracle.com/technology/products/secure-backup






Tape Libraries

A tape library is a robotic storage device that accepts SCSI commands to move media between storage locations and tape drives. A library is often referred to as a robotic tape device, autochanger, or medium changer.

A library contains one or more tape drives, a number of slots to hold tape cartridges, and an automated method for loading tapes. Figure 2-6 illustrates a tape library that contains four tape drives.


Figure 2-6 Tape Library

[image: Shows the components of a tape library.]

Description of "Figure 2-6 Tape Library"





Oracle Secure Backup automates the management of tape libraries, thereby enabling efficient and reliable use of their capabilities. Oracle Secure Backup controls the library robotics so that tapes can be managed easily.

Oracle Secure Backup supports the following features of tape libraries:

	
Automatic loading and unloading of volumes

When you add a tape library to your administrative domain, the device is configured in automount mode by default. In this mode, Oracle Secure Backup sends commands to the robotic arm of the library to mount tapes for backup and restore operations. When a new volume is needed, Oracle Secure Backup scans the volumes in the library until it finds a suitable volume. If sufficient eligible tapes are contained in the library storage elements, then no operator intervention is required to load the volumes needed to store the complete backup image.


	
Barcode readers

A barcode is a symbol code that is physically applied to volumes for identification purposes. Some libraries have an automated barcode reader. Oracle Secure Backup can use barcodes to identify tapes in a tape library.


	
Automatically cleaning tape drives in a tape library

Oracle Secure Backup checks for cleaning requirements when a tape is loaded into or unloaded from a tape drive. If a cleaning is required, then Oracle Secure Backup loads a cleaning cartridge, waits for the cleaning cycle to complete, replaces the cleaning cartridge in its original storage element, and continues with the requested load or unload. You can also schedule a cleaning interval.





Library Elements

As shown in Figure 2-6, a library consists of a set of addressable elements, each of which can contain a tape or can be used to move a tape. Libraries can contain the following types of elements:

	
Storage Element (SE)

This element is an internal slot in a library in which a tape cartridge can reside.


	
Data Transfer Element (DTE)

This element represents a device capable of reading or writing the physical volume. Typically, a DTE is a tape drive used to backup or restore data on a tape.


	
Medium Transport Element (MTE)

This element represents the robotics mechanism used to move media between other elements in the library. Typically, an MTE is a robot arm that moves tape cartridges from library slots to tape drives.


	
Import/Export Element (IEE)

This is an element by which media can be imported to and exported from the library. Typically, an IEE is a door-like mechanism that operators use to transfer tapes into and out of the library. After the door is closed, the robotic arm transfers cartridges to internal slots in the library. Because the library itself is not opened during this procedure, a re-inventory is not required.




Many of the Oracle Secure Backup library commands require you to specify one or more library elements, in particular, storage elements and import/export elements. Except in the inventory display, media transport elements are never referenced. Data transfer elements are referenced only in the inventory display and indirectly by the drive (if any) that you select for an operation.

Oracle Secure Backup refers to elements by their abbreviation (mte, se, iee, or dte) followed by the number of the element, for example, se5, iee2, dte1. When there is more than one element of a particular type, element numbering starts at 1. When there is only one element of a type, the number can be omitted: iee1 and iee both refer to the first and only import export element. If the abbreviation is omitted, then a storage element is assumed. For example, se4 and 4 both refer to the fourth storage element. For some commands, you can specify a range of storage elements, for example, 1-5.





Library Operations

Oracle Secure Backup supports a number of library operations. The following operations are the most basic:

	
Inserting and extracting volumes

If you manually place volumes into library storage elements, then use the insertvol command to notify Oracle Secure Backup of these volumes, their locations and their properties. Similarly, you can use the extractvol command to indicate that you are removing a volume manually from the library.


	
Loading and unloading volumes

You can use the loadvol command to instruct the tape library to load a volume from a storage element into a tape drive in preparation for a backup. For example, you can instruct the library to load the tape in slot 3 into the drive named tape1. You can also use the unloadvol command to instruct the tape library to unload a volume from a tape drive to a particular storage element.


	
Moving volumes

You can use the movevol command to move a volume from one storage element to another storage element. For example, you can instruct the library to move a tape from storage element 3 to 1.


	
Importing and exporting volumes

If the tape library has an import/export element and supports the opendoor command to open the import/export door of a tape library, then you can use this method to transfer tapes into and out of the tape library. You can use the importvol command to move volumes to internal slots in the library and the exportvol command to move volumes out of the tape library.







	
See Also:

	
"Executing Library Commands" for a complete list of supported library commands


	
Oracle Secure Backup Reference for a description of the library commands that you can execute in obtool



















Device Names and Attachments

Each tape device is uniquely identified within Oracle Secure Backup by a user-defined name. Because Oracle Secure Backup manages tape drive operations, it must be able to identify the drive as well as determine whether the drive is housed in a library. Oracle Secure Backup must further determine which storage elements are available for storing tapes while not in use by the drive.

Oracle Secure Backup distinguishes a device and the means by which the device is connected to a host. To be usable by Oracle Secure Backup, each device must have at least one attachment, which describes a data path between a host and the device itself. Typically, an attachment includes the identity of a host plus a UNIX device special file name, a Windows device name, or NAS device name. In rare cases, additional information is needed for the attachment definition.

SAN-attached devices often have multiple attachments, one for each host with local access to the device through its Fibre Channel interface. SAN-attached devices are also distinguished by a World Wide Name (WWN), an internal identifier that uniquely names the device on the SAN. Systems such as Network Appliance filers permit access to SAN-attached devices through their WWN; for such systems, Oracle Secure Backup includes a reference to the WWN in the device attachment's raw device name.

Devices such as certain Quantum and SpectraLogic tape libraries appear to be connected directly to an Ethernet LAN segment and accessed through NDMP. In fact, Oracle Secure Backup views these devices as having two discrete components:

	
A host, which defines the IP address and which you configure through the Web tool Hosts page or the obtool mkhost command


	
A device, which has one attachment to the single-purpose host that serves as the front end for the device




Devices such as DinoStor TapeServer use a single host to service multiple devices.

For NDMP servers that run version 2, other data may be required to define SCSI parameters needed to access the device. These parameters are sent in an NDMP message called NDMP_SCSI_SET_TARGET. Oracle Secure Backup NDMP servers do not use this data or this message.




	
See Also:

	
"Configuring Tape Devices" to learn how to configure devices


	
The description of the mkdev command aspec placeholder, which describes the syntax and naming conventions for device attachments



















Backup Images and Media

To understand Oracle Secure Backup, you need to understand the relationship between the physical backup files and the media on which those files are stored.

Figure 2-7 provides a graphical illustration of how backup files are related to volumes. The concepts are as follows:

	
A backup section is the part of a backup image that fits on one physical volume.


	
A backup image is the product of a backup operation.


	
A volume is a single unit of media, such as an 8mm tape.





Figure 2-7 Backup Images, Backup Sections, and Volumes

[image: Shows the relation between volumes and images.]

Description of "Figure 2-7 Backup Images, Backup Sections, and Volumes"





Figure 2-8 provides a graphical illustration of how a volume set is related to a media family. The concepts are as follows:

	
A volume set is a logical grouping of one or more physical volumes spanned by a backup image. As shown in Figure 2-7, a backup section is the part of a backup image that fits on a single volume.


	
A media family is a logical classification of volumes that share common attributes. For example, volumes in a media family share a common naming pattern and policies used to write and keep data.





Figure 2-8 Volumes, Volume Sets, and Media Families

[image: Shows the relation between volumes and images.]

Description of "Figure 2-8 Volumes, Volume Sets, and Media Families"





When you back up files with Oracle Secure Backup, you generate a volume set that has some common characteristics defined by the corresponding media family associated with your backup.



Backup Images and Sections

When you execute a backup in Oracle Secure Backup, you generate a backup image on tape. As shown in Figure 2-9, a backup image is a file that consists of one or more backup sections.


Figure 2-9 Backup Images and Backup Sections

[image: Illustrates a backup image.]

Description of "Figure 2-9 Backup Images and Backup Sections"





Backup images are unique identified in the Oracle Secure Backup catalog by their backup IDs. Similarly, backup sections are uniquely identified in the catalog by their backup section IDs. Example 2-2 shows output from the lsbu command for a backup with the ID of 1.


Example 2-2 Backup


ob> lsbu 1
      Backup       Backup  Volume            Volume          File Sect Backup
   Date and Time       ID  ID                Tag                #    #  Level
2005/07/13.11:56:58     1  VOL000003              ADE203        1    1      0





Example 2-3 shows output from the lssection command for the backup section belonging to the backup shown in Example 2-2.


Example 2-3 Backup Section


ob> lssection --vid VOL000003 --file 1
   BSOID  Volume         File Sect  Level  Client        Created     Attributes
     107  VOL000003         1 1         0  brhost2       07/13.11:56 never expires








Volumes

A volume is a physical piece of media such as a tape. Oracle Secure Backup identifies each volume with a unique volume ID. Oracle Secure Backup obtains the volume ID in one of ways described in "Volumes in a Media Family".

In addition to volume IDs, volumes can have tags. A volume tag is an alphanumeric string, up to 31 characters in length, that is typically obtained from a UPC barcode label affixed to the tape cartridge. Many libraries are equipped with barcode readers, which enables Oracle Secure Backup to determine the identity of a tape without having to load it and read the volume label. Oracle Secure Backup remembers the relationship between a volume tag and the backup images it contains in the catalog.



Backup Image and Volume Labels

A label contains data that Oracle Secure Backup uses to identify a volume or a backup image. The first block of the first backup image on a volume is referred to as the volume label. It contains the volume ID, owner name, and date and time for the volume creation. The first block of a backup image is referred to as a backup image label. It contains the backup image's file and section numbers and owner.

Backup images and volume labels, as well as the special "End of Data" and "End of Volume" labels, share a common format and include both volume and backup image data. The volume label serves a dual role, being both the label for the volume and the label of the first backup image on the volume. Similarly, a backup image label contains information about the following backup image and a copy of the volume information from the volume label. Thus, Oracle Secure Backup can obtain volume information without having to rewind the tape to read the volume label.

When a label is displayed, volume-related information is displayed with the header "Volume label" and backup image-related information is displayed with the header "Backup Image label." These are actually different parts of a single label.



	
Note:

All the backup images on a volume need to be either labeled or unlabeled. You cannot mix labeled and unlabeled backup images on a volume.






For volumes generated by the Oracle Secure Backup scheduling system, you might see entries such as media family and volume expiration.

Oracle Secure Backup backup images adhere to the IEEE POSIX.1 data archiving format. Oracle Secure Backup numbers each backup image on a labeled volume set with a backup image file number, starting from 1.

As shown in Figure 2-10, when Oracle Secure Backup writes multiple backup images on a volume, it places a tape file mark after each backup image. After the last image, Oracle Secure Backup writes a tape file mark, then an end-of data (EOD) label, and then two more tape file marks.

Figure 2-10 illustrates the format of a volume that contains two backup images. This figure shows the position of the labels and tape file marks.


Figure 2-10 Two Backup Images on a Volume

[image: Shows two backup images on a volume.]
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Assume that the volume shown in Figure 2-10 is the first volume in the set. The volume label for the first backup image could look like the one in Example 2-4.


Example 2-4 Backup Image 1


Volume label:
 Volume ID:         VOL000014
 Owner:             jane
 Host:              chicago
 File number:       1
 Section:           1
 Sequence number:   1
...





The volume label for the second backup image could look like the one in Example 2-5.


Example 2-5 Backup Image 2


Volume label:
 Volume ID:         VOL000014
 Owner:             jane
 Host:              chicago
 File number:       2
 Section:           1
 Sequence number:   1
...





After you create a backup image, Oracle Secure Backup positions the volume just before the EOD label. The EOD label contains a copy of the data in the preceding backup image label, except that the image file number is incremented by one. Oracle Secure Backup uses the EOD label to provide a volume ID, backup image file number, and sequence number for the next backup image without rewinding the volume.After you read a backup image, the volume is positioned after the tape file mark following the backup image that you just read and before the volume label of the next backup image.








Volume Sets

Oracle Secure Backup enables a single backup image to span multiple volumes. A volume set is a set of one or more tape volumes in which the first volume is continued onto the second, the second is continued onto the third, and so on.

Each volume in a volume set has a volume sequence number that is one greater than the sequence number of the previous volume. Consequently, you can back up or restore large amounts of data in a single session. You can also make efficient use of media by packing backup images onto volumes.

When Oracle Secure Backup reads and writes multiple volumes, it keeps track of the proper order of volumes within the volume set by means of the following data:

	
EOV labels

If a backup image extends beyond the end of one volume and continues onto a subsequent volume, then Oracle Secure Backup ends the first volume with a special EOV label. This label contains the volume ID of the next volume in the set. In a volume set, every volume except the last ends with an EOV label. The last ends with an EOD label.


	
Sequence numbers

A sequence number, which is recorded in the volume label, indicates the order of volumes in a volume set. The first volume in a set has sequence number 1.


	
Section numbers

A section number, which is recorded in the volume label, indicates the order of the parts of a backup image that spans multiple volumes.




Figure 2-11 illustrates a volume set that contains three backup images. Backup image 2 spans two volumes.


Figure 2-11 A Single Backup Image on Multiple Volumes

[image: Shows a backup image spanning two volumes.]
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A partial volume label for the first backup image could look like the one shown in Example 2-6.


Example 2-6 Backup Image 1, Section 1


Volume label:
 Volume ID:         VOL000014
 Owner:             jane
 Host:              chicago
 File number:       1
 Section:           1
 Sequence number:   1





The partial volume label for the first section of the second backup image could look like the one shown in Example 2-7.


Example 2-7 Backup Image 2, Section 1


Volume label:
 Volume ID:         VOL000014
 Owner:             jane
 Host:              chicago
 File number:       2
 Section:           1
 Sequence number:   1





The partial volume label for the second section of the second backup image could look like the one shown in Example 2-8.


Example 2-8 Backup Image 2, Section 2


Volume label:
 Volume ID:         VOL000015
 Owner:             jane
 Host:              chicago
 File number:       2
 Section:           2
 Sequence number:   2





The partial volume label for the second section of the second backup image could look like the one shown in Example 2-9.


Example 2-9 Backup Image 3, Section 1


Volume label:
 Volume ID:         VOL000015
 Owner:             jane
 Host:              chicago
 File number:       3
 Section:           1
 Sequence number:   2








Media Families

A media family is a named classification of volume sets. This classification ensures that volumes created at different times share characteristics. In this way, you can map media families to typical backup operations. For example, you could create media families specifically for onsite backups, offsite backups, and incremental backups.


Media Family Attributes

Volumes in a media family share the following attributes:

	
Volume identification sequence

Oracle Secure Backup writes a unique identifier on each tape volume whenever one of the following occurs:

	
The tape is written to for the first time.


	
The tape is overwritten from the beginning of tape.




The volume ID consists of a fixed portion, usually the name of a media family, followed by a sequence number assigned and updated by Oracle Secure Backup. For example, if the media family is full_backup, then a volume ID might be full_backup-000029. By default the sequence number of the first volume in the media family is 1.


	
Volume expiration policy

A media family can have either of the following mutually exclusive volume expiration policies: content-managed, which is the default, or time-managed. When a volume set is expired, Oracle Secure Backup automatically considers each volume in the set eligible to be overwritten and recycled. If the volume set is content-managed, then an individual volume of the set can expire before the remainder of the set.

Although a volume may be unexpired and have unused tape remaining, Oracle Secure Backup will not write to a volume whose sequence number is lower than the most recent volume sequence number for the media family. Every backup tries to append to the most recent volume in the media family; if this volume is full, then it writes to a new one.


	
Write window

The beginning of the write window is the time at which Oracle Secure Backup first writes to a volume in the volume set. The write window is a user-specified period of time that applies to all volumes in the set. Oracle Secure Backup continues to append backups to the volume set until the end of this period.

When the write window closes, Oracle Secure Backup does not allow further updates to the volume set until it expires or is relabeled, reused, unlabeled, or overwritten. Note that if a backup is writing to a tape when the write window closes, the backup completes but no further backups are written to the volume.




Attributes in a media family are applied to a volume in the media family at volume creation time. The media family attributes are part of the volume's attributes. After data is first written to the volume, you cannot change the volume attributes other than by rewriting the volume. If you change the media family attributes, then these changes do not apply to any volumes that have already been created in this family.




	
See Also:

	
"Configuring Media Families" to learn how to create media families


	
Oracle Secure Backup Reference for a description of the media family commands

















Volume Expiration Policies

When you create a media family, you specify a volume expiration policy that determines when volumes in a media family are expired, that is, eligible to be overwritten and recycled. As shown in Figure 2-12, volumes in a media family use either a content-managed expiration policy or time-managed expiration policy.


Figure 2-12 Volume Expiration Policies

[image: Shows expiration policies for volumes.]
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Content-Managed Expiration Policies

You can make RMAN backups, but not file system backups, to volumes that use a content-managed expiration policy. A volume expires when all backup pieces on the volume have been marked as deleted. Note that a volume in a content-managed volume set can expire even though the other volumes in the set are not yet expired.

When you install Oracle Secure Backup, the software includes a default content-managed media family named RMAN-DEFAULT. You cannot delete or rename this media family, although you can modify certain attributes through the Web tool or the chmf command in obtool.

As shown in Figure 2-12, you can delete backup pieces through the RMAN or Oracle Secure Backup interfaces. Deleting backup pieces by means of Oracle Secure Backup tools leaves the metadata in the RMAN repository inconsistent with the contents of your tapes. If RMAN backups are deleted from tape at the Oracle Secure Backup level, or if RMAN backups on tape are unavailable or lost for other reasons, then you should immediately use the RMAN CROSSCHECK command to update the RMAN repository.




	
See Also:

	
Oracle Database Backup and Recovery Basics to learn about crosschecking backups


	
Oracle Database Backup and Recovery Basics to learn about deleting RMAN backups


	
Oracle Secure Backup Reference to learn about the chmf command

















Time-Managed Expiration Policies

Volumes in a time-managed media family expire when they reach their volume expiration time. Upon reaching this point in time, Oracle Secure Backup automatically considers each volume in the volume set eligible to be overwritten.

As shown in Figure 2-12, Oracle Secure Backup computes the volume expiration time by adding the following:

	
The volume creation time for the first volume in the set

This is the time at which Oracle Secure Backup wrote backup image file number 1 to the first volume in the volume set.


	
The write window period

This is the user-specified period of time during which volumes in a media family can be written to. All volumes in a volume set share the same write window.


	
The retention period

This is the user-specified period of time in which volumes in a media family are not eligible to be overwritten. All volumes in a volume set share the same retention period.

The retention period begins when the write window closes for the volume set. This setting prevents you from overwriting any volume in this media family until the specified amount of time has passed. If one volume becomes full, and if Oracle Secure Backup continues the backup onto subsequent volumes, then it assigns each volume the same retention period.




For example, you set the write window for a media family to 7 days. You set the retention period to 14 days, which means that the data on all volumes in the volume set is retained for 14 days from the close of the write window. Assume that Oracle Secure Backup first wrote to the first volume in the set on January 1 at noon and subsequently wrote data on 20 more volumes in the set. In this scenario, all 21 volumes in the set expire on January 22 at noon.

You can make RMAN backups to time-managed volumes. Thus, volumes with a time-managed expiration policy can contain a mixture of file system backups and RMAN backup pieces.




	
Caution:

If you make RMAN backups to time-managed volumes, then it is possible for a volume to expire and be recycled while the RMAN repository reports the backup pieces as available. In this case, you must use the CROSSCHECK command in RMAN to resolve the discrepancy.














Volumes in a Media Family

When you create a media family, you specify how to generate volume IDs that become part of the volume label.

When Oracle Secure Backup labels a new tape volume, it assigns it a volume ID based upon the contents of a volume sequence file. This file resides on the administrative server; its location is defined by the media family of the volume. Normally, the volume sequence file is located in the admin/state/general subdirectory of the Oracle Secure Backup home.

Upon defining a media family, you direct Oracle Secure Backup how to assign a volume ID. You can direct Oracle Secure Backup in the following ways:

	
Media family default volume sequence file

In most cases, you should use this file. Volume sequence files for each media family are located in the admin/state/family/family_name directory. For example, if you define a media family with the name new_data, then files are located in the admin/state/family/new_data directory.

Oracle Secure Backup constructs each volume ID by starting with the media family name, appending a dash, then appending a 6-digit sequence number, the first of which is 000001. For example, if you define a media family called new_data, then Oracle Secure Backup creates a volume sequence file on the administrative server called .vid.new_data. The first volume ID in this file is new_data00001. Each time Oracle Secure Backup assigns an ID to a new volume, it increments by one. That is, the next volume ID that Oracle Secure Backup assigns is new_data00002 and so on.


	
Administrative domain default volume sequence file

This file, vol-sequence, is created during installation and resides in the admin/state/general subdirectory on the administrative server. The first volume ID in this file is VOL000001. Each time Oracle Secure Backup assigns an ID to a new volume, it increments it by one. That is, the next volume ID that Oracle Secure Backup assigns is VOL000002, and so on.


	
User-specified volume sequence file

When you specify a volume sequence file, Oracle Secure Backup uses the named file for obtaining volume IDs. You can enter a full path name to specify where this file should be created later. Oracle Secure Backup does not create this file automatically. You must do so manually. You can use a text editor to customize the volume ID prefix.

Each volume ID file can contain a single volume ID. The maximum length of the volume ID is 31 characters. You can use the first few characters to help classify your volumes. For example, you could create volume IDs that begin with:

	
The prefix 8mm or DAT to identify volumes created by different devices


	
The prefix INCR or FULL to identify volumes used for full or incremental backups


	
An operator's initials to identify the user who performs the backup, for example, la




If you do not include any digits in the sequence number you create, then Oracle Secure Backup appends a 1 to the sequence number and increments that number by 1 each time the sequence number is used.


	
User-specified volume ID

You can use the --vidunique option on the mkmf command to specify an explicit volume ID. For example, you can create your own volume ID if you previously created a tape that is partially unreadable. You can perform the backup again and use the --vidunique option, specifying a volume ID that keeps your volume IDs in sequence.

You can also use the --vid option on the restore command to ensure that the volume being read is the correct one.













Daemons and Services

Oracle Secure Backup daemons are background processes that perform Oracle Secure Backup operations. Some daemons run continually, whereas others run only to perform specific work and then exit when they have finished.




	
Note:

On the Windows operating system, only the service daemon is a Windows service. The other Oracle Secure Backup daemons are not Windows services.









Types of Daemons

An Oracle Secure Backup administrative domain uses a variety of daemons to perform backup, restore, and configuration tasks. As explained in "Host Access Modes", these daemons run only in hosts using primary access mode; NDMP-accessed hosts do not have Oracle Secure Backup installed.

The daemon programs are located in the etc subdirectory of the Oracle Secure Backup home on Linux/UNIX, and in the bin subfolder in Windows.

This section describes the Oracle Secure Backup daemons and indicates the hosts on the domain on which they run.

	
Service Daemon


	
Schedule Daemon


	
Index Daemon


	
Apache Web Server Daemon


	
NDMP Daemon


	
Robot Daemon


	
Proxy Daemon






Service Daemon

The observiced daemon provides a wide variety of services. The service daemon runs continually on the administrative server, media server, and client.

On the administrative server, observiced runs jobs at the request of the schedule daemon, cleans up log files and transcripts, and provides access to Oracle Secure Backup configuration data to other hosts in the domain. observiced also serves as the Certification Authority (CA), accepting certificate signing requests from hosts within the domain and sending signed certificates back to the requesting host. observiced starts the schedule daemon and the Apache Web server during initialization.

When running on a media server or client, observiced handles membership in a domain, allows for remote administration of the host, handles certificate operations, and initiates Oracle database backup and restore operations. The requesting host's identity certificate is used to verify that it is permitted to invoke the operation.

On all hosts, the service daemon is normally started as part of system startup. On UNIX and Linux, startup is usually performed through entries in /etc/init.d, whereas on Windows systems the service is started by the Service Control Manager.






Schedule Daemon

The obscheduled daemon is the Oracle Secure Backup scheduler. The schedule daemon runs continually on the administrative server.

The schedule daemon manages scheduled backups, retains a list of available devices in the administrative domain, and assigns backups to devices as they become available. The daemon receives job creation requests from obtool users and from the SBT interface in response to RMAN commands.

The scheduler policies (see "Defaults and Policies") control how the scheduler dispatches backups.






Index Daemon

The obixd daemon manages the backup catalog for each client. The index daemon runs intermittently on the administrative server.

The index daemon is started at the conclusion of any backup to import the index data generated by obtar into the backup catalog. In addition, obixd is started when the catalog must be accessed for restore or browsing operations.






Apache Web Server Daemon

The obhttpd daemon provides the Web tool for Oracle Secure Backup. This daemon runs continually on the administrative server.

The Web server daemon is signaled to start by the service daemon, which itself is normally started as part of system startup.






NDMP Daemon

The obndmpd daemon implements the NDMP tape service and provides media services to remote clients. The NDMP daemon runs intermittently on a media server.

This daemon is launched by the service daemon in response to client requests to open a channel to a tape drive that is not locally connected to the client. For example, if obtar is performing a backup operation on client C and writing to a tape drive on media server M, then obtar on C directs its I/O requests to an instance of obndmpd running on M.






Robot Daemon

The obrobotd daemon manipulates tapes in a tape library. This daemon runs intermittently on a media server.

When an Oracle Secure Backup component such as obtar needs to interact with a library, it asks observiced on the media server to start an instance of obrobotd. The robot daemon then fields all requests for inventory manipulations, the movement of media in the library, and so on. Each invocation of obrobotd manages a single library. obrobotd exits when all users of a library have closed their connections.






Proxy Daemon

The obproxyd daemon verifies user access for SBT backup and restore operations. The proxy daemon runs on the host that contains the SBT library accessed during the operations. The invocation of the proxy daemon is platform-specific.

The proxy daemon uses the operating system user identity of the process invoking the SBT library and the local host name to determine the Oracle Secure Backup account to use for the backup operation. If a preauthorization exists for this operating system user and host, and if the associated Oracle Secure Backup user is permitted to perform RMAN backups, then the login to Oracle Secure Backup is permitted.







Daemon Interaction in a File System Backup

Figure 2-13 provides a simplified graphical illustration of the relationships among the daemons on an administrative server, media server, and client.


Figure 2-13 Daemons in an Administrative Domain

[image: Description of Figure 2-13 follows]
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The client host in Figure 2-13 shows an instance obtar, which is not itself a daemon but the application that serves as the Data Management Application (DMA). obtar is the underlying Oracle Secure Backup engine that manipulates the data and tape services during a backup or restore operation. Typically, you issue commands in obtool or the Web tool, which Oracle Secure Backup then translates internally to obtar commands.

Assume a scenario in which observiced is running on all hosts, observiced on the administrative server has invoked obscheduled and obhttpd, and a client backup job has been created and scheduled to run.

The Oracle Secure Backup daemons interact with obtar as follows:

	
On the administrative server, obscheduled sends a request to observiced to run the backup job.


	
observiced on the administrative server sends a request to obrobotd on the media server to mount the volumes required for the backup job.


	
observiced on the administrative server sends a request to observiced on the client to invoke obtar.


	
obtar on the client communicates with obndmpd on the media server until the file system data is written to tape. The client obtar is the data service, while the media server obndmpd is the NDMP tape service.


	
obtar sends catalog information to obixd on the administrative server and then terminates.


	
On the administrative server, observiced sends a job status update to obscheduled.











Defaults and Policies

Oracle Secure Backup defaults and policies are configuration data that control how Oracle Secure Backup operates within an administrative domain. The data is maintained on the administrative server.

Oracle Secure Backup policies are grouped into several policy classes. Each policy class contains policies that describe a particular area of Oracle Secure Backup operations.

The policy classes are as follows:

	
Daemon policies

These policies control aspects of the behavior of daemons and services. For example, you can specify whether logins should be audited and control how the index daemon updates the catalog.


	
Device policies

These policies control how devices are automatically detected during device discovery as well as when device write warnings are generated.


	
Index policies

These policies control how Oracle Secure Backup generates and manages the catalog. For example, you can specify the amount of elapsed time between catalog cleanups.


	
Log policies

These policies control historical logging in the administrative domain. For example, you can specify which events should be recorded in the activity log on the administrative server: all, backups only, restore operations only, and so on.


	
Media policies

These policies control domain-wide media management. For example, you can specify a retention period for tapes that are members of the null media family.


	
Naming policy

This policy specifies a WINS server for the administrative domain.


	
NDMP policies

These policies specify NDMP Data Management Agent (DMA) defaults. For example, you can specify a password used to authenticate Oracle Secure Backup to each NDMP server.


	
Operations policies

These policies control various backup and restore operations. For example, you can set the amount of time that an RMAN backup job waits in the Oracle Secure Backup scheduler queue for the required resources to become available.


	
Scheduler policies

These policies control the behavior of the scheduler. For example, you can specify a frequency at which the scheduler attempts to dispatch backup jobs.


	
Security policies

These policies control aspects of domain security. For example, you can specify the key size to be used when creating the public/private key pair used in identity certificates in the administrative domain.









Network Backup Security

An Oracle Secure Backup administrative domain is a network of hosts. Any such network has a level of vulnerability to malicious attacks. The task of the security administrator is to learn the types of possible attacks and how to guard against them.

An adequately secured backup system must meet the following requirements:

	
Software components must not expose the hosts they run on to attack. For example, a daemon should be prevented from listening on a well-known port and performing arbitrary privileged operations.


	
Data managed by the backup software must not be viewable, erasable, or modifiable by unauthorized users. Conversely, the backup software must permit authorized users to perform these tasks.




You can use Oracle Secure Backup to meet the preceding requirements. By default, all hosts that run Oracle Secure Backup must have their identity verified before they can join the administrative domain. Hosts within the domain use X.509 certificates for host authentication. After a Secure Sockets Layer (SSL) connection is established between hosts, control and data messages are encrypted when transmitted over the network. SSL protects the administrative domain from eavesdropping, message tampering or forgery, and replay attacks.

Network backup software such as Oracle Secure Backup is only one component of a secure backup network. Oracle Secure Backup can supplement, but not take the place of, the physical and network security provided by administrators.

This section contains the following topics:

	
Host Authentication and Communication


	
Data Encryption


	
Default Security Configuration






Host Authentication and Communication

By default, Oracle Secure Backup uses the SSL protocol to establish a secure communication channel between hosts in an administrative domain. Each host has an X.509 certificate known as an identity certificate. This certificate is signed by the Certification Authority (CA) and uniquely identifies this host within the administrative domain. The identity certificate is required for authenticated SSL connections.




	
Note:

Currently, the NDMP protocol does not support an SSL connection to filers.








Identity Certificates and Public Key Cryptography

An identity certificate has both a body and a digital signature. The contents of a certificate include the following:

	
A public key


	
The identity of the host


	
The attributes of the host, that is, what the host is authorized to do




Every host in the domain, including the administrative server, has a private key known only to that host that is stored with the host's identity certificate. This private key corresponds to a public key that is made available to other hosts in the administrative domain.

Any host in the domain can use a public key to send an encrypted message to another host, but only the host with the corresponding private key can decrypt the message. A host can use its private key to attach a digital signature to the message. The host creates a digital signature by submitting the message as input to a cryptographic hash function and then encrypting the output hash with a private key.

The receiving host authenticates the digital signature by decrypting it with the sending host's public key. Afterwards, the receiving host decrypts the encrypted message with its private key, inputs the decrypted message to the same hash function used to create the signature, and then compares the output hash to the decrypted signature. If the two hashes match, then the message has not been tampered with.

Figure 2-14 illustrates how host B can encrypt and sign a message to host A, which can in turn decrypt the message and verify the signature.


Figure 2-14 Using Public and Private Keys to Encrypt and Sign Messages

[image: Description of Figure 2-14 follows]
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Authenticated SSL Connections

For hosts to securely exchange control messages and backup data within the domain, they must first authenticate themselves to one another. Host connections are always two-way authenticated with the exception of the initial host invitation to join a domain and communication with NDMP servers.

In two-way authentication, the hosts participate in a handshake process whereby they mutually decide on a cipher suite to use, exchange identity certificates, and validate that each other's certificate has been issued by a trusted CA. At the end of this process, a secure and trusted communication channel is established for the exchange of data.

The use of identity certificates and SSL prevents outside attackers from impersonating a client in the administrative domain and accessing backup data. For example, an outside attacker could not run an application on a non-domain host that sends messages to domain hosts that claim origin from a host within the domain.






Certification Authority

The service daemon (observiced) on the administrative server is the root CA of the administrative domain. The primary task of the CA is to issue and sign identity certificates for the hosts in the administrative domain. The CA's signing certificate, which it issues to itself and then signs, gives the CA the authority to sign identity certificates for hosts in the domain. The relationship of trust requires that all hosts in the administrative domain can trust certificates issued by the CA.

Each host stores its own identity certificate as well as a trusted certificate (or set of certificates) that establishes a chain of trust to the CA. Like other hosts in the domain, the CA stores its identity certificate. The CA also maintains a signing certificate that authorizes the CA to sign the identity certificates for the other hosts in the domain.


Automated and Manual Certificate Provisioning Mode

Oracle Secure Backup provides the following methods of initializing the security credentials for a client host that wants to join the domain:

	
An automated mode that is easy to use, but has potential (if unlikely) security vulnerabilities


	
A manual mode that is harder to use but less vulnerable to tampering




In automated certificate provisioning mode, which is the default, adding a host to the domain is transparent. The new host generates a public/private key pair and then sends the certificate request—which includes the public key—to the CA. The CA issues the host an identity certificate, which it sends to the new host along with any certificates required to establish a chain of trust to the CA.

The communication between the two hosts is over a secure but non-authenticated SSL connection. It would be conceivable, although extremely difficult, for a rogue host to insert itself into the network between the CA and the new host, thereby masquerading as the legitimate host and illegally entering the domain.

In manual certificate provisioning mode, the CA does not automatically transmit certificate responses to the new host. You must transfer the certificate as follows:

	
Use the obcm utility to export a signed certificate from the CA.


	
Use a secure mechanism such as a floppy disk or USB keychain drive to transfer a copy of the signed identity certificate from the CA to the new host.


	
Use obcm on the new host to import the transferred certificate into host's wallet. The obcm utility verifies that the certificate request in the wallet matches the signed identity certificate.




You must balance security and usability to determine which certificate provisioning mode is best for your administrative domain.




	
See Also:

"Managing Certificates with obcm"














Oracle Wallet

Oracle Secure Backup stores certificates in an Oracle wallet. The wallet is represented on the operating system as a password-protected, encrypted file. Each host in the administrative domain has its own wallet in which it stores its identity certificate, private key, and set of trusted certificates. Oracle Secure Backup does not share its wallets with other Oracle products.

Besides maintaining its password-protected wallet, each host in the domain maintains an obfuscated wallet. This version of the wallet does not require a password. The obfuscated wallet, which is scrambled but not encrypted, enables the Oracle Secure Backup software to run without requiring a password during system startup.




	
Note:

To reduce risk of unauthorized access to obfuscated wallets, Oracle Secure Backup does not back them up. The obfuscated version of a wallet is named cwallet.sso. By default, the wallet is located in /usr/etc/ob/wallet on Linux and UNIX and C:\Program Files\Oracle\Backup\db\wallet on Windows







The password for the password-protected wallet is generated by Oracle Secure Backup and not made available to the user. The password-protected wallet is not normally used after the security credentials for the host have been established because the Oracle Secure Backup daemons use the obfuscated wallet.

Figure 2-15 illustrates the relationship between the CA and other hosts in the domain.


Figure 2-15 Oracle Wallets

[image: Description of Figure 2-15 follows]
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Web Server Authentication

As explained in "Oracle Secure Backup Interfaces", you can manage Oracle Secure Backup through the Web tool. The Apache Web server for the administrative domain runs on the administrative server as the obhttpd daemon. When you issue commands through the Web tool, obhttpd repackages them as obtool commands and passes them to an instance of obtool running on the administrative server.

The Web server requires a signed X.509 certificate and associated public and private keys to establish an SSL connection with a client Web browser. The X.509 certificate for the Web server is self-signed by the installob program when you install Oracle Secure Backup on the administrative server. Figure 2-16 shows the interaction between Web server and client.


Figure 2-16 Web Server Authentication

[image: Description of Figure 2-16 follows]
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The Web server X.509 certificate and keys are not stored in the wallet used for host authentication in the Oracle Secure Backup administrative domain, but are stored in files in the /apache/conf subdirectory of the Oracle Secure Backup home. A single password protects the certificates and keys. This password is stored in encrypted form in the /admin/config/default/daemons file. When the Web server starts, it obtains the password by using a mechanism specified in the Web server configuration file. This password is never transmitted over the network.








Data Encryption

Figure 1-2, "Administrative Domain with Five Hosts" illustrates the control flow and data flow within an administrative domain. Control messages exchanged by hosts in the administrative domain are encrypted by SSL.

Data flow in the domain includes both file system and database backup data. To understand how backup encryption affects data, it is helpful to distinguish between data at rest, which is backup data that resides on media such as disk or tape, and data in transit, which is backup data transferred over the network.

File system backups on tape (data at rest) are not encrypted by Oracle Secure Backup. RMAN-encrypted backups made through the Oracle Secure Backup SBT interface are supported, but the encryption is provided by RMAN before the backup is provided to the SBT interface. The Oracle Secure Backup SBT is the only supported interface for making encrypted RMAN backups directly to tape.

By default, the backup data in transit within an administrative domain, both file system and database data, is encrypted through SSL. To improve performance, you can disable encryption for data in transit within the administrative domain with the encryptdataintransit security policy (see "Defaults and Policies").




	
Note:

If database backup data is first encrypted by RMAN, then the data is not further encrypted in transit.







Table 2-4 explains how Oracle Secure Backup handles data encryption. The table assumes that you have chosen not to disable SSL encryption for backup data in transit within the domain.


Table 2-4 Data Encryption

	Type of Backup Data	Encrypted at Rest	Encrypted in Transit
	
File system

	
No

	
Yes


	
Database backup not encrypted by RMAN

	
No

	
Yes


	
Database backup encrypted by RMAN

	
Yes

	
Yes, but only because it is already encrypted: RMAN-encrypted data is not encrypted again by SSL








For example, suppose RMAN makes an encrypted backup of a database on client host C to a tape drive attached to media server S. RMAN encrypts the backup before it is provided to the SBT interface on client C. Oracle Secure Backup transfers the RMAN-encrypted data over the network to server S. Oracle Secure Backup does not apply additional encryption to the data as it passes over the network. After Oracle Secure Backup writes the data to tape, the data resides on tape in encrypted form.

Assume a different case in which you use Oracle Secure Backup to back up the file system on host C to the tape drive attached to server S. Oracle Secure Backup sends the unencrypted backup data over the network to server S. Oracle Secure Backup applies encryption to the data as it passes over the network. After Oracle Secure Backup writes the data to tape, the file system data resides in unencrypted form.




	
See Also:

Oracle Database Backup and Recovery Advanced User's Guide to learn about encryption of RMAN backups












Default Security Configuration

When you install Oracle Secure Backup on the administrative server, the installation program configures the administrative server as the CA automatically. By default, security for an administrative domain is configured as follows:

	
SSL is used for host authentication and message integrity.


	
The CA signs and issues the identity certificate for each domain host in automated certificate provisioning mode.


	
The size of the public and private key for every host in the domain is 1024 bits.


	
Host communications within the domain are encrypted by SSL.




When you add hosts to the administrative domain, Oracle Secure Backup creates the wallet, keys, and certificates for each host when you create the hosts in obtool or the Web tool. No additional intervention or configuration is required.

Refer to Chapter 11, "Configuring Security: Advanced Topics" if you plan change the default configuration in any of the following ways:

	
Disable SSL for inter-host authentication and communication by setting the securecomms security policy


	
Transmit identity certificates in manual certificate provisioning mode


	
Set the key size for a host to a value greater or less than the default of 1024 bits


	
Disable encryption for backup data in transit by setting the encryptdataintransit security policy




Besides explaining how to perform the preceding tasks, the advanced security chapter provides instructions for planning security in an administrative domain. The chapter also explains how Oracle Secure Backup manages certificates, keys, and wallets.










Oracle® Secure Backup

Administrator's Guide

Release 10.1

B14234-02

May 2006




Oracle Secure Backup Administrator's Guide, Release 10.1

B14234-02

Copyright © 2006, Oracle. All rights reserved.

Contributing Authors: Lance Ashdown, Paul Gavin

Contributors: Tammy Bednar, Michael Chamberlain, Donna Cooksey, Tony Dziedzic, Judy Ferstenberg, George Stabler, Radhika Vullikanti, Joe Wadleigh, Steve Wertheimer

The Programs (which include both the software and documentation) contain proprietary information; they are provided under a license agreement containing restrictions on use and disclosure and are also protected by copyright, patent, and other intellectual and industrial property laws. Reverse engineering, disassembly, or decompilation of the Programs, except to the extent required to obtain interoperability with other independently created software or as specified by law, is prohibited.

The information contained in this document is subject to change without notice. If you find any problems in the documentation, please report them to us in writing. This document is not warranted to be error-free. Except as may be expressly permitted in your license agreement for these Programs, no part of these Programs may be reproduced or transmitted in any form or by any means, electronic or mechanical, for any purpose.

If the Programs are delivered to the United States Government or anyone licensing or using the Programs on behalf of the United States Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data delivered to U.S. Government customers are "commercial computer software" or "commercial technical data" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and adaptation of the Programs, including documentation and technical data, shall be subject to the licensing restrictions set forth in the applicable Oracle license agreement, and, to the extent applicable, the additional rights set forth in FAR 52.227-19, Commercial Computer Software—Restricted Rights (June 1987). Oracle USA, Inc., 500 Oracle Parkway, Redwood City, CA 94065.

The Programs are not intended for use in any nuclear, aviation, mass transit, medical, or other inherently dangerous applications. It shall be the licensee's responsibility to take all appropriate fail-safe, backup, redundancy and other measures to ensure the safe use of such applications if the Programs are used for such purposes, and we disclaim liability for any damages caused by such use of the Programs.

Oracle, JD Edwards, PeopleSoft, and Siebel are registered trademarks of Oracle Corporation and/or its affiliates. Other names may be trademarks of their respective owners.

The Programs may provide links to Web sites and access to content, products, and services from third parties. Oracle is not responsible for the availability of, or any content provided on, third-party Web sites. You bear all risks associated with the use of such content. If you choose to purchase any products or services from a third party, the relationship is directly between you and the third party. Oracle is not responsible for: (a) the quality of third-party products or services; or (b) fulfilling any of the terms of the agreement with the third party, including delivery of products or services and warranty obligations related to purchased products or services. Oracle is not responsible for any loss or damage of any sort that you may incur from dealing with any third party.






Glossary



administrative domain

A group of machines on your network that you manage as a common unit to perform backup and restore operations. An administrative domain must include one and only one administrative server. It can include the following:

	
One or more client hosts


	
One or more media servers




An administrative domain can consist of a single host that assumes the roles of administrative server, media server, and client.






administrative server

The host that stores configuration information and catalog files for hosts in the administrative domain. There must be one and only one administrative server for each administrative domain. One administrative server can service all clients on your network. The administrative server runs the scheduler, which starts and monitors backups within the administrative domain.






Apache Web server

A public-domain Web server used by the Oracle Secure Backup Web tool.





apply backup frequency

The frequency with which Oracle Secure Backup checks the status of tape drives. When Oracle Secure Backup finds an available device, it assigns the next scheduled backup to the tape drive and starts the backup. Oracle Secure Backup checks all configured devices at this frequency and starts all backups that are ready to run as tape drives become available.






attachment

The physical or logical connection (the path in which data travels) of a tape device to a host in the administrative domain.






automated certificate provisioning mode

A mode of certificate management in which the Certification Authority (CA) signs and then transfers identity certificates to new hosts over the network. This mode of issuing certificates is vulnerable to a possible, although extremely unlikely, man-in-the-middle attack. Automated mode contrasts with manual certificate provisioning mode.






Backup Description File (BDF)

A text file used for obtar backup operations. It includes a host name and a list of directories to include or exclude from a backup image. Note that the Oracle Secure Backup scheduler transforms datasets into BDFs so that they are usable by obtar.






backup device

A tape drive that backs up data from primary storage media such as local disk to secondary storage media. Note that Oracle Secure Backup does not support optical tape drives.






backup encryption

The process of obscuring backup data so that it is unusable unless decrypted. Data can be encrypted at rest, in transit, or both.






backup ID

An integer that uniquely identifies a backup section.






backup image

The product of a backup operation. A single backup image can span multiple volumes in a volume set. The part of a backup image that fits on a single volume is called a backup section.





backup image file

The logical container of a backup image. A backup image consists of one file. One backup image consists of one or more backup sections.






backup image label

The data on a tape that identifies the backup image's file number, backup section number, and owner.






backup job

A backup that is eligible for execution by the Oracle Secure Backup scheduler. A backup job contrasts with a backup request, which is an on-demand backup that has not yet been forwarded to the scheduler by means of the backup --go command.






backup level

The level of an incremental backup of file system data. Oracle Secure Backup supports 9 different incremental backup levels for file system backups.






backup operation

A process by which data is copied from primary media to secondary media. You can use Oracle Secure Backup to make file system backups, which are backups of any file on the file system. You can also use the Oracle Secure Backup SBT library in conjunction with Recovery Manager (RMAN) to back up the database to tape.





backup piece

A backup file generated by Recovery Manager (RMAN). Backup pieces are stored in a logical container called a backup set.






backup request

An on-demand backup that is held locally in obtool until you execute the backup command with the --go option. At this point Oracle Secure Backup forwards the requests to the scheduler, at which time the backup requests become backup jobs and are eligible to run.






backup schedule

A description of when and how often Oracle Secure Backup should back up the files specified by a dataset. The backup schedule contains the names of each dataset file and the name of the media family to use. The part of the schedule called the trigger defines the days and times when the backups should occur. In obtool, you create a backup schedule with the mksched command.






backup section

A portion of an backup image file that exists on a single tape. One backup image can contain one or more backup sections. Each backup section is uniquely identified by a backup ID.





backup transcript

A file that contains the standard output from a particular backup dispatched by the Oracle Secure Backup scheduler.






backup window

A time frame in which a backup operation can be executed.






barcode

A symbol code, also called a tag, that is physically applied to a volume for identification purposes. Oracle Secure Backup supports the use of tape libraries that have an automated means to read barcodes.





blocking factor

The number of 512-byte blocks to include in each block of data written to each tape drive. By default, Oracle Secure Backup writes 64K blocks to tape, which is a blocking factor of 128. Because higher blocking factors usually result in better performance, you can try a blocking factor larger than the obtar default. If you pick a value larger than is supported by the operating system of the server, then Oracle Secure Backup fails with an error.






bus

A collection of wires through which data is transmitted from one part of a computer to another.





busy file

A file that is currently open or being written to and is therefore inaccessible to all other users or application programs. Depending on the client configuration, busy files might not be backed up or restored.





CA

See Certification Authority (CA)






catalog

A repository that records backups in an Oracle Secure Backup administrative domain. You can use the Web tool or obtool to browse the catalog and determine what files you have backed up. The catalog is stored on the administrative server.






certificate

A digitally signed statement from a Certification Authority (CA) stating that the public key (and possibly other information) of another entity has a specific value. The X.509 standard specifies the format of a certificate and the type of information contained in it: certificate version, serial number, algorithm ID, issuer, validity, subject, subject public key information, and extensions such as key usage (signing, encrypting, and so on). A variety of methods are used to encode, identify, and store the certificate.






Certification Authority (CA)

An authority in a network that performs the function of binding a public key pair to an identity. The CA certifies the binding by digitally signing a certificate that contains a representation of the identity and a corresponding public key. The administrative server is the CA for an Oracle Secure Backup administrative domain.





Certificate Revocation List (CRL)

A list used in a public key infrastructure that enumerates the revoked certificates maintained by the Certification Authority (CA).






class

A named set of rights for Oracle Secure Backup users. A class can have multiple users, but each user can belong to one and only one class.






client host

Any machine or server whose files Oracle Secure Backup backs up or restores.






content-managed expiration policy

A volume with this type of expiration policy expires when all the backup pieces on the volume are marked as deleted. You can make Recovery Manager (RMAN) backups, but not file system backups, to content-managed volumes. You can use Recovery Manager (RMAN) to delete backup pieces.






cryptographic hash function

A one-way function that accepts a message as input and produces an encrypted string called a "hash" or "message digest" as output. Given the hash, it is computationally infeasible to retrieve the input. MD5 and SHA-1 are commonly used cryptographic hash functions.






cumulative incremental backup

A type of incremental backup in which Oracle Secure Backup copies only data that has changed at a lower backup level. For example, a level 3 incremental backup copies only that data that has changed since the most recent backup that is level 2 or lower.






daemons

Background processes that are assigned a task by Oracle Secure Backup during the execution of backup and restore operations. Some daemons run continually and others are started and stopped as required.






Data Management Application (DMA)

An application that controls a backup or restore operation over the NDMP through connections to a data service and tape service. The DMA is the session master, whereas the NDMP services are the slaves. In an Oracle Secure Backup administrative domain, obtar is an example of a DMA.






data service

An application that runs on a client and provides Network Data Management Protocol (NDMP) access to database and file system data on the primary storage system.





data transfer element (DTE)

A secondary storage device within a tape library. In libraries that contain multiple tape drives, DTEs are sequentially numbered starting with 1.





database backup storage selector

An Oracle Secure Backup configuration object that specifies characteristics of Recovery Manager (RMAN) SBT backups. The storage selector act as a layer between RMAN, which accesses the database, and the Oracle Secure Backup software, which manages the backup media.






dataset

The contents of a file system backup. A dataset is described in a dataset file. For example, you could create the dataset file my_data.ds to describe a dataset that includes the /home directory on host brhost2.





dataset directory

A directory that contains dataset files. The directory groups dataset files together as a set for common reference.






dataset file

A text file that describes a dataset. The Oracle Secure Backup dataset language provides a text-based means to define file system data that you want to back up.





DBID

An internal, uniquely generated number that differentiates databases. Oracle creates this number automatically when you create the database.





default backup start time

The time that appears in each new schedule entry you create.






defaults and policies

A set of configuration data that specifies how Oracle Secure Backup runs in an administrative domain.






device

A tape drive or tape library identified by a user-defined device name.






device discovery

The process by which Oracle Secure Backup automatically detects devices accessed through NDMP as well as configuration changes for such devices.






device special file

A file name in the /dev file system on UNIX or Linux that represents a hardware device. A device special file does not specify data on disk, but identifies a hardware unit and the device driver that handles it. The inode of the file contains the device number as well as permissions and ownership data. An attachment consists of a host name and the device special file name by which that device is accessed by Oracle Secure Backup.






differential incremental backup

A type of incremental backup in which Oracle Secure Backup copies only data that has changed at the same or lower backup level. This backup is also called a level 10 backup. Oracle Secure Backup does not support the level 10 backup in conjunction with some platforms, including NAS devices such as Network Appliance filers.






digital signature

A set of bits computed by an Certification Authority (CA) to signify the validity of specified data. The algorithm for computing the signature makes it difficult to alter the data without invalidating the signature.






DMA

See Data Management Application (DMA)





domain

A group of machines and devices on a network that are administered as a unit with common rules and procedures. Within the internet, domains are defined by the IP address. All devices sharing a common part of the IP address are said to be in the same domain.





error rate

The number of recovered write errors divided by the total blocks written, multiplied by 100.





exclusion statement

Specifies a file or path to be excluded from a backup operation.






expiration policy

The means by which Oracle Secure Backup determines how volumes in a media family expire, that is, when they are eligible to be overwritten. A media family can either have a content-managed expiration policy or time-managed expiration policy.





Fiber Distributed Data Interface (FDDI)

A set of ANSI protocols for sending digital data over fiber optic cable. FDDI networks are token-passing networks, and support data rates of up to 100 Mbps. FDDI networks are typically used as backbones for wide-area networks.






Fibre Channel

A protocol used primarily among devices in a Storage Area Network (SAN).






file system backup

A backup of files on the file system initiated by Oracle Secure Backup. A file system backup is distinct from a Recovery Manager (RMAN) backup made through the Oracle Secure Backup SBT interface.






filer

A network-attached appliance that is used for data storage.





firewall

A system designed to prevent unauthorized access to or from a private network.






full backup

An operation that backs up all of the files selected on a client. Unlike in an incremental backup, files are backed up whether or not they have changed since the last backup.





heterogeneous network

A network made up of a multitude of machines, operating systems, and applications of different types from different vendors.





homogeneous network

A network comprised of similar components: one type of machine, server, and network operating system.





host

An addressable machine in the network under a specific role.






host authentication

The initialization phase of a connection between two hosts in the administrative domain. After the hosts authenticate themselves to each other with identity certificates, communications between the hosts are encrypted by SSL. Almost all connections are two-way authenticated; exceptions include initial host invitation to join a domain and interaction with hosts that use NDMP access mode.






identity certificate

An X.509 certificate signed by the Certification Authority (CA) that uniquely identifies a host in an Oracle Secure Backup administrative domain.






incremental backup

An operation that backs up only the files on a client that changed after a previous backup. Oracle Secure Backup supports 9 different incremental backup levels for file system backups. A cumulative incremental backup copies only data that changed since the most recent backup at a lower level. A differential incremental backup, which is equivalent to a level 10 backup, copies data that changed since an incremental backup at the same or lower level.

An incremental backup contrasts with a full backup, which always backs up all files regardless of when they last changed. A full backup is equivalent to an incremental backup at level 0.






job list

A catalog created and maintained by Oracle Secure Backup that describes past, current, and pending backup jobs.






job summary

A text file report produced by Oracle Secure Backup that describes the status of selected backup and restore jobs. Oracle Secure Backup generates the report according to a user-specified job summary schedule.






job summary schedule

A user-defined schedule for generating job summaries. You create job summary schedules with the mksum command in obtool.





LUN

Logical unit number of a device. LUNs make it possible for a number of devices to share a single SCSI ID.






manual certificate provisioning mode

A mode of certificate management in which you must manually export the signed identity certificate for a new host from the administrative server, transfer it to the new host, and manually import the certificate into the wallet of the new host. Unlike automated certificate provisioning mode, this mode is not vulnerable to a possible (if extremely unlikely) man-in-the-middle attack.






media family

A named classification of backup volumes that share the same volume sequence file, expiration policy, and write window.






media server

A machine or server that has one or more devices connected to it. A media server is responsible for transferring data to or from the devices that are attached to it.






mount mode

The mode indicates the way in which Oracle Secure Backup can use a volume physically loaded into a tape drive. Valid values are read-only, write/append, overwrite, and not mounted.





mover service

An application that runs on a media server in an Oracle Secure Backup administrative domain and provides access to secondary storage media over NDMP.





NAS

See Network Attached Storage (NAS)





native access mode

A synonym for primary access mode.






NDMP

See Network Data Management Protocol (NDMP)






NDMP access mode

The mode of access for a filer or other host that uses NDMP for communications within the administrative domain. NDMP access mode contrasts with primary access mode, which uses the Oracle Secure Backup network protocol. Note that Oracle Secure Backup uses NDMP for data transfer among hosts regardless of whether a host is accessed through the primary or NDMP access modes.






Network Attached Storage (NAS)

A NAS server is a computer on a network that hosts file systems. The server exposes the file systems to its clients through one or more standard protocols, most commonly NFS and CIFS.






Network Data Management Protocol (NDMP)

An open standard protocol that defines a common architecture for backups of heterogeneous file servers on a network. This protocol allows the creation of a common agent used by the central backup application, called a DMA, to back up servers running different operating systems. With NDMP, network congestion is minimized because the data path and control path are separated. Backup can occur locally—from file servers direct to tape drives—while management can occur centrally.





network description file

A text file that lists the hosts in your network on which Oracle Secure Backup should be installed. For each host, you can identify the Oracle Secure Backup installation type, the host name, and the list of tape drives attached. The install subdirectory in the Oracle Secure Backup home includes a sample network description file named obndf.





network drive

A hard disk physically attached to a server.





Network File System (NFS)

A client/server application that gives all network users access to shared files stored on computers of different types. NFS provides access to shared files through an interface called the Virtual File System (VFS) that runs on top of TCP/IP (Transmission Control Protocol/Internet Protocol). Users can manipulate shared files as if they were stored on local disk. With NFS, computers connected to a network operate as clients while accessing remote files, and as servers while providing remote users access to local shared files. The NFS standards are publicly available and widely used.





NT File System (NTFS)

One of the file systems for the Windows operating system. NTFS has features to improve reliability, such as transaction logs to help restore from disk failures.





no-rewind device

A tape is not rewound when Oracle Secure Backup finishes writing to it. This lets Oracle Secure Backup remain in position to write the next backup image.





OB access mode

A synonym for primary access mode.






obfuscated wallet

A wallet whose data is scrambled into a form that is extremely difficult to read if the scrambling algorithm is unknown. The wallet is read-only and is not protected by a password. An obfuscated wallet supports single sign-on (SSO).






object

An instance configuration data managed by Oracle Secure Backup: class, user, host, device, library, backup schedule, and so on. Objects are stored as files in subdirectories of admin/config in the Oracle Secure Backup home.






obtar

The underlying engine of Oracle Secure Backup that moves data to and from tape. obtar is a descendent of the original Berkeley UNIX tar(2) command.Although obtar is typically not accessed directly, you can use it to back up and restore files or directories specified on the command line or in a Backup Description File (BDF). obtar enables the use of features not exposed through obtool or the Web tool.






obtool

The principal command-line interface to Oracle Secure Backup. You can use this tool to perform all Oracle Secure Backup configuration, backup and restore, maintenance, and monitoring operations. The obtool utility is an alternative to the Web tool.






offsite backup

A backup that is equivalent to a full backup except that it does not affect the full/incremental backup schedule. An offsite backup is useful when you want to create an backup image for offsite storage without disturbing your incremental backup schedule.






on-demand backup

A file system backup initiated through the backup command in obtool or the Web tool. The backup is one-time-only and either runs immediately or at a specified time in the future. An on-demand backup contrasts with a scheduled backup, which is initiated by the Oracle Secure Backup scheduler.






operator

A person who runs backup operations, manages backup schedules, swaps tapes, and checks for errors.





operator assistance request

A request from Oracle Secure Backup that asks for the operator to perform a task, such as mounting a different volume during a backup.






operator host

When using obtar, this is the host on which you execute the obtar command.






Oracle Secure Backup home

The directory in which the Oracle Secure Backup software is installed. The Oracle Secure Backup home is typically /usr/local/oracle/backup on UNIX/Linux and C:\Program Files\Oracle\Backup on Windows. This directory contains binaries and configuration files. The contents of the directory differ depending on which role is assigned to the host within the administrative domain.





Oracle Secure Backup logical unit number

A number between 0 and 31 used to generate unique device special file names during device configuration (for example: /dev/obt0, /dev/obt1, and so on). Although it is not a requirement, unit numbers typically start at 0 and increment for each additional device of a given type, whether library or drive.

The Oracle Secure Backup logical unit number should not be confused with the SCSI logical unit number. The SCSI LUN is part of the hardware address of the device, whereas the Oracle Secure Backup logical unit number is part of the name of the device special file.






Oracle Secure Backup user

A defined account within an Oracle Secure Backup administrative domain. Oracle Secure Backup users exist in a separate namespace from operating system users.





overwrite

The process of replacing a file on your system by restoring a file that has the same file name.





PNI (Preferred Network Interface)

The network interface that should be used to transmit data to be backed up or restored. A network can have multiple physical connections between a client and the server performing a backup or restore on behalf of that client. For example, a network can have both Ethernet and Fiber Distributed Data Interface (FDDI) connections between a pair of hosts. PNI enables you to specify, on a client-by-client basis, which of the server's network interfaces should be used.






preauthorization

An optional attribute of an Oracle Secure Backup user. A preauthorization gives an operating system user access to specified Oracle Secure Backup resources.






primary access mode

The mode of access for a host that uses the Oracle Secure Backup network protocol for communications within the administrative domain. Oracle Secure Backup must be installed on hosts that use primary access mode. In contrast, hosts that use NDMP access mode do not require Oracle Secure Backup to be installed. Note that Oracle Secure Backup uses NDMP for data transfer among hosts regardless of whether a host is accessed through the primary or NDMP access modes.






private key

A number that corresponds to a specific public key and is known only to the owner. Private and public keys exist in pairs in all public key cryptography systems. In a typical public key cryptosystem, such as RSA, a private key corresponds to exactly one public key. Private keys can be used to compute signatures and decrypt data.






privileged backup

File system backup operations initiated with the --privileged option of the backup command. On UNIX and Linux systems, a privileged backup runs under the root user identity. On Windows systems, the backup runs under the same account (usually Local System) as the Oracle Secure Backup service on the Windows client.






public key

A number associated with a particular entity intended to be known by everyone who needs to have trusted interactions with this entity. A public key, which is used in conjunction with a corresponding private key, can encrypt communication and verify signatures.





recovery catalog

A schema in an Oracle database that contains metadata for use by Recovery Manager (RMAN). The recovery catalog is managed by RMAN and is independent of the Oracle Secure Backup catalog.





restore operation

Copies files from the volumes in a backup device to the designated system.





restore operator list

A list of operators to whom restore data requests are emailed.






retention period

The length of time that data in a volume set is not eligible to be overwritten. The retention period is an attribute of a time-managed media family. The retention period begins at the write window close time. For example, if the write window for a media family is 7 days, then a retention period of 14 days indicates that the data is eligible to be overwritten 21 days from the first write to the first volume in the volume set.






Recovery Manager (RMAN)

A utility supplied with Oracle Database used for database backup, restore, and recovery. RMAN is a separate application from Oracle Secure Backup. Unlike RMAN, you can use Oracle Secure Backup to back up any file on the file system—not just database files. Oracle Secure Backup includes an SBT interface that RMAN can use to back up database files directly to tape.





rights

Privileges within the administrative domain that are assigned to a class. For example, the perform backup as self right is assigned to the operator class by default. Every Oracle Secure Backup user that belongs to a class is granted the rights associated with this class.





roles

The functions that hosts in your network can have during backup and restore operations. There are three roles in Oracle Secure Backup: administrative server, media server, and client host. A host in your network can serve in any of these roles or any combination of them. For example, the administrative server can also be a client and media server.






obtar

The underlying engine of Oracle Secure Backup that moves data to and from tape. obtar enables the use of features not exposed through obtool or the Web tool. In normal circumstances users do not use obtar directly.





SAN

See Storage Area Network (SAN)






SBT interface

A media management software library that Recovery Manager (RMAN) can use to back up to tertiary storage. An SBT interface conforms to a published API and is supplied by a media management vendor. Oracle Secure Backup includes an SBT interface for use with RMAN.






schedule

A user-defined time period for executing scheduled backup operations. File system backups are triggered by a schedule, which you can create with the mksched command in obtool. In contrast, on-demand backups are one-time-only backups created with the backup command.





schedule poll frequency

The frequency with which Oracle Secure Backup determines whether manual changes have been made to any schedules. If Oracle Secure Backup finds changes, it updates the job list and starts any necessary backups.






scheduled backup

A file system backup that is scheduled through the mksched command in obtool or the Web tool (or is modified by the runjob command). A backup schedule describes which files should be backed up. A trigger defined in the schedule specifies when the backup job should run.






scheduler

A daemon (obscheduled) that runs on an administrative server and is responsible for managing all backup scheduling activities. The scheduler maintains a job list of backup jobs scheduled for execution.






service daemon

A daemon (observiced) that runs on each host in the administrative domain that that communicates through primary access mode. The service daemon provides a wide variety of services, including certificate operations.






SCSI

See Small Computer System Interface (SCSI)






Secure Sockets Layer (SSL)

A cryptographic protocol that provides secure network communication. SSL provides endpoint authentication through certificates. Data transmitted over SSL is protected from eavesdropping, tampering or message forgery, and replay attacks.






Small Computer System Interface (SCSI)

A parallel I/O bus and protocol that permits the connection of a variety of peripherals to host computers. Connection to the SCSI bus is achieved through a host adapter and a peripheral controller.





snapshot

A consistent copy of a volume or a file system. Snapshots are supported only for Network Appliance filers running Data ONTAP 6.4 or later.






SSL

See Secure Sockets Layer (SSL)






Storage Area Network (SAN)

A high-speed subnetwork of shared storage devices. A SAN is designed to assign data backup and restore functions to a secondary network where so that they do not interfere with the functions and capabilities of the server.






storage element

A physical location within a tape library where a volume can be stored and retrieved by a library's robotic arm.






storage device

A machine that contains disks for storing data.






tape drive

A device that reads and writes data stored on a tape. Tape drives are sequential-access, which means that they must read all preceding data to read any particular piece of data. The drives are accessible through various protocols, including SCSI and Fibre Channel. A tape drive can exist standalone or in a tape library.






tape library

A medium changer that accepts SCSI commands to move volumes between storage elements and tape drives.






tape service

An NDMP Service that transfers data to and from secondary storage and allows the DMA to manipulate and access secondary storage.






TCP/IP (Transmission Control Protocol/Internet Protocol)

The suite of protocols used to connect hosts for transmitting data over networks.






time-managed expiration policy

A media family expiration policy in which all volumes in a volume set can be overwritten when they reach their volume expiration time. Oracle Secure Backup computes the volume expiration time by adding the volume creation time for the first volume in the set, the write window time, and the retention period.

For example, you set the write window for a media family to 7 days and the retention period to 14 days. Assume that Oracle Secure Backup first wrote to the first volume in the set on January 1 at noon and subsequently wrote data on 20 more volumes in the set. In this scenario, all 21 volumes in the set expire on January 22 at noon.

You can make Recovery Manager (RMAN) backups or file system backups to volumes that use a time-managed expiration policy.






trigger

The part of a backup schedule that specifies the days and times at which the backups should occur.






trusted certificate

A certificate that is considered valid without the need for validation testing. Trusted certificates build the foundation of the system of trust. Typically, they are certificates from a trusted Certification Authority (CA).





Universal Unique Identifier (UUID)

An identifier used for tagging objects across a network.






unprivileged backup

File system backups created with the --unprivileged option of the backup command. When you create or modify an Oracle Secure Backup user, you associate operating system accounts with this user. Unprivileged backups of a host run under the operating system account associate with Oracle Secure Backup user who initiates the backup.






volume

A volume is a single unit of media, such as an 8mm tape. A volume can contain one or more backup images.






volume creation time

The time at which Oracle Secure Backup wrote backup image file number 1 to a volume.






volume expiration time

The date and time on which a volume in a volume set expires. Oracle Secure Backup computes this time by adding the write window duration, if any, to the volume creation time for the first volume in the set, then adding the volume retention period.

For example, assume that a volume set belongs to a media family with a retention period of 14 days and a write window of 7 days. Assume that the volume creation time for the first volume in the set was January 1 at noon and that Oracle Secure Backup subsequently wrote data on 20 more volumes in the set. In this scenario, the volume expiration time for all 21 volumes in the set is January 22 at noon.






volume ID

A unique alphanumeric identifier assigned by Oracle Secure Backup to a volume when it was labeled. The volume ID usually includes the media family name of the volume, a dash, and a unique volume sequence number. For example, a volume ID in the RMAN-DEFAULT media family could be RMAN-DEFAULT-000002.






volume label

The first block of the first backup image on a volume. It contains the volume ID, the owner's name, the volume creation time, and other information.






volume sequence file

A file that contains a unique volume ID to assign when labeling a volume.






volume sequence number

A number recorded in the volume label that indicates the order of volumes in a volume set. The first volume in a set has sequence number 1. The volume ID for a volume usually includes the media family name of the volume, a dash, and a unique volume sequence number. For example, a volume ID for a volume in the RMAN-DEFAULT media family could be RMAN-DEFAULT-000002.






volume set

A group of volumes spanned by a backup image. The part of the backup image that fits on a single volume is a backup section.





volume tag

A field that is commonly used to hold the barcode identifier, also called a volume tag, for the volume. The volume tag is found in the volume label.






wallet

A password-protected encrypted file. An Oracle wallet is primarily designed to store X.509 certificates and their associated public key/private key pair. The contents of the wallet are only available after the wallet password has been supplied, although in the case of an obfuscated wallet no password is required.






Web tool

The browser-based GUI that enables you to configure an administrative domain, manage backup and restore operations, and browse the backup catalog.





write date

Defines the period of time, starting from the volume creation time, during which updates to a volume are allowed.





write-protect

To mark a file or media so that its contents cannot be modified or deleted. To write-protect a volume, you can mount a volume read-only in Oracle Secure Backup or alter the physical media with a write-protect tab.






write window

The period of time for which a volume set remains open for updates, usually by appending additional backup images. The write window opens at the volume creation time for the first volume in the set and closes after the write window period has elapsed. After the write window close time, Oracle Secure Backup does not allow further updates to the volume set until it expires (as determined by its expiration policy), or until it is relabeled, reused, unlabeled, or forcibly overwritten.

A write window is associated with a media family. All volume sets that are members of the media family remain open for updates for the same time period.






write window close time

The date and time that a volume set closes for updates. Oracle Secure Backup computes this time when it writes backup image file number 1 to the first volume in the set. If a volume set has a write window close time, then this information is located in the volume section of the volume label.






write window time

The length of time during which writing to a volume set is permitted.








6 Using Recovery Manager with Oracle Secure Backup

This chapter explains how to use RMAN with Oracle Secure Backup. This chapter contains the following topics:

	
Overview of Recovery Manager and Oracle Secure Backup


	
Configuring RMAN and Oracle Secure Backup


	
Performing Backups with RMAN and Oracle Secure Backup


	
Performing Recovery with RMAN and Oracle Secure Backup


	
Managing RMAN Metadata in Oracle Secure Backup


	
Using RMAN and Oracle Secure Backup in a Real Application Clusters Environment






Overview of Recovery Manager and Oracle Secure Backup

Oracle Secure Backup serves as a media management layer for Recovery Manager (RMAN) through the SBT interface. In this capacity, Oracle Secure Backup provides the same services for RMAN as other third-party SBT interfaces. Oracle Secure Backup provides the following additional features:

	
Its SBT library is the only interface that supports RMAN-encrypted backups directly to tape.


	
It is better integrated with Oracle Enterprise Manager than other media managers.




You can use Oracle Secure Backup with the following product releases:

	
Oracle9i Database and Oracle Database 10g


	
Oracle Enterprise Manager 10g (10.2)




This section contains the following topics:

	
RMAN Environment


	
Interfaces for Managing Database Backup and Recovery


	
RMAN and the Oracle Secure Backup Administrative Domain


	
How RMAN Accesses Oracle Secure Backup






RMAN Environment

This chapter assumes that you are familiar with Recovery Manager. The RMAN environment includes the following basic components:

	
RMAN client

The RMAN client program, which is installed automatically with an Oracle database, initiates database backup and recovery. The RMAN client can back up and recover any Oracle database accessible locally or through Oracle Net so long as it meets compatibility requirements.


	
RMAN target database

The target is the database that RMAN backs up or restores. The RMAN repository, which is the metadata that RMAN uses to manage backup and recovery, is stored in the control file of the target database.


	
RMAN recovery catalog

The recovery catalog is an optional database schema that serves as a secondary repository of RMAN metadata. You can create a centralized recovery catalog in a database to store the metadata for multiple target databases.









Interfaces for Managing Database Backup and Recovery

When performing RMAN backup and restore operations by means of the Oracle Secure Backup SBT interface, you can use the following interfaces:

	
RMAN command-line client

The rman executable is located in the $ORACLE_HOME/bin directory of a database installation. Note the following considerations when using the RMAN command-line client with Oracle Secure Backup:

	
The RMAN client can run from any Oracle home, regardless of whether the computer containing this home is a member of the Oracle Secure Backup administrative domain.


	
The target database host must be a member of the Oracle Secure Backup administrative domain.


	
The target database uses the Oracle Secure Backup SBT interface on the target host to communicate with the Oracle Secure Backup administrative domain.





	
Oracle Enterprise Manager 10g Database Control

You can manage single-instance database operations, including backup and recovery, through the Database Control console. Note the following considerations when using Enterprise Manager Database Control with Oracle Secure Backup:

	
The Database Control console must run on the same host as the target database.


	
The Database Control console must run on the administrative server of the Oracle Secure Backup domain.





	
Oracle Enterprise Manager 10g Grid Control

You can use the Grid Control console to manage multiple databases. Note the following considerations when using Enterprise Manager Grid Control with Oracle Secure Backup:

	
The Grid Control console can run on any database host in the administrative domain. Unlike Database Control, Grid Control does not need to run on the administrative server of the Oracle Secure Backup domain.


	
You can manage SBT backups of all databases in the Oracle Secure Backup administrative domain through Grid Control.


	
You can create a centralized RMAN recovery catalog in the same database that contains the Grid Control repository.


	
When you use version 10.2.0.2 Grid Control, you can use Oracle Secure Backup on a host that runs an Oracle Database 10g Release 1 (10.1) or earlier database, as long as the repository for Enterprise Manager is in an Oracle Database 10g Release 2 database.












RMAN and the Oracle Secure Backup Administrative Domain

How you use RMAN in conjunction with Oracle Secure Backup depends on the configuration of your administrative domain. This section describes two typical scenarios.


Single-Host Administrative Domain

In a single-host administrative domain, one host plays the role of administrative server, media server, and client. An Oracle database is installed on this host. Figure 6-1 illustrates a typical single-host scenario.


Figure 6-1 Single-Host Administrative Domain

[image: Description of Figure 6-1 follows]

Description of "Figure 6-1 Single-Host Administrative Domain"





Because the database is installed on the administrative server, you can use Enterprise Manager Database Control console to perform database backup and restore operations involving Oracle Secure Backup. This chapter is written from the perspective of the administrator of a single-host domain that is configured like the one in Figure 6-1.





Multiple-Host Administrative Domain

In a typical multiple-host administrative domain, the administrative server, media server, and clients are on separate hosts. A single administrative domain can include only one administrative server but may include multiple media servers and clients.

Figure 6-2 illustrates a typical multiple-host domain in which each client host runs an Oracle database. In this example, the administrative server and media server do not run databases. The Windows database includes a centralized recovery catalog to store RMAN metadata for backups of all databases in the domain.


Figure 6-2 Multiple-Host Administrative Domain

[image: Description of Figure 6-2 follows]

Description of "Figure 6-2 Multiple-Host Administrative Domain"





Because the target databases do not reside on the administrative server, you cannot use Enterprise Manager Database Control to back them up through the Oracle Secure Backup SBT interface. You can use Grid Control on one of the clients, however, to initiate SBT operations involving all databases in the administrative domain.








How RMAN Accesses Oracle Secure Backup

Regardless of the domain configuration and the front-end interface that you use to manage backup and recovery, the process by which RMAN communicates with the Oracle Secure Backup SBT library is the same.

Figure 6-3 displays the basic components of RMAN backup and restore operations that use the Oracle Secure Backup SBT interface.


Figure 6-3 RMAN and the Oracle Secure Backup SBT Interface

[image: Shows RMAN and the SBT interface.]

Description of "Figure 6-3 RMAN and the Oracle Secure Backup SBT Interface"





The basic process for RMAN backup and restore operations with Oracle Secure Backup is as follows:

	
The user starts the RMAN client (either through the command line or the Enterprise Manager console), allocates an SBT channel, and executes a BACKUP or RESTORE command.

When the channel is allocated, a server session starts on the Oracle database.


	
The server session on the database host makes the backup or restore job request through the Oracle Secure Backup SBT library.


	
Oracle Secure Backup creates the backup or restore job and assigns it a unique identifier such as sbt/15. Refer to Oracle Secure Backup Reference for a description of job identifiers.


	
For backups, Oracle Secure Backup immediately tries to reserve and start the appropriate resources, for example, reserve the tape drive and load a tape. If the resource is unavailable, then Oracle Secure Backup queues the job while it waits for the resource to become available.




	
Note:

You can control how long a job waits in the queue through the rmanresourcewaittime operations policy (set to forever by default), the --waittime option in a backup storage selector, or the RMAN parameter OB_RESOURCE_WAIT_TIME (see "Setting Media Management Parameters in RMAN").







For RMAN restore operations, the start time depends on the setting of the rmanrestorestartdelay policy in the operations policy class.




	
Note:

SBT backup jobs do not honor the existing Oracle Secure Backup backup windows, but execute immediately whenever they enter the system.








	
Oracle Secure Backup creates or restores the backup pieces.


	
For backups, Oracle Secure Backup stores metadata about RMAN backup pieces in the Oracle Secure Backup catalog.

The Oracle Secure Backup catalog is stored and managed completely separately from the RMAN recovery catalog. Oracle Secure Backup stores and reports metadata about the contents of each backup piece.







	
See Also:

Oracle Secure Backup Reference to learn about defaults and policies














Configuring RMAN and Oracle Secure Backup

To configure Oracle Secure Backup for use with RMAN, perform the following steps in Oracle Secure Backup:

	
Configure RMAN access to the Oracle Secure Backup SBT interface. If you are using Enterprise Manager Database Control, then this step involves registering the administrative server with Enterprise Manager.

This step is explained in "Configuring RMAN Access to the Oracle Secure Backup SBT Library".


	
Create a preauthorized Oracle Secure Backup account for use by RMAN.

This step is explained in "Creating a Preauthorized Oracle Secure Backup Account".


	
Optionally, create media families for datafiles and archived redo logs. By default RMAN uses the RMAN-DEFAULT media family.

This step is explained in "Creating Media Families for RMAN Backups".


	
Optionally, configure database backup storage selectors or RMAN media management parameters. These settings give you more fine-grained control over backup behavior.

These steps are explained in "Creating a Database Backup Storage Selector" and "Setting Media Management Parameters in RMAN".




You can perform the preceding tasks in Enterprise Manager or the Oracle Secure Backup Web tool or command-line interfaces. Where possible, this section explains how to perform these tasks through the Enterprise Manager Database Control console.



Configuring RMAN Access to the Oracle Secure Backup SBT Library

If you use Enterprise Manager Database Control, then configure RMAN access to Oracle Secure Backup. This preliminary task is described in "Registering an Administrative Server in Enterprise Manager". You need only specify the Oracle Secure Backup home directory. RMAN locates the SBT library automatically.

By default, RMAN looks in a platform-specific default location for the SBT library. On UNIX/Linux, the default library filename is /lib/libobk.so, with the extension name varying according to platform: .so, .sl, .a, and so on. On Windows the default library location is %WINDIR%\System32\orasbt.dll.

When you install Oracle Secure Backup on Linux and UNIX, the installer automatically performs the following tasks:

	
Copies the SBT library to the lib subdirectory of the Oracle Secure Backup home


	
Creates a symbolic link to the library in the /lib or /usr/lib directory




By default, RMAN searches the standard path and loads the Oracle Secure Backup SBT library when an SBT channel is allocated.




	
Note:

You can override the default SBT library location by specifying the library path in the SBT_LIBRARY media management parameter when allocating or configuring RMAN channels.












Creating a Preauthorized Oracle Secure Backup Account

RMAN backup and restore operations that make use of Oracle Secure Backup involve interaction between the following users:

	
The Oracle Secure Backup user who processes the backup or restore request

Note that this user must have the following rights:

	
access Oracle backups (set to owner, class, or all)


	
perform Oracle backups and restores





	
The operating system user under which the database server session is running

Typically, the server session runs under the oracle operating system account. Oracle Secure Backup honors SBT requests only if the requesting operating system user accesses Oracle Secure Backup as a user with the correct rights.




As explained in "Assigning Preauthorized Access", you can preauthorize an operating system user to access an Oracle Secure Backup account as a specified user. In the case of RMAN SBT backups, Oracle Secure Backup preauthorizes an operating system user to perform backup and restore operations as an Oracle Secure Backup user with the appropriate rights.


How Oracle Secure Backup Preauthorizes SBT Backups

Figure 6-4 illustrates the basic process in which a preauthorized operating system user submits a backup or restore request to Oracle Secure Backup.


Figure 6-4 Preauthorization for Database Backup and Restore Operations

[image: Shows the RMAN preauthorization work flow.]

Description of "Figure 6-4 Preauthorization for Database Backup and Restore Operations"





The preauthorization of the operating system user works as follows:

	
When you start RMAN and allocate an SBT channel, Oracle Database starts a server session.


	
The server session uses the SBT library to communicate with the obproxyd daemon running locally on its host.


	
The local obproxyd daemon determines which operating system user the server session runs under. Assume in this example that the operating system user is named oracle and runs on Linux host brhost2.


	
The local obproxyd daemon checks the operating system user information with the administrative server observiced daemon. If the operating system user on this host and operating system is preauthenticated as an Oracle Secure Backup user, then the login to Oracle Secure Backup is successful.

For example, assume that the oracle operating system user on host brhost2 is preauthorized to run as Oracle Secure Backup user obuser. Assume also that obuser is a member of the oracle class, which is assigned the perform Oracle backups and restores right by default.


	
The server session uses the Oracle Secure Backup user to back up or restore files.

The Oracle Secure Backup operations submitted through the SBT interface use the operating system user defined by the Oracle Secure Backup user to access the host. In the example shown in Figure 6-4, the backup and restore operations run under the oracle operating system account on brhost2.








Configuring an RMAN Preauthorization

This section explains how to configure an RMAN preauthorization. You can preauthorize the operating system user during or after installation. The instructions vary according to platform.


Configuring an RMAN Preauthorization on Linux or UNIX During Installation

To create the Oracle Secure Backup user during installation of the Oracle Secure Backup software on Linux or UNIX, modify the obparameters file when prompted by the installob script. The script prompts you as follows:


Have you already reviewed and customized install/obparameters for your
Oracle Secure Backup installation [yes]?



You can enter no and then modify the obparameters file, which is located in the install subdirectory of the Oracle Secure Backup home. Change the value of the following parameter to yes:


create pre-authorized oracle user: no



In the obparameters file, you can specify the default operating system user and group or accept the defaults. For example, on Linux and UNIX the default user is oracle and default group is dba:


default UNIX user:  oracle
default UNIX group: dba



If you accept the default user and group names, then the installation program automatically creates an Oracle Secure Backup user named oracle. The Linux or UNIX user named oracle in the dba group is granted preauthorized access to this Oracle Secure Backup account.




	
See Also:

Oracle Secure Backup Installation Guide to learn how to install Oracle Secure Backup on Linux and UNIX











Configuring an RMAN Preauthorization on Windows During Installation

To create the Oracle Secure Backup user on Windows, run the InstallShield wizard as described in Oracle Secure Backup Installation Guide. When you are prompted to choose a role for the host, you can select Create "oracle" user and remove the red X as shown in Figure 6-5.


Figure 6-5 Creating the oracle User During a Windows Installation

[image: Description of Figure 6-5 follows]

Description of "Figure 6-5 Creating the oracle User During a Windows Installation"





The installer automatically creates an Oracle Secure Backup user named oracle and assigns it to the oracle class. Example 6-1 shows sample lsuser output for the oracle user after an installation on Windows.


Example 6-1 Default oracle User


ob> lsuser --long oracle
oracle:
    Password:               (not set)
    User class:             oracle
    Given name:             [none]
    UNIX name:              oracle
    UNIX group:             dba
    Windows domain/acct:    [all] Administrator
    NDMP server user:       no
    Email address:          [none]
    UUID:                   e95891fa-5a80-4500-8865-3706a7db74da
    Preauthorized access:
        Hostname:           [all]
        Username:           [all]
        Windows domain:     [all]
        RMAN enabled:       yes
        Cmdline enabled:    no





By default, all Windows users on all Windows domains are preauthorized to make RMAN backups to the Oracle Secure Backup SBT interface.

The Oracle Secure Backup user named oracle does not have the right to perform backups as a privileged user. To enable oracle to make unprivileged backups, ensure that the Windows domain, user name, and password information is correct. By default the password is not set for the user listed in the Windows domain/acct (see output in Example 6-1). You can run the chuser command in obtool to modify the Windows domain setting for the oracle user, either specifying a new password for the currently specified Windows account or entering completely new information.

Example 6-2 specifies the password for the Administrator user listed in the Windows domain/acct shown in Example 6-1. Because no password is specified in --adddomain, obtool prompts for it.


Example 6-2 Setting the Windows Domain Password for the oracle User


ob> chuser oracle --adddomain *,Administrator
Password: 
Password (again): 
ob>







	
See Also:

	
Oracle Secure Backup Installation Guide to learn how to install Oracle Secure Backup on Windows


	
Oracle Secure Backup Reference to learn about the chuser command
















Configuring an RMAN Preauthorization Post-Installation

To create the Oracle Secure Backup user after installation, use the Web tool as described in "Assigning Preauthorized Access". If you are using Enterprise Manager, then you can navigate to the Oracle Secure Backup Web tool by clicking File System Backup and Restore in the Maintenance page.

Alternatively, you can run the mkuser command in obtool to create the user. Example 6-3 uses mkuser to create an Oracle Secure Backup user named oracle and assign this user to the oracle class. Example 6-3 uses the --preauth option to grant RMAN SBT access to the Linux/UNIX user oracle on host brhost2.


Example 6-3 Preauthorizing an Operating System User to Make RMAN SBT Backups


mkuser oracle --class oracle --preauth brhost2:oracle+rman







	
See Also:

Oracle Secure Backup Reference to learn about the mkuser command
















Creating Media Families for RMAN Backups

A media family is a named classification of volumes that share common attributes. As explained in "Content-Managed Expiration Policies", the default media family for use by RMAN is named RMAN-DEFAULT. Thus, creating media families for use in RMAN backups is optional.




	
Note:

You cannot delete or rename the RMAN-DEFAULT media family, although you can modify certain attributes through the Web tool or obtool (see "Editing or Displaying Media Family Attributes").







You may find it useful to create different media families depending on the type of backup set: archived redo logs or datafiles. You can create media families in Enterprise Manager. Alternatively, you can use the Oracle Secure Web tool, as described in "Adding a Media Family", or use the mkmf command in obtool.

When you create a media family, you specify a volume expiration policy that determines when volumes in a media family are expired, that is, eligible to be overwritten and recycled. Volumes in a media family use either a content-managed expiration policy or time-managed expiration policy.

Media families that are content-managed (for example, RMAN-DEFAULT) are for RMAN backups only. You can make also RMAN backups to time-managed volumes, which means that it is possible for these volumes to contain a mixture of file system backups and RMAN backup pieces.




	
Caution:

If you make RMAN backups to time-managed volumes, then it is possible for a volume to expire and be recycled while the RMAN repository reports the backup pieces as available. In this case, you must use the CROSSCHECK command in RMAN to resolve the discrepancy.







To create a content-managed media family in Enterprise Manager Database Control:

	
Log in to the Enterprise Manager Database Control as a user with database administrator rights.


	
Navigate to the Oracle Secure Backup section of the Maintenance page. Figure 3-6 shows the relevant section of the Maintenance page.


	
Click Oracle Secure Backup Device and Media.

The Administrative Server: hostname page appears.


	
In Media Families, click the adjacent number.

The Media Families page appears. The table should include a row for the system-supplied RMAN-DEFAULT media family.


	
Click Add to create a new media family.


	
Configure your media family as follows:

	
In the Media Family Name box, enter the name for the media family. For example, enter datafile_mf for a media family that applies to datafiles.


	
In the Write Window box, enter the amount of time during which a volume set can be appended. For example, enter 7 days.


	
In the Retention Policy section, select Content Manages Reuse.


	
In the Comment box, you can optionally enter a description of the media family. For example, you can indicate that it is intended for backups of datafiles only.





	
Click OK.

You are returned to the Media Families page. The table should now contain the media family that you just created.







	
See Also:

Oracle Secure Backup Reference to learn about the mkmf command












Creating a Database Backup Storage Selector

As explained in "Database Backup Storage Selectors", Oracle Secure Backup uses storage selectors to represent backup attributes that describe an Oracle database. You can use storage selectors to specify which resources should be used by Oracle Secure Backup SBT backups. The selectors act as a layer between RMAN, which accesses the database, and the Oracle Secure Backup software, which manages the backup media.


About Database Backup Storage Selectors

The following settings are required in database backup storage selectors:

	
The database name or ID


	
The name of the database host


	
The name of the media family to use for the RMAN backups




Optional settings of backup storage selectors include the following:

	
The content of the backup, for example, full or incremental backup


	
The copy number of duplexed backups




You can create multiple database backup storage selectors. For example, you could create one database storage selector for datafile backups of all databases in the domain, and another selector for archived log backups of all databases in the domain. You could specify one library destination for the datafile backups and a different library destination for the archived log backups.

You cannot create multiple storage selectors if the database name, database ID, host name, content type, and copy numbers all match. With the exception of a wildcard (*), a more general setting matches a more specific setting. For example, if you create a storage selector with --dbname set to db_1 and db_2, then you cannot create another selector that has --dbname set to db_1 only and has all other attributes identical to those in the first selector. If you create a storage selector that has --dbname set to set to all (*), however, then you can create another selector that has --dbname set to db_1 and has all other attributes identical to those used for the first selector.

When an RMAN backup job is initiated through its SBT interface, Oracle Secure Backup examines the database backup storage selectors to determine whether a backup storage selector matches the attributes of the backup job. A match occurs when every attribute of a backup storage selector matches the corresponding attribute of the backup job. If multiple storage selectors match the job, then Oracle Secure Backup chooses the selector whose attributes are most specific. For example, a backup storage selector with the database name set to db_1 matches before a backup storage selector with the database name set to all (*).




	
Note:

"Setting Media Management Parameters in RMAN" explains how media management parameters specified on RMAN channels can override settings in a backup storage selector.











Configuring a Database Backup Storage Selector

You can use Enterprise Manager to create database backup storage selectors. Note that Enterprise Manager gives the selector a system-defined name. Alternatively, you can use the Web tool as described in "Configuring Database Backup Storage Selectors" or use the mkssel command in obtool, in which case you can give the storage selector a user-defined name.

To create a database backup storage selector in Enterprise Manager Database Control:

	
Log in to the Enterprise Manager Database Control as a user with database administrator rights.


	
Navigate to the Backup/Recovery Settings section of the Maintenance page. This page is shown in Figure 3-6.


	
Click Backup Settings.

The Backup Settings page appears.


	
In the Device property page, scroll down to the Oracle Secure Backup section and click Configure.

The Administrative Server Login page appears.


	
In the Administrative Server list, select the administrative server. In this example, you are using the Database Console so the database host and administrative server are the same.

In the Username and Password boxes, enter operating system credentials for the administrative server. Optionally, check Save as Preferred Credential. Click OK.

The Backup Storage Selectors page appears.


	
Click Add.

The Add Backup Storage Selector page appears.


	
Optionally, make the following selections:

	
In the For These Types of Backups section, check the types of backups that should use this storage selector. You can also select the copy number; the default is an asterisk (*), which means all copies.


	
In the Use Media Family section, select a media family for the selector. The media family defaults to RMAN-DEFAULT.


	
In the Use Resource Wait Time section, specify how long to wait for the availability of resources required by backups. If resources do not become available within this time, then the backup fails. The default wait time is forever, which means there is no limit.





	
In the Use Device section, click Add to restrict the backup to the specified devices.

The Use Devices page appears.


	
In the Search Results table, select the device to which to restrict the backup and click Select. Note that you can filter the devices that are displayed by first entering a search string in the Device Name box and clicking Go.

The Add Backup Storage Selector page is displayed.


	
In Use Devices, check the added device and then click OK.

The Backup Storage Selectors page appears. The table displays the backup storage selector that you created. Note that the selector has a system-generated name. You can edit the storage selector by selecting it and clicking Edit.







	
See Also:

Oracle Secure Backup Reference to learn about the mkssel command














Setting Media Management Parameters in RMAN

This section assumes that you are familiar with setting Recovery Manager media management parameters. For a general explanation of how to specify media management parameters in RMAN, refer to Oracle Database Backup and Recovery Advanced User's Guide.

You can specify media management parameters in RMAN by the following means:

	
Environment variables, which are specified with the ENV parameter of the PARMS option on the CONFIGURE or ALLOCATE CHANNEL commands


	
The RMAN SEND command




You can use the following Oracle Secure Backup parameters in RMAN backup and restore jobs:

	
OB_MEDIA_FAMILY[_n]

Use this parameter to define which media can be used for backup jobs.


	
OB_DEVICE[_n]

Use this parameter to define which tape drives can be used for backups.


	
OB_RESOURCE_WAIT_TIME

Use this parameter to specify the duration for which a backup or restore job should wait for the required resources to become available.




In general, the preceding media management parameters override the settings of matching database backup storage selectors. Refer to Oracle Secure Backup Reference for an exhaustive chart that shows the relationship between RMAN media management parameters and database backup storage selectors.

To set media management parameters in an RMAN database backup:

	
Follow Step 1 through Step 6 in the section "Performing Backups with RMAN and Oracle Secure Backup".


	
Click Edit RMAN Script.

The Schedule Customized Backup: Review: Edit RMAN Script page appears.


	
In the main window, modify the script to use media management parameters. For example, assume the backup script is as follows:


backup device type sbt database include current controlfile;
backup device type sbt archivelog all not backed up;



To configure the backup to use the my_mf media family, you could modify the script as follows:


run
{
  allocate channel c1 device type sbt
    parms 'ENV=(OB_MEDIA_FAMILY=my_mf)';
  backup database include current controlfile;
  backup archivelog all not backed up;
}



	
Click Submit Job.

The Status page appears.







	
See Also:

Oracle Secure Backup Reference to learn about the RMAN media management parameters and their relationship with database backup storage selectors














Performing Backups with RMAN and Oracle Secure Backup

After you have configured RMAN to use the Oracle Secure Backup SBT interface, the procedure for making RMAN backups is the same as described in Oracle Database Backup and Recovery Basics. This section describes how to use Enterprise Manager to back up the whole database through the Oracle Secure Backup SBT.

To back up the database:

	
Log in to the Enterprise Manager Database Control as a user with database administrator rights.


	
In the Backup/Recovery section of the Maintenance page, click Schedule Backup. Figure 3-6 shows the relevant section of the Maintenance page.


	
In the Customized Backup section, select Whole Database and then click Schedule Customized Backup.

The Schedule Customized Backup: Options page appears.


	
Perform the following actions and then click Next:

	
In the Backup Type section, select Full Backup.


	
In the Backup Mode section, select Online Backup.


	
In the Advanced section, check Also back up all archived logs on disk.




The Schedule Customized Backup: Settings page appears.


	
Click Tape and click Next.

The Schedule Customized Backup: Schedule page appears.


	
Click Next and review your backup characteristics.


	
Click Submit Job.

The Status page appears.


	
Click View Job to monitor the progress of the backup.

The Execution: database_name page appears. Refresh the page until the Backup link appears.


	
Click Backup.

The Step: Backup page appears. Refresh this page to display the RMAN output for the backup job.









Performing Recovery with RMAN and Oracle Secure Backup

After you have configured RMAN to use the Oracle Secure Backup SBT interface, the procedure for restore database files is the same as described in Oracle Database Backup and Recovery Basics. This section describes how to use Enterprise Manager to restore a tablespace from tape and perform media recovery.

To restore and recover a tablespace:

	
Log in to the Enterprise Manager Database Control as a user with database administrator rights.


	
In the Storage section of the Administration page, click Tablespaces.

The Tablespaces page appears.


	
In the table describing the tablespaces, click EXAMPLE.

The View Tablespace: EXAMPLE page appears.


	
In the Actions list, select Take Offline and then click Go.

The Take Tablespace Offline page appears.


	
Select Immediate and click OK.

The View Tablespace: EXAMPLE page appears. The status bar should indicate that the tablespace is offline.


	
Use an operating system utility to delete the datafile for the example tablespace from the operating system.


	
In Enterprise Manager, navigate to the Backup/Recovery section of the Maintenance page and select Perform Recovery.

The Information bar indicates that a tablespace and datafile are offline.


	
In the Object Level Recovery section, make the following selections and then click Perform Object Level Recovery:

	
In the Object Type list, select Tablespaces.


	
In the Operation Type section, select Recover to current time or a previous point-in-time.




The Perform Object Level Recovery: Point-in-time page appears.


	
Select EXAMPLE and click Next.

The Perform Object Level Recovery: Rename page appears.


	
Accept the default location and click Next.

The Perform Object Level Recovery: Review appears.


	
Review the recovery request and click Submit.

The Processing: Perform Object Level Recovery page appears. When RMAN completes the recovery, the Perform Recovery: Result page appears with the transcript of the job.









Managing RMAN Metadata in Oracle Secure Backup

This section explains how to use Oracle Secure Backup to access and manage information about RMAN backups. This section contains the following topics:

	
About RMAN and Oracle Secure Backup Metadata


	
Displaying RMAN Job Information in Oracle Secure Backup


	
Displaying Backup Piece Information


	
Adding Information About RMAN Backups to the Oracle Secure Backup Catalog






About RMAN and Oracle Secure Backup Metadata

Oracle Database Backup and Recovery Basics explains how to access metadata in the RMAN repository through RMAN commands, dynamic performance (V$) views on the target database, and recovery catalog views. Although this metadata includes information about RMAN backups made to the Oracle Secure Backup SBT interface, the metadata is managed by RMAN.

Oracle Secure Backup maintains its own catalog of backup metadata; this backup catalog is located on the administrative server and is not managed by RMAN. You can use the Oracle Secure Backup Web tool to display catalog metadata about RMAN jobs and backup pieces. Alternatively, you can use the lsjob, catxcr, and lspiece commands in obtool.


Expiration of RMAN Backups

You can make RMAN backups on volumes that use a content-managed expiration policy or time-managed expiration policy (see "Volume Expiration Policies"). In general, you should use the DELETE command in RMAN to mark backup pieces on tape as deleted. In response, Oracle Secure Backup updates its catalog to indicate that the backup pieces are deleted, so both the RMAN repository and Oracle Secure Backup catalog show the pieces as deleted.

If you use the rmpiece command in Oracle Secure Backup to delete backup pieces from tape, then the RMAN metadata will fail to reflect the tape contents. This discrepancy can also occur when RMAN backup pieces exist on volumes that are expired by time-managed policy, or when you forcibly overwrite a volume containing RMAN backup pieces. Use the CROSSCHECK command in RMAN to resolve discrepancies between tape backups and the RMAN repository.




	
See Also:

	
Oracle Database Backup and Recovery Basics to learn about crosschecking backups


	
Oracle Database Backup and Recovery Basics to learn about deleting RMAN backups



















Displaying RMAN Job Information in Oracle Secure Backup

RMAN backups made with the Oracle Secure Backup SBT interface are subject to all Oracle Secure Backup job management commands. "Managing Backup and Restore Jobs" explains how to manage file system and database backup and restore jobs.

When you use RMAN to backup or restore a database, the job contains the name of the database. Example 6-4 shows sample output for backup and restore jobs relating to a database named orcl.


Example 6-4 Database Backup and Restore Jobs


ob> lsjob --all
Job ID           Sched time  Contents                       State
---------------- ----------- ------------------------------ ---------------------------------------
oracle/1         none    database orcl (dbid=1091504057) completed successfully at 2005/08/11.11:29
oracle/1.1       none    datafile backup                 completed successfully at 2005/08/11.11:29
oracle/2         none    database orcl (dbid=1091504057) completed successfully at 2005/08/11.11:56
oracle/2.1       none    datafile backup                 completed successfully at 2005/08/11.11:56
oracle/3         none    database orcl (dbid=1091504057) completed successfully at 2005/08/11.11:57
oracle/3.1       none    restore piece '06grqejs_1_1'    completed successfully at 2005/08/11.11:57








	
Note:

If multiple RMAN sessions are running concurrently on a database, then the sessions are grouped in the same Oracle Secure Backup job.








Displaying Job Transcripts

Job transcripts contain detailed information, low-level about RMAN jobs. "Displaying Job Transcripts" explains how to use the Web tool to display transcripts. Alternatively, you can use the catxcr command in obtool.

Example 6-5 shows part of the transcript for an archived log backup. This backup uses the RMAN-DEFAULT media family.


Example 6-5 Transcript of an Archived Log Backup Job


ob> catxcr --head 22 sbt/6.1
2005/06/28.13:01:04 ______________________________________________________________________
2005/06/28.13:01:04
2005/06/28.13:01:04         Transcript for job sbt/6.1 running on stadv07
2005/06/28.13:01:04
Volume label:
    Volume tag:         ADE202
    Volume ID:          RMAN-DEFAULT-000002
    Volume sequence:    1
    Volume set owner:   root
    Volume set created: Tue Jun 28 13:01:30 2005
    Media family:       RMAN-DEFAULT
    Volume set expires: never; content manages reuse

Archive label:
    File number:        1
    File section:       1
    Owner:              root
    Client host:        stadv07
    Backup level:       0
    S/w compression:    no
    Archive created:    Tue Jun 28 13:01:30 2005







	
See Also:

Oracle Secure Backup Reference to learn about the job commands











Displaying SBT Errors

If an error occurs during an SBT session, then Oracle Secure Backup attempts to send the error description to the administrative server to be saved in the job transcript. The database writes SBT errors to the sbtio.log trace file, unless the user has configured the file to be named otherwise. Typically, sbtio.log is located in the rdbms/log subdirectory of the Oracle home.




	
See Also:

Oracle Database Backup and Recovery Advanced User's Guide to learn how troubleshoot RMAN backup and restore operations














Displaying Backup Piece Information

Typically, you use RMAN to access metadata about RMAN backup sets. You can also view RMAN backup piece information in Oracle Secure Backup.

As explained in "Backup Sets and Backup Images", an RMAN backup piece is represented in Oracle Secure Backup as a backup image. "Managing Backup Images" explains how to use the Web tool to display information about backup pieces recorded in the Oracle Secure Backup catalog. Alternatively, you can use lspiece command. Example 6-6 shows sample output for lspiece.


Example 6-6 Displaying Backup Pieces


ob> lspiece --long
Backup piece OID:       104
    Database:               ob
    Database ID:            1566254457
    Content:                archivelog
    Copy number:            0
    Created:                2005/06/28.13:01
    Host:                   stadv07
    Piece name:             05go3tgd_1_1
Backup piece OID:       105
    Database:               ob
    Database ID:            1566254457
    Content:                archivelog
    Copy number:            0
    Created:                2005/06/28.13:02
    Host:                   stadv07
    Piece name:             06go3ti5_1_1







	
See Also:

Oracle Secure Backup Reference to learn about the lspiece command












Adding Information About RMAN Backups to the Oracle Secure Backup Catalog

In some circumstances, a tape may contain information about RMAN backups when this information is not in the Oracle Secure Backup catalog. The situation could occur if a disk fails and you must restore files on the administrative server as described in "Restoring Critical Data on the Administrative Server".

To add metadata about RMAN backups to the Oracle Secure Backup catalog, you must use the obtar command-line utility rather than the Web tool or obtool. "Cataloging the Contents of a Backup Image" explains how to use the -tG options in obtar to recatalog the files.








Using RMAN and Oracle Secure Backup in a Real Application Clusters Environment

You can use the Oracle Secure Backup SBT library in conjunction with RMAN to back up the database in an Oracle Real Application Clusters (RAC) system. If the Oracle Secure Backup software is installed on a cluster node, then RMAN can connect to the database instance on this node and then back up or restore data by means of the SBT library on this node.

It is recommended that you install Oracle Secure Backup on each node in the cluster. This practice enables RMAN to connect to any instance and initiate SBT operations. RMAN can restore a backup piece to any node within a cluster that has the Oracle Secure Backup software installed, regardless of which node created the backup piece.

The best practice is to configure each RAC node as a client host within the administrative domain. You can use Oracle Secure Backup to back up node-specific configuration data on the file system of each node. Note that Oracle Secure Backup handles file system backups of a RAC client no differently from any other client host. Figure 6-6 shows a sample administrative domain that includes a three-node RAC system, with each node configured as an Oracle Secure Backup client.


Figure 6-6 Using RMAN and Oracle Secure Backup in a Real Application Clusters Environment

[image: Shows Oracle Secure Backup in a RAC environment.]

Description of "Figure 6-6 Using RMAN and Oracle Secure Backup in a Real Application Clusters Environment"











10 Performing Maintenance

This chapter describes how to perform maintenance tasks with Oracle Secure Backup. This chapter contains the following topics:

	
Managing Backup and Restore Jobs


	
Browsing Volumes


	
Managing Backup Images


	
Managing Backup Sections


	
Managing Checkpoints


	
Managing Daemons






Managing Backup and Restore Jobs

As explained in "Jobs and Requests", a backup or restore request is distinct from a job. A request is not yet eligible to run. When you send a file system backup or restore request to the Oracle Secure Backup scheduler, the request becomes a job and is eligible to run.

This section describes Oracle Secure Backup jobs and how to manage them. This section contains the following topics:

	
Displaying the Jobs Page


	
Displaying Jobs


	
Displaying Job Properties


	
Displaying Job Transcripts


	
Removing a Job


	
Running a Job


	
Canceling a Job






Displaying the Jobs Page

In the Manage page, click Jobs to display the page shown in Figure 10-1. You can perform all job-related tasks in this page or in pages to which it provides links.

The central text box contains the following information for each backup job:

	
ID, which specifies the Oracle Secure Backup-assigned job identifier


	
Type, which specifies the type of job


	
State, which specifies the job status: pending, completed, or failed.





Figure 10-1 Jobs Page

[image: Shows the Jobs page]

Description of "Figure 10-1 Jobs Page"





Note that you can also monitor and manage jobs from the Oracle Secure Backup home page, which is shown in Figure 10-2. The home page contains sections that show failed, active, pending, and completed jobs.


Figure 10-2 Home Page

[image: Shows Oracle Secure Backup home page.]

Description of "Figure 10-2 Home Page"








	
See Also:

Oracle Secure Backup Reference to learn about the job commands in obtool












Displaying Jobs

This section describes how to display information about Oracle Secure Backup jobs.

To display jobs:

	
In the Jobs page, check one or more of the following job display options:

	
Active

Select this option to display the status of backup jobs that are currently in progress.


	
Complete

Select this option to display the status of completed jobs, whether they succeeded or not.


	
Pending

Select this option if you want to view the status of jobs that are pending, but not presently running.


	
Input pending

Select this option to view the status of jobs that are running and requesting input now.


	
Today

Select this option to display the status of backup jobs that are scheduled to run today.


	
Scheduled time

Select this option to display jobs scheduled within a time range that you select as follows:

	
Check the From date box and enter a date and time to show only jobs whose state was updated at or later than the indicated time.


	
Check the To date box and enter a date and time to show only jobs whose state was updated at or before the indicated time.

The format for dates is year/month/day.hour:minute[:second], for example, 2005/5/19.12:43.








	
In the Types box, select one or more job types.


	
In the Host list, optionally select a host to limit the jobs displayed to those pertinent to a specific host.


	
In the User list, optionally select a user to limit the jobs displayed to those instantiated by the specified user.


	
In the Dataset list, select a dataset file to limit the jobs displayed to a particular dataset file or directory. See "File System Backups" to learn about datasets.


	
Click Apply to accept your selections.









Displaying Job Properties

This section explains how to view job properties. Job properties include the type, level, family, scheduled time, and so on.

To display job properties:

	
In the Jobs page, select a job from the central text box.


	
Click the Show Properties button.

The Job Properties page appears.


	
Click Close to return to the Jobs page.









Displaying Job Transcripts

This section explains how to view job transcripts. Oracle Secure Backup maintains a running transcript for each job. The transcript describes the details of the job's operation. To display a transcript, you must be a member of a class that has the list any jobs owned by user or list any job, regardless of its owner right.

To display a job transcript:

	
In the Jobs page, select a job from the central text box.


	
Click the Show Transcript button.

The Web tool displays a page with the transcript.


	
Scroll down the page to view more information.

At the end of the page, you can modify the transcript viewing criteria.


	
In the Level list, optionally select a message level.

Oracle Secure Backup tags each message it writes to a transcript with a severity level. These levels range from 0 to 9. The severity level describes the importance of the message.

When displaying a transcript, you can direct Oracle Secure Backup to display only messages of a certain severity level or higher. Its default level is 4 (Request), meaning normal messages produced by Oracle Secure Backup. Refer to the catxcr command description in Oracle Secure Backup Reference for more information.


	
Optionally, check Suppress input to suppress input requests. When a request for input is recognized, Oracle Secure Backup prompts for a response. Specifying this option suppresses this action.


	
Optionally, check Show line numbers to prefix each line with its message number.


	
Optionally, select one of the following options to control the transcript display:

	
Start at line

Select this option and enter a number in which to you want the transcript view to start. For example, if you enter '10,' the view starts with message 10. Message 1 through 9 are not displayed.


	
Head lines

Select this option and enter a number to display the first specified number of lines of the transcript having a message severity level at or above the value you selected.


	
Tail lines

Select this option and enter a number to display the last specified number lines of the transcript having a message severity level at or above the value you selected.





	
In the Page refresh (in seconds) box, optionally enter a number of seconds. The default is 60 seconds.


	
Choose one of the following:

	
Click Apply to apply your selections.


	
Click Close to close the page.












Removing a Job

This section explains how to remove a job. Removing a job has the effect of canceling it and deleting all record of its, and its subordinates, existence. You can remove a job only if it is not running. After removing a job, you can no longer view its status.




	
Note:

As explained in "Canceling a Job", you can cancel a job and retain its history and transcript.







To remove a job:

	
In the Jobs page, select a job from the central text box.


	
Click the Remove button.

The Web tool prompts you to confirm the job removal.


	
Click Yes to remove the job.









Running a Job

This section explains how to direct Oracle Secure Backup to run a job at other than the scheduled time or priority, or using a specific device. To use this function, you must be a member of a class that has the modify any jobs owned by user or the modify any job, regardless of its owner right enabled.

You can direct Oracle Secure Backup to start a job:

	
Immediately


	
In an order different from that chosen by the scheduler


	
On a specific device or a device from which the job was previously restricted




To alter when Oracle Secure Backup runs a job:

	
In the Jobs page, select a job from the central text box.


	
Click Run.


	
In the Devices list, optionally select a device on which to run the job. If the job was restricted to another device or set of devices, then your selection here overrides that restriction. Note that you if you select Now in the next step, you must choose a device.


	
Optionally select one of the following options:

	
Now

Select this option to run the job immediately. If the preceding device you selected is not currently available, then Oracle Secure Backup displays an error and this operation has no effect.


	
ASAP

Select this option to run the job as soon as possible by lowering it to priority 1.


	
Job Priority

Select this option and enter a new job priority in the Priority box. The default priority is 100.

The priority for a job is a positive numeric value. The lower the value, the greater the priority assigned to the job by the scheduler. For example, priority 20 jobs are higher priority than priority 100 jobs. The scheduler dispatches higher priority jobs over lower priority ones, providing all resources required to run the job are available.





	
Choose one of the following:

	
Click Apply to accept your changes and remain in the page.


	
Click Cancel to void the operation and move back one page.












Canceling a Job

This section explains how to cancel a job. Canceling a job aborts the job if it is running, then marks its job record as "canceled." Oracle Secure Backup considers canceled jobs as no longer runnable. If you cancel a job that has subordinates, each of its subordinate jobs is also canceled.

To cancel a job:

	
In the Jobs page, select a job from the central text box.


	
Click the Cancel button.











Browsing Volumes

As explained in "Backup Images and Media", volumes are the media on which backup data is stored. This section describes how to display information about volumes.

This section includes the following topics:

	
Displaying the Browse Volumes Page


	
Displaying Volumes


	
Displaying Backup Sections






Displaying the Browse Volumes Page

In the Manage page, click Volumes to display the page shown in Figure 10-3. This page lists all volumes in the volume catalog.




	
Note:

To list volumes in a specified library, navigate to the Libraries page described in "Displaying the Libraries Page" and click List Volumes.








Figure 10-3 Browse Volumes Page

[image: Shows the Users page.]

Description of "Figure 10-3 Browse Volumes Page"








	
See Also:

Oracle Secure Backup Reference to learn about the lsvol command in obtool












Displaying Volumes

This section describes how to display information about Oracle Secure Backup volumes and media families.

By default, the Browse Volumes page displays the attributes of each volume in the catalog. Refer to Oracle Secure Backup Reference to learn about the volume attributes.

To restrict display of volume and media family information:

	
In the Viewing Options section of the Browse Volumes page, optionally check one or more of the following volume display options:

	
Group volume set members

Check this box to group volumes in the same volume set.


	
Show whole volume sets

Check this box to display all volume set members for each volume displayed.


	
Show volumes with no volume IDs

Check this box to display volumes with no volume IDs.


	
Show volumes with no barcodes

Check this box to display volumes with no tags.





	
In the Viewing Options section of the Browse Volumes page, optionally enter text in the following boxes to restrict output:

	
VID

Enter a volume ID in this box to restrict output to the specified VID. Separate multiple volume IDs with commas.


	
Barcode

Enter a barcode in this box to restrict output to the specified barcode. Separate multiple barcodes with commas.


	
Volume set ID

Enter a volume set ID in this box to restrict output to the specified volume set. The set ID represents the volume ID of the first volume in the volume set. Separate multiple volume set IDs with commas.





	
In the Viewing Options section of the Browse Volumes page, optionally select options from the following lists:

	
Media families

Select one or more media families in this list to restrict output to volumes in the specified families.


	
Attributes

Select one of the attributes in this list to restrict output to volumes in the specified families. Valid values for this placeholder are the following:

	
open, which means that the volume is open for writing


	
closed, which means that the volume is closed for writing


	
expired, which means that the volume is expired (see "Volume Expiration Policies")


	
unexpired, which means that the volume is not expired





	
OID

Enter a volume catalog identifier in this box to restrict output to the specified volume. Separate multiple volume OIDs with commas.





	
Click Apply to accept your selections.









Displaying Backup Sections

This section describes how to display information about backup sections on a volume.

To display the backup sections on a value:

	
In the Browse Volumes page, select a volume from the main window.


	
Click List Backup Sections.

The ListSections property page appears. This page displays the file number, section number, and volume ID for every backup section on the volume.


	
Click Close after you have finished reviewing the information.











Managing Backup Images

As explained in "Backup Sets and Backup Images", the backup of an Oracle database performed with RMAN results in a backup set. The physical files are called backup pieces. When you use Oracle Secure Backup to store database backups on tape, each backup piece is created as one backup image.

This section includes the following topics:

	
Displaying the Backup Images Page


	
Displaying Backup Images






Displaying the Backup Images Page

In the Manage page, click Backup Images to display the page shown in Figure 10-4. This page lists the backup images generated by RMAN.


Figure 10-4 Backup Images Page

[image: Shows the Users page.]

Description of "Figure 10-4 Backup Images Page"








	
See Also:

Oracle Secure Backup Reference to learn about the lspiece command in obtool












Displaying Backup Images

This section describes how to display information about RMAN backup images. By default, the main box in the Backup Images page displays all backup images recorded in the catalog.

To restrict display of backup images:

	
In the Viewing Options section of the Backup Images page, you can restrict the display as follows:

	
hosts

Select one or more hosts in the list to show only the backup images of databases on the selected hosts.


	
Content

Select a content type to restrict the display to full, incremental, autobackup, or archivelog.


	
Database name

Enter a database name to restrict the display to backups of the specified database.





	
Click Apply to accept your selections.











Managing Backup Sections

As explained in "Backup Images and Sections", a backup section is the part of a backup image that fits on one tape. If a single backup image spans multiple tapes, the portion of the image on each tape is a separate section.

This section includes the following topics:

	
Displaying the Backup Sections Page


	
Updating the Catalog After Deletion of Backup Sections






Displaying the Backup Sections Page

In the Manage page, click Backup Sections to display the page shown in Figure 10-5. This page lists the backup sections recorded in the catalog.


Figure 10-5 Backup Sections Page

[image: Shows the Users page.]

Description of "Figure 10-5 Backup Sections Page"








	
See Also:

Oracle Secure Backup Reference to learn about the lssection command in obtool












Updating the Catalog After Deletion of Backup Sections

This section describes how to update the Oracle Secure Backup to reflect backup sections that have been deleted. This action is meaningful only for content-managed volumes.

When you click Remove, Oracle Secure Backup does not physically remove the section from the volume, but updates the catalog to indicate that the backup section has been removed. Typically, you click Remove only when the catalog requires manual update. This action is meaningful only for content-managed volumes. When all sections are deleted from a content-managed volume, Oracle Secure Backup considers the volume eligible for overwriting.




	
Note:

If you remove a backup section that contains an RMAN backup piece, then Oracle Secure Backup responds to RMAN queries concerning the backup piece by saying that it does not exist.







To update the catalog concerning deleted backup sections:

	
In the main box of the Backup Sections page, select the backup sections that have been deleted.


	
Click Remove.

A confirmation page appears.


	
Click Yes to confirm the deletion.

The Backup Sections page appears. The deleted backup section no longer appears in the main box.











Managing Checkpoints

As explained in "Restartable Backups", you can restart backups of some filers from a mid-point if they fail before completing. A checkpoint is a collection of state information that describes a specific mid-point in a backup job and how to restart from it. Some information for each checkpoint resides on the Oracle Secure Backup administrative server; the remainder resides on the client.


Displaying the Checkpoints Page

In the Manage page, click Checkpoints to display the page shown in Figure 10-6. This page displays all checkpoints for hosts in the administrative domain.


Figure 10-6 Manage Checkpoints Page

[image: Description of Figure 10-6 follows]

Description of "Figure 10-6 Manage Checkpoints Page"








	
See Also:

Oracle Secure Backup Reference to learn about the checkpoint commands in obtool











Removing a Checkpoint

Although normally not required, you can manually remove checkpoint data for any job. This action has the effect of reclaiming disk space as follows:

	
On the administrative server immediately


	
On the client at the start of the next backup job, or within 24 hours, whichever occurs first







	
Note:

If you remove a checkpoint for an incomplete backup job, then the job restarts from its beginning if it fails before completing.







To remove a checkpoint:

	
In the main box, select the job whose checkpoint you want to remove.


	
Click Remove.

A confirmation page appears.


	
Click Yes to confirm the deletion.

The Status area displays the result of the operation.











Managing Daemons

As explained in "Daemons and Services", daemons are background processes that perform Oracle Secure Backup operations.This section explains how to view the status of and manage Oracle Secure Backup daemons.

This section contains the following topics:

	
Displaying the Daemons Page


	
Performing Daemon Operations


	
Viewing Daemon Properties


	
Suspending and Resuming Job Dispatching






Displaying the Daemons Page

In the Manage page, click Daemons to display the page shown in Figure 10-7. This page enables you to manage the Oracle Secure Backup daemons.


Figure 10-7 Daemons Page

[image: Shows the Users page.]

Description of "Figure 10-7 Daemons Page"








	
See Also:

Oracle Secure Backup Reference to learn about the daemon commands in obtool












Performing Daemon Operations

Oracle Secure Backup daemons respond to a common set of control commands. Sending these commands is rarely needed and is considered advanced usage.

To send a command to a daemon:

	
In the Type list, select the daemon that you want to control. Refer to "Types of Daemons" for a description of the daemons.


	
In the Host list, select the host on which the daemon runs.


	
In the Command list, select one of the following options:

	
dump

Directs the daemon to dump internal state information to its log file.


	
reinitialize

Directs the daemon to reread configuration data.


	
debugon

Directs the daemon to generate extra information to its log file.


	
debugoff

Cancels debugon. This is the default state.





	
Click Apply to accept your selections.

A Success or Error message displays the result of the operation.









Viewing Daemon Properties

This section explains how to view daemon properties.

To view daemon properties:

	
In the Type list, select the daemon that you want to control. Refer to "Types of Daemons" for a description of the daemons.


	
In the Host list, select the host on which the daemon runs.


	
Click the Show Properties button.

The Daemon Properties page displays the following information:

	
Process ID

Specifies an integer number assigned by the operating system identifying the process in which the daemon is running.


	
Daemon/Service

Specifies the name of the daemon.


	
Qualifier

Specifies a text string that augments the daemon/service name. For example, for obrobotd, this is the name of the library that the daemon is servicing. For obixd, this is the name of the client host on whose behalf obixd is running.


	
Listen port

Specifies the TCP port number on which the daemon or service is listening.












Suspending and Resuming Job Dispatching

This section explains how to temporarily suspend and later resume Oracle Secure Backup's dispatching of jobs. When job dispatching is suspended, running jobs will be allowed to complete, but the scheduler will start no new jobs.

The scheduler resumes job dispatching for suspended jobs when you click Resume or restart Oracle Secure Backup on the administrative server.

To suspend job dispatching:

	
Click Suspend button on the Daemon Operations page.

In the Status area, a confirmation displays the result of the operation.

Any pending backup and restore (scheduled or one-time) are no longer dispatched. Jobs that are already running are permitted to finish.




To resume job dispatching:

	
Click Resume on the Daemon Operations page.

In the Status area, a confirmation displays the result of the operation.













Preface

This preface contains these topics:

	
Audience


	
Documentation Accessibility


	
Related Documentation


	
Conventions





Audience

This book is intended for system administrators and database administrators who perform backup and restore operations. To use this document, you need to be familiar with the operating system environment on which you plan to use Oracle Secure Backup. To perform Oracle database backup and restore operations, you should also be familiar with Oracle backup and recovery concepts, including Recovery Manager (RMAN).


Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation accessible, with good usability, to the disabled community. To that end, our documentation includes features that make information available to users of assistive technology. This documentation is available in HTML format, and contains markup to facilitate access by the disabled community. Accessibility standards will continue to evolve over time, and Oracle is actively engaged with other market-leading technology vendors to address technical obstacles so that our documentation can be accessible to all of our customers. For more information, visit the Oracle Accessibility Program Web site at

http://www.oracle.com/accessibility/


Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The conventions for writing code require that closing braces should appear on an otherwise empty line; however, some screen readers may not always read a line of text that consists solely of a bracket or brace.


Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or organizations that Oracle does not own or control. Oracle neither evaluates nor makes any representations regarding the accessibility of these Web sites.


TTY Access to Oracle Support Services

Oracle provides dedicated Text Telephone (TTY) access to Oracle Support Services within the United States of America 24 hours a day, seven days a week. For TTY support, call 800.446.2398.


Related Documentation

For more information about using Oracle Secure Backup, see the following Oracle resources:

	
Oracle Secure Backup Installation Guide

This book explains how to stage and install Oracle Secure Backup.


	
Oracle Secure Backup Migration Guide

This book explains how to migrate from Reliaty Backup to Oracle Secure Backup. It also explains how to migrate to Oracle Secure Backup from versions of Legato Storage Manager and Legato Single Server Version previously bundled with Oracle Database.


	
Oracle Secure Backup Reference

This book describes the Oracle Secure Backup command-line interface.




For more information about database backup and recovery, including the Recovery Manager (RMAN) utility, see the following Oracle resources:

	
Oracle Database Backup and Recovery Basics

This book provides an overview of backup and recovery and discusses backup and recovery strategies. It provides instructions for basic backup and recovery of your database using Recovery Manager (RMAN).


	
Oracle Database Backup and Recovery Advanced User's Guide

This guide covers more advanced database backup and recovery topics, including performing user-managed backup and recovery.




The Oracle Secure Backup product site is located at the following URL:


http://www.oracle.com/technology/products/secure-backup



The Oracle Secure Backup download site is located at the following URL:


http://www.oracle.com/technology/software



Conventions

The following conventions are used in this manual:


	Convention	Meaning
	Bold	Bold typeface indicates components of the Web tool interface, such as buttons, boxes, lists, page names and page subdivisions.
Bold typeface also indicates terms that are defined in the text or terms that appear in a glossary, or both.


	italic	Italic typeface indicates book titles or emphasis.
Italics also indicates variables or placeholders for which you substitute an appropriate value.


	courier	Courier typeface indicates command line entries, system output display, options and arguments that you enter, executables, filenames, and directory names.
When the syntax for a command is given, a bullet offsets the minimal abbreviation for the command, as in chd•ev.


	[ ]	Brackets enclose optional items from which you can choose one or none.
	{}
	Required items for which you need to select one of the enclosed values. Each value is separated by a |.
	|
	A vertical bar represents a choice of two or more options within brackets or braces. Enter one of the options.
	.
.

.

	Vertical ellipsis points in an example mean that information not directly related to the example has been omitted.
	. . .	Horizontal ellipsis points in statements or commands mean that parts of the statement or command not directly related to the example have been omitted
	< >	Angle brackets enclose user-supplied names.
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