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Preface

This guide provides platform-specific information about administering and
configuring Oracle Database 11g release 1 (11.1) on the following platforms:

= AIX 5L Based Systems (64-Bit)

» HP-UX

s Linux

= Solaris Operating System

This guide supplements the Oracle Database Administrator’s Guide.

This guide is intended for anyone responsible for administering and configuring
Oracle Database 11g release 1 (11.1). If you are configuring Oracle RAC, then refer to
Oracle Real Application Clusters Administration and Deployment Guide.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documentation

Refer to the appropriate section for a listing of Oracle Database 11¢ documentation
specific to the platform:

s AIX 5L Based Systems (64-Bit) Documentation
s HP-UX Documentation
s Linux Documentation

= Solaris Operating System Documentation



AIX 5L Based Systems (64-Bit) Documentation
s Oracle Database

—  Oracle Database Release Notes for AIX 5L Based Systems (64-Bit)

—  Oracle Database Installation Guide for AIX 5L Based Systems (64-Bit)

—  Oracle Database Quick Installation Guide for AIX 5L Based Systems (64-Bit)

—  Oracle Clusterware Installation Guide for AIX Based Systems

—  Oracle Real Application Clusters Installation Guide for Linux and UNIX

—  Oracle Database Administrator’s Reference for Linux and UNIX
= Oracle Database Client

—  Oracle Database Client Installation Guide for AIX 5L Based Systems (64-Bit)

—  Oracle Database Client Quick Installation Guide for AIX 5L Based Systems (64-Bit)
s Oracle Database Examples

—  Oracle Database Examples Installation Guide

HP-UX Documentation
s Oracle Database

—  Oracle Database Release Notes for HP-UX
—  Oracle Database Installation Guide for HP-UX
—  Oracle Database Quick Installation Guide for HP-UX PA-RISC (64-Bit)
- Oracle Database Quick Installation Guide for HP-UX Itanium
—  Oracle Clusterware Installation Guide for HP-UX
—  Oracle Real Application Clusters Installation Guide for Linux and UNIX
—  Oracle Database Administrator’s Reference for Linux and UNIX
s Oracle Database Client
- Oracle Database Client Installation Guide for HP-UX
—  Oracle Database Client Quick Installation Guide for HP-UX PA-RISC (64-Bit)
- Oracle Database Client Quick Installation Guide for HP-UX Itanium
= Oracle Database Examples

—  Oracle Database Examples Installation Guide

Linux Documentation
m Oracle Database

- Oracle Database Release Notes for Linux

—  Oracle Database Installation Guide for Linux

- Oracle Database Quick Installation Guide for Linux x86

- Oracle Database Quick Installation Guide for Linux x86-64

- Oracle Clusterware Installation Guide for Linux

- Oracle Real Application Clusters Installation Guide for Linux and UNIX

—  Oracle Enterprise Manager Grid Control Installation and Basic Configuration



—  Oracle Database Administrator’s Reference for Linux and UNIX
s Oracle Database Client

—  Oracle Database Client Installation Guide for Linux

—  Oracle Database Client Quick Installation Guide for Linux x86

- Oracle Database Client Quick Installation Guide for Linux x86-64
»  Oracle Database Examples

- Oracle Database Examples Installation Guide

Solaris Operating System Documentation
s Oracle Database

—  Oracle Database Release Notes for Solaris Operating System
- Oracle Database Installation Guide for Solaris Operating System

- Oracle Database Quick Installation Guide for Solaris Operating System (SPARC
64-Bit)

- Oracle Real Application Clusters Installation Guide for Solaris Operating System
- Oracle Database Administrator’s Reference for Linux and UNIX

s Oracle Database Client
- Oracle Database Client Installation Guide for Solaris Operating System

- Oracle Database Client Quick Installation Guide for Solaris Operating System
(SPARC 64-Bit)

-  Oracle Database Examples
—  Oracle Database Examples Installation Guide

For important information that was not available when this book was released, refer to
the release notes for the platform. The release notes for Oracle Database are updated
regularly. You can get the most recent version from Oracle Technology Network at

http://www.oracle.com/technetwork/indexes/documentation/index.ht
ml

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

Command Syntax

UNIX command syntax appears in monospace font. The dollar character ($), number
sign (#), or percent character (%) are UNIX command prompts. Do not enter them as

xi



part of the command. The following command syntax conventions are used in this
guide:

Convention Description

backslash \ A backslash is the UNIX command continuation character. It is used in
command examples that are too long to fit on a single line. Enter the
command as displayed (with a backslash) or enter it on a single line
without a backslash:

dd if=/dev/rdsk/c0tld0s6 of=/dev/rst0 bs=10b \
count=10000

braces { } Braces indicate required items:
.DEFINE {macrol}
brackets [ | Brackets indicate optional items:

cvtert termname [outfilel]

ellipses ... Ellipses indicate an arbitrary number of similar items:
CHKVAL fieldname valuel value2 ... valueN
italics Italic type indicates a variable. Substitute a value for the variable:

library _name

vertical line | A vertical line indicates a choice within braces or brackets:

FILE filesize [K|M]

Terminology

The names of some UNIX operating systems have been shortened in this guide. These
are:

Operating System Abbreviated Name
AIX 5L Based Systems (64-Bit) AIX
HP-UX PA-RISC (64-bit) HP-UX

HP-UX Itanium Note: Where the information for HP-UX is different on a

particular architecture, this is noted in the text.

Linux x86 Linux

Linux x86-64 Note: Where the information for Linux is different on a

particular architecture, this is noted in the text.

Oracle Solaris on SPARC 64-bit Solaris

Note: Where the information for Solaris is different on a
particular architecture, this is noted in the text.

Accessing Documentation
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The documentation for this release includes platform-specific documentation and
generic product documentation.

Platform-Specific Documentation

Platform-specific documentation includes information about installing and using
Oracle products on particular platforms. The platform-specific documentation for this
product is available in both Adobe portable document format (PDF) and HTML



format on the product installation media. To access the platform-specific
documentation on installation media:

1. Use a Web browser to open the welcome.htm file in the top-level directory of the
installation media.

2. For DVDs only, select the appropriate product link.
3. Select the Documentation tab.

If you prefer paper documentation, then open and print the PDF files.

Product Documentation

Product documentation includes information about configuring, using, or
administering Oracle products on any platform. The product documentation for
Oracle Database 11g products is available in both HTML and PDF formats in the
Oracle Database 11g Release 1 (11.1) Online Documentation Library. This library is on
the Oracle Technology Network Web site at

http://www.oracle.com/technetwork/indexes/documentation/index.ht
ml

Third Party Software Notices

This program contains third party software from HP. The Oracle program license that
accompanied this product determines your right to use the Oracle program, including
the HP software. Notwithstanding anything to the contrary in the Oracle program
license, the HP software is provided "AS IS" and without intellectual property
indemnities, warranties, or support of any kind from Oracle or HP.

This program also contains third party software from International Business Machines
Corporation (IBM). The Oracle program license that accompanied this product
determines your right to use the Oracle program, including the IBM software.

Notwithstanding anything to the contrary in the Oracle program license, the IBM
software is provided "AS IS" and without intellectual property indemnities,
warranties, or support of any kind from Oracle or IBM.
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Overview

Administering Oracle Database

This chapter provides information about administering Oracle Database on
UNIX-based operating systems. It contains the following sections:

s Overview

= Environment Variables

» Initialization Parameters

= Operating System Accounts and Groups
s Using Trace and Alert Files

See Also: The appropriate appendix in this guide for
platform-specific information about administering Oracle Database

You must set Oracle Database environment variables, parameters, and user settings
for Oracle Database to work. This chapter describes the various settings for Oracle
Database.

In Oracle Database files and programs, a question mark (?) represents the value of the
ORACLE_HOME environment variable. For example, Oracle Database expands the
question mark in the following SQL statement to the full path of the Oracle home
directory:

SQL> ALTER TABLESPACE TEMP ADD DATAFILE ’?/dbs/temp02.dbf’ SIZE 200M
Similarly, the at sign (@) represents the ORACLE_SID environment variable. For

example, to indicate a file belonging to the current instance, run the following
command:

SQL> ALTER TABLESPACE tablespace name ADD DATAFILE tempfile@.dbf
You can create a syslog audit trail to track administrative activities.

See Also: The "Using the Syslog Audit Trail to Audit System
Administrators on UNIX Systems section in the Oracle Database
Security Guide for more information about the syslog audit trail

Environment Variables

This section describes the most commonly used Oracle Database and operating system
environment variables. You must define some of these environment variables before
installing Oracle Database.
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To display the current value of an environment variable, use the env command. For
example, to display the value of the ORACLE_SID environment variable, run the
following command:

$ env | grep ORACLE_SID

To display the current value of all environment variables, run the env command as
follows:

$ env | more

Oracle Database Environment Variables

Table 1-1 describes the environment variables used with Oracle Database.

Table 1-1 Oracle Database Environment Variables

Variable Detail Definition

NLS_LANG Function Specifies the language, territory, and character set of the client
environment. The character set specified by NLS_LANG must match the
character set of the terminal or terminal emulator. The character set
specified by NLS_LANG can be different from the database character set,
in which case the character set is automatically converted.

Refer to Oracle Database Globalization Support Guide for a list of values for
this variable.

Syntax language_territory.characterset
Example french_france.we81s08859pl5
ORA_NLS10 Function Specifies the directory where the language, territory, character set, and
linguistic definition files are stored.
Syntax directory path
Example $SORACLE_HOME/nls/data
ORA_TZFILE Function Specifies the full path and file name of the time zone file. You must set this

environment variable to use the small time zone file (SORACLE_
HOME/oracore/zoneinfo/timezone.dat) for data in the database.
Oracle Database 11g uses the large time zone file by default (SORACLE_
HOME/oracore/zoneinfo/timezlrg.dat). This file contains
information about more time zones than the small time zone file.

All databases that share information must use the same time zone file. You
must stop and restart the database if you change the value of this
environment variable.

Syntax directory_path

Example SORACLE_HOME/oracore/zoneinfo/timezlrg.dat
ORACLE_BASE Function Specifies the base of the Oracle directory structure for Optimal Flexible

Architecture compliant installations.

Syntax directory_path

Example /u0l/app/oracle
ORACLE_HOME Function Specifies the directory containing the Oracle software.

Syntax directory path

Example SORACLE_BASE/product/11.1.0/db_1
ORACLE_PATH Function Specifies the search path for files used by Oracle applications such as

SQL*Plus. If the full path to the file is not specified, or if the file is not in
the current directory, then the Oracle application uses ORACLE_PATH to
locate the file.

Syntax Colon-separated list of directories:

directoryl:directory2:directory3
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Table 1-1 (Cont.) Oracle Database Environment Variables

Variable Detail Definition
Example /u0l/app/oracle/product/11.1.0/db_1/bin:.
Note: The period adds the current working directory to the search path.
ORACLE_SID Function Specifies the Oracle system identifier.
Syntax A string of numbers and letters that must begin with a letter. Oracle

recommends a maximum of 8 characters for system identifiers. For more
information about this environment variable, refer to Oracle Database
Installation Guide.

Example SAL1

ORACLE_TRACE Function Enables the tracing of shell scripts during an installation. If it is set to T,
then many Oracle shell scripts use the set -x command, which prints
commands and their arguments as they are run. If it is set to any other
value, or no value, then the scripts do not use the set -x command.

Syntax T or not T
Example T
ORAENV_ASK Function Controls whether the oraenv or coraenv script prompts or does not

prompt for the value of the ORACLE_SID environment variable. If it is set
to NO, then the scripts do not prompt for the value of the ORACLE_SID
environment variable. If it is set to any other value, or no value, then the
scripts prompt for a value for the ORACLE_SID environment variable.

Syntax NO or not NO
Example NO
SQLPATH Function Specifies the directory or list of directories that SQL*Plus searches for a
login.sql file.
Syntax Colon-separated list of directories:
directoryl:directory2:directory3
Example /home: /home/oracle:/ull/oracle
TNS_ADMIN Function Specifies the directory containing the Oracle Net Services configuration
files.
Syntax directory_path
Example SORACLE_HOME/network/admin
TWO_TASK Function Specifies the default connect identifier to use in the connect string. If this

environment variable is set, then do not specify the connect identifier in
the connect string. For example, if the TWO_TASK environment variable is
set to sales, then you can connect to a database by using the CONNECT
username/password command rather than the CONNECT
username/password@sales command.

Syntax Any connect identifier.

Range of Values Any valid connect identifier that can be resolved by using a naming
method, such as a tnsnames . ora file or a directory server.

Example PRODDB_TCP

Note: To prevent conflicts, do not define environment variables
with names that are identical to the names of Oracle Database
server processes, for example ARCH, PMON, and DBWR.

UNIX Environment Variables

Table 1-2 describes UNIX environment variables used with Oracle Database.
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Table 1-2 Environment Variables Used with Oracle Database

Variable Detail Definition
ADA_PATH (AIX only) Function Specifies the directory containing the Ada compiler.sm
Syntax directory path
Example /usr/lpp/powerada
CLASSPATH Function Used with Java applications. The required setting for this variable depends on
the Java application. Refer to the product documentation for Java application for
more information.
Syntax Colon-separated list of directories or files:
directoryl:directory2:filel:file2
Example There is no default setting. CLASSPATH must include the following directories:
$ORACLE_HOME/JRE/1lib:$ORACLE_HOME/jlib
DISPLAY Function Used by X-based tools. Specifies the display device used for input and output.
Refer to the X Window System documentation for information.
Syntax hostname: server|.screen]
where hostname is the system name (either IP address or alias), server is the
sequential code number for the server, and screenis the sequential code
number for the screen. If you use a single monitor, then use the value 0 for both
server and screen (0. 0).
Note: If you use a single monitor, then screen is optional.
Example 135.287.222.12:0.0
bambi: 0
Syntax Colon-separated list of directories: directoryl:directory2:directory3
Example /usr/lib:$ORACLE_HOME/lib
HOME Function The home directory of the user.
Syntax directory_path
Example /home/oracle
LANG or LANGUAGE Function Specifies the language and character set used by the operating system for
messages and other output. Oracle tools that are programmed in Java, such as
Oracle Universal Installer and Database Configuration Assistant, may also use
this variable to determine the language of their user interface. Refer to the
operating system documentation for more information.
LD_OPTIONS Function Specifies the default linker options. Refer to the 1d man page for more
information about this environment variable.
LPDEST (Solaris only) Function Specifies the name of the default printer.
Syntax string
Example docprinter
LD_LIBRARY_ PATH Function Specifies the list of directories that the shared library loader searches to locate
(All platforms except AIX) shared ob]ect l.1brarles at run time. Refer to the 1d man page for information
about this environment variable.
On HP-UX, specifies the path for 64-bit shared libraries.
Syntax Colon-separated list of directories: directoryl:directory2:directory3
Example /usr/dt/lib: $ORACLE_HOME/lib
LD_LIBRARY_ PATH_64 Function Specifies the list of directories that the shared library loader searches to locate
(SPARC systems only) specific 64-bit shared object libraries at run time. Refer to the 1d man page for
information about this environment variable.
Syntax Colon separated list of directories: directoryl:directory2:directory3
Example /usr/dt/1lib:$ORACLE_HOME/1lib64
LIBPATH (AIX only) Function Specifies the list of directories that the shared library loader searches to locate
shared object libraries at run time. Refer to the 1d man page for information
about this environment variable.
Syntax Colon-separated list of directories: directoryl:directory2:directory3
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Table 1-2 (Cont.) Environment Variables Used with Oracle Database

Variable Detail Definition
Example /usr/dt/lib: $ORACLE_HOME/lib
PATH Function Used by the shell to locate executable programs; must include the $SORACLE_
HOME/bin directory.
Syntax Colon-separated list of directories: directoryl:directory2:directory3
Example /bin:/usr/bin:/usr/local/bin:/usr/bin/X11:$ORACLE_HOME/bin:
$HOME/bin: .
Note: The period adds the current working directory to the search path.
PRINTER Function Specifies the name of the default printer.
Syntax string
Example docprinter
SHLIB_PATH (HP-UX 32-bit Function Specifies the list of directories that the shared library loader searches to locate
libraries only) shared object libraries at run time. Refer to the 1d man page for information
about this environment variable.
Syntax Colon-separated list of directories:
directoryl: directory2: directory3
Example /usr/dt/1lib: SORACLE_HOME/1ib32
TEMP, TMP, and TMPDIR Function Specifies the default directories for temporary files; if set, tools that create
temporary files create them in one of these directories.
Syntax directory path
Example /u02/oracle/tmp
XENVIRONMENT Function Specifies a file containing X Window System resource definitions. Refer to the X

Window System documentation for more information.

Setting a Common Environment

This section describes how to set a common operating system environment by using
the oraenv or coraenv scripts, depending on the default shell:

s For the Bourne, Bash, or Korn shell, use the oraenv command.

s For the C shell, use the coraenv command.

oraenv and coraenv Script Files

The oraenv and coraenv scripts are created during installation. These scripts set
environment variables based on the contents of the oratab file and provide:

= A central means of updating all user accounts with database changes

= A mechanism for switching between databases specified in the oratab file

You may find yourself frequently adding and removing databases from the
development system or your users may be switching between several different Oracle
Databases installed on the same system. You can use the oraenv or coraenv script to
ensure that user accounts are updated and to switch between databases.

Note: Do not call the oraenv or coraenv script from the Oracle
software owner (typically oracle) user's shell startup script.
Because these scripts prompt for values, they can prevent the
dbstart script from starting a database automatically when the
system starts.
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The oraenv or coraenv script is usually called from the user’s shell startup file (for
example .profile or.login). It sets the ORACLE_SID and ORACLE_HOME
environment variables and includes the SORACLE_HOME/bin directory in the PATH
environment variable setting. When switching between databases, users can run the
oraenv or coraenv script to set these environment variables.

Note: To run one of these scripts, use the appropriate command:
m coraenv script:

% source /usr/local/bin/coraenv

= oraenv script:

S . /usr/local/bin/oraenv

Local bin Directory

The directory that contains the oraenv, coraenv, and dbhome scripts is called the
local bin directory. All database users must have read access to this directory. Include
the path of the local bin directory PATH environment variable setting for the users.
When you run the root . sh script after installation, the script prompts you for the
path of the local bin directory and automatically copies the oraenv, coraenv, and
dbhome scripts to the directory that you specify. The default local bin directory is
/usr/local/bin. If you do not run the root . sh script, then you can manually copy
the oraenv or coraenv and dbhome scripts from the SORACLE_HOME/bin directory
to the local bin directory.

Setting the System Time Zone

The Tz environment variable sets the time zone. It enables you to adjust the clock for
daylight saving time changes or different time zones. The adjusted time is used to
time-stamp files, produce the output of the date command, and obtain the current
value of SYSDATE.

Oracle recommends that you keep the TZ value consistent among the processes of an
Oracle database. This implies that the TZ value should be the same in the following
environments:

= A shell starting any instance of the database, the SQL*Plus startup command

= A shell starting the Oracle Database Control Console, the emctl start
dbconsole command

= A shell starting the Enterprise Manager Management Agent on any of the
database hosts, the emctl start agent command

= A shell starting any listener connecting to the database, the 1snrctl start
command

= A shell in which a process connects to the database through the Bequeath protocol,
for example, using the ORACLE_HOME and ORACLE_SID environment variables to
address the database instance

If the time zone is not consistent among the above environments, the values of the
SYSDATE and SYSTIMESTAMP functions may vary depending on the database session
calling the functions. This is inconsistent with the semantics of the functions. If you
want to work with different time zones in different database sessions, use the
CURRENT_DATE, CURRENT_TIMESTAMP, or LOCALTIMESTAMP functions with an
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appropriate setting for the session time zone. Refer to the ALTER SESSION command
for more details.

Initialization Parameters

The following sections provide information about Oracle Database initialization
parameters:

s DB _BLOCK SIZE Initialization Parameter
s ASM_DISKSTRING Initialization Parameter
s  LOG_ARCHIVE_DEST n Initialization Parameter

DB _BLOCK_SIZE Initialization Parameter

The DB_BLOCK_SIZE initialization parameter specifies the standard block size for the
database. This block size is used for the SYSTEM tablespace and by default in other
tablespaces.

The maximum value to which you can set the DB_BLOCK_SIZE is 16 KB on Linux x86.
It is 32 KB on other platforms.

Note: You cannot change the value of the DB_BLOCK_SIZE
initialization parameter after you create a database.

ASM_DISKSTRING Initialization Parameter

Note: Only Automatic Storage Management instances support the
ASM_DISKSTRING initialization parameter.

The syntax for assigning a value to the ASM_DISKSTRING initialization parameter is
as follows:

ASM_DISKSTRING = 'pathl'[, 'path2', . . .]

In this syntax, pathn is the path to a raw device. You can use wildcard characters
when specifying the path.

Table 1-3 lists the platform-specific default values for the ASM_DISKSTRING

initialization parameter.

Table 1-3 Default Values of the ASM_DISKSTRING Initialization Parameter

Platform Default Search String
AIX /dev/rhdisk*
HP-UX /dev/rdsk/*

Solaris /dev/rdsk/*

LOG_ARCHIVE_DEST n Initialization Parameter

The maximum value that you can set for ASYNC in the LOG_ARCHIVE_DEST_n
initialization parameter differs on UNIX platforms as listed in the following table:
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Platform Maximum Value
HP-UX 51200
Other operating systems 102400

Operating System Accounts and Groups

This section describes the following special operating system accounts and groups that
are required by Oracle Database:

= Oracle Software Owner Account

s OSASM, OSDBA, OSOPER, and Oracle Inventory Groups
s Groups and Security

= External Authentication

= Running the orapwd Utility

= Password Management

s Creating Additional Operating System Accounts

s Configuring the Accounts of Oracle Users

Oracle Software Owner Account

The Oracle software owner account, usually named oracle, is the account that you
use to install the Oracle software. You can use different Oracle software owner
accounts to install the software in separate Oracle home directories. However, for each
Oracle home directory, you must use the same account that installed the software for
all subsequent maintenance tasks on that Oracle home directory.

Oracle recommends that the Oracle software owner have the Oracle Inventory group
as its primary group and the OSDBA group as its secondary group.

OSASM, OSDBA, OSOPER, and Oracle Inventory Groups

1-8

Table 1-4 describes the special operating system groups required by Oracle Database.

Table 1-4 Operating System Groups

Typical
Group Name Description

OSASM dba The 0SASM group is provided exclusively for Automatic
Storage Management. Initially, only the user that installs
Automatic Storage Management is a member of the OSASM
group, if you use a separate operating system group for that
privilege. However, you can add other users. Members of
the OSASM group are authorized to connect using the
SYSASM privilege and have full access to Automatic Storage
Management, including administrative access to all disk
groups that are managed by that Automatic Storage
Management instance.

OSDBA dba Operating system accounts that are members of the 0SDBA
group have special database privileges. Members of this
group can connect to the database using the SYSDBA
privilege. The Oracle software owner is the only required
member of this group. You can add other accounts as
required.
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Table 1-4 (Cont.) Operating System Groups

Typical
Group Name Description
OSOPER oper The OSOPER group is an optional group. Operating system

accounts that are members of the OSOPER group have
special database privileges. Members of this group can
connect to the database using the SYSOPER privilege.

Oracle Inventory  oinstall All users installing Oracle software must belong to the same
operating system group. This group is called the Oracle
Inventory group. It must be the primary group of the Oracle
software owner during installations. After the installation,
this group owns all the Oracle files installed on the system.

See Also: Oracle Database Administrator’s Guide and Oracle
Database Installation Guide for more information about the OSDBA
group and SYSDBA privileges, and the OSOPER group and
SYSOPER privileges

Oracle Database uses several features of the UNIX operating system to provide a
secure environment for users. These features include file ownership, group accounts,
and the ability of a program to change its user ID during processing.

The two-task architecture of Oracle Database improves security by dividing work (and
address space) between the user program and the oracle program. All database
access is achieved through the shadow process and special authorizations in the
oracle program.

See Also: Oracle Database Administrator’s Guide for more
information about security issues

Groups and Security

Oracle programs are divided into two sets for security purposes: those that can be run
by all (other in UNIX terms), and those that can be run by DBAs only. Oracle
recommends that you take the following approach to security:

»  The primary group for the oracle account must be the oinstall group.
s The oracle account must have the dba group as a secondary group.

= Although any user account that requires the SYSDBA privilege can belong to the
dba group, the only user accounts that should belong to the oinstall group are
the Oracle software owner accounts. For example, the oracle user.

External Authentication

If you choose to use external authentication, then you must use the value of the 0S_
AUTHENT_PREFIX initialization parameter as a prefix for Oracle user names. If you do
not explicitly set this parameter, then the default value on UNIX is ops$, which is
case-sensitive.

To use the same user names for both operating system and Oracle authentication, set
this initialization parameter to a null string:

OS_AUTHENT_PREFIX=""

See Also: Oracle Database Administrator’s Guide for more
information about external authentication
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Running the orapwd Utility

You can use a password file to identify users that can use the SYSDBA and SYSOPER
privileges when connecting to the database. If you use Oracle Database Configuration
Assistant to create a database, then the assistant creates a password file for the new
database. If you create the database manually, then create the password file for it as
follows:

1. Log in as the Oracle software owner.
2. Use the orapwd utility to create the password file as follows:

$ SORACLE_HOME/bin/orapwd file=filename entries=max_users
Enter password for SYS:

The following table describes the values that you must specify in this command:

Value Description

filename The name of the file in which password information is written

The name of the file must be orapwsid, and you must supply the full
path name. Its contents are encrypted. Typically, the password file is
created in the $ORACLE_HOME/dbs directory.

password When prompted, enter the appropriate SYS password

max_users Sets the maximum number of entries permitted in the password file. This
is the maximum number of distinct users permitted to connect to the
database simultaneously with either the SYSDBA or the SYSOPER
privilege.

See Also: Oracle Database Administrator’s Guide for more
information about using the orapwd utility

Password Management

When using Oracle Database Configuration Assistant to create a database, users must
change the SYS and SYSTEM account passwords. You cannot use the default
CHANGE_ON_INSTALL and MANAGER passwords.

For security reasons, Oracle Database Configuration Assistant locks most Oracle user
accounts after it creates the database. It does not lock the SYS or SYSTEM accounts.
You must unlock any locked accounts and change their passwords before using them.
To do this, you can use one of the following methods:

= To change the passwords by using Oracle Database Configuration Assistant, click
Password Management in the Database Configuration Assistant Summary
window.

= Alternatively, use SQL*Plus to connect to the database as SYS and run the
following command to unlock an account and reset its password:

SQL> ALTER USER username IDENTIFIED BY passwd ACCOUNT UNLOCK;

Creating Additional Operating System Accounts

If required, create additional operating system accounts. Users must be members of
the OSDBA or OSOPER groups to connect to the database with administrator
privileges.
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Configuring the Accounts of Oracle Users

Update the startup files of the oracle user and the operating system accounts of
Oracle users, specifying the appropriate environment variables in the environment
file.

For the Bourne, Bash, or Korn shell, add the environment variables to the .profile
file, or the .bash_profile file for the Bash shell on Red Hat Enterprise Linux.

For the C shell, add the environment variables to the . login file.

Note: You can use the oraenv or coraenv script to ensure that
Oracle user accounts are updated.

Using Trace and Alert Files

Trace Files

Alert Files

This section describes the trace (or dump) and alert files that Oracle Database creates
to help you diagnose and resolve operating problems. It includes the following
sections:

m Trace Files

n Alert Files

Each server and background process writes to a trace file. When a process detects an
internal error, it writes information about the error to its trace file. The file name
format of a trace file is sid_processname_unixpid.trc, where:

= sidis the instance system identifier

= processname is a three or four-character abbreviated process name identifying
the Oracle Database process that generated the file (for example, pmon, dbwr, ora,
or reco)

» unixpidis the operating system process ID number
The following is a sample trace file name:

SORACLE_BASE/diag/rdbms/mydb/mydb/trace/test_lgwr_1237.trc

Set the MAX_DUMP_FILE initialization parameter to at least 5000 to ensure that the
trace file is large enough to store error information.

The alert_sid. log file stores information about significant database events and
messages. Events that affect the database instance or database are recorded in this file.
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Stopping and Starting Oracle Software

This chapter describes how to identify Oracle Database processes, and provides basic
information about how to stop and restart them. It also describes how to set up
automatic startup and shutdown of the Oracle Database. It contains the following
sections:

= Stopping and Starting Oracle Processes
= Automating Shutdown and Startup

Stopping and Starting Oracle Processes

This section describes how to stop and start Oracle processes. It contains the following
topics:

= Stopping and Starting Oracle Database and Automatic Storage Management
Instances

= Stopping and Starting Oracle Cluster Services Synchronization Daemon
= Stopping and Starting an Oracle Net Listener

= Stopping and Starting Oracle Ultra Search

=  Stopping and Starting Oracle Enterprise Manager Database Control

= Stopping and Starting Oracle Management Agent

Stopping and Starting Oracle Database and Automatic Storage Management Instances

This section describes how to stop and start Oracle Database and Automatic Storage
Management instances.

Stopping an Oracle Database or Automatic Storage Management Instance

Caution: Do not stop an Automatic Storage Management instance
until you have stopped all Oracle Database instances that use that
Automatic Storage Management instance to manage their storage.

To stop an Oracle Database or Automatic Storage Management instance:

1. To identify the SID and Oracle home directory for the instance that you want to
shut down, run the following command:

On Solaris:

Stopping and Starting Oracle Software 2-1



Stopping and Starting Oracle Processes

$ cat /var/opt/oracle/oratab

On other operating systems:
$ cat /etc/oratab
The oratab file contains lines similar to the following, which identify the SID and

corresponding Oracle home directory for each database or Automatic Storage
Management instance on the system:

sid:oracle_home_directory:[Y|N]

Note: Oracle recommends that you use the plus sign (+) as the
first character in the SID of Automatic Storage Management
instances.

2. Depending on the default shell, run the oraenv or coraenv script to set the
environment variables for the instance that you want to shut down:

s Bourne, Bash, or Korn shell:

S . /usr/local/bin/oraenv

s Cshell:

% source /usr/local/bin/coraenv

When prompted, specify the SID for the instance.
3. Run the following commands to shut down the instance:

$ sglplus

SQL> CONNECT SYS as SYSDBA
Enter password: sys_password
SQL> SHUTDOWN NORMAL

After the instance shuts down, you can quit SQL*Plus.

Restarting an Oracle Database or Automatic Storage Management
Instance

Caution: If the database instance uses Automatic Storage
Management for storage management, then you must start the
Automatic Storage Management instance before you start the
database instance.

To restart an Oracle Database or Automatic Storage Management instance:

1. If required, repeat Steps 1 and 2 of the preceding procedure to set the ORACLE_
SID and ORACLE_HOME environment variables to identify the SID and Oracle
home directory for the instance that you want to start.

2. Run the following commands to start the instance:

$ sqglplus

SQL> CONNECT SYS as SYSDBA
Enter password: sys_password
SQL> STARTUP
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After the instance starts, you can exit from SQL*Plus.

Stopping and Starting Oracle Cluster Services Synchronization Daemon

To stop the Oracle Cluster Services Synchronization daemon, run the following
command:

On AIX:

/etc/init.cssd stop

On HP-UX:

/sbin/init.d/init.cssd stop

On other platforms:

/etc/init.d/init.cssd stop

To start the Cluster Services Synchronization daemon, run the following command:

SORACLE_HOME/bin/localconfig reset

This command stops the Oracle Cluster Services Synchronization daemon and then
restarts it.

Stopping and Starting an Oracle Net Listener

This section describes how to stop and start an Oracle Net listener.

Stopping Oracle Net Listener
To stop an Oracle Net listener:

1. Run the following command to determine the listener name and Oracle home
directory for the Oracle Net listener that you want to stop:

$ ps -ef | grep tnslsnr
This command displays a list of the Oracle Net listeners running on the system.
The output of this command is similar to the following:

94248 ?? I 0:00.18 oracle homel/bin/tnslsnr listenernamel -inherit
94248 ?? I 0:00.18 oracle home2/bin/tnslsnr listenername? -inherit

In this sample output, 1istenernamel and 1istenername?2 are the names of
the listeners.

2. If required, set the ORACLE_HOME environment variable to specify the appropriate
Oracle home directory for the listener that you want to stop:

s Bourne, Bash, or Korn shell:

$ ORACLE_HOME=oracle_ homel
$ export ORACLE_HOME

s Cshell:

% setenv ORACLE_HOME oracle homel

3. Run the following command to stop the Oracle Net listener:

S SORACLE_HOME/bin/lsnrctl stop listenername
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Note: If the name of the listener is the default name, LISTENER,
then you do not have to specify the name in this command.

Restarting Oracle Net Listener
To start an Oracle Net listener:

1. If required, set the ORACLE_HOME environment variable to specify the appropriate
Oracle home directory for the listener that you want to start:
m Bourne, Bash, or Korn shell:
$ ORACLE_HOME=oracle_homel
$ export ORACLE_HOME
s Cshell:
% setenv ORACLE_HOME oracle_homel
2. Run the following command to restart the Oracle Net listener:

$ SORACLE_HOME/bin/lsnrctl start [listenername]

You must specify the listener name only if it is different from the default listener
name, LISTENER. The listener name is mentioned in the 1istener.ora file. To

display the contents of this file, run the following command:

S more $ORACLE_HOME/network/admin/listener.ora

Stopping and Starting Oracle Ultra Search

This section describes how to stop and start Oracle Ultra Search.

Stopping Oracle Ultra Search
To stop Oracle Ultra Search:

1. If required, set the ORACLE_HOME environment variable to specify the appropriate

Oracle home directory for Oracle Ultra Search:
s Bourne, Bash, or Korn shell:

$ ORACLE_HOME=oracle_home
$ export ORACLE_HOME

s Cshell:

% setenv ORACLE_HOME oracle_home

2. Run the following command to stop Oracle Ultra Search:

$ SORACLE_HOME/bin/searchctl stop

Starting Oracle Ultra Search
To start Oracle Ultra Search:

1. If required, set the ORACLE_HOME environment variable to specify the appropriate

Oracle home directory for Oracle Ultra Search:
m  Bourne, Bash, or Korn shell:

$ ORACLE_HOME=oracle_home
$ export ORACLE_HOME
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s Cshell:

% setenv ORACLE_HOME oracle_home

2. Run the following command to start Oracle Ultra Search:

S SORACLE_HOME/bin/searchctl start

Stopping and Starting Oracle Enterprise Manager Database Control

This section describes how to stop and start Oracle Enterprise Manager Database
Control.

Stopping Oracle Enterprise Manager Database Control
To stop Oracle Enterprise Manager Database Control:

1. Depending on the default shell, run the oraenv or coraenv script to set the
environment for the database managed by the Database Control that you want to
stop:

= coraenv script:

Q

% source /usr/local/bin/coraenv

= oraenv script:

S . /usr/local/bin/oraenv

2. Run the following command to stop the Database Control:

$ SORACLE_HOME/bin/emctl stop dbconsole

Starting Oracle Enterprise Manager Database Control
To start Database Control:

1. Setthe ORACLE_SID and ORACLE_HOME environment variables to identify the SID
and Oracle home directory for the database control that you want to start:

m Bourne, Bash, or Korn shell:

$ ORACLE_HOME=oracle_home
$ ORACLE_SID=sid
$ export ORACLE_HOME ORACLE_SID

s Cshell:

setenv ORACLE_HOME oracle home
% setenv ORACLE_SID sid

oe

2. Run the following command to start the Database Control:

$ SORACLE_HOME/bin/emctl start dbconsole

Stopping and Starting Oracle Management Agent

If you are using Oracle Enterprise Manager Grid Control to manage multiple Oracle
products from a central location, then you must have an Oracle Management Agent
installed on each host system. Typically, the Oracle Management Agent is installed in
its own Oracle home directory.

This section describes how to stop and start Oracle Management Agent.
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Stopping Oracle Management Agent
To stop Oracle Management Agent:

1. Run the following command to determine the Oracle home directory for Oracle
Management Agent:

$ ps -ef | grep emagent
This command displays information about the Oracle Management Agent
processes. The output of this command is similar to the following;:
94248 ?? I 0:00.18 oracle home/agent/bin/emagent ...

2. If required, set the ORACLE_HOME environment variable to specify the appropriate
Oracle home directory for the Oracle Management Agent:
m Bourne, Bash, or Korn shell:

$ ORACLE_HOME=oracle_home
$ export ORACLE_HOME

s Cshell:

% setenv ORACLE_HOME oracle_home

3. Run the following command to stop Oracle Management Agent:

$ SORACLE_HOME/agent/bin/emctl stop agent

Starting Oracle Management Agent
To start Oracle Management Agent:

1. If required, set the ORACLE_HOME environment variable to specify the appropriate
Oracle home directory for Oracle Management Agent:

m Bourne, Bash, or Korn shell:
$ ORACLE_HOME=oracle_ home
$ export ORACLE_HOME

s Cshell:

% setenv ORACLE_HOME oracle_home

2. Run the following command to start Oracle Management Agent:

$ SORACLE_HOME/agent/bin/emctl start agent

Automating Shutdown and Startup

Oracle recommends that you configure the system to automatically start Oracle
Database when the system starts, and to automatically shut it down when the system
shuts down. Automating database startup and shutdown guards against incorrect
database shutdown.

To automate database startup and shutdown, use the dbstart and dbshut scripts,
which are located in the SORACLE_HOME/bin directory. The scripts refer to the same
entries in the oratab file, which are applied on the same set of databases. You cannot,
for example, have the dbstart script automatically start s1id1, sid2, and sid3, and
have the dbshut script shut down only sidl. However, you can specify that the
dbshut script shuts down a set of databases while the dbstart script is not used at
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all. To do this, include a dbshut entry in the system shutdown file, but do not include
the dbstart entry from the system startup files.

See Also: The init command in the operating system
documentation for more information about system startup and
shutdown procedures

Automating Database Startup and Shutdown on Other Operating Systems

Automating Database Startup and Shutdown on Other Operating Systems

To automate database startup and shutdown by using the dbstart and dbshut
scripts:

1.
2.

3.

Log in as the root user.

Edit the oratab file for the platform.

To open the file, use one of the following commands:
= On Solaris:

# vi /var/opt/oracle/oratab

s On AIX, HP-UX, and Linux:

# vi /etc/oratab

Database entries in the oratab file are displayed in the following format:

SID:ORACLE_HOME: {Y|N|W}

In this example, the values Y and N specify whether you want the scripts to start or
shut down the database, respectively. For each database for which you want to
automate shutdown and startup, first determine the instance identifier (SID) for
that database, which is identified by the SIDin the first field. Then, change the last
field for each to Y.

You can set dbstart to autostart a single-instance database that uses an
Automatic Storage Management installation that is auto-started by Oracle
Clusterware. This is the default behavior for an Automatic Storage Management
cluster. If you want to do this, then you must change the oratab entry of the
database and the Automatic Storage Management installation to use a third field
with the value W and N, respectively. These values specify that dbstart
auto-starts the database only after the Automatic Storage Management instance is
started.

Note: If you add new database instances to the system and
automate startup for them, then you must edit the entries for those
instances in the oratab file.

Change directory to one of the following depending on the operating system:

Platform Initialization File Directory

AIX

/etc

Linux and Solaris /etc/init.d

HP-UX /sbin/init.d
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4. Create a file called dbora, and copy the following lines into this file:

Note: Change the value of the ORACLE_HOME environment variable
to an Oracle home directory for the installation. Change the value of
the ORACLE environment variable to the user name of the owner of
the database installed in the Oracle home directory (typically,
oracle).

#! /bin/sh -x

#

# Change the value of ORACLE_HOME to specify the correct Oracle home
# directory for your installation.

ORACLE_HOME=/u0l/app/oracle/product/11.1.0/db_1

#

# Change the value of ORACLE to the login name of the
# oracle owner at your site.

#

ORACLE=oracle

PATH=${PATH} : SORACLE_HOME/bin
HOST="hostname"
PLATFORM="uname"

export ORACLE_HOME PATH

#
if [ ! "$2" = "ORA_DB" ] ; then
if [ "SPLATFORM" = "HP-UX" ] ; then
remsh $HOST -1 SORACLE -n "$0 $1 ORA_DB"
exit
else
rsh $HOST -1 $ORACLE $0 $1 ORA_DB
if [ "SPLATFORM" = "Linux" ] ; then
touch /var/lock/subsys/dbora
fi
exit
fi
fi
#
case $1 in
'start')
$ORACLE_HOME/bin/dbstart S$SORACLE_HOME &
'stop')
$ORACLE_HOME/bin/dbshut $ORACLE_HOME &
*) ”
echo "usage: $0 {start|stop}"
exit
esac
#
exit
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Note: This script can only stop Oracle Net listener for which a
password has not been set. In addition, if the listener name is not
the default name, LISTENER, then you must specify the listener
name in the stop and start commands:

SORACLE_HOME/bin/lsnrctl {start|stop} listener _name

5. Change the group of the dbora file to the OSDBA group (typically dba), and set
the permissions to 750:

# chgrp dba dbora
# chmod 750 dbora

6. Create symbolic links to the dbora script in the appropriate run-level script
directories as follows.

Platform Symbolic Links Commands
AIX # 1n -s /etc/dbora /etc/rc.d/rc2.d/S99dbora
# 1n -s /etc/dbora /etc/rc.d/rc2.d/K01ldbora
HP-UX # In -s /sbin/init.d/dbora /sbin/rc3.d/S990dbora
# In -s /sbin/init.d/dbora /sbin/rc0.d/K001ldbora
Linux # In -s /etc/init.d/dbora /etc/rc.d/rc0.d/K0ldbora
# 1n -s /etc/init.d/dbora /etc/rc.d/rc3.d/S99dbora
# 1n -s /etc/init.d/dbora /etc/rc.d/rc5.d/S99dbora
Solaris # In -s /etc/init.d/dbora /etc/rc0.d/K01ldbora
# In -s /etc/init.d/dbora /etc/rc3.d/S99dbora
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Configuring Oracle Database

This chapter describes how to configure Oracle Database for Oracle products. It
contains the following sections:

= Configuring Oracle Database for Additional Oracle Products
= Using Configuration Assistants as Standalone Tools

= Relinking Executables

Configuring Oracle Database for Additional Oracle Products

If you install additional Oracle products after the first installation, then use Oracle
Database Configuration Assistant to configure the database for the new products as
follows:

1. If required, start the database.
2. Run the following command to start Oracle Database Configuration Assistant:

$ $ORACLE_HOME/bin/dbca

3. Select Configure Database Options.
4. From the list of available databases, select the database that you want to configure.

5. Select the products that you want to enable, and then click Finish.

Using Configuration Assistants as Standalone Tools

Configuration assistants are usually run during an installation session, but you can
also run them in standalone mode. As with Oracle Universal Installer, you can start
each of the assistants noninteractively by using a response file.

This section contains the following topics:

= Using Oracle Net Configuration Assistant

= Using Oracle Database Upgrade Assistant

s Using Oracle Database Configuration Assistant

s Configuring New or Upgraded Databases

Using Oracle Net Configuration Assistant

When Oracle Net Server or Oracle Net Client is installed, Oracle Universal Installer
automatically starts Oracle Net Configuration Assistant.
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If you choose to perform a separate Oracle Database Client installation, then Oracle
Net Configuration Assistant automatically creates a configuration that is consistent
with the selections made during the installation. Oracle Universal Installer
automatically runs Oracle Net Configuration Assistant to set up a net service name in
the local naming file located in the SORACLE_HOME/network/admin directory of the
client installation.

After installation is complete, you can use Oracle Net Configuration Assistant to create
a more detailed configuration by entering the following command:

$ SORACLE_HOME/bin/netca

Note: When you use Oracle Database Configuration Assistant to
create a database, it automatically updates the network
configuration files to include information for the new database.

Using Oracle Database Upgrade Assistant

During an Oracle Database installation, you can choose to upgrade a database from an
earlier release to the current release. However, if you choose not to upgrade a database
during installation or if there are multiple databases that you want to upgrade, then
you can run Oracle Database Upgrade Assistant after the installation.

If you installed Oracle Database 11¢ and chose not to upgrade the database during the
installation, then you must upgrade the database before mounting it.

To start Oracle Database Upgrade Assistant, run the following command:

$ $ORACLE_HOME/bin/dbua

For information about the command-line options available with Oracle Database
Upgrade Assistant, use the -help or -h command-line arguments as follows:

$ SORACLE_HOME/bin/dbua -help

See Also: Oracle Database Installation Guide and Oracle Database
Upgrade Guide for more information about upgrades

Using Oracle Database Configuration Assistant

You can use Oracle Database Configuration Assistant to:

»  Create a default or customized database

= Configure an existing database to use Oracle products
»  Create Automatic Storage Management disk groups

= Generate a set of shell and SQL scripts that you can inspect, modify, and run at a
later time to create a database

To start Oracle Database Configuration Assistant, run the following command:

$ SORACLE_HOME/bin/dbca

For information about the command-line options available with Oracle Database
Configuration Assistant, use the ~-help or -h command-line arguments as follows:

$ SORACLE_HOME/bin/dbca -help
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Configuring New or Upgraded Databases

Oracle recommends that you run the ut1rp. sqgl script after creating or upgrading a
database. This script recompiles all PL/SQL modules that may be in an invalid state,
including packages, procedures, and types. This is an optional step but Oracle
recommends that you do it when you create the database and not at a later date.

To run the ut1lrp. sql script:
1. Switch user to oracle.

2. Use the oraenv or coraenv script to set the environment for the database on
which you want to run the ut1lrp. sql script:

s Bourne, Bash, or Korn shell:

$ . /usr/local/bin/oraenv

s Cshell:

% source /usr/local/bin/coraenv

When prompted, specify the SID for the database.
3. Run the following command to start SQL*Plus:

$ sglplus "/ AS SYSDBA"

4. Ifrequired, run the following command to start the database:

SQL> STARTUP

5. Runtheutlrp.sql script:

SQL> @?/rdbms/admin/utlrp.sqgl

Relinking Executables

You can relink the product executables manually by using the relink shell script
located in the SORACLE_HOME/bin directory. You must relink the product
executables every time you apply an operating system patch or after an operating
system upgrade.

Note: Before relinking executables, you must shut down all
executables that are running in the Oracle home directory that you
are relinking. In addition, shut down applications linked with
Oracle shared libraries.

Running the relink shell script for clusterware installations is not
supported.

Depending on the products that have been installed in the Oracle home directory, the
relink script relinks Oracle product executables.

To relink product executables, run the following command:

$ relink argument

In this command, argument is one of the values listed in Table 3-1.

Table 3-1 describes arguments for the relink script.
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Table 3—-1 Relink Script Arguments

Argument Description

all Every product executable that has been installed
oracle Oracle Database executable only

network net_client,net_server, cman

client net_client, plsgl. Supported for client installations

client_sharedlib

Oracle
Multimedia

ctx
precomp
utilities

oemagent

ldap

Supported for client shared library

ctx

Oracle Text utilities
All precompilers that have been installed
All utilities that have been installed

oemagent

Note: To give the correct permissions to the nmo and nmb executables,
you must run the root . sh script after relinking oemagent.

ldap, oid
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Administering SQL*Plus

This chapter describes how to administer SQL*Plus. It contains the following sections:
= Administering Command-Line SQL*Plus

s  Using Command-Line SQL*Plus

s SQL*Plus Restrictions

See Also: SQL*Plus User’s Guide and Reference for more
information about SQL*Plus

Administering Command-Line SQL*Plus

This section describes how to administer command-line SQL*Plus. In the examples,
SQL*Plus replaces the question mark (?) with the value of the ORACLE_HOME
environment variable.

= Using Setup Files

s Using the PRODUCT_USER_PROFILE Table

= Using Oracle Database Sample Schemas

» Installing and Removing SQL*Plus Command-Line Help

Using Setup Files

When you start SQL*Plus, it runs the glogin. sql site profile setup file and then runs
the 1ogin. sql user profile setup file.

Using the Site Profile File

The global site profile file is SORACLE_HOME/sglplus/admin/glogin.sql. If a site
profile exists at this location, then it is overwritten when you install SQL*Plus. If
SQL*Plus is removed, then the site profile file is also removed.

Using the User Profile File

The user profile file is Llogin. sql. SQL*Plus looks for this file in the current
directory, and then in the directories specified by the SQLPATH environment variable.
The value of this environment variable is a colon-separated list of directories.
SQL*Plus searches these directories for the login. sql file in the order that they are
listed in the SQLPATH environment variable.

The options set in the 1ogin. sql file override those set in the glogin. sql file.
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See Also: SQL*Plus User’s Guide and Reference for more information
about profile files

Using the PRODUCT_USER_PROFILE Table

Oracle Database provides the PRODUCT_USER_PROFILE table that you can use to
disable the specified SQL and SQL*Plus commands. This table is automatically created
when you choose an installation type that installs a preconfigured database.

See Also: Oracle Database Installation Guide for more information
about installation options

To re-create the PRODUCT_USER_PROFILE table, run the SORACLE_
HOME/sglplus/admin/pupbld. sql script in the SYSTEM schema. For example,
run the following commands, where SYSTEM_PASSWORDis the password of the
SYSTEM user:

$ sglplus

SQL> CONNECT SYSTEM

Enter password: SYSTEM_ PASSWORD
SQL> @?/sglplus/admin/pupbld.sql

You can also re-create the PRODUCT_USER_PROFILE table manually in the SYSTEM
schema by using the $ORACLE_HOME/bin/pupbld shell script. This script prompts
for the SYSTEM password. If you want to run the pupbld script without interaction,
then set the SYSTEM_PASS environment variable to the SYSTEM user name and
password.

Using Oracle Database Sample Schemas

When you install Oracle Database or use Oracle Database Configuration Assistant to
create a database, you can choose to install Oracle Database Sample Schemas.

See Also: Oracle Database Sample Schemas for information about
installing and using Oracle Database Sample Schemas

Installing and Removing SQL*Plus Command-Line Help

This section describes how to install and remove the SQL*Plus command-line Help.

See Also: SQL*Plus User’s Guide and Reference for more information
about the SQL*Plus command-line Help

Installing SQL*Plus Command-Line Help

There are three ways to install the SQL*Plus command-line Help:
s Complete an installation that installs a preconfigured database.

When you install a preconfigured database as part of an installation, SQL*Plus
automatically installs the SQL*Plus command-line Help in the SYSTEM schema.

s Install the command-line Help manually in the SYSTEM schema by using the
$ORACLE_HOME/bin/helpins shell script.

The helpins script prompts for the SYSTEM password. If you want to run this
script without interaction, then set the SYSTEM_PASS environment variable to the
SYSTEM user name and password. For example:

— Bourne, Bash, or Korn shell:
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$ SYSTEM_PASS=SYSTEM/system password; export SYSTEM_PASS

— Cshell:

% setenv SYSTEM_PASS SYSTEM/system_password

= Install the command-line Help manually in the SYSTEM schema by using the
$ORACLE_HOME/sglplus/admin/help/helpbld. sql script.

For example, run the following commands, where system_passwordis the
password of the SYSTEM user:

$ sglplus

SQL> CONNECT SYSTEM

Enter password: system password

SQL> @?/sglplus/admin/help/helpbld.sqgl ?/sglplus/admin/help helpus.sqgl

Note: Both the helpins shell script and the helpbld. sql script
drop existing command-line Help tables before creating new tables.

Removing SQL*Plus Command-Line Help

To manually drop the SQL*Plus command-line Help tables from the SYSTEM schema,
run the $ORACLE_HOME/sqglplus/admin/help/helpdrop.sql script. To do this,

run the following commands, where system_password is the password of the
SYSTEM user:

S sglplus

SQL> CONNECT SYSTEM

Enter password: system password

SQL> @?/sglplus/admin/help/helpdrop.sql

Using Command-Line SQL*Plus

This section describes how to use command-line SQL*Plus. It contains the following
topics:

= Using a System Editor from SQL*Plus

= Running Operating System Commands from SQL*Plus
s Interrupting SQL*Plus

= Using the SPOOL Command

Using a System Editor from SQL*Plus

If you run an ED or EDIT command at the SQL*Plus prompt, then the system starts an
operating system editor, such as ed, emacs, ned, or vi. However, the PATH
environment variable must include the directory where the editor executable is
located.

When you start the editor, the current SQL buffer is placed in the editor. When you
exit the editor, the changed SQL buffer is returned to SQL*Plus.

You can specify which editor should start by defining the SQL*Plus _EDITOR variable.
You can define this variable in the glogin. sql site profile or the Login. sql user
profile. Alternatively, you can define it during the SQL*Plus session. For example, to
set the default editor to vi, run the following command:
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SQL> DEFINE _EDITOR=vi

If you do not set the _EDITOR variable, then the value of either the EDITOR or the
VISUAL environment variable is used. If both environment variables are set, then the
value of the EDITOR variable is used. If _EDITOR, EDITOR, and VISUAL are not
specified, then the default editor is ed.

When you start the editor, SQL*Plus uses the afiedt .buf temporary file to pass text
to the editor. You can use the SET EDITFILE command to specify a different file
name. For example:

SQL> SET EDITFILE /tmp/myfile.sqgl

SQL*Plus does not delete the temporary file.

Running Operating System Commands from SQL*Plus

Using the HOST command or an exclamation point (!) as the first character after the
SQL*Plus prompt causes subsequent characters to be passed to a subshell. The SHELL
environment variable sets the shell used to run operating system commands. The
default shell is the Bourne shell. If the shell cannot be run, then SQL*Plus displays an
error message.

To return to SQL*Plus, run the exit command or press Ctrl+d.

For example, to run a single command, use the following command syntax:

SQL> ! command

In this example, command represents the operating system command that you want to
run.

To run multiple operating system commands from SQL*Plus, run the HOST or!
command and then press Enter. You are returned to the operating system prompt.

Interrupting SQL*Plus

While running SQL*Plus, you can stop the scrolling record display and terminate a
SQL statement by pressing Ctrl+C.

Using the SPOOL Command

The default file name extension of files generated by the SPOOL command is . 1st. To
change this extension, specify a spool file containing a period (.). For example:

SQL> SPOOL query.txt

SQL*Plus Restrictions
This section describes the following SQL*Plus restrictions:
= Resizing Windows
= Return Codes

= Hiding The Password

Resizing Windows

The default values for the SQL*Plus LINESIZE and PAGESIZE system variables do
not automatically adjust for window size.
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Return Codes

Operating system return codes use only one byte, which is not enough space to return
an Oracle error code. The range for a return code is 0 to 255.

Hiding The Password

If you set the SYSTEM_PASS environment variable to the user name and password of
the SYSTEM user, then the output of the ps command may display this information.
To prevent unauthorized access, enter the SYSTEM password only when prompted by
SQL*Plus.

If you want to automatically run a script, then consider using an authentication
method that does not require you to store a password. For example, externally
authenticated logins to Oracle Database. If you have a low-security environment, then
you should consider using operating system pipes in script files to pass a password to
SQL*Plus. For example:

$ echo system password | sglplus SYSTEM @MYSCRIPT

Alternatively, run the following commands:

$ sglplus <<EOF
SYSTEM/system password
SELECT ...

EXIT

EOF

In the preceding examples, system_passwsord is the password of the SYSTEM user.
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Configuring Oracle Net Services

This chapter describes how to configure Oracle Net Services. It contains the following
sections:

»  Locating Oracle Net Services Configuration Files

= Adapters Utility

= Oracle Protocol Support

»  Setting Up the Listener for TCP/IP or TCP/IP with Secure Sockets Layer
s Oracle Advanced Security

See Also: Oracle Database Net Services Administrator’s Guide for more
information about Oracle Net Services

Locating Oracle Net Services Configuration Files

Oracle Net Services configuration files are typically, but not always, located in the
$ORACLE_HOME/network/admin directory. Depending on the type of file, Oracle
Net uses a different search order to locate the file.

The search order for the sglnet.ora and 1dap.ora files is as follows:

1. The directory specified by the TNS_ADMIN environment variable, if this
environment variable is set

2. The $ORACLE_HOME/network/admin directory

The search order for the cman.ora, l1istener.ora, and tnsnames. ora files is as
follows:

1. The directory specified by the TNS_ADMIN environment variable, if this
environment variable is set

2. One of the following directories:
= OnSolaris:

/var/opt/oracle

= On other platforms:

/etc

3. The $ORACLE_HOME/network/admin directory

For some system-level configuration files, users may have a corresponding user-level
configuration file stored in their home directory. The settings in the user-level file
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override the settings in the system-level file. The following table lists the system-level
configuration files and the corresponding user-level configuration files:

System-Level Configuration File User-Level Configuration File
sglnet.ora SHOME/ .sglnet.ora
tnsnames.ora SHOME/ . tnsnames.ora

Sample Configuration Files

The SORACLE_HOME/network/admin/samples directory contains samples of the
cman.ora, listener.ora, sglnet.ora, and tnsnames. ora configuration files.

Note: The cman.ora file is installed only if you select Connection
Manager as part of a custom installation.

Adapters Utility

Use the adapters utility to display the transport protocols, naming methods, and
Oracle Advanced Security options that Oracle Database supports on the system. To
use the adapters utility, run the following commands:

$ cd $SORACLE_HOME/bin
$ adapters ./oracle

On an Oracle Database Client system, the adapters utility displays output similar to
the following:

Oracle Net transport protocols linked with ./oracle are

IPC
BEQ
TCP/IP
SSL
RAW

Oracle Net naming methods linked with ./oracle are:

Local Naming (tnsnames.ora)
Oracle Directory Naming
Oracle Host Naming

NIS Naming

Oracle Advanced Security options linked with ./oracle are:

RC4 40-bit encryption

RC4 128-bit encryption

RC4 256-bit encryption
DES40 40-bit encryption
DES 56-bit encryption

3DES 112-bit encryption
3DES 168-bit encryption
AES 128-bit encryption

AES 192-bit encryption

SHA crypto-checksumming (for FIPS)
SHA-1 crypto-checksumming
Kerberos v5 authentication
RADIUS authentication
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ENTRUST authentication

See Also: Oracle Database Net Services Administrator’s Guide for
more information about the adapters utility

Oracle Protocol Support
Oracle protocol support is a component of Oracle Net. It includes the following:
s IPC Protocol Support
s TCP/IP Protocol Support
s TCP/IP with Secure Sockets Layer Protocol Support

The IPC, TCP/IP, and TCP/IP with Secure Sockets Layer protocol supports each have
an address specification that is used in Oracle Net Services configuration files and in
the DISPATCHER initialization parameter. The following sections describe the address
specifications for each of the protocol supports.

See Also: Oracle Database Net Services Administrator’s Guide for
more information about Oracle protocol support

IPC Protocol Support

The IPC protocol support can be used only when the client program and Oracle
Database are installed on the same system. This protocol support requires a listener. It
is installed and linked to all client tools and the oracle executable.

The IPC protocol support requires an address specification in the following format:

(ADDRESS = (PROTOCOL=IPC) (KEY=key))

The following table describes the parameters used in this address specification:

Parameter Description
PROTOCOL The protocol to be used. The value is IPC. It is not case-sensitive.
KEY Any name that is different from any other name used for an IPC KEY on

the same system.

The following is a sample IPC protocol address:

(ADDRESS= (PROTOCOL=IPC) (KEY=EXTPROC) )

TCP/IP Protocol Support

TCP/IP is the standard communication protocol used for client/server
communication over a network. The TCP/IP protocol support enables communication
between client programs and Oracle Database, whether they are installed on the same
or different systems. If the TCP/IP protocol is installed on the system, then the
TCP/1IP protocol support is installed and linked to all client tools and to the oracle
executable.

The TCP/IP protocol support requires an address specification in the following
format:

(ADDRESS = (PROTOCOL=TCP) (HOST=hostname) (PORT=port))

The following table describes the parameters used in this address specification:
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Parameter Description

PROTOCOL The protocol support to be used. The value is TCP. It is not case-sensitive.

HOST The host name or the host IP address.

PORT The TCP/IP port. Specify the port as either a number or the alias name
mapped to the port in the /etc/services file. Oracle recommends a
value of 1521.

The following is a sample TCP/IP protocol address:

(ADDRESS= (PROTOCOL=TCP) (HOST=MADRID) (PORT=1521))

TCP/IP with Secure Sockets Layer Protocol Support

The TCP/IP with Secure Sockets Layer protocol support enables an Oracle application
on a client to communicate with remote Oracle Database instances through TCP /1P
and Secure Sockets Layer. To use TCP/IP with Secure Sockets Layer, you must install
Oracle Advanced Security.

The TCP/IP with Secure Sockets Layer protocol support requires an address
specification in the following format:

(ADDRESS = (PROTOCOL=TCPS) (HOST=hostname) (PORT=port))

The following table describes the parameters used in this address specification:

Parameter Description

PROTOCOL The protocol to be used. The value is TCPS. It is not case-sensitive.
HOST The host name or the host IP address.

PORT The TCP/IP with Secure Sockets Layer port. Specify the port as

either a number or the alias name mapped to the port in the
/etc/services file. Oracle recommends a value of 2484.

The following is a sample TCP/IP with Secure Sockets Layer protocol address:

(ADDRESS= (PROTOCOL=TCPS) (HOST=MADRID) (PORT=2484))

Setting Up the Listener for TCP/IP or TCP/IP with Secure Sockets Layer

Oracle recommends that you reserve a port for the listener in the /etc/services file
of each Oracle Net Services node on the network. The default port is 1521. The entry
lists the listener name and the port number. For example:

oraclelistener 1521 /tcp

In this example, oraclelistener is the name of the listener as defined in the
listener.ora file. Reserve multiple ports if you intend to start multiple listeners.

If you intend to use Secure Sockets Layer, then you should define a port for TCP/IP
with Secure Sockets Layer in the /etc/services file. Oracle recommends a value of
2484. For example:

oraclelistenerssl 2484 /tcps

In this example, oraclelistenerssl is the name of the listener as defined in the
listener.ora file. Reserve multiple ports if you intend to start multiple listeners.
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Oracle Advanced Security

When you install Oracle Advanced Security, three .bak files are created:
naeet.o.bak, naect.o.bak, and naedhs.o.bak. These files are located in the
$ORACLE_HOME/ 1ib directory. They are required for relinking to remove Oracle
Advanced Security. Do not delete them.

Configuring Oracle Net Services 5-5



Oracle Advanced Security

5-6 Oracle Database Administrator's Reference



6

Using Oracle Precompilers and the Oracle

Call Interface

This chapter describes how to use Oracle precompilers and the Oracle Call Interface. It
contains the following sections:

Overview of Oracle Precompilers
Bit-Length Support for Client Applications
Pro*C/C++ Precompiler

Pro*COBOL Precompiler

Pro*FORTRAN Precompiler

SQL*Module for ADA

OCI and OCCI

Oracle JDBC/OCI Programs with a 64-Bit Driver
Custom Make Files

Correcting Undefined Symbols
Multithreaded Applications

Using Signal Handlers

XA Functionality

Note: To use the demonstrations described in this chapter, install
the Oracle Database Examples included on the Oracle Database 11g
Examples media.

Overview of Oracle Precompilers

Oracle precompilers are application development tools that are used to combine SQL
statements for an Oracle Database with programs written in a high-level language.
Oracle precompilers are compatible with ANSI SQL and are used to develop open,
customized applications that run with Oracle Database or any other ANSI SQL
database management system.

This section contains the following topics:

Precompiler Configuration Files

Relinking Precompiler Executables
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s Precompiler README Files

s Issues Common to All Precompilers
s Static and Dynamic Linking

s Client Shared and Static Libraries

Note: ORACLE_HOME in this section refers to ORACLE_HOME that is
created while installing Oracle Database Client 11¢ by using the
Administrator Install type.

Precompiler Configuration Files

Configuration files for the Oracle precompilers are located in the SORACLE_
HOME/precomp/admin directory.

Table 6-1 lists the names of the configuration files for each precompiler.

Table 6—-1 System Configuration Files for Oracle Precompilers

Product Configuration File
Pro*C/C++ pcscfg.cfg
Pro*COBOL (AIX, HP-UX, and Solaris) pcbecfg.cfg
Pro*FORTRAN (AIX, HP-UX, and Solaris) pccfor.cfg
Object Type Translator ottcfg.cfyg
SQL*Module for Ada (AIX) pmscfg.cfg

Relinking Precompiler Executables

Use the $ORACLE_HOME/precomp/lib/ins_precomp .mk make file to relink all
precompiler executables. To manually relink a particular precompiler executable, enter
the following command:

$ make -f ins_precomp.mk relink exename = executable_name

This command creates the new executable in the SORACLE_HOME /precomp/1lib
directory, and then moves it to the SORACLE_HOME/bin directory.

In the preceding example, replace executable with one of the product executables
listed in Table 6-2.

Table 6-2 lists the executables for Oracle Precompilers.

Table 6-2 Executables for Oracle Precompilers

Product Executable

Pro*C/C++ proc

Pro*COBOL (AIX, HP-UX, and Solaris SPARC (64-bit)) procob or rtsora

Pro*COBOL 32-bit (AIX, HP-UX PA-RISC, and Solaris SPARC procob32 or rtsora3?2

(64-bit))

Pro*FORTRAN (AIX, HP-UX, and Solaris) profor (32-bit for AIX
and Solaris)

Pro*FORTRAN 32-bit (HP-UX PA-RISC) profor32

SQL*Module for Ada (AIX) modada
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Precompiler README Files

The README files describe changes made to the precompiler since the last release.
Table 6-3 lists the location of the precompiler README files.

Table 6-3 Location of Precompiler README Files

Precompiler README File

Pro*C/C++ $SORACLE_HOME/precomp/doc/proc/readme.doc
Pro*COBOL SORACLE_HOME/precomp/doc/procob2/readme.doc
Pro*FORTRAN SORACLE_HOME/precomp/doc/prolx/readme. txt

Issues Common to All Precompilers

The following issues are common to all precompilers:
s Uppercase to Lowercase Conversion

In languages other than C, the compiler converts an uppercase function or
subprogram name to lowercase. This can cause a No such user exists error
message. If you receive this error message, then verify that the case of the function
or subprogram name in the option file matches the case used in the IAPXTB table.

= Vendor Debugger Programs

Precompilers and vendor-supplied debuggers can be incompatible. Oracle does
not guarantee that a program run using a debugger performs the same way when
it is run without the debugger.

= Value of IRECLEN and ORECLEN parameters

The IRECLEN and ORECLEN parameters do not have maximum values.

Static and Dynamic Linking

You can statically or dynamically link Oracle libraries with precompiler and OCI or
OCCI applications. With static linking, the libraries and objects of the whole
application are linked together into a single executable program. As a result,
application executables can become very large.

With dynamic linking, the executing code is partly stored in the executable program
and partly stored in libraries that are linked dynamically by the application at run
time. Libraries that are linked at run time are called dynamic or shared libraries. The
benefits of dynamic linking are:

= Reduced disk space requirements: More than one application or call to the same
application can use the same dynamic library.

= Reduced main memory requirements: The same dynamic library image is loaded
into main memory only once, and it can be shared by more than one application.

Client Shared and Static Libraries

The client shared and static libraries are located in the SORACLE_HOME/1ib or
$ORACLE_HOME/1ib32 directories. If you use the Oracle-provided demo_
product .mk make file to link an application, then the client shared library is linked
by default.
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If the shared library path environment variable setting does not include the directory
that contains the client shared library, then you may see an error message similar to
one of the following lines when starting an executable:

Cannot load library libclntsh.a

Can’'t open shared library: .../libclntsh.sl1.10.1
libclntsh.so0.10.1: can't open file: errno=2
can't open library: .../libclntsh.dylib.10.1
Cannot map libclntsh.so

To avoid this error, set the shared library path environment variable to specify the
appropriate directory. The following table shows sample settings for this environment
variable name. If the platform supports both 32-bit and 64-bit applications, then ensure
that you specify the correct directory, depending on the application that you want to

run.
Platform Environment Variable = Sample Setting

AIX (32-bit applications) LIBPATH SORACLE_HOME/1ib32
AIX (64-bit applications) LIBPATH $SORACLE_HOME/1lib
HP-UX (32-bit applications) SHLIB_PATH $ORACLE_HOME/1ib32
HP-UX (64-bit applications) and LD_LIBRARY_PATH $ORACLE_HOME/1lib
Linux

Solaris (32-bit applications) LD_LIBRARY_PATH $ORACLE_HOME/1ib32
Solaris (64-bit applications) LD_LIBRARY_PATH 64 $ORACLE_HOME/lib

The client shared library is created automatically during installation. If you must
re-create it, then:

1. Quit all client applications that use the client shared library, including all Oracle
client applications such as SQL*Plus and Oracle Recovery Manager.

2. Login as the oracle user, and run the following command:

$ SORACLE_HOME/bin/genclntsh

Nonthreaded Client Shared Library

Note: The information in this section applies to HP-UX systems.

On HP-UX, you can use a non-threaded client shared library. However, you cannot
use this library with any OCI application that uses or has a dependency on threads.

To use this library for applications that do not use threads, run one of the following
commands to build the OCI application:

= For 32-bit applications:

$ make -f demo_rdbms32.mk build_nopthread EXE=oci02 OBJS=o0ci02.0

= For 64-bit applications:

$ make -f demo_rdbms.mk build nopthread EXE=oci02 OBJS=0cil2.0
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Bit-Length Support for Client Applications

The following table identifies the bit lengths (31-bit, 32-bit, or 64-bit) supported for
client applications:

Client Application Type Supported Platforms

32-bit only Linux x86

32-bit and 64-bit AIX, HP-UX PA-RISC, Linux x86-64, and Solaris SPARC
64-bit only HP-UX Itanium

On AIX, HP-UX, and Solaris SPARC, all demonstrations and client applications
provided with Oracle Database 11g release 1 (11.1) link and run in 64-bit mode. On
AIX, Solaris SPARC, and HP-UX, you can build 32-bit and 64-bit client applications in
the same Oracle home directory.

The following table lists the 32-bit and 64-bit client shared libraries:

Platform 32-Bit (or 31-Bit) Client Shared Library 64-Bit Client Shared Library
AIX $SORACLE_HOME/1ib32/libclntsh.a $SORACLE_HOME/1ib/libclntsh.a
$ORACLE_HOME/1ib32/libclntsh.so $SORACLE_HOME/1ib/libclntsh.so
HP-UX PA-RISC $SORACLE_HOME/1ib32/libclntsh.sl $ORACLE_HOME/1ib/libclntsh.sl
Linux x86-64 and Solaris $ORACLE_HOME/1ib32/libclntsh.so $ORACLE_HOME/lib/libclntsh.so

To implement a mixed word-size installation:

1. Run the following command to generate the 32-bit and 64-bit client shared
libraries:

$ SORACLE_HOME/bin/genclntsh

2. Include the paths of the required 32-bit and 64-bit client shared libraries in one of
the following environment variables, depending on the platform:

Platform Environment Variable
AIX LIBPATH
HP-UX (32-bit client applications) SHLIB_PATH

HP-UX, Linux x86, Linux x86-64, and  LD_LIBRARY_ PATH
Solaris

Building 32-Bit Pro*C and OCI Customer Applications

If the operating system supports both 32-bit and 64-bit Pro*C and Oracle Call Interface
(OCI) customer applications, then you can find more information about building 32-bit
Pro*C and OCI applications in the following files:

For Information About. .. Refer to the Following Make Files. . .

Building 32-bit Pro*C SORACLE_HOME/precomp/demo/proc/demo_proc32.mk
applications

Building 32-bit OCI SORACLE_HOME/rdbms /demo/demo_rdbms32 .mk
applications
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32-Bit Executables and Libraries

Note: Information in this section applies to the AIX, HP-UX, and
Solaris SPARC platforms.

If the platform supports both 32-bit and 64-bit applications, then the SORACLE_
HOME/bin directory contains both 32-bit and 64-bit executables. In addition, the
following directories contain 32-bit libraries:

= $ORACLE_HOME/1ib32

[ SORACLE_HOME/rdbms/1ib32

s $SORACLE_HOME/hs/1ib32

s SORACLE_HOME/network/1ib32

m SORACLE_HOME/precomp/1lib32

Pro*C/C++ Precompiler
Before you use the Pro*C/C++ precompiler, verify that the correct version of the
operating system compiler is properly installed.
See Also:

s Oracle Database Installation Guide for information about
supported compiler versions

»  Pro*C/C++ Programmer’s Guide for information about the
Pro*C/C++ precompiler and interface features

This section contains the following topics:
s Pro*C/C++ Demonstration Programs

s Pro*C/C++ User Programs

Pro*C/C++ Demonstration Programs

Demonstration programs are provided to show the features of the Pro*C/C++
precompiler. There are three types of demonstration programs: C, C++, and Object
programs. All demonstration programs are located in the SORACLE_

HOME /precomp/demo/proc directory. By default, all programs are dynamically
linked with the client shared library.

To run the demonstration programs, the programs require the demonstration tables
created by the SORACLE_HOME/sqglplus/demo/demobld. sql script to exist in the
JONES schema with the password.

Note: You must unlock the JONES account and set the password
before creating the demonstrations.

Use the demo_proc . mk make file, which is located in the SORACLE_
HOME/precomp/demo/proc/ directory, to create the demonstration programs. For
example, to precompile, compile, and link the samplel demonstration program, run
the following command:
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Note: On AIX systems, to ensure that the demonstration
programs compile correctly, include the -r option of the make
command in the following examples. For example:

S make -r -f demo_proc.mk samplel

$ make -f demo_proc.mk samplel

To create all the C demonstration programs for Pro*C/C++, run the following
command:

$ make -f demo_proc.mk samples

To create all the C++ demonstration programs for Pro*C/C++, run the following
command:

$ make -f demo_proc.mk cppsamples

To create all the Object demonstration programs for Pro*C/C++, run the following
command:

$ make -f demo_proc.mk object_samples

Some demonstration programs require you to run a SQL script, located in the
$ORACLE_HOME/precomp/demo/sgl directory. If you do not run the script, then a
message prompting you to run it is displayed.

To build a demonstration program and run the corresponding SQL script, include the
make macro argument RUNSQL=run at the command line. For example, to create the
sample9 demonstration program and run the required $ORACLE_
HOME/precomp/demo/sqgl/sample? . sqgl script, run the following command:

$ make -f demo_proc.mk sample9 RUNSQL=run

To create all the Object demonstration programs and run all the required SQL scripts,
run the following command:

$ make -f demo_proc.mk object_samples RUNSQL=run

Pro*C/C++ User Programs

You can use the $ORACLE_HOME/precomp/demo/proc/demo_proc .mk make file
to create user programs. This make file builds either 32-bit or 64-bit user programs.
You can also use the demo_proc32 . mk make file to build 32-bit user programs. The
following table shows the make files that you can use to build 32-bit and 64-bit user
programs with Pro*C/C++:

Platform 64-bit Make File 32-Bit Make File
AIX, HP-UX, Linux x86-64, demo_proc.mk demo_proc32.mk
and Solaris SPARC

Linux x86 and Solaris NA demo_proc.mk

See Also: The make file for more information about creating user
programs
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Note: On AIX systems, to ensure that the programs compile
correctly, specify the -r option for the make command used in the
following examples.

To create a program by using the demo_proc .mk make file, run a command similar to
the following:

$ make -f demo_proc.mk target OBJS="objfilel objfile2 ..." EXE=exename

In this example:

» target is the make file target that you want to use
» objfilenis the object file to link the program

= exename is the executable program

For example, to create the program myprog from the Pro*C/C++ source file
myprog.pc, run one of the following commands, depending on the source and the
type of executable that you want to create:

s For C source dynamically linked with the client shared library, run the following
command:

$ make -f demo_proc.mk build OBJS=myprog.o EXE=myprog

= For C source statically linked with the client shared library, run the following
command:

S make -f demo_proc.mk build_static OBJS=myprog.o EXE=myprog

s For C++ source dynamically linked with the client shared library, run the
following command:

$ make -f demo_proc.mk cppbuild OBJS=myprog.o EXE=myprog

s For C++ source statically linked with the client shared library, run the following
command:

$ make -f demo_proc.mk cppbuild_static OBJS=myprog.o EXE=myprog

Pro*COBOL Precompiler

Table 64 shows the naming conventions for the Pro*COBOL precompiler.

Table 6—4 Pro*COBOL Naming Conventions

Item Naming Convention

Executable procob or procob32

Demonstration directory procob2

Make file demo_procob.mk or demo_procob_32.mk

Pro*COBOL supports statically linked, dynamically linked, or dynamically loadable
programs. Dynamically linked programs use the client shared library. Dynamically
loadable programs use the rtsora executable (or the rtsora32 executable for 32-bit
COBOL compilers) located in the SORACLE_HOME/bin directory.

This section contains the following topics:
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s Pro*COBOL Environment Variables

s Pro*COBOL Oracle Runtime System

s Pro*COBOL Demonstration Programs
s Pro*COBOL User Programs

s FORMAT Precompiler Option

Pro*COBOL Environment Variables

This section describes the environment variables required by Pro*COBOL.

Acucorp ACUCOBOL-GT COBOL Compiler

To use the Acucorp ACUCOBOL-GT COBOL compiler, you must set the A_ TERMCAP,
A_TERM, PATH, and LD_LIBRARY_ PATH environment variables. If the LD_LIBRARY
PATH environment variable setting does not include the correct directory, then an
error message similar to the following is displayed when you compile or run a
program:

runcbl: error while loading shared libraries: libclntsh.so:
cannot open shared object file: No such file or directory

A_TERMCAP and A_TERM

Set the A_TERMCAP environment variable to specify the location of the a_termcap file
and set the A_ TERM environment variable to specify a supported terminal from that
file. For example:

m Bourne, Bash, or Korn shell:

$ A_TERMCAP=/opt/COBOL/etc/a_termcap
$ A_TERM=vt100
$ export A_TERMCAP A TERM

s Cshell:
% setenv A_TERMCAP /opt/COBOL/etc/a_termcap

% setenv A_TERM vt100

PATH
Set the PATH environment variable to include the /opt/COBOL/bin directory:

s Bourne, Bash, or Korn shell:

$ PATH=/opt/COBOL/bin:$PATH
$ export PATH

s Cshell:

% setenv PATH opt/COBOL/bin:${PATH}

LD_LIBRARY_PATH

Note: On AIX, the LIBPATH variable is the LD_LIBRARY_ PATH
variable equivalent. You must use the LIBPATH variable on AIX
instead of the LD_LIBRARY_PATH variable in the following
commands.
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Set the LD_LIBRARY_PATH environment variable to the directory where the compiler
library is installed. For example, if the compiler library is installed in the
/opt/COBOL/1ib directory, then run the following command:

s Bourne, Bash, or Korn shell:

$ LD_LIBRARY PATH=${LD_LIBRARY PATH}:/opt/COBOL/lib
$ export LD_LIBRARY_PATH

s Cshell:

% setenv LD_LIBRARY PATH ${LD_LIBRARY PATH}:/opt/COBOL/lib

Micro Focus Server Express COBOL Compiler

To use the Micro Focus Server Express COBOL compiler, you must set the COBDIR
and PATH environment variables and the shared library path environment variable.

See Also: The "Client Shared and Static Libraries" section on
page 6-3 for information about the shared library path environment
variable

If the shared library path environment variable setting does not include the
$COBDIR/coblib directory, then an error message similar to the following is
displayed when you compile or run a program:

= On Linux:

rtsora: error while loading shared libraries: libcobrts_t.so:
cannot open shared object file: No such file or directory

s On HP-UX PA-RISC and Solaris SPARC:

1d.so.1l: rts32: irrecoverable: libfhutil.so0.2.0: Can't open file: errno=2

= OnAIX:

1d: rts32: irrecoverable: libfhutil.so: Can't open file: errno=2

s On HP-UX Itanium:
/usr/lib/hpux64/dld.so: Unable to find library 'libcobrts64_t.so.2'.
stoped

COBDIR

Set the COBDIR environment variable to the directory where the compiler is installed.
For example, if the compiler is installed in the /opt/1ib/cobol directory, then run
the following command:

m Bourne, Bash, or Korn shell:

$ COBDIR=/opt/lib/cobol
S export COBDIR

s Cshell:

% setenv COBDIR /opt/lib/cobol

PATH
Set the PATH environment variable to include the $COBDIR/bin directory:

m  Bourne, Bash, or Korn shell:
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$ PATH=$COBDIR/bin:$PATH
$ export PATH

s Cshell:

% setenv PATH ${COBDIR}/bin:${PATH}

Shared Library Path

Set the LIBPATH, LD_LIBRARY_PATH, or SHLIB_PATH environment variable to the
directory where the compiler library is installed. For example, if the platform uses the
LD_LIBRARY_PATH environment variable and the compiler library is installed in the
$COBDIR/coblib directory, then run the following command:

s Bourne, Bash, or Korn shell:

$ LD_LIBRARY_PATH=${LD_LIBRARY_ PATH}:S$COBDIR/coblib
$ export LD_LIBRARY_ PATH

s Cshell:

% setenv LD_LIBRARY PATH ${LD_LIBRARY_ PATH}:$COBDIR/coblib

Pro*COBOL Oracle Runtime System

Oracle provides its own complete run-time system, called rtsora (or rtsora32 for
32-bit COBOL compilers on 64-bit systems), to run dynamically loadable Pro*COBOL
programs. Use the rtsora (or rtsora32) run-time system instead of the cobrun
run-time system to run dynamically loadable Pro*COBOL programs. If you attempt to
run a Pro*COBOL program with cobrun, then an error message similar to the
following is displayed:

$ cobrun samplel.gnt

Load error : file 'SQLADR'

error code: 173, pc=0, call=1, seg=0

173 Called program file not found in drive/directory

Pro*COBOL Demonstration Programs

Demonstration programs are provided to show the features of the Pro*COBOL
precompiler. The demonstration programs are located in the SORACLE_
HOME/precomp/demo/procob2 directory. By default, all programs are dynamically
linked with the client shared library.

To run the demonstration programs, the programs require the demonstration tables
created by the SORACLE_HOME/sglplus/demo/demobld. sql script to exist in the
JONES schema with the password.

Note: You must unlock the JONES account and set the password
before creating the demonstrations.

Use the following make file to create the demonstration programs:

$SORACLE_HOME/precomp/demo/procob2 /demo_procob.mk

To precompile, compile, and link the samplel demonstration program for
Pro*COBOL, run the following command:

$ make -f demo_procob.mk samplel
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To create the Pro*COBOL demonstration programs, run the following command:

$ make -f demo_procob.mk samples

To create and run a dynamically loadable samplel.gnt program to be used with the
rtsora run-time system, run the following command:

S make -f demo_procob.mk samplel.gnt
S rtsora samplel.gnt

Some demonstration programs require you to run a SQL script, which is located in the
$ORACLE_HOME/precomp/demo/sqgl directory. If you do not run the script, then a
message requesting you to run it is displayed.

To build a demonstration program and run the corresponding SQL script, include the
make macro argument RUNSQL=run in the command. For example, to create the
sample9 demonstration program and run the required $ORACLE_
HOME/precomp/demo/sqgl/sample9 . sql script, run the following command:

$ make -f demo_procob.mk sample9 RUNSQL=run
To create the Pro*COBOL demonstration programs and run all required SQL scripts,
run the following command:

$ make -f demo_procob.mk samples RUNSQL=run

Pro*COBOL User Programs

You can use the SORACLE_HOME /precomp/demo/procob2/demo_procob.mk
make file to create user programs. This make file builds either 32-bit or 64-bit user
programs. You can also use the demo_procob_32 . mk make file to build 32-bit (or
31-bit) user programs. The following table shows the make files that you can use to
build 32-bit (or 31-bit) and 64-bit user programs with Pro*COBOL:

Platform 64-bit Make File 32-Bit Make File

AIX, HP-UX, Linux x86-64, and demo_procob.mk demo_procob_32.mk
Solaris SPARC

Linux x86 Not applicable demo_procob.mk

See Also: The make file for more information about creating user
programs

To create a program using the demo_procob.mk make file, run a command similar to
the following:

S make -f demo_procob.mk target COBS="cobfilel cobfile2 ..." EXE=exename

In this example:

m target is the make file target that you want to use
s cobfilenis the COBOL source file for the program
» exename is the executable program

For example, to create the program myprog, run one of the following commands,
depending on the source and type of executable that you want to create:

= For COBOL source, dynamically linked with the client shared library, run the
following command:
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$ make -f demo_procob.mk build COBS=myprog.cob EXE=myprog

s For COBOL source, statically linked, run the following command:

S make -f demo_procob.mk build_static COBS=myprog.cob EXE=myprog

s For COBOL source, dynamically loadable for use with rtsora (or rtsora32 for
32-bit COBOL compilers), run the following command:

$ make -f demo_procob.mk myprog.gnt

FORMAT Precompiler Option

The FORMAT precompiler option specifies the format of input lines for COBOL. If
you specify the default value ANST, then columns 1 to 6 contain an optional sequence
number, column 7 indicates comments or continuation lines, paragraph names begin
in columns 8 to 11, and statements begin in columns 12 to 72.

If you specify the value TERMINAL, then columns 1 to 6 are dropped, making column
7 the left most column.

Pro*FORTRAN Precompiler

Before you use the Pro*FORTRAN precompiler, verify that the correct version of the
compiler is installed. This section contains the following topics:

s Pro*FORTRAN Demonstration Programs
s Pro*FORTRAN User Programs

See Also:

" Oracle Database Installation Guide for information about
supported compiler versions

»s  Pro*FORTRAN Supplement to the Oracle Precompilers Guide for
information about the Pro*FORTRAN precompiler and
interface features

Pro*FORTRAN Demonstration Programs

Demonstration programs are provided to show the features of the Pro*FORTRAN
precompiler. All demonstration programs are located in the SORACLE_
HOME/precomp/demo/profor directory. By default, all programs are dynamically
linked with the client shared library.

To run the demonstration programs, the demonstration tables created by the
SORACLE_HOME/sglplus/demo/demobld. sql script must exist in the JONES
schema with the password.

Note: You must unlock the JONES account and set the password
before creating the demonstrations.

To create the demonstration programs, use the demo_profor .mk make file, located in
the SORACLE_HOME/precomp/demo/profor directory. For example, to precompile,
compile, and link the samplel demonstration program, run the following command:

S make -f demo_profor.mk samplel
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To create the Pro*FORTRAN demonstration programs, run the following command:

$ make -f demo_profor.mk samples

Some demonstration programs require you to run a SQL script that is located in the
$ORACLE_HOME/precomp/demo/sgl directory. If you do not run the script, then a
message prompting you to run it is displayed.

To build a demonstration program and run the corresponding SQL script, include the
make macro argument RUNSQL=run on the command line. For example, to create the
samplell demonstration program and run the required $ORACLE_
HOME/precomp/demo/sqgl/samplell . sql script, run the following command:

$ make -f demo_profor.mk samplell RUNSQL=run

To create the Pro*FORTRAN demonstration programs and run all the required SQL
scripts, run the following command:

$ make -f demo_profor.mk samples RUNSQL=run

Pro*FORTRAN User Programs

You can use the SORACLE_HOME /precomp/demo/profor/demo_profor .mk make
file to create user programs. This make file builds either 32-bit or 64-bit user programs.
You can also use the demo_profor_32.mk make file to build 32-bit user programs.
The following table shows the make files that you can use to build 32-bit and 64-bit
user programs with Pro*FORTRAN:

Platform 64-bit Make File 32-Bit Make File

AIX, HP-UX, and Solaris SPARC demo_profor.mk demo_profor_32.mk

See Also: The make file for more information about creating user
programs

To create a program using the demo_proc . mk make file, run a command similar to
the following:

S make -f demo_profor.mk target FORS="forfilel forfile2 ..." EXE=exename

In this example:

m target is the make file target that you want to use
» forfilenis the FORTRAN source for the program
= exename is the executable program

For example, to create the program myprog from the Pro*FORTRAN source file
myprog.pfo, run one of the following commands, depending on the type of
executable that you want to create:

= For an executable dynamically linked with the client shared library, run the
following command:

$ make -f demo_profor.mk build FORS=myprog.f EXE=myprog

= For an executable statically linked with the client shared library, run the following
command:

$ make -f demo_profor.mk build_static FORS=myprog.f EXE=myprog
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SQL*Module for ADA

Note: The information in this section applies to the AIX platform.

Before using SQL*Module for Ada, verify that the correct version of the compiler is
installed.
See Also:

»  Oracle Database Installation Guide for information about required
compiler versions

»  Oracle SQL*Module for Ada Programmer’s Guide for information
about SQL*Module for Ada

This section contains the following topics:
= SQL*Module for Ada Demonstration Programs
= SQL*Module for Ada User Programs

SQL*Module for Ada Demonstration Programs

Demonstration programs are provided to show the features of SQL*Module for Ada.
All demonstration programs are located in the SORACLE
HOME/precomp/demo/modada directory. By default, all programs are dynamically
linked with the client shared library.

To run the chl_drv demonstration program, the demonstration tables created by the
$ORACLE_HOME/sglplus/demo/demobld. sql script must exist in the JONES
schema with the password.

Note: You must unlock the JONES account and set the password
before creating the demonstrations.

The demcalsp and demohost demonstration programs require that the sample
college database exists in the MODTEST schema. You can use the appropriate make
command to create the MODTEST schema and load the sample college database.

Run the following command to create the SQL*Module for Ada demonstration
programs, run the necessary SQL scripts to create the MODTEST user, and create the
sample college database:

$ make -f demo_modada.mk all RUNSQL=run
To create a single demonstration program (demohost) and run the necessary SQL

scripts to create the MODTEST user, and create the sample college database, run the
following command:

S make -f demo_modada.mk makeuser loaddb demohost RUNSQL=run

To create the SQL*Module for Ada demonstration programs, without re-creating the
sample college database, run the following command:

$ make -f demo_modada.mk samples
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To create a single demonstration program (demohost), without re-creating the sample
college database, run the following command:

$ make -f demo_modada.mk demohost
To run the programs, you must define an Oracle Net connect string or alias named

INST1_ALIAS that is capable of connecting to the database where the appropriate
tables exist.

SQL*Module for Ada User Programs

You can use the $ORACLE_HOME/precomp/demo/modada/demo_modada .mk make
file to create user programs. To create a user program with the demo_modada .mk
make file, run a command similar to the following:

S make -f demo_modada.mk ada OBJS="modulel module2 ..." \
EXE=exename MODARGS=SQIL Module_arguments

In this example:

s modulenis acompiled Ada object

= exename is the executable program

»  SQL Module arguments are the command-line arguments to be passed to the

SQL*Module

See Also: Oracle SQL*Module for Ada Programmer’s Guide for
information about SQL*Module for Ada

OCl and OCCI

Before you use the Oracle Call Interface (OCI) or Oracle C++ Call Interface (OCCI),
verify that the correct version of C or C++ is installed.

See Also:

»  Oracle Database Installation Guide for information about
supported compiler versions

»  Oracle Call Interface Programmer’s Guide or Oracle C++ Call
Interface Programmer’s Guide for information about OCI and
OCCI

This section contains the following topics:
= OCI and OCCI Demonstration Programs
s OCI and OCCI User Programs

OCI and OCCI Demonstration Programs

Demonstration programs that show the features of OCI and OCCI are provided with
the software through the Oracle Database 11g Examples media. There are two types of
demonstration programs: C and C++. All demonstration programs are located in the
$ORACLE_HOME/rdbms /demo directory. By default, all programs are dynamically
linked with the client shared library.

To run the demonstration programs, the programs require the demonstration tables
created by the SORACLE_HOME/sglplus/demo/demobld. sqgl script to exist in the
JONES schema with the password. Some of the demonstration programs require
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specific .sql files to be run, as mentioned in the demonstration source files. OCCI
demonstration programs require occidemo.sql to be run.

Note: You must unlock the JONES account and set the password
before creating the demonstrations.

Use the demo_ rdbms . mk make file, which is located in the SORACLE_
HOME/rdbms /demo directory, to create the demonstration programs. For example, to
compile and link the cdemol demonstration program, run the following command:

S make -f demo_rdbms.mk cdemol

To create the C demonstration programs for OCI, run the following command:

$ make -f demo_rdbms.mk demos

To create the C++ demonstration programs for OCCI, run the following command:

$ make -f demo_rdbms.mk occidemos

OCl and OCCI User Programs

You can use the SORACLE_HOME/rdbms/demo/demo_rdbms . mk make file to build
user programs. This make file builds either 32-bit or 64-bit user programs. You can
also use the demo_rdbms32 .mk to build 32-bit user programs on a 64-bit operating
system. The following table shows the make files that you can use to build 32-bit and
64-bit user programs with Pro*FORTRAN:

Platform 64-bit Make File 32-Bit Make File

AIX, HP-UX, Solaris SPARC, and demo_rdbms .mk demo_rdbms32.mk
Linux x86-64

Linux x86 NA demo_rdbms .mk

See Also: The make file for more information about building user
programs

Oracle JDBC/OCI Programs with a 64-Bit Driver

Note:

s The information in this section applies to AIX, HP-UX, Linux
x86-64, and Solaris SPARC platforms.

=m  You can use the instructions and make files described in this
section to create JDBC/OCI user programs that use a 64-bit
driver.

To run JDBC/OCI demonstration programs with a 64-bit driver:

1. Add $SORACLE_HOME/jdbc/lib/ojdbc5. jar to the start of the CLASSPATH
environment variable value for each of the following files:

jdbc/demo/samples/jdbcoci/Makefile
jdbc/demo/samples/generic/Inheritance/Inheritancel/Makefile
jdbc/demo/samples/generic/Inheritance/Inheritance2/Makefile
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jdbc/demo/samples/generic/Inheritance/Inheritance3/Makefile
jdbc/demo/samples/generic/JavaObjectl/Makefile
jdbc/demo/samples/generic/NestedCollection/Makefile

2. Inthe SORACLE_HOME/jdbc/demo/samples/generic/Makefile file, modify
the JAVA and JAVAC variables to specify the JDK location and the -d64 flag as
follows:

JAVA=$ {ORACLE_HOME}/java/bin/java -d64
JAVAC=S${ORACLE_HOME}/java/bin/javac -d64

3. Setthe LD_LIBRARY_ PATH_64 environment variable to include the SORACLE_
HOME/1ib directory.

Note: On AIX, the LIBPATH variable is the LD_LIBRARY_ PATH_
64 variable equivalent. You must use the LIBPATH variable on AIX
instead of the LD_LIBRARY_ PATH_64 variable.

Custom Make Files

Oracle recommends that you use the demo_product . mk make files provided with
the software to create user programs as described in the product-specific sections of
this chapter. If you modify the provided make file or if you choose to use a
custom-written make file, then remember that the following restrictions apply:

= Do not modify the order of the Oracle libraries. Oracle libraries are included on
the link line more than once so that all the symbols are resolved during linking.

Except for AIX, the order of the Oracle libraries is essential on all platforms for the
following reasons:

— Oracle libraries are mutually referential. For example, functions in library A
call functions in library B, and functions in library B call functions in library A.

— The HP-UX linkers are one-pass linkers. The AIX, Linux, and Solaris linkers
are two-pass linkers.

s If you want to add the library to the link line, then add it to the beginning or to the
end of the link line. Do not place user libraries between the Oracle libraries.

= If you choose to use a make utility such as nmake or GNU make, then you must be
aware of how macro and suffix processing differs from the make utility provided
with the operating system. Oracle make files are tested and supported with the
make utility.

= Oracle library names and the contents of Oracle libraries are subject to change
between releases. Always use the demo_product .mk make file that ships with
the current release as a guide to determine the required libraries.

Correcting Undefined Symbols

Oracle provides the symfind utility to assist you in locating a library or object file
where a symbol is defined. When linking a program, undefined symbols are a
common error that produce an error message similar to the following:

$ make -f demo_proc.mk samplel

Undefined first referenced
symbol in file
sqglcex samplel.o
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sqlglm samplel.o
1d: irrecoverable: Symbol referencing errors. No output written to samplel

The error occurs when the linker cannot find a definition for a referenced symbol. If
this error message is displayed, then verify that the library or object file containing the
definition exists on the link line and that the linker is searching the correct directories
for the file.

The following example shows the output from the symf ind utility, which is used to
locate the sglcex symbol:

S symfind sqglcex

SymFind - Find Symbol <sglcex> in <**>.a, .0, .sO

Command : /u0l/app/oracle/product/11.1.0/bin/symfind sglcex
Local Directory: /u0l/app/oracle/product/11.1.0

Output File: (none)

Note: I do not traverse symbolic links

Use '-v' option to show any symbolic links

Locating Archive and Object files ...

[11645) |  467572] 44|FUNC |GLOB [0 |8 |sqleex
[35] | 0] 44|FUNC |GLOB |0 |5 | sqlcex

Multithreaded Applications

The Oracle libraries provided with this release are thread-safe, they support
multithreaded applications.

Using Signal Handlers

Oracle Database uses signals for two-task communication. Signals are installed in a
user process when the process connects to the database and are removed when it
disconnects.

Table 6-5 describes the signals that Oracle Database uses for two-task communication.

Table 6-5 Signals for Two-Task Communication

Signal Description

SIGCLD The pipe driver uses SIGCLD, also referred to as SIGCHLD, when an Oracle
process terminates. The operating system kernel sends a SIGCLD signal to
the user process. The signal handler uses the wait () routine to determine if
a server process died. The Oracle process does not catch SIGCLD; the user
process catches it.

SIGCONT The pipe two-task driver uses SIGCONT to send out-of-band breaks from
the user process to the Oracle process.

SIGINT Two-task drivers use SIGINT to detect user interrupt requests. The Oracle
process does not catch SIGINT; the user process catches it.

SIGIO Oracle Net protocols use SIGIO to indicate incoming networking events.

SIGPIPE The pipe driver uses SIGPIPE to detect end-of-file on the communications

channel. When writing to the pipe, if no reading process exists, then a
SIGPIPE signal is sent to the writing process. Both the Oracle process and the
user process catch SIGPIPE. SIGCLD is similar to SIGPIPE, but it applies
only to user processes, not to Oracle processes.
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Table 6-5 (Cont.) Signals for Two-Task Communication

Signal Description

SIGTERM The pipe driver uses SIGTERM to signal interrupts from the user to the
Oracle process. This occurs when the user presses the interrupt key, Ctrl+C.
The user process does not catch SIGTERM; the Oracle process catches it.

SIGURG Oracle Net TCP/IP drivers use SIGURG to send out-of-band breaks from the
user process to the Oracle process.

The listed signals affect all precompiler applications. You can install one signal
handler for SIGCLD (or SIGCHLD) and SIGPIPE when connected to the Oracle
process. If you call the osnsui () routine to set it up, then you can have more than
one signal handle for SIGINT. For SIGINT, use osnsui () and osncui () to register
and delete signal-catching routines.

You can also install as many signal handlers as you want for other signals. If you are
not connected to the Oracle process, then you can have multiple signal handlers.

Example 6-1 shows how to set up a signal routine and a catching routine.

Example 6—-1 Signal Routine and Catching Routine

/* user side interrupt set */

word osnsui( /*_ word *handlp, void (*astp), char * ctx, _*/)

/*

** osnsui: Operating System dependent Network Set User-side Interrupt. Add an

** interrupt handling procedure astp. Whenever a user interrupt(such as a "C)

** occurs, call astp with argument ctx. Put in *handlp handle for this

** handler so that it may be cleared with osncui. Note that there may be many

** handlers; each should be cleared using osncui. An error code is returned if
** an error OCCurs.

*/

/* user side interrupt clear */

word osncui( /*_ word handle _*/ );

/*

** osncui: Operating System dependent Clear User-side Interrupt. Clear the

** gpecified handler. The argument is the handle obtained from osnsui. An error
** code is returned if an error occurs.

*/

Example 6-2 shows how to use the osnsui () and the osncui () routines in an
application program.

Example 6-2 osnsui() and osncui() Routine Template

/*

** User interrupt handler template.
*/

void sig_handler()

{

main(argc, argv)
int arc;
char **argv;

{

int handle, err;
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/* Set up the user interrupt handler */
if (err = osnsui(&handle, sig_handler, (char *) 0))
{
/* If the return value is nonzero, then an error has occurred
Take appropriate action for the error. */

/* Clear the interrupt handler */
if (err = osncui (handle))

{
/* If the return value is nonzero, then an error has occurred
Take appropriate action for the error. */

XA Functionality

Oracle XA is the Oracle implementation of the X/Open Distributed Transaction
Processing XA interface. The XA standard specifies a bidirectional interface between
resource managers that provide access to shared resources within transactions, and
between a transaction service that monitors and resolves transactions.

Oracle Call Interface has XA functionality. When building a TP-monitor XA
application, ensure that the TP-monitor libraries (that define the symbols ax_reg and
ax_unreg) are placed in the link line before the Oracle client shared library. This link
restriction is required when using the XA dynamic registration (Oracle XA switch
xaoswd).

Oracle Database XA calls are defined in both the client shared library (1ibclntsh.a,
libclntsh.sl, libclntsh. so, or 1ibclntsh.dylib depending on the platform)
and the client static library (Libclntst1l.a). These libraries are located in the
$ORACLE_HOME/ 1ib directory.
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SQL*Loader and PL/SQL Demonstrations

This chapter describes how to build and run the SQL*Loader and PL/SQL
demonstration programs available with Oracle Database. It contains the following
sections:

s SQL*Loader Demonstrations
s PL/SQL Demonstrations
= Calling 32-Bit External Procedures from PL/SQL

Note: To use the demonstrations described in this chapter, you
must install the Oracle Database Examples included on the Oracle
Database 11g Examples media.

You must also unlock the JONES account and set the password
before creating the demonstrations.

SQL*Loader Demonstrations

Run the ulcase. sh file to run the SQL*Loader demonstrations. To run an individual
demonstration, read the information contained in the file to determine how to run it.

PL/SQL Demonstrations

PL/SQL includes a number of demonstration programs. You must build database
objects and load sample data before using these programs. To build the objects and
load the sample data:

1. Change directory to the PL/SQL demonstrations directory:

$ cd $ORACLE_HOME/plsgl/demo

2. Start SQL*Plus, and connect as JONES/ password:

$ sglplus
SQL> CONNECT JONES
Enter password: password

3. Run the following commands to build the objects and load the sample data:

SQL> @exampbld.sqgl
SQL> @examplod.sqgl
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Note: Build the demonstrations as any Oracle user with sufficient
privileges. Run the demonstrations as the same Oracle user.

PL/SQL Kernel Demonstrations
The following PL/SQL kernel demonstrations are available with the software:

m  exampl.sqgl to examp8.sqgl

m  exampll.sqgl to exampl4d.sqgl
s samplel.sqgl tosampled.sqgl
m extproc.sqgl

To compile and run the exampn. sgl or samplen. sql PL/SQL kernel
demonstrations:

1. Start SQL*Plus, and connect as JONES/ password:

$ cd SORACLE_HOME/plsqgl/demo
$ sqglplus

SQL> CONNECT JONES

Enter password: password

2. Run a command similar to the following to run a demonstration, where demo_
name is the name of the demonstration:

SQL> @demo_name

To run the extproc. sgl demonstration:

1. Ifrequired, add an entry for external procedures to the tnsnames . ora file,
similar to the following:

EXTPROC_CONNECTION_DATA =
(DESCRIPTION =
(ADDRESS_LIST =
(ADDRESS= (PROTOCOL = IPC)( KEY = EXTPROC))
)
(CONNECT_DATA =
(SID = PLSExtProc)
)
)

2. Ifrequired, add an entry for external procedures to the 1istener.ora file,
similar to the following:

Note: The value that you specify for SID_NAME in the
listener.ora file must match the value that you specify for SID
in the tnsnames . ora file.

s On HP-UX, Linux, and Solaris:

SID_LIST LISTENER =
(SID_LIST =
(SID_DESC=
(SID_NAME=PLSExXtProc)
(ORACLE_HOME=oracle_home_path)
(ENVS=EXTPROC_DLLS=oracle_home_path/plsqgl/demo/extproc.so,
LD_LIBRARY_PATH=oracle home_path/plsqgl/demo)
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(PROGRAM=extproc)
)

= OnAIX:

SID_LIST LISTENER =
(SID_LIST =
(SID_DESC=
(SID_NAME=PLSExXtProc)
(ORACLE_HOME=oracle_home path)
(ENVS=EXTPROC_DLLS=oracle_home_path/plsqgl/demo/extproc.so,
LIBPATH=oracle home path/plsgl/demo)
(PROGRAM=extproc)

)

Change directory to $ORACLE_HOME/plsqgl/demo.

Run the following command to create the extproc. so shared library, build the
required database objects, and load the sample data:

S make -f demo_plsgl.mk extproc.so exampbld examplod

Alternatively, if you have already built the database objects and loaded the sample
data, then run the following command:

$ make -f demo_plsgl.mk extproc.so

From SQL*Plus, run the following commands:

SQL> CONNECT SYSTEM

Enter password: SYSTEM password

SQL> GRANT CREATE LIBRARY TO JONES;

SQL> CONNECT JONES

Enter password: password

SQL> CREATE OR REPLACE LIBRARY demolib IS
2 ‘'oracle_home_path/plsql/demo/extproc.so';
3/

To start the demonstration, run the following command:

SQL> @extproc

PL/SQL Precompiler Demonstrations

Note: The make commands shown in this section build the
required database objects and load the sample data in the JONES
schema.

The following precompiler demonstrations are available:

examp9 .pc
examplO.pc
sample5.pc

sampleb.pc
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To build the PL/SQL precompiler demonstrations, set the library path environment
variable to include the $ORACLE_HOME/ 1ib directory, and run the following
commands:

$ cd $ORACLE_HOME/plsgl/demo
$ make -f demo_plsgl.mk demos

To build a single demonstration, run its name as the argument in the make command.
For example, to build the examp9 demonstration, run the following command:

S make -f demo_plsgl.mk examp9

To start the examp9 demonstration, run the following command:

$ . /examp9

Calling 32-Bit External Procedures from PL/SQL

Note: This section applies to AIX, HP-UX PA-RISC, and Solaris
SPARC.

The 64-bit external procedure executable (extproc) and the 32-bit external procedure
executable (extproc32) are installed in the SORACLE_HOME/bin directory. By
default, the extproc executable is enabled to run 64-bit external procedures on AIX,
HP-UX, and Solaris SPARC systems. To enable 32-bit external procedures:

1. Set the value of the PROGRAM parameter in the 1istener. ora file as follows:

(PROGRAM=extproc32)

2. Include the SORACLE_HOME/1ib32 directory in one of the following environment
variables, depending on the platform:

Platform Environment Variable
AIX LIBPATH

HP-UX SHLIB_PATH

Linux x86-64 LD_LIBRARY_PATH
Solaris LD_LIBRARY_PATH

3. Restart the listener.

Note: You can configure a listener to run either 32-bit or 64-bit
external procedures, but not both at the same time. However, you
can configure two listeners if you must support both 32-bit and
64-bit external procedures.
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Tuning Oracle Database

This chapter describes how to tune Oracle Database. It contains the following sections:
»  Importance of Tuning

s Operating System Tools

s Tuning Memory Management

s Tuning Disk Input-Output

= Monitoring Disk Performance

= System Global Area

s Tuning the Operating System Buffer Cache

Importance of Tuning

Oracle Database is a highly optimizable software product. Frequent tuning optimizes
system performance and prevents data bottlenecks.

Before tuning the database, you must observe its normal behavior by using the tools
described in the "Operating System Tools" section on page 8-1.

Operating System Tools

Several operating system tools are available to enable you to assess database
performance and determine database requirements. In addition to providing statistics
for Oracle processes, these tools provide statistics for CPU usage, interrupts,
swapping, paging, context switching, and Input-Output for the entire system.

This section provides information about the following common tools:

s vmstat
= sar
m iostat

= swap, swapinfo, swapon, or Isps
= AIX Tools

= HP-UX Tools

= Linux Tools

m»  Solaris Tools
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vmstat

sar

See Also: The operating system documentation and man pages for more
information about these tools

Use the vmstat command to view process, virtual memory, disk, trap, and CPU
activity, depending on the switches that you supply with the command. Run one of
the following commands to display a summary of CPU activity six times, at
five-second intervals:

s On HP-UX and Solaris:

$ vmstat -S 5 6

s On AIX and Linux:

S vmstat 5 6

The following is sample output of this command on HP-UX:

procs memory page disk faults cpu
rbw swap free si so pi po fr de sr f0 s0 sl s3 in sy c¢s us sy id
000 1892 5864 0 00 000 0 O0O0OTO0TUDO 90 74 24 0 0 99
0 00 85356 8372 0 000 000 0 O0 OO0 O 46 25 21 0 0 100
0 00 85356 8372 0 000 00O 0 0 O O0 O 47 20 18 0 0 100
0 00 85356 8372 0 00 000 0 0 0 0 2 53 22 20 0 0 100
0 00 85356 8372 0 000 00O 0 O0 OO0 O 87 23 21 0 0 100
0 00 85356 8372 0 000 00O 0 O0O0OTO0TUDO 48 41 23 0 0 100

The w sub column, under the procs column, shows the number of potential processes
that have been swapped out and written to disk. If the value is not zero, then
swapping occurs and the system is short of memory.

The si and so columns under the page column indicate the number of swap-ins and
swap-outs per second, respectively. Swap-ins and swap-outs should always be zero.

The sr column under the page column indicates the scan rate. High scan rates are
caused by a shortage of available memory.

The pi and po columns under the page column indicate the number of page-ins and
page-outs per second, respectively. It is normal for the number of page-ins and
page-outs to increase. Some paging always occurs even on systems with sufficient
available memory.

Note: The output from the vmstat command differs across
platforms.

See Also: Refer to the man page for information about interpreting
the output

Depending on the switches that you supply with the command, use the sar (system
activity reporter) command to display cumulative activity counters in the operating
system.

On an HP-UX system, the following command displays a summary of Input-Output
activity ten times, at ten-second intervals:

$ sar -b 10 10
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iostat

The following example shows the output of this command:

13:32:45 bread/s lread/s %$rcache bwrit/s lwrit/s %$wcache pread/s pwrit/s

13:32:55 0 14 100 3 10 69 0 0
13:33:05 0 12 100 4 4 5 0 0
13:33:15 0 1 100 0 0 0 0 0
13:33:25 0 1 100 0 0 0 0 0
13:33:35 0 17 100 5 6 7 0 0
13:33:45 0 1 100 0 0 0 0 0
13:33:55 0 100 2 8 80 0 0
13:34:05 0 10 100 4 4 5 0 0
13:34:15 0 100 2 2 0 0 0
13:34:25 0 0 100 0 0 100 0 0
Average 0 7 100 2 4 41 0 0

The sar output provides a snapshot of system Input-Output activity at a given point
in time. If you specify the interval time with more than one option, then the output can
become difficult to read. If you specify an interval time of less than 5, then the sar
activity itself can affect the output.

See Also: The man page for more information about sar

Use the iostat command to view terminal and disk activity, depending on the
switches that you supply with the command. The output from the iostat command
does not include disk request queues, but it shows which disks are busy. This
information can be used to balance Input-Output loads.

The following command displays terminal and disk activity five times, at five-second
intervals:

$ iostat 5 5

The following is sample output of the command on Solaris:

tty f£do sd0 sdl sd3 cpu
tin tout Kps tps serv Kps tps serv Kps tps serv Kps tps serv us sy wt id

0 1 0 0 0 0 0 31 0 0 18 30 42 0 0 099
0 16 0 0 0 0 0 0 0 0 0 1 0 14 0 0 0 100
0 16 0 O 0 0 0 0 0 0 0 0 0 0 0 0 0 100
0 16 0 O 0 0 0 0 0 0 0 0 0 0 0 0 0 100
0 16 0 0 0 0 0 0 2 0 14 12 2 47 0 0 1 98

Use the iostat command to look for large disk request queues. A request queue
shows how long the Input-Output requests on a particular disk device must wait to be
serviced. Request queues are caused by a high volume of Input-Output requests to
that disk or by Input-Output with long average seek times. Ideally, disk request
queues should be at or near zero.

swap, swapinfo, swapon, or Isps

Use the swap, swapinfo, swapon, or 1sps command to report information about
swap space usage. A shortage of swap space can stop processes responding, leading to
process failures with Out of Memory errors. The following table lists the appropriate
command to use for each platform:
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AlIX Tools

Platform Command

AIX lsps -a

HP-UX swapinfo -m

Linux swapon -s

Solaris swap -1and swap -s

The following example shows sample output from the swap -1 command on Solaris:

swapfile dev swaplo blocks free
/dev/dsk/c0t3d0sl 32,25 8 197592 162136

The following sections describe tools available on AIX systems:
= Base Operation System Tools
»  Performance Toolbox

= System Management Interface Tool

See Also: The AIX operating system documentation and man page