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Ste Sudio Publishing Utility - Administration Guide Introduction

CHAPTER 1

| ntroduction

This administration guide describes how to use Site Studio Publishing Utility to publish a Site
Studio web site. With Site Studio, you store the web sites you build in Content Server. At some
point, you may find that you would like to publish the site from a Content Server to aweb
server that is not running a Content Server instance. This process is referred to as publishing.

The Publishing Utility allows you to publish a Site Studio web site from a Content Server
environment to a pure web server environment (that is, one running Microsoft 11S, Apache,
etc.).

The Publishing Utility creates a static snapshot of adynamic site by traversing all thelinksina
web site (visiting all of the linked pages) and downloading a copy of each page and all of the
resources (images, flash movies, etc.) on each page. Your entire web site )including the content
of queries, layout pages, fragments, contributor data files, and native documents) will be
copied and published to the new server.

In this section:
= Guidelinesfor publishing
=  Guideinesfor customizing Site Studio pages
= Documentation

m  Conventions used in thisguide

Guidelinesfor publishing

To publish aweb site from a Content Server environment to aweb server, all the content of
your site will be copied by the Publishing Utility. However, the copy of the site must be both
complete and self-contained. That is, the copy must contain all of the resources of the original
site, and pages in the copy must refer only to resources within the copy itself. To create a self-
contaned copy, the Publishing Utility rewrites any absolute (full) URLswithin the origina site
to relative URL s to allow the static copy to be hosted on a different hosting instance.

The Publishing Utility uses the following procedures to identify and evaluate links and
resources contained in a particular page:

= When handling HTML, the Publishing Utility looks for any attributes in tags that may
contain links (for example, the ‘HREF' attributein an ‘A’ tag or the * SRC’ attributein an
‘IMG’ tag), and downloads these images. If the link is absolute, the link in the copied site
is updated to refer to the downloaded image (viaarelative URL) instead of the original
image. See “Guidelines for customizing Site Studio pages’ on page 6 for more
information.

= When handling JavaScript, the Publishing Utility looks for specific JavaScript commands
that are commonly used to load a new image or change what is being displayed on the
page. When those specific commands are encountered, it evaluates the JavaScript and
interprets each command. However, an unrecognized JavaScript command may cause the
Publishing Utility to not include areferenced page or fail to download an image. See
“Using JavaScript in links for published pages’ on page 6 for more information.

Note: See the Site Studio documentation for more information.
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Guidelinesfor customizing Site Studio pages

When customizing Site Studio—generated JavaScript or writing your own components, be sure
to use relative URLsfor all images, movies, etc., that are referenced in the script; avoid
concatenating strings to build up paths to resources. Thiswill make it easier for the Publishing
Utility to properly identify and evaluate the external references.

Pay specia attention to those itemsincluded in adynamic list or using JavaScript patterns, and
also to naming conventions for published pages.

Using JavaScript in linksfor published pages

You may want to specify a JavaScript pattern in alink to be used in your published web pages.
Certain patterns must be used for the Publishing Utility to identify and evaluate JavaScript
references and links in order for these references to be converted to relative referencesin the
published version.

The Publishing Utility looks for specific patterns in the embedded JavaScript of web pages.
When these patterns are encountered, the Publishing Utility evaluates the JavaScript and
interprets the command.

= ThePublishing Utility evaluates general JavaScript patterns that are commonly used to
load a new image or change what is being displayed on the page. See “ Genera JavaScript
patterns’ on page 6 for more information.

= ThePublishing Utility also evaluates certain Site Studio—specific JavaScript patterns. See
“ Site studio-specific JavaScript patterns’ on page 6 for more information.

Note: An unrecognized JavaScript command may cause the Publishing Utility to not include a
referenced page or fail to download an image.

In all patterns listed below, double quotation marks (") and single quotation marks (') are
treated as equivalent. All datain bold are simply examples; the crawler will attempt to match
any valid URL within the quotes.

General JavaScript patterns

JavaScript fragment Link to betraversed Replacement
" http://www.foo.com/test.html" http://www.foo.com/test.html none
something.src = " foo.gif"; foo.gif none
top.location.href =" other.html" ; other.html none
foo.open(" test.html"); test.html none
frame.replace(" something.html");  something.html none

Site studio-specific JavaScript patterns

JavaScript fragment Link to betraversed Replacement

Var g_httpCgiUrl ="...";

link (XX X) ?ldcService= /static/
SS GET_PAGE& ssDocName=XX doc XXX
X

nodelink(YYY) 2dcService= Seenote 1

SS GET_PAGE&nodeld=YYY
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JavaScript fragment Link to betraversed Replacement
Nvh_mainnavigation_display(...) See note 2 See note 3
New SiteMapTree(...) See note 2 See note 3
New ExplorerMenuBar(...) See note 2 See note 3
New VerticalMenuBar(...) Seenote 2 Seenote 3
New NavTabsTop(...) See note 2 See note 3
New NavL ogoHome(...) See note 2 See note 3

var ssAssetsPath ="..."

Notes:

1. A hierarchical path is constructed using the URL Page Name and URL Directory Name
properties of the site and the nodes. If no properties are defined the node |abel with

underscores is used.

2. If thelocations of these images have been altered, their names have been changed, or new
assets have been added, the locations will not be picked up in the crawling process.

3. The parameters of these JavaScript calls, which are referencesto files or directories, are

converted to arelative reference in the published version.

Important: Do not customize Site Studio pages by appending URL parameters to a node
reference, as any appended parameters are ignored (i.e., any node parameters not defined using
Site Studio will not be used in naming the pages). For example, a URL appended after

nodeld=YYY isignored.

Documentation

The documentation for Site Studio Publishing Utility is available in the installation directory,

as online Help, and on the web site.

Documentation Format  Availability

Release Notes PDF Available on the DVD or in the distribution ZIPfile.
Installation Guide PDF Available on the DVD or in the distribution ZIP file.
Administration Guide PDF, Available on the DVD or in the distribution ZIPfile. .
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Conventionsused in thisguide

The User Guide contains the following conventions:

Convention

Definition

Bold

Code

Indicates an item that you select in the Designer or Contributor
interface, such as a button or menu, in order to perform a specific
task: Click OK to confirm the deletion.

Indicates amenu choice. For example, “ Choose File > Open” means
“Click the File menu, and then click Open.”

Indicates the actual code used by Designer and code you can enter in
Source view in alayout page.
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CHAPTER 2

Getting started

Site Studio Publishing Utility allows you to publish aweb site from a Content Server
environment to a pure web server environment (that is, one running Microsoft 11S, Apache,
etc.). All of the content of your site, including content picked up by queries, will be copied and
published to the new server.

The Publishing Utility is the server side of the system and either a Subscription Client or an
FTP server isthe client side of the system. The Subscription Client is generally installed on
every machine that hosts a web server (unless you choose to use an FTP server).

Note: The Subscription Client is used asthe client side component for both Connection Server
and Site Studio Publishing Utility.

Thisis an overview of the installation and setup:
= Install the Publishing Utility.
m Install a Subscription Client instance (or use an FTP server).

= Create anew publish destination (configure the Publishing Utility to communicate with
the Subscription Client or FTP server).

= Configure the Subscription Client to communicate with the Publishing Utility (or use an
FTP server).

Note: For the stepsto install and configure the Publishing Utility and Subscription Client, see
the Site Studio Publishing Utility Installation Guide (installation-guide.pdf).

In this section:
= Creating a new publish destination
= Publishing a Site Studio web site
= Error handling for publishing

Creating a new publish destination

On the Publishing Utility administration interface, click Destinations and then Create New
Destination to define your destination details, destination type, and Subscription Client or FTP
server information.

To create a new publish destination:

1. Enter aDestination Name. Use a descriptive name for the publish destination (for
example, PublicWebServer or ProductionServer7).

For Description, you can enter additional descriptive information (optional).
For Destination Type, select one of these options:

= Subscription Client: The content is delivered to a Subscription Client instance. You
must define Subscription Client Details below.

m  FTP Server: The content is delivered directly to adesignated FTP server. You must
define FTP Server Details below.
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Enter a Destination Login and Password for the destination (Subscription Client or FTP
server). Thelogin and password are used by the Subscription Client to authenticate itself
to the Publishing Utility.

If your destination type is a Subscription Client, enter the Destination Push URL. Thisis
the URL of the hosting server where the Site Studio web site isto be published (e.g.,
http://productionserver7:8886 or http://106.106.106.1:8886).

If thisisanew Subscription Client installation, and you have not already done so, you
must configure the Subscription Client to communicate with the Publishing Utility. For
more information, see the Installation Guide for Site Studio Publishing Utility
(installation-guide.pdf).

If your destination type is an FTP server, enter thisinformation:
=  URL of the FTP server

s FTP server port number

m  FTPserver login name

m  FTP server password

= A subdirectory to place content in

Click Save.

Publishing a Site Sudio web site

On the Publishing Utility administration interface, click Add Website to define your site
details, update schedule, and delivery information.

To defineyour site details:

1

Enter the user and password to access the Site Studio web site.

The user name and password entered here defines what user account is used to access the
Site Studio web site; and therefore controls whether you will be able to publish asite
without getting access control errors.

Enter the Server CGl URL.

Thisisthe URL to the instance of Content Server that is hosting your Site Studio web
sites (e.g., http://server7/stellent/idcpl g).

Click Connect.

The Site ID drop-down list is automatically populated.

Choose a Site ID from the list.

The Site ID isthe unique identifier of your Site Studio web site in the Content Server.
Click Generate Manifest URL.

The Manifest URL field is automatically popul ated.

Enter a descriptive Site Name (e.g., “Business Website” or “ ProductionServer7”).

10
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7.

Server CGT LA |http'.'i's,ercar?fatellen:-'idn:plg Conmect I

Site Id | MewSite - Ganerate Mandest LRL |

mManifest URL * |http'f’)sercar?.l'atellen:-'idc algPldeSenica=EE Gl

Slte Mame * |ElL5iness Wiebsite

For Site Description, you can enter additional descriptive information (optional).

8. Select your delivery option:

Incremental: Content will be delivered incrementally: that is, if delivery of a
package of content items is interrupted, the content items successfully delivered and
retrieved so far will not be discarded. Delivery of the remaining items will resume at
the next delivery attempt, as dictated by the subscription's delivery rule. Use this
option if delivering to an FTP server.

Atomic: For each user, the Publishing Utility must successfully deliver all of the
items sent in each delivery; otherwise, no items will be delivered. (No incremental
delivery.) Only available when delivering to a Subscription Client.

Synchronized: The Publishing Utility must successfully deliver all theitemssent in
each delivery to all users; otherwise, no itemswill be delivered to any users. The
synchronized delivery option is useful when you need to reliably distribute identical
copies of content, in parallel, to multiple servers (e.g., to an array of mirrored web
servers that support load-balancing or failover). Only available when delivering to a
Subscription Client.

To define your update schedule:

1

Choose an update option:

Every day: Select this option to check the content every day of the year.

Only on: Select this option and then select the desired day(s) of the week to check
content only on those days.

Only on these dates. Select this option to check content every month on certain
dates. You can type days of the month as numbers separated by spaces. Use “last” to
specify the last day of the month. (For example, entering 10 20 last sets checking for
the 10th, 20th, and the last day of the month.)

Manual Update: Select this option to prevent the site from being checked. With this
option, no content will be automatically published. This option isuseful if you want
to manually check and publish the site (by clicking Update Now on the Status page).

Enter aFirst update at value to specify the start time for checking to occur.

Type atimein hour and minutes and select AM or PM (for example, 3:40 PM).

Enter a Update every value to specify the interval between checks.

Type anumber and select Hours or Minutesfrom thelist (for example, to check once a
day, enter 24 and choose Hours).

Enter aL ast update at value to specify the final time for checking to occur.

Type atime as hour and minutes and select AM or PM (for example, 3:40 PM).

To select your delivery destination:

1

Choose which destination to deliver to by checking the subscribe option for that
destination.



Ste Sudio Publishing Utility - Administration Guide Getting started

2. Click Save when you are done defining your site details, update schedule, and delivery
information.

Error handling for publishing

Administrative control over error handling is provided by pre-set configuration variables.
These settings define whether areturned HTTP response is handled as a hard-error or soft-error
indication, or smply ignored.

Note: Theterms “hard-error” and “ soft-error” are simply descriptive termsto indicate the
relative seriousness of areturned HTTP response. By default, certain HTTP responses are
evaluated as hard-errors, while other HTTP responses are evaluated as soft-errors. However,
these defaults can be customized.

Understanding error handling

When there is no error, the contents of the Site Studio web site is published to the publish
destination. If an HTTP response is detected, an error code is returned. The Publishing Utility
configuration settings define how these errors are handled.

In most cases, the default settings will be adeguate for most publishing needs. However, by
editing the configuration values you can change the settings. This provides an additional level
of customization and control over error handling.

= Network 10 Errors (physical network problems, like an inability to connect) are always
treated as hard-errors.

= Thealowed threshold for hard-errors and soft-errors can be customized by changing the
values in the hard-error threshold and soft-error threshold entries.

= HTTP responsesin the 500 range are evaluated as hard-errors by default. This can be
customized by listing them explicitly in the soft-errors or ignore-errorslist.

s HTTPresponsesin the 400 range are evaluated as soft-errors by default. This can be
customized by listing them explicitly in the hard-errors or ignore-errors list.

s HTTPresponsesin the 300 - 100 range are ignored by default This can be customized by
listing them explicitly in the soft-errors or hard-errorslist.

Note: Soft-error indication is an essential part of the interface, since it may not always be
possible to access particular information from the content server.

Tech Tip: If you encounter errorsin the crawl, the recommended course of action isto
determine why the errors are occurring and try to resolve them rather than to immediately
increase your threshold. In many cases, they will be simple errors such as missing images or
broken links. These are easy to fix and involve simple corrections.

Configuration settings for error handling

Configuration Setting Description Default

hard-error-threshold Defines the number of hard errors allowed. 1
If the defined number is exceeded,
publishing will fail.

soft-error-threshold Definesthe number of soft errorsallowed. If 5
the defined number is exceeded, publishing
will fail.

12
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Configuration Setting Description Default
hard-errors This allows you to specify individual error The 500 range of
codes that will be treated as hard errors. error codes are
There are no wildcards allowed in thislist, ~ €valuated as hard
you need to list each error code explicitly errors by default.
(separated by a comma).

soft-errors This allows you to specify individual error The 400 range of
codes that will be treated as soft errors. error codes are
There are no wildcards allowed in this list, ~ €valuated as soft
you need to list each error code explicitly errors by default.
(separated by a comma).

ignore-errors This allows you to specify individual error The 100-300 range
codes that will be ignored (not evaluated as  of error codes are
either hard or soft errors). ignored by default.

There are no wildcards allowed in thislist,
you need to list each error code explicitly
(separated by acomma).

Note: Use caution when adding error codes
to thislist.

Customizing error handling

Publishing error control is configured by an element in the options tag of the sitestudio.config
file (located in the Publishing Utility installation directory). These options affect all offerson

the server.

Note: This configuration file may not exist after acleaninstall of the Publishing Utility, but
will be generated when you create your first Site Studio offer. The server needs to be shut
down for changes to be made to this configuration file.

By editing the configuration settings you can control whether the Publishing Utility evaluates a
returned HTTP error as a hard error or soft error indication or define how many hard or soft

errorswill be allowed.

For example:

= By defining the hard-error threshold as 5, more than five hard errors will prevent

publishing of the site.

» By defining the soft-error threshold as 9, more than nine soft errors will prevent

publishing of the site.

= By adding 404 and 405 to the hard-errors entry, these error codes will be evaluated as
hard errors along with the 500 range of codes (the 500 range of codes are evaluated as
hard errors by default).

= By adding 501 and 503 to the soft-errors entry, these error codes will be evaluated as soft
errors along with the 400 range of codes (the 400 range of codes are evaluated as soft

errors by default).

» By adding 509 and 405 to the ignore-errors entry, this error code will be ignored (not
evaluated as either a hard or soft error).

13
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Example of modified sitestudio.config file:

<options>
<error-control

hard-error-threshold="5"
soft-error-threshold="9"
hard-errors="403, 404"
soft-errors="501, 503"
ignore-errors="509" />

</options>

Sandard HTTP error codes

This section lists the standard error codes that are part of the Hypertext Transfer Protocol
(HTTP). For more information on the standard HTTP error codes visit the World Wide Web

consortium (W3C) website:

http://www.w3.0rg/Protocol s/

HTTP Protocol Status Codes

100 Continue

101 Switching Protocols
200 OK

201 Created

202 Accepted

203 Non-Authoritative Information
204 No Content

205 Reset Content

206 Partial Content

300 Multiple Choices
301 Moved Permanently
302 Moved Temporarily
303 See Other

304 Not Modified

305 Use Proxy

400 Bad Request

401 Unauthorized

402 Payment Required

403 Forbidden

404 Not Found

405 Method Not Allowed
406 Not Acceptable

407 Proxy Authentication Required
408 Request Time-Out

409 Conflict

410 Gone

411 Length Required

412 Precondition Failed

413 Request Entity Too Large
414 Request-URL Too Large
415 Unsupported Media Type
500 Server Error

501 Not I mplemented

502 Bad Gateway

503 Out of Resources

505 HTTP Version not supported

14
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CHAPTER 3

Publishing Utility administration

This section providesinformation on using the Publishing Utility administration interface. You
can view the Help system in aweb browser such as Internet Explorer or Netscape Navigator,
and you can use conventional web browser controls to navigate and view the Help topics
(Back, Forward, Refresh, etc.).

Click the Help @ icon to view the online Help. Each dialog box has a Help button that takes
you directly to atopic that provides descriptive information on the functionality of that dialog
box.

From each Help topic, click the Show Navigation L button in the navigation bar to view the
complete Administration Guide online.

In this section:

= Current status

= Add website

= All destinations

= Create new destinations
s Eventlogs

= Create event log

m  Logging facilities

= View log messages

»  Genera settings

Current status

This page allows you to view the current status of all web sites and provides publishing details.
Site Name: The site name. Click to view Site Details for this web site displays.

Job Schedule: The job schedule set (e.g, “Manual Update”).

Last Update: The day and time of the last update.

Job State: Thejob state (e.g., “Completed”) and the number of errors and warningsis listed.
Click to view log messages or to change the severity filter.

Changes: Lists the changes from the last publish event.
Delivery Satus: Liststhe number of destinations updated.
Update History: Click “View all updates’ for a detailed list.
Actions: Click the “Update Now” icon to update the web site.

15
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Add website

This page allows you to add a Site Studio web Site.

Site Details
User Name: The user name to access the Site Studio web site.
Passwor d: The password to access the Site Studio web site.

The user name and password entered here defines what user account is used to access the Site
Studio web site; and therefore controls whether you will be able to publish a site without
getting access control errors.

Server CGIl URL: The URL to the Content Server instance that is hosting your Site Studio
web sites (e.g., http://server7/stellent/idcplg). Enter the Server CGI URL and click Connect.
The Site ID drop-down list is automatically populated.

SiteID: The uniqueidentifier of your Site Studio web sitein the Content Server. Choose a Site
ID from the drop-down list and click Generate Manifest URL. The Manifest URL field is
automatically populated.

Site Name: Enter a descriptive name (e.g., “Business Website” or “ProductionServer7”).
Site Description: Enter any additional descriptive information here.

Delivery Options: Specify whether the Publishing Utility must check that all content has been
delivered (required).

Select your delivery option:

= Incremental: Content will be delivered incrementally: that is, if delivery of a package of
content items is interrupted, the content items successfully delivered and retrieved so far
will not be discarded. Delivery of the remaining items will resume at the next delivery
attempt, as dictated by the subscription's delivery rule. Use this option if delivering to an
FTP server.

= Atomic: For each user, the Publishing Utility must successfully deliver al the items sent
in each delivery; otherwise, no items will be delivered. (No incremental delivery.) Only
available when delivering to a Subscription Client.

= Synchronized: The Publishing Utility must successfully deliver al theitems sent in each
delivery to al users; otherwise, no itemswill be delivered to any users. The Synchronized
delivery option is useful when you need to reliably distribute identical copies of content,
in parallel, to multiple servers (e.g., to an array of mirrored web servers that support load-
balancing or failover.) Only available when delivering to a Subscription Client.

Preferred Page Extension: the default page extension isHTML. Change thisif you want to
uses a differnt page extension such as HCSP or JSP.

Update Schedule

When you specify your update schedule (start time, end time, and interval between deliveries),
you can limit the time of day that content will be delivered. For example, if you specify
delivery every 60 minutes, to begin at 8:00 AM and end at 5:00 PM, content will be delivered
hourly—but not before 8:00 AM or after 5:00 PM.

Every day: Select this option to check the content every day of the year.

Only on: Select this option and then select the desired day(s) of the week to check content only
on those days.

Only on these dates. Select thisoption to check content every month on certain dates. You can
type days of the month as numbers separated by spaces. Use “last” to specify thelast day of the

16
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month. (For example, entering 10 20 last sets checking for the 10th, 20th, and last day of the
month.)

Manual Update: Select this option to prevent the site from being checked. As aresult, no
content will be automatically published. This option is useful if you want to manually check
and publish the site (by clicking Update Now on the Status page).

First Update at: Specify the start time for checking to occur. Enter atime in hour and minutes
and select AM or PM (for example, 3:40 PM).

Update Every: Specify the interval between checks. Type atwo-digit number and select
Hours or Minutes from the list (to check once aday, enter 24 and choose Hour s).

Last Update at: Specify the final time for checking to occur. Enter atime as hour and minutes
and select AM or PM (for example, 3:40 PM).

Deliver To

You can choose which destination to deliver to by checking the subscribe option for that
destination, and unsubscribe by checking the unsubscribe option. Click Save when you are
done defining your site details, update schedule, and delivery information.

All destinations

This page alows you to perform these tasks:
= View thelist of destinations
= Create anew destination by clicking Create New Destination.
= View the detail page of adestination by clicking its Name

Create new destinations

This page allows you to update or delete current publish destination information or to add a
new publish destination.

Destination Details

Destination Name: Provide a descriptive name for this destination (required).
Description: You can add any descriptive information for this destination.
Destination Type: (required)

= Subscription Client: The content is delivered to a Subscription Client instance. You
must specify Subscription Client Details below.

m  FTP Server: The content is delivered directly to adesignated FTP server. You must
specify FTP Server Details below.

Subscription Client Details
This section is for use when using a Subscription Client instance.

Destination Push Url: The URL of the hosting server where the Site Studio web siteisto be
published (e.g., http://productionserver7:8886 or http://106.106.106.1:8886).

Passwor d: The password for the destination (Subscription Client). The password is used by
the Subscription Client to authenticate itself to the Publishing Utility.
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FTP Server Details

This section isfor use when using an FTP server.

FTP Server Location: The URL of the FTP server (required).
Server Port Number: The FTP server port number.

FTP User Name: The FTP server login name (required).

FTP Password: The FTP server password.

FTP Subdirectory: A subdirectory to place content in.

Event logs

This page allows you to:
= View thelist of event logs
= Start creating an event log by clicking Create Event Log
= View the detail page of an event log by clicking its Name

Primary Log

While the Publishing Utility is running, it automatically generates a log file named
syndicator.log. Thisisan ASCII text file written to the Publishing Utility installation directory.
In the Publishing Utility administration interface, thislog file is referred to as the Primary log.

By default, the Publishing Utility uses a rotation method to manage itslog file. Additional log
files are created when the current one reaches its maximum configured size. The Publishing
Utility continues to generate log files of a constant size until it has generated the number
configured. When the specified number of filesis reached, the Publishing Utility deletesthe
oldest log file when it creates the next new one. The rotating scheme provides control over
exactly the amount of disk space used for storing log messages; and the most recent logging
information is always retained.

The default file size for syndicator.log is 1024 kilobytes. The default number of filestorotateis
7; you can set this number as high as 100.

Database Log

Thisevent log is required for the Current Status display. The default logging level is‘Info’ to
provide informational messages. The logging level can be changed to suit your needs. See
“Create event log” on page 19 for more information.

Deleting Event L ogs

To explicitly delete event logs:

1. OntheEvent Logs page, click thelink for the log you want to delete.
2. Ontheresulting Event Log page, click Delete.

Note: You cannot delete the Primary log.

The Publishing Utility saves event and transmission messages generated by the Publishing
Utility components, so that you can review them in case of problems. This section provides an
overview of these logging features.
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Create event log

This page alows you to create additional event logs.

L og Details
Enter alog name and select the desired logging levels.

L og name: Choose a name for thislog. (You can choose the name arbitrarily, but it should
normally reflect the log's purpose.)

Description: Enter a description of thislog’s purpose.
Log Method: Select a File or Custom log method.

m  File: ASCII text file, with user-specified file name and rotation. You must specify File
Logging details below.

m  Custom: Custom log using a specified Java class API. You must specify Custom
Logging details below.

Logging Levels
Default Logging L evel: Setsthe default error level for logging facilities.

You can set the level of eventsthat are logged from various component facilities of the
Publishing Utility. The severity levels are:

= Critical: Displaysinformation of a serious error or crash.
m  Error: Displaysinformation when an operation has failed.
= Warning: Displays unusual conditions.

= Info: Displaysinformational messages.

= Verbose: Displays multiple-line status messages.

m  Debug: Displays debug information for programmers. Thislogging level returns alarge
number of messages and can impact system performance. For this reason, only use debug
to troubleshoot specific problems.

Use the facility error drop-down lists to override the default error logging level for particular
logging facilities. See “Logging facilities’” on page 20 for more information.

L og Destinations

For each log, the destination can be one of the following:

File Logging: ASCII text file, with user-specified file name and rotation.
Database L ogging: Publishing Utility database, with user-specified purge cycle.
Mail Logging: Email notification to a specified administrator address.

Custom Logging: Custom log using a specified Java class API.

File Logging

Select the File Logging option if you want this log to send messages to a text file. This section
of the page allows you to define the following settings:

File name: Enter afile name for thislog.
File handling: Select one of the following options:
s Overwritelog file: Starts the log file fresh each time the Publishing Utility is started.

= Append to existing log file: Appends new entries to the existing log.
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= Rotatelog files by size: Causes the Publishing Utility to automatically generate
additional log files when the current file reaches the threshold size specified. When the
specified threshold isreached, the Publishing Utility will delete the oldest file asit creates
the next new one.

Rotatefiles every...KB: Set the threshold size (in kilobytes) of the log file at which file
rotation will occur. The maximum setting allowed is 1024 KB.

Keep...old files: Set the maximum number of filesto retain in file rotation. The maximum
setting allowed is 100.

Log files can become quite large. To generate smaller log files, use logging levelsthat generate
messages less frequently, such as Critical or Error. Also, using the “Rotate log files by size”
option for File handling ensures that the disk space used for logging remains constant.

Custom L ogging

Thislog destination directs log messages to a Javaroutine for processing. For use with custom
logging processors.

L ogging facilities

These are the facilities for which event logging can be specified:
csm.sitestudio: Content source monitor used to monitor Site Studio sites.

csm.web: Content source monitor used to monitor web sites or FTP sites. When publishing a
Site Studio site, many messages will show up as csm.web (see also csm.sitestudio).

database: All of the server’s basic interactions with the database are logged here.
dataobject: Messages related to the storing and retrieving of objects from the database.
date-time: All messages associated with date or time conversions are logged here.

delivery: Messages regarding the general aspects of content delivery, independent of delivery
method.

delivery.ftp: Messages specific to delivering content via FTP.

delivery.ice: Messages specific to delivering content via | CE (note that both pull and push ICE
subscriptions would log here).

event: Notification of the creation, modification, and deletion of resources (such as offers,
subscribers, and subscriptions), including the distribution of such events over the network.

httpd: Connection and networking messages generated by the Publishing Utility’s built-in web
server(s).

httpd.content: Messages generated by the Publishing Utility’s built-in content server (for
serving files from content source monitors).

httpd.tomcat: Messages generated by Publishing Utility administration server.

ice: The actual 1CE messages exchanged between Publishing Utility and Subscription Client,
aswell astheir processing.

ice-cache: Messages concerning insertions and removals from the Publishing Utility’s ICE
cache (a subsystem used to queue up items which will be sent to the Subscription Client,
optimizing delivery whenever possible).

packagemanager: Messages relating to the recording of content updates coming from source
monitors.
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replicator: Component used by csm.web to crawl web sites; also used by the Subscription
Client. Triggers and content sinks will log in this facility. (Content sinks are modules for
storing content in different repositories—the logical opposite of content source monitors.)

scheduler: Messages from the scheduler responsible for triggering timed updates, crawls,
deliveries, and other periodic tasks.

security: General messages from the security and authorization subsystem.
soap.service: Describes SOAP (Simple Object Access Protocol) transaction activity.

syndicator : Messages produced by the general operation of the Publishing Utility itself
(including most informational messages).

template: Messages produced by publishing utility’s sending of e-mail messages defined by
event templates.

ui.validation: Messages relating to the interaction with a JavaBean.
ui.web: Web Interface log messages.

xml: Our XML/HTML parser; used in various places but most notably for handling ICE
packages.

View log messages

This page allows you to view log messages. Show only log messages of severity higher than:
m  Critical: Displaysinformation of a serious error or crash.
m  Error: Displaysinformation when an operation has failed.
= Warning: Displays unusual conditions.
= Info: Displaysinformational messages.
= Verbose: Displays multiple-line status messages.

s Debug: Displays debug information for programmers. Thislogging level returns alarge
number of messages and can impact system performance. For this reason, only use debug
to troubleshoot specific problems.

General settings

This page alows you to view and edit the general settings for your Publishing Utility.

| dentity
These settings identify your Publishing Utility and determine its operational properties:
Server Name: The name of this Publishing Utility; usually your company’s name (required).

Server UUID: The Universal Unique Identifier (UUID) identifies your Publishing Utility.
Thisentry is pre-populated. If thisentry is blank, enter the license key number that is provided
as part of your license agreement (required).

Server Description: Information about your site; usually a description of your business or
other information. This description iswritten to the configuration file of the Subscription
Client.

Server URL: The URL through which auser can log in to the Publishing Utility. Thisfield is
pre-popul ated with a generated URL depending on the configuration with which the Publishing
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Utility wasfirst started. However, this generated URL isjust meant to be an example for the
administrator. The administrator should verify the URL and modify it as needed.

Server URL for Subscription Client [I CE]: The Information and Content Exchange (ICE)
URL through which a user can log into this Publishing Utility to download content. This field
is pre-populated with a generated URL, depending on the configuration with which Publishing
Utility wasfirst started. However, this generated URL isjust meant to be a example for the
administrator. The administrator should verify the URL and modify it as needed.

Administration

Your administrator password can be changed by entering a new passord and clicking Save.

Database Purge

These settings determine when and how often the Publishing Utility purges inactive content
from its database. Purging the database is a two-phase process. The first phase is the marking
of inactive content items, which are items that have seen no activity in the number of hours
specified. The second phase del etes database information and occurs on the days and times
specified.

The Publishing Utility does not delete the actual content files, only stored information about
them. After apurge, elements that have not changed—that you want to appear consistently in
content, such as a graphic of your corporate logo—must be added to the database again.

Purge time settings determine the window for running purges and the time interval between
selecting for stale offers. By default, the Publishing Utility runs purges every 5 minutes for 24
hours (from 12:00 A.M to 11:59 PM.). When entering times, use a 12-hour clock with either
AM or PM.

Purge content items older than: The hours specifies the number of hours of inactivity after
which the content items are marked for deletion.

If you leave this field empty, purges never occur. If you fill it in, purges will occur on the days
and times that you specify bel ow—deleting items older than the number of hours that you
specify in thisfield.

Purgelogs and package update history entries older than: The hours specifies the number
of hours of inactivity after which the logs and package update history are marked for deletion.

If you leave this field empty, purges never occur. If you fill it in, purges will occur on the days
and times that you specify bel ow—deleting items older than the number of hours that you
specify in thisfield.

Purge Frequncy: These settings determine the frequency of purges. They can be set to occur
daily, on specific days of the week, or on specific dates of the month.

= Every day: The Publishing Utility runs the purge process every day of the year.
= Only on: The Publishing Utility purges eligible content on the days of the week selected.

= Only on these dates. The Publishing Utility purges eligible content on the dates entered
in the field. Type dates as numbers separated by spaces. Use “last” to specify the last day
of the month. (For example, entering 10 20 last sets checking for the 10th, 20th, and the
last day of the month.)

= Manual Update: The Publishing Utility will not automatically purge the database. This
option is useful if you want to manually purge the database.

First purge at: Setsthe earliest time of day that the purge process can run.

Purge every: Setstheinterval between purges, expressed in minutes or hours. Enter atwo-
digit number in the field and select Hours or Minutes. To purge once a day, enter 24 hours. By
default, the Publishing Utility purges every thirty (30) minutes.
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Last purgeat: Setsthelatest time of day that the purge process can run

Time For mat

The Time Format section allows you to determine the display format of all time settings used
in the Publishing Utility. You must type al times, including those in a a24-hour/12-hour
format, in the format you choose. The Time Format section provides these options:

m  The 24-hour clock optionis used in conjunction with Local or GMT settings and Causes
timesto be displayed in 24-hour format.

= ThelLoca time option displaystimesin thelocal system time. Thisisthe default setting.
m  The GMT (Greenwich Mean Time) option displays timesin Greenwich Mean Time.

The GMT +/— options allows you to display times offset from GMT by the number of hours
and minutes entered in the text boxes.

Note: You must type times into the Publishing Utility in the same format in which you have
chosen to display them.
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CHAPTER 4

Configuration (XML) elements

The Publishing Utility provides an XML -based language for filtering content. This section
provides areference guide to the replication configuration XML schema used by the
Publishing Utility. Each XML element is documented, followed by the DTD documenting the
XML schema. Thisisintended to assist those responsible for programming and configuring
extensions for software.

In this section:

s Basedements

s Filters
= Triggers
= Sinks

m  DTD forjob and filter elements

Base elements

This section describes the configuration elements that are used to implement transformations,
filters, triggers, and sinks.

defaults element

The defaults element specifies the elementsto apply to ajob if they are not explicitly set within
thejob elementsthemselves. The defaults child elementsareice-delivery-rule (1), filterset (O to
many), trigger (0 to many), and sink (0 to many).

job element

The job element causes ajob to execute at the time specified by the job’s delivery rule. Thejob
element requires a defined URL where the content resides. The following attributes allow
specification of the information needed to complete a job.

Attribute Purpose Values and Default
lurl (required) URL of the Publishing Utility ICE [string]
server.
username User ID for password-protected sites. optional
password Base-64 encoded password for password- optional
protected sites.
baser ef Specifies the virtual path where the siteis optional

hosted. For example, to replicate the web site
http://www.stellent.com and have it re-served
by the local web server as http://target.domain/
cool/Stellent/index.html, baseref would be
defined as /cool/Stellent, and
C:\MySrv\Web\docroot\cool\Stellent as the
localdir (see below).
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user-agent

max-depth

max-pages

absolute-to-
relative

pnmtohttp

pnmtopnm

mmstohttp

mmstomms

subscription-id

subscription-
State

Identification of the web browser (user agent)
that the Publishing Utility “mimics’” when
crawling the site.

Maximum number of levels (depth) of linksto
follow when retrieving content from asite. For
example,

if max-depth isset to 1 and the target URL is
http://www.stellent.com, links found on the
page http://www.stellent.com index.htm are
followed to the next level down, all target files
are downloaded, and the process ends. With
max-depth set to 2, secondary links are
followed to thethird level down, all target files
are downloaded, and the process ends.

A value of -1 isinterpreted as no limit.

M aximum number of pagesto be downloaded.
A value of -1isinterpreted as no limit.

true converts fully qualified and absolute
URLsto URLsrelative to thetop level of the
content. This allows content to be browsed
without error after download.

false leaves URL s intact.

HTTP URL that points to the root directory of
the remote web site’s Real Audio server. The
replication engine trandates PNM (Real
Audio) URLsto HTTP URLsusing this
setting. Thistranslation enablesthe replication
engine to retrieve the Real Audio file(s) from
the specified PNM URL and to calculate the
appropriate local file path.

PNM (RealAudio) URL that pointsto thelocal
Real-Audio server. The replication engine
uses this setting to transform downloaded
Real Audio files so they can be served from the
local RealAudio server.

HTTP URL that points to the root directory of
the remote web site’s Microsoft NetShow
server. The replication engine trandates MM S
(NetShow) URLsto HTTP URLs using this
setting. Thistranslation enablesthe replication
engine to retrieve the Real Audio file from the
PNM URL and to calculate the appropriate
local file path.

MMS (NetShow) URL that pointsto the local
Microsoft NetShow server. The replication
engine uses this setting to transform
downloaded NetShow files so they can be
served from the local NetShow server.

ID of the subscription; defined by the
Publishing Utility.

As ajob executes, its state changes. This
element specifies the latest job state within an
offer.

[string]

Default: Mozilla/4.0
(compatible; MSIE 6.0;
Windows NT 5.0)

[integer]
Default: -1

[integer]
Default: -1

Default: true

[string]

Example:
pnm:\IP_address

where|P_addressisthe P
address of your
Real-Audio server.

[string]

Example:
pnm:\IP_address

wherelP_addressisthe|P
address of your NetShow
Server.

[string]

[string]
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offer-name

atomic-use

editable

enable-rollback

ip-status

rights-holder
showcr edit

usage-required

Name of the offer.

true: Forcesthe replication engine to
download all the content for agiven delivery.
If there any error is encountered while
downloading, the download directory will be
reverted to its previous state.

false: The replication engine will download
all the content it can, even if it encounters
errors while downloading other content.

Isoverridden by enable-rollback if the
enable-rollback attribute is defined.

true: Indicates that the subscriber may edit/
alter the content before using it.

false (or unspecified): The subscriber is
expected to use the content without any
ateration.

true: Forces the replication engine to
download all the content in atransaction (as
with the atomic-use attribute).

false: The replication engine will download
content normally (as an incremental
download).

This value overrides the value of the atomic-

use attribute. If enable-rollback isdefined,
its value takes precedence.

One of:

PUBLIC-DOMAIN: content has no licensing
restrictions.

FREE-WITH-ACK: only licensing restriction
isrequirement to display an acknowledgement
of the content source.

SEE-LICENSE: content haslicensing
restrictions as already agreed to in an existing
licensing agreement.

SEVERE-RESTRICTIONS: thisflag should
not be used routinely. Itisared flag for an
administrator on the subscriber site.

CONFIDENTIAL: content is confidential and
must be specially protected.

Original source of the distribution rights.

true: Indicates that the subscriber is explicitly
expected to acknowledge the source of the
data.

false: Subscriber does not need to
acknowledge the source of the data

true: Subscriber is expected to return usage
data regarding ultimate viewers of the
distributed content.

false: Subscriber need not return usage data
regarding ultimate viewers of the distributed
content.

[string]
Default: false

Default: false

Default: false

[string]

[string]
Default: false

Default: false

The child elements of the job element arelocaldir(1), ice-delivery-rule (1), trigger (0 to many),
filterset (0 to many), and sink (0 to many). Only localdir is required.
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localdir child element

Thelocaldir element is used to specify the directory on the local system to which content will
be downloaded. Typically, thisis the root document directory of the local web server that will
re-serve the site. The localdir element has no child elements and just one attribute.

Attribute Purpose Values and Default

dir (required) path to the local directory [pathname]

ice-delivery-rule child element

This element specifies the schedule for running thisjob. If no attributes are set for ice-delivery-
rule, the job isrun immediately (in the order in which it appears in the configuration file), in
pull delivery mode every five minutes (the default); otherwise, the job is run according to the
schedule described by ice-delivery-rule.

Anice-delivery-rule defines the year(s), month(s), date(s) and day(s) of the week on which the
job runs, starting and ending times for the job, and the frequency at which the job runs. If the
job does not have an ice-delivery-rule child element, the ice-delivery-rule specified in the
defaults element is used.

Theice-delivery-rule for subscriptionsin siclone.config, without a subscription-id of
“PROVIDER,” isdictated by Publishing Utility. If any changes are made, they are overwritten
at the next status check.

The following explanation of ice-delivery-rule attributes is based on section 4.2.2 of the
Information and Content Exchange (ICE) Protocol’s W3C Submission available from http://
www.w3.0rg/TR/INOTE-ice.

All of these attributes are conceptually joined by AND (as opposed to OR). That is, within a
singleice-delivery-rule, valid delivery times satisfy all the conditions listed in the attributes
within therule.

Attribute Purpose Values and Default
mode specifies the delivery mode for the Default: pull
subscription:
pull: the replication engine polls the
Publishing Utility for new or updated content
and retrievesit
push: the Publishing Utility determineswhen
content has changed and sends the package to
the replication engine when appropriate
duration delivery cannot take place after thisamount of ~ Has no meaning if
time past the starttime. starttime has not been
specified.
See“ICE Duration
format” below.
maxfreq maximum amount of time between content See “ICE Duration
updates. format” below.
minfreq minimum amount of time between content See“ICE Duration

updates.

format” below.
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monthday delivery isrestricted to the given day of the [1-31or any or last]
month (date).

Any valuethat is out of range for the given
month resultsin no delivery for that month;
this appliesto 30 in February, for example,
and 32 (or greater) in all months.
Space-delimited multiple values may be
specified, as with the XML nmtokens
declaration. The value any means delivery is
not restricted to aday or dates; thisis
equivalent to not specifying monthday at all.
The value last means delivery isrestricted to
thelast day of the month; thisis defined as 28,
29, 30, or 31 for the month in question. The
absence of this attribute implies any.

startdate date on which the schedule starts to apply. If this attribute is omitted,
the schedule begins on the
current day.

See “ICE Duration
format” below.

starttime delivery can start at thistime of day. Midnight is expressed as
00:00:00.
See “ICE Duration
format” below.

stopdate date on which the schedule expires. If this attribute is omitted,

the schedule never expires
See “ICE Duration
format” below.
weekday delivery isrestricted to the given day of the [1-7or any]
week.

Space-delimited multiple values can be
specified. The specia value any means
delivery is not restricted to aday (or days) of
the week. The absence of this attribute implies
any. Days are designated as follows:

Monday 1/ Tuesday 2/ Wednesday 3
Thursday 4/ Friday 5/
Saturday 6/ Sunday 7

| CE DateTime for mat

When a date and time need to be specified in a single string, the ICE DateTime format is:
CCYY-MM-DDThh:mm:ss,s

WhereC, Y, M, D, and T are upper case letters.

| CE Duration format

When aperiod of time needs to be specified, the ICE Duration format is: PnS (where P and S
are upper case |etters and n is the number of seconds).

Filters

A filter element describes a transformation that is applied to a downloaded content file. A
filterset containsfilter elements, and each filter isapplied in the order thefilter elements appear
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inthefilterset. Several types of filter can be specified. Specification of afilter element depends
on the kind of filter used, as specified by the type attribute.

These elements are described:
n filterset element (child of job element)
n filter element (child of filterset element)

= authentication element (child of filterset element)

filter set element (child of job element)

This element is used to specify the attributes against which the source content is compared. If
there are no filterset elements, the default filtersets (defined by the defaults element) are used.
For more information, see “ defaults element” on page 25.

Each attribute of afilterset is compared to the relevant characteristics of the source content.
Each and every attribute must match for the filterset itself to be considered amatch. The
filtersets are evaluated in the order in which they appear in siclone.config, and thefirst filterset
match is applied. If afilterset has child elements, they are searched if the parent filterset has
tested true, allowing the user to specify mutually exclusive filtersets by placing more specific
filtersets inside more general ones.

Attribute Purpose Values and Default

type The replication engine uses filter setsin [filter or exclude or
different contexts: when applying filtersto a include or authenticate
downloaded file, when deciding whether a or transform-link]

given URL should be downloaded, or when Default: filter
attempting to authenticate a

password-protected URL. The type attribute

specifies the context in which the filter set

should be invoked

filter — for URLsthat match thisfilter set, the
child filter elements are applied during
download, transforming the content in the
manner specified by thesefilters.

exclude — for URLs that match thisfilter set,
content is not downloaded.

include — for URL s that match thisfilter set,
content is downloaded, even if it would
normally be excluded.

authenticate — for URL s that match this
filterset, usethechild authenticate element
for authentication instead of the default
username and password associated with
the parent job element.

transform-link — you can rewrite links on
content being downloading by creating a
filter set element with
type="transform-link". Any link whose
URL matchesthe filterset will be rewritten
depending on the filterset attributes defined
below.
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action

hosthame

port

path

pathfiltertype

mimetype

job-attribute-
name

job-attribute-
value

[Any other
attribute]

added — matches URL s that are being
downloaded for the first time.

modified — matches URL s that already exist

removed — matches URLSs that are no longer
used, filter sets that contain this action are
applied after the job hasfinished running. This
attribute is only used with thefilter type of
filterset

A match if the URL’s host name (the domain
name part of the URL) matches the specified
host name

Considered amatch if the URL's port number
matches the specified port number

A wildcard pattern to match the file path of the
URL (the part following the URL’s hostname)
currently being downloaded

Specifies whether the path attribute isafile
wildcard or a Perl regular expression pattern.
If the path specifies awildcard pattern, Java
regular expression syntax is used for pattern
matching by default. Use the following
reference:

http://java.sun.com/j2se/1.4.2/docs/api/javal
util/regex/Pattern.html

A match if the URL's MIME-type starts with
the value specified by thistype; therefore, text
matches both text/html and text/xml

Specifies which attribute name to match on;
should be used in conjunction with
job-attribute-value

Specifies the value of the attribute to match
on; must be used in conjunction with job-
attribute-name (see above)

By specifying job-attribute-name and job-
attribute-value thefilterset will only apply
to those jobs that have the specified attribute
name value pair. For example:

<filterset job-attribute-name="offer-
name" job-attribute-value="sports news' >

will only apply to jobs that have the attribute
offer-name="sports news"

For any other attribute present in the element,
thefilterset will compare the value of this
attribute with the value of item’'s metadata
attribute with the same name. If item hasan
attribute with that name, and its value does not
match, the item will not pass the filter;
otherwise, the rest of the filterset will be
evaluated.

added and/or modified
and/or removed; multiple
values are separated by
spaces

Default: “added modified”

[valid domain name]

[valid port number]

Default: .*

wildcard or perl
Default: wildcard

Default: text

Default: null

Default: null
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convert- This attribute applies if [Boolean]
absolute-to- type="transform-link"
relative true converts fully-qualified and absolute

URLsto URLsrelativeto thetop level of the
content. This allows content to be browsed
without error after download.

false leaves URLs intact.

replace-url This attribute applies if [string]
type="transform-link"
Replaces the link with the specified URL

string.
transform- This attribute applies if [string]
hook type="transform-link"

Invoke custom transformations by invoking
the fully qualified Java class specified here.
This class must implement the
com.kinecta.replicator.TransformURLH
ook interface (seethe TransformURLHook
interface for more information.)

transform- This attribute applies if [string]
hook-param type="transform-link"

If present, the value of this attribute will be
passed into the constructor of the class
specified in the transform-hook attribute.

Some examples:
<filterset type="transform-link™ path="_*/subdir/" mimetype=""
transform-hook="com.kinecta.examples.TransformhookExample"
transform-hook-param="optional param used by the
TransformhookExample constructor™ />

<filterset type="transform-link™ path=".*/subdir/" mimetype=""
convert-absolute-to-relative="true" />

<filterset type="transform-link" path=".*/subdir/" mimetype=""
replace-url ="/page-not-available.html™ />

filter element (child of filter set element)

A filter element describes a transformation that is applied to a downloaded file. A filterset
contains filter elements and each filter is applied to a downloaded file in the order the filter
elements appear in the filterset. Severa filters can be specified.

Global attributes, listed below, can be applied to any filter element, regardless of the type. The
rest of the content of afilter element depends on the kind of filter used, as specified by the type
attribute.

Three attributes (change-path-regex, change-extension, and append-extension) are used to
rename the output of afilter or filters. If several filters are run, the settings contained in the last
filter take effect and the output filename is determined by these values.

Attribute Purpose Values and Default
type (required) classifies the type of filter regex or cmd or java or
xs
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src needed when using XSL to transform afile; Default: none
specifiesthe full path to the XSL stylesheet

change-path- allowsthe path to be modified throughuseof a  Default: none

regex regular expression

change- specifies the extension of the output file. Default: none

extension If the input file has no extension, the

Publishing Utility appendsadot ( . ) and the
text provided in this attribute.

If theinput file has a“well known” extension,
xml, for example, the Publishing Utility
replaces the extension only with the text
provided in this attribute.

If the extension is not “well-known,” the
Publishing Utility appends the filename with
the text provided in this attribute, preceded by
adot (.)

no-save Specifies whether, after running one or more Default: false
filters on adownloaded file, an output file
should be saved. Thisallows afilter to pull out
metadata and discard the content itself.

true: filter runs and output is not saved to a
file
false: filter runs and output is saved to afile

append- This attribute will append the given extension  Default: null
extension without any other change to the file name. For

instance, if this attribute is set to "html", afile

named "readme.txt" would be renamed to

"readme.txt.html".

Thefollowing filter types are supported:

regex filter type

Regular expression substitutions can be applied to a document using PERLS substitution
syntax. The content of the filter element istreated as a PERL substitution. (See http://
www.perl.org/ for more information on the syntax of per substitutions.)

Example (UNIX-specific):
<filter type="regex”>

s/img/object/sg

<I-- replace every instance of “img” with “object” -->
</filter>

cmd filter type

The cmd filter isinvoked from the command line; it invokes a separate process. The
downloaded fileisused as input. The input and output are specified by passing in the
corresponding file pathname on the command line. The Publishing Utility does this by
searching for the string % %fi in the command line and substituting it with the path to a
temporary input file containing the content and substituting the string %%fo with the path to an
output file whose contents are sent to the next filter. It then executes the command line.

There are additional variables that you can use within the definition of the cmd filter: %%ff
will be transformed into the name of the file being downloaded, %%0 will be translated into
the name of the offer containing this item, %%u will be the URL of the original item, and
%%aX XX XX will find the attribute named XX XXX in the job element and substitute the
value of that attribute.
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Example (note that this command line is operating system dependent):
<filter type=“cmd” use-input-as-output="false”>
/cmd/customfilter.pl %%Fi %%fo
<I-invoke a custom Perl script -->
</filter>

Note: When executing cmd filters that use DOS shell commands, you must invoke the DOS
shell by using the following syntax:
cmd /C

Following this, you may use any DOS command known to the shell.

The following attributes apply only to cmd filters:

Attribute Purpose Values and Default
error-exit-code  specifiesthe command return code that optional
represents failure (error)
success-exit- specifies the command return code that optional
code represents success (no error).
use-input-as- true: theinput fileis used as the output file optional
output false: the input file remains intact and the [boolean]
output file is given a different name Default: true

javafilter type

You ca specify a class file that implements the com.kinecta.replicator.ContentFilter interface.
The class file must be accessible through the Java classpath. Each time thisfilter isinvoked on
adownloaded file, it instantiates an object of the class and invokes the filterContent() method
on it, allowing you to create arbitrarily complex filters.

The content of the filter element istreated as the name of the Javaclassto run. This must be a
fully qualified class name; that is, it must include the name of the package (if any).

Example:

<filter type="java”>
adc.extras.TextOnlyFilter
<I--invoke a custom java filter -->

</filter>

xd filter type

You can apply an XSL style sheet to any XML or HTML file being downloaded by creating a
filter with and setting the type to “xdl”. The XML or HTML fileis replaced by the output from
the XSL processor.

Example
<filter type=“xsl” src= "stylesheet.xsl">
</filter>

The following attribute applies only to XSL filters:

Attribute Purpose Values and Default
src (required) location of the XSL styleshest. valid local file pathname
or URL.
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authentication element (child of filter set element)

The authentication element specifies the user name and password for a password-protected
URL. It has no child elements and requires two attributes.

Attribute Purpose Values and Default
username (required) user ID (name) string
password (required) user password string

Triggers

Triggers enable the replication engine to run commands either before a package is downloaded
or after the download is complete. Triggers are defined in the Subscription Client configuration
file.

A trigger is defined by atrigger element, which is contained within the context of ajob
element.

There are three types of trigger:
= cmdtriggers
= http-post triggers
= Javatriggers

You can define other attributes specific to the trigger, or embed content within the trigger
element, as necessary.

cmd triggers

A cmd trigger allows a shell script or an operating system command to be run as atrigger. The
command is passed to the operating system. The syntax is:
<trigger when="before|after”
type="cmd"
[ignore-failure="true|false"]
[name="triggername™]
run-on-abort="true|false"
run-if-unchanged="true|false">
[command line arguments to be passed to the operating system]
</trigger>

when: (required) specifies when the trigger should run—before a package is downloaded, or
after.

type: (required) specifiesthe type of trigger asacmd (command line) trigger.

ignore-failure: specifies whether Subscriber requires successful execution of the trigger (see
“Javatriggers’ on page 37 for more information):

= true: considers the package download successful even if the trigger fails.
n false: (default) considers the package download unsuccessful if the trigger fails.
name: specifies aname for the trigger.

run-on-abort: specifies whether or not the command should be run, even if the job
encountered errors. By default, thisisfalse
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run-if-unchanged: specifies whether or not the trigger should run even if there has been no
change in content. By default, thisisfalse.

The following example of a DOS command-line trigger renames any file with the filename
extension of .xml to use the filename extension .htmi:

<trigger when="after" type="cmd">
cmd /C rename *.xml *.html
</trigger>

To run thistrigger in the directory where content files have been downloaded, you must use
%%d, followed by \ in a Windows environment or / in a UNIX environment, to represent the
name of the download directory.

The following DOS-specific example changes the filename extensions of al .xml filesin the
download directory to the HTML filename extension:
cmd /C ren %%d\*.xml *.html

There are additional variables that you can use within the definition of the cmd trigger:
= %%0 — will be translated into the name of the offer containing thisitem.

m %%aXXXXX — will find the attribute named XX XXX in the job element, and substitute
the value of that attribute.

http-post triggers

The http-post trigger sends any file to an URL location using HTTP POST functionality. The
syntax is:
<trigger when="before|after”

type="http-post”

url="URL"

file="filename"

[ignore-failure="true|false”]

[name="triggername”] />

when: (required) specifies when the trigger should run—before a package is downloaded or
after

type: (required) specifies the type of trigger as an http-post
url: specifiesthe URL to which you post the file named in the file attribute
file: the full path of the file to be downloaded

ignore-failure: an optional entry that specifies whether the replication engine requires
successful execution of the trigger (see “Javatriggers’ on page 37 for more information):

= true: considers the package download successful even if the trigger fails.

n false: (default) considers the package download unsuccessful if the trigger fails.
name: specifies an optional name for the trigger
One possible use of http-post isto send a copy of the log file to another location.

For example:

<trigger when="after” type="http-post”
url="http://support.stellent.com/rcv_log”
file="c:\Program Files\Stellent\Stellent Subscription Client\subscriber.log”>
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Javatriggers

Javatriggers are java classes that are invoked by defining a configuration entry as follows:
<trigger when="before|after”

type="java”

code="classpath”

[ignore-failure="true|false”]

[name="triggername”] />

when: (required) specifies when the trigger should be fired: before a package is downloaded,
or after

type: (required) specifiesthe type of trigger as a Javaclass

code: (required) fully specified class name of the Java classto loaded. It must implement the
TriggerProcess interface: (see the section “ Programming Javatriggers’ on page 37)

ignore-failure: specifies whether the replication engine requires successful execution of the
trigger.

= true: considers the package download successful even if thetrigger fails
n  false: (default) considers the package download unsuccessful if the trigger fails*
name: specifies aname for the trigger

If atrigger fails, the replication engine default action isto stop processing triggers. If the
Publishing Utility has requested confirmation, the replication engine sends an ICE message
(430) indicating that package transmission has failed. Because | CE state has not been updated,
the package is requested again. These actions do not take placeif the ignore-failure entry is set
to true.

Programming Javatriggers

To implement a Java trigger, a Java class need only implement the TriggerProcess interface.
This interface defines one method:

public boolean trigger (SiteReplicator repl, org.w3c.com.Element
triggerTag, boolean aborted, boolean changeHappened)

SiteReplicator repl: the SiteReplicator that invoked this trigger; can be used to retrieve the
context in which the trigger was invoked

org.w3c.com.Element triggerTag: thetrigger element that specified thistrigger; can be
used to retrieve other attributes specified in the element

boolean aborted: trueif the package delivery was aborted; always set to false for triggers
caled before delivery starts.

boolean changeHappened: trueif the subscription has changed since the last delivery; is
always set to false for triggers run before replication starts

Return true if the trigger was processed successfully or return false on failure. If the trigger
returns false and is associated with a subscription that requires confirmation, a confirmation
failure (1CE code 430) message is sent.

Defined triggers are run at each package download. However, if the Publishing Utility breaksa
full package into several smaller packages, the triggers are applied to each of these smaller
packages.
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Sample

The following sampleis from SimpleTriggerProcessjava:

/** This class is a simple trigger demonstration **/
package com.kinecta.util;
import com.kinecta.replicator.*;
import java.awt._*;
import org.w3c.dom_Element;
public class SimpleTriggerProcess implements TriggerProcess

// must support a no-argument constructor, as this gets loaded
// via Class.newlnstance()
public SimpleTriggerProcess()

/** Implementation of trigger */
public boolean trigger( SiteReplicator repl, Element triggerTag,
boolean aborted, boolean changeHappened )

Toolkit.getDefaultToolkit().beep();
System_out._printIn( "THIS SPACE FOR RENT" );
return true;
}
}

Sinks

Sink elements represent ContentSink objects which can be used to store content in the
repository of your choice. If no sink is specified, the replication engine will place the
downloaded content onto the file system. The syntax is:

<sink factory="xxx.xxx.xxx.Factory"/>

Other sink-specific attributes or content can be added to the element and read by the content
sink. The factory attribute must contain the fully qualified class path of a Java class that
implements the com.kinecta.replicator.ContentSinkFactory interface.

Multiple sinks can be specified for ajob element, allowing the content to be stored in multiple
locations. If you wish to download content to a custom content sink and the file system, you
must include areference to the default content sink provided with the replication engine:

<sink factory="my.custom.ContentSinkFactory" />
<sink factory="com.kinecta.util.FileSystemSink" />

The default content sink for the replication engine takes an extra attribute, download-directory.
If this attribute is specified, content will be downloaded to the specified directory. If it is not
specified, the content sink will use the localdir element for that job element. If you wish to
download to multiple locations on the file system, specify one or more FileSystemSinks, each
with a different download-directory attribute.
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DTD for job and filter elements

This configuration file fragment contains the XML Document Type Definition (DTD) for the
job and filter elements.

<IELEMENT defaults (ice-delivery-rule?, filterset*, trigger*, sink*)>
<I-- ice-delivery-rule, filtersets that appear here are default for jobs -->
<IELEMENT job (localdir+, ice-delivery-rule?, trigger*, filterset*, sink*)>

<I-- ice-delivery-rule, filtersets that appear here are local to this job (override
the default) -->

<IATTLIST job

%BASIC;

url %URI; #REQUIRED
username CDATA #IMPLIED
password CDATA #IMPLIED

<I-- http website crawling attributes -->
<IATTLIST job

baseref CDATA #IMPLIED

dust %BOOLEAN_ENUM; 'no"

user-agent CDATA "Mozilla/4.x (Win95)"
max-depth CDATA *-1"

max-pages CDATA "-1"

absolute-to-relative %BOOLEAN_ENUM; "true"
>

<l-- multimedia attributes -->
<IATTLIST job

pnmtohttp CDATA #IMPLIED
pnmtopnm CDATA #IMPLIED
mmstohttp CDATA #IMPLIED
mmstomms CDATA #IMPLIED

>

<I-- attributes specific to ICE subscription jobs -->
<IATTLIST job

subscription-id CDATA #IMPLIED
subscription-state CDATA #IMPLIED
offer-name CDATA #IMPLIED

atomic-use (false | true) "false"
editable (false | true) "false”
ip-status CDATA #IMPLIED
rights-holder CDATA #IMPLIED
showcredit (false | true) "false"
usage-required (false | true) "false"
>

<IELEMENT localdir EMPTY>
<IATTLIST localdir
%BASIC;

dir CDATA #REQUIRED

>

<I-- from the ice spec: see http://www.w3.org/TR/NOTE-ice -->
<IELEMENT ice-delivery-rule EMPTY>

<IATTLIST ice-delivery-rule

duration CDATA #IMPLIED

maxfreq CDATA #IMPLIED
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minfreq CDATA #IMPLIED
monthday NMTOKENS #IMPLIED
startdate CDATA #IMPLIED
starttime CDATA #IMPLIED
stopdate CDATA #IMPLIED
weekday NMTOKENS #IMPLIED
>

<I/ELEMENT filterset (filterset* | filter* | authentication?)>
<IATTLIST filterset

%BASIC;

type (filter | exclude | include | authentication) "filter"
action NMTOKENS "added modified"

hostname CDATA #IMPLIED

port CDATA "-1"

path CDATA "*"

pathfiltertype (wildcard | perl) "wildcard"

mimetype CDATA "text"

>

<IELEMENT authentication EMPTY>
<IATTLIST authentication
%BASIC;

username CDATA #REQUIRED
password CDATA #REQUIRED

>

<IELEMENT filter (#PCDATA | replace+)>
<IATTLIST filter

%BASIC;

type (Java | perl | cmd | XSL) #REQUIRED
src %URI; #IMPLIED

>

<I-- attributes for filter when type="cmd" -->
<IATTLIST filter

success-exit-code CDATA #IMPLIED
error-exit-code CDATA #IMPLIED
use-input-as-output %BOOLEAN_ENUM; *‘true"

>

<IELEMENT sink EMPTY>

<IATTLIST sink

%BASIC;

factory CDATA "com.kinecta.util.FileSystemSink"
download-directory CDATA #IMPLIED

>
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APPENDIX A

Configuration file properties

The entries in the startup configuration file can be edited to control the operational
characteristics of the Publigiing Utility. For most implementations, this file will not need to be
edited and many of the properties will not be applicable to your server environment. The
configuration file islocated in the Publishing Utility installation directory.

In this section:
= Theroot element
= Theoptions element
m  The services element
»  The database element
= The content-sources element
= Theextensions element
= Theldap element

m  Thej2ee element

Theroot element

Theroot element of the configuration file must always be syndicator. These elements can
appear as child elements:

= options
= Services
= database

= content-sources

= extensions.

The options element

This section covers the options element and the following sub-elements:
= ThetimeFormat element
= Thelog element
= Theproxy element
»  Thess element

Attributes of the options element

The options element contains global settings that govern how the Connection Server behaves.
This element contains the following attributes:
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Attribute

Purpose

Values and Default

browser-path

content-browsing

custom-item-fields

default-pull-delivery-rule-
name

default-push-delivery-rule-
name

download-base

Specifies the path to the web
browser you use to administer
Connection Server.
Thisisrequired only if you
wish to automatically launch
your browser when the
Connection Server starts and
if the Connection Server is
unableto find it.

Specifies whether aweb
browser connecting to the
Content Server can view files
listed in directories

A comma-delimited list of
custom metadata properties
that, if present, you would
want to send alongside the
content item in an ICE
package.

If the metadata property is not
listed, or if thisattributeis not
present, the metadata will not
be sent—despite the fact that
it was associated with a
content item by its content
source.

This attribute define the
names of the default pull
delivery rule. The default
delivery rules have special
limitations and behaviors: for
example, they can not be
deleted or renamed.

The pull/push attributes allow
you to change which named
delivery rules have these
special conditions.

This attribute define the
names of the default push
delivery rule. The default
delivery rules have special
limitations and behaviors: for
example, they can not be
deleted or renamed.

The pull/push attributes allow
you to change which named
delivery rules have these
special conditions.

Specifies the local directory
under which all locally served
content is stored

Valid file path.

Default: The path to the
default browser defined to the
operating system.

true: Browsing enabled
false: Browsing disabled
Default: true

Your list can contain a
maximum of 26 properties.

Default: Default Delivery
Rule

Defaults: Default Push
Delivery Rule

Valid file path
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Attribute

Purpose

Values and Default

filewatcher-checksum

hostname

ice-cache-silence-time-out

ice-cache-size

ice-cache-update-interval

ice-failover-adjustment

Specifies the calculation of
checksums on filesto
determineif afile has
changed; replaces the use of
the timestamp to determine
changesto files.

If very largefiles are being
distributed, the checksum
calculation may cause a
negative performance impact.

Allows you to override the
default hostname that is
automatically determined at
startup

If this attribute is enabled
(and caching is enabled), the
Connection Server considers
that an error has occurred if
the cache does not detect any
new item added to, or
removed from, the database
within the specified time. The
Connection Server then
refuses any connection and
returns an | CE code 503 error
message until new activity is
detected. It alsologsthiserror
inthelog file.

Specifies the maximum
number of ICE items that the
Connection Server’'s cache
can contain

Specifiesin milliseconds how
often the Connection Server
queriesthe database to update
its ICE items cache

If this attribute is enabled
when a Subscription Client
connects to an | CE server
running as abackup server, or
if a Subscription Client was
previously connected to an
ICE server running as a
backup server, the
Connection Server rolls back
the subscription state by the
number of milliseconds
specified. Asaresult,
redundant adds or removes
may be sent.

true: Checksum calculation
enabled

false: Checksum calculation
disabled.

Default: false

Valid hostname.

Default: Determined at
startup

To find the current hostname,
check thisline at Connection
Server start-up:

“ Starting Connection Server
on <hosthame>"

0: disabled

>0: specifiedtimein
milliseconds

Default: O

Default: 5000

Default: 10000 (10 seconds)

0: disabled
>0: number of milliseconds
to roll back

Default: 0
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Attribute

Purpose

Values and Default

intra-distributed-name

MAC-address

max-package-size

max-push-bps

max-push-package-creation-
threads

max-push-retry

max-push-threads

min-push-threads

push-connect-timeout

Represents the name of this
machine within a distributed-
architecture environment.
Thisnameisfor use solely
among the Connection Server
installations on the machines.

In order to generate UUIDs
for users, Connection Server
needs a MAC address. Under
most circumstances,
Connection Server will
automatically detect your
MAC address. However,
there may be instances where
the Connection Server cannot
detect it.

In those situations, you can
use this attribute to manually
insert it.

Specifies the maximum
number of itemsthat can be
delivered in any given ICE
package.

Dictates the maximum rate at
which the Connection Server
will push ICE packagesto
subscribers.

Specifies the maximum
number of threads to use for
generating packagesto
distribute via push.

Specifies the maximum
number of milliseconds that
Connection Server waits
before retrying a connection
to Subscription Client when
attempting apush mode
delivery of content. The
Connection Server, by
default, makes several
attempts at short time
intervals prior to using the
valuein this configuration
Setting.

Maximum number of threads
apush mode delivery opens.

Minimum number of threads
apush mode delivery keeps
open.

Specifies the amount of time
in milliseconds allowed for
push to connect to a client
before timing out.

Default: Thereisno default
value.

Format: 6 pairs of
hexadecimal digits, separated
by colons:

XX XXXXEX XXX XX

Each X represents a
hexadecimal digit 0-9 or A-F

Example:
9f:6a:03:4f:0d:09

Default: 500

Valueisin bytes per second.
A value of -1 means no limit.

Default: No limit isimposed.

Default: 300000 (5 minutes)

Default: 6

Default: 3

Default: 30000
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Attribute

Purpose

Values and Default

package-flush-interval

run-interactive

start-browser

The minimum interval at
which filewatcher (and other
content source manager)
items can be added.

Specifies whether to open the
Status Window at startup:

Specifies whether to launch
the web browser at startup
(with the Administrator menu

page displayed):

This example of an options element sets two options:

Default: 5 (seconds)

true: Open Status Window at
startup

false: Do not open Status
Window at startup.

Default: true
true: Launch web browser at
startup

false: Do not launch web
browser at startup

Default: true

<options browser-path="/usr/local/bin/netscape" content-browsing="false">

ThetimeFor mat element

This attribute specifies parameters for the display and entry of time data. These settings are
configurable on the Connection Server General Settings interface page.

Attribute Purpose Values and Default
use24hour Specifieswhether tousea24-  true: Use 24-hour format
hour clock format or a 12- false: Use 12-hour format
hour format Default: false
time_format Specifies the time to use, Default: local Time
either localTime or GMT
sign Time can be specified asan + adds hours/minutes to the
offset of hours and minutes GMT time
from GMT withasign+or-.  _ g ptracts hourgminutes
fromthe GMT time
Default: blank
hours Specifiesthenumber of hours  Default: blank
to add/subtract fromthe GMT
time for the offset
minutes Specifies the number of Default: blank

minutes to add/subtract from
the GMT time for the offset
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Thelog element

The table below shows the attributes for the log sub-element. The log element has no child

elements.

Attribute Purpose Values and Default

default Specifies the minimum Default: info
priority of log messages
written to the log.
See“Logging levels’ on
page 46 for additional
information on message
priorities.

overwrite Selects whether new logsare  true: Overwrites the existing
appended to the existing log. log file each time Connection
Otherw_ise, the Iog_ fileis Server starts
overwritten each time false: Appends|log messages
Connection Server starts. to the existing log file.

Default: false
L ogging levels

You can set the level of eventsthat are logged from various component facilities of Connection
Server. The severity level values are:

= debug: for programmers

= verbose: multiple-line status messages

= info: informational messages

= warning: unusual conditions

m error: anoperation hasfailed

= critical: serious error or crash
Thisexample of alog child element sets the default logging level for all facilities and the
logging level for two facilities:

<options>
<log default="warning" ice="critical" replicator="debug"/>
</options>

This example sets the default logging level to war ning, suppressing messages of lower
severity and returning messages of higher severity. Messages from the | CE facility are
suppressed unless they are of critical priority, while all events, including debugging
information, are logged for the replicator facility.

n general, we recommend that you set logging levels for facilities by means of the Connection
Server user interface, rather than by adding tags to the configuration file (as in the example
above). If you do set these levels through the configuration file, your entries there override any
logging levelsthat you set through the user interface. You should generally add log default tags
to the configuration file only if you are trying to capture additional information about an error
while starting the server.
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L ogging facilities

The following are the facilities for which event logging can be specified:

Facility Description

analyzer Component used by the webcrawler (csm.web) that
analyzes web pages, JavaScript, etc., when crawling asite
for download.

audit Logs authorization events, and provides an audit trail of
who changed what content .

auto-upgrade Subscriber component that handles software updates
delivered over the Internet.

csm.dirs Content source monitor (csm) used to watch directories of
files (also referred to as filewatcher).

csm.files Content source monitor used to monitor sets of individual
files (occasionally referred to asitem level offers).

csm.web Content source monitor used to monitor websites or ftp
sites.

database All of the server's basic interactions with the database are
logged here (except for things like custom database
content source monitors).

dataobject M essages concerning the various entities (offers,
subscriptions, packages) contained in the system and their
interaction with the database.

date-time All messages associated with date or time conversions are
logged here.

delivery Mmessages regarding the general aspects of content
delivery, independent of delivery method.

delivery.ftp Messages specific to delivering content via FTP.

delivery.ice M essages specific to delivering content via | CE (note that
both pull and push ICE subscriptions would log here).

delivery.mail M essages specific to delivering content viae-mail.

gb Messages relating to the Connection Server’sinteraction
with a J2EE application server.

event Notification of the creation, modification, and deletion of
resources (such as offers, subscribers, and
subscriptions)—including the distribution of such events
over the network.

filter M essages generated by content filtering.

httpd Connection and networking messages generated by
Connection Server’s built-in web server(s).

httpd.content Messages generated by Connection Server’s built-in
Content Server (for serving files from content source
monitors).

httpd.tomcat M essages generated by Connection Server’s
administration server.

ice The actual | CE messages exchanged between Connection

Server and Subscription Client, aswell astheir
processing.
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Facility Description

ice-cache M essages concerning insertions and removals from the
Connection Server’s | CE cache (a subsystem used to
queue up items which will be sent to the Subscription
Client, optimizing delivery whenever possible).

KTL Messages generated by the Kinecta Transformation
Language. .

Idap Messages generated by the LDAP synchronization
subsystem while communicating with an LDAP server.

logging Messages generated by the logging system itself, for
logging to files such as databases and e-mail.

login Logs user attempts to log on to the Connection Server.

replicator Component used by csm.web to crawl websites; also used
by the Subscription Client.
Triggers and content sinkswill log in thisfacility. Content
sinks are modules for storing content in different
repositories—the logical opposite of content source
monitors.

scheduler Records times of content updates, delivery, etc.

security General messages from the security and authorization
subsystem.

serializer M essages generated by component that handles
transaction boundaries for content source monitors.

soap Describes SOAP (Simple Object Access Protocol)
transaction activity.

sweeper Ceans up after the Replicator.

syndicator Messages produced by the general operation of the
Connection Server itself (including most informational
messages).

template Messages produced by Connection Server’s sending of
e-mail messages defined by event templates.

ui M essages from the administration JSP pages themselves
(not the TomCat server).

xml Our xml/html parser, used in various places but most

The proxy element

notably for handling ice packages.

The table below shows the attributes for the proxy sub-element. The proxy element has no

child elements.

Attribute Purpose Values and Default
host Specifies the | P address or Valid |P address or host name
host name of the proxy server  for the proxy server
Default: null (-1)
password Specifies the password for Valid password for secure
proxy authentication. proxy server.
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Attribute

Purpose

Values and Default

port

proxyset

sdl-port

username

Specifies the port number of
the proxy server

Specifies whether proxy
server settings are set:

Specifies the port number
used by the proxy server for
Secure Sockets Layer (SSL)
requests.

Specifies the user name for
proxy authentication.

Valid port number

Default: null (-1)

true: Pproxy server settings
are set

false: Proxy server settings
are not set

Default: false

Valid port number.
Default: null (-1)

Valid user ID for secure
Proxy server.

Some HTTP proxy servers require a username and password. The Connection Server can use
these proxy serversfor ICE push delivery if you include the username and password tagsin
the configuration file's proxy element. The Connection Server supports HTTP proxy
authentication for |CE push only. An example proxy element would look like this:

<options>

<proxy host="proxy.stellent.com™ port="3128" proxyset="true"
username="user" password="password"/>

</options>

Note: The web crawler cannot do proxy authentication

The ss element

The table below shows the attributes for the sl (Secure Socket Layer) sub-element. The ssl

element has no child elements.

Attribute

Purpose

Values and Default

enable

required

Specifies whether SSL
security will be used by the
Publishing Utility. Set this
attribute to "true" to enable
SSL.

Specifies whether only SSL
security can be used and
prohibits the use of other
protocols.

true: The Publishing Utility
will use SSL security to
connect to the Administration
user interface and the ICE
server.

false: The Publishing Utility
can only use non-SSL ports.

Default: false

true: Only SSL can be used.
Non-SSL connection are not
supported.

false: Both SSL and non-SSL
connections are supported.

Default: false
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Attribute Purpose Values and Default

admin Specifies whether the true: The Administration
Administration user interface  user interface is enabled.
isenabled over SSL. Setthis  5ge The Administration

attribute to "true" to enable - -
this web-based interface. user interfaceis not enabled.
Default: false

keystorefilename The SSL certificatefile name.

your filename: Provide your
actual certificate file name.

keystorepass The SSL Keystore password.

your passwor d: Provide
your actual password.

Site Studio Publishing Utility no longer provides Secure Sockets Layer (SSL) certificates. You
must create a SSL certificate and edit the configuration file to enable SSL. An example s3l
element would look like this:

<options>
<ssl enable="true" required="false" admin="true"
keystorefilename="yourfilename" keystorepass="yourpassword"/>
</options>

The services e ement

This section covers the services element and following sub-elements:

m  Theadmin-server attribute

= The content-server element

= Theadmin-server attribute

m  Theice-server element

»  The master-server element
In this example for configuring services, the ICE Server is auto-started and the other two
servers are not. Port numbers are assigned:

<services>
<ice-server port="8890" />
<content-server start="false” port="8891"/>
<admin-server start="true” port="8889" />
<master-server receiverl="http://slavel:8890"/>
</services>

The admin-server attribute

This attribute specifies operational parameters for the Administration Server, which allows
Connection Server to be administered through by the browser-based Administrator interface.
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Attribute Purpose Values and Default
max-threads Specifies the maximum Integer
number of request-handling Default: 5
threads this service can
create; the number of threads
specified is never exceeded.
max-thread-queue Specifies the maximum Integer
allowable number of Default: 100
backlogged requests.
min-threads Specifiestheinitial number of  Integer
request-handling threadsthis  pefayit: 1
service will create when
started; the number of threads
specified aways start.
port Specifies the port on which A valid port number
that service should listen. Default: 8889
start Specifies whether agiven true: Service should start

service should start
automatically.

automatically

false: Service should not
automatically start

Default: true

Note: Once max-thread-queue is exceeded, the service responds to new requests with the

message: 500 Server Too Busy

The content-server element

Specifies operational parameters for the standard HTTP server that serves the content files.

Attribute Purpose Values and Default
master-url Specifies the URL of the URL :port
master host from which this Port default is 8880
Content Server instance
receives event notification. If
null or not specified, the
service does not attempt to
connect to amaster.
max-threads Specifies the maximum Integer
number of request-handling Default: 30
threads this service can
create; the number of threads
specified is never exceeded.
max-thread-queue Specifies the maximum Integer
allowable number of Default: 400
backlogged requests
min-threads Specifiestheinitial number of  Integer
request-handling threadsthis  pefqit: 2

service will create when
started; the number of threads
specified aways start.
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Attribute

Purpose

Values and Default

port

remote-host

self-url

ssl-port

start

Theice-server element

Specifies the port on which
the Content Server listens

Specifiesan external host that
is used to serve content.
URLs pointing to local
content delivered by the
Connection Server are
changed to point to the host
specified here, instead of the
Content Server.

The remote-host attribute can
also be specified in the
<options> element. Thisisa
specia use of the attribute
that isrelated to backwards
compatibility.

Specifies the URL and port
the Content Server usesto
receive event notifications
from the master.
Recommended for use when
the IP address may not
reliably point to the same
machine, such asin some
DHCP environments

Specifies the port on which
the Content Server listens for
communications protected by
Secure Sockets Layer (SSL)
security.

Specifies that the Content
Server service should be
started automatically

A valid port number
Default: 8891

Valid host name
Default: none

URL:port

If null or not specified,
Connection Server
determines avalue, based on
its current | P address.

A valid port number
Default: 8894

true or false
Default: true (auto start)

Specifies operational parameters for the ICE Server—the service that uses the |CE protocol to
handle offers, subscriptions, and updates.

Attribute

Purpose

Values and Default

master-url

max-threads

Specifies the URL of the
master host from which this
ICE Server receives event
notification. If null or not
specified, the service does not
attempt to connect to a
master.

Specifies the maximum
number of request-handling
threads this service can
create; the number of threads
specified is never exceeded.

URL :port
Port default is 8380

Integer
Default: 7
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Attribute

Purpose

Values and Default

max-thread-queue

min-threads

port

self-url

sdl-port

start

Specifies the maximum
allowable number of
backlogged requests.

Specifiestheinitial number of
request-handling threads this
service will create when
started; the number of threads
specified always start.

Specifies the port on which
the | CE Server service should
listen.

Specifies the URL and port
this host usesto receive event
notifications from the master
host. Recommended for use
when the | P address may not
reliably point to the same
machine, such asin some
DHCP environments.

Specifies the port on which
the ICE Server listens for
communications protected by
Secure Sockets Layer (SSL)
security.

Specifies that the ICE Server
service should start
automatically.

The master-server e ement

Specifies operational parameters for event distribution—the service that alows notificationsto
be sent between Connection Server components in multiple-host environments.

Attribute

Purpose

Integer
Default: 30

integer
Default: 7

A valid port number
Default: 8890

A fully-qualified URL and
port number.

Example:
http:/lyour_url:7575

If null or not specified, the
master determines avalue,
based on the | P address.

A valid port number
Default: 8893

true: ICE Server starts
automatically

false: ICE Server does not
automatically start

Default: true

Values and Default

accept-unlisted

authentication-id

Specifies whether or not the
master (event sending) host

should alow unlisted slave

(receiving) hosts to register

for event notification.

Unregistered daves are not
automatically reconnected
when the master restarts and,
therefore, are not
automatically synchronized.

This attribute allows you to
specify alogin that the
various serversin the
distributed architecture will
use to authenticate with each
other.

true: Unregistered daves are
accepted for connectionto a
master

false: Only registered daves
are accepted for connection to
amaster

Default: false

Connection Server loging/
usernames should contain
only ASCII characters
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Attribute

Purpose

Values and Default

authentication-pass

master-url

port

receivern

self-url

shutdown-slaves

start

This attribute allows you to
specify a password that the
various serversin the
distributed network will use
to authenticate with each
other.

Allows two master serversto
communi cate with each other,
which might be necessary if
changes are potentially
happening on multiple
machines.

Specifies the port on which
the master host listens.

Specifiesalist of URLsfor
event-receiving slave hosts. If
accept-unlisted isfalse, each
slave must belisted to receive
events. Thisisthe
recommended configuration.

Allows two master serversto
communi cate with each other,
which might be necessary if
changes are potentially
happening on multiple
machines.

Specifies whether or not the
daves should be notified
when the master server shuts
down or restarts. If true, the
various slaves will also either
be shutdown or restarted.

Specifies that the master
service should start
automatically.

The database element

Most JDBC driver documentation details the Java code needed for a program to connect to a
specific JIDBC driver. In general, there are four common interactions. Each of these
interactions can be specified in the configuration file; not al interactions are needed for each

driver.

= Selecting the IDBC driver to be used
m  Choosing how the driver isto be registered

m  Selecting the IDBC URL used to connect to the database

Connection Server passwords
should contain only ASCII
characters.

A fully-qualified URL and
port number.

A valid port number
Default: 8880

receivern, wherenisan
integer value starting with 1.
Default: none

A fully-qudified URL and
port number.

Default: true

true: Master service starts
automatically

false: Master service does
not automatically start

Default: true

= Setting additional parameters not specified in the JIDBC URL

The database element and its child elements, driver, user, and property, enable Connection
Server to connect to a database using a JDBC driver.
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Attribute

Purpose

Values and Default

max-connections

max-retries

retry-delay

The maximum number of
database connections
alowed.

The number of timesa
database operation will be
retried after onefails.

The amount of timein
milliseconds between
database retries.

whole number >0
Default: 9

Default: 3

amount of timein

milliseconds between
database retries

The description of these elements is shown in the following example. The database section of
the configuration file appears in the configuration file provided with the Connection Server

software.

<database type="dbtype" max-connections=9/>
<driver jdbcURL="jdbc:oracle:kinecta_ice"
driver="oracle_jdbc.driver.OracleDriver"/>
<user username="'user" password="pass"/>
<property key="debug-level" value="2"/>
<property key="keyname" value="5"/>

</database>
Attribute Purpose Values and Default
driver The name of the IDBC driver.  Thedriver needsto bein your
classpath or otherwise
accessible from the
environment in which
Connection Server runs...
jdbcURL The JDBC URL used to jdbcURL="jdbc:odbc:kinecta
connect to the database. _ice"
Properties can be set in the
configuration file using the
System.setProperties( )
method of the <property>
element.
username The user nametologintothe  Default: username="user"
database.
password The user passwordtologinto  Default: password="pass"

the database.

The content-sour ces element

The content-source element allows the addition of a custom content source monitor. The
factory element is a child of this element. For more information and an example, refer to the
Replication Customization Guide.
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The extensions element

This section coversthe extensions element and following sub-element:
m  Thefactory element

The extensions element is used to add custom extensions to the Connection Server. Its
inclusion is wholly optional and most often will enable the addition of custom content source
monitors and adapters. The SDK contains examples of such. The extensions element specifies
aclass that implements com.kinecta.syndicator.extension. This element has a child
element: factory (any number, including none).

Attribute Purpose Values and Default

class Javaclassnametobeinvoked  valid Javaclass namefor this
for an extension. extension

param Information to be passed to any string you wish to passto

the Java class when invoked. the extension
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Thefactory element

The factory element implements com.kinecta.syndicator.extensionfactory and can be achild of
both the extensions element and the content-sources element. It has no child elements.

Attribute Purpose Values and Default

class Javaclassnametobeinvoked  valid Javaclass namefor this
for afactory. factory

param Information to be passed to any string you wish to passto

Theldap element

the Java class when invoked.

the factory

The ldap element causes the Connection Server to launch in LDAP mode. This mode allows
the Connection Server to import and delete user records by validation against an LDAP
(Lightweight Directory Access Protocol) database.

Note: The Connection Server does not directly authenticate against the LDAP database

Attribute Purpose Values and Default
|dap-enabled Tells the Connection Server true or false
whether to runin LDAP (no default)
mode or not.
ldapURL Specifiesthe LDAP server’s Idap:/lyour_IP_address:389
IP address and port.
username Specifiesan LDAP The user name with
administrator user name, in administrator permissions.
order to establish a NDI For the iPlanet LDAP server,
connection. default is:
“cn=Directory Manager”
userpassword Specifiesan LDAP The password corresponding
administrator password, in to the user name above.
order to establish a JNDI
connection.
rolebase Specifies the LDAP element Default:
that forms the base of the “cn=KinectaAdminGroup
search for matching roles. ou=Groups, '
dc=Idap_server_domain_nam
e element,...
dc=Idap_server_domain_nam
e_element”
rolename Specifies the name of the Example:
LDAP server attribute that “on”
contains the role name.
rolesearch Specifies the LDAP search Example:
pattern for selecting rolesin “on”
the LDAP realm. rolesearch="(uniquemember=
{0})"
digest Specifiesthedigest algorithm  Default:
used to store passwords. "CLEAR"
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Attribute Purpose Values and Default
rolesubtree Specifies whether to search true if youwant role searches
subelements. to search the subtrees of
elements selected by
rolebase;
false if you want to search
only the top-level elements.
passwordname Specifies the name of the Form depends on the digest
LDAP server attribute that attribute’s setting.
contains the password. Default:
passwordname="userpasswor
d“
userpattern Specifies the search pattern Use{0} asashorthand for the
for selecting usersin the distinguished name (dn)
LDAP ream. pattern corresponding to the

The | 2ee element

users you want to retrieve.
Example:

userpattern="uid={ 0} ,ou=Pe
ople,
dc=your_domain,dc=com”

This section covers the j2ee element and following sub-elements:

= Theknet element

= Thelicense-server host element
= Theknet-server host element

m  The soap-server host element

m  Thetracking-server host element

m  Theclickthru-server element

Attributes of the j2ee element

The j2ee element governs how the Connection Server behaves when run as a web application
within the (J2EE-compliant) WebL ogic application server. This element contains the following

attributes:
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Attribute

Purpose

Values and Default

initContextFactory

appServerURL

docRoot

resourcePath

ejbAccessUser

€jbA ccessUserPasswd

virtua Dir

The name of the class that
implements the naming
context to facilitate the
lookup and discovery of
objects using JNDI services.
This class name will vary
depending on the INDI
services used.

Thecomplete URL (including
the protocol and port) to
access the application server.
ThisURL isused to look up
EJBs and other resources
from the application server.

The document root of the web
application. The web
application serves JSP and
HTML pagesto the client
from this location.

Theroot of the installed web
application. The web
application uses this path to
look up other resources (such
as configuration files).

Together with
ejbAccessUserPasswd,
specifies the user credentials
required to look up the EJBs
in the application server..

If you change the System
Administrator login/password
in the web application, you
should change these defaults
to match.

Password corresponding to
the value of
ejbAccessUser.

The name of the web
application. Used for
administrative purposes.
Should match the name by
which the web application is
deployed in the application
server.

Default:
t3://localhost: 7001/

Example:

installation_path/webpages/
syndicator

(whereinstallation_path
specifiesthelocal directory in
which the Connection Server
isinstalled)

Example:

installation_path

Default:
administrator

Default:
administrator

Example:
virtual Dir=ConnectionServer
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The knet e ement

The knet element directs the Connection Server to an appropriate Sellent Subscription Client
Deployment Server. The knet element has five child elements: license-server host, knet-server
host, soap-server host, tracking-server host, and clickthru-server.

Thelicense-server host element

Thelicense-server host child element specifies host information for the service that checks
for licenses when the Connection Server and Subscription Client start up.

Attribute Purpose Values and Default

host Specifies URL tothelicense-  http://your_url
server host.

port Specifies port used to access ~ Configurable, but usually
the license server. shares the same port asthe

application server.

The knet-server host element

The knet-server host child element specifies host information for the Subscription Client
Deployment Server itself.

Attribute Purpose Values and Default

host Specifies the URL to the http://your_url
Subscription Client
Deployment Server host.

port Specifies port used to access ~ Configurable, but usually
the Subscription Client shares the same port as the
Deployment Server. application server.

The soap-server host element

The soap-server host child element specifies host information for the SOAP (simple Object
Access Protocol) server. The SOAP protocol is used for communication between the
Subscription Client Deployment Server and the Connection Server.

Attribute Purpose Values and Default

host Specifies URL to the SOAP http://your_url
server’s host.

port Specifies port used to access ~ Configurable, but usually
the SOAP server. shares the same port asthe

application server.
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Thetracking-server host element

The tracking-server host child element identifies the server that hosts the Content Matrix

service.

Attribute Purpose Values and Default

host Specifies URL to the http://fyour_url
Content Metrics server’'s
host.

port Specifies port used to Configurable, but usually sharesthe
access the Content same port as the application server.
Metrics server.

Theclickthru-server element

The clickthru-server child element identifies the server that hosts the Content Metrics click-
through tracking service.

Attribute Purpose Values and Default

host Specifies URL to the http://your_url
Content Metrics click-
through server’s host.

port Specifies port used to Configurable, but usually sharesthe
access the Content same port as the application server.
Metrics click-through
server’s host.
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THIRD PARTY LICENSES

OVERVIEW

This appendix includes a description of the Third Party Licenses for al the third party
products included with this product.

+» Apache Software License (page A-1)

« W3C® Software Notice and License (page A-2)
% Zlib License (page A-4)

++ General BSD License (page A-5)

«» Genera MIT License (page A-5)

% Unicode License (page A-6)

«» Miscellaneous Attributions (page A-7)

APACHE SOFTWARE LICENSE

* Copyright 1999-2004 The Apache Software Foundation.

* Licensed under the Apache License, Version 2.0 (the "License™);
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

* http://ww.apache.org/licenses/LICENSE-2.0
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*

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,
* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

W3C® SOFTWARE NOTICE AND LICENSE

64

*

*

*

*

*

Copyright © 1994-2000 World Wide Web Consortium,
(Massachusetts Institute of Technology, Institut National de
Recherche en Informatique et en Automatique, Keio University).

All Rights Reserved. http://www.w3.org/Consortium/Legal/

This W3C work (including software, documents, or other related items) is
being provided by the copyright holders under the following license. By
obtaining, using and/or copying this work, you (the licensee) agree that
you have read, understood, and will comply with the following terms and

conditions:

Permission to use, copy, modify, and distribute this software and its
documentation, with or without modification, for any purpose and without
fee or royalty is hereby granted, provided that you include the following
on ALL copies of the software and documentation or portions thereof,

including modifications, that you make:

1. The full text of this NOTICE in a location viewable to users of the

redistributed or derivative work.

2. Any pre-existing intellectual property disclaimers, notices, or terms
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* and conditions. If none exist, a short notice of the following form

* (hypertext is preferred, text is permitted) should be used within the
* body of any redistributed or derivative code: "Copyright ©

* [$date-of-software] World Wide Web Consortium, (Massachusetts

* Institute of Technology, Institut National de Recherche en

* Informatique et en Automatique, Keio University). All Rights

* Reserved. http://ww.w3.org/Consortium/Legal/"

* 3. Notice of any changes or modifications to the W3C files, including the
* date changes were made. (We recommend you provide URIs to the location

* from which the code is derived.)

* THIS SOFTWARE AND DOCUMENTATION IS PROVIDED "AS 1S,"™ AND COPYRIGHT HOLDERS
* MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT

* NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR
* PURPOSE OR THAT THE USE OF THE SOFTWARE OR DOCUMENTATION WILL NOT INFRINGE

* ANY THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.

* COPYRIGHT HOLDERS WILL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL OR
* CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE OF THE SOFTWARE OR
* DOCUMENTATION.

* The name and trademarks of copyright holders may NOT be used in advertising
* or publicity pertaining to the software without specific, written prior
* permission. Title to copyright in this software and any associated

* documentation will at all times remain with copyright holders.

*
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ZLIB LICENSE

* zlib.h -- interface of the "zlib" general purpose compression library

version 1.2.3, July 18th, 2005

Copyright (C) 1995-2005 Jean-loup Gailly and Mark Adler
This software is provided "as-is®, without any express or implied
warranty. In no event will the authors be held liable for any damages

arising from the use of this software.

Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it

freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be
misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly jloup@gzip.org

Mark Adler madler@alumni.caltech.edu
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GENERAL BSD LICENSE

Copyright (c) 1998, Regents of the University of California

All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

"Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

"Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

"Neither the name of the <ORGANIZATION> nor the names of its contributors may be
used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFTWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS™ AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

GENERAL MIT LICENSE

Copyright (c) 1998, Regents of the Massachusetts Institute of Technology

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software™), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

Site Studio Publishing Utility - Administration Guide 67



Third Party Licenses

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE 1S PROVIDED "AS 1S, WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

UNICODE LICENSE
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UNICODE, INC. LICENSE AGREEMENT - DATA FILES AND SOFTWARE

Unicode Data Files include all data files under the directories
http://ww.unicode.org/Public/, http://ww.unicode.org/reports/, and
http://ww.unicode.org/cldr/data/ . Unicode Software includes any source code
published in the Unicode Standard or under the directories
http://ww.unicode.org/Public/, http://www.unicode.org/reports/, and
http://ww.unicode.org/cldr/data/.

NOTICE TO USER: Carefully read the following legal agreement. BY DOWNLOADING,
INSTALLING, COPYING OR OTHERWISE USING UNICODE INC.*S DATA FILES (“'DATA FILES™),
AND/OR SOFTWARE ("'SOFTWARE™), YOU UNEQUIVOCALLY ACCEPT, AND AGREE TO BE BOUND BY,
ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE, DO NOT
DOWNLOAD, INSTALL, COPY, DISTRIBUTE OR USE THE DATA FILES OR SOFTWARE.

COPYRIGHT AND PERMISSION NOTICE

Copyright © 1991-2006 Unicode, Inc. All rights reserved. Distributed under the
Terms of Use in http://ww.unicode.org/copyright.html.

Permission is hereby granted, free of charge, to any person obtaining a copy of the
Unicode data files and any associated documentation (the "Data Files™) or Unicode
software and any associated documentation (the "Software™) to deal in the Data
Files or Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, and/or sell copies of the Data Files
or Software, and to permit persons to whom the Data Files or Software are furnished
to do so, provided that (a) the above copyright notice(s) and this permission notice
appear with all copies of the Data Files or Software, (b) both the above copyright
notice(s) and this permission notice appear in associated documentation, and (c)
there is clear notice in each modified Data File or in the Software as well as in
the documentation associated with the Data File(s) or Software that the data or
software has been modified.
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THE DATA FILES AND SOFTWARE ARE PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO
EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS INCLUDED IN THIS NOTICE BE LIABLE FOR
ANY CLAIM, OR ANY SPECIAL INDIRECT OR CONSEQUENTIAL DAMAGES, OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THE DATA FILES OR SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used
in advertising or otherwise to promote the sale, use or other dealings in these Data
Files or Software without prior written authorization of the copyright holder.

Unicode and the Unicode logo are trademarks
of Unicode, Inc., and may be registered in some jurisdictions. All other trademarks
and registered trademarks mentioned herein are the property of their respective
owners

MISCELLANEOUS ATTRIBUTIONS

Adobe, Acrobat, and the Acrobat Logo are registered trademarks of Adobe Systems
Incorporated.

FAST Instream is a trademark of Fast Search and Transfer ASA.

HP-UX is a registered trademark of Hewlett-Packard Company.

IBM, Informix, and DB2 are registered trademarks of IBM Corporation.

Jaws PDF Library is a registered trademark of Global Graphics Software Ltd.

Kofax is a registered trademark, and Ascent and Ascent Capture are trademarks of
Kofax Image Products.

Linux is a registered trademark of Linus Torvalds.
Mac is a registered trademark, and Safari is a trademark of Apple Computer, Inc.

Microsoft, Windows, and Internet Explorer are registered trademarks of Microsoft
Corporation.

MrSID is property of LizardTech, Inc. It is protected by U.S. Patent No. 5,710,835.
Foreign Patents Pending.

Oracle is a registered trademark of Oracle Corporation.

Portions Copyright © 1994-1997 LEAD Technologies, Inc. All rights reserved.
Portions Copyright © 1990-1998 Handmade Software, Inc. All rights reserved.
Portions Copyright © 1988, 1997 Aladdin Enterprises. All rights reserved.
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Portions Copyright © 1997 Soft Horizons. All rights reserved.
Portions Copyright © 1995-1999 LizardTech, Inc. All rights reserved.
Red Hat is a registered trademark of Red Hat, Inc.

Sun is a registered trademark, and Sun ONE, Solaris, iPlanet and Java are trademarks
of Sun Microsystems, Inc.

Sybase is a registered trademark of Sybase, Inc.
UNIX is a registered trademark of The Open Group.

Verity is a registered trademark of Autonomy Corporation plc

70 Site Studio Publishing Utility - Administration Guide



Ste Sudio Publishing Utility - Administration Guide Index

| ndex

A clickthru-server element 61
cmd filter

error-exit-code 34
success-exit-code 34
use-input-as-output 34
cmd filter type 33
cmd trigger 35

absolute-to-relative job element 26

accept-unlisted 53

action attribute 31

admin 50

admin-server attribute 50
max-thread-queue 51

ntax 35

max-threads 51 cor?f/i guration file

min-threads 51 admin-server attribute 45, 50

port 51 content server element 51

start 51 database element 54
analyzer 47 DTD for filter element 39
append to existing log file 19 DTD for job element 39
append-extension attribute 33 ice-server 52
appServerURL 59 log element 46
atomic delivery option 16 options element 41, 60
Zt?trr?;;tfej()b element 27 proxy element 48

root element 41
ssl element 49
content-browsing 42

admin-server 50
attribute, admin-server 45, 50

udt 4'7 i content-server element 51
authentication
described 35 master-url 51
authentication element 35 max-thread-queue 51
password 35 max-threads 51
username 35 min-threads 51
authentication-id 53 port 52
authenti cation-pass 54 remote-host 52
auto-upgrade 47 self-url 52
sdl-port 52
B start 52
content-sources element 55
bazeerele:?er;t;, critical 19, 46
d aubsed 25 csm.dirs 47
; e::2r|5 csm.files 47
0 . csm.sitestudio logging facility 20
baseref job element 25
csm.web 47

browser-path 42 csm.web logging facility 20

custom logging 19, 20

C
change-extension attribute 33 D
zll:;g;path-regex attribute 33 detabase 47

factory element database element 54

classs7 driver 55

71



Ste Sudio Publishing Utility - Administration Guide

Index

jdbcURL 55
max-collection 55
max-retries 55
password 55
retry-relay 55
username 55
database logging 19
database logging facility 20
database purge 22
dataobject 47
dataobject logging facility 20
date-time 47
date-time format 29
date-time logging facility 20
debug 19, 46
default 46
defaults base element 25
delivery 47
delivery logging facility 20
delivery options
atomic 16
incremental 16
synchronized 16
delivery rules, ICE 28
delivery.ftp 47
delivery.ftp logging facility 20
delivery.ice 47
delivery.ice logging facility 20
delivery.mail 47
destination type
FTP server 17
Subscription Client 17
digest 57
dir attribute 28
docRoot 59
documentation 7
download-base 42

driver 55
DTD

filter element 39
job element 39
duration format 29

E

editable job element 27
gb 47
gjbAccessUser 59
€jbAccessUserPasswd 59
Element
clickthru-server 61
content-server 51
content-sources 55
database 54
factory 57
ice-server 52
j2ee 58
knet 60
knet-server host 60
Idap 57
license-server host 60
log 46
master-server 53
options 41
proxy 48
root 41
services 50
soap-server host 60
ssl 49
timeFormat 45
tracking-server host 61
elements
content server 51
database 54
ice-server 52
log 46
options 41, 60
proxy 48
root 41
sdl 49
enabled 49
error 19, 46
error-exit-code attribute 34
event 47
event logging facility 20
extension element
class 56

param 56

72



Ste Sudio Publishing Utility - Administration Guide

Index

F

facilities
logging levels 46

facility
analyzer 47
audit 47
auto-upgrade 47
csm.dirs 47
csm.files 47
csm.web 47
database 47
dataobjects 47
date-time 47
delivery 47
delivery.ftp 47
delivery.ice 47
delivery.mail 47
gb 47
event 47
filter 47
httpd 47
httpd.content 47
httpd.tomcat 47
ICE 20, 47
ice-cache 48
KTL 48
Idap 48
logging 48
login 48
replicator 48
scheduler 48
security 48
serializer 48
soap 48
sweeper 48
syndicator 48
template 48
ui 48
xml 48

factory element 57
file handling
overwritelog file 19
rotate log files by size 20
filelogging 19
filewatcher-checksum 43

filter 47
authentication child element 35
filter element
append-extension 33
change-extension 33
change-path-regex 33
described 32
no-save 33
src 33

type 32
filter type

cmd 33
java 34
regex 33
xd 34
filters
configuring 29
described 29
filterset element 30
action 31
described 29
hostname 31
path 31
pathfiltertype 31
port 31
FTP server
location 18
password 18
port number 18
subdirectory 18
user name 18
FTP sever 17

H

host 48

hostname 43

hostname attribute 31

httpd 47

httpd logging facility 20
httpd.content 47

httpd.content logging facility 20
httpd.tomcat 47

httpd.tomcat logging facility 20
http-post trigger 36

73



Ste Sudio Publishing Utility - Administration Guide

Index

syntax 36

ICE 20, 47

date-time format 29

duration format 29
ice-cache 48
ice-cache logging facility 20
ice-cache-silence-time-out 43
ice-cache-size 43
ice-cache-update-interval 43
ice-delivery-rule

maxfreq 28

minfreq 28

monthday 29

startdate 29

starttime 29

stopdate 29

weekday 29
ice-delivery-rule element 28
ice-failover-adjustment 43
ice-server element 52

master-url 52, 54

max-thread-queue 53

max-threads 52

min-threads 53

port 53

self-url 53, 54

ssl-port 53

start 53
incremental delivery option 16
info 19, 46
initContextFactory 59
ip-status job element 27

J

j2ee element 58
appServerURL 59
docRoot 59
ejbAccessUser 59
€jbAccessUserPasswd 59
initContextFactory 59
resourcePath 59

virtualDir 59

javafilter type, described 34

javatrigger 37
programming 37
syntax 37

JDBC 54

JDBC, about 54

jdbcURL 55

job base element 25

job element 26
absolute-to-relative 26
atomic-use 27
baseref 25
editable 27
filterset child element 30
ice-delivery-rule child element 28
ip-status 27
localdir child element 28
max-depth 26
max-pages 26
mmestohttp 26
offer-name 27
password 25
pnmtohttp 26
pnmtopnm 26
rights-holder 27
showcredit 27
subscription-id 26
subscription-state 26
url 25
usage-required 27
user-agent 26
username 25

job schedule 15

job state 15

K

keystorefilename 50
keystorepass 50

knet element 60
knet-server host element 60
KTL 48

74



Ste Sudio Publishing Utility - Administration Guide

Index

L

last update 15

Idap 48

Idap element 57
digest 57
Idap-enabled 57
IdapURL 57
passwordname 58
rolebase 57
rolename 57
rolesearch 57
rolesubtree 58
username 57
userpassword 57
userpattern 58

|dap-enabled 57

ldapURL 57

license-server host element 60

localdir child element 28
dir attribute 28

log destinations
append to existing log file 19
custom logging 19
database logging 19
filelogging 19
mail logging 19

log element 46
default 46
overwrite 46

logging 48

Logging Facilities 47

logging facilities
csm.sitestudio 20
csm.web 20
database 20
dataobjects 20
date-time 20
delivery 20
delivery.ftp 20
delivery.ice 20
event 20
httpd 20
httpd.content 20
httpd.tomcat 20

ice-cache 20
packagemanager 20
replicator 21
scheduler 21
security 21
soap.service 21
syndicator 21
template 21
ui.validation 21
ui.web 21
xml 21
Logging Levels 46
logging levels
critical 19, 46
debug 19, 46
error 19, 46
info 19, 46
verbose 19, 46
warning 19, 46
logging levels, by facility 46
login 48

M
mail logging 19
manual update 17
master-server element 53
accept-unlisted 53
authentication-id 53
authentication-pass 54
receivern 54
shutdown-slaves 54
start 54
master-url 51, 52, 54
max-connections 55
max-depth job element 26
maxfreq attribute 28
max-package-size 44
max-pages job element 26
max-push-retry 44
max-push-threads 44
max-retries 55
max-thread-queue 51, 53
max-threads 51, 52
minfreq attribute 28

75



Ste Sudio Publishing Utility - Administration Guide

Index

min-push-threads 44
min-threads 51, 53
mmestohttp job element 26
mmstomms 26
mmstomms job element 26
monthday attribute 29

N

no-save attribute 33

O

offer-name job element 27

options element 41, 60
browser-path 42
content-browsing 42
download-base 42
filewatcher-checksum 43
hostname 43
ice-cache-silence-time-out 43
ice-cache-size 43
ice-cache-update-interval 43
ice-failover-adjustment 43
max-package-size 44
max-push-retry 44
max-push-threads 44
min-push-threads 44
run-interactive 45
start-browser 45

overritelog file 19

overwrite 46

P
packagemanager logging facility 20
param 56

factory element

param 57

password 48, 55
password job element 25
passwordname 58
path attribute 31
pathfiltertype attribute 31
pnmtohttp job element 26
pnmtopnm job element 26

port 49, 51, 52, 53
port attribute 31
proxy element 48

host 48

password 48

port 49

proxyset 49

sdl-port 49

username 49
proxy servers 48, 49
proxyset 49
Publishing Utility

system requirements 9
purge schedule

every day 22

only on 22

only on these days 22

R

receivern 54

regex filter type 33
remote-host 52

replicator 48

replicator logging facility 21
required 49

resourcePath 59

retry-delay 55

rights-holder job element 27
rolebase 57

rolename 57

rolesearch 57

rolesubtree 58

root element 41
run-interactive 45

S

scheduler 48

scheduler logging facility 21
security 48

security logging facility 21
self-url 52, 53, 54
serializer 48

Server CGI URL 16

76



Ste Sudio Publishing Utility - Administration Guide

Index

server identity 21
server URL for subscriber 22
server UUID 21
services element 50
showcredit job element 27
shutdown-slaves 54
Site Studio Publishing Utility 5
soap 48
soap.service logging facility 21
soap-server host element 60
src attribute 33
ssl element 49
admin 50
enabled 49
keystorefilename 50
keystorepass 50
required 49
sdl-port 49, 52, 53
start 51, 52, 53, 54
start-browser 45
startdate attribute 29
starttime attribute 29
Stellent Site Studio
publishing aweb site 5
stopdate attribute 29
Subscription Client 9
subscription-id job element 26
subscription-state job element 26
success-exit-code attribute 34
sweeper 48
synchronized delivery option 16
syndicator 48
syndicator logging facility 21
syntax
cmd trigger 35
http-post trigger 36
javatrigger 37

T

template 48

template logging facility 21
time format 23

timeFormat element 45
tracking-server host element 61

trigger
sample 38

trigger type
cmd 35

http-post 36

java 37
triggers, described 35
type attribute 32

U
ui 48
ui.vaidation logging facility 21
ui.web logging facility 21
update schedule
every day 16
first update at 17
last update at 17
manual update 17
only on 16
only on these dates 16

update every 17
URL

Microsoft Netshow server 26

RealAudio 26
url job element 25
usage-required job element 27
use-input-as-output attribute 34
user guide

conventions 8
user-agent job element 26
username 49, 55, 57
username job element 25
userpassword 57
userpattern 58

Vv

verbose 19, 46
virtualDir 59

W

warning 19, 46
web site

publishing 5
weekday attribute 29

77



Ste Sudio Publishing Utility - Administration Guide

Index

X

xml 48
xml logging facility 21
xdl filter type, described 34

78



	Cover Page
	Table of Contents
	1. Introduction
	Guidelines for publishing
	Guidelines for customizing Site Studio pages
	Documentation
	Conventions used in this guide


	2. Getting started
	Creating a new publish destination
	Publishing a Site Studio web site
	Error handling for publishing
	Customizing error handling
	Standard HTTP error codes


	3. Publishing Utility administration
	Current status
	Add website
	All destinations
	Create new destinations
	Event logs
	Create event log
	Logging facilities
	View log messages
	General settings

	4. Configuration (XML) elements
	Base elements
	Filters
	filterset element (child of job element)
	filter element (child of filterset element)
	authentication element (child of filterset element)

	Triggers
	cmd triggers
	http-post triggers
	Java triggers
	Programming Java triggers
	Sample

	Sinks
	DTD for job and filter elements
	The root element
	The options element
	The timeFormat element
	The log element
	The proxy element
	The ssl element

	The services element
	The admin-server attribute
	The content-server element
	The ice-server element
	The master-server element

	The database element
	The content-sources element
	The extensions element
	The factory element

	The ldap element
	The j2ee element
	The knet element
	The license-server host element
	The knet-server host element
	The soap-server host element
	The tracking-server host element
	The clickthru-server element


	A. Third Party Licenses
	Index

