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INTRODUCTION

OVERVIEW

This section contains the following topics:
% About This Guide (page 1-1)
+ Conventions (page 1-1)

+ PDFWatermark Documentation (page 1-3)

ABOUT THIS GUIDE

This guide provides all information required to install, set up, administer and use
PDFWatermark version 10gR3.

CONVENTIONS

The following conventions are used throughout this guide:

% Forward slashes (/) are used to separate parts of an Internet address. For example,
http://www.google.com/maps. A forward slash might or might not appear at the end of
an Internet address.

7

«» Backward slashes (\) are used to separate the levels in a path to a Windows server,
directory, or file. For example, C:\ibr\refinery\. A backward slash will always appear
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after the end of a Windows server, directory, or file path. For UNIX/Linux, reverse
slash direction.

«+ File names and file paths within text are indicated by the following convention:
<filename> file in the <path to directory> directory.

«» The notations <content server install dir>, <cs_install dir>, <install dir> are
used to refer to the location of the main Content Server installation directory.

Notes, technical tips, important notices, and cautions use these conventions:

Symbols

The following symbols are used throughout this document:

Symbols | Description

This is a note. It is used to bring special attention to information.

This is a technical tip. It is used to identify information that can be used
to make your tasks easier.

This is an important notice. It is used to identify a required step or
required information.

This is a caution. It is used to identify information that might cause loss of

XINCIN-IRE

data or serious system problems.
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Introduction

PDFWATERMARK DOCUMENTATION

PDF Documentation

The PDFWatermark documentation is available as a set of PDF files. All of the PDF files
are included with the Content Server software installation files. PDF files of guides are

also installed along with the Content Server software:

¢ To view the PDF files from the content server computer file system, go to the

following directory:

<install _dir>\weblayout\help\documentation\install _admin_pdfw _10en

PDFWatermark Installation and Administration Guide 1-3






WHAT’S NEW

OVERVIEW

This section covers the following topics:

®
0.0

7
0‘0

Product Enhancements (page 2-1)

Documentation Enhancements (page 2-2)

PRODUCT ENHANCEMENTS

PDF Watermark has been redeveloped for Content Server version 10gR3.In previous
releases, watermarking was performed by two separate products. Dynamic
watermarking was performed from the Content Server and Watermarking (static) was
performed by the Inbound Refinery. PDFWatermark 10gR3 watermarking is
performed differently after conversion than in previous releases; it now uses one
component and one user interface to manage both static and dynamic watermarks.

PDFWatermark 10gR3 features a PDFW Administration screen in which you can
define the rules that determine which template, if any, gets applied to a specific PDF
content file.

You can also create and modify the templates themselves, as well as configure the
default, metadata values for templates.

Beginning with this version, PDF Watermark uses a web server filter plug-in, which
detects static URL requests for .pdf files, and sets the isproxiedpath bit in the request
header. This, in turn, causes CS to execute a GET DYNAMIC URL service, during
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What's New

which the content is tested against the watermarking rules and a watermark is
conditionally applied. The original content is not modified.

DOCUMENTATION ENHANCEMENTS

The following documentation enhancements have been made for PDFWatermark
version 10gR3:

+ Reorganized Documentation Set
The PDFWatermark documentation set has been reorganized and now contains the
following documents:

*  PDFWatermark Installation and Administration Guide—provides all
information required to install, set up, administer, and use PDFWatermark
version 10gR3.

*  PDFWatermark Release Notes—provides the most current considerations for
installing and administering PDFWatermark version 10gR3.

% Documentation Updated for the New Interface
The PDFWatermark documentation set has been updated to cover the redeveloped
component’s functionality and the new administration interface.
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PDFWATERMARK OVERVIEW

OVERVIEW

This section covers the following topics:
% About PDFWatermark (page 3-1)
+ How PDFWatermark Works (page 3-2)

ABOUT PDFWATERMARK

PDFWatermark is an optional add-on to Content Server. It enables watermarks to be
applied to PDF files generated by the Inbound Refinery’s PDFConverter component
(static) and returned to the content server. Existing PDF files, already residing on the
content server can also be watermarked (dynamic).

Dynamic watermarks are generated on-the-fly and can contain variable information (for
example, user name, date and time of download, or file name). System administrators can
define variables and set up specific conditions for generating dynamic watermarks.

PDFWatermark can also add security features to PDF files as they are downloaded for
viewing. Access settings can be enabled or disabled, such as printing or modifying the file.
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How PDFWATERMARK WORKS

New Metadata Fields

The installation automatically creates a TemplateType metadata field with an associated
option list, and a TemplatelD field, which is used for static watermarking. Currently there
is only one TemplateType, the default PDFW_Template.

Static Watermarking

Static Watermarking is conducted in cooperation with Inbound Refinery (IBR) and
PDFConverter (PDFC). Only content which is converted to PDF by the PDFConverter can
be watermarked. You can request a static watermark for content that you expect to be
converted to PDF by entering a valid PDFWatermark Template ID (dDocName) in the
xPdfwTemplate]D metadata field during checkin.

Content checked in by an automated process, for example WebDAV or BatchLoader, can
also be given a static watermark, subject to the IBR/PDFC restriction described above and
provided the xPdfwTemplatelD field contains a valid template ID.

Dynamic Watermarking

Dynamic Watermarking of PDF content is rules-based.The PDFWatermark
Administration screen is provided to define rulesets via the Rules tab. If a given request
for a PDF document satisfies one of the pre-defined rules, the template associated with
that rule is used to watermark a copy of the content before the copy is returned to the
requesting user; only the weblayout form will be watermarked, the original PDF file is
unchanged in its vault location.

PDFW Administration Screen

This version of PDFWatermark contains a PDFW Administration screen in which you can
define the rules that determine which template, if any, gets applied to a specific PDF
content file. You can also create and modify the templates themselves, as well as
configuring the default metadata values for templates.
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PDFWatermark Overview

Configuration Settings
When you create a new template, it is checked in as a managed object.

You can use the Configuration tab to set the default metadata field values for the automatic
template checkin process.

If there are defined, required metadata fields for your Content Server instance, you must
use the Configuration tab to define suitable values for these fields. You must define these
values prior to creating a template.

Templates

Templates are managed objects, and must be checked in before they can be used. When a
new template is created and you click OK, the template is checked in using the default
metadata you define on the Configuration tab. When you modify an existing template, and
click OK, the existing template is checked out of content server, and it is checked back
into content server using the current metadata..

Because the template is a managed content item, you can change the default metadata on
the Information page for the content item.

Templates can contain text watermarks, image watermarks, or both. Users can identify
templates during check in of items that will be statically watermarked after conversion by
PDFConverter in the Inbound Refinery.

You must check in templates prior to configuring rules, because rules are used to
determine which watermark template is applied to the content when Dynamic
watermarking is performed.

Rules

Rules determine which template, if any, gets applied to a specific PDF content file.
The order in which the rules are tested may be significant, depending on the
criteria used. Generally rules should be ordered with the most specific tests first in
the list, and more general ones subsequent. You use Move Up and Move Down
buttons to accommodate this.

The higher the rule on the list, the higher the precedence. For example, you have rulel
which is dDocType=ADCORP and you also have rule2 which is dDocAuthor=sysadmin.
If sysadmin checks in a content of dDocType=ADCORP, rulel will be used if it is
positioned above rule2. However, rule2 will be used if it is first on the list.
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PDFWatermark Overview

STATIC WATERMARKING SCENARIO

Content Server receives processed content from the Inbound Refinery. The Inbound
Refinery in use must have PDFConverter installed, enabled, and configured to convert the
necessary file formats into PDF.

When a document is checked in, for example a word document, the native file is rendered
into PDF by the PDFConverter. When the PDF file is presented to the Content Server, the
watermark template selected during the content checkin is applied. Previous versions of
watermarking required the user to define a number of field variables, such as page size,
font, orientation, and others upon checkin. Watermark elements are now pre-defined in the
template used to watermark the incoming PDF. The watermark is applied and is delivered
to requesters with disregard to rules. Rules-based watermarking (Dynamic) can also be
applied to the rendered pdf, after the fact.

Check in PDF; check for possible

¥ prs-] .
Crynamic Watermark.

]

" Mo PDF producsd,
riptive fils checked in

Yes

'

Convert native & return native
and web-viewable PDF io
Content Server

Put unaltered PDF in wehlayow;
native @oes to vault,

PDFW 1emplate & 1D
defined at check in?

Yes

Retrieve template and apply to
PDF; native file goes to vault
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DYNAMIC WATERMARKING SCENARIO

PDFWatermark Overview

When a web-viewable PDF is requested by a user, a check is performed, based on the
defined rulesets, to determine whether a watermark (if any) is to be applied to the web-
viewable PDF delivered to the requestor.

If a given request for a PDF document satisfies a pre-defined rule, the template associated
with that rule is used to watermark a copy of the content before the copy is returned to the

requesting user.

PDF from weblayout
requesied

Is a rule
satisficd?

Yas

'

Retrieve template and
apply to PDF;
deliver to requestcr

Dreliver un-watermarked
VErSion [0 requestor.
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INSTALLING PDFWATERMARK

OVERVIEW

This section covers the following topics:

% Pre-Installation Tasks and Considerations (page 4-1)
+ Installing PDFWatermark (page 4-2)

% Uninstalling PDF Watermark (page 4-4)

PRE-INSTALLATION TASKS AND CONSIDERATIONS

Make sure that you read, understand, and comply with each of the following tasks and
considerations before installing the PDFWatermark components:

O The PDFWatermark component may be installed on any supported Content Server
platform.

U PDFWatermark version 10gR3 requires Content Server 10g Release 3 (10.1.3.3.0) or
later versions.

O Due to the technical nature of operating systems, web servers, and browsers, Oracle,
Inc. cannot warrant compatibility with all versions and features of third-party
products.
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Installing PDFWatermark

INSTALLING PDFWATERMARK

4-2

The PDFWatermark is delivered as a component. The component is installed on the
content server. This section covers the following topics:

¢ Installing the PDFWatermark Component Using Component Manager (page 4-2)
+¢ Installing the PDFWatermark Component Using Component Wizard (page 4-3)
+ Uninstalling PDFWatermark (page 4-4)

Installing the PDFWatermark Component Using
Component Manager

To install the PDFWatermark component using Component Manager, complete the
following steps:

1. Open a new browser window, and log into the content server that is running the
Admin Server for the content server as a system administrator.

2. Launch the Admin Server.

3. On the Content Admin Server page, click the button of the content server where you
want to install the PDFWatermark component.

The status page for the content server is displayed.

4. In the option list for the content server, click the Component Manager link.
The Component Manager page is displayed.

5. Click the Browse button next to the Install New Component field.

6. Navigate to the PDFWatermark component on the content server distribution media
(PDFWatermark.zip) select it, and close the file selection dialog.

7. Double click the component zip file or select the component zip file, and click Open.

8. Click Install. An overview page is displayed providing a list of the items that will be
installed.

9. Click Continue. All required files are now installed. This might take a few minutes.

10. After all files have been copied, a message is displayed stating that the component was
uploaded and installed successfully.
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11. Click the link to enable the component and restart the content server.
The status page for the content server is displayed.

12. Click the restart button to restart the content server.

13. Restart the web server.

14. From the Admin page, restart the content server.

15. From the Actions menu, select Publish dynamic layout files.

16. From the Actions menu, select Publish static layout files.

Installing the PDFWatermark Component Using
Component Wizard

To install the PDFWatermark component using Component Wizard, complete the
following steps:

1. Start Component Wizard:

7

« In Windows, choose Start—Programs—Stellent Content Server—
<refinery>—Ultilities—Component Wizard.

The Component Wizard main screen and the Component List screen are displayed.
@ Note: For Content Servers hosted on UNIX, navigate to the <install _dir>/bin directory.
At the command prompt, type Componentiiizard.
2. Click Install. The Install dialog is displayed.

3. Click Select and navigate to the PDFWatermark component on the Content Server
distribution media (PDF Watermark.zip).

4. Double-click on the zip file or click Open. The Install list displays the files that will
be installed.

5. Click OK. All required files are now installed. This might take a few minutes.

6. After all files have been copied, you are prompted to confirm enabling the component.
Click Yes.

7. Close Component Wizard.
8. Restart the content server.
9. Restart the web server.

10. From the Admin page, restart the content server.
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11. From the Actions menu, select Publish dynamic layout files.

12. From the Actions menu, select Publish static layout files.

UNINSTALLING PDFWATERMARK

4-4

To uninstall the PDFWatermark component, perform these tasks:

L.

A

Disable and uninstall the PDFWatermark component using the Component Manager.
Restart the content server

Restart the web server.

From the Admin page, restart the content server.

If desired, delete the following directories installed by this component:

o <cs _install _dir>/custom/PDFWatermark

PDFWatermark Installation and Administration Guide



ADMINISTERING AND USING
PDFWATERMARK

OVERVIEW

The information in this chapter contains the procedures necessary to use all of the features
of the PDFWatermark component. This section covers the following topics:

+ Using PDFWatermark in Content Server (page 5-2)
% Starting PDFWatermark Administration (page 5-2)
+» Setting Configuration Settings (page 5-3)

« Adding Templates (page 5-3)

+ Editing Templates (page 5-4)

« Creating Rules (page 5-5)

+« Editing Rules (page 5-5)
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Administering and Using PDFWatermark

5-2

Interfaces

+« PDFWatermark Administration (page 5-6)

+ Add New/Edit Template Screen (page 5-7)

+ Add New/Edit Text Watermark Screen (page 5-9)

+  Add New/Edit Image Watermark Screen (page 5-11)
+ Add New/Edit Rule Screen (page 5-12)

«» Configuration Screen (page 5-14)

Using PDFWatermarkin Content Server

For content items to be processed by PDFWatermark, the administrator must develop and
manage watermark templates, set and define rules, and set criteria.

Dynamic Watermarking of PDF content is rules-based. If a given request for a PDF
document satisfies a pre-defined rule, the template associated with that rule is used to
watermark a copy of the content before the copy is returned to the requesting user. Only
the copy returned to the user is watermarked; the original PDF file in weblayout is
unchanged.

Static Watermarking is conducted in cooperation with Inbound Refinery (IBR) and
PDFConverter (PDFC). Only content that is converted to PDF by the PDFConverter can
be statically watermarked. You can request a static watermark for content which you
intend to be converted to PDF by entering a valid PDFWatermark Template ID
(dDocName) in the metadata field during checkin.

Starting PDFWatermark Administration

Template, Rules and Configuration definitions for PDF Watermark are managed in Content
Server using the PDFWatermark Control Center. To make changes, perform these tasks:

1. Make sure you are logged into Content Server as an administrator.
2. In the navigation menu, select Administration—PDFWatermark Administration.
The PDFWatermark Administration page is displayed.

3. Click the PDFWatermark Administration icon. The PDFWatermark Administration
screen 1s launched.
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Setting Configuration Settings

When you create a new template, the template is checked in as a managed object.

You can use the Configuration tab set the default metadata field values for the automatic
template checkin process.

If there are defined required metadata fields for your Content Server instance, you must
use the Configuration tab to define suitable values for those fields. You must define these
values prior to creating a template. Once the templates are checked in, you may use
Update or any similar process to modify the metadata values for an existing template.

To define specific metadata fields for template checkin, perform these tasks:
1. Select the Configuration tab.

Highlight the Field Name and Value pair to define/edit.

Click Edit.

Set the value to be applied for the Field name selected.

A

Click Apply.

Adding Templates

To add a template perform these tasks:

@ Note: Templates must be in place prior to configuring rules, because rules determine
which watermark template is applied to the content.
1. Select the Templates tab.

Click Add

Name your template; and give it a meaningful content ID.

Eal

Set security if desired; if security is set, then enter passwords.

@ Note: The User password permits the opening and viewing of the PDF. The Owner
password permits control over printing and copying, and viewing.

The Owner and User security passwords may contain substitution tokens, such as SDATE$
or $$xMyPDFSecurityPassword$$. The tokens are replaced with the indicated value
before the watermark is applied.

5. Set to allow, disallow, or degraded printing.
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6. Set to allow or disallow copying.
7. If watermarks are desired, add a text watermark, an image watermark, or both.

For a text watermark, perform these tasks:
In the Text Watermarks Summary click Add.
b. Enter the text for the watermark.

c. Set all other values as desired for the text watermark. See Add New/Edit Text
Watermark Screen (page 5-9) and its acompanying table for details on settings

For an image watermark, perform these tasks:
a. Inthe Image Watermarks Summary, click Add.
b. Enter the content ID of the desired image object.

@ Note: The image watermark must be a managed content item on the content server.

c. Set all other values as desired for the image watermark. See Add New/Edit Image
Watermark Screen (page 5-11) and its accompanying table for details on settings.

8. Apply your changes.

Editing Templates

To edit a template perform these tasks:
1. Select the Templates tab.
Select the template from the list of templates.

Click Edit.

Eal

Make your changes to the text and image watermarks, similarly to the way they were
initially defined. See Adding Templates (page 5-3).

5. Apply your changes.
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Creating Rules

Rules determine which template, if any, gets applied to a specific PDF content file;
that is, content that already exists in PDF form. When a request is made for the web-
viewable PDF, the rules are applied to the request, and based on the rules criteria, a
watermark may be applied.

The higher the rule on the list, the higher the precedence. For example, you have rulel
which is dDocType=ADCORP and you also have rule2 which is dDocAuthor=sysadmin.
If sysadmin checks in a content of dDocType=ADCORP, rulel will be used if it is
positioned above rule2. However, rule2 will be used if it is first on the list.

To add a rule perform these tasks:
1. Select the Rules tab.
2. Click Add.

3. Enter the rule name in the appropriate text box and select a watermarking template
from the choice box.

4. Set the rule conditions by adding criteria.

@ Note: Rules criteria are case-sensitive. If a criteria is defined for a rule, using lower case
for dDocname, and the Content ID is returned from the content server in upper case, the
rule will fail.

5. Click OK.

Editing Rules

The order in which the rules are tested may be significant, depending on the criteria you
use. In general, you should order your rules with the most specific tests (number of
criteria) high in the list, and the more general ones (fewer criteria) lower down. There are
“Move Up” and “Move Down” buttons for this purpose.

1. Select the Rules tab.
2. Select the rule to be edited, and click Edit.
The Edit Rules dialog is displayed.
3. Select the Criteria/Values pair to be edited, and click Edit.

4. Edit the value in the Edit Criteria dialog, and click OK.
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PDFWatermark Administration Screens

PDFWatermark Administration

i sySysSpecifier[PDFWatermark Administration,idc)

Options  Help
PDFWatermark Administration
Rules | Templates l Configuration |
Fudes List
Mame | criteria Template |
‘ agd. | Edt.| [Delete] moveup|  move Down
Apply QK Cancel
Ready
‘JmﬁppHWndw
Administration D it
escription
screen Tabs -
Rules Use the rules tab to define a rule or ruleset, which determines
which content is dynamically watermarked, upon user request
Templates Use the Templates tab to design and edit templates. Templates
are checked into content server as managed content items.
Templates may be used for either static or dynamic
watermarking.
Templates are stored as .hda files.
Configuration Use the Configuration tab to set default values for metadata
fields for the templates that are created via the PDFW
Administration screen.

5-6
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Add New/Edit Template Screen

B Add MNew Template -

| Title Content 1D

Security Level | MONE

Allgw Print | YES

W
Allcer Copy | YES b
Text Watermarks Surmimany
Tend | Location Layer | Pages |
agd. |  Edt. |  Delete]

Image Watermarks Sumimary
Image | Locabon | Laver | Pages |

add.| Edt.|  Delete]

ok | cancel |

'Jmﬁm windew
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5-8

Field Description
Title The Template title
Content ID Content ID for this template.

Security Level

Set to NONE, 40, or 128. 40 and 128 signify the level
of bit encryption. Default is NONE.

User Password

When security is applied, this password is required to
view the PDF. No modification of the PDF is allowed.

Owner Password

When security is applied, this password permits the
user to modify the PDF passwords, permissions, and
security level.

Allow Print Set to YES to allow printing, NO to disallow, or
DEGRADED.
Allow Copy Set to YES to allow copying, NO to disallow.

Text Watermarks Summary

Enables users to create, edit, or delete text watermarks
for this template.

Image Watermarks Summary

Enables users to specify image watermarks, and edit or
delete them.

OK Applies the selections made, saves the template, and
exits the screen.
Cancel Cancels the selections made and exits the screen.
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Add New/Edit Text Watermark Screen

Add Mew Text Watermark

Text |atermarktemplate defined $date’ |
Location |HEADER v|
Rotation |0 |
Alignment |LEFT V|
Font Name | COURIER v|
Font Size | B2 |
Font Weight | NORMAL v|
Font Color | ORANGE v|
Layer |OVER v|
Page Range || |
Range Modifier |A|| Fages v|
M Cancel
I|-.|ava Applet Window

Field Description

Text Text to appear in the watermark. The text may include
embedded symbols.

Location Location where the watermark appears. Choices
are CENTER, HEADER, FOOTER, with
CENTER as the default.

Rotation 0 through 359 degrees CCW.

Alignment Alignment of the watermark is selected here. Choices
are: ALIGN LEFT, ALIGN RIGHT, ALIGN CENTER.

Font Name Current fonts available are COURIER, TIMES
ROMAN, HELVETICA, SYMBOL,
ZAPFDINGBATS, with COURIER the default.

PDFWatermark Installation and Administration Guide
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Field Description

Font Size The size of the font in the watermark. Values are: 8, 9,
10, 11, 12, and so on.

Font Weight The weight of the font in the watermark. Choices are
NORMAL, BOLD, ITALIC, BOLDITALIC.

Font Color BLACK, BLUE, CYAN, DKGRAY, GRAY, GREEN,
LTGRAY, MAGENTA, ORANGE, PINK, RED,
WHITE, YELLOW.

Layer Places the watermark in the layer either OVER or
UNDER the text. Default is OVER.

Page Range Pages number ranges to watermark, for example
1,2,4,10:15,19, 4:LAST. Ranges are indicated with a
colon. When left blank the watermark includes all

pages.

Range Modifier Set the Range Modifier to one of the following:
< All Pages

« Even Pages Only

+«* 0Odd Pages Only

The Range Modifier only affects pages described in a
range. Individually specified pages will be
watermarked regardless of the modifier setting.

5-10 PDFWatermark Installation and Administration Guide



Administering and Using PDFWatermark

Add New/Edit Image Watermark Screen

Add New Image Watermark

Content ID ||

Location |CENTER v|

Layer |OVER v

Page Range | |
Range Modifier |AII Fanes A |

M Cancel

I|.Java Applet Window

Description

Content ID

The Content ID of the image to be applied as a
watermark.

Location

CENTER, HEADER, FOOTER

Page Range

Pages number ranges to watermark, for example
1,2,4,10:15,19, 4:LAST. Ranges are indicated with a
colon. When left blank the watermark includes all

pages.

Range Modifier

Set the Range Modifier to one of the following:
% All Pages
% Even Pages Only
+ 0Odd Pages Only

The Range Modifier only affects pages described in a
range. Individually specified pages will be
watermarked regardless of the modifier setting.
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Add New/Edit Rule Screen

@ Note: The Edit Rule screen has a dropdown list of previously defined templates.

P Add Mew Rule ¥
Hame Template ID w
Criteria

Field name | value
Agd. | Edn.|  Delete |
ﬂ Canceal
Idmﬁwlﬂ Window

Field Description

Name Rule Name

Template ID Template Content ID
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Field Description

Add Adds new criteria to the rule. Specify a value for any or
all of the available criteria. The criteria metadata fields
are as follows:

* dDocName

* dDocTitle

* dDocAuthor

e dDocType

*  dSecurityGroup

* dRevLabel

*  xPdfwTemplateld

* xPdfwTemplateType

* dFormat
Edit Permits editing of the individual criteria as previously
defined.
Delete Deletes the selected criteria from the list
OK Saves the changes and exits the screen.
Cancel Discards the changes and exits the screen.
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Configuration Screen

I PDF Watermark Control Center

=3

Oplions  Help
PDFWatermark Admin Applet
Rules | Templates le'lum:lm|
Metadiata Field Default Valus
Field nama | Default Value I
dDacType _ ADEMG
dSecurityGroup Pullic
dDocMName
dDocTitle Watarmarked
dReviLabel
wPifwTemplate D tesh
wPifwTermplale Type POFW_Template
dFormat
‘ Edit...
Apply oK | Cancel
Ready
'Jmﬁwld"-h"r-dw
Field Description
Edit Permits the user to specify a value for any or all of the

metadata default values. The metadata fields are as
follows:

* dDocType

» dSecurityGroup

* dDocName

* dDocTitle

* dRevLabel

+ xPdfwTemplateID

* xPdfwTemplateType

¢ dFormat

Apply

Applies the changes to the metadata.
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Field Description

OK Applies the changes to the metadata and exits the
screen.

Cancel Exits the screen without applying any changes to the
the metadata.

PDFWatermark Installation and Administration Guide
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TEMPLATE FILE ARCHITECTURE

OVERVIEW

Template files are managed content items and are stored as .hda files. The .hda template
files can be edited outside of the PDFW Administration applet using any text editor to
change fields to a legal value.

The .hda file architecture takes the following form:.

Template Layout

pdfwTemplateVersion= ["1.0" for this release]

pdfwSecurityLevel= 128 | 40 | NONE [128 and 40 refer to encryption key lengths]
pdfwUserPassword= [string - required if Security Level is 40 or 128 - may include
embedded symbols]

pwdwOwnerPassword= [string - required if Security Level is 40 or 128 - may

include embedded symbols]
pdfwAllowPrinting= YES | NO | DEGRADED
pdfwAllowCopy= YES | NO

ResultSet PdfwTextWatermarks

11

text [see below]

location CENTER | HEADER | FOOTER

rotation 0 through 359 degrees CCW

alignment ALIGN LEFT | ALIGN RIGHT | ALIGN CENTER

fontName COURIER | TIMES ROMAN | HELVETICA | SYMBOL | ZAPFDINGBATS
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fontSize 8 | 10 | 12 |

fontWeight NORMAL | BOLD | ITALIC | BOLDITALIC

fontColor RED | BLACK | BLUE | YELLOW |

layer OVER | UNDER

pageRange page number ranges to watermark, e.g. 1,2,4,10:15,19, 4:LAST
pageRangeModifier ALL | ODD ONLY | EVEN ONLY

ResultSet PdfwImageWatermarks

5

imageID dDocName for image

location CENTER | HEADER | FOOTER

layer OVER | UNDER

pageRange page number ranges to watermark, e.g. 1,2,4,10:15,19, 4:LAST
pageRangeModifier ALL | ODD ONLY | EVEN ONLY

Text Watermarks

Normal string with embedded, escaped metasymbols including:

SPAGES
SDATES
STIMES
SUSERS name of requesting user
$$dDocName$$
$$dDocType$s
$$dAuthors$
$SxCommentss$s$
. etc ... various other DOC INFO type metadata field values
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THIRD PARTY LICENSES

OVERVIEW

This appendix includes a description of the Third Party Licenses for all the third party
products included with this product.

% Apache Software License (page B-1)

« W3C® Software Notice and License (page B-2)
« Zlib License (page B-3)

+¢ General BSD License (page B-4)

+ General MIT License (page B-5)

+¢ Unicode License (page B-5)

«» Miscellaneous Attributions (page B-6)

APACHE SOFTWARE LICENSE

* Copyright 1999-2004 The Apache Software Foundation.

* Licensed under the Apache License, Version 2.0 (the "License");
* you may not use this file except in compliance with the License.
* You may obtain a copy of the License at

* http://www.apache.org/licenses/LICENSE-2.0
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*

*

Unless required by applicable law or agreed to in writing, software
distributed under the License is distributed on an "AS IS" BASIS,

* WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied.
* See the License for the specific language governing permissions and

* limitations under the License.

W3C® SOFTWARE NOTICE AND LICENSE

B-2

*

Copyright © 1994-2000 World Wide Web Consortium,
(Massachusetts Institute of Technology, Institut National de
Recherche en Informatique et en Automatique, Keio University).

All Rights Reserved. http://www.w3.org/Consortium/Legal/

This W3C work (including software, documents, or other related items) is
being provided by the copyright holders under the following license. By
obtaining, using and/or copying this work, you (the licensee) agree that
you have read, understood, and will comply with the following terms and

conditions:

Permission to use, copy, modify, and distribute this software and its
documentation, with or without modification, for any purpose and without
fee or royalty is hereby granted, provided that you include the following
on ALL copies of the software and documentation or portions thereof,

including modifications, that you make:

1. The full text of this NOTICE in a location viewable to users of the

redistributed or derivative work.

2. Any pre-existing intellectual property disclaimers, notices, or terms
and conditions. If none exist, a short notice of the following form
(hypertext is preferred, text is permitted) should be used within the
body of any redistributed or derivative code: “Copyright ©

[Sdate-of-software] World Wide Web Consortium, (Massachusetts
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* Institute of Technology, Institut National de Recherche en
* Informatique et en Automatique, Keio University). All Rights
* Reserved. http://www.w3.org/Consortium/Legal/"

* 3. Notice of any changes or modifications to the W3C files, including the
* date changes were made. (We recommend you provide URIs to the location

* from which the code is derived.)

* THIS SOFTWARE AND DOCUMENTATION IS PROVIDED “AS IS,” AND COPYRIGHT HOLDERS
* MAKE NO REPRESENTATIONS OR WARRANTIES, EXPRESS OR IMPLIED, INCLUDING BUT

* NOT LIMITED TO, WARRANTIES OF MERCHANTABILITY OR FITNESS FOR ANY PARTICULAR
* PURPOSE OR THAT THE USE OF THE SOFTWARE OR DOCUMENTATION WILL NOT INFRINGE

* ANY THIRD PARTY PATENTS, COPYRIGHTS, TRADEMARKS OR OTHER RIGHTS.

* COPYRIGHT HOLDERS WILL NOT BE LIABLE FOR ANY DIRECT, INDIRECT, SPECIAL OR
* CONSEQUENTIAL DAMAGES ARISING OUT OF ANY USE OF THE SOFTWARE OR

* DOCUMENTATION.

* The name and trademarks of copyright holders may NOT be used in advertising
* or publicity pertaining to the software without specific, written prior
* permission. Title to copyright in this software and any associated

* documentation will at all times remain with copyright holders.

ZLIB LICENSE

* z1ib.h -- interface of the 'zlib' general purpose compression library

version 1.2.3, July 18th, 2005

Copyright (C) 1995-2005 Jean-loup Gailly and Mark Adler
This software is provided 'as-is', without any express or implied
warranty. In no event will the authors be held liable for any damages

arising from the use of this software.
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Permission is granted to anyone to use this software for any purpose,
including commercial applications, and to alter it and redistribute it

freely, subject to the following restrictions:

1. The origin of this software must not be misrepresented; you must not
claim that you wrote the original software. If you use this software
in a product, an acknowledgment in the product documentation would be
appreciated but is not required.

2. Altered source versions must be plainly marked as such, and must not be
misrepresented as being the original software.

3. This notice may not be removed or altered from any source distribution.

Jean-loup Gailly jloup@gzip.org

Mark Adler madler@alumni.caltech.edu

GENERAL BSD LICENSE

B-4

Copyright (c) 1998, Regents of the University of California
All rights reserved.

Redistribution and use in source and binary forms, with or without modification,
are permitted provided that the following conditions are met:

"Redistributions of source code must retain the above copyright notice, this
list of conditions and the following disclaimer.

"Redistributions in binary form must reproduce the above copyright notice, this
list of conditions and the following disclaimer in the documentation and/or other
materials provided with the distribution.

"Neither the name of the <ORGANIZATION> nor the names of its contributors may be
used to endorse or promote products derived from this software without specific
prior written permission.

THIS SOFIWARE IS PROVIDED BY THE COPYRIGHT HOLDERS AND CONTRIBUTORS "AS IS" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS BE LIABLE FOR ANY DIRECT,
INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR
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PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY,
WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE)
ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE
POSSIBILITY OF SUCH DAMAGE.

GENERAL MIT LICENSE

Copyright (c) 1998, Regents of the Massachusetts Institute of Technology

Permission is hereby granted, free of charge, to any person obtaining a copy of this
software and associated documentation files (the "Software"), to deal in the
Software without restriction, including without limitation the rights to use, copy,
modify, merge, publish, distribute, sublicense, and/or sell copies of the Software,
and to permit persons to whom the Software is furnished to do so, subject to the
following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR IMPLIED,
INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF OR IN CONNECTION WITH THE SOFTWARE
OR THE USE OR OTHER DEALINGS IN THE SOFTWARE.

UNICODE LICENSE

UNICODE, INC. LICENSE AGREEMENT - DATA FILES AND SOFTWARE

Unicode Data Files include all data files under the directories
http://www.unicode.org/Public/, http://www.unicode.org/reports/, and
http://www.unicode.org/cldr/data/ . Unicode Software includes any source code
published in the Unicode Standard or under the directories
http://www.unicode.org/Public/, http://www.unicode.org/reports/, and
http://www.unicode.org/cldr/data/.

NOTICE TO USER: Carefully read the following legal agreement. BY DOWNLOADING,
INSTALLING, COPYING OR OTHERWISE USING UNICODE INC.'S DATA FILES ("DATA FILES"),
AND/OR SOFTWARE ("SOFTWARE"), YOU UNEQUIVOCALLY ACCEPT, AND AGREE TO BE BOUND BY,
ALL OF THE TERMS AND CONDITIONS OF THIS AGREEMENT. IF YOU DO NOT AGREE, DO NOT
DOWNLOAD, INSTALL, COPY, DISTRIBUTE OR USE THE DATA FILES OR SOFTWARE.

COPYRIGHT AND PERMISSION NOTICE
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Copyright © 1991-2006 Unicode, Inc. All rights reserved. Distributed under the
Terms of Use in http://www.unicode.org/copyright.html.

Permission is hereby granted, free of charge, to any person obtaining a copy of the
Unicode data files and any associated documentation (the "Data Files") or Unicode
software and any associated documentation (the "Software") to deal in the Data
Files or Software without restriction, including without limitation the rights to
use, copy, modify, merge, publish, distribute, and/or sell copies of the Data Files
or Software, and to permit persons to whom the Data Files or Software are furnished
to do so, provided that (a) the above copyright notice(s) and this permission notice
appear with all copies of the Data Files or Software, (b) both the above copyright
notice(s) and this permission notice appear in associated documentation, and (c)
there is clear notice in each modified Data File or in the Software as well as in
the documentation associated with the Data File(s) or Software that the data or
software has been modified.

THE DATA FILES AND SOFTWARE ARE PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT OF THIRD PARTY RIGHTS. IN NO
EVENT SHALL THE COPYRIGHT HOLDER OR HOLDERS INCLUDED IN THIS NOTICE BE LIABLE FOR
ANY CLAIM, OR ANY SPECIAL INDIRECT OR CONSEQUENTIAL DAMAGES, OR ANY DAMAGES
WHATSOEVER RESULTING FROM LOSS OF USE, DATA OR PROFITS, WHETHER IN AN ACTION OF
CONTRACT, NEGLIGENCE OR OTHER TORTIOUS ACTION, ARISING OUT OF OR IN CONNECTION WITH
THE USE OR PERFORMANCE OF THE DATA FILES OR SOFTWARE.

Except as contained in this notice, the name of a copyright holder shall not be used
in advertising or otherwise to promote the sale, use or other dealings in these Data
Files or Software without prior written authorization of the copyright holder.

Unicode and the Unicode logo are trademarks
of Unicode, Inc., and may be registered in some jurisdictions. All other trademarks
and registered trademarks mentioned herein are the property of their respective
owners

MISCELLANEOUS ATTRIBUTIONS

B-6

Adobe, Acrobat, and the Acrobat Logo are registered trademarks of Adobe Systems
Incorporated.

FAST Instream is a trademark of Fast Search and Transfer ASA.

HP-UX is a registered trademark of Hewlett-Packard Company.

IBM, Informix, and DB2 are registered trademarks of IBM Corporation.

Jaws PDF Library is a registered trademark of Global Graphics Software Ltd.

Kofax is a registered trademark, and Ascent and Ascent Capture are trademarks of
Kofax Image Products.
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Linux is a registered trademark of Linus Torvalds.
Mac is a registered trademark, and Safari is a trademark of Apple Computer, Inc.

Microsoft, Windows, and Internet Explorer are registered trademarks of Microsoft
Corporation.

MrSID is property of LizardTech, Inc. It is protected by U.S. Patent No. 5,710,835.
Foreign Patents Pending.

Oracle is a registered trademark of Oracle Corporation.

Portions Copyright © 1994-1997 LEAD Technologies, Inc. All rights reserved.
Portions Copyright © 1990-1998 Handmade Software, Inc. All rights reserved.
Portions Copyright © 1988, 1997 Aladdin Enterprises. All rights reserved.
Portions Copyright © 1997 Soft Horizons. All rights reserved.

Portions Copyright © 1995-1999 LizardTech, Inc. All rights reserved.

Red Hat is a registered trademark of Red Hat, Inc.

Sun is a registered trademark, and Sun ONE, Solaris, iPlanet and Java are trademarks
of Sun Microsystems, Inc.

Sybase is a registered trademark of Sybase, Inc.
UNIX is a registered trademark of The Open Group.

Verity is a registered trademark of Autonomy Corporation plc
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