





14 Optimizing Performance

This chapter describes how to optimize connection performance. This chapter contains the following topics:

	
Configuring Session Data Unit


	
Determining Bandwidth-delay Product


	
Configuring I/O Buffer Space


	
Configuring SDP Support for InfiniBand Connections


	
Limiting Resource Consumption by Unauthorized Users






Configuring Session Data Unit

Under typical database configuration, Oracle Net encapsulates data into buffers the size of the session data unit (SDU) before sending the data across the network. Oracle Net sends each buffer when it is filled, flushed, or when an application tries to read data. Adjusting the size of the SDU buffers relative to the amount of data provided to Oracle Net to send at any one time can improve performance, network utilization, and memory consumption. When large amounts of data are being transmitted, increasing the SDU size can improve performance and network throughput.

The amount of data provided to Oracle Net to send at any one time is referred to as the message size. Oracle Net assumes by default that the message size will normally vary between 0 and 8192 bytes, and infrequently, be larger than 8192 bytes. If this assumption is true, then most of the time, the data is sent using one SDU buffer.

The SDU size can range from 512 bytes to 65535 bytes. The default SDU for the client and a dedicated server is 8192 bytes. The default SDU for a shared server is 65535 bytes.

The actual SDU size used is negotiated between the client and the server at connect time and is the smaller of the client and server values. Configuring an SDU size different from the default requires configuring the SDU on both the client and server computers, unless you are using shared servers. For shared servers, only the client value must be changed because the shared server defaults to the maximum value.

You should consider changing the SDU size when the predominant message size is smaller or larger than 8192. The SDU size should be 70 bytes larger than the predominant message size. If the predominant message size plus 70 bytes exceeds the maximum SDU, then the SDU should be set such that the message size is divided into the smallest number of equal parts where each part is 70 bytes less than the SDU size. To change the default, change the DEFAULT_SDU_SIZE parameter in the sqlnet.ora file.

For example, if the majority of the messages sent and received by the application are smaller than 8KB, taking into account the 70 bytes for overhead, then setting the SDU to 8KB will likely produce good results. If sufficient memory is available, then using the maximum value for the SDU minimizes the number of system calls and overhead for Oracle Net Services.




	
Note:

Starting with Oracle Database 11g, Oracle Net Services optimized bulk data transfer for components, such as Oracle SecureFiles LOBs and Oracle Data Guard redo transport services. The SDU size limit, as specified in the network parameter files, does not apply to these bulk data transfers.










	
See Also:

	
"Session Data Unit Size for Data Transfer Optimization"


	
"Statistics Example"














Setting the SDU Size for the Database

To set the SDU size for the database server, configure the following files:

	
sqlnet.ora

Configure the DEFAULT_SDU_SIZE parameter in the sqlnet.ora file, as follows:


DEFAULT_SDU_SIZE=8192


	
Initialization parameter file

If using shared server processes, then set the SDU size in the DISPATCHERS parameter in the initialization parameter file, as follows:


DISPATCHERS="(DESCRIPTION=(ADDRESS=(PROTOCOL=tcp))(SDU=8192))"


	
listener.ora

If you have configured the listener with a list of targets in the listener.ora file, then the value for SDU in the SID_LIST element overrides the current setting in the sqlnet.ora file when using dedicated server processes.


SID_LIST_listener_name=
  (SID_LIST= 
    (SID_DESC=
     (SDU=8192)
     (SID_NAME=sales)))


The smaller value of the SDU size and the value configured for the client take precedence.









Setting the SDU Size for the Client

To set the SDU size for the client, configure the following files:

	
sqlnet.ora

For global configuration on the client side, configure the DEFAULT_SDU_SIZE parameter in the sqlnet.ora file, as follows:


DEFAULT_SDU_SIZE=8192


	
tnsnames.ora

For a particular connect descriptor, you can specify the SDU parameter in the DESCRIPTION parameter.


sales.us.example.com=
(DESCRIPTION= 
    (SDU=11280) 
      (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521))
    (CONNECT_DATA=
     (SERVICE_NAME=sales.us.example.com))
) 







The SDU size applies to all Oracle Net protocols for the particular connect descriptor.








Determining Bandwidth-delay Product

Bandwidth-delay product is the product of network bandwidth and the round trip time of data going over the network. A simple way to determine the round trip time, is to use a command such as ping from one host to another and use the response times returned by ping.

For example, if a network has a bandwidth of 100 Mbps and a round trip time of 5ms, then the send and receive buffers should be at least (100*10^6) * (5/10^3) bits or approximately 62.5 Kilobytes.

The following equation shows the relationships between the units and factors involved:


100,000,000 bits   1 byte   5 seconds
---------------- x ------ x --------- = 62,500 bytes
 1 second          8 bits     1000


Setting the SEND_BUF_SIZE and RECV_BUF_SIZE to at least the bandwidth-delay product insures that when large amounts of data are being sent that the network bandwidth will be optimally utilized.

Based on the preceding equation, the bandwidth-delay product of this network link is approximately 64KB. If the largest message used to transfer redo data between a primary database and a standby database is 1MB, then the value for the SEND_BUF_SIZE and RECV_BUF_SIZE parameters could be 1MB. However, if the average message is less, then a setting of 64KB should be sufficient to optimize use of the available bandwidth.




	
See Also:

For information about determining messages sizes, refer to "Statistics Example"







For most network protocols, ensure that the RECV_BUF_SIZE parameter at one end of the network connection, typically at the client, equals the value of the SEND_BUF_SIZE parameter at the other end, typically at the server.






Configuring I/O Buffer Space

Reliable network protocols, such as TCP/IP, buffer data into send and receive buffers while sending and receiving to or from lower and upper layer protocols. The sizes of these buffers affect network performance by influencing flow control decisions.

The RECV_BUF_SIZE and SEND_BUF_SIZE parameters specify sizes of socket buffers associated with an Oracle Net connection. To ensure the continuous flow of data and better utilization of network bandwidth, specify the I/O buffer space limit for receive and send operations of sessions with the RECV_BUF_SIZE and SEND_BUF_SIZE parameters. The RECV_BUF_SIZE and SEND_BUF_SIZE parameter values do not have to match, but should be set according to your environment.

For best performance, the size of the send and receive buffers should be set large enough to hold all the data that may be sent concurrently on the network connection. For a simple database connection, this typically maps to the OCI_PREFETCH_MEMORY size.

Use these parameters with caution as they affect network and system performance. The default values for these parameters are operating system-specific.

These parameters are supported for TCP, TCP/IP with SSL, and SDPs. Additional protocols may support these parameters on certain operating systems. The recommended values for these parameters are specified in the installation guide. Refer to operating system-specific documentation of Oracle Net for additional information.




	
Notes:

	
The actual value of the SEND_BUF_SIZE and RECV_BUF_SIZE parameters may be less than the value specified because of limitations in the host operating system or due to memory constraints.


	
It is important to consider the total number of concurrent connections that your system must support and the available memory resources. The total amount of memory consumed by these connections depends on the number of concurrent connections and the size of their respective buffers.















	
See Also:

Oracle Call Interface Programmer's Guide for additional information about the OCI_PREFETCH_MEMORY parameter









Configuring I/O Buffer Space on the Client

To configure the client, set the buffer space size in the following locations in the specified file:

	
Setting only the RECV_BUF_SIZE parameter is typically adequate. If the client is sending large requests, then also set the SEND_BUF_SIZE parameter. These parameters are set in the client's sqlnet.ora file.


	
For a particular connect descriptor, you can override the current settings in the client sqlnet.ora file. You can specify the buffer space parameters for a particular protocol address or description in the tnsnames.ora file similar to the following:


sales.us.example.com=
 (DESCRIPTION= 
   (ADDRESS_LIST=
     (ADDRESS=(PROTOCOL=tcp)(HOST=sales1-server)(PORT=1521)
        (SEND_BUF_SIZE=11784)
        (RECV_BUF_SIZE=11784))
     (ADDRESS=(PROTOCOL=tcp)(HOST=sales2-server)(PORT=1521)
        (SEND_BUF_SIZE=11784)
        (RECV_BUF_SIZE=11784))
   (CONNECT_DATA=
     (SERVICE_NAME=sales.us.example.com)))
hr.us.example.com=
 (DESCRIPTION= 
   (SEND_BUF_SIZE=8192)
   (RECV_BUF_SIZE=8192)
     (ADDRESS=(PROTOCOL=tcp)(HOST=hr1-server)(PORT=1521))
   (CONNECT_DATA=
     (SERVICE_NAME=hr.us.example.com)))









Configuring I/O Buffer Size on the Server

Because the database server writes data to clients, setting the SEND_BUF_SIZE parameter on the server-side is typically adequate. If the database server is receiving large requests, then also set the RECV_BUF_SIZE parameter.To configure the database server, set the buffer space size in the listener.ora and sqlnet.ora files.

In the listener.ora file, specify the buffer space parameters for a particular protocol address or for a description. The following is an example of the settings:


LISTENER=
(DESCRIPTION=
(ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)
(SEND_BUF_SIZE=11784)
(RECV_BUF_SIZE=11784))
(ADDRESS=(PROTOCOL=ipc)(KEY=extproc)
(SEND_BUF_SIZE=11784)
(RECV_BUF_SIZE=11784)))
LISTENER2=
(DESCRIPTION=
(SEND_BUF_SIZE=8192)
(RECV_BUF_SIZE=16384)
(ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)))


The following is an example of the settings in the sqlnet.ora file:


RECV_BUF_SIZE=65536
SEND_BUF_SIZE=65536




Setting the Buffer Size Parameter for Shared Server Processes

If using shared server processes, then you can override the current settings obtained from the server sqlnet.ora file by setting the buffer space parameters in the DISPATCHERS initialization parameter as follows:


DISPATCHERS="(ADDRESS=(PROTOCOL=tcp)(SEND_BUF_SIZE=65536))"










Configuring SDP Support for InfiniBand Connections

Oracle Net Services provides support for the Sockets Direct Protocol (SDP) for InfiniBand high-speed networks.

SDP is a standard communication protocol for clustered server environments. SDP is an interface between a network interface card and the application. By using SDP, applications place most of the messaging burden upon the network interface card, freeing the CPU for other tasks. As a result, SDP decreases network latency and CPU utilization.

SDP is designed specifically for System Area Networks (SANs). A SAN is characterized by short-distance, high-performance communications between multiple server systems, such as Oracle Application Server or any other third-party middle-tier client and database servers clustered on one switch.




	
Note:

Check with your individual vendor for their version compatibility with Oracle Database 11g.
Visit the Oracle Technology Network for additional information about SDP support at

http://otn.oracle.com/membership









The following sections describe how to set up Oracle Net support of SDP for middle tier and database server communication. It contains the following topics:

	
Prerequisites for Using SDP


	
Configuring SDP on the Server


	
Configuring SDP on the Client







	
See Also:

"Understanding Performance" for an overview of supported deployments









Prerequisites for Using SDP

Prior to configuring support for SDP, install the required hardware, and set up InfiniBand hardware and software compatible with OpenFabrics Enterprise Distribution (OFED) 1.4 from a designated vendor on both the application Web server and database server.

During installation of the InfiniBand software, identify the constant that defines SDP or the address family for the system. This can be obtained from the operating system or OFED documentation.




	
See Also:

Vendor documentation for installation information.












Configuring SDP on the Server

To configure the database server, configure an SDP address in the listener.ora file on the database server.




	
Note:

If the SDP or address protocol family constant is not 27, the default value for Oracle Net Services, then define the constant in the SDP.PF_INET_SDP parameter in the sqlnet.ora file.







The following example shows an SDP endpoint that uses port number 1521 on the computer sales-server.


LISTENER=
  (DESCRIPTION=
    (ADDRESS_LIST=
      (ADDRESS=(PROTOCOL=sdp)(HOST=sales-server)(PORT=1521))
      (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521))
      (ADDRESS=(PROTOCOL=ipc)(KEY=extproc))))





	
See Also:

"Creating a List of Listener Protocol Addresses"












Configuring SDP on the Client




	
Note:

If the SDP or address protocol family constant is not 27, the default value for Oracle Net Services, then define the constant in the SDP.PF_INET_SDP parameter in the sqlnet.ora file.







The following procedure describes how to configure the Oracle Application Server servers or third-party middle-tier client:

	
If configuring third-party middle-tier client, then upgrade the clients to use Oracle Database 11g Client software, as follows:

	
Run Oracle Universal Installer.


	
Select Oracle Database 11g Client from the Available Products page.





	
For both Oracle Application Server servers and third-party middle-tier client, create a net service name to connect to the database server:

	
For Oracle Application Server servers, specify a net service name that uses the same TCP/IP protocol address configured in the tnsnames.ora file. For example:


sales=
 (DESCRIPTION=
   (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)))
   (CONNECT_DATA=
     (SERVICE_NAME=sales.us.example.com)))


	
For third-party middle-tier clients, specify a net service name that uses the same SDP address configured in the tnsnames.ora file.

For example:


sales=
 (DESCRIPTION=
   (ADDRESS=(PROTOCOL=sdp)(HOST=sales-server)))
   (CONNECT_DATA=
     (SERVICE_NAME=sales.us.example.com)))





	
See Also:

Chapter 8, "Configuring Naming Methods" for additional information about creating connect descriptors




















Limiting Resource Consumption by Unauthorized Users

Unauthorized access to the listener or database server can result in denial-of-service attacks, whereby an unauthorized client attempts to block authorized users' ability to access and use the system when needed. Malicious clients may attempt to flood the listener or database server with connect requests that have the sole purpose of consuming resources, such as connections, processes, or threads. To mitigate these types of attacks, configure limits that constrain the time in which resources can be held prior to authentication. Client attempts to exceed the configured limits result in connection terminations and an audit trail containing the IP address of the client being logged.

To limit the resource consumption by unauthorized users and enable the audit trail, set time-limit values for the parameters described in Table 14-1.


Table 14-1 Connect-Timeout Parameters

	Parameter	File	Description
	
INBOUND_CONNECT_TIMEOUT_listener_name

	
listener.ora

	
The time, in seconds, for the client to complete its connect request to the listener after the network connection had been established.

If the listener does not receive the client request in the time specified, then it terminates the connection. In addition, the listener logs the IP address of the client and an ORA-12525: TNS:listener has not received client's request in time allowed error message to the listener.log file.


	
SQLNET.INBOUND_CONNECT_TIMEOUT

	
sqlnet.ora on the database server

	
The time, in seconds, for a client to connect with the database server and provide the necessary authentication information.

If the client fails to establish a connection and complete authentication in the time specified, then the database server terminates the connection. In addition, the database server logs the IP address of the client and an ORA-12170: TNS:Connect timeout occurred error message to the sqlnet.log file. The client receives either an ORA-12547: TNS:lost contact or an ORA-12637: Packet receive failed error message.








When specifying values for these parameters, consider the following recommendations:

	
Set both parameters to an initial low value.


	
Set the value of the INBOUND_CONNECT_TIMEOUT_listener_name parameter to a lower value than the SQLNET.INBOUND_CONNECT_TIMEOUT parameter.




For example, you can set INBOUND_CONNECT_TIMEOUT_listener_name to 10 seconds and SQLNET.INBOUND_CONNECT_TIMEOUT parameter to 50 seconds. If clients are unable to complete connections within the specified time due to system or network delays that are normal for the particular environment, then increment the time as needed.




	
See Also:

	
"Resolving the Most Common Error Messages for Oracle Net Services" for a description of error message workarounds


	
"Analyzing Listener Log Files" for additional information about entries in the listener.log file


	
"Configuring Advanced Profile Information" for information about configuring these parameters


	
"Resolving the Most Common Error Messages for Oracle Net Services" for a description of error message workarounds
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What's New in Oracle Net Services?

This preface describes the new networking features of Oracle Database 11g and provides pointers to additional information.


Oracle Database 11g Release 2 New Features in Oracle Net Services

The new features for Oracle Net Services in Oracle Database 11g Release 2 include:

	
Internet Protocol Version 6 (IPv6) Addressing and Connectivity

This feature includes the following enhancements:

	
IPv6 support for a single-instance database environment


	
Session layer abstraction to support listening across all IPv4 and IPv6 interfaces







	
See Also:

	
"TCP/IP Protocol" to learn about IPv6


	
"About IPv6 Addresses in Connect Descriptors"


	
"Configuring Oracle Connection Manager as a Bridge for IPv4 and IPv6"













	
Oracle Restart

Oracle Restart enhances the availability of Oracle databases in a single-instance environment by restarting the database, the listener, and other Oracle components after a hardware or software failure or whenever your database host computer restarts. The components are started in the proper order, taking into consideration the dependencies among components.




	
See Also:

"About Oracle Restart"








	
Support for TRANSPORT_CONNECT_TIMEOUT and CONNECT_TIMEOUT at the description level in the connect string. These timeouts apply to each IP address that resolves to a host name.

	
TRANSPORT_CONNECT_TIMEOUT specifies the time, in seconds, for a client to establish a TCP connection to the database server. The default value is 60 seconds.


	
CONNECT_TIMEOUT specifies the time, in seconds, for a client to establish an Oracle Net connection to the database instance. This parameter overrides the SQLNET.OUTBOUND_CONNECT_TIMEOUT parameter.





	
CIDR and wildcard support for valid node checking.

The valid node checking list can include CIDR notation for IPv4 and IPv6 addresses. Wildcard format (*) is supported for IPv4 addresses.





Oracle Database 11g Release 1 New Features in Oracle Net Services

The new features for Oracle Net Services in Oracle Database 11g Release 1 include:

	
Enhanced Network Administration Security

	
Non-Anonymous LDAP Access for Net Naming

Database administrators can now restrict access to a service by associating an access control list (ACL) with it. This feature can be used with installations that require an extremely high level of security.

See "Configuring the Directory Naming Method" and "Configuring Database Access Control".





	
Performance Improvements

	
New Oracle Net fastpath for the common usage scenarios significantly improves Oracle Net performance and is enabled by default in Oracle Database 11g. Users do not need to perform any configuration for this feature.


	
Efficient network support for bulk data transfers, such as SecureFiles LOBs. This feature eases the notion of session data unit (SDU) and optimizes large data transfers over an Oracle Net connection by using new paradigms.

See "Configuring Session Data Unit".


	
PHP Scalability

This feature adds Oracle Net support for efficient event-dispatch mechanisms on platforms that support them. This is internally enabled for PHP usage scenarios and users do not need to perform any configuration for enabling this feature.





	
Fast Reconnects for High Availability (HA)

	
This feature adds a mechanism for efficient detection of terminated nodes and connect time failover. Configurable timeouts have been implemented at various levels.





	
Support for Database Resident Connection Pooling

	
This feature enables you to share connections or sessions between multiple middle-tier processes




	
See Also:

	
Oracle Database Concepts for additional information about database resident connection pooling


	
"About Database Resident Connection Pooling"
















	
Enhancements to the Easy Connect Naming Method

For TCP/IP environments, you can simplify client configuration by using the Easy Connect naming method. The Easy Connect naming method simplifies network management by allowing clients to connect to Oracle Database services without first configuring net service names. Instead, clients make connections with the host name and optional port and service name of the database. See "Using the Easy Connect Naming Method".










Part III


Testing and Troubleshooting Oracle Net Services

Part III describes how to establish connections, and identify and diagnose problems with Oracle Net Services.


This part contains the following chapters:

	
Chapter 15, "Testing Connections"


	
Chapter 16, "Troubleshooting Oracle Net Services"
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12 Configuring Profiles

This chapter describes how to configure client and server configuration parameters in profiles. A profile is a collection of parameters that specifies preferences for enabling and configuring Oracle Net features on the client or database server. A profile is stored and implemented through the sqlnet.ora file.

This chapter contains the following topics:

	
Overview of Profile Configuration


	
Configuring the Profile During Installation


	
Configuring Client Attributes for Names Resolution


	
Configuring Database Access Control


	
Configuring Advanced Profile Information


	
Configuring External Naming Methods


	
Configuring Oracle Advanced Security






Overview of Profile Configuration

You can use a profile to:

	
Specify the client domain to append to unqualified names


	
Prioritize naming methods


	
Enable logging and tracing features


	
Route connections through specific processes


	
Configure parameters for an external procedure


	
Configure Oracle Advanced Security


	
Use protocol-specific parameters to restrict access to the database









Configuring the Profile During Installation

Oracle Universal Installer launches Oracle Net Configuration Assistant after software installation on the client and server. Oracle Net Configuration Assistant configures the order of the naming methods that the computer uses to resolve a connect identifier to a connect descriptor

Configuration with the Oracle Net Configuration Assistant during installation results in an entry in the sqlnet.ora file similar to the following:


NAMES.DIRECTORY_PATH=(ezconnect,tnsnames)


NAMES.DIRECTORY_PATH specifies the priority order of the naming methods to use to resolve connect identifiers. If the installed configuration is not adequate, then use Oracle Net Manager to change the sqlnet.ora configuration.






Configuring Client Attributes for Names Resolution

The following sections describe available client configuration options:

	
Specifying a Default Domain for Clients


	
Prioritizing Naming Methods


	
Routing Connection Requests to a Process






Specifying a Default Domain for Clients

In environments where the client often requests names from a specific domain, it is appropriate to set a default domain in the client sqlnet.ora file with the NAMES.DEFAULT_DOMAIN parameter. This parameter is available to local and external naming methods.

When a default domain is set, it is automatically appended to any unqualified net service name given in the connect string, and then compared to net service names stored in a tnsnames.ora file.

For example, if the client tnsnames.ora file contains a net service name of sales.us.example.com, and the default domain is us.example.com, then the user can enter the following connect string:


CONNECT scott@sales
Enter password: password


In the preceding example, sales gets searched as sales.us.example.com.

If the connect string includes the domain extension, such as in CONNECT scott@sales.us.example.com, then the domain is not appended.

If a net service name in a tnsnames.ora file is not domain qualified and the NAMES.DEFAULT_DOMAIN parameter is set, then the net service name must be entered with a period (.) at the end of the name. For example, if the domain is set to us.example.com and the client tnsnames.ora file contains a net service name of sales2, then the user would enter the following connect string:


CONNECT scott@sales2.
Enter password: password


In the preceding example, the client would connect to sales2, not sales2.us.example.com.

The following procedure describes how to specify a default domain:

	
Start Oracle Net Manager.




	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"








	
In the navigator pane, select Profile from the Local menu.


	
From the list in the right pane, select Naming.


	
Click the Methods tab.


	
In the Default Domain field, enter the domain.


	
Select Save Network Configuration from the File menu.

The sqlnet.ora file should contain an entry that looks similar to the following:


NAMES.DEFAULT_DOMAIN=us.example.com









Prioritizing Naming Methods

After naming methods are configured, as described in Chapter 8, "Configuring Naming Methods", they must be prioritized. Naming methods to resolve a connect identifier are tried in the order they appear in the list. If the first naming method in the list cannot resolve the connect identifier, then the second method in the list is used, and so on.

The following procedure describes how to specify the order of naming methods:

	
Start Oracle Net Manager.




	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"








	
In the navigator pane, select Profile from the Local menu.


	
From the list in the right pane, select Naming.


	
Click the Methods tab.

Table 12-1 describes the naming method values listed in the Methods tab.


Table 12-1 Naming Method Values

	Naming Method Value	Description
	
TNSNAMES

	
Resolve a net service name through the tnsnames.ora file on the client.

See Also: "Configuring the Local Naming Method"


	
LDAP

	
Resolve a database service name, net service name, or net service alias through a directory server.

See Also: "Configuring the Directory Naming Method"


	
EZCONNECT

	
Enable clients to use a TCP/IP connect identifier, consisting of a host name and optional port and service name, or resolve a host name alias through an existing names resolution service or centrally maintained set of /etc/hosts files.

See Also: "Using the Easy Connect Naming Method"


	
NIS

	
Resolve service information through an existing network information service (NIS).








	
Select naming methods from the Available Methods list, and then click the right-arrow button.

The selected naming methods move to the Selected Methods list.


	
Order the naming methods according to the order in which you want Oracle Net to try to resolve the net service name or database service name. Select a naming method in the Selected Methods list, and then click Promote or Demote to move the selection up or down in the list.


	
Select Save Network Configuration from the File menu.

The sqlnet.ora file updates with the NAMES.DIRECTORY_PATH parameter:


NAMES.DIRECTORY_PATH=(ldap, tnsnames)









Routing Connection Requests to a Process

Clients and servers can be configured so connection requests are directed to a specific process. The following procedure describes how to route connection requests to a process:

	
Start Oracle Net Manager.




	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"








	
In the navigator pane, select Profile from the Local menu.


	
From the list in the right pane, select General.


	
Click the Routing tab.


	
Select the preferred way for routing connections.




	
Note:

To configure all connections to use a particular server, you select the Always Use Dedicated Server option in Oracle Net Manager. This sets the USE_DEDICATED_SERVER parameter in the sqlnet.ora file to force the listener to spawn a dedicated server for all network sessions from the client. The result is a dedicated server connection, even if a shared server is configured.








	
Choose File > Save Network Configuration.







	
See Also:

Table 12-3, "Advanced Settings in sqlnet.ora" for a description of the fields and options














Configuring Database Access Control

You can configure the sqlnet.ora file to allow access to some clients and deny access to others. Table 12-2 describes the available settings.


Table 12-2 Access Control Settings in sqlnet.ora

	Oracle Net Manager Field/Option	sqlnet.ora File Parameter	Description
	
Check TCP/IP client access rights

	
TCP.VALIDNODE_CHECKING

	
Specify whether to screen access to the database.

If this field is selected, then Oracle Net Manager checks the parameters TCP.EXCLUDED_NODES and TCP.VALIDNODE_CHECKING to determine which clients to allow access to the database. If this field is deselected, then Oracle Net Manager does not screen clients.


	
Clients denied access

	
TCP.EXCLUDED_NODES

	
Specify which clients using the TCP/IP protocol are denied access to the database.


	
Clients allowed access

	
TCP.INVITED_NODES

	
Specify which clients using the TCP/IP protocol are allowed access to the database.








If the TCP.INVITED_NODES parameter does not include the listener node, then the Listener Control utility cannot connect to the listener. This will prevent start, stop and administration commands from being performed on the listener.

If there are invalid host names or IP addresses listed in the TCP.INVITED_NODES parameter or the TCP.EXCLUDED_NODES parameter, then the Listener Control utility cannot contact the listener.

The following procedure describes how to configure database access control:

	
Start Oracle Net Manager.







	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"







	
In the navigator pane, select Profile from the Local menu.


	
From the list in the right pane, select General.


	
Click the Access Rights tab.


	
Select the Check TCP/IP client access rights option.


	
In the Clients allowed to access fields and Clients excluded from access, enter either a host name or an IP address for a client that you want to include or exclude, using commas to delimit entries placed on the same line.









Configuring Advanced Profile Information

Table 12-3 describes the advanced sqlnet.ora file settings that you can set.


Table 12-3 Advanced Settings in sqlnet.ora

	Oracle Net Manager Field/Option	sqlnet.ora File Parameter	Description
	
Send operation Time Out

	
SQLNET.SEND_TIMEOUT

	
Specify the time, in seconds, for a database server to complete a send operation to clients to complete after connection establishment.

Setting this parameter is recommended for environments in which clients shut down on occasion or abnormally. If the database server cannot complete a send operation in the time specified, then it logs ORA-12535: TNS:operation timed out and ORA-12608: TNS: Send timeout occurred errors in the sqlnet.log file.

Without this parameter, the database server continues to send responses to clients that are unable to receive data.

You can also set this parameter on the client side to specify the time, in seconds, for a client to complete send operations to the database server after connection establishment. Without this parameter, the client may continue to send requests to a database server already overwhelmed with requests.


	
Receive operation Time Out

	
SQLNET.RECV_TIMEOUT

	
Specify the time, in seconds, for a database server to wait for client data after connection establishment. A client must send some data within the specified time interval.

Setting this parameter is recommended for environments in which clients shut down on occasion or abnormally. If a client does not send any data in the time specified, then the database server logs ORA-12535: TNS:operation timed out and ORA-12609: TNS: Receive timeout occurred errors to the sqlnet.log file.

Without this parameter, the database server continues to wait for data from clients that may be down or are experiencing difficulties.

You can also use this setting on the client side to specify the time, in seconds, for a client to wait for response data from the database server after connection establishment. Without this parameter, the client may wait for a long period of time for a response from a database server overwhelmed with requests.


	
Connection Time Out

	
SQLNET.INBOUND_CONNECT_TIMEOUT

	
Specify the time, in seconds, for a client to connect with the database server and provide the necessary authentication information.


	
Total Send Buffer Size

	
SEND_BUF_SIZE

	
Specify the buffer space limit for send operations of sessions.


	
Total Receive Buffer Size

	
RECV_BUF_SIZE

	
Specify the buffer space limit for receive operations of sessions.


	
TNS Time Out Value

	
SQLNET.EXPIRE_TIME

	
Specify the time interval, in minutes, to send a probe to verify that client/server connections are active. Setting a value greater than 0 ensures that connections are not left open indefinitely, due to an abnormal client termination. If the probe finds a terminated connection, or a connection that is no longer in use, then it returns an error, causing the server process to exit. This setting is intended for the database server, which typically handles multiple connections at any one time.

Limitations on using this terminated connection detection feature are:

	
It is not allowed on bequeathed connections.


	
Though very small, a probe packet generates additional traffic that may downgrade network performance.


	
Depending on which operating system is in use, the server may need to perform additional processing to distinguish the connection probing event from other events that occur. This can also result in downgrading network performance.





	
Client Registration ID

	
SQLNET.CLIENT_REGISTRATION

	
Specify a unique identifier for a client. This identifier is passed to the listener with any connection request. The identifier can be any string up to 128 characters long.


	
Logon Authentication Protocol Version

	
SQLNET.ALLOWED_LOGON_VERSION

	
Define the minimum Oracle Database client release that is allowed to attempt connections to database instances under the control of the given code tree. Each connection attempt is tested. If the client or server does not meet the minimum release specified by its partner, then authentication fails with an ORA-28040 error.

Supported values include:

	
11 for Oracle Database 11g authentication protocols (recommended for strongest protection)


	
10 for Oracle Database 10g authentication protocols


	
9 for Oracle9i authentication protocols


	
8 for Oracle8i authentication protocols




The default value is 8. Note the following implications of setting the value to 11:

	
To take advantage of the password protections introduced in Oracle Database 11g, users must change their passwords.


	
Releases of OCI clients before Oracle Database 10g and all versions of JDBC thin clients cannot authenticate to the Oracle database using password-based authentication.





	
Turn Off UNIX Signal Handling

	
BEQUEATH_DETACH

	
Turn on or off UNIX signal handling.

Because the client application spawns a server process internally through the Bequeath protocol as a child process, then the client application becomes responsible for cleaning up the child process when it completes. When the server process completes its connection responsibilities, it becomes a terminated process. Signal handlers are responsible for cleaning up these terminated processes. Setting this parameter configures the client profile to pass this process to the UNIX initialization process by disabling signal handlers.


	
Disable Out-of-Band Break

	
DISABLE_OOB

	
Turn on or off out-of-band breaks.

If deselected or set to off, then Oracle Net can send and receive break messages using urgent data requests provided by the underlying protocol. Once enabled, this feature applies to all protocols used by this client.

If selected or set to on, then it disables the ability to send and receive break messages using urgent data requests of the underlying protocol.











	
See Also:

	
"Limiting Resource Consumption by Unauthorized Users" for complete information about configuring the SQLNET.INBOUND_CONNECT_TIMEOUT setting


	
"Configuring I/O Buffer Space" for complete information about configuring the SEND_BUF_SIZE and RECV_BUF_SIZE settings


	
Oracle Database Advanced Security Administrator's Guide


	
Oracle operating system-specific documentation to determine if the protocol supports urgent data requests. TCP/IP is an example of a protocol that supports this feature.












The following procedure describes how to set advanced features in the sqlnet.ora file:

	
Start Oracle Net Manager.




	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"








	
In the navigator pane, select Profile from the Local menu.


	
From the list in the right pane, select General.


	
Click the Advanced tab.


	
Enter the values for the fields or options you want to set.


	
Select Save Network Configuration from the File menu.









Configuring External Naming Methods

The sqlnet.ora file is used to configure required client parameters needed for Network Information Service (NIS) external naming. The following procedure describes how to configure the NIS parameter in the sqlnet.ora file:

	
Start Oracle Net Manager.




	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"








	
In the navigator pane, select Profile from the File menu.


	
From the list in the right pane, select Naming.


	
Click the External tab.


	
Select Save Network Configuration from the File menu.









Configuring Oracle Advanced Security

Oracle Advanced Security enables data encryption and integrity checking, enhanced authentication, and single sign-on. Oracle Advanced Security also provides centralized user management on LDAP-compliant directory servers and certificate-based single sign-on. This functionality relies on the Secure Sockets Layer (SSL).

The following procedure describes how to configure a client or server to use Oracle Advanced Security features:

	
Start Oracle Net Manager.




	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"








	
In the navigator pane, select Profile from the Local menu.


	
From the list in the right pane, select Oracle Advanced Security.

Each Oracle Advanced Security tab page enables you to configure a separate set of parameters.


	
Select or edit options as applicable.


	
Select Save Network Configuration from the File menu.







	
See Also:

	
Choose the Help button on the particular tab page


	
Oracle Advanced Security procedural topics in the Oracle Net Manager online help. To access these topics in the online help, select Oracle Advanced Security, and then select the How To option


	
Oracle Database Advanced Security Administrator's Guide for additional information about configuration
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1 Introducing Oracle Net Services

This chapter describes the basic elements of Oracle Net Services architecture and the Oracle Net foundation layer.

This chapter contains the following topics:

	
About Oracle Net Services


	
Oracle Net Services Components






About Oracle Net Services

Oracle Net Services provides enterprise-wide connectivity solutions in distributed, heterogeneous computing environments. Oracle Net Services eases the complexities of network configuration and management, maximizes performance, and improves network diagnostic capabilities.

This section introduces the basic networking concepts involved in a typical network configuration. This section contains the following topics:

	
Understanding Connectivity


	
Understanding Manageability


	
Understanding Shared Server Architecture


	
Understanding Performance


	
Understanding Network Security






Understanding Connectivity

Oracle Net, a component of Oracle Net Services, enables a network session from a client application to an Oracle Database server. When a network session is established, Oracle Net acts as the data courier for both the client application and the database. It is responsible for establishing and maintaining the connection between the client application and database, as well as exchanging messages between them. Oracle Net is able to perform these jobs because it is located on each computer in the network.

This section contains the following connectivity topics:

	
Client/Server Application Connections


	
Web Client Application Connections






Client/Server Application Connections

Oracle Net enables connections from traditional client/server applications to Oracle Database servers. Figure 1-1 shows how Oracle Net enables a network connection between a client and a database server. Oracle Net is a software component that resides on both the client and the database server. Oracle Net is layered on top of network Oracle protocol support, rules that determine how applications access the network and how data is subdivided into packets for transmission across the network. In Figure 1-1, Oracle Net communicates with TCP/IP to enable computer-level connectivity and data transfer between the client and the database.


Figure 1-1 Client/Server Application Connection

[image: Description of Figure 1-1 follows]

Description of "Figure 1-1 Client/Server Application Connection"





Specifically, Oracle Net is comprised of the Oracle Net foundation layer, which establishes and maintains connections, and Oracle protocol support, which maps the foundation layer technology to industry-standard protocols.



Java Client Application Connections

Java client applications access an Oracle Database through a Java Database Connectivity (JDBC) Driver, a standard Java interface for connecting from Java to a relational database. Oracle offers the following drivers:

	
JDBC OCI Driver for client side use with an Oracle client installation


	
JDBC Thin Driver, a pure Java driver for client side use without an Oracle installation, particularly with applets




These drivers use Oracle Net to enable connectivity between a client application and an Oracle Database.

Figure 1-2 shows a Java client application using a JDBC OCI driver and an Oracle Database server. The Java client application makes calls to the JDBC OCI driver, which translates the JDBC calls directly into the Oracle Net layer. The client then uses Oracle Net to communicate with the Oracle Database that is also configured with Oracle Net.


Figure 1-2 Java Application Connection

[image: Description of Figure 1-2 follows]

Description of "Figure 1-2 Java Application Connection"








	
See Also:

Oracle Database JDBC Developer's Guide and Reference.














Web Client Application Connections

Internet connections from client Web browsers to an Oracle Database server are similar to client/server applications, except that the connection request goes to an application Web server.

Figure 1-3 shows the basic architecture for Web client connections, including a client Web browser, an application Web server, and an Oracle Database server. The browser on the client communicates with HTTP protocol to the Web server to make a connection request. The Web server sends the request to an application where it is processed. The application then uses Oracle Net to communicate with the Oracle Database server that also is configured with Oracle Net.


Figure 1-3 Web Client Connections through Application Web Server

[image: Description of Figure 1-3 follows]

Description of "Figure 1-3 Web Client Connections through Application Web Server"





The basic components have the following characteristics:

	
HyperText Transport Protocol (HTTP)

HTTP provides the language that enables Web browsers and application Web servers to communicate.


	
Application Web Server

An application Web server manages data for a Web site, controls access to that data, and responds to requests from Web browsers. The application on the Web server communicates with the database and performs the job requested by the Web server.






Web Client Connections Through Java Application Web Server

An application Web server can host Java applications and servlets, as shown in Figure 1-4. Web browsers make a connection request by communicating through HTTP to an application Web server. The application Web server sends the request to an application or a servlet, which uses a JDBC OCI or a JDBC Thin driver to process the request. The driver then uses Oracle Net to communicate with the Oracle Database server that also is configured with Oracle Net.


Figure 1-4 Web Client Connections Through Java Application Web Server

[image: Description of Figure 1-4 follows]

Description of "Figure 1-4 Web Client Connections Through Java Application Web Server"









Web Client Connections Without an Application Web Server

Web clients that do not require an application Web server to access applications can access the Oracle Database directly, for example, by using a Java applet. In addition to regular connections, the database can be configured to accept HTTP protocol, FTP protocol, or WebDAV protocol connections. These protocols are used for connections to Oracle XML DB in the Oracle Database instance.

Figure 1-5 shows two different Web clients. The first Web client makes an HTTP connection to the database. The second Web client uses a Web browser with a JDBC Thin driver, which in turn uses a Java version of Oracle Net called JavaNet to communicate with the Oracle Database server that is configured with Oracle Net.




	
See Also:

Oracle XML DB Developer's Guide








Figure 1-5 Web Client Connection Scenarios

[image: Description of Figure 1-5 follows]

Description of "Figure 1-5 Web Client Connection Scenarios"













Understanding Manageability

Oracle Net Services offers several manageability features that enable you to easily configure and manage networking components. These features are described in the following topics:

	
Location Transparency


	
Centralized Configuration and Management


	
Quick Installation and Configuration






Location Transparency

Each database is represented by one or more services. A service is identified by a service name, for example, sales.us.example.com. A client uses a service name to identify the database it must access. The information about the database service and its location in the network is transparent to the client because the information needed for a connection is stored in a repository.

The repository is represented by one or more naming methods. A naming method is a resolution method used by a client application to resolve a connect identifier to a connect descriptor when attempting to connect to a database service. Oracle Net Services offers several types of naming methods that support localized configuration on each client, or centralized configuration that can be accessed by all clients in the network. GUIs enable you to manage data stored in the naming methods.

For example, in Figure 1-6, a company has three databases that clients can access. Each database has a distinct service name, such as sales.us.example.com, hr.us.example.com, and mktg.us.example.com.

	
The client uses the repository to find the information it needs for sales.us.example.com.


	
After the client has the information it needs, it connects to the database.





Figure 1-6 Service Information Repository

[image: Description of Figure 1-6 follows]

Description of "Figure 1-6 Service Information Repository"









Centralized Configuration and Management

To manage large networking environments, administrators have to be able to easily access a centralized repository to specify and modify the network configuration. For this reason, the Oracle Net Services configuration can be stored in a LDAP-compliant directory server.

Support of LDAP-compliant directory servers provides a centralized vehicle for managing and configuring a distributed Oracle network. The directory can act as a central repository for all information about database network components, user and corporate policies, and user authentication and security, thus replacing client-side and server-side localized configuration files.


All computers on the network can refer to the directory for information. Figure 1-7 shows clients, other servers (such as application Web servers) and Oracle Database servers connecting to a centralized directory server.


Figure 1-7 Centralized Storage of Network Configuration with a Directory Server

[image: Description of Figure 1-7 follows]

Description of "Figure 1-7 Centralized Storage of Network Configuration with a Directory Server"








	
See Also:

"Using a Directory Server for Centralized Management" for an in-depth overview of directory server concepts












Quick Installation and Configuration

Networking elements for the Oracle Database server and clients are preconfigured for most environments. The Easy Connect naming method is enabled by default and does not require a repository. Clients connect simply using the hostname of the database. As a result, clients and servers are ready to connect out-of-the-box using Easy Connect, giving users the benefits of distributed computing.








Understanding Shared Server Architecture

The Oracle Database shared server architecture increases the scalability of applications and the number of clients that can be simultaneously connected to the database. The shared server architecture also enables existing applications to scale up without making any changes to the application itself.

When using a shared server, clients do not communicate directly with a database server process, a database process that handles a client's requests on behalf of a database. Instead, client requests are routed to one or more dispatchers. The dispatchers place the client requests in a common queue. An idle shared server from the shared pool of server processes picks up and processes a request from the queue. This means a small pool of server processes can serve a large number of clients.

Figure 1-8 and Figure 1-9 show the basic difference between the shared server connection model and the traditional dedicated server connection model. In the shared server model, a dispatcher can support multiple client connections concurrently. In the dedicated server model, there is one server process for each client. Each time a connection request is received, a server process is started and dedicated to that connection until completed. This causes a processing delay.


Figure 1-8 Shared Server Architecture

[image: Description of Figure 1-8 follows]

Description of "Figure 1-8 Shared Server Architecture"






Figure 1-9 Dedicated Server Architecture

[image: Description of Figure 1-9 follows]

Description of "Figure 1-9 Dedicated Server Architecture"





A shared server is ideal for configurations with a large number of connections because it reduces the server memory requirements. A shared server is well suited for both Internet and intranet environments.

Utilization of server resources can be further enhanced with Oracle Net Services features that are configurable through a shared server. These features are discussed in the following sections:

	
Connection Pooling


	
Session Multiplexing






Connection Pooling

When a large number of clients run interactive Web applications, many of these sessions may be idle at a given time. The connection pooling feature enables the database server to timeout an idle session and use the connection to service an active session. The idle logical session remains open, and the physical connection is automatically reestablished when the next request comes from that session. Therefore, Web applications can allow larger numbers of concurrent users to be accommodated with existing hardware.

Figure 1-10 shows how connection pooling works. In this example, the Oracle Database server has been configured with 255 connections. One of the clients has been idle past a specified amount of time. Connection pooling makes this connection available to an incoming client connection, which is connection number 256. When the idle client has more work to do, the connection is reestablished for that client with another client's idle connection.


Figure 1-10 Connection Pooling

[image: Description of Figure 1-10 follows]

Description of "Figure 1-10 Connection Pooling"









Session Multiplexing

Oracle Connection Manager, an Oracle Net Services component, enables multiple client network sessions to be multiplexed, or funneled, through a single network connection to a database.

The session multiplexing feature reduces the demand on resources needed to maintain multiple network sessions between two processes by enabling the server to use fewer network connection endpoints for incoming requests. In this way, the total number of network sessions that a server can handle is increased. One Oracle Connection Manager with multiple gateways enables thousands of concurrent users to connect to a server.

Figure 1-11 shows how session multiplexing can be used in a Web architecture. When Oracle Connection Manager is run on the same computer as an application Web server, the application Web server can route multiple client sessions through Oracle Connection Manager to ensure that those sessions have continuous access to an Oracle Database server. This functionality is especially useful for Web applications where session availability and response time are major concerns.


Figure 1-11 Session Multiplexing

[image: Description of Figure 1-11 follows]

Description of "Figure 1-11 Session Multiplexing"





Table 1-1 summarizes the differences between connection pooling and session multiplexing, and provides recommendations for using them in the network.


Table 1-1 Connection Pooling and Session Multiplexing

	Feature	Advantages	Disadvantages	Recommended for
	
Connection Pooling

	
	
Reduces the number of network resources used for each process


	
Supports large client populations


	
Maximizes the number of client/server sessions over a limited number of process connections


	
Optimizes network traffic and network resource utilization, such as network connection bandwidth


	
Enables identification and monitoring of real users


	
Enables middle-tier application Web servers or applications that need to access back-end database to support additional services, such as Oracle Application Server


	
Requires only a single transport for clients with multiple applications


	
Requires only a single network connection for database links




	
Database sessions should use the IDLE_TIME resource parameter.

	
Networks where many clients run interactive "high think/search time" applications such as messaging and OLAP.


	
Session Multiplexing

	
	
Limits the number of network resources used for each process


	
Supports large client populations


	
Maximizes the number of client/server sessions over a limited number of process connections


	
Optimizes resource utilization


	
Enables identification and monitoring of real users


	
Enables mid-tier applications to support additional services


	
Requires only a single transport for clients with multiple applications


	
Requires only a single network connection for database links




	
Clients must connect to Oracle Connection Manager.

	
Networks where continuous connectivity is required.














Understanding Performance

System performance is important to users. Users usually start to notice performance when a system takes longer than one second to respond. Oracle Net configuration can be modified to enhance system performance.

This section discusses performance considerations. It contains the following topics:

	
Listener Queue Size


	
Session Data Unit Size for Data Transfer Optimization


	
Persistent Buffer Flushing for TCP/IP


	
Sockets Direct Protocol


	
Availability






Listener Queue Size

If you anticipate receiving a large number of connection requests for a listening process (such as a listener or Oracle Connection Manager) over TCP/IP, then Oracle Net enables you to configure the listening queue to be higher than the system default.






Session Data Unit Size for Data Transfer Optimization

Before sending data across the network, Oracle Net buffers and encapsulates data into the session data unit (SDU). Oracle Net sends the data stored in this buffer when the buffer is full, flushed, or when database server tries to read data. When large amounts of data are being transmitted or when the message size is consistent, adjusting the size of the SDU buffers can improve performance, network utilization, or memory consumption. You can deploy SDU at the client, application Web server, and database.

Tuning your application to reduce the number of round trips across the network is the best way to improve your network performance. If this is done, then it is also possible to optimize data transfer by adjusting the size of the SDU.

Table 1-2 outlines considerations for modifying the size of the SDU.


Table 1-2 SDU Considerations

	Modify SDU size when:	Do not modify SDU size when:
	
	
The data coming back from the server is fragmented into separate packets


	
You are on a wide area network (WAN) that has long delays


	
The packet size is consistently the same


	
Large amounts of data are returned




	
	
The application can be tuned to avoid the delays listed in the adjacent column


	
You have a high speed network where the effect of the data transmission is negligible


	
Your requests return small amounts of data from the server














	
Note:

Starting with Oracle Database 11g, Oracle Net Services has optimized bulk data transfer for certain components, such as Oracle SecureFiles LOBs and Oracle Data Guard redo transport services. The SDU size limit, as specified in the network parameter files, does not apply to these bulk data transfers.










	
See Also:

"Configuring Session Data Unit"












Persistent Buffer Flushing for TCP/IP

Under certain conditions for some applications using TCP/IP, Oracle Net packets may not get flushed immediately to the network. Most often, this behavior occurs when large amounts of data are streamed. The implementation of TCP/IP itself is the reason for the lack of flushing, causing unacceptable delays. To remedy this problem, specify no delays in the buffer flushing process.




	
See Also:

Oracle Database Net Services Reference for additional information about the TCP.NODELAY parameter












Sockets Direct Protocol

Oracle Net Services provides support for InfiniBand high-speed networks. InfiniBand is a high-bandwidth I/O architecture designed to increase communication speed between CPUs, server-side devices, and network subsystems. Specifically, Oracle Net Services provides support for Sockets Direct Protocol (SDP). SDP is an industry-standard wire protocol intended for use between InfiniBand network peers.

SDP reduces the overhead of TCP/IP by eliminating intermediate replication of data and transferring most of the messaging burden away from the CPU and onto the network hardware. The result is a low-latency, increased bandwidth, high-throughput connection that reduces the amount of CPU cycles dedicated to network processing.

The communication between clients, including Oracle Application Server or any other third-party middle-tier client, and Oracle Database 11g can take advantage of high-speed interconnect benefits. Oracle Application Server includes Oracle TCP/IP support as part of its installation.

A driver installed on the Oracle Application Server servers transparently converts TCP/IP support to SDP support. The SDP requests are then sent to an InfiniBand switch that processes and forwards the requests from the Oracle Application Server servers to the database server.




	
See Also:

"Configuring SDP Support for InfiniBand Connections"












Availability

Availability to the database is crucial for any network. You can configure multiple listeners to handle client connection requests for the same database service. This is beneficial in Oracle Real Application Clusters configurations, where each instance has a listener associated with it. Multiple listener configurations enable you to use the following features.

	
Connect-time failover enables clients to request a different listener, usually on a different node, if the first listener fails.


	
Client load balancing enables clients to randomize requests to the multiple listeners, usually on different nodes. These features can be used together or separately. Together, they ensure access to the database and distribute the load to not overburden a single listener.











Understanding Network Security

Data access and secure transfer of data are important considerations when deploying Oracle Database. Granting and denying access to a database is crucial for a secure network environment. Oracle Net Services enables database access control using firewall access control.



Firewall Access Control

Oracle Connection Manager can be configured to grant or deny client access to a particular database service or a computer. By specifying filtering rules, you can allow or restrict specific client access to a server, based on the following criteria:

	
Source host names or IP addresses for clients


	
Destination host names or IP addresses for servers


	
Destination database service names


	
Client use of Oracle Advanced Security




Figure 1-12 shows an Oracle Connection Manager positioned between three clients and an Oracle Database server. Oracle Connection Manager is configured to allow access to the first two clients and to deny access to the third.


Figure 1-12 Intranet Network Access Control with Oracle Connection Manager

[image: Description of Figure 1-12 follows]

Description of "Figure 1-12 Intranet Network Access Control with Oracle Connection Manager"





Although Oracle Connection Manager cannot be integrated with third-party firewall products, vendors can package it with their own products in a way that enables this product to serve as an application gateway.

In general, firewalls should be set to receive incoming requests, and allow outbound calls from Oracle Database. By defining filtering rules, you can limit access to the network.




	
Caution:

Incorrectly setting your firewall options can cause security problems. Before changing your firewall settings, discuss the options and your network site policies with your system administrator.







Figure 1-13 shows an application gateway controlling traffic between internal and external networks and providing a single checkpoint for access control and auditing. As a result, unauthorized Internet hosts cannot directly access the database inside a corporation, but authorized users can still use Internet services outside the corporate network. This capability is critical in Internet environments to restrict remote access to sensitive data.


Figure 1-13 Internet Network Access Control with an Application Gateway

[image: Description of Figure 1-13 follows]

Description of "Figure 1-13 Internet Network Access Control with an Application Gateway"





It is important to deploy at least two Oracle Connection Manager firewalls or Oracle Net Firewall proxies in an Internet network environment in the event that one firewall goes down.










Oracle Net Services Components

The connectivity, manageability, scalability, and security features are described in the following sections:

	
About Oracle Net


	
About Oracle Net Listener


	
About Oracle Connection Manager


	
About Networking Tools


	
About Oracle Advanced Security






About Oracle Net 

Oracle Net is a software layer that resides on the client and on the Oracle Database server. It is responsible for establishing and maintaining the connection between the client application and server, as well as exchanging messages between them, using industry-standard protocols. Oracle Net has two software components:

	
Oracle Net Foundation Layer


	
Oracle Protocol Support






Oracle Net Foundation Layer

On the client side, applications communicate with Oracle Net foundation layer to establish and maintain connections. The Oracle Net foundation layer uses Oracle protocol support that communicates with an industry-standard network protocol, such as TCP/IP, to communicate with the Oracle Database server.

Figure 1-14 illustrates the communication stack on the client.


Figure 1-14 Oracle Net on the Client

[image: Description of Figure 1-14 follows]

Description of "Figure 1-14 Oracle Net on the Client"





The Oracle Database server side is similar to the client side as illustrated in Figure 1-15. A network protocol sends client request information to an Oracle protocol support layer, which then sends information to the Oracle Net foundation layer. The Oracle Net foundation layer then communicates with the Oracle Database server to process the client request.


Figure 1-15 Oracle Net on the Server

[image: Description of Figure 1-15 follows]

Description of "Figure 1-15 Oracle Net on the Server"









Oracle Protocol Support

The Oracle Net foundation layer uses Oracle protocol support to communicate with the following industry-standard network protocols:

	
TCP/IP (version 4 and version 6)


	
TCP/IP with SSL


	
Named Pipes


	
SDP




Oracle protocol support maps Oracle Net foundation layer functionality to industry-standard protocols used in client/server connections.




	
See Also:

"Understanding Oracle Protocol Support Layer"














About Oracle Net Listener

Oracle Database server receives the initial connection through Oracle Net Listener. Oracle Net Listener, referred to in this document as the listener, brokers a client request, handing off the request to the server. The listener is configured with a protocol address, and clients configured with the same protocol address can send connection requests to the listener. When a connection is established, the client and Oracle server communicate directly with one another.

Figure 1-16 shows the listener accepting a connection request from a client and forwarding that request to an Oracle server.


Figure 1-16 Listener in a Connection Request

[image: Description of Figure 1-16 follows]

Description of "Figure 1-16 Listener in a Connection Request"








	
See Also:

Chapter 9, "Configuring and Administering Oracle Net Listener" for additional information about the listener












About Oracle Connection Manager

Oracle Connection Manager is the software component that resides on its own computer, separate from a client or an Oracle Database server. It proxies and screens requests for the database server. In addition, it multiplexes database sessions.

In its session multiplexing role, Oracle Connection Manager funnels multiple sessions through a single transport protocol connection to a particular destination. In this way, Oracle Connection Manager reduces the demand on resources needed to maintain multiple sessions between two processes by enabling the Oracle Database server to use fewer connection end points for incoming requests.

As an access control filter, Oracle Connection Manager controls access to Oracle databases.




	
See Also:

	
"Session Multiplexing"


	
"Firewall Access Control" for a description of filtering

















About Networking Tools

Oracle Net Services provides user interface tools and command-line utilities that enable you to easily configure, manage, and monitor the network.

	
Oracle Net Configuration Assistant is a standalone tool that enables you to configure listeners and naming methods.


	
Oracle Enterprise Manager combines configuration functionality across multiple file systems, along with listener administrative control to provide an integrated environment for configuring and managing Oracle Net Services.


	
Oracle Net Manager provides configuration functionality for an Oracle home on a local client or server host.


	
Command-line control utilities enable you to configure, administer, and monitor network components, including listeners and Oracle Connection Managers.




With Oracle Enterprise Manager or Oracle Net Manager, you can fine-tune the listener and naming method configuration created with Oracle Net Configuration Assistant. In addition, Oracle Enterprise Manager and Oracle Net Manager offer built-in wizards and utilities that enable to you to test connectivity, migrate data from one naming method to another, and create additional network components.




	
See Also:

Chapter 7, "Managing Oracle Net Services"












About Oracle Advanced Security

Oracle Advanced Security is a separately licensable product that provides a comprehensive suite of security features for the Oracle environment. This suite of security features protects enterprise networks and securely extends corporate networks to the Internet. It provides a single source of integration with network encryption and authentication solutions, single sign-on services, and security protocols. Oracle Advanced Security integrates industry standards and delivers unparalleled security to the Oracle network and other networks. 




	
See Also:

Oracle Database Advanced Security Administrator's Guide

















Part I



Understanding Oracle Net Services

Part I provides an overview of Oracle Net Services concepts, products, and tools.

This part contains the following chapters:

	
Chapter 1, "Introducing Oracle Net Services"


	
Chapter 2, "Identifying and Accessing the Database"


	
Chapter 3, "Managing Network Address Information"


	
Chapter 4, "Understanding the Communication Layers"


	
Chapter 5, "Understanding Oracle Net Architecture"










5 Understanding Oracle Net Architecture

The Oracle Net listener is an application positioned on top of the Oracle Net foundation layer. The database receives an initial connection from a client application through the listener.

The listener brokers client requests, handing off the requests to the Oracle database server. Every time a client requests a network session with a database, the listener receives the initial request.

Figure 5-1 illustrates the various layers on the client and database during an initial connection. As shown in the diagram, the listener is at the top layer of the server-side network stack.


Figure 5-1 Layers Used in an Initial Connection

[image: Description of Figure 5-1 follows]

Description of "Figure 5-1 Layers Used in an Initial Connection"





This chapter contains the following topics:

	
About Service Registration


	
About the Listener and Connection Requests


	
About Oracle Restart


	
About Blocked Connection Requests


	
Understanding Database Server Process Architecture


	
Understanding Oracle Connection Manager Architecture


	
Complete Architecture






About Service Registration

The listener determines whether a database service and its service handlers are available through service registration. During registration, the PMON process provides the listener with information about the following:

	
Names of the database services provided by the database


	
Name of the database instance associated with the services and its current and maximum load


	
Service handlers (dispatchers and dedicated servers) available for the instance, including their type, protocol addresses, and current and maximum load




The preceding information enables the listener to direct a client request appropriately.

Figure 5-2 shows two database instances registering information with two listeners. The figure does not represent all the information that can be registered. For example, listening endpoints, such as the port numbers, can be dynamically registered with the listener.


Figure 5-2 Service Registration

[image: Description of Figure 5-2 follows]

Description of "Figure 5-2 Service Registration"





If the listener is not running when an instance starts, then the process monitor (PMON) cannot register the service information. PMON attempts to connect to the listener periodically, but it may take up to 60 seconds before PMON registers with the listener after it has been started. To initiate service registration immediately after the listener is started, use the SQL statement ALTER SYSTEM REGISTER. This statement is especially useful in high availability configurations.






About the Listener and Connection Requests

Each listener is configured with one or more protocol addresses that specify its listening endpoints. The protocol address defines the protocol the listener listens on and any other protocol specific information. For example, the listener could be configured to listen at the following protocol address:


(DESCRIPTION=
   (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)))


The preceding example shows a TCP/IP address that specifies the host of the listener (sales-server) and a port number (1521).

Clients configured with a protocol address can send connection requests to the listener. When a client request reaches the listener, it selects an appropriate service handler to service the request and forwards the request to the handler. A service handler is a dispatcher or a dedicated server process that acts as a connection point to a database.

Figure 5-3 illustrates the role of the listener during the establishment of a connection. The figure shows a browser making an HTTP connection and a client making a database connection.

	
The client sends a connection request to the listener.


	
The listener parses the client request and forwards it to the service handler for the database service requested.


	
The client connects to the database.





Figure 5-3 Listener Architecture

[image: Description of Figure 5-3 follows]
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About Oracle Restart

The Oracle Restart feature enhances the availability of Oracle databases in a single-instance environment. Using the Server Control (SRVCTL) utility, you can add components such as the listener to an Oracle Restart configuration. The configuration enables the listener to start automatically when the listener fails or is not running.

When using Oracle Restart, note the following:

	
Use the SRVCTL utility to start and stop the listener. Do not use the listener control, LSNRCTL, utility.


	
Each listener must have a unique name.







	
See Also:

	
"Managing a Listener in an Oracle Restart Configuration"


	
Oracle Database Administrator's Guide to learn how to configure Oracle Restart

















About Blocked Connection Requests

Blocked connection requests can occur when an incoming request occurs before the respective instance has been registered, or when a database is in restricted mode, such as when a shutdown of the database is in progress. If a database instance is in restricted mode, then PMON instructs the listener to block all connections to the instance. Clients attempting to connect receive one of the following errors:

	
ORA-12526: TNS:listener: all appropriate instances are in restricted mode


	
ORA-12527: TNS:listener: all appropriate instances are in restricted mode or blocking new connections


	
ORA-12528: TNS:listener: all appropriate instances are blocking new connections




The ORA-12528 error occurs when a database instance is not yet registered with the listener.




	
See Also:

	
Oracle Database Error Messages for additional information about these error messages


	
Oracle Database SQL Reference for additional information about the ALTER SYSTEM REGISTER statement


	
Oracle XML DB Developer's Guide for information about dynamically registering HTTP, FTP, and WebDAV listening endpoints

















Understanding Database Server Process Architecture

Based on the service handler type registered with the listener, the listener forwards requests to either a shared server or dedicated server process. The shared server architecture enables a database server to allow many user processes to share server processes. In a dedicated server configuration, the listener starts a separate dedicated server process for each incoming client connection request dedicated to servicing the client.

This section contains the following topics:

	
About Shared Server Processes


	
About Dedicated Server Processes






About Shared Server Processes

Shared server processes are used in the shared server architecture, as shown in Figure 5-4. With shared server architectures, client processes ultimately connect to a dispatcher. The PMON process registers the location and load of the dispatchers with the listener, enabling the listener to forward requests to the least loaded dispatcher. This registration process is not shown in the figure.

A dispatcher can support multiple client connections concurrently. Each client connection is bound to a virtual circuit. A virtual circuit is a piece of shared memory used by the dispatcher for client database connection requests and replies. The dispatcher places a virtual circuit on a common request queue when a request arrives. An idle shared server picks up the virtual circuit from the request queue, services the request, and relinquishes the virtual circuit before attempting to retrieve another virtual circuit from the request queue. Shared servers place all completed requests into a dispatcher's response queue. Each dispatcher has its own response queue in the SGA. This approach enables a small pool of server processes to serve a large number of clients.


Figure 5-4 Shared Server Architecture

[image: Description of Figure 5-4 follows]

Description of "Figure 5-4 Shared Server Architecture"









About Dedicated Server Processes

In a dedicated server architecture, each client process connects to a dedicated server process. The server process is not shared by any other client. Figure 5-5 illustrates a dedicated server architecture.

PMON registers information about dedicated server processes with the listener. This enables the listener to start a dedicated server process when a client request arrives and forward the request to it.




	
Note:

Dedicated server architectures do not support HTTP, FTP, or WebDAV clients. Only database clients are supported.








Figure 5-5 Dedicated Server Architecture

[image: Description of Figure 5-5 follows]
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Understanding Oracle Connection Manager Architecture

Oracle Connection Manager is a gateway through which client connection requests are sent either to the next hop or directly to the database server. Clients who relay connection requests through an Oracle Connection Manager can take advantage of the session multiplexing and access control features configured on that Oracle Connection Manager. It carries no service information until a PMON process registers its services.

Oracle Connection Manager consists of three components:

	
listener


	
CMGW (Oracle Connection Manager gateway)


	
CMADMIN (Oracle Connection Manager Administration)




The listener receives client connections and evaluates against a set of rules whether to deny or allow access. If it allows access, then the listener forwards a request to a gateway process, selecting the one with the fewest connections. The CMGW process, in turn, forwards the request to another Oracle Connection Manager or directly to the database server, relaying data until the connection terminates. If a connection to the server already exists, then the gateway multiplexes, or funnels, its connections through the existing connection. CMADMIN monitors the state of the gateway processes and the listener, shutting down or starting up processes as needed. In addition, it registers the location and load of the gateway processes with the listener, and it answers requests from the Oracle Connection Manager Control utility.

In Figure 5-6, the listener screens connection requests. A gateway process registers with the CMADMIN process. And the CMADMIN process registers with the listener. Finally, the listener forwards the connection requests to the gateway process. After receiving the three valid client connections, the gateway process multiplexes them through a single network protocol connection to the database. The fourth connection is denied when it is evaluated against the set of rules.


Figure 5-6 Oracle Connection Manager Architecture

[image: Description of Figure 5-6 follows]
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Complete Architecture

Oracle Net provides an architectural solution that allows for greater scalability in Internet and intranet environments.

Figure 5-7 shows how multiple connections to an Oracle database server are made more scalable with Oracle Connection Manager and a shared server architecture. Oracle Connection Manager is used to offload some of the network I/O of the application Web servers, and a shared server is used to serve more concurrent users.


Figure 5-7 Scalable Architectural Solutions

[image: Description of Figure 5-7 follows]
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Glossary



access control list (ACL)

The group of access directives that you define. The directives grant levels of access to specific data for specific clients or groups of clients.






ACL

See access control list (ACL).






access control

A feature of Oracle Connection Manager that sets rules for denying or allowing certain clients to access designated servers.






address

See protocol address.






ADR

See automatic diagnostic repository.






alias

An alternative name for a network object in an Oracle Names server. An alias stores the name of the object it is referencing. When a client requests a lookup of an alias, Oracle completes the lookup as if it is the referenced object.






application gateway

A host computer that runs the Oracle Net Firewall Proxy. An application gateway looks and acts like a real server from the client's point of view, and a real client from the server's point of view. An application gateway sits between the Internet and company's internal network and provides middleman services (or proxy services) to users on either side.






ASCII character set

American Standard Code for Information Interchange character set, a convention for representing alphanumeric information using digital data. The collation sequence used by most computers with the exception of IBM and IBM-compatible computers.






attribute

A piece of information that describes some aspect of a directory entry. An entry comprises a set of attributes, each of which belongs to an object class. Moreover, each attribute has both a type—which describes the kind of information in the attribute—and a value—which contains the actual data.






authentication method

A security method that enables you to have high confidence in the identity of users, clients, and servers in distributed environments. Network authentication methods can also provide the benefit of single sign-on for users. The following authentication methods are supported, depending on whether Oracle Advanced Security is installed:

	
RADIUS


	
Kerberos


	
SSL


	
Microsoft Windows NT native authentication









automatic diagnostic repository

The automatic diagnostic repository (ADR) is a systemwide tracing and logging central repository. The repository is a file-based hierarchical data store for depositing diagnostic information, including network tracing and logging information.






cache

Memory that stores recently-accessed data so that subsequent requests to access the same data can be processed quickly.






CIDR

Classless Inter-Domain Routing. In CIDR notation, an IPv6 subnet is denoted by the subnet prefix and the size in bits of the prefix (in decimal), separated by the slash (/) character. For example, 2001:0DB8:0000:0000::/64 denotes a subnet with addresses 2001:0DB8:000:0000:0000:0000:0000:0000 through 2001:0DB8:000:0000:FFFF:FFFF:FFFF:FFFF. The CIDR notation includes support for IPv4 addresses. For example, 192.168.2.1/24 denotes the subnet with addresses 192.168.2.1 through 192.168.2.255.






Classless Inter-Domain Routing (CIDR)

See CIDR.






client

A user, software application, or computer that requests the services, data, or processing of another application or computer. The client is the user process. In a network environment, the client is the local user process and the server may be local or remote.






client load balancing

Load balancing, whereby if more than one listener services a single database, a client can randomly choose between the listeners for its connect requests. This randomization enables all listeners to share the burden of servicing incoming connect requests.






client profile

The properties of a client, which may include the preferred order of naming methods, client and server logging and tracing, the domain from which to request names, and other client options for Oracle Advanced Security.






client/server architecture

Software architecture based on a separation of processing between two CPUs. One CPU acts as the client in the transaction, requesting and receiving services. The other acts as the server that provides the requests.






cman.ora file

A configuration file that specifies protocol addresses for incoming requests and administrative commands, as well as Oracle Connection Manager parameters and access control rules.






CMADMIN (Oracle Connection Manager Administration)

An Oracle Connection Manager process that monitors the health of the listener and Oracle Connection Manager gateway processes, shutting down and starting processes as needed. CMADMIN registers information about gateway processes with the listener and processes commands run with the Oracle Connection Manager Control utility.






CMGW (Oracle Connection Manager gateway)

An Oracle Connection Manager process that receives client connections screened and forwarded by the listener located at the Oracle Connection Manager instance. The gateway process forwards the requests to the database server. In addition, it can multiplex or funnel multiple client connections through a single protocol connection.






connect data

A portion of the connect descriptor that defines the destination database service name or Oracle system identifier (SID). In the following example, SERVICE_NAME defines a database service called sales.us.example.com:


(DESCRIPTION= 
  (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)
  (CONNECT_DATA= 
     (SERVICE_NAME=sales.us.example.com)))






connect descriptor

A specially formatted description of the destination for a network connection. A connect descriptor contains destination service and network route information.

The destination service is indicated by using its service name. The network route provides, at a minimum, the location of the listener through use of a network address.






connect identifier

A connect descriptor or a name that maps to a connect descriptor. A connect identifier can be a net service name, database service name, or net service alias. Users initiate a connect request by passing a user name and password along with a connect identifier in a connect string for the service to which they want to connect:

CONNECT username@connect_identifier






connect string

Information the user passes to a service to connect, such as user name, password, and connect identifier:

CONNECT username@net_service_name






connect-time failover

A client connect request is forwarded to a another listener if a listener is not responding. Connect-time failover is enabled by service registration, because the listener knows if an instance is running to attempt a connection.






connection

An interaction between two processes on a network. Connections are originated by an initiator (client) that requests a connection with a destination (server).






connection load balancing

The method for balancing the number of active connections for the same service across the instances and dispatchers. Connection load balancing enables listeners to make routing decisions based on how many connections for each dispatcher and the load on the nodes.






connection pooling

A resource utilization and user scalability feature that enables you to maximize the number of sessions over a limited number of protocol connections to a shared server.






connection request

A notification sent by an initiator and received by a listener that indicates that the initiator wants to start a connection.






data packet

See packet.






database administrator (DBA)

(1) A person responsible for operating and maintaining an Oracle Server or a database application. (2) An Oracle user name that has been given DBA privileges and can perform database administration functions. Usually the two meanings coincide. Many sites have multiple DBAs.






Database Configuration Assistant

A tool that enables you to create, delete, and modify a database.






database link

A pointer that defines a one-way communication path from an Oracle database server to another database server. The link is a defined entry in a data dictionary table. To access the link, the user must be connected to the local database that contains the data dictionary entry.

A client connected to local database A can use a link stored in database A to access information in remote database B. However, users connected to database B cannot use the same link to access data in database A. If local users on database B want to access data on database A, then a link must be defined and stored in the data dictionary of database B.

The following database links are supported:

	
A private database link in a specific schema of a database. Only the owner of a private database link can use it.


	
A public database link for a database. All users in the database can use it.









dedicated connection

A dedicated server with a database session.






dedicated server

A server process that is dedicated to one client connection. Contrast with shared server process.






default domain

The domain within which most client requests take place. It could be the domain where the client resides, or it could be a domain from which the client requests network services often. Default domain is also the client configuration parameter that determines what domain should be appended to unqualified network name requests. A name request is unqualified if it does not have a "." character within it.






directory information tree (DIT)

A hierarchical tree-like structure in a directory server of the distinguished names (DNs) of the entries.






directory naming

A naming method that resolves a database service, net service name, or net service alias to a connect descriptor stored in a central directory server. A directory server provides central administration of directory naming objects, reducing the work effort associated with adding or relocating services.






directory server

A directory server that is accessed with the Lightweight Directory Access Protocol (LDAP). Support of LDAP-compliant directory servers provides a centralized vehicle for managing and configuring a distributed Oracle network. The directory server can replace client-side and server-side localized tnsnames.ora files.






dispatcher

A process that enables many clients to connect to the same server without the need for a dedicated server process for each client. A dispatcher handles and directs multiple incoming network session requests to shared server processes. See also shared server.






distinguished name (DN)

Name of entry in a directory server. The DN specifies where the entry resides in the LDAP directory hierarchy, much the way a directory path specifies the exact location of a file.






distributed processing

Division of front-end and back-end processing to different computers. Oracle Network Services support distributed processing by transparently connecting applications to remote databases.






domain

Any tree or subtree within the Domain Name System (DNS) namespace. Domain most commonly refers to a group of computers whose host names share a common suffix, the domain name.






Domain Name System (DNS)

A system for naming computers and network services that is organized into a hierarchy of domains. DNS is used in TCP/IP networks to locate computers through user-friendly names. DNS resolves a friendly name into an IP address, which is understood by computers.

For Oracle Network Services, DNS translates the host name in a TCP/IP address into an IP address.






DNS

Domain Name System. See Domain Name System (DNS).






enterprise role

An enterprise role is analogous to a regular database role, except that it spans authorization on multiple databases. An enterprise role is a category of roles that define privileges on a particular database. An enterprise role is created by the database administrator of a particular database. An enterprise role can be granted to or revoked from one or more enterprise users. The information for granting and revoking these roles is stored in the directory server.






enterprise user

A user that has a unique identity across an enterprise. Enterprise users connect to individual databases through a schema. Enterprise users are assigned enterprise roles that determine their access privileges on databases.






entry

The building block of a directory server, it contains information about an object of interest to directory users.






external naming

A naming method that uses a third-party naming service, such as NIS.






external procedure

Function or procedure written in a third-generation language (3GL) that can be called from PL/SQL code. Only C is supported for external procedures.






failover

See connect-time failover.






firewall support

See access control.






foreign domains

The set of domains not managed within a given administrative region. Domains are foreign only in relation to a region; they are not foreign in any absolute sense. A network administrator typically defines foreign domains relative to a particular region to optimize caching performance.






FTP protocol

File Transfer Protocol. A client/server protocol which allows a user on one computer to transfer files to and from another computer over a TCP/IP network.






global database name

The full name of the database which uniquely identifies it from any other database. The global database name is of the form "database_name.database_domain," for example, sales.us.example.com.

The database name portion, sales, is a simple name you want to call your database. The database domain portion, us.example.com, specifies the database domain in which the database is located, making the global database name unique. When possible, Oracle recommends that your database domain mirror the network domain.

The global database name is the default service name of the database, as specified by the SERVICE_NAMES parameter in the initialization parameter file.






Heterogeneous Services

An integrated component that provides the generic technology for accessing third-party systems from the Oracle database server. Heterogeneous Services enables you to:

	
Use Oracle SQL to transparently access data stored in third-party systems as if the data resides within an Oracle server.


	
Use Oracle procedure calls to transparently access third-party systems, services, or application programming interfaces (APIs), from your Oracle distributed environment.









hierarchical naming model

An infrastructure in which names are divided into multiple hierarchically-related domains. For Oracle Names, hierarchical naming model can be used with either central or delegated administration.






host naming

A naming method resolution that enables users in a TCP/IP environment to resolve names through their existing name resolution service. This name resolution service might be Domain Name System (DNS), Network Information Service (NIS), or simply a centrally-maintained set of /etc/hosts files. Host Naming enables users to connect to an Oracle database server by simply providing the server computer's host name or host name alias. No client configuration is required to take advantage of this feature. This method is recommended for simple TCP/IP environments.






HTTP protocol

Hypertext Transfer Protocol. A protocol that provides the language that enables Web browsers and application Web servers to communicate.






identity management realm

A collection of identities, all of which are governed by the same administrative policies. In an enterprise, all employees having access to the intranet may belong to one realm, while all external users who access the public applications of the enterprise may belong to another realm. An identity management realm is represented in the directory by a specific entry with a special object class associated with it.






instance

The combination of the System Global Area (SGA) and the Oracle background processes. When a database is started on a database server (regardless of the type of computer), Oracle allocates a memory area called the SGA and starts one or more Oracle processes. The memory and processes of an instance efficiently manage the associated database's data and serve the database users. You can connect to any instance to access information within a cluster database.






instance name

A name of an Oracle database instance. The instance name is identified by the INSTANCE_NAME parameter in the database initialization parameter file. INSTANCE_NAME corresponds to the Oracle system identifier (SID) of the instance. Clients can connect to a specific instance by specifying the INSTANCE_NAME parameter in the connect descriptor.

The instance name is included in the connect data part of the connect descriptor.






Interprocess Communication (IPC)

A protocol used by client applications that resides on the same node as the listener to communicate with the database. IPC can provide a faster local connection than TCP/IP.






IP address

Used to identify a node on a network. Each computer on the network is assigned a unique Internet Protocol (IP) address, which is made up of the network ID and a unique host ID.






IPv4

Internet Protocol Version 4. IPv4 is the current standard for the IP protocol. IPv4 uses 32-bit (four-byte) addresses, which are typically represented in dotted-decimal notation. The decimal value of each octet is separated by a period, as in 192.168.2.22.






IPv6

Internet Protocol Version 6. The protocol designed to replace IPv4. In IPv6, an IP address is typically represented in eight fields of hexadecimal values separated by colons, as in 2001:0DB8:0000:0000:0000:0000:1428:57AB. In some cases, fields with 0 values can be compressed, as in 2001:DB8::1428:57AB.






IP Version 4 (IPv4)

See IPv4






IP Version 6 (IPv6)

See IPv6






IPC

See Interprocess Communication (IPC).






Java Database Connectivity (JDBC) Driver

A driver that provides Java applications and applets access to an Oracle database.






JDBC OCI Driver

A Type II driver for use with client/server Java applications. This driver requires an Oracle client installation.






JDBC Thin Driver

A Type IV driver for Oracle JDBC applets and applications. Because it is written entirely in Java, this driver is platform-independent. It does not require any additional Oracle software on the client side. The Thin driver communicates with the server using Two-Task Common (TTC), a protocol developed by Oracle to access the database server.






keyword-value pair

The combination of a keyword and a value, used as the standard unit of information in connect descriptors and many configuration files. Keyword-value pairs may be nested; that is, a keyword may have another keyword-value pair as its value.






latency

Networking round-trip time.






Lightweight Directory Access Protocol (LDAP)

A standard, extensible directory access protocol. It is a common language that LDAP clients and servers use to communicate. The framework of design conventions supporting industry-standard directory servers.






ldap.ora file

A file created by Oracle Internet Directory Configuration Assistant or Oracle Net Configuration Assistant that contains the following directory server access information:

	
Type of directory server


	
Location of the directory server


	
Default Oracle Context that the client or server use to look up or configure connect identifiers for connections to database services




When created with Oracle Internet Directory Configuration Assistant, ldap.ora is located in the ORACLE_HOME/ldap/admin directory. When created with Oracle Net Configuration Assistant, ldap.ora is located in the ORACLE_HOME/network/admin directory.






LDIF

Lightweight Directory Interchange Format is the set of standards for formatting an input file for any of the LDAP command line utilities.






Lightweight Directory Interchange Format (LDIF)

See LDIF.






link qualifier

A qualifier appended to a global database link to provide alternate settings for the database user name and password credentials. For example, a link qualifier of fieldrep can be appended to a global database link of sales.us.example.com.


SQL> SELECT * FROM emp@sales.us.example.com@fieldrep






listener

See Oracle Net Listener.






listener.ora file

A configuration file for Oracle Net Listener that identifies the following:

	
Unique name


	
Protocol addresses that it is accepting connection requests on


	
Services it is listening for




The listener.ora file typically resides in the ORACLE_HOME/network/admin directory.

Oracle Database does not require identification of the database service because of service registration. However, static service configuration is required if you plan to use Oracle Enterprise Manager.






Listener Control utility

A utility included with Oracle Network Services to control various listener functions, such as starting, stopping, and getting the status of the listener.






load balancing

A feature by which client connections are distributed evenly among multiple listeners, dispatchers, instances, and nodes so that no single component is overloaded.

Oracle Network Services support client load balancing and connection load balancing.






local naming

A naming method that locates network addresses by using information configured and stored on each individual client's tnsnames.ora file. Local naming is most appropriate for simple distributed networks with a small number of services that change infrequently.






location transparency

A distributed database characteristic that enables applications to access data tables without knowing where they reside. All data tables appear to be in a single database, and the system determines the actual data location based on the table name. The user can reference data on multiple nodes in a single statement, and the system automatically and transparently routes (parts of) SQL statements to remote nodes, if needed. The data can move among nodes with no impact on the user or application.






logging

A feature in which errors, service activity, and statistics are written to a log file. The log file provides additional information for an administrator when the error message on the screen is inadequate to understand the failure. The log file, by way of the error stack, shows the state of the software at various layers.

See also tracing.






loopback test

A connection from the server back to itself. Performing a successful loopback verifies that Oracle Net is functioning on the database server.






map

Files used by the Network Information Service (NIS) ypserv program to handle name requests.






Microsoft Active Directory

An LDAP-compliant directory server included with the Microsoft Windows 2000 Server. It stores information about objects on the network, and makes this information available to users and network administrators. Active Directory also provides access to resources on the network using a single logon process.

Active Directory can be configured as a directory naming method to store service information that clients can access.






Microsoft Windows NT native authentication

An authentication method that enables a client to have single login access to a Microsoft Windows NT server and a database running on the server.






Named Pipes protocol

A high-level interface protocol providing interprocess communications between clients and servers using distributed applications.






naming context

A subtree that resides entirely on one directory server. It is a contiguous subtree, that is, it must begin at an entry that serves as the top of the subtree, and extend downward to either leaf entries or references to subordinate naming contexts. It can range in size from a single entry to the entire directory information tree (DIT).

Oracle Context can be created under a naming context.






naming method

The resolution method used by a client application to resolve a connect identifier to a connect descriptor when attempting to connect to a database service. Oracle Net provides four naming methods:

	
local naming


	
directory naming


	
Easy Connect naming


	
external naming









net service alias

An alternative name for a directory naming object in a directory server. A directory server stores net service aliases for any defined net service name or database service. A net service alias entry does not have connect descriptor information. Instead, it only references the location of the object for which it is an alias. When a client requests a directory lookup of a net service alias, the directory determines that the entry is a net service alias and completes the lookup as if the alias was actually the entry it is referencing.






net service name

A simple name for a service that resolves to a connect descriptor. Users initiate a connect request by passing a user name and password, along with a net service name in a connect string, for the service to which they want to connect:


CONNECT username@net_service_name


Depending on your needs, net service names can be stored in a variety of places, including:

	
Local configuration file, tnsnames.ora, on each client


	
Directory server


	
External naming service, such as NIS









network

A group of two or more computers linked together through hardware and software to allow the sharing of data and peripherals.






network administrator

The person who performs network management tasks such as installing, configuring, and testing network components. The administrator typically maintains the configuration files, connect descriptors and service names, aliases, and public and global database links.






network character set

As defined by Oracle, the set of characters acceptable for use as values in keyword-value pairs (that is, in connect descriptors and configuration files). The set includes alphanumeric upper- and lowercase, and some special characters.






Network Information Service (NIS)

Sun Microsystems Yellow Pages (yp) client/server protocol for distributing system configuration data such as user and host names between computers on a network.






Network Interface (NI)

A network layer that provides a generic interface for Oracle clients, servers, or external processes to access Oracle Net functions. The NI layer handles the "break" and "reset" requests for a connection.






network listener

See listener.






network object

Any service that can be directly addressed on a network; for example, a listener.






network protocol

See Oracle protocol support.






Network Program Interface (NPI)

An interface for server-to-server interactions that performs all of the functions that the OCI does for clients, allowing a coordinating server to construct SQL requests for additional servers.






Network Session (NS)

A session layer that is used in typical Oracle Net connections to establish and maintain the connection between a client application and a database server.






NI

Network Interface






NIS

See Network Information Service (NIS).






node

A computer or terminal that is part of a network






NPI

See Network Program Interface (NPI).






NR

Network Routing






NS

Network Session. See Network Session (NS).






NT

Network Transport. See transport.






object class

In a directory server, a named group of attributes. When you want to assign attributes to an entry, you do so by assigning to that entry the object classes that hold those attributes.

All objects associated with the same object class share the attributes of that object class.






OCI

Oracle Call Interface. See Oracle Call Interface (OCI).






OPI

See Oracle Program Interface (OPI).






Open Systems Interconnection (OSI)

A model of network architecture developed by International Organization for Standardization (ISO) as a framework for international standards in heterogeneous computer network architecture.

The OSI architecture is split between seven layers, from lowest to highest:

1. Physical layer

2. Data link layer

3. Network layer

4. Transport layer

5. Session layer

6. Presentation layer

7. Application layer

Each layer uses the layer immediately preceding it and provides a service to the layer following it.






Oracle Advanced Security

A product that provides a comprehensive suite of security features to protect enterprise networks and securely extend corporate networks to the Internet. Oracle Advanced Security provides a single source of integration with network encryption and authentication solutions, single sign-on services, and security protocols. By integrating industry standards, it delivers unparalleled security to the network.






Oracle Call Interface (OCI)

An application programming interface (API) that enables you to create applications that use the native procedures or function calls of a third-generation language to access an Oracle database server and control all phases of SQL statement execution. OCI supports the data types, calling conventions, syntax, and semantics of a number of third-generation languages including C, C++, COBOL and FORTRAN.






Oracle Connection Manager

A router through which a client connection request may be sent either to its next hop or directly to the database server. Clients who route their connection requests through an Oracle Connection Manager can then take advantage of the session multiplexing, access control, or protocol conversion features configured on that Oracle Connection Manager.






Oracle Connection Manager Control utility

A utility included with Oracle Network Services to control various functions, such as starting, stopping, and getting the status of the Oracle Connection Manager.






Oracle Context

An entry in an LDAP-compliant Internet directory called cn=OracleContext, under which all Oracle software relevant information is kept, including entries for Oracle Net Services directory naming and checksumming security. There may be one or more than one Oracle Context in a directory. An Oracle Context can be associated with a directory naming context.

Oracle Internet Directory automatically creates an Oracle Context at the root of the DIT structure. This root Oracle Context has a DN of dn:cn=OracleContext.






Oracle Enterprise Manager

A separate Oracle product that combines a graphical console, agents, common services, and tools to provide an integrated and comprehensive systems management platform for managing Oracle products.






Oracle Identity Management

An infrastructure enabling deployments to manage centrally and securely all enterprise identities and their access to various applications in the enterprise.






Oracle Internet Directory

A directory server implemented as an application on the Oracle database. It enables retrieval of information about dispersed users and network resources. It combines Lightweight Directory Access Protocol (LDAP) Version 3, the open Internet standard directory server access protocol, with the high performance, scalability, robustness, and availability of the Oracle database.






Oracle Net

Communication software that enables a network session from a client application to an Oracle database server. After a network session is established, Oracle Net acts as a data courier for the client application and the database server. It is responsible for establishing and maintaining the connection between the client application and database server, as well as exchanging messages between them. Oracle Net is able to perform these jobs because it is located on each computer in the network.






Oracle Net Configuration Assistant

A postinstallation tool that configures basic network components after installation, including:

	
Listener names and protocol addresses


	
Naming methods the client uses to resolve connect identifiers


	
Net service names in a tnsnames.ora file


	
Directory server usage









Oracle Net Firewall Proxy

Product offered by some firewall vendors that supplies Oracle Connection Manager functionality.






Oracle Net foundation layer

A networking communication layer that is responsible for establishing and maintaining the connection between the client application and server, as well as exchanging messages between them.






Oracle Net Listener

A process that resides on the server whose responsibility is to listen for incoming client connection requests and manage the traffic to the server.

When a client requests a network session with a database server, a listener receives the actual request. If the client information matches the listener information, then the listener grants a connection to the database server.






Oracle Net Manager

A tool that combines configuration abilities with component control to provide an integrated environment for configuring and managing Oracle Net Services.

You can use Oracle Net Manager to configure the following network components:

	
Naming

Define connect identifiers and map them to connect descriptors to identify the network location and identification of a service. Oracle Net Manager supports configuration of connect descriptors in a local tnsnames.ora file or directory server.


	
Naming Methods

Configure the different ways in which connect identifiers are resolved into connect descriptors.


	
Listeners

Create and configure listeners to receive client connections.









Oracle Net Services

A suite of networking components that provide enterprise-wide connectivity solutions in distributed, heterogeneous computing environments. Oracle Net Services is comprised of Oracle Net, listener, Oracle Connection Manager, Oracle Net Configuration Assistant, and Oracle Net Manager.






Oracle Program Interface (OPI)

A networking layer responsible for responding to each of the possible messages sent by OCI. For example, an OCI request to fetch 25 rows would have an OPI response to return the 25 rows after they have been fetched.






Oracle protocol support

A software layer responsible for mapping Transparent Network Substrate (TNS) functionality to industry-standard protocols used in the client/server connection.






Oracle Rdb

A database for Digital 64-bit platforms. Because Oracle Rdb has its own listener, the client interacts with Rdb in the same manner as it does with an Oracle database.






Oracle schema

A set of rules that determine what can be stored in a directory server. Oracle has its own schema that is applied to many types of Oracle entries, including Oracle Net Services entries. The Oracle schema for Oracle Net Services' entries includes the attributes the entries may contain.






Oracle system identifier (SID)

A name that identifies a specific instance of a database. For any database, there is at least one instance referencing the database.






Oracle XML DB

A high-performance XML storage and retrieval technology provided with Oracle database server. It is based on the W3C XML data model.






Oracle Real Application Clusters (Oracle RAC)

An architecture that allows multiple instances to access a shared database of datafiles. Oracle Real Application Clusters is also a software component that provides the necessary cluster database scripts, initialization files, and datafiles needed for Oracle Enterprise Edition and Oracle Real Application Clusters.






ORACLE_HOME

An alternate name for the top directory in the Oracle directory hierarchy on some directory-based operating systems.






OSI

See Open Systems Interconnection (OSI).






packet

A block of information sent over the network each time a connection or data transfer is requested. The information contained in packets depends on the type of packet: connect, accept, redirect, data, and so on. Packet information can be useful in troubleshooting.






PMON process

A process monitor database process that performs process recovery when a user process fails. PMON is responsible for cleaning up the cache and freeing resources that the process was using. PMON also checks on dispatcher and server processes and restarts them if they have failed. As a part of service registration, PMON registers instance information with the listener.






presentation layer

A networking communication layer that manages the representation of information that application layer entities either communicate or reference in their communication. Two-Task Common (TTC) is an example of presentation layer.






private database link

A database link created by one user for his or her exclusive use.

See also database link and public database link.






profile

A collection of parameters that specifies preferences for enabling and configuring Oracle Net Services' features on the client or server. A profile is stored and implemented through the sqlnet.ora file.






protocol

A set of rules that defines how data is transported across the network.






protocol address

An address that identifies the network address of a network object.

When a connection is made, the client and the receiver of the request, such as the listener or Oracle Connection Manager, are configured with identical protocol addresses. The client uses this address to send the connection request to a particular network object location, and the recipient "listens" for requests on this address. It is important to install the same protocols for the client and the connection recipient, and to configure the same addresses.






protocol conversion

A feature of Oracle Connection Manager that enables a client and server with different networking protocols to communicate with each other.






protocol stack

Designates a particular presentation layer and session layer combination.






proxy server

A server that substitutes for the real server, forwarding client connection requests to the real server or to other proxy servers. Proxy servers provide access control, data and system security, monitoring, and caching.






public database link

A database link created by a DBA on a local database that is accessible to all users on that database.

See also database link and private database link.






realm Oracle Context

An Oracle Context contained in each identity management realm. It stores the following information:

	
User naming policy of the identity management realm—that is, how users are named and located


	
Mandatory authentication attributes


	
Location of groups in the identity management realm


	
Privilege assignments for the identity management realm—for example: who has privileges to add more users to the realm.


	
Application specific data for that realm including authorizations









RDBMS

Relational Database Management System






RDN

See relative distinguished name (RDN).






relative distinguished name (RDN)

The local, most granular level entry name. It has no other qualifying entry names that would serve to address the entry uniquely. In the example, cn=sales,dc=us,dc=example,dc=com, cn=sales is the RDN.






root Oracle Context

In the Oracle Identity Management infrastructure, the root Oracle Context is an entry in Oracle Net Services containing a pointer to the default identity management realm in the infrastructure. It also contains information about how to locate an identity management realm given a simple name of the realm.






RPC

Remote Procedure Call






SDP

Sockets Direct Protocol (SDP).






Secure Sockets Layer (SSL)

An industry standard protocol designed by Netscape Communications Corporation for securing network connections. SSL provides authentication, encryption, and data integrity using public key infrastructure (PKI).






server parameter file

A binary file containing initialization parameter settings that is maintained on the Oracle Database host. You cannot manually edit this file with a text editor. A server parameter file is initially built from a text initialization parameter file by means of the CREATE SPFILE statement or created directly with the Database Configuration Assistant.






server process

Database processes that handle a client request on behalf of a database.






service

Work done for others. The database is a service that stores and retrieves data for clients.






service handler

A process that acts as a connection point from the listener to the database server. A service handler can be a dispatcher or dedicated server.






service name

A logical representation of a database, which is the way a database is presented to clients. A database can be presented as multiple services and a service can be implemented as multiple database instances. The service name is a string that is the global database name, that is, a name comprised of the database name and domain name, entered during installation or database creation. If you are not sure what the global database name is, then you can obtain it from the value of the SERVICE_NAMES parameter in the initialization parameter file.

The service name is included in the connect data part of the connect descriptor.






service registration

A feature by which the PMON process automatically registers information with a listener. Because this information is registered with the listener, the listener.ora file does not need to be configured with this static information.

Service registration provides the listener with information about:

	
Service names for each running instance of the database


	
Instance names of the database


	
Service handlers (dispatcher or dedicated server) available for each instance

These enable the listener to direct a client request appropriately.


	
Dispatcher, instance, and node load information




This load information enables the listener to determine which dispatcher can best handle a client connection request. If all dispatchers are blocked, then the listener can spawn a dedicated server for the connection.






session data unit (SDU)

A buffer that Oracle Net uses to place data before transmitting it across the network. Oracle Net sends the data in the buffer either when requested or when it is full.






session layer

A network layer that provides the services needed by the protocol address entities that enable them to organize and synchronize their dialogue and manage their data exchange. This layer establishes, manages, and terminates network sessions between the client and server. An example of a session layer is Network Session (NS).






session multiplexing

Combining multiple sessions for transmission over a single network connection to conserve the operating system's resources.






shared server

A database server that is configured to allow many user processes to share very few server processes, so the number of users that can be supported is increased. With shared server configuration, many user processes connect to a dispatcher. The dispatcher directs multiple incoming network session requests to a common queue. An idle shared server process from a shared pool of server processes picks up a request from the queue. Thus, a small pool of server processes can serve a large number of clients. Contrast with dedicated server.






shared server process

A process type used with shared server configuration.






SID

See Oracle system identifier (SID).






SID_LIST_listener_name

A section of the listener.ora file that defines the Oracle system identifier (SID) of the database served by the listener. This configuration is not required for an Oracle database because information for the instance is automatically registered with the listener. However, static configuration is required for other services, such as external procedure calls and Heterogeneous Services.






single sign-on

The ability of a user to log in to different servers using a single password. This permits the user to authenticate to all servers the user is authorized to access.






sqlnet.ora file

A configuration file for the client or server that specifies:

	
Client domain to append to unqualified service names or net service names


	
Order of naming methods the client should use when resolving a name


	
Logging and tracing features to use


	
Route of connections


	
External naming parameters


	
Oracle Advanced Security parameters




The sqlnet.ora file typically resides in the ORACLE_HOME/network/admin directory.






SSL

See Secure Sockets Layer (SSL).






System Global Area (SGA)

A group of shared memory structures that contain data and control information for an Oracle instance.






TCP/IP

Transmission Control Protocol/Internet Protocol. The standard communication protocol used for client/server conversation over a network.






TCP/IP with SSL protocol

A protocol that enables an Oracle application on a client to communicate with remote Oracle databases through the TCP/IP and Secure Sockets Layer (SSL).






tick

The amount of time it takes for a message to be sent and processed from the client to the server or from the server to the client






TNS

See Transparent Network Substrate (TNS).






tnsnames.ora file

A configuration file that contains maps net service names to connect descriptors. This file is used for the local naming method. The tnsnames.ora file typically resides in the ORACLE_HOME/network/admin directory.






tracing

A utility that writes detailed information about an operation to an output file. The trace utility produces a detailed sequence of statements that describe the events of an operation as they are run. Administrators use the trace utility for diagnosing an abnormal condition; it is not normally turned on.

See also logging.






Transparent Application Failover (TAF)

A run-time failover for high-availability environments, such as Oracle Real Application Clusters and Oracle Fail Safe, that refers to the failover and re-establishment of application-to-service connections. It enables client applications to automatically reconnect to the database if the connection fails, and, optionally, resume a SELECT statement that was in progress. This reconnect happens automatically from within the Oracle Call Interface (OCI) library.






Transparent Network Substrate (TNS)

A foundation technology, built into the Oracle Net foundation layer that works with any standard network transport protocol.






transport

A networking layer that maintains end-to-end reliability through data flow control and error recovery methods. The Oracle Net foundation layer uses Oracle protocol support for the transport layer.






TTC

See Two-Task Common (TTC).






Two-Task Common (TTC)

A presentation layer type that is used in a typical Oracle Net connection to provide character set and data type conversion between different character sets or formats on the client and server.






UPI

User Program Interface






virtual circuit

A piece of shared memory used by the dispatcher for client database connection requests and replies. The dispatcher places a virtual circuit on a common queue when a request arrives. An idle shared server picks up the virtual circuit from the common queue, services the request, and relinquishes the virtual circuit before attempting to retrieve another virtual circuit from the common queue.






WebDAV protocol

World Wide Web Distributed Authoring and Versioning. A protocol with a set of extensions to the HTTP protocol which allows users to manage files on remote Web servers.









15 Testing Connections

After you have configured the network, you should connect and test each component to ensure that the network is functioning properly. Oracle Net Services provides tools to help you test the listener, database, and Oracle Connection Manager.

This chapter contains the following topics:

	
Testing the Network


	
Using the TNSPING Utility to Test Connectivity from the Client


	
Using the TRCROUTE Utility to Test Connectivity from the Client






Testing the Network

The following is the recommended sequence for testing the network:

	
Start and test each listener. To start the listener, use the procedure described in "Starting Oracle Net Listener and the Oracle Database Server". To test a listener, initiate a connection from a client to any active database controlled by that listener.


	
Start and test each Oracle Connection Manager, if included in your network. To start Oracle Connection Manager, use the procedure described in "Starting Oracle Connection Manager".

To test Oracle Connection Manager, initiate a connection from a client to any active database that has been registered with Oracle Connection Manager.


	
Test the server with a loopback test or Oracle Net Manager.

A loopback test uses Oracle Net to go from the database server back to itself, bypassing the Interprocess Communication (IPC). Performing a successful loopback verifies that Oracle Net is functioning on the database server. The following procedure describes how to perform a loopback test using Oracle Net Manager:

	
Start Oracle Net Manager.




	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"








	
In the navigator, expand Directory or Local, and then select Service Naming.


	
Select the net service name or database service.


	
Choose Command, and then select Test Net Service.

Testing assumes the listener and database are running. If they are not, then see "Starting Oracle Net Listener and the Oracle Database Server" to start components.

During testing, a Connection Test dialog box appears, providing status and test results. A successful test results in the following message:


The connection test was successful.


If the test was successful, then proceed to Step 5.

If the test was not successful, then use the error message to determine further action. For example, if the error message is the following:


Initializing first test to use userid: scott, password: tiger
Attempting to connect using userid:  scott
The test did not succeed.
ORA-28000: the account is locked
 
There may be an error in the fields entered,
or the server may not be ready for a connection.


Change the user name to an account known to be unlocked. To change the user name, click Change Login. You will be prompted for the password.


	
Click Close to close the Connect Test dialog box.





	
Test client with a connection.

To test several different clients in your network, initiate a connection to a database server from each of them using the following command:


CONNECT username@connect_identifier









Using the TNSPING Utility to Test Connectivity from the Client

The TNSPING utility determines whether the listener for a service on an Oracle Net network can be reached successfully.

If you can connect successfully from a client to a server (or a server to another server) using the TNSPING utility, then it displays an estimate of the round trip time (in milliseconds) it takes to reach the Oracle Net service.

If it fails, then it displays a message describing the error that occurred. This enables you to see the network error that is occurring without the overhead of a database connection.

Use the following command to test connectivity:


tnsping net_service_name count


In the preceding command, the following arguments are used:

	
net_service_name must exist in tnsnames.ora file or the name service in use, such as NIS.


	
count determines how many times the program attempts to reach the server. This argument is optional.




If the net service name specified is a database name, then TNSPING attempts to contact the corresponding listener. It does not actually determine whether the database is running. Use SQL*Plus to attempt a connection to the database.

Following are some examples of TNSPING.




	
Note:

Different platforms may have different interfaces, but the program accepts the same arguments. Invoke TNSPING for the display of the proper interface requirements.







Example 15-1 is an example of checking a listener for a database using a net service name of sales using the TNSPING command.


Example 15-1 Checking a Listener with TNSPING


TNSPING sales


This produces the following message:


TNS Ping Utility for Linux: Version 11.1.0.0.2 on 15-FEB-2009 14:46:28

Copyright (c) 1997, 2009 Oracle Corporation.  All rights reserved.

Used parameter files:
Used TNSNAMES adapter to resolve the alias
Attempting to contact (DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL =
TCP)(HOST = sales-server)(PORT = 1521))) (CONNECT_DATA = (SERVICE_NAME =
sales.us.example.com)))
OK (10 msec)


To determine whether the listener for the sales database is available, and to specify that TNSPING try to connect eight times and then give up, use the following syntax:


tnsping sales 8


This command produces the following message:


TNS Ping Utility for Linux: Version 11.1.0.0.2 on 15-FEB-2009 14:48:28

Copyright (c) 1997, 2009 Oracle Corporation.  All rights reserved.

Used parameter files:

Used TNSNAMES adapter to resolve the alias
Attempting to contact (DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL =
TCP)(HOST = sales-server)(PORT = 1521))) (CONNECT_DATA = (SERVICE_NAME =
sales.us.example.com)))
OK (10 msec)
OK (0 msec)
OK (10 msec)
OK (0 msec)
OK (10 msec)
OK (10 msec)
OK (10 msec)
OK (0 msec)




Example 15-2 is an example of TNSPING attempting to check using an invalid net service name.


Example 15-2 Checking an Invalid Net Service Name with TNSPING


tnsping badname


This attempt produces the following message:


TNS Ping Utility for Linux: Version 11.1.0.0.2 on 15-FEB-2009 14:50:28

Copyright (c) 1997, 2009 Oracle Corporation.  All rights reserved.

Used parameter files:

TNS-03505: Failed to resolve name




Example 15-3 is an example of output when using TNSPING to check a name that is valid, but that resolves to an address where no listener is located (for example, the listener may not be started).


Example 15-3 Checking Valid Net Service Name but No Listener with TNSPING


TNS Ping Utility for Linux: Version 11.1.0.0.2 on 15-FEB-2009 14:52:28

Copyright (c) 1997, 2009 Oracle Corporation.  All rights reserved.

Used parameter files:
Used TNSNAMES adapter to resolve the alias
Attempting to contact (DESCRIPTION = (ADDRESS_LIST = (ADDRESS = (PROTOCOL =
TCP)(HOST = sales-server)(PORT = 1521))) (CONNECT_DATA = (SERVICE_NAME =
sales.us.example.com)))
TNS-12541: TNS:no listener 








Using the TRCROUTE Utility to Test Connectivity from the Client

The Trace Route Utility (TRCROUTE), in Linux and UNIX environments, enables administrators to discover the path or route a connection is taking from a client to a server. If TRCROUTE encounters a problem, then it returns an error stack to the client instead of a single error. These additional error messages make troubleshooting easier.

TRCROUTE is different from TNSPING in that it travels as a special type of connect packet, and is routed as such. As it travels toward its destination, the TRCROUTE connect packet collects the TNS addresses of every node it travels through. If an error occurs, then TRCROUTE collects error information that shows where the error occurred. The TRCROUTE displays the information collected on the client screen. You can redirect the TRCROUTE output to a file, and print it if you want.

The TRCROUTE uses minimal resources. It gathers information in the connect data of a special connect packet; standard connect packets are not affected.

The server is not affected by TRCROUTE. The listener receives and processes the TRCROUTE connect packet. It returns the information to the client by putting it into a refuse packet. The server does not need to start any new processes or deal with dummy connections.

To use the TRCROUTE utility, enter the following command:


trcroute net_service_name


Example 15-4 shows a successful trace route packet that traveled from a client to a listener.


Example 15-4 Successful Trace Route


trcroute sales
Trace Route Utility for Linux: Version 11.2.0.0.2 on 15-FEB-2009 14:35:05

Copyright (c) 1999, 2009 Oracle Corporation.  All rights reserved.

Route of TrcRoute:
------------------
 
Node: Client            Time and address of entry into node:
-------------------------------------------------------------
09-NOV-2008 21:48:48 ADDRESS= PROTOCOL=TCP  HOST=10.150.21.136  PORT=14001
 
Node: Server            Time and address of entry into node:
-------------------------------------------------------------
09-NOV-2008 21:48:05 ADDRESS= PROTOCOL=TCP  HOST=10.150.21.136  PORT=14001 





Example 15-5 shows an unsuccessful trace route packet that could not reach the listener because the listener was not up.


Example 15-5 Trace Route with Error


Trace Route Utility for Linux: Version 11.2.0.0.2 on 15-FEB-2009 14:35:05

Copyright (c) 1999, 2009 Oracle Corporation.  All rights reserved.

Route of TrcRoute:
------------------

Node: Client            Time and address of entry into node:
-------------------------------------------------------------
25-FEB-2002 14:43:05 ADDRESS= PROTOCOL=TCP  HOST=sales-server  PORT=1521

TNS-12543: TNS:unable to connect to destination
TNS-12541: TNS:no listener
TNS-12560: TNS:protocol adapter error
TNS-03601: Failed in route information collection











Preface

Oracle Database Net Services Administrator's Guide describes how to use Oracle Net Services. This guide describes the Oracle Net Services product and its components, as well as Oracle Net Services administrative and deployment topics. This preface contains the following topics:

	
Audience


	
Documentation Accessibility


	
Related Documentation


	
Conventions





Audience

Oracle Database Net Services Administrator's Guide is intended for the following readers:

	
Network administrators


	
Directory server administrators


	
Database administrators


	
Decision makers




This guide is especially targeted for network administrators who are responsible for ensuring connectivity. For network administrators, Oracle recommends:

	
For a conceptual understanding of Oracle Net Services, read all of Part I, "Understanding Oracle Net Services"


	
For essential configuration instructions, read all of Part II, "Configuration and Administration of Oracle Net Services"


	
For troubleshooting, read Part III, "Testing and Troubleshooting Oracle Net Services"




For directory administrators, Oracle recommends:

	
For understanding how Oracle Net Services uses a directory server, read Chapter 3, "Managing Network Address Information" in Part I


	
For instructions about configuring naming information in a directory server, and exporting existing naming data to a directory server, read Chapter 8, "Configuring Naming Methods" in Part II




For database administrators, Oracle recommends:

	
For a general understanding of networking, read Chapter 1, "Introducing Oracle Net Services" and Chapter 6, "Quick Start to Oracle Net Services"


	
For an overview of communication layers, read Chapter 4, "Understanding the Communication Layers"


	
For understanding how to configure Oracle database server features that require listener and shared server configuration, read Chapter 9, "Configuring and Administering Oracle Net Listener", Chapter 11, "Configuring Dispatchers", and Chapter 14, "Optimizing Performance"




For decision makers, Oracle recommends

	
For an understanding of how Oracle Net Services fits into the overall network architecture and for explaining the basics of Oracle Net Services, read Chapter 1, "Introducing Oracle Net Services", Chapter 3, "Managing Network Address Information", and Chapter 6, "Quick Start to Oracle Net Services"




Oracle recommends that all readers look over Part I, to ensure that they have the background required to benefit from the rest of the guide.


Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.


Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.
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9 Configuring and Administering Oracle Net Listener

Oracle Net Listener is a separate process that runs on the database server computer. It receives incoming client connection requests and manages the traffic of these requests to the database server. This chapter describes how to configure the listener to accept client connections.

This chapter contains the following topics:

	
Overview of Oracle Net Listener


	
Configuring Oracle Net Listener During Installation


	
Customizing Oracle Net Listener Configuration


	
Configuring Service Registration


	
Administering the Listener







	
Note:

In Oracle Database 11g Release 2 (11.2), the password feature is being deprecated. This does not cause a loss of security because authentication is enforced through local operating system authentication. Refer to Oracle Database Net Services Reference for more information.










	
See Also:

	
Chapter 2, "Identifying and Accessing the Database" for a description of how the listener is used during an initial connection request


	
Chapter 4, "Understanding the Communication Layers" for an architectural overview of the listener














Overview of Oracle Net Listener




	
Note:

The release of the listener must be the same as or later than the latest release of all Oracle databases being serviced through the listener.







A listener is configured with one or more listening protocol addresses, information about supported services, and parameters that control its run-time behavior. The listener configuration is stored in a configuration file named listener.ora.

Because all of the configuration parameters have default values, it is possible to start and use a listener with no configuration. This default listener has a name of LISTENER, supports no services on startup, and listens on the following TCP/IP protocol address:


(ADDRESS=(PROTOCOL=tcp)(HOST=host_name)(PORT=1521))





The listener forwards client requests to supported services. These services can be configured statically in the listener.ora file or they can be dynamically registered with the listener. This dynamic registration feature is called service registration. The registration is performed by the PMON process, an instance background process of each database instance that is configured in the database initialization parameter file. Dynamic service registration does not require any manual configuration in the listener.ora file.

Service registration offers the following benefits:

	
Simplified configuration

Service registration reduces the need for the SID_LIST_listener_name parameter setting, which specifies information about the databases served by the listener, in the listener.ora file.




	
Note:

The SID_LIST_listener_name parameter is required if you are using Oracle Enterprise Manager to manage the database.








	
Connect-time failover

Because the listener always monitors the state of the instances, service registration facilitates automatic failover of a client connect request to a different instance if one instance is down.




	
Note:

When services are configured statically, a listener starts a dedicated server when it receives a client request. If the instance is not up, then the server returns an Oracle not available error message.








	
Connection load balancing

Service registration enables the listener to forward client connect requests to the least-loaded instance and dispatcher or dedicated server. Service registration balances the load across the service handlers and nodes.


	
High-availability for Oracle Real Application Clusters and Oracle Data Guard







	
See Also:

	
"Understanding Oracle Net Architecture"


	
"Configuring Service Registration"


	
"Configuring Address List Parameters"


	
"Configuring Connection Load Balancing"

















Configuring Oracle Net Listener During Installation

Oracle Universal Installer launches Oracle Net Configuration Assistant during installation. Oracle Net Configuration Assistant configures the listening protocol address and service information for Oracle Database.

During an Enterprise Edition or Standard Edition installation on the database server, Oracle Net Configuration Assistant automatically configures a listener with a name of LISTENER that has a TCP/IP listening protocol address for Oracle Database. During a Custom installation, Oracle Net Configuration Assistant prompts for the listener name and protocol address.

A listening IPC protocol address for external procedure calls is automatically configured, regardless of the installation type. Oracle Net Configuration Assistant also automatically configures service information for the external procedures in the listener.ora file.

If you are using the IPC protocol, then you can improve performance by specifying the maximum number of concurrent IPC connection requests to match your expected connection requests.

Example 9-1 shows a sample listener.ora file. The LISTENER entry defines the listening protocol address for a listener named LISTENER, and the SID_LIST_LISTENER entry provides information about the external services statically supported by the listener LISTENER.


Example 9-1 Example listener.ora File


LISTENER=
  (DESCRIPTION=
    (ADDRESS_LIST=
      (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521))
      (ADDRESS=(PROTOCOL=ipc)(KEY=extproc) (queuesize=50))))
SID_LIST_LISTENER=
  (SID_LIST=
    (SID_DESC=
      (SID_NAME=plsextproc)
      (ORACLE_HOME=/oracle11g)
      (PROGRAM=extproc)))







	
See Also:

Oracle Database Net Services Reference for additional information about identifying listeners by unique names and creating multiple listener entries in the listener.ora file












Customizing Oracle Net Listener Configuration

If the default or installed configuration is not adequate for a particular environment, then you can use Oracle Net Manager to customize the listener.ora configuration.

This section contains the following configuration topics:

	
Configuring Listening Protocol Addresses


	
Handling Large Volumes of Concurrent Connection Requests


	
Configuring Static Service Information


	
Managing Oracle Net Listener Security






Configuring Listening Protocol Addresses

Oracle Enterprise Manager and Oracle Net Manager can be used to configure protocol support for the listener.

The Oracle Net Listener endpoint address configuration accepts both IPv6 addresses and host names that resolve to IPv6 addresses, as explained in "IPv6 Interface and Address Configurations". This technique can create listening endpoints that service IPv6 clients.



Using Oracle Enterprise Manager to Configure Listening Protocol Addresses

To configure protocol addresses for the listener using Oracle Enterprise Manager, do the following:

	
In the General section of the Database Home page, click the link next to Listener.

The Listener page appears.


	
Click Edit.

The Edit Listener page appears. You may be prompted to log in to the database server.


	
In the Addresses section, configure protocol support:

	
Click Add.

The Add Address page appears.


	
From the Protocol list, select the protocol on which the listener is configured to listen.

For TCP/IP, if the computer has more than one IP address and you want the listener to listen on all available IP addresses, then select TCP/IP or TCP/IP with SSL and enter the host name of the computer in the Host field.


	
In Port, enter the port number.

When configuring the listener to listen on TCP/IP, enter the default port of 1521. Otherwise, you must configure the LOCAL_LISTENER parameter in the initialization parameter file and the non-default port number must be specified for use by any naming method.


	
In Host, enter the host address.


	
Optionally, in the Advanced Parameters section, specify the I/O buffer space limit for send and receive operations of sessions in the Total Send Buffer Size and Total Receive Buffer Size fields.


	
Click OK.

The protocol address is added to the Addresses section.





	
Repeat Step 3 for additional protocols.







	
See Also:

	
Oracle Database Net Services Reference for additional information about protocol addresses and TCP/IP privileged ports


	
"Configuring I/O Buffer Space" for additional information

















Using Oracle Net Manager to Configure Listening Protocol Addresses

To configure protocol addresses for the listener using Oracle Net Manager, do the following:

	
Start Oracle Net Manager.



	
See Also:

"Using Oracle Net Manager to Configure Oracle Net Services"






	
In the navigator pane, expand Local, and then select Listeners.


	
Select the listener.


	
From the list in the right pane, select Listener Locations.


	
Select the protocol from the Protocol list.


	
Enter the host name for the listener in the Host field.


	
Enter the port number in the Port field.


	
If you want to set send and receive buffer sizes, then click Show Advanced, and then enter the sizes in the appropriate fields.


	
Select Save Network Configuration from the File menu to save the changes.











Handling Large Volumes of Concurrent Connection Requests

If you expect the listener to handle large volumes of concurrent connection requests, then you can specify a listener queue size for its TCP/IP or IPC listening endpoints.

To specify the listener queue size, do the following:

	
Specify the QUEUESIZE parameter at the end of the protocol address with its value set to the expected number of concurrent requests.

The following example sets the queue size to 20:



LISTENER=
 (DESCRIPTION=
  (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)(QUEUESIZE=20)))





	
Note:

The default number of concurrent connection requests is operating system-specific. The defaults for TCP/IP on the Linux operating system and Microsoft Windows follow:
	
Linux operating system: 128


	
Microsoft Windows XP Professional SP2: 10


	
Microsoft Windows 2003 Server Enterprise Edition: 200




















Configuring Static Service Information

The listener uses the dynamic service information about the database and instance before using statically configured information in the listener.ora file. Configuration of static service information is necessary if you require remote database startup from a tool other than Oracle Enterprise Manager, or you have Oracle Database releases earlier than Oracle8i.

Table 9-1 describes static service settings in the listener.ora file.


Table 9-1 Static Service Settings in listener.ora

	Oracle Net Manager Field	listener.ora File Parameter	Description
	
SID

	
SID_NAME

	
The Oracle system identifier (SID) of the instance. You can obtain the SID value from the INSTANCE_NAME parameter in the initialization parameter file.


	
Service Name

	
GLOBAL_DBNAME

	
The database service.

While processing a client connection request, the listener tries to match the value of this parameter with the value of the SERVICE_NAME parameter in the client connect descriptor. If the client connect descriptor uses the SID parameter, then the listener does not attempt to map the values. This parameter is primarily intended for configurations with Oracle8 databases (where dynamic service registration is not supported for dedicated servers). This parameter may also be required for use with Oracle8i and later database services by some configurations.

The value for this parameter is typically obtained from the combination of the DB_NAME and DB_DOMAIN parameters (DB_NAME.DB_DOMAIN) in the initialization parameter file, but the value can also contain any valid name used by clients to identify the service.


	
Oracle Home Directory

	
ORACLE_HOME

	
The Oracle home location of the instance. Without this setting, the listener assumes its Oracle home for the instance.

On Linux and UNIX, this setting is optional.

On Microsoft Windows, this setting is ignored. The Oracle home specified by the ORACLE_HOME parameter in HKEY_LOCAL_MACHINE\SOFTWARE\ORACLE\HOMEID of the Microsoft Windows registry is used.











	
Important:

If you are using connect-time failover or Transparent Application Failover (TAF), such as in an Oracle Real Application Clusters environment, then do not set the GLOBAL_DBNAME parameter.







To statically configure the listener, do the following:

	
Access the Net Services Administration page in Oracle Enterprise Manager.




	
See Also:

"Using Oracle Enterprise Manager to Configure Oracle Net Services"








	
Select Listeners from the Administer list, and then select the Oracle home that contains the configuration files.


	
Click Go. You may be prompted to log in to the database server.

The Listeners page appears.


	
Select a listener, and then click Edit.

The Edit Listener page appears.


	
Click the Static Database Registration tab, and then click Add.

The Add Database Service page appears. Enter the required information in the fields.


	
Click OK.




	
Note:

You can also configure static service information with Oracle Net Manager. See Statically Configure Database Service Information in the online Help for additional information.







The following example shows an excerpt of a listener.ora file statically configured for a database service called sales.us.example.com:


SID_LIST_listener=
(SID_LIST=
 (SID_DESC=
  (GLOBAL_DBNAME=sales.us.example.com)
  (SID_NAME=sales)
  (ORACLE_HOME=/u01/app/oracle/11g)))







	
See Also:

	
"Configuring Service Registration" for additional information about configuring dynamic service registration Oracle Databases


	
Chapter 13, "Enabling Advanced Features of Oracle Net Services" for additional information about statically configuring the listener for external procedures and Heterogeneous Services


	
Oracle Enterprise Manager Advanced Configuration for additional information about Oracle Enterprise Manager

















Managing Oracle Net Listener Security

By default, Oracle Net Listener permits only local administration for security reasons. As a policy, the listener can be administered only by the user who started it. This is enforced through local operating system authentication. For example, if user1 starts the listener, then only user1 can administer it. Any other user trying to administer the listener gets an error. The super user is the only exception.

Oracle recommends that you perform listener administration in the default mode (secure by means of local operating system authentication), and access the system remotely using a remote login. Oracle Enterprise Manager can also be used for remote administration.



Configuring and Changing the Oracle Net Listener Password

Local administration of the listener is secure by default through the local operating system. Therefore configuring a password is neither required nor recommended for secure local administration. However, a password can be configured for the listener to provide security for administrative operations, such as starting or stopping the listener, viewing a list of supported services, or saving changes to the Listener Control configuration.




	
Note:

If the PASSWORDS_listener_name parameter is set to an unencrypted password, then you must manually remove it from the listener.ora file before changing it. If the unencrypted password is not removed, then you are unable to set an encrypted password.







You can use the Listener Control utility (lsnrctl) or Oracle Enterprise Manager to configure or change the Oracle Net Listener password.

	
To set a new encrypted password using lsnrctl, do the following:


LSNRCTL> SET PASSWORD
Password: password
The command completed successfully


	
To change an encrypted password using lsnrctl, do the following:


LSNRCTL> CHANGE_PASSWORD
Old password: old_password
New password: new_secure_password
Reenter new password: new_secure_password
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=tpc)(HOST=sales-server)(PORT=1521)))
Password changed for LISTENER
The command completed successfully

LSNRCTL> SAVE_CONFIG
Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=TCP)(HOST=sales-server)(PORT=1521)))
Saved LISTENER configuration parameters.
Listener Parameter File   /oracle/network/admin/listener.ora
Old Parameter File   /oracle/network/admin/listener.bak
The command completed successfully


	
To set or change an encrypted password with Oracle Enterprise Manager, do the following:

	
Access the Net Services Administration page in Oracle Enterprise Manager.




	
See Also:

"Using Oracle Enterprise Manager to Configure Oracle Net Services"








	
Select Listeners from the Administer list, and then select the Oracle home that contains the location of the configuration files.


	
Click Go. You may be prompted to log in to the database server.

The Listeners page appears.


	
Select a listener, and then click Edit.

The Edit Listeners page appears.


	
Click the Authentication tab.


	
Click Require a password for listener operations.


	
Click OK.


	
Restart the listener.










	
See Also:

	
Oracle Database Security Guide for additional information about minimum requirements for passwords


	
Oracle Database Net Services Reference for additional information about the CHANGE_PASSWORD command


	
"Configure Password Authentication for the Listener" in the online Help for additional information.





















Configuring Service Registration

Service registration allows processes, such as an Oracle database, to identify their available services to the listener, which then acts as a port mapper for those services. The listener uses the dynamic service information about the database and instance received through service registration before using statically configured information in the listener.ora file.

Dynamic service registration is configured in the database initialization file. It does not require any configuration in the listener.ora file. However, listener configuration must be set to listen on the ports named in the database initialization file, and must not have parameters set that prevent automatic registration, such as COST parameters.

This section contains the following configuration topics related to service registration:

	
Setting Initialization Parameters for Service Registration


	
Registering Information with a Local Listener


	
Registering Information with a Remote Listener


	
Registering Information with All Listeners in a Network


	
Configuring a Naming Method






Setting Initialization Parameters for Service Registration

To ensure service registration works properly, the initialization parameter file should contain the following parameters:

	
SERVICE_NAMES for the database service name


	
INSTANCE_NAME for the instance name


	
LOCAL_LISTENER for the local listener


	
REMOTE_LISTENER for the remote listener, if any




For example:


SERVICE_NAMES=sales.us.example.com
INSTANCE_NAME=sales


The value for the SERVICE_NAMES parameter defaults to the global database name, a name comprising the DB_NAME and DB_DOMAIN parameters in the initialization parameter file. The value for the INSTANCE_NAME parameter defaults to the SID.




	
See Also:

Oracle Database Reference for additional information about the SERVICE_NAMES and INSTANCE_NAME parameters












Registering Information with a Local Listener

By default, the PMON process registers service information with its local listener on the default local address of TCP/IP, port 1521. If the listener configuration is synchronized with the database configuration, then PMON can register service information with a nondefault local listener or a remote listener on another node. Synchronization occurs when the protocol address of the listener is specified in the listener.ora file and the location of the listener is specified in the initialization parameter file.

To have PMON register with a local listener that does not use TCP/IP, port 1521, configure the LOCAL_LISTENER parameter in the initialization parameter file to locate the local listener.

For a shared server environment, you can use the LISTENER attribute of the DISPATCHERS parameter in the initialization parameter file to register the dispatchers with a nondefault local listener. Because the LOCAL_LISTENER parameter and the LISTENER attribute enable PMON to register dispatcher information with the listener, it is not necessary to specify both the parameter and the attribute if the listener values are the same.

LOCAL_LISTENER is a comma-delimited list parameter. If a comma appears in the string, then the entire string must be enclosed in double quotation marks. Set the LOCAL_LISTENER parameter as follows:


ALTER SYSTEM SET LOCAL LISTENER=["]listener_address["][,...];


For example, if the listener address "ab,cd" is entered, then it resolves to one listener address. If the address is entered as ab,cd, then it resolves to two listener addresses, ab and cd.

For shared server connections, set the LISTENER attribute as follows:


ALTER SYSTEM SET DISPATCHERS="(PROTOCOL=tcp)(LISTENER=listener_address)";


In the preceding command, listener_address is resolved to the listener protocol addresses through a naming method, such as a tnsnames.ora file on the database server.




	
Notes:

	
To dynamically update the LOCAL_LISTENER parameter, use the SQL statement ALTER SYSTEM, as follows:


ALTER SYSTEM SET LOCAL_LISTENER=["]listener_address["][,...]


If you set the parameter to null using the following statement, then the default local address of TCP/IP, port 1521 is assumed:


ALTER SYSTEM SET LOCAL_LISTENER=''




	
The LISTENER attribute overrides the LOCAL_LISTENER parameter. As a result, the SQL statement ALTER SYSTEM SET LOCAL_LISTENER does not affect the setting of this attribute.












In Example 9-2, a database resides on host sales1-server. The listener on this host is named listener_sales1 and is configured to listen on port 1421 instead of port 1521.


Example 9-2 Registering a Local Listener in a Dedicated Server Environment

	
On the host where the local listener resides, configure the listener.ora file with the protocol address of the listener using Oracle Net Manager.


	
On the database, set the LOCAL_LISTENER parameter in the database initialization parameter file to the alias of the local listener. For example:


ALTER SYSTEM SET LOCAL_LISTENER=listener_sales1;


If the database is configured for shared server connections, then you could set the LISTENER attribute as follows:


ALTER SYSTEM SET DISPATCHERS="(PROTOCOL=tcp)(LISTENER=listener_sales1)";


	
Resolve the listener name alias for the LOCAL_LISTENER setting through a tnsnames.ora file on the database host using a text editor, as follows:


listener_sales1= 
 (DESCRIPTION = 
  (ADDRESS = (PROTOCOL=tcp)(HOST=sales-server)(PORT=1421)))





	
Notes:

	
If you are registering a local listener and use Oracle Connection Manager, then do not include (DESCRIPTION = or its closing parenthesis.


	
A net service name entry can be created for the protocol address without the CONNECT_DATA section of the connect descriptor.





















	
See Also:

	
See the Oracle Database SQL Reference for additional information about the ALTER SYSTEM statement.


	
"Configuring Listening Protocol Addresses"


	
"Configuring a Naming Method"

















Registering Information with a Remote Listener

A remote listener is a listener residing on one computer that redirects connections to a database instance on another computer. Remote listeners are typically used in an Oracle Real Application Clusters (Oracle RAC) environment. You can configure registration to remote listeners, such as with Oracle RAC, for dedicated or shared server environments.

In a dedicated server environment, you must enable the PMON background process to register with a remote listener. You do this by configuring the REMOTE_LISTENER parameter, which is a comma-delimited list parameter, in the initialization parameter file. The syntax of REMOTE_LISTENER is as follows:


ALTER SYSTEM SET REMOTE_LISTENER=["]listener_address["][,...];


In the preceding command, listener_address is resolved to the listener protocol addresses through a naming method such as a tnsnames.ora file on the database host. If a comma appears in the listener address, then the entire string must be enclosed in quotation marks.

In a shared server environment, you can use the same registration technique as for a dedicated server environment. Alternatively, you can set the LISTENER attribute of the DISPATCHERS parameter in the initialization parameter file to register the dispatchers with any listener. The syntax of the LISTENER attribute is as follows:


ALTER SYSTEM SET DISPATCHERS="(PROTOCOL=tcp)(LISTENER=listener_address)";





	
Note:

The LISTENER attribute overrides the REMOTE_LISTENER initialization parameter. Because the REMOTE_LISTENER initialization parameter and the LISTENER attribute enable PMON to register dispatcher information with the listener, you do not need specify both the parameter and the attribute if the listener values are the same.







For example, assume that a remote listener named listener-sales2 listens on port 1521 on host sales2-server, and a database resides on host sales1-server. You want the listener on sales2-server to redirect connection requests to this database. Figure 9-1 illustrates this scenario.


Figure 9-1 Remote Listener

[image: Description of Figure 9-1 follows]

Description of "Figure 9-1 Remote Listener"








	
See Also:

Oracle Database SQL Reference for additional information about the ALTER SYSTEM SET statement







Example 9-3 shows how to register a remote listener in a dedicated server environment. In the example, the remote listener is sales2-server.


Example 9-3 Registering a Remote Listener in a Dedicated Server Environment

	
On the host where the remote listener resides, use Oracle Net Manager to configure the listener.ora file with the protocol addresses of the remote listener.


	
On the database to which you want requests to be redirected, set the REMOTE_LISTENER parameter in the database initialization parameter file to the alias of the remote listener, for example:


ALTER SYSTEM SET REMOTE_LISTENER=listener_sales2;


For shared server connections, set the DISPATCHER parameter in the initialization file for the database on host sales1-server as follows:


ALTER SYSTEM SET DISPATCHERS="(PROTOCOL=tcp)(LISTENER=listeners_sales2)";





	
Note:

To statically update the REMOTE_LISTENER initialization parameter, use a text editor to de-register the information with the remote listener which it had previously registered information.








	
Resolve the listener name alias for the REMOTE_LISTENER setting through a tnsnames.ora file on the database host. For example:


listener_sales2= 
 (DESCRIPTION= 
   (ADDRESS=(PROTOCOL=tcp)(HOST=sales2-server)(PORT=1521)))










	
See Also:

	
"Configuring a Naming Method"


	
"Configuring Listening Protocol Addresses"


	
Oracle Database Reference to learn about the REMOTE_LISTENER initialization parameter


	
Oracle Real Application Clusters Administration and Deployment Guide to learn how to configure remote listeners (also called SCAN listeners) in an Oracle RAC environment

















Registering Information with All Listeners in a Network

A network may contain multiple local and remote listeners. By default, all listeners are cross-registered with each other. By specifying a set of listeners in the LISTENER_NETWORKS initialization parameter, you can designate a subset of local listeners with a subset of remote listeners. Listeners specified by the LISTENER_NETWORKS parameter should not be specified by the LOCAL_LISTENER and REMOTE_LISTENER parameters.

The syntax of LISTENER_NETWORKS is as follows:


LISTENER_NETWORKS = '((NAME=network_name)
                      (LOCAL_LISTENER=["]listener_address[,...]["])
                      [(REMOTE_LISTENER=["]listener_address[,...]["])])'


In the preceding syntax, listener_address is resolved according to the rules of LOCAL_LISTENER and REMOTE_LISTENER.


Example 9-4 Using Two Networks on a Subnet

Assume there are two distinct networks, network1 and network2. On network1, there is a local listener named local1, and a remote listener named remote1. On network2, there is a local listener named local2, and a remote listener named remote2. The following syntax sets up registration so that the listeners only redirect connections to listeners on the same network.


LISTENER_NETWORKS = 
           '((NAME=network1) (LOCAL_LISTENER=local1) (REMOTE_LISTENER=remote1))',
           '((NAME=network2) (LOCAL_LISTENER=local2) (REMOTE_LISTENER=remote2))'


In the preceding example, local1 is registered only with remote1, and remote1 only redirects connections to local1. The listener local2 is registered only with remote2, and remote2 only redirects connections to local2.





Example 9-5 Configuring Multiple Listeners

Assume that multiple listeners are listening on a network named sales-network. The following conditions are true:

	
A database configured for dedicated server connections resides on host sales1-server. It is the only database in the network.


	
A local listener resides on sales1-server and listens on nondefault port 1421.


	
A remote listener named resides on host sales2-server and listens on port 1521.


	
Another remote listener resides on host sales3-server and listens on port 1521.




To register information with all listeners in a dedicated server environment, do the following:

	
On the hosts where the remote listeners reside (in this example, sales2-server and sales3-server), configure the listener.ora file with the protocol addresses of the remote listener.


	
On the database to which you want requests to be redirected, set the REMOTE_LISTENER parameter in the database initialization parameter file to the alias of the remote listeners, and the LOCAL_LISTENER parameter to the alias of the local listener.

Set the parameters in the initialization file for the database on host sales1-server as follows:


REMOTE_LISTENER="listener_sales2,listener_sales3"
LOCAL_LISTENER=listener_sales1


	
Resolve the listener name alias for the LOCAL_LISTENER and REMOTE_LISTENER setting through a tnsnames.ora file on the database host.

In the tnsnames.ora on sales1-server, resolve the local listener alias and remote listener aliases listener_sales1, listener_sales2, and listener_sales3 as follows:


listener_sales1=
 (DESCRIPTION=
  (ADDRESS=(PROTOCOL=TCP)(HOST=sales1-server)(PORT=1421)))

listener_sales2=
 (DESCRIPTION=
  (ADDRESS=(PROTOCOL=TCP)(HOST=sales2-server)(PORT=1521)))

listener_sales3=
 (DESCRIPTION=
  (ADDRESS=(PROTOCOL=TCP)(HOST=sales3-server)(PORT=1521)))

listener_sales_local= 
 (DESCRIPTION= 
  (ADDRESS=(PROTOCOL=tcp)(HOST=salesl-server)(PORT=1421)))

listener_sales_remote= 
(DESCRIPTION_LIST=
  (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=sales2-server)(PORT=1521))) 
  (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=sales3-server)(PORT=1521))))










	
See Also:

	
"Configuring a Naming Method"


	
"Configuring Listening Protocol Addresses"


	
Oracle Database Reference for additional information about the REMOTE_LISTENER initialization parameter

















Configuring a Naming Method

The listener name alias specified for the LOCAL_LISTENER initialization parameter, REMOTE_LISTENER initialization parameter, or LISTENER attribute can be resolved through a tnsnames.ora file. A net service name entry can be created for the protocol address without the CONNECT_DATA section of the connect descriptor. Oracle Enterprise Manager and Oracle Net Manager cannot configure a tnsnames.ora file without the CONNECT_DATA information. To use listener name aliases, Oracle recommends you modify the tnsnames.ora file using a text editor.

For example, if LOCAL_LISTENER is set to listener_sales1 and listener_sales1 uses TCP/IP on port 1421, then the entry in the tnsnames.ora file would be:


listener_sales1= 
  (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1421))





	
Notes:

	
Multiple addresses are supported, but connect-time failover and client load balancing features are not supported.


	
If the listener alias specified in the LOCAL_LISTENER parameter is invalid or not resolved, then the PMON process does not allow the database to start. The following errors occur:


ORA-00119: invalid specification for system parameter 
           LOCAL_LISTENER
ORA-00132: syntax error or unresolved network name '%s'















	
See Also:

Chapter 13, "Enabling Advanced Features of Oracle Net Services" for additional information about multiple address configuration














Administering the Listener

After the listener is configured, you can administer it with the Listener Control utility, Oracle Enterprise Manager, and the Server Control utility (SRVCTL). This section describes some of the following administrative tasks for the listener. It contains the following topics:

	
Starting and Stopping a Listener


	
Managing a Listener in an Oracle Restart Configuration


	
Determining the Current Status of a Listener


	
Monitoring Services of a Listener


	
Monitoring Listener Log Files







	
See Also:

	
Oracle Database Net Services Reference for a complete list of the Listener Control utility commands


	
Oracle Enterprise Manager online Help














Starting and Stopping a Listener

To stop or start a listener, use one of the following methods:

	
Using the Listener Control Utility to Start or Stop a Listener


	
Using Oracle Enterprise Manager to Start or Stop a Listener







	
Note:

You can configure the listener to start automatically whenever the computer it is running or is restarted. See your operating system-specific documentation for details about establishing auto-restart.









Using the Listener Control Utility to Start or Stop a Listener

To start the listener from the command line, enter:


lsnrctl START [listener_name]


In the preceding command, listener_name is the name of the listener defined in the listener.ora file. It is not necessary to identify the listener if you are using the default listener, named LISTENER.

In addition to starting the listener, the Listener Control utility verifies connectivity to the listener.

To stop a listener from the command line, enter:


lsnrctl STOP [listener_name]


In the preceding command, listener_name is the name of the listener defined in the listener.ora file. It is not necessary to identify the listener if you are using the default listener, named LISTENER.






Using Oracle Enterprise Manager to Start or Stop a Listener

To start or stop a listener from Oracle Enterprise Manager, do the following:

	
Access the Net Services Administration page in Oracle Enterprise Manager.




	
See Also:

"Using Oracle Enterprise Manager to Configure Oracle Net Services"








	
Select Listeners from the Administer list, and then select the Oracle home that contains the location of the configuration files.


	
Click Go.

The Listeners page appears.


	
Select a listener.


	
From the Actions list, select Start/Stop.

The Start/Stop page appears.


	
Depending upon the current status of the selected listener, select either Stop or Start, and then click OK.











Managing a Listener in an Oracle Restart Configuration

The Oracle Restart feature enhances availability for the processes and applications in a single-instance database environment. You can add selected components to the Oracle Restart configuration. The Oracle Restart agents monitor the health of added components by periodically running check operations and restarting the components when necessary.

You can add the listener as a component to the Oracle Restart configuration. The listener is automatically started by Oracle Restart when it fails or is not running. For example, if you restart the database instance after a planned restart of the computer, then Oracle Restart restarts the listener. Server Control (SRVCTL) is a command-line interface that you can use to manage listeners in an Oracle Restart configuration.

To view all configured listeners, use the following command:


srvctl config listener





	
See Also:

Oracle Database Administrator's Guide to learn how to configure Oracle Restart and for SRVCTL syntax and semantics









Adding or Removing a Listener Using SRVCTL

Adding a listener means to add an entry for the listener to the grid infrastructure, enabling the agent to monitor this component. Similarly, removing a listener means removing an entry for a listener. In both cases you enter the command srvctl at the operating system command line.

	
Enter srvctl add listener to add the listener.

For example, the following command adds an entry for listener_sales1 to the grid infrastructure:


% srvctl add listener -l listener_sales1


	
Enter srvctl remove listener to remove the listener.

For example, the following command removes the entry for listener_sales1 from the grid infrastructure:


% srvctl remove listener -l listener_sales1









Starting or Stopping a Listener Using SRVCTL

The SRVCTL utility enables you to stop and start the listener. If you do not specify the -l parameter, then SRVCTL starts and stops the default listener.

	
Enter srvctl start listener to start a listener.

For example, the first command starts the default listener, and the second command starts listener1 and listener2:


% srvctl start listener
% srvctl start listener -l listener1,listener2


	
Enter srvctl stop listener to stop a listener.

For example, the first command stops the default listener, and the second command stops listener1 and listener2:


% srvctl stop listener
% srvctl stop listener -l listener1,listener2











Determining the Current Status of a Listener

To show the current status of a listener, use either the STATUS command of the Listener Control utility or Oracle Enterprise Manager. The status output provides basic status information about a listener, a summary of listener configuration settings, the listening protocol addresses, and a summary of services registered with the listener.



Using Listener Control to Show Status

To show the status the listener from the command line, enter:


lsnrctl STATUS [listener_name]


In the preceding command, listener_name is the name of the listener defined in the listener.ora file. It is not necessary to identify the listener if you are using the default listener, named LISTENER.

Example 9-6 shows example output of the STATUS command.


Example 9-6 Listener Control Utility's STATUS Command Output


Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=ipc)(KEY=net)))
STATUS of the LISTENER
------------------------
Alias                     LISTENER
Version                   TNSLSNR for Linux: Version 11.2.0.0.2
Start Date                15-NOV-2009 20:22:00
Uptime                    0 days 0 hr. 5 min. 22 sec
Trace Level               support
Security                  OFF
SNMP                      OFF
Listener Parameter File   /oracle/admin/listener.ora
Listener Log File         /oracle/network/log/listener.log
Listener Trace File       /oracle/network/trace/listener.trc
Listening Endpoints Summary...
  (DESCRIPTION=(ADDRESS=(PROTOCOL=ipc)(KEY=net)))
  (DESCRIPTION=(ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=1521)))
  (DESCRIPTION=(ADDRESS=(PROTOCOL=tcps)(HOST=sales-server)(PORT=2484)))
 
Services Summary...
Service "sales.us.example.com" has 1 instance(s).
  Instance "sales", status READY, has 3 handler(s) for this service...
Service "hr.us.example.com" has 1 instance(s).
  Instance "hr", status READY, has 2 handler(s) for this service...
The command completed successfully




The STATUS command generates output with the sections described in Table 9-2.


Table 9-2 Listener Control Utility STATUS Command

	Output Section	Description
	
STATUS of the LISTENER

	
Status of the listener, which can be one of the following:

	
Alias of the listener


	
Version of listener


	
Start time and up time


	
Trace level


	
Whether the listener can respond to queries from an SNMP-based network management system


	
listener.ora file being used


	
Logging and tracing configuration settings


	
Whether a password is set in listener.ora file





	
Listening Endpoints Summary

	
The protocol addresses the listener is configured to listen on


	
Services Summary

	
A summary of the services registered with the listener and the service handlers allocated to each service


	
Service

	
The registered service


	
Instance

	
The name of the instance associated with the service along with its status and number of service handlers associated with the service

Status can be one of the following:

	
A READY status means that the instance can accept connections.


	
A BLOCKED status means that the instance cannot accept connections.


	
A READY/SECONDARY status means that this is a secondary instance in an Oracle Real Application Clusters primary/secondary configuration and is ready to accept connections.


	
An UNKNOWN status means that the instance is registered statically in the listener.ora file rather than dynamically with service registration. Therefore, the status is not known.















Using Oracle Enterprise Manager to Show Status

To show the status of a listener from Oracle Enterprise Manager, do the following:

	
Access the Net Services Administration page in Oracle Enterprise Manager.




	
See Also:

"Using Oracle Enterprise Manager to Configure Oracle Net Services"








	
Select Listeners from the Administer list, and then select the Oracle home that contains the location of the configuration files.


	
Click Go. You may be prompted to log in to the database server.

The Listeners page appears.


	
Select a listener.


	
From the Actions list, select Show Listener Control Status.


	
Click Go.

The Listener Control Status page appears.


	
After viewing the content, click the listener link at the top of the page.











Monitoring Services of a Listener

The SERVICES command of the Listener Control utility provides detailed information about the services and instances registered with a listener and the service handlers allocated to each instance. To show information about the services and instances from the command line, enter:


lsnrctl SERVICES [listener_name]


Example 9-7 shows example output of the SERVICES command.


Example 9-7 Listener Control Utility's SERVICES Command Output


Connecting to (DESCRIPTION=(ADDRESS=(PROTOCOL=ipc)(KEY=net)))
Services Summary...
Service "sales.us.example.com" has 1 instance(s).
  Instance "sales", status READY, has 3 handler(s) for this service...
    Handler(s):
      "DEDICATED" established:0 refused:0 state:ready
         LOCAL SERVER
      "D000" established:0 refused:0 current:0 max:10000 state:ready
         DISPATCHER <machine: sales-server, pid: 1689>
         (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=52414))
      "D001" established:0 refused:0 current:0 max:10000 state:ready
         DISPATCHER <machine: sales-server, pid: 1691>
         (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=52415))
Service "hr.us.example.com" has 1 instance(s).
  Instance "hr", status READY, has 2 handler(s) for this service...
    Handler(s):
      "DEDICATED" established:0 refused:0 state:ready
         LOCAL SERVER
      "D000" established:0 refused:0 current:0 max:10000 state:ready
         DISPATCHER <machine: sales-server, pid: 11326>
         (ADDRESS=(PROTOCOL=tcp)(HOST=sales-server)(PORT=58361))
The command completed successfully




This output shows that two database services, sales.us.example.com and hr.us.example.com, are registered with the listener.

Client connection requests to sales.us.example.com are handled by two dispatchers named D000 and D001 and one dedicated server. All handlers have a status of ready, indicating that they are ready to receive connections.

Client connection requests to hr.us.example.com are handled by one dispatcher named D001 and one dedicated server.

The SERVICES command generates output with the following information as described in Table 9-3.


Table 9-3 Listener Control Utility SERVICES Command

	Output Section	Description
	
Services

	
The registered service.


	
Instance

	
The name of the instance associated with the service

The status field indicates if the instance can accept connections.

	
A READY status means that the instance can accept connections.


	
A BLOCKED status means that the instance cannot accept connections.


	
A READY/SECONDARY status means that the is a secondary instance in an Oracle Real Application Clusters primary/secondary configuration and is ready to accept connections.


	
A RESTRICTED status means that the instance is in restricted mode. The listener blocks all connections to this instance.


	
An UNKNOWN status means that the instance is registered statically in the listener.ora file rather than dynamically with service registration. Therefore, the status is non known.





	
Handlers

	
The name of the service handler. Dispatchers are named D000 through D999. Dedicated servers have the name of DEDICATED.

This section also identifies the following about the service handler:

	
established: The number of client connections this service handler has established.


	
refused: The number of client connections it has refused.


	
current: The number of client connections it is handling, that is, its current load.


	
max: The maximum number of connections for the service handler, that is, its maximum load.


	
state: The state of the handler:

- A READY state means that the service handler can accept new connections.

- A BLOCKED state means that the service handler cannot accept new connections.















Monitoring Listener Log Files

When you notice any of the following conditions, review the listener log file for error information:

	
Long connection establishment times


	
Connectivity problems and refusals


	
Unexpected shutdown of the listener that could indicate a denial-of-service attack







	
See Also:

"Analyzing Listener Log Files"

















4 Understanding the Communication Layers

The primary function of Oracle Net is to establish and maintain connections between a client application and an Oracle database server. Oracle Net is comprised of several communication layers that enable clients and database servers to share, modify, and manipulate data.

This chapter contains the following topics:

	
Understanding Oracle Net Stack Communication for Client/Server Applications


	
Using Oracle Net Stack Communication for Java Applications


	
Using Oracle Net Stack Communication for Web Clients


	
Understanding Oracle Protocol Support Layer







	
See Also:

Chapter 1, "Introducing Oracle Net Services" for an introductory level overview of Oracle Net architecture









Understanding Oracle Net Stack Communication for Client/Server Applications

A database server is the Oracle software managing a database, and a client is an application that requests information from a server. The way the client and server communicate is known as the client/server stack.

Information passed from a client application sent by the client communication stack across a network protocol is received by a similar communications stack on the database server side. The process flow on the database server side is the reverse of the process flow on the client side, with information ascending through the communication layers.

Figure 4-1 illustrates the various layers on the client and on the database server after a connection has been established.


Figure 4-1 Layers Used in a Client/Server Application Connection

[image: Description of Figure 4-1 follows]

Description of "Figure 4-1 Layers Used in a Client/Server Application Connection"





This communication architecture is based on the Open Systems Interconnection (OSI) model. In the OSI model, communication between separate computers occurs in a stack-like fashion with information passing from one node to the other through several layers of code, including:

	
Physical layer


	
Data link layer


	
Network layer


	
Transport layer


	
Session layer


	
Presentation layer


	
Application layer




Figure 4-2 shows how Oracle Net software consisting of the Oracle Net Foundation layer and Oracle Protocol Support fits into the session layer of the OSI model.


Figure 4-2 OSI Communication Layers

[image: Description of Figure 4-2 follows]

Description of "Figure 4-2 OSI Communication Layers"








	
See Also:

The following URL to learn about the OSI stack:
http://www.ietf.org









This section contains the following topics:

	
About the Client Communication Stack


	
About the Server Communication Stack






About the Client Communication Stack

The client communication stack includes the following:

	
Client Application Layer


	
Presentation Layer


	
Oracle Net Foundation Layer


	
Oracle Protocol Support Layer


	
About the Server Communication Stack






Client Application Layer

During a session with the database, the client uses Oracle Call Interface (OCI) to interact with the database server. OCI is a software component that provides an interface between the application and SQL.




	
See Also:

Oracle Call Interface Programmer's Guide












Presentation Layer

Character set differences can occur if the client and database server run on different operating systems. The presentation layer resolves any differences. It is optimized for each connection to perform conversion when required.

The presentation layer used by client/server applications is Two-Task Common (TTC). TTC provides character set and data type conversion between different character sets or formats on the client and database server. At the time of initial connection, TTC is responsible for evaluating differences in internal data and character set representations and determining whether conversions are required for the two computers to communicate.






Oracle Net Foundation Layer

The Oracle Net foundation layer is responsible for establishing and maintaining the connection between the client application and database server, as well as exchanging messages between them. The Oracle Net foundation layer can perform these tasks because of Transparent Network Substrate (TNS) technology. TNS provides a single, common interface for all industry-standard OSI transport and network layer protocols. TNS enables peer-to-peer application connectivity, where two or more computers can communicate with each other directly, without the need for any intermediary devices.

On the client side, the Oracle Net foundation layer receives client application requests and resolves all generic computer-level connectivity issues, such as:

	
The location of the database server or destination


	
How many protocols are involved in the connection


	
How to handle interrupts between client and database server based on the capabilities of each




On the server side, the Oracle Net foundation layer performs the same tasks as it does on the client side. It also works with the listener to receive incoming connection requests.

In addition to establishing and maintaining connections, the Oracle Net foundation layer communicates with naming methods to resolve names and uses security services to ensure secure connections.






Oracle Protocol Support Layer

Oracle protocol support layer is positioned at the lowest layer of the Oracle Net foundation layer. It is responsible for mapping TNS functionality to industry-standard protocols used in the client/server connection. This layer supports the following network protocols:

	
TCP/IP (IPv4 and IPv6)


	
TCP/IP with SSL


	
Named Pipes


	
Sockets Direct Protocol (SDP)




All Oracle software in the client/server connection process requires an existing network protocol stack to establish the computer-level connection between the two computers for the transport layer. The network protocol is responsible for transporting data from the client computer to the database server computer, at which point the data is passed to the server-side Oracle protocol support layer.




	
See Also:

"Understanding Oracle Protocol Support Layer" for descriptions of the protocols














About the Server Communication Stack

The server communication stack uses the same layers as the client stack with the exception that the database uses Oracle Program Interface (OPI). For each statement sent from OCI, OPI provides a response. For example, an OCI request to fetch 25 rows would elicit an OPI response to return the 25 rows after they have been fetched.








Using Oracle Net Stack Communication for Java Applications

The Oracle Java Database Connectivity (JDBC) Drivers provide Java applications access to an Oracle database. Oracle offers two JDBC drivers.

	
JDBC OCI Driver driver is a type 2 JDBC driver which is used by client/server Java applications. The JDBC OCI driver uses a communication stack similar to a standard client/server communication stack. The JDBC OCI driver converts JDBC invocations to calls to OCI which are then sent over Oracle Net to the Oracle database server.


	
JDBC Thin Driver is a type 4 driver which is used by Java applets. The JDBC Thin Driver establishes a direct connection to the Oracle database server over Java sockets. The JDBC Thin driver uses a Java implementation of the Oracle Net foundation layer called JavaNet and a Java implementation of TTC called JavaTTC to access the database.




Figure 4-3 shows the stack communication layers used by JDBC drivers.


Figure 4-3 Layers Used for Java-Client Applications

[image: Description of Figure 4-3 follows]

Description of "Figure 4-3 Layers Used for Java-Client Applications"








	
Note:

SDP is not supported with JDBC Thin Driver stack.










	
See Also:

Oracle Database JDBC Developer's Guide and Reference












Using Oracle Net Stack Communication for Web Clients

The Oracle database server supports many other implementations for the presentation layer that can be used for Web clients accessing features inside the database in addition to TTC. The listener facilitates this by supporting any presentation implementation requested by the database.

Figure 4-4 shows the stack communication layers used in an HTTP or FTP connection to Oracle XML DB in the Oracle database instance. WebDAV connections use the same stack communication layers as HTTP and FTP.


Figure 4-4 Layers Used in Web Client Connections

[image: Description of Figure 4-4 follows]

Description of "Figure 4-4 Layers Used in Web Client Connections"








	
See Also:

Oracle XML DB Developer's Guide












Understanding Oracle Protocol Support Layer

A network protocol is responsible for transporting data from the client computer to the database server computer. This section describes the protocols used by the Oracle Protocol Support layer of the Oracle Net communication stack. It contains the following topics:

	
TCP/IP Protocol


	
TCP/IP with SSL Protocol


	
Named Pipes Protocol


	
Sockets Direct Protocol (SDP)







	
See Also:

Oracle Database Net Services Reference for information about the settings for each protocol









TCP/IP Protocol

Transmission Control Protocol/Internet Protocol (TCP/IP) is the standard communication protocol suite used for client/server communication over a network. TCP is the transport protocol that manages the exchange of data between hosts. IP is a network layer protocol for packet-switched networks.

Oracle Net supports IP in two versions: IP version 4 (IPv4) and IP version 6 (IPv6). IPv6 addresses the shortcomings of the currently used IPv4. The primary benefit of IPv6 is a large address space derived from the use of 128-bit addresses.




	
See Also:

http://tools.ietf.org/html/rfc2460 for the IPv6 specification









IPv6 Address Notation

Oracle Database supports the standard IPv6 address notations specified by RFC 2732. A 128-bit IP address is generally represented as 8 groups of 4 hexadecimal digits, with the colon (:) symbol as the group separator. For example, the following address is in a valid IPv6 format:


2001:0DB8:0000:0000:0000:0000:200C:417A


Each hexadecimal digit in the address represents 4 bits, so each group in the address represents 16 bits. The following addresses represent the first and last hosts in the 2001:0DB8:0000:0000 subnet:


2001:0DB8:0000:0000:0000:0000:0000:0000
2001:0DB8:0000:0000:FFFF:FFFF:FFFF:FFFF


In shorthand notation, consecutive zero fields can be compressed with a double colon (::) separator, as shown in the following equivalent notations:


2001:0DB8:0:0::200C:417A
2001:0DB8::200C:417A
2001:DB8::200C:417A





	
See Also:

	
http://www.ietf.org/rfc/rfc2732.txt for RFC 2732, and information about notational representation


	
http://www.ietf.org/rfc/rfc3513.txt for RFC 3513, and information about proper IPv6 addressing














CIDR Notation

Classless Inter-Domain Routing (CIDR) is a method of grouping IP addresses into subnets that are independent of the value of the addresses. Classless routing was designed to overcome the exhaustion of address space in the IP class system and the unmanageable growth in the size of routing tables.

CIDR denotes a network by the first address in the network and the size in bits of the network prefix in decimal, separated with a slash (/). For example, 2001:0DB8::/32 indicates that the first 32 bits of the address identify the network, whereas the remaining bits identify the hosts in the network.

CIDR uses an analogous notation for IPv4 address. For example, in the notation 192.168.2.1/24 the first 24 bits of the address represent the network prefix. The DBMS_NETWORK_ACL_ADMIN package, which provides an API to manage access control lists, supports CIDR notation for both IPv6 and IPv4 addresses and subnets.




	
See Also:

	
Oracle Database PL/SQL Packages and Types Reference to learn about DBMS_NETWORK_ACL_ADMIN


	
http://tools.ietf.org/html/rfc4632 for RFC 4632

















IPv6 Addresses in URLs

In URLs, IPv6 addresses are enclosed by the left bracket ([) and right bracket (]) characters. For example, the IPv6 address [2001:0DB8:0:0:8:800:200C:417A] forms part of the following URLs:


http://[2001:0DB8:0:0:8:800:200C:417A]
http://[2001:0DB8:0:0:8:800:200C:417A]:80/index.html






IPv4-Mapped Addresses

IPv4-mapped addresses are a subclass of IPv6 addresses in which the following conditions are true:

	
The first 80 bits are set to 0 in the standard IPv6 notation


	
The second 16 bits are set to 1 in the standard IPv6 notation


	
The last 32 bits are in IPv4 notation




An IPv4-mapped address can represent the addresses of IPv4-only nodes as IPv6 addresses.

Example 4-1 shows the same IP address in different notations. The first address uses standard IPv6 notation. The second address is an IPv4-mapped address in which the last 32 bits use dotted-decimal IPv4 notation. The last address uses a shorthand notation to compress the consecutive zero fields.


Example 4-1 IPv4-Mapped Address


0000:0000:0000:0000:0000:FFFF:C0A8:0226
0000:0000:0000:0000:0000:FFFF:192.168.2.38
::FFFF:192.168.2.38







	
See Also:

http://tools.ietf.org/html/rfc4942 for security consideration relating to the use of IPv4-mapped addresses














IPv6 Interface and Address Configurations

A host may have different IPv4 and IPv6 interface configurations. The following configurations are possible for a host:

	
Only an IPv4 interface, in which case the host is an IP4-only host.


	
Only an IPv6 interface, in which case the host is an IPv6-only host.


	
Both an IPv4 and IPv6 interface, in which case the host is a dual-stack host.




A single host may also use different types of IP address. For example, a domain name server may associate a dual-stack host both an IPv4 and an IPv6 address or only an IPv6 address. The IP address configurations that are not supported are the following:

	
An IPv4-only host cannot use an IPv6 address.


	
An IPv6-only host cannot use an IPv4 address.




Figure 4-5 shows possible host and interface configurations. The dual-stack host in the center of the diagram can communicate with IPv4 hosts over IPv4 and with IPv6 hosts over IPv6.


Figure 4-5 Supported Host and Interface Configurations

[image: Supported Host and Interface Configurations]
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IPv6 Network Connectivity

The network connectivity of a host refers to its ability to communicate with another host over a network. For example, if a dual-stack client must communicate with an IPv6-only server, then the network and router must make end-to-end communication between these hosts possible.

A client or server host is IPv6-capable if it meets the following criteria:

	
It has a configured IPv6 interface.


	
It can connect to other hosts using the IPv6 protocol.




The IPv6 capability of a host is partially dependent on the network and partially dependent on its interface and address configuration. Figure 4-6 shows the possibilities for connectivity in a client/server network. For example, an IPv4-only host can connect to either an IPv4-only or dual-stack server, but not an IPv6-only server. Both dedicated and shared server modes are supported.


Figure 4-6 Client/Server Connectivity

[image: Client/Server Connectivity]

Description of "Figure 4-6 Client/Server Connectivity"





Table 4-1 summarizes the IP protocols used for client/server connectivity with different host and network configurations.


Table 4-1 Supported Host and Network Configurations

	Client	IPv4-Only Server	Dual-Stack Server	IPv6-Only Server
	
IPv4-Only Client

	
Supported (v4)

	
Supported (v4)

	
Not Supported


	
Dual-Stack Client

	
Supported (v4)

	
Supported (v4, v6)

	
Supported (v6)


	
IPv6-Only Client

	
Not Supported

	
Supported (v6)

	
Supported











	
See Also:

	
"About IPv6 Addresses in Connect Descriptors"


	
"Configuring Listening Protocol Addresses"


	
"Configuring Oracle Connection Manager as a Bridge for IPv4 and IPv6"

















IPv6 Support in Oracle Database 11g

Components in this release of Oracle Database 11g support IPv6 in the configurations described in "IPv6 Network Connectivity", with the following exceptions:

	
Oracle Real Application Clusters (Oracle RAC) and Oracle Clusterware


	
Oracle Fail Safe







	
See Also:

The documentation for each Oracle Database component for specific information about its support for IPv6














TCP/IP with SSL Protocol

The TCP/IP with Secure Sockets Layer (SSL) protocol enables an Oracle application on a client to communicate with remote databases through TCP/IP and SSL. Oracle Advanced Security is required to use TCP/IP with SSL.

SSL stores authentication data, such as certificates and private keys, in an Oracle Wallet. When the client initiates a connection to the database server, SSL performs a handshake between the two using the certificate. During the handshake, the following processes occur:

	
The client and database server negotiate a cipher suite made up a set of authentication, encryption, and data integrity types to apply to the messages they exchange.


	
Depending on its configuration, the database server sends its certificate to the client in a message encrypted with the client's public key. The database server may also send a request for the client's certificate in the same message. The client decrypts this message by using its own private key, then verifies that the database server's certificate bears the certificate authority's signature.


	
If required, the client may send the user's certificate to the database server. The certificate ensures that the user's information is correct and that the public key actually belongs to that user.




The database checks the user certificate to verify that it bears the signature of the certificate authority.




	
See Also:

Oracle Database Advanced Security Administrator's Guide












Named Pipes Protocol

Named Pipes is specifically designed for Microsoft Windows LAN environments. The Named Pipes protocol is a high-level interface providing interprocess communications between clients and database servers using distributed applications. One server-side process creates a named pipe, and the client-side process opens it by name. What one side writes, the other can read.

If a remote Oracle database is running on a host system that supports network communication using Named Pipes, then Oracle Net enables applications on a client to communicate with the Oracle database using Named Pipes.






Sockets Direct Protocol (SDP)

The Sockets Direct Protocol (SDP) is an industry-standard wire protocol between InfiniBand network peers. When used over an InfiniBand network, SDP reduces TCP/IP overhead by eliminating intermediate replication of data and transferring most of the messaging burden away from the CPU and onto the network hardware.









