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Preface

Oracle Real User Experience Insight (UXinsight) provides you with powerful analysis of your
network and business infrastructure. You can monitor the real-user experience, define Key
Performance Indicators (KPIs) and Service Level Agreements (SLAS), and trigger alert
notifications for incidents that violate them.

Audience

This guide is intended for persons responsible for the installation and initial configuration of
Oracle Real User Experience Insight (UXinsight).

Some familiarity with network and Web technology is assumed. In particular, you should have
a firm understanding of network topology, and a good operational knowledge of your
organization's network and application environment.

This guide is organized as follows:

»  Chapter 1 introduces UXinsight. In particular, how it monitors data traffic, the role of
Reporter and Collector modules, and the supported configurations.

e Chapter 2 describes the procedure preparing the server system(s) for UXinsight, and
installing the UXinsight software. This procedure is performed by a system administrator.

»  Chapter 3 describes the procedure for initially configuring UXinsight. This procedure is
performed by the person within the organization who has been assigned the role of
UXinsight Administrator.

» Appendix A highlights the most common issues encountered when installing UXinsight,
and offers solutions to quickly locate and correct them. It should be reviewed before
contacting Customer Service.

*  Appendix B contains licensing information about certain third-party products included
with UXinsight.

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation accessible, with
good usability, to the disabled community. To that end, our documentation includes features
that make information available to users of assistive technology. This documentation is
available in HTML format, and contains markup to facilitate access by the disabled community.
Accessibility standards will continue to evolve over time, and Oracle is actively engaged with
other market-leading technology vendors to address technical obstacles so that our
documentation can be accessible to all of our customers. For more information, visit the Oracle
Accessibility Program Web site at http: //www.oracle.com/accessibility/.



Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an otherwise empty
line; however, some screen readers may not always read a line of text that consists solely of a
bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or organizations that
Oracle does not own or control. Oracle neither evaluates nor makes any representations
regarding the accessibility of these Web sites.

TTY Access to Oracle Support Services

Oracle provides dedicated Text Telephone (TTY) access to Oracle Support Services within the
United States of America 24 hours a day, 7 days a week. For TTY support, call 800.446.2398.
Outside the United States, call +1.407.458.2479.

Related Documents

For more information, see the following documents in the Oracle Real User Experience Insight
(UXinsight) 4.4.1 documentation set:

e Oracle Real User Experience Insight (UXinsight) User Guide

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLS, code in
examples, text that appears on the screen, or text that you enter.
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Getting started

This chapter introduces the role of UXinsight, its architecture, attachment, and deployment
options.

What is UXinsight?

The usage of Web applications continues to grow. This includes not only the use of the Internet
as a marketing channel, but also Extranet-based supply chain and back-office integration, and
Intranet deployment of internal applications. UXinsight is designed for measuring, analyzing,
and improving the availability and performance of all of these deployment scenarios.

Data collection
Typically, UXinsight is installed before the webservers, behind a firewall in the DMZ (as
shown in Figure 1-1). The data collection method is based on Network Protocol Analysis
(NPA) technology. This method is 100% non-intrusive. Hence, it does not place any load on a
webserver, or require installing software agents that will impact performance. In addition, it
does not require any change to the current application or infrastructure. When a new application
release is deployed, or when an additional webserver is added, there is no or very little change
required to UXinsight’s monitoring environment.

Figure 1-1 How UXinsight collects data.
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When an object is requested by a visitor, UXinsight sees the request and measures the time the
webserver requires to present the visitor with the requested object. At this point, UXinsight
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Security

knows who requested the page (the client IP), which object was requested, and from which
server the object was requested (server IP).

When the webserver responds and sends the requested object to the visitor, UXinsight sees that
response. At this point, UXinsight can see whether there is a response from the server, whether
this response is correct, how much time the webserver required to generate the requested
object, and the size of the object. In addition, UXinsight can also see whether the object was
completely received by the visitor, or if the visitor aborted the download (that is, proof of
delivery). Hence, UXinsight can determine the time taken for the object to traverse the Internet
to the visitor, and calculate the Internet throughput between the visitor and the server (that is,
the connection speed of the visitor).

Product architecture

UXinsight is based on a three-layer product architecture, as shown in Figure 1-2:

Figure 1-2 UXinsight product architecture.

Uxinsight product architecture
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The monitored data packets are processed by the following layers:
» Data collection

This layer is responsible for acquiring raw data and delivering it to the Data processor. This
data can be collected from multiple sources. The available attachment options are
described later in this section.

» Data processing

This layer converts the raw data into OLAP data sets. These comprise the
multidimensional data structure that is viewable within the data browser.

» Data presentation (reporter)

This layer is UXinsight’s analysis and reporting environment. This is a Web-based
information portal that can be accessed from any selected browser. The interface between
the data processing and data presentation layer is based on open db calls.

To read HTTP(S) data streams, a proprietary software module reassembles TCP/IP packet
streams. Because the data collectors do not have an assigned IP number, and the software using
these data collectors does not have a functional IP stack, UXinsight is not able to respond to
incoming traffic received from the data collectors. This makes UXinsight “invisible” to the
monitored networks, and completely secure.

Note: Because of the non-intrusive way in which UXinsight collects data, it is not possible
for it to request retransmission in the event of an error on the measurement port.
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Installation and deployment options

Data collection can be configured to log encrypted data (HTTPs and SSL). To facilitate this, a
copy of the webserver’s private SSL keys needs to be set up in the data collector. In addition,
UXinsight can be configured to omit logging of sensitive data in the arguments of POST
requests of forms or content; so called blinding.

Installation and deployment options

UXinsight can be installed in two different ways: as a Reporter, or as a Collector. Each
installation option is reviewed in the following sections.

Reporter

This is the standard installation option, and is the simplest to install and configure. Here,
the Reporter provides a browser-based interface to the collected data. Note that each
Reporter installation also contains a local Collector instance. The Reporter can either be
configured to just process information gathered by this local Collector (this is a
single-server configuration similar to the one shown in Figure 1-3), or can (optionally) be
configured to receive information from additional Collector installations.

Collector

If a UXinsight system is installed as a Collector, it submits the data it gathers to a Reporter
system. A maximum of two Collectors can be attached to the same Reporter. Configuration
#1 in Figure 1-3 is an example of a single Collector split-server configuration, while
Configuration #2 is an example of a split-server configuration using two Collectors. Note
that a direct network connection is required between the Collector(s) systems and the
Reporter system.

Figure 1-3 Configuration options.

Single server Split server #1
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Reporter

TAP/Copy port
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Switch/L\
Server 1
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Server 1
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Server 2 Collector* Server2 ﬂ
y L
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Server 3 |_:|
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A B c

Deployment options

The use of multiple Collectors may be considered when there is a need to monitor very high
levels of data traffic. In addition, this deployment also provides the possibility of enhanced
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Hardware requirements

security. For example, by placing the Collector(s) outside the office network, while placing the
Reporter system within the network.

Split-server configuration #1 in Figure 1-3 shows an example of a typical DMZ installation.
The Collector is located in the DMZ, and the Reporter is within the office network
environment. Note that the local Collector instance is disabled. Split-server configuration #2
shows an example of a deployment consisting of two Collectors also being used to monitor
DMZ (Server 2) and office network (Server 1) traffic.

Split-server configuration #3 shows an example of a deployment in which both data lines are
monitored in the same reporting environment. Note that this deployment assumes that the
traffic on each line is mutually exclusive. It also shows an example of a deployment used for
security reasons. While the traffic from webservers A and B are monitored and reported, the
traffic from webserver C is not. That is also the reason why the Collectors are not placed above
the switch.

For security reasons, it is recommended that access to each Collector’s Web interface be limited
to the internal network, and not the DMZ. This is to prevent unauthorized resetting of the
system. Similarly, you may want to locate the Reporter system inside the internal network to
maximize its security. The Collector’s data gathering ports should be in the DMZ.

Hardware requirements

The required system specifications for the selected configuration (as explained in
Section "Installation and deployment options") are described in the following sections.

Note: For more information about required and recommended system specifications,
please contact Customer Support.

Single-server requirements

Table 1-1 Single-server system requirements.

Element Requirements

CPU 64-bit Intel dual-CPU, dual-core Pentium processor (> 2 G Hz) or
equivalent.

Memory 16 GB.

Disk space Minimum 400 GB HDD free space.*

Network interfaces When using a network-tap device?, a minimum of three network

interfaces is required:
*  Two interfaces for network traffic capturing.
e One interface for network services.

1 The Reporter servers require high performance data storage. (Hardware) RAID-0, RAID-5, or equivalent storage
configurations with high performance disks are strongly recommended.

2 When capturing data with a network-tap device, prevent the use of a cascaded taps configuration.

Reporter requirements
Table 1-2 Reporter system requirements.

Element Requirements
CPU 64-bit Intel dual-CPU, dual-core Pentium processor (> 2 G Hz) or
equivalent.
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Network requirements

Table 1-2 Reporter system requirements.

Element Requirements

Memory 8 GBL.

Disk space Minimum 400 GB HDD free space?.

Network interfaces A minimum of 1 network interface is required.

GSM modem (optional) Optional support for a GSM modem to send SMS messages. The

modem needs to be either GSM07.05 or GSM07.07 compatible. It can
be connected through a serial or USB port. If USB is used, UXinsight

uses the first available port (ttyUSBO). Alternative methods of sending
SMS messages are available (http/email).

1 In some situations, more is required.

2 The Reporter servers require high performance data storage. (Hardware) RAID-0, RAID-5, or equivalent storage
configurations with high performance disks are strongly recommended.

Collector requirements
Table 1-3 Collector system requirements

Element Requirement

CPU 64-bit Intel dual-core Pentium processor or equivalent.

Memory 8 GB.

Disk space Minimum 200 GB HDD free space.

Network interfaces When using a network-tap* device, a minimum of three network

interfaces are required:

»  Two interfaces for network traffic capturing?.
¢ One interface for communication with the Reporter system.

When using a network-copy port, a minimum of two network
interfaces are required:

e One interface for network traffic capturing.
¢ One interface for communication with the Reporter system.

1 When capturing data with a network-tap device, prevent the use of a cascaded taps configuration.

2 For up and down stream traffic. Note that the use of taps that integrate up and down stream traffic on one line is not
recommended.

Software requirements

Supported GNU/Linux distributions
»  Oracle Enterprise Linux 5

*  Oracle Enterprise Linux 5 update 1

» RedHat Enterprise Linux 5

» RedHat Enterprise Linux 5 update 1

Network requirements
e All server system clocks should be synchronized via NTP using UDP port 123.
e Support DNS information requests over TCP and UDP port 53.
e Support reports and email alerts using TCP port 25.
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Client requirements

e Support SNMP traps on request from an SNMP Manager using UDP port 161/162.
e The UXinsight user interface is accessible over HTTP(S) ports(s) 80 and/or 443.

Important: The network connections should be set to Promiscuous mode to be able to
accept all incoming traffic. If the network interfaces are not set to Promiscuous mode, the
connections will not be able to collect any incoming data from the network TAP or copy
ports.

Client requirements

The workstations that will access the UXinsight user interface must have one of the following
browsers installed:

*  Mozilla Firefox 2.0.

* Internet Explorer 6 SP2.

* Internet Explorer 7.

Note that Javascript must be enabled. No other plug-ins are required.

In addition, the workstation should have a screen resolution of 1024 * 768 (or higher).

Important: Ensure that any pop-up blocker within the browser has been disabled.

AJAX support

UXinsight uses AJAX to enhance its user interaction. Internet Explorer relies on the MSXML
control to facilitate AJAX. The AJAX dependencies can trigger a security warning when using
strict security settings.

Internet Explorer 6 does not properly support transparent images in the PNG format. UXinsight
uses a well know fix (AlphalmageLoader) for this problem which relies on DirectX. If you are
experiencing browser crashes on IE6, you may need to update your version of DirectX. The
PNG fix can trigger a security warning when using strict security settings.
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Installing UXinsight

This chapter describes the procedure for preparing the server system(s) for UXinsight, and
installing the UXinsight software. This is performed by a system administrator. Post-installation
configuration of the UXinsight system is described in chapter 3.

Overview

The process of preparing the server system, and installing the UXinsight software, has the
following phases:

1. Install the Linux operating system. This is described in Section "Installing the Linux
operating system".

2. Install and configure the MySQL database. This is described in Section "Installing and
configuring the MySQL database™.

3. Configure the Apache webserver. This is described in Section "Configuring the Apache
webserver".

4. Install the UXinsight software. This is described in Section "Installing the UXinsight
software".

Important: The installation procedure described in the following sections assumes that
each system is dedicated to UXinsight. Indeed, it is strongly recommended that UXinsight is
only installed on dedicated systems.

Installing the Linux operating system

The procedure for installing Oracle Enterprise Linux 5 is fully described in the product
documentation. This section presents a summary of that procedure, and assumes a sound
knowledge of Linux administration.

Although the installation procedure described in this section is based on Oracle Enterprise 5,
the procedure for installing RedHat Enterprise Linux 5 is virtually identical. For information on
vendor-specific variations, consult the appropriate documentation.

Download ISO image and burn CD

1. Download the appropriate 1SO image. This should be Oracle Enterprise Linux 5.0 or 5.1
for the x86 64-bit architecture.

2. Unzip each of the files.

3. Burnthe ISO files to CD. The operating system consists of five CDs. Note that this
requires the use of a CD-burning utility (such as UltralSO or Magic ISO Maker).
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Installing the Linux operating system

Note: According to your corporate policy, the installation procedure may use a different
procedure to that described in the following sections.

Run installer

4. Ensure that server system is able to boot from CD. Insert Oracle Enterprise Linux CD #1
into the first server, and power on. In the following description, this is called 1 inux1.

Note: After installing Linux on the first node, repeat the Linux installation on the next
required system(s).

5. When the Oracle Enterprise Linux boot screen appears, press Enter to start the installation
process.

6. When asked to test the CD media, select Skip. After a short interval, the installer goes into
GUI mode. (The media test is not necessary because the CD burning software would have
informed you of any errors on the media).

7. At the Welcome to Oracle Enterprise Linux screen, click Next.
8. Select the appropriate options from the Language and Keyboard settings screens.

9. Ifthe installer detects a previous version of Enterprise Linux, you are prompted to “Install
Enterprise Linux” or “Upgrade an existing installation”. Select “Install Enterprise Linux”,
and click Next.

Set up disk partitioning

10. When prompted, select the default Remove Linux partitions on selected drives and create
default layout option, and check the option Review and modify partitioning layout. When
prompted to confirm your selection, select Yes. Click Next to continue.

11. When prompted to confirm the removal of all partitions, click Next.
12. Review and modify (if necessary) the automatically selected disk partitions.

For most automatic layouts, the installer assigns 100 MB for /boot, double the amount of
RAM (for systems with < 2 GB RAM) or an amount equal to RAM (for systems with >
2GB RAM) for swap, and the remainder is assigned to the root (/) partition. The installer
creates a disk configuration using the Logical Volume Manager (LVM). For example, it
will partition the first hard drive (/dev/sda in the described configuration) into two
partitions: one for the /boot partition (/dev/sdal), and the remainder of the disk
dedicated to a LVM named VolGroup00 (/dev/sda2). The LVM Volume Group
(VolGroup00) is then partitioned into two LVM partitions: one for the root file system
(/), and another for swap. If you have selected a non-standard layout, ensure that the
system meets the required disk space specifications shown in Table 2—-1. Ensure enough
swap space is allocated for Oracle Enterprise Linux. Its required swap space is shown in
Table 2-2.
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Installing the Linux operating system

Table 2-1 Required disk space specifications.

Partition Minimum required disk space (GB)
/tmp/ 4

/var/lib/mysgl/ 300

/home/moniforce/ 100

Table 2-2 Required swap space.

Available RAM Swap space required
4-8GB Twice the size of RAM
More than 8 GB Equal the size of RAM

Important: The Reporter server requires high performance data storage. RAID-0 or
RAID-5 (or equivalent) storage configurations with high performance disks are strongly
recommended.

Note: The requirements shown in Table 2-1 and Table 2—-2 can vary depending upon the
composition and volume of monitored data. For more information, please contact Customer
Support.

13. Accept the GRUB boot loader, as well as all default values, and click Next.

Network configuration
14. Use a static IP address for the interface used to access the UXinsight Web frontend.

15. Ensure that the network interface(s) used for network packet monitoring are administrative
up, but without an IP address.

Important: Make the network interface up status permanent (after a reboot) by setting the
ONBOOT parameter of the capturing interfaces to yes. The network interfaces configuration
can be found in /etc/sysconfig/networking/devices/ifcfg-ethXx (where X
represents the necessary network interface). Alternatively, use the graphical utility
system-config-network to perform the above actions.

Package installation
16. Select the appropriate time zone for your environment, and click Next.
17. Specify a root password, and click Next.

18. At the additional tasks dialog box shown in Figure 4, check the Web server check box, and
click Next.
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Installing the Linux operating system

Figure 2-1 Additional tasks dialog box.
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19. At the About to install screen, click Continue to start the installation.

20. Depending on the packages you have selected to install, you will be prompted to insert
additional CDs. At the prompt screen, click Next to begin installation of Enterprise Linux.

21. Upon successful installation, remove the CD, and click Reboot.

Post-installation wizard

22. When the system boots for the first time, a post-installation wizard appears, and allows you
to finalize the operating system configuration settings. Click Forward.

23. At the User license agreement screen, accept the license terms, and click Forward.

24. Use the screen shown in Figure 2-2 to allow HTTP and/or HTTPS traffic, and SSH (by
default, this is enabled). Note that, when prompted with a warning about not setting the
firewall, click Yes.
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Figure 2-2
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5 Firewall

You can use a firewall to allow access to specific services on your computer
from other computers and prevent unauthorized access from the outside
world. Which services, if any, do you wish to allow access to?
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25. Use the screen shown in Figure 2-3 to disable SELinux. Click Forward. Note that you are
prompted with a warning that changing the SELinux setting requires rebooting the system
so that the entire system can be relabeled. Click Yes.

Installing UXinsight

2-5



Installing the Linux operating system

Figure 2-3 SELinux configuration.
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26. Accept the default setting on the Kdump screen (disabled), and click Forward.

27. Adjust the date and time settings using the screen shown in Figure 2—4. The use of NTP is
strongly recommended, and required in a split-server deployment. Click OK.
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Figure 2-4
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Verify NTP daemon operation

28. Because the NTP daemon is a critical component of UXinsight, especially in a split
Reporter-Collector configuration, it is recommended that you verify that it is activated
during boot. Use the following commands:

chkconfig --list | grep ntp

ntpd 0:0ff l:0ff 2:0ff 3:0ff 4:0ff 5:0ff 6:0ff
chkconfig ntpd on

chkconfig --list | grep ntp

ntpd 0:0ff l:0ff 2:0n 3:0n 4:0on 5:on 6:0ff
/etc/init.d/ntpd start

Starting ntpd: [ OK 1]

Note that if the NTP daemon is not already running, you can start it with the command
/etc/init.d/ntpd restart

The following sample output show when the NTP daemon is synchronized (indicated by an
u*n).
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ntpg -pn
remote refid st t when poll reach delay offset Jjitter
*194.171.167.130 .PPS. 1 u 994 1024 377 6.429 0.041 0.093
+80.85.129.25 130.235.20.3 3 u 725 1024 377 4.435 0.673 0.129
+82.94.235.106 135.81.191.59 2 u 678 1024 377 1.709 1.774 0.020
127.127.1.0 .LOCL. 10 1 8 64 377 0.000 0.000 0.001

Create additional users and reboot

29. Create any additional required (non-Oracle) operating system user accounts. Note that
during the installation of the UXinsight software, the “moniforce” user account is created.

30. If prompted, confirm the detection of a sound card.
31. On the Additional CDs screen, click Finish.

32. Because the SELinux option has been changed (to disabled), you are prompted to reboot
the system. Click OK.

33. After reboot, use the “root” user account, and the password you specified during
installation to logon.
Text mode installation (optional)

When using the text mode installation, the following key settings need to use different default
settings in order for UXinsight to run:

»  Firewall: blocks all ports except ssh (TCP port 22), and allow HTTP (TCP 80).

»  Security: enhanced linux is enabled by default. This needs to be disabled.

Note that configuration of the firewall to allow HTTP(S) traffic, as well as disabling SElinux,
can be performed using the system-config-securitylevel utility.

Mail (MTA) configuration (optional, Reporter only)

UXinsight assumes a working local MTA for sending PDF reports. By default, Enterprise
Linux uses the Sendmail MTA. By default, Sendmail will deliver the e-mail directly to the
destination MTA. If this behavior is not according to your needs or policies, sending mail via a
SmartHost (relay) might be an alternative. To configure a SmartHost in Sendmail, do the
following:

1. Install the sendmail-cf RPM package from CD #2 by mounting the CD. For example,
mount /dev/cdrom /mnt/cdrom.

2. Issue the following commands:
cd /mnt/cdrom/Server
rpm -Uhv sendmail-cf-8.13.8-2.el5.x86 64.rpm

3. Find the line which contains the Smart Host setting in /etc/mail/sendmail . mc.
Modify the SMART_HOST setting to your needs. For example:

dnl define (*SMART HOST'’, ‘my.mail.server’)dnl

4. Generate the new configuration into a new sendmail . cf by executing the following
command:
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5.

make -C /etc/mail
Restart sendmail. For example:

/etc/init.d/sendmail restart

Installing and configuring the MySQL database

Installing the Perl MySQL module

1.

Insert CD #2 and issue the following commands:

cd /mnt/cdrom/Server
rpm -Uhv perl-DBI-1.52-1.fc6.x86_ 64.rpm

Unpacking the UXinsight software zip file

2.

Copy the downloaded UXinsight zip file to /root directory on the server, and unzip it.
Use the following commands:

cd /root
unzip UXinsight.zip

The following directories are created which contain the software needed to complete the
UXinsight installation:

e /root/UXinsight/UX44
e /root/UXinsight/ZendOptimizer

e /root/UXinsight/MySQL

Installing the bundled MySQL database server

3.

Issue the following commands:

cd /root/UXinsight/MySQL

rpm -Uhv MySQL-client-enterprise-5.0.50-0.rhel5.x86 64.rpm
rpm -Uhv MySQL-server-enterprise-5.0.50-0.rhel5.x86 64.rpm
rpm -Uhv MySQL-shared-enterprise-5.0.50-0.rhel5.x86 64.rpm

The MySQL daemon starts automatically.

Changing the database root password after installation (optional)

If you want to specify a different MySQL password after installation, use the following
command:

mysgladmin -u root -p<old password> password <new passwords>

You will also need to modify the dbpass setting in /usr/local/etc/uxdb accordingly.

Configuration of MySQL daemon

4.

The /usr/share/mysql directory contains several example MySQL configurations.
To use my-huge . cnf as the basic MySQL configuration, run the command:

cp /usr/share/mysql/my-huge.cnf /etc/my.cnf
Add or edit the following settings in the [mysqld] section of /etc/my.cnf:

bind-address = 127.0.0.1
connect timeout = 60
net read timeout = 600
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net write timeout = 600
max_heap table size = 200M
tmp table size = 200M

6. You are strongly recommended to turn off the binary log file feature. This is because the
disk space usage of the log files can become very large, very quickly. Comment the
log-binlinein /etc/my.cnf file as follows:

#log-bin=mysqgl-bin
7. Restart MySQL with the following command:

/etc/init.d/mysqgl restart

Configuring the Apache webserver

PHP configuration

1. Add or edit the following settings in /etc/php.ini:

session.gc maxlifetime = 14400
memory limit = 96M
upload max filesize = 128M
post max size = 128M

2. Explicitly set the required timezone in the [Date] section. For example:

[Date]
; Defines the default timezone used by the date functions
date.timezone = "Europe/Amsterdam"

Note: A complete list of available timezones can be found at
http://us3.php.net/manual/en/timezones.php.

Install PHP mbstring module

3. Insert CD #3 and mount it. For example, mount /dev/hdc /mnt/cdrom. Then issue
the following commands:

cd /mnt/cdrom/Server
rpm -Uhv php-mbstring-5.1.6-15.el5.x86 64.rpm

Install PHP GD module (optional, but recommended)

Note: The GD module is required for changing the company logo in the UXinsight
dashboard. Install the RPM from CD #3.

4. Issue the following commands:

cd /mnt/cdrom/Server
rpm -Uhv php-gd-5.1.6-15.el5.x86_ 64.rpm

Install PHP MySQL module

5. Install php-pdo from CD #3 and php-mysqgl from CD #4. Issue the following
commands:

cd /mnt/cdrom/Server
rpm -Uhv php-pdo-5.1.6-5.el5.x86_ 64.rpm
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Remove CD #3, and insert CD #4.
Mount The CD. For example, mount /dev/hdc /mnt/cdrom.
Issue the following commands:

cd /mnt/cdrom/Server
rpm -Uhv php-mysgl-5.1.6-5.el5.x86_ 64.rpm

Install PEAR modules (optional, but recommended)

Note: In order to install Microsoft Excel export support in UXinsight, you will need to
install the PEAR package manager. Install the RPM from CD #4.

10.

11.

12.

Issue the following commands:

cd /mnt/cdrom/Server
rpm -Uhv php-pear-1.4.9-4.noarch.rpm

Download the PEAR::Spreadsheet Excel Writer package from
http://pear.php.net/package/Spreadsheet Excel Write,and the
PEAR::OLE package from http://pear.php.net/package/OLE. Note that
Spreadsheet Excel Writer version 0.9.1 and OLE version 0.6 are required.

Install the modules by issuing the following commands:

pear install OLE-0.6.0.tgz
install ok: channel://pear.php.net/OLE-0.6.0

pear install Spreadsheet Excel Writer-0.9.1.tgz
install ok: channel://pear.php.net/Spreadsheet Excel
Writer-0.9.1

Verify that the modules are installed correctly (directories
/usr/share/pear/SpreadSheeat and /usr/share/pear/OLE should be
present).

Install Zend Optimizer

13.

Go to the directory containing the Zend Optimizer code, unpack the tar file, and run the
Zend optimizer code installer. Accept the license agreement and default paths, and allow
the installer to restart the Apache Webserver. Issue the following commands:

cd /root/UXinsight/ZendOptimizer

tar zxvf ZendOptimizer-3.3.0a-linux-glibc23-x86 64.tar.gz
cd ZendOptimizer-3.3.0a-linux-glibc23-x86 64

./install

Installing the UXinsight software

SNMP (optional, reporter only)

1.

For SNMP trap support, additional RPMs need to be installed from disk #2. Use the
following command:

rpm -Uhv 1m sensors-2.10.0-3.1.x86_64.rpm
From disk #4, use the following command:

rpm -Uhv net-snmp-utils-5.3.1-14.el5.x86 64.rpm
net-snmp-5.3.1-14.el5.x86_64.rpm
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2. You can download the UXinsight MIB definition file through the Reporter interface. This
definition file can be added to the SNMP manager. The procedure for downloading the
MIB file is described in the Oracle Real User Experience Insight User Guide.

Installation UXinsight software

3. Go to the directory which holds the UXinsight software, and install the UXinsight RPM
packages with the following commands:

cd /root/uxinsight/ux44
rpm -Uhv ux-*

4. The ux-gui package contains the Webserver configuration for UXinsight
(/etc/httpd/conf.d/uxinsight.conf). Therefore, the Apache webserver needs
to be restarted with the following command:

/etc/init.d/httpd restart

5. In order to have the Apache webserver always started after a reboot, issue the following
command:

chkconfig httpd on

Symlinking libpcap

6. The ux-collector software package requires the presence of
/usr/1lib64/libpcap. so. By default, this is not present. Create a symlink, as root,
with the following command:

In -s /usr/lib64/libpcap.so.0 /usr/lib64/libpcap.so

Avoiding rsvg warnings

7. UXinsight uses rsvg for graph generation. In order to avoid warnings about a missing
directory, create the empty . gnome directory using the following command:

mkdir /var/www/.gnome2

Configuring Reporter communication (split-server setup only)

A password-less SSH connection must be setup between the Moniforce user from the Reporter
system to each Collector system. Do the following:

1. Logon to the Reporter server as root. Issue the following commands:

su - moniforce
ssh-keygen -P "" (press Enter to accept the defaults).

2. Thefile /home/moniforce/.ssh/id_rsa.pub contains the public key. Copy the
public key id rsa.pub to each Collector’s authorized keys file.

3. Logon as root on each of the Collector systems. Issue the following commands:

su - moniforce

cd ~/.ssh

ssh root@reporter cat /home/moniforce/.ssh/id rsa.pub >>
authorized keys

(you will to specify the Reporter system root password)

chmod 600 authorized keys

4. Check that it is now possible to execute a remote command (as moniforce user) on the
Reporter system without using a password. For example:

. Logon as root on the reporter server.
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e Logon as moniforce user: su - moniforce.

e Execute a remote pwd command: ssh collector pwd.

e Enter yes to the question “Are you sure you want to continue connecting (yes/no)?”.
*  The command should return /home /moniforce.

5. The above steps must be performed for each Collector!

Note: If the connection between the Reporter and the Collector(s) has not been correctly
configured, you will receive an authorization error when the two systems try to connect.

Verify successful installation of UXinsight

Once completion of the Initial Setup Wizard (described in Section "Performing initial
configuration™), you can verify you installation by selecting System > Maintenance >
Software check. This is fully described in Section "Performing software checks" of the Oracle
Real User Experience Insight (UXinsight) User Guide.

Tip: Note that if you prefer that the browser is automatically redirected to the correct path
UXinsight path, create the file /var/www/html/index.html with the following
content:

<head>
<meta http-equiv="REFRESH" content="0;URL=/uxinsight/">
</head>
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Configuring UXinsight

This chapter describes the procedure for initially configuring UXinsight. This task is performed
by the individual within your organization who has been assigned the role of UXinsight
Administrator. For more information about roles, see Section "Understanding user roles" in
the Oracle Real User Experience (UXinsight) User Guide.

In order to get UXinsight up and running, you will need to have prepared the server systems for
UXinsight, and installed the UXinsight software. This is described in Chapter 2. After that, you
are required to perform a basic network configuration (described in Section "Performing initial
configuration™), and then perform some post-installation configuration (described in

Section "Performing post-installation configuration™). This is necessary in order to start
reporting. It includes deciding how pages and users will be identified, and specifying the scope
of monitoring in your network environment. Finally, you will need to extend the predefined
users described in Section "Authorizing initial users”. Note that if you are installing a
split-server configuration, you will need to configure each Collector system. This is described
in Section "Configuring a Collector system".

Warning: The configuration of UXinsight should be discussed with someone with a
detailed knowledge of your organization’s network topology.

Performing initial configuration

In order for UXinsight to start data monitoring and reporting, it must be configured with some
information about your network infrastructure. Once completed, user traffic reporting is
available. Note that this initial configuration can be changed later, as necessary. It is only
intended to provide UXinsight with sufficient information to start real-user monitoring and
reporting.

To perform the initial UXinsight configuration, do the following:

1. Start the Initial setup wizard by pointing your browser at
http://Reporter/uxinsight. The dialog shown in Figure 3-1 appears:
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Figure 3-1 Initial setup wizard dialog.
Initial setup wizard @ ]
Welcome to the initial setup wizard

This wizard will guide you through the basic configuration. To continue,
click Mext,

« Back | Next »| Cancel

Click Next to proceed with configuration. The dialog shown in Figure 3-2 appears:

Figure 3-2 End-user licensing agreement.
Initial setup wizard 6] ]

End-User Licensing Agreement

Flease read the following agreement carefully, and click T accept” o be
bound by &l of the terms and conditions set forth below, If pou do not
Focept these terms and conditions, setup will not continue,

-
UXinsight End-User Licensing Agreement ﬂ

Thizs UXInsight End-User Licensing Agreement
[the "hgreement"™) is made and entered into
between UEZtechnology B.WV. [("UXtechnology™)
or one of its subsidiaries or affiliates
(individually, an "Affiliate™ and
collectively and together with UZtechnology,

. Qi\f "UEL") and you. Please read them. They apply
f\-f o to the Software (&s hereinafter defined).
o The terms also apply to any UXt updates,
ﬁ? supplements, Internet-hased services,
accompanving UXt hardwvare and support LI
1 accept: *

« Back MNext» Cancel

Tick the acceptance check box, and click Next. The dialog shown in Figure 3-3 appears.
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Figure 3-3 Installation type dialog.
Initial setup wizard 6]

Installation type

A Reporter installation performs both data collection and reporting. This is
the default. A Collector installation performs only data collection. This
selection can only be changed later by performing a full system resst. If
in doubt, contact Customer Support for further information.

Installation type: & Reporter
¢ Collector

« Back Next » Cancel

2. Use the radio buttons to select the required installation type. A Reporter system performs
both data collection and reporting, and is the default configuration. A Collector
configuration only performs data monitoring. After making your selection, click Next. The
dialog shown in Figure 3—4 appears.

Warning: Configuration of a UXinsight system as a Collector (that is, as part of a
split-server configuration) is only possible during this initial configuration phase; and this
selection cannot be changed later. You should fully understand the implications of your
selection before proceeding. Also, see Section "Configuring a Collector system™ for
important information about registering the Collector with a Reporter system.

Figure 3-4 Mail setup dialog.
Initial setup wizard 6]

Mail setup

Specify the mail settings to use for outgoing mail. Verify the information is
correct.

Return address: *|postmaster@m0niforce.com

The address to where delivery
problems are reported.

From address: * [pastmaster@manifarce .com

Reply-to address: |

Mail size limit (Kb): *|5000
V_ﬁ? f\‘f This is the maximum message
f\"( size; larger messages are split up.
“
:.\f
ﬁ? Reparter URL: *lhttp:,-‘,-‘moniforce.com

Specify the exact URL required for
mail recipients to connect to this
system.

« Back Next » Cancel

3. Specify the requested information. The email information is used to configure UXinsight’s
interface to your internal network, and will be used for reporting problems. When you have
entered the required information, click Next. The dialog shown in Figure 3-5 appears.
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Figure 3-5 Settings overview dialog.
Initial setup wizard 6] ]
Settings overview

These are the instaliztion seftings that are about o be applied. Flease
verify they are correct before dlicking Mext,

Installation type: Reporter

Return address: support@monifarce.com
Mail size limit (Kb 5000

From address: support@moniforce.com
Reply-to address: Uxsupport@moniforce.com

« Back MNext» Cancel

4. Check that the information specified in the settings overview is correct. You can use Back
and Next to move between dialogs as necessary. When ready, click Next. The dialog
shown in Figure 3-6 appears.

Figure 3-6 Applying settings dialog.
Initial setup wizard 6]
Applying settings
Please wait while the provided settings are being applied.

@ Installation type
@ Data processing
@ Collector service

<« Back Finish Cancel

5. This dialog indicates how far the system has got in applying your specified settings. Note
that, typically, this process takes a maximum of 15 minutes. When finished, click Finish or

Close to close the dialog.

Configuring a Collector system

If you selected a Collector configuration (Figure 3-3), the dialog shown in Figure 3—7 appears
upon completion of applying your specified settings:
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Figure 3—7 Collector information panel.
UXinsight 4.4 alpha 6]

Collector Information Panel

Welcome fo the Collector information panel, Here pou can view the Coflector
Fddress, and the Reporter to which i is registered,
@ System information

IP address: 10.2.1.27
Reporter IP address: « not registered »

ﬁ Reset to factory defaults

As can be seen in Figure 3-7, the Collector has yet to be registered with a Reporter.
To register a Collector to a Reporter system, do the following:

1. Within the Reporter system, select System > Maintenance > Network data collectors.
The Network data collectors window appears.

2. Select Configuration > Register remote Collector. The Register Collector dialog shown
in Figure 3-8 appears.

Figure 3-8 Register Collector dialog.

Reqister Collector @ ®
\\P Add a remote Collector to the
system.
IP address: *|10.2.11.230
Description: Intranet Collector.

Register Cancel

3. Enter the IP address of the Collector. Optionally, you can also specify a brief description of
the attached Collector. When ready, click Register. On return to the Network data
collectors window, the new Collector should be listed.

Resetting a Collector system

As mentioned earlier, it is not possible to select a Collector type installation for a system, and
later change it to a Reporter installation. The only way you can change its installation type is by
resetting the Collector system with the Reset to factory defaults option described in

Section "Resetting the system" of the Oracle Real User Experience Insight (UXinsight) User
Guide. After that, the initial setup wizard would need to be re-run.

Performing post-installation configuration

In order to start reporting, the UXinsight needs certain information about the monitored
network environment. It is important to understand that UXinsight is designed to work within a
wide range of network environments. Therefore, the configuration choices you make will affect
the accuracy and usability of the reported data. It is strongly recommended that you carefully
review the settings described in this section.
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Starting UXinsight
Start UXinsight by pointing your browser at the following URL:

http://Reporter/uxinsight/

The Logon dialog bow shown in Figure 16 appears:

Figure 3-9 Logon dialog box.

Please login [Local]

| Uxinsight
Username: |admin
Password: I*********
H Login

Enter the user name “admin” and the password “installUX”, and click Login.

Specifying the cookie technology

Within UXinsight, session information is based on cookies. Therefore, UXinsight needs to
know and understand the cookie technology (or technologies) your organization is using. The
procedure to configure this is described in Section "Specifying cookie technology" of the
Oracle Real User Experience Insight (UXinsight) User Guide. The structure of supported
cookie technologies is explained in Appendix A of the Oracle Real User Experience Insight
(UXinsight) User Guide.

If cookie information is not available, user tracking is based on visitor IP address. This can lead
to unreliable session information. For example, in the case of users behind a proxy server, all
users coming from that network would be identified as the same user.

Specifying how users are identified

Within UXinsight, user identification is first based on the HTTP Authorization field. After that,
it is derived from the supplied GET/POST argument within URLs. Therefore, if you are using
arguments within URLSs, the item within these used for user identification must be specified in
order to provide reliable results. This is fully described in Section "Identifying users" of the
Oracle Real User Experience Insight (UXinsight) User Guide.

Naming pages

Page identification within UXinsight is based on applications. Essentially, an application is a
collection of Web pages. This is because pages on a website are typically bound to a particular
application. For each page that the system detects, it uses the available application definitions
to assign a name to it. Note that information about any pages that could not be identified using
these definitions is discarded, and, therefore, not available through reports and the data browser.
This is fully described in Section "Naming pages" of the Oracle Real User Experience Insight
(UXinsight) User Guide.

Confirming data collection and logfile processing

At this point, UXinsight should be collecting data from each of its associated Collectors. You
can easily check the status of these Collectors by selecting System > Status > Collector status.
This opens the Network data collectors window. This is fully described in Section "Viewing the
status of the Collectors” of the Oracle Real User Experience Insight (UXinsight) User Guide.
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In addition, you can obtain an overview of the monitored network traffic by selecting System >
Status > Data processing. This screen presents four tabs: Hits, Pages, Sessions, and
Performance. Correct data processing can be checked in this screen by the following
indicators:

»  Hits: these graphs should at least indicate some level of “Hits on identified page” shown
with green bars. If there is no green indication at all, you have probably specified your
applications incorrectly, or have not yet specified your applications.

e Pages: similar rules as hits apply here. Additionally, if you do not see any red or green bars
within the Hits/Pages tabs, the system is not processing any of the collected data at all.
After all, hits and pages will only show green indicators in the bars if there is any
application specified. Hence, pages and hits can be matched to those applications and
reported.

e Sessions: This tab provides a powerful indication of the correctness of your cookie settings
(see Section "Specifying the cookie technology™). Preferably this screen should have at
least 50% - 60% indicated in green. Correct cookie settings are critically important to the
system in order to allow full visitor session tracking.

The use of this facility is fully described in Section "Viewing a traffic summary" of the Oracle
Real User Experience Insight (UXinsight) User Guide.

Specifying the scope of monitoring

Within UXinsight, you control the scope of traffic monitoring by specifying which TCP ports
the SYSTEM should monitor. Obviously, no information is available for non-monitored ports.
In addition, you can restrict monitoring to specific servers and subnets. This is fully described
in Section "Managing the scope of monitoring™ of the Oracle Real User Experience Insight
(UXinsight) User Guide.

Authorizing initial users

In order for users to start working with UXinsight, you will need to authorize the required
users. Only one user, the Administrator, is available after installation. All other required users
must be created and assigned the necessary roles and access permissions. User roles are
described in Section "Understanding user roles" of the Oracle Real User Experience Insight
(UXinsight) User Guide. User creation and management is fully described in

Section "Managing users and permissions" of the Oracle Real User Experience Insight
(UXinsight) User Guide. Note that passwords are case sensitive, while user names are not. It is
recommended that you do not include any diacritic characters, such as u-umlaut.

Table 3—1 Predefined users and roles.

Role User name Password

Administrator admin installUX

Note: It is recommended that you secure the system after your first logon by changing the
password.

Configuring UXinsight  3-7



Authorizing initial users

3-8 Oracle Real User Experience Insight (UXinsight): Installation Guide



A

Troubleshooting

This appendix highlights the most common problems encountered when installing UXinsight,
and offers solutions to locate and correct them. The information in this appendix should be
reviewed before contacting Customer Support.

Support websites

Information on a wide variety of topics is available via the Oracle website
(www.moniforce.com/uxinsight). It is recommended that you visit it regularly for
support announcements.

In addition, detailed technical information is available via the Support website
(www.moniforce.com/uxinsight/support). This includes information about service
pack availability, FAQs, training material, tips and tricks, and the latest version of the product
documentation. A valid user name and password is required to access this website.

Contacting Customer Support

If you experience problems with the installation or configuration of the UXinsight, you can
contact Customer Support. However, before doing so, it is strongly recommended that you
create a Helpdesk report file of your installation. To do so, select System > Configuration >
Helpdesk report. This file contains extended system information that is extremely useful to
Customer Support when handling any issues that you report.

General (non-specific) problems

If you are experiencing problems with the reporting module, or find its interface unstable, it is
recommended that you do the following:

e Clear all content caching within your browser, and re-start your browser.

«  Examine the error log. This is described in Section "Working with the error log" of the
Oracle Real User Experience Insight (UXinsight) User Guide.

»  Select System > Maintenance > Software check to verify the core components of the
UXinsight installation. This is described in more detail in Section "Performing software
checks" of the Oracle Real User Experience Insight (UXinsight) User Guide.

Starting problems
If the system does not seem to start, or does not listen to the correct ports, do the following:

» Restart each Collector service. To do so, select System > Maintenance > Network data
collectors, select each attached Collector, and select the Restart option from the pop-up
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menu. This is described in more detail in Section "Viewing the status of the Collectors" of
the Oracle Real User Experience Insight (UXinsight) User Guide.

»  Review your network filter definitions. This is described in Section "Defining network
filters" of the Oracle Real User Experience Insight (UXinsight) User Guide. In particular,
ensure that no usual network filters have been applied. This is particularly important in the
case of VLANS.

«  Ensure that UXinsight is listening to the correct protocols and ports. This is described in
Section "Managing the scope of monitoring" of the Oracle Real User Experience Insight
(UXinsight) User Guide.

e Verify that the Collector interfaces are up. This is described in the Section "Installing the
Linux operating system".
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Third-party licenses

This appendix contains licensing information about certain third-party products included with
UXinsight 4.4 Unless otherwise specifically noted, all licenses herein are provided for notice
purposes only.

The sections in this appendix describe the following third-party licenses:

»  Apache software license, version 2.0

*  OpenSSL
« PHP

* SpyC

* PEAR

*  Prototype.js

« W3C
+ JSON
* PNET

*  Bitstream Vera Font
e Script.aculo.us
PNGQuant.c

*  Rwpng.c/Rwpng.h

Apache software license, version 2.0
Apache License

Version 2.0, January 2004
http://www.apache.org/licenses/

TERMS AND CONDITIONS FOR USE, REPRODUCTION, AND DISTRIBUTION

1. Definitions. "License" shall mean the terms and conditions for use, reproduction, and
distribution as defined by Sections 1 through 9 of this document.

"Licensor" shall mean the copyright owner or entity authorized by the copyright owner that is
granting the License.

"Legal Entity" shall mean the union of the acting entity and all other entities that control, are
controlled by, or are under common control with that entity. For the purposes of this definition,
"control" means (i) the power, direct or indirect, to cause the direction or management of such
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entity, whether by contract or otherwise, or (ii) ownership of fifty percent (50%) or more of the
outstanding shares, or (iii) beneficial ownership of such entity.

"You" (or "Your") shall mean an individual or Legal Entity exercising permissions granted by
this License.

"Source" form shall mean the preferred form for making modifications, including but not
limited to software source code, documentation source, and configuration files.

"Object" form shall mean any form resulting from mechanical transformation or translation of a
Source form, including but not limited to compiled object code, generated documentation, and
conversions to other media types.

"Work" shall mean the work of authorship, whether in Source or Object form, made available
under the License, as indicated by a copyright notice that is included in or attached to the work
(an example is provided in the Appendix below).

"Derivative Works" shall mean any work, whether in Source or Object form, that is based on

(or derived from) the Work and for which the editorial revisions, annotations, elaborations, or
other modifications represent, as a whole, an original work of authorship. For the purposes of
this License, Derivative Works shall not include works that remain separable from, or merely
link (or bind by name) to the interfaces of, the Work and Derivative Works thereof.

"Contribution” shall mean any work of authorship, including the original version of the Work
and any modifications or additions to that Work or Derivative Works thereof, that is
intentionally submitted to Licensor for inclusion in the Work by the copyright owner or by an
individual or Legal Entity authorized to submit on behalf of the copyright owner. For the
purposes of this definition, "submitted” means any form of electronic, verbal, or written
communication sent to the Licensor or its representatives, including but not limited to
communication on electronic mailing lists, source code control systems, and issue tracking
systems that are managed by, or on behalf of, the Licensor for the purpose of discussing and
improving the Work, but excluding communication that is conspicuously marked or otherwise
designated in writing by the copyright owner as "Not a Contribution."

"Contributor" shall mean Licensor and any individual or Legal Entity on behalf of whom a
Contribution has been received by Licensor and subsequently incorporated within the Work.

2. Grant of Copyright License. Subject to the terms and conditions of this License, each
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge,
royalty-free, irrevocable copyright license to reproduce, prepare Derivative Works of,
publicly display, publicly perform, sublicense, and distribute the Work and such Derivative
Works in Source or Object form.

3. Grant of Patent License. Subject to the terms and conditions of this License, each
Contributor hereby grants to You a perpetual, worldwide, non-exclusive, no-charge,
royalty-free, irrevocable (except as stated in this section) patent license to make, have made,
use, offer to sell, sell, import, and otherwise transfer the Work, where such license applies only
to those patent claims licensable by such Contributor that are necessarily infringed by their
Contribution(s) alone or by combination of their Contribution(s) with the Work to which such
Contribution(s) was submitted. If You institute patent litigation against any entity (including a
cross-claim or counterclaim in a lawsuit) alleging that the Work or a Contribution incorporated
within the Work constitutes direct or contributory patent infringement, then any patent licenses
granted to You under this License for that Work shall terminate as of the date such litigation is
filed.

4. Redistribution. You may reproduce and distribute copies of the Work or Derivative Works
thereof in any medium, with or without modifications, and in Source or Object form, provided
that You meet the following conditions:

* You must give any other recipients of the Work or Derivative Works a copy of this
License; and
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»  You must cause any modified files to carry prominent notices stating that You changed
the files; and

e You must retain, in the Source form of any Derivative Works that You distribute, all
copyright, patent, trademark, and attribution notices from the Source form of the
Work, excluding those notices that do not pertain to any part of the Derivative Works;
and

e Ifthe Work includes a "NOTICE" text file as part of its distribution, then any
Derivative Works that You distribute must include a readable copy of the attribution
notices contained within such NOTICE file, excluding those notices that do not pertain
to any part of the Derivative Works, in at least one of the following places: within a
NOTICE text file distributed as part of the Derivative Works; within the Source form
or documentation, if provided along with the Derivative Works; or, within a display
generated by the Derivative Works, if and wherever such third-party notices normally
appear. The contents of the NOTICE file are for informational purposes only and do
not modify the License. You may add Your own attribution notices within Derivative
Works that You distribute, alongside or as an addendum to the NOTICE text from the
Work, provided that such additional attribution notices cannot be construed as
modifying the License. You may add Your own copyright statement to Your
modifications and may provide additional or different license terms and conditions for
use, reproduction, or distribution of Your modifications, or for any such Derivative
Works as a whole, provided Your use, reproduction, and distribution of the Work
otherwise complies with the conditions stated in this License.

5. Submission of Contributions. Unless You explicitly state otherwise, any Contribution
intentionally submitted for inclusion in the Work by You to the Licensor shall be under the
terms and conditions of this License, without any additional terms or conditions.
Notwithstanding the above, nothing herein shall supersede or modify the terms of any separate
license agreement you may have executed with Licensor regarding such Contributions.

6. Trademarks. This License does not grant permission to use the trade names, trademarks,
service marks, or product names of the Licensor, except as required for reasonable and
customary use in describing the origin of the Work and reproducing the content of the NOTICE
file.

7. Disclaimer of Warranty. Unless required by applicable law or agreed to in writing, Licensor
provides the Work (and each Contributor provides its Contributions) on an "AS I1S" BASIS,
WITHOUT WARRANTIES OR CONDITIONS OF ANY KIND, either express or implied,
including, without limitation, any warranties or conditions of TITLE, NON-INFRINGEMENT,
MERCHANTABILITY, or FITNESS FOR A PARTICULAR PURPOSE. You are solely
responsible for determining the appropriateness of using or redistributing the Work and assume
any risks associated with Your exercise of permissions under this License.

8. Limitation of Liability. In no event and under no legal theory, whether in tort (including
negligence), contract, or otherwise, unless required by applicable law (such as deliberate and
grossly negligent acts) or agreed to in writing, shall any Contributor be liable to You for
damages, including any direct, indirect, special, incidental, or consequential damages of any
character arising as a result of this License or out of the use or inability to use the Work
(including but not limited to damages for loss of goodwill, work stoppage, computer failure or
malfunction, or any and all other commercial damages or losses), even if such Contributor has
been advised of the possibility of such damages.

9. Accepting Warranty or Additional Liability. While redistributing the Work or Derivative
Works thereof, You may choose to offer, and charge a fee for, acceptance of support, warranty,
indemnity, or other liability obligations and/or rights consistent with this License. However, in
accepting such obligations, You may act only on Your own behalf and on Your sole
responsibility, not on behalf of any other Contributor, and only if You agree to indemnify,

Third-party licenses B-3



defend, and hold each Contributor harmless for any liability incurred by, or claims asserted
against, such Contributor by reason of your accepting any such warranty or additional liability.

END OF TERMS AND CONDITIONS
APPENDIX: How to apply the Apache License to your work.

To apply the Apache License to your work, attach the following boilerplate notice, with the
fields enclosed by brackets "[]" replaced with your own identifying information. (Don't include
the brackets!) The text should be enclosed in the appropriate comment syntax for the file
format. We also recommend that a file or class name and description of purpose be included on
the same "printed page" as the copyright notice for easier identification within third-party
archives.

Copyright [yyyy] [name of copyright owner]

Licensed under the Apache License, Version 2.0 (the "License™); you may not use this file
except in compliance with the License. You may obtain a copy of the License at

http://www.apache.org/licenses/LICENSE-2.0

Unless required by applicable law or agreed to in writing, software distributed under the
License is distributed on an "AS IS" BASIS, WITHOUT WARRANTIES OR CONDITIONS
OF ANY KIND, either express or implied. See the License for the specific language governing
permissions and limitations under the License.

OpenSSL
This product includes software developed by the OpenSSL Project for use in the OpenSSL
Toolkit (http://www.openssl.org/).

Copyright © 1998-2007 The OpenSSL Project. All rights reserved.

Copyright © 1995-1998 Eric Young (eay@cryptsoft.com). All rights reserved.

THIS SOFTWARE IS PROVIDED BY THE OPENSSL PROJECT "AS I1S" AND ANY
EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE
IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE OPENSSL PROJECT BE
LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA OR PROFITS; OR
BUSINESS INTERRUPTION) HOWVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

PHP
Copyright © 1999-2006 The PHP Group. All rights reserved.

This product includes PHP software, freely available from http://php.net/software/.

"THIS SOFTWARE IS PROVIDED BY THE PHP DEVELOPMENT TEAM "AS IS" AND
ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO,
THE IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A
PARTICULAR PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE PHP
DEVELOPMENT TEAM BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL,
SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT
LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF
USE, DATA OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND
ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR
TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF
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THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH
DAMAGE."

SpyC
The MIT License
Copyright (c) 2005-2006 Chris Wanstrath

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE."

PEAR

Open Source Initiative OSI - The MIT License: Licensing
The MIT License

Copyright (c) 2001-2006 The PHP Group

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

Prototype.js
Copyright (c) 2005-2007 Sam Stephenson

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
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HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

W3C

Copyright © 2008 World Wide Web Consortium, (Massachusetts Institute of Technology,
Institut National de Recherche en Informatique et en Automatique, Keio University). All Rights
Reserved. http://www.w3.org/Consortium/Legal/

JSON
Copyright (c) 2002 JSON.org

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all copies or
substantial portions of the Software.

The Software shall be used for Good, not Evil.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

PNET
Copyright © 2002, Peter Bozarov All rights reserved.

THIS SOFTWARE IS PROVIDED BY THE AUTHOR "AS IS" AND ANY EXPRESS OR
IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR
PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL THE AUTHOR BE LIABLE FOR
ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR
CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA OR PROFITS; OR
BUSINESS INTERRUPTION) HOWVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

Bitstream Vera Font

Copyright © 2003 by Bitstream, Inc. All rights reserved. Bitstream Vera is a trademark of
Bitstream, Inc.

THIE FONT SOFTWARE IS PROVIDED "AS IS" WITHOUT WARRANTY OF ANY
KIND, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO ANY

WARRANTIES OF MERCHANTABILITY, FITNESS AND NONINFRINGEMENT OF
COPYRIGHT, PATENT, TRADEMARK, OR OTHER RIGHT. IN NO EVENT SHALL
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BITSTREAM OR THE GNOME FOUNDATION BE LIABLE FOR ANY CLAIM,
DAMAGES OR OTHER LIABILITY, INCLUDING GENERAL, SPECIAL, INDIRECT,
INCIDENTAL, OR CONSEQUENTIAL DAMAGES, WHETHER IN AN ACTION OF
CONTRACT, TORT OR OTHERWISE, ARISING FROM, OUT OF THE USE OR
INABILITY TO USE THE FONT SOFWARE OR FROM OTHER DEALINGS IN THE
FONT SOFTWARE.

Script.aculo.us

Copyright (c) 2005 Thomas Fuchs (http://script.aculo.us, http//mir.aculo.us)

Permission is hereby granted, free of charge, to any person obtaining a copy of this software
and associated documentation files (the "Software"), to deal in the Software without restriction,
including without limitation the rights to use, copy, modify, merge, publish, distribute,
sublicense, and/or sell copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND,
EXPRESS OR IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF
MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE AND
NONINFRINGEMENT. IN NO EVENT SHALL THE AUTHORS OR COPYRIGHT
HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER LIABILITY,
WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER
DEALINGS IN THE SOFTWARE.

PNGQuant.c
Copyright (c) 1989, 1991 Jef Poskanzer.
Copyright © 1997, 2000, 2002 by Greg Roelofs; based on an idea by Stefan Schneider.

Permission to use, copy, modify and distribute this software and its documentation for any
purpose and without fee is hereby granted, provided that the above copyright notice appear in
all copies and that both that copyright notice and this permission notice appear in supporting
documentation. This software is provided "as is" without express or implied warranty.

Rwpng.c/Rwpng.h
Copyright © 1998-2002
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