ORACLE

Oracle® Fusion Middleware
Security Overview

11gRelease 1 (11.1.1)
E12889-03

June 2010



Oracle Fusion Middleware Security Overview, 11g Release 1 (11.1.1)
E12889-03

Copyright © 2009, 2010, Oracle and/or its affiliates. All rights reserved.
Primary Author:  Vinaye Misra

Contributors: ~ Stephen Lee, Marc Chanliau, Vikas Jain, Vinay Shukla

This software and related documentation are provided under a license agreement containing restrictions on
use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your
license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license,
transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse
engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is
prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If
you find any errors, please report them to us in writing.

If this software or related documentation is delivered to the U.S. Government or anyone licensing it on
behalf of the U.S. Government, the following notice is applicable:

U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data
delivered to U.S. Government customers are "commercial computer software" or "commercial technical data"
pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As
such, the use, duplication, disclosure, modification, and adaptation shall be subject to the restrictions and
license terms set forth in the applicable Government contract, and, to the extent applicable by the terms of
the Government contract, the additional rights set forth in FAR 52.227-19, Commercial Computer Software
License (December 2007). Oracle USA, Inc., 500 Oracle Parkway, Redwood City, CA 94065.

This software is developed for general use in a variety of information management applications. It is not
developed or intended for use in any inherently dangerous applications, including applications which may
create a risk of personal injury. If you use this software in dangerous applications, then you shall be
responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure the safe use
of this software. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of
this software in dangerous applications.

Oracle is a registered trademark of Oracle Corporation and/or its affiliates. Other names may be trademarks
of their respective owners.

This software and documentation may provide access to or information on content, products, and services
from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all
warranties of any kind with respect to third-party content, products, and services. Oracle Corporation and
its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of
third-party content, products, or services.



Contents

PPEIACE ...ttt ix
AUAIEIICE ...ttt ettt ettt e e e te e ae et e e st e beesseebeesbesbeessesbaesbenseess et e esbeeseenteereenteereenseareas ix
Document Organization ..o s ix
Documentation ACCESSIDILILY .......ccccuiuiimiiiiiiiiiicccece e X
Related DOCUIMENLES .....c.ooovieeiiiieiecieceecteete ettt ettt ettt et e reebe s e ebesbeesbesssessasssassesssensesssensesssessenses X
CONVEINTIONS ...vviitieiieeiieeieeteeste et estteeteesteeebe e steasseeseesssaassaesssaesssansseasssaasseesssesssessseesssasssessassssesnseenseennses Xi

1 Security in Oracle Fusion Middleware

1.1 TermMINOLOZY .....coviiiiiiiciic s 1-1
1.2 Scope of Security in Oracle Fusion Middleware ............cccoovvinnnnnnnnnnnrccceene, 1-8
1.2.1 About Authentication and Single Sign-On ..o 1-8
1.2.2 About Oracle Platform Security SEIvices ..o 1-8
1.2.3 About Security for Oracle SOA SUIte.........cocoirririiiiriiirrre e 1-9
1.2.4 About Security for Oracle WebCenter ..o 1-9
1.3 Oracle Fusion Middleware and the Three-Tier Architecture............cccceceeivivivviinnnnnne. 1-10
1.3.1 Tools for Managing Oracle Fusion Middleware ...........c.ccccocoeuevnnnnnnnnnnnnccnes 1-12

2 About Oracle Platform Security Services

2.1 Overview of Oracle Platform Security Services (OPSS).........cccccooeviiiiieinniiiiiiiiciccnns 2-1
211 Oracle Platform Security Services in Oracle Fusion Middleware ............cccccccueeeec... 2-1
2.1.2 How Applications Can Use Oracle Platform Security Services.........c.cocooeeviviruennnee. 2-2
2.2 Oracle Platform Security Services Architecture ... 2-3
2.3 OVEIVIEW Of SEIVICES ...vveuvivieiiiitieiiereetieteete et etesteetesteessesseessesseessesseessesssesseessessesssesesssensenseenes 2-5
2.3.1 AUTNENTICATION. .....eiiiciieieceeeecteee ettt ettt et st e e e beeaesbeees e beeabeeseeaseeseennas 2-6
2.3.1.1 Authentication Recommendations ...........cecceererierenenientenieneeeeeeese e 2-7
2.3.2 AUTNOTIZATION 1.ttt ettt et e e e e sbe e e e beesbesbeessesbeessesseensesseeneas 2-8
2.3.3 Credential Store FramewWoOTK .........cccovovuiiieiiiiiieiieieeeeeteete ettt ve e 2-9
2.34 User and RoOLIE AP ..ottt sttt e st e s re s e s saesaesraessesssessassnans 2-10
2.3.5 Policy Store and the Policy AP ... 2-10
2.3.6 SINGle SIGN-OM....oiiiiiiiiiii s 2-11
2.3.7 SSL SUPPOIL ittt 2-11
2.3.8 AUAIHNG ..o 2-12
2.3.9 Oracle Security Developer TOOLKit ..o 2-12



3 Developing Secure Applications
3.1 ADF SECUTIEY ....vvieiiiiictiiicetce s 3-1
3.1.1 About Oracle ADF ... 3-1
3.1.2 About Oracle ADF SeCUTity......cccooiiiiiiiiieiiicec e 3-2
3.1.3 Using Oracle ADF SECUTILY .....c.ooruiiiiiiiieiieciei 3-3
3.2 JAVaAEE SeCUTItY ..o 3-5
3.3 End-to-End Security Example.........cooooiiiiiiiiiii e 3-5
4 Infrastructure Hardening
4.1 What is Infrastructure Hardening? ..o 4-1
4.2 KeYSEOTES ...t 4-2
4.3 ENabling SSL......c.ciiiiiiiiiccceceeccee et 4-2
4.4 Port and Environment Management.............cccccoviiiiiiiiciiiicicecc s 4-3
4.5 Password Management ... e 4-4
4.6 LOCKAOWTL ...ttt 4-4
5 Common Security Scenarios and Tasks
5.1 SINGLE SIGN-OMN ... 5-1
5.1.1 Single Sign-On OPtionsS........ccceiirieieiiicieei e 5-1
5.1.2 Deployment SCENATIOS ........ceueiirueieiiicieie ettt 5-1
5.1.2.1 Setting up Oracle SOA or Oracle WebCenter 11g for the First Time.................... 5-2
5.1.2.2 Setting up Oracle SOA or Oracle WebCenter 11g with existing
Oracle Application SEIVET .........cccoiiiiiiiiiiiiiiiiicic s 5-2
5.1.2.3 Setting up 11g Portal, Forms, Reports or DiSCOVer ..........cccoovrieiiiiicnieiiicicieean, 5-2
5.1.2.4 Setting up Oracle SOA or Oracle WebCenter 11g with 11g Portal, Forms,
Reports OF DISCOVET ......covviiiiiiiiiiiiicciccee e 5-2
5.1.2.5 Setting up 11g Oracle Fusion Middleware with Oracle E-Business Suite ........... 5-2
5.1.2.6 Delegating Authentication from Oracle Single Sign-On to
Oracle Access MaNaAGET ........ccccvuiiiiiiniiiiiiiiiiii s 5-2
5.2 Summary of Common Security Tasks ..o 5-3
5.3 Task-Based References ... 5-4
5.3.1 References for Security Tasks During Development.........c.c.coccoeeviiceeinicniiieiccnnennn. 5-5
5.3.2 References for Security Tasks During Deployment............ccccccecueininiicnnnicnnnene 5-5
5.3.3 References for Authentication............cccooviiiiiiiiie 5-7
5.3.4 References for AUthOTIiZation .........cooccirriiiiiiiniecccceec s 5-7
5.35 References fOr SSL ..o 5-7
5.3.6 References for AUIting .........cooeuvvueiiiiiiiiiiici e 5-8
5.3.7 References for Logging and Diagnostics..........ccccovvvvvnnininnnninnnnnccne 5-8
Index






List of Figures

1-
1-
o

vi

1
2
1

Oracle Fusion Middleware and the Three-Tier Model...........cccccccoouiiiinnnnniiininnnnn,
Security in Oracle Fusion Middleware ..........c.ccccocoviinniiniiniiinii
Oracle Platform Security Services Architecture ...........coooooiiiiiiiiiiiice



List of Tables

Oracle Fusion Middleware Security Services .........c.cocooeeueviiinieieiiicicieiicceccee 2-5

2-1
5-1 Common Security TasKs ........coooeueiiiiiiiiiiiice e 5-3

vii



viii



Audience

Preface

This document provides a high level introduction to security in Oracle Fusion
Middleware.

This preface contains these sections:
= Audience

s Document Organization

= Documentation Accessibility

= Related Documents

s Conventions

This document is intended for system architects, security administrators, and
developers who want a road map of security in Oracle Fusion Middleware in 11g
Release 1 (11.1.1).

After reading this document, you are able to:

= become familiar with the broad security landscape in Oracle Fusion Middleware,
including the role and scope of security, and have basic knowledge about where to
find specific information

= learn about Oracle Platform Security Services, which provide the foundation for a
wide range of security features for administrators and developers

= understand common security tasks and where to go for more information on
implementing security tasks

This document is designed primarily to introduce the security capabilities of Oracle
Fusion Middleware in general and Oracle Platform Security Services in particular;
details about the standard security features of Oracle WebLogic Server are not in the
scope of this document.

For more details about security in Oracle WebLogic Server, and how to implement
specific security features see the section titled "Related Documents" and the references
provided in subsequent chapters of this document.

Document Organization

This document is organized as follows:



s Chapter 1, "Security in Oracle Fusion Middleware" explains the scope of security
technologies in Oracle Fusion Middleware using an architecture diagram

s Chapter 2, "About Oracle Platform Security Services" introduces Oracle Platform
Security Services and its key components, and explains the role and features of the
different components

s Chapter 3, "Developing Secure Applications" explains how you can use Oracle
Application Development Framework to develop secure applications

s Chapter 4, "Infrastructure Hardening" takes a high-level look at key aspects of
infrastructure security

s Chapter 5, "Common Security Scenarios and Tasks" describes the most common
security tasks, and where to find information about performing those tasks

Documentation Accessibility

Our goal is to make Oracle products, services, and supporting documentation
accessible to all users, including users that are disabled. To that end, our
documentation includes features that make information available to users of assistive
technology. This documentation is available in HTML format, and contains markup to
facilitate access by the disabled community. Accessibility standards will continue to
evolve over time, and Oracle is actively engaged with other market-leading
technology vendors to address technical obstacles so that our documentation can be
accessible to all of our customers. For more information, visit the Oracle Accessibility
Program Web site at http: //www.oracle.com/accessibility/.

Accessibility of Code Examples in Documentation

Screen readers may not always correctly read the code examples in this document. The
conventions for writing code require that closing braces should appear on an
otherwise empty line; however, some screen readers may not always read a line of text
that consists solely of a bracket or brace.

Accessibility of Links to External Web Sites in Documentation

This documentation may contain links to Web sites of other companies or
organizations that Oracle does not own or control. Oracle neither evaluates nor makes
any representations regarding the accessibility of these Web sites.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http: //www.oracle.com/support/contact.html or visit
http://www.oracle.com/accessibility/support.html if you are hearing
impaired.

Related Documents

For more information, see the following documents in the Oracle 11g Release 1 (11.1.1)
documentation set:

»  Oracle Fusion Middleware Understanding Security for Oracle WebLogic Server
»  Oracle Fusion Middleware Application Security Guide

m  Oracle Fusion Middleware Administrator’s Guide



»  Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development
Framework

Chapter 3, "Common Security Tasks," provides additional references for specific tasks.

Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

xi
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1

Security in Oracle Fusion Middleware

This chapter provides a survey of security capabilities in Oracle Fusion Middleware
and a road map for system administrators and application developers. It contains
these topics:

s Terminology
= Scope of Security in Oracle Fusion Middleware

s Oracle Fusion Middleware and the Three-Tier Architecture

1.1 Terminology

We start by defining some common terms that are used in this document and
throughout the related documents listed in the preface.

Some industry standards, such as SAML, are included for their relevance to later
discussion. The list is not intended to be comprehensive.

Application Life cycle

An application can be provided by Oracle or by a third-party vendor, or it can be
developed in-house. In all cases, applications are designed to run in an application
server environment and to take advantage of Oracle Fusion Middleware features and
capabilities.

The typical life cycle of an application includes these phases:

= development

s deployment

= Migration (Test to Production)

= Upgrade (for example, from Release 10.1.x to Release 11g)

= ongoing maintenance tasks (for example, patching) in a production environment.

Security is an integral part of the application life cycle, although the scope and
implementation details may vary.

For example, at development time user credentials can simply be stored in a file,
whereas a deployed application is generally secured with an identity management
solution using an LDAP directory at the back-end.

Audit

Auditing is a process that measures accountability. In the Identity and Access
Management space, auditing provides reports and the data that shows who accessed
what resources and when.

Security in Oracle Fusion Middleware 1-1
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Authentication
Authentication verifies that the user is who she claims to be. A user’s identity is
verified through the credentials presented by that user, such as:

1. something one has, for example, credentials issued by a trusted authority such as a
passport (real world) or a smart card (IT world),

2. something one knows, for example a shared secret such as a password,
3. something one is, for example, biometric information

A combination of several types of credentials is referred to as "strong" authentication;
an example is the use of an ATM card (something one has) with a PIN or password
(something one knows).

Authorization

Also known as access control, authorization is designed to grant access to specific
resources based on an authenticated user’s entitlements. Entitlements are defined by
one or several attributes. An attribute is the property, characteristic, or role of a user;
for example, if "Raj" is the user, "software engineer" is the attribute (or role).

Authorization is based on the enforcement of access policies; for example, if Raj is
assigned the software engineer role, he can access specific application code.

Credential Store
A credential store is a service that you can use to store passwords to external
applications and systems such as databases or LDAP directories.

In Oracle Fusion Middleware 11g Release 1 (11.1.1), the credential store is either
file-based (Oracle wallet) or an LDAP-based repository for storing credentials such as
passwords.

Development Phase

The development phase is the first stage in the life cycle of an application. During this
phase, developers code the application logic and presentation layers.

Using Oracle Application Development Framework (Oracle ADF), developers can
make use of Oracle ADF’s built-in support for a range of security features.

For details, see:
= Section 3, "Developing Secure Applications"

= Enabling ADF Security in a Fusion Web Application in the Oracle Fusion
Middleware Fusion Developer’s Guide for Oracle Application Development Framework

Deployment Phase

The deployment phase is the second stage in the life cycle of an application. During
this phase, administrators package the application and deploy it to the target
environment (for example, an application server) to enable end user access.

In the deployment phase, administrators typically perform application
role-to-enterprise group mappings. For more information, see

s Deploying JavaEE and Oracle ADF Applications with Fusion Middleware Control

s Section 5.2, "Summary of Common Security Tasks".

Identity Store
An identity store is a trusted store where user identities (users and groups) are kept.

1-2 Oracle Fusion Middleware Security Overview
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In Oracle Fusion Middleware 11¢g Release 1 (11.1.1), the default identity store is an
embedded LDAP store maintained in the Oracle WebLogic Server process suitable for
testing and small-scale deployments only. Enterprise LDAP servers (Oracle Internet
Directory and third-party LDAP directories) are also supported.

See Section 2.3.1, "Authentication" for related information.

Infrastructure Hardening

The infrastructure refers to the full range of system software required to deploy an
application. Infrastructure hardening is the process of applying security to each
component of the infrastructure, including web servers, application servers, identity
and access management solutions, and database systems. Infrastructure hardening is
the basis for end-to-end security across the multiple infrastructure components
involved in a transaction.

Note: In the context of securing Oracle WebLogic Server, this task is
referred to as "lockdown." However, in the broader context of Oracle
Fusion Middleware, it is referred to as infrastructure hardening.

See Also: The WebLogic Security Service provides a powerful and
flexible set of software tools for securing the subsystems and
applications that run on a server instance. For details, see Oracle
Fusion Middleware Developing Web Applications, Servlets, and |SPs for
Oracle WebLogic Server

Java Authentication and Authorization Service (JAAS)
JAAS can be used for two purposes:
= for authentication of users, to reliably and securely determine who is currently

executing Java code, regardless of whether the code is running as an application,
an applet, a bean, or a servlet; and

» for authorization of users to ensure they have the access control rights
(permissions) required to do the actions performed.

For details, see the Java Authentication and Authorization Service (JAAS) Reference
Guide at:

http://java.sun.com/javase/6/docs/technotes/guides/security//Jjaa
s/JAASRefGuide.html

Java Component

A Java component is a peer of a system component, and is managed by the application
server container. Examples include Oracle SOA Suite and Oracle Identity Federation.

Keystore

Objects necessary for SSL communication, including private keys, digital certificates,
and trusted CA certificates are stored in keystores.

Oracle Fusion Middleware provides two types of keystores for keys and certificates:

»  JKS-based keystore and truststore, the default JDK implementation of Java
keystores provided by Sun Microsystems. JKS keystores are used for Oracle
Virtual Directory and other products.
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s Oracle wallet, a container for PKCS#12-based credentials. Oracle wallets are used
for Oracle Internet Directory and other products.

For more information, see Section 4.2, "Keystores".

Oracle Application Development Framework (ADF)

Oracle Application Development Framework (Oracle ADF) is an innovative,
comprehensive Java EE development framework that is directly supported and
enabled by the Oracle JDeveloper 11g development environment.

Oracle ADF simplifies Java EE development by minimizing the code that implements
the application’s infrastructure, allowing the users to focus on the features of the
actual application. Oracle ADF provides these infrastructure implementations as part
of the framework. To recognize a set of run-time services is not enough, Oracle ADF is
also focused on the development experience to provide a visual and declarative
approach to Java EE development through the Oracle JDeveloper 11g development
tool.

Oracle ADF is based upon Oracle Platform Security Services.

Oracle Access Manager (OAM)
Oracle Access Manager is available for both 10g and 11g releases:

»  Oracle Access Manager 10g provides a full range of identity administration and
security functions that include Web single sign-on; user self-service and
self-registration; sophisticated workflow functionality; auditing and access
reporting; policy management; dynamic group management; and delegated
administration.

»  Oracle Access Manager 11¢ provides a full range of web perimeter security
functions that include Web single sign-on; authentication and authorization;
identity assertion; policy administration; and auditing.

Oracle Access Manager 11g differs from Oracle Access Manager 10g in that the
identity administration features, including user self-service and self registration,
sophisticated workflow functionality, dynamic group management, and delegated
identity administration have been transferred to Oracle Identity Manager 11g. At
the same time, Oracle Access Manager 11g provides access control to Oracle
Identity Manager 11g.

See Also: "Oracle Identity Manager".

Oracle Adaptive Access Manager (OAAM)

Rapid growth in online applications and services has brought increasing sophistication
of internet fraud. Threats from Phishing, Pharming, Trojans, Key Logging, and Proxy
Attacks, combined with regulations and mandates (such as FFIEC, HIPAA, PCI)
governing online data privacy, place online security at a premium.

Oracle Adaptive Access Manager provides superior protection for businesses and their
customers through strong yet easy-to-deploy authentication strengthening, multifactor
authentication and proactive, real-time fraud prevention.

Oracle Authorization Policy Manager

Authorization Policy Manager simplifies the creation, configuration, and
administration of application policies by offering user-friendly descriptions of security
artifacts; ability to organize application roles by business or product; and a uniform
graphic interface to manage and edit security artifacts.
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Oracle Directory Server Enterprise Edition

Formerly SUN Directory Server Enterprise Edition, Oracle Directory Server Enterprise
Edition is the best known directory server with proven large deployments in carrier
and enterprise environments. It is also the most supported directory by ISVs, so it is
ideal for heterogeneous environments. ODSEE provides a core directory service with
embedded database, directory proxy, Active Directory (AD) synchronization and a
Web administration console.

See Also: "Oracle Internet Directory"

Oracle Enterprise Manager Fusion Middleware Control

Fusion Middleware Control is a JMX-based GUI management tool provided as part of
Oracle Enterprise Manager.

Oracle Entitlements Server

Oracle Entitlements Server is a fine-grained entitlements management solution that
externalizes and centralizes administration of enterprise entitlements, simplifies
authorization policies, and enforces security decisions in distributed, heterogeneous
applications.

Oracle Entitlements Server secures access to application resources and software
components (such as URLs, E]Bs, and JSPs) and to arbitrary business objects (such as
customer accounts or patient records). Oracle Entitlements Server policies specify
which users, groups, and roles can access application resources, allowing those roles to
be dynamically resolved at run-time.

Through a unique, flexible architecture, Oracle Entitlements Server can also evaluate
specialized attributes to make further, more granular access control decisions. Oracle
Entitlements Server's standalone administration service manages and distributes
complex entitlements policies to policy decision and enforcement points.

These decision points may run in a centralized mode or they can be embedded within
an application - an approach that ensures maximum flexibility and high performance
authorizations for business critical applications.

Oracle Identity Analytics

Oracle Identity Analytics (formerly Sun Role Manager) enables enterprises to engineer
and manage roles and automate critical identity-based controls. Its key features
include a central repository of identity, access and audit data, optimized for complex
analytical queries; automated attestation processes providing a 360-degree view of
users' access; segregation of duties (SoD) enforcement; role lifecycle management; and
various compliance and operational dashboards.

Oracle Identity Federation

Oracle Identity Federation is an industry-leading federation solution providing a
self-contained and flexible multi-protocol federation server that can be rapidly
deployed with your existing identity and access management systems. Support for
leading standards-based protocols ensures interoperability to share identities across
vendors, customers, and business partners without the increased costs of managing,
maintaining, and administering additional identities and credentials.

Oracle Identity Manager

Oracle Identity Manager is a best-in-class user provisioning and administration
solution that automates the process of adding, updating, and deleting user accounts
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from applications and directories; and improves regulatory compliance by providing
granular reports and attestation support to report and certify user access.

Oracle Internet Directory

Oracle Internet Directory is an LDAP v3 compliant directory with meta-directory
capabilities. It is built on the industry leading Oracle database and is fully integrated
into Oracle Fusion Middleware and Oracle Applications. Thus, it is ideally suited for
Oracle environments or enterprises with Oracle database expertise.

Oracle Internet Directory provides security at every level from data in transit to
storage and backups. In addition to LDAP security, it leverages Oracle database
security features like Database Vault and Transparent Data Encryption. Database Vault
enables separation of duty (SOD) while Transparent Data Encryption secures data in
storage and backup.

See Also: "Oracle Directory Server Enterprise Edition"

Oracle Platform Security Services (OPSS)

Oracle Platform Security Services (OPSS) provides enterprise product development
teams, systems integrators (SIs), and independent software vendors (ISVs) with a
standards-based, portable, integrated, enterprise-grade security framework for Java
Standard Edition (Java SE) and Java Enterprise Edition (Java EE) applications.

OPSS provides an abstraction layer in the form of standards-based application
programming interfaces (APIs) that insulate developers from security and identity
management implementation details. In-house developed applications, third-party
applications, and integrated applications all benefit from the same uniform security,
identity management, and audit services across the enterprise.

When they leverage OPSS, developers do not have to know the details of
cryptographic key management or interfaces with user repositories and other identity
management infrastructures.

Oracle Virtual Directory

Oracle Virtual Directory provides identity aggregation and virtualization without
synchronization. It is not LDAP storage, but rather, a virtualization service. Key
features include a single interface for identity, an LDAP interface for non-LDAP data
including databases and Web services, data transformation features, and
application-specific views of data.

For customers who also need directory storage, Oracle Virtual Directory shares a
unified administration and management system with Oracle Internet Directory.

Oracle Web Services Manager

Oracle Web Services Manager is a comprehensive solution for adding policy-driven
best practices to all your existing or new Web services and provides the key security
and management capabilities necessary to deploy Service-Oriented Architectures
across your line-of-business applications.

Oracle Web Services Manager is Oracle Fusion Middleware's policy model, based on
WS-Policy. Oracle Web Services Manager provides security to many Oracle Fusion
Middleware components such as Oracle WebCenter, Oracle ADF, and OSB.

Oracle Web Services Manager allows IT management to centrally define policies that
govern Web services operations (such as access policy, logging policy, and load
balancing), then wrap these policies around Web services without needing to modify
those services.
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Oracle Web Services Manager collects monitoring statistics to ensure quality of service,
uptime, and security threats and displays them in a Web dashboard.

Oracle Wallet

An Oracle wallet is a container that stores credentials such as certificates, trusted
certificates, certificate requests, and private keys. You can store Oracle wallets on the
file system or in LDAP directories such as Oracle Internet Directory. Oracle wallets can
be auto-login or password-protected wallets.

You use an Oracle wallet for the following components:
s Oracle HTTP Server
s Oracle Web Cache

s Oracle Internet Directory

Partner Applications

A partner application is an Oracle Application Server-based application or a
non-Oracle application that delegates the authentication function to the Oracle Single
Sign-On server. A partner application is responsible for determining whether a user
authenticated by Oracle Single Sign-On is authorized to use the application. Examples
of partner applications include Oracle Portal, Oracle Discoverer, and Oracle Delegated
Administration Services.

Security Assertions Markup Language (SAML)

Security Assertions Markup Language (SAML) is an XML-based framework for
exchanging security information over the Internet. SAML enables the exchange of
authentication and authorization information between various security services
systems that otherwise would not be able to interoperate.

Single Sign-On
Single sign-on enables a user to authenticate once and gain access to several
applications without the need to re-authenticate.

System Component

A system component is a manageable process that is not Oracle WebLogic Server.
Examples include Oracle HTTP Server and Oracle Internet Directory.

Web Services Security

Web services security includes authentication and authorization (described above),
confidentiality and privacy (keeping information secret), and integrity / non
repudiation (making sure that a message remains unaltered during transit by having
an authority digitally sign that message; a digital signature also validates the sender
and provides a time stamp ensuring that a transaction cannot be later repudiated by
either the sender or the receiver). Web services security requirements are supported by
industry standards both at the transport level (Secure Socket Layer) and at the
application level relying on XML frameworks, for example XML encryption, XML
signature, and Security Assertion Markup Language (SAML).

eXtensible Access Control Markup Language (XACML)

XACML is a declarative standard for languages that specify both access control policy
and access control request/response requirements.
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1.2 Scope of Security in Oracle Fusion Middleware

By Oracle Fusion Middleware security, we mean the full range of security options
available to applications throughout their life cycle in 11¢ Release 1 (11.1.1). At the
outset it is important to note that, beginning with this release, Oracle WebLogic Server
is the application server for Oracle Fusion Middleware. Existing users can continue to
use the security facilities provided by Oracle WebLogic Server, using the same
configuration tools as before.

Oracle WebLogic Server security is unchanged in 11g Release 1 (11.1.1) and customers
can use existing Oracle WebLogic Server tools for managing base container/JavaEE
security.

See Also: Chapter 5, "Common Security Scenarios and Tasks" for
more information about the different security options in Oracle Fusion
Middleware.

1.2.1 About Authentication and Single Sign-On

Oracle Fusion Middleware supports a range of authentication and single sign-on
options, including:

s Authentication Providers

An authentication provider allows Oracle WebLogic Server to establish trust by
validating a user.

» Identity Assertion Providers

An identity assertion provider is a type of authentication provider that handles
perimeter-based authentication and multiple security protocols and token types.

= Identity Stores
See "Identity Store" for information.

= Support for 10g Oracle Single Sign-On and 10g Oracle Access Manager.

Note: Oracle Access Manager is the prefer