Server User's Guide
Release 2.2
E15444-04
June 2011
Oracle VM Server User's Guide, Release 2.2
E15444-04
Copyright © 2008, 2011, Oracle and/or its affiliates. All rights reserved.
Primary Author: Alison Holloway
Contributing Authors: John Russell, Kurt Hackel, Herbert van den Bergh, Tatyana Bagerman
Contributor: Chris Barclay, Michael Chan, Adam Hawley, Steve Noyes, Keshav Sharma, Honglin Su, Carol Tian, Junjie Wei, Lisa Vaz
This software and related documentation are provided under a license agreement containing restrictions on use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license, transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is prohibited.
The information contained herein is subject to change without notice and is not warranted to be error-free. If you find any errors, please report them to us in writing.
If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it on behalf of the U.S. Government, the following notice is applicable:
U.S. GOVERNMENT RIGHTS Programs, software, databases, and related documentation and technical data delivered to U.S. Government customers are "commercial computer software" or "commercial technical data" pursuant to the applicable Federal Acquisition Regulation and agency-specific supplemental regulations. As such, the use, duplication, disclosure, modification, and adaptation shall be subject to the restrictions and license terms set forth in the applicable Government contract, and, to the extent applicable by the terms of the Government contract, the additional rights set forth in FAR 52.227-19, Commercial Computer Software License (December 2007). Oracle America, Inc., 500 Oracle Parkway, Redwood City, CA 94065.
This software or hardware is developed for general use in a variety of information management applications. It is not developed or intended for use in any inherently dangerous applications, including applications that may create a risk of personal injury. If you use this software or hardware in dangerous applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages caused by use of this software or hardware in dangerous applications.
Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of their respective owners.
Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks are used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD, Opteron, the AMD logo, and the AMD Opteron logo are trademarks or registered trademarks of Advanced Micro Devices. UNIX is a registered trademark of The Open Group.
This software or hardware and documentation may provide access to or information on content, products, and services from third parties. Oracle Corporation and its affiliates are not responsible for and expressly disclaim all warranties of any kind with respect to third-party content, products, and services. Oracle Corporation and its affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of third-party content, products, or services.
The preface contains information on how to use the Oracle VM Server User's Guide. The areas discussed are:
The Oracle VM Server User's Guide is intended for system administrators and end users who want to learn the fundamentals of virtualization and the provision of virtual guest operating systems.
For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
.
Access to Oracle Support
Oracle customers have access to electronic support through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
if you are hearing impaired.
UNIX command syntax appears in monospace
font. The dollar character ($), number sign (#), or percent character (%) are UNIX command prompts. Do not enter them as part of the command. The following command syntax conventions are used in this guide:
Convention | Description |
---|---|
backslash \ | A backslash is the UNIX command continuation character. It is used in command examples that are too long to fit on a single line. Enter the command as displayed (with a backslash) or enter it on a single line without a backslash: dd if=/dev/rdsk/c0t1d0s6 of=/dev/rst0 bs=10b \ count=10000 |
braces { } | Braces indicate required items: .DEFINE {macro1} |
brackets [ ] | Brackets indicate optional items: cvtcrt termname [outfile] |
ellipses ... | Ellipses indicate an arbitrary number of similar items: CHKVAL fieldname value1 value2 ... valueN |
italics | Italic type indicates a variable. Substitute a value for the variable: library_name |
vertical line | | A vertical line indicates a choice within braces or brackets: FILE filesize [K|M] |
For more information, see the following documents in the Oracle VM Release 2.2 documentation set:
You can also get the latest information on Oracle VM by going to the Oracle virtualization Web site:
http://www.oracle.com/virtualization
The following text conventions are used in this document:
Convention | Meaning |
---|---|
boldface | Boldface type indicates graphical user interface elements associated with an action, or terms defined in text or the glossary. |
italic | Italic type indicates book titles, emphasis, or placeholder variables for which you supply particular values. |
monospace | Monospace type indicates commands within a paragraph, URLs, code in examples, text that appears on the screen, or text that you enter. |
This Preface introduces the new features and enhancements of Oracle VM Server. This information is useful to users who have used previous releases of Oracle VM Server. The releases discussed are:
The new features and enhancements in Oracle VM Server Release 2.2.2 include:
/Server/vmpinfo-2.2-3.noarch.rpm
To install the VMPInfo package, copy the RPM to the Oracle VM Server(s) and run the following command to install it:
Running vmpinfo -k
performs a health check on the Oracle VM Server and displays the results on the console.
Running vmpinfo
without parameters generates a comprehensive scan and places the report archive in /tmp/vmpinfo. These archive can then be sent to a remote analyst, transferred to a local workstation for review, or both.
For more details on using the VMPInfo package, display the inbuilt help by running vmpinfo -m
.
Additional information on VMPInfo is also available in the following My Oracle Support Notes:
/opt/ovs-agent-2.3/utils/repos.py -n nfs-server:/mount-point -o NFS-options
For more information on this new parameter, see Section 9.2.2, "Adding a Storage Repository".
The new features and enhancements in Oracle VM Server Release 2.2.1 include:
Simply run the command from the command line:
The new features and enhancements in Oracle VM Server Release 2.2.0 include:
There are no new features in Oracle VM Server Release 2.1.5. A number of software and documentation errata have been fixed.
The new features and enhancements in Oracle VM Server Release 2.1.2 include:
See e100 And e1000 Network Device Emulators in Appendix C, "Guest Configuration" for information on using the e100 and e1000 controllers.
Guest debugger: Includes an optional guest debugger which allows individual guests to be debugged using the standard gdb network protocol. Supports both paravirtualized and hardware virtualized guests. See the documentation installed with Oracle VM Server in the /usr/share/doc/xen/README.gdbsx file for more information.
There are no new features in Oracle VM Server Release 2.1.1.
This Chapter provides introductory information on virtualization. It discusses why you would want to use virtualization, the technology provided, and features of Oracle VM. It contains the following sections:
Virtualization is the ability to run multiple virtual machines on a single piece of hardware. The hardware runs software which enables you to install multiple operating systems which are able to run simultaneously and independently, in their own secure environment, with minimal reduction in performance. Each virtual machine has its own virtual CPU, network interfaces, storage and operating system.
With increased server provisioning in the datacenter, several factors play a role in stifling growth. Increased power and cooling costs, physical space constraints, man power and interconnection complexity all contribute significantly to the cost and feasibility of continued expansion.
Commodity hardware manufacturers have begun to address some of these concerns by shifting their design goals. Rather than focus solely on raw gigahertz performance, manufacturers have enhanced the feature sets of CPUs and chip sets to include lower wattage CPUs, multiple cores per CPU die, advanced power management, and a range of virtualization features. By employing appropriate software to enable these features, several advantages are realized:
The Xen hypervisor is a small, lightweight, software virtual machine monitor, for x86-compatible computers. The Xen hypervisor securely executes multiple virtual machines on one physical system. Each virtual machine has its own guest operating system with almost native performance. The Xen hypervisor was originally created by researchers at Cambridge University, and derived from work done on the Linux kernel.
The Xen hypervisor has been improved and included with Oracle VM Server.
Oracle VM is a platform that provides a fully equipped environment for better leveraging the benefits of virtualization technology. Oracle VM enables you to deploy operating systems and application software within a supported virtualization environment. The components of Oracle VM are:
Figure 1-1, "Oracle VM Architecture" shows the components of Oracle VM.
This book discusses Oracle VM Server, and the Oracle VM Agent. See the Oracle VM Manager Installation Guide and the Oracle VM Manager User's Guide for information on installing, and using Oracle VM Manager, and managing Oracle VM Servers.
This Chapter contains an overview of Oracle VM Server and the underlying hypervisor, the components of virtual machines and domains, and gets you started with the tools to create and manage guests. This Chapter contains:
Oracle VM Server includes an updated version of the underlying Xen™ hypervisor technology, and the Oracle VM Agent. It also includes a Linux kernel with support for a broad array of devices, file systems, and software RAID volume management. The Linux kernel is run as dom0 to manage one or more domU virtual machines, each of which could be Linux or Microsoft Windows. Figure 2-1, "Oracle VM Server" shows the components of Oracle VM Server.
Oracle VM Server is designed so that the hypervisor (also called the Virtual Machine Monitor, or VMM) is the only fully privileged entity in the system, and has an extremely small footprint. It controls only the most basic resources of the system, including CPU and memory usage, privilege checks, and hardware interrupts.
The terms domain, guest and virtual machine are often used interchangeably, but they have subtle differences. A domain is a configurable set of resources, including memory, virtual CPUs, network devices and disk devices, in which virtual machines run. A domain is granted virtual resources and can be started, stopped and restarted independently. A guest is a virtualized operating system running within a domain. A guest operating system may be paravirtualized or hardware virtualized. Multiple guests can run on the same Oracle VM Server. A virtual machine is a guest operating system and its associated application software.
Oracle VM Server guest operating systems may run in one of two modes, paravirtualized or hardware virtualized. In paravirtualized mode, the kernel of the guest operating system is recompiled to be made aware of the virtual environment. This allows the paravirtualized guest to run at near native speed, since most memory, disk and network accesses are optimized for maximum performance.
Figure 2-2 Virtual Machine Architecture
If support for hardware virtualization is available (either Intel VT or AMD-V), the guest operating system may run completely unmodified. This hardware virtualized guest is carefully monitored and trapped by Oracle VM Server when any instruction is executed which would violate the isolation with other guests or dom0. In the current implementation, there may be performance penalty for certain types of guests and access types, but hardware virtualization also allows many Microsoft Windows™ operating systems and legacy operating systems to run unmodified.
Most of the responsibility of hardware detection in a Oracle VM Server environment is passed to the management domain, referred to as domain zero (or dom0). The dom0 kernel is actually a complete Linux kernel with support for a broad array of devices, file systems, and software RAID and volume management. In Oracle VM Server, the dom0 is tasked with providing access to much of the system hardware, creating, destroying and controlling guest operating systems, and presenting those guests with a set of common virtual hardware.
Domains other than the management domain (dom0) are referred to as domU. These domains are unprivileged domains with no direct access to the hardware or device drivers. Each domU is started by Oracle VM Server in dom0.
Oracle VM Server uses paravirtualization, not binary translation. That is, the source code of the operating system is modified to support virtualization.
Binary translation is neither faster, nor slower, than hardware virtualization. Whether binary translation or hardware virtualization is more efficient than paravirtualization depends on the implementation of the binary translation and hardware virtualization, and the applications and operating system running as a guest on the system.
Binary translation and hardware virtualization, is required if you are using an operating system where it is impractical to do paravirtualization, for example, if the source code is not available such as for Microsoft Windows™, or the user base is not large enough to sustain a paravirtualization effort such as for the Linux 2.4.x kernel. In many situations, paravirtualization may perform better than binary translation as operations that cause a hypervisor interaction can be grouped and reused, rather than each event requiring its own hypervisor interaction.
Create virtual machines (guests) using the Oracle VM Server virt-install command-line tool, or using a Virtual Machine Template in Oracle VM Manager. See Chapter 4, "Creating a Guest Virtual Machine" and the Oracle VM Manager User's Guide for more information.
Manage domains using the Oracle VM Server xm command-line tool, or using Oracle VM Manager. See Chapter 5, "Domain Monitoring and Administration" and the Oracle VM Manager User's Guide for more information.
Migrate domains using the xm migrate
command. See Chapter 6, "Domain Live Migration" for more information.
You can configure Oracle VM Server using the configuration file. The configuration file options are available in the /etc/xen/xend-config.sxp file. When you make changes to this file, you must restart Oracle VM Server for the changes to take effect. See Appendix B, "Oracle VM Server Configuration File" for more information on the configuration options.
You can create new Oracle VM Server repositories for storage of ISOs, guest, and live migration. See Chapter 9, "Managing Storage Repositories" for more information.
Oracle VM Manager communicates with Oracle VM Agent to create and manage guests on an Oracle VM Server. Oracle VM Agent is installed and configured during the installation of Oracle VM Server. You do not need to install Oracle VM Agent separately. Oracle VM Agent is installed into:
/opt/ovs-agent-2.3
Oracle VM Agent logs are located in:
/var/log/ovs-agent/
This Chapter discusses the configuration and control of Oracle VM Agent. It contains:
See Appendix D, "Oracle VM Agent Architecture" for more detailed information.
The ovs-agent command-line tool enables you to configure and control Oracle VM Agent. The following sections discuss using the ovs-agent command-line tool. See "ovs-agent" in Appendix A, "Command-Line Tools" for more details on the ovs-agent command-line tool options.
Oracle VM Agent is configured during installation. A default user is created with the username admin, and the password you set during installation.
You can change the default configuration with the Oracle VM Agent configuration script, ovs-agent. To configure Oracle VM Agent:
Enter *
(asterisk) to allow all IP addresses access to the computer. Alternatively, enter a list of IP addresses for computers for which you want to allow access, while restricting all others. The default is to allow all computers to access the computer (*
). For example, to allow access to all IP addresses in the domain 192.168.2.x, enter
Press Enter.
Leave this field empty (does not deny any IP addresses), or enter *
to deny all IP addresses access to the computer. Alternatively, enter a list of IP addresses for which you want to deny access to the computer, while allowing all others. The default is to deny no computers access to the computer.
Press Enter.
Enter the shared disk search path. You should not use the path /dev/mapper/x for multipath devices, only use the path /dev/mpath/x.
Press Enter.
Enter y
to change the Oracle VM Agent password, or N
to continue without changing the password. Press Enter.
Oracle VM Agent is started automatically when the computer starts. To manually start Oracle VM Agent, enter
Oracle VM Agent is started.
Alternatively, if Oracle VM Agent is already running, you can stop and restart it with the command
Oracle VM Agent is stopped, and restarted.
To stop Oracle VM Agent, enter
Oracle VM Agent is stopped.
Note: When Oracle VM Agent is stopped, Oracle VM Manager cannot manage the Oracle VM Server or the guests running on it. |
If you shut down or restart the Oracle VM Agent on an HA-enabled Oracle VM Server on which guests are running you are prompted to:
This Chapter contains information on how to create a guest virtual machine using Oracle VM Server. You can create paravirtualized guests and hardware virtualized guests using a template, or using the command-line tool virt-install. The virt-install tool can be used as an interactive shell, or all parameters can be given at the same time from the command-line. You can enter multiple parameters to the virt-install tool in the format:
virt-install [options]
Appendix A, "Command-Line Tools" lists the virt-install command-line tool parameters.
You can also create guest virtual machines using Oracle VM Manager, and is the recommended method for creating guests. See the Oracle VM Manager User's Guide for information on creating guests with Oracle VM Manager.
Oracle recommends you create paravirtualized guests if possible, as the performance of a paravirtualized guest is superior to that of a hardware virtualized guest.
Before you create a guest virtual machine, you should have access to an installation tree, or a template. You may also need a host IP address, and a hostname.
This Chapter contains:
See the Oracle VM Server Release Notes for a list of the supported guest operating systems you can create.
You cannot create a paravirtualized guest virtual machine from a local hard disk or CD-ROM using either the virt-install command-line tool, or Oracle VM Manager. You can, however, create an installation tree, and mount it as an NFS share. or make it available via HTTP or FTP. For example, to create mount an ISO file and make it available via NFS:
When you create the guest virtual machine, enter the installation location as:
Similarly, to set up an installation tree that can be accessed via HTTP on a computer named example.com, enter
When you create the guest virtual machine, enter the installation location as:
Note: If you have multiple ISO files (CDs), you can mount each ISO file (CD) and copy the contents into a single directory. All the ISO files are then available from the same location. |
You can create a guest using a template. You can also register a template in Oracle VM Manager and use it to create guests. See the Oracle VM Manager User's Guide for information about using templates with Oracle VM Manager.
A template is compressed as a .tgz file. A template must contain the basic guest configuration files, vm.cfg and system.img. Templates are often hosted on an FTP or HTTP server. The following example shows you how to download an Oracle Linux template from an HTTP server, and use it to create a guest.
To create a guest virtual machine from a template:
This creates the following directory structure:
Run the following commands to generate a new MAC address:
vif
to: or
Where 00:16:3E:xx:xx:xx
is the MAC address generated in 6.
Find out the VNC port number by running the following:
This displays the port number assigned to the guest virtual machine's VNC console. There may be more than one line, but there should be a line that looks similar to:
Use the port number (5901 in this example) when connecting to the guest virtual machine using VNC Viewer.
Where hostname is the IP address or host name of the Oracle VM Server, and vnc_port is the port number found out in a.
The guest is created and started.
The following example shows how to create a paravirtualized or hardware virtualized guest using the virt-install command-line tool. This procedure uses an interactive session. You can also pass virt-install parameters at the same time as command-line options. In particular, kickstart options can be passed with:
virt-install -x ks=options
To create a paravirtualized or hardware virtualized guest interactively:
Creating a hardware (fully) virtualized guest enables you to run unmodified operating systems, such as Microsoft Windows. Enter no
to create a paravirtualized guest, or enter yes
to create a hardware virtualized guest. Press Enter.
This is the label that identifies the guest. It is used as the guest's configuration file name and stored as /etc/xen/name. This label is also used with a number of xm commands. Enter the name of the guest, for example enter
The configuration file is created. Press Enter.
You are prompted to enter the RAM size to be allocated to the guest. RAM is allocated solely to the guest, and not taken from dom0. To check the amount of RAM available on your computer, run the xm info
command and review the free_memory
column. Free memory is displayed in Megabytes. This is the total amount of RAM that can be allocated to guests. Enter the amount of RAM to be allocated for the guest in Megabytes, for example, enter
Press Enter.
The guest sees the disk storage allocated in virt-install as a single virtual hard disk, analogous to a physical hard disk. This appears as hda and can be partitioned and managed in the guest exactly as if it were regular physical hardware. Enter the absolute local path and file name of the file to serve as the disk image for the guest, for example, enter
This is exported as a full disk to your guest. Press Enter.
Enter the size of the virtual disk for the guest in Gigabytes. For the purpose of this example, enter 8 Gigabytes. For example, enter
Press Enter.
The following question is displayed:
Graphics support determines whether a virtual graphics card is available to the guest. If you are creating a hardware virtualized guest, you should always answer yes
to this question. If you are creating a paravirtualized guest, you can answer yes
, or no
. Press Enter.
This is the path to an Oracle Linux installation tree, in the format used by Anaconda. NFS, FTP, and HTTP locations are supported. For example:
Enter the path to an installation tree, for example
Press Enter.
Note: The installation location must be a location on the network. It is not possible to perform the installation from a local disk or CD-ROM. See Section 4.2, "Creating an Installation Tree". |
This is the path to an ISO file on the file system on dom0. For example:
Press Enter.
Note: NFS, FTP and HTTP locations are not supported. Do not mount the ISO file, virt-install will mount the ISO file and begin the installation from it. |
The guest operating system installer starts. If you enabled graphics support in 7, a VNC window is displayed and the graphical installer is displayed. If you did not enable graphics support, a text-based installer is displayed. For example, a text-based installation of Oracle Linux displays:
Figure 4-1 Text-based Installer Screen
Follow the prompts to complete the guest operating system installation.
To manually create a paravirtualized guest:
To create the root file system:
Select one of the following options to create the root file system.
Create a disk partition for the guest root.
Make a file system on the partition.
A particularly appealing solution is to use a Logical Volume Manager (LVM) volume as backing for a guest file system, as this allows dynamic growing and shrinking of volumes, snapshots, and other features.
To initialize a partition to support LVM volumes, enter
Create a volume group named vg on the physical partition:
Create a logical volume of 4 Gigabytes named myvmdisk1:
You now have a /dev/vg/myvmdisk1. Make a file system on the partition:
To create a 4 Gigabyte file-backed virtual block device, enter
Make a file system in the disk file:
The tool requests that you confirm the creation of the file system. Enter y
to confirm the creation of the file system.
The root file system for the guest may be populated in a number of ways:
Copy the root file system from dom0 to domU:
If your computer is a 64 bit computer, enter
Then continue for all computers:
After you create the root file system for the guest, modify the guest configuration files to reflect its configuration. For example, update /etc/hosts, /etc/fstab and any network configuration files.
Modify the following guest configuration files to configure the guest:
/dev/hda1 is the root of domU as set up in the configuration file.
GATEWAY is the same value as dom0.
Hostname is the name of the virtual machine, for example, mycomputer.example.com. Make sure the name you use is unique and not being used by another machine.
The NETMASK and BROADCAST address must match the corresponding network interface in dom0.
HWADDR is same as the MAC address vif.
IPADDR is the same as in the /mnt/etc/hosts file.
The guest virtual machine is created and running.
To create a hardware virtualized guest manually:
See Appendix C, "Guest Configuration" for a more configuration file examples.
GATEWAY is same as dom0.
Hostname is the name of the virtual machine, for example, mycomputer.example.com. Make sure the name you use is unique and not being used by another computer.
Use the same MAC address as you use for the vif. If more than one MAC address is exported to the guest operating system, you must configure more network interfaces, for example, eth1, eth2.
The NETMASK and BROADCAST address must match the corresponding network interface in dom0.
HWADDR is same as the MAC address in vif.
IPADDR is as in the /mnt/etc/hosts file.
The /etc/fstab file does not require modification with a hardware virtualized guest. Hardware virtualized guests boot as a normal operating system. It reads the partition table as usual at boot time.
The guest is displayed.
You may want to convert a hardware virtualized guest to a paravirtualized guest. This example uses Oracle Enterprise Linux 4 Update 5 as it does not support a direct installation as a paravirtualized guest, and paravirtual drivers are available for this operating system. This procedure gives an example of installing Oracle Enterprise Linux as a hardware virtualized guest, then converting it to a paravirtualized guest.
To create an Oracle Enterprise Linux 4, Update 5, paravirtualized guest:
If you see this error message:
You must run VNCViewer to reconnect to the guest console:
Installation type: Server
Package selection: Default.
Partition layout type: Make sure the guest has a single root partition. Do not configure the virtual disk using LVM. Do not create a swap partition, or other partitions mounted at other locations such as /usr or /boot.
Firewall: Disable.
SELinux: Disable.
Network: Configure the network settings for either DHCP or a fixed IP address.
Copy the domU kernel for Oracle Enterprise Linux 4 Update 5, which can be found in the directory extra_kernels/EL4U5PV_64 on the Oracle VM Server installation CD-ROM, to the guest:
The hardware configuration is displayed.
Shut down the guest.
Take note of the HWaddr (MAC address).
Replace xx:xx:xx:xx:xx:xx with the actual MAC address reported by the ifconfig command in the guest.
Replace xx:xx:xx:xx:xx:xx with the actual MAC address reported by the ifconfig command in the guest.
The guest is now ready for use.
For optimized performance, you can install paravirtualized drivers on hardware virtualized guests. Paravirtual drivers are optimized and improve the performance of the operating system in a guest virtual machine.
Installing Oracle Linux Release 4 Update 4 as a hardware virtualized guest may require that you install paravirtual drivers for your hardware. This section lists the steps for installing these paravirtual drivers.
To install the paravirtual drivers for Windows operating systems, see the Oracle VM Windows Paravirtual Drivers Installation Guide.
To install paravirtual drivers for Oracle Linux guest operating systems:
Search for package name kmod-xenpv-kernel_type. For example, if you are running the hugemem kernel in the guest, install the drivers with:
or
or
This Chapter contains information on the Oracle VM Server domain lifecycle, monitoring and administration. It contains:
You can use Oracle VM Manager to monitor domains running on Oracle VM Server, or you can use the xm command. Using Oracle VM Manager is the recommended method of managing domains. See the Oracle VM Manager User's Guide for information on using Oracle VM Manager to manage domains (virtual machines).
There are a number of states in which a domain may exist. They are:
A start operation can take the domain from the stopped (powered down) state to the paused state, or the running state. From the running state, a suspend action takes the domain to the suspended state, and a resume operation takes it back to the running state. The transition to and from the suspended state could also happen from the paused state.
A domain in the running state could go to the paused state through the pause command, and return to the running state by the resume command. A domain in the running state could transition into the stopped state through a clean, or hard shut down.
You can create, destroy, manage and migrate domains using the xm command-line interface. You can enter parameters to the xm command-line tool in the format:
xm [option] [argument]
For example, to pause a domain called mydomain, enter
See "xm" in Appendix A, "Command-Line Tools" for detailed information on the xm command-line interface.
The xm top
command performs real time monitoring of domain loads on a host. The xm top
command displays the following information:
For example, an xm top
command displays output similar to:
Figure 5-1 Example xm top Command Output
Note that the format of each line of output wraps over two lines.
This Chapter discusses live migration of domains to other, identical computers. You must use identical computers to perform live migrations, that is, the computer make and model number must be identical.
To perform live migration of domains, you must attach the same shared storage at identical mount points to all hosts within the server pool before you can complete the migration. You can use OCFS2- or NFS-based external storage as shared storage, and create a storage repository for this purpose. This Chapter contains:
If you want to perform live migration of domains to other, identical, computers, you must create external storage to be used as shared storage during the live migration, then create a storage repository. See Section 8.1, "Preparing External Storage" and Section 8.2, "Preparing a Storage Repository" for information on creating the shared storage and storage repository.
You can use Oracle VM Manager to migrate a domain. See the Oracle VM Manager User's Guide for information on migrating domains using Oracle VM Manager. Alternatively, you can migrate a domain from the command line on an Oracle VM Server.
To migrate a domain from the Oracle VM Server command line, on the Oracle VM Server that contains the domain, migrate the domain to the remote computer with the following command:
The domain is migrated to the remote computer.
To perform live migration of the domain, use the command:
This Chapter discusses implementing High Availability (HA) fail over for server pools and guests in Oracle VM. This Chapter contains:
You can manage HA of server pools and guests using Oracle VM Manager. See the Oracle VM Manager User's Guide for information on managing HA using Oracle VM Manager.
You can set up HA in Oracle VM to guarantee the availability of guests if the Virtual Machine Server they are running on fails or restarts. When a Virtual Machine Server is restarted or shut down, the guests running on it are either restarted on, or migrated to, another Virtual Machine Server.
You can manage HA with Oracle VM Manager. To implement HA, you must create a server pool (a cluster of Virtual Machine Servers) and have them managed by Oracle VM Manager. HA cannot be implemented with a stand-alone Oracle VM Server.
To use HA, you must first enable HA on the server pool, then on all guests, as shown in Figure 7-1, "Enabling HA". If you enable HA in the server pool and then for guests, when a Virtual Machine Server is shut down or fails, the guests are migrated or restarted on another available Virtual Machine Server. HA must be enabled for both the server pool and for guests. If HA is not enabled for both, HA is disabled.
If HA is enabled, when you restart, shut down, or delete the Virtual Machine Server in Oracle VM Manager, you are prompted to migrate the running guests to another available Virtual Machine Server. If you do not migrate the running guests, Oracle VM Agent attempts to find an available Virtual Machine Server on which to restart the guests. The Virtual Machine Server is selected using the Preferred Server setting for the server pool when you create a guest in Oracle VM Manager:
If you do not select a preferred Oracle VM Server when creating a guest in Oracle VM Manager, Auto is set as the default.
If there is no preferred Virtual Machine Server or Virtual Machine Server available, the guests shut down (Power Off) and are restarted when a Virtual Machine Server becomes available.
If the Server Pool Master fails, another Oracle VM Server is selected from the server pool to act as the Server Pool Master. The Oracle VM Server chosen to take over the Server Pool Master role is the first Oracle VM Server available to take the lock. To use the Server Pool Master fail over feature, you should make sure the Oracle VM Agent password is identical on all Oracle VM Servers in the server pool.
You can also dynamically change the Oracle VM Server which acts as the Server Pool Master without causing any outages.
If the Server Pool Master also performs the Utility Server role, and it fails, the Utility Server role is not moved to another Oracle VM Server. If you want fail over for the Utility Server role, make sure you set up more than one Utility Server in the server pool.
The possible HA scenarios are:
Figure 7-2, "HA in effect for a Virtual Machine Server failure" shows a Virtual Machine Server failing and the guests restarting on other Virtual Machine Servers in the server pool.
Figure 7-3, "HA in effect for a Virtual Machine Server restart or shut down" shows a Virtual Machine Server restarting or shutting down and the guests migrating to other Virtual Machine Servers in the server pool.
To enable HA, you must first make sure all Virtual Machine Servers in the server pool:
If you have created multiple storage repositories and set the cluster root from the Server Pool Master (see Section 9.2.5, "Setting the Cluster Root"), when you create a server pool from Oracle VM Manager, the cluster root storage repository is automatically mounted to /var/ovs/mount/root_sr_uuid and linked to the /OVS directory. Non-cluster root storage repositories are mounted to the /var/ovs/mount/other_non_cluster_root_uuid/ directory. All storage repositories are automatically propagated and mounted to other nodes in the server pool (cluster).
The following sections describe how to perform the configuration required to enable HA.
If you want to enable HA, you must create external storage to be used as shared storage for the server pool, then create a storage repository. See Section 8.1, "Preparing External Storage" and Section 8.2, "Preparing a Storage Repository" for information on creating the shared storage and storage repository.
After you have created the storage repository, you must enable HA in the server pool and on guests. To enable HA:
If the server pool already exists, enable HA on the server pool. If the server pool does not exist, create the server pool and enable HA when you create it. See the Oracle VM Manager User's Guide for information on setting up HA using Oracle VM Manager.
The server pool set up is verified and any errors are displayed in Oracle VM Manager. If there are no errors, the Oracle VM Agent on the Server Pool Master automatically mounts the storage repository set as the cluster root, and any other storage repositories, on each Oracle VM Server in the server pool (the cluster). When an Oracle VM Agent is started in the server pool, this propagation is repeated for that Oracle VM Server.
The shared storage and cluster is configured, and the server pool is HA enabled.
HA is enabled on the server pool and guests.
Oracle VM uses the concept of storage repositories to define where Oracle VM resources may reside in a server pool. Resources include guest virtual machines, virtual machines templates (guest seed images), ISO images, shared virtual disks, and so on.
A storage repository is required for High Availability (HA) fail over, and for live migration of domains.
A storage repository should be set up using external storage based on any of the following technologies:
To enable HA or live migration, you must make sure all Oracle VM Servers:
If you used the default /OVS partition during installation, and you have only one Oracle VM Server in your server pool, you do not need to create a storage repository. If you want to add more Oracle VM Servers to your server pool, you must create a storage repository and remove the local /OVS partition created during installation.
If you have only one Oracle VM Server in your server pool, but want to use iSCSI, SAN or NFS-based storage for your guest domains, you must create a storage repository, even though it will not be shared.
You prepare the external storage and storage repository at the Oracle VM Server command line, and then use Oracle VM Manager to create a server pool, and propagate the storage repository to all Oracle VM Servers in the server pool.
You can also manage the HA of server pools and guests, and live migration of domains, using Oracle VM Manager. See the Oracle VM Manager User's Guide for more information.
This Chapter discusses preparing external storage, and storage repositories to be used in Oracle VM Manager to create server pools, and contains:
If you want to enable HA, or perform live migration of domains to other, identical, computers, you must first create external storage, and then create a storage repository to be used in the server pool.
When you create a server pool in Oracle VM Manager, the external storage is automatically mounted on each Oracle VM Server in the server pool (the cluster). Similarly, when an Oracle VM Server in the server pool is restarted, the external storage is automatically mounted. Make sure the external storage is available to the Oracle VM Servers in the server pool so it can be automatically mounted when an Oracle VM Server is restarted.
This section discusses:
When you have prepared the external storage, prepare the storage repository. See Section 8.2, "Preparing a Storage Repository" for information on preparing a storage repository.
To prepare external storage to be used in a storage repository using OCFS2 on iSCSI:
This command returns output similar to:
Alternatively, if the external storage is more than 2 TB, use the gparted utility to create a BIOS boot partition (GPT):
The -Tdatafiles
parameter makes mkfs.ocfs2 use a large cluster size. The size chosen depends on the device size.
Add an additional parameter, --fs-features=local
, if you are not mounting the volume in the server pool (cluster).
The -N8
parameter allocates 8 slots to allow that many nodes to mount the file system concurrently. Increase the number if the server pool has (or will have) greater than 8 nodes. It is recommended that you have at least 8 slots, even for a local file system. Creating slots for a local file system allows users to easily cluster-enable the shared volume later.
For more information on using OCFS2, see the OCFS2 documentation online at:
http://oss.oracle.com/projects/ocfs2/documentation/v1.4/
http://oss.oracle.com/projects/ocfs2-tools/documentation/v1.4/
When you have prepared the external storage, prepare the storage repository. See Section 8.2, "Preparing a Storage Repository" for information on preparing a storage repository.
To prepare external storage to be used in a storage repository using OCFS2 on SAN:
Alternatively, if the external storage is more than 2 TB, use the gparted utility to create a GPT partition:
The -Tdatafiles
parameter makes mkfs.ocfs2 use a large cluster size. The size chosen depends on the device size.
Add an additional parameter, --fs-features=local
, if you are not mounting the volume in the server pool.
The -N8
parameter allocates 8 slots to allow that many nodes to mount the file system concurrently. Increase the number if the server pool has (or will have) greater than 8 nodes. It is recommended that you have at least 8 slots, even for a local file system. Creating slots for a local file system allows users to easily cluster-enable the shared volume later.
For more information on using OCFS2, see the OCFS2 documentation online at:
http://oss.oracle.com/projects/ocfs2/documentation/v1.4/
http://oss.oracle.com/projects/ocfs2-tools/documentation/v1.4/
When you have prepared the external storage, prepare the storage repository. See Section 8.2, "Preparing a Storage Repository" for information preparing a storage repository.
To prepare external storage to be used in a storage repository using NFS, find an NFS mount point to use. This example uses the mount point:
When you have identified an NFS mount point to use for the external storage, prepare the storage repository. See Section 8.2, "Preparing a Storage Repository" for information on preparing a storage repository.
In addition to preparing external storage for a server pool, you must also prepare a storage repository. The storage repository is used to host the resources used in the server pool, such as guest virtual machines and shared virtual disks.
The storage repository is used by Oracle VM Manager when you create a server pool and is automatically propagated to all Virtual Machine Servers in the server pool.
Creating a server pool ensures the safety of guest data, and protects from runaway nodes which may become unreachable. Oracle VM Servers in a server pool are in a cluster and have built-in rules and restrictions which are more stringent than unclustered Oracle VM Servers, for example, Quorum is needed and may require restarting one or more Oracle VM Servers to preserve the cluster under rare circumstances.
You can create a server pool using NFS- or OCFS2-based external storage. You must have at least one storage repository created and ready to use before you create a server pool. To prepare external storage for use in a storage repository, see Section 8.1, "Preparing External Storage".
Before you create a storage repository, make sure that every Oracle VM Server in the server pool has been correctly configured:
To prepare a storage repository for use in Oracle VM Manager when a server pool is created:
/opt/ovs-agent-2.3/utils/repos.py -n storage_location
For example, for an NFS set up, you might use something similar to:
Or for an OCFS2 using iSCSI or SAN set up, you might use something similar to:
repos.py -n
command from the previous step displays the UUID of the storage repository you created. You need this UUID to set the cluster root. Copy the UUID for the storage repository you want to use as the cluster root. For more detailed information on using the repos.py script, see Section 9.2, "Managing Storage Repositories".
The external storage and storage repository are configured and ready to use.
Log in to Oracle VM Manager and create a server pool. The storage repository is automatically propagated and the external storage mounted on all Virtual Machine Servers in the server pool.
Note: If you use Oracle VM Manager to create a server pool, you do not need to use therepos.py -i command to initialize the storage repository. Oracle VM Agent automatically mounts the shared storage on each Virtual Machine Server in the server pool. |
This Chapter contains information on managing Oracle VM Server storage repositories. It contains:
When you create a server pool in Oracle VM Manager, the storage repository is automatically mounted with the source type, for example, NFS or OCFS2. The storage repository directory structure is also automatically created under the /OVS directory on the storage repository. These directories are listed in Table 9-1, "/OVS Directory Contents".
Table 9-1 /OVS Directory Contents
Directory Name | Description |
---|---|
Contains ISO files imported using Oracle VM Manager. | |
Contains guest virtual machines deployed as public. | |
Contains guest virtual machine templates. | |
Contains shared virtual disks. | |
Contains virtual machine images and configuration files. |
The /OVS directory is the cluster root and is a symbolic link mounted to the /var/ovs/mount/uuid directory. For example, the mount command might display something similar to:
And the ls command might display something similar to:
Storage repositories are managed by Oracle VM Agent. When you create a storage repository, Oracle VM Agent saves the configuration information in the Oracle VM Agent database. You can have multiple storage repositories for Oracle VM resources.
If you create a server pool using Oracle VM Manager, the storage repository is automatically propagated to the other nodes (Virtual Machine Servers) in the server pool (cluster).
You can manage storage repositories using the /opt/ovs-agent-2.3/utils/repos.py script. The repos.py script should be run on the Server Pool Master.
The repos.py script options are discussed in this section. The script has commands for:
The repos.py script also contains a function to display help on the script parameters. To display the full list of options for the repos.py script, enter
/opt/ovs-agent-2.3/utils/repos.py [-h | --help]
You can list all the storage repositories with the repos.py script. The script takes the following parameters to list the storage repositories:
/opt/ovs-agent-2.3/utils/repos.py [-l | --list]
Lists the storage repositories.
The output format used to list the repositories is:
[* | Del | New | R] uuid => source
The status of the storage repository. The status be may empty, or one of:
The UUID (Universally Unique Identifier) of the storage repository.
The block device or path to the file system used for the storage repository.
For example, to list the storage repositories, enter
In this example, the output contains two storage repositories, the second being the default storage repository which is set as the cluster root:
You can add a file system or shared virtual disk as a storage repository using the repos.py script. The script identifies the file system or shared virtual disk as a storage repository and updates the storage repository configuration in the Oracle VM Agent database to enable it. You can use this command to create one or more storage repositories. The script takes the following parameters to add a storage repository:
/opt/ovs-agent-2.3/utils/repos.py [-n | --new] storage [-o NFS-options]
Adds the storage repository.
The block device path to the file system to be added.
The NFS mount options to use. You should only use this parameter for NFS-based storage.
If you add an additional storage repository to an existing server pool, you must initialize it to create the storage repository directories, and mount it on all the nodes in the server pool (cluster). To initialize the storage repositories, see Section 9.2.4, "Initializing the Storage Repositories".
For example, to create a storage repository, on the Server Pool Master enter
In this example, the output displays the storage repository, which is marked as new:
In the following example, an NFS mount is used to create the repository and the NFS mount options passed in.
You can remove a storage repository using the repos.py script. If the storage repository is mounted, it is automatically unmounted before it is deleted. Deleting a storage repository that is set as the cluster root causes the cluster configuration to be removed. The script takes the following parameters to delete a storage repository:
/opt/ovs-agent-2.3/utils/repos.py [-d | --delete] uuid
Removes the storage repository.
The UUID (Universally Unique Identifier) of the storage repository.
If you delete a storage repository from an existing server pool, you must initialize any remaining storage repositories. To initialize the storage repositories, see Section 9.2.4, "Initializing the Storage Repositories".
For example, to delete a storage repository, on the Server Pool Master enter
In this example, the output displays the storage repository, which is marked as deleted:
Initializing the storage repositories creates the storage repository directories, and mounts them on all the nodes in the server pool (cluster).
You should initialize the storage repositories if you make any changes to existing storage repositories, such as adding, deleting or changing the cluster root.
Note: If you use Oracle VM Manager to create a server pool, you do not need to initialize the storage repositories. Oracle VM Agent automatically mounts the shared storage on each Virtual Machine Server in the server pool. |
The script takes the following parameters to initialize the storage repositories:
/opt/ovs-agent-2.3/utils/repos.py [-i | --init]
Initializes the storage repositories by creating the storage repository directories, if required, and mounting them on all nodes in the server pool (cluster).
For example, to initialize the storage repositories, on the Server Pool Master enter
If you have multiple storage repositories, you can select one storage repository as the cluster root in a server pool (cluster). Alternatively, if you have only one Oracle VM Server in the server pool, you can select your local disk as the storage repository and set it as the cluster root. The script takes the following parameters to set a storage repository as the cluster root:
/opt/ovs-agent-2.3/utils/repos.py [-r | --root] uuid
Sets a storage repository as the cluster root.
The UUID (Universally Unique Identifier) of the storage repository.
If you change the cluster root from one storage repository to another in an existing server pool, you must initialize the storage repositories. To initialize the storage repositories, see Section 9.2.4, "Initializing the Storage Repositories".
For example, to set a storage repository as the cluster root, on the Server Pool Master enter
In this example, the output displays the storage repository, which is marked as the cluster root:
This Chapter discusses creating hardware virtualized guest images from existing physical computers running Linux or Windows, and converting non-Oracle VM virtual machines to Oracle VM guest images. This Chapter contains:
You can import and manage guest images in Oracle VM Manager. See the Oracle VM Manager User's Guide for information on importing and managing guest images in Oracle VM Manager.
You can convert a Linux or Windows computer to an Oracle VM hardware virtualized guest image using the Physical to Virtual (P2V) conversion utility. The P2V utility is included on the Oracle VM Server CD. The operating system must be one of the Oracle VM supported guest operating systems. See the Oracle VM Server Release Notes for a list of the supported guest operating systems. The host computer must also have a CPU that supports PAE (Physical Address Extension).
The P2V conversion process creates a virtual machine configuration file (vm.cfg), allows you to make some modifications in terms of sizing of the virtual machine hardware, and then replicates the physical image and transfers it over the network to the server pool's repository using Oracle VM Manager. The image on your physical computer is not changed in any way.
The P2V utility converts disks on the computer to virtual disk images. The first four virtual disk images are created as IDE disks (hda, hdb, hdc, and hdd) on the guest, using the original disk names. Up to seven additional disks are created as SCSI devices (sda, sdb, sdc, and so on). The disk entries in the vm.cfg file look similar to:
The hardware virtualized guest created by the P2V utility must have it's own network configuration. If you use the same network configuration as the original computer, a network clash may occur as two computers on the network may have the same IP and MAC address. When the guest is started, make sure Kudzu detects the network device and configures the new network device.
You can run the P2V utility interactively, or as an automated process using a kickstart configuration file. When you use the P2V utility with a kickstart file, no user intervention is required.
When you use the P2V utility interactively, you are prompted for all required information. To create an Oracle VM guest image of a computer using the P2V utility interactively:
Insert the Oracle VM Server CDROM into your CDROM drive.
Figure 10-1 Oracle VM Server Installation Screen
At the boot:
prompt, enter:
Press Enter.
Figure 10-2 CD Found Screen
If you want to make sure the CDROM is error free, you can have the installer test it for errors. To test the CDROM, select OK and press Enter. The CDROM is tested and any errors are reported.
To skip media testing and continue with the installation, select Skip and press Enter.
Figure 10-3 P2V Network Configuration Screen
Select your ethernet driver from the list displayed.
If your computer uses DHCP to assign its IP address, select Automatically obtain via DHCP.
If your computer uses a static IP address, select Manually configure, and enter the IP address and netmask, gateway, domain and nameserver for your computer.
Select OK and press Enter.
Figure 10-4 Disk Selection Screen
Select the disk partition(s) on the computer to include in the guest image. Select OK and press Enter.
Figure 10-5 Other Parameters for VM Screen
Enter information about the guest image for:
Select OK and press Enter.
Figure 10-6 Web Server Screen
Log in to Oracle VM Manager and import the guest using the P2V feature. See the Oracle VM Manager User's Guide for information on importing P2V guest images.
Press Control+Alt+Delete to terminate the P2V utility on the computer. Remove the Oracle VM Server CDROM from your CDROM drive. Restart the computer.
The guest image is created and transferred to the server pool's repository as a hardware virtualized guest template.
You can use a kickstart file to automate the creation of a guest image of a physical computer using the P2V utility. When you use the P2V utility with a kickstart file, no user intervention is required. If there are any missing parameters in the kickstart file, you are prompted to enter them.
To use a P2V kickstart file, you must create a file with the P2V configuration options and parameters and place it on a kickstart server. The kickstart server can be made available using NFS, FTP, or HTTP. The kickstart server is set up in the same way as a standard Oracle Linux or Red Hat kickstart server.
The following example P2V kickstart file starts sends the guest image to an instance of Oracle VM Manager via network device eth0, which obtained an IP address via DHCP:
See "P2V" in Appendix A, "Command-Line Tools" for detailed information on P2V kickstart file options and parameters.
To create an Oracle VM guest image of a computer using the P2V utility with a kickstart file:
boot:
prompt, enter linux p2v
and the protocol and location for the kickstart file. For example, to use a kickstart file called ks.cfg on an HTTP server named http://example.com, enter: Press Enter.
The guest image is created and transferred to the server pool's repository as a hardware virtualized guest template.
Oracle VM Manager automatically converts a VMware virtual machines to an Oracle VM guest image when you import it into Oracle VM Manager. You can also import virtual machines in VHD (Virtual Hard Disk) format. See the Oracle VM Manager User's Guide for information on importing non-Oracle VM guest virtual machines.
This Appendix contains references for the Oracle VM Server and Oracle VM Agent command-line tools. The command-line interfaces in this Appendix are:
The ovs-agent command-line tool enables you to configure, and control Oracle VM Agent. Enter parameters to the ovs-agent command-line tool in the format
service ovs-agent {option}
If you shut down or restart the Oracle VM Agent on an HA-enabled Oracle VM Server on which guests are running you are prompted to:
See Chapter 3, "Oracle VM Agent" for examples on using the ovs-agent command-line tool.
Options
Starts Oracle VM Agent.
Stops Oracle VM Agent.
Stops and restarts Oracle VM Agent.
Displays information on the status of the Oracle VM Agent daemon.
Starts the Oracle VM Agent interactive configuration script.
The virt-install command-line tool creates paravirtualized guests and hardware virtualized guests. virt-install can be used as an interactive shell, or all parameters can be given at the same time. Enter multiple parameters to the virt-install command-line tool in the format:
virt-install [option ...]
This section contains a brief explanation of some of the more common virt-install options. For full documentation, use the virt-install -h
command.
Chapter 4, "Creating a Guest Virtual Machine" discusses using the virt-install tool.
Options
Displays the virt-install command parameters and their purpose.
Sets the name of the guest instance.
Sets the memory to allocate for a guest instance in Megabytes.
Sets the UUID (Universally Unique Identifier) for the guest. If none is given, a random UUID is generated.
Sets the number of virtual CPUs to configure for the guest.
Sets the file to use as the disk image.
Sets the size of the disk image (if it does not exist) in Gigabytes.
Do not use sparse files for disks. This option may be significantly slower when creating guests.
Sets the fixed MAC address for the guest; if none or RANDOM is given, a random address is used.
Sets the bridge to connect guest NIC to. If none is given, attempts to determine the default.
Use VNC (Virtual Network Computing) for graphics support.
Sets the port to use for VNC connections.
Use SDL (Simple DirectMedia Layer) for graphics support.
Do not use a graphical console for the guest.
Do not automatically connect to the guest console.
Set up keyboard mapping for the graphical console. If none is given, the keymap is automatically set to the local keymap.
Use kernel acceleration capabilities.
Connect to hypervisor with URI.
Sets the guest as being a fully virtualized guest.
Sets the file to use a virtual CD-ROM device for fully a virtualized guest.
Sets the operating system type for a fully virtualized guest. Possible values are windows
, unix
, other
, and linux
.
Sets the operating system variant for a fully virtualized guest, for example, rhel5
, win2k
, or vista
. This parameter should be used with the os-type
parameter.
The following table lists the possible values available for os-variant
for each os-type
option.
Possible values for os-type=windows | Possible values for os-type=unix | Possible values for os-type=other | Possible values for os-type=linux |
---|---|---|---|
win2k3 | solaris9 | netware6 | generic24 |
win2k | solaris10 | generic | generic26 |
vista | freebsd6 | netware4 | rhel2.1 |
winxp | openbsd4 | msdos | fedora7_64 |
netware5 | el5_64 | ||
fedora6 | |||
fedora7 | |||
fedora5 | |||
centos5_64 | |||
generic26_64 | |||
centos5 | |||
sles10 | |||
sles10_64 | |||
el4_64 | |||
rhel4 | |||
rhel5 | |||
rhel4_64 | |||
rhel3 | |||
fedora6_64 | |||
rhel5_64 | |||
fedora5_64 | |||
el4 | |||
el5 |
Note: Not all operating system variants are supported by Oracle for use with Oracle products, but are made available for your convenience. |
Disables APIC (Advanced Programmable Interrupt Controller) for a fully virtualized guest. Overrides the value set in --os-type
and --os-variant
.
Sets the CPU architecture to simulate.
Sets the guest as being a paravirtualized guest.
Sets the installation source for a paravirtualized guest, for example, nfs:host:/path, http://host/path, or ftp://host/path.
Sets the virtual network interface type for hardware virtualized guests. The netfront driver is a paravirtualized driver which can be used with a paravirtualized guest, or with a hardware virtualized guest with the proper paravirtualized drivers installed. The ioemu driver is a hardware virtualized driver, and can only be used with a hardware virtualized guest. Both drivers contain the device emulation code to support hardware virtualized guests.
For hardware virtualized guests, type
can be either ioemu
or netfront
. The default is ioemu
.
You cannot use this parameter for paravirtualized guests. For paravirtualized guests, the default is netfront
and cannot be changed.
Any additional arguments to pass to the installer with a paravirtualized guest.
Prints debugging information.
The Oracle VM Server management command-line management tool xm, creates, destroys, manages and migrates guests.
This section contains a brief explanation of some of the more common xm commands. For full documentation, use the xm help --long
command.
The xm command-line tool requires the xend daemon to be started.
Enter parameters to the xm command-line tool in the format:
xm [option] [argument]
See Chapter 5, "Domain Monitoring and Administration" for examples on using the xm command-line tool.
Options
Creates a new virtual block device. This triggers a hotplug event for the guest.
The domain-id parameter is the domain identifier.
The be-dev parameter is the device in the back-end domain (usually dom0) to be exported. Can be specified as a physical partition (phy:sda7), or as a file mounted as loopback (file://path/to/loop.iso).
The fe-dev parameter specifies how the device is presented to the guest domain. Can be specified as either a symbolic name, such as /dev/hdc for common devices, or by a device identifier, such as 0x1400 (/dev/hdc device identifier in hexadecimal).
The mode parameter sets the access mode for the device from the guest domain. Supported modes are w
(read/write) or r
(read-only).
The bedomain-id parameter is the back-end domain hosting the device. Defaults to dom0.
For example, to mount an ISO as a disk:
This mounts the ISO as /dev/hdc in the guest domain as a read only device. This may not be detected as a CD-ROM by the guest, but mounting /dev/hdc gives you access to the ISO.
Detaches a virtual block devices from a domain.
The device-id parameters may be the symbolic name or the numeric device identifier given to the device by dom0. Run the xm block-list
command to determine the device identifier.Detaching the device requires the co-operation of the domain. If the domain fails to release the device (perhaps because the domain is hung or is still using the device), the detach fails. The --force parameter forces the device to detach, but may cause IO errors in the domain.
Lists the virtual block devices for a domain.
Attaches to a domain's console.
Creates a domain based on the entries in the config-file
.
Entering the -c
parameter attaches to the domain's console when the domain is created and started. You can also enter name value pairs to override variables in the config-file
using the name=value
parameter.
Immediately terminates a domain.
Displays message buffer logs similar in format to the equivalent to the dmesg command in the Linux kernel.
The --clear
parameter clears the message buffer.
Displays help on the xm command, and its options.
The --long
option displays full help on xm commands, grouped by function.
Enter a command name as an option to the xm command to get help only on that command.
Displays information about the host computer.
Displays information on all the running domains.
The --long
option displays full information on running domains.
Enter the domain-id
as an option to the xm command to get information on only that domain, or a set of domains.
Displays logs similar in format to the equivalent for the Linux kernel. The log file is located at /var/log/xend.log.
Allocates the maximum memory available to the domain in MBs. Overrides the maxmen
setting in the configuration file.
Allocates domain memory up to the value of the maxmen
setting in the guest configuration file or the mem-max {domain-id} {MBs} setting. Overrides the memory
setting in the guest configuration file.
Migrates a domain to another computer.
The domain-id
parameter is the domain to migrate.
The host
parameter is the target computer.
The --live
parameter migrates the domain without shutting down the domain.
The --resource
parameter sets the maximum amount of Megabytes to be used.
Adds a domain to Oracle VM Server domain management.
You can set domain creation parameters with a number of command-line options, a Python script (with the --defconfig
parameter), or an SXP configuration file (the --config
parameter).
You can set configuration variables with name=value
pairs, for example vmid=3
sets vmid to 3.
The config-file
parameter is the location of the domain configuration file.
The option
parameter is one or more of the following:
[-h | --help]
Displays help on the command.
[--help-config]
Prints the available configuration variables for the configuration script.
[-q | --quiet]
Quiet.
[--path=path]
Searches the location given in path
for configuration scripts. The value of path
is a colon-separated directory list.
[-f=file | --defconfig=file]
Uses the given Python configuration script. The script is loaded after arguments have been processed. Each command-line option sets a configuration variable named after its long option name, and these variables are placed in the environment of the script before it is loaded. Variables for options that may be repeated have list values. Other variables can be set using name=value
on the command-line. After the script is loaded, values that were not set on the command-line are replaced by the values set in the script.
[-F=file | --config=file]
Sets the domain configuration to use SXP. SXP is the underlying configuration format used by Xen. SXP configurations can be hand-written or generated from Python configuration scripts, using the --dryrun
option to print the configuration.
[-n | --dryrun]
Prints the resulting configuration in SXP, but does not create the domain.
[-x | --xmldryrun]
Prints the resulting configuration in XML, but does not create the domain.
[-s | --skipdtd]
Skips DTD checking and XML checks before domain creation. This option is experimental and may slow down the creation of domains.
[-p | --paused]
Leaves the domain paused after it is created.
[-c | --console_autoconnect]
Connects to the console after the domain is created.
Pauses the execution of a domain.
Reboots a domain.
The --all
parameter reboots all domains.
The --wait
parameter waits for the domain to reboot before returning control to the console.
Restores a domain from a saved state.
Saves a domain state so it can be restored at a later date.
Shuts down a domain gracefully.
The -a
parameter shuts down all domains.
The -w
parameter waits for the domain to shut down before returning control to the console.
Displays real time monitoring information of the host and domains.
Unpauses a paused domain.
Sets the number of virtual CPUs for the domain, up to the value of the vcpus
setting in the guest configuration file.
You can set which virtual CPUs are used with the vcpu_avail parameter in the configuration file. See Section C.3, "Virtual CPU Configuration File Parameters".
The Physical to Virtual (P2V) conversion utility enables you to convert a computer's operating system (Linux and Windows) and applications to an Oracle VM hardware virtualized guest image. The P2V utility is included on the Oracle VM Server CD. You can access the P2V utility by restarting a computer with the Oracle VM Server CD. The Oracle VM Server startup screen is displayed. At the boot:
prompt, enter:
You can use a P2V kickstart file to automate creation of hardware virtualized guest images from physical computers. This section discusses the options and parameters of the P2V kickstart file.
The P2V utility converts disks on the computer to virtual disk images. The virtual disk images are created as IDE disks (hda, hdb, hdc, hdd, and so on) on the guest, using the original disk names. When you use a P2V kickstart file, up to four disks are automatically deployed in the guest. Any extra disks are converted and added to the guest configuration file (vm.cfg), although they are not deployed. To deploy the additional disks in the guest, edit the guest configuration file, remove the comments from the disk entries, and map the additional disks to SCSI device names, for example, sda, sdb, and sdc. The boot disk must always be mapped to device hda. Any files on the guest which contain references to these devices must also be changed, for example, the /etc/fstab file may contain references to /dev/hda1, /dev/sda1, and so on.
When you use a P2V kickstart file, at least one network interface must use DHCP. This is required for the computer running the P2V utility to read the kickstart file over the network. The network configuration for this network interface cannot be modified from the kickstart file.
If you want the P2V utility's web server to listen using a network interface other than the one used to initiate the kickstart session, the network configuration (DHCP or static IP address) for that network interface can be specified in the kickstart file.
A number of screens may be displayed prior to the P2V utility starting with a kickstart file. You can suppress these screens to fully automate the P2V utility. Prior to the P2V utility starting, you may see up to four screens:
The following sections give examples on how to suppress these screens.
Suppressing the P2V Network Configuration Screen
To suppress the P2V Network Configuration screen, supply the ethernet device on the command line, for example:
Suppressing the Language Selection Screen
To suppress the Language selection screen, supply the language kickstart parameter, for example:
Suppressing the Keyboard Selection Screen
To suppress the Keyboard selection screen, supply the keyboard kickstart parameter, for example:
Suppressing the Installation Source Screen
To suppress the Installation source screen, supply the source kickstart parameter, for example:
Example P2V Kickstart File
An example P2V kickstart file follows:
For more examples and information on using P2V kickstart files, see "Converting a Linux or Windows Host" in Chapter 10, "Converting Hosts and Non-Oracle VM Virtual Machines".
Options
The following parameters are accepted in a P2V kickstart file.
Indicates the kickstart file is intended to automate a P2V conversion. This parameter is required in order to perform an automated P2V conversion and should be supplied at the Oracle VM Server boot:
prompt instead of install
, update
, or rescue
. It accepts no parameters.
Sets the end destination for the guest image.
The option
parameter can only contain the following:
--ovmmanager
Sets the P2V utility to operate in HTTPS server mode to transfer the guest image to a running instance of Oracle VM Manager.
Denotes a disk to be included in the guest image. The P2V utility uses device mapper-based snapshotting to copy the disk as a system-*.img file on the target computer. There may be multiple diskimage
directives in a P2V kickstart file, each resulting in a disk image in the guest image. The --device
parameter must always be used with the diskimage
directive to indicate which device should be imaged.
The option
parameter is one or more of the following:
--device path
The device to image. path
must be the full path to the device. For example:
--type [IDE | SCSI | LVM | MDRAID]
Sets the type of disk. Must be one of IDE
, SCSI
, LVM
, or MDRAID
. Devices /dev/hda, /dev/hdb, /dev/hdc, and /dev/hdd should be IDE
. Devices /dev/sd[a-zz] should be SCSI
. A logical volume should be LVM
. Devices /dev/md[a-zz] should be MDRAID
. For example:
Configures network information for the computer.
The option
parameter is one or more of the following:
--bootproto [dhcp | bootp | static]
Sets the method by which the network configuration is determined. Must be dhcp
, bootp
, or static
. The default is dhcp
. bootp
and dhcp
are treated as the same.
dhcp
uses a DHCP server to obtain the networking configuration, for example:
static
requires all the necessary networking information. As the name implies, this information is static and is used during and after the installation. The entry for static networking is more complex, as you must include all network configuration information on one line. You must specify the IP address, netmask, gateway, and nameserver, for example:
The static
method has the following restrictions:
--ip ipaddress
The IP address for the computer.
--gateway ipaddress
The IP address for the default gateway.
--nameserver ipaddress
The IP address for the primary nameserver.
--netmask netmask
The netmask for the computer.
Sets the configuration options for the guest.
--name name
The name of the guest.
--mem size
The memory allocation for the guest in Mb.
--vcpus number
The number of VCPUs for the guest.
--consolepasswd password
The console password for the guest. For example:
This Appendix contains information on the entries in the Oracle VM Server configuration file. It contains:
This section contains information on configuring Oracle VM Server using the configuration file. The configuration file options are available in the /etc/xen/xend-config.sxp file. When you make changes to this file, you must restart Oracle VM Server for the changes to take effect.
Specifies the location of the Oracle VM Server log which contains detailed information on guest start up, shut down, configuration, and error conditions. The default location is /var/log/xen/xend.log.
Sets the level of verbosity for the logfile parameter. The default is DEBUG
.
Sets the configuration of the Oracle VM Server API which uses an XML-RPC interface to control and monitor guests and the dom0 host.
A list of access method entries should be provided, each entry in the list enclosed in parentheses, and the list itself enclosed in its own parentheses.
If dom0 local access is required, the access method entry should begin with the unix
parameter. This creates a unix socket in a directory on the dom0 file system. An authtype
parameter may also be supplied as a second argument.
If remote access is required, the access method entry should take a TCP port number as its first argument, or an ipaddress:port
number pair. This TCP port is used to listen for incoming Oracle VM Server API requests on all dom0 network interfaces, or only on one specific interface if an IP address of a dom0 interface is given.
The optional authtype
parameter can be set to none
or pam
(Pluggable Authentication Model).
The optional host-access
parameter can be a list of space separated regular expressions to list the host IP addresses or host names to allow access. This parameter is only enabled for remote access.
The optional ssl-key
is the private key for SSL communication. This parameter is only enabled for remote access.The optional ssl-cert
is the SSL certificate for SSL communication. This parameter is only enabled for remote access.
The default is unix
.
Sets the original Xen remote interface. This setting may be needed for some legacy applications that use HTTP. The default is no
.
Sets the original Xen remote interface. This setting may be needed for some legacy applications that use a local unix socket. The default is no.
Sets the legacy XML-RPC interface. This setting may be needed for some applications that use XML-RPC over TCP. The default is no
.
Sets the legacy XML-RPC interface. This setting may be needed for some applications that use XML-RPC over unix sockets. The default is yes
.
Sets the Oracle VM Server used for the live migration of domains. The default is no
.
Sets the path for the xend-unix-server socket parameter. The default is /var/lib/xend/xend-socket
.
Sets the IP address Oracle VM Server should use for the legacy TCP XMLRPC interface. This setting is used if xen-tcp-xmlrpc-server is set. The default is localhost
.
Sets the port Oracle VM Server should use for the legacy TCP XMLRPC interface. This setting is used if xen-tcp-xmlrpc-server is set. The default is 8006
.
Sets the SSL key file for the legacy XML-RPC interface if SSL is to be used. The default is none
.
Sets the SSL certificate file for the legacy XML-RPC interface if SSL is to be used. The default is none
.
Sets the port Oracle VM Server should use for the HTTP interface if xend-http-server is set. The default is 8000
.
Sets the port Oracle VM Server should use for the relocation interface if xend-relocation-server is set. The default is 8002
.
Sets the IP address Oracle VM Server should listen on for HTTP connections if xend-http-server is set. Setting to localhost prevents remote connections. Setting to an empty string allows all connections. The default is an empty string.
Sets the IP address Oracle VM Server should listen on for relocation-socket connections if xend-relocation-server is set. Setting to localhost prevents remote connections. Setting to an empty string allows all connections. The default is an empty string.
Sets the hosts allowed to talk to the relocation port. Setting to an empty string allows all connections. Setting to a space separated series of regular expressions allows any host with the domain name or IP address that matches any of the regular expressions. The default is an empty string.
Sets the limit in kilobytes of the console buffer. The default is 1024
.
Sets the network bridge to use. The default is to use the default Ethernet device as the outgoing interface.
Sets the script used to control virtual interfaces. The default is to use the value of vif-bridge.
Sets the minimum memory level in Megabytes that dom0 can use. The default is 196
.
Sets the number of CPUs that dom0 can use. Setting it to 0 allows dom0 to use all CPUs on the computer. The default is 0
.
Sets whether to core dump when a domain crashes. The default is no
.
Sets the tool to be used for initiating virtual TPM (Trusted Platform Module) migration. The default is an empty string.
The port on which to listen for the hardware virtualized VNC Server. Setting the port to 0.0.0.0
allows access from all hosts. Setting the port to localhost
restricts access to only the local host. The default is 127.0.0.1
.
Sets the password to use for hardware virtualized VNC Server connections. The password is the global default for all hardware virtualized guests. You can set to use no password with an empty string as the value. The default is an empty string (no password).
This Appendix contains information about guest network driver installation, guest configuration file options and parameters, and examples of guest configuration files you can modify and use to create guests. A detailed explanation of the configuration parameters and common values is available in the /etc/xen/xmexample.hvm file in Oracle VM Server.
Create the guest configuration file as /OVS/running_pool/domain/vm.cfg and use the following command to create the guest:
This Appendix contains:
You can use the network device emulators for the Intel 8255x 10/100 Mbps Ethernet controller (the e100 controller) and the Intel 82540EM Gigabit Ethernet controller (the e1000 controller) for hardware virtualized guests. The e1000 controller is a Gigabit Ethernet controller and increases the network throughput when compared to the default Ethernet controller.
To use these network device emulators, install the network device driver on the guest, then modify the guest configuration file to specify the controller model type: either e100
; or e1000
. For example, to use the e1000 controller, set model=e1000
in the vif
entry in the guest configuration file:
Create the guest again using the xm create
command. The guest now uses the faster e1000 controller.
Quality of Service (QoS) is the ability to provide varying priority to different applications, users, or data flows, or to guarantee a level of performance to a data flow. You can set virtual network interface and virtual disk QoS parameters for guests running on an Oracle VM Server. Guest virtual network interfaces share a physical network interface card (NIC) and you can control how much bandwidth is available to the virtual network interface. You can also control the I/O priority of a guest's virtual disk(s).
This section contains:
You can set QoS parameters in Oracle VM Server, and in Oracle VM Manager. See the Oracle VM Manager User's Guide for information on setting QoS parameters in Oracle VM Manager.
You can set the priority of a guest's virtual disk(s). Eight priority levels are available to set the time slice a process receives in each scheduling window. The priority argument is from 0 to 7; the lower the number, the higher the priority. Virtual disks running at the same priority are served in a round-robin fashion.
The virtual disk priority is controlled with the disk_other_config
parameter in the guest's configuration file (vm.cfg). The disk_other_config
parameter is entered as a list; each list item represents a QoS setting. The syntax to use for the disk_other_config
parameter is:
front_end is the front end name of the virtual disk device to which you want to apply QoS. For example, hda
, hdb
, xvda
, and so on.
qos_algorithm_type is the QoS algorithm. Only ionice
is currently supported.
qos_algorithm_params are the parameters for the qos_algorithm_type. For the ionice algorithm, this may be the schedule class and the priority, for example sched=best-effort,prio=5
.
For example:
If you make a change to a running guest's configuration file, you must shut down the guest, then start it again with the xm create vm.cfg
command for the change to take effect. The xm reboot
command does not restart the guest with the new configuration.
You can set the priority of inbound network traffic for a guest. The inbound network traffic priority is controlled with the vif_other_config
parameter in the guest's configuration file (vm.cfg). The vif_other_config
parameter is entered as a list; each list item represents a QoS setting. The syntax to use for the vif_other_config
parameter is:
mac is the MAC address of the virtual network device to which you want to apply QoS.
qos_algorithm_type is the QoS algorithm. Only tbf
is currently supported.
qos_algorithm_params are the parameters for the qos_algorithm_type. For the tbf algorithm, this may be the rate limit and latency, for example, rate=8mbit,latency=50ms
.
For example:
If you make a change to a running guest's configuration file, you must shut down the guest, then start it again with the xm create vm.cfg
command for the change to take effect. The xm reboot
command does not restart the guest with the new configuration.
You can set the priority of outbound network traffic for a guest. The outbound network traffic priority is controlled with the rate
parameter of the vif
option in the guest's configuration file (vm.cfg). The rate
parameter supports an optional time window parameter for specifying the granularity of credit replenishment. The default window is 50ms
. For example, you could set rate as rate=10Mb/s
, rate=250KB/s
, or rate=1MB/s@20ms
. An example vif
option to set the network traffic priority for a guest might be:
If you make a change to a running guest's configuration file, you must shut down the guest, then start it again with the xm create vm.cfg
command for the change to take effect. The xm reboot
command does not restart the guest with the new configuration.
You can set the number of virtual CPUs to be used by a guest domain using the vcpus parameter in the configuration file. You can also set the vcpu_avail parameter to activate specific virtual CPUs when the domain starts up with the syntax:
vcpu_avail {bitmap}
The bitmap tells the domain whether it may use each of its virtual CPUs. vcpu0 is always activated when the domain starts up, so the last bit of vcpu_avail is ignored. By default, all virtual CPUs are activated.
For example, to activate only vcpu0:
And the following activates vcpu0, vcpu3 and vcpu4:
This is equal to the following as vcpu0 is always active:
A simple example of a configuration file to create a guest follows:
A more complex example of a configuration file to create a guest follows:
If you migrate a Virtual Iron virtual machine (or other VHD file), you must place all the files in the /OVS/running_pool/domain directory, together with a guest configuration file (vm.cfg). You must manually create the vm.cfg file. Import the virtual machine using Oracle VM Manager.
Note: Before you migrate a Virtual Iron virtual machine, export any disks from Virtual Iron's VI-Center Storage view to VHD files, and uninstall any Virtual Iron VSTools. |
A sample configuration file to migrate a Virtual Iron virtual machine guest follows:
This Appendix contains more detailed information on the architecture and deployment options for the Oracle VM Agent. It contains:
Oracle VM Agent is installed with Oracle VM Server. Oracle VM Manager manages the virtual machines running on Oracle VM Server through the Oracle VM Agent. Three types of agents are implemented:
Figure D-1 Oracle VM Agent
Oracle VM's deployment architecture utilizes server pools, with shared access to storage across Oracle VM Servers in the server pool. Guest virtual machines are stored on the shared storage and placed on one of the Oracle VM Servers in one of two ways to balance the workloads of the server pool:
Since the guest virtual machines are not bound to any specific physical Oracle VM Server in the server pool, unless preferred servers are explicitly specified in Oracle VM Manager, guest virtual machines are not prevented from powering-on simply because an individual Oracle VM Server happens to be down for maintenance or otherwise unavailable at the time. Further, since the load-balancing algorithm assures that a guest virtual machine is placed on the Oracle VM Server with the most resources available, it also helps assure the maximum aggregate performance from the server pool.
Oracle VM Manager communicates with Oracle VM Agent to perform the management of guest virtual machines and Oracle VM Servers in server pools. There are a number of configuration options you can use when deploying Oracle VM.
Figure D-2, "Oracle VM deployment" shows the deployment options for managing Oracle VM Servers.
A server pool consists of one or more physical Oracle VM Servers, and represents a logical view of the storage where the guests reside.
In Figure D-2, "Oracle VM deployment", Server Pool 3 is deployed on individual Oracle VM Servers, while in Server Pool 1, all of the three agents are deployed on a single Oracle VM Server. Server Pool 2 shows a more typical deployment. The Server Pool Master and Utility Server are on one computer, and the Virtual Machine Server(s) are on another, or multiple other computers. This improves overall performance as guests running on the Virtual Machine Server(s) may consume a large proportion of resources, and dedicated computers are often set aside for this.
In medium- to large-scale environments with more than just a few guests in a server pool, it is recommended that the Server Pool Master and Utility Server functions reside together, or individually, on a separate and dedicated Oracle VM Server that does not host any guests, as illustrated in Server Pool 3. This is to prevent any significant Server Pool Master and Utility Server usage from impacting the performance of the workloads hosted in the guests.
The storage in Figure D-2, "Oracle VM deployment" is a mounted file system dedicated to the server pool, and stores the guests, external resources and other data files shared by Oracle VM Servers on the server pool.
The decision on how to deploy Oracle VM Agent components is made using Oracle VM Manager. You cannot configure this using Oracle VM Server. You can set up Oracle VM Manager to manage your virtual machines, in any of the configurations in Figure D-2, "Oracle VM deployment". See the Oracle VM Manager User's Guide for information on setting up the management of virtual machines and server pools.
This Appendix contains information on troubleshooting Oracle VM Server. It contains:
If domain creation fails, check the Oracle VM Server log files and use the command-line tools to help you find the cause of a problem. There are a number of useful command-line tools, important directories, and log files that you should check when troubleshooting problems with Oracle VM Server. This section discusses:
The important Oracle VM Server directories you should check when troubleshooting problems with Oracle VM Server are listed in Table E-1, "Oracle VM Server directories"
The Oracle VM Server log files you should check when troubleshooting problems with Oracle VM Server are listed in Table E-2, "Oracle VM Server log files"
Table E-2 Oracle VM Server log files
Log File | Purpose |
---|---|
xend.log | Contains a log of all the actions of the Oracle VM Server daemon. Actions are normal or error conditions. This log contains the same information as output using the |
xend-debug.log | Contains more detailed logs of the actions of the Oracle VM Server daemon. |
xen-hotplug.log | Contains a log of hotplug events. Hotplug events are logged if a device or network script does not start up or become available. |
qemu-dm.pid.log | Contains a log for each hardware virtualized guest. This log is created by the quemu-dm process. Use the ps command to find the pid (process identifier) and replace this in the file name. |
The Oracle VM Server command-line tools you should use when troubleshooting problems with Oracle VM Server are listed in Table E-2, "Oracle VM Server log files".
Table E-3 Oracle VM Server command-line tools
Command-Line Tool | Purpose |
---|---|
xen top | Displays real-time information about Oracle VM Server and domains. |
xm dmesg | Displays log information on the hypervisor. |
xm log | Displays log information of the Oracle VM Server daemon. |
It is recommended that you install Oracle VM Server on a computer with a static IP address. If your computers uses DHCP you should configure your DHCP server to assign static DHCP addresses. This makes sure your host always receives the same IP address. The behavior of the Oracle VM Server host is undefined if used in an environment where your IP address may change due to DHCP lease expiry.
You can connect to a guest's console using Oracle VM Manager. If you do not have access to Oracle VM Manager, you can configure access to a guest's console with VNC (Virtual Network Computing). VNC access to guests requires that VNC access is enabled in the guest's configuration file, vm.cfg. Some VNC parameters (for example, the listening address and password) can be configured in one, either, or both of the following locations:
/etc/xen/xend-config.sxp
/etc/xen/name
/OVS/running_pool/name/vm.cfg
Hardware virtualized guests use the vnc=1
parameter in the guest configuration file, for example
Paravirtualized guests use the VNC virtual frame buffer in the guest configuration file, for example
VNC settings defined in the guest configuration file override the settings in the Oracle VM Server configuration file. For example, if the following is specified in a hardware virtualized guest configuration file:
The values set in the guest configuration file are used for VNC access, rather than any corresponding values set in the Oracle VM Server configuration.
Note: Settingvnclisten to 0.0.0.0 sets VNC to allow access to any computer. This may compromise security on the host computer. |
If the following is specified in a hardware virtualized guest configuration file:
VNC is enabled in the guest, and the vnclisten
parameter is used from the Oracle VM Server configuration file. If vnclisten
is not specified in the Oracle VM Server configuration file, a default value of 127.0.0.1
is used. If the following is specified in the hardware virtualized guest configuration file:
VNC access to the guest is disabled.
Setting the default configuration options for VNC access in the Oracle VM Server configuration file enables you to configure access for all guests, and then individually override VNC access by setting the VNC parameters in the guest configuration file.
The following example is a VNC configuration entry in a paravirtualized guest configuration file:
The following example as a VNC configuration entry in a hardware virtualized guest configuration fie:
In this example, the vncunused=1
parameter allocates a new VNC port number each time a guest is created and assigns it to the guest. Port numbers are allocated starting at the default VNC port number of 5900, so dom1 is allocated port 5900, dom2 is allocated port 5901, dom3 port 5902, and so on.
Connect to the guest on the host computer with the command
The -Shared
parameter enables you to share the VNC connection. If you do not include this parameter, another user may destroy your VNC session if they connect at the same time. Connect from a remote computer with a VNC viewer using the connection string:
In both examples, ipaddress
is the IP address or hostname of the Oracle VM Server, and port
is the VNC port number of the guest.
If the graphical installer does not start when creating a guest using the virt-install command-line tool, you should check your X11 configuration. If you are using a console through an ssh (Secure Shell) connection, connect to the console and set the DISPLAY environment variable, for example
Alternatively, you can enable connect to a console and enable ssh forwarding using the ssh -X
command, for example
If you use Putty to connect to a console, you must connect from an X11 capable operating system.
If a console is not displayed after you create a hardware virtualized guest, your disk device specification may be incorrect. When you create a hardware virtualized guest, you must specify the VNC console setup. This is not required for a paravirtualized guest.
Paravirtualized guests may perform their own system clock management, for example, using the NTPD (Network Time Protocol daemon), or the hypervisor may perform system clock management for all guests.
You can set paravirtualized guests to manage their own system clocks by setting the xen.independent_wallclock
parameter to 1
in the /etc/sysctl.conf file. For example
If you want to set the hypervisor to manage paravirtualized guest system clocks, set xen.independent_wallclock
to 0
. Any attempts to set or modify the time in a guest will fail.
You can temporarily override the setting in the /proc file. For example
Note: This setting does not apply to hardware virtualized guests. |
Oracle VM Release 2.1.1 introduces the use of the timer_mode
parameter for hardware virtualized guests. This parameter, when properly applied, can reduce or even eliminate problems with wallclock time skew in most hardware virtualized guests. Wallclock time skew problems do not occur in paravirtualized guests.
Since the application of the correct value of the timer_mode
parameter can be difficult to determine, you can pass the os-type
and os-variant
command-line switches to virt-install to select the best timer_mode
value for the guest operating system. When you use these virt-install parameters, the correct timer_mode
value is automatically added to the guest configuration file. For example, to create an Oracle Enterprise Linux 5 64-bit guest, add the following to the virt-install command-line:
For best results, additional parameters may be needed in the boot loader (grub.conf) configuration file for certain operating system variants after the guest is installed. Specifically, for optimal clock accuracy, Linux guest boot parameters should be specified to ensure that the pit clock source is utilized. Adding clock=pit nohpet nopmtimer
for most guests will result in the selection of pit as the clock source for the guest. Published templates for Oracle VM will include these additional parameters.
Proper maintenance of virtual time can be tricky. The various parameters provide tuning for virtual time management and supplement, but do not replace, the need for an ntp time service running within guest. Ensure that the ntpd
service is running and that the /etc/ntpd.conf configuration file is pointing to valid time servers.
If your mouse pointer fails to track your cursor in a VNC Viewer session in a hardware virtualized guest, add the following to the Oracle VM Server configuration file located at /etc/xen/xend-config.sxp to force the device model to use absolute (tablet) coordinates:
Restart Oracle VM Server for the changes to take effect.
When running hardware virtualized guests, the QEMU process (qemu-dm) may have its memory usage grow substantially, especially under heavy I/O loads. This may cause the hardware virtualized guest to stop as it runs out of memory. If the guest is stopped, increase the memory allocation for dom0, for example from 512MB to 768MB.
Some devices, such as sound cards, may not work as expected in hardware virtualized guests. In a hardware virtualized guest, a device that requires physical memory addresses instead uses virtualized memory addresses, so incorrect memory location values may be set. This is because DMA (Direct Memory Access) is virtualized in hardware virtualized guests.
Hardware virtualized guest operating systems expect to be loaded in memory starting somewhere around address 0 and upwards. This is only possible for the first hardware virtualized guest loaded. Oracle VM Server virtualizes the memory address to be 0 to the size of allocated memory, but the guest operating system is actually loaded at another memory location. The difference is fixed up in the shadow page table, but the operating system is unaware of this.
For example, a sound is loaded into memory in a hardware virtualized guest running Windows at an address of 100MB may produce garbage through the sound card, instead of the intended audio. This is because the sound is actually loaded at 100MB plus 256MB. The sound card receives the address of 100MB, but it is actually at 256MB.
An IOMMU (Input/Output Memory Management Unit) in the computer's memory management unit would remove this problem as it would take care of mapping virtual addresses to physical addresses, and enable hardware virtualized guests direct access to the hardware.
If you create a paravirtualized or hardware virtualized guest using a configuration file, and the CDROM image cannot be found during the installation, you may have the IDE devices in the incorrect order. Putting the IDE devices in order fixes this problem. Check that the disk = [ ... ]
parameter is defined as hdc:cdrom
and is included before hda
, otherwise the usual boot='dc'
configuration fails to find the CDROM image.
Oracle VM Server blocks NFS access from any external computer (or guest) by default. This may cause problems when trying to create a guest using an NFS connection. To resolve this, disable the firewall with the following command:
You cannot migrate domains on computers with hardware that is not identical. To migrate a domain, you must have hardware that is the same make and model. You must also have the same Oracle VM Server release.
Tracking down startup problems with a hardware virtualized guest may be difficult because you may not be able to attach a console using the xm console
command. To workaround this problem, you can include a console in the guest's Grub boot loader, and connect to a console during boot.
To include a console in the Grub boot loader, add the following lines before the first "title ..."
line in the /etc/grub.conf file:
A configurable set of resources, including memory, virtual CPUs, network devices and disk devices, in which virtual machines run. A domain is granted virtual resources and can be started, stopped and restarted independently.
An abbreviation for domain zero. The management domain with privileged access to the hardware and device drivers. Dom0 is the first domain started by the Oracle VM Server at boot time. Dom0 has more privileges than domU. It can access the hardware directly and can manage the device drivers for other domains. It can also start new domains.
An unprivileged domain with no direct access to the hardware or device drivers. Each domU is started by Oracle VM Server in dom0. The xm command-line tool is used to interact with each domU.
A guest operating system that runs within a domain in Oracle VM Server. A guest may be paravirtualized or hardware virtualized. Multiple guests can run on the same Oracle VM Server.
A virtual machine with an unmodified guest operating system. It is not recompiled for the virtual environment. There may be substantial performance penalties running as a hardware virtualized guest. Enables Microsoft Windows™ operating system to be run, and legacy operating systems. Hardware virtualization is only available on Intel VT or AMD SVM CPUs.
The hypervisor, monitor, or Virtual Machine Manager (VMM). It is the only fully privileged entity in the system. It controls only the most basic resources of the system, including CPU and memory usage, privilege checks, and hardware interrupts.
See dom0.
An application installed with Oracle VM Server. It communicates with Oracle VM Manager for management of virtual machines. Oracle VM Manager manages the virtual machines running on Oracle VM Server by communicating with Oracle VM Agent. It contains three components: Server Pool Master, Utility Server, and Virtual Machine Server.
A self-contained virtualization environment designed to provide a lightweight, secure, server-based platform for running virtual machines. Oracle VM Server is based upon an updated version of the Xen hypervisor technology. Includes Oracle VM Agent to enable communication with Oracle VM Manager.
Provides the user interface, which is a standard ADF (Application Development Framework) web application, to manage Oracle VM Server pools. Manages virtual machine lifecycle, including creating virtual machines from templates or from installation media, deleting, powering off, uploading, deployment and live migration of virtual machines. Manages resources including ISO files, templates and shared virtual disks. Also provides an API via a web service to Oracle VM Server.
A virtual machine with a kernel that is recompiled to be made aware of the virtual environment. Runs at near native speed, with memory, disk and network access optimized for maximum performance.
A Virtual Machine Server that provides resources such as memory, CPU, network interface cards (NICs), and disk to the virtual machine. If you select only one Virtual Machine Server as the preferred server, the virtual machine always starts from and runs on this server. If you select multiple preferred servers, each time the virtual machine starts, it runs on the machine with the maximum available resources.
Also referred to as qemu-dm, which is the process name. The virtualization process which allows full virtualization of a PC system within another PC system.
Logically an autonomous region that contains one or more physical Oracle VM Servers. Presents a unified view of the storage where the virtual machines reside, and groups the users of these virtual machines into a single community called a group, in which each user is a server pool member.
A component of Oracle VM Agent. An application that acts as the contact point to Oracle VM Manager, and to other Oracle VM Agents. Provides virtual machine host load-balancing, and local persistency for Oracle VM Server.
There is only one Server Pool Master in a server pool. A physical server can perform as the Server Pool Master, Utility Server and Virtual Machine Server simultaneously.
A component of Oracle VM Agent. An application that handles I/O intensive operations for virtual machines, server pools and servers, for example, copying, moving and renaming files.
There can be more than one Utility Server in a server pool. A physical server can perform as the Server Pool Master, Utility Server and Virtual Machine Server simultaneously.
A virtual network interface for bridging network interfaces between domUs and dom0. When a domU is started it is assigned a number. This number is used to bridge the network interface from ethn to vifn.0.
A file or set of files, usually on the host file system although it may also be a remote file system, that appears as a physical disk drive to the guest operating system.
A guest operating system and the associated application software that runs within Oracle VM Server. May be paravirtualized or hardware virtualized machines. Multiple virtual machines can run on the same Oracle VM Server.
A component of Oracle VM Agent. An application which runs Oracle VM Server virtual machines. It can start and stop virtual machines, and collect performance data for the host and guest operating systems. Enables communication between the Server Pool Master, Utility Server and Virtual Machine Servers.
There can be more than one Virtual Machine Server in a server pool. A physical server can perform as the Server Pool Master, Utility Server and Virtual Machine Server simultaneously.
A template of a virtual machine. Contains basic configuration information such as the number of CPUs, memory size, hard disk size, and network interface card (NIC). Create virtual machines based on a virtual machine template using Oracle VM Manager.
The Xen hypervisor is a small, lightweight, software virtual machine monitor, for x86-compatible computers. The Xen hypervisor securely executes multiple virtual machines on one physical system. Each virtual machine has its own guest operating system with almost native performance. The Xen hypervisor was originally created by researchers at Cambridge University, and derived from work done on the Linux kernel.
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