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PeopleSoft Integration Broker
Administration Preface

This preface provides an overview of the Peoplesoft Integration Broker Administration PeopleBook.

PeopleSoft Integration Broker Administration

This PeopleBook describes administration tasks for PeopleSoft Integration Broker.

This PeopleBook provides information for setting up and configuring integration system components, such as

messaging servers, nodes, integration gateways, listening and target connectors, administer publication and
subscription domains, and so on, and describes how to enable the integration system for handling services.

It also provides information on taking measures to secure the integration environment by applying security on
the main integration system components.

This PeopleBook also describes methods to enhance and fine-tune integration system performance.

PeopleBooks and the Online PeopleSoft Library

A companion PeopleBook called PeopleBooks and the Online PeopleSoft Library contains general
information, including:

Understanding the PeopleSoft online library and related documentation.
How to send Peopl eSoft documentation comments and suggestions to Oracle.

How to access hosted PeopleBooks, downloadable HTML PeopleBooks, and downloadable PDF
PeopleBooks as well as documentation updates.

Understanding PeopleBook structure.

Typographica conventions and visual cues used in PeopleBooks.

I SO country codes and currency codes.

PeopleBooks that are common across multiple applications.

Common elements used in PeopleBooks.

Navigating the PeopleBooks interface and searching the PeopleSoft online library.
Displaying and printing screen shots and graphics in PeopleBooks.

How to manage the PeopleSoft online library including full-text searching and configuring areverse

proxy server.

Understanding documentation integration and how to integrate customized documentation into the library.
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» Glossary of useful PeopleSoft termsthat are used in PeopleBooks.

Y ou can find this companion PeopleBook in your PeopleSoft online library.
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Chapter 1

Getting Started with PeopleSoft
Integration Broker Administration

This chapter provides an overview of PeopleSoft Integration Broker Administration and discusses
considerations for how to:

» Plan the integration architecture.

« Understand integrations processed by the integration system.
» Determine security.

» Plan for support.

o Assess staff skills.

PeopleSoft Integration Broker Administration Overview

This PeopleBook describes how to perform system administration tasks in PeopleSoft Integration Broker such
as.

»  Set up and configure integration system components, such as messaging servers, nodes, integration
gateways, listening and target connectors, and so on.

» Configure the integration system to handle services, including specifying namespaces, setting up UDDI
repositories, and so on.

»  Secure the integration environment by applying security at the web server, gateway, application server,
node and service operation level.

» Finetuneintegration system performance by employing failover, master/dlave processing, load balancing,
and so on.

« And more.

Administering Peoplesoft Integration Broker

PeopleSoft Integration Broker isinstalled as part of the PeopleTools installation process. Information about
configuring the integration gateway, creating service operations and administering integrations is described
later in this PeopleBook. This section provides information to consider before you begin to use PeopleSoft
Integration Broker.
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Planning the Integration Architecture

The two major components of PeopleSoft Integration Broker are the integration gateway and the integration
engine. The integration gateway is a platform that manages the receipt and delivery of messages passed
among systems through PeopleSoft Integration Broker. The integration engine is an application server process
that routes messages to and from PeopleSoft applications as well as transform the structure of messages and
tranglates data according to specifications that you define.

Evaluate historical integration data, current data, as well as expected growth and increased traffic. Consider
how many interfaces you have in production and how much system resources they use. Also consider how
many of these interfaces will remain nightly batch file loads versus how many do you want to be real-time
service based integrations. Devise simulated real-life integration scenarios where you can estimate volume
and size of the transactions to a certain degree. Then use thisinformation for benchmarking and stress testing,
which should lead to performance tuning, hardware sizing, and so on.

Understanding Integrations Processed by the Integration System

Work with development teams to understand the type, number and frequency of integration that will be
processed on the system. Doing so will assist you in setting up and configuring components properly, as well
as in performance tuning the system.

Consider the following:

» Rea-timeintegrations or scheduled integrations.

« Determineif your business needs require using real-time integration, scheduled integrations, or a
combination of both. Scheduled batch processing and file loads of scheduled integration may impact
system performance and the running of other system applications.

« Inventory the integration being developed and performed.

» Determine which systems and applications will participate in each integration. Consider dependencies on
other systems owned by other groups having concurrent rel eases, and data dependencies within the
context of synchronizing data between systems. Do you heed permission from business owners to
integrate with their systems?

« Synchronous integrations and asynchronous integrations.

In PeopleSoft Integration Broker synchronous integrations, all processing stops after the system sends a
reguest to an integration partner, until aresponseis received back from that partner. In PeopleSoft
Integration Broker asynchronous integrations, each request is placed in a queue to be processed as soon as
the system can accommodate the request.

Synchronous integration processing and asynchronous integration processing each place different loads
on the integration system. Understanding the processing that takes place on your system can help you
better tune the system for optimal performance.

Determining Security

Unlike a public web service on the internet that retrieves a stock quote for agiven ticker symbol, the web
services and integrations in your PeopleSoft applications can expose sensitive information such as financial
data. PeopleSoft Integration Broker facilitates transfer of information between systems; however, a security
analyst must evaluate security requirements for each individual integration.
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For example, security requirements might differ when interfacing with credit card processing vendors, versus
publishing salary information out of human resources, versus synchronizing business units between
applications, and so on. Perhaps certain information should be available to the public, including systems
outside of your company, such as how many inventory items are available for sale. Other information might
be restricted to internal employees only, internal application systems only, or perhaps only certain users of a
particular application system.

PeopleSoft Integration Broker allows you to secure each individual integration to the level of security
required as well as all integration data flowing over the wire.
Accessing Staff Skills

Administrators of PeopleSoft Integration Broker should have familiarity, training or experience in the
following areas:

» PeopleTooals.
«  Web server administration.
« Application server administration.

» Performance testing and tuning knowledge.
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Chapter 2

Understanding Setting Up PeopleSoft
Integration Broker

This chapter provides the high-level stepsto set up PeopleSoft Integration Broker. This chapter discusses how
to:

» Determine the messaging architecture.

« Install PeopleSoft Integration Broker.

« Install web servers.

« Install application databases.

« Install PeopleTools.

« Install the PeopleSoft Pure Internet Architecture.

» Configure and start messaging servers for asynchronous messaging.
» Activate pub/sub server domains.

« Define integration gateways and load connectors.

« Configure integration gateway properties.

« Configure the integration system to handle services.
See Also

Chapter 1, "Getting Started with PeopleSoft | ntegration Broker Administration,”" page 1

Enterprise PeopleTools 8.50 PeopleBook: PeopleSoft Integration Broker, "Understanding PeopleSoft
Integration Broker"

Determining the Messaging Architecture

A key step in creating and implementing integrations is to determine what systems to integrate and the
architecture to use. For example, your purpose might be to integrate with other PeopleT ools 8.50 systems
where afirewall isinvolved, integrate with third-party systems, or integrate with PeopleSoft 8.1x systems.

The Enterprise PeopleTools 8.50 PeopleBook: Integration Broker features an appendix that provides
overview information about several messaging architecture scenarios.
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See Also

Enterprise PeopleTools 8.50 PeopleBook: PeopleSoft Integration Broker, "Integration Scenarios’

Installing PeopleSoft Integration Broker

PeopleSoft Integration Broker components are installed during the PeopleTools installation and the
PeopleSoft Pure Internet Architecture installation.

The PeopleSoft Integration Broker integration engine is installed during the PeopleTools installation process.

See Chapter 2, "Understanding Setting Up PeopleSoft I ntegration Broker," Installing PeopleT ools, page 7.

The integration gateway isinstalled as part of the PeopleSoft Pure Internet Architecture installation process.

See Chapter 2, "Understanding Setting Up PeopleSoft Integration Broker," Installing the PeopleSoft Pure
Internet Architecture, page 7.

Installing Web Servers

Toinstall and run PeopleTools, you must install aweb server.
See Also
PeopleTools 8.50 Install Guide for your database

Y our web server documentation.

Installing Application Databases

After you install PeopleTools, install your application database.
See Also

PeopleTools 8.50 Install Guide for your database.
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Installing PeopleTools

PeopleSoft Integration Broker isinstalled as part of the PeopleTools installation process. The PeopleTools
installation process also installs the executable file you need to install the PeopleSoft Pure I nternet
Architecture.

See Also

PeopleTools 8.50 Install Guide for your database.

Installing the PeopleSoft Pure Internet Architecture

Run the PeopleSoft Pure Internet Architecture setup program. The executablefile is provided as part of the
PeopleTools installation.

Before attempting to start the PeopleSoft Pure Internet Architecture, verify that the web server is running; the
web server must be running to start the PeopleSoft Pure Internet Architecture.

See Also

PeopleTools 8.50 Install Guide for your database.

Configuring and Starting Messaging Servers for Asynchronous
Messaging

Before using PeopleSoft Integration Broker for asynchronous integrations, you must configure and start the
messaging server using PSADMIN.

See Chapter 4, "Administering M essaging Servers for Asynchronous Messaging," page 15.

Activating Pub/Sub Server Domains

Y ou must activate the domain on which the pub/sub server resides before you can use the messaging server.

To activate pub/sub server domains, use the Quick Configuration page . In the Integration Broker Domains
section of the page, locate your machine name and select Active from the drop-down list box and click the
Save button.
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See Also

Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11

Chapter 10, "Managing Pub/Sub Server Domains," page 151

Defining Integration Gateways and Loading Connectors

PeopleSoft Integration Broker is delivered with one local gateway, LOCAL, defined. Y ou can use this
gateway as the default local gateway, or create a new gateway and designate that one as the default local
gateway.

After you access the delivered local gateway or create your own, you must specify its URL and save the
changes. The gateway URL istypically the following:

http:// <machi ne_nanme>: <port >/ PSI GW Peopl eSof t Li st eni ngConnect or
The integration gateway URL is case sensitive.

Next you must click the Load Gateway Connectors button to |oad the connectors delivered with Peopl eSoft
Integration Broker.

See Also

Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11

Chapter 5, "Managing | ntegration Gateways," page 29

Configuring Integration Gateway Properties

After you define the default local integration gateway, specify the integration gateway URL and load the
delivered connectors, there are additional required and optional gateway propertiesto set. Y ou set these
properties using the integrationGateway. properties file.

Use one of the following methods to access the file:

« Onthe Quick Configuration page click the Advanced Gateway Setup link located under the Gateway
URL field.

« Onthe Gateways page click the Gateway Setup Properties link located next to the integration gateway
URL field.

At aminimum you must set the following in the integrationGateway .propertiesfile:
»  Set the Oracle Jolt connection string parametersin the DELIVERED CONNECTOR CONFIGURATION

Section of thefile. In most situations, you set the parameters under "JOLT connect string settings for
Application Server(s) with known NODENAMES."
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»  Specify and encrypt the keystore password.

See Also

Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11

Chapter 5, "Managing Integration Gateways," Accessing the integrationGateway.properties File, page 42

Chapter 5, "Managing Integration Gateways," Configuring Security and General Properties, page 46

Configuring the Integration System to Handle Services

To create services, service operations and generate WSDL documents, you must configure the system to
handle services.

PeopleSoft Integration Broker features a Services Configuration page where you must specify the following
items before you can create and work with services. services namespace, schema namespace and target
location.

See Also

Managing Services, Configuring PeopleSoft Integration Broker for Handling Services

Copyright © 1988, 2009, Oracle and/or its affiliates. All Rights Reserved. 9






Chapter 3

Using the Integration Broker Quick
Configuration Page

This chapter discusses using the Integration Broker Quick Configuration page to set up and access PeopleSoft
Integration Broker configuration properties.

Prerequisites for Using the Integration Broker Quick Configuration
Page

Before you perform the tasks described in this chapter, install PeopleTools, and configure and start the
application server. In addition, install, configure, and start the web server.

See Also

PeopleTools Installation Guide for your database

Accessing the Integration Broker Quick Configuration Page

Y ou can set up and access most PeopleSoft Integration Broker configuration properties using the Integration
Broker Quick Configuration page (PTIB_ADMIN). To access the page, select PeopleTools, Integration
Broker, Configuration, Quick Configuration.

Copyright © 1988, 2009, Oracle and/or its affiliates. All Rights Reserved. 11



Using the Integration Broker Quick Configuration Page Chapter 3

Integration Broker Quick Configuration

The integration gateway manages message transport through several communication protocols.

Gateway URL: |http:H-ilncalhnsHF'SlGWfF'eopleSoﬂListeningCnnnednr Ping Gateway ‘

Advanced Gateway Setup Use to access additional integration gateway features.

Integration Broker Domains

To process asynchronous messages, one application server domain must be active. If inactive,
use the Domain Status drop-down list to activate the appropriate domain.

Domains Customize | Find | @l i First [+] 1 of 1 [¥] Last
Machine Hame Application Server Path Status
WDocuments and SettingsWadminWpsiiptis.50-806-R1 .
BUFFY ViappseniiQEDMO Active
Domain Status Use to access additional domain features.
Other Quick Links
Senvice Configuration Use to define service and UDDI defaults.

Integration Broker Quick Configuration page

The page provides access to the following configuration properties.

Gateway URL Enter the integration gateway URL in the following form:

htt p: // <machi nenane>: <port >/ PSI GV Peopl eSof t Li st eni ng=>
Connect or

By default the port number is 80 for HTTP and 443 for HTTPS. If using the
default port number, you do not need to specify it in the URL.

For HTTPS, the URL should start with https.
The integration gateway URL is case-sensitive.

Ping Gateway Click the button to verify that the integration gateway is responding. If active, a
window appears that displays the name of the active target connector, the
PeopleTools version you are running, and the status of Active.

Advanced Gateway Click the link to access the Gateways page where you load target connectors and

Setup specify their properties. Use this page to also specify nodes with which the
gateway will communicate and access the integrationGateway . properties file to
set additional properties.

See Chapter 5, "Managing I ntegration Gateways," Setting General Connection
Properties, page 47.
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(Domain) Status

Domain Status

Service Configuration

See Also

Using the Integration Broker Quick Configuration Page

Click Active from the drop-down list box to activate pub/sub servers on an
application server domain.

Y ou must activate the pub/sub servers on application server domains used for
messaging before you can use them to successfully send and receive messages.

The drop-down list box appears only for domains that are currently inactive.

Click the link to access the Domain Status page in the Service Operations
Monitor where you can set domain grace periods, set domain failover, view
dispatcher status, and more.

See Chapter 10, "Managing Pub/Sub Server Domains," page 151.

Click the link to access the Service Configuration page to set required services
properties, such as service namespace and schema namespace.

Thislink also provides access to set required properties when using Universal
Description, Discovery and Integration (UDDI) repositoriesto provide and
consume web services.

See Chapter 8, "Configuring PeopleSoft I ntegration Broker for Handling
Services," page 143.

Enterprise PeopleTools 8.50 PeopleBook: PeopleSoft Integration Broker, "Understanding PeopleSoft
Integration Broker Metadata’
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Chapter 4

Administering Messaging Servers for
Asynchronous Messaging

This chapter provides an overview of messaging server administration and discusses how to:
» Create and assign dedicated servers.

» Edit messaging server queue lists.

» Delete messaging servers.

» Configure messaging servers.

»  Set the Oracle Tuxedo queue size.

Understanding Messaging Server Administration

This section discusses messaging servers, messaging server processes, and dedicated messaging servers.

Messaging Servers

The PeopleSoft messaging infrastructure is the core system upon which PeopleSoft Integration Broker is
built. Before using Integration Broker for asynchronous message processing, you must configure and start the
messaging server.

Note. The messaging servers and messaging server processes are used for asynchronous integrations only. If
you are performing only synchronous integrations, you need not configure a messaging server.

Activating Messaging Server Domains

Pub/sub server domains are delivered inactive, and you must activate them for the pub/sub system to become
available.

Y ou can activate pub/sub server domains using the Integration Broker Quick Configuration page or on the
Domain Status page in the Service Operations Monitor.

See Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11.

See Chapter 10, "Managing Pub/Sub Server Domains," page 151.
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Chapter 4

Messaging Servers in the DB2 UDB 0OS/390 and z/OS Environments

For DB2 UDB 0OS/390 and z/OS environments, PeopleSoft delivers messaging servers with persistent cursors
off. Therefore, all SQL statements are compiled each time they are invoked.

To change the persistent cursors setting:

1. InPSADMIN locate the Values for config section — Publish& Subscribe.

2. Set the Persistent Cursors on DB2/OS390 option. The values are:

« 0: Persistent cursors off.

o 1: Persistent cursorson.

Messaging Server Processes

Although the server processes devoted to the messaging system are all part of the larger application server
domain, they comprise adistinct set of processes that aren't involved with the ordinary transactions associated

with PeopleSoft Pure Internet Architecture connections.

Six processes of two types—dispatchers and handlers—are paired to produce the messaging servers that
transmit asynchronous messages throughout the messaging system. A set of three messaging servers—a

publication broker, a publication contractor, and a subscription contractor—is required by PeopleSoft
Integration Broker. The following table lists the generic names for the processes:

Messaging Server

Dispatcher Name

Handler Name

Publication Broker (BRK) PSBRKDSP PSBRKHND
Publication Contractor (PUB) PSPUBDSP PSPUBHND
Subscription Contractor (SUB) PSSUBDSP PSSUBHND

To distinguish the messaging servers, the PeopleSoft Server Administration utility (PSADMIN) includes a
separate menu for administering them—the Messaging Server Administration menu. Y ou select this menu
from the PeopleSoft Domain Administration menu, as shown in the following example:
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Domain Mame: TEST_QEDMO

Boot this domain
Domain shutdown menu
Domain status menu
Configure this domain

TUREDO command line <tmadmin?

Edit configurationslog files menu
Messaging Server Administration menu
Purge Cache

Preload File Cache

Clean IPC »eszources of thisz domain
Quit

Command to execute <1-18, o) =

PeopleSoft Domain Administration menu

From this menu, you can create new messaging servers, edit the queue list for existing messaging servers, and
delete messaging servers that are no longer needed.

Note. Although you add new messaging servers using a separate menu, you configure the messaging server
processes with PSADMIN as you would any other server process.

See Also

Enterprise PeopleTools 8.50 PeopleBook: System and Server Administration, "Using PSADMIN Menus'

rstanding Dedicated Messaging Servers

When you create a new application server domain, PSADMIN offers a set of messaging server processes that
comprise the default messaging server set for that domain. The default messaging server set is sufficient for
development, testing, or demonstrations.

Y ou might use the default messaging server set as the only messaging server set; however, in most cases, it is
insufficient. Asthe volume of published messages increasesin a production system, it's likely that asingle
messaging server set will become overloaded. To avoid potential overloads and performance degradation,
create additional dedicated messaging serversto cope with an increase in message volume.

Note. Dedicated messaging servers are used only for asynchronous messaging.

When you create a new messaging server, you assign it to a particular queue using PSADMIN. If agiven
gueue is the most active and creates performance bottlenecks, you can dedicate several messaging serversto
that queue to cope with the message volume. A messaging server is capable of handling multiple message
queues.

The following illustration depicts a dedicated messaging server set assigned to QUEUE _03:

Copyright © 1988, 2009, Oracle and/or its affiliates. All Rights Reserved. 17



Administering Messaging Servers for Asynchronous Messaging Chapter 4

18

CHANNEL_D1 CHANNEL_02 CHANNEL_03

Queued
Messages

O,
©

O
O

9@@@

N
Dedicated
Default Messaging Messaging
Server Set Server Set
CHANNEL_03

Dedicated messaging server set

In this scenario, the default messaging server set (_dflt process collection) continues to process the messages
in the other message queues while the dedicated messaging server set processes only the messages within a
specified queue. Unless you create and configure dedicated messaging servers, the default messaging server
set handles al incoming messages. Remember that a messaging server set is a collection of six messaging
Server processes.

Note. Before you can assign messaging servers to message queues, you must first define the message queues
using PeopleSoft Application Designer.

The process for adding a dedicated messaging server includes two parts:

» Creating the new messaging server.

Use the Messaging Server Administration menu in PSADMIN. This is where you specify the type of
server you're adding, name the server, and assign it to specific message queues.

« Configuring the new messaging server.

When you add a new messaging server of any type, the configuration files are updated to include
parameters for the new server processes. Because a messaging server consists of two server processes,
when you create a new one, you'll see two additional configuration sections in the PSADMIN domain
configuration menu. They appear identical to the _dflt messaging server processes, except they have the
name that you gave them in place of the _dflt. For any new messaging server processes to take effect, you
must first reconfigure the domain to include the new parameters.
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Note. Typicaly, you add multiple messaging elements simultaneously, so you should create all the elements
and then reconfigure the domain once.

Considerations When Creating Dedicated Servers

When creating dedicated messaging servers, consider the following points:

» Thereisno validation checking when you enter service operation queue namesin PSADMIN. As aresullt,
if service operation queue names are not spelled correctly and match those defined in the system, the
dedicated server will not process any service operation. Instead the default server will process them.

»  Never split a service operation queue across domains. Y ou don't want a situation where a service
operation queue is assigned to Domain A and the same service operation queue is also assigned to
Domain B, since both domains will try to do the same work. Y ou want specific service operation queues
for Domain A and specific service operation queues for Domain B.

» Setting up adedicated server consists of a creating a dedicated dispatcher and handler(s). Make sure that
the number of handlers booted is sufficient to process the request volume.

+ If you create more than one dedicated server over different domains do not to include any service
operation queues already specified for other dedicated servers of the same server type. For example, do
not include Service Operation Queue A in Publication Broker Server X, aswell asin Publication Broker
Server Y.

» Verify that the Oracle tuxedo queue size is large enough and correctly configured in PSADMIN.

See Chapter 4, "Administering M essaging Servers for Asynchronous Messaging,”" Setting the Oracle
Tuxedo Queue Size, page 27.

» |If you choose to set up group domain failover for dedicated servers, ensure that:
«  Service operation queue sets within groups are identical.
»  Service operation queue sets between groups are unique.

See Chapter 12, "Tuning Messaging System Performance,” Setting Up Domain Failover, page 255.

« When you create a messaging server, the following dispatcher parameters are populated with their default
values. Verify those default settings you want to keep and those that you want to change.

» Restart period.

« Scaninterval.

+ Dispatcher queue maximum queue size.
» Memory queue refresh rate.

See Chapter 4, "Administering Messaging Servers for Asynchronous Messaging," Specifying
Dispatcher Parameters, page 23.
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Creating and Assigning Dedicated Servers

20

Typically, you create one server of each type to produce a complete messaging server set dedicated to one or
more service operation queues.

Note. Although a messaging server set consists of one of each of the three server types, they do not al need
to be dedicated servers. For example, for a given service operation queue, you can create only a dedicated
publication contractor. If you haven't assigned a dedicated publication broker or a dedicated subscription
contractor to the service operation queue, the default publication broker and subscription contractor is used.

The following example shows the Message Server Administration menu:

saging Server Administration menu

Domain Hame : QEDMODU

In addition to the default messaging servers, the following
dedicated messaging servers are in the domain configuration:

£{ Mo dedicated messaging servers are defined >

Commands :

1> Create a new mMessaging Server

2> Edit the channel list for a messaging server
3> Delete an existing messaging sServer

g) Quit

Command to execute <1-3, g2 =
1> Publication broker
2> Publication contractor
3> Subscription contractor

Creating a new messaging server

To create a dedicated messaging server:
1. From the PeopleSoft Domain Administration menu, select the Messaging Server Administration menu.
2. From the Messaging Server Administration menu, select the Create a new messaging server.
3. From the submenu that appears, select the type of server to create.
Y ou can create a publication broker, a publication contractor, or a subscription contractor.
4. Enter aname to identify the new messaging server.

The nameislimited to six characters; for example, PTBMSG. The name that you enter is appended to each
generic server process hame; for example, PSBRKDSP_PT8MSG for the broker dispatcher and
PSBRKHND_PT8MSG for the broker handler.

Note. The name that you enter must be unique for the messaging server type in the current domain.
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5. Specify the service operation queue that is handled by the new messaging server.

Y ou must specify a service operation queue, which must already be defined in the PeopleSoft Pure
Internet Architecture.

Note. The service operation queue name that you enter must exactly match the name that appearsin the
PeopleSoft Pure Internet Architecture. No prompt or validation occurs between PSADMIN and
PeopleSoft Pure Internet Architecture definitions.

Important! Don't specify a given service operation queue for more than one messaging server of each
typein the current domain. For example, you cannot have two subscription contractors assigned to the
service operation queue. Nor can you have two dispatchers assigned to the service operation queue.

After severa status messages, the Messaging Server Administration menu reappears, displaying alist of the
existing dedicated messaging servers for the current domain.

Editing Messaging Server Queue Lists

After you create a publication broker, publication contractor, or subscription contractor, you may need to add
more service operation queues to the server's queue list, or you may want to decrease the number of service
operation queues it services to improve performance. Y ou use the commands shown in the following
example:

In addition to the default messzaging servers, the following
dedicated messaging servers are in the domain configuration:

SERVER HAME TYPE QUEUES

TESTH1 BRK QE_FLIGHTPLAN_QUEUE
TESTB2 FUB QE_PO_QUEUE

Commands =

1> Create a new messaging server

2) Edit the gueue list for a messaging server
3> Delete an existing meszaging servep

g? Quit

Command to execute (1-3, g» =

SERUVER NAME TYFE OQUEUES

1> TESTH1 BRK QE_FLIGHTPLAM_QUEUE
2» TEST@2 PUB QE_P0O_QUEUE

Enter the number of the szerver to be edited: 2

Changing gueune list for server 'TESTHZ' ...

FORMAT : Alphanumeric, max 3B-char gueuwe names separated by commas <no tahs or spaces?
Current gueuez: [QE_PO_QUEUE]
Enter new gueues:

Modifying a messaging server queue list
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To modify aqueue list:

1. From the PeopleSoft Domain Administration menu, select Messaging Server Administration menu.

2. From the Messaging Server Administration menu, select Edit the queue list for a messaging server.

3. Fromthelist of defined servers, select the messaging server for which you want to modify the queue list.
4. Specify alist of the message queues that will be handled by the selected server.

Y ou must specify at least one message queue. Multiple queue names must be entered as alist separated by
commas, with no spaces, for example, HRMS_01,HRMS _02,CRM_03.

Note. The new list of message queues that you enter replaces the current list of queues for the selected
messaging server. The queues that you specify must aready be defined in the PeopleSoft Pure Internet
Architecture.

After several status messages, the Messaging Server Administration menu reappears, displaying the updated
messaging server listing.

Deleting Messaging Servers

Sometimes a previously created messaging server isno longer needed. Rather than alow the server to
consume valuable system resources, you should remove it from the domain.

To delete a messaging server from a domain:

1. From the PeopleSoft Domain Administration menu, select Messaging Server Administration menu.
2. From the Messaging Server Administration menu, select Delete an existing messaging server.

3. Fromthelist of defined servers, select the messaging server to delete.

After several status messages, the Messaging Server Administration menu reappears, displaying the
remaining dedicated servers.

Configuring Messaging Servers

Once you create dedicated messaging servers, you must configure their dispatcher and handler processes so
that they boot when you start the application server. Y ou configure these processes using PSADMIN, as you
do other server processes that run on the application server. Before you configure additional messaging server
processes, familiarize yourself with the other server processes that run on the application server.

See Enterprise PeopleTools 8.50 PeopleBook: System and Server Administration, "Using PSADMIN
Menus."

Two types of server processes comprise each messaging server: a dispatcher and a handler. Each process type
requires that you set adifferent set of parameters. Most of the parameters are similar to other server
processes, such as PSAPPSRV, but some parameters are specific to messaging servers.
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Note. The following sections also apply to the _dflt messaging server processes. Only one parameter is
different for a dedicated messaging server process and its _dflt counterpart—the Queues parameter. That
parameter enables you to add message queues to the queue list. The _dflt server processes cannot be
associated with a specific message queue.

Specifying Dispatcher Parameters
There are three generic process types that are the basis for all dispatcher processes:

+ PSBRKDSP, which is the publication broker dispatcher.
« PSPUBDSP, which is the publication contractor dispatcher.
« PSSUBDSP, which is the subscription contractor dispatcher.

The following parameters apply to all three process types.

Recycle Count Specifies the number of times each dispatcher process is executed before being
terminated (intentionally) by the system and then immediately restarted.

Y ou should intermittently recycled serversto clear buffer areas. Thetime
required to recycle a server is negligible (a matter of milliseconds), however part
of the server initiaization processis to rebuild the in-memory queues. The time
to complete this is dependent on the number of messages residing in the pub/sub
database table.

The Recycle Count parameter does not translate into a native Oracle Tuxedo
parameter in the PSAPPSRV.UBB file. Instead, the value is stored in memory
and is managed by the system.

Allowed Consec Service This option enables dynamic server process restarts in the event of service
Failures (Allowed failures.
consecutive service

feilures) To set this option, enter a number greater than 0. To disableit, enter 0. The

default value for this parameter is 2. The value that you enter is the number of
consecutive service failures that cause arecycle of the server process. Thisisa
catchall error handling routine that allows a dispatcher to terminate itself if it
receives multiple, consecutive, fatal error messages from service routines. Such
errors should not occur consecutively; however, if they do, it indicates that the
server process needs to be recycled or cleansed. A retry message appears when
the specified number of service failures occurs.

Dispatch List Multiplier Limitsthe number of dispatched messages by the number you specify, multiplied
by the number of associated handler(s). This parameter is useful for unordered
queues when all messages could go out at once. The default valueis 10.
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Scan Interval

Ping Rate

Maximum Ping I nterval

Dispatcher Queue M ax
Queue Size

Specifies the number of seconds between scans of the work queue whenidle.
The default value is 15 seconds.
The scan interval is necessary to detect the following types of messages:

» Messages published from an application server domain that is not the active
pub/sub domain as selected on the Domain Status page in the Service
Operations Monitor.

« Caseswhere the broker server does not receive a notice of the publication.

When amessage is in the queue, the broker server doesn't receive a notice of the
publication. A scan interval isrequired to make sure these types of messages are
processed in atimely manner. The scan interval is analogous to the polling that
PeopleSoft Process Scheduler performs on the Process Request table. In addition,
the scan interval detects messages that have been resubmitted—for example,
after an error. Decreasing the scan interval decreases latency for these types of
publishes and error recovery.

Note. The scan interval and ping rate (as a percentage) determines the actual
interval for pinging any unavailable remote nodes. The algorithm used is:
(attempts) x (ping rate) x (scan interval).

Determines the number of seconds of inactivity before the server scansthe
database queues to restart any stalled or crashed items.

The default value is 150 seconds.
The ping rateis used in conjunction with the scan interval for pinging remote
nodes. See the definition for Scan Interval in this section.

Determines the maximum interval, in hours, between subsequent attempted pings
of any unavailable remote nodes.

Determines the maximum number of items per service operation queue that the
dispatcher keepsin memory. The default value is 1000.
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Memory Queue Refresh  PeopleSoft Integration Broker maintains current asynchronous messaging queues

Rate in system memory for quick access. Occasionally, these cached queues can
become corrupted. At that point, they must be refreshed from the Peopl eSoft
Integration Broker datatables. The likelihood and frequency of cache corruption
depends on a combination of factors specific to the messaging system. If you
need to periodically refresh the in-memory gqueues, you can use this parameter to
tailor the frequency of the refresh to fit the situation.

Each dispatcher on the system has its own queue. For each queue, you set the rate
equal to the number of dispatch attempts that must occur before the queueis
refreshed. The refresh occurs only when the specified number of dispatch
attemptsis reached for a given message queue.

For example, with a memory queue refresh rate of 8, multiple queues could have
up to seven dispatch attempts each without triggering any refresh. The following
settings are also significant:

» A setting of O (the default) disables the refresh altogether.

» A setting of 1 triggers arefresh immediately after every dispatch attempt,
effectively disabling memory caching.

Restart Period Specifies the number of seconds between restart attempts on Sarted itemsin the
work queue.

An item which staysin Sarted state for more than afew seconds might be
stalled—for example, the service request might have been lost, or the handler
might have crashed. Decreasing the restart period reduces the latency for
recovering stalled items with the status Sarted. However, under high load, items
might stay in the Started state longer than normal for valid reasons. All handlers
might be busy, and the handler service request for the item might be queued at
the Oracle Tuxedo level. Setting the restart period too low results in redundant
restarts. The dispatcher dispatches the item again, even though the original
request is still in the Tuxedo queue. A small number of extrarestartsis benign;
however, at higher volumes, the unnecessary restarts can fill up the queue and
block real requests. The formulafor areasonable value for the restart period is:

((incoming requests per second) / (number of handlers)) x (average processing
time per request)

For example, if you have an incoming rate of 20 per second, and you have four
handlers, each handler is busy processing one item and will have four others
waiting in the queue. A new item must wait for the currently processing item—
plus the four items in the queue—before it is processed. If each item takes 10
seconds to process, the new item will stay in Started status for approximately 50
seconds before the handler works onit. If it staysin Started status longer, it's

likely that the request to the handler has been lost, and the item should be
restarted.

Note. Using avalue greater than 3540 for the dispatcher restart period resultsin
constant restarts.
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Specifying Messaging Server Process Handler Parameters
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There are three generic process types that are the basis for al handler processes:

« PSBRKHND, which isthe publication broker handler.

« PSPUBHND, which is the publication contractor handler.

« PSSUBHND, which is the subscription contractor handler.

The following parameters apply to all three process types.

Min Instances (Minimum Specifies the number of handler server processes started at boot time.

instances)

Max | nstances
(Maximum instances)

Service Timeout

Recycle Count

Allowed Consec Service
Failures (Allowed
consecutive service
failures)

Max Retries (Maximum
retries)

Specifies the maximum number of handler server processes that can be started or
spawned.

Specifies the number of seconds a handlers waits for a service reguest before
timing out.

Service timeouts are recorded in the TUXLOG and APPSRV.LOG. In the event
of atimeout, the handler terminates itself and Oracle Tuxedo automatically
restarts the process.

Specifies the number of times that the system executes each server before the
PeopleSoft system intentionally terminates the process.

Server processes must be intermittently recycled to clear buffer areas. Thetime
required to recycle a server is negligible (a matter of milliseconds). The Recycle
Count parameter does not trandlate into a native Oracle Tuxedo parameter in the
PSAPPSRV.UBB file. Instead the value is stored in memory and is managed by
the PeopleSoft system.

This option enables dynamic server process restarts in the event of service
failures.

To set this option, enter a number greater than 0. To disableit, enter 0. The
default for this parameter is 2. The numerical value that you enter is the number
of consecutive service failures that cause arecycle of the server process. Thisisa
catchall error handling routine that allows a handler to terminate itself if it
receives multiple, consecutive, fatal error messages from service routines. Such
errors should not occur consecutively; however, if they do, it indicates that the
server process heeds to be recycled or cleansed. A retry message appears when
the specified number of service failures occurs.

Specifies the maximum number of times that the server attemptsto restart a
failed action.

This parameter prevents a bad item from continuously crashing a handler
process. The counter is incremented when the handler sets the status to Working
but before it actually starts processing the item.

Copyright © 1988, 2009, Oracle and/or its affiliates. All Rights Reserved.



Chapter 4

Administering Messaging Servers for Asynchronous Messaging

Setting the Oracle Tuxedo Queue Size

The messaging system uses the Tuxedo queue size indicated in the application server domain section of
PSADMIN to determine when the Tuxedo queue size has reached its maximum. The pub/sub system reads
the actual queue size periodically, based on the Tuxedo Queue Status Check Count parameter. The system
throttlesitself so that it does not exceed this maximum, thereby preventing queue saturation and degraded
performance.

Set the Tuxedo Queue Size parameter equal to that of the kernel parameter used by the machine running the
pub/sub processes (msgsys:msgingo_msgmax).

To set the Tuxedo queue size for the messaging system:

1. InPPSADMIN navigate to the Values for config section — PSAPPSRV part of thefile. To do so:

a

Open PSADMIN.

Enter 1 for Application Server and press Enter.
Enter 1 for Administer a Domain and press Enter.
Choose a domain from the list and press Enter.
Choose 4 for Configure the Domain and press Enter.
Enter Y to shut down the domain.

Enter Y to change the configuration values.

Press Enter to scroll through the file and accept the current settings until you reach the following
section:

Val ues for config section - PSAPPSRV

2. Enter Y and press Enter to change values in the section.

3. Navigate to the Tuxedeo Queue Size parameter. To do so, press Enter to scroll through the list and accept
the current values. When you reach the Tuxedo Queue Size parameter enter avalue.

A value of 0 (zero) disables Tuxedo queue threshold determination and usage.

Based on your environment, a value of -1 sets the queue size to the following default values:

Windows: 65535.
AlX: 4000000.
Solaris: 65535.
HP: 65535.

4. Press Enter to scroll through the remaining sections and accept the current settings.

PSADMIN will process the changes and then load the new configuration.
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5. Boot the domain.

See Also

Enterprise PeopleTools 8.50 PeopleBook: System and Server Administration, "Using PSADMIN Menus'

28 Copyright © 1988, 2009, Oracle and/or its affiliates. All Rights Reserved.



Chapter 5

Managing Integration Gateways

This chapter provides an overview of integration gateway configuration and discusses how to:

Administer integration gateways.

Access gateway setup properties.

Set Oracle Jolt connection properties.

Use the integrationGateway.propertiesfile.
Encrypt passwords.

Configure security and general properties.

Mask gateway log elements.

Configure integration gateways for load balancing.
Refresh integration gateway properties.

Bypass integration engines to send messages.

Understanding Integration Gateway Configuration

This section discusses:

Integration gateway versions and application server versions.
Local gateway compatibility.

Types of integration gateway configuration.

Integration Gateway Versions and Application Server Versions

Local and remote integration gateways must be at the same or higher version as the application servers with

which they communicate.

Out of the box, PeopleTools 8.50 is delivered with a PeopleTools 8.50 integration gateway and a PeopleTools
8.50 application server, thus meeting this requirement
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However, situations may arise where your integration environment is comprised of PeopleSoft systems
running different versions of PeopleTools, or your integration partners are running different versions of
PeopleTools. When thisis the case, you must ensure that the integration gateway is at the same or higher
version as the application server with which it communicates or integrations will fail.

The following list describes several compatible integration gateway/application server version combinations:

» You are using a PeopleTools 8.50 integration gateway to communicate to a PeopleTools 8.50 application
server.

» You are using a PeopleTools 8.50 integration gateway to communicate to a PeopleTools 8.49 or earlier
application server.

» You are using a PeopleTools 8.50 remote integration gateway to communicate with a PeopleTools 8.50 or
earlier application server.

The following list describes several incompatible integration gateway/application server version
combinations. Integrations will fail with these combinations:

» Youareusing a PeopleTools 8.49 or earlier integration gateway to communicate with a PeopleTools 8.50
application server.

« You are using a PeopleTools 8.49 remote integration gateway to communicate with a PeopleTools 8.50
application server.

Local Gateway Compatibility

Because database administrator passwords and gateway keystore passwords are encrypted in the current
PeopleTools release, the local gateway specified by a node in the current rel ease of PeopleSoft Integration
Broker must be from PeopleTools 8.41 or later to support encryption. If you upgrade PeopleTools and the
integration engine from arelease earlier than PeopleTools 8.41, you must also upgrade the local gateway.

Note. The current release of the integration gateway works with nodes that use PeopleTools 8.4x PeopleSoft
Integration Broker.

Types of Integration Gateway Configuration

30

Anintegration gateway requires several types of configuration:
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Security configuration

General configuration

Connector-specific
configuration

Managing Integration Gateways

Y ou implement PeopleSoft Integration Broker security in several ways, including
installing digital certificates on the gateway's web server and on the gateway
itself to support Secure Sockets Layer (SSL) encryption. To implement
encryption, you should complete the certificate installation before continuing
with the gateway configuration in this chapter.

Once the gateway's digital certificates are installed, you must enter severa
configuration parameters in the Integration Gateway Certificates Section of the
integrationGateway.properties file. The parameters you must set are the
certificate alias name, the certificate alias password, the path to the keystore, and
the keystore password.

See Chapter 11, "Setting Up Secure Integration Environments," Installing Digital
Certificates for SSL Encryption on Oracle WebL ogic, page 178.

Thisincludes settings for the gateway version, class location, general
communication parameters, node connection parameters, message and error
logging, and gateway type and location. Most of these settings are entriesin the
integrationGateway .propertiesfile, but you set afew of them in the Gateways
component.

The number of configuration settings and where they're applied depend on the
connector. You configure most of the target connectors delivered with
PeopleSoft Integration Broker by using the Gateways component, but some
require settings in the integrationGateway.propertiesfile. A few require settings
in both environments.

Note. Y ou can override some target connector properties for an individual node.

The Gateways Component

Once the gateway has been installed, you use the Gateways component (IB_GATEWAY) to make it
accessible to any node that usesit for messaging. Y ou can also use it to override the gateway's default
connector properties for individual nodes without having to directly edit the integrationGateway .properties
file on the gateway machine.

See Chapter 5, "Managing Integration Gateways," page 29.

Minimum Integration Gateway Setup Requirements

The minimum setup requirement to run an integration gateway are:

1. Specify the gateway URL.

2. Specify the Oracle Jolt connection string properties to enable communication with each Peopl eSoft
Integration Broker node that will be involved in an integration that uses a gateway.

3. Set and encrypt the keystore password.
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See Also

Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11

Chapter 5, "Managing Integration Gateways," Setting SSL Encryption Security Properties, page 46

Administering Integration Gateways

This section discusses how to:

» Define integration gateways.

« Ping integration gateways.

» Register installed target connectors.
» Refresh the gateway properties.

 Edit available connector properties.

Defining Integration Gateways

Use the Gateways page (IB_GATEWAY) in the Gateways component (IB_ GATEWAY) to specify the
location of the gateway, update configuration settings, and register target connectors to be used with the
gateway.

Note. A default local gateway definition is automatically created upon installation. If you plan to use only the
local gateway, you do not need to create a new definition; however, you still must configure the gateway .

To access the Gateways page, select PeopleTools, Integration Broker, Configuration, Gateways. The
following example shows the Gateways page:

32 Copyright © 1988, 2009, Oracle and/or its affiliates. All Rights Reserved.



Chapter 5 Managing Integration Gateways

Gateways
Gateway ID: LOCAL
Local Gateway [ Load Balancer
URL: |http:H{IocalhoSP:BQZUIF'SIGWIPeopIeSoﬂListeningConnec’mr Ping Gateway

Gateway Setup Properties

Load Gateway Connectors |

- oL
Connectors Customize | Find | @l i First [ 4] 1-9 of 9 I Last

*Connector 1D Description *Connector Class Name

1 |AS2TARGET | |AS2TargetConnector Properties
2 [FILEQUTPUT | |simpleFileTargetConnector Properties
3 [FTPTARGET | [FTPTargetConnector Properties
4 |GETMAILTARGET | |GetMailTargetConnector Properties
5 |HTTPTARGET | HttpTargetConnector Properties
6 |JMSTARGET | lJMsTargetConnector Properties
T |PSFT81TMGET | |AppIicati0nMessagingTargetConnec‘cor Froperies
8 |F'SF'I‘I'ARGET | |Peop|eSnﬂTargetConnec’[0r Properties
9 |SMTPTARGET | |SMTPTargetConnector Properties

CRERENERCRERC e |

nfolofolofoRofolnl |

Gateways page with the URL defined and target connectors loaded

To define and configure a gateway:
1. Accessthe Gateways page (select PeopleTools, Integration Broker, Configuration, Gateways).
« Click Search, and select an existing gateway definition.

The Gateways page appears, displaying the gateway definition.

Note. The default ID for the delivered local gateway is LOCAL.

« Addanew value, enter an integration gateway 1D, and click Add.
The Gateways page appears.

2. (Optional.) Select Local Gateway to designate the gateway as local.

Each PeopleSoft Integration Broker node requires exactly one local gateway, which isthe application's
first point of contact with other PeopleSoft applications, third-party systems, Integration Broker hubs, and
remote gateways.

Note. Y ou must open the definition of the designated local gateway and clear the Local Gateway check
box before you can select that check box in another definition.
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3. Enter the gateway URL for the selected gateway's Peopl eSoft listening connector.
Specify the URL with the format:
http://machinename: port/PSI GW/Peopl eSoftL i steningConnector
In this case, machinename: port is the machine name and port, host name, or |P address of the web server
hosting the gateway.
By default the port number is 80 for HTTP and 443 for HTTPS. If using the default port number, you do
not need to specify it in the URL.
For HTTPS, the URL should start with https.
The integration gateway URL is case sensitive.
The gateway uses the PeopleSoft listening connector to receive service operations from an integration
engine node or aremote gateway.

4. (Optional.) To load the delivered target connectors, click the Load Gateway Connectors button.
Y ou can load the delivered target connectors at this point, or at alater time.

5. Savethe gateway definition.

6. Click the Gateway Setup Properties link to configure additional gateway settings and connector
properties.

See Also

Chapter 12, "Tuning Messaging System Performance," Configuring Integration Gateways for L oad

Balancing, page 261

Pinging Integration Gateways

34

Use the Gateways page to ping an integration gateway to verify that it is running. Before you ping an
integration gateway, you must define the gateway URL.

To ping an integration gateway:

1
2.

3.

Access the Gateways page (select PeopleTools, Integration Broker, Configuration, Gateways).
Select the integration gateway to ping.

The Gateways page appears.

Click the Ping Gateway button.

If the ping is successful a PeopleSoft Listening Gateway page appears that displays the PeopleT ools release
and a status of Active.
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Loading Target Connectors

The Connectors grid on the Gateways page lists the target connectors registered with the current gateway.
Initially, none of the delivered connectors are loaded and the grid is empty. Y ou can load target connectors
automatically by introspection or manually by entering information in the grid.

Note. Y ou typically load and configure the gateway target connectors only when you configure a new
gateway or install anew connector.

Loading Connectors by Introspection

If the connector was delivered with the PeopleSoft application or devel oped using the PeopleSoft Integration
Broker Connector Software Development Kit (SDK), you can easily load it with the PeopleSoft Integration
Broker connector introspection feature. Before you can register a new connector, you must install it.

See Appendix B, "Using the Integration Broker Connector SDK," page 301.

To load connectors by introspection:
1. Accessthe Gateways page (select PeopleTools, Integration Broker, Configuration, Gateways).

2. Click the Load Gateway Connectors button to trigger introspection for the current gateway.

Peopl eSoft Integration Broker examines the properties of all installed target connectors and loads those
properties into the gateway definition. All the connectors appear in the Connectors grid, and the properties of
each connector are updated to reflect its current state.

Note. The introspection never overrides existing information. It adds only missing information, so manually
edited values are not affected. If you modified a connector, new and modified properties are loaded and do
not interfere with existing properties.

Loading Connectors Manually

To load and configure a connector manually, you enter the connector 1D, connector class name, and property
information that's hard-coded in the connector. Thisinformation is provided by PeopleSoft for al delivered
connectors; information about connectors from any other source must be provided by that source.

To load anew connector manually:

1. Accessthe Gateways page (select PeopleTools, Integration Broker, Configuration, Gateways).
2. Add anew row in the Connectors grid.

3. Enter the ID for the new connector.

4. Enter the connector class name.
5

. Click Propertiesto edit the connector's properties.

Copyright © 1988, 2009, Oracle and/or its affiliates. All Rights Reserved. 35



Managing Integration Gateways Chapter 5

See Also

Appendix A, "Using the Delivered Listening Connectors and Target Connectors,” page 267

Appendix B, "Using the I ntegration Broker Connector SDK," page 301

Editing Connector Properties

36

Node-level target connector properties represent parameters that can be used by the connector. These
properties are hard-coded in the connector class. The Connector Properties page (IB_CONNPROP) lists all of
a connector's available properties and their values. When you specify a connector in a node definition, only
the properties that you are required to set and specify display.

Note. Available connector properties are automatically entered on the Connector Properties page when you
register the connector.

Each property entry is defined by a combination of property ID and property name, both of which must
already exist in the connector class. A single connector can handle service operations that adhere to different
header formats, communication protocols, or other requirements. Y ou can represent these variations on the
Connector Properties page by entering multiple instances of the properties used, each with a different value.

Warning! Do not add new properties to any of the delivered connectors, as doing so requires changes to the
delivered Java connector programs. Add connector properties only for custom connectors you have created.

The following example shows the Connector Properties page:
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Gateways
Connector Properties

Gateway ID LOCAL

Connector SMTPTARGET

Properties Customize | Find | @| - First Kl 1-8 of 8 > Last
*Proy 1D *Property Hame Required |Value Default
1 HEADER Q |Content-Type Q O text/plain O [=]
2 [HEADER Q, [content-Type Q O texthtmi O [=]
3|HEADER o) |sendUncnmpressed o) |‘r’ (=]
4|HEADER il |sendUncnmpressed il |N ¥ =]
5 [SMTPTARGET @ |BCC Q O | O [=]
6 [SMTPTARGET @ [cC Q O | O [=]
7|SMTPTARGET  C DestEmailAddress O} | [=]
8 SMTPTARGET  C [SourceEmailAddress O | [=]

Properties tab for the SMTP target connector

To add a new property instance:

1. Accessthe Connector Properties page (select PeopleTooals, Integration Broker, Configuration, Gateways
to display the Gateways page).

2. Inthe Connectors section locate the row that lists the target connector with which you want to work, and
click the Propertieslink at the end of the row. The Connector Properties page displays.

3. Select aProperty ID.
Available property |Ds are specific to the connector that you're configuring.
4. Select aProperty Name.
The available property names are specific to the property ID that you selected.
5. If the property is required for the connector to work properly, select the Required check box.

All instances of a property (that is, al identical property ID and property name combinations) should have
the same Required status.

6. Enter an appropriate value for the property instance.

Appropriate values might come from PeopleSoft, from the connector's devel oper, or from your own
experience and requirements.
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7. (Optional.) Select the Default check box.

When you specify the connector in a node definition, only properties marked as both required and default
appear automatically on the Connectors page of the Node Definitions component.

Note. In most cases, only one instance (value) of arequired property should be used by a given node;
however, you might designate multiple values as default so that they all appear. Keep in mind which
properties can be used with multiple values and which ones require a single value.

8. Savethe properties.
9. Click OK.

The Gateways page appears.

Accessing Gateway Setup Properties

This section discusses how to access the integration gateway set up properties.

Y ou can access the gateway setup properties from the Quick Configuration page or from the Gateways page.

» To access gateway setup properties from the Quick Configuration page, select PeopleTools, Integration
Broker, Configuration, Quick Configuration. The Quick Configuration page appears. Click the Advanced
Gateway Setup link.

« To access gateway setup properties from the Gateways page, select PeopleTools, Integration Broker,
Configuration, Gateways. The Gateways page appears. Click the Gateway Setup Properties link.

The Gateway Properties signon page (IBGWSIGNON) appears as shown in the following example:

Gateway Properties

Sign on to access integrationGateway properties file.

The default user 1D is "administrator and the default passwaord is "password”.

User ID

Password

[ ] change Password

Gateway Properties sign in page.

The default user ID is administrator and the default password is password. Check the Change Password box
to change the default password.
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Note. Y ou should change the default password as soon as possible.

Y ou can reset the password in the gatewayUserProfilexml file located in

<PIA_HOM E>\webserv\i<DOM AIN>\appli cations\peopl esof\PSIGW.war\WEB-INF. The password you
enter in the gatewayUserProfilexml file must be encrypted. Y ou can use the PSCipher utility to encrypt the
password.

After you successfully enter the user 1D and password, the PeopleSoft Node Configuration page displays
where you specify information about how to connect to nodes and access the integrationGateway.properties
file to establish additional gateway settings.

Setting Oracle Jolt Connection Properties

The integration gateway communicates with PeopleSoft application server nodes using Oracle Jolt
connections.

Understanding Oracle Jolt Connection Properties

This section discusses setting Oracle Jolt connection string properties using the PeopleSoft Node
Configuration page. Setting these properties in the integrationGateway.properties file is discussed later in this
section.

The PeopleSoft Node Configuration page (PSGTWPROPS_SEC) provides grids for defining Oracle Jolt
connection properties for unknown (default) and known nodes. When you save the properties you set on this
page, they are written to the integrationGateway.properties file. To edit or define these propertiesin the
future, you can use the PeopleSoft Node Configuration page or the integrationGateway.propertiesfile.

Connection Settings When Target Nodes are not Known

Within any inbound message, the integration gateway requires only the names of the message and the
requesting node. If the message is sent by a PeopleSoft Integration Broker system, it also includes the name
of the target node. The gateway searches the integrationGateway.properties file for the Jolt connect string
properties for the specified target node, so it can properly direct the message.

However, the integration gateway cannot determine the target node in the following cases.

» The Jolt connect string settings for the specified target node are missing from the
integrationGateway .propertiesfile.

» The message format does not include a To node specification.

To handle these cases, you can specify a default application server to handle the message if no valid target
node can be determined.

Connection Settings for Known Target Nodes

Y ou must set four Oracle Jolt connect string properties for each PeopleSoft Integration Broker application
server node with which the integration gateway communicates. The gateway uses this information to access
each node's database through a Oracle Jolt connection with its PeopleSoft target connector.
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Note. These properties apply only to communications that don't cross afirewall and for which the gateway
uses the PeopleSoft target connector.

Setting Oracle Jolt Connection String Properties

40

The PeopleSoft Node Configuration page provides a grid for setting Oracle Jolt connection string properties
for unknown (default) target nodes and known target nodes.

PeopleSoft Node Configuration

URL: httpiple-jhemand/PSIGWPeopleSofilistening Connectar

App Server URL User ID Password Tools Release

fple-jhernand: 9000 FTDMO il |8.49-BD3-R1
PeopleSoft Nodes customize | Find | View All | e First [ 4 of 1 [ Last
Hode Name App Server URL User ID Password Tools Release
|$NODENAME |J‘J‘<ma|:hine names=<jolt port=  |=database user |=:pecup|etnn|s t Fing Mode | =l

PeopleSoft Node Configuration page

To access the PeopleSoft Nodes Configuration page, select PeopleTools, Integration Broker, Configuration,
Gateways. The Gateways page appears. Click the Gateway Setup Properties link. Enter the gateway user 1D
and password and click the OK button. The PeopleSoft Node Configuration page appears.

To define properties for unknown nodes use the Gateway Default Application Server grid on the PeopleSoft
Node Configuration page. To define properties for known nodes use the PeopleSoft Node grid on the
PeopleSoft Node Configuration page.

Note. Setting Oracle Jolt string connection properties for unknown nodesis optional.

App Server URL Enter the machine name and Oracle Jolt port number of the default application
(Application Server URL  server to use if no valid target node can be determined.

in the Gateway Default To determine the Jolt port of the application server, check the JOLTListener

App Server Section) section in the psappsrv.cfg file. Thefileislocated in
<PS_CFG_HOME>\appserv\<sDOMAIN_NAME>.

App Server URL Enter the machine name and Oracle Jolt port number of the default application

(Application Server URL  server to use if no valid target node can be determined.

in the PeopleSoft Nodes

Section) Note. To determine the Jolt port of the application server, check the
JOL TListener section in the psappsrv.cfg file. Thefileislocated in
<PS_CFG_HOME>\appserv\<sDOMAIN_NAME>.

Node Name Enter name of the PeopleSoft node with which the integration gateway isto

communicate.
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User ID Enter the user 1D that you defined when you created the application server
domain.

Password Enter the UserPswd that you defined when you created the application server
domain.

Peopl eSoft Integration Broker will automatically encrypt this password entry.

Tools Release Enter PeopleTools version number installed on the application server.
Limit the number you enter to two decimal places. For example, 8.50.

If you are installing a patch build, include the patch number. For example, if you
areinstalling PeopleTaools 8.50 patch build 3, enter the following: 8.50.03

The properties and values you set in the PeopleSoft Node Configuration page are located in the DELIVERED
CONNECTOR CONFIGURATION Section of the integrationGateway.propertiesfile.

The properties you set for unknown nodes are in the subsection ## JOLT connect string setting for optional
Default Application Server. The properties you set for known nodes are in the subsection ## JOLT connect
string settings for Application Server(s) with known NODENAMEsS.

See Also

Chapter 5, "Managing Integration Gateways," Accessing Gateway Setup Properties, page 38

Chapter 5, "Managing I ntegration Gateways," Using the integrationGateway.properties File, page 41

Chapter 5, "Managing | ntegration Gateways," Configuring Security and General Properties, page 46

Using the integrationGateway.properties File

To establish settings for the integration gateway and its delivered connectors, you use the
integrationGateway.propertiesfile.

The integrationGateway .properties file is atext file.
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Gateway Properties

Gateways

Gateway Properties

URL hitpiflocalhostB920/PSIGWPeopleSoftListeningConnectar

SO CHEHEHHHEHEHEHEHHEHEHE S

Confidentiality Infarmation: * ﬂ
This module is the canfidential and proprietary information of *

FeopleSof, Inc.; itis not to be copied, reproduced, or *

transmitted in any form, by any means, inwhaole arin par,

nar is itto be used for any purpose other than that forwhich *

itis expressly provided without the written permission of *

FeapleSof, Inc. *

+*

Copyright (c) 1983-2005 PeopleSoft, Inc. All Rights Resered *

fpeopletoolsMEBSintegrationgatewaylintegrationGateway.

] Cancel

Gateway Properties page

The property settingsin the file are stored as name-value pairsin labeled sections, and the lines are
commented out using the pound sign (#). Here's an example of a commented-out property setting:

#i g.isc.useri d=MYUSERI D

Accessing the integrationGateway.properties File

42

Y ou can access and edit the integrationGateway.properties file using the Gateways component in the Pure
Internet Architecture or using the text file located in the <PIA_HOME>\webserv directory.

Understanding Accessing the integrationGateway.properties File

Most integration systems are configured such that the application server, integration gateway, and Peopl eSoft
Pure Internet Architecture are running the same PeopleTools versions.

However, there may be some instances where the integration system is configured such that thereis a shared
integration gateway working with application servers on different versions of PeopleTools. If thisisthe case,
you must access and edit the integrationGateway.properties in one of the following ways:
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« Manualy edit the text file located in the <PIA_ HOME> directory. Use the PSCipher Java utility to
generate encrypted passwords.

Using the PSCipher Java utility is described elsewhere in this chapter.

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords Using the PSCipher Java Utility,
page 45.

« Access and edit the properties file via the PeopleSoft Pure Internet Architecture in the Gateways
component. Y ou must log into the PeopleSoft Pure Internet Architecture that isinstalled on the
application server that is running the same PeopleT ools rel ease as the integration gateway. If you use this
method, you must ensure that copies of the same psvault key file areinstalled on all application servers
and gateway/web server in the configuration.

The psvault key file is discussed elsewhere in PeopleBooks.
See Enterprise PeopleTools 8.50 PeopleBook: Security Administration, "Encrypting Text With
PSCipher."

Accessing the integrationGateway.properties File in the Pure Internet Architecture

Access to the integrationGateway.properties file using the PeopleSoft Pure Internet Architecture is password-
protected. Y ou can access the file using the Integration Broker Quick Configuration page or the Gateways
component.

To access the integrationGateway .properties file using the Integration Broker Quick Configuration page:
1. Select PeopleToals, Integration Broker, Configuration, Quick Configuration.
The Integration Broker Quick Configuration page displays.
2. Click the Advanced Gateway Setup link.
The Gateway page displays.
3. Click the Gateway Setup Properties link.
The Sign on to access the integrationGateway .properties file box displays.
4. Enter the user ID and password and click the OK button.

5. Click the Advanced Properties Page link.

To access the integrationGateway .properties file using the Gateways component:
1. Select PeopleToals, Integration Broker, Configuration, Gateway.

2. Select agateway with which to work.

3. Click the Gateway Setup Properties link.

The Sign on to access the integrationGateway .properties file box displays.

Ea

Enter the user ID and password and click the OK button.

o

Click the Advanced Properties Page link.
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The Gateway Properties page also provides access to the Password Encryption Utility and you can encrypt
passwords required in the integrationGateway .properties file directly from that page.

Accessing the integrationGateway.properties File in the <PIA_HOME> Directory

The integrationGateway .propertiesfile is located in the following path in the PeopleSoft home directory:

<PIA_HOM E>\webserv\<DOM AIN>\appli cations\peopl esof t\PSI GW .war\WEB-
INR\integrationGateway.properties.

When you access the integrationGateway.properties file in directly in the <PIA_HOME> directory, you must
restart the PeopleSoft Pure Internet Architecture for the changes to take effect.

See Also

Chapter 5, "Managing Integration Gateways," L oading Target Connectors, page 35

Chapter 5, "Managing I ntegration Gateways," Encrypting Passwords, page 44

Entering Values in the integrationGateway.properties File

When entering values in the integrationGateway.properties file that contain paths, you must use either double-
backslashes ("\\") or forward slashes ("/") as path separators.

Note. Do not use backdashes ("\") as path separators for directory namesin the
integrationGateway.properties file. Backs ashes are misinterpreted as escape characters by the Java processes
that access thefile.

To correctly specify a path in the integrationGateway.properties file, you must use either double backslashes
("\") or single forward slashes (/") as separators; for example:

i g.transforml. XSL=C: \\ XSLPr ogs\\ MyTr ansf or m xsl
i g.transformnl. XSL=C. / XSLPr ogs/ MyTr ansf or m xsl
i g.transforml. XSL=/ usr/ xsl s/ MyTr ansf or m xsl

Note. The one exception to thisis when entering path separators for EIP test automation properties. When
working with those properties you must enter path separators as backsl ashes.

Encrypting Passwords

44

The integration gateway properties file and target connectors feature required and optional passwords. All
passwords must be encrypted.

PeopleSoft provides an encryption utility, PSCipher, that you can use to encrypt passwords. Y ou can access
the utility from the PeopleSoft Pure Internet Architecture or from a Java utility.
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Encrypting Passwords in the PeopleSoft Pure Internet Architecture

The Password Encryption Utility dialog box displays in areas where required or optional passwords are
specified.

>
Password Confirm Password

| |
Encrypt | Encrypted Password: |

Password Encryption Utility dialog box

To encrypt a password using the Password Encryption Utility:

1. Onthe page where you are working, click the Password Encryption Utility arrow to display the dialog
box.

In the Password field, enter a password.
In the Confirm Password field, enter the password again.

Click the Encrypt button. The encrypted password displays in the Encrypted Password field.

a &~ v DN

From the Encrypted Password field, cut the encrypted password and paste it into the appropriate location.

Encrypting Passwords Using the PSCipher Java Utility
Y ou launch the PSCipher utility from the <PIA_HOME> directory.
To encrypt a password:
1. Launch the PSCipher.bat file in the <PIA_ HOM E>\webserv\<DOMAIN>\bin directory.
2. If using UNIX, change the script file's permissions so that you can execute it.
3. Execute the script file with your password as an argument.
The utility returns the encrypted password as a string.
« OnaWindows machine, enter:
psci pher MYPASSWORD
« OnaUNIX machine, enter:
PSCi pher. sh MYPASSWORD

4. Copy the encrypted string and paste it into the appropriate location.
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Configuring Security and General Properties

This section discusses how to:

» Set SSL encryption security properties.

»  Specify the gateway version.

»  Specify the gateway class location.
» Set general connection properties.
» Set logging properties.

« Set DTD validation properties.

»  Set Oracle Jolt session pooling parameters.

»  Set the namespace for generic SOAP faults.

Setting SSL Encryption Security Properties

46

Y ou can implement several types of messaging security with PeopleSoft Integration Broker. One typeis SSL
encryption, which applies digital certificates from two keystores to encrypt inbound and outbound messages,
respectively. The integration gateway manages the certificates in the keystore that supports outbound

messaging.

You must first install the certificates in the keystore. Then you set the security properties, which you can find
in the integrationGateway.properties file section |abeled Integration Gateway CERTIFICATE Section.

Warning! Integrations will fail if you do not set the path to the keystore using the secureFileK eystorePath
property and enter an encrypted keystore password for the secureFileK eystorePasswd property.

Y ou must set the following properties in integrationGateway.properties so that the gateway can access the

SSL encryption certificates.

Property

Description

ig.certificateAlias

Enter the name that you provided to identify the encryption key pair that
you generated for the keystore on which the gateway's public key
certificate is based.

ig.certificatePasswd

Enter the password that you provided for the encryption key pair that you
generated for the keystore. The certificate password must be encrypted.

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords,
page 44.
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Property Description

secureFileK eystorePath Enter the full path and file name of the gateway keystore file, which is
located in the web server directory structure. The path is
<PIA_HOME>\webserv\<DOMAIN>\keystore.

securefileK eystorePasswd Enter the keystore password. The default value is password.

In a production system, the keystore password should be changed to a
unique, non-trivial value.

This password must be encrypted.

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords,
page 44.

See Also

Chapter 11, "Setting Up Secure Integration Environments,” page 155

Specifying the Gateway Version

The gateway version property, ig.version, indicates the version of PeopleTools from which the integration
gateway isinstalled.

The integration gateway version must be the same or higher version than the version of the application server
with which you want to communicate. For example, you can use a PeopleTools 8.50 integration gateway to
communicate with a PeopleTools 8.50 application server or to communicate with a PeopleTools 8.47
application server.

Integration gateways cannot communicate with application servers on higher versions. For example a
PeopleTools 8.47 integration gateway cannot directly communicate with a PeopleTools 8.50 application
server. If thiskind of communication is required, then the communication should be setup where the 8.47
gateway is set up as aremote gateway.

The version property is located in the integrationGateway .properties file in the section labeled Integration
Gateway VERSION Section. Specify the version asfollows:

i g.version=versi on_nunber

where version_number is the version of PeopleTools with two decimal places; for example, 8.50.

Setting General Connection Properties
This section discusses:

» Default connector properties.
» Node-specific Oracle Jolt connect string properties.

« Default Oracle Jolt connect string properties.
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The general connection properties include default connector properties and Oracle Jolt connect strings for
nodes that designate this gateway as their local gateway. Y ou can find these properties in the section of the
integrationGateway.properties file |abeled DELIVERED CONNECTOR CONFIGURATION Section.

Default Connector Properties

Property

Description

ig.connector.prefix

Identifies the universal resource indicator (URI) prefix added to any
target connector name. This property instantiates the connector classes
on the system. The default connector prefix is:

com peopl esof t. pt.integrati ongat eway.
t ar get connector.

Note. Do not change this value.

ig.connector.defaultremoteconnector

I dentifies the connector that the gateway uses to send messagesto a
remote gateway. The default value of this property is:

Ht t pTar get Connect or

Note. Do not change this value.

ig.connector.ibtargetconnector

I dentifies the connector that the gateway uses by default to send
messages to a PeopleSoft Integration Broker application server node. The
gateway uses this connector to link to the integration engine running on
the node's application server. When the content of a message reaching
the gateway doesn't specify a connector (thisis often the case with third-
party senders), the gateway automatically uses the connector specified by
this property. The default valueis:

Peopl eSof t Tar get Connect or

Note. Do not change this value.

Default Oracle Jolt Connect String Properties

Within any inbound message, the integration gateway requires only the names of the message and the
reguesting node. If the message was sent by a PeopleSoft Integration Broker system, it also includes the name
of the target node. The gateway searches the integrationGateway.properties file for the Jolt connect string
properties for the specified target node, so it can properly direct the message.

However, the integration gateway cannot determine the target node in the following cases.

« The Jolt connect string settings for the specified target node are missing from the

integrationGateway .propertiesfile.

» The message format does not include a To node specification.

This caninclude general HTTP calls to listening connectors other than the PeopleSoft listening connector.

«  When using Send Master for testing purposes.
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To handle these cases, you can specify a default target node for the gateway if no valid target node can be
determined.

Use the default Jolt connect string properties:

#i g.isc.server URL=// <nmachi ne nane>:<jolt port>
#i g.i sc. useri d=<dat abase user id>

#i g. 1 sc. passwor d=<dat abase passwor d>

#i g. 1 sc. tool sRel =<peopl et ool s rel ease versi on>

Uncomment these four lines and enter values to designate a PeopleSoft Integration Broker node as the
gateway's default (backup) target node. It typically is one of the nodes for which you already created node-
specific Jolt connect string properties.

There's only one set of these default properties. They specify the same parameters as the node-specific
properties, except that you don't include a node name; for example:

.i1sc.server URL=// MYMACHI NE: 9000
.1 sc.useri d=TOPDOG
. i sc. passwor d=VOBN5Kc QZMy

i
i
i
ig.isc.tool sRel =8.50

[(e}(e}(e)(o]

See Chapter 5, "Managing Integration Gateways," Oracle Jolt Connect String Properties for Known Nodes,
page 49.

Oracle Jolt Connect String Properties for Known Nodes

Y ou must set four Oracle Jolt connect string properties for each PeopleSoft Integration Broker application
server node with which the integration gateway communicates. The gateway uses this information to access
each node's database through a Oracle Jolt connection with its PeopleSoft target connector.

Note. These properties apply only to communications that don't cross afirewall and for which the gateway
uses the PeopleSoft target connector.

The integrationGateway .properties file contains a template for these properties:

i sc. $NODENAME. server URL=// <machi ne name>: <jolt port>
i sc. $NODENAME. user i d=<dat abase user id>
i sc. $NODENAME. passwor d=<dat abase passwor d>

[
[
[
i g.isc. SNODENAME. t ool sRel =<peopl et ool s rel ease version>

[(e}(e}(e)(e]

For each node, make a copy of this template and replace SNODENAME with the name of the node definition.
Enter appropriate values for each property as described in the following table:

Property Description

ig.isc.SNODENAME.serverURL Enter the URL of the application server node, consisting of the machine
name and Oracle Jolt port; for example:

i g.isc. MYNODE. server URL=// MYMACHI NE: 9000

Note. You can determine the Jolt port of the application server by
examining the JOLT Listener section in the psappsrv.cfg file located in
<PS CFG_HOME>\appserv\<DOMAIN_NAME>.
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Property

Description

ig.isc.SNODENAME.userid

Enter the UserID that you defined when you created the application
server domain; for example:

i g.i sc. MYNCDE. user i d=TOPDOG

ig.isc.SNODENAME.password

Enter UserPswd that you defined when you created the application server
domain. This password must be encrypted; for example:

i g.isc. MYNODE. passwor d=VOBN5Kc QZMy

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords,
page 44.

ig.isc.SNODENAME.toolsRel

Enter the version number of PeopleTools installed on the application
server node to two decimal places; for example:

i g.isc. MYNODE. t ool srel =8. 50

Setting Logging Properties

50

This section discusses:
»  Genera logging properties.

« Message logging properties.

« Error logging properties.

The logging properties specify parameters for logging messaging activity and errors. Y ou can find these
properties in the section of the integrationGateway.properties file labeled LOGGING Section.

General Logging Properties
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Property

Description

ig.log.level

Enter a numeric value to specify the desired level of gateway logging
and exception handling.

Vaues are:

e —100: Suppresses message logging. The property is preset to this
value.

e -1: Logs language exceptions only.
e 1. Logslanguage and standard exceptions.

e 2. Logsall errors and warnings.

e 3. Logserrors, warnings, and important information. Thisisthe
default if you don't specify avalue for this property.

e 4 Log errors, warnings, and important and standard information.

e 5 Logs errors, warnings, and important, standard, and low-
importance information.

Note. Set the log level to 5 to capture the entire contents of incoming
HTTP requests, including HTTP headers, in the integration gateway

message log file.

ig.log.backgroundimage

Specify the background image to use when displaying error and
message log documents. The image must be in jpg format. The default
location and image name PSbhackground.jpg.

By default itislocated in
<PIA_HOME>\webserv\<DOMAIN>\applications\peoplesof\PSIGW
war.

Images in the default location don't require a path, but you can specify
afull path to animagefile in any other location.

Message Logging Properties

Property

Description

ig.messagel og.filename

Enter the full path and file name of an HTML file to use as a message
log. This property is preset to

<PIA_HOME>\webserv\A<DOM AIN>\appli cations\peopl esof \PSI GW
.war\msgL og.html.

ig.messagel og.maxSize

Specify the maximum size of the message log, in kilobytes (KB). This
property is preset to 10000, or 10 megabytes (MB). When thislimit is
reached, the log is archived, and atimestamp is appended to thefile
name.
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Property Description

ig.messagel og.maxNbBackupFiles Specify the number of archived files to keep on disk. Use the value 0
to retain all backed up files. This property is preset to 5.

Error Logging Properties

Property Description

ig.errorLog.filename Enter the full path and file name of an HTML file to use as an error
log. This property is preset to

<PIA_HOME>\webserv\<DOM A I N>\appli cations\peopl esoft\PSIGW
.war\errorLog.html.

ig.errorLog.maxSize Specify the maximum size of the error log in kilobytes (KB). This
property is preset to 1000, or 1 MB. When this limit is reached, the
log is archived, and atimestamp is appended to the file name.

ig.errorLog.maxNbBackupFiles Specify the number of archived error files to keep on disk. Use the
value O to retain all backed up files. This property is preset to 5.

See Also

Enterprise PeopleTools 8.50 PeopleBook: PeopleSoft Integration Broker, "Managing Error Handling,
Logging, Tracing, and Debugging,” Understanding Error Handling, Logging, Tracing and Debugging

Setting DTD Validation Properties

52

Y ou can validate XML request messages and response messages against associated document type definitions
(DTD) by enabling DTD validation on the integration gateway.

When you set the ig.dtdL ookup property equal to True (default), request and response messages are validated
against any associated DTD.

References to DTDs may beinline pointers to files or referencesto URLS.

When you set the ig.dtdL ookup property equal to False, no validation takes place—even if aDTD reference
issupplied.

If the ig.dtdL ookup property is removed or otherwise missing from the integrationGateway .properties file,

the system responds as if the property is set to True, and request and response messages are validated against
any associated DTD.
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Setting Oracle Jolt Session Pooling Parameters

The integration gateway maintains a pool of jolt sessions to handle requests between itself and the integration
engine. The integration gateway issues ajolt session from the pool, usesit for the connection, and then
returns the session to the pool once it receives the response from the integration engine.

The number of sessions to maintain in the session pool is defined in the integrationGateway .properties file
using the following property:

i g. connection

Set this property equal to the maximum number of sessions to maintain in the pool. The default value is 10.

Setting the Namespace for Generic SOAP Faults

The system generates generic SOAP faults for framework-level errors, such as when it cannot find a routing
for an integration.

To specify the namespace to use for generic SOAP faults, set the following property in the
integrationGateway .properties file equal to the namespace to use:

i g. Generi cFaul t Namespace

Masking Gateway Log File Elements

This section provides and overview of masking gateway log file elements and discusses how to:
« Accessthelogfilter.propertiesfile.

« Mask elements not contained in namespaces.

» Mask elements contained in namespaces.

« Mask attributes of elements.

» Mask child element names.

» Change the global mask message.

+ Create custom mask messages.

» Disable gateway log masks.

Understanding Masking Gateway Log File Elements

Y ou can mask, or hide, elements that appear in the integration gateway log files, thereby prohibiting sensitive
information from displaying in the generated logs.
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Note. The system applies gateway |og masks and messages to both the integration gateway message log file
(MsgLog.html) and the integration gateway error log file (ErrorLog.html).

Global and Custom Mask Messages

By default, all masked elements have a global mask message applied to them, whereby every element you
mask is replaced with a standardized message. Y ou can aso create custom mask messages for specific
elements. Y ou can use a combination of global and custom mask messages.

The default global mask messageis*** deleted for security purposes ***. Y ou can change the global mask
as you wish to a message that best suits your business needs.
Default Masks

Severa gateway log masks are implemented by default. They include, but are not limited to, the following
elements:

» WSSE password.

« NodePassword.

» ExternalUserPassword.

» XML format request with password.
e PSFT AuthToken.

+  SAML-TokenData.

Y ou can disable any of these masks in the logfilter.propertiesfile.

logfilter.properties File
To mask and unmask gateway log file elements use the logfilter.propertiesfile.

To use the file to specify the element names, attribute names, and element namespaces to mask. Y ou can also
use the file to change the global mask message and set up custom mask messages.

Note. After you make any changes to the logfilter.properties file, you must reboot the webserver for the
changes to take effect.

Property Types

The following table lists the property types with which you can work in the logfilter.propertiesfile:

Note. The examples provided in this section show property names appended with a number. These numbers
are property indexes and are discussed elsewhere in this section.

Property Description

AttributeName Set this property equal to an attribute of an element to mask.
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Property Description

ElementName Set this property equal to an element name to mask.

ISl eaf Use this property to mask an element and all child tags of the element.

Namesapace Use the Namespace property in conjunction with the ElementName property to specify the
namespace of the element to mask.

Property Indexes

All propertiesin the logfilter.properties file are appended with an index number. Indexes group related
properties and their values. The following example shows an excerpt from the logfilter.properties file and the
ElementName.<index_number> naming scheme.

#| Bl nf o NodePasswor d
El enent Nane. 2=NodePasswor d

#| Bl nf o Ext er nal User Passwor d
El enent Nanme. 3=Ext er nal User Passwor d

#XML format request with Password
El ement Nane. 4=Passwor d

Y ou can use any number as an index number. Index numbers do not have to be used in sequence. Using the
previous example, if you were to add a new element name to the file, you would not have to name it
ElementName.5. Y ou could use any number not already in use, such as ElementName.72.

Properties can appear in any order in the logfilter.properties file and do not have to appear in sequential index
order. As an example, ElementName.72 could appear first in thefile, followed by ElementName.3, followed
by ElementName.1, followed by ElementName.12, and so on.

Mask Variables

PeopleSoft Integration Broker provides the following mask variables:

Mask Variable Description

Globa ReplaceWith By default the system assigns the value of this variable to al asked elements.
The default global mask messageis:

***del eted for security purposes***

ReplaceWith Use this variable to override the global mask value for a specific element and set a custom
mask message.

Accessing the logfilter.properties File
The logfilter.propertiesfile is located in the following path in the PeopleSoft home directory:

<Pl A_HOVE>\ webser v\ <DOVAI N>\ appl i cat i ons\ peopl esof t\ PSI GW war \ EB- | NF=>
\logfilter.properties
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Masking Element Names Not Contained in Namespaces

Use the ElementName property to mask an element name that is not contained in a namespace.

To mask an element name that is not contained in a namespace, enter the element name to mask in
logfilter.properties file in the following format:

El ement Nare. <i ndex_nunber >=<El enent _t o_nask>

Be sure to specify a unique index number.

An example of amask for an element name is shown in the following example.

El enent Nanme. 1=NodePasswor d

If you are using the default global mask, the element appears as followsin the gateway log files:

<NodePasswor d>*** del eted for security purposes ***</NodePassword>

Masking Element Names Contained Within Namespaces

Use the ElementName property and the Namespace property to mask elements contained within namespaces.

To mask an element name contain within a namespace, enter the element name to mask and namespace in
which it is contained in the logfilter.properties file in the following format:

El ement Nare. <i ndex_nunber >=<El enent _t o_nask>
Nanespace. <i ndex_nunber >=<Nanespace_t hat _cont ai ns_el enent >

The ElementName and Namespace properties must use the same unigue index number.
The following example shows how to enter a mask for the Username element contained in a namespace:

El ement Narre. 9=User nane
Nanespace. 9=ht t p: / / docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-=
secext-1.0. xsd

If you are using the default global mask, the element appears as follows in the gateway log files:

<Usernane>*** del eted for security purposes ***</User nane>

Masking Attributes of Element Names

56

Use the ElementName property and the AttributeName property to mask an attribute of an element.

To mask an attribute of an element, enter the e ement name and attribute name in the logfilter.propertiesfile
in the following format:

El ement Nare. <i ndex_nunber >=<El enent _nane>
AttributeNane. <i ndex_nunber >=<Attri bute_of el ement_to_mask>

The ElementName and AttributeName properties must share the same unique index number.

The following example show the default mask for the password from the requesting node of a PeopleSoft
8.1x system:
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#8. 1x from node password
El enment Name. 6=f r om
Attribut eNane. 6=passwor d

An example request before masking is:

<?xm version="1.0"?>

<request version="1.0">
<from node="PSFT_HR' password="mny_password"/>
<to node="QE_LOCAL"/>

When the mask is applied, the request looks as fol