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PeopleSoft Integration Broker
Administration Preface

This preface provides an overview of the PeopleSoft Integration Broker Administration PeopleBook.

PeopleSoft Integration Broker Administration

This PeopleBook describes administration tasks for PeopleSoft Integration Broker.

This PeopleBook provides information for setting up and configuring integration system components, such as

messaging servers, nodes, integration gateways, listening and target connectors, administer publication and
subscription domains, and so on, and describes how to enable the integration system for handling services.

It also provides information on taking measures to secure the integration environment by applying security on
the main integration system components.

This PeopleBook also describes methods to enhance and fine-tune integration system performance.

PeopleBooks and the PeopleSoft Online Library

A companion PeopleBook called PeopleBooks and the PeopleSoft Online Library contains general
information, including:

Understanding the PeopleSoft online library and related documentation.
How to send Peopl eSoft documentation comments and suggestions to Oracle.

How to access hosted PeopleBooks, downloadable HTML PeopleBooks, and downloadable PDF
PeopleBooks as well as documentation updates.

Understanding PeopleBook structure.

Typographica conventions and visual cues used in PeopleBooks.

I SO country codes and currency codes.

PeopleBooks that are common across multiple applications.

Common elements used in PeopleBooks.

Navigating the PeopleBooks interface and searching the PeopleSoft online library.
Displaying and printing screen shots and graphics in PeopleBooks.

How to manage the locally installed PeopleSoft online library, including web site folders.

Understanding documentation integration and how to integrate customized documentation into the library.
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« Application abbreviations found in application fields.

Y ou can find this companion PeopleBook in your PeopleSoft online library.
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Chapter 1

Getting Started with PeopleSoft
Integration Broker Administration

This chapter provides an overview of PeopleSoft Integration Broker Administration and discusses
considerations for how to:

» Plan the integration architecture.

« Understand integrations processed by the integration system.
» Determine security.

» Plan for support.

o Assess staff skills.

PeopleSoft Integration Broker Administration Overview

This PeopleBook describes how to perform system administration tasks in PeopleSoft Integration Broker such
as.

»  Set up and configure integration system components, such as messaging servers, nodes, integration
gateways, listening and target connectors, and so on.

» Configure the integration system to handle services, including specifying namespaces, setting up UDDI
repositories, and so on.

»  Secure the integration environment by applying security at the web server, gateway, application server,
node and service operation level.

» Finetuneintegration system performance by employing failover, master/dlave processing, load balancing,
and so on.

« And more.

Administering PeopleSoft Integration Broker

PeopleSoft Integration Broker isinstalled as part of the PeopleTools installation process. Information about
configuring the integration gateway, creating service operations and administering integrations is described
later in this PeopleBook. This section provides information to consider before you begin to use PeopleSoft
Integration Broker.
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Planning the Integration Architecture

The two major components of PeopleSoft Integration Broker are the integration gateway and the integration
engine. The integration gateway is a platform that manages the receipt and delivery of messages passed
among systems through PeopleSoft Integration Broker. The integration engine is an application server process
that routes messages to and from PeopleSoft applications as well as transform the structure of messages and
tranglates data according to specifications that you define.

Evaluate historical integration data, current data, as well as expected growth and increased traffic. Consider
how many interfaces you have in production and how much system resources they use. Also consider how
many of these interfaces will remain nightly batch file loads versus how many do you want to be real-time
service based integrations. Devise simulated real-life integration scenarios where you can estimate volume
and size of the transactions to a certain degree. Then use thisinformation for benchmarking and stress testing,
which should lead to performance tuning, hardware sizing, and so on.

Understanding Integrations Processed by the Integration System

Work with development teams to understand the type, number and frequency of integration that will be
processed on the system. Doing so will assist you in setting up and configuring components properly, as well
as in performance tuning the system.

Consider the following:

» Rea-timeintegrations or scheduled integrations.

« Determineif your business needs require using real-time integration, scheduled integrations, or a
combination of both. Scheduled batch processing and file loads of scheduled integration may impact
system performance and the running of other system applications.

« Inventory the integration being developed and performed.

» Determine which systems and applications will participate in each integration. Consider dependencies on
other systems owned by other groups having concurrent rel eases, and data dependencies within the
context of synchronizing data between systems. Do you heed permission from business owners to
integrate with their systems?

« Synchronous integrations and asynchronous integrations.

In PeopleSoft Integration Broker synchronous integrations, all processing stops after the system sends a
reguest to an integration partner, until aresponseis received back from that partner. In PeopleSoft
Integration Broker asynchronous integrations, each request is placed in a queue to be processed as soon as
the system can accommodate the request.

Synchronous integration processing and asynchronous integration processing each place different loads
on the integration system. Understanding the processing that takes place on your system can help you
better tune the system for optimal performance.

Determining Security

Unlike a public web service on the internet that retrieves a stock quote for agiven ticker symbol, the web
services and integrations in your PeopleSoft applications can expose sensitive information such as financial
data. PeopleSoft Integration Broker facilitates transfer of information between systems; however, a security
analyst must evaluate security requirements for each individual integration.
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For example, security requirements might differ when interfacing with credit card processing vendors, versus
publishing salary information out of human resources, versus synchronizing business units between
applications, and so on. Perhaps certain information should be available to the public, including systems
outside of your company, such as how many inventory items are available for sale. Other information might
be restricted to internal employees only, internal application systems only, or perhaps only certain users of a
particular application system.

PeopleSoft Integration Broker allows you to secure each individual integration to the level of security
required as well as all integration data flowing over the wire.
Accessing Staff Skills

Administrators of PeopleSoft Integration Broker should have familiarity, training or experience in the
following areas:

» PeopleTooals.
«  Web server administration.
« Application server administration.

» Performance testing and tuning knowledge.
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Chapter 2

Understanding Setting Up PeopleSoft
Integration Broker

This chapter provides the high-level stepsto set up PeopleSoft Integration Broker. This chapter discusses how
to:

» Determine the messaging architecture.

« Install PeopleSoft Integration Broker.

« Install web servers.

« Install application databases.

« Install PeopleTools.

« Install the PeopleSoft Pure Internet Architecture.

» Configure and start messaging servers for asynchronous messaging.
» Activate pub/sub server domains.

« Define integration gateways and load connectors.

« Configure integration gateway properties.

« Configure the integration system to handle services.
See Also

Chapter 1, "Getting Started with PeopleSoft | ntegration Broker Administration,”" page 1

PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Understanding PeopleSoft Integration
Broker"

Determining the Messaging Architecture

A key step in creating and implementing integrations is to determine what systems to integrate and the
architecture to use. For example, your purpose might be to integrate with other PeopleTools 8.51 systems
where afirewall isinvolved, integrate with third-party systems, or integrate with PeopleSoft 8.1x systems.

The PeopleTools 8.51 PeopleBook: Integration Broker features an appendix that provides overview
information about several messaging architecture scenarios.
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See Also

PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Integration Scenarios'

Installing PeopleSoft Integration Broker

PeopleSoft Integration Broker components are installed during the PeopleTools installation and the
PeopleSoft Pure Internet Architecture installation.

The PeopleSoft Integration Broker integration engine is installed during the PeopleTools installation process.

See Chapter 2, "Understanding Setting Up PeopleSoft I ntegration Broker," Installing PeopleT ools, page 7.

The integration gateway isinstalled as part of the PeopleSoft Pure Internet Architecture installation process.

See Chapter 2, "Understanding Setting Up PeopleSoft Integration Broker," Installing the PeopleSoft Pure
Internet Architecture, page 7.

Installing Web Servers

Toinstall and run PeopleTools, you must install aweb server.
See Also
PeopleTools 8.51 Install Guide for your database

Y our web server documentation.

Installing Application Databases

After you install PeopleTools, install your application database.
See Also

PeopleTools 8.51 Install Guide for your database.
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Installing PeopleTools

PeopleSoft Integration Broker isinstalled as part of the PeopleTools installation process. The PeopleTools
installation process also installs the executable file you need to install the PeopleSoft Pure I nternet
Architecture.

See Also

PeopleTools 8.51 Install Guide for your database.

Installing the PeopleSoft Pure Internet Architecture

Run the PeopleSoft Pure Internet Architecture setup program. The executablefile is provided as part of the
PeopleTools installation.

Before attempting to start the PeopleSoft Pure Internet Architecture, verify that the web server is running; the
web server must be running to start the PeopleSoft Pure Internet Architecture.

See Also

PeopleTools 8.51 Install Guide for your database.

Configuring and Starting Messaging Servers for Asynchronous
Messaging

Before using PeopleSoft Integration Broker for asynchronous integrations, you must configure and start the
messaging server using PSADMIN.

See Chapter 4, "Administering M essaging Servers for Asynchronous Messaging," page 15.

Activating Pub/Sub Server Domains

Y ou must activate the domain on which the pub/sub server resides before you can use the messaging server.

To activate pub/sub server domains, use the Quick Configuration page . In the Integration Broker Domains
section of the page, locate your machine name and select Active from the drop-down list box and click the
Save button.
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See Also

Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11

Chapter 10, "Managing Pub/Sub Server Domains," page 157

Defining Integration Gateways and Loading Connectors

PeopleSoft Integration Broker is delivered with one local gateway, LOCAL, defined. Y ou can use this
gateway as the default local gateway, or create a new gateway and designate that one as the default local
gateway.

After you access the delivered local gateway or create your own, you must specify its URL and save the
changes. The gateway URL istypically the following:

http:// <machi ne_nanme>: <port >/ PSI GW Peopl eSof t Li st eni ngConnect or
The integration gateway URL is case sensitive.

Next you must click the Load Gateway Connectors button to |oad the connectors delivered with Peopl eSoft
Integration Broker.

See Also

Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11

Chapter 5, "Managing | ntegration Gateways," page 29

Configuring Integration Gateway Properties

After you define the default local integration gateway, specify the integration gateway URL and load the
delivered connectors, there are additional required and optional gateway propertiesto set. Y ou set these
properties using the integrationGateway. properties file.

Use one of the following methods to access the file:

« Onthe Quick Configuration page click the Advanced Gateway Setup link located under the Gateway
URL field.

« Onthe Gateways page click the Gateway Setup Properties link located next to the integration gateway
URL field.

At aminimum you must set the following in the integrationGateway .propertiesfile:
»  Set the Oracle Jolt connection string parametersin the DELIVERED CONNECTOR CONFIGURATION

Section of thefile. In most situations, you set the parameters under "JOLT connect string settings for
Application Server(s) with known NODENAMES."
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»  Specify and encrypt the keystore password.

See Also

Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11

Chapter 5, "Managing Integration Gateways," Accessing the integrationGateway.properties File, page 41

Chapter 5, "Managing Integration Gateways," Configuring Security and General Properties, page 44

Configuring the Integration System to Handle Services

To create services, service operations and generate WSDL documents, you must configure the system to
handle services.

PeopleSoft Integration Broker features a Services Configuration page where you must specify the following
items before you can create and work with services. services namespace, schema namespace and target
location.

See Also

Chapter 8, "Configuring PeopleSoft | ntegration Broker for Handling Services," page 149
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Chapter 3

Using the Integration Broker Quick
Configuration Page

This chapter discusses using the Integration Broker Quick Configuration page to set up and access PeopleSoft
Integration Broker configuration properties.

Prerequisites for Using the Integration Broker Quick Configuration
Page

Before you perform the tasks described in this chapter, install PeopleTools, and configure and start the
application server. In addition, install, configure, and start the web server.

See Also

PeopleTools Installation Guide for your database

Accessing the Integration Broker Quick Configuration Page

Y ou can set up and access most PeopleSoft Integration Broker configuration properties using the Integration
Broker Quick Configuration page (PTIB_ADMIN). To access the page, select PeopleTools, Integration
Broker, Configuration, Quick Configuration.
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Integration Broker Quick Configuration

The integration gateway manages message transport through several communication protocols.

Gateway URL: |http:f!ilncalhns’r}fF'SlGWIF'eupIeSoﬂListeningCnnnedor Ping Gateway |

Advanced Gateway Setup Use to access additional integration gateway features.

Integration Broker Domains

To process asynchronous messages, one application server domain must be active. If inactive,
use the Domain Status drop-down list to activate the appropriate domain.

Domains Customize | Find | (=1 | i First [+] 10of1 [¥] Last
Machine Name Application Server Path Status
WDocuments and SettingsWadminWpsiwptid. 50-806-R1 .
BUFFY ViappseniQEDMO Active
Domain Status Use to access additional domain features.
Other Quick Links
Senvice Configuration Use to define service and UDDI defaults.

Integration Broker Quick Configuration page

The page provides access to the following configuration properties.

Gateway URL Enter the integration gateway URL in the following form:

htt p: // <machi nenane>; <port >/ PSI GV Peopl eSof t Li st eni ng=>
Connect or

By default the port number is 80 for HTTP and 443 for HTTPS. If using the
default port number, you do not need to specify it in the URL.

For HTTPS, the URL should start with https.
The integration gateway URL is case-sensitive.

Ping Gateway Click the button to verify that the integration gateway is responding. If active, a
window appears that displays the name of the active target connector, the
PeopleTools version you are running, and the status of Active.

Advanced Gateway Click the link to access the Gateways page where you load target connectors and
Setup specify their properties. Use this page to also specify nodes with which the

gateway will communicate and access the integrationGateway.properties file to
set additional properties.

See Chapter 5, "Managing Integration Gateways," Setting General Connection
Properties, page 46.
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(Domain) Status

Domain Status

Service Configuration

See Also

Using the Integration Broker Quick Configuration Page

Click Active from the drop-down list box to activate pub/sub servers on an
application server domain.

Y ou must activate the pub/sub servers on application server domains used for
messaging before you can use them to successfully send and receive messages.

The drop-down list box appears only for domains that are currently inactive.

By default, there may be only one active application server domain. To activate
more than one domain, you must first set the Allow Multiple Active Domains
option on the Setup Monitor Options page in the Service Operations Monitor.

See Chapter 12, "Tuning Messaging System Performance," Allowing Multiple
Active Domains, page 271.

Click thelink to access the Domain Status page in the Service Operations
Monitor where you can set domain grace periods, set domain failover, view
dispatcher status, and more.

See Chapter 10, "Managing Pub/Sub Server Domains," page 157.

Click the link to access the Service Configuration page to set required services
properties, such as service namespace and schema namespace.

Thislink also provides access to set required properties when using Universal
Description, Discovery and Integration (UDDI) repositories to provide and
consume web services.

See Chapter 8, "Configuring PeopleSoft Integration Broker for Handling
Services," page 149.

PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Understanding PeopleSoft Integration Broker

Metadata
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Administering Messaging Servers for
Asynchronous Messaging

This chapter provides an overview of messaging server administration and discusses how to:
» Create and assign dedicated servers.

» Edit messaging server queue lists.

» Delete messaging servers.

» Configure messaging servers.

»  Set the Oracle Tuxedo queue size.

Understanding Messaging Server Administration

This section discusses messaging servers, messaging server processes, and dedicated messaging servers.

Messaging Servers

The PeopleSoft messaging infrastructure is the core system upon which PeopleSoft Integration Broker is
built. Before using Integration Broker for asynchronous message processing, you must configure and start the
messaging server.

Note. The messaging servers and messaging server processes are used for asynchronous integrations only. If
you are performing only synchronous integrations, you need not configure a messaging server.

Activating Messaging Server Domains

Pub/sub server domains are delivered inactive, and you must activate them for the pub/sub system to become
available.

Y ou can activate pub/sub server domains using the Integration Broker Quick Configuration page or on the
Domain Status page in the Service Operations Monitor.

See Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11.

See Chapter 10, "Managing Pub/Sub Server Domains," page 157.
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Messaging Servers in the DB2 UDB 0OS/390 and z/OS Environments

For DB2 UDB 0OS/390 and z/OS environments, PeopleSoft delivers messaging servers with persistent cursors
off. Therefore, all SQL statements are compiled each time they are invoked.

To change the persistent cursors setting:

1. InPSADMIN locate the Values for config section — Publish& Subscribe.

2. Set the Persistent Cursors on DB2/OS390 option. The values are:

« 0: Persistent cursors off.

o 1: Persistent cursorson.

Messaging Server Processes

Although the server processes devoted to the messaging system are all part of the larger application server
domain, they comprise adistinct set of processes that aren't involved with the ordinary transactions associated

with PeopleSoft Pure Internet Architecture connections.

Six processes of two types—dispatchers and handlers—are paired to produce the messaging servers that
transmit asynchronous messages throughout the messaging system. A set of three messaging servers—a

publication broker, a publication contractor, and a subscription contractor—is required by PeopleSoft
Integration Broker. The following table lists the generic names for the processes:

Messaging Server

Dispatcher Name

Handler Name

Publication Broker (BRK) PSBRKDSP PSBRKHND
Publication Contractor (PUB) PSPUBDSP PSPUBHND
Subscription Contractor (SUB) PSSUBDSP PSSUBHND

To distinguish the messaging servers, the PeopleSoft Server Administration utility (PSADMIN) includes a
separate menu for administering them—the Messaging Server Administration menu. Y ou select this menu
from the PeopleSoft Domain Administration menu, as shown in the following example:

16
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Domain Mame: TEST_QEDMO

Boot this domain
Domain shutdown menu
Domain status menu
Configure this domain

TUREDO command line <tmadmin?
Edit configurationslog files menu
Messaging Server Administration menu
Purge Cache
Preload File Cache

18> Clean IPC resources of this domain
Quit

Command to execute <1-18, og» =

PeopleSoft Domain Administration menu

From this menu, you can create new messaging servers, edit the queue list for existing messaging servers, and
delete messaging servers that are no longer needed.

Note. Although you add new messaging servers using a separate menu, you configure the messaging server
processes with PSADMIN as you would any other server process.

See Also

PeopleTools 8.51 PeopleBook: System and Server Administration, "Using PSADMIN Menus'

rstanding Dedicated Messaging Servers

When you create a new application server domain, PSADMIN offers a set of messaging server processes that
comprise the default messaging server set for that domain. The default messaging server set is sufficient for
development, testing, or demonstrations.

Y ou might use the default messaging server set as the only messaging server set; however, in most cases, it is
insufficient. Asthe volume of published messages increasesin a production system, it's likely that asingle
messaging server set will become overloaded. To avoid potential overloads and performance degradation,
create additional dedicated messaging serversto cope with an increase in message volume.

Note. Dedicated messaging servers are used only for asynchronous messaging.

When you create a new messaging server, you assign it to a particular queue using PSADMIN. If agiven
gueue isthe most active and creates performance bottlenecks, you can dedicate several messaging serversto
that queue to cope with the message volume. A messaging server is capable of handling multiple message
queues.

The following illustration depicts a dedicated messaging server set assigned to QUEUE_03:
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Chapter 4

In this scenario, the default messaging server set (_dflt process collection) continues to process the messages
in the other message queues while the dedicated messaging server set processes only the messages within a
specified queue. Unless you create and configure dedicated messaging servers, the default messaging server
set handles all incoming messages. Remember that a messaging server set is a collection of six messaging

SErVer processes.

Note. Before you can assign messaging servers to message queues, you must first define the message queues
using PeopleSoft Application Designer.

The process for adding a dedicated messaging server includes two parts:

+ Creating the new messaging server.

Use the Messaging Server Administration menu in PSADMIN. Thisis where you specify the type of

server you're adding, name the server, and assign it to specific message queues.
» Configuring the new messaging server.

When you add a new messaging server of any type, the configuration files are updated to include

parameters for the new server processes. Because a messaging server consists of two server processes,
when you create anew one, you'll see two additional configuration sections in the PSADMIN domain
configuration menu. They appear identical to the _dflt messaging server processes, except they have the
name that you gave them in place of the _dflt. For any new messaging server processes to take effect, you
must first reconfigure the domain to include the new parameters.
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Note. Typicaly, you add multiple messaging elements simultaneously, so you should create all the elements
and then reconfigure the domain once.

Considerations When Creating Dedicated Servers

When creating dedicated messaging servers, consider the following points:

» Thereisno validation checking when you enter service operation queue namesin PSADMIN. As aresullt,
if service operation queue names are not spelled correctly and match those defined in the system, the
dedicated server will not process any service operation. Instead the default server will process them.

»  Never split a service operation queue across domains. Y ou don't want a situation where a service
operation queue is assigned to Domain A and the same service operation queue is also assigned to
Domain B, since both domains will try to do the same work. Y ou want specific service operation queues
for Domain A and specific service operation queues for Domain B.

» Setting up adedicated server consists of a creating a dedicated dispatcher and handler(s). Make sure that
the number of handlers booted is sufficient to process the request volume.

+ If you create more than one dedicated server over different domains do not to include any service
operation queues already specified for other dedicated servers of the same server type. For example, do
not include Service Operation Queue A in Publication Broker Server X, aswell asin Publication Broker
Server Y.

» Verify that the Oracle tuxedo queue size is large enough and correctly configured in PSADMIN.

See Chapter 4, "Administering M essaging Servers for Asynchronous Messaging,”" Setting the Oracle
Tuxedo Queue Size, page 27.

» |If you choose to set up group domain failover for dedicated servers, ensure that:
«  Service operation queue sets within groups are identical.
»  Service operation queue sets between groups are unique.

See Chapter 12, "Tuning Messaging System Performance,” Setting Up Domain Failover, page 271.

« When you create a messaging server, the following dispatcher parameters are populated with their default
values. Verify those default settings you want to keep and those that you want to change.

» Restart period.

« Scaninterval.

+ Dispatcher queue maximum queue size.
» Memory queue refresh rate.

See Chapter 4, "Administering Messaging Servers for Asynchronous Messaging," Specifying
Dispatcher Parameters, page 23.
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Creating and Assigning Dedicated Servers

20

Typically, you create one server of each type to produce a complete messaging server set dedicated to one or
more service operation queues.

Note. Although a messaging server set consists of one of each of the three server types, they do not al need
to be dedicated servers. For example, for a given service operation queue, you can create only a dedicated
publication contractor. If you haven't assigned a dedicated publication broker or a dedicated subscription
contractor to the service operation queue, the default publication broker and subscription contractor is used.

The following example shows the Message Server Administration menu:

In addition to the default messaging servers, the following
dedicated messaging servers are in the domain configuration:

£{ Mo dedicated messaging servers are defined >

Commands :

1> Create a new mMessaging Server

2> Edit the channel list for a messaging server
3> Delete an existing messaging sServer

g) Quit

Command to execute €1-3,. g> - 1
1> Publication broker
2> Publication contractor
3> Subscription contractor

Creating a new messaging server

To create a dedicated messaging server:
1. From the PeopleSoft Domain Administration menu, select the Messaging Server Administration menu.
2. From the Messaging Server Administration menu, select the Create a new messaging server.
3. From the submenu that appears, select the type of server to create.
Y ou can create a publication broker, a publication contractor, or a subscription contractor.
4. Enter aname to identify the new messaging server.

The nameislimited to six characters; for example, PTBMSG. The name that you enter is appended to each
generic server process hame; for example, PSBRKDSP_PT8MSG for the broker dispatcher and
PSBRKHND_PT8MSG for the broker handler.

Note. The name that you enter must be unique for the messaging server type in the current domain.
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5. Specify the service operation queue that is handled by the new messaging server.

Y ou must specify a service operation queue, which must already be defined in the PeopleSoft Pure
Internet Architecture.

Note. The service operation queue name that you enter must exactly match the name that appearsin the
PeopleSoft Pure Internet Architecture. No prompt or validation occurs between PSADMIN and
PeopleSoft Pure Internet Architecture definitions.

Important! Don't specify a given service operation queue for more than one messaging server of each
typein the current domain. For example, you cannot have two subscription contractors assigned to the
service operation queue. Nor can you have two dispatchers assigned to the service operation queue.

After severa status messages, the Messaging Server Administration menu reappears, displaying alist of the
existing dedicated messaging servers for the current domain.

Editing Messaging Server Queue Lists

After you create a publication broker, publication contractor, or subscription contractor, you may need to add
more service operation queues to the server's queue list, or you may want to decrease the number of service
operation queues it services to improve performance. Y ou use the commands shown in the following
example:

In addition to the default messzaging servers, the following
dedicated messzaging servers are in the domain configuration:

SERVER MAME I¥YPE QUEUES

TESTH1 BRK QE_FLIGHTPLAN_QUEUE
TESTB2 PUB QE_PO_QUEUE

Commands :

1) Create a new messaging server

2) Edit the gueue list for a messaging server
3> Delete an existing meszaging server

g? Quit

Command to execute (1-3, og» = 2

SERUER NAME TYFE OQUEUES

1> TESTH1 BRK QE_FLIGHTPLAM_QUEUE
2» TEsST@2 PUB QE_PO_QUEUE

Enter the number of the server to be edited: 2

Changing gueue list for server 'TESTHZ® ...

FORMAT = Alphanumeric, max 3@—-char gqueuwe names separated by commas ¢no tabs or spaces?
Current gueues: [QE_PO_QUEUE]
Enter new gueues:

Modifying a messaging server queue list
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To modify aqueue list:

1. From the PeopleSoft Domain Administration menu, select Messaging Server Administration menu.

2. From the Messaging Server Administration menu, select Edit the queue list for a messaging server.

3. Fromthelist of defined servers, select the messaging server for which you want to modify the queue list.
4. Specify alist of the message queues that will be handled by the selected server.

Y ou must specify at least one message queue. Multiple queue names must be entered as alist separated by
commas, with no spaces, for example, HRMS_01,HRMS _02,CRM_03.

Note. The new list of message queues that you enter replaces the current list of queues for the selected
messaging server. The queues that you specify must aready be defined in the PeopleSoft Pure Internet
Architecture.

After several status messages, the Messaging Server Administration menu reappears, displaying the updated
messaging server listing.

Deleting Messaging Servers

Sometimes a previously created messaging server isno longer needed. Rather than alow the server to
consume valuable system resources, you should remove it from the domain.

To delete a messaging server from a domain:

1. From the PeopleSoft Domain Administration menu, select Messaging Server Administration menu.
2. From the Messaging Server Administration menu, select Delete an existing messaging server.

3. Fromthelist of defined servers, select the messaging server to delete.

After several status messages, the Messaging Server Administration menu reappears, displaying the
remaining dedicated servers.

Configuring Messaging Servers

Once you create dedicated messaging servers, you must configure their dispatcher and handler processes so
that they boot when you start the application server. Y ou configure these processes using PSADMIN, as you
do other server processes that run on the application server. Before you configure additional messaging server
processes, familiarize yourself with the other server processes that run on the application server.

See PeopleTools 8.51 PeopleBook: System and Server Administration, "Using PSADMIN Menus."

Two types of server processes comprise each messaging server: a dispatcher and a handler. Each process type
requires that you set adifferent set of parameters. Most of the parameters are similar to other server
processes, such as PSAPPSRV, but some parameters are specific to messaging servers.
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Note. The following sections also apply to the _dflt messaging server processes. Only one parameter is
different for a dedicated messaging server process and its _dflt counterpart—the Queues parameter. That
parameter enables you to add message queues to the queue list. The _dflt server processes cannot be
associated with a specific message queue.

Specifying Dispatcher Parameters
There are three generic process types that are the basis for all dispatcher processes:
+ PSBRKDSP, which is the publication broker dispatcher.
« PSPUBDSP, which is the publication contractor dispatcher.
« PSSUBDSP, which is the subscription contractor dispatcher.

The following parameters apply to all three process types.

Recycle Count Specifies the number of times each dispatcher process is executed before being
terminated (intentionally) by the system and then immediately restarted.

Note. In general, you should not recycle dispatchers and should set this property
equal to 0 (zero).

The Recycle Count parameter does not translate into a native Oracle Tuxedo
parameter in the PSAPPSRV.UBB file. Instead, the value is stored in memory
and is managed by the system.

Allowed Consec Service This option enables dynamic server process restarts in the event of service
Failures (Allowed failures.

consecutive service To set this option, enter a number greater than 0. To disableit, enter 0. The

failures) default value for this parameter is 2. The value that you enter is the number of
consecutive service failures that cause arecycle of the server process. Thisisa
catchall error handling routine that allows a dispatcher to terminate itself if it
receives multiple, consecutive, fatal error messages from service routines. Such
errors should not occur consecutively; however, if they do, it indicates that the
server process needs to be recycled or cleansed. A retry message appears when
the specified number of service failures occurs.

Dispatch List Multiplier Limitsthe number of dispatched messages by the number you specify, multiplied
by the number of associated handler(s). This parameter is useful for unordered
queues when all messages could go out at once. The default valueis 10.
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Scan Interval

Ping Rate

Maximum Ping I nterval

Dispatcher Queue M ax
Queue Size

Specifies the number of seconds between scans of the work queue whenidle.
The default value is 15 seconds.
The scan interval is necessary to detect the following types of messages:

» Messages published from an application server domain that is not the active
pub/sub domain as selected on the Domain Status page in the Service
Operations Monitor.

« Caseswhere the broker server does not receive a notice of the publication.

When amessage is in the queue, the broker server doesn't receive a notice of the
publication. A scan interval isrequired to make sure these types of messages are
processed in atimely manner. The scan interval is analogous to the polling that
PeopleSoft Process Scheduler performs on the Process Request table. In addition,
the scan interval detects messages that have been resubmitted—for example,
after an error. Decreasing the scan interval decreases latency for these types of
publishes and error recovery.

Note. The scan interval and ping rate (as a percentage) determines the actual
interval for pinging any unavailable remote nodes. The algorithm used is:
(attempts) x (ping rate) x (scan interval).

Determines the number of seconds of inactivity before the server scansthe
database queues to restart any stalled or crashed items.

The default value is 150 seconds.
The ping rateis used in conjunction with the scan interval for pinging remote
nodes. See the definition for Scan Interval in this section.

Determines the maximum interval, in hours, between subsequent attempted pings
of any unavailable remote nodes.

Determines the maximum number of items per service operation queue that the
dispatcher keepsin memory. The default value is 1000.
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Memory Queue Refresh  PeopleSoft Integration Broker maintains current asynchronous messaging queues

Rate in system memory for quick access. Occasionally, these cached queues can
become corrupted. At that point, they must be refreshed from the Peopl eSoft
Integration Broker datatables. The likelihood and frequency of cache corruption
depends on a combination of factors specific to the messaging system. If you
need to periodically refresh the in-memory gqueues, you can use this parameter to
tailor the frequency of the refresh to fit the situation.

Each dispatcher on the system has its own queue. For each queue, you set the rate
equal to the number of dispatch attempts that must occur before the queueis
refreshed. The refresh occurs only when the specified number of dispatch
attemptsis reached for a given message queue.

For example, with a memory queue refresh rate of 8, multiple queues could have
up to seven dispatch attempts each without triggering any refresh. The following
settings are also significant:

» A setting of O (the default) disables the refresh altogether.

» A setting of 1 triggers arefresh immediately after every dispatch attempt,
effectively disabling memory caching.

Restart Period Specifies the number of seconds between restart attempts on Sarted itemsin the
work queue.

An item which staysin Sarted state for more than afew seconds might be
stalled—for example, the service request might have been lost, or the handler
might have crashed. Decreasing the restart period reduces the latency for
recovering stalled items with the status Sarted. However, under high load, items
might stay in the Started state longer than normal for valid reasons. All handlers
might be busy, and the handler service request for the item might be queued at
the Oracle Tuxedo level. Setting the restart period too low results in redundant
restarts. The dispatcher dispatches the item again, even though the original
request is still in the Tuxedo queue. A small number of extrarestartsis benign;
however, at higher volumes, the unnecessary restarts can fill up the queue and
block real requests. The formulafor areasonable value for the restart period is:

((incoming requests per second) / (number of handlers)) x (average processing
time per request)

For example, if you have an incoming rate of 20 per second, and you have four
handlers, each handler is busy processing one item and will have four others
waiting in the queue. A new item must wait for the currently processing item—
plus the four items in the queue—before it is processed. If each item takes 10
seconds to process, the new item will stay in Started status for approximately 50
seconds before the handler works onit. If it staysin Started status longer, it's

likely that the request to the handler has been lost, and the item should be
restarted.

Note. Using avalue greater than 3540 for the dispatcher restart period resultsin
constant restarts.
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Specifying Messaging Server Process Handler Parameters

26

There are three generic process types that are the basis for al handler processes:

« PSBRKHND, which isthe publication broker handler.

« PSPUBHND, which is the publication contractor handler.

« PSSUBHND, which is the subscription contractor handler.

The following parameters apply to all three process types.

Min Instances (Minimum Specifies the number of handler server processes started at boot time.

instances)

Max | nstances
(Maximum instances)

Service Timeout

Recycle Count

Allowed Consec Service
Failures (Allowed
consecutive service
failures)

Max Retries (Maximum
retries)

Specifies the maximum number of handler server processes that can be started or
spawned.

Specifies the number of seconds a handlers waits for a service reguest before
timing out.

Service timeouts are recorded in the TUXLOG and APPSRV.LOG. In the event
of atimeout, the handler terminates itself and Oracle Tuxedo automatically
restarts the process.

Specifies the number of times that the system executes each server before the
PeopleSoft system intentionally terminates the process.

Server processes must be intermittently recycled to clear buffer areas. Thetime
required to recycle a server is negligible (a matter of milliseconds). The Recycle
Count parameter does not trandlate into a native Oracle Tuxedo parameter in the
PSAPPSRV.UBB file. Instead the value is stored in memory and is managed by
the PeopleSoft system.

This option enables dynamic server process restarts in the event of service
failures.

To set this option, enter a number greater than 0. To disableit, enter 0. The
default for this parameter is 2. The numerical value that you enter is the number
of consecutive service failures that cause arecycle of the server process. Thisisa
catchall error handling routine that allows a handler to terminate itself if it
receives multiple, consecutive, fatal error messages from service routines. Such
errors should not occur consecutively; however, if they do, it indicates that the
server process heeds to be recycled or cleansed. A retry message appears when
the specified number of service failures occurs.

Specifies the maximum number of times that the server attemptsto restart a
failed action.

This parameter prevents a bad item from continuously crashing a handler
process. The counter is incremented when the handler sets the status to Working
but before it actually starts processing the item.
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Setting the Oracle Tuxedo Queue Size

The messaging system uses the Tuxedo queue size indicated in the application server domain section of
PSADMIN to determine when the Tuxedo queue size has reached its maximum. The pub/sub system reads
the actual queue size periodically, based on the Tuxedo Queue Status Check Count parameter. The system
throttlesitself so that it does not exceed this maximum, thereby preventing queue saturation and degraded
performance.

Set the Tuxedo Queue Size parameter equal to that of the kernel parameter used by the machine running the
pub/sub processes (msgsys:msgingo_msgmax).

To set the Tuxedo queue size for the messaging system:

1. InPPSADMIN navigate to the Values for config section — PSAPPSRV part of thefile. To do so:

a

Open PSADMIN.

Enter 1 for Application Server and press Enter.
Enter 1 for Administer a Domain and press Enter.
Choose a domain from the list and press Enter.
Choose 4 for Configure the Domain and press Enter.
Enter Y to shut down the domain.

Enter Y to change the configuration values.

Press Enter to scroll through the file and accept the current settings until you reach the following
section:

Val ues for config section - PSAPPSRV

2. Enter Y and press Enter to change values in the section.

3. Navigate to the Tuxedeo Queue Size parameter. To do so, press Enter to scroll through the list and accept
the current values. When you reach the Tuxedo Queue Size parameter enter avalue.

A value of 0 (zero) disables Tuxedo queue threshold determination and usage.

Based on your environment, a value of -1 sets the queue size to the following default values:

Windows: 65535.
AlX: 4000000.
Solaris: 65535.
HP: 65535.

4. Press Enter to scroll through the remaining sections and accept the current settings.

PSADMIN will process the changes and then load the new configuration.
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5. Boot the domain.

See Also

PeopleTools 8.51 PeopleBook: System and Server Administration, "Using PSADMIN Menus'
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Managing Integration Gateways

This chapter provides an overview of integration gateway configuration and discusses how to:
« Administer integration gateways.

« Access gateway setup properties.

« Set Oracle Jolt connection properties.

» UsetheintegrationGateway.propertiesfile.

« Encrypt passwords.

» Configure security and general properties.

« Mask gateway log elements.

» Refreshintegration gateway properties.

« Bypass integration engines to send messages.

Understanding Integration Gateway Configuration

This section discusses:

» Integration gateway versions and application server versions.
» Local gateway compatibility.

» Typesof integration gateway configuration.

Integration Gateway Versions and Application Server Versions

Local and remote integration gateways must be at the same or higher version as the application servers with
which they communicate.

Out of the box, PeopleTools 8.51 is delivered with a PeopleTools 8.51 integration gateway and a PeopleTools
8.51 application server, thus meeting this requirement

However, situations may arise where your integration environment is comprised of PeopleSoft systems
running different versions of PeopleTooals, or your integration partners are running different versions of
PeopleTools. When this isthe case, you must ensure that the integration gateway is at the same or higher
version as the application server with which it communicates or integrations will fail.
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The following list describes several compatible integration gateway/application server version combinations:

» You are using a PeopleTools 8.51 integration gateway to communicate to a PeopleTools 8.51 application

Server.

» You are using a PeopleTools 8.51 integration gateway to communicate to a PeopleTools 8.49 or earlier

application server.

» You are using a PeopleTools 8.51 remote integration gateway to communicate with a PeopleTools 8.51 or
earlier application server.

The following list describes several incompatible integration gateway/application server version
combinations. Integrations will fail with these combinations:

» You are using a PeopleTools 8.49 or earlier integration gateway to communicate with a PeopleTools 8.51

application server.

» You are using a PeopleTools 8.49 remote integration gateway to communicate with a PeopleTools 8.51

application server.

Local Gateway Compatibility

Because database administrator passwords and gateway keystore passwords are encrypted in the current
PeopleTools release, the local gateway specified by a node in the current rel ease of PeopleSoft Integration
Broker must be from PeopleTools 8.41 or later to support encryption. If you upgrade PeopleTools and the
integration engine from arelease earlier than PeopleTools 8.41, you must also upgrade the local gateway.

Note. The current release of the integration gateway works with nodes that use PeopleTools 8.4x PeopleSoft

Integration Broker.

Types of Integration Gateway Configuration

30

An integration gateway requires several types of configuration:

Security configuration

Y ou implement PeopleSoft Integration Broker security in several ways, including
installing digital certificates on the gateway's web server and on the gateway
itself to support Secure Sockets Layer (SSL) encryption. To implement
encryption, you should complete the certificate installation before continuing
with the gateway configuration in this chapter.

Once the gateway's digital certificates are installed, you must enter several
configuration parameters in the Integration Gateway Certificates Section of the
integrationGateway.properties file. The parameters you must set are the
certificate alias name, the certificate alias password, the path to the keystore, and
the keystore password.

See Chapter 11, "Setting Up Secure Integration Environments," Installing Digital
Certificates for SSL/TLS Encryption on Oracle WebL ogic, page 185.
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General configuration  Thisincludes settings for the gateway version, class location, general
communication parameters, node connection parameters, message and error
logging, and gateway type and location. Most of these settings are entriesin the
integrationGateway.properties file, but you set afew of them in the Gateways

component.
Connector -specific The number of configuration settings and where they're applied depend on the
configuration connector. Y ou configure most of the target connectors delivered with

PeopleSoft Integration Broker by using the Gateways component, but some
require settings in the integrationGateway.propertiesfile. A few require settings
in both environments.

Note. Y ou can override some target connector properties for an individual node.

The Gateways Component

Once the gateway has been installed, you use the Gateways component (IB_GATEWAY) to make it
accessible to any node that usesit for messaging. Y ou can also use it to override the gateway's default
connector properties for individual nodes without having to directly edit the integrationGateway.properties
file on the gateway machine.

See Chapter 5, "Managing Integration Gateways," page 29.

Minimum Integration Gateway Setup Requirements
The minimum setup regquirement to run an integration gateway are:
1. Specify the gateway URL.

2. Specify the Oracle Jolt connection string properties to enable communication with each Peopl eSoft
Integration Broker node that will be involved in an integration that uses a gateway.

3. Set and encrypt the keystore password.
See Also

Chapter 3, "Using the Integration Broker Quick Configuration Page," page 11

Chapter 5, "Managing Integration Gateways," Setting SSL/TLS Encryption Security Properties, page 45

Administering Integration Gateways

This section discusses how to:
» Define integration gateways.

« Ping integration gateways.
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» Register installed target connectors.
» Refresh the gateway properties.

« Edit available connector properties.

Defining Integration Gateways

Use the Gateways page (IB_GATEWAY) in the Gateways component (IB_GATEWAY) to specify the
location of the gateway, update configuration settings, and register target connectors to be used with the
gateway.

Note. A default local gateway definition is automatically created upon installation. If you plan to use only the
local gateway, you do not need to create a new definition; however, you still must configure the gateway.

To access the Gateways page, select PeopleTools, Integration Broker, Configuration, Gateways. The
following example shows the Gateways page:

Gateways

Inbound Gateways

Ping Gateway

Gateway ID: LOCAL

Local Gateway [ Load Balancer

URL: |http:ﬂbuﬁy.u5.oracle.com:BQZUfF'SIGWfF‘eopIeSGﬂListeningC:onnector

Gateway Setup Properties

Load Gateway Connectors |

Connectors Customize | Find | | g First K 1-9 of 8 [} ] Last

*Connector 1D Description *Connector Class Name

1 |AS2TARGET

|A82Target00nnec’[0r Properties =]

32

2 [FILEoUTPUT

|SimpleFiIeTargetConnecmr Properties El

3 |FTPTARGET

|FTPTargetConnec’[0r Properties =]

4 |GETMAILTARGET

|GetMaiITargetConnect0r Properties =]

5 [HTTPTARGET HttpTargetConnector Properties (=]
6 |JMSTARGET |JMSTargetConnector Properties (=]

7 |PSFT81TARGET

|AppIicati0nMessagingTargetConnedor Properies =

8 |PSFTTARGET

|Pe0p|eSoﬂTargetConnec‘mr Properies =

9 |SMTPTARGET

|SMTF‘TargetConnec‘mr Properies =

Gateways page with the URL defined and target connectors loaded

To define and configure a gateway:
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. Access the Gateways page (select PeopleTools, Integration Broker, Configuration, Gateways).

» Click Search, and select an existing gateway definition.

The Gateways page appears, displaying the gateway definition.

Note. The default ID for the delivered local gateway is LOCAL.

« Addanew value, enter an integration gateway 1D, and click Add.

The Gateways page appears.

. (Optional.) Select Local Gateway to designate the gateway as local.

Each PeopleSoft Integration Broker node requires exactly one local gateway, which is the application's
first point of contact with other PeopleSoft applications, third-party systems, Integration Broker hubs, and
remote gateways.

Note. Y ou must open the definition of the designated local gateway and clear the Local Gateway check
box before you can select that check box in another definition.

. Enter the gateway URL for the selected gateway's Peopl eSoft listening connector.

Specify the URL with the format:
http://machinename: port/PSI GW/Peopl eSoftL i steningConnector

In this case, machinename: port is the machine name and port, host name, or |P address of the web server
hosting the gateway.

By default the port number is 80 for HTTP and 443 for HTTPS. If using the default port number, you do
not need to specify it in the URL.

For HTTPS, the URL should start with https.
The integration gateway URL is case sensitive.

The gateway uses the PeopleSoft listening connector to receive service operations from an integration
engine node or aremote gateway.

. (Optional.) To load the delivered target connectors, click the Load Gateway Connectors button.

Y ou can load the delivered target connectors at this point, or at alater time.

. Savethe gateway definition.
. Click the Gateway Setup Properties link to configure additional gateway settings and connector

properties.

See Also

Chapter 12, "Tuning Messaging System Performance," Configuring Integration Gateways for L oad Balancing
When Using Third-Party Software, page 278
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Pinging Integration Gateways

Use the Gateways page to ping an integration gateway to verify that it is running. Before you ping an
integration gateway, you must define the gateway URL .

To ping an integration gateway:
1. Accessthe Gateways page (select PeopleTools, Integration Broker, Configuration, Gateways).
2. Select the integration gateway to ping.
The Gateways page appears.
3. Click the Ping Gateway button.

If the ping is successful a PeopleSoft Listening Gateway page appears that displays the PeopleTools release
and a status of Active.

Loading Target Connectors

34

The Connectors grid on the Gateways page lists the target connectors registered with the current gateway.
Initially, none of the delivered connectors are loaded and the grid is empty. Y ou can load target connectors
automatically by introspection or manually by entering information in the grid.

Note. You typically load and configure the gateway target connectors only when you configure a new
gateway or install a new connector.

Loading Connectors by Introspection

If the connector was delivered with the PeopleSoft application or devel oped using the PeopleSoft Integration
Broker Connector Software Development Kit (SDK), you can easily load it with the PeopleSoft Integration
Broker connector introspection feature. Before you can register anew connector, you must install it.

See Appendix B, "Using the Integration Broker Connector SDK," page 327.

To load connectors by introspection:
1. Accessthe Gateways page (select PeopleTools, Integration Broker, Configuration, Gateways).

2. Click the Load Gateway Connectors button to trigger introspection for the current gateway.

PeopleSoft Integration Broker examines the properties of all installed target connectors and |oads those
properties into the gateway definition. All the connectors appear in the Connectors grid, and the properties of
each connector are updated to reflect its current state.

Note. The introspection never overrides existing information. It adds only missing information, so manually
edited values are not affected. If you modified a connector, new and modified properties are loaded and do
not interfere with existing properties.
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Loading Connectors Manually

To load and configure a connector manually, you enter the connector 1D, connector class name, and property
information that's hard-coded in the connector. Thisinformation is provided by PeopleSoft for al delivered
connectors; information about connectors from any other source must be provided by that source.

To load a new connector manually:

1. Accessthe Gateways page (select PeopleTools, Integration Broker, Configuration, Gateways).
2. Add anew row in the Connectors grid.

3. Enter the ID for the new connector.

4. Enter the connector class name.
5

. Click Properties to edit the connector's properties.

See Also

Appendix A, "Using the Delivered Listening Connectors and Target Connectors,” page 293

Appendix B, "Using the Integration Broker Connector SDK," page 327

Editing Connector Properties

Node-level target connector properties represent parameters that can be used by the connector. These
properties are hard-coded in the connector class. The Connector Properties page (IB_CONNPROP) lists all of
a connector's available properties and their values. When you specify a connector in a node definition, only
the properties that you are required to set and specify display.

Note. Available connector properties are automatically entered on the Connector Properties page when you
register the connector.

Each property entry is defined by a combination of property 1D and property name, both of which must
already exist in the connector class. A single connector can handle service operations that adhere to different
header formats, communication protocols, or other requirements. Y ou can represent these variations on the
Connector Properties page by entering multiple instances of the properties used, each with a different value.

Warning! Do not add new properties to any of the delivered connectors, as doing so requires changes to the
delivered Java connector programs. Add connector properties only for custom connectors you have created.

The following example shows the Connector Properties page:
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Gateways

Connector Properties

Gateway ID LOCAL

Connector SMTPTARGET

Properties Customize | Find | IEII : First [ 4] 1-8 of 8 o Last

*Proy 1D *Property Name Required (Value Default
1 [HEADER C, Content-Type Q O text/plain O [=]
2 [HEADER Q, |Content-Type Q O textihtm O [=]
3|HEADER & |sendUncnmpressed o) |‘r’ (=]
4|HEADER Q, |sendUncnmpressed o) |N ¥ (=]
5 [SMTPTARGET @ |BCC Q O | O [=]
6 [SMTPTARGET O [cC Q O | O [=]
7|SMTPTARGET O DestEmailAddress O} | [=]
8 SMTPTARGET O [SourceEmailAddress O | [=]

Properties tab for the SMTP target connector

To add anew property instance:

1

Access the Connector Properties page (select PeopleTools, Integration Broker, Configuration, Gateways
to display the Gateways page).

In the Connectors section locate the row that lists the target connector with which you want to work, and
click the Properties link at the end of the row. The Connector Properties page displays.

Select a Property ID.

Available property |Ds are specific to the connector that you're configuring.

Select a Property Name.

The available property names are specific to the property 1D that you selected.

If the property is required for the connector to work properly, select the Required check box.

All instances of a property (that is, al identical property ID and property name combinations) should have
the same Required status.

Enter an appropriate value for the property instance.

Appropriate values might come from PeopleSoft, from the connector's devel oper, or from your own
experience and requirements.
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7. (Optional.) Select the Default check box.

When you specify the connector in a node definition, only properties marked as both required and default
appear automatically on the Connectors page of the Node Definitions component.

Note. In most cases, only one instance (value) of arequired property should be used by a given node;
however, you might designate multiple values as default so that they all appear. Keep in mind which
properties can be used with multiple values and which ones require a single value.

Save the properties.
Click OK.

The Gateways page appears.

Accessing Gateway Setup Properties

This section discusses how to access the integration gateway set up properties.

Y ou can access the gateway setup properties from the Quick Configuration page or from the Gateways page.

To access gateway setup properties from the Quick Configuration page, select PeopleTools, Integration
Broker, Configuration, Quick Configuration. The Quick Configuration page appears. Click the Advanced
Gateway Setup link.

To access gateway setup properties from the Gateways page, select PeopleTools, Integration Broker,
Configuration, Gateways. The Gateways page appears. Click the Gateway Setup Properties link.

The Gateway Properties signon page (IBGWSIGNON) appears as shown in the following example:

Gateway Properties

Sign on to access integrationGateway. properties file.

The default user 1D is "administrator and the default passwaord is "password”.

User ID

Password

[ ] change Password

Gateway Properties sign in page.

The default user ID isadministrator and the default password is password. Check the Change Password box
to change the default password.
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Note. Y ou should change the default password as soon as possible.

Y ou can reset the password in the gatewayUserProfilexml file located in

<PIA_HOM E>\webserv\i<DOM AIN>\appli cations\peopl esof\PSIGW.war\WEB-INF. The password you
enter in the gatewayUserProfilexml file must be encrypted. Y ou can use the PSCipher utility to encrypt the
password.

After you successfully enter the user 1D and password, the PeopleSoft Node Configuration page displays
where you specify information about how to connect to nodes and access the integrationGateway.properties
file to establish additional gateway settings.

Setting Oracle Jolt Connection Properties

The integration gateway communicates with PeopleSoft application server nodes using Oracle Jolt
connections.

Understanding Oracle Jolt Connection Properties

38

This section discusses setting Oracle Jolt connection string properties using the PeopleSoft Node
Configuration page. Setting these properties in the integrationGateway.properties file is discussed later in this
section.

The PeopleSoft Node Configuration page (PSGTWPROPS_SEC) provides grids for defining Oracle Jolt
connection properties for unknown (default) and known nodes. When you save the properties you set on this
page, they are written to the integrationGateway.properties file. To edit or define these propertiesin the
future, you can use the PeopleSoft Node Configuration page or the integrationGateway.propertiesfile.

Connection Settings When Target Nodes are not Known

Within any inbound message, the integration gateway requires only the names of the message and the
requesting node. If the message is sent by a PeopleSoft Integration Broker system, it also includes the name
of the target node. The gateway searches the integrationGateway.properties file for the Jolt connect string
properties for the specified target node, so it can properly direct the message.

However, the integration gateway cannot determine the target node in the following cases.

» The Jolt connect string settings for the specified target node are missing from the
integrationGateway .propertiesfile.

» The message format does not include a To node specification.

To handle these cases, you can specify a default application server to handle the message if no valid target
node can be determined.

Connection Settings for Known Target Nodes

Y ou must set four Oracle Jolt connect string properties for each PeopleSoft Integration Broker application
server node with which the integration gateway communicates. The gateway uses this information to access
each node's database through a Oracle Jolt connection with its PeopleSoft target connector.
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Note. These properties apply only to communications that don't cross afirewall and for which the gateway
uses the PeopleSoft target connector.

Setting Oracle Jolt Connection String Properties

The PeopleSoft Node Configuration page provides a grid for setting Oracle Jolt connection string properties
for unknown (default) target nodes and known target nodes.

PeopleSoft Node Configuration

URL: http:#ibuffy.us.oracle.com:8920/P SIGW/PeopleSofiListeningConnector

Gateway Default App. Server

App Server URL User ID Password Tools Release Domain Password  Virtual Server Node
Iibuffy.us.oracle.com:9211 QEDMO sanee 8.51-805-R1  |essss

-
People Soft Nodes Customize | Find | view a1 | B | 8 Firet | FTL Ir

ModeWome  |AppSemerURL  |Userd  |Pmssword  [ToolsRelease [DomsmPasswerd | | |
Ping Node El

PeopleSoft Node Configuration page

To access the PeopleSoft Nodes Configuration page, select PeopleTools, Integration Broker, Configuration,
Gateways. The Gateways page appears. Click the Gateway Setup Properties link. Enter the gateway user 1D
and password and click the OK button. The PeopleSoft Node Configuration page appears.

To define properties for unknown nodes use the Gateway Default Application Server grid on the PeopleSoft
Node Configuration page. To define properties for known nodes use the PeopleSoft Node grid on the
PeopleSoft Node Configuration page.

Note. Setting Oracle Jolt string connection properties for unknown nodes is optional.

App Server URL Enter the machine name and Oracle Jolt port number of the default application
(Application Server URL  server to use if no valid target node can be determined.

in the Gateway Default To determine the Jolt port of the application server, check the JOLTListener

App Server Section) section in the psappsrv.cfg file. Thefileislocated in
<PS CFG_HOME>\appsen"\<DOMAIN_NAME>.

App Server URL Enter the machine name and Oracle Jolt port number of the default application

(Application Server URL  server to use if no valid target node can be determined.

in the PeopleSoft Nodes

Section) Note. To determine the Jolt port of the application server, check the
JOLTListener section in the psappsrv.cfg file. Thefileislocated in
<PS_CFG_HOME>\appserv\<sDOMAIN_NAME>.

Domain Password Enter the password for the domain as entered in PSAdmin.

Node Name Enter name of the PeopleSoft node with which the integration gateway is to

communicate.
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User ID

Password

Tools Release

Virtual Server Node

Chapter 5

Enter the user ID that you defined when you created the application server
domain.

Enter the UserPswd that you defined when you created the application server
domain.

Peopl eSoft Integration Broker will automatically encrypt this password entry.

Enter PeopleTools version number installed on the application server.
Limit the number you enter to two decimal places. For example, 8.51.

If you are installing a patch build, include the patch number. For example, if you
areinstalling PeopleTaools 8.51 patch build 3, enter the following: 8.51.03

Thisfield isused in conjunction with inbound request processing using virtual
server domains.

Enter a node name from the list of nodes in the PeopleSoft Nodes grid on the
bottom of the page.

When utilizing virtual server domains, the system routes inbound requests that do
not specify a"To" node to the this node.

The properties and values you set in the PeopleSoft Node Configuration page are located in the DELIVERED
CONNECTOR CONFIGURATION Section of the integrationGateway .propertiesfile.

The properties you set for unknown nodes are in the subsection ## JOLT connect string setting for optional
Default Application Server. The properties you set for known nodes are in the subsection ## JOLT connect
string settings for Application Server(s) with known NODENAMEs.

See Also

Chapter 5, "Managing Integration Gateways," Accessing Gateway Setup Properties, page 37

Chapter 5, "Managing I ntegration Gateways," Using the integrationGateway.properties File, page 40

Chapter 5, "Managing I ntegration Gateways," Configuring Security and General Properties, page 44

Using the integrationGateway.properties File

To establish settings for the integration gateway and its delivered connectors, you use the
integrationGateway .propertiesfile.

The integrationGateway .propertiesfileisatext file.

40
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Gateway Properties

Gateways

Gateway Properties

URL hitpiflocalhostB920/PSIGWPeopleSoftListeningConnectar

Confidentiality Infarmation: *

This module is the canfidential and proprietary information of *
FeopleSof, Inc.; itis not to be copied, reproduced, or *
transmitted in any form, by any means, inwhaole arin par,

nar is itto be used for any purpose other than that forwhich *
itis expressly provided without the written permission of *
FeapleSof, Inc. *

+*

Copyright (c) 1983-2005 PeopleSoft, Inc. All Rights Resered

*

fpeopletoolsMEBSintegrationgatewaylintegrationGateway.

SO CHEHEHHHEHEHEHEHHEHEHE S

] Cancel

Gateway Properties page

The property settingsin the file are stored as name-value pairsin labeled sections, and the lines are
commented out using the pound sign (#). Here's an example of a commented-out property setting:

#i g.isc.useri d=MYUSERI D

Accessing the integrationGateway.properties File

Y ou can access and edit the integrationGateway . properties file using the Gateways component in the Pure
Internet Architecture or using the text file located in the <PIA_ HOME>\webserv directory.

Understanding Accessing the integrationGateway.properties File

Most integration systems are configured such that the application server, integration gateway, and Peopl eSoft

Pure Internet Architecture are running the same PeopleTools versions.

However, there may be some instances where the integration system is configured such that thereis a shared
integration gateway working with application servers on different versions of PeopleTools. If thisisthe case,

you must access and edit the integrationGateway.properties in one of the following ways:
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« Manualy edit the text file located in the <PIA_ HOME> directory. Use the PSCipher Java utility to
generate encrypted passwords.

Using the PSCipher Java utility is described elsewhere in this chapter.

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords Using the PSCipher Java Utility,
page 44.

« Access and edit the properties file via the PeopleSoft Pure Internet Architecture in the Gateways
component. Y ou must log into the PeopleSoft Pure Internet Architecture that isinstalled on the
application server that is running the same PeopleT ools rel ease as the integration gateway. If you use this
method, you must ensure that copies of the same psvault key file areinstalled on all application servers
and gateway/web server in the configuration.

The psvault key file is discussed elsewhere in PeopleBooks.
See PeopleTools 8.51 PeopleBook: Security Administration, "Encrypting Text With PSCipher."

Accessing the integrationGateway.properties File in the Pure Internet Architecture

Access to the integrationGateway .properties file using the PeopleSoft Pure Internet Architecture is password-
protected. Y ou can access the file using the Integration Broker Quick Configuration page or the Gateways
component.

To access the integrationGateway .properties file using the Integration Broker Quick Configuration page:
1. Select PeopleTooals, Integration Broker, Configuration, Quick Configuration.
The Integration Broker Quick Configuration page displays.
2. Click the Advanced Gateway Setup link.
The Gateway page displays.
3. Click the Gateway Setup Properties link.
The Sign on to access the integrationGateway .properties file box displays.
4. Enter the user ID and password and click the OK button.
5. Click the Advanced Properties Page link.
To access the integrationGateway .properties file using the Gateways component:
1. Select PeopleTools, Integration Broker, Configuration, Gateway.
2. Select agateway with which to work.
3. Click the Gateway Setup Properties link.
The Sign on to access the integrationGateway .properties file box displays.
4. Enter the user ID and password and click the OK button.

5. Click the Advanced Properties Page link.

The Gateway Properties page also provides access to the Password Encryption Utility and you can encrypt
passwords required in the integrationGateway .properties file directly from that page.
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Accessing the integrationGateway.properties File in the <PIA_HOME> Directory
The integrationGateway .propertiesfile is located in the following path in the PeopleSoft home directory:

<PIA_HOM E>\webserv\<DOM AIN>\appli cations\peopl esof t\PSI GW.war\WEB-
INR\integrationGateway .properties.

When you access the integrationGateway.properties file in directly in the <PIA_HOME> directory, you must
restart the PeopleSoft Pure Internet Architecture for the changes to take effect.

See Also

Chapter 5, "Managing Integration Gateways," L oading Target Connectors, page 34

Chapter 5, "Managing I ntegration Gateways," Encrypting Passwords, page 43

Entering Values in the integrationGateway.properties File

When entering values in the integrationGateway.properties file that contain paths, you must use either double-
backslashes ("\\") or forward slashes ("/") as path separators.

Note. Do not use backsashes ("\") as path separators for directory namesin the

integrationGateway .properties file. Backsl ashes are misinterpreted as escape characters by the Java processes
that accessthefile.

To correctly specify a path in the integrationGateway.properties file, you must use either double backslashes
("\") or single forward slashes (/") as separators; for example:

i g.transforml. XSL=C: \\ XSLPr ogs\\ MyTr ansf or m xsl
i g.transforml. XSL=C: / XSLPr ogs/ MyTr ansf or m xsl
i g.transforml. XSL=/ usr/ xsl s/ MyTr ansf or m xsl

Note. The one exception to thisis when entering path separators for EIP test automation properties. When
working with those properties you must enter path separators as backsl ashes.

Encrypting Passwords

The integration gateway properties file and target connectors feature required and optional passwords. All
passwords must be encrypted.

PeopleSoft provides an encryption utility, PSCipher, that you can use to encrypt passwords. Y ou can access
the utility from the PeopleSoft Pure Internet Architecture or from a Java utility.

Encrypting Passwords in the PeopleSoft Pure Internet Architecture

The Password Encryption Utility dialog box displays in areas where required or optional passwords are
specified.
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Password Confirm Password

Encrypt | Encrypted Password: |

Password Encryption Utility dialog box

To encrypt a password using the Password Encryption Utility:

1

a ~ v N

Encrypting Passwords Using the PSCipher Java Utility

Chapter 5

On the page where you are working, click the Password Encryption Utility arrow to display the dialog
box.

In the Password field, enter a password.

In the Confirm Password field, enter the password again.

Click the Encrypt button. The encrypted password displays in the Encrypted Password field.

From the Encrypted Password field, cut the encrypted password and paste it into the appropriate location.

Y ou launch the PSCipher utility from the <PIA_HOME> directory.

To encrypt a password:

1. Launch the PSCipher.bat file in the <PIA_HOM E>\webserv\<DOMAIN>\bin directory.
2.
3.

If using UNIX, change the script file's permissions so that you can execute it.

Execute the script file with your password as an argument.

The utility returns the encrypted password as a string.

Copy the encrypted string and paste it into the appropriate |ocation.

On a Windows machine, enter:
psci pher MYPASSWORD
On a UNIX machine, enter:

PSCi pher. sh MYPASSWORD

Configuring Security and General Properties

This section discusses how to:

44

Set SSL encryption security properties.
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»  Specify the gateway version.

» Specify the gateway class location.

« Set general connection properties.

« Set logging properties.

« Set DTD validation properties.

»  Set Oracle Jolt session pooling parameters.

»  Set the namespace for generic SOAP faullts.

Setting SSL/TLS Encryption Security Properties

Y ou can implement several types of messaging security with PeopleSoft Integration Broker. Onetypeis
SSL/TLS encryption, which applies digital certificates from two keystores to encrypt inbound and outbound
messages, respectively. The integration gateway manages the certificates in the keystore that supports
outbound messaging.

You must first install the certificates in the keystore. Then you set the security properties, which you can find

in the integrationGateway.properties file section labeled Integration Gateway CERTIFICATE Section.

Warning! Integrationswill fail if you do not set the path to the keystore using the secureFileK eystorePath
property and enter an encrypted keystore password for the secureFileK eystorePasswd property.

Y ou must set the following properties in integrationGateway.properties so that the gateway can access the
SSL/TLS encryption certificates.

Property Description

ig.certificateAlias Enter the name that you provided to identify the encryption key pair that
you generated for the keystore on which the gateway's public key
certificate is based.

ig.certificatePasswd Enter the password that you provided for the encryption key pair that you
generated for the keystore. The certificate password must be encrypted.

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords,

page 43.

secureFileK eystorePath Enter the full path and file name of the gateway keystore file, which is
located in the web server directory structure. The path is
<PIA_HOME>\webserv\<DOMAIN>\keystore.
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Property Description

securefileK eystorePasswd Enter the keystore password. The default value is password.

In a production system, the keystore password should be changed to a
unique, non-trivial value.

This password must be encrypted.

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords,
page 43.

See Also

Chapter 11, "Setting Up Secure Integration Environments," page 161

Specifying the Gateway Version

The gateway version property, ig.version, indicates the version of PeopleTools from which the integration
gateway isinstalled.

The integration gateway version must be the same or higher version than the version of the application server
with which you want to communicate. For example, you can use a PeopleTools 8.51 integration gateway to
communicate with a PeopleTools 8.51 application server or to communicate with a PeopleTools 8.47
application server.

Integration gateways cannot communicate with application servers on higher versions. For example a
PeopleTools 8.47 integration gateway cannot directly communicate with a PeopleTools 8.51 application
server. If thiskind of communication is required, then the communication should be setup where the 8.47
gateway is set up as aremote gateway.

The version property islocated in the integrationGateway.properties file in the section labeled Integration
Gateway VERSION Section. Specify the version as follows:

i g. version=versi on_numnber

where version_number is the version of PeopleTools with two decimal places; for example, 8.51.

Setting General Connection Properties

46

This section discusses:

» Default connector properties.

» Node-specific Oracle Jolt connect string properties.
» Default Oracle Jolt connect string properties.

The general connection properties include default connector properties and Oracle Jolt connect strings for
nodes that designate this gateway astheir local gateway. Y ou can find these propertiesin the section of the
integrationGateway .properties file labeled DELIVERED CONNECTOR CONFIGURATION Section.
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Property

Description

ig.connector.prefix

Identifies the universal resource indicator (URI) prefix added to any
target connector name. This property instantiates the connector classes
on the system. The default connector prefix is:

com peopl esoft. pt.integrationgateway.
t ar get connect or.

Note. Do not change this value.

ig.connector.defaultremoteconnector

I dentifies the connector that the gateway uses to send messagesto a
remote gateway. The default value of this property is:

Ht t pTar get Connect or

Note. Do not change this value.

ig.connector.ibtargetconnector

I dentifies the connector that the gateway uses by default to send
messages to a PeopleSoft Integration Broker application server node. The
gateway uses this connector to link to the integration engine running on
the node's application server. When the content of a message reaching
the gateway doesn't specify a connector (thisis often the case with third-
party senders), the gateway automatically uses the connector specified by
this property. The default valueis:

Peopl eSof t Tar get Connect or

Note. Do not change this value.

Default Oracle Jolt Connect String Properties

Within any inbound message, the integration gateway requires only the names of the message and the
reguesting node. If the message was sent by a PeopleSoft Integration Broker system, it also includes the name
of the target node. The gateway searches the integrationGateway.properties file for the Jolt connect string
properties for the specified target node, so it can properly direct the message.

However, the integration gateway cannot determine the target node in the following cases:

» TheJolt connect string settings for the specified target node are missing from the

integrationGateway.propertiesfile.

» The message format does not include a To node specification.

This can include general HTTP callsto listening connectors other than the PeopleSoft listening connector.

»  When using Send Master for testing purposes.

To handle these cases, you can specify a default target node for the gateway if no valid target node can be

determined.

Use the default Jolt connect string properties:
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#i g.isc.server URL=// <nmachi ne nane>:<jolt port>
#i g. i sc. useri d=<dat abase user id>

#i g. 1 sc. passwor d=<dat abase passwor d>

#i g. i sc. t ool sRel =<peopl et ool s rel ease version>

Uncomment these four lines and enter values to designate a PeopleSoft Integration Broker node as the
gateway's default (backup) target node. It typically is one of the nodes for which you already created node-
specific Jolt connect string properties.

There's only one set of these default properties. They specify the same parameters as the node-specific
properties, except that you don't include a node name; for example:

i g.isc.serverURL=// MYMACHI NE: 9000
i g.isc.useri d=TOPDOG

i g.isc. passwor d=VOBN5KcQZMy

i g.isc.tool sRel =8.51

See Chapter 5, "Managing Integration Gateways," Oracle Jolt Connect String Properties for Known Nodes,
page 48.

Oracle Jolt Connect String Properties for Known Nodes

Y ou must set four Oracle Jolt connect string properties for each PeopleSoft Integration Broker application
server node with which the integration gateway communicates. The gateway uses this information to access
each node's database through a Oracle Jolt connection with its PeopleSoft target connector.

Note. These properties apply only to communications that don't cross afirewall and for which the gateway
uses the PeopleSoft target connector.

The integrationGateway .properties file contains a template for these properties:

. i sc. $NODENAME. server URL=// <machi ne name>: <jolt port>
. i sc. $NODENAME. user i d=<dat abase user id>
. i sc. $NCDENAME. passwor d=<dat abase passwor d>

[
[
[
i g.isc. SNODENAME. t ool sRel =<peopl et ool s rel ease version>

[(e}(e}(e)(e]

For each node, make a copy of this template and replace SNODENAME with the name of the node definition.
Enter appropriate values for each property as described in the following table:

Property Description

ig.isc. SNODENAME.serverURL Enter the URL of the application server node, consisting of the machine
name and Oracle Jolt port; for example:

i g.isc. MYNODE. server URL=// MYMACHI NE: 9000

Note. Y ou can determine the Jolt port of the application server by
examining the JOLT Listener section in the psappsrv.cfg file located in
<PS CFG_HOME>\appserv\<DOMAIN_NAME>.

ig.isc.SNODENAME.userid Enter the UserID that you defined when you created the application
server domain; for example:

i g.isc. MYNODE. useri d=TOPDOG
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Property Description

ig.isc. SNODENAME.password Enter UserPswd that you defined when you created the application server
domain. This password must be encrypted; for example:

i g.isc. MYNCDE. passwor d=VOBN5Kc QZMgy

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords,
page 43.

ig.isc. SNODENAME.tool sRel Enter the version number of PeopleToolsinstalled on the application
server node to two decimal places; for example:

i g.isc. MYNODE. t ool srel =8. 51

Setting Logging Properties
This section discusses:
» Genera logging properties.
» Message logging properties.
» Error logging properties.
« Overriding the |P address used for gateway logging.

The logging properties specify parameters for logging messaging activity and errors. Y ou can find these
propertiesin the section of the integrationGateway.properties file labeled LOGGING Section.

General Logging Properties
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Property

Description

ig.log.level

Enter a numeric value to specify the desired level of gateway logging
and exception handling.

Vaues are:

e —100: Suppresses message logging. The property is preset to this
value.

e -1: Logs language exceptions only.
e 1. Logslanguage and standard exceptions.

e 2. Logsall errors and warnings.

e 3. Logserrors, warnings, and important information. Thisisthe
default if you don't specify avalue for this property.

e 4 Log errors, warnings, and important and standard information.

e 5 Logs errors, warnings, and important, standard, and low-
importance information.

Note. Set the log level to 5 to capture the entire contents of incoming
HTTP requests, including HTTP headers, in the integration gateway

message log file.

ig.log.backgroundimage

Specify the background image to use when displaying error and
message log documents. The image must be in jpg format. The default
location and image name PSbhackground.jpg.

By default itislocated in
<PIA_HOME>\webserv\<DOMAIN>\applications\peoplesof\PSIGW
war.

Images in the default location don't require a path, but you can specify
afull path to animagefile in any other location.

Message Logging Properties

Property

Description

ig.messagel og.filename

Enter the full path and file name of an HTML file to use as a message
log. This property is preset to

<PIA_HOME>\webserv\A<DOM AIN>\appli cations\peopl esof \PSI GW
.war\msgL og.html.

ig.messagel og.maxSize

Specify the maximum size of the message log, in kilobytes (KB). This
property is preset to 10000, or 10 megabytes (MB). When thislimit is
reached, the log is archived, and atimestamp is appended to thefile
name.

50
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Property Description

ig.messagel og.maxNbBackupFiles Specify the number of archived files to keep on disk. Use the value 0
to retain all backed up files. This property is preset to 5.

Error Logging Properties

Property Description

ig.errorLog.filename Enter the full path and file name of an HTML file to use as an error
log. This property is preset to

<PIA_HOME>\webserv\<DOM A I N>\appli cations\peopl esoft\PSIGW
.war\errorLog.html.

ig.errorLog.maxSize Specify the maximum size of the error log in kilobytes (KB). This
property is preset to 1000, or 1 MB. When this limit is reached, the
log is archived, and atimestamp is appended to the file name.

ig.errorLog.maxNbBackupFiles Specify the number of archived error files to keep on disk. Use the
value O to retain all backed up files. This property is preset to 5.

See Also

PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Error Handling, Logging, Tracing,
and Debugging,” Understanding Error Handling, Logging, Tracing and Debugging

Overriding the IP Address Used for Gateway Logging

The gateway capturesits own | P address and returns this information in responses sent to the application
server. The application server uses the address to locate the physical machine where the gateway runs; thisis
where the various gateway logs are stored.

In certain instances, the value of the I P address captured may be incorrect, due to issues with the underlying
web server. For example, the address may show up as 127.0.0.1, which from the gateway's perspective is
correct (since that's the I P loopback address ) but this value is not useful to the application server asit needs
the actual IP of the gateway.

PeopleSoft provides the following property that enables you to override the | P address that the gateway
captures and hardcode the | P address used for gateway logging:

i g. Gat ewayl PAddr essOverri de
This property islocated in the Gateway |P Address Override section in the integrationGateway.propertiesfile.

To use the property, set it equal to the IP address of the machine running the integration gateway.
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Note that the actual machine that writes the logs does not change. If set the value to one that is not the IP
address of the machine that the gateway is actually on, when the application server creates links to display log
info, those links will not point to the actual log files.

Setting DTD Validation Properties

Y ou can validate XML request messages and response messages against associated document type definitions
(DTD) by enabling DTD validation on the integration gateway.

When you set the ig.dtdL ookup property equal to True (default), request and response messages are validated
against any associated DTD.

References to DTDs may be inline pointers to files or referencesto URLSs.

When you set the ig.dtdL ookup property equal to False, no validation takes place—even if aDTD reference
is supplied.

If the ig.dtdLookup property is removed or otherwise missing from the integrationGateway.propertiesfile,
the system responds asiif the property is set to True, and request and response messages are validated against
any associated DTD.

Setting Oracle Jolt Session Pooling Parameters

The integration gateway maintains a pool of jolt sessions to handle requests between itself and the integration
engine. Theintegration gateway issues ajolt session from the pool, usesit for the connection, and then
returns the session to the pool once it receives the response from the integration engine.

The number of sessions to maintain in the session pool is defined in the integrationGateway.propertiesfile
using the following property:

i g. connection

Set this property equal to the maximum number of sessionsto maintain in the pool. The default value is 10.

Setting the Namespace for Generic SOAP Faults

The system generates generic SOAP faults for framework-level errors, such as when it cannot find a routing
for an integration.

To specify the namespace to use for generic SOAP faullts, set the following property in the
integrationGateway .properties file equal to the namespace to use:

i g. Generi cFaul t Namespace

Masking Gateway Log File Elements

This section provides and overview of masking gateway log file elements and discusses how to:

» Accessthe logfilter.propertiesfile.
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» Mask elements not contained in namespaces.
« Mask elements contained in namespaces.

« Mask attributes of elements.

» Mask child element names.

« Change the global mask message.

» Create custom mask messages.

» Disable gateway log masks.

rstanding Masking Gateway Log File Elements

Y ou can mask, or hide, elements that appear in the integration gateway log files, thereby prohibiting sensitive
information from displaying in the generated logs.

Note. The system applies gateway |og masks and messages to both the integration gateway message log file
(MsgLog.html) and the integration gateway error log file (ErrorLog.html).

Global and Custom Mask Messages

By default, all masked elements have a global mask message applied to them, whereby every element you
mask is replaced with a standardized message. Y ou can also create custom mask messages for specific
elements. Y ou can use a combination of global and custom mask messages.

The default global mask messageis *** deleted for security purposes***. Y ou can change the global mask
as you wish to a message that best suits your business needs.
Default Masks

Several gateway log masks are implemented by default. They include, but are not limited to, the following
elements:

» WSSE password.

» NodePassword.

» ExternalUserPassword.

« XML format request with password.
» PSFT AuthToken.

¢ SAML-TokenData.

Y ou can disable any of these masksin the logfilter.propertiesfile.

logfilter.properties File

To mask and unmask gateway log file elements use the logfilter.propertiesfile.
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To use the file to specify the element names, attribute names, and element namespaces to mask. Y ou can also
use the file to change the global mask message and set up custom mask messages.

Note. After you make any changes to the logfilter.properties file, you must reboot the webserver for the
changes to take effect.

Property Types

The following table lists the property types with which you can work in the logfilter.propertiesfile:

Note. The examples provided in this section show property names appended with a number. These numbers
are property indexes and are discussed elsewhere in this section.

Property Description

AttributeName Set this property equal to an attribute of an element to mask.

ElementName Set this property equal to an element name to mask.

ISl eaf Use this property to mask an element and all child tags of the element.

Namesapace Use the Namespace property in conjunction with the ElementName property to specify the
namespace of the element to mask.

Property Indexes

All propertiesin the logfilter.properties file are appended with an index number. Indexes group related
properties and their values. The following example shows an excerpt from the logfilter.properties file and the
ElementName.<index_number> naming scheme.

#| Bl nf o NodePasswor d
El enent Nane. 2=NodePasswor d

#| Bl nf o Ext er nal User Passwor d
El enent Nanme. 3=Ext er nal User Passwor d

#XM. format request with Password
El ement Nane. 4=Passwor d

Y ou can use any number as an index number. Index numbers do not have to be used in sequence. Using the
previous example, if you were to add a new element name to the file, you would not have to name it
ElementName.5. Y ou could use any number not already in use, such as ElementName.72.

Properties can appear in any order in the logfilter.properties file and do not have to appear in sequential index
order. As an example, ElementName.72 could appear first in thefile, followed by ElementName.3, followed
by ElementName.1, followed by ElementName.12, and so on.

Mask Variables

PeopleSoft Integration Broker provides the following mask variables:

Copyright © 1988, 2010, Oracle and/or its affiliates. All Rights Reserved.



Chapter 5 Managing Integration Gateways
Mask Variable Description
Globa ReplaceWith By default the system assigns the value of this variable to all asked elements.
The default global mask messageis:
***del eted for security purposes***
ReplaceWith Use this variable to override the global mask value for a specific element and set a custom
mask message.

Accessing the logfilter.properties File

Mask

The logdfilter.propertiesfile is located in the following path in the PeopleSoft home directory:

<Pl A_HOVE>\ webser v\ <DOVAI N>\ appl i cat i ons\ peopl esof t\ PSI GW war \ EB- | NF=>
\logfilter.properties

ing Element Names Not Contained in Namespaces
Use the ElementName property to mask an element name that is not contained in a namespace.

To mask an element name that is not contained in a namespace, enter the element name to mask in
logfilter.properties file in the following format:

El ement Nare. <i ndex_nunber >=<El enent _t o_nask>

Be sure to specify a unique index number.

An example of amask for an element name is shown in the following example.

El enent Nanme. 1=NodePasswor d

If you are using the default global mask, the element appears as follows in the gateway log files:

<NodePasswor d>*** del eted for security purposes ***</NodePassword>

Masking Element Names Contained Within Namespaces

Use the ElementName property and the Namespace property to mask elements contained within namespaces.

To mask an element name contain within a namespace, enter the element name to mask and namespace in
which it is contained in the logfilter.properties file in the following format:

El ement Nare. <i ndex_nunber >=<El enent _t o_nask>
Nanespace. <i ndex_numnber >=<Nanespace_t hat _cont ai ns_el enent >

The ElementName and Namespace properties must use the same unigue index number.
The following example shows how to enter amask for the Username element contained in a namespace:

El enent Nane. 9=User nane

Nanespace. 9=htt p: // docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss- wssecurity-=

secext-1.0. xsd
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If you are using the default global mask, the element appears as follows in the gateway log files:

<User nane>*** del eted for security purposes ***</User nane>

Masking Attributes of Element Names
Use the ElementName property and the AttributeName property to mask an attribute of an element.

To mask an attribute of an element, enter the element name and attribute name in the logfilter.propertiesfile
in the following format:

El enment Nane. <i ndex_nunber >=<El enrent _nane>
Attribut eNane. <i ndex_nunber >=<Attri bute_of el ement_to_mask>

The ElementName and AttributeName properties must share the same unique index number.

The following example show the default mask for the password from the requesting node of a Peopl eSoft
8.1x system:

#8. 1x from node password

El ement Nane. 6=f r om
Attribut eNane. 6=passwor d

An example request before masking is:

<?xm version="1.0"7?>

<request version="1.0">
<from node="PSFT_HR' password="ny_password"/>
<to node="QE _LOCAL"/>

When the mask is applied, the request looks as follows:

<?xm version="1.0"7>

<request version="1.0">

<f rom node="PSFT_HR' password="*** Del eted for security purposes ***"/>
<to node="QE LOCAL"/>

Masking Child Element Names

Use and set the IsLeaf property equal to false to mask an element and all child elements. By default, child
tags are not masked.

To mask an element and al child elements, enter the element name and set the IsLeaf property in the
logfilter.propertiesfile in the following format:

El ement Nane. <i ndex_nunber >=<El enent _nanme_(and_chi |l d_el ements) _to_nask>
| sLeaf . <i ndex_nunber >=f al se

The ElementName and IsLeaf properties must use the same unique index number.

As an example an address element could contain street number, street name, city, state, and zip code tags, as
shown in the following example:
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<addr ess>
<st r eet nunber >4433</ st r eet nunber >
<street>Cracl e Lane</street>
<ci ty>Pl easanton</city>
<state>Cal i forni a></state>
<zi pcode>94588</ zi pcode>

</ addr ess>

The following example shows how to mask the address element and all children of the element:

El enent Nane. 11=addr ess
| sLeaf . 11=f al se

If you are using the default global mask, the element appears as follows in the gateway log files:
<address>***del eted for security purposes***</address>

However, if you wanted to mask just one of the child elements such as zip code, you would do so as shown in
the following example:

El ement Nare. 11=zi pcode

The following example shows how the zip code tag would appear in the gateway logsif using the default
global mask:
<addr ess>

<str eet nunber >4433</ st r eet nunber >

<street>Oracl e Lane</street>

<ci ty>Pl easanton</city>

<state>Californi a></state>

<zi pcode>***del eted for security purposes***</zipcode>
</ addr ess>

Changing the Global Mask Message

The value of the Global ReplaceWith variable located in the logfilter.properties file determines the default
global mask message. The default valueis:

d obal Repl aceWt h=***del eted for security purposes***

Y ou can change this value as necessary to suit your business needs by setting the Global ReplaceWith variable
equal to another value. For example:

G obal Repl aceW t h=#### Peopl eSoft Confidential Information ####

Creating Custom Mask Messages

Y ou can override the global mask message on an element-by-element basis by setting the RepalceWith
variable equal to a custom mask message.

Theformat is:

El ement Nare. <i ndex. nunber >=<El enent _t o_nask>
Repl aceW t h. <i ndex_nunber >=<Cust om mask_nessage>

The index number you set must be the same unique index number used for the el ement, namespace, and/or
attribute entry.
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The following code snippet shows an example of overriding the default global mask message with a custom
message:
#PSFT Aut hToken

El ement Nane. 7=Aut hToken
Repl aceWth. 7=-->Proprietary |nformation<--

When the gateway logs are generated the mask for this element will look as follows:
<Aut hToken>-->Proprietary | nformati on<--</Aut hToken>

The following code example was shown earlier in this section. It has been modified to show how to override
the default global mask message with a custom message:

El ement Narre. 9=User nane
Nanespace. 9=ht t p: / / docs. oasi s- open. or g/ wss/ 2004/ 01/ oasi s- 200401- wss-wssecurity-=

secext-1.0. xsd
Repl aceWth. 9=** Data renoved per conpany security policy **
When the gateway logs are generated the mask for this element will appear as follows:

<Usernane>** Data renoved per conpany security policy **</Usernanme>

Disabling Gateway Log Masks

Y ou can disable amask for any element by commenting out the mask datain the logfilter.properties file.
For example, the following sample mask entry could appear in the logfilter.propertiesfile:

#Sanpl e Mask Entry

El ement Nane. 44=NodeNane
Nanespace. 44=htt p: // my_nanmespace. xsd

Repl aceWth. 44=--->Confidential/Proprietary Infornation<---

To disable the entry comment out all lines as shown in the following example:

#Sanpl e Mask Entry

#EI emrent Nane. 44=NodeNarmne
#Nanespace. 44=htt p: // ny_nanespace. xsd

#Repl aceWth. 44=--->Confidential/Proprietary |Infornation<---

Refreshing Integration Gateway Properties

58

If you modify integration gateway properties by accessing and directly modifying the
integrationGateway.properties file located in the <PIA_HOME> directory, you must restart the web server for
the changes to take effect.

If you modify integration gateway properties in the PeopleSoft Pure Internet Architecture, any changes you
make take effect when you save the changes or click the OK button. This includes changes you make to the
integrationGateway .properties file, but only if you access the file through the PeopleSoft Pure Internet
Architecture using the Gateways Properties page.
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Bypassing Integration Engines to Send Messages

Y ou can use the PeopleCode built-in functions ConnectorReguest and ConnectorRequestURL to send
synchronous requests directly to the integration gateway, without any message processing taking place on the
integration broker engine, thereby eliminating the need for transactions.

Note. ConnectorRequest and ConnectorRequestURL are for use with synchronous requests only.

To use any of these methods, the integration gateway must be configured and running.
When you use either of these functions, errors and messages are written to the integration gateway logs.
See Also

PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Sending and Receiving Messages,”
Generating and Sending Messages

Using the ConnectorRequest Built-In Function

The ConnectorRequest function enables you to build a message object and perform a POST or GET using any
target connector. With this function, you use the Message object to populate connector values.

Response messages are returned unstructured in the IB_GENERIC message. The IB_GENERIC messageis
delivered out-of-the-box.

The following example shows using the ConnectorRequest function to perform a GET to obtain a stock
quote.

Local Xm Doc &Qut put;
Local Message &VBGl, &VBQR2;
&VBG = Creat eMessage( OPERATI ON. QE_FLI GHTPLAN) ;

&VBG. | Bl nf 0. | BConnect or | nf 0. Connect or Namre = "HTTPTARCGET";
&VBG. | Bl nf 0. | BConnect or | nf 0. Connect or C assNane = "HttpTar get Connector";

&Ret urn = &VSG | Bi nf 0. | BConnect or | nf 0. AddConnect or Properti es
(" Met hod", "GET", %ittpProperty);
&Ret urn = &MSG | Bi nf 0. | BConnect or | nf 0. AddConnect or Properti es
("URL", "http://finance.yahoo.conf d/ quotes.txt/?synbols
=PSFT&f or mat =I 1c1d1t 1", %t pProperty);
&VB&2 = % nt Br oker . Connect or Request ( &VEG) ;

&Qut put = &VSQR2. Get Xml Doc(); // Get the data out of the nmessage

Using the ConnectorRequestURL Built-In Function

The ConnectorRequestURL function enables you to use HTTP or FTP to perform a GET using a query string.
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Based on the format of the string you provide, the integration gateway uses the HTTP target connector or FTP
target connector to perform the GET.

Response messages are returned in a string.

Using ConnectorRequestURL with HTTP

The following example shows using the ConnectorRequestURL function to perform a GET to obtain a stock
guoteusing HTTP.

&Qut put = 9% nt Br oker. Connect or Request URL("htt p://finance. yahoo. com d/ quot es. t xt/
?synbol s=PSFT&f or mat = 1c1d1t 1");

Using ConnectorRequestURL with FTP

The syntax of the FTP URL is:

ftp://<user>: <passwor d>@host >: <port >/ <url - pat h>; t ype=<t ypecode>

The following example shows using the ConnectorRequestURL function to perform a GET to obtain a stock
guote using FTP.

&Qut put = % nt Br oker. Connect or Request URL("ft p: // gednp: gedno@'t p. gl obal soft. com
200/ tmp/ hel l 0. xm ; type=a");
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Using Listening Connectors and Target
Connectors

This chapter discusses how to:

Work with the PeopleSoft connectors.

Work with the HTTP connectors.

Work with the PeopleSoft services listening connector.
Work with the PeopleSoft 8.1 connectors.

Work with the Java Messaging Service (JMS) connectors.
Work with the simple file target connector.

Work with the File Transfer Protocol (FTP) target connector.
Work with the AS2 connectors.

Work with the Simple Mail Transfer Protocol (SMTP) target connector.

Understanding Listening Connectors

Listening connectors receive requests from integration participants, send them to the gateway manager, and
deliver responses back to the integration participants. The following diagram shows the flow of an inbound
reguest from an external system into the integration engine through alistening connector:
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Request flow through a listening connector

PeopleSoft-Delivered Listening Connectors

PeopleSoft delivers severa listening connectors with PeopleSoft Integration Broker that enable integration
participants to communicate with the PeopleSoft system using a number of communication formats.

Y ou send messages to alistening connector at a URL address derived from its class location on the gateway
web server.

Note. The integration gateway provides a matching target connector for all connectors in the following table,
except for the services listening connector. Although this chapter discusses each pair of listening and target
connectorsin a separate section, the use of a particular listening connector does not obligate you to use the
corresponding target connector.

Connector Description

PeopleSoft listening connector In combination with the PeopleSoft target connector, this connector
establishes the primary connection between a PeopleSoft application's
integration engine and itslocal gateway. It receives requests from
integration participants in the PeopleSoft internal messaging format.
Third-party applications and PeopleSoft releases that don't include
PeopleSoft Integration Broker should not send messagesto this
connector.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the PeopleSoft Connectors, page 71.

HTTP listening connector This connector provides a web-standard method of communicating with
the gateway. It accepts HTTP requests using the GET and POST
methods. It also accepts secure HTTPS requestsif SSL encryption is
configured on the gateway's web server.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the HTTP Connectors, page 72.
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Connector

Description

PeopleSoft 8.1 listening connector

This connector enables PeopleSoft 8.1x applications to communicate with
the gateway using native Application Messaging technology. Third-party
applications can send properly formatted 8.1x application messages to
this connector. It also accepts secure HTTPS requests if SSL encryption
is configured on the gateway's web server.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the PeopleSoft 8.1 Connectors, page 90.

JMS listening connector

This connector enables JIM S provider systems to communicate with the
gateway using standard JM S protocols.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the IMS Connectors, page 92.

AS2 listening connector

The AS2 listening connector enables you to receive request messagesin
AS2 format.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the AS2 Connectors, page 119.

PeopleSoft services listening
connector

PeopleSoft Integration Broker uses the

PeopleSoftServicel isteningConnector as an endpoint for al node
transactions that you expose as WSDL . All PeopleSoft node transactions
that you publish as WSDL have the following endpoint:
http://<machine>/PS| GW/Peopl eSoftServi ceL i steningConnector.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the PeopleSoft Services Listening Connector, page 88.

All of the delivered listening connectors that service HT TP requests run as servlets and are configured to run
in Oracle WebL ogic and IBM WebSphere web server environments. The delivered listening connectors that
service HTTP requests are the PeopleSoft listening connector, the HTTP listening connector, and the

PeopleSoft 8.1 listening connector.

Null Characters in Messages

The listening connectors delivered with PeopleSoft Integration Broker do not support null characters (ASCI|
value 00) as part of message field data. If athird-party application sends a message containing null characters,
you must replace each instance of the null character with an acceptabl e substitute character, such as a space,
before sending the message to the PeopleSoft system. Alternatively, you can modify the delivered listening
connector to replace the null characters when it receives the message.

Understanding Target Connectors

Target connectors generate requests, send them to integration participants, wait for responses from
participants, and deliver the responses back to the gateway manager, as shown in the following diagram:
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Request and response flow through a target connector

The integration gateway invokes target connectors dynamically through the gateway manager. Target
connectors adhere to a standard structure by implementing the target connector interface provided by the
integration gateway. By implementing this interface, target connectors can take advantage of all gateway
manager services.

Each target connector has an internal connector I1D that you use when selecting the connector; for example,
the connector ID for the simple file target connector is FILEOUTPUT.

PeopleSoft-Delivered Target Connectors

PeopleSoft delivers several target connectors with PeopleSoft | ntegration Broker that enable you to
communicate with integration participants using awide range of communication formats. The following table
describes the delivered target connectors:
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Connector

Description

PeopleSoft target connector

In combination with the PeopleSoft listening connector, this connector
establishes the primary connection between a PeopleSoft application's
integration engine and itslocal gateway. It sends requests to integration
participants over a Oracle Jolt connection in the PeopleSoft internal
messaging format. Use this connector to send messages only to
PeopleSoft applications that use PeopleSoft Integration Broker.

Note. Oracle Jolt is a Java-based interface that extends Oracle Tuxedo
capabilities to the internet. The integration gateway usesit as the standard
interface for communicating with integration engines through the
PeopleSoft target connector.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the PeopleSoft Connectors, page 71.

HTTP target connector

This connector provides a web-standard method for the gateway to
communicate with PeopleSoft and third-party applications. It sendsHTTP
reguests using the GET and POST methods. It also sends secure HTTPS
requestsif SSL encryption is configured on the gateway.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the HTTP Connectors, page 72.

PeopleSoft 8.1 target connector

This connector enables the gateway to communicate with PeopleSoft 8.1x
applications that use Application Messaging technology. It converts
outbound messages to the Application Messaging native format. It also
sends secure HTTPS requests if SSL encryption is configured on the
gateway.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the PeopleSoft 8.1 Connectors, page 90.

JM S target connector

This connector enables the gateway to communicate with IM S provider
systems using standard JM S protocols.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the IMS Connectors, page 92.

FTP target connector

This connector enables the gateway to transfer messagesto an FTP
server. It converts outbound messages to file data it can send using the
FTP PUT command. Y ou can also send messages over a secure FTP(S)
protocol. In addition you can receive messages from FTP servers using
the GET command.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the FTP Target Connector, page 112.

AS2 target connector

The AS2 target connector enables you to send messagesin AS2 format.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the AS2 Connectors, page 119.
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Connector Description

SMTP target connector With this connector, the gateway can send messagesto an SMTP server
using the PUT command.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the SMTP Target Connector, page 131.

Simple file target connector With this connector, the gateway saves outbound messages as XML files.

See Chapter 6, "Using Listening Connectors and Target Connectors,”
Working With the Simple File Target Connector, page 110.

GetMail target connector This connector provides functionality specific to the PeopleSoft
Multichannel Framework.

See PeopleTools 8.51 PeopleBook: PeopleSoft MultiChannel Framework,
"Configuring the Email Channel."

Target Connector Properties

Most of the delivered target connectors have required and optional configuration properties that you set to
control the connectors' behavior. Depending on the connector, you configure some of these propertiesin the
integrationGateway .properties file or by using the Gateways component. Y ou can specify values for
connector propertiesin the following ways:

» Gateway-level target connector properties aways have the same value for a given connector, regardl ess of
which nodes or transactions use the connector.

Y ou specify the values of these properties in the integrationGateway.propertiesfile.

» Node-level target connector properties can have different values for each default local node that uses a
given gateway.

Each node-level connector property isidentified by a property 1D and a property name. Y ou specify
default values for these properties in the Gateways component of each participating node.

See Chapter 5, "Managing Integration Gateways," page 29.

When you create a node definition in the local database, you specify which gateway and target connector
should be used to send messages to that node. In the node definition, you can supply values for the
connector's node-level properties that override the defaults and apply only when sending messages to that
node.

See Chapter 7, "Adding and Configuring Nodes," page 133.

When you define arouting definition, you can supply values for the connector's node-level propertiesto
override the node definition's values and apply only when sending messages with that transaction.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing Service Operation Routing
Definitions," Overriding Gateway and Connector Properties.

Y ou can set and override target connector properties at runtime using PeopleCode.
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See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, " Sending and Receiving Messages,"
Setting and Overriding Target Connector Properties at Runtime.

Target Connector Passwords
Y ou must encrypt al required and optional target connector passwords.

See Chapter 5, "Managing I ntegration Gateways," Encrypting Passwords, page 43.

Properties for HTTP URLs
The following connectors communicate over HTTP:

» PeopleSoft target connector.

« HTTPtarget connector.

» PeopleSoft 8.1 target connector.
» AS2target connector.

For the HTTP target connector you can specify only one primary URL (PRIMARY URL) per node. The
primary URL isthe URL of the external system that handles the request.

However, you may specify more than one backup URL (BACKUPURL). Upon the failure of atransaction to
the primary URL, the message is sent to any backup URLs one at atime. When atransaction that is sent to a
URL succeeds, the other URLs are not used. If all URLsfail, the appropriate action and message is relayed to
the calling module. The message and the node/URL failure is noted in the database or in the Peopl eSoft
Integration Broker Monitor.

Note. If the property ID is HEADER, then the target connector retrieves the information from a getHeader
method call on the ConnectorInfo object, which resides on the IBRequest object. All other properties can be
retrieved from a getFieldValue method call on the Connectorinfo object.

Properties for Message Compression and Encoding

When the local integration gateway sends messages to a remote gateway, it ensures that they are compressed
and base64 encoded. However, by default, when it sends messages directly to any node, it sends them
uncompressed and unencoded. Y ou can change this setting for transactions that use the following connectors:

« HTTPtarget connector.
+ JMStarget connector.
» FTPtarget connector.
» AS2target connector.
+  SMTP target connector.

« Simplefiletarget connector.
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Use the node-level SendUncompressed property for the appropriate connector. Y ou can change the current
value of this property specified for a given node by using the Connectors page of the node definition, or you
can override the value for a single transaction by using the Connectors page of the node transaction detail. If
you set the property's value to No, it sends messages compressed and base64 encoded.

See Chapter 7, "Adding and Configuring Nodes," page 133.

Note. If nonrepudiation isin effect for a message, the SendUncompressed property is not used, and the
message is always sent compressed and base64 encoded.

Setting Target Connector Delivery Modes

This section discusses how to:

» Specify the target connector delivery mode.

« Override the target connector delivery mode.

« Override the Service Operations Monitor contract status for Best Effort delivery transactions.

Understanding Setting Target Connector Delivery Modes

PeopleSoft provides the following delivery modes for asynchronous service operations.

Guaranteed Delivery

Best Effort

If Integration Broker is not able to successfully deliver a service operation to its
destination, the system automatically re-attempts delivery. The status of a service
operation send using guaranteed delivery in the Service Operations Monitor is
not Done until Integration Broker receives an acknowledgement from the
receiving system.

Guaranteed Delivery is the default delivery mode.

The system makes one attempt to send a service operation to a destination.

Upon sending, the transaction can appear in the Service Operations Monitor as
Done or Done NoAck. A status of Done indicates that the transaction was sent to
the target system and Integration Broker received an acknowledgement from the
target system. A status of Done NoAck indicates that the transaction was sent, but
Integration Broker did not receive an acknowledgement of the transaction from
the receiving system.

Y ou can override the Service Operations Monitor contract status using
PeopleCode.

Specifying Target Connector Delivery Modes

Y ou can choose either Guaranteed Delivery or Best Effort delivery when using the following target

connectors:
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» AS2target connector. (AS2TARGET.)

» File Output target connector. (FILEOUTPUT. )

« FTPtarget connector. (FTPTARGET.)

« Get Malil target connector. (GETMAILTARGET)
« HTTPtarget connector. (HTTPTARGET.)

» JMStarget connector. (JMSTARGET.)

« SMTP target connector. (SMPTTARGET.)

Guaranteed Delivery isthe only delivery mode option available for the PeopleSoft 8.1 target connector
(PSFT81TARGET) and PeopleSoft target connector (PSFTTARGET).

Y ou set the delivery mode using the Connectors page (IB_NODECONN) in the Nodes component or the
Connectors page (IB_ ROUTINGDEFNCON) in the Routing component. The following example shows the
Delivery Modefield as it appears on the Connectors page in the Nodes component:

| T comoctors Jogara] T Raungs
Node Name  DEMO_NODE
I

Gateway ID:  |LOCAL o}
Connector 1D: Q
*Delivery Mode: Guaranteed Delivery w

Save

The default value for delivery mode is Guaranteed Delivery

If working with the PeopleSoft 8.1 target connector or the PeopleSoft target connector, the Delivery Mode
field isread-only.

Overriding Target Connector Delivery Modes

Y ou can override the delivery mode set for atarget connector by using the .IBConnectorinfo.DeliveryMode
property of the IBInfo object and setting it equal to one of the following values:

%IB_DM_BestEffort Sets the delivery mode to Best Effort.
Example:

&VBG. | Bl nf 0. 1 BConnect or I nf 0. Del i veryMode = % B_DM Best =
Effort;
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%I|B_DM_Guarantee  Setsthe delivery mode to Guaranteed Delivery.

Example:
&VBG | Bl nf 0. | BConnect or I nfo. Del i veryMbde = % B DM >
Quar ant ee;
%I1B DM _Reset Clears any PeopleCode delivery mode override.
Example:

&VBG | Bl nf 0. 1 BConnect or I nfo. Del i veryMode = % B_DM Reset ;

The following pseudo-code shows overriding the delivery mode to Best Effort prior to a publish:

&NVSG=Cr eat eMessage( OPERATI ON. FLI GHTPLAN) ;

&VBG CopyRowset ( &FLI GHT_PROFI LE) ;

&Bo=&MSG. | Bl nf or . LoadConnect or Pr opFr onRout i ng( " FLI GHTPLAN_ASYNC") ;
&VBG | Bl nf 0. Connect or Overri de=Tr ue;

&VBG | Bl nf 0. Connecotr | nfo. DeliveryMdde=% B DM BestEffort;

% nt Br oker . Publ i sh( &V5G) ;

Overriding the Service Operations Monitor Contract Status for Best Effort
Delivery Transactions

70

The system invokes the OnAckReceive PeopleCode event when the status of a publication contract is Done,
or Done NoAck.. Y ou can then override the contract status to the following: Done, Error, or Done NoAck.

In the case where best effort delivery was used, if the PeopleCode returns the status of Retry, the Integration
Broker framework overrides the status to Done NoAck. To check if the status returned by the system is Done
NoAck check the ResponseStatus property on the Message object.

The following pseudo-code demonstrates overriding the publication contract status of Done NoAck using the
OnAckReceive event:
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i mport PS PT:Integration: | Receiver;

cl ass FLI GHTACK i nplenments PS_PT: | ntegration:| Receiver
met hod FLI GHTACK() ;
nmet hod OnAckRecei ve (&VSG As Message) Returns integer
end- cl ass;

/* constructor */
met hod FLI GHTACK
end- net hod;

met hod OnAckRecei ve
/+ &VBG as Message +/
/+ Returns Integer +/
/+ Extends/inpl enents PS PT:Integration:lreceive. OnAckRecei ve +/
/+ Variabl e Declaration +/

Local Rowset &rs;
Local string &strException, &data

| f &VSG ResponseStatus <> %W B _Status_Success Then

/+ Done NoAck status returned fromIB framework

can get the actual exception via the |BException Cbject +/
&strException = &VSG | BException. ToString();

Ret urn % per ati on_DoneNoAck;
End- | f

/* process soap fault and determ ne what to do +/
&data = &MSG Cet Content String();

Ret urn % per ati on_Done;

end- net hod

Working With the PeopleSoft Connectors

This section provides an overview of the PeopleSoft connectors and discusses how to:
»  Usethe PeopleSoft listening connector.

»  Usethe PeopleSoft target connector.

Understanding the PeopleSoft Connectors
The PeopleSoft listening and target connectors establish the primary connection between a Peopl eSoft

application's integration engine and its designated local gateway. They also support secure HTTPS
communicationsif SSL encryption is configured on the gateway machine.
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Using the PeopleSoft Listening Connector

The PeopleSoft listening connector receives requests from integration participants in the PeopleSoft internal
messaging format. Like the HTTP listening connector, the PeopleSoft listening connector isimplemented as a
Java HTTPServlet object. However, it receives requests in PeopleSoft Multipurpose Internet Mail Extensions
(MIME) format. A PeopleSoft integration engine sends messages formatted in MIME over HTTP. The
PeopleSoft listening connector receives these messages as POSTs (GET requests cannot be made in this way)
and immediately converts the MIME input into a Java string object.

The Peopl eSoft listening connector logs these requests and then invokes the gateway manager to unmarshall
the string into an IBRequest object. The gateway manager invokes the target connector specified in the
ConnectorClassName field in the IBRequest, which is derived from the node definition on the source
integration engine. The gateway manager returns the responses to the connector, where they are logged and
sent back to the original requesting systems, typically integration engines.

The URL for the PeopleSoft listening connector is http://gatewayser ver
/PSIGW/Peopl eSoftL isteningConnector, where gatewayserver is the machine name and port, host name, or IP
address of the web server hosting the gateway .

Note. Third-party applications and PeopleSoft rel eases that don't include PeopleSoft Integration Broker
should not send messages to this connector unless they can produce a properly MIME-encoded, Peopl eSoft
formatted message.

Using the PeopleSoft Target Connector

The PeopleSoft target connector initiates conversation with a PeopleSoft application's integration engine over
a Oracle Jolt connection in the PeopleSoft internal messaging format. The integration gateway sends
messages to a specific integration engine based on the destination node specified in an incoming message.
Use this connector to send messages only to PeopleSoft applications that use PeopleSoft Integration Broker.

The connector 1D for the PeopleSoft target connector is PSFTTARGET.

Gateway-Level Connector Properties

There are no gateway-level connector properties specific to this connector; however, it uses both the node-
specific and default Oracle Jolt connect string properties in the integrationGateway.properties file to
determine where to send the messages.

See Chapter 5, "Managing Integration Gateways," Setting General Connection Properties, page 46.

Node-Level Connector Properties

There are no node-level connector properties for the PeopleSoft target connector.

Working With the HTTP Connectors

This section provides an overview of the HT TP connectors and discusses how to:

72 Copyright © 1988, 2010, Oracle and/or its affiliates. All Rights Reserved.



Chapter 6 Using Listening Connectors and Target Connectors

» Usethe HTTP listening connector.
» Usethe HTTP target connector.
«  Comply with message formatting and transmission requirements.

« Run the gateway behind a proxy server.

Understanding the HTTP Connectors

The HTTP listening and target connectors provide a web-standard method for an integration gateway to
exchange messages with both PeopleSoft and third-party applications using the HTTP GET and POST
methods. They also support secure HTTPS communicationsif SSL encryption is configured on the gateway
machine.

Using the HTTP Listening Connector

The HTTP listening connector monitors specific ports for incoming HT TP messages. It'simplemented as a
Java HTTPServlet object. The URL for the HTTP listening connector is http://gatewayserver
/PSIGW/HttpL isteningConnector, where gatewayserver is the machine name and port, host name, or IP
address of the web server hosting the gateway.

The HTTP listening connector accepts compressed and base 64-encoded data.

PeopleSoft HTTP Message Parameters

Y ou must specify several required parameters in messages that you send to the HTTP listening connector.
There are also severa optiona parameters.

These parameters, also known as credential s, are metadata specific to each message that the HTTP listening
connector processes. These parameters supply authentication information and descriptive detail s about how
the message is processed. For each message that you send to the connector, PeopleSoft Integration Broker
uses the parameters that you supply to create an IBRequest that it uses to process and service the request
internally. The following table describes the parameters:

Parameter Description
OperationName Specify the external alias name.
OperationType (Optional.) Specify the type of message that is sent. Values are:

¢ Sync: The message is synchronous.
¢ Async: The message is asynchronous.

¢ Ping: The message is used to ascertain whether the target node is active or
inactive.
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Parameter Description

From Specify the name of the node sending the request.
Thisfield is not required if you areinvoking SSL encryption and addressing an
HTTPS URL.

Password Enter the password asit appears in the target node's definition for the source

node. The target node authenticates the password when it receives the message.

This parameter isrequired only if password authentication is enabled for the
source node definition in the target database.

OrigUser (Optional.) Specify the user ID from which the message was initially generated.
OrigNode (Optional.) Specify the name of the node that started the process.
OrigProcess (Optional.) Specify the name of the process on the source system that sent the

message. For example, a message published from the Inventory Definitions
page has a process name of INVENTORY DEFIN.

OrigTimeStamp (Optional.) Specify the time at which the original request was created.

Final Destination (Optional.) Specify the name of the node that will ultimately receive the
message. Thisis common when a PeopleSoft Integration Broker hub is used.

To Specify the name of the node that will receive the message. This parameter is
optiona if you specified a default target node using the Default Application
Server Jolt connect string properties in the integrationGateway .properties file.

See Chapter 5, "Managing Integration Gateways," Setting General Connection
Properties, page 46.

SubQueue (Optional.) Specify the name of a partitioning subgueue to be created at runtime
for the message. All messages with the same value for this parameter will be
processed in the same subgueue.

Unlike the subqueue created by selecting partitioning fields in a queue
definition, the subgueue that you specify here has no qualifying criteria except
the name that you enter. Field-based partitioning isignored for messages with
this parameter.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, "Managing
Service Operation Queues,” Applying Queue Partitioning.
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Parameter Description

NonRepudiation (Optional.) Specify whether the message content in the request should be
processed using nonrepudiation logic. Values are:

¢ Y: Use nonrepudiation logic.

¢ N: Don't use nonrepudiation logic.

MessageName (Optional.) Specify the name of the message.

This parameter is used for backward compatibility with previous PeopleTools
releases.

MessageVersion (Optional.) Specify which version of the message is sent.

This parameter is used for backward compatibility with previous PeopleTools
releases.

ExternalMessagel D (Optional.) Unique identifier for a message.
The ID must not exceed 70 characters.

See Using External Message IDs later in this section.

Copyright

The PeopleSoft HT TP message parameters can be passed with inbound messages to the HTTP listening
connector using several methods, and they are transmitted with outbound messages by the HTTP target
connector.

See Chapter 6, "Using Listening Connectors and Target Connectors,” Complying With Message Formatting
and Transmission Requirements, page 79.

Using External Message IDs

Y ou can specify an external message ID as a parameter in the HTTP listening connector to uniquely identify a
message in PeopleSoft Integration Broker, thus ensuring that no duplicate messages are delivered to the
system. The ExternaMessagel D parameter is optional, but if you do specify this parameter, it must be unique
and contain no more than 70 characters.

The HTTP listening connector can receive an external message ID in:
«  Query strings.

e HTTP headers.

« SOAPAction headers.

» PeopleSoft IBRequest XML

The following example shows passing an external message ID in a query string:
http://1 ocal host/PSI GN Ht t pLi st eni ngConnect or ?Fr om=QE_UNDERDOG&T0=

QE_LOCAL&Oper ati on=QE_SYNC_MsSG VERSI ON_1
Ext er nal Messagel D=Uni quel d0006
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The following example shows passing an external message ID in an HTTP header:
Ext er nal Messagel D:  Uni quel d0O006

The following example shows passing an external message 1D in a SOAPAction header:

http:// peopl esoft. com QE_SYNC M5GE QE_UNDERDOG passwor d/ Qe_LOCAL/
Uni quel dO006

The following example shows passing an external message |D in PeopleSoft IBRequest XML:

<?xm version="1.0"?>
<| BRequest >
<Fr onp
<Request i ngNode>QE_UNDERDOG</ Request i ngNode>
<Ori gTi neSt anp>2003- 09- 29T00: 37: 30. 790- 0800</ Ori gTi meSt anp>
<Ext er nal Messagel D>Uni quel dO006</ Ext er nal Messagel D>
/ Fronp
<Ext er nal Oper ati onNane>QE_SYNC_MSG. VERSI ON_1</ Ext er nal Oper at i onNane>
<Qper ati onType>sync</ Qper ati onType>
<To>
<Dest i nati onNode>QE LOCAL</ Desti nati onNode>
</ To>
<Cont ent Secti ons>
<Cont ent Sect i on>
<Header s>
<versi on>VERSI ON_1</ ver si on>
</ Header s>
<Dat a><! [ CDATA[ <?xm versi on="1. 0" ?><QE_SYNC _Ms@E >] ] ></ Dat a>
</ Cont ent Sect i on>
</ Cont ent Sect i ons>
</ | BRequest >

Using the HTTP Listening Connector to Receive Message Segments

The HTTP listening connector is segment-aware and you may use it to receive message segments from
integration partners.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, " Sending and Receiving Messages,”
Working With Message Segments.

Using the HTTP Target Connector

76

The HTTP target connector enables you to exchange messages with non-PeopleSoft systems using the HTTP
protocol. The HTTP target connector uses SSL for all basic security services, including client-side
authentication.

The HTTP target connector also supports the Simple Object Access Protocol (SOAP) XML format.
The connector 1D for the HTTP target connector isHTTPTARGET.

IBInfo Data Contained in HTTP Headers

A message has two parts—the transaction data and the IBInfo header that is the routing envel ope used by
PeopleSoft Integration Broker. In the event that a receiving system wants to make use of the IBlInfo data,
IBInfo header information is included when publishing messages to hon-PeopleSoft systems when using the
HTTP target connector or the JIM S target connector.
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When using the HT TP target connector to send messages to non-PeopleSoft systems, the following IBInfo
datais contained in the HTTP headers. The content of the message (message body) is not impacted.

» ExternalOperationName
»  OperationType

« OrigTimeStamp

» NonRepudiation

« To

e From

Gateway-Level Connector Properties

The HTTP target connector provides the option of routing through proxy servers. To enable this capability,
you must set the domain name of the proxy server and the port number of the proxy server in the
integrationGateway .propertiesfile:

See Chapter 6, "Using Listening Connectors and Target Connectors,” Running Integration Gateways Behind
Proxy Servers, page 87.

Node-Level Connector Properties

The HTTP target connector features properties that correspond to standard HTTP 1.1 header fidlds, aswell as
several custom properties that are documented in the following table. The World Wide Web Consortium
(W3C) web site provides complete documentation for the standard header fields.

See http://www.w3.org/Protocol s/rfc2616/rfc2616.html.

Property ID Property Name Description

HTTPPROPERTY Method Specify the HTTP method used to send
messages. The valid values are;

«  POST (the default).

 GET.

HTTPPROPERTY RemoveSOAP-Response (Optional.) Remove the SOAP wrapping
from response messages returned from a
third party. The valid values are:

e Y. (Default.) The SOAP formatting is
removed from response messages.

e N. The SOAP formatting is not removed
from response messages.
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Property ID Property Name Description

HTTPPROPERTY SOAPUpContent (Optional.) Automatically wrap outbound
transactionsin SOAP format. The valid
values are:

* Y. (Default.) Outbound messages are
wrapped in SOAP format.

*  N. Outbound message are not wrapped
in SOAP format.

HTTPPROPERTY Use-WSA 10-Namespace (Optional.) Override the WS-Addressing
namespace URI used in outbound messages
that have been SOAP wrapped viathe
connector property SOAPUpContent. The
valid values are:

* Y. (Default.) The namespace URI
http://www.w3.0rg/2005/08/addressing
isused.

* N. The system default WS-Addressing
namespace URI is used.

PRIMARY URL URL Specify the URL to which messages are sent
using this connector.

BACKUPURL URL (Optional.) Specify the URL to which
messages can be sent if the primary URL is
inaccessible.

HEADER SendUncompressed Specify whether to send messages

decompressed. Options are:

* Y: Send messages decompressed and
decoded. (Default.)

* N: Send messages compressed and
base64 encoded.

HEADER Proxy-Authorization Specify the user ID and password for proxy
authentication.

See Chapter 6, "Using Listening Connectors
and Target Connectors," Running Integration
Gateways Behind Proxy Servers, page 87.
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Property ID Property Name Description

HEADER SOAPAction (Optional.) Enable third-party systems (for
example, Universal Description, Discovery,
and Integration (UDDI) sites) to receive
SOAP transactions over HTTP.

The default valueis"" (anull string).

HEADER TimeOut Specify the time in milliseconds for the
connector to wait for the message to
transmit. If the timeout period expires
without a successful transmission, the
transaction fails.

The default value is 50000 (50 seconds).

Using the Content-Type Property

One of the optional gateway-level properties you can set for the HTTP target connector is Content-Type.
When the HT TP target connector property Content-Type is application/x-www-form-urlencoded, the
connector converts the content string to MIME format.

Encoding Strings

When encoding astring, the following rules apply:

» Theaphanumeric characters"a" through "z", "A" through "Z" and "0" through "9" remain the same.

non

» Thespecid characters™.", "-", "*", and remain the same.

« The space character " " is converted into aplus sign "+".

« All other characters are unsafe and are first converted into one or more bytes. Then each byteis
represented by the three-character string "%xy," where xy is the two-digit hexadecimal representation of
the byte.

Using the HTTP Target Connector to Send Message Segments

The HTTP target connect is segment-aware and you may use it to send message segments to integration
partners.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, " Sending and Receiving Messages,"
Working With Message Segments.

Complying With Message Formatting and Transmission Requirements
This section discusses:

» The PeopleSoft XML message wrapper.
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The PeopleSoft non-XML message el ement.

» Passing HTTP parameters.

»  Specifying message destinations in HTTP headers.
« Adding nonrepudiation signatures.

«  Submitting cookiesin the HTTP header.

» Responses to inbound request messages.

«  Submitting SOAP messages.

This section directly addresses the issue of third parties that format and transmit messagesto the HTTP
listening connector; third parties should also expect the HTTP target connector to format and transmit
outbound messages using the same standards.

The PeopleSoft XML Message Wrapper

At aminimum, when you submit message content to the HTTP listening connector, you submit it—preceded
by the following XML version declaration—inside a simple XML wrapper:

<?xm version="1.0"?>
<! [ CDATA[ your nessage_content]]>

Upon receiving the message, the integration gateway strips off the outer elements, leaving the message
content with its original XML version declaration to be handled by PeopleSoft Integration Broker:

<?xm version="1.0"?>your _nessage_cont ent

The message content can comply with the PeopleSoft rowset-based message format, which you can
manipulate using the PeopleCode Rowset class. It can also be nonrowset-based XML-DOM-compliant data,
which you can manipulate with nonrowset PeopleCode. Both formats are compatible with Application Engine
transform programs, in which you can manipul ate the message content using both PeopleCode and Extensible
Stylesheet Language Transformation (XSLT) code.

The following template shows how a message in PeopleSoft rowset-based message format fitsinto the XML
wrapper (data omitted for readability):

<?xm version="1.0"7?>
<!'[ CDATA[ <?xm version="1.0"?>
<psft_nmessage_nane>
<Fi el dTypes>

</ Fi eI dTypes>
<MsgDat a>
</ MsgDat a>

</ psft_nessage nane>]]>

Note. Psft_message hame is the name of the message definition in the PeopleSoft database.

The PeopleSoft Non-XML Message Element

If you're submitting anon-XML message, you must insert the message content into a special element
containing its own CDATA tag, asfollows:
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<?xm version="1.0"?>
<!'[ CDATA[ <?xm version="1.0""?7>
<any_t ag psnonxnl ="yes">
<! [ CDATA[ your _nonXM__nessage_content]]>
</any_tag>]]>

Note. Any_tag can be any tag that you want to use. Thisisan XML-DOM-compliant method of transmitting
non-XML data.

The following restrictions apply to the content of non-XML messages, such as those in comma-separated
vaue (CSV) or PDF format:

» |f the message content is non-XML text, it must be encoded as characters that are compliant with Unicode
Transformation Format 8 (UTF-8).

» |If the message content is non-text (binary), it must be encoded in base64 format.

Upon receiving the message, the integration gateway strips off the outer elements, leaving the non-XML
message content inside avalid XML-DOM-compliant wrapper with its original XML version declaration.

Passing HTTP Parameters

Y ou can pass parameters to the HTTP listening connector in:

» The PeopleSoft message wrapper, through an HTTP POST.
«  TheHTTP header, through an HTTP GET or POST.
+ TheURL query string, through an HTTP GET or POST.

The only HTTP parameters that you must provide for basic messaging are M essageName and
RequestingNode. If you pass them in the PeopleSoft message wrapper, you must embed them in an XML
structure along with the CDATA element containing the message content. Following is the minimum wrapper
structure required to pass the parameters this way:

<?xm version="1.0"?>
<l BRequest >
<Ext er nal Oper at i onName>psft _operati on_name</ Ext er nal Operati on
Name>
<Fronp
<Request i ngNode>psft node_nane</ Requesti ngNode>
</ Fronp
<Cont ent Sect i ons>
<Cont ent Sect i on>
<Dat a>
<I'[ CDATA[ <?xm version="1.0"?>your _nessage_content]]>
</ Dat a>
</ Cont ent Sect i on>
</ Cont ent Secti ons>
</ | BRequest >

Note. Psft_ message _name and psft_node _name are the names of the message definition and the sending
system'’s node definition in the PeopleSoft database.

If you want to pass all of the HTTP message parameters in the PeopleSoft message wrapper, you embed them
in the XML wrapper structure as follows (required parameters are shown emphasized, and element values are
omitted for readability):
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<?xm version="1.0"?>
<l BRequest >
<Ext er nal Oper ati onNane/ >
<Qper ati onType/ >
<Fr onp
<Request i ngNode/ >
<Passwor d/ >
<OrigUser/>
<Ori gNode/ >
<OrigProcess/ >
<OrigTi neSt anp/ >
</ Fronp
<To>
<Fi nal Desti nati on/ >
<Dest i nati onNode/ >
<SubChannel / >
</ To>
<Cont ent Sect i ons>
<Cont ent Sect i on>
<NonRepudi at i on/ >
<MessageVer si on/ >
<Dat a>
<! [ CDATA[ <?xm version="1.0"?>your _nessage_content]]>
</ Dat a>
</ Cont ent Secti on>
</ Cont ent Secti ons>
</ | BRequest >

The following template shows the format for passing HT TP message parametersin the HTTP message
header. The optional parameters can be omitted if not needed. The HTTP header format is as follows
(required parameters are shown emphasized):

Oper ati onName: Oper ati onName
Oper ati onType: sync| async| pi ng
From Requesti ngNode

Password: Password

OigUser: OigUser

Ori gNode: Ori gNode

Oi gProcess: OigProcess
OigTimeStanmp: OigTi neSt anp
Fi nal Desti nation: Final Destination
To: Destinati onNode

SubQueue: SubQueue

NonRepudi ati on: Y| N

Warning! Whether you send message parameters in the message wrapper or in the HTTP header, those
parameters—including the password—aren't secure if you don't encrypt the message. Y ou can secure
messages by implementing SSL encryption.

The following template shows the format for passing HT TP message parametersin a URL query string.
Include al of the parameter variables, even if you don't supply values for some of them. With only the
required parameters, the URL query string looks like the following (required parameters are emphasi zed):
http:// gatewayserver/ PSI GV Ht t pLi st eni ngConnect or ?&per ati on=Cper ati on
Nane&QOper at i onType=&Fr on=Request i ngNode&Passwor d=&0Or i gUser =&0Or i gNode=

&Or i gProcess=&0ri gTi meSt anp=&Fi nal Desti nati on=&To=&SubQueue=

&NonRepudi at i on=&MessageVer si on=

The full URL query string format is:
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http: // gat ewayserver/ PSI GV Ht t pLi st eni ngConnect or ?&per ati on=Cper ati on
Nanme&QOper at i onType=[ sync| async| pi ng] &r om=Request i ngNode&Passwor d=
Passwor d&Ori gUser =Ori gUser & i gNode=Cri gNode&Or i gPr ocess=Ori gProcess&

Oi gTi neSt anp=Cri gTi meSt anp&Fi nal Dest i nati on=Fi nal Desti nati on&To=Desti nati onNode=
&SubQueue=SubQueue&NonRepudi ati on=[ Y| N] &essageVer si on=MessageVer si on

Warning! URL query strings are always transmitted in clear text, so your parameters are visible to the world.
This means that using a query string to send message parameters—such as a password—is highly insecure.
Consequently, it is not recommended.

Using an HTTP POST isthe only way that you can send message content to PeopleSoft Integration Broker
through the HTTP listening connector. However, you can use an HTTP GET when you don't need to post
message content. In this case, you pass the HTTP connector propertiesin the URL query string or in the
HTTP header, but you don't insert any message content or XML wrapper. For example, you might have
reguests for information (queries), such as arequest for a customer list. In this case, you need to specify only
the message name (for example, CUSTOMER_LIST_REQUEST) and the name of the requesting node in the
URL query string or the HTTP header.

Specifying Message Destinations in HTTP Headers

When message credentials are supplied in HTTP headers, the "To:" (destination node) specification is
ignored. PeopleSoft Integration Broker uses the Default Application Server node entry in the
integrationGateway .properties file as the destination node, not the "To:" entry from the headers. If no default
application server entry is specified in the integrationGateway.properties file, the follow error is generated:

<?xm version="1.0"7?>

<I BResponse type="error">

<Defaul t Titl e>I ntegrati on Broker Response</DefaultTitle>
<St at usCode>20</ St at usCode>

<Messagel D>10201</ Messagel D>

<Def aul t Message>nul | </ Def aul t Message>

</ | BResponse>

Y ou can specify destination node information in the SOAPAction field or HTTP query string.

Note. If using SOAP, PeopleSoft Integration Broker takes all IBInfo from the SOAPAction field, not from
the HTTP header or HTTP query string.

Adding Nonrepudiation Signatures

If you're working with a nonrepudiated message, its signature must be located at the same level asthe
message data.-The message doesn't need to be formatted with the PeopleSoft rowset hierarchy, aslong asit's
enclosed in valid XML and has the signature section as specified by the W3C. The following template
describes a nonrepudiation signature al ongside the PeopleSoft rowset-based format message it represents,
within the ContentSection element of the PeopleSoft XML message wrapper (the tags you must add for
nonrepudiation are in bold):

Copyright © 1988, 2010, Oracle and/or its affiliates. All Rights Reserved. 83



Using Listening Connectors and Target Connectors Chapter 6

84

<Cont ent Sect i ons>
<Cont ent Sect i on>
<NonRepudi at i on>Y</ NonRepudi ati on>
<Dat a>
<?xm version="1.0"7?>
<any_t ag>
<dat a>
<I'[ CDATA[ <?xm version="1.0"?>your _nessage_content]]>
</ dat a>
<Si gnat ur e>
<Si gnedl nf 0>
<Canoni cal i zati onMet hod/ >
<Si gnat ur eMet hod/ >
<Ref erence>
<Di gest Met hod>
<Di gest Val ue>

</ Di gest Val ue>
</ Di gest Met hod>
</ Ref erence>
</ Si gnedl nf 0>
<Si gnat ur eVal ue>

</ Si gnat ur eVal ue>
</ Si gnat ur e>
</ any_tag>
</ Dat a>
</ Cont ent Sect i on>
</ Cont ent Sect i ons>

Note. Any_tag can be any tag that you want to use, such as My NR_Message.

Y ou can find more information about the proposed standard for XML signature syntax and processing at the
W3C web site.

See http://www.w3.0org/TR/xmldsig-core/.

Important! In PeopleSoft Integration Broker, all signatures use line feeds for newlines, so the nonrepudiation
signature cannot include any carriage return and line feed (CR/LF) pairs. A non-PeopleSoft application must
strip out the carriage returns before inserting the signature and sending the message.

Note. To handle nonrepudiated messages, you must install node-based digital certificates on the sending and
receiving systems and configure the message and channel definitions to use the nonrepudiation feature.

See Chapter 11, "Setting Up Secure Integration Environments," |mplementing Nonrepudiation, page 224.

Submitting Cookies HTTP Headers

The HTTP listening connector supports cookies. Cookies that are passed as part of a message request to the
HTTP listening connector are processed, read, and manipulated by the receiving PeopleCode in the
application. Y ou enter cookies in the HT TP message header. For example:

Cooki e: favoritecol or=green; path=/; expires Mn, 10-Dec-2007 13:46:00 GVl

In this example, the header entry would result in a cookie named favoritecolor. The value of favoritecolor is
green. This cookie has a path of / , meaning that it is valid for the entire site, and it has an expiration date of
December 10, 2007 at 1:46 p.m. Greenwich Mean Time (GMT).
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See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, " Sending and Receiving Messages,"
Handling Cookies.

Responses to Inbound Requests

PeopleSoft Integration Broker responds to inbound requestsin one of three ways:

» For asuccessfully received synchronous transmission, the integration gateway passes the request to the
integration engine.

The integration engine generates and passes back through the listening connector aresponse in aformat
determined by the applicable node, service operation definition and routing definition for the request.

» For asuccessfully received asynchronous transmission, the integration gateway immediately returns a
simple XML acknowledgment message.

The following example shows a successful asynchronous acknowledgment:

<?xm version="1.0"7?>
<| BResponse type="success">

<DefaultTitle>I ntegrati on Broker Response</DefaultTitle>

<St at usCode>0</ St at usCode>

<Transact i onl D>UNDERDOG. QE_SALES ORDER _ASYNC CHNL. 20</ Tr ansacti onl D>
</ | BResponse>

» For an unsuccessful transmission, the integration gateway immediately returns asimple XML error
message in a standard XML error format for all requests (except SOAP requests), if error handling is
invoked in the integration gateway.

The following is an example of this standard error response:

<?xm version="1.0"?>
<I BResponse type="error">
<Defaul t Titl e>I ntegrati on Broker Response</DefaultTitle>
<St at usCode/ >
<Messagel DJ >
<Def aul t Message/ >
<MessagePar anet er s>
<Par anet er/ >
</ MessagePar anet er s>
</ | BResponse>

Submitting SOAP Messages

SOAP messages support a subset of the HTTP message parameters— two required parameters and two
optional parameters. Y ou pass them to the HTTP listening connector in a SOAP-specific HTTP header.
Concatenate them in a string, with each parameter preceded by aforward slash (/). They must appear in the
following order:

http:// peopl esof t. conl Oper ati onNanme/ Request i ngNode/ Passwor d/ Dest i nat i onNode
The following example shows where the parameter string belongsin a SOAP HTTP header:

POST /get _BindingDetail HTTP/1.1

Host: www. soneQper at or.com

Content - Type: text/xm; charset="utf-8"

Cont ent - Lengt h: nnnn

SQAPActi on: http://peopl esoft.com PURCHASE ORDER/ MY_NODE/
PSFT_PASS/ PSFT_NODE
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Note. The SOAPAction must always be in the HTTP header, not contained within the IBRequest XML.

Because the last two parameters are optional, you can exclude them; however, you must till include the
forward slashes. This example excludes the password:

SQAPActi on: http://peopl esoft. com PURCHASE ORDER/ MY_NODE/ / PSFT_NODE

Note. The SOAPAction format for previous PeopleTools releasesis still supported. Thisformat had the
parameters concatenated in a string separated by pound signs ("#"): SOAPAction:
#PURCHASE_ORDER#MY _NODE#PSFT_PASS#PSFT_NODE

Warning! When you send message parameters in the SOAP header, those parameters—including the
password—aren't secure if you don't encrypt the message. Y ou can secure messages by implementing SSL
encryption.

If an error occurs on the integration gateway during processing, a SOAP-specific XML error is generated
instead of a standard XML error. Following is an example of an error in SOAP-specific XML format:

<?xm version="1.0"?>
<SOAP- ENV: Envel ope xnl ns: SOAP- ENV="ht t p: / / schenas. xm soap. or g/ soap/ envel ope/ " >
<SQOAP- ENV: Body>
<SOAP- ENV: Faul t >
<f aul t code>SOAP- ENV: Ser ver </ f aul t code>
<faultstring>Server Error</faultstring>
<detail >
<I BResponse type="error">
<Defaul t Titl e>I ntegrati on Broker Response</DefaultTitle>
<St at usCode>10</ St at usCode>
<Messagel D>10731</ Messagel D>
<Def aul t Message></ Def aul t Message>
</ | BResponse>
</detail >
</ SCAP- ENV: Faul t >
</ SOAP- ENV: Body>
</ SCAP- ENV: Envel ope>

Understanding HTTP Status Codes

86

This section describes HTTP status codes for non-SOAP and SOAP messages.

Status Codes for Non-SOAP Messages

Thefollowing list summarizes HTTP status codes for non-SOAP messages:

» For an asynchronous message, HT TP status codes 200 to 299 indicate a message status of Success.
« For asynchronous message, the HTTP status code 200 indicates a message status of Success.

» HTTP status code 404 indicates that the server has not found anything matching the Request-URI. In this
case, an External SystemContactException is generated on the integration gateway and the message status
goes to Retry.
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« HTTP status code 503 indicates that the server is currently unable to handle the request due to temporary
server overload or maintenance. In this case, an External SystemContactException is generated on the
integration gateway and the message status goes to Retry.

« All other HTTP status codes generate an External A pplicationException. The status of these messages
goesto Error.
Status Codes for SOAP Messages
This section summarizes HT TP status codes for SOA P messages.
If you are following SOAP 1.1 standards, the HT TP status code 500 indicates an Error.
If you are following SOAP 1.2 standards, the following HT TP status codes apply:
« HTTP status code 400 can mean any of the following:
» InvalidMessageException
« MessageMarshallingException
»  MessageUnmarshallingException
+  Maformed HTTP/ XML
e HTTP status code 405 indicates that the method is not POST.
» HTTP status code 415 indicates the content type is not text/xml.

« HTTP status code 500 can mean any of the following:

» External SystemContactException
» External ApplicationException

»  Genera FrameworkException

Running Integration Gateways Behind Proxy Servers

When a proxy server is set up for a network on which the integration gateway resides, all HTTP transactions
are routed through that proxy server automatically. The HTTP transport layer uses proxy server settings that
you specify in the integrationGateway.properties file. The message is routed to the proxy server and then on
to the internet. Only the HT TP target connector can use a proxy server.

Inserted in the HT TP message header of each transaction is a Proxy-Authorization header field containing a
user ID and password. The proxy server uses these values to authenticate the message and then passesit onto
its target.

PeopleSoft aso enables you to exclude user-defined hosts from connecting through a proxy server.

Setting Proxy Web Server Properties

To run the integration gateway behind a proxy server:
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1. Set the gateway-level properties.

Uncomment and add values for the propertiesin the integrationGateway . properties file section labeled
Proxy webserver section.

Property Description

ig.proxyHost Enter the domain name of the proxy web server; for example:

proxy. peopl esoft. com

ig.proxyPort Enter the port number of the proxy web server; for example:
80
ig.nonProxyHost Enter alist of hosts that should be accessed directly, instead of through

the proxy server. The values can be alist of hosts, each seperated by a
|, and in addition awildcard character (*) can be used for matching.
For example: For example:

i g. nonProxyHost s=*. googl e. conj f i nance. yahoo. com

The HTTP target connector reads these two properties and calls the setProxy function. In an outbound
transaction, the request is redirected to the proxy server and the proxy server forwards the request to the
destination URL.

2. Set the node-level property.

Y ou set the user 1D and password required by the proxy server in the HEADER, Proxy-Authorization
connector property. The integration gateway encodes the values that you provide, adds the required
formatting, and sends it. The format is:

useri d: password
See Also

Chapter 5, "Managing Integration Gateways," Using the integrationGateway.properties File, page 40

Working With the PeopleSoft Services Listening Connector

This section discusses how to:
« Set parameters for the PeopleSoft services listening connector.
» Passparameters for the PeopleSoft services listening connector.

» Pass parameters to get XML schema, WSDL, and WSIL.
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rstanding the PeopleSoft Services Listening Connector

The PeopleSoft services listening connector is used for inbound integrations with web services.

SOAP Messages

If the inbound request is a SOAP message:

« The SOAPAction must take the following format:

SOAPAct on: <Ext ernal _al i as_nane>

»  Theresponse message should also be in SOAP format. If it is not, it should be wrapped in SOAP format.

« Any erors generated are in SOAP format or wrapped in the SOAP fault tag and returned to the sender.

Setting Parameters for the PeopleSoft Services Listening Connector

Passi

Copyright

The same required and optional parameters that you can set for the HTTP listening connector pertain to the
PeopleSoft services listening connector. For alist of the required and optional parameters, see the Using the
HTTP Listening Connector section presented previously in this chapter.

See Chapter 6, "Using Listening Connectors and Target Connectors,” Using the HTTP Listening Connector,

page 73.

ng Parameters to the PeopleSoft Services Listening Connector

This section discusses how to pass parameters to the PeopleSoft services listening connector.

Passing Parameters to the PeopleSoft Services Listening Connector in URL Query Format

Y ou can pass parameters to the PeopleSoft service listening connector using a URL query string using the
following format:

htt p: // <machi nename>: <port >/ PSI GW Peopl eSof t Ser vi ceLi st eni ng
Connect or ?Qper at i on=Cper at i onNane

The following format is also supported:
htt p: // <machi nenanme>: <port >/ PSI GW Peopl eSof t Ser vi ceLi st eni ng

Connect or ?Qper at i on=<Qper at i onNanme>>&To=<Recei ver Node>&Fr onF
<Sender Node>&per ati onType=<Type>

Passing Parameters to the PeopleSoft Services Listening Connector in Path Format

Y ou can pass parameters to the PeopleSoft service listening connector using a path format using the following

format:

http://127.0.0. 1/ PSI GN Peopl eSof t Ser vi ceLi st eni ngConnect or/
SERVI CE_OPERATI ON. VERSI ON. xsd

© 1988, 2010, Oracle and/or its affiliates. All Rights Reserved.

89



Using Listening Connectors and Target Connectors Chapter 6

Passing Parameters to Get XML Schema, WSDL and WSIL

Y ou can use query format or path format to get XML schema, WSDL and WSIL.

Using Query Format to Get XML Schema, WSDL and WSIL

Use the following query format to get XML schema:

htt p: // <machi nename>: <port >/ PSI GW Peopl eSof t Ser vi ceLi st eni ngConnect or ?Cper ati on=
Get Schena&xsd=SERVI CE_OPERATI ON. VERSI ON

Use the following query format to get WSDL.:

htt p: // <machi nename>: <port >/ PSI GW Peopl eSof t Ser vi ceLi st eni ngConnect or ?Cper ati on=
Get WBDL&ws dl =SERVI CE_OPERATI ON. VERSI ON

Use the following query format to get WSIL:

htt p: // <machi nename>: <port >/ PSI GW Peopl eSof t Ser vi ceLi st eni ngConnect or ?Oper ati on=
Get WSI L

Using Path Format to Get XML Schema, WSDL and WSIL

Use the following path format to get XML schema:

htt p: // <machi nenanme>:; <port >/ PSI GW Peopl eSof t Ser vi ceLi st eni ngConnect or/
<REMOTENCDE>/ <Oper at i onNane>. <ver si on>. xsd

Use the following path format to get WSDL :

htt p: // <machi nenane>: <port >/ PSI GW Peopl eSof t Ser vi ceLi st eni ngConnect or/
<REMOTENCDE>/ <Qper at i onNane>. <ver si on>. wsdl

Use the following path format to get WSIL :

htt p: // <machi nename>: <port >/ PSI GW Peopl eSof t Ser vi ceLi st eni ngConnect or/
<REMOTENCODE>/ i nspecti on. wsi |

Working With the PeopleSoft 8.1 Connectors

This section provides an overview of the PeopleSoft 8.1 connectors and discusses how to:

» Usethe PeopleSoft 8.1 listening connector.
» Usethe PeopleSoft 8.1 target connector.
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Understanding the PeopleSoft 8.1 Connectors

The PeopleSoft 8.1 listening and target connectors enable communication between PeopleSoft 8.1x
applications and an integration gateway using PeopleSoft Application Messaging technology. To the
PeopleSoft 8.1x application, the gateway appears to be another PeopleSoft 8.1x application, so no changein
the messaging development process is needed. The connectors also support secure HTTPS communications if
SSL encryption is configured on the gateway machine.

Note. The PeopleSoft 8.1 connectors are intended for use for integrations with PeopleSoft systems running
PeopleTools 8.1x.

See Also

Chapter 11, "Setting Up Secure Integration Environments," |mplementing Web Server SSL/TL S Encryption,
page 195

Using the PeopleSoft 8.1 Listening Connector

In PeopleSoft 8.1x systems, PeopleSoft Application Messaging generates highly structured XML messages
that are designed to be sent to PeopleSoft 8.1x Application Messaging gateways. The PeopleSoft 8.1 listening
connector mimics the role of the Application Messaging gateway by transparently receiving and processing
PeopleSoft 8.1x messages. This connector transforms inbound PeopleSoft 8.1x messages into Peopl eSoft
Integration Broker formatted XML messages that can be processed by the integration gateway and ultimately
by the integration engine. This conversion is necessary because the two message formats are distinctly
different.

The URL for the PeopleSoft 8.1 listening connector is http://gatewayserver/PSIGW/PS8L1L isteningConnector,
where gatewayserver is the machine name and port, host name, or | P address of the web server hosting the
gateway.

This connector automatically handles base64—encoded and compressed messages, as well as uncompressed
messages.

Using the PeopleSoft 8.1 Target Connector

This connector enables the gateway to communicate with PeopleSoft 8.1x applications that use Peopl eSoft
Application Messaging technology. It converts outbound messages to the Application Messaging native
format. Messages from the PeopleSoft Integration Broker system reach the PeopleSoft 8.1x system through
the Application Messaging gateway on the PeopleSoft 8.1x system.

The PeopleSoft 8.1 target connector uses the HTTP target connector to manage the HT TP communication
with the PeopleSoft 8.1x Application Messaging gateway. The PeopleSoft 8.1 target connector focuses on
messaging semantics, instead of communication details; it constructs an Application Messaging XML
document and sends it using the HT TP target connector. The PeopleSoft 8.1 target connector detects the
status of returned responses by the value in the ReturnCode field in the XML response.

The connector 1D for the PeopleSoft 8.1 target connector is PSFT81TARGET.
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Gateway-Level Connector Properties

The PeopleSoft 8.1 target connector has one gateway-level property, in the section of the
integrationGateway .properties file labeled DELIVERED CONNECTOR CONFIGURATION Section. This
property specifies where the connector can send messages if atarget URL isn't specified in the connector's
node-level properties. Specify the URL asfollows:

i g. connect or. ant ar get connect or. url =peopl esoft _8. 1x_appl i cati on_messagi ng_gat eway
Y ou can override this value by specifying adifferent URL in the node-level connector properties, in the node
definition for the PeopleSoft 8.1x target node, or in the transaction definition for the message.

Node-Level Connector Properties

The following table describes the node-level connector properties:

Property ID Property Name Description

PSFT81TARGET URL Specify the PeopleSoft 8.1x Application
Messaging gateway URL to which
messages are sent using this connector.

HEADER TimeOut Specify the time in milliseconds for the
connector to wait for the message to
transmit. If the timeout period expires
without a successful transmission, the
transaction fails.

The default value is 50000 (50 seconds).

Working With the JMS Connectors

This section provides an overview of the JMS connectors and discusses how to:
»  Specify INDIFactory class names.
» Usethe IMS listening connector.

» Usethe IMStarget connector.

Understanding the JMS Connectors

The IMS listening and target connectors enable communication between JM S provider systems and an
integration gateway using standard JM S protocols. PeopleSoft currently supports Java Native Directory
Interface (JNDI) only for File System Context [fscontext] and RMI [ookup.
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Note. Check MyOracle Support for the IM S specification currently supported by PeopleTools. PeopleSoft
Integration Broker's IM S listening connector and JM S listening connector are compliant with the
specification version listed.

Supported JMS Providers

To use the IMS connectors, you must add specific Javaarchive (JAR) filesto the Java CLASSPATH. The
JAR filesthat you add to the CLASSPATH depend on the IMS provider with which you're communicating.
Thefollowing JM S providers are supported:

JMS Provider Required Files

Oracle WebL ogic N/A

Note. PeopleSoft Integration Broker currently doesn't
support using the IBM WebSphere web server with a
WebL ogic IMS provider.

IBM MQ Series jmsjar, jndi.jar, fscontext.jar, com.ibm.mgjms.jar

Note. Not only can a gateway running on a Oracle WebL ogic web server communicate with a WebL ogic
JMS provider, but both services can run on asingle installation of WebL ogic. However, the gateway still
treats the IM S provider as a separate system, and it must be configured the same way asin any other scenario.

Y ou can also add generic IMS providers for use with PeopleSoft Integration Broker.

See Chapter 6, "Using Listening Connectors and Target Connectors,” Adding Generic JM S Providers, page
109.

Integrations with Oracle SOA B2B Suite

The M S target connector and JM S listening connector feature properties that enable you to integrate with
Oracle SOA B2B Suite.

The Oracle SOA-B2B server supports several industry-standard e-commerce protocols as well as severa
transports for message delivery.

See http://download.oracle.com/docs/cd/E15523 01/integration.1111/€10229/b2b_intro.htm#CEGFABDD.

PeopleSoft's integration to the Oracle SOA B2B Suite uses the IM S transport to deliver and receive messages,
and as such the IM S target connector and JM S listening connector are used.

For outbound integrations with Oracle SOA B2B you set JMS target connector properties at the node-level.
For inbound integrations with Oracle SOA B2B you set IM S listening connector properties in the integration
gateway properties file. Setting these properties is discussed elsewhere in this section.

See Chapter 6, "Using Listening Connectors and Target Connectors," JM S Queue Listener Properties, page
95 and Chapter 6. "Using Listening Connectors and Target Connectors," Node-Level Connector Properties,

page 103.
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Specifying JNDIFactory Class Names

Y ou must set up the INDIFactory class names for the IM S provider in the section of the
integrationGateway .properties file labeled IMS configuration Section.

When you set the IM SProvider property, the provider name that you enter must match the provider in the
JINDIFactory class name exactly. Y ou must set this property for both the IM S listening connector and the
JMS target connector. This property is case-sensitive.

JMS Provider Property Description

Oracle WebL ogic ig.jms.JM SProvider.JNDIFactory.Weblogic Specify the INDIFactory class name for a
Oracle WebL ogic IMS provider. The default
valueis:

weblogic.jndi.WLInitial ContextFactory

IBM MQ Series ig.jms.JM SProvider. JNDIFactory. MQSeries Specify the INDIFactory class for an
MQSeries IMS provider. The default value
is:

com.sun.jndi.fscontext. RefF SContextFactory

Y ou can also specify a service provider that is not listed. For example, if you are using MSMQ, enter the
following value for the property:

ig.jnms. JMSProvi der. JNDI Fact ory. MSMQ=com sun. j ndi . f scont ext . Ref FSCont ext Fact ory

Using the JMS Listening Connector

94

The M S listening connector has two components: a subscriber and a queue listener. The JIM S subscriber
subscribes to different topics and the IM S queue listens on queues for new messages.

Note. The IMS listening connector always expects JMS messages in text format.

Receiving Messages

The M S listening connector retrieves topics and queues that you have defined in
integrationGateway.properties file. For each topic it starts a topic subscriber, and for each queueit starts a
gueue listener. When a message arrives either for a queue or topic, the IMS listening connector sends the
message to the integration engine.

A parameter called ExternalMessagel D is used to ensure that messages are received only once. When the
JM S listening connector receives a message, it sets an external message ID in IBInfo and sends this
information to the PeopleSoft Integration Broker with the message content. If the external message ID exists
in IBInfo, the application server checks for duplicate messages. If aduplicate isfound, an error is generated.
The external message ID is optional. If specified, it must be unique and not exceed 70 characters.

Securing Messages to JMS Queues

PeopleSoft Integration Broker does not perform security validation checks on messages transmitted to IMS
queues.

Copyright © 1988, 2010, Oracle and/or its affiliates. All Rights Reserved.



Chapter 6 Using Listening Connectors and Target Connectors

Note. IMS administrators must set up secure queues on providing systems.

Error Handling

If an error occurs during message processing, the JM S listening connector publishes the message back to
either an error topic or an error queue. All error messages feature a header called ErrorDescription which
contains a description of the error.

Note. If the application server returns the status 20, the message is published to the error topic and the
response islogged in the integration gateway message log.

To capture errors you must set error topic or error queue properties in the IMS Configuration Section of the
integrationGateway.properties file. These properties are discussed later in this section. If both an error topic
and an error queue are set up and configured, only the error queue will capture error messages.

JMS Queue Listener Properties

Y ou can configure multiple queues in the section of the integrationGateway .properties file labeled IMS
Configuration Section. To configure multiple queues, use the convention, ig.queuel,ig.queue?,ig.queue3, and

SO on.

Property Description

ig.jms.Queues Specify the number of queue listenersto instantiate.

ig.jms.Queuel Specify the queue name.

ig.jms.Queuel.Provider Specify the queue provider name.

ig.jms.Queuel.JM SFactory Specify the IM SFactory hame that is bound to JNDI for the queue.

ig.jms.Queuel.M essageSel ector (Optional.) Specify the message filter.

ig.jms.Queuel.URL Specify the IMS provider's URL to JNDI.

ig.jms.Queuel.User (Optional.) Specify the IMS queue user name.

ig.jms.Queuel.Password (Optional.) Specify the IMS queue password. If you choose to
specify a password, you must encrypt it.
See Chapter 5, "Managing Integration Gateways," Encrypting
Passwords, page 43.

ig.jms.Queuel.MessageName Thisis adeprecated property and is being maintained for
backwards compatibility only.
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Property Description

ig.jms.Queuel.MessageVersion Thisis adeprecated property and is being maintained for
backwards compatibility only.

ig.jms.Queuel.OperationName (Optional.) Specify the name of the service operation and the
service operation version. The format is:
i9.jms.Queuel.Oper ationName= Oper ationName.Oper ationVersio

n.

ig.jms.Queuel.RequestingNode (Optional.) Specify the name of the requesting node.
ig.jms.Queuel.DestinationNode (Optional.) Specify the name of the destination node.
ig.jms.Queuel.NodePassword (Optional.) Specify the password for the requesting node.

If you choose to specify a password, you must encrypt it.

See Chapter 5, "Managing I ntegration Gateways," Encrypting
Passwords, page 43.

ig.jms.Queuel.SubChannel (Optional.) Specify the name of the subchannel. Messages
published to this queue go to the subchannel indicated.

JMS Topic Subscriber Properties

Y ou can configure multiple topics, in the section of the integrationGateway.properties file labeled IMS
configuration Section. To configure multiple topics, use the convention ig.topicl,ig.topic2,ig.topic3, and so

on.
Property Description
ig.jms.Topics Specify the number of topic subscribersto instantiate.
ig. jms.Topicl Specify the topic name.
ig. jms.Topicl.Provider Specify the topic provider name.
ig. jms.Topicl.JM SFactory Specify the IM SFactory name that is bound to JNDI for the topic.
ig. jms.Topicl.MessageSel ector (Optional.) Specify the message filter.
ig. jms.Topicl.URL Specify the IMS provider's URL to JNDI.
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Property Description
ig. jms.Topicl.User (Optional.) Specify the IMS topic user name.
ig. jms.Topicl.Password (Optional.) Specify the IM S topic password.

If you choose to specify a password, you must encrypt it.

See Chapter 5, "Managing | ntegration Gateways," Encrypting
Passwords, page 43.

ig.jms.Topicl.MessageName Thisis adeprecated property and is being maintained for
backwards compatibility only.

ig.jms.Topicl.MessageVersion Thisis adeprecated property and is being maintained for
backwards compatibility only.

ig.jms.Topicl.OperationName (Optional.) Specify the name of the service operation and the
service operation version. The format is:

i9.jms.Queuel.Oper ationName= Oper ationName.Oper ationVersio
n.

ig.jms.Topicl.RequestingNode (Optional.) Specify the name of the requesting node.
ig.jms.Topicl.DestinationNode (Optional.) Specify the name of the destination node.
ig.jms.Topicl.NodePassword (Optional.) Specify the password for the requesting node.

If you choose to specify a password, you must encrypt it.

See Chapter 5, "Managing I ntegration Gateways," Encrypting
Passwords, page 43.

ig.jms.Topicl.SubChannel (Optional.) Specify the name of the subchannel. Messages
published to this topic go to the subchannel indicated.

Error Queue Properties

To capture IM S listening connector errorsin an error queue, set the following properties in the IMS
Configuration Section of the integrationGateway.propertiesfile.

Property Description
ig.jms.ErrorQueue Specify the name of queue to which error messages are published.
ig.jms.ErrorQueue-Provider Specify the name of the IMS provider.
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Property Description
ig.jms.ErrorQueue-User (Optional.) Specify the IMS error queue user name.
ig.jms.ErrorQueue-Password (Optional.) Specify the IMS error queue password.

If you choose to specify a password, you must encrypt it.

See Chapter 5, "Managing | ntegration Gateways," Encrypting
Passwords, page 43.

ig.jms.ErrorQueue-JM SFactory

Specify the queue connection factory name.

ig.jms.ErrorQueue-Url

Specify the IMS provider's URL to JNDI.

Error Topic Properties

To capture IMS listening connector errorsin an error topic, set the following propertiesin the IMS
Configuration Section of the integrationGateway.propertiesfile.

Property

Description

ig.jms.ErrorTopic

Specify the name of topic to which error messages are published.

ig.jms.ErrorTopic-Provider

Specify the name of the IMS provider.

ig.jms.ErrorTopic-User

(Optional.) Specify the IMS error topic user name.

ig.jms.ErrorTopic-Password

(Optional.) Specify the IMS error topic password.
If you choose to specify a password, you must encrypt it.

See Chapter 5, "Managing | ntegration Gateways,” Encrypting
Passwords, page 43.

ig.jms.ErrorTopic-JM SFactory

Specify the INDIFactory name.

ig.jms.ErrorTopic-Url

Specify the IMS provider's URL to JNDI.

JMS Listening Connector Properties for Integrating with Oracle SOA B2B Suite

For inbound integrations from Oracle SOA B2B Suite, you must set the following property in the

integrationGateway .propertiesfile:

i g. AS2. <FROM PARTY>. <TO_PARTY>. MessageNane=
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Set the values as follows:

« FROM_PARTY. Enter the sending node name.

+ TO_PARTY. Enter the receiving node name.

« MessageName. Set this property equal to the message.version of the message.
For example:

i g. AS2. SOA B2B. QE_LOCAL. MessageNanme=USER PRCFI LE. VERSI ON1

In the example, SOA B2B is the sending node, QE_LOCAL isthe receiving node, and
USER PROFILE.VERSONL1 is the message.version.

Information about setting properties for the JIMS target connector for outbound integrations to Oracle SOA
B2B is provided elsewhere in this section.

See Chapter 6, "Using Listening Connectors and Target Connectors,” JM S Target Connector Properties for
Integrations with Oracle SOA B2B, page 107.

JMS Message Header Properties

For the IMS listening connector to process messages, you must set the following properties. Y ou can set these
propertiesin IMS message headers, the integrationGateway.properties file or in the body of the XML
message.

Y ou can specify JMS headers in the integrationGateway.properties file for both queues and topics. However
you must be using separate queues or topics per requesting node/message combination.

Y ou must supply the properties listed in the following table in the IM S message header when you publish
messages from a JM S provider system to the integration gateway.

Property Description

MessageName Specify the name of service operation.

RequestingNode Specify the requesting node name.

Final DestinationNode Specify the final destination nodes. If there are no values, set this
property to Null.

DestinationNode Specify the destination node names, separated with commas. If
there are no values, set to "" (empty string).

NodePassword Enter the node password. This password must be encrypted.
See Chapter 5, "Managing | ntegration Gateways,” Encrypting
Passwords, page 43.
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Property

Description

SubChannel

(Optional.) Specify the name of a partitioning subqueue to be
created for the service operation at runtime. All service operations
with the same value for this parameter are processed in the same
subqueue.

Unlike the subqueues created by selecting partitioning fields, the
subqueue that you specify here has no qualifying criteria except the
name that you enter. Field-based partitioning is not used for
service operations with this parameter.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker,
"Managing Service Operation Queues," Applying Queue
Partitioning.

The following example shows specifying JMS header propertiesin the body of an XML message.

<?xm version="1.0" ?>
<l BRequest >

<Ext er nal Oper ati onNane>JM5_MessageNane</ Ext er nal Oper at i onNane>
<QOper ati onType>Async_or _Synch</ Operati onType>

<Fronp

<Request i ngNode>JM5_Request i ngNode</ Request i ngNode>
<Passwor d>JM5_NodePasswor d</ Passwor d>

<OrigUser></OigUser>
<Ori gNode></ Ori gNode>

<OrigProcess></Ori gProcess>
<OrigTi meSt anp></ Ori gTi meStanp >

</ Fron®
<To>

<Fi nal Desti nati on>JVMS_Fi nal Desti nati on</ Fi nal Desti nati on>
<Desti nati onNode>JMS Dest i nati onNode</ Desti nati onNode>

</ To>
<Cont ent Sect i ons>
<Cont ent Sect i on>

<NonRepudi at i on></ NonRepudi ati on>

<Dat a></ Dat a>
</ Cont ent Secti on>
</ Cont ent Sect i ons>
</ |1 BRequest >

When the message received specifies synchronous mode, a reference to the temporary queue or topic must be
set in the IMS message header for the IM S listening connector to determination the destination of the
message response. The IM S listening connector also setsthe IMS correlation 1D when it sends the response
so the requestor can properly associate the response with its corresponding request.

If any of the message header properties are missing, an error islogged and an error is published to an error
topic or error queue. The message that the connector publishes to the error topic has a property call error and
is set to True. The error message that is published contains the following information: default message,
message | D, message set, message parameters, and body of the message sent.

Starting the JMS Listening Connector

Y ou can start the IM S listening connector using the JM SListeningConnectorAdministrator servlet, or you can

start it manually.

To start the IMS listening connector using the servlet:
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1. Deploy the servlet under the web application PSIGW.
2. To start the servlet on start up of the web server, set the variable Load On Startup.

When you set the Load On Startup option, the IMS listening connector automatically starts when you start
the web server. Refer to the web server documentation for more details about starting the servlet
automatically when the web server starts.

To start the IM S listening connector manually:
1. Open abrowser and enter the following URL:
http://local host: port/PSIGW/JIM SListeningConnectorAdministrator ?Activity=Start

2. PressEnter.

The message 'IM S Listening Connector Started' displays.

If you experience problems starting the IM S listening connector, check the integration gateway error log file,
errorlog.html, for additional information.

Shutting Down the JMS Listening Connector

Y ou can shut down the JM S listening connector by stopping the JM SListeningConnectorAdministrator
servlet.

To shut down the IM S listening connector:
1. Open abrowser and enter the following URL.:

http://local host: port/PSI GW/JIM SLi steningConnector Administrator ?Activity=Stop
2. PressEnter.

Y our web browser displays a message indicating that the IM S listening connector has stopped.

Note. Y ou must register the JM SListeningConnectorAdministrator servlet object under the web application
PSIGW in the web server. Y our web server documentation should provide instructions about how to register
aservlet. The class nameis

com.peopl esoft.pt.integrationgateway.li steningconnector.JM SL i steningConnectorAdministrator.

Using the JMS Target Connector

JMS isan application programming interface (API) for accessing message systems. JM S provides a standard
Java-based interface to the message services of message-oriented middleware (MOM) providers. The IMS
target connector is an adapter to JIMS providers, and it can be used with MOM and JM S providers, such as
Oracle Weblogic, IBM MQSeries and others. The following diagram illustrates how messages flow through
the IMS API:
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Client 1

i

Client 2

!

JMS API

» Oracle WeblLogic
= |IBM MQ Series
e Open JMS

MOM Service Providers/\Vendors (JMS Providers)

Message flow through the JMS API

The primary features of IMS are.

« Connection factories that are used to create connections to a specific JMS provider.

» Separate publish, subscribe, and point-to-point messaging domains.

These are defined by separate interfaces so that a provider does not have to support both.

» Topicsfor publish and subscribe, as well as queues for point-to-point messaging.

When multiple applications must receive the same message, publish and subscribe messaging is used. In
publish and subscribe messaging, all of the subscribers subscribe to atopic and al of the publishers publish
messages to atopic. The messaging system distributes messages from the publisher to the subscriber. This
domain is mainly used for asynchronous messaging.

When one application must send a message to another application, point-to-point messaging isused. This
domain isonly for synchronous messaging. There are two basic types of point-to-point messaging systems.
One uses a client that directly sends a message to another client. The other, more commonly used

implementation uses a message queue.

The IM S target connector either publishes a message to atopic or inserts amessage into a queue, based on

the node-level properties that you set.

The IM S target connector supports only JNDI file context for the lookup of connection factories, topics, and
gueue names. (Lightweight Directory Access Protocol (LDAP) is not supported.)

The connector 1D for the IM S target connector is IMSTARGET.

Asynchronous and Synchronous Communication

The M S target connector provides both synchronous and asynchronous modes of communication. When the
node level property ReplyTo is set to False, communication is asynchronous. When it is set to True,

communication is synchronous.

For asynchronous communication, the IMS target connector publishes messagesto MOM or drops messages
into a queue and commits the session. It does not wait for a response from the destination system. For
synchronous communication, after the connector publishes messages or drops them into a queue, it waits for

the temporary topic or queue to respond.

102

Copyright © 1988, 2010, Oracle and/or its affiliates. All Rights Reserved.



Chapter 6 Using Listening Connectors and Target Connectors

For synchronous communication, the exchanges involve only the publisher and a single subscriber. When a
JM S-compliant remote node receives a synchronous request message from PeopleSoft, it must use the value
of the message ID of the request message to popul ate the correlation 1D of its response message. When the
response is received by the PeopleSoft IM S target connector, it compares the JIMS correlation 1D of the
response message with the IMS message 1D of the request. The message is not accepted if these two IDs do
not match.

When sending messages either synchronously or asynchronously, the connector sets different string
propertiesin the IMS message header. The properties are used as metadata about the message. The IMS
target connector also sets a reference to the temporary queue or topic from which it requires the response.

JMS Target Connector and Message Segments

The IM S target connect is segment-aware and you may use it to send message segments to integration
partners.

See PeopleTools 8.51 PeopleBook: PeopleSoft Integration Broker, " Sending and Receiving Messages,”
Working With Message Segments.

IBInfo Data Contained in JMS Headers

A message has two parts—the transaction data and the IBInfo header that is the routing envel ope used by
PeopleSoft Integration Broker. In the event that a receiving system wants to make use of the IBlInfo data,
IBInfo header information is included when publishing messages to hon-PeopleSoft systems when using the
JMS target connector or the HTTP target connector.

When using the JM S target connector to send messages to non-PeopleSoft systems, the following IBInfo data
is contained in the IM S headers. The content of the message (message body) is not impacted.

« RequestingNode

+ FinaDestinationNode
» DestinationNodes

+ MessageName

« MessageType

e OrigTimeStamp

» NonRepudiation

Gateway-Level Connector Properties

There are no gateway-level IMS target connector properties that you must set.

Node-Level Connector Properties

Y ou must set either aJM S queue or IMS topic for a given node definition. If both are set or are missing the
PeopleSoft Integration Broker generates an invalid message exception.

Copyright © 1988, 2010, Oracle and/or its affiliates. All Rights Reserved. 103



Using Listening Connectors and Target Connectors Chapter 6

Note. Y ou must register IM S-administered objects—such as topics, queues, and connection factories—that
you include as connector properties. The documentation for specific providers should provide instructions on
how to register the topics.

JM S message types can be Text,Map Message,Sream, or Object. However, PeopleSoft provides only text
messages. If you need to use other message types, you can write a class that implements the

com.peopl esoft.pt.integrationgateway .common.jms.ProcessJM SMessage interface, and you set the class name
as avalue for IM SMessageTypeClass.

The provider name that you specify for the IM SProvider in the node definition must match the
JM SProvider.JNDIFactory property that you specify in the integrationGateway.propertiesfile.

The following table describes the node-level connector properties:

Property ID Property Name Description

JMSTARGET AS2MODE This property is used for integrations with
Oracle SOA B2B Suite.

Set the property valueto Y to enable
integrations with Oracle SOA B2B.

Vaues are;
e Y.
e N. (Default.)

There are additional IM S target
connector properties you must set for
integrations with Oracle SOA B2B. See,
"JMS Target Connector Properties for
Integrations with Oracle SOA B2B" in
this section.

JMSTARGET JM SA cknowledgement Specify the acknowledgment type.
Values are:

* Auto_Acknowledge. (Default.)

» Client_Acknowledge.

JMSTARGET JMSDeliveryMode Specify either durable or nondurable
delivery. Vaues are:

* Persistent..

*  Non-persistent. (Default.)

JMSTARGET JM SFactory Specify the factory name. The default
value is QueueConnectionFactory.

JMSTARGET JMSMessageTimeToLive Specify the time in seconds.
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Property ID

Property Name

Description

JMSTARGET

JM SMessageType

Specify the type of message to send.
Vauesare:

* Text (default).
* MapMessage.
e Sream.

* Object.

JMSTARGET

JM SMessageTypeClass

(Optional.) Specify the implementation
class of ProcessIM SMessage. Y ou must
set this property when the
JMSMessageType is anything other than
Text.

JMSTARGET

JM SPassword

(Optional.) Specify the password to
access the connection.

If you choose to specify a password, you
must encrypt it.

See Chapter 5, "Managing | ntegration
Gateways," Encrypting Passwords, page
43.

JMSTARGET

JM SPriority

Specify the message priority for delivery.

Valuesrange from 0to 9. A value of 9
indicates the highest priority. The default
isO.

JMSTARGET

JM SProvider

Specify the IMS provider's name. Values
arel

e MQSeries. (Default.)
 WebLogic..

JMSTARGET

IJMSQueue

(Optional.) Specify the queue name, if
yOu use a queue.

Y ou must use and specify either atopic
or aqueue.
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Property ID

Property Name

Description

JMSTARGET

JMSReplyTo

Set this property to Trueto receive a
response from the external system.

Vaues are
e True

e False (Default.)

JMSTARGET

JMSTopic

(Optional.) Specify the topic name, if you
use atopic.

Y ou must use either atopic or a queue.

JMSTARGET

JMSUTrl

Specify the URL.

JMSTARGET

JM SUserName

(Optional.) Specify the usernameto
establish a connection to the IMS.

JMSTARGET

JM SWaitForResponse

Specify the time in milliseconds for the
connector to wait for the temporary
response queue to return a synchronous
response message. |f aresponse failsto
appear in the queue within the specified
period, the transaction fails and the queue
is deleted.

The default value is 60000 (60 seconds).

JMSTARGET

RemoveSOA P-Response

(Optional.) Remove the SOAP wrapping
from response messages returned from a
third party. The valid values are:

* Y. (Default.) The SOAP formatting is
removed from response messages.

* N. The SOAP formatting is not
removed from response messages.

JMSTARGET

SOAPUpContent

(Optional.) Automatically wrap outbound
transactionsin SOAP format. The valid
values are:

* Y. (Default.) Outbound messages are
wrapped in SOAP format.

* N. Outbound messages are not
wrapped in SOAP format.
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Property ID Property Name Description

JMSTARGET Use-WSA 10-Namespace (Optional.) Override the WS-Addressing
namespace URI used in outbound
messages that have been SOAP wrapped
viathe connector property
SOAPUpContent. The valid values are:

* Y. (Default.) The namespace URI
http://www.w3.0rg/2005/08/addressi
ng isused.

* N. The system default WS-
Addressing namespace URI is used.

HEADER SendUncompressed Specify whether to send messages
decompressed. Vaues are:

* Y: Send the message decompressed
and unencoded. Thisisthe default
value.

* N: Send the message compressed and
base 64 encoded.

HEADER SOAPAction (Optional.) Enable third-party systems
(for example, Universal Description,
Discovery, and Integration (UDDI) sites)
to receive SOAP transactions over HTTP.

The default valueis"" (anull string).

JMS Target Connector Properties for Integrations with Oracle SOA B2B

The following table lists node-level properties that you must set for the IM S target connector for outbound
integrations with Oracle SOA B2B.

For all properties except for AS2ZMODE, you must add a new row to the properties grid and manually enter
property 1D, property name, and property values.

Copyright © 1988, 2010, Oracle and/or its affiliates. All Rights Reserved. 107



Using Listening Connectors and Target Connectors

108

Chapter 6

Property ID

Property Name

Description

JMSTARGET

AS2MODE

This property is used for
integrations with Oracle SOA B2B
Suite.

Set the property valueto Y to enable
integrations with Oracle SOA B2B.
Vauesare:

e Y.
* N. (Default.)

JMSTARGET

DOCTYPE_NAME

This property is used for
integrations with Oracle SOA B2B
Suite.

Enter the doctype name. This
property is similar to a message
name. For example,
purchase_order.

JMSTARGET

DOCTYPE_REVISION

This property is used for
integrations with Oracle SOA B2B
Suite.

Enter the version of the doctype.
For example, 1.0.

JMSTARGET

FROM_PARTY

This property is used for
integrations with Oracle SOA B2B
Suite.

Enter the name of the sending node.

JMSTARGET

TO_PARTY

This property is used for
integrations with Oracle SOA B2B
Suite.

Enter the name of the node that
Oracle SOA B2B usesto route the
service operation to the AS2
partner.

Information about setting properties for the JM S listening connector for inbound integrations from Oracle
SOA B2B is provided elsewhere in this section.

See Chapter 6, "Using Listening Connectors and Target Connectors," JM S Listening Connector Properties for

Integrating with Oracle SOA B2B Suite, page 98.

Additional Setup Steps

Before using the IM S target connector, verify that:
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1. The IMS messaging system is running.
2. All IMS connection factories, topics, and queues are registered for INDI lookup.

3. A username and a password are created in the IMS system for use as values for the properties
JM SUserName and JM SPassword.

JMS Target Connector Errors and Exceptions

The M S target connector may generate the following exceptions:

Exception Cause

InvalidM essageException This exception is generated when any node level or connector parameters
are not set properly. Examples are:

»  Both queue and topic are specified.
» Neither queue nor topic is specified.
* A JMS security exception is generated.
(Verify that the username and password are correct.)

* A naming exception occurs.

External ApplicationException This exception is generated when:

» Thecorrelation ID does not match when the ReplyTo property is set
to True.

» Themessage could not put into a queue, or atopic could not be
published.

General FrameWorkException This exception is generated when a naming exception occurs.

Adding Generic JMS Providers

The M S providers that PeopleSoft supports are Oracle WebL ogic, and IBM MQSeries. However, to meet
your business requirements you can add generic JIM S providers.

This section provides lists of configuration tasks to perform on the IMS listening connector and JM S target
connector to add ageneric IMS provider to PeopleSoft Integration Broker.

Configuring the JMS Listening Connector for Generic JMS Providers

To configure the IMS listening connector for a generic JIMS provider:
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»  Obtain the following information from the provider:

« JMSjarfile.

»  JINDIFactory information
« Determine if messaging will bein topics or queues.
« Determineif error handling will be in topics or queues.
» Update IM S properties in the integrationGateway.properties file:

» Update the INDIFactory entry.

For example if the provider were Tibco the entry might be:
i g.jms. IJVMSProvi der. JNDI Factory. Ti bco=com ti bco. JMSFact ory

» Populate the appropriate messaging topic and queue entries based on how messaging will be handled.

» Populate the appropriate error topic and queue entries based on how messaging will be handled.
In addition to the information provided in this section, review the IMS Headers Properties section of this
chapter which discusses the required information that must be in the headers of each message processed by
the JMS listening connector.
Configuring the JMS Target Connector for Generic JMS Providers
To configure the IMS target connector for a generic JIMS provider:

« Define anode for the provider.

» Assign the IMS target connector to the provider node and specify the target connector properties.

Working With the Simple File Target Connector

This section discusses the simple file target connector.

Understanding the Simple File Target Connector
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With the smple file target connector, you can save PeopleSoft messages asfilesin XML format. This enables
you to verify that:

» You have composed messages correctly.
» The messages contain the content that you want to send.

Y ou can use the Simple File target connector to send messages using the PUT command and receive
messages using the GET command.

The connector ID for the simple file target connector is FILEOUTPUT.
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Setting File Security
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To secure files during processing, set the property ig.fileconnector.password in the
integrationGateway .propertiesfile, in addition to the Password property in the connector properties set in the

Gateways component.

Setting file security is optional. However, if you use this feature, both passwords must match and be

encrypted.

See Chapter 5, "Managing Integration Gateways," Encrypting Passwords, page 43.

Node-Level Connector Properties

The following table describes the node-level connector properties:

Property ID

Property Name

Description

HEADER

SendUncompressed

Specify whether to save messages
decompressed. Values are:

e Y. Save the message decompressed
and unencoded. Thisisthe default
value.

e N: Save the message compressed and
base64 encoded.

PROPERTY

FilePath

Specify the location where the connector
saves the output file. The default location
is c:\temp.

PROPERTY

FileName

(Optional.) Specify the name of the output
file. Thefile's default name has the
following format:

<sour cenodenane>. <oper at i onna=
=

=

me>. <segmenti d>. xmi

If the outbound message has multiple
segments, each segment is saved as an
individual file and each file is appended
with its segment ID.

PROPERTY

Method

Specify the method used to send messages.
Thevalid values are:

«  PUT. (Default))

« GET.
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Property ID Property Name Description

PROPERTY Password (Optional.) Specify a password for secure
processing. For secure processing, you
must also set the ig.fileconnector.password
in the integrationGateway.propertiesfile.
See the Setting File Security section earlier
in this chapter.

Working With the FTP Target Connector

This section discusses working with the FTP target connector.

Understanding the FTP Target Connector

The FTP target connector enables the gateway to use FTP to send messages to and receive messages from
FTP servers. It usesthe PUT command to place messages or files from the integration gateway onto remote
FTP servers. The GET command is used to receive messages from FTP servers. Outbound messages through
the FTP target connector are UTF-8 encoded.

PeopleSoft Integration Broker also supports secure communication with FTP serversusing FTPS.

Note. The FTP target connector handles string-based data only. Binary datais not natively supported in
PeopleSoft Integration Broker.

The connector ID for the FTP target connector is FTPTARGET.

Prerequisites for Using the FTP Target Connector
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In addition to specifying Java Archive (JAR) filesin the web server CLASSPATH and setting node-level
connector properties, to use this connector you must also specify the integration gateway URL in the
Gateways component.

Information about specifying the required JAR files and setting node-level FTP and FTPS connector
propertiesis discussed in this section.

See Chapter 6, "Using Listening Connectors and Target Connectors," Specifying Required JAR Files, page
113; Chapter 6, "Using Listening Connectors and Target Connectors,” Setting Node-L evel FTP Connector
Properties, page 113 and Chapter 6, "Using Listening Connectors and Target Connectors,” Setting Node-
Level FTPS Connector Properties, page 115.

Information about specifying the integration gateway URL is discussed el sewhere in this PeopleBook.

See Chapter 5, "Managing I ntegration Gateways," Administering Integration Gateways, page 31.

If using an I1S FTP server with the FTP target connector, ensure the directory listing stylein 11Sis configured
with type as UNIX and not as MS-DOS.
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Specifying Required JAR Files
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For the FTP target connector to function properly the following JAR files from IBM must reside in the

CLASSPATH of the web server running the integration gateway:

» FTPProtocol.jar

e ipworksssl.jar (required for FTPS)

Setting Node-Level FTP Connector Properties

This section describes the required node-level properties you must set to use the FTP target connector.

The following table describes the required node-level connector properties:

Property ID Property Name Description
HEADER SendUncompressed Specify whether to send messages
decompressed. Vaues are:
¢ Y: Send messages decompressed and
decoded. Thisisthe default value.
e N: Send messages compressed and
base64 encoded.
FTPTARGET FTPMODE Specify whether to use an active or
passive FTP connection for integrations.
Thevalid values are:
e ACTIVE. (Default.) Use an active
FTP connection.
¢ PASSVE Useapassive FTP
connection.
FTPTARGET HOSTNAME Specify the IP address or name of the
FTP server for the connection.
FTPTARGET METHOD Specify the method to send or receive
messages. Thevalid values are:
