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Oracle Enterprise Manager Ops Center is an enterprise-level data center automation
software tool. This guide walks you through how to quickly install and configure the
software for a basic monitoring setup. After it is configured, you’ll be able to add
assets for monitoring and edit monitoring rules to generate an alert.

For an overview of the software and features, see the Oracle Enterprise Manager Ops
Center Concepts Guide.

Get Ready

Many configurations are possible, but we’ve simplified it for a quick start.

You can install Oracle Enterprise Manager Ops Center on an Oracle Solaris or Linux
operating system. We have a lightweight utility, called the OCDoctor, that verifies that
your system meets the requirements to successfully install and run the software.

What You’'ll Need
You'll need the following:
1. A system to run the software:

s SPARC or x86 platform that is running a supported Oracle or Linux OS, such
as Oracle Solaris 10 9/10 or Oracle Linux 5.5

s 72 GB of disk space

= 6 GB Swap Space

= Root access

s Make a /var/tmp/OC directory
2. One or more systems to monitor:

= Root access to a SPARC or x86 platform that is running a recent operating
system version, such as Oracle Solaris 10 or Linux 5.5

= System should be a newer Oracle Sun server (at least 2006)

s The ssh services are enabled on the OS and know the port number (the default
is 22)

3. OCDoctor utility to test for requirements
= See Run the OCDoctor for where to download the file.

4. The Oracle Enterprise Manager Ops Center 11g software




m  See Get the Software for where to download the software bundle.

Run the OCDoctor

The OCDoctor quickly identifies potential issues before you download and install the
software. In some cases, it provides a fix.

To check the computer compatibility before downloading the software:

1. Go to http:/ /java.net/projects/oc-doctor and download the OCDoctor to
/var/tmp/OC on the system.

2. Unzip the file and run the utility with the --ec-prereq option.
./OCDoctor.sh --ec-prereq

# cd OCDoctor

¥ s

AUTHORS OCDoctor . sh pis tuning
CHAMGEL DG agent post—uparade.sh  wversion
Debug . nfo cli pre—upgrade.sh whatisblobid
0O ec prered

L ICEMSE  txt functions POy

Manifest . txt howto toolbox

¥ /0CDoctor .sh ——ec-prereq
The utility checks for conditions and returns an OK or Warning.
3. If you receive any warnings, fix them before installing the software.

For example, a warning appears if you use NIS and you already have a groupip 60
in your NIS group. To temporarily bypass, comment out the NIS entries during the

installation.

passwd: files # nis

group: files # nis
Get the Software

The software bundle is approximately 2.4 GB.

1. Goto
http:/ /www.oracle.com/technetwork/oem/ops-center /oem-ops-center-188778.ht
ml. Read and accept the license at the top of the page.

2. Download the Enterprise Controller for your OS platform.

Enterprise Manager Ops Center 11g Release 1 {11.1.0.1536)

Full Installers

(Enterprize Controller and all supported Agent and Proxy Controllers) FOR Mew Ops Center
Customers and 2.5 Ops Center Customers

for Solaris Operating System 10 {(SPARC)
® Enterntise Contraller and all supported Agent and Pravy Contrallers
& Provgy Controllers

for Solaris Operating System 10 {x86)

® Enterptise Controller and all supparted Agent and Proxy Cantrollers
& Progy Controllers % i

3. Save the bundle in /var/tmp/OC on the system and unzip it.




Install and Configure the Software

The software is easy to install, just launch the script. Once installed, open the
application in a browser and answer the configuration questions about how you want
to run the software, then you're ready to start adding assets to monitor.

You'll be asked to provide a My Oracle Support (MOS) account during setup. The
account is needed to register the software with Oracle, to obtain OS updates, and to
file service requests through the software. We’ll skip these steps because the account is
not required for installation or basic monitoring. If you’d like, you can register and
provide a MOS account later in the UL

Install
1. Goto /var/tmp/OC/xvmoc_full_bundle and run the install script.
# ./install

2. Press Enter to skip this step. You do not need to enter your e-mail address or My
Oracle Support (MOS) credentials to register for this basic installation.

# cd xvmoc_ful | _bundle

# s

install L inux_iGE6 Sun0S_ 1386 svinoc_update_bundle
| icense ocasne Sun(S_sparc

# ./install

Proceeding with Oracle Configuration Manager installation and configuration.

Oracle Enterprise Manager Ops Center installation will follow.

Provide vour email address to be informed of security issues, install and
initiate Oracle Configuration Manager, Easier for wvou if wou use wour My
Oracle Support Email address/User Name,

Visit htte:!//www. oracle.con/support/policies . html for details.

Email address/User Name: []

3. A notice stating that you have not provided an e-mail address for notification of
security issues appears. When asked if you want to remain uninformed of security
issues, answer Y

Do you wish to remain uninformed of security issues ([Y]es, [N]o) [N]: Y

The script takes about 15 minutes to run. When completed, you'll be asked to log in to
the software from a browser window. See Step 1 in Configure.




Ops Center Enterprise Controller Installer
{version 11.1.0.1536 on Sun0S)

1. Check for installation prereauisites. [Comp | eted]
E. Install prerequisite packages. [Comp | eted]
7. Install application packages. [Comp | eted]
8. RFun postinstall tasks. [Comp | eted]
9. Install Expect. [Completed]
10, Install IPMI tool. [Comp | eted]
11, Initialize database. [Comp | eted]
12, Install Service container components. [Comp | eted]
13. Install Core Channel components. [Comp | eted]
14, Install Proxy Core components, [Comp | eted]
15. Install Enterprise Controller components. [Comp | eted]
16. Install Update Connection — Enterprise. [Comp | eted]
17, Install Ops Center BUl components. [Comp | eted]
18. Install 05 provisioning components. [Comp | eted]
19. Initialize and start services, [Comp | eted]

Ops Center Enterprise Controller installation is complete.
Please point vour browser to!
htte: /Y ochrm-ipas1d

to begin using Ops Center Enterprise Controller,

Configure

Log into the system and the Configuration wizard will take you through the steps to
configure the software. The number of steps changes based on your answers. We will
skip a number of the more complex configuration options.

1. Go to https:/ /system-name and log in as root.

2. The first two steps provide an overview, click Next to skip Steps 1 and 2. On Step
3, change the host name from the IP address to the system name, add a
description, then click Next.




Oracle Enterprise Manager Ops Center - Oracle Enterprise Manager Ops Center Configuration

Oracle Enterprise Manager Ops Center Configuration ORACLE

1. Irtroduction
2. Terminology
3. Configuration

=]
The following information describes the Oracle Enterprise
Manager Ops Center Enterprise Controller configuration.
You can edit the fields.

Name 10.79.206.205
DeSCrip"on Enterprize Controller
Hostnhame ochrm-ipgs13

[ Use an alternative user as Administrative User instead of the currently logged in
privileged user. For user operations, Ops Center leverages the system's
authentication damain.

Administrative User
Password

If you require an HT TP proxy for the Enterprise Controller
to access the Internet, enter the proxy details.

Server

Port

Authorized user name, if the proxy requires authentication
User

Password

-

= Back | et = ‘ Cancel |

3. Several steps provide an overview of the deployment options. Click Next to skip
those steps. On the Choose Deployment step, select the Simple Deployment
option.

Oracle Enterprise Manager Ops Center - Oracle Enterprise Manager Ops Center Configuration

Oracle Enterprise Manager Ops Center Configuration ORACLE"
Choose Deployment
. Introduction
i What type of Oracle Enterprise Manager Ops Center deployment do you want to

implement?
. Configuration ooy i : :
@: A simple deployment involving managed systems connected through the

network to this system running Cracle Enterprise Manager Ops Center.

@ An advanced deployment involving managed systems secured in a different
network that will require one or more remote Proxy Controllers. Also, if your
environment involves greater than 250 managed system, an advanced
deployment is recommended.

© You are familiar with Oracle Enterprise Manager Ops Center deployment and will
perform the necessary steps outside of this wizard.

Deployment Scenarios
. Deployment Scenarios (Cont.)

- ST, ST R

. Choose Deployment

< Back Next = Cancel




4. Close the window when the Proxy Controller configuration is finished.

Oracle Enterprise Manager Ops Center - Oracle Enterprise Manager Ops Center Configuration

Oracle Enterprise Manager Ops Center Configuration ORACLE

Proxy Controller Status —

Oracle Enterprise Manager Ops Center - Configure local Proxy Controller gd with this
Proxy must be
i ) Configure local Proxy Controller finished: Success scovery. If
Ca

J may need to

6. Choose Depl it I :

’roxy startup
#
- deployment.
1 Configure local Procey Cortroller starting |0le
d. Proxy Controller Stz 2 INFCr Configured local Prosy Cortroller H
IMFCe Starting local Proxy Controller: fopt/SURA o mochindoroxyadm start SpeCI_ﬁed
—w stem in the
INFCx Local Procy Cordroller started :
MESSAGE: Local Proxy Controller configured andd startesd OCOIS and WI"
3 Configure local Proxy Controller finished : Success he remOte
ition.
i Connactivity
check |

Close

I Ad
= Back Mt = Cancel ‘
5. Select Discover/Manage Systems Later.
6. Skip the Software Update Service configuration by selecting Perform
configuration later.
Oracle Enterprise Manager Ops Center - Oracle Enterprise Manager Ops Center Configuration
Oracle Enterprise Manager Ops Center Configuration ORACLE
Software Update Service
1. Introduction i
S T Ops Center can be configured to operate in Connected
3. Configuration mode or Disconnected mode. In Connected mode, Ops
4. Deployment Scenarios Center downloads software update content from the Oracle
S Rehbyne Corehailo Eant) Data Center. In Disconnected mode, Ops Center operates
3 s bedivnent without an Internet connection.
7. Registration
B Services O Configure connected mode
2. boftware lipdate Senvice O Configure disconnected mode
k. Connected Mode Softwars @ 5
Updete Perform configuration later

d. Create Storage Library

= Back hlet = Cancel




7.

Skip the Storage Library step by selecting Configure library later.

Oracle Enterprise Manager Ops Center - Oracle Enterprise Manager Ops Center Configuration

Oracle Enterprise Manager Ops Center Configuration ORACLE

e QETEN

& o~ @ o L Ry

Introduction

. Terminology

. Configuration

. Deployment Scenarios

. Deployment Scenarios (Cont.)
. Choose Deploymernt

. Registration

. Services

&, Software Update Service
b, Conmected Made Software
Updste

d. Create Storage Library

Create Storage Library

You can creste & lbrary to store images on the Erterprise Controller or on existing MFS storage. If
you create a library it will be used as the detault brary for firmware image downloads.

O Configure library now.
© Configure library later.

= Back | et = | Cancel ‘

8. Skip the Provisioning Service step by selecting Perform Configuration Later.

Oracle Enterprise Manager Ops Center - Oracle Enterprise Manager Ops Center Configuration

Oracle Enterprise Manager Ops Center Configuration ORACLE

9.

8 m o B W Ry =

Intracuction

Terminolocy

Canfiguration

Deploymert Scenarios
Deploymert Scenatios (Cont.)
Choose Deployment
Registration

Services

a.  Software Update Service
h.  Connected Mode Software
Update

d. Creste Storage Library

f. Provisioning Service

Click Finish.

Provisioning Service

In order to perform OS provisioning you will need to
configure DHCP and the subnets on your Proxy Controllers.
If you have more than one Proxy you will be able to repeat
this configuration for each.

O Perform configuration now.

@ perform configuration later, via Ops Center Administration
section.

= Back Mext = Cancel




Congratulations! You've completed the installation and configuration. You can
now add your systems to the UI and begin monitoring them.

Add Assets

Several methods are available to add systems, or assets, to the Ul Because we're only
adding a few assets, we’ll use the Custom Discovery method. Once discovered, we
will manage the OS assets to enable monitoring.

1. Click Assets in the Navigation pane, then click Custom Discovery in the Actions
pane.

ORACLE Enterprise Manager 11g Ops Center Help | About | of root | Logout @ =

Do

Bl fssets

» Actions

<« Navigation o all Assets ¥

Dashboard

Unclassif

| Message Center ~| Organize

| Assets

X Asset Summary [ crestecroup
T Al Assets o

= [EAl Assets
=] servers

[ Discover and Manage Asse
fig, Automatic Discavery

Custom Dlstﬁry

red Assets

~| all Assets ¥s Managed Assets ~| Managed Asset Composition

. | [ Global Zone (50°%) [ Server (804)

x|
- S,

o} Deolare Con

2. C(lick the New Criteria icon.

Oracle Enterprise Manager Ops Center - Custom Asset Discovery

¥ou can discover assets by using IP addresses, IF ranges, or subnets, Select B
To add assets to the Asset panel, click the Available to Be Managed Asset tab,

Custom Asset Criteria Table

Mame « IP Addresses

a. Type one or more IP addresses or host names and select All in the search.

Specify Asset Discovery Criteria

Q Save Cancel
Targeted Procey Controller: Aukamatic ¥
IP Addresses, IP Ranges, or Subnets (separate by commas):

Host Mames {separate by commas): ochrm-ipgs14, ochrm-ipgs1s

Service Tag Optional Controls: Passphrase: Part: Time Quk {s):

In addition, Search For Type:
all &

b. Enter the SSH root credentials. Click Save.




Specify Asset Discovery Criteria

In additior

all

[ alsa use default credentials
e ARMING:IF performing discovery through operating syskems via a1
multiple login attermpts to the same system as the non-privileged use
may result in account lock-out if the password is not valid,

Pratocal: S5H Login User | Password m | l

35H Pork: 22

3. C(lick Discover Assets.

Oracle Enterprise Manager Ops Center - Custom Asset Discovery ]
ou can discover assets by using [P addresses, IP ranges, or subnets, Select the checkbox to save the search criteria For Future use,
To add assets ko the Asset panel, click the Available to e Managed Asset: tab, select the assets, then click the Manage Assets icon,
Custom Asset Criteria Table
B 2 = 3
Cr"rter\‘a Mame - P Leddresses Hostrame:s Digcovery Criteria Summary
achrm-pgst4, ockrm-pest s SVCTAG  S3H=root
ipast g ochrm-ipgsT4 SWCTAG ; SSH=root
Specify Asset Discovery Criteria
~

Service Tag Optional Contrals; Passphrase; Fort: Tirme ot {s):

In addition, Search For Type:

Als0 use default credentials
W ARNING: IF performing discovery through operating systems viz a non-privileged user and privileged role, then this may result in

rulkiple login attempts to the same swstem as the non-privileged user, which, depending upon syskem administration policies,
may result in account lock-out i the password is not walid,
v

Cancel

A job is started to locate the asset. The job bar is at the bottom of the page. The
status is in the lower left corner.

ochrm-ipgs 3.4: Job started: ochrm-ings13.4 in progress|

L] )

= Hz0 @0 Ao @o o k]

4. When the discovery job completes, click the Available to be Managed Assets tab.
Select one or more assets, then click the check mark icon to install the Agent.




«/| Navigation B All Assets

3| Message Center Dashboard Managed & 5 Available to be Managed Assets
~| Assets View:
T Al Assets v All Available Azzets to be Managed L
= M.Asseﬁe Hardhware b
= Servers SEervers
= ochrm-ipas13 Chassis w

E ochrm-ipgs13
= D ochrm-ipas1S

i ~| all Available Assets to be Managed
|| ochrm-ipgs1s

% . IF“ :
Azzet Mal | Description | Product Mame
ochrmipas1s 1079204252 Solaris 10 Cperating System

oekrm-ipgsts 073704252 £ Sun Fire X4100 M2 Server

5. Click through the Manage Asset Wizard.

Oracle Enterprise Manager Ops Center - Manage Asset Wizard B
Manage Asset Wizard
< ORACLE'
Steps TN Software Update Service
1. Software Update Service
2, System Credentials The Software Update Service has not vet been configured, The assets to be managed will not be able

to use this service until it has been configured.
Don't remind me again

mﬂ') Cancel

10



Oracle Enterprise Manager Ops Center - Manage Asset Wizard "

Manage Asset Wizard ORACLE'

Steps TN, System Credentials * Indicates Required Fisld
1. Software Update Service

2. System Credentials This wizard collects credentisls for the asset you want to manage, Privieged credentials are necessary

to provision agentry to the remote operating syskems, Any non-operating system asset vou selected
will ot require credentials,

(%) Re-use 55H credentials used during discovery For all systems listed, {credentials expire 1 hour after
discavery)

() Use the same 55H credentials For all systems listed,
() Use individual S5H credentials For all systems listed,
Operating System Assets

Azzet Mame S5H Uszername S5H Passward F

ochrm-ipgsl S

= Previous Cancel

Oracle Enterprise Manager Ops Center - Manage Asset Wizard <]

Manage Asset Wizard ORACLE |

steps QTN Summary

1. Software Update Service
2, System Credentials

Click "Finish" to manage the selected assets,

3. Summary

Aszet Name Product Marme
ochrm-ipgs15 Solaris 10 Operating System
ochrm-ipgs15 Sun Fire ¥4100 M2 Server

Cancel

= Previous

Monitoring

The software has a set of default monitoring rules for many types of assets. When you
discover and manage an asset, such as an OS or system, the software begins
monitoring the status based on the default rules.

1



How Does Monitoring Work?

Many assets have a default monitoring profile. Different types of monitoring profiles
are available, depending on the asset type. Some profiles contain individual
monitoring rules, thresholds and alert levels. These alert levels are editable for Critical,
Warning, and Informational problem notification. Some profiles, such as
system-defined rules, are not editable but you can disable them. You can customize the
alerts and monitoring profiles for each asset or group of assets.

To view or edit the default monitoring rules for an asset, click a managed asset from
the Assets tree in the Navigation pane, then click the Monitoring tab in the center

pane.
</ Navigation E ocbrm-ipgs13
3| Message Center & Summary Hardware Capabilities Conneckivity Problems
x| Assets Alert Monitoring Rules {11}
2
P Al Assets BE e m % 3
= Bl Assets ;
= Seryare Alert Mantoring Rules « Alert Limits: Enahlad Aptive 7
E ochrm-ipgs13
[ ochm-ings13 = Boolean Control Monitoring Rules (2)
= ucbrm—\pg§15 05 Running @ [nfo; false ies Yes
] ccbrminge1s Imimeciste Action: His
Powered On @ Info false es es
Immediate Action: Hit
= Enumerated Control Monitoring Rules (1)
Server Port Status y  Warning: Disabled disabled, Dowvwn dioven DO Yes Yo
Immediate: Aotion: Mis
=5 System-Defined Monitoring Rules (8)
CPU Monitor Yes Mo
1 Immediste Action: Mis
Disk Monitor Yes Mo
Immediate: Aotion: Mis
Fan Monitor Yes o
Immediate Action: Mit

The icons at the top of the center pane enable you to add, edit, enable, disable, or
delete rules.

When an asset first meets or exceeds a monitoring threshold or state, an alert and a
problem are generated. Subsequent alerts are aggregated under the existing problem.

How do | Create an Alert and Problem

An easy way to generate an alert and problem is to shutdown a monitored system. The
shutdown generates a critical status alert. The System Down problem appears in the
Message Center and a red warning badge appears next to the asset in the Asset tree to
indicate that there is a critical problem.

How do | View and Assign Problems?

When a problem is generated, a severity status badge appears next to the asset in the
Asset tree. You can see a list of All Problems in the Message Center.

12



ORACLE Enterprise Ma
#% 0 4o 2o

< | Mavigation

~| Message Center

Unassigned Problems:

Wy Problems

Problems &ssigned to Cthers
Open Service Reguests

My Service Reqguests

Service Requests Opened by Cthe
Motifications

3
&
=
e
a
=

& Unassigned Problems

Problems Composition Unassigned Problems
50 —_—
Severty « | Total } Chassis Servers OZes M-Series } Storage Switches Cthers
o Al 58 i 0 st ] i il 7
o a 0 3 1)
20
& 46 0 a 43 a 1) a 3
ol [T () 3 [ o i o 0 ] 3
Info  Waming Critical  Total

You can also see problems and the associated alerts for each asset in the Problems tab.
For more about viewing and managing problems, see the Oracle Enterprise Manager
Ops Center User’s Guide and Oracle Enterprise Manager Ops Center Advanced User’s Guide
at http://download.oracle.com/docs/cd/E11857_01/nav/management.htm.

Where Do | Go From Here?

For more details on these and other features, see the Oracle Enterprise Manager Ops
user documentation. For a more complex installation, see the Site Preparation Guide
and Installation Guides. The documentation is available at
http://download.oracle.com/docs/cd/E11857_01/nav/management.htm or from the
Help link in the user interface (UI).

Your comments and suggestions are welcome. Please send your feedback to
oc-writers-direct-reports_ww@oracle.com.

Join the Community

The Oracle Enterprise Manager Ops Center community is a collaborative space to
view, ask, and answer questions related to the Oracle Enterprise Manager Ops Center
software. Everyone is invited to use the community and add to the knowledgebase.

Join the community at
https:/ /communities.oracle.com/portal/server.pt/community /oracle_enterprise_
manager_ops_center.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.
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Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Oracle Enterprise Manager Ops Center Quick Start Guide, 11g Release 1 (11.1.3.0.0) <no value>
E24504-02
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