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Preface

Both novice users and those familiar with the SunOS operating system can use online
man pages to obtain information about the system and its features. A man page is
intended to answer concisely the question “What does it do?” In general, man pages
comprise a reference manual. They are not intended to be a tutorial.

Overview

The following contains a brief description of each section in the man pages and the
information it references:

Section 1 describes, in alphabetical order, commands available with the operating
system.

Section 1M describes, in alphabetical order, commands that are used chiefly for
system maintenance and administration purposes.

Section 2 describes all of the system calls. Most of these calls have one or more error
returns. An error condition is indicated by an otherwise impossible returned value.

Section 3 describes functions found in various libraries, other than those functions
that directly invoke UNIX system primitives, which are described in Section 2.

Section 4 outlines the formats of various files. The C structure declarations for the
file formats are given where applicable.

Section 5 contains miscellaneous documentation such as character-set tables.
Section 6 contains available games and demos.

Section 7 describes various special files that refer to specific hardware peripherals
and device drivers. STREAMS software drivers, modules and the STREAMS-
generic set of system calls are also described.



Vi

= Section 9 provides reference information needed to write device drivers in the
kernel operating systems environment. It describes two device driver interface
specifications: the Device Driver Interface (DDI) and the Driver/Kernel Interface

(DKI).

= Section 9E describes the DDI/DKI, DDI-only, and DKI-only entry-point routines a
developer may include in a device driver.

= Section 9F describes the kernel functions available for use by device drivers.

= Section 9S describes the data structures used by drivers to share information
between the driver and the kernel.

Below is a generic format for man pages. The man pages of each manual section
generally follow this order, but include only needed headings. For example, if there
are no bugs to report, there is no BUGS section. See the i nt r o pages for more
information and detail about each section, and man(1) for more information about man

pages in general.

NAME

SYNOPSIS

This section gives the names of the commands or
functions documented, followed by a brief
description of what they do.

This section shows the syntax of commands or
functions. When a command or file does not exist
in the standard path, its full path name is shown.
Options and arguments are alphabetized, with
single letter arguments first, and options with
arguments next, unless a different argument
order is required.

The following special characters are used in this
section:

[ ] Brackets. The option or argument
enclosed in these brackets is optional. If
the brackets are omitted, the argument
must be specified.

Ellipses. Several values may be provided
for the previous argument, or the
previous argument can be specified
multiple times, for example
“filenane...".

Separator. Only one of the arguments
separated by this character can be
specified at one time.
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PROTOCOL

DESCRIPTION

IOCTL

OPTIONS

OPERANDS

OUTPUT

RETURN VALUES

{1} Braces. The options and/or arguments
enclosed within braces are
interdependent, such that everything
enclosed must be treated as a unit.

This section occurs only in subsection 3R to
indicate the protocol description file.

This section defines the functionality and
behavior of the service. Thus it describes
concisely what the command does. It does not
discuss OPTIONS or cite EXAMPLES. Interactive
commands, subcommands, requests, macros,
functions and such, are described under USAGE.

This section appears on pages in Section 7 only.
Only the device class which supplies appropriate
parameters to the i oct | (2) system call is called
i octl and generates its own heading. i oct |
calls for a specific device are listed alphabetically
(on the man page for that specific device). i oct |
calls are used for a particular class of devices all
of which have an i 0 ending, such as nt i o(7I)

This lists the command options with a concise
summary of what each option does. The options
are listed literally and in the order they appear in
the SYNOPSIS section. Possible arguments to
options are discussed under the option, and
where appropriate, default values are supplied.

This section lists the command operands and
describes how they affect the actions of the
command.

This section describes the output — standard
output, standard error, or output files — generated
by the command.

If the man page documents functions that return
values, this section lists these values and
describes the conditions under which they are
returned. If a function can return only constant
values, such as 0 or —1, these values are listed in
tagged paragraphs. Otherwise, a single
paragraph describes the return values of each
function. Functions declared void do not return
values, so they are not discussed in RETURN
VALUES.

Preface  vii



viii

ERRORS

USAGE

EXAMPLES

ENVIRONMENT VARIABLES

EXIT STATUS

FILES

On failure, most functions place an error code in
the global variable er r no indicating why they
failed. This section lists alphabetically all error
codes a function can generate and describes the
conditions that cause each error. When more than
one condition can cause the same error, each
condition is described in a separate paragraph
under the error code.

This section lists special rules, features and
commands that require in-depth explanations.
The subsections listed below are used to explain
built-in functionality:

Commands

Modifiers

Variables

Expressions

Input Grammar

This section provides examples of usage or of
how to use a command or function. Wherever
possible a complete example including command
line entry and machine response is shown.
Whenever an example is given, the prompt is
shown as exanpl e%or if the user must be
superuser, exanpl e#. Examples are followed by
explanations, variable substitution rules, or
returned values. Most examples illustrate
concepts from the SYNOPSIS, DESCRIPTION,
OPTIONS and USAGE sections.

This section lists any environment variables that
the command or function affects, followed by a
brief description of the effect.

This section lists the values the command returns
to the calling program or shell and the conditions
that cause these values to be returned. Usually,
zero is returned for successful completion and
values other than zero for various error
conditions.

This section lists all filenames referred to by the
man page, files of interest, and files created or
required by commands. Each is followed by a
descriptive summary or explanation.
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ATTRIBUTES

SEE ALSO

DIAGNOSTICS

WARNINGS

NOTES

BUGS

This section lists characteristics of commands,
utilities, and device drivers by defining the
attribute type and its corresponding value. See
attri but es(5) for more information.

This section lists references to other man pages,
in-house documentation and outside
publications.

This section lists diagnostic messages with a brief
explanation of the condition causing the error.

This section lists warnings about special
conditions which could seriously affect your
working conditions. This is not a list of
diagnostics.

This section lists additional information that does
not belong anywhere else on the page. It takes the
form of an aside to the user, covering points of
special interest. Critical information is never
covered here.

This section describes known bugs and wherever
possible, suggests workarounds.
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User Commands

NAME

DESCRIPTION

LIST OF
COMMANDS

Intro - Solaris Security Toolkit Administration.

This section describes the commands executed in the Solaris Security Toolkit (also
known as JASS) environment.

Sun support for Solaris Security Toolkit software is available only for its use in the
Solaris 8 and Solaris 9 Operating Systems. While the software can be used in the
Solaris 2.5.1, Solaris 2.6 and Solaris 7 Operating Systems, Sun support is not
available for its use in those operating systems.

The Solaris Security Toolkit software automatically detects which version of the
Solaris Operating System software is installed, then runs tasks appropriate for that
operating system version.

The following commands, functions and drivers are supported:

Intro Solaris Security Toolkit Administration.
audi t _publ i c_funcs Change Solaris Security Toolkit audit behavior.

common_| og_funcs  Control all logging and reporting Solaris Security Toolkit
functions

common_mi sc_funcs Miscellaneous framework Solaris Security Toolkit

functions.
drivers_funcs Functions for the Solaris Security Toolkit drivers.
j ass-check-sum Identify file changes made since the last Security Toolkit
backup.
j ass-execute Create Solaris Security Toolkit package stream file.
nmake-j ass- pkg Configure the Solaris Security Toolkit application.
rmclient Remove JumpStart client.
security_drivers Solaris Security Toolkit drivers.

Last Modified 110ctober 2004 Solaris Security Toolkit 4.1 1



System Administration (1IM)

NAME add-client - install JumpStart client for the Solaris Security Toolkit (JASS)

SYNOPSIS add-client - c client-host-name [- i install-server] [- mclient-mach-class] [- o
solaris-os-instance] [- s sysidcfg-dir]

add-client - ? 1| -h

add-client - v

DESCRIPTION | add-cli ent installs the JumpStart client and configuration information needed by
the Solaris Security Toolkit (also known as JASS). It is executed from the Jumpstart
server.

EXTENDED
DESCRIPTION

Group Privileges | You must have superuser privileges to run this command.
Required

OPTIONS | The following options are supported.

- C client-host-name Specifies the name of the JumpStart client to be installed.

-h1-? Displays usage descriptions.

Note — Use alone. Any option specified in addition to - h
or - ? is ignored.

-i install-server Specifies the name of the JumpStart install server. If no
value is given, a list of available options is provided. If
the system has only one network interface then
add-cl i ent uses it by default.

- m client-mach-class Specifies the machine class of the JumpStart client. This
value must be in the same format as the output of the
unanme -n command.

- 0 solaris-os-instance  Specifies the revision of the Solaris Operating System to
be installed on the client. If no value is given, a list of
available options is provided. If only one instance is
available, add- cl i ent uses it by default.

Last Modified 11 October 2004 Solaris Security Toolkit 4.1 3



add-client(1M) System Administration

- S sysidcfg-dir Specifies the pathname to an alternate directory in which
a system identification and configuration (sysi dcf g) file
is stored. By default, the value is set to the directory,
JASS HOVE/ Sysi dcf g/ Sol ari s_VERSI ON . If this
option is used, this path name should be specified
relative to the JASS_HOME/ Sysi dcf g directory. For
example, Host s/ al pha where
JASS_HOWE/ Sysi dcf g/ Host s/ al pha exists and
contains a sysi dcf g file.

-V Displays the version information for this program.

EXAMPLES | exampLe1l Add a Client to a System Using Defaults

sc0: #:> [/ opt/ SUNW ass/ bi n/add-client -c engl -m sundu
Sel ecting default operating system Solaris_ver.

Sel ecting default systeminterface, IP_address.

cl eaning up preexisting install client "engl"

removi ng engl from boot parans

updati ng /etc/boot parans

scO: #: >
where:
Solaris_ver Default version of the Solaris Operating System.
IP_ address Internet Protocol address written as four sets of numbers
separated by periods; for example, 172.16.0.59.
engl The hostname of the Jumpstart client.

EXAMPLE 2 Add a Client to a System Using Full Options

scO: #: > [ opt/ SUNW ass/ bi n/add-client -c engl -i junpservel -m
sun4u -o Sol aris_9_2003-12 -s $JASS_HOVE/ Sysi dcf g/ Host s/ al pha/
cleaning up preexisting install client "engl"

removi ng engl from boot parans

updati ng /etc/boot parans

scO: #: >
where:
engl The hostname of the Jumpstart client
jumpservel The hostname of the Jumpstart install server.
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System Administration

EXIT STATUS The following exit values are returned:

0 Successful completion

1 An error occurred

ATTRIBUTES See attributes( 5) for descriptions of the following attributes.

attributes(1M)

Attribute Types

Attribute Values

Availability

SUNWjass

Interface Stability

Unstable

SEE ALSO jass-check-sum( 1M
jass-execute( 1M
make-jass-pkg( 1M

rm-client( 7)

Last Modified 11 October 2004 Solaris Security Toolkit 4.1
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File Formats

NAME

SYNOPSIS

DESCRIPTION

audit_public_funcs(4)

audit_public_funcs - change audit behavior of the Solaris Security Toolkit (JASS)
audi t _public_funcs

Framework functions provide flexibility for you to change the behavior of the
Solaris Security Toolkit (also known as JASS) software without modifying source
code.

Note — Two types of audit functions are in the software: private and public. The
functions defined in the audi t _pri vat e. f uncs file are private and not for public
use. Never use the private scripts defined in this file. Only use the public scripts
defined in the audi t _publ i c. f uncs file.

audi t _publ i c_f uncs define audit functions used in audit scripts, which are
located in JASS_AUDI T_DI R Functions defined in this file are public and can be
freely used in both standard and custom audit scripts. In many cases, the functions
defined in this file are stubs that call functions defined in the

audi t _pri vat e. f uncs file. These stubs were implemented to allow users to code
their scripts to these public interfaces without needing to care if the underlying
code will be modified or enhanced in newer releases.

Use these functions as part of audit scripts to assess components of the system’s
stored and run-time configurations. The following functions are public interfaces to
the Solaris Security Toolkit software’s audit framework.

When customizing or creating audit scripts, use the following functions to perform
standard operations:

» check_fil eContentsExi st and check_fil eCont ent sNot Exi st
» check_fil eG oupMatch and check_fil eG oupNoMat ch

» check_fil eMbdeMat ch and check_fi | eModeNoMat ch

= check _fil eOmerMat ch and check fil eOwmer NoMat ch

» check _fileTenplate

» check_fil eTypeMatch and check_fil eTypeNoMat ch

» check_mi nim zed

» check_packageExi st s and check_packageNot Exi st's

= check_pat chExi st s and check_pat chNot Exi st s

» check_processArgsMat ch and check_processArgsNoMat ch

» check_processExi sts and check_processNot Exi sts

» check_servi ceConfi gExi sts and check_servi ceConfi gNot Exi sts
» check_startScript Exi sts and check_start Scri pt Not Exi sts
» check_stopScri pt Exi sts and check_st opScri pt Not Exi sts

» finish_audit

Last Modified 11 October 2004 Solaris Security Toolkit 4.1 7



audit_public_funcs(4)

EXAMPLES

ATTRIBUTES

SEE ALSO

» sStart_audit

File Formats

For detailed information and instructions on the use of each of these functions
please refer to the “Framework Functions” chapter of the Solaris Security Toolkit 4.1

Reference Manual.

EXAMPLE 1

Checking for the Existence of a File

check _fileExists /etc/inet/inetd.conf 1 LOG

EXAMPLE 2

Checking for the Existence of a Patch

check_packageExi sts SUNWsshdu 1 LOG

See attributes(5) for descriptions of the following attributes.

ATTRIBUTE TYPE

ATTRIBUTE VALUES

Availability

SUNWjass

Stability

Unstable

add-client( 1M
common_log_funcs( 4)
common_misc_funcs( 4)
driver_funcs( 4)
jass-check-sum( 1M
jass-execute( 1M
make-jass-pkg( 1M
rm-client( 7)

security_drivers( 7)

Solaris Security Toolkit 4.1
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File Formats

NAME

SYNOPSIS

DESCRIPTION

common_log_funcs(4)

common_log_funcs - control all logging and reporting functions for the Solaris
Security Toolkit (JASS)

conmon_| og_funcs

Framework functions provide flexibility for you to change the behavior of the
Solaris Security Toolkit (also known as JASS) software without modifying source
code.

comon_| og_f uncs control all logging and reporting functions and are located in
the Dri ver s directory in a file called common_| og. f uncs. The logging and
reporting functions are used in all of the Solaris Security Toolkit software’s
operational modes; therefore, they are considered common functions. For example,
common functions such as | og\War ni ng and | ogEr r or are in this file.

This following is a list of common log functions:

= | ogBanner

= | ogDebug

= | ogError

= | ogFailure

» | ogFil eCont ent sExi st and | ogFi | eCont ent sNot Exi st
» | ogFil eExi sts and | ogFil eNot Exi sts

= | ogFi | eGoupMat ch and | ogFi | eG oupNoMat ch

= | ogFi | eMbdeMat ch and | ogFi | eModeNoMat ch

= | ogFi | eNot Found

« | ogFi | eOwner Mat ch and | ogFi | eOaner NoMat ch

= | ogFil eTypeMat ch and | ogFi | eTypeNoMat ch

« | ogFindi ng

= | ogFormatt edMessage

= | oglnvalidD sabl eMbde

= | oglnval i dOSRevi si on

= | ogMessage

« |l ogNotice

» | ogPackageExi sts and | ogPackageNot Exi st's

= | ogPat chExi sts and | ogPat chNot Exi st s

» | ogProcessArgsMat ch and | ogPr ocessAr gsNoMat ch
= | ogProcessExi sts and | ogPr ocessNot Exi sts

= | ogProcessNot Found

= | ogServiceConfigExi sts and | ogServi ceConfi gNot Exi sts

Last Modified 11 October 2004 Solaris Security Toolkit 4.1 9



common_log_funcs(4)

EXAMPLES

ATTRIBUTES

SEE ALSO

10

File Formats

= logStartScriptExistsand| ogStartScri ptNot Exi sts

= | ogStopScript Exi sts and | ogSt opScri pt Not Exi st's

= | ogSuccess

= | ogWar ni ng

For detailed information and instructions on the use of each of these functions

please refer to the “Framework Functions” chapter of the Solaris Security Toolkit 4.1
Reference Manual.

ExaMPLE1 Log Failure

Usage:

| ogFai |l ure "Package SUNWAtfsr is installed.”
Cut put :

[ FAIL] Package SUNWAtfsr is installed.

EXAMPLE 2 Log File Existence

Usage:

| ogFi | eExi sts /etc/issue

Cut put :

[NOTE] File /etc/issue was found.

See attributes(5) for descriptions of the following attributes.

ATTRIBUTE TYPE ATTRIBUTE VALUES

Availability SUNWjass

Stability Unstable

add-client( 1M
audit_public_funcs( 1M
common_misc_funcs(4)
driver_funcs( 4)
jass-check-sum( 1M
jass-execute( 1M
make-jass-pkg( 1M
rm-client( 7)

security_drivers( 7)
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File Formats

NAME

SYNOPSIS

DESCRIPTION

ATTRIBUTES

SEE ALSO

common_misc_funcs(4)

common_misc_funcs - miscellaneous framework functions for the Solaris Security

Toolkit (JASS)
conmon_mi sc_funcs

Framework functions provide flexibility for you to change the behavior of the
Solaris Security Toolkit (also known as JASS) software without modifying source
code.

common_nmi sc_f uncs are used within several areas of the Solaris Security Toolkit
software and are not specific to functionality provided by other framework
functions (files ending with a .func suffix). These functions are in the Drivers
directory in a file called common_ni sc. f uncs. Common utility functions such as
i sSNureri c and printPretty are in this file.

This following is a list of common miscellaneous functions:

= isNumeric

» invalidVulnVal

» checkLogStatus

» adjustScore

= printPretty

» printPrettyPath

= extractComments

» clean_path

» strip_path

For detailed information and instructions on the use of each of these functions

please refer to the “Framework Functions” chapter of the Solaris Security Toolkit 4.1
Reference Manual.

See attributes(5) for descriptions of the following attributes.

ATTRIBUTE TYPE ATTRIBUTE VALUES

Availability SUNWjass

Stability Unstable

add-client( 1M
audit_public_funcs(1M
common_log_funcs( 4)

driver_funcs( 4)

Last Modified 11 October 2004 Solaris Security Toolkit 4.1 11



common_misc_funcs(4)
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jass-check-sum( 1M
jass-execute( 1M
make-jass-pkg( 1M
rm-client( 7)

security_drivers( 7)

Solaris Security Toolkit 4.1

File Formats
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File Formats driver_funcs(4)

NAME driver_funcs - Solaris Security Toolkit (JASS) driver functions
SYNOPSIS driver_funcs

DESCRIPTION These functions are for Solaris Security Toolkit (also known as JASS) driver
functionality. These functions are in the dri ver. f uncs file, located in the Drivers
directory. Functions such as add_pkg and copy_a_fi | e are in this file.

When customizing or creating scripts, use the following functions to perform
standard operations:

= add_patch

= add_pkg

» add_t o_nani f est

= backup_file

= check_os_mai n_version
» check_os_revision

= copy_a dir

= copy_a file

= copy_a_symink

» copy_files

= Create_a file

» create file_tinmestanp
» disable_conf_file

=« disable file

» disable_rc_file

= is_patch_applied

For detailed information and instructions on the use of each of these functions

please refer to the “Framework Functions” chapter of the Solaris Security Toolkit 4.1
Reference Manual.

EXAMPLES | exampLe1l Adding a Single Patch

add_pat ch 123456-01

ExaMPLE2 Adding a Patch List
add_patch -M ${JASS_PATCH DI R}/ Ot her Pat ches patch_|ist.txt

Last Modified 11 October 2004 Solaris Security Toolkit 4.1 13
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14

ATTRIBUTES

SEE ALSO

File Formats

See attributes(5) for descriptions of the following attributes.

ATTRIBUTE TYPE

ATTRIBUTE VALUES

Availability

SUNWjass

add-client( 1M
audit_public_funcs(1M
common_log_funcs( 4)
common_misc_funcs( 4)
jass-check-sum( 1M
jass-execute( 1M
make-jass-pkg( 1M
rm-client( 7)

security_drivers( 7)

Solaris Security Toolkit 4.1
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NAME

SYNOPSIS

DESCRIPTION

EXTENDED
DESCRIPTION

Group Privileges
Required

OPTIONS

EXAMPLES

EXIT STATUS

FILES

jass-check-sum - identify file changes made since the last Solaris Security Toolkit
(JASS) backup

jass-check-sum

This Solaris Security Toolkit (also known as JASS) script identifies those files that
have been modified since their checksums were originally saved in the jass
repository (/ var/ opt / SUNW ass/ run/ */j ass- checksums. t xt)

Only the last (most recent) checksum of a file is compared to the current file. This
aids in determining if a file has been changed after being configured by the Solaris
Security Toolkit. If a given configuration has already been undone, this script will
skip it.

You must have superuser privileges to run this command.

None.

EXAMPLE 1 Checking the Solaris Security Toolkit Files

sc0: #: > [ opt/ SUNW ass/ bi n/j ass-check-sum

Checking for file signature conflicts associated with Tool kit run:
20040621172054

Fi | e Name Saved CkSum Current CkSum

/ et c/ passwd 685593234: 456 1703916610: 489

/ et ¢/ shadow 3216256103: 185 3154547236: 190
scO: #: >

The following exit values are returned:

0 Successful completion

1 Error detected

The following file is used by this command:

/var/ opt/ SUNW ass/ run/ run_idl j ass- checksumns. t xt Files which are
compared to the files
being tested.
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ATTRIBUTES

SEE ALSO

System Administration

See attributes(5) for descriptions of the following attributes.

Attribute Types

Attribute Values

Availability

SUNWjass

Interface Stability

Evolving

add-client( 1M
jass-execute( 1M
make-jass-pkg( 1M

rm-client( 7)

Solaris Security Toolkit 4.1
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System Administration jass-execute(1M)

NAME

SYNOPSIS

DESCRIPTION
EXTENDED
DESCRIPTION

Group Privileges
Required

OPTIONS

jass-execute - configure the Solaris Security Toolkit (JASS) application

jass-execute [-r roof_directory -p os_version] [- q |- 0 output_file] [- me-mail_address]
[- V verbosity_level] [-d driver]

jass-execute -u [-b|-f |-K] [-ql-0 output_file] [- memail_address] [- V
verbosity_level]

jass-execute -a driver [-V verbosity_level] [-q | -0 output_file] [-memail_address]
jass-execute -H

jass-execute -

jass-execute -h [-?

jass-execute -v

j ass- execut e configures the Solaris Security Toolkit (also known as JASS)
depending on the options used.

You must have superuser privileges to run this command.

The following options are supported.
-a driver Determines if the system is in compliance with its
security profile.

-b Used with the -u option.

Backs up any files that have been manually changed since
the last hardening run, then restores system to its original
state.

-d driver Specifies the driver to be run. Cannot be used with the -a,
-h, -H or -u options.
-f Used with the -u option.

Reverses changes made during a hardening run without
asking you about exceptions, even if files were manually
changed after a hardening run.

-H Displays the history of Solaris Security Toolkit
applications on the system.

Last Modified 11 October 2004 Solaris Security Toolkit 4.1 17
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-h -7

- memail_address
- 0 output_file

- p os_version

-q

-1 root_directory

System Administration

Displays usage descriptions.

Note — Use alone. Any option specified in addition to
-hl-?is ignored.

Used with the -u option.

Keeps any manual changes you made to files after a
hardening run.

Displays the last application of the Solaris Security
Toolkit installed on the system.

Specifies an email address for in-house support.
Specifies a filename for jass run output.

Must be used with the -r root_directory.

Specifies the OS version of Solaris. The format is the same
as that of unane -r.

Quiet mode. Messages are not displayed while running
this command. Output is stored in JASS REPCSI TCRY/

Must be used with the - p os_version.

Specifies the root directory used during jass-execute runs.
By default, the root file system is / . This root directory is
defined by the Solaris Security Toolkit (JASS)
environment variable, JASS_ROOT_Dl R The Solaris OS
being secured is available through / . For example, if you
wanted to secure a separate OS directory, temporarily
mounted under / mt then use the - r option to specify

/ mt.

Undoes a previous application of the Solaris Security
Toolkit.

Cannot be used with the -d, -a, - h, -1 or - Hoptions.
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-V wverbosity Specifies the level of verbosity for an audit run. There are
five levels (0-4)

0 Single line indicating pass or fail.

1 For each script, a single line
indicating pass or fail. one grand
total score line below all the script

lines.

2 For each script, provides results of all
checks.

3 Multiple lines providing full output,

including banner and header
messages. This is the default.

4 Multiple lines (all data provided from
level 3) plus all entries that are
generated by the | ogDebug logging
function. This level is for debugging.

-V Displays the version information for this program.

EXAMPLES examMpLE1 Configure a Solaris Security Toolkit Application

sc0: #:> [/ opt/ SUNW ass/ bi n/ jass-execute -r /mt -p 5.9 -0
out put.txt -m support @yconpany.com -d secure.driver

[ NOTE] The followi ng pronpt can be disabled by setting JASS NOVI CE_USER
to O.

[ WARN] Dependi ng on how the Solaris Security Toolkit is configured, it is
bot h possi bl e and | ikely that by default all renote shell and file transfer
access to this systemwi || be di sabl ed upon reboot effectively | ocking out
any user without console access to the system

Are you sure that you want to continue? (YES/NO [NQ VYES

[ NOTE] Executing driver, secure.driver

[ NOTE] Recording output to output.txt

scO: #: >
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EXIT STATUS

ATTRIBUTES

EXAMPLE 2

Undo a Previous Jass Application

System Administration

scO: #:> /opt/ SUNW ass/ bi n/jass-execute -u -b -q -m
support @yconpany.com -V 3
[WARN] Creating backup copies of some files nmay cause uni ntended affects.
[WARN] This is particularly true of /etc/hostnane.[interface] files as
well as crontab files in /var/spool/cron/crontabs.

[ NOTE] Executing driver, undo.driver

Pl ease select a Solaris Security Tool kit

1. June
2. June
3. June
Choi ce (’

run to restore through:

28, 2004 at 19:11:49 (/var/opt/SUNW ass/run/20040628191149)
21, 2004 at 17:20:54 (/var/opt/SUNW ass/run/20040621172054)
17, 2004 at 10:45:23 (/var/opt/ SUNW ass/run/20040617104523)

g toexit)? 1

[ NOTE] Restoring to previous run from
/ var/ opt/ SUNW ass/ run/ 20040628191149

scO: #: >

EXAMPLE 3

Audit the System Against a Pre-Defined Profile

sc0: #:> [/ opt/ SUNW ass/ bi n/j ass-execute -a secure.driver -V 2 -0

out put . t xt

j ass-execute
j ass-execute

scO: #: >

EXAMPLE 4

- m support @ryconpany. com

[ NOTE] Executing driver, secure.driver
[ NOTE] Recording output to output.txt

Display the Last Installed Solaris Security Toolkit Application

scO: #: > [ opt/ SUNW ass/ bi n/j ass- execute -1

# ./jass-

execute -|

This information is only applicable for applications of the
Sol aris Security Tool kit starting with version 0.3.
The | ast application of the Solaris Security Tool kit was:

1. June 28, 2004 at

scO: #: >

The following exit values are returned:

0
1

Successful completion

An error has occurred.

19:11: 49 (20040628191149) ( UNDONE)

See attributes( 5) for descriptions of the following attributes.

Attribute Types

Attribute Values

Availability

SUNWjass

Interface Stability

Evolving

Solaris Security Toolkit 4.1
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SEE ALSO add-client( 1M
jass-check-sum( 1M
make-jass-pkg( 1M

rm-client( 7)
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jass-execute(1M)

21



jass-execute(1M) System Administration

22 Solaris Security Toolkit 4.1 Last Modified 11 October 2004



System Administration

NAME

SYNOPSIS

DESCRIPTION

EXTENDED
DESCRIPTION

Group Privileges
Required

OPTIONS

Last Modified 11 October 2004

make-jass-pkg(1M)

make-jass-pkg - create Solaris Security Toolkit (JASS) package stream file

make-jass-pkg [- b new-base-dir] [- e excl-list] [- mnew-email-address] [- p
package-name] [- q] [-t  new-title]

make-jass-pkg-v

make-jass-pkg- ? | -h

make-j ass- pkg creates a Solaris package stream file from the Solaris Security
Toolkit, also known as JASS, distribution. The resulting file is installed using
pkgadd and removed using pkgr m Information about the installed distribution can
be obtained using pkgi nf o.

You must have superuser privileges to run this command.

The following options are supported.

-b new_base_dir

- e excl-list

-h -7

- mnew_email_address

- p package-name

-q

-t new-title

Specifies an alternate installation base directory.

Excludes top level files or directories from the package.
This is done y specifying a pipe (1) separated list such as
‘alb/cld’

Displays usage descriptions.

Note — Use alone. Any option specified in addition to - h
or - ? is ignored.

Specifies an email address to use for in-house support.

Specify a custom package name. The default is
JASScust m

Quiet mode. No messages are displayed when this
command is run.

Specifies an alternative package title. The default title is
“Solaris Security Toolkit”.

Displays the version information for this program.
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EXAMPLES | exampLe1 Using Defaults
sc0: #:> [ opt/ SUNW ass/ bi n/ make-j ass- pkg

[ NOTE] Creating the package's prototype file. This nay take a few m nutes.
[ NOTE] Excluded file: ./jass-include-list.tnp

[ NOTE] Creating the package's info file.

[ NOTE] Creating the package in a scratch directory.

## Buil di ng pkgmap from package prototype file.

## Processing pkginfo file.

WARNI NG par aneter <PSTAMP> set to "engl20040623143146"
WARNI NG par aneter <CLASSES> set to "none"

## Attenpting to volum ze 360 entries in pkgmap.

part 1 -- 2934 bl ocks, 357 entries

## Packagi ng one part.

/ opt / SUNW ass/ SUNW ass/ pkgnap

/ opt / SUNW ass/ SUNW ass/ pkgi nf o

[list of files...]

/ opt / SUNW ass/ SUNW ass/ rel oc/ rul es. SAMPLE
/ opt / SUNW ass/ SUNW ass/install/tsolinfo
## Validating control scripts.
## Packagi ng conpl ete.
[ NOTE] Creating the package' s stream format (package file).
The fol |l owi ng packages are avail abl e:

1 JASScustm Sol aris Security Toolkit 4.1.0

(Solaris) 4.1.0

Sel ect package(s) you wish to process (or 'all’ to process

al | packages). (default: all) [?,??,q]: Transferring <JASScust n> package
i nst ance

[ NOTE] The package has been created as JASScust m pkg.

sc0: #:>
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m nut es.

part 1 --

i nstance

sc0: #:>

/ opt / SUNW ass/ t est

EXAMPLE 2  Specifying Options

5612 bl ocks, 359 entries

## Packagi ng one part.
/ opt / SUNW ass/ SUNW ass/ pkgnmap
/ opt / SUNW ass/ SUNW ass/ pkgi nf o

[list of files]
/ opt / SUNW ass/ SUNW ass/ rel oc/ rul es. SAMPLE
/ opt/ SUNW ass/ SUNW ass/install/tsolinfo
## Val idating control scripts.
## Packagi ng conpl ete.
[ NOTE] Creating the package's stream fornmat (package file).
The foll owi ng packages are avail abl e:
1 MYJASS Sol aris Security Toolkit 4.1.0 / MTool ki t

(Solaris) 4.1.0

EXIT STATUS | The following exit values are returned:

0
1

Successful completion

An error has occurred.

[ NOTE] Creating the package's prototype file.

[ NOTE] Creating the package's info file.
[ NOTE] Creating the package in a scratch directory.
## Bui | di ng pkgmap from package prototype file.

## Processing pkginfo file.
WARNI NG par aneter <PSTAMP> set to "engl20040623150621"
WARNI NG par aneter <CLASSES> set to "none"
## Attenpting to volum ze 363 entries in pkgnap.

Sel ect package(s) you w sh to process (or 'all’
al | packages). (default: all) [?,??,q

make-jass-pkg(1M)

sc0: #:> /opt/ SUNW ass/ bi n/ nake-j ass-pkg -b /opt/SUNW ass/otherdir -e
-m eng_support @yconpany. com -p MYJASS -t MyTool ki t

This may take a few

to process

]: Transferring <MYJASS> package

[ NOTE] The package has been created as MYJASS. pkg.

ATTRIBUTES See attributes(5) for descriptions of the following attributes.

Attribute Types

Attribute Values

Availability

SUNWjass

Interface Stability

Evolving

SEE ALSO add-client( 1M

Last Modified 11 October 2004
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jass-execute( 1M
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rm-client( 7)
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NAME

SYNOPSIS

DESCRIPTION

EXTENDED
DESCRIPTION

Group Privileges
Required

OPTIONS

EXAMPLES

EXIT STATUS

rm-client - remove JumpStart client for the Solaris Security Toolkit (JASS).

rm-client [- c] client-host-name
rm-client-? | -h

rm-client - v

rmclient removes the JumpStart client and configuration information needed by
the Solaris Security Toolkit (also known as JASS). It is executed from the Jumpstart
server.

You must have superuser privileges to run this command.

The following option is supported.

- ¢ client-host-name Removes the installed JumpStart client as well as all
configuration information with it, needed by JASS.

-h1-? Displays usage descriptions.

Note — Use alone. Any option specified in addition to - h
or - ? is ignored.

-V Displays the version information for this program.

EXAMPLE 1 Remove Client

scO: #:> /opt/ SUNW ass/bin/rmclient -c engl
renmovi ng engl from boot parans

where:

engl The hostname of the client to be removed

The following exit values are returned:

0 Successful completion

1 An error occurred.
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ATTRIBUTES

SEE ALSO

System Administration

See attributes(5) for descriptions of the following attributes.

Attribute Types

Attribute Values

Availability

SUNWjass

Interface Stability

Unstable

add-client( 1M
jass-check-sum( 1M
jass-execute( 1M

make-jass-pkg( 1M

Solaris Security Toolkit 4.1
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NAME

SYNOPSIS

DESCRIPTION

security_drivers - Solaris Security Toolkit (JASS) drivers

config.driver

har deni ng. dri ver

secure. driver

undo. dri ver

deskt op-secure. driver

i nstal |l -Sun_One-Ws. dri ver

junpstart-secure.driver

suncl ust er 3x- secure. dri ver

sunfire_nf_nep-secure.driver

starfire_ssp-secure.driver

sunfire_15k_domai n- secure. dri ver

sunfire_15k_sc-secure.driver

security_drivers refers to the collection of drivers used by the Solaris Security
Toolkit (also known as JASS). The following is a list of the standard drivers:

confi g. dri ver-implements tasks associated with the driver set.
har deni ng. dri ver - contains most of the security specific scripts.

secure. dri ver - default driver used in the rules for client installation.
Implements all the hardening functionality.

undo. dri ver - provides undo functionality during an undo run.

deskt op-secure. driver - based on secure.driver, highlights what may be
necessary to secure a desktop system.

instal | - Sun_ONE-W8. dri ver -applicable only to JumpStart mode, allows the
Solaris Security Toolkit to install the Sun™ ONE Web Server software.

jumpstart-secure.driver -based on secure.driver, highlights what may be
necessary to secure a JumpStart server.

suncl ust er 3x- secure. dri ver - provides a baseline configuration for
hardening SunPlex™, formerly Sun Cluster 3.x, software releases.

sunfire_nf_msp-secure. driver - provides hardening for the midframe
service processor (MSP) when building secured Sun Fire midframe
environments.

starfire_ssp-secure. driver - provides hardening for the Sun Enterprise™
10000 system service processors (SSP).
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EXAMPLES

ATTRIBUTES

SEE ALSO

30

Device and Network Interfaces

» sunfire_15k_domai n-secure. dri ver - provides a baseline for developing
hardened Sun Fire high-end system domains.

» sunfire_15k_sc-secure. driver- the only supported mechanism by which
the Sun Fire high-end system controller can be secured.

For detailed information and instructions on the use of each of these drivers please
refer to the “Drivers” chapter in the Solaris Security Toolkit 4.1 Reference Manual.

ExaMPLE 1 Contents of the secur e. dri ver

DIR="‘/bin/dirnane $0'"
export DR

. ${DIR}/driver.init
. ${DIR}/config.driver

. ${DI R}/ hardeni ng. dri ver

ExaMPLE 2 Contents of the undo. dri ver

DI R="‘/bi n/ di r nane $0‘"
export DR

. ${DIR}/driver.init

. ${DI R}/ undo. run

See attributes(5) for descriptions of the following attributes.

ATTRIBUTE TYPE ATTRIBUTE VALUE

Availability SUNWjass

Stability Unstable

add-client( 1M
audit_public_funcs(1M
common_log_funcs( 4)
common_misc_funcs( 4)
driver_funcs( 4)
jass-check-sum( 1M
jass-execute( 1M

make-jass-pkg( 1M
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rm-client( 7)
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