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Preconfiguration and Remote
Support

This document provides instructions for preconfiguring your FlexLine™ 200
Series and 300 Series storage systems, and setting it up for maintenance
monitoring. Chapter one covers preconfiguration and modem set-up; chapter
two covers how to set up event notification; and chapter three covers how to
set up media scans.

B Preconfiguration Procedure

StorageTek recommends preconfiguration of your storage system prior to
attaching to the host. One of the following “tools” should be used.

*  SANtricity Storage Manager Field Tool version 8.0 for early D-Series

* SMclient version 8.3, 8.4 (or higher) for Windows (field tool) software
application for either D-Series or B-Series solutions

* SMclient version 9.x for Windows (field tool) for all 200/300 Series

The following instructions are for the 200/300 Series storage systems. Use
this procedure prior to attaching hosts to help make sure that your
installation goes smoothly.

Preconfiguration helps the host recognize the back-end storage more readily.
It minimizes the amount of reboots, and helps ensure that you don’t interrupt
the customer’s business operations, thereby quickly returning the storage
system back to an operational state.

The latest software version of SMclient includes full Field Tool functionality,
provided you have the latest appropriate controller firmware level installed.

Use the following procedure prior to attaching to the customer host to ensure
that your target IDs, IP address, and storage are properly assigned. This
procedure also allows you to provide vital customer host-configuration
information.

Prerequisites

Make sure that you have:
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Preconfiguration and Remote Support-

Laptop running Windows NT Service Pack 4 or higher with ethernet card
and open DB9 serial port (you may use open DB25, however, this requires
a DB25-DB9 converter). The D173 requires a R-11 to R-45 serial adapter.
Diagnostic serial cable 24100134

DB9 serial connector adapter 10402019 (D173 adapter p/n is 24100205)
Ethernet crossover cable 24100163

STDSwin serial port program loaded on the laptop

The latest level of Field Tool or SMclient loaded on the laptop.

Note: An Ethernet hub is recommended to enable attachment and

Procedure

communications to both controllers at the same time.

Use this procedure to ensure that you can communicate with the storage
system, and that you are ready to configure your storage system. This

includes:
* identifying the configuration that is planned
* verifying the correct code levels
* verifying that previous configuration information has been removed

verifying the ability to manage the storage system.

Step 1: Obtain the following information from the customer

1.
2.
3.

Number and size of RAID groups to be configured
Size and group of LUNSs to be configured

IP addresses and subnet mask for both controllers if they are to be
connected to customer network.

Step 2: Establish serial port connection

1.
2.

Power on the storage system if not powered on.

Connect laptop to Controller A serial connection using the diagnostic serial
cable and serial adapter DB9 plug (RJ11 plug for D173).

Start STDSwin interface tool, and set COM port properties to defaults:
Port: COM1, Baud: 38400, Bits: 8, Stop Bits: 1, Parity: NONE

Press ctrl-break to establish your connection (You may have to press Ctrl-
Break several times). Try a lower baud rate if necessary.

Press <space> bar to set baud rate. Baud rate 38400

Press Ctrl-Break then Esc to enter the shell. Press within 5 seconds:
<ESC> for SHELL, <BREAK> for baud rate

Enter password (infiniti)

Tenth Edition 95966
StorageTek Protected



95966

Preconfiguration Procedure

LSI Logic Series 4 SCSI RAID
Controller

Copyright 2000, LSI Logic Inc.

LSI 4th Generation Controller
Serial number: 1794410070
Network name: 9176¢t|2

a. Enter password to access shell

b. Default password is infiniti

Enter net(CfgSet to setup the ethernet.
Set the Network Init Flags to 01 as follows.

Enter command netCfgSet

==== NETWORK CONFIGURATION: ALL INTERFACES ====

Network Init Flags : 0x01 Note: Menus are slightly different in newer solutions.

01 (Enables ethernet interface)
Network Mgmt Timeout : 30
Network Route #1 : dest=0.0.0.0
RAIDMGR Server #1 : 0.0.0.0

LSI Logic Series 4 SCSI RAID Controller
Copyright 2000, LSI Logic Inc.
LSI 4th Generation Controller
Serial number: 1794410070
Network name: 9176c¢ct12

Network Manager #1 : 0.0.0.0
Startup Script :

Shell Password :

10. Set the IP addresses and subnet mask. Use the customer provided
information if connecting to their network. Use 10.0.0.1 for controller A and
10.0.0.2 for controller B with subnet masks of 255.255.255.0 if not
connecting to customer network.

Note: The FLX380 has two RJ45 ports per controller and two controllers per

storage system for a total of four RJ45 or ethernet ports that can be
configured. On each controller one ethernet port is configured for the
customer’s network, and the other port may be configured for SDP.
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Preconfiguration and Remote Support-

==== NETWORK CONFIGURATION: Ethernet ====

My MAC Address : 00:a0:b8:06:64:d1
My Host Name : 9176ctll
My IP Address : 201.10.100.30
(Enter Controller’s Static IP Address)

Server Host Name :
Server IP Address :
Gateway IP Address : 0.0.0.0
(Needed if connecting through a router to client or SNMP)

Subnet Mask : 255.255.255.0
User Name : guest

User Password :

NFS Root Path :

NFS Group 1D Number : 0O

NFS User ID Number : 0

value = 0 = 0x0

11. Move serial cable to Controller B and repeat Step 3 through Step 10.

12. Shut down serial port program and remove serial cable.

13. Cycle power on the controller.

Step 3:
1,

Establish Ethernet port connection

On the laptop, open: My computer >> Control Panel >> Network >>
Protocols.

Select TCP/IP protocol and select Properties.

Under the IP address tab, note the current settings prior to changing them.

Select Specify an IP address and set the IP address to 1 greater than the
highest controller address set in the previous section. (example: If not to

be connected to the customer network use 10.0.0.3)
Set the subnet mask to match the settings in the previous section.

Set default gateway to blank.

Close the network window (this does not normally require a reboot, but if it

is requested, do it now).

Connect Ethernet crossover cable between the laptop and controller A.
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Preconfiguration Procedure

Note: A standard Ethernet cable cannot be used unless a hub is provided
between the laptop and the storage system.

An Ethernet hub is recommended to enable attachment and
communications to both controllers at the same time.

9. Start the SANTtricity Storage Manager Field Tool or SMclient program.
10. Edit >> Add Devices.

11. Type in the “Host IP_address” of controller you are attached to.

12. Highlight the host in the right pane and select Manage Device.

13. Select Storage Array >> Profile (from the toolbar).

14. Gather information on each controller firmware, NVSRAM settings, and if
connecting to Solaris, get the controller preferred SCSI IDs (if direct
attached; N/A if fabric).

15. Download Firmware and Nvsram as needed (only needed if connected via
a hub).

Note: You cannot download firmware if connected to only one controller
(attached using a crossover cable). Also you can only create a
volume/volume group for the one controller that you are attached
to.

16. Configure the RAID groups and LUNSs as directed by the customer in:
“Step 1: Obtain the following information from the customer.”.

17. Close the Field Tool or SMclient application.

18. On the laptop, open My Computer >> Control Panel >> Network >>
Protocols

19. Select TCP/IP protocol and select Properties.

20. Under the IP address tab, restore the settings as noted in step 3-3.

Step 4: Establish host port connection

1. If attaching to Solaris, verify the sd.conf file corresponds to the target ID
of each controller prior to installing software and connecting the storage
system. Note that the target of the controller must contain LUN 31 if
using the agent (this allows you to manage the array through the fibre).

2. Install software on host, connect the disks, and reboot.

95966 Tenth Edition 5
StorageTek Protected



Preconfiguration and Remote Support-

Bl Technical Support Requirements

The following provides best practices as well as information to obtain your
storage system’s controller information and provide it to a technical support

group.

Recommended Operation and Maintenance Practices

Trained personnel should work on 200/300 Series storage systems that are
configured for remote access. Service personnel should also:

Periodically save copies of: NVSRAM dump, Profile, and Save
Configuration -- to be available as pre-failure data.

Have available (locally) replacement ESM modules and Drives.

Have the required escalation data in hand at the time of escalation; i.e.
Profile, MEL, Host O/S version, HBA model & driver version, Storage
Manager GUI version, and RDAC version.

Maintain a current SAN configuration diagram, available for the escalation.
NEVER clear the event log (the log is a fixed size and it wraps).

As appropriate, contact Tier 3 before performing any service action
(many actions perceived as benign by service personnel have had a
negative impact).

Drive Replacement: Drive modules in these units must be replaced using
a spare drive from parts inventory that is clearly sealed, or labeled
with the red DACSTOR label.

CAUTION:  Swapping drives between arrays has led to configuration
and data integrity issues.

ESM Module Replacement: ESM modules must be replaced using

modules with the same firmware levels. Mismatched firmware levels has

led to data and configuration integrity issues.

- Make sure the ESM card pairs are of the same fibre speed and the
LEDs indicate the 2 ESM cards are communicating properly.

- Refer to the latest ESM replacement procedure on mpss.stortek.com

Controller and Technical Support Access

At some point of time, Technical Support may request to dial in to a modem at
the customer site to help diagnose a problem. This will require you to obtain
permission to use a customer phone line, which you will attach to a modem.

Note: Sometimes a Data Director, MARS box, or some other remote

monitoring device is attached after the modem to allow technical
support to look at many different controllers at once.

Note: In most cases the customer supplies the phone line socket, and you

may have to supply the RJ11 phone cord and modem, which should be
set to auto answer. See photograph below.
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Technical Support Requirements

You must also ensure a default minimum baud rate of 9600, and that the
phone cord will reach the modem.

The modem is then connected (24x7, or when requested) to the DB9 serial
port on the back of the controller (using a DB9 to DB9 or possibly a DB25 to
DB9 cable). See the examples of various controller connection ports below.

i
00.ADB8 111552

MHIEREAEN
1750758088

See the Figure 1 to help construct these diagnostic attachments.
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Preconfiguration and Remote Support-

Figure 1. Tech Support Modem Access Diagrams

RJ11 RJ11 DB9 or DB25
Customer Modem Controller
Phone Jack Module
DB9 or
Customer RJ11 RJT1 DB25 DB9 Controller
Phone Jack Modem W Module
| DB9 Controller
/ Module
Remote
_ Monitoring / .
Data Director Device Controller
or MARS box I R — Module

You may also make this connection to your own laptop using a DB-9 cable to
look at controller information. This will allow you to directly communicate with
the controllers. See “Procedure” on page 2.

For information on how to set-up event notifications, see Chapter 2.

For information about how to enable Media Scan on your 200/300 Series
storage systems, see Chapter 3.

For further assistance, contact Technical Support.
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Event Notification

This chapter provides information to set-up the event notification.

B Introduction

The following event notification process is for customers with maintenance
contracts. The process provides information on how to set up the Disk Event
Monitor (DEM) "Call Home’ e-mail feature, which notifies technical support
personnel at headquarters whenever critical events occur within the storage
system. It is required that your controller firmware be at 5.x or higher, and that
your software is at SM 8.x, 9.x, or higher.

Note: Upgrading controller firmware will delete some settings. Be prepared
to reconfigure your storage system for event notification in this case.
Also changes to your management station or host server could also
effect your event notification setup. For the latest information, refer to
the DEM web page, which is located at:

http://intwww.stortek.com/02/DEM. html

Overview

Event notifications start when the controller senses a problem that requires
attention. The controller then notifies the management station, who obtains
the data and assembles the email to send out. It uses any email addresses
that have been entered, enabling it to attach a profile to an event along with
the userdata.txt file. The management station then takes this information and
emails it over the network.

Before You Begin

95966

Before starting this process, ensure that you have a fully functional storage
system, your host is attached to the network with SANtricity Storage Manager
installed, and email is enabled and allowed to take place.

Using this process also requires that storage system names be unique at your
particular site. The first step, therefore, is to name or rename your storage
system — ensuring that the Array Name matches the name used on your
storage manager GUI. See Array Name (in blue box) in Figure 2 below.

Note: Any name is okay, however, do not use special characters such as <,
> 1L, @, |\ /, “ etc. Hyphens, underscores, and spaces are okay.

Tenth Edition 9
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Event Notification-

Figure 2. Storage Array Name

05¥9176 - SANLtricity Storage Manager (Array Management)

B B g

[Tl LogicalPhysical View | Ffs Mappings View:

E:_ugin:al

Fhysical

----- i) LJnt:n:unﬂghr (507142 GH)
[{l---% Yolume Group 1 (RAID &)

----- [@ Garm (168.904 GB)

----- @ Garmz (100 GE)

El% Yolume Group 2 (RAID &)

----- 8 osv_Dept_Share (200 GB)

rController Tray

A m::::E:===ﬂ_@
N —— T —— |
rOirive Tray 2

i
=] =] =] =] =] = =) = L=]

Next, you must synchronize clocks. Use your GUI’s clock synchronization
function to set/ensure that the management station and controller clocks are
synchronized prior to using the Disk Event Monitor. See GUI screens below.

RRR

Marvin T. Martian - SANtricity Storage Manager (Array Management)

=10 ]

Disk Subsystern  Yiew Mappings “olume Group Yolume  Controller  Drive  Advanced Help

W B 2 %

i LogicalPhysical View | (G5 Mappings View |

E% Wolume Group 4 (RAID 53

Logical |Physical
Disk Subsyads ie rme Sutio -1l ~Contraller Tray
[T Uncon A E 1= E E
Locate 4 _ﬂjj
E---%ﬁ\#olum Create Volume. . B E 1="E E
----- Al —— ;
R - =i rDitive Tray O |
""" a ARz Configuration 3 @
""" B A% Premium Features [
----- 3 axd Recovery Guru.. ]
[_]...%Vo,um T rDirive Tr: The controller clocks in the disk subsystem are out of
_____ @Ak Download 3 Q I; synchronization with the storage management station.
_____ i@ axe_ Change » Select Ok to synchronize the cantraller clocks with the
storage management station clocks.
Nl
_____ @ Run Read Link Status Diagnostics Controller in Slot A Mon Moy 24 135946 MST 2003
lllll B Frec Bl Controller in Slot B: Mon Moy 24 13:59:47 MST 2003
Exit Storage management station: Mon Moy 24 14:05:04 MST

----- 3 axa 7o cE || alne
----- @ a0 (7o 6By
= Cancel |
LGS
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Process Steps

B Process Steps

1. Start SANtricity Storage Manager on your management station.
2. Click on Edit >> Configure Mail Server (as shown below).
A popup window will appear, where you will need to add:

* the customer’s outgoing mail server information
* the sender’s email address that will send the notification
(this indicates who the event notification is from).

Note: Itis recommended that you use a valid and frequently monitored
email account to receive your event notification email.

Figure 3. Configure Mail Server - Popup Window

ithl BladeStore Storage Manager {Enterprise Manage

NgRr

=EOS View Tools Help
Add Device...

ifi) Configure Mail Server

L

Mail (SMTF) server:

=Ty eE [EEyeE
I RS ot IS e | P

S - E-rmail sender address:
EER r'S tE I
Exit it STE-F
E Ej Host osvad000b. storek.com £l .
D200-2Gi
- E Host osvad000. stomek.com STk ?
i Ok Cancel Help
- Ej Host osvorca stortek.com sURRame —
E Host aixpei2.stortek.com =URNarme
- [El Host aipciz.stortek.com ZUhname
3. In "Mail (SMTP) server” address, place the outgoing mail server name.
Note: You will have to get this from your customer system administrator,
who may or may not allow you to send email out.
4. In "E-mail sender address,” place the name of the person(s) responsible
for the array. Include the full address, e.g.: JohnB @company.com
Note: This should be a valid email address, which tells who the email is
from, typically the administrative contact at the customer site.
5. Click on "OK" to accept and close.
6. Next highlight the array (storage system) that is to have the notification
enabled, and then right click to get the drop down menu. Select "Alert
Destinations". See Figure 4 on page 12.
95966 Tenth Edition 11
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Event Notification-

Warning: Do not do alert notifications on the Management Station host, as
this will report all disks that are attached to it.

il SANEricit e nager (Enterprise Management)

L

Edit W_.a Tools Help

AAN BB A
Name| Type | Status [ it

i %Dwec A tomatic Discovery 0Z § & Optimal  Direct

m EEEHost  AddL wice.. wiza.. BH @ Meeds At.. Direct
Optimal  Direct
Configure Hail Ser .er... @ i

B
Mic's... @ Q Optirmal  Direct
\ 4
‘ Craz... @ @ Cptirmal - Direct
Qs | |

Alert Destina

Figure 4. Disk Subsystem Alert Destinations

{Ei} BladeStore Storage Manager {Enterprise Management} i | I:Ilil
Edit View Tools Help

Falti] 2|

O S W T R T =C =
-- Bl Hosttroon =
EI @ Host beauford
l E Host asmi .stortek.com Execute Script..
;"--EQEHSH Subsystern 05 Disk Eng 9° Load Configuratian...
& [ Host129.80.33.1

-EQDisk Suhsystem =unnameds=

.. B Disk Subsystern Mixed_Blade_C +|
lI | _"I_ Comment...

o [E|

Metwork Management Type| Comim...

Manage Device

Remaove Device...

Alert Destinations..

7. Inthe "E-mail address" place StorageTek’s DEM email address. It is
dem@invisiblestorage.com

Click the "add" button, and enter additional e-mail addresses as you deem
appropriate. More information is provided in The Device Event Monitoring
Installation and Configuration Guide, p/n 96159. It will help you set up the
userdata.txt file and complete your event notification process steps (for your
specific host OS). The manual can be found on the DEM web page at:

http://intwww.stortek.com/02/DEM.html

It is also on the product CD (inside the Docs folder or in a special DEM folder
inside the Software folder).
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Media Scan

The following information is provided to help CSEs install and use media scan
to assist with discovering potential problems in their FlexLine™ 200 Series
and 300 Series storage systems (or earlier disk systems).

Enabling Media Scan

The following pages explain how to enable media scan using the SANtricity
Storage Manager GUI. The process requires two separate steps to enable
media scan. The first step is to enable this functionality at the storage system
level, as shown below.

Note: For BladeStore best practices, refer to the BladeStore Presales
Technical Reference manual, p/n 96103.

Enable Media Scan at the Storage System Level

Use the Menu path as shown below, and select Media Scan Settings.

=10l x|

Contraller  Drive Adwanced Help

Views Mappings Volume Group  Volume

b
Configuration b
- 5 View |
Fremium Features b :
Fhysical
Femuote Yolume Mirraring b
Controller Tray
Fecovery Guru... A | = |
5H | — L —
Maonitor Performance... i ﬂ?i
| —— el —
Download ] 2 | |
Fassword...
Set Cantroller Clocks.. Default Host Type.. P @
Redistihue Yalirmes, Tray Order... = ﬁi
Run Read Link Status Diagnostics Cache Settings..
REnamea.. Media Scan Settings..

Exit

Fartitions Allowed/LUsed: 00
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Media Scan-

This will launch the following pop-up screen.

EE Change Media Scan Settings x|

IMPORETAMT: In addition to this setting, you must also
use the Volume==Change==hMedia Scan Settings
option for each desired volume to enahble itz media
SCan.

[" Enable background media scar

| 15 3: Duration €1 to 30 days)

0] | Cancel | Help |

If recommended by technical support, check the Enable background media
scan box, and select how often you want to run a media scan.

A 30 day duration is typically set for BladeStore, which gives you a media scan
about once a month.

EE Change Media Scan Settings x|

IMPORETAMT: In addition to this setting, you must also
use the Volume==Change==hMedia Scan Settings
option for each desired volume to enahble itz media
SCan.

¥ Enable background media scar

| a0 3 Dwration (1 to 30 days)

0] | Cancel | Help |

A 15 day duration is typical for all other FlexLine storage systems, however, if
a customer is having performance issues that are contending with the media
scan task, then the interval should be increased to 30 days.

Prerequisites

Storage systems need controller firmware level 5.30.15 or above for SM 8.30
users, 5.40.13 or above for SM 8.40 users, or 06100500 or above for SM 9.1
users. BladeStore requires 5.46.02 or above. B220 and B280 require 5.41 or
above. Contact technical support if you need help upgrading.

14 Tenth Edition 95966
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EE <Unnamed

Enable Media scan at the LUN level

Next you need to enable media scan at each LUN level (see the top of the
Change Media Scan Settings window). To do this you first need to select one
volume, and then use the menu pull-down path, as shown below.

- BladeStore Storage Manager (Array Management])
s oo il

|Di§k5uhsystem Viewe Mappings Yolume Group Yolume  Controller Drive Advanced Help

=101 x|

BB B % 8

[ Logical Physical View | (5 Mappings View |

_Egical

Physical

Disk Subsystem Linnamed

..... E] Unconfigured Capacity (3,051.407GB)

Yolume Group 1 (RAID &)

Controller Tray

RN ——

= — 1
lig
= — | _l

modification Priority...
Cache Settings...

CwwnershipiPreferred Path k

JHDDE gy

@ @ 2

B initialize..

Segment Size

k

Delete...

FW Rename...

You can then enable a media scan for one, two, or more volumes. Use the Ctrl
key and click on more volumes (or Select All) to select whatever volumes you
wish to do a media scan on. See software screen examples on the next page.

95966

FPartitions AllowedlLUsed: 00

Note: If you suspect a problem, media scan settings may be modified to do
more frequent scans (e.g. FLX280 media scan settings could be set for
every 7 days for one particular volume group (or single volume)).

You may also select the With redundancy check button (shown
below) for a single volume to help diagnose a problem and isolate a

problem to one particular drive or blade.

Recommended Scan Settings (if systems optimal)

Capacity-centric media scans should be set for a 30 day duration, without

redundancy check. See screen captures below.

Access-centric media scans should be set for a 15 day duration, again without

redundancy check.
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Media Scan-

% Change Media Scan Settings 5}

~Selectvolumes—

E\r‘olume Group 1
Volume 1
;Volume Group 2
|volume 2
|volume 3

;Volume 4 e Change Media Scan Settings x|

—Selectvolumes—

;‘u’ulume Group 1

Select All I . =
= Iolume 2

rSelect media scan propeties

I Enahble background media scan

Uze the Disk Subsystem==Change==Media Scan Settir
viewfchange the duration averwhich the scan will opera

IMPORTANT: The media scan is currently disahled at th
subsystern level, You must enable this setting using the select All |
Subsystem==Change==Media Scan Settings option. |

A ~Select media scan propetties

[¥ Enahle background media scan

0]34 | Cancel | Help |

= \With redundancy check

& without redundancy check

You will not see this
message, if you have

already enabled the disk Lze the Disk Subsystern==Change==Meadia Scan Settings option o
subsystem viewlchange the duration over which the scan will operate.
|
e

(014 | Cancel | Help |

Once you have indicated the volume(s) to scan, select the recommended
settings for your 200/300 Series storage systems:

* Enable background media scan
e Without redundancy check.

Then select the OK button to enable the media scan process. If a disk problem
occurs, the media scan will report errors found on the disk, as well as provide
an indication of potential disk faults—before they happen.

Note: You may want to turn media scan off when you are building a volume
or during a reconstruction and copyback.

Caution: Media Scans may be disabled when a controller is replaced or
resets. Be prepared to re-enable media scans if this happens.
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