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Ha>)— )y —N—2#d 3]

LDAP ZH5pE L £
7,

LDAP %+ — LT —EZXZFH L TWBHIHA.
HF—EXEHRELET,

LDAP

% 5% [Trusted Extensions 7z 8 D LDAP
DRERL (FIE) )

LDAP Y —EZXZHREL TWDHA.
LZLDAP Y 147 >~ MZLET,

DT AT

61 X—® [Trusted Extensions T K,
V' —2%LDAP Y A7 2 RMIT 5]

v ORINIA—FT 40774 EBRESIUOA

YAL=ILT D

I>2a—T4 277 71)E. BIET BT D Trusted Extensions 5 A ~ & E N
R0 8 A

i - Trusted Extensions 137 7 # )L s @ label encodings 7 7 1)V &1 > A F—J)LV L E

EE

L.
AN
=

ZOFEITIEE TEET,

ZOTI7xINVE Ty ANVE, TECARL—2a > EUTHEAITY, &2
EEOMEMITHEL Tha &R EH A

TIFIWE Ty LI EFHT 5Y

I2a—T4 2777 AIVITENTWAHE, RIORTFIEZMHEHL £7,

I>a—T4 777 OVIZENTWARWES, Bk FlE. BEXOBIZON
T [Solaris Trusted Extensions 7 NV DEH ] #2ZMRL T 7Z3 W,
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Trusted Extensions TD X1/ — > DERE

A\

RO BHIC

EB-HITI AN, TNV EELSA A=V LTLZEWN, ELLA A
F=IL L TWEaWERMETE EE A,

TF T4 —EHE L L T Trusted Extensions /N w7 —J ZBIMLTWASDT, §
T4 L TWET,

tFaU T 0 —EHEIL label encodings 7 7 1 IV DL, BE., BIOMRTFEH
ML X9, label encodings 7 7 T IVZEMRET 2H/E. 7 7 1IVDAFESAALARETH
5 EEMRL TSI, #HMllE. label encodings(4) DY Za 7V R—T &S
LTS,

label encodings 7 7 A IWISEENTEAT 4« TEBULETNA RITHEALE T,

label encodings 77 A )& T 4« R ICOAE—-LEY,

HFHLOWSANNI AT 077 MDD ERELET.

a. Trusted_Extensions 7 # )L ¥ #B=E T,
BREXTIARY 3T Yw I LET,

b. 7T—UAR—=RAZa—7T, 77U —->3>] 5770 5—23> %
=Ty EFEIRLET,

¢. Trusted_Extensions 7 A )L DT A A E=TTIVO )y o LET,

(T2A=FT40DKEl 702 a>EFTIVOY I LET,

FATOT Ry VAT, Ty ANDINNAHZ AT LET
/full-pathname-of-label-encodings-file

chk encodings AX > RZEZREIL T, 77 MO EHRELET, [T
=T 4 2T OME] Y4707 Ry 7 ATKERPERINET,

[T O—FT 4T D8RE] 4705 KRy RORNBEHAHET,

ROWTNMERTLET,

CONTINUE (T2 a—F 4 7 ORE] 72733 > TMbI I =N X
NN GG, BT T2 2ENTEEY, FIE7ICHEAE
@_O
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RESOLVE ERRORS (T>a—F 4 20kl 77 a ik TLI—NRE
INEHE. BT I DI, TOILT—Z2HR LT
FH A, 2% & LT [Solaris Trusted Extensions 7 "\ JL D%
) Of3%E (ST >ad—F 4 277 71 IVOVER (F
i) Z2Z2RLTL/EIN,

7 77AIDEXREICERLES TIXWN 20Uy o LET,
(T2a—FT 4 2T OREl 773a il&o T 7y AINVDONy 77 v 7
E—DMER 3., BREFADIN—3 3 I8 Jete/security/tsol/label encodings -
CAR=IENET, B, TN T ONHEEIINET,

A FBE-GTTHIE. SANIYA—F 2T Ty NNLYA—F 4 2 OB T
Z MZEK LN 8 A,

Bla-r X RITTOD label _encodings X DIRE
ZOFEITIE, EHENOT D RMTZ2MEHL T DND label_encodings 7 7 1 )V %
TARLET,

# /usr/sbin/chk_encodings /var/encodings/label_encodingsl
No errors found in /var/encodings/label encodingsl
# /usr/sbin/chk_encodings /var/encodings/label_encodings2
No errors found in /var/encodings/label _encodings2

¥T5E T label encodings2 7 7 (VAT A I L2 kDS, EHEILT 71
IWOBENRMIZEITLET,

# /usr/sbin/chk_encodings -a /var/encodings/label_encodings2
No errors found in /var/encodings/label encodings2

--> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2006
--> CLASSIFICATIONS <---
Classification 1: PUBLIC
Initial Compartment bits: 10
Initial Markings bits: NONE
--> COMPARTENTS AND MARKINGS USAGE ANALYSIS <---
--> SENSITIVITY LABEL to COLOR MAPPING <---

FHFIIE D OREEAICERETOIEE—2H NI LEDE, 20771V %E
/etc/security/tsol 74 L7 NUICKEIL £7,
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# cp /var/encodings/label_encodings2 /etc/security/tsol/label.encodings.10.10.06

# cd /etc/security/tsol
# cp label_encodings label_encodings.tx.orig
# cp label.encodings.10.10.06 label_encodings

BRI, EHHE T label encodings 7 7 1INt T 7 A IV THH T L 2R L £
—d_o
# /usr/sbin/chk_encodings -a /etc/security/tsol/label_encodings | head -4

No errors found in /etc/security/tsol/label encodings

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2006

Trusted Extensions CTIPv6 -~ N T —F > T &= H
295
IPv6 INEZN T H DA, Trusted Extensions id CIPSO 7> 3 > D [Pv6 /N7 w b 2k

ETEFEH A, Trusted Extensions T IPv6 1w BT —T ZHNTT 5T
1%, /etc/system 7 7 1 IVICTZ > MU ZEBIML T ZE W,

Jetc/system 77 AITKRDIT MU EADLET,

set ip:ip6opt_ls = 0x0a

EEPIZIPve DREENIEL K BN EZ2RTITI— Ay b—I0NEREINZ
5, TN EEELET,

s TR DARIDNIELWZ E&MERLET,
= Jetc/system 7 7 T IVICIELWI > MU ZBMULZH SIS AT ANEEES
Nl LBl ET,

= G TITIPve AN TS Solaris & A 7\ IT Trusted Extensions & -1 > A
F—=JLL T, /etc/systemiZIP L RN ZBIITERMh>7288, ROL
FT— Ayt —UNERRINET, t optmgmt: System error: Cannot assign
requested address ftime-stamp

IPv6 XA N TIE 720 Solaris & A 7 AT Trusted Extensions -1 > A b —)L L
T. /etc/systemZIP L2 MU ZBITERN>HE. ROLDRT
T—Awt—UNERINET,

=  WARNING: IPv6 not enabled via /etc/system
®  Failed to configure IPv6 interface(s): hme0
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®  rpcbind: Unable to join IPv6 multicast group for rpc broadcast
broadcast-number

v =200 O—2 %R T BIEDHICZIFS T—I)LE

RO BHIIC

ERRY %

Solaris ZES A Fw F i avy h&/—2F > 7L —hELTHERTS8E. ZEST7 71
WWEZIZZES TINA A S ZES T =)V B ERT A2 ENH D FT, DT —ILIZ
Z. B =0 00— ERT B0 ATy T ay bOMERFSNE T, ZFS
T—IVHIZ Jzone TN AL £,

Solaris D1 > A N—)UIFIZ, ZES 7 7 A IV AT LHDT 4 AV BEEZMHMRL THE
F9, FEMIE. 26 *—® [Trusted Extensions TD )/ — > gt ZHRBL T /ZX
(2

Jzone/N\—T 43 ET ORI MLUET,
A A S=IVRFIZ, 07T 4 A7 B&E (K 2000M N1 B) D /zone /N\—TF 4 >3
EERLTHO FT,

# umount /zone

/zone XUV RIRA 2 M EHIBRLUET.

# rmdir /zone
vistab 7 7 A I D szone T h)ZEIAA MILET,

a. /zoneLY MU ZEFRAFIONLTZNWLDICLET,
IF5 4 Tvfstab 7 7 A IV EBIEET, /zone T MU DT A > bidH 2}
TET,

#/dev/dsk/cntndnsn /dev/dsk/cntndnsn /zone ufs 2 yes
b. T4 RURSA A centndnsn &5 1)y FAR—RICOAE—-LET,
« 77MINVEREL. IT49ERALET.
TFARIRSGA REFERLT /zone 2 ZFS T — )L E LTHBERLET.

# zpool create -f zone cntndnsn

TeEZIE /zone T2 FUMNT 4 AV A T4 A cotodoss ZfH L7256, <> RiZ
ROEDITRDET,

# zpool create -f zone c0t0d0s5
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RO BHIC

IFST—IIVINEETHDHEERIILET,
KONWTNADOIT Y REFHLET,

# zpool status -x zone
pool ’'zone’ is healthy

# zpool list

NAME SIZE USED AVAIL CAP HEALTH ALTROOT

/zone 5.84G 80K 5.84G 7% ONLINE

ZOBITIE, A A R=IVF =L —2D/N—F ¢ > 3 > HIZ6000M /N1 % H
BELFELZ, fH . zpool(IM) DY a7 I R—=VEBBLTLZI W,

Trusted Extensions Z B8 L CTOY A 9 5

FEAEDHA FTIE, A A= F—L OFEZREZT, 2 NELEOEREN
AT LD EHEL LT,

B0 A >3 BH1IC, Trusted Extensions DT A7 b TBIRNT ) DOF T
2 a  EBALTEBWVWTL 30, #fllE.  TSolaris Trusted Extensions L—H— 2/

4 Rl O% 23 [Trusted Extensions NO T 71 > (FJE)] 2L T Z I,

CATLAEBEEBLET,
# /usr/sbin/reboot

SATINET T T4 DFERADOT 4 AT LA DNIRNWEEE, H6E [Trusted
Extensions & \w RL AT AT LD (7 A7) | [THEAET,

Solaris Trusted Extensions (CDE) 7 X2 kv FICR—/N\—1—H =L L TOJVA L E
—g—o

a. OJA4 >0 4> RIT, TRY by 7 &L TSolaris Trusted Extensions (CDE) % 1R
biﬁ—o
Z D Trusted CDE T A7 vy FI2id. AT LOKERFFICRNL DT 7 > a > Ivg
FNTVET,

b. O A HAT7AOTKRY I RT, root BLUProot/SRT—RKREADLET,

I—HY—IZNAT—=RZ2EINDANICHISNZNEDICLTLZEI N, ZOAN
A—HF—DF—H TV vAT32E, TIVRALEANEZEETET, BEEZER
TERLRDET, NAT—RBNENDANICHISGND DT, T—F =N EICH
ATUESLOREHENRGEEE, ESHEOTBWENAZAT—-RER SN
D, BETEBWINAT—RERELZDT D E, RENREENHD E
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Trusted Extensions TD X1 — > DERE

§, Trusted Extensions ¥/ 7 b =7 Tld, ZETHRWINAT — RINFRE NN
IO TEEITN, TN AT—REHZAZD, EZXEDZVT LD
k52 &iFTEERA,

3 [H\R#BEOOJAV] FAT7ATKRY I ARNDIEREFZHET,

Laszt Loging Thu Oct 09 17305325 2006 on console

[ Meszage Of The Day

Sun Microsystems Inc,  Sun0S 5,11 Oct, 10, 2006
Solaris Trusted Extensions

e —

4 T

—Session Attributes for Lokanath Das

Ri; ght Hll

Rales: ELIN

Hin L b N PUBLIE
Eleara COM

Current Desktop: d Ext S{n 3]
Idle Time before se: N locks 30 minutes

[ —

I Restrict Session To A Single Label

@ |

(THE) 220y 27 L TRy AEMUET,

4 SN)IENY—%55IET,
(T 22097 L TT 74N DITRINVEZTFANET,
o7 4> 70t AMM5E 79 5 &, Trusted Extensions FH 23E < HoR_ S 4, 4 DD
J— AR—AEFHDTAT by Ty ailisDEd, I ATV RAMIA
7T Trusted Path D> > RIVINEREINFE T,

E-VATLOHINGHENS LS, OV F T ITANELREERZDY 7 L TLESE
W, INZERBDE, ENDDHENCRAEZITTICCAT LAY 7 EATETLE
W, T EALANERETET, BEEZEBERTERBRDET,

v Trusted Extensions CSolaris B2 1Y —)l
H—/N\—Z#ELT B

ZOFET, 1—HY—, &BE, FAK, V=2, BEXORY NT—=VE2ZDI AT
AETEHTESLIDI fci DFET, BRTDIRIDL AT LATIE, files AI—TD
AOMEFHRRET T,

58 Solaris Trusted Extensions A > &~ —JL & #&A% (Solaris 10 11/06 3 & T Solaris 108/07 1J ') — & hR) -
2009 F 4 B



Trusted Extensions TD X1/ — > DERE

1RO BHIIZ

1

Z—)N\—1—T—ThiFhuIrn £8 A,

Solaris B OV —JLZEREILET,
# /usr/sbin/smc &

F-Solaris B YV — IV ZIFLOTRENT 5 XT3, BEY AV ZEZETLE
G, ZDOYATITEFEDMNMND ET,

Solaris B Y =)L TY =Ry I RADT A AV DPRRSNEWNGEE, KON
nhERITLET,

» FET -2 a3 RESRRESNENGE

a.

C.

RRINTWND Y=LKy I RER<] 470Ky IR

T, H=N—] OTFICHBLRATLDEHIDED [HHMAL] 20Uy oL
£9.

AT LIAEY —BRUOAT Y TOHBREENZNFE, Y —IVRy 7 AN
FRINDETEODMBEENH 0 F9, HEREIZONTIX, 42—

@ ITrusted Extensions [ SolarisOS D1 > A h—IVE=E7 v 7V 1L — R %
ZRLTLZEI N,

Y=LKy ZADY R MMPS, Policy=TSOL TH DY —ILRy 2 RE#IRLF
j_o

4-113. This Computer (this-host: Scope=Files, Policy=TSOL) Y —JL iR v 77 A
%R L TWET, Trusted Extensions T. [T AT LD /— RiTH B
V—)VEEBELET,

FE-RNY =N — IRy 7 ZTEIR L EWTLZE W0, UZhEINT
WAHRY =7y — )R w 7 Z1d. Trusted Extensions ZH 7R — kL 48
/UO

HEEEZDAD—=TIIECT, V—ILRy 7 ADBRNRED F7,

s O—H T 7 AINVERETDICE. 77NV AD—T2EIRL £,

m IDAP T—AAR—AZHRETSHIZIE, LDAP AI—TZEINL F7,

117 XR—2 D [Solaris EFL I > — )LD LDAP Y —)ViRw 7 A Z T
%] 5T 5HE, LDAP A d—7HMEFHAIREIC /2D £ 7,

A< 200y o LET,
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» FET—LaVRERIRRENDD. VIR I ADT A AV MEEE#HTDH
BI5E

a. Solaris B Y —I)LEKRTLET,

b. Solaris HXEI Y — )l EZBEHLET.

# /usr/sbin/smc &

Policy=TSOL DY — LRy U REF/ZZERL TOWEWSEE. TNEZERLET,
RODEIZ. This Computer (this-host: Scope=Files, Policy=TSOL) YV — )L 7 A &R L
TWE T, Trusted Extensions T. [ AT LDHERL] / —RIZHBY—IVEELEEL
i—a—o

| Console Edit Action View Go Help

|2lal ple]~ @

# Navigation
This Computer {idea: Scope=Files, Policy=TS0L) |~
| & i system Status
| L] gg Systermn Configuration
1 ¢ <G users
& User Accounts
&b User Templates
<E Rights
> Administrative Roles
i Groups
& Mailing Lists
¢ Computers and Metworks & ]
Security Templates
<3 Trusted Network Zones
Computers

4-1 Solaris EH 1 >/ — )L D Trusted Extensions Y — )l

(BERATRR) IREDY — IRy U RERTFLE T,

Policy=TSOL Y —)LiRw 7 A &RET S E. T 7 4 )b b T Trusted Extensions Y — )l
RNy I ANMGEHRAENE T, RERIKRE L, FARNZETHRESINET, mA B
I3 Solaris HHE O > — )L Y —/)N—"T7,

a. MaA>y—ibl AZa—0m5 IHREDEE] #RIRLET,
[R—L) W=y 7 ANEIREINTNET,
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i
g

RO BHIC

b. Policy=TSOLY — LRy o R%& [:R—AL] V—=IKRyIRELTEELET,

[HEDY—IVRy 7 ZA&MEH] Ry &27) w7352 EICk>T, HED
W—)ViRw 7 A% At 74—V RICANLET,

« [TH 20Uy L TREEZRFLET,

Solaris BV —J)LEKRTLETY,

Solaris B EE 1 > —)LIZx 9 5 Trusted Extensions DB JIEHIH DL IZ DWW T

¥, [Solaris Trusted Extensions H ¥ D FNEI D [Solaris EF I V) —IL Y —)L| &%
LT ZEW, SolarisE# >V — ) 2L TEtFa2VFT—F> T L —F%
YERR S 5121d.  [Solaris Trusted Extensions HELDFNE) O Th T A5 v Rxw K
T—0 7= RXN—ZADRER EE~ Y 7)) 22RLTIEZI N,

Trusted Extensions C K1z —> % LDAP 2 51 7
g Y el

LDAP Tld. ZOFIETKIE — I x— LT —EXRELHEREL £9, LDAP Z#ff
HALTWaWESE, ZOFEIZEKTEET,

Sun Java™ System Directory Server, D % ) LDAP H—/N—73F(E L /R IT U720 £4
Ao Trusted Extensions 77— N—ADT —F NP —N—ICANEINTNVWT, ¥ATF
LIS —=N—EEETERTNERDET AL, TDD, KL TWE I AT A
T, LDAPH—/N—LE®D tnrhdb T—F XR—ZANDL> FUPKBETT, HDHWN

W& ZOFMEEFEITIT DN, COTZATLANTAINEH—RI MJIZEENT
WSR2 D £8 A,

Trusted Extensions 2i%iE & 4172 LDAP B —/N\N—INEFELE L 7R WS, KITRT FEZE
79 50T, %535 [Trusted Extensions D72 D LDAP DALY (FE)) OFNEZEET
L9,

JTD nsswitch.ldap 7 7 AIILDIE—ZREFELE T,

LDAP i DREHEM) /2 — AT —EZADAA v F 7 7 1 IVIIBEN TH S 7=
¥, Trusted Extensions I[ZI3fF A TE EH A,

# cd /etc
# cp nsswitch.ldap nsswitch.ldap.orig
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DNSZ{FER L TWAZEE. KDY —EXDnsswitch.ldap 77 AIINDI ) %EZE
Ebij_o

ELWIY RJIRROEBD T,

hosts: files dns ldap
ipnodes: files dns ldap
networks: ldap files
protocols: 1ldap files
rpc: ldap files
ethers: ldap files
netmasks: ldap files

bootparams: ldap files
publickey: 1ldap files

services: files

Trusted Extensions IZ&> T, KD2DDOL > MUMNBMENET,

tnrhtp: files ldap
tnrhdb: files ldap

ZE L /= nsswitch.ldap 7 7 A JL% nsswitch.conf [COAE—LE T,

# cp nsswitch.ldap nsswitch.conf
Trusted CDE 7 — 2 XA X— X T, Trusted_Extensions 7 # JL ¥ [CIBEIL £ T,
a. BEEVYIURARY3ITOUYILET,

b. 7T—UAR=RAZa2—7T, 77U —3>) 5 77)5—3> %
*—Tv ] EERULET,

¢. Trusted_Extensions 7 A L DT A A E=F TV LET,

DT FINFIZIE, A2 Tx—A, LDAP 7 9147 > h, BERIRIAfHE
= BRETHEODT I arNEgENTWET,

[WDAPU SAT7 > hEERR] 7o avESTTINOY oI LET,
KROTOLT NIEAET,

Domain Name: Type the domain name
Hostname of LDAP Server: Type the name of the server

IP Address of LDAP Server: Type the IP address

LDAP Proxy Password: Type the password to the server
Profile Name: Type the profile name

Solaris Trusted Extensions - > & I —JL & #&A% (Solaris 10 11/06 35 & U Solaris 108/07 1J 1) — ZkR) -
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INIfFEY =2 DIER

6 [THEOKI =22V voLET,
ROFTET A= IMERINET,
global zone will be LDAP client of LDAP-server
System successfully configured.

*x*% Select Close or Exit from the window menu to close this window ***
7 7023aro4r RUERLCEY,
8 U—N—[CHILBEHRPELNCLERERLET,

a. WARD 4 ROZEE, IDAPH—N—ZBELET.

# ldapclient list

HAZRIRDOELDITIED T,

NS LDAP FILE VERSION= 2.0
NS _LDAP BINDDN= cn=proxyagent,ou=profile,dc=domain-name

NS LDAP BIND TIME= number

b To—%{EELXET.
II—NERINDGE, ELWET ILDAP YV A7 > R&lERR) 77 a >
ZFEITLET, 2EAR ROLT—NERINSHE. LDAPF—/N—ITT R
TLDIY NUNRWAREENH D £,
LDAP ERROR (91): Can’t connect to the LDAP server.
Failed to find defaultSearchBase for domain domain-name

ZDILT—ZEETHITIE. LDAP Y —N—Z2MRT 20N ENH D ET,

NIV EY — 2 DIER

txzonemgr A7 U TR EFHT D E, TINIANTET =2 ZHERTDIRDY AV 2T X
TIEIZHEITTEET,

fif A - txzonemgr DFJEZHH T 5121, Trusted Extensions @ Solaris 10 8/07 U 1) — &
EEITLTVRHRENHDET, T4, 2OV —ZADQTXRTONNyF&1 A
F—=ILLTLZE W,
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INIfFEY = DIER

Solaris 10 11/06 ) U — A ZBHED /)Ny FZEH LB W TEITL TWBEE,
#% B [Trusted Extensions TOCDE Y 7 > a > &AL —>2D1 A=)l @
FIEZEFEHL TIIAFE) =2 2R L ET,

ZOFOFMET, mRK2DDIPTY RLAIZED B TENTNSE T AT A EIZTN)L
ffE—2EBRLET, TOMDREITONVTIE, 35 X—TD MEET Y 7!
Trusted Extensions D¥Efii &1 > A M—)L | O AT a 28R L TIEI N,

S

e

1. txzonemgr A7 U 7 K%
EITLET,

txzonemgr A7 U 7 NT, V' — > ORERIFICH#E L 725
A7 &R Y % GUI Z1ERR L £7.

64 X—®D Tltxzonemgr A7 1) 7
EHEITT D)

2R =Ty b
J—=0425T =A%
EHLET,

KIF =TI T2 — AL ET., DOF
D, WAy T —AZERLT. 20501 >
=T — A& K — > THIELET.

65 X— D [Trusted Extensions T
I NT—=0A 25T 12— AR
ERY

3. = LRI ENITT
TR EMNTET,

= CFED TR DIN—2 g > B TERTZ A
T, IARIVICEID Y TET,

70R—20 = IZHARTB IS
NV 2T %

4. ) =% A=)
LCiEELET,

Nlr—I8) =204 A=)V LET, —E
A& = THRLET, V—rmkay—Ilic
Eo T V=T IVTAET A BERTEET,

NR=T0 [FR)UfET =2 %A
A=V B

TBR=TD [SN)fFEY— 2 2
9%

5 —2DAT—H A%
MRLET,

TR E =2 INFFENTBD, 2DV — 2R
K — > EBETEL I LEHRALET.

TANR—TD =2 DAT—H A%
fERT 5

6./ —2ENAIIA R
LET,

RE3H—ERE — 2 InSHIBRL £,

V=L BERLTEOMD ) — > EERT 284
X, ZOV—VICORBESNDERZEHIRL £
ER

76 XN—TD [FR)fFE =%
AIRA AT 5]

7. 2D D — > EERK
LE7.

BIRL 7= HEEFERLT, 2200 — 2 &2ERL &
T, = OERFIEIZDONTIE, 26 R—

@ TTrusted Extensions TN/ — > &t | 2L T
<7ZEWN,

78 X— D [Trusted Extensions TlE
WO — 2 EERT S |

8. (B THE) /— > [EH
AN R L
7 x—AEBMLET,

oy bU—0 QR EIT O, 1D DRy b
T—=0A4 28T =A% T\ &) — 28l
£9, BHEIL ZOMREFRALTINIFETT
Ty SRR L XTI,

8ONX—TD [y NT—=U A4
T —AEMED T NfFE—
IZIBINT %

v txzonemgr AZ ) 7T N ERTT B

DAY T RT, INAFEY — 2 Z2RUNTHER. 1> A M=), ¥k, B&X
NEEFHTDZY A ZIEICETLET, ZOAZ YT TR, &Y — D IC4HTZ2 AT
TZED4HTE TNV EEEMT, NviTr—2%2 1 > A M=)V U TIREE 0S Z1ERL
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INIfFEY =2 DIER

1B BRI

L. V=2 aRHLTEDY —>TH—EAZHIKRLEY. ZOAZU TR
3 V=0aE=BXNY =200 0= NERDI A NEENTNET, £
Too =2 OfFER V=2 OREBOEE, V-EEOFY U= A 2%
T —ADEMETELXT,

ZDOAZ YT ML THICIRE SN D A 2 =R SN, BIEDORIICER)
BEROAMNEIRINET, LEAE V—2DAT—HFAERET 2HEIC

3 V=2 ZBA AT EODA 2 —HBTFEREINEE . ETHEAD
FATIEI A MIERRENERE A

A—=/N—A1—F =20 F7,

=D 0= EERT AEEIE. V-0 a— AERDOEREZE T L THRE
F9, EOLF YT — %/7v MEEHTZEHEEL. FOoT> L —hE
ERRLTHBEZXT,

AR 4 RUEREY - THREXT,

txzonemgr A2 U T hERFTLET,

# /usr/sbin/txzonemgr

ZDAZ YT KT, [Labeled Zone Manager] ¥ 7O Ry 7 ANHEET, =
D Tzenity] ¥4 70T Ry 7 AT, 42 A M—=)VOBEDIREIZIGU T, @Y7k
YA EFITTHEIRODENET,

H AT HFITT B AZa—HEZBERL TH S, Returnf'\* LN

FIT7 22U LFET, TFAMNDODANZEZRDSNZHEIL. TFANEA
JIL TS Return F—ZITNERI (T 200w 0 bi'ﬁ_

Trusted Extensions TRy N —0 A 4571 —X
e T 5

E-VAT LT LT, DHCPZH T 2MELITH Yy NT =N — > &5
BLIBRNVWEDITT B, OpenSolaris Community: Security Web X — 3
(http://opensolaris.org/os/community/security)® Trusted Extensions D HilZ & %

J =RV AVICETHIEREZRL TIES 0,
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66

R BRI

ZDHATT, 2w bT—F 2T &K — > THKL £, all-zones 1 %
T —A% 1 DEFERTDHENDH D ET, all-zones { ¥ 7 = — Ak, TNV
fIE =2 R —THEINET., ZOEFES YT —AF, TRNIAE
V=2 ERBY = DBEO ST T 4y 7 OREHIEICHEASNET, 20124
T —AZERRTHITE, ROWTNNEETLET,

» BRI T2 AMSWmEA 2 T —AZER L2, WA Y T — A
ZHALET,
C O, BHEICEST, BoEBEHETY., PATLAN2DDIPY RLA
ZEDETOENTVAHAEIC, ZOWKZERLET, ZOFIETIE, w1 >
57— AEFRE = OEHEY RLAERD, YA 25 T 2 — TR
= ETRIEY —CRITHREINET,

» B T —ABHELET
SATLMIDODIP Y RLAZED R TH5NTNSHEIC. JOMREENL %
T ZOMMETIE, K —>ETRUfTEY = HTYHEA >4 72— Ak

» ARy FT—=U A2 T —Avnio AL ET
DHCP ZHk 3 255 F. &Y 7%y hU—=7 DI NIRRGE-> THD 55
2. ZOMRZEZERL £9 . FIEFITDOWTIEL. OpenSolaris Community: Security

Web X—727 (http://opensolaris.org/os/community/security)® Trusted Extensions
DEINZH 2/ — ~/)N) AT 2ERESRLTSZE N,

= EEDXRY NT—= A T —AZEBINTSHI2E,. 127 7 —AZEN
THHNT, V= DIERZEK T LU THERLET, FIEICOWTIE, 80—
D2y NT—=0A28 T =AM EDTI)UET =BT 5] 221
TN,

K ) — > TA—/N—T—HF— 2D FT,

Labeled Zone Manager NE/RINTWNET, ZDGUIZMITIE, 64 R—2
D Ttxzonemgr A7 ) 7 h2ETT 5] 2HBRLTIEI N,

lLabeled Zone Manager]! T. [Manage Network Interfaces| Z:#RL T, [TH#l %
2w ULET,
A2 T2—ADY A SMERINET,

F-ZOBTIE, WA AT —AIWCHEARNGEIP Y RUANA A b—)VEC
HOYTHENTVET,
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INIfFEY =2 DIER

YIBA YT 1 —REZEIRLET,
AT T—ANIDHDVATLITNE, ROEIDBAZa—NEREINET, &
EOEDICHERZEMLTWET,

vnio Down Virtual Network Interface
eri@ global 10.10.9.9 cipso Up Physical Interface

a. eriof Y71 —REEIRLET,
b. T8 #0Uvy o LET,

DRy NI)—0A4 57T —RICHE LY RV ERIRLET,
KD, 3DDF T a i fERrINET,

View Template Assign a label to the interface
Share Enable the global zone and labeled zones to use this interface
Create Logical Interface Create an interface to use for sharing

s DRATFADPIDDIPT RUREHDIBEEE. FlE4ICHEALET,
n DRATAM2DDIPT RUREHFDBEIL. FlE6 [THEAET,

1DDOIPT7 RLVREHDVRTATIE. WA T71—REHXFLET,

ZDMERTIE, FARDIPY RLAMTRTOY —ICEHINET, Lz
Mo>T, RARDY RL Al all-zones 7 RLATY, TDOHRAZEIILF L)
Y—N—ELTHERATAHZEEFTEE VA, ZEXEF, -T2 AT LD
S5O7 7 AINERAETLHIEEITEE L. TOT AT AL, LDAP 7O+
P—N—, NFST—ALT A L7 MU= N—, T HHF—-N—EFT5H5IELIITE
FH A,

a. [Share] Z#EIRL T ITHEl #2010y o LET,
b. 7OVT7MT. KA MREZITANET.
¢ *YNIYRIDPRRENIATOIRY I RERTLET,

eri@ all-zones 10.10.9.8 cipso Up

ROFIEFRF v TUET,

WA > Tz —AMall-zones 1 7 72— A7 > TWiUE, FIEITEFICTET
LTWET,

2DDIPT RLREHDVRTATIE, REBA YT —REEBRLET,
F0%, MEA YT —A2HBFLET,
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b o &H T 2T IR Trusted Extensions v b7 — 27 KT, ZORERT

i AL 2DIPY RLRAIZEND Y AT LINZDL AT L EOEE DY — I EE

THDITHEHAL, w1y T —AFRE — D ICEEET A ENTEE
T, R — @< F LN —N—E L THEATEET,

a. [Createlogicalinterface] Z#EIRL T TRl 20U v o LET,
FLWGRMEA > T2 — ADEREHRE T A5 A 70T Ry 7 AZHUET,

b. [SetlPaddress| Z##ERL T Tl 20 v o LE,

¢ 7AOVTNTHEBA VYT T—ADKRRANEEREL., [Tl 20Uy o LE

ER
7=EZIE, R 2 T —ADKRA M4 E L Tmnachinel-services ZF57E L £

o ZOAFNEL. ZORASRIIINFLNY—ERXEREET LI L2/ TN

ESCIN

d 7OV THEBA VI TT—ADIPT RLRZIEEL., [Tl #0)voL

ia_o
EZR REA YT —ADIPT RLAELT10.10.9.2 28EL T,

e WEA LI TI—REDSI—EBRLT, [T 20Uy LET,

f. [BringUpl Z2#IRL T ITHRI 20Uy o LET,
A2 T —AMNup ELTERINET,

erio global 10.10.9.1 cipso Up
eri@:1 global 10.10.9.2 cipso Up

9. MEBA T —REXFLET.
i. MBS T —RERRLT (T 22y ILET,

ii. [Share] ZZFERL T ITHI 20Uy o LET,

erio all-zones 10.10.9.1 cipso Up
eri@:1 global 10.10.9.2 cipso Up

Pzl EH1DDA Y Tz —AMall-zones 1 > ¥ 72— A7 > TWiux, FE

WFIEEIZZE T L TWET,
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£l 4-2

5l 4-3

HEREA DI T 1 —APH B XTLTD /etc/hosts 7 7 A IV DE
K = NC—BDA A TT—ANHD, TNIAET =R 5

T — AR — 2 EHEFET B ZFT LTI, /etc/hosts 7 7 T IVERD X DI
w0 ET,

h+

\

# cat /etc/hosts

127.0.0.1 1localhost
192.168.0.11 machinel loghost
192.168.0.12 machinel-services

T 7 4 )V MR TIE. tnrhdd 7 7 IR D X STV ET,
# cat /etc/security/tsol/tnrhdb

127.0.0.1:cipso
192.168.0.11:cipso
192.168.0.12:cipso
0.0.0.0:admin_low

all-zones { > % 7 = — AW tnrhdb 7 7 { IVNIZBWES, 1 ¥ 72— 13T
T AV BD cipso il D ET,

IP7 KL ZAH1Ddb B Trusted Extensions > AT ATHDHEBA 4
TJ1—RADXRR

ZOHITIE, BHENS AT LEIINF LX) —=N—E L THEHTZEEIZHD
FH. IPTY RLAZHKT Z720, IXRXRTOINIIfTE—2EPTY RL A%
BT DHEDICKREY — PRI NET,

BHEIZ, ATLDmeo { > 7 —AELT IShare] Z#IRLET, 2DV 7
Pz 7ICED, TXRTOYV—VICHHENICOADH DL IORESNET, 25D
HNICIZ, K —>T1O0OWHEBAENICEIRELET,

EHHFIL ifconfig-a AN REZETL T, XYy M= A2 Tx—A
192.168.0.11 ICH WA > T — A meo NIEFIND T 2R L X
§, all-zones DIEMNFERINET,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000

hme0: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
all-zones
inet 192.168.0.11 netmask fffffe@@® broadcast 192.168.0.255

EHHIL /etc/hostname.hmed 7 7 T IV DNEHHARET,
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192.168.0.11 all-zones

v V=2 ICRARIBLUOINIVERTS

1RO BHIIC

70

label encodings 7 7 T IVHD T T LI — 2 ZERT D4 ETIH D EFA
W AERTAHZEHTEET, HHGUIICKD., ZOYAT L TGUIHITERS N
)= BB DZEDTEL ININFEINET,

K — > TA—=/N—2—H—IZ/2D £9, [Labeled Zone Manager] ¥ 7 10172
Ry AMFEREINET., ZOGUIZREITIE, 64 R—TD |—txzonemgr7\7')7
g7 5) ZZRLTEIV, Xy hT—=0A 25 T2 —AZKRE/ — 21
ML TWET,

Wt Fa) T4 —F T L —b2ERLTWET, EFaUFTo—FT2> 7L —h
T, BHEOHRTEIZ, Xy NT—UA4 2772 —ACEOBTEHIENTESLIN
NHiIHEZERLET, T 74N bDEFa T4 —F7 > 7L — MTHRHEMITZ
INBHZEWEHDET,

s PFaUTF 4 —F 2T L —FOMEIZDOWTIL,  [Solaris Trusted Extensions & P
DOFNE) D [Trusted Extensions Dy T —2tFa 70 —J@ME 22RL T
<7Za,

s Solaris BEH O =)V EFHL TEFaUT 4 —FT > 7L —FEERTBIC
1¥. TSolaris Trusted Extensions EEEDFNE] O [N T AT v RFwy NT—7
T R—ADHIR (FES Y 7)) Z2ZRLTIEI N,

lLabeled Zone Manager] . [Createanewzonel 22U v LT, [T %275
Dy o LET,
TOrT N THBIOANERDSNET,

a. V—rDREMEANLET.

EY b= =TIV ARTEY — T ET, 22K TN
CONFIDENTIAL: RESTRICTED TdHh 5 — IZId. restricted &EW D HRi12 T E
@_‘0

=& ZE. T 74 )V EDlabel encodings 7 7 A VIR D T R)VINE £ TN
i‘g‘o

PUBLIC

CONFIDENTIAL: INTERNAL USE ONLY
CONFIDENTIAL: NEED TO KNOW
CONFIDENTIAL: RESTRICTED
SANDBOX: PLAYGROUND

MAX LABEL
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INIfFEY =2 DIER

TN ZERZ =2 I DERTEEXTA, ROV — 2 ZEkd 5 2 L &emmatl
TSN,

n I RTOLI—Y—DI AT LTI, PUBLIC TN)IZ1I DD —2, BLN
CONFIDENTIAL T NJLIZ3 DD — 2 Z{ERR L £9°,

s BFHEEHD T AT A TIE, SANDBOX: PLAYGROUND T NI — % 1 DIERRL
F 9, SANDBOX: PLAYGROUND |ZFRFHEHAH O ARHERKE 7 NIV & L TEHREI N, IS
FZEOMFEHT DI AT LTDH, ZDTR)I — N TT,

m MAX LABEL T JLITIZY — 2 BERLBNWTL7ZE W, ZAUIR T ERELT
EFFRINET,

b. ITHOKI 22Uy o L&D,

FAT7OTHRy 7 ATl ¥ A7 DY A KD LT zone-name : configured MNFER S
NEd,

2 V—YEINVERIFBICE. ROVWTNMERRLUET.

= HRHZTAXL7=1abel encodings 77 A I EFERLTWSEHESE. b XT Y R
Ty ND—=0 =Y —=)VEFERLTY = ICINIERITET,

a. FIRTYRRYND—=0Y—=2Y—)L%&SolarisEEIY —J)LTHREET,

i. SolarisHEIEIY—)LZRELET.
# /usr/sbin/smc &

ii. O—H7J)L X5 AD Trusted Extensions Y — )Lk 2 R EZHEE T,
ra>y—=bl - I'—=IiRky o REMA<] Z2FIRLET.

['This Computer (this-host: Scope=Files, Policy=TSOL)] & L\D ZHID
V=I)LIRy O REBEIRLET,

HA<] #0)y o LET,
ii. TSRTADERK] (CHD TAVEa—ERYNI—4] [CBEILE
ER
KRODENZE/NNAT—RE2AHLET,

iv. NIRRTV RRY NI =2Y=VEGTNI v I LET,
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b. V=T &IT, BUEINIVEY B EBEMITET,

i. [(7ooarv] - = EROEM] Z28RUET,
FA4T7aTRy 7 A, BlDLETS5NTNDS T )VNRNY — > OARTN
ZRSINET,

i. V—REWEZELTCHhS REl 20Uy o LET,

i. ZNIVENSY =T, V=2RICERATEIINNEIV VI LETS,
fESZINVEs )y 7 LizHEa, TOINeb s —EI7 Uy 7 LT
BREMREL, ELWIN)LZ2r w7 LET,

iv. B|ULTERELET,
(RS AT Ry hT—=2) =20 70NT 4 —) A4 707Ky 7 A
TIT# 220w L%FET,
BN — M RTNRIVICE RSN TTT, WL, —
DB AZa—JHEHZZ YT DHE, J—HDMEN2NWY A 7T
Ry 7 AWM NET,

» T 7#)LbD1abel_encodings 7 7 A JLZER L T\ 5155, Labeled Zone
Manager Z{EFA L £ 7,

[Select Label] A= a—JEHZZ U7 LT ITHE =27y L. EHAIEER
FRNDOY A NEFRRLET,

a. V—DOINILEZERLET,
public EVWD ARIDY — > DFE. U A RS pUBLIC TNV EEIRL £7,

b. TEOKI 20Uy o L&D,
AT D) ARNERINET,

v SN)ITEY—2FA A M=ILT S
o BEIIC R — > TA—=/NN—2—HP—IZRDET, V=N A h=)hanTHo, &
DY THEADRY NT—=DA4 25 T2—ANHD T,
[Labeled Zone Manager] %1 7 027 Ry 7 AMEIRE 4. zone-name: configured &

WO THA MV TWET, ZDOGUIZBILITIE, 64— D [txzonemgr
AV T NEETTD 2BRLUTIEI N,

1 LabeledZone Manager /05 finstall] #2iRL T ITHEI 20U v o LET,

72 Solaris Trusted Extensions A > &~ —JL & #&A% (Solaris 10 11/06 3 & T Solaris 108/07 1J ') — & hR) -
2009 F 4 B
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EEEIR

v
IR B HIIC

EE-ZOTOEANKTITHETLES KFEANNDET, ZOY AT DET
3 ERDI AT ZFITLIENTLIZE N,

AT AT, KR —2MmsIEREY — Ny r—yhNaE—anExd, 20¥
A& T, IRNIWMNEDHRBARL —FT 4 2T AT LN — 221 > A
c=bENnEzd, ZOFIZHITT D0, TDY A7 Tpublic /—2 WA > A
F—IlENFET, GUILITZRD I DI IIMERINE T,

# Labeled Zone Manager: Installing zone-name zone

Preparing to install zone <zonename>

Creating list of files to copy from the global zone

Copying <total> files to the zone

Initializing zone product registry

Determining zone package initialization order.

Preparing to initialize <subtotal> packages on the zone.

Initializing package <number> of <subtotal>: percent complete: percent

Initialized <subtotal> packages on zone.

Zone <zonename> 1is initialized.

The file /zone/internal/root/var/sadm/system/logs/install_ log
contains a log of the zone installation.

A DAR—INET TR E RANDARTIO AN & ERTZT 02T bRFREN
Y. AEINERINET.

ZTORAMDEFZEEDEEFEALET.

FAT7OTRY 7 AT, A7 DU ASOD EIT zone-name: installed NFER S I E
g,

RDOEDREENFIRINET ., lInstallation of these packages generated
errors: SUNW pkgname| NERSNIZHE, 1 > A b—)bOr &g5sH, Ny 75— 0
AAN=INERKRTLET,

FNITEY -2 %iRET S
K — > TCA—=/N—2—HP—IZRBRDET, V=N A =N THOD, F
DHTHBD Ty NI =51 28 T = ANB 0 T

[Labeled Zone Manager] % 7 O 7R 7 AMEK RS, zone-name: installed &\
ST A MV TNET, ZOGUIZEHITIE. 64 R— D [txzonemgr A
7T REFETTL] 2BRLTIEI N,

lLabeled Zone Manager]! T [ZoneConsole] ZZEIRL T ITH 20U v o LET,
BIEOTNIFE =202, Jloay—I)v o1 > RUNERINET,
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74

2

A\

EREIR

RDFNE

lBoot] ZEIRLET,

=R =) i V=V EBOESZBIL XS, V-2 Z2RIN5
R T 2581, ROK DAy =2 MMa ) —)NIZERENET,

[Connected to zone ’'public’ console]

[NOTICE: Zone booting up]

Hostname: zone-name

Loading smf(5) service descriptions: number/total
Creating new rsa public/private host key pair
Creating new dsa public/private host key pair

rebooting system due to change(s) in /etc/default/init

[NOTICE: Zone rebooting]

FE-ZDY AT DEFHIE, ENDY AT EREITLEBENWTLZEI N,

BARICE-> T T Ay t—IUNERINTY—2NHEEB LW ERHD
F9, V—2itiRIA =)V TReturn F— 2L £, HEEITH2DICyDAN
ERDDHTO T INERINZS, yE AN LU TReturn F—Z2HLET, J—2
NHEHINET,

O —=INRID — s A —aN=nFERIEr o—AER S NG E1E. 74
R=PD =2 DAT—H A EMiRT 5] ITHEAET,

D= 2IRAIDY — > THHHEF, 76 R—2D [N E)—2 % AY
NARXT D] ITHEAXT,

V—YDAT—Y REWRET S

F-XH—N—=KIE - TETINET., TNTNOTNIFES =N DX
H—N—ZFHT 21203, KB/ —IERTERTNERDERA, TD2

O, =%y M= RBERELRTIUL., V- 2FHTAI I TEERE

Fo BEROFBIZONTIE, 28 R—20O RINFLILTY 7 ZADEH ] 25U
TLEE W,
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1

V—UDREICEBESNTND I LEZERLET,

a. zone-name:VJ — ARV —)L T, rootELTCASTA > LET,

hostname console login: root
Password: Type root password

= VERERIAVY VT ST AT —ERADRITENTNS L 2L

£7.

# svcs -xv
svc:/application/print/server:default (LP print server)
State: disabled since Tue Oct 10 10:10:10 2006
Reason: Disabled by an administrator.
See: http://sun.com/msg/SMF-8000-05
See: lpsched(1M)

sendmail BEL Wprint T—E AL, 77U T4 WY —EZATEH D EH A,

V= UICREBIPT RUVADH D LEHERALET,

# ifconfig -a

e EZE ROHAIZIEmeo 1 > T2 —ADIPY RLANKRINET,

# ...
hme0: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
all-zones
inet 192.168.0.11 netmask fffffe@® broadcast 192.168.0.255

. (BBEATRE) Y — VDR - EBETEH L eMRALET,

i. DISPLAYEHMXY—/N—%RA 2 bTHLIRELET.
# DISPLAY=global-zone-hostname:n.n
# export DISPLAY

ii. WARD 4 RODSGUIZRTLET,
ez oy ERRLUET,
# /usr/openwin/bin/xclock
V=D IRITY Oy I NFRINBWEEIE, V—2DFy hT—F >
TMIELULSBRINTNERTAL, TNy ZICHETHiEFHEIT. 96—
D ITIRNIFES = NX Y= N—=IZT7 VA TER N 2B TS
W,

ii. GUIZEAL THITLE T,
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76

1RO BHIC

RE =05, INIMFEY=VDRT—9 AR LET,

# zoneadm list -v

ID NAME STATUS PATH BRAND  IP

0 global running / native shared
3 internal running /zone/internal native shared
4 needtoknow running /zone/needtoknow native shared
5 restricted running /zone/restricted native shared

INIFEY =2 REIIA T D

J—>oru—2EERT S, £V -2 —93848,. ZOFEIC
T, J=NEIDY—2DF T L —RMIRDZEDITHREINET, &5
2. ZOFIEICEHS T, FHTEZT > T L — MM SERIN TV — 2 ZRERR
LET,

K — > TA—=/\—2—F =220 FT, AXR—TD =2 DAT—H A%
BITD] BETLTBEET,

=2 EARAY =T, INIfTEY = TRELRY—EREZEMICLET,
D —2EIAE—FRI3ra—2a2ERT 556, B Lzd—EXZ#HL W
=2 TEMIENET, SATLATEHIA > THLHYI—ERE, T/ —20
PY—EAYZ T APMIEHS>THEALDFET, netservices limited A > RZHL
T, IR ES =2 THRELLENWT—E 224 7ICLET,

a. ZHDARELGY—EREHKRLET.

# netservices limited

b. ZDENMDYI—EXZ—EICLEXT,

# svcs
STATE STIME FMRI
online 13:05:00 svc:/application/graphical-login/cde-login:default

¢« UST74ANATAEBHICLET.

# svcadm disable svc:/application/graphical-login/cde-login

# svcs cde-login

STATE STIME FMRI

disabled 13:06:22 svc:/application/graphical-login/cde-login:default

Y—EAEHR T L — LT =7 OFMIE, snfG) DY a7 INR—VE2HBLTLEE
l/)o
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2

lLabeled Zone Manager] T [Halt] Z2IRL TV —Z&@BILELET,

BATT2E1IC. V=D vy RO ENTNWAIEEZHERLET,

zone-name: ) — ViR D) =)V T, ROAYtE—IICL>T, V=N vy Y
TINTNBE I ENRINET,

[ NOTICE: Zone halted]

IO =2 —FR3Z0r 70— 2ERT 5D TIERWES., ZORMD
V= BERLEOERIUHETEODY — 2 ER L £T., FOEFMIDOEE
3. ROFNEICHESFT,

ZDY=2ERFDPDY=2DT T U—bELTERATZBE. ROEBYICETT
LEJ.

a. auto home zone-name 7 7 A JVEHIBRLE .
KIS — > DR 4 > R T, zone-name ) —>MNE DT 7 A )L EHIBRL £
@_0
# cd /zone/zone-name/root/etc
# 1s auto _home*
auto_home auto_home zone-name
# rm auto home zone-name

7= EZE publicV— 2 MNENDY — > D O—MERKItT > 7L — N Th s
. auto_home_public 7 7 1 )L ZRD XD ITHIFRL £

# cd /zone/public/root/etc
# rm auto_home_public

b. ZDV—2DoO— 2 EERT D58, ROFIETZIFSR Ty 73y bEERK
LTHh5, 78 R—2D [Trusted Extensions TIEZDDY — AR T D] [TEAE
ER

¢ ZDY—2EOAE—TBHEEE. FlEexZTTLTH578 XR—2D [Trusted
Extensions TN — > EZ1ERT ) [CHERE T,

ZTOMDY -2 Do O—EEKRT B20DY -T2 T L— MEERT SIC
(Z. TCreateSnapshot] ZZERL T ITHl 20U v o LET,

FE-AFwTTay by —0F, ZFS 7 7 AV AT ARNIZERTIUIE D £8
o 56 X—TD =D O— 2 2ERT 572D ZFS 7—IVZ21ERT 5] T
=T ZES T 7 AV AT ADMER S NE T,
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INIfFEY = DIER

1R BRI

78

NRIRA XU =V INEEFERTES L&Y 51213, Labeled Zone
Manager| 75 [Boot] ZZEIRLE T,

V=R ) —IVE, S — EREBIOEBEZBIFLET. ROLS R AvE—
M) —)NICERINET,

[Connected to zone 'public’ console]
[NOTICE: Zone booting upl]

Hostname: zonename

07427027 ML TReturn F—Z2HLET, root ELTOVA U TEE
g,

Trusted Extensions TIINDY — > H{ERLT 5

KO3 DDF T anNdxd,

» BHDOYV—2ZIE—TEET,
» RO — DRI L FIEZ R OIS I ENTEET,
» ROV 2O 02 EERT S I ENTEET,

76 X—=2D [FNINES =2 NAIIA AT D] 2T LTHBEXT,

[Labeled Zone Manager] 1 7 O Ry 7 ANFERINET, ZDOGUIZEHIC
12, 64 X—2D ltxzonemgr A7V J hE2ETT D] 2BRLTLIEZIN,

V= VICREEM T TINIVEMITET,
A, 70 R—=2 D T = VIZAFIBIYNITNL 25 22RLTIES 0N,

ROFEONWTNDPERIRL T, V= MERA NS ToEHITLET,
HHO = TEITROFNEEEDIRL £ T,

n IRTOY—VEBRMDSERLET,
a. 2R—=20D ISN)fFEY-2EA A =I5 2T LET,
b. 3R=20D ISN)fF&EY -2 %iLghd 5] 2T LET.
¢ 7AR=2D [V—=2DRT—HR%=WRT 5] ExTLET.

d. 76 XR—20 [SRNIfFE -2 EHRIRARXT S]] #TLET,
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INIfFEY =2 DIER

» SNNVEMITEY -2 EIE-LET.

a.

e.

f.

lLabeled ZoneManager| 75 TOE—] Z2ZRLT [THE 20 v o LE
—g—o
V=TT hEBIRLT ITHR 20y o LET,

T4 RIIZAE—D T O ANERINET, TOANETT D
=IO A = EaNET,

[Labeled Zone Manager] |2 [zone-name :configured] &ERRIN/LHZE
W ROFIRITHEATT . TNUNOHEIL, FlHe ITEAXT,

A= a1 —I8H T[Selectanotherzone] ZZEIRL T ITHE 20 v o LET,
HIRICA VA M=ILENf=Y—EFIRLT, (T8I 200y oLET,
BR=TD [SR)fFES - 2T D] 25T LET,

AR—2D =2 DRT—HRAEHRTSH] 28T LET,

» SNNVEMTEY-OoO—-EEKRLET,

a.

lLabeled ZoneManager] T o O—>1 Z&#RL T T 20U v o LE
g—o

DRAMPOZFSR Ty T3y hEZERLT ITHR 20U v I LET.

mEZE publicMH ATy T ay MEERLESS
!X, zone/public@snapshot ZJZIRNL F 7,

JO—MERDO T OB ANTETTHE, V=N A=)V EanZE

9. [Labeled Zone Manager] (Z [zone-name :configured] EFKRSN/ZHE
W ROFIRITEATT . TNLUNOHEIEL, FlHe ITEAXT,
*Za—I8H [Selectanotherzone] ZFEIRL T 1T 20Uy I LET,
FRICAAM—ILENY —2FZIRLT. [THI 20Uy oLET,
BRX=2D IZNFE/—2EE#HTSH] 2T LET,

1AR—2D V=2 DRT—HRZEWRTDH] 28T LET.
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INIfFEY = DIER

80

RDFIE

1B BRI

n IRTCDY =L THR=TD [ V=2 DAT—H AE[ERT D) #5871
TWT, &Y —rEZTNZTNHOMBE Ry T — 7 IZEE L7z WEE1E.
OXR—TD [y NT—=0A 25 T2 —A&MHEDTNIfTE — BINT
%] ITHEAET,

s FEEEIEERL TWARWESIE. 82 X—0 [Trusted Extensions TD&EE] &
I—Y =Dk ITHEAET,

s T CICHEZEREADHEIE. 89 X— @ [Trusted Extensions TDHR— 1
T4 L2 MU OIERR]) ITEAET,

Ry RD—OA 25T T—REBHED TN
U= ISEmT S
ZOFIET, V—EEDRY NT—=0A4 28 T2 — A8 FEO TN AE — >

IZBIML £9, ZOMIE. & —>nE2nenplomiiry 8T — IR SN
LEBITHISL £

E-KEY — 2T EREY — 2T RUADRRENS &Y Ty ML TIP
7 RLUAZHRT 2HBENRHDXT,

K — > TA—=/N\—2—F =D FT, 4R—TD =2 DAT—H A%
BITDH] EERICETLTBEET,

Ky —> T BMORY FT—0 AT 1—RDIPT7 RLURERA NE%E
/etc/hosts 77 A JLICANALET,

R A N DRI -zone-name ZBINT 575 &, EHEN M4 BEIZFERL T2
I/)o

## /etc/hosts in global zone
10.10.8.2 hostname-zone-namel
10.10.8.3  hostname-global-namel
10.10.9.2  hostname-zone-name2
10.10.9.3  hostname-global-name2

BA T TIT—RADARyY NT—25 T, /etc/netmasks 77 AIVICT MU ZEBIMLE
ER
## /etc/netmasks in global zone

10.10.8.0 255.255.255.0
10.10.9.0 255.255.255.0

AL, netmasks(4) DX Za T INR—=TZ2SHRLUTLZEI N,
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INIfFEY =2 DIER

Ky —>T, V—VEBEDYEBA 571 —R%Z plumb LET.
a. $CICplumbNTNAYEBA 4T —REHELET.

# ifconfig -a

b. 84T —ADKEBY -7 RURZ#ERLET,

# ifconfig interface-nameNI plumb
# ifconfig interface-nameNI 10.10.8.3 up
# ifconfig interface-nameN2 plumb
# ifconfig interface-nameN2 10.10.9.3 up

¢ BFEXREYV—27 KU XRIZx L T hostname. interface-nameN 7 7 A )L &R L £ 7,

# /etc/hostname.interface-nameNI
10.10.8.3
# /etc/hostname.interface-nameN2
10.10.9.3

K —>7 RL A, AT LNEET 2 251k ENET, V- A
DT RLAF, V= OEHFICHRINET,

TNENOY—-EEDRY NT—0A4 0571 =T, FaVTa—FT07
L—hZz8UHTET,

Iy NT =T ANDT— T AT NIVPHER I NTWARWEEIE, adnin low T
Fa)T4—FT> 7L —hrEEOYTET, XY NT—IADTF—FTAIZTN
IWDMFNTWB AL, cipsotFaUT 4 —FT 27 L —h2EDYTET,

BEFy NT—=T DTN ENRT S, RARYA TcipsoDFasg—F527
L—REERTEET, 7> 7L — hOERBLTEI D LY TOFIEIZDNT

1%, TSolaris Trusted Extensions HEEDFNE] @ R T AT v KRRy hT—UF—%
N—ZA DRk ((E¥E< v 7)) Z2Z2RLUTEIN,

V—CBEBEDA I T 1 —RITEMTDIRTDINIFE - &FIELET,

# zoneadm -z zone-name halt

Labeled Zone Manager # 28/ L £ 9,

# /usr/sbin/txzonemgr

V—VEBRDA S 7 1 —REBMEELZNEY =V ICDNTIE, ROBEEETT
LET.

a. V= EFEIRLET,
b. TAddNetworkl Z#:EIRLET,

« 2V BNIT—0A4285T7 11— RICRRERMITET,
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Trusted Extensions TR E| & 1 —H —DIERK

10

11

EBEIE

d AV 71—ADIPTRLVLREZAHDLET,

T LETARTDY —>20 lLabeledZone Manager] T. [ZoneConsole] %2R L &
—g’—o

[Boot] #ZEIRLF T,
[ZoneConsole] T. A Y —T T ADBMEBR SN TWBZ L EHERELET,

# ifconfig -a

BTy hDT—h D ANDIV— BV =2 ICHBDLEHERLET,

# netstat -rn

V= UHRETINY T BI2IE. RESZRL TS ZE W,

»  [Solaris D A7 LEH (Solaris I > 7 F : BIFEHE & Solaris /' — )1 D29
= [Solaris /' — > CTHAET 2 X £ I F /2 MEOMER)

m 94 RX—D [Trusted Extensions DWERD N T T IV a—F 4 277 |

»  [Solaris Trusted Extensions E¥DFNEI O [FFATw RExYy NT—=VD KT T
Woa—T4 20 EEXY T

Trusted Extensions CTO&E & 1 —H —D1ERL

82

1B BHIIC

TTICEHREHNZHEAL TWAEE, EFaU s —EHEREZBMTEE

T, wE|EFEREL TN A MIBWT, BEIZIERT 5 FENE Solaris OS D
Y&y ERIBET9 . Trusted Extensions B A > ZEH 9 5 /-9171&. Trusted Extensions
TtFaUsg —ERERHZEBML., Solaris B YV — IV EFEHTH5HEND D
£,

Trusted Extensions Ctz+ 1 574 —EEERI %
ERR T 5

Trusted Extensions CTD&EEIVERLIL. Solaris OS TOXRENWER ER U TY ., 7272

L. Trusted Extensions Tl&., ¥+ U T —EHEREINHEATT, O—hILDt
Foa) T —EHEREEERT DT, fla-aDXDICax > RrA 2%
Tr— AT HIEHTEET,

A —)N—L—HT =275, root HENF I FEHEERENC/ZZ2LENHD FT,
S R —2 FICBEE R T 5121E, 115 X—2 D [LDAP D77 D Solaris & 1
)=V DFBE WEES Y ) 2R TLTBIBENHD ET,
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Trusted Extensions TOD&E| & 1 —H —DIERK

Solaris BV —I)LEEFHLET,

# /usr/sbin/smc &
WYEY—IVRy O REEIRLET,

s O—HIICREIZER T B154E.  [This Computer (this-host: Scope=Files,
Policy=TsoL)] ZERALET,

= LDAP Y —EXRICRE|IZ/ER T S15E. [ThisComputer (this-host: Scope=LDAP,
Policy=TsoL)] ZfERALET.,

[ RTLADWERR] #0Vyo LT IA—Y—]1 #2500y I LET,
AT —REANTDLIRKDENFET,

BE/NRAT—REANLET.
MEEIRE 2570 Vv o LET,
(Yo ar) Ama—ho MEEERBNEEM £2RUET.

TFaUT 4 —EBERIEERLET.

ROERESEIZL T LI N,

»  [%EH] - secadmin

. [REB|OIER4] - Security Administrator

B -1 beda) T —H4E (2 ZITEEEEHRZE AN L),

»  [BHEDOIDES] ->100

w [REIS o)V -EHEDBourne (Y07 7 1)L 1))

n BEEIA—U 2 TUXRNEIER] -FzwVhy I AR RINEEICLTH
EEEIS

= [Passwordand confirm| -6 XLFL LD FDO/NAT— RZ2E DY TET,
tFR2) T —EHEREONAT—RZ2IELDETHITRXTO/NAT— RidHE
HEnz<nwEsicliaidiudan g, NAT— R RHIEN T, BEEDOH
%, RRBINTORNWT VEABNTON 2L EBREZRS LET,

F-TRTCOEHEENCRL T, 7hHY > bEEICECL, NAT— RE%M
[REZELZNVWTLZE N,

TERNSHER]) —HEHREF2 T — 22— —kFaUFT 01—
[R—LF 4 L2 MUY —)N—] - home-directory-server
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84

5 4-4

»  [KR—ALFT 4 L7 NUINA] —/mount-path
s [ ZOHENCI—Y—Z2EOYTET] - REHNEZ2I—F—ITEDYTEHE, ZD
T4 =)V RIFHBRICA I SNE T,

BENEZER LIS, RENELWZ EEZHERLET,

REZEIRLTY TN ) I LET,

KDT 4 —I)V RNOEZHRL £7,

 TERNBTIV—T ) - BRI —TEBMLUET,

»  [Trusted Extensions &1 -7 7 4 )V FINIELWTT,
B—IRNXIVDIATLTIN)NEERL TRBESBWEEIL, I ZoR/9E
FOR) T MIEFRIR) ZBIRL T E3 W,

w BRANEEE Y T ARGEE Y A - ZEIORA T F 77 audit_control 7 7 A
NDL AT LFBREIIKTHHNTHLBEDHR, BEETITERELET,

FOMDEENEERT BICIE. EFaU T —EBEREESEZICLET,

L, TSolaris D AT LEM (tFaU TP —E)] @ IGUIZMHHAL THEEID
TERRB I OEN O B TEITS Hikl 22RLT<EIN, BEFENZ—EDID &f5E
L. TORENZIELWHERZ7O7 7 A )L 280 Y TET, afReaRENL, kKoLs
D Tj—o

»  admin %% - System Administrator OfF 5-HEF]

» primaryadmin %%/ - Primary Administrator Off 5-HeF|
=  oper 1%#| - Operator Dff GHEF

O—AIDEFa1VUT —EBERENZERT S72HD roleadd Y
> RD{ER
ZOFITIE. root T—H—Mroleadd AN RZEHL T, tFa) 5 —BHH

TBEZEZO—HNIV AT LTEMUET, . roleadd(IM) DY Za 7 IV R—J %
ZIRLTL XN, BEOERDOFTIC, root T—H—13FEK 12 2B L X7,

# roleadd -c "Local Security Administrator" -d /export/homel \

-u 110 -P "Information Security,User Security" -K lock_after_retries=no \
-K idletime=5 -K idlecmd=lock -K labelview=showsl \

-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH secadmin

root T—H—I&, KEOHMNAT—R2HEL £T,

# passwd -r files secadmin

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for secadmin
#
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RO BHIIC

BEEZO =)V I—F—ITED HTRITE, #la-s5 2B L TILES N,

1_;_usted Extensions C%E|([Z/aND 11— —ZE1ERK
5

O— A=Y —2Z2ERT 5121, ROFIEDRODIZ, fla-5DEKHIcav > R
A T —ABHHTLHZENTEET, Y1 bOEFaUFT 4 —RYT—T
FFalENnNsian, I NTEROEHEEN N LD BRI —F—2ERT52LHT
=%7,

tFa )T —RESI NI —AERZITOITIE. AT LEHEREIN
A—P—=2EkL., tFaV T —EHERENDPNNAT—RaEDEFa
T4 —BEDEMEEZEID LTI,

A== =P —=IT/2 %0, root &H|, L+ VT —EHEERE], 3 FEH
HRENTRDMBENDH DT, tFa VT —FHEEENITE, - —1ERICS
L2 (RIROHERR D D £,

Solaris HHE 1 > —)VINFIRENFE T, #EMIE. 82 X— D [Trusted Extensions T
tF T —EHEREEERT 2 22RLTIEI N,

Solaris BV —J)L T, A—HY—-THhHo bl 25Ty I LET,

[(Toar) AmZa—ho A-—Y—-ZEM > [DaY—-FEER) £2R0L
£,

FE-HEBIONI-TF—04RTEIDIX. U 7=V £9, BT 3
I—H—ICHEOALFHTRID 2 A LN TLZE 0N,

FAUSAUNIVTITRNET,
[Solaris D> AT LB GEAH)I @ [Solaris EH I > —)l D1 —H—Y—)L %
fHioTA—H—ZBNT24HE OFIEINS ZELEBHTEET,

A-—Y—Z&HERLES, LA —Z25TINI Uy LTREEEELE
ER

F-EENC NS LY —DI—F =T 7 > MIFEITENCL, ISAT— R0
REZEZELZNWTLZE N,
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RKDT 4 —IVRDELLSFHESNTWSL I EZMRLET,
s [EEBH) - 2T EERE AT LER A,
m  [Passwordand confirm| -6 XFLLEDFTEEFD/N AT — R2E DB TET,

E-A ARV F=LIFHERI S U< WA T — RZZR L 2T NUER 0 £8
o NMAT— PR ENT, BEODHD, KRINTWRWT 7 AN TTHON
LfEBRIEZRS LET,

w [ THY S NORERER)) - HIZERTT,

s [Trusted Extensions & - 7 7+ )L FNIELWTT,
HM—INNVDIATLATININEFERLTIERSRNWESIE. T FR/FE
For) T MEFIR) ZBIRL TSI,

. ;7ﬁ@>h@@ﬁﬁ%1—74F»%%®&U?4F»7793>%%ibi
;7ﬁ@7%®ﬁvﬁj—%ﬁt@hél—ﬁ—tﬂbfmeij%%Ebi

A—H—DIREZHNAITAALET,

» FSFEIDEIUHT
A hOEF 2T —RU T —Z2MRL TS, HBRFMEFNTO T 7))V %
BADL— = ETEET, ZOMAICE> T, 2= —FFT /N1 ADHID
T, PostScript™ 7 7 A JVOEIR, ZX)V72 L ORI, ZEENrsoor1 2, B
KO AT LD vy NI EITAET,

s A—HY—¥EELT77AMINDIHRAITAX
[Solaris Trusted Extensions B ¥ D FNH) D% 7 % [Trusted Extensions T D
I—Y—HER], ZEOEH (FIH)) 22BL T3,
FSolaris Trusted Extensions & ¥ D FNEI D [Solaris EF I > — )L TD
I—Y— EHEFOEM (EE~ Y 7)) bSRLTLEI N,

= TUFINLDAE-BLUOY >0 77 A VO
RNVFITNNLATLT, BROTNINCTE—F7Z13Y > 7§ 51—~
774N EUARTEZT7 7ML > T, A= —BROEEZHRETEE
9, #FlllE.  TSolaris Trusted Extensions B DFNEI D [.copy_files 7 7 1 )L &
link_files 7 7 1)) ZZMWL TS ZE W0,
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RO BHIC

A—AIA—HY—Z1ERT 5726 D useradd A< > ROEH

ZOHITIE, root T—H—N, tFa2 70 —EEERE NS O0—-H)
I—Y—2ERL £9, FMllL. useradd(1M) B X N atohexlabel(IM) DX =2 7 )b
R=VZZHRLTIZI N,

BAIZ, root T—H—Id, T—H—0DFK MLT)LBIUFRAT LR T )LD 16 ER
A ZERL £,

# atohexlabel public

0x0002-08-08

# atohexlabel -c “"confidential restricted"
0x0004-08-78

RIZ, root L—H—IE 12 ZMHRAL THh5, I—F—ZERLET,

# useradd -c "Local user for Security Admin" -d /export/homel \
-K idletime=10 -K idlecmd=logout -K lock_after_retries=no
-K min_label=0x0002-08-08 -K clearance=0x0004-08-78 -K labelview=showsl jandoe

root T—H—I3WHNX AT —R&2fHFELET,

# passwd -r files jandoe

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for jandoe
#

B®ZIZ, root I—H—I%, tFaU T —EHEREZ I —OERITEML £
T, HENL, 82— D [Trusted Extensions TEF 2V 7 ¢ —EHELE Z/ERT
%] THERENE L=,

# usermod -R secadmin jandoe

Trusted Extensions DR E| DT 2 L 2 HEFR T
%

BEREN MR T DI, TORENTRDET, TORENDBNETTELI AV &
FITLET,

DNS £/ 3B IEE 2k L TH 25818, HEZERLESHEHL, T0hHE
T DHEENINERET 5 2 L 2R L T EE W,

REZLIC, EDRETENS - —-LLTAIAVLET,
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RSRTy RNNRAZ2—%#@EET,
» TrustedCDE T — O AR—RRA v FfEEBEI Y v I LET,

= Trusted)DSThrZ AT v RiEEBZI )Y LET,

Trusted Path Menu
Add Workspace
Assume root Role
Assume admin Role
Change Password
Allocate Device
Query Window Label
Suspend System...
Help

AZa—DHEEICTVET,
TBEIDT—H AR—=AT, Solaris BBV —)LEELELET,
$ /usr/sbin/smc &

TANTBEEOEYZEEZERLET,

[P RTLDER] 220Uy o LT, TA—H—] [CBEHLET.
NAT—=RZANTHEIRDENEKT,

a. REDNRT—FREANLET.
b. 12— —=F7hOYbl 25700y LET,

1—-Y—-%=s) vy LET.

w AT LAEBEERETIE. TEE . TR—LAT4L VM) . BT
W—T1 DI TDHET 4 — IV REEBETEET,

w EFaU T —EFHERETIE, IRNTOYTOET 4 — IV RELETEET,

n EEHERETIE, IRTOYTOET 4 — IV REEETEET,

A—Y-=MWINIFEY=2[COJA4 > TED X
2T 53
RANNHEEIENSE, INAAEEBOA N = LOBEMITDEBZESN
T UEAR D £8 A

Solaris Trusted Extensions - > & I —JL & #&A% (Solaris 10 11/06 35 & U Solaris 108/07 1J 1) — ZkR) -
2009 F 4 B



Trusted Extensions TDR— AT 4 L& U DIERK

1RO BHIIZ

Pz EB1DDINIAFE =2 PERENTWET., TV —dro—2 %
TERRH Tl H D £H A

AT LAEBEBUET,
root I—HY—&LTATALET,
Y —EXEBEHLET.

# svcs zones
STATE STIME FMRI
offline - svc:/system/zones:default

# svcadm restart svc:/system/zones:default

A7 MLET,
INT, LY =0/ A>TEXY, TOEYy I a @B INNAAE/—2T
@—O

Trusted Extensions COR—AT 4 Lo MU DIERK

1B BRI

1

Trusted Extensions T3, LT—H—id, =P —IMEETIHTXRTOIN)ILTHE—LA
T4 LRI VAT HIMNENHDET, IRTOR—LTA LV NI %
I—H—IZHEAEEICT 212, XNV FLRXIVDOEFR—LT 4 L7 MU —N—%fE
L. £OHY—N—ETA—r YT 5 EFETL, "—LT4 LV NIEII A
R—=RTEUHENDOET, VIA4T7 > MA RTIE, I—HF—T&ITTRTD
=2 DHR—=LTA4 LT N)ERRBTBAIY T NEFEF LD, h—LT 4 LY
N —N—lca1—Y—0rs 1 L0 TEET,

Trusted Extensions CT'R— AT 4 Lo K1
Y—N—%1ET 5
A SN P A B AN root (HEIE 721X EE I E T B B D £

Trusted Extensions V7 b D T 7 EER LT, k—ALT a4 LI MY —N—%A4 R
F—JILLUTHRLET,

w =2 0—2EERT DHEE, BOR—LT 14 L2 bUIMNBH S Solaris ZFS A
Fv T ay hELTHEALTIZIN,

s O30T > TELZITXRTOININDER—LT 4 L7 N)BRKLELD
T, I—H—=2007A > TELIXRTO/—2ERLET, 2E21E T
7 4 ) h D label encodings 7 7 { V&M@ H T 584, PuBLIC 7 X)LVDY — %
ERR L 97,
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SolarisZFS CII/2< UFSZ{EHA T 3154, NFSH—N—D"BEO#EEZR/~-T LS (C
LET,

a. Kt/ —>T. nsswitch.conf 7 7 A )LD automount T FUZZEBELE T,

NS ATw RIT 4 ¥ %> T /etc/nsswitch.conf 7 7 T IV EREL ET., FE
IZDWTIE, [Solaris Trusted Extensions B ELD FNE] D [Trusted Extensions DF
M7y AN ERET S Z2RLTIEIN,

automount: files
b. KiZY — > Tautomount AX > RERTLET.
INIFEY =T &I, TSolarisTrusted Extensions EEEDFIE] D S X)LAfHE
V= TT774IVENSY D 5] OBEYD Y FFIRICREWNVET, TDODH
& ZOFIEICRY £,
R=AT 4 LI MIDMERENTNS S EZHRLUET,
a. KR—ATF 4L MUY —N=—DP50O05T7IRLET,
b. —fg1—4H¥ - L TKR—LTaA LI MUY —N—ICOFA >V LET,
¢« A4V TlHREeHEET,

d WKV 4RO T, A—HY—DR—AT A LI MUDBFEST D LERRELE
ER

e. A—Y—PERTELINRNTDY—VICT O AR-REFRLET.

f. FY—VTHRV VRV ZERE, - —DR—LTA LI NIDEEST S
LEMRLET.

R=—AT 4 LI NIY—N=D6OIT7IRLET,

Trusted Extensions C1—H —MWR—AT 4 Lo
JICT7OERATEDELDICTS

B I—Y =R —LT 4 L7 MUY —=N—=lCOF 1> LT, TOMDI AT A
EHETELHR—LT AL MNIEERLET, IXRTOIRNIVTHE—LT A LY
N ZERT BICE. 12— =3I XRTOIRIVTHR—LT 4 L7 K
H—N\N—=l2O7 A1 > THLERHDET,
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Trusted Extensions TDR— AT 4 L& U DIERK

HHNT, BEEZL. 1Y -Byicas 1 o35, 1 —TF—DK—A>
AT LMCHE—=LT 4 L7 RUDI T 2 hiRA > R2ERT B A7 T R2ERL T

B<Z

EBTEFET, ZOATUT NI, - —IMEETZLTXRTOINILT

X2 RRA S BEERLET,

1A BF1IZ  Trusted Extensions R A > DiR—ALT 4 L7 MUY —=N—0WlkEnEL =,

0 H—N—ADE#HOIAVEHATEIN RVVTMERTTENEHERLET,

s Y -—PR—LTA VI MY —N—[CEEQOIA 2 TELHLIICLET,

a.

EA—Y—Z. R—LT4 LI MNIY—N—ICOTA > TBEEDOITIERLE
j—o
EgicalZ A > CTERI—T—IF oV 7L TLEZE N,

FEI1—HY—IZ. BUOOJA LT, SEEERZO4 0 IXN)IVEERT B L
SICHERLET.

I—H—id, INNENY—Z2FHL TERZO00 102 7~V 2EIRL £
T, EFICOVA O TERI—T =L, 07T RLTLEE,

FRTEZTRTOINNICHLTASA > TOCREBUEBET LD, &
dA—H—ITHERLET.

BEDT—ORAT—arypodA4r9dbLD5, A——(THERLET,
A—Y—DF T IV TNV DHR—LT 4 L7 MU DMEHAIET

T, I—F =Dty aOIN)NEEETLIN, BT )TI—T A
R—=AZBMTBE, ZOTR)NDIL—F—DIR—LT 4 L7 NIRRT K
INET,

s IRTCDA—Y—DR—LTALIMIRDY MRA 2 NEERT H/2ODR Y
U7 REERL. TOROUTRERTLET.

#1/bin/sh

#

for zoneroot in ‘/usr/sbin/zoneadm list -p | cut -d ":" -f4' ; do
if [ $zoneroot != / ]; then

prefix=$zoneroot/root/export

for j in ‘getent passwd|tr ' ' ‘; do
uid=‘echo $j|cut -d ":" -f3f
if [ $uid -ge 100 1; then
gid='echo $j|cut -d ":" -f4
homedir=‘echo $j|cut -d ":" -f6°

mkdir -m 711 -p $prefix$homedir
chown $uid:$gid $prefix$homedir
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BEDRSZATY Ry b= ADI—H—EARR SDEM

fi
done
fi
done

a. KiFV—>2mH, NESH—N—TRI YT EEFTLET,

b. RIC, A—HY—DO5A > TDITRTOIINFURIVTFRY by T TRV
FERITLET.

BEONSRTY RRXYy hD)—oADA—HY—LKX b

D

92

&0

v
1R BHII

1

NISYY 7 TEHRINTNAI—H —RNBEEE, FOI1—HF—%F%y NT—7I78
mTE£7,
KA RBLIOTR)ZRA MTEMNT 212, ROFEESRBL T ZI N,

n RARZEEBEMT I, Solaris EH IV —)VD A EBa2—4¥EF%y b
J—21 =)ty FEFHLET, #FMllE. TSolaris Trusted Extensions & H D
FlEy @ [ AT LAOMHMDFy RT—ZIZHRAMZBINT 5] 22 LTL7Z
=y,

RARZLDAP Y —/N—IZBMMT 5 EZICE,. TOFRZA MIBEET ST RTOIP
TRUVAZEMLET, I E) =D RLAZEDITRTOS—2DT
RL A% LDAP O —/NN—IZBMLU 72T 0 £8 A,

. RA NI EMTBIZIE. TSolaris Trusted Extensions B O FJE] O T2
FaUT =TT L —br2RAMERIIRA NI —=TIZENYS TS| 25
BLTLZEN,

LDAP Y —/N\—[ZNIS1—H —%EMNMT S

A —)N—L—HT =275, root HENF/IZFEHEEREN/Z2LENH D ET,
NIST—HR—ZAMM5, LERFERENELET.

a. aliases T—IR—RDA—HY—DIT P ST7AILEERLET,

% ypcat -k aliases | grep login-name > aliases.name

b. passwd T —FIRX—RDA—HF—DI U MNIDPST7AIVEERLET,

% ypcat -k passwd | grep "Full Name" > passwd.name
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BEDODRS ATy bRy b7 =0 AD1—H—LKRX bDEM

5l 4-6

¢. auto home T—HIN—XDIA—HY—DIV UM T7AINEERLET,

% ypcat -k auto_home | grep login-name > auto_home_label
LDAP 35 & U Trusted Extensions DIFBRDOEX 2 BHELET.
a. sed AV REFAL Taliases T MDA ZEZBRELE T,

% sed 's/ /:/9’ aliases.login-name > aliases

b. nawk AX¥ > RZFER L Tpasswd T P DERE=BHRELET,

% nawk -F: "{print $1":x:"$3":"$4":"$5":"$6":"$7}’ passwd.name > passwd

¢ nawk AY Y RAEEHRAL TshadowT > MU ZEERLET .

°

% nawk -F: ’'{print $1":"$2":6445::::::"}’ passwd.name > shadow

d. nawk Y RZFEBL Tuser attr T MU ZEERLET.

% nawk -F: '{print $1"::::lock after_ retries=yes-or-no;profiles=user-profile, ...;
labelview=int-or-ext,show-or-hide;min_label=min-label;

clearance=max-label; type=normal; roles=role-name,...;

auths=auth-name,..."}’ passwd.name > user attr

BEBRELET7AINEIDAPY—N—D /tmpT 4 L2 MUICOAE—-LET,

# cp aliases auto home internal passwd shadow user attr /tmp/name

FIE3IDT7 74D MY ZELDAP Y —N—DFT—FX—X(ZEBMLET,

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/aliases aliases

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/auto home internal auto home internal

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/passwd passwd

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/shadow shadow

# /usr/sbin/ldapaddent -D "cn=directory manager" -w DM-password \
-a simple -f /tmp/name/user attr user_attr

NIST—4 X—ZX M5 LDAP B —/N—AD1—H —D1EN

KROFITIE, BEHERNH L WLI—TF—2 T ATy KRRy hT—=2I1TBINML £

T, I—Y—DFMRIZ. B, NIST—FXN—ZTHRMNINTNWET, LDAP
H—=N—NAT— RER#ET 520, EMFEIIY—/N—_L T ldapaddent I > R &
EITLET,

Trusted Extensions T. HTLWIL—F =T NA XA ZE DY TB I ENTE, X
L —AEENCENET, ZOI—Y—3HE/ZNDIDT, TDI—HY—T o>
MIovr 7o hanEFti, I—F—0OK MLT)ViT puBLICc TY, T—H—
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Trusted Extensions DIERD S T)a—FT4 5

1E3£9 % T X)VI3 INTERNAL 72D T, jan 7N auto _home internal —4 N— ZIZEMN
INFET ., auto home internal T—F N— 1L, jan DA /EEAAT 7t AHE
DOHBEF—LT4 L7 M) EHEBYD > RLET,

s LDAP Y —/N\N—T., FEHEZIINIS T—IR—=ANS5 I—F—IHFREZHROHL *
—3—0

# ypcat -k aliases | grep jan.doe > aliases.jan
# ypcat passwd | grep "Jan Doe" > passwd.jan
# ypcat -k auto_home | grep jan.doe > auto_home_internal

s RIZ. BEZFITIDAPOTLY N OERZEHLFLET,

# sed 's/ /:/g’ aliases.jan > aliases
# nawk -F: '{print $1":x:"$3":"$4":"$5":"$6":"$7}’ passwd.jan > passwd
# nawk -F: '{print $1":"$2":6445::::::"}’ passwd.jan > shadow

= CRIZ, BT Trusted Extensions D user attr T MU Z/ERR L £77,

# nawk -F: ’'{print $1"::::lock_after_retries=no;profiles=Media User;
labelview=internal, showsl;min_label=0x0002-08-08;
clearance=0x0004-08-78; type=normal; roles=oper;
auths=solaris.device.allocate"}’ passwd.jan > user_attr

s ORI, BEEEZ Ty AIVE /tap/jan T4 L7 RUICOAE—-LET,

# cp aliases auto_home_internal passwd shadow user_attr /tmp/jan

s B, BHEE /tap/jan T A LT FUDT 7 A IV ES—=N—ICHDAAET,

# /usr/sbin/ldapaddent -D "cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/aliases aliases

# /usr/sbin/ldapaddent -D “cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/auto_home_internal auto_home_internal

# /usr/sbin/ldapaddent -D "cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/passwd passwd

# /usr/sbin/ldapaddent -D “cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/shadow shadow

# /usr/sbin/ldapaddent -D "cn=directory manager" -w a2b3c4d5e6 \
-a simple -f /tmp/jan/user_attr user_attr

Trusted Extensions DEKD b 7N a—FT 4 0

Trusted Extensions Tld. T NIUAFE Y — 08K — > Z2ffi> TX I —/N—&iHfE
LET, LENST, INATEY — IZiE R — > ~OF e/ )L — K 23wk
BWCTY, £/, Solaris DA > A M —ILHICEIR LA T2 a itk > Tl Trusted
Extensions XK — > ADA 27 72— A HHTERL RD]REENH D 7,
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Trusted Extensions DD S TI)vra—FT 4 4

Trusted Extensions D > X ~—JL1&(C
netservices limited METEN /=

i EA:
Trusted Extensions /N 77— 2B 19 5 HijIC netservices limited 21X > R &2 FET
TH5DTIERLS, Ny Tr—COBMRICKREY —>Tax >y REeETLEL
2o TDDH, TRIAFE = IR — > HNO X —N—ICHEHRETEEHE
Puo

[]38E 5 s
KOO > REFEFFL T, Trusted Extensions 73— > I TlE T B 7= DITHE TS
H—EXEREET,

# svccfg -s x1l-server setprop options/tcp_listen = true
# svcadm enable svc:/network/rpc/rstat:default

SN)IMftEY—TcaAryy =)L T4 RODED
VA A
R:
TR E =2 TaA) =T 4 RIEHIOSETSHE, ROEDET
S—MMEATOaT Ry 7 ACERENET,

Action:DttermConsole,*,*,*,0 [Error]
Action not authorized.

Bl 58875 1
KD 21T, /etc/security/exec attr 7 7 1 IVDE — > L2 NUIHEET S
LR L X9,

ALl Actions:solaris:act:::*;*;*;*;*;
All:solaris:act:: ;% %, * *;

INEDITNEELBRWEEIE, 25D MU 23BN L 7z Trusted Extensions
N T = INT R ES =L A =N TWERAL, ZOEEIE. T
NIFE =225 —EERL T ZIWn, FEIZDOWTIE, 63X—Y0D [
NIVEFEY — 2 DERR 2L T3,
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FNIFE =2 BXY—N—=[CT7 OV BRATER

(A

At

TR ET = MX T —=N—IZT VA TERWESIT, KOk 7k
A= NERINET,

JER A

Action failed. Reconnect to Solaris Zone?
No route available
Cannot reach globalzone-hostname: @

TN E =2 IMX Y —=N=IZT 7 EATERVWEHEL TRODDNEZS
Nnx7J,

V=L I N TR W), sysidcfg YO ADTE T 2L T
60

FRWAFES =2 DRANAMN, KK — > TEITHO R — LY —E IR
IR,

all-zones ELTHRESINTWVWS A 24 72— AN,

FTRWFES =2 D%y NT—=IA2H T2 —AMF T LT,

LDAP % DRREBRN RIS 5,

NES Y7 > NIBERE L 730,

(R [A) L C D FNE:
ROFIMEZETLTIZE N,

1.

v—licarg414 > LET,
zlogin AX > RERF IV —mka>V—)v) 7V a z2FHTEET,
# zlogin -z zone-name

A—/N\—L—Y—&LTaryA > TERWEEIL. zlogin -s I > R&EfFH
L CRAEZEIE L TS E 30,

= DNEITHTHDH I E MR LET,

# zoneadm list

V= 2 DIREEM running THIUL, Dl Lb1D0 7Ot AN — 2 TET
INTWET,

TR E =2 NX Y —=N=IZT VAT 20 2iE L THWDTRTOME
R L £,
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» sysidefg OV AZZETTHIEICEI>TY—2288HLL 7.

sysidcfg 7O T LEMGEXTEITLUET, V—imARa> V=), £z

& z2l0gin AX > REFEFTLEMA Y 4 > RUTTO T MIBEXAET,

sysidcfg 7 O A % JEREEICTEITT B2, ROWTNNDHIEND D

N

»  /usr/sbin/txzonemgr A7 U 7 NI LU THIHLEE ZEE L £7,
MHPMEIERICX D, sysidefg DEMICT 74 )V MEZ AT TES L DT
20 ET,

s MEO sysidefg A7 U T hZE2EHRL £,

SRR, sysidcfg(d) DR Za VI R—V 2SR T Z3 0,
n NS XY N7V EATEL I EEHRLET,

TR E—ica A1 > LET, DISPLAY BN X H—N—Z2HR A1 > b
THEIICEHEL, U 2 RUZHEET,

# DISPLAY=global-zone-hostname:n.n
# export DISPLAY
# /usr/openwin/bin/xclock

FTNIAFET 4 2 RUNRRSNBNERIT. ZOITXNUfFEY — it
LTV =%y b= NETNITHER SN T EE A,

» X—LY—EXEfS T/ —2DORAMEMKL ET.

J—>DO—H)b setc/hosts 77 A IVIAFRHL FH A, RDODIZ, FZED
&5 2 Kk — /itiUMPﬁ N—IZHEETHAVNENDDET, D
BFHIZIE, V=B Y TENZRAMEDIP Y RL AZEDDHHEN
H0FET,

m all-zones ELTHREINTWVWSA 24 T 2 — AN,

FTRTDY =R — > EECY TRy hEDIP Y RL AND D55
ZFRE. all-zones A1 2 T2 — AR T HIVEDOH HL5E5MNH D
F9, ZOKDITHRTZZEICE LT, INIUMNEY — 2K — >
DX —=N—IZEHRTELHLIIRDET., KK/ —>DXHT—/N—~D
JE— M EEEFIIRT 51218, vnio Z all-zones 7 RL A E L THAL £

R

all-zones 1 %7 7 = — AZRER LIZWEGIL, TNENDY — K,
V=2 DXY—=N—ANDI— N EEETHIHLENHDET., ZNHOD
JV— MEREY — N TR L 2 13 NU372 0 £8/ A

s TNES DRy NI =T A I T2 —ANT T LTINS,

# ifconfig -a
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Z DD Trusted Extensions #5847 X &7

ifconfig AR RZEMHL T, INIfFE) =2 D%y NT—=UA 4
7 . —ANNUP & RUNNING D FDIREETH 2 Z L2 MR LTI,

= LDAP A DBRERINEKT %,
ldaplist A > REMHAL T, &Y — 2O LDAP ¥ —/N\—F/=IZLDAP 7 I

FIH—N—EBETEDEEMHRLET, LDAPY—N—LT, V—2
M tnrhdb T—F N— A IN TS T EEMERLET,

= NES~ > hBERE L 7200,
A —)N—1—HF—=& LT, V—2>Tautomount ZHEFHL 3, T/

X, crontab T MU ZBIL T, automount IX > RZ570Z EICEFTL
£7,

F D@ Trusted Extensions {#& 5 X &

98

B BRI

RD2DDH AT TIE, #R7 7 1IVDOIFERERIE—%2Y A1 EDOT R TD Trusted
Extensions 2 AT MMZHEIET D I EMNTEET, wmEDY AV Tl Trusted
Extensions D /1 A% XA X% Solaris > AT LMSHIBRTEE T,

Trusted Extensions C7 7 A IV ER—F T )L A
T4 7ICaAFE—93H%

R=FTINAT 4 7IZAE—TF2BE, HFMERUEET X)L E AT 4 TITAHTE
¥,

F- A=V, A== =Y —F=IEFREOEE Uﬁ\mf$77/r)l/7%“]‘ 5
TWAT 4 TIZAE=LED, R=F TN AT 4 T7Mh5IE—-LZDLET,
AT 4 712 Trusted Path D T X)L 21T £ T,

BH 7y I EIE—T2I01F. A—/N\—2—H =12 h. K/ — > TEEIC
720X,

BYETNAREEUHTET,

TNARAEDY TR =y —ZHHL, AHELEINTVRNAT T EZFAL
F9, ML,  [Solaris Trusted Extensions L—H— X /-1 K] @ [Trusted Extensions
TTNA AZENYTE] 2BRLTIEIN,

= Solaris Trusted Extensions (CDE) Tld, 770N XF—T % —] ITR—F TV A
T4 T DNEINFRINET,

= Solaris Trusted Extensions (JDS) Tld. 77 AV T TUH | ICAENERINE
@_‘0
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Z DD Trusted Extensions #&A X &7

5 4-7

LIFOFIETIZ., ZOGUIZIRTDIZ I 7 XF%—Yvy—ERLFET,
AMOT7 74N —D v —ZEREET,

AE—F2774IWDBHD 74N ICBELET.
7=EZE. 77 AIV% Jexport/clientfiles 7N AICIE—LTHBELFT,

BI7 74U TROBAEEZERTLES,
a. 77AINDTA A ERARTLET .
b. R=FTIATATDT7ANIR—=Dv—[CT77AINERT VI LET,

TNARDENWHETZREBRLET,

FERIE.  TSolaris Trusted Extensions L—H— X4 K] @ [Trusted Extensions T7/\
A ZADED B TEMRRT 2] 2R T EZEIN,

IR=GTINATATDIT7ANIRZ—2 % —T, [774)0] A=Za—h5 THY
HUl ZZIRUET,

F-OAE—L7ET7 71V OBEET NIV ERLUEYEA TV E, AT ¢ TIZ8HT 0
DT TL 7SN,

BERZ77AINEITRXTDIRATATE—ICTS

SATLEMEL, FURETIRNTONY VE2HEICHERLED EE->THE
T, FDEDITIE. BYICHEKR TS~ 2T HEENCEK> THIRREN WS 1 L
2 RUZERLET, TOT 4 L7 MJIC, BEHEZFIZITXRTDOI AT ATRHE—D
Ty AINERIZFEAERC T AV EREL £,

72 & Z1E, LDAP A O — 7 HIZ Solaris HEE T > — )L D3M# F 9”5 Trusted Extensions
W —)VARw 77 A /var/sadm/smc/toolboxes/tsol ldap/tsol ldap.tbx 21 E—L &
T, tnrhtp 77 TIIVDEBHRA ST > T L —hEH AL AL THO. DNS
H—=N—DU A SBLREEER T 7 A IIVDH D F9 ., B MAlFIZ policy. conf
Ty ANVOEBRLELE, ZN6DT v A IEKGT A L2 NUICIE—LET,

# mkdir /export/commonfiles

# cp /etc/security/policy.conf \
/etc/security/audit_control \
/etc/security/audit_startup \
/etc/security/tsol/tnrhtp \
/etc/resolv.conf \
/etc/nsswitch.conf \
/export/commonfiles

55 4% . Trusted Extensions D& (FIE) 99


http://docs.sun.com/doc/819-7605/ugtour-12?a=view
http://docs.sun.com/doc/819-7605/ugtour-12?a=view
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100

RO BRI

TNARAED YT =Ty —ZHHL TR —>Tr7avE—T 41 A7 ZE|D
T, IryAIETOyE—T 4 AVITHREL 9, ADMIN HIGH D T X)L & (1572
BOT7Oy E—F 4 A2, 1 MO label encodings 7 7 1)V Z#zik L £9,

VATLI T v AINEIE—TBEE. AT LD /etc/security/audit_control
Ty AN Ddir: DL M) EEHLET,

Trusted Extensions C’R—% TV AT 4 TH 5
J7AI)NEIE—9F3hHF

Ty A IV EEZHZ DRI, LD Trusted Extensions 7 7 1 )L DARTEAE L TH<
ERETY, VATALAZEHRT 2BRIZ, root HENEE 7 v A IV DOARTIOEEB X
Uj E“—%fj—‘t/)i‘—d_o

BTy A EIE—F5I013. A—/N\—I1—HF—|2/5n, K/ — > THRE)
20 ET,

BT NAREE|IYHTET,
FEMIVE.  TSolaris Trusted Extensions L—H— X/ K1 @ [Trusted Extensions T7/\
A AZEINL TS 2R TIEIN,

»  Solaris Trusted Extensions (CDE) Tld. 77 AN %—T v —] ITHR—F T )L A
T4 T DHNENERINET,

=  Solaris Trusted Extensions (JDS) Tld. 77 A IV T TV | ITNENERINE
@_‘0

LIFOFEIETIZ. TOGUIZEIETDIZTZ 7MY —Yvy—EidiRL £T,
BRI 7ANESUATATEBBALET,

DRATAICBLREFIDTZ 7AIDH5H5E. TDT77AIINEHLWARITIE—-L
=3I
7=EZIE DT 7 AIVDARIDEAIT orig ZBIL £,

# cp /etc/security/tsol/tnrhtp /etc/security/tsol/tnrhtp.orig
T7AINRRT—2 v —EREET,
/etc/security/tsolEEDAE—%T 4 Lo MUICBELET,
AE—T2ZNTNDT 7 A I)VICH LT, ROBEERITLET.

a. NUURENIEATATDIT7ANIE—2v—T, Z7A4INDT7A A%
KRLET,

%LII
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b. 07 7 AINRX—2 ¥ —DIAE—=%T 4 LI NIICT7A4NERTYSILE
g—o

TNARDENWHTZRERLET,

ZEMIIL.  TSolaris Trusted Extensions L—H— X4+ K] @ [Trusted Extensions T7/\
A ZDED B TEMHIRT 5] 2ZRLTLIZI N,

TAYT MPRERENES, AT4T7ERYELET,

Trusted Extensions CEEEHAERL 7 7 1 )L & FAIA L

ZOBITIE, AT LACELRBREDER I N TOER s root T—H—13, HAk
Ty AINER—F TINAT L TIZAE—TH2HERHDET, AT 4T ONE
3. TOMDI AT AICAE—ZINET, ZNS5D T 71 J)VIL. Trusted Extensions
VIR L7 THREINDE AT ALAICIE—INDH T EICRDET,

root T—H—{3, TINA ZEID B TIYFR— % —T floppy 0 7 /N1 AZE|D BT
T XD T —IZRH LU Tyes EBFEZXET . KIT. root T—H—IL, ik
Ty ANV EENZT7OvE—T A AV EFEAL., T4 AZICAE—LET, T
Ty E—F 4 AZ1ZI&, Trusted Path &WD T XJVINFITSITNWET,

AT 4 T INSFHAADITIE, root L—H—INZERA DT NA A ZEH D HT
T, NEZEF T >O0—RLET,

R 7 7 1 IVINT — 7 EIiCdH 5355, root T—H —Iidmag 0 7/N1 AZEID Y TE
9, W7 7 1 VI3 CD-ROM EIZH 535, root T —H—13 cdrom 0 7 /N1 A Z &
DY TET,

Trusted Extensions = > X T~ AN G HIRT 5

Trusted Extensions % Solaris > A7 AN HHIBRT 51213, K€D TFIEEZETL
T. Solaris > AT AIZX9 5 Trusted Extensions D A7 A X Z2HIFRL £,

Solaris0S DIF A EFHRIC. INIMFEY -2 DT —I THRLTHESHDEREFELE
ERS

SRATLDSINIFEY - ERIBRLET,

SRR, TSolaris D > A7 LEHE (Solaris I > 7 7 : BRE B & Solaris
V=01 O TIEREY — > Z2HIRT 5415 22U T3 N,
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3

4

5

6

2 AT A5 Trusted Extensions /N T — & HIR L E T,

s AR M=)V 4 — R%&EFEAL TTrusted Extensions /N o — & BIIL/=154&
F. 7oAV A =IO 4 F—=REFERLET,

ToAA =T 4B —Rid /var/sadn/tx T4 L7 BUICH D FT,

# cd /var/sadm/tx
# java uninstall_Solaris_Trusted_Extensions

prodreg IX > RZMHATAHIEHTEET ., #HMIE. prodregIM) IX > Ra2H
LT ZE,

® pkgadd I > KZ{EM L T Trusted Extensions /N 7 — & 1BIN L 7= & (L. pkgrm
AR RZEFEALET.

SRR, pkgrm(IM) DX Z a7 I R—=TJ 2B L TLZE 0,

bsmunconv AX¥ > RZERTLET,

DR ROFERIZDWTIE, bsmunconv(IM) DY Za 7 IIR—=T 2SR LUTLZ
é(/)o

(EREFTRE) Y R T AZBIESMLET,

SARATLEBRLUEY,
IEIEARY—E A% Solaris ¥ AT LMITHERT HHENHD T, ZOBEMEL
T, WA, EAWNLERy hU—F 20, XL —EA, BRXET 71N AT A
DT> " RHDET,
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Trusted Extensions D 7= & D LDAP DFERK,
(FE)

ZDFETII, Solaris Trusted Extensions T H 9% 728 IZ Sun Java™ System Directory
Server 35 K U Solaris BHE D > — )L &ML T % HIEICDWTH L £9. Directory
Server [X LDAP H—E A 242t L £9, LDAP X, Trusted Extensions DX Jix % — /s
P—EATY, Solaris EEL > —)lid, O—HILBLULDAP 7 —& N— X DEH
GUITY.

Directory Server DAERITIE. 2 DDZERELAYH U £, Trusted Extensions > AT LI
LDAP B —/N—ZHK 3 %7, Trusted Extensions 7 O F 2t —/N—%&H L TEHFD
P—N—ITH L £T. ROEETY TOWTNNOFIEITHE > TS ZE W,

104 R—D [Trusted Extensions 75 A b TD LDAP B —/N—DHE %k (1EE~< v 7))
m 104 XR—D [Trusted Extensions 718 A ks TD LDAP 7' O F 2P — )N—DRERL (E3%
<y )]
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Trusted Extensions 7K X T LDAP 4 —/N— DL (EE < v )

Trusted Extensions 7K X |~ T® LDAP Y —/N\— D&KL (1E %

<)

(S

B

Trusted Extensions LDAP
H—N—ZHEL XTI,

BEF7 D Sun Java System Directory Server 2372 1135
A+ WD Trusted Extensions > A T L &
Directory Server IZ L £, £ DD Trusted
Extensions ¥ AT ALld, TOHF—=N—0D7 71
P N AR S

106 X—= D [LDAP HIIZ Directory Server
DIEWRENET 5

107 X—® [Sun Java System Directory
Server & > A h—)LT % |

109 X—® [Sun Java System Directory
Server D7 7L AT & {#d 5|

110 X—® [Sun Java System Directory
Server DL T — 07 % {#i#T % |

111 X—2’® [Sun Java System Directory
Server DX IV F L NIVR— M ZFRET 5 |

Trusted Extensions 7 — %
NR— 2 %Y —/)N—IZEM
LET,

Trusted Extensions > A7 L7 7 1 )VDFT—4 %
LDAP H—/N\N—IZ AN L £7,

112 X—® [Sun Java System Directory
Server ICT—% & AN19 %]

Solaris EHI 11 > — )L 78
Directory Server CHERET
BHEDITHEIRL £

Solaris B ¥ 1 >/ — )LD LDAP Y — LR v 7 X
EFHTHRELET. ZOV—ILRy 7 X &{f
LT, Xy bT—=0FT2xr MTBET3
Trusted Extensions JE{E ZZAHE TE X7,

115 X—2 D [LDAP D7z D Solaris &
a2 —=IVDEE HE¥EX v 7))

ZOMDTRTD
Trusted Extensions > AT
L&, ZOH—N—DY
47 > hELUTHRL
£9.

D 2 A5 I\IZ Trusted Extensions 2 # %9 %
B, ZDOVATLEIDLDAPH—N—DT T
47 > RMNILET,

61 X— D ITrusted Extensions T A3
V' —2ZLDAP Y IA4 7 > MY 5]

Trusted Extensions RABMTOLDAP 7OF Y —/N—D
B (EE~< v )

Solaris > AT L THEIT TN TV S BEA D Sun Java System Directory Server 73 d % 43
. ZOEES Yy TEMEHLET,

104

2009%F 4 B

Solaris Trusted Extensions - > & I —JL & #&A% (Solaris 10 11/06 35 & U Solaris 108/07 1J 1) — ZkR) -



Trusted Extensions 2 2 7~ A T Sun Java System Directory Server DX

EE

L]

SRE

Trusted Extensions 7 — %
N—ZAZHY—N—IZEML £
KR

Trusted Extensions % N —27 F—4%
AN—2ZD tnrhdb BEL X tnrhtp I&. LDAP
H—N—IGEMT H2HLENHDET,

112 X—2® [Sun Java System Directory
Server \ICT —4% &A1 9%

LDAP 7O F > H—/)N\—% &%
ELET,

1 D ® Trusted Extensions > A 7\ %% DAl
@ Trusted Extensions > A7 A D 7 O F
H—N—ICLUET, TDMD Trusted
Extensions > AT Ald, Zo7OF
H—/N—ZfFH L TLDAP J—/N\—IZ7
ALY,

115X—2® [LDAP 7O F I H—/N—%
ERT % |

7 OF > —/)N—IZ LDAP H
DX IVF L R)VIR— k2R
LT,

Trusted Extensions /' 1 F B — )N— )V
TRV TLDAP Y —N—EBETESL LD
IZLET,

111 X—2® [Sun Java System Directory
Server DYV F LAV AR— b ERET D

Solaris & ¥ 1 > —)L/N LDAP
JTOF Y —/N—THRET B
KO L £7,

Solaris E 1 > —)L D LDAP »V — )l
Ry I A ZFHTERELET, ZD
V=)V 7 AEEHL T, *v b
=0 F T MZBT 5 Trusted
Extensions @ EZAHE TEET,

115 X—® TLDAP D7z @ Solaris & H
A2V =)V DFE WEEX v 7))

Z DD R TD Trusted
Extensions > A 7 /\ % LDAP 7
OF s —N—DOr7 5147 >
FEUTHERRL £77,

BD T AT T Trusted Extensions % # %,
THHE. TDI AT L%ELDAP 7 OF
HY—=N—DV 7147 > MILUET,

61 X—® ITrusted Extensions T A3
V—2%&LDAP YV AT 2 NIT 5]

Trusted Extensions > X 7~ /A"C( Sun Java System Directory

Server DFERK

LDAP — LB —E X, Trusted Extensions DX st — LY —EATY, 41 KT
LDAP % — AT —EAMNEZEFTIN TN WIS, Trusted Extensions 23 S 11T
% 2 AT /5T Sun Java System Directory Server (Directory Server) Z#k L £9, Y1
I T4 TIZ Directory Server NEIT I N TN S H B, Trusted Extensions 7 — & X— A
e —/N\N—ITEMT 20803 dH D X9, Directory Server IZ7 7 AT %72

\Z. Trusted Extensions > A7 A TCLDAP 7 OF L 2R EL FT,

F-ZDLDAPY—/N—ZNFSY—/N—& LT, £/ZdSunRay™ 7 7147 > b D
= N—ELTHEHLERVWES, INIUGE)—2 22O —N—I1Zf > A=)
ERSY A EC AR VN

%5 5% . Trusted Extensions 0D 7= LDAP DIERK (F/IE) 105



Trusted Extensions > 2 7 /2 T Sun Java System Directory Server DA&RX

v LDAP F (C Directory Server D5 = NE T 5

® RXDEADEZRELET,

#IEHIZ. SunJavaEnterprise System DA > A b =)L 4 H— RIZERSINBJEF T
RSN TNET,

AYRM=NDa¥—RDTOYT
b SIS E 72 (3 1EER

Sun Java System Directory Server version

EHEL—H—1D] 7 7 )V M#E Tadmin) TT.

MEMHE 1 —H— /XX ladmin123] DX D Z/NAT— RZERL £,
J—R]

[F4 L7 U= % 57 # )b MMl Tcen=Directory Manager] T79,
DN/

[F4 L7 hURF—2 v /S8 Tdirmgreg) DX DR/ AT— REMERL £,
AT —R]

[Directory Server JL— | | F 7 )V M#ld T/var/opt/mps/serverroot] T, FOFI T
"oz 7 %A A RN—IT 25, ZONAEHETHHEHIN
£9.

[ — N —385F ) T 74V MEIZO =V AT LATY,

M —/N\N—7R— Directory Server Z f§i f L THEEYE/2 LDAP % — LY —ERX &7 J
A7 2N ATLIREETZHEEE. T 740 ME (389 24
LET,

Directory Server Z i/ L T7OF B —/N—=D5H%DA > X
M=V EYR—FT2EE1E. (10389 72 EFEELIS DR — %
ANLET,

74 w7 A ldc=example-domain,dc=com] DX DT, RAA VHEREZEEZEZD
ES I

MEH R AT ) lexample-domain.com] DX DT, B 7 4 w7 xS & TE
mLET,

[P 2T Lad—H—| T 7 %)l Ml Troot] TY,

[ AT LT IN—T] 57 %)l MEZ Troot] TT,

[ —% OURFLR ) T4 MEE T2V —N—ICRET—YERELET., | T
R

[ —% DIRTESHT FI I MEE T2 —N—Ic2—H—/ ) —TF—% 24
LEd, J] T,

106 Solaris Trusted Extensions - > & I —JL & #&A% (Solaris 10 11/06 35 & U Solaris 108/07 1J 1) — ZkR) -

2009%F 4 B
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AVAN=NT4F—RDTOVT
[ SIS E o (1B

[ Administration Port | FI7 4 MY —N—R—FTT, TIHINNEELETEH=0D
WCHESRE S NDIERFNE, VT b7 N—2 3 12 1000 & #7235
BTT, VIMTZTN—=23 52086, ZOEFITIIR—k
5200 IZ72 D £ 7,

v SunJava System DirectoryServer = 1 > XA b— )L
2

Directory Server /Ny 77— 1, Sun Software Gateway @ Web ¥ b
(http://www.sun.com/software/solaris)MNH AFTEET,

1 SunWeb t A [T SunJava System Directory Server /X v 7 — U Z# KRR L E T,

a. Sun Software Gateway (http://www.sun.com/software/solaris) D X— T, [Get
It] 7220y L%,

b. ISunJavaldentity ManagementSuite] DRIDF T v IRy I REI Uy o LUE
j—o

¢ [submit] Ry >ZE2H Uy o LET,

d BEFRLTOVARMEEE. BERLET,

ee A LTIDVYT7 b7 D A—RLET,
f. EMEZ LD DownloadCenter] 2 ) v LET,

g. lldentityManagement] $E1T. AL TWA 75y b7 4 — AICEULRIHFD
V7 hDoxT7ESDO-RLET,

2 /etc/hosts 77 AT, EFRATBATADKRANEIT MJIZFQDNZEBMML F
-g_o

FQDN &1 158245 E D B A1 >4 (Fully Qualified Domain Name )| O Z & T9, Z
DL4HINE, ROELDITHFANEEE RAA > OMAGHOEIZRDET,

192.168.5.5 myhost myhost.example-domain.com

3 DirectoryServer /Ny T —2 %A A M—I)LLET,

106 X— D [LDAP HIZ Directory Server DIEHZINET 5] N6 DFEHRZ[E > THE
FIZEA XD,
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4 FE)T B7/=UN Directory Server HIEEEIENDHLDICLE T,

a. init.d AU T NEEIMLET,
KODFIZ. SERVER ROOT 35 TN SERVER INSTANCE B ZAH L T > A h—)LIZH
bEET,

/etc/init.d/ldap.directory-myhost

#!/sbin/sh

SERVER ROOT=/var/Sun/mps
SERVER INSTANCE=myhost

case "$1" in
start)
${SERVER ROOT}/slapd-${SERVER INSTANCE}/start-slapd

stop)

${SERVER_ROOT}/slapd-${SERVER INSTANCE}/stop-slapd

*)

echo "Usage: $0 { start | stop }"
exit 1

esac

exit 0

b. init.d RZ YT & rc2.dT4 Lo MNJICUVOLET,

/usr/bin/ln \
/etc/init.d/ldap.directory-myhost \
/etc/rc2.d/S701dap.directory-myhost

5 AYAb—ILEHRLET,

a. 1A= T4 LU MNIERARET,
slapd-server-hostname E WD ZEIDYT T T 4 L7 MUMNEET BIET TY,

b. DirectoryServer Z#CE) L £ 7.

# installation-directory/slapd-server-hostname/ restart-slapd

¢ slapd 7O CRMDEHET D EEHERELET,
# ps -ef | grep slapd
./ns-slapd -D installation-directory/slapd-server-instance -i
installation-directory/slapd-server-instance/
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LDAP #E ORERIR D A N T T I DWW T, TSolaris D AT AEH (—3 >
75417 bUH—EZ:DNS, NIS. LDAP##)] D 13% LDAPD kT 7)1
Ta—T 4 27 (ERER) ESRLTIEI N,

Sun Java System DirectoryServer D 7 T X O T %
REIT D

ZOFIETIERT D LDIFE AV Y T Mk -> T, 727 2A07ICEL TROBAINE
OHHENET,

s OJLAN)L2s6 DAY hEOJIZRERL, Ny 77 —a & ERLET (T
e DIZNE

» OJZxHO—57—2a>LX9d,

» BT 7 AIVEKRS500MNA D, FK100 D07 T 7 A IV afrFFL £,

s 3NAXDBHFEOOT T 7 A IJNIHIBRTINICARD 7,

T A AVEBOEZNS00MNA FERESEHWOTNSHIBRL ET,

s IRTOOT T 7 A IV THRK20,000M N1 bDFT 4 AV EEEFHALET,

TORRAOATEEBTBODRAI ) T NEERLET .
RDWNZED /var/tmp/logs-access.dif 7 71 IV EVERRL £,

dn: cn=config

changetype: modify

replace: nsslapd-accesslog-logging-enabled
nsslapd-accesslog-logging-enabled: on

replace: nsslapd-accesslog-level
nsslapd-accesslog-level: 256

replace: nsslapd-accesslog-logbuffering
nsslapd-accesslog-logbuffering: on

replace: nsslapd-accesslog-logrotationtime
nsslapd-accesslog-logrotationtime: 1

replace: nsslapd-accesslog-logrotationtimeunit
nsslapd-accesslog-logrotationtimeunit: day

replace: nsslapd-accesslog-maxlogsize
nsslapd-accesslog-maxlogsize: 500

replace: nsslapd-accesslog-maxlogsperdir
nsslapd-accesslog-maxlogsperdir: 100
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replace: nsslapd-accesslog-logexpirationtime
nsslapd-accesslog-logexpirationtime: 3

replace: nsslapd-accesslog-logexpirationtimeunit
nsslapd-accesslog-logexpirationtimeunit: month

replace: nsslapd-accesslog-logmaxdiskspace
nsslapd-accesslog-logmaxdiskspace: 20000

replace: nsslapd-accesslog-logminfreediskspace
nsslapd-accesslog-logminfreediskspace: 500

ROV T hERTLET.

# ldapmodify -h localhost -D ’cn=directory manager’ \
-f /var/tmp/logs-access.ldif

NRAT—REANLET.

Enter bind password: Type the appropriate password
modifying entry cn=config

Sun Java System Directory Server D T2 — [0 7 Z (xR
ETD

ZOFIETIERT D LDIFAZY T MZk-> T, T5—0ZICB L TROBEINE D
5NET,

» OV EFEHEO—-FT—1 3275

n BT 7 AIVRK500MNA hD, wmAK30007 7 A1)V REFLET,

= 3MAXDBREIOOY T 7 A IVIFHIRYINIC/ARD £9°,

n T4 ATEEDEZMNS00M/NA hE RS EHNWOTNSHIBRL 97,
n IRTOOY T 7 1IVTERAK20,000MNN1 bOTF 4 AV REBEEFEHLET,

IS—RAJZEBTHLODRIY T MEERLET,
KRDWNZED svar/tmp/logs-error.ldif 7 7 1 IV E1ERR L £7,

dn: cn=config

changetype: modify

replace: nsslapd-errorlog-logging-enabled
nsslapd-errorlog-logging-enabled: on

replace: nsslapd-errorlog-logexpirationtime
nsslapd-errorlog-logexpirationtime: 3

replace: nsslapd-errorlog-logexpirationtimeunit
nsslapd-errorlog-logexpirationtimeunit: month

Solaris Trusted Extensions - > & I —JL & #&A% (Solaris 10 11/06 35 & U Solaris 108/07 1J 1) — ZkR) -
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replace: nsslapd-errorlog-logrotationtime
nsslapd-errorlog-logrotationtime: 1

replace: nsslapd-errorlog-logrotationtimeunit
nsslapd-errorlog-logrotationtimeunit: week

replace: nsslapd-errorlog-maxlogsize
nsslapd-errorlog-maxlogsize: 500

replace: nsslapd-errorlog-maxlogsperdir
nsslapd-errorlog-maxlogsperdir: 30

replace: nsslapd-errorlog-logmaxdiskspace
nsslapd-errorlog-logmaxdiskspace: 20000

replace: nsslapd-errorlog-logminfreediskspace
nsslapd-errorlog-logminfreediskspace: 500

ROV T hERTLET,

# ldapmodify -h localhost -D ’cn=directory manager’ -f
/var/tmp/logs-error.ldif

TAYTMIEAET.
Enter bind password: Type the appropriate password
modifying entry cn=config

Sun Java System Directory Server D < )L F L/ N )L
R—hZHRET S

Trusted Extensions TYEZ9 %1213, Directory Server Ot —/N—HR— h & K/ — > D
SROVFLAN)VR— b (MLP) & L TRET 2HENH D XTI,

Solaris B OV —I)LEEFHLET,

# /usr/sbin/smc &

This Computer (this-host: Scope=Files, Policy=TSOL) YV—IliRw O REZEIRLET,
[ RATADER] Z2Uy o LThs OAVEa—4%ERy ND—01 %5
Uy LET,

NAT—REANTEHEIRDENET,

BE/NRAT—REANLET.
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5

6

10

[FSRXTYyRRy bD=0 =21 Z5TIVO Uy LET.

g —>&25TIWN0 Vv o LET,

TCP 7O R INDTILFLUANNAR—bZBINLET,

a. [V=2ODIP7RLRICHTBETILFLUANILKR—FDEN 22U v o LET,
b. R—hEFESELLT38IEANL., [THI 20V v I LET,

UDP 70 )LD TILFLANLR— b EEMLET.

a. [V=2ODIP7RLRICHTZTILFLANILR—FDEM 20U v o LET,
b. R—hEFESELLT3IBIEANLET,

¢ udp7ORIJLEZEIRLT, T 20Uy o LET,

[Tl 20y o LTREERELET,

A—FIINEBHFLETS,

# tnctl -fz /etc/security/tsol/tnzonecfg

Sun Java System Directory Server [CT—4% & A9
%

FRVHERL, I—H—, BIOERS AT AIZEET 5 Trusted Extensions 7 — % % f#
R 57201, O LDAP T—F R—AMERBLIUVELEHEINTVWET, ZOF
JIETIX. Directory Server 77— % \— A |Z Trusted Extensions |& ¥ & B D A A L T,

F—AY—ERT—IRN=R(IIT—YEANTBE=HIERTET77A4ILDR
T UEEEERLUET,

# mkdir -p /setup/files

YoTIND jetc 77 AN ERT =V JEEICOE-LET,

# cd /etc
# cp aliases group hosts networks netmasks protocols /setup/files
# cp rpc services auto_master /setup/files

# cd /etc/security
# cp auth_attr prof_attr exec_attr /setup/files/
#

Solaris Trusted Extensions - > & I —JL & #&A% (Solaris 10 11/06 35 & U Solaris 108/07 1J 1) — ZkR) -
2009 F 4 B



Trusted Extensions 2 2 7~ A T Sun Java System Directory Server DX

# cd /etc/security/tsol
# cp tnrhdb tnrhtp /setup/files

Solaris 1011/06 J ) — A %)\ F 25 LR W TEIT L TWA S, ipnodes 7 7 1
NVEIE—-LET,

# cd /etc/inet
# cp ipnodes /setup/files

/setup/files/auto master 7 7 A JL/P 5 +auto master T MU ZHIBRL XY,

/setup/files/prof attr 77 A IS 1 T MU ZHIBRLET,

ATV UEEIC - BBy TEERLE T,

ROAEHT Y TDU A RT, EXT OBRAOITIET 71 I DA4RTZRLET, 2179
3771 INVONEZERLET, J— %I, Trusted Extensions/ 7 R 7 = 7125 &
NTVBET 7 ) h D label encodings 7 7 T IS D TR ERE L ET,

s ZZWRINITDY — B ERBDY — D AICEEIHA TN,

»  myNFSserver CR—ALT 4 L7 BUDNES Y —N—ZHREL X7,

/setup/files/auto_home_public
* myNFSserver FQDN:/zone/public/root/export/home/&

/setup/files/auto_home_internal
* myNFSserver_FQDN:/zone/internal/root/export/home/&

/setup/files/auto_home needtoknow
* myNFSserver_FQDN:/zone/needtoknow/root/export/home/&

/setup/files/auto home restricted
* nngPSsemmrﬁFQDN:/zone/restricted/root/export/home/&

XY RIT—=0 DT RTDI AT L% /setup/files/tnrhdb 7 7 A JLICEBIMLE T,
ZZTHIAINERA—RIFfEHTEERA, BEZTITRTOIATLADIPY R
L2, IRNNAES—=2DIP T RLAHEDTIDT 71 IIVHNICIEET DRAEEN
H0FET,

a. FORTYRIT4YERRE. /setup/files/tnrhdb EIRELE T,
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b. Trusted Extensions R X A > DIN)MFE AT LADITXRTDIPT RURZEEML
ij_o
TR ELATLDY A T cipso TY . £z, INIMFES AT LD
Fa)F 4 —FT 2T L —FDAHTH cipso TT . L5 T, T 74 MERT
X cipso T RUILRDLDIT/RD ET,
192.168.25.2:cipso

EF-ZOUARNTE, R =2 BRETNINAAES—2DIPY RLANEEN
33-6‘0

¢ RAALAUDBBETEBDZINNEGLIRTALAEZITRTEMLET,
FGRINIBELI AT LD A Tldunlabeled T, TN LI AT LADEF )
T4 =T 7 L— D4R adnin low T3, LN T, 77 %) MMERTIZ
FRNE LI ATLADOT Y MUIRKRO XD IR ET,

192.168.35.2:admin_low
d. 774NV EREFEL. TT4 98 TLET.,
e. 77 MIDBXZERELET,

# tnchkdb -h /setup/files/tnrhdb
f. Io2—%ZBELTHOERERITLET.

/setup/files/tnrhdb 7 7 A JL % /etc/security/tsol/tnrhdb 7 7 A JLICOE—L &
j—o

ldapaddent AY > REFERL T, AT =YV IBBOINTOI 7 (IVICT -5 %
ANLET,

# /usr/sbin/ldapaddent -D "cn=directory manager" \
-w dirmgrl23 -a simple -f /setup/files/hosts hosts

BX7E D Sun Java System Directory Server (D 7= ™ Trusted
Extensions 7' 03 2 DERK

114

P, Solaris > A 7 L DEEAFE D Directory Server IZ Trusted Extensions 7 — 4 \— X
ZEINY DENH D £F, KIT. Trusted Extensions > A T 7% Directory Server |2
772 A TESDEDIT, Trusted Extensions > AT AN LDAP 7 O F 2 —/N—1272 5%
KO 2 LENDH D LT,
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—ZFRT %

B MZLDAP B —/N—W 9 TICEFET B8 E . Trusted Extensions > AT LI 7 O F
IN—ZERR L £7,

LDAP 7O+ H— /N

Trusted Extensions [ & 5 30T — 4 X— A % LDAP F—N—IZBML THZET, #

. 112X—2® [SunJava System Directory Server ICT—#% & A 19 5] ZZHRL
TLEE W,

Trusted Extensions SERE SN TWNB AT AT, 7AF o Y—N—%2ERLET,

Solaris D AT LEM (F—I >V ET 4LV NUT—EX:
DNS. le LDAP )] D125 [LDAP 7 717 > hDORE (FIE)] Z2&MRL T<

Trusted Extensions 7 — ¥ N— XMW T OF Y —/N—TRRTEDILEWEIELET,
# ldaplist -1 database

v
H—
RO BHIC
HH
1
SRR
=30y,
2
EEEIE

LDAP D /=D Solaris EIE 1

LDAP WD BIREFRIL D A b T 712D T, [Solaris D3 A7 LAEH (% —3 >
7ET 4L 27 RUHY—E X :DNS, NIS. LDAP##)] D133 [LDAPD ~F 7)1
a—T 4 27 ERER)) ESRLTIEI N,

)= IILDERTE (X< Y )

Solaris B ¥ 1 >/ — )LIZ. Trusted Extensions ZFETL TWEI AT LDy KT—2
EEMTLHEHDGUITT,

1E% FEA Sk
Solaris ¥ > —)L % |Solaris ¥ > — )V EHHHLL £9, ZOFE 58 X— D [Trusted Extensions T
WML L £9°, . R =D AT AT ECTRETFLET, | Solaris EHED > —)LH—/)N—Z ¥ ]
9 %]
B e L ET LDAP B —/N—I12 & > T Solaris EFE I >/ — )LEF 116 X— D [LDAP D &A% % Solaris &
FELET, O —)VITEERT 5 |

AT LA TLDAPEMZ
BN LET

F7 ) b Tld. LDAP HFHUIA > A h—)VERITA
WCENFET, BEI AT LAZHRIZ LDAP &
SATAIILET,

117 X—=2 D [LDAP 7 5147 > b)Y
LDAP &M TE5 X527 5]

LDAP Y —J)LRy 7 X%
ERRL £9

Trusted Extensions i O Solaris ¥ 3 > — )L
LDAP Y —)LiRy 7 A %R L ET,

117 X—2® [Solaris ¥ > —)I
D LDAPY =)Lk 7 A& fREd 5

8 5% . Trusted Extensions (D 7= D LDAP DK (FIE)
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B3

A SRE

WEZ MR L £,

Trusted Extensions I8N A R2NLDAP 7 1 7 > MZ7% |61 X— D [Trusted Extensions T K
N5 EZEMRALET, V—2%&LDAP YV 47 > MIT 5]

116

v
1RO BHIIC

£l 5-1

LDAP D& ZE Solaris EIB Y — )L [CEHET S

Trusted Extensions % ZEf7 L TW5 LDAP Y —/N—T root 1—H—IZ/2 0 FTF, ZD
HY—N—lZ7af b —N—TbhFTWEF A,

Sun Java System Directory Server MR S LTV D LENH D £, KROWTNN DK
pRZEET L TWET,

s 104 XR— D [Trusted Extensions 78 A b T®D LDAP U —/N— DR TEE~ v 7))
104 XR—®D [Trusted Extensions 75 A b T®D LDAP 7' B F B —/)N— DL (1E2E
<))

LDAP EEEEREZEHL XY,

# /usr/sadm/bin/dtsetup storeCred

Administrator DN: Type the value for cn on your system
Password: Type the Directory Manager password
Password (confirm): Retype the password

Directory Server & DBEZ MR L £7,

# /usr/sadm/bin/dtsetup scopes

Getting list of manageable scopes...
Scope 1 file: Displays name of file scope
Scope 2 ldap: Displays name of Idap scope

LDAP U —N—FREICL > T, FREINDLDAP AI—TNREINE
T, = N—DEEEE., LDAPY —I)L Ry 7 AZREL THATESLLDITRDE
£

LDAP B8 D& %

ZOHITIE. LDAP Y —/N—DFAHIIZLDAPL. LDAP 7 1 7 > kDRI
myhost. cn DfEIEZT 7 4 )L kD Directory Manager TY

# /usr/sadm/bin/dtsetup storeCred

Administrator DN:cn=Directory Manager
Password:abcdel; !

Password (confirm):abcdel;!

# /usr/sadm/bin/dtsetup scopes

Getting list of manageable scopes...

Scope 1 file:/myhost/myhost

Scope 2 ldap:/myhost/cd=myhost,dc=example,dc=com
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RO BRI

RO BHIC

LDAP 2 A 7 FSLDAPZEBTEALDICT
%

772‘}1/1\11 SATLFEF U T4 — EOEHRMND DA — FTIEEHEL 72
4/XF%Wéhi¢ L7=MM5> Ty LDAPH—N—&ED Ry N — 7%

%Tm I BHENRHDET, ZOFMEIL ATLOFRYy NT—0 &

:—ﬁ—@%ﬁﬁﬁ?é&X%Af@&%ﬁbiﬁo

A —/)N—A—HF =25, K/ —>ThFa) 5 —EHEEREN /R 0LEN
HDFET,
CATANIDAPEEEBTESLDICLET,

# svccfg -s wbhem setprop options/tcp_listen=true

LDAP Y —)LiRwy 7 A2 HERT HIZIE, 117 =D [Solaris BEFL > —I)L D
LDAPY —IViRw 7 A ZtmET 5] 2R TIHIMNENDD T,

Solaris B 1YV — )LD LDAP Y — )Ly U R %
ﬁ%?é

A —/)N—2—HY =TT 0 £ A, LDAP Ek&% Solaris B HL I > — )L IT B 6%
THLENDH O, /usr/sadm/bin/dtsetup scopes I > ROHIJITDOWTHI > TWD
WENDH D ET, FEMIE. 116 X—2 D [LDAP D&% Solaris EHL T > — JWITH
P95 2B TIZIN,

LDAPY — LRy U RERLET,

# cd /var/sadm/smc/toolboxes/tsol_ldap
# 1s *tbx
tsol ldap.tbx

LDAP H—N—%&E AN LET,
a. FIRTYRITHHEREET,

b. tsol ldap.tbx Y —JILRy O ADTI/IXAZZAE—L T, 5L LTITT44
[CX—=XBMLET,
T2EZE ROINANLDAP Y —IV Ry 7 ADT 7 4+ )b b DILETT,
/var/sadm/smc/toolboxes/tsol_ldap/tsol_ldap.tbx
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£l 5-2

1B B HIIC

« RA—TEREBESHWAET,
<Scope> ¥ 7 & </Scope> ¥ 7 DT H % server ¥ 7 %, ldap:/...... ToH7
(/usr/sadm/bin/dtsetup scopes AN > RMNG) TEEMZET,
<Scope>ldap: /<myhost>/<dc=domain, dc=suffix></Scope>

d. <?server?> /= <?server > DI X TDA RY A% LDAP Y —/N— LB EH
AET,
<Name> Idap-server-name: Scope=ldap, Policy=TSOL</Name>
services and configuration of Idap-server-name.</Description>
and configuring Ildap-server-name.</Description>
<ServerName>Ildap-server-name</ServerName>
<ServerName>ldap-server-name</ServerName>

e. 77AINEREL. TT45ERTLEY,

whemP—EXZ{EILEL TEFHLET,
smc T—F Ul whbem B —E AT k> THlIH SN E T,

# svcadm disable wbem
# svcadm enable wbem

LDAPY —JLRy & ADKE

ZDOFITIE,. LDAP U —/N—D AR LDAPL TT ., W—ILIRy 7 AZRET DI
13, EHEMN server DA 2 AHY > A% LDAP1 EBEEHZFT,

<Name>LDAP1: Scope=ldap, Policy=TSOL</Name>
services and configuration of LDAPl.</Description>
and configuring LDAPl.</Description>
<ServerName>LDAP1l</ServerName>
<ServerName>LDAP1l</ServerName>

Solaris &I 1 > */ — )L [C Trusted Extensions |5 %3
SFEFNTWNARILEZWHERTS

BHBREN /2> T, FRIEA—/NN—2—Y—ELTIDAPZ I14 7> MNicay 1>
LET, ATLZELDAP YV 747 > MZTBEEIE. 61 X—2D [Trusted
Extensions TR — > & ILDAP 7 9147 > MZT 5] 22RLTLIZEI N,

LDAP Y —)Vihw 7 AZMHT 21213, 117 X—2 D [Solaris EH I >/ — )LD
LDAPY —IViRw 7 A Z2tmET 5] B8 RXR—D [Trusted Extensions C Solaris &
Ha =)l —N—2@td 2] Z58T L TWHEHENHDET,
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1 Solaris BRIV —IIEELHLET.
# /usr/sbin/smc &

2 Trusted Extensions V —)L7R v U REZHEE T,
Trusted Extensions Y — )L v 77 Z DI Policy=TSOL TY

s O—HAINT77AIICT IR TESZEEWHRET H(T(E.  [ThisComputer
(this-host: Scope=Files, Policy=TSOL)] Y —JLiRy O REREET,

= LDAPH—N—DT—HIN—X([CT VTR TEBELEHRETHITE. [This
Computer (this-host: Scope=LDAP, Policy=TSOL)] YV —JL Ry IV REBHE=ET,

3 [PRTLADEE] 5T, MAYEa—%&xybD—201 ., TEFaY
TA—TrTl—h] EBBILET,

4 ELOWTYTU—hBRUINIDERIATAICERENTNSZLEERELE
j—o

FEEIE LDAPHRZE NI TN a—F 4 7T 5ITid. [Solaris D AT LEH (F—3 >
7EF 417 b)Y —E X :DNS. NIS. LDAP#)] DOH13% [LDAPD k5 7))l
a—T 4 T GRER)) 2R TSI N,
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B 6 E

Trusted Extensions &E N\ F L A2 AT A
DIERR (F A7)

Netra™ > U — X7 E DNy R L X A5 LT Solaris Trusted Extensions ¥/ 7 k™ = 7
ERRRBIONVERT ST, EZY—2HATLI AT LTDY AV L3R5 FE
MMAFETT, Trusted Extensions ¥/ 7 b7 = 713, ERTIZ/RS T ENTERNWEE
DERENEBY A 20ELTHWET, ZOV IR TIIEERGUIDH D F
o U TIVEFRTIZZ O GUIIEERSINE R Ao

F-NY RLVAT AT LATHREEINDHERAEL. M S NZ/E RO FEUE 252 L
FH A, L. 2X—20 V1 hOEFa2UT 4 —RYS—IZDNVWT] 25
LTL7ZEEN,

Trusted Extensions TDO Ny KLV X AT ADHERR (1EZE

< v )

Ay RLVATATATIE, 32V =) 7IVERRICE > TARTZI 2L —%
T4 Y RUHEREINET., ZORKRIE, @R, tip Y > Rk THRESINZE
T, FIHFTEERIEE S AT LDY A TIIEC T, KOFEOWTNMMEFHL T
ANy RVATATLEHRTEET, ROEXDODY A7 3 Tld, mEHLINSG HEN
SIEICRLUET,

SRy

A S5

%

LAY RLVATATLZE | ANV RLATATLAEHELELD | FIATY REXy RU—=Z DAY RLAT AT AL
cipso VAT ALAELTHE |[ELTWETAT by TIAT L |02 FEERL TOWRWERIL, AT AIZHEYZ

LE7.

|Z Trusted Extensions Z#k 9 %% |tFaU5s—57> 7L —r2EIDYTE

Eld. FARY A T cipso DNy R |9, [Solaris Trusted Extensions EH O FNEI O [t
VAT AT LZERL £, FaUT4 =TT L= E2KRANEEIHFARD
TN—TIZEHOYB TS 2R LTI,
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Trusted Extensions TDN\y KL R AT ADHER 1F¥E~ v )

TRy Bk Sk
2B T A EAENCL | A—/—2—HF =& LT, ANy R [122X—=TD [Trusted Extensions Cizl@aH 7 1 > &4
ES VASATLANDREFEOTA 2% | 3h2T 5]

HENMZLET,

3AY RLVAT AT L&
ET 2720 DR EEBOD
HiEEERL KT,

ZOERIT, Ny RLAY
AT LEBET DRI AT
LDN—RT 7B
Tz 7R CET,
HTRERFENSIAITR
LT,

EES AT LERETEET 2

R AT LAEERT H%ENCTR D12, 124 R—2

BlE. rlogin A RZEMHALE | D lrlogin I~ > K% L T Trusted Extensions @
kR ANy RVATATAIZOTA 2T 5] ITHEAET,
EBE AT L% BRI ATLAEZA—/N—I—F—L L TEHTBIC
A—=N—A—HP =L TEMTZ |1, 126 X—TD [ssh A< > K2 L T Trusted
e, sshaOY > REMHALE Extensions D\ RL AT AT AICOT A >3 5] 12
7, HEAET,

4 2 RUFIRT AT LN N
. uyharsA o EFHTE
F9, ZOFEIFLETIEHD X
A,

ANy RUVAT AT LAOEREEHIC Y 7)va s A

CEFHT BITIE. 128 R—T D [Trusted Extensions
AN TNATA N LBEMERET S 1T
BHET,

4. Ny RLVATATAT
Trusted Extensions %z % L
£9.

arzA4>LTms, BEZY— 21
ATV ATAETOREEDLSIC
k& BT L ET

% 4% [Trusted Extensions OAERL (TNE) 1 2L T
K3, OFA U HEICEDE Tlfers k%
ALTLESN,

Trusted Extensions CifRO 7 A > ZHBMICT S

rlogin £/21Essh A REMHL TAY RL AT ATLAZERTLLEND 5

v
EDH. ZOFE
BT —I3E R TT Ny VTELT,
BoBEIC ¥R U T —RY — B

> TS, ZOFIRFLETIEH D Kt A,

WL T, YA P THAIENTWSERO VA1 > Ok

EHELET., TAZ Fy TP AT LABRUANY RLAT AT AR, BUEFaY
T4 —T>TL—hEFEHLTEN

CHFZRETIHENDHD XY,

1 AVYV=ITNAZADSreot 7hHD > MZOGA YV LET,

2 ROZERROTAHEZ1DLUEZERL TEELET,

» root I—HY—(CLBiE

RBEOSA ZEZBNLET,

a. /etc/default/login 7 7 A )LD CONSOLE=FTZ2 A ML ET,
#CONSOLE=/dev/console

122

2009%F 4 B
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b. ssh —EXDroot I—HY—0O5 A4 VZEHFAILET,
/etc/ssh/sshd config 7 7 {1 IVEEH L ET, 7 74 J)1 b Tld. sshid Solaris
VAT LTHEYTT,
PermitRootLogin yes
= rlogin—EXRZFERLTASA T H&EENZHFTLET,
root WREITH 25E. root ZRENC K DERO VA1 > DIDITROEENHET
KRR

a. TFAMIFT 4 YT, pam.conf 77 A IVEREET,

# vi /etc/pam.conf

b. 77 A4ILD#EHOYUDIEDIZH S other account requisite ZIFRLE T,

c. allow remote Z1&EB|E 2 —JVITEBMLET,
TabF—ZMHLTT 4 — IV REBEL £,

other account requisite pam roles.so.1l allow_remote

WEBOZOEZ 3 iE. ROLDITEDET,

other account requisite pam_roles.so.1l allow remote
other account required pam_unix_account.so.l
other account required pam_tsol account.so.l

s INNVIEURRSDOKREY —ANDEROSTA EFALET.

a. TFAMIT 4 YT, pam.conf 77 A IVEREET,

# vi /etc/pam.conf

b. 77 A4ILD#HOYUDIFDIZH B other account requisite ZIRLE T,

c. allow unlabeled & tsol account EZ a2 —JLITEMLE T,
TabF—ZfEHLTT 1+ =L FEBEHL £,

other account required pam tsol account.so.l allow_unlabeled

WEZODZOLY > a i, ROEDITRDET,

other account requisite pam roles.so.1l allow remote
other account required pam_unix_ account.so.l
other account required pam_tsol_account.so.l allow_unlabeled
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1B B

s BEI-—Y-—SKEV—ICOFA 2 TEDEIICLET,
INEOI—YF—IZEBRIN)HAZEOLTET, AV by T ETO
I—Y—ZiZ, "Ny RLAATALETOLI—TF—ZEFELUTRINUIZD FHE
/UO

# usermod -R root -K min_label=ADMIN LOW -K clearance=ADMIN LOW username

Ny RUVRVRATAT, TROMYTDRA NI A TE#EELET,

FAD Y T AT LADRA NI A TENY RLASATLADKRA YA TiE, —
KT HHLENHOET, —FHRERZIERT DI, tnetl I REMHHAL X
T FEE. tnctlIM) DR a7 I R—=J 2B LTL7EI 0,

n SRNIMFETRI MY TORTADBEIZ. RA MY A T% cipso EEELE
j—o

# tnctl -h desktop-IP-address:cipso

n SNIEBELTRY by T RATADZEIE. ADMIN Low TEHREIL TW\S, X)L
BUYATAELTRR NI A THEEERELET,

# tnctl -h desktop-IP-address:admin_low

rlogin < > R Z {E L T Trusted Extensions 0D
Ny RUVRATAICATA TS

ZDOFNEICE > Ta~ > RFFB LW Trusted Extensions D GUI ZffifHTE 5 L D7
D, JENT/2BHZET, ANV RVAVATLEEMTEET,

Solaris B >V —)V 2T 572012, Ny RL AT AT LTI T07RBED A
FY—DHETY, EIX Solaris OS DIFE LR C T, #FMIL.  [Solaris 10 5/08 1
CAN=IVHA R GER O [ AT LB EHERERIE) 22U T<EI N,
BHEDT A b T AT AT Trusted Extensions Z T &, Nw RL AT
AT LET I A by T AT A EIZCIPSO Y AT A E L TRESNET . 25
X, [Solaris Trusted Extensions HH¥DFNE] @ [Fa2)F 4 —F> T L —FEERA
NEZBFEA RO I —TIZED N TS 2B TSN,

122 X—2D [Trusted Extensions TRV 1 > ZENTT 5] 2T LTWET,
ANy RVZADATAIIOT A > TELA—Y—THI2UNENHDET,

TR TORATAT, Ny RORTAPSDTACAPRREINDLDICLE
—g—‘o

a NY RVRVRTADPSBXY—N—=([CT7 A TEBLDICLET,
desktop $ xhost + headless-host
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b. 7RI by 7DDISPLAYZEHDEEFIEELET,

desktop $ echo $DISPLAY
n.n

Trusted Extensions T X2 b T AT AT, bSRATY RIXADT =0 AR—R%=H
gij_o

» REBY-UNBEETIERATEZI-—YF—T7HDU 2 FDBEIE. S RXT Y BN
ADT = AR—REEBRLTDOImRD 4 > RO EREXT.

s A—Y—THI L FTRKEYV—ANBET7 IV ELATERWNEEIT. RETEST
MOImEARD 4 > ROEREET,

SOWMRD 4 2 RUDLEBICNY RUAZRTACATA 2 LET,
desktop # rlogin headless
Password: Type the headless user's password

RENCIHRUET,
KHEDRNWI—F —ELTAY RLATATAIIOTA > L TWAEAEIL. EHE
MR DENC/R D ET, FUmMAT 4 > RUZMEALET., 72EXIE. root D%
E (AR

headless $ su - root
Password: Type the root password

Ky — iz £9,

ANY RVRASRATALEDTACVANTRI by T RATALICRRTENDLSICL
ij_o

headless $ setenv DISPLAY desktop:n.n
headless $ export DISPLAY=n:n

Trusted Extensions D GUL 2 L TNy RL AT AT LAEEHTESLLHITRDE
—d—o
Ny RUVRVRTLAZEELET,
= SolarisBEEOY—J)LEREFLET.
headless $ /usr/sbin/smc &

Solaris HEEIA ) — IV MT AT by T AT AIEREINET, V—ILRv T A
DYARNE, Ny RU AT AT LI Scope=Files, Policy=TSOL 23R L %
-a‘o

= txzonemgr ZECEILE T,

headless $ /usr/sbin/txzonemgr
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1B BHIIC

= TrustedCDE7 2> a3 ICT7 R LET,

headless # /usr/dt/bin/dtappsession desktop
Password: Type the remote password

ssh 1< > RZ{EH L T Trusted Extensions 0D
Ny RUVRATAICAOTA VTS

ZOFIEIE>T, AR RITEMHL T, Ny RLAT AT LZE
A—=/N—2—HY = L TEHTESLLDIT/D ET, Trusted Extensions D GUI % fif
AT 5I121d, 124 XR—=2D [rlogin A< > RZ2fHH L T Trusted Extensions D\ R L
AATHLIIOTA 2T 5] THhHEBEFEROFIEEZTTLET,

Solaris B >V —)V 2T 572012, Ny RL AT AT AT TR BED A
B —DPHETT, Efd Solaris 0S DILEH ER U T, #Ffllld.  [Solaris 10 5/08
CAN=IVHA R GERR) O [ AT LB EHEERIE) 22 LT<EIN,

BHEDT AV kw7 AT AT Trusted Extensions Z KT 256, Nw RL A
AT LIT AT by T AT A EICCIPSO Y AT LA EL TR ESINE T, il
l&. TSolaris Trusted Extensions EH DO FIE] O CFaUF 4 —FT2> T L —RrEKA
NEFZFARDTIN—TICEID LTS 2BRLTIEIN,

122 X—2 D [Trusted Extensions TRV 1 > EEHNITH) 2T LTWET,
ANy RVZATATAIOT A > TELA—Y—THDIUNENHDET,

Trusted Extensions 7 X2 b T AT AT, bSRTY RNRRDT =0 AR—R%EH
=F9,

s KV ABEET O ERTESRI—F—THY FOBEAIE. FSRF v K
ADT— 5 AR—REER L THSWERY + > RO £BEET,

» A—HY=THUYPTREY - UNEET I EXTERWMEERE, REICE-T
MOWwmARD 4 ROEREELT,

ZDWmKRT 4 > RODSRBICNY RV T AICOIA 2V LET,
desktop $ ssh -1 username-on-headless headless

Password: Type the headless user's password
headless $

WRT 4 RIICAY RUASATALEOT 7> a INEREINET,
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A=—N—A—Y—-[CRUET,

ANy RUS AT LATREY — > TRWESG, 2T —2FEUHARY 4 > BT root
D EA LT,

headless $ su - root

Password: Type the root password

AL RFFEBALTAY RLAS AT LEEETES LI ITADET,

BHGUIZFEH LTI AT AZEHTZICE, A My T EIIANY RLAT AT
LADTOVAMFERINDEIIICLET, il 124 RXR—2D lrlogin AT > R%&
ffi [l L T Trusted Extensions DNy RL A AT AICOT A>3 5] #2BRBLTL/Z
I,

ANy RURDRTADZEBEEBDERT

ZOHITIE, BEHEN T RIS ET AT by T AT LNE TR)IUFEAY RL X
AT ALEFZELET, SolarisOS TOEXD X DI, HFHEHEZIIX T —N—NTA 7
F/7/X7AL77tXT%é£DLbf‘«/FVXVX?AKDBHMQﬁ%
RELET,

TXdeskl $ xhost + TXnohead4
TXdeskl $ whoami

configl

TXdeskl $ uname -n ; echo $DISPLAY
TXdeskl

:1.0

TXdeskl $ ssh -1 installl TXnohead4
Password: InslPwD1
TXnohead4 $

R — 2T, EHEILpISPLAY Z2E ZEHELFT,

TXnohead4 # su -

Password: abcdlEFG

TXnohead4 # setenv DISPLAY TXdeskl:1.0
TXnohead4 # export DISPLAY=TXdeskl:1.0

Kz, EHFEII Solaris EFLO > — )L ZEHH L £9,
TXnohead4 # /usr/sbin/smc &
RZIC, BHHFII This Computer (TXnohead: Scope=Files, Policy=TSOL ) Y —)b

Ry 7?(%:@?){'1/?’9“0
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v

B DRI

Trusted Extensions ND > U 7 )LOT A U [CLDE
BZEHRET D

ZOFEIL. Ny RLATATLEBRT DT AT by T AT ADRWEEICD
AHEFLTLEZIN, ZOFEILZETIEH D EE A,

ANy RVAZATLDY > A—F—F— R TA—/N—2—F TR DLEND
DET, ZDTHEF 2T —2HEKT 27201, 2 AT AT LAZHRL X7,
SUTIIR—bhZEUHTEY,

ZEHMI.  TSolaris Trusted Extensions B H¥E D FIE] @ [Trusted Extensions TDT /N1 A
OEH (E¥E~ Yy 7)) THHINATWS U7 )IVarsA1 > OFEEZSRLTLIES
Uy,

DARATAERA—=/NN—A—Y—-¢LLTEEBLET.
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YA bDEF2UT4—RUD—

ZOMEETIE, Y1 hDEF 2T =R —IZDODWTHEHL.

BESTHD Web B hEFLET.

130 R—2 D
131 XR—2D
132 R—2D
133 R—2D
133 R—TD
134 R—2D

1 rotF 250 —RY I —& Trusted Extensions)
(A2Ea—0tFa T —ITBT HHEREERIH)
B F ) 7 ¢ —ITEHT A H#ESEHIE
MEANDEF U T —ICBIT HHESREFIA)
[EK<HsBtFaU71—EK]
ZoMmotFa 5 o —BEHEER

tFalTa—KRU—DIERKEETRE

% Solaris Trusted Extensions Y MIFEA THDD T, TNTIVMEHOZF 2D

ZEHIZOWVWT O

T4 =R —ZERLET., EFaUT 1 —RY -2 ElBIOERT5E
3 ROY A7 ZRTLTIEE 0,

tFaUT 4 —F—LDORE, EFaUT 0 —FT—L4ld My TLNVORE

BH.OANBFEMH, OB T LAEHEEHE, BLXUORMERNS ONREE
TR T 2HEND D £9, F—Ald. Trusted Extensions EFEZE DR 2 — & F

2L, I XRTOIVATLAI—T—IZEHINE— K+ T 0 —RY

S—EEIETARENH D ET,
REEHHEYEZFICNTEIY A bFa T =R —IZDWVWTOHEF. 1k
OREEMICEDZHYFIIEE, EFaV T —RU > —ICHETIHEFZ2ZT
LZRENRHDET, R —OFERIZA D E2—FY I ATFLDEF 2 T4 —IT
BEREEBRTLIOT, —RI1—F—2NtFa) 74 —RY =Tl dZ ENTE
BNWEDICTHIHENDD T,

129



YA +DEF 2T 1 =R — & Trusted Extensions

I —Y—|ZHk9 % Trusted Extensions / 7 b7 = 7 B XN F 2 F 0 —HR1
=DV TOHEEF., IXRTHOIL—HF—|L [Solaris Trusted Extensions L—H— X
A4 R Z2HRERINFRODETA, PATLNEFEITEHEL TWARWES, @
W INEROICHIZDIZI—F—Th572D, I—F -3 AT ALICET 24
wERE, BAELZMEZ AT LAEMFICRETH2LENHDET, £FY
T A —RESINLRETIE, ROXDBEEIZENDT NS, EEBICC AT A
EHREICRETH2LENDHDET,

Fry i a > OMOICHRE SNDEIEODO T A CRFHEDEES T

Ty AINT—HICEREREEND S

N TE L BAOERE 22 Lz 0EENLZD L

I ——HBRENEITTERWN

w EFaUT R —DfifT. EF YT —RU —AfEfTI N TR
Moz DESFI N TV WIES . Trusted Extensions 2 iR € & 3172 2 A T LITHEHN
INDHT—YIIREINETE AL, BEZEET 2 TIE. BIOHERERDZDIT
Fiso T fEEZERLRT D RlEZ R E LT 0 8 A,

» EF2UT R - OEMSBRE. EF VT —F L BFa
T4 =R —OFHli & BIEIORY > —FHlDH EITHELZITRTOTED
& DMz EHICIT ORI D £ A, ZHUTEK>TRY P —Z2EIET5S
ZEIZES T, BFaUT s —Z2ALEIELILENTEET,

YA bDEF 1Y T4 —7R" I —<& Trusted Extensions
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tFaU T —FHEZL Y1 hOEF2UT 0 —RY > —IZHE DT Trusted
Extensions % N7 —72 2%t L2 T U720 8/ A, ’IZ:F:L T4 =R =K
DX DT L DRE DI D £T,

D TRTOI—Y—IIDNWTEDREDEENMIDONEN, £z, EOIXNT Y
T AT DWW TITHbN SN

» BEEHEDOI-F—IIDONTEDREDBEENMTOND N, £, EO1RT
7T A DNWTIThi s h

» BETYEEOLDITEM, RE., BIUFHET 50

n JATALATEDINIVEMHAT SN, £/, — I —F =20 ADMIN Low T X)VB
K TNADMIN HIGH T NIV &2 FKRTE D)

n B2 E O ——A] FREAE D ST S5 H

s INAARDHLEE, EO—EI—T—ICE-oTEDTNA AZEDYTEHI L
MTEBMN

w JATA, TV, ZOMDTINA R ED T R)VHIFENEFR SN D
n F S /=ML T Trusted Extensions M S5 M E S M)
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AYEa—9DEFa VT« —(CHY HHERIE

vEa—=45DEFallT4g —(:Eﬁ?’é?ﬁ“ﬁ%ﬁ

YA bOEF2UT 4 —RY > —ZRHETLLEZTE. ROHIRIA DY A b
EREHLTSZEEIN,

Trusted Extensions Wi% €& S 1172 AT LA D EAL T N)ViE, Y1 M TEITEN5
EEDEF 2T 4 —LANNDERZBABNIDITH OB TTIEI N,

AT LDYT— b, #E, BROT vy MU FEITY A bOo VIR
LET,

Ty AN AT LDOEEZEZLENL T, FEEZZTEZTXRTOT 7 AILIZDN
T, BENZEF2Y T 0 —RY > —E NN L ET,

BEY a7 IV EEHEY 2 7IVE. ZTOBHMEZEHA T ELRBEHOH D A
BUANFTEDBENWEDICLET,

Trusted Extensions >/ 7 N = 7 O EEBEFIEE 2T P LU 2 WEIEIR, HEB X
OXEL T, BREREZIEDET,

Trusted Extensions WX E S N7 AT Ald, e THINUI2 ALLETERHL £
T, bFaU T —BEOREICET I F oY 70 —EEHERZ, 1 NITEID
VTET, DATLEMY ZAVICEAT AU AT LEHEWERZ, T &30 ANl
BOYTET,
EMIZINY 7T TN —F > EEDET,

AL, FNELHEEL, BYICHEHTSEEETELI I —0RITED YT
32@‘0

T T NIEHEEEID LTS D13, (EEZTIOICEENLEREGE. £
2. 707 I AEREEL THEOHEAIZDWTOEEENGFHINZHEDAT
T, LW 0TI LNRHEEZRET DT, TOREHESE LT, BEFD Trusted
Extensions 7O 7 T LA OREEMER L £9,

EAEEITE IR B IO 2T VET, BERA XD AW MREL
T, TOAXRYFOFERZHRIL T,

EHID OFIIR/NRICLE T,

setuid BE W setgid 707 T LD ZR/NRICLET, INs07 00T LIIRE
SINTVEY T AT ATORMEALTLZI N,

BHEFEZ RV —DRU0s A o ERoTnWD I &%, EHINIC
TR bi@“

EMEIL, BRI —-NZXTLERO D OE TR, ¥y g1 —T—ID
DIEZFF> TWDE Z E2EMMICHERL TSI,
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MENEF U T« —ICHET SHEEIR

MEN T+ T4 —ICHT HHREEIR

YA bOEFa2UT 4 —RY > —ZHETLLEEITE, ROHTAFITA DU A B
EREHLTSZEE N,

132

Trusted Extensions WiX € S I/ZT AT ANDT 7 A ZHIBL T, o EH%
G, B, 1B ORANTT,

Trusted Extensions Vi€ SN2 AT LNDT VL A2 BEHB I OCENLL £
—3—0

a2 Ea—FEER, BEEY<7ZOIT, T—TICHREDRERENAEIC
EiE L 9. REHBICEET S5 @87 L — e CiREz LT E
—3—0

HZREDEWERITIZY A—NTINA L =P AT 7O HZBRHL T, #
AL TWARWAT ¢ ZIL@EYICHRE L £

SATLDNY T TBEIXRT —HA T, AT A EIP DL 7B IR
wELET,

N TT I TAT A TBEIRTY —=HA T AT 4 TNOWYEWT 7 A, P&
TLNDT 7 AL U HETHIELET,

A Ea—FERICERY 7—LA%ZRE L., RENRGE TR D HIFH I
oMb EHICLET, HERRHEPEHIL 10-32°C TY,

I Ea—FRISKBAIRZREL. K. FROKORRE, KHOKFENZE
NHOMBEIITLET,

KREH OB DIERAE, BROIKI AT LZEZRBELXT,

BEY I—LEREL, BENSTILVEITELDITEHEDNEEDICLE
—3—0

O Ea2—4IZ TEMPEST > —) RN WAL, HZ#HS L £9 ., TEMPEST
=)V Rid. MiROBE, R, RHLEIHHATEET,

TEMPEST Z{#i [ L 7= & OBIILRE SN/ EME OACHF U, B 2
ERICHH#EL £7,

A2 Ea—FRENENN TV iR CEERITRA TE 2WHER A H R0
MR L £, BITR. MK, @A, JTTOBEEWHBEREDRMI/R EZFNE T,
A2Ea—FRRANRIET L Ea—YREDOES TORBBIOBUEZ L
F9, AL YERBEBITHEEEZTITINS ODIT RN AIRERRKIRZ %) %

@_‘0

d2Ea—F it DakatZ k&L £7

A2 Ea—F ORI OGN, B0 K, EEZEOMHZHRL X7,
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LK HBEFaVT1—ER

BADEF2UT 1+ —ICHAT DHERSEIA
YA hOEFU T4 =R —2MET 2L ST, ROHA I DU A b
EREHLTSZE N,
» XuTr—3, X&FEH, BEIOAM L= AT 7R, AFLEREABIOEF2 Y
T4 —RESNTYA PP SIERANFF S T RTIICREL X9
» FEESOIRTOANID H— REHERFITETLHLIITKDET,
o BEESEENRERID - R2FEHLET,

o FEEDOLEAD Z2EEILT SHEEAERD, FRICE o THsNTONE K DITL
i@‘O

o FHEEFEICIEEICENDDEEIRNET,

— S
< HBHLFa T4 —ER

A Ea—YZ2%RICtFa) T —Ri&ETHIEIITEXEHA, TEa—FE

FOLF T4 —DORFIL. ZOMHEROEREXRETT, tFa2FT 0 —ERKD

FEAEDT VT aid, AP —DEFEECEBEDOEBIMIX > THBICHILTEE

T, KIZ, BETLHAEEOD DMEOHZRLET,

n I—H=N, SATLANDT VB AEFAIEINTWIRWANIZINAT— RE2HZ
60

n I—HP—NWNNAT—REBEZED, TNEEILED, BRETHRWEAICHEL
=095,

s O—H—2, HEICHAITE 2ECH4F12/SAT — RICRET 5.

s NXAT—REZANLTWDZOZIEFNOI—F—ICE SN, NAT—RZH SN
E)O

KA INTVW NI —F—NN\N—RI 7O Lo AT/ -> 7
D, N—=RITICAREREEENMNZ S,

s 1Y —AHEEHZOY Y LEWTY AT AZRET %,

= I—H-NT 7 VOT I AEEEEL, BAOLI—F—REDT 7 A E
BENDESITT B,

s I—H—7 7,]»)1/@5/\)[/;&2(7%%[/‘ FNDOILI—F—NZED 7 Y’I'JI/EEJ%J}HX
NosE51c9 %,

o BEOHRINEZS 2Ly —IZNFRNWTUS L2, BETRWEFTITHE
L7079 %,

s RO R 7 IChEgEZE Lz,
n BEHKT D,
n ULA=NTINARL =D AT 4 7 2EYNTRE LR,
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ZTOMDEF2 YT —EEEH

» AEICHLZENS D Ea— YN RA S,

» Xy NT=U T —=TNNEEINS,

» BEBTHRERZICES> T, J2Ea—YEENS N SNLESHHREES NS,
» (EE, BER. AT TCETT—INMIEEI NS,

» JER, UK. B BE. BEICK o TT—INBEI NS,

» KIGOBRFOMWEEZE, SBOBRBHF O TR >TT 7 1 IVIFEFHTERLS
A

TDMDOEF )T 4 —BEEH
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KEBFRTOHEBRY T, A Ea—YtFa 7T —ICBT 2R, Ry
T—. HiE BIOHBNEMICHHAINTVWET, I 518, UNIXC P ATLDY
AT LNEBZEMTONA R ZIRINTNET, UNXOtFa T 10— DM
#H SRR T T IR T B DITRIL B E T,

A2 —%y hEHlCTHERZATTEET, FIT, CERT (http://www.cert.org)
D Web B MZiF, RESCI—T—MIFICY T I z7O2Fa) T4 —F—)lIC
B 2EENMEEINTVWE T, SANS 2 (http://www.sans.org/index.php) T

. FL—Z2 7, G HEEE. 12—y DS DOEREB DR X R
kTN TWET,

K E B H bl )

KEBHTIE, RO Z Web TR L TWE ., KEESTEEEMRFZE T
(NISTY® A2 Ea—4%tFa2UT4—JYV—AH—(CSRC)N, I>Ea1—%1t
FaUT 4 —ICHETHEREREXL TWET ., NISTOYA b
(http://csrc.nist.gov/index.htm\)NH Y T > O— R TE 5 HMO—E 2 KITR L
£,

= AnIntroduction to Computer Security: The NIST Handbook.SP 800-12, October 1995.
= Standard Security Label for Information Transfer.FIPS-188, September 1994.

= Swanson, Marianne and Barbara Guttman.Generally Accepted Principles and Practices for
Securing Information Technology Systems.SP 800-14, September 1996.

= Tracy, Miles, Wayne Jensen, and Scott Bisker.Guidelines on Electronic Mail Security.SP
800-45, September 2002. 777 > 3 > E.7 Tld, A—)LH D LDAP DR RIZFHEITD
VTR

= Wilson, Mark and Joan Hash.Building an Information Technology Security Awareness and
Training Program.SP 800-61, January 2004.{# £1| 75 F B4 & L%,
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= Grace, Tim, Karen Kent, and Brian Kim.Computer Security Incident Handling
Guidelines.SP 800-50, September 2002. £ > 3 > E.7 Tld, A—)LH D LDAP D& 4
IRRE IS D W TR

= Souppaya, Murugiah, John Wack, and Karen Kent.Security configuration Checklists
Program for IT Products.SP 800-70, May 2005.

UNIXOtF 2T 40— (BT 5 R

Chirillo, John and Edgar Danielyan.Sun ™ Certified Security Administration for Solaris™ 9 &
10 Study Guide.McGraw-Hill/Osborne, 2005.

Garfinkel, Simson, Gene Spafford, and Alan Schwartz.Practical UNIX and Internet Security,
3rd Edition.O'Reilly & Associates, Inc, Sebastopol, CA, 2006.

— RO Ea—4%9tFa T4 —ICETBHE
W4

Brunette, Glenn M. and Christoph L. Toward Systemically Secure IT Architectures. Sun
Microsystems, Inc, June 2005.

Kaufman, Charlie, Radia Perlman, and Mike Speciner.Network Security: Private
Communication in a Public World, 2nd Edition.Prentice-Hall, 2002.

Pfleeger, Charles P. and Shari Lawrence Pfleeger. Security in Computing.Prentice Hall PTR,
2006.

Privacy for Pragmatists: A Privacy Practitioner's Guide to Sustainable Compliance.Sun
Microsystems, Inc, August 2005.

Rhodes-Ousley, Mark, Roberta Bragg, and Keith Strassberg.Network Security: The Complete
Reference.McGraw-Hill/Osborne, 2004.

Stoll, Cliff. The Cuckoo's Egg.Doubleday, 1989. ( [/1 v A3 > E 2 — & ITINEED
(k- )1 . BEEAEFET. 1991)
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Bach, Maurice J. The Design of the UNIX Operating System. Prentice Hall, Englewood Cliffs,
NJ, 1986. ( FUNIX /1 — %)V DEREH] . 337 HRFETT. 1991)

Nemeth, Evi, Garth Snyder, and Scott Seebas.UNIX System Administration Handbook.Prentice
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Trusted Extensions T CDE ¥ & 2 3 > %
FRHLEY—2D0A4A R M=)

Z DR TIX. Trusted CDE 7 77 2 a > Z{fiH L T Solaris Trusted Extensions {2 Z X )l
& =2 WS 5 HFEICDWTHAL £, Solaris 1011/06 U U — A% /)Xy F &
WHETICETLTWDD, FREINSOT 7 a VITKEBEL TWBES

&, Trusted CDE7Y 7 3 > 2L £9 . txzonemgr A7 ) 7 h&{FHT 51213,
63 R—TD [TR)IAFE =2 DIER] Z2ZRL TSN,

m 137 R—T0 [CDETV Vv a &2 A LExYy NI T —AET—>
DiEE TEES v ) |

= 140RX—TD [COET VT araEMHALEY— AERO%E EE~< v 7))

m 143R—=TD [CDETY V7 v a ZHERLETNIVEEY — 2 DOER TEE< v )

]

CDE7 Vv avzaERLEXRY ND)—OA 2571 —R

E = DIEE WEET Y )

RDH A NTNN1 DDA EFETLET, TNETNOFRERFTDONTIE,

28R—=2D RIVFLX)NTIEAD

stHE ) ZZHL T EE W,

(S

BB

SRE

B 25 T - AEA
LET,

K —> & 1DODOIP 7 RLAICYY T
L. IRNIfFE =2 2RoIP 7 RL A
WXy 7T LET,

138 RX—2® [CDET7 Vv a aHL T
AT LZ2DDIPT RLAZIEET 5|

WA 25 T 2 —A%Ef
LET.

TRTDO—>2%1DDIPT RL AT
Xy ISLET,

139R—=2D [CDET7 Vv a > a@FHL T
ATFMZ1DDIPT RLAZEIRET D
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v

B BRI

CDE7 a3 aFEFRLTIRTAIC2DDIPT
KL RA%ZIEET S

ZOMKTIE, RAROT RL A — S icoBs@lanEd, I
=203, BlOIPTY RLAZKE — a0 £,

K — > TA—=/\—2—HF =220 FT, PATALIZIETTIZ2DDIPT RL A
MEND BTSN TNET, TrustedCDET — T AR—AWZT IV EALET,

Trusted_Extensions 7 + )L % [CEL £ 9.
a. BRENDVARY 3ITOUYILET,

b. 7T—UAR=RAZa2—7T, 77U —>3>) 5 77)5—3> %
I—=2x ] EFERLET,

c. Trusted_Extensions 7 A L DT A A E=F TV )y LET,

DT AL, A>T —A, LDAP 7 9147 > h, BERIRIfHE
= BRETBEDODT I a NG ENTWET,

SREBA VYT —ROEF) 702 arE57)IVo Uy o LT, 7BV MG
ZELET,

F-JATAIIETTIZ2DDIP Y RLANE DS TSN TWRITNIEARD £1
Poe ZDT702a>DEDIT, 2DDDT RLAEZDT RLADKRA N GEATL
F9, 20007 RLANHKEY RLATY,

Hostname: Type the name for your labeled zones interface
IP Address: Type the IP address for the interface

D773 ic&koT, BEOPTY RLAZFEDRARPERINET, K
J—=2DIPTY RLAN, ZDHRARNDARITT, INIMfFE/—2DIPTY RL A
1. BIOFARETYT, 51T INIAMNES—2DIPT R AWK — > &3t
HINET, ZOMRZFERTSE, INUMNE =Ny NO—=2 7Y 2
TIOEATEET,

B2 b= TN E — BN AR Z AL T<EI N, 2213 &
A N4412 -zones %ﬁmbi'ﬁ"

(ABRFIEE) IR D4 ROTZIDT7 o a v DEREHEERLET,

# ifconfig -a
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MET o arEFRLERY bI—0A4 208 T7—REV—VDIEE WEET V)

ZEZE, ROBHE, TRSES =Dy NT—=I A2 T2—R
192.168.0.12 DHHFHILA > T 2 — A hme:3 2R L TWVWET, hmeo 1 > %
TJr—Alk, R —2D—FZDIPY RLATY,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000
ether 0:0:00:00:00:0

hme®: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.11 netmask fffffe@0® broadcast 192.168.0.255

hme0:3 flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2

all-zones
inet 192.168.0.12 netmask fffffed@0 broadcast 192.168.0.255

VET VI UEFERL T ATAICTIDODIPY
FLRZEEET D
O TIE, FARDT RLAMN, IRIFE =22 E0TRTOY — T
AENET,

BHAEIC R — > TA—=/N\—2—F =272 0 F£9, Trusted CDE'J—7 AR—AIZT 7 A
bij—o

1 Trusted_Extensions 7 #+ )L ¥ [CREEHL £ T,
a. BRENDARYITO YOI LET,

b. 7T—UAR=RAZa2—7T, 77U —->3>] 5 177)5—23> <
=Ty ] EFEIRLET,

¢. Trusted_Extensions 7 A L DT A A =F TNy o LET,

DT F#NHFITE. A2 T2 —A, LDAP 7147 > b, BERIXR)AfHE
=D BRETBEDODDOT I a rNEENTWET,

2 (BA YT I—RAOHEFI 7023 &25TIo Uy LET,
DT TaicEkoT, 1DODIPY RLAZFHEODRA MR INET, Kk
=BT RLAEH D FEFRA, TOTATAIL. JIFLTY %
H—N—FZIEINFSH—N—&ELTHHTEEE A,

3 (BRRRIEE)RAR T 4 ROTIDT7 oo a > DEREHEILET,

# ifconfig -a

WA > T2 —ADE] 773> T, TXRTOYV— UITHPENIC ZHERL L
F9, INSORENICIE, K/ —>T1 DOOWHEMZNICEZH]EL T,
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ET7 U2 arz&ERLEY —AEBD%ER (EE~ v )

ZEZIR ROHENE, TRTOV—2DF%y NT—0 A4 FTx—2R
192.168.0.11 DAY A > F T 1 — A hmed 2R L TWET,

100: flags=2001000849<UP,LOOPBACK,RUNNING,MULTICAST,IPv4,VIRTUAL> mtu 8232 index 1
inet 127.0.0.1 netmask ff000000
ether 0:0:00:00:00:0
hme0d: flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
all-zones
inet 192.168.0.11 netmask fffffe@® broadcast 192.168.0.255

CDET7 &> a3 aERLEY — U MAERD % (1E¥
< v )

ROEET Y T3, AT LTDY — MNEREEHTEHY ATITONWTRLTNE
T, = DERGIEICTDWTIE, 26 XR— D [Trusted Extensions THD /) — > &t
H] Z2ZRLT/ZSI0,

(= B! Sk

L&Y — izt BIRIMNES =T RIVDN—2 3 2N 140 R—2® [CDE7 7 > a > &l H
. =% ET =2 TR | Ao AT E T, Solaris BHIO Y =)L TS | LT/ —2%HE— 2 TRNIVERE
=Y L%ET, A& T )L & EEAT £, 95

2. — 2 EAERR T DRI TRTORARNT, TNy NT—UA > ['Solaris Trusted Extensions & ¥ D F

Iy b= &R LET, [FT7x—AZEDET, I5ITHEREITVWE s & ThZ A5y By bU—2

kB T N—ADHERK (FET v 7))

140

YVCET O a vEFERLTY—2REY—2IN

1

IWERRET D

label encodings 7 7 f VD TR T LI — 2 Z2ERT HLEITIH D EHA

N AERT A EHTEET, tnzonecfg T —F RN—AZIE, TDIATLTY—>
FERTED IR EINET,

Trusted_Extensions 7 + )L ¥ [CHEEHL £ T,

a. BEEVYIVRARY3ITOUYILET,

b. 7T—UAR=RAZa2—7T, 77U —>3>]1 5 77)5—3> <
~r— ] EERULET,

¢. Trusted_Extensions 7 A )L DT A A E5 T Uy I LET,
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http://docs.sun.com/doc/819-7611/managetnet-3?a=view

(DET7 U2 arEER LY — AR D% (EE~ v 7)

= ZEIC - DREEMTET,
a. [V—2%EERI ToarvESYITIVOUy I LET,
b. 7OV7 MNIMLULTRARIZADLET,

E -V =D TR ERFZLARTEY — I TET., ZEAE TN
CONFIDENTIAL : INTERNAL USE ONLY T&H 5/ — 1T, internal &WD A2 T E
—é‘o

V=2 ZEIC =% 7023 agURLET,
72 ZE. T 74 )V h D label encodings 7 7 1 IVITIZRD T RIVMMEENTNE
TO

PUBLIC

CONFIDENTIAL: INTERNAL USE ONLY
CONFIDENTIAL: NEED TO KNOW
CONFIDENTIAL: RESTRICTED
SANDBOX: PLAYGROUND

MAX LABEL

= %Rk 773 a wE6RETLTINIINT LI =221 DERKRLESS

TH, RO —ZERT S EZ2HFTLET,

B I RTCOL—Y =D AT ATIE, PUBLIC TNILIZ1 DD —2, BX
CONFIDENTIAL T )LIZ3 DD — 2k L £9.

s BARFEHD L AT A TIE. SANDBOX: PLAYGROUND T )TV —> % 1 DIERLL £
9§, SANDBOX: PLAYGROUND |IBAFEH FH O AHfGE T N)L & L TER I N, BAFEENME
AT 53 ATAIDH, TDTINTY — NN TT,

® MAX LABEL T NJUITIEY — D ZER L7 NWTL &\, ZHUIRT ERE L TE
HmINET,

FSRTYy RRY D=0 =Y — )L EREET,

Solaris HE I >V — )V DYV —)LE, I—HF—ITI7—2<ELIICEKFINTNWE
T, INS5OY—)d. XTI —Z2HREL. HEMICELWEFTIY > REE
TLTT—IR—ZAZHHLET,

a. Solaris BV —)LZEELET,
# /usr/sbin/smc &

b. O—HhJL AT AD Trusted Extensions * —J)L7R v o R EREE T,

i fary—ibl » T=Iliky s RER<] ZERLET,
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OET7 U arZ&ER LY — AR D%ER (E¥E~ v )

ii.  [This Computer (this-host: Scope=Files, Policy=TSOL)] & \DZREIDY —)b
RNy O REBEIRLET,

ii. FA<] Z#oUvyoULET,

« [PRTLADER] [CHD AVE2—89ERY RT—0] CBBLET,
ROSNTZENAT—REANLET,

d FSRTYRRYNDI=OY =YY= ILEZTIVIU O LET,
5 V=2 T8I, BYGINIVEY - L EBEMITET,

a. (702 3] - IV—BEOBM £#RUET.
FAT7OT Ry 7 A, BB TENTNS TRX)UNRNY — > DARTNERS
NxX7I,

b. V—REWZLTHS RE] €0V v I LET,

¢ INNVEINY—T, V=2RIERETEININEIUY I LET,
ME-SZIN)NE7 w7 LERE, TOITN)Eebd—EI Y v L TTEIREZ
L, ELWS)L a7 w27 LET,

d Z|UHTERELET,
[RSATFY KRRy RT—2)—>27aNT 14— 4707 Rvy 2 AT IT
fi) 27w LET,

WIS — 2 INT RTNNRIICE RSN T T, HH0NE, [V —HERD
BN AZa—HEHZZ YUY 358, V—2ADMERBNT AT OT Ry 7 AN
FNNET,

FEZEE (M AT RRY NT—=J—=2O070/NT 4 —] A4 707Ky 7 AT, 1B
T —MERINBVWEE, V=2 %y NT—U T 7 AIVDEE L 2N
N TTIERESNTWET,

» =Ry bU=IRIRT 7 AIIVINEEL TR WS E 2R L £9 . /NRIVTHART
ZIRLUET,

» Ty AIIBNEELIEWGE, V=2 77 alE2ET LT -2 4%
fEELET, XIZ. FIH5 2 0RLTT 7 1IVEEKRLXT,
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MET O avEFERLEINIMGEY - DEREET Y )

COET7 0> 3 AFERLESRNIVGEY — 2 OVER (EX

~Xw)
NI ATY RExy NT—=0 =R T—IR—=ZADIT M) T EIZ, JV—%1
DERTEET, 40R—TD [CDETY V7 arZzFHALT— 48y —2IR))
EZIRET S OFET =2k 77 a z2E735241I2&D, T2k
JZEEMRLELRE,
7T —2 3 X% — % —O Trusted_Extensions 7 # )V 121E, T XR)VAF&
= EBERTBRDT 7 a RNEaENTNET,
= VERBR-TRTOY = AHITRH LU T = R T 7 AV EER L £7
n DA AR ELW =P E T v IV AT AR — 3B
ESCA
n = RA I = DARY NEERTDHEDODT 4 RUTT
= LDAPHYV—>Z#Mt - —2ZFLDAP 7 5147 > ML T, V—2DEHD
Uzl x93
s = EEH - EEEHL, Y—EAEH T L —LAT—27 (SMF) DI RTOD
HY—E A& EEL £
n =Dy RYT Y = DIREEE RN SEIRICEAE LT
H AT ERDIEFTHETLET,
e 55 BmE

1L1DDY =212
r—ILL TS £
ER

BIID T NI EY — 2 2ERL £

T Nor—V%A A=, =%
LDAPZ 547> MiZL, V—2DFTRTDHD
J—EXEEHL £,

144 RXR—2 0 [CDEY 7 v a>&E@HLTS
NIFES =2 %A A =)L, WL, B
KFOEET S

2=V ENAIIAR
LET,

A —EZAZHRLET, V—2%O
E—FR3V—>oro—2a2ERT 585
& = EROEREHIRLET,

147 X—=2 @ T{EL#H L7z — > % Trusted
Extensions THAY X1 A9 5|
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MET O avEFERLEINIGEY - DEREET Y )

e B Sk
3. 2DMDY — 2 BB | ROWTNODHEEHEH L TEOMDY — > ZER L £, AEORRITOWTIZ,
LETd, 47 R—2 D [Trusted Extensions D > A b —)LH{ICT AT LB IR EF 2 T —ICBT S
HEAZPET D) 2L TZI N,
B — 2 BRI SIER L T, 144 X—2® [CDE7 7 > a > &AL TS
NI E =221 2 =)L, WL, B
KOEET S
147 X—2 @ [JEH L7z — > % Trusted
Extensions THAY X1 XG5 |

BHDTR)ATE =2 2D TNz 149 R—T D [ —>2 @ E—}iE% Trusted
E—LET, IRNTOYV—>THEDIRL Extensions T {9 % |
R

ZESAFy Fay hEFALT, JOIOT (150 X—20 [V—>0O 00— AERA1EE
NRIVFET =2 MBIENDY — > D7 00— | Trusted Extensions T T 5 |
ER L £,

YCET O3 EFERLTONIMEY -2 &S
YA b=l ¥IEME. BEVEENT D

= MERTREARL =T 4 DT AT AR ZEIE—LRTFHIR S RNnD

T, 2070t AIZZREMNNN0 £9, BERAMNSRWAEEL T, 1DO0
J—2EERL, T EENDOY DT T L —MNILT, TS =TT
L —hZ2IE—F/HB3 70— 2ERLET,

PRDBEIC 140 X—TD [CDET7 /> a a AL T —24E)—2IRN)ERET S &5
TLTWET,

LDAP Z % — AP —EZEL LU THHAL TWAEAIT. 61 R—® [Trusted Extensions
TR —>%IDAP YV A7 > MNZ§ %] ZTLTWET,

=D O— 2 EERTABEEIE. 56 XR—20D V=207 aO— 2 aERT 57
WIZZFS 7 —IVZ2ER T 5] 2% T LTWET, ROFIET, ML —2 %1
SAR—=ILLET,
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DET7 o> arvEFERLESNIIEY - OER (FE< v )

1

2

Trusted_Extensions 7 # )L ¥ T [V —="DA VA N—=I)V] T3> &5 TIVY
Jwo LET,

a.

AVAN=INTBE—DEHTIEADNLET,

ZOT7Ta icdko T, ININERBARL —F 4 2T AT ADMER S 11
F9, COFIEMETTHETLRESLBEBELEZSIWN, V=D > A M—=)b
DOEFTHIE, PATLATEOMDOY A7 ZETLENWTL/ZEN,

# zone-name: Install Zone

Preparing to install zone <zone-name>

Creating list of files to copy from the global zone

Copying <total> files to the zone

Initializing zone product registry

Determining zone package initialization order.

Preparing to initialize <subtotal> packages on the zone.

Initializing package <number> of <subtotal>: percent complete: percent

Initialized <subtotal> packages on zone.
Zone <zone-name> is initialized.
The file /zone/internal/root/var/sadm/system/logs/install log

contains a log of the zone installation.

*x* Select Close or Exit from the window menu to close this window ***
A V—IERWT, A VA=V ENEY—2DANY NEBERLET,
i. V—=rwmERAVVY—I] 7o a3 &5 TINVoUv o LET,

i. 1A= LEEDYDY—-2DRFIZEANLET,

V= EEMELET,

LDAPZERA L TWBI5E(E. TWDAPRY —> ¥k 70325 T)VY
Dy LET,

Zone name: Type the name of the installed zone

Host name for the zone: Type the host name for this zone

LA HEREA Y T2 —ANDH DT AT AT, BEIZROKDITRD E
ER

Zone name: public
Host name for the zone: machinel-zones
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ET7 O avEFERLESNIVIEY — DR (FE< Y )

146

D77 a il&oT, INIfE =2, KiEY — > TEET 5 U
LDAP H—/N—DLDAP 7 717 > MZRR D ET, ROBEHRNERINZEID
77 a I T T,

zone-name zone will be LDAP client of IP-address

zone-name is ready for booting

Zone label is LABEL

**% Select Close or Exit from the window menu to close this window ***

» DAPZEFEAL TWRWMEEIE. ROFIEOWNTNNERITL TCFENTY — %24

HELET.

Trusted Extensions TDOFH D FJEIL, SolarisOS DFNEEFR—TT ., AT ALITDH
< EBH1DDall-zones 1 > F T —ANDHDELEEIL. IXTO— TR

HERARNGM, KR — > DRA MK BT LH2HENHOET, %

12, = OFEMERIC AT ZEMOEEIL. KR — 3 5 REE EF T
T95,

RONTNNEFETLUTHRA MEREANLET,

» FlE3ITY—EEHLIEHE, V—2EHRI VY —ITORTLEEICEAT
HEMICEAET,
ZOREEMFHL T/ — T sysidefg 7 7 TIVEREINET,

» FlE3ITY— LT BRI, ZDY—2D/etcT 4 LD M (Tsysidefg
DAL T 7AINEBELT,

—>%ZEE 7023 28T N0 )y o LET,

A= N -

Zone name: Type the name of the zone that you are configuring

D7V ar il T/ nE#FHEIND E, 2DV =2 TEITINDHTRTOD
P—EANEH ENET, F—EADFFEMIL, snf(5) DX a7 IR—TZZHML T
<IEEWn,

V= SR =R~ S RBIOES EEIL T, ROLSIBA Y-
MY —VZERENET,

[Connected to zone 'public’ console]

[NOTICE: Zone booting up]

Hostname: zonename

Loading smf(5) service descriptions: number/total

Creating new rsa public/private host key pair
Creating new dsa public/private host key pair
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DET7 o> arvEFERLESNIIEY - OER (FE< v )

EREIE

rebooting system due to change(s) in /etc/default/init

[NOTICE: Zone rebooting]

AV —IIVEHNZEERLET,

147 R—2 @ (L8 L /=) — > % Trusted Extensions THAY XA X9 5] IR
W2 VU HEBINTWS I EZ2MRALET., Xoay—)ivarsq1 7oy
TRE V= EEH SN EERLTNRET,

hostname console login:

J—=2DA A=)V T, % linstallation of these packages generated errors:
SUNW pkgname] MFRINIZH/E, A A S=)bO T ZHH, NNvT—2DA 2 A
F—=IL&EETLET,

B L 72V — > % Trusted Extensions TH X% < A
X953

V=20 00— EERTEEE. ZOFEIE> T, V—=20NEND) =207
DT L —RNIZRAEDITHERLET, 51T, ZOFET/—22FHTILOME
[P AVEXR

V—UDREICEHENTNS I LEERALET.

a. zone-name:J —HEARIAY =)L T, rootE L TATA 2 LET,

hostname console login: root
Password: Type root password

b. V—UBEITEINTWS I LEHEDRLET,

STATUS 7% running &1, V—2WTAR EH 1 DO T OANETHTH
5HZEZERLUET,
# zoneadm list -v
ID NAME STATUS PATH
2 public running /

¢ V—UDPKEBY—VEBETEDRELEWERLET,
XY —=N—INKI — > TEFTINET, TNTNDTRIAET =N D
Y—EAZEFHT I, KR —icERcERTNER0 A, FO7
O, =%y NT—=IREELRTIUL, V- r2FHTAI ST TEERE
o BRI, 96 R—=2D IR EY =2 MX Y —N—=IZT7 VLA TER
W) ZZRL T3 N,
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ET7 O avEFERLESNIVIEY — DR (FE< Y )

148

= ERAY —=IVT, IRNIIMFEY = TRELRY —EREERHICLET,
D —2EIAE—FRIZra— a2 ERT 258, B Lz—EXZ#HL W
=2 TEHNCINET, SATALATE I > THHBH—ERIL, FDJ—2D
HY—EAYZ T AMIE>TERD ET, netservices limited I > RZMHAL
T, TN E =2 TRHEELENWS—EZX A 7ICLET,

a. ZHORELRY—EREHIRLET.

# netservices limited

b. ZDENMDY—EXRZEZ—EICLEXT,

# svcs
STATE STIME FMRI
online 13:05:00 svc:/application/graphical-login/cde-login:default

¢« US74ANA0AEBHICLET.

# svcadm disable svc:/application/graphical-login/cde-login

# svcs cde-login

STATE STIME FMRI

disabled 13:06:22  svc:/application/graphical-login/cde-login:default

T—EAEM T L —LT—7 OfHlIE, snf(5) DX a7V IR—T2ZHML T EE
l/)o

V—rEUyy Y OLET,
ROFFFEOWT NN ERIRL T,

» V=D vy bSO 7O ERTLET.
V= DA4RTE AT LET,

» KEBY—2DmHEKRD 4 RUT, zlogin AV RZEFERALET,

# zlogin zone-name init 0

FE. zl0gin(1) DX Za TV INR—=T 2SR T ES N,

=MWy N O ENEEEEDRLET,

zone-name: ) — VIR IA ) =)V Ty ROAVE—=JICXKH>T, V=N v v b
o ENTNSEZ ENREINET,

[ NOTICE: Zone halted]

D=2 EAE—F3F0r0— 2 ERT 2D TIERWIESE, ZOHRVO
=2 BER LD ERIU HETERODY — 2 ER L £9.
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DET7 o> arvEFERLESNIIEY - OER (FE< v )

RDFIE

1RO BHIIC

ZDY=2ERFEDPDY=2DT T - b ELTERATZHE, ROEBYICETT
LETY,

a. auto home zone-name 7 7 A JVEHIBRLE .
KK — > DR 4 > RUT, zone-name ) —>MMHZ DT 71 IVEHIBRL £
—a—‘o

cd /zone/zone-name/root/etc

# 1s auto home*

auto_home auto_home_zone-name
# rm auto home zone-name

=EZIE publicV— 2 ZEIFNDY — >0 O—AMERICICLIZHE. 20
auto_home 7 7 { )V ZRD KD ITHIFRL £7,

# cd /zone/public/root/etc
# rm auto_home_public

=2 —LTWAEEIE, 149 X—2O Y — > @O E— k% Trusted
Extensions CHEHT % | ITHEAET,

n =D O0—2EERLTVWBEEIE, 150 =20 I —>20 7 00— AER
1% % Trusted Extensions CEHT % | ICHEAET,

©J — >3 E—7 %% Trusted Extensions C{ER T

)

140 X—2D [CDETY V7 va a2 FHL T/ —28E)—2 IRV ERET
5] BETLTWHWET,

143 R—TD [CDET V> a 2R LEIRNIAE— 2 OER (EEX v )
| TO/a—=2EERTEEODT T L —RERDBT =2 NAIIA AL TN
EJCIN

s JO—MERHDOT > T L —FTHD—2MN, HEETINTVLEE A,

= Trusted_Extensions 7 # )V ¥ MERINTNET,

ER LW =22 &S, V=2%aAE—1 702a>&28T7IWVW0 v o LE
j_o

TOrT hMIEAERT.
New Zone Name: Type name of target zone
From Zone Name: Type name of source zone

EE-ZOY AT OFTHIE, EDNDI AT ZFITLIRNTLSIEE N,
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150

RO BHIIC

=V DBERENES. TRTDY—VDRT—IRE=F v LET,
a. [V—rERaAYY—I] 7023 E25TINoU o LET,
b. &YV —>lcos4 > LET,

¢ AR=2D J=2DRT—HIREWRT ] & TLET,

J—> O O—1ER /L % Trusted Extensions C
FAT S

140 RX—2D [CDET7 Vv a afHL T —24E =2 IR)IVERET

5] ZETLTWET,

n 56 R—T0D V=20 70— EERT 272DITZES T— IV EERT %) Z25%ET
LTWET,

n 56 R—T0D V=D 70— EERT 272DITZES T— IV EERT %) Z25%ET
LT, V=727 L —hEERLTNET,

m 143R—TD [CDETY VT a »Z MR LETINIVGE)— 2 DIER TEE< v )
| Tra—MERAOT > T L= ERDB =N AIIA AL TNWET,

» JO—HERAOT T L —hERDT =23 vy YT CEINTNRET,

»  Trusted_Extensions 7 # VY MERSINTNET,

V=TT l—bDSolarisZFS A F v T 3y hEEKLET.

# cd /

# zfs snapshot zone/zone-name@snapshot
ZDAFyTay heALT, 20E MDY —>0r7 00— &2ERL £

T public EVVD HAFTOMRIFE A — > DG, Aty Tay hav > RIRD
KDV T,

# zfs snapshot zone/public@snapshot

ERR L7\ —> &I, V=D oO—2 %K) 7023 &5 TIL0
Dy LET,

A= N - =
New Zone Name: Type name of source zone
ZFS Snapshot: Type name of snapshot

A TOATRY I RADEREFHET,
Zone label is <LABEL>
zone-name 1is ready for booting

***x Select Close or Exit from the window menu to close this window ***
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V=2 ZEIC =% 702 a2 ERTLET.
MO =N d 27 7 a P EETT LI, ZNTNDY — > EEFHL£T,

V=UBERENTcHE IRTDY—2VDRT—FREF v I LET,
a. V=KADY= 7o a3 ESTNO U YO LET,

b. 74R—=20D V=2 DARAT—IRAEHRT S 2 TLET,
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¢ o0 & ¢

Trusted Extensions D& F v 2 U X

ZDOF w7 AT, Solaris Trusted Extensions D F72 K Y X7 O EZ R~ L F
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