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@ Reload Directory Proxy Server Configuration
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DPS Console — Directory Proxy Server (dps—yankee)

=1

Console Edit View Clecl Help

Sun~ONE Directory Proxy Server

Configuration

5 yan kee central sun e |
(5 Network Groups a
@ 8 Loge
R Log File

ost: [focanost etvork
Fort: [1356
S5L Port

" Settings saved as: | 2002.105.18.49.23 vl

A% HE7 S F R,
A A o] b o,

—| New Object | |

Enter & unigue name for the new object:
|system-3

- Ok I Cancel I
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ssums
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save Reset Help
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vl 2/ sk o] Sls

SSL/TLS B]A. & }] A E > Directory Proxy Server ¥ Directory Proxy Server > ¥ ¢l =
Aol A= Btk &5 A g sty 7h Aol 2 §Hek SSL/TLS ¥ 4 = Ad 8§ th. SSLo]
Al 2B ol A ARG = Aol = B S REEA] Al of St

A4 #1572 1 Directory Proxy Server”} 18-S 48k W= A4 &)
=l DPS Console — Directory Proxy Server (dps—yankee) |

Consale Edit View Chicl Help

Sun~ONE Directory Proxy Server

3 ne g
@ [ Log:
Connection backiog: [128]
[ Specify maximum number ef connestions: Cennect tions

(] Enable Cannection Fool
Interval (seconds): 15
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5 Admin-machine 129.153.129.72

4 IT-management-subnet 129.153.120.0/24
3 Operations .ops.sun.com

2 Catch-all ALL

1 Trusted 0.0.0.0

LDAP Z&°|AE7} LDAP Y E 2| 2 -8 AH] A5 27314 Directory Proxy Serveri= IP
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o] %% o} ¥ Directory Proxy Server: catch-all Z1g°] 912 w3t} A4 E
2] 9] v WA ol F FY LY 6-2 ¥ E).

1% 6-3°14 & 1% S WHE 4 81+ Directory Proxy Server 74 B 7] & F1& Hol &

e,



JdgMe

78

% 6-3 Directory Proxy Server WIE9 I 15 4 ¢

~| Network Group

% Network Group

Name: [netwariegroup-1

Load Balancing
MNetwork
Events
Encryption
Compatibility

to which this group will forward LDAP requests

Specify a group of LDAP servers, represented by a Load Balance Property,

lnad-balancing-1 - New...

[v] Enabled

Edit...

Forwarding
Data Hiding
Searmch
Attributes
Referrals
Server Load

I | Close | Help
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= A3
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7| 0] A] 2] “Directory Proxy

DPS Configuration Editor — 2002.105.18.49.23

==

|53 2002.105.18.49.23
(5 Network Groups € Network Groups
@ 0 Events
63 on Bina Rew. | et | oekte Help
5 On SSL
@ G sctions Name T Criteria ]
L7 Change Group netwo riegrou p-1 [Nene |
0 08 Popones networkaroup-2 INone |
€3 Attribute Renaming
3 Forbiaden Entry
(3 LDAP semer
3 Load Balancing
€3 Searh Size Limit
=]
=

3. MErREVIE FEYUY
HEH A 15 o] Hebdyth
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g| Network Group

© Network Group

Name: [metwnri-group-1 [¥] Enabled

Load Balancing
Network
Events
Encryption
Compatibility
Forwarding
Data Hiding
Sedrch
Attributes
Referrals
Server Load

Specify a group of LDAP servers, represented by a Load Balance Property,
to which this group will forward LDAP requests

load-balancing-1 - Mew... Edit. ..

- | |[co ] e
olE B 1 o] 5L A FULE o] 0| B WAF A%A BAA]ojok Fu),

AE 7Hs wAlol e E e El gtk 72 A 07 o] A e E o] JlEF Y
1% ©] Directory Proxy Server 74 &) {4571 9 A st2i™ o] S & Aeafof gt
TN TEs v sted o] f S Y HAT UG

AT SFOE vl 2E 7Y 5% J0E Gk o] 55 Yui o] 18
oM ZE 79 52 JRF ALESte] FetoldEe] 233 Xel3ty] 915 LDAP 8.3 %
ASLLDAP A o 152 AFgLch Haf SFOHE Bo) 2= 74 55 g uo
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Bet1E AR AR 2150149 “2E 7Y 29 52 00 F2aA 0
AR AAE AT 724 02 AR 7L A e E A ekl &), A7 e
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WEN TS dastch 19 oS sl o2 A4S st 4AF YENDL 7k
24 g4

o AMH AR 292 AT 7| BA 07 gho] HAH A AHUT =, A2 A3
(E EER

b

3}

o EFodEYEYAuIE 2H4S F o

g| Network Group

% Network Group

Mame: | hetwork-group-2 [w] Enakiled

Load Balancing

RIZRaaIi [¥] Specify connection timeout (seconds): 120
Everts
Encryption [ Perform reverse DNS lookup of connecting clisnts
Compatikility
Forwarding [l Enskole TCP Mo Delay
:ata H:""g Client Network Binding Criteria
earc
Attrioutes 3 Ma P hinding
Retferrals )
Server Load (23 Birned from ANY network host.

% Bind with the following network criteria :

Al |

Criteria | Type
Sun.com Domain Name

1 Save | | Close | Help
%% st TAE = 240 dist Ayt

A4 A7t 23 A 4. Directory Proxy Serverol| A S2to| A E e t st A4
ZrolAE H| &4 7|7+ g ste ™ o] AAE A8yt o] 2 & =9
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A g5 A kU TCP A4 F-X17F 4315 A ¢ A5 o] F4 o] 8lo] oF Directory
Proxy Server”} 271 Seto]JE A= Q& Wall & A T
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ai Network Group
@ Network Group
Iame: |ne[wurk_gmup_2 [ Ensbled
Load Balancing Event Definitions
Metwark
Events BNt [ crirci-1 -| _dew.. | it |
Encryption
f;:”ﬁ:ﬂ"; On 351 |m_53‘_1 = | My Eciit
Data Hiding
Search
Aftributes
Feferrals
Server Load
1 Save | | Close I Help
58 sh o] A E = Q4] gk Ay
HRQIE. =55 the #5of OnBindSuccess ol Eof] tf g 7] 24| 7} A Y v} 1329
o] %] 2] “OnBindSuccess °| Ml E A A 57|75 x84 A 2. Seto]AEZ} vl = 2

9& Y FH 0L RN £ P AR oS AATU /| BH 02 AR} AE
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SSL. =& Uh 5ol OnSSLEstablished o] ¥l Eof o & 7] & 2 A 7} A Y o}, 1359

0] X ¢] “OnSSLEstablished ¢| W E A A w5775 ZZ 5] A 2. F o] A E 7} SSL Al
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@ Network Group

Mame: | network-group-2 [w] Enabled

Load Balancing Client SSL Policy

Metwark

Evants () Do hat use S5L

Encryption

Compatibility (@) Clignts are sble to request an S5L session
Forwarding

Detalbliding () Clights MUST establish an SSL session
Search

Aftributes

Referrals Referral S5L Palicy
Server Loac

Save Close Help
Ex | | &

5 SSLAMG St 8.SSL 4E ek E AHgEkA Foel W o] S e

o ZTYO|AEISSLAAL 2T S QL. 129 Fe}o]AEI}FSSLE 3 5F= SSL
ARG AT 5 ol SIS Ao,

5 ool AESSSL AR BANF . 150 FeolAET} 44L& FA] Aol
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Fx SSLAH. SSL A& 78k FxE madh
o  SSLAME ¢ & SSL 433k ARE-8kA] ko s o] fA-S e gyt
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Proxy Serveri= & 2}0] 1 E7} o] 1] Directory Proxy Server 9} SSL A4 -& o] 1] A7
oA ld 159 SetoldEe] thai Ak SSLE Al &kt
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#| Network Group

% Network Group

Name: |netwnrk—grnup-3 [¥] Enahbled

Load Balancing 0 | pap va specification (RFE 1777) does not allow a client ta bind mutiple

WAL times in one session. However, some clients expect this functionality. This
Events

option can be set to interoperate with these clients.
Encryption
Com patibility [] Enable LDAP v2 clients to bind multiple times over a single session
Forwarding
Data Hiding The LODAFR v3 specification (RFC 22521 does not allow submit requests to use
Search empty attribute type names as part of the search request in the seamch
Attributes attribute description list. Enabling this feature will allow clients with broken
Referrals implementations to interoperate with DPS

Server Load
[¥] Enable clients to submit requests with e mpty attribute type names

T | | Close | Help
o st A E = e 4ol i Ay

LDAP v2 22| AE7} & Al oA o2 A wpl =& < QIA 3 LDAP v2 AHF(RFC
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Directory Proxy Server”} Seto] 1 E Q] 14 & wholZo]al AR dh= T1HE 3toH &
gho] A E 7L LDAP ¢S B w7h2] 7o Yot Dlrectory Proxy Server+ "&gfo
EDN", "9 vl = 38", "SASL v} = 3] §" 55 AF-&-3lo] vl = 2 & A H o
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101 Eof A3 vh5 Seto| A ETFLDAPV2E AHE-h= ¢ Seteld B tidt Add =
EEU

~| Network Group

% Network Group

MEMeE: | pepwark-group-2 7] Ensaled
Load Balancing Binds Operations |
Metwark
Events Clierit DM
Encryption
Corpatibility ) Allow all clients
Forwarding
Data Hiding () Reject clisnts whose DM is not subordinate to

Search

Aftributes |

Referrals

Server Load
[w] Permit anonymous hinds

[s#] Permit simple hinds

[ Permit SASL binds

T Save | HWI Help

e HhelE W) @ el ojak A e,

BE SFHONAE F & 7 0% o] 32 @At 9lor g BE FefoldEY
o4 27} 31 - H U ok,

DN°| &5 2] 42 FEo|AE AF. 150] i f o]E(DN)E gHlshA sk o] S
AEdUth A8 ¥ DNl S5 54 b2 AL ol 55 Bkl =l Al gk koA Ex
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Directory Proxy Serveri= 7] &2 0. & A gl v|w @ %S A 2F 1} 3t Directory
Proxy Servert= ?1HFQI = 8 & 1248111 LDAP AW o] gt A4 & 51tk

~i Network Group |

@ Network Group

Mame: |netwnrk.grnup_2 [v] Enabled
Load Balancing Binds Operations |
Metwark

Events [¥] Permt search operations
Encryption

Compatikility [w¥] Permit compare operations
Forwarding

Drsta Hiding [] Permit add operations
Search

Aftributes [_] Permit delete operations
Referrals

Server Load [ Permit madity operations

[C] Perrit modity DN operations

[] Permit extended operations
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~| Network Group

@ Network Group

Marme: |netwnrk-grnup-2 ¥4 Enabled
Load Balancing Subtree Ertry |
Metwark
Events This is the list of distinguished names of subtree bases of entries to be excluded fram
Encryption client operations:
Caompatibility
Add...
Forwarding = | | |
Data Hiding e e
SEE do=sun do=com (]
Attributes
Referrals

Server Load

T Save | le Help
o289 Ev §e] el i A gyt
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~| Network Group

® Network Group

Matfie: |netwnrk-grnup-2 [ Enabled
Load Balancing Subtree Entry |

Metwark

Everts Specifies an entry hiding property currently in use by this group.

Encryption

Compstibility ‘ forhidden-entry-1 - | m ﬁ
Forwarding

Data Hiding

Search
Attributes
Referralz
Server Load

Save | | Close I Help
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~| Network Group

@ Network Group

Iame: I network-group-2 [ Ensbled
Lo (| | S| e
Metwark
Events These options are used to modify search responses from the server before they are
Encryption forwarded ta the client
Compatibility
Forvrarding [ Restrict maxiturm humber of resutt entries Im—
Data Hiding
Search Search Size Properti
Aftributes
Referrals Any search size properties specified in the following table will override the above
Server Load default
Al Eclit Remove
lame |

search-size-limit-1 |
search-size-limit-2 |

1 Save I Feset I Close I Help
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@ Network Group

Mame: | network-group-2 [w] Enabled

Load Balancing r Size rCOrﬂroI r Scope r References

Metwark

Ewents These options govern the behavior of DPS when a search continuation reference is
Encryption denerated

Compatikility

Farwarding () Discard the reference

Diata Hiding

Search (i Farward the reference ta the client

Aftributes

Referrals (@) Follow the reference and return result to client

Server Loac
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Metwark
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Compatibility
Forwarding
Data Hiding
Search
Aftributes
Referrals

When executing & search or compare operation...
(0 Allow any attribute

(@) Forbid the follovwing sttributes :
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Server Loac Add

[w] Enabled
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o] §12 574 T2l A 9l ulaL 2}]o] LDAP AW of] 'medhA] QR & uf ARg- 3t
SetolAEL @3 o] o] Algt Aldte] 3l 3R Directory Proxy Server+ & lo] A E o]

AN
to
T
i
iz
o
i
T, oo
o

i=]
A
BE &Y HE AR o] FHE RHE &

stefof FU

o] A AE 9} v] w ol ALE-E =

= 3y

e 4 FA. 44 BE L vla 2 Yol Feel AEA A S 5 gl £4 9 052 4%

sheid o] §4& B BTG

S A L E ]

s 2 s s oo £ ghol vIER A 11 H o]
%79 4 & shkel € A38HA] ¢k © ¥ Directory Proxy Serveroll 4]

QA AFR T F Q= &Aool =

= T M

A= 15 w0l el 4 0] QI B 4 0] 91 9] S5} A FA GOH el A Eef A
244 A8 5 AU Th AF B, on, dn 2 mail £ Feto] = o4 4 A1)
S5 sheln o] el g 442 Hlo] el F7bg o,

[}
0
I
i
g
i
N
el
e
n

97



]
icl}
=
i
N

ek

F7} 542 ol Bol 3748 5 9 thah A BATULE o %S4 S 77
RUA HEF AR o3 A G slok Fuink.
B

A ol &M deist $A4 & A D st dAaE 2AIE YL

~| Network Group |

@ Network Group
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el e S
Metwark
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Forwarding = |
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@ Network Group

Iame: | network-group-2 [ Ensbled

Load Balancing rsearch I’Renaming rRetum

Metwark

S ) After executing a search request...
Encryption

Compatibility () Return all attributes

Forwarding

Dita Hiding (@) Exclude the following sttributes :
Search

Adtributes (2 Only return the following sttributes
Referrals

Server Loac et

homeaddress
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1 Save | | Close I Help
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@ Network Group

| network-group-: w| Enable
Mame: | petyork 2 ] Ensbled

Load Balancing
Metwark

Events () Discard the referral

Encryption

Compatibility () Forware the referral to the client
Forwarding

Data Hiding @) Follow the reterral and return result to client
Search
Aftributes
Referrals
Server Loac

These options govern the behavior of DPS when it encourters a referral

Bind policy: | ¢ available, use password-based hind  w |

[¥] Specify maximum referrals per operstion: 4

Referral SS5L Policy
) Do not use SEL
(@ Establish an S5L session if cliert has done so

("1 Establish ah SSL session for &l reterrals

1 Save Close Help
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@ Network Group

Mame: | network-group-2 [w] Enabled

Load Balancing Specify the maximum number of

Metwark

Everts [¥] simultaneous operations per connection: |2
Encryption

Compatibility [] tatal operations per connection:

Forwarding

Data Hiding [¥l simuttaneous connections to this group: | 100
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Console Edit Yiew ol Help

Sun™ ONE Directory Proxy Server

Configuration Editor

Directory Praxy Server Canfiguratian

53 2002.105.18.49.23
3 Network Groups

o @ Events

@ (F Actions

@ 03 Properties

Forbidden Entry Properties

vew. ||| eae. || oewte |

(@ Attribute Renaming

Name [

i Forbiaden Entry forbkiden-snir.1

3 LoaP Server
(@ Load Balancing
(& Search Size Limit

3 7o) vhebg o

74 Forbidden Entiy Property

Forbidden Entry Property

Name: |forbldden-emry-2

Entry Matching | Aftribute Fittering |

Hide entries specified by the following criteria

e e =
Criteria Type
Ch=Directory Manager Exact DM

A OU=ADMIMSTRATORS, *

Regular DM Expression

SECRET:TRLUE
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Forbidden Entry Property

Name: |forbldden-emry-2
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LDAP Server Property

Mame: |Idap-server-3

Seftings LDAP “ersion | Encryption I
These option tell iDAR which protocol to use when talking to this setver

~Supported LDAP wersion

& LDAP versions 2 and 3

= LDAP version 2 only

LDAP version to w;

* Whichever version the client is using
= LDAP version 3 only

= LDAP version 2 only

i Save I Reset | Cloze | Help |
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LDAP Server Property

Name: | Ida p-se rver-2

rSettings r LOAP Wersion r Encryption

PSS will attempt to match the cerificate subject specified here with the
subject present on the server's certificate and will reject a TLS session
if there is a mismatch.

¥.509 certificate subject DN: | CH=corpdir.sun.com,0= Browse .

Security policy
) Establish S5L session if client has established SSL session
® Always establish S5L session with server before any operations

1 Mever establish 551 session

I Save | | Close | Help | 7
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Console Edit View Cbiccl Help

Sun~ ONE Directory Proxy Server
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Directary Proxy Server Canfiguration

55 2002.105.18.49 23
3 Hetwork Groups
& (@ Events
©= g Actions new. |
@ (@ Properties
(3 Attribute Renaming
@ Forbidden Entry
(3 LDAP Server
(8 Load Balancing
(3 Search Size Limit

Load Balancing Properties

s | oo |

Help

Name

load-balancing-1
load-balancing-2

oad Balancing Property [ x]

Load Balancing Property

Mame: IInad-baIancing-Q

The following specifies a group of LDAP servers and the percertage of operations each server wil
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Distribute |

Percent Load (total=100)

Add.... | Ecit... Remove
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Idap-server-2 25
ldap-server-3 25

Save |

Reset | Cloze I
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Search Size Limit Property

Mame: [search-sizeimit-2

onstraint

" Do not enforce = size limit

& Enforce a size limit of: |1U

The constraint is enforced if the DN and scope of & search matches one of the following
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Search DN Search Type
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Tatks Configuration

S —————
ol Network Groups = \
-0 Logs o.‘n ‘;S
o[ Log File o i :
ke Detail
Rotation
(% Witite log ertries to $(DPS_ROOT)logs/fwd log
 Viite log ertriesto; | cisunoneiserversidps-wpsync Yogsifwd log
 (Urise anly) Wirite |ags to sysiog dasmon vwith taciity:
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it
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© irite aucit ertries to [é
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Save Reset o

& Status: Unknown
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DPS Console - Directory Prory Server (dps-wpsyncl) o =] |

Console Edit “iew Obiect  Help

Sun™ONE Directory Proxy Server

Configuration

'@ wpEyhel .central.sun...

L8 Network Groups
A Statistics
i Ta se6 the most detail, set Log detsil to "Detailed trace”. To see the lesst detsil, set Log oot |
[ Lo File tietail to "Critical”. A& mare detalled log level automaticaly Implies all previous levels. fe—
Rotetion ]
Log detail: frvarning =l
[critical
[Exception

Iriotice

[Trace
[Detailed trace

o Settings saved as: [log-1 =1 Mew Delete -

22 DPS Console - Directory Proxy Server {d)
Console  Edit Wiew 090t Help

Sun* ONE Directory Proxy Server

Tasks Configuration

[ wpsynct certral.sun

3 Network Groups

| statistics

-0 Logs -Log fil s J
[& Log Fie
I¥ Linit the size of each log to ME Detal |

Ratation

11

[V Liteit the mazitmurm number of lags to:

(- At il

[V Limit the size for each log to ME:

17

[V Liteit the mazitmurm number of lags to:

[ settings saved as: [log-1 =] | New Delete |
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Conszole  Edit “iew Ohbiect  Help

Tasks Configuration

@ wpsyhcl .central.sun..

Statistics
I Directory modifications (add, modify, delete) e

I Al LDAP operations Detail ]
Rotation |

™ Metwork connections
™ humber of clients connected

™ client auditing information

I Access Cortrol List information

o Sett\ngssavedas: [wepsync - My ... I Delete I_

Save | Reset I Help

e Status: Unknown
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‘4 DPS Console — Directory Proxy Server (d ps—yankee) ‘ : ‘J‘

Gonsole Edit View Cbiect Help

Sun*ONE Directory Proxy Server

Configuration

l@" yankee central.sun

(8 Network Goups

Refresh | [ ] Gontinuous

@ G Logs Log file T dandp og
[ [Log File -
Lines to show: |25
Time/Date | Host | Progess.. | Event Number | Client Semer Error # Message
Apra020.. yankee  iDAR[124.. [DETAIL_T..[ 310202] [erma=146] Success with marking socket 8 as n{]
Aprau20.. yankee  iDAR[124.. [NOTIGE] .. [ 323706] [ermo=146] (120.153.130.61+ 3389) syncConn:
Aprao20.. vankee  iDAR[124... [NOTICE] ...[ 323706] [ermo=146] Ermor: -6981 Oxfifiedas)
Apr30 20, yankee iDAR[ 124 [TRAGE] .. [ 520502] [ermo=146] Subsequent attempt to reconnect
Aprao20.. yankee  iDAR[ 124... [DETAIL_T..[ 310202] [ermo=146] Success with marking socket & as n
Apra020.. vankee  iDAR[124.. [NOTICE] ...[ 323706] [ermo=146] ¢ 129.153.130.61+ 3389) syncConn:
Apr3o 20, yankee iDAR[ 124 [NOTIGE] .. [ 323706] [ermo=146] Ermar -5981 @xffeda3)
Aprao20.. yankee  iDAR[ 124.. [TRAGE] .. [ 520602] [ermo=146] Subsequent attempt to reconnect
Apraua0.. yankes  iDAR[124.. [DETAIL_T..[ 310202] [ermo=146] Success with marking socket 8 as n
Aprao20.. yankee  IDAR[124.. [DETAIL_T..[ 660308] [erma=131 Pollon listen ports timed out
Aprao20.. ankee  iDAR[ 124.. [NOTICE] ..[ 323706] [ermo=146] (128.153.130.61+ 3383) syncConn:
Aprau20.. yankee iDAR[124.. [NOTIGE] ..[ 323706] [ermo=146] Ermor: -5981 Uxfiffesas)
[

Aprao 20... yankee iDAR[ 124... [TRACE]

520602] [ermo=146] Subsequent attempt to reconnect g |

vT\metDate Apr30 2002 12:30:29
Host vankee
Process(PID] DAR{ 12478]
Event [NOTICE]
Mumber [ 323706]
Client

Server

Ermor# [ermo=146]
Message  ( 128.163.130.61+ 3389) syncConnection failed

Help
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