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About This Guide

This guide explains how to administer the Sun Java™ System Portal Server Secure
Remote Access (formerly Sun ONE™ Portal Server, Secure Remote Access)

Sun Java System Portal Server Secure Remote Access (SRA) enables remote users to
securely access their organization’s network and its services over the internet.
Additionally, it gives your organization a secure internet portal, providing access
to content, applications, and data to any targeted audience—employees, business
partners, or the general public.

SRA runs on the Solaris™ 8.0 and 9.0 Operating Systems. This guide contains
instructions for configuring and administering SRA.

This Preface includes the following sections:

Who Should Read This Guide

What You Need to Know

How This Book is Organized

Document Conventions Used in This Guide
Where to Find Related Information

Where to Find This Guide Online

Who Should Read This Guide

This guide assumes that you are a network or system administrator experienced in
managing UNIX® systems and TCP/IP networks. You are responsible for
installing, configuring and administering SRA.
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What You Need to Know

You need root access to the required machines for installing the various
components of SRA. You also need the required administrative privileges to carry

out other operations such as configuring users and services.

What You Need to Know

Before you administer SRA, you need to be familiar with the following:

Basic Solaris administrative procedures
LDAP

Sun Java™ System Directory Server
Sun Java™ System Web Server

Sun Java™ System Portal Server

You also need the following to be able to write Rewriter rules:

Understanding of HTML and HTML tags
A fair knowledge of JavaScript

Basic knowledge of XML

How This Book is Organized

This book contains the following chapters and appendices:

About This Guide (this chapter)

Chapter 1, “Introduction to Portal Server Secure Remote Access”

This chapter describes the SRA and the relationship between the Sun Java™
System Portal Server product and SRA components. It also provides information

on administering and configuring SRA.

Chapter 2, “The Gateway”

This chapter describes Gateway related concepts and information required for the

smooth running of the Gateway.

Chapter 3, “Proxylet and Rewriter”

22  Portal Server Secure Remote Access 6 2004Q2 « Administration Guide



How This Book is Organized

This chapter describes Proxylet and Rewriter. For Rewriter, it provides sample
rules and best practices.

Chapter 4, “NetFile”
This chapter describes NetFile and explains its operation.
Chapter 5, “Netlet”

This chapter describes how to use Netlet to run applications securely between
users’ remote standard Portal Desktops and the servers running applications on
your intranet.

Chapter 6, “Netlet With PDC”

This chapter describes how to configure the client browser’s Java Plugin so that
Netlet can be used with PDC.

Chapter 7, “Certificates”

This chapter describes certificate management and explains how to install
self-signed certificates or certificates from a Certificate Authority.

Chapter 8, “Configuring URL Access Control”

This chapter describes how to allow or deny access to the end-user through the
Gateway for specific URLSs.

Chapter 9, “Configuring the Gateway”

This chapter describes how to configure Gateway attributes from the Sun Java™
System ldentity Server administration console.

Chapter 10, “Configuring NetFile”

This chapter describes how to configure the NetFile from the Sun Java™ System
Identity Server administration console.

Chapter 11, “Configuring Netlet”

This chapter describes how to configure the Netlet attributes from the Sun Java™
System ldentity Server administration console.

Chapter 12, “Configuring Proxylet”

This chapter describes how to configure Proxylet from the Sun Java™ System
Identity Server administration console.

Chapter 13, “Configuring SSL Accelerators”
This chapter describes how to configure various accelerators for Portal Server

Secure Remote Access.
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Document Conventions Used in This Guide

Appendix A, “Log Files”

This appendix lists all the Portal Server Secure Remote Accesslog files and their
descriptions.

Appendix B, “Configuration Attributes”

This appendix lists the attributes you set for Portal Server Secure Remote Access on
the Sun Java™ System Identity Server administration console.

Appendix C, “Country Codes”

This appendix lists the two-letter country codes that you need to specify during
certificate administration.

Glossary

This glossary contains the link to the global glossary for the Sun Java System.

Document Conventions Used in This Guide
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Monospaced Font

Monospaced font is used for any text that appears on the computer screen or text
that you should type. It is also used for file names, distinguished names, functions,
and examples.

Italicized Font

Italicized font is used to represent text that you enter using information that is
unique to your installation (for example, variables). It is used for server paths,
names, and account IDs.

Square or Straight Brackets

Square (or straight) brackets [ ] are used to enclose optional parameters. For
example, in this document you will see the usage for the xx command described as
follows:

xx [options] [action] [conponent]
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The presence of [ opti ons], [ ar gunent s], and [ conponent ] indicates that there

Where to Find Related Information

are optional parameters that may be added to the xx command.

Command-Line Prompts

Command-line prompts (for example, %for a C-Shell, or $ for a Korn or Bourne
shell) are not displayed in the examples. Depending on which operating system

environment you are using, you will see a variety of different command-line
prompts. However, you should enter the command as it appears in the document
unless specifically noted otherwise.

Where to Find Related Information

SRA Documentation

Listed below are additional SRA documents.

Portal Server Secure Remote Access Attribute Online Help

Portal Server Secure Remote Access Netlet Online (client) Help

Portal Server Secure Remote Access NetFile Javal Online (client) Help
Portal Server Secure Remote Access NetFile Java2 Online (client) Help

Portal Server Secure Remote Access Proxylet Online (client) Help

Portal Server Documentation

The Sun Java™ System Portal Server documentation suite also includes the
following:

Portal Server Administration Guide
Portal Server Migration Guide
Portal Server Desktop Customization Guide

Portal Server Developer's Guide

Documents Referenced in This Guide

Other documents referenced in this guide:

Identity Server Administration Guide

Sun Crypto Accelerator 1000 Board Installation and User’s Guide

About This Guide
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Related Third-Party Web Site References

This guide can be found at:
htt p: // waw. sun. coml product s- n- sol uti ons/ har dwar e/ docs/ pdf / 816- 2450- 11. pdf

Related Third-Party Web Site References

You can access the Sun technical documentation online at htt p: //docs. sun. com
You can browse the archive or search for a specific book title or subject.

NOTE Sun is not responsible for the availability of third-party Web
sites mentioned in this document. Sun does not endorse and is
not responsible or liable for any content, advertising, products,
or other materials that are available on or through such sites or
resources. Sun will not be responsible or liable for any actual or
alleged damage or loss caused by or in connection with the use
of or reliance on any such content, goods, or services that are
available on or through such sites or resources.

Where to Find This Guide Online

You can access the Sun technical documentation online at htt p: //docs. sun. com
You can browse the archive or search for a specific book title or subject.
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Chapter 1

Introduction to Portal Server Secure
Remote Access

This chapter describes Sun Java™ System Portal Server Secure Remote Access
(formerly Sun ONE™ Portal Server, Secure Remote Access) and the relationship
between Sun Java™ System Portal Server (Portal Server) software and Sun Java
System Portal Server Secure Remote Access (SRA) components.

This chapter covers the following topics:
= Overview of SRA Software

= SRA Services

= Administering the SRA Product

= Configuring SRA Attributes

= Supported Applications

Overview of SRA Software

SRA software enables remote users to securely access their organization’s network
and its services over the Internet. Additionally, it gives your organization a secure
internet portal, providing access to content, applications, and data to any targeted
audience—employees, business partners, or the general public.

SRA software offers browser-based secure remote access to portal content and
services from any remote device. It is a cost-effective, secure access solution that is
accessible to users from any device with a Java technology-enabled browser,
eliminating the need for client software. Integration with Portal Server ensures that
users receive secure encrypted access to the content and services that they have
permission to access.
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SRA software is targeted towards enterprises deploying highly secure remote
access portals. These portals emphasize security, protection, and privacy of
intranet resources. The SRA architecture is well suited to these types of portals.
SRA software enables users to securely access intranet resources through the
Internet without exposing these resources to the Internet.

The Gateway, residing in the Demilitarized Zone (DMZ), provides a single secure
access point to all intranet URLSs, file systems and applications. All other non-SRA
services such as Session, Authentication, and the standard PortalDesktop reside
behind the DMZ in the secured intranet. Communication from the client browser
to the Gateway is encrypted using HTTPS. Communication from Gateway to the
server and intranet resources can be either HTTP or HTTPS.

SRA software uses two methods

The Netlet and NetFile applets are downloaded to the client machine, while the
support files may reside either on the Gateway or on the Portal Server host.

The Portal Server can function in two modes:
< Open Mode

e Secure Mode

Open Mode

In open mode, Portal Server is installed without SRA software. Although HTTPS
communication is possible in this mode, secure remote access is not possible. This
means that users cannot access secure remote file systems and applications.

The main difference between an open portal and a secure portal is that the services
presented by the open portal typically reside within the demilitarized zone (DMZ)
and not within the secured intranet. A DMZ is a small protected network between
the public Internet and a private intranet, usually demarcated with firewalls on
both ends.

If the portal does not contain sensitive information (deploying public information
and allowing access to free applications), then responses to access requests by a
large number of users is faster than using secure mode.

Figure 1-1 shows Portal Server in open mode. Here, Portal Server is installed on a
single server behind the firewall. Multiple clients access Portal Server across the
Internet through the single firewall.
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Figure 1-1 The Portal Server in Open Mode
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Secure Mode

Secure mode provides users with secure remote access to required intranet file
systems and applications.

Gateway resides in the demilitarized zone (DMZ). Gateway provides a single
secure access point to all intranet URLs and applications, thus reducing the
number of ports to be opened in the firewall. All other Portal Server services such
as Session, Authentication, and the standard Portal Desktop reside behind the
DMZ in the secured intranet. Communication from the client browser to the
Gateway is encrypted using HTTP over Secure Sockets Layer (SSL).
Communication from the Gateway to the server and intranet resources can be
either HTTP or HTTPS.
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Figure 1-2 shows Portal Server with SRA software. SSL is used to encrypt the
connection between the client and the Gateway over the Internet. SSL can also be
used to encrypt the connection between the gateway and the server. The presence
Gateway between the intranet and the Internet extends the secure path between the
client and the Portal Server.
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SRA Services

Figure 1-2 Portal Server in Secure Mode (with SRA software)
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Additional servers and gateways can be added for site expansion. SRA software
can be configured in various ways based on the business requirement.

SRA Services

SRA software has five major components;

< Gateway
= Rewriter
= NetFile
= Netlet

= Proxylet
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SRA Services

Gateway

The SRA Gateway provides the interface and security barrier between remote user
sessions originating from the Internet and your corporate intranet. Gateway
presents content securely from internal web servers and application servers
through a single interface to a remote user.

The web servers use web-based resources such as HTML, JavaScript and XML to
communicate between the client and Gateway. Rewriter is the Gateway component
used to make web content available.

The application servers use binary protocol such as telnet and FTP to communicate
between the client and Gateway. Netlet which resides on Gateway is used for this
purpose. See Chapter 2, “The Gateway” for more detail.

Rewriter

Rewriter enables end-users to browse the intranet and makes links and other URL
references on those pages operate correctly. Rewriter prepends the Gateway URL
in the location field of the web browser, thereby redirecting content requests
through Gateway. See Chapter 3, “Proxylet and Rewriter” for details.

NetFile

NetFile is a file manager application that allows remote access and operation of file
systems and directories. NetFile includes NetFile Java™, a Java-based user
interface. This is available for Java 1 and Java 2. See Chapter 4, “NetFile” for details.

Netlet

Netlet facilitates the running of popular or company-specific applications on
remote desktops in a secure manner. After you implement Netlet at your site, users
can securely run common TCP/IP services, such as Telnet and SMTP, and
HTTP-based applications such as pcANYWHERE or Lotus Notes. See Chapter 5,
“Netlet” for details.
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Proxylet

Proxylet is a dynamic proxy server that runs on a client machine. Proxylet redirects
a URL to the Gateway. It does this by reading and modifying the proxy settings of
the browser on the client machine so that they point to the local proxy server or
Proxylet.

Administering the SRA Product

SRA software has two interfaces for administration:
= The Identity Server administration console
e The command-line

Most administration tasks are performed through the web-based Sun Java System
Identity Server administration console. The administration console can be accessed
locally or remotely from a web browser. However, tasks such as file modification
must be administered through the UNIX command-line interface.

Configuring SRA Attributes

You can configure attributes related to SRA at the organization, role, and user
levels, with the following exceptions:

= Conflict Resolution Level cannot be set at the user level. It is also not available
from the Service Configuration tab. See “Setting Conflict Resolution” on
page 35.

< MIME types Configuration File Location attribute can be set only at the
organization level. See “Specify the MIME-types Configuration File Location”
on page 299.

Values set at the organization level are inherited by all roles and users under that
organization. Values set at the user level override the values set at the organization
or role levels.

Most attributes can be set from either the Identity Server tab or the Service
Configuration tab on the Identity Server. The attributes set at the Service
Configuration level serve as a template. Any new organization or user that is
created inherits these values by default.
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You can make changes to the attribute values at the Service Configuration level.
These new values are reflected only when new organizations are added. Changes
in the attribute values at the Service Configuration tab do not affect existing
organizations or users. See the Identity Server Administration Guide for details.

You configure SRA attributes on the Identity Server administration console under
SRA Configuration using the following services:

Access List

This service allows you to allow or restrict access to specific URLs and to
manage the single sign-on feature. See Chapter 8, “Configuring URL Access
Control” for more information.

Gateway

This service allows you to configure all Gateway related attributes such as
proxy management, cookie management, logging, rewriter management, and
ciphers. See Chapter 9, “Configuring the Gateway” for more information.

NetFile

This service allows you to configure all NetFile related attributes such as
common hosts, MIME types, and access to different types of hosts. See
Chapter 10, “Configuring NetFile” for more information.

Netlet

This service allows you to configure all Netlet related attributes such as Netlet
rules, access to required rules, organizations and hosts, and the default
algorithm. See Chapter 11, “Configuring Netlet” for more information.

Proxylet

This service allows you to configure Proxylet related attributes such as
Proxylet Applet Bind IP address and port number. See Chapter 12,
“Configuring Proxylet” for more information.

CAUTION The Gateway does not receive notifications for attribute changes

that are made while Gateway is running.

Restart Gateway to ensure that updated profile attributes (belonging
to the Gateway or any other service) are used by Gateway. See
“Using Authentication Chaining” on page 76.
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Setting Conflict Resolution

I To Set the Conflict Resolution Level

1.

2.

3.

Log in to the Identity Server administration console as administrator.
Select the Identity Management tab.
Select Organizations from the View drop-down list.

Click the required organization name. The selected organization name is
reflected as the location in the top left corner of the administration console.

Select Services from the View drop-down list.

Click the arrow next to appropriate service (Access List, NetFile, or Netlet)
under SRA Configuration.

Select the required level from the Conflict Resolution Level field drop-down
list.

Click Save at the top or bottom of the NetFile page to record the change.

Supported Applications

SRA software supports the following applications:

SRA software supports MS Exchange 2000 SP3 installation and MS Exchange
2003 of Outlook Web Access (OWA)..

The ruleset required for OWA pages is installed out of the box with the name
exchange_2003_owa_r ul eset . To view the case study for OWA see “Ruleset
for Outlook Web Access” on page 272.

iNotes - Notes 5.0.11
Calendar - Sun ONE Calendar Server Release 5.1.1 and later

Messenger Express - iPlanet Messaging Server 5.2 and later
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Chapter 2

The Gateway

This chapter describes Gateway related concepts and information required for the
smooth running of the Gateway. For information on configuring the Gateway, see
Chapter 9, “Configuring the Gateway”.

This chapter covers the following topics:

Overview of the Gateway

Creating a Gateway Profile

Understanding the platform.conf File

Running the Gateway in the chroot Environment
Restarting Gateway in the chroot Environment
Creating Multiple Instances of a Gateway
Starting and Stopping the Gateway

Restarting the Gateway

Specifying a Virtual Host

Specifying a Proxy to Contact the Identity Server
Using Web Proxies

Using Automatic Proxy Configuration

Using a Netlet Proxy

Using a Rewriter Proxy

Using a Reverse Proxy with the Gateway
Obtaining Client Information

Using Authentication Chaining
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« Using Wild Card Certificates
= Disabling Browser Caching
= Customizing the Gateway Service User Interface

= Using Federation Management

Overview of the Gateway

The Gateway provides the interface and security barrier between remote user
sessions originating from the Internet and your corporate intranet. The Gateway
presents content securely from internal web servers and application servers
through a single interface to a remote user.

Creating a Gateway Profile

A gateway profile contains all the information related to gateway configuration,
such as the port on which the Gateway listens, SSL options, and proxy options.

When you install a Gateway, if you choose the default values, a default gateway
profile called "default" is created. A configuration file corresponding to the default
profile exists at:

[ etc/ opt/ SUNWs/ pl at f or m conf . def aul t
where / et ¢/ opt / SUN\Ws is the default location for all the pl at f or m conf . * files.

See “Understanding the platform.conf File” on page 40 for more information on the
contents of the pl at f or m conf file.

You can:

= Create multiple profiles, define attributes for each profile, and assign these
profiles to different Gateways as required.

= Assign asingle profile to Gateway installations on different machines.
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Assign different profiles to instances of a single Gateway running on the same
machine.

CAUTION Do not assign the same profile to different instances of the Gateway

running on the same machine. This will cause a conflict since the
port numbers will be the same.

Do not specify the same port numbers in the different profiles
created for the same Gateway. Running multiple instances of the
same Gateway with the same port will cause a conflict.

[l To Create a Gateway Profile

1.

Log in to the Sun Java™ System Identity Server administration console as
administrator.

Select the Service Configuration tab.

Click the arrow next to Gateway under SRA Configuration.

The Gateway page displays in the right pane.

Click New.

The Create New Gateway Profile page displays.

Enter the name of new gateway profile.

Select the profile to use for creating the new profile from the drop-down list.

By default, any new profile that you create is based on the pre-packaged
default profile. If you have created a custom profile, you can select that profile
from the drop-down list. The new profile inherits all the attributes of the
selected profile.

Click Create.

The new profile is created you are returned to the Gateway page, where the
new profile is listed.

Restart the Gateway with this gateway profile name if you want the changes to
take effect:

gateway-install-root/ SUNWs/ bi n/ gat enay -n gateway-profile-name st art

To configure the Gateway, see Chapter 9, “Configuring the Gateway”.
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The pl at f or m conf file is located by default at:
[ et c/ opt/ SUNWs

The pl at f or m conf file contains the details that the Gateway needs. This section
provides a sample pl at f or m conf file and describes all the entries.

The advantage of including all the machine-specific details in the configuration file
is that a common profile can be shared by Gateways running on multiple
machines.

Here is a sample:

#

# Copyright 11/28/00 Sun Mcrosystens, Inc. All R ghts Reserved.
# "@#)platformconfl. 38 00/11/28 Sun M crosystens"”

#

gat eway. user =noaccess

gateway. j dk. dir=/usr/java_1.3.1 06

gat eway. dsane. agent =ht t p: // pserv2. i portal . com 8080/ sunport al / Renot eConfi gS
ervl et

portal .server.protocol =http

portal .server. host=pserv2.iportal.com

portal . server. port=8080

gat eway. prot ocol =ht t ps

gat eway. host =si roe. i ndi a. sun. com

gat eway. port =333

gateway.trust _all _server_certs=true

gateway. trust _al |l _server_cert_domai ns=fal se

gat eway. vi rt ual host =si roel. i ndi a. sun. com 10. 13. 147. 81
gat eway. vi rt ual host . def aul t Or g=o=r oot , dc=t est, dc=com
gateway. notification.url=/notification
gateway.retries=6

gat eway. debug=err or
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gat eway. debug. di r=/ var/ opt / SUNWs/ debug

gat eway. | ogdel i m t er=&&

gat eway. external . i p=10. 12. 147. 71

gat eway. certdir=/etc/opt/ SUNWs/ cert/ portal
gat eway. al | ow. cl i ent. cachi ng=true

gat eway. user Profi | e. cacheSi ze=1024

gat eway. user Profi | e. cacheSl eepTi me=60000

gat eway. user Profi | e. cached eanupTi me=300000
gat eway. bi ndi paddr ess=10. 12. 147. 71

gat eway. sockretries=3

gat eway. enabl e. accel er at or =f al se

gat eway. enabl e. cust ormur | =f al se

gateway. httpurl =http://siroe.india.sun.com
gat eway. httpsurl =https://siroe.india.sun.com
gat eway. f avi con=htt ps: //si roe. i ndi a. sun. com
gat eway. | oggi ng. passwor d=ALKIDF123SFLKJJSDFU
portal .server.instance=

gat eway. cdm cacheSl eepTi nme

gat eway. cdm cached eanUpTi ne

Table 2-1 lists and describes all the fields in the pl at f or m conf file.

Table 2-1  The platform.conf File Properties
Entry Default Description
Value

gat eway. user noaccess The Gateway runs as this user.
The Gateway must be started as root and after
initialization, it loses its root privileges to become
this user.

gat eway. j dk. dir This is the location of the JDK directory that the
Gateway uses.

gat eway. dsane. agent This is the URL of the Identity Server that the
Gateway contacts while starting up to get its
profile.

Chapter 2 The Gateway
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Table 2-1  The platform.conf File Properties
Entry Default Description
Value
portal .server. This is the protocol, host and port that the default
pr ot ocol Portal Server installation is using.
portal . server. host
portal . server. port
gat eway. pr ot ocol This is the Gateway protocol, host and port.
gat eway. host These values are the same as the mode and port
gat eway. por t that you specified during installation. These
values are used to construct the notification
URL.
gateway.trust_all _ true This indicates whether the Gateway has to trust
server certs all server certificates, or only those that are in the
- Gateway certificate database.
gateway.trust_all _ false Whenever there is an SSL communication

server_cert_donai ns

between the Gateway and a server, a server
certificate is presented to the Gateway. By
default, the Gateway checks if the server host
name is the same as the server certificate CN.

If this attribute value is set to true, the Gateway
disables the domain check for the server
certificate that it receives.

gat eway. vi rt ual host

If the Gateway machines has multiple
hostnames configured, you can specify a
different name and identity provider address in
this field.

Portal Server Secure Remote Access 6 2004Q2 « Administration Guide




Table 2-1  The platform.conf File Properties

Understanding the platform.conf File

Entry

Default
Value

Description

gat eway. vi rt ual host . d
efaul t Org=org

This specifies the default Org to which the user
will log into.

For example suppose the virtual host field
entries are the following:

gat eway. vi rt ual host =t est. com
enpl oyee. test. com

Managers. test. com
with the default org entries as:

test.comdefaultOrg =
o=r oot , dc=t est , dc=com

enpl oyee. test.comdefaul tOg =
o=enpl oyee, dc=t est, dc=com

Manager.test.comdefaultQg =
o=Manager, dc=t est, dc=com

The user can use

htt ps: // manager . t est. comto log into the
manager's org instead of

https://test.com o=Manager, dc=test, d
c=com

Note: virtualhost and defaultOrg are case
sensitive in the pl at form conf file, butno
when using it in the URL.

gat eway.
notification.url

A combination of the Gateway host, protocol and
port is used to construct the notification URL.
This is used to receive session notification from
the Identity Server.

Ensure that the notification URL is not the same
as any organization name. If the notification URL
matches an organization name, a user trying to
connect to that organization will get a blank page
instead of the login page.

gateway.retries

This is the number of times that the Gateway
tries to contact the Portal Server while starting

up.
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Table 2-1  The platform.conf File Properties

Entry Default Description
Value
gat eway. debug error This sets the debug level of the Gateway. The

debug log file is located at
debug-directory/ f i | €s. The debug file location is
specified in the gat eway. debug. di r entry.

The debug levels are:

error - Only serious errors are logged in the
debug file. The Gateway usually stops
functioning when such errors occur.

warning - Warning messages are logged.
message - All debug messages are logged.

on - All debug messages are displayed on the
console.

The debug files are:

srapGat eway. gateway-profile-name - Contains
the Gateway debug messages.

CGat eway_t o_from server. gateway-profile-na
me - In message mode, this file contains all the
requests and response headers between the
Gateway and internal servers.

To generate this file, change the write
permission on / var / opt / SUNWs/ debug

directory.

CGat eway_t o_from browser. gateway-profile-n
ame - In message mode, this file contains all the
requests and response headers between the
Gateway and the client browser.

To generate this file, change the write
permission on / var / opt / SUNWs/ debug
directory.

gat eway. debug. di r

This is the directory where all the debug files are
generated.

This directory should have sufficient permissions
for the user mentioned in gat eway. user to
write to files.

gat evay.
| ogdelimter

Not used currently.
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Table 2-1  The platform.conf File Properties
Entry Default Description
Value

gateway. external .ip In case of a multi-homed Gateway machine (one
with multiple IP addresses), you need to specify
the external IP address here. This IP is used for
Netlet to run FTP.

gat eway. certdir This specifies the location of the certificate
database.

gat enay. al | ow. true Allow or disallow client caching.

client.caching If allowed, client browsers can cache static
pages and images for better performance (by
reduced network traffic).
If disallowed, there is higher security as nothing
is cached at the client side but there will be a
performance drop with the higher network load.

gat eway. userProfile.c This is the number of user profile entries that get

acheSi ze cached at the Gateway. If the number of entries
exceeds this value, frequent retries occur to
cleanup the cache.

gateway. userProfile.c Sets the sleep time, in seconds, for the cache

acheSl eepTi me cleanup.

gateway. userProfile.c The maximum time in seconds after which a

ached eanupTi ne profile entry can get removed.

gat enay. On a multihomed machine, this is the IP address

bi ndi paddr ess to which the Gateway binds its serversocket. To
configure the Gateway to listen to all interfaces,
replace the ip address so that the
gat eway. bi ndi paddr ess=0.0.0.0

gat eway. sockretries 3 Not used currently.

gat eway. enabl e. accel e false If set to true external accelerator support is

rator allowed.

gat eway. enabl e. custom | false If set to true the administrator is allowed to

url

specify a custom URL for the Gateway to rewrite
pages to.

gateway. httpurl

Enter the HTTP reverse proxy URL to set a

custom URL for the Gateway to rewrite pages to.
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Table 2-1  The platform.conf File Properties
Entry Default Description
Value

gat eway. ht t psur|

Enter the HTTPS reverse proxy URL to set a
custom URL for the Gateway to rewrite pages to.

gat eway. f avi con

This specifies the URL to which the Gateway will
redirect requests for the favicon.ico file.

This is used for the "favorite icon" in Internet
Explore and Netscape 7.0 and higher's
preferences or favorites.

If left empty, the Gateway will send a 404 not
found message back to browser.

gat eway. | oggi ng. passw
ord

This field contains the LDAP password of the
user "amService-srapGateway" that gateway
uses for creating its application session.

This can be either encrypted or in plain text.

htt p. pr oxyHost

This proxy host is used to contact the Portal
Server.

htt p. proxyPort

This is the port for the host used to contact Portal
Server.

htt p. pr oxySet

This property is set to true if a proxy host is
required. If the property is set to
false,http.proxyHost and http.proxyPort are
ignored.

portal . server. instance

The value of this property is the corresponding
/letc/opt/SUNWam/config/AMConfig-instance-nam
e.properties file. If the value is default, then it
points to AMConfig-default.properties.

gat eway. cdm cacheSl ee
pTi ne

The time out value for cache Client Detection
Module responses sent to the Gateway from the
Identity Server.

gat eway. cdm cached ea
nupTi ne

The time out value for cache Client Detection
Module responses sent to the Gateway from the
Identity Server.
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Running the Gateway in the chroot Environment

To provide high security in a chroot environment, the chroot directory content
must be as minimal as possible. For example, if any programs exist which allow a
user to modify a file under the chrooted directory, then chroot will not protect the
server against an attacker modifying files under the chroot tree. CGI programs
should not be written in an interpreted language, such as bourne shell, c-shell, korn
shell or perl, but should be compiled binaries so interpreters do not need to be
present under the chroot directory tree.

NOTE The watchdog feature is not supported in the chroot environment.

O To Install chroot

1. Asroot, in a terminal window, copy the following files to an external source
such as a computer on the network, a backup tape or a floppy disk.

cp /etc/vfstab external-device
cp /etc/nsswtch. conf external-device
cp /etc/hosts external-device

2. Run the mkchr oot script from:

portal-server-install-root/ SUNWbs/ bi n/ chr oot

NOTE The nkchr oot script cannot be terminated by pressing Ctrl-C after
execution has begun.

In the event of an error during the execution of the nkchr oot script,
see “Execution Failure of the mkchroot Script” on page 49.

You are prompted for a different root directory (new_root_directory). The script
creates the new directory.

In the following examples, / saf edi r/ chr oot is the new_root_directory.

nkchroot version 6.0

Enter the full path nanme of the directory which will be the chrooted
tree:/saf edi r/ chroot

Usi ng /safedir/chroot as root.

Checki ng avai | abl e di sk space...done
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nkchroot version 6.0

/safedir/chroot is on a setuid nmounted partition.

Creating filesystemstructure...dev etc shin usr var proc opt bin lib tnp
etc/lib usr/platformusr/bin usr/shin usr/lib usr/openwin/lib var/opt
var/tnp dev/fd done

Creating devices...null tcp ticots ticlts ticotsord tty udp zero consl og
done

Copying/ creating etc files...group passwd shadow hosts resol v. conf netconfig
nsswi t ch. conf

done

Copying binaries........ ..., done
Copying libraries......... ..o, done
Copyi ng zonei nfo (about 1 MB)..done

Copying locale info (about 5 MB).......... done

Addi ng conments to /etc/nssw tch. conf ...done

Creating | oopback nount for/safedir/chroot/usr/javal.2...done

Creating | oopback nount for/safedir/chroot/proc...done

Creating | oopback nount for/safedir/chroot/dev/random.. done

Do you need /dev/fd (if you do not know what it neans, press return)[n]:
Updating /etc/vfstab...done

Creating a /safedir/chroot/etc/mttab file, based on these | oopback nounts.
Copying SRAP rel ated data ...

Usi ng /safedir/chroot as root.

Creating filesystemstructure........... done

nkchroot successfully done.

Manually mount the Java directory mentioned in the pl at f or m conf file to the
chroot directory using the following command:

nkdir -p /safedir/chroot/ java-dir

mount -F | of s java-dir /saf edir/chroot/ java-dir

For Solaris 9, do the following:

nkdir -p /safedir/chroot/usr/lib/32

mount -F lofs /usr/lib/32 /safedir/chroot/usr/lib/32
nkdir -p /safedir/chroot/usr/lib/64

mount -F lofs /usr/lib/64 /safedir/chroot/usr/libl/64

To mount this directory at system startup, add a corresponding entry in the
[ etc/ vfstab file:

java-dir - /safedir/chroot/ java-dir | ofs - no -

For Solaris 9:
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Restarting Gateway in the chroot Environment

fusr/lib/32 - [safedir/chroot/usr/lib/32 lofs - no -
fusr/lib/64 - [safedir/chroot/usr/lib/64 |ofs - no -

Type the command below to restart the Gateway:

chroot /safedir/chroot ./ gateway-install-root/ SUNWWS/ bi n/ gat eway start
stoppi ng gateway ... done.

starting gateway ...

done.

Execution Failure of the mkchroot Script

In the event of an error during the execution of the mkchr oot script, the script will
restore the files to their initial state.

In the following examples, / saf edi r/ chr oot is the chroot directory.

If the following error message is encountered:

Not a dean Exit

1.

Copy the backed up files in step 1 of the procedure To Install chroot, to their
original locations, and execute the following commands:

unount /safedir/chroot/usr/javal. 2
unount /saf edir/chroot/proc
unount /saf edi r/ chroot/dev/ random

Remove the / saf edi r/ chr oot directory.

Restarting Gateway in the chroot Environment

Follow these steps to start Gateway in a chroot environment whenever the
Gateway machine is rebooted.

[l To Restart Gateway in the chroot Environment

1.

Stop Gateway running from the '/’ directory.
gateway-install-root/ SUNWs/ bi n/ gat eway - n gateway-profile-name st op
Start the Gateway to run from the chroot directory:

chroot /safedir/chroot ./ portal-server-install-root/ SUNWs/ bi n/ gat eway -n
gateway-profile-name st art
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NOTE The /safedir/chroot/ et c files (such as passwd and host s) need to be
administered, just like the / et ¢ files, but only include host and
account information required by the programs running in the chroot
tree.

For example, if you change the identity provider address of the
system, also change the file / saf edi r/ chr oot / et ¢/ host s.

Creating Multiple Instances of a Gateway

Use the gwmul ti i nst ance script to create a new instance of the Gateway. It’s
preferable to run this script after the gateway profile has been created.

1. Log inas root and navigate to the following directory:
gateway-install-root/ SUNWs/ bi n/
2. Run the multi-instance script:

.Igwul tiinstance
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Creating Multiple Instances of a Gateway

Choose one of the following installation options:

1) OGeate a new gateway instance

3
4) Exit

If you chose 1, answer the following questions;

)
2) Renove a gateway instance
)

Renove al | gateway instances

What is the name of the new gateway instance?

What protocol will the new gateway instance use? [https]

What port will the new gateway instance |isten on?

What is the fully qualified hostnane of the portal server?

What port should be used to access the portal server?

What protocol should be used to access the portal server? [http]
What is the portal server deploy UR?

What is the organization DN? [dc=i portal, dc=conj

What is the identity server URI? [/amserver]

What is the identity server password encryption key?

Pl ease provide the foll owing infornation needed for creating a
sel f-signed certificate:

What is the name of your organization?

What is the name of your division?

What is the name of your city or locality?
What is the name of your state or province?
What is the two-letter country code?

What is the password for the Certificate Database? Again?
What is the password for the | ogging user? Again?

Have you created the new gateway profile in the admn console? [y]/n

Start the gateway after installation? [y]/n
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4. Start the new instance of the Gateway with the new gateway profile name.
gateway-install-root/SUNWps/bin/gateway -n gateway-profile-name start
where gateway-profile-name is the new Gateway instance.

In addition to the gateway profile, the AMConf i g- . instance-name. properti es file is
created in the / et ¢/ opt / SUN\WanT confi g directory.

If the portal . server. i nstance property in the pl at f or m conf file is present, then
the corresponding AMConf i g- instance-name. pr oper ti es file is read by the Gateway. If
the portal . server.instance property inthe pl atformconf fileisnotpresent,

then the default AMConfig files (AMConfig.properties) is read by the Gateway.

Creating Multi-hnomed Gateway Instances

If you are creating multi-homed gateway instances, that is multiple gateways on
one Portal Server, you must modify the pl at f orm conf file as follows:

gat ewaybi ndi paddress = 0.0.0.0

Creating Gateway Instances Using the Same
LDAP

If you are creating multiple gateway instances that use the same LDAP, after
creating the first Gatewayon all subsequent Gateways:

In Zetc/ opt / SUNVant conf i g/ , modify the following areas in
AMConf i g- instance-name. pr oper ti es to be in sync with the first installed instance of
the Gateway:

1. Replace the key that is used to encrypt and decrypt passwords with the same
string used for the first Gateway.

am encryption. pwd= string_key specified_in gateway-install
2. Replace the key that is the shared secret for application auth module

comi pl anet.am servi ce.secret= string_key specified_in
gat eway-instal |
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In/ et c/opt/ SUNVén conf i g/ uns modify the following areas in
serverconfig. xm to be insync with the first installed instance of
Portal-ldentity Server;

<Di r DN> cn=puser, ou=DSAME User s, dc=sun, dc=net </ Di r DN\>

<Di r Passwor d>st ring_key_specified_i n gateway-install </DirPassword>
<Di r DN>cn=dsamneuser , ou=DSAME User s, dc=sun, dc=net </ Oi r D\>

<Di rPasswor d>st ring_key specified_ in gateway-install </D rPassword>

Restart amserver services.

Starting and Stopping the Gateway

By default, the Gateway starts as user noaccess.

[l To Start the Gateway

1.

After installing the Gateway and creating the required profile, run the
following command to start the Gateway:

gateway-install-root/ SUNWs/ bi n/ gat eway -n default start

def aul t is the default gateway profile that is created during installation. You
can create your own profiles later, and restart the Gateway with the new
profile. See “Creating a Gateway Profile” on page 38.

If you have multiple Gateway instances, use:

gateway-install-root/ SUNWs/ bi n/ gat eway st art

This command starts all the Gateway instances configured on that particular
machine.

NOTE Restarting the server (the machine on which you have configured

instances of the Gateway) restarts all configured instances of the
Gateway.

Ensure that there are no old or backed up profiles in the
I etc/ opt / SUNWs directory.
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Run the following command to check if the Gateway is running on the
specified port:

netstat -a | grep port-number

The default Gateway port is 443.

[l To Stop the Gateway

1.

Use the following command to stop the Gateway:
gateway-install-root/SUNWps/bin/gat eway -n gateway-profile-name st op
If you have multiple Gateway instances, use:
gateway-install-root/SUNWps/bin/gat eway st op

This command stops all the Gateway instances that are running on that
particular machine.

Run the following command to check if the Gateway processes are no longer
running:

/usr/bin/ps -ef | entsys

Restarting the Gateway

Normally, you do not need to restart the Gateway. You need to restart only if any
of the following events have occured:

You have created a new profile and need to assign the new profile to the
Gateway.

You have modified some attributes in the existing profile and need the changes
to take effect.

[l To Restart the Gateway with a Different Profile
Restart the Gateway:

gateway-install-root/ SUNWs/ bi n/ gat eway - n new-gateway-profile-name st art

[l To Restart the Gateway
In a terminal window, connect as root and do one of the following:

Start the watchdog process:
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gateway-install-root/ SUNWs/ bi n/ gat enay wat chdog on

This creates an entry in the crontab and the watchdog process is now active.
The watchdog monitors all running instances of a Gateway on a particular
machine and Gateway port and restarts the Gateway if it goes down.

[0 To Configure the Gateway Watchdog

You can configure the time interval at which the watchdog monitors the status of
the Gateway. This time interval is set to 60 seconds by default. To change this, edit
the following line in the crontab:

0-59 * * * * gateway-install-root/ SUNWbs/ bi n/
[var/opt/ SUN\Ws/.gw. 5 > /dev/null 2>&1

See the cr ont ab man page to configure the cront ab entries.

Specifying a Virtual Host

A virtual host is an additional hostname that points to the same machine IP and a
host name. For example if a host name a.b.c points to the host IP address
192.155.205.133, you can add another host name c.d.e which points to the same IP
address.

[l To Specify a Virtual Host
1. Login asrootand edit the pl at f orm conf file of the required Gateway instance:
/et c/ opt/ SUNWs/ pl at f or m conf . gateway-profile-name
2. Add the following entries:

gat eway. vi rt ual host =fully-qualified-gateway-host gateway-ip-address fully-
qualified-reverse-proxyhost

gat eway. enabl e. cust omur | =t rue (This value is set to false by default.)
3. Restart the Gateway:

gateway-install-root/ SUNWs/ bi n/ gat enay -n gateway-profile-name st art

If these values are not specified, then the Gateway will default to normal behavior.
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Specifying a Proxy to Contact the Identity Server

You can specify a host proxy to be used by the Gateway to contact SRA Core
(RemoteConfigServlet) that is deployed over the Portal Server. This proxy is used
by the Gateway to reach the Portal Server and Identity Server.

[l To Specify a Proxy
1. From the command-line, edit the following file:

/et c/ opt/ SUNWs/ pl at f or m conf . gateway-profile-name
2. Add the following entries:
ht t p. pr oxyHost =proxy-host
ht t p. pr oxyPor t =proxy-port
http. proxySet =true
3. Restart the Gateway to use the specified proxy for requests made to the server:

gateway-install-root/ SUNWs/ bi n/ gat enay -n gateway-profile-name st art

Using Web Proxies

56

You can configure the Gateway to contact HTTP resources using third party web
proxies. Web proxies reside between the client and the Internet.

Web Proxy Configuration

Different proxies may be used for different domains and subdomains. These
entries tell the Gateway which proxy to use to contact specific subdomains in
specific domains. The proxy configuration specified in the Gateway works as
follows:

= Creates a list of domains and subdomains along with the required proxies in
the Proxies for Domains and Subdomains field in the Gateway service.

For information on configuring proxies for domains and subdomains, see
“Create List of Proxies for Domains and Subdomains” on page 256.

= With the Use Proxy option enabled:

o The proxies specified in the Proxies for Domains and Subdomains field are
used for the specified hosts.
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o To enable direct connections for certain URLs within the domains and
subdomains specified in the Proxies for Domains and Subdomains list,
specify these URLs in the Do Not Use Web Proxy URLS field.

= With the Use Proxy option disabled:

o To ensure that proxies are used for certain URLs within the domains and
subdomains specified in the Proxies for Domains and Subdomains field,
specify these URLs in the Use Webproxy URLs list. Although the Use
Proxy option is disabled, a proxy is used to connect to the URLSs listed
under Use Webproxy URLs. The proxies for these URLs are obtained from
the Proxies for Domains and Subdomains list.

To configure the Use Proxy option, see “Enable Usage of Web Proxies” on
page 254.

Figure 2-1 shows how the web proxy information is resolved based on the proxy
configuration in the Gateway service.

Figure 2-1 Web Proxy Management

Requested URL
Disabled Enabled
Use Proxy

A 4
Use Webproxy URLs| Notlisted " pirect

connection
A

) v
Listed ! Do Not Use Webproxy URLS

A

Listed )
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Not listed| proxies for
Domains and |¢—
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Listed

v
Specified
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In Figure 2-1, if Use Proxy is enabled, and the requested URL is listed in the Do Not
Use Webproxy URLSs list, the Gateway connects to the destination host directly.
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If Use Proxy is enabled, and the requested URL is not listed in the Do Not Use
Webproxy URLSs list, the Gateway connects to the destination host through the
specified proxy. The proxy, if specified, is looked up in the Proxies for Domains
and Subdomains list.

If Use Proxy is disabled, and the requested URL is listed in the Use Webproxy
URLSs list, the Gateway connects to the destination host using the proxy
information in the Proxies for Domains and Subdomains list.

If Use Proxy is disabled, and the requested URL is not listed in the Use Webproxy
URLSs list, the Gateway connects to the destination host directly.

If none of the above conditions are met, and a direct connection is not possible, the
Gateway displays an error saying that connection is not possible.

NOTE If you are accessing the URL through the Bookmark channel of the
standard Portal Desktop, and none of the above conditions are met,
the Gateway sends a redirect to the browser. The browser accesses
the URL using its own proxy settings.

Syntax
domai nname [web_proxyl: port 1] | subdomai nl1 [web_proxy2:port2]]......

Example

sesta. com wpl: 8080| red wp2: 8080| yel | ow * wp3: 8080

* is a wild card that matches everything

where,

sest a. comis the domain name and wpl is the proxy to contact on port 8080.
red is a subdomain and wp2 is the proxy to contact on port 8080.

yel I owis a subdomain. Since no proxy is specified, the proxy specified for the
domain is used, that is, wp1 on port 8080.

* indicates that for all other subdomains wp3 needs to be used on port 8080.

NOTE Port 8080 is used by default if you do not specify a port.
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Processing the Web Proxy Information

When a client tries to access a particular URL, the host name in the URL is matched
with the entries in the Proxies for Domains and Subdomains list. The entry that
matches the longest suffix of the requested host name is considered. For example,
consider that the requested host name is host 1. sest a. com

e The Proxies for Domains and Subdomains is scanned for host 1. sest a. com If a
matching entry is found, the proxy specified against this entry is used to
connect to this host.

= Else, the list is scanned for *. sest a. com If an entry is found, the corresponding
proxy is used.

= Else, the list is searched for sest a. com If an entry is found, the corresponding
proxy is used.

= Else, the list is searched for *. com If an entry is found, the corresponding proxy
is used.

= Else the list is searched for com If an entry is found, the corresponding proxy is
used.

= Else the list is searched for *. If an entry is found, the corresponding proxy is
used.

= Else, a direct connection is attempted.

Consider the following entries in the Proxies for Domains and Subdomains list:
compl| hostl p2 | host2 | * p3

sesta.comp4 | host5 p5 | * p6

florizon.com| host6

abc. sesta.comp8 | host7 p7 | host8 p8 | * p9

host 6. fl ori zon. com p10

host 9. sest a. com pl11

siroe.com| host12 pl2 | host13 p1l3 | host14 | * pl4d
siroe.com| host15 pl5 | host16 | * pl6

* pl7
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The Gateway internally maps these entries into a table as shown in Table 2-2.

Table 2-2  Mapping of Entries in the Proxies for Domains and Subdomains List

Number Entry in Proxies for Proxy Description
Domains and
Subdomains List

1 com pl As specified in the list.
2 hostl.com p2 As specified in the list.
3 host2.com pl Since there is no proxy specified against host2, the proxy for

the domain is used.

4 *.com p3 As specified in the list.

5 sesta.com p4 As specified in the list.

6 host5.sesta.com p5 As specified in the list.

7 *.sesta.com p6 As specified in the list.

8 florizon.com Direct See the description for entry 14 for details.

9 host6.florizon.com - See the description for entry 14 for details.

10 abc.sesta.com p8 As specified in the list.

11 host7.abc.sesta.com p7 As specified in the list.

12 host8.abc.sesta.com p8 As specified in the list.

13 *.abc.sesta.com p9 As specified in the list. For all hosts other than host 7 and
host 8 under the abc. sest a. comdomain, p9 is used as the
proxy.

14 host6.florizon.com pl0 This entry is the same as entry 9. Entry 9 indicates a direct

connection, whereas this entry indicates that proxy p10
should be used. In a case where there are two entries such
as this, the entry with the proxy information is considered as
the valid entry. The other entry is ignored.

15 host9.sesta.com pli As specified in the list.

16 siroe.com Direct Since there is no proxy specified against Si r oe. com a
direct connection is attempted.

17 host12.siroe.com pl2 As specified in the list.
18 host13.siroe.com pl3 As specified in the list.
19 host14.siroe.com Direct Since no proxy is specified for host 14, or for Si r oe. com a

direct connection is attempted.
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Table 2-2  Mapping of Entries in the Proxies for Domains and Subdomains List

Number Entry in Proxies for Proxy Description

Domains and
Subdomains List

20 *.siroe.com pla See the description for entry 23.

21 host15.siroe.com pl5 As specified in the list.

22 host16.siroe.com Direct Since no proxy is specified for host 16, of for si r oe. com a
direct connection is attempted.

23 *.siroe.com pl6 This is similar to entry 20. But the proxies specified are
different. In such a case, the exact behavior of the Gateway is
not known. Either of the two proxies may be used.

24 * pl7 If no other entry matches the requested URL, p17 is used as
the proxy.

NOTE Instead of separating the proxy entries in the Proxies for Domains

and Subdomains list with the | symbol, it may be simpler to have
individual entries in the list. For example, instead of an entry such
as:

sesta.compl | red p2 | * p3

you can specify it as:

sesta.com pl

red. sest a. com p2

* sesta.comp3

This makes it easier to trap repeated entries or any other
ambiguities.

Rewriting Based on the Proxies for Domains and Subdomains List

The entries in the Proxies for Domains and Subdomains list are also used by
Rewriter. Rewriter rewrites all URLs whose domains match the domains listed in
the Proxies for Domains and Subdomains list.

CAUTION The * entry in the Proxies for Domains and Subdomains list is not
considered for rewriting. For example, in the sample provided in
Table 2-2, entry 24 is not considered.
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See Chapter 3, “Proxylet and Rewriter” for information on Rewriter.

Default Domain and Subdomain

When the destination host in the URL is not a fully qualified host name, the default
domain and subdomain are used to arrive at the fully qualified name.

Assume that the entry in the Default Domains field of the administration console
is:

red. sesta.com

NOTE You need to have the corresponding entry in the Proxies for
Domains and Subdomains list.

In the example above, sest a. comis the default domain and the default subdomain
isred.

If the requested URL is host 1, this is resolved to host 1. r ed. sest a. comusing the
default domain and subdomain. The Proxies for Domains and Subdomains list is
then looked up for host 1. red. sest a. com

Using Automatic Proxy Configuration
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To ignore the information in the Proxies for Domains and Subdomains list, enable
the Automatic Proxy Configuration feature. To configure this, see “Enable
Automatic Proxy Configuration Support” on page 258.

Please note the following when using a Proxy Auto Config (PAC) file:

e Thejs.jar mustbe present inthe $JRE HOVE | i b/ ext directory on the Gateway
machine, otherwise the Gateway will not be able to parse the PAC file.

= Gateway fetches the PAC file at bootup from the location specified in the
gateway profile Automatic Proxy Configuration File location field. To
configure the location, see “Specify Automatic Proxy Configuration File
Location” on page 258.

= Portal Server, Gateway, Netlet, Proxylet, and Jchardet use the Rhino software
to parse the PAC file. You can install the software from the SUNWTrhino
package.
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This package contains the js.jar file which must be present in the
[usr/share/lib directory. Add this directory to the webser ver/ appser ver
classpath on the Gateway and Portal Server machine, otherwise the Portal
Server, Gateway, Netlet, Proxylet, and Jchardet will not be able to parse the
PAC file.

Gateway uses the URLConnection API to reach this location. If the proxy needs
to be configured to reach the, the proxy needs to be configured in the following
way.

a. From the command-line, edit the following file:
[ et c/ opt/ SUNWs/ pl at f or m conf . gateway-profile-name
b. Add the following entries:
ht t p. pr oxyHost =web-proxy-hostname
ht t p. pr oxyPor t =web-proxy-port
http. proxySet =true
c. Restart the Gateway to use the specified proxy:
gateway-install-root/ SUNWs/ bi n/ gat eway -n gateway-profile-name start

If PAC file initialization fails, then the Gateway uses the information in the
Proxies for Domains and Subdomains list.

If " (empty string) or "null" is returned from the PAC file, then the Gateway
assumes that the host does not belong to the intranet. This is similar to the host
not being in the Proxies for Domains and Subdomains list.

If you want the Gateway to use a direct connection to the host, return
"DIRECT". See “Example with Either DIRECT or NULL Return” on page 64.

Gateway only uses the first proxy returned when multiple proxies are
specified. It will not try to failover or loadbalance among the various proxies
specified for a host.

Gateway ignores SOCKS proxies and attempts a direct connection and
assumes that the host is part of the intranet.

To specify a proxy to be used to reach any host not part of the intranet, use the
proxy type "STARPROXY". This is an extension of the PAC file format and is
similar to the entry * proxyHost: port in Proxies for Domains and Subdomains
section of the gateway profile. See “Example with STARPROXY Return” on
page 64
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Sample PAC File Usage

The following examples show the URLSs listed in the Proxies for Domains and
Subdomains list and the corresponding PAC file.

Example with Either DIRECT or NULL Return
Using these proxies for domains and subdomains:
*intranet 1. com proxy.intranet.com 8080
i ntranet 2. com proxy.intranet 1. com 8080
the corresponding PAC file is:
/1 Start of the PACFile
function FindProxyFor URL(url, host) {
i f (dnsDomainls(host, ".intranetl.conm')) {
return " DI RECT";

}

i f (dnsDonai nl s(host, ".intranet2.com')) {
return "PROXY proxy.intranetl.com 8080";

}

return "NULL";

}
//End of the PACFile

Example with STARPROXY Return
Using these proxies for domains and subdomains:

i ntranet 1. com

i ntranet 2. com proxy.intranet 1. com 8080

i nt ernet proxy.intranet 1. com 80
the corresponding PAC file is:
[/ Start of the PACFile
function FindProxyFor URL(url, host) {

i f (dnsDomai nl s(host, ".intranetl.con')) {
return "D RECT";

64  Portal Server Secure Remote Access 6 2004Q2 « Administration Guide



Using a Netlet Proxy

}
i f (dnsDomainls(host, ".intranet2.com)) {
return "PROXY proxy.intranetl.com8080;" +
"PROXY proxyl.intranet1. com 8080";
}

return "STARPROXY internetproxy.intranetl. com80";

}
//End of the PACFile

In this case, if the request is for a host in . i nt r anet 2. com domai n, the Gateway will
contact proxy. i nt ranet 1. com 8080. If proxy.i nt r anet 1. com 8080 is down, the
request will fail. the Gateway will not failover and contact

proxyl.intranet 1. com 8080.

Using a Netlet Proxy

Netlet packets are decrypted at the Gateway and sent to the destination servers.
However, the Gateway needs to access all Netlet destination hosts through the
firewall between the demilitarized zone (DMZ) and the intranet. This requires
opening a large number of ports in the firewall. The Netlet proxy can be used to
minimize the number of open ports in the firewall.

The Netlet proxy enhances the security between the Gateway and the intranet by
extending the secure tunnel from the client, through the Gateway to the Netlet
proxy that resides in the intranet. With the proxy, Netlet packets are decrypted by
the proxy and then sent to the destination.

The Netlet proxy is useful for the following reasons:
= Toadd an additional layer of security.

< Tominimize the use of extra IP addresses and ports from the Gateway through
an internal firewall in a significantly sized deployment environment.

= To restrict the number of open ports between the Gateway and the Portal
Server to 1. This port number can be configured during installation.
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= To extend the secure channel between the client and the Gateway, up to the
Portal Server as shown in the "With a Netlet Proxy Configured" section of
Figure 2-2. The Netlet proxy offers improved security benefits through data
encryption but may increase the use of system resources. See the Sun Java
Enterprise System Install Guide for information on installing the Netlet proxy.

You can:

= Choose to install the Netlet proxy on the Portal Server node or on a separate
node.

= Install multiple Netlet proxies and configure them for a single Gateway using
the administration console. This is useful in load balancing. “Enable and Create
a List of Netlet Proxies” on page 239 for details.

= Configure multiple instances of the Netlet proxy on a single machine.

= Point multiple instances of the Gateway to a single installation of the Netlet
proxy.

= Tunnel Netlet through a web proxy. To configure this, see “Enable Netlet
Tunneling via Web Proxy” on page 259.

Figure 2-2 shows three sample implementations of the Gateway and the Portal
Server with and without a Netlet proxy installed. The components include a client,
two firewalls, the Gateway that resides between the two firewalls, Portal Server,
and Netlet destination servers.

The first scenario shows the Gateway and Portal Server without a Netlet proxy
installed. Here the data encryption extends only from the client to the Gateway. A
port is opened in the second firewall for each Netlet connection request.

The second scenario shows the Gateway and Portal Server with a Netlet proxy
installed on Portal Server. In this case, the data encryption extends from the client
all the way to the Portal Server. Since all Netlet connections are routed through a
Netlet proxy, only one port needs to be opened in the second firewall for Netlet
requests.

The third scenario shows the Gateway and the Portal Server with a Netlet proxy
installed on a separate node. Installing a Netlet proxy on a separate node reduces
the load on the Portal Server node. Here again, only two ports need to be opened in
the second firewall. One port services requests to the Portal Server, and the other
port routes Netlet requests to the Netlet proxy server.
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Figure 2-2 Implementation of Netlet Proxy

Without a Netlet Proxy Configured
7 Portal Server
Gateway é Port 8080
|

z
Client 7 Netlet Port R
| Port 443 . |
71 Netlet Port D
%
| Z Netlet Port
a
| g o
| | Firewall Netlet Destination
\ Hosts
Firewall |

Y

Portal Server

Netlet

Gateway Proxy

Client Netlet Proxy
] Port
Port 443
| 2 Port 8080 |:|
! Netlet Destination
i Firewall

| Firewall Hosts
1<

Data Encryption
With a Netlet Proxy on a Separate Node

Gateway
Netlet
Client Netlet Proxy | Proxy
2 Port
2 Port 443
| Netlet Destination
| Port 8080 Porta|I Hosts
7 Server
I 7 |
| Firewall Firewall J
T

Data Encryption

Chapter 2  The Gateway 67



Using a Netlet Proxy

Creating Instances of a Netlet Proxy

Use the nl pnul ti i nst ance script to create a new instance of a Netlet proxy on the
Portal Server node or a separate node. It is preferable to run this script after the
gateway profile has been created:

1. Log in as root and navigate to the following directory:
netlet-install-dir/ SUNWs/ bi n

2. Run the multi-instance script:
.I'nlpmul tiinstance

3. Answer the questions asked by the nl pnul ti i nst ance script:
o What is the name of the new netlet proxy instance?

o Ifyou have a instance configured on this node with the same name, you
are asked if you want to use the same configuration for this netlet proxy
instance.

o If you answered yes, answer these two questions:
«  What port will the new netlet proxy instance listen on?
- Start the netlet proxy after installation?
o Ifyou answered no, answer the following questions;
»  What protocol will the new netlet proxy instance use?
*  What port will the new netlet proxy instance listen on?
«  What is the name of your organization?
«  What is the name of your division?
«  What is the name of your city or locality?
»  What is the name of your state or province?
»  What is the two-letter country code?
*  What is the password for the certificate Database?
«  What is the password for the logging user?
« Have you created the new gateway profile in the admin console?

- If you answered yes, start the netlet proxy after installation?
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Start the new instance of the netlet proxy with the required gateway profile
name:

netlet-proxy-install-root/ SUNWs/ bi n/ net | etd -n gateway-profile-name start

where gateway-profile-name is the profile name corresponding to the required
Gateway instance.

Enabling a Netlet Proxy

You enable a Netlet proxy through the Gateway service under SRA Configuration
in the Identity Server administration console. See “Enable and Create a List of
Netlet Proxies” on page 239.

Restarting a Netlet Proxy

You can configure a Netlet proxy to restart whenever the proxy is killed
accidentally. You can schedule a watchdog process to monitor a Netlet proxy and
restart it if it goes down.

You can also restart a Netlet proxy manually.

To Restart a Netlet Proxy
In a terminal window, connect as root and do one of the following:

Start the watchdog process:
netlet-proxy-install-root/ SUNWs/ bi n/ net | et d wat chdog on

This creates an entry in the crontab and the watchdog process is now active.
The watchdog monitors the Netlet proxy port and brings up the proxy if it goes
down.

Start a Netlet proxy manually:
netlet-proxy-install-root/ SUNWs/ bi n/ net | et d - n gateway-profile-name st art

where gateway-profile-name is the profile name corresponding to the required
Gateway instance.
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Using a

To Configure a Netlet Proxy Watchdog

You can configure the time interval at which the watchdog monitors the status of a
Netlet proxy. This time interval is set to 60 seconds by default. To do this, edit the
following line in the crontab:

0-59 * * * * petlet-install-dir/ bi n/ checkgw /var/opt/ SUN\Ws/.gw 5 > /dev/nul | 2>&1

Rewriter Proxy

Rewriter proxy is installed in the intranet. Instead of trying to retrieve the contents
directly, the Gateway forwards all the requests to Rewriter proxy which fetches
and returns the contents to the Gateway.

There are two advantages to using a Rewriter proxy:

= Ifthere is a firewall between the Gateway and server, the firewall needs to
open only two ports - one between the Gateway and Rewriter proxy, and
another between the Gateway and the Portal Server.

= HTTP traffic is now secure between the Gateway and the intranet even if the
destination server only supports HTTP protocol (no HTTPS).

If you do not specify a Rewriter proxy, the Gateway component makes a direct
connection to intranet computers when a user tries to access one of those intranet
computers.

If you are using the Rewriter proxy as a load balancer, be sure that the
platform.conf.instance_name for Rewriter points to the load balancer URL. Also
ensure that the load balancer host is specified in the Portal Servers list.

If you have multiple instances of the Rewriter proxies for each Gateway instance
(not necessarily on the portal node). In the platform.conf, rather than a single port
entry for the Rewrite proxy, enter the details for each Rewriter proxy in the form of
host-name:port.

Creating Instances of a Rewriter Proxy

Use the rwpnul ti i nst ance script to create a new instance of a Rewriter proxy on the
Portal Server node. It is preferable to run this script after the gateway profile has
been created.

1. Loginas root and navigate to the following directory:

rewriter-proxy-install-root/ SUNWs/ bi n
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2. Run the multi instance script:

Jrwpmul tiinstance

3. Answer the questions asked by the script:

o What is the name of the new rewriter proxy instance?

o If you have a rewriter proxy instance configured on this node with the
same name, you are asked if you want to use the same configuration for
this rewriter proxy instance.

o If you answered yes, answer these two questions:

What port will the new rewriter proxy instance listen on?

Start the rewriter proxy after installation?

o If you answered no, answer the following questions:

What protocol will the new rewriter proxy instance use?

What port will the new rewriter proxy instance listen on?

What is the name of your organization?

What is the name of your division?

What is the name of your city or locality?

What is the name of your state or province?

What is the two-letter country code?

What is the password for the certificate Database?

What is the password for the logging user?

Have you created the new gateway profile in the admin console?

If you answered yes, start the rewriter proxy after installation?

Start the new instance of the rewriter proxy with the required gateway profile
name:

rewriter-proxy-install-root/ SUNWps/ bi n/ rwpr oxyd - n gateway-profile-name st art

where gateway-profile-name is the profile name corresponding to the required
Gateway instance.
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Enabling a Rewriter Proxy

Enable a Rewriter proxy through the Gateway service under SRA Configuration in
the Identity Server administration console. See “Enable and Create a List of
Rewriter Proxies” on page 237.

Restarting a Rewriter Proxy

You can configure to restart Rewriter proxy whenever the proxy is killed
accidentally. You can schedule a watchdog process to monitor and restart it if this
happens.

You can also restart a Rewriter proxy manually.

To Restart a Rewriter Proxy
In a terminal window, connect as root and do one of the following:

= Start the watchdog process:
rewriter-proxy-install-root/ SUNWbs/ bi n/ rwpr oxd wat chdog on

This creates an entry in the crontab and the watchdog process is now active.
The watchdog monitors the port and brings up the proxy if it goes down.

e Start manually:
rewriter-proxy-install-root/ SUNWs/ bi n/ rwpr oxd - n gateway-profile-name st art
where gateway-profile-name is the profile name corresponding to the required
Gateway instance.

To Configure a Rewriter Proxy Watchdog

You can configure the time interval at which the watchdog monitors the status of
the Rewriter proxy. This time interval is set to 60 seconds by default. To do this,
edit the following line in the crontab:

0-59 * * * * rewriter-proxy-install-root/ bi n/ checkgw / var/ opt/ SUN\Ws/ . gw 5 >
[dev/nul | 2>&1
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Using a Reverse Proxy with the Gateway

A proxy server serves Internet content to the intranet, while a reverse proxy serves
intranet content to the Internet. Deployments of reverse proxies can be configured
to serve the Internet content to achieve load balancing and caching.

If the deployment has a third-party reverse proxy in front of the Gateway, the
response has to be rewritten with the reverse proxy's URL instead of the
Gateway's URL. For this, the following configurations are needed.

U ToEnable a Reverse Proxy
1. Login asrootand edit the pl at f orm conf file of the required Gateway instance:
/et c/ opt/ SUNWs/ pl at f or m conf . gateway-profile-name
2. Add the following entries:

gat eway. vi rt ual host =fully-qualified-gateway-host gateway-ip-address fully-
qualified-reverse-proxyhost

gat eway. enabl e. cust omur | =t rue (This value is set to false by default.)
gat eway. ht t pur | =http reverse-proxy-URL
gat eway. ht t psur | =https reverse-proxy-URL

gat eway. ht t purl will be used to rewrite the response for the request received at
the port which is listed as HTTP port in the gateway profile.

gat eway. ht t psur| will be used to rewrite the response for the request received
at the port which is listed as HTTPS port in the gateway profile.

3. Restart the Gateway:
gateway-install-root/ SUNWs/ bi n/ gat eway - n gateway-profile-name st art

If these values are not specified, then the Gateway will default to normal behavior.

Obtaining Client Information

When the Gateway forwards a client request to any internal server, it adds HTTP
headers to the HTTP request. You can use these headers to obtain additional client
information and detect the presence of the Gateway.
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To view the HTTP request headers, set the entry in the pl at f or m conf file to
gat eway. err or =message, then use the request.getHeader() from the servlet API.
The following table lists the information in the HTTP headers

Table 2-3  Information in HTTP Headers
Header. Syntax Description
PS-GW-PDC  X-PS-GW- PDC: true/false Indicates whether PDC is enabled at the Gateway.
PS-Netlet X-PS-Netlet:enabled=true/fal  Indicates whether Netlet has been enabled or disabled at the
se Gateway.
If it is enabled, then the encryption option is populated, indicating
whether the Gateway is running in HTTPS (encryption=ssl) or in
HTTP mode (encryption=plain)
For example:
PS-Netlet: enabled=false
Netlet is disabled.
PS-Netlet: enabled=true; encryption=ssl
Netlet is enabled with the Gateway running in SSL mode.
The encryption=ssl/plain is not populated when Netlet is not
enabled.
PS-GW-URL  X-PS-GW-URL: Indicates the URL that the client is connected to.

http(s)://gatewayURL(:port)

If it is non-standard port (that is the Gateway is in HTTP/HTTPS
mode with port not being 80/443), then the ":port" is also populated.
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Table 2-3 Information in HTTP Headers

Header. Syntax Description
PS-GW-Rewr X-PS-GW-URL: Indicates the URL that the Gateway rewrites all the pages to.
iting-URL http(s)://gatewayURL(:port)/[

1. When the browser supports cookies, the value of this header

Sessioninfo] would is the same as the PS-GW-URL header.

2. When the browser does not support cookies:

« and if the destination host is in the "User Session to which User
Session Cookie is Forwarded" field, the value is the actual URL
to which the Gateway rewrites the page to (which includes the
encoded Session|D info).

« orif the destination host is not in the "User Session to which
User Session Cookie is Forwarded” field, then the Sessioninfo
string will be "$SessionID"

Note: As part of response, if the user's Identity Server sessionld
changes (like response from authentication page) then the pages
are rewritten with that value (and not the value that was previously
indicated in the header).

For example:
e If the browser supports cookies:
PS-GW-Rewriting-URL: https://siroe.india.sun.com:10443/

» If the browser does not support cookies, but the endserver is in
"User Session to which User Session Cookie is Forwarded"
field.

PS-GW-Rewriting-URL:
https://siroe.india.sun.com:10443/SessIDValCustomEncodedValue
/

» If the browser does not support cookies and endserver is not in
" User Session to which User Session Cookie is Forwarded"
field.

PS-GW-Rewriting-URL:
https://siroe.india.sun.com:10443/$SessionID

PS-GW-CLie = X-PS-GW-CLientlIP: IP This is the IP that the Gateway obtained from
ntlP recievedSocket.getinetAddress().getHostAddress()

This gives the client's IP if directly connected to the Gateway.

Note: Due to a JSS/NSS bug, this is currently not present.
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Authentication chaining provides a higher level of security over the regular
mechanism of authentication. You can enable users to be authenticated against
more than one authentication mechanism.

The procedure described here is only for enabling authentication chaining along
with a Personal Digital Certificate (PDC) authentication at the Gateway. For
authentication chaining without PDC authentication at the Gateway please refer to
the Identity Server Administration Guide.

For example, if you chain the PDC, Unix, and Radius authentication modules, the
user will have to authenticate against all three modules to access the standard
Portal Desktop.

NOTE PDC is always the first authentication module to be presented to
the user if it is enabled.

To Add Authentication Modules to an Existing PDC Instance
1. Login to the Identity Server administration console as administrator.

2. Choose the required organization.

3. Select Services from the View drop-down menu.
The services are displayed in the left pane.

4. Click the arrow next to Authentication Configuration.
The Service Instance List displays.

5. Click gatewaypdc.
The Gatewaypdc properties page displays.

6. Click Edit in front of Authentication Configuration.
Add Module displays.

7. Select Module Name and set Flag to Required. Option can be blank.

8. Click OK.

9. Click Save after adding one or more modules.

10. Click Save in the gatewaypdc properties page.
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11. For the changes to take effect, restart the Gateway:

gat eway-instal | - root/ SUN\Ws/ bi n/ gat eway -n gat eway-profil e-nane start

Using Wild Card Certificates

A wild card certificate accepts a single certificate with a wild card character in the
fully-qualified DNS name of the host.

This allows the certificate to secure multiple hosts within the same domain. For
example, a certificate for *. domai n. comcan be used for abc. donai n. com and
abcl. domai n. com In fact, this certificate is valid for any host in the donai n. com
domain.

You need to specify a * in the fully-qualified host name. For example, if the
fully-qualified host name is abc. f| ori zon. com specify itas *. fl ori zon. com The
certificate that is generated is now valid for all host names in the fl ori zon. com
domain.

Disabling Browser Caching

As the Gateway component provides secure access to backend corporate data from
any location using just a web browser, it may be necessary that the information not
be cached locally by the client.

You can disable caching of pages redirected through the Gateway by modifying
the attribute in the pl at f orm conf file of the specific Gateway.

Disabling this option can have an impact on the Gateway performance. Every time
the standard Portal Desktop is refreshed, the Gateway has to retrieve everything
referenced by the page, such as images which may have been previously cached by
the browser. However, by enabling this feature, remotely accessing secure content
will not leave a cached footprint on the client site. This could outweigh
performance implications if the corporate network is being accessed from an
Internet cafe or similar remote location that is not under corporate IT control.

[0 To Disable Browser Caching
1. Login asrootand edit the pl at f orm conf file of the required Gateway instance:
/et ¢/ opt/ SUNWs/ pl at f or m conf . gateway-profile-name
2. Edit the following line:
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gat eway. al | ow. cl i ent. cachi ng=t rue

This value is set to t r ue by default. Change the value to f al se to disable
browser caching at the client side.

3. Restart the Gateway:

gateway-install-root/ SUNWs/ bi n/ gat enay -n gateway-profile-name st art

Customizing the Gateway Service User Interface

This section discusses the various property files that can be edited.

srapGateway.properties File
You can edit this file for the following purposes:

= Customize the error messages that may appear when the Gateway is running.

o HTML-CharSets=1SO-8859-1 specifies the character set that was used to
create this file.

o The number in braces (for example, {0}) indicates that the value will be
displayed at run time. You can change the label associated with this
number, or rearrange the labels as required. Ensure that the label
corresponds to the message that will be displayed since the number and
the message are associated.

« Customize the log information.

By default the srapGat eway. properti es file is located under the
portal-server-install-root/ SUNWs/ | ocal e directory. All messages that appear on the
Gateway machine (Gateway related messages) are located in this file,
irrespective of the language of the messages.

If you need to change the language of the messages that appear on the client
standard Portal Desktop, copy this file into the respective locale directory, for
example portal-server-install-root/ SUNWs/ | ocal e_en_US.

srapgwadminmsg.properties File
You can edit this file for the following reasons:

= Customize the labels that appear on buttons for the Gateway service on the
administration console.
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= Customize the status messages and error messages that appear when you are
configuring the Gateway.

Using Federation Management

Federation Management allows users to aggregate their local identities so that they
have one network identity. Federation Management uses the network identity to
allow users to login at one service provider’s site and access other service
provider’s sites without having to re-authenticate their identity. This is referred to
as single sign-on.

Federation management can be configured in open mode and secure mode on the
Portal Server. The Portal Server Administration Guide describes how to configure
federation management in open mode. Before configuring Federation management
in secure mode, using Secure Remote Access, ensure that it works in open mode. If
you want your users to use Federation Management from the same browser in both
open and secure mode, they must clear the cookies and cache from the browser.

Refer to the ldentity Server Customization and API Guide for detailed information
on Federation Management.

Federation Management Scenario

A user authenticates to an initial service provider. Service providers are
commercial or not-for-profit organizations that offer web-based services. This
broad category can include internet portals, retailers, transportation providers,
financial institutions, entertainment companies, libraries, universities, and
governmental agencies.

The service provider uses a cookie to store the user’s session information in the
client browser. The cookie also includes the user’s identity provider.

Identity providers are service providers that specialize in providing authentication
services. As the administrating service for authentication, they also maintain and
manage identity information. Authentication accomplished by an identity provider
is honored by all service providers with whom it is affiliated.

When the user attempts to access a service that is not affiliated with the identity
provider, the identity provider forwards the cookie to the unaffiliated service
provider. This service provider can then access the identity provider called out in
the cookie.
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However, cookies cannot be read across different DNS domains. Therefore a
Common Domain Cookie Service is used to redirect the service provider to the
correct identity provider thus enabling single sign-on for the user.

Configuring Federation Management Resources

The Federation resources, the service providers, identity providers, and the
Common Domain Cookie Service (CDCS), are configured in the gateway profile
based on where they reside. This section describes how to configure three
scenarios:

1. when all resources are inside the corporate intranet

2. whenall resources are not inside the corporate intranet or the identity provider
resides in the Internet

3. when all resources are not inside the corporate intranet or the service provider
is a third party residing in the Internet while the identity provider is protected
by the Gateway.

Configuration 1

In this configuration the service providers, identity providers and the Common
Domain Cookie Service are deployed in the same corporate intranet and the
identity providers are not published in the Internet Domain Name Server (DNS).
The CDCS is optional.

In this configuration the Gateway points to the service provider, which is the Portal
Server. This configuration is valid for multiple instances of the Portal Server.

1. Log in to the Identity Server administration console as administrator.

2. Select the Service Configuration tab from the administration console.

3. Click the arrow next to Gateway under SRA Configuration.
The Gateway page displays.

4. Click Edit... next to the gateway profile for which you want to set the attribute.
The Edit Gateway Profile page displays.

5. Click the Core tab.

6. Select the Enable Cookie Management checkbox to enable cookie management.
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16.
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Using Federation Management

Scroll to the Portal Server field and enter Portal Server names so that you can
use relative URLs like Zamserver or /portal/dt listed in the Non-authenticated
URLSs list. For example;

ht t p: // idp-host:port/ anserver/j s

ht t p: // idp-host:port / anser ver/ U / Logi n

ht t p: // idp-host:port/ anser ver/ css

ht t p: // idp-host:port/ amser ver / Si ngl eSi gnOnSer vi ce
ht t p: // idp-host:port/ amser ver / U / bl ank

ht t p: // idp-host:port/ anser ver / post Logi n

ht t p: // idp-host:port/ anser ver /| ogi n_i mages

Scroll to the Portal Server field and enter the Portal Server name. For example
/amserver.

Click Save.
Click the Security tab.

Scroll to the Non-authenticated URLs list and add the Federation resources.
For example:

[ anmserver/confi g/ federation
[anserver/IntersiteTransferService
[ anserver/ Asserti onConsurer servi ce
[ anmserver/ fed_i mages

[ anserver/ preLogi n

/portal/dt

Click Add.

Click Save.

If web proxies are needed to reach the URLs listed in the Non-authenticated
URLSs list, click the Proxies tab.

Scroll to the Proxies for Domains and Subdomains field and enter the
necessary web proxies.

Click Add.
Click Save.
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18. From a terminal window, restart the Gateway:

gateway-install-root/ SUNWs/ bi n/ gat enay -n gateway-profile-name st art

Configuration 2

In this configuration the identity providers, identity providers and the Common
Domain Cookie Provider (CDCP) are not deployed in the corporate intranet or the
identity provider is a third party provider residing the in Internet.

In this configuration the Gateway points to the service provider, which is the Portal
Server. This configuration is valid for multiple instances of the Portal Server.

1.
2.
3.

Log in to the Identity Server administration console as administrator.

Select the Service Configuration tab from the administration console.

Click the arrow next to Gateway under SRA Configuration.

The Gateway page displays.

Click Edit... next to the gateway profile for which you want to set the attribute.
The Edit Gateway Profile page displays.

Click the Core tab.

Select the Enable Cookie Management checkbox to enable cookie management.

Scroll to the Portal Server field and enter service provider portal server names
so that you can use relative URLs like /Zamserver or /portal/dt listed in the
Non-authenticated URLS list.

ht t p: // idp-host:port/ anserver/j s

ht t p: // idp-host:port/ anser ver / U / Logi n

ht t p: // idp-host:port/ amser ver/ css

ht t p: // idp-host:port/ amser ver / Si ngl eSi gnOnSer vi ce
ht t p: // idp-host:port/ amser ver / U / bl ank

ht t p: // idp-host:port/ anser ver / post Logi n

ht t p: // idp-host:port/ anser ver /| ogi n_i mages

Click Save.

Click the Security tab.
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10. Scroll to the Non-authenticated URLs list and add the Federation resources.
For example:

[ amserver/config/federation

[ amserver/ I ntersiteTransferService
[ amser ver/ Asserti onConsurer servi ce
[ amserver/fed_i mages

[ anmser ver/ prelLogin

/portal/dt
11. Click Add.

12. Click Save.

13. If web proxies are needed to reach the URLs listed in the Non-authenticated
URLSs list, click the Proxies tab.

14. Scroll to the Proxies for Domains and Subdomains field and enter the
necessary web proxies.

15. Click Add.
16. Click Save.
17. From a terminal window, restart the Gateway:

gateway-install-root/ SUNWs/ bi n/ gat eway -n gateway-profile-name start

Configuration 3

In this configuration the identity providers, identity providers and the Common
Domain Cookie Provider (CDCP) are not deployed in the corporate intranet or the
service provider is a third party provider residing the in Internet and the identity
provider is protected by the Gateway.

In this configuration the Gateway points to the identity provider, which is the
Portal Server.

This configuration is valid for multiple instances of the Portal Server. This
configuration is very unlikely on the Internet, however, some corporate networks
may have such a configuration within their intranet, that is the identity provider
may reside in a subnet this is protected by a firewall and the service providers are
directly accessible from within the corporate network.

1. Log in to the Identity Server administration console as administrator.
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10.

11.

12.

Select the Service Configuration tab from the administration console.

Click the arrow next to Gateway under SRA Configuration.

The Gateway page displays.

Click Edit... next to the gateway profile for which you want to set the attribute.
The Edit Gateway Profile page displays.

Click the Core tab.

Select the Enable Cookie Management checkbox to enable cookie management.

Scroll to the Portal Server field and enter identity provider portal server so that
you can use relative URLs like Zamserver or /portal/dt listed in the
Non-authenticated URLS list.

ht t p: // idp-host:port/ anserver/j s

ht t p: // idp-host:port/ amser ver / U / Logi n

ht t p: // idp-host:port/ amser ver/ css

ht t p: // idp-host:port/ amser ver / Si ngl eSi gnOnSer vi ce
ht t p: // idp-host:port/ anser ver / U / bl ank

ht t p: // idp-host:port/ anser ver / post Logi n

ht t p: // idp-host:port/ anser ver /| ogi n_i mages

Click Save.

Click the Security tab.

Scroll to the Non-authenticated URLs list and add the Federation resources.
For example:

[ anmserver/confi g/ federation
[anserver/IntersiteTransferService
[ anserver/ Asserti onConsurer servi ce
[ anserver/ fed_i mages

[ anser ver/ preLogi n

/portal/dt

Click Add.

Click Save.
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If web proxies are needed to reach the URLSs listed in the Non-authenticated
URLSs list, click the Proxies tab.

Scroll to the Proxies for Domains and Subdomains field and enter the
necessary web proxies.

Click Add.
Click Save.
From a terminal window, restart the Gateway:

gateway-install-root/ SUNWbs/ bi n/ gat eway -n gateway-profile-name start
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Chapter 3

Proxylet and Rewriter

This chapter describes Proxylet and Rewriter. These components enable a user to
access intranet web pages through the Gateway. They accomplish this by different
methods. Proxylet does not parse webpages, as Rewriter does.

This following topics are covered for Proxylet:
= Overview of Proxylet

The following topics are covered for Rewriter:
= Overview of Rewriter

= Character Set Encoding

= Rewriter Usage Scenarios

= Writing Rulesets

e Public Interface (RuleSet DTD)

= Configuring Rewriter in the Gateway Service
= Troubleshooting Using Debug Logs

= Public Interface (RuleSet DTD)

= Working Samples

« Case Study

= Mapping of 6.x RuleSet with 3.0
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Overview of Proxylet

Proxylet is a dynamic proxy server that runs on a client machine. Proxylet redirects
a URL to the Gateway. It does this by reading and modifying the proxy settings of
the browser on the client machine so that they point to the local proxy server or
Proxylet.

It supports both HTTP and SSL, inheriting the transport mode from the Gateway. If
the Gateway is configured to run on SSL, Proxylet establishes a secure channel
between the client machine and the Gateway. Proxylet uses the JSSE API if the
client VM is 1.4 or higher or if the required jar files reside on the client machine.
Otherwise it uses the KSSL API.

The domain and subdomain for URLSs that are to be directed to the Gateway are
specified in the gateway profile. If a URL is not part of a domain that the gateway
handles, the request is directed to the Internet. If a particular URL domain is listed
in the gateway profile, then Proxylet resets the client proxy settings to point to the
Gateway.

Proxylet is enabled from the Identity Server administration console where the
client IP address and port are specified. If Proxylet is enabled, it checks the client
machine for the following:

= Correct browser permissions

= JVM version 2 (for Netscape browsers)

= The browser is Netscape 7.0, Mozilla 1.4.1, Internet Explorer 5.0 or greater.
< The machine or device can run a server application

If the requirements are met, then a small applet is downloaded and launched on
the client machine. If the client does not have JRE 1.3.1 or higher, then JRE is
automatically downloaded with Proxylet.

It retrieves the proxy settings from the Proxy Auto Configuration (PAC) file, if it is
used, or from the proxy configuration list.

Advantages of Using Proxylet

Unlike Rewriter, Proxylet is an out-of-the-box solution with very little or no
post-installation changes. Integration with third party software such as Microsoft
Exchange Server is easy. Also there is an increase in the performance of the
Gateway as Proxylet does not deal with web content.
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Configuring Proxylet

For information on enabling and configuring Proxylet, see Chapter 12,
“Configuring Proxylet” on page 317.

Overview of Rewriter

The Rewriter component of SRA allows end-users to browse the intranet by
modifying Uniform Resource Identifier (URI) references on web pages so that they
point to the Gateway. A URI defines away to encapsulate a name in any
registered name space, and label it with the name space. The most common
kinds of URIs are Uniform Resource Locators (URLS). A URL can have
various protocols such as http, ftp, mailto, file, and news.

All standard URLSs, as specified in RFC-1738 and with protocol either HTTP or
HTTPS are recognized and rewritten by Rewriter. The protocols are not
case-sensitive. For example, hTtP, HTtp, and httP are all valid. Some sample URLs
are listed below:

htt p: // waw. my. wor k. coml

ht t p: // waw. w8. or g: 8000/ i magi nary/ t est

htt p: // waw. myu. edu/ or g/ adm n/ peopl e#andy
http://info.ny.org/ About Us/ | ndex/ Phonebook?dobbi ns
htt p: // waw. w3. or g/ RDB/ EMP?wher e%20nane%3Ddobbi ns
http://info.ny. org/ About Us/ Phonebook

htt p: // user: passwor d@bc. com

Rewriter supports the rewriting of some basic non-standard URLSs which are
supported by Internet Explore and Netscape. Information required to convert a
non-standard URL to a standard format is taken from the base URL of the page
where the URL displays. This information could include:

« protocol

< host hame
e port

e path

Rewriter only supports backslashes when they are part of a relative URL.
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For example,

http://abc. sesta.comindex. ht m is rewritten,
These URLs would not be rewritten:
http:\\abc. sesta. com

http: /abc. com

Character Set Encoding

HTTP standards require that HTTP headers or HTML meta tags specify a character
set for web pages. However, sometimes this information is not available. The
character set must be known so that encoding for the data is set and the data is
displayed as intended by the creator.

Sun Microsystems provides a third-party product to detect the character sets. To
enable this product, install the SUNWjchdt package. If the product is installed
Rewriter will detect it and use it if necessary.

NOTE Using this product can impact performance, therefore you should
install it only when required. Please see the j charset readne. t xt
for details on installation, configuration and usage.

Rewriter Usage Scenarios

90

When a user tries to access intranet web pages through the Gateway, web pages are
made available by using Rewriter. Rewriter is used by these components:

= URLScraper
= The Gateway

URLScraper

The URL Scraper provider gets content from the configured URIs and before
sending them to the browser, it expands all relative URIs to absolute URIs.

For example, if a user is trying to access the site with content as:

<a href="../nypage. htm">
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Rewriter translates this to:
<a href="http://yahoo. conl nypage. htm ">
where htt p: // yahoo. conf test/ is the base URL of the page.

See the Portal Server Administration Guide for details on the URLScraper provider.

The Gateway

The Gateway obtains content from internet portals and before sending the content
to the browser, it prefixes the Gateway URIs to the existing URI so that subsequent
URI requests from the browser can reach the Gateway.

For example, a user who is trying to access an HTML page on an internet machine
with content as:

<a href="http://nymachine.intranet.com nypage. ht m >"
Rewriter prefixes this URL with a reference to the Gateway as follows:

<a href="https://gat eway. conpany. com http://nmymachi ne.intranet. com
nypage. ht ni >"

When the user clicks a link associated with this anchor, the browser contacts the
Gateway. The Gateway fetches the content of mypage. ht i from
nymachi ne. i ntranet. com

The Gateway uses several rules to determine the elements of a fetched web page
that will be rewritten.

Writing Rulesets

You define rulessets in the Portal Server Configuration section under the Service
Configuration Tab.

For details on defining a ruleset, see the Portal Server Administration Guide. After
creating a new ruleset, you need to define the required rules.

This section covers the following topics:
= Public Interface (RuleSet DTD)
e Sample XML DTD

e Procedure to Write Rules
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= Ruleset Guidelines

= Defining the RuleSet Root Element
= Using the Recursive Feature

= Rules for HTML Content

= Rules for JavaScript Content

* Rules for XML Content

= Rules for Cascading Style Sheets

= Rules for WML

Public Interface (RuleSet DTD)

Here is the RuleSet DTD:
<?xnm version="1.0" encodi ng="UTF- 8" ?>
<l--

The follow ng constraints are not represented in DID, but taken care
programatical ly

1. Ina Rule, Al Mandatory attributes cannot be "*".
2. Only one instance of the bel ow el ements is allowed, but in any order.
1) HTM.Rul es
2) JSRul es
3) XMLRul es
3. ID should alway be in | ower case.

>

<IENTITY %eURL ' URL' >

<IENTI TY % eEXPRESSI ON ’ EXPRESSI ON >

<IENTI TY % eDHTM. ' DHTM.’ >

<IENTITY % eDJS 'DIS >

<IENTI TY % eSYSTEM ’ SYSTEM >

<IENTITY %rul eSetEl enents ' (HTM.Rul es | JSRules | XM.Rul es) ?’' >
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<IENTITY %htm El ements ' (Form| Applet | Attribute)* >
<IENTITY %jsHenents '(Variable | Function)* >
<IENTITY %xm El enents ' (Attribute | TagText)*' >

Writing Rulesets

<! ELEMENT Rul eSet (% ul eSet El errent s; , % ul eSet El enents; , % ul eSet El enent s; ) >

<! ATTLI ST Rul eSet
id | D #REQU RED
ext ends CDATA "none"

<I-- Rules for identifying rules in HTM. content -->
<! ELEMENT HTM.Rul es (%t El enents;) >
<! ELEMENT For m EMPTY>
<I ATTLI ST Form
name CDATA #REQUI RED
field CDATA #REQU RED
val uePatt erns CDATA ""
source CDATA "*"

<! ELEMENT Appl et EMPTY>
<! ATTLI ST Appl et
code CDATA #REQU RED
param CDATA "*"
val uePatt erns CDATA "*"
source CDATA "*"

<I-- Rules for identifying rules in JS content -->

<! ELEMENT JSRul es (% sH enents;)>
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< ELEMENT Vari abl e EMPTY>
<I ATTLI ST Variabl e
name CDATA #REQU RED

type (%URL; | %EXPRESSIQN, | %DHTM.; | %DIS;, | %SYSTEM)
" EXPRESSI ON'

source CDATA "*"

<l ELEMENT Function EMPTY>
<I ATTLI ST Function
name CDATA #REQUI RED
paranPat t erns CDATA #REQU RED
type (%URL; | %EXPRESSION, | %DHTM.; | %DJS;) "EXPRESSI OV
source CDATA "*"

<I-- Rules for identifying rules in XM. content -->
<! ELEMENT XML.Rul es (%m E enents;) >
<I ELEMENT TagText EMPTY>
<l ATTLI ST TagText
tag CDATA #REQU RED
attributePatterns CDATA ""
source CDATA "*"

<! ELEMENT Attribute EMPTY>
<I ATTLI ST Attribute
name CDATA #REQUI RED
tag CDATA "*"
val uePatt erns CDATA ""
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type (%URL; | %DHTM,; | %DJS, ) "UR"
source CDATA "*"

NOTE You can use * as a part of the rule value. But all the mandatory
attribute values cannot be just *. Such rules are ignored, but the
message is logged in the RuleSetinfo log file. For information on this
log file, see “Debug File Names” on page 134.

Sample XML DTD

This section contains a sample rule set. The “Case Study,” on page 140 is used to
illustrate how these rules are interpreted by Rewriter.

<?xm version="1.0" encodi ng="1 SO 8859- 1" ?>
<l--
Rules for integrating a mail client with the gateway.
-->
<! DOCTYPE Rul eSet SYSTEM "jar://rewiter.jar/resources/Rul eSet.dtd">
<Rul eSet type="GROUPED' i d="owa">
<HTM_Rul es>
<Attribute nane="action" />
<Attribute nane="background" />
<Attribute nane="codebase" />
<Attribute name="href" />
<Attribute nane="src" />
<Attribute nane="lowsrc" />
<Attribute name="imagePath" />
<Attribute name="vi ewd ass" />
<Attribute name="enptyURL" />
<Attribute name="draftsURL" />
<Attribute nanme="fol der URL" />
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<Attribute name="prevhont hl mage" />
<Attribute name="next Mont hl mage" />
<Attribute nane="style" />
<Attribute name="content" tag="neta" />
</ HTMLRul es>
<JSRul es>
<I-- Rules for Rewiting JavaScript variables in URLs -->
<Vari abl e nane="URL"> fr.location </ Variabl e>
<Vari abl e nane="URL"> g_szUserBase </ Vari abl e>
<Vari abl e nanme="URL"> g_szPubl i cFol derUr| </Vari abl e>
<Vari abl e name="URL"> g_szExWbD r </ Vari abl e>
<Vari abl e name="URL"> g_szVi end assURL </Vari abl e>
<Vari abl e name="URL"> g_szVirtual Root </Variabl e>
<Vari abl e name="URL"> g_szBaseURL </Vari abl e>
<Vari abl e name="URL"> g_szURL </ Vari abl e>
<Function nane="EXPRESS| ON' name="Navi gat eTo" paranPatterns="y"/>
</ JSRul es>
<XM_Rul es>
<Attribute name="xm ns"/>
<Attribute name="href" tag="a"/>
<TagText tag="baseroot" />
<TagText tag="prop2" />
<TagText tag="propl" />
<TagText tag="img" />
<TagText tag="xsl:attribute"
attri butePatterns="name=src" />
</ XM_Rul es>
</ Rul eSet >
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Procedure to Write Rules

Listed below is a general procedure that you can follow to write the rules.

Identify the directories that contain the HTML pages whose content needs to
be rewritten.

In these directories, identify the pages that need to be rewritten.

Identify the URLSs that need to be rewritten on each page. An easy way identify
most of the URLSs is to search for "http” and "/".

Identify the content type of the URL: HTML, JavaScript or XML.

Write the rule required to rewrite each of these URLs by editing the required
ruleset in the Rewriter service under Portal Server Configuration in the
Identity Server administration console.

Combine all these rules into a ruleset for that domain.

Ruleset Guidelines

Keep the following in mind:

The order of precedence for specific hosts is based on the longest URI match.
For example for the following rulesets

mai | 1. central . abc. conmjipl anet _mai |l _rul eset
*. sf bay. abc. conj sf bay_rul eset

*, abc. conj generi c_rul eset

sfbay_ruleset is used as it has the longest match.

The rules in the ruleset are applied in order to each statement in the page, until
a rule matches a particular statement.

While writing the rules, keep in mind the order of the rules. Rules are applied
to the statements in a page, in the order in which they occur in the ruleset. If
you have specific rules, and general rules that contain a "*", define the specific
rules first, then the general rules. Otherwise, the general rule is applied to all
statements, even before the specific rule is encountered.

All rules need to be enclosed within the <Rul eSet > </ Rul eSet > tags.

Include all rules that need to rewrite HTML content in the <HTM.Rul es>
</ HTMLRul es> section of the ruleset.
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< Include all rules that need to rewrite JavaScript content in the <JSRul es>
</ JSRul es> section of the ruleset.

e Include all rules that need to rewrite XML content in the <XM.Rul es>
</ XM_Rul es> section of the ruleset.

= Inyour intranet pages, identify the URLs that need to be rewritten, and include
the required rules in the appropriate sections (HTML, JSRules, or XMLRules)
of the ruleset.

= Assign the ruleset to the required domain. See “Create List of URIs to RuleSet
Mappings” on page 270 for details.

= Restart the Gateway to affect any changes:

gateway-install-root/ SUNWs/ bi n/ gat eway -n gateway-profile-name st art

Defining the RuleSet Root Element

The ruleset root element has two attributes:

= Rul eSet Nane. For example, def aul t _rul eset. This name is referened in RuleSet
to URI mapping.

e Extends. This attribute refers to the inheritance feature of rulesets. An extends
value points to the ruleset from which you would like to derive a ruleset.

Use the extends value none t o signify that this new, independent ruleset does
not depend on any other ruleset, or specify your RuleSetName to signify that
your ruleset depends on another ruleset.

Using the Recursive Feature

Rewriter uses the recursive feature to search to the end of the matched string
pattern for the same pattern.

For example, when Rewriter parses the following string:

<a href="src=abc. j pg, src=bcd. j pg, src=xyz. | pg>

the rule

<Attribute name="href" val uePatterns="*src=**"/>

rewrites only the first occurrence of the pattern and it would look like this:

<a href="src=http://jane. sun. com abc.j pg>
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but if you use the recursive option as,
<Attribute name="href" val uePatterns="REC *src=**"/>;

Rewriter searchs to the end of the matched string pattern for the same pattern,
hence the output would be:

<a
href ="src=http://j ane. sun. coni abc. j pg, src=http://jane. sun. coni bed. j pg, s
rc=http://jane. sun. conl xyz. j pg>

Defining Language Based Rules (Defining Rules)
Rules are based on the following languages:
< HTML
- JavaScript

= XML

Rules for HTML Content

HTML content in web pages can be further classified into attributes, forms and
applets. Accordingly, the rules for HTML content are classified as:

e Attribute Rules for HTML Content
e Form Rules for HTML Content
= Applet Rules for HTML Content

Attribute Rules for HTML Content

This rule identifies the attributes of a tag whose value needs to be rewritten. The
attribute values can be a simple URL, JavaScript, or DHTML content. For example:

= src attributes of an "img" tag point to an image location (simple URL)

= onClick attribute of a href attributes that handles on clicking of the link (DJS)
This section is divided into the following parts:

= Attribute Rule Syntax

= Attribute Rule Example
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= DJS Attribute Example

Attribute Rule Syntax

<Attribute name="attributetName" [tag="*" val uePatt erns=
type="URL| DHTM | IS’] />

nn

source="*"

where,

at tri but eNane is the name of the attribute (mandatory)

tag is the tag to which the attribute belongs (optional, default * , meaning any tag)
val uePatt erns See “Using Pattern-matching in Rules” on page 104.

sour ce specifies the URI of the page in which this attribute is defined ( optional,
default * , meaning in any page)

t ype specifies the type of the value (optional). They can be:
URL - a simple URL (default value).

DHVIL - DHTML content. This kind of content is seen in standard HTML
content and is used in Microsoft’s HTC format files.

DJS - JavaScript content. All HTML event handlers such as onClick and
onMouseover have JavaScript inlined with the HTML attribute.

Attribute Rule Example
Assume the base URL of the page is:

htt p: // nymachi ne. i ntranet. conl nypage. ht m

Page Content

<a href="http://nymachi ne.intranet.con nypage. ht m >

Rules

<Attribute name="href"/>

or

<Attribute name="href" tag="a"/>

Output

<a hr ef =gateway-URL/ ht t p: / / mymachi ne. i nt ranet . com nyhone. ht ni >
Description

Because the URL to be rewritten is already an absolute URL, only the Gateway
URL is prefixed to the URL.
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DJS Attribute Example
Assume the base URL of the page is:

http://abc. sesta. coni f ocus. ht ni
Page Content
<For nm»

<i nput TYPEETEXT SI ZE=20 val ue=f ocus
ond i ck="Check("'/focus.htm"', focus');return;">

</ For mp

Rules

<Attribute name="ondick” type="DJS'/>

<Function type="URL" name="Check" paranPatterns="y,"/>
Output

<For n»

<I NPUT TYPE=TEXT Sl ZE=20 val ue=f ocus

ond i ck="Check(" gateway-URL/ htt p: // abc. sesta. com focus. htm ', ' focus');return
s

</ For n»

Description

Two rules are required to rewrite the specified page content. The first rule
identifies the ond i ck JavaScript token. The second rule identifies the parameter of
the check function that needs to be rewritten. In this case, only the first parameter is
rewritten because par anPat t er ns has the value y in place of first parameter.

The Gateway URL and the base URL of the page on which the JavaScript tokens
appear are prefixed to the required parameter.

Form Rules for HTML Content

The HTML pages that a user browses may contain forms. Some form elements may
take a URL as the value.

This section is divided into the following parts:
= Form Rule Syntax

= Form Rule Example
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Form Rule Syntax
<For m nanme="forml" fiel d="visit" [val uePatterns="" source="*"]/>

where

nane is the name of the form (mandatory)

fi el dis the field in the form whose value needs to be rewritten (mandatory)

val uePat t er ns See “Using Pattern-matching in Rules” on page 104

sour ce is the URL of the html page where this form definition is present (optional,
default *, meaning in any page)

Form Rule Example

Assume the base URL of the page is:

http://test.siroe. comtestcases/htm/formhtm

Page Content

Assume the page URIl isform ht M and is located in the root directory of the server.

<formname=forml et hod=PCST
action="http://test.siroe.conftestcases/htm/formhtn">

<i nput type=hi dden name=abcl val ue="0| 1234|/test.htm ">
</form

To rewrite /text. ht i present in the value of hidden field named abcl which is
part of f or . The following rules are needed.

Rules

<Form source="*/formhtm " name="fornl" fiel d="abcl"
val uePat t erns="0| 1234| "/ >

<Attribute nane="action"/>
Output

<FORM nane="f orml” et hod="PCST"
action="gateway- URL/ http://test.siroe.conitestcases/htm/formhtm">

<i nput type=hi dden name=abcl
val ue="0]| 1234| gat enay- URL/ http://test.siroe.conftest. htnm ">

</ FCRW»>
Description

The act i on tag is rewritten using some defined HTML attribute rule.
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The input tag attribute value’s val ue is rewritten as shown in the output. The
specified val uePat t er ns is located, and all content following the matched

val uePat t er ns is rewritten by prefixing the Gateway URL, and the base URL of the
page. See “Using Pattern-matching in Rules” on page 104.

Applet Rules for HTML Content

A single web page may contain many applets, and each applet may contain many
parameters. Rewriter matches the values specified in the rule with the HTML
definition of the applet and modifies the URL values present as a part of the applet
parameter definition. This replacement is carried out at the server and not when
the user is browsing the particular web page. This rule identifies and rewrites the
parameters in both the applet and object tags of the HTML content.

This section is divided into the following parts:
= Applet Rule Syntax
< Applet Rule Example

Applet Rule Syntax

<Appl et code="ApplicationClassName/ObjectlD" par an=" parametername” [ val uePatt er ns=""
source="*"] />

where

code is the name of the applet or object class (mandatory)

par amis the name of the parameter whose value needs to be rewritten (mandatory)
val uePat t er ns See “Using Pattern-matching in Rules” on page 104.

sour ce is the URL of the page that contains the applet definition (optional, default
is *, meaning, in any page)

Applet Rule Example

Assume the base URL of the page is:

http://abc. siroe. coni casest udy/test/HTM./ appl et/ rul el. ht m

Page Content

<appl et codebase="appl et code” code="RewriteURLi nAppl et . cl ass”
archive="/test.jar">

<param name=Test 1 val ue="/index. htm ">
</ appl et >

Rules
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<Appl et source="*/rul el. htni" code="RewiteURLi n*.cl ass" paran="Test*"/>
Output

<APPLET
codebase="gateway-URL/ ht t p: / / abc. si r oe. coni casest udy/ t est/ HTM./ appl et/ appl et
code” code="RewriteURLi nAppl et.cl ass” archive="/test.jar”>

<par am nanme="Test 1" val ue="gateway-URL/http:/ / abc. si roe. coni i ndex. ht m ">
</ APPLET>
Description

codebase attribute isrewritten because <Attribute nane="codebase"/>isa
defined rule in the def aul t _gat eway _rul eset .

All parameters whose names begin with Test are rewritten. The base URL of the
page on which the applet code displays and the Gateway URL are prefixed to the
value attribute of the param tag.

Using Pattern-matching in Rules

You can use the valuePatterns field to achieve pattern-matching and identify the
specific parts of a statement that need to be rewritten.

If you have specified val uePat t er ns as part of a rule, all the content that follows the
matched pattern is rewritten.

Consider the sample form rule below.

<For m sour ce="*/source.ntml" name="forml" fi el d="visit" [val uePatterns="0]1234]"]/>
where

sour ce is the URL of the html page where the form displays

nane is the name of the form

fi el dis the field in the form whose value needs to be rewritten

val uePat t er ns indicates the portion of the string that needs to be rewritten. All
content appearing after val uePat t er ns is rewritten (optional, default " means the
full value needs to be rewritten).

Specifying Specialized Characters in valuePatterns

You can specify specialized characters by escaping them with a backslash. For
example:

<For m sour ce="*/source.html" name="forml" fi el d="visit"
[val uePat t er ns="0]1234|\; ori gi nal text|changed text"]/>
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Using Wild Cards in valuePatterns
You can use the * character to achieve pattern matching for rewriting.

You cannot specify just a * in the val uePat t er ns field. Because * indicates a match
with everything, nothing will follow the val ue