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About This Guide

The Sun Java™ System ldentity Server Federation Management Guide provides
information about the Federated Management module of Identity Server 2004Q2
(formerly Sun™ ONE Identity Server). It includes an introduction to federation
management and Identity Server’s compliance to Liberty Alliance specifications.
Instructions for enabling a Liberty Il environment, and summaries of the APIs you
can use to extend the Federation Management framework are also provided in this
guide.

This preface includes the following topics:

= “Audience for This Guide” on page 7

« “ldentity Server 2004Q2 Documentation Set” on page 8

= “Documentation Conventions Used in This Guide” on page 10
= “Related Information” on page 12

= “Related Third-Party Web Site References” on page 13

Audience for This Guide

This Federation Management Guide is intended for use by IT administrators and
software developers who implement an integrated identity management and web
access platform using Sun Java System servers and software. It is recommended
that administrators understand the following technologies:

= Lightweight Directory Access Protocol (LDAP)
« Java™ technology

= JavaServer Pages™ (JSP) technology



Identity Server 2004Q2 Documentation Set

< HyperText Transfer Protocol (HTTP)
< HyperText Markup Language (HTML)
= eXtensible Markup Language (XML)

Because Sun Java System Directory Server is used as the data store in an Identity
Server deployment, administrators should also be familiar with the documentation
provided with that product. The latest Directory Server documentation can be
accessed online.

ldentity Server 2004Q2 Documentation Set

8

The ldentity Server documentation includes two sets:
< Identity Server Core Documentation

= Identity Server Policy Agent Documentation

Identity Server Core Documentation

The Identity Server documentation set contains the following titles:

= Technical Overview (http://docs. sun. com doc/ 817- 5706) provides a high-level
overview of how Identity Server components work together to consolidate
identity management and to protect enterprise assets and web-based
applications. It also explains basic Identity Server concepts and terminology.

= Migration Guide (http://docs. sun. com doc/ 817- 5708) provides details on how
to migrate existing data and Sun Java System product deployments to the latest
version of Identity Server. (For instructions about installing Identity Server and
other products, see the Sun Java Enterprise System 2004Q2 Installation Guide
(http://docs. sun. coni doc/ 817- 5760).

= Administration Guide (http://docs. sun. com doc/ 817- 5709) describes how to use
the Identity Server console as well as manage user and service data via the
command line.

« Deployment Planning Guide (htt p: // docs. sun. con doc/ 817- 5707) provides
information on planning an Identity Server deployment within an existing
information technology infrastructure.

Identity Server 2004Q2 +« Federation Management Guide



Identity Server 2004Q2 Documentation Set

= Developer’s Guide (http://docs. sun. con doc/ 817- 5710) offers information on
how to customize ldentity Server and integrate its functionality into an
organization’s current technical infrastructure. It also contains details about the
programmatic aspects of the product and its API.

= Developer’s Reference (htt p: //docs. sun. coni doc/ 817- 5711) provides summaries
of data types, structures, and functions that make up the public Identity Server
C APls.

= Federation Management Guide (http://docs. sun. coni doc/ 817- 6362) provides
information about Federation Management, which is based on the Liberty
Alliance Project.

= The Release Notes (http: //docs. sun. cont doc/ 817- 5712) will be available online
after the product is released. They gather an assortment of last-minute
information, including a description of what is new in this current release,
known problems and limitations, installation notes, and how to report issues
with the software or the documentation.

Updates to the Release Notes and links to modifications of the core documentation
can be found on the Identity Server page at the Sun Java System documentation
web site (http://docs. sun. cont prod/ ent sys. 04g2). Updated documents will be
marked with a revision date.

Identity Server Policy Agent Documentation
Policy agents for Identity Server documents are available on this Web site:
http://docs. sun. com col | / S1_I dServPol i cyAgent 21

Policy agents for Identity Server are available on a different schedule than the
server product itself. Therefore, the documentation set for the policy agents is
available outside the core set of Identity Server documentation. The following titles
are included in the set:

= Web Policy Agents Guide documents how to install and configure an Identity
Server policy agent on various web and proxy servers. It also includes
troubleshooting and information specific to each agent.

= J2EE Policy Agents Guide documents how to install and configure an Identity
Server policy agent that can protect a variety of hosted J2EE applications. It
also includes troubleshooting and information specific to each agent.

About This Guide 9



Your Feedback on the Documentation

= The Release Notes will be available online after the set of agents is released.
There is generally one Release Notes file for each agent type release. The Release
Notes gather an assortment of last-minute information, including a description
of what is new in this current release, known problems and limitations,
installation notes, and how to report issues with the software or the
documentation.

Updates to the Release Notes and modifications to the policy agent documentation
can be found on the Policy Agents page at the Sun Java System documentation web
site. Updated documents will be marked with a revision date.

Your Feedback on the Documentation

Sun Microsystems and the Identity Server technical writers are interested in
improving this documentation and welcomes your comments and suggestions.
Use the following web-based form to provide feedback to us:

htt p: // wa sun. coml hwdocs/ f eedback/

Please provide the full document title and part number in the appropriate fields.
The part number can be found on the title page of the book or at the top of the
document, and is usually a seven or nine digit number. For example, the part
number of the Federation Management Guide is 817-6362.

Documentation Conventions Used in This Guide

In the Identity Server documentation, certain typographic conventions and
terminology are used. These conventions are described in the following sections.

Typographic Conventions

This book uses the following typographic conventions:

= [talic type is used within text for book titles, new terminology, emphasis, and
words used in the literal sense.

= Mnospace font is used for sample code and code listings, APl and language
elements (such as function names and class names), filenames, pathnames,
directory names, HTML tags, and any text that must be typed on the screen.

10 Identity Server 2004Q2 <« Federation Management Guide



Documentation Conventions Used in This Guide

Italic serif font is used within code and code fragments to indicate variable
placeholders. For example, the following command uses filename as a variable
placeholder for an argument to the gunzi p command:

gunzip -d filename. tar. gz

Terminology

The following terms are used in the Identity Server documentation set:

Identity Server refers to Identity Server and any installed instances of the
Identity Server software.

Policy and Management services refers to the collective set of Identity Server
components and software that are installed and running on a dedicated
deployment container such as a web server.

Directory Server refers to an installed instance of Sun Java System Directory
Server.

Application Server refers to an installed instance of Sun Java System Application
Server (also known as Sun ONE Application Server.)

Web Server refers to an installed instance of Sun Java System Web Server (also
known as Sun ONE Web Server).

Web container that runs Identity Server refers to the dedicated J2EE container
(such as Web Server or Application Server) where the Policy and Management
Services are installed.

IdentityServer_base represents the base installation directory for Identity Server.
The Identity Server 2004Q2 default base installation and product directory
depends on your specific platform;

o Solaris™ systems: / opt / SUNVm
o Linux systems:/opt/sun/identity

The product directory is / SUN\amfor Solaris systems and /i dent i ty for Linux
systems. When you install Identity Server 2004Q2, you can specify a different
directory for / opt on Solaris systems or / opt / sun on Linux systems; however,
do not change the / SU\Wamor /i dent i ty product directory.

For the base installation directory of the following products, refer to the
documentation for the specific product.

About This Guide 11



Related Information

DirectoryServer_base represents the base installation directory for Sun Java
System Directory Server.

ApplicationServer_base is a variable place holder for the home directory for Sun
Java System Application Server.

WebServer_base is a variable place holder for the home directory for Sun Java
System Web Server.

Related Information

Useful information can be found at the following locations:

12

Directory Server documentation:
http://docs. sun. com col | / D rect oryServer _04qg2

Web Server documentation:
http://docs. sun. con col | / S1_websvr61_en

Application Server documentation
http://docs. sun. com col | /s1_asseu3_en

Web Proxy Server documentation:
http://docs. sun. con prod/ s1. webpr oxys#hi ¢

Download Center:
htt p: // wws. sun. con sof t war e/ downl oad/

Technical Support:
htt p: // waw. sun. con ser vi ce/ sunone/ sof t war e/ i ndex. ht n

Professional Services:
http://ww sun. con servi ce/ sunps/ sunone/ i ndex. ht m

Sun Enterprise Services, Solaris Patches, and Support:
http://sunsol ve. sun. com

Developer Information;
http: // devel opers. sun. coni pr odt ech/ i ndex. ht n

Identity Server 2004Q2 +« Federation Management Guide



Related Third-Party Web Site References

Related Third-Party Web Site References

Third-party URLs are referenced in this document and provide additional, related
information.

Sun is not responsible for the availability of third-party Web sites mentioned in this
document. Sun does not endorse and is not responsible or liable for any content,
advertising, products, or other materials that are available on or through such sites
or resources. Sun will not be responsible or liable for any actual or alleged damage
or loss caused by or in connection with the use of or reliance on any such content,
goods, or services that are available on or through such sites or resources.

About This Guide 13
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Chapter 1

Introduction to Identity Federation
and the Web Services Framework

This chapter explains the concept of identity federation, and describes the role of
the Federation Management module in Sun™ Java System ldentity Server 2004Q2.

= “The Need for Federated Identities” on page 15

= “The Liberty Alliance Project” on page 16

« “The Circle of Trust” on page 17

« “Federation Management Architecture” on page 18

= “The Federation Management Process” on page 22

The Need for Federated Identities

Consider the many times an individual accesses services on the Internet in a single
day. At work, he uses the company intranet to perform a multitude of
business-related tasks such as reading and sending email, looking up information
in the company phone book and other internal databases, and submitting expense
reports and other business-related online forms. At home after work, he checks his
personal email, then logs into an online news service to check his baseball team’s
standings. He may finalize his travel plans via his travel agent’s website, and then
does some online shopping at his favorite clothing store. Each time he accesses a
service on the Internet, he must log in and identify himself to the service provider.

A local identity refers to the set of attributes or information that identify a user to a
particular service provider. These attributes typically include a name and

password, plus an email address, account number or other identifier. For example,
the individual in our scenario is known to his company’s network as an employee
number, but he is known to his travel agent as Joe Smith. He is known to his online

15



The Liberty Alliance Project

news service by an account number, and he is known to his favorite clothing store
by a different account number. He uses one email name and address for his
personal email, and a different email name and address for his workplace. Each of
these different user names represents a different local identity.

Identity federation allows a user to consolidate the many local identities he has
configured among multiple service providers. With one federated identity, the
individual can log in at one service provider’s site and move to an affiliated service
provider site without having to re-authenticate or re-establish his identity. For
example, with a federated identity, the individual might want to access both his
personal email account and his business email account from his workplace, and
move back and forth between the two services without having to log in each time.
Or at home he might want to log in to an online clothing store, then access the
online news service, and communicate with his travel agent. It is a convenience for
the user to be able to access all of these services without having to provide different
user names and passwords at each service site. It is a valuable benefit to the user
when he can do so safely, and knowing that his identity information is secure.

The Liberty Alliance Project was implemented to make this possible.

The Liberty Alliance Project

16

In 2001 Sun Microsystems joined with other major companies to form the Liberty
Alliance Project, the premier open standards organization for federated identity
and identity-based services. The Liberty Alliance Project develops specifications
and guidelines for implementing complete network identity infrastructures and for
deploying identity-based web services.

The members of the Liberty Alliance Project represent some of the world's most
recognized brand names and service providers, driving products, services and
partnerships across a spectrum of consumer and industrial products, financial
services, travel, retailing, telecommunications and technology. For more
information including listings of Liberty web service products, specifications,
cased studies, and white papers, see the Liberty Alliance Project website:

http://projectliberty.orgl/

Identity Server 2004Q2 +« Federation Management Guide



The Circle of Trust

The Circle of Trust

The goal of the Liberty Alliance Project is to enable individuals and organizations
to easily conduct network transactions while protecting the individual’s identity.
This goal can be achieved only when commercial and non-commercial
organizations join together into a circle of trust. In a circle of trust, service providers
agree to join together in order to exchange user authentication information using
Liberty web service technologies. This circle of trust must contain at least one
identity provider, a service that maintains and manages identity information. The
circle of trust also includes service providers that offer web-based services to users;
it also includes users themselves. Once a Circle Of Trust is established, single
sign-on is enabled between all the providers.

The circle of trust is also known as an authentication domain, although it is not a
DNS domain or a domain in the Internet sense of the word. Figure 1-1 illustrates a
user accessing a small business, a service provider that is associated with other
businesses, and agencies in a circle of trust.

Figure 1-1 The circle of trust

I —

MSmall Business

Small Business//

Small Business Big Business

HH[I[I
SAloooo
B Bus S " Educational
ig usmesg\ ~Institution

Government Small Business
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Federation Management Architecture

Account Federation occurs when a user chooses to unite distinct service accounts
and identity provider accounts. The user retains individual account information
with each provider in the circle. At the same time, the user establishes a link that
allows the exchange of authentication information between them. Users can choose
to federate any or all identities they might have with the service providers that
have joined this circle. When a user successfully authenticates with one service
provider, she can access any of the her accounts within the circle of trust in a single
session without having to reauthenticate.

Federation Management Architecture

18

The Identity Server 6.1 release implemented an Identity Federation Framework
(ID-FF) version 1.1 Identity Server 2004Q2 adds new federation features defined in
Identity Federation Framework (ID-FF) 1.2 specifications, including a web service
framework to facilitate deployment of customer Identity Web Services. Client APIs
are provided for web service consumers to communicate with web service
providers.

The following three major components make it possible for identity information to
be exchanged among service providers;

= |dentity Federation Framework
= ldentity Web Services Framework

= ldentity Service Instance Specifications

Identity Federation Framework

The Identity Service Instance Specifications build upon the Web Service
Framework and Federation Framework to provide services. The federation
framework specifies core protocols, schema and concrete profiles that allow
developers to create a standardized, multiple-vender, identity federation network.
These include the following:

Opt-in account linking. Users can choose to federate different service provider
accounts.

Authentication context. Service providers with federated accounts communicate
the type and level of authentication that should be used when the user logs in.

Account linking termination. Users can choose to stop their account federation.

Identity Server 2004Q2 +« Federation Management Guide



Federation Management Architecture

Identity provider introduction. This feature provides the means for service
providers to discover which identity providers a principal uses. A principal can be
an organization or individual who interacts with the system. This is important
when there are multiple identity providers in an identity federation network.

Name Registration. This feature enables a service provider or identity provider
to register with each other a new name identifier for a principal at any time
following federation.

Single Sign-on and Federation Protocol A protocol that defines the process that
a user at a service provider goes through to authenticate their identity with an
identity provider. It also specifies the means by which a service provider obtains an
Authentication Assertion from an identity provider to allow single sign-on to the
user. There are two types of Single Sign-On which either the identity or service
provider can implement:

= SOAP-based Single Sign On and Federation Protocol, which relies on a SOAP
call from provider to provider. This is primarily the Browser Artifact SSO
profile.

= Form POST-based Single Sign On and Federation Protocol, which rely on an
HTTP form POST to communicate between providers.

Single Log-Out Protocol. TA protocol used to synchronize the session log-out
functionality across all sessions that were authenticated and created by a particular
identity provider. There are two types which either the identity or service provider
can implement:

= SOAP-based Single Log-Out Protocol relies on asynchronous SOAP messaging
calls between providers.

= HTTP Redirect-based Single Log-Out Protocol

Identity Web Services Framework

The Web Services Framework consists of a set of schema, protocols and profiles for
providing a basic identity services, such as identity service discovery and
invocation.

Three parties are required for identity federation in a basic Liberty Web Services
environment: a user agent, a web service consumer, and a web service provider.
Figure 1-2 illustrates the internal architectures of a Liberty Web Services Consumer
and a Web Service Provider.
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Figure 1-2 Liberty Il Architecture.
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The Web Service Consumer components and the Web Service Provider
components are newly implemented components in Identity Server 2004Q2. The
components in the bottom layer of the Web Service Provider were implemented in
Identity Server 6.1.These components include Single-Sign On (SS0), the Identity
Server SDK, Service Management Services, SAML, Authentication modules, and a
Policy Service. In Figure 1-2, the Data Service and Identity Service represent
custom services that you can add to the Web Services Framework.

The Web Services Framework consists of a set of schema, protocols and profiles for
providing a basic identity services, such as identity service discovery and
invocation. This framework is new in Liberty Il and includes the following:

Discovery Service. An identity service that allows a requester to discover
resource offerings. For more details, see “Discovery Service” on page 89.

SOAP Binding. A setof Java APIs for sending and receiving ID-* messages using
SOAP and XML. “SOAP Binding” on page 86.

Data Services Template. A common data service layer for developing identity
services. Includes common utilities for message error-checking and verification,
and remote client APIs to support customer data service instances. For more
details, see “Data Services Template” on page 91.

Security Mechanisms. Defines a set of authentication mechanism and security
properties which are factored into authorization decisions enforced by the
targeting identity-based web services. Each mechanism contains both peer entity
authentication (null/TLS/CClientTLS) and message authentication
(null/X509/SAML). For more details, see “Running the Web Service Client” on
page 71.

Interaction Service. A protocol for simple interaction of Web Services
Framework participants with a Principal. For more details, see “Interaction
Service” on page 97.

Trusted Authority. APIs for creating security tokens used for authentication and
authorization in Liberty Il-enabled services. For more details, see “Trusted
Authority” on page 85.
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Identity Service Instance Specifications

The Liberty Service Instance Specifications build upon the Web Services
Framework and Federation Framework to provide services such as contacts,
presence detection or wallet services that depend on network identity. The
following Service Instance Specifications implementations are new in Identity
Server 2004Q2.

Personal Profile Service. An instance of a data-oriented web service which offers
profile information regrading a principal’s personal life. A shopping portal that
offers information such the principal’s account number and shopping preferences
is an example of a personal profile service. See “Personal Profile Service” on

page 92.

Employee Profile Service. Similar to the Personal Profile Service, except that An
instance of a data-oriented web service which offers profile information regarding
a principal’s workplace. An online corporate phone book that provides an
employee name, office building location, and telephone extension number is an
example of an employee profile service. See “Personal Profile Service” on page 92.

Supporting Components

Metadata Service. A library of command-line tools for loading metadata into the
Identity Server data store. For more details, see “Metadata Specifications” on
page 98.

Reverse HTTP Bindings. A protocol and set of APIs for retrieving data from
Identity Server via clients such as cell phones. For more details, see “PAOS” on
page 98.

The Federation Management Process
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The Federation Management process begins with authentication. By default,
Identity Server comes with two options for user authentication. The first is the
proprietary Authentication Service; the second is the Liberty-enabled Federation
Management module. With the first option, when a user tries to access a resource
protected by ldentity Server, he is redirected to the Authentication Service using an
Identity Server login page. When the user provides credentials, the Authentication
Service verifies his identity, and either allows or denies access.
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With Liberty-enabled Federation Management, when a user attempts to access a
resource protected by Identity Server, the authentication process begins with a
search for a valid Identity Server session token. If a session token is found, the user
is granted access to the requested page. The requested page, which belongs to a
member of the circle of trust, contains a link which provides the user an
opportunity to federate his identity. When the user clicks this link, he is directed
through the Federation Single Sign-On Process process. If no session token is
found, the user is directed through the Pre-Login Process.

Federation Single Sign-On Process

When a user signs on to access a protected resource or service, ldentity Server
sends a request to the identity provider for authentication confirmation. If the
identity provider sends a positive response, the user gains access to all provider
sites within the circle of trust. If the identity provider sends a negative response,
the user is directed to authenticate again using the Federation Single Sign-On
process.

In federated single sign-on, the user selects an identity provider and then sends his
or her credentials for authentication. Once authentication is complete and access is
granted, the user is redirected to the Identity Server Authentication Service. The
user is automatically granted a session token and redirected to the requested page
which contains a link to allow the user to federate his or her identity. As long as the
session token remains valid, the user can access other services offered by other
service providers in the circle of trust without having to sign on again.

Pre-Login Process

The purpose of the Pre-Login process is to establish a valid user session at the
service provider site. When no Identity Server session token is found, the pre-login
process begins with the search for another type of cookie, a Federation cookie.

If, after the search for an Identity Server session token proves null, a Federation
cookie is found and its value is “no,” an Identity Server login page is displayed and
the user submits credentials to the Authentication Service. When authenticated by
the Identity Server, the user is redirected to the requested page which contains a
link to allow the user to federate their identity. If the user clicks this link, he is
directed through the Federation Single Sign-On Process.
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If, after the search for an Identity Server session token proves null, a valid
Federation Cookie is found an its value is “yes,” it means the user has already been
federated but not authenticated by an identity provider within the Circle of Trust.
This is confirmed by sending a request for authentication to the user’s chosen
identity provider.

If no Federation Cookie is found at all, a passive authentication request is sent to
the user’s chosen identity provider. A passive authentication request does not
allow identity provider interaction with the user. When an affirmative response is
received back from the identity provider, the user is redirected to the Identity
Server Authentication Service. There, the user is granted a session token and
redirected to the requested page. When the response from the identity provider is
negative (for example, if the session has timed out), the user is sent to a common
login page where he can choose to do a local login or Federation Single Sign-On.

Figure 1-3 illustrates the differences between the Pre-Login process path and the
Identity Federation path.
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Figure 1-3 Liberty-enabled Identity Server Authentication Process Flow
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System Flow

Figure 1-4 provides a high-level view of the system flow between various parties in
a Liberty web services environment. In this figure, note the following:

= The browser represents a user agent, a device used by an enterprise user.
= The Service Provider also acts as a Web Service Consumer.
= The Identity Provider hosts the Discovery Server.

= The Personal Profile Service represents a Web Service Provider.

Figure 1-4 The interaction between Liberty Il components.

Service Identity
Provider Provider
Personal
Browser | | w0 e Profile Service
Web Services Discovery
Consumer Service
1. Single sign-on.
<
2. Request service. 3. Discovery lookup.
4. Query repsonse.
5. Send data service query|to Personal Profile servicg
< 6. Receive Personal Profild response.
7. Render service pages.

This is what happens on the back end when an employee looks up a colleague’s
phone number in an online corporate phone book:

1. The user's browser, Service Provider and ldentity Provider complete the
Federation Single-Sign-On process.

An assertion with an attribute statement containing the Discovery Service
resource offering will be included in the | D- FF Aut hnResponse. This is the
information used by any client to contact Discovery Service.
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The user's browser requests access to services hosted on the Web Service
Consumer.

This requires contacting user's Personal Profile service.

The Web Service Consumer sends a discovery lookup query to the Discovery
Service.

The Web Service Consumer determines user's discovery resource offering from
the bootstrap Assertion obtained in Step 1, then sends a discovery lookup
guery to the Discovery Service to determine where the user's Personal Profile
instance is hosted.

The Discovery service returns a discovery lookup response to the Web Service
Consumer.

The lookup response contains the resource offering for the user's Personal
Profile Service instance.

The Web Service Consumer sends a Data Services Template query to the SOAP
end point of the Personal Profile Service instance.

The query asks for the user's personal profile attributes, such as home phone
number. The required authentication mechanism specified in the Personal
Profile Service resource offering must be followed.

The Personal Profile Service instance authenticates and validates authorization
or policy, or both, for the requested user or Web Service Consumer, or for both.

If user interaction is required for some attributes, the Interaction Service will be
invoked to query the user for consents or for attribute values. The Personal
Profile Service instance returns a Data Services Template response to the Web
Service Consumer after collecting all required data.

The Web Service Consumer processes the Personal Profile Service response,
and then renders service pages containing the colleague’s contact information
to the user's browser.
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Chapter 2

Creating a Liberty Web Services
Environment

Identity Server provides a collection of sample files, named Samplel, to illustrate
how to configure basic identity federation using one Service Provider and one
Identity Provider. The example demonstrates the basic use of various Liberty
protocols including Account Federation, Single Sign-On, Single Logout, and
Federation Termination.

Instructions for implementing Samplel are described in the following sections and
should be completed in this sequence:

« “Installing Identity Server” on page 30

= “Deploying the Service Provider” on page 30

= “Deploying the Identity Provider” on page 33

« “(Optional) Configuring a Third Level Domain” on page 36

You will find all Service Provider and Identity Provider files required to implement
the examples in the following locations:

Table 2-1  Samplel Directories

Directory Name Variable Location

samplel_dir begin_dir/ sanpl es/ | i berty/ sanpl el/
spl_sample_dir begin_dir/ sanpl es/ | i berty/ sanpl el/ sp1/
idpl_sample_dir begin_dir/ sanpl es/ | i berty/ sanpl el/i dpl/

29



30

Installing Identity Server

The first step in creating a Liberty environment is installing Identity Server on two
separate machines. One Identity Server installation will act as a Service Provider,
and one Identity Server installation will act as an Identity Provider. Follow the
Identity Server installation instructions in the Java Enterprise System Installation
Guide. Table 2-2 summarizes the variable placeholders and default values used in

Sample 1.
Table 2-2

Default values in net adat a. xni files for Samplel.

Installation Parameter

Service Provider Value

Identity Provider Value

Machine name

Solaris Installation Directory
Windows Installation Directory
Hostname variable

Hostname

Identity Server Port

Identity Server Deployment URI

Identity Server root suffix

Certificate Alias
metaAlias

Metadata filename

machinel
IS_Root/ SUNVAmM

IS_Root/ SUNONEI S
SP1

waww. spl. com
SERVER_PORT

amser ver

dc=spl, dc=com
(attribute DN for element
O gani zat i onRequest s)

SP1_SECURI TY_KEY
waww. spl. com

splMet adat a. xm

machine2

IS_Root/ SUNVAmM
IS_Root/ SUNONEI S
IDP1

wav. i dpl. com
SERVER_PORT
anserver

dc=i dpl, dc=com
(attribute DN for element
O gani zat i onRequest s)

| DP1_SECUR TY_KEY
wav. i dpl. com

i dp1Met adat a. xm

Deploying the Service Provider

Before you can deploy the Service Provider, Identity Server must be installed and
running over the HTTP(S) protocol. See “Installing Identity Server” on page 30.

Instructions for deploying the Service Provider are described in the following
sections and should be completed in this sequence:

1. To Upload the Metadata for the Service Provider
2. To Configure the Service Provider

3. To Deploy the Service Provider. WAR File
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To
1.

To

3.

Upload the Metadata for the Service Provider

Update the following file with values appropriate to your Identity Server
installation: begin_dir/ sanpl es/ | i berty/ sanpl el/ spl/ sp1Met adat a. xm

Default values are listed in Table 2-2 on page 30.
Load splMet adat a. xm using following command:

begin_dir/ bi n/ amadm n -u anmadnin -w password -t splMetadata. xni

Configure the Service Provider
Locate the AMJ i ent. properties file located in this directory:

begin_dir/ sanpl es/ | i berty/ sanpl e1l/ spl/ WEB- | NF/ cl asses/
Replace the following tags with values appropriate for your environment:
SERVER_PROTO: Enter HTTPS or HTTP.

SERVER_HOST: Enter the fully-qualified hostname for your Identity Server
installation. Example: waww. spl. com

SERVER_PORT: Enter the port number on which Identity Server is running.

SERVICE_DEPLOY_URI: Enter the Identity Service services deployment URI.
The default value is anser ver.

META_ALIAS: Enter the metaAlias for SP1. In sp1Met adat a. xn , the default
value is ww. spl. com

Create the. war file for SP1.

cd spl_sample_dir
jar -cvf spl. war

Deploy the spl. war file.

See the next section.

To Deploy the Service Provider. WAR File
Choose one of the following as appropriate for your environment:

If Identity Server is installed on Sun Java System Web Server

If Identity Server is installed on Sun Java System Application Server
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If Identity Server is installed on Sun Java System Web Server

1. Before you deploy a web application manually, be sure that the
server_root/ bi n/ ht't ps/ htt psadni n/ bi n directory is in your path and that the
I W5_SERVER _HOME environment variable is set to your server _root directory.

2. Enter the following command
wdepl oy depl oy -u uri_path -i instance -v vs id [-d directory] war file

u]

[n}

u]

uri_path is the URI prefix for the web application.
instance is the server instance name.
vs_id is the virtual server ID.

directory is the directory to which the application is deployed, or from
which the application is deleted. If not specified for deployment, the
application is deployed to the document root directory.

war_file is the WAR file name.

Example:

wdepl oy deploy -u /spl -i www spl.com-v https-wwmy spl. com
-d begin_dir/ web- apps/ spl spl.war

3. Restart Web Server.

Identity Server 2004Q2
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If Identity Server is installed on Sun Java System Application Server

1. Use the asadm n depl oy command to deploy the WAR module. The syntax is
as follows:

asadm n depl oy --user admin_user [--password admin_password] [--passwordfile
password_file] --host hostname
--port adminport [--secure | -s] [--virtual servers virtual_servers]
--type application|ejb| web| connector] [--contextroot contextroot]
[--force=true] [--preconpilejsp=false] [--verify=false]
[--nanme component_name] [ --upl oad=tr ue]
[--retrieve | ocal _dirpath]
[--instance instance_name] filepath

For example, in Samplel the asadm n depl oy command deploys a web
application as an individual module:

asadm n depl oy --user admn --password pswdl1234
--host www spl.com--port 4848 --type web --contextroot SP1
--instance serverl spl.war

2. Restart Application Server.

Deploying the Identity Provider

Before you can deploy the Service Provider, Identity Server must be installed and
running over the HTTP protocol. See “Installing Identity Server” on page 30.

The instructions for implementing Sampel are described in the following sections
and should be followed in this sequence:

1. To Upload the Metadata for the Identity Provider
2. To Configure the Identity Provider
3. To Upload the Metadata for the Identity Provider
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To Upload the Metadata for the Identity Provider

1. Update the following file as per your Identity Server installation:
begin_dir/ sanpl es/ | i berty/ sanpl el/i dpl/ sp1Met adat a. xm

Default values are listed in Table 2-2 on page 30.
2. Load idplMetadata. xm using following command.

begin_dir/ bi n/ amadm n -u amadmin -w password -t idplMet adata. xn

To Configure the Identity Provider
1. Locatethe AMJient. properties file located in this directory:

begin_dir/ sanpl es/ | i berty/ sanpl el/i dpl/ WEB- | NF/ ¢l asses/
Replace the following tags with values appropriate for your environment:
SERVER_PROTO: Enter HTTP or HTTPS

SERVER_HOST: Enter a fully-qualified hostname for your Identity Server
installation. Example: waw. i dpl. com

SERVER_PORT: Enter the port number where Identity Server is running.

SERVICE_DEPLOY_URI: Enter the Identity Server services deployment URI.
The default value is amserver.

META_ALIAS: Enter the et aAl i as for IDPL. Ini dp1Met adat a. xm , the
default value is waw. i dpl. com

2. Create the WAR file for IDP1.

cd idpl _sample_dir
jar -cvf idpl.war .

3. Deployidpl. war.
See the next section, “To Deploy the Service Provider.WAR File.”

To Deploy the Identity Provider .WAR File
Follow the steps for one of the following:

= If Identity Server is installed on Sun Java System Web Server

= If Identity Server is installed on Sun Java System Application Server
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If Identity Server is installed on Sun Java System Web Server

1. Before you can deploy a web application manually, you must make sure that
the server_root/bin/ http/httpsadm n/ bi n directory is in your path and that
the | W5_SERVER _HOME environment variable is set to your ser ver _r oot
directory.

2. Enter the following command:
wdepl oy deploy -u uri_path -i instance -v vs_id [-d directory] war_file
o uri_path is the URI prefix for the web application.
o instance is the server instance name.
o vs_idis the virtual server ID.

o directory is the directory to which the application is deployed, or from
which the application is deleted. If not specified for deployment, the
application is deployed to the document root directory.

o war_file is the WAR file name.
Example:

wdepl oy deploy -u /idpl -i waw idpl.com-v https-wwidpl. com
-d begin_dir/ web- apps/i dpl i dpl. war

3. Restart the Web Server.

If Identity Server is installed on Sun Java System Application Server

1. Use the asadm n depl oy command to deploy the WAR module. The syntax is
as follows:

asadm n depl oy --user admin_user [--password admin_password]
[--passwordfile password_file] --host hostname --port adminport
[--secure | -s] [--virtual servers virtual_servers]

[--type application|ejb|web| connect or]

[--contextroot contextroot] [--force=true]

[--preconpilejsp=fal se] [--verify=false]

[--nane component_name] [ --upl oad=tr ue]
[--retrieve local_dirpath]

[--instance instance_name] filepath

For example, the following command deploys a web application as an individual
module:
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asadm n depl oy --user admin - - passwor d pswd1234 - - host www.spl.com
--port 4848 - -type web - - cont extroot IDP1 --instance serverl idpl.war

2. Restart Application Server.

(Optional) Configuring a Third Level Domain

The Samplel application does not require the use of a third level domain. But if
you want to configure third level domain, you can use the following instructions.

To Configure a Third-Level Domain
1. Access the Identity Server administration console.

2. Click the Federation tab.
3. Select Authentication Domain in the View menu, and then click Show.
4. Select sanpl elAl | i ance in the left pane.

5. Inthe right pane, enter the Reader Service URL and Writer Service URL as
appropriate for your common domain services installation.

For example, if common domain services are installed on machine3 with
hostname is waww. machi ne3. com then for the default installation:

Writer Service URL: htt p: / / waw. machi ne3. com 80/ ancormmon/ wri t er

Reader Service URL: htt p: / / waww. machi ne3. com 80/ anconmon/ t r ansf er

Verifying a Successful Liberty Setup

The following sections provide detailed steps for using basic Liberty protocols to
verify that you’ve successfully implemented Samplel:

= To Federate Service Provider and Identity Provider Accounts.
= To Perform a Single Sign-On
= To Perform a Single Logout

e To Terminate Account Federation
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SP1 has a protected page named i ndex. j sp, and IDP1 has a protected page named
i ndex. j sp. Both protected pages include _head. j sp. The _head. j sp will check for
a valid user session. If a session is invalid, the request is redirected to the Pre-Login
service. The Pre-Login service attempts to perform a single sign-on (SSO). On
first-time access, SSO will fail and the Pre-Login service redirects the request to the
common Login page.

The protected page i ndex. j sp contains the following three links:
Federate: Initiates the federation process.
Logout:; Initiates the single logout process.

Terminate Federation: Initiates the federation termination process.

To Federate Service Provider and Identity Provider Accounts
1. Access the following URL in a web browser:

SERVER_PROTO/ / SERVER_HOST: SERVER_PORT/ sp1/i ndex. j sp
Example:
http://waw spl. com 58080/ spl/i ndex. j sp
2. Inthe common Login page, click the Local Login link.
You are redirected to the SP1's login page.
3. Loginto SP1.
After successful authentication at SP1, the i ndex. j sp is displayed.
4. Click the Federate link.
The Federate page is displayed.
5. Select the preferred Identity Provider you want to federate with.

In Samplel, select | DP1 as your preferred Identity Provider. IDP1's login page
is displayed.

6. Provide authentication credentials for your IDP1 account.

If the authentication is successful, the Federation Done page is displayed. This
indicates that you have successfully federated your account between SP1 and
IDP1.

Note that if the account is already federated, you will be redirected to the IDP login
page.
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To Perform a Single Sign-On

1. After successful federation (see previous section, “To Federate Service
Provider and Identity Provider Accounts”), start a new browser session and
access the SP1 protected page:

SERVER_PROTO: // SERVER_HOST: SERVER_PORT/ sp1/i ndex. j sp
Example:
http://waw. spl. com 58080/ spl/i ndex. j sp
The user is redirected to the IDP1 Login page.
2. Provide authentication credentials for your IDP1 account.

If authentication is successful, the initially accessed SP1 protected page is
displayed without asking for SP1 authentication credentials.

If authentication is not successful, an error message is displayed, and you are
directed to start over.

To Perform a Single Logout

In either the SP1 protected page or the IDP protected page, i ndex. j sp, click the
Logout link.You are logged out from both SP1 and IDP1, and the LogoutDone page
is displayed.

To Terminate Account Federation

1. Ineither the SP1 protected page or the IDP1 protected page, click the
Terminate Federation link.

The Federation Termination page is displayed.

2. Select a provider to terminate your account federation. For Samplel, select
IDP1.

Upon successful federation termination, the Termination Done page is
displayed.

Deploying a Web Service Consumer

Deploying a web service consumer entails the following:
= Configuring the Service Provider

= Configuring the Identity Provider
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< Running the Web Service Consumer Sample
= Interacting with the Personal Profile Service
= X.509 Message Authentication

Sample code for a web service consumer is provided with Identity Server to
illustrate how to deploy and run a Liberty service client on top of the framework
provided by ldentity Server. All the files you need to deploy and initiate the service
are located in the following directory:

install-dir/ SUN\Vani sanpl es/ phase2/ wsc

NOTE Before you can implement this web service consumer example, you must have two
Identity Servers already installed, running, and Liberty-enabled. Complete the
steps in “Creating a Liberty Web Services Environment” on page 29 before you
continue with this web service consumer example.

The Web Service Consumer Example

This example explains how you use the Discovery Service and Data Service
Template client APIs to implement a web service client to communicate with a web
service provider. In this example, the web service provider is the Personal Profile
service that comes with Identity Server 2004Q2. The example demonstrates the
flow of the Liberty Web Service Framework, and how the security mechanism and
interaction service come into play in the federation process.

Once you've deployed and configured both a Service Provider and an Identity
Provider, the Personal Profile service resides in the Identity Provider. Client code
in the form of five . | sp files reside in the Service Provider. All the files you need to
deploy and initiate the service are located in the following directory:

install-dir/ SUN\Vani sanpl es/ phase2/ wsc

Table 2-3 summarizes the . j sp files provided with this example.
Table 2-3  JSPs provided in this sample

Name Description

i ndex. j sp Retrieves boot strapping resource offering for
discovery service.

di scovery-modify.jsp Adds Resource Offering for a user.

Chapter 2 Creating a Liberty Web Services Environment 39



Deploying a Web Service Consumer

Table 2-3  JSPs provided in this sample

Name Description

di scovery-query.jsp Sends query to discovery service for service
resource offering.

i d-sis-pp-modify.jsp Sends Dat a Servi ce Modify request to modify user
attributes.

i d-si s-pp-query.jsp Sends Data Servi ce Query Request to retrieve user
attributes

Two machines are required for this sample:

Variable Placeholder Host Name Components Deployed on This Host

machinel W, sSpl. com +  Service Provider

* Web Service Consumer
machine2 www. i dpl. com ¢ ldentity Provider

« Discovery Service

* Personal Profile Service

There are five parties involved in this sample:

< Liberty Service Provider (SP)

= Liberty Identity Provider (IDP)

< Web Service Consumer (WSC)

= Liberty Discovery Service (DS)

= Liberty ID-SIS Personal Profile Service (ID-SIS-PP)

Configuring the Service Provider

1. Deploy the Liberty Samplel Service Provider.

Follow the instructions in the section “Deploying the Service Provider” on
page 30.
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Change the protocol support for the remote Identity Provider to ID-FF 1.2.

a. Login to Identity Server Administration Console as Top-Level
administrator.

b. Click the Federation Management tab, and then in the View menu, choose
Entity Descriptors.

c. Inthe Entity ID list, choose the remote Identity Provider entity ID.
d. Inthe right pane, in the View menu, choose Provider.l
e. Under Provider, click the Edit link.

f.  Under the Protocol Support Enum field, choose
urn:liberty:iff:2003-08.

g. Click Save.

Replace the following tags and hostnames in di scovery- nodi fy. j sp and
i ndex. j sp with values appropriate for your environment.

a. IDP_SERVER_PORT: Enter server port of the Identity Provider host.

b. SERVICE_DEPLOY_URI: Enter the service deployment URI of the
Identity Provider host.

c. wwv spl. com Enter the host name of the Service Provider machine if it is
different from wawv. spl. com

d. wwv i dpl. com Enter host name of Identity Provider machine if different
from www. i dpl. com

Deploy the Service Provider . j sp files.

Copy all the five . j sp files to a subdirectory in the document root of the web
container. For example, if the web container is, Sun Java System Web Server 6.1
run following command:

nkdi r webserber_install_root/ docs/ wsc
cp is_install_root/ SUN\an sanpl es/ phase2/ wsc/ *. j sp
webserber_install_root/ docs/ wsc/

Log in to the Identity Server.
Create a user named spUser .

This user will be used as a federated user on the Service Provider side.
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Configuring the Identity Provider

1. Deploy the Liberty Samplel Identity Provider.

Follow the instructions in the section “Deploying the Identity Provider” on
page 33.

2. Register the Liberty Personal Profile Service.
a. Log into Identity Server as Top-Level administrator.
b. Inthe Identity Management page, in the View menu, choose Service.
c. Click Add.

d. Inthe right pane, in the Available Services menu, choose Liberty Personal
Profile Service.

e. Click OK.

3. Create auser named i dpUser with the Liberty Personal Profile Service
enabled.

This user will be used as the federated user on the Identity Provider side. It is
also used for storing the Discovery Service resource offering and Personal
Profile Service attributes.

Running the Web Service Consumer Sample

The following is an overview of what happens when you run the Web Service
Client sample that comes with the product.

1. Complete the Liberty Single-Sign-On Process and obtain Discovery Service
Boot Strapping Resource Offering.

2. Register user's Resource Offering at the Personal Profile Service instance using
Discovery Service Modification.

3. Send Discovery Service Lookup request.

Discovery service returns the discovery lookup response to the Web Service
Consumer. The lookup responses contains the resource offering for the user's
Personal Profile Service instance.

4. Send Data Service Query to the Personal Profile Service Instance to retrieve
user attributes.
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Send Data Service Modification to the Personal Profile Service Instance to
modify user attributes.

Run the Web Service Client Sample
Federate users spUser and i dpUser .

See “Verifying a Successful Liberty Setup” on page 36 for detailed instructions
on federating user accounts, single sign-on, and single logout.

As i dpUser, perform a single sign-on from the Service Provider to the Identity.
Using a browser, go to the following URL:
ht t p: // machinel: sever port/ wsc/ i ndex. j sp

You will see the boot strapping resource offering for the Discovery Service and
two buttons: "Send Discovery Lookup" and "Add PP Resource Offering."

Click "Add PP Resource Offering."

The di scovery-nodi fy. j sp page is displayed. The Personal Profile Service
resource offering has been computed based on the bootstrapping Discovery
Service Resource Offering.

Click "Send Discovery Update Request.”

The user's Personal Profile resource offering is registered in i dpUser on
machine2.

Click the "Return to index.jsp" link.

The i ndex. j sp page is displayed; you see the bootstrapping resource offering.
Click "Send Discovery Lookup."

The di scovery-query.j sp page is displayed.

(Optional) If you leave the “ServiceType to look for” field blank, all service
instances will be returned.

You can enter a value in the "ServiceType to look for" field. Values are defined
in the Liberty Web Service Consumer specification. For example,
urn: liberty:idpp: 2003- 08 indicates a Personal Profile service.

Click "Send Discovery Lookup Request."”

The Personal Profile resource offering added in Step 4 will be displayed.
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10. Choose one of the following two options:
o To query the Personal Profile Service in machine2 for user attributes:
a. Click "Send PP Query.”
The i d- si s- pp-query. j sp page is displayed.

b. In the Authentication Mechanism field, choose
urn:liberty:security:2003-08:null:null.

c. (Optional) You can change the value in the XPath Expression field to a
different XPath expression for attribute selection. The default is
|/ PP/ CommonNarre.

o To modify a user's Personal Profile attributes:
a. Choose one of the following:
« Click “Send PP Modify.”

The i d-si s-pp-nodi fy. jsp page is displayed and it sends a Modify
request to the Personal Profile Service in machine2.

»  Click “Send PP Query.”

The i d-si s-pp-query.jsp page is displayed and it sends a Query
request to the Personal Profile Service in machine2.

b. Inthe Authentication Mechanism field, choose
urn:liberty:security:2003-08:null:null.

c. (Optional) You can modify the XPath Expression field for attribute
selection. The default is / PP/ CormonNane/ Anal yzedName/ FN Then modify
the Value to include new values for the attribute.

Interacting with the Personal Profile Service

Follow these instructions to verify that you’ve successfully implemented the
Personal Profile Service and can perform basic interactions with it.

1. Login to Identity Server on machine2 as Top-Level administrator. This is the
Service Provider.

2. Create a policy for the Personal Profile service that requires user interaction for
Query and Modify operations.

a. Inthe console, click the Identity Management tab.
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b. Inthe View menu, choose Policies, and then click New.

« Inthe Type menu, choose Normal policy.

- Enter the Name for this policy, and then click OK to create the policy.
c. Inthe View menu for this policy, choose Rules, and then click Add.

d. Inthe Service menu, choose "Liberty Personal Profile Service, " and then
click "Next".

+ Inthe Rule Name field, enter a name that will be meaningful to you.
« Inthe Resource Name field, enter an asterisk (*).

«  Select the Modify or Query checkbox, or you can select them both.

« Inthe Value menu, select one of the following:

Interact for Consent: Select this option if you want to ask the user for
consent.

Interact for Value: Select this option if you want to ask the user to
provide values for the query response or the modify result.

« Click OK.
» Click Save to save the rule.
e. Inthe View menu for this policy, choose Subjects and then click Add.
« Inthe Type field, choose Authenticated Users, and then, click Next.
« Inthe Name field, enter a name for the subject.
« Click OK.
»  Click Save to save the subject.

Enable policy evaluation for Personal Profile Service query and modify
operations.

a. Inthe Identity Server console, click the Service Configuration tab.
b. Inthe Service menu, choose “Liberty Personal Profile Service.”

c. Check the two boxes labeled "is Query Policy Eval Required" and "is
Modify Policy Eval Required.”

d. Click Save to save the configuration.
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To run the sample, follow the instructions in the section “Running the Web
Service Consumer Sample” on page 42.

You can change the policy defined in Step 2 to see different behavior for user
interaction.

X.509 Message Authentication

The
and

following sections provides steps setting up X.509 Message Authentication,
for verifying that you’ve authentication work properly in your Samplel

deployment

Setup

1.

For machinel and machine2, follow the instructions in the SAML xm si g sample
to set up the JKS signing key store:

is_install_root/ SUNVam sanpl es/ sam / xm si g

Edit/ et ¢/ opt / SUNVani conf i g/ AMConf i g. properti es to reflect the key store,
password and cert alias.

In machinel, which is the Service Provider, locate the following file:
[ et c/ opt/ SUN\Van confi g/ AMConf i g. properti es.

Setthe comsun.identity.liberty.ws.wsc.certalias property to the alias of
the signing certification.

To test X.509 Message Authentication in discovery service

1.
2.
3.
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Log in to Identity Server as Top-Level administrator.
Click the Service Configuration, then choose Discovery Service.

In the Discovery Service page, under “Resource Offering for Bootstrapping
Resources,”click Edit.

In the Edit Resources Offering page, change the Authentication Mechanism
fromurn:liberty:security:2003-08:null:null to
urn:liberty:security:2003-08: nul I : X509.

Click Save.
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To test X.509 Message Authentication in Personal Profile Service,

1. Run the sample service. Follow the steps in the section “Running the Web
Service Consumer Sample” on page 42.

2. Perform a Personal Profile service query or modify operation.

Choose urn:liberty:security:2003-08: nul | : X509 as the Authentication
Mechanism.

To test SSL (urn:liberty:security:2003-08:TLS:X509),

1. Import the Ceritificate Authority (CA) for the Web Server on the Identity
Provider (machine2) to the Web Server certificate database on the Service
Provider (machinel).

2. Run the sample service.

Follow the steps in the section “Running the Web Service Consumer Sample”
on page 42.
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Federation Management

Once you've created a Liberty web service environment, you can modify service
configurations or add new services to the system. This chapter provides
instructions for modifying authentication domains, entity descriptors, and
resource offerings. An Employee Profile Service sample is included to illustrate
how you use the Federation APIs to create a new service and enable it for
federation management.

Topics in this chapter include:

= “Overview of Authentication Domains and Providers” on page 49
= “Managing Authentication Domains” on page 50

= “Managing Entity Descriptors” on page 51

= “Managing Resource Offerings” on page 60

< “Adding a New Liberty Web Service” on page 64

= “Constructing a PAOS Request and Response” on page 72

Overview of Authentication Domains and
Providers

The Federation Management module provides an interface for creating, modifying,
and deleting authentication domains, remote providers and hosted providers. The
following steps demonstrate a basic Federation Management model:

1. Create an authentication domain.

2. Create one or more hosted providers that belong to the created authentication
domain.
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The

Create one or more remote providers that belong to the created authentication
domain. You must also include the metadata for the remote providers.

Establish a trusted relationship between the providers. A hosted provider can
choose to trust a subset of providers, either hosted or remote, that belong to the
same authentication domain.

following sections explain how to create and configure authentication

domains, remote providers, and hosted providers.

Managing Authentication Domains

This section describes how to create, modify, and delete authentication domains.

50

To Create An Authentication Domain

1.

Identity Server 2004Q2

Choose Authentication Domain from the View menu in the Federation
Management module.

Click New in the Navigation pane.
The Create Authentication Domain is displayed in the Data pane.

In the Create Authentication Domain window, enter the name of the
Authentication Domain.

Enter a value for the description of the Authentication Domain.
Enter a value for the Writer Service URL.

Writer Service URL specifies the location of the Writer service that writes the
cookie from the Common Domain. For example, if exanpl e. comis the common
domain, the URL could be:

http: //exanpl e. com 8080/ conmon/ wri t er
Enter a value for the Reader Service URL.

The Reader Service URL specifies the location of the service that reads the
cookie from the Common Domain. For example, if exanpl e. comis the common
domain, the URL could be:

http: // exanpl e. com 8080/ conmon/ t r ansf er

Choose a status of active or inactive.
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The default is active. This can be changed at any time during the life of the
Authentication Domain by selecting the Properties icon. Choosing inactive
disables Liberty communication within authentication domain, with respect to
the current installation of Identity Server.

8. Click OK.

The new Authentication Domain displays in the Navigation pane.

To Modify An Authentication Domain

1. Click on the Properties arrow next to the Authentication Domain you wish to
modify.

The properties of the Authentication Domain display in the Data pane.
2. Modify the properties of the Authentication Domain.
3. Click Save.

To Delete An Authentication Domain

Deleting an authentication domain does not delete the providers that belong to it. If
providers belong to an authentication domain that has been deleted, they remain
part of the authentication domain until they are explicitly removed. Additional
providers can not be added to an authentication domain that has been deleted.

1. Choose Authentication Domains from the View menu in the Federation
Management module.

All created Authentication Domains display in the Navigation pane.
2. Check the box next to the name of the Authentication Domain to be deleted.

3. Click Delete.

NOTE There is no warning message when performing a delete.

Managing Entity Descriptors

This section describes how to create, modify and delete entity descriptors. There
are two types of entity descriptors you can define; a container entity (which can
contain identity and service provider descriptors) and affiliate entities.
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Once you have created an entity descriptor (of either type), you can add
information for a contact person for that entity and a description of the
organization to which the person belongs. The contact person is generally
responsible for technical details concerning federation within his or her
organization.

NOTE The contact person and organization concepts only exist within
Federation Management, and have no correlation to the
organization and user Identity Server object types.

Creating and Managing Providers

Creating a provider descriptor through the Identity Server console is a two-step
process. First, you create an container entity. Next, you create the provider
descriptor associated with that entity.

Once the provider descriptor is defined, you can modify any of the provider’s
attributes by selecting Provider from the View menu located in the Navigation
pane.

To Create a Container Entity

1. Choose Entity Descriptors from the View menu in the Federation Management
module.

2. Click New. The Create Provider window is displayed.
3. Enter a value for the Entity ID.

The Entity ID should specify the URL identifier of the entity. It must be unique
across all entities.

4. Enter a description of the entity.
5. Select Provider from the Type option.
6. Click OK.

To Create and Manage a Provider Descriptor

1. Choose Entity Descriptors from the View menu in the Federation Management
module.

2. Select the Entity that will contain the provider.
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Select Provider from the View menu in the Navigation pane.

Click the New Provider button to display the first page of the New Provider
Wizard.

Select the provider type and enter information into the common provider
attribute fields. The fields are as follows:

Provider ID. The Provider ID should specify the URL identifier of the
provider. It must be unique across all remote and hosted providers.

Description. Enter a description of the provider.

Provider is of Type Identity. Decide if the provider is to be defined as an
identity provider. By default, all providers are service providers. If selected,
the Identity Provider option will additionally define the provider as an identity
provider.

Provider is Hosted (Local). If selected, the provider is a hosted provider. By
default (not selected), the provider is a remote provider.

Valid Until. This field allows you to enter the expiration date for the metadata
pertaining to the provider. Use the following format:

yyyy-mmdd hh: nmss. SZ
For example, 2004- 12-31 12: 30: 00. 0- 0800

Cache Duration. This field defines the duration period for the metadata to be
cached and uses the xs: durati on format.

Protocol Support Enum. This field defines the protocol release supported by
the entity. urn: liberty:iff:2003-08 refers to Identity Federation Framework
(ID-FF) 1.2 and urn; l'i berty:iff:2002-12 refers to Federation Identity
Framework (ID-FF) 1.1.

Security Key. The Security Key defines the Security Certificate alias. The
certificates are stored in the JKS keystore against an alias. This alias (the
Security Key) is used to fetch the required certificate.

Key Use.This field defines allowed key usage. You can choose encr ypt i on or
si gni ng.

Key Size. This field constrains the length of keys used by the consumer when
interacting with another entity.

Encryption Method. This field defines the encryption preferences URI.

Server Name ldentifier Mapping Binding. This field defines the SAML
authority binding at the identity provider to which identifier mapping queries
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are sent.

Additional Meta Locations. This field specifies the location of other relevant
metedata about the provider.

Click Next.

Enter the information for the communications and service provider attributes.
The fields are as follows:

Communication URLs

SOAP Endpoint URL. This field specifies the location for the receiver of SOAP
requests. This is used to communicate on the back-channel (non-browser
communication) through SOAP.

Single Logout Service URL. The Single Logout Service URL is used by a
service provider or identity provider to send and receive logout requests.

Single Logout Return URL. This specifies the URL to which logout requests
are redirected after processing.

Federation Termination Service URL. This field specifies the URL to which
federation termination requests are sent.

Federation Termination Return URL. This field specifies the URL to which
federation termination requests are redirected after processing.

Name Registration Service URL. This field uses the Name Registration
protocol that is used by a service provider to register its own Name Identifier
while communicating to an identity provider. Registration occurs only after a
federation session is established. This field defines the service URL used by a
service provider to register a Name Identifier with an identity provider.

Name Registration Return URL. This field uses the Name Registration
protocol that is used by a service provider to register its own Name Identifier
while communicating to an identity provider. Registration occurs only after a
federation session is established. The Name Registration Return URL is the
URL to which the identity provider sends back the status of the registration.

Communication Profiles

Federation Termination Profile. You can choose SOAP or HTTP/Redirect.
This field specifies if the SOAP or HTTP/Redirect profile is to be used to notify
of federation termination. This can be changed at any time during the life of the
provider.

Single Logout Profile. You can choose SOAP or HTTP Redirect. This field
specifies if SOAP or HTTP Redirect is to be used to notify a logout event. This
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can be changed at any time during the life of the provider.

Name Registration Profile. You can choose SOAP or HTTP/Redirect. This
field specifies if the SOAP or HTTP/Redirect profile is to be used for name
registration. This can be changed at any time during the life of the provider.

Server Relationship Term Notification URL. This field defines a URI
describing the profiles that the entity supports for relationship termination.

Single Sign-on/Federation Profile. This field specifies the profile used by the
hosted provider for sending authentication requests. Identity Server provides
the following protocols:

o Browser Post - specifies a front-channel (http POST-based) protocol.
o Browser Artifact - Backchannel (non-browser) SOAP-based protocol.
o LECP - Liberty Enabled Client Proxy.

Assertion Consumer URL. This field defines the provider end-point to which a
provider will send SAML assertions.

Assertion Consumer URL ID. This ID is required if Protocol Support Enum is
urn:liberty:iff:2002-12.

Set Assertion Consumer Service URL as Default. This option sets the
Assertion Consumer URL as the default.

Sign Authentication Request. This option, if enabled, specifies that the
provider send signed authentication and federation requests. The identity
provider will not process unsigned requests originated from the service
provider.

Name Registration After Federation. If enabled, this option allows for a
service provider to participate in name registration after it has been federated.
Name registration is a profile by which service providers specify a principal’s
name identifier that an identity provider will use when communicating to the
service provider.

If the provider you are creating is a local provider, enter data for the Identity
Server Configuration. If the provider is not local, skip this step. The fields are:

Provider URL. This field defines the URL of the local provider.
Alias. This field allows you to enter an alias name for the local provider.

Authentication Type. Remote/Local - This field specifies if the hosted
provider should contact an identity provider for authentication upon receiving
an authentication request (Remote), or if authentication should be done by the
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hosted provider itself (Local).

Default Authentication Context. This field specifies the authentication context
to be used if the identity provider does not receive it as part of a service
provider request. It also specifies the authentication context used by the service
provider when an unknown user tries to access a protected resource. The
default values are:

o Previous-Session

o Time-Sync-Token

o Smartcard

o MobileUnregistered

o Smartcard-PKI

o MobileContract

o Password

v Password-ProtectedTransport
o MobileDigitallD

o Software-PKI

Force Authentication at Identity Provider. This option indicates if the identity
provider must reauthenticate (even during a live session) when an
authentication request is received.

Request Identity Provider to be Passive. If selected, this option specifies that
the identity provider must not interact with the principal and must interact
with the user

Organization DN. This field specifies the storage location of the DN of the
organization if each hosted provider chooses to manage users across different
organizations leading to a hosted model.

Liberty Version URI. This field specifies the version of the Liberty
specification.

Name Identifier Implementation. This field allows the option for a service
provider to participate in name registration. Name registration is a profile by
which service providers specify a principal’s name identifier that an identity
provider will use when communicating to the service provider.

Provider Home Page URL. This field specifies the home page of the provider.
Single Sign-on Failure Redirect URL. This field specifies the home page of the
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provider.

Assertion Interval. This field specifies the validity interval for the assertion
issued by an identity provider. A principal will remain authenticated by the
identity provider until the assertion interval expires.

Cleanup Interval. This field specifies the interval of time to clear assertions
that are stored in the identity provider.

Artifact Timeout. This field specifies the timeout of a identity provider for
assertion artifacts.

Assertion Limit. This field specifies the number of assertions an identity
provider can issue, or the number of assertions that can be stored.

Click Next.

Enter the values for the organization and contact person. For more
information, see To Add a Contact Person and Organization.

Click Next.
Select the authentication domains to which the provider will belong.

Use the direction arrows to move a selected authentication domain into the
Auvailable list. Click Save. This will assign the provider to the authentication
domain. A provider can belong to one or more authentication domains,
however a provider without any authentication domains specified can not
participate in Liberty communications. Click Save.

Click Finish.

Creating and Managing Affiliates

In the Identity Server console, you create an affiliate through the New Entity page.
Once the affiliate descriptor is defined, you can modify any of the affiliate’s
attributes and manage the members of the affiliation by selecting Affiliates from
the View menu located in the Navigation pane.

To Create an Affiliate Entity

1.

Choose Entity Descriptors from the View menu in the Federation Management
module.

Click New.
Enter a value for the Entity ID.
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The Entity ID should specify the URL identifier of the entity. It must be unique
across all entities.

Enter a description of the entity.
Select Affiliate from the Type option.
Enter the Affiliate ID.

The Affiliate ID should specify the URL identifier of the affiliate. It must be
unique across all entities. This field is required.

Enter the Affiliate Owner ID.

The Affiliate OwnerlD is the Provider ID of the owner or parent operator of the
affiliate, from which additional metadata can be received. This field is
required.

Click OK.

Manage an Affiliate Descriptor

Choose Entity Descriptors from the View menu in the Federation Management
module.

Select the Entity that will contain the Affiliate.
Select Affiliates from the View menu in the Navigation pane.
Modify the affiliate attribute fields. The fields are as follows:

Valid Until. This field allows you to enter the expiration date for the metadata
pertaining to the affiliate in the following format:

yyyy-mmdd hh: nmss. SZ
For example, 2004- 12-31 12: 30: 00. 0- 0800

Cache Duration. This field defines the duration period for the metadata to be
cached and uses the xs: durati on format.

Security Key. The Security Key defines the Security Certificate alias. The
certificates are stored in the JKS keystore against an alias. This alias (the
Security Key) is used to fetch the required certificate.

Key Use.This field defines allowed key usage. You can choose encr ypt i on or
si gni ng.

Key Size. This field constrains the length of keys used by the consumer when
interacting with another entity.
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Encryption Method. This field defines the encryption preferences URI.

Affiliate Members. This field allows you to define one or more providers that
will be members of the affiliation. The providers that are displayed are
pre-defined in existing container entity descriptors.

Use the direction arrows to move a selected provider into the Available list.
Click Save. This will assign the provider to the authentication domain. A
provider can belong to one or more affiliates.

Click Save.

To Add a Contact Person and Organization

1.

Choose Entity Descriptors from the View menu in the Federation Management
module.

Click the Properties arrow next to the entity you wish to modify.

In the Data pane, choose General from the View menu (this is the default
view).

Enter a general description of the contact person and organization.
Enter a date in the Valid Until field.

This field allows you to enter the expiration date for the metadata pertaining to
the contact person. Use the following format:

yyyy-mmdd hh: nmss. SZ
For example, 2004- 12- 31 12: 30: 00. 0- 0800
Enter a value for the Cache Duration.

This field defines the duration period for the metadata to be cached and uses
the xs: durati on format.

Enter the following fields in the Contact Person section:

First Name. The first name of the contact person.

Last Name. The last name of the contact person.

Type. The contact type. This can be one of the following:
e Technical

*  Administrative
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« Other
Company. The contact person’s company name.

Liberty Principal Identifier. The name identifier that points to an online
instance of the contact person’s personal information profile (PIP).

Email. The email address of the contact person.
Telephone.The telephone number of the contact person.

Enter the following fields in the Organization section (all fields are
mandatory):

Name. The name of the entity’s organization.
Display Name. The name of the organization that is displayed to the principal.

URL. The URL of the organization. This URL is used by a user agent to direct a
principal for additional information on the entity.

Click Save.

Deleting Entity Descriptors

1. Choose Entity Descriptors from the View menu in Federation Management.
All created entities display in the Navigation pane.

2. Check the boxes of the entity descriptor you want to delete.

3. Click Delete.

NOTE There is no warning message when performing a delete.

Managing Resource Offerings

A resource offering is the association of a resource and a service instance.

60

Typ

ically, a single service instance will serve many resources. For example, a

personal profile service provider will serve multiple profiles to a single service
instance. It would be impractical to have a separate protocol endpoint for each
profile.
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The Discovery Service is an identity service that allows requestors to discover
resource offerings. In Identity Server, resource offerings can be stored and
managed in three different ways:

User Discovery Resource Offering - This is a resource offering associated with
particular user. To access the User Discovery Resource offering, select Users in
the Identity Management module, and choose Resource Offerings from the
View menu in the Navigation pane.

Dynamic Resource Offering - This is a resource offering associated with and
organization or role.

Resource Offering for Bootstrapping Mode - This resource offering is accessed
through the Discovery Service in the Service Configuration module. The
resource offering is sent to the service provider or web service client (WSC) in
the Single Sign-on assertion during Single Sign-on.

To Define Resource Offering

NOTE Steps 1 and 2 only apply to User Discover Resource Offering.

Enter a value for the Resource ID Attribute.
This field defines an identifier for a Resource ID value.
Enter the Resource ID Value.

This field defines the URI used to identify a particular resource. It must not be
a relative URI and should contain a domain name which is owned by the
provider that is hosting the resource. If a resource is exposed through multiple
Resource Offering elements, all of those resource offering elements should
have the same Resource ID value.

Example of a Resource ID value;
http://profile-provider.coniprofiles/14n0B82k15csalks

urn: libery:isf:inplied-resource

NOTE The following steps apply to all resource offering mechanisms.

3.

Enter a description of the resource offering in the Abstract field.
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Enter the Service Instance.
This field defines an active web service at a distinct endpoint.
Enter the Service Type.

This field contains the URI that defines the type of service that service instance
implements. For example:

urn: liberty:id-sis-pp:2003-08

Enter the Provider ID.

This field contains the URI of the provider of this service instance. For example:
http://profile-provider.com

Define the Service Description.

For each resource offering profile, at least one service description must be
defined. The service description fields are as follows:

Security Mechanism ID.This field lists all available security mechanisms that
the service instance supports, which define how a web service client
authenticates to the web service provider. Select the security mechanisms you
wish to add and click the Add button. To arrange the priority of the list, select
the mechanism and use the Move Up and Move Down buttons.

Brief SoapHttp Description. If selected (default), this provides inline the
information necessary to invoke basic SOAP-over-HTTP-based service
instances, without using Web Service Description Language (WSDL).

End Point. This field contains the URI of the SOAP-over-HTTP endpoint. The
URI scheme must be HTTP or HTTPS. For example:

https://soap. profil e-provider.conl soap

SOAP Action. This field contains the equivalent of the wsdl soap: soapActi on
attribute of the wsdl soap: oper ati on element in a WSDL-based description.

WSDL Reference. This field references an external concrete WSDL resource.

Service Namespace. This field references awsdl : servi ce element with the
WSDL resource, such that Ser vi ceNaneRef is equal to the wsdl : nare attribute
of the proper wsdl : service element.

Service Local Part. This field provides the local part of the qualified name of
the service namespace URI.
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8. Enter the Resource Offering Options.

This field lists the options available for the resource offering to provide hints to
a potential requestor whether certain data or operations are available to a
particular offering. If no option is specified, the service instance does not
advertise any available options.

9. Choose the resource offering Directives. The directives are as follows:

Authorize Requester. This directive is specified for discovery service provider
to include a SAML assertion containing a Resour ceAccessSt at enent in any
future Quer yResponse message.

Authenticate Session Context. This directive is specified for discovery service
provider to include a SAML assertion containing a Sessi onCont ext St at enent
in any future Quer yResponse message.

AuthenticateRequester. This directive must be used with any descriptions,
including the security mechanisms from Li ber t ySecMech which uses SAML
for message authentication.

EncryptResourcelD. This directive specifies that the discovery service must
not reveal the unencrypted resource ID to the clients. Currently, this directive
is not supported, so the resource ID will not be encrypted when this directive is
selected. If you wish to associate a directive with one or more description
elements in the resource offering, select the checkbox in front of that
Description ID. If none of the Description IDs are selected, the directive is
applied to all description elements provided in the resource offering.

10. Click Save.
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Adding a New Liberty Web Service

Adding a Liberty web service to Identity Server entails the following:
= Developing the Server-Side Code

= Configuring the Service Schema

= Setting Up the Back-End Data Store

= Deploying the Service on the Identity Provider

= Deploying the Client on the Service Provider

= Running the Web Service Client

Sample code for an Employee Profile service is provided with Identity Server to

illustrate how to implement and deploy a new data service instance in Identity
Server. The sample implements a Liberty Employee Profile service.

An Employee Profile Service Example

For deploying and running of this sample, you will need two Identity Server

installations. One serves as Liberty Service Provider (SP), and one serves as Liberty
Identity Provider (IDP). The Employee Profile service will be located in Identity

Provider, and client code in the forms of j sp files will be located in SP.

Table 3-1 Two machines required for this sample

Variable Placeholder Host Name Deployed on this host

machinel Wy, Spl. com * Service Provider

¢ Web Service Client (.jsp files)
machine2 waw, i dpl. com ¢ Identity Provider

« Discovery Service

« Employee Profile Service

The sample provides five .jsp files.
Table 3-2  JSPs provided in this sample

Name Description

i ndex. J sp Retrieves boot strapping resource offering for discovery service.

di scovery-nodify.jsp Adds Resource Offering for a user.
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Table 3-2  JSPs provided in this sample

Name Description

di scovery-query.jsp Sends query to discovery service for service resource offering.
id-sis-ep-nodify.jsp  Sends Data Service Modify request to modify user attributes.

i d-sis-ep-query.jsp Sends Data Service Query Request to retrieve user attributes

Developing the Server-Side Code

Since the Employee Profile service is a data service, when you develop its
server-side code, you must extend DSTRequest Handl er and implement its
processDSTRequest () method to process query and modify requests.

Identity Server provides sample code to demonstrate how you would develop and
deploy a new service. The Employee Profile service sample code is already written
and resides in the following directory:

IdentityServer_base/ sanpl es/ phase2/ si s- ep/ src/ ep

NOTE This sample does not provide instructions for implementing every aspect of a
complete service. For this example, note the following:

e Authorization is not enabled.

* The only authentication mechanism supported is
urn: liberty:security:2003-08: null:null

* SSL/X509 and SAML tokens are not supported.
« Uses simple-minded select string parsing instead of using XPATH API

e Afew attributes such as LI nternal JobTitle, LQJ, LCN, LAl tCN and
LLegal Nane not supported.

Identity Server's back-end data store is used in this sample to store the requested
Employee Profile data. The code for getting and setting the data is included in the
Service Management APIs. See “Defining A Custom Service” in the ldentity Server
Developer’s Guide.

Configuring the Service Schema

The xsd file which defines the Employee Profile service schema is the starting
point for developing the Employee Profile service server-side code.
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Invoke the j axb compiler on xsd files.

The Employee Profile service and the related schema files are gathered under
IdentityServer_base/SUNWam/samples/phase2/sis-ep/xsd.

a. Be sure that the j axb compiler xj ¢ is available somewhere in your
environment. If it is not available, download JWSDP 1. 3 from Sun's web
site.

http://java. sun.com

b. To make sure your are using the correct xj c. sh path inside the script
i nvoke_xj c. sh (which is under
IdentityServer_base/SUNWam/samples/phase2/sis-ep/bin), run the
following command:

# jar tvf install_dir/ SU\Vant i b/ am services.jar | grep
“inpl/runtine"

Based on the result, in the scripti nvoke_xj c. sh, replace the package name
behind the option - use-runti ne.

c. Be sure that JAVA HOVE environment variable in xj c. sh is set; it should
point to a JDK version equal to or higher than 1.4.

d. Invoke the scripti nvoke_xj c. sh:

# ldentityServer_base/SUNWam/samples/phase2/sis-ep/ bi n/
i nvoke_xj c. sh

A number of Java files are generated from the xsd files and are placed under
IdentityServer_base/SUNWam/samples/phase2/sis-ep/ xsd/ gen.

Compile the generated Java files.

a. If necessary, modify the | NSTALL_DI Rvariable in script
IdentityServer_base/SUNWam/samples/phase2/sis-ep/
bi n/ conpi | e_gen. sh.

b. Run the following command:

# ldentityServer_base/SUNWam/samples/phase2/sis-ep/
bi n/ conpi | e_gen. sh

A number of class files are generated and placed under
IdentityServer_base/SUNVni sanpl es/ phase2/ si s- ep/ cl asses. The
IdentityServer_base/ SUNVni sanpl es/ phase2/ si s- ep/ cl asses directory is
soft-linked from install_dir/ SUN\V&ni | i b which is already on the web container's
class path.
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3. Develop the Employee Profile service code. (See the introduction to
“Developing the Server-Side Code” on page 65.)

4. Compile the EP service code.

# cd IdentityServer_base/SUNWam/samples/phase2/sis-ep/ src
# make

The generated class files are placed under
IdentityServer_base/SUNWam/samples/phase2/sis-ep/ cl asses, together with
the class files compiled from the generated j axb Java files.

5. Set up the back-end data store.

See the following section.

Setting Up the Back-End Data Store

For more information about the back end data store and service management,
see the Identity Server Administration Guide.

To Set up the Back-End Data Store
1. Load the Employee Profile LDIF file. This is the Directory Server schema.

a.

b.

# cd ldentityServer_base/SUNWam/samples/phase2/sis-ep/ bi n
Modify | oad_| di f. sh.

Provide the values that are appropriate for your deployment for the
following parameters: installation directory, host name, directory server
port and password.

Runthe | oad_I di f. sh script:
# ./load_ldif.sh

This loads the Directory Server schema defined in
IdentityServer_base/SUNWam/samples/phase2/sis-ep/ | di f/ ep. | di f into
the Directory Server. The attribute names used in ep. | di f are the ones
used in Enpl oyeeProfile.javain
IdentityServer_base/SUNWam/samples/phase2/sis-ep/ src/ ep.

2. Load the Employee Profile service management schema.
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a. In IdentityServer_base/SUNWam/samples/phase2/sis-ep/
bi n, modify | oad_xni . sh.

Change the amadni n password. Change the installation directory, if
necessary.

b. Run the following command:
# ./l oad _xm.sh

This loads the Identity Server service management schema that is defined
in IdentityServer_base/SUNWam/samples/phase2/sis-ep/

xm / anli bert yEnpl oyeeProf i | e. xm into the Identity Server and
ultimately into Directory Server.

Note that the attribute names in anli bert yEnpl oyeeProfi | e. xm are the
same as those inep. I di f.

Deploying the Service on the Identity Provider

To Deploy the Service
1. Configure the SOAP Receiver to recognize EPRequest Handl er .

a. Log into Identity Server as Top-Level administrator.
b. Click the Service Configuration tab, and then select SOAP Binding.

c. Inthe right pane, add key=i dep| cl ass=ep. EPRequest Handl er to the
RequestHandler List.

Note that ep. EPRequest Handl er is the class name for
IdentityServer_base/SUNWam/samples/phase2/sis-ep/

src/ ep/ EPRequest Handl er . j ava which extends DSTRequest Handl er .
Also note that i dep will be part of the URI used to invoke the Employee
Profile service.

d. In/etc/opt/SUNVant confi g/ AMConfi g. properties, add ep. j axb to the
property com sun.identity.liberty.ws.jaxb. packageli st.

This is to let the SOAP binding layer knows about the Employee Profile
service j axb package which is new to the Identity Server platform.

2. Register the Employee Profile service to the default organization.
a. Log into Identity Server As Top-Level administrator.

b. In the Identity Management tab, in the View menu, choose Services.
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c. Click Add.

d. Inthe right pane, select "Liberty Employee Profile Service,” and then click
OK.

Create a user. For this example, name the user i dpUser .

Select "Liberty Employee Profile Service" in the "Available Services" list
creating i dpUser (otherwise EP modify will fail).

If i dpUser exists already (from deploying the Web Service Client sample, for
example), then just add the "Liberty Employee Profile Service" for this user.

This user will be used as the federated user on the Identity Provider side, also
for storage of Discovery Service resource offering and Employee Profile service
attributes. Deploy liberty samplel IDP to set up a runnable liberty scenario.

Deploy the Identity Provider.

Follow the instructions in the section “Deploying the Identity Provider” on
page 33. If this is done already, when running the Web Service Client sample,
for example, then skip this step.

Restart the web container in which Identity Server is running.

Deploying the Client on the Service Provider

To Deploy the Client

1.

Deploy the Service Provider.

Follow the instruction in the section “Deploying the Identity Provider” on
page 33. If this is already done, for example if you have already run the Web
Service Client sample, then skip this step.

Change protocol support of the remote Identity Provider to ID-FF 1.2.
a. Log into Identity Server as Top-Level administrator.

b. Click the Federation Management tab, and then in the View menu choose
Entity Descriptors.

c. Click the renot el DP entity ID from the list.
d. Inthe right pane, in the view menu, choose Provider.

e. Click the Edit link under Provider.
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f.  Inthe "Protocol Support Enum"” field, choose urn: | i berty:iff:2003- 08.
g. Click Save.
Replace the tags and hosts in di scovery-nodi fy.jsp andi ndex.j sp.

All the JSP files are under
IdentityServer_base/SUNWam/samples/phase2/sis-ep/

j sp/ . Use the Data Services Template client APl and Discovery client API
for sending query or modify requests and for receiving query or modify
responses.

o Replace | DP_SERVER PCRT with the server port of Identity Provider host.

o Replace SERVI CE_ DEPLOY_URI with the service deployment URI of the
Identity Provider host.

o Replace www. spl. comwith host name of the Service Provider host if
necessary.

o Replace www. i dpl. comwith host name of Identity Provider host if
necessary.

Deploy the JSP files.

Copy all the five JSP files to a sub directory of the document root of the web
container.

For example, if you are using Sun Java System Web Server 6.1, run following
command:

# nkdi r webserber_install_dir/ docs/ wsc

# cp is_install_dir/ SUN\Vam sanpl es/ phase2/ ep/ *. j sp
webserber_install_dir/ docs/ ep/

Create a user named spUser .
This user will be used as federated user on the Service Provider side.

Restart the web container in which Identity Server is running.
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Running the Web Service Client

Before you can run the Web Service Client, you must deploy a Service Provider and
an Identity Provider. If you have not done this yet, see “Creating a Liberty Web
Services Environment” on page 29 for detailed instructions.

1. Federate users spUser and i dpUser.

See “Creating a Liberty Web Services Environment” on page 29. Follow the
instructions for federating user accounts, performing single sign-on, and
performing single logout.

2. AsidpUser, perform a single sign-on again from the Service Provider to the
Identity Provider.

3. Inabrowser, connect to htt p: // machinel: sever port/ ep/ i ndex. j sp.

You will see the bootstrapping resource offering for Discovery Service and two
two buttons: "Send Discovery Lookup" and "Add PP Resource Offering."

4. Click "Add PP Resource Offering."

The di scovery-nodi fy. j sp page is displayed. The Employee Service resource
offering has been computed based on the bootstrapped Discovery Service
Resource Offering.

5. Click "Send Discovery Update Request."”,

The user's Employee Profile resource offering will be registered in i dpUser on
machine2.

6. Click the "Return to index.jsp" link.

This will bring you back to the i ndex. j sp page with the bootstrapped resource
offering.

7. Click "Send Discovery Lookup."
The di scovery-query.jsp page is displayed.

8. (Optional) If you leave the “ServiceType to look for” field blank, all service
instances will be returned.

You can enter a value in the "ServiceType to look for" field. Values are defined
in the Liberty Web Service Consumer specification.

9. Click "Send Discovery Lookup Request."

The Employee Profile resource offering added in Step 4 will be displayed.
Choose one of the following two options:
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o To query Employee Profile Service in machine2 for user attributes, click
"Send EP Query."

The id-sis-ep-query.jsp page is displayed.

In the Authentication Mechanism field, choose
urn:liberty:security:2003-08: null:null.You can change the "XPath
Expression" field to a different XPath expression for attribute selection. The
default is / EP/ Enpl oyeel D.

o To modify the user's employee profile attributes, click "Send PP Modify."
The i d-si s-ep-nodi fy. j sp page is displayed. The modify request is sent
to the Employee Profile Service in machine2.

In the Authentication Mechanism field, choose

urn: liberty:security:2003-08: null:null.Youcan modify the "XPath
Expression" field for attribute selection. The default is / EP/ Enpl oyeel D.
You can modify the Value field with new values for the attribute.

Constructing a PAOS Request and Response

72

Identity Server provides client PAOS APIs and a sample stand-alone Java
application to demonstrate how to set up and invoke a PAOS service interaction
between a client and a server. In a real-world deployment, the server-side code
would be developed by a service provider.

All the files required to use the sample are located here:
IdentityServer_base/ SUN\Van sanpl es/ phase2/ paos

The sample is based on the following scenario: a cell phone user subscribes to a
news service offered by his cell phone’s manufacturer. The news service
automatically pushes stocks and weather information to the user’s cell phone at
regular intervals. In this scenario, the manufacturer is the news service provider
and the individual cell phone user is the client or consumer.
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To Run the Sample PAOS Program

1. Set the environment variables.

o These environment variables will be used for running the make and grmake
commands, and for using the r un command. The Makefil e and run
command are in the same directory where the sample files are located:

IdentitySever_base/ SUNVn sanpl es/ phase2/ paos

o Set the JAVA HOVE variable to your installation of JDK. The JDK version
should be newer than JDK 1.3.1

2. Inthe directory I dentityServer base/ SU\an sanpl es/ phase2/ paos, run
gmake or make.

3. Copy the PACSA i ent Ser vl et . cl ass file to the IdentityServer_base/ SUNVan | i b
directory. Alternatively, you can make a soft-link in that directory back to this
class.

4. Register the Sample servlet.

In the file IdentityServer_base/ SUN\Van web- apps/ ser vi ces/ WEB- | NF/ web. xni |
insert these lines just after the last / servlet tag:

<servl et >
<ser vl et - name>PACSA i ent Ser vl et </ ser vl et - nane>
<descri pti on>PACSA i ent Ser vl et </ descri pti on>
<servl et -cl ass>PACBA i ent Ser vl et </ servl et - cl ass>
</ servl et>

Insert the following lines just after the last </ ser vl et - mappi ng> tag:

<servl et - mappi ng>
<servl et - nane>PACSA i ent Ser vl et </ ser vl et - nane>
<url-pattern> PACSO i ent Servl et</url -pattern>
</ servl et - mappi ng>

5. Restart the server.

6. Modify the run script to reflect your particular installation.
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7. Run PACSServer :
./run

You will see the output from the PACSSer ver program. You can also see the output
from PACSA i ent Servl et program in the Web Server's log file. For example, for
Sun Java System Web Server, in the Web Server instance directory, look in the | og
subdirectory for the err or s file.
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Service Configuration Attributes

This chapter provide summaries of service configuration attributes that come with
Identity Server. The chapter contains the following topics:

= “Discovery Service Attributes” on page 75
« “Liberty Personal Profile Service Attributes” on page 77

= “SOAP Binding Service Attributes” on page 80

Discovery Service Attributes

The Discovery Service attributes are global attributes. The values applied to them
are applied across the Identity Server configuration and are inherited by every
configured organization. (They cannot be applied directly to roles or organizations,
as the goal of global attributes is to customize the Identity Server application). The
Discovery Service attributes are:

= Provider ID

= Supported Authentication Mechanisms

= Supported Directives

« Do Policy Evaluation for DiscoveryLookup

= Do Policy Evaluation for DiscoveryUpdate

e Class for Authorizer Plugin

= Class for Discovery Service Entry Handler Plugin
e Classes For Resource ID Mapper Plugin

= Generate Session Context Statement for Bootstrapping
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« Resource Offerings for Bootstrapping

Provider ID

This attribute defines the unique identifier used for this Discovery Service. For
example:

htt p: // exanpl e. com 58080/ anser ver/ Li berty/ di sco

Supported Authentication Mechanisms

This attribute specifies the authentication mechanisms supported by the Discovery
Service. By default, all of the mechanisms are selected. If an authentication
mechanism is not selected, and a WSC sends a request using that authentication
mechanism, the request will be rejected without passing it to the corresponding
WSP.

Supported Directives

This attribute allows you to select the directives that are supported by the
Discovery Service. If a service provider wants to insert an entry with an
unsupported directive, the request will fail.

Do Policy Evaluation for DiscoveryLookup

If selected, the service will perform a policy evaluation for the Di scover yLookup
operation. By default, the option is not selected.

Do Policy Evaluation for DiscoveryUpdate

If selected, the service will perform a policy evaluation for the Di scover yUpdat e
operation. By default, this option is not selected.

Class for Authorizer Plugin
This attribute defines the classname and classpath used for policy evaluation.

Class for Discovery Service Entry Handler Plugin

This attribute defines the classname and classpath used to set or retrieve
Di scoEntri es.
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Classes For Resource ID Mapper Plugin

This attribute contains a list of entries that are used to generate the Resource ID for
a resource offering configured for an organization or role. The entries contain a
key/value pair (separated by “|”) in the following format:

provi der | D=provi der | D cl assnanme_cl asspat h

To add a new request handler, click the add button. The key and value parameters
are required.

Generate Session Context Statement for Bootstrapping

This option specifies whether to generate a Sessi onCont ext St at enent for
bootstrapping. Sessoi nConxt ext in the Sessi onCont ext St at enent is needed by the
Discovery Service to support the Aut heni cat eSessi onCont ext directive. By
default, this option is not selected.

Resource Offerings for Bootstrapping

This attribute defines the service’s resource offering for bootstrapping. After Single
Sign-on (SSO), this resource offering and its associated credentials will be sent to
the client in the SSO assertion. Only one resource offering is allowed for
bootstrapping. If you have not defined a resource offering, click New. If you wish
to edit an existing resource offering, click the Edit link. For more information
defining a resource offering, see “Managing Resource Offerings” on page 60.

Liberty Personal Profile Service Attributes

The Liberty Personal Profile service attributes are global attributes. The values
applied to them are applied across the Sun Java System ldentity Server
configuration and are inherited by every configured organization. (They can not be
applied directly to roles or organizations as the goal of global attributes is to
customize the Identity Server application.)

The Liberty Personal Profile Service Attributes are:
= Resource ID Mapper

= Authorizer

= Attribute Mapper

= Provider ID

e Name Scheme
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< Namespace Prefix

= Supported Containers

< PPLDAP Attribute Map List

= Require Query PolicyEval

« Require Modify PolicyEval

= Extension Container Attributes

= Extension Attributes Namespace Prefix

Resource ID Mapper

This attribute specifies the mutual implementation of a resourcelD to the User DN.

Authorizer

This attribute defines the default implementation of the Personal Profile Service
service authorization.

Attribute Mapper

This attribute defines the mapping between a Liberty Personal Profile service
attribute to a user attribute. Format:

Li bertyPersonal ProfileAttribute=ldentityServerAttribute
For example:

Al t ON=Sunl dent i t ySer ver PPConmonNaneAl t CN

Provider ID

This attribute defines the unique identifier used for this Liberty Personal Profile
Service. For example;

htt p: // exanpl e. com 58080/ anser ver/ Li berty/ i dpp

Name Scheme

This attribute defines the naming scheme that will be used for the Liberty Personal
Profile Service common name. For example, you can specify first and last name, or
first, middle and last name.
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Namespace Prefix

This attribute specifies the namespace prefix to be used for Liberty Personal Profile
Service XML protocol messages. NameSpace is used to differentiate the elements
that come from different XML schemas. Namespace prefix is a prefix to the element
and will be useful to define XML metadata from different XML schema
namespaces.

Supported Containers

This attribute defines the list of supported Personal Profile containers. To add a
container, click the Add button. Enter the key value pair in the provided fields and
click OK.

PPLDAP Attribute Map List

This attribute list specifies the mapping for the Personal Profile attributes defined
in the Liberty Il specification to the Identity Server Personal Profile service
attributes.

For example, in the mapping scheme,

JobTi t| e=sunl dent i t yServer PPEnpl oynent | dentityJobTitle,

sunl dent i t ySer ver PPEnpl oynent | dent i t yJobTi t| e is the Identity Server attribute
that maps to the Liberty Protocol’s JobTi t | e attribute.

Require Query PolicyEval
If selected, this option requires a policy evaluation to be performed for Personal
Profile service queries.

Require Modify PolicyEval

If selected, this option requires a policy evaluation to be performed for Personal
Profile service modifications.

Extension Container Attributes

This attribute specifies the list of extension container attributes for the Personal
Profile service.

Extension Attributes Namespace Prefix

This attribute defines the namespace prefix for the extensions defined in Extension
Container Attributes.
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SOAP Binding Service Attributes
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The SOAP Binding Service attributes are global attributes. The values applied to
them are carried across the Sun Java System Identity Server configuration and
inherited by every configured organization. (They can not be applied directly to
roles or organizations as the goal of global attributes is to customize the Identity
Server application.)

The SOAP Binding Service attributes are as follows:
= Request Handler List
= Web Service Authenticator

= Supported Authentication Mechanisms

Request Handler List

This attribute stores information about a Web Service Provider (WSP) deployed in
Identity Server. It lists entries that contain a key/value pair (separated by “|”). For
example:

key=di sco| cl ass=com exanpl e.identity.|iberty.ws.disco.D scoveryService|soa
pActions=sal sa2 sa2

To add a new request handler, click the add button. The key and class parameters
are required. The parameters are:

key. This defines the second part of the URI path for the SOAP endpoint of the
WSP. The first part is defined as Liberty by the SOAP services. For example, if
you define di sco as the key, the SOAP endpoint for the Discovery service is:

protocol ://host nane: port/del oy_uri/Liberty/disco

class. This parameter specifies the name of the implementation class for the
WSP. The Liberty SOAP layer provides a handler interface to be implemented
by each WSP to process the requested message and then return a response.

soapActions. This is an optional parameter that specifies supported
SOAPActions. If this parameter is not specified, all SOAPActions are
supported. If a Web Service Consumer (WSC) sends a request with an
unsupported SOAPAction, the request will be rejected by the SOAP layer
without passing it one to the corresponding WSP.
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Web Service Authenticator

This attribute defines the implementation class for the \ebSer vi ceAut heni cat or
interface, which authenticates and generates a credential for a Web Service
Consumer (WSC), based on the request.

Supported Authentication Mechanisms

This attribute specifies the authentication mechanisms supported by the SOAP
endpoint. By default, all of the mechanisms are selected. If an authentication
mechanism is not selected, and a WSC sends a request using that authentication
mechanism, the request will be rejected by the SOAP layer without passing it to the
corresponding WSP.
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Chapter 5

Using the Web Services Client APIs

Sun ™ Java System Identity Server 2004Q2 provides a Federation Management
framework for creating, discovering, and consuming identity services. This chapter
provides engineering notes and summaries of Java classes and APIs that you can
use to extend the framework. The SOAP-based invocation framework includes the

following components and core identity services:

“Trusted Authority” on page 85
“SOAP Binding” on page 86
“Authorization” on page 88
“Discovery Service” on page 89
“Data Services Template” on page 91
“Personal Profile Service” on page 92
“Interaction Service” on page 97
“Metadata Specifications” on page 98

“PAOS” on page 98
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Federation Packages and Global Interfaces

Table Table 5-1 summarizes the public APIs you can use to deploy Liberty Il
components or extend the core services. For detailed API reference that includes
classes, methods and their syntax and parameters, see the Javadocs at

/ opt / SUNV&ni docs/ am publ i ¢_j avadocs. j ar .

Table 5-1  Summary of Liberty Il Web Services Packages

Package Name

Description

comsun.identity.liberty.

comsun.identity.liberty.ws.

comsun.identity.liberty.ws.

comsun.identity.liberty.ws.

comsun.identity.liberty.ws.

comsun.identity.liberty.ws.

comsun.identity.liberty.ws.

comsun.identity.liberty.ws.

Ws.

conmon. wsse

di sco

di sco. pl ugi ns

dst

interaction

interfaces

paos

security

Provides an interface for Web Service Security X.509 Certificate Token
Profile. See “Authorization” on page 88.

Provides interfaces to manage liberty discovery service. See
“Discovery Service” on page 89.

Provides interfaces to manage liberty discovery service. See
“Discovery Service” on page 89.

Provides interface to manage liberty ID-WSF Data Service Template.
See “Data Services Template” on page 91.

Provides classes to support Liberty Interaction RequestRedirect
Profile. See “Interaction Service” on page 97.

Provides interfaces common to all liberty services.

Provides classes for web application to construct and process PAOS
request and response.“PAOS” on page 98.

Provides interface to manage liberty ID-WSF security
mechanisms.“Security Token Manager” on page 85.

Table 5-2 summarizes classes used by all Liberty service components, and
interfaces common to all Liberty services. All of these are Included in package
comsun.identity.liberty.ws.conmon.

Table 5-2  Common Liberty Il Classes and Interfaces

Class or Interface Name

Description

LogWki |

Status

Aut hori zer

Included in package com.sun.identity.liberty.ws.common.

Class that represents a common status object. Included in package
com.sun.identity.liberty.ws.common.

Interface for identity service to check authorization of a WSC. Included in
package com sun.identity.liberty.ws.comon.interfaces.
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Table 5-2  Common Liberty Il Classes and Interfaces (Continued)

Class or Interface Name

Description

Resour cel DVapper

Interface Used to map between an userlD and the ResourcelD associated with it.
Included in package com sun.identity.|iberty.ws.comon.interfaces.

Trusted Authority

The Trust Authority component provides APIs for creating security tokens used
for authentication and authorization in accordance with the ID-WSF Security
Mechanisms Specification. Both WSS X509 and SAML tokens are supported.

Security Token Manager

This is the entry class for the security package
comsun.identity.liberty.ws.security.You can call methods in this class to
generate X509 and SAML tokens for message authentication or authorization. It is
designed as a provider model, so different implementations can be plugged in if
the default implementation does not meet your requirements.

Table Table 5-3 summarizes the Liberty security APIs included in
comsun.identity.liberty.ws.security. For detailed API reference, including
methods and their syntax and parameters, see the Javadocs at

/ opt / SUN\Vant docs/ am publ i ¢_j avadocs. j ar.

Table 5-3 Security APIs

Class Name

Description

Securi t yTokenProvi der
Pr oxySubj ect

Resour ceAccessSt at enent

SecurityAssertion

Securi t yTokenManager

Sessi onCont ext

Sessi onCont ext St at enent

Sessi onSubj ect

A provider interface for managing WSS security tokens.

Represents the identity of a proxy, the confirmation key and confirmation
obligation the proxy must possess and demonstrate for authentication purpose

Conveys information regarding the accessing entities and the resource for which
access is being attempted

Provides an extension to Assertion class to support ID-WSF
ResourceAccessStatement and SessionContextStatement

A final class that provides interfaces to manage Web Service Security (WSS)
Tokens.

Represents session status of an entity to another system entity.

An element that conveys session status of an entity to another system entity
within the body of an <saml:assertion> element.

Represents a liberty subject with associated session status.
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Table 5-3 Security APIs (Continued)

Class Name Description

Bi narySecurityToken The class BinarySecurityToken provides interface to parse and create X.509
Security Token depicted by Web Service Security: X.509

WESEConst ant s

SOAP Binding

The SOAP Binding component is designed to be a generic transport layer for
handling SOAP messages.

Table 5-4 Summarizes the APIs for SOAP binding. For detailed API reference,
including methods and their syntax and parameters, see the Javadocs at
/ opt / SUNV&ni docs/ am publ i ¢_j avadocs. j ar .

Table 5-4  APIsfor SOAP binding.

Class Name Description

Message Used by web service client and server to construct a request or response.

Correl ati onHeader Represents the Correlation element defined in the SOAP binding schema.

Consent Header Represents the Consent element defined in the SOAP binding schema.

UsageDi rect i veHeader This is the default constructor.

dient Provides web service clients with a method to send requests using a SOAP connection

to web service servers.

SQAPRecei ver Defines a SOAP Receiver which supports SOAP over HTTP binding.
Request Handl er This interface must be implemented by web service in order to receive requests from a
client.

A client-side API is provided so that any web server client can talk to the server's

SOAP end point. A server-side hook, the Request Handl er interface, is provided so
that any web service provider can easily be plugged into the Liberty Identity web

service framework.
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Plugin a new Web Service Provider

1. The web service provider needs to implement the Request Handl er interface,
which will be called to do service specific processing.

Code Example 5-1 New Web Service Provider

/**

* The RequestHandl er interface needs to be inplenented
* by web services in order to receive request fromclient.
*/
public interface RequestHandl er {
/**
* Generates a response according to the request
* @aram request request nmessage object
* @eturn response nessage
*/

public Message

pr ocessRequest (

Message request

2. The web service provider need to register the RequestHandler in the SOAP
service together with a second level URI. SOAP service registers the top level
servlet mapping URI in web.xml: <servlet>

<servl et - nane>WBSQAPRecei ver </ ser vl et - nane>

<servl et-class>comsun.identity.liberty.ws. soaphi ndi ng. SOAPRecei ver </ ser vl
et -cl ass>
</servl et>
<ser vl et - mappi ng>
<ser vl et - name>WBSQAPRecei ver </ ser vl et - name>
<url-pattern>/Liberty/*</url-pattern>
</ servl et - nappi ng>

For example, a personal profile service provider could register i dpp URI with the
SOAP service. Registration is done through Identity Server administration console
by adding the key/handler class mapping to the SOAP service Request Handler
List field:

key=i dpp| cl ass=com sun. i dentity.|iberty.ws.idpp. PPRequest Handl er
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If the SOAP service receives any requests to the / Li berty/ i dpp URI, the registered
ID-SIS-PP Request Handl er will be invoked to process the request, and return will
be sent as response to the requester.

Authorization

When a web service consumer contacts a web service provider, the consumer may
convey both sender identity and invocation identity. The web service provider
must make an authorization decision based on one or both identities. Identity
Server depends on the policy framework to perform access evaluation.

Creating an SSO Token

Identity Server framework requires an SSO token in order to perform policy
evaluation. The SSO token is created in the SOAP layer. Any web service provider
can use the SSO token to perform policy evaluation.

SOAP creates the SSO token after successful peer and/or message authentication.
The subject of the certification used in peer or message authentication, or in both,
will be set as the subject of the SSO token. An SPI interface is defined to create an
SSO token based on the SOAP message and/or HTTP servlet request.The Sender
Identity, Authentication Mechanism, and SOAP Message properties will be set in
the SSO token.

Creating a Policy

You must create a policy for the identity service. See the ldentity Server
Administration Guide for detailed steps for creating a policy. Specify the policy
subject, roles, and so forth that you want to use for authorization to be enforced.

Table 5-5 summarizes the Security Token APls included in
com.sun.identity.liberty.ws.common.wsse. For detailed API reference, including
methods and their syntax and parameters, see the Javadocs at

/ opt / SUN\Véni docs/ am publ i ¢_j avadocs. j ar.

Table 5-5  Binary Security Token APIs

Class Name Description

Bi narySecurityToken The class BinarySecurityToken provides interface to parse and create X.509
Security Token depicted by Web Service Security: X.509

WESEConst ant s
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Discovery Service

A Discovery Service describes and discovers identity services. By default, a
Discovery service is implemented as one of the identity web services in Identity
Server. Discovery Service provides four interfaces:

e Authorizer
e DefaultDiscoAuthorizer
= ResourcelDMapper

= DiscoEntryHandler

Authorizer

The classcom sun.identity.liberty.ws.interfaces. Authorizer isan interface
to enable Identity service to check authorization of a Web Service Client.

DefaultDiscoAuthorizer

Thecomsun.identity.liberty.ws.disco.plugins.Defaul t D scoAuthori zer is

the Discovery Service default implementation. This implementation uses the policy
service defined in sunl dent i t ySer ver Di scover ySer vi ce. In this policy definition,

a policy resource uses the form;

ServiceType + RESOURCE_SEPERATOR + ProviderID.
Example:
urn:liberty:id-sis-pp:2003-08; http://exanpl e.com

Policy credentials are SSOToken for Authentication Users or Wb Service
dients. The actions are Di scoConst ant s. ACTI ON_LOCKUP or
D scoConst ant s. ACTI ON_UPDATE.

You can write a policy plugin to process and use the information passed in
through the environment variable. Or you can define a complete new policy
service and implement your own Authorizer plugin.

ResourcelDMapper

The class comsun.identity.liberty.ws.interfaces. Resourcel DVapper is an
interface that is used to map a user | Dto the Resour cel Dassociated with it.

A different implementation of the interface may be developed by different service
provider. The implementation classes should be given to the provider that hosts
Discovery Service. The mapping between the provi der | Dand the implementation
class can be configured through the "Class for ResourcelD Mapper Plugin” field in
Discovery Service.
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Discovery Service provides two implementations for this interface.
comsun.identity.liberty.ws.disco.plugins. Def aul t 64Resour cel DVapper
assumes the format of ResourcelD is:

providerID + "/" + the Base64 encoded userIDs

In this example,
comsun.identity.liberty.ws.disco.plugins. Def aul t HexResour cel DVapper
assumes the format of ResourcelD is:

providerID + "/" + the hex string of userID.

DiscoEntryHandler

The class com sun.identity.|iberty.ws.disco.plugins. D scobntryHandl er is
an interface that is used to get and set Di scoEnt ri es for a user. A default
implementation is provided for this Discovery Service. If you want to handle

D scoEnt ry differently, implement this interface and set the implementing class to
D scoEntryHandl er Pl ugi ns d ass field in Discovery Service.

Discovery Service provides three implementations for this interface.

UserDiscoEntryHandler. This implementation gets or modifies discovery entries
stored at the user's entry in the attribute named sunl dent i t ySer ver D scoEntri es.
The resource offering is saved in a user entry. User Di scoEnt ryHand| er is used in
business-to-consumer scenarios such as the Personal Profile service.

DynamicDiscoEntryHandler. This implementation gets discovery entries stored
at the dynamic template in attribute named

sunl dent i tyServer Dynani cDi scoEnt ri es. Modification method is not supported
and always returns false. The resource offering is saved in an organization or a
role. Dynani cDi scoEnt ryHandl er is used in business-to-business scenarios such as
the Employee Profile service.

UserDynamicDiscoEntryHandler. This implementation gets a union of the
discovery entries stored at the user entry in attribute named

sunl dentityServer D scoEntri es and entries stored at the dynamic template in
attribute named sunl dent i t ySer ver Dynani cDi scoEnt ri es. It modifies discovery
entries stored at the user entry in the attribute named

sunl dentityServerD scoEntries. User Dynam cD scoEnt r yHandl er is used in both
business-to-consumer and business-to-business scenarios.
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Table 5-6

Data Services Template

Client APIs

Table 5-6 summarizes the Discovery Service client APIs included in
comsun.identity.liberty.ws.disco.For detailed API reference, including
methods and their syntax and parameters, see the Javadocs at

/ opt / SUN\Véni docs/ am publ i ¢_j avadocs. j ar.

Discovery Service Client APIs

Class Name

Description

Description
Directive

Di scoveryd i ent

Encr ypt edResour cel D

InsertEntry

Modi fy

Modi f yResponse
Query

Quer yResponse
RenoveEntry
Request edSer vi ce

Resourcel D

ResourceC fering

Servi cel nstance

D scoEnt ryHand| er

Represents a Description Type of a service instance.

Represents a discovery service DirectiveType element.

Provides methods to send Discovery Service query and modify.
Represents an Encryption Resource ID element for the Discovery Service.
Represents a Insert Entry for Discovery Modify request.

Represents a discovery modify request.

Represents a discovery response for modify request.

Represents a discovery Query object.

Represents a response for a discovery query request.

Represents a remove entry element for the discovery modify request.

Enables the requester to specify that all the resource offerings returned must be
offered via a service instance complying with one of the specified service type.

Represents a discovery service resource ID

Associates a resource with a service instance that provides access to that
resource

Describes a web service at a distinct protocol endpoint.

An interface used to get and set DiscoEntries for a user. Contained in the
com.sun.identity.liberty.ws.disco.plugins package.

Data Services Template

The Data Services Template is designed to be a base layer that can be extended by
any data services instance. An example of a data service a personal profile service
such as a online corporate directory. When you want to contact a colleague, you
conduct a search based on the individual’s name, and the service returns
information associated with your colleague’s identity. The information may
include the individual’s office location and phone number, as well as other data
such as his job title and department name.
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The Data Services client APls for the template provide the building blocks for
implementing a data service on top of the Identity Services framework. The
template defines how to query and modify data stored in a data service, and
provides some common attributes for the data services. From the implementation
point of view, all the data identity services must be built on top of the template.
The Data Service Template provides the data model and the message interfaces for
all data services.

Client APIs

Table 5-7 summarizes the Data Services client APIs included in
com.sun.identity.liberty.ws.dst. For detailed API reference, including methods and
their syntax and parameters, see the Javadocs at

/ opt / SUN\V&ni docs/ am publ i c_j avadocs. j ar.

Table 5-7  Data Service Client APls

Class Name Description

DSTA i ent Provides common functions for the Data Service Templates query and modify
option.

DSTDat a Provides a wrapper for any data entry.

DSTModi fi cation
DSTMwodi fy

DSTModi f yResponse
DSTQuery
DSTQueryltem
DSTQuer yResponse
DSTExcepti on

Represents a Data Services Template modification operation.
Represents a Data Services Template modify request.

Represents a Data Services Template response for DST modify request.
Represents a Data Services Template query request.

The wrapper for one query item for Data service.

Represents a Data Services Template query response.

Represents an error while processing Data Service Templates query or modify
requests.

Personal Profile Service

A Personal Profile service (ID-PP) is a data-oriented identity web service hosted by
an attribute provider for web service clients. It is designed to make public the user
personal profiles in the World Wide Web. Examples of personal profile services
used in a company are the corporate calendar or phone book which provide
information associated with an employee’s individual identity.

Identity Server provides a framework for developing identity web services, and
also provides a built-in personal profile service that you can deploy.
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Before the Web Service Client posts a query or a modify request, the Personal
Profile service for a specific resource must be registered with Discovery Service.
This is done by updating a resource offering for a specific resource. The invocation
of the personal profile starts when a web services client posts a query or a modify
request to the Personal Profile service on behalf of the user.

How It Works

1. A web services consumer posts either a query or a modify request to the
Personal Profile service by keeping appropriate credentials based on the
security profile that it is using to communicate.

2. The client's SOAPRequest is received by the SOAPRecei ver provided by the
SOAP binding framework. The SOAP framework authenticates the web
services client and invokes the corresponding service.

3. The Personal Profile service handler parses the request and evaluates the
authorization for each item in the request. Policy enforcement is done by
making use of Identity Server Policy framework. The processing of each
request is subject to the processing rules specified by the Liberty Data
Template specification.

4. The Personal Profile service responds to query and modify requests. For query
requests, the service builds a personal profile container (as defined by the
specification). This is an xml blob based on the Query Select expression. The
Personal Profile attribute values are extracted from the data store by making
use of the attribute mapper. The attribute mapper is defined by the service xml
definition, and these values will be used while building the xml container.

The Personal Profile service then applies xpat h queries on the xml blob and
gives us the resultant xml data node. For modify requests, it parses the
Modifiable Select expression and updates the new data from the new data
node in the request.

5. Finally, the Personal Profile service builds a service response and adds
credentials (if they are required), then sends it back to the web services client.

Notes on Customizing the Personal Profile
Service

This Personal Profile service is completely customizable and provides multiple
levels of customization that you can implement to meet your company’s needs.
These include:
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= Attribute Mapping
= Authorization

< Containers

= Extensions

= Rewriting the whole service

Attribute Mapping

Each Personal Profile attribute defined by the Liberty Personal Profile service has a
one-to-one Identity Server Personal Profile service attribute. However, we do not
need to use the same attributes, instead, we could specify attribute mappings with
any other user attributes. These attribute mappings are defined as a global attribute
in the personal profile service xml definition.

In the following example, Liberty i nf or mal Nane is mapped to a user's ui d which is
defined by | DSer vi ce:

<AttributeSchema name="sunl dentityServer PPDSAtt ri but eMapLi st™”

type="list"

syntax="string"

i 18nKey="p108" >

<Def aul t Val ues>
<Val ue>CN=sunl dent i t ySer ver PPCormonNaneCN</ Val ue>
<Val ue>FN=sunl dent i t ySer ver PPCormonNaneFN</ Val ue>
<Val ue>MN\=sunl dent i t ySer ver PPCormonNaneM\K/ Val ue>
<Val ue>SN=sunl dent i t ySer ver PPCormonNaneSN</ Val ue>
<Val ue>I nf or mal Narme=ui d</ Val ue>

</ Attribut eSchema>

Authorization

The authorization component is a plug-in to the Personal Profile service and is
defined by the service as a global attribute. The plug-in implementation must
implement the Aut hori zer interface as defined by API.

The following the default plug-in implementation;

<AttributeSchema name="sunl dentityServer PPDSAtt ri but eMapLi st*"
type="list"
syntax="string"
i 18nKey="p108" >
<Def aul t Val ues>
<Val ue>CN=sunl dent i t ySer ver PPCormonNaneCN</ Val ue>
<Val ue>FN=sunl dent i t ySer ver PPCormonNaneFN</ Val ue>
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<AttributeSchema name="sunl dentityServer PPDSAtt ri but eMapLi st™”
<Val ue>M\=sunl dent i t ySer ver PPCormonNaneM\K/ Val ue>
<Val ue>SN=sunl dent i t ySer ver PPCormonNaneSN</ Val ue>
<Val ue>I nf or mal Narme=ui d</ Val ue>
</ AttributeSchena>

The default authorization plug-in uses the Identity Server policy framework and
defines four different policy action values for the query and nodi f y operations:

e Allow

= Deny

= Interact For Consent
= Interact For Value.

The resource values for the rules are similar to x- pat h expressions defined by the
Personal Profile service. For example, a rule can be defined as follows:

| PP/ CommonNane/ Anal yzedNane/ FN Query Interact for consent
| PP/ CommonNane/ * Mdify Interact for value
[ PP/ I nf or nal Nane Query  Deny

Here, the subjects can be defined as web services clients.

The policy enforcement can be turned off globally by a boolean flag defined by the
service xni file.

Containers

The Liberty Personal Profile specification defines all the Personal Profile attributes
as container leaf attributes so that they can be easily referencable. Identity Server
defines each Personal Profile container as a pluggable entity. The service can also
limit the number of personal profile containers that it would like to support by
defining them as a global service attribute value.

Each container implements a container interface | DPPCont ai ner . For example,
ConmonNarne is a Personal Profile container. The container is defined as follows.

public class | DPPConmonNane i npl ements | DPPCont ai ner {
HETTEEEELLTTT
}
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Note that container implementations are not configurable through Service
Configuration.

Extensions

The Liberty Personal Profile service allows you to specify extension attributes that
are not defined by the Liberty specification. These extensions can be specified for
any container or at the container leaf level. The Identity Server Personal Profile
service, however, allows you to specify only the extension attributes at the
container-level extension element. For example, all the extensions should be
defined as follows:

/ PP/ Ext ensi on/ PPl SExt ensi on [ @ane=" extensionattribute']

A typical extension query expression for an extension attribute is as follows:

/ pp: PP/ pp: Ext ensi on/ i spp: PPl SExt ensi on[ @are=" credi tcard']
Note: The prefix for the PPl SExtensionis different., and the schema for the

PP extension is as foll ows
<?xm version="1.0" encodi ng="UTF-8" ?>
<xs: schema xm ns: xs="htt p:// wan w3. or g/ 2001/ XM_Scherma"
xm ns="http://ww. sun. condidentity/liberty/pp"
t ar get Namespace="htt p: // wwv. sun. coni i dentity/liberty/ pp">
<Xs: annot at | on>
<xs: docunent at i on>
</ xs: docunent at i on>
</ xs: annot at i on>

<xs: el ement name="PPI SExt ensi on" >
<xs: conpl exType>
<xs: si npl eCont ent >
<Xxs: ext ensi on base="xs:string">
<xs:attribute name="name" type="xs:string" use="required"/>
</ xs: ext ensi on>
</ xs: si npl eCont ent >
</ xs: conmpl exType>
</ xs: el enent >
</ xs: schema>

Rewriting the whole service

Personal Profile Service is completely replacable by using the existing web services
framework. Each web service needs to register with the SOAP service by specifying
a handler. The handler extends from the SOAP's request handler.
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The default Personal Profile Service is registered as follows:

<Attribut eSchema name="Request Handl erLi st"
type="list"
syntax="string"
ui type="name_val ue_|ist"
i 18nKey="a101">
<Def aul t Val ues>

<Val ue>key=di sco| cl ass=com sun. i dentity.liberty.ws. di sco
. Di scover yServi ce</ Val ue>

<Val ue>key=i dpp| cl ass=com sun.identity.|iberty.ws.idpp.P
PRequest Handl er </ Val ue>
</ Def aul t Val ues>
</ Attribut eSchena>

Interaction Service

An identity service provider sometimes needs to interact with the owner of the
exposed resources to get the owner's consent or to get additional data. Identity
Server provides a framework to support interactions between web service
providers and resource owners. The framework is based upon the Liberty ID-WSF
Interaction Service.

The Interaction Service specifies two different mechanisms to facilitate interactions
between an identity service provider and a resource owner:

= The identity service provider and web service consumer can cooperate to
redirect the resource owner to the identity service provider and back to the
web service consumer.

= Interaction Service can be hosted as a web service. This service can be offered
by a trusted web service consumer as well as by a dedicated provider that has
a reliable means of communication with the resource owner. The identity
service provider would interact with this interaction service by exchanging
SOAP messages.

Interaction Service provides interfaces:

com.sun.liberty.ws.interaction.wspredirecthandler. points to the URL at which
WBPRedi r ect Handl er servlet is deployed.

com.sun.liberty.ws.interaction.wspstylesheet. points to the URL at which the
XSLT sheet used to format | nt eracti onQuery is available.
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Table 5-8 summarizes the Interaction Service APIs. For detailed API reference,
including methods and their syntax and parameters, see the Javadocs at
/ opt / SUN\Vént docs/ am publ i ¢_j avadocs. j ar.

Table 5-8 Interaction Service APls

Class Name

Description

I nt eracti onManage

Interactionlils

JAXBOhj ect Fact ory

r This class provides the interface and implementation for supporting resource
owner interaction.

Provides some utility methods that work with objects related to interaction

Metadata Specifications

PAOS

Due to changes in Liberty Metadata specification, Liberty Service Management
(SM) Configuration schema in Identity Server 6.2 is no longer compatible with that
in Identity Server 6.1. SM versioning will be used to support coexistence of
Identity Server 6.1 and 6.2 running against same Sun Java System directory Server.
Metadata publication via queries through the DNS will not be supported in this
release.

External component dependency

When upgrading from Identity Server 6.1 to 6.2, meta data migration is required to
make it 6.2 compliant.

Simple Object Access Protocol (SOAP) is a lightweight protocol for the exchange of
information in a decentralized, distributed environment. SOAP enables the
exchange of messages using a variety of underlying protocols. PAOS is another
name for the implementation of the Liberty Reverse HTTP Binding for SOAP
Specification. The use of PAOS makes possible the exchange of information
between user agent hosted services and remote servers.

In a typical forward SOAP binding, an HTTP client exposes a service via a client
request and a server response. For example, a cell phone user (the client) may
contact his phone service provider (the service) in order to retrieve stocks quotes
and weather information. The service verifies the user’s identity, and responds
with the requested information.
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In a reverse HTTP SOAP binding, the Service Provider server plays the client role,
and the client plays the server role. Technically, the initial SOAP request from the
server is bound to a server HTTP response. Then the subsequent response is bound
to aclient request. This is why Reversed HTTP Binding for SOAP is also known as
PAOS (or “SOAP” spelled backwards).

PAOS APIs

Table 5-9 summarizes the PAOS APIs included in com.sun.identity.liberty.ws.pao.
Note that these APIs are used by PAOS clients which are on the HTTP server side.
For detailed API reference, including methods and their syntax and parameters,
see the Javadocs at / opt / SUN\Wani docs/ am publ i ¢_j avadocs. j ar.

Table 5-9  Summary of PAOS APIs in com.sun.identity.liberty.ws.paos

Class Name Description

PACSHeader The PAOSHeader class is used by a web application on HTTP server side to
parse a PAOS header in an HTTP request from the user agent side.

PACSRequest The PAOSRequest class is used by a web application on HTTP server side to
construct a PAOS request message and send it via an HTTPresponse to the user
agent side.

PACSResponse The PAOSResponse class is used by a web application on HTTP server side to

receive and parse a PAOS response via an HTTP request from the user agent
side.

Note that PACSRequest is made available from PACSResponse to provide correlation
if needed by API users.Code Example 5-2 illustrates how to use implement a PAOS
client.

Code Example 5-2 Sample PAOSClientServlet

public class PACBO i entServlet extends HtpServliet {

public void doGet(HtpServl et Request req, HtpServl et Response res)
throws Servl et Exception, |CException {

/'l use PACSHeader class to parse the PACS header
Il to get at |east service information
PACSHeader paosHeader = null;
try {

paosHeader = new PACSHeader(req);
} catch (PACSException pel) {

}
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}

HashVap servi cesAndQpti ons = paosHeader . get Servi cesAndQpti ons();
Set services = servicesAnd(ptions. keySet ();

/1 construct PACSRequest i nstance

String thisURL = req. get Request URL().toString();

String[] queryltens = { “/1DPP/ Denmographics/Birthday” };

PACBRequest paosReq = nul | ;

try {

paosReq = new PAOCSRequest (t hi sSURL,
(String)(services.iterator().next()),

t hi SURL,
queryltens);

} catch (PACSException pe2) {
| o

/'l send PACS request
paosReg. send(res, true);

public void doPost (HtpServl et Request req, HtpServl et Response res)

throws Servl et Exception, |CException {

/] construct a PACSResponse instance fromthe HTTP request
PACBResponse paosRes = nul | ;
try {
paosRes = new PAOCSResponse(req);
} catch (PACSException pe) {

}

/'l get the data fromthe PACSResponse
String dataStr = null;
try {

dataStr = paosRes. get PPResponseStr();
} catch (PACSException paose) {

}

Identity Server 2004Q2

Federation Management Guide




Glossary

Refer to the Java Enterprise System glossary for a complete list of terms that are
used in this documentation set.

http://docs. sun. con sour ce/ 816- 6873/ i ndex. ht m
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Alias field 55
APIs
binary security token 88
client 91, 92
federation management 25
interation service 98

Liberty Il Classes and Interfaces 84

PAOS 98, 99

security 85

SOAP binding 86

Web Services Packages 84

Application Server

deploying identity provider 35
deploying service provider 33

Artifact Timeout field 57

Index

Assertion Consumer URL field 55
Assertion Consumer URL ID field 55
Assertion Interval field 57
Assertion Limit field 57
Authenticate Session Context field 63
AuthenticateRequester field 63
authentication context 18
authentication domain

configuring third level 36

creating 50

defined 17

deleting 51

in system flow 49

managing 50

modifying 51
Authentication Type field 55
authorization

overview 88
Authorize Requester field 63
Authorizer

class for plug-in 76

interface 89

plug-in 76

B

back-end data store 67
bootstrapping mode 61
Brief SoapHttp Description field 62
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Section C

C

Cache Duration field 53, 58
circle of trust

defined 17

pre-login process 24
Cleanup Interval field 57
Communication Profiles field 54
contact person, adding 59
container entity, creating 52
containers 95

D

data services template

defined 21

in system flow 27
Default Authentication Context field 56
DefaultDiscoAuthorizer implementation 89
DiscoEntryHandler interface 90
Discovery Service 21

attributes 75

interfaces 89
discovery-modify.jsp 39
discovery-query.jsp 40
documentation

overview 8

terminology 11

typographic conventions 10

DynamicDiscoEntryHandler interface 90

E

Employee Profile Service
defined 22
example 64
Encryption Method field 53, 59
EncryptResourcelD field 63
End Point field 62
entity descriptor 51
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F

Federate link 37
federated identity 16
federation
federation Protocol 19
Single Sign-On process 23

federation management

defined 22

overview 15

pre-login process 23

protocols and APIs 25
Federation Termination Profile field 54
Federation Termination Return URL field 54
Federation Termination Service URL field 54

identity

identity federation 16
Identity Federation Framework 18
identity provider 17

configuring 34, 42

default values for sample 30

deploying 33

in system flow 26
identity provider introduction 19
Identity Server, related product information 12
IDP_SERVER_PORT field 41
id-sis-pp-modify.jsp 40
id-sis-pp-query.jsp 40
index.jsp 39
Interact for Consent option 45
Interact for Value option 45
Interaction Service

defined 21

overview 97



K

Key Size field 53, 58
Key Use field 53, 58

L

Liberty Alliance Project 16

single sign-on 23
Liberty Principal Identifier field 60
Liberty Version URI field 56
Logout link 37

M

META_ALIAS field 31, 34

metadata
specification 98
specifications 98
uploading 34

Metadata Service 22

N

name registration 19

Name Registration After Federation option 55

Name Registration field 19
Name Registration Profile field 55

Name Registration Return URL field 54
Name Registration Service URL field 54

O

opt-in account linking 18
Organization DN field 56
organization, adding 59

P

PAOS
defined 98
request and response 72
Personal Profile Service
attributes 77
defined 22
in system flow 26
interacting with 44

pre-login process 23

Protocol Support Enum field 53
provider descriptor, creating 52
Provider Home Page URL field 56

Provider ID
attribute 76
field 53

Provider URL field 55

R

Reader Service URL field 36

Resource ID Mapper
attribute 78
classes for 77

resource offering

defined 60

for bootstrapping 77

in system flow 26
ResourcelDMapper interface 89
Reverse HTTP Binding 98
Reverse HTTP Bindings field 22

S

Samplel 29

Security Key field 53, 58
Security Mechanism ID field 62
Security Mechanisms field 21

Section K

Server Relationship Term Notification URL field 55

Index
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Section T

SERVER_HOST field 31, 34
SERVER_PORT 34
SERVER_PORT field 31
SERVER_PROTO field 31, 34
Service Instance Specifications 22
Service Local Part field 62
Service Namespace field 62
Service Provider

configuring 40

deploying 69

in system flow 26

installing 30

service provider
defined 17

service schema 65
SERVICE_DEPLOY_URI field 31, 34, 41
Sign Authentication Request field 55
single log-out
defined 19
single logout
performing 38
Single Logout Profile field 54
single log-out protocol 19
Single Logout Return URL field 54
Single Logout Service URL field 54
Single Sign-On 38
single sign-on
and federation protocol 19
federation 23
Single Sign-on Failure Redirect URL field 56
Single Sign-on/Federation Profile field 55
SOAP Action field 62
SOAP binding
APIs 86
defined 21
service attributes 80
SOAP Endpoint URL field 54
Solaris
patches 12
support 12
spUser 41
SSO token 88
support
Solaris 12
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T

Terminate Federation 37
terminating account federation 38
Third Level Domain 36

trusted authority
APIs 85
defined 21

U

uploading metadata 34
user agent 19, 26
UserDiscoEntryHandler interface 90

UserDynamicDiscoEntryHandler
implementation 90

w

Web Server

deploying 68

with Identity Server installed 35
Web Service 64

running the client 71
Web Service Consumer

deploying 38

example 39

in framework 19

in system flow 27

running 42
Web Service Provider

adding 87

in system flow 19
Writer Service URL field 36
WSDL Reference field 62

X

X.509 Message Authentication 46
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