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Preface

Sun™ [nternet Mail Server™ (SIMS) 4.0 Delegated Management Console enables an
ISP who provides e-mail to a customer to delegate the administration of that
customer’s mail domain to the customer. This delegated management can perform a
prescribed set of operations on a prescribed set of users and groups within the
customer’s mail domain. The administration is performed through the web-based
Delegated Management Console.

This guide explains the SIMS Delegated Management Console and the tasks
associated with the console. In particular, it describes how tasks for a domain are
performed on users and distribution lists.

Who Should Use This Book

This guide is intended for those people who administer the SIMS Delegated
Management Console, hereafter referred to as the Delegated Management Console.
In order to administer a domain through the Delegated Management Console, you
should have experience using a web browser. You should also know basic e-mail
concepts and have experience using e-mail.

How This Book Is Organized

Chapter 1, "Overview” provides an overview for the Delegated Management
Console.

Preface xi



Chapter 2, ”Getting Started” describes what you need to do in order to bring up the
Delegated Management Console and how to log into and out of the console.

Chapter 3, ”User Administration” describes the tasks performed on a user account.

Chapter 4, ”Distribution List Administration” describes the tasks performed on a

distribution list.

Chapter 5, ”Personal Preferences” describes how users can set and change their
personal preferences.

Appendix A, "Warnings and Error Messages” describes the warnings and error
messages that are displayed on the Delegated Management Console.

What Typographic Changes Mean

The following table describes the typographic changes used in this book.

TABLE P-1

Typographic Conventions

Typeface or

Symbol Meaning Example
AaBbCc123 The names of commands, files, Edit your .login file.
and directories; on-screen Usels -a to list all files.
computer output machine_name% You have mail.
AaBbCcl123 What you type, contrasted with machine_name% su
on-screen computer output Password:
AaBbCc123 Command-line placeholder: To delete a file, type rm filename.
replace with a real name or
value
AaBbCc123 Book titles, new words or terms, Read Chapter 6 in User’s Guide. These

or words to be emphasized

are called class options.
You must be root to do this.
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Shell Prompts in Command Examples

The following table shows the default system prompt and superuser prompt for the
C shell, Bourne shell, and Korn shell.

TABLE P-2  Shell Prompts

Shell

Prompt

C shell prompt
C shell superuser prompt

Bourne shell and Korn shell
prompt

Bourne shell and Korn shell
superuser prompt

machine_name%
machine_name#

$

Notice

To better illustrate the process being discussed, this manual contains examples of
data that might be used in daily business operations. The examples might include
names of individuals, companies, brands, and products. This manual uses only
fictitious names, and any similarity to the names of individuals, companies, brands,
and products used by any business enterprise is purely coincidental.

xiii



xiv. Sun Internet Mail Server 4.0 Delegated Managment Guide ¢ July 1999



CHAPTER 1

Overview

This chapter provides an overview of Delegated Management. In particular, it
discusses:

= An overall view of Delegated Management and the Delegated Management
Console and its terminology.

= The individual roles and responsibilities of those who administer and use the
Delegated Management Console.

= The requirements needed to begin administering and using the Delegated
Management Console.

= The user model described throughout this manual.

What is Delegated Management?

Your Internet Service Provider (ISP) runs the Sun Internet Mail Server (SIMS) that
provides you with all the e-mail facilities necessary for your domain. In the Internet,
a domain is a part of a naming hierarchy. Syntactically, a domain name consists of a
sequence of names (labels) separated by periods (dots) that appear to the right of the
@sign in an e-mail address, for example, stream.com . In general, a domain is used
as an administrative partition of a complex distributed system. For example, all the
e-mail users in our scenario belong to the stream.com domain.

The Delegated Management Console provides you with the means of administering
the e-mail users and groups within your domain. The person or people who
administer your domain are known as delegated administrators. The delegated
administrator is designated this role by the ISP when the domain is created.
Essentially, the ISP administrator (the SIMS administrator) “delegates” some e-mail
administration to the delegated administrator. All members of the domain are
known as e-mail users. E-mail users are allowed to self-administer a set of personal
attributes and any distribution lists that they own.



Interfaces

The delegated administrator performs the tasks using the Delegated Management
Console or the command line interfaces.

Delegated Management Console

The Delegated Management Console is a web-based interface that allows you to
perform tasks on user accounts and distribution lists.

FIGURE 1-1 is an example of the Delegated Management Console home page for the
delegated administrator:

Fdanagemuni Hamis Fage - iioam com @
Craaia Usar

Damaidn Information for sy am
Bt L - .
L R Telnxcimum rumber of entres (E-mail scoounbs & Disirkaton Lists) | 10500
Eciit Diewir burihos Lis Fhiibur o E-miadl acasiinls pundsamid lfom P HET 1maa

Feraonal Freferences

Chinge My Pesgword

My Formarding Reles

My Vacation Hules

My Distributsn
List Subscrptiors

Logou

FIGURE 1-1 Delegated Management Console Home Page

Command Line Interfaces

The delegated administrator can also perform some of the tasks using command line
interfaces (CLI). A UNIX shell account is needed in order to execute the CLIs. The
SIMS administrator at the ISP should provide you with a UNIX shell account if you
are to perform any tasks using the CLlIs. See Chapter 3, “User Administration” and
Chapter 4, “Distribution List Administration” for the appropriate CLI that
corresponds to each task in the Delegated Management Console.
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In order to use any of the CLlIs, you should be familiar with UNIX and have some
UNIX experience.

Roles

Five types of users have access to the Delegated Management Console:

Delegated administrators: assigned this role by the SIMS administrator from the
ISP. This person is a member of the domain. The delegated administrator has a
complete set of rights and authorities within the domain and can perform all
operations on all entries.

Distribution list owners: assigned by the delegated administrator to maintain a
given distribution list. Distribution list owners have the authority to maintain all
aspects of a distribution list including deletion but cannot create one nor assign
an owner to one.

Distribution list moderators: approves messages that are sent to a distribution list.
Moderators forward any approved messages to the members of the distribution
list. Moderators to not need to be a member of the distribution list.

Distribution list members: members of a distribution list.

E-mail users: members of the domain. E-mail users have the authority to edit a set
of their own attributes.

While specific distinctions exist between the above Delegated Management Console
users, they can also overlap. For example, delegated administrators can be
distribution list owners, and everybody is an e-mail user. The following table can
help to distinguish the tasks.

TABLE 1-1  Delegated Management Roles

create edit approves join edit
distribution distribution distribution distribution personal
create user edit user list list list messages lists preferences
Delegated X X X X X X
administrator
Distribution X X X
list owner
Distribution X X X
list moderator
Distribution X X
list member
E-mail user X X

Chapter1  Overview 3



The above tasks and roles are described in further detail in Chapter 3, “User
Administration” Chapter 4, “Distribution List Administration” and Chapter 5,
“Personal Preferences.”

What Do | Need to Get Started?

Before you can begin using the Delegated Management Console, you should:

= Have access to an HTML 2.0 compliant browser or higher.

= Know the name of your domain.

= Know the name of the machine that is running your mail server.
= Know your login ID and password.

User Model

Throughout this manual, we will be referring to specific scenarios. These scenarios
will be used in the examples. To help illustrate the scenarios, we have created a user
model. This user model should help to make the examples understandable and
consistent.

For our user model, we present a fictitious ISP named Bridge Communications.
Bridge Communications is a rapidly expanding ISP company that offers customers
Internet services, including Delegated Management. One of Bridge Communications
customers is Stream Corporation, another fictitious company. Stream Corp. is a
medical group with 150 employees.

Bridge provides the e-mail server services for Stream. The domain name for Stream
is: stream.com
Stream’s customer requirements are:

= 150 E-mail accounts for their employees
= Ownership and control of 3 electronic distribution lists:

« Medical News: monthly newsletter and other medical information
« Physician News: internal company-confidential news for physicians only
« All Employee News: newsletter for all employees
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Specific roles and duties are set up within the stream.com domain and discussed

throughout this manual:

TABLE 1-2  stream.com Roles

Name Role/Duty User ID
Sarah Jones Delegated administrator. Distribution list  sjones
owner for All Employee News
distribution list.
Rhett Green Distribution list owner for Medical News  rgreen
and Physician News distribution lists.
Lori Chen Distribution list moderator for Medical Ichen
News distribution list
Nigel Richards Distribution list moderator for Physician nrichards
News distribution list
Rachel Gonzalez E-mail user rachelg
Brad Macduff E-mail user macduff
James Macdonald E-mail user macdonald
Mike Sato E-mail user spider
Sydney Mills E-mail user smills

The responsibilities of each person will be described in detail throughout this

manual.

Chapter 1

Overview
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CHAPTER 2

Getting Started

Once you are provided with the name of your domain, your login ID, and your
password, you can bring up the Delegated Management Console.

To start the Delegated Management Console:

1. Bring up your web browser.
For an explanation of browser requirements, see “What Do | Need to Get Started?”

on page 4.

2. Enter the URL specific to your domain.
The URL is http://  machine/sims/ locale/login.html . The URL is language
specific. For example, the login URL for English might be:
http://medical3.stream.com/sims/en/login.html . machine should be the

fully qualified name of the machine or server that is running your mail server and is
recognizable from outside of your domain.

The Delegated Management Console login page displays.

Please Log in

Logimin |
Damala

Fustwird

Login]

FIGURE 2-1 Delegated Management Console login



Logging In

In the following task, Sarah Jones is logging in as the delegated administrator. To log
into the Delegated Management Console:

1. Enter the Login ID
This is the user’s or delegated administrator’s login identifier.
example: srjones

2. Enter the Domain.

This is the name of the domain. It should be in the form of a full domain.
example: stream.com

3. Enter the Password .

This is the user’s or delegated administrator’s password. The actual password will
not be displayed as it is entered into the field. Instead, asterisks (*) appear in the
field.

example: secret

4. Click Login .

Lyl 0D | 6c jorme

Dmmalm | cTreas.coW

FIGURE 2-2 Login with data
After you log in to the Delegated Management Console, the Delegated Management

Console Home Page displays (see FIGURE 2-3). This page displays the navigation bar
and domain information for your domain if you are a delegated administrator.
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hdanagemunt Homi Fajge - flieum com
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Crasha Usar
Diemenin Information for sfeeer.oom
Bt Ll
el £13:cimum roumber i emtries (li-mail asconts de Distriution Lists] 10500
Bt Diisiriburthon List Hasmibur cf E-mall accaints purcheed Irom 5PHET [ 000a |

Feraonal Freterences

Chinge My Pesgword
My Formarding Reles
My Vacation Hules

My Distributon
List Subscriptions

Logou

FIGURE 2-3 Home page (for the delegated administrator)

If you are an e-mail user, the home page displays your e-mail account information
(see FIGURE 2-4).

E—miall User Hom epags )

Edit DistribuSon List
s, Infarmatian far rgreen

Fersonal Preferences ey myeree——nmre—m—

frream o
e T
n Cid 1 - e - Lw - e e
Changs Hy Passeont T TP TR 1
My Forwanding Rules fwour mehomatic forwardian prosram b JOFF

Iy Vacation Rules

Wy Distritastion
Liwt Subscriptions

L esgyzast

FIGURE 2-4 Home page (for e-mail user)

To view the Home Page from any other page on the Delegated Management
Console, click Homefrom the navigation bar.
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Navigation Bar

The navigation bar is on the left-hand side of each Delegated Management Console
window. It is used to navigate between tasks and pages.

The navigation bar is different for the delegated administrator than for the end user.
The delegated administrator has full permission and full access, so administrative
tasks and personal preference tasks appear in the navigation bar. The administrative
tasks are: create user, edit user, create distribution list, and edit distribution list. The
personal preference tasks are: change password, edit forwarding rules, edit vacation
rules, view distribution list subscriptions, and subscribe/unsubscribe to distribution
lists.

The navigation bar for an end user displays Home and Edit Distribution List tasks,
as well as personal preference tasks.

See FIGURE 2-3 and FIGURE 2-4 for an image of the two different navigation bars.

Domain Information

The domain information table (on the home page for delegated administrators)
provides the domain administrator with information that can be used in generating
billing for Internet service sent by the ISP. It contains three pieces of data:

= Available disk space purchased from the ISP (disk quota). This is measured in
megabytes.

= Maximum number of e-mail entries for the domain. This is comprised of the
number of e-mail accounts plus number of distribution lists.

= Number of e-mail accounts purchased from the ISP.

Online Help

Online help is provided for each page and field of the Delegated Management
Console.

Online help is indicated by the (online help) icon. Clicking on the icon brings up the
online help for that particular page or field.
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Page Help

Online help for a particular page describes the tasks and fields for that page.

Create User Help

Tha Craets Lker paga lets pou oreabe an a—mall aooieat Tor @ waar whthin pour oganization.
ki thh page % dpacily the regsired and spliamal progirtied b thi user,

Tha follssing srecsduns desoibes the process For creaking 4 naw e—mall sccount for  wser

Mote = Click onoamy of the Feld rames o displey an seglecatics of the feld
Wow cam Ak click on the Halp ken dsalesed slleoenl bo asch Fsld 2 well

W Creating & User E-mail Accalint

1. Click Cremte User on §he navmgation b
&, Enier the meuetisd data into She helg,
W poain i
B st Mams
® Hiddie nitghs] eetkenall
B 51l Fams
LB HAT
W Fe=bypa Pagswory
» Prafarad sl s
® Addfions! s-rvsil mopresses egkionall
W [Dik ouchs

3 Clch Crembe User o apply your changes,

Thie Creabe Usr confirmation page di-pers Irr{_w pakgred all of Tha rn-guh-u fhlds
correctly, hic pags digless the mesiegs almr—iber Craated” Tha uear aitribuls

dor Ahe neiw'lp remlsd wier alio displaye

FIGURE 2-5 Page Help

Field Help

Online help for a particular field describes the information needed for that field.

Lasgrinn 10 Fighel Help

Lagin I
Toge i tha bogin dantifkar of tie sew war, Ths 0 i Aeiee that tha usar
wrfarn inte the Delsgated MansgEment Compole login window o g into

the Dirleganad Maragemers Coasole
Fsid Help Exampla: %6 Tha ukar Sarah B Jones. Tese i shormE

FIGURE 2-6 Field Help
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Logging Out

To log out of the Delegated Management Console, click Logout in the navigation
bar from any of the Delegated Management Console screens.

When you log out, the Delegated Management Console login page displays.
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CHAPTER 3

User Administration

This chapter discusses the user administration tasks that are performed by the
delegated administrator. Those tasks are:

= Creating a user
= Editing a user’s properties
= Using a command line interface to perform tasks

Sarah Jones is the delegated administrator in the stream.com scenario example.
Included in the following sections, examples and figures help to illustrate how Sarah
Jones creates and edits a user account.

Creating a User

Delegated administrators can create new e-mail user accounts within their domain.

In the following task, Sarah Jones creates a new user account for Rachel Gonzalez. In
addition to the figures, refer to the field descriptions for the syntax for each entry.

13
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v To create a new e-mail user account

1. Click Create User on the navigation bar.
The “Create a New E-mail Account” page displays.

Hame
m Cruglic a Mew E-miil Azeownl @
Edn Usar
Create Distribution List LR RIE] I (53]
Edi Dstribution List Firsi Mume ]
:"Eri-jr'l.]':r'i'!'-"'f' ol Pliddle lnftkalisn | T
Changs Wy Paiswo
e Last Mama @
iy Forwanding Rules
Pasmmwosd i
Wy Wacation Reles
Uy Distnbution Retype Faspword i}
Lizrl Subscripions Prafersd
pr-eadl] kA s &
Logaul Addilsual s-mail i}
addTesses
El 3 Do
[Hsk gt dasstn defealt Megubyies @

=

The “plus” slgn g Indkates an opticosl ispat fid

FIGURE 3-1 Create User page
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2. Enter the requested data into the fields.

Edii User

Create Oistritation List

Edil Digdr| bt List
Personal Préferances

Change My Pesswond

Wiy Forwarding Aules

stream.acnm

m Creale a Mew E—mail Account ()}

Legin 1 rachelq

i}
Firss Mame rachel 'iE'
Middle Initialisl o
(M
Last M qarzalad L]
e
R D
Embype Paasampd  teived
w @
:r_'n::“.;ldrrn rachel , gonzaled i)
Add i mal s—smail . :
N raonzal ed
W== T B

Dk it damatn Sufeulc Magabiyes @

E i 1 uur| ﬂ‘

T “plin® wign o} icdicaSes sn opkicnal input held

FIGURE 3-2 Create User Page with Data

All fields are required, except for those that are marked as optional. The fields for
creating a new e-mail account are:

« Login ID—the login identifier of the new user. This is the name that the user
enters into the Delegated Management Console login page to log into the
Delegated Management Console.

example: rachelg

« First Name—the first name of the person who owns the account. This is an

optional field.

example: rachel

« Middle Initial(s)—the middle initial of the person who owns the account. This
is an optional field.

example: d
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Last Name—the last name (or surname) of the person who owns the account.
This is an optional field.

example: gonzalez

Password—the password of the user account being created. Passwords must be
more than four characters in length and can be made up from any characters.
No matter what character is entered into the field, a dot or asterisk (depending
on your specific platform) display.

example: secret (appears as ****** )

Re-type Password—Identical to Password field. This checks that the correct
password was entered into the Password field. It also allows you to check the
user’s password against something.

example: secret (appears as ****** )

Preferred e-mail address—the e-mail address that will be shown on the
“From:” header of any e-mail messages sent. This is the e-mail address that
will be seen by anybody receiving e-mail from this user. The preferred e-mail
address is considered a valid e-mail alias by the system. Like the Login ID,
data that is entered into this field, is the part of the e-mail address that appears
to the left of the “@” sign. You may choose to enter your login ID as your
preferred e-mail address.

example: rachel.gonzalez

Additional e-mail addresses—aliases for the user’s primary e-mail address. E-
mail sent to any of the addresses specified in this field will be delivered to this
user’s mailbox. Only addresses within the user’s domain can be entered into
this field. This is an optional field.

example: rgonzalez

Disk quota—the amount of disk space allocated to this e-mail user. The
“domain default” is set by your ISP administrator. This is an optional field.

example: domain default
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. Click Create User to apply your changes.
The Create User confirmation page displays.

CTE Confirmation — Usar Created teln

Edi Lisar Crpgitl goiod bar gr—mg il g accisiit
A EREF account with the Tollowing attributes hat been created:
Crapts Digtri biriaa Ll
= = = Lidgin rachalg
Edit Distribution List Vet Harms rachal
Hiddia Inllisl 4
__Laat Wame igenzalez
Parward aeTal

Personal Preferences

Charge My Fassweed !
O e
oo P

e=mall Addreinm
"Dk eote -2

My Foreprding Ruses
rqoezalez

My Wacation Rules

My Distribution
Liss Sebescripbions

Lagoul

FIGURE 3-3 Create User Confirmation

Editing a User

Once a user account is created, the delegated administrator may wish to edit one or
more of the user’s properties.

Editing a user involves three steps:

1. Search for a user’s account.

2. Select a user account from the search results.
3. Edit the user’s properties.

In the following task, Sarah edits the user properties for Brad Macduff.
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v To display the Edit User page

e Click Edit User on the navigation bar.
The Edit User page displays.

Haxme

Create Ler Which Uher Account would poe 1lks e Edi87

To ealac) e scroiin o wdi, irsl ssarch foor i wsing the mearch criteria felds below

Crwarts Ditribation List
Lesgin I} 1 Cerfalhg i
Edlit Mistriteation Lisl L1 ]

Parsonad Preferances [l Comtalns o | @

Charge Wy Password Ll P o

Wy Farwarding Rules

MHagplay no more hen 50 march peralix
| Search|

Plrst Name Last Mume Login [0 Properties

Lzl Search puwilis appear hatwe

Wy Vacation Rules

My Disirbation
Liss| Subecripions

FIGURE 3-4 Edit User page

Searching for a User

Before selecting a user account to edit, you must search for it. You can search for a
user account using one or more of the following criteria:

= LoginID
= First name
=« Last name

Each search criteria field allows you to choose how the search is performed.
Selecting Contains means that the search will find any occurrences that contain the
field entry. Exact match means that the search will find any occurrences that
match exactly with the field entry. The Begins with and Ends with selections
tells the search to look for users that begin with or end with the specified entry.

You can also select the number of results that display on one page. The default is 40.

In the following task, Sarah Jones needs to edit the user properties for Brad Macduff.
Sarah knows that Brad’s user login begins with “mac”.
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To search for a user

Enter the search criteria.

In the example, Sarah enters mac into the login ID field.

Select the search method.

In the example, Sarah selects Begins with

Hairss

Crasbe Lser

Craghs Disgribufon Ll

Ecit Dimiribitios List

Personal Preferences

Change My Paswaord
My Foregetlisg Rulad
My Vication Rules

My Digdribuftion
List Subscriptions

Logou

SirgamLIOm

Which User Account would vou like to Edit?

To walpct an account ko pdit first saprch for i using the sparch oriteria Helds beles
Logis ik [ Begirs wikh .4 I &

First Mame ] Comulm s i @

Lost Mame Confaing i I @

DEglay no more thas 40 cewch Fesults

Eaarch

first %ame Last Mame Lagin 10 Prepenies

Search reiwEr appsar hes

FIGURE 3-5 User Search Criteria
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3. Once you make your field entry or entries and select the search method from the
field’s menu, click Search to display the results.

If all of the fields remain blank and you click Search , all the users in your domain
display in the search results table.

Hamg

Create Lo

Crparts Disgiribartion Ll

Edi Distritastion Lis

Fersonal Preferences

Charga My Password
Wy Farwarding Rulss
Wy Vacation Reles

Wy Diglribation
Lisl Sube Cripfans

Logout

Edit User Account Propertles

Fioase click on the progertles link Tar the user actoust yeu wou bl ke do edic

I¥ the wser narcwunt wou s o =dit b aok lisbed in e search reculis indle, poucs
tind tha oee for which you ars leoking

Lagkn 10 Dagind wilh |

6
FiFst Mamie Conialne |

@
La=t §ame

Cossalng -.-.-| @

Mixplay no more thas 50 search resuls

WgdE search prodeced 2 results

E ,l'-::"; Login 1B Froparties

[N e macdonatd macgonald  E-Rdil ProgiTiag

prad macduff  macdeft (ERILPICOSTHE

FIGURE 3-6 User Search Results

4. Find the user you wish to edit from the search results table, or perform another

search.

In the example, two users appear in the search results table. One of the entries is

Brad Macduff.

5. Once you select the user, click Edit Properties

user is located.

In the example, Sarah clicks Edit Properties

within the same row that the

in the row with Brad Macduff.

Editing the User’s Properties

The delegated administrator has the ability to edit each user’s properties. Once a
specific user is selected, the e-mail user properties for that particular display.
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FIGURE 3-7 User Properties

v To modify a user’s properties

1. Enter or edit the data in the appropriate fields.
The following fields are described in Step 2 of “Creating a User”:

« First Name
« Middle Initial(s)
« Last Name

« Password

« Retype password
« Preferred e-mail address
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« Additional e-mail addresses
« Disk quota
2. Click Apply .

The screen repaints with the words “User Parameters updated successfully” on the
top of the page.

v To delete a user account

1. Click Delete (next to the “Delete this user account” field).

A confirmation page appears asking you to confirm whether or not you wish to
delete this user account.

SAFBam Coi
Hesiin

Are you sure you want to delete this user? .,

Crearte Uger

LEdhUser __f oy poiesc this uner

L LI 1, Canced debete operation

Edii Disfribuon Lisl I lxgin Fumids
= ] First Rnmes [y dnay
Personal Preferences [amrreeseeye

-1

Crangs My Passwond
q-malrfnm‘: y drey mi 5@ tream oom
Wy Forwarding Hules =t
o] Adelragnny [ PN BT e

My Vacation Rubss I itk Qucta |domaln dafault

Wy Distritastion
List Subscriplicns

Lsgsal

FIGURE 3-8 Delete User Confirmation

Caution — A user account cannot be “undeleted” by the delegated administrator.

2. Select either “Yes, Delete this user” or “No, Cancel delete operation” from the
confirmation page.

If you choose not to delete this user account, then the page returns to the user
properties page. If you choose to proceed with the user account deletion, then a
blank Edit User page displays with the words “User parameters updated
successfully.”
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Enabling or Disabling a User

The delegated administrator can change the account status of a user to “inactive” or
“active.” If a user account is inactive, the user cannot log onto the system nor can e-
mail be sent from that account. The user’s mailbox remains and continues to receive
e-mail. This function is useful if, for example, a user has not paid their e-mail
account bill on time or if a user is on leave for an extended period.

To disable a user account
. Select Inactive  (next to the “Account status” field).

. Click Apply .

The screen repaints with the words “User Parameters updated successfully” on the
top of the page.

To enable a user account
. Select Active  (next to the “Account status” field).

. Click Apply .

The screen repaints with the words “User Parameters updated successfully” on the
top of the page.

Editing Vacation and Forwarding Rules

A delegated administrator can also edit the vacation and forwarding rules for a user.
See “Vacation Rules” on page 42 for more information on vacation rules. See
“Forwarding Rules” on page 41 for more information on forwarding rules.

To edit the vacation rules for this user

. Click Vacation Rules

The Vacation Rules page displays for the user. Make any changes necessary to the
vacation rules.

. Click Apply .

The screen repaints with the words “User Parameters updated successfully” on the
top of the page.
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v To edit forwarding rules for this user

1. Click Forwarding Rules

The Forwarding Rules page displays for the user. Make any changes necessary to the
forwarding rules.

2. Click Apply .

The screen repaints with the words “User Parameters updated successfully” on the
top of the page.

24

Using CLIs

If the ISP provides you with a UNIX shell account, you can perform some of the
tasks using command line interfaces (CLIs). In order to do this, you should be
familiar with UNIX.

The CLIs available for user tasks are:

= Creating (adding) a user: imadmin add user
= Editing a user’s properties: imadmin modify user
= Deleting a user: imadmin delete user

For details on the usage and syntax of the commands, see the UNIX man pages
available for each command.
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CHAPTER 4

Distribution List Administration

This chapter discusses the distribution list administration tasks that are performed
by the delegated administrator or distribution list owner. Those tasks are:

= Creating a distribution list
= Editing a distribution list’s properties
= Using a command line interface to perform tasks

Included in the following sections, examples and figures help to illustrate how Sarah
Jones, the delegated administrator creates and edits distribution lists.

Creating a Distribution List

An e-mail distribution list is a list of e-mail addresses (users) that can be sent a
message by specifying one e-mail address. A distribution list may have one or more
owners assigned to it. An owner can perform all operations on the distribution list
except for creating distribution lists and assigning owners. Only the delegated
administrator can create distribution lists and assign owners to the lists. The owner
of a distribution list can edit the properties of the distribution lists that he or she
owns.

If a moderator is designated (in the advanced settings page), the distribution list
becomes a moderated list. In a moderated distribution list, all messages sent by
members of the distribution list are sent to the moderator. The moderator either
approves or disapproves the messages and sends the messages (if approved) to all
the members of the distribution list. A moderated distribution list can be beneficial.
For example, a company might set up a distribution list to provide news and
information to all employees in the marketing department. This distribution list can
be set up as a moderated list to prevent unrelated messages from being distributed
to the members on the list.
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In the following task, Sarah Jones creates a new distribution list called
medical_news . This is a monthly newsletter and also serves as a forum for
members to share news and information. Rhett Green is the distribution list owner,

and Lori Chen is the moderator.

In addition to the figures, refer to the field descriptions for the syntax for each entry.
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v To create a new distribution list

1. Click Create Distribution List on the navigation bar.

The “Create Distribution List” page displays. The fields that are displayed are the
basic properties for creating a distribution list.

o reameas
Create User Cremtn Dintzibuticn Lin .ﬁ
Edit Liser
Crasta Distribetion List S ]
Edit Déssribartion List DHsirib B List Mame I ®
Persanal Preferences [NSEeppTey &
Changé By Pasemon Dascription -
iy Forwarding Rules %
iy Yacation Rules [y
My Distnbution El .8

List Eubscriptions

Agtly| T

Legouk

D yow wean® o sdd & user 1o this list bat don't ko Beelr e-mall sddress? Search for them
uring tae Felde below and wher yoe Gnd them dich en the ® Add o detaibation Bt buticn

Lygin 10 [ Eﬂhﬂtmlm

Firsl Mams [ Comiafes = |

Laat Meme Cemlaing _||IEI

Dhxplsy no mom than W werrh pesulis

Flret hams Lasd Mams Login [0 Add To Désiributian Lis
Search results appeer here

FIGURE 4-1 Create Distribution List page
You may wish to set up the distribution list to have some access control. If so, then

you can use the advanced settings to create the distribution list. To display the
advanced properties, click Show Advanced .
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2. Enter the requested data into the fields.
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Lol Namp Camlalm. |EI

Display no more than HO  smarch results
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First Mame Last Name Lagin I Add To Ddstribation List

Search resubs apees hars

FIGURE 4-2 New Distribution List

The basic fields are:

» List Name—the name of the distribution list that is being created. This is the
name that will be used as the e-mail address of the distribution list.

example: medical_news

« Owner Login ID —thelogin ID of the owner (or owners) of the distribution list.
The owner ID must be a valid login ID of an existing user or users.

example: rgreen
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« Description—a text description of the purpose of the distribution list. This
description will appear in the search results table when a a search is performed
on a distribution list.

example: Medical News

« Members list—the e-mail addresses of the members of this distribution list.
When e-mail is sent to this distribution list, all the list members receive this e-
mail. Each e-mail address can be separated by spaces, commas, semi-colons, or
carriage returns. Each e-mail address can be a string of valid e-mail addresses
or login IDs (within the same domain).

You may also use the user search located at the bottom of the page to add
members to this distribution list. This is useful if you don’t remember the e-
mail addresses of the users to be added to the distribution list. See “Searching
for a User” on page 18 for instructions on searching for a user. Once the search
results appear, you can click Add to distribution list in the search
results table to add the user to the Members List field.

example: rgreen , rachelg macduff , spider
3. Click Apply to create this list, or click Show Advanced to set the advanced
properties.

When you click Show Advanced, the “Create Distribution List—Advanced
Settings” page displays.
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4. Enter the data into the advanced properties fields.

| ppy| resat Formd

U TLC
Haimi
oy o Create Distribution LIst — Advanced Settings
Edit Liges I
| Ehaéw' BB B
: 2]
Misiributien List Same meicall_nmwe Ij}
Edf Disinbubon List
imti Hadical Hags
Personal Preferences [atablut ol
Cange My Password Cwner Lugin 1D [raFinm &
My Forearding Rules i Ii'-'ll C
oy A
h in
My acation Rules st T,'. ilr !_
El Ia
Wy Distritastion
Lisd Subscripfions l<her 2
Wnderainr
L gsmaiiint _
" ] I
Can pragle fmindhin Hal wilhoof &ppraval? e i [
Cun praple view the Hst members? Wi i3]
I Ehim & shared mailbpo? ik MalE ()
Address Pir wslalive il siestiagis &
H
ETL TR F e AT T e
Bl 2
i
Ut herieed Submittars
E I3
vtresn, o B
Auibarized Damales
ki e
| &]
saarhisized Domains
Ei i

FIGURE 4-3 Distribution List Advanced Settings

Any text that you have entered into the basic “Create Distribution List” page fields
are transferred to the corresponding fields on the advanced form. You can return to
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the basic “Create Distribution List” page by clicking Show Basic . The fields in the
advanced form are:

Moderators—the moderator for this distribution list. The distribution list
becomes a moderated distribution list when a valid entry is made to this field.
The moderator does not need to be a member of this distribution list or the
owner of the list. This is an optional field.

example: Ichen

Can people join this list without approval?—if Yes is selected, users can
subscribe to this distribution list without approval of the list owner. If No is
selected, users must ask the owner to add them to the list.

Can people view the list members?—if Yes is selected, users can see the
members currently subscribing to this distribution list. Distribution list
members can be viewed from the “Distribution List Subscription” page.

Is this a shared mailbox?—if Yes is selected, e-mail messages sent to the
distribution list are delivered to a “shared” mailbox instead of being sent to the
members. The shared mailbox is given the name of the distribution list, and list
members have permission to open this mailbox and view the messages.

Address for undelivered messages—specifies an e-mail address where
undelivered messages are delivered. If a message cannot be delivered, then the
message is “bounced” or sent back to the e-mail address specified in this field.
Normally, the message would be returned to the sender as an undelivered
message. This can be useful to set this field to the delegated administrator or
distribution list owner in order to receive notification when an address or one
of the members becomes invalid.

Authorized Submitters—specifies those people who are allowed to post
messages to this distribution list. If entries appear in this field, then only those
people may post to this list. Anybody else attempting to post will be rejected.
Valid e-mail addresses or login IDs of users in your domain must be entered
into this field. If this field is blank, then all members may post to this list. This
field allows the owners to set up access control to this list. This is an optional
field.

Unauthorized Submitters—specifies those people forbidden to post to this
distribution list. Valid e-mail addresses or login IDs of users in your domain
must be entered into this field. This may be a good method of preventing
unsolicited or bulk e-mail to be delivered to members of this list. This is an
optional field.

Authorized Domains—specifies those domains that are allowed to post
messages to this distribution list. If entries appear in this field, then only users
from those domains may post to this list. Anybody else attempting to post will
be rejected. If this field is blank, then all users from any domain may post to
this list. This is an optional field.

example: stream.com
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« Unauthorized Domains—specifies those domains forbidden to post to this
distribution list. This is an optional field.

5. Click Apply .
The Create Distribution List confirmation page displays.
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FIGURE 4-4 Distribution List confirmation

Editing a Distribution List

If you are a distribution list owner, you can modify the properties of the distribution
lists that you own. A delegated administrator can edit any distribution list that is a
part of the domain run by the Delegated Management Console.

Editing a distribution involves three steps:

1. Search for a distribution list.

2. Select a distribution list from the search results.
3. Edit the distribution list’s properties.

In the following set of tasks, Sarah edits the properties for the All_Employee_News
distribution list.

32 Sun Internet Mail Server 4.0 Delegated Management Guide « July 1999



To display the “Edit Distribution List” page, click Edit Distribution List on the
navigation bar.

stream.com

Home

Create User Which distribution list’s praperties would you like to edit?

Edit User You currently own Distribution Lists

(HCEERTLTI RS,  Please search for the distribution list you would like to edit,

Edit Distribution List : :
Distribution List Name [ Containg —~| ®
Personal Preferences
N ... T S o

My Forwarding Rules Display no more than -'iD search results

My Vacation Rules
Search
My Distribution
List Subscriptions
List Name ‘Description Properties
Logout All_Employee_News@stream.com system news from Admin. edit properties

FIGURE 4-5 Edit Distribution List page

Searching for a Distribution List

You can either select a distribution list from the list of distribution lists that you own
displayed on this page, or you can search for a distribution list.

You can search for a distribution list using one or more of the following criteria:

= Distribution list name
= Description

Each search criteria field allows you to choose how the search is performed.
Selecting Contains means that the search will find any occurrences that contain the
field entry. Exact match means that the search will find any occurrences that
match exactly with the field entry. The Begins with and Ends with selections
tells the search to look for distribution lists that begin with or end with the specified
entry.

In order to display the list properties for All_Employee News , Sarah searches for
the list.
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v To search for a distribution list

1. Enter the search criteria.

The Description search is a substring search. This means that it performs a search on
the string of words entered into the field. For example, if you enter “dog obedience
school” into this field, the search tries to find a distribution list with the exact string
“dog obedience school” in the description for the distribution list. The search does

not find a description that has one or more of the words in the string, so it will not
look for descriptions that contain “dog” or “obedience” or “school” in it.

In the stream.com example, Sarah enters Employee into the Distribution List
Name field.

. Select the search method.

In the stream.com example, Sarah knows that the name contains the words
“Employee”, so she selects Contains

. Once you make your field entry or entries and select the from the field’s menu,

click Search to search and display the results.

If all of the fields remain blank and you click Search , all the distribution lists will
be displayed in the search results table.
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FIGURE 4-6 Distribution List Search Results

4. Find the distribution list you wish to edit from the search results table, or perform

another search.
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5. Once you select the distribution list, click edit properties within the same
row that the distribution list is located.

Editing the Distribution List Properties

The delegated administrator and the distribution list owner have the ability to edit

the distribution list properties. Once a specific distribution list is selected, its
properties are displayed.
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FIGURE 4-7 Distribution List basic properties

v To modify the distribution list properties:

1. Enter or edit the data in the appropriate fields.
All of the basic fields are described in Step 2 of “Creating a Distribution List.”
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2. Click Apply to commit your changes or click Show Advanced to display the
advanced properties.
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FIGURE 4-8 Distribution List Advanced Properties
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3. Enter or change the appropriate data into the advanced property fields.

The advanced properties for a distribution list are described in “Creating a
Distribution List.”

4. Click Apply .
The screen repaints with the words “Distribution List Updated Successfully” on the
top.
v To delete the distribution list:

1. Click the X that appears next to the “Delete” field.

A confirmation page appears asking you to confirm whether or not you wish to
delete this distribution list.
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FIGURE 4-9 Delete Distribution List Confirmation

2. Select either “Yes, Delete this Distribution List” or “No, Cancel delete operation”.

If you choose not to delete this distribution list, then the page returns to the
distribution list properties page. If you choose to proceed with the list deletion, then
a blank Edit Distribution List page displays with the words “Distribution List
Deleted Successfully.”

Using CLIs

If the ISP provides you with a UNIX shell account, you can perform some of the
tasks using command line interfaces (CLIs). In order to do this, you should be
familiar with UNIX.

The CLIs available for distribution list tasks are:
= Creating (adding) a distribution list: imadmin add group
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= Editing a distribution list’s properties: imadmin modify group
= Deleting a distribution list: imadmin delete group

For details on the usage and syntax of the commands, see the UNIX man pages
available for each command.

38  Sun Internet Mail Server 4.0 Delegated Management Guide ¢ July 1999



CHAPTER 5

Personal Preferences

All users of the Delegated Management Console (delegated administrators,
distribution list owners, and e-mail users) can set and change their personal
preferences or properties. These tasks are:

= Changing your password

= Setting your forwarding rules

= Setting your vacation rules

= Setting and viewing your distribution list subscriptions

Changing Your Password

When you receive an account on the Delegated Management Console, you are
provided with a password. You may change this password once you are logged into
the Delegated Management Console.

Only a delegated administrator can change another person’s password. To do this,
the delegated administrator must go to the “Edit User” page.
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v To change your own password

1. Click Change My Password on the navigation bar (under “Personal
Preferences”).

The “Change My Password” page displays.

sirEmm.onm
Heme
Edil Distribafion Ll Ch:ll'lw MT Password E}
Personal Prelerences
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Wy Distrization _I —I
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FIGURE 5-1 Password page

2. Enter your current password in the Current Password field.
As you type your current password, the screen will “mask” it with dots or asterisks.
example: secret

3. Enter your new password in the New Password field.

Your new password must be more than four characters in length and can be
composed of any characters.

example: mysecret

4. Retype your new password in the Retype New Password field.
This is a confirmation for your new password.
example: mysecret

5. Click Apply .

The page repaints with the confirmation that your password has been changed at the
top of the page.
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Forwarding Rules

In addition to having e-mail delivered to your inbox, you may choose to have the
same e-mail delivered to other mailboxes. For example, you may own more than one
e-mail account and want to make sure that all e-mail delivered to one account goes
to all your mailboxes. Or you may want your e-mail delivered to another account
when you are on an extended leave.

In the following task, Lori Chen sets her forwarding rules so that mail sent to her
user account is forwarded to Sarah Jones’ (srjones ) mailbox.

To set your forwarding rules

. Click My Forwarding Rules on the navigation bar.
The “Set Forward Rules” page displays.

shream rnm
Flome
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¥ peliver o copy to inboy when foreardisg o-mail (5
My Wecation Rules

My Dsstribution srioneg |
List Sebscrighons |

Logow

| J
| Apal Resal

FIGURE 5-2 Forwarding rules page

. Select Forwarding On or Forwarding Off  to turn on or turn off e-mail
forwarding for your account.

If you select Forwarding On , then messages sent to your account will be delivered
automatically to the account specified in the Forward to: field. If you select
Forwarding Off |, then e-mail will not be forwarded.
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3. Select or deselect the Deliver a copy to inbox when forwarding e-mail

button.

If this button is selected, then forwarded messages will continue to be delivered to
your inbox. If this button is not selected, then messages will not be delivered to your
inbox (they will only be sent to the forwarding address).

. Enter the forwarding address or addresses into the Forward to: field.

E-mail messages that are forwarded will go to the address or addresses entered into
this field.

example: srjones

. Click Apply .

The page repaints with confirmation that your forwarding rules have been set at the
top of the page.
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Vacation Rules

When you go on vacation or take an extended leave, you may wish to have an
automated message sent to anybody sending you an e-mail message during that
time. This is a good way to let people know that you are gone for a certain time and
will respond to their e-mail when you return.
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v To set your vacation rules

1. Click My Vacation Rules on the navigation bar.

The “Set Vacation Auto-Responder” page displays.
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FIGURE 5-3 Vacation program page
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. Select Onor Off next to the Vacation program  label to activate or deactivate the

vacation program.

Clicking Apply confirms that you have activated or deactivated the vacation
program.

. Select a Vacation Start Date.

Choose the month and day from the menus provided. Enter the year, if it is different
from the current year.

. Select a Vacation Start Time.

Choose the time from the pull-down menu provided.

. Select a Vacation End Date.

Choose the month and day from the menus provided. Enter the year, if it is different
from the current year.

. Select a Vacation End Time.

Choose the time from the menu provided.

. Enter the Interval for reply to repeat senders.

Sets the frequency of the vacation response to the same e-mail sender. The frequency
is measured in units of days. For example, if you receive one message a day from
Bob and the field is set to 5 days, then Bob will receive your vacation message only
every 5 days no matter how many messages he sends to you.

. Enter your response to external senders.

This is the message that will be sent to people who send you e-mail from the outside
(external to your domain).
a. Enter your subject in the Subject line field.

This is the value used in the subject line of the automatically generated response
to senders. For example, you can enter “On Vacation” as your subject. The default
subject is “RE: subject” where subject is the subject of the message sent to you.

The Subject line field is limited to 128 characters (about 1-1/2 lines of text).

b. Enter your message in the Message body field.
This is the text of the response sent. The default text of the message is:

“I am out of the office.
Your message regarding subject will be read when | return.”

The Message body field is limited to 1024 characters (about 14 lines of text).
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9. Enter your response to internal senders.

This is the message that will be sent to people who send you e-mail internally
(inside your domain). The same subiject line will be used for internal responses as
well as external responses. You only need to enter your message in the Message
body field.

The Message body field is limited to 1024 characters (about 14 lines of text).

10. Click Apply
You will receive confirmation that your vacation rules have been set.

Distribution List Subscriptions

You can subscribe or unsubscribe to a distribution list, or view the members of
distribution lists to which you belong.

v To perform your distribution list functions

e Click My Distribution List Subscriptions on the navigation bar.
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The following page displays:
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FIGURE 5-4 Distribution list subscription page

At the top of the page, the distribution lists to which you are currently subscribed to
are listed in a table. You can use table list to view the members or unsubscribe to any
of those distribution lists. If you are not currently subscribed to any distribution
lists, an empty table displays and the message “You Currently Subscribe to No
Distribution Lists” appears at the top of the page.
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v To view the members of a distribution list

e Click View Members within the same row of the distribution list you wish to
view.

The members of that distribution list display at the bottom of the page within the
“Members list” text area.

v To unsubscribe to a distribution list

e Click Unsubscribe  within the same row of the distribution list you wish to
unsubscribe.

The distribution list table re-displays. The distribution list from which you
unsubscribed is no longer listed in the table.

v To subscribe to a distribution list

1. Search for the distribution list.
See “Searching for a Distribution List” on page 33 for instructions on searching for a
distribution list.

2. Select the distribution list from the search results table.

3. Click Subscribe in the same row of the distribution list which you selected.

Your current distribution list subscription table re-displays. The distribution list to
which you subscribed is displayed in the table.

Note — If the distribution list you wish to subscribe to requires approval, you must
request to be added by the distribution list owner or the delegated administrator.
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APPENDIX A

Warnings and Error Messages

This appendix describes any warning or error messages that are displayed on the
Delegated Management Console.

System errors are listed in TABLE A-1.

TABLE A-1  System Errors

Error Condition Error Message

Could not contact Your request could not be processed because the web server could
DM server daemon not contact the delegated management server. Please contact your
network administrator or internet service provider.

LDAP directory data Could not read value of an attribute from directory. Please contact
incorrect your network administrator or internet service provider.

Login errors are listed in TABLE A-2.

TABLE A-2  Login Errors

Error Condition Error Message

Invalid Login ID Login or password is invalid. Please try again.

Invalid password Login or password is invalid. Please try again.

Invalid domain Please enter a valid domain and try again.

Invalid e-mail The address formed with the login ID and the domain is an invalid

address formed with  e-mail address. Please try again or reference the on-line help.
login and domain




Create User errors are listed in TABLE A-3.

TABLE A-3

Create User Errors

Error Condition

Error Message

Fail to input login
ID

Fail to input Last
name

Fail to input
Password/Retype
Password

Password must be 4
characters or longer

Fail to enter
preferred e-mail
address

Invalid other e-mail
address

Users must have a login ID. Please enter a valid login ID and try
again.

The last name is a required field. Please enter a last name and try
again.

The passwords must be entered twice to ensure correctness. Please
enter the same password in both the Password and Retype
Password fields and submit again.

A valid password must be at least 4 characters or longer. Please
enter a new password and try again.

An e-mail user account must have a preferred e-mail address. This is
the address that will appear in the FROM line of e-mail messages
sent by this user. Please input a preferred e-mail address and try to
submit the request again.

Please enter a valid e-mail address for the additional e-mail
addresses field and try to create this user account again.

Edit User errors are listed in TABLE A-4

TABLE A-4

Edit User Errors

Error Condition

Error Message

Erase last name

Fail to input
Password/Retype
Password

Password must be 4
characters or longer

Erase preferred e-
mail address

Invalid other e-mail
address

The last name is a required field. Please enter a last name and try
again.

The passwords must be entered twice to ensure correctness. Please
enter the same password in both the Password and Retype
Password fields and submit again.

A valid password must be at least 4 characters or longer. Please
enter a new password and try again.

An e-mail user account must have a preferred e-mail address. You
cannot erase the current preferred address without inputting a new
one. Please enter a preferred address and try to make your change
again.

Please enter a valid e-mail address for the additional e-mail
addresses field and try to create this user account again.
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Create distribution list errors are listed in TABLE A-5.

TABLE A-5

Create Distribution List Errors

Error Condition

Error Message

Fail to enter List
Name

A distribution list must have a List Name. Please enter a distribution
list name and attempt to create the list again.

Edit distribution list errors are listed in TABLE A-6.

TABLE A-6

Edit Distribution List Errors

Error Condition

Error Message

Distribution list
name is not an
editable field

Owner ID is not an
editable field

The distribution list name is not an editable field.

The owner ID is not an editable field.

Password errors are listed in TABLE A-7.

TABLE A-7

Password Errors

Error Condition

Error Message

Current password
incorrect

New Password not
more then 4
characters

Fail to input
Password/Retype
Password or the
passwords entered
does not match

Old and new
passwords are equal

The value you entered in the Current Password field does not match
the actual current password. Please input the correct current
password and try again.

A valid password must be at least 4 characters or longer. Please
enter a new password and try again.

The passwords must be entered twice to ensure correctness. Please
enter the same password in both the Password and Retype
Password fields and submit again.

The old and the new passwords are equal. No changes were made.
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Forwarding rules errors are listed in TABLE A-8.

TABLE A-8

Forwarding Rules Errors

Error Condition

Error Message

Invalid address
entered in Forward
list (rfc 822
compliant)

Please enter a valid e-mail address.

Vacation rules errors are listed in TABLE A-9.

TABLE A-9

Vacation Rules Errors

Error Condition

Error Message

Invalid vacation
date in database

Invalid starting year
value in type in
fields

Invalid ending year
value in type in
fields

Stop time must be
later then current
time and/or start
time

Subiject line field
must be non-zero
length

Message body fields
must be non-zero
length

Invalid starting year
value in type in
fields

Could not convert the data stored in the database for the vacation
date and time into a valid date or time. The current time and date is
being displayed. Please enter a new vacation date/time or contact
your internet service provider or network administrator if this is not
satisfactory.

Please enter a valid start year value consisting of 4 digits. (e.g. 2001)

Please enter a valid end year value consisting of 4 digits. (e.g. 2001)

The vacation end time/date is before the vacation start time/date.
Effectively, the vacation program will not be turned on.

If you wish to turn on the vacation program, please enter a subject,
turn on the vacation program, and submit your change again.

If you wish to turn on the vacation program, please enter an
external and an internal message, turn on the vacation program, and
submit your change again.

If you wish to turn on the vacation program, please enter a reply
interval, turn on the vacation program, and submit your change
again.
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Distribution list subscription errors are listed in TABLE A-10.

TABLE A-10  Distribution List Subscription Errors

Error Condition

Error Message

Already subscribed
to this Distribution
List.

Can not subscribe to
aclosed Distribution
List.

You are already subscribed to this list.

Subscribing to this distribution list requires approval. Please contact
the owner of the list directly to subscribe.
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