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Go to previous page  Go to next page

f#- ™ [Reset] fi'l'[i&[% [Help] ﬁj?’”’“'FﬁjPJ”Fﬁ’ i
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resource adapter

PP pIEomdh BLA &0 53 1) RSAE -]

e resource ([ l’%"*ﬁ% )

e adapter ( ﬂﬁ@’ﬁg‘ )

* resource Al adapter ("> T ) o FIRE) 0 = n [alEn

(ERL > P R b fﬁi SR (U " resource adapter ;g RSR fE i
[ﬂ'zf( lnflf”*ﬁ?ﬁﬁﬁ'ﬁﬂ .
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& 2-6 Identity Manager Help

| Search Reset | % Online Help §© Documentation

I—Enter one or more search terms, select to search
online help or other documentation, and then click
Search. Click Reset to clear the Help window.

Accounts

Usethis page to manage Identity Manager user accounts and organizations.
User Accounts

Viewing accounts

User accounts are grouped in organizations, which are represented by falders (D). To expand
the hierarchical view and see all accounts in an arganization, douhle-click the folder ar click +
(plus sign) next to the folder. Callapse the view by clicking - {minus sign).

ldentity Manager users are indicated by ﬁ |dentity Manager users with extended capahilities

are called ldentity Manager administrators, and are identified by a Depending on your
administrative capahilities in Identity Manager, you can create, edit, dizable, and enahle
accounts, as well as change and reset passwoards,

Viewing user account details

To view details of individual user accounts, click View. The Yiew User page allows you to see
user characteristics and assignments. You cannot make changes to the user from this page.
Click Cancel to return to the accounts list.

Editing account information
Select accounts to edit by using one ofthese methods:

« Double-click a user account.
» Selectan account in the list, and then click Edit.
» Right-click an accountin the list, and then select Edit from the actions menu.

User account status
leons that display next to each user account indicate account status:

. % The ldentity Manager user account is locked.

. @The |dentity Manager administrator account is locked.

« D The Identity Manager user account is disahled.

@The |dentity Manager user account is partially disabled.

. fi‘.The systemn atternpted but failed to create or update the Identity Manager user
account an one or mare resources. d%hen an account is updated on all
assigned resources, no icon appears.)

Contents — Click for Identity Manager help contents and terms glossary
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Identity Manager {f, LRI E BRIV > RS EI A s i
PIERLHT T PR PR S R T RIS SR R

I DR v R VAR st <Rl - T P B R R
:EIJTJ?;U %ﬁj P TR T

o 1L1§9

.

2-7 Identity Manager $f;3
. &
Sun Java™ System Identity Manager =
Javd

Resources
Assign one or more resources to this role.

Logged in as: Configuratar

Sun Java™ System I¢

Use the arrow buttons to move resources from available to current status.

Use + or - to reorder resources. Ordering resources allows them to be updated in a specific
order.

‘ Home | Accounts | Pﬂsswufn

List Rales Find Raoles
Create Role

tars, and then click Save

Enter or select role para

[T Update resougtes in order

Available Resources Current Resources
LDAP
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ldentity Manager {E3
PN T e Tiﬁﬁfj’iﬂ i [iY Identity Manager ~ [EfUfJufi ¥ o BH. Eff’#ﬁlﬁé
T (=92 fol Identity Manager /7 E'lf\j'fﬁ'[' SN E[F 3R F?FE'[ﬁJ:' l"EflfJﬁH b fﬁ'fﬁ?
(O ) -

+*® 2-1 Identity Manager /7 "I =% ‘ifﬁﬁ

E18 Identity Manager {EHB&

BENTUATENME : BE: g

B EiREEERE [Accounts] 1Z&; - [List [Accounts] 1Z&; » [Find Users] ;£18

AR ERITEL

EfERERE ()

BEERER

EREREER

SHERE

RAEERERE

FRBREHEERE

E12 Identity Manager EI2 5
EENTEERE :
SRTERTEIE (EBEH)

fETEAERE

Accounts] #I5

[Work Items] &% »
[Approvals] 7154

[Security] 2% » [Policies]
e

[Passwords] {£%; » [Change
User Password] 318

[Passwords] 1Z%; > [Reset
User Password] #1858

[Accounts] &%  [Find
Users] i#EIB

[Accounts] 1Z%5 - [List
Accounts] #I5
[Accounts] 1Z%5 - [List
Accounts] #I15

BE:

([User Account Search Results] HH )

[Accounts] {Z%; - [List Accounts] $18
[Accounts] &% » [Find Users]

3#I8 ([User Account Search Results] B
)

Identity Manager {FF & E
[Accounts] {Z%; » [List Accounts] 5&I5

[Accounts] &% s [Find Users]
3#EIF ([User Account Search Results] B
)

[Passwords] {Z%; » [Change User
Password] i#I8

[Accounts] 1£4; - [Find Users]
3£IF ([User Account Search Results] B
)

[Accounts] &% » [Find Users]
3£I8 ([User Account Search Results] B
)

[Accounts] 2% - [List Accounts] 5§15 » [Create User] i

[Accounts] 1£%5 » [List Accounts] ;£15 + [Create User] 8} [Edit User] B

[ [Security] T34
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5 21 Identity Manager /i [If = 2 [ (448 )

IETHERE (BABIEEAM) [Accounts] 1% » [List Accounts] 15 » [Create User] g [Edit User] B
H [Security] FiZ#
SREREAN (LIESFEIRSREEN ) [Accounts] {245 - [List Accounts] ;15 » [Create Organization] B

[Roles] 1£%; - [Create Roles] Bl
fg & Identity Manager

HEHTEMESE BE:
BUHERER (BFEE) [Resources] 12
EIEEREHE [Resource] 1Z%; » [List Resource Groups] ;%15
EHREEAE [Roles] {Z%&
sSHhat [Roles] 1&&; » [Find Roles] i£15
imEEHERE [Security] 1Z%; » [Capabilities] ;515
EN RIS EIEE A [Security] 124 » [Admin Roles] ;£1F » [Create/Edit Admin Role] B
SHEEFHMEEEA [Configure] 1Z%; - [Email Templates] 5218
X EEHS - MRS R IRHE 5 IEERAE  [Security] 154  [Policies] 315
B4
EESNEMN [Meta View] 1&%; » [Identity Attributes] ;&15
BRESmHENEG [Meta View] 1% - [Identity Events] 515
ACE S SR [Meta View] 145 » [ChangeLogs] i£18
BAHES(LIRSREAZE R
BEEWTEMESE BE:
BEABERIFEES (540 XML #830RE ) [Configure] 1Z& - [Import Exchange File] 3£15
A ERIRSE [Account] 2% » [Load from Resource] ;&I15
LR AIRSE [Account] {Z%; » [Load from File] ;%18
ﬁégemity Manager (EAERERIRE [ &R 1155 o [ HEREIR] =8
%
Te¥ - B s RS
BEEITEMRSE BE:
X E B REENAVIERZ B M R A A% [Configure] 2% » [Audit] 315
HATHEIRRE [Reports] 24 > [Run Reports] 315 » LI ~ PUTHM TEERS ; [View
Reports] » LU&IREREHER ©
EHRBEHITERS TR E [Reports] 124 - [Risk Analysis] #I5

iR E SRS [Reports] 2% + [View Dashboards] 18




5 21 Identity Manager /i [If = 2 [ (448 )

EWRETBE
HEWNTEMEEE

TE R TEALRRE
IETE B R
EIRREEIEER

5% T HITFEURES

B2iR E BiTFEUSE

IR EER S

E 18 Identity Manager {E3
HEWNTEMESNE
BITEERMEE (HEF)
B2 e

IR EREAER

A I
EERFRMEERS
HEWNTEMESNE

B TRISRGLE , ERE
RIS RMUEEESH
BB RIS IR HETIAE

BB FEEMTaR

37 B imaE AR IS IR R

BE:

[Compliance] 1Z&; + [Manage Policies] j#15
[Accounts] 124 » [Compliance] 15

[My Work Items] 1Z%; - [Remediation] ;%15
[Compliance] 2% ' [Manage Access Scans] ;%18
[Compliance] 2% ' [Access Review] ;&5

[Reports] {£%; - [Auditor Report] 3583518

BE:

[Server Tasks] 1Z&; » [Run Tasks] 5%&18

[Server Tasks] 1Z%; - [Manage Schedule] ;%15
[Server Tasks] 124 + [Find Tasks] =5 [All Tasks] ;€15
[Server Tasks] 125 » [All Tasks] %15

BE:
[Accounts] #£%; - [Manage Service Provider Users] ;#I5
[Server Tasks] {Z%; » [Service Provider Transactions] ;$18

[Service Provider] 1Z%;  [Edit Main Configuration] ;%15

[Service Provider] 1Z%; - [Edit Transaction Configuration] ;$I5

[Security] 1£%; » [Policies] 18
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54 r FIPF' r 2 FE| el ‘F“F[' =8N Bi/[ll'ﬁr%?& Identity Manager
I%F

3575 ﬁ[ r ‘gﬁ,' ] S Z/Dl'ﬁ@ﬂ'%‘?ﬁf:ﬁ,' Identity Manager “Eﬁ[ AR

ZIC (I ARSI SESEHET B A% Tdentity Manager [l 1F TR 19
ShpeRT S HL?EA#TFIFH °

W7 T RHBES | T L 7 -

Py8 i TR ETE E I EAFE PR BT R AR R [ U (R
# o

979 #1 PasswordSync | FUHYF 3 PasswordSync 2t H A= - I
Windows Active Directory #! Windows NT sffisif[1
[V AR = Identity Manager IR 1[I H/

5T 10 ﬁl Fo = f;rzpzﬁg'[\gtrjrf'j:”wymﬁ fﬁ[aji?gfﬁjﬁ: 0

9y 11 3 CE RS F J B B i /ﬁ'ﬁﬂ[m—'%ﬁﬁf’ﬁ

9y 12 3 %WF I | EMig| Wﬁﬁ[%ﬁ[ P"%ﬁ} SARYIIE D [®

SY13 i ARSI EH R eV P P R R R A S 0 P B o=

s A Tlh ‘ifﬂﬁ | Fi[¥] Identity Manager }‘Fm i N?‘ e

B B TS fEREE A FFIPH R ER @ 7 fid= Identity
Manager < {F g

fif6 C TS TSPt VRIS R A R
YRS

[ff#% D T Active Sync }5& B [h e f“ﬂ“ [ 7.0 V{5 % fv Identity Manager f9{fi ™|

Hl[ﬁJ*ﬁl’“‘ °
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BH 3

B MIRIRE TR

4 T A3 Identity Manager Tz £1 /7 ARl 7 B OTYR SRR o (UK AR
Identity Manager ff1®!| #A{HEJIE (0 i -

° %*%A I = H RS R

o TIPS R ] B

o MR IH R

LI E ol

o PTRECRIIRMEE

o PR

o FHIRREA = AT

o URIHPIT R

o T R

A OS5 22 My
EANM(EREMRIEE #
fBH 1 ﬁfﬁ,}?’ﬁ | Identity Manager =&V (= [t ~ - Identity Manager £ {ffl
e FIRYH SRR, AR WREIHED dendy Manager
=y e
ﬁ?ﬁi' 1 /T F1fY [Create User] i1 ([Accounts] #5225 ) 4% » Identity Manager o
0 H I e Rl SR A M (I W I

.« 4B
° }‘F['—\{‘:

59



60

. YE

i

S5

[Identity] Wk E2 0 [HPYIRPEID [ﬁﬁ * SRS S JER S Identity
Manager Ez"#??'%ﬁ% o LRSI ™ 18 T VAR ka WJ e R RPERY -HF

A o

fiesr ['3‘; FJEFF (& SR N S %ﬂ?ﬁ LY
FéﬁF' JIQEFFWMEJ pue] Al o

lﬁlj

T ﬁ?,‘ﬂ?ﬁﬁgj [Create User] 111V [Identity] W35 -

31 B R - 2
Create User

Enter or select attributes for this user, and then click Save.

|dentity Assignments Security Attributes Compliance
[ilaccountio | *
FirstName | Last Name

Email Address |

Manager Manager Is: |

[il Organization |Top =l

Passwords

Password &
canfiten Passwird *

AccountID | Resource Name | Resource Type | Exists | Disabled | Password Policy
Maximurm Length: 16

Resource account Minirnum Lenath: 4
whose password will . Must Mot Cantain
he changed Righibou=e Mo Mo AltrinLte Values: email,

firstname, fullname,
lasthame

*indicates a required field

Save | Background Save | Cancel | Recalculate I Test I Load |
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Y ]
IEE
[Assignments] Eﬁi@?iﬁ 2V Identity Manager 4 ( J[1¥fi ) fi Jluﬁsu
f#— " [Assignments] # H115 3T %'J&J | }JF’['\—

¢ [Identity Manager account policy a551gnment H fﬁ?% I[?:%Hﬁfu o

* [Roles assignment] —)]ﬁgjf 5 KR o e [IﬂiHF }% LA H B
VRV 2V -
* [Resources and resource groups access] — & fi'I' {1 ¥ RS ,lﬁl“ R H]

eHRATERREE > T bT SO FE R IVAYRYR . lﬁ o ;JFF*?LI&IHF "fﬁm
[ 4 S T

— \

EoeE Ak

7+ Identity Manager (ol BpE ?ﬁ L PER @ﬁﬁﬁ@ ff0 17 £ Identity Manager &

e - &7 ?F‘ & ffl17] [Security] #5355 {fI E‘J?ﬁi R iﬁﬁf%% Elfjg‘flﬁ,l@ﬁ:

¢ [Admin roles]—{'ﬁ‘[ﬁi "PE- U@ngﬁzmﬂﬁfuj s e F' ’J\J?T’FTFE«[I'EIE'J
L -

. [Capab111t1es] — 7t Identity Manager 1—1“546 [I‘?T“ AL o lﬁlﬂ F‘T‘i}%@ |":3h =

£44 [ Identity Manager {7 f197 “FIftERS -

¢ [Controlled organizations] — F f}[ﬁ]” 1‘4 £ FTEF:IE 'J,IJJE‘%I’IJ%E?\H o [
[DERN [k TR 'ﬁbﬁﬁ”ﬁl”ﬂf’\ﬁﬁ N Vj‘ﬁ”l“ [ A N IR

W OREIHR FURMGE ) SR AE S DL W
FFS T S wwp@amuujé '%¢%Mmmy
Manager Fi2E FI[URI 2577 %#F}J%‘IMO FIfY FEEEFJéI entity
Manager fif! |

e [User Form] ff'[i‘:ﬁ,' A TEE ﬂl’»ﬁr’ IE[FI Hs }L{y[FDH GG ES (B
EETT [None] I[ ’FT:EW[ F'[}L'{ﬁj/1§7i—#’| E"flf[ M- 'IE; U[El :rga‘w?ﬂ

e [View User Form] — }}}tﬁ?ﬁ,f E :ﬂfg;ﬁJ 0= s }{"’ R o= {»{i?ﬂ PRl sE
2V [Nonel » PR FURTE s i B AL B ]ﬁ[“ HAH -

¢ [Delegate work items to] — }["’ R N = A I/;IE:[ By “Ti‘ F I

— {ff F& LI PR - B ﬁf{w TR ifJE'H ”f‘li? e T E,l li H
(eRpIFE %}H ]E,%Lt: [None] -

61



B
[Create User] 11 Hi% [Attributes] f5 355 "51?'[ E’HFIFfF’" AERSE B o FIE Y
FET[‘?H'?‘F'["J&E VYR I i;'fs‘g‘lﬁiﬁﬂ‘f@%k‘“'?ﬁ ?WWF“T [FilTh fk[ °

FREE TR
[Compllance]ﬁwgtfﬁi—_lﬁl“ j?%ﬁu}?, %ﬁﬁf ) :[J}PZQIH[EI“ HpuRs F—Li

?’Yﬂﬂfjf? o KB AR 0 H H P | TR R R R R
Uﬁ;

"“E[I}hﬁf‘ﬂ "*]El F [ < SEAFHEETIUE PR o i ﬁ%ﬁ'ﬁ”rﬁ (YN Sl = P = 1
=5

3-2 [Create User] [ - [Compliance] &

Create User

Enter or select attributes for this user, and then click Save.

Identity Assignments Security Attributes Compliance

LastAudit Policy Scan Newver
Assigned Policies

[1] Effective Audit
Palicies

Availahle Audit Policies Current Audit Policies
CostPolic H
PurchaseOrderPolicy
owel Policy

[i] Assigned audit
pilicies

Policy Exemptions

[ created [ audit Policy [ Rule | Remediator | Expiration | comment |

Policy Violations

[ created [ audit Policy | Rule | Description | Times violated |

Save || Background Save | cancel | Recalculate | Test || Load |

R EAEN PR i [Available Audit Policies] i [ UH{:2 V[Iufgpers 2
[Current Audit Policies] & H#Tf[1 <
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[EF T = ) ([Name]) ~ i #1E X ([Last Name]) ﬁ‘}iﬁlg'ﬁﬁ £4” ([First Name]) %f
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MR RIS APRENE R E

UH IEA G HT (4T [Accounts] I8y F J‘*I?‘[ ﬂl’ﬁijﬁ Dﬁ?ﬂ' 3-3F ) {5

Sl g EE T R

o [New Actions] — g fili?| ¥ ~ F@A1F [%ﬁﬁ o

e [User Actions] — I—Ej@{ Rt FLIAg R 1l H B @EI% 'Tg’l%'ﬁ SRRl gj
) ) L R« QAT S jid 7
fir

* [Organization Actions] — ¥~ — F [0 [H BN -

= =
3-3 s
Key: (¥ administrator §§ locked aoministrator €% user § locked user | (1 organization [ directory junction | (@ disabled (2 partially disshled A\ update needed

M“---New,muns--- | [ user actions - 7] [~ Organization Actions - x| Search |[organizetions x| stertswih: [
| Hame 2 | Last Hame | First ttame
r » [ Accounting[1]
r [ 53 cslewis  Lewls C
r N Administrator
r N Configurator
=

ons ¥ | [ User ctions — | [ Grganization actions — =] Search |[Organizations =] starts with
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S
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B 2 (Rt E RIS g i FR S LRI E TpINE » A 3-1 SIS E
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Identity Manager & IRIEEHE o ERKEFFERERITHRINNEAERBRBAEEFEIAIR
@ HIMmEEEEIRIRIELZS ©
Identity Manager EI2S1RSEESETE ©
HERTECIEEZ IR Identity Manager ARSI LEIRSE o ( BUFRMRSRAS » THIREIR ©)
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o [Users] 7%&‘%/13?] ~ «]i_f ?}E’H fgitl 9"{/3? [ «]_i I:[SFFIJ [’@,EIJ N E[

iR~ PR S Vi 3F’ IEJ
* [Passwords] — #@R I FIEl l%
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i
T o i J:':%”’Fian‘ﬁg* %rj‘lﬁ THEIVI Y > IR E [User Actions] /&
?ﬁ'HI £V [View] -

[Vlew User] 118 ;FFT}EHP\/ﬁﬂ (il 2 T 2 55 fF’lJt B3 AR
o SRR [View User] FIE1 HvE¥H o f— ™ [Cancel] I'[3%[i1% [Accounts] 1%

?ff°

L__.Z ([NeW Actions] ,%% [NeW User] :EE.IE)

ol S S %& f§-[New Actions] J5 #1227V [New User] < J[1{! [l A%
ﬂg& [F(ZEFe) = e % IR SR 0 IR - [New Actions] & Hi 12
IV [New User] -

= [l I S SR SV S5 B [ Bk | i g
[Create User] FIft ([ (fEFEREER ) [I' IR0 HIRHREN AL
o [Identity] — {78 ~ 5= Z01F ~ AR O
. [Assignments]—m;'égrﬁffj]aﬁ < EE I
* [Security] — A=A
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. ?i?ﬁ]ﬁ'ﬂﬂl‘“"mvlﬁl“ =5k ’Zﬁn& §[User Actions] /%Eﬁf]l“’qv [Edit] -

BTSRRI > Identity Manager ¢ 2 [Update Resource Accounts] FIT"1 «
IFEEIEI%TR#F’[%& M 2 B ERRIRSR > ) Rl 3 = REEVRBR 27V [Update Al
resource accounts] r }{ﬁj’?@fﬁl =H| F’?*JUI}‘F, \_plgwﬁ ; F{‘/JJ HIEEVE ~ -~ [ﬁfﬁ/ % (et
ERIRE e H Fﬁﬁ’aﬁ Rl J:dF

3-4 AR (RIS
Update sharon_admin’'s Resource Accounts
Selectthe accounts to update, then click Save.

Assigned Resource Accounts

[] Update All resource accounts

Select | accountID | Resource Name Resource Type Exists | Disabled
resource
accounts AD Windows 20007 Active Directory | Mo Mo
to
update, RemedyResource | Remedy Mo Mo
Changes
Resource Account Id Attribute Old Value | New Value
AD lasthame Hasting
AD fullname Sharan Hasting
AD firsthame Sharon
Lighthouse | sharon_admin | fullname Sharan Hasting
Lighthouse | sharon_admin | lastname Hasting
Lighthouse | sharon_admin | firstname Sharan
i . AD
Lighthouse | sharon_admin | resources R eiTee
[ Save in Background ] [ Return to Edit ] [ Cancel ]
s
Fli#F— ™ [Save] I 7%5% (L= p%fil~ " [Return to Edit] I') g P& #H i

Rie
ZE{ERE ([User Actions])

[Change Organization of User] = =i Z[&EF 'ma“ﬁ ERURRGIFERR R > IRz
AR E %‘?ﬁ ’Qt—jﬁﬁﬁi’/éﬁ% PR o
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FJFid% ([User Actions])

~ N R SR YRR fﬁm‘gﬁﬁéb (o PUEBF U - Identity
Manager A [RHRSb  {EuPT B0 R H Y Identity Manager [R5 F#5— i
A T
R ;G@? ,jJ %‘& F?ﬂ FIE IV R [ H =9 - IR - [User Actions] (%?ﬂ
Fl iy [Rename] 1_,;[
[Rename User] FI [’ Z EN @Eilﬁl” =5k £ T;P‘“]EIJQ Fl=5E 7 BE"?@E'J
H v Identity Manager j;'%”'ﬁrg fY aﬂ[[j;ayd:fg‘j’]ft

et S TR L PR P ) -

Gp BREFET o (R 4 Y Active Directory YR o 1T £V - [T )R
¥

* Identity Manager (il "' | #[[=5F /7

e Active Directory = W= £/

e Active Directory = ¥Rl (KT #/7)
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&l 3-5 EHP?FA” 1
Rename User

Enter the new account ID, then select the resource accounts on which the ID is to be changed.
(Select Change all account names to change the IDs on all accounts.)
When finished, click Rename.

Current
Account  witestt
D

Mew
Account |\-’test3 — Enter a new account [D.
D

AD
Optionally change the
q

associated fullname

fullname |viki test]

attribute for the Active
Directory resource
[~ Change all account names assiged to this user.
Select
accounts | Mccount D | Resource Name | Resource Type Exists | Disabled
onwhicth I~ wtestt Identity Manager | Identity Manager Yes Ma
0
change | [ vtest? AD Windows Active Directory | Yes Mo
.

FRERE (EREEF - BEEF)
B | 2 [ Egjﬂgﬂj & E[cly‘:j", =5k DRG0 ]S R 8 {& * Identity Manager i
S TIRYE -

figs i«ﬁ”i 5 BRI | N - R R R e
=k -

(SRS —ERERR
et R TR = iﬁé& T HI DEVIRIE IR 1E-[User Actions] Ji #1122V
[D1sable]

T+ [V [Disable] FIp b IVl ffH U*H@[[J;REFF IRy~ ™ [OK] - Identity
Manager 2= 7] Identity Manager f ™ | #][=5 f;?z[ﬁ'ﬁf@}ﬂ [RIRRSH I © [IR5F
T I [ R P o

[l 3-6 FPT " [Disable] I b= ffH [AV[RSf -
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3-6 SR AR
Disable Resource Account Results

Attribute

Value
cslewis on Lighthouse
disahle true
Workflow Status

Process Diagram

Account shows as disabled

start Reset Wiew || New actions -— ¥ | [— User acti
TI | name 2 [Lastn
O ~ 3 Accounting[1]
Disahle O GO cslewis  Lewis
- ) Adrriinistrator
(] ] Canfigurator
Provision
TI Reset View || New actions - ¥ | [— User acti
Provision I

=8 §1E1EFH%‘¢E§F
LFI r Ejj‘ (5 IRyl FS % ff+f Identity Manager ffli ™ | =5 -
T E]EHHI EIV L RN IR IE-[User Actions] F?f [fl 12>V [Disable] -

fimsE E SR | 2 (W00 R > (o #[ﬁwuwlﬁlﬁu“ =BT 5
v pJg S L lﬁl E | [ Egmhﬁfﬁpﬁ ﬁ@ﬁuwﬁ Y
i’FI °
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Eﬂ%ﬁ%% ([User Actions] ~ [Organization Actions])
= [Ejm [ R R RA S o S T L PRIRMTTR | Fue il > Identity Manager
%‘;@ % ;@;ﬂ RS AR o AUBSE IV RUSEE ”JT? e IR E'lhfégﬁﬁiﬁrf

P R GRSV IRERT ) S TR P
g,

i

8 FA S — (& F R 3E

T 0P R %&(}“—E‘f IV PR SR 1F-[User Actions] & Hi 132V
[Ena le] -

TE [ [Enable] FIf b o VIR pURR > SRty N [#5E 1 - Identity
Manager ¥ FIT £'] Identity Manager [[RPE== = ﬁﬁ'%?ﬁﬁﬂﬁ%ﬁ@%% °

R 2 EER & RS
&) Rl Eﬂj FTF' R Identlty Manager ffi "' | =9 o vt 7EHIF EIV 20 "]
H=H > S [User Actions] 5T [TV [ Enable]
pre ij;mfjm A R - ﬁIFHU«FﬂI*Iﬁl“ bR 12
V?F“[ um’ﬁﬁgﬁf F*%,Eg’:f rﬁf’gﬂ' e v =2 ?Zﬁﬁ[“ [SANES Sﬁ Y
TRl

E¥{EHZE ([User Actions] ~ [Organization Actions])
ot RIFTES{f1 > Identity Manager 7 fﬁl?’%&ﬁi’[ﬁ[“ [RBEAT REPER o (DR Ik

SRR 2 [ RS ORI (8523 < S
felac me

LI @Elﬁ TR PR

. aaTFJ': lg& eRRHE E T J@Elﬁﬁ%l@ﬁ?ﬂjﬁgj e [F&EHWEAF FUERE [E'
FIE e T IF;{J%JHI [&] ’Elﬁ[ﬁl J[Fmd User]ElEll =R 71%4 ri%l%@#m
RIFTEI ORI P I~ RS 2R

RUFA P FHIROAR - [T -
o EFRFYVRRIRARL R B IS RFTVEF -
o RUPTE ENRIIRIE - B s HI I E RV R -
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E?ﬁ""—ﬁﬁﬂ%‘ﬁﬁ%ﬁ
T I R R = %,ﬂg THEIV =S, SR 1F-[User Actions] & Hi :E 5V
[Update]

T RPFORRIRET P 1 V- [ S HERIPHERT > i [Update A“
resource accounts] || EI%Q?FFEJ“‘[TFI ERUETIRIRE - 74’“5{"75‘ - [OK] ! t[F}EI
P o @5 o f— 7 [Save in Background] | Jllptuf‘%’ql;ﬁﬁ #ﬁ“*,ﬁﬁﬁll&"

fﬁ%l?igl E'I%AFE[?;"ilfi B R o
[l 3-7 B RFHRIRSEE I 1> Lighthouse % [ Identity Manager -

3-7 RUPre =
Update sharon_admin’'s Resource Accounts

Selectthe accounts to update, then click Save.

Assigned Resource Accounts

[] Update All resource accounts

Select | accountID | Resource Name Resource Type Exists | Disabled
resource
accounts AD Windows 20007 Active Directory | Mo Mo
to

update, RemedyResource | Remedy Mo Mo
Changes

Resource Account Id Attribute Old Value | New Value

AD lasthame Hasting

AD fullname Sharan Hasting

AD firsthame Sharon

Lighthouse | sharon_admin | fullname Sharan Hasting

Lighthouse | sharon_admin | lastname Hasting

Lighthouse | sharon_admin | firstname Sharan

AD

Lighthouse | sharon_admin | resources R eiTee

[ Save in Background ] [ Return to Edit ] [ Cancel ]

E?ﬁ%ﬂﬂﬂ'ﬁ?ﬁ.
[ERT) EJJ‘EI;@’TW | (RS % i Identlty Manager M =S o TR yE T RV 2R
H ﬂj;aiF i - [User Actions] & HTF:E 7V [Update] -
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Vi »

ERRREHE[EHZE ([User Actions] ~ [Organization Actions])
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e ?ﬁa%%%tﬁwl USRS IR p INESiES {Forgot My Password] I'] 9} [ (=
i Identity Manager i [F= /i 21 I#FH@ °
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W WL Lk ATk ot D Elﬂgﬁéﬁﬁﬂﬂﬁé%
it - o e e s o

o [IFE s Eﬁf R = 5 [Jﬁlt@ﬁﬂElﬂFjﬁE i (*E'[g:éltj\[g}ﬁﬁpﬁrf&‘ EJI‘F =t
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o HREE
&“Eﬁ?‘éé]{u_}'ﬂ[ STl E‘Jﬁﬂ'\iiﬁﬁ * [Z{fr Identity Manager ™[44 » SR I
~ [l H [ /T 1A Identity Manager IDE o i ™ | #:% l?%ié;@?&ﬁ ffi=1#H ID A1 %Fﬁj
,fE'EﬁLJ *A'“;;t mlfcﬁlp_r (S 2 [ e rTpg] e E’*:k[ﬁl“ |#! Identity Manager i “ | ID
AR o IR ]
T ol LR %@ {ETEﬂHl S *ﬁ& 4[@“ =0k R - [User Actions]
Fl‘/ [Organization ACthI'lS] B A1V [Unlock Users] -

B (EFHZEEE « HFEEI(E)

PR [ty 45 W% Identity Manager ffl® ) [R8 TV[ % 2 -

e [Delete] — %7 Z Ay A ek > Identity Manager ﬁ{’—][ﬁﬁ? T;J Eﬁﬂ VERIRME
~y %ﬁEﬁﬂ[ﬁ? Identity Manager fjli ™| ==& Ve Ry HIR ?

* [Unassign] — S # VEyE f[@e W > Identity Manager F Aesi it F““‘[TFI Y
Vi gﬁmlwﬁjﬁ* AR < 4 R RSV © AR RR
#ﬁfﬁHW

J [Unlmk] — EFEIVEYE @R > Identity Manager rﬁ f§-Identity Manager i

[l%’[&érﬁﬂ"ﬁﬂéﬂ BT o

sk I [ Vﬁﬁ% R R AR E e
st i%%@ﬂﬂﬁ®m

"ol B IH{;&;;”L,: % ZIVRHHRSE - IR [User Actions] fi¥ [Organization
Actlonsg T HTH ?V?FE”EFI MR EA [ o

Identity Manager &i=- [Delete Resource Accounts] FI=1 <

fiBR "ERERIE, B "EIFERSE.

Il Identity Manager {fi| J;wﬂ[& e RIIEE %,} [Delete] fjf [ 135 732
HV k- [OK] - £ k== FF[ eVVRIRSE %p IV [Delete All resource
accounts] Zf1 > IRy~ ™ [OK] -

HHiE RSB ESEIRIRR

¥ FoIf¢ Identity Manager ffi " | j;ayﬁ:‘fwﬁ Jp AR RS -
[Unassign] fl& [Unlink] A1k fl135 = [[—fﬁ}[b_%—é SRy~ ™ [OK] - F glﬁwﬁ 3?",4—*
?“,{ eRIRNE %p [Unassign All resource accounts] f I [Unlink All resource
accounts] [ > R " [OK] -
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3-8 b L o1 [ S S [
Delete testuser2's Resource Accounts

To delete, unassign, or unlink current resource accounts, select one ofthe global options (Delete All, Unassign All, ar Unlink
All.

Alternatively, select an action for one ar more resource accounts in the Delete, Unassign, or Unlink columns. When finished
with selections, click OK.

Current Resource Accounts

[] Delete All resource accounts [ Unassign All resource accounts [ Unlink All resource accounts

Delete | Unassign | Unlink | Account ID Resource Name Resource Type | Exists | Disabled

Select T !
T Fl testuser2 |dentity Manager Identity Manager | Yes Mo
atccdoL:nis F O Fl 0000003115 | RemedyResource | Remedy Yes Mo
0 delete
andfor Fl testuser2 Al Al Mo Mo
unlink.
F testuser2 shark Al Mo Mo

2

[ET "] [User Actions] f[1fiV [Change Password] #{! [Reset Password] <[]

[Edit User] FI™ lb@*Elp&;l%ﬂ’n MR TP U P TR %Jﬁ%‘ﬁiﬁﬂé‘j& FIpy TE

P H =R S

SRR

Identity Manager %’r#ﬁﬁ B[S R ﬁ,}}ﬂ HEE TV g S B
Identity Manager }{ﬁ %’lﬁ?}{ﬂ L 5L gjﬁl**]a UHTE JI=5E

ﬁ[%m =8k %“ FPRERTNEV [Accounts] - §REETY [Find Users] » [S

- RS vlﬁﬁ%? '?TFI**'J*% ik

A N L U i R N U] A SR SRR
ﬁJi/‘ R R Identlty Manager #f [

° [EIFI []**‘%E[E
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o TRFIRMEINE - g
o [Disabled] — l'F[l E‘J?ﬁ\ FI:Q?VE fFI’ Identity Manager ﬁ‘)}”ﬁ TPURRYE -
o [Partially Disabled] — fji "' |# 7 FJ‘:E}'?V~ i FS %i[ﬁ{}“F’, ERVERIfEYE
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° El;a;;{kfgg ) E[J}-Ff :
5 [nol — [ B (7 PRFAE 7 R1BTY 7 [ H =8 -
> [some] — I - i ( [[IZFFTE] ) 0T REE 7 RO R R
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o fF’[ EAVEYYR

o E]E
o A
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R F'TEE[F ¢
AN T Eﬂ%" 2. ﬁ“ﬁ‘,fhfﬁm frIET ﬂﬁw‘? CEHPE I 2T
. E‘”Vﬁh BEI I H | BEI=DE %Tifgimq?ﬁl(ﬁé Fli— ™ =5k

P EE fF[l“quFL-T[j;@F ‘Zﬁmﬁ [Edlt]

e - [ﬁﬁ&%[ﬁmﬁf’%— PR B [ ( ”ﬂvﬂfﬁ' (] EElRdaE s iR~ P
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3-9 (= | =R A N
User Account Search Results
Click a name in the search results list to view or edit account infarmation. To sortthe list, click a calumn title.

Where: MName starts with 'c’

Matches found: 2

] Last Name First Name Resources | Assigned Roles | Member Organization{s)

9 configuratar Top

M € Ocslewis Lewis © Top:Accounting

Newlﬂl Deletel Deprovision | Unassign | Unlinkl Viewl Updatel Enablel Disahle | Movel

Scan ... | Unlock | Rename | Change Password | Reset Password | Audit Report |

MNew Search | Cancell

X R BRI SN {F

[Exfi* ) Identity Manager [[5 560 Bt A BRI » 1[I ACE! % =Y -

(iR | R

©  [Delete] — I Vi AR Ifas 17 VR WRISIE - 220 [Target the
Identity Manager Account] ;Z7FiF’ fI& - & {fi" [# v Identity Manager [|=
Bl o

* [Delete and Unlink] — P[5 E VAV EWRI=SE » & FVII=SE IR 5 sl

* [Disable] — 7|5 EAVAVEWRIRFE 25V [Target the Identity Manager
Account] T [ 5 [ Y Identlty Manager [R5 °

* [Enable] — fj FEE IV ETHRIRYE - 2V [Target the Identity Manager
Account] ZEFiH’ ?T HE R Py Ident1ty Manager [R5 °

® [Unassign, Unlink] — ”V{FI AT ETE |1 J FI‘J?W’FI[[J;QF TR B YR
Identlty Manager =] J;as’ﬂﬁé gwﬁ T e[ 1’;”1]3 Jﬂt‘i-”#l? o ST ﬁ;ﬁ}

L gy TR }%f’l nf, 7 Identity Manager [ F' A= (2 iigwﬁ S

e -

e [Unlink] — Z2[&Ee¥ YRR Identity Manager ffli*] E%“'F]EI?JJ B (R ) o il
ik ] QTR AR - I L ) 0l ol 5% 4
Identity Manager fji ™ | & I9I=SRH - HITREA [ Eilj‘ =5 5H “F 1ERL @
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¢,

PPN LSRR s R (RO P~ D™ ?{Fﬁ’ﬂ BAGEUL I*‘L DR AR
AlIE i R EJE‘JHE J%ﬁl*‘ffﬁ' STy }H/ﬁqﬁpf?ﬂ"%lL = f““ FIEIFIRY

BRCEFL > =T R R R -

Tf‘@%ﬁﬁ[’idﬂﬁfjﬁﬁﬁ?%\l ’ lil r }%ﬁlj El H =3 ffygﬂ[ﬁ: F ﬂ]Eij}E?FE':%‘ﬂ Y [Find Users] E | I:L |
HEEOH

(B % BB (BN > - ™ [Download CSVI R R [RERTE s
Wi = CSV filig -

EAEhHE 7 iR IR MRAEEN{E
= %{?ﬁﬁﬁ*ﬁ BRI % “‘Vﬁ‘/ﬁ? fill » YRy~ ™ E{#) - Identity Manager %7
(Lt a [‘P‘J%m#ﬂmi';lﬂlﬁ

e B LR R PEOINE - i 12 [Tasks AR5 - FFF— ™ (B0 -

EHEMERE
L T lﬁ%“‘%'?ﬁ (CSV) R LA REUMEH Y - SR
PRSI FIFORRMERTR] « 291 (5T 1HR Elma@%u@*@ﬁ%éﬁm

Cov A WIRHD SP 7 5701 PR o
REGE £ o BIERAYE -~ |‘fﬁ:’J‘V %ﬁ»rj‘ Identity Manager fjli ™ |% ~ ffli" | Ve v R =R
= BRI R e B R W R RRER P - T'[ BV (i PV o i
T frop -

PR CSV i FHRRY I

* [user] — E[JFA'[ Identity Manager fli ™ | v £

¢ [command] — EIJFI‘ET Identity Manager {fli ™ | HFRIVAVE[® o F 3570 J?F, ] e

o [Delete] — & ~ 2V} ﬁ EEAVIAARECARIRA - Identity Manager [[R7E
o e

o [DeleteAndUnlink] — PIf#== 203 e WR=A -

o [Disable] — [ft" [¥¥JFi[[=5 ~ Identity Manager [[R¥EFY ~ H -

o [Enable] — ?Sf HIEWRIRPE - Identity Manager [[REFHY ~ ¥ -

> [Unassign] — f‘wﬁjfﬁég’ﬁj%ﬁ%gﬁ e VR

o [Unlink] — JUfjliadie = -

o [Create] — ! Identity Manager [[=5 o 32 #5422y R=0E -
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o [Update] — P1#rIdentity Manager [R5 - 2 {4E5g o+ ~ R %ﬁ‘)ﬂﬂﬁ??ﬁﬁ
JI=5% =
o [CreateOrUpdate] — #[H{\l Identity Manager [[R¥A]l] 1 v - [k g = fh
R

Delete ~ DeleteAndUnlink ~ Disable ~ Enable ~ Unassign §l Unlink $§<
¥~ Delete ~ DeleteAndUnlink -~ Disable * Enable - Unassign ﬁ‘/ Unlink E{*J f‘Eﬁ\ﬂj‘ )

f:g/[f‘[ L ga‘ﬁ fif kL [resources] o fili AR i F IR HIOPRLTIR
57 a7 JJ[‘%& A ]:I —k 7 ”]E[

. [all] — RCEIRE TR (B ?ﬁ Identity Manager [|<9£) °

* [resonly] — %! Identity Manager [[R9£T | 9t iVRe | e WRII=SE -

o resource_name [ | resource_name ...] — E‘E_,%fﬁéﬂﬁ?ﬂ’}ﬂﬂ%‘f o ?F”[’ﬂ‘c’ldentity
Manager I']%f! Identity Manager [[=59f

PP RLECH 1% f[ﬁigﬁj (51 CSV ﬁ??“%‘ﬁﬁj :

command, user, resources

Delete,John Doe,all

Disable,Jane Doe, resonly

Enable,Henry Smith, Identity Manager

Unlink,Jill Smith,Windows Active Directory|Solaris Server

Create ~ Update Il CreateOrUpdate 1§

YN 270 Create ~ Update J;[‘/ CreateOrUpdate F > Bl fFT{L_ [user] ==

[command] #f5F 9f » &R T ‘F’[\_[User View] flIfiuffgit o ]EIF' (A &R LA L

RN e FiE SR vplﬁfj%ﬁafﬁlE' VER L 2 PREpoeyt - 520 Identity

Manager Workflows, Forms, and Views Z/D%J RLIH] EI—T]EIJ ffl E'Ji‘ﬁ?‘&ﬁﬂ TR

L R R il S gL S

R (o] P - LR P 0

e [waveset.roles] — Fglf’] iuj“ﬁ Identity Manager [[=Bf[1— [[HFY % [ 7)< £
"l o

. !waveset.resources] — E}Iﬁ-\Lj F‘, Identity Manager [[R9FfY— [WFY % e rR €7
HH -

* [waveset.applications] — ol & \_1F[ (i Identity Manager [[R¥E[iV— {lWfY 2 (£ <1 £
AT -

¢ [waveset.organization] — E’FF Identity Manager [[=5,[VA" 7
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* accounts|resource_name].attribute_name — e R[=EREE o BERY FFA T

VRRARE Tl e
P RLge st AT g (B0 CSV szl

command, user, waveset . resources, password.password, password.confirmPassword,
accounts [Windows Active Directory] .description,accounts [Corporate
Directory] .location

Create,John Doe,Windows Active Directory|Solaris

Server, changeit, changeit, John Doe - 888-555-5555,

Create,Jane Smith, Corporate Directory, changeit,changeit, ,New York
CreateOrUpdate,Bill Jones,,,,,California

BBEZEERMRA

WA SR LIRS S - KT
waveset.resourcesﬂ%ff%ﬁ [E&}?ﬁﬁi\j i F*ED“ ﬁ’?[‘ﬁﬁ“ #Tﬁr7“(|)ﬂ“
T (AL TR AT ) oIl IR 2 o ST FRE %l;ﬂjnfﬂi
valueO | valuel [ | value2 ... ]

SR 00 R RS Tﬁ}l‘“ A T 1S (RS % [
(i = [ REARRIEERR - PR Tl ) Jfi™ ﬁ;ﬁﬂr? R
I1E| ﬁ‘ﬁl'f‘ﬁl]]ﬁ[ ° ﬁﬁl‘f‘f’ FE ’Hfﬁl'f‘ lﬁFIJFIJI}l > [ ﬁ[ “4 mjtl‘:llg , ‘Dl:[j\ 4.
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I'L’,FIJ FEN | F[' IR
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o [Mergel —JKffr BT o 00k GREL TR -
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ij #l'ﬁ?bl 4 PERT EEJ@F'@TFE"? | 2) Twﬁ?ﬂﬁﬁﬁlmﬂiﬁzfﬂ [y
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IV AR [ AV SES (9 o [FU0 > John "Johnny" Smlthﬁ;%rjL fillf IJF?%JVEW,%_
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P LSS il e = I () R AR () Ao JIHESS R EL R e R
AL\ fl5’ \\) ©

R RIRENF iR B 1%

#7 Create ~ Update [i¥ CreateOrUpdate E}””Eﬁﬁ o TR [

A~ TPV EERIE (BRI R | o (ST )7 [User Form] 1% Jlﬁu#gj-[fk el

SEIE (e R O [ < g A

e [waveset.bulk.fields.field_ name] — S W S 1 CSY ﬁrﬁf SIETEYS) (i
i1 5111 field_name U0 ¢ ?millﬁﬁﬂﬂﬁﬂuw##ww%

.G waveset .bulk.fields. commandE' waveset bulk.fields.user [INg}%
e

¢ [waveset.bulk.fieldDirectives.field_name] — (& IFA 1 EFEHELE #F’l *,J&*J'#F»l ,IAJ (S
O ARG = Al

¢ [waveset.bulk.abort] f}{vjiﬁf[ﬁ Rtk I_J?I%E true » I'f 1 1ijES [
¢ [waveset.bulk.abortMessage] — I LMETI‘%F%t AR TR

waveset.bulk.abort I%ﬂ true Eﬂj‘%ﬁﬂ o %’,%F%Llngifﬁ E[Jrf“ 2o ] g
Rl o

& FA E F ARSI

F’? £| Identity Manager IE[F' H ’F‘,‘ K&K -ﬂﬁ? Identity Manager ffli " | 57
F'PFAMWI "I Uﬁﬂrﬁlﬁw‘ﬂ“ﬁ? ol G el SR TR T R
( 7@[' PR S ) - IR o3 HIJ%JL" F'ﬂ

£ 5 F BRSNS
B
1. rijJ = F[[F 1> IV [Passwords] -
[Easd EJF% *‘Ffm‘aﬂ\ [Change User Password] FIf1 > [ [ -
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3-10 R H R
Change User Password

Enter and confirm a new password, then selectthe resource accounts on which to change the passward.

(Select Change Klentity system user and all resource accounts to change the password on all accounts.) When finished, click Change Password

UserlD  Administrator

Pasgword
Confirm l—
Pasgword

Resource
account | Account ID Resource Name | Resource Type | Exists | Disabled | Password Policy
whose Mazimum Length: 16
DaSS‘_NUfU Administrator | Lighthouse Lighthouse Yes Mo Minimurm Length: 4
will bie Wust Mot Contain Atiribute Valuas: email firstname, iullname, lastiame
changed

Change Passward | Cance\l

2 SEIBRIKIE UL - St S5 108 el
B CHIES ~ o (L) -

3. TfErt )ﬁgﬁ”n [%té %Eﬁ'l’gﬁfﬂj* it gy 2 {4 gRiHh— ™ [Find] > Identity
Manager ]a“{[ﬂl 1D [[;,J F prFrTE @m ﬁ(ﬁ?ﬂ - NI &ihe]
H o ’]ﬁ&wg[ﬂl [Change User {’assword

4, ﬁ?‘“ *”@%ﬁﬁﬁ%ﬁ@ k=i~ ™ [Change Password] I' |3 R 1 5[ Y RI=PE

IJ| 5] ?{ i  Identity Manager ¢ F“Eﬂ Sl SRR
pﬂ”ﬁﬁ

B {EHBMRIREENS
%Identlty Manager |§|F' =S @? [ SR A A T ’i‘é?{ffﬁﬁ@
J;E [FilRES ] i EFEERE o [1]kL Identity Manager Eﬁ%% R R
b )ﬁ%ﬁ‘ﬁu#“”wﬁkf R =R ) -
PRl ™ HAV QRS (i IR E Bl ™ RO R R E ) IR T
Clj?
fi e
U ri@“J;[r%V f,l%'ﬂiﬁlﬁ?}fblﬂ
o Bin i ELEECHREpVE F o ASBUT F ) E VY [Reset Notification Option] »

Identity Manager 7 E;IE[ 41*4 e |‘ﬁ”ll_;9%-{aﬁ§ Fip F& (7t [Results] FIT1)
SR E B ?ﬁ{%lﬂ* Fp ¥ Identity Manager 2R/ f E
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ERS RIS
P"”E'? R I%E*] ot I = agA Fll IF'J%ﬁrﬁ,l%an ? Eij
FaE E”V%E’?%ﬁ?? ::;+ o SRR R o AT (;ép j%“’é’@“ 5“4
[Lighthouse Account Policy] HI TR fﬁ?ﬁﬂ*ﬂ TEE M H L S

7y > 7 [Reset User Password] f[1 » fur DI
resourcelAccounts.currentResourceAccounts [Lighthouse] .expirePassword [%
FL false fifi «

7t [Lighthouse Account Policy] [ [Reset Option] fgt 1 » | F7el i ] ik

[permanent] H l% i EFE 7R 7 passwordExpiry FHE B Y
s ‘EfF:ng RIS ujﬂ IHFTF F IﬂF 7}{&5 IEIF' %{fﬁg 130 o Il
9% ?F[ Ll EI[J@EIFI‘/;I%U fﬁ?}{jq\j
[temporary] — i:'l%* @F' i+ tempPasswordExpiry FF% ’E’{}‘[‘QEHI?‘F’[
Lg NI HF’*ETL[' lﬁ:ﬁ]‘/\ﬁl r IEF [j ‘%JPF WHAFIHY > 7#&5 IE'H %Lilpﬂ 1]
QK ‘J" LA II@EIQ&P?FU? TTT X o P
tempPasswordExp1ry U@% & ,ﬁ?%‘ ot g o

}g %”? ﬁFEj FEpsia ) » %’7 £ M| tempPasswordExpiry gt ; Pt T
Eﬁ;‘éﬁ ?T_IFHEJ\‘E[

EIEMRIEL = EFRERR
T AR ER AR B =R $7§13V?F§?DE‘{$' Identity Manager f|Ifi5ffi* ]
HAPL > (S S e

%JHW%TE‘E?
] uaa

e m@m

2% RS SRS
‘m?f% I“#ﬁﬂ?fmu %$fu%ﬁw®%m1 e > RS 1

s

CENR e [ AR ST %J&F‘fp,VJ T AEE e
YIJ’IIFD— ‘%@Fﬁﬁlt. ) %(‘fi i AF I E TV [Security] » JRiZE TV [Policies] -

EIFQ,h el 'ﬂi?ﬁ]?l ) ﬁir?ri [Policies] 7 Htfl 127V 'ﬂi?ﬁ]?'* o ol 'fﬁ?ﬁ]f'm ) éf
[New s ]E'f Fl iV [String Quality Policy] -
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(% CRLT LTSRS PO ERRRERY o BRGS0 AR BRI [
tfigjﬂéﬁj;ﬁjg,“ et g T £ i
REHRA

S I JaﬁF }g@,@*ﬁiﬁm STt ) %“"HVI#ETEH ’?V“J’JEE'IJ i iy
AR JEiﬁ”UIE

FroEBRA

SR AT I[% B T Jc,JFij SRS W R N PR e e
Ff )

o TG NE T TR R R R A

e T Y

o EIHEIRA T v SR

o B S R R P!

ﬁg“ B W35 @?ﬁjﬂﬂﬁ’ﬁ@ﬁ“ﬁﬂﬁjﬂl’@ : gﬁﬁﬁﬂ r;gsfq N SRRy T i
T -

FBERMRAINRNEE - E:’“JFI‘J‘J?"J&‘ Fiﬁhpﬁaﬁi i%ifr *f' Pl BeET
vl:][}%’][ 3-11 1. - Nﬁ;gﬁliﬁ]ﬁpfjﬁ TEEETEL 1 o AT lj B % E Fﬂ' K o]
BIHIReE

i R i 1 Il A et (I R

3-11 TS (R HEE] )
Folicy Rules
Select Operator Rule Name Description
- |Divisi0n of Accounts Payahle and Receivable:Rulel j
r |ano x| |select. |

ﬂl Remave |
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FHREREE

[ R AU D R AR R o T PR ) o
o R

° %‘& B 3,»3[@,'%

1) 4 [Policies] FIFAREIF 4 « Jie (BT ok S ppesprasans » Ok
Identity Manager ?Z[ ST E FIAERE B~ T nf1gur1ng Dictionary Support g e

‘;\—_r

TGRS

VB Bl P e AR R0 L R

it [Number of Previous Passwords that Cannot be Reused] g ([ 1 > fidy * A4~ [y
§€‘I;EI I:lJ 737-"1}—‘{_ K IFDFI El rJ":’TJ I/ B rJF[J *ﬁ? '71J1'/[ R jl ﬁ—_?j Emgﬁﬂ £ 3 E'H%},‘ﬁ%j\ﬁ‘
= IR ‘/r'JlFU” IRy AR L -

(SR PP LR P S RS R R R AR T P e % [Maximum Number of
Similar Characters from Previous Passwords that Cannot be Reused] 1 [1 - fiij *
PR T R ST B o B0 R R T S
password1 » E[J%{ffﬁ%[’ﬁlj\ rl Jl password2 39 password3 °

GBS 0 - FIY ﬁﬂ'm P+ T AT - B B
abed - FIFFHTEAN 1T ATEEIR b c;&d

=R =R = B txﬁéﬁ[ﬁ,’g’%f o El’?ﬁ%ﬁ, VB HREOIERL [Number of Previous
Passwords that Cannot be Reused] ¥ f| IF["T}‘F'[ PRS-

TBEEF
(& prl ﬁ? * |[4“‘/ A=K ﬂf?j [t AFIJJ &ﬁl}?“ HIU o B [’?ﬁj S |
BT I&IHPE‘H g e 4f'ﬂI*¢FEBéJ =] v[lgzﬁl 2 %z@ﬁijé‘jl% EIfY
EE Sy

NMEREEM
- R L1 fﬁ?j [ Ap‘@jﬁ[f{: T E[j}‘ﬁ :
. =D

e email

gu

e firstname

e fullname
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e Jastname

[&F" ')+ UserUIConfig fla['f[’*ui[f [17ER 1 "[ﬁﬁF Ry T ‘ljr NI e
UserUIConfig f[ I ﬁ?%‘j’[i jlI7- 7 <PolicyPasswordAttributeNames> f[I °

HITENE RS

E R {late YR 'fﬁ}f%]ﬂ o F 'I}{—] “‘f’ﬁ?ﬁlé"* ['JENﬁ EENR T %ri [Password
olicy] - FHEH £ “"?V :/WﬁEH i A ﬁﬂ poA m’ﬁﬁ% | [i [Policy

Configuration] i : [Identity Manager Parameters] FIFre

=)=

atas
{EHE
BT KL T B SBRER)
Identity Manager ° #ﬂ*‘ﬂ ;%E S ';ﬁﬁfﬂ EEJEI‘J*EIE'[J,%_ . Identity Manager [R5
[y Iflfﬂ]'}} T EHL@* EN‘HJFWE » Identity Manager [=5 r I% T@e@l}%*/
E@ﬁ@_ﬁlﬁl“ Hpas T‘)-“?'[‘\Lj/‘,lﬁiﬁ' # (&4 [Create and Edit User] FIT"1) ©
B3 AR [I%-}_ﬁﬁl%‘ :
1. FEPREATIHET [Security] » GRi:# TV [Policies] -
2, k{rﬁlgﬂiﬁf [1:# TV [Default Lighthouse Account Policy] °

_r_..—

e
Efolgii ! *,#%Lﬁ ] VEE‘ Identity Manager {fi ™[5 /7 [o1 » = B2
?WF\E’EF”?WFI I;i ﬁf\%'fl_lﬁ_ i » BITRCR  v  fpP E ﬁFF' f’lﬁ?ﬁm’?&}
g

#{%HH%JEI[%—L (=7 i I} EI?[E{“ ?ﬁ[‘:[[h :

it FITVIfY [Secondary Authentication Policy Options] B35} l%’?#ﬁﬁﬁ Fu«ﬁ? L

s - f[ﬁ'?iiﬁﬂﬂf&'ﬁz

. B E?Wfﬁ R g g e

o EpIREE Fl T2 V- [ 2 [ﬁFﬁJﬁ

[ T R S Jﬁé’iﬁfﬁm Y {h * Identity Manager ffi"|# /i o1 > f—~
[Forgot Your Password?] - ’Iﬁvx[pl JakE A f IR o

[ 3-12 B R H SRR L f A -
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3-12 =T =8 ;F,J%

Accountld  user-1

In what
city were
you born?

Loginl Cancel |

L AYEEEE R

7t Lighthouse [[REEFYHFI1 LT VEET R 1R T o 02 38 7 L'Fh
;rplfll?ﬁqﬁﬁlc'ﬂi <R TIRE © 9t Al oI - [SREp T
J:ﬁtﬁ ﬁjg ER S FJ}FﬁQj’j %D[HI =T % EEF] U AHEED -

SRz > {01 H 7k [Change Answers to Authentication Questions] I~ | 1§ Y17 igh
RITHIRE < A1 3-13 g PF I iy -

3-13 R [l A — [l [ PR

Change Answers to Authentication Questions

Ifyou forget your password, the systerm will prompt you for the answers to all authentication questions associated with your account.
Enter new answers to ane ar mare of the following questions, and then click Save.

Authentication Questions

mForLogin Interface |Defau|t j
Fersanalized Authentication Questions.  Answers will he automatically converted to upper-case.
Question | Answer
[ |What is your ginger cat's name? ||Eliscuit
Add Gluestion Delete Selected

Policy Constraints

Answer Policy Mone
Applies to all answers within a login interface.
Cuestion Policy Mone
Applies to user supplied questions within a login interface.

Savel Cancel |

AonE T2 G EE B RS

P 7 WS % OSSR (P SRR PR
;9?7'%‘11'% o ']ﬁp Sl }mxHﬁ"H flitf5 % fl# Tdentity Manager Ji" [ = 5t
bypassChangePassword R[] 1% o Identity Manager Jielfef ELfiE 3 R1

e
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Tl iJ?J%‘n&E‘%°%”EI”T?JE%E'JIE?“EU@E'i%f’ﬁ%?ﬁd&ﬂ ik AR P PR

bypassChangePassword#ﬁT%F&ﬂiﬂﬂ* :

fRusaEfl 3-1 o PR R R I T
<Attribute name="ui"
<Object>
<Attribute name="web">
<Object>
<Attribute name='questionLogin's>
<Object>

<Attribute name='bypassChangePassword'>
<Booleans>true</Booleans
</Attributes>
</Object>
</Attributes>

</Object>

TS L P 0 PR R

K sEEH 3-2 ?’i&’g'w? A R R I
<Attribute name="ui">
<Object>
<Attribute name="web">
<Object>
<Attribute name='user's>
<Object>
<Attribute name='questionLogin'>
<Object>

<Attribute name='bypassChangePassword'>
<Booleanstrue</Booleans
</Attributes>
</Object>
</Attribute>
</Object>
</Attributes>

</Object>
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e EEIEERR

SRR }H Identity Manager ﬁﬂ%l@ﬁ?@?tﬁ ﬂ&jﬁlﬁl B

o [Admm Roles] — 2| ‘T\_EJE TRV ] ?{ﬁ&ﬁﬁ RS R ﬁf
Fl[j; o ]7&: I§§‘ T ”TE Identlty Manager i [F'J:if{ jpayﬂl? it
@ ?{ il IF lﬁf‘ PE'E‘V@F R **IF:I G [pﬁp Y5

EJ%‘M%MH[ [y FEIE‘{ Ide

¢ [Capabilities] —@rﬁ IR o Identlty Manager H{fl 1 é‘;‘n’ YA B TPRE AR
ﬂ»ﬁ“@ﬁ» T el e R ?FT EA T ]rFEF E”*‘j F‘" ‘@H f’['ﬁT
Sl ﬂi*@ ey %*ﬂa5ﬁww ﬁ -
¢ [Controlled organizations] — yﬂﬁﬂ FIVAC T RT’F’[ EAT 1%\-?%4 ; %ﬁﬂ@ﬁi
ypgﬁ@ S Zn =1 %“ifrﬁ]g‘j 5 Fphpy i Ident1ty Manager 7" 1@ g e

1/[13:" FTJ Identity Manager f{2 FIA[FRIH (2] SIIEZa % 2T 5 T riﬁ‘f
%’

ntit Manager e e

(FHEEHIER

Identity Manager ffi "' B mlﬁ[;' HIER Ew’ﬁﬂﬁ%ﬁ: g7 5F | Identity
Manager =) {535 i 2] :j:'If,T i VIR rjﬁg‘i’ff’ FYERI= lfF‘

EUFH B RE

TRV FIES R - (2 pféﬁuajtﬂzflb [EIPIRF (— AR ERR ) - o= e i
B BRI YRS O o F I R %iﬁiml 1%%

1. BIF ’F Identity Manager [System Settings] f! (idm/debug) °

2. f§-[Configuration] 2% [E Hif [15#7V [Configuration] - R~ ™ [List
Objects] -

3. " [End User Resources] 21" [Edit] & JRfE#(F -

4. ][ <string>Resource</String> > ]I Resource ==& il e pF [F v 74!
R B 3-14 i o
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3-14 < AR R R

Checkout Object: Configuration, #|D#Configuration:EndUserResources

<?xml wersion='1l.0' encoding='UTF-5'7?> ‘:J
<IDOCTYPE Configuration PUBLIC 'waveset.dtd' 'waveset.dod':>
<l—— id="#ID#Configuration:EndUserResources" name="End User Resources"-->

<Configuration id='#ID#Configuration:EndUserResources' name='End User Resources'
creator='Configurator' createDate='1026770940457' lastMod='7?' counter='0">

<Extension>
<List>
<String>NT</Strings> —— Addaline for each resource to he added to
</List> user self-discovery selections
</Extension>

<MermberdhjectGroups:>
<ChjectRef type='ObjectGroup' id='#IDHTop' neame='Top'/ >
</ MenberdhjectGroupss
</Configurations>

Savel Cancel |

5. 1¥— " [Save] -

]FYF' FIFS B o DF@;H Identity Manager ffli™ | ¥ /7 o1 -fi YFP=FEE ([Inform
dentity Manager of Other Accounts]) %= [fi *'[¥ o P=gndsi~c VS0 - [H i 2 175
?f FEXVERR > hfay * SRR ID SR o ofiad=oE="E Identity Manager <}

7y o

AH BRI FERT AR A

l SSEAITIR S ‘*J|‘E1EIJ]E| HIHAA Y Identity Manager it |8 €78 > [ ("]

’ Mﬁ’ﬁ“ﬁ?@?l A o T m‘Eﬁ [ i
Lﬁl FTJ oi tﬁE[” ISF\EF‘l éﬂ 2t e ];Ej ’ ﬂl_gﬁﬁ_ ja_T "Atfgi‘ﬁfﬁir,j[ A FTJ ?gﬁiFE
IR
B

= rﬁ?ﬁtﬂ '[ S A o Identlty Manager [ﬁl e Fe?tﬂgl“ﬁ#@%@ﬁ

lﬁh‘%"f’j} Identlty anager o 1) |El (R [ F SRV Tﬁiﬂ SR

WE" L Htﬂ;t F{‘EE Identity Manager Ha@zm#;p Zpufl (7@%\ AR ) 20
LA [0 = T R A L%ﬁlil R TF? o

AR WdTHF[yﬂngtﬂEUF YR RLST B[ SUBTYPE_ACCOUNT CORRELATION RULE

FiY SUBTYPE_ACCOUNT CONFIRMATION RULE ~ KHFEJAUHIFIF(F -

pﬁ*‘ I rﬁﬁl*g@’ﬁ’%ﬂﬁe?tﬂﬁ[m R YR EEQ%‘K Bl rIdent1ty Manager Technical
Deployment Overview ;| FRf) T&EREFARB S, —F
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J f EIJAIEI“ £y ID)

o AR (FEEEE AR D)

e  WSAttribute 7 iﬁ%?f f

*  AttributeCondition 7 3 /& !

qr *"JH’FE‘* el ﬁ 3 (B[R e i EPEEE - A FE bl
o i g fﬁ 11‘*[“ V[Hl%%ﬂfg‘jf]f&[ ]#f(i?ﬂ (~ xﬂj} Type .USER Erjp jﬂ

ST o TR t;ngJfgsyFﬁ 1 (FHRLESE fi ] BlEl o YU RCAVES 0
TE g}?%’ﬁ» QJ%{E'}J PP (R R IR

B i~ El’x*‘ Type . USER [IU}i* ﬁl E1% o 1 Identity Manager UserUIConfig
Prirl [%Aﬂfj’ o lf'ﬂffa /%, QueryableAttrNames ©

&&W%ﬁFﬁww*ﬁﬁ*IﬁﬁP“'

* HIT UserUIConfig f URfJC il fr EER A7 (T 7[1% QueryableAttrNames
EE Fll)

e Identity Manager /" [A=% (" RN 1T ) i %E/' fl fr s T
UserUIConfig AR % ¥ o

FEEBARA

;ﬁ"gi?jtfj EJUE{U?FE?J‘ L/

* userview — Identity Manager ffli " | [V5t BAm) -
* account — F[ A USRI -

B AR R I IO I8 fy i true s L 0
false fifi -

AR LS 1 T e o - s@%um_p%
*ﬁ[%fﬁ%fW?“%ﬁ;W% %ﬁiﬁwmﬁ¢W*%$$mwiﬁw

@(ﬁi«%ﬁﬁ“#¢W*wT$WM*ﬁwﬁﬁ) RE > bUE T A
YRR

. ﬁ‘* FTJ n’lﬂ P f= T [l SR i 15
o AP HFRREEVEEH I
S Y SRR R R0 3 7O 8 B eI -

91



92  Sun Java System Identity Manager 7.0 * &85



g
=
AN

o=
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e i/[lgjgljvf?d Identity Manager VI puRl 2Evd %xﬁﬁﬁj;r = FFIE9EY 34 FIfY

" Identity Manager #7{F |
s (/LI%'T*EJ ﬁfﬁgﬁﬁﬁ/ﬁ SHLH 1 (] Identity Manager [IUEY3 > % 2]

SYI3 TR H A

SRS

° EE?FJE%"?ET%E-JW

* ¢l Identity Manager ¥/

e Identity Manager ”@EI SR
AR AOE 5l Kl 'qﬁlfF

*  [j¢l Identity Manager [fiit

o FIEET I

. flal ,Fj};,g%pj l%ﬁﬁqs [

. Remedy ?ZF

. EEIFF%'I Identity Manager fﬁ]ﬁﬁFgF%L
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AR EIE AT

TR A 50 7 Idenity Manager [l o

=
ABERER 7
Identity Manager |1 ’Q‘—_%’E@'ﬂﬁ%n'fﬂ/ THRIfE F’] o E I %f;?ﬂ—_]ﬁl H
WIS PR 1 Identity Manager fjiiH [ #3E 7 54 -
R PR EE R EE - WE 2 e 5 H R T o f R [
CIpVETE I H %’7 53 AT R BL RS Y & U AR -
e E""*E‘E,*iﬁ"fﬁ‘?ﬁ%‘-*’?%”If%*‘;ff'sﬁ*ﬁjgﬁﬁ@E'J H o RO T VBRI
SRl TRRLEL R ISR o
H O pvaEd £ > Identity Manager ’Eiréﬁ ManageRole ~ [EfiHd o SE{ " [E3hAH
Fﬁ& i R I R B o R (S T Y R E L S A
g

[&F1" 3753 [Administrator Interface] iV [Create and Edit User] FI[1f | 5’[}%“{5’%?[@
E'Jﬂ °

eV
[P PPRUR I - g e
1. f§-Identity Manager “PicA ([ > 7V [Roles] -
2. it [Roles] FIfeifl1» '~ " [New] -
o ERRAER l~§“JfﬁtﬁﬁEJ & o

o SEIVEEIRPIE * 03 AR o

R IR R IEAR AR 2V G BT 180 FIfY DR

\{%J"

o PRASE g YIRUH I 5’!?57;5?& [ e Rl S R N
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o EIVERISE S EEIR -
o ARG LY SRR

tmaE e RV EIRBIEE

7t [Create Role] EIE'IJ—FIU [Assigned Resources] Btigiih—~ ™ [Set Attribute Values]
R ?F“[\_wrl VR — ARV EIEE T o T 1P [Edit] FE‘T[iHIEIHI B SENER
(g o PN g i - Identity Manager [ I %JLI;EJFEIE' H
PRIRERD » PR EEHRE L) iy A2 -
SRR S PO R

e [Value override] — Z V| ™ 50 {2 ¢

> [Nonel — TR - 4 FF (Z(Pif -

> [Rulel — i IR - 1R ESEIVISER [ 20
E[“ C I;E

> [Text]— [P HEEL 3 FRACH NGV » PPl 4
e [How toset] — VI [(Z— !
o [Default value] — K5Iy ¥ F F%Lt@ ARSI o (U IE T RRI A
B
5 [Set to value] — | *%IE'[JF‘/TI/J G Eﬁﬁ“%{@ﬁ’lf&lgﬁj "?ﬁ}{j i
gt R Rl Rl S TR IR
> [Merge with value] — I i gl =PRI & S prEpv i o -
o [Merge with value, clear ex1st1ng] — VBQE I JIJ F gl il }{—] @%{t@ =
AL Pad R RS £ R
> [Remove from value] — F2[=gif{- il 1 14 I[JF‘RP 3 F’?—}J’] LpYfi o
o [Authoritative set to value] — [AHHII|[A5 ¥ S Frfr Epu T 2B il - 7
?fﬁﬁj%il'ﬁl g el G i R el IFI@EI FNPI@E F P i
L k@’Wﬁﬁﬁﬁiﬂ“ VO -
> [Authoritative merge with value] —ff | 'fij[i g == SIS & 4 ff &
R L P T e R A S R
r‘glﬂ

S 4 [E@T[ﬂ: y [Brd E;Eﬁﬂﬁﬂﬂq’g[ﬁlﬂ)& c TP }‘Fﬂ Fl ty # IQE’FNBHIEI
(CSV) F it i -

<RoleAttribute name='attrs role:Database Table:attrs' csv='true's>
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o [Authoritative merge with value, clear existing] — 72[i# [ Ijiiv/gf{ i »
R I BB SR P e 0 P R B U6 - OPERR £ R
'FAHE ?FJE ,ﬁ\_ﬁﬁgﬁ[il Rl lﬁ[aﬁgﬂg&j i~ £ ﬁ[%[;@

¢ [Rule Name] — J[I{l [27% [Value override] W igif[1:E XV [Rule] %@%gm[g
SR - I

o [Text] — Y[V [&7%F [Value override] Eﬂ:@ﬂl 29y [Text] - %H? TS
fifl ~ F Vg G PR S e e o

- " [OK] [Fx"apl 3%[p! [Create Role] ﬁ‘} [Edit Role] FIZr -

EIEAM
(& I 55F [Roles] FIen b i BT pLIFS &) €138 — 5] [ o
e [Edit roles] — ¥ & <"1y Bl &IV E e o 2 il FI’FIJE[F[HI['TE[SFE |

e [Find roles] — 7 [Roles] Bk 8:E ¥V [Find roles] - p FIgFT ™ pa- “\/ % ([
A e B 1

e
o R

o fTHE*

o N

5 TR

P S5 2V LR PRSP 5 R IR Y P - R
A NTETRNT A

* [Clone or rename a role] — ;#3 VEmr FUE e > Tk [Name] A 50 flifiar * %f” f
i JRidb— T [Savel o wREEA PRI i}i ™ [Create] I') { ;?‘JJT

EE Ry )

”EIE[%';Q?FH £ e ﬁ%ﬁh”?{\“*ﬁﬁd

1 SEIVRIAR )

2. 7t [Name] ﬁﬁ"‘fﬁlﬁﬁjj P EHE > SR~ S [Savel -
Identity Manager %= [Create or Rename] fI["1

3. #— " [Renam] "R £ §7 o
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B4 1t Identity Manager B & EAE

L fi'I'JKf Identity Manager £ I@’%'LYI?&?”H’FIFII@* 7 R T e
e I#[HJ‘FEJJ: ’ E*(ﬁﬂﬁ’@ﬁéﬁ e BT AL g g ”E o SR )él‘jﬁ[
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Identity Manager 2= %%154\ [Resources] FIf[1ZHF e Wpifiveyt -
T REIEIVER % ?VﬁJ i=#5]]_FpY [Resources] -
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Fr) CrEtIE i’ﬁlﬁ@ﬁﬁ?ﬁi’?ﬁﬁi’aﬁcﬁ[mEmlg_jgk

* [Resource Object Actions] — i ~ H = ~ PfIi% ~ Fidr £« PIFrfiEsdy

EYYFJ#’JH?
* [Resource Type Actions] — iR e R ~ BRIRER SR AT o R ey
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Resources] » {ZERIF 7 EWW/%EEW FUEYYR

* [Managed Resources] [I[if[1 > Identity Manager ;e ¥/i] 75 Fu A -

¢ [Identity Manager Resources] — P A5 1 847 J‘W*lf\::ﬁ:;iﬁ f'1 Identity
Manager (D21 T4 SUHICH [ ¥ ot =-'HER ‘wﬁ;ﬁgﬁﬂjb o FHHIE [ JManaged'?] Gl
HIVEEYS “T-‘“ [4;[9 ZER ’Himjfi@— [Save]}{ij’iﬂﬁg.' “IZ] [Resources]
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flte

?',Elfﬁl{lﬁ"??}'?ﬁ ’ ﬁ% :
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Access Manager com.waveset.adapter.AccessManagerResourceAdapter
ACF2 com.waveset.adapter. ACF2ResourceAdapter

ActivCard com.waveset.adapter.ActivCardResourceAdapter

Active Directory
Active Directory Active Sync
ClearTrust

DB2

INISafe Nexess
Microsoft SQL Server
MySQL

Natural

NDS SecretStore
Oracle

Oracle Financials
08400

PeopleSoft

RACF

SAP

SAP HR
SAP Portal
Scripted Host
SecurlD

Siebel
SiteMinder

Sun ONE Identity Server
Sybase
Top Secret

com.waveset.adapter.ADSIResourceAdapter
com.waveset.adapter.ActiveDirectoryActiveSyncAdapter
com.waveset.adapter.ClearTrustResourceAdapter
com.waveset.adapter.DB2ResourceAdapter
com.waveset.adapter.INISafeNexessResourceAdapter
com.waveset.adapter. MSSQLServerResourceAdapter
com.waveset.adapter.MySQLResourceAdapter
com.waveset.adapter.NaturalResourceAdapter
com.waveset.adapter.NDSSecretStoreResourceAdapter
com.waveset.adapter.OracleResourceAdapter
com.waveset.adapter.OracleERPResourceAdapter
com.waveset.adapter.OS400ResourceAdapter

com.waveset.adapter.PeopleSoftCompintfcAdapter
com.waveset.adapter.PeopleSoftComponentActiveSyncAdapter

com.waveset.adapter. RACFResourceAdapter
com.waveset.adapter.SAPResourceAdapter
com.waveset.adapter. SAPHRResourceAdapter
com.waveset.adapter.SAPPortalResourceAdapter
com.waveset.adapter.ScriptedHostResourceAdapter

com.waveset.adapter.SecurldResourceAdapter
com.waveset.adapter.SecurldUnixResourceAdapter

com.waveset.adapter.SiebelResourceAdapter

com.waveset.adapter.SiteminderAdminResourceAdapter
com.waveset.adapter.SiteminderLDAPResourceAdapter
com.waveset.adapter.SiteminderExampleTableResourceAdapter

com.waveset.adapter.SunlSResourceAdapter
com.waveset.adapter.SybaseResourceAdapter

com.waveset.adapter. TopSecretResourceAdapter
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s TRk FEENIFRE
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fi I}'u'»ifc'flﬁﬁf fifl -

o ORBRBHE — ORI B T Identity Manager fy7 [t
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o IRSR DN SUSAMBIEEA — b [0 7RI FAAIE © R (A
HHIER -

*  FIRYEIRE) Identity Manager S8 — LI » o SRS b b
BRI IVAR -

# R
1. [§-[Resource Type Actions] f:EfEl{%?f {F1:Z5V [New Resource] -
Identity Manager &i=- [New Resource] FI"1
2. EIVERRHE] > Rt~ T [New] I'J&15- [Resource Wizard Welcome] FIf-1 ©

ik FH o i AR VRS - SREF) f- [Resource Type
Actions] 75 Hf[1:#7V [New Resource] » 7t = JWW » Identity
Manager T {37 [New Resource] It » iLhL Vs it

3. ¥ [Next] [t Lmanifi « SVRHREIOHERAIE P10 O e

> [Resource Parameters] — " [§ P fl R A eI {32 [ 2 porif
FLRY o fi] 250 JRicd - [Test Connection] fplflises | ¥ « fis

“ri o fF [Next] T RFCIRBRITE - [ 4-1 5" [Resource Parameters] F

§
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4-1 TR TR

Resource Parameters

Specify the parameters that are specific to this resource. These are parameters far authentication and

parameters for contralling the behaviar of the resource adapter.

[i1Host
EITCP Port |23
[i] Login User

[il password

[i] Lagin Shell
Frompt

[i] Admin User |false

[Tl completely

Remaove User true

[i1Root User

[il credentials

[ilRoot shell
FPrompt

[il connection Type |Telnet

[E] maximum

Connections o

[il connection ldle
Timeout =00

[ TostComesion ]
(5] () (e

> [Account Attributes (Schema Map)] — i Identity Manager [[=5£7gf1% %P

EFE R -
F EIFHEE o B T [Add Attribute] - 3E V- {wWHY

—h—v

[Next] %@*Y@%H[Jﬁj? °
[ 4-2 B SRR ERT IV [Account Attributes] FIT
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4-2

Account Attributes

Use the table below to define the account attributes on the resource that you wish to manage and to define the mapping hetween Identity Manager

account attributes and the resource account

TORIGE  |RBREHE (FRN )
Create AlIX Resource Wizard

attributes.

Remove Selected Attributeds)

| Addatibute |

Back |M Cancel |

Identity Manager User Attribute Attribute Type Resource User Attribute | Required | Audit | Read Only | Write Only
|| ~| |E [string =] | == W Vv r r r
|| =] [aix_shel [string =] | == Ishell— r r r r
|| x| |aix_expires [string =] | == Iexpires— r r r r
r I | |aix_account_locked |String R W r Il r r
r I\/\}laix_g&ﬁlstring = | = Igecos— r r r r
e R Wl

5 [Ident1ty Template] — LM | H VM E :T:‘ﬁ?i o PIIRCEITE T B

o

{§[Insert Attributes] /%3%'1‘ TFIEE SV g
>, (t,;:J*f[IIHI{'— %~ (S 2 (RFIE o PR GtE S8 e

EESE
4-3

Eifer -

PR 2

72

17

Bt

"NT" Distinguished Name Template

Select one ar mare attributes from the listto add to the template. Click Test to test the revised template.
Click Sawve to keep your changes and return to the resource page.

$account Id$

Savel Test| Cancel

Logged in as: Configurator

accountld

Add attributes to the

identity template

IInsenAﬂribute. l

(T IR« T

l&fﬁl’ﬁm S
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o [Identity System Parameters] — F%'T\L_’?f?’ﬁlfm Identity Manager 2§ > ﬁ“}_ﬁ
AR > Ol 4-4 T

4-4 ErRIREE © Identity Fat 2

Identity System Parameters

Specify the parameters for this resource that are used by the Identity systemn.

[{lResaurce Name [aD

[il Display Marne
Adtribute |Se|ect... J

Account Features Configuration

Feature Disable? | Action if Attempted

Create

Update

Rename

[il supported Delats

Features

Fassword

Disahle

Enahle

EIEIEIEEEEE

Login

aaapaaloaiaia

]

Unlock

[il Showe &1l Features [

Retry Configuration

[i] maximum Retries ID

[il Delay Between

Retries {seconds) 300

[i] Retry Motificatian
Email Addresses

[i] Retry Motification |5—
Email Threshald

Policy Configuration

[l Paszword Policy |N0ne |
[il Account Palicy INone 'l
[i] Excluded Accounts [Nane |
Rule

"] [Next] 7 [Back] 7t ! E'IHI%E*J o Er}'!éi%”?‘}ﬁ”ﬁ | S ﬁ%%}% ~ [Save] F{7F
EERT IERE R -
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[Resource Ob]ect Actions] /& HIf [13E5y [Create Resource Ob]ect]
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Identity Manager ¥Vfi{fli * [#5LC SRR F It SR ( BIRMRIREIE ) fvefl® &7
FIREE] 5 Reg - ff EJ‘:F"?}FJ :ﬁﬁf B EPHEAR Y=Y Identity Manager [[REER{1E - ﬁzpﬁ}?
TSR (7 [Resource Wizard] [iU [Account Attributes] FIf1) » [Zi']] :

o RTRRRITEIGEI R E ﬁ%ﬂﬂiﬁfjﬂﬂﬂf’%‘ﬂ’l‘f‘c °

o I HIET 2 {RAYH Y] Identity Manager g1 £

LI N P (R A A1 R D

%’IEIT%?V“I?E“['@ ) ﬁ% fEe R T [E ISR > YR IE [Resource Actions] /g?ﬂﬂll_
IV [Edit Resource Schema] °

PSS AR (F2RE D [Identity system User Attribute]) & 3 Identity Manager
=SS £ iﬁﬂ*‘%ﬂ’lfbﬂl Identity Manager *ET,"—E,[ E\‘Iﬂlfﬁﬁ'[ TP R A

B - s e v HetE ) ) T Py IR
¢ -
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;ﬁ@{u_% Identity <Al €78 > I 0H [P R F I [ TRV © ]
Yt> 7 Active Directory efi > Ident1ty Manager f| 11V 1astname T S =
Active Directory e¥5/gf[% sn ; 7t GroupWise I » fullname gt '] S5fk=
GroupWise BF% Surname o [HiF= EAT‘WE pIH[— WY lastname fIYf FJ, =5
FIEI R IRl SRR ROSEHRYR -

ﬁﬁﬁﬁ

mlﬁ[ﬂ d’ﬂﬂgﬁ* 'E'Vild’wl’ﬁjﬁi: 7’?&? a“,:j-*}jr”h YR )| EH?F{}"EH‘ EI;ZH— \d*‘

W el S P ﬁiﬁ@“ It
I/“WF”[ [Jﬁﬂ E[%ﬂf' 1 J[}%J"gﬁ‘

(RS AT RS SRR O - ] AR

i - SO R S

g > — i Exchange 5.5 & ¥{ji {AfHFE £ [ Windows NT ﬁ? Windows Active

Directory [[R¥£ ¢ vt 75 i Exchange [[RPEF] » 7 75 IJLFIEIJEI i — o &l

( (&) Windows NT ¥fi#[! Exchange 5.5 Wi 1 e WRfE" % » LJFZ,IT} FEUng IFD

H ﬂﬁﬂﬁéﬁk SREAR] o R PR S PR (R R S

E\F ﬁl

i [Resources] » IRV [List Resource Groups] I'| &= E'ﬁqdd?;ﬁl‘J?‘f]’}s?E*ﬁ%’["[/

/g?ﬂ FEIH - #- ™ [New] HEECHRERD o & EATHRESR Eﬁ ETR PR
#‘H PRIV > T E VY @“ EYPRITRE AT

it : [‘-
21 E IR R
[&F 7 [Global Resource Policy] fl I?ﬁﬂ%?ﬁ@ Elffif\ﬁ 14 o ¥ [Edit Global Resource
Policy Attributes] FIfip[1 > (&7 ] JAREE | P i -

¢ [Default Capture Timeout] — ﬁ}i“ = W (FJRFERRE ) I ;*F‘,J L
A i ) I%fe~ﬁWﬁmﬁr wm@1“A
GenencScrlptResourceAdapter ¥ ShellScriptSourceBase [ie/# - - ’é ?F"ﬂ R
AR N S R ”;{_jg[f l};ﬁ{ﬁtﬂiﬁﬁ %‘[Fﬁ” IF%L
IF*I;%Z“JL Iﬁgli)“l;ﬂjf 30000 (307 ) -

. [Default Wait for Timeout] — fii * — fffift (I'JZ=FF BT ) I'J 53 E =EU VF

B U AL A (g oy %Hﬁﬁﬁf%arwﬁ

IF{ifi [0 7' [7¢ GenericScriptResourceAdapter f5 ShellScriptSourceBase f }%

e T T B O R - IR
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* [Wait for Ignore Case] — iy * — [l fifll (I'J2=FFELHIAE ) I 'il_}Eij Vi
LEETs ij“, 8 A uﬁwﬁﬁ 'F“I;EPI lﬁ'ﬁ“ i
GenericScriptResourceAdapter [y ShellScriptSourceBase [T [}%{ ’5 SN B2

TR SRS TR B %[E&“ atach
e [Resource Account Password Pollcy] ﬁ?VFZ,I & B = B e WRIp ey RIS
ST (BRE]) - TS [Nonk] -

. [Excluded Resource Accounts Rule] — % VS PR A RIRTER A (O
AR El% &% [None]

[g - T [Save] TR tﬁ*ﬁl TR o

2 E HAthERHE

& I [ Wavesetﬁ‘[iﬁi’iil’ » I'] f%d¥ maxWaitMilliseconds 4[4 o
maxWaitMilliseconds -’F‘j £ ﬂﬁ‘ﬂﬁ;ﬁl[ﬂqﬁﬂl Uik o I%Jaf\f’]éi?y g il > ;mﬁ;H
[ gl%@ 50 -

FRFEEF - G TS Waveset 1 R

com.waveset .adapter.ScriptedConnection. ScriptedConnection.maxwaitMilliseco
nds.

- raaN
WX RIEE HENE
i S | CSV A AORCR i AR 2 M ORYR] R R
e
[ 4-5 BT3P g g (el i [ I
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4-5 SR YR [

List Resources | Launch Bulk Actions | List Resource Groups | Examine Account Index | Configure Types

Launch Bulk Resource Actions

Select resources and the action to perfarm. Click Launch to hegin bulk actions.

[i] Action ICreate 'l

[i] maximum Results
FerPage

[l Resource Type I 'l

[i] Get Creation Data
from

200

@ Creation Data (™ File

[il Creation Data

Launch |

R YR e PO B TRV [ EE?VEJVE%\E*J[‘P [T jf“, ERIEH]
fuE- g P& Z TV [From Action List] I J}LF, L

*  [Actions] — ¥ fifiEHl- Fafs» VI SEES - [Create] ~ [Clone] »
[Update] - [Deleteﬁ [Change Password] - [Reset Password] °

%‘Tjj/\gﬂg ‘}J[’ﬁ:SEE'TE[ ,}{ﬁ]’ fﬁ”*’ %415 F'JEA}JF’I EI}JIL'LFIE‘?H‘;}V E}'ZFIE Jff.fgl ° %‘Tjj/\
[Create] g™ > [E5R{H EeriRRE] -

PP [3 fp[_L - [From Action List] > J]F[[F' [Get action list from] Eb*ﬁ&ﬁ E,IIEIF '

”f SRR Y S5 [Input] Eﬁ*ﬁf«Hl}F LU
fiic (e [Input] it 110 7 AR 1 oo r i s

(CSV) A= =

* [Maximum Results Per Page] — ffli "' |IF=2 71 I 45 i & ol = A6 N FI 1 R
g pudt &?EE'EI*J[ [T H\ESE = S A v g D jg[%@gu 0 -

Fi- 7 [Launch] [P » EUKOGFT R (B0 -
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%&E@ﬂ:ﬁﬁ ”VﬁEJ Identlty Manager 7@y ql%&ﬁﬁlf SRR AIE 1115"[2_*1
el ﬁ%ﬁ[%[%@ﬁﬁl J%E

TE B FE L EkIE ?

[l B ERER A& i Identity Manager %YVFi & AF{‘J VB - }iﬁ' S
HE-T“EIZH%%@ —Lsﬂ.t }EEI’JV J’IJJ%H“%—TIE’:—% ][44 *Fl hgh

SR ORI PR Actlve Sync [l 4 ?F?vgz O SREBRI B

SRR Elﬁ*;‘k@ﬁ ’Fﬁﬁi}]‘ S HIEJEH’E ;I*J ) ’]jia%qw@ﬁ[:cl%ﬁ;
g -

@‘Elﬂc'%&ﬁﬁiﬁ = [dentity Manager VA2 RHI [f lllajrﬁﬂ ﬂl%‘q%ﬂ b f'J’
PR e T R e R }%ﬂ%(i@l@gl*ﬁgﬁ i) o

%ﬂ_*E EIE%%*EE PAAN ﬁ%ll‘i

Identity Manager ]EIJ@EI jcl%&fr*gﬁJ “3%2,[# F@ ERE s b ’JL’E | SR
Lo ]#vglr%“‘ = Web FL By m:rztié»ﬁq T;‘JV‘”EI‘TH Web 815 ( J[1 Identity
Manager) ©

j‘ill'_},}r 18 Java **]Zl %[ S T FRNEY T TV o jg',}{fj’ /tmp/changelogs fi{ 0 F 14~
[[ 'ﬁ—]f[ ﬁ&ir%:p}zl :

grant {
permission java.io.FilePermission "/tmp/changelogs/*",
"read,write,delete";

}i

4 14 T B R S (A L
Java OS2 PRI (47 -

SJAVA HOME/jre/lib/security/java.policy

AR AP e TR (CRRRAR) - RIS R 1) o2

,FJ :

-Djava.security.manager -Djava.security.policy=/path/to/your/java.policy

fiipﬁ‘[‘?jﬁdi ’ ﬁ% BT java. security.policy +* ﬁ#ﬂj TS HIPR S -
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L 2 PRHICR L o (T BT Web R -

SRS THAEM =K

BRI SSAMI R = e ISR =Y PIRBRIBHE > e e R R S -

ez ﬁ%wﬁm T TP R A ) AR
IR

BCE BB L ikiE

iﬁiﬁﬁij'@ﬁl%'%ﬁﬁiﬁ'ﬁa@ﬁ":t'%?l"ﬁ& Il ARA R USR] o 5 [t R 1 el Sl < 21 5
- ’[—{FJET:FU; BRI gﬁ*g[ o E'E"%ﬁ*{é F‘EJE{VPFBH%‘*EH & (E’IActlve Sync
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El%[%ﬁﬁﬁjﬂjﬂ @Equ%ﬁﬁjmp igﬁﬁqg%:ﬂ

Elf'fﬁ['@ﬁl?%ﬁﬁh@ﬁl SN %E“‘V [Meta View] » JRix:E7

[ChangeLogs

Identity Manager F" 1817 [ChangeLog Configuration] FI["1 » [ (it e
i o

fimsE IV A TR £ £ 2 3 B BT - B [ChangeLogs] #53& fi' fL -
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4-6 BT

Summary of Defined ChangeLog Policies

(| ‘ ¥ Policy Name: Logger Type:
[~ | Daily Rotation (exarnple) Rotating File Writer
Create Policy | Remaove Policy(s) |

Summary of Defined ChangeLogs

(| ‘vChanueLou Hame: ‘ Active: Using Policy:
T | Mew Changelog Mo Daily Rotation {example)
Create Changelog | Remove Changelog(s)

Savel Cancel |

B IR RIS AR

BRI MG B T R R SRR - % ISR OB
it EJE}’* o+ ?%Eqﬂfﬁﬁf‘ﬁfm N iér[%‘;@j %E' a"%ﬁﬁfi—ﬁu %3‘%#
[Create Policy] -

Fife PR ey BT RIS R - G P T EV T S T [Remove
Policy] - ( T 3==E,IT“E§J g )

BRI RE

@E[%l%&ﬁg%gl&@@? FUR]ESfI R PSR o F| ol ]EI‘J%EIECI%%ZF@& ’ ﬁ%
THHI [lf}}ﬁﬁlql%ﬁﬁu Y o F g @Eljcf%ﬁg ’%H] » [Create

ChangeLog]

HRIFE - WY p[ﬁ@ﬁiﬁ I R GE2V T - GRkEd - [Remove
ChangeLog] - (7 fff/fe 5“”“1%15[‘p )

P ECIEECEEE

ORI (2 RALR SAH R BEL A R T G ) 1 0
El Vg > w7 FI(#[ChangeLog Conggurahon] IR lﬁﬁé o F— " [Savel I']
e AR Xl [Meta View] e
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N ANHmEE SR %Eﬁﬁ‘%ﬂi%

it [Edit ChangeLog Policy] 1“1 Ffﬁqﬁﬁ? T ESE S P gk}*’éﬁﬁ'ﬁlql%&ﬁg
O

e [Policy Name] — tf'“]EI T fY R o

. [IDally Start Time] iy_iﬂ‘f J—\F' f gE;I *Jf,[ﬁ ] 1\/1§EIE JEﬂj o fj= [F““ﬂ'fij“
PEp h@%’lql%}f‘gg{ LiEaar ISP L i _[ AULETE! E;Ehgg;ﬂj
e o ;I/[' » PrpdE "%*Jlé JLE—T & (00: 00) = +Bjiotatlons Per Da f
3 il '%frﬁaﬁummﬂfﬁi 00 0 - 08:00 % 16:00 CIdE

Mi% /#0528 c1_User yyyyMMddHHmmss.n.suffix 75 > & [t HHmmss kLT
’:’S‘gﬁgl FIE %UE%J‘F o (n fLH[9E sujﬁxi&%ﬁiq'%ﬁﬁ{;ﬂITEAﬂ]EU&w%i )

wfH] 700:00 [f?f B *Jﬁf [ﬁﬂiﬁlﬁ@ﬂi” AP ™ o PN 5 O BT
9:24 T‘*J%Elq'%’k’l‘ﬁﬁ E'[J@iﬁfﬁﬁ‘ PEUR] =IJFA ﬂ?ﬁﬁlﬁlﬁlﬂiﬁi (“ﬂ/['
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Identity Attributes

Click an Identity Attribute name to edit it. Click Add Attribute to add an |dentity Atribute. Select one ar mare [dentity Attributes, and then click Remove
Selected Attributes to remove them. Click Save to save the changes made to the Identity Attributes.

[~ | = Attribute Sources Stored Locally Targets

[T | employeeld AD (Resource) Mo

Add Atiribute | Remove Selected Atiributes |

Passwords

& Active Sync is configured to create users on one or more resources. ldentity Manager users require a password to be specified upan creation, but
mast resources do not allow reading passwards for security reasans. For Active Syne to work properly, you should configure password generation.

» Canfigure passward generation

Enabled Applications

Selectthe Identity Manager applications to which the Identity Attributes will be applied. These can be averridden for each application.
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Bulk Actions

I Administrative User Interface

ICM End User Interface =

Load From File
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SPML
Save Cancel Impart
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&> Ry~ ™ [Remove Selected Responses] °

SRy IV I&ﬁ%ﬁﬂﬁ » [OK] -
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B2 ldentity Manager ZER%

ﬁﬁﬂﬁfi]é{‘“‘m/ﬁg TJ TR 8 POPE ey A A o

R 550 7

#ifl I Identity Manager = 11D ~ & * A fﬁ?’#ﬁ TEp U[S«Lﬁf[h » Identity
Manager Ji F' "7t Identity Manager i ™| HJi JB«Lﬁfu

fiasx Identity Manager sHH 5 IR PREREAS 0 H |54 g rF[ fis J%ﬁﬁ
fis o 2711 Ff’yf}]nﬁl@ﬁj[ﬁﬁ o H'Fl’”l— %ﬁ;ﬁ;l[,

[&F )5 [Policies] FIpipl g ji“’F}ﬁEi Identity Manager fii | **B” °o T “JJH"%L gl

1+ 330 [Security] » RE:22V [Policies] « #4217 (975§ Ifl1 F' AR

Y *]-i_f ;{9?**};’[54 °

R 5T ELL SR

* Identity RARMRERIRME — H 0 {071 ~ ARG PIPE T RIIRT - A5
[Create Organization] ~ [Edit Orgamzatlon] Create User] ﬂl ght User] !
[ SR Identity <= [RETGHE (R 4-9 7 ) S e mb iy i e
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4-9 Identity Manager ﬁ]ﬁ‘é‘l
Policy

Enter ar select policy parameters, and then click Save.

Mame |Identity Systermn Account i

Description |A palicy that checks the palicies for the account.
User Account Policy Options

[Tl Accountid palicy INone 'l

[i] Locked accounts .
I @ Minutes ¢ Hours  Days € Weeks ¢ Months
expire in Y

Password Policy Options

[il Paszword palicy |N0ne j
[i] Password I—_l
FProvided hy user
[i] Expires in I @ Days (" Wieeks  Months

[flvarning tirme
I «D  Wieeks © Month
hefore expiration aye BEks onths

[il Reset Option I permanent 'l

[l Resetternporary
I @ Days  Weeks ¢ Months
password expires in Y

[i] Reset Motification IWI
Option
[il Pagswoards may ) )
«D  Wieeks © Month
he changed or reset ID times in I ays BEkS anths

[E] maximurn Mumber

of Failed Login ID

Attempts
Secondary Authentication Policy Options

mForLogin Interface |Defau|t j

[E] maximurm Mumber

of Failed Login ID

Attempts

[i] Authenticatian
Guestion Palicy

[Tl Angwer Quality I__I
Folicy Mane

[E] Allow User r
Supplied Guestions

All <z
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R VR S
o [User policy options] — T%ﬂu’l'ﬁl P e FIF,Q%‘ Fﬂﬁégﬁﬁ > Identity

Manager ]Eﬂ[ll %%'[El“ =1
o [Password policy options] — %‘_\L_L'% iR 'J]EILJ%?F] [ E I

o [Authentication policy options] — PE*—O [ @ﬁl K R ﬁ fE > fﬁ[E'J
?ﬁ_m "I 4ﬂﬁ§[clgj %‘f}ﬁg g e IE'F' HEHA ] ”ﬂ@?[(ﬁ
% 10 «FI ) e
e [SPE System Account policies] — JF=Ji% ZA‘FH" [ P AR (AR
PR R e 'HITE*D Ha&iﬁf SR - 3 [Create
Orgamzatlon] [Edit Orgamzatlon] [ reate SPE User] #[! [Edit SPE User] !
[N lﬂjlﬂﬂiﬁ]%[uﬁ \_1\ RS R
e [String Quahty Policies] — 3° El,ié’?’rﬁ]g[ CIJ}‘E['T"—‘IEI SRR (I -H{F [=5F ID A1
o) T R R J*fJE'[J [l-e FU‘&U%”E‘J’I*@ ° l”ﬁ%mﬁ“g
E’n@é“?fﬂ_,} " Identity Manager % _}(’Fl » M E) |H§i’§l§l|}lf[l%£ q%ﬁ' 4-10 $4
o [ -

4-10 A/ aﬁ%?ﬁ%ﬁ]ﬁé
Edit Policy

Set up password or account ID policies
on the Create/Edit Policy page...

Enter ar select policy parameters, and then click Save.

Folicy
MName
) Authentication -, Authentication |
Policy Type & Password ¢ Accountld Question [ Answer [ Otheri

Description |Adefaultpolicyforpasswords.

Enabled |Rule Name Limit Value
|1|I_Ren|gth I Minimum Length |4
ules
v Maximurm Length |1 6 ...Selectthe policy to apply on
each Create/Edit Resource page.
[Z] Minimum
MNumber of G ;
P d Pol -
Character » assword Policy |N0ne J
Type Rules . I—L,
T D [ilAccount Palicy |Mone
Fass
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[T RV ARAREE ID F%J&_F'Jf—:efﬁ KA e ?‘ﬁ :
o [Length rules] — ¥ Efs | = A AR AL o

> [Character type rules] — F%}“%\L_‘a’a AR S B SR P TR
A ek [ AR fily o

> [Password re-use limits] fﬂfﬁ E EITIR D f] TpeE R P R
(i MR R LSRR -
U2 it g R g - PR T L

o [Prohibited words and attribute values] — #FTJET H: 1D ﬁ‘)i‘ffﬁ%ﬂ T H: &) FA[
pud FHIUgHE -

&= /B2 BEI)
KigH " TEEE) BiE

)|k UserUTConfig R IR F 0 T B ) Tt -
UserUIConfig F[lﬁ”ﬁiﬁ’i'iﬁﬁfgﬁ@ Y L

® <PolicyPasswordAttributeNames> — ﬁ?'é@f{] r ‘};’ﬁ |
® <PolicyAccountAttributeNamess> — f'iﬂ?léfiiﬁfﬁ "IRHEID

® <PolicyOtherAttributeNamess> fﬁ]ﬁé;ﬁﬁﬂ FEPY

F LSRR

Sl ™ i’ ffll Identity Manager 450 42 E] ?ﬂ*‘ﬁﬁﬁl ’l‘%fﬁ ’ J‘J?fél'ﬁ\'ﬂ*’ I %T'fé{“s?
TS A8 o Identity Manager %@?‘iﬁl E'JLP&—'FLJVBE",‘%?E ]”Jffj]?[é%éﬂé §F}ﬁjﬂﬂﬂi‘i
Z'{ﬂ‘ﬁ%ﬁgz%’?} 73/1“??1‘% » ISR E'Jﬂ"i['i“ﬁ?ﬁ[]é?ﬁﬂfrﬁ: Exi lflfjﬁafﬁ% o

ﬂ"il’fiﬁ'é?ﬁ%?’ﬂ iffﬁ%ﬂ‘?ﬁ%% H [ ,"JTEIE'Jf’jE‘ﬁqu%%???ﬁ e (R TE[E'J
[Administrator Interface] ;’F,ﬁ% [Edit Policy] FIf[1i¥ [Not Contain Words] 1 7Fi s #ft
FEHEY )

B S
TR A A R
B CERUEE RS

b EB? 1 3"_’:}{[[
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ﬁ“?‘g_" P ™ IR -

1. &f‘]rﬁii?/uﬁi » IV [Configure] > JRx:E XV [Policies] -

2. #~ ™ [Configure Dictionary] &1+ [Dictionary Configuration] 1 -
3. EIVTfE R et

o [Database Type] — & Vi " [ ¥ s F AU fuerf ’?‘[ﬁlf{lj (Oracle ~ DB2 ~
SQLServer f MySQL) -

o [Host]—ﬁ? TG ERR S B A
o [User] — fij * siist= ;}#[’Elﬁ\ﬂj FORERT Ol
o [Password] — fidj * sliast= e Jh R Il 2 TSR -
o [Port] — fa * V[ [ERfUHIE 5 -
> [Connection URL] — fiij * 3! fjl 1 URL » || ™ RLji* o4 iy -
o %$h— =
o %p—
o %d—wrRIf £
e [Driver Class] — ﬁi?‘“ @Eﬁv[g]l_f* ‘*JEﬂj‘%',I ff0 = Iy JDBC EpiRd = 1p] -
e [Database Name] — ﬁ}% fordl * A dlipy E};{e[gl %]
¢ [Dictionary Filename] — ﬁ" B g Eﬁ%‘,[fﬁ[ Sy |EBL &
4. H— " [Test] [I' FIEEERE gt -

5. yp;glg;wgug;ww i~ ™ [Load Words] 7 ™ -l « 6 * (e [ fi= i [y
ST R o

6. ¥~ " [Test] FEF?’J 4"“[rpegi&‘ o

T SR

f§-1dentity Manager [Jietldh = 4407 = 7 [Policies] 11l > H— ™ I
ﬁ%ﬁ]ﬁé o 7t [Edit Policy] FI[=ifl1 » 2V [Check passwords against dictionary
words] I o TV }{ﬁ’f@%@"ﬁ['ﬂédﬁﬁ, HiE AR A1 2 PO
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BT EFEA

%deinti:cy‘ Manager filrs ] %9'§ﬂf$§5¢ @EE*J["EflfJg}?*ﬂlﬁﬁj*ﬁﬁﬁfﬁlE'J:@{Wﬁ&@ Mo
AR EIJ?F,J |~ F‘ IV

[Access Review Notice] — 'EL{L[E' B QV@B«LP—;*:FQI RIUNT 5 IR U
%F"f'scﬁ& %PJ?#T; ElYj **}}[54 [J1E_1#‘§]E3J‘: 43 ﬁ%* IED‘L“‘ZE};‘T'

[Account Creation Approval] — RGP EGEAGAGE & o R S fﬁ H
fjﬂ’ﬁ h I%[}Hﬁ[éﬁ c IFIJ It «]—iﬂlﬁll_’pj i Wﬁ?‘{% , Tqﬁﬁ'ﬁﬁ IE}L_“—ZH;D
[Account Creation Notification] — [#:2=I{fi"] _f'[—Lp Jﬁ R RS JIEJ
Hl o 71 [Create Role | J;[‘/ [Edit Role] Fr=ifiy [Notlflcatlon rec1p1ents] b pl s

_ Fﬁ/ % b 'v%zﬁ[ Eﬁ ~ ﬁ}H Iﬂ"{j\_[l—%ﬂ{[

[Account Deletion Approval] — ’[jﬁ("ﬁ ~ fﬁ'li'_;ﬁji[l o E R R IR E
3 TFB('JL 7+ [Create Role | fl [Edit Role] fI2ifiv [Notification recipients]

R - F 20 R FARY > s S 5 -

[Account Deletion Notification] — (&= =] [=BRFYR A -

[Account Update N0t1f1cat1on] R TR PRSI R = R SR
Lebiis gl !

[Password Reset] — fEi:= Identlty Manager (HfiS[UARAH o T‘@%?FE'E;%
Identity Manager **]Eléﬂ?p FJ r [% J—Ilp TR R PR
IJF"_@ (7 Web %E‘TELE, [1) F{&I R TESEIE iR ‘%IF_F“IP%EJ]E' B
[Password Synchronization Notice] — ﬂ{l b | H =1 Are JE}?’FLH?/W#LF‘/?%;’
ﬁ?ﬁé‘ﬁl ﬂ;,;p%h /”L[]LAI'—_I&ﬁJE]%'FIJE¥ Rl Y It[ﬂl‘%;ﬁ%ﬁ@ﬁl%ﬁiﬂquéf@ o
[Password Synchronization Failure Notice] — fmiﬂ[liﬁ[ BH A T | ERR_-RY
Sh R AR o ﬂﬂ'%’ﬁﬁﬂﬂ SHRUEHI R fﬁ%@%ﬁ%ﬂ*ﬁﬂé?@ °

[Policy Violation Notice] — (€2 5% HEW%@’%J ISR

[Reconcile Account Event] - [Reconcile Resource Event] ~ [Reconcile
Summary] — Ji[f|[f§ [Notify Reconcile Response] - [Notify Reconcile Start] #!
[Notlfy Reconcile Finish] 3F Iﬁ%j [EAARPAL o SR }H I*‘E'Fl B (ERAR LA
RIS

[Report] — {78 % (1045 52 Ll BB 2 -

[Request Resource] — }{ﬁj’ M%T wai 3R] GRS R *%l ’g F@
[Resources] Bt g II%T = WEﬂj‘ ﬁﬂA [ER P e

[Retry NOtlflCé:tiOl’l] — ﬁﬁ_@iﬂqr, *ﬁﬂ B & |EFeRIATE T u’#ﬁ R ¢ ?F'#I;a‘ja
LR

Sun Java System Identity Manager 7.0 * &312457g



* [Risk AnalySIS] — [HRE w5 ﬁ%r i }H ﬁg' F Sl E It }JF’I \_EJ?HF
:‘T“lfmﬁzﬂﬁ} o e R JF

* [Temporary Password Reset] — =/ [ [=OfH ! Eﬁﬁﬂj '%ﬁ?]ﬂ VIR A EGER IEI &
P&E IG IPFZY'JL * T‘ijl%aﬁ[ fi Identity Manager fqPsAmEfy T L'%,ﬁ%;lr%iﬁf{l
F M Ui = 1B S0 (7 Web BBIBICARFLY) ~ P FE ZRFE AT
iﬁlE'J:ﬁ ' F‘}”FLH ﬁﬂl#ﬂiﬁ” CIFRIE S e

e &= B S

ol I S [E't i BB Epod > ¢ M IR A
I’H AEA - B0 B =" [Account Creation Approval] %‘“ Gk o I T
}1§~LFI1;HW,(¢LE‘IH gﬂf-jmﬁg[w

fi= http://host.example.com:8080/idm/approval/approval.jsp * I|fHIEf
$ (fullname) Hrg IUf=EE -

EIIE ST A ﬁ%}'ﬂiﬁ]’ [Account Creation Approval] &4 2 [fit#a (] » >~

st
1. IR FlFl > 3V [Configure] -
2. 7 [Configure] [! E'IHI 3 7V [Email Templates] -
3. H— MI'JEIV [Account Creation Approval] &7 :
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4-11 iﬂ%%9'§ﬁf¢ﬁ¢
Edit Email Template

Enter attributes for this template. Click Save to save your changes.

Template

e |AccountCreati0nAppr0val

[L] SMTF Host |mai|.examp|e.com

[Tl Fram |admin@examp|e.com

HE |
HE

|1|Subject |Appr0va| request for §ifullname).

EIHTML
Enabled r
Flease visit hitp e example. camfidmi to ;I
approve accaunt creation for $ifullname).
[Z] Email Body
[
Savel Cancel |
4. T ER PUREEIYEL
> 7 [SMTP Host] 1% fl1 - i SMTP [l ¢/ - 1) [0 M 0]

1
o 7t [From] fgf 1 E'?ﬂﬁiﬁﬁg'?f‘ﬁf‘ﬁﬁo

> T [To] A1 [Cel e [l + 45 (A SHFEIEO- 5 S s
i1y Identity Manager [[=5

o 7t [Email Body] 5 f[1 > E'l?[jjkﬁ,rﬁfﬁﬁfﬁ[ﬁj [£ Identity Manager & f¢/
IRE L

5. - "~ [Save] -

[T I 2] Identity Manager IDE {57 F%Q’éﬁfiﬁcﬁt ° i/[l’ﬁ:,JfE JEJ‘% IDE (971 %%
AN ﬁ%ifﬁkﬁ[ I Identity Manager Deployment Tools | °
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EFEMHEE AR HTML FERE
I ! DRy HTML Ao Nﬁ“‘ bR 1 SRR L
ijﬁ N C[JF zu * A Web YR e F %f?w I HTML =it FL' ﬁ%

2V [HTML Enabled] :7fi -

i)

EFEMHFAX R AETRIEE

o i SR P 16 BRI 45 L S(Name) 5 U R

$ (password) =Rl -

1 (T S SR -

43 B Spi i el

ki FRFHIEE

BISE $(password) — EFELAER

BT $(fullname) — EAENZE L
$(role) — EAER AR

EEFTEAN $(fullname) — EAENZE L
$(role) — HAER AR

wE $(report) — ELEAERE
$(id) — EREFIRYHRES 1D
$(timestamp) — 13X B FE 4 AVRFRE

FEKRER $(fullname) — ERAZFMWEEERTE
$(resource) — & RFEEY

s $(report) — E g TERS

FRAS IR EEY $(password) — FRFELRIES
$(expiry) — ZHSEHIHEA
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A B e AT HMIER S 14

e R el R %Lq%&[% PV R o Pl i’ﬁﬁ léﬁ’é'ﬁ‘giﬁf%f%'
FCon igure Audit] e '7@

R 'WFIF' PESTT % (1= 2T [1:# TV [Configure] > JRiE:ET [Audit] -
[Audit Configuration] 11§75 @Wﬁﬂ)"ﬂ EH SRR I S 8 il (it gy % flet
GV o TS F I s - ﬂi# %'ri]nffgpﬁw?ﬁﬂrc'%

THHIF IJ%‘?{?ZE‘F’ 'I'J&17- [Edit Audit Configuration Group] FI[1 < FFIF &
e s £ 5 RS (R R - 000 e Fgrhg ) 4 2
7{)@%3,{_7 =133V [Enable Audit] #§5v 4 « ZUif)E ?VEfW?VﬂJdet GRS %ﬁz—?%’ﬁ o

’ﬁﬁﬁﬁ*@*’* B E A HA VS

T A R FIAVE [ o [T RS YRR P MR PEL [ o ol T PR
i ﬁu'ﬁﬁ%ﬂ[# KRV [Actions] [ 19ZFIF 1 75-[Available] E&*ﬁfﬂ%i [Selected] [
i s ‘H{@(H—' *~ [OK] -

%ﬁi%f‘%{ftéﬂ%&ﬁﬂ%ﬁ%ﬂ

F UK FHTIE S - ™ [New] - Identity Manager FA TiEIEIWE?ﬂ Frierg
|3F ¥ [Object Type] Aidf J{%Eﬁ'ﬂl LI EE ﬁn&ﬂﬁ%ﬁ’i]iiiglﬂpl [Actions] #i
Hlp U % FTEE'(“ [Available] 1572 = [Selected] Wt isk - £~ ™ [OKI [R5+

IR

Remedy 24

[i" I JJF] Identity Manager % Remedy ffl'fj #i 7 F[ i Tfi]:%ifﬁ’fgﬁl@ﬁi PSS
Remedy I °

75 7 g G 5 Remedy 7

¢ [Remedy server settlngs] — m;@ f¥-[Resources] [t I8 Remedy +¥Vfi ﬂé[%i%
Remedy EIHFF'[' rj ?4— EHW [E2) YEU JLE:_'IC&U VF—“EH;'\I?SIFEIJ?XFA[ °
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* [Remedy template] — 7+ ¢ Remedy v Wi % » 5 Remedy &4 o ¥ LI#~
[F={E @{%’?V [Configure] - 3%V [Remedy Integration] - i (LR 2V
Remedy =4 AW

Remedy FIEIVH 1 35 Identity Manager = [SjfA:E il o A5V ;‘Ilr%?

T FrJ‘J',‘iiﬁ?ﬁ*ﬁ@ﬁfﬁﬂi‘gﬁpﬂl{ IR PLLR I S s 4 FﬁJE’gRemedy Rl

%‘Tﬂrﬁmfﬁfj [ERAHFVRT 2EYF ﬁ%‘?%ﬁaﬂ "Identity Manager Workflows, Forms,

and Views | °

BCE Identity Manager {8 kaga27E
& T Jﬁfrz'.iéi%i fﬁjﬁﬁé‘ﬁﬁ TR s 173 Identity Manager fﬁjﬁﬁ/%&' [AE {'?ﬁ AU o 2
MR-l i= g ﬁ%"?v [Configure] > JRix:ETV [Servers] -

j‘g'lﬁ;[;\ﬁﬁé{ f[ﬁiﬁj[jfﬁjﬁﬁﬁg FI’UE%’T\L_’ ) ﬁ%f,:ﬁ?v [Configure Servers] I iFliE HI* [fiv fﬁquﬁg 0
Identity Manager %T%E_‘ [Edit Server Settings] FI[1 » i =2 1) ?ﬁ%?ﬁﬁﬁiﬁg ~BE

PR~ IMX TP «

= AR =/Lr==

SRR A TE

(A ﬁfﬁ%ﬁ%i—_ﬁ%ﬁ? it [Edit Server Settings] FIToifl1 o [E71 1|35 ‘Jﬁﬁ%@jﬁ‘/
ﬁaﬁ}gwﬁjé{?v [Use default] i ?‘F’[’J&@ :

* [Parallel Resource Limit] — 4 %—_’?ﬁﬁj@%ﬁﬁj TR BRI SRRt e

¢ [Minimum Worker Threads] — fﬁ’é?ﬁ%ﬁ%ﬁ l?ﬁ~ E[ }?ﬁ O =P | PR SRR
Flo

* [Maximum Worker Threads] — {5 C-iai i 1| i |iofs S RIS St |
RIS DL R (o o B SR F T | 3 SR et | -

HEREREICE
f#— ™ [Edit Server Settings] FI i [Scheduler] [ I'| 8= ZEEA T o (2145
TR VT [Use] SRS | EREH
¢ [Scheduler Startup] — “??V}iﬁ@%?“ﬁ@?ﬁﬁﬁ}“ :
o [Automatic] — fﬁjﬁﬁ%ﬁ' ??E*JE%I‘ ’:ESI‘E*J o iﬁﬂ?ﬁ?ﬁfjf’g%‘;ﬂﬁiﬁ o

> [Manuall — (I TR R » [E1 7= PR i LTI -
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o [Disabled] — ['ﬁ ﬁﬁ%ﬁ,”?iﬁﬁﬁlﬁ T fﬁéh o
* [Tracing Enabled] — 37V [F=2 Jid[ ' Fﬁﬁ)ﬁﬂﬁ&ﬁq' URERHA [{%ﬁ?l&%ﬁ

. [Max1mum Concurrent Tasks] — & 5V [F=2 i i 47 CRERAE R 7 (= 7 s
AR Y (PSR SRR GRIRETR )« SRRy J[[[lﬁf TN 'FA[';“T SR
JE[ P (il N F

o [Task Restrictions] — $ &0 ') % IHHFJ/%” RO A iE‘HE_;[iﬂ ,';53;]'[4;[@
' i B l‘%i’ 15y fh“?ve Iy LB - R o SR L IRy
I‘%[f/e?ﬂ FU T LRL ) S S EER TS o [0 T R FE I 1 Y gu[‘ﬁﬁ J 9t u

FE [ (5 F[%ﬁl EHZ0) s Ey e j\‘“"“‘ﬁ/ﬁu‘%{
F- 7 [Savel fi @ il B @R -

T E e A AR =RaxE

#— ™ [Servers] fﬂrﬁ‘:?‘kf[ iy [Email Templates] FI’J\J?F["J&’ [Default SMTP Server]
e

LIEANNEY E'JTETF% PITR UR P22 Sl ZVIfE 3V [Use Default] i ﬁ" fel fp ™
FUZBEF (flRaY  TRE E'F%“FL—% 2RI IR o Ky oy AR [Email
Templates] FITEY smtpHost TRy o

JMX

filr=] I@*—Fl r f“ JMX # & 3%”381* 'E'%“@ﬁww?ﬂiféﬂﬁﬁ %= Identity
Manager Bﬁ?% FIF177 4~ ™ [Show MBean Infol 44 » ' I'[Agim) =115 & iy JMX e¥
o

el IMX g %E%  [Servers] AE1E iy [JMX] > IVl N EE

* [Enable JMX] — ffi '[P ] ’ET 2 'Jflg' (5] JMX %% MBean fi J%ﬁwiﬂwjf

FZ,I'?VF' TMX > %/ﬁﬁ% E r%"“ﬁ'f ([Use Default (false)]) -
fisaE “g}ﬁ/;?ﬁ ARl fg“/‘gjr =¥ [Igi ey %IE' o ETefrE ] TMX Ejﬁlﬁ'
f’f‘E o
* [Polling Interval (ms)] — ?YF'J JMX i > P22 AR Rl s e

i VRIS 0 - Q%J,E?ﬂl*ﬁi&l BIEAJ
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FII%"“E’TTZHI Bﬁt 60000 Z2#] o F ol HE & SR »%*ﬁ/ﬁﬁfﬁ/ SEIEPURIV Y
Bl T L O AR Iiﬁ?” i o

- % [Save] i@ fiillyds s &A@ -

e PR A (A AR 285 E

ML RIS Identity Manager %Lr;ﬂ e er

I TR TP A e G2 LT - B ’%B%’S © T fol A
Sl Sl ™ [Edit Default Server Settmgs] efault Server Settings] FI 1

b = iy (R e B -
. |P5Fl?l[ R L B %A = S e B fi qﬁ%ﬁ s [RZEEIVIA

3 ‘TVFZI%LU Use] 3 gllgf“yﬂigfgl

fF— " [Savel |’ fFix ]ﬁ q@gﬁ?@@‘ﬁ[ o

137



138  Sun Java System Identity Manager 7.0 * &I2}5/



Al
o
o

"45%"’1}{%#3441 | %%E Identity Manager -=7# | 155~ SR et (T R
*E'F%,[ Identity Manager ?FIT,_EE' FIFRE RS ) poey@veemd il o RURHL ?JETEMDI'F &
Identity Manager f[1ffli" | £« ~ @ﬁ:%pﬁil FIE YR o

A OSSN 2 A R
*  [Fif Identity Manager #i2f!
o HIHEHH

o [Fr#% Identity Manager "5
o HT AR

o [l 1A ﬁ?ﬁ%ﬁ%&

¢ R

o PREEEIEIE e

o T [EE

* [R¥EIE
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fEfZ |dentity Manager &18
Identity Manager fi72E/ f1RLEFE | #67 Identity Manager FA#[I9 ™| o (7 FJH
Identity Manager {=E/ fiI' f7E -
o [RIHIRSE
o EHEPIF - BHNE =R
o
Identity Manager I {1 f [ }“, EN IR P B IR EEE

o HEHE - R VARG Identity Manager {fll ] H ~ AR £ A T EH’FIIEI = =
L -

o PERIRYAEAY o BLL JLPL A R VIR opit 1
BVt 1 AL | R B

FEIE

i g gjll o i ﬁuﬂi ,%fé ﬁ ENEIOHE - SR
[

ET%F* %'ﬁﬁb«vf[ml‘%ﬁ T H RS T D PR
a’ii’) F B S R -

UL F?i'ﬁ =PIt Tdentity Manager fil™ B [I=b - i’“EJI;/‘JB?L—Fﬁ = &
e R NN 3=1%IE T;Jﬁ#ﬁ P R SRR SR B E TJT‘{ﬁ

B EJ | R R R ﬁ

Identity Manager ¥ ?EEFQ (£ 55 g g ?“"E‘Fﬁz'?fﬁ?“ s T RLE ugrm E VA ?‘]’v
%ﬁi uul{ Nicli=In I/[ Jﬂjfﬁjlq:

Identity Manager iﬁ‘@}v[n 4 iiﬁ}ﬁ (it H[J#%’\ﬁiﬁglﬂ%‘ 25 A, A F YA
o il ?»_fﬁ e '?T%S\Jylfp a1 e B‘Lﬂ‘ﬁrﬂ
o §iZ Identity Manager ffi | ¥ SRR IR A

° M@Hhﬂ\ﬂi/:h _TF*[ 'v% ﬁ] :\L_'Fmﬂ l";:EfJ l*
+ I?*—;g? ffl =] J:%”*Fﬁ‘/ﬁgﬁ =] j;%”FFEﬁ f¢-[Create User] FIT"1£5{ "]
}JF’I v ;_ °

[T 18- [Work Ttems] A2 355 2= [=fiE > BIPRUHIER J%ﬂ* %xfgjﬁ‘j 180 !
o P T RE o TIVIREER I -

140 Sun Java System Identity Manager 7.0 * &85



[& I JZEHC {1 Identity Manager fji ™ | #[ofi= 4 g Identity Manager WF

b ﬁ%ﬁﬂ%fﬁlyﬁﬁﬁ?j 4 f@iﬁ‘,[‘liﬂﬁ:l"f*’jlﬁwﬂﬁﬂ@ AL

: ?FI e 'ﬁ“ @H‘F”@H

o EIV H IR EFE{ Identlty Manager i "] ¥ EJJ?}H (o= T HT () —L SR
ﬁlﬂﬂﬁg}j['&ﬁj F

o EIVEIFE (ﬂﬁfm»ﬁ%j\p URE S (F ?F A Wiéﬁﬁ*ﬁfj@ﬁ:)

TR é‘ﬁ*@ [ %'&*ﬁ = AIH1EIV [ Accounts] '] 72 = Identity
Manager 5] [Accounts] Eﬁiﬁ& SEF T %“f‘ [Create User] FIif[ 15V
[Security] 1555 > '] f’[ WE L e

TR E (] :@{T E@g gl % f¢-[User Actions] ZQEHHIE?V [Edit User
Capablhtles] ‘H{I& “t [Accounts] 7 H | 12TV ffli 7 | ”F} I'El R PR - F'ﬂﬂ?%
flosh = pEAEgp qgﬁlrfﬁ

141



5-1

[User Account Security] FI71 © &= I8

To assign capahilities to this user, select one ar mare capabilities and one ar mare organizations, then click Save.

Available Admin Roles

Assighed Admin Roles
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Assigned Capahilities

Access Review Summary Re
Admin Report Administratar
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Account Administrator -
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[Change My Password] [i'I') %XV [ 12l A -

fissE 2 HZ|[=¥ERY Identity Manager [[=BET E ;{ﬁﬁ?[ﬁiﬁfu > Y
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Manager §F * i = YIRS > I RS R [ -

P25 3 FIf1Y Identity Manager [1F] -

o f?fﬂ%fﬁﬁ'ﬁﬁ (account /modify.jsp)

o @PIH7H i (adnin/changeUserPassword. jsp)
* i %@ BH ;%,@% (admin/resetUserPassword.jsp)
%ﬁ S II%F'FJF%LLHV&_«E :

[Edit User Challenge] #&Ia

%ﬁﬁimﬁimmmﬂm@@wapW?%fﬁﬁ'

requestState.setOption (UserViewConstants.OP_REQUIRES CHALLENGE, "email,
fullname, password");

HH PR D3RRI BRI - PR T 2 R i
* applications

* adminRoles

* assignedLhPolicy

e capabilities

¢ controlledOrganizations

* email

e firstname

e fullname
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* organization
* password

® resources

* roles

[Change User Password and Reset User Password Challenge] I8

%E}’DD* Ffi1. 7% admin/changeUserPassword. jsp % admin/resetUserPassword !
FI [F%L[F%ﬂfrg :

requestState.setOption (UserViewConstants.OP_REQUIRES CHALLENGE, "true");

U SETFPVAET TR true Y false ©

SR ERENE

[El H| [Passwords] Bhisi i "R 1 (24T ﬂj:ab"F VR FEJ RN 'rﬁ“:i s JFJ‘:%?/[JHI )
IV [Passwords] > IRixE 3V [Change My AnswersF

DS RERROR 2R R 86 Fip TN HER -
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7t 5 £ Identity Manager ‘FTTE'E R ERTBS > T REE (SR 2 7
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o B/ EEHTR

o T/ R /PR

e Approvals

¥ feul] Identity Manager [ielef £4 {1 [ €781 FHE' “[I%]] UserUIConfig
okl
<AdminDisplayAttributes>

<Stringsattribute_name</String>
</AdminDisplayAttribute>
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Hi -

<AdminDisplayAttributes>
<String>email</String>
</AdminDisplayAttribute>
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2. [§-[Accounts] FI[IiV [New Actions] i&Hf[1 » 7V [New Organization] -

BE 1P LR R
[New Actions] /& HTf[ 13V [New Orgamzatwn]

q*?ﬁ' 5-2 }{%]’ [ [Create Organization] #7 ']' o
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5-2 [Create Organization] {jﬂ

Create Organization

Select arganization parameters, and then click Save.

[Ename | g

[i] Parent
Organization |T0p J

EuserForm | Nane |

[ilview User Form | Nane |

[i] Identity systermn -
account policy |Inher|ted J

Available Assigned Approvers
Administratar
Configurator
Spe_user
[il approvers e

[ilUser Members
Fule ISeIect... l

Available Audit Policies Current Audit Policies
CostPolicy
FurchaseOrderPalicy
iowel Policy

[l Azsigned audit
palicies

Save | Cancel |
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f¢-[Create Organization] [’V [User Members Rule] A i 32 5 ffli = | 5% E 1A -
q%ﬂ 5-3 SRR 1 E S FYA R -

5-3 F IR R H A FRRE

Selecta rule to be — [ilUser Members el j
evaluated. The rule Rule Elect...

will determine the Select...

dynamic members Get Teamn Players
ofthis organization.

[i] Cache Tirmeout |1 & Minutes ¢ Hours © Days
|

Displays when vou selecta rule. Specify
how lono to cache user member rule results
hefare evaluating the rule again.

PP ds g Ynie =l S AR i ™ B EYOSEO RS PR -

filaE Z/[l%T‘E J%g& Identity Manager |1 IR PRIy ﬁ%‘ifﬁaﬂ
"Identity Manager Deployment Tools | °

TRERENEIR

J ﬁ‘h’fﬁl$ 87 [User Member Rule] :# Fi3pif[1 > £l authType EII%"{L}
authType='UserMembersRule’ °

o FNIRLE lﬁfjﬁ%u%ﬁfl Identity Manager ffli ™| o[ (5 -

o AV (defvar) Team players 7 Eh{if ) Windows Active Directory 7
A1 (ou) Pro Ball Team 7y EIfivE) f[ﬁﬁjfﬁl BV IH PR €7 (dn) o

LI e [ U i S i %’7}{1‘]’ Pro Ball Team ou & {laY E{fli ™| H [V dn
=il E'Jlﬁll%ﬁfjﬁﬁlfl Identity Manager ¥/ £1# (J[! : smith-AD) G vr— & o
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PP RL R E A5 EI RIS IR, &7 o

—]

RisEEH 5-1 ffl =5 1A Py

<Rule name='Get Team Players'
authType='UserMembersRule' >
<defvar name='Team players's>
<block>
<defvar name='player names's>
<list/>
</defvar>
<dolist name='users's>
<invoke class='com.waveset.ui.FormUtil'
name="'getResourceObjects'>
<refs>context</ref>
<s>User</s>
<s>singleton-AD</s>
<map>
<s>searchContext</s>
<s>0U=Pro Ball Team,DC=dev-ad,DC=waveset,DC=com</s>
<s>gearchScope</s>
<s>subtree</s>
<s>searchAttrsToGet</s>
<list>
<s>distinguishedName</s>
</list>
</map>
</invoke>
<append name='player names'>
<concat>
<get>
<ref>users</ref>
<s>distinguishedName</s>
</get>
<s>:sampson-AD</s>
</concat>
</append>
</dolist>
<ref>player names</ref>
</block>
</defvars>
<ref>Team players</ref>
</Rule>
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HE | ?ﬁ’ujlﬁlﬂ H f17¢ 7V [Passwords] > [Change My Password] 7!

[Change My Answers] 1@ E
& 5-1 Identity Manager <3P
fEaE RHEES /ERE SRS EIRHE TR
FEUGRFMENE 2L - #REE -~ MIBRAIBAITFEURES S E A & AT R [Reports] > [Run Reports] 1Z& + [View
EEESs &= Reports] 2% — {& [Access Review

Detail Reports]
[Reports] > [View Dashboards]

FEUREREEREE B iR - MIBRAMITEIURERERS [Reports] — {& [Access Review
8 Summary Reports

[Reports] > [View Dashboards]
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fEne RHFEHES/ERAE AUFRELRREFIRE -
IRIEEIES HERENITAIEEE » SIEETHEE - T8 [Accounts] — [List Accounts] + [Find
FEHER IR (EE o Users] * [Extract to File] - [Load from

File] « [Load from Resource] Z%;
[Passwords] — 5 FIZE
[Work Iltems] — [Approvals] F{Z%;
[Tasks] — FTEFIRE

BEEESREEES BRI - HmEE ~ MIBRRNFITEIRE RS © [Reports] — [Manage Reports] - [Run
Reports] F1Z%; ( {& [Administrator
Report])

EHEEAGEIES B3 HREEARIREIRE AR - [Security] — [Admin Roles] FiZ&

HENEHEE B E R A B REAVEK - {£ [Default]

IEE LR B EREIREAAESL IS E AL RN o [Accounts] — [User Actions] ;5 EH#Y
[Edit User Audit Policy] -
[Accounts] — [Organization Actions]
EE Ay [Edit Organization Audit
Policy] -

B EAR B TEIL RS & RHEIE T FERLIRRE - [Accounts] — [Organization Actions] ;&
EhpY [Edit Organization Audit
Policy] ; [List Accounts] 1%

BEERERERER (EhEREEEEMER - [Accounts] — [User Actions] ;5B HRY
[Edit User Audit Policy] ; [Find Users]
£

IEE A E R BEGRENEREIETE (IBEMECHIETE ) [Accounts] — [List Accounts] ( {&
[Edit]) » [Find Users] F{Z%; -
RN A—IEEREEIEEEREIETE (i
e TENERE, & TRREREL )

EERREIES ST~ (ERFNMIBRIERL LB © [Compliance] — [Manage Policies]

FEMERFRREE B3 1820 - MIBRMIIT " FERLRRE ISR [Reports] — {& [Audit Policy Scan

pi::po] Lo Report]

ERREEES I~ 182K ~ MIBRABITRERERS - [Reports] — £ [Audit Report]

ERENBHREE B 1828 - MERFHT T ESRZNBMR [Reports] — {& [Audited Attribute Report]

B8 =

EESmEEES #1820 MBRMMIT TRESRERE L o [Reports] — {& [AuditLog Repori]

Auditor TFEURHEEIE

=1

BT ~ mEE AN BRE BT BRI IR S

[Compliance] — [Manage Access
Scans]
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[Compliance] — TG Fi1Z%

[Reports] — [Run Reports] ~ [View
Reports] &1 [Manage Auditor Reports]

[Accounts] — [Edit User Audit Policies]
0 [Edit Organization Audit Policies] &}
o

{£ [Default]

[Compliance] — [Manage Access
Scans] ~ [Access Review] F1Z%;

[Remediations] — fi 5 FIE&S
[Reports] — #¢ Auditor TRERIFTHENE
[Accounts] — [List Accounts] - [Find
Users] 124

[Reports] — {& [AuditPolicy Violation
History Report]

[Accounts] — FiE FiE5
[Passwords] — Fi5 FIZE
[Approvals] — Fr5 F1Z%

[Tasks] — FTEFIEH

[Accounts] — [List Accounts] ~ [Find
Users] * [Launch Bulk Actions] +1Z
8 o MERETSMIBRERE o
[Passwords] — g FIZE
[Approvals] — Fr FiZ&

[Tasks] — FTE T1Z%

[Accounts] — [List Accounts] ~ [Find
Users] » [Launch Bulk Actions] &
8 - MREY - MERSIEEHEABAE
HE

[Passwords] — 5 FIZE

[Tasks] — FiE 728

[Accounts] — [List Accounts] ( {£
[Create]) ~ [Find Users] ~ [Launch Bulk
Actions] F1Z%

[Tasks] — FTEFIEE
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eae RFSHEE /EHE : T ZEE ISR AR -
U RMIBRERE MiB% Identity Manager {EF&MRSE ; BUE#ZE ~ [Accounts] — [List Accounts] ( {&

#EZXMIER IDM (ERE

HUREUHRZERE

HXISRERE

AR ERE

HRECHIEEERE

HRECHERERE

HREHERE

H(ER BRI EIE

HUHTEE RECH BB RIRSE (HRERIERE
AERHIRIEE) -

B3R Identity Manager fER&EMRSE ( ¥54E
RERELERMRIEE) -

MIBRIEACHERSIR B EIRIRSE (EERIERE
TER#IRIEE) -

FREAERENERRS: (HRENEREL
fERMRIEE) -

R RIRAERENERIRSE (HHERERE L
fERHRIEE) -

ORISR W ACHERSIR B EIRIRSE (EI5ERIE
FELERREE)

HUHERIR B EIRIRSE (#hMEREAELEA
HERAEZE)

B¥RAEAENERRE (HNENEREL
fERMRIEE) -

EHERERITITE —ARMH#URIEE -

B~ {ZSIFAMIBRIERE -

[Create]) ~ [Find Users] ~ [Launch Bulk
Actions] F1Z%;

[Tasks] — Fi B FIZH

[Accounts] — [List Accounts] ( {£
[Delete]) ~ [Find Users] - [Launch Bulk
Actions] 1%

[Tasks] — FTE TR

[Accounts] — [List Accounts] ( {£
[Deprovision]) ~ [Find Users] * [Launch
Bulk Actions] F1E%5

[Tasks] — FTEFIEE

[Accounts] — [List Accounts] ( {£
[Disable]) ~ [Find Users] * [Launch Bulk
Actions] F1Z%5

[Tasks] — FTE FIZE

[Accounts] — [List Accounts] ( {£
[Enable]) ~ [Find Users] * [Launch Bulk
Actions] FiZ%

[Tasks] — FTEFIEE

[Accounts] — [List Accounts] ( {£
[Unassign]) » [Find Users] ~ [Launch
Bulk Actions] F1Z%;

[Tasks] — FTE FIZ4

[Accounts] — [List Accounts] ( {£
[Unlink]) » [Find Users] ~ [Launch Bulk
Actions] F1Z%%

[Tasks] — e FIRE

[Accounts] — [List Accounts] ( {£
[Update]) ~ [Find Users] ~ [Launch Bulk
Actions] F1Z%

[Tasks] — FiEFIEH

[Accounts] — i FIE
[Passwords] — g FIZE

[Tasks] — FrE T2

[Configure] — [Capabilities] F1E%§
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BREEAENERRRERNS o

ERRIhEREERE B HBEMBEEER » §F
EREMERRIEES

BEEREESIREES o

HIRBERENMTIREE - BRIBREERI -
TEIEHRIEE

EERRAHERNVEHMECERE

[Accounts] — FiE FIZE o SAMIBRE
& -

[Passwords] — AT FIZ&
[Approvals] — 5 F1Z5
[Tasks] — FrE FiZi

[Reports] — 7E&i BN EIESHER
ERE - PITRIRERS © LUEHMITEZ
ECERERE o MAEEE /MR EFITE
IHERERERS o

[Tasks] — [Find Tasks] - [All Tasks] *
[Run Tasks] F1Z%;

[Resources] — ¥§5% Active Sync & :
[Edit] EiEIHAESR » [Edit Active Sync
Parameters]

[Accounts] — [List Accounts] ~ [Find
Users] FiZ%; ( {£FR [Change Password])
[Passwords] — FiE FIZ&

[Tasks] — FiE F1Z4 o 1€ [Export
Password Scan] {E% ( £ [Run Tasks] +
155 )

[Accounts] — [List Accounts] ~ [Find
Users] 7124 (fZR [Change

Password] ; WAZBSEREE BEHNTTENE )
[Passwords] — Fi G FIZ&

[Tasks] — FiE T2 o 1€ [Export
Password Scan] £ ( 7/ [Run Tasks] 7
28)

[Tasks] — FTEFIEE

[Resources] — [List Resources] &
& - BEEEIREE (1L [Actions] IhRER
A9 [Manage Connection] > [Change
Password])

[Accounts] — [List Accounts] ~ [Find
Users] 7124 - EEYT - MIBREIEERS
{ERERIERE -

[Passwords] — FiG FIEE
[Tasks] — FiE FiZ&
[Configure] — [Audit Events] F1Z%;
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fEne RHFEHES/ERAE ST FRE LR HE TR
BCERE BoE A[{E{ERY/REEHM CRL o [Security] — [Certificates] FiZ&
j24l Active Sync &R #2#l Active Sync EIRAREE (Z0RBF4A ~ {=1EFIE  [Tasks] — [Find Tasks] - [All Tasks] ~
=Ee ) [Run Tasks]
[Resources] — %454 Active Sync & :
Active Sync ENfEIfHER (FREERE)
BIFRE IBEERMBREREBERIEK - TEIEX [Accounts] — [List Accounts] ( {£
e [Create]) ~ [Find Users] F1Z%;
[Tasks] — FiE FI12%
mipRERE MiB% Identity Manager {EFEMRSE ; BUE#ZE -+ [Accounts] — [List Accounts] ( {&

fiB% IDM fER&E

BUR A&

FRERE

R RERE

EAERE

EA/EHEES

RigEEs

EABHEE
PITRIREES

HEES

HHTETE SREUH BB RIRSE - TRIEHIXE
MEE o

IR Identity Manager {EF &R - T ERIEHK
BRIR(EZE o

BRI BHERSIR B RVEIRIRSE - TEIEHIK
BRIEfEE

FRRANERENERIRE - TEIEHIXE
ES

RARENERENERRE - TEREHIRE
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HERNEREALAE -

BE AFNEE H FTEAREYRII I -
R ldentity RifERIFAE

WEEEEAN B —HEEALME -
B S A BHEE
I~ fwEEFNMIBRAER

[Delete]) ~ [Find Users] F1&%;
[Tasks] — FiE FiZ%

[Accounts] — [List Accounts] ( {£
[Delete]) ~ [Find Users] FiZ4%;
[Tasks] — FTE T1Z%

[Accounts] — [List Accounts] ( {&
[Deprovision]) - [Find Users] F12%5;
[Tasks] — FTE FiZH

[Accounts] — [List Accounts] ( {£
[Disable]) - [Find Users] F1Z%;
[Tasks] — FiE FIEE

[Accounts] — [List Accounts] ( {£
[Enable]) - [Find Users] F1Z%;
[Tasks] — FiE FiZ&

[Accounts] — [Extract to File] - [Load
from File] » [Load from Resource] F1Z

ot

£

[Configure] — [Import Exchange File]
TR

$2fif 1h license 8L 1FEY o (LLEENTIR
HMIFEEENEIZE - )

[Configure] — [Login] F1&2%;

[Meta View] — [Identity Attributes] {Z%;
[Accounts] — [List Accounts] F1Z%;

( {# [Edit Organizations] - [Create
Organization] ~ [Edit Directory Junction] ~

[Create Directory Junction] #1 [Delete
Organizations])
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817 - #mEE ~ MIBARIENTTIRARER S o

EIRRMEK ©

&4 Remedy B &EE o

EFaRBEANERAEMNERRE -

FCEREREEMEITRT A SRS AR -

[Work Iltems] — [Approvals] F{Z%;

[Reports] — {& [Organization Violation
History Report]

[Accounts] — [List Accounts] ( {Z[E7
H o SR R ELREE ) - [Find Users] ¥
[Passwords] — Fig FIZE

[Tasks] — FTE T28

[Accounts] — [List Accounts] ( {£[R%|
W BE KRBT WIREEET s
17 T —1{EEh1% ) ~ [Find Users] T1ZE

[Passwords] — Fig FIEE

[Tasks] — FiE FiZ&

[Configure] — [Policy] F1Z%
[Reports] — {& [Policy Summary Report]

[Server Tasks] — FiE FIEE ( 1SR
fEE) -

[Resources] — [List Resources] &
ﬁ o

[Reports] — [Run Reports] ({£ [Account
Index Report]) - [Manage Reports] F+iZ
£

[Tasks] — FTEFIZE

[Resources] — [List Resources] F1E%5
(fEFRFIH R RRETHEE ) ©

[Tasks] — FTE FIZE (RiIR(EE » #1T
BEREL) -

[Configure] — [Remedy Integration] +
]

[Accounts] — [List Accounts] Fi1Z%; ( 7l
HEEFRRIMERE « EfaZERE)
[Tasks] — FIEFIZE (WRIRIEZE » #1T
BERTIL) -

[Reports] — FTEFIZH
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[Accounts] — [List Accounts] ~ [Find
Users] 7124 ( {ZBR [Reset Password])

[Passwords] — g FIZE

[Tasks] — FiE F1Z& o 1€ [Export

Password Scan] {E% ( £ [Run Tasks] ¥

ZH)

[Accounts] — [List Accounts] ~ [Find

Users] FIEE ({£8R [Reset Password] ;
WARSEREEA BERITEN(E )

[Passwords] — FiE FIEH

[Tasks] — FTE FiZ4 - 1€ [Export

Password Scan] £ ( 7/ [Run Tasks] 7

ZH)

[Tasks] — [Find Tasks] * [All Tasks] *

[Run Tasks] F1Z%;

[Resources] — [List Resources] F1Z
- EEREREE (&G [Actions] IEE
A9 [Manage Connection]

—-> BREE)

[Reports] — ERFERAERES REREFE
ML BRREE 2 INERAVEER o
[Resources] — [List Resources] F1Z%;
(#REEZ1SRAR « RIES S« EREHE - |
EEIERNERME) o

[Resources] — [List Resource Groups]
FIEE

[Tasks] — [Find Tasks] - [All Tasks] *
[Run Tasks] FiE% (&R S RE R
HITEE )

[Resources] — [List Resources] F1E%5
(ERINIH R ERE R ) o

[Tasks] — [Find Tasks] - [All Tasks] ~
[Run Tasks] F1Z%5

[Resources] — [List Resources] FZ

% o EEEERZE (1 [Actions] IhAE
A9 [Manage Connection] > [Change
Password])

[Reports] — FTEFIRE (EREFRS )
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[Reports] — {& [Resource Violation
History Report]

[Risk Analysis] — Fi5 FiZ&

[Tasks] — [Find Tasks] » [All Tasks] ~
[Run Tasks] 7% (EZ{LAR)

[Roles] — G F1Z4
[Reports] — {& [Role Report]

[Reports] — {& [Access Review Detail
Report]

[Reports] — {& [Access Review
Summary Report]

[Reports] — 1 [Admin Report] -
[Reports] — {£ [Audit Policy Scan Report]

[Reports] — {Z [Audit Policy Scan
Report]

[Reports] — {& [AuditLog Report] &
[Usage Report]

[Reports] — 1 [Audited Attribute Report]
[Reports] > [View Dashboards]
[Reports] — {E£{a] Auditor s

[Reports] > [View Dashboards]
[Reports] — {& [AuditLog Report]

[Reports] — {& [AuditPolicy Violation
History Report]

[Reports] > [View Dashboards]
[Reports] — {& [Policy Summary Report]

[Reports] — {& [Organization Violation
History Report]

[Reports] > [View Dashboards]

[Reports] — & [AuditLog Report] &
[Usage Report]

[Reports] — {& [AuditLog Report] &
[Usage Report]
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[Reports] — {& [Resource Violation
History Report]

[Reports] — [Run Risk Analysis] » [View
Risk Analysis] Fi2%

[Reports] — {& [Role Report]

[Reports] — {& [Task Report]

[Reports] — {& [User Access Report]
[Reports] > [View Dashboards]

[Reports] — {& [User Report]

[Reports] — {& [Violation Summary
Report]

[Reports] > [View Dashboards]
[Accounts] — [List Accounts] ( & ~

B B - iR BERIREEE) -
[Find Users] 7124 ( Ei%aRE )

[Passwords] — FiiE F1E4

[Tasks] — [Find Tasks] - [All Tasks] *
[Run Tasks] F1Z%;

[Reports] — FiG 7124
[Resources] — [List Resources] ( 7I|

RIERIE RS ) -
[Security] — [Policies] - [Login] Fi1Z%

[Report] — ER¥U B ENBEMENAHE
i3

[Reports] — {& [Separation of Duties
Report]

[Reports] > [View Dashboards]
[Security] — [Admin Roles] {Z%
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[Accounts] — [Manage Service
Provider Users] F1Z%;

[Server Tasks] > [Service Provider
Transactions] 1%

[Reports] > [View Dashboards] {Z%;
[Reports] > [Dashboard Configuration]
)

[Service Provider] — Fi5 FiZi

[Accounts] — [Manage Service
Provider Users] F1Z%;

[Accounts] — [Manage Service
Provider Users] F1Z%;

[Accounts] — [Manage Service
Provider Users] F1Z%

[Accounts] > [Manage Service Provider
Users] — FTEFIZE

[Accounts] — [Manage Service
Provider Users] FiZ%

[Security] — [Capabilities] F1Z%;

[Reports] — {& [Task Report] -
[Accounts] — [List Accounts] ( {£
[Unassign]) - [Find Users] F#E%;
[Tasks] — FTEFIZE

[Accounts] — [List Accounts] ( {£
[Unlink]) ~ [Find Users] F1Z%;

[Tasks] — FTE FIZH

[Accounts] — [List Accounts] ( {£
[Unlock]) » [Find Users] F1Z%

[Tasks] — [Find Tasks] - [All Tasks] *
[Run Tasks] F1Z%;

[Accounts] — #E8EA1E i {E %
[Tasks] — EIBIRH(EE ( 1& [All Tasks]
FIEH )

[Reports] — {& [User Access Report]
[Reports] > [View Dashboards]
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| Mo Contralled Organizations User Form

[Available Organizations] i 1 ;2 7V lf**wil

ey ent TR R -

¢ [Controlled Organizations Rule] — £3=/{5 3t
Fqur[ﬁf[‘/ Z R e E I T IEI“J:M
E | ControlledOrgan:LzatlonsRule authType ¢ {4

A -

¢ [Controlled Organizations User Form] —

IRV = :g @‘f
igﬂ%lﬂ&ag%

176 Sun Java System Identity Manager 7.0 * &85

A

L AR
* Eﬁglw #Elﬁjtﬁg[[ o *ngjtfjg[[
FI%’;‘ T rf'L “TVF IFIA\ ﬂ‘ﬁruj\”

?V@“ A U'jf"[
[‘/iﬂéﬁfgﬁﬁﬂ—?ﬁﬂg N ;fiﬁf BRI
rﬁaﬂﬂw%@“aiﬁ

"rvv

)

FA ]
#ﬁ@ﬂ@



I L) B T RS T
*H T ‘Fffﬁ';‘z\ }%}J’I\JFIF‘ TESY = T
FETEREHE
#’,%g,ﬂEFEF R T %ﬁfﬂﬁ [ R E PRI o Y > R
i EAJG ||:| JZF ﬂ{ﬁ’”ﬁj‘/\ [E trﬁﬂﬁ’UE A _Iz;ﬁgﬂ IHIFl ° 'ilﬁ}g]?ﬁd—k & ]:I [Jﬁ;lil—_ﬁg
R -
it [Capabilities] 23 - » '3 #V I h 2
e [Capabilities] — 35K ig,, 'E TR R E FIJﬁ:‘j“H S,;chﬁr” @ﬂ

(FEARINL) < [T e =) “/E?ﬂH[EEtrV lﬁﬁ‘f % [l *ﬂfj’d*lf"i =
[Assigned Capabilities] ?ﬁ'

* [Capabilities Rule] — Vi " (7 ‘Eﬁﬂ”*@gutﬂgiu }H J&J\L_ﬁ [f’liﬁf/ﬁ‘f
P E PO [ E A RS % '/FFJ VA
CapabilitiesRule authType

BEAEREEEREEEARE
& }H (| A B ARG EY A0S £ o 7] [Create Admin Role] 7Y [Edit
Admin Role] g/ f|1 r 1™ {As&gn To Users] #2857 ﬁ —EL'“LA}‘F[ Eo

f’[tﬁp €1 ”F@F ,i@ﬂ ﬂ,sﬁ @n H (;ﬁﬁgyﬁp & ,r;ﬁiﬁ:u A9 ) Esﬁ
}{ IEIFI I-FPI—{IE[;I ﬂi?ﬂ 'vT‘:rEJ c [}""—\[‘:F]JIE&FI ﬂ%ﬁ?ﬂrﬁb &@ET}EIF li“l;
7 S e T U e - (I jr{ HJ;\@}% [J@“F‘,ﬁ pu@ ?{%?ﬂ

R R P O 0 P R0 | e
. yplwﬁlgfﬁﬁ[zl sgangﬂy,i_;ﬁﬁfﬁlg ) E“gﬁ'gj?}?‘ﬁ .

e e T R A R T
LT

o T AR 1 K YR -
o fﬁ{gfﬁﬁ'ﬁﬁ%?ﬂ
I RE IR B -

. yww Tgm A B R AR %ﬁtﬁﬁ?ﬁ'ﬁ ’ flﬁ'“

DR B IS F T B oo 2o - i oo
Ak ) o

177



o IMREER R A FRGE T R YA IR
it

YN AR E PR JL%IFETE'E E] < ’iﬁﬁ CIPL U’FEIF il FB‘-IE?EE’ TIRIPY ]

L LR SR TR

IR R ) PR T T BRI ) s
T [ E ! i EE[J?\LE? b ¥ @E‘

BT {FIRE

F'1 Identity Manager FITPE i 2 Ol (A e e g iV TR R -
iljjm (EFIE T :ijf‘iﬂ'i%"}‘ e Ljf' Ident1tyManager AN st |”11E‘1*J]‘P%“

Identity Manager }{ﬁ""’?E | (TR VREE] S Fipy [Work Ttems] BhIsifl1 > I &G 1)
(e Tt fEPRRT Ve AR 0

TIEIREAAEY

TOERETE TR (- 2R

* [Approvals] — E[PrRPETV[IRPFAG R Uk %ﬁ‘??i‘ °

* [Attestations] — fgim! = F51E [l H| ﬁ@ﬁ‘ip@%j* o

e [Remediations] — [T}FM%FTR[EI“ =5 7 I B AT ’Ifiﬁﬁ* 0

*  [Other] — fRXigIRIFOE FIE IR - (1E) - IWRIEIRR Y A6 2 (S
o 2 PR -

F RV [ (RO (SR S IR [Work Ttems]

B < i 0T (R T AR I A - 78T (g

BN T g -

fizE Y [ERLE! ﬁfﬁ'ﬂ (=R (Y2 (=HE) puz (BRI ERE
Al Q * Identity Manager lﬁl M IEJJE F‘ 1 [509 [Work
Items] (g?ﬂ

178 Sun Java System Identity Manager 7.0 * &85



BRIE T {EIEEEEK

RIS (RIS S P [Work Ttems] Budsil {0 fif [E2IF 14
F'J %T(ﬁ?ﬂf[l HOVIRE  SRiEd - - W R REET f‘ﬂ R g (B T

(e VR (eI B -

Ity rﬁw%%jag GRI BRI %%ﬂ' ES K
o BVI80 FIfY [ [RBEMIE

5y 367 FIfY T AVRIERE

o IUB48 IV TSI

71

J

win L {FI8 B EfZaC 8%
[E:' "] [Work Items] T i [ 15 [History] 4835 A )~
PRV T -

"B (RN - [ 5-7

=] 5- - (ETEE] Sl ]
[ 5-7 T (R R R
Home Accounts Passwords Itwel:'l'; Reports ?::::: Roles mzt: Resources Compliance PS:JruuiI::r
by Wiade Items PP I ttestati Remediation: Other | Historny | Delegate iy Wiod ltems
Previous Work ltems for Configurator
Wednesday, August 30, 2006 11:12:59 AM CDT
Number of records reported: 2
¥ TimeStamp Subject Action = Type Object Mame = Resource ID Result

PTMUESD':'T"""'AUQUSQQ-20051:35:”3 CONFIGURATOR | Approve | Organization | TOPTEST | NiA

PTMUESD':'T"""'AUQUSQQ-20051:35:”2 CONFIGURATOR | Approve | Organization | TOPTEST | NiA

TEST2 | Success

TEST1 | Success

179



&t L{FIEH

l‘ﬁEIE'FFr“ " 4@@‘-{% T %*“?ﬁi‘ P R SRR > R i
ILPFIT”’ o FJTN IR 15”3? F (EIE

* [My Manager] — " [=Fif '%‘J‘%‘E“FARL [ R TR A

. [Selected Users] 7}{1 =1 '%TJ* F;“*\‘ (RN T T [1EIVAY— [ FK} 4
4@ |

. [Delegate Approvers Rule] —T”, ST [BRIE 'Eﬂj‘ F},I*rﬁp SHIH %‘ ]
FIF[ 1 204

RIS T (ERE ﬁ%g& [Delegate Work Items] FI[if[ 12V [None] -

MRAEARZE

R FE#FTHET= Identity Manager <[l » 7 CRLPHIRERGE AV 1o Pl
[F=BE - Identity Manager & $2= [FAJJEFERE » % 7 [= " Identity Manager
Yol -

. [Orgamzatlon] — ¥ I}H =¥ @ﬂf’rgq R az]’ag,lifm&
*  [Rolel — = Furffil " H=IFIR LA 1 > Ffethite -
e [Resource] — [[El?‘): |E[F' | S AEEYR FIE UL 3'—"%[7[317,{\4:‘

fmsE [&p T J}{ﬁj’ Identity Manager PL BT B PR {/[rﬁilj—gzpq , F%
Z[57 183 FIfiV Ff ,'g\m‘ﬁ LAUFHIE |

180 Sun Java System Identity Manager 7.0 * &85



1 — \,

SHRH:IN

LS TORI 195 - A L [ RETIR (Y - S
FIE * A (R - ﬂEE‘?‘uﬁFm@j'%'J/\%Tﬁ)lé(’?* SRR o = [WAE N A Jlﬁ?'éﬁ%?
o ST

0 SIE S 0T PSR e e
FRIE 1RSIl (B i o 3 (RIS S Sk 07 Y P
U X LRI < I B R - (ST (R ETES T HR
MERH ?‘]ﬁﬁlj J E:’p‘!‘JEIrETTLF“*‘%EEi‘A ) TE[;E‘[%T SIAGIE o

Identity Manager ¢ "~ {57 {5 Al b« S HIEAE MRS T SRR © [
RS (=R kL H | Identity Manager IDE AR 1 E A ~ RV [=SET]
PRIV R o

ﬂ['ﬁﬂ%ﬁ IDE ~ 7 [Bfofd MR T [RfA Y i s iR 2t ﬁ%?ifﬁaﬂ

r Identity Manager Workflows, Forms, and Views  °

[ 5-8 LT [IRYRE S (A 10T (AR i A P i -

181



5-8 (=B =~ (R
s%l Account Creation Workflow

. Organization Approval Resource Approval
‘Wait I
No Approvers End Resource Approval
Awating approval from
keunning

T End Organization Appmvall End Resource Appmvall

End Wait

End Wait for Approvals |

Y

Check Approvals

Create Accounts Provisioning Error Request Rejected

Notify after Creation

[l naths taken
B active steps
[l inactive steps

Identity Manager 16 * P fh1E  f eI E ot o ) oIl 2 IR 8 =
B [SOM AR IHET 183 Fifiy TR B A OIS HIFU%F'EJ?"J&%@@ HE e

182 Sun Java System Identity Manager 7.0 * &85



[&77i" I} - Identity Manager /7 [*Ifi [Work Ttems] U s b il (A9 B2 R E »
[Work Items] FI[if[1 > £~ ™ [My Work Items] ' b/ g (1 o £ ™
[Approvals] #55T | FZEIfHE -

wmEXME

S R W -

1. 7t Identity Manager E*%‘F fi [ (1> 2V [Work Items] °
2. - ™ [Approvals] &5 -

3. FEEMIEY - 1 SHIE -

4.

fiy ﬁ("éﬁ%t?% » IR~ T~ [Approve] -

Identity Manager - Efi"'?ﬂifﬁj F']F; F i Applet °
5. - " [Always] -

Identity Manager ;& — {fif ﬁi | USRI -

6. 1¥ Enter Z(5H~ " [Browse] I'| 5 %] & wl’gl PR (TP g el B A
HARIRSE > Y157 185 Fifiy T Ao n | Pl | Al R 10m Frct ) -

F'
7. /ﬂ:JgE: [I—L‘w%ﬁg,i it | B oA T JF%—L YreT 185 FIpy T EE A
pJF' EE JEIFU AP ER10T Bt ) ©

i

- " [Sign] W(é’ﬁ%ﬁ‘ o

RERERME
AEIHED o B EJLEI*J['ﬁ:fEr%’jﬁIa’T“ =R *'%’@55“36% “ [Sign] - (Identity

Manager T’EF::&/FA'[ fg- - 'JFZ/'iHI = 2 S o FF'

Ao B U2 Z R

[el) ) SN LG AL - ] RIS AP R
CRL 7 9[1= Identity l\/fanager F’?ﬁil‘uﬁ q@ggffj El [k ﬁf e m(%ri

BEENERRIRECE
Ef‘?ﬂ' i %a%' fietierl %iﬁinfﬂ‘ |7

1. %+ "';JCFIFF' flno %i security.nonrepudiation.signedApprovals=true

183



2, }J[;LFU q@f&\k#‘ﬁ‘ (CA) POisgaier L it Fi[{puﬁﬁ o F P (AR

MRV E
411 AP M| Microsoft CA. » AT K
%} http:/ /IPAddress/certsrv » = {fi "] “ﬂ@ﬂﬂﬁ R
b. (I E VRV CA WP RERENEH > iy~ ™ [Next] -
c. MEWETY CAEG -
3. JRjIRFIIET = Identity Manager Y511 7 £ [0 -

a. (#F*%E /i E IV [Configure] » YR E 7V [Certificates] - Identity
Manager ;&1 [Certificates] I

5-9 1R
Certificates

Usethis page to manage trusted cedificates and cedificate revocation lists (CRLs).

Trusted CA Certificates

[ Serial Number | Subject DN | Finger print (MD5)
Add | Remove |

CRLs
Il Connection Status

Addl Remave | Test Connection

[~ Disable Revocation Checking

Savel Cancel |

b. 7 [Trusted CA Certificates] bt igif[1 - f#—~ * [Add] - Identity Manager
4= [Import Certificate] i1 -

c. = IV (FEUIRGT > MR- T [Import] -
R AR (R S PORETR D -
4. N7 CA U REIE R (CRL) :
a. it [Certificates] FIToifiv [CRLs] Bhigif[1 > #—~ " [Add] -
b. fij* CACRLi URL -

184 Sun Java System Identity Manager 7.0 * &85



Lt o RFRHIEN (CRL) LM Afipy-2 FS00Ra -3 9 5 -
e CACRLfv URL ['I'J £} http f LDAP -

{5 CA 5! #| ] [y URL 3277 CRL 5 70| i Ifhy CA 18
[V CRL 4 R e o=t -

5. #— " [Test Connection] J‘JE?H%F% URL -
6. - " [Save] -

7. [ji"]jarsigner #* applets/tsljar °

fimsE

Ettp //java.sun.com/j2se/1.4.2/docs/tooldocs/windows/jarsigner.h
tml » 'JIVEH R %Y o Identity Manager [F&Elfffiv ts1. jar ML 0"
HE E%«f{?%}'jﬁbl#ﬁh«) DR T e T A R Jgsg
P = T 3 = ARG S LAy i R P -

FER LN SRERE
BRI TR e

RIEE
FET SR VT JRE 1.4 F‘/Elﬁfﬁi [y Web B
=F
TVIHIRRA R S o TREH P Tk 2 PKCS#12 2 55 -
[0 > Y T ) Microsoft CA » @Y K ER -
1. {jii"'] Internet Explorer [fir= http://IPAddress/certsrv » SR [l H | T AL g

# TV [Request a certificate] » JRifh— ™ [Next] -
# T [Advanced request] > JRiiF—~ " [Next]
}¥ [Next] -

VIR P

N

o a &~ 0 N

185



a.
b.

C.

Mark keys as exportable
Enable strong key protection

Use local machine store

7. #— "~ [Submit] - Ry~ ™ [OK] -
8. 1¥— ™ [Install this certificate] -

9. EWI[Run] — > [mmc] }?’Sféﬁ mmc °

10. °

a.

b.

1 YR

3# 3V [Console] — >[Add/Remove Snap-in] -

- " [Add..] -

R

## [Next] > JRixfy— ™ [Finish] -

'~ ™ [Close] °

#- ™ [OK] -

#22Z [Certificates] — > [Personal] — > [Certificates] °
7+ [Administrator All Tasks] — > [Export] —{— ™ iﬁ%f [ o
1 [Next] -

F¥ [Next] efismafist - 12 5 -

1 [Next] -

HL S © SR [Next] -

. i CertificateLocation ifi -

#¥ [Next] » ki~ ™ [Finish] - ##— ™ [OK] 1’;1%?: o

fimsE

S 2 P TR O R 101 (R ) A1 10m (ERREAE D) FlI
Uy o L}H lgjagrﬁ» A ATE

186 Sun Java System Identity Manager 7.0 * &85



A= rots
iR (FEE MR
’F’ﬁ M Mg Identity Manager %ﬁrﬂc[%& I ENE- R
1. fi-Identity Manager FZE 1 /i 1 o SZ 2V [Reports] -

2. it [Run Reports] I F» g [New...] EEREHI1:E TV [AuditLog Report] -
3. it [Report Title] gtk 1 ﬁ‘ R (G190 T Approvals | ) »
4. 7t [Organizations selection] BhIsif[1 » 32 VAT | 525 -
5. ZIV [Actions] Zf1 > IR EIV [Approve] °
6. 13— "~ [Save] [F* l;‘%r[ J i""ﬁ%[ﬂ'fr [Run Reports] FIE1 ©
7. - [Run] $05FAHER
8. - *?’E‘E*g*ziw?ﬂ‘ﬁl g,|ﬂ;{i|’f{r§5f{,€}’?ﬁ P HlE
o MH
> 2

o RETIE

Rt
I &S ’EMJ’W/ 16~ Apc > PR Wﬁ‘ﬁ%?ﬂ J’F‘Z“%ﬁ*%‘?w’ﬁ [ﬁgb ElLRIH (UF
)BTRS - [ HE A W S

jjﬁ |Eh oy SN JFJ}WL%T %'4 %ﬁ* ([Awaiting Approval] £ ~ Jj[[tl iy
%$>ﬁ@w¢w»1ww
% %I%L = r?" it [Approvals] G i 1:E 7V [Delegate My Approvals] {53 -
IR SEE (AR RS > HR BT (ERE T (SEEVE P authType 3
fHl (& }‘Ff Approval ~ OrganizationApproval + ResourceApproval '] »

RoleApproval) » B HaHfli~ [=FiF Ay E authType - 9= {7 EI*& KR 74
[ ST 5 Vg 7obge -

187



[+ '] f§-[Create User]/[Edit User]/[View User] FI[“ifiV [Security] # g2 » ')
Efﬁl o %ﬁ T SPe R FIE -

TN E I AR PO B l?%i* T UfZ(é%T"ﬁ Gl [vw
E"—- 1S E J D}E

ARKRITERECERIR B
PRI R A ETTONG &%—j\ui@fyt‘l%pgl ,EHEL (F==*
o £ - ,iﬁﬂ Fo IS0 E I H o S He et e S
SRR u AP R IR o
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BHR S LEFA

¢%"’|Tﬁ4’ﬁ ffi¥'] Identity Manager = ¥f ﬁj Jac i “}r’j“ﬁ’l"JE%’ SR o ['“\;E{"" A
RREPRIIE (2 50 (s~ AR 1) PR AR 0 R = ﬁﬂﬁ%‘ﬁ'l

Eﬁ'g“n

o TRRIFI S P (0

. ﬁjiﬁf

* Active Sync [l

BXEILSIE TR @ =—{ELT ?

[iﬁ?vﬁ £ ¥ [ [ Identity Manager &R [l ¥/~ S %{ N AR R

AR

ORI TR S

TREME MBI -
BARS G RRIRSRALE Identity Manager » WA fERIRHIA
AR

RILARS HE B RIRSRAIE Identity Manager » AT HAENZEHEEE @ AEEHA
EEM R ARTGIREREEY

EHIGERIRSEHIE Identity Manager » 1RIBEC.  SRAFEIR
BRI S ERSEERIITE

TEEIRIRSE B EHLA Identity Manager &/ Active Sync EciE~ ( SEEIREF) &7
EEle
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E2

Identity Manager [[=5/F5 E{gﬁjﬁtf JE’jJJb‘f‘ ?%i%’[ﬁ{i@ﬁﬁ%{%?ﬁpi@ﬂ%ﬁiﬁ e . lﬁﬂf

RO

e [Extract to File] — }Iﬁ’ CFRT T R PR RV = #iR (CSV Y XML 7]?‘,?“ Yo
FOR{ERRIRE © Identity Manager i » [ J‘J&“Ei'iﬁﬂﬁﬁi’ij{' o

* [Load from File] — FZV##{% (CSV fy XML TF‘I?“) FIFRAE S EL Y Identity
Manager -

¢ [Load from Resource] — ﬁ‘,fﬁfﬁl FI ['[Efﬁé?ﬁﬁjﬁ: s FEEVERIAY RS ;’\]ﬁf&ﬁi‘[’ﬂ
i@l Identity Manager -

& T E'Jiﬁﬁ:‘“ St o iy Identity Manager fjiH ] o fyRLEfER_ Y[R
FLF v Identity Manager ffI E'J?ﬁﬂj;’%%—’%% ?‘:ﬁ °

VB S

i [P RIS FAREEV S XML i CSV & 974 - 87 g (=i | 3

[ETR R E © Identity Manager [V fjij » “CAg! > AR UV EUTR] o

¥ VIR

1. FEPREASIHT > 22V [Accounts] » Ri< 2V [Extract to File] -

2. EW fﬁgﬁfrﬁiﬁﬁ?vm%ﬂu?ﬂﬁ °

3. BV IR ORI o [0 TRV R = XML AR F5 T RS [ i
(CsV) Tﬁ?“}?lg/ﬂﬂj:%’?ff@ﬁ’l‘%ﬁﬁ@ R -

4. ji%: Wuﬂ[’]):cf)wn!oaql] o IIgentity Manager }i"’ %Eﬁ [File Download] %ﬁ’ﬁﬂjﬂ &
[ IFSAEE T AP DR e o B STV AR

Dp ESERRIARR > DI R0 B R A Rl o

Ty S

EE=ESA

== Jﬁ%{ﬁ ERRIIRRE ( ﬁ;ﬁé’} Identity Manager (¢ REVEYV[=BE ﬁ‘} ekl PRl
P VFHFEVAY[RER ) @5  Identity Manager © Identity Manager ffiV =% Zfc gt
FOEERA XML B3 1505 [P IO« oI~ 415 CSV £

= 5
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BEHY CSV =K
i S BEIAIIN G SEYID (CSV) fis* - 1
Identity Manager fli e CSV #i%7 FL RGN T?‘*“TFRE'— U
o [Line 1] — SIt 5 (Wi fORME TR L e (1RSI ) -
e [Lines 2 to end] — %j[|i1i/= 1 Arspy s (g IRt fill (1955 [S|§JJ) SN
YR BRI AR R -
I BRI 5718 R e ORI
firstname,middleinitial, lastname, accountId, asciipassword, EmployeeID,Depart

ment, Phone
John, Q,Example,E1234,E1234,1234,0perations, 555-222-1111
Jane,B,Doe,E1111,E1111,1111, ,555-222-4444

6-1 PR RRLY T (T CSV AR R

firstname middleinitial ,lastname Id,asciip d,EmployeelD Department ,Ph
John,Q,Example E1234,E1234,1234 ,Operations,555-222-1111
Jane ,B,Doe,E1111,E1111,1111,,555-222-4444

,i‘zlzﬁf”ﬂﬁl » B2 B 2] (Jane Doe) ?«FE‘ZW‘IWT?PWF o VPRV AR
() R o
i
1. 1§ JH I 3V [Accounts] > iz TV [Load from File] -
Identity Manager & [Load from File] fI71 » 2T ApEE T E T A
vy

o [User Form] — E, léﬂfﬁﬁ Identity Manager |Elﬁl H Eﬁ i H] ﬁ?{%&?ﬁ' RS
AL s R P o SEIVEIR B =5 e RRER i

o [Account Correlation Rule] (=S R “?%[E']Jﬂ" 132 7V Identity Manager
M 18 g R R R S e 2 R R ﬁ o gt |
RIS R W*ﬁwawgﬁw—mu ﬁ@i~m%w
i L pNH i) w~paw B3
ui_&‘ T E}Y’F?ﬂt'i-‘%ﬂ’? va{ﬂ | Identlty Manager =]
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[Account Confirmation Rule] —ﬂﬁaﬁeg’% PNy (A R P v e
iR SFE R E HT R i 2EE ?F,;‘:Identl y Manager [fli "] IJﬁ&%Z
PRI A R A EH’FI[IJ;@’F]EIJFETW Uiz » YIRS ?ﬁ}tErE = Pl
HHEp! true 7,E'[J|E"l[f|' false » IV [ HIE N glﬂﬁi%ﬁif [ [i i
FEH - i/[l%\' 2V [No Confirmation Rule] > [l]] Identity Manager %“ﬁ!%
S R B T

fieRE R SE ¢H' PLHAAETZ R jiﬁ [’ '“af,l[ AfRAE TV %
- AR IS S FEFJ-LEE'IJ

[Load Only Matching] — 3 TV [P ZFI i [EUf ,Iﬁ £ Identity Manager i
B pYRPEEY ¢ Identity Manager FlTe i/[lfy} l#eeﬁ ' IEHJ?F Tﬁ*i
| PRI

[Update Attributes] — qVIF“E,FI? DI E 1] Identity Manager {fl ™ 1%
0 TR -

[Merge Attributes] — LEE £ (1) @5'?71 i) s

(BRI ECRIET) )2 Ei'ﬂ{é'@ [FL”*EEfE'IE' “F' Eﬂfigftﬁ JF”ET[i YRR '*['

SREFAE{E S EE o [ ERY [Update Attrlbutes] o

[Result Level] — 2V {lihi il it » 22 EI % R bl i - &6 Iﬁﬁ‘*fﬁlﬁ?'%&ﬂﬁ

PRAY G

¢ [Errors only] — & ’5[5& M=o & SHEFEL Eﬂj“} Sl AN -

e [Warnings and errors] — &\ * [[=5F3E 4 %5,”“, B L U F%'%%[E‘H[J%
A

e [Informational and above] — FI%J (=B (R o lﬂﬁiﬁb g
#Hi ELH%,E"J%LI* H El [E,l °

2. i [File to Upload] ## 1 > fFfeil * F'fjﬁi'ii' » IRk~ [Load Accounts] -
ﬁ%} o DF/‘[ﬁ? ﬁ'lij CIJ IE[FI :gﬂ%g |trﬁ&1 Lﬁf EEWVFEFL«’{EE'“
[EV”F[%[ J#h = o

o TEFL T ALAFIR 7@@%‘5% EPERL [ R f *ﬁ?t‘ﬁl
= F S Tﬁslﬁt P [T ﬁ%& A RE 5
Ll NS S

q‘?ﬁ' 6-2 FifH 5" [Load from File] ﬁ”%’j FLFAR o FIEEET
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6-2 il

Load Accounts from File

[l UserFarm |Defau|tUserFDrm hd|

[i] Account

correlation Rule | User MName Matches Accountld j

[i] Account

i e | Mo Confirmation Rule j

[il Load Only
Matching r

[flUpdate sccounts [

[i] Update Attributes T

[i] Merge Attributes I

[l Result Level |Informati0nal and ahave j

File to upload | Browse... |

Load Accounts |

ﬁﬁ'?ﬂﬂj@?“f 1k e o R ?ﬁ (‘“/ﬁﬁiﬂﬁirﬁ B AR 5
R H- %‘{? JTJ "‘ Ul— =B o ;?ﬂ “J Identity Manager fH ] (2R
it ORI )

bulkAction.maxParseErrors i 'E‘|'@'§(§'Fifﬂiﬁrﬂﬁ& =y EJJ: (RNEREE ”%?@V
*E%ﬂlﬁiﬁfujﬁ_ 10 ][a{%u{ YIS UmaxParseErrors % 3 '[JFA [ij_’—fﬂﬁ

SHRR 2R3 S
HEIEE A
iﬁl B b= JFJ‘ZFI‘TEL]J%EE:’}“F',TQ‘—_"IUE& R f’flrﬁl%f}ﬁﬁw I=9E L‘“G{fﬁ’ﬂ f 7 Identity

Manager -

T felkee RN % il J AIZETV [Accounts] » JRix:E 7V [Load from
Resource]

Identity Manager [ ISGEY Tk TR ¢ ﬁ'}ifﬁ i 3 - [Load from Resource]
P Iplpods 7 E ke i 4 AUEh =22 [Load from File] fIpipvAf! [l ©
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ffl ™ SRR T 2B Identity Manager PV Y RIRoR= ¥R H VR v Frofi=BfRil Y
T ﬁ%w’flimLﬁwﬁﬁﬂww%

Ellji{‘%kgjggf E[H725 ,—rH[ﬁJl——gm [R=E I mq,i]f[\ﬂ: :

o IR R R - 'ﬂ’ﬁb#[ﬁl%uﬁfﬁ”ﬂ%?ﬁféﬁ [N
. ﬁ SSRESFEERE (BRI =)

o FESRHITEIE (PR IS )

o R BT ERIIT)

(e i TR 5 TR ) S B (R
o TS PR )

o R

o TR RS

t§-[Resources] I 5 TV Identity Manager iife=]fic - [Resources] ¥ ?f [ e &) [l
ER fj’?ﬁgjﬁﬁfj E\jj‘ el R B E T Jgﬁﬂfi}{kﬁ“

%%ﬂ Hﬁéﬂﬁﬂ*%ﬁﬁﬁiﬁﬁ*“w% Lot e VL
mé%fgﬁurﬁ Ejﬁ%;’ F;{u_iiuma%}pﬁuag}[ W > BT fc{»fj%jpﬁi% J&ﬁ‘}'{k

Epls o 2 p‘ ielfer i > (L YEIJL"?”—jﬂJ:WFF%T}’IiLﬁ SHER I E,&IH
Identity Manager 1% fi* Jﬂ@ r)e

i S R

TR P -

1. ’r“fjrﬁ:%f jllfl1 > #£3V [Resources] °

2. it [Resources] /& HIFEgHH 1 ZE Ve -

3. [(§[Resource Actions] ZFIiEHIf1 » 27V [Edit Reconciliation Policy] -

Identity Manager £fi+- [Edit Reconciliation Policy] FI[1 » [ I 7 £ I &RV 1
{E3
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[Reconciliation Server] — 7 3 & B (1 > & [ qﬁ%ﬁ:?ﬁ oy %ﬁﬁ%ﬁzﬁi
pﬂﬁlﬁ Identlty Manager []:[ qﬁ%ﬁ,}{ﬁ]’n‘bt Bl 1% F[[ﬁjg}%liﬁﬁ%ﬁﬁ

[Reconciliation Modes]——j‘:fEJZﬂﬂ ER NG TR N i e Fﬁ‘%j\ [il
URLERE S (e

o [Full reconciliation] — &35 BoE e (5 (L %’?@'@' °

> lIncremental reconciliation] — SRl 5 i (™l - (EIETHE T S5k

9 o
oA

=7V Identity Manager /&t A fatfgi=4 a?j“*]%l fl lp‘Ja{”ﬁﬁh—fﬁﬁEﬁ 39 [Do not
reconcile] fi’ {417 [35FF AR J—j‘:fEJZﬂ

[Full Reconciliation Schedule] — [/ ? I %ﬁjﬁiﬂ %‘Eﬁi R ke diika Jﬁz

FAF TR - ?F[J&. PSP pER T R %Efiﬁu A [Inhent]

/F[HHgJiiE[[E E‘MB‘WE' H' ”?F[ TR -

[Incremental Reconciliation Schedule] — ]! Ef B gﬁ”ﬁi R Fﬁ ffl

EAVEEHE AR - E_?E II}J’, TR I EI%EF [l o E IV [Inherit]
[l

I R e NS R
fissE TIFEE RN PRS-
[Attribute-level Reconciliation] — f’fﬁ'aﬁ}lj@ U TR SSRRRT T E

o ggiaRs (+ A R Ident1ty Manageh (= AURBP ) o #F’[ iR ij
fel [fTHI%f [Reconciled Account Attributes] [*|Frfy 1 e At i+ ARl

[Account Correlation Rule] =oEA = FT”%[E'U €732 7V Identity Manager ff

ﬁﬂl@“ H S R J:Q‘FFUF”TE ::?1 it *—ﬂ*‘%}?ﬁ NE EWWHJS
E‘FF'FT}’ Viz TE'#F ’%JE[U“AIE'“‘[H'* (7 £y ?ﬁ'ﬂ/ij 5] E‘T[ftl [#‘(‘*‘Eﬂ
ﬂ‘l“{EE]E'ﬂ)q“’“ —}TEE‘TV H H“FHFE‘EJ o estrv FI%_[E[“ , FIJ*E'% i_ \\\\\\\ l
M=FH "TE | H [V Identity Manager ffi "]

[Account Confirmation Rule] — W ’EEE‘[JI:A FEAEI = B T’E*ﬁ' HlEv H"

1E HH R = 2P Tp‘—iHI entlty anager | [“ [ TRl
b%?—fg@ A EW“HJ:WE”ETFI* Viz ’ YR R B | =R E'IJFEQ*J?-'EHIE”‘[H‘
true » AR false o 23V [ I FES ﬁﬂ[ﬂ;@ﬁu% IPF' CHRE ?{ P
Gy [No Confirmation Rule] - || Identity Manager rf" ﬁf%ﬁ"n FI H CRVETE
B e PtgFH

fii firfuﬁ“%i il DR %’%FJE'IJF‘ 140 (HIRMEEVI % o
FEH T ﬁ@ﬂ I]E l

HH
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[Proxy Admlnlstrator]fﬁ iﬁﬁﬁj‘:ﬂij‘«’i[ﬂm TR I | EIJ*‘“%F'[ %}Pj’#l Py
TR l*ifu'Fi’ujﬁmwﬂﬂﬂ*ﬁu‘ﬁ IR 7 i 7= IF**‘%'EE RE F'J
igﬂ(yls HEN)

[T I ]#5V [No Proxy Administrator] 71 o ZIVIFE % » ?ﬁgjﬁ%% [
B B S Tl (R (R

[Situation Options] (=* [Response]) — FtiE (i’ G [ESFELIPEFE] - 7
[Response] | i %ﬁgj@%ﬁw PV Ese:

> [CONFIRMED] — SElifj== v 7 -

o [DELETED] — sF#pVI=M & 7

> [FOUNDI — @il o f 4 a5 2] o A RS -

> [MISSING] — 7 G ™ [ H il 45 2L RS -

o [COLLISION] — }H gﬁ@g}lpu[ﬂ ﬂg&v;ﬁﬁ@:ﬁ 1 M][aiﬁ&px“[afj | + Identity
Manager IEIF' °

o [UNASSIGNED] —%Eﬁ%@ﬁﬁi%%i& P BT Y] R -
o) [UNMATCHED] — HE” L_'?El'ﬁ‘ TE[EIJ?ﬁ—:,T ﬁ[ -
o [DISPUTED] — [[=Bf=—~ & I'| FAYIH AR

AR SV (7 BB P T T B )

o [Create new Identity Manager user based on resource account] — #/ 7%y
VB TERO = BT S - DRI R PRy
Ripre

o [Create resource account for Identity Manager user] — Ei i DyvErifif=
B 3200 ) P | H BT B % DR -

o [Delete resource account and Disable resource account] — {f][i# / {5 |5
S -

o [Link resource account to Identity Manager user and Unlink resource
account from Identity Manager user] — JUFW”IR el U"ﬂ@[{bﬁf’

o U 7R -

[Pre-reconciliation Workflow] — fi'I }EEIE']'J%}EJ% T R R G

Hﬁﬁiﬁiﬁﬁﬁﬁvﬁéﬁﬁﬁﬁﬁmjﬁ%@oﬂ%%%@mrm_Wﬂi

A s i 13 7V [Do not run workflow] e

[Per-account Workflow] — i I’ EE*F@%PEF [ T [ e RS J}f\iﬁd n&ﬁhﬁ

IEI B ﬂ o »ELJ:' (B3R o }"F’[ I%f}zﬂ U IJ_ (B o Z/D%Jj ]Ez,liﬁm I_

A i 13 3V [Do not run workflow] -
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. [Post-reconcﬂlatlon Workflow] — ' '] E“ﬂ“ { R [Elﬁ TR glﬁﬁEjﬁn&iﬁm
e ¥ JLEJ [EA - 4R ?ﬂfﬁfﬁ T = U (ERA o PN TR~ (T (=
A > 2V [Do not run workflow] -

- [Save] R PR -

BEIIER)
Fl *JEEfEJZI’fEﬁEﬁ o e R

o [Reconciliation schedule] — [& i il i+ [Edit Reconciliation Policy] F! EU—??&%
SRR TR TR R

¢ [Immediate reconciliation] — = ,Iﬂiﬂmé’ﬁgjé F ol R [ %T} ¥Rl (%?fl’
Ve > IR [Resource Actions]'y TE'ﬁ' Il PN LS N ‘ -

o MAES %’EX?“ ?ﬁ‘ﬁfé
o LR i
%Eﬁ;@ﬂ&jHﬁﬁﬂﬁﬂﬁﬁo%@ﬁmmwﬁﬁﬁ% v
bt - %‘Ejél""igﬁﬁﬁ?%%fﬁﬁfﬁp\.”ﬁﬁ [ e b o
B SERE
g,lffwﬁ ?%fgﬁ % EIVEHR > YRz IE-[Resource Actions] ‘%E [Hl 125V [Cancel
Reconcﬂlatlon]

tani AR A A RE

[Resources] %1 i [Status] 7}%5 & Ei&ﬂlﬁ‘*@%ﬁ%{ FEMI < EE B
o [unknown] —RE P o i hgﬁf”fillﬁfﬁ VR

e [disabled] — %ﬁ—u fAE] o

o [failed] — i/ WRUSHRIER DR o

e [success] — ftyT— i Jgﬁpjﬁj "HF|JA A o

¢ [completed with errors] — &7 ﬁﬁlﬁgﬁEjﬁ“[#ﬁ’?‘/ (E15 ’?WHJ; “ﬁ SENC

WEE PR ERAERR (ST (R -
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g = [N RRPER USSR PR o TiE HIEIVERR > IRk f§-[Resource
Actions] /& HIf[ 133V [View Reconciliation Status] -

{F FMRSREER 5

J;a%”r??ﬁdlf‘%[%&ldentlty Manager =!4]I_ Vf?ﬁ[ﬂ;ﬁﬁtu P SIHRE o [RPFRY 2
%[iﬁ[ [%‘Pj&é’}» “F’:‘%—a {EVEL Py Ident1ty Manager *‘]JH oy ﬁﬁ]%{%la:j*ﬂ = mE[;@?

PR ST IR -

=R 5|

PRS- %fﬁ{.—[Resource Actions] /&[] 132V [Search Account Index] -

AR S EVEREE - - T [Search] SifS A TE RS EIT

e

* [Resource account name] — EIVFE i > IV [ [(SAHSE (HFIPFED - EIJFA'[EY'
RL) > SRER T R R R

* [Resource is one of] — E TV I » Gz g HIH EETV—- [WES 2[R - TR
Y TR LR[S SR -

e [Owner] —#Mig [41593?[’ V- (WSS (BHIPEED - EIJF FORL) > S Iﬁ
7J*f7+u%2pm’rg] 7 - F RS R %%zﬁl'}&_/\ Vj ﬁlt‘j‘J
(UNMATCHED) 1E{& F413% | (DISPUTED) j "KjBJ]EIJ =5

* [Situation is one of] — IV el IRV~ WS 2 5P - TR
T ;rF“, S 1S =1 r%}pﬁiﬁ YR

f#— ™ [Search] FUB U= 2 Er{ == - + Efﬁiﬁ‘ﬂiﬁfﬁw N [T E R

7 [Limit results to] A | 'fﬁ@ﬁ Ie F[%F‘Lﬁrﬂg" b 1000 {5 Z[I =S -

f#— " [Reset Query] I' V&= [1 g Fr = 2 -

I EIRIRERS|

BRI A e | Identity Manager [l ™ [ ii=SE > 20 fr S B LR G [ T ﬂﬁj‘gﬂﬁ
B o F IR I%ﬁ[‘p %p 7V [Resources] » JREIV [Examme Account Index]

*AEA Identlty Manager =1 HIFYRTE e RREE (1 qit] fq_E[ £% Identity Manager
I '?}jﬁt o [FRYSHEY EHEIP& Ident1ty Manager 7" 133-71 Ao B fo R It o
ﬁ% '(‘qf—[Change index view] & ?f PR — (e o
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{H MRS

TR R =S % # 3V [Group by resource] %3 [f5ii}) - Identity Manager
T SRR HU%FQH#‘QEW’LBN R
Y + BREEY - 9 I'JE15. Identity Manager = HIVAE | e FifiRAE

R Fgﬁg}?ﬁlfﬁfﬁfqé& B S AR YIRS T @ %‘%Tgm o

[T AR (LR LRORE U - B R
PR S RS T -

ERERE
T Rl ] Identity Manager i ™| ¥ - %E"WV [Group by user] & [ o 75 F=fg!
HI » Identity Manager {fli ™ | AR5 €7 I' % [Accounts List] F1 =15 1V g&- -

TR rjf’[ﬂu_ i; Identity Manager Hlp][ﬁ[“ H =S %*&E@}ﬁ@ RS
E2= SN I F' %L;I p Jﬁﬂ o P H RS Identity Manager '-‘[i[l P[RSRy
T J}{”’KP"'FAAQEH R %EJ I o

Lo S = PR LSORT W - Lo BT
P YO IR .

Active Sync fidiEF

Identity Manager Active Sync ZVf= ' {jll @ vt IRAEIMNEREIR (U] =Y gy
) HIF9EYFYE Identity Manager = “’»#H %" o 1% Identity Manager = Wifi
I i SR AR BB Y oy 1 i ?Y‘J’*IFI"TI'EE?EIU@EI °

féiFl‘J‘}iﬁiﬁ[’ﬁ[UJ [Meta View] ° ﬁ‘/ﬁ;}q o EWW [FlH (™ “*]El HI? & [Input Form] ( 5™
)E{\i%%{{['g EPIEFIIET) o el I')'H EWEIFET[&@EIEE k Identlty Manager [0 o
ffi¥] [Meta View] i’ ﬁé"r‘ﬂ%;@ﬁ'ﬁﬁp‘ I'| MR L Active Sync Tgﬂj;gw?a[rnj
oy ABISIE « 06 A2 RIS i 120 T T
ISP Dy BT A Hé

AL N~ ] Al e I
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AcE RSt

Identity Manager {jli ™ [[fil# = s < ’Fﬂ' RPN T o T RIPRIR 0 G
[Resources] 12 &5 F&”‘VL ﬁIEf‘F}FI Fﬁf [“puerlRl > YR IE [Resource Actions] (*]Eﬂ
fl ;2 [Edit Synchronization Policy] -

HmiE [R5 1L SR
7t [Edit Synchronization Policy] F! E'IHI?F'[T ETNER T fc[fg['[ﬁﬁﬁ |

e [Target Object Type] — EVpI=H] 'V'TIXFI VIR HIE] - [Identity Manager
Users] p& [Service Provider Edition Users]

fissE AR [}H AT %E (UK [Service
Provider Edition Users] ?F[ EVPI T REE J ) fic [E'[' 5’9’?5{ P
PIE PR R o i/L@T?JF*EJﬁWﬂEA’ﬁ?ﬁﬁﬁ'ﬁﬁﬂ@ﬁ' Eal
ﬁ%‘%rﬁlrﬁm Hi DA ([EEN

*  [Scheduling Settings] — ffii™ ] F& " 7 LT b AR -

[Startup Type] ' I'] £} [Manual] ~ [Automatic] - [Automatic with Failover] f¥
[Disabled] :

o [Automatic] 8 [Automatic with failover] — ’5, Identity = ﬁ‘?yﬁlﬁ]ﬁ ?Véﬁ
PN IR

> [Manual] *?TF;'F"?%F@?EWQ@W@ )
o [Disabled] — {5 [£¥JFi -

|E:| H| [Start Date] ﬂl [Start Tlme] Fl“} IR i SHZE VI ﬁ?
AR (7 ~ 70~ 1B §pﬁj% e e

W%\[%ﬁ‘— R SNy |E[ﬁFf&' Ej » [l € v A SR IR - O
%4— s 5T Y “TE”E'?’ E'Eff&’ EJJ? fil > Hf Identlty Manager Iﬁ?]ﬂ =Y
e

ﬂ{%ﬁ\il P g < T -
o 2005 F 75|18 P (AT ) e TR FTEIF'JHI‘IUWW“‘J
o [EREEEWRELE SRR F VARG 2005 & 7 F] 4 BV (B ) 0 BT
Eﬂj:F'E £ FJ 9:00 - A W i

P o PR T 2005 7 7] 25 PR (T (- ) -
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I 457 IHF [ypj EI[JEHEIE Al PPN [EFRE Ak flfE
i

Q%fﬁ%“ (T - e “wuu AN Rl
jfrhzal H—‘—EH'F'Jﬂﬂi )fj"%‘;—L ;‘[FIE 11K ﬂ:lﬁff
[Resource Specific Settlngs] — [P R ﬁ & f' Sl prE Fp_:—L]‘E;,I £

EVRECEIpEYR] o
[Common Settings] — £} * e ¥R[ [l #{ “‘iﬁgﬁ}?ﬁhg Jﬂ&%i :

o [Proxy Administrator] — E’TVF I—Fﬁ B EIR T FTTEE‘ F’?E ‘*J["’—?B 3
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Graph to Generate

[H] Graph Mame |(gg1 # [L [~ Use Sample Data

[E] Tracked Event [Active Sync Errors =l

Tracked Event
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[ElTime scale [1 Minute Intervals =
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[il submitted |more than jl1 leour(s) ago x|

[il cormpleted |more than jl1 leour(s) ago x|

[ilcancelled Status m

[El Transaction I | contains = |f
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[l Running on |cantains x|
[Z] Limit results ta first 20 =
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o R

B R A
Identity Manager flilfff +°1'| ™™ I [REIAO (B A 4
[Create User Template] — f[““ T R TR PR I
[Delete User Template] — Jielfif PI ffl * [ (= [ 1% <
[Update User Template] — El?'fg'fﬁi?ﬁﬁl B (R R I
%@m&#ﬁ¢wm»ﬁ@@ﬁ@ﬁ#ﬁ¢%W°%%%@@W@$’%@”H*

1. f¢Identity Manager ﬁg it PIHI £V [Tasks] » J{hxZE 3V [Configure
Tasks] - [l 8-1 57 " [Configure Tasks] FI]"1 ©
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8-1 PRl (e
Configure Tasks

lze task iemplates to configure tasks. Click a name to edit a tagktemplate. To enable a task template, click Enable. To modify
system process mappings for a template, click Edit Mapping.

¥ Name Action Process Mapping Description

Create User Template Edit Mapping createlser Configuration template for Create Usertask
Delete User Template Edit Mapping deletelser Configuration template for Delete User task.
Update User Template Enable | Configuration template for Update User task

[Configure Tasks] FI1& FA',* ’[E{?*ﬁ‘, C EFEE A

o [Name] — ##{if [Create User Templates] ~ [Delete User Templates] #!
[Update User Templates] [i53Hid; o

o [Action] — &/ ﬁ,\lj\ el -
e [Enable] — {[If! féffé@%?TE'JﬁYF » PIE i
e [Edit Mapping] — ?TE'JJCJi Yz %’7%5? [ s
?T H T FAREET P -SSR RE T L B
> [Process Mapping] — ¥||1 % [l & 4 SRR VA 2R
o [Description] — {{#l & fl# &34 (VT o
2. ¥~ " [Enable] I }ﬁ;ﬁj?é{fﬁ‘ﬁt fiv [Edit Process Mappings] FIT"I ¢
g » %4% [Create User Template] ﬁFAf B I B (I 8-2)

8-2 [ AR S ] FIp

Edit Process Mappings for 'Create User Template'

This page allows you to set the system process types that invoke the task definition parameterized by this template.

All Process Types Selected Process Types
changeResourceACEOUntP: « createUser
changelUserPassword -
createResourceGroup

[ilPracess Types |createResourceObject <

createResourceOrganizatic
createResourceCroanizatic
createResourcePerson o] ==

230  Sun Java System Identity Manager 7.0 « &I2i5R5



fiEaE 5‘%%%’?1%@ (7RI me\ » £% createUser) %EIEI*J%E? 7+ [Selected
Process Types] {&Hifl1 o 4[1E] =1 > & T '@"?‘Zﬁlﬁiiﬂl%?vﬂ FuAd
]

o S O (R S (AR -

o YN f§-[Selected Process Types] /& ! P22 R (H A E VT oA
HREE] > PR [Required Process Mappings] Bt Fé » fgﬁ B3IV ([T
o {EK -

8-3 [Required Process Mappings] [ F&
Required Process Mappings

@ rou unmapped this template when you removed all process types from the Selected Frocesses Types field

above. You must provide 3 new task mapping to enable the Tas Template. Select a process from the All
Processes menu and then oo Save.

createlUser | Create User ﬂ N

3. §— " [Save] | ‘é*éq‘]ﬂ#{ii{?vﬂfﬁg’i’»l‘iﬁf{'ﬁ”?i’g[ﬂ@u [Configure Tasks] FI["1 ¢

fisRE El FrEgi=- [Configure Tasks] [I[71i » [Edit Mapping] H%}}ﬂ[ﬁ]’ ﬁ[’*’
[Enable] §4 » {fiy &' AT £ 5[] [Process Mapping] A1 -

8-4 Ri#% [Configure Tasks] #

Action Process Mapping | Description

Create User Template Edit Mapping | createlser Configuration template for Create User task,

Celete User Template Enahle | Configuration template for Delete Usertask.

Update User Template Enahle | Configuration template for Update Usertask.
4. 1

¥ 4 I ST
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fiasE e [TV [Configure] > [Form and Process
Mappings] » '] S“;TE% ﬂﬁﬁ [Configure Form and
Process Mappings FIFIi fefih%]| [Process
Mappings] 3 Foo TERET %Eﬁ:f ?':F[F'J“'hﬁ;\*”ﬁ/if[' =
A [ [Process Name Mapped To] “fif ! -

Process Name Mapped To Process Type

createUser Create User Template
deleteUser Delete User Template
lupdateUser Update User Template

i/['%\[ ﬁf’!y BlEg4 > [ [Process Name Mapped To] “fif !
F Y= f 5 Template -
* Y47t [Process Name Mapped To] fifff| 152 * &iA ( J[1F
FIE=. ) > FHESE 'l EI}%@—[Form and Process
Mapping] EJP'fTE?’\xﬁWF‘ KR -

SR PRI o i TR R

ACEFREA
AR T RO A L R
7 [Task Template] A< 27V~ fi [Name] iiid < K21~ Frpnd—

1.

o

[Edit Task Template Create User Template] — fii] FIS{H‘“EJ [ ?’J]Ez'jgifi B
R I Ry AT

[Edit Task] Template Delete User Template — [/ IJ F=E1 EITE\’F}% B
[ FI5 V) s U P =R A

[Edit Task Template Update User Template] — i J# PRI A r BRI
L 0 BT -

) [ [Edit Task Template] ! T-léuf»f ARG PRI T (EAAR S RIS
TGl 3k o

Pl R ER RN e 4 fﬁlE'JFS%QS'Y o
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5 8-1 [Task Template] /&5
ERaE [ }=3 E2FiN
General {EIRAI LUE S E %2 F87E [Home] F [Account] AL {2 [Create User Task Template]
RIRH) MIEEFIRLLUR [Tasks]) EEAELEHRFLMME  F [Update User Task Template]
7~ ©
BB LIS EANAIMIRE / B ARER(E B B RS 1€ [Delete User Template]
Notification ZARALIACE 1E |dentity Manager PR FRHEXLS  FREEA
EEENERBNSTFEERA
Approvals EEALIRER R A SIS R ~ ERMTINSOEA FrEgiA
1£ Identity Manager #1117 R L {E 2 Z BTHEEMRSEE AL
BB -
Audit EEN LI BMELE LEREZRRER o FrE&iA
Provisioning EXT L EESHITEE LM 2 ET [dentity Manager 1 {£ [Create User Task Template]
TEELMBERUEE © #1 [Update User Task Template]
Sunrise and BRI EIEE R ER / R Z RIS AL (E ¥ {& [Create User Task Template]
Sunset (Sunrise) s1xgE B HA / BRI Z BT E = MIBR /E &
(sunset) -
Data EEA N EEEMERPRTEREREEN - {& [Create User Task Template]

Transformations #0 [Update User Task Template]

2. EIVE- (RS R A A T PR
PPN Fhape it e A St -
o BY234 FIpY FE’]E“’*'[' [General] 1255 |
o FY236 FIfiv TR
o BY241 FIfy T
97254 FIfy TRl

o E

[Notification] {55 |

A

' [Approvals] 125 |

[ [Audit] 125
57256 FIfY f”&' [Provisioning] #5125 |
Y257 Fifis e [
57262 1Y F[l
3. [ AR TeLAy TR %“H:  [Save] f £

A

o}
=]

Sunrise and Sunset] &2 |

u
&

[Data Transformations] f5 2 |
I} R [ pRdRr -
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AcE [General] 124

A AU TR [General] 15 55103 -

fisRE 4" [Create User Template] #[1 [Update User Template] > [Edit Task
Template] F1FfUAFIFY + 1=~ A G T35 -

¥152 [Create User Template] &} [Update User Template]

[ gll% /5 [Edit Task Template Create User Template] ¢ HY [Edit Task Template
Update User Template] i » #3517 [General] #2311 - LF“EJ [“1f'1 [Task Name] ¥
PR ACTR=RATRS o Y A

8-5 [General] #2155 : Create User Template

Edit Task Template 'Create User Template’
Edit the properies and click Save.

Suntise
General Notification Approvals Audit Pravisianing and
Sunset

Data
Transformations

[i Task Name |SCECRIEL $(accountid)] # | Ingert an attribute... j

*indicates a required field

(BB B R AL/ B [ R R 2
j‘E'IW@EGE?I‘&% £ )R
1. 7t [Task Name] ffgfh &2 &7
LS I RRIEETES S 2 TSR (R £
2. [Task Name] - gin ! FJ'J’;EH‘HFif'FI'F"JI"%&ﬁ'ﬁ—]ﬁ“ﬂJ;fFJ[ﬁ[ A
GHETE T o (el [t (T
Identity Manager F‘ }{_J g EPERTIIE] [Task Name] 00 plIFZEED o B0
Create user $(accountId) $(user.global.email)
3. FAYiL o [T
HIVH f*ﬁ’fﬂ%ﬁ%ﬁhﬁ,&f&{ﬁﬁf it e
o $F— "~ [Save] - I')@FE @RI X [pIE] [Configure Tasks] FI1 o
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o 7+ [Home] *D [Accounts] ?F—'Jﬁﬁi’ﬂﬁﬁ Identity Manager {=7[[f[1 > )ﬂ, 2
A EVER £
o - [Cancel] - I'J i @R 17" %[n1 %] [Configure Tasks] FI[1

\-H=E

1548 [Delete User Template]
l ET [Edit Task Template Delete User Template] & » [#3i F%F" 1505 [General] /55
I
Tifedpr AN RIBR /7 2O R R =R %3@%“ R
1. ffi"] [Delete Identity Manager Account] £ }i'I'J{ & Identity Manager [[=5
KLY T P (R R - s B
o [Never] — W [ 1 [ IHRBERERIS -
o [Only if user has no linked accounts after deprovismmng] HEE =i
2o I HTEVI R i iR RIS ?FI I Jﬁ%lﬁlL 'Y=
o [Always] — JFRIIFE - f T s e = ) Ty T 3
o
2. ffi¥] [Resource Accounts Deprov151on1ng] RN ﬂﬁ‘ﬂﬁfrﬁ EHRIREFRI AR
VAR (K D e
> [Delete AT — = =4y dgufie I PR 5 F el £ A i 2 B o e 1=

B o

o [Unassign All]—?SFFI P IR T V3 ?FI P R e RIRRE -
IR -

o [Unlink All] — jf“ =y dpd > ' Il e Identity Manager —mﬁ"ﬂ “W’FJ[]':%'??
EJ*E R IR S et el R R RN I3
Sl R o

il S [J"’%’T {41 [Individual Resource Accounts Deprovisioning]
iF[IFlJ ] Iﬁﬂj:h

3. [fi"] [Individual Resource Accounts Deprovisioning] *if » fi'I')
SR T E 5 RIGEEERU R (5 [Resource Accounts Deprovisioning]
FEIF=) > i FrTL :

o [Delete]ffflﬁI =k IR ]'I‘“iﬁlﬁlp' Hpv[=
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> [Unassign] — = =105 - ™ SFI A EEeR o SRR

il -
o [Unlink]—]?srﬁl = 'l pl 1 Identity Manager —?ﬁ%ﬂ ErRIIRSEE
i o Bt 3 LA HHRIRRO R0 R RO AR - DR R R
fimsE PR EF S T RIS TRRG & P IRIEYZVIA wﬁ AT+ 1] [Individual
Resource Accounts Deprov151on1ng] = }{—JI‘LE B o [ﬂ;‘;p szlz 53
& ETT A= Active Directory fji™] PELE [0 2 [ H 2 - W=
SRR » P S e -
(EoRL » P17 Jp%?’raz@ﬁ SR E =T i » PRI

SRR DR PTEVI ﬁ[' f
[

4. FRvE o BT
EEIVE f*@%gﬁ@ﬁgﬁlﬁ%‘“i
o fF- " [Save] - I'| @RI X [H1E]] [Configure Tasks] FIF1 ©

o $F— " [Cancel] - I'|i 5 AR 1™ % [11E]] [Configure Tasks] FI[1

Al E [Notification] 1Z%
ErE [‘ﬁf%ﬁtﬁi?‘; + Identity Manager [~ LA i (gf{ ijﬁ%’? SRS R ) Fl

%’E'ﬁ I ﬂ]ﬁ‘lﬁ?ﬁ:—; SR spg o [ 1) H] [Notification] 5 #5s rlfﬁllﬂﬂiﬂlﬁlﬁ[
filaE Identity Manager fif E'JFE}*QEIT[?EEWI: ) {ﬁjﬁ’i' Y~ AHIE S AR e

ggf%ﬂ@ |":%ﬁ* o YT JFE Identity Manager ?ii?ﬂ['iﬁﬁ?t R
ZEYF Fgﬁ‘if ﬁﬂﬂﬁﬁﬂfll@ £ EY rﬁﬁ?ﬁj‘r’%‘géﬂﬁﬁi g fuclare

R Q%H%EF [Create User Template] [I¥ [Notification] FI~I -
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8-6 [Notification] £ %5 Create User Template

Sunrise
General Motification Approvals Audit Pravisioning and
Sunset

Data
Transformations

Administrator Notifications

[i] Determine

Motification | Mone e

Recipient's fram

User Notifications

[4] Motify user |-|Selectan ermall termnplate =

FZ,I}‘F[ - Identity Manager l'/D] RS Sy T % JNFEA
57 [Administrator Notifications] GHE: -
554 [User Notifications] BhEE -
FRy i o [T
o EIVH |*‘1Tﬂ%fﬁg,§€f§*rf}§@lq e A o
o fF- " [Save] - I'| @ ABRIT X [HIE]] [Configure Tasks] FI1 ¢
o $F— " [Cancel] - I'Ji 5 iR 1™ % [H1Z]] [Configure Tasks] FI[1

EEEME =PRI

f¢[Determine Notification Recipients from] ZJ/f= A [ 1TV~ [aEF - I

ey

[None] (3 gl%) TR [?W:EF'I

[Attribute] — 3ZE TV [FE T glp ﬁé@“ ﬁlqgﬂ [ljr“, I L SR o R
BEID - R&ag#h 7 57 238 IRV B < qr,ﬂﬁ@ o

[Rule] — IV F i A" i#ﬁﬁ:ﬂpu A SRS H YR ID - 5%
n%ﬁ@fhﬁrﬁ‘fZBSElﬁU FmH’JFEJ I -

[Query] — SIS I ] AR - B A
%%«‘%Eiimé‘fzw B9 R

[Administrator List] — 3% VP8 i 1| £58 Wi ’ﬁéﬂg%ﬁﬁjﬂllﬁﬁf H oo B
57 240 FIfiy T IR EYE HS‘]*??J °

-
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237



238

BiREMEER S
i R R RS HRAEID - iR R

fimsE I ST L T A [T IR ID o fl S T SR 1D o
i

1. f{§[Determine Notification Recipients from] TiJﬁ:?«H I35V [Attribute] - }H%&l

B

8-7 Administrator Notifications: Attribute

Administrator Notifications

[i] Determine

Notification | Attribute M

Recipients from
il Motification

Recipient |Seleot an attribute. j|
Aftritute

[ Email

Terrplats ESeIecT an email termplate. J

o [Notification Recipient Attribute] — H{ ' [#* ’Ij“é%_’ll%‘ﬁf HI=¥E 1D gt
TEHT CF V] b r=i 4 et I'ﬂjl'lﬁfﬁ[%%?fﬁﬁ'fgﬁjﬁ%ﬁ'ﬁj T -
> [Email Template] — i # &= Sl a4 g it «
2. f¢[Notification Recipient Attribute] ZJ/fjc A [ Vgt -
i EE G 'FA‘—%—ET? T PR AR AR
3. f{-[Email Template] “Jfj-Af[ZVATE - I E R [/iﬁjiﬁ‘?fgéﬂﬁfmfﬁ

X
Ei@*ﬁﬂﬂ?ﬁi"ﬁﬁ‘%
R A R R e HRID i
ik Y B P I S [RBRID 0 I A Sk b
D fog it

1. f&[Determine Notification Recipients from] *jJF [ EE IV [Rule] - fH %A “
[Notification] {1 [ 1= ') ™ B i
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8-8 Administrator Notifications:Rule

Administrator Notifications

[E]1 Determine

Notification | Rule 'l

Recipients from

[i] Notification
Recipients Rule

1 Email
Template

| Selectarule j

| Select an email template.. j

o [Notification Recipient Rule] — H{l [ I 8% [V =78 EAPOHIEHT > F
i o IR REID -
5> [Email Template] — TR IR A ORI -
2. f§[Notification Recipient Rule] =2 [[ 12TV -

3. f-[Email Templatel Ik fl Vi » I |0 A0 SIS 20 fofs

E
ZREREERHE
fimsE [ 1 & 4% LDAP A1 Active Directory THFI 7 -

¥ BB PR TR R A B ID RS R

1. (§[Determine Notification Rec1p1ents from] % "%HI Z [Query] - }H%“
[Notification] # Hf} [ 1) sl H\?“H 8-9 JIF%

8-9 Administrator Notifications:Query

Administrator Notifications

1 Determine

Notification | Query 2

Recipients from
] Motification
Recipients

Admmisérator [Select aresource... ~||[Select an attribute... 7| [select an attribute... =
uery

1 Email
Template

Resource to Query | Resource Aftribute to Query | Attribute to Compare

| Select an emall termplate. . j

o [Notification Recipient Administrator Query] — il & 3 i s T‘JJFJ‘Z%E?J
EXTRN RN TR
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o [Resource to Query] — $E{H | [H'J B AR AV RRIE T o
o [Resource Attribute to Query] — f&{fi [ | H J b R EAR VR AE T -
o [Attribute to Compare] — {f | [jij £ % EAPEHIEEHT -
>  [Email Template] — fl{fl & SR av £ gl -
2 Wﬂf‘rj SR EEIVERR - PRI A el R @# 15 o
3. f¢-[Email Template] “pfcA &4 - I );r“l E‘*IEIF I/Iﬂ{[?:ig[s,'i{rg%ﬁ

E

HEESREEEWRGE

f§-[Determine Notification Recipients from] =}y JF&HI £V [Administrators
List] - }{—JF 17+ [Notification] Z i 1= I'| ™ #rg2f -

8-10 Administrator Notifications: Administrators List

Administrator Notifications

[ Determine

Notification IAdminiS‘rra‘ror List =

Recipients from

Available Administrators Selected Administrators
Administrator
Canfigurator
[l Administrators
to Motify
EIEmail -
Template Select an ernail template... J

o [Administrators to Notify] — i # v T S A ] *T%F foTE T o
o [Email Template]—?ﬁgjj =S puTEHT o

4. '& [Available Administrators] TEHIEIV - (W ”I*FTIV?E'F SREE 5| B
B == Hﬁ—}{"”"’%“ £ P72 Z [Selected Admmlstrators] TEHT

5. f¢-[Email Template] “Pfc A f[iEVET4 I)fLE"‘IEIE I/ﬁi[[?‘iiéﬂfi{rﬁfjﬁ

= 5
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AR B (5 5 AN
SR T » B PHCRI 5 S SO i ¢

TGP R R~ ROFTRSTIER - R [Notify user] £V I (Y1 8-11 A7
T) R R I VRS S A -

8-11 fr R S

User Notifications

[ Motify user | Select an email terplate j

BCE [Approvals] 124

fCFI G [Approvals]@%?ﬁ' PFopgine » >+ 7 Identity Manager ¥ g o
[geﬁ«,g];pﬂgm B A -

Il » aﬂgl@fﬁw# TR £ wfrﬁlrﬁé’agu[ﬁ FIFES B o -
Identlty anager * - jLﬁHﬂth i J[gi%'ﬁf{é I K| ”IKITJUF_IEF

LE:: UGS (AR I - RV R B R
RS EI R Wiogie

T [Approvals] FIE R A F
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8-12

General

Motification

Approvals Enablement

[i] Organization
Approvals

i Resource
Approvals

[il Role Approvals

Additional Approvers

[i] Determine

additional approvers | None hd

from

Approval Form Configuration

[Approvals] 1% Create User Template

[i] appraval Form |Appmva| Form

[i] Approval Attributes

Sunrise Data
Approvals Audit Provisiohing and T
Sunset
¥ Enahle
¥ Enable
¥ Enable
=l
Attribute Name Form Display Name Editable
userwaveselaccountid Account ID r
userwavesetroles Roles -
userwaveselorganization | Crganization r
user.global.email Ernail Address r
userwavesetresources Individual Resource Assignment | [T

Add Aftribute

Remove Selected Aftribute(s)

jE',El@E[&'VFZ?% ) %TEIE'JJ‘VK H
7% [Approvals Enablement] BhFE ( %‘iﬁﬁj 243 FIpy r’?SFF'J)FZ('JL 1)

1.
2.

5% [Additional Approvers] Bk Fé (ﬁ%ﬁ{]% 243 FIfy rfﬁ,’{gﬁﬁ"{lﬁﬁ% o

1Y [Approval Form Configuration] E&:FQ ( {g [Create User Template] #[!
[Update User Template]) ( %%&JE‘I 251 F

[EPHfER [Approvals] 255 > ]

Y

1= r

18 5
o - " [Savel]

ﬂgﬂ /'I\ll F

Tt .
I AR %[ [Configure Tasks] FIT1 «

\J rf I'fj}i%%?ffj )o

o $— " [Cancel] - 'Kt BRI 321 Z]| [Configure Tasks] fI"1 ©
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B A
ffli"17]™ [Approvals Enablement] £ 7V ¥ i’ I') v g = {fn 2 58 ~ PIF= {0~ HER
Frfl M H (BGE S VRl YIE -

fisE EndiEta EW?V*J FUEES [Create User Template] 71 [Update User
Template] L'?ﬁr H] o (S [Delete User Template] =~ {EH -

¢ [Organization Approvals] — ’?ﬁr BRIV T et A E J@E fF[']a SEEEOTS AR

EFFRE o
¢ [Resource Approvals] — ‘?If PRIV AR T e s A E JEE'}FFII AURHRRgIE ~ &=
FHIE o
* [Role Approvals]—’?T“JI%WY"V“B&FJQ Al F[,l‘j*r’?‘ EIFIFIJF [ S A
JE o
FEEBEANZAEA
ffi*'] [Determine additional approvers from] ZJfj=%# > [i'I'] < Identity Manager
}ifjfjm?t SRR > PIBR I R S R U (R R PR S P
O E E‘J?fl
K 8-2 [Determine additional approvers from] 2= 27l
EIA L]
None (7&3%) PITIEETBEMNDEN
Attribute A ARINRSE ID RIEERENREPEENBIEFBHA
Rule FEEFHMEIEEARAI - EHIH-EAIIRSE 1D o
Query FZEERETEER  BHIHERRSE ID o

Administrator List {55 BEMEEBZEA o

QLI%J“'ETJVLH KSR~ [ (1577 [Nonel) » FIFFEI S 1H /7 o vk R Bop
EVFI f’;ﬁlxﬂﬂi‘]’fﬁ I‘JH%"EF'FJ (E53 243 F1R

ORI S AR ORI L IR ~ o o
o EEHE (ST244 1)
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o« ENPPHI (572451 )
o AR (PT246 F1)

o CEMIEENEH (57247 F1)

EBBt

TRl e

1. f{§[Determine additional approvers from] jjJ—F’J‘:?Yfig_ng [Attribute] «

WEE e T A e (D [ Iy AT ID [
-

SEE | R

8-13 BRFIpARpIE * gk

Additional Approvers

[l Determine

additional | Attribute 'I

approvers fram

[il approver Attribute |Se|ect an attribute. .. j I

[il approval times I—lﬁ
out after s days -

e [Approver Attribute] — H{i ' [#* ffg’i—ﬁ)( B M RERID gl HY (e
B [ AP 5

* Approval times out after — L} & Edyf o ik -

fimsE [Approval times out after] F%%:FT? /-%??’Jﬂf[ﬁi EFIHEF| g -

2. fji"] [Approver Attribute] ﬁfﬁﬁk? HIVEE o
E“*fwu%ﬁfkﬂfj%*% PR AR -
3. TRE[ERL \,E,l AR R mﬁ;(él_}ﬁntj%j*

° 1’['%\% %‘ﬁéx_}ﬁﬁﬁfﬁ?ﬁ;  RIFSEOBER Y 248 1o (IR -
Jterffr”F'F

o YN TR ﬂJfEIF Pl IR 2 251 I TS IE R
Flylﬁ'%"ETE[ 1§§ilng[F[JE[ lyjd@’%'
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1. f¢[Determine additional approvers from] ZJjj=#ZV [Rule] -
filaE F @‘I Vi > IR [ R B [[RBE ID iud f PSSk ER IR
D i -

B PR -

8-14 (R ARl
Additional Approvers

[il Determine

additional |Rule 'l

approvers from

[i] Approver Rule |Se\ect atule j

[Tl approval times
out after a3 days

o [Approver Rule] — fid{ft [ 'ﬁfjk ISR EE S| ‘/ﬂigﬂ , =h I'FPI;_I/ B *LL'%‘ﬁ
O HERBE D -

o [Approval times out after] — F{H ij, ﬂ}(l’ﬂqﬁﬁ FUiE o

fimsE [Approval times out after] F%:\L‘ﬁ %‘@%‘Fiﬁﬁﬁ‘(%ﬂ?ﬂﬂ FIFHIE

2. f§-[Approver Rule] T [TV -
3. ?:){ifélfc Vol dp EE R %ZW(:‘;EJ_'}E?*]%:‘F °

: vaﬁlf@ﬁﬁﬁ%w * BB 248 FIf RIS
v 'F

o YR 77@? Jﬂqgﬁﬁﬂﬁﬂ » P T s 5 251 FIfY Tl |'W¥§?<EFfJ
ﬁ&ﬁu@ﬁi el [fﬁﬁ'iﬂ FIEIES o
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st F [ﬁfj {3 2 LDAP #I Active Directory £¥i i # ©

B W IR * RRID - i

1. r‘fr[Determme additional approvers from] ﬁlﬁﬁhf[ BET [Query] K6 F"
Py~ PrEs

& 8-15 Frope b A
Additional Approvers

[l Determine

additional | Query 'I

approvers fram

[i] approval Resource to Query Resource Atiribute to Query | Attribute to Compare

drinistrator Query || Select a resource... ||| Select an attribute... x| | Select an attribute.. =l

[il approval times
outater |10 EE

e [Approval Administrator Query] — ${f & FA»[I J R IR A J%Jfﬁ [N
[ :Ed

> [Resource to Query] — Lt |1 EL 2R AU RIS HT -
o [Resource Attribute to Query] — Hfl | I[jif 758 ES Ve g g it -
o [Attribute to Compare] — i | Iji 8l 5 EAFVIEEHT -

¢ [Approval times out after] — H{H }‘F,i‘—_’[*)?r( 'Jé‘f!_l}ﬁﬁ Ik o

fimsE [Approval times out after] r%“%—_%? E"é%‘?”?ﬁﬁ‘( EF A FUMGIE -

2 U
a. ff-[Resource to Query] ﬁlﬂu%kf[l EIVERR o
b. f{-[Resource Attribute to Query] #{! [Attribute to Compare] ZJsfj= A [[ 1V

Bl o
3. PRAE[EAL %d%;”ﬁ%ﬂngﬂﬁqﬁ%T
o 0['%\‘ L ol SE i I ST - DI hAsi e oy 248 T TRy o
FIZVEZ -
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o IR ARG o FIT TR BT 251 T CEEIE A
P& = ﬂg“ﬁ[ﬁ '12}[3%)‘[ [Flﬂ I’uﬂ:ﬁ’%‘

BRERSHE
F o TR B P i ©

1. f{-[Determine additional approvers from] “Jfc 2 [[3Z*V [Administrators

List] * J}f {155 1) #2f

& 8-16 FEFopAses ~ R EE T
Additional Approvers
[i] Determine

additional | Administrator List =

approvers fram

Available Administrators Selected Administrators
Administrator
Caonfigurator

[i] Approval
Adriinistratar

[il Approval times I—Iﬁ
out after rle days -

o [Administrators to Notify] — il ZvT S A ] WF Bt -

o [Approval Form] — f{H[f{9FpIe ~ [ IR IR E EHEREgIE - %T‘F'Jlﬁl
B H A -

> [Approval times out after] — Ll i A Ea o i -

fias [Approval times out after] ?%Fﬁé‘ﬁ?@ﬁﬂﬂ%ﬂlﬁﬂ RS

2. 7r [Available Administrators] ‘Z%?JFI'HIE?V~ ]'[ﬁﬁ? %]'[E{"‘Fﬂf:ﬁ,' A SREGLE] =] B
%}’ﬁ‘/ ﬂ H’;%’}{f’ B {7722 [Selected Administrators] ‘]%?f fplre

3. HEfERL E,I s er, L uﬁat]rg% THARS &W(él_}ﬁnﬁ%j\

° Z/DF%' L feldE Ll_}EDJTEJJ:F'EE 1R E”J%‘lgﬂ%f%%‘rb 248 Fifis TR -
Jt‘fof‘F'F

o ifﬁ'%'f'“j RS H'EJjﬁF » P T o TPEMGIER AL
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247



248

(=g 3EE

B HSEE

1. ’?W'J%}W?V“Hff& °
Y ?ffﬁ b A1 [CAFBEL R (I H DI > 20 BES. [Timeout Action] £E! > 91
N [F“[[H 1B

8-17 [Approval Timeout] i
[i] Approval l—l—_l'
times out after s days
& Reject request

¢ Escalate the approval
¢ Exaclte atask

EITimeout
Action

2. f{i"] [Approval times out after] ¥ I AP AF T Jfﬁi‘—_@r}E HHRS] > G B

a0
a. f§7 JﬁuiHl #3V [seconds] ~ [minutes] + [hours] % [days] -
b. ¥ A [ G FA SRR R E 2 DF) I RS -

st [Approval times out after] F%EL—_%A{ ?é%??”ﬁf}ﬁ‘( EFIHEF] FUMGIE -
3. ?%E'J,[‘}j\ [Timeout Action] &1~ > U}‘ﬁi‘—_ﬁzié@ﬁﬁ EYSCITENIE= g

o [Reject Request] — Y[ =% 35 [Jl_}E;TE;jFIEE JHAR FJ 19E JT@T‘Z{"L )
Identity Manager i | | {4 EIFTﬁ _j‘

o [Escalate the approval] — J[I{l ?‘:ifﬂjﬁ‘éﬂ J,\_};EEE@F&? JHHJE F 19 JJF‘LW/
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BN IF
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8-18 [Determine Escalation Approvers From] ZJsfj< %

[l Determine

escalation |Administrator List 'I

approvers fram

(PR AV SEIE Y — R e SRR A A
o [Attribute] — FEHjl ™ [ BT LTI ECHIE S ORERID -

fisE =g SRR L A BT IRBETID Ul T R R ID
EH

205 [Escalation Administrator Attribute] =i ‘-%LEJJ? (s HF E Vg - &
TP R TR FAEE o

8-19 [Escalation Administrator Attribute] ~J:fj=#

[il Determine

escalation IAﬁribute =

approvers from

[il Escalation
Administratar ISeIect an attribute... j |
Altribute

¢ [Rule] _LQILH}F [dpEp A FEEARIE *RBFID -

W S A REID g 87 5
#FID UFEH

205 [Escalation Administrator Rule] ﬁlﬁﬁ—f&ﬁﬁ ) '@—‘%EWH IEEIVHIH]] -

8-20 [Escalation Administrator Rule] ZJsf= 4

[i] Determine
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approvers from
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F 45 PasswordSync ©

1. 7 Identity Manager % Sixfif[1 > '~ * pwsync\IdmPwSync.msi [ - K&
- Bl A
VEREEARH TN B
o [Cancel] : £~ " ' BEIAH NGRS > [0 1@ (PR -
o [Back] : #— " [ plf- l'[ﬁ‘é“éfﬁ:ﬁﬂﬂ °
o [Next]: f— gt~ [ i -

2. ﬁﬁﬁﬁ%‘?@ﬁlﬁf" PR IR [Next] '8 [Choose Setup Type
asswordSyn konfiguration] ! ﬁi,“[ o
PasswordSync &4

8. ¥~ * [Typical] ¥ [Complete] I') D HES-#ENY PasswordSync S A& > iy i~
™ [Custom] !'| 1 AESSERPRIOPIEH) -
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4. H— " [Install] I'J 4 2% Ff# o

7571 2 PasswordSync & > £7R1 A LF S B T -
y ONRT PR
5. #— " [Finish] I'J 3t % 4 EER
i ¢V [Launch Conflguratlon Application] » I'J I’ ') I [t Password
yne © %xﬂ "57268 FIfy Tl PasswordSync ;| » I ?‘Vr EﬁEF’ IR
fE[E'T'gJ'
et ] KA S I T e

5&5‘/?'5’ PasswordSync DHIT % E EF‘E’U JE [
E{Il |‘PPasswordSync Y HE %9??5?;{51 ﬁi@faﬂfﬂ]é’s

91 LU B AR O -

RO LR
REMTHE 18

$SINSTALL DIRS$%\configure.exe PasswordSync Bt B2z

$$INSTALL DIR$%\configure.exe.manifest FErBEFENAVELIFE
$$INSTALL DIRS%\DotNetWrapper.dll BRIE .NET SOAP i&:fay DLL
$$SINSTALL DIR$%\passwordsyncmsgs.dll =RIE PasswordSync {2 #9 DLL

%SYSTEMROOTS \SYSTEM32\ lhpwic.dll B /E Windows PasswordChangeNotify () pKEIAY
ZHE@AN DLL

AdE PasswordSync

PP [E D SRR O o S el R RS IR R ”A}Hfa 4%'%? KUK
F‘H]%%*l& ) [‘}féé%ﬁ»’ﬂéih‘?}ﬁ’asswordSync ‘F"F["AE“%E \Eﬂf %F Jf’l £ 5

Erp Y

o= wﬁfﬂ\ [ilf¢! PasswordSync
1. [ ) #h= PasswordSync fl PR RS % o E’:[Sc“}}

Eaiita IF-@?'““ iR [ T [Program Files] >
Sun ]Eava System Identity Manager PasswordSync > [Configuration] |1

’F_'Lﬂ# TJ%J—.]‘ [PasswordSync Configuration] gafﬁiﬂijm ( ﬁ?é: ﬂﬁ?ﬁ' 9-1) -
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9-1 PasswordSync Configuration] %Tﬁgﬁﬂ i

Sun Identity Manager Password Sync Wizard

@Suﬂ Password Sync Configuration

milcrosystems

Server |myserver.example.com

Pratocal: & HTTR ¢ HTTPS

Fart: ISU
Fath: Iidm

URL: Ihttp: £ fmypzerver. example. com: 804dm/ servlet rporouter

Wergion: §u_nJava System |dentity Manager Cancel < Back | Mext > I

(SRR e

o [Server] 1" |94 44 Identity Manager U5k = F’ﬁ#ﬁﬁl@é Bty 1P i *]_PF[
e

o [Protocol] #F7- kL A== Identity Manager %74 = jiz6l o Y[l ZE IV HTTP »
s ;@@g%& §5,80 - [1pLESY HTTPS » [ FIRp 5117 443 -

o [Path] fF’, LR [ Fﬁjﬁﬁ%‘éj— Identity Manager [I%5 % o
o [URL] ;ﬁ@}{f}’ﬂ el e S A Sl A F:.“i URL g fd Hlf}ﬂfﬁi fifl o
2. fF [Next] I'Jg= (2 T R el e (' 9-2) -
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9-2 P i BRI

Sun Identity Manager Password Sync Wizard

@Suﬂ Password Sync Configuration

milcrosystems

Erable: v

Server Imyproxyserver.example.com

Port: ISUSU

Wergion: §u_nJava System |dentity Manager Cancel < Back | Mext > I

]7&3:5[ FIEELT ] N
o i/[lfﬂ 3?’ fo! FETRl T @8 > Pl [Enable] -

> [Server] SCRITFHIFAFARIE S fiffi= 45 FffDy P SHEFRES -
o DPort: }‘“,\_Fr BRI f qwglgi_}%tg&gﬁg o

(R F2 ly J%tﬁ%&@ 8080 + L HTTPS ik ifivh 443 - )

3. [Next] I'J5i JMS @S5 Ui ([ 9-8) -
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9-3

Sun Identity Manager Password Sync Wizard

@Suﬂ Password Sync Configuration

Connection Factory:

milcrosystems

User: I

Password: I xxxxxxxxxxxx

Confirm: I

|
Session Type: I
|

Queue MName:

Cancel < Back | Mest > I

(TR B -

o

o

o]

o

[User] ?F“[ T (I [[FF'I F LY IMS 7]
[Password] 7! [Confirm] 4 JMS fii | ¥ $’|1’F5 .

[Connection Factory] §r &R [V IMS Sast Hefis £ ?ﬂj,j A Es
l:f:ji/\ JMS —r'ﬂa I I o

Eaae A %}{—i [Session Type] ?4—'5 [LOCAL] » g #
LS SI= Sl Ll P PGl SV SF iRy [‘E'Fglg

(i 80475 [AUTO) ~ [CLIENT] #1 [DUPS_OK] °
[Queue Name] 4 &5 fi[filH (=i (F 1 | s £77% -

}{x
i

:]‘
1

_Elf' B
F H ]EIJ

4. [Next] ') JMSH] S 11340 (1 9-4) -
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9-4 JMS FIE BRI

Sun Identitv Manager Password Sync Wizard

Password Sync Configuration

Mame: I

Yalue: I

L

Mame | Walue | Add

Delete |
Change |

Mote: There are two required properties for proper operation
java.naming. provider. url
java.naming.factony. initial

Cancel | < Back | Mest > I

IS % I?Tﬁfrh ST LR ) 0 TNDIBUR 1 - s
Ll ! '3:‘

o java.naming.provider.url — F}{—JF ZEJF% EL# T INDI ELZEN SRSy
URL -

o Jjava.naming.factory.initial — *

?jﬁp%ﬂﬁig R £78 (W Fi= %fﬁjkﬁaj)rl"

[Name] “» £ 4752 % & 2 Java .naning S 4EFC A ORI - 2 H 552
3 ?%JF'J ;r R [VaEue] ﬁﬁrf H[ﬁ?" El a:j‘f’éﬂjﬁgj °

5. f# [Next] I'J5T F= ﬁﬁlﬁktﬁijﬁd‘(qﬁ' 9-5) o

§ i E:1% INDI ISR H
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9-5 (e T

Sun Identity Manager Password Sync Wizard

&Sun Password Sync Configuration
milcrosystems

Erable Emait W Email End User [

SMTP Server:

Administrator Email Address:

Sender's Address:

|
|
Sender's Name: I
|
|

Meszage Subject:

Meszage Body:

'our pazsword from account $account!d) on domain controller $(zourceE ndpaint] could not be synchronized. n
There waz a failure communicating your synchronization request to the Message queue \n The following eror

Wergion: Sun Java Spstem |dentity Manager 5.0 Test | Cancel | < Back | Finish I

“Z3g [Email] ﬁL;]LFF“‘JiFJ* & e [fgu,ﬁﬁ,ﬂ i *%ﬁ%n@ﬁ]%ﬁ‘fjjr 1 (e
PR Identity Manager gt [ﬂjﬁguq\) Ef f\:‘l Iaﬁl_ =l TESTIRS U

(AR A

33V [Enable Ema11] [JRSE S ﬁjﬁt o PP jp;[ﬂ H R IS - % gy
[Email End User] - F IR lﬁ'zﬁfﬂﬂﬁ Ef -

o [SMTP Server] i[EJLFJﬂQIIEJiL[Eﬂj:EI "] SMTP 'f' q@ggg N F[iﬁﬁ
iy 1P Aot

o [Administrator Email Address] L™ [ [E2 58] 5IfVT FLH iR e
> [Sender's Name]i_rr FEps T EJ:F?C FFE ) e
> [Sender's Address] f\_rp (FH R IR g
> [Message Subject] {577 {EFU E ST
o [Message Body] f’, ERPHIpIY 4
SR S
. (accountId) — Fln, ARV PVRBE D -

$
e 3 (sourceEndp01nt — L ‘%ﬁﬁ'—:ffﬂﬁ R U A5 ﬁﬁiﬁ&gﬁwégﬁgé e
S EY RS TR -
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® § (errorMessage) — [Tl & Wﬁ;ﬁ?{gﬁ@ﬁ%ﬁ*p
6. f#— " [Finish] I'] [@F& AR -

PAE B 8 RS IETR) R - RO T2 © I
’L:EE'J;E?L%E;E % %@#’ = x(\ s ‘F’I,IAJ :

C:\InstallDir\Configure.exe w1zard

¥4 PasswordSync #17xEE

# BT g{ﬂil 7 i PasswordSync [ff EE’E%%‘:%,I]EUQ@I R QI Flj SUIEH]
B Ji‘F“Elﬁ B Ef PasswordSync jﬁhﬁfiﬁ%ﬁyfrn f[aw IR Y
JJ IHJ' - i Te! Y T 85 -

"Eln nax%%

PasswordSync %" }H B E #’S’Iigrr B Windows Hi [FA5m 73 ° %ﬁ?{ﬁ%l{;&fgﬁﬁ ISR SRt
Jl. PasswordSync -

B HtECEk

| }»iﬁm‘flg'—' 5‘ %_—'hﬁ T E[J AF' EAFIEIIIF—%FIJPI#; 7FI‘IJ }|%4 :}ﬁ?sfglﬁ%
o Effﬂ%"f“&ﬁ Trace Fﬁw% ( qﬁﬂ‘]'9 6)
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9-6 [Trace] f15&

B PasswordSync Configuration

&Sun PasswordSync Configuration

microsyitems

Server Eonflgl Froxy Serverl JMS Settingsl JMS Propertiesl Email i

Trace Level: I 03:
Max File Size [ME]: I 03:

Trace File: I Browse... |

Ok | Cancel | Apply I

[Trace Level] 1 }‘F’[i‘—_ﬁj, L i#ﬁ%l%aﬁdj‘ PasswordSync }-{‘éj’jﬁﬁi p JF_TE[ ey Vg o fifl 0
A IR ) 4 AT SR -

f* TEEER R & [Max File Size (MB)] 7 HI}JF’,{ ERCE Passwordsync PR
[T Lok puBLYE B B, U %\'ﬂﬁ]’i&‘?ﬁﬁi%?{“
C:\logs\pwicsve.log » “RfEILEHRLLLT 100 MB > HIHiE12EH % B3l 100 MB
Eﬁ » PasswordSync hA}H A ;lig?ﬁb £15% C:\logs\pwicsvc.log.bk ° ﬁ}[j%‘g‘rﬂ
’F@, i

C:\logs\pwicsvc.log file f[I -

X

B IR

Il ] Windows [ SRIEENBRARIEEN R 9-2 FIISIIVAY F SR © SRR A
HKEY LOCAL MACHINE\SOFIWARE\Waveset\Lighthouse\PasswordSync

[grlee! .:F’TEJ"T—T PRSI o (LRSS TR S A
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®o2  qs

HiSRE 5y BL]

allowInvalidCerts REG_DWORD  m&Rzg7E A 1 RIZHEISHSE NET S E3RE LU FEE :
e SECURITY FLAG IGNORE UNKNOWN CA
¢ INTERNET FLAG IGNORE CERT CN INVALID

* INTERNET FLAG IGNORE_CERT DATE_INVALID
R - AP ganﬁﬁﬂ'EE\-ﬁﬂxﬁl CN By =t 2SR - EEERY
{8 SSL g%

TABIRE ( KSBUBRELENAERIRIEE (CA) BEE ) PiETTREHE
S BERETFERHA -

f‘u||
S

FRER AR 0 -
clientConnectionFlags REG_DWORD  4g{#:x 2z NET SOAP F Fifgy e S s 1 o
FRER A 0 -
clientSecurityFlags REG_DWORD  \[{#;%Z .NET SOAP F Bkt al B L 2 1Zi o
FRRR A 0 ©
installdir REG_SZ 4t PasswordSync FEFRFEAY B 8% -
soapClientTimeout REG_DWORD tl]jEEESZBEZETJ SOAP H FigEa Identity Manager {AfR28AY:@ET8AF ( LIZ
MBEAL) -

EEfR 223 PasswordSync

ol ifelE 4 5E PasswordSync EEH A > 5= Windows | #Lﬁjufl TV [ BT /
FE[REMAZN o YR E TV [Sun Java System Icqentlty Manager PasswordSync] ™" —
(74 ] -

fimsE ST E#E 7 Identity Manager 75/%427)'171\?5 -
pwsync\IdmPwSync.msi q*?ﬁ'ﬂ el e (IR FTLAE )
PasswordSync °

SR FTHRE fERS BA ©

276 Sun Java System Identity Manager 7.0 « &I2$5R5



PasswordSync

?',FZ,I?‘}B%' PasswordSync » [&# 17 Identity Manager f| 1§ I') ™ (%
o [elfEl JMS (iR O el B

o HER IR IREIRT (B

. R

BCE JMS (RERFZIVACIRRS

ﬁi@ﬂﬁﬂa‘é Eﬂ"%F'fg IR TR R A 'L't"i‘%v%ﬁ?*ﬁ &

LEE IMS (A R A B E I*f'a" J== /ﬂLE 23 Sun

]avaTM System Identlty Manager EWW@*EFL g HVHQ FT;J%-L:‘} ﬁﬁ FPUR 2
A e

¢ Destination Type ﬁ Siald %Jut [Queue] » [N£7
FR B B - | { e

e Initial context JNDI properties —FJ}TI/ F R T $F|'? Ji!’ JNDI “Bidfi
-‘rﬁ[ﬂfg o MIIEARIN B/ [f!jtf

java.naming.provider.url — o (R INDL AR5, FE e
URI -

Fit)
_m 1S
|
=
||
A
=
iy
—=
b
_@V
oy

o java.naming.factory.initial

T“%%*?L TR £ ( Cljﬁf[;"ﬂ%fﬁfk?gg
%] I E I—Uj’ [ﬂ: ]ﬂ:%ﬂ]ﬁ fr‘gﬂ':’?’rl 'F‘EFI ) E[fj ]MS %ﬂ&g[ Eq_l—}""
Lpr% AT T ﬁt H AF I F
e JNDI Name of Connection factory — 7 JMS fﬁj’iﬁ/%ﬁ FITES AT Ry £
o
e User = Password — f‘fp[’dr‘?/[JH I%jﬁ%’éji f‘TFEIfJ'*‘Fi' YA E%??Eﬁlf%‘ﬁ% o
o AISAIFHEMEESIE — ™V [LocAL] (A=K T ) o H P Tl FER
fﬁJ*ﬁ [~

o GHE%R — fiij * java:com.waveset.adapter.jms.
PasswordSyncMessageMapper S I;'H—% FITMS | Ii AR ARV Z [ A R [ﬂJ
(U P R (S R oA

o I £ INDL 5 i
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BERISLEREBBEIIERE

TIPS [P BT (SRS 11 TMS [P RS o [ - g

fE:l | ChangeUserPassword 1§ 43 ?‘H%f&f—]}{fj’ ChangeUserPassword Ao/ 35 * ’gl
K L SR R TR SR

EW’FI Identity Manager }H IE[F' =IE=(1ES ﬂﬁl@ H F’?E TR -ﬂﬁ?@ﬁ[i

by T

LA fé:’EﬁEF%‘E'ﬁ' (R T 02 IR (SR G 1 el TMS (AR el B

%WW@Wﬁwoﬁ”&@%ﬁ@mmeM%%Wﬁ%%¢$WO

$WSHOME/ sample/wfpwsync xml ’Fﬁﬁi ﬁ’ 1& 5 I'T”'; 71{"55"1 S (e A *
Identity Manager °

A R (AR LS

o FBRURS BRI A -

. #;j Z|| Identity Manager =51 T?{ o8 % [ IR -
o T [ERAHFIEIVEYEAV L -

. ﬁ?\ o f-Identity Manager i 1 {5 -

?D[“ EZJIEI M R A JF_ AR %‘x B " Sun Java™ System Identity Manager
~ H} F T f

=/

A E A

Identity Manager £ +~ [Password Synchronization Notice] #! [Password
Synchronization Failure Notice] [ERiElEE SR ;ﬁﬂf FH ORI T 2 R
Jfi éF@ElfﬁFu%u:j VST o

Hﬁ%‘“iwfgﬁlﬁé%, I {7 [j;[ﬁl” ?{PP’ELIP— HETDp > R EJ%EJ_R H g ey
MR - RRIT 180 Fifio e S -
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{5 Sun JMS (ARS8 E PasswordSync

Identity Manager fi{f +* JMS {{IZEA= il F' R TMS FUEL IFJ
S I TR A M

filaE % %0 T SunJava™ System Identity Manager = ¥/ji % EFL G TEviEE £
LT VR 2R

E) lﬁ:ﬁ:}qiji R {1 ] Sun JMS f i KL PFFE'I PasswordSync fIUF] o Era
T '_k :

N

o HOEEREY EEpVErE
o SO T Wff}ﬁ

f57)

[ AYEIP T A - Windows PasswordSync Hi R R JMS R %

73 ZE &5

=1 TMS |'; [ R e PasswordSync odl ) (it ) 2SR - IR AR R
Windows "E v} ‘Hﬁ g Identlty Manager IV P ‘T“ ﬁF IR 7+ Sun Directory
Server Ffji ™ [Frig ﬁFEI i

£, P 3&*@%1'}*;1 ;gifngL :

¢ Windows Server 2003 Enterprise Edition — Active Directory

* SunJava™ System Identity Manager 6.0 2005Q4M3

e 7t Suse Linux 10.0 _Fh=py MySQL 4.1.13

¢ Tomcat 5.0.28 running on Suse Linux 10.0

® 7 Suse Linux 10.0 F¥i/~ Y Sun Java™ System Message Queue 3.6 SP3 2005Q4

* 7t Suse Linux 10.0 _F¥/=[¥ Sun Java™ System Directory Server 5.2 SP4
e Javald4.2
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=UR I F B E] Tomcat common/1ib | [%LﬂéfﬁE'J JMS A1 JNDI :

e jms.jar ( f! Sun Message Queue)

e fscontext.jar ( [! Sun Message Queue)

e img.jar (! Sun Message Queue)

® jndi.jar ( f!JavaJDK)

BRI ERIT

55 #77 Windows PasswordSync #4441 |7 Eﬁ SSEERNE 'Fﬁ
I -

1. [P IRASRIE T (BT FRHER - PasswordSyne @i [ 'fji{i¥ Active Directory
A IS ﬁ“ll_;% [vsclsr » ] Identity Manager ,ﬁgﬁﬁ‘ﬁ/ dil (b JF%I’ﬁ’@‘«ﬂﬁ‘U%E
) ﬁ VP T -

2. 'l'{“fﬁ%}‘éﬁ?v dl1l [ji] Identity Manager SOAP %ﬁ*&ﬁﬁ%ﬁ;h‘ L SOAP %—j\ .
I=SOAP ﬁ%,\‘ﬁﬁlﬁ%"ﬁj’ﬁ JH 1D ~ =l Jp-:[apj -ﬂﬂ?l | MFIY TMS PFF' T o ]
I

RisEEHI 9-1 SOAP gif-#a(y]

POST /idm/servlet/rpcrouter2 HTTP/1.0

Accept:text/*

SOAPAction: "urn:lighthouse"

Content-Type:text/xml; charset=utf-8

User-Agent : VCSoapClient

Host: 192.168.1.4:8080

Content-Length: 1154

Connection:Keep-Alive

Pragma:no-cache

<soap:Envelope xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"

xmlns:soapenc="http://schemas.xmlsoap.org/soap/encoding/">
<soap:Body soap:encodingStyle="http://schemas.xmlsoap.org/soap/encoding/">
<snp:queuePasswordUpdate xmlns:snp="urn:lighthouse">
<userEmailAddress xsi:nil="1"/>
<resourceAccountId>CN=John Smith, OU=people,DC=org,DC=local</resourceAccountId>
<resourceAccountGUID>b4elcl14b79d3a949a618a607dde7784d</resourceAccountGUID>
<password>zkpS8qcIJkVBWa/Frp+JgA==</password>
<accounts xsi:nil="1"/>
<resourcename xsi:nil="1"/>
<resourcetype>Windows Active Directory</resourcetype>
<clientEndpoint>W2003EE</clientEndpoint>
<jmsUser>guest</jmsUser>
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KB o-1 SOAP :1-4fs) ( #)

<jmsPassword>guest</jmsPassword>

<queueName >cn=pwsyncDestination</queueName>

<connectionFactory>cn=pwsyncFactory</connectionFactory>

<sessionType>LOCAL</sessionType>

<JNDIProperties>java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;java.naming.
provider.url=1dap://gwenig.coopsrccom: 389/ou=sunmg, dc=coopsrc, dc=com</IJNDIProperties>

<singleResult>true</singleResult>

</snp:queuePasswordUpdate>

</soap:Body>

</soap:Envelope>

3. SOAP 53 *Q}%L{ﬁ‘}ﬂ o E It ey FAEJ JMS X*Elv?f‘*ﬁ"ﬂ JMS Message
Queue [RZRIFHf Jﬁﬁnﬁk SRi% S AP R RIS SR CIJ‘A [ A8 ID Ar=1pi
AEAVRRRL (SA naﬁ,lrﬁﬁruﬁi ekl fyaepr ) o
g - Message Queue [RZEFHFE Y SOAP Hg 2RI R = EFI’E TN J""EI;I'FI'U?-L
EL (gt MapMessage K% ) -

RisEEH 9-2 SOAP EZE A= L

password: zkpS8qcIJkVBWa/Frp+JghA==

accounts:null

resourceAccountGUID: 8£245d1490de7a4192a8821c569¢c9%ac4
requestTimestamp: 1143639284325
queueName : cn=pwsyncDestination

jmsUser:guest

resourcetype:Windows Active Directory

resourcename:null

JNDIProperties:
java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;
java.naming.provider.url=1dap://gwenig.coopsrc.com:389/
ou=sunmg, dc=coopsrc, dc=com
connectionFactory:cn=pwsyncFactory

clientEndpoint :W2003EE

userEmailAddress:null

sessionType:LOCAL

jmsPassword:guest

resourceAccountId:CN=John Smith, OU=people,DC=org,DC=1local

4. Message Queue {(REFL fﬁlg*ﬁi%’?g (3] > IMS (A il L REPVEVEL ©
7 Identity Manager i' J? B (A

[ 9-7 U 1ty AT i P o
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fimsE BRIt Rl 1 [l TR R Ep SOAP BfIAd Al Identity
Manager » {EURLIE ) o [l (il Ry Il o < 1 -

9-7 T

O
oI]]
L=

PasswordSync Identity Manager Server/
Servlet'SOAP Handler JMS Listener Adapter

00_o
[=——=]

00 0
==

—_— g‘_—ﬁﬁ% Message Queue Broker
[= = n]s] EIEE
2258 855
Ba08 aog
E2HH BES)
Windows DC

[ ]

User Workstation

JMS £t

Java Message Service (JMS) API fL— a3 LLEGSADE » i FES R fF (B

Java 2 Platform, Enterprise Edition (J2EE)) & ~ {2 ~ %I »FEVFEL - 1=

APL TR SRR £~ AREE ZHAM T3 e 5 -

ISR YSRUEL S TMS P TEIRE IMS $E E R TMS -

O] D LV U)o B B2 E AT AT ot

oo PR R @@J‘f A RO (e o

JMS kg = AR T LR S

* [Connection factories] — Ji75L " ’F&Jﬁ@p@;”dfﬁm‘ R t’[ifl%ué? (ORIRE = s
e ﬁﬂﬂﬂ FEREAEE LA LY TR P LS S

TGRSR ~ B AR~ PR 4 "%é’l‘i*i'i“?ﬁé%’ﬁjﬂ%* S e JRE
LT Rt f@;&;ﬁﬁwa L ’gﬁmfgfﬂf@ STE
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i [Destmatlons]—EUfﬁFl,,IFIJ#JIﬁF&EﬂIJ«@ F=C I—FIJEMFE‘ FIAE o lﬁwjliﬁgfg
E ?E%ﬁ?fﬁi”b £ (P g ) farfyl - a“’ltlﬁl“ R PR LGRS —

I“L P RES R

ST PP EL P R =0t AR o [ TALE g - G - P
et IV e TND! Yt
e p%':* Fﬁzﬁ.1§3 R E AR s %%EUJ "Sun Java™ System

Message Queue Technical Overview | » PF" :

http://docs.sun.com/source/819-2574/intro. html

1 9-8 S+ ) K AP ¢

9-8 IE SRR
=] el

QHE Put Message on Queue g[[l Read Message on Queue SB]E

SEEF-REH ! BEEFFRE ! E85F-HEE

EEEDog BEE5-288 oo

BEEE E22H BEES 28 B35 HES

o000 gg oooO %E o000 Eg

BERE R=H REEE R =B A

Identity Manager Server/

Message Queue Broker
JMS Listener Adapter

PasswordSync
Serviet/SOAP Handler

Hi SOAP BB 7= | I Windows ‘Eﬁﬁ%ﬁ%ﬁgv dil EI’U%:‘FE?J? » SOAP F A=
g 4T P2 (AR B SOAP %Tﬁ“ 5 IMS AL - fi7 TMS (HEEEy T BN (E
LT E%Jaiﬁ‘ = (=

T RIHH ] JMS (REIAZY > Tdentity Manager SOAP 5 A= #{1 Identity Manager
JMS (A = el g 4 i 2! Sgast T R AU T (7] TNDI i)

Identity Manager SOAP 5 ZFIFH=¢ ‘%‘A’{?Vf%' SOAP FHELFIIfY ’U‘E;'F%%E[g}ﬂgi‘ (hp e

TT\):
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RisEEH 9-3 SOAP FEL

<jmsUser>guest</jmsUser>

<jmsPassword>guest</jmsPassword>

<queueName >cn=pwsyncDestination</queueName>
<connectionFactory>cn=pwsyncFactory</connectionFactory>

<sessionType>LOCAL</sessionType>
<JNDIProperties>java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory;java.naming.

provider.url=1dap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc, dc=com</IJNDIProperties>

 Windows _Fal/%fi"?p?' | PasswordSync ]EHJf }I—]ﬁﬂqﬂ PN ARE %E\T( ﬁ?q‘]' 9-9 *Dﬁ%\'
9-10 1A= )

9-9 [JMS Settings] 15 &5

W PasswordSyni

@Sun PasswordSync Configuration

mienasystems

Server Ennfigl Prowy Server MSSeltlngsl JMS Prnpertiesl Email | Trace |

User IQUESt

Password: |

Confirm: I

Cormnection Factony: Icn=pwsyncFactory

Session Type ILD CaL

Queue Mamne: Icn=pwsyncD estination

9-10 [JMS Properties] 1% 2

| PasswordSync Configuration

@»Suﬂ PasswordSync Configuration

micrasystems

Server Conhgl Prosy Sewerl JMS Gettings  JMS Properties |Emai| | Trace |

Marme: | j
Walue: |

Mame | Valse | Add
java.naming. facton,.initial con.sun.jndi. Idap. LdapChsF actory

jawa.naming. provider. url Idap: / Agwenig.coopsrc. com: 339/ou=sunmqg, do=coopsrc de=com Delete |

Changs |
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R R

] ]M

SEERNr

o IMSHEEY

JMS EE2H
[JMS Settings] £
e [User] I [Password] figft @ 5

¢ [Connection Factory] it : fFT\JE

LI

RS TMS (R R (7 PO -
LT R i INDI g €778 -

* [Session Type] figi : fﬁlt
¢ [Queue Name] At : }"[%\L_E P 9 INDI g\lﬁ%’ &35

it I*ﬁFE

(=

ldapsearch H[[fi'&f

RusEEH 9-4

f719-4 f[1 > [Connection Factory] #{! [Queue Name]

2= e EREICE

SRS W) €T

] 3L LDAP RDN - &1
? java.naming.provider.url [Eﬁ ) 'SR HDN © ~ (st T

[T e

> ldapsearch -h gwenig.coopsrc.com -b 'dc=coopsrc,dc=com'

'cn=pwsyncfactory'

dn:cn=pwsyncFactory, ou=sunmg, dc=coopsrc, dc=com

objectClass:top

objectClass:javaContainer

objectClass:javalObject

objectClass:javaNamingReference

javaClassName:com. sun.messaging.QueueConnectionFactory
javaFactory:com.sun.messaging.naming.AdministeredObjectFactory

javaReferenceAddress

javaReferenceAddress

javaReferenceAddress

javaReferenceAddress

javaReferenceAddress

javaReferenceAddress

:#0#version#3.0
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
:#4#imgAddressListIterations#l
javaReferenceAddress:

#1#readOnly#false
#2#imgOverridedMSPriority#false
#3#imgConsumerFlowLimit#1000

#5#imgOverrideJMSExpiration#false

:#6#imgConnectionType#TCP
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
:#10#imgConfiguredClient ID#
javaReferenceAddress:
:#12#imgdMSDeliveryMode#PERSISTENT
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
:#18#1imqIMSExpiration#0

#7#imgLoadMaxToServerSession#true
#8#imgPingInterval#30
#9#imgSetIJMSXUserID#false

#11#imgSSLProviderClassname#ticom. sun.net.ssl.internal.ssl.Provider

#13#imgConnectionFlowLimit#1000
#14#imgConnectionURL#http://localhost/img/tunnel
#15#imgBrokerServiceName#

#1l6#imgIdMSPriority#4
#17#imgBrokerHostName#flocalhost
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RusgEf 9-4

B A

A (ERE )

javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:

#19#imgAckOnProduce#
#20#imgEnableSharedClientID#false
#21#imgAckTimeout#0

#22#1imgAckOnAcknowledge#
#23#imgConsumerFlowThreshold#50
#24#imgDefaultPassword#guest
#25#imgQueueBrowserMaxMessagesPerRetrieve#1000
#26#imgDefaultUsernamesguest
#27#imgReconnectEnabled#false
#28#imgConnectionFlowCount#100
#29#imgAddressListBehavior#PRIORITY
#30#imgReconnectAttempts#0
#31#imgSetIMSXAppID#false javaReferenceAddress:

#32#imgConnectionHandlerf#com. sun.messaging. jmg. jmsclient .protocol.

tcp.TCPStreamHandler

javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:
javaReferenceAddress:

cn:pwsyncFactory

#33#imgSetJMSXRcvTimestamp#false
#34#imgBrokerServicePort#0
#35#imgDisableSetClientID#false
#36#1imgSetIMSXConsumerTXID#false
#37#imgOverridedMSDeliveryMode#false
#38#imgBrokerHostPort#7676
#39#imgQueueBrowserRetrieveTimeout#60000
#40#imgSSLIsHostTrusted#true
#41#imgSetIMSXProducerTXID#false
#42#imgConnectionFlowLimitEnabled#false
#43#imgReconnectInterval#3000
#44#imgAddressList#mg: //gwenig:7676/jms
#45#imgOverridedMSHeadersToTemporaryDestinations#false

F R

RisEEH 9-5 ;

Mg Ay

#> ldapsearch -h gwenig.coopsrc.com -b 'dc=coopsrc,dc=com'

'cn=pwsyncdestination'

dn:cn=pwsyncDestination, ou=sunmg, dc=coopsrc,dc=com

objectClass:top

objectClass:javaContainer

objectClass:javalObject

objectClass:javaNamingReference

javaClassName:com. sun.messaging.Queue
javaFactory:com.sun.messaging.naming.AdministeredObjectFactory

javaReferenceAddress
javaReferenceAddress
javaReferenceAddress
javaReferenceAddress
cn:pwsyncDestination

:#0#version#3.0

:#1l#readOnly#false

:#2#imgDestinationName#fpwsyncQueue

:#3#imgDestinationDescription#A Description for the Destination Object
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JMS 15128

R R R AR R AT LDAP IR
java.naming.factory.initial fL" [F* g FJIIF", JNDI Iﬁfﬁ_ﬁl@ﬁ R -
java.naming.provider.url ji fﬁa”] Iﬁ*ﬁ?ﬁ (BTN ﬁf:ﬁ*ﬁﬁ TEH PSR TR
i SHE E e i SR & j:frgﬁ RZ2%yd o |l IfasswordSync}H =] ?[ f
LDAP BE“FE% (e VLT R AP

RIS > SRR

* java.naming.security.principal : i DN ( J[! > cn=Directory manager)
* java.naming.security.authentication : s 3% (Y[ - fETH)

® java.naming.security.credentials : {"Fﬁ’ﬁ%

ez fereo 16T TMS (AR T U BRIV E -

9-11 JMS [fIZA = RS e T
Edit JMS Listener Resource Wizard

Resource Parameters

Specify parameters for authentication and to control the behavior of this resource.

[il pestination Type I Queue -| *

Hava.naming.factory.initial=com.sun.jndi.l
java.naming.provider.url=ldap://gwenig.coo
[ilInitial context JNDI properties

[eis]

[i] JNDI name of Connection factory Icn:pwsyncFactcry

[i] JNDI name of Destination Icn:pwsyncDes‘tin:dion *

[{] user Iguast

[il Password I .........

[ Message Selector I

[il Reliable Messaging support I LOCAL (Local Transactions) j *

[ Message Mapping ||ava:com.waveset.anapter.Jms.PasswordSync o

i 9-12 eI AT
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9-12 ROV R R

(=] O
QHE Put Message on Queue SI]] Read Message on Queue SB]E

A,

S55F-F2H BEEFFBE E55F-HEE
gEs ==e EE .
S558 HEH BEES 28 E35E HEE
0000 gg oooa %E oooo E%
EHRR i fiE R 28 i
PasswordSync Message Queue Broker Identity Manager Server/
Servlet/'SOAP Handler JMS Listener Adapter
O
ol
O
Search — Search
Connection Factory ———>| [ES80B88 ——— Connection Factory
and Destination gans Beg and Destination
0000 B0
2ooo goo)
BHEE EEH
Directory Containing

Administered Objects

SOAP HEEAHz {1 [MS ([TEPH RS -4 FERliscs BpIE 18 1) s / 33

L) A

3 BT SRR
4;@%@v@j§%ﬁu*ﬁﬁwﬁmﬁm’ﬁﬁﬁﬁﬂ@%iﬁm@W:@%
lu\ilj N -

o AEC Wt

o« PP

fissE o A/NEIFRERAAMEREREE % E Sun Java™ System Message Queue o (%A
T BAift Message Queue &g H#%HY bin/ A <)
e IRAJLI{EF Message Queue &HIE GUI (imgadmin) B%3§4% 1T T B (imgobjmgr)
BB BRI o LITRRAAFERESITIA -

IS EIRR - EETF1E LDAP Bk
T AR R HP R LDAP FIEREITRTEAE 4] -
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RS TR
05 PSR 9-6 [t ) s SR o -

fRusEEfl 9-6 fr A R [
#> ./imgobjmgr add -1 "cn=mytestFactory"
-j "java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory"
-j "java.naming.provider.url=1ldap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc, dc=com"
-j "java.naming.security.principal=cn=directory manager"
-j "java.naming.security.credentials=password"
-j "java.naming.security.authentication=simple"
-t gf
-o "imgAddressList=mqg://gwenig.coopsrc.com:7676/jms"

java.
java.
java.
java.
java.

Adding a Queue Connection Factory object with the following attributes:
imgAckOnAcknowledge [Message Service Acknowledgement of Client Acknowledgements]

imgSetJMSXUserID [Enable JMSXUserID Message Property] false

Using the following lookup name:

cn=mytestFactory

The object's read-only state:false

To the object store specified by:

naming.factory.initial com.sun.jndi.ldap.LdapCtxFactory

naming.provider.url ldap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc, dc=com
naming.security.authentication simple

naming.security.credentials netscape

naming.security.principal cn=directory manager

Object successfully added.

£ {1 imgAddressList & JMS fﬁ]ﬁﬁ%ﬁ [ R S
(gwenig.coopsrc.com) ~ HIFFIE (7676) I') B &% TV HIE (jms) ©
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B
(R0 PR pREST] 9-7 Flp R 43 s | URPIE -

RusgEf 9-7 e FEP T

#> ./imgobjmgr add -1 "cn=mytestDestination"
-j "java.naming.factory.initial=com.sun.jndi.ldap.LdapCtxFactory"
-j "java.naming.provider.url=1dap://gwenig.coopsrc.com:389/ou=sunmg, dc=coopsrc, dc=com"
-j "java.naming.security.principal=cn=directory manager"
-j "java.naming.security.credentials=password"
-j "java.naming.security.authentication=simple"
-t g
-0 "imgDestinationName=mytestDestination"
Adding a Queue object with the following attributes:
imgDestinationDescription [Destination Description] A Description for the Destination
Object imgDestinationName [Destination Name] mytestDestination
Using the following lookup name:
cn=mytestDestination
The object's read-only state:false
To the object store specified by:
java.naming.factory.initial com.sun.jndi.ldap.LdapCtxFactory
java.naming.provider.url ldap://gwenig.coopsrc.com:389/

ou=sunmg, dc=coopsrc, dc=com
java.naming.security.authentication simple
java.naming.security.credentials netscape
java.naming.security.principal cn=directory manager
Object successfully added.

fiasE [&F I] ] 1dapsearch iy LDAP %ﬁ%ﬁ)ffg@ b pupaft -

S ERNYERETFEIEES
P AR YR R T SUR R ORI R S R

EFER TR
FORAETT] 9-8 S s sl WP (AR S PR R ]
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REsEEf 9-8 e A P A e R

> ./imgobjmgr add -1 "mytestFactory" -j "java.naming.factory.initial=
com.sun.jndi.fscontext.RefFSContextFactory"

-j "java.naming.provider.url=file:///home/gael/tmp" -t gf -o
"imgAddressList=mq://gwenig.coopsrc.com:7676/jms"
Adding a Queue Connection Factory object with the following attributes:
imgAckOnAcknowledge [Message Service Acknowledgement of Client Acknowledgements]

imgSetJMSXUserID [Enable JMSXUserID Message Property] false
Using the following lookup name:

mytestFactory

The object's read-only state:false

To the object store specified by:
java.naming.factory.initial com.sun.jndi.fscontext.RefFSContextFactory

java.naming.provider.url file:///home/gael/tmp

Object successfully added.

To specify a destination:

> ./imgobjmgr add -1 "mytestQueue" -j

"java.naming.factory.initial=com.sun.jndi.fscontext.RefFSContextFactory"

-j "java.naming.provider.url=file:///home/gael/tmp" -t g -o
"imgDestinationName=myTestQueue"

Adding a Queue object with the following attributes:

imgDestinationDescription [Destination Description] A Description for the Destination

Object imgDestinationName [Destination Name] myTestQueue

Using the following lookup name:

mytestQueue

The object's read-only state:false

To the object store specified by:

java.naming.factory.initial com.sun.jndi.fscontext.RefFSContextFactory

java.naming.provider.url file:///home/gael/tmp

Object successfully added.

EREEX LEEGBIR
]*ﬂglr%? » Sun Java System Message Queue [VZEHIZE A FET *J@‘f (5[ F 1482 (%“ F ok
config.properties > [l img.autocreate. queueﬁvaEQTE??true)

IR O I B T PERERTST9-9 (5 11 myTestQuene 5L 1)
IR O 4 7 PR R F sl
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RisEEHl 9-9 T R g | ORIt

name (Queue name) :

#> cd /opt/sun/mg/bin

#>./imgemd create dst -t g -n mytestQueue

Username: <admins>

Password:<admin>

Creating a destination with the following attributes:
Destination Name mytestQueue

Destination Type Queue

On the broker specified by:

localhost 7676
Successfully created the destination.

& T DR AR I T v ISR AR L

o 1EHB#A : I[N Identity Manager SOAP B%E;%'%E*Q?D Identity Manager fril 28
I EJIdentlt’y Managerf*[ /,'HI]EIJ[I:|~ ]ﬂ TRy o BT P TR R S
AL R P RO B Pl

fp = T E VR ﬂ*‘“ﬁ'ﬂ#’il%ﬂm"ﬁ'%glﬁ'mu o

fimsE YrHN Identity Manager SOAP 5 FIH4="#{I Identity Manager ]FJ
TS+ 7 [l F TURSES o HIIZ H Elﬁ’]K 'l blndlngs it
Foo P ;l‘g T e E’*%E'EJ#’J#(@JF,’%&%%_ )
H blndlngs i & piE Ead f VSRS Jﬁlgl A

o 7EfEZEA : IV Identity Manager SOAP %5 EI# =" 71 Identity Manager ffi EJBE‘
Jr:hi[ - [f' IR _Fh s (YR E e IR ) o TR T }EH F‘“Ig?ui{r[—gw o
Ed II
0P PR T R Ot T - AR
(7 Windows Al Unix FIS#5EL .bindings) » # & H5[30E
java.naming.provider.url T’F'[’T\L_’EIUE S (711 > Windows v file:///c:/temp
ﬁ‘} Unix Fpv file:///tmp) » o

B AERE JMS [REERRNECEF
JMS (A el LT i Y [ FI e & B 9-13 pIf I A -
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9-13 JMS [fiZ##d=" [Adapter Resource Parameters] fI["I
Edit JMS Listener Resource Wizard

Resource Parameters

Specify parameters for authentication and to control the behavior of this resource.

Test connection succeeded for resource(s):

JMS Listener
[l Destination Type I Queue j I

Jjava.naming.factory.initial=com.sun.jndi.£
java.naming.provider.url=file:// /homs/gasl

|1| Initial context JND| properties

[ein]

[i] UNDI name of Connection factory Imy‘les{Fadory

[i] UNDI name of Destination Imy‘lestoueue

[iluser Igues‘t

[&] paz=word I .........

[il Message Selector I

[ilReliable Messaging support I LOCAL (Local Transactions) hd

E‘Message Mapping Ijava.corn.umes ims.P ynoc

[il connection Retry Frequency (secs) FO *

[l Redinitialize upon exception |~7 i

[i] Message LifeCycle Listener I

Test Configuration |

MNext I Save I Cancel I

F IR TMS (A g £ ﬁ% :

1. 7t [Message Mapping] £ | l}‘F’[{g
java:com.waveset.adapter.jms.PasswordSyncMessageMapper ’ || }{fj’ [':= JMS

R = [P R (AR i D P oA = -
2. ERIFSHRCEA ) e IMS (EE A T L

PasswordSyncMessageMapper ffi"] ) :

> IDMAccountld : Fgf{% 1 PasswordSyncMessageMapper f48XJMS F4EL
Fl1fE=2 Y resourceAccountId #{! resourceAccountGUID B4 = EJ%?F’? 0

> password : I'| SOAP GlirFH Uil ) | JMS TR 7 iR -
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9-14 Sfpk IDMAccountld % password [[REEgH %
Edit JMS Listener Resource Wizard

Account Attributes

Define the account attributes on the resource you want to manage, and define the mapping between Identity system account attributes and the resource account attributes.

Idenity system User Afiribule Afiribute Type Resource User Afiribule | Required | Audil | Read Only | Write Only
r | | |passwnru | encrypted | | <= Ipasswnrd - — - —
- | =l I\DMAccount\d | string =l | == IIDMAccnuntld - r - —

Remove Selected Aftribute(s) | Add Attribute |

Back | Next I Save | Cancel |

TR SR [lflg' = A EJJ‘ » Active Sync f& & ( qiaﬂ' 9-15) . [Attribute
Mappings] Eﬁ?gflllﬁ ERRTE (g -

fiaE = TR S Dy lEe s

9-15 Active Sync g% Sl
Edit JMS Listener Resource Wizard

Identity Template

Specify the identity template for users created on this resource.

Identity Template I Insert Attribute. .. j

Back | Next | Save | cance

AL E Active Sync

[0 ™| JMS [P Y Active Sync Fal o SIS BRI R T Active

Sync °

1. { [Synchronization Mode] &1 & Eﬁj‘ ( lﬁ' 9-16) » [&F prl |ﬁ\ﬁ%§@4—f‘3 =t
[F;‘Ej » R [Next] &5 - :FI T

F'%F”II DI TR (R 1 IMS (A O A P B e
L['% f ™ ChangeUserPassword T a8 o IR F }H ChangeUserPassword i}

|: I‘ ?:[;1\ F“I
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9-16 [Synchronization Mode] %7 'I'

Active Sync Wizard for JMS Listener

Synchronization Mode

Choose the synchronization mode to use for this resource.

¢~ Use Pre-Existing Input Form

[i] input Form Usage
P 9 {+ Use Wizard Generated Input Form

E‘Configuration Mode (" Basic {+ Advanced

[il Process Rule(optional) I Synchronize User Password j

[il PostProcess Form I None j

Mext | Save | Cancel I

2. 5 [Active Sync Running Settings] E'VF’?E?J” AR IR %E;J?%’EFW e
BTy as FE f1 (pwsyncadmin) -
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9-17 [Active Sync Running Settings] [*i#%

Active Sync Wizard for JMS Listener

Active Sync Running Settings

Configure how and when Active Sync is run for this resource.

Startup Settings

E‘Sta‘tupType lm
[3] Proxy Adminietrator IpwE:mij
Polling Settings
[HEST Every lrlm
[il Polling Start Date l—
£l Polling Start Time: l—
Logging Settings
[ Maximum Log Archives r
[i] Maximum Active Log Age l_lm

€| Leg File Path Pdvlpt-'ldm.n’pwsynctes‘tsﬂogs"

[i] Maximum Log File Size I

€] Leg Level r

Back | Mext I Save I Cancel I

3. EUIREREIRY o HRIREERRDEL 4 TR R o TR SRS 2
n\E‘EJif#ﬁH I m= | Ej i

B q‘%ﬁ' 9-17 1% ]EIJ I%&ﬁ\}[—j %[ /dvlpt/Idm/pwsynctests/logs/ &k
flie

4. WY > 1 [Next] %58 -

5. ﬁ? i RPN FPURY (i Active Sync fF ok Eedall Ihgl%[;ﬂj 0 Fi’ﬁﬂ/ [Next] ﬁl
Z||#. [Target Resources 3%] [l 9-18) -
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9-18 [Target Resources] 7 ]
Active Sync Wizard for JMS Listener

Target Resources

Choose the resources to synchronize with JMS Listener.

Available Resources Target Resources
AD [ IDM User
LDAP-kosig

e

=<

Back I Mext I Savs I Cancel I

iE[I B SR WREIV T SR UEER ¢ - [Available Resources] § Ef Fl i Fvey
RS - [N }H efjiF2 = [Target Resources] J 1 -

UL/ S TE Y IR f' JH (™ Windows 'H?F * Sun Directory Server > ™ =" I
[f[JW [~ Identity Manager i -

1 [Next] f & [Target Attribute Mappings] [~ I?F’?Eﬁ IV [IDM User] £ 55
Ol 520 ) -

7t [IDM User] #2571 I'E[E'J?‘UF‘, £% Identity Manager [F[l H ?ﬁ‘ (EE R BT
Eg{ o

B - ﬁ[ 9-19 fl1:5 " password Al accountID :
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H5 password Fl account]D

9-19
Active Sync Wizard for JMS Listener

Target Attribute Mappings

Selectthe target resource and define the target attribute mappings.

| IDM User i LDAP-kosig i
[~ | Target Afiribute Type Value Applies To
I~ |password x| [Awibute 7| [password x| [T Create [ Update |~ Delete
I~ [accountd x| [Awibute 7] | [IDMAccountid x| | [T Create [ Update [~ Delete
Add Mapping I Remove Mapping |

Fy i o - T [Add Mapping] -
EE RS (| 9-20) -

TV [LDAP-kosig] 25T | £ Sun Directory

9.
10. ;2
£% Sun Directory 5% [ i Sl

9-20
Active Sync Wizard for JMS Listener

Target Attribute Mappings

Select the target resource and define the target attribute mappings.
I 1
IDM User LDAP-kosig !
[~ | Targei Afiribute | Type Value Applies To
l_ Ipasswcrd j IAﬂributa j Ipassword j [~ Create |~ Update [ Delete
Add Mapping I Remove Mapping I

1. %55 % > HF~  [Add Mapping] » IR @ idgl -
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HIERVBCETTERER

[ I J 2] Windows PasswordSyne [ilfi{ i [A =4 4 5} Windows fﬁ.}]&’l@@ﬁfﬁﬁ@in 315

o °
1. Y[ 5 ¥ PasswordSync El?' s A= % <l ?5“‘ £ e

]#1@? ) IF-@?'F* Vi [FE=L 46T [Program Files] > [Sun Java System Identity
Manager PasswordSync] > [Configuration] |1

2. F‘"nﬂa_’“ [PasswordSync Configuration] g'mfﬁ“ﬂ“bfyd,ﬁ\dj » ¥~ T [Test] & -
3. }{Ta 215 [Test Connection] rﬂ“,“&i{ﬂ ( ﬁ%ﬂ' 9-21) » Elfrey 5 i LA AR SN
RYTIR R o

9-21 [Test Connection] ¥

M PasswordSync Configuration

iRk

J[=] Y

QSun PasswordSync Configuration
mirasystems

Server Config | Prosy Serverl JMS Settingsl JMS Pmpertiesl Email | Trace I

Server. |192166.1.4

Protocol: @ HTTP ¢ HTTPS

Port; ISUSU Test Connection
Pathe Iidm Test connection completed successhully! ﬂ

URL: Ihttp'm 9216

J=]
Cloze |
Yersion: Sun Java Svstem |dentity Manager £.0 Test I Ok | Cancel Apply

4. - " [Close] I'] rjwdﬁf ] [Test Connection] Tﬁfﬁjfﬁl °
5. #— " [OK] ! rﬁﬂf [PasswordSync Configuration] tT ﬁbistL °

s JMIS (AR Pl P o o rﬂ‘ésiﬂi 1% % gt -
[ 9-22 A1) -
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9-22 PR R

| gael@kosig:/...m/pwsynctests/logs - Shell No. 3 - Konsole -|ajx
Session Edit View Bookmarks Settings Help

2006-03-30T17:51:54.419+0200 mnection JMS Info
PROVIDER NAME = Sun Java(tm) System Message Queue
3.5

2006-03-31T09:37:50. SARwmer: initialized adapter

2006-03-31T09:37:50. : Initializing JMS Listener adapter.

2006-03-31T09:37:50. Setting up JM: local_transaction:true ackMode:1

2006-03-31T09:37:50. Setting up JMS: user:guest passuord:<secret length=5,>

2006-03-31T09:37:50. : Setting up JMS: destinationType=QUEUE connFactoryName=mytestFactory destinationName=mytestQueue mes

Comnection factory JNDI lookup returned an object of type com.sun.messaging.QueueConnectionFactory
JHS connection and consumer successfully created.
: Comnection JMS Info

2006-03-31T09:37:50.377+0200: Done initializing JMS Listener adapter.
2006-03-31T09:37:50.378+0200: SARwmer: loop @

2006-03-31T09:37:50.402+0200: Started, paused until Fri Mar 31 ©9:37:50 CEST 2006
2006-03-31T09:37:50.426+0200: Received new JMS Message into JMS Listemer resource adapter.
2006-03-31T09:37:50.428+0200 :

Begin Message details

BODY TYPE = MAP

Has REPLY_TOD? HO
JMSMessage ID 1D:8-192 168 .1.4(ba:ab:b6:3d:d3:23)-32800-1143730609218
JNSType null
JMSTimestanp 1143790609218
JHMSCorrelationID = null
JMSDeliveryMode 4
JHSRedelivered false
[}

Message details
2006-03-31T09:37:50.454+0200: Message mapping failed : com.waveset.util.WavesetExcept Error with incoming message data, resou
rcefccount Id or resourcefccountGUID must be specified and both were null.
2006-03-31T09:37:55.409+0200: Pause completed
2006-03-31T09:37:55.429+0200: Polling
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PasswordSyncf\HD?f‘gf SPFEIfIE Identity Manager .V Windows %ﬁ?ﬁ[ FIZB il
'flrﬁ?ﬂ ’![ Igfrl =F ©
@LI%'J ’j’ 5 {lit Active Directory n.ﬁ‘@‘ajﬁiﬂjug g (ADC) K}IB"@TJ i{r—ﬁ}F T A S
FATMS B IEF'J/* (%‘Aﬁ q%‘q' 9-23) > [[JJMS H'|* lifn'[ ,‘HHMessage Queue |*EE'
PHARE @ISR TR ] Message Queue 3 ﬁjgﬂﬁ'ﬁf T e LR
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SRR g%&“‘%
HKEY LOCAL MACHINE\SYSTEM\CurrentControlSet\Control\Lsa\Notification
Packages (%] REG_MULTI_SZ [Wffi)
[EZD %’%{%‘“}{ﬁ' Identity Manager i‘%ﬁﬁ%@%fﬁﬁf? THHA= e (AL - PN S5
%{%ﬁj’ﬁgmi%ﬁ lﬁ;ﬂi}EE} EH8 EJ[J%TE}UJI%]’ lhpwic 2% [Notification Package] /&

?ﬂprgw °
[T J}Iﬁ' PasswordSync Z*E {7 Identity Manager if,‘ﬁ%ﬁ?lé‘@f S ] o T Identity
Manager | ]qbﬁmﬁﬁﬁg\ va Eﬁ , R4 E[ I’ﬁ“{ﬁ’jrq:g ?ﬁ?ﬁ?’ﬁ?ﬂr s 7 [‘ }H ﬁ?ﬁﬁ ﬁ J;rlf_

}‘ﬁLI'—r—"E[ ['uj E/T‘j’gl ° [4&[['—“ L ’_.Elﬁl Windows :Iﬁ_té\k ‘FﬁF%‘THU4' FES Identlty Manager
HI“‘—}& N2 Qq‘ﬂiﬁ’[ﬂi ?ﬁ?ﬁ'u fl F'JB“Lﬁ:“Iﬂ:

L E: BV DLL ] @9 (g -

£ & ] LUE PasswordSync Serviet Z28£75 Identity Manager LI4MOE
ftbEARIARES L 7

frl) e BB IMS r A= h%ﬁ@[p VHE] JAR #i% 9t » PasswordSync Servlet ; ﬁ":F;l
JAR f#i% spml.jar ! idmcommon. jar

PasswordSync fi#% & & A§ =S LLRBSUEEZE |h [EAkES ?
HEEGRZS P Pdisfi) SSL ¥ PasswordSync » {17 2% Identity Manager ffill
BV - SRR AL -

RRELE AR E 4 282 com.waveset.exception.ltemNotLocked ?
Y ?7 *] PasswordSync ° ”‘%’]’EE/‘@EI I = 8 IFSI‘E*J ) F AP UCARTTEE 'ﬂﬁéﬁ %
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PPN T E[TIL[' passwordSyncThreshold = [EjA@gy > [ Identity Manager }{ﬁ’ ’Iﬁg‘l
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Identity Manager i ﬁ;{_ﬁﬁﬂﬂ AR ﬁJHﬁHff ]| e A = |
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Identity Manager 7+ % [l g7 i *L-MEE?T{,I :
s EHEEEE
o [ FF' ([Edit User] - [Find User] {i5 [Change Password] [I1) "R ffi
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o EIEMBEHERY
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s (EREEERE
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FORR ORGSR R 5 1 SRR AR
Identity Manager Eﬂjl”"?]ﬁﬁ' ,J/ R eSS FAHV'EFT J|[4{j TR AL ’rs EH?F’,*
Jﬁ9 f/[["p * G R
%;“ TR A 41%‘@\[ g ﬁLq e & W%'f[ F‘%i‘f_l[ﬁ‘ﬁ RGEREE 1]
| ,H o LLFmpE uff * rf‘j | ;r'*%_’%pj 'FIFT Skl e YN HEF'JIE
b2 H“N b’ % lﬁ“'ﬂ‘—fsuﬂi{a P .ﬁ' E'[J Identity Manager fﬁg‘%g‘ = H JIB{J
e H“L'FU ABRHFRAN - R PR s -

BEARRHIEEN
B ORI S e e %E S Il ERfOT A e SRR -l
EFI ﬁrk H[ E}' Jﬁ:}l’ ! fr' s | E y,\\\fizﬂgf& h ﬁ{ﬁru—é FI F” -FJ

Identity Manager%‘ f Ir)J I[E'ﬁ ‘ﬁlﬁ’ el JB«Lﬁfu%ng[ PR F"
IR ffet 5 “”%’P ° YIRS 'IJ;A m@?g TR o D['%JfflE'V I
ETP"‘ "Er Jlﬁ£ PR EI 2 “Lﬁ‘UtFJE‘IJ'?’ﬂJ  RLE TR E IR R
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fimsE YR e :,JI[ % (i S IRLE R PR R R
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7#.&4@* CRLY 'JFJB‘" 192.168 3% 1 - )1t P b ] 5 E] 192.168. » BRI
[fil true fffi > > "'F’T ?W*”’ TR o

fRusEEfl 10-1 BRI R

<Rule authType='LoginConstraintRule' name='Sample On Local Network's>
<match>
<ref>remoteAddr</ref>
<5>192.168.</s>
</match>
<MemberObjectGroups>
<ObjectRef type='ObjectGroup' name='All'/>
</MemberObjectGroups>
</Rule>
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7+ [Login Module Groups] EIPIHI sy
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B SRR R -

N
At o

* [Login success requirement] — 3 TV H [ 4815 "Emﬁ:ij% EE E[J}_fl :

o [Required]

IR B sy g

o [Requisite] — = *

o [Sufficient] —
FAT
Rl IR

o [Optional] — =55 *
E[P* , gjm%ﬁ:“:{ ?‘]g»m‘*

LDAP IEI o

f};@j LDAP cn F/
I I
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A | EE ] gwilson §f
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EREN TR
P fe i EJU?’?I%
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REE P =
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LDAP il s el =] pJLDAP @F' t
HEE > R R ’f/,f"‘
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~r‘j] s EIUﬁA%%“}‘IE:[H E[[IFU
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308 Sun Java System Identity Manager 7.0 « &I2$5R5

JETEL A

FIZTE LoginCorrelationRule

S T



e [New user name rule] — ",TV o f g iy Identity Manager [l ™ |79 £ @
i Sﬁﬁi? {0 E'JE'fJﬁF’?fEI 2] f"*ﬁ e

- 7 [Save] I'| {7+ ER: OORGE e - PIfEE Y f@fﬁ’.[\lﬁﬁ’ﬁmfﬁVf;'[’&ﬁ R e
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&G 10-2 PFLFH:[ B YR # Sy

<Attribute name='common resources’>
<Attribute name='Common Resource Group Name' >
<List>
<String>Common Resource Name</String>
<String>Common Resource Name</String>
</List
</Attributes>
</Attribute>
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Fre
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6. FEH T WIMESE o
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I~ %1 8 £ SUBTYPE_AUDIT_POLICY RULE M| o siﬁ%’ﬁglgﬁﬂi{;;@ B9 1%
Wiged “\/ﬁgﬂ 1 O [ R

Rule subtype='SUBTYPE AUDIT POLICY RULE'
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3. IR R PO o

4. fay BRI -

(TR ) IS HESERAUEA ldentity Manager

%ﬁ JrqReRR R R ) BEPH o 15 Tdentity Manager Il R g )
Rl > =" ] [Configure] AR &5 11 [Import Exchange File] -Fijf H i * -

-

(oTEEEE ) G TIERTREEA Identity Manager

Tl "] Identity Manager i #H VST S0 ﬁﬁ;{@]‘;i 1= SN R

1 [

1. F¥E authType='AuditorAdminTask’ and add
subtype='SUBTYPE_REMEDIATION WORKFLOW' o &' ') &/ {fi "] Identity
Manager IDE { XML Eﬁﬁﬁiﬁﬁié%ﬁ—_’i?ﬂfﬁlw{% (F o

2. [F] TR R EIRRE T (A o (LGS R AR VG
fpﬁJﬂl‘. ) e

RYTIRE T T (SRR o H F{I%T%Eﬂ— 7t [Audit Policy Wizard] f| iy [Remediation

Workflow] ZFiiE Hifl 1 <

i B AR ARG SR A%

i+ [Audit Policy Wizard] £ fj%] (ij[lﬁ' 11-1 =) [Iﬁ?‘ fr EPE et 'FIFTELI}F‘[
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11-1 %ﬁjlm*i%‘—“ #—E‘A 1 &}gﬁﬁ}*‘l D k}:%r
Audit Policy Wizard

Enter the name and description for this new audit policy.

Palicy Name |

Description |
[il Restrict target resources [

* inicates a required field

Mext Cancel

I 328 %7 i #4/H > Identity Manager f’ffﬁl B ?/Uﬁ‘[?cq“fﬂyé;ﬁl%?ﬁﬁ :

Policy Name::Rulel °

(/pjgj Ij’m T $h ﬁfﬂﬁﬁ B Ve BE IV ﬁ%’?s{r | [Restrict target resources]

o vwwﬁ lgﬁ [uﬁ m@, I #,Hfrg “aﬁvlgaﬂ BRI
Hﬁovﬂ AlIEr VEHFI’ MK FRE T £ gy p R
Bl

¥ [Next] 758~ — EI °

:EEHR%E 1l

'F{' I[E{”‘@j\ Tgﬁ =3 **H H[JL}S“PK, c,JrAi;ngUp UF o HI Eﬂj‘ ISPV B R
s&ﬁ[

i/[lqﬁa‘ﬂ 11-2 5 o (&1 2 007 | Identity Manager I H[[Rg &g 1 [ 1o P98I - By

SEIE e pﬁap%ﬁ; 12 9V [Rule Wizard] EE*’E 1 [Next] ?VF{*J%JE”;F%* IRF2

*57336 FIAY rlﬁ'p' PRIk B IV T.Ji* HIPVREI -

11-2 %ﬁﬁﬁf’é*ﬁ%ﬁ : E?th-'ﬂﬂtﬁfﬁ‘fﬁﬁ

Audit Policy Wizard

Wiould you like to create a new rule by using the rule wizard, or by using an existing rule?

Select Rule Type % Rule VWizard ¢ Existing Rule

Back |M Cancel |
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EHVER B ARA
SEIVHIEE > - ™ [Existing Rule] IJRERE SR & & 7 Frppepl o Rk - 3
[Next] I'| b ™32 50 [0 || ¥ FV Pzl e %ﬁﬁﬂlétﬂ Fl

f¢-[Rules] ;ZFIE P EVE P9I > JRihy [Next] -

E§J f I}Ix

fimeE i/['%\[ E[FikE T Identity Manager VA £/7% ?F E
5y 329 FIiv r%ﬁ ARlGE N Fl ez g ’L‘FET]i‘LETJJ[[’”thE'[JF]'

1EhnR Al
[ 1 gt PR S T S R o R RS R e 3 TR
IR o s PR (A e 2 I % e -

U 41 G- [AND] g% [OR] 1RGP » ¥ Bi 51 s
%JE[U W!&Hf ~ [Remove] ©

IEI lﬁﬁﬁfﬁ El” ILJJ‘I 7[0[‘%—1 = {‘j_‘l‘[ Itr'*" true E 7 %Af i3 '*'*E[ 151{%] fﬁl 5| AND/OR
T tj‘ifJEIH., =i e o ] |H| IR E ff,]gl[ {*:J:)f\ gl":flkr'{, true > 'I"VHX""J H::LI' Iﬁrf)
true Identity Manager {& &/ amf“f [F‘I £% true AV PIE o B ( IE' F{, rﬁ]yéﬁﬂ A*r IFLI

£ true Eﬂj‘ ) e

*"‘Hﬂ?ﬁﬁlf’ﬁiﬁi
IPU I[E{_lf 1&‘3(/%[@[%*‘?%&!?%@&11 CRp L T MEAA o P T (R
ST U%ﬁ*‘?'m&‘% [F » Je1 7+ Identity Manager [* [JREVfi 1) -
11-3 APk | VST (AU
Audit Policy Wizard

Selectthe remediation workflow that will be executed ifthere is a policy violation. To set remediators and escalation timeouts, select the Specify Remediatars aption.

Rermediation lﬁ
Waorklow Select.

Specify
Rermediators?

Back |M| Cancel |
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I%) Flig st v 7 (e puey o %xrﬂ 332 frpy T )}H
T [EfiAHEE T Identity Manager | °

Tifedp RIS Eh i@ﬁ'?%ﬁigﬁ N %H* " [Specify Remediators?]
Eﬂ'][”“’f‘j}q‘/*ﬁ%&ﬁ [Next] - }{ﬁjﬂﬁﬂ— [Assign Remedlators] FIFT o Y4 350 | =
HHL > Hl] [Audit Policy Wizard] }%3?’ fi-. [Assign Organizations] 5%

BAAREEVETE 8 MG

YN ESE VRS o [ ||E#¥EUT”%£J_[P§VE fsBE A :JP’I;W BRI AL ERViE
Supwn PR ST
ISTRE f“'ffl &z D (WY 1A ST Fgﬁd&ﬁjﬁ/% ° I’ﬁf’ﬂrﬂﬁmatﬁﬁﬁ ]
P (ERA A ETIEIF' Il ﬁﬁl#?%n"% LA o PP =1 2 S A
PRI 27 1 {B'[ SI-H b SF[H“E » [I[] Identity Manager 5 ¥ ¢ Hiag (&7 rir i RS RN
2R o [E ﬁ' 5Y 1 AREY BT 2 3% (5 T8 L] R TR ph a5 [H"Eﬁf
Identity Manager } ﬁ“f;ﬁf_l?’érﬁ B fET-H -

[A551gn1ng Remediators] fl i’ 22 T PP [EGE IV IFE %E}@ [Next] I'] .j;fF’[ ”F'
EEAEEE N 4“%

& 11-4 FERD PRSIV EY 1R S

Audit Policy Wizard

Select administrators and timeouts for remediators whao will be notified for each policy violation. Ifthe timeout occurs, then the violation will be escalated to the next
level of remediatars, beginning with Level 1.

Configurator

Level 1 Remediators < Escalation tirmeout I Days ¥

AN AT LLTF B UL SRR AOAE AR
(P00 105 5 R o SV R AR
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11-5 iﬁﬁﬁ]ﬂﬁ*ﬁ%ﬁ: ;r’F’JL;f';I;H i ﬂ
Audit Policy Wizard

Selectthe arganizations that will have visibility to this audit policy.

Organizations: Awailable To:
Top:Auditor Top

Top:newory s

Toptest .

[il organizations e

*indicates a required field

Elackl Finishl Cancel |

?Hﬂ@j ﬁ[?ﬁ/ E ™ E’f 137 i ) - [Compliance] 455575 Tvf [ﬁ ISHl 1 o

EFAR RIS TR A
P (3 ee?u@ﬂ | [Audit Policy Wizard] f[1fi¥ [Rule Wizard] 3 Fig = I » %}%%
it p[r,ﬁf 73 Fl Ve leﬁ%ﬂ:[[ﬁi}l Y o

ﬁi%*ﬂi’i‘ﬁﬂ%ﬁiﬂﬂu
HE) R *j" iy }‘”[LI*TP 4> 5% Identity Manager &= I H[[[Ff - i
Iid’J l T\E'j E: [“ ;E;IJ ﬁ&ﬁ? T pA T “)}‘wﬁlx_%lg'ﬂﬂ REH Ui xﬂﬁgﬁﬁ

FE] %‘T 2.7 Identity Manager || [Review Policy Vlolatlons] glle[ o

11-6 W‘*ﬁ' e %E[Jﬁ“*ﬁ
Audit Policy Wizard

Enter a name, camment and a description far this new rule.

Rule Mame |Accounting Review: Rule1 i

Description |

Comment |

*indicates a required field

Back |M Cancel |
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By YR e = pusH T A" I fi Eﬁ | Oracle ERP responsibilityKey 1% fifi
Payable User 2% Receivable User ’Eﬁ’li@ﬁlllﬁl HIH o BT )7 [Description] A 5
i * )9 BRIRREER Payable User Recelvable User HERYFERE -

7] [Comments] it 414t £ BAIFIOIT 755 -

ENRNZRNER

(o BRI L)
R e

EE”V Oracle ERP -

R < 5 (9 G 4 PSR
day @%&eliweﬁw -

B 11-7 FEAD PSR < SRV
Audit Policy Wizard

Selectthe resource that will be referenced by this rule.
The audit palicy wizard will then use the resources attributes to create attribute conditions.

Resource IOracIe ERP 'l
Elackl Nextl Cancel |

WEE 92 R SO LS ) R -
Fir PR S %ﬂ"* Bl T Identity Manager Resources
Reference g

¥ [Next] ="~ I o

B RARTH

P SR PR R PR

Oracle E llresponablhtyKey T fifl Payable User [IU{f" Il 5! 7| Receivable

User 'gff:fifi -

1 F RS DRIV ] S - BT @ o SR e

2. (EEPIGEIVEEE I o FPSPOIRET g = (S%0) ~ = (PEH) ~ < (] 47)
<= JE"F&T?‘)\>(“UJ"‘) >= (A T‘LJJ‘”) true ~ null ~ notnull ~ '] ¥
contains o &SEHIFEERAYE Y > (ST IET "EJ’E";}’Ii [FyES /%E?HI %3V Contains °

3. ﬁﬁa’?j“ FZVAYfl o B (/[lf,Jﬁr]%J‘* Payable user » H[[[& xj}‘EQ‘—_Ef ~EJ
responsibilityKeys /g4 ffi Payable user [V Oracle ERP ffi ™|
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4 ( i) H— "~ [AND] %Ig, [OR] :LEEE.T4 r +€n-1|:[{d4 g «}_j;_f HpyEka = o

M-8 AR RV S
Audit Policy Wizard

Using the attributes defined on the resource, create a list of attribute conditions. The rule will return a Boolean value that, if equal TRUE, will cause a policy violation.
Conditions can bhe AND or ORed together using the AND and OR buttons.

Select Operator  Attributes Condition Value
r |respon9|b|InyKeys =l |contams =1 |Payab|e User
= Jano =] [responsibiitykeys ] [contains =] [Receivable User

AND | OR| Remove |
Eacklﬂl Cancel

I%wa x[pr‘ PEEfiT o G g *B%zﬁ“?ﬂﬁ true » ﬂ[ﬁ’ﬁﬁ[glﬂﬁlmml TRUE ffi » 540
F PP -

fimsE Identity Manager 13 f£4[I[[ % i#lﬂﬁ‘ﬂ I 2
PPER® (s s A AND [E¢ 71%4% iﬁw OR (=% - i1 » R1
AN R2 AND R3 or R4 AND R5 (R1 + R2 + R3) | (R4 + R5) -

R ST (2 PSR PR XML

RisEEs 11-1 Pt VRS XML gk (]

<Description>Payable User/Receivable User</Description>
<RuleArgument name='resource' value='Oracle ERP'>
<Comments>Resource specified when audit policy was created.</Commentss>
<String>Oracle ERP</String>
</RuleArgument >
<and>

<contains>
<ref>accounts [Oracle ERP].responsibilityKeys</ref>

<s>Receivable User</s>
</contains>

<contains>
<ref>accounts [Oracle ERP].responsibilityKeys</ref>

<s>Payables User</s>

</contains>
</and>
<MemberObjectGroups>
<ObjectRef type='ObjectGroup' id='#ID#Top' name='Top'/>
</MemberObjectGroups>
</Rule>
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FRIEARIH SR A 2 - GEV R © SRt [Remove] -

¥ [Next] I'[35@# [Audit Policy Wizard] » $ » Fpl 1l = g & gt I IAY

FRATEE P > (L R P

HmEETERL SRR
AR PR LA [t

o FHTE IR

° ?ﬁ}gﬁjﬂ [MF:JEIUHHV@B{[U% S ?ﬂ
. ﬁ%ﬁ[?ﬁ flt s FE'ﬁB"FE[;fd,jéﬂxjfﬁ;}ﬁE\gj:
o RO (A

fmEE SRS B

it [Audit Policy] £/FE4df HF— ™ fqﬁlg’? eI EJ[JF[‘ 5 [Edit Audit Policy] gll}l °

[Edit Audit Policy] _E B Mlﬂﬁﬂ?ﬁf o PFIFU A ﬁﬁ TR N B -
o NI I

o

o T[RRI R I

11-9 [Edit Audit Policy] FIer : =4 H|J 6 ik

Edit Audit Policy

Policy Mame  Division of Accounts Payable and Receivable

Description |Checks that AP personnel do not have AR respon

Policy Rules
Select Operator  Rule Name Description
O |Dwi5mn of Accounts Payvable and Receivable:Rulet j
r IANDj IDwismn of Accounts Payable and Receivable: Rule2 j

ﬂl Remove

=] 1?% Ikt 1)

o S CPRAIR
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o FHIBHIE

fisE [efn 3k @F' IFﬁFF S ﬁl}?ﬁﬂﬁi%ﬁ L %]F{l“ Identity Manager
IDE 7 XML fﬁ? B 5 ’*r E‘rﬁitﬁ '[J ’Zﬁ&}ﬁ *l Eé‘ Identity Manager -
R LT BT & o BSOS -

HREBTEZ RIE 2 B FGHEA

Al EETVRRE Lo St e A rﬁg{ [Policy Description] fj s #1 [Rule

Name] fgfb -

1€ SRS P Y PR AR AU

Fo- I EE FIp [Select] #4:  Ricky - ™ [Remove] ¢

g BB SR

= [Add] S Pffp S TR e Z T P oo o o

S ERRERRNIRA

% [Rule Name] 1 » (82 BT IV Prpp) -

EIEE =R
[ 11-10 &g P B QP B IS TR P S T H I
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11-10 [Edit Audit Policy] FIffr © §75T 4

Configurator

Level 1 Remediators < Escalation timeout |15 Minutes 'I

==

==

Configurator

Level 2 Remediators = Escalation timeout |60 Minutes 'I

==

==

Caonfiguratar

IERS ~

Level 3 Remediators = Escalation timeout |60

==

==

S IR i)

o PEREIRERISISTY -
A -
BRI A

TEE EFET ] R ST e BB P
B S SRRV ST - [P PE - ST -

Eﬁﬁiiﬁ@ﬂ#
?Vl_}Eﬁ il R |&ﬁ? il o IJI_}Eﬂj fifl £% 60 53 &

1E1E T{EmAZERfA R =1
q«gﬂ 11-11 &= ‘J'Eljg{“t@%ﬁﬁﬁlﬁﬁ ST (ERA ARG -
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11-11 [Edit Audit Policy] FIjo1 @ ST [BfA

Remediation I—Ll
P~ Standard Remediation

Qrganizations: Available To:
Top:neworg Top
Top:test - Top:Auditor
#:
[il organizations e

I E S i )
© R NRBEHEHEI L (A
o R TV -
SERNT R

[,E,[@Equgbﬁiéu_ (ERAE - ST SRR I[Teewvﬂl_k: (A - (R
T t"%%ﬂ U?‘J’I BT (A -

fimsE MR RBBERRBIEEEM LERRE - AN EEERIEERTAE
& -

Al SV RES T (  SRiih-  [Save] -

15BN B PRAAME A TT 1R 1
PR P IR PR S R TE

M BRFEA% o
AR P e > 7 JféfEﬁﬁgﬁfﬁjﬂﬁﬁf&@ﬁ“ﬁﬂ%WPJ'Jﬁ? :

E‘: = [Manage Policies] I' /) J¥is i » 11" f§-/7 1Y [Compliance] Bh iz I Tt
]EZ’[F ﬁﬁ}%ﬁﬁﬁl %'i F;ﬂfl ﬁﬁjl:lhﬂjgvﬁlm [[ig ’H{'&ﬁ * [Delete] -
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AR R E TR EE AR

0 A B S S LA AE Y PP R et

HHEBIETTERER
Frf B RIS GO TGS S A -

<block trace='true's>
<and>
<contains>
<refs>accounts [AD] . firstname</ref>
<s>Sam</s>
</contains>
<contains>
<refsaccounts [AD] . lastname</ref>
<s>Smith</s>
</contains>
</and>
</block>

fei%8 : 7£ Identity Manager N EIFFE N EIFE TIERRZ ©

JFE§J ulj-lﬁ’ subtype="'SUBTYPE REMEDIATION WORKFLOW' Ff|HI§T [ [&fvu (Al

FlTe Jrpyes 3%[44 ?}’IFIF' [PI54% % Identity Manager /i p[HIf* =R o
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1@@% n?ﬁ r IE[FI |4v £ f’l @ ﬂf‘ﬂ}ﬁl[,@F £ EJ?F'[\_ F'
SRV flE S zﬂ[n E'@F
EIFZ,I}“F'[ LR 75'%]3 . %ri [Accounts] 18 #5}[13# %V [Organization] » R fE-
[Assigned audit pohc1es] HHIF €Y '*‘Tl 0

e L R RS S T [Accounts] AT 1P [User] - SR - I'EIF'
?&Eﬂr ?‘[Comphance] #J;%T 1§ [Assigned audit policies] § TE‘ﬁ' [ ?V'V‘VH

R R AR S

B A R RO - 1 T R

i E B AR

ARG A A 32 ,ﬁ*ﬁ' I - R ﬂﬁ%ﬁﬁ
;[E&J,ﬁfﬂ A > BV tﬁlﬁl I f&”‘ﬁf T
iS] [Accounts] Tk iﬁé—j , FI*JF* i o

[E#4T I 1§ [Server Tasks] 15 55 ﬁé RS ﬁf‘n{fﬁ e

T 1§ [Accounts] Eﬁiﬁﬁ’ﬁﬁlﬁt‘hﬁl“ =S A JFF'}FI ﬁ%
#— " [Accounts] f&25 -
2. it [Accounts] yEHT1 » =)™ £ [ -
a. EIV- [WEy LR o IR lE[User Actions] Z7FE HIF E TV [Scan] -

b. EIV- [Why 2R  JRE - [Organization Actions] 2 7FiviE #1522V
[Scan] -

i ER{HT [Launch Task] S35 158 3 11-2 A I 0 7 | B o
[L unch Task] FIT 18w (y] «

-
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11-12 [Launch Task] % FfFﬁJ i
Launch Task

Enter task infarmation, then click Launch to run the task or Cancel to return to the task list.

il Report Title | @

[l Report Surnrmary |
Selected Users  dsmith

Available Policies Current Policies

mare policy

Qracle ERP Policy 1

COracle ERF Palicy 2
Audit Policies  |Oracle ERP Policy 3 = *
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11-13 O PR
Run Reports

Selecta report type {dentity Manager or Auditar) from the list of options to display svailable reponts. To create or run & report, select a report type from the New... list of options. To edita saw
torun a saved report. To sortthe list of reports, click a column title.

HepunTypelAudilurRepurts j | Mewy, j

T | RunReport Download CSV Report | Download PDF Report | 4Report Name Report Type Summary

O M Download | Download | All Access Review Summary Access Review Surmary Report | Lists surrmary of all Access Review
r ﬂl Download I Daownload I All Audit Policies Audit Policy Summary Repart All Audit Policies

r M Download | Cownload | All Compliance Yiolations Winlation Summary Report All Compliance Yiolations

(] ﬂl Download | Download | All Separation of Duties Violations Separation of Duties Report Lists all Separation of Duties Cormpl
r M Download | Download | Default AuditPolicy Vialation History | AuditPolicy Vialation Histary Default AuditPalicy Violation History
r ﬂl Download | Download | Default Organization violation Histary | Organization Yiolation Histary Default Organization Violation Histor
- Run Download | Download | Default Resource Violation History Resource Violation History Default Resource Violation History

Report Type | Auditor Reparts | [ rew. x| Delete
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=

o HIVRRBIRE T
> RIS

o AR

o SRV

o AR TR

IR

o AR

o EREAITFRIA

o TIETEET
o PR

ﬂ%ﬁ%ﬁﬁ e I ﬁ?f | %ﬁi“ﬁ SO O SRS T [ 5 P SR e

B T IVIE %%ﬁ CH PRIV -

347



ﬁj >, E'E"'T %F ] [ff.‘:_l/ 1& ’ I'L?,\FIJJ} :

o T ,]Ej & — 4~ " [Run] '] [ﬁh*% o Identity Managerj
(T O W@%E%H S (TR e 20
G

o I—Q'—J‘% I EL & [Save][h@u*ﬂyi[ I_g'*%rl'& ’ L IZI [J [Run
Reports] glpl(ﬁ%f](i?i )#j@ﬁm"uﬁf

{§-[Run Reports] Ell}liﬁﬁiﬁ‘r IRl % - [ View Reports] 15 257 14
T -
o I RREECE pURR o FiEREET 208 P TREEE L -

(EREER S

] AT YN 0 Identity Manager (S 17— (I PVE foleYk o ') =
" Identity Manager [ST-FH-flu7n 3 ¢

* R

o ST S E

* BT

e ffi"] [Remediations] F1}~1
. WS

o R

=
=

® JFFF jf'sr IEI Ltﬂ
o« T
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User] FI=1
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{£FH [Remediations] BE

VT (R JREGETV Identity Manager |1V [Remediations] A5 > ') %V
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o ENPI- [BTHPVE Y 678 F’ﬁﬁﬁjiﬂ%fﬁfﬁﬁﬂ* °

o #IV [All Remediators] fi' Kim! e j&ﬁ’*"%?ﬁ o

Edp J%)f&%ﬂ:ﬁqﬁ I rﬁ £ ﬁér?j\p S =1

o HREE ;IR B

fiaa BIEIGTR B SRS RS » LA EFER [Remediator] 4 o

o Bk FFP BH jwjgﬁ]‘p - m%j\ BEZ Ml p1 % %Edﬁ?lﬁiﬁ_itfjp'zjrlé‘j;pg}
B ik it

o EOREE: SRR R -
. BE: ﬁﬂ@$wﬁﬁﬁw
iR S ST AYEEK

F o =R Y S r%*ﬂ‘ ﬁ%% ™ [My Work Items] f255 » §Rigiy—
[Hlstory] *ﬂ?%( _{%I F}{ﬁj%lﬂ j\_‘HIJ ['TL_IE[J ]l!: [El Eﬁl

Ry J%Jf? (f AudltLogiB ) FT,ul |é€i~ﬁ%j‘ﬁ’l@,"ﬁ B
e [Timestamp] : ?ﬁffﬁ%ﬁ‘lﬂﬁ F 'EIEI%?E\JT fi]

*  [Subject] : SRR £

e [Action] : ?ﬁ?ﬂ%i7 o diig rﬁﬁ‘j\

e [Typel: 7]\@??# ComplianceViolation

* [Object Name] : Ariit ’C'Elfﬁ?ﬁﬁﬁﬁﬁ 1]

*  [Resource] : H{f {ST-H[9[H ID (¥ # [zt N/A)

* (D]~ N/A
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e [Result] : ﬂ\wi?Fﬁ Success

- %JFF‘[H IEIZ’JE\H]‘ F'E?J@F%IF[‘ F'ﬁ]’?? [Audit Events Details] FI[1

[Audit Events Details] fI - i#H Ll%‘ﬁ?ﬁ%jégfjﬁlr%g}% ) Ep;cﬁ %gg{fgg]g‘vyﬁ&;;}ggjg N
Eayie

(ORI ) § 2 Ry ot -
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- "~ [OK] Fi‘i’%[f[' [Remediations] FI1

¥t [Remediations] ZRHRIEEKETTHERF
EOSNEE 2 %ﬁ@@iﬁw [Remediations] %frﬁﬁﬁﬂ JF’*, o - N Np R
B P N AR p SRR

¥ F%f [Remediations] @gf['ﬁ'sJﬁﬁl'%j*g'ﬁ;#mﬂ ’ ﬁ% :

* - [Remediator] [RHFE FFAIU S TS o

o Hb~ T [Request] (A ([IF 2 G T AAL -

* #i " [Date of Request] [ | IV i B - AA

e #— ™ [Description] I'Z"‘ﬁ%ﬁ;%ﬁqﬁfﬁ“gwgEﬁ)’q‘g#'ﬁ"?‘ﬁl ’

*fe1%f [History] @%YH'F'U”%Wﬁ%ﬁ*i%F’#m” ik

e~ " [Timestamp] [T | 1R '&}ngﬁj‘#m%‘#ﬁ ’
- [Subject] (MERIFHT IR E £ R Z A -
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o« H- [Obj ect Name] @.;E@Emﬁ]glg ’E’,*EElfiﬂ"EJ’"E’i',qs};Efga,iffﬁ o

fiaE [Type] - [Resource] ~ [ID] ! [Result] ﬁﬁfﬁ%ﬁ%@ﬂﬁw fifl > PP
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[&Fr '} f§-[Remediations] 1" IF/ [Review Policy Violations] 1“1 EPJééﬂ XA o

1 [Remediations] BEHE
F el [$-[Remediations] glpm&rﬁ%ﬁfﬁa I%SEA ﬁ% :
1A M%w%wo
o ?ﬂ'F IFF‘/ %l'ﬁ ISV 5L T By J%ﬂw
o l!,* %‘ﬁ@ﬁFJFIIFI\]ngﬂJtF'J;? I i JE%F‘HI/“LI' JF»’T*JFI%TJ; .
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Enter mitigation infarmation for the policy violations
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[i] Expiration Date I— I— l—

*indicates a required field
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[Work Items] 1Z%; » [Remediations] F1Z%;

[Work Items] 1£%; - [Remediations] F1Z%;
[Reports] f2%; » [Run Report] F1Z%

[Configure] Z%; » [Audit] FiZ%

[Configure] {Z%; » [Audit] FiE%

[Security] 1Z%; > [Capabilities] Fi1Z%5

[Configure] {Z4; » [Email Templates] FiZ%
[Configure] 1£%; - [Import Exchange File] F1Z%;
[Compliance] Z%; » [Manage Scans] FiZ%;
[Server Tasks] #Z%; * [Run Task] FI1Z%;
[Compliance] 1Z%; - [Access Reviews] Fi1Z%;
[Server Tasks] {Z%; ' [Manage Schedule] F1Z%;
[Compliance] £%; - [Manage Access Scans] F1Z%
[Compliance] iZ%; » [Access Reviews] FiZ%;
[Compliance] 1Z%; - [Manage Access Scans] FiZ%;

[Work Items] 1Z%; - [My Work ltems] {Z%; - [Attestation] F
L)

[Reports] {Z%; » [Run Report] F1Z%;

370 Sun Java System Identity Manager 7.0 « &IRi5Rg



ZH 12

AL E%

4 F17P] Sun Java™ System Identity Manager %’FZ SRR ?ﬁ'ﬁi@]i [ o EYFVE A
L

e
Identity Manager Iﬁﬁ? (B }ﬁ ?
a#H

TR AR

BJGLF%W?[%‘%E&

fFU HIE [FEIT;ﬁ fﬁjig;c

371



i
Identity Manager %ﬁﬁ Yk I Ji_jcl%%ﬁﬁzfi (e 4]‘ U EHPR S Identity Manager #7{F
S
Eﬁqiﬁrph (S % {5 P AR - PME%? Identity Manager =] f%w gl )

‘}‘iﬁ’iﬁquiﬁl%@[—w IHI *};ﬁ@ﬁ o A P‘fi' ?V%?qui
& l*r:t'% S R (e 5 ) it g % ﬁiﬁ?“'f [P

figex %E rAEE’—fFFH‘I TR H AR B TR AR i

|dentity Manager fE#%EARR ?

- %éﬁgr%%ﬁﬁﬁﬂ IPJ?‘}B Identity Manager 7 (¥ o {fIRL > E)E /7 Prre @ g (&

AR - Java AU S it -

5’@]% Identity Manager f B4k 2 I = oI IR

e [Provisioner] — & £% {7 ;@7@*“ port Ifﬁ Fu |i[r F_@éﬁﬂfﬁf‘j}q”#

e [View Handlers] — riﬁlq%ﬂﬁl