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5 2-6 Identity Manager Help

| Search Reset | % Online Help §© Documentation

I—Enter one or more search terms, select to search
online help or other documentation, and then click
Search. Click Reset to clear the Help window.

Accounts

Usethis page to manage Identity Manager user accounts and organizations.
User Accounts

Viewing accounts

User accounts are grouped in organizations, which are represented by falders (D). To expand
the hierarchical view and see all accounts in an arganization, douhle-click the folder ar click +
(plus sign) next to the folder. Callapse the view by clicking - {minus sign).

ldentity Manager users are indicated by ﬁ |dentity Manager users with extended capahilities

are called ldentity Manager administrators, and are identified by a Depending on your
administrative capahilities in Identity Manager, you can create, edit, dizable, and enahle
accounts, as well as change and reset passwoards,

Viewing user account details

To view details of individual user accounts, click View. The Yiew User page allows you to see
user characteristics and assignments. You cannot make changes to the user from this page.
Click Cancel to return to the accounts list.

Editing account information
Select accounts to edit by using one ofthese methods:

« Double-click a user account.
» Selectan account in the list, and then click Edit.
» Right-click an accountin the list, and then select Edit from the actions menu.

User account status
leons that display next to each user account indicate account status:

. % The ldentity Manager user account is locked.

. @The |dentity Manager administrator account is locked.

« D The Identity Manager user account is disahled.

@The |dentity Manager user account is partially disabled.

. fi‘.The systemn atternpted but failed to create or update the Identity Manager user
account an one or mare resources. d%hen an account is updated on all
assigned resources, no icon appears.)
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[Accounts] 2% - [Find Users] 5=
([User Account Search Results] = %)
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[Accounts] #2&; - [Find Users]

= ([User Account Search Results] =
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[Accounts] 2% - [Find Users]
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[Create User] =&
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[Resources] *2&
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[Security] =&
[Security] =& [Create/Edit Admin Role] &=
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[Security] 2% - [Policies] F2&
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[Meta View] 2% - [Identity Events] 5=
[Meta View] 2% - [ChangeLogs] &=

I o:
[Configure] 2% - [Import Exchange File] 5=
[Account] 2% - [Load from Resource] FZ

[Account] 2% - [Load from File] =

§72%  |dentity Manager * *% 53



Identity Manager “=¥

2. 241 Identity Manager /7 [“1 =5 %[ (%)

45 Identity Manager &8 <& 552 TS
=7

R R S TR
3 i ETHIE

ST D AT T R A

B =T

TH IR TR L
T BT

HIEEER S
Y FEEEIE

& Identity Manager “=#

Y FEEEE
BT g (B
Py

B Tl

%iﬂﬁ§@§L=

a7 TINENE | wEE
EIERIEHE
TSI ET &

TE 4§ S

BRI ETEHE

(85 55 - (BRI 2

572
[Configure] 2% - [Audit] 2=

[Reports] &% - [Run Reports] 3% g™ ~ #7557 HF ; [View
Reports] - ,‘*;;-i?':*'j—‘_* R o

[Reports] *Z% - [Risk Analysis] F=
[Reports] *Z%; - [View Dashboards] =

\

SER

[Compliance] 2% - [Manage Policies] =
[Accounts] *2&; - [Compliance] FZ=
(557 =R g - (5T
[Compliance] *Z% - [Manage Access Scans] FZ
[CEReE] 28 - [5I455E] F5

[Reports] *=%; - [Auditor Report] :=H|5=

\

RE)
[Server Tasks] *2%; - [Run Tasks] FH2&
[Server Tasks] *Z& - [Manage Schedule] FZ
[Server Tasks] *2%& : [Find Tasks] =/ [All Tasks] FZ=
[Server Tasks] *Z% - [All Tasks] F=

\

RE)
[Accounts] 2% - [Manage Service Provider Users] 5=
[Server Tasks] *Z%; - [Service Provider Transactions] 5=
[Service Provider] 2% - [Edit Main Configuration] F=
[Service Provider] 2% - [Edit Transaction Configuration] =

[Security] 2% - [Policies] F2Z

54  Sun Java System Identity Manager 7.1 e Identity Manager &=



7'3?3335?535—'ﬁ3§5?”
\\\\\\ . Identity Manager /7 [IAISH S YFAIUHR Vi o iR 5] S [ R
%[E’!‘E?Eﬁiﬁl Jj UH

¥ 2 e

ST T H AR

SY4F TR

5Y53 TR,

gye g TEVRIFE EE
7Y 7 rﬂifl ]

5y8 e ETE

739 §1 " PasswordSync
Y104 T =

Iy 11 i rf}@ﬁ?fﬂ[ﬁﬁﬁj

£ #

5712 i ﬁ}r, 5

\h::l[

V13 MARTHEAE AR
Bifs A Tlh 2
[ B Tl - [FEfEs

(88 C TSRV P

[ D I Active Sync & &

BT EIRY [Accounts] Bidsk > 2 HLA PRI TH IR
BpPE - o
S (K1 7 dentity Manager #77% -
eI == {2 Identity Manager fi2H E1A!
AT o
HEEFISR A Tdentity Manager l1E e PRIy
TRREAIT S BRI TFIFFJ
B 2 4
P R R < (R [y SO U T A
P E PasswordSyne 2 F R T )
Windows Active Directory 7! Windows NT Ffs |1
]Elfjﬁﬁfﬁf%@ﬁlé? Identity Manager [[Ifiv@I[fl#/
A 2 PRIl PR AP U g
A t?&%ﬁﬁ'nﬂ[mtﬂﬁb— fre
wif
el

’éLU

IR AL | R AR (e

B i R A P e

i Identity Manager }rFm | = fl 'F”?ﬁ e

B3 S ft[gg-@ 1 fid Identity
Manager ¥ [z o

O PR R IRE S RIS ) R
YR

PP 7.0 Vi 4 i Identity Manager [ H
Fl 1T *5 I

’S},Ll

§72%  |dentity Manager * =% 55



56  Sun Java System Identity Manager 7.1 e Identity Manager &=



~J'.I$
w
i

(&
| =
ik
3
\r
E

# fiE % Identity Manager F72E!£1 /7 PRIl M B PO R A o (ORISR
Identity Manager [l | HA[RPEFE T (&> & TF[

FTJ’FAIEI P IH RS R
TIPS (5] Bh i
IR M =
FY[RE

R IRBEEA
R
E}Eﬂ@%ﬂ L
R REE S

;FEIT ﬁrj T“‘:\“”F"‘Eﬁthl I“

e eE L

M= kL }?’t

Identity Manager #£[[=#HY (= * - Identity Manager £5.5 {fl

B 5 /”*wH lﬂﬂfﬁ%ﬂ [Filf59 ffl 7 [t Identity Manager =) ] -

i ERVRLES AT [ s
Manager ;5 ffli*'|

44
it

Pz

1 FIEr (=8 A5 38) Ag! fj 2 [kl > & Identity

VRIS TG S



o FF
L 1K
o G

=yl

P2
(P DTR I B dss T E2 B H YR D ~ s * FPEAZA O Identity
Manager t&f‘%ﬁ% o i mﬁ&ﬁjﬂ oE I H s Jw "JVEJEW’FH JEE@:J (e TR =SRR E

T
L= LII%T Jg%f% E%FF‘WE'*‘*H AUy %F R RE £ 5T 80 FIfIY
HHIRSERRS S pelay e

Pl

™ ﬁ?ﬁ'%ﬁﬁgj [Create User] FIifi [Identity] W35 -

2 3-1 E R -
Create User

Enter or select attributes for this user, and then click Save

|dentity Assignments Security Celegations Altributes Compliance
[l Account ID *
First Marne LastMName

Email Address

Manager  Manager Is: ]
[il organization | Top v
Passwords
Password *

Canfiten Password *

AccountID | Resource Name | Resource Type | Exists | Disabled | Password Policy

Resource account ng_\mum Length: 16
whose password will ! ! Minirmurn Length: 4 _
be changed Identity Manager | ldentity Manager | Mo Mo hust Mot Contain Atiribute

walues: email, firstharne,
fullname, lastnarme

* indicates a required field

[ Save ][ Background Save ][ Cancel ][ Recalculate ][ Load ]
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Create User

Enter or select attributes for this user, and then click Save
Identity Assignments Security Delegations Attributes Compliance
LastAudit Policy Scan Mever

Attestation and Remediation Forms
[l attestation List

Mone v
Form
[i] Remediation List Fione 3
Form
[3] Attestation
Workltem Form Hong b
[i] Remediation
wiorkitern Form |02 he
[l Attestation
Remediation | Mone v

Warkltern Form
Assigned Policies

[5] Effective Audit
Policies

Available Audit Policies Current Audit Policies
AlwaysFailone A
AbveaysFailTwo

AlwaysPass

CohsgistentGroups <
CostPolicy

Id Account Accumulation
ldM Role Comparison ==
PurchaseOrderPolicy

[il Assigned audit
policies

Policy Exemptions

‘ Created | Audlit Policy | Rule | Remediator | Expiration | Comment |

Policy Violations

‘ Created | Audlit Policy | Rule | Description ‘ Times Violated ‘ Status |
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Update sharon_admin’'s Resource Accounts

Selectthe accounts to update, then click Save.

Assigned Resource Accounts

[] Update All resource accounts

Select | accountID | Resource Name Resource Type Exists | Disabled
resource
accounts AD Windows 20007 Active Directory | Mo Mo
to
update, RemedyResource | Remedy Mo Mo
Changes
Resource Account Id Attribute Old Value | New Value
AD lasthame Hasting
AD fullname Sharan Hasting
AD firsthame Sharon
Lighthouse | sharon_admin | fullname Sharan Hasting
Lighthouse | sharon_admin | lastname Hasting
Lighthouse | sharon_admin | firstname Sharan
i . AD
Lighthouse | sharon_admin | resources R eiTee

[ Save in Background ] [ Return to Edit ] [ Cancel ]

F|#F— ™ [Save] I'| 3y ‘E’fg{]'ﬁ\ fHF— ™ [Return to Edit] '[! R1:&—~ HPV@R) -

H =& E ([User Actions))
[Change Organization of User] =" & [&1E] ! ] J?F] ERURE RS PR 0 IR

e Or
R R E e CES i
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ORI P B PR T AV (W T RS R [User
Act1ons EﬂHI E IV [Move] -
=¥5 % ([User Actions])
-4 FJF; ?';Q?FAH 171—5 PR (WAL - T ST Identity Manager
- DRSS o R G H Y Identity Manager [[R5E > f PR €
g pﬁ%*sm g mnﬁ R
TR leig’rﬁﬂ [,,jJHu ) %ri(‘ja?l FIEE VI 5 =95 9Ri% 1§ [User Actions] JEHIfl1

# TV [Rename] 1 -

Ly 10 10 O SRR ™ | 7 AR R £ e
Hpy Identlty Manager [[<5¥ 'T,J FUe R =R
L S R L PRREE P € -

Ops [T 7 [ 4 Y Active Directory WY - ) £ - 2 TR
* Identity Manager {fli™ | H[|=5f £/

e Active Directory =¥fi[=5 £,

* Active Directory TrF/gf|% (SLTE£/7)

3 35 fil%‘f'ﬁf” 1
Rename User

Enter the new account ID, then select the resource accounts on which the ID is to be changed.
(Select Change all account names to change the IDs on all accounts.)
When finished, click Rename.

Current
Account  witestt
D

Mew
Account |\-’test3 — Enter a new account [D.
D

AD

,— Optionally change the
associated fullname

fullname |viki test]

attribute for the Active
Directory resource
[~ Change all account names assiged to this user.
Select
accounts | Mccount D | Resource Name | Resource Type Exists | Disabled
onwhicth 7 wiest Identity Manager | Identity Manager Yes Mo
0
change | [ vtest? AD Windows Active Directory | Yes Mo
.

~m¥
w
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3
R
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0
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M
I%

67



68

fe R {2 4 R [L'jjﬂ‘EIE&FS‘f,ﬂﬁ%%’ NN lfglE'J?ﬁﬁfgiikf?Jﬁ" Identity Manager 59
FREIOTRRRN
LE S SRR E I AR A RS O )

= -

rET G

Ink

=7
Tl T R
[Disable] -

T HE 19 [Disable] 11 - SEIVEIE FU7E[EN > i~ [OK] - Identity
S 2 RIS - (FE

Manager &= {f:'| Identity Manager {ji ™| #][=5
THHTRA U H R
q%ﬂ 3-6 Fif¥] " [Disable] FIr =1l = |pY= -
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Disable Resource Account Results
Attribute Value
cslewis on Lighthouse
disahle true
Workflow Status
Process Diagram
start Resst View ||---NewAdi0ns--- || User acti
TI | name 2 [Lastn
O - 3 Accounting[1]
Disahle O €0 cslewis  Lewis
- ) Adrriinistrator
L - ) Configuratar
Twnl Reszet Yiew ||---NewAdions-- L”---UserAdi
vaisionl Account shows as disabled
EndevisionI
End Disahle
|
e LEEE LI
& Al (5 Ryl FS % it Identity Manager ffli™ | =5 -
T g W E TV 2 0P R IRE M- [User Actions] i& #1127V [Disable] -
L E ?ﬁ’f@iiﬁ%@ﬂ L0 R R RSR[5 W IHIEJ“ J??’ﬂli
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2 &R 2 ([User Actions] ~ [Organization Actions])

BR[O FEIARS o P T D R ﬂsﬂ' |9 » Identity Manager
o 2 PN - BUSEVIOEPRERT G R R R
=
ik

o

P EE ™ TS GBI AP » SRR R P g

£ E7 HE ESET

TR R %ri(**?ﬂ HIE TV IR SR 1F-[User Actions] & H1 1:E
[Ena le] -

?i;,%g FJ[Enable]ElEl B BIVRIH Ui SRy~ [’[i“ﬁ_:—L] Identity Manager
FI "] Identity Manager [R5 7\?2 TE'FTJ? FRIRBERYAH N

[ W’J\HﬁJE Sk JF‘J p‘/ % (i Identity Manager fli ™| #[[=5F o 7 7& #1122V 2 fftffl =]

H=SE > Sk [User Actions] ?f frl &Iy [Enable]

L= By ISR SRR i B H[RBAR > L [T #:JWIE:IF' [
LSRR - FR T S 2 0 2
HERR

2 &R E ([User Actions] ~ [Organization Actions])

T REE e Ident1ty Manager 7 fﬁl;@?ﬁi[ﬁl“ ﬁz&*ﬂ‘ﬁlf AU o @{[EE*EE&@%

WF' JE'%@‘% RIS P BIPRS00 - S

. ﬁ“ ?@E‘Eﬁ CERRT R

o a:TE & [g‘/ eRHE E TR Jﬁ@ﬁ'[fﬁﬁ;l?&}'fﬁ? T[Jf‘iu_ Ffi
R HMJHI * { [Find User] F [l

E"ﬁf’?ﬁﬁl'ﬁ' VRIS TS 2 (P

Er%@ﬁfﬂﬂ B - (T

SRR ORISR FU R IR F R

o RUETE RRIRSE > B G o 2V R -

2 EE *1%?*

i RO ERSE G T GEIVIREE > 1 [User Actions] fi§ 1 LEV
[Update] -

T J:[?&,E}ﬁqg&p FIRTE [E'
R o %nari%l%#m
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T REERIRSET I IV RS 2RIV > 2TV [Update All
resource accounts] I'| RIFTHTE | = HE LU © 7‘1‘“’;{’" - [OKI T 'Etfiﬁl

P o B9H - f— ™ [Savein Background] I I"E%ﬁﬁﬂﬁfﬁﬂﬁnﬁﬁiﬁéﬁﬁi o

FE ! pl%’?Pngiﬁ* ) e pIpverR -
[ 3-7 B RIFTERIRSEE 1 o TRl > Lighthouse % [ff Identity Manager

& 37 PIEre IR
Update sharon_admin’'s Resource Accounts

Selectthe accounts to update, then click Save.

Assigned Resource Accounts

[] Update All resource accounts

Select | accountID | Resource Name Resource Type Exists | Disabled
resource
accounts AD Windows 20007 Active Directory | Mo Mo
to
update, RemedyResource | Remedy Mo Mo
Changes
Resource Account Id Attribute Old Value | New Value
AD lasthame Hasting
AD fullname Sharan Hasting
AD firsthame Sharon
Lighthouse | sharon_admin | fullname Sharan Hasting
Lighthouse | sharon_admin | lastname Hasting
Lighthouse | sharon_admin | firstname Sharan
i . AD
Lighthouse | sharon_admin | resources R eiTee

[ Save in Background ] [ Return to Edit ] [ Cancel ]

B2 ”,131,%%’_
L Al [ﬂ Eﬂj‘ﬁl%g’rpx [FF‘/ %[ Identity Manager IEIF' =5k - riFETEJ' FIEEIV 2 ]
Hi=HE > hxE[User Actions] (g?ﬁ' [15£5V [Update] -

L g SSE RO 2R R IRPER > REE IHHU@(H@” =S
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R &R 4 ([User Actions] ~ [Organization Actions])
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G W 2 IRERRRED It = [0 IHpYE }Wnghthouseﬂ SRR B

SRR P PR IR s R

&fﬁl" ﬂ%xﬁ '%ﬁﬁ:j O ,u, FHREEVE Ve J&Jﬁj R TR ELES ] Identity

anager " [0 /i 2 (EIJ?"] IEIF' H AP EEEE 1 [Forgot My Password]-Identity

Manager IDE ~ SOAP #1= R o PPN T [ P J‘E’Fﬁ]@ﬁ E T’F‘“}%@i}lﬂﬁl@ﬁ*#

Beqngeres - [P R T e [Forgot My Password] ItV (= {7 Identity Manager /& [#4
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T ol s LR % G TRV~ (RS 2 07 R IR S8 fE- [User Actions]
p\/ [Organization Act1ons ] & HIF 5V [Unlock Users]

2T (R E S (TS D)

f i = ?ﬁ fE ¥ fIF2% Identity Manager ffl 5 | [R5 ZV[Y % [ 2 -

o MIB® - Identity Manager H’—JJ[H?E‘HF %5 Hey glﬁlﬁjﬁﬁ?{aﬁ SIS - ’U‘JFFJEBQ
Identity Manager fjli ™| == TV e Ripvag -

. ?V?F]}E - Identity Manager 7 p IR ?{ﬂlulé}j EER F,E??ﬁ' [1 FEpEoe e 5
[ H AR e - “J%"FJ%E? i = H = VRIS < ARRRRYETRIRAR T
PP o

. ?V?F]iﬁ_,—ﬁ‘ Identity Manager %'Tﬁfrldentity Manager 1" |1 P ArE 5
gwﬁﬁlrﬁ S R [ =l

fﬁé i/['%fi VYF‘ zﬁai‘&:{_ﬁ EIF‘/EH@?F“” IJ%?ﬁiw’ﬁlﬁl A= > Fl
IH:_‘I I RIE R ?{Eﬂj (HRL °

e BRI Er s M EIVRHHSE - IR [User Actions] Y [Organization
Actlonsﬁ TE’IFI'H[ IR J{LJI’;{,}E}JI‘,:

Identity Manager &i=- [Delete Resource Accounts] FI]=1 <

2y [EE 2 1S il = /—?g;:rj—?'?d

I Identity Manager =] Jya#ﬂ[& eI %} [Delete] i 12 = 3
”‘V IR [OK] - F eItz = Iﬁ ErRIIERE %M [Delete All resource
accounts] 1 - JRfh— ™ [OK] -

B i e e G =iy #?'_

T el f¢-1dentity Manager fj ™ | H|[=EEZVIf] 3“’, ER IR ﬁ; e [/ %: [Unassign]
JﬁLf [Unlink] #8502 R B [OK] - 7 fet Viffifr &= fllevpi=ok %ﬁ
3V [Unassign All resource accounts] ;l\/ [Unlink All resource accounts] = ’]ﬁm}%
- M [OK] -
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Delete testuser2's Resource Accounts

To delete, unassign, or unlink current resource accounts, select one ofthe global options (Delete All, Unassign All, ar Unlink
All.

Alternatively, select an action for one ar more resource accounts in the Delete, Unassign, or Unlink columns. When finished
with selections, click OK.

Current Resource Accounts

[] Delete All resource accounts [ Unassign All resource accounts [ Unlink All resource accounts

Delete | Unassign | Unlink | Account ID Resource Name Resource Type | Exists | Disabled

Select T !
T Fl testuser2 |dentity Manager Identity Manager | Yes Mo
atccdoL:nis F O Fl 0000003115 | RemedyResource | Remedy Yes Mo
0 delete
andfor Fl testuser2 Al Al Mo Mo
unlink.
F testuser2 shark Al Mo Mo

(69 (Gl

e

[EF I 2 [User Actions] HIEIU [Change Password] 7 [Reset Password] -~ [I[]
[Edlt User] fI[* W@Elp‘/gl%’f R R E‘J?{'},‘ﬁ% o %Jﬁ%iﬁ&ﬂﬂ 80 FIfiy TEiH]
U I EIRSEES S -
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Identlty Manager 5515 iJ R[S L R R ﬁﬁ?‘ *HLEEIVIEE =YK > Identity
Manager }H afy= Jff:“vhﬁl B FUFRE |I=5F -

R R GRS AT 1T [Accounts] » JRiEE TV [Find Users] - [ST £
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User Account Search Results
Click a name in the search results list to view or edit account infarmation. To sortthe list, click a calumn title.

Where: MName starts with 'c’

Matches found: 2

] Last Name First Name Resources | Assigned Roles | Member Organization{s)

9 configuratar Top

| € Ocslews Lewis © Top:Accounting

Newlﬂl Deletel Deprovision | Unassign | Unlinkl Viewl Updatel Enablel Disahle | Movel

Scan ... | Unlock | Rename | Change Password | Reset Password | Audit Report |

MNew Search | Cancell

ol QM LN =

SR T Identlty Manager [R5 8= Bt 775 A2 (5 > 1] IRIF 08 2 (RIS -

&) ?SFEI*JJ‘ J R e

o PYIRR - IR T EAEI) IE; i T VOS2V (1] Identity
Manager [[R5F 45 'Tﬁ] I RS J fiit fj 2 | Identity Manager [[=5% -

o PIIBREEVIHEU - P e VPSR RRER > Vg A RS I U -

o [BE]- B ETEEIVAVYRIRSE o 2V [Target the Identity Manager Account]
SRR R 2 {0 2 ] PY Identity Manager [[=5F

. ?{F'J ?W'J e E’VEJ*H’FI[[J;@FOP [I'] Identity Manager [[=BFEL | S 22
¥ IFE' = Al [ H Y Identity Manager [[R59F -

o VIfERE VI - mﬁ IE“EFF’?‘ EIVRTIRIRSE > YRR S jf;emm i
Identrty Manager ] J;asFFF ,WE 31", & rf“if;’]lfﬁw‘* YRR - % JF/‘Z;@
i l;{&_’rﬂ PR T ﬁff’,éq\ i Identity Manager i F' HAf J;@FF [Erfr 1k ”Wﬁ }"[
e

. ?V?F]ﬁ_ﬁ FE[EERIIRE Identity Manager [ ™ [ H[I=5E] JEET” (HiA) © ”WFI
SR T @ R P2l R - I [ 33@5 Jc lg&*»m T F'ﬁﬁ
Identity Manager =] %]EIJ@"F o FIRIEe ?{Eijg‘}} ?“A &R e
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e e s S AR S O b e S R
1R e

RUST R B pofiiad il o 5 G B 2R [ o T RBFE E5RY [Find Users] FIF1
F%E'[ﬁlﬂ

(B SRy SHES (B R E\JJ‘? » ¥~ ™ [Download CSVI] U= R R E U5
= CSV /% -

B I

TR R % “‘Vﬁ‘/ﬁ?‘ fill > SR - j\fﬁs‘}‘#} Identity Manager %’7
?S‘m*l’wfp (B VR [ -

T ol B 4 R R (RIS ﬁﬁ'j@ [EFADE > Fif- (5 -

R S SE
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CSsv TF‘—L W S % [ﬁﬁ? &= EIJF = I ESESS Iz[ﬁljﬂjlgﬂj HHl e 91— = EIJFA'[
g €4 o ;'Jﬁﬁﬁp SESES ﬁhﬂ?fi’aﬁ Identity Manager {fli" | ~ ffli ™ | H Ve RREEHY
=G Y- (lE R B W’EF/EU ISR pu - f[ BB 2 Tl AT AR o
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= (AR (= CSV & * | ?Bﬁj: I e
o HEIH - EIJ 7 Identity Manager ffli [ #fY €7 -
. ?’F'[ - & i ,bT Identity Manager {fli ™ | "R TVVEh & o E 357 ijﬁ 9 ]

[ IDelete - []& E‘Wﬁ\ F“,’\_’ ) b?wﬁ AR R (p‘/) Identity Manager

FE -

[ DeleteAndUnlink - {J[#== V3l ey =t -

[Disable - {f:" [« W=7 (%) Identity Manager i< -

[HEnable - flsf HIERIIRSEA (F9) Identity Manager =5

[ Wnassign - Viff{F Vil =oE -

[ Wnlink - FVEAE e R -

[Create - @ Identity Manager [R5 o 222 {8 %= 5 - W= -

[ Wpdate - 1 Identity Manager [[=5F = 225 142 o R oprps iy pi=ofe
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it

[ CreateOrUpdate - J[I{\ Identity Manager [R5 [}L] TE&'E » B e
B RS

Delete - DeleteAndUnlink ~ Disable ~ Enable -~ Unassign #~Unlink 7= 5

¥~ Delete ~ DeleteAndUnlink -~ Disable + Enable - Unassign ﬁ‘/ Unlink E{*J f‘Eﬁ\ﬁJ? )

E%%‘?E%’E'@F%* %571‘ 1k fL [resources] - TEIE'JE‘}’?’FWFQ@FI‘?E@BMT ARy e/ iy i
SR R o LRE NI

o all - BURATE IR }‘ﬁ Identity Manager [[<5 -

e resonly - % E/[# Identity Manager [[R5E]"| It fiuFe JE#’FI[[E%’F o

e resource_name [ | resource_name ...] - &{Eﬁ'fﬁ{gﬁ%?d’ﬁﬂﬁ% o T,;“,T{u_'ldentity
Manager I % F] Identity Manager [[=59F -

PP RLE S gl 5 CSV ﬁ??“%‘ﬁﬁj :

command, user, resources

Delete,John Doe,all

Disable,Jane Doe, resonly

Enable,Henry Smith, Identity Manager

Unlink,Jill Smith,Windows Active Directory|Solaris Server

Create ~ Update #~CreateOrUpdate 7=

YN -7 #= Create ~ Update FY CreateOrUpdate ?’F}ﬁ  HII f@iﬁ?’!'?ﬁ’ﬁ:’ [user] =2

[command] b 94 - ﬁﬁ‘[l?ﬁi‘—_ [User View] fl1GFRSE o {2 [Foffdil €A RLgm 1

VT B A 2 o IS RE T S B A R P g ey %f‘fﬁﬂ " Identity

Mange.r T [ERA ’.%757{@?/.’_0 Z(IDF}JJEL_I'FDE'JEIFE—[TEIU R S Iéiﬁi}‘:ﬁ:fﬁl
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e waveset.resources - - f}}ﬁ}lfﬁﬂuﬁxﬁ Identity Manager [[RB[i9— {iFS % flie¥¥fi ]
IV IEH -

e waveset.applications - — ]J}Elﬁ}i—jﬁ Identity Manager [[R9EFY— [WRY 2 s £] <
FrL B
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command, user, waveset . resources, password.password, password.confirmPassword,
accounts [Windows Active Directory] .description,accounts [Corporate
Directory] .location

Create,John Doe,Windows Active Directory|Solaris

Server, changeit, changeit,John Doe - 888-555-5555,

Create,Jane Smith, Corporate Directory,changeit,changeit,,New York
CreateOrUpdate,Bill Jones,,,,,California

23 2BEyE

— AR S PP ED f/lwﬁ'* SR VAL/ERN SN O

waveset .resources ﬁyﬁ'*}{ﬁ' [E'EN’FJ}‘F'[ \_,\H* g lﬁlﬁI o [XT Al IE;IF' *‘ﬁlﬁﬁ\”)ﬂ‘
o (AL AR ) SOOI RSP 2 e R Z/D‘ﬁ %lﬂaﬁ#
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Change User Password

Enter and confirm a new password, then selectthe resource accounts on which to change the passward.

(Select Change Klentity system user and all resource accounts to change the password on all accounts.) When finished, click Change Password

UserlD  Administrator

Pasgword
Confirm l—
Pasgword

Resource
account | Account ID Resource Name | Resource Type | Exists | Disabled | Password Policy
whise Waximurm Langth: 16
DaSS‘_NUfU Administrator | Lighthouse Lighthouse Yes Mo Minimurm Length: 4
will bie Wust Mot Contain Atiribute Valuas: email firstname, iullname, lastiame
changed
Change Passward | Cancel |

2 I (PSSP - B G 6F) - IR
] (RS ~ & (R -

3. ifE AR '%7 %Eﬁ'l';f[/*ﬁ“* [["flk/ 233 > $RiEfF - ™ [Find] > Identity
Manager i ]m[ﬂl 1D ][cp Frp UERE [E' | ?{F?ﬂ - g E[IEIF'
o /H{I%L'IEH:[[ [Change User Jl’assworcl]

4. i OEEPTEAE > Sk~ T [Change Password] IR |v RS
UL E RIS  Identity Manager ¢ fﬂéﬁ - TSR R AR R
R o

Iluk

EP % 2= E‘E*?’% " H %

7 1d ent1ty Manager =] j:&??‘{“f FUAH- =A@ R I A A - E %H&Wﬁ @%@
;EHI Lﬁ %TJ%F %F‘?'%ﬁf% o kL1 Identity Manager FEid: & fj | Hi=50F
ﬂﬁ%ﬁb F[&F‘J S F/\'E J;g?ﬂi? (PR JE}E@?FH ') -

L7 Ay

_,/

gtﬁ@@ﬂ B (B R 7 H ORI AR ) 4 e
,F; ’ g |: .
© EMPIERYE] BRI AT

By ]ﬁ“{L??'fﬁF U‘*Eg' o FUEEEY ) <32 IVY [Reset Notification Option]
Identlty Manager #7 E;IE[ ;:_, afi ﬁﬁ_%’?‘%ﬁ% S 59 (7t [Results] FI771)
SR E B ﬁﬁf—;lﬂ* Fip f% Identity Manager WE
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glitqieqvﬁé’?%ﬁﬁ? »uf‘V [P=SERE Tl e o A [lfﬁ[}&' ’ ﬂ[ﬁl“ : H}EH 7?‘{ gu
[Lighthouse []E%FF“JT[ [I%Jﬁ&' ] :E{ﬁlﬁfdp P RER T S -

[ > % [Reset User Password] fl1 > [& 'FA s
resourceAccounts.currentResourceAccounts [Lighthouse] . expirePassword F%“
EL false fifl o

7t [Lighthouse Account Policy] fi [Reset Option] fgfF [[1 » | e i it 3%

o v]‘< =AY - F]EIF' s passwordExplry SEiEr [IF’?#’LUE Hy iﬂi‘ﬁﬁlrﬁi;?
]P_FEEJJ:”E' lﬁF;frElhjtr‘gu ]FT’E i HE Elﬁf 71{"&4 IE]FI IﬁFJ tl:%\iJ
Effp - 'IJ%“E'%@“ ?’P’Fﬁﬂﬂ*? P -

. &E\ By - E‘[E{F' ‘& tempPasswordExpiry | *FIE?EE}’[%F[I#’[ TR > T R
El {%ﬁ?ﬂugl Fifj | 1R pn}aﬁ? wHAF1H ‘ni.&t =] %Lﬁpﬁﬂ yp
%ng £ }E Efifi E'[ T@EIW;[%]EU "[ﬁﬁF}H vj\j ;Hﬂf YL temprasswordExp1 ry

ORI O+ ifiE T A g

[y gl%‘i” Eﬁ (FEES"BRT) » T 12 7| tempPasswordExpiry Bf1E ; M1 &
»E ey " !
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PR Jm%* SIEGH < R R AETI 0 2 4 - i L
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7f1’|IFUE' i N %fxfi AT 13E TV [Security] » R TV [Policies] »

[H'E;,I SEjEE fﬁ?ﬁl ) ﬁ%li [Policies] 7 Hfl 1327 'f’fﬁ]?'* o gt %ﬁ?ﬁ‘n ’ %
[New | Eﬂf[l £V [String Quality Policy] -
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Select Operator Rule Name Description
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fi' '} f§-[Policies] Elplf[E'J 1L i/[lgz”‘ FTRH/D[FI sk J?F’E'aé* %Fﬁ]%—j Identity
Manager /Efﬂf“f’f ZHERE '*f rConﬁgurmg chtlonary Support ; = fi °

hEERRT®

B AL P P ™ B
7t [Number of Previous Passwords that Cannot be Reused] A7 |1 - ﬁr‘ﬁj‘* AHT— iy
B IV FR R - O 5 R 3 - B T
YRR L P R T -

(28 il JMLF%I H 'E‘ Y n%*l”* S Flfjﬁﬁ,‘ﬁ%?}’:ﬁﬂ‘} pud 7 o 3 [Maximum Number of
Slmllar Characters from Previous Passwords that Cannot be Reused] % f[1 > fi ] *
FERE T R RS R B R e 100 F AL M 7 S RS
password1 - EJ[J%{%,‘@%[’EIT lrl Jl password2 ﬁ? password3 °

A ﬂi*T?mW T ] B B L
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accountID
* email

e firstname
e fullname

e Jastname

[&F ') 7+ UserUIConfig El?lfﬁ'['i}*d]’i{rfll » AP IR ?F{fjﬁﬁfﬁ% " E[JFA'[J VEHEE o
UserUIConfig HIEIU“'L'%,‘ﬁE,FEﬁ'[‘;ET’/]J? 7t <PolicyPasswordAttributeNamess> [ o
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EJ}L}?}?EFF\[IE:I” fYAE ﬂﬁé?ﬁl?:lﬁ' H (4> [Create and Edit User] gll}l)
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1. '&PJJH"% I EE IV [Security] » IRz :Z 5V [Policies] -
2. FEQHETE [T 22V [ Identity Manager [[RMETE] -
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i+ Lighthouse [= ﬂl Flo el v pl e 2 T e e E"ﬂ'*ﬁ‘r? £
Hiiiiais E'“'F”?i%‘ i - 5 i RN ST
HIB LRSI ¢ A R %’[l[ﬂlﬁ i fE'EF[ G gL -

IRz i H 7 [Change Answers to Authentication Questions] FI =] g 17 1Ag
RIS « 313 L1+ B oy

& 3-13 IO E S e Rt il
Change Answers to Authentication Questions

Ifyou forget your password, the systerm will prompt you for the answers to all authentication questions associated with your account.
Enter new answers to ane ar mare of the following questions, and then click Save.

Authentication Questions

mForLogin Interface |Defau|t j

Fersanalized Authentication Questions.  Answers will he automatically converted to upper-case.

Question | Answer
[ |What is your ginger cat's name? ||Eliscuit
Add Gluestion Delete Selected
Policy Constraints

Answer Policy

Applies to all answers within a login interface.

Cuestion Policy

Applies to user supplied questions within a login interface.

MNone

MNone

Savel Cancel |

o= & _:_’f:@ %E‘g‘ﬂ_

Z"z IR 25— lﬁﬁ‘/ b[ﬁff FE'EF&%EM%%.& » R ERE R PR -

'%’FF ’]ﬁp STz L~ (RS %2 {f Identity Manager ’TEF' 1}5_4 Eal=t

bypassChangePassword Taﬁf’}glﬁj [ESEIS }{f[ Identity Manager f R @El 'f
ZE”FHJ

| PO IR H T e R ORI e E AR U
bypassChangePassword’ﬁ’[\'_#F%Q‘__i/[ﬂ :

Pdiu

‘_hﬁva W
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Ce=t CF pe

<Attribute name="ui"
<Object>
<Attribute name="web">
<Object>
<Attribute name='questionLogin's>
<Object>
<Attribute name='bypassChangePassword'>
<Booleans>true</Booleans>
</Attribute>
</Object>
</Attribute>

</dﬁject>

TSR R R PRI - R e

23\ EE5 P 3-2 M R R S P T

<Attribute name="ui'">
<Object>
<Attribute name="web">
<Object>
<Attribute name='user'>
<Object>
<Attribute name='questionLogin'>
<Object>

<Attribute name='bypassChangePassword'>

<Boolean>true</Boolean>
</Attribute>
</Object>
</Attribute>
</Object>
</Attribute>

</Object>
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Identity Manager {fi ™[ /7 217" & IE[F' Y AFEHRRIE - sg 77 5 ¢ Identity
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1. ﬁxj?? Identity Manager [System Settings] f! (idm/debug) °

2. f§[Configuration] 5i%]7E Hf ¥V [Configuration] » JRifh— ™ [List
Objects] -

3. ¥~ ™ [End User Resources] 21 [Edit] ¥ ETE'E'I'#”J [ e

4, er J[l <String>Resource</String> » £l {1 Resource == [77¥ ﬁ[ﬁlgwfﬁq’ﬂ]ﬁ AT
i i/[lq%ﬁ 3-14 f[1FrA o
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Checkout Object: Configuration, #|D#Configuration:EndUserResources
<?xml wersion='1l.0' encoding='UTF-5'7?> ;J
<IDOCTYPE Configuration PUBLIC 'waveset.dtd' 'waveset.dod':>

<l-— id="#ID#Configuration:EndUserResources” name="End User Resources"-->

<Configuration id='#ID#Configuration:EndUserResources' name='End User Resources'
creator='Configurator' createDate='1026770940457' lastMod='7?' counter='0">

<Extension>
<List>
<String>NT</Strings> —— Addaline for each resource to he added to
</List> user self-discovery selections
</Extension>

<MermberdhjectGroups:>
<ChjectRef type='ObjectGroup' id='#IDHTop' neame='Top'/ >
</ MenberdhjectGroupss
</Configurations>
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2. 7 [Name] ﬁ?ﬁ@ﬂlﬁﬁjj B IR~ T [Save] -
Identity Manager %+ [Create or Rename] fI["1

3. fF— " [Renam]Wpi £ {75 o
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241 R

7 ETEE 2F e

Access Manager com.waveset.adapter.AccessManagerResourceAdapter
ACF2 com.waveset.adapter. ACF2ResourceAdapter

ActivCard com.waveset.adapter.ActivCardResourceAdapter

Active Directory
Active Directory Active Sync
ClearTrust

DB2

INISafe Nexess
Microsoft SQL Server
MySQL

Natural

NDS SecretStore
Oracle

Oracle Financials
08400

PeopleSoft

RACF

SAP

SAP HR
SAP Portal
Scripted Host
SecurlD

Siebel
SiteMinder

Sun ONE Identity Server
Sybase
Top Secret

com.waveset.adapter.ADSIResourceAdapter
com.waveset.adapter.ActiveDirectoryActiveSyncAdapter
com.waveset.adapter.ClearTrustResourceAdapter
com.waveset.adapter.DB2ResourceAdapter
com.waveset.adapter.INISafeNexessResourceAdapter
com.waveset.adapter.MSSQLServerResourceAdapter
com.waveset.adapter.MySQLResourceAdapter
com.waveset.adapter.NaturalResourceAdapter
com.waveset.adapter.NDSSecretStoreResourceAdapter
com.waveset.adapter.OracleResourceAdapter
com.waveset.adapter.OracleERPResourceAdapter
com.waveset.adapter.OS400ResourceAdapter

com.waveset.adapter.PeopleSoftComplintfcAdapter
com.waveset.adapter.PeopleSoftComponentActiveSyncAdapter

com.waveset.adapter.RACFResourceAdapter
com.waveset.adapter.SAPResourceAdapter
com.waveset.adapter. SAPHRResourceAdapter
com.waveset.adapter.SAPPortalResourceAdapter
com.waveset.adapter.ScriptedHostResourceAdapter

com.waveset.adapter.SecurldResourceAdapter
com.waveset.adapter.SecurldUnixResourceAdapter

com.waveset.adapter.SiebelResourceAdapter

com.waveset.adapter.SiteminderAdminResourceAdapter
com.waveset.adapter.SiteminderLDAPResourceAdapter
com.waveset.adapter.SiteminderExampleTableResourceAdapter

com.waveset.adapter.SunlSResourceAdapter
com.waveset.adapter.SybaseResourceAdapter

com.waveset.adapter.TopSecretResourceAdapter

100  Sun Java System Identity Manager 7.1 ¢ Identity Manager &=



A& |dentity Manager &%

g el
IS ) SR A TR - SRR LA S Identity Manager S /7
PRSP > SR (TR 7 5 0 s %*iﬁwfﬁl {UECIE

Rl CEnpEE [ SIRE
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GRSk

1. (§[Resource Type Actions] f%’_il{%?f [ 122V [New Resource] -
Identity Manager &i=- [New Resource] FI"1

2. EVEARMEE] > ki - N [New] I'JEH=- [Resource Wizard Welcome] F171

LE: Al T ISR T E VR E] > IREF | - [Resource Type
Actions] 75 HT 137V [New Resource] ° 7t =] JW* > Identity
Manager 7 TE‘T%E? [New Resource] FI[F1 > iphL Ex'ﬂ?;f Fe g e -

3. [Next] [l EATHR o rRREROH FRATEI R TR
WG - b B PR N A R 5 PR P i iy %
B> Sikisdd— N [Test Connection] fifplifllste |35 « i i - £ [Next] I
?Hﬁwgﬁ% o qﬂf 4-1 1= 2" [Resource Parameters] FI]~1
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& 4-1 TORIGE BRI
Resource Parameters

Specify the parameters that are specific to this resource. These are parameters far authentication and
parameters for contralling the behaviar of the resource adapter.

[i1Host | |

ETCP Port [23 |

[i] Login User

[il password

[i] Lagin Shell
Frompt

[i] Adrnin User |fa|se |

[Tl completely

Remaove User |true |

[i1Root User

[il credentials

[ilRoot shell
FPrompt

[il connection Type |Te|net |

[E] maximum
Connections

10 |

[il connection ldle
Timeout

R |

CRSRRE BV EAH0 - K Identity Manager [R5 RIRETRHE -
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FBIFHTRE - -  [Add Attribute] < S5V [HES % (FRHE - SREH-
[Delete Selected Attributes] {51 = S 152 T s o 555 & > 3 [Next] F%
EEYEIFIETS o

[ 4-2 B R BT 1Y [Account Attributes] FITE -

& 4-2 PRREEE IR (VS
Create AlIX Resource Wizard

Account Attributes

Use the table below to define the account attributes on the resource that you wish to manage and to define the mapping hetween Identity Manager
account attributes and the resource account attributes.

Identity Manager User Attribute Attribute Type Resource User Attribute | Required | Audit | Read Only | Write Only
|| Bl countid [string x| | == ||accountld 2 r r r
|| =] [aix_shel [string =] | == Ishell— r r r r
|| x| |aix_expires [string =] | == Iexpires— r r r r
r I | |aix_account_locked |String R W r Il r r
r I\/\}laix_g&ﬁlstring = | = Igecos— r r r r
e e LT T

Remave Selected Attibute(s) | Add Atibute |

Back |M Cancel |

C IS - O 5 R (AR - PDRCSHETESS (

4
N
o
rgé
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1§ [Insert Attributes] /Tﬁ‘?ﬂ [13% TTV E’j"[fﬁ @iﬁifﬂ'ﬁ%%ﬂfﬁ > T j%?f -

A lflf%% s S I E T o PR 780 R R i
o)
2 4-3 TRAEEE )y RSHIET 4
"NT" Distinguished Name Template

Select one ar mare attributes from the listto add to the template. Click Test to test the revised template.
Click Sawve to keep your changes and return to the resource page.

Add attributes to the
$account Id$ =] identity template

Savel Test| Cancel

accountld

Logged in as: Configurator

[ Identity —m’ﬁ%ﬂr %JL?WEI fi Identity Manager 2> EIJ?F[ FIRA e A

EIXP}F' > Egll 4-4 F7A.

104  Sun Java System Identity Manager 7.1 ¢ Identity Manager &=

<RIV § (L7

'_v,'v

M



A& |dentity Manager &&=

i 44 eFREE ) Dy AR =R
Identity System Parameters

Specify the parameters for this resource that are used by the Identity systemn.

[{lResaurce Name [aD

[il Display Marne
Adtribute |Se|ect... J

Account Features Configuration

Feature Disable? | Action if Attempted

Create

Update

Rename

[il supported Delats

Features

Fassword

Disahle

Enahle

EIEIEIEEEEE

Login

aaapaaloaiaia

]

Unlock

[il Showe &1l Features [

Retry Configuration

[i] maximum Retries ID

[il Delay Between

Retries {seconds) 300

[i] Retry Motificatian
Email Addresses

[i] Retry Motification |5—
Email Threshald

Policy Configuration

[l Paszword Policy |N0ne |
[il Account Palicy INone 'l
[i] Excluded Accounts [Nane |
Rule

ff0 "] [Next] #1 [Back] vt FI [ iFl F2) o Er’[’féi’a‘;’ﬁ%’ﬁ | ﬁ%}%’é ™ [Save] I {F
R [T -

4
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M
iy :ET TR T H PR — R IRpEE [ %577 2~ [Resource Wizard]
FI PRt o (2R
. HJI‘Q ’F IV (W R IR (ORI 1] T I G [ - ET“
I SRERTRIIERR « YIHUE) LI ) C ieRRI EEHRHTRER - F
HJ[‘QVEHFI
* %’%ﬂ?’*‘*’“ﬁ? EVER ) IR SR I (55 PR
F'lﬁ’ilﬁ% FEREES PRI (TR ~ AT ~ T~ ) -
i FT@#?W?JFF SRR ﬂ“"?’ﬁ’ﬁi’:p#j,fu HNEE K& G CICIE S aci R
(§-[Resource Object Actions] & Hf[1:#V [Create Resource Object] -
. j]v‘%?’”l ST > SR - [V (] IS [T 4] et R
ﬁ? IRk [[ﬁ?j Frefh > Ry~ ™ [Rename] -
o HIEERR - VAR a{r[s*ﬂ%”f;m‘ﬁ] TGS (Y% PP - RO
ST R P - HIIEWRA ] (VRS £ [fﬁ'&?wm*?ﬂ i

° #-J-«"ﬁ@ﬁ“—q'l*hr«- 'Eﬁ{ fF’[L“’Wr i) bf’ljlc]‘gy 1£-CSV £ Uﬁ}?ﬂ).ﬁm
PP B ) AP (4 | R 00 Pt P

\|m
N :,

’—’—
oI

G NS

Identity Manager &¥¥pi{fli H [f51 =0 SHECES s F I ETEXR (X5 Fr1E) peilE €
FIURIE] 5 SR PR e SRS Identity Manager [[REERITY - ZEH%
TR (71 [Resource Wizard] fiY [Account Attributes] FI[1) » (&5 1)
S i e A AR | ?{Jﬁ’?'“‘%ﬁlflﬂﬁﬁf B
o B 2RI H B ] Identity Manager 1% €7 -
o NI A VR TR

Rl Vig ﬂ*‘[:g”l ’ ﬁ%“ fEe pE T E Vel - IR fF-[Resource Actions] i {1 13
t’V [Edit Resource Schema] -
ERE S IR (1@ [ 5% [Identity system User Attribute]) & 73 Identity Manager [[=
BRRFIERY €78 > 5 EHEE 1 Identity Manager HTEE[F"%['TE[F' W R e
2 - ﬁiﬂﬁﬁg&(ﬁgg CERR R H ) ]E'Lﬁlﬁﬁ“lf THRE! 7]‘?‘“‘1’7 RV £772 -
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L dentity SA0RHE £ > [T 4R SRR T RRRERE - )
Yt> 7+ Active Directory = nglf Identlty Manager [[Ifi¥ lastname Fj%: &k = Active
Directory e¥jgf% sn 5 7 GroupWise I > fullname Bf{% (' I'| 3= GroupWise
Tt Surname o P RISFRZEETFUY] - S lastname fUff ; Fﬂhﬁ'* B8]
(IR P H 2R -

& T
PP = L
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Tl o iﬁﬁf’fa‘gl [t U;ﬂl?ﬂ“#ﬁ'ﬁﬁﬁ R -

fFor > — fli Exchange 5.5 ¥ (A3 F i Windows NT f% Windows Active
Directory 5 : 71 Exchange Y| » 717 i E Ll |
({#4-) Windows NT % ¥Jfi#! Exchange 5.5 ¥ ¥Fif o e WG 4 (& g i 1
B O] - .0 P PV SR -

T [Resources] > JREETV [List Resource Groups] I'| 2. 'FJ'J JL%«F' Y EWF‘EA‘FF g
?%31%? [j:ﬁ; E I H] y H S [Newl —\L‘_‘S“S- gﬁﬁrﬁ]ﬁ)—‘:"” Ii —L—;FB.. EAT‘I{F] Em- IEHJE ’ 1 FIEIE ]:l
BN TEREIVIORR > L] EIVE [ RS AR -

«ﬁ~é ,—»—«—‘-—n—g

I\//J

[&F' 1) 7 [Global Resource Policy] fl i AL B YR Ifﬁj 1% o 7+ [Edit Global Resource
Pohcy Attributes] E—'P[H' BT JF}EFEH 7w ﬁ]{l T

. E%j [ (R ET) T
&1_}]5 Iﬁ;ﬂj £ " 5" GenericScriptResourceAdapter fY
She IScrlptSourceBase fifre ’5 A AR AR N S e SR A PIFUT’TEJJ':
%@JF' ﬂ““‘%ﬁ‘*—

s FJ%@ £, 30000 (30 7)) -

. TEEHG Eej 2 VBRI o AR I L o
T (P‘/ AR ) i R T R =EJ Vs r p @Ngﬁ [HEIEIIEJF' 1w
GenericScriptResourceAdapter fiy ellScr1ptSourceBase fifne [}' Erp ﬁ%ﬁ
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I il i NN T B
TR P ] o Iﬁ;ﬂj RIS Generlc:ScrlptResourceAdapterF‘/

ShellScriptS PTEl o By H (CNEES T B ==t
dLe criptSourceBase /7 - ’57 3 SR TR B %IE{ i

 SHRIESRRESS - S I TSRS 1D - P
F ,git [None]

o PHRIVENRRPPH] - E2vH F\m“'?ﬁ}% ErTRIRSRPA P (PN s ™)) r%
F1%% [None] -

[ 7R~ T [Savel TR tﬁ**]’dé"”?[#@lﬁ@% o

FRE R

(& T )R rﬁ@i Waveset-’;ﬂj MR T |"5‘E"SfmaxWaitMilliseconds’Jfﬁ‘]ft
maxWaitMilliseconds ﬁ] £ ﬂﬁ’ﬂ%ﬁl[ﬂqﬁﬂl R E I%Jsf\f’l I;Ej ) ;mﬁ;H
o™ i 50 -

%'IEIF%{L_’I;#/ fifi > ﬁ%}[ﬁﬂﬁ K J’/Fkl’igﬁp?u Waveset’#]‘l‘?ﬁ’r,‘ijzﬂl

com.waveset .adapter.ScriptedConnection.ScriptedConnection.maxwaitMilliseco
nds.

ol QM Sln— A=
(A1 )AL 7 CSV A MR BB 45 LI B P vevR] » S aWpHH
PR

[ 4-5 B P D e (Y R -
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2 45 T

List Resources | Launch Bulk Actions | List Resource Groups | Examine Account Index | Configure Types

Launch Bulk Resource Actions

Select resources and the action to perfarm. Click Launch to hegin bulk actions.

[i] Action ICreate 'l

[i] maximum Results T
FerPage

[l Resource Type I 'l

[i] Get Creation Data ) )
frorm @ Creation Data (™ File

[il Creation Data

Launch |

SR O B O I - T LR 1

puft- ghf p‘/ %V [From Action List] I HC’F', ZiE [
o Pfe-F R R P Jqu[J [~ 3°fi © [Create] ~ [Clone] ~
E)elete] [Change Password] - [Reset Password] °

Update

h“[‘jj/\?ﬂ_‘ ‘}J[‘PAEE‘HE }{ H' Iu ﬁ4ﬁ FIJE/\
g Lﬁﬁyﬁm 4

Y [, E:JL & [From Action List] » 5fiffli " | [Get action list from] B i fi C et {7
o 3 A 9 7 nput] G e

L& [ [Input] s B LS T Al g s AR )
(CSV) g+ -

}JF’I FI}J ILEFIE‘?‘H’/_‘B (EWQFIFI J«,T:JEI o thj/\ [Create]

Erp B (BRI FI L RIS gt

o IR LRENEE- i E'[[;r‘g
00 °

HEL SRR - SHE
f#— ™ [Launch] [i'I') Fﬁ“éﬁ]'ﬂf FUR L F R
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%Fﬁiﬁﬁﬁ NIV R Identlty Manager iR I G RO AIE PR
@F' %ﬁﬁ[%l%ﬁy SR

gt iR SRR
Rk f@gy S g Tdentity Manager O 3 9 DT RE YR NS
RIS SIS R =) ) B S f B o

TR PURHETPRABRI K - Active Sync fi PIEREIVETRR - SRESKABRIFL o

SAlE - R R TR 2 2 R i ’]ﬁ'&jﬁﬁv@g[ql%ﬁ@;%
A

Frevifl o

Ellﬁ%@ﬁ[r:cl%ﬁ&%ﬁ“p PIEEE S IE%E xﬁ(fa,ﬁj;@ ot EW@T R S o P

Identity Manager V&3¢ R{Hi ™| [[[ﬂJfF[ %pi%fpﬁﬁj 2 ik

P2 F eSS

Identity Manager fIOAgh P I S04 p “gﬁféb | B BRI AR 1 B A
Lo (A > 5L Web 48 wuj¢ Shii -mﬂa r%gV;“ETﬂJWeb G (U1 Identity
Manager) -

jaﬁﬁ?éﬁ Java %E SR [TV TV - '{',}{%]’ /tmp/changelogs {0 F 1~
[” W[ﬁﬁ*i et I:IJ =

grant {
permission java.io.FilePermission "/tmp/changelogs/*",
"read,write,delete";

};

'?”
IH»
S

SRR Y U@‘EI Sl TS~ M R AL o
Java ﬁw;_lﬁ%i ENEIES 'iﬁ:” :
SJAVA HOME/jre/lib/security/java.policy
REFRICR ST S DB R 1 R CRRRR) > T ) e
—Dj ava.security.manager -Djava.security.policy=/path/to/your/java.policy

i [F“[?‘QYWT % FEE T java. security.policy +* ﬁ:[flj TEFHIpREL -
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Tf%g‘; ?ﬁﬁg%? f'ﬁﬁ‘ﬁ’r‘é’%’il‘/ Ay H:'PE;J: 'lgﬂé??%éh Web ?W%JS' o

BT T 5
HEE?“E[ Sl SRR jj “3.=]E£,l (& fl | £ J,{,}%&H”ng’[ib » %'&?H“:pafﬁﬁ@%ﬁa%ﬁﬁ °

LE: ﬁﬁ%ﬂuoaurﬁ (VI BHIBHEAE (L AR
VI RF e -

AR IF T SR
o U T - S L L el
[ﬁﬁ;ﬂw ”%“E‘:t'&iﬁﬁ TN - @E&ql%ﬁﬁii%jﬂyﬂﬂ#@%l% (Er[ Active Sync
IEP?E[P IH J/IJJ%‘%UFET[&T‘% )FH' I%ﬁkf[[ i rﬁ"‘“u@ﬁlﬁcl%&ﬁ;ﬁlgﬁg?&%vpﬁm
@El el o @El %ﬁaﬁ&iﬂﬁﬁiﬁ'ﬁ*@ﬁ ﬁnﬁl“ °
Tl 'fﬁl'?g‘ﬁlﬂc'%’rﬁaﬂﬁ%“ﬁlﬁc'%ﬁaﬁ' ' FHES [Meta View] » §fi 20
[ChangeLogsE

Identity Manager ff%ﬁ? [ChangeLog Configuration] F 1“1 » # F[ 1= [y {latffhifer s das -

L= DR A PR 1 <Y @I > Bl [ChangeLogs] 825 1 it L -

*}
N
g
i
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Summary of Defined ChangeLog Policies
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5 4-7 7+ [Meta View] | IFL' [Identity Attributes]

Identity Attributes | Identity Events | Changelogs

Identity Attributes

Click an Identity Attribute name to edit it. Click Add Attribute to add an |dentity Atribute. Select one ar mare [dentity Attributes, and then click Remove
Selected Attributes to remove them. Click Save to save the changes made to the Identity Attributes.

[~ | = Attribute Sources Stored Locally Targets

[T | employeeld AD (Resource) Mo

Add Atiribute | Remove Selected Atiributes |

Passwords

& Active Sync is configured to create users on one or more resources. ldentity Manager users require a password to be specified upan creation, but
mast resources do not allow reading passwards for security reasans. For Active Syne to work properly, you should configure password generation.

» Canfigure passward generation

Enabled Applications

Selectthe Identity Manager applications to which the Identity Attributes will be applied. These can be averridden for each application.
Available applications Enahled applications

Ehctive Syne §

Bulk Actions

I Administrative User Interface

ICM End User Interface =
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2 4-8 [Resources Have Changed] %7+, f A

A Resources Have Changed

One ar mare resources have been modified since the ldentity Attributes were last saved. Ifthese changes affect the [dentity Atributes, then they
should he assimilated through the Configure ldentity Attributes from Resource Changes page.
» Configure the ldentity Attributes from resource changes
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User Account Policy Options

[Tl Accountid palicy INone 'l

[i] Locked accounts .
I @ Minutes ¢ Hours  Days € Weeks ¢ Months
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IﬂResetNotiﬂcat@on IWI
Option

[l Passwords rmay ) )
«D  Wieeks © Month
be changed ar reset ID times in I ays BEkS onths

[E] maximurn Mumber

of Failed Login ID

Attempts
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5 5-1 [User Account Security] FIT1 - fﬁ{gﬁfﬁl F AR

To assign capahilities to this user, select one ar mare capabilities and one ar mare organizations, then click Save.
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* password

hd resources

roles

[Change User Password and Reset User Password Challenge] 3=
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</AdminDisplayAttribute>

=H#4 |dentity Manager =%
FIP RS = IS B
o EMEHTL E YT H IR
. ﬂﬂﬁfﬂéﬂfg}‘ﬂ s JER Y e 4 Identity Manager P Uiy TV A
Aot e U Erst G E e L I T LA A ST [)I%JL%“#“ET%'FE‘FQ

I;IJFAQ l[:_{F& b‘l[:_{ [I”"'j’ ;RES‘,IE[ J;\ ﬂ@%ﬂtr (/7;771"/7?5

F’?EJ Identity Manager =1 (tllfr[m )?ﬁﬂ*‘ﬂ éﬁﬁ [t N U i el

‘,rl»

J //E'U/E{" 74‘9]/[45/ \_"\II = A ©
Identity Manager Hzfi' £ %ﬁ%}fﬁ I N -

A4 Identity Manager [[REFE: [ o o | Brg sk A2 %#j@ihj[ HER:
1. (&R AS T 22V [Accounts] -

2. (§-[Accounts] FI["IfiV [New Actions] i&HTf[1 » 27V [New Organization] -

R R s S R s - Rl
[New Actions] Fféf [ 135V [New Orgamzatlon]

q«gﬁl 5-2 SR [@—f A ] E[P'

146 Sun Java System Identity Manager 7.1 e« Identity Manager &=



& 5-2

[t ] I

Create Organization

Select arganization parameters, and then click Save.
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<Rule name='Get Team Players'
authType="'UserMembersRule'>
<defvar name='Team players'>
<block>
<defvar name='player names'>
<list/>
</defvars>
<dolist name='users'>
<invoke class='com.waveset.ui.FormUtil'
name="'getResourceObjects'>
<ref>context</ref>
<s>User</s>
<s>singleton-AD</s>
<map>
<s>searchContext</s>
<8>0U=Pro Ball Team,DC=dev-ad,DC=waveset,DC=com</s>
<s>searchScope</s>
<s>subtree</s>
<s>searchAttrsToGet</s>
<list>
<g>distinguishedName</s>
</list>
</map>
</invoke>
<append name='player names'>
<concat>
<get>
<ref>users</ref>
<g>distinguishedName</s>
</get>
<S>:sampson-AD</s>
</concat>
</append>
</dolist>
<ref>player names</ref>
</block>
</defvars>
<ref>Team players</ref>
</Rule>

[Security] # HI#52 #7415 [Controlled Organizations] f5 -

f¢-[Create User] # [Edit User] }! ElfF'[ T Ry %f[ﬁ'ﬁﬁﬂgﬂ%&ﬁ[fjmﬁ’ﬁjﬂ o I

(e i 34 [Admin Roles] i1t 457 RS W€ > Ao )

-
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Report Results

Administrator Summary Report

Thursday. January 12, 2006 1:34:05 PM CST
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5 81 Pl (=
Configure Tasks

Use tagk templates to configure tasks. Click a name to edit a task template. To enahle a task template, click Enable. To modify
system process mappings for a template, click Edit Mapping.

Action Process Mapping Description

Create User Template Edit Mapping createl)ser Configuration template for Create Usertask.
Delete User Template Edit Mapping deletelser Configuration template for Delete User task.
Update User Template Enable | Configuration template for Update User task

[Configure Tasks] F1[1 &y FA',* I'[E'?%?‘,  ELPNSE AR

R R T %Fi AR P8 44 ] o

L= WAl el -
. TJTE'J -i/[HE/J L{&J%?'Tg'ﬁﬁt I P
o L T I
AR S L R
CR - 11275 (i £ ST
Cp - R & [ 4 R -
2. {~ 7 [Enable] I'|Ff ?Yﬁﬁt [V [Edit Process Mappings] FI["1 <
g > %f4° [Create User Template] - FMEH FINEIE (1 8-2) -

2 8-2 (AR PS5 I

Edit Process Mappings for 'Create User Template'

This page allows you to set the system process types that invoke the task definition parameterized hy this template.

All Process Types Selected Process Types
changeResourceACEOUNP; ~ createUser
changeUserPassword
createResourceGroup

[i]Pracess Types |createResourceCbject <

createResourceOrganizatic
createResourceOrgamzat\c
createResourcePerson ==

[ —

234  Sun Java System Identity Manager 7.1 ¢ Identity Manager &=



3
I

Process Types] {&Hifl1 o 4[1E] 1 > [& 1) 'f’ﬁ?ﬂ}ﬁiﬁéifiléjl}vﬂ 97
4551 -

Tf%i‘ 5‘?}?@’1‘»@@ (" LFBI"FEJ?IEJT » £l createUser) [ IEUEI 7t [Selected

TSR] 79505 (W S )

AN 7£-[Selected Process Types] 7% H1 FIFERER 2R (H A E VT AR
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o

5 83 [Required Process Mappings]
Required Process Mappings

@ rou unmapped this template when you removed all process types from the Selected Frocesses Types field

above. You must provide 3 new task mapping to enable the Tas Template. Selest a process from the All
Processes menu and then oo Save.

createldser |Create User j N

3. - [Save] fi' HOE VAVRIHE R X [HIZ]] [Configure Tasks] FIf=1

ff%fi‘ Fi#. [Configure Tasks] FI"1# » [Edit Mapping] £ iﬁlm
[Enable] $4% - |f &' A - €719 [[7% [Process Mapping] 1 -

2 84 R1#Y [Configure Tasks] #
Action Process Mapping  Description

Create User Template Edit Mapping | createUser Configuration template for Create User task,
Delete User Template Enahle Configuration template for Delete Usertask.
Update User Template Enahle Configuration template for Update User task.
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Mappmgs] Foo RN AREHEE] “'hTE;\TUSY/%‘H'ﬂE
5[ [Process Name Mapped To] Zfif! -

w2 2 2 L AT
createUser Create User Template
deleteUser Delete User Template
updateUser Update User Template

i/['FyJ ﬁi’??“]ﬁi Hl [Process Name Mapped To] i}
Fﬂf/’f——f &y FATP = Template -
e J[fl7F [Process Name Mapped To] fifff{ 15" Template
(P pliFR=s) - PSR T ik rf{f—[Form and Process
Mapping] F1T71 ;:TE#qFFWFV |

A TS 4 R L (R
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1. it [Task Template] A5V~ [ [Name] sixd: o K5 1) Pl - -

(R TR R R - T S

I:T%ﬂ@ﬁt B 1 - BRI CO

:?gﬂ Fgas HIPRRRIHEE | - BIESE A  PrepIpR v
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I:%}ﬁgi (e & TRIFP I HETE - ff PR A R ERLE | T
YR A o
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2. 8-1 [Task Template] /25
482 vig S
General & ,’3':_:‘1"15;32% ":_ét,; Z*% [Home] ¥~ [Account] 2% ‘& [Create User Task Template]
=== e Y2 MY [Tasks] T2 g9gR 2 j=3  FZ”[Update User Task Template]
g o
FE NS TR/ LR SR Ei5ET ‘& [Delete User Template]
Notification §=,‘::Ef,' TRt Identlty Manager =3'FeT ZiRiciy  BRREgA
HTEE PR ELES SR !
A %d?.:q.:# |]Hr5¥ ViR Ak | R E AR E L EE“E‘:ﬁ_i
% Identity Manager 7R = g gioisgra s
S
Audit ST R R T SRR o By EA
Provisioning FE MR EHE ST LS Identity Manager % ‘& [Create User Task Template]
HLFRLEEFR T o #_[Update User Task Template]
Sunrise and T T NGO D Y g ERE el ‘& [Create User Task Template]
Sunset (SUNrise) =5 % 1ot = ¥Y=E ] o Eier| Ry
(sunset) -
Data ‘& [Create User Task Template]

Transformations

FL T NERG RS TR EE EaH o

#~[Update User Task Template]

2. ENVH - SR ETA T R A

,[‘Jﬂ\ ﬁl[ gﬁ?@ﬁj _J’EIE[IEWE%QFN%FE :
37238 FIpv Fpglf%[r [General] 15 |

37240 FIfi9 "/ [Notification] 1535
37245 [1fv "l [Approvals] £255

37258 Fipy TR [Audit] 125

37259 fipv rr[ { [Provisioning] #&5%

o

37260 FIpvy FPE[[F[ [Sunrise and Sunset] 25§
C—av265 Fipy [ [Data Transformations] #55

3. [ Hahlﬂﬂ“"ﬁfi& %Hv ~ [Save] ##
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& [General] 425
7 A HL P?‘fg'l' [General] f& &V o

ff%i‘ E#" [Create User Template] #! [Update User Template] > [Edit Task
Template] 1~ lfgﬁl[pjpﬂ » PRIP=— A RPN pa%'['fgg o

¥15° [Create User Template] =% [Update User Template]

(AR > B [Edit Task Template Create User Template] f HY [Edit Task Template
Update User Template] i » #3517 [General] 23171 - LF“EJ [1f'1 [Task Name] ¥
PR AR - Y T -

2 8-5 [General] #%5 : Create User Template

Edit Task Template 'Create User Template’
Edit the properties and click Save.

Suntise
General Notification Approvals Audit Provigiahing and
Sunset

Data
Transformations

[i Task Name |SICEICRIELD $(accountid)] # |Ingertan atiribute... j

*indicates a required field

(B E7R ) &0 o AL/ e (PR T AT R o
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1. 7 [Task Name] fjgfh & " &7

[T IR S K 2 S IR (R

2. [Task Name] ﬁJF ‘.%&n"ﬁgﬁ [Fr tﬁﬁ’[l——ﬁ‘“ﬂ_;rI llﬂjllﬂ\ ﬁ[ﬁ}ﬂ‘a‘v‘»ﬁ J}ﬁj[ﬁ[ ﬂ[—?yﬂl
BIIEEH - e l'TEEgV‘ g lE (=28 -

Identlty Manager ¢ i €720 1] [Task Name] 876 ffo-fiE! < 17 -
Create user $(accountId) $(user.global.email)
3. wEvE o [T
CVH P SRR i A -
W~ * [Save] - I'| @& @RI X [nlZ] [Configure Tasks] FIJ -
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