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About the ESSO-PG OIM Connector

Oracle Enterprise Single Sign-on Provisioning Gateway (ESSO-PG) provides the ability for an
administrator to automatically provision Oracle Enterprise Single Sign-on Logon Manager
(ESSO-LM) with a user’s ID and password. In a distributed enterprise environment, Oracle
Identity Manager (OIM) can be used to provision users into SSO-enabled applications
through ESSO-PG. After the user credential is provisioned into the SSO environment, OIM
enables single sign-on for the users, enhances security, and eliminates the need for end
users to ever know, enter, or remember application credentials.

Audience

This guide describes the ESSO-PG OIM Connector. It provides instructions for deploying the
OIM Connector and using it to manage the user provisioning of ESSO-PG. It is intended for
experienced administrators responsible for the planning, implementation, and deployment
of ESSO-PG.

Acronym or Abbreviation Full Name

SSO Agent Oracle Enterprise Single Sign-on Agent

SSO Administrative Console Oracle Enterprise Single Sign-on Administrative
Console

ESSO-LM Oracle Enterprise Single Sign-on Logon Manager

ESSO-PG Oracle Enterprise Single Sign-on Provisioning Gateway

ESSO-PR Oracle Enterprise Single Sign-on Password Reset

ESSO-UAM Oracle Enterprise Single Sign-on Universal

Authentication Manager
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ESSO-PG OIM Components

The ESSO-PG integrated with OIM consists of the following components:

e the ESSO-PG Server, which accepts account credential provisioning information via a
Web Services interface, and communicates and updates that information in the SSO
Repository (such as LDAP or a database)

e the ESSO-PG Console, which provides a Web-based administration GUI that
communicates with the ESSO-PG Server

e the Oracle Identity Manager Connector, which provides the integration between OIM
and ESSO-PG Server. This connector is a Java-based class library, which is made
available during product download.

e ESSO-PG CLI (command-line administration tool), which communicates with the
ESSO-PG Server.
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The ESSO-PG solutions extend audit and reporting capabilities to include information about
application and application usage to applications. For example, through the ESSO-PG
administrator console, administrators can identify all users having a particular application
configured in the SSO admin console and can identify all applications configured in the SSO
environment for a particular user. The ESSO-PG server accepts provisioning instructions
from OIM, which it uses to inform individual ESSO-LM agents on the desktop (which are
talking to the same SSO repository as the ESSO-PG server) and updates application
configuration additions, deletions, and changes.
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The main steps that are required to deploy the connector are:

Install and set up the ESSO-PG server on the IIS server

Import the ESSO-PG connector into OIM using the OIM Deployment Management
user interface

Configure the OIM workflow for the Root Resource and Non-Root Resource objects.
Refer to this guide for help in getting started with these configurations.

o The Root Resource object represents the account used by ESSO-LM to
connect to the repository. There can be only one Root Resource Object.

o A non-root resource object is a resource object that represents an account for
which an SSO template exists.
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OIM Connector Upgrade Install

Files and Directories that Comprise the Connector

Sr.
No. Content Purpose Comments

1 XML\Upgradelnstall\Adapters.xml This XML contains the This is for the
upgraded adapters for | manual creation of
upgrading from the the Oracle-related
existing install. The task.

adapters are to be
used for the manual
creation of the task in
the preconfigured
workflows.

Note: Please use the
upgraded connectors
for configuration of any
new workflows

2 docs\ User guides for
configuring different
systems and the test
document.

a) Following modified adapters have been included in the
Upgradelnstall\Adapters.xml:

Passlogix Modify Password
Passlogix Reconciliation Add Credential
Passlogix Non Root Resource Add Credential
Passlogix Non Root Resource Delete Credential
Passlogix Root Resource Add Credential
b) For all the above ada pters the variab le vgoEnabledResources has been rem oved
from the adapters. The adapters can now be used in the workflow without specifying
whether the resource is VgoEnabled or not.
¢c) For upgrading from existing install please import the Upgradelnstall\Adapters.xml
into OIM . The old adapt ers an d t heir mappin gs in the w orkflows w ill con tinue
existing in the system . Please use the upgraded adapters for any new workflow
configuration.
d) Following figure shows the mappings for the Passlogix Root Resource Add Credential

adapter. Note that the mapping for Vgo Enabled Resources variable is removed from
the adapter.
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O Editing Task: Passlogix Root Resource Add Credential

Integration
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Matne IaupPASSLOGi}(ROGTF{E%OLJRCEADDCREDEMT!AL | Al
Status |,L?.3:_-:u-,,.- | Remove
~Adapter Variahles
| Mg | Mapped (Y5 M) || Matme || Descrigtion |
1 |7 propertiesFile propertiesFile
Sk statusString Status string seperated by comma
Sk Adapter return val.. [Return variakle
4 Y Lzerkey Lzerkey
5 Y szofpplicationPWD |zsobpplicationPND
B Y CurrertProcessln... (CurrentProcessinstanceley
T zzobpplicationlls . . ssolpplicationzerlD
8 szollseriD ssollserD
g |y RESCOURCE_CBJE... RESOURCE_OBJECT_MAME
10 % ROOT_RESOURC... |ROOT_RESCOURCE_MAME
Sl CurrertlTResoure... |[CurrentlTResource_ProcessFormiariable
12 |7 FootiTResource_... |[RodtiTResource_ProcessFormiariable
13y RootUserlD_Proce.. |[RootUserlD_ProcessFormYariakble
14 Y servicelserMame  |servicelserMamme
15 v zetvicePazsword  |servicePazaword

e) Follow the steps in Section Workflow Configuration for any Already Configured
Process onwards for configuring new workflows for Root Resource and Non Root
Resource.

f) Use the values in existing VGO PM Constant Resource for mappings in the upgraded
adapters.

g) For fix of the error relating to test.jar not found (SF8617) follow the steps given in
appendix
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OIM Connector Fresh Install

The OIM Connector is an interface that enables Oracle Identity Manager (OIM) to
communicate with the connector code and manage the user provisioning of ESSO-PG.

Files and Directories that Comprise the Connector

Sr.

No. Content Purpose Comments

1 bin\OIMConnector-6.0.jar This is the library The jar has to to be
containing the code put in the Javatask
for OIM to folder in the OIM
communicate with server.

ESSO-PG.

2 | src\ Source files for OIM Might not be available
Connector for the end-user

client.

3 lib\ Library files for using The files in the
the OIM Connector thirdparty/endorsed
6.0.jar directories

4 docs\ User guides for
configuring different
systems and the test
document

5 XML\NewInstall\Adapters.xml This XML contains the | This is for the manual
adapters for the creation of the
Oracle connector. The | Oracle-related task.
adapters can used in
for the manual
creation of the task in
the preconfigured
workflows.

6 XML\NewlInstall\VGOconstants.xml This XML will create a | This is for the manual
ESSO-PG constant creation of the
resource and a ESSO- | Oracle-related task.
PG constant IT
resource

7 XML\NewInstall\Resourceobjects.xml | The XML that contains | For sample workflow.
preconfigured
workflow for a sample
AD server and iPlanet
server

8 XML\NewlInstall\ITresources.xml This XML is the For sample workflow.
sample IT resources
XML that has ESSO-

PG constants, iPlanet,
and AD server.
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Sr.
No. Content Purpose Comments
9 XML\NewInstall\lookups.xml This XML is the For sample workflow.
lookups XML for the
workflow
10 | XML\ XML for the iPlanet For sample workflow.
Newlnstall\Lookup_iplanet_1.xml workflow
XML\
Newlnstall\Lookup_iplanet_2.xml

Configuring PMClientConfiguration.properties

1.

Specify the ESSO-PG connection variable values in the
PMClientConfiguration.properties.

Configure the javaCLl.serviceurl variable in the PMClientConfiguration.properties file
to http://<Hostname>/v-GO PM Service/UP.asmx.

where <Hostname> must be replaced with the host of the IIS server running the
ESSO-PG application. Multiple URL’s can be put separated by comma. The connector
will select each of the URL’s from left to right if the first initial fails. The property file
is now a parameter in all the adapters. The file should be present on the machine on
which t he O IM s erver isrunninga ndt he e xact pa th s hould be passeda s a

parameter. The variable is explained in each of the adapters in the document.

Configure the javaCLl.serviceclient variable to the name of the provisioning service
client, for example, javaCLl.serviceclient=Provisioning Agent.

10
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Deployment Steps for Different Application Servers
WebLogic

1. Verify installation requirements:

Oracle Identity Manager Oracle Identity Manager v 9.0.1.1561.0
Installation with:

WebSphere v 5.1.1.5

Oracle9i v 9.2.0.1.0

Host platform for OIM Windows Server 2003
installation

2. Configure the Oracle Identity Manager Server for Microsoft Active Directory and Sun
Java System Directory Server:

a. Configure Provisioning Adapter for Microsoft Active Directory Rev 4.4.0 and Sun
Java System Directory Server Rev 4.1.0 in OIM so that Xellerate users can be
provisioned to the above two resources.

b. The link for downloading the adapters is:
http://www.oracle.com/technology/software/products/ias/htdocs/101202.html

3. Copy OIM interface code and runtime libraries:

a. Copy OIMConnector6.0.jar under xellerate_home\xellerate\JavaTasks
b. Copy the following versions of connector runtime libraries under
xellerate_home\xellerate \ThirdParty

S.No Name of Jar Versions
1 PMCLI .jar -with 184 KB
2 axis.jar 1.2.1

3 bcprov-jdk13-128.jar 1.28.0

4 commons-discovery-0.2.jar | 0.2

5 jaxrpc.jar -

6 opensaml-1.0.1.jar 1.0.1

7 saaj.jar -

8 OraWsDL-1.5.1.jar 1.5.1

9 wss4j.jar -

10. xmlsec-1.3.0.jar 1.3.0

c. Set the following as the endorsed directory at the JRE of BEA WebLogic 8.1:

11
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S.No Name of Jar Versions
1. dom.jar Xerces-J 250
2. jaxp-api.jar 1.3
3. sax.jar Xerces-J 250
4. xalan.jar 2.1.4
5. xercesImpl.jar Xerces-J 250

4. Install Endorsed libraries for Xellerate in WebLogic:

a. Stop the WebLogic server.

b. Create an endorsed folder in the JRE which WebLogic is using at the lib
directory and copy the libraries from the endorsed table in step 33. This is
required specific for JRE 1.4.

12
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JBoss

1. Verify the installation requirements:

Oracle Identity Manager Oracle Release 9.0.1.1849.0
Installation with:
Jboss-4.0.3SP1 with JDK 1.4.2

Host platform for OIM installation Windows Server 2003

2. Configure the Oracle Identity Manager Server for Microsoft Active Directory and Sun
Java System Directory Server:

a. Configure ESSO-PG for Microsoft Active Directory Rev 4.4.0 and Sun Java
System Directory Server Rev 4.1.0 in OIM so that Xellerate users can be
provisioned to the preceding two resources. XMLs are also in the package for
the testing purpose at step 6.

b. The link for downloading the adapters is:

http://www.oracle.com/technology/software/products/ias/htdocs/101202.html

3. Copy OIM interface code and runtime libraries:

a. Copy OIMConnector6.0.jar under xellerate_home\xellerate\JavaTasks.
b. Copy the following versions of connector runtime libraries under
xellerate_home\xellerate \ThirdParty:

S.No Name of Versions
1. PMCLI .jar -

2. activation.jar 1.0.2
3. axis.jar 1.2.1
4. bcprov-jdk13-128.jar 1.28.0
5. commons-discovery-0.2.jar | 0.2

6. commons-logging-1.0.4.jar | 1.0.4
7. jaxrpc.jar -

8. log4j-1.2.9.jar 1.2.9
9. opensaml-1.0.1.jar 1.0.1
10. saaj.jar -

11. OraWsDL-1.5.1.jar 1.5.1
12. wss4j.jar -

13. xmlsec-1.3.0.jar 1.3.0
14. Mail.jar -

13
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The following will be copied to jboss-4.0.3SP1\lib\endorsed:

4.

S.No Name of Jar Versions

1. dom.jar Xerces-J 2 5 0
2. jaxp-api.jar 1.3

3. sax.jar Xerces-J 2 5 0
4. xalan.jar 2.1.4

5. xercesIlmpl.jar Xerces-J 2 5 0

Install XML libraries for Xellerate in JBoss:

a. Stop the JBoss server and copy the libraries in the jboss-4.0.3SP1\lib\endorsed
directory.

b. Replace the old libraries when prompted and restart the JBoss server.

NOTE: For OIM version 9.1.0.1, JBOSS Version 4.2.3.GA and JDK 1.6 all the OIM

third party jars excluding “commons-logging-1.0.4.jar” should be added to the

JBOSS_CLASSPATH variable of the run.bat file of JBOSS. The “common-logging.jar”

residing in the JBOSS_ HOME /server/default/lib directory should be added in the

JBOSS_CLASSPATH.

Here is the sample for adding the third party jars in the JBOSS_CLASPATH:

set OIM_THIRD_PARTY=0OIM_HOME\ThirdParty

set

OIM_THIRD_PARTY_JARS=%OIM_THIRD_PARTY%\wss4j.jar; %OIM_THIRD_PARTY%
\axis-1.2.1.jar;JBOSS_HOME\server\default\lib\commons-

logging.jar; %OIM_THIRD_PARTY%\commons-discovery-

0.2.jar; %O0IM_THIRD_PARTY%\jaxrpc.jar; %0OIM_THIRD_PARTY%\activation.jar; %0
IM_THIRD_PARTY%\opensaml-

1.0.1.jar;%O0OIM_THIRD_PARTY%\saaj.jar; %OIM_THIRD_PARTY%\OraWSDL-
1.5.1.jar;%O0IM_THIRD_PARTY%\mail.jar; % OIM_THIRD_PARTY%\xmlsec-

1.3.0.jar; %O0IM_THIRD_PARTY%\PMCLI.jar; %OIM_THIRD_PARTY%\bcprov-jdk13-

128.jar

if "%JBOSS_CLASSPATH%" == "" set
RUN_CLASSPATH=%RUNJAR%;%O0OIM_THIRD_PARTY_JARS%
if "%RUN_CLASSPATH%" == "" set

RUN_CLASSPATH=%JBOSS_CLASSPATH%; %RUNJAR% ;%OIM_THIRD_PARTY_JARS
%

Where OIM_HOME is the OIM server installation directory and

JBOSS_HOME is the JBOSS installation directory

14
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0C4J

1. Verify the installation requirements:

Oracle Identity Manager

OIM Release 9.0.3.

Installation with Oracle Containers for
J2EE 10g (10.1.3.1.0).

Host platform for OIM installation

Windows Server 2003

2. Configure the Oracle Identity Manager Server for Microsoft Active Directory and Sun
Java System Directory Server:

a. Configure Provisioning Adapter for Microsoft Active Directory Rev 4.4.0 & Sun
Java System Directory Server Rev 4.1.0 in OIM so that Xellerate Users can be
provisioned to the above two resources. XMLs are also in the package for the
testing purpose at step 6.

b. The link for downloading the adapters is:

http://www.oracle.com/technology/software/products/ias/htdocs/101202.html

3. Copy OIM interface code and runtime libraries:

a. Copy OIMConnector6.0.jar under xellerate_home\xellerate\JavaTasks.
b. Copy the following versions of connector runtime libraries under
xellerate_home\xellerate \ThirdParty.

S.No | Name of Jar Versions
1. PMCLI .jar -

2. activation.jar 1.0.2
3. axis.jar 1.2.1
4. axis-ant-1.2.1.jar 1.2.1
5. bcprov-jdk13-128.jar 1.28.0
6. commons-discovery-0.2.jar | 0.2

8. jaxrpc.jar -

9. mail.jar 1.3.1
10. opensaml-1.0.1.jar 1.0.1
11. saaj.jar -

12. OraWsDL-1.5.1.jar 1.5.1
13. wss4j.jar -

14. xmlsec-1.3.0.jar 1.3.0

15
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vk

c. The following will be set as the shared library in 0C41J

S.No Name of Jar Versions

1. dom.jar Xerces-J 2 50
2. jaxp-api.jar 1.3

3. sax.jar Xerces-J 2 5 0
4. xalan.jar 2.1.4

5. xercesImpl.jar Xerces-J 2 50

Stop the Oracle server from stop oracle process manager.

Remove the (oc4j_home)\webservices\lib\ commons-logging.jar.

This is required as it creates a log configuration issue with OIM Xellerate logging
libraries.

Install shared libraries for Xellerate in OC43J:

7. Open the file (oc4j_home)j2ee\home\config\server.xml
Oc4j_home denotes the OC4] installed directory.

b. Add an entry for shared-library with name passlogix just after the previous
entries:

Shared library entries.

<shared-library name="passlogix" version="1.1">
1. <code-source path="xerceslmpl.jar"/>
<code-source path="xalan.jar"/>
<code-source path="sax.jar'/>
<code-source path="jaxp-api.jar'/>
<code-source path="'dom.jar"/>
</shared-library>

Save the server.xml. You have created a shared library to be used for applications.

a. Create a directory named passlogix in (oc4j _home)\j2ee\home\shared-lib.

b. Then create a directory named 1.1 defining the version of the libraries and put all
the specified jars in it.

c. Open the file (oc4j_home)\ j2ee\home\application-deployments\Xellerate\ orion-
application.xml.
a. This xml will assign the Xellerate application to the shared library just
created.

16
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d. Add the following entry:

<imported-shared-libraries>
<import-shared-library name="passlogix' max-
version="1.3"/>

</imported-shared-libraries>

e. Add this entry before the </orion-application> tag at the end of the file and save
the file. The max-version must be max version that you want Xellerate to use. In
this case, it should be greater than 1.1. Start the OC4] server.

The steps are required to make the OIMConnector6.0.jar work on OC4J]. The next steps will
be on OIM to create or import the workflow XMLs and then test the connector.

17
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WebSphere

1. Verify installation requirements:

Oracle ldentity Manager Oracle Identity Manager v. 9.0.1
Installation with:

WebSphere v. 5.1.1.5

Oracle9i v 9.2.0.1.0

Host platform for OIM installation Windows Server 2003

2. Configure the Oracle Identity Manager Server for Microsoft Active Directory and
Sun Java System Directory Server:

a. Configure ESSO-PG for Microsoft Active Directory Rev 4.4.0 and Sun Java
System Directory Server Rev 4.1.0 in OIM so that Xellerate users can be
provisioned to the preceding two resources.

b. Use the following link to download the adapters:

http://www.oracle.com/technology/software/products/ias/htdocs/101202.html

3. Copy the OIM interface code and runtime libraries:

1. Copy OIMConnector6.0.jar under xellerate_home\xellerate\JavaTasks

18
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2. Copy the following versions of connector runtime libraries under
xellerate_home\xellerate \ThirdParty:

S.No | Name of Jar Versions
1. PMCLI .jar -

2. activation.jar 1.0.2
3. axis.jar 1.2.1
4, axis-ant-1.2.1.jar 1.2.1
5. bcprov-jdk13-128.jar 1.28.0
6. commons-discovery-0.2.jar | 0.2

7. commons-logging-1.0.4.jar | 1.0.4
8. jaxrpc.jar -

9. log4j-1.2.9.jar 1.2.9
10. mail .jar 1.3.1
11. opensaml-1.0.1.jar 1.0.1
12. saaj.jar -

13. OraWsDL-1.5.1.jar 1.5.1
14. wss4j.jar -

15. xmlsec-1.3.0.jar 1.3.0

4. Reference the following versions of connector runtime libraries under Shared
Libraries of IBM WebSphere 5.1.1.5:

Sr. No. Name of Jar Versions
1. dom.jar Xerces-
J250
2. jaxp-api.jar 1.3
sax.jar Xerces-
J250
4, xalan.jar 2.1.4
xercesImpl.jar Xerces-
J 250

5. Restart the WebSphere server.

19
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Sample Workflow Configuration to Manually
Configure SSO Tasks

Consider that the AD User is the workflow already configured and consider it as the Root
Resource Object. Root resource is the resource that will contain the SSO data ( SSO
Repository example: AD or Sun LDAP or iPlanet). The user must be present on the Root
Resource first and then the credentials for the other applications can be registered on the
ESSO-PG server. Any other resource object (like iPlanet) or IT resource (like AD Server 1,
iPlanet User) is classified as Non-Root Resource Object and Non-Root IT resource,
respectively.

For any resource object process definitions that are already configured (Root Resource or
Non-Root Resource) for Create User, Password Updated, or Delete User process tasks, a
corresponding process task for Oracle Add Credential, Oracle Change Password, or Oracle
Delete User is added and mapped with the response codes of Create User, Password
Updated. The new tasks that are added for Oracle will be properly configured to the
corresponding workflow variables (process form). The tasks of Oracle will be conditional
based on the task completion of the preconfigured workflow. This document explains the
addition of the Oracle tasks to the already configured workflow for AD (Root Resource),
iPlanet (Non-Root Resource).

The adapters for root resource and non-root resource Object process tasks must be
configured differently and check is made for Root Resource Provisioning before triggering
the Add Credential, Change Password, or Delete Credential methods against ESSO-PG
server.

20
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Defining ESSO-PG Constants

Create

an

ESSO-

PG

Consta

nts

Resou

rceSr.

No. Field Value Purpose

1 ROOT_RESOURCE_NAME The name denotes the IT Resource name
that is used to connect to the AD Server.
This name will be sent to the ESSO-PG
server by the connector. This means that
the ESSO-PG should have a template hame
with this field value. This is will be the
repository for ESSO-LM also.

2 ROOT_RESOURCE_OBIJECT_NAME The resource object name is the actually
name that is there on the process definition
of the AD server.

3 RootITResource_ProcessFormVariabl | The variable field name on the AD user

e process form. This will choose the correct
AD server connection parameters at
runtime. You can have different AD servers
configured with different IT resource values
and select each at runtime while the
provisioning process is executed.

4 RootUserID_ProcessFormVariable The field that will be the UID that is to be
used as the SSO id for a particular user. This
value will be used as the SSO ID while
sending the credentials instructions to
ESSO-PG by the connector.

6 serviceUserName The username of the Oracle administrative
console (domain\username).This field is
encrypted on the backend database.

7 servicePassword The password of the username that is used
in Sr. No. 6.This field is encypted on the
backend database.

8 Propertyfile This is the variable that will have the

initialization parameters for the connector
pack. It has the values of the serviceurl and
the service agent name. The service URL’s
can be multiple separated by comma. It will
be the exact path of the property file
present on the machine on which the OIM
serveris running.
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1. Open the IT Resources Information definition form and create VGO PM Constant
Resource with the following parameters:

ROOT_RESOURCE_NAME

ROOT_RESOURCE_OBJECT_NAME

RootlTResource_ProcessFormVariable

RootUserID_ProcessFormVariable

serviceUserName

Encrypted

servicePassword

Encrypted

Propertyfile

r Parameters |/ Administrators

Matne

|| Walue

PropertyFile
ROOT_RESOURCE_MAME
ROOT_RESOURCE_OBJECT _MAME

FootUzerlD_ProcessForm'yariable
servicePassward
setvicellzerMarme

==l (TR (L [ (DD [Red [ —

Footi TResource_ProcessFormy ariakle

2. Create an IT Resource VGO PM Constants of type VGO PM Constant Resource and
enter the following values which will depend on the actual workflow implemented.

3. The following table shows the sample values that are actually in the provided

sample workflow:

ROOT_RESOURCE_NAME

AD Server 2003

ROOT_RESOURCE_OBJECT_NAME

AD User

RootlTResource_ProcessFormVariable

UD_ADUSER_AD

RootUserID_ProcessFormVariable

UD_ADUSER_UID

serviceUserName

As per the ESSO-PG installation

servicePassword

As per the ESSO-PG installation

Property file

You can accomplish the same result by using the XML provided in the package:
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1. Import the XML VGOconstants.xml from the package. Use the Web interface import
functionality to add these to OIM:

O Deployment Manager

File Preview

WiG0 constants Resource

File Mame: WGO constants.xml
Exported By: XELSYSADM
Export Date: April 2, 2008 11:05:46 AM
Export Litility Yersion: 1.1.0.4
Exported From: jdbc:oraclesthin:@localhost:1521:0imdb

| Cancel == Back |- A File |

2. The instance is already created so the new instance option can be skipped (as shown
in the following screen). This will add the VGOconstants resource. Note this is the
optional step for creating the VGOconstants resource.
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£ 10,186,135, 161

2

¢ Infarmation

Summary

Click Add File to add more files.

Import Files
e Add

Substitutions

4 Add..

IT Resources

4 Add

Hew Groups

4 Add

Provide IT Resource Instance Data.

gj VGO PM Constant Resource

P VGO PM Constants

== Mew Instance==

YGO PM Constants

Parameter Hame
RoctUserlD_ProcessForm’ arisble
servicePassward
RoctlTResource_ProcessFarm® ariable
ROOT_RESOURCE_OBJECT_MAME
aervicellserame
PropertyFile
ROOT_RESOURCE_MAME

Skip this instance

Parameter Value

[ Cancel IT Rezource Modification ] [

== Back ](\U[ Next |
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Define ESSO-PG Constant Resource Type Field in AD User Process Form

The new field is required because during the provisioning process the ESSO-PG connection
parameters are required by the Oracle connector. This step will be needed for all the
workflows that have the process form. We will be looking at the AD process form (Root
Resource) and the iPlanet (Non-Root Resource). You make it invisible but can make it visible
and can define a lookup to have more than one ESSO-LM deployed. Then the IT resource
values will be different as in Create a ESSO-PG Constants Resource.

1. Open the AD User process form.
2. Make a new version of the New AD User form.
3. Add a new field, VGOADConstants, as follows:

Variant Default
Name Type Length | Field Label Field Type Value
VGOADConstants# | Long VgoADConstants | ITResourceLookUpField VGO PM
Constants™

*Put the IT Resource Name VGO PM Constants defined earlier.

#VGOADCONSTANTS will be preceded by UD_ADUSER_

4. In the Properties tab, add properties for VGOADConstants.

a. In the Add Property window, select the Type item from Property Name.
Select VGO PM Constant Resource from the Property Value box.
b. Add another property, select Visible Field item from Property Name. Enter

false in the Property

Value box

5. Make the New AD User form active.

O Edit Property
e |b (0| DS (3]X]|T
-Component Property 1
Calurmn Mame Column Type
oo AD Constants [TRezourcel ookupFisld
petty Marme Property VYalue
.
| isibie: Field v | liaise
.
W Source
| A | %
Field
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Define ESSO-PG Constant Resource Type Field in iPlanet User Process Form

1. Open the iPlanet User process form.
2. Make a new version, New IPNT User.

Additional Columns

| Al nme————H“v‘m?pEﬂtEhgtm Field Cagel “ FIE TYEE H Dot relue——H—DLd.E.r_u_.g_ngation Pr

— 277 D IPRIT_USR WVGOIPNTCONSTANTS Iong Wigo IPNT Constants ITRezourcelookupField %S0 Phd Constants l14 _|
Delete |7 |UD IPNT TSR USERI———sting ! 0 lseri TextField L ——hF— i

3 UD_IPNT_USR_PASSWORD |Str|ng |15 Pazsweard PazswordField |2 i

4 UD_IPMT_USR_TITLE Strirg 30 Title ComboBox hr. 3 [l

5 (UD_IPHT_USR_FIRST_MARKE String 40 First hlame TextField 4 [l

_ R UD_PMT_LISR_MIDDLE_IMITIAL Strirg g Micdle: Marre TextField 5 Il

7 |UD_IPMT_USR_LAST _MAME Strirg 40 Last Mame TextField |6 [l

A [UC_PMT_USE_ORGAMZATION String 400 Croanization D LookupFisld ou=Feonle T Il

9 [UD_PMT_USR_DEPARTMEMT String 100 Deparment LookupField Department1 5 [}

A0 UD_PRT _USRE_LOCATICN String 100 Location LookupField Bangalore 9 [

11 |UD_IPMT_USR_TELEPHOME Strirg 20 Telephone TextField 10 ]

12 UD_IPMT ISR _EmAIL String 245 Etnail TextField 11 [

13 [UD_IPNT_USR_CORMM_LANG String a0 Cortnunication LanguComboBox Englizh [z L]

14 UD_PHT_USR_SERWER JL=lql] SErver ITRezourcelookupField iPlanet User |1 a3 [

3. Add a new field, VGOIPNTConstants, as follows. The new field will help at runtime to
get the data for the VGOconstant connection parameters that are prefilled in the IT
resource VGO PM Constants.

Variant Default
Name Type Length | Field Label Field Type Value
VGOIPNTConstants# | Long VgoIPNTConstants | ITResourceLookUpField | VGO PM
Constants™

*Enter the IT Resource Name, VGO PM Constants, defined earlier.
4. In the Properties tab, add properties for VGOIPNTConstants.

a. In the Add Property window that appears, select the Type item from
Property Name. Select VGO PM Constant Resource from Property
Value.

b. Add another property, select Visible Field item from Property Name. Enter
false in the Property Value box.
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| ann| OB @z ox

~Component Property
Column Mame Column Type
Ev’qn IPMT Constants I EITResuurceLDDkupField |

PrW Property Wall
~Wisible Field v| aize s |

///

Fitter Zalurmn OLiFCe

| v| | v|

Field

| ¥

5. Make new IPNT User form active.
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Workflow Configuration for any Already Configured Process

Importing the Oracle Adapters

The XML Adapters.xml contains the following adapters that can be used for any pre-
configured workflows. The task can be created on the process definition of the required
workflow (AD, iPlanet, ODB). Add the following adapters as required.

Sr.

No.

Adapter Name

Purpose

adpPASSLOGIXROOTRESOURCEADDC
REDENTIAL

This is the adapter that is used to add
the credentials of the Root Resource
which is the same for the ESSO-LM
repository. The root resource has to be
provisioned to the user before adding
the other applications to the user.
Works as follows :

If the current AD is the root AD then
add the credentials directly.

It checks the resource provisioned for
the user at runtime.

It matches all the resource objects
provisioned with the root resource for
the workflow.

If the Root Resource is provisioned it
get the UID that was set for the SSO
and then adds the new application
credentials.

adpPASSLOGIXNONROOTRESOURCEA
DDCREDENTIAL

This is the adapter that is used to add
the credentials of the resource which
has the workflow defined.

Works as follows :

It checks the resource provisioned for
the runtime user.

It matches all the resource objects
provisioned with the root resource for
the workflow and if present then
proceeds else throws the error saying
“Root resource not provisioned”

If the root resource is provisioned it get
the UID that was set for the SSO and
then adds the new application
credentials.

adpPASSLOGIXDELETEUSERROOTRE
SOURCE

Deletes credentials of the root resource
from the Oracle ESSO-PG console
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Sr.

No.

Adapter Name

Purpose

adpPASSLOGIXNONROOTRESOURCE
DELETECREDENTIAL

Deletes the credentials of the non-root
resource from the ESSO-PG.

Works as follows:

It checks the resource provisioned for
the runtime user.

It matches all the resource objects
provisioned to the user with the root
resource for the workflow and if present
then proceeds else throws the error
saying “Root resource not provisioned”

Sends the delete credentials
instructions to ESSO-PG.

adpPASSLOGIXMODIFYPASSWORD Changes the password for the different

applications.
Works as follows:

It checks the resource provisioned for
the runtime user.

It matches all the resource objects
provisioned to the user with the root
resource for the workflow: if present,
then proceeds; if not, throws the error
“Root resource not provisioned.”

Sends the change credentials
instructions to ESSO-PG.

Adds the credentials for the new
provisioned application for the user .
Works as follows :

Gets the current resource name

Then adds the credentials to the ESSO-
PG by calling the Add Credentials
method of the ESSO-PG admin console.

adpPASSLOGIXRECONCILIATIONADD
CREDENTIAL

Import the XmI\Adapters.xml,. Use the deployment manager from the Web interface.
. The names of the adapters will be displayed in the import window. Import all the

adapters shown in the following screens. After the adapters are imported, the list of
the adapters will be shown in the Adapter Factory table in the Design console.
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192.168.1.227:8080 - Oracle Identity Manager - Microsoft Interr

=10l x]

Deployment Manager - Import

Click Add File to add mare files.

* Ad File Preview

IT Res

e Ad FPasslogix OIM Adapter
Hew G

File Mame: PasslogixOlMAdapters.xml
& Ad Exported By: XELSYSADM
Export Date: September 21, 2006 3:02:52 PM
Export Lkility Yersion: 1.1.0.3
Exported From: jdbe:oraclesthin:@192.168.1.103:1521:0IMWEB

| Cancel == Back | Add File

Add File [ Import

[ @] sent: 1210, received:204670

l_ l_ l_ l_ l_ |° Inkerriek 7

Click Add File to add mare files.

Summary L
Current Selections
Al 6
Elghy A0 User
25 Task Adapter: 6
= léi AD User
2% adpP ASSLOGIXROOTRESOURCEADDCREDENTIA
Import Files o £53 anpP ASELOGIDELETEUSERROOTRESOURCE /£
Aclapters xml 2% adpP ASSLOGEMODIFYPASSIWORD L
= Add. El gy iFlanet User
Substitutions ¥ Bl iPlanet User
4 Al 2% adpP ASSLOGIENONROOTRESOURCEDELETECR
R — o 2% adpP ASSLOGIXNONROOTRESOURCEA DDCREDE
3 A 2% adpP ASSLOGIXRECONCILIATIONADDCREDENTIL
2% adpP ASSLOGEMODIFYPASSWORD L
Hew Groups v
e Add
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Create the Passlogix Add Credential Process Task

This section describes how to:
e create the Passlogix Add Credential Process Task
e attach the Passlogix Root Resource Add Credential adapter to it

e map the adapter variables.

1. Open the AD User Process form that is already configured for basic user operations like
creating, modifying, and deleting. Here the AD process is the same repository for the
ESSO-LM. For the manual provisioning of the user, the user is first created on AD and
then on the Oracle ESSO-PG administrative console.

2. Add a Passlogix Add Credential task.

3. Verify that the Required for Completion, Allow Cancellation while Pending, and
Conditional check boxes are selected. Select No Effect from the Task Effect

combination box.

) Editing Task: Passlogix Add Credential

M4k O & (B3 X| T

' Motification | Taskto Object Status Mapping | Assignment |
General | Integration | TaskDependency | Responses | Undo/Recovery

TEET

~Duration-
Taisk Marme |Passlogix Add Credential |
L
Taszk Description i
Hawurs:
MinLtes l:l

- TasKk Propertles

[=] Rotry Moriodin-inutcs | |

equired for Completion [  Allowe Cancellation wwhile Pending  [w]  Retry Count

E Dizablc Manual Ihaes

Conztant Duration [] Ao Mutiple Instances [#]

|

Mo Effect

Child | able |

4. In the Task to Object Status Mapping tab of the Creating New Task window, map
the Completed (C) process task status with the Provisioned resource object status.
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O Editing Task: Passlogix Add Crendentials

M 4| N DE] & &3X|D

|ﬁ Taskto Object Status Mapping ﬁ

~Task to Ohject Status Mapping
Statuz | Categaory | Ohject Status | |
o LEE =] [T =] RN = -
B [UCR Rejected Moare
7T Conpleted Moare
8= Suspended Moare
g ucC Conpleted Moare
10 |Px Percling Moare
11 |mC Silotnz
T Completed PProvizioned -
j-.___=_

5. Now under Integration tab attach the adpPasslogixRootResourceAddCredential
adapter to the task and map its variables as shown in the next two screens.
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O Editing Task: Passlogix Add Credential

M4/ W DO éh & (&)X T

Integration

~Event Handler/Adapter
] Mane |adpPASSLOGI}(ROOTRESOURCEADDCREDENTI.&.L | A
4 Status |Read':|.' | Im
1  Adapter Yariables
: | vep | Mapped (v/N) || Name I Description |
1 % propertiesFile propertiesFile
2% statuzString Status string seperated by comma
3 ¥ Adapter return val... [Return variable
4 ¥ Uzerkey Uzerkey
a5 ¥ zzospplicationPvD | zzolpplicationPyD
B [v CurrentProcesszin... (CurrentProcessinstancekey
7Y zzospplicationls... =zolfpplicationllserlD
g | zzallzeriD zzollzeriD
g | RESOURCE_OBJE... RESOURCE_OBJECT _MAME
10 | ROOT_RESOURC... [ROOT_RESOURCE_MAME
11 | CurrentiTResourc. .. (CurrertlTResource_ProcessFormYariable
12 | RootlTResource_... RoctiTResource_ProcessFormiariable
13 | Rootl lzerlD_Proce... RootUszerlD_ProcessFormariable
14 |% zervicelzerMame  |zervicelszerMamme
15 [% zervicePasswoard  [servicePazsword

6. Map the variables for the task as shown in the following table:

IT Asset
Data Type/Literal | IT Asset

Variable Name Type Map To Qualifier Value Property

Response
Adapter return value Object | Code NA NA

User
User Key long Definition User Key NA

Process
ssoUserID String | Data User Id NA

Process
ssoApplicationUserID String | Data User Id NA

Process
ssoApplicationPWD String | Data Password NA
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CurrentProcessInstanceKey

long

Process
Data

Process
Instance

NA

#CurrentITResource_Process
FormVar

String

Literal

String

UD_ADUSE
R_AD

NA

Root_Resource_Name

String

IT
Resources

VgoADCon
stants

VGO PM
Constant
Resource

Root_Resource

_Name

Root_Resource_Object_Nam
e

String

IT
Resources

VgoADCon
stants

VGO PM
Constant
Resource

Root_Resource

_Object_Name

RootITResource_ProcessFor
mVariable

String

IT
Resources

VgoADCon
stants

VGO PM
Constant
Resource

RootITResourc
e_ProcFormVar

RootUserID_
ProcessFormVariable

String

IT
Resources

VgoADCon
stants

VGO PM
Constant
Resource

RootUserID_Pr
ocFormVar

serviceUserName

String

IT Resource

VgoADCon
stants

VGO PM
Constant
Resource

serviceUserNa
me

servicePassword

String

IT Resource

VgoADCon
stants

VGO PM
Constant
Resource

servicePasswor
d

Propertyfile

String

Literal

String

Exact path
of the
PMClientCo
nfiguration.
proproperti
es

statusString

String

Literal

String

Comma
separated
status
values
which you
want to be
taken into
consideratio
ne.g.
Provisioned,
Disabled,En
abled

# This is the column name for IT Resource field of the Resource Object Form.
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7. Under the Responses tab of Create User process task of the AD User process, select
and highlight the true response. Then, from the Tasks to Generate region of this
tab, select and assign the Passlogix Add Credential task. By doing this, you are
configuring the Passlogix Add Credential to be fired when the user is successfully
created for the AD workflow. This means that the credentials will be sent to the
Oracle connector and the user will be registered with the ESSO-PG repository, which
is the same AD root resource.

M e M DE &A= S X| T

Responses

~Responses
Add Responze Drescription || Status
1 [tru= zer successtully created 0
Delete 2 UMK A unknown response was receed R
a1 [|[falzc Uszcr ot crootcd properly R

~Tasks To Generate

Bzsign Tazk Mame

— 1 |Cet Ohjocct CUID Crootod

Delete 2 |Accourt Expiration Date Updated
A |Passlogix Add Credential

8. Click Save.

Create the Passlogix Change Password Process Task

This section describes how to:
e create the Passlogix Change Password process task
e attach the Passlogix Modify password adapter

e map the adapter variables.

35



ESSO-PG OIM Connector User’s Guide

This task is called every time that there is a change in the password for the AD user profile.
This call triggers a task related to change password task credential task for ESSO-PG.

To add a Passlogix Change Password process task:

1. Open the AD User Process definition.

2. Add a Passlogix Change Password task in the AD workflow.

3. Select the Required for Completion, Allow Cancellation while Pending,
Conditional, and Allow Multiple Instances check boxes. Select No Effect from
the Task Effect combination box.

O Editing Task: Passlogiz Change Password

M4 N DO|E M50 (3X T

General | Infegrafion |  TaskDependency | Responses | UndoiRecovery |

Duration
Tazk Name |P'asslu:ugix Change Pazzword | |

D
Tazk Description s 4 l

Hours l:!

hinutes l:l

~Task Properties
Conditional [¥] Dizable Manual nsert [ Retry Period in Minutes l:
Feguired for Completion [  Allowy Cancellation while Pending  [p]  Retry Count l:
Constant Duration [ Ao Muttiple Instances [#]
Task Effect |N.;. Etfect - |
Child Table | w | Trigger Type

4. In the Task to Object Status Mapping tab of the Creating New Task window, map
the Completed (C) process task status with the Provisioned resource object status.

36



Sample Workflow Configuration to Manually Configure SSO Tasks

3 Editing Task: Passlogix Change Password

#h

M4 M D& &y

3| K| @

Taskto Ohject Status Mapping

: ~Task to Object Status Mapping

Status || Category || Object Status
1w Wiaitinig
Z R Rejected
3 |uc Completed
4 S—""" TSuspended
0Nl Cormpleted d
(4] . 1!rF"Envc:iir'@
[
n

4]

5. Under the Integration tab, attach the adpPasslogixModifyPassword adapter to the
task and map its variables as follows:

Variable Name Data Map To Qualifier IT Asset IT Asset
Type Type/Literal Property
Value
Adapter return value Object | Response NA NA
Code
User Key long User User Key NA
Definition
ssoApplicationUserID String Process Data | User Id NA
ssoApplicationPWD String Process Data | Password NA
CurrentProcesslInstanceKey long Process Data | Process NA
Instance
#CurrentITResource_ProcessFor | String Literal String UD_ADUSER_A | NA
mVar D
Root_Resource_Name String IT Resources | VgoADCons | VGO PM Root_Resource
Constant
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Variable Name

Data
Type

Map To

Qualifier

IT Asset
Type/Literal
Value

IT Asset
Property

tants

Resource

_Name

Root_Resource_Object_Name

String

IT Resources

VgoADCons
tants

VGO PM
Constant
Resource

Root_Resource
_Object_Name

RootITResource_ProcessFormVa
riable

String

IT Resources

VgoADCons
tants

VGO PM
Constant
Resource

RootITResourc
e_ProcFormVar

RootUserID_
ProcessFormVariable

String

IT Resources

VgoADCons
tants

VGO PM
Constant
Resource

RootUserID_Pr
ocFormVar

serviceUserName

String

IT Resource

VgoADCons
tants

VGO PM
Constant
Resource

serviceUserNa
me

servicePassword

String

IT Resource

VgoADCons
tants

VGO PM
Constant
Resource

servicePasswor
d

Propertyfile

String

Literal

String

Exact path of
the
PMClientConfig
uration.propro
perties

statusString

String

Literal

String

Comma
separated
status values
which you
want to be
taken into
consideration
e.g.
Provisioned,Disa
bled,Enabled

# This is the column name for IT Resource field of the Resource Object form.

6. Under the Responses tab of Password Updated process task of AD User process,
select and highlight the true response. Then, from the Tasks to Generate region of

this tab, select and assign the new created Oracle Change Password task.
By doing this, you call the Oracle Change Password task for each change

password task for the AD workflow. This will be same for any workflow that has
a change password task in the workflow.
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) Editing Task: Password Updated E3
M4 || D|E| & & (B3)|X|D

; 1 Responses
~Responses
204 Response || Drezcription || Status
1 JUMKMCWYT A unknoywyn response was received R
Delete 2 |[talze Password not set R
3 [true Pazsword was set L

~Tasks To Generate

Assign Taszk Mame |

1 |Paszslogix Change Passward |

Delete

7. Click Save.

Create Passlogix Delete User Root Resource Process Task

This section describes how to:
e create the Passlogix Delete User Root Resource process task
e attach the Passlogix Delete User Root Resource adapter
e map the adapter variables

1. Open the AD User Process form
2. Add a Passlogix Delete User Root Resource task.
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O Editing Task: Passlogix Delete User Root Resource

M a0 | D)= (3 X| T

~Duration
Diays |:
Hous [ |
Mites ||

Task Mame |F‘asslu:ugix Delete Uzer Root Resource |

Taszk Description

~Task Properties
Conditional [w] Digable Manual nser [[]  Retry Period in Minutes l:
Required for Completion ]  Allow Cancellstion while Pending [y  Retry Court l:
Constant Duration [ Ao bMuttiple Instances [#]
Task Effect |N|:| Eftect - |
Child Table | w | Trigger Type | - |

3. Select the Required for Completion, Allow Cancellation while Pending, and
Conditional check boxes. Select No Effect from the Task Effect combination box.

4. Under Integration tab, attach the adpPasslogixDeleteUserRootResource adapter to the
task and map its variables as shown in the following screen:
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O Editing Task: Passlogix Delete User, Root Resource

Wi OS] 3)X|m
Integration
~Bwvent Handler/Adapter
Matme |adpF‘ASSLOGI}(DELETEUSERROOTRESOURCE | Add
Status |Read':.-' | Remoyve
~Adapter VVariables
| Mz | Mapped M) || Marme || Description
1 % Adapter return wal... |Return variable
2 CurrertProcessin... [CurrentProcessinstancekey
3% zzollzeriD zz0llzerlD
4 % zzospplicationlls... |zsofpplicationUzerlD
5 % zzospplicstionPwd |zzofpplicationPwd
B |% ROOT_RESOQURC... |ROOT_RESOURCE_MAME
T CurrertlTResourc... (CurrentlTResource_ProcessForm\Yariable
8% zervicellzerbame  |zervicelzerMame
9 ¥ servicePassword  |servicePassword
10 | propertyfile propertyfile
IT Asset
Type/
Literal IT Asset
Variable Name Data Type Map To Qualifier Value Property
Adapter return value Object Response NA NA
Code
ssoUserID String Process User Id NA
Data
ssoApplicationUserID String Process User Id NA
Data
ssoApplicationPWD String Process Password NA
Data
CurrentProcessInstanceKey long Process Process NA
Data Instance
*Root_Resource_Name String IT VgoADConsta | VGO PM Root_Resource
Resources nts Constant _Name
Resource
#CurrentITResource_ProcessFor | String Literal String UD_ADUSER
mVar _AD
serviceUserName String IT VgoADConsta | VGO PM serviceUserNa
Resource nts Constant me
Resource
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Variable Name Data Type

Map To

Qualifier

IT Asset
Type/
Literal
Value

IT Asset
Property

servicePassword String

1T
Resource

VgoADConsta
nts

VGO PM
Constant
Resource

servicePasswo
rd

Propertyfile String

Literal

String

Exact path
of the
PMClientCon
figuration.pr
oproperties

# This is the Column Name for IT Resource field of the Resource Object form.

5. In the Task to Object Status Mapping tab of the Process Task window, map the
Completed (C) process task status with the Revoked resource object status.

O Editing Task: Passlogix Delete User Root Resource

R, B R =

3| K| @

[ Motification | Taskto Object Status Mapping | Assignment |

General | Integration |  TaskDependency

| Responses | UndoRecovery |

" Task to Object Status Mapping

Status || Category || Ohbject Status |

1 [Cancelled [None

25 Susperded Hane

2 R JRejected [iGteE

4 |MC_ (Completed [None

5 %c/cew =
AT Completed R_eyD

T tFF——_____E_CDmpIeted Mone —
(wl |w] B i u] H th L= - el

6. In the Create User Task window, in the Undo Recovery tab, select Delete User and

delete it. Assign and add Oracle Delete User Root Resource task.
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) Editing Task: Passlogix Delete User Rook Resource | x|
M 4| M| O dh|im 3)X|T

Responses

~Responses
Ao Responze || Drezcription || Etatus |
1 JURH MY A0 Unknoyyn Fesponse was received R
Delete 2 |FAILED Dielete User Failed R
[ —
3 [SUCCESS Delete User Successfully Called I
Fatme——0 Current Resource js not & Root Resourcec

- Tasks To Generate

Lssign e T3k Dttt |
1 jﬁaete Uzer _'\ |

EEIEtE v

Delete user called
on success

Since in the case of Root Resource, the user is deleted first from ESSO-PG
and then from Active Directory, therefore on calling Revoke, the Passlogix
Delete User Root Resource process task should be triggered. Delete User
should be called on Success of it.

In the Responses tab of Passlogix Delete User Root Resource task window, select
response code SUCCESS. Assign and add the Delete User process task.

In the Responses tab of Passlogix Delete User Root Resource task window, select
response code False. Assign and add Delete User process task.
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(O Editing Task: Passlogix Delete User Rook Resource

M 4|k M| DO|E & & |8 X T

Fesponses

~Responses

Add Responze || Description || Statuz |
— 1 JURHMCT Arunknown responze was received F
Delete 2 |FAILED Dielete User Failed R
3 [SUCCESS Delete User Successfully Called T
Fatmer——( Currert Resource js not & Eoot Resoaree T

~Tasks To Generate

&z3igh P — A L |
1 Alelete Uiser B |

QEIEtE v

Delete user called
On sSUcCess

9. In the Task to Object Status Mapping tab of the Delete User Process Task window,
change the mapping of the Completed (C) process task status from Revoked to
Provisioned resource object status.
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O Editing Task: Delete User,

M4 N D& (3)X| T

ﬁ Task to Object Status Mapping ﬁ

~ Task to Ohject Status Mapping
Status || Category || Ohbject Status |

1 UC Cotmpleted [ aTg?]

2w Waiting Mare

a U7 Completed Mane

4 |C Completed rovizioned

5 R Rejected [ aTg1

B |F Pending Mane

¥ |[4LR Fejected Mare

(wl [wkrs r H bl

10.In the Create User task of the AD process workflow, go to the Undo/Recovery tab that
is triggered when the Resource object is revoked.
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O Editing Task: Create User,

M 4| M (DO 30X
I Delete this record  cil-o
LndofRecoveny
~Undo Tasks
Azsigh Undo Task Mame |
1 |Pazslogix Delete User Root Resource |
Delete
~Recovery Tasks
Cotnplete on Recovery ]
AEsign || Recovery Tazk Mame
Delete

11.Save all the tasks as required.
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Workflow Configuration for iPlanet User Process

This section is for the Any Non-Root Resource workflow. It describes the adapter
configuration for the Non-Root Resource workflows. The method is to identify the key tasks
in the preconfigured workflows, mainly the Create User (Provisioning task), Delete User, and
Change Password. These the tasks trigger the Oracle tasks and send the credentials to the
ESSO-PG admin console.

After the Create User for the workflow, call the Add Passlogix Credentials task. After the
Delete User task, call the Delete Passlogix Credential task. This can be done in the Assign
tabs in the corresponding task.

The following sample configurations are for the iPlanet workflow. Here the iPlanet workflow
is the non root resource. Thus the credentials for the iPlanet can be sent to the Oracle
ESSO-PG Administrative console. The real environment can have many non-root resource
workflows like iPlanet.

Create the Passlogix Add Credential Process Task

This section describes how to:

e create the Passlogix Add Credential process task

e attach the Passlogix Non Root Resource Add Credential adapter

¢ map the adapter variables.

Open the iPlanet User Process form.

Add a Passlogix Add Credential task.

Select the Required for Completion, Allow Cancellation while Pending, and

Conditional check boxes are selected. Select No Effect from the Task Effect combo
box.

WN =
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O Editing Task: Passlogix Add Credential

General

~Duration

Days Ij
Hour = l:
hinutes l:

Task Marne Pazslogix Add Credertial |

Task Descrigtion

~Task Properties

Conditional [¢] Dizable Manual Inser []  Retry Period in Minutes |
Required for Completion [y Alloww Cancellation while Pending [ Retry Count |
Constant Duration [] Ao buttiple Instances [#]

Task Effact |N.;. Effect - |

Child Table | w | Trigger Type | v |

In the Task to Object Status Mapping tab of the Creating New Task window, map the

4,
Completed (C) process task status with the Provisioned resource object status.
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O Editing Task: Passlogix Add Credential

M4 N DO)E s 3)X)

Iﬁ Task to Ohject Status Mapping ﬁ

¥ ~Task to Object Status Mapping

1l L.
St !! =pa=m n Il M
E Corpleted Provisioned :)
jected Mone _E_._—-—""""'

2

3 (% Cancelled Mane
4 P Pending Mone
a W Wiaiting Mone
B |XLF Rejected Mone
T |UCR Rejected Mone
(wl i L=t ] b=

5. Under the Integration tab, attach the adpPasslogixNonRootResourceAddCredential
adapter to the task, and map its variables as follows:
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© Editing Task: Passlogix Add Credential

M4 OE

#h

| | &3

X

(0]

Inteqration

~Event Handler/Adapter
Mame |'ASSLOGI}(NONROOTRESOURCEADDCREDENTIAL | Al
Status |Head':|.' | lm
—Adapter Yariables
Motarg Mapped (Y M) || Matne || Description
1 [¥ FOOT_RESOURC... |ROOT IT RESOURCE
2 ROOT_RESOURC... [ROOT_RESOURCE_OBJECT _MAME
a3 ¥ currertlTRezourc. .. (CurrertlTRezource_ProcessFormYariable
4 ¥ Roctl TRezource_ ... RodtiTResource_ProcessFormYariakble
5 ¥ oot zerlD_Proce.. RootUszerlD_ProcessForm’ ariable
B zervicelzerMame  [zervicelzerMame
i zervicePazsword  [servicePassword
g v propertyfile propertyfile
g v statuzstring statuz string seperated by comma
10 Adapter return val.. Return variakle
11 | zerkey zerkey
12 | currertProcesszin... (CurrertProcessinstancekey
13 | zzolpplicationUs. .. zzolpplicationUzerlD
14 | zzolpplicationPywd |zzodpplicationPawd

Variable Name Data Map To Qualifier IT Asset IT Asset
Type Type/Literal Property
Value
Adapter return value Object Response NA NA
Code
User Key long User User Key NA
Definition
ssoApplicationUserID String | Process Data User Id NA
ssoApplicationPWD String | Process Data Password NA
CurrentProcessInstanceKey long Process Data Process NA
Instance
#CurrentITResource_ProcessFor | String Literal String UD_IPNT_USR NA
mVar _SERVER
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Root_Resource_Name String | IT Resources | VgoIPNTCo VGO PM Root_Resource_
nstants Constant Name
Resource
Root_Resource_Object_Name String | IT Resources | VgoIPNTCo VGO PM Root_Resource_
nstants Constant Object_Name
Resource
RootITResource_ProcessFormVa | String | IT Resources | VgoIPNTCo VGO PM RootITResource
riable nstants Constant _ProcFormVar
Resource
RootUserID_ String | IT Resources | VgoIPNTCo VGO PM RootUserID_Pro
ProcessFormVariable nstants Constant cFormVar
Resource
serviceUserName String IT Resource | VgoADCons VGO PM serviceUserNam
tants Constant e
Resource
servicePassword String IT Resource | VgoADCons VGO PM servicePassword
tants Constant
Resource
Propertyfile String Literal String Exact path of
the
PMClientConfi
guration.propr
operties
statusString String Literal String Comma
separated
status values
which you
want to be
taken into
consideration
e.g.

Provisioned,Di
sabled,Enable
d

# CurrentlTResource_ProcessFormVar : This is the column name for IT Resource field of the Resource
Object form . This field will be different for all the workflows and will be different for all workflows.
This is just the sample field for preceding iPlanet workflow.

6. Under the Responses tab of Create User process task of the iPlanet User process, select
and highlight the User_Creation_Successful response. Then, from the Tasks to
Generate region of this tab, select and assign the Oracle Add Credential task.
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D) Editing Task: Create User E3
M 4| W D|E| &&= |3 X|T

Fesponses
~Responses
Add | Response || Description Statuz
= o IM ALIL AT TR Y ASLUE_CREUT IF YA YHILE ST 10 =S G e I =
Delete 5 |INVALID_CONNECTION_EHF:OR LDAP Connection exception F: =1
= 7R ALID MARMIMNG_ERROR Matring Exception R
g |[TARGET_UMANAILABLE ERREOR Target Server unavailable F
§ |USER—#IREADY EXIST Uszer already exisis R
(Ifljl IISER_CREATION SUCCESSFLL Ilzer crested successfully \;. C
ﬂ“‘ CREATION_FAILED Recjuire inforrmation i F Bl
L b
~Tasks To Generate _f!
Azsign Tq"sk hame |
¢ |Passlogix Add Credertial ™ |
Delete

7. Click Save.
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Create Passlogix Change Password Process Task

This section describes how to:

e create the Passlogix Change Password Process Task

e attach the Passlogix Modify Password adapter

e map the adapter variables.

1. Open the iPlanet User process form. The Change Password task is already there in the
iPlanet workflow. The method is to make a Passlogix Change Password task and then
assign it to the successful completion of the iPlanet Change Password task.

Add a Passlogix Change Password task. (This is for the iPlanet workflow.)

Select the Required for Completion, Allow Cancellation while Pending,
Conditional, and Allow Multiple Instances check boxes are selected. Select No

4.

Effect from the Task Effect combo box.

2 Editing Task: Passlogix Change Password

M4 N DO & (B3X| T

Motification | Taskto Object Status Mapping | Assignment |
% General | Integration | TaskDependency | FResponses |  UndoRecovery |
..D a-t' il
Task Mame |F'assll:ugix Change Password | Hration

Tazk Descrigtion

Days l:
Hours I:
hdirtes I:

-Task Properties

Caonditional [w] Dizable Manual Insert

Reqguired for Completion [y

Constant Duration [ Allow Mulliple nstances

Alioyy Cancelistion ywhile Pending  [yw]

[ Retry Period in Minutes ||
Retry Count |i

[¥]

Taszk Effect |N.;. Etfect

- |

Child Takle | w | Trigger Type

In the Task to Object Status Mapping tab of the Creating New Task window, map the
Completed (C) process task status with the Provisioned resource object status.
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) Editing Task: Passlogix Change Password E3
RiA|» M (O M & (3)X|T

on | Taskto Ohject Status Mapping |

~ Task to Ohject Status Mapping

__gﬁfr.us_—H—— CalEgury “ ——Ohject Stafusz |
{‘Iﬁ il Completed Provigioned __‘:}
2 [F————— Erjected More
3 [Cancelled More
4 P |Pending [Mone
5w |"aiting [Mone
B [¥LF [Rejected [Mone
7 |UCR [Rejected [Mane
oo il Led ol Iy e
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O Editing Task: Passlogix Change Password

M4 M| DOE|8 & (B3X| D

Inteqration

~Bwent Handler/Adapter
Marme |adpF‘ASSLOGI}(MODIFYPASSWORD | Al
Statuz |Read':|.' | Im
—Adapter WYariahles
Map Mapped (M) || Matne || Description |
1 ¥ Adapter return val... Return variable
2 Uzerkey zerkey
3 CurrentProcessin... CurrentProceszinstancekey
4 ¥ szodpplicationUs... |ssofpplicationllseriD
a8 Y szodpplicationPwwd |szofpplicationPwed
B | ROOT_RESOURC... |[ROOT_RESOURCE_MAKME
i RODT_RESOURC... [ROOT_RESCURCE_OBJECT _MAKME
gy CurrertlTRezourc... (CurrentiTRezource_ProcessFarmiariable
q ¥ RoctiTResource_... RodtiTResource_ProcessFarmiariable
10 ¥ RootUzerlD_Proce. .. | RootUserlD_ProceszzsForm®ariakle
11 | servicellserfame  |zervicelserMame
12 % servicePassword  |zervicePassword
13 ¥ propertyfile propertytile
14 ¥ statusString statuzString  with all the statuses

5. Now under the Integration tab, attach the adpPasslogixModifyPassword adapter to the
task, and map its variables as follows:

IT Asset
Data Type/Literal | IT Asset

Variable Name Type Map To Qualifier Value Property

Response
Adapter return value Object | Code NA NA

User
User Key long Definition User Key NA

Process
ssoApplicationUserID String | Data User Id NA

Process
ssoApplicationPWD String | Data Password | NA

55




ESSO-PG OIM Connector User’s Guide

CurrentProcessInstanceK
ey

long

Process
Data

Process
Instance

NA

#CurrentITResource_Pro
cessFormVar

String

Literal

String

UD_IPNT_US
R_SERVER

NA

Root_Resource_Name

String

IT
Resources

VgoIPNTC
onstants

VGO PM
Constant
Resource

Root_Resourc
e_Name

Root_Resource_Object_N
ame

String

IT
Resources

VgoIPNTC
onstants

VGO PM
Constant
Resource

Root_Resourc
e_0Object_Na
me

RootITResource_ProcessF
ormVariable

String

IT
Resources

VgoIPNTC
onstants

VGO PM
Constant
Resource

RootITResourc
e_ProcFormVa
,

RootUserID_
ProcessFormVariable

String

IT
Resources

VgoIPNTC
onstants

VGO PM
Constant
Resource

RootUserID_P
rocFormVar

serviceUserName

String

IT Resource

VgoADCon
stants

VGO PM
Constant
Resource

serviceUserNa
me

servicePassword

String

IT Resource

VgoADCon
stants

VGO PM
Constant
Resource

servicePasswo
rd

Propertyfile

String

Literal

String

Exact path

of the
PMClientConf
iguration.pro
properties

statusString

String

Literal

String

Comma
separated
status
values which
you want to
be taken
into
consideratio
n e.g.
Provisioned,
Disabled,Ena
bled

# This is the Column Name for IT Resource field of the Resource Object form.
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O Editing Task: Password Updated Ed

W <[p|m| Dj@|aln [a]x|o

Responses |
Responses
| Acld Responze || Dezcription || Status

= f |DUPLICATE % ALUE_FRROR Duplicate value R
Delete F [INSUFFICIEMT _INFORMATION_PRCYI| Required field info not provicded R
7 INYALID_ATTR_MODIFY _ERRCE  Inwalid sttribute value or state F:
g I ALID_ATTR_WALUE_ERROR Invalicd value specified for an sttribute R
9 I ALID_COMMECTION_ERROR Error wehile connecting to target server  |R
10 INWALID MAMIMNG _ERROR Marming exception R
11 |[TARGET_UMAWAILABLE_ERROR  |[Target Server unavailable R
12 [USER_DOESMOT_EXIST User does not exist R

13 [USER_LPDATE FALEE—Heerupdeted fefed———— ]

<14 USER_UPDATE_SUCCESSFLL |U=et updated ;L_““

~Tasks To Generate

| Azsign Iaﬁhlime |
li 1 P'égglogix Change Pazsword 1““\' |
Delete

6. Under the Responses tab of Password Updated process task of the iPlanet User
process, select and highlight the User_Update_Successful response. Then, from the
Tasks to Generate region of this tab, select and assign the Passlogix Change Password
task. By doing this you are telling the workflow to trigger the Change Passlogix task for
all the password change requests for the parent workflow (in this case, the iPlanet
workflow). This can be any non-root workflow.

7. Save all the tasks.
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Create Passlogix Delete User Non Root Resource Process Task

This section describes how to:

e create the Passlogix Delete User Non Root Resource process task

e attach the Passlogix Non Root Resource Delete Credential adapter

e map the adapter variables.

1. Open the iPlanet User process form.

2. Add a Passlogix Delete User Non Root Resource task. Refer to Workflow Configuration
for any Already Configured Process for details of all the adapters and their functionality

for root and non-root resources.

3. Select the Required for Completion, Allow Cancellation while Pending, and
Conditional check boxes are selected. Select No Effect from the Task Effect combo

box.

Completed (C) process task status with the Provisioned resource object status.

D) Editing Task: Passlogix Delete User

LR = X |

Mofification | Taskto Ohject Status Mapping | Assignment |

Cal
]

=

In the Task to Object Status Mapping tab of the Creating New Task window, map the

General | Integration | TaskDependency

r-REapaszea r UMDfR«Eﬁwe:r}r

Tazk klame |F'asslu:|gix Delete User

| ~Duration |

Tazk Description

Days l: :
Hours I: |
fdinutes l: :

-Task Properties
Conditional [¢]  Dizahle Manual hsert [ Retry Petiod it Minutes l:
Required for Completion  [p]  Allowe Cancellation while Pending [y Retry Count l:
Constant Duration [] Ao Muttiple bstances [#]
Taszk Effect |N.;. Effect - |
Child Takle | w | Trioger Type
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O Editing Task: Passlogix Delete User

M4 W DR & X|

Integration

Cl
[ ]

.| FEvent Handler/Adapter
] MHame |;SLOGI}(NONHOOTHESOUHCEDELETECHEDENTIAL | A
{ Sotus | [ Fomore ]
E —Adapter Variahles
M Mapped M) || Matne || Descrigtion |
3 1 v ROOT_RESOURC... ROOT_RESOURCE_MWAME
& 2y ROOT_RESOURC... ROOT_RESOURCE_COBJECT _MAME
g 3% CurrertlTResourc... [CurrertlTResource_ProcessFaormY ariable
g 4 % RootlTResource_... |RootTResource_ProcessFormariable
g g % RootUserlD_Proce. . [RootUserlD_ProcessFormiariable
d B[ Adapter return wal.. [Return variahle
d 7Y serkey Userkey
d g2 % CurrertProcesszin... [CurrertProcessinstancekey
3 g % szodpplicationUs ... [ssolpplicationUserlD
3 10 [% szodpplicationPwd [zsolpplicationPwd
5 11 | zervicelserMame  |servicelzerblame
9 12 % zervicePazsword  |servicePassword
k 13 [% propertyfile propertyfile
& 14 v statusString statusString

5. Under Integration tab, attach the adpPasslogixNonRootResourceDeleteCredential
adapter to the task and map its variables as follows:

IT Asset
Data Type/Literal IT Asset

Variable Name Type Map To Qualifier Value Property

Response
Adapter return value Object | Code NA NA

User
User Key long Definition User Key NA

Process
ssoApplicationUserID String | Data User Id NA
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Process
ssoApplicationPWD String | Data Password NA
CurrentProcessInstanceK Process Process
ey long Data Instance NA
#CurrentITResource_Pro UD_IPNT_US
cessFormVar String | Literal String R_SERVER NA
VGO PM
IT VgoIPNTC | Constant Root_Resourc
Root_Resource_Name String | Resources onstants Resource e_Name
VGO PM Root_Resourc
Root_Resource_Object_N IT VgoIPNTC | Constant e_Object_Na
ame String | Resources onstants Resource me
VGO PM RootITResour
RootITResource_ProcessF IT VgoIPNTC | Constant ce_ProcForm
ormVariable String | Resources onstants Resource Var
VGO PM
RootUserID__ IT VgoIPNTC | Constant RootUserID__
ProcessFormVariable String | Resources onstants Resource ProcFormVar
VGO PM
VgoADCon | Constant serviceUserN
serviceUserName String | IT Resource | stants Resource ame
VGO PM
VgoADCon | Constant servicePassw
servicePassword String | IT Resource | stants Resource ord
Exact path of
the
PMClientConfi
guration.prop
Propertyfile String | Literal String roperties
Comma
separated
status values
which you
want to be
taken into
consideration
e.g.
Provisioned,D
isabled,Enabl
statusString String | Literal String ed

# This is the Column Name for IT Resource field of the Resource Object form.
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6. Under the Responses tab of Delete User process task of the iPlanet User process, select
and highlight the User_Deletion_Successful response. Then, from the Tasks to
Generate region of this tab, select and assign the Passlogix Delete User Non Root
Resource task.

3 Editing Task: Delete User

4> W (DO)E] M &

o
X
=l

Responses

~Responses
Aodd || Response | Drezcription Status | |
fyin B JIP-ZIE TG AD ISPV, T FTRLY PRI T TIUL I iaea M —~
Dielete 4 |IN\-’.&LID_CONNECTION_EHHOH Connection errar R
= g IMWALID _MARMING _ERROR Maming Exception R
B [TARGET_UNAWAILAEBLE ERROR | Target Server unavailable R
7 |USER_DELETION_FAI ED Cuzletion failed i
SER_DELETION _SUCCESSFLL I=zer deleted succesziully C_—_:}
9 |USER_DOESNOT_EXIST Heerchoesrotei=timtarget F il
1 ]
~Tasks To Generate /f
Azsign d_h.f—*—i“——lﬁik Mame |
1, Fasslogix Delete User T |
Drelete
7. Click Save.
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Workflow Configuration for Reconciliation Process

The following assumes that the reconciliation is already working on the preconfigured
workflow (Root or Non-Root Resource). There is always a task called Reconciliation Insert
Received in the Process workflow in OIM, which is provided when a new workflow (Process
type) is created.

[ Tasks | DataFlow | Reconciliation Field Mappings | Adminisirators |

| Al Task || Default Assignes || Evert Handleriidapter ||C0ndi‘ti0na||| Required for Completion ||
1 |Reconcilistion Add Credentizl adpRECONCILIATIONPASSLOC
Delete 2 |Passiogix Add Credential AdpPASSLOGIADDCREDENTI

(3%

Pazslogix Change Password adpPASSLOGHCHANGERASS
= adpPASSLOGKDELETEUSERM

F T
Reconcilistion Insert Received

e Boceived

|

[v] V]

vl vl

[v] v

vl vl

[v] [

L= vl [
¥ |Reconcilistion Delete Received [l ]
B [Service Account Alert [w] [
_ 9 |Service Account Moved [l ]
10 |Service Account Changed [w] [
11 [System Yalidation [} [¥]
| 12 |Create User adplPLANETCREATELISER [ v
13 |Delete User adplPLANMETDELETELSER [v] v
14 [Change Emai adplPLANETMODIF ¥ USER ¥ Vi
15 [Email Updated adplPLANETMCDIF YUSER [v] v
_16 [Change First Name acplPLANETMODIF Y UISER E @
17 [First Name Updated adplPLANETMCDIF YUSER [v] v
_18 [Change Last Name acplPLANETMODIF Y UISER E @
149 |Last Namne Updated adplPLANETMODIF YUSER [v] v
2N IChanoe Middle Mame acnlPLANETMODIF YUISER [wl vl

This task is triggered when the reconciliation event is received in any workflow. The method
is to add the Reconciliation Add Credential task in the same workflow and integrate the
adpPasslogixReconciliationAddCredential adapter to it. For every Reconciliation event that
occurs, you will trigger the Add Passlogix Credential task and send the new credentials to
the ESSO-PG server.

The following sections describes the sample iPlanet and AD Server reconciliation and how to
add the Reconciliation Add Passlogix task.

Create Reconciliation Add Credential Process Task

This section describes how to:

e create the Reconciliation Add Credential process task

e attach the Passlogix Reconciliation Add Credential adapter

¢ map the adapter variables.

Open the iPlanet User process form.

Add a new Reconciliation Add Credential task.

Select the Required for Completion, Allow Cancellation while Pending, and

Conditional check boxes are selected. Select No Effect from the Task Effect
combination box.

WN =
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4,

O Editing Task: Reconciliation Add Credential

| & | #4 | dx| R3] X| D

General

Tazk Matne

Tazsk Descrigtion

~Task Properties
Conditional [¢] Dizable Manual Insert [[] Retry Period in Minutes I:
Required for Completion [  Allow Cancellation swhile Pending  [p7]  Retry Count I:
Constant Duration (] Ao Muliiple nstances [
Task Effect |N|:| Effect - |
Child Table | w | Trigoer Type | - |

~Duration
Dy |:
Hours [ |
Miutes | |

Reconcilistion Add Credertial |

In the Task to Object Status Mapping tab of the Creating New Task window, map the
Completed (C) process task status with the Provisioned resource object status.
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D Editing Task: Reconciliation Add Credential

W4 b M| O8] (3]X| T

1 | Taskto Object Status Mapping

~Task to Object Status Mapping

Status || Category | Ohject Status

L Ea S L= L=l = =

E |UCR |Rejected Mone

7T [Complete Mone

g s [Suzpended Mone

g |uc [Complete Mone

10 [Px |Pending Mone

11 M——&mpicldd BT _—_—_—_—_‘_“—:
2 Cormpleted Proviziohed =,

5. Under the Integration tab, attach the adpPasslogixReconciliationAddCredential adapter
to the task and map its variables as shown in the following screen and table:
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O Editing Task: Reconciliation Add Credential E|

Wb (D] d & |3)X D

Integration

~Event Handler/Adapter
Patne |adpF‘.ﬂ-.SSLOGI}(HECONCILIATIONADDCHEDENTI.-'J-.L | Al
Status |Heady | Im
—Adapter Yariabhles
Map Mapped (M) || Marne || De=scription |

propertytile propertyfile
setvicellzerMarme  |zervicellzerMaime

zervicePazsword  |servicePassward

Adapter return wal.. |Return variable

zzallzerlD szollzerlD

szolpplicationUs... |zsofpplicationlserlD
szolpplicationPVWD |zsofpplicationPyD
CurrertProcessin... (CurrertProcessinstancebey
CurrertlTResourc... |Currertl TResource_ProcFormar

{1 OSSO PP S
<|= ||| =]|=]|<

Variable Name Data | Map To | Qualifier | Literal Value/IT Resource IT
Type Type Resource
Property
Adapter return value Object | Response | NA NA
Code
ssoUserID String | Process User Id NA
Data
ssoApplicationUserID String | Process User Id NA
Data
ssoApplicationPWD String | Literal String Dummy NA
CurrentProcessInstanceKey long Process Process NA
Data Instance
#CurrentITResource_ProcessFormVar | String | Literal String UD_IPNT_USR_SERVER
serviceUserName String | Literal String AS per Vgo installation NA
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servicePassword String | Literal String As per Vgo Installation NA
Propertyfile String | Literal String Exact path of the
PMClientConfiguration.proproperties

Refer to Workflow Configuration for Reconciliation Process for details about how this adapter
works.

6. Under the Responses tab of the Reconciliation Insert Received process task of iPlanet
User process, select the Event Processed response. From the Tasks to Generate region
of this tab, select and assign the Reconciliation Oracle Add Credential task. This is the
important step that tells the workflow logic to send the credentials to the Oracle code if
the new user has been provisioned with the reconciliation process.

O Editing Task: Reconciliation Insert Received

Responses

~Responses
e Responze || Description || Statuz |
1 [UMHMCWYTY !Emmkmmm reshinnze Wwas received R
Delete | | 5—Event Processed Reconciistion Event Proceszed T
i
- Tasks To Generate ,-ff
: 7 T |
&Ss|gn I'ﬂﬁ_NamE.\_\_\_\_
Reconcilistion Add Credential TR |
Delete \_//

7. Save the tasks.
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Create the Reconciliation Passlogix Add Credential Process Task

This section describes how to;

e Create the Reconciliation Passlogix Add Credential process task
e Attach the Passlogix Reconciliation Add Credential adapter

e Map the adapter variables.

1. Open the AD User process form.

2. Add a Reconciliation Passlogix Add Credential task.

3. Select the Required for Completion, Allow Cancellation while Pending, and
Conditional check boxes are selected. Select No Effect from the Task Effect

combination box.

O Editing Task: Reconciliation Passlogix Add Credential task

M4 (N O 2)X| O

Mofification | Taskto Object Status Mapping | Assignment |
General | Integration |  TaskDependency | Responses | UndoRecovery |

~Duration-
Days |:
Hous | |
Mites | |

Tazk Matne [Reconciliation Passlogix Add Credential task |

Tazk Descrigtion

- Task Properties
Condtional ] Disable Manusal Insert ] Retry Period in Minutes |:|
Reguired for Completion  [p]  Allowe Cancellation while Pending [ Retry Count l:
Constant Duration [ Allowe Muliiple Instances [
Tazk Effect |N|:| Etfect - |
Child Takle | w | Trigger Type

4. In the Task to Object Status Mapping tab of the Creating New Task window, map
the Completed (C) process task status with the Provisioned resource object status.
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O Editing Task: Reconciliation Add Credential

WA N D|E| = 30X D

|ﬁ Taskto Object Status Mapping ﬁ

- Task to Ohject Status Mapping
Status | Categary | Ohject Status |
o NS p=] =T L) yuncz
B (UCR Fejected Mare
7T Campleted Mare
g |= Zuspended Mare
g |ucC Campleted Mare
10 |Px Fending Mare
11 |MC Campleted Mare
12 |C Campleted Provizioned

5. Under Integration tab, attach the adpPasslogixReconciliationAddCredential adapter
to the task and map its variables as follows:
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© Editing Task: Reconciliation Add Credential ['5|
M 4 DS = |3 X0
Inteqration
~BEvent Handler/Adapter
Marme |adpPASSLOGI}(RECONCILIATIONADDCHEDENTIAL | Al
=tatus |Read':.-' | Remove
—Adapter Variables
E] Mapped (M 1) || arme || Description |
1 ¥ propertyfile propertytile
2 servicellserMame  |zervicelserMame
3 servicePassword  |zervicePassword
4 ¥ Adapter return val... Return variable
a % szolzeriD zzollzerlD
B [Y szodApplicationUs... |ssofpplicationseriD
7Y szoApplicationPWWD |ssofpplicationMD
gy currertProcessin... (CurrentProceszsinstancekey
9 ¥ CurrentlTRezourc... (CurrentlTResource_ProcFarmiar

# This is the Column Name for IT Resource field of the Resource Object form.

Variable Name Data | Map To | Qualifier Literal Value/I1T Resource IT
Type Type Resource
Property
Adapter return value Object | Response | NA NA
Code
ssoUserID String | Process User Id NA
Data
ssoApplicationUserID String | Process User Id NA
Data
ssoApplicationPWD String | Literal String Dummy NA
CurrentProcessInstanceKey long Process Process NA
Data Instance
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Variable Name Data | Map To | Qualifier Literal Value/I1T Resource IT
Type Type Resource
Property
#CurrentITResource_ProcessFormVar | String | Literal String UD_ADUSER_AD
serviceUserName String | Literal String AS per Vgo installation NA
servicePassword String | Literal String As per Vgo Installation NA
Propertyfile String | Literal String Exact path of the

PMClientConfiguration.proproperties

Under the Responses tab of Reconciliation Insert Received process task of AD User
process, select and highlight Event Processed response. Then, from the Tasks to
Generate region of this tab, select and assign Reconciliation Passlogix Add
Credentials.

D) Editing Task: Reconciliation Insert Received

Responses

~Responses
Acld Response || Description || Statuz
1 JUMHMCWYT |.ﬂ«r'| unknowen response was received R
Delete 3 [Event Processed IReconciliation Insert Received [

~Tasks To Generate

Azsigh Task Mame |

1 |Reconcilistion Passlogixc Add Credential task |

Delete

7.

Save the task before closing.
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Assumptions:

a) In this case the new application(a fresh account) is being

provisioned to the identity. So it's the responsibility of the reconciliation

designer to put the value of the ESSO-PG resource field (the process form

field which has default value) in the Reconciliation hashmap to be processed by

the OIM reconciliation engine. This will be the case if the system has more than one
ESSO-PG servers that can be assigned to a user for a particular application
workflow. If the value is missing from the reconciliation code itself then the
Reconciliation Add credentials task will fail. It is always assumed that if the field is
important it should be made mandatory as a required field on the resource object
level. So in that case there can have a seperate Process task that will run after
Reconcilication Insert received and fill this form value based on some business rule
and then call the Reconciliation Passlogix Add credentials. So it basically depends on
what the business logic wants.

b) The serviceUsername and the Servicepassword are mapped to the IT resource
VGO constants. These 2 fields are encypted on the backend database and are
secured. If the multiple SSO servers are used the ESSO-PG servers can be
configured as the IT resource of type VgoADConstants and the mapping can be
done to the fields at runtime. The default uses only one VgoADConstants instance
for mapping.
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Glossary of the Variables

The following section explains the various adapters and the variables passed to the Oracle
connector.
Passlogix Add Credentials Adapter

The following screen shows the adapter mapping for Add Passlogix Credentials. The same
method signature is used for all the methods in the connector in which the same variables
are passed.

O Edit Adapter, Factory Task Parameters ﬂ
M4 N B|E|d @ X @

—Java

Task Mame  |add Credentials |

—Application APl

[_] Persistent Instan...

APl Source

Application &P

Constructars |0 public com passlogi: integration provision O OlMinter facer)

Methads 0 public java lang String cotm passlogix integration provizion Qi .OlMinter face addPasz sl

4

—Application Method Parameters

I Input: String  getSsolserlD (Adapter Task) = Dest

I gt String Get Currert IT Resource Mame (Adapter TE_

P Input: String  ssobescription (Adapter Yariable)

B Input: String =sofpplicationUserD ( Adapter Yariakle) Map to | -
I nput: String  ssodpplicationPD (Adapter Warisble)

I Input: String sso0ther (Adapter Yariakle)

P Input: String ssoCther? (Adapter Yariakle)

I Input: String  servicellserkame (Adapter “arisble)
I Input: String  servicePassweord (Adapter Varisble)
I nput: String  propediesFile (Adapter Warisble)

Gualifier |
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The variables and the explanation are as follows: These variables are passed to the
connector for communicating with the ESSO-PG.

Sr. Oracle
No. Name Variable Explanation in OIM Side Comments
1 ssoUserID This is the User ID of the new The same user
user in the Oracle repository. ID should be
present in the
Active
Directory that
the Oracle is
using as a
central
repository.
Identity
Manager
should
provision the
user on
respective
repository first
and then try
for adding
credentials to
Oracle.
2 ssoDescription The name of the SSO used.
3 ssoApplicationUserID | The new user ID for the already
present application template.
4 ssoOtherl Other required fields for the
templates.
5 ssoOther2 Other required fields for the
templates.
6 ssoApplicationPWD This is the new password for the
new application template.
8 serviceUserName The service username is used
for the administrative login into
the ESSO-PG client.
9 servicePassword The service password is used for
the administrative login into the
ESSO-PG client.
10 propertyfile This is the variable for getting

the path of the
PMClientConfiguration.properties
file.
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Observations

WebLogic: There will be some issues with the Xalan.jar loading. The
following document assumes that the JDK is 1.4.2. For later versions of JDK,
there should be no issues. Refer to the following for more information about
these issues: http://xml.apache.org/xalan-ij/fag.html#environmentcheck

OC4J: Side-effects of removing the (oc4j_home)\web services\lib\ commons-

logging.jar have not been found with the testing done so far. It still has to be
looked upon for other options.
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Using and Testing the Sample Workflow

This is a test environment deployment document which will use the XMLs as the sample
workflow (Resourceobjects.xml, ITresources.xml, lookups.xml) from the package provided.
Deployment Environment

1. JBoss 4.0.3 SP1 as the application server

2. OIM9.1.0.1849.0

3. Java version j2sdk1.4.2_15

4. Please refer the JBoss installation section for the installation steps.

Libraries

1. Copy the following jars from the package in the <oim\server\xellerate\ThirdParty>

directory.
Sr.
No. Name of Versions
1. PMCLI .jar 174 KB
2. activation.jar 1.0.2
3. axis.jar 1.2.1
4, bcprov-jdk13-128.jar 1.28.0
5. commons-discovery-0.2.jar | 0.2
6. commons-logging-1.0.4.jar | 1.0.4
7. jaxrpc.jar -
8. opensaml-1.0.1.jar 1.0.1
9. saaj.jar -
10. OraWsDL-1.5.1.jar 1.5.1
11. wss4j.jar -
12. xmlsec-1.3.0.jar 1.3.0
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& ThirdParty

File Edit “iew Favorites Tools  Help

G Back - \_,zj - ‘ﬁ‘ P ) Search Folders | |z 3 x n | m -
Address I. shoimtserverixeleratel ThirdParky

Mame = | Size | Tvpe | Date Modified |

activation, jar 44 KB Executabls Jar File 212902005 11:09 PM
axis-1.2,1.jar 1,567 KB Executable Jar File 212902005 11:09 PM
beprow-jdk13-125.jar 1,153 KB Executable Jar File 212902005 11:09 PM
commons-discovery-0.2, jar TOKE Executabls Jar File 212902005 11:09 PM
comrmans-logging-1.0.4.jar 3B KB Ewxecutabls lar File 2129)2003 11:09 PM
jaxrpc.jar 3ZKE Executable Jar File 202972008 11:09 PM
mail. jar 265 KE Executable Jar File 2/29/2005 11:09 PM
opensaml-1.0,1.jar 103 KE Executable Jar File 2/29/2008 11:09 PM
PMCLI.jar 174 KE Executable Jar File 3M2)2008 343 PM
5aaj.jar 19KE Executabls lar File 212902005 11:09 PM
wsdl4§-1.5.1.jar 124 KE Executable Jar File 212902005 11:09 PM
wssd, jar 342 KB Executable Jar File 212902005 11:09 PM
wmlsec-1,3.0.jar 279KE Executable Jar File 2129)2003 11:09 PM

The java version here tested is j2sdk1.4.2_15.
2. Copy the following files in the below table to

<jboss-4.0.3SP1_home=>\lib\endorsed

which are provided with the package.

You might have to replace the older version. If so, replace it with the files in the
package that have the following ISO path: ISO\Libraries\JavaCLI\1.4\endorsed.

3. Replace or put the following jars:

Sr.

No. Name of Jar Versions

1. dom.jar Xerces-J_2_5 0
2. jaxp-api.jar 1.3

3. sax.jar Xerces-J_2_5 0
4. xalan.jar 2.1.4

5. xercesImpl.jar Xerces-J_2_5 0
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Deploying the Oracle Connector
1. Change the properties file in OIMConnector-6.0.jar to set the service URL of the
respective environment.

2. Rebuild the jar and copy the OIMConnector-6.0.jar from the package and putitin
the <oim_server_home=>\xellerate\JavaTasks directory. This package contains the
sample AD server workflow so you need the out-of-the-box AD connector pack,
which is not with this package.

The connector used for testing for AD was xliActiveDirectory.jar, which is in the OIM
connector pack in the directory servers folder.

3.4 Importing the XML

1. Import the XML Resourceobjects.xml. (This is the sample workflow.) Select
everything in the XML. Follow the steps shown in the next four screens.

O Deployment Manager

File Preview
expaortforocjd

File Mame: Resourceobjects.xmil
Exported By: XELSYSADM
Export Date: October 31, 2007 11:47:59 AM
Export Liility Yersion: 1.1.0.3
Exported From: jdbe:oracledhin:@localhost:1521:0IMDB
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O Deployment Manager - Import
Substitutions
Provide the substitutions for the usersigroups (Optianal).
Type Current Hame Hew Hame
UD_aDUSRC Yersion wersion 9 -
UD_IPMNT_GRP Yersion Initial “ersion
UD_ADIUSER Yersion Wersion 12
Uzer HELSY SADM 1
Uzer Graugp SYSTEM ADMINISTRATORS 1
UD_IPNT_USR Wersion “Version 2
User Group OPERATORS
UD_IPMT_ROL Wersion Initial “ersion
I lear 2rmnm Al ITFRT >
[ Cancel Substitution S e I ect Mext
O Deployment Manager

Provide IT Resource Instance Data.

=Y

0 w0 PM Constant Resource
b GO PM Constarts

== Meny Instances==
#f LDAP Server

iPlanet User

== Mewy Instances==
#f Remote Manager

== Mewy Instances==
v,

0 : AD Server

== Mewy Instances==

YGO PM Constants

Parameter Hame

ROOT_RESOURCE_MNAME
RootlTResource_ProcessFormMariakble
RootUserlD_ProcessForm'ariakle
zervicePassword

WizoEnabled Resources
ROOT_RESOURCE_COBJECT_NAME

zervicellseriame

select
hext

Parameter Value

Cancel IT Resource Modification ] [

]

et
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O Deployment Manager 4 |

Provide IT Resource Instance Data.

J‘ VG0 PM Constant Resource Provide the name of the IT resource instance to be created.

WG PM Constants

Instance Marme:

b- == Mewy Instance==

;ﬁ LDAP Server Parameter Hame Parameter Walue
iPlanet User ROOT_RESOURCE_MAME
== MNewy Instances»= RootTResource_ProcessFormy ariskle
ﬂh Remote Manager servicePazswaord
== Newr Instances=s» RootUserlD_ProcessFormyariable
ﬂh AD Server WGoEnabled Resources
== MNewy Instance:s= ROOT_RESOURCE_OBJECT _MAME

servicelserMame

Cancel IT Resource Modification ] [ == Back ] [ Skip ] [ Mext ]

Skip this new instance for all
the other It Resources
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O Deployment Manager

Provide IT Resource Instance Data.

51,“ AD Server AD Server 2003

b- AD Server 2003 Parameter Hame Parameter Yalue

AD Server One Server Address

== Mew Instances= ADGroup LookUp Definition
J\ YGO PM Constant Resource lse SSL
W30 PM Constants Lazt Modified Time Stamp

== Mewy Instances== A dimin FQDMN

1

-
| ; LDAP Server Athlap Graup

iPlanet Uzer Athiap ADUser
== Mewy Instances== Admin Login
Roaot Contesxt

Admin Pazzword

Cancel IT Rezource Modification ] [ == Back ] [ Skip ] [ Mext

Creating a new instance is optional
If required create or skip the new
Instance option
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Fill in the Values of the AD Server 2003 or AD Server One

It is the resource that is connected to Oracle for its repository. These are the sample
values:

IT Resources Information

Matfie |40 Server 2003 |

Type |AD Server Remate Manager |

rParameters rﬁdministratnra |

Marme || Walue |
1 |ADGroup LookUp Definition Lookup ADReconlistion Grouplookug
2 |[Admin FQDM adminiztrator@plogix.com
3 |Admin Login plogi:adminiztrstor
4 |Admin Pazsward FAERLEE
5 (Athap ADU=er Athlap A0
B [Athlap Group Athlap ADGroup
¥ [Last Modified Time Stamp ]
8 |Last Modified Time Stamp Group 0
9 [Roaot Context do=plogix do=com
10 |S5L Part Mumber 636
11 |Server Address 192.165.1.224
12 |Use S5L true

SSL is enabled for AD

The certificate must be imported from the AD server to the OIM JVM that is used by the
JBoss so that the creation of the user is successful.

There is a standard procedure to import the AD certificate from the AD of a particular
system, which is specified in the OIM connector guide for active directory in a section
entitled “Configuring SSL.”
The example command will be on the command prompt as:

keytool -import -alias passcert -file ActiveDir.cer -keystore

C:\j2sdk1.4.2 15\jre\lib\security -storepass changeit

After you import the certificate, restart the machine so that the JVM has the new certificate.
Then start the OIM server again.

Adding Values to the VGO Constants Resource

The root resource should be configured as follows:
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ROOT_RESOURCE_NAME

AD Server 2003

ROOT_RESOURCE_OBJECT_NAME

AD User

RootITResource_ProcessFormVariable

UD_ADUSER_AD

RootUserID_ProcessFormVariable

UD_ADUSER_UID

serviceUserName

As per the Vgo Installation

servicePassword

As per the Vgo Installation

Test cases for Creating a New AD User

1. Create a fresh OIM user.

2. Add the AD server Resource Object to it. The process form will be displayed with the

prefilled values.

Provision Resource to User
“ou are provizioning to pass102 pass102 [PASS102].

Step 5: Provide Process Data

AD User Form
Frepopulate
* Indicates required field
AD Server
User D
Password
First bame
Middle Mame
LastMame
Full Mame
Lizer must change passward at next logon
Password never expires
Account Expiration Date

Crganization Mame

Exit Continue =>

2)(3 % (5)(%

* |

*[PASS102

* |

|paSS1D2
|pass1D2pass1D2
r

|
|
|
|pass1D2 |
|
|
|

3. Select the AD Server Lookup and select AD Server 200,” which was filled in with the
IT resource values in Fill in the Values of the AD Server 2003 or AD Server One.

The password has a strong policy so use a strong policy password or the Add User

Creation will fail.

4. Verify that the "AD Server 2003” is already there on the ESSO-PG side as a template

else the Oracle code will fail.
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At the completion of this task, the user will be created on the AD server. The user can
be verified and the credentials will be added to Oracle.

=3 v-GO0 PM Administrative Console - Microsoft Internet Explorer

File Edit ‘iew Favorites Tools  Help
@Back - ) - ¥ 2] 0| Psearch rFavarites €| - L B -
Address I@j httpe flocalhost: G20v-G0%20PM% 20Consolefuser s, aspx

1) N "
serName tegons Instructions
ADUSER3 - ADD "AD Server
Z003"
batman3
gagag - DELETE "aD Server
Z003"
jackl jackl - ADD "Tomcat"
DELETE "Tomcat"
DELETE "Torncat”
jackd - ADD "AD Server
Z003"
OIMTESTZ2234 - ADD "AD Server
Z003"
OIMUSER1hfds - ADD "AD Server

2003"
7 ‘i "AD s
zoo3"

The server log triggers the Add User Creation and the Add Oracle Credentials. Refer to
the bolded text to see the checkpoints in the whole process

First the AD user is created

08703707 18:26:29 Running CONCATFIRSTANDMIDDLE

08/03/07 18:26:29 Target Class =
com.thortech.xl.util.adapters.tcUtilStringOperations

08703707 18:26:29 Running CONCATLAST

08/03/07 18:26:29 Target Class =
com.thortech.xl_util.adapters.tcUtilStringOperations

08/03/07 18:26:53 Running Get Attribute Map
08/03/07 18:26:53 Running Get Path

08/03/07 18:26:53 Running Create User

08/03/07 18:26:54 object created: cn=TESTM1023
08/03/07 18:26:56 Running Get Path

08/03/07 18:26:56 Running GETRDN
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08/03/07 18:26:56 Target Class =
com.thortech.xl .util.adapters.tcUtilStringOperations

08/03/07 18:26:56 Running Get User ObjectGUID
08703707 18:27:00 Running GETADPROCESSFORMDATA
08/03/07 18:27:00 Running GETADITRESOURCEKEY
08/03/07 18:27:00 Running MAPCRITERIAFORADITRESOURCE

08/03/07 18:27:00 Target Class =
com.thortech.xl._.util.adapters.tcUtilHashTableOperations

08703707 18:27:00 Running GETADITRESOURCEINSTANCES

08/03/07 18:27:01 Running GETADITRESOURCENAME
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Then the credentials for the Oracle are added

08703707 18:27:01 Running ADDPASSLOGIXCREDENTIAL1

08/03/07 18:27:01 Target Class =
com.passlogix. integration.provision.OIM.OIMInterface

08/03/07 18:27:01 Command Invoker class is
com.passlogix. integration.provision.client.apicommand.APICommandInvoker

08/03/07 18:27:01 Trying to start reading the component classes

08/03/07 18:27:01 Read the component class name as
com.passlogix. integration.provision.client._apicommand.APICommandAddCredCom
mand

08/03/07 18:27:01 Created an instance of
com.passlogix. integration.provision.client._apicommand.APICommandAddCredCom
mand

08703707 18:27:01 Initializing APICommand
com.passlogix. integration.provision.client._apicommand.APICommandAddCredCom
mand

08/03/07 18:27:01 Set up APICommand
com.passlogix. integration.provision.client._apicommand.APICommandAddCredCom
mand

08/03/07 18:27:01 Starting
AP ICOmmandcom.passlogix. integration._provision.client._apicommand.APICommand
AddCredCommand

08/03/07 18:27:01 Completed the setup of
com.passlogix. integration.provision.client._apicommand.APICommandAddCredCom
mand

08/03/07 18:27:01 Read the component for 1 as
com.passlogix. integration.provision.client.apicommand.APICommandCancel

08/03/07 18:27:01 Created an instance of
com.passlogix. integration.provision.client.apicommand.APICommandCancel

08/03/07 18:27:01 Initializing APICommand
com._passlogix. integration.provision.client.apicommand.APICommandCancel

08/03/07 18:27:01 Set up APICommand
com.passlogix. integration.provision.client._apicommand.APICommandCancel

08/03/07 18:27:01 Starting

AP ICOmmandcom.passlogix. integration._provision.client.apicommand.APICommand
Cancel

08/03/07 18:27:01 Completed the setup of
com.passlogix. integration.provision.client._apicommand.APICommandCancel
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08/03/07 18:27:01 Read the component for 2 as
com.passlogix. integration.provision.client._apicommand.APICommandDelCredCom
mand

08/03/07 18:27:01 Created an instance of
com.passlogix. integration.provision.client._apicommand.APICommandDelCredCom
mand

08703707 18:27:01 Initializing APICommand
com._passlogix. integration.provision.client._apicommand.APICommandDelCredCom
mand

08/03/07 18:27:01 Set up APICommand
com.passlogix. integration.provision.client._apicommand.APICommandDelCredCom
mand

08/03/07 18:27:01 Starting
APICOmmandcom. passlogix. integration.provision.client.apicommand.APICommand
DelCredCommand

08/03/07 18:27:01 Completed the setup of
com.passlogix. integration.provision.client._apicommand.APICommandDelCredCom
mand

08/03/07 18:27:01 Read the component for 3 as
com.passlogix. integration.provision.client.apicommand.APICommandDelUserCom
mand

08/03/07 18:27:01 Created an instance of
com.passlogix. integration.provision.client.apicommand.APICommandDelUserCom
mand

08/03/07 18:27:01 Initializing APICommand
com.passlogix. integration.provision.client._apicommand.APICommandDelUserCom
mand

08/03/07 18:27:01 Set up APICommand
com.passlogix. integration.provision.client._apicommand.APICommandDe lUserCom
mand

08/03/07 18:27:01 Starting
AP ICOmmandcom. passlogix. integration._provision.client.apicommand.APICommand
DelUserCommand

08/03/07 18:27:01 Completed the setup of
com.passlogix. integration.provision.client._apicommand.APICommandDelUserCom
mand

08/03/07 18:27:01 Read the component for 4 as
com.passlogix. integration.provision.client._apicommand.APICommandModCredCom
mand

08/03/07 18:27:01 Created an instance of

com.passlogix. integration.provision.client._apicommand.APICommandModCredCom
mand
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08/03/07 18:27:01 Initializing APICommand
com.passlogix. integration.provision.client.apicommand.APICommandModCredCom
mand

08/03/07 18:27:01 Set up APICommand
com.passlogix. integration.provision.client.apicommand.APICommandModCredCom
mand

08/03/07 18:27:01 Starting
APICOmmandcom. passlogix. integration.provision.client.apicommand.APICommand
ModCredCommand

08/03/07 18:27:01 Completed the setup of
com.passlogix. integration.provision.client.apicommand.APICommandModCredCom
mand

08/03/07 18:27:01 Read the component for 5 as
com.passlogix. integration.provision.client.apicommand.APICommandStatus

08/03/07 18:27:01 Created an instance of
com.passlogix. integration.provision.client.apicommand.APICommandStatus

08/03/07 18:27:01 Initializing APICommand
com.passlogix. integration.provision.client.apicommand.APICommandStatus

08/03/07 18:27:01 Set up APICommand
com.passlogix. integration.provision.client.apicommand.APICommandStatus

08/03/07 18:27:01 Starting
AP ICOmmandcom.passlogix. integration._provision.client_apicommand.APICommand
Status

08/03/07 18:27:01 Completed the setup of
com.passlogix. integration.provision.client._apicommand.APICommandStatus

08/03/07 18:27:01 Read the component for 6 as
com.passlogix. integration.provision.client.apicommand.APICommandInvoker

08/03/07 18:27:01 Created an instance of
com.passlogix. integration.provision.client._apicommand.APICommandInvoker

08703707 18:27:01 Initialized the
com.passlogix. integration.provision.client._apicommand.APICommandInvoker

The date is passed to the Oracle APl as a command

08/03/07 18:27:01 Initializing APICommandInvoker with params service URL :
http://192.168.1.224:82/v-G0%20PM%20Service/UP.asmx,service User Name :
plogix\administrator,service user password : <*****> gervice client name :
<Provisioning Agent>,<null>

08/03/07 18:27:04 Initialized APICommandlnvoker
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08/03/07 18:27:04 Setting up
com.passlogix. integration.provision.client._apicommand.APICommandInvoker

08/03/07 18:27:04 Starting the
com.passlogix. integration.provision.client.apicommand.APICommandInvoker

08/03/07 18:27:04 Completed the setup of
com.passlogix. integration.provision.client.apicommand.APICommandInvoker

08/03/07 18:27:04 Command Invoker located as
com.passlogix. integration.provision.client.apicommand.APICommandInvoker

08/03/07 18:27:04 Read the component for 7 as null

08/03/07 18:27:04 The initialization of the Provisioning Manager Client
was successful.

08/03/07 18:27:04 Invoking the command add_credential with parameters
{sso_password=Sena@120, sso_application=AD Server 2003,
sso_userid=TESTM1023, sso_app_userid=TESTM1023}

08/03/07 18:27:04 Invoking APICommandlnvoker .

08/03/07 18:27:04 Invoking command add_credential

08/03/07 18:27:04 Populating arguments for command add_credential
08/03/07 18:27:04 Returning "operation® for command add credential
08/03/07 18:27:04 No Execution time provided.

Default Execution Time set to “NOW-.

08/03/07 18:27:04 Sending command Instruction to Web Service

08/03/07 18:27:11 Successfully sent command Instruction to Web Service

The success string is returned finally from the ESSO-PG side
08703707 18:27:11 Invoked the command add_credential with return Oedcl00c-
bba3-4cf2-a74d-335e8fcbabbd

08/03/07 18:27:11 addPasslogixCredential Method Success

88



Appendix

Appendix

Delete the adapter task from the adpPasslogixChangePassword adapters
1. Open the OIM Design Console.

2. Go to Development Tools -> Adapters Factory.

3. Open the Passlogix Change Password adapter and delete the “printdata” and
“printset” tasks as shown in Figure 1.

E COracle Identity Manager Design Cons ~Adapter Factory
[C1 user Management ;

[] Disable Adapter 2 Build
CI Resource Management

4| Adapter Name i Compile Status
Cl Process Management ot |Passloglx Change Password | 4 |OK |
£ adrministration || Adapter Type [Process Task | LestEdit [2010-08-25 |
= Cl Development Tools Description Thiz adapter checks for Provisioning of Root IT Rezource for any Resource Object
2% dapter Factary e changes password for v-Go P
§ Adapter Manager | AgspterTasks —_—
Form Designer ; i
: Add a ’% 4
& Error Message Definition 3 = | | |
tl Business Rule Definition Delete
Reconciliation Rules = "NO_ROOT_RESCOURCE"
m dl Get StatusString Count

= [T IF ¢Get StatusString Count == 0)
T Set Adapter return value = "STATUS _STRING _MULL
= I FOR ( ; statusCourter = Get StatusString Count; statusCourter=+1J
J Get Status at Index
[&] et Provisioned Objects
[=] et Row Court
= [ FORC ; Counter = Get Row Court; Counter=+1)
E o To Row
[=] Get ohject Mame
= [T F (et Ohject Name == ROOT_RE:
E Get Process Instanc
(& T Pracess Data

Delete these tasks

RCE_CBEJECT_MAME

P b dho, Himvio £ow 1T O

[» ;| Adapter Factory

Cracle Identity Manager D
Figure 1
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4. Recompile the adapter using “Build” button as shown in Figure 2.

O Oracle Identity Manager Design Console : connected to jdbc:oracle:thin: @localhost: 1521:0IMDB
File Edit Tool Bar Help

W nDj@[aa) sxg

E Oracle ldertity Manager Design Cons: —Adapter Factory
1 user Management B
Cl Resource Managemert

[_] Dizable Adapter

1 Process Managsmert Alapter Harme |PaSS|°gix Change Password | S |R'3c°"'":'"B Il', |
) Administration £|| Adapter Type [Process Task | LastEcit |2|:|1 00838
= ] Develapment Taals Description

g% pospter Factory
."‘f] Adapter Manager
% Form Designer i
_— : Al | - || v \‘ ||
& Error Message Definition 3 =
1 Business Rule Defirition : ¥ Passingix Change Password
Reconcilition Rules T Set Adapter return value = "NO_ROOT_RESOURCE

mnd changes password for v-Go PM

|
This adapter checks for Provisioning of Roat IT Resource for any Resource Ob\ad

Adapter Tasks

i

Click this Build
Legend d Get StatusString Court buttan far
= [ F (Get StatusString Court == 0) Recampiling the
UF Set Adapter return value = "STATUS_STRIMG_MULL" adapters

= FOR [ ; statusCounter < Get StatusString Court; statusCounter=+1]

| P ORI NP

Figure 2
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