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Design Console Overview

You can use the Design Console to configure system settings that control the
systemwide behavior of Oracle Identity Manager and affect its users. The Design
Console allows you to perform user management, resource management, process
management, and other administration and development tasks.

This chapter contains an overview of the Oracle Identity Manager Design Console and
describes the basic operations of the console. It is recommended that you review this
information before proceeding to subsequent chapters that describe in-depth Design
Console features.

This chapter contains the following sections:

Starting the Design Console
Navigating Around the Design Console
Special Field and Form Types
Assignment Windows

Search Operations

Forms Accessible from the Design Console

1.1 Starting the Design Console

To start the Design Console:

1.

Double-click the Oracle Identity Manager client icon on the desktop.
The Login window is displayed.

Enter your user ID and password.

Click Login.

The Design Console main screen is displayed.

Note: You can also access the basic features of Oracle Identity
Manager by using the Oracle Identity Manager Administrative and
User Console.

1.2 Navigating Around the Design Console

You can create, track, and analyze a business process by using the main screen in the
Design Console. Figure 1-1 shows the main screen of the Design Console.
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Figure 1-1 Design Console Main Screen
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The Design Console main screen consists of these regions:
= Design Console Menu Bar

= Design Console Toolbar

= Design Console Explorer

s Design Console Workspace

1.2.1 Design Console Menu Bar

The menu bar is displayed at the top of the main screen. It contains menus that enable
you to perform all operations in the Design Console user interface.

The Design Console menu bar provides the following menus:
= File Menu

= Edit Menu

= Toolbar Menu

= Help Menu

You can use keyboard shortcuts to use the menu items for performing various
operations in the Design Console. See "Keyboard Shortcuts in the Design Console" on
page 1-3 for information about keyboard shortcuts available in the Design Console.

1.2.1.1 File Menu

The File menu provides the following options:

Menu Item Action

Print Prints the active form

Login Logs out of the Design Console, and log in again
Exit Exits the Design Console
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1.2.1.2 Edit Menu

The Edit menu provides the following options:

Menu ltem Action

Cut Deletes selected text from editable fields and copies it to
the system Clipboard

Copy Copies the selected text to the system Clipboard

Paste Pastes text from the system Clipboard to the selected field

Clear Clears the selected text

1.2.1.3 Toolbar Menu

The Toolbar menu operations are described in the following table.

Menu Item Action

New Clears the contents of the active form

Save Changes Saves all changes made to the active form

Query Runs a query on the active form

Notes Displays any notes that are attached to the active form

Refresh Refreshes the record of the active form

Close Closes the active form

Delete Deletes the current record

Next Displays the next record when you query more than one
record

Previous Displays the previous record when you query more than
one record

First Displays the first record when you query more than one
record

Last Displays the last record when you query more than one
record

Close All Closes all open forms and clears the Design Console
Workspace

1.2.1.4 Help Menu

The Help menu provides you with access to the Design Console version number and
copyright information. These are displayed when you select About from the Help
menu.

1.2.1.5 Keyboard Shortcuts in the Design Console

The Design Console provides the following keyboard shortcuts to help you perform
functions quickly and provide you with easy access to menu commands.

Keystroke
Shortcut Name Combination Description
File menu Alt+F Activates the File menu
Edit menu Alt+E Activates the Edit menu
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Keystroke
Shortcut Name Combination Description
Toolbar menu Alt+T Activates the Toolbar menu
Help menu Alt+H Activates the Help menu
Print Ctrl+P Prints the active form
Cut Ctrl+X Deletes selected text from editable fields, and
copies it to the system Clipboard
Copy Ctrl+C Copies the selected text to the system
Clipboard
Paste Ctrl+V Pastes text from the system Clipboard to the
selected field
Clear Ctrl+Delete  Clears the selected text
New Ctrl+N Clears the active form
Save Changes Ctrl+S Saves all changes made to the active form
Query Ctrl+Q Runs a query on the active form
Notes Ctrl+Shift+N  Displays notes that are attached to the active
form
Refresh Ctrl+R Refreshes the active form
Close Ctrl+W Closes the active form
Delete Ctrl+D Deletes the current record
Next Number pad  Displays the next record, when you have
+ (plus) queried more than one record
Previous Number pad - Displays the previous record, when you have
(minus) queried more than one record
First Ctrl+F Display the first record, when you have
queried more than one record
Last Ctrl+L Displays the last record, when you have
queried more than one record
Prepopulate Ctrl+U Populates designated fields of a customized
form with data
Help F1 Opens context-sensitive Help for the active
form
Explorer F3 Selects the Design Console icon, which is
displayed at the top of the Design Console
Explorer
Lookup F4 Displays the Lookup window for the selected
lookup field
Menu F10 Activates the File menu

1.2.2 Design Console Toolbar

The toolbar consists of a series of buttons below the menu bar. These buttons provide
single-click access to frequently used actions. The toolbar buttons apply to the active
form.

Figure 1-2 shows the Design Console Toolbar.
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Figure 1-2 Design Console Toolbar
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When you hold the mouse over a toolbar button for a few seconds, a tool tip that
describes the button is displayed.

The following table describes the toolbar buttons:

Button Action

First Displays the first record when you have queried more than one
record.

Previous Displays the previous record when you have queried more
than one record.

Next Displays the next record when you have queried more than
one record.

Last Displays the last record when you have queried more than one
record.

New Clears the active form.

Save Saves all changes made to the active form.

Query Runs a query on the active form.

Notes Displays any notes that are attached to the active form.

Refresh Refreshes the active form.

Close Closes the active form.

Delete Deletes the current record.

Prepopulate Populates designated fields with data. These fields are user

defined, and have prepopulate adapters attached to them.

Note: For information about prepopulate adapters, see Oracle
Fusion Middleware Developer’s Guide for Oracle Identity Manager.

1.2.3 Design Console Explorer

The Design Console Explorer contains a list of icons that represent forms that you
have permission to access.

Figure 1-3 shows the Design Console Explorer. You can customize the Explorer.
Depending on the permissions assigned to you, you can see different icons in the
Explorer. If you want to access a form icon that you do not have permissions for,
contact your system administrator.
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Figure 1-3 Design Console Explorer
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Tip:

»  If the system administrator changes your permissions, you must
refresh the Explorer window.

= You can adjust the size of the Design Console Explorer by moving
the divider to the right or left.

1.2.3.1 Starting a Form

To start a form:
1. Expand the folder that contains the required form.
2. Double-click the form that you want to open.

The corresponding form is displayed in the Design Console Workspace.

1.2.3.2 Refreshing the List of Forms

To refresh the list of forms:

1. Right-click the Oracle Identity Manager logo at the top of the Oracle Identity
Manager Explorer window. A menu is displayed.

2. Click Refresh Explorer.

The Design Console refreshes the Explorer with all forms that you can access,
including any forms that a system administrator recently gave you permission to
access.

1.2.4 Design Console Workspace

The Design Console Workspace is the region of the main screen that displays forms
that you access using the Explorer.

Figure 1-4 shows the Workspace.
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Figure 1-4 Design Console Workspace
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If you access multiple forms, the Design Console places the active form on top and
layers the remaining forms on tabs along the bottom of the main screen. To switch
between forms, click the desired form's tab.

The Design Console can display each form in two views: a form view and a table view.

1.2.4.1 The Form View

The form view provides detailed information about a single record. The form view is
displayed when you initially access a form by using the Explorer, for example, before
you perform a query.

1.2.4.2 The Table View

The table view lists general information about multiple records of a form. When you
submit a query that produces more than one result, the Design Console displays a
table that contains the records that match the criteria in the query.

For example, a query of the Organizations form can return several records. Both the
form and table view tabs of the Organizations form can be displayed. Figure 1-5
shows the table view of the Design Console.
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Figure 1-5 Table View
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The following applies to all table views:

To select a record in a table view, click it.

The data associated with a record is displayed in cells.

Cells are also referred to as fields.

Forms contain column headings, which are boxes with labels above each column.

Column headings display the name of the column. If a column contains a Lookup
dialog box, which provides acceptable values for some field or attribute, then the
column heading is displayed in blue.

The Design Console forms contain row headings, which are boxes with numeric
labels at the beginning of each row.

To view a detailed form view of a record, double-click its row header. To display a
record in the form view, select the record in the table view. Then, click the
applicable form tab at the bottom of the Workspace.

If a query returns more records than can be displayed in the Workspace, a vertical
scroll bar is displayed along the right edge of the table view.

Click the up or down arrows in the vertical scroll bar to scroll through the records
of the table.

If the table view contains more columns than can be displayed in the Workspace,
then a horizontal scroll bar is displayed along the bottom edge of the table view.

Click the left or right arrows in the horizontal scroll bar to display additional
columns not initially visible in the Workspace.

You can edit record information in the individual cells (fields) of the table view.
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To edit the information in a particular field, click it and make the desired changes.
Fields whose column headings are displayed in blue have Lookup dialog boxes.

You can double-click these fields to access their Lookup dialog boxes, and select
the desired value. When you edit the value in any field, the row header for the
corresponding record changes to black. This indicates that the data in that field
has changed and must be saved.

To select consecutive records, press the Shift key and use the mouse to select
records.

To select nonconsecutive record rows, press the Ctrl key and use the mouse to
select records.

To export a record, right-click the row heading.

To select more than one record, press the Shift key before clicking the row
heading.

A dialog box is displayed.
Select Copy to Clipboard to copy the selected records to the Clipboard.

You can paste copied records into a Microsoft Excel worksheet or a Microsoft
Word document.

To save the records as a tab-delimited file, select Copy to File.

You can control the order in which the records in a table view are displayed by
using the sort feature.

To change the sort order of displayed records, click the heading of the column by
which you want the records to be sorted. A triangle is displayed beside the
column heading text. This indicates the direction, ascending or descending order,
in which the records were sorted.

1.3 Special Field and Form Types

The actions of the basic features of the Design Console are standard for all forms. This
section describes the standard actions of the Design Console and the field and window
types in the Design Console main screen.

1.3.1 Data Fields

Data fields are display areas in forms that present information related to a specific
record. For example, First Name can be a data field on the Users form.

The label of a field can be displayed in black or blue.

A black label indicates that this field is a standard field.
You can query, create, modify, or delete information in a standard field.

A blue label indicates that the data in this field is derived from a predefined list of
values supplied by using a Lookup or a Date & Time window.

When you double-click this type of field, the applicable Date & Time window or
Lookup window is displayed. You can select a date, time, or a lookup value.

The value of a field can be displayed in black or red.

If the field value is displayed in black, the data in this field is supplied by the user.

You can query or edit the information in these types of fields.
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»  If the field value is displayed in red, the data in this field is supplied by Oracle
Identity Manager.

These values are read-only. This prevents you from overwriting critical
information.

1.3.2 Lookup Fields

A lookup field enables you to search for a value. Lookup fields are displayed in blue.
The following procedure describes how to use lookup fields.

To use lookup fields:

1. Double click the lookup field. The Lookup dialog box is displayed.

2. In the Lookup dialog box, to select a value, click the field, and then click OK.
Alternatively, you can select the field and press F4.
Click Cancel to close the Lookup window without selecting anything.

Figure 1-6 shows the Lookup dialog box.

Figure 1-6 Lookup Dialog Box
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3. If the Lookup dialog box contains a long list of values, enter the first few
characters of the value in the Find box, followed by an asterisk (*), and click
Search. Alternatively, you can scroll through the list of values to locate it.

The Lookup dialog box displays the results that match your search.

1.3.3 Date and Time Fields

The Date & Time window enables you to select a month, year, day, and time. This
window is displayed when you double-click a field that is equipped with a an option
to open this window. The Date & Time fields have labels in blue.

To select a date and time:
1. Double-click the field in which you want to enter a date and time.

You can also display the Date & Time window by selecting a field and pressing F4.
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1.3.4 List

The Date & Time window is displayed, as shown in Figure 1-7:

Figure 1-7 The Date & Time Window
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From the menu, select the month.

From the Date scroll box, select the year.
Click the date on the calendar.
From the Time box, select the time.

Click OK to save your changes.

The Date & Time window closes. The field that you double-clicked in Step 1 now

displays the date and time you selected.

Click Cancel to exit without saving.

Lists have predefined values. When you click a list, its values are displayed. If the list
contains more values that can be displayed at one time, then a vertical scroll bar is
displayed to the right of the list. In Figure 1-8, the Employee Type field is a list:

Figure 1-8 The List Field

I Organization

I User Type

IEm ployee Type [End-User

End-User Administrator

I Manager Id

I End Date

I Created on

When you select a value, the list is replaced by a field in which the selected value is

displayed.

1.3.5 Notes Window

The Notes window enables you to enter supplemental information for a record. When
used with adapters, this window also displays the code that the Design Console
generated while compiling the adapter. For more information about adapters, see
Chapter 2, "Developing Adapters" and Chapter 3, "Using Adapters".
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Note: In the following procedure, if the Notes button is red, the
current record has a note. To view the note, click the button. You can
enter supplemental information in this record. Each entry receives a
unique date, time, and user stamp.

To use the Notes window:
1. Select the required record.
2. Click Notes.

The Notes window is displayed, as shown in Figure 1-9:

Figure 1-9 The Notes Window

of o Notes k3
R X

3. Enter information in the text area of the Notes window.

4. Click the icon that represents a man to store your information in the Notes
window.

Or, click Close to close the Notes window without saving.
5. From the Toolbar, click Save.

The information you entered into the Notes window is saved.

1.3.6 Tabs on Forms

Most forms in the Design Console contain multiple tabs. The tabs are usually in the
bottom of the form. The tabs display additional information about a record, for
example, the users who are employed at an organization, as shown in Figure 1-10.
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Figure 1-10 Design Console - Tab on Forms
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Each tab has its own tables and function buttons. Usually, the buttons on a tab are
grayed out until the information in the upper portion of the form is saved. The table
displayed in the tab enables you to view and edit the records associated with that tab
item.

To modify information in a row of a tab's table, either double-click the field that
contains the information you want to edit, or double-click the associated row heading.

1.4 Assignment Windows

The User Form Assignment windows enable you to select and assign entities to a
record. The Assignment window is displayed when you click the Assign button.

Figure 1-11 shows a User Form Assignment window for selecting and assigning roles
to a record.
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Figure 1-11 User Form Assignment Window
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The left pane lists items that you can assign to the record, for example, Organization.
The right pane lists the items that have already been assigned to the record. Although
the values available for selection in the left and right panes are unique to what is being
assigned or unassigned, the buttons and general use of this dialog box are consistent
throughout the application.

4

The following are methods for working with this window:

s To select multiple unconsecutive items, hold down the Ctrl key while selecting
items with the mouse.

For example, you can select the User Group, the IT Resource Type Definition
object, and the Form Information object, but not the Process Definition object.

= To select multiple items that are listed consecutively, hold down the Shift key and
select the first and last items with the mouse.

= To assign one or more items, select the item and click the right arrow.
= To unassign one or more items, select them, and click the left arrow.

When you are done, click OK. If you click Cancel, all assignment changes are
discarded.

1.5 Search Operations

This section describes the search operation that you can perform in the Design
Console. It contains the following sections:

= Starting a Search

s Constructing a Search Filter

= Results of a Search

= Working with a Set of Query Results
s Optimizing Query Performance

= Exceeding the Limit for a Result Set
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1.5.1 Starting a Search

The Design Console enables you to perform searches (queries) for records in the
database. Every form in the Design Console provides a search function. The search
function is also available in lookup fields.

To conduct a search on a blank form or after entering a search filter, click the
binoculars icon on the toolbar.

After you enter the search criteria in the query fields, click the binoculars symbol or
press Ctrl+Q.

1.5.2 Constructing a Search Filter

You can filter the search results in a form field. Filtering limits the results that are
returned to only the records that match the criteria you entered. If you leave all form
fields blank before conducting the search, all records in the table are returned.

You can use a wildcard character in a search. The asterisk (*) wildcard character
represents unspecified portions of the search criteria. You can use a wildcard character
at the beginning, middle, or end of the value that you enter in a field. For example, if
you enter B* in the Location field of a Design Console form and execute a search, you
retrieve all records with locations that begin with the letter B (for example, Burbank,
Boston, Bristol, and so on). If the asterisk is placed in the middle of a search value, as
in B*on, you retrieve all records that begin with B and end with ON (for example,
Brighton, Boston, and so on). If you place the asterisk at the beginning of the search
value, as in *A, you retrieve all records that end in A (for example, Philadelphia,
Tampa, and so on).

In Figure 1-12, a query is performed on the Organizational Defaults form and the
Organization Name field is used to filter the search criteria. The filter Xe11* ensures
that only organizations with names that begin with Xel1l are retrieved.

Figure 1-12 Using a Filter in a Search Query

Qrganhization Information

Organization Ma... |><e||w | Type

Farent Organizat...| | Status

f drganizational Defauls

Object Farm Parameter

1.5.3 Results of a Search

When you submit a search request by clicking the toolbar icon (Query for records), one
of the following occurs:
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No records are returned. No records in the database match your search criteria for
this form. Either the record that you are searching for no longer exists in the
database, or you must modify your search criteria.

One record is returned. One record in the database matches your search criteria.
The Form view displays that record.

More than one record is returned. Multiple records in the database match your
search criteria. A Table view is displayed, listing all records that meet your search
criteria. The first record is displayed in the Form view, as shown in Figure 1-13.

Figure 1-13 Multiple Records Returned

|| Qrganizatian M. Parent Qrganization Type Status
5 1 |Requestz SyEtem Active

2 |=ellerate Uzers System Active
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1.5.4 Working with a Set of Query Results

Ifm

ultiple records in the database match your search criteria, you can view details

about each record. Several buttons can assist you when viewing these records in the
Form view. These directional buttons, referred to as VCR buttons, are located in the
toolbar. The following table describes the VCR buttons:

But

tons Description

Click this button to display the first record in the result set in the Form view.

Click this button to display the preceding record according to the display
sequence in the Table view. The record is displayed in the result set in the
Form view.

Click this button to display the next record (according to the display
sequence in the Table view) in the result set in the Form view.

Click this button to display the last record in the result set in the Form view.

1.5.5 Optimizing Query Performance

A query that returns a large result set can require significant time to run and can affect
your computer's performance. To optimize performance, use the following search
techniques:

Define the scope of a search strategy as precisely as possible.

Enter the most specific information that you can when constructing your query.
For example, if the first name of a contact is JOHN and the last name is JACKSON,
enter both pieces of information, rather than searching only for contacts with the
last name JACKSON.

Use the asterisk (*) wildcard character where possible.
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If you place the asterisk in front of an alphabetic character (for example, *A), fewer
records are returned as compared to when you leave a field blank.

1.5.6 Exceeding the Limit for a Result Set

If you have both read and write access to all forms and records in the Design Console
(that is, if you are a system administrator), you can set the maximum number of
records that are displayed in the result set for a search. If the number of records
retrieved for a search exceeds this value, the Design Console displays the Query size
exceeded dialog box, as shown in Figure 1-14.

Figure 1-14 Query Size Exceeded Dialog Box

Query size exceeded E |
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Start |1 End [100

OK Cancel

You are prompted to enter a specific range or subset of the result set to be viewed. In
Figure 1-14, the maximum result set of 100 has been exceeded. Only records 1 through
100 will be displayed.

1.6 Forms Accessible from the Design Console

The left side of the Design Console main screen is the Design Console Explorer. The
Explorer consists of a list of icons that represent forms that you have permissions to
access. These icons are grouped under folders based on functionality and are
displayed to the users according to the access rights that you assign to them.

Figure 1-15 shows the Explorer in the Design Console main screen.
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Figure 1-15 The Design Console Main Screen
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The forms in the various folders in the Design Console Explorer are described in the
following sections:

User Management
Resource Management
Process Management
Administration
Development Tools

Business Rule Definition

1.6.1 User Management

The User Management folder provides tools to create and manage information about
organizations, users, and roles. This folder contains the following forms:

Organizational Defaults: This form is used to specify the default values that the
organization users should have for certain resources. The organization hierarchy is
considered while getting the values specified on the organization defaults by
traversing from the bottom of the hierarchy to the top.

Policy History: This form is used to view resources that are allowed and
disallowed for users through policies.

Roles: This form is used to specify which Design Console forms are available for
which roles.
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1.6.2 Resource Management

The Resource Management folder provides you tools for managing Oracle Identity
Manager resources. This folder contains the following forms:

IT Resources Type Definition: This form is used to create resource types that are
displayed as lookup values on the IT Resources form.

IT resource types store the set of fields that are used to specify connectivity and
other configuration of a particular target type. For example, the AD Server IT
resource type indicates what fields must be specified for conneting to Microsoft
Active Directory. This can include the host, port, username, password, and root
context. This is essentially a list of parameters. From this type, you can create an IT
resource instance by specfying concrete values for all the parameters. While
provisioning an Active Directory account, one of the fields on the process form is
of type AD Server, and the value of this field is the IT resource instance that points
to the actual target where the account is created.

Rule Designer: This form is used to create rules that can be applied to password
policy selection, auto-group membership, provisioning process selection, task
assignment, and prepopulating adapters.

Resource Objects: This form is used to create and manage resource objects. These
objects represent resources that you want to make available to users and
organizations.

Resource objects specify account types in Oracle Identity Manager. Resource
objects encapsulate the following;:

— The type of the entity that the resource objects are representing in the target,
for example AD User and AD Group.

- The provisioning mechanism. This is not a configuration specific to resource
objects but a provisioning process definition. However, the process definition
itself is tied to the resource object.

- Flags related to permissioning that determines who is the resource allowed
for, if the user can get more than one instances of this resource, and who can
provision the resource.

—  Object administrator and object authorizer configuration.
- Reconciliation fields, action rules and other reconciliation related flags.
- Resource dependency.

—  Status flags for a resource, which determines the states that a resource can go
through.

— Resource audit objectives used in attestation.

Examples of resource objects are AD User, SAP User, and LDAP Account.

See Also: Chapter 11, "Developing Resource Objects" for more
information about the forms in the Resource Management folder

1.6.3 Process Management

The Process Management folder provides you tools for creating and managing Oracle
Identity Manager processes and e-mail templates.

This folder contains the following forms:

Email Definition: This form is used to create templates for e-mail notifications.
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Process Definition: This form is used to create and manage approval and
provisioning processes. It also lets you start the Workflow Definition Renderer
that displays your workflow definition in a graphical presentation.

See Also: Chapter 12, "Developing Provisioning Processes" for more
information about the forms in the Process Management folder

1.6.4 Administration

The Design Console Administration folder provides you tools for managing Oracle
Identity Manager administrative features. This folder contains the following forms:

Lookup Definition: This form is used to create and manage lookup definitions. A
lookup definition represents a lookup field and the values you can access from
that lookup field.

User Defined Field Definition: This form is used to create and manage
user-defined fields. A user-defined field enables you to store additional
information, such as user, request, and resource information.

Remote Manager: This form is used to display information about the servers that
Oracle Identity Manager uses to communicate with third-party programs. These
servers are known as remote managers.

Password Policies: This form is used to set password restrictions for the users and
view the rules and resource objects that are associated with a password policy.

See Also: Chapter 15, "Developing Lookup Definitions, UDFs, and
Remote Manager" for more information about the forms in the
Administration folder

1.6.5 Development Tools

The Design Console provides a suite of development tools that enable system
administrators or developers to customize Oracle Identity Manager. This folder
contains the following forms:

Adapter Factory: This form is used to create and manage the code that enables
Oracle Identity Manager to communicate with any IT Resource by connecting to
that resource's APL This code is known as an adapter.

Adapter Manager: This form is used to compile multiple adapters simultaneously.

Form Designer: This form is used to create process and resource object forms that
do not come packaged with Oracle Identity Manager.

Error Message Definition: This form is used to create error messages that can be
used for reporting when certain problems occur while using Oracle Identity
Manager. This form also enables a system administrator or developer to define the
error messages that users can access when they create error handler tasks by using
the Adapter Factory form.

Reconciliation Rules: This form is used to create and manage reconciliation rules
in Oracle Identity Manager.

1.6.5.1 Business Rule Definition

The Development Tools folder consists of the Business Rules Definition subfolder. The
Business Rule Definition folder provides system administrators and developers with
tools to manage the event handlers and data objects of Oracle Identity Manager. This
folder contains the following forms:
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Event Handler Manager: This form is used to create and manage the event
handlers that are used with Oracle Identity Manager.

Data Object Manager: This form is used to define a data object, assign event
handlers and adapters to it, and map any adapter variables associated with it.

See Also: Chapter 5, "Developing Rules" for more information about
the forms in the Business Rule Definition folder

Design Console Overview 1-21



Forms Accessible from the Design Console

1-22 Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager



2

Developing Adapters

Adapters are Java programs that enable you to integrate Oracle Identity Manager with
other software solutions. This chapter describes how to create adapters using the
Adapter Factory form. It contains these sections:

s Introduction to Adapters

= Types of Adapters

= Adapter Environment and Tools

= Defining Adapters

s Tabs of the Adapter Factory Form

= Disabling and Re-enabling Adapters

= About Adapter Variables

s Creating Adapter Tasks

= Modifying Adapter Tasks

s Changing the Order and Nesting of Tasks
= Deleting Adapter Tasks

= Working with Responses

s Scheduling Rule Generators and Entity Adapters

2.1 Introduction to Adapters

To be effective, it must be possible to integrate an access rights management
application, such as Oracle Identity Manager, with other software solutions. This is
necessary not only because there are many resources, but also because there is no
single integration standard for connecting to these resources.

The traditional way to tackle this challenge is by using the common functionality that
is supported by all the integrations. To do this, you need developers who can write
this code. In addition, every time an existing software resource is modified, or a new
one is added, you must write more code.

The Adapter Factory is a code-generation tool provided by Oracle Identity Manager. It
helps you create Java classes, known as adapters, that simplify the integration
challenge.
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Note: Oracle Identity Manager can connect to external systems such
as databases and directory servers by using Java APIs for JDBC and
LDAP. In addition, for all other APIs, such as C, C++, VB, and
COM/DCOM, you can create a Java wrapper so that Oracle Identity
Manager can communicate with the API directly.

A resource has an associated provisioning process, which in turn has various tasks
associated with it. Each task in turn has an adapter associated to it, which in turn can
connect to the target resource to carry out the required operations.

An adapter provides the following benefits:

It extends the internal logic and functionality of Oracle Identity Manager.

It interfaces with any software resource, by connecting to that resource by using
the API of the resource.

It enables the integration between Oracle Identity Manager and an external
system.

It can be generated without manually writing code. However, Oracle Identity
Manager does not restrict you from writing your own code for creating adapters.

It is lightweight and specific to your needs.

It can be maintained easily because all of the definitions for the adapter are stored
in a repository. This repository can be edited through a GUL

One Oracle Identity Manager user can retain the domain knowledge about the
integration, while another user can maintain the adapter.

It can be modified and upgraded efficiently.

Adapters can be developed for a range of tasks:

A process task adapter, which allows Oracle Identity Manager to automate the
completion of a process task.

A task assignment adapter, which enables Oracle Identity Manager to automate
the assignment of a process task to a user or group.

A rule generator, which incorporates business rules to the fields of either an
Oracle Identity Manager form or a user-defined form (created by using the Form
Designer form), so these fields can be populated automatically and saved to the
Oracle Identity Manager database.

Note: For more information about the Form Designer form, see
"Form Designer Form" on page 13-1.

A pre-populate adapter, which is a specific type of rule generator adapter that can
be attached to a user-created form field. The data generated by this type of adapter
can appear either automatically or manually. In addition, it uses criteria that
enable Oracle Identity Manager to determine which pre-populate adapter will be
applied to the designated form field. It populates the designated form field
without saving this information to the Oracle Identity Manager database.

An entity adapter, which is attached to an Oracle Identity Manager or user-created
form field. Oracle Identity Manager triggers an entity adapter on preinsert,
preupdate, predelete, postinsert, postupdate, or postdelete. After this occurs, the
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field to which the adapter is attached is populated automatically and saved to the
Oracle Identity Manager database.

Note: Oracle Identity Manager 11¢ Release 1 (11.1.1) also allows you
to create postprocessing handlers on entities, such as user, role, and
organization.

Figure 2-1 illustrates the functionality of five different types of adapters.

Figure 2—1 Adapter Functionality
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2.2 Types of Adapters

This section provides additional details about the five adapter types.

Rule Generator Adapters

Certain business rules must be applied to perform field validations and enter default
values into the forms which either come packaged with Oracle Identity Manager or are
created by Oracle Identity Manager users. For example, for the Users form, you might
want Oracle Identity Manager to generate the User ID automatically by concatenating
the user's first name and last name.

To do this, you must create a specific type of adapter, which is designed to modify the
field value in a form. This type of adapter, which can generate, modify, or verify the
value of a form field automatically, is called a rule generator. Oracle Identity Manager
triggers a rule generator on preinsert and preupdate.

After you create this adapter and attach it to a form, Oracle Identity Manager
automatically updates the field value for all records of that form, and saves this
information to the Oracle Identity Manager database.

If you create a rule generator that contains adapter variables, you must map these
adapter variables to their proper locations. Otherwise, the adapter will not be
functional.

You can also attach this type of adapter to a provisioning process. Once the process is
provisioned to a target user or organization, Oracle Identity Manager will trigger the
associated rule generator.
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On occasion, a rule generator which has been assigned to a provisioning process might
no longer be needed to complete the process. If this happens, you can remove the rule

generator from the provisioning process. Similarly, after you attach one rule generator

to a form field, you can connect a different rule generator to that form field. When this
occurs, you must first remove the rule generator currently attached to the form field.

Entity Adapters

Similar to rule generator adapters, entity adapters are also responsible for generating,
modifying, or verifying the value of a form field automatically, and saving this
information to the Oracle Identity Manager database.

Some differences between rule generators and entity adapters are:

= Execution schedule. Entity adapters can be triggered by Oracle Identity Manager
on preinsert, preupdate, predelete, postinsert, postupdate, and postdelete. A rule
generator adapter can be executed only on preinsert and preupdate.

= Manual field value modification. The adapter populates the form field to which
an entity adapter is attached. An Oracle Identity Manager user should not edit this
value because the entity adapter will overwrite this modification. As a result, the
modification will not be saved to the database.

Similarly, the adapter also populates the form field to which a rule generator
adapter is attached. However, an Oracle Identity Manager user can edit this value
because this modification will take precedence over the value that the rule
generator adapter generates. Because of this, the modification will be saved to the
database.

= Background color of form field. If a rule generator is attached to a form field, the
field will appear in a particular background color such as pink. This is a visual
indicator that the field has a rule generator attached to it. On the other hand, when
an entity adapter is attached to a form field, the field will not have a distinct
background color.

Task Assignment Adapters

For a process task that must be completed manually, you can configure Oracle Identity
Manager to automate the assignment of the task to either a specific user or a user who
belongs to a particular role. This is achieved through the use of a task assignment
adapter. Task assignment adapters are used only for assigning a task to a particular
user or role.

When a task that is associated with specific provisioning process is created using the
Tasks tab in the Process Definition form of the Design Console, you can choose the
rule that decides if adapter will be picked up for execution. Note that this rule is
defined in the Rule Definition form of the Design Console. An example of a rule is
"Target User's Org name is XYZ. If this rule is satisfied, then the corresponding task
assignment is picked up. However, you can have multiple rules defined and used
while deciding task assignment. For multiple rules, Oracle Identity Manager associates
priority with the task assignment functionality to decide the order in which the rule
determination must occur. When the rule is determined, corresponding task
assignment is run.
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Note: In other words, the task assignment rule allows Oracle
Identity Manager to decide whether to assign a process task to a user
or role. The task assignment adapter enables Oracle Identity Manager
to determine which user or role will be the recipient of the process
task.

For this example, Oracle Identity Manager will trigger the Associate Adapter with
User rule first (because it has the highest priority). If the condition of this rule is TRUE,
it is successful. As a result, Oracle Identity Manager will associate the related task
assignment adapter (the Assign Task to User adapter) with the process task.

On the other hand, when the condition of a rule is FALSE, the rule has failed. Oracle
Identity Manager triggers the rule with the next highest priority. If this rule is
successful, then Oracle Identity Manager assigns the designated adapter to the target
process task.

So, in this example, if the Associate Adapter with User rule fails, then Oracle Identity
Manager triggers the Associate Adapter with Role rule. If this rule is successful, then
Oracle Identity Manager associates the related task assignment adapter (the Assign
Task to Role adapter) to the process task.

After assigning a rule to a task assignment adapter, if this type of adapter contains
adapter variables, you must map these variables to their proper locations. Otherwise,
the adapter will not be functional.

Finally, when a task assignment adapter becomes invalid, or is no longer necessary for
Oracle Identity Manager to allocate the process task to a user or group, you must
remove the adapter from the task.

Prepopulate Adapters

Sometimes a user-created form contains both fields that can be populated by Oracle
Identity Manager and fields into which an Oracle Identity Manager user must enter
data. When the information that the user types into a field is contingent upon the data
that appears in a system-generated field, Oracle Identity Manager must first populate
this field. When the form is displayed, the user can view the system-generated data to
enter information into the appropriate fields.

This is achieved by creating a type of rule generator known as a prepopulate adapter.
By attaching it to a field designated to be system-generated, you enable Oracle Identity
Manager to automatically populate this field with the appropriate information,
without saving this information to the Oracle Identity Manager database.

The data generated by a prepopulate adapter can appear automatically or it can be
manually entered. Oracle Identity Manager displays this information automatically
when the Auto-prepopulate check box is selected for a provisioning process. When
this check box is cleared, an Oracle Identity Manager user must manually generate the
displaying of the data that is generated by the prepopulate adapter. To do this, click
the prepopulate button on the form section of the Direct Provisioning wizard in the
Web client, while provisioning the form to a user.

You can use the same prepopulate adapter for different form fields. In addition, you
can designate multiple prepopulate adapters to be associated with a particular field.
As a result, Oracle Identity Manager must know which prepopulate adapter it must
select for the form field. This requires the use of prepopulate rules. These rules enable
Oracle Identity Manager to select one prepopulate adapter, which is associated with a
form field, when this prepopulate adapter is assigned to the field.
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Each prepopulate adapter has a prepopulate rule associated with it. In addition every
rule has a priority number which indicates the order in which Oracle Identity Manager
triggers it.

For example, Oracle Identity Manager can trigger the Rule for Uppercase User ID rule
first because it has the highest priority. If the condition of this rule is TRUE, it is
successful. As a result, Oracle Identity Manager will attach the related prepopulate
adapter (the Display Uppercase Letters for User ID adapter) to the User ID field.

On the other hand, when the condition of a rule is FALSE, the rule has failed. Oracle
Identity Manager will trigger the rule with the next highest priority. If this rule is
successful, Oracle Identity Manager will attach the associated adapter to the
designated field.

So, in this example, if the Rule for Uppercase User ID rule fails, Oracle Identity
Manager will trigger the Rule for Lowercase User ID rule. If this rule is successful,
Oracle Identity Manager will attach the related prepopulate adapter (the Display
Lowercase Letters for User ID adapter) to the User ID field.

After assigning a rule to a prepopulate adapter, if this type of adapter contains adapter
variables, you must map these adapter variables to their proper locations. Otherwise,
the adapter will not be functional.

Finally, when a prepopulate adapter associated with a field is no longer valid, you
must remove the adapter from the field.

Process Task Adapters
A process task adapter enables Oracle Identity Manager to automatically execute
process tasks in provisioning processes.

Each process and process task has a status, which indicates the stage of its completion.
The statuses for a process or process task are listed in the following table in order of

importance.

Task Status Description

C Completed: This process/process task has been completed
successfully.

MC Manually Completed: This process task has been completed
successfully by an Oracle Identity Manager user (that is,
manually).

P Pending: This process/process task is in the process of being
completed. All preceding tasks and processes, respectively, have
been completed.

PX Pending Cancellation: This process task will be canceled, but this
task has to be completed first before it can be canceled.

R Rejected: This process/process task has not been completed
successfully or has not been approved. The status of rejected
process tasks can only be changed to Canceled or Unsuccessfully
Completed.

S Suspended: This process/process task has been put on hold
temporarily.

ucC Unsuccessfully Completed: This process task has been set to
Completed. However, it had been rejected before.

A\ Waiting: This process/process task cannot be completed until all

preceding process tasks or processes are completed.
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Task Status Description

X This process/process task has been stopped. Its status cannot
change anymore

The status level of a process represents the most important status level of its process
tasks, which must be completed for the process to be completed. Suppose a process
has three process tasks, each process task has a different status level (Completed,
Waiting, and Rejected), and all three process tasks must be completed for the process to
complete. Because the highest task status level is Rejected, the status level of the
process is also Rejected.

A process task can be managed in these ways:

s It can be handled manually by using the Object Process Console tab of the
Organizations or Users forms, or the Oracle Identity Manager Web Application.

= An Oracle Identity Manager process can be configured so that one (or more) of its
tasks is triggered automatically once it achieves a status of Pending.

2.3 Adapter Environment and Tools
This section contains these topics:
s Configuring the Adapter Environment
= Remote Manager
s The Adapter Factory
s Compiling Adapters

2.3.1 Configuring the Adapter Environment

To construct adapter tasks, ensure that Oracle Identity Manager has access to the
target APIJAR files and third-party applications to which you want to connect.

When your adapter uses Java tasks, you must configure Oracle Identity Manager to
find the appropriate Java APIs. To do this, you must place the jar files that contain
these APIs into the Meta Data Store (MDS).

See Also: Chapter 33, "MDS Ultilities and User Modifiable Metadata
Files" for information about utilities to modify Oracle Identity
Manager metadata

Then, you can access the Java classes associated with these Java APIs and use them in
the Java task you are creating.
To configure Oracle Identity Manager to reference JAR and class files:

1. Open the JavaTasks subdirectory, which can be found within the 0TM HOME/
directory path. For example, C: \oracle\Xellerate\JavaTasks.

2. Place the JAR file or files into this subdirectory. You can use these files to create
Java tasks within an adapter without restarting the server.
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2.3.2 Remote Manager

Sometimes, instead of directly communicating with the third-party system, Oracle
Identity Manager must use an Oracle Identity Manager component that acts like a
proxy. This component is known as Remote Manager.

The Remote Manager is used for:
s Invoking nonremotable APIs through Oracle Identity Manager

= Invoking APIs that do not support Secure Sockets Layer (SSL) over secure
connections

To configure the Remote Manager, follow the instructions described in Oracle Fusion
Middleware Installation Guide for Oracle Identity Management.

2.3.3 The Adapter Factory

As stated earlier, an adapter is a Java class created by an Oracle Identity Manager user
through the Adapter Factory, which is accessed through the Design Console.

Adapters extend the internal logic and functionality of Oracle Identity Manager. In
addition, they interact with any IT resource by connecting to that resource's AP

The Adapter Factory is a code-generation tool provided by Oracle Identity Manager
that enables a user to create Java classes, known as adapters. Figure 2-2 shows the
Adapter Factory Form in the Design Console.

Figure 2-2 Adapter Factory Form
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2.3.4 Compiling Adapters

Oracle Identity Manager provides various options for compilation, including:
= compile individual adapters one at a time
= compile a set of adapters at once

= compile all adapters that exist in the Oracle Identity Manager database with a
single click

2.3.4.1 Automatic Compilation of Adapters

Adapters are compiled automatically when you import connector files by using the
Deployment Manager. The compiled adapter class files are stored in the Oracle
Identity Manager database, as opposed to the file system, from where they are loaded
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at run time. The following two APlIs are available to compile adapters
programmatically:

s public void compileAdapter (String adapterName): This API
compiles a single adapter and stores the compiled classfile in the database. It takes
the name of the adapter as a parameter. If the adapter is not found or if there are
any errors, the API throws an appropriate exception.

s public void compileall: This API compiles all adapters in a system. If it
encounters any errors during compilation, it throws an exception of the type
tcBulkException. This exception comprises all the individual errors that the
API encounters during compilation.

You can modify the adapters manually if you make any changes.

Note: You must set the path of the JDK directory in the
XL.CompilerPath system property. Otherwise, an error is
encountered during the adapter compilation stage when you import
an XML file using the Deployment Manager.

Refer to the "System Properties in Oracle Identity Manager" in the
Oracle Fusion Middleware System Administrator’s Guide for Oracle
Identity Manager for information about setting values of system
properties.

2.3.4.2 Compiling Adapters Manually

The Adapter Manager form is located in the Development Tools folder. You use it to
compile multiple adapters simultaneously.

To manually compile multiple adapters, perform these steps:
1. Open the Adapter Manager form.

The Adapter Manager form is in the Development Tools folder. It is used to
compile multiple adapters simultaneously, as shown in Figure 2-3.

Figure 2-3 Adapter Manager Form

Compile &1l Adapters

| Adspler Name Slalis Type

1 |Grem DB Access
2 |Display Uppercase Letiers for User D

3 [Cresle DE User
4 [Solars Cighle Lser Recompils

EIEIR-IE

_Adapter Manages |
2. To compile every adapter that resides within the Oracle Identity Manager
database, select the Compile All option.

To compile multiple adapters, select the adapters you want to compile. Then,
select the Compile Selected option.

To compile all adapters that do not have an OK status, select the Compile
Previously Failed option.

3. Click the Start button.

Oracle Identity Manager will compile the adapters that match the criteria you
specified in Step 2.
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Tip: Oracle Identity Manager lets you review the record of any
adapter that appears within the Adapter Manager form to see detailed
information about the adapter.

To view an adapter's record, select the desired adapter and either
double-click its row header, or right-click the adapter, and select the
Launch Adapter command from the menu that appears.

2.4 Defining Adapters

To define an adapter:

1.
2

Log in to Oracle Identity Manager Design Console.

Open the Adapter Factory form. This form is in the Development Tools folder in
the Design Console.

In the Adapter Name field, enter the name of the adapter, for example, Create
Solaris User.

Note: Although the adapter name can contain special characters,
Oracle recommends that you do not use them because there might be
run-time errors.

Double-click the Adapter Type lookup field.

The Lookup window is displayed, displaying the five types of Oracle Identity
Manager adapters. These are:

»  Process Task

= Rule Generator

= Pre-populate Rule Generator

= Entity

s Task Assignment

To enable the adapter to automate a process task, select Process Task (T).

To incorporate business rules into an Oracle Identity Manager or user-defined
form field, select Rule Generator (R). For example, for the User ID field of a form,
you can configure Oracle Identity Manager to concatenate the initial letter of the
user's first name with the user's last name.

You can attach a type of rule generator adapter to a user-created form field, so that
it can:

= Display the data, which is generated by the adapter, automatically or
manually.

»  Use criteria that enable Oracle Identity Manager to determine which adapter is
applied to the designated form field.

To attach the adapter to an Oracle Identity Manager or user-defined form field,
and have Oracle Identity Manager trigger the adapter on preinsert, preupdate,
predelete, postinsert, postupdate, or postdelete, select Entity (E).

To allow the adapter to automate the allocation of a process task to a user or
group, select Task Assignment (A).
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Tip: If you create an entity adapter, then an error might be generated
while compiling the adapter on computers with less file limits. To
avoid this problem, change the file limits in the
/etc/security/limits.conf file to the following:

soft nofile 4096
hard nofile 4096
Then, restart Oracle Identity Manager.

6. Select the type of adapter you want, for example, Process Task (T). Then, click OK.

See Also: "Form Designer Form" on page 13-1 for more information
about the Form Designer form

7. In the Description field, type a description for the adapter, for example, This
adapter is used to create a new user for the Solaris
environment.

8. From the toolbar, click Save.

The adapter is now stored in the Oracle Identity Manager database.

2.5 Tabs of the Adapter Factory Form
The Adapter Factory form in the Design Console contains the following tabs:
= Adapter Tasks
= Execution Schedule
= Resources
= Variable List
= Usage Lookup

= Responses

2.5.1 Adapter Tasks

In the Adapter Tasks tab, you can create and manage the atomic function calls of an
adapter. These function calls are known as adapter tasks.

The sequence of calls is vital because these calls in turn gets converted into Java
statements. In other words, if you put an Else call before an If call, then the adapter is
not compiled. In addition, you must understand the logical flow of java program
while creating adapter. Analogically, this is like writing an algorithm instead of a
program with Java syntax.

2.5.2 Execution Schedule

The Execution Schedule tab lets you specify when you want Oracle Identity Manager
to trigger a rule generator or an entity adapter. You can schedule Oracle Identity
Manager to run a rule generator (Adapter Type R) on preinsert and/or preupdate.
You can also configure Oracle Identity Manager to execute an entity adapter (Adapter
Type E) on preinsert, preupdate, predelete, postinsert, postupdate, or postdelete.
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Caution: Process task adapters and task assignment adapters,
which are attached to process tasks, are triggered once the process
task's status becomes Pending. Therefore, you do not specify when
Oracle Identity Manager will trigger these types of adapters, Oracle
Identity Manager disables the Execution Schedule tab for them.

Also, because Oracle Identity Manager always triggers pre-populate
adapters on preinsert, Oracle Identity Manager disables the check
boxes of this tab for pre-populate adapters.

2.5.3 Resources

From the Resources tab, you can:
»  Click the Java APIs subtab to see the Java APIs that are being used by the adapter.

s Click the Other subtab to document a non-Java API file to the adapter, if
necessary.

Note: This Resources tab does not represent resource objects.

2.5.4 Variable List

For prepopulation adapters, the data is passed to adapter input variables and are
processed by using adapter logic. The adapter returns output variable, which is then
assigned to process form field.

From the Variable List tab, you can:
s Create, modify, and delete adapter variables.
= Set the data type and provide a description for each variable.

= Map an adapter variable to a literal or an adapter reference. You can also postpone
the mapping until it is attached to a process task or a form field.

You also can resolve the value of the adapter variable at run time, when it is attached
to a process task and the process task is run. As a result, process-specific data is
available to map to this variable.

2.5.5 Usage Lookup

For a process task or task assignment adapter, the Usage Lookup tab displays the
process task to which the adapter is attached, as well as the process of which this
process task is a member.

For a rule generator or entity adapter, this tab shows the Oracle Identity Manager form
and associated data object to which the adapter is attached. In addition, it displays the
execution schedule of the adapter, along with a sequence number that represents the
order in which Oracle Identity Manager will trigger the adapter.

For a pre-populate adapter, this tab displays the user-defined form and form field to
which the adapter is attached. Also, it shows the pre-populate rule that is associated
with the adapter.
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2.5.6 Responses

The Responses tab is used for defining meaningful responses to the process task. These
responses depend on the execution result of the adapter. The various error messages
returned by the external system can be mapped to these responses in a way that they
make sense in the context of the process task. On attaching the adapter to a process
task, the status bucket, which consists of Pending, Completed, and Rejected, of the
process task (and subsequently the Object status) can be set, based on the adapter
response code.

Tip: Oracle Identity Manager enables the Responses tab only for
process task adapters. If an adapter is a task assignment, rule
generator, pre-populate, or entity adapter, Oracle Identity Manager
disables this tab.

2.6 Disabling and Re-enabling Adapters

To disable an adapter so that it cannot be used with a process task or form field, select
the Disable Adapter option, and save the adapter.

To re-enable it, clear the Disable Adapter option, and save the adapter.

2.7 About Adapter Variables

For a newly-created adapter to work, you can map data to the parameters of the
adapter tasks. For this reason, you create placeholders, also known as adapter
variables, to map the data at run time.

Note: An adapter variable can be reused for all adapter tasks.

Once an adapter variable is not needed for the adapter to run, you can remove it from
the adapter. After you have deleted the adapter variable, ensure to recompile the
adapter.

2.7.1 Creating an Adapter Variable

To create an adapter variable:

1. Select the adapter to which you wish to add an adapter variable, for example, the
Create Solaris User adapter.

2. Select the Variable List tab.
3. Click Add.
The Add a Variable window is displayed.

4. When you do not want Oracle Identity Manager to be able to change the adapter
variable value after it is activated, select Final.

5. In the Variable Name field, enter the name of the adapter variable, for example,
SolarisUserID.

Caution: The adapter variable name cannot contain spaces.
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6. From the Type menu, select the classification type of the adapter variable, such as
String. The available items are:

s Object

m  IT Resource
s String

= Boolean

s Character

= Byte

s Date

s Integer
» Float

= Long

= Short

= Double

7. Within the Description text area, you can enter explanatory information about the
adapter variable.

8. From the Map To menu, you can map your adapter variable to one of the items
listed in Table 2-1.

Table 2-1 Items on the Map To Menu

Name Description

Literal This adapter variable is mapped to a constant (or literal).

Resolve at Run time This adapter variable's mapping occurs later, at run time.
Selecting this option increases the reusability of the adapter.

Adapter References This adapter variable gives access to an Oracle Identity Manager
database reference or an Oracle Identity Manager data object
reference.

System Date When this adapter variable is triggered by Oracle Identity

Manager, it is mapped to the current date and time of the Server.

Note: This option appears only when you select the Date type.

Note: When you select the object type, a Qualifier menu is displayed
within the Add a Variable window. From this menu, you can select
either of the following:

= Database Reference. If you select this item, the adapter variable is
mapped to the reference of the database that the Oracle Identity
Manager is currently running against.

= Data Object Reference. If you select this item, the adapter variable
is mapped to an Oracle Identity Manager data object.
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Note: If you select the IT Resource type, a Resource Type menu is
displayed within the Add a Variable window. From this menu, you
can select one of the IT resource types that have been created by using
the IT Resource Type Definition form. By doing so, you can map the
adapter variable to a parameter of this IT resource type.

On the toolbar in the Add a Variable window, click Save. The information for your
adapter variable is stored in the Oracle Identity Manager database.

Close the Add a Variable window to activate the main screen. The name,
classification type, mapping selection, and description of the adapter variable you
created appear in the child table of the Variable List tab.

This adapter variable now belongs to the adapter in the Adapter Factory form. It is
saved to the Oracle Identity Manager database, and the adapter variable is ready to

use.

2.7.2 Modifying an Adapter Variable

To modify an adapter variable:

1.

Select the adapter that contains the adapter variable you want to edit, for example,
the Create Solaris User adapter.

Click the Variable List tab and double-click the row header of the adapter variable
you want to modify. The Edit a Variable window is displayed, showing
information about the adapter variable.

Make the necessary edits, for example, changing the adapter variable's data type
from String to Character.

On the Edit a Variable toolbar, click Save. The modified information about the
adapter variable is stored in the Oracle Identity Manager database.

Close the Edit a Variable window to activate the main screen. The adapter variable
you modified appears within the child table of the Adapter Factory form.

Note: Ensure that you check your data mappings and recompile the
adapter, especially if you change the adapter variable's data type.

2.7.3 Deleting an Adapter Variable

When an adapter variable is no longer necessary for the adapter to run, you can
remove it from the adapter. To do this:

1.
2
3.
4

5.

Select the adapter that contains an adapter variable you want to remove, for
example, the Create Solaris User adapter.

Select the Variable List tab.
From the list of this tab, select the adapter variable you want to delete.
Click Delete.

Recompile the adapter after deleting any variable.

The adapter variable disappears from the child table. The adapter variable has been
deleted.
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2.8 Creating Adapter Tasks

After you construct the adapter and create its variables, you can create the atomic
function calls of an adapter. These function calls are known as adapter tasks.

This section explains adapter tasks and how to create tasks:

Types of Adapter Tasks

Creating a Java Task

Creating a Remote Task

Creating a Stored Procedure Task

Creating a Utility Task

To Create an Oracle Identity Manager API Task
Reassigning the Value of an Adapter Variable
Adding an Error Handler Task

Creating a Logic Task

2.8.1 Types of Adapter Tasks

Oracle Identity Manager allows you to create the following adapter tasks:

A Java task, which allows an adapter to communicate with an external source by
invoking Java APL

A remote task, which enables an adapter to call a method on an API. This API
resides on a computer that is external to Oracle Identity Manager.

This type of task is used mostly with integrations of third-party APIs that are not
network-enabled. A remote manager executes the remote API method, which is
located on a remote computer. In addition, if the third-party API does not use SSL,
you can use the remote manager to invoke third-party APIs over SSL-protected
communication. Remote tasks can also be used with integrations of third-party
APIs, which are network-enabled, but are not located on the Oracle Identity
Manager server for scalability purposes. The remote API method is still executed
by a remote manager. However, because the third-party API is network-enabled,
the remote manager does not have to reside on the target system.

A stored procedure task, which allows Oracle Identity Manager to map to and
execute SQL programs located within a particular database schema. These
programs are known as stored procedures. They contain information, such as SQL
statements, which are pre-compiled for greater efficiency.

By incorporating a stored procedure task into an adapter, and attaching this
adapter to a process task, Oracle Identity Manager can incorporate stored
procedures on any Oracle Database or Microsoft SQL Server database that is
accessible on its network. This includes retrieving primitive values from stored
procedures.

A utility task, which enables you to populate an adapter with methods and APIs
that come packaged with Oracle Identity Manager. In addition, this type of task
provides you with access to the Java Standard Library APIs.

An Oracle Identity Manager API task, which enables access to Oracle Identity
Manager published APIs from adapter tasks. This allows for enhanced portability
of adapter code.
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= A setvariable task, which allows you to set a variable within an adapter.

= An error handler task, which lets you display any errors associated with an
adapter that occur at run time. In addition, you can see the reasons for the errors,
along with possible solutions.

= Alogic task, which lets you build a conditional statement within an adapter.
You can create the following types of logic tasks:
= FORloops

= WHILE loops

n IF statements

»  ELSE statements

»  ELSE IF statements

s BREAK statements

s RETURN statements

s CONTINUE statements

= SET VARIABLE statements

»  Handle Error statements

See Also: Section 2.8.9, "Creating a Logic Task" for more information
about the types of logic tasks you can build

For classification purposes, Oracle Identity Manager represents each type of adapter
task by an icon. The icon, which precedes the task name, is a visual indicator of the
type of task it is. For example, "]" represents a Java task, and "LT" represents a logic
task.

To see a list of these icons, select the Adapter Tasks tab, and click Legend. The Legend
window appears, displaying the following list of icons:

= Functional Task

- Java

— Remote

—  Stored Procedure
s Utility Task

- Utility

— Oracle Identity Manager API
= Logical Task

2.8.2 Creating a Java Task

Oracle Identity Manager can handshake with an external source through a Java APL
To make this happen, you must add a task to an adapter which, when triggered by
Oracle Identity Manager, initiates communications with the external source. This type
of task is called a Java task.

To create a Java task:
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1. Select the adapter to which you want to add a Java task, for example, the Update
Solaris Password adapter.

2. Select the Adapter Tasks tab.
3. Click Add.

After the Adapter Task Selection window is displayed, select the Functional Task
option.

4. From the display area to the right of this option, select the Java item, and click
Continue.

The Object Instance Selection window is displayed.

Table 2-2 explains the options in the Object Instance Selection window.

Table 2-2 Options in the Object Instance Selection Window

Option Description

New Object Instance When you click this option, you are creating a new Java object
instance.

Persistent Instance You can call the method on a persistent object by clicking this

option, clicking the adjacent combo box, and selecting an object
instance from the drop-down menu.

Task Return Value Instance ~ You can call this method on an object returned by an adapter
task defined earlier by clicking this option, clicking the combo
box, and selecting an adapter task from the drop down list.

Note: When the Persistent Instance option is grayed out, it indicates
that you have not defined any persistent objects for your adapter.
Similarly, if the Task Return Value Instance option is grayed out, none
of the tasks have Java Object return values associated with them.

5. Click an option—for example, New Object Instance—and click Continue. The Add
an Adapter Factory Task window is displayed.

Table 2-3 lists and describes the various regions of the Add an Adapter Factory
Task window:

Table 2-3 Regions of the Add an Adapter Factory Task Window

Name Description

Task Name This field displays the name of the Java task.

Persistent Instance If this Java object is to be used again, the check box is selected,
and the name of the task instance is entered in the adjacent field.

API Source This combo box contains a list of all JAR and class files to which
you have access.

Application API This combo box contains a list of all class files to which you have
access, and which belong to the JAR file that has been selected
from the API Source list.

Constructors This text area displays all the constructors, which are available

for the Java object.

Methods This text area shows a list of all the methods, which are available
for the Java object.
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Table 2-3 (Cont.) Regions of the Add an Adapter Factory Task Window

Name Description
Application Method This area contains the parameters of the selected constructor and
Parameters method. These parameters are mapped to the adapter variables

and Oracle Identity Manager components.

10.

11.
12.

13.

14.

15.

In the Task Name field, enter the name of the task you are creating, for example,
Update Password.

(Optional.) To make your Java object reusable, select Persistent Instance, type the
name of the instance of this task in the text field located to the right of the check
box.

Caution: Ensure that name of the instance contains no spaces.

Note: To reference a session with the target resource multiple times
during the life of the adapter, and not just once, select Persistent
Instance.

Tip: By setting the Java object to be persistent, the next time you
create a Java object, it appears in the Persistent Instance list of the
Object Instance Selection window. In addition, you do not have to
map the constructor to all adapter tasks of the same Java object.

Select the API Source. The JAR files appear, which Oracle Identity Manager
references from the JavaTasks subdirectory of the 011_HOME/ directory path—for
example, C: \oracle\Xellerate\JavaTasks.

See Also: Section 2.3.1, "Configuring the Adapter Environment" for
instructions on how to enable Oracle Identity Manager to use
third-party JAR files with a Java task

Select the Application API. The class files, which belong to the JAR file you
selected in the API Source, appear.

From the Constructors area, select the method to be used to initialize the Java class
you selected.

From the Methods area, select the method that will be used with your Java task.
From the toolbar, click Save.

The information pertaining to the Java task is stored in the Oracle Identity
Manager database. You can now access the parameters of your Java task's
constructors and methods. These parameters appear in the Application Method
Parameters region of the Add an Adapter Factory Task window.

To display the Java class constructors and methods for which you must set
mappings, click the plus icons displayed to the left of the Constructor and Method
icons.

Select the parameter of the constructor or method for which you must set a
mapping.

In the Description text area, you can enter a description for this mapping.
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16.

17.

18.

19.

20.

21.

22,

23.

24.

Click the Map to combo box, and select an item that you can map to the parameter
of the constructor or method, for example, Adapter Variables.

Set the appropriate mappings.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to set

Click Set.

The parameter of the selected constructor or method now appears in blue. This
signifies that it has been mapped.

Tip: To remove a parameter mapping, right-click the appropriate
parameter, and select Un-Map Parameter from the popup menu that
appears.

Repeat steps 15 through 18 for all parameters of the constructors and methods that
appear in the Application Method Parameters region.

On the Add an Adapter Factory Task window toolbar, click Save. The information
pertaining to the Java task is stored in the Oracle Identity Manager database.

On the toolbar, click Close. The Add an Adapter Factory Task window
disappears, and the main screen is active once again. The Java task that you
created—for example, Update Password—appears within the Adapter Factory
form.

(Optional.) To create additional Java tasks for the adapter, repeat steps 3-21.

Tip: You can create different types of adapter tasks, and add them to
the adapter.

If the adapter is logically complete, and all variables on the adapter tasks are
mapped, you can compile it to use with a process task or form field.
To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and found no errors. You can
now attach the adapter to a process task or form field.

(Optional.) To see the code that Oracle Identity Manager generates, from the
toolbar, click Notes.

The Notes window is displayed, containing the code that Oracle Identity Manager
generated.
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Note: If, after clicking Build, CODE GEN ERROR appears in the
Compile Status field, it means that Oracle Identity Manager
encountered one of two types of errors while validating and
compiling the adapter:

s Validation Error

While Oracle Identity Manager is checking the adapter to verify
that it is valid, an error is found. This error can result from a
parameter of an adapter task not being mapped, a parameter
being mapped improperly, or an adapter task being placed out of
order.

Because Oracle Identity Manager generates code for an adapter
only after it is validated, if Oracle Identity Manager encounters a
validation error, it does not create any code.

= Java Compilation Error

Oracle Identity Manager has verified that the adapter is valid.
However, while Oracle Identity Manager is compiling the
adapter, an error is found. This error can result from assigning an
incorrect data type to an adapter task parameter.

Because Oracle Identity Manager has validated the adapter, it
generates code. However, Oracle Identity Manager stops building
code at the point of the compilation where it encounters the error.

Tip: Once you create a Java task, and add it to an adapter, you can
see the following information by accessing the Resources tab of the
Adapter Factory form:

s TheJAR and class files used to create the Java task.

= The name, which represents the directory path that contains these
JAR and class files.

2.8.3 Creating a Remote Task

A remote task enables an adapter to invoke an API method by using the Remote
Manager. This API resides on a computer that is external to Oracle Identity Manager.
This section explains how to create a remote task.

Note: Before creating a remote task, ensure that you define an
adapter variable with a classification type of IT Resource, as well as
select one of the IT resources that have been created by using the IT
Resource Type Definition form.

1. Select the adapter to which you wish to add a remote task.
2. Click the Adapter Tasks tab.
3. Click Add.
The Adapter Task Selection window is displayed.
4. Select the Functional Task option.
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5. From the display area to the right of the button, select the Remote item to create a
remote task. Then, click Continue.

The Object Instance Selection window is displayed.

Note: To learn more about the choices of this window, refer to
Section 2.8.2, "Creating a Java Task".

6. Click Continue.
The Add an Adapter Factory Task window is displayed.
7. In the Task Name field, enter the name of the remote task you are creating.

8. (Optional.) If you want your remote task to be reusable, select the Persistent
Instance option. Then, type the name of the instance of this task in the text field,
located to the right of the check box.

Caution: Ensure that the name of the instance contains no spaces.

See Also:

Section 2.8.2, "Creating a Java Task" for more information about the regions of
the Add an Adapter Factory Task window

Section 2.3.1, "Configuring the Adapter Environment" for information about
how to enable Oracle Identity Manager to use third-party JAR files with a Java
task

9. From the Add an Adapter Factory Task window, select a JAR file, class file,
constructor, and method. Then, set the mappings for the parameters of the
constructor and method.

Note: One of the input parameters will have a classification type of
IT Resource. You must associate this parameter with an adapter
variable of type IT Resource.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to select
10. From the Add an Adapter Factory Task window toolbar, click Save.

The information pertaining to the remote task is stored in the Oracle Identity
Manager database.

11. From this window toolbar, click Close.

The Add an Adapter Factory Task window disappears, and the main screen is
active once again. The remote task that you created appears within the Adapter
Factory form.

12. (Optional.) To create additional remote tasks for the adapter, repeat Steps 3
through 11.

You are now ready to compile the adapter, so it can be used with a process task or
form field.
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13. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field, so Oracle Identity
Manager can communicate with the external APL

2.8.4 Creating a Stored Procedure Task

Through Oracle Identity Manager, you can map to and execute SQL programs that are
located within a particular database schema. These SQL programs are known as stored
procedures. Stored procedures contain information, such as SQL statements, which are
precompiled for greater efficiency.

For this to occur, you must add a stored procedure task to an adapter. When triggered
by Oracle Identity Manager, this task incorporates stored procedures on any Oracle
Database or Microsoft SQL Server database that is accessible on its network. This
includes retrieving primitive values from stored procedures.

Take these steps to create a stored procedure task:

Note: The parameter values and server type for the database schema
are set within the IT Resources form.

The server type of the schema must be set to Database. Otherwise,
Oracle Identity Manager cannot reference the database schema during
the creation of a stored procedure task, the execution of a stored
procedure task, or both.

In addition, Oracle Identity Manager uses values, which are
represented by parameters—for example, Database Name or URL—to
connect to the schema. As a result, the stored procedures contained
within the schema, can be executed.

1. For Oracle Identity Manager Installations that use Oracle Database, copy the
ojdbc14 jar file from the OIM HOME/ext/ directory to the
OIM_DC_HOME/xlclient/ext directory.

For Oracle Identity Manager Installations that use Microsoft SQL Server, you must
obtain the following files from Microsoft and copy them to the
OIM_DC_HOME/xlclient/ext directory:

s msbase.jar
m mssglserver.jar
s msutil.jar

2. Select the adapter to which you wish to add a stored procedure task, for example,
the Update User ID adapter.

3. Click the Adapter Tasks tab.
4. Click Add.

The Adapter Task Selection window is displayed.
5. Select the Functional Task option.

6. From the display area to the right of the option, select Stored Procedure, and click
Continue. The Add an Adapter Factory Task window is displayed.
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The following table lists and describes the regions of the Add an Adapter Factory
Task window.

Table 2-4 Regions of the Add an Adapter Factory Task Window

Name Description

Task Name Displays the name of the stored procedure task.

Description Displays explanatory information about the stored procedure
task.

Database Lists the databases defined in the IT Resources form.

Important: Only those IT resources with a server type of
Database appear in the Database list.

Schema Lists the schemas, which are associated with the database that
appears in the Database list.

Procedure Lists the stored procedures, which reside within the database
schema that is displayed in the Schema list.

Connection Status Displays the status of the connection between Oracle Identity
Manager and the database that contains the target stored
procedure.

When Oracle Identity Manager can connect to the database,
Connection Established is displayed in the Connection Status
region.

Note: If Oracle Identity Manager cannot connect, Connection
Failed appears in the display area. In addition, the Notes button
of the Add an Adapter Factory Task window is enabled.
Clicking this button shows you why a connection could not be
established, for example:

Exception Type:

java.lang.ClassNotFoundExceptionMessage:

java.lang.ClassNotFoundException:
oracle.jdbc.driver.OracleDriver

In this example, Oracle Identity Manager could not connect to
the designated database because it could not find a particular
Java class.

Parameters Contains parameters that can be mapped to the stored
procedure. These parameters appear after you select a database,
schema, and stored procedure and save this information to the
Oracle Identity Manager database.

7. In the Task Name field, enter the name of the stored procedure task you are
creating (for example, Update ID).

8. In the Description text area, you can enter a description for this stored procedure
task.

9. C(lick the Database list. The databases, which are defined in the IT Resources form,
appear.

Note: If Oracle Identity Manager cannot connect to the database you
selected, Connection Failed appears in the display area. In addition, the
Notes button of the Add an Adapter Factory Task window is enabled.
Clicking this button shows you why a connection could not be
established.
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Tip: Schemas and stored procedures appear only after you select a
database to which Oracle Identity Manager can connect. Based on this
selection, related schemas and stored procedures appear in the
corresponding combo boxes.

10. Click the Schema list. The schemas appear, which are associated with the
database you selected.

11. Click the Procedure list. The stored procedures, which reside within the database
schema that you selected from the Schema combo box, appear.

12. From the Add an Adapter Factory Task window's toolbar, click Save. The
information pertaining to the stored procedure task is saved into the Oracle
Identity Manager database.

You can now set the mappings for the parameter(s) of the stored procedure. These
parameters appear in the Parameters region of the Add an Adapter Factory Task
window.

Note: Oracle Identity Manager automatically maps the database and
schema of the selected stored procedure. However, Oracle Identity
Manager enables you to override these mappings.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to select

13. From the Add an Adapter Factory Task window's toolbar, click Save. The
mappings that you have set for the parameter(s) of the stored procedure task are
stored in the Oracle Identity Manager database.

14. From this window's toolbar, click Close.

The Add an Adapter Factory Task window disappears, and the main screen is
active once again. The stored procedure task you created (for example, Update ID)
appears within the Adapter Factory form.

15. (Optional.) Repeat steps 3 through 13 to create additional stored procedure tasks
for the adapter.

16. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field, so Oracle Identity
Manager can map to and execute the stored procedure you selected.

2.8.5 Creating a Utility Task

The Adapter Factory is shipped with a library of utility classes and methods, which
increase the efficiency of developing adapters.

These utility classes and methods are contained within the x1Utils.jar,
xlIntegration.jar, and rt.jar files. A Java task you create by using a class or method
from one of these JAR files is called a utility task.

See Also: Oracle Fusion Middleware Java API Reference for Oracle
Identity Manager for more information about the class files that
contains the x1Utils jar, xIAPLjar, xlIntegration.jar, and rt.jar files
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1. Select the adapter to which you wish to add a utility task, for example, the Update
Solaris User Group adapter.

2. Click the Adapter Tasks tab.
3. Click Add.
The Adapter Task Selection window is displayed.
4. Select the Utility Task option.
5. From the display area to the right of the option, select Utility, and click Continue.

The Object Instance Selection window is displayed.

See Also: "Creating a Java Task" on page 2-17 to learn more about
the choices of this window

6. Click Continue. The Add an Adapter Factory Task window is displayed

7. In the Task Name field, enter the name of the utility task you are creating, for
example, Update User Group.

8. (Optional.) If you want your utility task to be reusable, select Persistent Instance,
type the name of the instance of this task in the text field to the right of the check
box.

Caution: Ensure that name of the instance does not contain any
spaces.

See Also:

"Creating a Java Task" on page 2-17 for more information about the regions of
the Add an Adapter Factory Task window

"Configuring the Adapter Environment" on page 2-7

9. Click the Application API list. The class files appear, which belong to the
x1Utils.jar,xlIntegration.jar,and rt. jar files.

Note: The xlUtils jar, xlIntegration.jar, and rt.jar files contain all of
the class files that you can use for a utility task. Therefore, you do not
have to access the API Source list.

10. From the Add an Adapter Factory Task window, select a constructor and method.
Then, set the mappings for the parameters of the constructor and method.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to select

11. From the Add an Adapter Factory Task window's toolbar, click Save. The
information pertaining to the utility task is stored in the Oracle Identity Manager
database.

12. From this window's toolbar, click Close.

The Add an Adapter Factory Task window disappears, and the main screen is
active once again. The utility task that you created (for example, Update User
Group) appears within the Adapter Factory form.
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13. (Optional.) Repeat steps 3 through 12 to create additional utility tasks for the
adapter.

You are now ready to compile the adapter, so it can be used with a process task or
form field.

14. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

2.8.6 To Create an Oracle Identity Manager API Task

For greater portability of the adapter code, an Oracle Identity Manager API task
enables Adapter tasks to call APIs published by Oracle Identity Manager. This is better
than accessing Oracle Identity Manager data directly through hardcoded SQL
statements.

The Adapter Factory is shipped with a library of utility classes and methods, which
increase the efficiency of developing adapters that contain Oracle Identity Manager
API tasks. These utility classes and methods are contained within the xIAPLjar file.

See Also: Oracle Fusion Middleware Java API Reference for Oracle
Identity Manager for more information about the class files that contain
the x1Utils jar, xIAPL jar, xlIntegration.jar, and rt.jar files

To create this type of adapter task:

1. Select the adapter to which you wish to add an Oracle Identity Manager API task,
for example, the Get User's Password adapter.

2. Click the Adapter Tasks tab.
3. Click Add.
The Adapter Task Selection window is displayed.
4. Select the Utility Task option.
5. From the display area to the right of the option, select Xellerate API, and click

Continue. The Object Instance Selection window is displayed.

See Also: "Creating a Java Task" on page 2-17 to learn more about
this window
6. Click Continue. The Add an Adapter Factory Task window is displayed.

7. In the Task Name field, enter the name of the Oracle Identity Manager API task
you are creating, for example, Retrieve Password).

8. (Optional.) If you want your Oracle Identity Manager API task to be reusable,
select Persistent Instance. Then, type the name of the instance of this task in the
text field to the right of the check box.

Tip: Ensure that name of the instance contains no spaces.
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See Also:

"Creating a Java Task" on page 2-17 for more information about the regions of
the Add an Adapter Factory Task window

"Configuring the Adapter Environment" on page 2-7 to learn how to enable
Oracle Identity Manager to use third-party JAR files with a Java task

9. Click the Application API list. The class files appear, which belong to the
x1API.jar file.

Note: The x1API.jar file contains all of the class files that you can
use for an Oracle Identity Manager API task. Therefore, you do not
have to access the API Source list.

10. From the Add an Adapter Factory Task window, select a class file, constructor,
and method. Then, set the mappings for the parameters of the constructor and
method.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about which mappings to select

11. From the Add an Adapter Factory Task window's toolbar, click Save. The
information pertaining to the Oracle Identity Manager API task is stored in the
Oracle Identity Manager database.

12. Close the Add an Adapter Factory window to activate the main screen. The Oracle
Identity Manager API task that you created—for example, Retrieve
Password—appears within the Adapter Factory form.

13. (Optional.) To create additional Oracle Identity Manager API tasks for the adapter,
repeat steps 3 through 12.

You are now ready to compile the adapter, so it can be used with a process task or
form field.

14. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field, so Oracle Identity
Manager can communicate with a third-party application.

2.8.7 Reassigning the Value of an Adapter Variable

Sometimes, for an adapter to accomplish its required objective, you must reassign the
value of one adapter variable to another adapter variable, a different type of adapter
task, or a constant (or literal). The task that enables you to reallocate an adapter
variable value is known as a set variable task.

See Also: "About Adapter Variables" on page 2-13 for information
about adapter variables

For example, you can create a set variable task to set the adapter variable return value
to equal the output of an adapter task (UserName) if the User ID length is fewer than
11 characters.

To create a set variable task:
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Select the adapter to which you wish to add a set variable task (for example, the
Check the Solaris User ID adapter).

Click the Adapter Tasks tab.
Click Add. The Adapter Task Selection window is displayed.
Select the Logic Task option.

From the display area, select SET VARIABLE, and click Continue. The Add Set
Variable Task Parameters window is displayed.

From the Variable Name list, select the adapter variable that has a value you want
to reassign—for example, Adapter return value.

From the Operand Type list, select the type of operand that will provide the value
for the variable.

Tip: You can reassign an adapter variable's value to another adapter
variable, a different type of adapter task, or a literal.

Use Table 2-5 to understand the various types of operands.

Table 2-5 Types of Operands

Operand Name Description

Variable If you select this operand type, adapter variables appear in the

Operand Qualifier list. From this list, select the specific adapter
variable that will provide the reassigned value.

Note: The only adapter variables that will appear in the
Operand Qualifier combo box will be those variables that have
the same data type as the adapter variable that is displayed
within the Variable Name combo box.

Adapter Task By selecting this operand type, adapter tasks are displayed in

the Operand Qualifier combo box. From this combo box, select
the particular adapter task that will provide the reallocated
value.

Note: The only adapter tasks that will appear in the Operand
Qualifier combo box will be those tasks that have the same data
type as the adapter variable that is displayed within the Variable
Name combo box.

Literal When you select this operand type, types of literals appear in the

Operand Qualifier combo box. From this combo box, select the
type of literal that will provide the reallocated value. Then, type
the specific literal into the field that appears underneath the
combo box.

The following task sets the adapter variable's return value to be equal to the
UserName adapter variable.

1.

On the toolbar in the Add Set Variable Task Parameters window, click Save. The
set variable task you created is stored in the Oracle Identity Manager database.

On the Add Set Variable Task Parameters window toolbar, click Close. The Add
Set Variable Task Parameters window disappears, and the main screen is active
once again. The set variable task that you created, for example, Set Adapter
return value = UserName, appears in the Adapter Factory form.

(Optional.) Repeat Steps 3-9 to create additional set variable tasks for the adapter.
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You are now ready to compile the adapter, so it can be used with a process task or
form field.

To compile the adapter, click Build. The text in the Compile Status field changes
from Recompile to OK. Oracle Identity Manager compiled the adapter and found
no errors. You can attach the adapter to a process task or form field.

2.8.8 Adding an Error Handler Task

To add an error handler task:

1.

10.

11.

An adapter task can return errors. When this occurs, the process task or form field
to which the adapter is attached gets rejected.

You can attach your own customizable error messages, which will be displayed to
the user. These messages are known as error handler tasks.

For example, you can attach an error handler task to an adapter that will display
an error message when the length of a User ID is greater than 10 characters.

Select the adapter to which you wish to add an error handler task (for example,
the Check the Solaris User ID adapter).

Click the Adapter Tasks tab.

Click Add.

The Adapter Task Selection window is displayed.
Select the Logic Task option.

From the display area, select Handle Error, and click Continue. The Add an
Adapter Factory Task window is displayed.

Double-click this window's lookup field. The Lookup window is displayed,
displaying the error handler tasks you can add to the adapter.

Note: The only error handler tasks that appear in this Lookup
window are the ones that begin with ADAPTER—such as
ADAPTER.USERIDLENERR).

If you do not see the error handler task that you want to incorporate
into the adapter, you can create one by accessing the Error Message
Definition form. Refer to "Creating an Error Message" on page 13-19.

Select the error handler task you want, for example, ADAPTER.USERIDLENERR.

Click OK. The Lookup window disappears, and the Add an Adapter Factory Task
window is active. In addition, the error handler task you selected appears in the
field of this window.

From the Add an Adapter Factory Task window toolbar, click Save. The error
handler task you incorporated into the adapter is stored in the Oracle Identity
Manager database.

From this window's toolbar, click Close.

The Add an Adapter Factory Task window disappears, and the main screen is
active once again. The error handler task you added, for example, Handle
Error.ADAPTER.USERIDLENERR, appears within the child table of the Adapter
Factory form.
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12. (Optional.) Repeat Steps 3-10 to create additional error handler tasks for the
adapter.

If the adapter is logically complete and all variables on the adapter tasks are
mapped, you can compile it to use with a process task or form field.

13. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

See Also: "Creating an Error Message" on page 13-19 for information
about creating error messages by using the Error Message Definition
form

2.8.9 Creating a Logic Task

While defining the adapter, you can add conditional statements to the adapter to
control its logic flow. These conditional statements are known as logic tasks. For
example, you can create a logic task that will trigger an action if the length of a User ID
is greater than 10 characters.

To create a logic task:

1. Select the adapter to which you wish to add a logic task (for example, the Check
the Solaris User ID adapter).

Click the Adapter Tasks tab.
Click Add. The Adapter Task Selection window is displayed.
Select the Logic Task option.

a & w0 Db

From the display area, select the type of logic task you want to create. Then, click
Continue.

Note: If you select a conditional expression, and click Continue, one
of the following actions occurs:

Oracle Identity Manager adds the conditional statement to the adapter
directly; or

A secondary window is displayed, containing fields about the
conditional expression that you can configure.

To see what happens when you select a particular conditional statement, refer to
Table 2-6.

Table 2-6 Actions Resulting from Particular Conditional Statements

Statement Is Added to the

Conditional Statement Adapter Directly Secondary Window Appears
FOR X

WHILE X

IF X

ELSE X

ELSE IF X
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Table 2-6 (Cont.) Actions Resulting from Particular Conditional Statements

Statement Is Added to the

Conditional Statement Adapter Directly Secondary Window Appears
BREAK X
RETURN X
CONTINUE X

Table 2-7 explains the various regions of the Add Adapter Factory Logic Task
Parameters window:

Table 2-7 Regions of the Add Adapter Factory Logic Task Window

Name Description

Operand Type These combo boxes contain types of operands, such as adapter
tasks and adapter variables.

Comparator Combo Box From this combo box, you can set the relationship between two
operands (for example, <, =, >).

Operand Qualifier These combo boxes contain the qualifiers for the operands.

Literal Text Box When you select the Literal operand type, enter the specific
literal into this field.

Note: By selecting the FOR conditional statement, an Add Adapter
Factory Logic Task Parameters window is displayed. However, it
contains different text and combo boxes.

For the FOR conditional expression, use Table 2-8 to understand the various
regions of this Add Adapter Factory Logic Task Parameters window.

Table 2-8 Add Adapter Factory Logic Task Parameters for FOR Conditional Statement

Name Description

Operand Type These combo boxes contain types of operands, such as adapter
tasks and adapter variables.

Comparator Combo Box From this combo box, you can set the relationship between two
operands (for example, <, =, >).

Operand Qualifier These combo boxes contain the qualifiers for the operands.

Increment Combo Box Within this area, you can set whether the initial value will

increase or decrease, and by how much.

Note: If you select the ELSE, BREAK, RETURN, or CONTINUE
conditional expressions, proceed to Step 8.

6. Set the parameters for your conditional expression.

This logic task will check to see if the length of the User ID is greater than 10
characters.

7. From the Add Adapter Factory Logic Task Parameters window toolbar, click Save.
The logic task you created is stored in the Oracle Identity Manager database.
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10.

From this window toolbar, click Close. The Add Adapter Factory Logic Task
Parameters window disappears, and the main screen is active once again. The
logic task that you created—for example, If (Check ID Length > 10)—appears
within the Adapter Factory form.

(Optional.) Repeat Steps 3-8 to create additional logic tasks for the adapter.

Caution: All adapter tasks that can be executed for a condition of a
logic task should be nested properly under that logic task.

See Also: Section 2.10, "Changing the Order and Nesting of Tasks"
for more information about nesting tasks

You are now ready to compile the adapter, so it can be used with a process task or
form field.
To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

2.9 Modifying Adapter Tasks

The following procedure will show you how to edit an adapter task, in case you must
make changes to it. To modify an adapter task

1.

Select the adapter that contains the adapter task you wish to edit (for example, the
Update Solaris User Group adapter).

Click the Adapter Tasks tab.
Double-click the adapter task that you want to modify.

The Edit Adapter Factory Task Parameters window is displayed, displaying
information that relates to the adapter task you selected. Within this window,
make the necessary modifications.

On the Edit Adapter Factory Task Parameters window toolbar, click Save.
The information you modified is stored in the Oracle Identity Manager database.
On the toolbar, click Close.

The Edit Adapter Factory Task Parameters window disappears. The main screen is
active again. The modified task appears within the child table of the Adapter
Factory form. You must re-compile the adapter, so it can be used with a process
task or form field.

To recompile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.
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Caution: You cannot modify the API call inside a Java, Xellerate
API, or Utility task. The adapter task has to be deleted and
re-created.

In addition, if CODE GEN ERROR appears in the Compile Status
field, Oracle Identity Manager encountered errors while compiling
the adapter. Rectify the errors, if necessary re-do the adapter task
modifications, and compile the adapter again.

2.10 Changing the Order and Nesting of Tasks

If you add multiple tasks to an adapter, you can either change the order in which the
tasks are executed, or place one task inside of another task for the adapter to work.

The following procedure will show you how to change the order and nesting of tasks.

Caution: You should not change the order and nesting of adapter
tasks unless you understand the mapping dependencies of the
adapter tasks.

To change the order and nesting of tasks:

1.

Select the adapter that contains tasks of which you want to change the order
and/or nest (for example, the Check the Solaris User ID adapter).

Click the Adapter Tasks tab.
The tasks appear, which belong to the current adapter.
In this example, the following changes must occur:

»  The error handler task must be nested inside of the IF (Check ID Length > 10)
logic task.

»  The set variable task has to be nested inside of the ELSE logic task.
»  The IF logic task precedes the ELSE logic task.

Therefore, you must first reorganize the logic tasks. Then, you must nest the error
handler task and set variable task inside of the IF and ELSE logic tasks,
respectively. To reorganize tasks:

Select the task that must run before another task, and click the Up arrow button.
The selected task will switch places with the task that precedes it.

or

Select the task that must be executed after another task, and click the Down arrow
button. The highlighted task is displayed below the task that previously followed
it.

To nest tasks/remove task nestings:

Select the task that must be placed inside of another task, and click the Right
arrow button. The selected task will be nested inside of the task that appears
above it.

or
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Select the task that no longer be nested inside of another task, and click the Left
arrow button. The highlighted task will not be nested inside of the task that is
displayed above it.

5. On the toolbar, click Save.

The order and nesting of the adapter's tasks is stored in the Oracle Identity
Manager database. If the adapter is logically complete and all variables on the
adapter tasks are mapped, you can compile it to use with a process task or form
field.

6. To compile the adapter, click Build.

The text in the Compile Status field changes from Recompile to OK. This indicates
that Oracle Identity Manager compiled the adapter and did not find any errors.
You can now attach the adapter to a process task or form field.

Caution: If you see CODE GEN ERROR in the Compile Status
field, Oracle Identity Manager found errors while compiling the
adapter. Rectify the errors, if necessary re-do the adapter task
modifications, and compile the adapter again.

2.11 Deleting Adapter Tasks

When an adapter task is no longer necessary for the adapter to run, you must remove
it from the adapter. To delete an adapter task:

1. Select the adapter that contains the task you wish to remove (for example, the
Update Solaris User Group adapter).

2. Click the Adapter Tasks tab.
3. Select the task that you want to remove (for example, the CONTINUE logic task).
4. Click Delete.
The selected task is deleted and disappears from the child table.
5. On the toolbar, click Save.
6. Recompile the adapter.

Caution: While deleting adapter tasks, ensure that the logic of the
adapter is consistent and maintained.

2.12 Working with Responses

Adapters can have different outcomes, called responses. Based on these responses,
adapters can trigger other process tasks.

For example, if the adapter returns a True response, the process task's status can be set
automatically to Completed. However, if the adapter returns a False response, the
process task's status can be set automatically to Rejected, and another process task can
be triggered.

These responses can be added, modified, or removed on the Responses tab of the
Adapter Factory form.

The following procedures will show you how to create, modify, and delete responses.
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Note: Responses are used only with process task adapters, because
these adapters are attached to process tasks. Rule generators,
pre-populate adapters, and entity adapters are not connected to
processes. In addition, task assignment adapters are not associated
with responses. Therefore, if the active adapter is a task assignment
adapter, rule generator, pre-populate adapter, or entity adapter,
Oracle Identity Manager disables the Responses tab.

2.12.1 To Create a Response

1.

10.

11.

Select the adapter to which you want to add responses (for example, the Create
Solaris User adapter).

Click the Responses tab.

Click Add.

An empty row is inserted into the Responses tab.

Click the field that appears within the Code Name column.

Enter a code, which represents a response type that can be generated (for example,
True).

Click the field that appears within the Description column.
Enter a description for this response (for example, The user was created successfully.).
Double-click the field that appears within the Status column.

The Lookup popup window is displayed, containing the different status levels
that you can associate with the response.

Note: For more information about Oracle Identity Manager's status
levels, refer to Chapter 4, "About Process Task Adapters" on page 4-1.

Click the desired status level (for example, Completed (C)). Then, click OK.
The Lookup window disappears, and the Responses tab is active once again.

Create another response, by clicking the Add button, and entering False and The
user was not created successfully. into the Code Name and Description fields,
respectively. Then, access the Lookup window, and assign the Rejected (R) status
level to this response.

On the toolbar, click Save.

The responses that you created for this adapter have been stored in the Oracle
Identity Manager database. After you attach this adapter to a process task, these
responses will appear in the Responses tab of the Editing Task window of the
Process Definition form.

2.12.2 To Modify a Response

The following procedure demonstrates how to edit a response.

1.

2.

Select the adapter that contains the response you want to edit (for example, the
Create Solaris User adapter).

Click the Responses tab.
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3. Double-click the field of the response, which contains information that you want
to modify.

a. If the field is a text field, Oracle Identity Manager enables it. You can now edit
the contents within this field.

b. When the field is a lookup field, the Lookup popup window is displayed,
containing the different status levels that you can associate with the response.
Click the desired status level, click OK.

For example, double-click the Status column of the False response, select the
Suspended (S) status level, and click OK.

4. On the toolbar, click Save.

The information that you modified for the response is stored in the Oracle Identity
Manager database.

2.12.3 To Delete a Response
When a response is no longer necessary, you can delete it from the adapter.
1. Select the adapter, which contains a response that you want to remove.
2. Click the Responses tab.
3. Select the response that you want to delete.
4. Click Delete.

The response disappears. This indicates that Oracle Identity Manager has deleted the
response.

2.13 Scheduling Rule Generators and Entity Adapters

Oracle Identity Manager triggers a process task adapter or a task assignment adapter
automatically if it is attached to a process task, and the process task's status is Pending.
In addition, Oracle Identity Manager always triggers pre-populate adapters on
pre-insert. Therefore, you do not schedule when process task adapters, task
assignment adapters, or pre-populate adapters will be executed.

On the other hand, a rule generator and an entity adapter are attached to a form field.
The only way that Oracle Identity Manager will be able to execute the rule generator
or entity adapter is for you to specify when it will be triggered. You do this through
the Execution Schedule tab.

Note: If an entity adapter is attached to a process form or an object
form for validation of field values, these adapters will trigger if we
edit data in these forms after completing direct or request
provisioning.

Using this tab, you can determine that Oracle Identity Manager will trigger the rule
generator or entity adapter on preinsert or preupdate. In addition, you can also
schedule an entity adapter to be executed on predelete, postinsert, postupdate, and
postdelete.

This procedure demonstrates how to configure Oracle Identity Manager to trigger a
rule generator or entity adapter.
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2.13.1 Scheduling Rule Generators and Entity Adapters

To schedule rule generator and entity adapters:

1. Select the rule generator or entity adapter that you want Oracle Identity Manager
to trigger (for example, Solaris User ID Generator).

Note: When you work with process task adapters or pre-populate
adapters, you do not use the Execution Schedule tab. As a result, this
tab, as well as its contents, are grayed out.

2. Click the Execution Schedule tab.
The contents of the Execution Schedule tab appear.

The following table will help you understand the various check boxes of the
Execution Schedule tab:

Name Description

Pre-Insert By clicking this check box, Oracle Identity Manager can
trigger the rule generator or entity adapter before the
record is inserted into the database.

Pre-Update When you click this check box, Oracle Identity Manager
can trigger the rule generator or entity adapter before the
record is updated in the database.

Pre-Delete By clicking this check box, Oracle Identity Manager can
trigger the entity adapter before the record is deleted from
the database.

Post-Insert When you click this check box, Oracle Identity Manager
can trigger the entity adapter after the record is inserted
into the database.

Post-Update By clicking this check box, Oracle Identity Manager can
trigger the entity adapter after the record is updated in the
database.

Post-Delete When you click this check box, Oracle Identity Manager

can trigger the entity adapter after the record is deleted
from the database.

Note: By clicking the check boxes of the Execution Schedule tab, you
are defining the times when Oracle Identity Manager can trigger the
rule generator or entity adapter. The Data Object Manager form
allows you to specify when Oracle Identity Manager will trigger the
rule generator or entity adapter.

For more information about the Data Object Manager form, refer to
"Mapping Rule Generator Adapter Variables".

3. Enable the desired check boxes. Then, from the toolbar, click Save.

The criteria you set for Oracle Identity Manager to execute the rule generator or
entity adapter is stored in the Oracle Identity Manager database.
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This chapter describes how to work with and manage the adapters you have created to
connect with external resources. It contains these sections:

= Working with Rule Generator Adapters

»  Working with Entity Adapters

= Working with Task Assignment Adapters
»  Working with Prepopulate Adapters

= Working with Process Task Adapters

= Adapter Mapping Information

3.1 Working with Rule Generator Adapters

This section explains how to work with rule generator adapters, and contains these
topics:

= Mapping Rule Generator Adapter Variables
= Associating Rule Generators with Processes

= Removing Rule Generators from Form Fields

3.1.1 Mapping Rule Generator Adapter Variables

In Chapter 2, "Developing Adapters", you learned how to create a rule generator. Now,
you must map the adapter variables of the rule generator to their proper locations to
ensure that the adapter will function as intended.

To map these adapter variables, access the Data Object Manager form from the
Development Tools/Business Rule Definition folder of the Design Console.

To map the adapter variables of a rule generator to their proper locations:

1. Open the Data Object Manager form. In the Design Console workshops, the Data
Object Manager form is displayed.

The following table lists and describes the various regions of the Data Object
Manager form:

Name Description
Form Description From this lookup field, select the form that contains the field to
Field which you are attaching the rule generator.
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Name Description

Data Object Field This field displays the name of the data object, which is
represented by the selected form.

Attach Handlers Tab  This tab displays:
»  The rule generators that are attached to the selected form.

»  The execution schedule of the rule generators associated
with this form.

»  The order in which Oracle Identity Manager will run the
rule generators.

= Insert, update, and delete permissions for roles.

Map Adapters Tab This tab displays:

= The names of the rule generators that are associated with
the form;

»  The status of these adapters.

= The names, descriptions, and mapping statuses of the rule
generators' adapter variables.

Note: The Map Adapters tab is grayed out until an adapter is
assigned to the current data object.

2. Double-click the Form Description field. A Lookup dialog box appears with the
forms to which you can attach rule generators.

3. Select the form you want (for example, Solaris). Then, click OK.
4. On the toolbar, click Save.

The selected form, the form's data object, and the rule generator adapters
associated with the form appear. In addition, Oracle Identity Manager enables the
Map Adapters tab.

For this example, the Solaris form has been selected. Its data object
Thor.CarrierBase. tcUD_SOLARIS appears, along with the four rule
generator adapters associated with it (adpCONVERTTOLOWERCASE,
adpSOLARISHMDSTRINGGEN, adpSETSOLARISASSET, and
adpSETPASSWORDFROMMAIN). Oracle Identity Manager will trigger these four
rule generators on preinsert.

Based on the sequence numbers of these adapters, Oracle Identity Manager will
trigger the adpCONVERTTOLOWERCASE adapter first, followed by the
adpSOLARISHMDSTRINGGEN, adpSETSOLARISASSET, and
adpSETPASSWORDFROMMAIN adapters respectively.

Tip: To change the sequence of triggering a rule generator:

1. Click Assign. The Event Handlers dialog box is displayed.
2. Select the rule generator from.

3. Click the up arrow and down arrow buttons to modify the order of the
rule generator.

For these rule generators to work properly, you must map the adapter variables to
their proper locations.
5. Click the Map Adapters tab.

6. From the Name combo box, select the rule generator, which has adapter variables
that can be mapped (for example, the adpCONVERTTOLOWERCASE rule generator).
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The Map Adapters tab now displays the following:
s The name of the rule generator that is to be attached to the form.
s The status of the rule generator.

s The names, descriptions, and mapping statuses of the rule generator's adapter
variables.

See Also: "Attaching Process Task Adapters to Process Tasks" on
page 3-14 for information about various mapping statuses for an
adapter

7. Set the mappings for each variable that appears in the Adapter Variables region of
the Map Adapters tab. To do so, double-click the row header of the variable you
want to map (for example, Data). The Data Mapping for Variable dialog box is
displayed.

Table 3-1 describes the various fields of the Data Mapping for Variable dialog box.

Table 3—1 Fields of the Data Mapping for Variable Dialog Box

Field Name Description

Variable Name This field displays the name of the adapter variable for which
you are setting a mapping (for example, Data).

Data Type This field shows the data type of the adapter variable (for
example, String is the data type for the Data adapter variable).

Map To This field contains the source and target locations of the
mappings you can set for the adapter variable (for example,
User Definition).

When you map the adapter variable to a location or a contact,
Oracle Identity Manager enables the adjacent combo box. From
this combo box, select the specific type of location or contact to
which you are mapping the adapter variable.

If you are not mapping the adapter variable to a location or
contact, this combo box is grayed out.

Qualifier This field contains the qualifiers for the mapping you selected
in the Map To combo box (for example, User Login).

IT Asset Type This field enables you to select a specific IT Resource (for
example, Solaris) when you map an adapter variable to an IT
Resource, and this variable's data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not

appear.

IT Asset Property This field enables you to select a specific field that will receive
the results of the mapping (for example, User Name), when you
map an adapter variable to an IT Resource, and this variable's
data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not
appear.

Important: The IT Asset Type and IT Asset Property fields are
included within this window for backward compatibility. The
preferred way is to create an adapter variable with a data type
of IT Resource, in which case these fields will not appear.
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Table 3-1 (Cont.) Fields of the Data Mapping for Variable Dialog Box

Field Name Description

Literal Value When you map the adapter variable to a literal, type the name
of the specific literal in this field (for example, IBM).

If you are not mapping the adapter variable to a literal, this
field does not appear.

Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, and Literal
Value fields.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the mappings to select

8. Click Save. Then, click Close

The Data Mapping for Variable window disappears. The Map Adapters tab is
active again.

9. On the main screen toolbar, click Save.
Repeat Steps 7 and 8 for all adapter variables that can be mapped.

The contents in the Status field change from Mapping Incomplete to Ready. In
addition, the mapping statuses for the adapter variables change from No (N) to Yes (Y).

This signifies that all the adapter variables for the rule generator adapter have been
mapped correctly. You are now ready to attach this rule generator to a provisioning
process, so it can be triggered after the process is provisioned to a target user or
organization.

Tip: When you map all the adapter variables for a rule generator that
is associated with a form, a quick way to see the form to which it is
attached as well as the execution schedule of the rule generator, is by
accessing the Usage Lookup tab of the Adapter Factory form.

After the rule generator is assigned to a process, and the process is
provisioned, the rule generator will be executed by Oracle Identity
Manager.

3.1.2 Associating Rule Generators with Processes

After you map the adapter variables of a rule generator to their proper locations, you
must attach it to a provisioning process. Then, once the process is provisioned to a
target user or organization, Oracle Identity Manager will trigger the associated rule
generator.

Similarly, when a rule generator, which has been assigned to a provisioning process, is
no longer needed for the process to be completed, you must remove the rule generator
from the provisioning process.

To assign a rule generator to a provisioning process or remove a rule generator from a
provisioning process, access the Event Handlers/Adapters tab in the Process
Definition form. This form can be found in the Process Management folder.

3-4 Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager



Working with Task Assignment Adapters

3.1.3 Removing Rule Generators from Form Fields

Sometimes, after you attach a rule generator to a form field, you can connect a
different rule generator to that form field. When this occurs, you must first remove the
rule generator that is currently attached to the form field.

Caution: If you remove a rule generator from a form and if the
class name of the form's data object matches the table name of a
provisioning process, you will not be able to assign the rule
generator to that provisioning process.

For example, suppose the adpCONVERTTOLOWERCASE rule
generator is removed from the Solaris form. If the class name of the
form's associated data object is UD_SOLARIS, the rule generator
cannot be assigned to any provisioning process with a table name of
UD_SOLARIS.

To remove a rule generator from a form field, perform the following steps:
1. Open the Data Object Manager form.
2. Select the form that contains a rule generator you want to remove.

3. The selected form, along with its rule generators, appear in the Data Object
Manager form.

4. Click the rule generator that you want to remove from the form field.
5. Click Delete.

The selected rule generator no longer appears in the Data Object Manager form. This
indicates that you have removed the rule generator from the form field.

Caution: If you attempt to remove a rule generator from a form
field, and if an error box appears, the adapter has already been
associated with a provisioning process. First, detach the rule

generator from the process. Then, you can remove it from the form
field.

3.2 Working with Entity Adapters
For information about working with entity adapters, see:
= Entity Adapters in "Types of Adapters" on page 2-3.

»  The procedures in "Working with Rule Generator Adapters" on page 3-1 for details
about mapping the variables of an entity adapter with Oracle Identity Manager
forms and/or provisioning processes.

3.3 Working with Task Assignment Adapters
This section contains these topics:
= Attaching Task Assignment Adapters to Process Tasks

= Removing Task Assignment Adapters from Process Tasks
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3.3.1 Attaching Task Assignment Adapters to Process Tasks

In Chapter 2, "Developing Adapters" , you learned how to create a task assignment
adapter. Once created, you must attach it to a process task so that Oracle Identity
Manager can automate the assignment of the task to a user or role.

To connect a task assignment adapter to a process task, access the Assignment tab
(from the Process Definition form). From this tab, you can also map any adapter
variables to their proper locations.

The following procedure shows you how to attach a task assignment adapter to a
process task.

1. Open the Process Definition form, which is located in the Process Management
folder.
Within the Oracle Identity Manager workspace, the Process Definition form
appears.

2. Select the process, which contains a task to which you want to attach an adapter.

The selected process, along with its tasks, appears in the Process Definition form.
3. Double-click the row header of the task to which you want to attach a task

assignment adapter.

The Editing Task window appears, containing information about the task (for

example, the Get Solaris UUID process task).

4. Click the Assignment tab. The Assignment dialog box is displayed.

5. From this tab, click Add.

A blank row appears within the Assignment tab.
The following table lists the relevant fields of the Assignment tab:
Field Name Description

Priority From this field, set the priority number for the associated task
assignment rule.

Rule From this lookup field, select the rule that will determine if the
associated adapter will be used to automate the assignment of the
process task to a user or role.

Target Type From this lookup field, specify whether the task is to be assigned to
an Oracle Identity Manager user or role.

Adapter From this lookup field, select the adapter that is to be associated

with the designated task assignment rule.

Adapter Status  This field displays the mapping status of the adapter's variables.

See "Attaching Process Task Adapters to Process Tasks" on
page 3-14 for information about the various mapping statuses for
an adapter.

Double-click the Priority field. From this field, set the priority number for the
associated task assignment rule.

Double-click the Rule lookup field. From the Lookup dialog box that is displayed,
select the rule that will determine if the associated adapter will be used to
automate the assignment of the process task to a user or role.
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8. Double-click the Target Type lookup field. From the Lookup dialog box that is
displayed, specify whether the task is to be assigned to an Oracle Identity
Manager user or role.

9. Double-click the Adapter lookup field. From the Lookup dialog box that is
displayed, specify the task assignment adapter that is to be associated with the
rule you selected in Step 7 of this procedure.

10. On the toolbar that is displayed within the Assignment tab, click Save.

The mapping status of the task assignment adapter variables is displayed within
the Adapter Status field. Use the following table to decide which action to
perform, based on the adapter's mapping status.

Mapping Status Action

Ready The adapter does not have any variables that can be
mapped. In other words, none of the adapter variables are
return variables or have been designated as Resolve at Run
time. So, proceed to Step 14 of this procedure.

Mapping Incomplete At least one of the adapter's variable must be mapped. So,
proceed to Step 11 of this procedure.

Adapter Unavailable After the adapter had been compiled successfully, it was
modified. As a result, you must recompile the adapter.

Note: To learn more about the various mapping statuses for an
adapter, see Section 3.5.2, "Attaching Process Task Adapters to Process
Tasks".

11. Click Map.
The Adapter Variables window appears. It displays the following information:
s The name of the task assignment adapter that is attached to the process task;
s The status of the adapter; and
»  The mapping statuses, names, and descriptions of the adapter's variables.

12. Set the mappings for each variable that appears in the Adapter Variables region of
this window. To do so, double-click the row header of the variable you want to
map (for example, UUID).

The Edit Data Mapping for Variable dialog box is displayed.
Table 3-2 lists the fields of the Edit Data Mapping for Variable dialog box is
displayed.

Table 3-2 Fields of the Edit Data Mapping for Variable Dialog Box

Field Name Description

Variable Name This field displays the name of the adapter variable for which you are
setting a mapping (for example, UUID).

Data Type This field shows the data type of the adapter variable (for example,
String is the data type for the UUID variable).
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Table 3-2 (Cont.) Fields of the Edit Data Mapping for Variable Dialog Box

Field Name Description

Map To This field contains the types of mappings that you can set for the
adapter variable (for example, IT Resources).

When you map the adapter variable to a location or a contact, Oracle
Identity Manager enables the adjacent combo box. From this combo
box, select the specific type of location or contact to which you are
mapping the adapter variable.

In addition, if you map the adapter variable to a custom process form,
and this form contains child table(s), Oracle Identity Manager enables
the adjacent combo box. From this combo box, select the child table to
which you are mapping the adapter variable.

If you are not mapping the adapter variable to a location, contact, or
child table of a custom process form, this combo box is grayed out.

Qualifier This field contains the qualifiers for the mapping you selected in the
Map To combo box (for example, IT Asset).

IT Asset Type This field enables you to select a specific IT Resource (for example,
Solaris) when you map an adapter variable to an IT Resource, and this
variable's data type is String.

If you are not mapping the adapter variable to an IT Resource, or the
variable's data type is not String, this field does not appear.

IT Asset Property  This field enables you to select a specific field that will receive the
results of the mapping (for example, Unique ID), when you map an
adapter variable to an IT Resource, and this variable's data type is
String.

If you are not mapping the adapter variable to an IT Resource, or if the
variable's data type is not String, this field does not appear.

Important: The IT Asset Type and IT Asset Property fields are
included within this window for backward compatibility. The
preferred way is to create an adapter variable with a data type of IT
Resource, in which case these fields will not appear.

Literal Value When you map the adapter variable to a literal, use this field to specify
the specific literal value.

If you are not mapping the adapter variable to a literal, this field does
not appear.

Old Value By selecting this check box, you map the adapter variable to the value
that was originally in the selected Qualifier field before modification.

Process task adapters associated with process tasks are conditionally
triggered when some field on the process form is changed. If you click
the Old Value option, and the process task is marked Conditional, the
value that is passed to the adapter is the previous value of the field.
This is useful in cases of fields that accept passwords.

For example, if you want to disallow setting the password to the same
value, you can use the old value for comparison.

If you are not mapping the adapter variable to a field that belongs to a
child table of a custom process form, this check box is grayed out.

13. Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, Literal Value,
and Old Value fields.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the mappings to select

14. On the toolbar, click Save. Then, click Close.
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15.

16.

The Edit Data Mapping for Variable window disappears. The Adapter Variables
dialog box is active again.

The contents in the Status field change from Mapping Incomplete to Ready. In
addition, the mapping statuses for the adapter's variables change from No (N) to
Yes (Y).

Click Save. Then, click Close.

The Adapter Variable dialog box disappears, and the Assignment tab is active
once again.

The adapter that you assigned to the process task (for example, Assign Solaris Task)
now has a status of Ready.

From the toolbar that appears within the Assignment tab, click Save and Close

The Assignment tab disappears, and the main screen is active once again. This
signifies that the task assignment adapter is attached to the process task.

Note: Once you attach a task assignment adapter to a process task, a
quick way to see the process and the task to which it is connected is by
accessing the Usage Lookup tab of the Adapter Factory form.

3.3.2 Removing Task Assignment Adapters from Process Tasks

When a task assignment adapter either becomes invalid, or is no longer necessary for
Oracle Identity Manager to allocate the process task to a user or role, you must remove
the adapter from the task.

3.3.2.1 To Remove a Task Assignment Adapter from a Process Task
To detach a task assignment adapter from a process task, perform the following tasks:

1.

Open the Process Definition form.
The Process Definition form appears in the Design Console workspace.

Select the process, which contains a task from which you want to remove an
adapter (for example, the Solaris 8 process).

The selected process, along with its tasks, appears in the Process Definition form.

Double-click the row header of the process task from which you want to remove
the adapter (for example, the Get Solaris UUID task).

The Editing Task dialog box is displayed, containing information about the
process task.

Click the Assignment tab.

The Assignment tab appears, displaying information about the adapter that is
attached to the process task.

Highlight the row, containing the adapter that you want to remove from the
process task.

Click Delete. The adapter no longer appears within the Assignment tab.
Click Save. Then, click Close.

The Assignment tab disappears, and the Main Screen is active once again. This
signifies that the task assignment adapter is removed from the process task.
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3.4 Working with Prepopulate Adapters

This section contains these topics:

Attaching Prepopulate Adapters to Form Fields

Removing Prepopulate Adapters from Form Fields

3.4.1 Attaching Prepopulate Adapters to Form Fields

To attach a prepopulate adapter to a form field, perform the following steps:

1.
2.

Select the field to which a prepopulate adapter will be attached.

Select the rule that will determine if the adapter will be used to populate the
designated field with information.

Select the adapter that will be associated with the designated field.
Set the priority number of the selected rule.

Map the adapter variables of the prepopulate adapter to their proper locations.

Note: To attach a prepopulate adapter to a form field, you must
ensure the following;:

s The form is not in an active state. Otherwise, create a new form
version.

= After attaching the adapter, you must activate the form to be able
to use it.

Open the Form Designer form.

Query for the form to which you want to attach a prepopulate adapter (for
example, Solaris).

Click the prepopulate tab.

The prepopulate adapters, which have already been attached to the form you
queried, appear within this tab.

Note: If no adapters have been attached to a form field, the
prepopulate tab will be empty.

Click Add.
The prepopulate Adapters dialog box is displayed.
Table 3-3 lists and describes the fields of the prepopulate Adapters dialog box.

Table 3-3 Fields of the Prepopulate Adapter Dialog Box

Name Description

Field Name This combo box contains a list of all of the form fields to which

a prepopulate adapter can be attached.

Rule From this lookup field, select the rule that will determine if the

associated adapter will be used to populate the designated
form field with information.
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Table 3-3 (Cont.) Fields of the Prepopulate Adapter Dialog Box

Name Description

Adapter From this lookup field, select the adapter that will be
associated with the designated field.

Order From this field, set the priority number of the selected rule.

Adapter Status This field displays the mapping status of the adapter variables.

See "Attaching Process Task Adapters to Process Tasks" on
page 3-14 for information about the various mapping statuses
for an adapter.

Adapter Variables This area displays the following;:

= Mapped: The mapping statuses of the adapter's variables.
"Y" indicates that an adapter variable has been mapped

properly; "N" indicates that this variable has not been
mapped correctly.

= Name: The names of the adapter variables.

= Mapped to: The form fields to which the variables are
mapped If an adapter variable is not yet mapped, the
corresponding cell in this column will be empty.

10.

11.

12.

13.

14.
15.

16.

From the Field Name combo box, select the form field, such as User ID, to which
the prepopulate adapter will be attached.

Double-click the Rule lookup field. From the Lookup dialog box that is displayed,
select the rule that will determine if the associated adapter will be used to
populate the designated form field with information (for example, Rule for
Lowercase User ID).

Double-click the Adapter lookup field. From the Lookup dialog box that is
displayed, choose the adapter that will be associated with the field you selected in
Step 10, for example, Display Lowercase Letters for User ID.

In the Order field, enter the priority number of the rule you selected in Step 11, for
example, 2.

On the prepopulate Adapters window toolbar, click Save.

Mapping Incomplete appears within the Adapter Status field. This signifies that
the adapter you selected contains variables that have not been mapped correctly.
These variables can be mapped to their proper locations. Otherwise, the adapter
will not work.

Set the mappings for each variable that appears in the Adapter Variables region of
the prepopulate Adapters window. To do so, double-click the row header of the
variable you want to map, for example, UserID.

The Map Adapter Variables window is displayed.
Table 3—4 describes the fields of the Map Adapter Variables window.

Table 3—-4 Fields of the Map Adapter Variables Window

Field Name Description

Variable Name This field displays the name of the adapter variable for which

you are setting a mapping (for example, UserID).

Data Type This field shows the data type of the adapter variable (for

example, String is the data type for the UserID adapter variable).
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Table 3-4 (Cont.) Fields of the Map Adapter Variables Window

Field Name Description

Map To This field contains the types of mappings that you can set for the
adapter variable (for example, Process Data).

When you map the adapter variable to a location or a contact,
Oracle Identity Manager enables the adjacent combo box. From
this combo box, select the specific type of location or contact to
which you are mapping the adapter variable.

If you are not mapping the adapter variable to a location or
contact, this combo box is grayed out.

Qualifier This field contains the qualifiers for the mapping you selected in
the Map to combo box (for example, User ID).

IT Asset Type This field enables you to select a specific IT Resource (for
example, Solaris) when you map an adapter variable to an IT
Resource, and this variable's data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not

appear.

IT Asset Property This field enables you to select a specific field that will receive
the results of the mapping (for example, User Name), when you
map an adapter variable to an IT Resource, and this variable's
data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not
appear.

Important: The IT Asset Type and IT Asset Property fields are
included within this window for backward compatibility. The
preferred way is to create an adapter variable with a data type of
IT Resource, in which case these fields will not appear.

Literal Value When you map the adapter variable to a literal, use this field to
specify the specific literal value.

If you are not mapping the adapter variable to a literal, this field
does not appear.

17. Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, and Literal
Value fields.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the mappings to select

18. On the Map Adapter Variable window toolbar, click Save. Then, click Close.

The Map Adapter Variables window disappears. The prepopulate Adapters
window is active again.

The text in the Adapter Status field changes from Mapping Incomplete to Ready.
In addition, the mapping statuses for the adapter's variables change from No (N)
to Yes (Y).

19. On the prepopulate Adapters window toolbar, click Close.

The prepopulate Adapters window disappears, and the Form Designer form is active
again. The prepopulate adapter, which you attached to the User ID form field (Display
Lowercase Letters for User ID), appears in the prepopulate tab of the Results of 1Q
Sales 2003 form.
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After a process, which references this form, is provisioned to a target user or
organization, the form will appear. Oracle Identity Manager will check to see if the
prepopulate rule, which has the highest priority, is valid. If so, Oracle Identity
Manager will assign the associated prepopulate adapter to the designated field (User
ID), and execute it. At this point, one of the following actions occur:

s If the Auto-prepopulate check box is selected for the provisioning process, Oracle
Identity Manager will display the data that is generated by the prepopulate
adapter automatically.

s If the Auto-prepopulate check box is cleared, an Oracle Identity Manager user
must manually trigger the displaying of the data that is generated by the
prepopulate adapter. To do this, the administrator must click the prepopulate
button on the form section of the direct provisioning wizard in the Web client,
while provisioning the form to a user.

Tip: Once you allocate a prepopulate adapter to a form field, and
assign a prepopulate rule to the adapter, a quick way to see the
association among the adapter, the form field, and the rule is by
accessing the Usage Lookup tab of the Adapter Factory form.

3.4.2 Removing Prepopulate Adapters from Form Fields

If a prepopulate adapter, which has been associated with a form field, is no longer
valid, you must remove the adapter from the field.

Note: Before removing the prepopulate adapter from a form field,
you must create a new version of the form.

To remove a prepopulate adapter from a form field:
1. Select the prepopulate adapter that you want to remove.

2. Click Delete. The prepopulate adapter is removed from the form field. It cannot be
triggered when the form is launched.

3. After removing the adapter, you must activate the form.

3.5 Working with Process Task Adapters
This section contains these topics:
= Guidelines for Working with a Process Task Adapter
= Attaching Process Task Adapters to Process Tasks

= Removing Process Task Adapters from Process Tasks

3.5.1 Guidelines for Working with a Process Task Adapter

After you create a process task adapter, you attach it to the appropriate process task by
using the Integration tab of the Process Definition form. From this tab, you can also
map any variables of the adapter to their proper locations, which were designated as
either Resolve at Run time or as an adapter return variable.

For example, the adapter named adpSOLARISPASSWORDUPDATED is connected to
the Password Updated task of the Solaris process.
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After you attach an adapter to a process task, for the adapter to be functional, it might
need data from fields of other forms. For this example, the
adpSOLARISPASSWORDUPDATED adapter cannot work unless it obtains the
following information:

s The user's Oracle Identity Manager ID and password.
s The user's Solaris ID and password.
s The IP address where Solaris is located.

Therefore, it must get this information from the UserID, Passwd, SolarisUserID,
SolarisUserPasswd, and ServerAddress adapter variables respectively. These five
variables are created by using the Adapter Factory form. The "Y" that precedes each
adapter variable signifies that it has been mapped correctly.

The form that enables you to create process-specific fields, which will be used by a
process to obtain the information it needs, is called the Form Designer. When you
create these fields, Oracle Identity Manager stores them into a table. Then, by
associating this table with a process (through the Table Name lookup field of the
Process Definition form), the adapter, which you attach to a task of this process, will
use the table to retrieve the appropriate data.

If you want to modify this table, you can do so through the Form Designer form.

The UD_SOLARIS table contains two fields: UD_SOLARIS_USERID and
UD_SOLARIS_PASSWD. By accessing this record of the Form Designer form, you can
edit the fields of the table.

Once you attach the process task adapter to a dependent process task, and the status of
this process task is Pending (the status of the previous process task is Completed),
Oracle Identity Manager will trigger the adapter automatically. When the process task
is an independent task, Oracle Identity Manager will execute the adapter as soon as
the process is requested.

The result of the adapter being executed represents the state of the process task. When
the adapter is finished successfully, the process task to which this adapter is attached
will have a status of Completed.

On the other hand, if the adapter cannot perform its designated function, the process
task to which this adapter is attached will have a status of Rejected. By discovering the
cause of the error, you can modify the process task and/or adapter so it can run
successfully.

Note: To determine why a process task might have failed:

Find the process task. When the process task has not yet been
provisioned to the target user or organization, it is located in the To
Do List or Pending Approvals. To find the task:

1. Log in as the user.

2. Select the To Do List link or the Pending Approvals links in the left side
of the window.

3.5.2 Attaching Process Task Adapters to Process Tasks

In the previous chapter, you learned how to create a process task adapter. You must
attach it to a process task to execute that process task automatically.

3-14 Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager



Working with Process Task Adapters

To connect an adapter to a process task, access the Integration tab (from the Process
Definition form). From this tab, you can also map any adapter variables to their proper
locations.

The following procedure shows you how to attach a process task adapter to a process
task:

1. Open the Process Definition form, which is located in the Process Management
folder.

In the Oracle Identity Manager Workspace, the Process Definition form appears.

2. Select the process, which contains a task to which you want to attach an adapter.
The selected process, along with its tasks, appears in the Process Definition form.
For this example, the Solaris process has been selected.

3. Double-click the row header of the task to which you want to attach an adapter.
The Editing Task window appears, containing information about the task (for
example, the Password Updated process task).

4. Click the Integration tab.

5. Click Add.
The Handler Selection window appears.

6. To access Oracle Identity Manager adapters, click the Adapter option.
The adapters appear, which you can attach to the process task.

7. From this region, select the adapter that you want to attach to the process task, for
example, the adpSOLARISPASSWORDUPDATED adapter.

Tip: For classification purposes, the first three letters of each
adapter's name are adp. For classification purposes, the first three
letters of each adapter's name are adp.

8. From the Handler Selection window's toolbar, click Save.

A dialog box appears, stating that the adapter was successfully added to the
process task.

9. Click OK.

The dialog box disappears, and the Integration tab is now active. This tab now
displays the following:

= The name of the adapter that is attached to the process task;
s The status of the adapter; and

= The names, descriptions, and mapping statuses of the adapter's variables.

Note: An adapter can have one of three mapping statuses:

Ready. This adapter has been successfully compiled, and all of its
variables have been mapped correctly.

Mapping Incomplete. This adapter has been successfully compiled, but
at least one of its variables have not been mapped correctly.

Adapter Unavailable. After this adapter had been compiled
successfully, it was modified, and recompiled.
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Note: If an adapter does not have any mappable variables, the
Adapter Variables region is empty. In addition, the Status field will
display either Ready or Adapter Unavailable, depending on whether the
adapter has to be recompiled.

Note: A mappable adapter variable either has been designated as
Resolve at Run time or it is an adapter return variable.

Note: Once you attach the adapter to the process task, any responses
that you defined for the adapter appear in the Responses tab of the
Editing Task window.

10. Set the mappings for each variable that appears in the Adapter Variables region of
the Integration tab. To do so, double-click the row header of the variable you want
to map (for example, SolarisUserID).

The Data Mapping for Variable window is displayed.
Table 3-5 describes the fields of the Data Mapping for Variable window.

Table 3-5 Fields of the Data Mapping for Variable Window

Field Name Description

Variable Name This field displays the name of the adapter variable for which
you are setting a mapping (for example, SolarisUserID).

Data Type This field shows the data type of the adapter variable (for
example, String is the data type for the SolarisUserID variable).

Map To This field contains the types of mappings that you can set for
the adapter variable (for example, IT Resources).When you map
the adapter variable to a location or a contact, Oracle Identity
Manager enables the adjacent combo box. From this combo
box, select the specific type of location or contact to which you
are mapping the adapter variable. In addition, if you map the
adapter variable to a custom process form, and this form
contains child table(s), Oracle Identity Manager enables the
adjacent combo box. From this combo box, select the child table
to which you are mapping the adapter variable. If you are not
mapping the adapter variable to a location, contact, or child
table of a custom process form, this combo box is grayed out.

Qualifier This field contains the qualifiers for the mapping you selected
in the Map to combo box (for example, IT Asset).

IT Asset Type This field enables you to select a specific IT Resource (for
example, Solaris) when you map an adapter variable to an IT
Resource, and this variable's data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not
appear.
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Table 3-5 (Cont.) Fields of the Data Mapping for Variable Window

Field Name Description

IT Asset Property This field enables you to select a specific field that will receive

the results of the mapping (for example, User Name), when you
map an adapter variable to an IT Resource, and this variable's
data type is String.

If you are not mapping the adapter variable to an IT Resource,
or the variable's data type is not String, this field does not

appear.

Important: The IT Asset Type and IT Asset Property fields are
included within this window for backward compatibility. The
preferred way is to create an adapter variable with a data type
of IT Resource, in which case these fields will not appear.

Literal Value When you map the adapter variable to a literal, use this field to

specify the specific literal value.

If you are not mapping the adapter variable to a literal, this
field does not appear.

Old Value By selecting this check box, you map the adapter variable to the

value that was originally in the selected Qualifier field before
modification.

Process task adapters associated with process tasks are
conditionally triggered when some field on the process form
gets changed. If you click the Old Value option, and the process
task is marked Conditional, the value that is passed to the
adapter is the previous value of the field, before it got
modified. This is useful in cases of fields that accept passwords.
For example, if you want to disallow setting the password to
the same value, you can use the old value for comparison.

If you are not mapping the adapter variable to a field that
belongs to a child table of a custom process form, this check
box is grayed out.

11.

12.

13.

14.

Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, Literal Value,
and Old Value fields.

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the mappings to select
On the toolbar, click Save. Then, click Close.

The Data Mapping for Variable window disappears. The Integration tab is active
again.

On the Editing Task window toolbar, click Save.

The contents in the Status field change from Mapping Incomplete to Ready. In
addition, the mapping statuses for the adapter's variables change from No (N) to
Yes (Y).

On the toolbar, click Close.

The Editing Task window disappears, and the main screen is active once again.
The adapter you added to the Password Updated task
(adpSOLARISPASSWORDUPDATED) appears in the Process Definition form.

This signifies that the adpSOLARISPASSWORDUPDATED process task adapter
was attached to the Password Updated process task.
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Tip: Once you attach a process task adapter to a process task, a quick
way to see the process and task to which it is connected is by
accessing the Usage Lookup tab of the Adapter Factory form.

3.5.3 Removing Process Task Adapters from Process Tasks

If a process task adapter is no longer necessary for Oracle Identity Manager to
complete the process task automatically, or when you wish to attach a different
adapter to a process task, you must first remove the adapter that is attached to the
process task.

This procedure will show you how to remove a process task adapter from a process
task.

3.5.3.1 To Remove a Process Task Adapter from a Process Task

1.

Open the Process Definition form.
In the Design Console workspace, the Process Definition form appears.

Select the process, which contains a task from which you want to remove an
adapter (for example, the Solaris process).

The selected process, along with its tasks, appears in the Process Definition form.

Double-click the row header of the process task from which you want to remove
the adapter (for example, the Password Updated task).

The Editing Task window appears, containing information about the process task.
Click the Integration tab.

Click the Integration tab.

The Integration tab displays information about the adapter that is attached to the
process task.

Click Remove.

A dialog box appears, asking if you want to remove the adapter from the process
task.

Click OK.

A dialog box appears, signifying that the adapter has been removed from the
process task.

Click OK.
The contents of the adapter no longer appear in the Integration tab.
On the toolbar, click Close.

The Editing Task window disappears, and the main screen is active once again.
The adapter that was once linked to the Password Updated task
(adpSOLARISPASSWORDUPDATED) no longer appears in the child table of the
Process Definition form.

This signifies that you have removed the adapter from the process task.
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3.6 Adapter Mapping Information

An adapter is a Java class, generated by the Adapter Factory, which enables Oracle
Identity Manager to interact with an external JAR file, a target IT resource (for
example, a resource asset), or a user-defined form. The Adapter Factory is a
code-generation tool provided by Oracle Identity Manager, which enables a User
Administrator to create Java classes.

An adapter extends the internal logic and functionality of Oracle Identity Manager. It
automates process tasks, and defines the rules for the auto-generation and validation
of data in fields within Oracle Identity Manager. There are five types of adapters: task
assignment adapters, task adapters, rule generator adapters, pre-populate adapters,
and entity adapters.

The following topics are discussed in this section:
= Adapter Task Mapping Information
= Adapter Variable Mapping Information

3.6.1 Adapter Task Mapping Information

An adapter task is one of the several possible components within an adapter. And this
is a logical step within an adapter, equivalent to calling a programming language
method. The following types of adapter tasks are available: Functional Tasks (Java
Task, Remote Task, and Stored Procedure Task), Utility Tasks (Utility Task and Oracle
Identity Manager API Task), and Logic Tasks (Set Variable Task and Error Handler
Task).

This section lists the mappings that you can set for the parameters of an adapter task,
in the following topics:

= Adapter Variables

= Adapter Task

= Literal

= Adapter References

s Organization Definition
»  Process Definition

s User Definition

3.6.1.1 Adapter Variables

The following table lists and describes the items of the Map To list box of the Data
Mapping for Variable window and the Name list box to which you can map the
parameters of an adapter variable for an adapter task.
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Map To Combo Box Name Combo Box  Description

Adapter Variables A list of adapter You can map the parameter to the
variables are adapter variables that you created for
displayed this adapter.

Note: When the adapter variable's
classification type is Object, it cannot be
used with process task adapters.

Note: If the adapter variable's
classification type is IT Resource, then
an Attribute combo box is displayed.
From this combo box, select the
attribute of the IT resource to which you
wish to map the parameter.

3.6.1.2 Adapter Task

The following table lists and describes the items of the Map To, Name, and Output
combo boxes of the Adapter Factory form to which you can map the parameters of an
adapter task.

Map To Combo Box Name Combo Box  Output combo Box Description

Adapter Task Alist of adapter tasks A list of output You can map the
are displayed. variables pertaining  parameter to the
to the selected adapter tasks that
adapter task is you created for this
displayed. adapter.
3.6.1.3 Literal

The following table lists and describes the items of the Map To and Type combo boxes,
as well as the Value field of the Adapter Factory form, to which you can map the
parameters of a constant (or literal) for an adapter task.

Map To Combo
Box Type Combo Box Value Field Description
Literal String, Boolean, Enter the value of the You can map the
Character, Byte, Date, literal into this field.  parameter to a String,
Integer, Float, Long, Boolean, Character,
Short, Double Byte, Date, Integer,
Float, Long, Short, or
Double data type,
respectively.

3.6.1.4 Adapter References

The following table lists and describes the items of the Map To and Type combo boxes
of the Adapter Factory form to which you can map the parameters of an adapter
reference for an adapter task.

Map To Combo Box Type Combo Box Description

Adapter References  Event Handler Name or You can map the parameter to the active
Database Reference adapter.
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3.6.1.5 Organization Definition

The following table lists and describes the items of the Map To and Field combo boxes
of the Adapter Factory form to which you can map the parameters of an organization
definition for an adapter task.

Map To combo
box Field Combo Box Description

Organization Organization Name  You can map the parameter to the
Definition Organization Name field of the
Organizations form.

Organization Type You can map the parameter to the Type
field of the Organizations form.

Organization ID You can map the parameter to the
Organization # field of the Organizations
form.

Organization Parent ~ You can map the parameter to the Parent
Organization field of the Organizations
form.

Organization Status ~ You can map the parameter to the Status
field of the Organizations form.

Organization Parent ~ You can map the parameter to the

1D parent_key field in the ACT database table.
Any fields that are You can map the parameter to the selected
displayed in the User user-defined field.

Defined Fields tab of

the Organizations

form.

3.6.1.6 Process Definition

The following table lists and describes the items of the Map To and Field combo boxes
of the Adapter Factory form to which you can map the parameters of a process
definition for an adapter task.

Map To Combo Box Field Combo Box Description

Process Definition Name You can map the parameter to the Name field
of the Process Definition form.

Type You can map the parameter to the Type field
of the Process Definition form.

3.6.1.7 User Definition

The following table lists and describes the items of the Map To and Field combo boxes
of the Adapter Factory form to which you can map the parameters of a user definition
for an adapter task.

Map To Combo
Box Field Combo Box Description
User Definition User Key You can map the parameter to a key,

representing a unique record of the Users form.

First Name You can map the parameter to the First Name
field of the Users form.
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Map To Combo
Box Field Combo Box Description
Middle Initial You can map the parameter to the Middle Name
field of the Users form.
Last Name You can map the parameter to the Last Name
field of the Users form.
User Login You can map the parameter to the User ID field
of the Users form.
Password You can map the parameter to user password of
the Users form.
Type You can map the parameter to the Xellerate Type
field of the Users form.
User Status You can map the parameter to the Status field of

the Users form.

Role You can map the parameter to the Role field of
the Users form.

Identity You can map the parameter to the Identity field
of the Users form.

Disabled You can map the parameter to the Disable User
check box of the Users form.

Organization You can map the parameter to the Organization
field of the Users form.

Manager You can map the parameter to the Manager field
of the Users form.

Start Date You can map the parameter to the Start Date field
of the Users form.

End Date You can map the parameter to the End Date field
of the Users form.

Email You can map the parameter to the Email field of
the Users form.

Provisioning Date You can map the parameter to the Provisioning
Date field of the Users form.

Provisioned Date  You can map the parameter to the Provisioned
Date field of the Users form.

Deprovisioning You can map the parameter to the

Date Deprovisioning Date field of the Users form.
Deprovisioned You can map the parameter to the Deprovisioned
Date Date field of the Users form.

Any fields that You can map the parameter to the selected
are displayed in user-defined field.

the User Defined

Fields tab of the

Users form.

3.6.2 Adapter Variable Mapping Information

For a newly created adapter to work, you can map data to the parameters of the
adapter's tasks. For this reason, you create placeholders, also known as adapter
variables, to map the data at run time. Once an adapter variable is not needed for the
adapter to run, you can remove it from the adapter. After you have deleted the
adapter variable, recompile the adapter.
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When an adapter variable is not the adapter return variable, or it is not designated as
Resolve at Run time, it should be mapped within the Variable List tab of the Adapter
Factory form. On the other hand, if the adapter variable is classified as an adapter
return variable, or the adapter variable is set to Resolve at Run time, it can be mapped
at another location within Oracle Identity Manager. This location is contingent upon
the adapter's type. For example, the variables of a process task adapter will be mapped
at a different place than the variables of a pre-populate adapter. The following table
lists the variables of a particular type of adapter that can be mapped.

Adapter Type Location

Process Task The Integration tab of the Editing Task window

Task Assignment The Assignment tab of the Editing Task window
Rule Generator The Map Adapters tab of the Data Object Manager form
Pre-Populate The Pre-Populate tab of the Form Designer form

Entity The Map Adapters tab of the Data Object Manager form

The following topics are discussed in this section:

s From the Variable List Tab

»  Process Task Adapter Variable Mappings

»  Task Assignment Adapter Variable Mappings

= Rule Generator and Entity Adapter Variable Mappings
s Prepopulate Adapter Variable Mappings

3.6.2.1 From the Variable List Tab
The following table lists the mappings that you can set from the Variable List tab.

Variable Type

Map To

Qualifier/Resource Type

Object

IT Resource

Adapter References

Set at run time (for
Task Assignment
adapters only)

Resolve at Run time

Database References
Data Object References

Database References

Data Object References

The IT Resource types that are
displayed in the Table view of the IT
Resources Type Definition form

String, Character, Literal If you are mapping the adapter
Byte, Integer, Float, variable to a literal, a Literal Value
Long, Short, Double field is displayed below the Resource

Resolve at Run time

Adapter References

Type combo box. Within this field,
enter the value of this literal.

NA

Event Handler Name

Note: If the data type of the adapter
variable is not String, Adapter
References cannot be selected from the
Map To combo box.
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Variable Type

Map To

Qualifier/Resource Type

Boolean

Date

Literal

Resolve at Run time

Literal

Resolve at Run time

System Date

Boolean. If you select this resource
type, two Literal Value options are
displayed below the Resource Type
combo box: True and False.

Select the option that corresponds to
the value of the adapter variable.

NA

If you are mapping the adapter
variable to a literal, a Literal Value
lookup field is displayed below the
Resource Type combo box.

Double-click this lookup field. From
the Date & Time window that is
displayed, select the date and time that
will be the value of this literal.

NA
NA

Note: This variable's value will reflect
Oracle Identity Manager's date and
time. Hence, you do not map it.

3.6.2.2 Process Task Adapter Variable Mappings

The following table lists the process task adapter variable mappings.

Variable Type

Map To

Qualifier/Description

Object (Adapter
Return Variable)

Object (Adapter
Return Variable)

Process Data

Response Code

Task Information

Process Definition

Organization
Definition

User Definition

You can map the parameter to a field
of either the associated custom process
form, or a child table that belongs to
this form.

NA

Note. You can map the parameter to
the Note tab of the Task List form.

Reason. You can map the parameter
to the Error Details window. To access
this window, double-click a task that
is displayed within the Task List form.

Name. You can map the parameter to
the Name field of the Process
Definition form.

Type. You can map the parameter to
the Type lookup field of the Process
Definition form.

The fields of the Organizations form to
which you can map the adapter
variable.

Note: Because the data type of the
adapter variable is Object, you cannot
select Organization ID from the
Qualifier combo box.

The fields of the Users form to which
you can map the adapter variable.
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Variable Type

Map To

Qualifier/Description

IT Resource

String, Boolean,
Character, Byte, Date,
Integer, Float, Long,
Short, Double

String, Boolean,
Character, Byte, Date,
Integer, Float, Long,
Short, Double

IT Resource

Process Data

Process Data

Task Information

Process Definition

Organization
Definition

User Definition

You can map the parameter to an IT
resource. This IT resource is a member
of the IT resource type that is
displayed in parenthesis from within
the Data Type field.

You can map the parameter to a field
of the associated process-specific form.

Note: The only field names that are
displayed in this combo box are ones
with a data type of IT Resource
Lookup Field.

You can map the parameter to a field
of either the associated custom process
form, or a child table that belongs to
this form.

Note. You can map the parameter to
the Note tab of the Task List form.

Reason. You can map the parameter
to the Error Details window. To access
this window, double-click a task that
is displayed within the Task List form.

Name. You can map the parameter to
the Name field of the Process
Definition form.

Type. You can map the parameter to
the Type lookup field of the Process
Definition form.

The fields of the Organizations form to
which you can map the adapter
variable.

The fields of the Users form to which
you can map the adapter variable.
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Variable Type Map To

Qualifier/Description

Literal

String IT Resources

If you are mapping the adapter
variable to a literal, and the variable's
data type is String, Character, Byte,
Integer, Float, Long, Short, or Double,
a Literal Value field is displayed
below the Qualifier combo box.
Within the field, enter the value of this
literal.

When you are mapping the adapter
variable to a literal, and the variable's
data type is Boolean, two Literal Value
options are displayed below the
Qualifier combo box: True and False.
Select the option that corresponds to
the value of the adapter variable.

If you are mapping the adapter
variable to a literal, and the variable's
data type is Date, a Literal Value
lookup field is displayed below the
Qualifier combo box. Double-click this
lookup field. From the Date & Time
window that is displayed, select the
date and time that will be the value of
this literal.

If you are mapping the adapter
variable to an IT Resource, three
combo boxes are displayed below the
Map To combo box: Qualifier, IT Asset
Type, and IT Asset Property. From
these combo boxes, select the qualifier
for the mapping, the specific name of
the IT resource, and the field of the IT
resource that will receive the results of
the mapping.

Note: If the data type of the adapter
variable is not String, IT Resources
cannot be selected from the Map To
combo box.

3.6.2.3 Task Assignment Adapter Variable Mappings

The following table lists the task assignment adapter variable mappings.

Variable Type Map To

Qualifier/Description

IT Resource Object Data

IT Resource

Object (Adapter Object Data
Return Value)

Response Code

You can map the parameter to an IT
resource's instance key. This IT
resource is a member of the IT
resource type that is displayed in
parenthesis from within the Data Type
field.

You can map the parameter to an IT
resource.

You can map the parameter to a field
of either the associated custom
resource object form, or a child table
that belongs to this form.

NA
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Variable Type

Map To

Qualifier/Description

String, Boolean,
Character, Byte, Date,
Integer, Float, Long,
Short, Double

String, Boolean,
Character, Byte, Date,
Integer, Float, Long,
Short, Double

Task Information

Process Definition

Organization
Definition

User Definition

Object Data

Task Information

Process Definition

Organization

Definition

User Definition

Request Info

Request Target User

Request Target
Organization

Requester Info

The fields of the Task List form to
which you can map the adapter
variable.

The fields of the Process Definition
form to which you can map the
adapter variable.

The fields of the Organizations form to
which you can map the adapter
variable.

The fields of the Users form to which
you can map the adapter variable.

You can map the parameter to a
resource object’s instance key.

The fields of the Task List form to
which you can map the adapter
variable.

The fields of the Process Definition
form to which you can map the
adapter variable.

The fields of the Organizations form to
which you can map the adapter
variable.

The fields of the Users form to which
you can map the adapter variable.

Request ID. You can map the
parameter to the Request ID field of
the Requests form.

Request Action. You can map the
parameter to the Request Action field
of the Requests form.

Request Priority. You can map the
parameter to the Request Priority field
of the Requests form.

The fields of the Users form to which
you can map the adapter variable.

The fields of the Organizations form to
which you can map the adapter
variable.

The fields of the Users form to which
you can map the adapter variable.
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Variable Type Map To Qualifier/Description

Literal If you are mapping the adapter
variable to a literal, a Literal Value
field is displayed below the Qualifier
combo box. Within the field, enter the
value of this literal.

Note: If the data type of the adapter
variable is Boolean, two options are
displayed in place of the field: True
and False. Select the option that
reflects the value of the adapter
variable.

Note: If the data type of the adapter
variable is Object, Literal cannot be
selected from the Map To combo box.

String IT Resources Resource Instance. You can map the
parameter to an IT resource's instance
key. This IT resource is a member of
the IT resource type that is displayed
in parenthesis from within the Data
Type field.

IT Asset Type. You can map the
parameter to an IT resource type.

String IT Resources IT Asset Property. You can map this
parameter to one of the properties that
comprise the selected IT resource type.

3.6.2.4 Rule Generator and Entity Adapter Variable Mappings

The following table lists the rule generator and entity adapter variable mappings.

Variable Type Map To Qualifier/Description

Object (Adapter Literal If you are mapping the adapter variable
Return Variable), IT to a literal, a Literal Value field is
Resource, String, displayed below the Qualifier combo
Boolean, Character, box. Within the field, enter the value of
Byte, Date, Integer, this literal.

Float, Long, Short

Note: If the data type of the adapter
variable is Object, Literal cannot be
selected from the Map To combo box.

Entity Field You can map the adapter variable to a
field of the associated process form.
The name of this form is displayed in
the Form Description field of the Data

Object Manager form.
Organization The fields of the Organizations form to
Definition which you can map the adapter
variable.

Note: If the data type of the adapter
variable is not Object, you cannot select
Organization ID and Organization
Parent ID from the Qualifier combo
box.

User Definition The fields of the Users form to which
you can map the adapter variable.
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3.6.2.5 Prepopulate Adapter Variable Mappings
The following table lists the prepopulate adapter variable mappings.

Variable Type Map To Qualifier/Description

IT Resource IT Resource You can map the parameter to an IT
resource. This IT resource is a member
of the IT resource type that is displayed
in parenthesis from within the Data
Type field.

Process Data You can map the parameter to a field of
the associated process-specific form.

Note: The only field names that are
displayed in this combo box are ones
with a data type of IT Resource Lookup

Field.
Object, String, Process Data You can map the parameter to a field of
Boolean, Character, the associated process-specific form.
Byte, Date, Integer,
Float, Long, Short,
Double
Organization The fields of the Organizations form to
Definition which you can map the adapter
variable.
User Definition The fields of the Users form to which
you can map the adapter variable.
String, Boolean, Literal If you are mapping the adapter variable
Character, Byte, Date, to a literal, and the variable's data type
Integer, Float, Long, is String, Character, Byte, Integer, Float,
Short, Double Long, Short, or Double, a Literal Value

field is displayed below the Qualifier
combo box. Within the field, enter the
value of this literal.

When you are mapping the adapter
variable to a literal, and the variable's
data type is Boolean, two Literal Value
options are displayed below the
Qualifier combo box: True and False.
Select the option that corresponds to
the value of the adapter variable.

If you are mapping the adapter variable
to a literal, and the variable's data type
is Date, a Literal Value lookup field is
displayed below the Qualifier combo
box. Double-click this lookup field.
From the Date & Time window that is
displayed, select the date and time that
will be the value of this literal.
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Variable Type

Map To

Qualifier/Description

String

IT Resources

If you are mapping the adapter variable
to an IT Resource, three combo boxes
are displayed below the Map To combo
box: Qualifier, IT Asset Type, and IT
Asset Property. From these combo
boxes, select the qualifier for the
mapping, the specific name of the IT
resource, and the field of the IT
resource that will receive the results of
the mapping.

Note: If the data type of the adapter
variable is not String, then IT Resources
cannot be selected from the Map To
combo box.
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Using the Callback Service

The callback service invokes deployment-specific logic at predetermined points during
Oracle Identity Manager event processing. Callback service is described in the
following sections:

= Introducing the Callback Service

= Mapping Oracle Identity Manager Attributes
= Sending Event Callbacks

s Configuring the Callback Service

s Troubleshooting the Callback Service

4.1 Introducing the Callback Service

The callback service triggers notifications and callbacks that allow external
applications to perform some action as a part of Oracle Identity Manager event
processing. For example, if a user is created by using Oracle Identity Manager, an
external application that is registered to be apprised of that type of provisioning event
will be notified, and therefore, the application can add the same user information to
their own local data store. This is a notification. Notifications allow applications to sync
changes and data.

Note: A Web service endpoint for the external application must be
registered in the Callback Service configuration. See "Configuring the
Callback Service" on page 4-8 for more information.

When an external application initiates the user provisioning event with Oracle Identity
Manager, other external applications that are registered to be apprised of that type of
provisioning event are contacted by Oracle Identity Manager. If Oracle Identity
Manager itself is invoked by the external application as part of the provisioning
process, then the notification is referred to as a callback. Therefore, a callback is simply
notification of an external application followed by a callback to Oracle Identity
Manager. Callbacks sync up information about an event between all registered parties
and Oracle Identity Manager. A callback can also indicate success or failure status for
the event.

Note: The callback service infrastructure handles both callbacks and
notifications. In this document, callbacks is used to refer to both.
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There are a number of callback types handled by the callback service. They include:

s Post-processing callbacks that are returned to external applications. For example, a
request to provision a user profile in the configured Oracle Identity Manager data
store is sent from an external application to Oracle Identity Manager as a Web
service call. The profile is created and a post-processing callback is returned to the
application to confirm the profile creation. These callbacks can be synchronous or
asynchronous depending on the Oracle Identity Manager configuration.

= Status change callbacks are sent to interested parties when there is any change in
the request status. For example, if the status of a user provisioning request is
changed to completed or failed, or a request status change is recognized because
of a Segregation of Duties (SoD) check, then a status change callback is sent.

Note: This functionality was previously referred to as a completion
callback.

= Callback responses are generated by third parties and communicate to Oracle
Identity Manager that a response to a post-processing callback will be returned.
This Callback Response Service is manually configured as documented in
"Configuring the Callback Service" on page 4-8

The callback service is built to invoke callbacks for events from any source including a
user interface, Oracle Identity Manager request API or Service Provisioning Markup
Language (SPML) client. It is a listener service that receives responses to asynchronous
client callbacks. When a client Web service is invoked, Oracle Identity Manager
generates a unique identifier and sends it along with the call. When the client
responds back, it must use this identifier to correlate the response with the original
Web service request. The callback service takes appropriate action based on the client
response. The following sections contain additional information regarding the
components of the Callback Service:

= Using Callbacks
= Understanding Event Processing

= Retrying Callbacks

4.1.1 Using Callbacks

This section describes a use case for Oracle Identity Manager callbacks. This use case is
specific to Segregation of Duties (SoD) status change notifications. The use case
concerns James North, an existing user and member of the POApprover role. James is
requesting two additional roles: the POCreator and Buyer. The request goes through
the following process:

1. Oracle Identity Manager receives the request and creates an Assign Roles request
with an ID of 21.

A Request ID is a unique identifier generated by Oracle Identity Manager and used
to correlate the request with future responses and communications.

2. Oracle Identity Manager initiates an SoD validation with Oracle Applications
Access Control Governor (OAACG).

3. The Oracle Identity Manager request status changes and a callback is returned to
the callbacks-registered Web services indicating SoD Check in Progress. The
callback contains the request ID, the requested operation (MODIFY), the target
type (IDENTITY), the targetGUID (JNORTH) and the locale (en_US).
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4. OAACG returns an Approved with Conditions response indicating the Buyer role
is acceptable but the POCreater role is in violation due to James' existing
POApprover role.

5. The Oracle Identity Manager request status changes and a second callback is sent
to the callbacks-registered Web services indicating an SoD Remediation In
Progress. It contains the same identification information as the previous callback.

6. A TAG named CFOOVERRIDE is placed in the rejection notes, indicating the
Chief Financial Office (CFO) can approve this violation in selective cases.

You must configure OBR rules to invoke an exception approval if any tag is placed
with the rejection notes that uses 'OVERRIDE' at the end.

7. AMX Rules decipher the tag and determine that CFO approval is required so that
the task is assigned to the person with title 'CFO'".

8. The CFO either approves the request, or rejects it.

a. If the request is rejected, then the Oracle Identity Manager request status
changes and a third callback is returned as SoD Remediation Rejected. The
Oracle Identity Manager request is then closed with the SoD Remediation
Rejected status.

Note: If one portion of the request is rejected, then the entire request
is rejected. Therefore, in this example, although the Buyer role does
not have an SoD violation, it is not provisioned to the user.

b. If the request is approved, then the Oracle Identity Manager request status
changes and a third callback is returned as SOD Remediation Approved. The
Oracle Identity Manager request is updated with the SOD Remediation
Approved status. OAACG and requesting application is notified of the
approval, and the roles are provisioned.

9. When the Oracle Identity Manager request status changes to Request Completed,
then a final callback is sent to all the callbacks-registered Web services indicating
that the request is completed with the Request Completed status.

4.1.2 Understanding Event Processing

Figure 4-1 illustrates how an event is processed. Oracle Identity Manager uses
asynchronous invocation, giving the calling applications flexibility to process the event
as needed, such as starting a human approval workflow.
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Figure 4-1 Callback Service Process
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For this release, the callback service supports a handler and a plugin event. They are:

s Post-processing Handler: Invoked after the provisioning event is processed but
before the request is marked as complete. The default post-processing handler will
invoke multiple callbacks based on the callback service configuration.

= Status Change Plugin: Invoked when there is any change in the request status; for
example, if the status of a user provisioning request is changed to completed or
failed, or a request status change is recognized due to a Segregation of Duties
(SoD) check, then a status change callback will be sent. The default Status Change
Plugin may invoke multiple callbacks based on the callback service configuration.

4.1.3 Retrying Callbacks

The callback service retries callbacks if there are network errors when invoking a
service. Oracle Identity Manager retries the callback a fixed three times after a fixed
five second interval. These values are not configurable.

4.2 Mapping Oracle Identity Manager Attributes

The names of attributes used by Oracle Identity Manager are proprietary. For
example, a third-party application may refer to a user's last name as surname while
Oracle Identity Manager uses Last Name. Because of this, attribute mapping is
essential.

Note: The callback service uses the same attributes defined by the
Service Provisioning Markup Language (SPML) layer of Oracle
Identity Manager. These are referred to (singularly) as a SPML
Provisioning Service Object (PSO). See Appendix B, "SPML Attributes
and LDAP Mappings, and Oracle Identity Manager Attributes" for
details.
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Mapped attribute names are used in messages sent as well as in callback configuration

(particularly, in the ConstraintAttribute parameter). Table 4-1 defines how Oracle

Identity Manager user type attributes are represented in callbacks using SPML PSOs.

Table 4-1 Oracle Identity Manager / Callback Service User Attribute Mapping

Oracle Identity Manager User

Callback Service Attribute (PSO) Attribute
activeEndDate End Date
activeStartDate Start Date
commonName Common Name
countryName Country
departmentNumber Department Number
description Description
displayName Full Name
employeeNumber Employee Number
employeeType Role
facsimileTelephoneNumber Fax
generationQualifier Generation Qualifier
hireDate Hire Date
homePhone Home Phone
homePostalAddress Home Postal Address
initials Initials
localityName Locality Name

mail Email

middleName Middle Name
mobile Mobile

organization LDAP Organization
organizationUnit LDAP Organization Unit
pager Pager

password Password
postalAddress Postal Address
postalCode Postal Code
postOfficeBox PO Box
preferredLangauage Language

state State

street Street

surname Last Name
telephoneNumber Telephone Number
title Title

userld usr_key

userName User Login
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Table 4-2 defines how Oracle Identity Manager role type attributes are represented in
callbacks using SPML PSOs.

Table 4-2 Oracle Identity Manager / Callback Service Role Attribute Mapping

Oracle Identity Manager Role

Callback Service Attribute (PSO) Attribute
commonName Role Name
description Role Description
displayName Display Name

If the attribute name is not in either of these tables, it is referenced by its Oracle
Identity Manager attribute.

4.3 Sending Event Callbacks

By default, callbacks are enabled (sent) for all Oracle Identity Manager events listed in
EventHandlers.xml, the handler invoked by the Orchestration Engine during the
post-processing stage of the provisioning process. Each event specifies the applicable
entity type and operation. Specific callbacks may be disabled by changing the
configuration. Table 4-3 summarize the user and role events for which Oracle Identity
Manager makes callbacks and the information returned with the callback.

Table 4-3 Callback Initiated Events

Entity / Returned in Returned in Status
Operation Event Initiator Post-Processing Handler Change Plugin Callback
User Create Third party requests =  Target Type = OIM Request Status
only. No callbacks
when a user is created Target GUID = Target Type
using the consoleor = Operation s Target GUID
through A Request ID = Operation
reconciliation event.
= Provisioning Service = RequestID
Object (PSO) with
created attributes and
values (except
password and
challenge questions)
Note: PSO is used for
create operations.
Modification objects
are used for modify
operations.
= Roles assigned to the
user
User Modify  All sources: third s Target Type = OIM Request Status
party requests, the
console and through a »  Target GUID s Target Type
reconciliation event. w  Operation s Target GUID
= Request ID = Operation
= Modification object* w  Request ID

with modified
attributes and values
(except password and
challenge questions)
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Table 4-3 (Cont.) Callback Initiated Events

Entity / Returned in Returned in Status
Operation Event Initiator Post-Processing Handler Change Plugin Callback
User Delete All sources: third »  Target Type = OIM Request Status
party requests, the
console and through a Target GUID = TargetType
reconciliation event. = Operation s Target GUID
s RequestID = Operation
= RequestID
User Suspend  All sources: third »  Target Type = OIM Request Status
(disable) party requests, the
console and through a n  Target GUID »  Target Type
reconciliation event. = Operation s Target GUID
s RequestID = Operation
= RequestID
User Resume  All sources: third n  Target Type = OIM Request Status
(enable) party requests, the
console and througha Target GUID »  Target Type
reconciliation event. = Operation s Target GUID
= Request ID = Operation
= RequestID
User Assign All sources: third n  Target Type s OIM Request Status
Role - add party requests, the
memberOf console and througha " Target GUID »  TargetType
reconciliation event. w  Operation s Target GUID
= Request ID = Operation
= Modification object*  u  Request ID
with GUIDs of
assigned roles
User Revoke  All sources: third n  Target Type = OIM Request Status
Role - delete  party requests, the
memberOf console and througha " Target GUID = TargetType
reconciliation event. = Operation s Target GUID
= Request ID = Operation
= Modification object* = RequestID
with GUIDs of
assigned roles
Role Add Third party requests =  Target Type = OIM Request Status
only. No callbacks
when a role is created " 1278€t GUID » TargetType
using the consoleand =  Operation s Target GUID
through A = Request ID = Operation
reconciliation event.
s PSO* with created = RequestID
attributes and values
Role Modify Al sources: third n  Target Type s OIM Request Status
party requests, the
console and through a n  Target GUID s Target Type
reconciliation event. = Operation s Target GUID
= Request ID = Operation
= Modification object* w  Request ID

with modified
attributes and values
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Table 4-3 (Cont.) Callback Initiated Events

Entity / Returned in Returned in Status
Operation Event Initiator Post-Processing Handler Change Plugin Callback
Role Delete All sources: third »  Target Type = OIM Request Status
party requests, the
console and througha " Target GUID s Target Type
reconciliation event. = Operation s Target GUID
s RequestID = Operation

= RequestID

4.4 Configuring the Callback Service

Configuration of the callback service specifies how and when one or more callbacks
are invoked. The following sections contain information on the configuration file and
the procedure to import this file to the Metadata Services repository.

Understanding CallbackConfiguration.xml

Importing CallbackConfiguration.xml

4.4.1 Understanding CallbackConfiguration.xml

The configuration is stored in a single file called CallbackConfiguration.xml. This
configuration file is located in the Oracle Identity Manager meta directory repository.
It is used by the default event handlers and validation plug-in. The following
parameters are configurable:

Policy name: Defines the name of the callback policy. The value comes from the
provisioning request. This is unique to Oracle Identity Manager and takes a string
value.

Entity type: Refers to the entity type for which the callback policy is applicable. It
is a required, single value. Possible values are User, Role, and RoleUser.

Operation: Refers to the database operations for which the callback policy is
applicable. The required value may be either Create or Delete.

Description: Takes a localized string that is a description of the policy.

ConstraintAttribute and ConstraintAttribute Value: Fields specify a simple
constraint that allows handlers and plug-in code to decide whether to invoke the
particular callback for the given object. The attribute will be searched for in the
entity data available to the handler, either in the form of orchestration data or
RequestData. If the data does not exist, the constraint will not apply.

— ConstraintAttribute: Takes as a value the name of an attribute on which the
constraint is specified. The name must be the attribute name as defined on the
application side as opposed to the name defined on the Oracle Identity
Manager side. See "Mapping Oracle Identity Manager Attributes" on page 4-4
for more information.

— ConstraintAttributeValue: Takes a value equal to the value the
ConstraintAttribute must have. The value here must be the same as the value
of the ConstraintAttribute present in the orchestration or request data. If the
data has multiple values, at least one must match. This parameter is relevant
only when ConstraintAttribute itself has a value.

Provisioning Steps: Specifies the orchestration step for which this callback policy
should be used. Possible values are:
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— validation
— preProcessing
- approval
— postProcessing
- completion
= stepName: Refers to a Web service endpoint for the external application.

s description: Takes a localized string that is a description of the Web service
endpoint.

s InvokeOnChange: Takes as a value one or more attribute names and is applicable
only to modify operations. The callback will be invoked only when one of the
attributes listed as a value of this parameter has changed. The value must be the
attribute name as defined on the application side as opposed to the name defined
on the Oracle Identity Manager side. See "Mapping Oracle Identity Manager
Attributes" on page 4-4 for more information.

= CallbackOnly: Specifies whether Oracle Identity Manager should wait for a
response from the external application. Possible values are true or false. If true,
then Oracle Identity Manager will wait for a response from the application and,
until a response is received, the orchestration process will be waiting. If false, then
Oracle Identity Manager will not wait for a callback response and the
orchestration process will continue.

» targetIDAttribute: Takes as a value an attribute that should be used as the target
GUID in the message. The value must be the attribute name as defined on the
application side as opposed to the name defined on the Oracle Identity Manager
side. See "Mapping Oracle Identity Manager Attributes" on page 4-4 for more
information. The default value is LDAP GUID.

s roleIDAttribute: Takes as a value the role attribute that should be used as role
GUID in the message. The value must be the attribute name as defined on the
application side as opposed to the name defined on the Oracle Identity Manager
side. See "Mapping Oracle Identity Manager Attributes" on page 4-4 for more
information. The default value is LDAP GUID.

Example 4-1 is a sample configuration file.

Example 4-1 Sample CallbackConfiguration.xml

<?xml version='1.0"' encoding='UTF-8'?>

<callbackConfiguration xmlns="http://www.oracle.com/schema/oim/callback_config"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.oracle.com/schema/oim/callback_config">

<policy>

<policyName>User Creationl</policyName>

<entityType>User</entityType>

<operation>Create</operation>

<description>Policy to create a user in the store</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/

PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>
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</policy>

<policy>

<policyName>User Enablel</policyName>

<entityType>User</entityType>

<operation>Enable</operation>

<description>Policy to enable a user in the store</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>

</policy>

<policy>

<policyName>User Deletel</policyName>

<entityType>User</entityType>

<operation>Delete</operation>

<description>Policy to delete a user in the store</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>

</policy>

<policy>

<policyName>User Disablel</policyName>

<entityType>User</entityType>

<operation>Disable</operation>

<description>Policy to disable a user in the store</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>

</policy>

<policy>

<policyName>User Modifyl</policyName>

<entityType>User</entityType>

<operation>Modify</operation>

<description>First Policy to modify a user in the store</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>
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</policy>

<policy>

<policyName>Role Assignl</policyName>

<entityType>RoleUser</entityType>

<operation>CREATE</operation>

<description>Policy to assign roles to the user</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>

</policy>

<policy>

<policyName>Role Revokel</policyName>

<entityType>RoleUser</entityType>

<operation>Delete</operation>

<description>Policy to revoke role from the user</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>

</policy>

<policy>

<policyName>Role Creationl</policyName>

<entityType>Role</entityType>

<operation>Create</operation>

<description>Policy to create a role in the store</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>

</policy>

<policy>

<policyName>Role Deletel</policyName>

<entityType>Role</entityType>

<operation>Delete</operation>

<description>Policy to delete a role in the store</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>
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</policy>

<policy>

<policyName>Role Modifyl</policyName>

<entityType>Role</entityType>

<operation>Modify</operation>

<description>Policy to modify a role in the store</description>

<provisioningSteps>

<postProcessing>

<asyncSteps>

<stepName>http://adc2120179.us.oracle.com:7001/testCallbackService/
PostProcessingPluginRequestPortImplTest</stepName>

<description>Webservice url for this policy</description>

</asyncSteps>

</postProcessing>

</provisioningSteps>

</policy>

</callbackConfiguration>

4.4.2 Importing CallbackConfiguration.xml

Following is the procedure to configure the callback service. It entails importing the
CallbackConfiguration.xml file. This file contains list of callback policies for a given
entity type or operation.

1. Create a credential entry in the Credential Store Framework (CSF) with the map
name oimand key appid.keycredentials.

This entry stores the user name and password that Oracle Identity Manager will
use to identify itself for callbacks. The CSF is available as part of domain creation
when Oracle Identity Manager is installed.

See Also: Oracle Fusion Middleware Security Guide for information
about the Credential Store Framework

2. Import CallbackConfiguration.xml to the Metadata Services (MDS) repository
using the weblogicImportMetadata.sh MDS utility.

It should be loaded under the /metadata/iam-features-callbacks/sample_data/
namspace.

The following should be considered when importing CallbackConfiguration.xml:

s Ensure that the CallbackConfiguration.xml file is imported to the MDS repository
under the exact metadata namespace:
/metadata/iam-features-callbacks/sample_data/

= Remove old CallbackConfiguration.xml files in other metadata namespaces. For
example,
/metadata/iam-features-callbacks/old_config/CallbackConfiguration_st3b16.xml
and /metadata/iam-features-callbacks/old_config/CallbackConfiguration.xml
are not valid. Remove any invalid entries found in the MDS repository using
weblogicDeleteMetadata.sh.

= If modifications are made to CallbackConfiguration.xml after it has been
imported, then reimport the modified file as documented and purge the Oracle
Identity Manager cache by using the PurgeCache.sh utility located in the
OIM_HOME/server/bin/ directory.
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4.5 Troubleshooting the Callback Service

Table 4—4 lists the troubleshooting steps that you can perform if you encounter
callback service errors:

Table 4-4 Trobleshooting Callback Service

Problem Solution

Not able to submit SPML request (Failed = Make sure that the SPML request is submitted with a valid SPML user
Authentication). (member of SPML_App_Role group) with its correct credentials.

If the request is submitted from client APIs, then note that compatible
client policy must be applied.

The following is the sample eror response displayed when a SPML
request is submitted with incorrect credentials:

<env:Envelope
xmlns:env="http://schemas.xmlsoap.org/soap/envelope/"><env:H
eader/><env:Body><env:Fault
xmlns:nsO0="http://docs.ocasis-open.org/wss/2004/01/0asis-2004
01-wss-wssecurity-secext-1.0.xsd"><faultcode>ns0:FailedAuthe
ntication</faultcode><faultstring>FailedAuthentication : The
security token cannot be
authenticated.</faultstring><faultactor/></env:Fault></env:B
ody></env:Envelope>
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Table 4-4 (Cont.) Trobleshooting Callback Service

Problem

Solution

For a given request type, for example
Assign Role, Oracle Identity Manager is
making callbacks to more than one
callback Web service although the
policyName matches with one callback
service.

This is because when callbackOnly is set to false for all the eligible
entity type and operation, for example Assign Role request types, the
callbacks are triggered for all matching entity types and operations.

PolicyName matching is ignored when callbackOnly attribute is set to
false.

If callbackOnly Attribute is set to true, then it checks for the policy
name. All the callback Web service URLs present in that policy are
triggered when the entity type and operation condition is also met.

All the callback Web service URLSs present in that policy are triggered
when the entity type and operation condition is also met.

The policy reference URI
'oracle/wss_saml_or_username_token_se
rvice_policy' is not valid.

Make sure that WSM Policy Manager is deployed and targeted to the
interacting servers such as Oracle Identity Manager and SPML
request starting server.

In addition, make sure that WSM Policy Manager is in active mode
and is ready for serving the requests.

Not sure what is SPML APPID and Oracle
Identity Manager APPID, and where
these APPIDs are to be created.

SPML APPID is used for submitting SPML requests to Oracle Identity
Manager. Any client that seeks user provisioning service with Oracle
Identity Manager must contain SPML APPID in their repository. For
example, when Fusion Applications is the client to Oracle Identity
Manager, Fusion Applications typically use LDAP directory as their
repository.

Oracle Identity Manager APPID is used for sending callbacks to all
the Web services registered in the CallbackConfiguration.xml file for a
given SPML request type.

Oracle Identity Manager repository or database contains only SPML
APPID. Oracle Identity Manager APPID is not present in Oracle
Identity Manager repository but is present in the Credentials Store
Framework (CSF) under map name oim and with key
appid.credentials.

SPML repository or LDAP contains both SPML APPID and Oracle
Identity Manager APPID.

When Fusion Applications sends a SPML request to Oracle Identity
Manager, it uses SPML APPID to communicate to Oracle Identity
Manager. This SPML APPID is present in the SPML repository or
LDAP. This user is authenticated at Oracle Identity Manager side
against the database. Therefore, Oracle Identity Manager database
contains SPML APPID in it.

When Oracle Identity Manager communicates with Fusion
Applications, it uses Oracle Identity Manager APPID to communicate
to Fusion Applications. This Oracle Identity Manager APPID is
present in the CSF. This user is authenticated at Fusion Applications
side again LDAP by checking the Oracle Identity Manager APPID in
LDAP repository. Therefore, LDAP contains Oracle Identity Manager
APPID in it.
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Developing Rules

This chapter describes the Business Rule Definition of the Design Console. It contains
the following topics:

s Overview of Business Rule Definition
s Event Handler Manager Form
= Data Object Manager Form

m  Reconciliation Rules Form

5.1 Overview of Business Rule Definition

The Development Tools/Business Rule Definition folder provides system
administrators and developers with tools to manage the event handlers and data
objects of Oracle Identity Manager.

This folder contains the following forms:

»  Event Handler Manager: This form lets you create and manage the event handlers
that are used with Oracle Identity Manager.

= Data Object Manager: This form lets you define a data object, assign event
handlers and adapters to it, and map any adapter variables associated with it.

5.2 Event Handler Manager Form

This form is displayed in the Development Tools/Business Rule Definition folder. You
use this form to manage the Java classes that process user-defined or system-generated
actions (or events). These classes are known as event handlers. When you add a new
event handler to Oracle Identity Manager, you must first register it here so that Oracle
Identity Manager can recognize it.

There are two types of event handlers:

= Event handlers that are created through the Adapter Factory form. These begin
with the letters adp. They are known as adapters.

= Event handlers that are created internally in Oracle Identity Manager. These begin
with the letters tc. They are referred to as system event handlers.

By using the Event Handler Manager form, you can specify when you want Oracle
Identity Manager to trigger an event handler. An event handler can be scheduled to
run as follows:

m  Pre-Insert: Before information is added to the database
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Pre-Update: Before information is modified in the database
Pre-Delete: Before information is removed from the database
Post-Insert: After information is added to the database
Post-Update: After information is modified in the database

Post-Delete: After information is removed from the database

Figure 5-1 shows the Event Handler Manager form.

Figure 5-1 Event Handler Manager Form

Event Handler Information
Enter only the class name withowt the full class path.
Event Handler Mame |tcCompIeteTask |

Package |com.thor‘tech.xI.cIient.events.ScheduleltemE\tems |

Run event handler on

[l [l [l
Post-Insert Post-Update 1

MNotes |sutocomplete a milestone post insert

Table 5-1 describes the fields of the Event Handler Manager form.

Table 5-1 Fields of the Event Handler Manager Form

Field Name Descriptions

Event Handler Name The name of the event handler.

Package The Java package to which the event handler belongs.

Pre-Insert If you select this check box, Oracle Identity Manager will
trigger the event handler before information is added to the
database.

Pre-Update If you select this check box, Oracle Identity Manager will

trigger the event handler before information is modified in
the database.

Pre-Delete If you select this check box, Oracle Identity Manager will

trigger the event handler before information is removed from
the database.
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Table 5-1 (Cont.) Fields of the Event Handler Manager Form

Field Name Descriptions

Post-Insert If you select this check box, Oracle Identity Manager will
trigger the event handler after information is added to the
database.

Post-Update If you select this check box, Oracle Identity Manager can
trigger the event handler after information is modified in the
database.

Post-Delete If you select this check box, Oracle Identity Manager will

trigger the event handler after information is removed from
the database.

Notes Additional information about the event handler.

The following sections describe how to create and modify event handlers.

Note: To use an event handler, you must attach it to a data object by
using the Data Object Manager form. For more information about
assigning event handlers to data objects, see Section 5.3, "Data Object
Manager Form".

Caution: Any event handler that begins with the letters adp is
associated with adapters, and should not be modified. However, you
can modify system event handlers. These event handlers begin with
the letters tc.

Adding or Modifying an Event Handler
To add or modify an event handler:

1.
2.

Open the Event Handler Manager form.

To add an event handler to Oracle Identity Manager, enter the name of the event
handler into the Event Handler Name lookup field.

To modify an event handler, double-click the Event Handler Name lookup field.

From the Lookup dialog box that is displayed, select the event handler that you
want to edit.

In the Package field, add or edit the name of the Java package of which the event
handler is a member.

Select the check boxes that correspond to when you want Oracle Identity Manager
to trigger the event handler.

You can schedule an event handler to run on preinsert, preupdate, predelete,
postinsert, postupdate, and postdelete.

Note: Selecting a check box does not mean that the event handler is
triggered at that time, for example, on preinsert. It signifies that the
event handler can run at that time.

In the Notes area, add or edit explanatory information about the event handler.

Click Save.
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The event handler is added or modified.

5.3 Data Object Manager Form

The Data Object Manager form is displayed in the Development Tools/Business Rule
Definition folder. You use this form to:

= Assign a rule generator adapter, entity adapter, or an event handler to an object
that can add, modify, or delete data in the database. This type of object is known
as a data object.

= Schedule the adapter or event handler to run according to a schedule (pre-insert,
pre-update, pre-delete, post-insert, post-update, or post-delete).

s Organize the order in which Oracle Identity Manager triggers adapters or event
handlers that belong to the same execution schedule.

= View the user groups that can add, modify, and delete the current data object.

= Map the variables of an adapter to their proper source and target locations.

See Also: Chapter 2, "Developing Adapters" for more information
about adapter variables, rule generator adapters, and entity adapters

Figure 5-2 shows the Data Object Manager form.

Figure 5-2 Data Object Manager Form
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[ Pre-Delete | Delete Permissions | [ Post-Delete | Delete Permissions |

Assign | Event Handler Mame | Pre-Delete & Assign | Event Handler Mame |Post—DeIete
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Table 5-2 describes the fields of the Data Object Manager form.

Table 5-2 Fields of the Data Object Manager Form

Fields Description
Form Description The name of the form that is associated with the data object.
Data Object The name of the data object to which you are assigning event

handlers rule generator adapters, or entity adapters.
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The following section describes how to select the target data object to which a rule
generator adapter, entity adapter, or event handler will be assigned.

Selecting a Target Data Object
To select a target data object:

1. Open the Data Object Manager form.
2. Double-click the Form Description field.

From the Lookup dialog box displayed, select the name of the form that is
associated with the data object to which you want to assign an event handler, rule
generator adapter, or entity adapter.

After you select a form, the name of the corresponding data object is displayed in
the Data Object field.

3. Click Save.

The target data object is selected. You can now assign rule generator adapters,
entity adapters, and event handlers to it.

5.3.1 Tabs of the Data Object Manager Form

After you start the Data Object Manager form and select a target data object, the tabs
of this form become functional.

The Data Object Manager form contains the following tabs:
= Attach Handlers

= Map Adapters

Each of these tabs is described in the following sections:

= Attach Handlers Tab

= Map Adapters Tab

5.3.1.1 Attach Handlers Tab

You use this tab to select the rule generator adapters, entity adapters, or event
handlers that will be assigned to or removed from a data object. This includes the
following:

= Specifying when Oracle Identity Manager triggers the assigned event handlers or
adapters (on pre-insert, pre-update, pre-delete, post-insert, post-update, or
post-delete).

= Setting the order in which Oracle Identity Manager triggers the adapters or event
handlers that belong to the same execution schedule.

When an event handler, rule generator adapter, or entity adapter must no longer be
triggered by Oracle Identity Manager, you must remove it from the data object.

For example, Oracle Identity Manager can trigger the adpCONVERTTOLOWERCASE,
adpSOLARISHMDSTRINGGEN, adpSETSOLARISASSET, and
adpSETPASSWORDFROMMAIN adapters on pre-insert. Based on the sequence numbers
of these adapters, Oracle Identity Manager triggers the adpCONVERTTOLOWERCASE
adapter first, followed by the adpSOLARISHMDSTRINGGEN, adpSETSOLARISASSET,
and adpSETPASSWORDFROMMAIN adapters, respectively.
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Note: To see the user groups that can add, modify, and delete the
current data object, click the Insert Permissions, Update Permissions,
or Delete Permissions tabs, respectively.

The following sections discuss these procedures:

= Assigning an event handler, rule generator adapter, or entity adapter to a data
object

s Organizing the execution schedule of event handlers or adapters

= Removing an event handler, rule generator adapter, or entity adapter from a data
object

5.3.1.1.1 Assigning an Event Handler or Adapter to a Data Object

To assign an event handler or adapter:

1. Select the tab of the Data Object Manager form that represents when you want the
adapter or event handler to be triggered.

For example, if you want Oracle Identity Manager to activate an adapter on
pre-insert, select the Pre-Insert tab.

2. From the selected tab, click Assign.

The Assignment dialog box is displayed.
3. Select the event handler or adapter, and assign it to the data object.
4. Click OK.

The event handler or adapter is assigned to the data object.

5.3.1.1.2 Organizing the Execution Schedule of Event Handlers or Adapters
To organize the execution schedule:
1. Select the event handler or adapter whose execution schedule you want to change.
2. Click Assign.
The Assignment dialog box is displayed.
3. Select the event handler or adapter.

4. If you click Up, the selected event handler or adapter will switch places and
sequence numbers with the event handler or adapter that precedes it.

If you click Down, the selected event handler or adapter will switch places and
sequence numbers with the event handler or adapter that follows it.

5. Repeat Steps 3 and 4 until all event handlers and adapters have the appropriate
sequence numbers.

6. Click OK.
The event handlers and adapters will now be triggered in the correct order for the
execution schedule or schedules that you organized.

5.3.1.1.3 Removing an Event Handler or Adapter from a Data Object

To remove an event handler or adapter:

1. Select the desired event handler or adapter.
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2. C(Click Delete.

The event handler or adapter is removed.

5.3.1.2 Map Adapters Tab

The Map Adapters tab becomes operational only after you assign a rule generator
adapter or entity adapter to the data object.

You use this tab to map the variables of a rule generator or entity adapter to their
proper source and target locations. For example, suppose the
adpSOLARISUSERIDGENERATOR adapter has three variables: firstname, Adapter
return value, and lastname. If a Y is displayed in the Mapped column for each adapter
variable, this signifies that all three variables are mapped to the correct locations, and
the adapter's status will change to Ready.

Note: An adapter can have any one of the following three statuses:

= Ready: This adapter has successfully compiled, and all of its
variables are mapped correctly.

= Mapping Incomplete: This adapter has successfully compiled, but
at least one of its variables has been not mapped correctly.

»  Mapping Incomplete: This adapter has successfully compiled, but
at least one of its variables has not been mapped correctly.

For more information about compiling adapters and mapping its variables, see
Chapter 2, "Developing Adapters".

Note: If no adapters are assigned to a data object, the Map Adapters
tab is grayed out.

5.4 Reconciliation Rules Form

This form is located in the Development Tools folder.
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Figure 5-3 Reconciliation Rules Form

| rReconciliation Rule Builder

Mame | | Operator O
Object | | @® AND O OR [] Active
()
Description
[ Rule Elements

Rule Definition

You use this form to define rules that are invoked at the following times:

= When Oracle Identity Manager tries to determine which user or organization
record is associated with a change on a trusted source. These rules are evaluated
as soon as all required fields in the reconciliation event are processed on the
Reconciliation Data tab of the Reconciliation Manager form.

= When Oracle Identity Manager attempts to determine which user or organization
record is the owner of an account discovered on a target resource, for example, as
a result of a change detected on that system. These rules are evaluated only when
all required fields in the reconciliation event are processed on the Reconciliation
Data tab of the Reconciliation Manager form, and no processes were matched to
the event on the Processes Matched Tree tab of the same form.

As mentioned, rules defined by using this form are used to match either users or
organizations associated with a change on a trusted source or target resource. Rules of
these types are referred to as user-matching or organization-matching rules,
respectively. These rules are similar to the ones you can define by using the Rule
Designer form except that the rules created by using the Reconciliation Rules form are
specific to the resource object (because they relate to a single target resource) and only
affect reconciliation-related functions.

Topics in working with reconciliation rules include:
= Defining a Reconciliation Rule

= Adding a Rule Element

= Nesting a Rule Within a Rule

s Deleting a Rule Element or Rule

5.4.1 Defining a Reconciliation Rule

The following procedure describes how to define a reconciliation rule.
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Note: In the following procedure, you must ensure that the Active
check box is selected. If this check box is not selected, the rule will not
be evaluated by Oracle Identity Manager's reconciliation engine when
processing reconciliation events related to the resource. However, you
can only select this check box after Oracle Identity Manager has
selected the Valid system check box. The Valid check box can only be
selected after you have created at least one rule element, and Oracle
Identity Manager has determined that the logic of this rule element is
valid.

To define reconciliation rules for user or organization matching:

1.
2.
3.

Go to the Reconciliation Rules form.
Enter a name for the rule in the Name field.

Select the target resource with which this rule is to be associated in the Object
field

Enter a description for the rule in the Description field.

Select the And or Or operator for the rule. If And is selected, all elements (and
rules if they are nested) of the rule must be satisfied for the rule to be evaluated to
true. If Or is selected, the rule will be evaluated to true if any element (or rule if
one has been nested) of the rule is satisfied.

Click Save.

The rule definition will be saved. Rule elements must now be created for the rule.

5.4.2 Adding a Rule Element

To define individual elements in a reconciliation rule:

1.
2.

Go to the Rule definition to which you want to add elements.
Click Add Rule Element on the Rule Elements tab.

The Add Rule Element dialog box is displayed.

Click the Rule Element tab.

Select a user-related data item from the User Data menu.

This will be the user data element that Oracle Identity Manager examines when
evaluating the rule element. The menu will display all fields on the Oracle Users
form (including any user-defined fields you have created).

Note: If the rule being defined is for organization matching, both the
data available and the name of the menus will be related to
organizations, rather than users.

Select an operator from the Operator menu.

This will be the criteria that Oracle Identity Manager applies to the attribute for
data item you selected when evaluating the rule element. The following are valid
operators:

= Equals: If you select this option, the user or organization record's data element
must exactly match the attribute you select.
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Note:

= If you configure trusted source reconciliation of users, you must
ensure that the User ID field of the Oracle Identity Manager
User account is used in the reconciliation matching rule.

= If you configure trusted source reconciliation of organizations,
you must ensure that the Organization Name field of the
Oracle Identity Manager User account is used in the reconciliation
matching rule.

Contains: If you select this option, the user or organization record's data
element must only contain (not be an exact match with) the attribute you
select.

Start with: If you select this option, the user or organization record's data
element must begin with the attribute you select.

End with: If you select this option, the user or organization record's data
element must end with the attribute you select.

Select a value from the Attribute menu. The values in this menu are the fields that
were defined on the Reconciliation Fields tab for the resource associated with the
rule. If the reconciliation fields have not yet been designated for the resource, no
values will be available.

Note: When defining a rule element for a target resource (as opposed
to a trusted source), only fields associated with parent tables of the
resource's custom process form are available for selection in the
Attribute field.

If you want Oracle Identity Manager to perform a particular transformation on the
data in the Attribute field (before applying the operator), select the desired
transformation from the Transform menu.

Note: If you select a value other than None from this menu, after you
click Save, you must also select the tab and set the appropriate
properties so that Oracle Identity Manager is able to perform the
transformation correctly.

The possible transformations are described in Table 5-3.

Table 5-3 Transformation Properties

Transformation Properties to Be Set on the Rule Element Properties tab
Substring Start Point, End Point

Endstring Start Point

Tokenize Delimiters, Token Number, Space Delimiter

8. Select the Case-Sensitive check box.

For the rule element to be met, if this check box is selected, the value selected in
the Attribute field must match the capitalization of the value being evaluated in

5-10 Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager



Reconciliation Rules Form

the reconciliation event record. If this check box is deselected, the value selected in
the Attribute field is not required to match the capitalization used in the value
being evaluated in the reconciliation event record.

9. C(lick Save.

10. If you select a value (other than None) in the Transform menu and have not yet
set the properties for the transformation, the Properties Set check box will not be
selected.

You must select the Rule Element Properties tab, set the appropriate properties,
and click Save again.

The rule element will be added to the rule.

11. Repeat this entire procedure for each rule element you wish to add to the rule.

Note: Ensure that the Active check box is selected.

5.4.3 Nesting a Rule Within a Rule

You can nest an existing rule within a rule. Oracle Identity Manager evaluates the
criteria of the nested rule in the same way as any other element of the rule.

Note: Only reconciliation-related rules that are associated with the
same resource object are available for selection in the dialog box.

To nest a rule within a rule:
1. Go to the rule to which you want to add another rule.
2. C(Click Add Rule on the Rule Elements tab.
3. The Rule Choice lookup dialog box is displayed.
Locate and select the desired rule.
4. Click OK.
The selected reconciliation rule is added to rule.

5. Repeat steps 2 through 4 for each rule you want to nest in the rule.

5.4.4 Deleting a Rule Element or Rule

To delete a rule element or a rule:
1. Go to the rule from which you want to delete an element.
2. Select the rule element or rule to be deleted on the Rule Elements tab.

3. C(lick Delete.
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Developing Scheduled Tasks

Oracle Identity Manager contains a set of predefined tasks that can be scheduled as job
runs. An example is a password warning task that sends email to users for password
expiration.

Oracle Identity Manager also provides the capability of creating your own scheduled
tasks. You can create scheduled tasks according to your requirements if none of the
predefined scheduled tasks fit your needs.

For example, you can configure a reconciliation run using a scheduled task that checks
for new information on target systems periodically and replicates the data in Oracle
Identity Manager.

This chapter explains how to create and implement your custom scheduled tasks. It
contains these topics:

s Overview of Task Creation

»  Define the Metadata for the Scheduled Task

»  Configure the Scheduled Task XML File

= Develop the Scheduled Task Class

»  Configure the Plug-in XML File

»  Create the Directory Structure for the Scheduled Task

6.1 Overview of Task Creation

This section outlines the essential steps in creating scheduled tasks, and presents an
example to illustrate the process. Subsequent sections provide details on each step.

»  Steps in Task Creation

= Example of Scheduled Task

6.1.1 Steps in Task Creation

The basic steps for configuring new scheduled tasks are as follows:

1. Review Oracle Identity Manager's predefined scheduled tasks to determine
whether a custom task is necessary.

For details about the predefined tasks, see "Managing Scheduled Tasks" in the
Oracle Fusion Middleware System Administrator’s Guide for Oracle Identity Manager.

2. Determine key features of the scheduled task, such as the task name and the
parameters that control the actions performed by the task.
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For details, see Section 6.2, "Define the Metadata for the Scheduled Task".
3. Add the task metadata to the scheduled task XML file.

For details, see Section 6.3, "Configure the Scheduled Task XML File".
4. Develop the scheduled task Java class.

For details, see Section 6.4, "Develop the Scheduled Task Class".
5. Declare the new scheduled task as a plug-in.

For details, see Section 6.5, "Configure the Plug-in XML File".

6. Package the task files so that Oracle Identity Manager can locate the files and
make the task available for jobs.

For details, see Section 6.6, "Create the Directory Structure for the Scheduled Task".

6.1.2 Example of Scheduled Task

To illustrate the steps in developing a scheduled task, we use an example scheduled
task that retrieves employee records belonging to the given department from a given
IT resource.

In addition, our scheduled task should allow the user to specify the number of records
to be retrieved and whether to include disabled records in the retrieval.

6.2 Define the Metadata for the Scheduled Task
Each scheduled task contains the following metadata information:
= Name of the scheduled task
= Name of the Java class that implements the scheduled task
s Description
= Retry Interval

= (Optional) Parameters that the scheduled task accepts. Each parameter contains
the following additional information:

— Parameter Name

— Parameter Data Type

- Required/ Optional Parameter
- Help Text

6.3 Configure the Scheduled Task XML File

Configuring the scheduled task XML file involves updating the XML file that contains
the definitions of custom scheduled tasks. This section describes how to update the
task XML file with the details of the new custom scheduled task.

You can modify the task.xml file located in the /db namespace of Oracle Identity
Manager MDS schema, or you can create a custom scheduled task file. If you create a
custom file, then the file name must be the same as the scheduled task name, with the
xml extension. You must import the custom scheduled task file to the /db namespace
of Oracle Identity Manager MDS schema.

See Also: Chapter 7, "Developing Plug-ins" for examples of plug-ins.
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Note: The scheduled task XML file can be imported into MDS using
an Oracle WebLogic Server import utility. In a clustered environment,
having the file in MDS avoids the need to copy the file on each node
of the cluster.

For details about importing files into MDS, see Chapter 33, "MDS
Utilities and User Modifiable Metadata Files".

The elements in the XML file reflect the task parameters that you described in
Section 6.2, "Define the Metadata for the Scheduled Task".

Example 6-1 shows a sample XML code for the scheduled task described in the
preceding paragraph. Note that all the parameters are declared to be required
parameters in this example.

Example 6-1 Sample XML for a Scheduled Task

<scheduledTasks xmlns="http://xmlns.oracle.com/oim/scheduler">
<task>
<name>Test_scheduled_task</name>
<class>oracle.iam.scheduler.TestScheduler</class>
<description>Retrieve Employee Records For Given Department</description>
<retry>5</retry>
<parameters>
<string-param required="true" helpText="Name of the
department">Department Name</string-param>
<string-param required="true" encrypted="false" helpText="Name of the
department">Department Name</string-param>
<number-param required="true" helpText="Number of Records to Be
Retrieved">Number of Records</number-param>
<boolean-param required="false" helpText="Retrieve disabled employee
records?">Get Disabled Employees</boolean-param>
</parameters>
</task>
</scheduledTasks>

See Also: Appendix A, "Scheduled Task Configuration File" for
details about the elements in the scheduled task configuration file.

This is basically exporting the task.xml from MDS and then adding the required tags
to it and importing it back into MDS.

You must export the task.xml file from MDS, add the required tags to the file, and then
import it back to MDS. See Chapter 33, "MDS Utilities and User Modifiable Metadata
Files" for information about exporting and importing MDS files.

6.4 Develop the Scheduled Task Class

The next step is to create a Java class to execute the task whose metadata was defined
in the XML file. The Java class that implements a scheduled task is known as a
scheduled task class.

To develop a Java class for the scheduled task:

1. Create a Java class file that extends the
oracle.iam.scheduler.vo.TaskSupport class and overrides the
execute () method with processing logic based on your requirements.
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2. Create a JAR file for the Java class that you created. Name the JAR such that you
can readily associate this JAR with your custom scheduled task.

The JAR file can contain the dependent classes of the Java class. You can also
create a separate JAR file for the dependent classes and place it in the
lib /directory.

3. Copy the JAR file into the lib/ directory.

4. Repeat Steps 1 through 3 for every Java class that you want to create.

6.5 Configure the Plug-in XML File

You must configure the plugin.xml file in order to declare the scheduled task as a
plug-in. See Chapter 7, "Developing Plug-ins" for more information about plug-ins.

Note: Oracle recommends creating one plugin.xml file for one
scheduled task. This is because when the plugin is unregistered, the
corresponding package is deleted.

To configure the plugin.xml file:

1. Create the plugin.xml file by using any text editor.

Note: Create the plugin.xml file only if no such file exists. If there are
existing plugins, then add a new plugin element for the new plugin.

2. Specify the plug-in point for the scheduled task by changing the value of the
pluginpoint attribute of the plugins element to
oracle.iam.scheduler.vo.TaskSupport.

The following XML code block from the plugin.xml file shows the value entered
within the plugins element:

<plugins pluginpoint="oracle.iam.scheduler.vo.TaskSupport">

Note: For scheduled tasks, the <plugins> elment remains the same
for all scheduled tasks.

3. Add a <plugin> element for each scheduled task that you are adding.

To specify the class that implements the plug-in (in this case, the scheduled task),
change the value of the pluginclass attribute of the plugin element to the name
of the Java class that implements the scheduled task. The following XML code
block from the plugin.xml file shows sample values entered within the plugin
element:

<plugin pluginclass= "oracle.iam.scheduler.TestScheduler" version="1.0.1"
name="scheduler element"/>

After modification, the plugin.xml file looks similar to the following:

<?xml version="1.0" encoding="UTF-8"?>
<oimplugins xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance">
<plugins pluginpoint="oracle.iam.scheduler.vo.TaskSupport">
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<plugin pluginclass= "oracle.iam.scheduler.TestScheduler"
version="1.0.1" name="scheduler element">

</plugin>

</plugins>

</oimplugins>

4. Save and close the plugin.xml file.

6.6 Create the Directory Structure for the Scheduled Task

The final step in configuring the scheduled task is to create a plugin.zip file with the
directory structure specified in Example 6-2. In this example, a single plug-in is being
added, but there can be multiple pugins in the plugin.zip file. Scheduler requires that
files be zipped in a particular structure and named according to a particular naming
convention. This ensures that Oracle Identity Manager identifies the custom scheduled
tasks and makes it available in Oracle Identity Manager Administrative and User
Console while creating jobs

Example 6-2 Directory Structure for the Scheduled Task

plugin/
plugin.xml
1lib/
CLASS _NAMEI.jar
Note that:

s The XML file for the plug-in must be named plugin.xml.

s Thelib/ directory must contain only .JAR files. The lib/ directory consists of JAR
files that contains the classes implementing the plug-in logic and the dependent
library JAR files. In most instances, this directory consists of a single JAR file with
the implementation of all the plug-ins that are specified in plugin.xml. See
"Developing Plug-ins" on page 7-5 for for information about the directory
structure.

s The directory for the scheduled task must contain the following files:
- XML for the plug-in
— JARfiles

s There is one plugin.zip file for all the plug-ins that you create.

In the preceding example, CLASS_NAME JAR is the JAR file that you create in
Section 6.4, "Develop the Scheduled Task Class".

After you create the plugin.zip file, if deploying in a clustered environment, register
the plug-in to the database by using appropriate APIs. See "Registering and
Unregistering Plug-ins By Using APIs" on page 7-6 for details about registering
plug-ins to Oracle Identity Manager by using APIs.

Note: The XML for the plug-in must be named plugin.xml. Ensure
that the lib directory contains only JAR files.
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Developing Plug-ins

The Service Framework in Oracle Identity Manager enables you to extend the platform
by adding new services. Sometimes, the existing services can be extended or modified
to suit new requirements. Oracle Identity Manager supports this requirement by
means of the Plug-in Framework.

This chapter explains basic features of the plug-in framework and how to perform
common tasks to customize your environment using plug-ins. The topics include:

= Background of the Plug-in Framework
s Configuring Plug-ins

s Defining and Using Plug-ins

= Registering Plug-ins

= About Mapped Values

s Plug-in Points

7.1 Background of the Plug-in Framework

A plug-in is software that extends the functionality of features provided by Oracle
Identity Manager. The plug-in framework enables you to define, register, and
configure plug-ins, which extend the functionality provided by features. Plug-ins can
be predefined or custom-developed, and they are utilized at plug-in points.

A plug-in point is a specific point in the business logic where extensibility can be
provided. An interface definition called the plug-in interface accompanies such a
point. Users can extend the plug-in interface based on the business requirements and
register them as plug-ins.

This section describes the plug-in framework in the following topics:
= About the Plug-in Framework

= About Plug-in Stores

= Steps for Developing Plug-ins

7.1.1 About the Plug-in Framework

The plug-in framework provides Oracle Identity Manager with a number of added
capabilities. For example:

= Services can define plug-in points where functionality can be extended. For
example, the notification engine uses a default provider to send e-mail
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notifications. This provider is set up as a plug-in point so that a custom e-mail
provider can be implemented.

= Services can discover all the plug-ins defined for a particular plug-in point.

s Plug-ins can be loaded from multiple sources. Feature developers do not need to
be concerned about where the plug-ins are stored or with how they are loaded.

= Developers can change the plug-in code without needing to re-register the plug-in.
Note: This is possible only when the plug-in is stored on the filesystem.

7.1.2 About Plug-in Stores

The plug-in framework can store plug-ins in two types of stores:
»  File system
s The Oracle Identity Manager database

When looking for plug-ins, the framework first examines plug-ins registered in the
database, and looks in the file system.

7.1.2.1 File Store

The File Store consists of one or more directories on the Oracle Identity Manager host
and is primarily used in development environments. This type of store is not
appropriate for a production environment. File storage is convenient for the developer
since there is no need to explicitly register the developed plug-ins with a file store.
Users can just drop in the plug-in zips or exploded plug-in directory to the designated
location(s).

By default, Plug-in framework looks for the plug-ins under the 0OIM_HOME/plugins
directory. Additional plug-in directories can also be specified.

If a monitoring thread is enabled, then the plug-in framework monitors all the
additions, modification, and deletions of plug-in zip files under the registered plug-in
directories in the file system, and automatically reloads the plug-ins. Plug-in metadata
such as name, version, and ID is read from the plug-in zip and is maintained in
memory. This metadata is updated based on any file changes. The latest plug-in zip
file is considered to be the current version of the plug-in.

For details about how to configure the file store, see Section 7.2, "Configuring
Plug-ins".

7.1.2.2 Database Store

Plug-ins can be stored in the Oracle Identity Manager database, so that they are
accessible from any node in a cluster. The Plug-in Framework uses Operation DB as
the database store. This type of store is appropriate for a production environment.

You must explicitly register any plug-ins that are stored in the database. You can use
the Plugin Registration Utility, which is a command-line tool, to register and deregister
plug-ins. You can also use the registerPlugin API for this purpose. See Section 7.4,
"Registering Plug-ins" for more information about registering plug-ins.

Note: After registering a plug-in, the server must be restarted.
However, restarting the server might also depend on the feature that
defines the plug-in point.
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7.1.3 Steps for Developing Plug-ins

The basic aspects of developing and implementing plug-ins are as follows:

s Declare a plug-in instance where you may specify the type of value mapping for
the plug-in point.

»  Specify the properties that will comprise the plug-in metadata.
= Develop the plug-in code and distribute the plug-in.

For details, see Section 7.3, "Defining and Using Plug-ins".

7.2 Configuring Plug-ins

You use the oim-config.xml file in the MDS to configure the following:

See Also: "Configuring the oim-config.xml File" in the Oracle Fusion
Middleware Administrator’s Guide for Oracle Identity Manager for
information about configuring the oim-config.xml file

s The directory or directories in which the files store will look for plug-ins.

»  Whether to activate a thread that monitors the file store for any changes; the
thread checks the zip files or exploded files in all the plug-in directories.

The monitoring thread is typically activated in a dynamic development
environment since plug-ins are being added or modified in such an environment;
it can be inactive in a production system which contains a set of plug-ins . This is
tracked by the reloadingEnabled attribute.

s The time interval at which the monitoring thread wakes up and looks for any
changes.

The following is a code snippet from the oim-config.xml file:

<pluginConfig storeType="common">
<storeConfig reloadingEnabled="true"
reloadingInterval="20">
<l--
Plugins present in the OIM_HOME/plugins directory are added by default.
For adding more plugins, specify the plugin directory as below:
<registeredDirs>/scratch/oimplugins</registeredDirs>

<registeredDirs>/scratch/custom</registeredDirs>

</storeConfig>
</pluginConfig>

In this example:

s The common store designation tells the framework to monitor both database and
file stores
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Note: Do not modify the Store value; common is appropriate in all
environments.

= One directory is configured; additional directories can be configured by simply
adding more <registeredDirs> tags.

= The monitoring thread is active and looks for plug-in changes every 20 seconds by
default.

Monitoring is typically active in development environments only. If you switch
between active and inactive, you must restart the application server for the change
to take effect.

Note: Restarting the application server is required for any changes
made to plug-in data in the oim-config.xml file.

7.3 Defining and Using Plug-ins

This section provides details about the key aspects of defining and setting up plug-ins:

Note: Although these topics are presented in separate sections, they
are not necessarily sequential steps. Tasks such as declaring plug-in
points, their plug-ins and the plug-in metadata can be performed
together in a single step.

s Declaring Plug-ins
= Specifying Plug-in Metadata
= Developing Plug-ins

7.3.1 Declaring Plug-ins

To extend the functionality provided by Oracle Identity Manager, you can declare the
plug-ins for the application.

A plug-in has a Java class that implements the plug-in point interface. Be sure to
assign unique names to all the plug-ins associated with a specific plug-in point. If the
plug-in names are non-unique, an exception will be thrown during plug-in
registration.

Declare the plug-ins in the plugin.xml file. For example:

<?xml version="1.0" encoding="UTF-8"?>
<oimplugins>

<plugins pluginpoint="oracle.iam.sample.passwdmgnmt.service.PasswordElement">
<plugin pluginclass=
"oracle.iam.sample.passwdmgmt.custom.NumCustomPasswordElement"
version="1.0.1" name="num pwd element"/>
<plugin pluginclass=
"oracle.iam.sample.passwdmgnmt .custom.DictionaryPasswordElement"
version="1.0.1" name="Dictionary password element" />

</plugins>

</oimplugins>
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Note: You can have multiple versions of the plug-in stored and the
feature can request a specific version of the plug-in from the plug-in
framework.

The XML shows two plug-in declarations. Both the plug-ins extend from the same
plug-in point.

7.3.2 Specifying Plug-in Metadata

Along with each plug-in that is defined in plugin.xml, you can specify a list of
properties that comprise the plug-in metadata. For an example of using the plug-in
metadata, see "Extending Request Management Operations" on page 23-30.

In this example, the metadata consists of a single property known as
PasswordElementNum, with the value 1:

<?xml version="1.0" encoding="UTF-8"?>
<oimplugins>

<plugins pluginpoint="oracle.iam.sample.passwdmgmt.service.PasswordElement">
<plugin pluginclass=
"oracle.iam.sample.passwdmgmt.custom.NumCustomPasswordElement"
version="1.0.1" name="num pwd element">
<metadata name="PasswordElementNum"><value>l</value></metadata>
</plugin>
<plugin pluginclass=
"oracle.iam.sample.passwdmgmt.custom.DictionaryPasswordElement"
version="1.0.1" name="Dictionary password element" >
<metadata name="PasswordElementNum"><value>2</value></metadata>
</plugin>
</plugins>

</oimplugins>

7.3.3 Developing Plug-ins
The develop a plug-in:
1. Identify the plug-in point to extend.

2. Idenitify the Java class that implements the plug-in point interface. Package the
Java class and other dependent classes into a JAR file. Put the JAR file in the lib/
directory.

3. Create the plugin.xml file. See "Declaring Plug-ins" on page 7-4 for details.

4. Identify the resource files required by the plug-in, such as property files, resource
bundles, and image files.

5. Zip the entire package.

An Oracle Identity Manager plug-in is distributed as a ZIP file with a specified
directory structure. The directory structure is as follows:

»  The plugin.xml file: The XML file contains the metadata associated with all
the plug-ins such as the plug-in point it extends, the class implementing the
plug-in, name, and the version number. All the fields in the XML are
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mandatory except the name. If the name is not given, then plugin class name
is used as the name.

s The lib/ directory: The lib/ directory consists of JAR files that contains the
classes implementing the plug-in logic and the dependent library JAR files. In
most instances, this directory consists of a single JAR file with the
implementation of all the plug-ins that are specified in plugin.xml.

s The resources/ directory: Contains resource files required by the plug-in, such
as property files, resource bundles, and image files. These resources given in
the resources directory of the plug-in zip can be accessed as follows:

this.getClass () .getClassLoader () .getResourceAsStream(<resource_name>) ;

Multiple plug-ins implementing the same plug-in point can be part of the same
ZIP file.

A plug-in has a Java class that implements the plug-in point interface. The plug-in
library (JAR) can contain other dependent classes as well, but the class
implementing the plug-in is the only one that is exposed to the feature. This class
must be specified in plugin.xml.

6. Place the ZIP file in the file store (lib/ directory) or database store. See "About
Plug-in Stores" on page 7-2 for details.

7. If the ZIP is placed in the database store, then register the plug-in by using the
Plug-in Registration Utility, as described in "Registering Plug-ins" on page 7-6.

7.4 Registering Plug-ins
You can register the plug-ins by using APIs and Plugin Registration Utility.
= Registering and Unregistering Plug-ins By Using APIs
= Registering and Unregistering Plug-ins By Using the Plugin Registration Utility

7.4.1 Registering and Unregistering Plug-ins By Using APIs
You can use the following APIs for registration-related tasks:
= PlatformService.registerPlugin
= PlatformService.unRegisterPlugin
Here is an example:

ClientPlatform platform = OIMClient.getInstance();
platform.login("username", "password");
PlatformService service = platform.getService(PlatformService.class);
File zipFile = new File(fileName);

FileInputStream fis = new FileInputStream(zipFile);
int size = (int) zipFile.length();

byte[] b = new byte[size];

int bytesRead = fis.read(b, 0, size);

while (bytesRead < size) {

bytesRead += fis.read(b, bytesRead, size - bytesRead);
}

fis.close();

service.registerPlugin (b);
service.unRegisterPlugin(pluginID, version);
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7.4.2 Registering and Unregistering Plug-ins By Using the Plugin Registration Utility

You can use the Plugin Registration Utility for registering and unregistering plug-ins.
The utility uses the following files:

= pluginregistration.xml
= ant.properties

These files are located in the OIM_HOME /plugin_utility/ directory.

Note: Plug-in registration utilities require Apache Ant version 1.7 or
later.

Before using the utility, perform the following:
1. Set the values for WLS_HOME and OIM_HOME in ant.properties.
For example:

WLS_HOME
OIM_HOME

.../middleware/wlserver_10.3
..../middleware/Oracle_IDM1/server

2. Build the wlfullclient.jar in Oracle WebLogic server:
a. Change directories to WLS_HOME /server/lib.
b. Run the following command:

java -jar ../../../modules/com.bea.core.jarbuilder_1.3.0.0.jar

Note: The exact JAR file version can be different based on the WLS.
Use the corresponding file with the name as
com.bea.core.jarbuilder at the WLS_HOME/../modules/
directory.

Registering a Plug-in
To register a plug-in:

1. Execute the ant target "register"

ant -f pluginregistration.xml register

2. This will prompt for the Oracle Identity Manager username and password along
with the server information and the location of the plugin zip file. Enter the
complete path of the zip file location.

Unregister a Plug-in
To unregister a plug-in:

1. Execute the ant target "unregister":
ant -f pluginregistration.xml unregister
2. This will prompt for the Oracle Identity Manager username and password along

with the server information and the classname of the plug-in class. Enter the
classname with the complete package.
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7.5 About Mapped Values

You can use mapped values to setup and provide contextual information on the
environment. With simple mapped values, a hashed table is built in which you can
store a one-to-one mapping of values.

The plug-in framework uses the following logic to determine a simple mapped value:

If the attribute has a mapping specified for a given method, that mapping is used.

If the attribute uses the same mapping for all methods, that mapping is always
used.

Otherwise, if no mapping is specified, a NoSuchMappingException is thrown.

If the mapping's attribute is declared, it is used as the key to look up the value in
the provided HashMap.

If the mapping's attribute is not declared but the mapping's value is declared, that
value is returned.

Here is an example that shows how the hash map is built and used:

public boolean evaluate(String password) {

Map<String, Object> ro = new HashMap<String, Object>();
ro.put ("smvaluel", "value");

ro.put ("smattr2", "value2");

// Using the mappings declared in Example 22-1, attrl would
// have the value of "smvaluel".

String attrl = PluginFramework.getMappedValue(this, ro,
"attrl", "evaluate");

// Using the mappings declared in Example 22-1, attrl would
// have the value of "value2"

String attr2 = PluginFramework.getMappedValue(this, ro, "attr2", "evaluate");

Here, Example 22-1 refers to an example plugin.xml, as shown in Example 7-1:

Example 7-1 Example Plugin.xml|

<?xml version="1.0" encoding="UTF-8"?>
<oimplugininstances>

<plugininstances name="CustomPasswordElementInstance" plugin="num pwd element"

pluginpoint="oracle.iam.sample.passwdmgmt.service.PasswordElement"
version="1.0.1">

<metadata name="metal">
<value>l</value>

</metadata>

<mapping method="evaluate">
<simple-mapping name="attrl" entity-type="User" value="smvaluel" />
<runtime-mapping name="phone" entity-type="User" attribute="phonenumber"

value="N/A" />

</mapping>

<mapping>
<simple-mapping name="attrl" entity-type="User" value="valuel" />
<simple-mapping name="attr2" entity-type="User" attribute="smattr2" />
<runtime-mapping name="fname" entity-type="User" attribute="firstname" />
<runtime-mapping name="lname" entity-type="User" attribute="lastname" />

</mapping>

<description>Test class for plugin mapped value</description>

</plugininstances>

</oimplugininstances>
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7.5.1 Accessing Mapped Values

The plug-in framework uses the following logic to determine a simple mapped value:

If the given attribute name has a mapping specified for the given method, then
that mapping is used. Otherwise, if the given attribute name has a mapping
specified for all methods, then that mapping is used. Otherwise,
NoSuchMappingException is generated.

If the attribute for the mapping is declared, then the attribute is used as the key to
lookup the value in the provided HashMap.

If the attribute for the mapping is not declared but the value of the mapping is
declared, then that value is returned. For example:

Map<String, Object> ro = new HashMap<String, Object>();

ro.put ("smvaluel", "value");

ro.put ("smattr2", "value2");

String attrl = PluginFramework.getMappedValue(this, ro, "attrl", "evaluate");
String attr2 = PluginFramework.getMappedValue(this, ro, "attr2", "evaluate");

7.6 Plug-in Points

Table 7-1 lists the Java interfaces that act as plug-in points in Oracle Identity Manager:
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Table 7-1  Plug-in Points

Plug-in Point

Description

oracle.iam.ldapsync.LDAPContainerMapper

This is used by LDAP synchronization to determine which
user/role container should be used to create the user/role in
LDAP.

oracle.iam.platform.kernel.spi.EventHandler

This is the kernel event handler. See Chapter 8, "Developing
Event Handlers for Extending User Management Operations" for
information about kernel event handlers.

oracle.iam.platform.auth.api.LoginMapper

This is an implementation of a LoginMapper maps the JAAS
user principal name to the corresponding Oracle Identity
Manager username. This plug-in point is used to override the
default mapping of JAAS user principal name to Oracle Identity
Manager username for SSO scenarios. The default
implementation returns the same value as the JAAS user
principal name.

This plug-in point is typically used in SSO scenarios where the
JAAS user principal name and the Oracle Identity Manager
username might be different. For example, the SSO system
might set the email as the JAAS username but no user with that
username exist in Oracle Identity Manager. For Oracle Identity
Manager to recognize that user, the JAAS user principal name
must be mapped to the Oracle Identity Manager username. This
can be done by implementing a plug-in for LoginMapper, as
shown:

public class CustomLoginMapper implements LoginMapper {
public String getOIMUserID(String jaasPrincipal) throws
MappingException {

return getUserName (jassPrincipal);

}

private String getUserName (String emaillID) {
String userName = null;

//Use usermgmt APIs to get the username
corresponding to this email id
return userName;

oracle.iam.identity.usermgmt.api.Password Ver
ifier

This is used for verification of old password while changing the
user's password. The class that is to be used for this validation is
configured in the OIM.OldPasswordValidator system property.
By default, use the container based authentication for verifying
old password.

oracle.iam.request.plugins.StatusChangeEvent

This allows running of custom code during request status
change.

oracle.iam.request.plugins.RequestDataValidat
or

This is used for custom validation of request data after
submission.

oracle.iam.request.plugins.PrePopulationAdapt
er

This is used to prepopulate an attribute value by running
custom code during request creation.
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Table 7-1 (Cont.) Plug-in Points
Plug-in Point Description

oracle.iam.scheduler.vo.TaskSupport This is used to run the job in context. Execute method of the task
is retrieved through the plug-in and is loaded.

oracle.iam.identity.usermgmt.api.UserNamePo This is an implementation of username policies that are used to
licy generate/validate username.

oracle.iam.identity.usermgmt.api.ReservationIn This is an implementation for reservation of user attributes in
LDAP LDAP.
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Developing Event Handlers for Extending
User Management Operations

This chapter describes the asynchronous implementation of the post-processing
functions involved in user management operations. It contains the following topics:

= An Overview of User Management Operations
»  Extending User Management Operations with Event Handlers

s Troubleshooting an Event Handler

8.1 An Overview of User Management Operations

In an Identity Management system, any action performed by a user or system is called
an operation. Examples of operations are creating users, updating users, creating
password policy, and so on. Each operation goes through pre- and post-processing
stages.

What happens at each stage is determined by branching and by the event handler, if
any, that is deployed at that stage. If a stage has a branch, responses from the event
handlers decide which branch to take. If a stage has no event handlers, or event
handlers respond with no recommendation, the operation simply follows the default
path and moves to the next stage.

Each operation performed in an identity management environment can have
consequences for users or other entities. For example, creating a user might result in
provisioning of resources to that user, updating the history results in changes to the
reporting tables, and creating a new password policy might make certain user
passwords invalid and require changes during next login.

Operations specific to a user, such as creation, modification, deletion, enable, disable,
and so on are referred to as user management operations. The lifecycle of an operation
consists of these stages:

= validation

m  pre-processing
= audit

= action

= post-processing
= compensation

m finalization
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You can customize the consequences of user management operations such as create,
update, delete, enable, disable, lock, unlock, and change password - also referred to as
the post-processing functions of user management operations - by writing event
handlers.

Tip: See "Writing Custom Event Handlers" on page 8-4 for details
about how to write event handlers.

in 11g Release 1 (11.1.1), Oracle Identity Manager supports asynchronous execution of
post-processing functions associated with user management operations. This
significantly improves the perceived performance of user management operations.

Post-processing functions associated with user management operations can be
triggered programmatically on a given set of users. This capability becomes useful in
situations where the users are managed directly on the data store, specifically in a
reconciliation or bulk load scenario.

8.2 Extending User Management Operations with Event Handlers

The 11g Release 1 (11.1.1) kernel exposes Service Provider Interfaces (SPIs) that are
implemented to customize the functionality of user management operations.
Currently, you can customize only pre-process, post-process, and validation stages of
an operation for an entity.

Note: Customizations of pre-process and validation functions are
synchronous with the operation. However, customizations of the
post-process functions are asynchronous.

This section describes extending user management operations with event handlers in
the following topics:

s Understanding Elements in Event Handlers XML Files

= Writing Custom Event Handlers

8.2.1 Understanding Elements in Event Handlers XML Files

Event Handlers XML files are comprised of elements and element attributes. This
section describes some of the elements and element attributes within Event Handlers
XML files. It also describes a mandatory namespace for the event handler XML
definitions.

Elements

The top-level (or parent) element in Event Handlers XML files is eventhandlers.
Table 8-1 lists and describes sub-elements that are typically defined within the
eventhandlers parent element.

Table 8-1 Typical Sub-elements within the eventhandlers Element

Sub-element Description

validation-handler Identifies the validations that will be performed on the
orchestration.

action-handler Identifies the operations that will be performed at preprocess,

postprocess, and action stages.
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Table 8-1 (Cont.) Typical Sub-elements within the eventhandlers Element

Sub-element Description
failed-handler Identifies the event handlers that will be executed if an event
handler fails.

finalization-handler Identifies the event handlers to execute at the end of the
orchestration. Finalization is the last stage of any orchestration.

change-failed Identifies event handlers to be executed upon consequence
orchestration failures.

out-of-band-handler Defines event handlers for out-of-band orchestration flows such
as veto and cancel.

compensate-handler Identifies the event handlers that will be executed in the
compensation flow of the orchestration.

Element Attributes

The elements within Event Handlers XML files contain attributes. Table 8-2 lists and
describes attributes that are typically defined within elements.

Table 8-2 Typical Attributes of Sub-elements within the eventhandlers Element

Element Attribute = Description

Name The name of the event handler.
class Full package name of the Java class that implements the event handler.
entity-type Identifies the type of entity the event handler is executed on. A value of

ANY sets the event handler to execute on any entity.

operation Identifies the type of operation the event handler is executed on. A
value of ANY sets the event handler to execute on any operation.

order Identifies the order (or sequence) in which the event handler is
executed. Supported values are FIRST, LAST, or a numeral.

orch-target Identifies the type of orchestration, such as entity orchestration, Toplink
orchestration, and so on. The following is a list of supported values:

. oracle.iam.platform.kernel.vo.EntityOrchestration
u oracle.iam.platform.kernel.vo.MDSOrchestration

. oracle.iam.platform.kernel.vo.RelationOrchestration
. oracle.iam.platform.kernel.vo.ToplinkOrchestration

The default value is
oracle.iam.platform.kernel.vo.EntityOrchestration.

sync This attribute is operational in only the action-handler and
change-failed elements. The sync attribute indicates whether the event
handler is synchronous or asynchronous. Supported values are TRUE or
FALSE. If set to TRUE (synchronous), the kernel expects the event
handler to return an EventResult. If set to FALSE (asynchronous), you
must return null as the event result and notify the kernel about the
event result later.

Note: The sync attribute must be set to TRUE for validation-handler
elements.
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Table 8-2 (Cont.) Typical Attributes of Sub-elements within the eventhandlers Element

Element Attribute = Description

stage This attribute is operational in only the out-of-band-handler,
action-handler, and failed-handler elements. The stage attribute
indicates the stage at which the event handler gets executed. The
following is a list of supported values:

= preprocess
= action

= audit

m  postprocess
= veto

s cancelled

tx This attribute is operational in only the out-of-band-handler,
action-handler, compensate-handler, and finalization-handler elements.
The tx attribute indicates whether or not the event handler should run
in its own transaction. Supported values are TRUE or FALSE.

Namespace Requirement in <eventhandlers> Element

Example 8-1 is the namespace that MUST be defined in the <eventhandlers> root
element for all custom event handler XML definitions.

Example 8—-1 Mandatory Namespace Definition for Custom Event Handlers

<eventhandlers xmlns="http://www.oracle.com/schema/oim/platform/kernel"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalocation="http://www.oracle.com/schema/oim/platform/kernel
orchestration-handlers.xsd">

8.2.2 Writing Custom Event Handlers

All customizations to user management operations need to be implemented as event
handlers.

Perform the following steps to write a custom event handler:
1. Implement the custom event handler:
See Section 8.2.2.1, "Implementing Custom Event Handlers"
2. Create a plug-in containing the custom event handler:
See Section 8.2.2.2, "Creating Plug-ins for Custom Event Handlers"
3. Define custom events:

See Section 8.2.2.3, "Defining Custom Events"

8.2.2.1 Implementing Custom Event Handlers
To implement custom event handlers:

1. Implement one of the SPIs mentioned in Table 8-3 to write a custom pre-process,
post-process, or validation handler.
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Table 8-3 SPIs to Write Custom Event Handlers

Stage SPI to implement

Pre-Process oracle.iam.platform.kernel.spi.PreProcessHandler
Post-Process oracle.iam.platform.kernel.spi.PostProcessHandler
Validation oracle.iam.platform.kernel.spi.ValidationHandler

2. Include the following JAR files in the class path to compile a custom class:
From OIM_INSTALL_HOME/server/platform
= iam-platform-kerneljar
» iam-platform-utils.jar
= iam-platform-context.jar
= iam-plaftorm-authz-service jar
From OIM_INSTALL_HOME/designconsole/lib
= oimclient.jar
= xlAPLjar

From OIM_INSTALL_HOME /designconsole/lib and
OIM_INSTALL_HOME/server:

All other JAR files
3. Create a library of JAR files containing the custom classes.

The following code samples illustrate how to invoke Oracle Identity Manager 9.1.x
APIs and 11g APIs to customize user management operations. See SPI Javadocs for
more information.

Example 1: Custom Password Validation

Example 8-2 shows a sample custom validation handler code fragment that checks to
ensure that $ is not used in a password.

Example 8-2 Sample Custom Validation Handler

throws ValidationException, ValidationFailedException {
HashMap<String, Serializable> parameters = orchestration.getParameters();

String password = (parameters.get("usr_password") instanceof ContextAware)
? (String) ((ContextAware) parameters.get ("usr_password")).getObjectValue()
(String) parameters.get ("usr_password");
if (password.contains("$")) {

throw new ValidationFailedException();

}

Example 2: Custom Pre-process Event Handler to Set Middle Initial

Example 8-3 shows a sample custom pre process event handler code fragment that
sets the middle initial to the first letter of the first name if the user does not have a
middle name.
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Note: Bulk reconciliation does not execute preprocess event
handlers.

Example 8-3 Sample Custom Pre Process Event Handler

// This custom preprocess event handler sets the first letter of the first name as
// the middle initial when the user doesn't have a middle name
public EventResult execute
(long processId, long eventId, Orchestration orchestration) {
HashMap<String, Serializable> parameters = orchestration.getParameters();
// If the middle name is empty set the first letter of the first name
// as the middle initial
String middleName = getParamaterValue (parameters, "Middle Name");
if (isNullOrEmpty (middleName)) {
String firstName = getParamaterValue (parameters, "First Name");
middleName = firstName.substring(0,1);
orchestration.addParameter ("Middle Name", middleName) ;
}
return new EventResult();
}
private String getParamaterValue (HashMap<String, Serializable> parameters,
String key) {
String value = (parameters.get(key) instanceof ContextAware)
? (String) ((ContextAware) parameters.get(key)).getObjectValue()
(String) parameters.get (key);
return value;

Example 3: Custom Post-process Event Handler to Provision Resource Object

Example 8—4 shows a sample custom post process event handler code fragment that
provisions a resource object OBJ005 to a user whose role is ROLE 00.5:

Example 8-4 Sample Custom Post Process Event Handler

// This custom post process event handler provisions resource object 'OBJ005'
// to a user who has role 'ROLE 005'
public EventResult execute(long processId, long eventId,
Orchestration orchestration) ({
tcUserOperationsIntf userOperationsService =
Platform.getService (tcUserOperationsIntf.class);
try {
String userKey = getUserKey(processId, orchestration);
if (hasRole(userKey, "ROLE 005")) {
long objKey = findObject ("OBJ001");
userOperationsService.provisionResource (Long.getLong (userKey), objKey);
}
} catch (Exception e) {
throw new EventFailedException("Error occurred ", e);

}

return new EventResult();

}

// This method retrieves the key of the user entity on which an operation

// is performed

// This method shows how to retrieve the operation being performed, entity type
// and the associated value objects
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private String getUserKey (long processID, Orchestration orchestration) {
String userKey;
String entityType = orchestration.getTarget().getType();
EventResult result = new EventResult();

if (l!orchestration.getOperation().equals("CREATE")) ({

userKey = orchestration.getTarget().getEntityId();

} else {

OrchestrationEngine orchEngine = Platform.getService(OrchestrationEngine.class);
userKey = (String) orchEngine.getActionResult (processID);

}

return userKey;

}

// This method checks if a given user has a given role.
// It demonstrates how to invoke a OIM 1lg API from a custom event handler
private boolean hasRole(String userKey, String roleName)
throws Exception {
RoleManager roleManager = Platform.getService(RoleManager.class);
List<Identity> roles = roleManager.getUserMemberships (userKey) ;

for (Iterator iterator = roles.iterator(); iterator.hasNext();) {
Role role = (Role) iterator.next();
if (roleName.equals((String)role.getAttribute("Role Name"))) {
return true;
}
}

return false;

}

// This method finds details about a resource object with the given name.
// It demonstrates how to invoke a 9.1.x API from a custom event handler
private long findObject (String objName) throws Exception {
long objKey = 0;
tcObjectOperationsIntf objectOperationsService =
Platform.getService (tcObjectOperationsIntf.class);
HashMap params = new HashMap() ;
params.put ("Objects.Name", objName) ;
tcResultSet objects = objectOperationsService.findObjects (params);
for (int 1 = 0; 1 < objects.getRowCount(); i++) {
objects.goToRow (1) ;
if (objects.getStringValue("Objects.Name") .equals (objName)) {
objKey = objects.getLongValue("Objects.Key");
}
}
return objKey;

}

8.2.2.2 Creating Plug-ins for Custom Event Handlers

To create plug-ins containing custom event handlers, you need to develop the
appropriate event handler classes. See Chapter 7, "Developing Plug-ins" for details.

Note: Ensure that plug-in point used in the plug-in definition is set
tooracle.iam.platform.kernel.spi.EventHandler.
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Note: The plug-ins can be packaged as required, just like the JAR
files, as long as they adhere to the packaging guidelines.

Here is an example of a plug-in XML file:

<?xml version="1.0" encoding="UTF-8"7?>
<oimplugins>
<plugins pluginpoint="oracle.iam.platform.kernel.spi.EventHandler">
<plugin pluginclass=
"oracle.oim.extensions.preprocess.SamplePreprocessExtension"
version="1.0"
name="SamplePreprocessExtension">
</plugin>
<plugin pluginclass=
"oracle.oim.extensions.postprocess.SamplePostprocessExtension"
version="1.0"
name="SamplePostprocessExtension">
</plugin>
<plugin pluginclass=
"oracle.oim.extensions.validation.SampleValidationExtension"
version="1.0"
name="SampleValidationExtension">
</plugin>
</plugins>
</oimplugins>

8.2.2.3 Defining Custom Events

Take these steps to define custom events:
1. Create the metadata XML file containing definitions of all the custom events.

Example 8-5 shows what a metadata file looks like:

Example 8-5 Sample Metadata XML File for Custom Event Definitions

<?xml version='1.0"' encoding='utf-8'?>
<eventhandlers>
<!-- Custom preprocess event handlers -->
<action-handler
class="oracle.oim.extensions.preprocess.SamplePreprocessExtension"
entity-type="User"
operation="CREATE"
name="SamplePreprocessExtension"
stage="preprocess"
order="1000"
sync="TRUE" />

<!-- Custom postprocess event handlers -->
<action-handler
class="oracle.oim.extensions.postprocess.SamplePostprocessExtension"
entity-type="User"
operation="CREATE"
name="SamplePostprocessExtension"
stage="postprocess"
order="1000"
sync="TRUE" />

<action-handler

8-8 Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager



Troubleshooting an Event Handler

class="oracle.oim.extensions.postprocess.SamplePostprocessExtension"
entity-type="User"

operation="MODIFY"

name="SamplePostprocessExtension"

stage="postprocess"

order="1000"

sync="TRUE" />

<!-- Custom validation event handlers -->

<validation-handler
class="oracle.oim.extensions.validation.SampleValidationExtension"
entity-type="User"
operation="CREATE"
name="SampleValidationExtension"
order="1000"/>

<validation-handler
class="oracle.oim.extensions.validation.SampleValidationExtension"
entity-type="User"
operation="MODIFY"
name="SampleValidationExtension"
order="1000"/>

</eventhandlers>

2.

Import these event definitions into MDS. See Chapter 33, "MDS Utilities and User
Modifiable Metadata Files" for more information. For a shiphome-based install the
scripts necessary to import the event definitions are located in the following
directory:

OIM _HOME/common/wlst

Note: You need not define all the custom event definitions in the
same file. They could be split across multiple new event definition
files or they could be added to any existing event definition file.
Exporting the desired event definition file, modifying it, and
importing it back implements the latter. For information about
exporting and importing event definition files, see Chapter 33, "MDS
Utilities and User Modifiable Metadata Files".

8.3 Troubleshooting an Event Handler

The following list contains information to help troubleshoot your event handler if it
appears not to start. Common causes of this might be:

EventHandlers.xml has a syntax error.

EventHandlers.xml was imported into the wrong place in MDS. It must be in a
top-level directory recognized by Oracle Identity Manager; for example, /db/,
/file/ or /custom/. /mystuff/(for example) and the root directory (/) are not
recognized.

A preprocess event handler has been implemented using reconciliation.
Preprocess event handlers do not start on reconciliation.

A preprocess event handler has been implemented using reconciliation but not
bulk orchestration execute. Both bulk and non-bulk methods must be
implemented to work with reconciliation.
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Configuring LDAP Container Rules

In earlier releases of Oracle Identity Manager, role name (UGP.UGP_NAME in the
database) is unique. This is a limitation because a lot of roles can exist in large
enterprises, and as a result, it is possible that administrators need to create two or
more roles in Oracle Identity Manager with the same name but for different purpose.

Oracle Identity Manager can be installed with LDAP synchronization enabled. When
roles are coming from LDAP via reconciliation, it is possible that two or more roles
have the same name. LDAP supports two roles with the same name if the roles are
located under two different Organization Units (OUs).

In Oracle Identity Manager 11g Release 1 (11.1.1), namespace is introduced to handle
two roles with the same name. Roles with the same name are supported if the roles are
in different namespaces. However, two or more roles with the same name in the same
namespace is not supported.

When LDAP is integrated with Oracle Identity Manager, the namespace maps to an
OU. By the default configuration, there is only one default namespace called Default,
and therefore, role names are unique. To configure multiple namespaces, you must
create an XML file called LDAPContainerRules.xml and load it in the metadata store
(MDS).The LDAPContainerRules.xml also specifies the namespace of a role based on
the role attributes.

When LDAP synchronization is enabled, and a user is to be created, then a plug-in
determines in which container the user is to be created. Similarly, if a role is to be
created, then this plug-in determines the container in which the role is to be created.
For this, Oracle Identity Manager calls a plug-in that implements the
oracle.iam.ldapsync.LDAPContainerMapper interface. All the attributes of the
user/role are passed to the plug-in, and it returns the Domain Name (DN) of the
LDAP container. You can write your own plug-in, register the plug-in to Oracle
Identity Manager, and then configure Oracle Identity Manager to use the plug-in by
setting the LDAPContainerMapperPlugin system property. See "System Properties in
Oracle Identity Manager" in the Oracle Fusion Middleware Administrator's Guide for
Oracle Identity Manager for information about this system property.

Oracle Identity Manager provides a default plug-in for determining the LDAP
container for user/role based on user or role attributes that are synchronized to LDAP.
The default plug-in reads the rules from a XML file to determine the LDAP container.
The XML file must deployed to MDS as /db/LDAPContainerRules.xml. When Oracle
Identity Manager is installed with LDAP synchronization enabled, the installer asks
for user and role container values. These values are stored in the
/db/LDAPContainerRules.xml file at containers for which the expression is Default.
The following is an example:

<container-rules>
<user>
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<rule>
<expression>Country=US, Locality Name=AMER</expression>
<container>l=amer,dc=oracle,dc=com</container>

</rule>

<rule>
<expression >Country=IN, Locality Name=APAC</expression>
<container>l=apac,dc=oracle,dc=com</container>

</rule>

<rule>
<expression>Default</expression>
<container>l=users,dc=oracle,dc=com</container>

</rule>

</user>
<role>

<rule>
<expression>Role Description=AMER</expression>
<description>AMER</description>
<container>l=amer, ou=role,dc=oracle,dc=com</container>
</rule>
<rule>
<expression >Role Description=APAC</expression >
<description>APAC</description>
<container>l=apac, ou=role,dc=oracle, dc=com</container>
</rule>
<rule>
<expression>Default</expression>
<description>Default</description>
<container>l=roles,dc=oracle,dc=com</container>
</rule>

</role>

</container-rules>

In the LDAPContainerRules.xml file, each rule contains the following sections:

Expression: This specifies the actual rule that you use to find the namespace and
the OU for LDAP.

The <expression> tag must be defined based on user/role attributes. Only the
equal to (=) operator is supported in the <expression> tag. The expression can be
based on multiple attributes, as shown in the example, and the LDAP container is
determined based on an AND operation of all the defined attributes. If none of the
rules satisfy, then the users or roles are put in the container for which expression is
Defaullt.

Description: This is the namespace that is used for the Role Namespace attribute.

The description (namespace) associated to the default expression will always use
Default. By default, roles do not have many attributes for creating meaningful
expressions. Therefore, you need to add a new User Defined Field (UDF) attribute,
for instance, the Role Location attribute. In this example, the Role Description
attribute is used to define the rule.

Container: This is the OU that is used to figure out where to create the user or role
in LDAP.

Suppose a user is to be created with the attributes Country=US and Locality
Name=AMER. This user would be created in the container
l=amer,dc=oracle,dc=com. If a user is to be created in Country=France and
Locality Name=FR, then it would be created in the container
l=users,dc=oracle,dc=com because no expression matches these two attributes,
and therefore, the default container is selected.
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Understanding Context

A context is the environment in which an Oracle Identity Manager operation is
performed. For example, a user creation operation performed on the Oracle Identity
Manager Administrative and User Console is carried out in the Web context. The
following information constitutes the context or environment in which this operation
is performed:

= User performing the operation

» IP address of the computer from which the user creation request originated
= Date and time at which the request is submitted

= Proxy that is used to reach the application server

For example, if the user is created by running the bulk load utility, the context includes
the user who started the bulk load utility, the computer from which the operation is
being performed, and so on.

A context is maintained in main-memory. It consists of a set of context variables where
each context variable has both a name and value. Each functional component involved
in an operation, such as request management, reconciliation, or notification, can add
values to the context. Context values can only be set, they cannot be modified. The
context values act as a means of communication across components involved in an
operation.

Context variable values are loaded into memory only when they are required. This
enhances performance. A context also acts as a cache of the typical values required by
event handlers. This helps reduce the need to fetch values from the repository each
time the values are required.

s Child Context
s Context Types

10.1 Child Context

A child context is a subcontext that is initiated while an operation is in progress. For
example, if user creation operation involves provisioning of resource through access
policies, resource provisioning runs in the access policy context, which is the child
context of the one in which user is being created. This means that contexts can be
nested, and there can be a stack of contexts. New contexts can be created by functional
components, and further processing starts using the newly created context.
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10.2 Context Types

Context Manager supports the following context types:

SELF: Operation is initiated through Oracle Identity Manager Self Service.

ADMIN: Operation is initiated through Identity Administration or Advanced
Administration. This is the default context.

RECON: Operation is performed by reconciliation.
REQUEST: Operation is performed by a request.
POLICY: Operation is performed because of access policy.

Calling ContextManager.getContextType() should tell the type of context. Some of the
information that you can retrieve under various contexts are:

Reconciliation context: The profile from which the reconciliation event has been
created can be retrieved by ContextManager.getValue("profileName") method call.

Scheduled tasks run in ADMIN context: Some of the information that can be
retrieved are:

- Job name: ContextManager.getValue("JOBNAME")
— Task name: ContextManager.getValue("TASKNAME")
Request context: You can retrieve the request key by using the following code:

HashMap<String, ContextAware> requestContext = (HashMap<String, ContextAware>)
ContextManager.getValue ("requestData", true);
requestContext.get ("requestKey") ;

Policy context: ContextManager.getContextKey() provides the policy that is
evaluated. If multiple policies are applicable, then this returns the highest priority
policy key.
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Application-Specific Connectors

This part describes how to develop application-specific connectors.
It contains the following chapters:

s Chapter 11, "Developing Resource Objects"

s Chapter 12, "Developing Provisioning Processes"

s Chapter 13, "Developing Process Forms"

»  Chapter 15, "Developing Lookup Definitions, UDFs, and Remote Manager"
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Developing Resource Objects

The Resource Management features of the Administrative and User Console enable
you to manage resource objects for an organization or individual user. Managing
resources includes the following activities:

= Searching for and viewing the details of a resource

= Provisioning, disabling, enabling, and revoking a resource from users or
organizations

»  Managing resource administrator and authorizer roles

= Viewing, creating, and modifying workflows

»  Creating and managing IT resources

This chapter includes the following topics related to managing resources:
= Viewing Resource Details

»  Working with Users and Organizations Associated with Resources

= Using the Resource Administrator Option

= Using the Resource Authorizers Option

= Using the Resource Workflows Option to View Workflows

= Using the Resource Workflows Option to Create and Modify Workflows
s Creating IT Resources

= Managing IT Resources

= Managing Resources By Using the Design Console

11.1 Viewing Resource Details
To view the details of a resource:
1. Login to the Administrative and User Console, and then click Advanced.
2. Inthe Welcome page, under Configuration, click Manage Resource.

Alternatively, click the Configuration tab, click Resource Management, and then
select Manage Resource.

The Resource Search page is displayed.

3. Use the fields at the top of the page to select the search criteria, and enter the
corresponding search value in the adjoining field or use the asterisk (*) wildcard
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character. To use the Resource Type and Target criteria, select a value from the
corresponding box.

4. From the Resource Audit Objective list, select the required option.

The Resource Audit Objective list lets you group resources by any data type. You
can select multiple values for the same resource. You can also add audit schedule
values for quarterly, semiannual, and annual reviews in the list of values of the

field, and select a combination, such as SOX and quarterly, as audit requirements.

The predefined values in the Resource Audit Objective list are as follows:
= SOX (Hosts Financially Significant Information)
s  HIPAA (Hosts Private Healthcare Information)
s GLB (Hosts Non-Public Information)
= Requires Quarterly Review
= Requires Annual Review
5. Click Search.
The results table is displayed.

6. Click the name of a resource. For example, you can select a resource named Active
Directory.

The Resource Detail page is displayed.
7. To view detailed information about the resource, use the menu.

The detailed information depends on the type of object, such as user or
organization. For example, the detailed information that you can view for the
organization object includes the following:

s Organization Associated With This Resource
s Resource Administrators

»  Resource Authorizers

11.2 Working with Users and Organizations Associated with Resources

You can enable, delete, and revoke resources that are associated with an user or
organization. You can also determine mapping categories for resources that are
provisioned more than once to a user or organization.

To work with an organization that is associated with a resource:

Note: The procedure in this section is for working with an
organization associated with a resource. You can also find the users
associated with a given resource in the exact same way, as described
for organizations in this section.

1. Perform Steps 1 through 3 of the procedure described in the "Viewing Resource
Details" on page 11-1.

2. Select the Organization Associated For the Resource option.
The Organization Associated For the Resource page is displayed.

3. Use the options to filter the list of associated organizations.
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Selecting the All option lists all the organizations. The By Status option filters the
organizations on the basis of values in the Resource Status column. The
organizations associated with the resource are listed under the Organization
Name column. The resource status in this case, indicates that the resource is
provisioned for each of the organizations listed. To modify the resource for the
organization, select one of the following:

s Enable
s Disable
s Revoke

The value in the Identifier column corresponds with a field type that you can map
from the Process Definition form in the Design Console by using the Map
Descriptive Field. This value lets you distinguish which mapping category is
defined, such as Process Type, Organization Name, or Request Key, when the
same resource has been provisioned several times to the same organization.

11.3 Using the Resource Administrator Option

On the Resource Detail page, select Resource Administrator. The Resource
Administrators page displays the names of roles that are assigned as administrators to
this resource. This page also displays the Write Access and Delete Access permissions.
These are permissions that the administrator roles have on the resource, but not with
resource parameters. Write access allows the role to make changes to the resource.
Delete access allows the role to delete the resource.

Note: Make sure that resource you want to delete is not used, for
example, the resource is not provisioned or does not have a form
associated to it.

You can perform the following operations:
= Assigning Roles as Administrators for Resources

= Updating Permissions of an Administrative Role

11.3.1 Assigning Roles as Administrators for Resources

To assign a role as administrator for resources:
1. Click Assign.
The Assign Administrators page is displayed.

This page displays all role names that can be assigned to this resource. Select the
options to activate the write and delete access and assign the role to this resource.

2. Click Assign.

The Confirm Assign page is displayed. This page displays the new roles that are to
be assigned as administrators for the resource.

3. Click Confirm Assign or click Cancel.

The Resource Administrators page is displayed with a list of all role names
associated with this resource. You can modify this information.

Developing Resource Objects 11-3



Using the Resource Authorizers Option

11.3.2 Updating Permissions of an Administrative Role

You can update the permissions of an administrative role.
To update the permissions:
1. Click Update Permissions.

The Update Administrators page is displayed.

2. To change the permission setting for an administrative role, click the options for
write and delete access.

3. Click Update to make the modifications, otherwise, click Cancel.

The Confirmation page is displayed. It displays the administrative role names that
you updated.

4. If these are the correct names, click Confirm Update, otherwise, click Cancel.

11.4 Using the Resource Authorizers Option
You can determine which roles are authorized to provision the resource.
To determine the resource authorizer:
1. On the Resource Detail page, select Resource Authorizer from the menu.
The Resource Authorizers page is displayed.

2. To set the level of priority for authorizing this resource, select Increase/Decrease
Priority.

3. To delete the authorizer of this resource, select the appropriate Role Name option,
and then click Delete.

4. To add additional roles to authorize resources, click Assign.
The Assign Authorizers page is displayed.

5. Select the appropriate role name option and click Assign, otherwise, click Cancel.
The Confirmation page is displayed.

6. If the information is correct, click Confirm Assign, otherwise, click Cancel.

The Resource Authorizers page is displayed. Note that the role name that you
assigned to this resource is added to the results table.

11.5 Using the Resource Workflows Option to View Workflows

The Resource Workflows option in the Administrative and User Console consists of
the Workflow Visualizer and the Workflow Designer. Using the Workflow Visualizer,
you can view workflows. Using the Workflow Designer, you can create and edit
workflows. This section discusses the Workflow Visualizer.

See Also: "Using the Resource Workflows Option to Create and
Modify Workflows" on page 11-16

The Workflow Visualizer tool provides a visual representation of task sequences,
dependencies, and other components of a workflow definition. The visual
representation provides an overview of the workflow, its relationships, and the task
components that constitute the flow. You can also print the workflow view.
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The Workflow Visualizer tool displays processes of type Provisioning. The
Provisioning type process is used to provision Oracle Identity Manager resources to
users or organizations.

Note: To access the Workflow Visualizer, the Nexaweb applet
requires your Web browser configuration to use Java Virtual Machine
1.4.2.x.x.

This section includes the following topics:
= Opening the Workflow Visualizer
= Elements of the Workflow Visualizer

= Operations on the Workflow Visualizer

11.5.1 Opening the Workflow Visualizer

To open the Workflow Visualizer:
1. On the Resource Detail page, select Resource Workflows from the list.

The Resource Workflows page is displayed. This page displays the resource name
and a table that lists the names of the workflow definitions for this resource.

2. To render the workflow definition into a graphic flowchart, select the required
workflow.

A graphical representation of the workflow definition is displayed in a new
window.

11.5.2 Elements of the Workflow Visualizer

For provisioning workflows, multiple tabs are displayed on the Workflow Designer
page. Provisioning workflows can have forms associated with them, and the workflow
details header shows the form name.

Table 11-1 lists the information fields in the Workflow Visualizer.

Table 11-1 Information Fields in the Workflow Visualizer

Field Description

Workflow Name The name of the Process Definition.

For Resource The name of the Object (resource object that is provisioned).

Workflow Type The Process Definition type, which is Provisioning. The type also indicates whether or

not the workflow is the default for the resource.

Form Name The name of the form associated with a provisioning workflow.

Table 11-2 describes the toolbar menu items in the Workflow Visualizer.

Developing Resource Objects 11-5



Using the Resource Workflows Option to View Workflows

Table 11-2  Toolbar Menu items in the Workflow Visualizer

Field Description

Display Option This option lets you view the elements on the page. You can show or hide the elements
on the page, which helps in keeping the page uncluttered.

Display Unknown Response Code: The Unknown Response Code is defined for every
task in the workflow. It is not used in the logic of the workflow. However, you can use
this option to display the Unknown Response Code.

Display Adapter Name On-Screen: You can display the name of the automated adapter.
Display Undo Tasks: You can display the undo tasks for the tasks.
Display Recovery Tasks: You can display the recovery tasks for the tasks.
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Table 11-2 (Cont.) Toolbar Menu items in the Workflow Visualizer

Field Description

Generate Image This option enables you to save the workflow view as an image that can be printed.
When you click this menu item, a new browser window opens and it displays a JPEG
formatted image. The entire workflow is displayed, even parts of the flowchart that are
hidden due to scrolling limitations of the display area. You can then use the standard
Web browser features to save the image on your computer.

Reload Workflow This option refreshes the workflow view and rearranges the different items on the page
based on a predefined graph algorithm.
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Table 11-2 (Cont.) Toolbar Menu items in the Workflow Visualizer

Field

Description

Legend

This option provides an explanation of all the visual components that are used to create
the flowchart of the workflow definition. Figure 11-1 shows the Legend page.

Markers

The Markers nodes represent position markers for special conditions. These conditions
are:

Start Point: This marker represents the logical start point within the workflow. It is not
an actual task within the workflow definition.

On-Page Reference: This marker represents a task node that has already been drawn
somewhere else in the workflow chart. It is used to show connectivity to other tasks
without crowding the workflow view with crossing links.

Response Sub-Tree: The Response Sub-Tree (Expansion Nodes) helps keep the workflow
uncluttered by hiding significant subtrees of response nodes. You can double-click the
Expansion Node marker to redraw the flowchart with the responses.

Tasks

The Tasks nodes represent the tasks in the workflow. They are:

Manual Tasks: These tasks require user action in order to be completed.

Automated Tasks: These tasks do not require user interaction in order to be completed.

Automated tasks always require a process task adapter. Provisioning processes generally
consist of automated tasks.

Responses

The Response nodes represent the response codes that are defined on the tasks. The
Response node shows the actual response code within it. The response code is based on
the status that the response has set on the task.

Completes Task: The process task has been completed, and this is indicated in green
color.

Rejects Task: The process task has been rejected, and this is indicated in red color.
Cancels Task: The process task has been canceled, and this is indicated in blue color.
Links

Direction arrow lines connect the task and response nodes and indicate the flow of the
workflow. The color of the link indicates the type of relationship between two nodes that
it connects. The types of links are:

Initial Task: The Initial Task is the first process task in the workflow definition.

Response Generated Task: The Response Generate Task is defined as a process task that
is triggered when the current task has the Completed status. In general, a new process
task can be triggered when the conditional task receives a particular response code in
conjunction with the running of the process task.

Recovery Task: The Recovery Task is defined as a process task that is triggered when the
current process task has the Rejected status.

Undo Task: The Undo Task is defined as a process task that is triggered when the current
process task has the Canceled status.

Dependent Task: The Dependent Task is defined as a process task that is dependent on
another process. Oracle Identity Manager can start this type of task only when the
process task on which it is dependent is completed.

Figure 11-1 shows the Legend page.
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Figure 11-1 Legend Page
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In addition to the Information Fields and Toolbar Menu Items of the Workflow
Visualizer, the Ul elements of the workflow are tasks and responses. For information
about tasks and responses, see Table 11-1 and the "Creating and Configuring Tasks
and Responses" on page 11-31.

11.5.2.1 Using the Provisioning Workflow Definition Event Tabs

The Provisioning Workflow Definition is displayed with associated event tabs in the
logical flow of the way tasks get executed based on their responses. The event tabs
represent the various task sequences for a specific event in the workflow definition.
When you click an event tab, it displays the appropriate tasks for the workflow event
of the process. You can arrange the flowchart to meet your requirements. If there is no
task defined for the workflow event, then the tab displays a blank view. If there is
more than one task sequence for the workflow event type, then the tab displays a
menu from which you can select the process flowchart that you want to view.

11.5.2.1.1 Provisioning Tab The Provisioning tab shows the tasks that will provision a
resource. When the workflow type is Provisioning, the workflow shows all the tasks
needed to provision a resource.

11.5.2.1.2 Reconciliation Tab The Reconciliation tab shows the reconciliation event for
the provisioning process with marker tasks inserted into it: either Reconciliation
Insert Received, Reconciliation Update Received, orReconciliation
Delete Received. These tasks can have adapters attached to them to start a
provisioning action. If a task has no adapters attached to it, then a response code of
Event Processedis assigned to the task. Additional provisioning process tasks can
be generated based on this response code to start a provisioning flow due to the
reconciliation event.

11.5.2.1.3 Service Account Tab The Service Account tab shows all the provisioning
processes of service accounts for users (administrators). When a user is provisioned
with a service account, Oracle Identity Manager manages a mapping from the user's
identity to the service account. When the resource is revoked or the user is deleted, the
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provisioning process for the service account is not canceled. Instead, a task is inserted
into the provisioning process to remove the mapping from the user to the service
account. The provisioning processes of the service account are: Service Account
Changed, Service Account Alert,and Service Account Moved.

11.5.21.4 User Event Tab The User Event tab shows the workflows that respond to
changes to a user record, for example, updating the password or user ID.

11.521.5 Org EventTab The Org Event tab shows workflows that respond to changes
to an organization record (for example, updating the name or parent name) that the
resource is provisioned to or the organization of the user that the resource is
provisioned to.

11.5.2.1.6 Resource Event Tab The Resource Event tab shows workflows that respond

to state changes of the provisioned resource instance, for example, being enabled or
disabled.

11.5.2.1.7 Form Event Tab The Form Event tab shows workflows that respond to data
changes in the process form of the provisioned resource instance.

11.5.2.1.8 Attestation Tab The Attestation Event tab shows the workflows that respond
to data changes in an attestation process.

11.5.3 Operations on the Workflow Visualizer

This section discusses the various operations that you can perform by using the
Workflow Visualizer:

= Rearranging Elements
= Using the Expansion Nodes
»  Accessing the Task Details

Suppose the Corporate DB Provisioning workflow definition is shown. Selecting an
event tab displays the appropriate sequence of tasks for that event. These event tabs
are discussed in the "Using the Provisioning Workflow Definition Event Tabs" on
page 11-9. Figure 11-2 shows a sample workflow in the Workflow Visualizer.
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Figure 11-2 Sample Workflow Displayed in the Workflow Visualizer
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11.5.3.1 Rearranging Elements

You can rearrange the graphical workflow by moving the icons that constitute the
workflow definition to any location in the workflow view. As you move an icon
component, the direction arrow continues to be associated with the link. The
drag-and-drop functionality of the components in a workflow is illustrated in

Figure 11-3.
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Figure 11-3 Using Drag-and-Drop in the Workflow Visualizer
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You can also use the Display Options toolbar menu item to display or hide Unknown
Response Code, Adapter Name, Undo Tasks, and Recovery Tasks. The workflow
automatically refreshes and redraws the workflow based on the changes that you
made.

When you right-click a task node, the Hide Responses option is displayed. When you
click this option, the response subtree collapses and is replaced with an expansion
node. The task node label is highlighted in yellow to denote that it was collapsed. If
the node is collapsed, then the Hide Responses option does not appear. Figure 11-4
shows the task node.
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Figure 11-4 Using the Task Node (Shortcut Menu)
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11.5.3.2 Using the Expansion Nodes

Task Nodes with more than five response codes, not including the Unknown Response
code, are not to be drawn with their responses in the flowchart. Instead, an expansion
node replaces the entire response subtree. When you double-click the expansion node,
the flowchart is redrawn to display the response subtree for the parent task (node).
The label of the task node is highlighted in yellow. Figure 11-5 shows a collapsed
response subtree.
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Figure 11-5 Collapsed Response Subtree in the Workflow Visualizer
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Note: When you place the cursor over the expansion node, a tooltip
indicates how many response codes are associated with it. Unknown
Response Codes are hidden, by default.

11.5.3.3 Accessing the Task Details

To view detailed information about a particular task, double-click the task icon. The
Task Detail page displays information about the task definition on the following tabs:

General: This tab displays task information, for example, the name and
description.

Automation: This tab provides information about any adapter automating the
task, its status, and variable mappings.

Task Assignment: This tab displays information about how the task is assigned
and all associated information.

Depends On: This tab lists all tasks that the selected task depends on.

Resource Status Management: This tab shows the mapping between the task
status and the resource status.

11.5.3.3.1 General Tab Table 11-3 describes the fields on the General tab:
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Table 11-3 Fields on the General Tab

Field Description

Task Name This field displays the name of the process task.

Task Description This field displays explanatory information about the process task.

Task Effect This field indicates the process action for this task. It can be ENABLED, DISABLED, or

NONE. A process is enabled or disabled for a user's access to a resource. A disabled
action will also disable all associated tasks. The NONE action indicates that this task is
not associated with a particular process action.

Retry Interval This field indicates the time in minutes, for which you want to wait before adding this
process task instance.

Retry Attempt Limit This field indicates the number of times Oracle Identity Manager will retry a rejected
task.

Conditional Task This field specifies any condition that must be met for the process task.

Complete On Recovery This field indicates that Oracle Identity Manager will change the status of the current
process task from Rejected to Unsuccessfully Completed on completion of all
recovery tasks that are generated. This flag triggers other dependent process tasks.

Allow Cancellation While This field indicates whether or not the process task can be canceled if its status is
Pending Pending.

Allow Multiple This field indicates whether or not the task is allowed to be inserted multiple times
within a single process instance.

Required For Workflow  This field indicates that the process cannot be completed if the process task does not
Completion have a Completed status.

Manual Insert This field indicates whether or not a user can manually add the current process task to
the process.

11.5.3.3.2 Automation Tab Tasks belonging to provisioning processes are usually
automated. Table 114 describes the fields on the Automation tab.

Note: If the task is not automated, then this tab is not displayed.

Table 11-4 Fields on the Automation Tab

Field Description

Adapter Name This field shows the name of the adapter.

Adapter Status This field indicates whether or not the adapter is completely mapped.

Adapter Variable This field contains a user-defined placeholder within the adapter that contains run-time

application data used by its adapter tasks.

Mapped? This field indicates whether or not the adapter variable is mapped.

11.5.3.3.3 Task Assignment Tab This tab specifies the assignment rules for the process
task. These rules determine how the process task is assigned.

Tasks belonging to provisioning processes are usually automated. As a result, they do
not need task assignment rules.

11.5.3.3.4 Depends On Tab This tab displays the task name that the current task is
dependent on.
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11.5.3.3.5 Resource Status Management Tab A resource is provided with predefined
provisioning statuses that represent the various statuses of the resource object
throughout its lifecycle as it is provisioned to the target user or organization. This tab
displays the link between the status of a process task (Task Status) and the
provisioning status of the resource (Resource Status) to which it is assigned. Table 11-5
describes the fields on the Resource Status Management tab.

Table 11-5 Fields on the Resource Status Management Tab

Field

Description

Task Status

The status can be one of the predefined provisioning status types.

Resource Status

The status can be one of the following: Waiting, Provisioning, None, Ready, Enabled,
Disabled, Revoked, Provisioned, and Provide Information.

11.6 Using the Resource Workflows Option to Create and Modify

Workflows

The Workflow Designer provides the ability to create and modify workflows. While
the Workflow Visualizer provides a graphical view of the workflows, the Workflow
Designer provides the ability to create workflows and to edit them.

See Also: "Process Definition Form" on page 12-5 for information
about the Process Definition form

This section discusses the following topics:

= Opening the Workflow Designer

»  Creating a Workflow

»  Workflow Designer Main Page

s Creating and Configuring Tasks and Responses

= Configuring Data Flows

11.6.1 Opening the Workflow Designer

To open the Workflow Designer:

1. In the welcome page of Oracle Identity Manager Advanced Administration, click
Manage Resource. Alternatively, you can click Configuration, and from the
Resource Management list, select Manage Resource.

The Resource Search page is displayed.
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Note: To open the Workflow Designer by using Mozilla Firefox Web
browser, an additional authentication dialog box might be displayed.
Providing authentication in this dialog box allows access to the
Workflow Designer. To avoid this additional authentication:

1. In Mozilla Firefox, from the Tools menu, select Options. The Options
dialog box is displayed.

2. Click Privacy.
3. Select the Accept third-party cookies option.
4. Click OK.

The additional authentication is not required when the Workflow
Designer is opened by using Microsoft Internet Explorer Web
browser.

2. Search for a resource.

3. Select a resource by clicking the resource name. The Resource Detail page is
displayed.

4. Select Resource Workflows from the additional details list. The Resource
Workflows page is displayed.

5. Click Create New Workflow to open the Workflow Designer and create a new
workflow. Alternatively, click Edit in the Edit Workflow column of the results
table to open the Workflow Designer and edit an existing workflow.

11.6.2 Creating a Workflow

On the Resource Workflows page, when you click Create New Workflow, the
Workflow Designer opens with the Create Workflow dialog box, as shown in
Figure 11-6.

Figure 11-6 Create Workflow Dialog Box
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In this dialog box, you must specify the values that are required to create a new
workflow. Table 11-6 describes the fields in the Create Workflow dialog box.
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Table 11-6 Fields in the Create Workflow Dialog Box

Field Description
Workflow Name The name of the new workflow.
Workflow Form The form associated with the resource for which the workflow is defined.

The forms can be:
= All the process forms that are not yet assigned to any processes

= All the process forms assigned to the other processes defined for the current
resource, for which this workflow is being defined

Default Workflow This check box specifies whether or not the current Business Workflow is to be
designated as the default provisioning Business Workflow for the resource object with
which it is associated.

If this check box is selected, then the Business Workflow will be set as the default
provisioning Business Workflow for the resource object to which it is assigned.

If this check box is not selected, then the process will start only if a process selection rule
causes it to be selected.

Create Workflow The button to create the workflow.

11.6.3 Workflow Designer Main Page

After you click Create Workflow in the Create Workflow dialog box by selecting the
Provisioning option, the Workflow Designer main page is displayed as shown in
Figure 11-7.
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Figure 11-7 Workflow Designer Main Page
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This page has different sections, with each section giving more information or options

to extend the new workflow.

The Workflow Designer main page consists of the following sections:

Information
Toolbar
Designer Page

Menu Section

11.6.3.1 Information

This section displays the following labels that provide global information about the
current workflow:

Workflow Name: The name of the current workflow
Workflow Type: The type of the current workflow, Provisioning or Approval

For Resource: The resource to which the current workflow is attached
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11.6.3.2 Toolbar

The toolbar provides features to manage and view the workflow designer pages. This
includes options to configure the global workflow information such as the name, form
name, auto save, auto prepopulate, generating an image of the graphical workflow
view, reloading the workflow, a popup legend, saving the workflow, and providing
display options.

This section discusses the functions of the following toolbar buttons:
=  Workflow Configuration

»  Task Library

= Display Options

= Generate Image

= Legend
s Refresh
s Save

11.6.3.2.1 Workflow Configuration Clicking Workflow Configuration opens the
Workflow Configuration dialog box, as shown in Figure 11-8. This dialog box provides
options for configuring the current workflow.

Figure 11-8 Workflow Configuration Dialog Box
© Workflow Configuration
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Workflow Hmn:: Default Workflow:
Descriptive field::L; Clear Form Hamie: I:] - Clear
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Table 11-7 describes the fields in the Workflow Configuration dialog box.
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Table 11-7 Fields in the Workflow Configuration Dialog Box

Field Description

Workflow Name The name of the current workflow.

Default Workflow This check box specifies whether or not the current process is to be designated as the
default provisioning process for the resource object with which it is associated.
Note: For more information about this check box, see "Creating a Workflow" on
page 11-17.

Descriptive Field This is used to map any of the following to a particular instance of the provisioned

resource:
= Request Key

s User Login

s Organization Name
= Process Type

» Data From Workflow Form

Form Name

The form assigned to the current workflow.

Auto Save Form

This check box is used to set autosave for the form during provisioning without
prompting the user for form data. This helps in setting default values for form fields
either through predetermined set default values or through data flows.

Auto Prepopulate Form

This check box is used to prepopulate the fields during provisioning, with data either
from default values or from data flows. Setting this option lets you see the forms while
provisioning, along with the data on the fields that you can modify.

11.6.3.2.2 Task Library Clicking Task Library opens the Task Library page. The Task
Library page displays a list of all the tasks in the workflow across all subworkflows.
This page also shows a few parameters related to each task, such as in which
subworkflows it is present (for provisioning workflows), whether or not multiple
instances are allowed, whether or not cancellation while pending is allowed, retry
period, and retry count. In addition, you can edit and delete tasks on this page.
Figure 11-9 shows the Task Library page.
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Figure 11-9 Task Library Page
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You can delete a task only after both the following conditions are met:

»  The task is removed from all workflows. This implies that the task is deleted by
right-clicking the task on any subworkflow and clicking Remove Task and
Subflow.

= No instance of the task is present in the system. For instance, if a workflow is
created with a task and if the resource for that workflow is provisioned to a user
and the workflow is started resulting in the task being run, then an instance of that
task is created in the system. In that case, the task cannot be deleted.

The Task Library page has search criteria on the top that you can use to search for
tasks. The main section lists the tasks with various parameters. You can click a row to
highlight it. If a task can be deleted, then the Remove Selected Task button is enabled
along with the Edit Selected Task button.

11.6.3.2.3 Display Options Clicking Display Options opens the Set Display Options

dialog box that provides options to specify how the workflow is displayed when you
are designing the workflow. Figure 11-10 shows the Set Display Options dialog box.
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Figure 11-10 Set Display Options Dialog Box
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You can use this dialog box to enable or disable the following options:
= Display Unknown Response Code: Display or hide unknown response codes.

» Display Adapter Name On-Screen: Display or hide adapter names attached to the
tasks.

= Display Undo Tasks: Display or hide undo tasks.
= Display Recovery Tasks: Display or hide recovery tasks.

11.6.3.24 Generate Image Clicking Generate Image saves the current view of the
workflow as a JPEG image. The image opens in a new browser window.

11.6.3.25 Legend Clicking Legend opens the Legend dialog box, which is shown in
Figure 11-11. This dialog box shows the following types of elements:
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Figure 11-11 Legend Dialog Box
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= Markers: These elements represent a particular marking or place in the workflow.
For example, the starting point, an on-page reference, or a place representing an
extended workflow with more elements underneath can be represented with a
marker.

You can right-click a Task element and select the option to hide the responses.
When you hide a response, the icon for the Response subtree is displayed to
indicate that there are hidden responses. The on-page reference marker refers to
other elements on the page whose relationship is not shown with links. An
example of this is a response code defined for a task and for that response a
response-generated task is defined. If this response-generated task has its response
referring to the original task in a circular manner, then an on-page reference
marker makes it easier to show the relationship.

»  Tasks: These icons are used to indicate manual and automated tasks. If a task has
an event handler or an adapter attached to it for autocompletion, then it is an
automated task. Otherwise, it remains a manual task.

= Responses: These are the different color codes used for different types of response
codes, such as Completes, Rejects, and Cancels. Any user-defined response code is
shown with a different color code.

= Links: These are the different color codes used for links that display the
relationship or linkage between elements. Depending on the type of task the link
refers to, the color code for the link is different. For example, the color code
indicates whether or not the task is undo or recovery. The different types of links
are: Initial Task, Response Generated Task, Recovery Task, and Undo Task.
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11.6.3.2.6 Refresh Clicking Refresh reloads the workflow to display it with default
indentations and locations for the labels and icons. It regenerates the topology to
arrange the elements on the workflow by using the JGraph algorithm.

11.6.3.2.7 Save Clicking Save saves all changes made to the workflow, including all
the additions and modifications to the Oracle Identity Manager database.

Caution: You must click Save to commit the changes. If you close the
Workflow Designer main page without saving the workflow, then all
the changes will be lost.

11.6.3.3 Designer Page

The designer page displays the workflow with all the elements and their positions in
the process flow with the help of links. This is similar to a drawing board in which the
components, such as tasks and responses, can be created by using appropriate options.
These components on the designer page can be further configured. On this page, the
different entities of the workflow can be graphically shown along with their
relationship with each other. For a newly created workflow, this page displays a start
marker that indicates the starting point for the workflow process. All the objects that
are added to this page are relative to this marker, which acts as a reference point.

11.6.3.4 Menu Section

The menu section consists of the menu items that represent a particular subsection of
the workflow. This section is available only for Provisioning workflows. The menu
items available are the following:

»  Provisioning: This is the default page displayed when the Workflow Designer
application is started.

= Reconciliation: This provides a list of tasks that are run on reconciliation events,
such as Reconciliation Insert Received, Reconciliation Update Received, and
Reconciliation Delete Received. These tasks are submenu items under the
Reconciliation menu item.

= Service Account: Service accounts are general administrator accounts, such as
adminl, admin2, and admin3, that are used for maintenance purposes. Usually,
these accounts are used to allow one system, rather than a user, to interact with
another system. The model for managing and provisioning service accounts is
different from standard provisioning. Service accounts are requested, provisioned,
and managed in the same manner as regular accounts. Service accounts use the
same resource objects, provisioning processes, and process forms as regular
accounts. A service account is distinguished from a regular account by an internal
flag. When a user is provisioned with a service account, Oracle Identity Manager
manages a mapping from the user's identity to the service account. This user is
considered the owner of the service account. The tasks that are available under the
Service Account menu item are Service Account Change, Service Account Alert,
and Service Account Moved.

= User Event: This provides a list of tasks that are run based on the events on users.
They have the following default names:

— Change User Location
- Move User

— Change User Type
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- Change User Password
- Change User Manager
- Change Username

— Change First Name

- Change Last Name

— Change User Identity

Note: These names are derived from the decoded values of

Lookup . USR_PROCESS_TRIGGERS in the design console Lookup
Definition form. If the values are modified, then these names will be

different accordingly.

A user event can be inserted into the workflow by clicking the plus sign (+) icon
next to the User Event menu item. Clicking the + icon opens the Add User Event

Lookups dialog box with a list of currently available event tasks, as shown in

Figure 11-12. Selecting a task and clicking Add Event to Workflows will create a
new menu item under the User Event menu and open the page for that workflow.

Figure 11-12 Add User Event Lookups Dialog Box
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The Add User Event Lookups dialog box also provides the following options to
create new lookup events and edit or remove existing lookup events:
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- Create New Lookup: When you click this button, the Create Lookup Event
dialog box is displayed, as shown in Figure 11-13.

Figure 11-13 Create Lookup Event Dialog Box
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- Edit Selected Lookup: When you click this button, the Edit Lookup Event
dialog box is displayed, as shown in Figure 11-14.

Figure 11-14 Edit Lookup Event Dialog Box
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- Remove Selected Lookup: When you click this button, the Remove Lookup
Event dialog box is displayed, as shown in Figure 11-15.

Figure 11-15 Remove Lookup Event Dialog Box

O Remove Lookup Event

Click the Delete hutton to delete the following lookup event:

|1, This will delete the lookup from Oracle Identity Man

Decoded Event Hame: Change First Mame
Encoded Code Key: USR_FIRST_MAME
[ Delete ] [ Cancel ]

= Org Event: This provides a list of tasks that are run based on the events on
organizations. They have the following default names:

- Change Organization Type
- Change Organization Name
- Move Organization

An organization event can be inserted into the workflow by clicking the + icon

next to the Org Event menu item. Clicking the + icon opens the Add Organization
Event Lookups dialog box with a list of currently available event tasks, as shown
in Figure 11-16. You can select a task and click Add Event to Workflows to create
a new menu item under the Org Event menu and open the page for that workflow.
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Figure 11-16 Add Organization Event Lookups Dialog Box
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The Add Organization Event Lookups dialog box also provides the following

options to create new lookup events and edit or remove existing lookup events:

- Create New Lookup: When you click this button, the Create Lookup Event

dialog box is displayed, as shown in Figure 11-17.

Figure 11-17 Create Lookup Event Dialog Box

O Create Lookup Event

Enter the values to create a new lookup event.

Encoded Code Key:

Decoded Event Hame: |

Create

] [ Cancel ]

- Edit Selected Lookup: When you click this button, the Edit Lookup Events
dialog box is displayed, as shown in Figure 11-18.
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Figure 11-18 Edit Lookup Event Dialog Box

O Edit Lookup Event

Edit the following to modify the lookup event:

Decoded Event Hame: |Change Organization Mame |
Encoded Code Key: |ACT_NAME |
[ Save Changes ] [ Cancel ]

- Remove Selected Lookup: When you click this button, the Remove Lookup
Events dialog box is displayed, as shown in Figure 11-19.

Figure 11-19 Remove Lookup Event Dialog Box

O Remove Lookup Event

Click the Delete hutton to delete the following lookup event:

|1, This will delete the lookup from Oracle Identity Man

Decoded Event Hame: Change Organization Mame
Encoded Code Key: ACT_MAME
[ Delete ] [ Cancel ]

= Resource Event: This provides a list of tasks that are inserted into the workflow
and run when an event occurs on the resource. These events are defined as
disabled or enabled events on the resource. There are submenu items for Enable
Resource and Disable Resource under the Resource Event menu item. A resource
event can be inserted into the workflow by clicking the + icon next to the Resource
Event menu item. Clicking the + icon opens the Add Resource Event Lookups
dialog box with two options, Enable Resource and Disable Resource, as shown in
Figure 11-20. You can select an option and click Add Event to Workflows to create
a new menu item under the Resource Event menu and open the page for that
workflow.
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Figure 11-20 Add Resource Event Lookups Dialog Box
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s Form Event: This provides a list of tasks that get inserted and run based on an
event on a form field or child table. For events on parent process form fields, the
name of the tasks have the following convention:

Field field name Updated
The events on child tables are named based on the child table name and the type
of event such as insert, update, and delete. A form event can be inserted into the

workflow by clicking the + icon next to the menu item. Clicking the + icon opens
the Add Form Event Lookups dialog box with the fields shown in Figure 11-21.
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Figure 11-21 Add Form Event Lookups Dialog Box
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In the Add Form Event Lookups dialog box, you can select either parent form or
child form in the Form Type field. When you select Parent Form, the fields in the
Child Form section are disabled. Similarly, when you select Child Form, the fields
in the Parent Form section are disabled. In the Parent Form section, only the
Update operation is available. In the Child Form section, the available operations
are Insert, Update, and Delete. These operations trigger the event. Each section has
fields for the form fields of the parent form, or the form names in case of child
forms. The Task names for only the child table event tasks can be modified after
creation.

Note: The parent form field event names are fixed, and the task
name fields cannot be edited. Although the name is inherently in a
fixed format, it can be customized and localized by updating the
global.workflow.startMarker.UpdatedField property in the
xlRichClient.properties file. See Chapter 28, "Customizing
Oracle Identity Manager Interfaces" for information about
customizing the UL

Attestation: This menu item is for the attestation events. There are two types of
attestation events, User Attestation and Resource Attestation. No new events can
be added to attestation although the existing workflows can be modified similar to
other subworkflows.

11.6.4 Creating and Configuring Tasks and Responses

A workflow can consist of more than one task. This section discusses the following
topics related to tasks:

General Menu Options
Task Options

Response Options

Developing Resource Objects 11-31



Using the Resource Workflows Option to Create and Modify Workflows

Link Options
Configuring Tasks

Configuring Responses

11.6.4.1 General Menu Options

You can right-click the designer page to display a menu with general options to create
tasks and responses. The general menu options are:

Create New Task: Creates a new task with a default name, which can be further
modified and configured. The task is represented as an icon.

Insert Existing Task: Displays the Existing Tasks dialog box with the list of all
existing tasks across the subworkflows except the tasks present in the current
subworkflow and the main user, organization, resource, and form event tasks for
provisioning workflows. You can select a task and insert it in the current
workflow.

Create Response: Creates a new response with a default response code, which can
be further modified and configured. The response is represented as an icon.

Various options are available when you right-click the task icons, response icons, and
the links between the tasks and responses.

11.6.4.2 Task Options

You can right-click a task icon to display a menu that provides the following options
related to tasks:

Link To Response: This option is used to link a task to a response. To use this
option, first create a response. When you select this menu item, a link is displayed
starting from the task icon. This link extends with the mouse pointer. When you
click the response, the arrowhead of the link positions itself on the response, and
the response is created for the task.

Link To Undo Task: This option is used to link two tasks with the undo
relationship. It is used when you want to add a task as the undo task of the current
selected task. To do this:

1. Select the task to which the undo task is to be added.
2. Right-click the task icon, and select the Link To Undo Task menu item.
3. Select the target tasks icon to add it as the undo task.

Note: If the Display Undo Tasks option in the Display Options
toolbar is selected with the value No, then the Undo task will not be
visible after creating the undo relationship. To see the undo task,
select Yes for the Display Undo Tasks option.

Link To Recovery Task: This is used to link two tasks with the recovery
relationship. It is used when you want to add a task as the recovery task of the
currently selected task. To do this:

1. Select the task to which the recovery task is to be added.
2. Right-click the task icon, and select the Link To Recovery Task menu item.
3. Select the target task to add it as the recovery task.
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Note: If the Display Recovery Tasks option in the Display Options
toolbar button is selected with the value No, then the recovery task
will not be displayed after creating the recovery relationship. To
display the recovery task, select Yes for the Display Recovery Tasks
option.

= Remove Task and Subflow: This is used to remove a task and all the elements
under the task. This includes all the links originating from the task and all their
child elements and their child elements and so on. When the same task is present
in multiple subworkflows and it is removed from one subworkflow, it gets
removed from all the subworkflows where this task has the same parent task,
which is the task whose response-generated tasks contain the current removed
task.

Removing a task or the children will not delete the tasks from the system but only
from the workflows. Deleting a task from the system permanently can be done
from the Task Library. Removing tasks from the designer page still keeps the task
definitions and removes them only from the workflows.

11.6.4.3 Response Options

You can right-click a response icon to display a menu that provides the following
options related to responses:

= Add Response Generated Task: This is used to add a task as a
response-generated task for the selected response. To do this:

1. Create the response-generated task.

2. Right-click the response, and select Add Response Generated Task. A link is
created.

3. Select the task. The link positions on the task and the relationship are created.

= Remove: This is used to remove a response. When you select this option, a
confirmation page is displayed. Confirming the deletion removes the response
and all its children. When a response is removed that contains generated tasks,
then those tasks will be removed but not deleted. When a task is removed, it is
removed only from the workflow and is not deleted permanently. You can
permanently delete a task from the Task Library.

11.6.4.4 Link Options

You can remove the relationships between some elements by right-clicking the link
and clicking the Remove option. This option is not available for all links. For example,
for reconciliation workflows, you cannot delete the default tasks connected to the start
marker. Therefore, you cannot remove the relationship between the start markers and
the default tasks. The link for which you can remove the relationship is highlighted
with a broken arrow when you roll your mouse on the relationship. When the arrow is
highlighted, right-click the arrow and the Remove option is displayed. This helps in
removing the link between a response and a task and to assign another response to the
task, or to assign another task to the response, without the need to delete the link and
create new ones.
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11.6.4.5 Configuring Tasks

You can configure tasks in the Workflow Designer by using the Task Details dialog
box. This dialog box is shown in Figure 11-22. To open the Task Details dialog box,
double-click the task icon on the designer page.

Figure 11-22 Task Details Dialog Box

O Task Details
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This section discusses the following tabs in the Task Details dialog box:
= General Tab

= Automation Tab

= Notification Tab

s Task Assignment Tab

s Depends On Tab

= Resource Status Management Tab

General Tab
Figure 11-23 shows the General tab of the Task Details dialog box.
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Figure 11-23 General Tab
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This tab lets you specify the general information about the task:

Task Name: This is the name of the process task. This field can be edited, except
when the task name cannot be changed. For example, on the Form Events page,
the event task for parent field update.

Task Description: This is descriptive information about the process task.

Retry Configuration: This section is present only for provisioning workflows and
consists of the following options:

Retry Interval: If a process task has the Rejected status, then this is the time
interval in minutes before Oracle Identity Manager inserts a new instance of
that task with a Pending status.

Retry Attempt Limit: This is the number of times Oracle Identity Manager
retries a rejected task.

Properties: This section has the following options:

Allow Multiple Instances: This check box determines whether or not the
process task can be inserted into the current process more than once. If you
select this check box, then multiple instances of the process task can be added
to the process. If you deselect this check box, then the process task can be
added to the current process only once.

Required for Workflow Completion: This check box determines whether or
not the current process task must be completed for the process to be
completed. If you select this check box, then the process cannot be completed
if the process task does not have a Completed status. If you deselect this
check box, then the status of the process task does not affect the completion
status of the process.

Complete On Recovery: This check box determines whether or not the status
of the task must be set to Completed on completion of the recovery tasks.

Allow Cancellation While Pending: This check box determines whether or
not the process task can be canceled if its status is Pending. If you select this
check box, then the process task can be canceled if it has a Pending status. If
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you deselect this check box, then the process task cannot be canceled if its
status is Pending.

— Disable Manual Insert: This check box determines whether or not a user can
manually add the current task to the workflow. If this check box is selected,
then the task cannot be added to the workflow manually. If you deselect this
check box, then a user can add the task to the process.

Automation Tab
Figure 11-24 shows the Automation tab of the Task Details dialog box.

Figure 11-24 Automation Tab
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The Automation tab lets you attach an event handler or an adapter with the task that
helps in the automation of the process task.

The options on this tab are divided into two parts. The task automation section shows
the currently attached adapter with the status of the adapter. The Adapter Mappings
section shows the adapter variable mappings. There are buttons on the tab that enable
you to add an adapter or event handler, remove the adapter, and edit the variable
mappings when an adapter is attached.

When you click Add Adapter, a dialog box is displayed. This dialog box consists of a
section for the handler type with an option each for system event handlers and
adapters. Selecting each option displays the corresponding descriptive text below the
handler type section. You can select an item in the list and click Add.

The Adapter Mappings section shows the variables associated with the adapters along
with the mappings. It displays the variable name and whether or not it has been
mapped. When you select a variable, the Edit Variable Mapping button is enabled.
You can click this button to open the Adapter Mappings dialog box with all the
various options available to map this variable. This dialog box provides the following
options:
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= Variable Name: This text label displays the name of the adapter variable for
which you are setting a mapping, such as UUID.

= Data Type: This text label displays the data type of the adapter variable. For
example, String is the data type for the UUID variable.

= Map To: This list displays the types of mappings that you can set for the adapter
variable, such as IT Resources.

When you map the adapter variable to a location or contact, Oracle Identity
Manager enables a list with values for a specific type of location or contact to
which you are mapping the adapter variable. In addition, if you map the adapter
variable to a custom process form and this form contains child tables, then Oracle
Identity Manager enables the adjacent list. From this list, select the child table to
which you are mapping the adapter variable. If you are not mapping the adapter
variable to a location, contact, or child table of a custom process form, then this list
is disabled.

s Qualifier: This list contains the qualifiers for the mapping that is selected in the
Map To list, such as IT Asset.

= Old Value: This check box specifies whether or not you map the adapter variable
to the value that was originally selected in the Qualifier check box before
modification. Process task adapters associated with process tasks are conditionally
triggered when some field on the process form is changed. If you select the Old
Value option and the process task is marked Conditional, then the value that is
passed to the adapter is the previous value of the field or variable for which the
mapping is being selected. This is useful for fields that accept passwords. For
example, if you want to disallow setting the password to the same value, then you
can use the old value for comparison. If you are not mapping the adapter variable
to a field that belongs to a child table of a custom process form, then this check box
is disabled.

Note: Different fields may be displayed in the Adapter Mappings
dialog box, based on what you select from the Qualifier and Map To
lists.

Notification Tab
Figure 11-25 shows the Notification tab of the Task Details dialog box.
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Figure 11-25 Notification Tab
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This tab lets you designate the e-mail notification to be generated when the current
process task achieves a particular status. For each status that a task can achieve, a
separate e-mail notification can be generated. If an e-mail notification is no longer
valid, then you can remove it from the Notification tab.

Note: For Oracle Identity Manager to send an e-mail notification to a
user, a template for the e-mail message must first be created by using
the E-mail Definition form.

There are three buttons in the dialog box: Add Notification, Remove Notification, and
Edit Notification. You can use these buttons to configure the notifications tab by
adding, deleting, and editing notifications.

Task Assignment Tab
Figure 11-26 shows the Task Assignment tab of the Task Details dialog box.
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Figure 11-26 Task Assignment Tab
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This tab lets you add task assignment rules for the current task. It provides options to
add the rules, assignment type, whom the task must be assigned to, adapter, e-mail
template, and escalation time. The added rules are displayed in a tree based on the
priority. The shortcut menu that is displayed when you right-click the rule provides
options to change the priority of the rule, and to edit or delete the rule.

When you click Add Task Assignment Rule, the Task Assignment Rule dialog box
opens with different input fields needed for assignments, as shown in Figure 11-27.
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Figure 11-27 Task Assignment Rule Dialog Box
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The Task Assignment Rule dialog box provides the following options:
= Rule Name: A lookup field with a list of the rules.
= Assignment Types: A lookup field with the following options for assignment
types:
- Object Administrator User with Least Load
- Group User with Least Load
— Request Target Users Manager
- Object Administrator
- User
- Object Authorizer User with Least Load
— Requestor's Manager
- Group

= Assign To: A lookup field. The values of this field vary with the selection in the
Assignment Types field. Therefore, the value selected in the Assignment Types
field is validated first.

= Adapter: A lookup field that brings up a list of the available task assignment
adapters.

»  Email Template: A lookup field that opens a dialog box with a list of e-mail
templates from which to choose.

= Send Email: A check box. When this is selected, Oracle Identity Manager sends
the e-mail notification to a user or role after the current process task is assigned.

»  Escalation Time (ms): A text field to specify the amount of time (in milliseconds)
in which the user or role has to complete the process task. The user or role is
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associated with the rule that Oracle Identity Manager triggers. If this process task
is not completed within the allotted time, then Oracle Identity Manager reassigns
it to another user or role. The escalation rule adheres to the order defined by the
assignment type parameter.

When an assignment rule is created, it is displayed in the Task Assignment tab of the
Task Details dialog box with a tree structure.

Depends On Tab
Figure 11-28 shows the Depends On tab of the Task Details dialog box.

Figure 11-28 Task Details Dialog Box
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This tab lets you add tasks that the current task will depend on. This is useful in
setting up dependencies between tasks. This dialog box consists of buttons to add and
remove tasks from this list. Any task in this list must be run before the current task is
run.

When you click Add Preceding Task, the Assign Preceding Task dialog box is
displayed. This dialog box list the tasks and the corresponding workflows in which
they are used. You can select a task from this list and click OK.

When you select a task from the list and click Remove Preceding Task, the task is
removed from the list.

Resource Status Management Tab

Figure 11-29 shows the Resource Status Management tab of the Task Details dialog
box.
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Figure 11-29 Resource Status Management Tab
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This tab lets you establish a link between the status of a process task and the
provisioning status of the resource object to which it is assigned.

A resource object contains data that is used to provision resources to users and
applications. In addition, a resource object is provided with predefined provisioning
statuses. Provisioning status changes through the life cycle of the resource object after
the provisioning kicks off. The provisioning status represents the various statuses of
the resource object throughout its lifecycle when it is provisioned to the target user or
organization. The provisioning status of a resource object is determined by the status
of its associated provisioning processes, as well as the tasks that comprise these
processes. For this reason, a link between the status of a process task and the
provisioning status of the resource object to which it is assigned must be provided.

This tab provides two columns that display the tasks status and the resource status.
When no mappings are done, the list under the resource status column has a value of
None for all task status. When you click Assign Status Mapping, the Object Status
dialog box is displayed. This dialog box has the list of resource statuses from which to
select and map to the task status.

After you make changes on all the tabs of the Task Details dialog box, click Apply to
apply all changes to the task. Alternatively, click Cancel to cancel the operation.

11.6.4.6 Configuring Responses

You can double-click a response icon to open the Response Details dialog box that
provides options to configure the response. Figure 11-30 shows the Response Details
dialog box.
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Figure 11-30 Response Details Dialog Box
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The Response Details dialog box has the following fields:

= Response Code: This field is used to specify the response code. This code for the
response uniquely identifies a response for a task.

= Response Status: This lookup field is used to select the response status, such as
Cancelled, Completed, or Rejected.

= Response Description: This field is used to provide a description of the response.

After you specify the response configuration information, click Update Response to
apply the input for the response. In the designer page, the response code is displayed
in the response icon.

11.6.5 Configuring Data Flows

Data flows are used for transferring data to the workflow form fields without the need
for the user to enter information. This is used for both provisioning and reconciliation.
For provisioning, form data flows are used. For reconciliation, reconciliation data
flows are used.

In reconciliation data flows, the flow is from reconciliation fields to workflow fields
instead of between resource fields and workflow fields. For a trusted resource, the
user attributes are displayed instead of the workflow form fields.

The Configure Reconciliation Data Flows page is used to define the relationship
between the data elements in the target resource or trusted source and the fields
within Oracle Identity Manager with which they are to be linked.

Only the fields defined in the Reconciliation Fields section of the associated resource
are available for mappings. These mappings are used to determine which fields in
Oracle Identity Manager must be populated with the information provided by using
reconciliation events from the target system. In addition, for target resources, the key
fields are indicated on this tab. Key fields are fields for which the values on the process
form and the reconciliation event must be the same for a match to be generated on the
Processes Matched Tree tab of the Reconciliation Manager form.
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Note: The reconciliation fields created in the Reconciliation Fields
tab of the associated resource can be of the types Multi-Valued, String,
Number, Date, and IT resource.

You configure reconciliation data flow on the Configure Reconciliation Data Flows
page. The reconciliation data flow rules are as follows:

= When a workflow form field or child table is mapped to a reconciliation field, it
cannot be mapped to another field unless the first one is removed.

= Each reconciliation field can be mapped only once.

Figure 11-31 shows the Configure Reconciliation Data Flows page.

Figure 11-31 Configure Reconciliation Data Flows Page
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An additional property for reconciliation data flows is called the Key Reconciliation
field. Each workflow field that is mapped for data flow can be set as a key field for
reconciliation. This means that the reconciliation rules corresponding to this field must
be met. This is represented in the form of a disabled key icon next to an established
data flow. By default, each field is not a key field. To set a field as a key field, click the
key icon. Click the key icon again to remove the key field setting.

Clicking the key icon sets the field as a key field, and the icon changes to an enable key
icon. Clicking the icon again removes the field as a key field.
See Also:

s Chapter 28, "Customizing Oracle Identity Manager Interfaces" for
information about customizing the Workflow Designer

»  Chapter 31, "Using APIs" for information about the API methods
used by the Workflow Designer
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11.7 Creating IT Resources

To create an IT resource:

1.

In the Welcome page of the Advanced Administration, under Configuration, click
Create IT Resource.

Alternatively, click the Configuration tab, click Resource Management, and then
select Create IT Resource.

On the Step 1: Provide IT Resource Information page, enter the following
information:

= IT Resource Name: Enter a name for the IT resource.
= IT Resource Type: Select an IT resource type for the IT resource.

If you want to create an IT resource of the Remote Manager type, then select
Remote Manager from the IT Resource Type list.

= Remote Manager: If you want to associate the IT resource with a particular
remote manager, then select the remote manager from this list. If you do not
want to associate the IT resource with a remote manager, then leave this field
blank.

Note: If you select Remote Manager from the IT Resource Type list,
then you must not select a remote manager from the Remote Manager
list.

Click Continue.

On the Step 2: Specify IT Resource Parameter Values page, specify values for the
parameters of the IT resource, and then click Continue.

On the Step 3: Set Access Permission to IT Resource page, if you want to assign
roles to the IT resource and set access permissions for the roles, then:

a. Click Assign Role.

b. For the roles that you want to assign to the IT resource, select Assign and the
access permissions that you want to set. For example, if you want to assign the
ALL USERS role and set the Read and Write permissions to this role, then you
must select the respective check boxes in the row, as well as the Assign check box,
for this role.

c. Click Assign.

On the Step 3: Set Access Permission to IT Resource page, if you want to modify
the access permissions of roles assigned to the IT resource, then:

Note: You cannot modify the access permissions of the SYSTEM
ADMINISTRATORS role. You can modify the access permissions of
only other roles that you assign to the IT resource.

a. Click Update Permissions.

b. Depending on whether you want to set or remove specific access permissions
for roles displayed on this page, select or deselect the corresponding check boxes.

c. Click Update.
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10.
11.

12.

On the Step 3: Set Access Permission to IT Resource page, if you want to unassign
a role from the IT resource, then:

Note: You cannot unassign the SYSTEM ADMINISTRATORS role.
You can unassign only other roles that you assign to the IT resource.

a. Select the Unassign check box for the role that you want to unassign.
b. Click Unassign.
Click Continue.

On the Step 4: Verify IT Resource Details page, review the information that you
provided on the first, second, and third pages. If you want to make changes in the
data entered on any page, click Back to revisit the page and then make the
required changes.

To proceed with the creation of the IT resource, click Continue.

The Step 5: IT Resource Connection Result page displays the results of a
connectivity test that is run using the IT resource information. If the test is
successful, then click Create. If the test fails, then you can perform one of the
following steps:

»  Click Back to revisit the previous pages and then make corrections in the IT
resource creation information.

»  Click Cancel to stop the procedure, and then begin from the first step onward.

= Proceed with the creation process by clicking Continue. You can fix the
problem later, and then rerun the connectivity test by using the Diagnostic
Dashboard.

Note: If no errors are encountered, then the label of the button is
Create, not Continue.

See "Test Basic Connectivity" on page 16-11 for more information.

Click Finish.

11.8 Managing IT Resources

To locate an IT resource:

1.

In the Welcome page of the Advanced Administration, under Configuration, click
Manage IT Resource.

Alternatively, click the Configuration tab, click Resource Management, and then
select Manage IT Resource.

On the Manage IT Resource page, you can use one of the following search options
to locate the IT resource that you want to view:

m IT Resource Name: Enter the name of the IT resource, and then click Search.

»  IT Resource Type: Select the IT resource type of the IT resource, and then click
Search.

s Click Search.
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On the Manage IT Resource page, the list of IT resources that meet the search criteria is
displayed.

From this point onward, you can perform one of the following procedures on the IT
resource:

Viewing IT Resources
Modifying IT Resources

Deleting IT Resources

11.8.1 Viewing IT Resources

To view an IT resource:

1.

From the list of IT resources displayed in the search results, click the IT resource
name.

Note: If you want to edit the IT resource, then click the edit icon in
the same row.

If you want to view the IT resource parameters and their values, then select
Details and Parameters from the list at the top of the page. Similarly, if you want
to view the administrative roles assigned to the IT resource, then select
Administrative Roles from the list.

11.8.2 Modifying IT Resources

To modify an IT resource:

1.

5.

From the list of IT resources displayed in the search results, click the edit icon for
the IT resource that you want to modify.

If you want to modify values of the IT resource parameters, then:

a. Select Details and Parameters from the list at the top of the page.
b. Make the required changes in the parameter values.

c. To save the changes, click Update.

If you want to modify the administrative roles assigned to the IT resource, first
select Administrative Roles from the list at the top of the page and then perform
the required modification.

If you want to unassign an administrative role, select the Unassign check box in
the row in which the role name is displayed and then click Unassign.

Note:

s When you click Unassign, the administrative roles that you select
are immediately unassigned from the IT resource. You are not
prompted to confirm that you want to unassign the selected
administrative roles.

= You cannot unassign the SYSTEM ADMINISTRATORS role.

If you want to assign new administrative roles to the IT resource, then:

Developing Resource Objects 11-47



Managing Resources By Using the Design Console

a. Click Assign Role.

b. For the administrative roles that you want to assign to the IT resource, select the
access permission check boxes and the Assign check box.

c. Click Assign.

If you want to modify the access permissions of the administrative roles that are
currently assigned to the IT resource, then:

a. Click Update Permissions.

b. Depending on the changes that you want to make, select or deselect the check
boxes in the table.

Note: You cannot change the access permissions of the SYSTEM
ADMINISTRATORS role.

c. To save the changes, click Update.

11.8.3 Deleting IT Resources

To delete an IT resource:

1.

2.

From the list of IT resources displayed in the search results, click the Delete icon
for the IT resource that you want to delete.

To confirm that you want to delete the IT resource, click Confirm Delete.

11.9 Managing Resources By Using the Design Console

This chapter describes resource management in the Design Console. It contains the
following sections:

Overview of Resource Management
IT Resources Type Definition Form
Rule Designer Form

Resource Objects Form

Service Account Management

11.9.1 Overview of Resource Management

The Resource Management folder provides you with tools to manage Oracle Identity
Manager resources. This folder contains the following forms:

IT Resources Type Definition: Use this form to create resource types that are
displayed as lookup values on the IT Resources form.

Rule Designer: Use this form to create rules that can be applied to password
policy selection, automatic role membership, provisioning process selection, task
assignment, and prepopulating adapters.

Resource Objects: Use this form to create and manage resource objects. These
objects represent resources that you want to make available to users and
organizations.

11-48 Oracle Fusion Middleware Developer's Guide for Oracle Identity Manager



Managing Resources By Using the Design Console

See Also: See Chapter 2, "Developing Adapters" and Chapter 3,
"Using Adapters" for more information about adapters and adapter
tasks

11.9.2 IT Resources Type Definition Form

The IT Resources Type Definition form is in the Resource Management folder. You use
the IT Resources Type Definition form to classify IT resource types, for example, AD,
Microsoft Exchange, and Solaris. Oracle Identity Manager associates resource types
with resource objects that it provisions to users and organizations.

After you define an IT resource type on this form, it is available for selection when you
define an IT resource. The type is displayed in the Create IT Resource and Manage IT
Resource pages of Advanced Administration.

IT resource types are templates for the IT resource definitions that reference them. If
an IT resource definition references an IT resource type, the resource inherits all of the
parameters and values in the IT resource type. The IT resource type is the general IT
classification, for example, Solaris. The resource is an instance of the type, for example,
Solaris for Statewide Investments.

You must associate every IT resource definition with an IT resource type.

Figure 11-32 shows the IT Resources Type Definition form.

Figure 11-32 The IT Resources Type Definition Form
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Table 11-8 describes the fields of the IT Resources Type Definition form.

Table 11-8 Fields of the IT Resources Type Definition Form

Field Name Description

Server Type The name of the IT resource type

Insert Multiple Specifies whether or not this IT resource
type can be referenced by more than one IT
resource
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Note: If an IT resource must access an external resource but is not
able to do so by using the network, you must associate it with a
remote manager. For more information, see "Installing and
Configuring a Remote Manager" in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Identity Manager.

11.9.2.1 Defining a Template (a Resource Type) for IT Resources
To define an IT resource type:

1. Enter the name of the IT resource type in the Server Type field, for example,
Solaris.

2. To make the IT resource type available for multiple IT resources, select Insert
Multiple.

3. Click Save.

The IT resource type is defined. You can select it when defining IT resources in the
Create IT Resource page of Advanced Administration.

11.9.2.2 Tabs on the IT Resource Type Definition Form

After you save the basic information for a new IT resource type, and when an IT
resource type is returned on a query, the fields on the tabs of the IT Resources Type
Definition form's lower region are enabled.

The IT Resources Type Definition form contains the following tabs:
s IT Resource Type Parameter tab

s IT Resource tab

11.9.2.2.1 IT Resource Type Parameter Tab You use the IT Resource Type Parameter tab
to specify default values and encryption settings for all connection parameters for the
IT resource type, as shown in Figure 11-32. Oracle recommends that you do not
specify default values for passwords and encrypted fields. Parameters and values on
this tab are inherited by all IT resources that reference this IT resource type.

When you define a new parameter, the parameter and its values and encryption
settings are added to the current IT resource type and to any new or existing IT
resource definitions that reference this IT resource type. For an applicable resource
definition, the new parameter is displayed in the Details and Parameters section of
the Create IT Resource and Manage IT Resource pages of Advanced Administration.

Note: You can customize the values and encryption settings for these
parameters within each IT resource.

Adding a Parameter to an IT Resource Type
To add a parameter to an IT Resource Type:

1. Click Add.

A new row is displayed in the IT Resource Type Parameter tab.
2, In the Field Name field, enter the name of the parameter.
3. In the Default Field Value field, enter a default value.

This value is inherited by all IT resources that reference this IT resource type
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4. Select or clear the Encrypted option.

This check box determines if this parameter's value is masked, that is, represented
with asterisk (*) in a form field.

If you want the parameter's value to be masked, select this check box.

5. Click Save.

Removing a Parameter from an IT Resource Type
To remove a parameter from an IT Resource Type:

1. Select the parameter you want to remove.
2. Click Delete.
The parameter and its associated value are removed from the IT resource type and

from IT resource definitions that reference this type.

11.9.2.2.2 IT Resource Tab This tab displays IT resources that reference a selected IT
resource type. All IT resources on this tab share the same parameters, but the values
can be unique for each IT resource.

11.9.2.3 IT Resource Type Definition Table
The IT Resource Type Definition Table displays the following information:

Field Name Description

Server Type The name of the resource asset type, as defined in the IT
Resource Type Definition form

Insert Multiple Indicates whether or not multiple instances of this IT
Resource Definition can be created

11.9.3 Rule Designer Form

Rules are criteria that enable Oracle Identity Manager to match conditions and take
action based on them. A rule can be assigned to a specific resource object or process, or
a rule can apply to all resource objects or processes.

The following are examples of rule usage:
s Determining a password policy to apply to a resource object of type Application.
= Enabling users to be added to roles automatically.

= Specifying the provisioning process that apply to a resource object after that
resource object is assigned to a request.

s Determining how a process task is assigned to a user.

s Specifying which prepopulate adapter is executed for a given form field.

See Also: Oracle Identity Manager Tools Reference for more
information about prepopulate adapters

The Rule Designer form shown in Figure 11-33 is in the Resource Management folder.
You use this form to create and manage rules that are used with resources.
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Figure 11-33 Rule Designer Form
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There are four types of rules:

General: Enables Oracle Identity Manager to add a user to a role automatically and to
determine the password policy that is assigned to a resource object.

Process Determination: Determines the provisioning processes for a for a resource
object.

Task Assignment: Specifies the user or role that is assigned to a process task.
Prepopulate: Determines which prepopulate adapter is executed for a form field.
A rule contains the following items:

A rule element: Consists of an attribute, an operator, and a value. In Figure 11-33, the
attribute is User Login, the operator is ==, and the value is XELSYSADM.

A nested rule: If one rule must be placed inside another rule for logic purposes, the
internal rule is known as a nested rule. In Figure 11-33, a Rule to Prevent Solaris
Access is nested in a Rule for Solaris.

An operation: When a rule contains multiple rule elements or nested rules, an
operation shows the relationship among the components. In Figure 11-33, if the AND
operation is selected, the User Login==XELSYSADM rule element and the Rule to
Prevent Solaris Access nested rule must both be true for the rule to be
successful.

Table 11-9 describes the fields of the Rule Designer form.

Table 11-9 Fields of the Rule Designer Form

Field Name Description

Name The rule's name.
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Table 11-9 (Cont.) Fields of the Rule Designer Form

Field Name Description

AND/OR These options specify the operation for the rule.

To stipulate that a rule is successful only when all the outer rule
elements and nested rules are true, select AND. To indicate that a rule
is successful if any of its outer rule elements or nested rules are TRUE,
select OR.

Important: These options do not reflect the operations for rule elements
that are contained within nested rules. In Figure 11-33, the AND
operation applies to the User Login == XELSYSADM rule element
and the Rule to Prevent Solaris Access nested rule. However,
this operation has no effect on the Object Name != Solaris rule
element within the Rule to Prevent Solaris Access rule.

Type The rule's classification status. A rule can belong to one of four types:

= General: Enables Oracle Identity Manager to add a user to a role
automatically and determines the password policy that is assigned
to a resource object.

= Process Determination: Determines the provisioning processes for
a resource object.

»  Task Assignment: Determines which user or role is assigned to a
process task.

= Prepopulate: Determines which prepopulate adapter is used for a
form field.

Sub-Type A rule of type Process Determination, Task Assignment, or Prepopulate
can be categorized into one of four subtypes:

= Organization Provisioning: Classifies the rule as a provisioning
rule. Determines the organization for which a process is
provisioned, a task is assigned, or the prepopulate adapter is
applied.

= User Provisioning: Classifies the rule as a provisioning rule.
Determines the user for which a process is provisioned, a task is
assigned, or a prepopulate adapter is applied.

For Task Assignment or Prepopulate rule types, the approval and
standard approval items are not displayed in the Sub-Type box. The
Sub-Type box is grayed out for the General rule type.

Object The resource object to which this rule is assigned.

All Objects If selected, the rule can be assigned to all resource objects.
Process The process to which this rule is assigned.

All Processes If selected, the rule can be assigned to all processes.
Description Explanatory information about the rule.

11.9.3.1 Creating a Rule

To create a rule:

Note: In the following procedure, note that the options do not apply
to rule elements within nested rules. For example, in Figure 11-33 the
AND operation applies to the User Login==XELSYSADM rule
element and the Rule to Prevent Solaris Access nested rule. But this
operation has no effect on the Object Name != Solarisrule
element in the Rule to Prevent Solaris Access rule.
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1. Open the Rule Designer form.
2. In the Name field, enter the name of the rule.

3. To stipulate that a rule is successful only when all of its rule elements or nested
rules are true, select the AND option.

To indicate that a rule is successful if any of its rule elements or nested rules are
true, select the OR option.

4. Click the Type box, and in the custom menu select the classification status
(General, Process Determination, Task Assignment, or Prepopulate) to associate
with the rule.

For Process Determination, click Sub-Type and select the classification status
(Organizational Provisioning, User Provisioning, Approval, or Standard
Approval) to associate with the rule.

For Task Assignment or Prepopulate, click Sub-Type and select the classification
status (Organization Provisioning or User Provisioning) to associate with the
rule.

If you select General from the Type box, go to Step 7.

5. To associate the rule with a single resource object, double-click the Object lookup
field, and in the Lookup dialog box select a resource object.

If you want the rule to be available to all resource objects, select the All Objects
option.

6. To assign a rule to one process, double-click the Process lookup field, and from the
Lookup dialog box, select the process to associate with the rule.

Note: The only processes that are displayed in this Lookup window
are the ones that are associated with the resource object you selected
in Step 5.

If you want the rule to be available to all processes, select the All Processes option.

Note: If you select a resource object in Step 5 by selecting the All
Processes option, this rule is available to every process that is
associated with the selected resource object.

7. In the Description field, enter explanatory information about the rule.

8. Click Save.

11.9.3.2 Tabs on the Rule Designer Form

The Rule Designer form contains the following tabs:

= Rule Elements tab

= Usage tab

Each of these tabs is discussed in the following sections.

11.9.3.2.1 Rule Elements Tab From this tab, you can create and manage elements and

nested rules for a rule. For example, in Figure 11-34, the Rule for Solaris
contains the User Login==XELSYSADM rule element. It also has a nested Rule to
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Prevent Solaris Access. Figure 11-34 displays the Rule Elements tab of the Rule
Designer form.

Figure 11-34 Rule Elements Tab of the Rule Designer Form
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The rule in Figure 11-34 can be applied to a provisioning process for the Solaris
resource object. After this resource object is assigned to a request, the rule is triggered.
If the target user's login is XELSYSADN, and the name of the resource object is
Solaris, the Solaris resource object is provisioned to the user. Otherwise, the user
cannot access Solaris.

When a rule element or nested rule is no longer valid, remove it from the rule.
The following procedures describe how to:

= Add arule element to a rule

= Add anested rule to a rule

s Remove a rule element or nested rule from a rule

Adding a Rule Element to a Rule
To add a rule element to a rule:

1. Click Add Element.
The Edit Rule Element dialog box is displayed.

The custom menus in the boxes on the Edit Rule Element dialog box reflect the
items in the Type and Sub-Type boxes of the Rule Designer form.

Table 11-10 describes the data fields in the Edit Rule Element dialog box.

Table 11-10 Fields of the Edit Rule Element Dialog Box

Name Description

Attribute Source From this box, select the source of the attribute. For example, if the
attribute you wish to select is Object Name, the attribute source to
select would be Object Information.
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Table 11-10 (Cont.) Fields of the Edit Rule Element Dialog Box

Name Description

User-Defined Form This field displays the user-created form that is associated with the
attribute source that is displayed in the adjacent box.

Note: If Process Data are not displayed in the Attribute Source
box, the User-Defined Form field will be empty.

Attribute From this box, select the attribute for the rule.

Operation From this box, select the relationship between the attribute and the
attribute value (== or !=)

Attribute Value In this field, enter the value for the attribute.

Note: The attribute's value is case-sensitive.

2. Set the parameters for the rule you are creating, as shown in Figure 11-35.

Figure 11-35 Edit Rule Element Window
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In this example, if the Login ID of the target user is XELSYSADM, the rule element
is true. Otherwise, it is false.

See Also: For more information about the parameters, see "Rule
Elements Tab" on page 11-54.
3. From the Toolbar of the Edit Rule Element dialog box, click Save, and click Close.
The rule element is displayed in the Rule Elements tab of the Rule Designer form.
4. From the main screen's toolbar, click Save.

The rule element is added to the rule.

Adding a Nested Rule to a Rule

To nest a rule within a rule:

Note: In the following procedure, only rules of the same type and
subtype as the parent rule are displayed in the Select Rule window.

1. Click Add Rule.
The Select Rule dialog box is displayed.
2. Select a nested rule and click Save.

3. C(Click Close.
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The nested rule is displayed in the Rule Elements tab of the Rule Designer form.
4. From the main screen's Toolbar, click Save.

The nested rule is added to the rule.

Removing a Rule Element or Nested Rule from a Rule
To remove a rule element or a nested rule:

1. Select the rule element or nested rule that you want to remove.
2. Click Delete.
The rule element or nested rule is removed from the rule.
11.9.3.2.2 Usage Tab This tab is displayed on the Rule Designer form. The information

in the Usage tab reflects the rule's classification type. For example, if a rule type is
prepopulate, the user-created field that this rule is applied to is displayed in this tab.

Figure 11-36 shows the Usage tab.

Figure 11-36 Usage Tab of the Rule Designer Form
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This tab displays the following items:

= The password policy, resource object, process, process task, auto-role membership
criteria, role, Oracle Identity Manager form field, and prepopulate adapter
associated with a rule.

= A one-letter code, signifying the rule's classification type: P=Provisioning.
This code is displayed for process determination rules only.

»  The rule's priority number.
11.9.3.3 Rule Designer Table

The Rule Designer Table, as shown in Figure 11-37, displays all available rules defined
in the Rule Designer form.

Developing Resource Objects 11-57



Managing Resources By Using the Design Console

Figure 11-37 Rule Designer Table
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Table 11-11 shows the information displayed in the Rule Designer Table.

Table 11-11 Information in the Rule Designer Table

Field Name Description
Rule Name The name of the rule.
Rule Type A rule can belong to one of four types:

= General: Enables Oracle Identity Manager to add a
user to a role automatically and determines the
password policy that is assigned to a resource object.

= Process Determination: Determines the provisioning
processes that are selected for a resource object.

= Task Assignment: Determines which user, role, or
both are assigned to a process task.

= Pre-Populate: Determines which prepopulate adapter
is executed for a given form field.

Rule Sub-Type A rule of type Process Determination, Task Assignment,
or Pre-Populate can be categorized into one of four
sub-types:

= Organization Provisioning: Classifies the rule as a
provisioning rule.

You use this subtype to determine the organization
for which a process is provisioned, a task is assigned,
or the prepopulate adapter is applied.

= User Provisioning: Classifies the rule as a
provisioning rule.

You use this subtype to determine the user for which
a process is provisioned, a task is assigned, or a
pre-populate adapter is applied.

Rule Operator The relationship between the attribute and the attribute
value represented by the == or != operators.

Description Explanatory information about the rule.

Last Updated The date when the rule was last updated.

11.9.4 Resource Objects Form

The Resource Objects form is in the Resource Management folder. You use this form to
create and manage the resource objects for the Oracle Identity Manager resources that
you want to provision for organizations or users. Resource object definitions are
templates for provisioning the resource. However, the provisioning of the resource
depends on the design of the provisioning processes that you link to the resource
object.
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Table 11-12 describes the data fields of the Resource Objects form.

Table 11-12  Fields of the Resource Objects Form

Field Name

Description

Table Name

The name of the resource object form that is associated with this
resource. (This is actually the name of the table that represents the
form.)

Order For
User/Order For
Organization

Options that determine whether or not the resource object can be
requested for users or organizations.

To request the resource object for a user, select Order For User. To
request the resource object for an organization, select Order For
Organization.

Type

The resource object's classification status. A resource object can
belong to one of three types:

= Application: Classifies this resource object as an application.
= Generic: Contains business-related processes.

= System: Oracle Identity Manager uses this type of resource
object internally.

Do not modify system resource objects without first consulting
Oracle.

Allow Multiple

Designates if the resource is provisioned more than once to a user or
organization. If it is selected, the resource object can be provisioned
more than once for each user or organization.

Self Request Allowed

By selecting this check box, users as well as the system administrator
can request the resource object for themselves.

Note: The resources allowed for self request can be further requested
at the request template level.

Allow All

By selecting this check box, the resource object can be requested for
all Oracle users. This setting takes precedence over whether or not
the organization to which a user belongs has allowed the resource
that can be requested for its users.

Provision by Object
Admin Only

This check box determines who can provision this resource.

If this check box is selected, only users who are members of the roles
listed on the Object Administrators tab will be able to provision this
resource object (either directly or by manually initiating the
provisioning process from the request).

If this check box is deselected, no restrictions are placed on who can
directly provision this resource.
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Table 11-12 (Cont.) Fields of the Resource Objects Form

Field Name Description

Sequence Recon If you select this check box, reconciliation events are processed in the
sequence in which they are created.

The application of this feature can be illustrated by the following
example:

Suppose there are two reconciliation events for the OIM User
resource object for user John Doe. The first reconciliation event (E1)
data is as follows:

s Login: testuserl

s First Name: John

= Last Name: Doe

= Organization: Xellerate Users
s Type: End-User

= Role:Full-Time

The second reconciliation event (E2) data is as follows:
» Login: testuserl

s First Name: Johnl

s Last Name: Doel

= Organization: Xellerate Users
= Type: End-User

= Role: Full-Time

Between the first and second events, the first name and last name of
the user was changed.

During trusted source reconciliation, if events are processed in the
order in which they are created, this change in first and last names is
correctly reconciled into Oracle Identity Manager. However, if the
second event is processed before the first one, data in the target
system does not match data in Oracle Identity Manager at the end of
the reconciliation run. This inconsistency will be reflected in the
auditing tables, and will remain until another event from the trusted
source is created for this user.

If you enable the Sequence Recon option, you can ensure that events
for the same entity (for example, same user or same process form) are
processed in the order in which they were created.

Trusted Source You can select this check box if you want to use the resource object
for trusted user reconciliation.

By default, this check box is not selected. It is selected by default only
for the Xellerate User resource object.

11.9.4.1 Creating a Resource Object

To create a resource object:

1. Open the Resource Objects form.

2. In the Name field, enter the name of the resource object.

3. To request the resource object for a user, select Order For User.

To request the resource object for an organization, select Order For Organization.
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10.

Note: A resource object can be requested for either one user or one
organization.

Double-click the Type lookup field.

From the Lookup dialog box that is displayed, select the classification status
(Application, Generic, or System) to associate with the resource object.

If you want multiple instances of the resource object to be requested for a user or
an organization, select the Allow Multiple option. Otherwise, go to Step 6.

If you want to be able to request the resource object for yourself, select the Self
Request Allowed option. Otherwise, go to Step 7.

To provision the resource object for all users, regardless of whether the
organization to which the user belongs has the resource object assigned to it, select
the Allow All check box. Otherwise, go to Step 8.

If you want to use the resource object for trusted source user reconciliation, you
must select the Trusted Source option. Otherwise, go to Step 9.

Note: You must deselect the Self Request Allowed and Allow All
check boxes to ensure that the resource object is not available for
provisioning requests and resource profiles.

To restrict the roles that can provision this resource object to roles that are
displayed in the Object Administrators tab of the Resource Objects form, select
the Provision by Object Admin Only option. This applies to resource objects that
are provisioned directly or by assignment to a request. Otherwise, go to Step 10.

Click Save.

The resource object is created.

11.9.4.2 Tabs on the Resource Objects Form

When you start the Resource Objects form and create a resource object, the tabs of this
form become functional.

The Resource Objects form contains the following tabs:

Depends On Tab

Object Authorizers Tab

Process Determination Rules Tab
Event Handlers/Adapters Tab
Resource Audit Objectives
Status Definition Tab
Administrators Tab

Password Policies Rule Tab
User-Defined Fields Tab

Process Tab

Object Reconciliation Tab
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11.9.4.2.1 Depends On Tab From this tab, you can select resource objects that Oracle
Identity Manager must provision before provisioning the current resource object. If
Oracle Identity Manager can provision the current resource object without first
provisioning a resource object that is displayed on the Depends On tab, you must
remove that resource object from the tab.

The following topics are related to the Depends On tab:
= Selecting a resource object on which the current resource object is dependent

= Removing the dependent resource object

Selecting a Dependent Resource Object
To select a dependent resource object:

1. Click Assign.

The Assignment dialog box is displayed.
2. Select the resource object.
3. Click OK.

The dependent resource object is selected.

Removing a Dependent Resource Object
To remove a dependent resource object:

1. Select the dependent resource object that you want to remove.
2. Click Delete.

The resource object is removed from the Depends On tab.

11.9.4.2.2 Object Authorizers Tab Use this tab to specify roles that are the object
authorizers for this resource. You can select users who are members of the Object
Authorizers roles as targets for task assignments.

Each role on the Object Authorizers tab has a priority number. The priority number
can also be referenced when a task assigned to a role is escalated due to lack of action.
You can increase or decrease the priority number for any role on this tab.

For example, suppose that you configure members of the SYSTEM
ADMINISTRATORS roles to be object authorizers. Also suppose that a process task
associated with this resource object has a task assignment rule attached to it. The first
user authorized to complete this process task is the user with the priority number 1. If
the user does not complete the process task in a user-specified time, Oracle Identity
Manager reassigns the task to the user with the next priority in the SYSTEM
ADMINISTRATORS role.

See Also: "Rule Designer Form" on page 11-51 and "Assignment Tab
of the Editing Task Window" on page 12-29 for more information
about task assignment rules and process tasks

Assigning a Role to a Resource Object
To assign a role to a resource object:

1. Click Assign.
The Assignment dialog box is displayed.

2. Select arole.
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3. Click OK.

The role is selected.

Removing a Role from a Resource Object
To remove a role from a resource object:

1. Select the desired role.
2. Click Delete.

The role is removed from the Object Authorizers tab.
11.9.4.2.3 Process Determination Rules Tab A resource object is a template for the
resource that is provisioned to users or organizations. This template can be linked to
multiple provisioning processes. Oracle Identity Manager uses process determination

rules to select a provisioning process when a resource is requested or directly
provisioned.

Process determination rules provide the following criteria:
= Which provisioning process to select when a resource is requested
= Which provisioning process to select when a resource is provisioned directly

Each provisioning process has a process determination rule. Each rule and process
combination has a priority number that indicates the order in which Oracle Identity
Manager will evaluate it.

If the condition of a rule is false, Oracle Identity Manager evaluates the rule with the
next highest priority. If a rule is true, Oracle Identity Manager executes the process
associated with it.

Adding a Process Determination Rule to a Resource Object
To add a process determination rule to a resource object:

1. Click Add in the Provisioning Processes region, depending on the rule or process
combination you intend to create.

2. From the row that is displayed, double-click the Rules lookup field.

w

From the Lookup dialog box, select a rule, and assign it to the resource object (only
rules of Process Determination type are available for selection).

Click OK.
In the adjacent column, double-click the Processes lookup field.
From the Lookup dialog box, select a process, and assign it to the rule.

Click OK.

©® N o a &

Enter a numeric value in the Priority field.

This determines the order in which Oracle Identity Manager evaluates the rule
and process combination.

9. Click Save.

The rule and process combination is added to the resource object.

Remove a Process Determination Rule From a Resource Object
To remove a process determination rule from a resource object:

1. Select a rule and process combination.
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2. C(Click Delete.

The rule and process combination is removed from the resource object.

11.9.4.2.4 Event Handlers/Adapters Tab A resource object's provisioning process contains
tasks that must be completed automatically. When this occurs, you must assign an
event handler or an adapter to the resource object. An event handler is a software
routine that provides the processing of this specialized information. An adapter is a
specialized type of event handler that generates Java code, which enables Oracle
Identity Manager to communicate and interact with external resources.

When an event handler or adapter that is assigned to a resource object that is no longer
valid, you must remove it from the resource object.

For this example, the adpAUTOMATEPROVISIONINGPROCESS adapter was
assigned to the Solaris resource object. Once this resource object is assigned to a
request, Oracle Identity Manager triggers the adapter, and the associated provisioning
process is executed automatically.

Assigning an Event Handler or Adapter to a Resource Object
To assign an event handler to an adapter or a resource object:

1. Click Assign.

The Assignment dialog box is displayed.
2. Select an event handler, and assign it to the resource object.
3. Click OK.

The event handler is assigned to the resource object.

Remove an Event Handler or Adapter from a Resource Object

To remove an event handler or adapter from a resource object, perform the following
steps:

1. Select an event handler.
2. Click Delete.
The event handler is removed from the resource object.
11.9.4.2.5 Resource Audit Objectives The Resource Objects form in the Design Console

includes a resource attribute named Resource Audit Objectives. This resource
attribute helps you link resources to regulatory mandates.
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Figure 11-38 The Resource Objects Form
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A lookup is defined for the values of the Resource Audit Objectives resource attribute.
The predefined values in the Resource Audit Objectives list are:

= SOX (Hosts Financially Significant Information)

»  HIPAA (Hosts Private Healthcare Information)

»  GLB (Hosts Non-Public Information)

= Requires Quarterly Review

= Requires Annual Review

You can extend this list by editing the Lookups.Resource Audit Objective.Type lookup

by using the Lookup Definition Form in the Design Console.

11.9.4.2.6 Status Definition Tab You use this tab to set provisioning status for a resource
object. A provisioning status indicates the status of a resource object throughout its
lifecycle, until it is provisioned to the target user or organization.

Every provisioning status of a resource object is associated with a task status for the
relevant provisioning process. Oracle Identity Manager selects the provisioning
process when the resource object is assigned to a request. For example, if the Provision
for Developers process is selected, and a task in this process achieves Completed
status, the corresponding status of the resource object can be set to Provisioned. This
way, you can see how the resource object relates to the provisioning process, quickly
and easily.

A resource object has the following predefined statuses:
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= Waiting: This resource object depends on other resource objects that have not yet
been provisioned.

= Revoked: The resources represented by the resource object are provisioned to
target users or organizations that have been permanently deprovisioned from
using the resources.

= Ready: This resource object either does not depend on any other resource objects,
or all resource objects upon which this resource object depends are provisioned.

After a resource is assigned to a request and the resource object's status is Ready,
Oracle Identity Manager evaluates the process determination rules to determine
the provisioning process. When this happens, the status of the resource object
changes to Provisioning.

= Provisioning: The resource object is assigned to a request and a provisioning
process has been selected.

= Provisioned: The resources represented by the resource object are provisioned to
the target users or organizations.

s Provide Information: Additional information is required before the resources
represented by the resource object can be provisioned to the target users or
organizations.

= None: This status does not represent the provisioning status of the resource object.
Rather, it signifies that a task that belongs to the provisioning process that Oracle
Identity Manager selects has no effect on the status of the resource object.

s Enabled: The resources represented by the resource object are provisioned to the
target users or organizations, and these users or organizations have access to the
resources.

= Disabled: The resources represented by the resource object are provisioned to the
target users or organizations, but these users or organizations have temporarily
lost access to the resources.

Each provisioning status has a corresponding Launch Dependent check box. If the
check box is selected and if the parent resource object achieves that provisioning
status, then Oracle Identity Manager will continue the provisioning of the dependent
resource object.

For example, suppose that the Exchange resource object depends on Active Directory
and has the Launch Dependent check box selected for the Provisioned and Enabled
provisioning statuses. When the provisioning status of Active Directory changes to
Provisioned or Enabled, and if Exchange provisioning is waiting on it, then Oracle
Identity Manager will continue the provisioning process of Exchange.

You might want to add additional provisioning statuses to a resource object to reflect
the various task statuses of a provisioning process. For example, when the status of a
task that belongs to a provisioning process is Rejected, you might want to set the
corresponding provisioning status of the resource object to Revoked.

Similarly, when an existing provisioning status is no longer valid, you must remove it
from the resource object.

The following sections discuss how to add a provisioning status to a resource object
and remove a provisioning status from a resource object.

Adding a Provisioning Status to a Resource Object
To add a provisioning status to a resource object:
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1. Click Add.
2. Add a provisioning status in the Status field.

3. When you want other, dependent resource objects to launch their own
provisioning process once the resource object achieves the provisioning status you
are adding, select the Launch Dependent check box. Otherwise, go to Step 4.

4. C(Click Save.

The provisioning status is added to the resource object.

Removing a Provisioning Status from a Resource Object

The following procedure describes removing a provisioning status from a resource
object:

1. Select a provisioning status.
2. Click Delete.
The provisioning status is removed from the resource object.
11.9.4.2.7 Administrators Tab This tab is used to select roles that can view, modify, and
delete the current resource object.

When the Write check box is selected, the corresponding role can modify the current
resource object. When the Delete check box is selected, the associated role can delete
the current resource object.

The following sections describe how to assign a role to a resource object, and remove a
role from a resource object.

Assigning a Role to a Resource Object
To assign a role to a resource object:

1. Click Assign.

The Assignment dialog box is displayed.
2. Select the role, and assign it to the resource object.
3. Click OK.

The role is displayed in the Administrators tab. By default, all members of this
role can view the active record.

4. If you want this role to be able to modify the current resource object, select the
corresponding Write check box.

Otherwise, go to Step 5.

5. If you want this role to be able to delete the current resource object, select the
associated Delete check box.

Otherwise, go to Step 6.
6. Click Save.

The role is assigned to the resource object.
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Tip: If you want to assign a permission for provisioning resource
objects to users other than members of the SYSTEM
ADMINISTRATORS role, then perform the following steps:

1. Using the Administrative and User Console, add the resource object to
Resources tab for the Xellerate Users organization.

2. Assign a role as the administrator for the resource object.

3. Make the same role as the Administrative Role of Xellerate Users
organization.

4. Assign the Manage Users menu item to the role so that the role members
are able to perform provisioning.

5. In the Design Console, make the role as administrators of various Oracle
Identity Manager entities, such as process definition or form, associated
with the resource object.

For example, if Role A is the administrator of the AD resource
object, then add Role A to the administrator/authorizer tab of
each Oracle Identity Manager entity associated with the AD
resource object.

6. In the Resource Objects form, select the following options:

- Provision by Object Admin Only: Selecting this is mandatory.
See Table 11-12, " Fields of the Resource Objects Form" for
information about this option.

- Any other option as required.

Removing a Role from a Resource Object
To remove a role from a resource object:

1. Highlight the role that you want to remove.
2. Click Delete.

The role is removed from the resource object.

11.9.4.2.8 Password Policies Rule Tab If a resource object is of type Application, and you
want to provision the resource object to a user or organization, you might want that
user or organization to meet password criteria before accessing the resource object.
This password criteria is created and managed in the form of password policies. These
policies are created by using the Password Policies form.

Because the resource object definition is only a template for governing how a resource
is to be provisioned, Oracle Identity Manager must be able to make determinations
about how to provision the resource based on actual conditions and rules. These
conditions might not be known until the resource is actually requested. Therefore,
rules must be linked to the various processes and password policies associated with a
resource. This enables Oracle Identity Manager to decide which ones to invoke in any
given context.

Oracle Identity Manager determines which password policy to apply to the resource
when creating or updating a particular user's account. This is done by evaluating the
password policy rules of the resource and applying the criteria of the policy associated
with the first rule that is satisfied. Each rule has a priority number, which indicates the
order in which Oracle Identity Manager will evaluate it.

The following sections discuss how to add and remove a password policy rule from a
resource object.
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Adding a Password Policy Rule to a Resource Object
To add a password policy rule to a resource object:

1. Click Add.

From the row that is displayed, double-click the Rule lookup field.

From the Lookup dialog box, select a rule, and assign it to the resource object.
Click OK.

In the adjacent column, double-click the Policy lookup field.
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From the Lookup dialog box, select an associated password policy, and assign it to
the resource object.

Click OK.

N

8. Add a numeric value in the Priority field.
This field contains the rule's priority number.
9. Click Save.

The password policy rule is added to the resource object.

Note:

= If the resource type is Order for Organization, you cannot attach a
password policy to the resource object. The exception to this rule
is the Xellerate User resource object. Although this resource object
is of Order for Organization type, password policies can be
attached to it.

= If two or more rules evaluate to True, the password policy
attached to the rule with the highest priority is applied.

» A Default rule is predefined in Oracle Identity Manager. This rule
always evaluates to True. If no rules have been created through
the Rule Designer, a password policy can be attached to the
Default rule.

Removing a Password Policy Rule from a Resource Object
To remove a password policy from a resource object:

1. Select a password policy rule.
2. Click Delete.
The password policy rule is removed from the resource object.
11.9.4.2.9 User-Defined Fields Tab You use this tab to view and access user-defined

fields that were created for the Resource Objects form. After a user-defined field is
created, it is displayed on this tab and can accept and supply data.

See Also: See "User Defined Field Definition Form" on page 15-5 for
instructions about how to create user-defined fields on existing Oracle
Identity Manager forms

11.9.4.2.10 Process Tab The Process tab displays all provisioning processes that are
associated with the current resource object. The Default check boxes on this tab
indicate what provisioning processes are the defaults for the resource.
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Note: You create provisioning processes and associate them with a
resource by using the Process Definition form. Each process can be
linked to a process determination rule by using the Process
Determination Rules tab of the Resource Object form.

For example, suppose that the Solaris resource object has one provisioning processes
(Provision Solaris for Devel.) associated with it. The Provision Solaris for Devel. has
been designated as the default provisioning process for this resource object.

11.9.4.2.11  Object Reconciliation Tab The Object Initial Reconciliation Date field on the
Object Reconciliation Tab displays the date when initial reconciliation was performed
for the resource.

Note: The purpose of initial reconciliation is to bring all the user
accounts from the target system into Oracle Identity Manager.

The date value stored in the Object Initial Reconciliation Date field is used to
distinguish between initial reconciliation and subsequent reconciliations events. This
date value is used by the two exception reports introduced in release 9.1.0. These
exception reports display differences in the entitlements a user must have as
compared to what the user actually has in the target system. The differences in
entitlements are determined by using reconciliation data, along with other data items.
The exception reports return data associated with only those reconciliation events that
are created after the date stored in the Object Initial Reconciliation Date field. In
addition, exception data is generated only if the Initial Object Reconciliation Date field
displays a date value that is in the past. If required, you can enter a date value in this
field so that the exception reports are generated.

The Object Reconciliation tab contains two subtabs, Reconciliation Fields and
Reconciliation Action Rules.

= The Reconciliation Fields tab is used to define the fields on the target resources or
trusted sources that are to be reconciled with (for example, mapped to)
information in Oracle Identity Manager

s The Reconciliation Action Rules tab is used to specify the actions Oracle Identity
Manager is to take when particular matching conditions are met.

Click the Create Reconciliation Profile button in the Object Reconciliation tab to
generate reconciliation profile whenever any changes are made to the resource object
or associated process forms.

Reconciliation Fields Tab

This tab is used to define the fields on the target resources or trusted sources that are
to be reconciled with (for example, mapped to) information in Oracle Identity
Manager. For each field on the target system or trusted source, the following
information will be listed:

= Name of the field on the target resource or trusted source that is to be reconciled
with data in Oracle Identity Manager (for example, targetfield1)

= Data type associated with the field (for example, String). Possible values are
multi-valued, string, number, date, IT resource
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Indicator that designates whether or not this field is required in a reconciliation
event

Note: Oracle Identity Manager will not begin to match provisioning
processes, users or organizations to the reconciliation event until all
fields are processed on the Reconciliation section of the Event
Management tab in the Advanced Administration.

The following is an example of a reconciliation field definition:

TargetFieldl [String], Required

In the Reconciliation Fields tab, you can perform the following:

Add a reconciliation field

The following procedure adds fields from the target system or trusted source to
the list of fields that are to be reconciled with information in Oracle Identity
Manager.

Note: Before Oracle Identity Manager can successfully perform
reconciliation with an external target resource or trusted source, the
fields you have defined on this tab must be mapped to the appropriate
Oracle Identity Manager fields by using the Field Mappings tab of the
resource's default provisioning process.

To add a reconciliation field:

1.

Click Add Field.
The Add Reconciliation Field dialog box is displayed.

Enter the name of the field on the target resource or trusted source in the Field
Name field.

This is the name that will reference the target resource or trusted source field
in Oracle Identity Manager.

Select one of the following values from the menu in the Field Type field:
- Multi-Valued

This is meant for use with fields that contain one or more component
fields.

- String

- String

- Date

— IT resource

During reconciliation event creation, the value this field receives must be
the same as the name of an IT resource defined in Oracle Identity Man-
ager.

Select the Required check box.

If selected, the reconciliation field must be processed on the Reconciliation
section of the Event Management tab in the Advanced Administration before
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Oracle Identity Manager will begin matching a provisioning process, user, or
organization to the reconciliation event. If this check box is not selected, the
inability to process this field in a reconciliation event will not prevent
matching from occurring.

5. Click Save.

The field will be available for mapping in the resource's default provisioning
process.

s Delete a reconciliation field

Use the following procedure to remove a target system field from the list of fields
that are to be reconciled with information in Oracle Identity Manager. For a
trusted source, this must be the user resource definition.

To delete a reconciliation field:
1. Select the field you wish to remove.
2. C(Click Delete Field.

The selected field will be removed from the list of fields with which Oracle
Identity Manager reconciles data on the target system (this will have no effect
on the data in the target system itself).

Reconciliation Action Rules Tab

By using this tab, you can specify the actions that Oracle Identity Manager will
perform when some matches within reconciliation event records are encountered.
Each record in this tab is a combination of:

s The matching condition criteria
s The action to be performed

The conditions and actions from which you can select are predefined. Depending on
the matching conditions, certain actions might not be applicable. A complete list of the
available options is provided in Table 11-13.

Table 11-13 Rule Conditions and Possible Rule Actions

Rule Condition Possible Rule Actions

No matches found None

Create User (only available with the trusted source)

One Process Match None

Found Establish Link
Multiple Process None
Matches Found

One Entity Match None

Found Establish Link
Multiple Entity None
Matches Found

See Also: "Assignment Tab of the Editing Task Window" on
page 12-29 for a description of the classification types for the users
and roles listed in the preceding table
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Adding a Reconciliation Action Rule
To add a reconciliation action rule:
1. Click Add Field.
The Add a new Action Rule dialog box is displayed.
2. Select the desired value from the Rule Condition menu.

This is the matching condition that will cause the associated action to be executed.
Each match condition can only be assigned to a single rule action.

3. Select a value from the Rule Action menu.
This is the action that will be executed if the matching condition is met.
4. Click Save, and close the Add a new Action Rule dialog box.
Deleting a Reconciliation Action Rule
To delete a reconciliation action rule:
1. Select the matching action combination to delete.
2. Click Delete.

The reconciliation action rule will be removed and the action associated with its
condition will not be executed automatically.

11.9.4.3 Multiple Trusted Source Reconciliation

In earlier releases, you could set up only the Xellerate User resource object as a trusted
source to reconcile identities. Now, you can do this by creating the reconciliation
fields, reconciliation action rules, field mappings, and matching roles for the Xellerate
User resource object and the process definition.

If there are two trusted sources from which you want to reconcile identities to create
OIM Users, you are not able to configure a single resource object (Xellerate User) for
both the trusted sources. Even if you create reconciliation fields for both the trusted
sources in the Xellerate User resource object, you cannot create the corresponding
reconciliation field mappings in the Xellerate User process definition.

From release 9.1.0 onward, you can configure resource objects other than Xellerate
User as trusted sources for identity reconciliation. You can do this by selecting the
Trusted Source check box in the Resource Objects form while creating a resource
object.

For a resource object to which the Trusted Source flag is attached, you can create
multiple reconciliation fields to denote the target system fields. You can also configure
the reconciliation action rule in which if there are no process matches found, either a
user is created or the data is sent to the administrator or authorizer for identity
creation. If a process match is found, the link is established.

When defining provisioning process for trusted source resources, do not attach
user-defined process forms. For these provisioning processes, reconciliation field
mappings can be created between reconciliation fields defined on the resource and
OIM User attributes.
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Note: If the resource object is for target resource reconciliation, then
the mapping is between the reconciliation fields and process data
fields.

Do not use any resource objects that are defined as a trusted source for
provisioning activities. These resources are meant to be used only for
OIM Users' reconciliation.

Another addition in this release is the attribute authoritative sources feature. This
means sources are trusted for only attributes of the identities and not the identities
themselves. You can configure attribute authoritative source reconciliation by creating
appropriate reconciliation action rules. If no process match is found, it is assigned to
the administrator. This ensures that a user is not created by mistake even if there are
no matches found. If a process match is found, the reconciliation action rule will
establish a link.

The following sections discuss two use cases in which you can implement multiple
trusted source reconciliation:

Note: At some places in this document:
- Multiple trusted source reconciliation has been referred to as MTS.

- The terms fields and attributes have been used interchangeably.

= Multiple Trusted Source Reconciliation Using MTS-Compatible Connectors

= Multiple Trusted Source Reconciliation Using Connectors That Are Not
MTS-Compatible

Note: For both use cases, create reconciliation profiles by referring to
"Creating New Reconciliation Profiles” in the Oracle Fusion Middleware
Administrator’s Guide for Oracle Identity Manager.

11.9.4.3.1  Multiple Trusted Source Reconciliation Using MTS-Compatible Connectors

Note: To determine whether or not your connector is
MTS-compatible, see connector-specific documentation.

The following sections discuss scenarios in which you can implement multiple trusted
source reconciliation by using MTS-compatible connectors:

s Configuring MTS-Compatible Connectors for Trusted Source Reconciliation by
User Type

s Configuring MTS-Compatible Connectors for Trusted Source Reconciliation of
Specific OIM User Attributes

Configuring MTS-Compatible Connectors for Trusted Source Reconciliation by
User Type

In this context, user type refers to the type of users whose records you want to
reconcile. Examples of user types are Employee and Customer.
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To implement trusted source reconciliation by user type, perform the procedure to
implement trusted source reconciliation while deploying the connectors of each target
system that you want to configure as a trusted source.

During reconciliation, all the target system records of the specified user types are
reconciled. If the target systems contain multiple user types, you can use the Limited
Reconciliation feature to specify the user type for which records must be reconciled
from each target system.

Configuring MTS-Compatible Connectors for Trusted Source Reconciliation of
Specific OIM User Attributes

You might want to configure trusted source reconciliation for specific OIM User
attributes from multiple target systems. The procedure to implement this is described
with the help of the following sample scenario:

You want to reconcile identities from one target system, for example TS1, and specific
attributes of these identities (for example attrl, attr2,and attr3) from another
target system, for example TS2. This means that TS1 is the trusted source for the
identities, and TS2 is the trusted source for specific attributes of those identities and
not the identities themselves. TS1 must provide all the mandatory OIM User attributes
for the successful creation of an OIM User. TS2 will provide only those OIM User
attributes (either a mandatory OIM User attribute or a non-mandatory one) for which
TS2 is the trusted source. If you reconcile a mandatory OIM User attribute from TS2,
the value of this attribute overwrites the value contained in this attribute after the OIM
User is created from TS1. If you want to reconcile only non-mandatory OIM User
attributes from TS2, you can choose not to reconcile these attributes from TS1 during
OIM User creation.

Note: When there are multiple trusted sources, the logic to reconcile
the entity attributes from the trusted sources is provided by the
connector.

For the TS1 connector:
1. Perform all the steps required to deploy the TS1 connector and configure it for

trusted source reconciliation.

See Also: The documentation for the connector you are deploying
for information about the procedure to configure trusted source
reconciliation

2. In the Reconciliation Fields tab on the Object Reconciliation page, delete all the
TS1 attributes that you want to reconcile from TS2 (in this case attrl, attr2, and
attr3).

3. In the Reconciliation Field Mappings tab on the Process Definition page, delete all
the mappings other than the ones you want to retain.

Instead of deleting reconciliation fields, you can remove the reconciliation field
mappings of those fields for which you do not want to reconcile the values into
the OIM User created through reconciliation.

4. In the Reconciliation Action Rules tab on the Object Reconciliation page, ensure
that the following rule condition and action mappings exist:

Rule Condition: No Matches Found

Action: Create User
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For the TS2 connector:

1. Perform all the steps required to deploy the TS2 connector and configure it for
trusted source reconciliation.

See Also: The documentation for the connector you are deploying
for information about the procedure to configure trusted source
reconciliation

2. In the Reconciliation Field Mappings tab on the Process Definition page, delete all
the mappings other than the ones you want to retain.

Instead of deleting reconciliation fields, you can also choose to just remove the
reconciliation field mappings of those fields for which you do not want to
reconcile the values into the OIM User created through reconciliation.

3. In the Reconciliation Fields tab on the Object Reconciliation page, delete all the
TS2 attributes other than attrl, attr2, and attr3. In addition, retain the
attributes that you want to use to match OIM Users with existing TS2 accounts.
This means that you retain only those attributes that will be used for reconciliation
rule evaluation. For example, you might want to use the username attribute in
Oracle Identity Manager to match the value of the first name attribute in TS1.

4. In the Reconciliation Action Rules tab on the Object Reconciliation page, create
rule conditions and action mappings. One of these rule condition-action mappings
must be the following:

Rule Condition: No Matches Found
Action: Anything other than Create User

11.9.43.2 Multiple Trusted Source Reconciliation Using Connectors That Are Not
MTS-Compatible

Note: To determine whether or not your connector is
MTS-compatible, see connector-specific documentation.

For a connector that is not MTS-compatible, the following prerequisites must be
addressed before you can use the connector in a multiple trusted source reconciliation
setup:

i. Only one of the trusted source resource objects can be Xellerate User.In your
operating environment, if the Xellerate User resource object is already in use by a
connector for trusted source reconciliation, for the trusted source connector that you
want to configure, you must create a new resource object and process definition.

ii. The scheduled task of the connector must have an attribute that accepts the name of
the resource object used for trusted source user reconciliation as its value.

The following sections discuss scenarios in which you can implement multiple trusted
source reconciliation by using non-MTS-compatible connectors:

s Configuring Non-MTS-Compatible Connectors for Trusted Source Reconciliation
by User Type

s Configuring Non-MTS-Connectors for Trusted Source Reconciliation of Specific
OIM User Attributes
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Configuring Non-MTS-Compatible Connectors for Trusted Source Reconciliation
by User Type

In this context, user type refers to the type of users whose records you want to
reconcile. Examples of user types are Contractor, Employee, and Customer.

You use Microsoft Active Directory and Oracle e-Business Suite as trusted sources in
your operating environment. Active Directory is used to store information about
identities that belong to the Contractor user type. Oracle e-Business Suite is used to
store information about identities that belong to the Customer and Employee user
type. You want to reconcile Contractor records from Active Directory and Employee
records from Oracle e-Business Suite. To do this, perform the following:

For Active Directory:

1. Perform all the steps required to deploy the Active Directory connector and
configure it for trusted source reconciliation.

See Also: The documentation for the connector you are deploying
for information about the procedure to configure trusted source
reconciliation

When you import the connector XML file for trusted source reconciliation,
information specific to Active Directory is added in the Xellerate User
resource object and process definition.

2. On the Resource Object tab, create the ActDir resource object for trusted source
reconciliation with Active Directory.

Note: You can assign any name to the resource object. This
procedure is based on the use of ActDir as the name assigned to the
resource object.

For detailed information about the procedure to create a resource
object, see "Resource Objects Form" on page 11-58.

While creating the resource object:
a. Select the Trusted Source check box on the Resource Object tab.

b. On the Object Reconciliation>>Reconciliation Fields tab, see Xellerate
User resource object and add the Active Directory-specific fields that you
want to reconcile in ActDir. All the mandatory OIM User fields must be
covered by the fields that you add on this tab.

3. On the Object Reconciliation>>Reconciliation Action Rules tab, create rule
conditions and action mappings. One of these rule condition-action mappings
must be the following:

Rule Condition: No Matches Found
Action: Create User

4. Delete the fields specific to Active Directory and the corresponding rules from the
Xellerate User resource object.

5. Create the ActDir process definition in the Process Definition form.

For detailed information about the procedure to create a process definition, see
"Process Definition Form" on page 12-5. Based on the reconciliation field mappings
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in the Xellerate User process definition, on the Reconciliation Field Mappings
tab, add the reconciliation field mappings for the ActDir process definition.

6. Delete the Active Directory-specific field mappings in the Xellerate User
resource object.

7. In the Reconciliation Rule Builder form on the Reconciliation Rules page, query
and open the reconciliation rule for this connector and change the value of the
Object field to map to the resource object that you have created. By default, the
value of this field is mapped to that of the Xellerate User resource object.

For Oracle e-Business Suite, repeat all the steps you performed for Active Directory.
Perform the following steps of that procedure differently for the Oracle e-Business
Employee Reconciliation connector:

1. On the Resource Object tab, create the EmpRecon resource object for trusted
source reconciliation with Oracle e-Business Suite.

Note: You can assign a name to the resource object. This procedure
is based on the use of EmpRecon as the name assigned to the resource
object.

2. On the Object Reconciliation>>Reconciliation Action Rules tab, create rule
conditions and action mappings. One of these rule condition-action mappings
must be the following:

Rule Condition: No Matches Found
Action: Create User

Use the Limited Reconciliation feature to specify that only identities that belongs
to the Employee user type must be reconciled.

3. After you add the fields and the reconciliation rules, delete the Oracle e-Business
Suite-specific fields and the corresponding rules created in the Xellerate User
resource object.

4. Create the EmpRecon process definition in the Process Definition form. For
detailed information about the procedure to create a process definition, see
"Process Definition Form" on page 12-5. Based on the Xellerate User
reconciliation field mappings, on the Reconciliation Field Mappings tab, add the
field mappings for the EmpRecon process definition.

5. Delete the Oracle e-Business Suite-specific field mappings in the Xellerate
User resource object.

6. On the Reconciliation Rules>>Reconciliation Rule Builder form, query and open
the reconciliation rule for this connector and change the value of the Object field to
map to the resource object that you have created. By default, the value of this field
is mapped to that of the Xellerate User resource object.

For both Active Directory and Oracle e-Business Suite, perform the rest of the steps
required to configure trusted source reconciliation. For example, while configuring the
reconciliation scheduled task for each connector, specify the name of the trusted
source resource object that must be used during trusted source user reconciliation.

The current value of the scheduled task attribute would be Xellerate User and it
must be updated with the name of the new resource object configured for trusted
source user reconciliation for this connector.
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Figure 11-39 shows the design time implementation of trusted source reconciliation

based on the user type.

Figure 11-39 Trusted Source Reconciliation by User Type
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Configuring Non-MTS-Connectors for Trusted Source Reconciliation of Specific
OIM User Attributes

You might want to configure trusted source reconciliation for specific OIM User
attributes from multiple target systems. The procedure to implement this is described
with the help of the following sample scenario:

You use Microsoft Active Directory and IBM Lotus Notes as your target systems. You
want to reconcile identities from Active Directory and only the value of the e-mail
address attribute of each identity (reconciled into Oracle Identity Manager from
Active Directory) from Lotus Notes. To achieve this:

For the Active Directory connector:

1. Perform all the steps required to deploy the Active Directory connector and
configure it for trusted source reconciliation.

See Also: The documentation for the connector you are deploying
for information about the procedure to configure trusted source
reconciliation

When you import the connector XML file for trusted source reconciliation, Active
Directory-specific information is added in the Xellerate User resource object
and process definition.

2. On the Resource Object tab, create the ActDir resource object for trusted source
reconciliation with Active Directory.
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Note:

You can assign any name to the resource object. This procedure is
based on the use of ActDir as the name assigned to the resource
object.

For detailed information about the procedure to create a resource
object, see "Resource Objects Form" on page 11-58.

While creating the resource object:
i. Select the Trusted Source check box on the Resource Object tab.

ii. On the Object Reconciliation>>Reconciliation Fields tab, see Xellerate User
resource object and add the Active Directory-specific fields that you want to
reconcile in ActDir. All the mandatory OIM User fields must be covered by the
fields that you add on this tab.

3. On the Object Reconciliation>>Reconciliation Action Rules tab, create rule
conditions and action mappings. One of these rule condition-action mapping must
be the following;:

Rule Condition: No Matches Found
Action: Create User

4. Delete the Active Directory-specific fields and the corresponding rules from the
Xellerate User resource object.

5. Create the ActDir process definition in the Process Definition form. For detailed
information about the procedure to create a process definition, see "Process
Definition Form" on page 12-5. Based on the reconciliation field mappings in the
Xellerate User process definition, on the Reconciliation Field Mappings tab,
create the field mappings for the ActDir process definition.

6. Delete the Active Directory-specific field mappings in the Xellerate User
resource object.

7.  On the Reconciliation Rules>>Reconciliation Rule Builder form, query and open
the reconciliation rule for this connector and change the value of the Object field to
map to the resource object that you have created. By default, the value of this field
is mapped to that of the Xellerate User resource object.

For IBM Lotus Notes, repeat all the steps you performed for Active Directory. Perform
the following steps of that procedure differently for the Lotus Notes connector:

1. On the Resource Object tab, create the LotNotes resource object for trusted
source reconciliation with Lotus Notes.

Note: You can assign a name to the resource object. This procedure
is based on the use of LotNotes as the name assigned to the resource
object.

2. When you create the resource object, add only the e-mail address attribute.

3. On the Object Reconciliation>>Reconciliation Action Rules tab, create rule
conditions and action mappings. Create any rule condition other than user
creation if no matches are found. If a match is found, the link is established.
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4. After you have added the fields and the reconciliation rules, delete the Lotus
Notes-specific fields and the corresponding rules created in the Xellerate User

resource object.

5. Create the LotNotes process definition in the Process Definition form. For
detailed information about the procedure to create a process definition, see
"Process Definition Form" on page 12-5. Based on the Xellerate User
reconciliation field mappings, on the Reconciliation Field Mappings tab, add the
field mappings for the LotNotes process definition.

6. Delete the Lotus Notes-specific field mappings in the Xellerate User resource

object.

For both Active Directory and Lotus Notes, perform the rest of the steps required to
configure trusted source reconciliation. For example, while configuring the
reconciliation scheduled task for each connector, specify the name of the trusted
source resource object that must be used during reconciliation.

The current value of the scheduled task attribute would be Xellerate User and it
must be updated with the name of the new resource object configured for trusted
source user reconciliation for this connector.

Figure 11-40 shows the design time implementation of trusted source reconciliation of

specific OIM User attributes.

Figure 11-40 Trusted Source Reconciliation for Specific OIM User Attributes
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11.9.5 Service Account Management

Oracle Identity Manager supports service accounts. Service accounts are general
administrator accounts (for example, adminl, admin2, admin3, and so on) that are
used for maintenance purposes, and are typically shared by a set of users. The model
for managing and provisioning service accounts is slightly different from normal

provisioning.

Service accounts are requested, provisioned, and managed in the same manner as
regular accounts. They use the same resource objects, provisioning processes, and
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process forms as regular accounts. A service account is distinguished from a regular
account by an internal flag.

When a user is provisioned with a service account, Oracle Identity Manager manages
a mapping from the user's identity to the service account. When the resource is
revoked, or the user gets deleted, the provisioning process for the service account does
not get canceled (which would cause the undo tasks to start). Instead, a task is inserted
into the provisioning process (the same way Oracle Identity Manager handles Disable
and Enable actions). This task removes the mapping from the user to the service
account, and returns the service account to the pool of available accounts.

This management capability is available through APIs.
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Developing Provisioning Processes

This chapter describes process management with the Design Console. It contains the
following topics:

s Overview of Process Management
s Email Definition Form

m  Process Definition Form

12.1 Overview of Process Management

The Process Management folder provides you with tools for creating and managing
Oracle Identity Manager processes and e-mail templates.

This folder contains the following forms:

s Email Definition: This form enables you to create templates for e-mail
notifications.

= Process Definition: This form lets you create and manage provisioning processes.
It also lets you start the Workflow Definition Renderer that displays your
workflow definition graphically.

12.2 Email Definition Form

The Email Definition form, as shown in Figure 12-1, is located in the Process
Management folder. You use this form to create templates for e-mail notifications.
These notifications can be set for sending to the user when:

= A taskis assigned to the user.

»  The task achieves a particular status.
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Figure 12-1 Email Definition Form
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You apply e-mail definitions through the Assignment tab of the Process Definition
form.

12.2.1 Specifying the E-Mail Server

Before using the Email Definition form, you must specify the address of the e-mail
server that Oracle Identity Manager will use to send e-mail notifications to users.

In Oracle Identity Manager 11g Release 1 (11.1.1), the e-mail server is specified by
using the Administrative and User Console. To specify the e-mail server:

1.

Login to the Administrative and User Console, and go to Advanced
Administration.

Click the System Management tab, and then click System Configuration.

Search for the Email Server system property, and click the property to open the
details of the property.

Ensure that the property name is set to the name of the resource asset instance that
represents your e-mail server, and click Save.

Note: The value of the Email Server system property must be the
e-mail server IT resource and not the hostname of the e-mail server.

In the Administrative and User Console, click Advanced, and then click System
Management. Search for the Email Server system property. The value of this
property is the Email Server IT resource that is associated with your e-mail server.
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6. Once this IT resource is displayed, specify the IP address of the e-mail server and
the name and password of the user who validates the usage of this server.

12.2.2 Email Definition Form
Table 12—1 describes the fields of the Email Definition form.

Table 12-1 Fields of the Email Definition Form

Field Name Description
Name The name of the e-mail definition.
Type This region contains three options for the following:

= Whether or not to categorize the e-mail definition as related to a
request or a provisioning process

s Whether or not to associate a variable for the e-mail definition
with a request or a provisioning process

s Whether or not to associate a variable for the e-mail definition
with a general process

To classify the e-mail definition as a provisioning definition or to
associate the e-mail variable with a provisioning process, select the
Provisioning Related option.

To categorize the e-mail definition as a general announcement, select
the General option.

Object Name From this lookup field, select the resource object that is associated
with the provisioning process to which the e-mail definition is related.

Note: Leave this lookup field empty to make the e-mail definition
available for use with all resource objects.

Process Name From this lookup field, select a provisioning process that was assigned
to the selected resource object. This is the provisioning process to
which the e-mail definition is to be related.

Note: If the Provisioning Related option is not selected, both the
Object Name and Process Name lookup fields are grayed out.

Language From this lookup field, select the language that is associated with the
e-mail definition.

Region From this lookup field, select the region that is associated with the
language in the e-mail definition.

Targets Select the source of the variable for the e-mail definition. For example,
if the variable you want to select is User Login, then the source to
select is the User Profile Information.

Note: The items that are displayed in this box reflect the options you
selected from the Type region.

Variables From this box, select the variable for the e-mail definition, for
example, User Login. The variables, which are displayed in this box,
reflect the items you selected from the Targets box.

From Currently, two types of users can be selected from this box:
= Requester: The user who created the request.

»  User: Any Oracle User with an e-mail address, which is displayed
in the Contact Information tab of their Users form.

User Login The ID of the user in the From region of the e-mail notification.

Note: If the User item is not displayed in the From box, the User
Login field is grayed out.

Developing Provisioning Processes 12-3



Email Definition Form

Table 12-1 (Cont.) Fields of the Email Definition Form

Field Name Description
Subject The title of the e-mail definition.
Body The content of the e-mail definition.

12.2.3 Creating an E-Mail Definition

To create an e-mail definition:

1.
2.
3.

Open the Email Definition form.
In the Name field, enter the name of the e-mail definition.

If the e-mail definition is to be used with a provisioning process, select the
Provisioning Related option.

Double-click the Language lookup field, and select a language to associate with
this e-mail definition.

Double-click the Region lookup field, and select a region to associate with the
e-mail definition language.

Note: E-mail notification is based on the locale that was specified
when you first installed Oracle Identity Manager.

Click Save.
The remaining data fields of the Email Definition form are now operational.

To associate this e-mail definition with a particular resource object, double-click
the Object Name lookup field in the Lookup dialog box. Then, select the resource
object that is associated with the provisioning process to which this e-mail
definition is related.

Leave this lookup field empty to make the e-mail definition available for use with
all resource objects.

Double-click the Process Name lookup field.

From the Lookup dialog box, select a provisioning process that is assigned to the
resource object you selected in Step 7. This is the provisioning process to which
this e-mail definition is to be related.

Note: If the Provisioning Related option is not selected, both the
Object Name and Process Name lookup fields are grayed out.

Click the From box.

From the custom menu that is displayed, select the type of the user (Requester,
User, or Manager of Provisioned User) that is displayed in the From region of the
e-mail notification.

Note: If the Provisioning Related option is not selected in Step 3, the
Manager of Provisioned User item will not be displayed in the From
box.
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10.

11.

12.

13.

Optional. If you have selected the User option in the From box, double-click the
User Login lookup field.

From the Lookup dialog box, select the user ID that is displayed in the From
region of the e-mail notification.

If you did not select the User item in the From box, the User Login field is grayed
out.

Add information in the Subject field.

This field contains the title of the e-mail definition.

Add information in the Body text area.

This text area contains the contents of the e-mail definition.

When necessary, populate the Subject field and Body text area with e-mail
variables.

The following table describes the e-mail variables that you can customize for the
e-mail definition.

Name Description

Type These options specify if a variable for the e-mail definition will be
related to a provisioning process.

To associate the e-mail variable with a provisioning process, select
the Provisioning Related option.

Targets From this box, select the source of the variable for the e-mail
definition. For example, if you want to use the User Login
variable, the source to select will be User Profile Information.

Variables From this box, select the variable for the e-mail definition, for
example, User Login.

Note: The items that are displayed in the custom menu of the
Targets box reflect the selection of either the Provisioning Related or
the General radio button. Similarly, the items that are displayed in the
custom menu of the Variables box correspond to the items that are
displayed in the Targets, Location Types, and Contact Types boxes.

14. Create an e-mail variable for the Subject field or Body text area.

15.

Click Save.

The e-mail definition is created.

12.3 Process Definition Form

A process is the mechanism for representing a logical workflow for provisioning in
Oracle Identity Manager. Process definitions consist of tasks. Process tasks represent
the steps that you must complete to fulfill the purpose of a process. For example, in a
provisioning process, tasks are used to enable a user or organization to access the
target resource.

The Process Definition form shown in Figure 12-2 is in the Process Management
folder. You use this form to create and manage the provisioning processes that you
associate with your resource objects.
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Figure 12-2 Process Definition Form
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Process Definition

In Figure 12-2, the Xellerate Organization provisioning process is created and

assigned to the resource object of the same name.

Note:

Not all the form columns are captured in Figure 12-2;

additional field columns extend on the right of the Tasks table.

Table 12-2 describes the fields of the Process Definition form.

Table 12-2 Fields of the Process Definition Form

Field Name Description

Name The name of the process.

Type The classification type of the process definition.

Object Name The name of the resource object to which the process will be
assigned.

Map Descriptive Click this button to select a field that will be used as an identifier of

Field the process definition after an instance is assigned to a resource
object.

Render Workflow Click this button to start a Web browser and display the current

workflow definition by using the Workflow Renderer tool.
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Table 12-2 (Cont.) Fields of the Process Definition Form

Field Name

Description

Default Process

This check box determines if the current process is the default
provisioning process for the resource object with which it is
associated.

Select the check box to set the process as the default provisioning
process for the resource object to which it is assigned. If you deselect
the check box, the process will not be the default. It will only be
invoked if a process selection rule causes it to be chosen.

Auto Save Form

This check box designates whether Oracle Identity Manager
suppresses the display of the custom form associated with this
provisioning process or display it and allow a user to supply it with
data each time the process is instantiated.

Select this check box to automatically save the data in the custom
process form without displaying the form. If you select this check
box, you must supply either system-defined data or ensure that an
adapter is configured to populate the form with the required data
because the user will not be able to access the form. Deselect this
check box to display the custom process form and allow users to
enter data into its fields.

Auto Pre-Populate

This check box designates whether the fields of a custom form are
populated by Oracle Identity Manager or a user. Two types of forms
are affected:

= Forms that are associated with the process

= Forms that contain fields with prepopulated adapters attached
to them

If the Auto Pre-Populate check box is selected, when the associated
custom form is displayed, the fields that have prepopulate adapters
attached to them will be populated by Oracle Identity Manager.

When this check box is deselected, a user must populate these fields
by clicking the Pre-Populate button on the toolbar or by manually
entering the data.

Note: This setting does not control the triggering of the prepopulate
adapter. It only determines if the contents resulting from the
execution of the adapter are displayed in the associated form field(s)
because of Oracle Identity Manager or a user.

For more information about prepopulate adapters, see "Working
with Prepopulate Adapters" on page 3-10.

Note: This check box is only relevant if you have created a process
form that is to be associated with the process and prepopulate
adapters are used with that form.

Table Name

The name of the table that represents the form that is associated
with the process definition.

12.3.1 Creating a Process Definition

To create a process definition:

1. Open the Process Definition form.

2. In the Name field, type the name of the process definition.

3. Double-click the Type lookup field.

From the Lookup dialog box that is displayed, select the classification type
(Approval) of the process definition.

4. Double-click the Object Name lookup field.
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From the Lookup dialog box that is displayed, select the resource object that will
be associated with the process definition.

Optional. Select the Default Process check box to make this the default
provisioning process for the resource object to which it is assigned.

If you do not want the current process definition to be the default, go to Step 6.

Optional. Select the Auto Save Form check box to suppress the display of the
provisioning process' custom form and automatically save the data in it.

This setting is only applicable to provisioning processes.

To display provisioning process' custom form and solicit users for information,
deselect this check box.

Note: If you select the Auto Save Form check box, ensure that all
fields of the associated "custom" process form have adapters
associated with them. However, a process form can have default data
or object to the process data flow mapping or organization defaults.

For more information about adapters and their relationship with
fields of custom forms, see Chapter 3, "Using Adapters".

If a custom form is to be associated with the process definition, this form contains
fields that have prepopulate adapters attached to them, and you want these fields
to be populated automatically by Oracle Identity Manager, select the Auto
Pre-Populate check box.

If the fields of this form are to be populated manually (by an user clicking the
Pre-Populate button on the Toolbar), deselect the Auto Pre-Populate check box.

Note: If the process definition has no custom form associated with it,
or this form's fields have no pre-populate adapters attached to them,
deselect the Auto Pre-Populate check box. For more information
about prepopulate adapters, see "Working with Prepopulate
Adapters" on page 3-10.

Double-click the Table Name lookup field.

From the Lookup window that is displayed, select the table that represents the
form associated with the process definition.

Click Save.

The process definition is created and the Map Descriptive Field button is enabled.
If you click this button, the Map Descriptive Field dialog box is displayed.

From this window, you can select the field (for example, the Organization Name
field) that will be used as an identifier of the process definition when an instance
of the process is assigned to a resource object. This field and its value will be
displayed in the reconciliation Manger form.

See Also: If a process has a custom process form attached to it, the
fields on that form will also be displayed in this window and be
available for selection.
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10. Click the Render Workflow button to view your workflow definition in a
graphical presentation.

The Workflow Renderer is a powerful tool in helping you develop your process
definition.

Note: See Oracle Fusion Middleware Administrator’s Guide for Oracle
Identity Manager for details about how to use the Workflow Definition
Renderer

12.3.2 Tabs on the Process Definition Form

After you start the Process Definition form and create a process definition, the tabs of
this form become functional.

The Process Definition form contains the following tabs:
n  Tasks Tab

= Reconciliation Field Mappings Tab

= Administrators Tab

Each of these tabs is described in the following sections.

12.3.2.1 Tasks Tab

You use this tab to:
»  Create and modify the process tasks that comprise the current process definition
= Remove a process task from the process definition (when it is no longer valid)

Figure 12-3 displays the Tasks tab of the Process Definition form.

Figure 12-3 Tasks Tab of the Process Definition Form
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See Also: See "Modifying Process Tasks" on page 12-15 for
information about editing process tasks

12.3.2.1.1 Adding a Process Task
Process tasks represent the steps that you must complete in a process.
To add a process task:
1. Click Add.
The Creating New Task dialog box is displayed.
2. In the Task Name field, enter the name of the process task.
3. From the Toolbar of the Creating New Task window;, click Save. Then, click Close.

The process task is added to the process definition.

12.3.2.1.2 Editing a Process Task

For instructions about how to edit and set process tasks, see "Modifying Process Tasks"
on page 12-15.

12.3.2.1.3 Deleting a Process Task

To delete a process task:

1. Select the process task that you want to delete.

2. Click Delete.

The process task is removed from the process definition.

12.3.2.2 Reconciliation Field Mappings Tab

You use the Reconciliation Field Mappings tab shown in Figure 12—4 to define a
relationship between data elements in a target system or trusted source and fields in
Oracle Identity Manager.

Figure 12-4 Reconciliation Field Mappings Tab of the Process Definition Form

|_/Taslee rData Flow rE\mnt Handlersifdaptars | Reconclliation Field Mappings |’ Adminlstrators |
[Reconciliation Field Mappings

Add Fiskd e | |2 Reconcdistion Fieis Meppings foe procsss: Solaris 8
= : (2] Server [IT Rescurce] = UD_SOLARIS_TASSET
[ user I [String] = UD_SOLARIS_USERID
Diete Map [ User UID [String] = UD_SOLARIS_UID, <HEY=
| Cuser Group [String] = UD_SOLARIS_GROUP
() Home Directory [String] = UD_SOLARIS_HOMELR
(23 shell [String] = UD_SOLARIS_SHELL

Add Toble Map

Only fields that you define in the Reconciliation Fields tab of the associated resource
are available for mapping. Using a reconciliation event, these mappings determine
which fields in Oracle Identity Manager to populate with information from the target
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system. For target resources (not trusted sources), you can use this tab to indicate
which fields are key fields. Key fields determine the values that must be same on the
process form and the reconciliation event to generate a match on the Processes
Matched Tree tab of the Reconciliation Manager form.

For each mapping, the following information is displayed:

s Name of the field, as defined on the Reconciliation Fields tab of the associated
resource, on the target system or trusted source that is to be reconciled with data
in Oracle Identity Manager.

= Data type associated with the field, as defined on the Reconciliation Fields tab of
the associated resource.

Possible values are Multi-Valued, String, Number, Date, and IT resource.

= For trusted sources: For user discovery, mapping of the data in the trusted source
field to the name of a field on the users form, or for organization discovery,
mapping of the data in the trusted source field to the name of a field on the Oracle
Identity Manager Organizations form.

If you are performing user and organization discovery with a trusted source,
organization discovery must be conducted first.

See Also: "Multiple Trusted Source Reconciliation" on page 11-73 for
information about how fields are mapped for multiple trusted source
reconciliation

= For target resources: The name of the field on the resource's custom (provisioning)
process form to which the data in the target resources field is to be mapped.

= For target resources: Indicator designating if the field is a key field in the
reconciliation for this target resource.

For provisioning processes to match a reconciliation event data, the key field
values in their process forms must be the same as those in the reconciliation event.

12.3.2.2.1 User Account Status Reconciliation
To configure user account status reconciliation, you must do the following:

»  For trusted sources: You must create a reconciliation field, for example, Status,
in the corresponding trusted resource object, which denotes the status of the user
in the target. The value of this field must be either Active or Disabled. This
reconciliation field must be mapped to the user attribute status in the
corresponding process definition.

»  For target resources: You must create a reconciliation field, for example, Status,
in the corresponding resource object, which denotes the status of the resource in
the target. This reconciliation field must be mapped to the process attribute
OIM_OBJECT_STATUS in the corresponding process definition. The following
statuses are supported for target resource reconciliation:

- Revoked

— Provisioned

- Ready

— Provide Information

— Enabled
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- None
- Waiting
- Provisioning

— Disabled

12.3.2.2.2 Mapping a Target Resource Field to Oracle Identity Manager

You can map the fields on a target resource or trusted source, as defined on the
Reconciliation Fields tab of the associated resource definition, to applicable fields in
Oracle Identity Manager. These mappings determine the fields that must be updated
in Oracle Identity Manager in a reconciliation event. These mappings occur when you
click one of the following on the Reconciliation Manager form:

s The Create User or Create Organization button
s The Link button on the Matched Users or Matched Organizations tab
= The Establish Link button on the Processes Matched Tree tab

For user discovery on a trusted source, you define the fields to be mapped from the
User resource to fields in the User provisioning process. The fields (that is, the user
attributes) to which you will map your trusted source fields are derived from the
Users form.

For organization discovery on a trusted source, you define fields to be mapped from
the Oracle Identity Manager Organization resource to fields in the Oracle Identity
Manager Organization provisioning process. The fields (that is, the organization
attributes) to which you will map your trusted source fields are derived from the
Organizations form.

After you have accessed the provisioning process definition for the associated resource
and selected the Reconciliation Field Mappings tab, use one of the two procedures
described in the following sections.

Mapping a Single Value Field
To map a single value field:

1. Click Add Field Map.
The Add Reconciliation Field Mappings dialog box is displayed.

2. Select the field on the target system that you want to map from the menu in the
Field Name field.

Oracle Identity Manager will automatically supply the field type based on what
was entered for this field on the associated Resource Object form.

3. For trusted sources:
Select a value from the User Attribute menu and click OK. Go to Step 4.
For target resources:

Double-click Process Data Field. Select the correct mapping from the Lookup
dialog box and click OK.

4. If you are defining mapping for a trusted source, go to step 5.

Set the Key Field for Reconciliation Matching check box for target resources only.
If this check box is selected, Oracle Identity Manager evaluates if the value of this
field on the provisioning process form matches the value of the field in the
reconciliation event. All matched processes are displayed on the Processes
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Matched Tree tab of the Reconciliation Manager form. If this check box is
deselected, Oracle Identity Manager does not require the value of this field to
match the process form and reconciliation event for process matching.

Note: To set a field as a key field, it must be set as required on the
Object Reconciliation tab of the applicable resource.

Click Save.

The mapping for the selected fields is applied the next time a reconciliation event
is received from the target resource or trusted source.

Mapping a Multi-Value Field (For Target Resources Only)
To map a multi-value field:

1.

Click Add Table Map.
The Add Reconciliation Table Mappings dialog box is displayed.

Select the multi-value field on the target system that you want to map from the
menu in the Field Name field.

Oracle Identity Manager will automatically supply the field type based on what
was entered for this field on the associated Resource Object form.

Select the child table you defined on the target resource's process form from the
Table Name menu.

Double-click Process Data Field, and select the correct mapping from the Lookup
dialog box, and click OK.

Save and close the Add Reconciliation Table Mappings dialog box.

Right-click the multi-value field you just mapped, and select Define a property
field map from the menu that is displayed.

Select the component (child) field you want to map.

Oracle Identity Manager will automatically supply the field type based on what
was entered for this field on the associated Resource Object form.

Double-click the Process Data Field field.
Select the correct mapping from the Lookup dialog box and click OK.
Set the Key Field for Reconciliation Matching check box.

If this check box is selected, Oracle Identity Manager compares the field value on
the provisioning process child form with the field value in the reconciliation event.
All matching processes are displayed on the Processes Matched Tree tab of the
Reconciliation Manager form. If you deselect this check box, the value of this field
does not have to match on the process form and reconciliation event for process
matching. Ensure that at least one component (child) field of each multi-valued
field is set as a key field. This improves the quality of the matches generated on
the Process Matched Tree tab.

Note: Key fields must be set as required on the Object
Reconciliation tab of the applicable resource.
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10. Repeat Steps 6 through 9 for each component (child) field defined on the
multi-value field.

11. Click Save.
The mapping for the selected fields will be applied the next time a reconciliation
event is received from the target resource.

12.3.2.2.3 Deleting a Mapping

This procedure is used to delete a mapping that has been established between a field
in Oracle Identity Manager and a field on the target system or trusted source as
defined on the Reconciliation Fields tab of the associated resource definition.

To delete a mapping:
1. Go to the provisioning process definition for the associated resource.
2. Select the Reconciliation Field Mappings tab.
3. Select the field mapping you want to delete.
4. Click Delete Map.
The mapping for the selected field is deleted.

12.3.2.3 Administrators Tab

You use this tab to select the roles that can view, modify, and delete the current
process definition.

On this tab, when the Write check box is selected, the corresponding role can read and
modify the current process definition. When the Delete check box is selected, the
associated role can delete the current process definition.
12.3.2.3.1 Assigning a Role to a Process Definition
To assign a role:
1. Click Assign.
The Groups window is displayed.
2. Select the unassigned role, and assign it to the process definition.
3. Click OK.
The role is displayed in the Administrators tab.

4. To enable this role to view or modify, or view and modify the current process
definition, double-click the corresponding Write check box. Otherwise, go to Step
5.

5. To enable this role to delete the current process definition, double-click the
associated Delete check box. Otherwise, go to Step 6.

6. Click Save.

The role is assigned to the process definition.

12.3.2.3.2 Removing a Role From a Process Definition
To remove a role:

1. Highlight the role that you want to remove.
2. Click Delete.
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The role is removed from the process definition.

12.3.3 Modifying Process Tasks

To modify a process task for a process definition, double-click its row heading. The
Editing Task window is displayed, containing additional information about the
process task.

The Editing Task window contains the following tabs:

General Tab

Integration Tab

Task Dependency Tab

Responses Tab

Undo/Recovery Tab

Notification Tab

Task to Object Status Mapping Tab
Assignment Tab of the Editing Task Window

12.3.3.1 General Tab

You use this tab to set high-level information for the task that you want to moditfy. For
this example, the Create User task is used to create a user in the Solaris environment.

Table 12-3 describes the fields of the General tab.

Table 12-3 Fields of the General Tab of the Editing Task Dialog Box

Field Name Description

Task Name The name of the process task.

Task Description Explanatory information about the process task.

Duration The expected completion time of the current process task in days,

hours, and minutes.

Conditional This check box determines if a condition is met to add the current

process task to the process.

Select this check box to prevent the process task from being added to
the process unless a condition has been met.

Clear this check box to not require the condition to be met for the
process task to be added to the process.

Required for This check box determines if the current process task must be
Completion completed for the process to be completed.

Select this check box to require the process task to have a status of
Completed before the process can be completed.

Deselect this check box to ensure that the status of the process task
does not affect the completion status of the process.

Constant Duration Not applicable

Task Effect From this box, select the process action you want to associate with

the task, for example, disable or enable. A process can enable or
disable a user's access to a resource. When the disable action is
chosen, all tasks associated with the disable action are inserted.

Note: If you do not want the process task to be associated with a
particular process action, select NONE from the box.
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Table 12-3 (Cont.) Fields of the General Tab of the Editing Task Dialog Box

Field Name Description
Disable Manual This check box determines if a user can manually add the current
Insert process task to the process.

Select this check box to prevent the process task from being added to
the process manually.

Deselect this check box to enable a user to add the process task to the
process.

Allow Cancellation
while Pending

This check box determines if the process task can be canceled if its
status is Pending.

Select this check box to allow the process task to be canceled if it has
a Pending status.

Deselecting this check box to prevent the process task from being
canceled if its status is Pending.

Allow Multiple
Instances

This check box determines if the process task can be inserted into the
current process more than once.

Select this check box to enable multiple instances of the process task
to be added to the process.

Deselect this check box to enable the process task to be added to the
current process only once.

Retry Period in
Minutes

If a process task is rejected, this field determines the interval before
Oracle Identity Manager inserts a new instance of that task with the
status of Pending.

When the value of the Retry Period in Minutes field is 30, it means
that if the Create User process task is rejected, then in 30 minutes
Oracle Identity Manager adds a new instance of this task and assigns
it a status of Pending.

Retry Count

Determines how many times Oracle Identity Manager retries a
rejected task. When the value of the Retry Count field is 5, it means
that if the Create User process task is rejected, then Oracle Identity
Manager adds a new instance of this task, and assigns it a status of
Pending. When this process task is rejected for the fifth time, Oracle
Identity Manager no longer inserts a new instance of it.

Child Table/ Trigger
Type

These boxes specify the action that Oracle Identity Manager performs
in the child table of a custom form that is associated with the current
process, as indicated by the Table Name field of the Process
Definition form.

From the Child Table box, select the child table of the custom form
where Oracle Identity Manager will perform an action.

From the Trigger Type box, specify the action that Oracle Identity
Manager is to perform in the child table. These actions include:

= Insert. Adds a new value to the designated column of the child
table

= Update. Modifies an existing value from the corresponding
column of the child table

= Delete. Removes a value from the designated column of the
child table

Note: If the custom process form does not have any child tables
associated with it, the Child Table box will be empty. In addition, the
Trigger Type box will be grayed out.

Off-line

This flag is applicable only for user attribute propagation tasks. If the
flag is set for a user attribute propagation task, the task insertion is
asynchronous.
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12.3.3.1.1 Modifying a Process Task's General Information

To modify the general information for a process task:

1.

10.

11.

Double-click the row heading of the task you want to modify.

The Editing Task dialog box is displayed.

Click the General tab.

In the Description field, enter explanatory information about the process task.

Optional. In the Duration area, enter the expected completion time of the process
task (in days, hours, and minutes).

If you want a condition to be met for the process task to be added to the Process
Instance, select the Conditional check box. Otherwise, go to Step 6.

Note: If you select the Conditional check box, you must specify the
condition to be met for the task to be added to the process.

When you want the completion status of the process to depend on the completion
status of the process task, select the Required for Completion check box.

By doing so, the process cannot be completed if the process task does not have a
status of Completed.

If you do not want the status of the process task to affect the completion status of
the process, go to Step 7.

To prevent a user from manually adding the process task into a currently running
instance of the process, select the Disable Manual Insert check box. Otherwise, go
to Step 8.

To enable a user to cancel the process task if its status is Pending, select the Allow
Cancellation while Pending check box. Otherwise, go to Step 9.

To allow this task to be inserted multiple times in a single process instance, select
the Allow Multiple Instances check box. Otherwise, go to Step 10.

Click the Task Effect box.
From the custom menu that is displayed, select one of the following:

= Enable Process or Access to Application. If a resource is reactivated by using
the enable function, all tasks with this effect are inserted into the process. If
you select this option, you must also select the Allow Multiple Instances
check box.

= Disable Process or Access to Application. If a resource is deactivated by
using the disable function, all tasks with this effect are inserted into the
process. If you select this option, you must also select the Allow Multiple
Instances check box.

= No Effect. This is the default process action associated with all tasks. If this
option is selected, the task is only inserted during normal provisioning unless
it is conditional.

Optional. If the process task is Rejected, you might want Oracle Identity Manager
to insert a new instance of this process task (with a status of Pending).
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For this to occur, enter a value in the Retry Period in Minutes field. This
designates the time in minutes that Oracle Identity Manager waits before adding
this process task instance.

In the Retry Count field, enter the number of times Oracle Identity Manager will
retry a rejected task. For example, suppose 3 is displayed in the Retry Count field.
If the task is rejected, Oracle Identity Manager adds a new instance of this task,
and assigns it a status of Pending. After this process task is rejected for the fourth
time, Oracle Identity Manager no longer inserts a new instance of the process task.

Note: If either Retry Period or Retry Count is selected, you must
specify parameters for the other option because they are both related.

12. From the Child Table box, select the child table of the custom form where Oracle
Identity Manager will perform an action.

From the Trigger Type box, specify the action that Oracle Identity Manager will
perform in the child table. These actions include the following:

= Insert: Adds a new value to the designated column of the child table

= Update: Modifies an existing value from the corresponding column of the
child table

»s  Delete: Removes a value from the designated column of the child table

Note: If the custom process form does not have any child tables
associated with it, the Child Table box will be empty. In addition, the
Trigger Type box will be grayed out.

13. Click Save.

The modifications to the process task's top-level information reflects the changes
you made in the General tab.

12.3.3.1.2 Triggering Process Tasks for Events Defined in Lookup.USR_PROCESS_TRIGGERS
Fields

When a user attribute is defined in Lookup.USR_PROCESS_TRIGGERS, for each
modification of the attribute, the corresponding process task is triggered for each
provisioned resource. This is same for the First Name, Last Name, Display Name
(USR_DISPLAY_NAME) user attributes and custom user attributes. However, for the
Lookup.USR_PROCESS_TRIGGERS fields USR_STATUS, USR_LOCKED,
USR_LOCKED_ON, and USR_MANUALLY_LOCKED, the attached process task is
not triggered.

The following sections describe how to trigger the process tasks for the
Lookup.USR_PROCESS_TRIGGERS fields:

For the USR_STATUS Attribute

It is not possible to run a task via Lookup.USR_PROCESS_TRIGGERS for the
USR_STATUS attribute because this attribute is processed separatelly by Oracle
Identity Manager. This attribute is changed by enabling, disabling, or deleting a user.
These operations have a special effect on the provisioned resources because the

coresponding process tasks are started via the Task Effect setting, as described in
Table 12-3, " Fields of the General Tab of the Editing Task Dialog Box". For these three
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operations, the Lookup.USR_PROCESS_TRIGGERS is not used. Therefore, when the
status changes, perform the following to run the process task:

For transition from Disabled to Enabled status:

1. In the Process Definition form, create a process task named Enable User.
2. Open the Editing Task window, and click the General tab.

3. From the Task Effect list, select Enables Process or Access to Application.
4

Select Conditional and specify the condition to be met for the task to be added to
the process.

For trnsition from Enabled to Disabled status:

1. In the Process Definition form, create a process task named Disable User.
2. Open the Editing Task window, and click the General tab.

3. From the Task Effect list, select Enables Process or Access to Application.

4

Select Conditional and specify the condition to be met for the task to be added to
the process.

For transition from Enabled/Disabled/Provisioned to Revoked status:
1. In the Process Definition form, create a process task named Delete User.

2. Then set this task as an Undo task for the Create User task, which is the task that
creates the user and is typicaly unconditional.

3. Select Conditional and specify the condition to be met for the task to be added to
the process.

Note: when the OIM user is deleted, for each completed task in each
resource, Oracle Identity Manager tries to run the Undo tasks.

For the USR_LOCKED, USR_LOCKED_ON, USR_MANUALLY_LOCKED
Attributes

The lock and unlock operations, are handled in Oracle Identity Manager as separate
orchestrations. The orchestration is on:

entity-type="User" operation="LOCK"

Or:

entity-type="User" operation="UNLOCK"

The event handler that does the evaluation for Lookup.USR_PROCESS_TRIGGERS is:
oracle.iam. transUI.impl.handlers.TriggerUserProcesses

This is triggered only in the following user orchestrations:

= MODIFY: For generic fields

s  CHANGE_PASSWORD, RESET_PASSWORD: For USR_PASSWORD
propagation
= ENABLE, DISABLE, DELETE: For handling the execution of process tasks

For lock/unlock operations, the TriggerUserProcesses event handler is not triggered.
Therefore, for the attributes modified through lock/unlock operations, the
Lookup.USR_PROCESS_TRIGGERS is not checked.
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If you want to run custom code for these operations when these fields are changed,
then you can create event handlers and register them on the orchestrations mentioned
in this section.

12.3.3.2 Integration Tab

By using the Integration tab, you can:
= Automate a process task by attaching an event handler or task adapter to it.

= Map the variables of the task adapter, so Oracle Identity Manager can pass the
appropriate information when the adapter is triggered. This occurs when the
process task's status is Pending.

= Break the link between the adapter handler and the process task, once the adapter
or event handler is no longer applicable with the process task.

For example, suppose that the adpSOLARISCREATEUSER adapter is attached to the
Create User process task. This adapter has nine adapter variables, all of which are
mapped correctly as indicated by the Y that precedes each variable name.

Note: Event handlers are preceded with tc (Thor class), such as
tcCheckAppInstalled. These are event handlers that Oracle
provides. Customer-created event handlers cannot have a tc prefix in
their name. Adapters are preceded with adp, for example,
adpSOLARISCREATEUSER.

See Also:  Chapter 2, "Developing Adapters" and "Event Handler
Manager Form" on page 5-1 for more information about adapters and
event handlers

12.3.3.2.1 Assigning an Adapter or Event Handler to a Process Task

The following procedure describes how to assign an adapter or event handler to a
process task.

Important: If you assign an adapter to the process task, the adapter
will not work until you map the adapter variables correctly. See
"Mapping Adapter Variables" on page 12-21 for details.

To assign an adapter or event handler to a process task:

1. Double-click the row heading of the process task to which you want to assign an
event handler or adapter.

The Editing Task window is displayed.
2. Click the Integration tab.
3. Click Add.

The Handler Selection dialog box is displayed, as shown in Figure 12-5.
4. To assign an event handler to the process task, select the System option.

To add an adapter to the process task, select the Adapter option. A list of event
handlers or adapters, which you can assign to the process task, is displayed in the
Handler Name region.
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Figure 12-5 Handler Selection Dialog Box
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5. Select the event handler or adapter that you want to assign to the process task.
6. From the Handler Selection window's Toolbar, click Save.

A confirmation dialog box is displayed.
7. Click OK.

The event handler or adapter is assigned to the process task.
12.3.3.2.2 Mapping Adapter Variables

See Also: "Adapter Mapping Information" on page 3-19 for more
information about the items to select in this procedure

Note: To trigger a task associated with a change to a parent form
field, the name of the task must be field Updated, where fieldis
the name of the parent form field. If the task is not named according
to this convention, it is not triggered during a field update.

To map an adapter variable:
1. Select the adapter variable that you want to map.
2. Click Map.
The Data Mapping for Variable window is displayed.

3. Complete the Map To, Qualifier, IT Asset Type, IT Asset Property, Literal Value,
and Old Value fields.

4. From the Data Mapping for Variable window's Toolbar, click Save.
5. Click Close.

The mapping status for the adapter variable changes from N to Y. This indicates
that the adapter variable has been mapped.
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12.3.3.2.3 Removing an Adapter or Event Handler from a Process Task
To remove an adapter or event handler from a process task:
1. Click Remove.
A confirmation dialog box is displayed.
2. Click OK.

The event handler or adapter is removed from the process task.

12.3.3.3 Task Dependency Tab

You use the Task Dependency tab to determine the logical flow of process tasks in a
process. Through this tab, you can:

= Assign preceding tasks to a process task.

These tasks must have a status of Completed before Oracle Identity Manager or a
user can trigger the current process task.

= Assign dependent tasks to a process task.

Oracle Identity Manager or a user can trigger these tasks only after the current
process task has a status of Completed.

= Break the link between a preceding task and the current task so that the preceding
task's completion status no longer has any effect on the current task being
triggered.

= Break the link between the current task and a dependent task so that the current
task's completion status no longer has any bearing on triggering the dependent
tasks.

For example, the Create User process task does not have any preceding tasks. Oracle
Identity Manager triggers this task whenever the task is inserted into a process (for
example, when an associated resource is requested). The Create User process task has
seven dependent tasks. Before completion of this process task, each dependent task
will have a status of Waiting. Once this task achieves a status of Completed, each of
these process tasks are assigned a status of Pending, and Oracle Identity Manager can
trigger them.

12.3.3.3.1 Assigning a Preceding Task to a Process Task

To assign a preceding task to a process task:

1. Double-click the row heading of the process task to which you want to assign a
preceding task.

The Editing Task window is displayed.
2. C(Click the Task Dependency tab.
3. From the Preceding Tasks region, click Assign.
The Assignment window is displayed.
4. From this window, select the preceding task, and assign it to the process task.
5. Click OK.

The preceding task is assigned to the process task.

12.3.3.3.2 Removing a Preceding Task from a Process Task

To remove a preceding task from a process task:
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1. Select the preceding task that you want to delete.
2. From the Preceding Tasks region, click Delete.

The preceding task is removed from the process task.

12.3.3.3.3 Assigning a Dependent Task to a Process Task
To assign a dependent task to a process task:

1. Double-click the row heading of the process task to which you want to assign a
dependent task.

The Editing Task window is displayed.
2. Click the Task Dependency tab.
3. From the Dependent Tasks region, click Assign.
The Assignment window is displayed.
4. From this window, select the dependent task, and assign it to the process task.
5. Click OK.
The dependent task is assigned to the process task.

12.3.3.3.4 Removing a Dependent Task from a Process Task
To remove a dependent task from a process task:

1. Select the dependent task that you want to delete.
2. From the Dependent Tasks region, click Delete.

The dependent task is removed from the process task.

12.3.3.4 Responses Tab
You use the Responses tab to do the following:
= Define the response codes that can be received in conjunction with the execution

of a particular process tasks. You can use response codes to represent specific
conditions on the target system.

= Define the conditional tasks that are started if a response code is received during
execution of this process task. These tasks are called generated tasks.

= Remove a response from a process task.
= Remove a generated task from a process task.

For example, when a Create User process task is completed, the SUCCESS response is
activated. This response displays a dialog box with the message "The user was created
successfully." In addition, Oracle Identity Manager triggers the Enable User process
task.

Note: By default, the UNKNOWN response is defined for each
process task that is rejected. This way, even when the system
administrator does not add any responses to a process task, if this task
is rejected, the user will be notified in the form of an error message in
a dialog box.

12.3.3.4.1 Adding a Response to a Process Task
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To add a response to a process task:

1.

Double-click the row heading of the process task to which you want to add a
response.

The Editing Task window is displayed.

Click the Responses tab.

In the Responses region, click Add.

A blank row is displayed in the Responses region.

Enter information in the Response field.

This field contains the response code value. This field is case-sensitive.

Enter information in the Description field. This field contains explanatory
information about the response.

If the process task triggers the response, this information is displayed in the task
information dialog box.

Double-click the Status lookup field.

From the Lookup window that is displayed, select a task status level. If the
response code is received, it will cause the task to be set to this status.

Click Save.

The response you added would now reflect the settings you have entered.

12.3.3.4.2 Removing a Response from a Process Task

To remove a response from a process task:

1.
2.

Select the response that you want to delete.
From the Responses region, click Delete.

The response is removed from the process task.

Note: You will not be able to delete a response from a process task
that is invoked for any provisioning instance, even if the response is
existing or is newly added. However, if the process task is not
invoked for any provisioning instance, you will be able to delete the
response.

12.3.3.4.3 Assigning a Generated Task to a Process Task

To assign a generated task to a process task:

1.

Double-click the row heading of the process task to which you want to assign a
generated task.

The Editing Task window is displayed.

Click the Responses tab.

Select the response code for which you want to assign generated tasks.
From the Tasks to Generate region, click Assign.

The Assignment window is displayed.
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5. From this window, select the generated task, and assign it to the process task
response.

6. Click OK.

The generated task is assigned to the process task.

12.3.3.44 Removing a Generated Task From a Process Task
To remove a generated task from a process task:

1. Select a response code.

2. Select the generated task that you want to delete.
3. From the Tasks to Generate region, click Delete.

The generated task is removed from the process task.

12.3.3.5 Undo/Recovery Tab
You use the Undo/Recovery tab for the following:

s To define process tasks that are triggered when the current process task is
canceled. These process tasks are known as undo tasks.

= Toremove an undo task from a process task, when it is no longer valid.

s To define process tasks that are triggered when the current process task is rejected.
These tasks are called recovery tasks.

s Toremove a recovery task from a process task.

For example, if the Create User process task has a Cancelled status, the Delete User
undo task is triggered. Similarly, if the Create User task is Rejected, Oracle Identity
Manager triggers the Enable User recovery task.

Note: When the current process task is rejected, Oracle Identity
Manager triggers recovery tasks that are assigned to the process task.
If you select the Complete on Recovery check box, Oracle Identity
Manager changes the status of the current process task from
Rejected to Unsuccessfully Completed upon completion of all
recovery tasks that are generated. This enables Oracle Identity
Manager to trigger other dependent process tasks.

The following sections describe how to assign an undo and recovery task to the
current process task, and how to remove an undo and recovery task from the current
process task.

12.3.3.5.1 Assigning an Undo Task to a Process Task

To assign an undo task to a process task:

1. Double-click the row heading of the process task to which you want to assign an
undo task.

The Editing Task window is displayed.
2. Click the Undo/Recovery tab.
3. In the Undo Tasks region, click Assign.

The Assignment window is displayed.
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4, From this window, select the undo task, and assign it to the process task.
5. Click OK.

The undo task is assigned to the process task.

12.3.3.5.2 Removing an Undo Task From a Process Task
To remove an undo task from a process task:

1. Select the undo task that you want to delete.

2. From the Undo Tasks region, click Delete.

The undo task is removed from the process task.

12.3.3.5.3 Assigning a Recovery Task to a Process Task
To assign a recovery task to a process task:

1. Double-click the row heading of the process task to which you want to assign a
recovery task.

The Editing Task window is displayed.
2, Click the Undo/Recovery tab.
3. From the Recovery Tasks region, click Assign.
The Assignment window is displayed.
4. From this window, select the recovery task, and assign it to the process task.
5. Click OK.
The recovery task is assigned to the process task.

6. Optional. If you want the status of the current process task to change from
Rejected to Unsuccessfully Completed upon completion of all recovery tasks that
are generated (so Oracle Identity Manager can trigger other, dependent process
tasks) select the Complete on Recovery check box. Otherwise, do not select this
check box.

12.3.3.5.4 Removing a Recovery Task from a Process Task
To remove an recovery task from a process task:
1. Select the recovery task that you want to delete.

2. From the Recovery Tasks region, click Delete.

The recovery task is removed from the process task.

12.3.3.6 Notification Tab

You use this tab to designate the e-mail notification to be generated when the current
process task achieves a particular status. A separate e-mail notification can be
generated for each status a task can achieve. If an e-mail notification is no longer valid,
you can remove it from the Notification tab.

For example, when the Create User process task achieves a status of Completed,
Oracle Identity Manager sends the Process Task Completed e-mail notification to the
user who is to be provisioned with the resource. If the Create User process task is
rejected, the Process Task Completed e-mail notification is sent to the user and the
user's manager.
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Note: Oracle Identity Manager can only send an e-mail notification
to a user if you first create a template for the e-mail message by using
the Email Definition form.

See "Email Definition Form" on page 12-1 for details.

The following sections describe how to assign e-mail notifications to a process task,
and remove e-mail notifications from a process task.

12.3.3.6.1 Assigning an E-Mail Notification to a Process Task

To assign an e-mail notification to a process task:

1.

Double-click the row heading of the process task to which you want to assign an
e-mail notification.

The Editing Task dialog box is displayed.
Click the Notification tab.

Click Assign.

The Assignment dialog box is displayed.

From this window, select the e-mail template definition to use, and assign it to the
process task.

Click OK.
The name of the e-mail notification is displayed in the Notification tab.
Double-click the Status lookup field.

From the Lookup window that is displayed, select a completion status level. When
the process task achieves this status level, Oracle Identity Manager will send the
associated e-mail notification.

Select the check boxes that represent the users who will receive the e-mail
notification.

Currently, an e-mail notification can be sent to the following users:
= Assignee. This user is responsible for completing the associated process task.

= Requester. This user requested the process that contains the corresponding
process task.

s User. This user will be provisioned with the resource once the associated
process task is Completed.

= User's Manager. This user is the supervisor of the user, who will be
provisioned with the resource once the corresponding process task is
Completed.

Click Save.

The e-mail notification is assigned to the process task.

12.3.3.6.2 Removing an E-mail Notification from a Process Task

The following procedure describes how to remove an e-mail notification from a
process task.

To remove an e-mail notification from a process task:

Developing Provisioning Processes 12-27



Process Definition Form

1. Select the e-mail notification that you want to delete.
2. (lick Delete.

The e-mail notification is removed from the process task.

12.3.3.7 Task to Object Status Mapping Tab

A resource object contains data that is used to provision resources to users and
applications.

In addition, a resource object is provided with predefined provisioning statuses, which
represent the various statuses of the resource object throughout its life cycle as it is
being provisioned to the target user or organization.

Note: Provisioning statuses are defined in the Status Definition tab
of the Resource Objects form.

The provisioning status of a resource object is determined by the status of its
associated provisioning processes, and the tasks that comprise these processes. For this
reason, you must provide a link between the status of a process task and the
provisioning status of the resource object to which it is assigned.

The Task to Object Status Mapping tab is used to create this link. Also, when this
connection is no longer required, or you want to associate a process task status with a
different provisioning status for the resource object, you must break the link that
currently exists.

For this example, there are five mappings among process task statuses and
provisioning statuses of a resource object. When the Create User process task achieves
a status of Completed, the associated resource object will be assigned a provisioning
status of Provisioned. However, if this task is canceled, the provisioning status for
the resource object will be Revoked. None indicates that this status has no effect on
the provisioning status of the resource object.

The following sections describe how to map a process task status to a provisioning
status and unmap a process task status from a provisioning status.

12.3.3.7.1 Mapping a Process Task Status to a Provisioning Status

To map an process task status to a provisioning status:

1. Double-click the row heading of the process task, which has a status that you want
to map to the provisioning status of a resource object.

The Editing Task window is displayed.
2. Click the Task to Object Status Mapping tab.
3. Select the desired process task status.
4. Double-click the Object Status lookup field.

From the Lookup window that is displayed, select the provisioning status of the
resource object to which you want to map the process task status.

5. Click OK.

The provisioning status you selected is displayed in the Task to Object Status
Mapping tab.

6. Click Save.
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The process task status is mapped to the provisioning status.

12.3.3.7.2 Unmapping a Process Task Status From a Provisioning Status
To unmap an process task status from a provisioning status:

1. Select the desired process task status.

2. Double-click the Object Status lookup field.

From the Lookup window that is displayed, select None. None indicates that this
status has no effect on the provisioning status of the resource object.

3. Click OK.

The provisioning status of None is displayed in the Task to Object Status
Mapping tab.
4. Click Save.

The process task status is no longer mapped to the provisioning status of the
resource object.

12.3.3.8 Assignment Tab of the Editing Task Window

This tab is used to specify assignment rules for the current process task. These rules
will determine how the process task will be assigned.

Note: Task assignment rules are useful when associated with tasks
that are to be completed manually. Most provisioning process tasks
are automated, and as a result, they might not require task assignment
rules.

If the criteria of the Solaris Process Tasks - User rule are not satisfied, Oracle Identity
Manager evaluates the criteria of the Solaris Process Tasks - Group rule. If that rule's
criteria are met, the task is assigned to the SYSTEM ADMINISTRATORS role, and the
task is marked to escalate in 10 minutes.

Note: Only rules with a classification type of Task Assignment can
be assigned to a process task. For more information about specifying
the classification type of a rule, see "Rule Designer Form" on

page 11-51. In addition, a Default rule is predefined in Oracle Identity
Manager. This rule always evaluates to True. Therefore, it can be used
as a safeguard mechanism to ensure that at least one predefined task
assignment occurs if all the other rules fail.

Table 12—4 describes the fields of the Assignment tab.

Table 12-4 Fields of the Assignment Tab of the Editing Task Window

Field Name Description

Rule The name of the Task Assignment rule to evaluate.
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Table 12-4 (Cont.) Fields of the Assignment Tab of the Editing Task Window

Field Name Description
Target Type The classification type of the user or role that is responsible for
completing the current process task. Currently, the process task can
be assigned to:
»s  User. An Oracle Identity Manager user.
= Role. A role.
= Group User with Least Load. The member of the specified role
with the fewest process tasks assigned.
= Request Target User's Manager. The supervisor of the user who
is being provisioned with the resource.
= Object Authorizer User with Least Load. The member of the
role (designated as an Object Authorizer role for the resource)
with the fewest process tasks assigned.
= Object Administrator. A role that is defined as an administrator
of the associated resource object.
= Object Administrator User with Least Load. The member of the
role (designated as an Object Administrator role) with the fewest
process tasks assigned.
Note: Object Authorizer and Object Administrator roles are defined
in the Object Authorizers and Administrators tabs, respectively, of
the Resource Objects form.
Adapter This is the name of the adapter. Double-click this field to get a lookup
form for all existing adapters.
Adapter Status This is the status of the adapter.
Group The role to which the current process task is assigned.
User The user to which the current process task is assigned.
Email Name & Send By selecting an e-mail notification from the Email Name lookup field,
Email and selecting the Send Email check box, Oracle Identity Manager will

send the e-mail notification to a user or role once the current process
task is assigned.

Escalation Time

The amount of time (in milliseconds) that the user or role, which is
associated with the rule that Oracle Identity Manager triggers, has to
complete the process task. If this process task is not completed in the
allotted time, Oracle Identity Manager will re-assign it to another user
or role. The escalation rule adheres to the order defined by the target
type parameter.

Priority

The priority number of the rule that is associated with the current
process task. This number indicates the order in which Oracle
Identity Manager will evaluate the rule.

The following sections describe adding a task assignment rule to a process task and
how to remove it from the process task.

12.3.3.8.1 Adding a Rule to a Process Task

To add a rule to a process task:

1. Double-click the row heading of the task to which you want to add a rule.

The Editing Task window is displayed.

2. Click the Assignment tab.

3. Click Add.
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10.

A blank row is displayed in the Assignment tab.
Double-click the Rule lookup field.

From the Lookup window that is displayed, select the rule that you want to add to
the process task. Then, click OK.

Double-click the Target Type lookup field.

From the Lookup window that is displayed, select the classification type of the
user or role (User, Role, Group User with Least Load, Request Target User's
Manager, Object Authorizer User with Least Load, Object Administrator, Object
Administrator User with Least Load) that is responsible for completing the
process task. Then, click OK.

Double-click the Group lookup field.

From the Lookup window that is displayed, select the role that is responsible for
completing the process task. This setting is only necessary if you selected Group
or Group User with Least Load in the Target Type field. Then, click OK.

OR

Double-click the User lookup field. From the Lookup window that is displayed,
select the user who is responsible for completing the process task. This setting is
only necessary if you selected User in the Target Type field. Then, click OK.

Double-click the Email Name field.

From the Lookup window that is displayed, select the e-mail notification that will
be sent to the corresponding user or role once the task is assigned. Click OK. Then,
select the Send Email check box.

If you do not want Oracle Identity Manager to send an e-mail notification when
the task is assigned, go to Step 8.

In the Escalation Time field, enter the time (in milliseconds) that the selected user
or role has to complete the process task.

When you do not want to associate a time limit with the rule you are adding to the
process task, leave the Escalation Time field empty, and proceed to Step 10.

In the Priority field, enter the priority number of the rule that you are adding to
the process task.

Click Save.
The rule is added to the process task.

12.3.3.8.2 Removing a Rule from a Process Task

To remove a rule from a process task:

1.
2.

Select the rule that you want to delete.
Click Delete.

The rule is removed from the process task.
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Developing Process Forms

This chapter describes how to develop provisioning process forms by using the Design
Console. It contains the following sections:

s Form Designer Form

»  Error Message Definition Form

13.1 Form Designer Form

The information required to provision resources to a target user or organization
cannot always be retrieved from an existing Oracle Identity Manager form. You can
use the Form Designer form in the Development Tools folder to create a form with
fields that contain the relevant information. After creating the form, you assign it to
the process or resource object that is associated with provisioning resources to the user
or organization. Figure 13-1 shows the Form Designer Form.

Oracle Identity Manager displays a resource object or process form that a user creates
by using the Form Designer form for the following reason:

When the process form is attached to the appropriate provisioning process, and the
Launch Form menu command is selected by right-clicking the process from the Object
Process Console tab of the Organizations or Users forms.

For example, when Oracle Identity Manager or one of its users attempts to complete
the resource object or process, the assigned form is triggered. When this occurs, either
Oracle Identity Manager or a user populates the fields of this form. After the data is
saved, the corresponding process or resource object can achieve a status of Completed,
and Oracle Identity Manager can provision the appropriate resources to the target
organizations or users.
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Figure 13-1 Form Designer Form
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For example, the Solaris form (represented by the UD_SOLARIS name in the Table
Name field) has been created and assigned to both the Solaris resource object and
provisioning process.

Note: The table name contains a UD_ prefix, followed by the form
name. For this example, because the name of the form is SOLARIS, its
table name is UD_SOLARIS.

Table 13-1 describes the data fields of the Form Designer form.

Table 13-1 Fields of the Form Designer Form

Field Name Description

Table Name The name of the database table that is associated with the form.

Note: The table name contains the UD_ prefix, followed by the form
name. If the name of the form is SOLARIS, its table name is
UD_SOLARIS.

Description Explanatory information about the form.

Important: The text that is displayed in the Description field is the
name of the form.

Preview Form When you click this button, the form is displayed. This way, you can
see how it looks and functions before you make it active.
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Table 13—-1 (Cont.) Fields of the Form Designer Form

Field Name Description

Form Type These options are used to designate if the form is to be assigned to a
process or a resource object.
If you select the Process option, the form is associated with an
approval or provisioning process.

Object Name This is the name of the resource that can be provisioned (for

example, a database, server, software application, file, or directory
access). Also, referred to as a resource object name.

Double-click this field to see the available resource object names.

Latest Version

The most recent version of the form.

Active Version

The version of the form that is used with the designated process or
resource object.

Note: After a version of the form is displayed in the Active Version
field, it cannot be modified.

Current Version

This version of the form is being viewed and contains information,
which is displayed throughout the various tabs of the Form Designer
form.

Create New Version

If you click this button, you can assign an additional name to the
existing version of a form. As a result, you can modify this version,
without effecting the original version of the form.

Note: If you create a new version of the form and click Refresh, the
name that you provided for this version is displayed in the Current
Version box.

Make Version Active

By clicking this button, you can specify that the current version of
the form is the one that is to be assigned to the process or resource
object. In other words, this version is now active.

Note: After a version of the form is active, it cannot be modified.
Instead, you must create another additional version of the form (by
clicking the Create New Version button).

The following sections describes how to work with forms:

s Creating a Form

»  Tabs of the Form Designer Form

s Creating an Additional Version of a Form

13.1.1 Creating a Form

To create a form:

1. Open the Form Designer form.

2. In the Table Name field, enter the name of the database table that is associated

with the form.

Note: The table name contains the UD_ prefix followed by the form
name. If the name of the form is SOLARIS, its table name is
UD_SOLARIS.

3. In the Description field, enter explanatory information about the form.
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4. Select the Process option. This is because the form is assigned to a provisioning

process.
Click Save.

The form is created. The words Initial Version are displayed in the Latest Version
field. This signifies that you can populate the tabs of the Form Designer form with
information, so the form is functional with its assigned process or resource.

13.1.2 Tabs of the Form Designer Form

After you open the Form Designer form, and create a form, the tabs of this form
become functional. The Form Designer form contains the following tabs:

Additional Columns Tab
Child Table(s) Tab
Object Permissions Tab
Properties Tab
Administrators Tab
Usage Tab

Pre-Populate Tab
Default Columns Tab
User Defined Fields Tab

13.1.2.1 Additional Columns Tab

You use the Additional Columns tab to create and manage data fields. These data
fields are displayed on the associated form that is created by using the Form Designer
form.

Table 13-2 describes the data fields of the Additional Columns tab.

Table 13-2 Fields of the Additional Columns Tab

Name

Description

Name

The name of the data field that is displayed in the database and is recognized by
Oracle Identity Manager.

Note: This name consists of the <TABLENAME_> prefix followed by the name of the
data field.

For example, if the name in the Table Name field of the Form Designer form is
UD_PASSWORD and the name for the data field is USERNAME, the data field name
that is displayed in the database and that Oracle Identity Manager recognizes, would
be UD_PASSWORD_USERNAME.

Variant Type

From this lookup field, select the variant type for the data field. The variant type
denotes the type of data that the field accepts.

This data field must be one of nine variant types: Byte, Double, Date, Byte Array,
Boolean, Long, String, Short, and Integer.

Length

The length in characters of the data field.

Field Label

The label that is associated with the data field. This label is displayed next to the data
field on the form that is generated by Oracle Identity Manager.
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Table 13-2 (Cont.) Fields of the Additional Columns Tab

Name Description

Field Type From this lookup field, select the data type of the data field. The data type represents
how the data must be displayed in the field.

You can select one of the following data types:
= TextField: This data field is displayed on the generated form as a text field.

If the text field is display-only (the text in the field is displayed in red font), a user
can use the field only to run a query. Otherwise, the user can also populate the
field with information, and save it to the database.

=  LookupField: This data field is displayed on the generated form as a lookup field.

If this lookup field is display-only, a user can use the field only to run a query.
Otherwise, the user can also populate the field with a value from the associated
Lookup window, and save this value to the database.

s TextArea: This data field is displayed on the generated form as a text area.

If this text area is display-only, a user can only read the information that is
displayed in it. Otherwise, the user can also populate the text area with data, and
save this information to the database.

= ITResourceLookupField: This data field is displayed on the generated form as a
lookup field. From this lookup field, a user can select a lookup value that
represents an IT resource, and save this value to the database.

Note: If you select this data field, you must specify the type of server for the IT
resource from the Property Value field.

For more information about adding a property value to a data field, see "Adding
a Property and Property Value to a Data Field" on page 13-12.

= DateFieldWithDialog: This data field is displayed on the generated form as a text
field.

If this text field is display-only, a user can use the field only to run a query.

Otherwise, the user can also populate the field with a date and time (by
double-clicking the field and selecting a date and time from the Date & Time
window). Then, this date and time can be saved to the database.

= CheckBox: This data field is displayed on the generated form as a check box.

If this check box is display-only, a user can only see whether the check box is
selected or deselected. Otherwise, the user can also select or deselect the check
box, and save this setting to the database.

= PasswordField: The text entered in this field is displayed as a series of asterisk (*)
characters.

If the name of the column with field type as Password Fieldis PASSWORD and
a password policy is attached to the associated resource object, the password
entered in this field is verified against the password policy.

= RadioButton: This data field is displayed on the generated form as an option.

A user can select or deselect the radio button, and save this setting to the
database.

= DataCombobox: This data field is displayed on the generated form as a list.
A user can select an item from the list and save this selection to the database.

= DisplayOnlyField: This data field is not enabled for the user to enter a value.
This type of fields can only display data based on values in other fields.
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Table 13-2 (Cont.) Fields of the Additional Columns Tab

Name Description

Default Value This value is displayed in the associated data field after the form is generated and if
no other default value was specified from the following scenarios:

= A pre-populate adapter, which is attached to the form field, is run.

= A data flow exists between a field of a custom form assigned to one process and a
field of a custom form associated with another process.

= A resource object, which has been requested for an organization, has a custom
form attached to it. In addition, one of the fields of this custom form has a default
value associated with it. It is strongly recommended that you do not specify
default values for passwords and encrypted fields.

Order The sequence number that represents where the data field is positioned on the
generated form.

For example, a data field with an order number of 2 is displayed below a data field
with an order number of 1.

Application Profile This check box designates if the most recent value of this field should be displayed on
the Object Profile tab of the Users form after the resource associated with this form has
been provisioned to the user and achieved the Enabled status.

If this check box is selected, the label and value of this field is displayed on the Object
Profile tab of the Users form for users provisioned with the resource.

Encrypted This check box determines if the information, which is displayed in the associated
data field, is to be encrypted when it is transmitted between the server and the client.

If this check box is selected, the information that is displayed in the data field is
encrypted when it is transmitted between the client and the server.

13.1.2.1.1 Adding a Data Field to a Form
To add a data field to a form:

Note: Password fields are encrypted by default. When a data field of
password field type is created, the value is displayed as asterisk (*)
characters in the Administrative and User Console, and the data is
encrypted in the database.

1. In the Additional Columns tab, click Add.
A blank row is displayed in the Additional Columns tab.

2. In the Name field, enter the name of the data field, which is displayed in the
database, and is recognized by Oracle Identity Manager.

Note: This name consists of the <TABLENAME_> prefix, followed
by the name of the data field.

For example, if the name that is displayed in the Table Name field is
UD_PASSWORD, and the name for the data field is USERNAME,
the data field name that is displayed in the database and Oracle
Identity Manager recognizes, would be
UD_PASSWORD_USERNAME.

3. Double-click the Variant Type lookup field.
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10.

11.

From the Lookup window that is displayed, select the variant type for the data
field.

Currently, a data field can have one of nine variant types: Byte, Double, Date, Byte
Array, Boolean, Long, String, Short, and Integer.

In the Length field, enter the length (in characters) of the data field.
In the Field Label field, enter the label that will be associated with the data field.

This label is displayed next to the data field on the form that is generated by
Oracle Identity Manager.

Double-click the Field Type lookup field.

From the Lookup dialog box that is displayed, select the data type for the data
field. Presently, a data field can have one of nine data types: Text Field, Lookup
Field, Text Area, IT Resource Lookup Field, Date Field, Check Box, Password
Field, Radio Button, and box.

See Also: Table 13-2 for more information about data types

In the Default Value field, enter the value that is displayed in the associated data
field once the form is generated, and if no other default value has been specified.

See Also: Table 13-2 for more information about the scenarios where
a default value could be set

In the Order field, enter the sequence number, which will represent where the
data field will be positioned on the generated form.

For example, a data field with an order number of 2 is displayed below a data field
with an order number of 1.

If you want a specific organization or user's values to supersede the value that is
displayed in the Default Value field, select the Application Profile check box.
Otherwise, go to Step 10.

If you want the information that is displayed in the data field to be encrypted
when it is transmitted between the client and the server, select the Encrypted
check box. Otherwise, go to Step 11.

Click Save.

13.1.2.1.2 Removing a Data Field From a Form

To remove a data field from a form:

Note: While adding a new field, if you assign it the same name as a
field that was removed, the variant type (data type) of the new field
remains the same as that of the field that was removed. For example,
suppose you remove the Addr1 field to which the String variant type
was applied. You create a field with the same name and apply the
Boolean variant type to it. Now, when you view or use the form on
which the new Addrl1 field is added, the variant type of the field is
String and not Boolean.
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1. Delete all properties that are associated with the data field you want to remove by
following the instructions in Section 13.1.2.4.3, "Removing a Property and Property
Value From a Data Field".

2. Select the data field that you want to remove.
3. C(lick Delete.
The data field is removed from the form.

While adding a new field, if you assign it the same name as a field that was removed,
the variant type (data type) of the new field remains the same as that of the field that
was removed. For example, suppose you remove the Addr1 field to which the String
variant type was applied. You create a field with the same name and apply the
Boolean variant type to it. Now, when you view or use the form on which the new
Addrl field is added, the variant type of the field is String and not Boolean.

13.1.2.2 Child Table(s) Tab

Sometime you might have to add the same data fields to multiple forms that are
created by using the Form Designer form. There are two ways to do this:

= You can add the data fields to each form manually, through the form's Additional
Columns tab.

= You can group the data fields together and save them under one form name. Then,
you can assign this form to each form that requires these data fields.

If this form contains the data fields that are required by another form, it is known as a
child table.

Assigning child tables to a form increases your efficiency as a user. Without child
tables, for every form that needs data fields, you would have to set the parameters for
each field. For example, if five forms require the identical data field, you would have
to set the parameters for this field five, separate times (one for each form).

If you use a child table for one form, and decide that you want to apply it to another
form, the Design Console enables you to do so. Remove the child table from the first
form, and assign it to the target form. This way, the child table that you assign to one
form can be reused for all forms created with the Form Designer form.

You can configure Oracle Identity Manager to perform one of the following actions in
a column of a child table:

= Insert: Adds a new value to the designated column of the child table

= Update: Modifies an existing value from the corresponding column of the child
table

»s  Delete: Removes a value from the designated column of the child table

See Also: See Section 12.3, "Process Definition Form" for more
information about setting up Oracle Identity Manager to insert, edit,
or delete a value from in a column of a child table

For example, suppose that the UD_SOUTH child table is assigned to the Results of
1Q 2004 Sales form (represented by the UD_SALES2 table name). After this form is
started, the data fields in the UD_SOUTH child table are displayed in the form.

The following sections describe how to assign a child table to a form and how to
remove a child table from a form.
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Note: If the form, which is represented by the child table, has not
been made active, you cannot assign it to the parent form.

13.1.2.2.1 Assigning a Child Table to a Form

To assign a child table to a form:

Note: If the form that is represented by the child table is active, it
will not be displayed in the Assignment window, and you will not be
able to assign it to the parent form.

1. Click Assign.

The Assignment window is displayed.
2. From this window, select the child table, and assign it to the form.
3. Click OK.

The selected child table is assigned to the form.

13.1.2.2.2 Removing a Child Table from a Form

To remove a child table from a form:

1. Select the child table that you want to remove.
2. Click Delete.

The child table is removed from the form.

13.1.2.3 Object Permissions Tab

You use this tab to select the user groups that can add, modify, and remove
information from a custom form when it is instantiated.

When the Allow Insert check box is selected, the corresponding user group can add
information into the fields of the user-created form. If this check box is not selected,
the user group cannot populate the fields of this form.

When the Allow Update check box is selected, the associated user group can modify
existing information in the fields of the user-created form. If this check box is not
selected, the user group cannot edit the fields of this form.

When the Allow Delete check box is selected, the corresponding user group can delete
data from instantiations of the user-created form. If this check box is not selected, the
user group cannot delete data from fields of this form (when it is instantiated).

Figure 13-2 shows the Object Permissions tab of the Form Designer Form.

Developing Process Forms 13-9



Form Designer Form

Figure 13-2 Object Permissions Tab of the Form Designer Form
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Suppose the SYSTEM ADMINISTRATORS user group can create, modify, and delete
information that is displayed in the Results of 1Q 2004 Sales form (represented by the
UD_SALES2 name in the Table Name field). The IT DEPARTMENT user group can
only delete records of this form (its Allow Insert and Allow Update check boxes are
not selected). The HR DEPARTMENT user group can create and modify information
from within the Results of 1Q 2004 Sales form. However, because the Allow Delete
check box is not selected, this user group is not able to delete this information.

The following section describes how to assign a user group to a user-created form, and
remove a user group from a user-created form.
13.1.2.3.1 Assigning a User Group to a User-Created Form
To assign a user group to a user-created form:
1. Click Assign.
The Assignment dialog box is displayed.
2. Select the user group, and assign it to the form that was created by a user.
3. Click OK.
The user group is displayed in the Object Permissions tab.

4. If you do not want this user group to be able to add information into a record of
the user-created form, double-click the corresponding Allow Insert check box.
Otherwise, go to Step 5.

5. If you do not want this user group to be able to modify information from within a
record of the user-created form, double-click the associated Allow Update check
box. Otherwise, go to Step 6.

6. If you do not want this user group to be able to delete a record of the user-created
form, double-click the corresponding Allow Delete check box. Otherwise, go to
Step 7.

7. Click Save.

The user group is assigned to the user-created form.
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13.1.2.3.2 Removing a User Group From a User-Created Form
To remove a user group from a user-created form:

1. Select the user group that you want to remove.

2. Click Delete.

The user group is removed from the user-created form.

13.1.2.4 Properties Tab

Figure 13-3 shows the Properties Tab of the Form Designer Form. You use this tab to
assign properties and property values to the data fields that are displayed on the form
that is created through the Form Designer form.

Figure 13-3 Properties Tab of the Form Designer Form
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For example, suppose that the Results of 1Q 2004 Sales form has two data fields: User
Name and Password. Each data field contains the following properties:

= Required, which determines whether or not the data field must be populated for
the generated form to be saved. The default value for the Required property is
false.

= Visible Field, which establishes whether the data field is displayed on the form,
once Oracle Identity Manager generates the form. The default value for the
Visible Field propertyis true.

Because the property values for the Required and Visible Field properties are
true for both data fields, once the Results of 1Q 2004 Sales form is generated, both of
these data fields are displayed. In addition, each field must be populated for the form
to be saved.

The following sections describe how to add a property and property value to a data
field, and how to remove them from the data field.
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Note: The Properties tab is grayed out until you create a data field
for the form by using the Additional Columns tab.

For more information about the properties and property values you
can select, see "Rule Elements, Variables, Data Types, and System
Properties" on page 30-1.

13.1.2.4.1 Adding a Property and Property Value to a Data Field
To add a property and property value to a data field:
1. Select the data field to which you want to add a property and property value.
2. C(Click Add Property.
The Add Property dialog box is displayed, as shown in Figure 13—4.

Figure 13-4 Add Property Dialog Box
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Note: The text that is displayed in the Column Name and Column
Type fields are the names and types of data fields you selected.

In this example, the User Name data field was selected (as indicated by User
Name displayed in the Column Name field). In addition, the data type of this field
is a text field.

Table 13-3 lists the fields of the Add Property dialog box.

Table 13-3 Fields of the Add Property Dialog Box

Name Description

Column Name The name of the data field.

Column Type The data type of the data field.

Property Name From this box, select the property for the data field.

Property Value In this field, enter the property value, which is associated with the

property that is displayed in the Property Name box.

Note: The menu items displayed in the Property Name box reflect
the data type of the selected data field.

3. Set the parameters for the property and property value that you are adding to the
data field. Figure 13-5 shows the Add Property dialog box with values.
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Figure 13-5 Add Property Dialog Box - Filled
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For this example, because the value of the Required property for the User Name
data field was set to true, once the associated form is generated, this field must be
populated. Otherwise, the form cannot be saved.

See Also: See "Rule Elements, Variables, Data Types, and System
Properties" on page 30-1 for more information about the parameters
and property values to select

4. From the Add Property window's Toolbar, click Save.
5. Click Close.
The property and property value are added to the data field.

13.1.2.4.2 Adding a Property and Property Value for Customized Look up Query
To add a property and a property value for a customized lookup query:
1. Select the data field to which you want to add a property and a property value.
2. C(Click Add Property.
The Add Property dialog box is displayed, as shown in Figure 13-6.

Figure 13—-6 Add Property Dialog Box
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Note: The text that is displayed in the Column Name and Column
Type fields shows the name and type of the data field you selected
(from the Properties tab of the Form Designer).

In this example, the Name data field was selected (as indicated by Name
displayed in the Column Name field). In addition, the data type of this field is a
lookup field.

The boxes of the Add Property dialog box are used to help build the WHERE
clause in the custom lookup query. As you select the values for each box (from the
menu), the WHERE clause is appended to the custom lookup query.

Table 13-4 describes the regions of the Add Property dialog box. Initially, all the
fields are grayed out. After you have defined the lookup query and clicked Save,
the fields become active.

Table 13-4 Fields of the Add Property Dialog Box

Name Description

Column Name The name of the data field.

Column Type The data type of the data field.

Property Name From this list, select the property for the data field.

Property Value In this field, enter the property value, which is associated with the

property that is displayed in the Property Name box.

In the case of a lookup query, you must specify both the Oracle
Identity Manager form and field, which will be referenced for the
query and will be recognized by the database.

For example, if Oracle Identity Manager is referring to the user's
login, you enter select usr_key fromusr in the Property Value field.
After clicking Save, the Filter Column is active with all the
columns of tables.

Filter Column This is the Oracle Identity Manager form field that is referenced for
the lookup query, and which is recognized by the database. This
field is populated with all columns of table specified in the
Property Value field. If multiple tables are used in the query, all
tables are shown.

For example, usr . USR_LOGIN signifies that Oracle Identity
Manager will see the User Login field from the Users form for the
lookup query.

Source After the Filter Column variable is selected, the Source field is
populated with all possible sources of value. The list of values in
this field is dependent upon the type of form, for which the lookup
field is being defined. For instance, the list displayed is different if
the lookup query is for an Object form or a Process form. The
Source field is a user-friendly name for the value that is displayed
in the Filter Column box.

For example, Requester Information refers to the usr.USR portion
of the Filter Column value.

Field This field is populated based on what value is selected in the
Source field. Use this field to create the SELECT statement, which is
needed for the column name.

For example, the User Login corresponds to the _LOGIN part in
the Filter Column value.
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Note: The menu items displayed in the Property Name box show the
data type of the selected data field.

The Source and Field boxes of the Add Property dialog box are
applicable only when Lookup Query is displayed in Property Name.

3. Set the parameters for the property and the property value that you are adding to
the data field. Figure 13-7 shows the Edit Property dialog box.

Figure 13-7 Edit Property Dialog Box
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13.1.2.4.3 Removing a Property and Property Value From a Data Field

To remove a property and property value from a data field:

1. Select the property and the property value that you want to remove.
2. C(Click Delete Property.

The property and its associated value are removed from the data field.

13.1.2.5 Administrators Tab

This tab is used to select the user groups that can view, modify, and delete the current
record of the form that was created by a user by using the Form Designer form.

When the Write check box is selected, the corresponding user group can view and
modify information for the current record of the form. If this check box is not selected,
the user group cannot view or edit information for this record.

When the Delete check box is selected, the associated user group can remove
information from the current record of the form. If this check box is not selected, the
user group cannot delete information from this record.

Figure 13-8 shows the Administrators tab of the Form Designer Form.
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Figure 13-8 Administrators Tab of the Form Designer Form
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The following sections describe how to assign administrative privileges to a user
group for a record of a user-created form and remove administrative privileges from a
user group for a record of a user-created form.
13.1.2.5.1 Assigning Privileges to a User Group for a Record of a User-Created Form
To assign administrative privileges to a user group for a record of a user-created form:
1. Click Assign.

The Assignment dialog box is displayed.
2. Select the user group, and assign it to the record of the user-created form.
3. Click OK.

The user group is displayed in the Administrators tab.

4. If you want this user group to be able to create and modify information for the
current record of the user-created form, double-click the corresponding Write
check box. Otherwise, go to Step 5.

5. If you want this user group to be able to remove information from the current
record of the user-created form, double-click the associated Delete check box.
Otherwise, go to Step 6.

6. Click Save.
The user group now has administrative privileges for this record of the
user-created form.

13.1.2.5.2 Removing User Group Privileges for a Record of a User-Created Form

To remove administrative privileges from a user group for a record of a user-created
form:
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1. Select the user group that you want to remove.
2. C(lick Delete.

The user group no longer has administrative privileges for this record of the
user-created form.

13.1.2.6 Usage Tab

In this tab, you can see the resource objects and processes to which the current form
has been assigned.

For example, the Solaris form (represented by the UD_SOLARIS name in the Table
Name field) was created and assigned to both the Solaris resource object and
provisioning process.

Note: The table name contains the UD_ prefix, followed by the form
name. For this example, because the name of the form is Solaris, its
table name is UD_SOLARIS.

This tab will be populated with information only after you click Make
Version Active.

13.1.2.7 Pre-Populate Tab

You use this tab is to do the following:
= Attach a pre-populate adapter to a data field of the user-created form.

»  Select the rule that will determine if this adapter will be executed to populate the
designated data field with information.

= Set the priority number for the selected rule.

= Map the adapter variables of the prepopulate adapter to their correct locations.

See Also: Chapter 3, "Using Adapters" for more information about
prepopulate adapters, attaching pre-populate adapters to fields of
user-created forms, or mapping the variables of a pre-populate
adapter

13.1.2.8 Default Columns Tab

A form that is created by using the Form Designer form is composed of two types of
data fields:

s Data fields that are created by a user (by using the Additional Columns tab)

=  Data fields that are created by Oracle Identity Manager, and added to the form,
once the form is created

Through the Default Columns tab, you can see the names, variant types, and lengths
of the data fields, which are added, by default, to a user-created form. As a result, by
viewing these data fields, you can see all data fields for this type of form, without
starting SQL*Plus, or a similar database application.

13.1.2.9 User Defined Fields Tab

This tab is used to view and access any user-defined fields that were created for the
Form Designer form. Once a user-defined field has been created, it is displayed on this
tab and is able to accept and supply data.
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See Also: See Section 15.3, "User Defined Field Definition Form" for
instructions about how to create fields for user-created forms

13.1.3 Creating an Additional Version of a Form

Sometimes, when you create a form and populate the tabs of the Form Designer form
with information, so the form will work with the process or resource object to which it
will be assigned, you might want to create a different version of the form. This way,
you can modify this version, without changing the original version of the form.

To create an additional version of a form:

1.
2.
3.

Open the Form Designer form.
Search for the specific form of which you want to create a different version.
Click the Current Version box.

From the drop-down menu that is displayed, select the version of the form of
which you are creating an additional version.

Click the Create New Version button.

The Create a New Version window is displayed.

In the Label field, enter the name of the additional version of the form.
From the Create a New Version window's toolbar, click Save.

From this toolbar, click Close.

The additional version of the form is created. When you click the Current Version
box, the version's name, which you entered into the Label field in Step 5, is
displayed. By selecting this version, you can populate the tabs of the Form
Designer form with information, without changing the original version of the
form.

13.2 Error Message Definition Form

The Error Message Definition form, as shown in Figure 13-9, is in the Development
Tools folder. It is used to:

Create the error messages that are displayed in dialog boxes when certain
problems occur.

Define the error messages that users can access when they create error handler
tasks by using the Adapter Factory form.

The error messages you create are displayed on the Administrative and User
Console if they are added to an adapter definition while creating a new adapter by
using an error handler logic task based on a failure condition.

Note: If an entity adapter is attached to a process form or an object
form for validation of field values, these adapters will run if you edit
data in these forms after completing direct or request provisioning.

Oracle Identity Manager 11g Release 1 (11.1.1) does not support
creating new entity adapters.
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Figure 13-9 Error Message Definition Form
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Table 13-5 describes the data fields of the Error Message Definition form.

Table 13-5 Fields of the Error Message Definition Form

Field Name Description

Key The error message definition's unique, system-generated identification
number.

Code The code that represents the error message definition.

Reset Count When you click this button, Oracle Identity Manager resets the counter
to zero. This counter is the number of times the error message is
displayed.

Description A description of the error message.

Remedy A description of how to correct the condition that caused the error
message to be displayed.

Help URL The link to the URL that contains an online Help topic for this error
message.

Action A one-letter code, representing the seriousness of the condition that

causes the error message to be displayed.

An error message has three levels of seriousness: Error (E), Rejection
(R), and Fatal Rejection (F).

Severity For classification purposes, you can categorize the seriousness of the
condition that results in the error message being displayed, even
further.

An error message has five sub-levels of severity: None (N), Low (L),
Medium (M), High (H), and Crash (C).

Note Explanatory information about the error message.

13.2.1 Creating an Error Message

When you create an error message, Oracle Identity Manager populates the Key field
with a unique identification number. When a condition occurs that causes the error
message to be displayed, the text in the Description field is displayed in a dialog box.

Note: After you create an error message definition, to reset the count
of how many times the error message is displayed, click the Reset
Count button. This resets the count to zero.
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To create an error message:

1.

2
3.
4

Open the Error Messaging Definition form.
In the Code field, enter the code that represents the error message definition.
In the Description field, enter a description for the error message.

In the Remedy field, you can enter a description for how to correct the condition
that causes the error message to be displayed.

In the Help URL field, you can enter the link to the URL that contains an online
Help topic for this error message.

(Optional) Double-click the Action Lookup field.

From the Lookup dialog box that is displayed, you can select a code that
represents the seriousness of the condition that causes the error message to be
displayed. These codes, listed by degree of seriousness (from lowest to highest),
are:

s Error (E). Oracle Identity Manager stores the error message, and stops any
related operations from being triggered. Instead, the operation rolls back to
the previous operation.

= Reject (R). Oracle Identity Manager stores the rejection message, but it does
not prevent subsequent operations from being executed.

= Fatal Reject (F). Oracle Identity Manager stores the rejection message, and it
stops any subsequent operations from being triggered. However, it stores all
operations that were executed up to the fatal rejection.

(Optional) Double-click the Severity Lookup field. From the Lookup dialog box
that is displayed, you can select a code (None (N), Low (L), Medium (M), High
(H), or Crash (C)). This code presents a detailed classification of the code that is
displayed in the Action lookup field.

In the Note field, enter explanatory information about the error message.
Click Save.
The error message is created.

After creating error messages by using the Error Message Definition form, you
must add new error codes and advice messages in the Oracle Identity Manager
customResources.properties resource bundle. These localized error codes
and advice messages will be shown in the Administrative and User Console.
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Oracle Identity Manager provides connectors for reconciliation of users/accounts from
various target systems, such as Microsoft Active Directory, Sun Java System Directory,
Oracle Internet Directory, and Oracle E-Business Suite. For information about these
connectors, see Oracle Identity Manager Connectors Documentation in the Oracle
Technology Network (OTN) Web site at the following URL:

http://www.oracle.com/technetwork/indexes/documentation/index.ht
ml

However, to create a custom connector, you must develop a new scheduled task that
performs the following:

1. Retrieve user/account information from the target system.
2. Use reconciliation APIs to create reconciliation events to submit event data.

3. Create events for creating, modifying, or deleting an entity.

See Also: Chapter 6, "Developing Scheduled Tasks" for information
about developing a scheduled task

14.1 Developing Reconciliation Scheduled Tasks
To connect to a specific target system, you must:
s Create a new IT resource type
s Define a new IT resource

»  Use the IT resource as an input parameter for the scheduled task

See Also: Oracle Fusion Middleware Java API Reference for Oracle
Identity Manager for information about the APIs to lookup IT resource
definition

In Oracle Identity Manager, a provisioning process and a process instance is associated
with activities related to users or accounts. This provides a hook or point to add
customizations upon various actions.

Changes to the user state or the account state can occur via direct APIs or
reconciliation. The changes can be of many types, such as:

See Also: "Understanding Reconciliation APIs" on page 14-2 for
information about the reconciliation APIs

= Data change in the user or account profile
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= Status change, such as enable or disable

= Changes to user based on attestation processes
s Organization change

= Attribute propagation

= Password propagation

For each of these changes, the process definition provides a facility to add hooks to be
run upon any of these changes. For reconciliation, the process definition provides the
hooks in the form of the following conditional tasks:

» Reconciliation Insert Received: This conditional task is inserted when an account is
created via reconciliation.

= Reconciliation Update Received: This conditional task is inserted when an existing
account linked to a user is updated via reconciliation. Data in the process form or
status of the account are updated.

= Reconciliation Delete Received: This conditional task is inserted when an existing
account is revoked via reconciliation.

These tasks provide starting points for the workflows. You can create custom
workflows in the provisioning process, and create a dependency between the
reconciliation trigger tasks and the workflows. This causes the workflows to be run
upon the respective triggers.

Every reconciliation event that is successfully linked to a user or an account inserts a
single trigger from the conditional tasks. All the data in the user profile and the
account profile is available as context-sensitive data for any adapter that is attached to
one of these dependant tasks.

See Also: Part V, "Requests and Approval Processes" and Part I,
"Concepts" for details about creating conditional tasks, adapters, and
dependencies

14.2 Understanding Reconciliation APIs

The reconciliation APIs are a set of published APIs that can be used to create
reconciliation events with single-valued and multi-valued attribute data and other
features.

Reconciliation connector developers must use these APIs to push data to the

reconciliation event repository.

See Also: Chapter 31, "Using APIs" for more information about
using APIs in Oracle Identity Manager

Most of these APIs existed in earlier versions of Oracle Identity Manager. However, in
11g Release 1 (11.1.1), the implementation has changed and is based on the new
reconciliation architecture introduced in the release.

Existing standard connectors also use these APIs; since the earlier APIs continue to be
supported, no changes are necessary to those connectors.

callingEndO£fJobAPT is the only new reconciliation API in 11g Release 1 (11.1.1).

Each run of a connector is known as a job. In 11g Release 1 (11.1.1), reconciliation
events are submitted to the reconciliation engine in batches. At the end of a job, the
scheduler (which executes the connector scheduled task) executes a listener, which in
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turn invokes the callingEndOfJOBAPI. This API submits any open batch for
processing to the reconciliation engine.

The API calls are similar for Multilanguage Supported (MLS) and non-MLS data. The
connector passes in data to be reconciled as a HashMap. The difference is that if an
attribute is MLS-enabled, then the key is the attribute name, while the value is another
HashMap of MLS data. The keys of this MLS-specific HashMap are language codes,
and the values are the corresponding locale-specific data obtained from target system.
If there is any MLS data that does not have a locale defined with it in the target
system, that data is passed with key "base" in the MLS input data HashMap.

14.3 Postprocessing for Trusted Reconciliation

If the user login is not passed for trusted reconciliation, then the login handler
generates the user login. The password is generated in postprocessing event handler.
You can configure Oracle Identity Manager to send notification for the same.

Notification is sent only when the value of the Recon.SEND_NOTIFICATION system
property is set to true. See "System Properties in Oracle Identity Manager" in the Oracle
Fusion Middleware Administrator’s Guide for Oracle Identity Manager for information
about the Recon.SEND_NOTIFICATION system property.

In SSO disabled environment, for user creation via reconciliation, both the user login
and password are generated in postprocess handlers and a single notification is sent
for both user login and password.

In SSO enabled environment, because the password is not to be generated, if login is
generated in postprocess handler, then notification is sent only for the user login.

14.4 Troubleshooting Reconciliation

Before troubleshooting issues related to reconciliation, change the reconciliation
logging level to INFO. To do so, add the following line in the logging.xml file, and
restart Oracle Identity Manager.

<LOGGER NAME="ORACLE.IAM.RECONCILIATION" LEVEL="INFO"/>

This section describes troubleshooting reconciliation issues in the following sections:
s Troubleshooting General Reconciliation Issues

s Troubleshooting Trusted Source Reconciliation

= Troubleshooting Target Resource Reconciliation

s Troubleshooting Database-Related Reconciliation Issues

14.4.1 Troubleshooting General Reconciliation Issues

Table 14-1 lists the troubleshooting steps that you can perform if you encounter
reconciliation errors:
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Table 14-1 Troubleshooting Reconciliation

Problem Solution

Failure in processing events The error details can be obtained from the reconciliation tables,
such as:

= For batch processing, the exception is stored in
RECON_BATCHES.RB_NOTE column

= For single event processing, the exception is stored in
RECON_EVENTS.RE_NOTE column

Failure occurring in kernel =~ The orchestration ID can be tracked from the reconciliation table,
orchestration handler which can further be used to check the status of related
handlers, such as:

s For batch processing, the postprocess only orchestration ID
can be read from the RECON_BATCHES.RB_NOTE column

= For single event processing, end-to-end orchestration ID can
be read from the RECON_EVENTS.RE_NOTE column

There is no UI that displays LDAP synchronization during
reconciliation. Therefore, you can only track LDAP success or
failure by checking the status of LDAP sync event handlers in
orchestration based on the ID available in RB_NOTE/RE_NOTE
columns.

After a job run, a lot of Check if related batches are in Ready For Processing status by
events are in Data Received using the following statement:

status select rb_batch_status, rb_note from recon_batches

where rb_batch_status = 'Ready For Processing' and
rj_key = JOB_ID ON_UT

In addition, in the RECON_BATCHES.RB_NOTE, there is some
generic exception, such as Connection issue. Fix the issue, and
then perform any one of the following;:

= If thereis a lot of data, then rerun the reconciliation job.

»s  Thereis a scheduled task provided for manual retry of such
failed batches Retry Reconciliation Batch. This can be used
for retrying specific batches only. Multiple
comma-separated batches are supported.

= There is no predefined job associated with this schedule
task. A job can be created as required.

The following error is For of trusted source reconciliation, if the matching rule is based
generated when performing on Usr_login, then the matching rule must not be case-sensitive.
user update for trusted Otherwise, updating users work as creating users, and the error
source reconciliation: might be generated.

ORA Error Code
=>0RA-00001: unique
constraint (.) violated

14.4.2 Troubleshooting Trusted Source Reconciliation

This section describes the following issues related to trusted source reconciliation:

No Reconciliation Profile

For missing reconciliation profile, the following error is logged:

[EXEC] ORACLE.IAM.RECONCILIATION.EXCEPTION.RECONCILIATIONEXCEPTION: EXCEPTION
OCCURRED WHILE INSERTING DATA INTO TABLE RA_TESTRORECON7 DUE TO RA_TESTRORECON7

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.RECONOPERATIONSSERVICEIMPL . RECONEVENT (RECONOPERATIO
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NSSERVICEIMPL.JAVA)

[EXEC] AT

ORACLE.IAM.RECONCILIATION. IMPL.RECONOPERATIONSSERVICEIMPL.CREATERECONCILIATIONEVEN
T (RECONOPERATIONSSERVICEIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.RECONOPERATIONSSERVICEIMPL.CREATERECONCILIATIONEVEN
T (RECONOPERATIONSSERVICEIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.RECONOPERATIONSSERVICEIMPL.CREATERECONCILIATIONEVEN
T (RECONOPERATIONSSERVICEIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.RECONOPERATIONSSERVICEIMPL.CREATERECONCILIATIONEVEN
T (RECONOPERATIONSSERVICEIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.API.RECONOPERATIONSSERVICEEJB.CREATERECONCILIATIONEVENTX
(UNKNOWN SOURCE)

[EXEC] CAUSED BY: ORACLE.IAM.PLATFORM.ENTITYMGR.NOSUCHENTITYEXCEPTION:
RA_TESTRORECON7

[EXEC] AT

ORACLE. IAM.PLATFORM. ENTITYMGR. IMPL. ENTITYMANAGERCONFIGIMPL.EXISTS (ENTITYMANAGERCON
FIGIMPL.JAVA)

[EXEC] AT

ORACLE.IAM.PLATFORM. ENTITYMGR.IMPL.ENTITYMANAGERCONFIGIMPL . GETDATAPROVIDER (ENTITYM
ANAGERCONFIGIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.PLATFORM.ENTITYMGR.IMPL.ENTITYMANAGERIMPL .GETENTITYCAPABILITY (ENTITYMAN
AGERIMPL.JAVA)

[EXEC] AT

ORACLE.IAM.PLATFORM. ENTITYMGR.IMPL.ENTITYMANAGERIMPL .GETENTITYCAPABILITY (ENTITYMAN
AGERIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.PLATFORM.ENTITYMGR.IMPL.ENTITYMANAGERIMPL.CREATEENTITY (ENTITYMANAGERIMP
L.JAVA)

[EXEC] AT
ORACLE.IAM.PLATFORM.ENTITYMGR.IMPL.ENTITYMANAGERIMPL .CREATEENTITY (ENTITYMANAGERIMP
L.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.RECONOPERATIONSSERVICEIMPL .RECONEVENT (RECONOPERATIO
NSSERVICEIMPL.JAVA)

[EXEC] AT

ORACLE.IAM.RECONCILIATION. IMPL.RECONOPERATIONSSERVICEIMPL.CREATERECONCILIATIONEVEN
T (RECONOPERATIONSSERVICEIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.RECONOPERATIONSSERVICEIMPL.CREATERECONCILIATIONEVEN
T (RECONOPERATIONSSERVICEIMPL.JAVA)

[EXEC] AT

ORACLE.IAM.RECONCILIATION. IMPL.RECONOPERATIONSSERVICEIMPL.CREATERECONCILIATIONEVEN
T (RECONOPERATIONSSERVICEIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.RECONOPERATIONSSERVICEIMPL.CREATERECONCILIATIONEVEN
T (RECONOPERATIONSSERVICEIMPL.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.API.RECONOPERATIONSSERVICEEJB.CREATERECONCILIATIONEVENTX
(UNKNOWN SOURCE)
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Missing Reconciliation Field Mapping or Inactive Owner Rule
The following error is logged when:

s There are no reconciliation fields defined.
= Reconciliation fields are added but no mapping is defined.
s There is no matching rule defined or the rule is inactive.

[EXEC] ORACLE.IAM.PLATFORM.UTILS.SUPERRUNTIMEEXCEPTION: -100: ERROR OCCURED IN
XL_SP_RECONBLKUSRRQDCVALDNMTCH WHILE PROCESSING BATCH ID 4 ONE OR MORE INPUT
PARAMETER PASSED AS NULL

[EXEC] AT
ORACLE.IAM.RECONCILIATION.DAO.RECONACTIONDAO . EXECUTEBULKUSERMATCHCRUD (RECONACTIOND
AO.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.USERHANDLER.EXECUTEBULKCUD (USERHANDLER .JAVA)

[EXEC] AT

ORACLE.IAM.RECONCILIATION.IMPL.BASEENTITYTYPEHANDLER.PROCESS (BASEENTITYTYPEHANDLER
.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.PROCESSBATCH (ACTIONENGINE.JAVA)

[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.EXECUTE (ACTIONENGINE.JAVA)
[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONTASK.EXECUTE (ACTIONTASK.JAVA)

[EXEC] AT
ORACLE.IAM.PLATFORM.ASYNC.IMPL.TASKEXECUTOR . EXECUTEUNMANAGEDTASK (TASKEXECUTOR . JAVA
)

[EXEC] AT ORACLE.IAM.PLATFORM.ASYNC.IMPL.TASKEXECUTOR.EXECUTE (TASKEXECUTOR.JAVA)
[EXEC] AT

ORACLE. IAM.PLATFORM.ASYNC.MESSAGING .MESSAGERECEIVER . ONMESSAGE (MESSAGERECEIVER.JAVA

[EXEC] CAUSED BY: ORACLE.IAM.PLATFORM.UTILS.SUPERRUNTIMEEXCEPTION: -100: ERROR
OCCURED IN XL_SP_RECONBLKUSRRQDCVALDNMTCH WHILE PROCESSING BATCH ID 4 ONE OR
MORE INPUT PARAMETER PASSED AS NULL

[EXEC] AT
ORACLE.IAM.RECONCILIATION.DAO.RECONACTIONDAO . EXECUTEBULKUSERMATCHCRUD (RECONACTIOND
AO.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.USERHANDLER.EXECUTEBULKCUD (USERHANDLER .JAVA)

[EXEC] AT

ORACLE.IAM.RECONCILIATION.IMPL.BASEENTITYTYPEHANDLER.PROCESS (BASEENTITYTYPEHANDLER
.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.PROCESSBATCH (ACTIONENGINE.JAVA)

[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.EXECUTE (ACTIONENGINE.JAVA)
[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONTASK.EXECUTE (ACTIONTASK.JAVA)

[EXEC] AT
ORACLE.IAM.PLATFORM.ASYNC.IMPL.TASKEXECUTOR . EXECUTEUNMANAGEDTASK (TASKEXECUTOR . JAVA
)

Missing Reconciliation Action Rule

If proper reconciliation fields along with mapping are defined and the matching rule is
also valid and active, but still the event status is No User Match Found, then probably
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there are no action rules defined. After you add the reconciliation action rule, the user
is created successfully.

14.4.3 Troubleshooting Target Resource Reconciliation

This section the describes the following issues related to target resource reconciliation:

Missing Process Form

When you remove all process data fields mapping and regenerate the profile, the
following error is logged:

[EXEC] <APR 19, 2011 11:13:48 PM PDT> <ERROR> <ORACLE.IAM.RECONCILIATION.IMPL>
<IAM-5010000> <GENERIC INFORMATION: {0}

[EXEC] ORACLE.IAM.PLATFORM.UTILS.SUPERRUNTIMEEXCEPTION: -1: ERROR OCCURRED IN
XL_SP_RECONINPUTPARAMSVALDN ORA-20001: COMMA-SEPARATED LIST INVALID NEAR D

[EXEC] AT
ORACLE.IAM.RECONCILIATION.DAO.RECONACTIONDAO . EXECUTEBULKUSERMATCHCRUD (RECONACTIOND
AO.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.USERHANDLER.EXECUTEBULKCUD (USERHANDLER .JAVA)

[EXEC] AT

ORACLE.IAM.RECONCILIATION.IMPL.BASEENTITYTYPEHANDLER.PROCESS (BASEENTITYTYPEHANDLER
.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.PROCESSBATCH (ACTIONENGINE.JAVA)

[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.EXECUTE (ACTIONENGINE.JAVA)
[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONTASK.EXECUTE (ACTIONTASK.JAVA)

The possible cause of this error is that the process form is missing.

Missing Process Form Mapping or Missing Where Clause Selection

When you remove all process data fields mapping, add process form, and regenerate
the profile, the following error is logged:

[EXEC] <APR 19, 2011 11:25:31 PM PDT> <WARNING> <JNDI> <BEA-050007> <AN ATTEMPT
WAS MADE TO LOOK UP NON-VERSIONED GLOBAL RESOURCE "QUEUE" FROM AN APPLICATION
VERSION "OIM [VERSION=11.1.1.5.0]". THIS CAN POTENTIALLY CAUSE CONFLICT OF THE
GLOBAL RESOURCE USAGES AMONG MULTIPLE APPLICATION VERSIONS.>

[EXEC] <APR 19, 2011 11:25:31 PM PDT> <ERROR> <ORACLE.IAM.RECONCILIATION.IMPL>
<IAM-5010000> <GENERIC INFORMATION: {0}

[EXEC] JAVA.LANG.NULLPOINTEREXCEPTION

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.CONFIG.PROFILE.GETACCOUNTMATCHINGRULESWHERECLAUSE (P
ROFILE.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.PROFILEDATA.GETACCOUNTMATCHINGRULES (PROFILEDATA.JAV
A)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.DAO.RECONACTIONDAO.EXECUTEBULKACCOUNTMATCHCRUD (RECONACTI
ONDAO.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.ACCOUNTHANDLER . EXECUTEBULKCUD (ACCOUNTHANDLER .JAVA)
[EXEC] AT

ORACLE.IAM.RECONCILIATION. IMPL.BASEENTITYTYPEHANDLER.PROCESS (BASEENTITYTYPEHANDLER
.JAVA)

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.PROCESSBATCH (ACTIONENGINE.JAVA)

[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.EXECUTE (ACTIONENGINE.JAVA)
[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONTASK.EXECUTE (ACTIONTASK.JAVA)
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The possible causes of this error are missing process form mapping or missing where
clause selection.

Missing Valid Action Rule

When you remove all process data fields mapping, add process form with mapping,
add where clause selection, and regenerate the profile, the following error is logged:

[EXEC] <APR 19, 2011 11:36:20 PM PDT> <WARNING> <ORACLE.IAM.PLATFORM.ASYNC>
<BEA-(000000> <EXCEPTION FOR ABOVE MESSAGE I.E IAM-0050000

[EXEC] ORACLE.IAM.PLATFORM.UTILS.SUPERRUNTIMEEXCEPTION:
ORACLE.IAM.PLATFORM.UTILS.SUPERRUNTIMEEXCEPTION: -15: ERROR IN
XL_SP_RECONBLKACNTRQDCMTCHCRUD WHILE PROCESSING BATCH ID 18 ERROR OCCURED IN
XL_SP_RECONBLKCHILDMTHACNTCRUD WHILE PROCESSING BATCH ID - 18 ACTION RULE 'CREATE
USER' FOR NO ENTITY MATCH FOUND IS INVALID. YOU MUST PASS A VALID NO USER MATCH
FOUND ACTION RULE. -20101 -ERROR- ORA-20101:

[EXEC] AT
ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.PROCESSBATCH (ACTIONENGINE.JAVA)
[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONENGINE.EXECUTE (ACTIONENGINE.JAVA)
[EXEC] AT ORACLE.IAM.RECONCILIATION.IMPL.ACTIONTASK.EXECUTE (ACTIONTASK.JAVA)

The possible cause of this error is that a valid action rule has not been added.
Figure 14-1 shows the Design Console screen with invalid action rule:

Figure 14-1 Invalid Action Rule

Reconciliation Fields | Reconciliation Action Rules

Add ' | Rule Condition | Action User
.| 1 |No Matches Found |Create User

Delete

When you add a valid action rule, the account is created successfully. Figure 14-2
shows the Design Console screen with valid action rule:

Figure 14-2 Valid Action Rule

Reconciliation Fields | Reconciliation Action Rules

Add ] | Rule Condition | Action User
5| 1 19ne Entity Match Found IEstablish Link
Delete 2 |One Process Match Found  |Establish Link

Profile Not Generated

When you remove all process data fields mapping, add process form with mapping,
add where clause selection, update the matching rule, and regenerate the profile, the
profile is not generated and the same error as "Missing Valid Action Rule" on page 14-8
is logged.

Matching Rule is NULL or Inactive
When the matching rule is NULL or inactive, the following error is logged:

Thor .API.Exceptions.tcAPIException:
oracle.iam.reconciliation.exception.ReconciliationException: Matching rule where
clause is null

Update the profile XML file. If you manually update the profile XML file, use the
following example XML for a well-defined and active matching rule in the profile:
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<ReconUserMatchingRule repo-type="RDBMS" name="AS400TrustedUser Recon
Rule">

<RRL_UPDATE>1301687006000</RRL_UPDATE>
<RRL_VALID>1</RRL_VALID>

<RRL_OPERATOR>AND</RRL_OPERATOR>
<RRL_DESCRIPTION>AS400TrustedUser Recon Rule</RRL_DESCRIPTION>
<RRL_ACTIVE>1</RRL_ACTIVE>

<ReconRuleElement repo-type="RDBMS" id="RRE1">
<RRE_SEQUENCE>1</RRE_SEQUENCE>
<RRE_UPDATE>1301689575000</RRE_UPDATE>

<RRE_FIELDNAME>User Login</RRE_FIELDNAME>
<RRE_CASESENSITIVE>0</RRE_CASESENSITIVE>
<RRE_VALID>1</RRE_VALID>

<RRE_TRANSFORM>None</RRE_TRANSFORM>
<RRE_OPERATOR>Equals</RRE_OPERATOR>

<ORF_KEY Resource="AS400TrustedUser" ReconField="User Login"/>
</ReconRuleElement>

</ReconUserMatchingRule>

If changing through the Design Console, then update the rule and regenerate the
profile.

Missing Child Data for an Event

No data is deleted when you do not pass any child data for an event, which happens
with some connectors if all children are deleted on the target for an account.

Multiple Account Matches When Ad Hoc Linking an Account to a User

If you ad hoc link an account to a user, then based on the matching rule for account,
there can be multiple account matches even though a particular user's account has
been specified. This can be overcome by selecting an account from matched accounts
list, and clicking LINK on the Administrative and User Console.

14.4.4 Troubleshooting Database-Related Reconciliation Issues

This section the describes the following database-related issues for reconciliation:

Missing Critical Oracle Database 11g Release 1 Interim Patches
When the RDBMS interim patch# 7614692 is missing, the following error is logged:

ORA-02291: INTEGRITY CONSTRAINT (FK_RECON_EVENTS_USR) VIOLATED - PARENT KEY NOT
FOUND

[EXEC] ORA-06512: AT "OIM_SP_RECONBLKUSERCRUD"

[EXEC] ORA-06512: AT "OIM_SP_RECONBLKUSRMLSWRAPPER"

[EXEC] ORA-06512:

To resolve this issue, the following patches must be installed on Oracle Database 11g
Release 1 (11.1.0.7.0):

= p7614692_111070
= p7000281_111070
= p8327137_111070
= p8617824_111070
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Note: You can download all interim patches from the following
URL:

http://support.oracle.com

Missing Critical Oracle Database 11g Release 2 Interim Patches

Running some SQL scripts might generate incorrect or inconsistent results on Oracle
Database 11g Release 2 (11.2.0.2.0), which do not cause problems in earlier release of
Oracle Database.

To resolve this issue, patch# 10259620 for Oracle Database 11g Release 2 must be
installed.

Slow Reconciliation and Similar Traces in Error Log

When the SQL scripts having matching rules involving large volume, the entity tables
are slow probably because of FULL table scans or unoptimized SQL plans in the
database.

Reconciliation can be slow when the matching rule columns are not properly indexed
or schema statistics is outdated. The slowness results in error logs similar to the
following:

oracle.iam.platform.utils.SuperRuntimeException: java.sqgl.SQLException:
ORA-01013: user requested cancel of current operation

ORA-06512: at "XL_SP_RECONBLKROLEMATCH"

ORA-06512: at "OIM_SP_RECONBLKROLEMLSWRAPPER"

ORA-06512:

at weblogic.jms.client.JMSSessionSUseForRunnable.run (JMSSession.java)

at weblogic.work.SelfTuningWorkManagerImplSWorkAdapterImpl.run (SelfTuningWorkMana
gerImpl.java)

at weblogic.work.ExecuteThread.execute (ExecuteThread.java)

at weblogic.work.ExecuteThread.run (ExecuteThread. java)

Caused by: java.sqgl.SQLException: ORA-01013: user requested cancel of current
operation

ORA-06512: at "XL_SP_RECONBLKROLEMATCH"

ORA-06512: at "OIM_SP_RECONBLKROLEMLSWRAPPER"

ORA-06512:

at oracle.jdbc.driver.SQLStateMapping.newSQLException (SQLStateMapping.java)
at oracle.jdbc.driver.DatabaseError.newSQLException (DatabaseError.java)

at oracle.jdbc.driver.DatabaseError.throwSqlException (DatabaseError.java)
at oracle.jdbc.driver.T4CTTIoer.processError (T4CTTIoer. java)

at oracle.jdbc.driver.T4CTTIoer.processError (T4CTTIoer. java)

To resolve this issue:
1. Verify that all the appropriate indexes are created over matching rule columns.

2. Verify that the database schema statistics are collected according to the guidelines.
See Also: "Connector for Reconciliation" in the Oracle Fusion
Middleware User's Guide for Oracle Identity Manager for information

about creating indexes for reconciliation and collecting database
statistics
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Developing Lookup Definitions, UDFs, and

Remote Manager

This chapter describes how to use the Design Console to administer Oracle Identity
Manager. It contains the following topics:

15.1 Overview

Overview
Lookup Definition Form
User Defined Field Definition Form

Remote Manager Form

The Design Console Administration folder provides system administrators with tools
for managing Oracle Identity Manager administrative features. This folder contains
the following forms:

Lookup Definition: You use this form to create and manage lookup definitions. A
lookup definition represents a lookup field and the values you can access from
that lookup field.

User Defined Field Definition: You use this form to create and manage
user-defined fields. A user-defined field enables you to store additional
information for the Design Console forms.

Remote Manager: You use this form to display information about the servers that
Oracle Identity Manager uses to communicate with third-party programs. These
servers are known as remote managers.

Password Policies: You use this form to set password restrictions for the users and
view the rules and resource objects that are associated with a password policy. See
"Managing Password Policies" in the Oracle Fusion Middleware Administrator’s

Guide for Oracle Identity Manager for detailed information about password policies.

Note: With this release, the System Configuration Form and the Task
Scheduler Form are part of the Administrative and User Console.
Refer to the Oracle Identity Manager Administrator's Guide for details.

15.2 Lookup Definition Form

A lookup definition represents one of the following:

The name and description of a text field
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= Alookup field and the values that are accessible from that lookup field by
double-clicking it

s A Dbox, and the commands that can be selected from that box

These items, which contain information pertaining to the text field, lookup field, or
box, are known as lookup values. Users can access lookup definitions from one of two
locations:

= A form or tab that comes packaged with Oracle Identity Manager
= A user-created form or tab built by using the Form Designer form

The Lookup Definition form shown in Figure 15-1 is in the Design Console
Administration folder. You use this form to create and manage lookup definitions.

Figure 15-1 Lookup Definition Form

| Lookup Definition X

Code |

Field |

@ Lookup Type () Field Type

Required D

Group |

|[ Loakup Code Information |

I Code Key I Decode |

Table 15-1 describes the data fields of the Lookup Definition form.

Table 15—-1 Fields of the Lookup Definition Form

Field Name Description
Code The name of the lookup definition.
Field The name of the table column of the form or tab from which

the text field, lookup field, or box field will be accessible.

Lookup Type/Field = These options designate if the lookup definition is to represent
Type a text field, a lookup field, or a box.

If you select the Field Type option, the lookup definition will
represent a text field.

If you select the Lookup Type option, the lookup definition is
to represent either a lookup field or a box, along with the
values that are to be accessible from that lookup field or box.

Note: For forms or tabs that come packaged with Oracle
Identity Manager, the lookup definition has already been set
as either a lookup field or a box. This cannot be changed.
However, you can add or modify the values that are accessible
from the lookup field or box.

For forms or tabs that are user defined, the user determines
whether the lookup definition represents a lookup field or a
box through the Additional Columns tab of the Form
Designer form.

For more information about specifying the data type of a
lookup definition, see "Additional Columns Tab".
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Table 15-1 (Cont.) Fields of the Lookup Definition Form

Field Name Description

Required By selecting this check box, the lookup definition is designated

as required. As a result, Oracle Identity Manager will not
allow the contents of the corresponding form or tab to be
saved to the database until the field or box, represented by the
lookup definition, is supplied with data.

Group The name of the Oracle Identity Manager or user-defined form

on which the lookup definition is to be displayed.

The following sections describe how to create a lookup definition.

15.2.1 Creating a Lookup Definition

To create a lookup definition:

1.
2.
3.

Open the Lookup Definition form.
In the Code field, enter the name of the lookup definition.

In the Field field, enter the name of the table column of the Oracle Identity
Manager or user-created form or tab, from which the text field, lookup field, or
box field will be accessible.

If the lookup definition is to represent a lookup field or box, select the Lookup
Type option.

If the lookup definition is to represent a text field, select the Field Type option.
Optional. To save the contents of this form or tab only when the field or box

represented by the lookup definition is supplied with data, select the Required
check box. Otherwise, go to Step 6.

In the Group field, enter the name of the Oracle Identity Manager or user-defined
form on which the lookup definition is displayed.

You must follow naming conventions for the text you enter into the Code, Field,
and Group fields.

See Also: See "Lookup Definition Form" on page 15-1 for more
information about naming conventions

Click Save.

The lookup definition is created. The associated text field, lookup field, or box will
be displayed in the Oracle Identity Manager or user-defined form or tab you
specified.

15.2.2 Lookup Code Information Tab

The Lookup Code Information tab is in the lower half of the Lookup Definition form.
You use this tab to create and manage detailed information about the selected lookup
definition. This information includes the names, descriptions, language codes, and
country codes of a value pertaining to the lookup definition. These items are known as
lookup values.

The following procedures show how to create, modify, and delete a lookup value.
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15.2.2.1 Creating and Modifying a Lookup Value

To create or modify a lookup value:

Note: For internationalization purpose, you must provide both a
language and country code for a lookup value.

When creating a new lookup definition, you must save it before
adding lookup values to it.

1. Open the Lookup Definition form.
2. Access alookup definition.
3. If you are creating a lookup value, click Add.
A blank row is displayed in the Lookup Code Information tab.
If you are modifying a lookup value, select the lookup value that you want to edit.
4. Add or edit the information in the Code Key field.
This field contains the name of the lookup value.

In addition, if the Lookup Type option is selected, this field also represents what
is displayed in the lookup field or box once the user makes a selection.

5. Add or edit the information in the Decode field.

This field contains a description of the lookup value.

Note: The decode value is a humanly readable description of the
field. The encode value is the actual code value that is used for
provisioning. For example, decode value can be an LDAP group
name, and encode value is the LDAP group GUID.

If the Lookup Type option is selected, this field also represents one of the
following:

»  Theitems that is displayed in a lookup window after the user double-clicks
the corresponding lookup field

s The commands that are to be displayed in the associated box
6. Click Save.

The lookup value you created or modified now reflects the settings you have
entered.

15.2.2.2 Deleting a Lookup Value

To delete a lookup value:

Caution: Deleting a lookup value might cause problems depending
on what the lookup represents. For example, if a lookup value
represents an entitlement and it is deleted, then it must be removed
from various locations, such as any access policy with that entitlement
or any user account having that entitlement granted. Therefore, Oracle
recommends that you check all the possible effects before deleting a
lookup value.
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1. Open the Lookup Definition form.
Search for a lookup definition.

Select the lookup value that you want to remove.

P w N

Click Delete. The selected lookup value is deleted.

15.2.3 Configuring Challenge Questions for the User

You can configure challenge questions for the users by using the Lookup Definition
Form. These challenge questions are prompted if the user forgets the password and
tries to retrieve it. The user must enter the same answers provided while creating a
password.

To configure challenge questions for the user:
1. Login to Oracle Identity Manager Design Console.
2. Navigate to Administration, Lookup Definition.

3. Search for the Lookup for challenge questions, that is, lookup Code =
Lookup.WebClient.Questions.

4. In the Lookup Code Information tab, add questions by entering the appropriate
values in the Code Key and Decode fields.

5. Click Add.
6. Add this key to the custom resource bundle.

15.3 User Defined Field Definition Form

You might want to augment the fields that Oracle Identity Manager provides by
default. You can create new fields and add them to various Oracle Identity Manager
forms. These fields are known as user-defined fields (UDFs). In other words, Oracle
Identity Manager provides the administrator the capability to extend the schema of
some Oracle Identity Manager tables. This is provided in the form of UDFs.

User-defined fields are displayed on the User Defined Fields tab of the form that is
displayed in the Form Name data field. For example, Figure 15-2 shows an Access
Code Number user-defined field added to the User Defined Fields tab of the
Organizations form.

The User Defined Field Definition form is displayed, as shown in Figure 15-2, in the
Design Console Administration folder. You use this form to create and manage
user-defined fields for the organizations, resource objects, roles, and Form Designer
forms.

Table 15-2 describes the data fields of the User Defined Field Definition form.

Table 15-2 Fields of the User Defined Field Definition Form

Field Name Description

Form Name The name of the form that contains the user-defined fields.
These fields are displayed in the User Defined Columns tab.

Note: Because the user-defined fields for a user pertain to the
user's profile information, they are displayed in the User
Profile tab of the Users form.

Description Additional information about the user-defined field.
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Table 15-2 (Cont.) Fields of the User Defined Field Definition Form

Field Name Description

Auto Pre-Population  This check box designates if user-defined fields for a form that
have prepopulated adapters attached to them will be
populated by Oracle Identity Manager or a user.

Select the Auto Pre-Population check box if these fields are
populated by Oracle Identity Manager.

Deselect this check box if these fields must be populated by a
user by clicking the Pre-Populate button on the toolbar or by
manually entering the data.

Note: This setting does not control triggering of the
pre-populate adapter. It only determines if the contents
resulting from the execution of the adapter are displayed in
the associated user-defined field or fields because of Oracle
Identity Manager or a user.

For more information about prepopulate adapters, see Oracle
Identity Manager Tools Reference.

Note: This check box is relevant only if you have created a
user-defined field, and a prepopulate adapter is associated
with that field.

The following section describes how to select a target form for user-defined fields.

15.3.1 Selecting the Target Form for a User-Defined Field

To select the target form for a user-defined field:
1. Open the User Defined Field Definition form.
2. Double-click the Form Name lookup field.

From the Lookup window that is displayed, select the Oracle Identity Manager
form (Resource Objects, Organizations, Roles, or Form Designer) that will display
the user-defined field you will be creating.

3. Click OK.
The form to which you will be adding the user-defined field is selected.

15.3.2 Tabs on the User Defined Field Definition Form

After you start the User Defined Field Definition form and select a target form for the
user-defined fields, the tabs of this form become functional.

The User Defined Field Definition form contains the following tabs:
= User Defined Columns Tab

= Properties Tab

= Administrators Tab

Each of these tabs is covered in greater detail in the sections that follow.

15.3.2.1 User Defined Columns Tab
You use this tab to do the following:

m Create a user-defined field.

= Set the variant type, length, and field type for the user-defined field.
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= Specify the order in which the user-defined field is displayed on the User Defined
Fields tab of the target form.

The field's order number determines the order in which a user-defined field is
displayed on a form. In Figure 15-2, the Access Code Number user-defined field
has an order number of 1, so it is displayed first on the User Defined Fields tab of
the Organizations form.

s Determine if the information that is associated with the user-defined field is
encrypted when it is exchanged between the client and the server.

s Remove a user-defined field.

Figure 15-2 shows the User Defined Columns tab of the User Defined Field Definition
Form.

Figure 15-2 User Defined Columns Tab of the User Defined Field Definition Form

| -Form Information z
Form Name |Organizations []auta pre-population

Description  Grganizations - User Defined Fields

;ster Defined Columns rProper‘ties rAdministrators |

Add Label Wariant Ty...| Len... Column Mame Order | Field Type | Encrypted

1 |Access Cod.. |String 25 ACT_UDF_ACH |1 TextField 1]
: Delete

The following sections describe how to add and remove a user-defined field in an
Oracle Identity Manager form.

Adding a User-Defined Field to an Oracle Identity Manager Form
To add a user-defined field:

1. Click Add.
The User Defined Fields dialog box is displayed, as shown in Figure 15-3.

Figure 15-3 User Defined Fields Dialog Box

[®] user Defined Fields
0 5P 4

User Defined Fields

Label | |

"
DataType | |",| Field Size

Field Type | |'|

Column Mame | |

Default Value | |

Encrypted |:

SeqUEnce |1 |

The following table describes the fields in the User Defined Fields dialog box.
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Table 15-3 Fields of the User Defined Fields Dialog Box

Field Name Description

Label The label for the user-defined field. This label is displayed
next to the user-defined field on the User Defined Fields
tab of the target form.

The maximum length for a label is 30 characters.

Data Type From this box, select one of the following data types for the
user-defined field:

= String. A user can enter a series of alphanumeric
characters in this field.

s Date. When a user double-clicks this field, the Date
and Time dialog box is displayed.

= Integer. A user can enter a number without a decimal
point (for example, 3) in this user-defined field.

s Boolean. A user can enter two values into this field:
True (1) or False (0).

= Double. A user can enter a double-precision
floating-point number (or a double number) in this
field.

Field Size The Field Size text field is enabled only for the String data
type.
In this field, enter the maximum amount of numbers or
characters that a user can enter in the field. If the size is

4000 characters or less, then it is a varchar2 field. If the size
is more than 4000, then it is CLOB.

Field Type From this box, select one of the following field types for
the user-defined field:

= Text Field. The field is displayed on the User Defined
Fields tab of the target form as a text field.

= Lookup Field. The field is displayed on the User
Defined Fields tab of the target form as a lookup
field.

= Combo Box. The field is displayed on the User
Defined Fields tab of the target form as a box.

= Text Area. The field is displayed on the User Defined
Fields tab of the target form as a text area.

»  Password Field. The field is displayed on the User
Defined Fields tab of the target form as a text field.
When you query for the entity and get the entity
details, the password value, which is encrypted and
displayed as a series of asterisks [*], is retrieved.

»  Check Box. The field is displayed on the User Defined
Fields tab of the target form as a check box.

= Date Field with Dialog. This field is displayed on the
User Defined Fields tab of the target form as a lookup
field. Once the user double-clicks this lookup field, a
Date & Time window is displayed. Oracle Identity
Manager will populate the data field with the date
and time that the user selects from this window.

Note: The field types that are displayed in this box reflect
the data type that is displayed in the Data Type box.
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Table 15-3 (Cont.) Fields of the User Defined Fields Dialog Box

Field Name Description
Column Name The name of the user-defined field that is recognized by
the database.

Note: This name consists of a TABLE NAME_UDEF._ prefix,
followed by the label that is associated with the
user-defined field.

For example, if the Table Name field of the Organizations
form is ACT, and the name for the data field is ACN, the
name of the user-defined field, which the database
recognizes, would be ACT_UDF_ACN.

Note: The name in Column Name field cannot contain any
spaces.

Default Value This value is displayed in a user-defined field on the target
form. Oracle recommends that you do not specify default
values for passwords and encrypted fields.

Encrypted This check box determines if the information that is
displayed in the associated user-defined field is encrypted
when it is exchanged between the client and the server.

Select this check box to encrypt the information displayed
in the user-defined field.

Deselect this check box to not encrypt the information in
the user-defined field.

Note: Here, encrypted means that the field is encrypted in
the database, but is displayed as clear text in the UI. A
password field means that the field is encrypted in the
database, and is displayed as asterisk characters (***) in the
UL

Sequence This field represents the order in which the user-defined
field is displayed on the form. For example, if a 2 is
displayed in the Sequence field, it is displayed below the
user-defined field with a sequence number of 1.

Note: The same sequence number cannot be assigned to
two user-defined fields.

2. Set the parameters for the user-defined field you are adding to a form, as shown in
Figure 154.

Figure 15-4 User Defined Fields Dialog Box - Filled

|§| User Defined Field
O S 4
User Defined Fields

Label [PFrocess Code Number |
DataType |String |v| Field Size[zg|

Field Type [ Text Field [~]

Column Name [sCT_UDF_&CN |

Default Walue | |

Encrypted |:

Sequence [1 |
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In Figure 154, the Process Code Number user-defined field is displayed first on
the User Defined Fields tab of the Organizations form. The data type of this field
is String, and a user can enter up to 25 characters into it.

3. From this window, click Save.
4. C(Click Close.

The user-defined field is displayed in the User Defined Columns tab. Once the
target form is started, this user-defined field usually is displayed in the User
Defined Fields tab of that form. Because the user-defined fields for a user pertain
to the user's profile information, they are displayed in the User Profile tab of the
Users form.

Removing a User-Defined Field from an Oracle Identity Manager Form
To remove a user-defined field:

1. Select the desired user-defined field.
2. Click Delete.

The user-defined field is removed.

15.3.2.2 Properties Tab

You use this tab to assign properties and property values to the data fields that are
displayed on the User Defined Fields tabs of various Oracle Identity Manager forms.

For this example, the User Defined Fields tab of the Requests form displays one data
field: Issue Tracking Item. This data field contains the following properties:

= Required, which determines whether or not the data field must be populated for
the Requests form to be saved. The default property value for the Required
property is false.

= Visible Field, which determines whether or not the data field is displayed on the
Requests form. The default property value for the Visible Field property is true.

Because the property values for the Required and Visible Field properties are true for
this data field, once the Requests form is started, the Issue Tracking Item data field is
displayed in the User Defined Fields tab. In addition, this field must be populated for
the form to be saved.

Figure 15-5 shows the Properties tab of the User Defined Field Definition form.

Figure 15-5 Properties Tab of the User Defined Field Definition Form

[v]

|- Form Information
|| Farm Mame  Grganizations Y [] Auto pre-population

Description  Grganizations - User Defined Fields

;(User Defined Columns rProper‘ties rAdministrators |

Add Property Components

[ Access Code Mumber (TextField)
f Delete Property .

: D Required =true

[y wisible Field = true

The following section describes how to add and remove a property and property value
for a data field.
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See Also: See "Form Designer Form" for more information about
how to add a property and property value to a data field, or remove a
property and property value from a data field

15.3.2.3 Administrators Tab
Figure 15-6 shows the Administrators tab of the User Defined Field Definition form.

Figure 15-6 Administrators Tab of the User Defined Field Definition Form

Form Information
Farm Mame | [] Auta pre-papulation

Description

[ User Defined Columns | Properties | Adrinistratars |

| Role Mame I irite Delete

You use this tab to specify the roles that have administrative privileges over the
current record of the User Defined Field Definition form. The Write and Delete check
boxes on this form designate if these administrative roles can modify or delete
information about the current user-defined field (UDF) definition.

15.4 Remote Manager Form

The Remote Manager is a lightweight network server that enables you to integrate
with target systems whose APIs cannot communicate over a network, or that have
network awareness but are not secure. The Remote Manager works as a server on the
target system, and an Oracle Identity Manager server works as its client. The Oracle
Identity Manager server sends a request for the Remote Manager to instantiate the
target system APIs on the target system itself, and invokes methods on its behalf.

The Remote Manager form shown in Figure 15-7 is in the Design Console
Administration folder. It displays the following;:

= The names and IP addresses of the remote managers that communicate with
Oracle Identity Manager

= Whether or not the remote manager is running

= Whether or not it represents IT resources that Oracle Identity Manager can use

Figure 15-7 Remote Manager Form

Remote Managers

Service Url Running IT Resource
1 |RManager rmicfj10.228.220.158:1; [H|

For this example, you can define only one remote manager that can communicate with
Oracle Identity Manager: RManager.

Although this remote manager can handshake with Oracle Identity Manager, it is
unavailable because the Running check box is deselected. Since the IT Resource check
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box is selected, this remote manager represents an IT resource or resources that can be
used by Oracle Identity Manager.
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Identity Connector Framework

This part contains information regarding the Identity Connector Framework and how
to use it to create an identity connector.

This part contains the following chapters:
»  Chapter 16, "Understanding the Identity Connector Framework"
»  Chapter 17, "Developing Identity Connectors"






16

Understanding the Identity Connector
Framework

Identity connectors are components developed to link Oracle Identity Manager with
external stores of applications, directories, and databases. This release of Oracle
Identity Manager provides support for developing and building identity connectors
by using the Identity Connector Framework (ICF). Using the ICF decouples Oracle
Identity Manager from the other applications to which it connects. Therefore, you can
build and test an identity connector before integrating it with Oracle Identity Manager.
This chapter contains conceptual information and sample code in the following
sections:

s Introducing the ICF Architecture

s Using the ICF API

s Introducing the ICF SPI

» Extending an Identity Connector Bundle

= Using an Identity Connector Server

Note: Earlier releases of Oracle Identity Manager have other options
for building identity connectors. These options are still supported, but
it is recommended that you build new identity connectors by using
the ICF.

16.1 Introducing the ICF Architecture

Identity connectors allow Oracle Identity Manager to carry out user provisioning and
reconciliation operations on target systems in the enterprise. ICF decouples any calling
application, such as Oracle Identity Manager, from the implementation of the
connector. ICF also decouples the implementation of the connector from the calling
application. The same connector implementation can work with several different
calling applications. Figure 16-1 illustrates how this is accomplished by situating the
ICF API and SPI between Oracle Identity Manager and the target system.

The API implementation always post-processes the results returned by the SPI Search
operation. This double-checks the SPI implementation if the connector bundle does
not implement all Filter types, or does not implement them properly for all attributes.
If the implementation of Search in the SPI returns every object of the specified type,
then the API implementation discards every object that does not match the specified
Filter. Post-processing in the API implementation is expensive in terms of
processing-time and network-bandwidth, and therefore, it is more efficient if each
connector-bundle supports every type of filter (search predicate or logical operator)
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that the target application can support natively. See the details for Filter Translator in
"Common Classes" on page 16-18.

Figure 16-1 illustrates that the calling application sees only the ICF API. The ICF API
dedicates a classloader to each connector bundle, so that the calling application is not
exposed to the classes and libraries in the implementation of the connector-bundle
(SPI). Bundle classloader also ensures isolation between the bundles as well as making
any bundled library available to the connector bundle only, thereby avoiding conflicts
between dependencies.

Figure 16-1 Identity Connector Framework Deployment
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Figure 16-2 illustrates the backwards compatibility of the ICF. Newer bundles may be
deployed without affecting existing ones. In addition, newer versions of the ICF are
generally backward-compatible with existing bundles.

Figure 16-2 Compatibility Between the ICF and Connector Bundles

APV/SPI Version Compatibility
Connector Bundle Version

Identity connectors are stateless by design. An identity connector stores nothing. The
calling application supplies to the connector the values for its configuration, including
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the information required to connect to the target application. Because identity
connectors are stateless, each bundle implementation are kept as simple as possible,
and coupling the implementation with that of the calling application is also prevented.

16.2 Using the ICF API

The org.identityconnectors.framework.api package contains the ICF API. Oracle
Identity Manager uses the API to call Connector implementations. The API provides a
consistent view of any implemented Connector, regardless of the supported
operations. The following sections explain these interfaces and classes.

s The ConnectorInfoManagerFactory Class
s The ConnectorInfoManager Interface

s The ConnectorKey Class

s The ConnectorInfo Interface

s The APIConfiguration Interface

s The ConfigurationProperties Interface

s The ConnectorFacadeFactory Class

s The ConnectorFacade Interface

16.2.1 The ConnectorinfoManagerFactory Class

The ConnectorInfoManagerFactory class allows Oracle Identity Manager to load
Connector classes from a set of bundles. The static getInstance method returns an
object of type ConnectorInfoManagerFactory. This object can then be used to get a
reference to the ConnectorInfoManager. (See Section 16.2.2, "The
ConnectorInfoManager Interface" for more information.) Example 16-1 illustrates the
ConnectorInfoManagerFactory implementation.

Example 16—1 ConnectorinfoManagerFactory Implementation

//create ConnectorInfoManagerFactory
ConnectorInfoManagerFactory cInfoManagerFactory =
ConnectorInfoManagerFactory.getInstance() ;

16.2.2 The ConnectorinfoManager Interface

The ConnectorInfoManager interface maintains a list of ConnectorInfo instances. Each
instance describes an identity connector. ConnectorInfoManager can be obtained by
calling the getLocalManager method on the ConnectorInfoManagerFactory, and a list
of bundle URLSs is passed to it. ConnectorInfoManager can also by obtained by calling
getRemoteManager method on the ConnectorInfoManagerFactory. The
getRemoteManager method accepts an instance of
RemoteFrameworkConnectionInfoand, which is used for getting information about
connectors deployed on Connector Server.

In Example 16-2, cInfoManagerFactory is the instance of the
ConnectorInfoManagerFactory and bundleURL is a list of bundle URLs that may point
to directories consisting of JAR-ed or un-JAR-ed bundles.

Example 16-2 ConnectorinfoManager Implementation

//get the ConnectorInfoManager
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ConnectorInfoManager cInfoManager =
cInfoManagerFactory.getLocalManager (bundleURL) ;

16.2.3 The ConnectorKey Class

A ConnectorKey uniquely identifies a Connector instance within an installation. The
ConnectorKey class takes a bundleName (name of the Connector bundle), a
bundleVersion (version of the Connector bundle) and a connectorName (name of the
Connector bundle) as illustrated in Example 16-3.

Example 16-3 ConnectorKey Implementation

//get the ConnectorKey reference
ConnectorKey flatFileConnectorKey =
new ConnectorKey (bundleName, bundleVersion, connectorName);

16.2.4 The Connectorinfo Interface

The ConnectorInfo interface contains information about a specific identity connector.
It contains the display name, key and message details regarding the particular identity
connector. Example 164 illustrates how to implement the ConnectorInfo.

Example 16—4 Connectorinfo Implementation

//get the ConnectorInfo
ConnectorInfo info =
cInfoManager. findConnectorInfo(flatFileConnectorKey) ;

In the example, cInfoManager is the ConnectorInfoManager and flatFileConnectorKey
is the identity connector key.

16.2.5 The APIConfiguration Interface

The APIConfiguration interface shows the configuration properties from both the SPI
and the API sides. The getConfigurationProperties method returns a
ConfigurationProperties instance based on the connector Configuration
implementation, initialized to the defaults. Caller can then modify the properties, as
required. Example 16-5 illustrates this.

Example 16-5 APIConfiguration Definition

APIConfiguration apiConfig =
info.createDefaultAPIConfiguration();

16.2.6 The ConfigurationProperties Interface

The ConfigurationProperties interface encapsulates the SPI Configuration and uses
reflection to identify the individual properties that are available for an application to
manipulate. Set all of the identity connector's configuration properties using the
setPropertyValue method as defined in Example 16-6.

Example 16-6 setPropertyValue Method Signature

public void setPropertyValue
(java.lang.String name, java.lang.Object value)
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Example 16-7 illustrates an implementation of the ConfigurationProperties inteface.

Example 16-7 ConfigurationProperties Implementation

//get the default APIConfiguration
ConfigurationProperties flatFileConfigProps =
apiConfig.getConfigurationProperties();

16.2.7 The ConnectorFacadeFactory Class

The ConnectorFacadeFactory class allows an application to get a Connector instance
and to manage a pool of Connector instances. Example 16-8 illustrates the
ConnectorFacadeFactory definition.

Example 16-8 ConnectorFacadeFactory Definition

//get a reference to ConnectorFacadeFactory
ConnectorFacadeFactory facadeFactory =
ConnectorFacadeFactory.getinstance() ;

16.2.8 The ConnectorFacade Interface

The ConnectorFacade interface is used by the target system to invoke identity
connector operations by representing a specific identity connector on the API side.
Example 16-9 illustrates the ConnectorFacade implementation.

Example 16-9 ConnectorFacade Implementation

//create a ConnectorFacade (nothing but a reference to Connector on SPI side)
ConnectorFacade connectorFacade = facadeFactory.newInstance (apiConfig)

16.3 Introducing the ICF SPI

Developers implement the ICF SPI to create identity connectors. The ICF SPI is made
up of many interfaces but the developer need only implement those supported by the
target system. SPI can again be classified into required, operation, and feature-based
interfaces. Required interfaces must be implemented irrespective of the operations
supported and they help to create the connector and maintain the connection with the
target system, while operation interfaces help the connector to support various
operations. Feature-based interfaces support certain features supported by the ICF.

The following sections have more information.
= Implementing the Required Interfaces

s Implementing the Feature-based Interfaces
s Implementing the Operation Interfaces

s Common Classes

16.3.1 Implementing the Required Interfaces

All identity connectors are required to provide an implementation of two interfaces.
These two interfaces declare and initialize the identity connector with the target
system. The following sections have more information.
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= org.identityconnectors.framework.spi.Connector

= org.identityconnectors.framework.spi.Configuration

16.3.1.1 org.identityconnectors.framework.spi.Connector

This is the main interface to declare an identity connector. Many connectors create the
connection to the target system when the connection is required, removing the
connection when finished with it, and disposing of any resources it has used. The
interface provides the init and dispose life cycle methods for this purpose.

Note: Connector implementations must be annotated with type
org.identityconnectors.framework.spi.ConnectorClass by providing
the configurationClass and displayNameKey information. The
displayNameKey must be a key defined in the Messages.properties
file.

Every connector implementation must be annotated with @ConnectorClass. This is
required because the ICF would scan all top level .class files in the connector bundle
looking for classes that have the @ConnectorClass annotation, therefore,
autodiscovering connectors that are defined in the bundle. This annotation requires
the following elements:

= configurationClass: This is the configuration class for this connector. This class
has all the information about the target that can be used by the connector to
connect and perform various provisioning and reconciliation operations. See
section "org.identityconnectors.framework.spi.Configuration" on page 16-8 for
more information on how to implement the configuration class.

» displayNameKey: Display name key that must be present in the message catalog.

Example 16-10 is a sample connector implementation.

Example 16-10 Flat File Connector Implementation
/**
* Flat file connector implementation. This connector supports create,
* delete, search and update operations.
*/
@ConnectorClass
(configurationClass=FlatFileConfigurationImpl.class,
displayNameKey="FLAT_FILE_CONNECTOR")
public class FlatFileConnector implements Connector,
CreateOp, DeleteOp, SearchOp<Map<String, String>>,UpdateOp{

In Example 16-10:

»s  CreateOp: Helps the connector to create an entity on the target system

»s  DeleteOp: Helps the connector to delete an entity on the target system

= SearchOp: Helps the connector to search an entity on the target system

»  UpdateOp: Helps the connector to update an existing entity on the target system
See "Implementing the Operation Interfaces" on page 16-12 for more information.

The following sections contain information and sample code that illustrates how you
might implement the Connector methods. For complete code regarding a Connector
implementation, see "Developing a Flat File Connector” on page 17-1.
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= Implementing the init Method
s Implementing the dispose Method
s Implementing the getConfiguration Method

16.3.1.1.1 Implementing the init Method

The init method initializes the connector. The connector initializes itself with the
configuration instance as provided with the annotation @ConnectorClass. The init
method takes a Configuration object as an argument. The Configuration object has all
the information required by the Connector to connect to the target system.

Example 16-11 illustrates how to implement the init method of interfaces in JDK 1.6.

Note: In this document, all code samples use the methods
implementing interfaces in JDK 1.6.

Example 16—-11 init Method Implementation

@Override
public void init(Configuration config) ({
this.flatFileConfig = (FlatFileConfiguration) config;

FlatFileIOFactory flatFileIOFactory =

FlatFileIOFactory.getInstance(flatFileConfig);
this.flatFileMetadata = flatFileIOFactory.getMetadataInstance();
this.flatFileParser = flatFileIOFactory.getFileParserInstance();
this.flatFileWriter = flatFileIOFactory.getFileWriterInstance();
log.ok("Initialization done");

Note: FlatFilelOFactory, FlatFileMetadata, FlatFileParser and
FlatFileWriter are supporting classes and are not part of the ICE. An
implementation of these classes is illustrated in "Developing a Flat File
Connector" on page 17-1.

The init method implementation shown in Example 16-11 does the following;:

= Stores the configuration information of the target system. This can be used later
while performing an operation.

» Initializes all the supporting classes it uses while performing any provisioning and
reconciliation operations.

16.3.1.1.2 Implementing the dispose Method

The dispose method disposes of any resources held by this Connector instance. Once
the method is called, the Connector instance is discarded and can not be used.
Example 16-12 illustrates how to implement the dispose method.

Example 16-12 dispose Method Implementation
/ * %

* Disposes any resource used by the connector.
*/

@override

public void dispose() {
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//close any open FileReader or FileWriter instances.
//close connection with the target

//close connection if any with database

}

16.3.1.1.3 Implementing the getConfiguration Method

The getConfiguration method returns the Configuration instance passed to the
Connector when the init method was used. Example 16-13 illustrates how to
implement the getConfiguration method.

Example 16-13 getConfiguration Method Implementation
/ * %

* returns the Configuration of this connector

*/
@Override
public Configuration getConfiguration() {

return this.flatFileConfig;
}

Note: Sometimes, components must be able to access the
Configuration instance after initialization. This is supported by the
accessor method getConfiguration().

16.3.1.2 org.identityconnectors.framework.spi.Configuration

The implementation of this interface encapsulates the configuration of a connector.
Configuration implementation includes all the necessary information of the target
system, which is used by the Connector implementation to connect to the target
system and perform various reconciliation and provisioning operations. The
implementation should have a default Constructor with setters and getters defined for
its properties. Every property declared may not be required but if a property is
required, then it should be marked required using the annotation
org.identityconnectors.framework.spi.ConfigurationProperty. Configuration
implementation is a Java bean and all the instance variables (mandatory or not) do
have default values. For example, a string userName is used to connect to the target
system and this is a mandatory attribute. This has a default value of null. When
userName is a mandatory attribute, ICF expects a value to be provided by Oracle
Identity Manager. In other words, Oracle Identity Manager cannot miss out this
parameter. If missed, then the connector throws ConfigurationException.

The implementation should check that all required properties are available and
validated before passing itself to the Connector. The interface provides a validate
method for this purpose. For example, there are three mandatory configuration
parameters, such as the IP address of the target, the username to connect to the target,
and the password for the user. The validate method implementation can check for
non-NULL values and valid IP address by using regex.

Note: ICF also provides a convenient base class
org.identityconnectors.framework.spi.AbstractConfiguration for
configuration objects to extend.
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Example 16-14 Configuration Implementation
/ * %
* Configuration implementation for the flat file connector.
*/
public class FlatFileConfigurationImpl extends AbstractConfiguration({

The following sections contain information and sample code that illustrates how you
might implement the Configuration methods.

The Configuration implementation must provide implementation for the following
methods:

s The validate() Method
»  The setConnectorMessages() Method
»  The getConnectorMessages() Method

16.3.1.2.1 The validate() Method

The validate method checks that the values of all required properties are set. It also
validates that all values of configuration properties are valid. In other words, it
validates that all values of the configuration properties are in the expected range and
have the expected format. If the configuration is not valid, then the implementations
generate the most specific RuntimeException available. When no specific exception is
available, the implementations can throw ConfigurationException. Example 16-15
illustrates how to implement the validate method.

Example 16-15 validate Method Implementation

@Override
public void validate() {
// Validate if file exists and is usable
boolean validFile = (this.storeFile.exists() &&
this.storeFile.canRead() &&
this.storeFile.canWrite() &&
this.storeFile.isFile());
if (!validFile)
throw new ConfigurationException("User store file not valid");
FlatFileIOFactory.getInstance(this);
}

Here, if the target flat file provided is valid or not is checked, such as is a file, is
writeable, is readable. If not valid, then an exception is generated.

Implementations of the validate method should NOT connect to the target system to
validate the properties.

Note: This implementation depends on an instance variable (private
File storeFile) and a supporting class (FlatFilelOFactory). A complete
implementation is illustrated in "Developing a Flat File Connector" on
page 17-1.

16.3.1.2.2 The setConnectorMessages() Method

The setConnectorMessages method sets the
org.identityconnectors.framework.common.objects.ConnectorMessages message
catalog instance, allowing the Connector to localize 