




Part II


Deploying the OSL Learning Tool

You can deploy the OSL Learning Tool only after installing OSL. Ensure that the Oracle database is initialized.




	
Note:

In this guide, [OSL Home directory] refers to the OSL installation directory.








This part contains the following chapters that describe the Learning Tool (LT) deployment:

	
Chapter 5, "Configuring Oracle Internet Directory"


	
Chapter 6, "Configuring Oracle Universal Content Management Default Integration"


	
Chapter 7, "Configuring Oracle Business Intelligence Enterprise Edition"


	
Chapter 8, "Configuring WebLogic Server"


	
Chapter 9, "Deploying OSL Learning Tool Admin and OSL Learning Tool"


	
Chapter 10, "Configuring OSSO Solution"


	
Chapter 11, "Configuring Oracle Access Manager 10g"


	
Chapter 12, "Installing and Configuring Oracle Access Manager 11g"
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DB Account for OSL screen. In this screen, you create a user accout for the OSL database. Specify the user name and password, and then enter the password again.


Specify Home Details screen. In this screen you enter a name for the OSL Home directory, and then select a directory where you want to install the software.


Select a Product to Install screen.

To install:

	
The software and documentation, select Oracle Student Learning (Complete) 3.1.3.0.0.


	
Only the documentation, select Oracle Student Learning Documentation 3.1.3.0.0.





Summary screen. This screen shows a summary of the components you chose to install.


Welcome screen. The Welcome screen is displayed each time you start the installer.


Database Upgrade screen. In this screen, you choose whether or not to upgrade the database.


SQL*Plus Path screen. In this screen, you specify where sqlplus is installed.


Oracle DB Home screen. In this screen, you can specify the directory where Oracle database is installed. You must make sure that sqlplus is located within the directory.

You can leave the field blank if you do not have Oracle installed in this machine.


Database Information screen. In this screen, you specify the database host name or IP address, port number, SID, and the database administrator user name and password.


SQL*Plus Path screen. In this screen, you specify where sqlplus is installed.


Install screen. This screen shows the progress of the installation.


End of Installation screen. This screen shows that OSL was installed successfully. You can click Exit to close the installer.


Database Initialization screen. In this screen, you can choose whether or not to install a fresh copy of the OSL database.


Configuration Assistants screen. This screen shows the progress of configuring the components you chose to install.


Oracle DB Home screen. In this screen, you can specify the directory where Oracle database is installed. You must make sure that sqlplus is located within the directory.

You can leave the field blank if you do not have Oracle installed in this machine.


Database Information screen. In this screen, you specify the database host name or IP address, port number, SID, and the database administrator user name and password.


5 Configuring Oracle Internet Directory

Oracle Internet Directory (OID) is the default LDAP mechanism used by OSL Learning Tool (OSL LT) components for authentication and authorization.

OID is an LDAP Version 3 certified directory. Users are granted access and privileges within OSL based on the groups they are assigned in OID.



5.1 Creating Groups in OID

There are two possible deployment scenarios.


5.1.1 Scenario 1: Using Existing Groups for OSL

This scenario applies when the deployment uses an OID instance with existing users assigned to predefined groups. In this scenario, creating new groups is not required. However, customization is required to map existing groups to OSL application-specific roles. For more information about mapping OID groups, see Section 9.1.4, "Updating Security Role Mappings".





5.1.2 Scenario 2: Creating New Groups for OSL

This scenario applies when the deployment uses an OID instance where users must be assigned to new groups. The following groups should be created:

	
DeptAdminGroup


	
DeptCurrAdminGroup


	
SchAdminGroup


	
SchCurrAdminGroup


	
TeacherGroup


	
StudentGroup


	
ParentGroup


	
DataLoadingGroup


	
ContentIntegrationGroup










5.2 Understanding Pre-seeded Users and Institution in OSL Database

One institution and three users are pre-seeded into the OSL database during installation. These are described below:

	
Department

This is a special institution and is the root of the institution hierarchy. It is pre-seeded with a name of "Department Of Education" and organization type of "DEPARTMENT".

You can change the name Department after installation and deployment of OSL.


	
DataLoading

This is a user with access to the OSL LT DataLoading service.


	
ContentIntegration

This is a user with access to the OSL Content Management System (CMS) integration service.




For related information about configuring the two pre-seeded users in OID, see Section 5.4, "Assigning Content Integration User".

For related information about updating the name of Department, see Section 5.6, "Updating the Name of Department".






5.3 Assigning Data Loading User

The user named DataLoading is created as part of database initialization during OSL installation. See Step 15 of the installation process in Chapter 2, "Installation Tasks". Access to the OSL LT DataLoading service is granted to an OID user belonging to the DataLoadingGroup (or the equivalent, mapped OID Group, as described in Scenario 1 of Section 5.1, "Creating Groups in OID"). This user has the DataLoading role in OSL.

Create a user named DataLoading as a member of the DataLoadingGroup of OID. See Section 5.1, "Creating Groups in OID" for detailed information.

Alternatively, create and assign a DataLoading user to the DataLoadingGroup in the WebLogic embedded LDAP server. Detailed instructions for creating users and groups in the embedded LDAP server are available at: http://download.oracle.com/docs/cd/E14571_01/apirefs.1111/e13952/taskhelp/security/ManageUsersAndGroups.html

If an LDAP server is also set up as a Security Provider (See Section 8.5, "Configuring OID as Security Provider" for more information), then the order of the providers must be as follows:

	
LDAP Authenticator (SUFFICIENT)


	
Default Authenticator (SUFFICIENT)









5.4 Assigning Content Integration User

The user named ContentIntegration is created as part of database initialization during OSL installation. See Step 15 of the installation process in Chapter 2, "Installation Tasks". Access to the OSL CMS integration service is granted to an OID user belonging to the ContentIntegrationGroup (or the equivalent, mapped OID Group, as described in Scenario 1 of Section 5.1, "Creating Groups in OID".) This user has the ContentIntegration role in OSL.

Create a user named ContentIntegration as a member of the ContentIntegrationGroup of OID. See Section 5.1, "Creating Groups in OID" for detailed information.

Alternatively, create and assign a ContentIntegration user to the ContentIntegrationGroup in the WebLogic embedded LDAP server as explained in Section 5.3, "Assigning Data Loading User".






5.5 Creating a User and Assigning Department Administrator Role

To create and load users, use the createPersons method in DataLoadingpartyService of the OSL LT Data Loading service. At least one user must be the Department Administrator to access the department administration functionality in the OSL LT Admin user interface (UI). This user can assign other application roles and configure the OSL system in OSL LT Admin.

Following these steps to create a Department Administrator:

	
Use the createPersons method in DataLoadingpartyService.


	
Enter appropriate information for the following parameters:

	
firstName: for example, Robert


	
lastName: for example, Brown


	
Relationship action: Create


	
RelationshipType: DEPARTMENT_ADMIN_OF


	
TargetPartyId: ID of Department (Department in OSL database normally has an ID of 2)







The OSL LT Data Loading service assigns a login ID in the firstName.lastName format, for example, Robert.Brown.

A default password welcome1 is assigned. Use OID to manually replace this password with a secure password.

For information about deploying the OSL Learning Tool, see Part II, "Deploying the OSL Learning Tool".

For information about using the createPersons method, see Section 2.1.6, "createPersons," in Oracle Student Learning Programmer's Guide.






5.6 Updating the Name of Department

The pre-seeded institution in the OSL database has the default organization type DEPARTMENT and default name Department Of Education. After OSL installation and deployment, you can change the name.

Log in to OSL LT Admin as the Department Administrator to change the institution name.

For information about creating the user with the role of Department Administrator, see Section 5.5, "Creating a User and Assigning Department Administrator Role".

For information about changing the name of Department using LT Admin, see Chapter 3, How to Manage Institutions, in Oracle Student Learning Learning Tool Admin User's Guide.





11 Configuring Oracle Access Manager 10g

This chapter describes the steps on how to configure Oracle Access Manager 10g.


11.1 Configuring OAM 10g

This chapter provides step-by-step instructions on how to configure OAM as the Single Sign-On solution for OSL. However, you can find complete explanation of the OAM 10g Solution in "Chapter 10 Configuring Single Sign-On in Oracle Fusion Middleware" in the Oracle® Fusion Middleware Security Guide 11g Release 1 (11.1.1) at


http://download.oracle.com/docs/cd/E12839_01/core.1111/e10043/toc.htm


The subsequent sections describes the required components and the steps on how to configure OAM 10g.





11.2 Required Components

OSL is certified to work with the following software components:

	
Oracle Access Manager (OAM) 10g (10.1.4.3.0)


	
Oracle Identity Management (11.1.1.3.0)


	
Web Tier Utilities 11.1.1.2.0 (for installation of HTTP Server)


	
Oracle WebLogic Server 10.3.3








11.3 Installing OAM 10g Components

Perform the instructions on how to install OAM at

http://download.oracle.com/docs/cd/E15217_01/doc.1014/e12493/toc.htm





11.4 Configuring SSO for Learning Tool

To configure SSO for Learning Tool, perform the steps in the subsequent sections.


11.4.1 Installing HTTP Server

Install a web server to be used as the front end to the Oracle WebLogic Server. In this guide, we use Oracle HTTP Server (OHS) 11g, which is available after the installation of Web Tier Utilities 11.1.1.2.0






11.4.2 Configuring mod_wl_ohs

If you select the "Associate Selected Components with WebLogic Domain" option during the installation of Web Tier Utilities, you are able to manage the web server using Enterprise Manager (EM). It is also possible to do the same configuration by manually editing the configuration files.

This section demonstrates the configuration of mod_wl_ohs by manually editing the mod_wl_ohs.conf file.




	
Note:

If you install Web Tier Utilities, you can locate mod_wl_ohs.conf file under the OHS instance folder.
For example:

<MIDDLEWARE_HOME>/Oracle_WT1/instances/instance1/config/OHS/ohs1/









Below is a sample mod_wl_ohs configuration for the web server to be used as a front end for both Learning Tool and Learning Tool Admin.


LoadModule weblogic_module "${ORACLE_HOME}/ohs/modules/mod_wl_ohs.so"

<IfModule weblogic_module>

<Location /LTWeb>  
  SetHandler weblogic-handler  
  WebLogicHost <lt-host-name>  
  WebLogicPort <lt-port>
  WLCookieName OSLLTSESSIONID
</Location>

<Location /LTAdminWeb>
  SetHandler weblogic-handler
  WebLogicHost <lt-host-name>
  WebLogicPort <lt-port>
  WLCookieName OSLLTASESSIONID
</Location>

</IfModule>






11.4.3 Creating an AccessGate Object on OAM Access Server

Before WebGate installation, an AccessGate object must be created in the Access Administration Console and associated with an Access Server. This task can be done manually in the OAM Access Administration Console or with the use of Oracle Access Manager Configuration tool.




	
Note:

The Oracle Access Manager Configuration tool (OAM Configuration tool) is a command line utility that enables you to configure OAM. The OAM Configuration tool runs a series of scripts and sets up the required policies.







Below are sample scripts to create the AccessGate object for Learning Tool and Learning Tool Admin's HTTP Server:


java -jar oamcfgtool.jar mode=CREATE 
app_domain=your_host_machine.company.com protected_uris=/LTWeb 
app_agent_password=<webgate_password> cookie_domain=.company.com 
ldap_host=<oam_ldap_directory_server_host> 
ldap_port=<oam_ldap_director_server_port> 
ldap_userdn="<ldap_admin_user>" 
ldap_userpassword=<ldap_admin_password> 
oam_aaa_host=<access_server_host> 
oam_aaa_port=<access_server_port> 
oam_aaa_mode=OPEN


The above command will create a new WebGate profile. The profile is populated with a WebGate name, Host name, and Preferred HTTP host all using the same app_domain value as follows:

	
app_domain = your_host_machine.company.com


	
AccessGate Name: your_host_machine.company.com_AG

_AG is appended to the app_domain


	
Hostname: your_host_machine.company.com


	
Preferred HTTP Host: your_host_machine.company.com





java -jar oamcfgtool.jar mode=CREATE 
app_domain=your_host_machine.company.com protected_uris=/LTAdminWeb 
app_agent_password=<webgate_password> 
cookie_domain=.company.com 
ldap_host=<oam_ldap_directory_server_host> 
ldap_port=<oam_ldap_director_server_port> 
ldap_userdn="<ldap_admin_user>" 
ldap_userpassword=<ldap_admin_password> 
oam_aaa_host=<access_server_host> 
oam_aaa_port=<access_server_port> 
oam_aaa_mode=OPEN web_domain=your_host_machine.company.com


The above command includes web_domain to indicate that this is an existing Web Tier. The value of web_domain should be the name of an existing host identifier in Oracle Access Manager (OAM) to tie new policies to an existing host ID. This is because in this sample setup, we are using the same web server as the front end for both Learning Tool and Learning Tool Admin.

For more information about the OAM Configuration Tool, you can read Chapter 10.2.4.2 “Configuring the Authentication Scheme for the Identity Asserter" in the Oracle® Fusion Middleware Security Guide 11g Release 1 (11.1.1) at

http://download.oracle.com/docs/cd/E12839_01/core.1111/e10043/toc.htm

After the AccessGate, Authentication Management, Host Identifier, and Policy Domain are automatically created by the tool, you can modify them any time in the OAM Access Administration Console.






11.4.4 Configuring WebGate for Global SSO Logout

You must specify LogoutURLs parameter in the WebGate/AccessGate profile created for Learning Tool and Learning Tool Admin to support Global SSO Logout.

Learning Tool: /LTWeb/faces/logout.jspx

Learning Tool Admin: /LTAdminWeb/faces/logout.jspx


Figure 11-1 Configuring WebGate for Global SSO Logout

[image: Configuring WebGate for Global SSO Logout]






11.4.5 Configuring the Redirection URL for Learning Tool

Some URLs in the Learning Tool might not work correctly if you access them directly. You must configure OAM to redirect users to the home page after each successful authentication.

For this OAM configuration, go to the Default Rules tab of the corresponding Policy Domain and set the Redirection URL for Authentication Success. If you need more than one Redirection URL, you can do so in separate policy domains.


Figure 11-2 Configuring the Redirection URL

[image: Surrounding text describes Figure 11-2 .]






11.4.6 Modifying the Challenge Parameter to Support Java Applet

As default, the ssoCookie:httponly challenge parameter is turned on in an Authentication scheme. This helps to prevent JavaScript running in the browser from accessing the ObSSOCookie, which provides a more secure environment.

However, browser support for the ssoCookie:httponly challenge parameter is inconsistent and can cause Java Applets not to run correctly.

Therefore, to support the audio applet required in Learning Tool application, this parameter must be disabled.

In the Access System Configuration tab of the Access Administration Console, go to Authentication Management > OraDefaultFormAuthNScheme and modify this Authentication scheme to include a new Challenge Parameter:

ssoCookie:disablehttponly


Figure 11-3 Access System Configuration Screen

[image: Access System Configuration Screen]







11.4.7 Installing the WebGate Plug-in for the HTTP Server

The WebGate requires the following libraries before installation: libgcc_s.so.1 and libstdc++.so.5. The files must be available in a local directory (For example: /home/username/gcc). This directory is specified later during the installation of the WebGate.

Assuming 64 bit HTTP Server is used, you can get these required files from /lib64 and /usr/lib64.


cp /lib64/libgcc_s.so.1 /home/username/gcc
cp /usr/lib64/libstdc++.so.5 /home/username/gcc


Run the OAM WebGate 10.1.4.3.0 installer as root (./Oracle_Access_Manager10_1_4_3_0_linux64_OHS11g_WebGate) and follow the prompts:

	
Specify the user/group running the web server.


	
Specify the installation directory for Oracle Access Manager 10.1.4.3.0 WebGate (For example: /home/username/webgate). Note that the OAM 10.1.4.3.0 WebGate installation directory would be: /home/username/webgate/access.


	
For "Location of GCC runtime libraries", specify the directory where you installed libgcc_s.so.1 and libstdc++.so.5 as mentioned above.


	
For "Transport security mode'', select Open mode.


	
For "Webgate ID", enter the AccessGate Name you specified in Section 11.4.3, "Creating an AccessGate Object on OAM Access Server". For example: your_host_machine.company.com_AG.


	
For "Password for WebGate", enter the same password you specified in Section 11.4.3, "Creating an AccessGate Object on OAM Access Server".


	
For "Access Server ID", enter the name of the OAM Access Server.


	
For "Hostname where Access Server is installed", enter the host name where OAM Access Server is running.


	
For "Port number", enter the port for the OAM Access Server.


	
Select Automatic update of httpd.conf.


	
For "Enter the absolute path of httpd.conf in your Web server config directory", enter the OHS instance path. For example: <MIDDLEWARE_HOME>/Oracle_WT1/instances/instance1/config/OHS/ohs1/httpd.conf.


	
Restart the OHS instance.









11.4.8 Setting up Providers for OAM SSO in a WebLogic Domain

This section describes how to configure providers in the WebLogic security domain to perform single sign-on with the Oracle Access Manager Identity Asserter. Several Authentication provider types must be configured and ordered.

	
Log in to the WebLogic Administration Console.


	
Add the OAM Identity Asserter:

	
Click Security Realms, Default Realm Name (example: myrealm) and click Providers.


	
Click Authentication > New and then enter a name and select a type:

Name: OAM Identity Asserter

Type: OAMIdentityAsserter


	
In the Authentication Providers table, click the newly added authenticator.


	
Click the Common tab, set the Control Flag to REQUIRED, and click Save.





	
OID Authenticator:

The instructions to create this provider are provided in Section 8.5, "Configuring OID as Security Provider".

If the OID Authenticator is configured successfully, you can change the Control Flag to SUFFICIENT.


	
Default Authenticator:

Perform the following steps to set up the Default Authenticator for use with the Identity Asserter:

	
Go to Security Realms, Default Realm Name (example: myrealm) and click Providers.


	
Click Authentication and click DefaultAuthenticator to see its configuration page.


	
Click the Common tab and set the Control Flag to SUFFICIENT.


	
Click Save.





	
Reorder Providers:

	
Click Security Realms, Default Realm Name (example: myrealm) and click Providers.


	
On the Summary page where providers are listed, click the Reorder button.


	
On the Reorder Authentication Providers page, select a provider name and use the arrows beside the list to order the providers as follows:

OAM Identity Asserter (REQUIRED)

OID Authenticator (SUFFICIENT)

Default Authenticator (SUFFICIENT)


	
Click OK to save your changes.





	
Activate Changes:

In the Change Center, click Activate Changes.


	
Reboot Oracle WebLogic Server.








11.4.9 Configuring the Session Time-out

For proper behavior, WebLogic application session time-out values must be the same as WebGate session time-out values.

To set the WebLogic session time-out, modify the web.xml as follow:


<session-config>
  <session-timeout>60</session-timeout>
</session-config>


Note in web.xml the session time-out is set in minutes.

To set the WebGate session time out, modify the Idle Session Time (seconds):


Figure 11-4 Modifying the Idle Session Time

[image: Modifying the Idle Session Time]






11.4.10 Calling Learning Tool Logout from other Applications

In case the Global SSO Logout is triggered by another application, the Learning Tool session will still be active. Therefore, the session data will not be cleaned up until the session times out.

To clean up the Learning Tool session data after the Global SSO Logout occurs from another application, you need to send an http request to the below Learning Tool URL:


http://<LT_WEB_HOST>:<LT_WEB_PORT>/LTWeb/logout.jsp


This URL will clear the Learning Tool session and then perform an http redirect to the URL.







11.5 Configuring SSO for OBIEE

To configure SSO for OBIEE, perform the steps in the subsequent sections.


11.5.1 Installing HTTP Server

Install a web server to be used as the front end to the Oracle WebLogic Server. In this guide, use Oracle HTTP Server (OHS) 11g, which is available after the installation of Web Tier Utilities 11.1.1.2.0.





11.5.2 Configure mod_wl_ohs

If the OBIEE war file is deployed onto a WebLogic Server, perform similar steps as in Section 11.4.2, "Configuring mod_wl_ohs" to configure mod_wl_ohs.


LoadModule weblogic_module "${ORACLE_HOME}/ohs/modules/mod_wl_ohs.so"

<IfModule weblogic_module>

<Location /analytics>  
   SetHandler weblogic-handler  
   WebLogicHost <obiee-host-name>  
   WebLogicPort <obiee-port>
</Location>

</IfModule>





11.5.3 Creating an AccessGate Object on OAM Access Server

Perform similar steps as Section 11.4.3, "Creating an AccessGate Object on OAM Access Server" to create the AccessGate object for OBIEE's HTTP Server.


java -jar oamcfgtool.jar mode=CREATE 
app_domain=your_host_machine.company.com protected_uris=/analytics 
app_agent_password=<webgate_password> cookie_domain=.company.com 
ldap_host=<oam_ldap_directory_server_host> 
ldap_port=<oam_ldap_director_server_port> 
ldap_userdn="<ldap_admin_user>" 
ldap_userpassword=<ldap_admin_password> 
oam_aaa_host=<access_server_host> oam_aaa_port=<access_server_port> 
oam_aaa_mode=OPEN





	
Note:

Add web_domain to the script if this is an existing Web Tier.











11.5.4 Installing the WebGate Plug-in for the HTTP Server

Perform similar steps as Section 11.4.7, "Installing the WebGate Plug-in for the HTTP Server" to install the WebGate plug-in for OBIEE's HTTP Server. You can skip this step if OBIEE uses an existing HTTP Server with WebGate plug-in.





11.5.5 Creating Oracle BI Server Impersonator User

Perform similar steps as Section 10.3.5, "Creating Oracle BI Server Impersonator User".





11.5.6 Adding the Impersonator Credentials to Oracle BI Presentation Services Credential Store

Perform similar steps as Section 10.3.6, "Adding the Impersonator Credentials to Oracle BI Presentation Services Credential Store".





11.5.7 Configuring Oracle BI Presentation Services to Identify the Credential Store and Decryption Passphrase

Perform similar steps as Section 10.3.7, "Configuring Oracle BI Presentation Services to Identify the Credential Store and Decryption Passphrase".





11.5.8 Configuring BI Presentation Services to Operate in the SSO Environment

Edit the OracleBIData/web/config/instanceconfig.xml file.


<ServerInstance>
<!-- other settings ... -->
<Auth>   
    <SSO enabled="true">      
       <ParamList>         
          <!--IMPERSONATE param is used to get the authenticated user's username and is required -->         
   <Param name="IMPERSONATE" source="httpHeader" 
nameInSource="OAM_REMOTE_USER"/>               
   </ParamList>      
             <LogoffUrl>         
        http http://<OBIEE_WEB_HOST>:<OBIEE_WEB_PORT>/oamsso/logout.html           
                   </LogoffUrl>      
                   <LogonUrl>           
                                http://<OBIEE_WEB_HOST>:<OBIEE_WEB_PORT>/analytics                                                                                                    </LogonUrl>   
</SSO>
</Auth>
<!-- other settings ... -->
</ServerInstance>







11.6 Configuring SSO for UCM 11g

Oracle Universal Content Management (Oracle UCM) 11g Release 1 (11.1.1) is deployed on an Oracle WebLogic Server. The steps to configure OAM as the SSO solution for UCM is therefore similar to the steps described in section Section 10.2, "Configuring SSO for Learning Tool".

For more detailed explanation of configuring SSO for UCM 11g, you can read Chapter 4.2.3 "Configuring Oracle UCM to Use Single Sign-On" in the Oracle® Fusion Middleware System Administrator's Guide for Content Server 11g Release 1 (11.1.1) at

http://download.oracle.com/docs/cd/E14571_01/doc.1111/e10792/c03_security002.htm#insertedID3


11.6.1 Installing HTTP Server

Install a web server to be used as the front end to the Oracle WebLogic Server. In this guide, use Oracle HTTP Server (OHS) 11g, which is available after the installation of Web Tier Utilities 11.1.1.2.0.





11.6.2 Configure mod_wl_ohs

Perform similar steps as Section 11.4.2, "Configuring mod_wl_ohs" to configure mod_wl_ohs.


LoadModule weblogic_module "${ORACLE_HOME}/ohs/modules/mod_wl_ohs.so"

<IfModule weblogic_module>
<Location /cs>  
  SetHandler weblogic-handler  
  WebLogicHost <ucm-hostname>  
  WebLogicPort <ucm-server-port>
</Location>

</IfModule>





11.6.3 Creating an AccessGate Object on OAM Access Server

Perform similar steps as Section 11.4.3, "Creating an AccessGate Object on OAM Access Server" to create the AccessGate object for UCM's HTTP Server.


java -jar oamcfgtool.jar mode=CREATE 
app_domain=your_host_machine.company.com protected_uris=/cs 
app_agent_password=<webgate_password> cookie_domain=.company.com 
ldap_host=<oam_ldap_directory_server_host> 
ldap_port=<oam_ldap_director_server_port> 
ldap_userdn="<ldap_admin_user>" 
ldap_userpassword=<ldap_admin_password> 
oam_aaa_host=<access_server_host> oam_aaa_port=<access_server_port> 
oam_aaa_mode=OPEN





	
Note:

Add web_domain to the script if this is an existing Web Tier.











11.6.4 Configuring WebGate for Global SSO Logout

Perform similar steps as Section 11.4.4 to register the ECM logout link as a Global SSO Logout.

/cs/logout.htm





11.6.5 Installing the WebGate Plug-in for the HTTP Server

Perform similar steps as Section 11.4.8, "Setting up Providers for OAM SSO in a WebLogic Domain" to install the WebGate plug-in for UCM's HTTP Server. You can skip this step if OBIEE uses an existing HTTP Server with WebGate plug-in.






11.6.6 Setting up Providers for OAM SSO in a WebLogic Domain

Perform similar steps as in Section 11.6.6, "Setting up Providers for OAM SSO in a WebLogic Domain" to set up the providers for OAM SSO in a WebLogic domain that UCM is deployed to.








11.7 Updating the OSL Configuration

The following configuration is required for OSL to operate in an SSO environment:

	
Update the OSL_PROFILE_OPTION_VALUES:

Set the values for OSL_SHOW_LOGOUT_LINK in the OSL_PROFILE_OPTION_VALUES table as follows:


Table 11-1 Updating OSL_PROFILE_OPTION_VALUES

	Value	Description
	
OSL_SHOW_LOGOUT_LINK

	
	
Y (to display the logout link in Learning Tool and Learning Tool Admin) or


	
N (to hide the logout link in Learning Tool and Learning Tool Admin)











	
Update the logout URL for Learning Tool and Learning Tool Admin.

	
Set the OSL_ADMIN_LOGOUT_URL as follows:

http://<LT_WEB_HOST>:<LT_WEB_PORT>/LTAdminWeb/faces/logout.jspx

where: <LT_WEB_HOST> and <LT_WEB_PORT> are the host name and port of the web server configured as a front end to provide access to the Learning Tool Admin application..


	
Set the OSL_LOGOUT_URL as follows:

http://<LT_WEB_HOST>:<LT_WEB_PORT>/LTWeb/faces/logout.jsp

where: <LT_WEB_HOST> and <LT_WEB_PORT> are the host name and port of the web server configured as a front end to provide access to the Learning Tool application.




For information about the OSL configuration file where you must make these changes, see Section 9.1.7, "Updating Logout URL for Learning Tool and Learning Tool Admin".
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Part IV



Upgrading OSL Release 3.1.2 to OSL Release 3.1.3

Part V provides the steps on how to upgrade OSL Release 3.1.2 to OSL Release 3.1.3.



10 Configuring OSSO Solution

This chapter provides step-by-step instructions for configuring OSSO as the single sign-on solution for OSL. You can find complete explanation of the OSSO Solution in "Chapter 10 Configuring Single Sign-On in Oracle Fusion Middleware" in the Oracle® Fusion Middleware Security Guide 11g Release 1 (11.1.1) at


http://download.oracle.com/docs/cd/E12839_01/core.1111/e10043/toc.htm



10.1 Installing Oracle Single Sign-On and Oracle Delegated Administration Services

There are no 11g Release 1 (11.1.1) versions of Oracle Single Sign-On and Oracle Delegated Administration Services. However, both Oracle Single Sign-On and Oracle Delegated Administration Services Release 10g (10.1.4.3.0) are certified for use with Oracle Internet Directory 11g Release 1 (11.1.1).

You can find related information in "Chapter 10 Installing Oracle Single Sign-On and Oracle Delegated Administration Services Against Oracle Internet Directory" in the Oracle® Fusion Middleware Installation Guide for Oracle Identity Management 11g Release 1 (11.1.1) at

http://download.oracle.com/docs/cd/E12839_01/install.htm






10.2 Configuring SSO for Learning Tool

To configure SSO for Learning Tool, perform the steps in the subsequent sections.


10.2.1 Installing HTTP Server

Install web server to be used as a front end to the Oracle WebLogic Server. In this guide, we use Oracle HTTP Server (OHS) 11g, which is available after the installation of Web Tier Utilities 11.1.1.2.0.






10.2.2 Configuring mod_wl_ohs

If you select the option “Associate Selected Components with WebLogic Domain” during the installation of Web Tier Utilities, you are able to manage the web server using Enterprise Manager (EM).

This section demonstrates the configuration of mod_wl_ohs using EM. However, it is also possible to do the same configuration by manually editing the configuration files.

To configure mod_wl_ohs from EM, perform the following:

	
Select the OHS instance on the left panel.


	
Select Oracle HTTP Server > Administration > mod_wl_ohs Configuration on the right panel.


Figure 10-1 Configuring mod_wl_ohs
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Enter the value for WebLogic Host, WebLogic Port, and Locations. Figure 10-2 shows a sample setup for Learning Tool Admin and Learning Tool.


Figure 10-2 Sample mod_wl_ohs configuration for LT Admin

[image: Sample mod_wl_ohs configuration for LT Admin]



This configuration will effectively be added to the mod_wl_ohs.conf file of this OHS instance. You can also manually modify this file without using the EM.




	
Note:

If you install Web Tier Utilities, you can locate mod_wl_ohs.conf file at:
For example: <MIDDLEWARE_HOME>/Oracle_WT1/instances/instance1/config/OHS/ohs1/









For example:


<IfModule weblogic_module>

WebLogicHost yourservername.com
WebLogicPort 7002 

<Location /LTAdminWeb>  
 SetHandler weblogic-handler 
</Location>  

</IfModule>



Figure 10-3 Sample mod_wl_ohs configuration for LT
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This configuration will effectively be added to the mod_wl_ohs.conf file of this OHS instance. You can also manually modify this file without using the EM.

For example:


<IfModule weblogic_module>

WebLogicHost yourservername.com 
WebLogicPort 7002 

<Location /LTWeb>  
 SetHandler weblogic-handler 
</Location>  

</IfModule>








10.2.3 Registering OHS mod_osso with OSSO Server

To register OHS mod_osso with OSSO server, perform the following:

	
Execute the ssoreg.sh tool, which can be found in <OSSO_HOME>/sso/bin, where <OSSO_HOME> is the directory to which Oracle Single Sign-On is installed.




	
Note:

The directory where you want to store the result config file must be created beforehand.








$cd <OSSO_HOME>/sso/bin

$export ORACLE_HOME=<OSSO_HOME>

$./ssoreg.sh -oracle_home_path <OSSO_HOME> -site_name LearningToolAdmin -config_mod_osso TRUE -mod_osso_url http://<LT_WEB_HOST>:<LT_WEB_PORT> -update_mode CREATE -remote_midtier -config_file <OSSO_HOME>/temp/osso_admin.conf

$./ssoreg.sh -oracle_home_path <OSSO_HOME> -site_name LearningTool -config_mod_osso TRUE -mod_osso_url http://<LT_WEB_HOST>:<LT_WEB_PORT> -update_mode CREATE -remote_midtier -config_file <OSSO_HOME>/temp/osso_lt.conf


where:

<LT_WEB_HOST> and <LT_WEB_PORT> are the host name and port of the web server configured as a front end to provide access to the Learning Tool Admin application.

<LT_WEB_HOST> and <LT_WEB_PORT> are the host name and port of the web server configured as a front end to provide access to the Learning Tool application.


	
Copy this file to the web server instance location.

For example:


<MIDDLEWARE_HOME>/Oracle_WT1/instances/instance1/config/OHS/ohs1/osso/osso_admin.conf

<MIDDLEWARE_HOME>/Oracle_WT1/instances/instance2/config/OHS/ohs2/osso/osso_lt.conf









10.2.4 Configuring mod_osso to Protect Web Resources

To configure mod_osso to protect web resources, perform the following:

	
Enable mod_osso from EM.

Select the OHS instance on the left panel and select Oracle HTTP Server > Administration > Server Configuration on the right panel.


Figure 10-4 Configuring mod_osso
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Check the check box for mod_osso and click Apply.


Figure 10-5 Enabling mod_osso
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Configure mod_osso.

Go to the Advanced Server Configuration. The Advanced Server Configuration screen enables to directly edit the configuration files. From the list, select mod_osso.conf and click Go.


Figure 10-6 Setting up Advanced Server Configuration
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Edit the content of this file, see Figure 10-7.


Figure 10-7 Editing Content of mod_osso
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You can also manually edit the content of this file without using EM. Below is the sample configuration done for Learning Tool Admin and Learning Tool.

Sample configuration for Learning Tool Admin:


LoadModule osso_module "${ORACLE_HOME}/ohs/modules/mod_osso.so"

<IfModule osso_module>    
  OssoIpCheck on    
  OssoIdleTimeout off    
  OssoSecureCookies off    
 
  OssoConfigFile ${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT_NAME}/osso/osso_admin.conf   

 <Location /LTAdminWeb>        
  require valid-user        
  AuthType Osso    
 </Location>
</IfModule>


Sample configuration for Learning Tool:


LoadModule osso_module "${ORACLE_HOME}/ohs/modules/mod_osso.so"

<IfModule osso_module>    
 OssoIpCheck on    
 OssoIdleTimeout off    
 OssoSecureCookies off    

 OssoConfigFile ${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/ ${COMPONENT_NAME}/osso/osso_lt.conf    
 OssoHTTPOnly Off

 <Location /LTWeb>        
  require valid-user        
  AuthType Osso    
 </Location>
</IfModule>





	
Note:

The configuration directive OssoHTTPOnly must be turned off in the web server configured as a front end to provide access to the Learning Tool application. This is to allow the audio applet in the Learning Tool application to be able to read the OSSO cookies.















10.2.5 Setting Up Providers for OSSO in a WebLogic Domain

Oracle recommends the following Authentication providers:

	
OSSO Identity Asserter


	
OID Authenticator


	
DefaultAuthenticator




To add providers to your WebLogic domain for OSSO Identity Assertion, perform the following:

	
Log in to the WebLogic Administration Console.


	
OSSO Identity Asserter:

Go to Security Realms > Default Realm Name (Example: myrealm) and click Providers.

Select New under the Authentication Providers table.

Enter a name for the new provider, select its type, and click OK.

	
Name: OSSO Identity Asserter


	
Type: OSSOIdentityAsserter







	
Note:

For OSSOIdentityAsserter to appear in the list, you must copy ossoiap.jar to <DOMAIN_HOME>/lib.
The ossoiap.jar is available in <MIDDLEWARE_HOME>/oracle_common/modules/oracle.ossoiap_11.1.1 in the computer where an Oracle Fusion Middleware products such as Oracle Identity Management, Oracle SOA Suite, or Oracle WebCenter is installed.









Click the name of the newly added provider.

On the Common tab, set the appropriate values for common parameters and set the Control Flag to SUFFICIENT and then save the settings.


	
Default Authentication Provider:

Go to Security Realms > Default Realm Name (Example: myrealm) and click Providers.

Click DefaultAuthentication Provider.

Set the Control Flag to OPTIONAL and click Save.


	
OID Authenticator:

The instructions to create this provider are provided in Section 8.5, "Configuring OID as Security Provider".

If the OID Authenticator is configured successfully, you can change the Control Flag to SUFFICIENT.


	
Reorder Providers:

	
OSSO Identity Asserter (SUFFICIENT)


	
OID Authenticator (SUFFICIENT)


	
DefaultAuthenticator (OPTIONAL)





	
Save all configuration settings and restart the Oracle WebLogic Server for the changes to take effect.








10.2.6 Configuring web.xml for the OSSO Identity Asserter

Update the <login-config> in web.xml for the application to support SSO as follows:

	
Modify the web.xml, which is located at

[OSL Home directory]/LearningTool/Configuration/LearningTool/DeploymentDescriptors/ for Learning Tool and at [OSL Home directory]/LearningTool/Configuration/Admin/DeploymentDescriptors/ for Learning Tool Admin to update the login-config as follows:


<login-config>   
  <auth-method>CLIENT-CERT</auth-method>
  <realm-name>myRealm</realm-name>
</login-config>

<!--login-config>
<auth-method>FORM</auth-method>
<form-login-config>
<form-login-page>/faces/loginView.jspx</form-login-page>
<form-error-page>/faces/loginErrorView.jspx</form-error-page>
</form-login-config>
</login-config-->


	
Run the Configurator to update the EAR files as explained in Section 9.3, "Running the OSL Learning Tool Configurator".










10.3 Configuring SSO for OBIEE

To configure SSO for OBIEE, perform the following steps in the subsequent sections:


10.3.1 Installing HTTP Server

Install web server to be used as a front end to Oracle WebLogic Server. In this guide, use Oracle HTTP Server 11g which is available after the installation of Web Tier Utilities 11.1.1.2.0.






10.3.2 Configuring mod_wl_ohs

If the ear/war file is deployed onto a WebLogic Server, perform similar steps as Section 10.2.2, "Configuring mod_wl_ohs" to configure mod_wl_ohs.


Figure 10-8 Configuring mod_wl_ohs
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10.3.3 Registering OHS mod_osso with OSSO Server

To register OHS mod_osso with OSSO Server, perform the following:

	
Execute the ssoreg.sh tool, which can be found in <OSSO_HOME>/sso/bin, where <OSSO_HOME> is the directory in which Oracle Single Sign-On is installed.




	
Note:

The directory where you want to store the result config file must be created beforehand.








$cd <OSSO_HOME>/sso/bin

$export ORACLE_HOME=<OSSO_HOME>

$./ssoreg.sh -oracle_home_path <OSSO_HOME> -site_name Student_Reporting -config_mod_osso TRUE -mod_osso_url 

http://<OBIEE_WEB_HOST>:<OBIEE_WEB_PORT> -update_mode CREATE -remote_midtier -config_file <OSSO_HOME>/temp/osso_bi.conf


where:

<OBIEE_WEB_HOST> and <OBIEE_WEB_PORT> are the host name and port of the web server configured as a front end to provide access to the OBIEE application.


	
Copy this file to the web server instance location.

For Example:


<MIDDLEWARE_HOME>/Oracle_WT1/instances/instance3/config/OHS/ohs3/osso/osso_bi.conf








10.3.4 Configuring mod_osso to Protect Web Resources

Perform similar steps as explained in Section 10.2.4, "Configuring mod_osso to Protect Web Resources" to configure the mod_osso as follows:


LoadModule osso_module "${ORACLE_HOME}/ohs/modules/mod_osso.so"

<IfModule osso_module>    
    OssoIpCheck on    
    OssoIdleTimeout off    
    OssoSecureCookies off    

    OssoConfigFile ${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/ ${COMPONENT_NAME}/osso/osso_bi.conf    

   <Location /analytics>        
        Header unset Pragma        
        OssoSendCacheHeaders off        
        require valid-user        
        AuthType Osso    
   </Location>

</IfModule>






10.3.5 Creating Oracle BI Server Impersonator User

Follow this procedure to create the impersonator user in the BI Server repository.

	
Open the BI Server repository file (.rpd) using BI Administration Tool.


	
Select Manage > Security to display the Security Manager.


	
Select Action > New > User to open the User dialog box.


	
Enter a name and password for this user.

For example:

Name = Impersonator

Password = secret


	
In the Group Membership portion of the dialog box, check the Administrators group to grant the user created as member to this group.


	
Click OK to create the user.









10.3.6 Adding the Impersonator Credentials to Oracle BI Presentation Services Credential Store

Perform this step to add the impersonator credentials to Oracle BI Presentation Services credential store.

	
Navigate to the OracleBI_HOME/web/bin directory.


$export LD_LIBRARY_PATH=$LD_LIBRARY_PATH:/OracleBI_HOME/web/bin$./cryptotools credstore -add -infile <OracleBIData>/web/config/credentialstore.xml>
Credential Alias: impersonation
>Username: Impersonator
>Password: secret
>Do you want to encrypt the password? y/n (y):
>Passphrase for encryption: another_secret
>Do you want to write the passphrase to the xml? y/n (n):


	
The CryptoTools utility updates the credentialstore.xml file. This file is located in the OracleBIData/web/config.









10.3.7 Configuring Oracle BI Presentation Services to Identify the Credential Store and Decryption Passphrase

Edit the OracleBIData/web/config/instanceconfig.xml file.


<WebConfig>
   <ServerInstance>
   <!-- other settings ... -->
      <CredentialStore>
      <CredentialStorage type="file”            path="/<OracleBIData>/web/config/credentialstore.xml"
             passphrase="another_secret"/>
      </CredentialStore>
   <!-- other settings ... -->
   </ServerInstance>
</WebConfig>





10.3.8 Configuring BI Presentation Services to Operate in the SSO Environment

Edit the OracleBIData/web/config/instanceconfig.xml file.


<ServerInstance>
<!-- other settings ... -->
<Auth>
   <SSO enabled="true">
      <ParamList>
         <!--IMPERSONATE param is used to get the authenticated user's username and is required -->
         <Param name="IMPERSONATE" source="httpHeader" nameInSource="Proxy-Remote-User"/>
      </ParamList>
      <LogoffUrl>http://<SSO_HOST>:<SSO_PORT>/pls/orasso/orasso.wwsso_app_admin.ls_logout?p_done_url=http%3A%2F%2F<OBIEE_WEB_HOST>:<OBIEE_WEB_PORT>%2Fanalytics%2F
      </LogoffUrl>
      <LogonUrl>
           http:// <OBIEE_WEB_HOST>:<OBIEE_WEB_PORT>/analytics
      </LogonUrl>
   </SSO>
</Auth>
<!-- other settings ... -->
</ServerInstance>







10.4 Configuring SSO for UCM 10g

To configure SSO for UCM 10g, perform the steps in the subsequent sections:


10.4.1 Installing HTTP Server

Install web server to be used as a front end to UCM. In this guide, use Oracle HTTP Server 11g which is available after the installation of Web Tier Utilities 11.1.1.2.0.





10.4.2 Configuring OHS as Web Server for UCM

Inside the httpd.conf of the OHS instance, add the following to configure this OHS instance as the web server for UCM. Make sure that you use the correct library under linux64 or linux folder:


LoadModule IdcApacheAuth 
<UCM_INSTALLATION_FOLDER>/server/shared/os/linux64/lib/IdcApache22Auth.so
IdcUserDB idc "<UCM_INSTALLATION_FOLDER>/server/data/users/userdb.txt"

Alias /idc "<UCM_INSTALLATION_FOLDER>/server/weblayout"
<Location /idc>
Order allow,deny
Allow from all
DirectoryIndex portal.htm
IdcSecurity idc
</Location>





	
Note:

Ensure that the UCM Server is configured with the correct host name and port number of the Web Server to be used as its front end.
Check the <UCM_INSTALLATION_FOLDER>/server/config/config.cfg config file and make sure the value of HttpServerAddress is correct:

HttpServerAddress=<UCM_OHS_HOST>:<UCM_OHS_PORT>














10.4.3 Registering OHS mod_osso with OSSO Server

To register OHS mod_osso with OSSO Server, perform the following:

	
Execute the ssoreg.sh tool, which can be found in <OSSO_HOME>/sso/bin, where <OSSO_HOME> is the directory in which Oracle Single Sign-On is installed.




	
Note:

Please note that the directory where you want to store the result config file must be created beforehand.








$ cd <OSSO_HOME>/sso/bin

$export ORACLE_HOME=<OSSO_HOME>

$./ssoreg.sh -oracle_home_path <OSSO_HOME> -site_name Stellent_UCM -config_mod_osso TRUE -mod_osso_url http://<UCM_OHS_HOST>:<UCM_OHS_PORT> -update_mode CREATE -remote_midtier -config_file <OSSO_HOME>/temp/osso_ucm.conf


	
Copy this file to the web server instance location.

For example:


<MIDDLEWARE_HOME>/Oracle_WT1/instances/instance1/config/OHS/ohs1/osso/osso_ucm.conf








10.4.4 Configuring mod_osso to Protect Web Resources

Perform similar steps as explained in Section 10.2.4, "Configuring mod_osso to Protect Web Resources" to configure the mod_osso as follows:


LoadModule osso_module "${ORACLE_HOME}/ohs/modules/mod_osso.so"

<IfModule osso_module>
    OssoIpCheck on
    OssoIdleTimeout off
    OssoSecureCookies off
    OssoConfigFile
 ${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT_NAME}/osso/osso_ucm.conf

     <Location /idc>
        require valid-user
        AuthType Osso
    </Location>
 </IfModule>







10.5 Configuring SSO for Oracle UCM 11g

Oracle UCM 11g Release 1 (11.1.1) is deployed on an Oracle WebLogic Server. Therefore, the steps to configure OAM as the SSO solution for UCM is similar to the steps described in Section 10.2, "Configuring SSO for Learning Tool".

For more detailed explanation on configuring SSO for UCM 11g Release, you can read Chapter 4.2.3 "Configuring Oracle UCM to Use Single Sign-On" in the Oracle® Fusion Middleware System Administrator's Guide for Content Server 11g Release 1 (11.1.1) at

http://download.oracle.com/docs/cd/E14571_01/doc.1111/e10792/c03_security002.htm#insertedID3


10.5.1 Installing HTTP Server

Install web server to be used as a front end to UCM 11g. In this guide, use Oracle HTTP Server 11g, which is available after the installation of Web Tier Utilities 11.1.1.2.0.





10.5.2 Configuring mod_wl_ohs

Perform similar steps as Section 10.2.2, "Configuring mod_wl_ohs" to configure mod_wl_ohs.


LoadModule weblogic_module "${ORACLE_HOME}/ohs/modules/mod_wl_ohs.so"

<IfModule weblogic_module>
<Location /cs>  
SetHandler weblogic-handler  
WebLogicHost <ucm-hostname>  
WebLogicPort <ucm-server-port>

</Location>
</IfModule>





	
Note:

Ensure that the UCM Server is configured with the correct host name and port number of the Web Server to be used as its front end.







Check the <UCM_INSTALLATION_FOLDER>/server/config/config.cfg config file and make sure the value of HttpServerAddress is correct:

HttpServerAddress=<UCM_OHS_HOST>:<UCM_OHS_PORT>





10.5.3 Registering OHS mod_osso with OSSO Server

To register OHS mod_osso with OSSO Server, perform similar steps in Section 10.4.3, "Registering OHS mod_osso with OSSO Server".





10.5.4 Configuring mod_osso to protect Web Resource

Perform similar steps as Section 10.2.4, "Configuring mod_osso to Protect Web Resources" to configure mod_wl_ohs.


LoadModule osso_module "${ORACLE_HOME}/ohs/modules/mod_osso.so"

<IfModule osso_module>

OssoIpCheck on
OssoIdleTimeout off
OssoSecureCookies off
OssoConfigFile ${ORACLE_INSTANCE}/config/${COMPONENT_TYPE}/${COMPONENT_
NAME}/osso/osso_ucm.conf

<Location /cs>
require valid-user
AuthType Osso
</Location>

</IfModule>





10.5.5 Setting Up Providers for OSSO in a WebLogic Domain

Perform similar steps as Section 10.2.5, "Setting Up Providers for OSSO in a WebLogic Domain" to set up providers for OSSO in a WebLogic Domain that UCM is deployed to.







10.6 Updating the OSL Configuration

The following configuration is required for OSL to operate in an SSO environment:

	
Update the OSL_PROFILE_OPTION_VALUES:

Set the values for OSL_SHOW_LOGOUT_LINK in OSL_PROFILE_OPTION_VALUES table as follows:


Table 10-1 Updating OSL_PROFILE_OPTION_VALUES

	Value	Description
	
OSL_SHOW_LOGOUT_LINK

	
	
Y (to display the logout link in Learning Tool and Learning Tool Admin) or


	
N (to hide the logout link in Learning Tool and Learning Tool Admin)











	
Update the logout URL for Learning Tool and Learning Tool Admin.

	
Set the OSL_ADMIN_LOGOUT_URL as follows:

http://<SSO_HOST>:<SSO_PORT>/pls/orasso/orasso.wwsso_app_admin.ls_logout?p_done_url=http%3A%2F%2F<LT_WEB_HOST>:<LT_WEB_PORT>%2FLTAdminWeb%2F

where: <LT_WEB_HOST> and <LT_WEB_PORT> are the host name and port of the web server configured as a front end to provide access to the Learning Tool Admin application.


	
Set the OSL_LOGOUT_URL as follows:

http://<SSO_HOST_NAME>:<SSO_PORT>/pls/orasso/orasso.wwsso_app_admin.ls_logout?p_done_url=http%3A%2F%2F<LT_WEB_HOST>:<LT_WEB_PORT>%2FLTWeb%2F

where: <LT_WEB_HOST> and <LT_WEB_PORT> are the host name and port of the web server configured as a front end to provide access to the Learning Tool application.




For information about the OSL configuration file where you must make these changes, see Section 9.1.7, "Updating Logout URL for Learning Tool and Learning Tool Admin".








13 Migrating Content from UCM 10g to ECM 11g

Follow these steps to migrate content from UCM 10g to ECM 11g.

	
Complete ECM 11g installation and verify that you can check in content. Complete the OSL setup using the deployment instructions.


	
Export schema from 10g ECM DB. In 10g, the unique IDs are stored in tables (COUNTERS). DocID, RevID, and RevClassID are Unique IDs.

The main tables that are needed are:

	
DOCMETA


	
DOCMETADEFINITION


	
DOCUMENTHISTORY


	
DOCUMENTS


	
REVISIONS





	
Import schema to 11g ECM DB. Before importing data from 10g, create OSL metadata in the database to match the 10g configuration.

In 11g, the unique IDs for Document and Revisions use the database sequence though the table COUNTERS is still available.

After schema import, set the values of the sequences IDCSEQDOCID, IDCSEQREVID, and IDCSEQREVCLASSID to start at a value higher than the imported data.


	
Create entries for the content in a new table called REVLCASSES based on the DID and DDOCNAME.


	
The vault and weblayout directories are:

	
ECM 10g:


<UCM_HOME>/server/vault
<UCM_HOME>/server/weblayout


	
ECM 11g:


<MiddlewareHome>/user_projects/domains/<OSL_CS_Domain>/ucm/cs/vault
<MiddlewareHome>/user_projects/domains/<OSL_CS_Domain>/ucm/cs/weblayout





	
The document type used by OSL in ECM 10g is ADACCT. The document type used by OSL in 11g is Application. To avoid renaming any vault and weblayout directories, create a document type ADACCT in 11g.

The vault and weblayout directories vary based on the document type.

ECM 10g:


<UCM_HOME>/ucm/server/vault/adacct/@osl/@user.name1
...Additional directories will be available for each user who has published content
<UCM_HOME>/ucm/server/vault/adacct/@osl/@oslcontent/@main/
<UCM_HOME>/ucm/server/vault/adacct/@osl/@oslcontent/@temp/
<UCM_HOME>/ucm/server/weblayout/groups/osldocuments/@osl/@user.name1/documents/adacct
<UCM_HOME>/ucm/server/weblayout/groups/osldocuments/@osl/@oslcontent/@main/documents/adacct
<UCM_HOME>/ucm/server/weblayout/groups/osldocuments/@osl/@oslcontent/@temp/documents/adacct


ECM 11g:


<MiddlewareHome>/user_projects/domains/<OSL_CS_Domain>/ucm/server/vault/application/@osl/@user.name1
...Additional directories will be created for each user who has published content
 
<MiddlewareHome>/user_projects/domains/<OSL_CS_Domain>/ucm/server/vault/application/@osl/@oslcontent/@main
 
<MiddlewareHome>/user_projects/domains/<OSL_CS_Domain>/ucm/server/vault/application/@osl/@oslcontent/@temp

<MiddlewareHome>/user_projects/domains/base_domain/ucm/cs/weblayout/groups/osldocuments/@osl/@user.name1/documents/application

<MiddlewareHome>/user_projects/domains/base_domain/ucm/cs/weblayout/groups/osldocuments/@osl/@oslcontent/@main

<MiddlewareHome>/user_projects/domains/base_domain/ucm/cs/weblayout/groups/osldocuments/@osl/@oslcontent/@temp


In addition, the directory structure varies based on different security groups.


	
Create the directory structure in ECM 11g vault and copy the files from individual folders to these from ECM 10g.


	
Create the directory structure in ECM 11g weblayout and copy the files from individual folders to these from ECM 10g.


	
Start the ECM component Repository Manager. Click the Indexer tab and start the Collection rebuild cycle.


	
On completion of indexing, restart the server.


	
Log in and click Search. All the migrated content is displayed.


	
Check in new content and search for the content. The file must be checked in and you must be able to view the content. Click Web Location and Native URL to view the file.


	
Review the files checked in to confirm that migration is successful.





