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Preface

Welcome to Oracle Solaris Administration: IP Services for Oracle Solaris. This book is part of a
fourteen-volume set that covers a significant part of the Oracle Solaris system administration
information. This book assumes that you have already installed Oracle Solaris. You should be
ready to configure your network or ready to configure any networking software that is required
on your network.

Note - This Oracle Solaris release supports systems that use the SPARC and x86 families of
processor architectures. The supported systems appear in the Oracle Solaris OS: Hardware
Compatibility Lists. This document cites any implementation differences between the platform

types.

How the System Administration Guides Are Organized

Here is a list of the topics that are covered by the System Administration Guides.

BookTitle Topics

Booting and Shutting Down Oracle Solaris on SPARC Platforms Booting and shutting down a system, managing boot services,
modifying boot behavior, booting from ZFS, managing the boot
archive, and troubleshooting booting on SPARC platforms

Booting and Shutting Down Oracle Solaris on x86 Platforms Booting and shutting down a system, managing boot services,
modifying boot behavior, booting from ZFS, managing the boot
archive, and troubleshooting booting on x86 platforms

Oracle Solaris Administration: Common Tasks Using Oracle Solaris commands, booting and shutting down a
system, managing user accounts and groups, managing services,
hardware faults, system information, system resources, and
system performance, managing software, printing, the console
and terminals, and troubleshooting system and software
problems

Oracle Solaris Administration: Devices and File Systems Removable media, disks and devices, file systems, and backing up
and restoring data



http://www.oracle.com/webfolder/technetwork/hcl/index.html
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http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SAGDFS
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BookTitle

Topics

Oracle Solaris Administration: IP Services

Oracle Solaris Administration: Naming and Directory Services

Oracle Solaris Administration: Network Interfaces and Network
Virtualization

Oracle Solaris Administration: Network Services

Oracle Solaris Administration: Oracle Solaris Zones, Oracle
Solaris 10 Zones, and Resource Management

Oracle Solaris Administration: Security Services

Oracle Solaris Administration: SMB and Windows Interoperability

Oracle Solaris Administration: ZFS File Systems

Trusted Extensions Configuration and Administration

Oracle Solaris 11 Security Guidelines

Transitioning From Oracle Solaris 10 to Oracle Solaris 11

TCP/IP network administration, IPv4 and IPv6 address
administration, DHCP, IPsec, IKE, IP Filter, and IPQoS

DNS, NIS, and LDAP naming and directory services, including
transitioning from NIS to LDAP

Automatic and manual IP interface configuration including WiFi
wireless; administration of bridges, VLANs, aggregations, LLDP,
and IPMP; virtual NICs and resource management.

Web cache servers, time-related services, network file systems
(NFS and autofs), mail, SLP, and PPP

Resource management features, which enable you to control how
applications use available system resources; Oracle Solaris Zones
software partitioning technology, which virtualizes operating
system services to create an isolated environment for running
applications; and Oracle Solaris 10 Zones, which host Oracle
Solaris 10 environments running on the Oracle Solaris 11 kernel

Auditing, device management, file security, BART, Kerberos
services, PAM, Cryptographic Framework, Key Management,
privileges, RBAC, SASL, Secure Shell, and virus scanning

SMB service, which enables you to configure an Oracle Solaris
system to make SMB shares available to SMB clients; SMB client,
which enables you to access SMB shares; and native identity
mapping services, which enables you to map user and group
identities between Oracle Solaris systems and Windows systems

ZFS storage pool and file system creation and management,
snapshots, clones, backups, using access control lists (ACLs) to
protect ZFS files, using ZFS on a Solaris system with zones
installed, emulated volumes, and troubleshooting and data
recovery

System installation, configuration, and administration that is
specific to Trusted Extensions

Securing an Oracle Solaris system, as well as usage scenarios for its
security features, such as zones, ZFS, and Trusted Extensions

Provides system administration information and examples for
transitioning from Oracle Solaris 10 to Oracle Solaris 11 in the
areas of installation, device, disk, and file system management,
software management, networking, system management,
security, virtualization, desktop features, user account
management, and user environments
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Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.

Typographic Conventions

The following table describes the typographic conventions that are used in this book.

TABLEP-1 Typographic Conventions

Typeface Meaning Example

AaBbCc123 The names of commands, files, and directories,  Edit your . login file.

and onscreen computer output
P P Use 1s -a to list all files.

machine name% you have mail.

AaBbCc123 What you type, contrasted with onscreen machine_names su
computer output
P P Password:
aabbccl23 Placeholder: replace with a real name or value The command to remove a file is rm
filename.
AaBbCc123 Book titles, new terms, and terms to be Read Chapter 6 in the User’s Guide.
emphasized

A cache s a copy that is stored
locally.

Do not save the file.

Note: Some emphasized items
appear bold online.

Shell Prompts in Command Examples

The following table shows the default UNIX system prompt and superuser prompt for shells
that are included in the Oracle Solaris OS. Note that the default system prompt that is displayed
in command examples varies, depending on the Oracle Solaris release.

TABLEP-2  Shell Prompts

Shell Prompt

Bash shell, Korn shell, and Bourne shell $
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TABLEP-2  Shell Prompts (Continued)

Shell Prompt

Bash shell, Korn shell, and Bourne shell for superuser ~ #
C shell machine name%

C shell for superuser machine_name#
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PART |

TCP/IP Administration

This part contains tasks and conceptual information for configuring, administering, and
troubleshooting TCP/IP networks.
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CHAPTER 1

Planning the Network Deployment

This chapter briefly describes the different considerations when you plan your network setup.
These issues will help you to deploy your network in an organized and cost-effective manner.
Note that the details of planning the network are outside the scope of this book. Only general

directions are provided.

This book assumes that you are familiar with basic networking concepts and terminology. Refer
to the following resources for introductions to these basic concepts:

= Foran overview of the TCP/IP protocol suite and its implementation of the Open Systems
Interconnection (OSI) model, see Chapter 1, “Oracle Solaris TCP/IP Protocol Suite
(Overview),” in System Administration Guide: IP Services

= For abrief description of how the TCP/IP protocol suite is implemented in this Oracle
Solaris release, see Chapter 1, “Overview of the Networking Stack,” in Oracle Solaris
Administration: Network Interfaces and Network Virtualization.

More references to introductions and overviews are provided in the appropriate sections that

follow.

Network Planning (Task Map)

The following table lists different tasks for planning the network configuration.

Task Description For Information

Identify the hardware Determine the types of equipment | “Determining the Network
requirements of your planned that you need for your network site. | Hardware” on page 26
network topology.

For information about a specific
type of equipment, refer to the
equipment manufacturer's
documentation.

25


http://www.oracle.com/pls/topic/lookup?ctx=E26505&id=SYSADV3ipov-1
http://www.oracle.com/pls/topic/lookup?ctx=E26505&id=SYSADV3ipov-1
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV8gdyrg
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV8gdyrg

Determining the Network Hardware

Task

Description

For Information

Determine the type of IP addresses
to use and obtain registered IP
addresses.

Select whether you are deploying a
purely IPv4 network, an IPv6
network, or a network that uses
both types of IP addresses. Obtain
unique IP addresses to
communicate to public networks in
the Internet.

“Deciding on an IP Addressing
Format for Your Network” on
page 27

“Obtaining Your Network's IP
Number” on page 29.

Determine a naming scheme to
identify the hosts in the network as
well as the name service to use.

Create a list of names to assign to
the systems on the network and
decide whether to use NIS, LDAP,
DNS, or the network databases in
thelocal /etc directory.

“Administering Host Names” on
page 30

“Selecting a Name Service and
Directory Service” on page 30

If necessary, establish
administrative subdivisions and
design a strategy for subnets.

Decide if your site requires that you
divide your network into subnets
to service administrative
subdivisions

“Using Subnets” on page 31

Determine where to place routers
in the network design.

If your network is large enough to
require routers, create a network
topology that supports them.

“Planning for Routers on Your
Network” in System
Administration Guide: IP Services

Decide whether to create virtual
networks in the overall network
configuration scheme.

You might need to create virtual
networks within a system to reduce
the hardware footprint of your
network.

Part ITI, “Network Virtualization
and Resource Management,” in
Oracle Solaris Administration:
Network Interfaces and Network
Virtualization

Determining the Network Hardware

The number of systems that you expect to support affects how you configure your network.

Your organization might require a small network of several dozen standalone systems that are
located on one floor of a single building. Alternatively, you might need to set up a network with
more than 1,000 systems in several buildings. This setup can require you to further divide your
network into subdivisions that are called subnets.

Some of the planning decisions you must make about hardware follow:

= The network topology, the layout, and connections of the network hardware

= The type and number of host systems your network can support, including the servers that
might be required

= Network devices to be installed in these systems

= The type of network media to use, such as Ethernet, and so on
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= Whether you need bridges or routers extend this media or connect the local network to
external networks

Note - For a description of how routers function, see “Planning for Routers on Your
Network” in System Administration Guide: IP Services. For an overview of bridges, see
“Bridging Overview” in Oracle Solaris Administration: Network Interfaces and Network
Virtualization

Deciding on an IP Addressing Format for Your Network

When you plan your network addressing scheme, consider the following factors:
= The type of IP address that you want to use: IPv4 or IPv6
= The number of potential systems on your network

= The number of systems that are multihomed or routers, which require multiple network
interface cards (NICs) with their own individual IP addresses

= Whether to use private addresses on your network

= Whether to have a DHCP server that manages pools of IPv4 addresses

Briefly, the type of IP addresses include the following:

IPv4 Addresses
These 32-bit addresses are the original IP addressing format for TCP/IP.

For an overview of class-based IPv4 addressing, refer to the following resources:

= “Designing Your IPv4 Addressing Scheme” in System Administration Guide: IP Services
= Internet Protocol DARPA Internet Program Protocol Specification (http://
tools.ietf.org/html/rfc791)

The IETF developed Classless Inter-Domain Routing (CIDR) addresses as a short to medium
term remedy for the shortage of IPv4 addresses and the limited capacity of the global Internet
routing tables.

For more information, refer to the following resources:

= “Designing Your CIDR IPv4 Addressing Scheme” in System Administration Guide: IP
Services

= (Classless Inter-domain Routing (CIDR): The Internet Address Assignment and
Aggregation Plan (http://tools.ietf.org/html/rfc4632)

The following table provides the subnets in both CIDR notation and dotted decimal format.
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TABLE1-1  CIDR Prefixes and Their Decimal Equivalents

CIDR Network Prefix Dotted Decimal Subnet Equivalent Available IP Addresses
/19 255.255.224.0 8,192

/20 255.255.240.0 4,096

/21 255.255.248.0 2,048

/22 255.255.252.0 1,024

/23 255.255.254.0 512

/24 255.255.255.0 256

/25 255.255.255.128 128

/26 255.255.255.192 64

127 255.255.255.224 32

DHCP Addresses

The Dynamic Host Configuration Protocol (DHCP) protocol enables a system to receive
configuration information from a DHCP server, including an IP address, as part of the booting
process. DHCP servers maintain pools of IP address from which to assign addresses to DHCP
clients. A site that uses DHCP can use a smaller pool of IP addresses than would be needed if all
clients were assigned a permanent IP address. You can set up the DHCP service to manage your
site's IP addresses, or a portion of the addresses. For more information, refer to Chapter 10,
“About DHCP (Overview).”

IPv6 Addresses

The 128-bit IPv6 addresses provide greater address space than is available with IPv4. As with
IPv4 addresses in CIDR format, IPv6 addresses are classless and use prefixes to designate the
portion of the address that defines the site's network.

For more information about IPv6 addresses, refer to the following resources:

= “IPv6 Addressing Overview” in System Administration Guide: IP Services
= Internet Protocol, Version 6 (IPv6) Specification (http://tools.ietf.org/html/rc2460)

Private Addresses and Documentation Prefixes

The IANA has reserved a block of IPv4 addresses and an IPv6 site prefix for use on private
networks. These private addresses are used for network traffic within a private network. These
addresses are also used in documentation.
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The following table lists the private IPv4 address ranges and their corresponding netmasks.

IPv4 Address Range Netmask
10.0.0.0 - 10.255.255.255 10.0.0.0
172.16.0.0 - 172.31.255.255 172.16.0.0
192.168.0.0 - 192.168.255.255 192.168.0.0

For IPv6 addresses, the prefix 2001 :db8: : /32 is a special IPv6 prefix that is used specifically for
documentation examples. The examples in this book use private IPv4 addresses and the
reserved IPv6 documentation prefix.

Obtaining Your Network's IP Number

An IPv4 network is defined by a combination of an IPv4 network number plus a network mask,
or netmask. An IPv6 network is defined by its site prefix, and, if subnetted, its subnet prefix.

To enable the private network to communicate to external networks in the Internet, you must
obtain a registered IP number for your network from the appropriate organization. This
address becomes the network number for your IPv4 addressing scheme or the site prefix for
your IPv6 addressing scheme.

Internet Service Providers provide IP addresses for networks with pricing that is based on
different levels of service. Investigate with various ISPs to determine which provides the best
service for your network. ISP's typically offer dynamically allocated addresses or static IP
addresses to businesses. Some ISPs offer both IPv4 and IPv6 addresses.

If your site is an ISP, you obtain IP address blocks for your customers from the Internet Registry
(IR) for your locale. The Internet Assigned Numbers Authority (TANA) is ultimately
responsible for delegating registered IP addresses to IRs around the world. Each IR has
registration information and templates for the locale that the IR services. For information about
the IANA and its IRs, refer to the IANA's IP Address Service page (http://www.iana.org/
ipaddress/ip-addresses.htm).

Naming Entities on Your Network

The TCP/IP protocols locate a system on a network by using its IP address. However, a host
name enables you to identify systems more easily than IP addresses. The TCP/IP protocols (and
Oracle Solaris) require both the IP address and the host name to uniquely identify a system.

From a TCP/IP perspective, a network is a set of named entities. A host is an entity with a name.
A router is an entity with a name. The network is an entity with a name. A group or department
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in which the network is installed can also be given a name, as can a division, a region, or a
company. In theory, the hierarchy of names that can be used to identify a network has virtually
no limit. The domain name identifies a domain.

Administering Host Names

Plan a naming scheme for the systems that will comprise the network. For systems that function
as servers and have multiple NICs, at least one host name that is associated with the IP address
of its primary network interface must be provided.

No two machines on the network can both have the name host name. Thus each host name
must be unique to each system. However, a host or a system with its assigned unique name can
have multiple IP addresses.

When planning your network, make a list of IP addresses and their associated host names for
easy access during the setup process. The list can help you verify that all host names are unique.

Selecting a Name Service and Directory Service

In Oracle Solaris you can select from three types of name services: local files, NIS, and DNS.
Name services maintain critical information about the machines on a network, such as the host
names, IP addresses, Ethernet addresses, and so forth. You can also use the LDAP directory
service in addition to or instead of a name service. For an introduction to name services on
Oracle Solaris, refer to Part I, “About Naming and Directory Services,” in Oracle Solaris
Administration: Naming and Directory Services.

During the OS installation, you supply the host name and IP address of your server, clients, or
standalone system. The installation program adds this information into the hosts database to
be used by the network service when servicing the network.

The configuration of the network databases is critical. Therefore, you need to decide which
name service to use as part of the network planning process. Moreover, the decision to use
name services also affects whether you organize your network into an administrative domain.

For name service, you can select one of the following:

= NIS or DNS — The NIS and DNS name services maintain network databases on several
servers on the network. Oracle Solaris Administration: Naming and Directory Services
describes these name services and explains how to configure the databases. In addition, the
guide explain the “namespace” and “administrative domain” concepts in detail.

= Local files— If you do not implement NIS, LDAP, or DNS, the network uses local files to
provide the name service. The term “local files” refers to the series of files in the /etc
directory that the network databases use. The procedures in this book assume you are using
local files for your name service, unless otherwise indicated.
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Using Subnets

Note - If you decide to use local files as the name service for your network, you can set up
another name service at a later date.

Domain Names

Many networks organize their hosts and routers into a hierarchy of administrative domains. If
you are using the NIS or DNS name service, you must select a domain name for your
organization that is unique worldwide. To ensure that your domain name is unique, you should
register the domain name with the InterNIC. If you plan to use DNS, you also need to register
your domain name with the InterNIC.

The domain name structure is hierarchical. A new domain typically is located below an existing,
related domain. For example, the domain name for a subsidiary company can be located below
the domain of the parent company. If the domain name has no other relationship, an
organization can place its domain name directly under one of the existing top-level domains
such as . com, .org, .edu, .gov, and so forth.

Using Subnets

The use of subnets is connected with the need for administrative subdivisions to address issues
of size and control. The more hosts and servers that you have in a network, the more complex
your management task. By creating administrative divisions and using subnets, management of
a complex network becomes easier. The decision about setting up administrative subdivisions
for your network is determined by the following factors:

= Sjze of the network

Subnets are also useful even in a relatively small network whose subdivisions are located
across an extensive geographical area.

= Common needs shared by groups of users

For example, you might have a network that is confined to a single building and supports a
relatively small number of machines. These machines are divided among a number of
subnetworks. Each subnetwork supports groups of users with different needs. In this
example, you might use an administrative subdivision for each subnet.

For a general description, see “What Is Subnetting?” in System Administration Guide: IP
Services.
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This Oracle Solaris release supports the creation of virtual networks in a single network by
configuring zones as well as virtual network cards (VNICs). VNICs are network interfaces that
are created on top of physical NICs. The combination of zones and VNICs is an effective way to
consolidate a huge datacenter that contains a large number of physical systems into fewer
systems. For more information about virtual networking, see Part ITI, “Network Virtualization
and Resource Management,” in Oracle Solaris Administration: Network Interfaces and Network
Virtualization.
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L K R 4 CHAPTER 2

Considerations When Using IPv6 Addresses

This chapter supplements Chapter 1, “Planning the Network Deployment;” by describing
additional considerations if you decide to use IPv6 addresses on your network.

If you do plan to also use IPv6 addresses in addition to IPv4 addresses, ensure that your current
ISP supports both address types. Otherwise, you would need to find a separate ISP to support
the IPv6 addresses.

For an introduction to IPv6 concepts, refer to the following resources:.

= “IPv6 Addressing Overview” in System Administration Guide: IP Services
= Internet Protocol, Version 6 (IPv6) Specification (http://tools.ietf.org/html/rc2460)

IPv6 Planning (Task Map)

The following table lists different considerations when planning to implement IPv6 on your

network.

Task Description For Instructions

Prepare your hardware to support ~ Ensure that your hardware canbe ~ “Ensuring Hardware Support for

IPv6. upgraded to IPv6. IPv6” on page 36

Ensure that your applicationsare ~ Verify that your applicationscan ~ “Configuring Network Services to

IPv6 ready. run in an IPv6 environment. Support IPv6” on page 39

Design a plan for tunnel usage. Determine which routers should “Planning for Tunnel Use in the
run tunnels to other subnets or Network” on page 41
external networks.
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IPv6 Network Topology Scenario

Task

Description

For Instructions

Plan how to secure your networks
and develop an IPv6 security
policy.

Create an addressing plan for
systems on the network.

For security purposes, you need an
addressing plan for the DMZ and
its entities before you configure
IPvé.

Decide how you would implement
security, such as using IP Filter, IP
security architecture (IPsec),
Internet Key Exchange (IKE), and
other security features of this
release.

Your plan for addressing servers,
routers, and hosts should be in
place before IPv6 configuration.
This step includes obtaining a site
prefix for your network as well as
planning IPv6 subnets, if needed.

“Security Considerations for the
IPv6 Implementation” on page 41

Part III, “IP Security”

“Creating an IPv6 Addressing Plan
for Nodes” on page 37

IPv6 Network Topology Scenario

34

Typically, IPv6 is used in a mixed network topology that also uses IPv4, such as shown in the
following figure. This figure is used as reference in the description of IPv6 configuration tasks in

the subsequent sections.
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FIGURE 2-1  TPv6 Network Topology Scenario
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The enterprise network scenario consists of five subnets with existing IPv4 addresses. The links
of the network correspond directly to the administrative subnets. The four internal networks
are shown with RFC 1918-style private IPv4 addresses, which is a common solution for the lack
of IPv4 addresses. The addressing scheme of these internal networks follows:

Subnet 1 is the internal network backbone 192.168. 1.
Subnet 2 is the internal network 192.168. 2, with LDAP, sendmail, and DNS servers.
Subnet 3 is the internal network 192.168. 3, with the enterprise's NFS servers.

Subnet 4 is the internal network 192.168. 4, which contains hosts for the enterprise's
employees.
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The external, public network 172.16.85 functions as the corporation's DMZ. This network
contains web servers, anonymous FTP servers, and other resources that the enterprise offers to
the outside world. Router 2 runs a firewall and separates public network 172.16.85 from the
internal backbone. On the other end of the DMZ, Router 1 runs a firewall and serves as the
enterprise's boundary server.

In Figure 2-1, the public DMZ has the RFC 1918 private address 172.16.85. In the real world,
the public DMZ must have a registered IPv4 address. Most IPv4 sites use a combination of
public addresses and RFC 1918 private addresses. However, when you introduce IPv6, the
concept of public addresses and private addresses changes. Because IPv6 has a much larger
address space, you use public IPv6 addresses on both private networks and public networks.

The Oracle Solaris dual protocol stack supports concurrent IPv4 and IPv6 operations. You can
successfully run IPv4-related operations during and after deployment of IPv6 on your network.
When you deploy IPv6 on an operating network that is already using IPv4, ensure that you do
not disrupt ongoing operations.

The following sections describe areas that you need to consider when preparing to implement
IPv6.

Ensuring Hardware Support for IPv6

36

Check the manufacturers' documentation for IPv6 readiness regarding the following classes of
hardware:

Routers
Firewalls
Servers
Switches

Note - All procedures in the this book assume that your equipment, particularly routers, can be
upgraded to IPv6.

Some router models cannot be upgraded to IPv6. For more information and a workaround,
refer to “IPv4 Router Cannot Be Upgraded to IPv6” on page 136.

For each NIC of IPv6 servers, manually configure the interface ID portion of the IPv6 address
instead of automatically obtaining the ID with the Neighbor Discovery protocol. In this
manner, if a NIC is replaced, the same interface ID can be applied to the replacement NIC. A
different ID automatically generated by the Neighbor Discovery protocol might cause
unexpected behavior by the server.

Oracle Solaris Administration: IP Services « March 2012



Preparing an IPv6 Addressing Plan

Preparing an IPv6 Addressing Plan

A major part of the transition from IPv4 to IPv6 includes the development of an addressing
plan. This task involves the following preparations:

= “Obtaining a Site Prefix” on page 37
= “Creating the IPv6 Numbering Scheme” on page 37

Obtaining a Site Prefix

Before you configure IPv6, you must obtain a site prefix. The site prefix is used to derive IPv6
addresses for all the nodes in your IPv6 implementation. For an introduction to site prefixes,
refer to “Prefixes in IPv6” in System Administration Guide: IP Services.

Any ISP that supports IPv6 can provide your organization with a 48-bit IPv6 site prefix. If your
current ISP only supports IPv4, you can use another ISP for IPv6 support while retaining your

current ISP for IPv4 support. In such an instance, you can use one of several workarounds. For
more information, see “Current ISP Does Not Support IPv6” on page 137.

If your organization is an ISP, then you obtain site prefixes for your customers from the
appropriate Internet registry. For more information, see the Internet Assigned Numbers
Authority (JANA) (http://www.1iana.org).

Creating the IPv6 Numbering Scheme

Unless your proposed IPv6 network is entirely new, use your existing IPv4 topology as the basis
for the IPv6 numbering scheme.

Creating an IPv6 Addressing Plan for Nodes

For most hosts, stateless autoconfiguration of IPv6 addresses for their interfaces is an
appropriate, time saving strategy. When the host receives the site prefix from the nearest router,
Neighbor Discovery automatically generates IPv6 addresses for each interface on the host.

Servers need to have stable IPv6 addresses. If you do not manually configure a server's IPv6
addresses, a new IPv6 address is autoconfigured whenever a NIC card is replaced on the server.
Keep the following tips in mind when you create addresses for servers:

= Give servers meaningful and stable interface IDs. One strategy is to use a sequential
numbering scheme for interface IDs. For example, the internal interface of the LDAP server
in Figure 2-1 might become 2001:db8:3c4d:2:: 2.
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= Alternatively, if you do not regularly renumber your IPv4 network, consider using the
existing IPv4 addresses of the routers and servers as their interface IDs. In Figure 2-1,
suppose Router 1's interface to the DMZ has the IPv4 address 123.456.789.111. You can
convert the IPv4 address to hexadecimal and use the result as the interface ID. The new
interface ID would be : : 7bc8: 156F.

Only use this approach if you own the registered IPv4 address, rather than having obtained
the address from an ISP. If you use an IPv4 address that was given to you by an ISP, you
create a dependency that would create problems if you change ISPs.

Due to the limited number of IPv4 addresses, in the past a network designer had to consider
where to use global, registered addresses and private, REC 1918 addresses. However, the notion
of global and private IPv4 addresses does not apply to IPv6 addresses. You can use global
unicast addresses, which include the site prefix, on all links of the network, including the public
DMZ.

Creating a Numbering Scheme for Subnets

Begin your numbering scheme by mapping your existing IPv4 subnets into equivalent IPv6
subnets. For example, consider the subnets illustrated in Figure 2-1. Subnets 1-4 use the RFC
1918 IPv4 private address designation for the first 16 bits of their addresses, in addition to the
digits 1-4 to indicate the subnet. For illustrative purposes, assume that the IPv6 prefix
2001:db8:3c4d/48 has been assigned to the site.

The following table shows how the private IPv4 prefixes map into IPv6 prefixes.

IPv4 Subnet Prefix Equivalent IPv6 Subnet Prefix
192.168.1.0/24 2001:db8:3c4d:1::/64
192.168.2.0/24 2001:db8:3c4d:2::/64
192.168.3.0/24 2001:db8:3c4d:3::/64
192.168.4.0/24 2001:db8:3c4d:4::/64

For a more detailed description of subnets, see “What Is Subnetting?” in System Administration
Guide: IP Services
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Configuring Network Services to Support IPv6

The following typical IPv4 network services in the current Oracle Solaris release are IPv6 ready:

®  sendmail

= NFS

= HTTP (Apache 2.x or Orion)
= DNS

= LDAP

The IMAP mail service is for IPv4 only.

Nodes that are configured for IPv6 can run IPv4 services. When you turn on IPv6, not all
services accept IPv6 connections. Services that have been ported to IPv6 will accept a
connection. Services that have not been ported to IPv6 continue to work with the IPv4 half of
the protocol stack.

Some issues can arise after you upgrade services to IPv6. For details, see “Problems After
Upgrading Services to IPv6” on page 137.

v How to Prepare Network Services for IPv6 Support

1 Update the following network services to support IPv6:

= Mail servers
= NIS servers
= NES

Note - LDAP supports IPv6 without requiring IPv6-specific configuration tasks.

2 Verify that your firewall hardware is IPv6 ready.

Refer to the appropriate firewall-related documentation for instructions.

3 Verify that other services on your network have been ported to IPv6.

For more information, refer to marketing collateral and associated documentation for the
software.

4 Ifyoursite deploys the following services, make sure that you have taken the appropriate
measures for these services:

= Tirewalls
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Consider strengthening the policies that are in place for IPv4 to support IPv6. For more
security considerations, see “Security Considerations for the IPv6 Implementation” on

page4l1.
= Mail

In the MX records for DNS, consider adding the IPv6 address of your mail server.
= DNS

For DNS-specific considerations, see “How to Prepare DNS for IPv6 Support” on page 40.
= [PQoS

Use the same Diffserv policies on a host that were used for IPv4. For more information, see
“Classifier Module” on page 469.

5 Auditany network services that are offered by a node prior to converting that node to IPv6.

v How to Prepare DNS for IPv6 Support

The current Oracle Solaris release supports DNS resolution on both the client side and the
server side. Do the following to prepare DNS services for IPv6.

For more information that is related to DNS support for IPv6, refer to Oracle Solaris
Administration: Naming and Directory Services.

1 Ensure that the DNS server that performs recursive name resolution is dual-stacked (IPv4 and
IPv6) or for IPv4 only.

2 Onthe DNS server, populate the DNS database with relevant IPv6 database AAAA records in the
forward zone.

Note - Servers that run multiple critical services require special attention. Ensure that the
network is working properly. Also ensure that all critical services are ported to IPv6. Then, add
the server's IPv6 address to the DNS database.

3 Addtheassociated PTR records for the AAAA records into the reverse zone.

4 Add either IPv4 only data, or both IPv6 and IPv4 data into the NS record that describes zones.
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Planning for Tunnel Use in the Network

The IPv6 implementation supports a number of tunnel configurations to serve as transition
mechanisms as your network migrates to a mix of IPv4 and IPv6. Tunnels enable isolated IPv6
networks to communicate. Because most of the Internet runs IPv4, IPv6 packets from your site
need to travel across the Internet through tunnels to destination IPv6 networks.

Here are some major scenarios for using tunnels in the IPv6 network topology:

= The ISP from which you purchase IPv6 service allows you to create a tunnel from your site's
boundary router to the ISP network. Figure 2—1 shows such a tunnel. In such a case, you
would run a manual, IPv6 over IPv4 tunnel.

=  You manage a large, distributed network with IPv4 connectivity. To connect the distributed
sites that use IPv6, you can run an automatic 6to4 tunnel from the edge router of each
subnet.

= Sometimes, a router in your infrastructure cannot be upgraded to IPv6. In this case, you can
create a manual tunnel over the IPv4 router, with two IPv6 routers as endpoints.

For procedures for configuring tunnels, refer to “Configuring Tunnels (Task Map)” on
page 122. For conceptual information regarding tunnels, refer to “Overview of IP Tunnels” on
page 113.

Security Considerations for the IPv6 Implementation

When you introduce IPv6 into an existing network, you must take care not to compromise the
security of the site. Be aware of the following security issues as you phase in your IPv6
implementation:

= The same amount of filtering is required for both IPv6 packets and IPv4 packets.

= [Pv6 packets are often tunneled through a firewall. Therefore, you should implement either
of the following scenarios:

= Have the firewall do content inspection inside the tunnel.
= Putan IPv6 firewall with similar rules at the opposite tunnel endpoint.

= Some transition mechanisms exist that use IPv6 over UDP over IPv4 tunnels. These
mechanisms might prove dangerous by short-circuiting the firewall.

= [Pv6 nodes are globally reachable from outside the enterprise network. If your security
policy prohibits public access, you must establish stricter rules for the firewall. For example,
consider configuring a stateful firewall.

This book includes security features that can be used within an IPv6 implementation.

= The IP security architecture (IPsec) feature enables you to provide cryptographic protection
for IPv6 packets. For more information, refer to Chapter 14, “IP Security Architecture
(Overview)”
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Security Considerations for the IPv6 Implementation

= The Internet Key Exchange (IKE) feature enables you to use public key authentication for
IPv6 packets. For more information, refer to Chapter 17, “Internet Key Exchange
(Overview)”
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L K R 4 CHAPTER 3

Configuring an IPv4 Network

Network configuration evolves in two stages: assembling the hardware, and then configuring
the daemons, files, and services that implement the TCP/IP protocol.

This chapter explains how to configure a network that implements IPv4 addressing and
services.

Many of the tasks in this chapter apply to both IPv4-only and IPv6-enabled networks. Tasks
that are specific to IPv6 networks are in Chapter 4, “Enabling IPv6 on the Network”

Note - Before you configure TCP/IP, review the different planning tasks that are listed in
Chapter 1, “Planning the Network Deployment.” If you are planning to use IPv6 addresses, then
refer also to Chapter 2, “Considerations When Using IPv6 Addresses”

This chapter contains the following information:

= “Network Configuration (Task Map)” on page 43

= “Before You Begin Network Configuration” on page 44

= “Configuring Component Systems on the Network” on page 45

= “Addinga Subnet to a Network” on page 67

= “Monitoring and Modifying Transport Layer Services” on page 69

Network Configuration (Task Map)

The following table lists additional tasks to perform after changing from a network
configuration without subnets to a network that uses subnets. The table includes a description
of what each task accomplishes and the section in the current documentation where the specific
steps to perform the task are detailed.
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Before You Begin Network Configuration

Task Description For Instructions
Configure the system's IP Assigns IP addresses to the IP “How to Configure an IP Interface”
interfaces. interfaces of the system. on page 47

Configure a system for local files
mode

Edits specific configuration files in
the system's /etc directory as well
as configures the nis/domain SMF
service.

“How to Configure a System for
Local Files Mode” on page 53

Set up a network configuration
server

Enables the in. tftp daemon, and
edits other configuration files in the
system's /etc directory.

“How to Set Up a Network
Configuration Server” on page 55

Configure a system for network
client mode

Edits configuration files in the
system's /etc directory.

“How to Configure a System for
Network Client Mode” on page 54

Specify a routing strategy for the
network client

Configures systems to use either
static routing or dynamic routing.

“How to Enable Static Routingon a
Single-Interface Host” on page 64
and “How to Enable Dynamic
Routing on a Single-Interface
System” on page 66.

Before You Begin Network Configuration

In this Oracle Solaris release, a system's network configuration is managed by an active network
configuration profile (NCP). If the active NCP in the system is automatic, then network
configuration is automatically managed by the OS. If the active NCP is DefaultFixed, then
network configuration is performed manually by using the dladm and ipadm commands.

44

Note - The dladm and ipadm commands do not work if the active NCP is Automatic.

For procedures to determine the system's active profile and to switch to a fixed NCP, see
“Profiles and Configuration Tools” in Oracle Solaris Administration: Network Interfaces and

Network Virtualization.

For more information about NCPs, refer to Part I, “Network Auto-Magic,” in Oracle Solaris

Administration: Network Interfaces and Network Virtualization.

In this documentation, the procedures assume that the active NCP on all of the systems on the

network is DefaultFixed.
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Configuring Component Systems on the Network

Configuring Component Systems on the Network

When you configure network systems, you need the following configuration information:

Host name of each system.

IP address and netmask of each system. If the network is subdivided into subnets, then you
must have the subnet numbers and the IP address schema to apply to the systems in each
subnet, including their respective netmasks.

Domain name to which each system belongs.
Default router address.

You supply this information if you have a simple network topology with only one router
attached to each network. You also supply this information if your routers do not run
routing protocols such as the Router Discovery Server Protocol (RDISC) or the Router
Information Protocol (RIP). For more information about routers as well as the list of
routing protocols that are supported by Oracle Solaris, see “Packet Forwarding and Routing
on IPv4 Networks” in System Administration Guide: IP Services.

Note - You can configure the network while you are installing Oracle Solaris. For instructions,
see Installing Oracle Solaris 11 Systems.

In this documentation, the procedures assume that you are configuring the network after you
have installed the OS.

Use Figure 3-1 in the following section as reference to configure the component systems of the
network.

IPv4 Autonomous System Topology

Sites with multiple routers and networks typically administer their network topology as a single
routing domain, or autonomous system (AS).
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FIGURE3-1 Autonomous System With Multiple IPv4 Routers
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Figure 3—1shows an AS that is divided into three local networks, 10.0.5.0,172.20.1.0,and
192.168.5.0. The network is comprised of the following types of systems:

= Routers use routing protocols to manage how network packets are directed or routed from
their source to their destinations within the local network or to external networks. For
information about routing protocols that are supported in Oracle Solaris, see “Tables of

Routing Protocols in Oracle Solaris” on page 144.

Routers are typed as follows:

= The border router connects the local network such as 10.0.5. 0 externally to a service

provider.
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Before You Begin

= Default routers manage packet routing in the local network, which itself can include
several local networks. For example, in Figure 3-1, Router 1 serves as the default router
for 192.168.5. Contemporaneously, Router 1 is also connected to the 10.0.5.0 internal
network. Router 2's interfaces connect to the 10.0.5.0 and 172.20.1. 0 internal
networks.

®  Packet-forwarding routers forward packets between internal networks but do not run
routing protocols. In Figure 3-1, Router 3 is a packet-forwarding router with
connections to the 172.20.1 and 192.168. 5 networks.

= Client systems

= Multihomed systems or systems that have multiple NICs. In Oracle Solaris, these
systems by default can forward packets to other systems in the same network segment.

= Single-interfaced systems rely on the local routers for both packet forwarding and
receiving configuration information.

How to Configure an IP Interface

The following procedure provides an example of performing a basic configuration of an IP
interface.

Determine if you want to rename datalinks on the system. Typically, you use the generic names
that have been assigned by default to the datalinks. To change link names, see “How to Rename
a Datalink” in Oracle Solaris Administration: Network Interfaces and Network Virtualization.

Become an administrator.

For more information, see “How to Obtain Administrative Rights” in Oracle Solaris
Administration: Security Services.

(Optional) Display information about the physical attributes of datalinks currently on the
system.

# dladm show-phys

This command shows the physical network cards that are installed on your system and some of
their properties. For more information about this command, see How to Display Information
About Physical Attributes of Datalinks.

Display information about datalinks currently on the system.
# dladm show-link

This command shows the datalinks and certain properties that have been set for them,
including the physical cards over which the links have been created.

Create the IP interface.

# ipadm create-interface-class interface
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Configuring Component Systems on the Network

interface-class ~ Refers to one of three classes of interfaces that you can create:

= TP interface. This interface class is the most common that you create
when you perform network configuration. To create this interface class,
use the create-ip subcommand.

»  STREAMS virtual network interface driver (VNI interface). To create this
interface class, use the create-vni subcommand. For more information
about VNI devices or interfaces, see the vni(7d) man page.

= IPMP interface. This interface is used when you configure IPMP groups.
To create this interface class, use the create-ipmp subcommand. For
more information about IPMP groups, see Chapter 14, “Introducing
IPMP;” in Oracle Solaris Administration: Network Interfaces and Network
Virtualization.

interface Refers to the name of the interface. The name is identical to the name of the
link over which the interface is being created.

Note - You must create the IP interface before you can assign the IP address to it.

5 Configure the IP interface with a valid IP address.

The following syntax assigns a static address to an interface. Refer to the ipadm(1M) man page
for other options for assigning IP addresses.

# ipadm create-addr -T address-type -a address/prefixlen addrobj

-Taddress-type  Specifies the type of IP address that is assigned to the interface, which is one
of the following: static, dhcp, or addrconf. Addrconf refers to
automatically generated IPv6 addresses.

-a Specifies the IP address to configure on the interface. You can specify either
justalocal address, or both alocal address and a remote address in the case
of tunnel configuration. Typically, you assign only a local address. In this
case, you specify the address directly with the -a option, such as: -a address.
The address is automatically considered a local address.

If you are configuring tunnels, you might be required to provide both the
local address of the system and the remote address of the destination
system. In this case, you must specify local and remote to distinguish the
two addresses, as follows: -a local=local-addr, remote=remote-addr. For
more information about configuring tunnels, see Chapter 6, “Configuring
IP Tunnels,” in Oracle Solaris Administration: IP Services.

If you are using a numeric IP address, use the format address/prefixlen for
addresses in CIDR notation, for example, 1.2.3.4/24. See the explanation
for the prefixlen option.
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Iprefixlen

addrobj

Optionally, you can specify a host name for address instead of a numeric IP
address. Using a host name is valid if a corresponding numeric IP address is
defined for that host name in the /etc/hosts file. If no numeric IP address
is defined in the file, then the numeric value is uniquely obtained by using
the resolver order that is specified for host in the name-service/switch
service. If multiple entries exist for a given host name, then an error is
generated.

Note — During the boot process, the creation of IP addresses precedes
naming services being brought online. Therefore you must ensure that any
host name that is used in the network configuration must be defined in the
/etc/hosts file.

Specifies the length of the network ID that is part of the IPv4 address when
you use CIDR notation. In the address 12.34.56.78/24, 24 is the prefixlen.
If you do not include prefixlen, then the netmask is computed according to
the sequence listed for netmask in the name-service/switch service or by
using classful address semantics.

Specifies an identifier for the unique IP address or set of addresses that is
used in the system. The addresses can be either IPv4 or IPv6 types. The
identifier uses the format interface/user_specified_string.

The interface refers to the IP interface to which the address is assigned. The
interface variable must reflect the name of the datalink on which the IP
interface is configured.

user-specified-string refers to a string of alphanumeric characters that
begins with an alphabet letter and has a maximum length of 32 characters.
Subsequently, you can refer to the addrobj instead of the numeric IP
address when you use any ipadm subcommand that manages addresses in
the system, such as ipadm show-addr, or ipadm delete-addr.

6 (Optional) Display information about the newly configured IP interface.

You can use the following commands, depending on the information that you want to check:

= Display the general status of the interface.

# ipadm show-if [interfacel

If you do not specify the interface, then information for all interfaces in the system is

displayed.

= Display the interface's address information.

# ipadm show-addr [addrobj]
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Example 3-1

If you do not specify the addrobj, then information for all address objects in the system is
displayed.

For more information about the output of the ipadm show-* subcommand, see “Monitoring IP
Interfaces and Addresses” in Oracle Solaris Administration: Network Interfaces and Network
Virtualization.

(Optional) Add entries for the IP addresses in the /etc/hosts file.
The entries in this file consist of IP addresses and the corresponding host names.

Note - This step applies only if you are configuring static IP addresses that use hostnames. If you
are configuring DHCP addresses, y