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Preface

Welcome to the Oracle Insurance Insight Administration Guide. This guide presents the
information you will need to manage data and user accounts in Oracle Insurance Insight (OII)
using the administrative tools of Oracle Business Intelligence Enterprise Edition (OBIEE).

This is not a complete system administrator’s guide for OBIEE. The purpose of this manual
is to describe the basic administrative duties that you will need to perform in order to
maintain the data in OIL

VERSION

This manual corresponds to Oracle Insurance Insight (OII) version 7.0.2.

INTENDED AUDIENCE

This manual is intended for experienced system administrators with advanced knowledge of
OBIEE 11g and OII.

RELATED DOCUMENTS

For more information, refer to the following documents:

Oracle Insurance Insight Release Notes - This document describes the latest
enhancements and updates to OIl as well as issues that have been resolved in this version.

Oracle Insurance Insight Installation Guide - This manual describes the steps for
configuring and installing OII.

Oracle Insurance Insight Warehouse Palette User Guide - This manual describes how to
use the Warehouse Palette, an application that provides users with an easy-to-use
interface to create and configure a Line of Business (LOB) and “publish” the LOB for
incorporation into the OII system.

Oracle Insurance Insight Implementation Guide - This manual describes the concepts
and steps involved in implementing the OII system.

Oracle Insurance Insight User Guide - Oll uses OBIEE 11g as its front end interface,
providing a set of dashboards, reports, and query building tools to use to analyze the OII
data. This manual describes how to configure and run the OII reports as well as use the
OBIEE analytic features to build custom queries to run against the OII data.

Oracle Insurance Insight Data Dictionary - The data dictionary for the OII system.




Preface

RELEVANT ORACLE DOCUMENTATION

For complete documentation on OBIEE and its components, please go to the documentation
section of the Oracle website to consult the following manuals:

*  Oracle Fusion Middleware Security Guide for Oracle Business Intelligence Enterprise Edition
(11g Release)

Oll DOCUMENTATION ON THE ORACLE TECHNOLOGY NETWORK
(OTN)

The OII documentation set is packaged with the product release. You can also obtain these
guides online thought the Oracle Technology Network (OTN) at this address:

http://www.oracle.com/technology/documentation/insurance.html

CUSTOMER SUPPORT

If you need help with Oracle Insurance Insight, please log a Service Request using My
Oracle Support at https://support.oracle.com.

Address any additional inquiries to:
Oracle Corporation

World Headquarters

500 Oracle Parkway
Redwood Shores, CA 94065
U.S.A.

Worldwide Inquiries:

Phone: +1.650.506.7000
Fax: +1.650.506.7200
oracle.com
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Chapter 1

Introduction to the OIll APPLICATION ROLES,
GROUPS, AND USERS

The OII system administrator must create and configure the necessary OII application roles, security
groups, and users to ensure that OII users are granted access to the proper data within Oracle Business
Intelligence (OBIEE). Note that this is not a complete administrator’s guide to OBIEE security. For
that, refer to the Oracle Fusion Middleware Security Guide for Oracle Business Intelligence
Enterprise Edition.

An application role represents a role a user has when using OBIEE. Within the OII dashboards for
OBIEE there are five OII roles:

e Actuary

* Claims Management
* Executive

*  Production

*  Underwriting

The role(s) assigned to a user determines the content that appears when the user first logs into OBIEE
and accesses the OII Scorecard and Analysis dashboards. Users can be assigned one or more
application roles. Only the tabs corresponding to an assigned role will appear on the dashboard.
Figure 1, for example, shows the OBIEE dashboard for a user who has been assigned all five OII
roles.

= L\ M— \”j .._.__\j -
Soorecard

Figure 1: Tabs in OBIEE Correspond to the Oll Roles
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WHAT ARE THE OIll SYSTEM ADMINISTRATOR’S TASKS?

The system administrator’s tasks include the following:

1.

Create the Application Roles for OII

Use the Oracle Fusion Middleware Control to create the OII application roles:
*  BlActuary

* BlExecutive

*  BlUnderwriter

*  BIProducer

e BIClaimsManager

Create the Security Groups for OII

The following security groups must be created for OII in the Oracle WebLogic Server
Administration Console.

* BlActuaries

» BIClaimsManagers
» BlExecutives

*  BlIProducers

*  BlUnderwriters
Create the OII Users

Use the Oracle WebLogic Server Administration Console to create the OII users who will
access the OII data in OBIEE.

Assign the OII Users to the OII Groups

Use the Oracle WebLogic Server Administration Console to add the OII users to the proper
OII groups.

Map the OII Groups to the OII Application Roles

Use the Oracle Fusion Middleware Control to map each OII group to an appropriate OII
application role to grant its permissions to group members.

Map the OII Application Roles to the BIAuthor and BIConsumer Application Roles

Use the Oracle Fusion Middleware Control to map the OII Application Roles to the BIAuthor
and BIConsumer Application Roles that are shipped with OBIEE.

Test the OII Users in OBIEE

Log into OBIEE and ensure that the users assigned to a particular role only see the content on the
dashboards that has been designated to them.




What Tools will the Oll System Administrator Use?

WHAT TooLS WILL THE Oll SYSTEM ADMINISTRATOR USE?

The system administrator will use the following tools to configure the OIl components for OBIEE:
*  Oracle Fusion Middleware Control

*  Oracle WebLogic Server Administration Console

OPENING THE ORACLE FUSION MIDDLEWARE CONTROL
1. Launch the Enterprise Manager by entering the following URL in your browser:

http://<hostname>:7001/em

Note In the above URL, <hostname> can be the server name or IP address where you
installed OBIEE.

ORACLE t

Enterprise Manager 11g
Fusion Middleware Control

e
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Figure 2: Enterprise Manager Login Screen
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2. Log into Enterprise Manager using the administrator name and password that was specified
during the OBIEE installation. The Oracle Fusion Middleware Control will open.
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Figure 3: Oracle Fusion Middleware Control
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OPENING THE ORACLE WEBLOGIC SERVER ADMINISTRATION CONSOLE
Open the WebLogic Server Administration Console using one of the following methods.
Method 1: Open the WebLogic Server Administration Console in Fusion Middleware
Control
1. Launch the Enterprise Manager by entering the following URL in your browser:
http://<hostname>:7001/em

Note In the above URL, <hostname> can be the server name or IP address where you
installed OBIEE.

ORACLE t

Enterprise Manager 11g
Fusion Middleware Control

H Complete S ity and Audit M o
[ Configure Logeging sed Search Log Files

Figure 4: Enterprise Manager Login Screen
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2. Log into Enterprise Manager using the administrator name and password that was specified
during the OBIEE installation. The Oracle Fusion Middleware Console will open.

CHRACLE Enterprise Manager fucn Middiswars Cantral 115 Sehpw Mepw LogOut
B Purn = |l Topskouy
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Figure 5: Oracle Fusion Middleware Console

3. In the navigation tree in the left pane expand the WebLogic Domain node and select the
bifoundation domain.

4. Click the Oracle WebLogic Server Administration Console link in the Summary region.
5. The Oracle WebLogic Server Administration Console login page is displayed.
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Method 2: Using a URL

1. Launch WebLogic by entering the following URL in your browser:

http://<hostname>:7001/console

Note

installed OBIEE.

In the above URL, <hostname> can be the server name or IP address where you

The WebLogic Server Administration Console login screen will open:

ORACLE

WebLogic Server® 11g

Administration Console

Welonme

Lo i by weork, it e Webilogie Server domain

Figure 6: WebLogic Server Administration Console Login Screen

2. Enter the administrator user name and password for the server domain that was specified during

the OBIEE installation process. The WebLogic Administration Console opens:

Figure 7: WebLogic Server Administration Console
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WHAT’S NEXT?

Go toChapter 2: Creating and Configuring the OII Application Roles, Groups, and Users for a step-
by-step description on how to create all of the required OII application roles, users, and groups.




Chapter 2

Creating and Configuring the OIll Application
Roles, Groups, and Users

This chapter will walk you through the steps to configure the OII application roles, groups, and users:
Create the application roles for OII

Create the security groups for OII

Create the OII users

Add the OII users to the OII groups

Map the OII groups to the OII application roles

Map the OII application roles to BIConsumer and BIAuthor roles

Test the OII users in OBIEE

AR o

STEP 1: CREATE THE APPLICATION ROLES FOR Oll

This step requires you to create the following five application roles for OII using the Oracle Fusion
Middleware Control:

*  BlActuary

¢ BIClaimsManager
* BIExecutive

*  BIProducer

¢ BlUnderwriter

13
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1. Log into the Oracle Fusion Middleware Control (see Opening the Oracle Fusion Middleware
Control on page 3).

CHRACLE Enterprise Manager fucn Middiswars Cantral 115 Setpw Mepw LogOut
Fem. ) Topegy
Farm_bifoundation_domain @ Lopged in as weblogic
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Figure 8: Oracle Fusion Middleware Control

2. Inthe navigation tree in the left pane expand Business Intelligence and select coreapplication.
When the page refreshes, select the Security tab to open the Security page.

coreapplication @ Logged in a5 weblogic
(2] Business Inteligence Instance » Page Refreshed Jun 1, 2011 8:52:39 AM coT £
Change Center: |  J® Lock and Edit Configuration @ |

Creerview | Capadity Management : Disgnostics | Security  Deployment
Security Apply

Single Sign On (550)

550 enables a user to log in once and gain access to all systems without being prompted to log in again at each of them. If 550 is enabled
then Orade Business. Inteligence will not challenge the user for authentcaton and will assume the user has already been authentcabed by
550.

Enable 550

Security Realm

= Go to the Orade Weblogic Server Administrator Console to configure and manage the Weblogic security realm,
Application Polides and Roles

) Configure and manage Application Polices

=f Configure and manage Application Roles

Figure 9: Security Page

14



Step 1: Create the Application Roles for Oll

3. Click on the Configure and manage Application Roles link at the bottom of the page. The
Application Roles page will open. What you will initially see on this page is a list of the default
security roles that are shipped with OBIEE.

Application Roles P Related Links =
Apphcabon robes are the robes used by security aware apphcations that are specific to the applcaton. These roles are seedad by applcations in
WeblLogic Domain policy store when the applications are registered. Thess are also application roles that are created in the context of end
uoers accessng the appication,
= To manage users and groups in the WeblLogic Domain, use the Orade Webl ogic Server Segurity Provider,
[# Policy Store Provider
ElSearch
Enter search keyword for role nama to query roles defined by thes applcation, Uise application siripe to search if application wses a
stripe that is differerent from apphcation name.
Select Apphication Stripe to Search 7] | o -
| Role Mame @
i
1 [ create...  Create Like... *Edit.. 3§ Delete...
PEmoes
BlSystem BlSystemiiser
BlAdministrator Bladministrators
ElAuthor BlAuthors, BlAdministrator
BIC onsyimes BlCensumers, BlAuther, authentcated-role

Figure 10: Application Roles

4. On the Application Roles page, click the Create button. The Create Application Roles page
opens.

coreapplication @ Logged in as weblogic
(2] Business Inteligence Instance - Page Refreshed Jun 1, 2011 :56:37 AM DT L2
Application Roles > Create Application Riole

Create Application Role K| |
General
Application Stripe |
= Rl Name

Desplay Mame
Description

Members

An spplcation role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other
application roles,
Roles

o Add Appication Role o Add Group 3 Delete. .
e

Type
Mo groups of apphication roles added,

Figure 11: Create Application Roles Page
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5. Enter the following parameters under the General section:

* Role Name - Enter the name of one of the OII application roles listed on page 13. For
example, BIActuary.

* (Optional) Display Name - Enter the display name for the application role.
*  (Optional) Description - Enter a description for the application tole.

6. Click OK to return to the Application Roles page. The application role you just created will
appear in the table.

7. Repeat steps 5-7 to create the four remaining OII application roles.
* BIClaimsManager
* BlExecutive

¢ BIProducer
¢ BlUnderwriter

When you are finished the OII application roles will appear in the table on the Application Roles
page:

Application Roles &P Related Links ~

Applcaton roles are the roles used by saourity aware apphcations that are specific to the applcabon. Thase roleg are seeded by appcabons in
WeblLogic Domain pobicy store when the applcations are registered. Thess are also applcation roles that are created in the context of end
wsers aicessng the spplication,

[ T manage users and groups in the WisbLagic Domain, use the Oradls Wbl ogic Sarver Security Providar,
[# Policy Store Provider
E Search

Enter search keyword for role name to query roles defined by thes application. Uise application stmpe to search if application uses a
siripe that is differerent from apphca ton name.

Select Apphcation Sinpe ko Search '.F.I e -
Role Hame @
i
BG’ME... ¥ Create Lie.., o Edt... 3 Delete..
Righs MName Mambers
BISystem BlSystemliser
BLAdminis trabor BlAdministrators
BlAuthor BlAuthors, BlAdministrator
BIC onSyimer BlConsumers, BlAuther , authenticated roke
BlActuary
BExsoutive
BlUinderwriter
ElProducer
BIClaimsManager
£ »

Figure 12: Oll Application Roles
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Step 2: Create the Security Groups for Ol|

STEP 2: CREATE THE SECURITY GROUPS FOR Oll

This step requires you to create the following OII Security Groups within the Oracle WebLogic
Server Administration Console.

*  BlActuaries

* BIClaimsManagers
* BlExecutives

*  BIProducers

*  BlUnderwriters

Note In OBIEE, groups are set to match the corresponding application roles but with their
names set as plural. For example, BIProducers (group) vs. BIProducer (application
role).

1. Open the Oracle WebLogic Server Administration Console (see Opening the Oracle
WebLogic Server Administration Console on page 5).:

D:I?.-"-‘;CI_E wﬂﬂ_ﬂqk: 5-r|ﬁ“‘ Adminstration Consola
P —e—— il Home Log Dut Prefeences (5] v S, | Welcome, weblogic | Cormected to: bifcendation_domain
view changes and restarts -
ik e Lock B Bkt button o modfy, ackd or Homse Page
ehete iters i Hes deman.
Lack A Bl Inkermatsen and Resounies
Tadbesramats
# Cordoune Boha tors W Comrnon Sdereraten Task Desogtons
wm Apoert Task S2abug w Fesd S documentabon
::‘;':ﬂ' ® Sef your console preferences ® Ak & Queshon on My Orade Support
A e w Crace Enterpres Manager o Crace Gurdan Crirview
L ;S:ff:\leswﬁ Domain {onfiguratons
—Eequrity Resirs 3 M YE TS P —
- Invterages sbdty & Donal » Metagng » WTE Servirs
E-Clageatics G e » Joit Connection Foos
e t # Stere-ard-Formand Aseni
» Bervers e Mochles Dmagnoals
* Chaters w Fath Services ® LogFies
& Vit Morts = ke & Duagrosc Modules
& Migratabls Targets ® 0B # Deagredme Irades
T & Mpchires & Duin Sources » Reguest Performance
+ Weork Managers W it Dats Searced % lechives
® Search the configura ton w Stariug v Shutdonw Clasess = Duts Source Faciones » Comtext
® i e Change Certier u Persaient Shoves L
» Reoord BLST Soipls . . - ® 0 Beonties
» Change Corncke raferences AN -1‘&5::'.-5&?%: barts aisd G pld
& Moni SEreErs * Foregrs PO Providers » Morisring Deshboad @

Figure 13: WebLogic Server Administration Console
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Chapter 2 — Creating and Configuring the Oll Application Roles, Groups, and Users

2. Select Security Realms in the left pane. The Summary of Security Realms page will appear on
the right.

{8 Home Log Out Preferences [&] fecord Help | Q, wﬂmmmﬂutfmﬁmdw bifoundation_domain
Hore »Summary of Seourity Realms

Summary of Security Realms.

A seourity nealm is a container for the medhanisms-nduding users, groups, seaurity roles, security polices, and security providers--that are

used ko protect Weblogic resources. You can have multiple searity realms in a Weblogic Server domain, but only one can be set as the
default (active) reaim,

This Security Riealms page ksts eadh seaurity realm that has been configured in this Weblogc Server domain, Chdt the name of e realm to
explore and configure that realm,

[ Customize this table

Realms (Filtered - More Columns Exist)
Click the Lock & Fditbutton in the Change Center to activate all the buttons on this page.

Showing 1to 1of 1 Previous | Mext

Hame & Default Realm

myreakm rue

Showing 1to 10f 1 Previous | Mext

Figure 14: Summary of Security Realms Page

3. Click on myrealm. The Settings for myrealm page will open.
Settings for myrealm
 Configuration  Users and Groups  Roles and Polices | Credentisl Magpings | Providers | Migration

General RDBMS Sequrity Store | User Lodeout | Performance

Click the Look & Fdif button in the Change Center to modify the settings on this page.

Use thes page to configure the general behavior of this security realm.

Bote:
IF you are implamenting security using MMCC [Java Authorization Contract for Containers as defined in J5R 115), you must use the DD
Only sequrity model, Other Weblogic Server models ane not avalable and the security functions for Web spplications and EX8s in the
Administration Console are disabled.

Name: myrealm The name of this security realm. More Info...

7] security Model e Specifies the default security model for Web ppications

Default: LA L or EJBs that are secured by this secunty realm. Youw can

override this default during deployment,  More Info...
5] Combined Role Mapping Enabled Detesmines how the role mappings in the Enterprise

Apphcation, Web application, and EJB contaners
interact. This setfing is valid only for Web applications:
and EM8s that use the Advanced searity model and that
irstialize roles from deployment desariptors.  More

Figure 15: Settings for myrealm Page
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4. Click on the Users and Groups tab at the top of the page, and then click on the Groups tab to
display a list of configured groups in myrealm.

Settings for myrealm
Configuraton  Users and Groups  Roles and Polces | Credential Mappings  Prowviders | Migration

Lisers  Groups

Thes page displays information about aadh group that has been configured in thes security realm.

¥ Customize this table

Groups

| New Showing 1to 10of 16 Previcus | Next
[ | mame Description Provider
[0 | AdminChannelUsers | AdminChannellisers can acoess the adin channed, DefaultAuthenticator
[ | Administrators Administrators can view and modify al resource attributes and start and stop servers, | DefaultAuthenticator
[ | ApeTesters AppiTesters group. Defaultiuthenticator

Figure 16: List of Configured Groups
5. Select the New button. The Create a New Group page will open.

Create a New Group
0K | Cancel
Group Properties

The folawing propertes will be used to identify your naw Ghoup.
= Inchcates required fislds

‘What would you ke to name your new Group?
* Name:

Hew would you ke to describe the new Group?
Description:

Please choose a provider for the group.
i | DefaultAuthenticator |

OK | Canced

Figure 17: Create a New Group Page

6. Enter the following information on this page:

* Name - Enter the name of a of the OII security groups listed on page 17. For example,
BIActuaries.
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e (Optional) Description - Enter a description

*  Provider - Accept the default provider: DefaultAuthenticator.

7. Click OK. You will be returned to the Groups tab where the group you just created will appear

in the list of groups.

Groups

_Hﬂ_'ﬂ' Showing 1 to 10 of 16 Previous | Mext
[ | name & Description Provider
[ | admirCharnellsers | AdminChanmellisers can socess the admin channsl, Defaultiusthenticator
O | Administrators Admiristrators can view and modify all resource attributes and start and stop servers. | Defaulbiuthenticator
O | AppTesters AppTesters group. DefaitAuthenticator
[l] BlActuaries Im Achuaries Group Defaultauthenticator

Figure 18: The BlActuaries Group has been Completed

8. Repeat steps 5-7 to create the remaining OII groups:
* BIClaimsManagers
* BlExecutives
*  BIProducers

e BlUnderwriters

Groups

| New Showing 1to 10of 16 Previous | Next
] | name & Description Provider
[ |AdmnCharnelisers | AdminChannellisers can access the admin channel. Defaultauthenticator
[ | Administrators Admiristratoes can view and modify all resource atiributes and start and stop servers. | Defaulbiuthenticator
O |ApcTesters AppTesters groug. DefaultAuthenticator
[ | siactuaries BI Actubries Group DefaultAuthenticator
[J |Bladministrators BI Admintstrators Group Defaultiuthenticator
[ |etauthers BI Authors Group DefaultAuthenticator
[] |eicismsManagers | BI Claims Managers Group DefaultAuthenticator
[ |siConsumers B1 Consumers Group Defaultauthenticator
[ |BExecutives BI Executives Group DefaultAuthenticator
O |erroducers BI Producers Group DefaultAuthenticator

| New Showing 1t 10 of 16 Previous | Mext

Figure 19: Create the Rest of the Oll Groups




Step 3: Create the Oll Users

STEP 3: CREATE THE OIl USERS

This step requires you to create the OII users who will be logging into OBIEE.

For the purpose of testing OBIEE, this scenario will require you to create five separate users, one for

each OII application role. These sample user names will be:

actuary
claims
executive
producer

underwriter

In the subsequent steps we will then add each user to its corresponding OII group and in turn map the
OII group to its corresponding OII application role.

1.

Figure 20: List of Users

Select the Users tab at the top of the page to display the list of configured users.
Users
Hew Showing 110 10of 10 Previous | Hext
] | name & Description Provider
[ |adminiistener APEX Listener admiristrator user DefaultAuthenticator
[] |Bisystemitser BI System Liser Defaultiuthenticator
[] | manageristensr APEX, Listensr manager ussr DefaultAuthenticator
[0 | cradesystemliser Orade spphcation softvare system user. Defaultiuthenticator
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2. Click on the New button at the top of this table. The Create a New User Page opens.

Create a Hew User

oK | Caneal

User Properties
The following propertes will be used to identify your new Uiser,

" Indicates required fields

What would you ke 1o name your nivw Liser?

" Name:

How would you e to describe the new Liser?
Description:

Please choose a provider for the user,

ik DefaultAuthenticator |+

The password = assocated with the logn name for the new User.

" Password:
* Confirm Password:

0K | | Cancel

Figure 21: Create a New User Page
3. Enter the following information on this page:
* Name - Enter a name of the OII user. For example, actuary.
*  (Optional) Description - Enter a description
e Provider - Accept the default provider: DefaultAuthenticator.
* Password - Enter a password that is at least 8 characters long.
*  Confirm Password - Re-enter the password.

4. Click OK. You will be returned to the Users tab where the user you just created will appear in
the list of users.
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5. Repeat steps 1-4 to add the four additional users.

Users
Hew Showing 1to 10of 10 Previous | Mext
] | name & Description Provider
[ | admirlistener APEX Listener administrator user DefaultAuthenticator
[ |Bisystemitser BI System Liser Defaultiusthenticator
[ | manageristenar APEX Listensr manager ussr Defaultéuthenticator
[ |oradesystembiser Crade spplcation software system user. Defaulthuthenticator
] | =xecutive Defaultéuthenticator
[0 | manageristener APEX, Listener manager user Defaltauthenticator
[ | cradeSystemliser Crade applcation software system user. Defaultiusthenticator
[ | producer DefaultAuthenticator
[ |underwriter DefaultAuthenbcator
[ | weblogic DefaultAuthenticator
Hew Showing 1to 10of 10 Previous | Mext

Figure 22: Oll Users Added to the List

STEP 4: ADD USERS TO THE OIll GROUPS

This step requires you to add the users you created in the previous section to their corresponding OII

group.

User Add to... Group

actuary BlActuaries

claims BlClaimsManagers
executive BlExecutives
producer BlIProducers
underwriter BlUnderwriters

1. If you are not already there, return to the Users page to display the table listing the configured
users.
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2. Click on the name of an OIl user. For example, actuary. A settings page for the selected user will
open.

Settings for actuary

General  Passwords | Attributes | Groups

Save
Lise this page to change the descripbon for the selacted user,

Hame: actuary The login name of this user.  More Info...

Description: A short description of ths user, For example, the user's
full name.  More Info...

Save

Figure 23: Settings Page for the Selected User
3. Select the Groups tab. The Groups page opens:

Settings for actuary

General | Passwords | Attributes  Groups

Save

Usa this page to configure group mesnbership for s user,

Farent Groups: Thits user can be a member of any of these parent
Availabhe: Chosen: groups,  More Info...

[ aAdminChannelUsers = [ BlActuaries

] Administrators 5

] AppTesters »
] eladministrators 4
] Blauthors &

"1 BIClsimsManagers L |

Save

Figure 24: Groups Page

4. Add the actuary user to the BIActuaries group by selecting BIActuaries in the Available list
box. The selected group will appear in the Chosen list.

5. Click the Save button.
6. Repeat steps 2-5 to add the remaining four users to their appropriate OII group.
7. Recycle WebLogic to apply your changes.
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STEP 5: MAP OIll GRoOuUPS TO OIll APPLICATION ROLES

This step requires you to map the following OII groups to their corresponding OII application roles.

Group Map to...  Application Role
BlActuaries BlActuary
BIClaimsManagers BIClaimsManager
BIExecutives BlExecutive
BIProducers BlProducer
BlUnderwriters BlUnderwriter

1. Return to the Oracle Fusion Middleware Control (see Opening the Oracle Fusion Middleware
Control on page 3).

2. In the navigation tree in the left pane expand Business Intelligence and select coreapplication.

3. When the page refreshes, select the Security tab to open the Security page.

(@] Business Inteligence Instance Page Refreshed Jun 1, 2011 8:52:39 &AM coT £
Change Center: | @ Lodk and Edit Configuration @]

Overview | Capacity Management | Disgnostics | Security = Deployment
Security Apply

Single Sign On (550}

550 enables a user to log in once and gain access to all systems without being prompted to log in again at each of them. If 550 is enabled
then Orade Business Inteligence will not challenge the user for authenticabon and will assume the user has already been authenbca bed by
550.

Security Realm

= Ga to the Orade Weblogic Server Administrator Console to configure and manage the WiebLogic security realm,

Apphication Polides and Roles

B configurs ard sansge Apclcation Polides
= Configure and manage Application Roles

Figure 25: Security Page
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4. Click on the Configure and manage Application Roles link at the bottom of the page. The
Application Roles page will open.

Application Roles &P Related Links ~

Applcaton roles are the roles used by sacurity aware apphcations that are specific to the applcabon. Thase roles are seeded by applcabons in
WeblLogic Domain policy store when the applications ane registered. These are also application roles that are created in the context of end

users pocessng the application,

[ Te manage usars and groups in the WiebLogic Domain, uss the Oracle Wbl ogic Server Security Provider,
[# Policy Store Prowvider
ElSearch

Enter search keyword for role name to query roles defined by thes application. Uise application sinpe to search if applcation uses a
siripe that is differerent from apphca tion name.

Selact Apphication Stripe to Search B [t

W

p Role NHame @
3 B Create... ¥ Create Like... #Edt.. 3§ Delete,..
Rode Mame Members
ElSystem BlSystemliser
BLadministrator BlAdministrators
BlAuthor BlAuthors, BIAdministrator
EIConsurmers BlConsumers, Blauthor, authenticated-role
BlActuary
EExsmutive
ElUnderwriter
ElPraducer
ElClaimsManager

Figure 26: Application Roles Page
5. Click on BIActuary. The Edit Application Role page for BIActuary opens.

Application Roles > Edit Application Role
Edit Application Role : BIActuary 0K || Cancel &
General
Application Stripe !;;'v
Role Hame BLACtuary
Drsplay Mams
Description

Members

|- An apohcation role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other
: application roles.

Roles:
< Add Application Rcle == Add Growp 3 Delete...

Hame Type
BlAchsaries Group

Figure 27: Edit Application Role
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6. Select the Add Group button to add the BIActuaries group to the Roles list.

Members

An application role may need to be mapped to users or groups defined in enterprise LDAP server, o
application roles.

Roles

<P Add Application Role Ieﬁ-AddGmLp anelete.._
MName Type
BlActuaries Group

Figure 28: Add Group Button

7. Click OK to return to the Application Roles page. The BIActuaries group is now mapped to the
BIActuary role.

Application Roles &P Related Links -

Applicaton rokes are the roles used by security aware apphiations that are spedfic to the applicaton. These roles are seeded by applcatons in
WeblLogic Domain pobicy store when the spplications are regictered. These are ales application roles that are created in the contesxt of end
users aocessng the spplication,

[ To manage wsars and groups in the WebLagiz Demain, usa the Oracle Wabl aaie Server Seaurity Providar,
[# Policy Store Provider

ElSearch

Enter search keyword for role name to guery noles defined by this applcation, Use application stripe to seanch if appication usss a
stripe that is differerent from applcabon name.

Seiect Apphication Stripe to Search [#] | obi

L

| | Role Name @
i
] (34 Creata... Y Create Liks... #Edt.. 3£ Delete...
Rode Mame Memrbers
Bl5ystem BlSystemliser
BlAdministrator BlAdministrators
BlAuthar BlAuthors, BlAdministrator
BIConsummes BlConsumers, BlAuther, authenticated-role
BlActuary BlAchuaries
BIExaoutive
ElUnderwriter
ElProducer
ElClaimsManager
< >

Figure 29: BlActuaries Group is Mapped to BlActuary Application Role
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8. Repeat steps 5-7 to map the remaining OII groups to the corresponding OII application roles.
When you are done the Application Roles page will appear as follows:

Application Roles & Related Links ~

Apphcabon roles are the roles used by saounity aware apphcatons that are specific to the apphcaton. These roles are sesded by apphcabons in
Weblogic Domain policy store when the applications are registered. These are also apphcation roles that are created in the conbext of end

wsers SCCesEng the application,

[of To manage users and groups in the WeebLogic Domain, use the Oracle Weblogic Server Security Provider,
[# Policy Store Provider
=l search

Enter search keyword for role name to query roles defined by thes application. Use applcation sirpe to search if appication uses a
siripe that = differerant from apphcation name.

Select Application Stripe to Search = ™

A

;I Role Hame @
T [Qoeste... Y Create Lke... PEdt.. 3¢ Delete...

Aol MName Members

ElSystem BlSystemliser

BLAdminisrator BlAdministrators

BLAuthor BlAuthors, BlAdministrator

» Authenboated-roke

Figure 30: Oll Groups Mapped to Oll Application Role
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STEP 6: MAP THE OIl APPLICATION ROLES TO THE BICONSUMER
AND BIAUTHOR APPLICATION ROLES

This step requires you to map all of the OII application roles that you previously created to the
BIAuthor and BIConsumer application roles. BIAuthor and BIConsumers are pre-configured
application roles that are installed with OBIEE.

1. On the Application Roles page, click on the BIAuthor application role to open it for editing.
2. Use the Add Application Role button to map the OII application roles to BIAuthor.

coreapplication @ Lagged in as webi
@ Business Inteligence Instance - Page Refreshed Jun 1. 2011 5:15:25 PM CIT

Application Roles > Edit Application Role
Display Name BT Author Role

Descaripbion
Members
An applicabion role may need to be mapped to users or groups defined in enterprise LDAP server, or the role can be mapped to other
appiication roles,
Roles
| ofs Add Appbcation Role }imm 3% Delste...
1 Type
i BLALERE S td g A
BlAdministrator Application Fole
BlActuary Application Role
BIExequbive Application Role
ElUnderwritar Application Roke
ElProducer Application Role
ElClaimsManager Application Role ¥

Figure 31: Add Oll Application Roles to BlAuthor
3. Click OK to return to the Application Roles page.
4. Repeat steps 1-3 to map the OII application roles to the BIConsumer application role.
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5. When you are finished the Application Roles page will appear as follows.

Application Roles &P Related Links ~

Apphcabon roles are the roles used by seounity aware apphcations that are specific to the applcaton. These roles are seeded by applcatons in
WebLogie Domain pobzy stons when the soplcatong e regstared. Thess are ales sppheation roles that are created in Bhe contaxt of and
wsers accessing the application,

' To manage usars and groups in the WisbLogic Domain, use the Oracle Wbl ogic Sarver Security Provider,
[# Policy Store Prowvider

El search

Enter search keyword for role name to query roles defined by thes application. Use application strpe to seardch if application uses a
siripe that is differerent from apphca ton name.

Select Appcation Stripe to Search E b

W

| Role Hame @
bl
3 [ Create... Y Create Lke... P Edt.. 3§ Delste...
Rk Mame Mambers
ElSystem BlSystemliser
BlAdministrator Bladministrators
BLAuthor BlAuthors, BlAdministrator, BLACtuary, BIExeoutive, BlUndenwriter, BIProducer, BIClamsManager
EIC onsymer BlConsumars, BlAuthor, authenticated-roke, BIActuary, BIExecutive, BlUnderwriter, BIProducer, BIC
BlActuary BlAchuaries
EExecutive BIExscutives
BlUnderwriter Bllnderwriters
ElProducer BlProducers
ElClaimsManager BICamsManagers
L4 >

Figure 32: Oll Application Roles Mapped to BlAuthors and BIConsumers Application Roles
6. In the navigation tree in the left pane expand Business Intelligence and select coreapplication.

7. When the page refreshes, select the Capacity Management tab to open the Capacity
Management page.

coreapplication @ Lopged in as weblogic
(] Business Inteligence Instance + Page Refrashed Jun 2. 2011 5:41:52 AM COT £2
Change Center: | 4® Lodk and Edit Configuration @ |

Overview  Capacity Management Dignostics | Security | Deployment

Metrics | Availability | Scalabdty  Performance

Fal
System Components Availability Apply
st [R5t Al [JRestart Al @ StartSelected [ Stop Selected [ Reestart Selected
MName Status  Host Port  Orade Instance Note
E 5 81 Presentation Servers i
i cor eappication_sbips 1 ¢ ploesightls o710 instancel

| B BB Servers &
B FH 81 Scheduers 3
® S 81 Cluster Controliers i
5 BT JavaHosts 3

< ¥

Figure 33: Select “Restart All” Button
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8. Select Restart All to restart all the services and apply your changes.

STEP 7: TEST THE OIl USERS IN OBIEE

This step requires you to log into OBIEE using the five user accounts that you created and configured
in the previous steps.

1. Open a new browser window and enter the following URL:

http://<hostnames>:<port>/analytics

Note In the above URL.:

* <hostname> - is the server name or IP address where you installed OBIEE

*  <port> - is the port assigned to OBIEE. The default port will be different
depending on whether or not you selected a “Simple” or “Enterprise” Install for

OBIEE.
* Simple Install - the default port is 7001.

* Enterprise Install - the default port is 9704 but the user has the option to
specify ports during the installation.

2. A login screen for OBIEE will appear.

ORACLE' Business Intelligence Hel

Enter your user id and password.

User ID
Password

Sign In

Englsh £

Figure 34: Oracle Business Intelligence Login Screen

3. Login separately as the test user for each of the OII groups you created.
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Viewing the Content within OBIEE

Once you are logged into OBIEE, only the data for the role that was assigned to that particular user
is displayed in the dashboards. For example, the executive user will only display the contents
associated with the executive role. The Analysis reports listed in the Analysis Dashboard are directly
related to the role(s) of the current user as well as the selected Line of Business and Corporate mart.
Note that since only one role is associated with the user there are no tabs along the top of the page.

ORACLE" Business I

Figure 36: Executive User (Personal User)

Corporate

Corporate has the following four Analysis Dashboard reports assigned across the five OII roles:

Table 1: Corporate - Analysis Dashboard Reports by Role

Claims
Actuary Management Executive Production Underwriting
Average Premium X X X
per Policy
Loss Summary X X X X
Loss vs. Premium X X X
Summary
Premium Summary X X X
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Lines of Business

The Lines of Business have the following Analysis Dashboard reports assigned across these roles:

Table 2: Line of Business - Analysis Dashboard Reports by Role

Claims

Actuary Management Executive Production Underwriting
Average X X X
Premium per
Policy
Claims Summary X
Exposure X X X X
Summary
Loss Summary X X X X
Loss X X
Triangulation
Loss vs. X X X
Premium
Summary
Premium X X X
Summary
Reserve X X X
Summary
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ADDING ADDITIONAL USERS

Now that you have successfully created and mapped the OII application roles and groups, you can
add others OII users by following the instructions outlined in Step 3: Create the OII Users on page 21.

Genersl | Passwords | Aftributes  Groups

Save

Use thes page to configure group membership for s user.

Parent Groups: This user can be a member of any of these parent
Available: Chosen: groups.  More Info...

[ AdminChannelUsers ;‘ [[] Blactuaries

& ;
[] Administrators [] srunderwriters

[] AppTesters ®
[ BlAdministrators 4
[ erAuthors

[T BIClasimsManagers | |

Save

Figure 37: Add User to Multiple Oll Groups.

Users can be assigned to multiple groups as required and inherit the roles that are assigned to those
groups to determine the content available to them within OBIEE.

Claim Coun'ts Average Premiun per Policy
Loss Ratia Loss Summary

Policy Counts Loss vs. Premium Sumenary
PrEmiunm Prefmim ‘J:._:":'l!"la';I

Figure 38: User Assigned to Actuary and Underwriting Role
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