ORACLE

Oracle® Enterprise Manager
Lifecycle Management Administrator’'s Guide

12c Release 5 (12.1.0.5)
E27046-33

June 2015



Oracle Enterprise Manager Lifecycle Management Administrator's Guide, 12c Release 5 (12.1.0.5)
E27046-33

Copyright © 2015, Oracle and/or its affiliates. All rights reserved.

Primary Author: Namrata Bhakthavatsalam

Contributing Author:  Aravind Jayaraaman, Genevieve D'Souza, Pushpa Raghavachar, Pradeep Gopal,
Jacqueline Gosselin, Jim Garrison, Leo Cloutier

Contributor: Enterprise Manager Cloud Control Lifecycle Management Development Teams, Quality
Assurance Teams, Customer Support Teams, and Product Management Teams.

This software and related documentation are provided under a license agreement containing restrictions on
use and disclosure and are protected by intellectual property laws. Except as expressly permitted in your
license agreement or allowed by law, you may not use, copy, reproduce, translate, broadcast, modify, license,
transmit, distribute, exhibit, perform, publish, or display any part, in any form, or by any means. Reverse
engineering, disassembly, or decompilation of this software, unless required by law for interoperability, is
prohibited.

The information contained herein is subject to change without notice and is not warranted to be error-free. If
you find any errors, please report them to us in writing.

If this is software or related documentation that is delivered to the U.S. Government or anyone licensing it
on behalf of the U.S. Government, then the following notice is applicable:

U.S. GOVERNMENT END USERS: Oracle programs, including any operating system, integrated software,
any programs installed on the hardware, and/or documentation, delivered to U.S. Government end users
are "commercial computer software" pursuant to the applicable Federal Acquisition Regulation and
agency-specific supplemental regulations. As such, use, duplication, disclosure, modification, and
adaptation of the programs, including any operating system, integrated software, any programs installed on
the hardware, and/or documentation, shall be subject to license terms and license restrictions applicable to
the programs. No other rights are granted to the U.S. Government.

This software or hardware is developed for general use in a variety of information management
applications. It is not developed or intended for use in any inherently dangerous applications, including
applications that may create a risk of personal injury. If you use this software or hardware in dangerous
applications, then you shall be responsible to take all appropriate fail-safe, backup, redundancy, and other
measures to ensure its safe use. Oracle Corporation and its affiliates disclaim any liability for any damages
caused by use of this software or hardware in dangerous applications.

Oracle and Java are registered trademarks of Oracle and/or its affiliates. Other names may be trademarks of
their respective owners.

Intel and Intel Xeon are trademarks or registered trademarks of Intel Corporation. All SPARC trademarks
are used under license and are trademarks or registered trademarks of SPARC International, Inc. AMD,
Opteron, the AMD logo, and the AMD Opteron logo are trademarks or registered trademarks of Advanced
Micro Devices. UNIX is a registered trademark of The Open Group.

This software or hardware and documentation may provide access to or information about content,
products, and services from third parties. Oracle Corporation and its affiliates are not responsible for and
expressly disclaim all warranties of any kind with respect to third-party content, products, and services
unless otherwise set forth in an applicable agreement between you and Oracle. Oracle Corporation and its
affiliates will not be responsible for any loss, costs, or damages incurred due to your access to or use of
third-party content, products, or services, except as set forth in an applicable agreement between you and
Oracle.



Contents

Preface ... XXXV
ATIEIICE ... bbb XXXV
SCOPe AN COVETAZE ......cocvvveiiiiiiicii e XXXV
Documentation AcCeSSIDILItY .......ccccciuiiiiiiiiiiiiiiiciccrrreer e XXXV
Related DOCUIMENLS ..ot s XXXVi
CONVENEIONS ...ttt s s XXXVi

What’s New in This BOOK ReVISION ..., XXXVii
Changes Incorporated in the Latest Revision (Published) ... XXXVii
Changes Incorporated in the Previous Revisions (Archived)...........ccocoevvrvnnnnnnnnncceee. XXXViii

Partl Overview and Setup Details

1 Introduction to Lifecycle Management

1.1 Overview of the New Lifecycle Management Solutions............cccoeeevevvernnnrnnnnencncnence. 1-1
1.2 Information Map for Lifecycle Management SOIUtions ..........c.cccoeveirieieioiccicicicccicce 1-4

2 Setting Up Your Infrastructure

21 Getting Started with Setting Up Your Infrastructure ..o 2-1
2.2 Setting Up Oracle Software LIDIary ... 2-2
2.3 Setting Up Credentials ............cooiriiiiiiiii s 2-4
2.4 Creating Enterprise Manager User ACCOUNES........c.cooiiiiiiiiiiiiiiiiiiicicicciccciii 2-6
2.41 Overview Of USer ACCOUNLS .......ccvuviiiriiiriiiiiiiiiiicicise s 2-6
2.4.2 Creating Designer User ACCOUNt..........cccoiiuriiiiiiiicieicct s 2-8
2.4.3 Creating Operator User ACCOUNt.........ccceveiiiiiiiiiiiiiicc 2-8
25 (Optional) Setting Up My Oracle SUPPOTt .......ccccoiiiiiiiiiiiiiiiciiicicecceeeeas 2-9
2.6 (Optional) Configuring Self-Update ...........ccooviuiioiiiiiiiiic 2-9
2.7 (Optional) Setting Up E-mail Notifications............ooerueiiiiiioioiiicce, 2-10

Partll Discovery

3 Discovering Hosts and Software Deployments

3.1 Discovering Hosts and Targets Automatically..........cccocovvviiiiiininiie, 3-1
3.2 Discovering Hosts and Targets Manually ... 3-1



Part Il

Database Provisioning

4 Overview of Database Provisioning

4.1 Introduction to Database PrOviSiONing...........ccceuicuiieiiiicieiicce s 4-1
4.2 Supported Use Cases and Targets Provisioned Using Database Provisioning Procedures....
4-3
4.3 Setting Up Database Provisioning.........ccccceeeeueioiiiieieiiicicincie s 4-6
4.3.1 Meeting Basic Infrastructure and Host Requirements.............ccccoooiiiiiinna, 4-6
43.2 Understanding Administrator Privileges for Provisioning Database ......................... 4-6
4.3.3 Prerequisites for DeSIgners........ccccoiiurieiiiiiiicieiinici s 4-7
4.3.4 Prerequisites for Operators .........cccoicueieiiicieiccie e 4-9
4.3.5 Creating Database Provisioning Profiles............ccccooiiiiiiiiiiceccceeeeenenenes 4-9
4.3.6 Describing, Creating, and Deleting Database Provisioning Profiles Using EMCLI 4-11
4.3.6.1 Describing Database Provisioning Profiles Using EMCLI ...........c.cccooeueiinnne.. 4-12
4.3.6.2 Creating Database Provisioning Profiles Using EMCLI...........ccccccccovvvirnncnne. 4-12
4.3.6.3 Deleting Database Provisioning Profiles Using EMCLI .........c.ccccoooiiiiininnnnne. 4-12
4.3.7 Creating Installation Media.........ccceuiiiieiiiiiic e 4-13
4.3.8 Creating Database Templates ... 4-14
4.3.9 Uploading Database Templates to Software Library ..........ccccooeiiriiiicinn 4-15
4.3.10 Creating Database Provisioning Entities.............ccooeiiiiic 4-16
4.3.10.1 Creating an Oracle Database Clone from a Reference Home............cccccceveeacce 4-16
4.3.10.2 Creating an Oracle Database Clone from an External Storage............ccccco.e...... 4-17
4.3.10.3 Creating an Oracle Clusterware Clone from a Reference Home........................ 4-18
4.3.10.4 Creating an Oracle Clusterware Clone from an External Storage...................... 4-19
4.3.11 Downloading Cluster Verification Utility.........cccoooeieiiiiiiiiiiii 4-20

5 Provisioning Oracle Databases

5.1
5.2
5.3
5.3.1
5.3.2
5.4
5.4.1

54.2
5.5
5.5.1
5.5.2
5.6

Getting Started with Provisioning Oracle Databases .............cococeueioiieiiiinciiice 5-1
Oracle Database TOPOIOZY ........c.oururueiiiiiiiciiicicie e 5-2
Provisioning and Creating Oracle Databases ...........cccccccceueeciiieieiicieeecccecceeenennes 5-3
Prerequisites for Provisioning Databases............ccccoooeioiiiiiiniiiciiiic, 5-3
Procedure for Provisioning Databases ..............cccccciiiiiiiiiiiiiiiiiiiecceeens 5-3
Provisioning Oracle Databases with Oracle Automatic Storage Management................. 5-8

Prerequisites for Provisioning Oracle Databases with Oracle Automatic Storage
Management 5-9

Procedure for Provisioning Databases ... 5-9
Provisioning Oracle Database Software Only ...........cccocoeivnvininnninnrrecereeeecenes 5-14
Prerequisites for Provisioning Oracle Database Software Only ..............cccccuevinnee. 5-14
Procedure for Provisioning Oracle Database Software Only ...........ccccooeviieirinnnnee. 5-14
Using No Root Credentials for Provisioning Oracle Databases ............c.cccccoeecuirccnnne 5-17

Provisioning Oracle Grid Infrastructure for Oracle Databases

6.1
6.2

6.2.1

Getting Started with Provisioning Oracle Grid Infrastructure for Oracle Databases....... 6-1

Provisioning Oracle Grid Infrastructure and Oracle Databases with Oracle Automatic
Storage Management 6-2

Prerequisites for Provisioning Oracle Grid Infrastructure and Oracle Databases with
Oracle ASM 6-2



6.2.2

6.3
6.3.1

6.3.2

Procedure for Provisioning Oracle Grid Infrastructure and Oracle Databases with
Oracle ASM 6-2

Provisioning Oracle Grid Infrastructure and Oracle Database Software Only ................ 6-8

Prerequisites for Provisioning Oracle Grid Infrastructure and Oracle Database
Software Only 6-8

Procedure for Provisioning Oracle Grid Infrastructure and Oracle Database Software
Only 6-8

7 Provisioning Oracle Grid Infrastructure for Oracle Real Application Clusters

Databases
71 Getting Started with Provisioning Grid Infrastructure for Oracle RAC Databases.......... 7-1
7.2 Oracle Real Application Clusters Database TOPOlOgY .......ccccococeueuimeiiuiccccciceeciceenenes 7-2
7.3 Provisioning Grid Infrastructure with Oracle Real Application Clusters Database and
Configuring Database with Oracle Automatic Storage Management 7-3
7.3.1 Prerequisites for Provisioning Grid Infrastructure with Oracle RAC Database......... 7-4
7.3.2 Procedure for Provisioning Grid Infrastructure with Oracle RAC Database............. 7-4
7.3.2.1 Requirements for Grid Infrastructure Software Location Path........................... 7-11
7.4 Provisioning Oracle Real Application Clusters Database with File System on an Existing
Cluster 7-11
7.41 Prerequisites for Provisioning Oracle RAC Database with File System on an Existing
Cluster 7-12
7.4.2 Procedure for Provisioning Oracle RAC with File System on an Existing Cluster. 7-12
7.5 Provisioning Oracle Real Application Clusters Database with File System on a New
Cluster 7-17
7.5.1 Prerequisites for Provisioning Oracle RAC Database with File System on a New
Cluster 7-17
7.5.2 Procedure for Provisioning Oracle RAC Database with File System on a New Cluster ..
7-17
7.6 Using No Root Credentials for Provisioning Oracle Real Application Clusters (Oracle

RAC) Databases 7-24

8 Provisioning Oracle Real Application Clusters One (Oracle RAC One) Node
Databases

8.1
8.2
8.3
8.3.1
8.3.2

Getting Started with Provisioning Oracle RAC One Node Databases ..........c.cccoeuevruennee. 8-1
Deployment Procedures for Provisioning Oracle RAC One Node Databases .................. 8-2
Provisioning Oracle RAC One Node Databases ..........cccccoovueimeieiniicciniiiniceecceenes 8-2
Prerequisites for Provisioning Oracle RAC One Node Databases............cccccccccueueunnee 8-2
Procedure for Provisioning Oracle RAC One Node Databases.............cccocoeveviurunnnnnee. 8-4

9 Provisioning Oracle Real Application Clusters for 10g and 11g

9.1
9.2
9.3
9.3.1
9.3.2
9.4

Getting Started with Provisioning Oracle Real Application Clusters for 10g and 11g.... 9-1

Core Components Deployed When Provisioning Oracle RAC .........c.ccccccciiiiniiiinennns 9-2
Cloning a Running Oracle Real Application CIUSters .........c.cccoovvnrrnnininnnneceene. 9-2
Prerequisites for Cloning a Running Oracle Real Application Clusters...................... 9-2
Procedure for Cloning a Running Oracle Real Application Clusters .............ccc......... 9-3
Provisioning Oracle Real Application Clusters Using Gold Image ........c.cccccoevevererunennce. 9-9



10

11

12

13

vi

9.4.1 Prerequisites for Provisioning Oracle Real Application Clusters Using Gold Image........

9-9
9.4.2 Procedure for Provisioning Oracle Real Application Clusters Using Gold Image. 9-10
9.5 Provisioning Oracle Real Application Clusters Using Archived Software Binaries...... 9-15
9.5.1 Prerequisites for Provisioning Oracle Real Application Clusters Using Archived
Software Binaries 9-15
9.5.2 Procedure for Provisioning Oracle Real Application Clusters Using Archived Software
Binaries 9-16
9.5.2.1 Sample Cluster Configuration File.........c.cccccoiiiiniiinniiirncceeeeeene 9-23

9.6 Provisioning Oracle Real Application Clusters (Oracle RAC) Databases Using No Root
Credentials 9-23

Extending Oracle Real Application Clusters

10.1  Getting Started with Extending Oracle Real Application Clusters .............ccccevvirurnnnnen. 10-1
10.2  Extending Oracle Real Application CIUSters .........ccceveiiurieiiiiicicieicccc 10-1
10.2.1 Prerequisites for Extending Oracle Real Application Clusters..........cccccoevuvereruncncee 10-2
10.2.2 Procedure for Extending Oracle Real Application Clusters...........ccccocevevvininnininnns 10-2

Deleting or Scaling Down Oracle Real Application Clusters

11.1  Getting Started with Deleting or Scaling Down Oracle Real Application Clusters....... 11-1
11.2  Deleting the Core Components of Oracle Real Application Clusters.............ccccccueuenee. 11-2
11.3  Deleting the Entire Oracle RAC ... 11-2
11.3.1 Prerequisites for Deleting the Entire Oracle RAC..........ccooooiiiiiiiiiiiice 11-2
11.3.2 Procedure for Deleting the Entire Oracle RAC ...........ccooiiiiiie 11-3
11.4  Scaling Down Oracle RAC by Deleting Some of Its Nodes........c.cccoeuvvrenrinenincinicccnnne. 11-5
11.4.1 Prerequisites for Scaling Down Oracle RAC by Deleting Some of Its Nodes.......... 11-5
11.4.2 Procedure for Scaling Down Oracle RAC by Deleting Some of Its Nodes .............. 11-6

Provisioning Oracle Database Replay Client

12.1  Getting Started with Provisioning Oracle Database Replay Client..........cc.cccoooverrvnnenen. 12-1
12.2  Cloning a Running Oracle Database Replay Client.........c.cccccocveiiicenviincnieeeeene 12-2
12.2.1 Prerequisites for Cloning a Running Oracle Database Replay Client....................... 12-2
12.2.2 Procedure for Cloning a Running Oracle Database Replay Client .............cccccceuce. 12-3
12.3  Provisioning an Oracle Database Replay Client Using Gold Image .........cccccccceueueuennnene. 12-5
12.3.1 Prerequisites for Provisioning an Oracle Database Replay Client Using Gold Image......
12-5

12.3.2 Procedure for Provisioning an Oracle Database Replay Client Using Gold Image 12-6
12.4  Provisioning an Oracle Database Replay Client Using Installation Binaries.................. 12-8
12.4.1 Prerequisites for Provisioning an Oracle Database Replay Client Using Installation

Binaries 12-8

12.4.2 Procedure for Provisioning an Oracle Database Replay Client Using Installation
Binaries 12-9

Provisioning Oracle Standby Databases

13.1  Overview of Creating a Standby Database ............cccccccoeciiiiiiiiiiiiiiiccccce, 13-1
13.2  Creating a New Physical Standby Database (single-instance only)..........cccccccceeueuennnneee. 13-1
13.2.1 Step 1: Determine the backup type .......cccccoeeiiiiiiii 13-3



14

15

13.2.2 Step 2: Set up the backup OptioNS........ccvviuiiiiiiiiiiiiii e 13-3

13.2.3 Step 3: Select the Oracle home in which to create the standby database.................. 13-3
13.2.4 Step 4: Set up the location for standby database files.........cccccccoeueuvvirvrnninnnncnnes 13-3
13.2.5 Step 5: Provide standby database configuration parameters...........ccccooveruevirinnnne 13-4
13.2.6 Step 6: Review the information before clicking Finish...........cccocooiii 13-4
13.3  Creating a New Logical Standby Database (single-instance only)...........cccccccevuvueuvennncne. 13-4
13.3.1 Step 1: Determine the backup type .......ccccocoviiiiiiiiiic 13-5
13.3.2 Step 2: Set up the backup Options.........ccocueviiriiiii 13-6
13.3.3 Step 3: Select the Oracle home in which to create the standby database.................. 13-6
13.3.4 Step 4: Set up the location for standby database files..........c.ccccoeeviniiininnnnnn 13-6
13.3.5 Step 5: Provide standby database configuration parameters...........ccccoeverueveieinneee 13-7
13.3.6 Step 6: Review the information before clicking Finish...........ccccccccoviiinninnnnne. 13-7
13.4  Managing an Existing Standby Database with Data Guard Broker.............c.cccoocueneaee. 13-7
13.5  Creating a Primary Database Backup Only ..........cccooooiiiiiii 13-8
Cloning Oracle Databases and Pluggable Databases

14.1  Creating a Full Clone Database ...........ccccoeiiriiiiiiciiicc e 14-1
14.1.1 Creating a Full Clone Database Using the Clone Wizard...........ccccccevvvvnvninnnnne. 14-1
14.1.2 Creating a Full Clone Database Using EM CLI.........ccccccooiiiiiiiiie 14-7
14.2  Creating a Test Master Database .........ccccooiiiiiiiii 14-8
14.2.1 Creating a Test Master Database Using the Clone Wizard ..........cccccccoovvvnvnnnnne. 14-8
14.2.2 Creating a Test Master Database Using EM CLIL..........ccccoooiiiiiiiiiice, 14-12
14.3  Creating a Full Clone Pluggable Database............ccccoooioiiiiiioiiiiiiccc, 14-12
14.3.1 Creating a Full Clone Pluggable Database Using the Clone Wizard...................... 14-13
14.3.2 Creating a Full Clone Pluggable Database Using EM CLI...........ccccooeviinirinnnne. 14-15
14.4  Creating a Test Master Pluggable Database............ccccoooooiiiiii, 14-16
14.4.1 Creating a Test Master Pluggable Database Using the Clone Wizard.................... 14-16
14.4.2 Creating a Test Master Pluggable Database Using EM CLI..........c.cccoceeviiiinnnnnnee. 14-18
14.5  Cloning Databases Using the Classic Cloning Wizard ............ccoooeeioiiiiiiicniininne, 14-19
14.5.1 Overview of Classic Cloning Methods ... 14-19
14.5.2 Cloning an Oracle Database Using Recovery Manager (RMAN) Backup.............. 14-20
14.5.3 Cloning an Oracle Database Using Staging Areas..........cccccccevuvvvvivnnnnnnencnccnes 14-21
14.5.4 Cloning an Oracle Database Using an Existing Backup ..........ccccoeoioiiiinciincnccnes 14-23
Cloning Solutions in Hybrid Cloud (Oracle PaaS)

15.1  Overview of Cloning in Oracle PaaS...........cccooiiiiiiiiiiiiiiceeececeeeeeee e 15-1
15.2  Cloning in Hybrid Cloud Use Cases..........ccccoeueiiirieieiiiicieiiccie e 15-2
15.3  Prerequisites for Cloning in Oracle PaaS............cccccooiviiiiiiiiiiiiiccccccee 15-2
15.4  Cloning to Oracle ClOUd ..ot 15-2
15.4.1 Cloning a PDB to Oracle Cloud ..ot 15-3
15.4.1.1 Cloning a PDB to Oracle Cloud Using the Clone Wizard...........ccccccceeuvurnnnnnnne. 15-3
15.4.1.2 Cloning a PDB to Oracle Cloud Using EM CLI .........ccccccccciiiiiiiiiiiccenes 15-5
15.4.2 Cloning Schema(s) to a DB or PDB on Oracle Cloud ..o, 15-7
15.4.3 Cloning a DB to a DB or PDB on Oracle Cloud..........cccovuiiiiiiniiiiiiiccicnnes 15-10
15,5  Cloning from Oracle CloUd .........coviiiiiiii e 15-12
15.5.1 Cloning a PDB from Oracle Cloud..........ccoiiiiiiiiiiiic 15-12

Vii



16

17

viii

15.5.1.1 Cloning a PDB from Oracle Cloud Using the Clone Wizard...........cccccccucoueee. 15-12

15.5.1.2 Cloning a PDB from Oracle Cloud Using EM CLI .........ccccoooiiiiiiiiiiiine. 15-15
15.5.2 Cloning Schema(s) from Oracle Cloud to a DB or PDB........ccccooviininniiiiiines 15-17
15.5.3 Cloning a DB from Oracle Cloud to a DB or PDB.........ccoccoiiiii 15-19
15.6  Cloning Within Oracle Cloud ..o 15-21
15.6.1 Cloning a PDB Within Oracle PaasS.........ccccccoceiiinniinnincrrrcnnneeeeeeeseeenenes 15-21
15.6.2 Cloning a DB Within Oracle PaaS...........cccooi 15-22

Creating Databases

16.1  Getting Started with Creating Databases .........c.cccoovueueiiiiciiiiiiiicicc 16-1
16.2  Creating an Oracle Database ..o 16-2
16.2.1 Prerequisites for Creating an Oracle Database............ccccccovuveiiirvvnnnnninrrecnes 16-2
16.2.2 Procedure for Creating an Oracle Database ............cccooooiiiiiiiii 16-3
16.3  Creating Oracle Real Application Clusters Database...............cooooeeiiiiiiiiiiiiic 16-6
16.3.1 Prerequisites for Creating an Oracle Real Application Clusters Database............... 16-6
16.3.2 Procedure for Creating an Oracle Real Application Clusters Database.................... 16-7
16.4  Creating Oracle Real Application Clusters One Node Database...........c.ccccceeuernennne.. 16-10
16.4.1 Prerequisites for Creating an Oracle RAC One Node Database..........c.ccccccceurennce. 16-10
16.4.2 Procedure for Creating an Oracle Real Application Clusters One Node Database...........
16-11

Managing Pluggable Databases

17.1  Getting Started With Managing Pluggable Databases...........ccccocoooreiiiniiniiiiicice 17-1
17.2  Overview of Managing Pluggable Databases..............ccoceuiiimiieiiiicieiiccie e 17-2
17.3  Provisioning Pluggable Databases ...........ccccouvverriiniiniiiiiicccccccccccececeeenee 17-3
17.3.1 Creating a New Pluggable Database ............ccooocoiiiiiiiii 17-4
17.3.1.1 Prerequisites for Creating a New Pluggable Database............ccccccoooiriiennnnn. 17-4
17.3.1.2 Creating a New Pluggable Database .........c.ccccccceeiiinniiniinireeeeececene 17-4
17.3.2 Plugging In an Unplugged Pluggable Database............ccccccoviiiieiiiiiiciiiice 17-8
17.3.2.1 Prerequisites for Plugging In an Unplugged Pluggable Database..................... 17-9
17.3.2.2 Plugging In an Unplugged Pluggable Database...........c.cccccoevvrirvnnncnnenes 17-9
17.3.3 Cloning a Pluggable Database............c.ccccoiiiiiiiiiiiiiiicc 17-15
17.3.3.1 Prerequisites for Cloning a Pluggable Database.............cccccoviiiiiiiiinnnns 17-15
17.3.3.2 Cloning a Pluggable Database...........ccooiriiiiiiiiiiiiicccceececeecenenenes 17-16
17.3.4 Migrating a Non-CDB as a Pluggable Database ...........cccocoeueviiiiieiiiiiiicicce 17-22
17.3.4.1 Prerequisites for Migrating a Non-CDB as a Pluggable Database................... 17-22
17.3.4.2 Migrating a Non-CDB as a Pluggable Database............ccococoeiiiiinciiiccnns 17-23
17.4  Removing Pluggable Databases............ccccoouoiiiiiiiiiiiii 17-26
17.4.1 Unplugging and Dropping a Pluggable Database...........c.cccccoeuviviniininininiiiiinnnes 17-26
17.4.11 Prerequisites for Unplugging and Dropping a Pluggable Database................ 17-27
17.4.1.2 Unplugging and Dropping a Pluggable Database ...........cccccovreiiiiiiiiiininnnne, 17-27
17.4.2 Deleting Pluggable Databases............c.cccccocuiiuiiiiiiiiiiiiiiiiiiccrceeeceeses 17-31
17.4.2.1 Prerequisites for Deleting Pluggable Databases .............ccccocoeiiiiiccciccncnes 17-31
17.4.2.2 Deleting Pluggable Databases ............ccococueuiiiiiciiiiiciccci e 17-31
17.5  Viewing Pluggable Database Job Details ...........ccccccceeuiuiiiiiiiiiiiiiciccccccee 17-35
17.5.1 Viewing Create Pluggable Database Job Details.........c.cccoeuvninnininiiiiniiciincnne 17-35
17.5.2 Viewing Unplug Pluggable Database Job Details...........ccccooeiiiniiriiiiiiiiiie, 17-36



17.5.3 Viewing Delete Pluggable Database Job Details.........c.cccoooeiiiiiiiiiiiiii
17.6  Administering Pluggable Databases............ccocoeueiiiiriiieiiiciciiicec
17.6.1 Switching Between Pluggable Databases...........c.ccccccucueueueiriiieiinineneeereeeereeereenes
17.6.2 Altering Pluggable Database State..........ccccccoooiiiiiiiiiiiii

Part IV Database Upgrade

18 Upgrading Databases

18.1  Getting Started..........oocueveiiii e
18.2  Supported Releases.........ccociiiiiiiiiiiiicice e
18.3  Upgrading Databases Using Deployment Procedure .............cccoccccuicciccccceccncncnnnne.
18.3.1 About Deployment Procedures............coceueuiiciciiiicieieiccen e
18.3.2 Meeting the Prerequisites ...
18.3.3 Upgrading Oracle Cluster Database Using Deployment Procedure.........................
18.3.4 Upgrading Oracle Clusterware Using Deployment Procedure............c.ccooeueee..

18.3.5 Upgrading Oracle Database Instance Using Deployment Procedure ....................

18.4  Upgrading an Oracle Database or Oracle RAC Database Instance Using the Database
Upgrade Wizard 18-18

18.4.1 Meeting the Prerequisites ...
18.4.2 Performing the Upgrade Procedure.............coooouoviiiiiniiiiiccc e

PartV Database Security

19 Managing Oracle Audit Vault and Database Firewall

20 Using Oracle Data Redaction

21 Managing Oracle Database Vault and Privilege Analysis
Part VI Middleware Provisioning

22 Overview of Middleware Provisioning

22.1  Introduction to Middleware ProviSioning ..........cc.cccocoeeeeueiieneininiinniicceeceeecennes
22.2  Oracle Fusion Middleware Provisioning Terminology ..........cccccccceucueuereueueereucuenucncnennnen
22.3  Supported Use Cases for Middleware Provisioning Procedures .............cccocovvinininiinne.
22.3.1 Provisioning Middleware Domains and Oracle Homes...........ccccccceevviiiiiinnininnnne.
22.3.2 Scaling WebLogic Server, SOA, Oracle Service Bus, and WebCenter Domains.....
22.3.3 Deploying / Redeploying / Undeploying Java EE Applications ...........ccccceeueueee.
22.3.4 Provisioning Coherence Nodes and Clusters............cccccceiuiiiniiiiiicciiccciccee
22.35 Provisioning SOA ATHfacts........cccoceiiiiiiiiicccceeeee s
22.3.6 Provisioning Oracle Service Bus Resources...........cocooeuiicieiiiicicieiccecce
22.3.7 Provisioning Oracle BPEL Processes .........ccccccoeueuiiiiiininiiiniiiiniciicicccceeeseees
22.3.8 Provisioning Oracle Application SErver............ccccieicemeeeeeeeeeeeneeenenenenes



23

24

25

Provisioning Fusion Middleware Domain and Oracle Homes

23.1  Getting Started with Fusion Middleware Provisioning...........c.ccccoeeveieireeiniccieiencnnnen, 23-2
23.2  Different Approaches to Launch the Provision Fusion Middleware Deployment Procedure
23-3
23.3  High-Level Steps for Middleware Provisioning ...........c.cccooeeueieiinieieiniiceiiceee 23-4
23.3.1 Stepl: Creating a Profile ............cocoii 23-4
23.3.2 Step2: Running Provision Fusion Middleware Procedure to Provision the Profile 23-4
23.4  Prerequisites for Provisioning from the Middleware Provisioning Profiles................... 23-5
23.4.1 Prerequisites for Provisioning the Installation Media Profile or the Oracle Home
Profile 23-5

23.4.2 Prerequisites for Provisioning the WebLogic Domain Profile............ccccccoeuvrnuencne. 23-6
23.4.3 Using Custom Scripts Stored in the Software Library ..o 23-7
23.4.3.1 Using Custom Scripts with Input Parameters..........c.ccooooeioiiiiiiincee, 23-7
23.4.3.2 Using Custom Scripts Without Inputs Parameters ...........c.cccccceeeiinvcncnnnne. 23-8
23.5  Creating Middleware Provisioning Profiles ............c.cccocooioiiie 23-9
23.5.1 Creating a Provisioning Profile Based on an Installation Media.............ccccoceoe..... 23-10
23.5.2 Creating a Provisioning Profile Based on an Oracle Home...........ccoooiciiinnnnes 23-12
23.5.3 Creating a Provisioning Profile Based on a WebLogic Domain ..............cccoccu....... 23-13

23.6  Provisioning of a new Fusion Middleware Domain from an Installation Media
Based-Profile or an Oracle Home Based-Profile 23-15

23.6.1 Customizing the Destination Environment from an Installation Media Based-Profile or
an Oracle Home Based-Profile. 23-19

23.7  Provisioning a Fusion Middleware Domain from an Existing Oracle Home............... 23-25

23.7.1 Customizing the Destination Environment from an Existing Oracle Home.......... 23-27

23.8  Cloning from an Existing WebLogic Domain Based-Profile..........c.cccccccccevrnnnnnnne. 23-32

23.8.1 Customizing the Destination Environment from an Existing WeLogic Domain

Based-Profile 23-35

Provisioning the SOA Domain and Oracle Homes

241  Getting Started with Provisioning SOA Domain and Oracle Home............cccocccvnnnee 24-1
24.2  Source Environment and Destination Environment after SOA Provisioning ................ 24-2
24.2.1 Source and Destination Environments for a Fresh SOA Provisioning Use Case.... 24-2
24.2.2 Source and Destination Environments for SOA Cloning Use Case...........cccceounee.. 24-3
24.3  Supported Versions of SOA for Provisioning..........c..ccccoeeeveiimnininiceencecceeees 24-4
24.4  Before you Begin Provisioning SOA Domain and Oracle Home.........c.ccccccccccuvucunnnnnnnnn. 24-4
24.41 Create Middleware Roles and Assign Privileges to them ... 24-4
2442 Setting Named Credentials and Privileged Credentials for the Middleware Targets ......
24-5
2443 (Applicable only for a Cloning WebLogic Domain Use Case) Cloning a Database 24-5
245  Use Case 1: First Time Provisioning of a SOA Domain ..........cccccoimeieiiiniiiicene, 24-5
24.6  Use Case 2: Provisioning from a SOA Oracle Home Based Provisioning Profile.......... 24-6
24.7  Use Case 3: Cloning from a Provisioning Profile based on an Existing SOA Domain.. 24-6
24.8  Use Case 4: Provisioning from an Existing SOA Home.........cccccooviiiiiineieiiiciccne 24-7
249  Use Case 5: Scaling Up an Existing SOA DOmain.........c.cccooveeieiniinniiiineeeece e 24-7

Provisioning the Oracle Service Bus Domain and Oracle Homes
25.1  Getting Started with Provisioning OSB Domain and Oracle Home ............ccccoovvvnnenn. 25-1



26

27

25.2
25.3
25.3.1
25.3.2

25.3.3
25.4
25.5
25.6
25.7
25.8

Supported Versions of OSB for Provisioning ............ccccceeeeeveiiiiinininiincns 25-2
Before you Begin Provisioning OSB Domain and Oracle Home...........cccccccceuvivinininnnnn. 25-2
Create Middleware Roles and Assign Privileges to them ...........cccccccceeevinicnne. 25-3
Setting Named Credentials and Privileged Credentials for the Middleware Targets ......
25-3
(Applicable only for a Cloning WebLogic Domain Use Case) Cloning a Database 25-3
Use Case 1: First Time Provisioning of a OSB Domain ...........cccecceeeveeeeiiiiiccccnccnenen 25-3
Use Case 2: Provisioning from a OSB Home Based Provisioning Profile ....................... 25-4
Use Case 3: Cloning from a Provisioning Profile based on an Existing OSB Domain... 25-4
Use Case 4: Provisioning from an Existing OSB Home...........cccccovoiniiniiiincciciccnen. 25-5
Use Case 5: Scaling Up an Existing OSB Domain ...........ccccooiiieieiiiciciicceccee, 25-5

Provisioning the Oracle WebCenter Domain and Oracle Homes

26.1
26.2
26.3
26.3.1

26.3.2
26.4
26.5
26.5.1
26.5.2

26.5.3
26.6
26.7
26.8
26.9
26.10

Getting Started with Provisioning WebCenter Domain and Oracle Home.................... 26-1
About WebCenter Topologies Supported in Enterprise Manager ............cccceoveerueueinncs 26-2
Source Environment and Destination Environment after WebCenter Provisioning..... 26-4

Source and Destination Environments for a Fresh WebCenter Provisioning Use Case ...
26-4

Source and Destination Environments for WebCenter Cloning Use Case .............. 26-5
Supported Versions of WebCenter for Provisioning............ccceceeevvvvnvrnnnnnncncccnes 26-6
Before you Begin Provisioning WebCenter Domain and Oracle Home.............c............ 26-6

Create Middleware Roles and Assign Privileges to them ..o 26-6

Setting Named Credentials and Privileged Credentials for the Middleware Targets ......

26-7

(Applicable only for a Cloning WebLogic Domain Use Case) Cloning a Database 26-7
Use Case 1: First Time Provisioning of a WebCenter Portal with Lock-downs ............. 26-7
Use Case 2: Provisioning a WebCenter Home...........cccccoiiiiiiiinniiiiiiccns 26-8
Use Case 3: Cloning an Existing WebCenter Portal Environment ...........ccccooooiiieiinnne, 26-8
Use Case 4: Provisioning from an Existing WebCenter Home .............cccoooiiinnie, 26-9
Use Case 5: Scaling Up an Existing WebCenter Domain ..........ccccccceiviniiiinniinininns 26-9

Middleware Provisioning using the EM CLI

271
2711
271.2
271.3
27.2
27.3
27.3.1
27.3.2
27.3.3
27.3.4
27.4
27.41
27.4.2
27.4.3
27.5

Creating Middleware Provisioning Profiles ..o 27-1
Creating a WebLogic Domain Profilec ... 27-1
Creating an Oracle Home Profile ... 27-3
Creating an Installation Media Profile..........c.ccccccceiiiiiiininiccccceecceene 27-5

Submitting the Procedure using EM CLI ..o 27-7

Listing Middleware Provisioning Profiles .............cccccccoiiiiiiiniiiiiiiicccccceee 27-7
Listing All the Profiles ... 27-7
Listing All the WebLogic Domain Profiles ..o 27-7
Listing All the Oracle Home Profiles...........cccccoooiiiiiiiiiiiiiiiccccccccee 27-8
Listing All the Installation Media Profiles ...........ccccocoeviiinnnnnnnncinrccceene 27-8

Describing Provisioning Profiles ..o 27-9
Describing a WebLogic Domain Profile............cccccccviiiiiiiinnniiiiiicnccne, 27-9
Describing an Oracle Home Profile ...........cccocovvvviiinnnnnrnnnnecccceeeeeees 27-11
Describing an Installation Media Profile.............cccooiiiiiiiiiice 27-11

Deleting Provisioning Profiles ... 27-12

xi



28 Middleware Profiles Using REST APIs

28.1  Creating Middleware Provisioning Profiles ...
28.1.1 Creating a WebLogic Domain Profile...........cccccococoiiiiiiiiiiiicccccccceeeenees
28.1.2 Creating an Oracle Home Profile ...........cocooooiiiii
28.1.3 Creating an Installation Media Profile..........cccoooiiiiiiiie
28.2  Listing Middleware Provisioning Profiles ...
28.2.1 Listing All the Profiles...........ccooiiiiiioiiiic e
28.2.2 Listing WebLogic Domain Profiles ............ccooiiiiiiiiiicccc e
28.2.3 Listing Oracle Home Profile.........c.cccocociiiiiiiiiiiececceeceeeeeeeeeeeeeeeeeees
28.2.4 Listing Installation Media Profiles ............ccocoooiie
28.3  Describing Provisioning Profiles ...
28.3.1 Describing a WebLogic Domain Profile ............ccooviniiniiiciiicccccccenes
28.3.2 Describing an Oracle Home Profile ...........cooooiioiiiiiiii
28.3.3 Describing an Installation Media Profile.............ccooooiiiiii
28.4  Deleting Provisioning Profiles ...
28.4.1 Deleting a WebLogic Domain Profile ...........oooceiiiiiiiiii
28.4.2 Deleting an Oracle Home Profile...........cccooioiiiiiiiic
28.4.3 Deleting an Installation Media Profile........c.ccccocoviiiinnininneeeees

29 Scaling Up / Scaling Out Fusion Middleware Domains

29.1  Getting Started.......cccociiiiiiiiiicccccccc s
20.2  PrerequUiSites ... s
29.3  Running the Scale Up / Scale Out Middleware Deployment Procedure........................
29.3.1 WebLogic Domain Scaling Up: Select Source Page ...
29.3.2 Weblogic Domain Scaling Up: Managed Servers Page.........c.cccooeeueiiniciiiinncienne.
29.3.3 WebLogic Domain Scaling Up / Scaling Out: Web Tier .........ccccoooeiriiiiininne,
29.3.4 WebLogic Domain Scaling Up / Scaling Out : Credentials Page.........cccccccccueunnneee.
29.3.5 Weblogic Domain Scaling Up / Scaling Out : Schedule Page ..........cccooeuevinnnnnne.
29.3.6 WebLogic Domain Scaling Up / Scaling Out : Review Page........cccooeveiiiiininnne.
29.4  Middleware Provisioning and Scale Up / Scale Out Best Practices.........cccccccoeueueueneneeee.

30 Deploying / Redeploying / Undeploying Java EE Applications

30.1  Getting Started with Java EE Applications .........ccccceeeuiiviriviveiiinrrccnrrceeereeeeeeas
30.2  Deploying, Undeploying, or Redeploying Java EE Applications...........ccccccevvirriennnnnen.
30.3  Supported Releases for Java EE Applications .........cccocouevvmeieiiiiininiiiicieieceeccs
30.4  Prerequisites for Deploying/Undeploying Java EE Applications.........cccccccoccuvueueucunnnne.
30.5 Creating a Java EE Application Component............cccoceeveviiiiiiiiiniiiiics
30.6  Java EE Applications Deployment Procedure..............ccccoormiiiriniiiiiiiiceccea
30.6.1 Deploying a Java EE Application ..........cccevueuiieieninniiirrcccrrreee s
30.6.2 Redeploying a Java EE Application .........cccccevueveviiniiiiiiniciiiics
30.6.3 Undeploying a Java EE Application ..........cccccccciiviiiiiiiiiiiiininnnnncnecae

31 Provisioning Coherence Nodes and Clusters

311 Getting Started........covvviviiiiiiiii e
31.2  Supported RelEases.........ccccccuiuiiiiiiiiiiiiriciiciicecccee s
31.3  Deploying Coherence Nodes and CIUSteTs ...........cccouiriiieiiiciciiiice

Xii



32

33

34

35

31.3.1 PrerequiSites ... 31-2

31.3.2 Creating a Coherence Component ..........c.ooveeieiiiciiieiciccece s 31-3
31.33 Deployment Procedure...........cccccueuiiiiiiiiiiiiiccceeeeceee e 31-4
31.3.3.1 Adding a Coherence Node...........cccoiiiiiiiii 31-7
31.3.3.2 SAMPLE SCIIPLS ...vviiececieic e 31-10
31.3.3.2.1 default-start-sCript.pl......ccccceierrrriicrrccrrr s 31-10
31.3.3.2.2 generate-wka-override.pl.........cooooii 31-14
31.4  TroubleShOOting ..o 31-16
Provisioning SOA Artifacts and Composites
32.1  Getting Started with SOA Artifacts Provisioning ..o 32-1
32.2  Understanding SOA Artifacts ProviSIONING .......c.cccceeuvureririrerernirvirirreeeeeeeeeeeeeeeeeeeees 32-2
32.3  Deployment Procedures, Supported Releases, and Core Components Deployed ........ 32-4
32.4  Provisioning SOA Artifacts .......cccooiieiiiiiiiiicec e 32-4
32.4.1 Provisioning SOA Artifacts from a Reference Installation..........cccccccceeecinccnnne 32-4
32.4.2 Provisioning SOA Artifacts from Gold Image ..........ccooeeueieiiiieiiiiic 32-7
32.5  Deploying SOA COMPOSILES ......cevvuiueieieiiiiicieiiiicte et 32-8
Provisioning Oracle Service Bus Resources
33.1  Getting Started with Provisioning Oracle Service Bus Resources..........c.cccccooorueirinrnnne 33-1
33.2  Supported ReLEases.........ccccccuiiiiiiiiiiiciiiiceiceeecec s 33-2
33.3  Provisioning Oracle Service Bus Resources from Oracle Service Bus Domain............... 33-2
33.4  Understanding the Export Modes for OSB ReSources ...........cocoeuvvreueieiicicieicicicieene 33-6
33.5  Provisioning Oracle Service Bus Resources from Oracle Software Library .................... 33-7
Provisioning Oracle BPEL Processes
34.1  Getting Started with Oracle BPEL Processes ..........c.cccococueueueuiuiucmeucueuciciemeieeneeneeeieeenenenenens 34-1
34.2  Supported Releases for Oracle BPEL Processes ............ccccovivieiiiiinininiieiinieceieennens 34-2
34.3  Provisioning Oracle BPEL Processes..........ccocoiirueieiniiiiieiiiicicie s 34-2
Provisioning Oracle Application Server
35.1  Getting Started with Provisioning Oracle Application Server............cccecevvvnnrnncncne. 35-1
35.2  Deployment Procedures, Supported Releases, and Core Components Deployed ........ 35-2
35.3  Provisioning Oracle Application Server 10g Release 1 (10.1.3)......c.cccoovrreiiiiiririiiinnnen 35-2
35.3.1 Cloning a Running Oracle Application Server Instance ...........cccccceeeiivrvinicnnnnne. 35-2
35.3.1.1 Cloning from an Existing Cluster, Scaling Up the Existing Cluster, and Using the
Same Internet Directory 35-3
35.3.1.2 Provisioning from an Existing Cluster and Creating a New Cluster Without
Internet Directory 35-8
35.3.1.3 Provisioning from an Existing Cluster and Creating a New Cluster With Internet
Directory 35-13
35.3.2 Provisioning a Gold Image of the Oracle Application Server...........ccccccevurururerenne. 35-18
35.3.2.1 Provisioning and Creating a New Cluster Without Internet Directory .......... 35-18
35.3.2.2 Provisioning and Creating a New Cluster With Internet Directory ................ 35-23
35.3.2.3 Provisioning and Treating Oracle Application Server as a Standalone Instance

Without Internet Directory 35-28

xiii



35.3.2.3.1 PrerequiSites ...t 35-29

356.3.2.3.2 Provisioning Procedure ... 35-29

35.32.4 Provisioning and Treating Oracle Application Server as a Standalone Instance
With Internet Directory 35-33

35.4  Provisioning Oracle SOA Suite 10g (10.1.3.4 and 10.1.3.5) .....ccovrmimiiirieniciecne 35-38

Part VIl Bare Metal Server Provisioning

36 Provisioning Bare Metal Servers

Xiv

36.1  Getting Started with Provisioning Bare Metal Servers.........c.cccccoouieiiiincieiiicicicene 36-1
36.2  Overview Of Bare Metal PrOVISIONING.........ccoooviuiieiiiiiiieieicci e 36-2
36.2.1 Accessing Bare Metal Provisioning Page ... 36-2
36.2.2 Provisioning Environment for Bare Metals ...........ccccoovoiiiiiiiiii 36-3
36.2.2.1 Software Library and its Entities..........ccooooiii, 36-3
36.2.2.2 BOOt SOIVET ..ottt 36-3
36.2.2.3 StAZE SEIVET ..t 36-4
36.2.2.4 Reference HOst .......cccoviiiiiiiiiiiiiiiiiiiciccc s 36-4
36.2.2.5 RPM ReEPOSItOIY ...ttt 36-4
36.2.3 Provisioning Bare Metal ...........coooiiiiiiii 36-4
36.3  Supported Releases of LINUX.......c.cooruiiiiiciiiiiiice e 36-5
36.4  Setting Up Infrastructure for Bare Metal Provisioning ...........cccccccecevvvrvrnnncrnncncnes 36-5
36.4.1 Setting Up Stage SEIVET.......ccuiiiiucieiiicii e 36-5
36.4.1.1 Prerequisites to Setup a Stage Server..........cooiiiiiicii 36-5
36.4.1.2 Setting up a Stage Server and Accessing the Management Agent files............. 36-6
36.4.1.2.1 Setting up an NFS Stage Server..........oiiiciciiceece i 36-6
36.4.1.2.2 Setting up a HTTP Stage Server ... 36-7
36.4.2 Setting Up Boot Server and DHCP SeIver ..o 36-8
36.4.3 Setting Up RPM RePOSItOrY ......covueviiiiieiiicicie e 36-9
36.4.3.1 Setting UP RHEL 4 RPM RepoSitory ........cccccvviviiiiiniiiiiiiniiiiiiinicnnees 36-9
36.4.3.2 Setting Up Oracle Linux 4 RPM RepOSItOry .......cccccvcucueueueuemeueininiieneeeeeceereenes 36-10
36.4.3.3 Setting Up RHEL 5/Oracle Linux 5 RPM Repository........c.cccooieeiniicicieiinne, 36-11
36.4.3.4 Exposing RPM Repository through HTTP or FIP ........ccccccoovvvinininine 36-12
36.4.4 Configuring Stage SEIVET........cccciuiiriiiiieieirieieceerree s 36-12
36.4.5 Configuring Boot SEIVeT ..........coiiiiiiiiiicc s 36-13
36.4.6 Configuring DHCP SEIVET .......ccooouviviiiiiiiiiiiiiiicccc e 36-13
36.4.7 Configuring RPM RePOSItOTY ......c.ccceuiuiuiiiiriiiiiiieicirieieieieeeeieeeereeeseseseeese e 36-14
36.4.8 Checklist for Boot Server, Stage Server, RPM Repository, and Reference Host.... 36-14
36.4.9 Configuring Software Library Components............cccccceevuviriririrevinninnnnnninneenes 36-15
36.4.9.1 Creating Operating System Component............ccccoevivinniiinniiinnniines 36-15
36.4.9.2 Creating Disk Layout Component.............ooeeueiiinieiiiicicieiccec e, 36-17
36.4.9.3 Creating an Oracle Virtual Server Component...........ccccceoveeiiiiiicicicnnnes 36-18
36.5  Prerequites For Provisioning Bare Metal Servers and Oracle VM Servers ................... 36-19
36.6  Provisioning Bare Metal SeIVers...........ccooeiieiiiiiiiiiiiicic s 36-19
36.7  Provisioning Oracle VIM SEIVETS ........cccouviiiiiiiiiiiiiiciiiccinncececcsscsccsssenes 36-23
36.8  Viewing Saved PLANS .......cccooiiiiiiiiiiie e 36-26
36.9  Using Saved Plans for Provisioning Linux Operating Systems on Bare Metal Servers............
36-27



Part VIl

Host Management

37 Overview of Host Management

38

39

40

37.1
37.2
37.3
37.4

HOSt StatiStiCs ..vovevieiiieiceiieeetce s 37-1
Diagnosing Host Problems..........ccccccciiiiiiiiiiicceeeceeeeeceeeeeeeeeeeeeeeeeeeees 37-2
Viewing Targets on the HOSt ... 37-2
Storage Statistics and HiStOIY ........ccouiiiiiiiiii 37-2

Setting Up the Environment to Monitor Hosts

38.1
38.2
38.3
38.4
38.4.1
38.4.2
38.5

Custo

39.1
39.2

Required INStallations ..........ccooiiiiiiici 38-1
For Linux Hosts - Installing YAST .......ccccooiiiiiiiiiicceeeccceeeeeeeeeeeeeeeeeeeeeeeeeeees 38-1
Setting Up Credentials ..o 38-2
Setup Needed for Host MONItOTING........cceuiiieiueieiiicieiec e 38-3
Viewing Monitoring Configuration ............cccoceiiciiiieeiccceeeeeeeeeeeeeeeneees 38-3
Setting Up Monitoring Credentials.............coooouiviiiiiiiiiiiiii e 38-3
Target Setup Needed for Host Administration ..o 38-4
mizing Your Host Monitoring Environment
Customizing the Host Home Page ..o 39-1
USINE GIOUPS.....oiiiiiiiiiiiiiciiiiicc bbb 39-2

Monitoring Hosts

40.1
40.1.1
40.1.2
40.1.3
40.1.4
40.1.5
40.1.6
40.2
40.2.1
40.2.2
40.2.3
40.2.4
40.2.5
40.2.6
40.2.7
40.2.8
40.2.9
40.2.9.1
40.2.9.2
40.2.9.3
40.2.9.4
40.2.10
40.2.11

OVerall MONIEOTING .....cveviviiieieirieicieiieeeieeteteee et aees 40-1
CPU DELAIlS....couiiciieieeiieieeeeteeeete sttt st ste et et e e b e s te e s e e seesbesreessesseessesssessasssessensenns 40-1
Memory Details.........coviiuriiiicie s 40-2
DISK DIELAILS ..cuveieeieeierieeieietettetieeest ettt ettt e et be st b e bt e st esaesaesaesaesasennens 40-2
Program Resource Utilization............coooeueiiiicieiiiiic 40-2
LOg File ALETtS ....cuvviiiiiiicici s 40-2
Metric COlleCtiON EITOTIS.....cciiiiviiiiiiieierieietetetetee et re e sse s s essestessesaessessesassansessens 40-2

Storage DetailS ..ot 40-2
Storage UtIliZation ..........ccccciiiiiiiiiiiiiiiccc s 40-3
OVETall UHIZAtION ..ovveeieeieiieeieiieieieicieie ettt eete e e e s sb b esse s essesaesaessesassasensens 40-3
Provisioning SUMMATY .......ccooueiiiieieiiiicice e 40-3
Consumption SUMMATY ..o s 40-4
ASM ..ottt ettt ettt be e be b e b et e st e st estenteseeteereeseeseerarsenrens 40-4
DAtADASES ....cvveeeieiieieiietee ettt ettt ettt et e be et e s re e b e beertesbeesbesaessenraans 40-4
DIHSKS vttt et et ettt et et eete et e be et e ereerbeereenteebeenbeereenrenreens 40-4
FAle SYSEEIMS ...t 40-5
VOIUITIES ..ottt ettt ettt ettt ste et e s te e aesseesbesseesseessessassaessesssesseassensesssessensenn 40-6

Types of ENtities......c.cccociiiiiiiiiiiiiiiiiiccc s 40-6
Top-Level ENtities. ......cccocoiiiiiiiiiiiiccecicecceeeceeeee e 40-6
Bottom-Level ENEIES.......ccvcciiiieiecececeeeeteee ettt 40-6
Intermediate ENtIIES ......cocveiiieiiiiiciiieceeceeeeetee ettt 40-7
Vendor DISEIDULION .....ccvivviviieieieieieiet ettt et e e st sb e s s e saesseseesassassessens 40-7
Storage HiStOIY .....cceiiiiiicieiee e 40-7

XV



41

40.2.12 StOTage LayerS ..ot e 40-7
40.2.13 Storage Refreshi..........o.oi 40-8

Administering Hosts

41.1  Configuration Operations on HOSES .........c.corueiioiiiiii 41-1
41141 Configuring File and Directory Monitoring Criteria.........c.cococevvvvvirvnvnnrnnenes 41-1
411.2 Configuring Generic Log File Monitor Criteria ..........ccocooreieiiineiniicieccce 41-2
411.3 Configuring Program Resource Utilization Monitoring Criteria ............ccccoeeuenneee. 41-3
41.2  Administration TasKS ... s 41-4
41.2.1 SEIVICES ..ttt s 41-5
41.2.2 Default System Run Level ... 41-6
41.2.3 INetWork Card........coovviiiiiiic s 41-6
4124 Host LOOKUP Table ..o s 41-7
41.2.5 INFS CHENE ..ot 41-7
41.2.6 User and Group Administration (USers)..........ccccceueueirieueeirnieiieerireeeeeeeeeeeeeeeens 41-9
41.2.7 User and Group Administration (Groups) .........ccceevviriiiiiiiiiiiiiecceeennes 41-10
41.3  Using Tools and Commands..........ccceueuiiuriniiiiiieieiecc e 41-10
41.31 Enabling Sudo and POwer Broker ... 41-11
41.3.2 Executing the Host Command Using Sudo or PowerBroker.............cccccovinnenne. 41-11
41.3.3 Remote File EAItOr ........cccouiiiiiiiiiciiiiiices s 41-12
41.4  Adding HOst TArgets ......cccceurueuiuiuririiiiiciciiericerere et 41-13
41.5  Running Host Command.........ccccooiiiiiiiiiiiiiii s 41-13
41.51 Accessing Host Command ...........ccoiiiiiiii 41-13
4152 Executing Host Command Using Sudo or Power Broker ..........c.ccccccovevciciiinncnes 41-13
41.5.3 Execute Host Command - Multiple HOStS ........cccccoevviiiiiiiiiiii 41-13
41.5.31 Target PrOPerties ...t 41-14
4154 Execute Host Command - GIOUP ......c.cceueururireririririririrrirreeee e 41-15
41.5.5 Execute Host Command - Single HOSt ..o 41-16
41.5.6 L0ad OS SCIIPL...viuieiiiiiiiiieieiiii s 41-17
4157 Load From JOb LiDIary .......cccceeivirriininirriirirccce e 41-17
41.5.8 Execution HiStOIy ......cccooieiiiiiiii 41-17
41.5.9 EXeCUtion ReSULLS .....oveuiiiiciiiiiicccc s 41-17
41.6  Miscellaneous Tasks ..o s 41-18
41.6.1 Enabling Collection of WBEM Fetchlet Based Metrics..........cccoovrieiiiniciiiinnn, 41-18
41.6.2 Enabling Hardware Monitoring for Dell PowerEdge Linux Hosts ........................ 41-18
41.6.3 Adding and Editing Host Configuration ............cececoirieiiniiiccciiicccceccnenes 41-19

Part IX Patch Management

42 Patching Software Deployments

XVi

42.1  Overview of the New Patch Management SOIUtion ...........cccccceueueuriiiinnnniicnncccen 42-1
4211 Overview of the Current Patch Management Challenges.........c.ccccoooriieiiiniinne. 42-2
42.1.2 About the New Patch Management Solution............ccccccceuiiciciiiiiiiciiicicccee, 42-2
42.1.3 Overview Of Patch PIans.........ccccccouciiiiiiiieecerceeeeeeee e 42-3
42.1.31 About Patch PIans ... 42-4
42.1.3.2 About Types of Patch Plans ..........ccccccciiiiiiiiiiiiiccccccccceeeeeeens 42-5



42.1.3.3 About the Create Plan WIZard .........ooouveevieiiieeie e 42-5

421.4 Overview of Patch Templates...........ocoooeiiiiiiiii 42-7
42.1.41 About Patch Templates........cccccciiiiiiiiiiiiiicccceeeeeee s 42-7
42.1.4.2 About the Edit Template Wizard ..., 42-7
42.1.5 Supported Targets, Releases, and Deployment Procedures for Patching................ 42-8
42.1.6 Overview of Supported Patching Modes.........c.cccceeeuiiiiniiiinninrrreerreeeene 42-10
42.1.6.1 Overview of Patching in Online and Offline Mode .........cccccovoiriiiiiriiieinnne, 42-10
42.1.6.2 Overview of Patching in In-Place and Out-of-Place Mode .............ccccccueueennie. 42-11
42.1.6.3 Overview of Patching in Rolling and Parallel Mode...........cccccovviiiiiinnnnns 42-13
421.7 Understanding the Patching Workflow ..o 42-14
422  Setting Up Infrastructure for Patching ... 42-15
42.2.1 Meeting Basic Infrastructure Requirements for Patching...........cccccceiviiccciiccnnes 42-15
42.2.2 Creating Administrators with the Required Roles for Patching..........c.c.c.ccoccco..... 42-16
42.2.3 Setting Up Infrastructure for Patching in Online Mode (Connected to MOS) ...... 42-16
42.2.3.1 Enabling Online Mode for Patching ...........cccoceevivnniiniiniieciiiiccccccccnes 42-17
42.2.3.2 Registering the Proxy Details for My Oracle Support ...........coooeeieiiiieiennnnne, 42-17
42.2.4 Setting Up Infrastructure for Patching in Offline Mode (Not Connected to MOS)...........
42-18
42.2.4.1 Enabling Offline Mode for Patching...........cccocouvvvvnnnninnnncnrnccceecees 42-18
42.2.4.2 Downloading Enterprise Manager Catalog Zip File From Another Host With
Internet Connectivity 42-19
42.2.4.3 Uploading Enterprise Manager Catalog Zip File from your Host With No Internet
Connectivity 42-19
42.2.4.4 Uploading Patches to Oracle Software Library........c.ccccoeviciiicnccccccnennn 42-19
42.2.5 Analyzing the Environment and Identifying Whether Your Targets Can Be Patched .....
42-23

42.3  Identifying Patches to Be Applied........c.coooimiioiiiiiiii 42-24
42.3.1 About Patch Recommendations ..., 42-24
42.3.2 About Knowledge Articles for Patching ...........oooovoiiiiiie 42-26
42.3.3 About Service Requests for Patching............ccooooioiiiiiii, 42-26
42.3.4 Searching for Patches on My Oracle SUPPOTt.........cocovrirererninirinniciiicccccecenes 42-26
42.3.5 Searching for Patches in Oracle Software Library ............coocoevirieiiiiiiic 42-27
42.4  APPLYINg PatChes ..o 42-28
42.41 Creating a Patch Plan ..o 42-28
42.4.2 Accessing the Patch Plan ... 42-29
42.4.3 Analyzing, Preparing, and Deploying Patch Plans............ccccooiiiiiiiiiiicnnnenas 42-30
42.4.4 Switching Back to the Original Oracle Home After Deploying a Patch Plan........ 42-39
42.4.5 Saving Successfully Analyzed or Deployed Patch Plan As a Patch Template....... 42-40
42.4.6 Creating a Patch Plan from a Patch Template and Applying Patches.................... 42-40
42.4.7 Patching Oracle Grid Infrastructure Targets .........cccocccevvvvrrvnnnrnreeerreeenes 42-41
42.4.8 Patching Oracle Exadata..........ocooeueieiiiiioiiii s 42-42
42.4.9 Patching Oracle Data Guard Targets ..........ccccccecuvviviiiiininnininnninnnccecaes 42-45
42.4.9.1 Oracle Data Guard Patching Workflow ...........ccccocvvvvnnnnnnnnnececeees 42-46
42.4.9.2 Oracle Data Guard Patching Scenarios ..o, 42-46
42.4.10 Patching Oracle Identity Management Targets............cccocovvivrnnnnnnnnnnnncnccnns 42-50
42.4.11 Patching Oracle Siebel Targets ........c.cccocccueucicuiiciininiieceeeeeeeeeeeeee s 42-50
42,5 Diagnosing and Resolving Patching ISSUES ...........ccoceueiiiiriiiciiiicinc e 42-50
42.5.1 Workarounds for Target Related Errors...........ccoooiiiiiiiiiiciiiiiccccceen, 42-51

Xvii



43

xviii

425.11 Workarounds for Missing Property Errors..........coevevineiiiiiiiciicineenne, 42-51

4251.2 Workarounds for Unsupported Configuration Errors ..o 42-53
42.5.2 Common Patching ISSUES .........ccvuiiiiiiiiiiiiiiccccecreeer s 42-53
42.5.3 Resolving Patching ISSUES ..........cccoeviviiiiiiiiiiiiiiiiicane 42-54
42.5.4 Rolling Back Patches ... 42-55
42.6  Additional Patching Tasks You Can Performi..........cccoooioiiniiiioinciiiicccccccnenes 42-56
42.6.1 Viewing or Modifying a Patch Template ..........cccccooiiiiiiiiiiiiic, 42-56
42.6.2 Saving a Deployed Patch Plan as a Patch Template..........ccccooviiiiiiiiiinnnn. 42-56
42.6.3 Downloading Patches from a Patch Template ..........cccccccvuviriinnnnnnnninrccnes 42-58
42.6.4 Deleting a Patch Plan ... 42-58
42.6.5 Deleting a Patch Template..........ccccccocoiiiiiiiiiiiniiiiis 42-59
42.6.6 Converting a Nondeployable Patch Plan to a Deployable Patch Plan ................... 42-59
42.6.7 Associating Additional Targets to a Patch in a Patch Plan...........ccooovnnn. 42-59
42.6.8 Manually Staging the Patching Root Component ...........ccooviiiiiiiiiiiicinnn, 42-61
42.6.9 Restricting Root User Access for Patching ..o 42-61
42.6.10 Resolving Patch CONfICS ........c.oviuiveiiiiiie s 42-62
42.6.11 Analyzing the Results of Patching Operations............ccccooiiiiiiiiiiiciiiinnn, 42-62
42.6.12 Customizing Patching Deployment Procedures...........ccccoevuervvvnrnnnnnrnencenes 42-63
42.6.12.1 Customizing a Static Patching Deployment Procedure...........cccccoovvvvinininnnn 42-63
42.6.12.2 Customizing a Dynamic Patching Deployment Procedure.............cccccccocec... 42-63
42.6.13 Pausing the Patching Process While Patching Targets in Rolling Mode................ 42-64
42.6.14 Rolling Back Patches ..o 42-64
42.7  End-to-End Use Case: Patching Your Data Center ...........ccccovvivnininnnnnnnniincnn 42-65
42.8  Patching Database as a Service POOIS..........cocoveriiiiiiiiiiiicccccccccecceeeee e 42-65

Patching Linux Hosts

43.1  Overview of Patching Linux HOStS ......c.cccceeuiiiiiiiiiiiiicccrcecereee s 43-1
43.2  About the Deployment Procedure for Patching Linux Hosts ........cccccovoriiiiiinnn, 43-2
43.3  Supported Linux Releases ...........coouiiieiiiiiiicieiiccicie s 43-2
43.4  Setting Up Infrastructure for Linux Patching ..o 43-3
43.4.1 Prerequisites for Using the Linux Patching Feature..............ccooooveiiiiniii 43-3
43.4.2 Setting Up the RPM Repository for Linux Patching............cccccceiiiiiiiinnnnnn 43-3
43.4.2.1 Prerequisites for Setting Up the RPM RepoSitory ........c.cccccecueuceciccmnucucncncuennee 43-3
43.4.2.2 Setting Up the RPM Repository for Patching..........c.ccooeeieiiiiciciiicie, 43-5
43.4.3 Setting Up Linux Patching Group for Compliance Reporting...........cccccccevuvuviennnnne. 43-7
43.4.3.1 Prerequisites for Setting Up Linux Patching Group.........cccccecevvvrvvvvrnnenenes 43-7
43.4.3.2 Setting Up a Linux Patching Group.........c.coooeeieiiiriiiiiccccce, 43-7
43.5  Patching LinUX HOSES .....ccccciiuiiiiiiiiiiiiiccccc s 43-9
43.5.1 Applying Patches on a Linux Patching Group Based on Compliance ..................... 43-9
43.5.2 Applying Ad Hoc or Emergency Patches on Linux Hosts ........c.cccoooiiiiiiinnn. 43-11
43.6  Managing Linux Configuration Files...........cccoviiiiiiiiniiiiiicccccccccnes 43-13
43.6.1 Overview of Linux Configuration Files...........cccoooiviiniiiiiiiiiicccccccenes 43-13
43.6.2 Prerequisites for Managing Configuration Files...........ccccooviiiii, 43-14
43.6.3 Creating a Linux Configuration File Channel ............ccccccooiiiiiiiiiiiiiccnn, 43-14
43.6.4 Uploading Linux Configuration Files to a Particular Channel............ccccccceceeneee. 43-14
43.6.4.1 Prerequisites for Uploading Linux Configuration Files ..........ccccccoeiviiininnine, 43-14
43.6.4.2 Uploading Linux Configuration Files ...........cccccccceviivniniiinniniiiiiinne, 43-14



43.6.5 Importing Linux Configuration Files from One Channel to Another .................... 43-15

43.6.5.1 Prerequisites for Importing Linux Configuration Files ............cccccccoiiiiii, 43-15
43.6.5.2 Importing Linux Configuration Files ..........c.ccccccceiiiiiinnireceee 43-15
43.6.6 Deploying Linux Configuration Files From a Particular Channel.......................... 43-15
43.6.6.1 Prerequisites for Deploying Linux Configuration Files.........c.c.ccccccoooeiii 43-15
43.6.6.2 Deploying Linux Configuration Files.........c.ccccccooiiniiiiniiiniiiiciccciceenes 43-15
43.6.7 Deleting a Linux Configuration File Channel ... 43-16
43.6.7.1 Prerequisites for Deleting a Linux Configuration File Channel................... 43-16
43.6.7.2 Deleting Linux Configuration File Channels .........c.cccccccceevnininnnnnnnnne. 43-16
43.7  Additional Linux Patching Tasks You Can Perform ..o 43-16
43.7.1 Viewing Linux Patching Compliance History.........c.cocoooieiiiiiiiiiciiicccce 43-17
43.7.1.1 Prerequisites for Viewing Linux Patching Compliance History ...........cc....... 43-17
43.7.1.2 Viewing Linux Patching Compliance HiStory ..........cccooieiiiiiiiiiiiiiica 43-17
43.7.2 Patching Non-Compliant Linux Packages ..........c.cccoveueuiioirieiniiiciceccecc 43-17
43.7.2.1 Prerequisites for Patching Non-Compliant Linux Packages...........ccccccceevueueeee 43-17
43.7.2.2 Patching Non-Compliant Linux Packages...........cccoooeeieiiiiiiiiiceiiciee, 43-17
43.7.3 Rolling Back Linux Patch Update Sessions or Deinstalling Packages.................... 43-18
43.7.3.1 Prerequisites for Rolling Back Linux Patch Update Sessions or Deinstalling
Packages 43-18

43.7.3.2 Rolling Back Linux Patch Update Sessions or Deinstalling Packages............. 43-18
43.7.4 Registering a Custom Package Chanmnel...............ccoooiiiiie 43-19
43.7.4.1 Prerequisites for Registering a Custom Package Channel ............cccccoveeennce. 43-19
43.7.4.2 Registering a Custom Package Channel ..., 43-19
43.7.5 Cloning a Package Channel..............ccoooiiiiiiiic s 43-19
43.7.5.1 Prerequisites for Cloning a Package Channel .............cccccoovvininnnnnnncncne. 43-20
43.7.5.2 Cloning a Package Channel ..., 43-20
43.7.6 Copying Packages from One Channel to Another ... 43-20
43.7.6.1 Prerequisites for Copying Packages from One Channel to Another............... 43-20
43.7.6.2 Copying Packages from One Channel to Another ..., 43-21
43.7.7 Adding Custom Packages to a Channel............cccoooiiice 43-21
43.7.7 1 Prerequisites for Adding Custom Packages to a Channel...........cccccccoevnence. 43-21
43.7.7.2 Adding Custom Packages to a Channel............ccoooiiiiiinicc, 43-21
43.7.8 Deleting a Package Chanmnel...........c.cccccccoeiiiiiiiiiinininiiicnsnnceeaes 43-22
43.7.8.1 Prerequisites for Deleting a Package Channel .............ccccocovvvvinninnnnncne. 43-22
43.7.8.2 Deleting a Package Chanmnel ..............cooiiiiiiiinc e 43-22

Part X Configuration, Compliance, and Change Management

44 Managing Configuration Information

441 Overview of Configuration Management............ccccooeuriiiiiinieiniicciccc s 44-1
44.2  Overview of Configuration Searches.............cccovvviiriiniiininnininnccs 44-3
44.21 Managing Configuration Searches..............cccococceiciiiiiiececcceeeeeeeeeeeneees 44-4
44.2.2 Setting Up @ Sarch..........cooouiiiiiiii e 44-4
44.2.3 Reviewing Search SCeNarios...........ccccoceiiiiiiiiiiiiiiiiiiiicicee s 44-6
44.3  Overview of Configuration BrOWSET..........ccccceuiuiuimiiiiiiiiiicicieiciceeeeeeeeeeeeeeeee s 44-7
44.31 Viewing Configuration Data...........cccoooriiiiiiii e 44-8
44.3.2 Working with Saved Configurations............cccccoiiiiiiiiiiiiiiccceecceees 44-9

Xix



XX

44.3.3 Working with Inventory and Usage Details..........cccccooviniiniinine, 44-10

44.4  Overview of Configuration HiStOIy ......cccceueiiiiiiiiiiiiic e 44-11
44.41 Accessing Configuration HiStOTY ........cccccoceiiiiiiiiniiicnrncerrreneee e 44-12
44.4.2 Working with Configuration History ..., 44-13
44.4.2.1 Searching HiStOIY .......couoiiiieiiicic 44-13
44422 Annotating Configuration Changes ...........ccceevirinniiiiinccicciccccccenenes 44-14
44.4.2.3 Scheduling a History Search and Creating a Notification List...........c............. 44-14
44.42.4 Saving History to @ File.........cooiiiiiii i 44-15
44.4.3 Viewing History Job ActiVity ... 44-15
445  Overview of Comparisons and Templates...........cccccoveiiiiiiiiiiiiiii 44-15
44.51 About Comparison Templates..........c.corieiiiiiiiiiicc 44-15
4452 Working with Comparison Templates .........c.ccoeveeiriiiniiiiiicccceccceecenes 44-16
44.5.2.1 Creating or Editing a Comparison Template .........c.cccoooereiiiiniiiiiiiiiie, 44-16
445.2.2 Managing Comparison Templates.........ccccooeorueieiiioirieiciiiccce e, 44-18
4453 SPECIfyINg RULES......c.cvoviiiiiiiiir et 44-19
44.5.3.1 Creating a Value Constraint Rule ..o, 44-19
44.5.3.2 Creating a Matching Rule.............coooii 44-20
4453.3 Creating an Include or Exclude Rule.........c.ccccccoiiiiiniiinccene 44-20
44.5.4 About Rules Expression and Syntax..........ccoceiicieieiiiieicceec 44-21
44.5.5 Understanding Rules by Example...........ccooooiiiiiiiii 44-22
44551 Matching Rule EXamples.........ccooviirriiiiinnnninrr e 44-23
44.5.5.2 Including or Excluding Rule Examples.........cccccooiiiiiiiiiiiiiiiiccccicee, 44-24
44.5.6 About COMPATISONS ......oieieiiiiicieie e 44-25
4457 Understanding the Comparison Wizard...........ccccoceiiiiiiiiiiiniiccceccceee 44-25
44.5.7.1 Selecting a Configuration to Compare Against .........c.cccooeeveeiirciiiiiicicnn, 44-26
44.5.7.2 Selecting Configurations to COMPAre ..........ccceveiimirieiiiicieeicee e, 44-26
44573 Selecting a Template to Use in the Comparison ...........ccccceeeveveverrrrrrererceccnes 44-26
445.7.4 Mapping Members in a System CompariSomn..........ccceevvvevereriiininiiniininnnns 44-26
44575 Scheduling the Comparison and Creating a Notification List...........cccc.cc........ 44-27
445.7.6 Reviewing the Comparison Parameters and Submitting the Job..................... 44-29
44.5.8 Working with Comparison Results...........cccooiiiiiiiiiiii 44-30
44.5.8.1 About Comparisons and Job ActiVity ........ccccccvvvviiniinniiiiicces 44-30
44.5.8.2 About System Comparison Results ..o 44-31
44.5.8.3 About Standard Target Comparison Results ..o, 44-32
445.8.4 Synchronizing Configuration Files ..., 44-33
446  Overview of Configuration Extensions and Collections............cccceeeveeiiiinccciccncnes 44-35
44.6.1 Working with Configuration EXtensions ..........ccccoieeeiiiiiiiccccc 44-35
44.6.1.1 Creating a Custom Target TYPe .......ccccevviviviiiiiniiiiiicces 44-35
446.1.2 Creating or Editing a Configuration EXtension ............cccccocevvvvvnnnnnncnccnes 44-36
44.6.1.3 Using the Files & Commands Tab..........c.ccccooiioiiii, 44-37
44.6.1.4 Using the SQL Tab......c.covciiiiiiiiiiicircciecce e 44-38
446.1.5 Setting Up Credentials When Creating a Configuration Extension ................ 44-39
44.6.1.6 Setting Up RULES .......cucviiiii e 44-39
44.6.1.7 Managing Configuration EXtensions..........cccceceevvvvinnnnnnnnnicinnecnes 44-40
44.6.1.8 About Configuration Extensions and Versioning ..........c.c.coceceeevevecnceccinncnes 44-41
44.6.1.9 About Configuration Extensions and Privileges ..........ccccccooereniiiniciiininnnen, 44-42
44.6.2 About Configuration Extensions and Deployment...........cccocooiiiiiiiiiiiicnnne. 44-42



44.6.2.1 Deploying and Undeploying Configuration Extensions...........ccccocevvvnininne 44-43

44.6.2.2 Editing a Deployment of Configuration Extensions ...........ccccccooeiiciiinininnnn. 44-44
44.6.2.3 Viewing a Configuration Collection ...........coeciiiiiiiiiciciicccccccenenens 44-44
44.6.3 Extending Configuration Data Collections.............ccoeueiiiiiieiiiicieicccce 44-44
44.6.3.1 Extending Existing Target Collections ...........ccceoviomiiieioiicieieicceecc e 44-45
446.3.2 Adding New Target Data COLleCtions ..........cccccviiiniiieiiiccicicceeicccenenes 44-45
44.6.4 Using Configuration Extensions as Blueprints ..., 44-47
447  OVerview Of PAISETS .......ccccoviiiiiiiiiiiiiiiiii s 44-47
44.71 Managing ParSers ..o s 44-48
44.7.2 ADbOUt XIML PaISers .......cooviviiiiiiiiiiici s 44-48
44.7.21 About the Default XML Parser ..o 44-48
44.7.2.2 About the Generic XML Parser ..o, 44-50
44.7.2.3 XML Parser EXxamples.........cccccovviiiiniiinininiiiiiiin s 44-50
44.7.3 About Format-Specific Parsers ............cccooeuiriciiiicceccec e 44-51
44.7.31 Database Query Parser Parameters ... 44-52
44.7.3.2 Directory Parser Parameters ..o 44-53
44.7.3.3 E-Business Suite Parser Parameters.........ccccocooeuiiniiiiiiiiniiciiieccccccs 44-53
44.7.3.4 Galaxy CFG Parser Parameters ...........coocovveereeinenininencnciicccccsececccscenenes 44-53
44.7.3.5 MOQ-Series Parser Parameters .........cccceveerierierieiierieneesieeeesieseeseeseeessessessessnessens 44-54
44.7.3.6 Siebel Parser Parameters ...........cccccocvviiiiininiiiiiiiis 44-54
44.7.3.7 Unix Installed Patches Parser Parameters ...........ccocoooveiviiiniincniicninns 44-54
44.7.3.8 Unix Recursive Directory List Parser Parameters ..o 44-54
44.7.4 About Columnar Parsers............cccccvviiiiiiiiiiie 44-55
44.7.4.1 Columnar Parser Parameters............ccovevevviiiiiiiiiiieiiceeecccennen 44-56
44.7.5 About Properties Parsers ... 44-57
44.7.5.1 Basic Properties Parser Parameters...........ccccoooeeieiiiiiiiiicinii 44-58
44.75.2 Advanced Properties Parser Parameters ...........cccccocevvvirnvnnnnnnnncnnrccees 44-59
44.7.5.3 Advanced Properties Parser CONStIUCts ........cccoevvveviiiiiiiininiiiiinic 44-60
44.7.6 Using Parsed Files and Rules............ccoooiiiiiiiicc 44-64
44.7.6.1 Sample XML File Parsing and Rule Application ..........cccccecvuvevvevrnnnnnnencnnee 44-65
44.7.6.2 Sample Non-XML File Parsing and Rule Application.........cccceeveivinnininnne. 44-66
44.7.6.3 Sample SQL Query Parsing and Rule Application...........cccccevvivrnnnnincncncnaes 44-68
44.8  Overview of Client Configurations..........ccccccceurriiiiicinriniirrrcerrrree s 44-69
44.8.1 About Client System Analyzer in Cloud Control ..., 44-70
44.8.2 Deploying Client System Analyzer Independently...........ccccooviiiiiiiiiiiicnnes 44-70
44.9  Overview of RelationShips ......c.ccccceiiiieiiiiiiiiiiiicccccrce s 44-71
4410 Overview of Configuration Topology VIeWer..........cccccviimiriiiiiiiiiiiiccicce 44-72
44.10.1 About Configuration Topology VIEWET ........cccccoiiiiiiiiiiiiiiccccccceceeennes 44-73
44.10.2 Examples of Using TOPOLOZY .....c.ccueueuiuimeuiiriiiciiieieirieieieieeeeeieieeeese s 44-73
44.10.3 Viewing a Configuration TOPology ........cccceuimiriiiiiiiciiicee 44-73
44.10.4 Determining System Component Structure.............ccccoeeuriiiineinniniccccce 44-74
44.10.5 Determining General Status of Target’s Configuration Health.............cccccccccc... 44-75
44.10.6 Getting Configuration Health/Compliance Score of a Target............cccccuevinnnenne. 44-75
44.10.7 Analyzing a Problem and Viewing a Specific Issue in Detail ............ccccoeviiinanes 44-75
44.10.8 About Dependency ANALYSIS .......cccovvererereririniniririiiieecce e enenes 44-76
44.10.9 About Impact ANALYSIS .....cocueiiiiiiieiiie e 44-76
44.10.10  Creating a Custom Topology VIEW........ccccccuiiiiiiiiiiiiiiiieccccccnceeceennes 44-76

XXi



45

XXii

44.10.11  Deleting a Custom Topology VIEeW ...t 44-77

44.10.12  Excluding Relationships from a Custom Topology View ...........ccccccevivrrieininnnen. 44-77

44.10.13  Including Relationships to a Target in a Custom Topology View ..........cccccoeuueucce. 44-78

44.10.14  Creating a Relationship to @ Target.........c.cccoooeuemeiiiiiiiiiiic 44-78

44.10.15  Deleting a Relationship from a Target..........ccoooeuoeieiiiiiinieiiiiecc e 44-78

44.10.16  Controlling the Appearance of Information on a Configuration Topology Graph...........
44-79

Managing Compliance

45.1  Overview Of COMPANCE .....c.c.ceuimimiiiiiiiiiicicicieeecee ettt eaeees 45-1
4511 Terminology Used in Compliance ..........ccooveurieiiiiciciiiiicene 45-2
45.1.2 Accessing the Compliance Features............cocoociiiiiiiiiiiiiciecc 45-4
45.1.3 Roles and Privileges Needed to Use the Compliance Features ...........cccccoeuvvrenencnceee 45-4
45.2  Evaluating COMPHANCE......c.cviierieiiiciei e 45-7
45.2.1 Accessing Compliance StatiStics.........cococeuiiiiiirieiiiiicieece 45-8
45.2.1.1 Using the Compliance Dashboard Effectively ...........ccocociiviiiiciiccccnenne. 45-8
45.2.2 Viewing Compliance Summary Information ... 45-10
45.2.3 Viewing Target Compliance Evaluation Results .........cccccooeriiiiiiiiiin 45-10
45.2.4 Viewing Compliance Framework Evaluation Results .........c.cccccccoeeciiinninnnene. 45-11
45.2.5 Managing Violations ............coiriiioiiiiiiic e 45-11
45.2.6 Investigating Compliance Violations and Evaluation Results...........c.cccccoenniinne 45-13
45.2.6.1 Investigating Violations of Repository Compliance Standard Rules and Targets
Causing Violations 45-13

45.2.6.2 Viewing All the Violations Reported for Your Enterprise .........ccccocovvirnnnnnen. 45-13
45.2.6.3 Examples of Viewing Violations ..........cccoceeiiiiiiiiiiiiiccc e, 45-14
45.2.7 Investigating Evaluation Errors..........cccovviiiiniiiniiiicccccccce, 45-17
45.2.8 Analyzing Compliance Reports..........cooccueiiiiieieiiiiciecce 45-18
45.2.9 Overview of Compliance Score and Importance.............cccceeoiorrieiiiiiccicicice, 45-19
45.2.9.1 Compliance Score of a Compliance Standard Rule -Target ..........cccccevvrereence. 45-19
45.2.9.2 Real-time Monitoring Rule Compliance Score...........cccoovoeriiiiiiniciiiiciciene, 45-20
45.2.9.3 Compliance Score of a Compliance Standard for a Target............ccooeveveernenn. 45-20
45.2.9.4 Compliance Framework Compliance SCOTe ...........cccoeuvueueueueurivirirerrrrnecerceeenes 45-21
45.2.9.5 Parent Node Compliance SCoTe..........ccocoviviiiiiiniiinininiiiiiene 45-21
45.3 Investigating Real-time Observations..........c.cccocoeveueieiiiininiiiecccc e 45-22
45.3.1 Viewing ODSErvations. ...ttt seeeneens 45-22
45.3.1.1 Viewing Observations By Systems ..o, 45-22
45.3.1.2 Viewing Observations By Compliance Framework ............ccccooiiiiiinnnnnn. 45-23
45.3.1.3 Viewing Observations By Search ..o 45-24
45.3.1.4 Viewing Details of an Incident ..............ooooe, 45-24
45.3.2 Operations on Observations During Compliance Evaluation..........c.cccccooeennnnnee. 45-25
45.3.2.1 Manually Setting an Observation As Authorized Or Not Authorized ........... 45-25
45.3.2.2 Notifying a User When an Observation OCCUTS ..........cccooorueveiiiicieiiiicicieiee, 45-26
45.3.2.3 Notifying a User When an Authorized Observation Occurs............cccccceueuneeee 45-26
45.4  Configuring Compliance Management ...........ccccceucucueururieiiieeninininenneereeeeeseeeeeeeeeeseeeeas 45-26
45.4.1 About Compliance Frameworks ... 45-27
45.4.2 Operations on Compliance Frameworks ..o, 45-28
45.4.21 Creating a Compliance Framework...........ccccccoeiiiinnninnniirnrcerrccenes 45-29



45.4.2.2 Creating Like a Compliance Framework ..........cccocovvvivnnninnniinns 45-30

45.4.2.3 Editing a Compliance Framework ..........c.ccooiioiiiiiiice, 45-31
45.42.4 Deleting a Compliance Framework ...........cccccceeeiiiiiiiinnniirnneeeeene 45-31
45.4.2.5 Exporting a Compliance Framework ..........cccovvvniiiinnniin 45-32
45.4.2.6 Importing a Compliance Framework ..., 45-32
45427 Browsing Compliance Frameworks...........cccccceeiiiiiiniininnnrcreceeeeeene 45-33
45.4.2.8 Searching Compliance Frameworks ..., 45-33
45.4.2.9 Browsing Compliance Framework Evaluation Results.............ccccccooininnininn 45-33
45.4.2.10 Searching Compliance Framework Evaluation Results...........cccccccccevvinnnnne. 45-34
45.4.2.11 Browsing Compliance Framework EITors ..., 45-34
45.4.2.12 Searching Compliance Framework Errors............ocoooiiiiee, 45-34
45.4.2.13 Verifying Database Targets Are Compliant with Compliance Frameworks.. 45-35
45.4.3 About Compliance Standards.............cceeeiiiniiiiiiiii 45-35
45.4.4 Operations on Compliance Standards...........ccceeviieieiiiieice 45-37
45.4.4 1 Creating a Compliance Standard ...........cccccccereiiiirninnnrrccreeeee e 45-38
45.4.4.2 Creating Like a Compliance Standard ............ccoooiiiiiiiini, 45-40
45.4.4.3 Editing a Compliance Standard ...........cccoooiiiioiiiii e, 45-40
45.4.4.4 Deleting a Compliance Standard ...........ccccccceeviinnninnrncreeeeeees 45-41
45.4.4.5 Exporting a Compliance Standard..........cccocoevviiiiiiinni 45-41
45.4.4.6 Importing a Compliance Standard .............ccooeieiiiiiiii e, 45-41
45.4.4.7 Browsing Compliance Standards...........cccccevvviinnnnnnnrrcnreeee e 45-42
45.4.4.8 Searching Compliance Standards ..........ccccooeeieiiiiieiciiiic e, 45-42
45.4.4.9 Browsing Compliance Standard Evaluation Results ...........ccccccoviiiiinnnn 45-42
45.4.4.10 Searching Compliance Standard Evaluation Results.........ccccccccevvinnnnncnne. 45-43
45.4.4.11 Browsing Compliance Standard Errors..........cccooieieieiiniiiiiiiccceee 45-43
45.4.4.12 Searching Compliance Standard Errors ..o, 45-43
45.4.413 Associating a Compliance Standard with Targets..........cccccocevvvvrvvnnrnecne. 45-44
45.4.4.14 Viewing Real-time Monitoring Compliance Standard Warnings.................... 45-45
45.4.4.15 Enabling Security Metrics .........cccocvvvviiiiiiiiiiccce 45-45
45.4.4.16 Considerations When Creating Compliance Standards..........cccccccovvvvrreence. 45-46
45.4.5 About Compliance Standard Rule Folders ..., 45-46
45.4.51 Creating Rule FOIAErs .........cccccoviiiiiiiiiiiiiiiiiccc s 45-47
4545.2 Managing Rule Folders in a Compliance Standard...........ccccceeuvvrnnnnnncnne. 45-47
45.4.6 About Compliance Standard Rules............cccccoeeiiiiiniiiiiinii 45-47
45.4.7 Operations on Compliance Standards Rules............cccccoevvvinnnnnnnnnnnnnnne, 45-48
45.4.7 1 Creating a Repository Compliance Standard Rule...........ccocooiiiiiniiiincnas 45-49
45.4.7.2 Creating a WebLogic Server Signature Compliance Standard Rule................ 45-51
45.4.7.3 Creating a Real-time Monitoring Compliance Standard Rule.......................... 45-55
45.4.7.4 Creating an Agent-side Rule...........ccccccoiiiiiiiiiirce e 45-62
45.4.7.5 Creating a Manual Rule...........cooooiiiiiii e 45-63
45.4.7.6 Creating Like a Compliance Standard Rule ..........ccccoooiiiiiiiiiiiiiinns 45-64
45.4.7.7 Editing a Compliance Standard Rule ..........ccccocoeiiiniiininicecceee 45-64
45.4.7.8 Deleting a Compliance Standard Rule ...........cccooiiriiiiiiiiiiie, 45-65
45.4.7.9 Exporting a Compliance Standard Rule............ccccccoeviiinnnnnininnn 45-65
45.4.7.10 Importing a Compliance Standard Rule ............ccooviinininniniccciccnes 45-66
45.4.7.11 Browsing Compliance Standard Rules...........cccoooiiiiiiiiie, 45-66
45.4.7.12 Searching Compliance Standard Rules ...........cccccccoceviiinininnininne, 45-66

xXiii



46

47

XXiv

45.4.7.13 Compliance Standard Rules Provided by Oracle ...........cccoooviiriiiiiiinnn, 45-67

45.5  Real-time Monitoring Facets ...........ccooooiiiiiiiiiie 45-67
45.5.1 About Real-time Monitoring Facets..........c.ccccceciiiiiiiniiiicrcccreeeercreeees 45-67
45.5.1.1 Facet Entity TyPes ...c.cccccoueieiiiiiiiiiii s 45-68
45.5.1.2 Facet Patterns .......ccoceviiiiciiic e 45-68
45.5.2 Operations on Facets ... 45-69
45.5.2.1 Viewing the Facet Library ..o 45-69
45.5.2.2 Creating and Editing Facets.........cccoooiiiiii 45-70
45523 Creating and Editing Facet Folders ... 45-72
45.5.2.4 Deleting a Facet........cooeueiiiiii 45-72
45.5.2.5 Using Create Like to Create a New Facet .........ccccccovvviiiiiniinnnninin 45-73
45.5.2.6 Importing and Exporting Facets..........ccccooviininiinniices 45-73
45.5.2.7 Changing Base Facet Attributes Not Yet Used In a Rule..........c.ccccooorieinnnen. 45-74
45.8  EXAMPLES ..ot 45-75
45.6.1 Creating Repository Rule Based on Custom Configuration Collections................ 45-75
45.6.2 Creating Compliance Standard Agent-side and Manual Rules...........c.....coccoco..... 45-78
45.6.3 Suppressing Violations ............coocrieiiiiiiieiicciecic s 45-85
45.6.4 Clearing VIolations ........cccccceieiiiiiiiiiiiiiiicicrcieeeeereee e 45-86

Managing Enterprise Data Governance

46.1  Overview of Enterprise Data GOVEIrNance ............cccccecueuecueueueemercmeueneeneneeenenenenenenenenenens 46-1
46.1.1 About Enterprise Data GOVEIrnance ... 46-1
46.1.2 What Are Protection Policies?..........cocciiiiiiiiiiiiiiicccccccc s 46-2
46.1.3 What Are Application SINatures?............cooviveieiriiiiiinicccecccceee e 46-2
46.2  Using Enterprise Data GOVEIrNANCe..........cccoeveiiuiieiciiiiicieiecete e 46-2
46.2.1 The Enterprise Data Governance Dashboard............ccccccociiiiiiiiiiniiiiiiin, 46-3
46.2.2 Working with Sensitive Database Discovery Results.........cccccoooiciiiccccccccnenne. 46-3
46.2.3 Working with Metadata Discovery Jobs ..., 46-3
46.2.3.1 Creating a Metadata DiscoOvery JOb ... 46-3
46.2.3.2 Managing Automatic Metadata Discovery.........cccooivnniiinnniinniiicns 46-4
46.2.3.3 Managing Metadata Discovery Results..........ccccccoviniiiiniiiiiiiiii, 46-4
46.2.4 Working with Data Discovery Jobs..........ccoiiiiiiiiiiicccccceeccees 46-5
46.2.4.1 Creating a Data Discovery Job.........cccooiiiiiiiiiics 46-5
46.2.4.2 Managing Data Discovery Results..........c.ccccoviiiiiiiiiniiiiciciccn, 46-6
46.2.5 Creating Custom Application Signatures .............cccccovvviivviiinnnnniinccceees 46-6

Managing Database Schema Changes

47.1  Overview of Change Management for Databases ............cccccoooeuniviiniiniiniccee, 47-1
47.2  Using Schema Baselines.........cccccciiiiiiiiiiiiiiicccccciee e nenens 47-2
47.2.1 Overview of Scope Specification ...........coociiiiiiiiiiiiiiiiii 47-3
47.2.2 About Capturing a Schema Baseline Version............ccccceeiieiiiciciicciicenenen, 47-4
47.2.3 About Working With A Schema Baseline Version ...........cccccccoceeccceceeecccrcnenne 47-5
47.2.4 About Working With Multiple Schema Baseline Versions............ccccoceviiiiiiiinnnen 47-6
47.2.5 Exporting and Importing Schema Baselines.............ccccccceiiviiiiinniiininicnn, 47-8
47.2.51 Creating Directory Objects for Export and Import...........cccccoovvviivnnvnnnnene 47-8
47.3  Using Schema COMPATiSONS.........covueueieiiirieiiiiicie ettt 47-9
47.3.1 Defining Schema COompariSOns .........cccccceeucieiiieiriiiiiiiiiniciicereeee s 47-9



48

47.3.2 About Working with Schema Comparison Versions..........c.cccooeoeueveieircieicinncnnne. 47-12

47.4  Using Schema Synchronizations..............cocoooiiiiiiiicc e 47-13
47.41 About Defining Schema Synchronizations ...........c.cceovvenniniiincciinicccccccenes 47-14
47.4.2 Creating a Synchronization Definition from a Comparison .............ccccoeueviruennnen. 47-17
47.4.3 Working with Schema Synchronization Versions ..o, 47-17
47.4.3.1 About the Schema Synchronization Cycle..........cccccceeviinnnininnnrrceees 47-18
47.4.4 Creating Add ..o itional Synchronization Versions 47-24
47.5  Using Change Plans........c.cooiiiiic e 47-24
47.51 About Working with Change Plans...........cccccceeiviiinnnnnnrcnnereecceeeeeeenes 47-25
47.5.2 Creating a Change Plan ... 47-25
47.5.2.1 Creating and Applying a Change Plan From a Schema Comparison ............. 47-26
47522 Using External Clients to Create and Access Change Plans in Cloud Control ...........
47-28

47.5.3 Submitting Schema Change Plans From SQL Developer Interface ...................... 47-29
47.6  Using Database Data COMPATISON .......c.cocuiieiiimiiiiiicicieci s 47-30
47.6.1 Requirements for Database Data Comparisons ...........ccccceeveeerverevnrrnnnnrerenecnes 47-30
47.6.2 Comparing Database Data and Viewing Results............ccoooooiiieiiiniiice, 47-32
Additional Setup for Real-time Monitoring

48.1  Overview of Real-Time MONItOTiNg ........cccooorueiiiiiiiieiiicieec e 48-1
48.2  Overview of Resource Consumption Considerations..........ccccccoeoeeueieininnieiiiicciceeene, 48-2
48.2.1 OS File Monitoring Archiving ... 48-2
48.2.2 OS File Read MONITOTING .....cucvvieiiciciiiciici e 48-2
48.2.3 Creating Facets That Have Very Broad Coverage .........cccccocooerieiiiiiciciciiciccce 48-2
48.2.4 Cloud Control Repository SiZing ........c.cccccocceeuccieiieiiieiceeeceeeeeeeeneeeneeneees 48-3
48.3  Configuring Monitoring Credentials ...........cccooeruiieiiiiioiiii e 48-3
48.4  Preparing To Monitor Linux HOSES .....ooiiiiiiiiiie 48-4
48.4.1 OS File MONIEOTING ...ovvviimiiiiiiiicicieiciciciciee ettt nnens 48-4
48.4.2 Debugging Kernel Module Or Other File Monitoring Issues ..........c.ccccovecueveininnnnen. 48-6
48.5  Preparing To Monitor Windows HOStS .........coeriiiiiiii 48-7
48.5.1 Verifying Auditing Is Configured Properly ... 48-8
48.5.2 Subinacl External ReqUirements............ccocoeueiiiiiiiiiniininiiineeeeeeeeeeee s 48-9
48.6  Preparing To Monitor Solaris HOStS.........ccccccciiiiiiiiiiiiiiiiiiccccs 48-9
48.6.1 Enabling BSM AUItING ....c.c.ciiiiiiiiiiiciiecceeeceeeeee s 48-9
48.6.1.1 Enabling BSM Auditing Using Solaris Versions 9 and 10............cccoeveirnnnee. 48-9
48.6.1.2 Enabling BSM Auditing Using Solaris 11 ........cccccccevviinnvnnnnniieccaes 48-10
48.6.2 Managing Audit Log FAles........ccviiiiii e 48-10
48.7  Preparing to Monitor AIX HOStS........cccciiiiiiiiiiiiiiiii 48-11
48.7.1 Installation Prerequisite for AIX 5.3 ... 48-11
48.7.2 Administering AIX AUdItINg .......cooeoiviriiiiiiicccccececcccee e 48-11
48.7.3 Verifying AIX System Log Files for the OS User Monitoring Module.................... 48-12
48.8  Preparing To Monitor the Oracle Database .............cccocoeeiviiiiiiniicniiieceee 48-12
48.8.1 Setting Auditing User Privileges ... 48-13
48.8.2 Specifying Audit Options.........ccoeeueiiiiieiiiiice s 48-13
48.9  Setting Up Change Request Management Integration............cccccceeuvvivvivnnnnnnnncne. 48-14
48.9.1 BMC Remedy Action Request System 7.1 Integration...........cccceeeueeeevrvnnrencncncnes 48-14
48.9.1.1 Installing and Customizing Remedy ARS ..........ccccooiiiiiiii, 48-14

XXV



49

XXVi

48.9.1.1.1 Adding the Connector to Cloud Control

48-17
48.9.1.1.2 Using Automatic Reconciliation Rules...........cccooiiiii 48-18
48.9.1.1.3 Creating Change Requests for Upcoming Changes...........ccccocevvrererenenne. 48-19
48.9.1.14 Overview of Reconciliation Functionality ..........cccooeeieiiiicieiiiiiie 48-20
48.10 Overview of the Repository Views Related to Real-time Monitoring Features ........... 48-20
48.11 Modifying Data Retention Periods...........cccccocveiiiiiiniiniiiiicccreeeeeeeeeeeeeeaes 48-25
48.12 Real-time Monitoring Supported Platforms ..o 48-27
48.121 OS User MONILOTING .....ucuviiuiiciicieicieicie ettt 48-27
48.12.2 OS Process MONItOTING.........ccouviimiiiiiiiiiiiiiiii s 48-29
48.12.3 OS File MONItOTING ....cucvviiiiicieiiccie e 48-29
48.12.4 OS Windows Registry MONitOring............cooceueiiricieiiiicieeecceeeeece s 48-31
48.12.5 OS Windows Active Directory User MONitoring ...........ccooeeeeinieciiiocccciccnenes 48-32
48.12.6 OS Windows Active Directory Computer Monitoring .........c.cceeeeeeveiiininicieiennne. 48-32
48.12.7 OS Windows Active Directory Group Monitoring..........c.ccooceveeionceiiiiicicieencne 48-32
48.12.8 Oracle Database Table MONItOTING ........ccccveiiiriiiiiiiiiicccrcceccccee e 48-33
48.12.9 Oracle Database View MoONItOring........cccoovoiiieiiiiiiciciiccc 48-33
48.12.10  Oracle Database Materialized View Monitoring ...........ccccooeriiieinioncieiiciciciecne 48-34
48.12.11  Oracle Database Index MONItOTINg .......c.cccceuruiueueiriririiiiirrccrrrre s 48-34
48.12.12  Oracle Database Sequence MONItOring..........cccooveueieiiiiicieiiiiccc e 48-35
48.12.13  Oracle Database Procedure MONtOring ............cooeeueioiicieieiiecicccccce e 48-35
48.12.14  Oracle Database Function MonitOring..........cccccccoceueueiciciienniecneeeereeeeeeereenes 48-35
48.12.15  Oracle Database Package MONItOring.........ccooeveiiurieiiiiciciiiccceci e 48-36
48.12.16  Oracle Database Library MonitOring ..........ccccccooeiieiiiicieiciicceecciceec e 48-36
48.12.17  Oracle Database Trigger MONItOring ........c.ccccccueueuiueieiiicieniniececreeceeeeeeeeeeeeeaes 48-36
48.12.18  Oracle Database Tablespace MONItOring...........cocoeueviiiiiiiieiiiiiciceeccc e 48-37
48.12.19  Oracle Database Cluster MONItOIing .........cocouoioirieiiiiiiicieccec e 48-37
48.12.20  Oracle Database Link MONItOTiNg ........cccovurvriririniiiiiiiiiccccccccccceeeeeenenes 48-37
48.12.21  Oracle Database Dimension MONitOring...........cooecueiiiirieininiiiciesicce e 48-37
48.12.22  Oracle Database Profile MONItOIINg ........ccceuiviiiimieiiiiciciccc e 48-38
48.12.23  Oracle Database Public Link MONItOing ..........ccccviiiiiiiiiiiccccccccceceenenes 48-38
48.12.24  Oracle Database Public Synonym Monitoring ............ccoeeveeieieiniicicicicicne 48-38
48.12.25  Oracle Database Synonym MoOnitOring ..........cccccevvivivirinniniinnniiinnnnnneeaes 48-38
48.12.26  Oracle Database Type MONItOIING ........cccceuvururueueiririreriiirrrirerrrereerer s 48-39
48.12.27  Oracle Database Role MONItOTINg ........cccceviuiiiiiiiiricieiiciec e 48-39
48.12.28  Oracle Database User MONItOTing...........cccceeuiuiiiiiiniiiiiiiiiciiincincrccsececsees 48-39
48.12.29  Oracle Database SQL Query Statement MonitOring............cccocoeeeceeercccecccnenns 48-40

Overview of Change Activity Planner

49.1  Before Getting Started ..........cccceiiiiiiiiiiiccec s 49-1
49.11 Change Activity Planner Roles and Privileges..........c.cccoovriiiiiiniiiiicicee 49-1
49.1.2 Change Activity Planner Terminology..........cccccceiiiiiiiiiiiiiicciceeeeeeeens 49-2
49.1.2.1 PIATL oot 49-2
49.1.2.2 Task Definition.......cccciiiiiiiiiiiiiii s 49-3
49.1.2.3 TaSK GIOUP ...oovviiiiicicc s 49-5
49.1.2.4 TASK vttt 49-5
49.2  Creating a Change Activity Plan ... 49-6



49.21 Creating a Task Definition..........cocoiiii e 49-7

49.2.2 Creating a Task GrOUP ........oocueiiiiiciecce e 49-10
49.3  Operations on Change Activity Plans..........ccccocoeiiiiiininnirrrecrereeceeeeenes 49-11
49.3.1 Creating a Plan Like Another Plan.........cccoooiiiii 49-11
49.3.2 Editing @ PIan ... e 49-12
49.3.3 Deleting @ PLan .....c.cceuiiiiiiiiieiiiccceecceeeee s 49-12
49.3.4 Deactivating @ Plan..........ccooioiiii e 49-13
49.3.5 EXpOrting PIans ..........c.ouiiiiii e 49-13
49.3.6 Printing PLAns .......c.cccoeieiiiiiiriiiereerecee et 49-13
49.3.7 Changing the Owner of @ Plan..........ccooooi 49-13
49.4  Managing a Change Activity Plan...........cccooooi e 49-14
49.41 SUMMATY TAD ..o 49-15
49.4.2 TaSKS Tab.....c.coiiiiiiiiii 49-16
49.4.3 Comments and Audit Trail Tab........cccoooii 49-17
49.5  VIieWIng MY TasKS ......ccccoviiiiiiiriiiiirr e 49-17
49.6  Example of Using Change Activity Planner ............ccccoooiiiiiii 49-19
49.6.1 Automating Activity Planning ... 49-19
49.6.2 Additional Steps in Automating Activity Planning ...........cccoeoeiioivncnciicncenes 49-20
49.6.3 Using Change Activity Planner for Patching ...........cccoooiiii 49-21

Part XI Deployment Procedures

50 About Deployment Procedures

50.1  Overview of the Provisioning Page...........cccccoeueviiiriiniiiiiic 50-1
50.2  Granting Roles and Privileges to Administrators..........ccocooveeieiiiiieieiciieecccee 50-3
50.2.1 Granting Roles and Privileges to Administrators on the Deployment Procedure. 50-3
50.2.2 Granting Roles and Privileges to Administrators on Software Library ................... 50-5
50.3 Components of @ Procedure ..........coooiiiiiiiiiiiiicicec s 50-5
50.3.1 Target LISt ..o 50-5
50.3.2 Procedure Variables ... 50-6
50.3.3 Phases and STEPS .........cccvuviiiiiiniriiiiiiiiic s 50-7
50.3.3.1 TYPES Of PRases.......c.cuvuiiiiiiiiiiiicicccccccc s 50-7
50.3.3.2 Types of Procedure Steps ..o 50-7
50.3.3.3 Performing Tasks on Procedure Steps.........cccccoeeeuviiiiiiiniiiiiiciiciicccccccee, 50-9
50.4  Creating a Procedure..........cooviiiiiiiiiiiiiiiiiiic e 50-10
50.4.1 Adding Rolling or Parallel Phase .........ccccooiiiiiiiiii, 50-10
50.4.2 AdAING SEEPS ... 50-11
50.5 Managing Deployment Procedures .............cccociiiieiiiiiiieiieeeeeecneeeeeeeeeeneneneeenas 50-16
50.5.1 Viewing, Editing, Deleting a Procedures ..........c.cccooooeueiiiiicieiiiiciccc, 50-16
50.5.2 Editing and Saving Permissions of a Procedures............ccccccovvvvnnnnnnnnnnnncne. 50-17
50.5.3 Tracking the Procedure Execution and Status of Deployment Procedures........... 50-17
50.5.4 Rescheduling a Procedure...........ccooueviiiiiiiiicicic e 50-18
50.5.5 Reverting a Procedure...........cccccviiviiiiiiiniiiiiiiii e 50-19
50.5.6 Setting Step Level Grace Period ... 50-19
50.6  Creating, Saving, and Launching User Defined Deployment Procedure (UDDP)...... 50-19
50.6.1 Step 1: Creating User Defined Deployment Procedure ...........ccccooeveiriiiiiinnennnee. 50-20

XXVii



51

XXViii

50.6.2

50.6.2.1
50.6.3

50.6.4
50.7
50.7.1

50.7.2
50.7.3
50.7.4
50.7.5
50.7.6
50.7.7
50.7.8
50.7.9

Step 2: Saving and Launching User Defined Deployment Procedure with Default
Inputs 50-21
Saving and Launching the Deployment Procedure with Lock Down............. 50-21
Step 3: Launching and Running the Saved User Defined Deployment Procedure............
50-28
Step 4: Tracking the Submitted User Defined Deployment Procedure.................. 50-28
Procedure Instance Execution Page ... 50-28
Comparison Between the Existing Design and the New Design for Procedure Instance
Execution Page 50-29
Overview of the Procedure Instance Execution Page............cccoooeeieiniiriciiiinnnnn. 50-30
Investigating a Failed Step for a Single or a Set of Targets..........ccccccceueiiirrienne. 50-33
Retrying a Failed StEP .......ccccovuiiiiiririiiicecccrc s 50-33
Creating an Incident ... 50-33
Viewing the Execution Time of a Deployment Procedure...........ccccccovvviinnnn 50-33
Searching fOr @ STEP .....c.cciiiiiiiiccecce s 50-34
Downloading a Step Output ........cccccevviiiiiiiiiiiiiiiii e 50-34
Accessing the Job Summary Page ........ccoooiiiiiii 50-34

Customizing Deployment Procedures

51.1

51.2

51.2.1
51.2.2
51.2.3
51.2.4
51.2.5
51.2.6
51.2.7
51.3

51.3.1

51.3.2
51.3.3
51.3.4

51.3.5
51.4
51.5
51.5.1
51.56.2
51.6

51.6.1

51.6.2

51.7

About Deployment Procedure Customization Types ..........cccoceeuiiiiireiciiicieiicci 51-1
Customizing a Deployment Procedure ...........ccccccceuiuciiiiieiiicnieceeeeeceeeeeeeeeeees 51-3
Editing the Rolling and Parallel Phase of a Deployment Procedure......................... 51-3
Editing a Job Step of a Deployment Procedure.............ccooeueiiiiiiiiininiccee 51-4
Editing a Directive Step of a Deployment Procedure ...........ccccccevuvuviivnvnnnnennnes 51-4
Editing a Component Step of a Deployment Procedure...........ccccovviiiiiiiniiinnnnnn 51-4
Editing a File Transfer Step of a Deployment Procedure ...........ccccccoeiiiiiininnnnn 51-6
Editing a Host Command Step of a Deployment Procedure.............ccccccccceueiennnne 51-6
Editing a Manual Step of a Deployment Procedure............ccccooeiiiiicicne 51-7

A Workflow Example for Assigning Values to Deployment Procedure Variables at
Runtime 51-8

Step 1: Creating a Perl Script to Assign Values to Deployment Procedure Variables at
Runtime 51-9

Step 2: Uploading TestPingAndDPvariable.pl to Software Library ....................... 51-10
Step 3: Creating a Deployment Procedure............ccooooieiniiiiincceccee 51-10

Step 4: Launching the Deployment Procedure, and Providing the Variable Values at
Runtime 51-11

Step 5: Veritying the Deployment Procedure Variable Values............c.ccccooeneneee. 51-12
Changing Deployment Procedure Error Handling Modes ...........cccooiiiiiiiininnes 51-13
Setting Up E-Mail Notifications Regarding the Status of Deployment Procedures .... 51-14

Configuring an Outgoing Mail (SMTP) Server In Enterprise Manager ................. 51-15

Adding E-mail Addresses for Enterprise Manager Notifications ..............ccco.c..... 51-16

Copying Customized Provisioning Entities from One Enterprise Manager Site to Another..
51-17

Prerequisites for Copying Customized Provisioning Entities from One Enterprise
Manager Site to Another 51-17

Copying Customized Provisioning Entities from One Enterprise Manager Site to
Another 51-17

A Workflow Example for Customizing a Directive..........cccocovvvvnirnnnininiincciiccenes 51-18



51.7.1 Creating and Uploading a Copy of a Default Directive........cccccoouvireiiinrieinnnne. 51-18

51.7.2 Customizing a Deployment Procedure to Use the New Directive..........cccc.c......... 51-19

51.7.3 Running the Customized Deployment Procedure ...........ccccccovvvvnnnnnnnnnnnne. 51-19
Part XIl Additional Information

A Using Enterprise Manager Command Line Interface

A OVEIVIEBW ...ttt A-1
A2 PIereqUiSItes ......covoviiiiiiiiieicc e A-2
A3 Enterprise Manager Command Line Interface Verbs...........cccoooooiii, A-2
A3.1 Provisioning EM CLIVEIDS .......ccccccciiiiiiiiiiiiccccicceeceeeeeeeeeeee s A-2
A.3.1.1 New Enterprise Manager Command Line Interface Verbs................c.....c.... A-2
A3.1.2 Obsolete Enterprise Manager Command Line Interface Verbs........................... A-3
A3.1.3 Enterprise Manager Command Line Interface Verbs for Running Procedures. A-3
A3.2 Patching EM CLI Verbs.......coooi e A-6
A3.3 Software Library EM CLI Verbs .........ccccoooiiiiiiiiiecc s A-9
A4 Provisioning Using EM CLI .........ccccccviiiiiniiiiiiics e A-12
A.4A1 Creating the Properties File to Submit a Deployment Procedure.............cccccueuueee. A-13
A4.2 Using Properties File from an Existing Execution of a Deployment Procedure ..... A-15
A43 Launching a Procedure using an Existing Saved Procedure...........ccccccoevvnnncnncne. A-17
A.4.31 Saving a Procedure Configuration of a Procedure.........c.cccoooreiiiiriiiiinnnnnn, A-18
A43.2 Updating the Procedure Configuration of a Procedure..........ccccooooriiiiinnnne. A-18
A4d4 Provisioning Pluggable Databases............cccccociiiiuiiimiiiieeeceeeeieeeeneneenenenenes A-18
A4.41 Creating a New Pluggable Database ...........ccocoeuoiiiiiieiiiicic, A-19
A4.42 Provisioning a Pluggable Database Using a Snapshot Profile............................ A-20
A4.421 Prerequisites for Provisioning a Pluggable Database Using a Snapshot Profile .
A-20
A4.422 Procedure for Provisioning a Pluggable Database Using a Snapshot Profile.......
A-20
A.4.43 Migrating a Non-Container Database as a Pluggable Database......................... A-22
Ad44 Unplugging and Dropping a Pluggable Database ...........ccccccccoecuecicnciccnnnne. A-23
A5 Patching Using EM CLL.......ccooiiiiiiiiie it A-24
A5.1 Before You Begin Patching...........cccccceuiiiiiiiiiiiiiiiiiiiciccccccccces A-24
A5.2 Patching Using EM CLI ......cccccciiiiiiiiiicceccceceieeie e A-24
A5.21 Creating a New Properties File for Patching Targets...........cccoooeirriiinnnnna, A-25
Ab22 Using the Properties File of an Existing Patch Plan to Patch the targets........... A-29
A6 WorkFlow Examples Using EM CLI Commands ........ccccocoeeeeeeiiieenecceeeeeeeeeenes A-31
A.6.1 Provisioning Oracle Database Software .............ccooceoiiiiiiiiiic e A-31
A6.2 Provisioning Oracle WebLogic Server..........ccccccciiiiiiiiiniiiiiiniciiiiciccccccccecees A-32
A6.2.1 Prerequisites for Provisioning Oracle WebLogic Server ..........ccccccovvvvnncnne. A-32
A6.2.2 Provisioning Oracle WebLogic Server Using the Provisioning Profile............. A-32
A.6.2.3 Scaling Up or Scaling Out Middleware Deployment Procedure........................ A-35
AB.3 Provisioning User Defined Deployment Procedure............cccccovuvvvirirrnncnnncncncnes A-36
A.6.3.1 Prerequisites for Provisioning User Defined Deployment Procedure .............. A-37
A.6.3.2 Adding Steps and Phases to User Defined Deployment Procedure Using GUI.........
A-37
A.6.3.3 Using EM CLI commands to Run an Instance of the Procedure........................ A-38

XXiX



A.6.4 Patching WebLogic Server Target..........ccooviiiiiiiiiiiiiiicceeceeees A-38

A.6.5 Creating a New Generic Component by Associating a Zip File..........c.c..ccccccoc... A-42
A.6.51 Step 1: Identifying the Parent Folder in Software Library..........cccccccocoeueueuenennnne. A-43
A.6.5.2 Step 2: Creating a Generic Component Entity ..o, A-44
A.6.5.3 Step 3: Associating a Zip File to the Generic Component .............cccceueveiruennne. A-46
A6.54 Step 4: Verifying the Newly Created Entity ..........ccccccoeueviiiinnniciicccce A-46
A.6.6 Migrate and Remove a Software Library Storage Location ............ccccooeviriinnne. A-46
A.6.6.1 Step 1: Adding a Destination Storage Location for Migrating Files .................. A-47
A.6.6.2 Step 2: Migrate and Remove an existing storage location..........ccccccccoeucueuenenene A-47
A6.7 Adding ATS Service Test from Using EM CLL...........ccccoooiiiiiiie A-48
A.6.8 Deploying / Undeploying Java EE Applications ..........ccccooiiieiniiiiiiiiiie A-49
A7 Limitations of Using Enterprise Manager Command Line Interface............cccccccceueueeee. A-51

B Checking Host Readiness Before Provisioning or Patching

B.1 Setting Up User Accounts Before ProviSioning..........ccccccccceucucueieeieucueeueneieereneeeneeeeneneenns B-1
B.1.1 Configuring SSH .......ouoviiiii e B-2
B.2 SHEll LIMILS «.v.voviiiiiiieicie s B-2
B.3 Root Setup (Privilege Delegation) ..........ccccccicuieiiiiiiiieiiieiccreeeeeerreeeeeseeeeeeee s B-2
B.4 Environment Settings .........coouiiiriiiiiiiiciicci B-2
B.4.1 Kernel Requirements............coooeiuiioiiiiieiiceeci s B-3
B.4.2 Node Time ReqUITEMENLS.........ccccouiuiiiiiiiiiiiiciiicececee s B-3
B.4.3 Package Requirements .............coorurieiiiciciiiicc e B-4
B.4.4 Memory and Disk Space Requirements ............c.oocoeueieioircieiiiicicecccecce e B-4
B.4.5 Network & IP Address ReqUIrements...........ccceeuvuveririverirenernnnrnereeeesee s B-4
B.5 Storage ReqUIirements ............ooooiiiiiiiiiiiicie B-5
B.6 Installation Directories and Oracle INVeNntory ...........cccooiiiiiiciiiic, B-6

C Using emctl partool Utility

C.1 Overview of Provisioning Archive Files ..o, C-1
c.2 Overview of emctl partoo] Uity ........ccccceueriiiiiiiiiiiieccecreeeeee s C-1
C.3 Checking Oracle Software LibIary ... C-3
C4 Exporting Deployment Procedures............cccccccuiiiiiiiiiiiiiiiiicicccecccreeceas C-3
C.41 Obtaining Deployment Procedure’s GUID..........c.cccccvviiiiinrninirrrcccrreeeereeeenes C-3
c4.z2 Creating PARFIle c.....coiiiiiii s C-4
C5 Importing PAR FALES .....c.coiuiiiiiiiiiiccc s C-4
C.51 Importing Using Command Line Interface ... C-5
C.5.1.1 Importing Specific PAR File.......cccccoiiiiiiiiiiiiiiiccccccs C-5
C5.1.2 Importing AII PARFIES ......cceviiiiiiiiiiiiiiiiccicccc s C-5
C.5.2 Importing Using Cloud Control Console..........cccccocueuriviriiinerninicrnrceereeeeeeseeenes C-5

D Understanding PXE Booting and Kickstart Technology

D.1 About PXE Booting and Kickstart Technology .........ccccovveeerrnnirnnrnnrerece e D-1
D.2 Subnet Provisioning USECASES..........cccvrueiiiiirieieiicieie ettt D-2

E End-to-End Use Case: Patching Your Data Center
E.1 The Challenge of Patching Your Data Center...........ccooevoiiiiieiiiniciicc, E-1

XXX



E.2

E.2.1
E22
E.2.3
E.2.4
E.3

E.3.1
E.3.2
E.3.3
E.3.4
E.3.5
E.3.6
E.3.7
E.3.8
E.3.9

The Enterprise Manager SOIUtion...........cooiueiiiiiiiiiicic e E-1
Identify the Patches Relevant to Your Data Center............ccccoovuiiiiiiiiiiiinnnnnn, E-2
Prepare, Test, and Certify the Patch Rollout Plan..........cccccocevvvvnnnnnniniine E-2
Create a Change Activity Plan to Roll Out the Patches ..o E-2
Monitor the Progress and Report the Status of the Change Activities....................... E-2

Executing the Example SCeNArio........ccccoeieuiiiiiiiiiiiiciciciicccicceeeeeee e E-2
Create Administrators with the Required Roles..........cccccooeeiiiiiiinniiiiiin, E-3
Set Up the INfrastructure ... E-3
Analyze the Environment and Identify Whether Your Targets Can Be Patched...... E-3
Identify the Relevant Patches...........cccoooiiiiiiiii e E-4
Create a Patch Plan, Test the Patches, and Certify the Patches............cccccccovuvininnnnn E-4
Create a Change Activity Plan to Roll Out the Patches .........cccccccccoeeiiiinviinnne E-4
Roll Out the Patches ..o E-5
Check and Report the Status of the Change Activities ............cooeeiiiiiiiieene E-5
Verify If the Targets Have Been Patched ..o, E-5

F Troubleshooting Issues

F.1
F.1.1
F.1.1.1
F1.1.2
F.1.1.3
F.1.2
F.1.2.1
F.1.2.2
F.1.2.3
F.1.3
F.1.3.1
F.1.3.2
F.1.3.3
F.1.4
F.1.4.1
F.1.4.2
F.1.4.3
F.1.5
F.1.5.1
F.1.5.2
F.1.5.3
F.1.6
Fa1.7
F.1.7.1
F1.7.2
F.1.8
F.1.9
F.1.9.1
F.1.9.2
F.2

Troubleshooting Database Provisioning ISSUES ............cccocvvevirrnirinnirnnncrrrceceecenes F-1
Grid Infrastructure Root Script Failure ... F-1
ISSUE ..o F-1
DeSCIIPLION ..o F-1
SOIUEION . F-1
SUDO Error During Deployment Procedure Execution...........cccoooiiiiiiiinnne F-2
ISSUE .. s F-2
DESCIIPLION ..ottt F-2
SOIUEION 1. s F-2
Prerequisites Checks Failtre ..........cccoooiiiiiiiiiiiiececececeeeeeeee s F-2
ISSUE .t s F-2
CAUSE ... e F-2
SOIULION ... F-2
Oracle Automatic Storage Management (Oracle ASM) Disk Creation Failure......... F-2
ISSUE . F-2
CAUSE ..o F-3
SOIUEION «.eiei s F-3
Oracle ASM Disk Permissions EITOr ........c.occocociiiieiiininiicinnccenereceseee e F-3
ISSUE ... s F-3
DESCIIPLION ..ottt F-3
SOLULION 1.ttt F-3
Specifying a Custom Temporary Directory for Database Provisioning..................... F-3
Incident Creation When Deployment Procedure Fails ..........cccoooviiiiiin F-3
ISSUE . F-4
SOIULION ...t F-4
Reading Remote Log Files .........cooouoiiiiiiiii e F-4
Retrying Failed JODS ......ccccccoiiiiiiiiiiiccccc s F-4
ISSUE .. s F-4
SOIUEION 1. F-4
Troubleshooting Patching ISSUES..........ccccciiiiiiiiiiiiiiiic s F-4

XXXi



XXXii

F.2.1
F.2.1.1
F.2.1.1.1
F.2.1.1.2
F.2.1.1.3
F.21.2
F.2.1.2.1
F.2.1.2.2
F.2.1.2.3
F.2.1.3

F.2.1.3.1
F.2.1.3.2
F.2.1.3.3
F.2.2
F.2.2.1

F.2.2.1.1
F.2.2.1.2
F.2.2.1.3
F.2.3
F.2.3.1

F.2.3.1.1
F.2.3.1.2
F.2.3.1.3
F.2.4
F.2.4.1
F.2.41.1
F.2.4.1.2
F.2.4.1.3
F.2.4.2
F.2.4.2.1
F.2.42.2
F.2.4.2.3
F.2.5
F.2.5.1

F.2.5.1.1
F.2.5.1.2
F.2.5.1.3
F.2.6
F.2.6.1
F.2.6.1.1
F.2.6.1.2
F.2.6.1.3
F.2.6.2

Oracle Software Library Configuration ISsues...........cccccocevvvviniiniinnincnn, F-5
Error Occurs While Staging a File ..., F-5
ISSUE ..ttt ettt ettt sttt ettt et e st e se et e eneeaeeneennennean F-5

CAUSE c.evveeeeeieete ettt e et e e et esae et e beesbe st e esbe b e esbessaess e saessenseesseeseessesseensesseessensean F-5
SOIULION .ttt ettt st e e s e e b e be et e e seesseeseessesasessesseensensnas F-5

Error Occurs While Uploading a Patch Set.........cccccccoccciiiiiiiiiiiicrcciceee F-5
IS .ttt et bbb ab e e be e sabesbeenaae s F-5

CAUISE .t ceteeteeeiie ettt et e e te et e ettt et estt e et essbeesbeessba e seeasteessaensteenbeeasbaensaesssesnseenseenn F-5
SOIUHION ..ttt ettt te et ettt besb e b esbesbessesaesaesessesseesensesans F-5

OPatch Update Job Fails When Duplicate Directories Are Found in the Software
Library F-5

LSS ..ttt ettt et e st e et e e rb e e be e srbeebeensae s F-6
L 11T USRS F-6
o (0] 10 1 o )'a U USSP F-6
My Oracle Support Connectivity ISSUES........ccccueveiiriiiiiiiiici e F-6

Error Occurs While Testing the Proxy Server That Supports Only Digest
Authentication F-6

IS ..ttt st e ab e be e s atesbeentae s F-6
CAUISE .t eeteeteeeie et e e et e e te et e ettt et eett e e bt e s sbeesbeessbe e seesstesssaeasteenbeessbaensaessbesnseensaenn F-7
SOIUHION ..ttt ettt re et et e bbb esb e b esbesbessesaesaesessessansessesens F-7
Host and Oracle Home Credential ISSUES ........c.cccvevieveeriiiieieiieeceeeeeeeee e F-7

Cannot Create Log Files When You Set Privileged Credentials as Normal Oracle
Home Credentials F-8

o1 L USRS F-8

CAUSE .ottt ette ettt et e e s te et et e e sae st e esb e b eesbesseess e seessenseesseeseessesaeensesseessansean F-8
SOIULION .ttt ettt st e e s ee e b e be e b e eseesseeseessesasessesseensessnan F-8
COllECHION ISSUES ...cvvevvevieeieeieeietieteete ettt ert et eete st e e s be b e b e se e essesaesseseasessassessenss F-8
Missing Details in Plan Wizard ... F-9
LSS ..ttt et e e e be e s b e e beesrbeebeenaae s F-9

L 11T SRS F-9

b 101 10 1s o) o U USSR F-9

Cannot Add Targets to a Patch Plan...........cccccccoeiiiiiiiiiiiiiicccce, F-10
ISSUE ..ttt ettt ettt ae e s et e s neentenneensenraens F-10

CAUSE .ottt ettt ettt et e sre e be et e b e e se e b e e st e se e st essaesseseerseseessesseessesseensensaans F-10
SOIULION .ttt ettt ettt et e b e e te et e be e b e eteeaseeseensesssensesssensenseens F-10

Patch Recommendation ISSUES .........cccivvirierierierieieieieieee et ae st e e seeseenens F-11

Patch Recommendations Do Not Appear After Installing Oracle Management
Agent on Oracle Exadata Targets F-11

ISSU ..ttt et be e be e sbeebaenaaeeares F-11

L 11T SRS F-11
SOIULION .ttt ettt e b e e et e be e st e beessesseessesseessesseessasseessansanns F-11

Patch PIan ISSUES.......c.veivieiiiieeieeteeeete ettt ettt ettt ereeeae e eve s esbeersenreesnens F-11
Patch Plan Becomes Nondeployable and Fails ...........cccccccccieiiiiiiniccnnne F-12
LSS .ttt sttt st e sae et e s baenaaesabs F-12

L7 1 =TSRSS F-12
SOIUHION ..ttt ettt ettt et e et st b b esbessessesaesaasansessesenns F-12

Instances Not to Be Migrated Are Also Shown as Impacted Targets for Migration ..
F-12



F.2.6.2.1
F.2.6.2.2
F.2.6.2.3
F.2.6.3

F.2.6.3.1
F.2.6.3.2
F.2.6.3.3
F.2.6.4

F.2.6.4.1
F.2.6.4.2
F.2.6.4.3
F.2.6.5

F.2.6.5.1
F.2.6.5.2
F.2.6.5.3
F.2.6.6
F.2.6.6.1
F.2.6.6.2
F.2.6.6.3
F.2.6.7
F.2.6.7.1
F.2.6.7.2
F.2.6.7.3
F.2.6.8
F.2.6.8.1
F.2.6.8.2
F.2.6.8.3
F.2.7
F.2.7.1

F2.7.1.1
F.2.7.1.2
F.2.71.3
F272

F.2.7.2.1
F.2.72.2
F.2.7.2.3
F.2.7.3

F.2.7.3.1
F.2.7.3.2
F.2.7.3.3
F.2.7.4

F.2.8
F.2.8.1

LSS U e e et e eetar e e e e enaes F-12
CAUISE .ttt ettt e et e e e b e e e se e e e e s sesaaae e eesee bt e e e e e enaaaaeeeeenaaaes F-13
7o) (0L o) s WO SRR F-13

Cluster ASM and Its Instances Do Not Appear as Impacted Targets While
Patching a Clusterware Target F-13

LSS ..ttt et et e et e e aaeeaaeennes F-13
L 11T RS PTUSURS F-13
bo 101 10 15 o) o WU U TPTUUUURP F-13
Recovering from a Partially Prepared Plan ..o, F-14
ISSUE ..ttt ettt sttt ettt ettt et e ne et e eneenseeneesenraens F-14
CAUSE .ottt ettt et e s e et e st e te st e b e e se e b e e se et e essesseest e tesseeseessesseessenseessanraans F-14
SOIULION .ttt ettt ettt et et e e eb e be e s esbeessesseessesbaesseseensensanns F-14

Error #1009 Appears in the Create Plan Wizard While Creating or Editing a Patch
Plan F-14

ISSUE ..ot s F-14
CAUSE ...t e F-14
SOIULION ...ttt F-14
Analysis Succeeds But the Deploy Button is Disabled ...........cccccoviriiiinnnn, F-14
ISSUE ... F-14
CAUSE ... s F-14
SOIULION ... F-15
Patch Plan Fails When Patch Plan Name Exceeds 64 Bytes ............cccccooeoeei... F-15
ISSUE ...t s F-15
CAUSE ... s F-15
SOIUEION .. F-15
Out-of-Place Patching Fails for 11.2.0.3 Exadata Clusterware...........ccccccceeeeee. F-15
ISSUE ..ottt s F-15
CAUSE ...t e F-15
SOIULION ...ttt F-15
Patch Plan Analysis ISSUES ..........cceueiiirieiiiiicc e F-16

Patch Plan Remains in Analysis State Even After the Deployment Procedure Ends.
F-16

ISSUE ... s F-16
CAUSE ...t s F-16
SOLULION 1.ttt F-16
Patch Plan Analysis Fails When the Host’s Node Name Property Is Missing. F-16
ISSU ..ottt s F-16
CAUSE ... F-17
SOIUHION ...t F-17
Link to Show Detailed Progress on the Analysis Is Not Actionable.................. F-17
ISSUE ... F-17
CAUSE ... s F-17
SOIULION ...t F-18

Raising Service Requests When You Are Unable to Resolve Analysis Failure Issues
F-18
User Account and Role ISSUES............cccuiuiiiieiiiciiii e F-18

Out-of-Place Patching Errors Out If Patch Designers and Patch Operators Do Not
Have the Required Privileges F-18

XXXiii



F.2.8.1.1 LSS U et e et e e et e e e e eeaaes F-18

F.2.8.1.2 CAUSE ... F-18
F.2.8.1.3 SOIUHION ..t F-19
F.3 Troubleshooting Linux Patching ISSUES .........cccooiiiiiiiiiiiiicc F-19
F.4 Troubleshooting Linux Provisioning ISSUES ............cceueiirieiiiicieiiicecec F-20
F.5 Frequently Asked Questions on Linux Provisioning ............cccececeeevvvvnnnnnnnnncncnes F-22
F.6 Refreshing Configurations...........cccueuiiiiciiiicicicc s F-24
F.6.1 Refreshing Host Configuration............coceuiiiiiiiciiic F-24
F.6.2 Refreshing Oracle Home Configuration...........c.ccccceccucciicieucieiciceeieeeceeeeeeenennns F-25
F.7 Reviewing Log Files ... F-25
F.7.1 OMS-Related LOg FIeS ........couiiriiiici e F-26
F.7.2 Management Agent-Related Log Files ... F-26
F.7.3 Advanced OPiONS. ... F-26
F.7.3.1 On the OMS Side ...cocuviiiiiiiiiic s F-26
F.7.3.2 On the Management Agent Side ..........ccccovuviiiiiiiinnccceceeeeeeeees F-26
Index

XXXiV



Audience

Preface

The Lifecycle Management Guide introduces you to the lifecycle management
solutions offered by Oracle Enterprise Manager Cloud Control (Cloud Control), and
describes in detail how you can use the discovery, provisioning, patching, and
configuration and compliance management features to manage your data center.

This guide is primarily meant for administrators who want to use the discovery,
provisioning, patching, and configuration and compliance management features
offered by Cloud Control to meet their lifecycle management challenges. As an
administrator, you can be either a Designer, who performs the role of a system
administrator and does critical data center operations, or an Operator, who runs the
default as well custom deployment procedures, patch plans, and patch templates to
manage the enterprise configuration.

Scope and Coverage

Oracle Enterprise Manager Cloud Control Lifecycle Management Guide describes features
pertaining to the following plug-in and platform releases:

= Oracle Database Plug-in (12.1.0.8)

s Oracle Fusion Middleware Plug-in (12.1.0.8)

s Oracle My Oracle Support Plug-in (12.1.0.5)

= Enterprise Manager Cloud Control 12¢ Release 5 (12.1.0.5)

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
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For more information, see the following books in the Cloud Control documentation

library:

»  Oracle Enterprise Manager Cloud Control Basic Install Guide

»  Oracle Enterprise Manager Cloud Control Advanced Installation and Configuration

Guide

»  Oracle Enterprise Manager Cloud Control Upgrade Guide

»  Oracle Enterprise Manager Cloud Control Administrator’s Guide

For the latest releases of these and other Oracle documentation, check the Oracle
Technology Network at the following URL:

http://www.oracle.com/technetwork/indexes/documentation/index.html

Cloud Control also provides extensive online Help. Click Help at the top-right corner
of any Cloud Control page to display the online help window.

Conventions
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The following conventions are used in this document:

Convention Meaning

boldface Indicates graphical user interface elements associated with an action, or
terms defined in text or the glossary.

italic Indicates book titles, emphasis, or placeholder variables for which you
supply particular values.

monospace Indicates commands within a paragraph, URLs, code in examples, text
that appears on the screen, or text that you enter.

Other Graphics Graphics have been used extensively in addition to the textual

descriptions to ensure that certain concepts and processes are
illustrated better.




What’s New in This Book Revision

In addition updating the books for an incremental software release or a patch set
release, Oracle revises its books regularly to incorporate bug fixes and value-added
feedback from customers, product managers, support teams, and other key
stakeholders. Every time a book is revised, the revision number of the book is
increased by one and then published on Oracle Technology Network (OTN).

Note: The Middleware Provisioning part (Part VI) in this book is
applicable to Oracle Enterprise Manager Cloud Control 12c Release 4
with Fusion Middleware Plug-in Release 12.1.0.7. If you have an
earlier version, consider upgrading using Self Update.

The Database Provisioning part (Part III) in this book is applicable to
Oracle Enterprise Manager Cloud Control 12¢ Release 4 with Database
Plug-in Release 12.1.0.7. If you have an earlier version, consider
upgrading using Self Update.

This chapter lists the changes incorporated in the latest revision (E27046-31) and all the
previous revisions of Oracle Enterprise Manager Lifecycle Management Guide (this
book). Note that the latest revision (E27046-31) is the current revision published on
OTN, and the latest revision always contains all the changes incorporated in its
previous revisions.

In particular, this chapter covers the following:
s Changes Incorporated in the Latest Revision (Published)

s Changes Incorporated in the Previous Revisions (Archived)

Changes Incorporated in the Latest Revision (Published)
The following are the changes incorporated in the latest revision (E27046-31) that is

published on OTN:

Part, Chapter, or

Section Change Description

Cloning Solutions in ~ This is a new chapter that contains information about using command
Hybrid Cloud line interface and the Clone Wizard for cloning solutions on Oracle
(Oracle PaaS) Cloud. The use cases consist of cloning to Oracle Cloud, cloning from

Oracle Cloud, and cloning within Oracle Cloud.
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Part, Chapter, or

Section Change Description
Cloning Oracle Information about using command line interface and the Clone
Databases and Wizard to create full clone databases, full clone pluggable databases,

Pluggable Databases Test Master databases, and Test Master pluggable databases has been
included in this chapter.

Changes Incorporated in the Previous Revisions (Archived)
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The following sections describe the changes incorporated in the previous revisions.
These revisions have been archived, and therefore are not currently available on OTN.

The following are the changes incorporated in the latest revision (E27046-30) that is
published on OTN.

Part, Chapter, or
Section Change Description

Provisioning the SOA Information about provisioning a SOA Domain/Oracle Home has
Domain and Oracle  been included in this chapter.

Homes

Provisioning the Information about provisioning a OSB Domain/Oracle Home has been
Oracle Service Bus included in this chapter.

Domain and Oracle

Homes

Provisioning the Information about provisioning a WebCenter Domain/Oracle Home

Oracle WebCenter has been included in this chapter.
Domain and Oracle
Homes

Middleware Information about using command line interface to create and
Provisioning using ~ provision Middleware Profiles have been included in this chapter.
the EM CLI

Middleware Profiles Information about using REST APIs to create, describe, list, and delete
Using REST APIs Middleware Profiles have been included in this chapter.

The following are the changes incorporated in the latest revision (E27046-27) that is
published on OTN.

Part, Chapter, or
Section Change Description

End-to-End Use Included a new appendix that describes how Enterprise Manager can
Case: Patching Your  be used to enable administrators to roll out patches across their data
Data Center center.

The following are the changes incorporated in the latest revision (E27046-26) that is
published on OTN.

Part, Chapter, or

Section Change Description
Setting Up Moved most of the content into Oracle Enterprise Manager Cloud Control
Credentials Security Guide, and added the required topic Ids to point to the

relevant sections in the security guide.



Part, Chapter, or

Section Change Description

Supported Targets ~ Oracle WebLogic Server 12c Release 1 (12.1.3), Oracle SOA

and Releases for Infrastructure 11¢ Release 1 (11.1.1.7.0), and Oracle SOA Infrastructure

Patching 12¢ Release 1 (12.1.3.0.0) are also supported for patching. Have added
these target versions to the list of supported targets and releases for
patching.

Changes Incorporated in E27046-25

The following are the changes incorporated in the latest revision (E27046-25) that is
published on OTN.

Part, Chapter, or

Section Change Description

Analyzing, Information about the credentials required for Oracle Management
Preparing, and Agent (Management Agent) patching has been added to this section.
Deploying Patch You no longer need to specify the normal Oracle home credentials to
Plans patch secure Management Agent targets.

Analyzing, Information about staging the patching root component has been
Preparing, and added to this section.

Deploying Patch

Plans

Manually Staging the This is a new section. It describes how to stage the patching root
Patching Root component manually.
Component

Restricting Root User This is a new section. It describes how to provide restricted root access
Access for Patching  to the Management Agent user, such that the Management Agent user
can only run certain commands as root, and not all commands.

Changes Incorporated in E27046-22

Part, Chapter, or

Section Change Description

Overview of An overview chapter for the Middleware Provisioning area was
Middleware included.

Provisioning

Discovering Hosts Previously this chapter was called “Discovering Software

and Software Deployments”. The chapter title has been updated.
Deployments
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Changes Incorporated in E27046-21

Patch, Chapter, or
Section

Change Description

Host Management

Managing
Configuration
Information

Managing
Compliance

Using Enterprise
Manager Command
Line Interface

Patching Software
Deployments

Patching Linux Hosts

The following chapters have been added into this part:

= Overview of Host Management

= Setting Up the Environment to Monitor Hosts

s Customizing Your Host Monitoring Environment

= Monitoring Hosts

= Administering Hosts

The following information has been added into this chapter:
= Viewing a Configuration Report (in Section 44.3.1)

= Editing Comparison Templates (in Section 44.5.2.1)

= Creating a Notification List (in Section Section 44.5.7.5)

= Viewing a Configuration Differences Report (in Section 44.5.8.1)

The following information has been added into this chapter:
= Agent-Side Rule
= Manual Rule

= Suppressing and clearing violations

Information about Provisioning a Pluggable Database Using a
Snapshot Profile has been added.

The following information has been added into this chapter:

= Patching Oracle Data Guard Targets

= Patching Oracle Identity Management Targets

= Patching Oracle Siebel Targets

s Customizing a Dynamic Patching Deployment Procedure
= Patch Scheduling (in Section 42.4.3)

»  Patch Notifications (in Section 42.4.3)

The following information has been added into this chapter:

= Applying Patches on a Linux Patching Group Based on
Compliance

= Applying Ad Hoc or Emergency Patches on Linux Hosts

= Overview of Linux Configuration Filesof Managing Linux
Configuration Files




Part |

Overview and Setup Details

This part contains the following chapters:
»  Chapter 1, "Introduction to Lifecycle Management"

»  Chapter 2, "Setting Up Your Infrastructure"






1

Introduction to Lifecycle Management

This chapter covers the following:
= Overview of the New Lifecycle Management Solutions

s Information Map for Lifecycle Management Solutions

Note: Oracle Enterprise Manager Cloud Control Lifecycle Management
Guide describes features pertaining to the following plug-in and
platform releases:

= Oracle Database Plug-in (12.1.0.8)

s Oracle Fusion Middleware Plug-in (12.1.0.8)

s Oracle My Oracle Support Plug-in (12.1.0.6)

= Enterprise Manager Cloud Control 12c Release 5 (12.1.0.5)

1.1 Overview of the New Lifecycle Management Solutions

In today’s world, with the cloud infrastructure, numerous low cost servers and
software deployments on those servers have brought in a fresh set of lifecycle
management challenges. The challenges range from discovering and monitoring the
health of existing software deployments to provisioning new software deployments
and maintaining them over a period of time.

Besides that, other problems include difficulty in managing consistency and
compatibility across these software deployments and operating systems, managing
configuration changes, and managing security vulnerabilities that lead to lack of
compliance.

These lifecycle management challenges eventually force you to engage more human
resources and devote significant amount of time in managing the data center
operations.

Oracle Enterprise Manager Cloud Control (Cloud Control) offers lifecycle
management solutions that help you meet all lifecycle management challenges easily
by automating time-consuming tasks related to discovery, initial provisioning and
cloning, patching, configuration management, ongoing change management, and
compliance management.

Figure 1-1 illustrates the lifecycle management solutions offered by Cloud Control.
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Figure 1-1 Lifecycle Management Solutions

Discovery software deployments, adding them as manageable

| Discovery involves identifying hosts and their
targets, and monitoring and managing their health.

Provisioning involves repeatable, reliable, automated,
unattended and scheduled mass-deployment of
software, applications or servers across different

| Provisioning
platforms, environments, and locations.

Patching period of time with bug fixes, enhancements, and latest

| Patching involves maintaining the software over a
features offered by the software vendor.

Configuration management involves discowvering.
collecting, monitoring, comparing, and customizing
configuration data for all managed targets in the
enterprise.

| Configuration Management

Compliance Management involves defining,
customizing, and managing compliance frameworks,
compliance standards, and compliance standard rules
to evaluate the compliance of targets and systems as
they relate to business best practices for configuration,
security, and storage.

| Compliance Management

Change Management involves consolidating and
propagating changes in database during development,
customization, or application upgrades, to ensure

| Change Management
database compliance across enterprise.

Enterprise Data Governance involves identifying,
| Enterprise Data Governance managing, tracking, and securing sensitive data in the
data center.

Change Activity Planner involves planning, managing.

and monitoring operations within your data center. These
| Change Activity Planner operations involve dependencies and coordination across
teams and business owners, as well as multiple
processes.

Table 1-1 describes each of these lifecycle management solutions.

Table 1-1 Lifecycle Management Solutions

Solution Area Coverage

Discovery = Automatically discovers software deployments using IP scanning
techniques (NMAP).

= Converts unmanaged software deployments to managed targets in
Cloud Control so that their health can be monitored.

»  Offers an integrated workflow for deploying Oracle Management
Agents and discovering targets on selected auto-discovered hosts.
Provisioning »  Discovers bare metal servers and live target servers

= Provisions Linux operating system on bare metal servers (hypervisors
and virtual machines)

= Associates patching templates with provisioning so that patches can be
applied automatically once the operating system is provisioned

= Provisions of Oracle Databases, Oracle Real Application Clusters (Oracle
RAC), Oracle Grid Infrastructure (for standalone servers and clustered
environments), Pluggable Databases

= Supports initial setup through OneCommand utility and ongoing
database provisioning for Exadata Database machines

s Provisions Oracle Fusion Middleware, Oracle SOA Suite, SOA Artifacts,
Oracle BPEL, Oracle Service Bus, Java EE Applications, Oracle
Application Server

= Supports mass upgrade of single instance, Oracle RAC, and Oracle RAC
One database instances one at a time
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Table 1-1 (Cont.) Lifecycle Management Solutions

Solution Area

Coverage

Patching

Change
Management

Configuration
Management

Compliance
Management

Offers an integrated patching workflow with My Oracle
Support—access to recommendations, search patches, and so on.

Orchestrates patching workflow using Patch Plans, including automated
selection of deployment procedures and analysis of the patch conflicts.

Validates patches for applicability in your environment, validates patch
plans, and automatically receives patches to resolve conflicts.

Helps you save successfully analyzed or deployable patch plans as patch
templates, which contain a predetermined set of patches and
deployment options saved from the source patch plan.

Offers out-of-place patching (only for standalone databases), in-place
patching, and rolling and parallel patching modes, both in offline and
online mode.

Captures database object definitions and initialization parameters at
different points in time.

Compares databases; compares baselines.

Propagates changes from database definitions and initialization
parameters captured in a baseline or from a database to a target
database.

Specifies, groups, and packages object metadata changes. Creates change
plans from ad hoc changes, comparison-based differences, or developer
tools.

Compares data between a local and remote database, and determines
how seed data customizations will be affected by application upgrades.

Searches configuration data across the enterprise.

Displays configuration data in the context of a single managed
entity—configuration item types and properties, system configuration
data, system target relationships, custom configuration data.

Monitors change activity across the enterprise—includes changes both to
configurations and to relationships, which are associations that exist
among managed entities.

Compares configurations of a particular target type using comparison
templates, which enable you to ignore the obvious differences and set
alerts on critical issues that need immediate attention.

Identifies files and other configuration data that Cloud Control does not
already collect from well-known target types or from a target type
introduced as part of the custom configuration definition. Offers a set of
custom configurations called blueprints, which lay out precisely the files
and data to collect for a given platform such as Apache Tomcat.

Creates new relationships between managed entities using the Topology
Viewer or a generic system target type. Helps you perform dependency
analysis and impact analysis on assets in your enterprise using the
Topology Viewer.

Evaluates the compliance of targets and systems as they relate to your
business best practices for configuration, security, and storage.

Adpvises of how to change configuration to bring your targets and
systems into compliance.

Helps you define, customize, and manage Compliance frameworks,
Compliance standards, Compliance standard rules.

Helps you test your environment against the criteria defined for your
company or regulatory bodies using these self-defined entities
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Table 1-1 (Cont.) Lifecycle Management Solutions

Solution Area Coverage

Enterprise Data =  Provides the means to identify databases within the enterprise that
Governance potentially contain sensitive data, and then to evaluate the data within

Change
Activity
Planner

these candidates to determine if sensitive data exists.

= Uses metadata discovery to identify databases containing objects that are
protected by security features known as Protection Policies.

= Discovers sensitive database candidates by identifying application
signatures, a set of database objects such as schemas, tables, and views
that are unique to a specific application.

= Performs metadata discovery automatically whenever a database target
is discovered. This feature can be disabled if you want more control over
when and how the metadata discovery job runs.

= Enables you to associate a sensitive database candidate with a new or
existing Application Data Model (ADM) and set sensitive columns for
the ADM.

= Enables you to plan, manage, and monitor operations within your data
center. These operations involve dependencies and coordination across
teams and business owners, as well as multiple processes.

= Provides you the ability to create plans comprising of one or more tasks.
Tasks can be associated with operations like a patch template, a
compliance standard, or a manual job.

= Enables you to monitor all managed plans. This helps you to identify
any issues that may delay the activity plan completion deadline.

= Prints plans that can be used for reporting purposes. Information
includes overall summary across all plans, plan summary within a given
plan, overall tasks across all tasks across plans, and task summary across
tasks within a given plan.

Note: The provisioning and patch management solutions are
essentially based on deployment procedures, which are
Oracle-supplied predesigned procedures that help you accomplish the
provisioning and patching tasks. Deployment procedures contain a
hierarchal sequence of steps, where each step might contain a
sequence of other steps. Essentially, they encapsulate the workflow of
all the tasks that need to be performed for a provisioning or patching
operation. For more information about deployment procedures, see
Chapter 50. For information about the default deployment procedure
that you must use for your provisioning or patching operation, refer
to the respective chapters.

1.2 Information Map for Lifecycle Management Solutions

Table 1-2 lists the chapters and sections relevant to the various lifecycle management
solutions offered by Cloud Control. Consider this an information roadmap to learn
about the solution and perform the required operations.
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Table 1-2

Information Map for Lifecycle Management Solutions

Target Name

Solution Area

Reference Links

Database

Single-Instance
Database

Oracle Real Application
Server (Oracle RAC)

Oracle RAC One
Database

Discovery

Provisioning

Upgrade

Patching

Change Management
Configuration Management
Compliance Management
Enterprise Data Governance

Change Activity Planner

Discovery

Provisioning

Patching

Change Management
Configuration Management
Compliance Management
Enterprise Data Governance

Change Activity Planner

Discovery

Provisioning

Change Management
Configuration Management
Compliance Management

Enterprise Data Governance

»  Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually

= Provisioning Oracle Databases

= Provisioning Oracle Grid Infrastructure for
Oracle Databases

»  Creating Databases

Upgrading Databases

Patching Software Deployments
Managing Database Schema Changes
Managing Configuration Information
Managing Compliance

Managing Enterprise Data Governance

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually

= Provisioning Oracle Grid Infrastructure for
Oracle Real Application Clusters Databases

= Provisioning Oracle Real Application Clusters for
10g and 11g

= Extending Oracle Real Application Clusters

»  Deleting or Scaling Down Oracle Real
Application Clusters

Patching Software Deployments
Managing Database Schema Changes
Managing Configuration Information
Managing Compliance

Managing Enterprise Data Governance

Overview of Change Activity Planner

»  Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually

Provisioning Oracle Real Application Clusters One
(Oracle RAC One) Node Databases

Managing Database Schema Changes
Managing Configuration Information
Managing Compliance

Managing Enterprise Data Governance
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Table 1-2 (Cont.) Information Map for Lifecycle Management Solutions

Target Name

Solution Area

Reference Links

Pluggable Database

Oracle Database Replay
Client

Fusion Middleware

Oracle Fusion
Middleware

Java EE Applications

Coherence Nodes and
Clusters

Change Activity Planner

Discovery

Provisioning

Discovery

Provisioning

Change Management
Configuration Management
Compliance Management
Enterprise Data Governance

Change Activity Planner

Discovery

Provisioning

Configuration Management
Compliance Management

Change Activity Planner

Discovery

Provisioning

Configuration Management
Compliance Management

Change Activity Planner

Discovery

Provisioning
Configuration Management

Compliance Management

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually

Managing Pluggable Databases

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually
Provisioning Oracle Database Replay Client
Managing Database Schema Changes
Managing Configuration Information
Managing Compliance

Managing Enterprise Data Governance

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually

= Provisioning Fusion Middleware Domain and
Oracle Homes

= Scaling Up / Scaling Out Fusion Middleware
Domains

Managing Configuration Information
Managing Compliance

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually

Deploying / Redeploying / Undeploying Java EE
Applications

Managing Configuration Information
Managing Compliance

Overview of Change Activity Planner

»  Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually
Provisioning Coherence Nodes and Clusters
Managing Configuration Information

Managing Compliance
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Table 1-2 (Cont.) Information Map for Lifecycle Management Solutions

Target Name

Solution Area

Reference Links

Oracle SOA Artifacts
and Composites

Oracle Service Bus

Oracle BPEL Process
Manager

Oracle Application
Server

Supported Operating
Systems for Patching
and Provisioning

Oracle Linux, Red Hat
Enterprise Linux
(RHEL), SuSE Linux
(SLES)

Change Activity Planner

Discovery

Provisioning
Configuration Management
Compliance Management

Change Activity Planner

Discovery

Provisioning
Configuration Management
Compliance Management

Change Activity Planner

Discovery

Provisioning
Configuration Management
Compliance Management

Change Activity Planner

Discovery

Provisioning

Patching

Configuration Management
Compliance Management

Change Activity Planner

Discovery

Provisioning

Patching

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually
Provisioning SOA Artifacts and Composites
Managing Configuration Information
Managing Compliance

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually
Provisioning Oracle Service Bus Resources
Managing Configuration Information
Managing Compliance

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually
Provisioning Oracle BPEL Processes
Managing Configuration Information
Managing Compliance

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually
Provisioning Oracle Application Server
Patching Software Deployments

Managing Configuration Information
Managing Compliance

Overview of Change Activity Planner

= Discovering Hosts and Targets Automatically

= Discovering Hosts and Targets Manually

Provisioning Bare Metal Servers

Patching Linux Hosts
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Table 1-2 (Cont.) Information Map for Lifecycle Management Solutions

Target Name Solution Area Reference Links
Configuration Management Managing Configuration Information
Compliance Management Managing Compliance
Change Activity Planner Overview of Change Activity Planner
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Setting Up Your Infrastructure

This chapter describes the infrastructure requirements you must meet before you start
using the lifecycle management features. This chapter is essentially for administrators
or designers who create the infrastructure. The requirements described in this chapter
have to be performed just once.

This chapter covers the following:

»  Getting Started with Setting Up Your Infrastructure
s Setting Up Oracle Software Library

= Setting Up Credentials

»  Creating Enterprise Manager User Accounts

= (Optional) Setting Up My Oracle Support

= (Optional) Configuring Self-Update

= (Optional) Setting Up E-mail Notifications

2.1 Getting Started with Setting Up Your Infrastructure

This chapter helps you get started by providing an overview of all the steps involved
in setting up your infrastructure. Consider this section to be a documentation map to
understand the sequence of actions you must perform to successfully set up your
infrastructure for carrying out all the lifecycle management tasks, including Patching
and Provisioning.

Figure 2-1 is a pictorial representation of the sequence of steps you must perform in
order to setup your infrastructure.

Figure 2—1 Setting Up Your Infrastructure WorkFlow

o—0—>0—>0—>60—0

& “, '
[ > Wi e
Setting Up Setting Up Creating Setting Up (Optional) (Optional)
Software Credentials Enterprise My Oracle Configuring Setting Up
Library Manager User Support Self-Update E-Mail
Accounts Credentials Notifications

Click the reference links provided against the steps in the Table 2-1 for more
information on each of the seactions.

Setting Up Your Infrastructure 2-1



Setting Up Oracle Software Library

Table 2-1 Getting Started with Setting Up Your Infrastructure

Step Description Reference Links
Step 1 Setting Up Software Library Section 2.2
Step 2 Setting Up Credentials Section 2.3
Step 3 Creating Enterprise Manager User Accounts Section 2.4
Step 4 Setting Up My Oracle Support Credentials Section 2.5
Step 5 Additional /Value Add setup (optional) Section 2.6

Configuring Self-Update

Step 6 Additional /Value Add setup (optional) Section 2.7
Setting Up E-Mail Notifications

Note: Ensure that the OMS is patched appropriately to the required
level. For information about the patches that need to be applied on the
Enterprise Manager Cloud Control Management Server (OMS) for
using the Provisioning and Patching features, see My Oracle Support
note 427577.1.

2.2 Setting Up Oracle Software Library

Oracle Software Library (Software Library) is one of the core features offered by Oracle
Enterprise Manager Cloud Control (Cloud Control). Technically, it is a storage location
that stores certified software entities such as software patches, virtual appliance
images, reference gold images, application software and their associated directive
scripts. In addition to storing them, it also enables you to maintain versions, maturity
levels, and states of these software entities.

To access the Software Library console page, in Cloud Control, from the Enterprise
menu, select Provisioning and Patching and then, click Software Library. On the
Software Library home page, as shown in Figure 2-2, there are two types of folders:
Oracle-owned folders (marked by a lock symbol) and User-owned folders.
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Figure 2-2 Software Library Console

Software Library Page Riefreshed Aug 11, 2011 7:07:32 AMPDT ()
Software Library maintains entities that represent software patches, virtual appliance images, reference gold images, application software and their
associated directive scripts, You can pick any of the Oracle-suppbed entities, customize them or create a custom ané of your own, Once defined,
;I;?ts‘:ar;usable entities can be referenced from a Deployment Procedure to automate the patching, provisioning or deployment of the associated
Actions ~ Wiew v | bdView Edib.. 3§ Delete... | Find |Name ~ Ed Q, Search
|Marne | Tpe |Subtype |Revision|Skatus |Maturity |Owner  |Description
o & Software Library ORACLE Root Folder for Software Library entities
=3 ;B Application Server Provisioning Utilities ORACLE Entities belanging ta AS Provisioning
=3 :a Bare Metal Provisioning ORACLE Bare Metal Provisioning directory
=4 \_.E BPELProvisioning ORACLE BPEL Provisioning Entities
£ C@ Cloud ORACLE Cloud
=3 _B Coherence Node Provisioning ORACLE Coherence Node Provisioning Entities
=3 _B ‘Common Provisioning Ltilities ORACLE Directives belonging to Common Provisioning (SIDB and RACPRO
[ Components S¥SMAM Components Folder
[ Directives SYSMAN Directives Folder
3 Images SYSMAM Images Folder
Canetwarks SYSMAN Networks Folder
[ suites SYSMAN Suites Folder
=5 :.E,Comnosireoanfov ORACLE CompositeDeploy Entities
=4 :a YU Prerequisite-fixup components ORACLE CYU Prerequisite-fixup components belonging to OB Provisioning
=3 _3 DE Provisioning ORACLE Directives and Components belonging o DB Provisioning
I L@ Fusion Middleware Pravisianing Utilitie: ORACLE Directives belonging to FMW Provisioning
=3 _'5 Java EE Provisioning ORACLE Java EE Application Provisioning Entities
=3 :E MulioMs ORACLE List of Cracle shipped Directives
- C@ Oracle vM Server Provisianing ORACLE Oracle VM Server Provisioning diractory
L C@ osBProvisioning ORACLE OSEProvisioning Entities
1> C& Patching ORACLE Pakching dirsctory
& C@ Prerequiske-fixup companents ORACLE Prerequisie-fixup components Components belonging to DB Proy
=4 :\B SoaProvisioning ORACLE SO Provisioning Entities

To start using the Software Library to create and manage entities, the Software Library
Storage Locations must be configured. System Administrators are responsible for
configuring the Software Library storage locations, following which the Software
Library becomes usable.

Cloud Control offers the following types of storage locations:

Upload File Locations: These locations are configured for storing files uploaded
by Software Library as part of creating or updating an entity. The Upload File
Locations support two storage options:

a. OMS Shared File System
b. OMS Agent File System

Referenced File Locations: These are locations that allow you to leverage the
organization's existing IT infrastructure (like file servers, web servers, or storage
systems) for sourcing software binaries and scripts. Such locations allow entities to
refer to files without having to upload them explicitly to a Software Library
storage. Referenced File Locations support three storage options:

a. HTTP Locations
b. NFS Locations

¢. Management Agent Locations

You can configure the storage locations from the Administration Console. To do so, in

Cloud Control, from Setup menu, select Provisioning and Patching, then select
Software Library. The Software Library Administration Page as shown in Figure 2-3
appears:
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Figure 2-3 Software Library Administration

Software Library: Administration Page Refreshed Aug 11, 2011 7:11:34 aM PDT ()

Software Library =
The administration console allows For configuring and administering Software Library storage locations,

Upload File Locations Referenced File Locations

Caonfigure storage locations that can be used Far uplaading Files For Software Library entities.

Storage Tepe

Zonfigure filesystem locations on OMS Hosk(s), These locations musk be locally accessible by all the GMS instances, bypically a mounted)shared location,
‘ou can optionally configure the common credential ko be used by Software Library for readingwriting From/to a location,

Actions » View » | o Add.. 7 Edit.. 3¢ Migrate and Remave
Mame Status Location Associated Entities | Tatal Space P'Vglllja‘:cl: Last Refreshed
Testing Active [scratch/nbhakthafswib) Show 96,462 GE 61,662 GE Thu Aug 11 07:11:34 PDT 2011

See Also: For information on configuring Software Library, see
Oracle Enterprise Manager Cloud Control Administrator’s Guide

Note: To run the procedure on a Windows host which involves
executing some Software Library entities (for example, directive
scripts), you (the Windows user) must be granted the following
privileges:

= Actas part of the operating system
= Adjust memory quotas for a process
= Logon as batch job

= Replace a process level token

If not, the execution of the directive steps in the procedure may fail.

2.3 Setting Up Credentials

To perform any of the provisioning and patching tasks in Enterprise Manager Cloud
Control, you need to set up Named Credentials for normal operating system user
account (Oracle) and Named Credentials for privileged user accounts (root).

A Named Credential specifies a user’s authentication information on a system. Named
credentials can be a username and password pair such as the operating system login
credentials, or the Oracle home owner credentials primarily used for performing
operations such as running jobs, patching and other system management tasks.

Enterprise Manager Cloud Control enables you to register the system credentials as
Named Credentials for normal user (Oracle). Alternately, if you have root privileges,
you can even register the root account details as Named Credentials for the privileged
users. Once they are registered as Named Credentials, you can save them as Preferred
Credentials if you want.

The advantages of saving the credentials are:
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= You do not have to expose the credential details to all the users.

= It saves time and effort as you do not have to specify the user name and password
every time for each Oracle home or host machine, you can instead select a named
profile that will use the saved credentials.

For more information on Named Credentials, see Oracle Enterprise Manager Cloud
Control Security Guide.

While most steps within a Deployment Procedure can be run as a normal user, there
are some steps that require special permissions and privileges, and the Oracle account
credentials or the root account credentials may not be sufficient. Under such
circumstances, use authentication utilities to run some steps within the Deployment
Procedure with the privileges of another user. The authentication utilities supported
by Enterprise Manager Cloud Control are SUDO and PowerBroker. This support is
offered using the Privilege Delegation mechanism available in Enterprise Manager
Cloud Control.

For a conceptual overview of Privilege Delegation and the authentication tools
supported by it, see Oracle Enterprise Manager Cloud Control Security Guide.

Table 2-2 lists the use cases pertaining to credentials, and describes the steps to be
performed for setting up credentials for provisioning. Select the use case that best
matches with the situation you are in, and follow the suggested instructions.

Table 2-2 Setting Up Enterprise Manager Credentials

Use Case Steps to be performed

If you do not have direct Do the following;:
access or the required

credentials for the 1. Set up the Privilege Delegation as follows:

normal operating system a. Create Privilege Delegation (PDP)
user account (Oracle) Template either for SUDO or

OR PowerBroker. To do so, see

If you do not have direct “Creating Privilege Delegation”
access or the required section in Oracle Enterprise Manager
credentials for the Cloud Control Security Guide.

privileged account (root).
b. Apply the created template on the

Management Agents of the target
hosts.

2. Create Named Credentials for normal operating system user
account (Oracle) with privileges to run as SUDO or
PowerBroker, for more information see “Creating Named
Credentials” section in Oracle Enterprise Manager Cloud Control
Security Guide.

OR

Create Named Credentials for privileged users account (root)
with privileges to run as SUDO or PowerBroker, for more
information see “Creating Privileged Credentials” section in
Oracle Enterprise Manager Cloud Control Security Guide.

3. Save the Named credential for normal operating system
account or the named credentials for the privileged user
account as Preferred Credential. To do so, see “Saving Preferred
Credentials for Hosts and Oracle Homes” and “Saving
Preferred Credentials to Access My Oracle Support sections” in
Oracle Enterprise Manager Cloud Control Security Guide.
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Table 2-2 (Cont.) Setting Up Enterprise Manager Credentials

Use Case Steps to be performed

If you have direct access Do the following:
or the required
credentials for the
normal operating system
user account (Oracle)

OR

If you have direct access
or the required
credentials for the
privileged account (root).

1. Create Named Credentials for normal operating system user
account (Oracle), for more information see “Creating Named
Credentials” section in Oracle Enterprise Manager Cloud Control
Security Guide.

OR

Create Named Credentials for privileged user accounts (root)
Credentials, for more information see “Creating Privileged
Credentials” section in Oracle Enterprise Manager Cloud Control
Security Guide.

2. Save the Named credential for normal operating system
account or the named credentials for the privileged user
account as Preferred Credential. To do so, see “Saving Preferred
Credentials for Hosts and Oracle Homes” and “Saving
Preferred Credentials to Access My Oracle Support sections” in
Oracle Enterprise Manager Cloud Control Security Guide.

2.4 Creating Enterprise Manager User Accounts
This section describes the following:
= Overview of User Accounts
»s  Creating Designer User Account

m  Creating Operator User Account

2.4.1 Overview of User Accounts

From the Cloud Control, you can create and manage new Enterprise Manager
Administrator accounts. Each administrator account includes its own login credentials,
as well as a set of roles and privileges that are assigned to the account.

C
£, K

Designer

€
:‘

Super Administrator/
Administrator

Operator

Based on the accesses, the users can be classified as follows:
= Super Administrator

s Designers (EM_ALL_DESIGNER)
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s Operators (EM_ALL_OPERATOR)

Super Administrators

Super Administrators are powerful Cloud Control administrators with full access
privileges on all targets. They are responsible for creating and administering accounts
within the Cloud Control environment. For example, Super Administrators create the
Designer and Operator roles, and grant these roles to different users and groups
within their enterprise.

Designers

Designers are lead administrators with increased privileges on Deployment Procedures
and Software Library. Starting with Cloud Control, designers can create deployment
procedure templates using the Lock down feature, and save these templates to enforce
standardization and consistency. Operator privileges are granted on these templates so
that administrators who login as Operators can launch these templates, and run the
Deployment Procedure successfully. Doing this ensures that the procedures are less
error prone and more consistent.

For more information about saving deployment procedures using lock downs, see
Section 50.6.2.1

Designers are responsible for performing all the design-time activities like:

s Creating the provisioning profiles in the Software Library.

»  Creating components, directives, and images, and storing them in Oracle Software
Library.

»  Customizing the default deployment procedures according to the needs of the
organization.

»  Creating patch plans and patch templates.

The predefined Oracle role for a Designer is EM_ALL_DESIGNER, this role in turn
includes fine grained roles where you can specifically set EM_PROVISIONING_DESIGNER
for provisioning tasks, and EM_PATCH_DESIGNER for patching tasks. For more
information about privilege grants to Designers, see Section 50.2.

Operators

Operators are administrators who have restricted privileges on a Deployment
Procedure and Software Library. Normally, operators can view and submit a
deployment procedure. The Designer user may also grant the Operator the necessary
privileges on any targets or entities.

Operators use the infrastructure created by designers and perform run-time activities
like:

= Accessing the provisioning profiles present in the Software Library for
provisioning procedures.

s Launching software deployments to provision software on selected targets.
=  Patching software deployments using patch plans and patch templates.

The predefined Oracle role for an Operator is EM_ALL_OPERATOR, this role in turn
includes fine grained roles where you can specifically set EM_PROVISIONING_OPERATOR
for provisioning tasks, and EM_PATCH_OPERATOR for patching tasks. For more
information about privilege grants to Operators, see Section 50.2.
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Note: Designers can choose to perform both design-time and
run-time activities, but operators can perform only run-time activities.

2.4.2 Creating Designer User Account

To create a Designer user account, follow these steps:

1. In Cloud Control, from the Setup menu, select Security, then select
Administrators.

2. On the Administrators page, click Create.
3. In the Create Administrator wizard, do the following:

a. On the Properties page, specify the name Designer and provide a password.
Leave the other fields blank, and click Next.

b. On the Roles page, select EM_ALL_DESIGNER, and click Next.

Note: You can alternately restrict the Designer access to either
Provisioning or Patching domains. For granting privileges explicitly
for Provisioning, select the EM_PROVISION_DESIGNER role. Similarly, for
granting designer privileges explicitly for Patching, select the EM_
PATCH_DESIGNER role.

c. On the Target Privileges page, select the targets privileges that must be
granted to a Designer user account. For information about the target privileges
available to an Administrator with Designer role, see Section 50.2.1

d. On the Resource Privileges page, select the privileges to be explicitly granted
for each of the resource types.

e. On the Review page, review the information you have provided for this user
account, and click Finish.

2.4.3 Creating Operator User Account

To create an Operator user account, follow these steps:

1. In Cloud Control, from the Setup menu, select Security, then select
Administrators.

2. On the Administrators page, click Create.
3. In the Create Administrator wizard, do the following:

a. On the Properties page, specify the name Operator and provide a password.
Leave the other fields blank and click Next.

b. On the Roles page, select EM_ALL_OPERATOR, and click Next.

Note: You can alternately restrict the Operator access to either
Provisioning or Patching domains. For granting privileges explicitly
for Provisioning, select the EM_PROVISION_OPERATOR role. Similarly, for
granting designer privileges explicitly for Patching, select the EM_
PATCH_OPERATOR role.
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¢. On the Target Privileges page, select the targets privileges that must be
granted to an Operator user account. For information about the target
privileges available to an Administrator with Operator role, see Section 50.2.1

d. On the Resource Privileges page, select the privileges to be explicitly granted
for each of the resource types.

e. On the Review page, review the information you have provided for this user
account, and click Finish.

2.5 (Optional) Setting Up My Oracle Support

For Cloud Control to connect to My Oracle Support for Agent Patching, patching other
targets, MOS related tasks, and for Self-Update tasks, you must ensure that you set the
proxy server settings and register the details. To do so, follow the instructions outlined
in Section 42.2.3.2.

Note: Beginning with Enterprise Manager Cloud Control 12c Release
3 (12.1.0.3), My Oracle Suppot accesses support.oracle.com directly.
This means that you must provide network access to this URL, or
grant proxy access to it from any client that will access My Oracle
Support.

2.6 (Optional) Configuring Self-Update

The Self Update feature enables you to obtain information about updates to Cloud
Control components. The Self Update home page can be used to obtain information
about new updates and provides a common workflow to review, download and apply
the updates. The Self Update console automatically informs you whenever new
updates that are applicable to your installation are made available by Oracle.

Software Library components and directives that you can use for provisioning and

patching are called provisioning entities. A Provisioning bundle refers to a specific

provisioning or patching area, such as database provisioning or FMW provisioning
through which Cloud Control delivers updates to customers.

Note: Ensure that the user has VIEW_ANY_ SELFUPDATE privileges

For applying Oracle-supplied updates to provisioning entities, follow these steps:

1. In Cloud Control, from the Setup menu, select Extensibility, then select Self
Update.

2. Schedule to download provisioning bundle. The Self-update framework
downloads the bundle to a well-defined location. For more information about
Self-Update, see Oracle Enterprise Manager Cloud Control Administrator’s Guide.

3. From the Actions menu, select Subscribe to ensure that you receive notification
whenever a provisioning bundle is available for download.

4. In the Updates Home page, select update of Type Provisioning Bundle and from
the Actions menu, select Open.

5. Apply the provisioning bundle updates manually. Follow instructions as per
selected provisioning bundle to apply the update manually.

6. In the Updates Home page, verify that the update is applied.
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2.7 (Optional) Setting Up E-mail Notifications

Cloud Control can send e-mail notification every time you run a Deployment
Procedure. However, by default, Deployment Procedures do not have this feature
enabled. To configure them to send e-mail notifications, you must customize the
Deployment Procedure.

For information on how you can customize Deployment Procedures and set up e-mail
notifications, see Chapter 51.

2-10 Oracle Enterprise Manager Lifecycle Management Administrator's Guide



Part Il

Discovery

This part contains the following chapter:

»  Chapter 3, "Discovering Hosts and Software Deployments"






3

Discovering Hosts and Software Deployments

Discovery is the first step toward monitoring and managing the health of your
software deployments. Discovery refers to the process of identifying unmanaged hosts
and their software deployments, and adding them as manageable targets in Oracle
Enterprise Manager Cloud Control (Cloud Control).

This chapter describes how you can discover the hosts and their software
deployments, and add them to Cloud Control. In particular, this chapter describes the
following:

s Discovering Hosts and Targets Automatically

s Discovering Hosts and Targets Manually

3.1 Discovering Hosts and Targets Automatically

Automatic discovery refers to the process of scanning hosts for Oracle software that
can be managed and monitored by Cloud Control. By default, the automatic discovery
runs every 24 hours to discover targets.

In automatic discovery, you enable a Management Agent running on the host to run
an Enterprise Manager job that scans for unmanaged hosts. You then convert these
unmanaged hosts to managed hosts by deploying Management Agents on these hosts,
then you search for targets on these managed hosts, and finally you promote these
targets to managed target status.

You can configure automatic discovery to set up a schedule for discovery, the target
types to be discovered, and the hosts to scan for targets. You can then promote the
discovered hosts and convert them to managed targets in Cloud Control. You can also
regularly identify targets that have been newly added to the infrastructure, and add
them to Cloud Control for monitoring.

Once automatic discovery has been configured, you can check the Auto Discovery
Results page on a regular basis to see what targets have been discovered.

For information on automatically discovering and monitoring targets, refer to the
chapter Discovering and Monitoring Targets in the Oracle Enterprise Manager Cloud
Control Administrator’s Guide.

3.2 Discovering Hosts and Targets Manually

In addition to automatic discovery, Cloud Control enables you to manually add hosts
as well as a wide variety of Oracle software and components as managed targets.
When you add a target manually, you do not need to go through the process of
discovery by adding the target directly. Discovering targets in this way eliminates the
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need to consume resources on the Oracle Management Agent to perform discovery
when it is not needed.

For information on manually discovering and monitoring targets, refer to the chapter
Discovering and Monitoring Targets in the Oracle Enterprise Manager Cloud Control
Administrator’s Guide.
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Overview of Database Provisioning

Provisioning involves repeatable, reliable, automated, unattended, and scheduled
mass deployment of software, applications, or servers across different platforms,
environments, and locations.

This chapter provides an overview of the database provisioning feature in Oracle
Enterprise Manager Cloud Control (Cloud Control), supported targets and
deployment procedures offered by Cloud Control, and the infrastructure you need to
set up to get started with database provisioning. In particular, this chapter covers the
following:

= Introduction to Database Provisioning

= Supported Use Cases and Targets Provisioned Using Database Provisioning
Procedures

s Setting Up Database Provisioning

4.1 Introduction to Database Provisioning

The Provisioning solution is an important part of Lifecycle Management solution
offered by Cloud Control. As part of the database provisioning solution, Cloud
Control enables you to provision Oracle Databases (also known as single-instance
databases) and Oracle Real Application Clusters databases, extend or delete Oracle
Real Application Clusters nodes, provision Oracle Real Application Clusters One node
databases, provision pluggable databases, and also upgrade Oracle single-instance
databases in a scalable and automated manner. Figure 4-1 shows the database
provisioning solution in Cloud Control.

Figure 4-1 Database Provisioning Solution in Cloud Control
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For this release, database provisioning features are as follows:
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Designer and Operator Roles

Cloud Control offers clearly defined administrator roles such as Designers and
Operators. With a Designer role, you can lock down one or more fields in the
deployment procedures, thus allowing the operators to run the procedure only with
standard, preset configurations.

Locking Down Feature in Designer Role

The locking down feature in Database Provisioning enables Designers to lock down
the set of variables, such as host targets, credentials, Oracle homes to be provisioned,
and others, in the deployment procedure wizard. This enforces standard deployments
and minimizes errors in configurations during mass deployment. The operator can
then deploy the procedure that the designer configures and saves in the Procedure
Library. For more information about locking down deployment procedures, see
Section 50.6.2.1.

Provisioning Profiles and Database Templates

You can create Provisioning Profiles to be used in database provisioning to ensure
standardization in deployments and to minimize errors. You can also create database
templates from the Cloud Control Console to be used in your provisioning activities.

Creating Databases Using Cloud Control

Cloud Control now enables you to create databases from the Cloud Control console.
This ensures that you can use a single interface for provisioning and creating
databases. For more information about creating databases, see Chapter 16.

Easy to Navigate Database Provisioning Wizards

Designers and Operators can easily use and navigate through the enhanced Database
Provisioning wizards in Cloud Control.

Self Update

Using the Self Update feature, you can automatically download and install updates to
your provisioning entities. For more information on using the Self Update feature to
update your provisioning entities, see Section 2.6.

Database Provisioning Console for all Database Provisioning Activities

The Database Provisioning console is a starting point for your database provisioning
activities. The console displays information about provisioning setup, profiles,
deployment procedures, and information about getting started with provisioning.

Figure 4-2 shows how you can access the Database Provisioning screen from within
Cloud Control console.
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Figure 4-2 Accessing Database Provisioning Screen
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4.2 Supported Use Cases and Targets Provisioned Using Database
Provisioning Procedures

Cloud Control enables you to perform database provisioning using deployment
procedures. A deployment procedure is a set of predefined steps that complete the
task of provisioning. For information about deployment procedures in general, see
Chapter 50.

Table 4-1 lists the database deployment procedures offered by Cloud Control and the
various targets that can be provisioned.

Table 4-1 Database Deployment Procedures and Targets Provisioned

Deployment Procedure Targets Provisioned

Provision Oracle Database = Oracle Database (single instance) 10g Release 1 to
12c Release 1

s Oracdle Grid Infrastructure 12c Release 1

= Oracle Automatic Storage Management (Oracle
ASM) 12c Release 1

= Oracle Restart (Single Instance High Availability)
12c Release 1

Provision Oracle Real Application = Oracle Real Application Clusters (Oracle RAC) 12c
Clusters Release 1

s Oracle RAC One Node 12¢ Release 1
s Oracle Grid Infrastructure 12c Release 1

s Oracle Automatic Storage Management (Oracle

ASM) 12¢ Release 1
Create Oracle Database = Oracle Database (single-instance database) 12c
Release 1
= Oracle Real Application Clusters (Oracle RAC) 12¢
Release 1

s Oracle RAC One Node 12c Release 1

Overview of Database Provisioning 4-3



Supported Use Cases and Targets Provisioned Using Database Provisioning Procedures

Table 4-1 (Cont.) Database Deployment Procedures and Targets Provisioned

Deployment Procedure

Targets Provisioned

Provision Pluggable Database

Note: You cannot manually invoke
this deployment procedure from the
Database Provisioning page. This
deployment procedure is invoked
internally when you use the
Provision Pluggable Database
console or EM CLI to provision
pluggable databases.

Provision Oracle Clusterware /
Oracle RAC for UNIX and RDBMS
versions 10g/11g/12c (applicable for
UNIX platform)

Provision Oracle Clusterware /
Oracle RAC for Windows and
RDBMS versions 10g/11g/12c
(applicable for Windows platform)

Extend /Scale Up Oracle Real
Application Clusters

Delete/Scale Down Oracle Real
Application Clusters

Provision Oracle Database Client

Pluggable Databases (available only as a part of Oracle
Database 12c Release 1 or higher)

s Oracle Real Application Clusters (Oracle RAC) 10g
Release 1 to 12¢ Release 1

s Oracle Clusterware 10g Release 1 to 12c Release 1

s Oracle Clusterware Automatic Storage
Management (Oracle ASM) 10g Release 1 to 12c
Release 1

= Oracle Real Application Clusters (Oracle RAC) 10g
Release 1 to 12¢ Release 1

s Oracle Clusterware 10g Release 1 to 12c Release 1

s Oracle Clusterware Automatic Storage
Management (Oracle ASM) 10g Release 1 to 12¢
Release 1

Oracle Real Application Clusters (Oracle RAC) 10g
Release 1 to 12¢ Release 1

Oracle Real Application Clusters (Oracle RAC) 10g
Release 1 to 12¢ Release 1

Oracle Database Client 10g Release 2 to 12¢ Release 1

Table 4-2 lists various use cases for database provisioning deployment procedures.

Table 4-2 use cases for Database Deployment Procedures

Deployment Procedure use case Link

Provision Oracle Database = Provisioning and Creating s Section 5.3

Single-Instance Databases

= Provisioning Single-Instance

s Section 5.4

Database with Oracle Automatic Section 5.5
Storage Management = Section 6.2
= Provisioning Single-Instance s Section 6.3

Database Software Only

= Provisioning Oracle Grid
Infrastructure with Single-Instance
Database and Configuring
Database with Oracle Automatic
Storage Management

= Provisioning Oracle Grid
Infrastructure and Single-Instance
Database Software Only
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Table 4-2 (Cont.) use cases for Database Deployment Procedures

Deployment Procedure use case Link

Provision Oracle Real = Provisioning Grid Infrastructure = Section7.3

Application Clusters with Oracle Real Application Section 7.4
Clusters Database and Configuring ’
Database with Oracle Automatic = Section7.5

Storage Management

= Provisioning Oracle Real
Application Clusters Database with
File System on an Existing Cluster

= Provisioning Oracle Real
Application Clusters Database with
File System on a New Cluster

Create Oracle Database = Creating Single-Instance Database = Section 16.2

»s  Create Oracle Real Application s Section 16.3
Clusters Database .
s Section 16.4

= Creating Oracle Real Application
Clusters One database

Provision Pluggable = Creating a New Pluggable = Section17.3.1
Database Database . Section 1732
= Section 17.3.3
= Section 17.3.4
= Section17.4.1

s Plugging In an Unplugged
Pluggable Database

s Cloning a Pluggable Database

= Migrating a Non-Container
Database as a Pluggable Database

= Unplugging and Dropping a

Pluggable Database
Provision Oracle s Cloning a Running Oracle Real s Section 9.3
Clusterware / Oracle RAC Application Clusters Section 9.4
for Windows and RDBEMS s Provisioning Oracle Real ) '
versions 10g/11g/12¢c Apolicati 8 . s Section 9.5

pplication Clusters Using Gold

Provision Oracle Image
Clusterware / Oracle RAC Provisioni
for UNIX and RDBMS . rovisioning Oracle Real

Application Clusters Using

versions 10g/11g /12¢ Archived Software Binaries

Extend/Scale Up Oracle Extending Oracle Real Application Section 10.2
Real Application Clusters Clusters

Delete/Scale Down Oracle  Deleting Oracle Real Application Section 11.3
Real Application Clusters Clusters Section 11.4

Provision Oracle Database s Cloning a Running Oracle Database =  Section 12.2
Client Replay Client .
s Section 12.3

= Provisioning Oracle Database . Section 12.4

Replay Client Using Gold Image

= Provisioning Oracle Database
Replay Client Using Installation
Binaries
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4.3 Setting Up Database Provisioning

You can provision Oracle Databases, Oracle Real Application Clusters Databases, and
Oracle RAC One Node Databases using database templates, installation media, or
database entities, or you can use provisioning profiles to standardize deployments.

This section explains the following:

Meeting Basic Infrastructure and Host Requirements

Understanding Administrator Privileges for Provisioning Database
Prerequisites for Designers

Prerequisites for Operators

Creating Database Provisioning Profiles

Describing, Creating, and Deleting Database Provisioning Profiles Using EMCLI
Creating Installation Media

Creating Database Templates

Uploading Database Templates to Software Library

Creating Database Provisioning Entities

Downloading Cluster Verification Utility

Note: If you have upgraded from an older version of Cloud Control
to version 12c, you will need to ensure that CSH shell is present as
/bin/csh before you can run the database provisioning deployment
procedures.

4.3.1 Meeting Basic Infrastructure and Host Requirements

To satisfy these requirements, you must do the following:

Meet the basic infrastructure requirements as described in Chapter 2.

Ensure that the host is set up for database provisioning entities. For more
information about host readiness, see Appendix B.

If you plan to provision database software on a Microsoft Windows host, you must
ensure that Cygwin is installed on the host, before provisioning the database
software.

For information on how to install Cygwin on a host, see Enterprise Manager Cloud
Control Basic Installation Guide.

4.3.2 Understanding Administrator Privileges for Provisioning Database

Table 4-3 describes the roles and the minimum privileges required for using database
deployment procedures. These roles are default roles available in Cloud Control. You
need not create them, but you must explicitly create administrators based on these
roles. For instructions, see Section 2.4.
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Table 4-3 Privileges for Using Deployment Procedures

Role Target Privileges

Resource
Privileges

Implementation
Recommendation

EM Operator any target =

PROVISIONING_
DESIGNER

EM_ "
PROVISIONING_
OPERATOR

Operator any
target

s Launch DP
Permission

Resource
Type:
Deployment
Procedure

Required when you want
to grant and restrict access
to deployment procedures.

Privilege:
Create,
Manage
Launch Access
Resource
Type:
Software
Library Entity
Privilege:

Manage Any
Software
Library Entity

Resource
Type:

Deployment
Procedure

Required when you want
to launch deployment
procedures.

Privilege:

Create,
Manage
Launch Access

Resource
Type:
Software
Library Entity

Privilege:

Manage Any
Software
Library Entity

4.3.3 Prerequisites for Designers

Following are the prerequisites for designers to start database provisioning:

= Ensure that you meet the mandatory infrastructure requirements described in

Chapter 2.

s Discover and monitor the destination hosts in Cloud Control. For this purpose,
you need the latest version of Oracle Management Agent (Management Agent) on
the destination hosts. For more information refer to the Oracle Cloud Control
Installation and Basic Configuration Guide. Ensure that the agents are installed in

the same location on all hosts.

= Set up the Oracle Software Library (Software Library). Ensure that the installation
media, database templates, or provisioning entities are available in the Software
Library. For information about creating them, see Section 4.3. Alternatively, use a
provisioning profile to store the database template. For information about creating
a database provisioning profile, see Section 4.3.5.
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= Store the operating system credentials of the destination hosts as preferred
credentials in Oracle Management Repository (Management Repository) or use
Named Credentials.

If you are using SUDO, PowerBroker, see Section 2.3 for information on setting up
these authentication utilities.

= Ensure that the operating system groups corresponding to the following roles
already exist on the hosts you select for provisioning. If these groups do not exist,
then the Deployment Procedure automatically creates them. However, if these
have to be created on NIS, then you must create them manually before running the
Deployment Procedure. For information about creating these operating system
groups, refer to the Oracle Grid Infrastructure Installation Guide 12c Release 1
(11.2).

The Oracle Database user (typically oracle) must be a member of the following
groups:

s Inventory Group (OINSTALL) as the primary group
s Database Administrator (OSDBA)
= Database Operator (OSOPER)

The Grid Infrastructure user (typically grid) must be a member of the following
groups:

s Inventory Group (OINSTALL) as the primary group
s ASM Database Administrator (ASMDBA)

= ASM Instance Operator (ASMOPER)

s ASM Instance Administrator (OSASM)

= Ensure that you use an operating system user that has write permission on the
following locations:

- Oracle base directory for Grid Infrastructure where diagnostic data files
related to Grid Infrastructure can be stored.

— Oracle base directory for database where diagnostic data files related to
database can be stored.

—  Grid Infrastructure software directory where Grid Infrastructure software can
be provisioned.

— Database software location where database software can be provisioned
Working directory where cloning-related files can be staged.

s  Ensure that you have Operator-Any Target privileges in Cloud Control.

s For provisioning Oracle Real Application Clusters Databases (Oracle RAC), the
following are additional prerequisites:

— Meet the hardware, software, and network requirements for Oracle Grid
Infrastructure and Oracle RAC installation on the target hosts. For information
about the hardware, software, and network requirements for Oracle Grid
Infrastructure and Oracle RAC installation, refer to the Oracle Grid
Infrastructure Installation Guide 12c Release 1 (11.2).

— The Oracle RAC Database user must be a member of the group ASM Database
Administrator (ASMDBA).
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4.3.4 Prerequisites for Operators

Operators who run the deployment procedures must meet the following prerequisites:

Ensure that as an operator, you have permissions to view credentials (set and
locked by the designer), view targets, submit jobs, and launch deployment
procedures.

Ensure that the operating system groups corresponding to the following roles
already exist on the hosts you select for provisioning. The operating system users
of these groups automatically get the respective privileges.

s Inventory Group (OINSTALL)

s ASM Database Administrator (ASMDBA)
= ASM Instance Operator (ASMOPER)

s Database Administrator (OSDBA)

= Database Operator (OSOPER)

s ASM Instance Administrator (OSASM)

Ensure that you have Operator-Any Target privileges in Cloud Control.

4.3.5 Creating Database Provisioning Profiles

Provisioning Profile is an entity that contains software bits and configuration. When a
provisioning profile is created from an existing installation, it provides the flexibility to
clone either Grid Infrastructure (with software or configuration) and Oracle Database
(with software or configuration). You can create database templates using provisioning
profiles. A designer or administrator can create a database provisioning profile as a
one-time activity that can be used by operators for mass deployment. Using
provisioning profile enables standardization in deployments and reduces the need for
rescheduling deployments by avoiding errors while configuring deployment
procedures.

Note: You do not require out of box profiles anymore. Provisioning
profiles for 11.2.0.4 Gold Image can be created using the gold image
flow. You can also create installation media based profiles for any
version of grid infrastructure and database.

If a database is used as a reference for a Gold Image, the new profile
will contain database data. If the reference database is not in
ARCHIVE LOG MODE, then the reference database will be shutdown
and restarted during the process.

To create database provisioning profile, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

In the Database Procedures page, in the Profiles section, click Create. The Create
Database Provisioning Profile wizard is launched.
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3. On the Reference Target page, click the search icon.

4. On the Search and Select: Targets window, select the reference target from which
you want to create the provisioning profile, and then click Select.

5. In the Reference target page, the Include Operation allows you to select the
components you want to include in the provisioning profile. Depending on the
reference host configuration, you can select to include Database Oracle Home,
Grid Infrastructure Oracle Home, and their related configuration as part of the
provisioning profile as below:

= Database Oracle Home to include Oracle database gold image in the profile

»  Grid Infrastructure Oracle Home and its Configuration Properties to include
Grid infrastructure gold image and its configuration in the profile

= Data Content to include Oracle database template (or Data) in the profile
where you can Select Structure and Data to include physical and structural
files from the database or Structure only to include only the structural files in
the template.
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6. In the Credentials section, select Preferred Credentials or Named Credentials. If
using Named Credentials, select the credentials or click + to specify new Named
Credentials.

In the Add Credentials window, specify the User Name and Password. Select Set
as Preferred Credentials if you want to set these as the Preferred Credentials.
Click Add.

Click Next.
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7. On the Profile page, do the following:
s In the Profile Information section, enter a unique profile name of your choice.
For example:

Cluster Profile [time when created]

Retain or edit the default details such as Profile Location where you want to
store the provisioning profile in the Software Library, Name, Description,
Version, Vendor, Notes, and the Name of Components included in the
profile.

= In the Schedule section, you can choose to start the profile creation
immediately, or you can schedule it for a later time.

= In the Working Directory section, specify the temporary working directory to
be used during database provisioning profile creation.

= In the Software Library Storage section, select the Software Library Location
Type and Software Library Location Name.

s Click Next.
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8. In the Review page, ensure that the selections you have made in the previous
pages are correctly displayed and click Submit. Otherwise, click Back repeatedly
till you reach the page where you want to make changes. Click Cancel to abort the
provisioning profile creation. The Deployment Instance Name is generated with
the profile name and user name.

9. Once you have submitted the provisioning profile creation job, ensure that the
provisioning profile appears in the Database Provisioning page.

4.3.6 Describing, Creating, and Deleting Database Provisioning Profiles Using EMCLI

This method enables administrators or provisioning operators to create or delete
database provisioning profiles using EMCLI verbs.

This section explains the following:

s Describing Database Provisioning Profiles Using EMCLI
s Creating Database Provisioning Profiles Using EMCLI

s Deleting Database Provisioning Profiles Using EMCLI
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4.3.6.1 Describing Database Provisioning Profiles Using EMCLI

You can describe a provisioning profile using either of the two following methods:
= Use the following EMCLI verb to describe the database provisioning profile:

emcli describe_dbprofile_input

This generates a response file for the different types of profiles.
= After you submit a create profile procedure, do the following:

1. Use the following EMCLI verb to get the running provisioning profile
instance:

emcli get_instances

2. Use the GUID get from the previous step to get the response file. For example:

emcli get_instance_data -instance=<GUID> >/tmp/profile.txt

3. The input properties are listed in /tmp/profile.txt. For example:

# Input properties are:

GI_GOLD_IMAGE_ENTITY_NAME=ust Profile 02-04-2014 08:03 PM - Grid
infrastructure gold image

GI_GOLD_IMAGE_TYPE=GOLD_IMAGE

PROFILE_DESC=Grid Infrastructure Home Reference Profile 02-04-2014 08:03 PM
from clustername

PROFILE_LOCATION=Grid Infrastructure Home Provisioning
Profiles/11.2.0.2.0/1inux_x64

PROFILE_NAME=Cluster clustname Profile 02-04-2014 08:03 PM
PROFILE_NOTES=Host Name: hl.example.com

Cluster: slxaclust

PROFILE_VENDOR=Oracle

PROFILE_VERSION=11.2.0.2.0

REFERENCE_DATABASE=clustername
REFERENCE_DATABASE_TYPE=cluster
REF_GI_CREDENTIALS=AIME_NORMAL:SYSMAN
REF_HOST_CREDENTIALS=AIME_NORMAL:SYSMAN
REF_NODE_SELECTED=h1.example.com
STORAGE_NAME_FOR_SOFTWARE=swlib
STORAGE_TYPE_FOR_SOFTWARE=OmsShared

WORKING_DIRECTORY=/tmp

4.3.6.2 Creating Database Provisioning Profiles Using EMCLI

To create a provisioning profile, use the following EMCLI verb:

emcli create_dbprofile -input_file=data:"<Prop file name>"

For example:
emcli create_dbprofile -input_file=data:"/tmp/profile.txt"

This command takes in a property file that completely describes the type of profile that
will be created and the options used.

4.3.6.3 Deleting Database Provisioning Profiles Using EMCLI

To delete a provisioning profile and its subcomponents, follow these steps:
1. Use the following EMCLI verb to list the database profiles created:

emcli list_dbprofiles
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Use the following EMCLI verb to delete the database profile:

emcli delete_dbprofile -comp_loc= "<db profile name and location>"

For example:
emcli delete_dbprofile -comp_loc="Grid Infrastructure Home Provisioning
Profiles/11.2.0.2.0/1inux_x64/Cluster clustername Profile 02-04-2014 08:03 PM"

comp_loc is the combination of the database profile name and the location of the
profile.

To check the status of the profile deletion, run the following EMCLI command:

emcli get_instance_status -instance=<GUID> -xml -details -showJobOutput

4.3.7 Creating Installation Media

To create installation media that can be used for database provisioning, follow these

steps:

1. Create a temporary location mkdir /tmp/installmedia.

2. Navigate to the following URL:
http://www.oracle.com/technetwork/database/enterprise-edition/downloads
/index.html

3. Click the See All link for the operating system on which you want to provision the
database.

4. Select Accept License Agreement.

5. Download zip files 1 and 2 for Database and Grid Infrastructure software to the
temporary directory created earlier.

6. Navigate to the temporary directory and extract the contents of the zip files.

For example, to extract the contents of the database software zip files, run these
commands:

Unzip linux_11gR2_database_lof2.zip

Unzip linux_11gR2_database_20f2.zip

7. Zip the database files.

8. In Cloud Control, from the Enterprise menu, select Provisioning and Patching
and then select Software Library.

9. In Software Library, select the directory where you want to create the installation
media component for the database.

10. From the Actions menu, select Create Entity, then select Component.

11. In the Create Entity: Component dialog, select Subtype as Installation Media and
click Continue.

12. In the Create Installation Media: Describe page, enter the Name and Description
for the component, and click Next.

13. In the Create Installation Media: Configure page, select Product Version, Platform,

and Product from the list.

For Product, select Oracle Database for Oracle Database, Oracle Client for Oracle
Database Replay Client, and Oracle Grid Infrastructure for Grid Infrastructure
software.
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14.

15.

Click Next.
In the Create Installation Media: Select Files page, select Upload Files.

a. In the Specify destination section, choose a Software Library storage location
as the Upload Location for the database software.

b. In the Specify Source section, select File Source as Agent Machine and select
the host from which you want to upload the files.

Click Add.

a o

In the Remote File Browser, click Login As.

e. Select the Host Credentials and click OK.

=h

Navigate to the temporary directory and select the zipped database files that
you created.

g. Click Add and then click OK.
Click Next.

In the Create Installation Media: Review page, review the details you have
provided and click Save and Upload to save and upload the installation media
files to Software Library.

4.3.8 Creating Database Templates

Cloud Control allows you to create database templates that you can use for cloning or
creating additional databases. To create database templates, follow these steps:

1.
2.

From the Targets menu, select Databases.

In the Databases page, click on the database from which you want to create a
template.

In the Database home page, from the Oracle Database menu, select Provisioning,
then select Create Database Template.

In Template Type page, select:

= Structure as well as data to include physical data files and structural
information in the template. User-defined schemas and data will be included
in the template. Databases created from this type of template will be identical
to the source database.

= Structure to include structural information about the source database
including tablespace options, initialization parameters, and data files.
User-defined schemas and data will not be included in the template.

Select host credentials. You can select Preferred Credentials, Named Credentials,
or Enter Credentials.

Click Next.

In the Template Options page, specify the Template Name and Description.
Specify the template location:

= Select Store Template in Software Library to specify the Storage Type and
Location on the OMS Agent File System or Shared File System.

= Select Store Template on the Managed Host to store template at ORACLE_
HOME/ assistants/dbca/templates in the target Oracle home.

Specify the database file locations. Select:
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s Use Oracle Flexible Architecture to convert the location of files in the
template to OFA.

= Maintain File Location if you want the location of the files in the template to
be identical to the source database.

Click Next.

In the Schedule page, specify the job name and schedule. If you want to run the
job immediately, then retain the default selection, that is, One Time (Immediately).
If you want to run the job later, then select One Time (Later) and provide time
zone, start date, and start time details. You can also select to blackout the database
during the template creation process. Click Next.

In the Review page, review the details you have provided for the job and if you
are satisfied with the details, then click Submit Job to run the job according to the
schedule set. If you want to modify the details, then click Back repeatedly to reach
the page where you want to make the changes.

In the Jobs page, verify that the job has successfully completed and the template
has been created as specified.

Note: You can also use Database Configuration Assistant (DBCA) for
creating database templates.

You can edit and customize the database template you create and then
upload the customized template to the Software Library. For
information about uploading database templates to Software Library
manually, see Section 4.3.9.

4.3.9 Uploading Database Templates to Software Library

You can edit and customize your database templates and then upload them to
Software Library as follows:

1.

From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

On the Software Library Home page, select the folder where you want to upload
the database template.

From the Actions menu, select Create Entity, then select Component. Alternately,
right click the custom folder, and from the menu, select Create Entity, then select
Component.

From the Create Entity: Component dialog box, select Database Template and
click Continue.

Cloud Control displays the Create DatabaseTemplate page.

On the Describe page, enter the Name, Description, and Other Attributes that
describe the entity.

Note: The component name must be unique to the parent folder that it resides in.
Sometime even when you enter a unique name, it may report a conflict, this is
because there could be an entity with the same name in the folder that is not
visible to you, as you do not have view privilege on it.

Click +Add to attach the database template. Select the template as the Source file
in the format templatename.dbt or templatename.dbc. Retain the File Name as
displayed. Ensure that the file size is less than 2 MB.
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In the Notes field, include information related to the entity like changes being
made to the entity or modification history that you want to track.

6. On the Select Files page, add all the database template related files.
Select Upload Files to upload all the database template files as follows:

a. In the Specify Destination section, choose the Software Library location where
you want to upload the files.

b. In the Specify Source section, select the location where you have stored the
template files. The location can be your local machine or the agent machine.

c. Click +Add to upload the database template files.

For Structure template, again add the templatename.dbt file. In case of Structure
And Data template, upload the templatename.dbc, datafiledump.dfb and the
controlfile.ct] files. Mark the templatename.dbc file as the Main File.

Select Refer Files to refer files from an existing referenced file storage location.
Select the Referenced File Location and add the source file.

7. On the Review page, review the details and then click Save and Upload to create
the component and upload the binary to Software Library.

4.3.10 Creating Database Provisioning Entities

You can create and store provisioning entities in the Software Library to be used for
provisioning Oracle databases. Cloud Control allows you to create the following types
of database provisioning entities:

s Oracle Database Clone

s Oracle Clusterware Clone

The following subsections explain how to create these provisioning entities:
s Creating an Oracle Database Clone from a Reference Home

s Creating an Oracle Database Clone from an External Storage

s Creating an Oracle Clusterware Clone from a Reference Home

s Creating an Oracle Clusterware Clone from an External Storage

4.3.10.1 Creating an Oracle Database Clone from a Reference Home

To create an Oracle Database Clone from a reference home, perform the following
steps:

1. From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

2. On the Software Library Home page, select any custom folder and create the
database clone component.

3. From the Actions menu, select Create Entity, then select Component. Alternately,
right click the custom folder, and from the menu, select Create Entity, then select
Component.

4. From the Create Entity: Component dialog box, select Oracle Database Software
Clone and click Continue.

Cloud Control displays the Create Oracle Database Software Clone page.
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5.

On the Describe page, enter the Name, Description, and Other Attributes that
describe the entity.

Note: The component name must be unique to the parent folder that it resides in.
Sometime even when you enter a unique name, it may report a conflict, this is
because there could be an entity with the same name in the folder that is not
visible to you, as you do not have view privilege on it.

Click +Add to attach files that describe the entity better like readme, collateral,
licensing, and so on. Ensure that the file size is less than 2 MB.

In the Notes field, include information related to the entity like changes being
made to the entity or modification history that you want to track.

On the Configure page, from the Create Component from menu, select Reference
Oracle Home and do the following:

a. In the Reference Oracle Home section, click the magnifier icon to select the
desired database Oracle home from the list of databases running on the host
machine.

The Oracle Home Location and Host Name fields are populated with the
selected values.

b. In the Oracle Home Credentials section, select the credential type you want to
use for accessing the targets you manage. For information about setting
credentials, see Section 2.3

c. Inthe Working Directory and Files to Exclude section, enter a Working
Directory on the host on which you have write permissions, so that the cloned
zip file can be created and placed there temporarily.

The Files to exclude field is pre-populated with certain types of files or
patterns that will be excluded from the cloned zip file. However, you can
customize this list based on your requirement.

d. In the Software Library Upload Location section, select a configured storage
location from the list where you want to place the database clone software.

For more information on creating a Software Library Storage Location, see
Section 2.2.

On the Review page, review the details and then click Save and Upload to create
the component and upload the binary to Software Library.

4.3.10.2 Creating an Oracle Database Clone from an External Storage

To create an Oracle Database Clone from an external storage, perform the following
steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

On the Software Library Home page, select any custom folder and create the
database clone component.

From the Actions menu, select Create Entity, then select Component. Alternately,
right click the custom folder, and from the menu, select Create Entity, then select
Component.

From the Create Entity: Component dialog box, select Oracle Database Software
Clone and click Continue.

Cloud Control displays the Create Oracle Database Software Clone page.
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5. On the Describe page, enter the Name, Description, and Other Attributes that
describe the entity.

Note: The component name must be unique to the parent folder that it resides in.
Sometime even when you enter a unique name, it may report a conflict, this is
because there could be an entity with the same name in the folder that is not
visible to you, as you do not have view privilege on it.

Click +Add to attach files that describe the entity better like readme, collateral,
licensing, and so on. Ensure that the file size is less than 2 MB.

In the Notes field, include information related to the entity like changes being
made to the entity or modification history that you want to track.

6. On the Configure page, from the Create Component from menu, select Existing
Oracle Home Archive and do the following:

a. In the Oracle Home Archive section, select a external storage location from
where you can refer to the database clone software. From the External Storage
Location Name menu, select the location name.

For more information on configuring external storage locations, see
Section 2.2.

In Oracle Home Archive Location, enter the exact path, which is basically the
relative path from the configured location, of the archive file residing on the
external storage location. Ensure that the archive file is a valid zip file.

Note: To create the zip file of an Oracle Home, use the following
syntax:

<ZIP PATH>/zip -r -S -9 -1 <archiveName.zip> <directory or list
of files to be archived> -x <patterns to exclude files>

b. In the Oracle Home Properties section, select the Product, Version, Platform,
and RAC Home values, as these configuration properties are particularly
useful to search or track an entity.

7. On the Review page, review the details and then click Save and Upload to create
the component and upload the binary to Software Library.

4.3.10.3 Creating an Oracle Clusterware Clone from a Reference Home

To create an Oracle Clusterware Clone from a reference home, perform the following
steps:

1. From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

2. On the Software Library Home page, select any custom folder and create the
database clone component.

3. From the Actions menu, select Create Entity, then select Component. Alternately,
right click the custom folder, and from the menu, select Create Entity, then select
Component.

4. From the Create Entity: Component dialog box, select Oracle Clusterware Clone
and click Continue.

Cloud Control displays the Create Oracle Clusterware Clone: Describe page.
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5.

On the Describe page, enter the Name, Description, and Other Attributes that
describe the entity.

Note: The component name must be unique to the parent folder that it resides in.
Sometime even when you enter a unique name, it may report a conflict, this is
because there could be an entity with the same name in the folder that is not
visible to you, as you do not have view privilege on it.

Click +Add to attach files that describe the entity better like readme, collateral,
licensing, and so on. Ensure that the file size is less than 2 MB.

In the Notes field, include information related to the entity like changes being
made to the entity or modification history that you want to track.

On the Configure page, from the Create Component from menu, select Reference
Home and do the following;:

a. In the Reference Oracle Home section, click the magnifier icon to select the
desired Oracle Clusterware Oracle home from the list of Clusterware homes
running on the host machine.

The Oracle Home Location and Host fields are populated with the selected
values.

b. In the Oracle Home Credentials section, select the credential type you want to
use for accessing the targets you manage. For information about setting
credentials, see Section 2.3.

c. Inthe Working Directory and Files to Exclude section, enter a Working
Directory on the host on which you have write permissions, so that the cloned
zip file can be created and placed there temporarily.

The Files to exclude field is pre-populated with certain types of files or
patterns that will be excluded from the cloned zip file. However, you can
customize this list based on your requirement.

d. In the Software Library Upload Location section, select a configured storage
location from the list where you want to place the Oracle Clusterware clone
software.

For more information on creating a Software Library Storage Location, see
Section 2.2.

On the Review page, review the details and then click Save and Upload to create
the component and upload the binary to the Software Library.

4.3.10.4 Creating an Oracle Clusterware Clone from an External Storage

To create an Oracle Clusterware Clone from a external storage location, perform the
following steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

On the Software Library Home page, select any custom folder and create the
database clone component.

From the Actions menu, select Create Entity, then select Component. Alternately,
right click the custom folder, and from the menu, select Create Entity, then select
Component.

From the Create Entity: Component dialog box, select Oracle Clusterware Clone
and click Continue.
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7.

Cloud Control displays the Create Oracle Clusterware Clone: Describe page.

On the Describe page, enter the Name, Description, and Other Attributes that
describe the entity.

Note: The component name must be unique to the parent folder that it resides in.
Sometime even when you enter a unique name, it may report a conflict, this is
because there could be an entity with the same name in the folder that is not
visible to you, as you do not have view privilege on it.

Click +Add to attach files that describe the entity better like readme, collateral,
licensing, and so on. Ensure that the file size is less than 2 MB.

In the Notes field, include information related to the entity like changes being
made to the entity or modification history that you want to track.

On the Configure page, from the Create Component from menu, select Existing
Oracle Home Archive and do the following:

a. In the Oracle Home Archive section, select a external storage location from
where you can refer to the Oracle Clusterware clone software. From the
External Storage Location Name menu, select the location name.

For more information on configuring external storage locations, see
Section 2.2.

In Oracle Home Archive Location, enter the exact path, which is basically the
relative path from the configured location, to the archive file residing on the
external storage location. Ensure that the archive file is a valid zip file.

Note: To create the zip file of an Oracle Home, use the following
syntax:

<ZIP PATH>/zip -r -S -9 -1 <archiveName.zip> <directory or list
of files to be archived> -x <patterns to exclude files>

b. In the Oracle Home Properties section, select the Product, Version, and
Platform values, as these configuration properties are particularly useful to
search or track an entity.

On the Review page, review the details and then click Save and Upload to create
the component and upload the binary to Software Library.

4.3.11 Downloading Cluster Verification Utility

Cluster Verification Utility (CVU) performs system checks in preparation for
installation, patch updates, or other system changes. You can synchronize cluster
verification utility (CVU) binaries with Software Library.

Enterprise Manager, by default, provides a routine job that is scheduled daily to

download binaries from My Oracle Support if corresponding binaries in the Software
Library need to be updated. If your Enterprise Manager deployment is behind a
firewall or a DMZ such that the HTTP connection to My Oracle Support is disabled,
the routine job will skip its execution. In this case, you can manually download the
CVU binaries corresponding to your platform from OTN or My Oracle Support using

patch 16766985 as source. You can then synchronize these manually downloaded
Cluster Verification Utility (CVU) binaries to Software Library as follows:

1. From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.
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In the Database Provisioning page, click CVU Setup.

In the Download Cluster Verification Utility page, select one of the following:
a. Local Machine to select the CVU binaries from your local computer.

b. Agent Machine to select the CVU binaries from the agent machine.

Click OK. This will update the Software Library with the latest cluster verification
utility binaries.
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Provisioning Oracle Databases

This chapter explains how you can mass-deploy Oracle Databases (also called as
single-instance databases) in an unattended, repeatable, and reliable manner, using
Oracle Enterprise Manager Cloud Control (Cloud Control). In particular, this chapter
covers the following;:

Getting Started with Provisioning Oracle Databases

Oracle Database Topology

Provisioning and Creating Oracle Databases

Provisioning Oracle Databases with Oracle Automatic Storage Management

Provisioning Oracle Database Software Only

5.1 Getting Started with Provisioning Oracle Databases

This section helps you get started with this chapter by providing an overview of the
steps involved in provisioning Oracle Databases. Consider this section to be a
documentation map to understand the sequence of actions you must perform to
successfully provision single-instance databases. Click the reference links provided
against the steps to reach the relevant sections that provide more information.

Table 5-1 Getting Started with Provisioning Oracle Databases

Step Description Reference Links

Step 1 Understanding Oracle Database To learn about Oracle Database topology,

Topology see Section 5.2.

Understand the Database
Provisioning feature that is offered
by Cloud Control for provisioning
single-instance databases.

Step 2 Selecting the Use Case = Tolearn about provisioning and

configuring Oracle Database, see

This chapter covers a few use cases Section 5.3,

for provisioning Oracle Database.

Select the use case that best matches »  To learn about provisioning Oracle

your requirements. Database with Automatic Storage
Management, see Section 5.4.

s Tolearn about provisioning Oracle
Database software, see Section 5.5.
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Table 5-1 (Cont.) Getting Started with Provisioning Oracle Databases

Step Description Reference Links
Step 3 Meeting the Prerequisites s Tolearn about the prerequisites in
provisioning and configuring Oracle
Before you run any Deployment Database, see Section 5.3.1.
Procedure, you must meet the o
prerequisites, such as settingupof = To letar'n about the prerequisites in
the provisioning environment, provisioning Oracle Database with
applying mandatory patches, and Autgmatlc Storage Management, see
setting up of Oracle Software Section 5.4.1.
Library. »  To learn about the prerequisites in
provisioning Oracle Database software,
see Section 5.5.1.
Step 4 Running the Deployment = To provision and configure Oracle
Procedure Database, see Section 5.3.2.

Run the Deployment Procedure to
successfully provision Oracle
Database.

s To provision Oracle Database with
Automatic Storage Management, see
Section 5.4.2.

= To provision Oracle Database software,
see Section 5.5.2.

5.2 Oracle Database Topology

Figure 5-1 shows a typical Oracle Database (single-instance database) topology that

you can provision using Cloud Control.

Figure 5—-1 Oracle Database Topology
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The topology shows a 11.2.0.3 RDBMS managed by Single-Instance High Availability
(SIHA) component of Grid Infrastructure 11.2.0.3. The software components of the
topology are:

Oracle High Availability daemons running from Grid Infrastructure home.
Single-Instance Oracle ASM running from Grid Infrastructure home.

Single-Instance Oracle database running from an Oracle Database Oracle home.

The hardware components of the topology are:

A database host with a public interface.

A dedicated storage network that links to the ASM disk raid.

5.3 Provisioning and Creating Oracle Databases

This section describes how you can provision and create Oracle Databases.

In particular, this section covers the following:

Prerequisites for Provisioning Databases

Procedure for Provisioning Databases

5.3.1 Prerequisites for Provisioning Databases

Before running the Deployment Procedure, meet the prerequisites listed in Section 4.3.

5.3.2 Procedure for Provisioning Databases

To run the deployment procedure for provisioning a database, follow these steps:

1.

Log in as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

In the Database Procedures page, select the Provision Oracle Database
Deployment Procedure and click Launch. The Oracle Database provisioning
wizard is launched.

In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.

In the Select Tasks to Perform section, select the platform, the version for the
process, and the components you want to provision:

= To deploy Grid Infrastructure, select either Deploy and configure Grid
Infrastructure, Deploy the software only or Do not provision.

= To deploy Database software select either Deploy software only or Deploy
and create a new database, which creates a new database and configures it
after installing the standalone Oracle Database.
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Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.

4. In the Configure page, the various configuration options are displayed. Provide
values for the Setup Hosts, Deploy Software, Configure Grid Infrastructure, and
Create Database tasks.

5. Click on the Setup Hosts link.

6. In the Specify OS Users page, specify the operating system user for the Oracle
Home for the database.

Note: To use no root credentials, refer to Using No Root Credentials
for Provisioning Oracle Databases.

For Oracle Home User for the database, select the Normal User and Privileged
User to be added to the OS group.

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next.

7. In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that the groups corresponding to the following roles
already exist on the hosts you select for provisioning.

s Inventory Group (OINSTALL)
= Database Administrator (OSDBA)
= Database Operator (OSOPER)

Ensure that these groups already exist on the hosts you select for provisioning. If
they do not exist, then either specify alternative groups that exist on the host or
create new groups as described in Oracle Database Quick Installation Guide
available at

http://www.oracle.com/pls/dbl12/homepage
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The new groups you create or the alternative groups you specify automatically get
SYSDBA and SYSOPER privileges after the database is configured.

For more information, see Oracle Database 2 Day DBA Guide available at:
http://www.oracle.com/pls/dbl12/homepage

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a completed status.

8. Click on the Deploy Software link.

9. In the Select Software Locations page, specify the source and destination locations
for the software binaries of Oracle Database.

In the Source section, select the Software Library location for Oracle Database
binaries.

Note: For Windows operating systems, if the Oracle Database
component selected is of version 12.1 or higher, you can install all
services as a named Oracle service user with limited privileges. This
will enhance security for database services.

In the Windows Security option section, you can configure the option
for an existing user or add a user and specify the User Name and
Password. Select Decline Security option if you want all the services
to be installed and configured as an administrative user.

In the Destination location, specify the following:

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the
database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.

s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database.

In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle database. For example, -force (to
override any warnings), -debug (to view more debug information), and -invPtrLoc
<Location> (for UNIX only). Ensure that the parameters are separated by white
space.

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a completed status.

10. Click on the Create Databases link.
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11. In the Database Template page, choose the database template location. The
location can be Software Library or Oracle Home. The template selected must be
compatible with the selected Oracle Home version.

If you choose Select Template from Software Library, click on the search icon and
select the template from the Software Library. Specify Temporary Storage
Location on Managed Host(s). This location must exist on all hosts where you
want to create the database.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you choose Select Template from Oracle Home, select the template from the
Oracle home. The default location is ORACLE_HOME/assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

12. In the Identification and Placement page, specify database configuration details.
Specify Global Database Name and SID prefix. Specify the Database Credentials
for SYS, SYSTEM, and DBSNMP database accounts. You can choose to use the
same or different administrative passwords for these accounts.

Note:

= SID must be unique for a database on a host. This means, the SID
assigned to one database on a host cannot be reused on another
database on the same host, but can be reused on another database
on a different host. For example, if you have two databases (db1
and db2) on a host (host1), then their SIDs need to be unique.
However, if you install the third database on another host (host2),
then its SID can be db1 or db2.

= Global database name must be unique for a database on a host
and also unique for databases across different hosts. This means,
the global database name assigned to one database on a host can
neither be reused on another database on the same host nor on
another database on a different host. For example, if you have two
databases (db1 and db2) on a host (host1), then their global
database names need to be unique. And if you install the third
database on another host (host2), the global database name of
even this database must be unique and different from all other
names registered with Cloud Control.

s The database credentials you specify here will be used on all the
destination hosts. However, after provisioning, if you want to
change the password for any database, then you must change it
manually.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

13. In the Storage Locations page, select the storage type, whether File System or
Automatic Storage Management (ASM).
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14.

If you want to use a file system, then select File System and specify the full path to
the location where the data file is present. For example, $0RACLE_BASE%/oradata
or /u0l1/product/db/oradata.

If you want to use ASM, then select Automatic Storage Management (ASM), and
click the torch icon to select the disk group name and specify ASMSNMP
password. The Disk Group Name List window appears and displays the disk
groups that are common on all the destination hosts.

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored.

= Select Use Database File Locations from Template to select defaults from the
template used.

s Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use same storage type as database
files location to use the same storage type for recovery files as database files.
Select Use Flash Recovery Area and specify the location for recovery-related files
and Fast Recovery Area Size.

Select Enable Archiving to enable archive logging. Click Specify Archive Log
Locations and specify upto nine archive log locations. If the log location is not
specified, the logs will be saved in the default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.
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15.

16.

17.
18.

19.

20.

21.

22,

23.

In the Additional Configuration Options, all the available listeners running from
the Oracle Home are listed. You can either select a listener or create a new one. You
can select multiple listeners to register with the database. To create a new listener,
specify the Listener Name and Port. Select database schemas and specify custom
scripts, if any. Select custom scripts from the host where you are creating the
database or from Software Library. If you have selected multiple hosts, you can
specify scripts only from Software Library.

If you have selected a Structure Only database template in the Database Template
page, you can also view and edit database options.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

Review the details you have provided for creating the database and click Next.
You will come back to the Configure page. If you have configured the database,
the Create Databases task will have a completed status.

Click the Compliance Standards link.

In the Configuration Standards Target Association page, select a Compliance
Standard to be associated with the database. Click Next.

In the Schedule page, specify a Deployment Instance name. If you want to run the
procedure immediately, then retain the default selection, that is, One Time
(Immediately). If you want to run the procedure later, then select One Time (Later)
and provide time zone, start date, and start time details. You can set the
notification preferences according to deployment procedure status. If you want to
run only prerequisites, you can select Pause the procedure to allow me to analyze
results after performing prerequisite checks to pause the procedure execution
after all prerequisite checks are performed.

Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Operator role, launch the saved deployment procedure. Add targets for
provisioning and provide values for configurable fields in the deployment
procedure.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

After the procedure execution is completed, click on the Targets menu and select
All Targets to navigate to the All Targets page and verify that the newly created
databases appear as Cloud Control targets.

5.4 Provisioning Oracle Databases with Oracle Automatic Storage

Management

This section describes how you can provision single-instance databases with Oracle
Automatic Storage Management (Oracle ASM).
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In particular, this section covers the following:

s Prerequisites for Provisioning Oracle Databases with Oracle Automatic Storage
Management

= Procedure for Provisioning Databases

5.4.1 Prerequisites for Provisioning Oracle Databases with Oracle Automatic Storage
Management

Before running the Deployment Procedure, meet the prerequisites listed in Section 4.3.

5.4.2 Procedure for Provisioning Databases

To provision a single-instance database with Oracle Automatic Storage Management
(Oracle ASM), follow these steps:

1. Log in as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

2. In the Database Procedures page, select the Provision Oracle Database
Deployment Procedure and click Launch. The Oracle Database provisioning
wizard is launched.

3. In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.

In the Select Tasks to Perform section, select the platform, the version for the
process, and the components you want to provision:

= To deploy Grid Infrastructure, select either Deploy and configure Grid
Infrastructure, Deploy the software only or Do not provision.

= To deploy Database software select either Deploy software only or Deploy
and create a new database, which creates a new database and configures it
after installing the standalone Oracle Database.
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Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.
4. In the Configure page, click on the Setup Hosts link.

5. In the Specify OS Users page, specify the operating system user for the Oracle
Home for the database.

Note: To use no root credentials, refer to Using No Root Credentials
for Provisioning Oracle Databases.

For Oracle Home User for the database, select the Normal User and Privileged
User to be added to the OS group.

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next.

6. In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that the groups corresponding to the following roles
already exist on the hosts you select for provisioning.

= Inventory Group (OINSTALL)
= Database Administrator (OSDBA)
= Database Operator (OSOPER)

Ensure that these groups already exist on the hosts you select for provisioning. If
they do not exist, then either specify alternative groups that exist on the host or
create new groups as described in Oracle Database Quick Installation Guide
available at

http://www.oracle.com/pls/dbl12/homepage

The new groups you create or the alternative groups you specify automatically get
SYSDBA and SYSOPER privileges after the database is configured.

For more information, see Oracle Database 2 Day DBA Guide available at:
http://www.oracle.com/pls/dbl12/homepage

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a completed status.

7. Click on the Deploy Software link.

8. In the Select Software Locations page, specify the source and destination locations
for the software binaries of Oracle Database.

In the Source section, select the Software Library location for Oracle Database
binaries.

In the Destination location, specify the following:

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the

5-10 Oracle Enterprise Manager Lifecycle Management Administrator's Guide



Provisioning Oracle Databases with Oracle Automatic Storage Management

10.

11.

database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.

s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database.

In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle Grid Infrastructure. For example, -force
(to override any warnings), -debug (to view more debug information), and
-invPtrLoc <Location> (for UNIX only). Ensure that the parameters are separated
by white space.

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a completed status.

Click on the Create Databases link.

In the Database Template page, choose the database template location. The
location can be Software Library or Oracle home. The template selected must be
compatible with the selected Oracle home version.

If you choose Select Template from Software Library, click on the search icon and
select the template from the Software Library. Specify Temporary Storage
Location on Managed Host(s). This location must exist on all hosts where you
want to create the database.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you choose Select Template from Oracle Home, select the template from the
Oracle home. The default location is ORACLE_HOME/assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Identification and Placement page, specify database configuration details.
Specify Global Database Name and SID prefix. Specify the Database Credentials
for SYS, SYSTEM, and DBSNMP database accounts. You can choose to use the
same or different administrative passwords for these accounts.
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Note:

= SID must be unique for a database on a host. This means, the SID
assigned to one database on a host cannot be reused on another
database on the same host, but can be reused on another database
on a different host. For example, if you have two databases (db1
and db2) on a host (host1), then their SIDs need to be unique.
However, if you install the third database on another host (host2),
then its SID can be db1 or db2.

= Global database name must be unique for a database on a host
and also unique for databases across different hosts. This means,
the global database name assigned to one database on a host can
neither be reused on another database on the same host nor on
another database on a different host. For example, if you have two
databases (db1 and db2) on a host (host1), then their global
database names need to be unique. And if you install the third
database on another host (host2), the global database name of
even this database must be unique and different from all other
names registered with Cloud Control.

s The database credentials you specify here will be used on all the
destination hosts. However, after provisioning, if you want to
change the password for any database, then you must change it
manually.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

12. In the Storage Locations page, select the storage type as Automatic Storage
Management (ASM) and click the torch icon to select the disk group name and
specify ASMSNMP password. The Disk Group Name List window appears and
displays the disk groups that are common on all the destination hosts.

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored.

= Select Use Database File Locations from Template to select defaults from the
template used.

= Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMEF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use same storage type as database
files location to use the same storage type for recovery files as database files.
Select Use Flash Recovery Area and specify the location for recovery-related files
and Fast Recovery Area Size.

Select Enable Archiving to enable archive logging. Click Specify Archive Log
Locations and specify upto nine archive log locations. If the log location is not
specified, the logs will be saved in the default location.
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13.

14.

15.

16.

17.

18.

19.

20.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Additional Configuration Options, all the available listeners running from
the Oracle Home are listed. You can either select a listener or create a new one. You
can select multiple listeners to register with the database. To create a new listener,
specify the Listener Name and Port. Select database schemas and specify custom
scripts, if any. Select custom scripts from the host where you are creating the
database or from Software Library. If you have selected multiple hosts, you can
specify scripts only from Software Library.

If you have selected a Structure Only database template in the Database Template
page, you can also view and edit database options.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

Review the details you have provided for creating the database and click Next.
You will come back to the Configure page. If you have configured the database,
the Create Databases task will have a completed status.

Click the Compliance Standards link.

In the Configuration Standards Target Association page, select a Compliance
Standard to be associated with the database. Click Next.

In the Configure page, click Next.

The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the deployment, if any. Click Next.

In the Schedule page, specify a Deployment Instance name. If you want to run the
procedure immediately, then retain the default selection, that is, One Time
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21.

22,

23.

24.

(Immediately). If you want to run the procedure later, then select One Time (Later)
and provide time zone, start date, and start time details. You can set the
notification preferences according to deployment procedure status. If you want to
run only prerequisites, you can select Pause the procedure to allow me to analyze
results after performing prerequisite checks to pause the procedure execution
after all prerequisite checks are performed.

Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Operator role, launch the saved deployment procedure. Add targets for
provisioning and provide values for configurable fields in the deployment
procedure.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

After the procedure execution is completed, click on the Targets menu and select
All Targets to navigate to the All Targets page and verify that the newly created
databases appear as Cloud Control targets.

5.5 Provisioning Oracle Database Software Only

This section provides information about provisioning single-instance database
software.

In particular, this section covers the following:

Prerequisites for Provisioning Oracle Database Software Only

Procedure for Provisioning Oracle Database Software Only

5.5.1 Prerequisites for Provisioning Oracle Database Software Only

Before running the Deployment Procedure, meet the prerequisites listed in Section 4.3.

5.5.2 Procedure for Provisioning Oracle Database Software Only

Follow these steps:

1.

Log in as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

In the Database Procedures page, select the Provision Oracle Database
Deployment Procedure and click Launch. The Oracle Database provisioning
wizard is launched.

In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.
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In the Select Tasks to Perform section, select Deploy Database software to
provision single-instance databases.
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Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.
4. In the Configure page, click on the Setup Hosts link.

5. In the Specify OS Users page, specify the operating system user for the Oracle
Home for the database.

Note: To use no root credentials, refer to Using No Root Credentials
for Provisioning Oracle Databases.

For Oracle Home User for the database, select the Normal User and Privileged
User to be added to the OS group.

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next.

6. In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that the groups corresponding to the following roles
already exist on the hosts you select for provisioning.

s Inventory Group (OINSTALL)
s Database Administrator (OSDBA)
s Database Operator (OSOPER)

If these groups do not exist, then either specify alternative groups that exist on the
host or create new groups as described in Oracle Database Quick Installation
Guide available at:

http://www.oracle.com/pls/dbl12/homepage

The new groups you create or the alternative groups you specify automatically get
SYSDBA and SYSOPER privileges after the database is configured.
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For more information, see Oracle Database 2 Day DBA Guide available at:
http://www.oracle.com/pls/dbl12/homepage

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a completed status.

7. Click on the Deploy Software link.

8. In the Select Software Locations page, specify the source and destination locations
for the software binaries of Oracle Database.

In the Source section, select the Software Library location for Oracle Database
binaries.

Note: For Windows operating systems, if the Oracle Database
component selected is of version 12.1 or higher, you can install all
services as a named Oracle service user with limited privileges. This
will enhance security for database services.

In the Windows Security option section, you can configure the option
for an existing user or add a user and specify the User Name and
Password. Select Decline Security option if you want all the services
to be installed and configured as an administrative user.

In the Destination location, specify the following:

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the
database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.

s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database.

In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle database. For example, -force (to
override any warnings), -debug (to view more debug information), and -invPtrLoc
<Location> (for UNIX only). Ensure that the parameters are separated by white
space.

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a completed status.

9. In the Schedule page, specify a Deployment Instance name. If you want to run the
procedure immediately, then retain the default selection, that is, One Time
(Immediately). If you want to run the procedure later, then select One Time (Later)
and provide time zone, start date, and start time details. You can set the
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10.

11.

12.

13.

notification preferences according to deployment procedure status. If you want to
run only prerequisites, you can select Pause the procedure to allow me to analyze
results after performing prerequisite checks to pause the procedure execution
after all prerequisite checks are performed.

Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Operator role, launch the saved deployment procedure. Add targets for
provisioning and provide values for configurable fields in the deployment
procedure.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

After the procedure execution is completed, click on the Targets menu and select
All Targets to navigate to the All Targets page and verify that the newly created
databases appear as Cloud Control targets.

5.6 Using No Root Credentials for Provisioning Oracle Databases

No root credential is supported for provisioning Oracle databases. To use this feature,
do the following;:

1.

On the Specify OS users page, select Override Preferred Credentials. On the
Specify OS users dialogue box that appears, create the normal name credential,
and then set Run Privilege to None. Click OK.

Select the new normal name credential for both Normal user and Privileged user.
Click Submit.

When the database provisioning process reaches the step which requires root
credentials, the process will stop. You will need to run the command line
manually. To do this, set the environment to SAGENT_HOME, and then run the
command line copy from the Instructions field for the following two steps:

= Execute fixups manually
= Execute Root scripts manually

Once the command line is run manually using root user for both the steps, click
Confirm. The database provisioning process then continues till it completes.
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Provisioning Oracle Grid Infrastructure for
Oracle Databases

This chapter explains how you can mass-deploy Oracle Grid Infrastructure for Oracle
databases (also called as single-instance databases) in an unattended, repeatable, and
reliable manner, using Oracle Enterprise Manager Cloud Control (Cloud Control). In

particular, this chapter covers the following:

s Getting Started with Provisioning Oracle Grid Infrastructure for Oracle Databases

s  Provisioning Oracle Grid Infrastructure and Oracle Databases with Oracle
Automatic Storage Management

= Provisioning Oracle Grid Infrastructure and Oracle Database Software Only

6.1 Getting Started with Provisioning Oracle Grid Infrastructure for
Oracle Databases

This section helps you get started with this chapter by providing an overview of the
steps involved in provisioning Oracle Grid Infrastructure for single-instance
databases. Consider this section to be a documentation map to understand the
sequence of actions you must perform to successfully provision Oracle Grid
Infrastructure with single-instance databases. Click the reference links provided
against the steps to reach the relevant sections that provide more information.

Table 6—1 Getting Started with Provisioning Oracle Grid Infrastructure

Step Description Reference Links

Step 1 Selecting the Use Case = Tolearn about provisioning Grid
Infrastructure and Oracle databases

This chapter covers a few use cases and configuring database with Oracle

for provisioning Oracle Grid

Infrastructure. Select the use case ASM, see Section 6.2.

that best matches your s Tolearn about provisioning Grid

requirements. Infrastructure and Oracle database
software only, see Section 6.3.

Step 2 Meeting the Prerequisites = Tolearn about the prerequisites for

provisioning Grid Infrastructure and

Before you run any Deployment Oracle databases and configuring

Procedqrg, you must meet the database with Oracle ASM, see

prerequisites, such as setting up of Section 6.2.1.

the provisioning environment, o

applying mandatory patches,and = To legrln about the prerequisites for
setting up of Oracle Software provisioning Grid Infrastructure and
Library. single-instance database software only,

see Section 6.3.1.
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Table 6-1 (Cont.) Getting Started with Provisioning Oracle Grid Infrastructure

Step Description Reference Links
Step 3 Running the Deployment s To provision Grid Infrastructure and
Procedure Oracle databases and configuring
database with Oracle ASM, follow the
Run the Deployment Procedure to steps explained in Section 6.2.2.
successfully provision Oracle Grid . .
Infrastructure. s To provision Grid Infrastructure and

Oracle database software only, follow
the steps explained in Section 6.3.2.

6.2 Provisioning Oracle Grid Infrastructure and Oracle Databases with
Oracle Automatic Storage Management

This section describes how you can provision Oracle Grid Infrastructure and
single-instance databases with Oracle Automatic Storage Management (Oracle ASM).

In particular, this section covers the following:

»  Prerequisites for Provisioning Oracle Grid Infrastructure and Oracle Databases
with Oracle ASM

s Procedure for Provisioning Oracle Grid Infrastructure and Oracle Databases with
Oracle ASM

6.2.1 Prerequisites for Provisioning Oracle Grid Infrastructure and Oracle Databases
with Oracle ASM

Before running the Deployment Procedure, meet the prerequisites listed in Section 4.3.

6.2.2 Procedure for Provisioning Oracle Grid Infrastructure and Oracle Databases with
Oracle ASM

To provision Oracle grid infrastructure and Oracle databases with Oracle ASM, follow
these steps:

1. Login as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

2. In the Database Procedures page, select the Provision Oracle Database
Deployment Procedure and click Launch. The Oracle Database provisioning
wizard is launched.

3. In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.

In the Select Tasks to Perform section, select the platform, the version for the
process, and the components you want to provision:

s To deploy Grid Infrastructure, select Deploy the software only to provision
single-instance databases.

= To deploy Database software select either Deploy and create a new database,
which creates a new database and configures it after installing the standalone
Oracle Database.
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Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.
4. In the Configure page, click on the Setup Hosts link.

5. In the Specify OS Users page, specify the operating system user for the Oracle
Home for the database and Grid Infrastructure. Specify the Normal User and
Privileged User to be added to the OS groups.

Click Next.

6. In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that the groups corresponding to the following roles
already exist on the hosts you select for provisioning.

s Inventory Group (OINSTALL)

s Database Administrator (OSDBA)

s Database Operator (OSOPER)

s ASM Instance Administrator (OSASM)

s ASM Database Administrator (ASMDBA)
= ASM Instance Operator (ASMOPER)

If they do not exist, then either specify alternative groups that exist on the host or
create new groups as described in Oracle Database Quick Installation Guide
available at

http://www.oracle.com/pls/dbl12/homepage

The new groups you create or the alternative groups you specify automatically get
SYSDBA and SYSOPER privileges after the database is configured.

For more information, see Oracle Database 2 Day DBA Guide available at:
http://www.oracle.com/pls/dbl12/homepage

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a completed status.

7. Click on the Deploy Software link.
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8. In the Select Software Locations page, specify the source and destination locations
for the software binaries of Oracle Database.

In the Source section, select the Software Library location for the Grid
Infrastructure and Oracle Database binaries.

In the Destination location, specify the following:

s Oracle Base for Grid Infrastructure, a location on the destination host where
the diagnostic and administrative logs, and other logs associated with the Grid
Infrastructure can be stored.

s Grid Infrastructure Home, a location on the destination host where the Grid
Infrastructure software can be provisioned. This is the Oracle home directory
for Grid Infrastructure. Do not select a location that is a subdirectory of the
Oracle Base for Grid Infrastructure or database.

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the
database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.

s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database.

For Grid Infrastructure, Oracle Base is /u01/app/user and Oracle Home is
$ORACLE_BASE%/sihahome. You can use $ORACLE_BASE$ and $GI_ORACLE_BASES to
specify the relative paths which will be interpolated to their respective values.

In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle Grid Infrastructure. For example, -force
(to override any warnings), -debug (to view more debug information), and
-invPtrLoc <Location> (for UNIX only). Ensure that the parameters are separated
by white space.

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a completed status.

9. Click on the Configure Grid Infrastructure link.

10. In the Configure GI page, in the ASM Storage section, click Add to add an ASM
Disk Group. In the Add/Edit Disk Group dialog box, specify the Disk Group
Name, Disk List, and specify the redundancy as Normal, High, or External. Click
OK.

For ASM 11.2 and higher, specify the Disk Group Name for storing the parameter
file. Specify the ASM Password for ASMSNMP and SYS users. Specify the
Listener Port for registering the ASM instances.

As a designer, you can click on the Lock icon to lock these fields. These fields will
then not be available for editing in the operator role.
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11.
12.

13.

Click Next. You will come back to the Configure page. If you have configured the
storage options for the Grid Infrastructure and database, the Configure Grid
Infrastructure task will have a completed status.

Click on the Create Databases link.

In the Database Template page, choose the database template location. The
location can be Software Library or Oracle home. The template selected must be
compatible with the selected Oracle home version.

If you choose Select Template from Software Library, click on the search icon and
select the template from the Software Library. Specify Temporary Storage
Location on Managed Host(s). This location must exist on all hosts where you
want to create the database.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you choose Select Template from Oracle Home, select the template from the
Oracle home. The default location is ORACLE_HOME/assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Identification and Placement page, specify database configuration details.
Specify Global Database Name and SID prefix. Specify the Database Credentials
for SYS, SYSTEM, and DBSNMP database accounts. You can choose to use the
same or different administrative passwords for these accounts.

Note:

= SID must be unique for a database on a host. This means, the SID
assigned to one database on a host cannot be reused on another
database on the same host, but can be reused on another database
on a different host. For example, if you have two databases (db1
and db2) on a host (host1), then their SIDs need to be unique.
However, if you install the third database on another host (host2),
then its SID can be db1 or db2.

= Global database name must be unique for a database on a host
and also unique for databases across different hosts. This means,
the global database name assigned to one database on a host can
neither be reused on another database on the same host nor on
another database on a different host. For example, if you have two
databases (db1 and db2) on a host (host1), then their global
database names need to be unique. And if you install the third
database on another host (host2), the global database name of
even this database must be unique and different from all other
names registered with Cloud Control.

s The database credentials you specify here will be used on all the
destination hosts. However, after provisioning, if you want to
change the password for any database, then you must change it
manually.
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Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

14. In the Storage Locations page, select the storage type as Automatic Storage
Management (ASM), and click the torch icon to select the disk group name and
specify ASMSNMP password. The Disk Group Name List window appears and
displays the disk groups that are common on all the destination hosts.

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored.

= Select Use Database File Locations from Template to select defaults from the
template used.

s Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use same storage type as database
files location to use the same storage type for recovery files as database files.
Select Use Flash Recovery Area and specify the location for recovery-related files
and Fast Recovery Area Size.

Select Enable Archiving to enable archive logging. Click Specify Archive Log
Locations and specify upto nine archive log locations. If the log location is not
specified, the logs will be saved in the default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

15. In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.
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16.

17.

18.
19.

20.

21.

22,

23.

24.

25.

In the Additional Configuration Options, all the available listeners running from
the Oracle Home are listed. You can either select a listener or create a new one. You
can select multiple listeners to register with the database. To create a new listener,
specify the Listener Name and Port. Select database schemas and specify custom
scripts, if any. Select custom scripts from the host where you are creating the
database or from Software Library. If you have selected multiple hosts, you can
specify scripts only from Software Library.

If you have selected a Structure Only database template in the Database Template
page, you can also view and edit database options.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

Review the details you have provided for creating the database and click Next.
You will come back to the Configure page. If you have configured the database,
the Create Databases task will have a completed status.

Click the Compliance Standards link.

In the Configuration Standards Target Association page, select a Compliance
Standard to be associated with the database. Click Next.

The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the deployment, if any. Click Next.

In the Schedule page, specify a Deployment Instance name. If you want to run the
procedure immediately, then retain the default selection, that is, One Time
(Immediately). If you want to run the procedure later, then select One Time (Later)
and provide time zone, start date, and start time details. You can set the
notification preferences according to deployment procedure status. If you want to
run only prerequisites, you can select Pause the procedure to allow me to analyze
results after performing prerequisite checks to pause the procedure execution
after all prerequisite checks are performed.

Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Operator role, launch the saved deployment procedure. Add targets for
provisioning and provide values for configurable fields in the deployment
procedure.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

After the procedure execution is completed, click on the Targets menu and select
All Targets to navigate to the All Targets page and verify that the newly
provisioned databases appear as Cloud Control targets.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.
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6.3 Provisioning Oracle Grid Infrastructure and Oracle Database Software

Only

This section describes how you can provision Oracle Grid Infrastructure and Oracle
Database software.

In particular, this section covers the following:

Prerequisites for Provisioning Oracle Grid Infrastructure and Oracle Database
Software Only

Procedure for Provisioning Oracle Grid Infrastructure and Oracle Database
Software Only

6.3.1 Prerequisites for Provisioning Oracle Grid Infrastructure and Oracle Database

Software Only

Before running the Deployment Procedure, meet the prerequisites listed in Section 4.3.

6.3.2 Procedure for Provisioning Oracle Grid Infrastructure and Oracle Database

Software Only

To provision Oracle Grid Infrastructure and Oracle Database software, follow these
steps:

1.

Log in as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

In the Database Procedures page, select the Oracle Database Deployment
Procedure and click Launch. The Oracle Database provisioning wizard is
launched.

In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.

In the Select Tasks to Perform section, select the platform, the version for the
process, and the components you want to provision:

= To deploy Grid Infrastructure, select Deploy the software only to provision
single-instance databases.

= To deploy Database software select Deploy and create a new database which
creates a new database and configures it after installing the standalone Oracle
Database.
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Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.
4. In the Configure page, click on the Setup Hosts link.

5. In the Specify OS Users page, specify the operating system user for the Oracle
Home for the database and Grid Infrastructure. Specify the Normal User and
Privileged User to be added to the OS groups.

Click Next.

6. In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that the groups corresponding to the following roles
already exist on the hosts you select for provisioning.

s Inventory Group (OINSTALL)

s Database Administrator (OSDBA)

s Database Operator (OSOPER)

s ASM Instance Administrator (OSASM)

s ASM Database Administrator (ASMDBA)
= ASM Instance Operator (ASMOPER)

If they do not exist, then either specify alternative groups that exist on the host or
create new groups as described in Oracle Database Quick Installation Guide
available at

http://www.oracle.com/pls/dbl12/homepage

The new groups you create or the alternative groups you specify automatically get
SYSDBA and SYSOPER privileges after the database is configured.

For more information, see Oracle Database 2 Day DBA Guide available at:
http://www.oracle.com/pls/dbl12/homepage

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a completed status.

7. Click on the Deploy Software link.
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8. In the Select Software Locations page, specify the source and destination locations
for the software binaries of Oracle Database.

In the Source section, select the Software Library location for the Grid
Infrastructure and Oracle Database binaries.

In the Destination location, specify the following:

s Oracle Base for Grid Infrastructure, a location on the destination host where
the diagnostic and administrative logs, and other logs associated with the Grid
Infrastructure can be stored.

s Grid Infrastructure Home, a location on the destination host where the Grid
Infrastructure software can be provisioned. This is the Oracle home directory
for Grid Infrastructure. Do not select a location that is a subdirectory of the
Oracle Base for Grid Infrastructure or database.

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the
database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.

s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database.

For Grid Infrastructure, Oracle Base is /u01/app/user and Oracle Home is
$ORACLE_BASE%/sihahome. You can use $ORACLE_BASE$ and $GI_ORACLE_BASES to
specify the relative paths which will be interpolated to their respective values.

In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle Grid Infrastructure. For example, -force
(to override any warnings), -debug (to view more debug information), and
-invPtrLoc <Location> (for UNIX only). Ensure that the parameters are separated
by white space.

Click on the Lock icon against the fields that you do not want to be edited in the
operator role.

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a completed status.

9. In the Schedule page, specify a Deployment Instance name. If you want to run the
procedure immediately, then retain the default selection, that is, One Time
(Immediately). If you want to run the procedure later, then select One Time (Later)
and provide time zone, start date, and start time details. You can set the
notification preferences according to deployment procedure status. If you want to
run only prerequisites, you can select Pause the procedure to allow me to analyze
results after performing prerequisite checks to pause the procedure execution
after all prerequisite checks are performed.

Click Next.

10. In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
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11.

12.

details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Operator role, launch the saved deployment procedure. Add targets for
provisioning and provide values for configurable fields in the deployment
procedure.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.
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Provisioning Oracle Grid Infrastructure for
Oracle Real Application Clusters Databases

This chapter explains how you can mass-deploy Oracle Grid Infrastructure and Oracle
Real Application Clusters (Oracle RAC) for clustered environments in an unattended,
repeatable, and reliable manner. In particular, this chapter covers the following:

s Getting Started with Provisioning Grid Infrastructure for Oracle RAC Databases

s Provisioning Grid Infrastructure with Oracle Real Application Clusters Database
and Configuring Database with Oracle Automatic Storage Management

=  Provisioning Oracle Real Application Clusters Database with File System on an
Existing Cluster

= Provisioning Oracle Real Application Clusters Database with File System on a
New Cluster

Note: To view an online demonstration of this feature, access the
following URL:

http://www.oracle.com/technology/obe/demos/admin/demos.html

7.1 Getting Started with Provisioning Grid Infrastructure for Oracle RAC

Databases

This section helps you get started with this chapter by providing an overview of the
steps involved in provisioning Oracle Grid Infrastructure and Oracle RAC. Consider
this section to be a documentation map to understand the sequence of actions you
must perform to successfully provision Oracle Grid Infrastructure and Oracle RAC.
Click the reference links provided against the steps to reach the relevant sections that
provide more information.

Table 7-1 Getting Started with Provisioning Oracle Grid Infrastructure and Oracle RAC
Databases

Step Description Reference Links
Step 1 Understanding Oracle RAC To learn about the topology, see Section 7.2.
Topology

Understand the Oracle Real
Application Clusters Database
topology provisioned by Cloud
Control.
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Table 7-1 (Cont.) Getting Started with Provisioning Oracle Grid Infrastructure and

Oracle RAC Databases
Step Description Reference Links
Step 2 Selecting the Use Case = Tolearn about provisioning Oracle

Step 3

Step 4

This chapter covers a few use cases
for provisioning Oracle Grid
Infrastructure and Oracle RAC.
Select the use case that best matches
your requirements.

Meeting the Prerequisites

Before you run any Deployment
Procedure, you must meet the
prerequisites, such as setting up of
the provisioning environment,
applying mandatory patches, and
setting up of Oracle Software
Library.

Running the Deployment
Procedure
Run the Deployment Procedure to

successfully provision Oracle Grid
Infrastructure and Oracle RAC.

Grid Infrastructure and Oracle RAC
database and configuring ASM and
Database, see Section 7.3.

To learn about provisioning Oracle
RAC database with File System on an
existing cluster, see Section 7.4.

To learn about provisioning Oracle
RAC database with File System on a
new cluster, see Section 7.5.

To learn about the prerequisites for
provisioning Oracle Grid Infrastructure
and Oracle RAC database and
configuring ASM and Database, see
Section 7.3.1.

To learn about the prerequisites for
provisioning Oracle RAC database
with File System on an existing cluster,
see Section 7.4.1.

To learn about the prerequisites for
provisioning Oracle RAC database
with File System on a new cluster, see
Section 7.5.1.

To provision Oracle Grid Infrastructure
and Oracle RAC database and
configure ASM and Database, follow
the steps explained in Section 7.3.2.

To provision Oracle RAC database with
File System on an existing cluster,
follow the steps explained in

Section 7.4.2.

To provision Oracle RAC database with
File System on a new cluster, follow the
steps explained in Section 7.5.2.

7.2 Oracle Real Application Clusters Database Topology

Oracle Enterprise Manager Cloud Control enables standardized gold image-based
deployments of Oracle RAC databases with provisioning profiles, input lock down in
designer role, and associating compliance standards with databases. Figure 7-1 shows
a typical Oracle RAC database topology that you can provision using Cloud Control.

7-2 Oracle Enterprise Manager Lifecycle Management Administrator's Guide



Provisioning Grid Infrastructure with Oracle Real Application Clusters Database and Configuring Database with Oracle Auto-

Figure 7-1 Oracle RAC Database Topology
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The topology shows a N-node setup using Grid Infrastructure, clustered ASM, and
policy-managed Oracle RAC database. An ASM disk array is shared thorough the
cluster setup. The Grid Infrastructure uses an ASM diskgroup named QUORUM for
Oracle Cluster Registry (OCR) and Voting Disk (Heartbeat). The Oracle RAC database
uses another diskgroup named DATA. This stores database datafiles. The nodes are
multihomed such that a high speed internal network between nodes facilitates cluster
operation, and a public network is used for external connectivity. The networks are
public, private, and storage network between nodes and the ASM disk array.

7.3 Provisioning Grid Infrastructure with Oracle Real Application Clusters
Database and Configuring Database with Oracle Automatic Storage
Management

This section describes how you can provision Grid Infrastructure with Oracle Real
Application Clusters (Oracle RAC) Database and configure Database with Oracle
Automatic Storage Management (Oracle ASM).

In particular, this section covers the following:
»  Prerequisites for Provisioning Grid Infrastructure with Oracle RAC Database

»  Procedure for Provisioning Grid Infrastructure with Oracle RAC Database
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7.3.1 Prerequisites for Provisioning Grid Infrastructure with Oracle RAC Database

Before running the Deployment Procedure, meet the prerequisites listed in Section 4.3.

7.3.2 Procedure for Provisioning Grid Infrastructure with Oracle RAC Database

To provision the grid infrastructure with Oracle RAC database, and to configure the
database with Oracle ASM, follow these steps:

1.

Log in as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

In the Database Procedures page, select the Provision Oracle RAC Database
Deployment Procedure and click Launch. The Oracle RAC Database provisioning
wizard is launched.

In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.

In the Select Tasks to Perform section, select the platform, the version for the
process, and the components you want to provision:

s To deploy Grid Infrastructure, select Deploy software only to provision
Oracle RAC databases.

= To deploy database software select Deploy and create a RAC One Node
database which creates a new database and configures it after installing the
Oracle RAC database.

ORACLE Enterprise Manager Cioud Contil 12c ek O

Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.
In the Configure page, click on the Setup Hosts link.

In the Specify OS Users page, specify the operating system users and groups
required to provision the database.
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Note: To use no root credentials, refer to Using No Root Credentials
for Provisioning Oracle Real Application Clusters (Oracle RAC)
Databases.

For Database User and ASM User, select the Normal User and Privileged User to
be added to the OS group.

Click Next.

6. In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that the groups corresponding to the following roles
already exist on the hosts you select for provisioning.

s Inventory Group (OINSTALL)

= ASM Database Administrator (ASMDBA)
= ASM Instance Operator (ASMOPER)

»  Database Administrator (OSDBA)

= Database Operator (OSOPER)

s ASM Instance Administrator (OSASM)

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a Configured status.

7. Click on the Deploy Software link.

8. In the Select Software Locations page, specify the locations where the software
binaries of Oracle Grid Infrastructure and Oracle RAC can be placed, that is, the
$ORACLE_HOME location. As a designer, you can click on the Lock icon to lock
these fields. These fields will then not be available for editing in the operator role.

In the Source section, select the Software Library location for the Grid
Infrastructure and Oracle Database binaries.

Note: For Windows operating systems, if the Oracle Grid
Infrastructure or Oracle Database component selected is of version
12.1 or higher, you can install all services as a named Oracle service
user with limited privileges. This will enhance security for database
services.

In the Windows Security option section, you can configure the option
for an existing user and specify the User Name and Password. Select
Decline Security option if you want all the services to be installed and
configured as an administrative user.

In the Destination location, specify the following:

s Oracle Base for Grid Infrastructure, a location on the destination host where
the diagnostic and administrative logs, and other logs associated with the Grid
Infrastructure can be stored.

s Grid Infrastructure Home, a location on the destination host where the Grid
Infrastructure software can be provisioned. This is the Oracle home directory
for Grid Infrastructure. Do not select a location that is a subdirectory of the
Oracle Base for Grid Infrastructure or database. Select Shared Grid
Infrastructure home to enable Grid Infrastructure Oracle Home on shared
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locations. Ensure that the directory path you provide meets the requirements
described in Section 7.3.2.1.

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the
database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.

s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database. Select Shared Database Oracle home to enable Database Oracle
Home on shared locations.

For Grid Infrastructure, Oracle Base is /u01/app/user and Oracle Home is
$ORACLE_BASE/../../grid. You can use $ORACLE_BASE% and %GI_ORACLE_BASE% to
specify the relative paths which will be interpolated to their respective values.

In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle Grid Infrastructure. For example, -force
(to override any warnings), -debug (to view more debug information), and
-invPtrLoc <Location> (for UNIX only). Ensure that the parameters are separated
by white space.

You can also specify OCFS devices in the Installer Parameters field in the
following format, separating devices with commas:

Device Number:Partition Number: Drive letter: [DATA | SOFTWARE]

For example:

Additional Parameters

* working Directory Temp
Installer Parameters -ocfs_devices=1:1:E:DATA, 1:2:F:DATA

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a Configured status.

9. Click on the Configure Grid Infrastructure link.

10. In the Select Storage page, select the storage type for Grid Infrastructure and
database as Automatic Storage Management or File System to indicate the
storage type for storing voting disk and Oracle Cluster Registry (OCR). Voting
disk and OCR are used by Oracle Clusterware to manage its resources. You can
choose from the following options:

= Automatic Storage Management for both Grid Infrastructure and Oracle RAC
Database

= Automatic Storage Management for Grid Infrastructure and File System for
Oracle RAC Database

= File System for both Grid Infrastructure and Oracle RAC Database
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= File System for Grid Infrastructure and Automatic Storage Management for
Oracle RAC Database

oG, B ks

Configure Grid Infrastructure Select Storage Config_ure I Configure Grid Infrastruckure

Provision Oracle RAC Database : Select Storage
Storage Options
Select storage bype for GI
@ Automatic Skorage Managerent O File System

Select storage bype for Database

@ Automatic Skorage Managerent O File System

As a designer, you can click on the Lock icon to lock these fields. These fields will
then not be available for editing in the operator role.

Click Next.

11. In the Configure GI page, in the Basic Settings section, specify the Cluster Name,
SCAN Name, and SCAN Port. The default SCAN port is port 1521, but you can
specify another port of your choice. The deployment procedure verifies that the
SCAN port provided is a valid port number, and is not used for any other
purpose. After installation, a TNS listener listens to this port to respond to client
connections to the SCAN name.

oG, —® ks

Configure Grid Infrastructure Select Storage  Configure GI Configure Grid Infrastructure
Provision Oracle RAC Database : Configure GI
Basic Settings

Cluster Mame crsl
SCAN Mame crsl-scan
SCAN Port 1521

GNS Settings
Configure GNS

GMS Sub System
GME VIR Address

GI Network
ok add 3¢ Delete...
Intetface Mame |Interface Subnet  [Usage
etha 140.84.128.0 PUELIC e

In the GNS Settings section, select Configure GNS and auto-assign with DHCP
and specify the GNS Sub System and GNS VIP Address if you want virtual host
names outside the cluster to have dynamically assigned names.

In the GI Network section, by default, the network interfaces that have the same
name and subnet for the selected destination hosts are automatically detected and
displayed. Validate these network interface configuration details. From the Usage
column, select Public to configure the interface as public interface, or Private to
configure the interface as private interface.
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Click Add to add an interface and specify the Interface Name and Interface
Subnet and click OK. Select the Usage as Public, Private, or Do Not Use if you do
not want to use the interface.

If you have chosen storage type as Automatic Storage Management for either or
both Grid Infrastructure and Oracle RAC Database, in the ASM Storage section,
select from the ASM Disk Groups that have been discovered by Cloud Control and
are displayed in the table. Click Add to add an ASM Disk Group. In the Add/Edit
Disk Group dialog box, specify the Disk Group Name, Disk List, and specify the
redundancy as Normal, High, or External. Click OK. Select the OCR/Voting Disk
to store cluster registry and voting disk files, and specify the ASM credentials for
ASMSNMP and SYS users.

ASM Storage
Create A5M Disk groups

o add 3¢ Delete... 7 Edit...

Disk Group Mame Diisk, Lisk Redundancy
DATH Jasmdiskl HORMAL
< ¥

OCR/Yoting Disk
Select the Disk Group to store the cluster registry and voting disk files,

OCR fYoting Disk | DATA [+

Specify Password
Provide password for ASMSHMP and 5Y5 users

* B5M Password e

* Confirm Password | eeee

If you have chosen storage type as File System for Grid Infrastructure or Oracle
RAC database, in the File System Storage section, specify the storage location for
Oracle Cluster Registry (OCR) and voting disks. Select Normal or External to
indicate the redundancy level, and specify their locations.

File System Storage
Specify Oracle Clusterware Registry{OCR) Locations
OCR Redundancy () External O Mormal
QiR Location 1
Specify Yoting Disk Locations
Yoting Disk Redundancy (8 External O Mormal

Wating Disk Location 1

As a designer, you can click on the Lock icon to lock these fields. These fields will
then not be available for editing in the operator role.

Click Next. You will come back to the Configure page. If you have configured the
storage options for the Grid Infrastructure and database, the Configure Grid
Infrastructure task will have a completed status.

12. Click on the Create Databases link.

13. In the Database Template page, choose the database template location. The
location can be Software Library or Oracle home. The template selected must be
compatible with the selected Oracle home version.
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14.

15.

If you have selected Software Library, click on the search icon and select the
template from the Software Library. Specify Temporary Storage Location on
Managed Host(s). This location must be present on the reference node that you
selected earlier.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you have selected Oracle Home, select the template from the Oracle home. The
default location is ORACLE_HOME/assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Identification and Placement page, select the Oracle RAC database
configuration type, whether Policy Managed or Admin Managed.

For admin-managed database, select nodes on which you want to create the
cluster database. You must specify the node selected as the reference node in the
Database Version and Type page.

For policy-managed database, select the server pools to be used for creating the
database, from the list of existing server pools, or choose to create a new server
pool. Policy-managed databases can be created for database versions 11.2 and
higher. For database versions lower than 11.2, you will need to select nodes to
create the Oracle RAC database.

Specify Global Database Name and SID prefix. Specify the Database Credentials
for SYS, SYSTEM, and DBSNMP. You can choose to specify the same or different
passwords for each of these user accounts.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Storage Locations page, select the same storage type you specified for
Oracle Database in the Select Storage page.

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored. These locations must be
on shared storage such as cluster file system location or ASM diskgroups.

= Select Use Database File Locations from Template to select defaults from the
template used.

s Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use same storage type as database
files location to use the same storage type for recovery files as database files.
Select Use Flash Recovery Area and specify the location for recovery-related files
and Fast Recovery Area Size.
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16.

17.

18.

19.

20.

21.

22,

23.

Select Enable Archiving to enable archive logging. Click Specify Archive Log
Locations and specify upto nine archive log locations. If the log location is not
specified, the logs will be saved in the default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Additional Configuration Options page, select custom scripts from the
Software Library or your local disk. If you have selected a Structure Only database
template in the Database Template page, you can also view and edit database
options.

Click on the Lock icon to lock the field. Click Next.

Review the information you have provided and click Next. You will come back to
the Configure page. If you have configured the database, the Create Databases
task will have a Configured status. Click Next.

Click the Compliance Standards link.

In the Configuration Standards Target Association page, select a Compliance
Standard to be associated with the database. Click Next.

In the Configure page, click Next.

The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the deployment, if any. Click Next.

In the Schedule page, specify a Deployment Instance name. If you want to run the
procedure immediately, then retain the default selection, that is, One Time
(Immediately). If you want to run the procedure later, then select One Time (Later)
and provide time zone, start date, and start time details. You can set the
notification preferences according to deployment procedure status. If you want to
run only prerequisites, you can select Pause the procedure to allow me to analyze
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24.

25.

26.

27.

results after performing prerequisite checks to pause the procedure execution
after all prerequisite checks are performed.

Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Operator role, launch the saved deployment procedure. Add targets for
provisioning and provide values for configurable fields in the deployment
procedure.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

After the procedure execution is completed, click on the Targets menu and select
All Targets to navigate to the All Targets page and verify that the newly
provisioned databases appear as Cloud Control targets.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.

7.3.2.1 Requirements for Grid Infrastructure Software Location Path

Meet the following requirements while specifying a directory path for the Oracle Grid
Infrastructure home to deploy the Oracle Grid Infrastructure binaries:

It should be created in a path outside existing Oracle homes
It should not be located in a user home directory

It should be created either as a subdirectory in a path where all files can be owned
by root, or in a unique path

Before installation, it should be owned by the installation owner of Oracle Grid
Infrastructure (typically, oracle, for a single installation owner for all Oracle
software, or grid for role-based Oracle installation owners), and set to 755
permissions

7.4 Provisioning Oracle Real Application Clusters Database with File
System on an Existing Cluster

This section describes how you can provision Oracle Real Application Clusters (Oracle
RAC) database with a file system on an existing cluster. In particular, this section
covers the following:

Prerequisites for Provisioning Oracle RAC Database with File System on an
Existing Cluster

Procedure for Provisioning Oracle RAC with File System on an Existing Cluster
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7.4.1 Prerequisites for Provisioning Oracle RAC Database with File System on an

Existing Cluster

Before running the Deployment Procedure, meet the prerequisites listed in Section 4.3.

7.4.2 Procedure for Provisioning Oracle RAC with File System on an Existing Cluster

To provision Oracle RAC databases with file system on an existing cluster, follow these
steps:

Follow these steps:

1.

Log in as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

In the Database Procedures page, select the Provision Oracle RAC Database
Deployment Procedure and click Launch. The Oracle RAC Database provisioning
wizard is launched.

In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.

In the Select Tasks to Perform section, select the platform, the version for the
process, and the components you want to provision:

= To deploy Grid Infrastructure, select Deploy software only to provision
Oracle RAC databases.

= To deploy database software select Deploy and create a RAC One Node
database which creates a new database and configures it after installing the
Oracle RAC database.

ORACLE Enterprise Manager Cioud Contil 12c ek O

Select hosts Configurs
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i

Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.
In the Configure page, click on the Setup Hosts link.
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5.

In the Specify OS Users page, specify the operating system users and groups
required to provision the database.

Note: To use no root credentials, refer to Using No Root Credentials
for Provisioning Oracle Real Application Clusters (Oracle RAC)
Databases.

For Database User, select the Normal User and Privileged User to be added to the
OS group.

Click Next.

In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that the groups corresponding to the following roles
already exist on the hosts you select for provisioning.

= Inventory Group (OINSTALL)
=  Database Administrator (OSDBA)
= Database Operator (OSOPER)

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a Configured status.

Click on the Deploy Software link.

In the Select Software Locations page, specify the locations where the software
binaries of Oracle RAC database can be placed, that is, the SORACLE_HOME
location. As a designer, you can click on the Lock icon to lock these fields. These
fields will then not be available for editing in the operator role.

In the Source section, select the Software Library location for the Grid
Infrastructure and Oracle Database binaries.

Note: For Windows operating systems, if the Oracle Grid
Infrastructure or Oracle Database component selected is of version
12.1 or higher, you can install all services as a named Oracle service
user with limited privileges. This will enhance security for database
services.

In the Windows Security option section, you can configure the option
for an existing user and specify the User Name and Password. Select
Decline Security option if you want all the services to be installed and
configured as an administrative user.

In the Destination location, specify the following:

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the
database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.

s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database. Select Shared Database Oracle home to enable Database Oracle
Home on shared locations.
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In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle RAC database. For example, -force (to
override any warnings), -debug (to view more debug information), and -invPtrLoc
<Location> (for UNIX only). Ensure that the parameters are separated by white
space.

You can also specify OCFS devices in the Installer Parameters field in the
following format, separating devices with commas:

Device Number:Partition Number: Drive letter: [DATA | SOFTWARE]

For example:

Additional Parameters

* working Directory Temp
Installer Parameters -ocfs_devices=1:1:E:DATA, 1:2:F:DATA

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a Configured status.

9. C(lick on the Create Databases link.

10. In the Database Template page, choose the database template location. The
location can be Software Library or Oracle home. The template selected must be
compatible with the selected Oracle home version.

If you have selected Software Library, click on the search icon and select the
template from the Software Library. Specify Temporary Storage Location on
Managed Host(s). This location must be present on the reference node that you
selected earlier.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you have selected Oracle Home, select the template from the Oracle home. The
default location is ORACLE_HOME/ assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

11. In the Identification and Placement page, select the Oracle RAC database
configuration type, whether Policy Managed or Admin Managed.

For Admin-managed database, select nodes on which you want to create the
cluster database.

For policy-managed database, select the server pools to be used for creating the
database, from the list of existing server pools, or choose to create a new server
pool. Policy-managed databases can be created for database versions 11.2 and
higher. For database versions lower than 11.2, you will need to select nodes to
create the Oracle RAC database.
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12.

13.

Specify Global Database Name and SID prefix. Specify the Database Credentials
for SYS, SYSTEM, and DBSNMP. You can choose to specify the same or different
passwords for each of these user accounts.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Storage Locations page, select the storage type for Oracle RAC Database as
File System.

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored. These locations must be
on shared storage such as cluster file system location or ASM diskgroups.

= Select Use Database File Locations from Template to select defaults from the
template used.

s Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use same storage type as database
files location to use the same storage type for recovery files as database files.
Select Use Flash Recovery Area and specify the location for recovery-related files
and Fast Recovery Area Size.

Select Enable Archiving to enable archive logging. Click Specify Archive Log
Locations and specify upto nine archive log locations. If the log location is not
specified, the logs will be saved in the default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.
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14.

15.

16.
17.

18.
19.

20.

21.

22,

23.

24.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Additional Configuration Options page, select custom scripts from the
Software Library or your local disk. If you have selected a Structure Only database
template in the Database Template page, you can also view and edit database
options.

Click on the Lock icon to lock the field. Click Next.

Review the information you have provided and click Next. You will come back to
the Configure page. If you have configured the database, the Create Databases
task will have a Configured status. Click Next.

Click the Compliance Standards link.

In the Configuration Standards Target Association page, select a Compliance
Standard to be associated with the database. Click Next.

In the Configure page, click Next.

The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the deployment, if any. Click Next.

In the Schedule page, specify a Deployment Instance name. If you want to run the
procedure immediately, then retain the default selection, that is, One Time
(Immediately). If you want to run the procedure later, then select One Time (Later)
and provide time zone, start date, and start time details. You can set the
notification preferences according to deployment procedure status. If you want to
run only prerequisites, you can select Pause the procedure to allow me to analyze
results after performing prerequisite checks to pause the procedure execution
after all prerequisite checks are performed.

Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Operator role, launch the saved deployment procedure. Add targets for
provisioning and provide values for configurable fields in the deployment
procedure.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

After the procedure execution is completed, click on the Targets menu and select
All Targets to navigate to the All Targets page and verify that the newly
provisioned databases appear as Cloud Control targets.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.
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7.5 Provisioning Oracle Real Application Clusters Database with File
System on a New Cluster

This section describes how to provision Oracle Real Application Clusters (Oracle RAC)
Database with file system on a new cluster. In particular, this section covers the
following:

»  Prerequisites for Provisioning Oracle RAC Database with File System on an
Existing Cluster

»  Procedure for Provisioning Oracle RAC with File System on an Existing Cluster

7.5.1 Prerequisites for Provisioning Oracle RAC Database with File System on a New
Cluster

Before running the Deployment Procedure, meet the prerequisites listed in Section 4.3.

7.5.2 Procedure for Provisioning Oracle RAC Database with File System on a New
Cluster

To provision Oracle RAC databases on a new cluster, follow these steps:

1. Login as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

2. In the Database Procedures page, select the Provision Oracle RAC Database
Deployment Procedure and click Launch. The Oracle RAC Database provisioning
wizard is launched.

3. In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.

In the Select Tasks to Perform section, select the platform, the version for the
process, and the components you want to provision:

= To deploy Grid Infrastructure, select Deploy software and configure to
provision Oracle RAC databases.

= To deploy database software select Deploy and create a RAC One Node
database which creates a new database and configures it after installing the
Oracle RAC database.
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Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.
4. In the Configure page, click on the Setup Hosts link.

5. In the Specify OS Users page, specify the operating system users and groups
required to provision the database.

For Database User and ASM User, select the Normal User and Privileged User to
be added to the OS group.

Click Next.

6. In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that the groups corresponding to the following roles
already exist on the hosts you select for provisioning.

Note: To use no root credentials, refer to Using No Root Credentials
for Provisioning Oracle Real Application Clusters (Oracle RAC)
Databases.

s Inventory Group (OINSTALL)

= ASM Database Administrator (ASMDBA)
= ASM Instance Operator (ASMOPER)

= Database Administrator (OSDBA)

= Database Operator (OSOPER)

s ASM Instance Administrator (OSASM)

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a Configured status.

7. Click on the Deploy Software link.

8. In the Select Software Locations page, specify the locations where the software
binaries of Oracle Grid Infrastructure and Oracle RAC can be placed, that is, the
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$ORACLE_HOME location. As a designer, you can click on the Lock icon to lock
these fields. These fields will then not be available for editing in the operator role.

In the Source section, select the Software Library location for the Grid
Infrastructure and Oracle Database binaries.

Note: For Windows operating systems, if the Oracle Grid
Infrastructure or Oracle Database component selected is of version
12.1 or higher, you can install all services as a named Oracle service
user with limited privileges. This will enhance security for database
services.

In the Windows Security option section, you can configure the option
for an existing user and specify the User Name and Password. Select
Decline Security option if you want all the services to be installed and
configured as an administrative user.

In the Destination location, specify the following:

m  Oracle Base for Grid Infrastructure, a location on the destination host where
the diagnostic and administrative logs, and other logs associated with the Grid
Infrastructure can be stored.

s Grid Infrastructure Home, a location on the destination host where the Grid
Infrastructure software can be provisioned. This is the Oracle home directory
for Grid Infrastructure. Do not select a location that is a subdirectory of the
Oracle Base for Grid Infrastructure or database. Select Shared Grid
Infrastructure home to enable Grid Infrastructure Oracle Home on shared
locations. Ensure that the directory path you provide meets the requirements
described in Section 7.3.2.1.

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the
database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.

s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database. Select Shared Database Oracle home to enable Database Oracle
Home on shared locations.

For Grid Infrastructure, Oracle Base is /u01/app/user and Oracle Home is
%ORACLE_BASE/../../grid. You can use $ORACLE_BASE% and $GI_ORACLE_BASES% to
specify the relative paths which will be interpolated to their respective values.

In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle Grid Infrastructure. For example, -force
(to override any warnings), -debug (to view more debug information), and
-invPtrLoc <Location> (for UNIX only). Ensure that the parameters are separated
by white space.

You can also specify OCFS devices in the Installer Parameters field in the
following format, separating devices with commas:

Device Number:Partition Number: Drive letter: [DATA \ SOFTWARE]
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For example:

Additional Parameters

* working Directory Temp
Installer Parameters -ocfs_devices=1:1:E:DATA, 1:2:F:DATA

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a Configured status.

9. Click on the Configure Grid Infrastructure link.

10. In the Select Storage page, select the storage type for Grid Infrastructure as
Automatic Storage Management and database as File System to indicate the
storage type for storing voting disk and Oracle Cluster Registry (OCR). Voting
disk and OCR are used by Oracle Clusterware to manage its resources.

As a designer, you can click on the Lock icon to lock these fields. These fields will
then not be available for editing in the operator role.

Click Next.

11. In the Configure GI page, in the Basic Settings section, specify the Cluster Name,
SCAN Name, and SCAN Port. The default SCAN port is port 1521, but you can
specify another port of your choice. The deployment procedure verifies that the
SCAN port provided is a valid port number, and is not used for any other
purpose. After installation, a TNS listener listens to this port to respond to client
connections to the SCAN name.

oG, —® ks

Configure Grid Infrastructure Select Storage  Configure GI Configure Grid Infrastructure
Provision Oracle RAC Database : Configure GI
Basic Settings

Cluster Mame crsl
SCAN Mame crsl-scan
SCAN Port 1521

GNS Settings
Configure GNS

GMS Sub System
GME VIR Address

GI Network
ok add 3¢ Delete...
Intetface Mame |Interface Subnet  [Usage
etha 140.84.128.0 PUELIC e

In the GNS Settings section, select Configure GNS and specify the GNS Sub
System and GNS VIP Address if you want virtual host names outside the cluster
to have dynamically assigned names.
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In the GI Network section, by default, the network interfaces that have the same
name and subnet for the selected destination hosts are automatically detected and
displayed. Validate these network interface configuration details. From the Usage
column, select Public to configure the interface as public interface, or Private to
configure the interface as private interface.

Click Add to add an interface and specify the Interface Name and Interface
Subnet and click OK. Select the Usage as Public, Private, or Do Not Use if you do
not want to use the interface.

If you have chosen storage type as Automatic Storage Management for Grid
Infrastructure, in the ASM Storage section, select from the ASM Disk Groups that
have been discovered by Cloud Control and are displayed in the table. Click Add
to add an ASM Disk Group. In the Add/Edit Disk Group dialog box, specify the
Disk Group Name, Disk List, and specify the redundancy as Normal, High, or
External. Click OK. Select the OCR/Voting Disk to store cluster registry and
voting disk files, and specify the ASM credentials for ASMSNMP and SYS users.

ASM Storage
Create A5M Disk groups

o add 3¢ Delete... 7 Edit...

Disk Group Mame | Disk List |redundancy |
DATH Jasmdiskl HORMAL
< >
OCR/Yoting Disk

Select the Disk Group to store the cluster registry and voting disk files,

OCR fYoting Disk | DATA [+

Specify Password
Provide password for ASMSHMP and 5Y5 users

* B5M Password e

* Confirm Password | eeee

If you have chosen storage type as File System for Oracle RAC database, in the File
System Storage section, specify the storage location for Oracle Cluster Registry
(OCR) and voting disks. Select Normal or External to indicate the redundancy
level, and specify their locations.

File System Storage
Specify Oracle Clusterware Registry{OCR) Locations
OCR Redundancy () External O Mormal
QiR Location 1
Specify Yoting Disk Locations
Yoting Disk Redundancy (8 External O Mormal

Wating Disk Location 1

As a designer, you can click on the Lock icon to lock these fields. These fields will
then not be available for editing in the operator role.

Click Next. You will come back to the Configure page. If you have configured the
storage options for the Grid Infrastructure and database, the Configure Grid
Infrastructure task will have a completed status.

12. Click on the Create Databases link.
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13. In the Database Template page, choose the database template location. The
location can be Software Library or Oracle home. The template selected must be
compatible with the selected Oracle home version.

If you have selected Software Library, click on the search icon and select the
template from the Software Library. Specify Temporary Storage Location on
Managed Host(s). This location must be present on the reference node that you
selected earlier.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you have selected Oracle Home, select the template from the Oracle home. The
default location is ORACLE_HOME/assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

14. In the Identification and Placement page, select the Oracle RAC database
configuration type, whether Policy Managed or Admin Managed.

For admin-managed database, select nodes on which you want to create the
cluster database.

For policy-managed database, select the server pools to be used for creating the
database, from the list of existing server pools, or choose to create a new server
pool. Policy-managed databases can be created for database versions 11.2 and
higher. For database versions lower than 11.2, you will need to select nodes to
create the Oracle RAC database.

Specify Global Database Name and SID prefix. Specify the Database Credentials
for SYS, SYSTEM, and DBSNMP. You can choose to specify the same or different
passwords for each of these user accounts.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

15. In the Storage Locations page, select the storage type for Oracle RAC Database as
File System.

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored. These locations must be
on shared storage such as cluster file system location or ASM diskgroups.

= Select Use Database File Locations from Template to select defaults from the
template used.

s Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use same storage type as database
files location to use the same storage type for recovery files as database files.
Select Use Flash Recovery Area and specify the location for recovery-related files
and Fast Recovery Area Size.

7-22 Oracle Enterprise Manager Lifecycle Management Administrator's Guide



Provisioning Oracle Real Application Clusters Database with File System on a New Cluster

16.

17.

18.

19.

20.

21.

22,

23.

Select Enable Archiving to enable archive logging. Click Specify Archive Log
Locations and specify upto nine archive log locations. If the log location is not
specified, the logs will be saved in the default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Additional Configuration Options page, select custom scripts from the
Software Library or your local disk. If you have selected a Structure Only database
template in the Database Template page, you can also view and edit database
options.

Click on the Lock icon to lock the field. Click Next.

Review the information you have provided and click Next. You will come back to
the Configure page. If you have configured the database, the Create Databases
task will have a Configured status. Click Next.

Click the Compliance Standards link.

In the Configuration Standards Target Association page, select a Compliance
Standard to be associated with the database. Click Next.

In the Configure page, click Next.

The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the deployment, if any. Click Next.

In the Schedule page, specify a Deployment Instance name. If you want to run the
procedure immediately, then retain the default selection, that is, One Time
(Immediately). If you want to run the procedure later, then select One Time (Later)
and provide time zone, start date, and start time details. You can set the
notification preferences according to deployment procedure status. If you want to
run only prerequisites, you can select Pause the procedure to allow me to analyze
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24.

25.

26.

27.

results after performing prerequisite checks to pause the procedure execution
after all prerequisite checks are performed.

Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Operator role, launch the saved deployment procedure. Add targets for
provisioning and provide values for configurable fields in the deployment
procedure.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

After the procedure execution is completed, click on the Targets menu and select
All Targets to navigate to the All Targets page and verify that the newly
provisioned databases appear as Cloud Control targets.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.

7.6 Using No Root Credentials for Provisioning Oracle Real Application
Clusters (Oracle RAC) Databases

No root credential is supported for provisioning Oracle RAC databases. To use this
feature, do the following;:

1.

On the Specify OS users page, select Override Preferred Credentials. On the
Specify OS users dialogue box that appears, create the normal name credential,
and then set Run Privilege to None. Click OK.

Select the new normal name credential for both Normal user and Priveleged user.
Click Submit.

When the database provisioning process reaches the step which requires root
credentials, the process will stop. You will need to run the command line
manually. To do this, set the environment to SAGENT_HOME, and then run the
command line copy from the Instructions field for the following three steps:

= Execute fixups manually
= Execute Root scripts manually (for CRS install phase)
= Execute Root scripts manually (for RAC database install phase)

Once the command line is run manually using root user for each step, click
Confirm. The database provisioning process then continues till it completes.
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Provisioning Oracle Real Application Clusters
One (Oracle RAC One) Node Databases

This chapter explains how you can provision Oracle Real Application Clusters One
(Oracle RAC One) node databases using Oracle Enterprise Manager Cloud Control
(Cloud Control). In particular, this chapter covers the following:

»  Getting Started with Provisioning Oracle RAC One Node Databases
= Deployment Procedures for Provisioning Oracle RAC One Node Databases

s Provisioning Oracle RAC One Node Databases

8.1 Getting Started with Provisioning Oracle RAC One Node Databases

This section helps you get started with this chapter by providing an overview of the
steps involved in provisioning Oracle RAC One node databases. Consider this section
to be a documentation map to understand the sequence of actions you must perform
to successfully provision Oracle RAC One node. Click the reference links provided
against the steps to reach the relevant sections that provide more information.

Table 8—1 Getting Started with Provisioning Oracle RAC One Node Databases

Step Description Reference Links

Step 1 Understanding the Deployment = Tolearn about the deployment
Procedures procedures to run for provisioning
To provision Oracle RAC One node Sosgf%i%‘éc One node databases, see
databases, you will need to run two -
deployment procedures.

Step 2 Understanding the Usecase = To understand the usecase for

provisioning Oracle RAC One node

This section lists the use case to databases, see Section 8.3.

provision Oracle RAC One node
databases.

Step 3 Meeting the Prerequisites = Tolearn about the prerequisites for
provisioning Oracle RAC One node

Before you run any Deployment databases, see Section 8.3.1.

Procedure, you must meet the
prerequisites, such as setting up of
the provisioning environment,
applying mandatory patches, and
setting up of Oracle Software
Library.
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Table 8—-1 (Cont.) Getting Started with Provisioning Oracle RAC One Node Databases

Step Description Reference Links
Step 4 Running the Deployment = To provision Oracle RAC One node
Procedure databases, follow the steps explained in
Section 8.3.2.

Run the Deployment Procedure to
successfully provision Oracle RAC
One node databases.

8.2 Deployment Procedures for Provisioning Oracle RAC One Node

Databases

To provision Oracle RAC one database using Cloud Control, use the following
Deployment Procedures:

m  Provision Oracle RAC Database + Create Oracle Database

Use the Provision Oracle RAC Database deployment procedure to provision Oracle
RAC database software and then run the Create Oracle Database deployment
procedure to create Oracle RAC One databases.

8.3 Provisioning Oracle RAC One Node Databases

This section describes how you can provision Oracle RAC one Node databases.
This section covers the following:
»  Prerequisites for Provisioning Oracle RAC One Node Databases

= Procedure for Provisioning Oracle RAC One Node Databases

8.3.1 Prerequisites for Provisioning Oracle RAC One Node Databases

Before running the Deployment Procedure, meet the following prerequisites:

Prerequisites for Designers

Following are the infrastructure-related prerequisites to be met by the administrator
who creates the infrastructure for provisioning deployment procedures:

= Ensure that you meet the infrastructure requirements described in Chapter 2.

= Meet the hardware, software, and network requirements for Oracle Grid
Infrastructure and Oracle RAC installation on the target hosts. For information
about the hardware, software, and network requirements for Oracle Grid
Infrastructure and Oracle RAC installation, refer to the Oracle Grid Infrastructure
Installation Guide 11g Release 2 (11.2).

= Discover and monitor the destination hosts in Cloud Control. For this purpose,
you need the latest version of Oracle Management Agent (Management Agent) on
the destination hosts. For more information refer to the Oracle Enterprise Manager
Cloud Control Basic Installation Guide. Ensure that the agents are installed in the
same location on all hosts.

= Set up the Oracle Software Library (Software Library). Ensure that the installation
media, database templates, or provisioning entities are available in the Software
Library. For information about creating them, see Section 4.3. Alternatively, use a
provisioning profile to store the database template. For information about creating
a database provisioning profile, see Section 4.3.5.
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Store the operating system credentials of the destination hosts as preferred
credentials in Oracle Management Repository (Management Repository) or use
Named Credentials.

If you are using SUDO, PowerBroker, see Section 2.3 for information on setting up
these authentication utilities.

The user configuring the deployment procedure will need to be a member of the
groups specified below. If these groups do not exist, then the Deployment
Procedure automatically creates them. However, if these have to be created on
NIS, then you must create them manually before running the Deployment
Procedure. For information about creating these operating system groups, refer to
the Oracle Grid Infrastructure Installation Guide 11g Release 2 (11.2).

The Oracle Database user (typically oracle) must be a member of the following
groups:

s Inventory Group (OINSTALL) as the primary group
»  Database Administrator (OSDBA)
s Database Operator (OSOPER)

The Grid Infrastructure user (typically grid) must be a member of the following
groups:

s Inventory Group (OINSTALL) as the primary group

s ASM Database Administrator (ASMDBA)

= ASM Instance Operator (ASMOPER)

s ASM Instance Administrator (OSASM)

The Oracle RAC Database user must be a member of the following group:
s ASM Database Administrator (ASMDBA)

Ensure that you use an operating system user that has write permission on the
following locations:

- Oracle base directory for Grid Infrastructure where diagnostic data files
related to Grid Infrastructure can be stored.

— Oracle base directory for database where diagnostic data files related to
database can be stored.

—  Grid Infrastructure software directory where Grid Infrastructure software can
be provisioned.

— Database software location where database software can be provisioned
Working directory where cloning-related files can be staged.

Ensure that you have Operator-Any Target privileges in Cloud Control.

Prerequisites for Operators

Following are the deployment procedure-related prerequisites to be met by the
operator who runs the provisioning deployment procedures:

Ensure that as an operator, you have permissions to view credentials (set and
locked by the designer), view targets, submit jobs, and launch deployment
procedures.
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Ensure that the operating system groups you specify for the following groups
already exist on the hosts you select for provisioning. The operating system users
of these groups automatically get the respective privileges.

s Inventory Group (OINSTALL)

s ASM Database Administrator (ASMDBA)
= ASM Instance Operator (ASMOPER)

s Database Administrator (OSDBA)

= Database Operator (OSOPER)

s ASM Instance Administrator (OSASM)

Ensure that you have Operator-Any Target privileges in Cloud Control.

8.3.2 Procedure for Provisioning Oracle RAC One Node Databases

To provision Oracle RAC One node database, follow these steps:

1.

Log in as a designer, and from the Enterprise menu, select Provisioning and
Patching, then select Database Provisioning.

In the Database Procedures page, select the Provision Oracle RAC Database
Deployment Procedure and click Launch. The Oracle RAC Database provisioning
wizard is launched.

In the Select Hosts page, if you want to use a provisioning profile for the
deployment, choose Select a Provisioning Profile and then, select the profile with
previously saved configuration parameters.

In the Select destination hosts section, click Add to select the destination host
where you want to deploy and configure the software.

In the Select Tasks to Perform section, select the platform, the version for the
process, and the components you want to provision:

s To deploy Grid Infrastructure, select Deploy software and configure to
provision Oracle RAC databases.

= To deploy database software select Deploy and create a RAC One Node
database which creates a new database and configures it after installing the
Oracle RAC database.

ORACLE Enterprise Manager Cioud Contil 12c ek O

Ho bargets selected To sekect new tarpetis) use ad .. ootion.
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Click on the Lock icon against the fields that you do not want to be edited in the
operator role. For more information about the lock down feature in deployment
procedures, see Section 4.1.

Click Next.
In the Configure page, click on the Setup Hosts link.

In the Specify OS Users page, specify the operating system users and groups
required to provision the database.

For Database User and ASM User, select the Normal User and Privileged User to
be added to the OS group.

Click Next.

In the Specify OS Groups page, specify the OS Groups to use for operating system
authentication. Ensure that these groups already exist on the hosts you select for
provisioning.

s Inventory Group (OINSTALL)

s ASM Database Administrator (ASMDBA)
= ASM Instance Operator (ASMOPER)

»  Database Administrator (OSDBA)

s Database Operator (OSOPER)

s ASM Instance Administrator (OSASM)

Click Next. You will come back to the Configure page. If you have configured the
destination hosts, the Setup Hosts task will have a Configured status.

Click on the Deploy Software link.

In the Select Software Locations page, specify the locations where the software
binaries of Oracle Grid Infrastructure and Oracle RAC can be placed, that is, the
$ORACLE_HOME location. As a designer, you can click on the Lock icon to lock
these fields. These fields will then not be available for editing in the operator role.

In the Source section, select the Software Library location for the Grid
Infrastructure and Oracle Database binaries.

In the Destination location, specify the following:

s Oracle Base for Grid Infrastructure, a location on the destination host where
the diagnostic and administrative logs, and other logs associated with the Grid
Infrastructure can be stored.

s Grid Infrastructure Home, a location on the destination host where the Grid
Infrastructure software can be provisioned. This is the Oracle home directory
for Grid Infrastructure. Do not select a location that is a subdirectory of the
Oracle Base for Grid Infrastructure or database. Select Shared Grid
Infrastructure home to enable Grid Infrastructure Oracle Home on shared
locations. Ensure that the directory path you provide meets the requirements
described in Section 7.3.2.1.

s Oracle Base for Database, a location on the destination host where the
diagnostic and administrative logs, and other logs associated with the
database can be stored. This location is used for storing only the dump files
and is different from the Oracle home directory where the database software
will be installed.
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s Database Oracle Home, a location on the destination host where the database
software can be provisioned. This is the Oracle home directory for the
database. Select Shared Database Oracle home to enable Database Oracle
Home on shared locations.

In the Additional Parameters section, specify the Working Directory on the
destination host where the files related to cloning can be staged temporarily.
Ensure that you have approximately 7 GB of space for this directory. For Installer
Parameters, specify any additional Oracle Universal Installer (OUI) parameters
you want to run while provisioning Oracle Grid Infrastructure. For example, -force
(to override any warnings), -debug (to view more debug information), and
-invPtrLoc <Location> (for UNIX only). Ensure that the parameters are separated
by white space.

Click Next. You will come back to the Configure page. If you have configured the
source and destination location for the software, the Configure Software task will
have a Configured status.

9. Click on the Configure Grid Infrastructure link.

10. In the Select Storage page, select the storage type for Grid Infrastructure and
database as Automatic Storage Management or File System to indicate the
storage type for storing voting disk and Oracle Cluster Registry (OCR). Voting
disk and OCR are used by Oracle Clusterware to manage its resources. You can
choose from the following options:

= Automatic Storage Management for both Grid Infrastructure and Oracle RAC
Database

= Automatic Storage Management for Grid Infrastructure and File System for
Oracle RAC Database

s File System for both Grid Infrastructure and Oracle RAC Database

= File System for Grid Infrastructure and Automatic Storage Management for
Oracle RAC Database

As a designer, you can click on the Lock icon to lock these fields. These fields will
then not be available for editing in the operator role.

Click Next.

11. In the Configure GI page, in the Basic Settings section, specify the Cluster Name,
SCAN Name, and SCAN Port. The default SCAN port is port 1521, but you can
specify another port of your choice. The deployment procedure verifies that the
SCAN port provided is a valid port number, and is not used for any other
purpose. After installation, a TNS listener listens to this port to respond to client
connections to the SCAN name.

In the GNS Settings section, select Configure GNS and auto-assign with DHCP
and specify the GNS Sub System and GNS VIP Address if you want virtual host
names outside the cluster to have dynamically assigned names.

In the GI Network section, by default, the network interfaces that have the same
name and subnet for the selected destination hosts are automatically detected and
displayed. Validate these network interface configuration details. From the Usage
column, select Public to configure the interface as public interface, or Private to
configure the interface as private interface.

Click Add to add an interface and specify the Interface Name and Interface
Subnet and click OK. Select the Usage as Public, Private, or Do Not Use if you do
not want to use the interface.
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12.

13.

14.

15.

16.

17.

If you have chosen storage type as Automatic Storage Management for either or
both Grid Infrastructure and Oracle RAC Database, in the ASM Storage section,
select from the ASM Disk Groups that have been discovered by Cloud Control and
are displayed in the table. Click Add to add an ASM Disk Group. In the Add/Edit
Disk Group dialog box, specify the Disk Group Name, Disk List, and specify the
redundancy as Normal, High, or External. Click OK. Select the OCR/Voting Disk
to store cluster registry and voting disk files, and specify the ASM credentials for
ASMSNMP and SYS users.

If you have chosen storage type as File System for Grid Infrastructure or Oracle
RAC database, in the File System Storage section, specify the storage location for
Oracle Cluster Registry (OCR) and voting disks. Select Normal or External to
indicate the redundancy level, and specify their locations.

As a designer, you can click on the Lock icon to lock these fields. These fields will
then not be available for editing in the operator role.

Click Next. You will come back to the Configure page. If you have configured the
storage options for the Grid Infrastructure and database, the Configure Grid
Infrastructure task will have a completed status. Click Next.

The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the deployment, if any. Click Next.

In the Schedule page, if you want to run the procedure immediately, then retain
the default selection, that is, One Time (Immediately). If you want to run the
procedure later, then select One Time (Later) and provide time zone, start date,
and start time details. Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Database Procedures page, select the Create Oracle Database Deployment
Procedure and click Launch. The Create Oracle Database provisioning wizard is
launched.

In the Database Version and Type page, select the database Version and select
Oracle RAC One Node Database.

In the Cluster section, select the cluster and Oracle Home provisioned earlier.
Select a reference host to perform validations to use as reference for creating the
database on the cluster.

Select Cluster Credentials or add new. Click the plus icon to add new credentials
and specify User Name, Password, and Run Privileges and save the credentials.

Click Next.

In the Database Template page, choose the database template location. The
location can be Software Library or Oracle home. The template selected must be
compatible with the selected Oracle home version.

If you have selected Software Library, click on the search icon and select the
template from the Software Library. Specify Temporary Storage Location on
Managed Host(s). This location must be present on the reference node that you
selected earlier.
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Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you have selected Oracle Home, select the template from the Oracle home. The
default location is ORACLE_HOME/assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

18. In the Identification and Placement page, select nodes on which you want to create
the cluster database. Specify Global Database Name and SID prefix. Specify the
Database Credentials for SYS, SYSTEM, and DBSNMP. Select the type of Oracle
RAC database, whether Policy Managed or Admin Managed. Specify the Service
Name.

Note: Database Service Name is used by applications to connect to
the Oracle RAC One Node database and to facilitate online relocation.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

19. In the Storage Locations page, select the storage type, whether File System or
Automatic Storage Management (ASM).

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored.

= Select Use Database File Locations from Template to select defaults from the
template used.

= Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify up to five locations.

In the Recovery Files Location section, select Use Flash Recovery Area and specify
the location for recovery-related files and Fast Recovery Area Size.

In the Archive Log Settings section, select Enable Archiving to enable archive
logging. In the Specify Archive Log Locations, you can specify up todata files nine
archive log locations. If the log location is not specified, the logs will be saved in
the default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

20. In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
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21.

22,

23.

24.

Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with data files in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Additional Configuration Options page, select custom scripts from the
Software Library. If you have selected a Structure Only database template in the
Database Template page, you can also view and edit database options. Click on the
Lock icon to lock the field. Click Next.

In the Schedule page, specify a Deployment Procedure Instance Name and a
schedule for the deployment. If you want to run the procedure immediately, then
retain the default selection, that is Immediately. If you want to run the procedure
later, then select Later and provide time zone, start date, and start time details.
Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.
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Provisioning Oracle Real Application Clusters

for 10g and 11g

This chapter explains how you can provision Oracle Real Application Clusters (Oracle
RAC) for 10g and 11g Release 1 using Oracle Enterprise Manager Cloud Control
(Cloud Control). In particular, this chapter covers the following:

Getting Started with Provisioning Oracle Real Application Clusters for 10g and

11g

Core Components Deployed When Provisioning Oracle RAC

Cloning a Running Oracle Real Application Clusters

Provisioning Oracle Real Application Clusters Using Gold Image

Provisioning Oracle Real Application Clusters Using Archived Software Binaries

9.1 Getting Started with Provisioning Oracle Real Application Clusters for

10g and 11g

This section helps you get started with this chapter by providing an overview of the
steps involved in provisioning Oracle RAC for 10g and 11g Release 1. Consider this
section to be a documentation map to understand the sequence of actions you must
perform to successfully provision Oracle RAC for 10g and 11g Release 1. Click the

reference links provided against the steps to reach the relevant sections that provide
more information.

Table 9-1 Getting Started with Provisioning Oracle RAC

Step Description Reference Links

Step 1 Understanding the Components To learn about the core components that
Provisioned are provisioned, see Section 9.2.
Understand the core components
provisioned.

Step 2 Selecting the Use Case = Tolearn about cloning an existing

This chapter covers a few use cases
for provisioning Oracle RAC. Select
the use case that best matches your
requirements.

Oracle RAC, see Section 9.3.

= Tolearn about provisioning Oracle
RAC using a gold image, see
Section 9.4.

= Tolearn about provisioning Oracle
RAC using the software binaries from
an installation medium, see
Section 9.5.
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Table 9-1 (Cont.) Getting Started with Provisioning Oracle RAC

Step

Description

Reference Links

Step 3

Step 4

Meeting the Prerequisites

Before you run any Deployment
Procedure, you must meet the
prerequisites, such as setting up of
the provisioning environment,
applying mandatory patches, and

setting up of Oracle Software Library.

Running the Deployment Procedure

Run the Deployment Procedure to
successfully provision Oracle RAC.

To learn about prerequisites for
cloning an existing Oracle RAC, see
Section 9.3.1.

To learn about the prerequisites for
provisioning Oracle RAC using a
gold image, see Section 9.4.1.

To learn about the prerequisites for
provisioning Oracle RAC using the
software binaries from an installation
medium, see Section 9.5.1.

To clone an existing Oracle RAC,
follow the steps explained in
Section 9.3.2.

To provision Oracle RAC using a
gold image, follow the steps
explained in Section 9.4.2.

To provision Oracle RAC using the
software binaries from an installation
medium, follow the steps explained
in Section 9.5.2.

9.2 Core Components Deployed When Provisioning Oracle RAC

When you provision Oracle RAC, essentially, the Deployment Procedures deploy the
following core components:

s Oracle Clusterware

s Oracle RAC Database

= Optionally, Automatic Storage Management (ASM)

You can deploy ASM either in the same Oracle home as the one for Oracle RAC
Database, or in a completely different Oracle home (recommended).

Note:

When you run the Deployment Procedures to provision Oracle
RAC on a shared file system, the software binaries are installed in the
shared location, but the configuration happens on all nodes. To
configure new nodes, run the One Click Extend Cluster Database
procedure to extend the Oracle RAC stack to other nodes.

9.3 Cloning a Running Oracle Real Application Clusters

This section describes how you can clone an existing Oracle RAC installation that is

running on a host monitored by Cloud Control.

This section covers the following;:

»  Prerequisites for Cloning a Running Oracle Real Application Clusters

s Procedure for Cloning a Running Oracle Real Application Clusters

9.3.1 Prerequisites for Cloning a Running Oracle Real Application Clusters

Before running the Deployment Procedure, meet the following prerequisites.
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Prerequisites for Designers

Ensure that you meet the prerequisites described in Chapter 2.

If you want to clone Oracle RAC 11g Release 1 (11.1.0.6) on Solaris platforms, then
apply patch# 6486988 on the Oracle home that needs to be cloned.

Ensure that the target hosts have the necessary hardware and software required
for Oracle RAC. The hardware requirements include setting up of the following:

— Private Network: The network interface cards must be installed on each node
and connected to each other.

- Shared Storage Between Nodes: The shared storage is required for OCR,
Voting disks and the data files.

Ensure that the Virtual IPs are set up in the DNS. If you choose to set up the
Virtual IPs locally, then the IP addresses can be specified using the Deployment
Procedure, and the procedure will set them up for you.

If you want to use a custom template to create a structure for the database, then
create a template (a .dbt file), and store it in a location accessible from the target
hosts. The file may be on the target host or on a shared location. For information
about creating templates, see Section 4.3.8, "Creating Database Templates".

Ensure that operating system users such as oracle and crsuser are available on all
nodes of the cluster. These users must be a part of the relevant operating system
groups such as dba and oinstall.

For more information, see Oracle Clusterware Installation Guide available at:
http://www.oracle.com/pls/dblll/homepage

Ensure that the User IDs for operating system users and the Group IDs for
operating system groups are identical on all nodes of the cluster.

Prerequisites for Operators

Ensure that you do NOT use an NIS-based operating system user.

Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure and its commands on the target hosts. If you do not have
the privileges to do so, that is, if you are using a locked account, then request your
administrator (a designer) to either customize the Deployment Procedure to run it
as another user or ignore the steps that require special privileges. For information
about customization, see Chapter 51.

Compare the configuration of the source and target hosts and ensure that they
have the same configuration. If the configurations are different, then contact your
system administrator and fix the inconsistencies before running the Deployment
Procedure.

To compare the configuration of the hosts, in Cloud Control, click Targets and then
Hosts. On the Hosts page, click the name of the source host to access its Home
page, and then from the Host menu, click Configuration and then click Compare.

While selecting the source, remember to remove sglnet.ora from the list of files
mentioned in Files to Exclude.

Ensure that the umask value on the target host is 022.

9.3.2 Procedure for Cloning a Running Oracle Real Application Clusters

To clone an existing Oracle RAC installation, follow these steps:
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1. From the Enterprise menu, select Provisioning and Patching, then select Database
Provisioning.

2. In the Database Provisioning page, select one of the following, and click Launch.

a. To run the Deployment Procedure on UNIX platforms, Select Provision Oracle
Clusterware / RAC for UNIX and RDBMS versions 10g/11g.

b. To run the Deployment Procedure on Microsoft Windows platforms, select
Provision Oracle Clusterware / RAC for Windows and RDBMS versions

10g/11g.
Cloud Control displays the Select Source page of the Deployment Procedure.
3. On the Select Source page, do the following:

a. In the Select Source section, select Select from Existing Installations. Then
click the torch icon for Reference Host and select the host on which the
existing Oracle RAC installation is running. Once you select the reference host,
the application automatically displays the working directory and the details of
the selected Oracle Clusterware and Oracle Database.

If you want to save the selected Oracle Clusterware and Oracle Database as
gold images in the Software Library, then click Save to Software Library.
Oracle Clusterware is saved as a Clusterware Clone component type and Oracle
Database is stored as a Database Clone component type, respectively.

Note:

= Maintain different locations as working directories in case a
shared disk is used between the source host and the destination
host.

= sglnet.orahardcodes Oracle base from source install. If you do
not remove the file, Oracle tools and utilities will use an incorrect
Oracle base and an error message stating that the current location
is not writable is displayed.

b. Click Next.
4. On the Select Hosts page, do the following:

a. In the Hosts to Include in Cluster section, click Add and select the target hosts
that should form the cluster. To see more details about the selected hosts, click
Show Options.

Note: When you click Add, the Select Target pop-up window
appears. On this page, by default, the Show Suitable Hosts option is
selected and the table lists only those hosts that are best suited for
provisioning. If you do not find the host you want to add, then select
Show All Hosts to view a complete list of hosts.

By default, Private Host Name and Virtual Host Name are automatically
prefilled with values. Edit them and specify values that match with your
environment. Optionally, you can also specify their IP addresses.
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5.

C.

Note: If the prefilled, default values of Private Host Name and
Virtual Host Name are incorrect, then see the workaround described
in Appendix F, "Troubleshooting Issues".

If you already have these details stored in the cluster configuration file, then
click Import From File to select that cluster configuration file. This file
typically contains information about the new hosts to be added. To
understand how a cluster configuration file looks, see the sample file shown in
Section 9.5.2.1, "Sample Cluster Configuration File".

To configure the private and public network interfaces, click Select Interfaces.
By default, the interfaces that have the same name and subnet for the selected
target hosts are displayed. However, you can also choose to view all the
interfaces for the selected target hosts. You can either select one of the existing
interfaces or specify a completely new one if the interface you want to use
does not exist.

In the Network Interface Configuration section, review the details of the
private and public interfaces.

Click Next.

On the Credentials/Schedule page, do the following;:

a.

In the Reference Host Credentials section, retain the default selection, that is,
Use Preferred Credentials.

Note: You can optionally override these preferred credentials. The
credentials you specify here are used by the Deployment Procedure to
run the provisioning operation. If this environment is secure and has
locked accounts, then make sure that:

s The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

s The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.

From the Host Credentials list, select Different for each Oracle Home if you
want to use different operating system credentials for each Oracle home, or
Same for all Oracle Homes if you want to use the same set of credentials for
all Oracle homes. Depending on the selection you make, specify the
credentials. Ensure that the users belong to the same group (dba/oinstall).

In the Target Host(s) Credentials section, provide the credentials as described
in Step 6 (a).
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Note: If you are using vendor clusterware, then ensure that root
and the operating system users, such as oracle and crsuser, owning
the clusterware and various Oracle homes are a part of the operating
system groups required by the vendor clusterware.

For example, if your system uses High Availability Cluster
Multiprocessing (HACMP) clusterware, then create or check for the
existence of the group hagsuser. Ensure that the relevant operating
system users and root user are members of this group.

For more information, refer to the Oracle Clusterware and Oracle Real
Application Clusters Installation and Configuration Guide.

c. In the Schedule section, schedule the Deployment Procedure to run either
immediately or later.

d. Click Next.
6. On the Configure Cluster page, do the following:

a. In the Cluster Name and Location section, review the default name and
location details provided for Oracle Clusterware and Oracle RAC Database.
While Oracle recommends you to retain the default values, you can always
edit them to provide custom values.

For security purposes, the clusterware configuration sets the ownership of
Oracle Clusterware home and all its parent directories to be owned by root.
Hence, Oracle recommends you to install Oracle Clusterware outside the
Oracle base of the Oracle RAC home.

The default cluster name you see here is based on the host cluster name you
provided in the Agent Deploy application in Cloud Control, while deploying
Management Agents on a cluster. The scratch location you see here is a
temporary location on the target host where temporary files are placed before
provisioning and configuring Oracle RAC.

For Additional Parameters, specify any additional parameters you want to
run while installing Oracle Clusterware. For example, -debug.

You can specify any Oracle Universal Installer (OUI) parameter that can be
used in this provisioning operation. Using these parameters, you can even
change the installation type of the database. For example, INSTALL_TYPE=SE.
Ensure that the parameters are separated by white space.

Note:

= If you do not see a default cluster name in the Cluster Name field,
then you might have selected nodes that are not master nodes of
the cluster. In this case, manually specify a cluster name, but
ensure that the name you specify is the same host cluster name
you provided in the Agent Deploy application in Cloud Control,
while deploying Management Agents on that cluster.

b. In the Database Details section, retain the default selection for creating a
starter database.
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Note: If the database creation steps are disabled in the Deployment
Procedure, then you will not see this section.

If you want to create a general-purpose database, then leave all the fields in
this section blank. Otherwise, provide the required details as described in this
step.

If you have a custom response file that already has the options enabled, then
select Use response file to create database, and specify the full path to a
location where the file is available. The file may be available on the target host,
in a shared location accessible from the target host, in the Software Library, or
in a location where an existing database is running.

Note: From the Software Library or from the location where an
existing database is running, only a .dbt template file can be used.
However, from the target host or a shared location, any template file
can be used.

If you do not have a custom response file, then select Do not use response
file, and provide the global database name, the credentials, and the additional
parameters you want to run while creating the starter database.

Note: Ensure that the database name you specify is in the format
database_name.database_domain. It must have 1 to 8 alphanumeric
characters. For example, orcl. mydomain.com. Also note that the
credentials you provide are used for SYS, SYSTEM, SYSMAN, and
DBSNMP accounts.

If you want to use the structure of an existing database and have a custom
template to structure the new database, then in Template File for Database,
specify the full path to a location where the template file is available. The file
may be available on the target host or on a shared location accessible from the
target host.

Note: If you do not store the response files and templates in a central
location, you can always customize the Deployment Procedure to add
another step that copies the response file or template to the target host
before invoking the configuration tools to create the database.

In the Backup and Recovery Details section, retain the default selection, that is,
Do not Enable Automated Backups if you do not want to have backups
taken.

Alternatively, if you want to enable automated backups, select Enable
Automated Backups, specify the full path to a directory location from where
the backed-up files can be recovered, and provide the operating system
credentials for running the backup job. Note that recovery location is the same
location as the backup location because this is where the files are backed up
and also recovered from.
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7.

8.

e.

In the ASM Instance Details section (appears only if you had selected to
deploy ASM), retain the default selection, that is, Create ASM Instance, and
specify the credentials, additional ASM parameters to be used, and the ASM
disk string to be used.

Important: If you are provisioning Oracle Database 10g and Oracle
ASM 10g, then ensure that you specify the same password for
database as well as ASM.

If you have a custom response file that already has the options enabled, then
select Use response file to create ASM database, and specify the full path to a
location where the file is available. The file may be available on the target host
or on a shared location accessible from the target hosts.

If you do not want to use a response file, then select Do not use response file.

Click Next.

On the Storage page, do the following:

a.

In the Shared Storage Configuration section, provide details about the storage
devices and click Next. Specify the partition name and the mount location,
and select the mount format and a storage device for storing data. While
partition name is the path to the location where the device is installed, mount
location is the mount point that represents the partition location.

While configuring the storage device, at a minimum, you must have a
partition for at least OCR, Voting Disk, and data files. You cannot designate
the same storage device to multiple partitions.

Oracle recommends designating the OCR and the OCR Mirror devices to
different partitions. Similarly, Oracle recommends designating the Voting
Disk, Voting Disk1, and Voting Disk2 to different partitions.

Before clicking Next, do the following;:

- If you want to clear the data on selected raw devices before creating and
configuring the cluster, then select Clear raw devices.

- If you have configured only for a few storage devices, then select Do not
provision storage for others that you do not want to provision.

- Specify the ASM disk string to be used.

In the Options section, select the ASM redundancy mode. The default is None,
which requires 7 GB of space. While Normal requires 16 GB of space, High
requires 32 GB.

(Optional) On the Advanced Configuration page, do the following:

Note: If the configuration steps are disabled in the Deployment
Procedure, then you will not see this page.

In the Bonding Interface (Private Interconnect) section, select Configure
Bonding Interface if you want to configure the bonding interface. To bind the
interfaces, specify details as described in Table 9-2.

In the Sysctl File Configuration section, select Configure Sysctl file if you
want to configure the sysctl.conf file. Specify the mode of editing the system
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configuration file and the location of the reference system configuration file
used for modifying the kernel parameters.

The default mode is append. You can however select edit to modify, and replace
to replace the current sysctl.conf file.

Ensure that the reference file you specify is available in a shared location
accessible by the Oracle Management Service.

9. On the Review page, review the details you have provided for provisioning Oracle

RAC, and click Submit. If the details you provided seem to be missing on this
page, then see the workaround described in Appendix F, "Troubleshooting Issues".

10. After the Deployment Procedure ends successfully, instrument the database to

collect configuration information.

9.4 Provisioning Oracle Real Application Clusters Using Gold Image

This section describes how you can provision a gold image of Oracle RAC.

Note: Ensure that you use a gold image that was created using the
Oracle home directory of a RAC database. You cannot use a gold
image that was created using the Oracle home directory of a
standalone database.

This section covers the following;:

Prerequisites for Provisioning Oracle Real Application Clusters Using Gold Image

Procedure for Provisioning Oracle Real Application Clusters Using Gold Image

9.4.1 Prerequisites for Provisioning Oracle Real Application Clusters Using Gold Image

Before running the Deployment Procedure, meet the following prerequisites.

Prerequisites for Designers

Ensure that you meet the prerequisites described in Chapter 2.

Ensure that you create gold images of existing Oracle RAC Database and Oracle
Grid Infrastructure.

To understand how you can create a gold image, see Section 4.3, "Setting Up
Database Provisioning".

Ensure that the target hosts have the necessary hardware and software required
for Oracle RAC. The hardware requirements include setting up of the following;:

—  Private Network: The network interface cards must be installed on each node
and connected to each other.

- Shared Storage Between Nodes: The shared storage is required for OCR,
Voting disks and the data files.

Ensure that the Virtual IPs are set up in the DNS. If you choose to set up the
Virtual IPs locally, then the IP addresses can be specified using the Deployment
Procedure, and the procedure will set them up for you.

If you want to use a custom template to create a structure for the database, then
create a template (a .dbt file), and store it in a location accessible from the target
hosts. The file may be on the target host or on a shared location.
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To understand how a template can be created and used for creating databases, see
Section 4.3.8, "Creating Database Templates".

Ensure that operating system users such as oracle and crsuser are available on all
nodes of the cluster. These users must be a part of the relevant operating system
groups such as dba and oinstall.

For more information, see Oracle Clusterware Installation Guide available at:
http://www.oracle.com/pls/dblll/homepage

Ensure that the User IDs for operating system users and the Group IDs for
operating system groups are identical on all nodes of the cluster.

Prerequisites for Operators

Ensure that you do NOT use an NIS-based operating system user.

Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure and its commands on the target hosts. If you do not have
the privileges to do so, that is, if you are using a locked account, then request your
administrator (a designer) to either customize the Deployment Procedure to run it
as another user or ignore the steps that require special privileges. For information
about customization, see Chapter 51.

While selecting the source, remember to remove sqglnet.ora from the list of files
mentioned in Files to Exclude.

Ensure that the umask value on the target host is 022.

9.4.2 Procedure for Provisioning Oracle Real Application Clusters Using Gold Image

To provision a gold image of an Oracle RAC installation, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select Database
Provisioning.

In the Database Provisioning page, select one of the following, and click Launch.

a. To run the Deployment Procedure on UNIX platforms, Select Provision Oracle
Clusterware / RAC for UNIX and RDBMS versions 10g/11g.

b. To run the Deployment Procedure on Microsoft Windows platforms, select
Provision Oracle Clusterware / RAC for Windows and RDBMS versions

10g/11g.
Cloud Control displays the Select Source page of the Deployment Procedure.
On the Select Source page, do the following;:
a. In the Select Source section, select Select from Software Library.

b. In the Source for Clusterware section, click the torch icon and select the
generic component that has the gold image of Oracle Clusterware. Ensure that
you select only components that are in "Ready” status. Once you select the
component name, the application automatically displays the component
location.

Note: If you do not see the required component in the Software
Library, then follow the workaround described in Appendix F.
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4,

e.

In the Source for RAC section, click the torch icon and select the generic
component that has the gold image of Oracle Database. Ensure that you select
only components that are in "Ready" status. Once you select the component
name, the application automatically displays the component location.

Note: If you do not see the required component in the Software
Library, then follow the workaround described in Appendix F.

(Optional) In the Source for ASM section, do one of the following:

If you do not want to deploy ASM, then retain the default selection, that is, Do
not Provision ASM.

If you want to deploy ASM in the same Oracle home as the Oracle RAC, then
select Use the same source as the RAC home. Alternatively, if you can select
Choose a component and upload an ASM component from the Software
Library.

Click Next.

On the Select Hosts page, do the following:

a.

In the Hosts to Include in Cluster section, click Add and select the target hosts
that should form the cluster. To see more details about the selected hosts, click
Show Options.

Note: When you click Add, the Select Target pop-up window
appears. On this page, by default, the Show Suitable Hosts option is
selected and the table lists only those hosts that are best suited for
provisioning. If you do not find the host you want to add, then select
Show All Hosts to view a complete list of hosts.

By default, Private Host Name and Virtual Host Name are automatically
prefilled with values. Edit them and specify values that match with your
environment. Optionally, you can also specify their IP addresses.

Note: If the prefilled, default values of Private Host Name and
Virtual Host Name are incorrect, then see the workaround described
in Appendix F.

If you already have these details stored in the cluster configuration file, then
click Import From File to select that cluster configuration file. This file
typically contains information about the new hosts to be added. To
understand how a cluster configuration file looks, see the sample file shown in
Section 9.5.2.1.

To configure the private and public network interfaces, click Select Interfaces.
By default, the interfaces that have the same name and subnet for the selected
target hosts are displayed. However, you can also choose to view all the
interfaces for the selected target hosts. You can either select one of the existing
interfaces or specify a completely new one if the interface you want to use
does not exist.

In the Network Interface Configuration section, review the details of the
private and public interfaces.
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c. Click Next.
5. On the Credentials/Schedule page, do the following:

a. In the Target Host(s) Credentials section, retain the default selection, that is,
Use Preferred Credentials.

Note: You can optionally override these preferred credentials. The
credentials you specify here are used by the Deployment Procedure to
run the provisioning operation. If this environment is secure and has
locked accounts, then make sure that:

»  The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

s The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.

From the Host Credentials list, select Different for each Oracle Home if you
want to use different operating system credentials for each Oracle home, or
Same for all Oracle Homes if you want to use the same set of credentials for
all Oracle homes. Depending on the selection you make, specify the
credentials. Ensure that the users belong to the same group (dba/oinstall).

Note: If you are using vendor clusterware, then ensure that root
and the operating system users, such as oracle and crsuser, owning
the clusterware and various Oracle homes are a part of the operating
system groups required by the vendor clusterware.

For example, if your system uses High Availability Cluster
Multiprocessing (HACMP) clusterware, then create or check for the
existence of the group hagsuser. Ensure that the relevant operating
system users and root user are members of this group.

For more information, refer to the Oracle Clusterware and Oracle Real
Application Clusters Installation and Configuration Guide.

b. In the Schedule section, schedule the Deployment Procedure to run either
immediately or later.

c. Click Next.
6. On the Configure Cluster page, do the following:

a. In the Cluster Name and Location section, review the default name and
location details provided for Oracle Clusterware and Oracle RAC Database.
While Oracle recommends you to retain the default values, you can always
edit them to provide custom values.

For security purposes, the clusterware configuration sets the ownership of
Oracle Clusterware home and all its parent directories to be owned by root.
Hence, Oracle recommends you to install Oracle Clusterware outside the
Oracle base of the Oracle RAC home.

The default cluster name you see here is based on the host cluster name you
provided in the Agent Deploy application in Cloud Control, while deploying
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Management Agents on a cluster. The scratch location you see here is a
temporary location on the target host where temporary files are placed before
provisioning and configuring Oracle RAC.

For Additional Parameters, specify any additional parameters you want to
run while installing Oracle Clusterware. For example, -debug.

You can specify any Oracle Universal Installer (OUI) parameter that can be
used in this provisioning operation. Using these parameters, you can even
change the installation type of the database. For example, INSTALL_TYPE=SE.
Ensure that the parameters are separated by white space.

In the Database Details section, retain the default selection for creating a
starter database.

Note: If the database creation steps are disabled in the Deployment
Procedure, then you will not see this section.

If you want to create a general-purpose database, then leave all the fields in
this section blank. Otherwise, provide the required details as described in this
step.

If you have a custom response file that already has the options enabled, then
select Use response file to create database, and specify the full path to a
location where the file is available. The file may be available on the target host,
in a shared location accessible from the target host, in the Software Library, or
in a location where an existing database is running.

Note: From the Software Library or from the location where an
existing database is running, only a . dbt template file can be used.
However, from the target host or a shared location, any template file
can be used.

If you do not have a custom response file, then select Do not use response
file, and provide the global database name, the credentials, and the additional
parameters you want to run while creating the starter database.

Note: Ensure that the database name you specify is in the format
database_name.database_domain. It must have 1 to 8 alphanumeric
characters. For example, orcl.mydomain.com. Also note that the
credentials you provide are used for SYS, SYSTEM, SYSMAN, and
DBSNMP accounts.

If you want to use the structure of an existing database and have a custom
template to structure the new database, then in Template File for Database,
specify the full path to a location where the template file is available. The file
may be available on the target host or on a shared location accessible from the
target host.
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Note: If you do not store the response files and templates in a central
location, you can always customize the Deployment Procedure to add
another step that copies the response file or template to the target host
before invoking the configuration tools to create the database.

c. In the Backup and Recovery Details section, retain the default selection, that is,
Do not Enable Automated Backups if you do not want to have backups
taken.

Alternatively, if you want to enable automated backups, select Enable
Automated Backups, specify the full path to a directory location from where
the backed-up files can be recovered, and provide the operating system
credentials for running the backup job. Note that recovery location is the same
location as the backup location because this is where the files are backed up
and also recovered from.

d. In the ASM Instance Details section (appears only if you had selected to
deploy ASM), retain the default selection, that is, Create ASM Instance, and
specify the credentials, additional ASM parameters to be used, and the ASM
disk string to be used.

Important: If you are provisioning Oracle Database 10g and Oracle
ASM 10g, then ensure that you specify the same password for
database as well as ASM.

If you have a custom response file that already has the options enabled, then
select Use response file to create ASM database, and specify the full path to a
location where the file is available. The file may be available on the target host
or on a shared location accessible from the target hosts.

If you do not want to use a response file, then select Do not use response file.
e. Click Next.
7. On the Storage page, do the following:

a. In the Shared Storage Configuration section, provide details about the storage
devices and click Next. Specify the partition name and the mount location,
and select the mount format and a storage device for storing data. While
partition name is the path to the location where the device is installed, mount
location is the mount point that represents the partition location.

While configuring the storage device, at a minimum, you must have a
partition for at least OCR, Voting Disk, and data files. You cannot designate
the same storage device to multiple partitions.

Oracle recommends designating the OCR and the OCR Mirror devices to
different partitions. Similarly, Oracle recommends designating the Voting
Disk, Voting Disk1, and Voting Disk2 to different partitions.

Before clicking Next, do the following:

- If you want to clear the data on selected raw devices before creating and
configuring the cluster, then select Clear raw devices.

- If you have configured only for a few storage devices, then select Do not
provision storage for others that you do not want to provision.
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- Specify the ASM disk string to be used.

b. In the Options section, select the ASM redundancy mode. The default is None,
which requires 7 GB of space. While Normal requires 16 GB of space, High
requires 32 GB.

8. (Optional) On the Configuration page, do the following:

Note: If the configuration steps are disabled in the Deployment
Procedure, then you will not see this page.

a. In the Bonding Interface (Private Interconnect) section, select Configure
Bonding Interface if you want to configure the bonding interface. To bind the
interfaces, specify details as described in Table 9-2.

b. In the Sysctl File Configuration section, select Configure Sysctl file if you
want to configure the sysctl.conf file. Specify the mode of editing the system
configuration file and the location of the reference system configuration file
used for modifying the kernel parameters.

The default mode is append. You can however select edit to modify, and replace
to replace the current sysctl.conf file.

Ensure that the reference file you specify is available in a shared location
accessible by the Oracle Management Service.

9. On the Review page, review the details you have provided for provisioning Oracle
RAC, and click Submit. If the details you provided seem to be missing on this
page, then see the workaround described in Appendix F.

10. After the Deployment Procedure ends successfully, instrument the database to
collect configuration information.

9.5 Provisioning Oracle Real Application Clusters Using Archived
Software Binaries

This section describes how you can provision Oracle RAC that is identical to the one
available on the installation medium.

This section covers the following:

»  Prerequisites for Provisioning Oracle Real Application Clusters Using Archived
Software Binaries

s Procedure for Provisioning Oracle Real Application Clusters Using Archived
Software Binaries

9.5.1 Prerequisites for Provisioning Oracle Real Application Clusters Using Archived
Software Binaries

Before running the Deployment Procedure, meet the following prerequisites.

Prerequisites for Designers
= Ensure that you meet the prerequisites described in Chapter 9.

= Ensure that you upload the software binaries of Oracle RAC Database and Oracle
Grid Infrastructure to the Software Library.
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Ensure that the target hosts have the necessary hardware and software required
for Oracle RAC. The hardware requirements include setting up of the following;:

— Private Network: The network interface cards must be installed on each node
and connected to each other.

— Shared Storage Between Nodes: The shared storage is required for OCR,
Voting disks and the data files.

Ensure that the Virtual IPs are set up in the DNS. If you choose to set up the
Virtual IPs locally, then the IP addresses can be specified using the Deployment
Procedure, and the procedure will set them up for you.

If you want to use a custom template to create a structure for the database, then
create a template (a .dbt file), and store it in a location accessible from the target
hosts. The file may be on the target host or on a shared location.

To understand how a template can be created and used for creating databases, see
Section 4.3.8.

Ensure that operating system users such as oracle and crsuser are available on all
nodes of the cluster. These users must be a part of the relevant operating system
groups such as dba and oinstall.

For more information, see Oracle Clusterware Installation Guide available at:
http://www.oracle.com/pls/dblll/homepage

Ensure that the User IDs for operating system users and the Group IDs for
operating system groups are identical on all nodes of the cluster.

Prerequisites for Operators

Ensure that you do NOT use an NIS-based operating system user.

Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure and its commands on the target hosts. If you do not have
the privileges to do so, that is, if you are using a locked account, then request your
administrator (a designer) to either customize the Deployment Procedure to run it
as another user or ignore the steps that require special privileges. For information
about customization, see Chapter 51.

Ensure that the umask value on the target host is 022.

9.5.2 Procedure for Provisioning Oracle Real Application Clusters Using Archived

Software Binaries

To provision a fresh Oracle RAC installation, follow these steps:

1.

2.

3.

From the Enterprise menu, select Provisioning and Patching and then select
Database Provisioning.

In the Database Provisioning page, select one of the following, and click Launch.

a. To run the Deployment Procedure on UNIX platforms, Select Provision Oracle
Clusterware / RAC for UNIX and RDBMS versions 10g/11g.

b. To run the Deployment Procedure on Microsoft Windows platforms, select
Provision Oracle Clusterware / RAC for Windows and RDBMS versions

10g/11g.
Cloud Control displays the Select Source page of the Deployment Procedure.
On the Select Source page, do the following;:
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e.

In the Select Source section, select Select from Software Library.

In the Source for Clusterware section, click the torch icon and select the
generic component that has the software binaries of Oracle Clusterware.
Ensure that you select only components that are in "Ready" status. Once you
select the component name, the application automatically displays the
component location.

Note: If you do not see the required component in the Software
Library, then follow the workaround described in Appendix F.

In the Source for RAC section, click the torch icon and select the generic
component that has the software binaries of Oracle Database. Ensure that you
select only components that are in "Ready" status. Once you select the
component name, the application automatically displays the component
location.

Note: If you do not see the required component in the Software
Library, then follow the workaround described in Appendix F.

(Optional) In the Source for ASM section, do one of the following:

If you do not want to deploy ASM, then retain the default selection, that is, Do
not Provision ASM.

If you want to deploy ASM in the same Oracle home as the Oracle RAC, then
select Use the same source as the RAC home. Alternatively, if you can select
Choose a component and upload an ASM component from the Software
Library.

Click Next.

On the Select Hosts page, do the following:

a.

In the Hosts to Include in Cluster section, click Add and select the target hosts
that should form the cluster. To see more details about the selected hosts, click
Show Options.

Note: When you click Add, the Select Target pop-up window
appears. On this page, by default, the Show Suitable Hosts option is
selected and the table lists only those hosts that are best suited for
provisioning. If you do not find the host you want to add, then select
Show All Hosts to view a complete list of hosts.

By default, Private Host Name and Virtual Host Name are automatically
prefilled with values. Edit them and specify values that match with your
environment. Optionally, you can also specify their IP addresses.

Note: If the prefilled, default values of Private Host Name and
Virtual Host Name are incorrect, then see the workaround described
in Appendix F.
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If you already have these details stored in a cluster configuration file, then
click Import From File to select that cluster configuration file. This file
typically contains information about the new hosts to be added. To
understand how a cluster configuration file looks, see the sample file shown in
Section 9.5.2.1.

To configure the private and public network interfaces, click Select Interfaces.
By default, the interfaces that have the same name and subnet for the selected
target hosts are displayed. However, you can also choose to view all the
interfaces for the selected target hosts. You can either select one of the existing
interfaces or specify a completely new one if the interface you want to use
does not exist.

b. Inthe Network Interface Configuration section, review the details of the
private and public interfaces.

c. Click Next.
5. On the Credentials/Schedule page, do the following:

a. In the Target Host(s) Credentials section, retain the default selection, that is,
Use Preferred Credentials.

Note: You can optionally override these preferred credentials. The
credentials you specify here are used by the Deployment Procedure to
run the provisioning operation. If this environment is secure and has
locked accounts, then make sure that:

»  The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

s The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.

From the Host Credentials list, select Different for each Oracle Home if you
want to use different operating system credentials for each Oracle home, or
Same for all Oracle Homes if you want to use the same set of credentials for
all Oracle homes. Depending on the selection you make, specify the
credentials. Ensure that the users belong to the same group (dba/oinstall).

Note: If you are using vendor clusterware, then ensure that root
and the operating system users, such as oracle and crsuser, owning
the clusterware and various Oracle homes are a part of the operating
system groups required by the vendor clusterware.

For example, if your system uses High Availability Cluster
Multiprocessing (HACMP) clusterware, then create or check for the
existence of the group hagsuser. Ensure that the relevant operating
system users and root user are members of this group.

For more information, refer to the Oracle Clusterware and Oracle Real
Application Clusters Installation and Configuration Guide.

b. In the Schedule section, schedule the Deployment Procedure to run either
immediately or later.
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C.

Click Next.

6. On the Configure Cluster page, do the following:

a.

In the Cluster Name and Location section, review the default name and
location details provided for Oracle Clusterware and Oracle RAC Database.
While Oracle recommends you to retain the default values, you can always
edit them to provide custom values.

For security purposes, the clusterware configuration sets the ownership of
Oracle Clusterware home and all its parent directories to be owned by root.
Hence, Oracle recommends you to install Oracle Clusterware outside the
Oracle base of the Oracle RAC home.

The default cluster name you see here is based on the host cluster name you
provided in the Agent Deploy application in Cloud Control, while deploying
Management Agents on a cluster. The scratch location you see here is a
temporary location on the target host where temporary files are placed before
provisioning and configuring Oracle RAC.

For Additional Parameters, specify any additional parameters you want to
run while installing Oracle Clusterware. For example, -debug.

You can specify any Oracle Universal Installer (OUI) parameter that can be
used in this provisioning operation. Using these parameters, you can even
change the installation type of the database. For example, INSTALL_TYPE=SE.
Ensure that the parameters are separated by white space.

In the Database Details section, retain the default selection for creating a
starter database.

Note: If the database creation steps are disabled in the Deployment
Procedure, then you will not see this section.

If you want to create a general-purpose database, then leave all the fields in
this section blank. Otherwise, provide the required details as described in this
step.

If you have a custom response file that already has the options enabled, then
select Use response file to create database, and specify the full path to a
location where the file is available. The file may be available on the target host,
in a shared location accessible from the target host, in the Software Library, or
in a location where an existing database is running.

Note: From the Software Library or from the location where an
existing database is running, only a . dbt template file can be used.
However, from the target host or a shared location, any template file
can be used.

If you do not have a custom response file, then select Do not use response
file, and provide the global database name, the credentials, and the additional
parameters you want to run while creating the starter database.
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Note: Ensure that the database name you specify is in the format
database_name.database_domain. It must have 1 to 8 alphanumeric
characters. For example, orcl.mydomain.com. Also note that the
credentials you provide are used for SYS, SYSTEM, SYSMAN, and
DBSNMP accounts.

If you want to use the structure of an existing database and have a custom
template to structure the new database, then in Template File for Database,
specify the full path to a location where the template file is available. The file
may be available on the target host or on a shared location accessible from the
target host.

Note: If you do not store the response files and templates in a central
location, you can always customize the Deployment Procedure to add
another step that copies the response file or template to the target host
before invoking the configuration tools to create the database.

c. Inthe Backup and Recovery Details section, retain the default selection, that is,
Do not Enable Automated Backups if you do not want to have backups
taken.

Alternatively, if you want to enable automated backups, select Enable
Automated Backups, specify the full path to a directory location from where
the backed-up files can be recovered, and provide the operating system
credentials for running the backup job. Note that recovery location is the same
location as the backup location because this is where the files are backed up
and also recovered from.

d. Inthe ASM Instance Details section (appears only if you had selected to
deploy ASM), retain the default selection, that is, Create ASM Instance, and
specify the credentials, additional ASM parameters to be used, and the ASM
disk string to be used.

Important: If you are provisioning Oracle Database 10g and Oracle
ASM 10g, then ensure that you specify the same password for
database as well as ASM.

If you have a custom response file that already has the options enabled, then
select Use response file to create ASM database, and specify the full path to a
location where the file is available. The file may be available on the target host
or on a shared location accessible from the target hosts.

If you do not want to use a response file, then select Do not use response file.
e. Click Next.
7. On the Storage page, do the following:

a. In the Shared Storage Configuration section, provide details about the storage
devices and click Next. Specify the partition name and the mount location,
and select the mount format and a storage device for storing data. While
partition name is the path to the location where the device is installed, mount
location is the mount point that represents the partition location.
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While configuring the storage device, at a minimum, you must have a
partition for at least OCR, Voting Disk, and data files. You cannot designate
the same storage device to multiple partitions.

Oracle recommends designating the OCR and the OCR Mirror devices to
different partitions. Similarly, Oracle recommends designating the Voting
Disk, Voting Disk1, and Voting Disk2 to different partitions.

Before clicking Next, do the following:

- If you want to clear the data on selected raw devices before creating and
configuring the cluster, then select Clear raw devices.

- If you have configured only for a few storage devices, then select Do not
provision storage for others that you do not want to provision.

- Specify the ASM disk string to be used.

In the Options section, select the ASM redundancy mode. The default is None,
which requires 7 GB of space. While Normal requires 16 GB of space, High
requires 32 GB.

8. (Optional) On the Configuration page, do the following:

Note: If the configuration steps are disabled in the Deployment
Procedure, then you will not see this page.

In the Bonding Interface (Private Interconnect) section, select Configure
Bonding Interface if you want to configure the bonding interface. To bind the
interfaces, specify details as described in Table 9-2.

In the Sysctl File Configuration section, select Configure Sysctl file if you
want to configure the sysctl.conf file. Specify the mode of editing the system
configuration file and the location of the reference system configuration file
used for modifying the kernel parameters.

The default mode is append. You can however select edit to modify, and replace
to replace the current sysctl.conf file.

Ensure that the reference file you specify is available in a shared location
accessible by the Oracle Management Service.

9. On the Review page, review the details you have provided for provisioning Oracle
RAC, and click Submit. If the details you provided seem to be missing on this
page, then see the workaround described in Appendix F, "Troubleshooting Issues".

10. After the Deployment Procedure ends successfully, instrument the database to
collect configuration information.

Table 9-2  Configuration Page - Element Description

Element Description

Bonding Device Name Specify the name of the bond to be created. For example,
bond0

Subnet Mask Specify the subnet mask for the IP address. For example,
255.255.255.0

Default Gateway Specify the default gateway for the bonding device. For

example, 10.1.2.3
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Table 9-2 (Cont.) Configuration Page - Element Description

Element Description

DNS Servers Specify the Domain Name Server (DNS) list for the bonding
device. For multiple DNS servers, the values should be
comma- separated. Default values are picked up from the
/etc/resolv.conf file. Entries provided here will be
appended.

Slave Devices List Specify the list of slave devices for the bonding device. For
multiple slave devices, the values should be
comma-separated. For example, eth1,eth2,eth3.

Bonding Mode Specifies one of four policies allowed for the bonding
module. Acceptable values for this parameter are:

= 0 (Balance-rr)— Sets a round-robin policy for fault
tolerance and load balancing. Transmissions are
received and sent out sequentially on each bonded
slave interface beginning with the first one available.

s 1 (Active-backup)— Sets an active-backup policy for
fault tolerance. Transmissions are received and sent out
through the first available bonded slave interface.
Another bonded slave interface is only used if the
active bonded slave interface fails.

= 2 (Balance-xor)— Sets an XOR (exclusive-or) policy for
fault tolerance and load balancing. Using this method,
the interface matches up the incoming request's MAC
address with the MAC address for one of the slave
NICs. Once this link is established, transmissions are
sent out sequentially beginning with the first available
interface.

= 3 (Broadcast)— Sets a round-robin policy for fault
tolerance and load balancing. Transmissions are send
out sequentially on each bonded slave interface
beginning with the first one available.

Domain Name Specify the domain name for the assigned host name. For
example, foo.com

Primary Slave Device Specify the interface name, such as eth0, of the primary
device. The primary device is the first of the bonding
interfaces to be used and is not abandoned unless it fails.
This setting is particularly useful when one NIC in the
bonding interface is faster and, therefore, able to handle a
bigger load. This setting is only valid when the bonding
interface is in active-backup mode.

ARP Interval Specify (in milliseconds) how often ARP monitoring occurs.
If using this setting while in mode 0 or 2 (the two
load-balancing modes) the network switch must be
configured to distribute packets evenly across the NICs. The
value is set to 0 by default, which disables it.

MII Interval Specify (in milliseconds) how often MII link monitoring

occurs. This is useful if high availability is required because
MII is used to verify that the NIC is active to verify that the
driver for a particular NIC supports the MII tool. If using a
bonded interface for high availability, the module for each
NIC must support MII. Setting the value to 0 (the default),
turns this feature off. When configuring this setting, a good
starting point for this parameter is 100.

MII Interval Down Delay Specify (in milliseconds) how long to wait after link failure
before disabling the link. The value must be a multiple of
the value specified in the miimon parameter. The value is
set to 0 by default, which disables it.
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Table 9-2 (Cont.) Configuration Page - Element Description

Element Description

MII Interval Up Delay Specify (in milliseconds) how long to wait before enabling a
link. The value must be a multiple of the value specified in
the miimon parameter. The value is set to 0 by default,
which disables it.

NTP Server Specify the NTP server for the assigned host name. For
example, 1.2.3.4.

9.5.2.1 Sample Cluster Configuration File

The following shows the contents of a typical cluster configuration file:

# Cluster Configuration file

# Node information

# Public Node Private Node Name Private IP Virtual Host Name Virtual IP

Name (Optional) (Optional)
nodel.domain. nodel-priv.domain - nodel-vip.domain. -
com .com com
node2.domain. 134.2.109.1
com node2-priv.domain 10.2.109.1 node2-vip.domain. 03

.com 03 com

9.6 Provisioning Oracle Real Application Clusters (Oracle RAC)
Databases Using No Root Credentials

No root credential is supported for provisioning Oracle RAC databases. To use this
feature, do the following:

1. On the Specify OS users page, select Override Preferred Credentials. On the
Specify OS users dialogue box that appears, create the normal name credential,
and then set Run Privilege to None. Click OK.

2. Select the new normal name credential for both Normal user and Privileged user.
3. Click Submit.

When the database provisioning process reaches the step which requires root
credentials, the process will stop. You will need to run the command line
manually. To do this, set the environment to SAGENT_HOME, and then run the
command line copy from the Instructions field for the following three steps:

= Execute fixups manually
= Execute Root scripts manually (for CRS install phase)
= Execute Root scripts manually (for RAC database install phase)

4. Once the command line is run manually using root user for each step, click
Confirm. The database provisioning process then continues till it completes.
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Extending Oracle Real Application Clusters

This chapter explains how you can extend and scale up an existing Oracle RAC stack
(Oracle Clusterware, Oracle ASM, Oracle RAC database), in a single click using Oracle
Enterprise Manager Cloud Control (Cloud Control). In particular, this chapter covers
the following:

»  Getting Started with Extending Oracle Real Application Clusters
» Extending Oracle Real Application Clusters

10.1 Getting Started with Extending Oracle Real Application Clusters

This section helps you get started with this chapter by providing an overview of the
steps involved in extending an existing Oracle RAC stack. Consider this section to be a
documentation map to understand the sequence of actions you must perform to
successfully extend an existing Oracle RAC. Click the reference links provided against
the steps to reach the relevant sections that provide more information.

Table 10-1 Getting Started with Extending Oracle RAC

Step Description Reference Links
Step 1 Meeting the Prerequisites To learn about the prerequisites for
extending Oracle RAC, see
Before you run any Deployment Section 10.2.1.

Procedure, you must meet the
prerequisites, such as setting up of the
provisioning environment, applying
mandatory patches, and setting up of
Oracle Software Library.

Step 2 Running the Dep]oyment Procedure To extend Oracle RAC, follow the
steps explained in Section 10.2.2.
Run the Deployment Procedure to

successfully extend an existing Oracle
RAC.

10.2 Extending Oracle Real Application Clusters

This section describes how you can extend an existing Oracle RAC to include as many
additional nodes as you need, in just one click.

This section covers the following;:
»  Prerequisites for Extending Oracle Real Application Clusters

s Procedure for Extending Oracle Real Application Clusters
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10.2.1 Prerequisites for Extending Oracle Real Application Clusters

Before running the Deployment Procedure, meet the following prerequisites:

Prerequisites for Designers

Ensure that you meet the prerequisites described in Chapter 2.
Ensure that oinstall and dba groups are available.

Ensure that operating system users such as oracle and crsuser are available on all
nodes of the cluster. These users must be a part of the relevant operating system
groups such as dba and oinstall.

Ensure that the credentials being used to run this operation along with the group
ID are the same on all nodes of the selected cluster.

Prerequisites for Operators

If you have PAM/LDAP enabled in your environment, then ensure that the target
agents are configured with PAM/LDAP. For more information, see My Oracle
Support note 422073.1.

Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure, and that can switch to root user and run all commands on
the target hosts. For example, commands such as mkdir, Is, and so on.

If you do not have the privileges to do so, that is, if you are using a locked account,
then request your administrator (a designer) to either customize the Deployment
Procedure to run it as another user or ignore the steps that require special
privileges.

For example, user account A might have the root privileges, but you might use
user account B to run the Deployment Procedure. In this case, you can switch from
user account B to A by customizing the Deployment Procedure.

For information about customization, see Chapter 51.

Ensure that the shared storage used for existing cluster nodes are accessible to the
nodes you want to add.

Ensure that the umask value on the target host is 022. To verify this, run the
following command:

$ umask

Depending on the shell you are using, you can also verify this value in
/etc/profile, /etc/bashrc, or /etc/csh.cshre.

10.2.2 Procedure for Extending Oracle Real Application Clusters

To extend an existing Oracle RAC, follow these steps:

10-2

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

In the Database Provisioning page, select Extend Oracle Real Application
Clusters and click Launch.

Cloud Control displays the Extend Real Application Clusters page.
On the Extend Real Application Clusters page, do the following:

Oracle Enterprise Manager Lifecycle Management Administrator's Guide



Extending Oracle Real Application Clusters

In the Select Real Application Clusters (RAC) section, select the Oracle RAC
you want to extend. The associated clusterware and Automatic Storage
Management (ASM) also get extended if they do not already exist.

You can use the Search section to search for a particular Oracle RAC. From the
Search list, select the target type based on which you want to search, and click
Go. You can use wildcards such as % and *.

Note: If the cluster database you want to extend does not appear on
this page, then:

= Specify the Clusterware home location for the cluster target in
Cloud Control. In Cloud Control, click the Targets menu, and then
click All Targets. On the All Targets page, from the Search list,
select Cluster and click Go. From the results table, select the
cluster for which you want to specify the clusterware home
location. On the Cluster Home page, click Monitoring
Configuration. On the Configure Target page, specify the
clusterware home location and click Update.

= Configure Cloud Control settings to display them. In Cloud
Control, click the Deployments tab, and on the Deployments
page, in the Configuration section, click Refresh Host
Configuration. On the following page, from the Available Hosts
pane, select the hosts and add them to the Selected Hosts pane.
Then, click Refresh Hosts and wait for the job to succeed. Return
to this Deployment Procedure page and run the search query
again to view the hosts in the search results.

In the Reference Host Options section, from the Reference Host list, select a
host that you want to use as the primary host for performing this operation.
Reference Host is the host that is selected for creation of clone archives and
then transferred to the new target nodes being added.

For Working directory, specify the full path to an existing directory on the
selected host that can be used for staging files for cloning. If the directories
you specify do not exist on the target hosts, then they will be created by the
Deployment Procedure. Ensure that the working directory is NOT shared on
the nodes.

For Files To Exclude, for each Oracle home, specify the files you want to
exclude while performing this operation. Note that any file or folder
corresponding to the regular expressions provided here will be excluded.

In the Oracle Home Shared Storage Options section, select the Oracle home
locations that are on shared storage.

In the Select New Nodes section, click Add to add new nodes that you want to
include to the selected Oracle RAC. After adding the node, specify the virtual
node name for each new node and verify the values displayed by default.

Note: Ensure that you select nodes that are monitored by Oracle
Management Agents 12c Release 1 (12.1.0.1) or higher.

Optionally, you can click Show Options to specify Private Node Name,
Private IP, Virtual IP, and Working Directory. Private Node Name and Private
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IP are required only if you want to set up a private network as part of the
procedure.Virtual Node Name and Virtual IP are required only if they are
fixed and not DHCP-based. If the node is already part of the Oracle RAC
system, it will be ignored. If the node is part of the Oracle Clusterware, the
private network and virtual host information will be ignored. For Working
Directory, ensure that the location you specify is NOT shared on the nodes.

If you already have these details stored in cluster configuration file, then click
Import From File to select that cluster configuration file. This file typically
contains information about the new nodes to be added. It may also include
information about the private node name, private IP address, virtual host
name, and virtual IP address to which the Oracle RAC should be extended.

e. Inthe User Credentials (Override Preferred Credentials) section, retain the
default selection, that is, Use Preferred Credentials.

Note: You can optionally override these preferred credentials. For
example, if you have added two destination hosts where the users are
A and B, then you can choose to override the preferred credentials
with different credentials for each of the hosts. Similarly, if the
destinations hosts have the same credentials, which may be different
from the preferred credentials, then you can override the preferred
credentials with the same credentials for all hosts.

The credentials you specify here are used by the Deployment
Procedure to run the provisioning operation. If this environment is
secure and has locked accounts, then make sure that:

»  The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

s The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.

From the Host Credentials list, select Different for each Oracle Home if you
want to use different operating system credentials for each Oracle home, or
Same for all Oracle Homes if you want to use the same set of credentials for
all Oracle homes. Depending on the selection you make, specify the
credentials. Ensure that the users belong to the same group (dba/oinstall).

Note: If you are using vendor clusterware, then ensure that root
and the operating system users, such as oracle and crsuser, owning
the clusterware and various Oracle homes are a part of the operating
system groups required by the vendor clusterware.

For example, if your system uses High Availability Cluster
Multiprocessing (HACMP) clusterware, then create or check for the
existence of the group hagsuser. Ensure that the relevant operating
system users and root user are members of this group.

For more information, refer to the Oracle Clusterware and Oracle Real
Application Clusters Installation and Configuration Guide.
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f. Inthe Schedule section, schedule the Deployment Procedure to run either
immediately or later.

g. In the Prerequisites (Run Prerequisites and Fix-Ups) section, by default, Skip
prerequisites and fix-ups is not selected and therefore, the deployment
procedure runs the prerequisite checks and fix-ups on the selected nodes.

The prerequisite checks are required to ensure that the nodes meet all the
requirements of this operation and are ready to be added to the cluster. The
option is not selected assuming that you have not already run the prerequisite
checks on the selected nodes beforehand.

If you have already run the prerequisite checks on the selected nodes and
want the deployment procedure to skip running them all over again, then
select Skip prerequisites and fix-ups.

If you have never run prerequisite checks on the selected nodes and if you
want the deployment procedure to run them, then deselect Skip prerequisites
and fix-ups. The deployment procedure runs the prerequisite checks, fixes
issues if there are any, and then proceeds with the extend cluster operation.

If you want to check the prerequisites only but not proceed with the operation
at this point, then click Run Prerequisites Only.

h. Click Review.

4. On the Review page, review the details you have provided for extending Oracle
RAC, and click Submit.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.

Note: When you run the Deployment Procedure on Linux Itanium
x64, if the CVU Run to verify shared locations step fails, then manually
fix it before proceeding to the next step. No automated fix-ups are
available for this platform.
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Deleting or Scaling Down Oracle Real
Application Clusters

This chapter describes how you can delete or scale down Oracle Real Application
Clusters (Oracle RAC). In particular, this chapter covers the following;:

s Getting Started with Deleting or Scaling Down Oracle Real Application Clusters

s Deleting the Core Components of Oracle Real Application Clusters
s Deleting the Entire Oracle RAC
= Scaling Down Oracle RAC by Deleting Some of Its Nodes

11.1 Getting Started with Deleting or Scaling Down Oracle Real

Application Clusters

This section helps you get started with this chapter by providing an overview of the
steps involved in deleting or scaling down an existing Oracle RAC stack. Consider this
section to be a documentation map to understand the sequence of actions you must
perform to successfully delete or scale down an existing Oracle RAC stack. Click the
reference links provided against the steps to reach the relevant sections that provide
more information.

Table 11-1  Getting Started with Deleting or Scaling Down an Existing Oracle RAC
Step Description Reference Links
Step 1 Selecting the Use Case s Tolearn about deleting the entire
. Oracle RAC stack, see Section 11.3,
This chapter covers a few use cases "Deleting the Entire Oracle RAC".
for deleting and scaling down an )
existing Oracle RAC. Select theuse =  To learn about scaling down an
case that best matches your existing Oracle RAC stack by deleting
requirements. one or more of its own nodes, see
Section 11.4, "Scaling Down Oracle
RAC by Deleting Some of Its Nodes".
Step 2 Meeting the Prerequisites = Tolearn about the prerequisites for

Before you run any Deployment
Procedure, you must meet the
prerequisites, such as setting up of
the provisioning environment,
applying mandatory patches, and
setting up of Oracle Software Library.

deleting an entire Oracle RAC stack,
see Section 11.3.1, "Prerequisites for
Deleting the Entire Oracle RAC".

To learn about the prerequisites for
scaling down an existing Oracle RAC
stack by deleting one or more of its
own nodes, see Section 11.4.1,
"Prerequisites for Scaling Down
Oracle RAC by Deleting Some of Its
Nodes".
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Table 11-1 (Cont.) Getting Started with Deleting or Scaling Down an Existing Oracle

Step Description Reference Links
Step 3 Running the Deployment Procedure = To delete an entire Oracle RAC stack,
follow the steps explained in
Run the Deployment Procedure to Section 11.3.2, "Procedure for
successfully delete or scale down an Deleting the Entire Oracle RAC".
existing Oracle RAC.

s To scale down an existing Oracle
RAC stack by deleting one or more of
its own nodes, follow the steps
explained in Section 11.4.2,
"Procedure for Scaling Down Oracle
RAC by Deleting Some of Its Nodes".

11.2 Deleting the Core Components of Oracle Real Application Clusters

Using the Delete/Scale down Oracle Real Application Clusters Deployment Procedure, you
can delete either a node of an existing Oracle RAC or the entire Oracle RAC. As a
result, the Deployment Procedure deinstalls the Oracle Clusterware, listeners, and
Oracle RAC and ASM homes associated with the nodes selected for deletion.

This Deployment Procedure enables you to descale an entire cluster database stack
(Oracle Clusterware, Oracle ASM, and Oracle RAC database) or one or more nodes of
an Oracle RAC cluster, in a single click. This includes cluster databases of various
releases as described in Section 4.2, and across different platforms.

The procedure can descale or delete clusters that have:

»  Oracle CRS, Oracle ASM, and Oracle Database homes owned by the same or
different users.

»  Separate Oracle CRS, Oracle ASM, and Oracle Database homes present on a
shared storage, which is shared by all member nodes.

= Partially provisioned or failed installations of Oracle RAC clusters (may include
one or more tiers of the stack installed. For example, cleanup after the clusterware
installation failed or cleanup when the clusterware was only partially
provisioned).

= Nodes that were reimaged or shut down, and the existing configuration has to be
resolved to remove all references to this node in Cloud Control.

11.3 Deleting the Entire Oracle RAC

This section describes how you can delete the entire Oracle RAC. In particular, this
section covers the following:

= Prerequisites for Deleting the Entire Oracle RAC
= Procedure for Deleting the Entire Oracle RAC

11.3.1 Prerequisites for Deleting the Entire Oracle RAC

Before running the Deployment Procedure, meet the following prerequisites:

Prerequisites for Designers
=  Ensure that you meet the prerequisites described in Chapter 2.

= Ensure that oinstall and dba groups are available.
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Ensure that operating system users such as oracle and crsuser are available on all
nodes of the cluster. These users must be a part of the relevant operating system
groups such as dba and oinstall.

Ensure that the credentials being used to run this operation along with the group
ID are the same on all nodes of the selected cluster.

Prerequisites for Operators

If you have PAM/LDAP enabled in your environment, then ensure that the target
agents are configured with PAM/LDAP. For more information, see My Oracle
Support note 422073.1.

Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure, and that can switch to root user and run all commands on
the target hosts. For example, commands such as mkdir, Is, and so on.

If you do not have the privileges to do so, that is, if you are using a locked account,
then request your administrator (a designer) to either customize the Deployment
Procedure to run it as another user or ignore the steps that require special
privileges.

For example, user account A might have the root privileges, but you might use
user account B to run the Deployment Procedure. In this case, you can switch from
user account B to A by customizing the Deployment Procedure.

For information about customization, see Chapter 51.

REMOVE_ANY_TARGET Enterprise Manager privilege

11.3.2 Procedure for Deleting the Entire Oracle RAC
To delete the entire Oracle RAC, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

In the Database Provisioning page, select Delete/Scale down Oracle Real
Application Clusters and click Launch.

Cloud Control displays the Delete/Scale down Oracle Real Application Clusters
page.

On the Delete/Scale down Oracle Real Application Clusters page, do the
following:

a. In the Select Cluster section, click the torch icon for Select Cluster and select
an Oracle Clusterware instance that you want to delete. Along with the
selected Oracle Clusterware, the associated Oracle RAC and ASM instances
will also be deleted. The table displays details about the member nodes that
are part of the selected Oracle Clusterware.
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Note:

When you use the torch icon to search for Oracle Clusterware, if you
do not find the Oracle Clusterware that you are looking for, then from
the tip mentioned below the table, click here to manually provide
details about that clusterware and search for it.

This is particularly useful when you want to delete
partially-provisioned or configured Oracle Clusterware instances
because, by default, when you click the torch icon, only the
fully-provisioned clusterware instances appear for selection. In this
case, to search, select, and delete the partially-provisioned instances,
click here, and in the Enter Cluster Details window, manually provide
details about the cluster node that contains the partially-provisioned
instance and click OK. You can then select the host that appears in the
Select Nodes to Delete section and mark for deletion.

b. In the Reference Host Options section, from the Cluster Node list, select a
node that you want to use as the primary node for all cleanup operations.

For Working directory, specify the full path to an existing directory on the
selected node that can be used for staging files temporarily.

c. In the Select Nodes to Delete section, click Mark all to select all the nodes for
deletion. On clicking Mark all, you should see a cross icon against all the
nodes in the Deletion column. These cross icons indicate that the nodes have
been selected for deletion.

d. In the User Credentials (Override Preferred Credentials) section, retain the
default selection, that is, Use Preferred Credentials.

Note: You can optionally override these preferred credentials. For
example, if you have added two destination hosts where the users are
A and B, then you can choose to override the preferred credentials
with different credentials for each of the hosts. Similarly, if the
destinations hosts have the same credentials, which may be different
from the preferred credentials, then you can override the preferred
credentials with the same credentials for all hosts.

For example, if you have added two destination hosts where the users
are A and B, then you can choose to override the preferred credentials
with different credentials for each of the hosts. Similarly, if the
destinations hosts have the same credentials, which may be different
from the preferred credentials, then you can override the preferred
credentials with the same credentials for all hosts.

The credentials you specify here are used by the Deployment
Procedure to run the provisioning operation. If this environment is
secure and has locked accounts, then make sure that:

s The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

= The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.
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From the Host Credentials list, select Different for each Oracle Home if you
want to use different operating system credentials for each Oracle home, or
Same for all Oracle Homes if you want to use the same set of credentials for
all Oracle homes. Depending on the selection you make, specify the
credentials. Ensure that the users belong to the same group (dba/oinstall).

e. Inthe Schedule section, schedule the Deployment Procedure to run either
immediately or later.

f. Click Review.

4. On the Review page, review the details you have provided for deleting Oracle

RAC, and click Submit.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.

11.4 Scaling Down Oracle RAC by Deleting Some of Its Nodes

This section describes how you can scale down Oracle RAC by deleting one or more
nodes that are part of it, and also other nodes that are part of it but do not appear as
targets in Cloud Control. In particular, this section covers the following;:

Prerequisites for Scaling Down Oracle RAC by Deleting Some of Its Nodes
Procedure for Scaling Down Oracle RAC by Deleting Some of Its Nodes

11.4.1 Prerequisites for Scaling Down Oracle RAC by Deleting Some of Its Nodes

Prerequisites for Designers

Ensure that you meet the prerequisites described in Chapter 2.
Ensure that oinstall and dba groups are available.

Ensure that operating system users such as oracle and crsuser are available on all
nodes of the cluster. These users must be a part of the relevant operating system
groups such as dba and oinstall.

Ensure that the credentials being used to run this operation along with the group
ID are the same on all nodes of the selected cluster.

Prerequisites for Operators

If you have PAM/LDAP enabled in your environment, then ensure that the target
agents are configured with PAM/LDAP. For more information, see My Oracle
Support note 422073.1.

Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure, and that can switch to root user and run all commands on
the target hosts. For example, commands such as mkdir, Is, and so on.

If you do not have the privileges to do so, that is, if you are using a locked account,
then request your administrator (a designer) to either customize the Deployment
Procedure to run it as another user or ignore the steps that require special
privileges.

For example, user account A might have the root privileges, but you might use
user account B to run the Deployment Procedure. In this case, you can switch from
user account B to A by customizing the Deployment Procedure.
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For information about customization, see Chapter 51.

11.4.2 Procedure for Scaling Down Oracle RAC by Deleting Some of Its Nodes

To scale down Oracle RAC by deleting one or more nodes that are part of it, follow
these steps:

1. From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

2. In the Database Provisioning page, select Delete/Scale down Oracle Real
Application Clusters and click Launch.

Cloud Control displays the Delete/Scale down Oracle Real Application Clusters
page.

3. On the Delete/Scale down Oracle Real Application Clusters page, do the
following:

a. In the Select Cluster section, click the torch icon for Select Cluster and select
an Oracle Clusterware instance that you want to scale down. Along with the
selected Oracle Clusterware, the associated Oracle RAC and ASM instances
will also be deleted. The table displays details about the member nodes that
are part of the selected Oracle Clusterware.

Note: When you use the torch icon to search for Oracle Clusterware,
if you do not find the Oracle Clusterware that you are looking for,
then you can manually provide details about that clusterware and
search for it. To do so, from the tip mentioned below the table, click
here.

b. In the Reference Host Options section, from the Cluster Node list, select a
node that you want to use as the primary node for all cleanup operations.

For Working directory, specify the full path to an existing directory on the
selected node that can be used for staging files.

c. In the Select Nodes to Delete section, select the nodes you want to delete, and
click Mark for delete. On clicking Mark for delete, you should see a cross icon
against the selected nodes in the Deletion column. These cross icons indicate
that the nodes have been selected for deletion.

If you do not see the nodes that are part of the cluster, then click Add more
nodes to add those nodes so that nodes that do not appear as targets in Cloud
Control also are selected for deletion.

If you want to deselect a node, click Unmark. If you want to select all nodes at
a time, click Mark all, and if you want to deselect all nodes, click Unmark all.

d. In the User Credentials (Override Preferred Credentials) section, retain the
default selection, that is, Use Preferred Credentials.
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Note: You can optionally override these preferred credentials. For
example, if you have added two destination hosts where the users are
A and B, then you can choose to override the preferred credentials
with different credentials for each of the hosts. Similarly, if the
destinations hosts have the same credentials, which may be different
from the preferred credentials, then you can override the preferred
credentials with the same credentials for all hosts.

The credentials you specify here are used by the Deployment
Procedure to run the provisioning operation. If this environment is
secure and has locked accounts, then make sure that:

»  The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

s The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.

From the Host Credentials list, select Different for each Oracle Home if you
want to use different operating system credentials for each Oracle home, or
Same for all Oracle Homes if you want to use the same set of credentials for
all Oracle homes. Depending on the selection you make, specify the
credentials. Ensure that the users belong to the same group (dba/oinstall).

e. In the Schedule section, schedule the Deployment Procedure to run either
immediately or later.

f. Click Review.

4. On the Review page, review the details you have provided for deleting or scaling
down Oracle RAC, and click Submit.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.
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Provisioning Oracle Database Replay Client

This chapter explains how you can provision Oracle Database Replay Client using
Oracle Enterprise Manager Cloud Control (Cloud Control). In particular, this chapter
covers the following;:

»  Getting Started with Provisioning Oracle Database Replay Client

s Cloning a Running Oracle Database Replay Client

= Provisioning an Oracle Database Replay Client Using Gold Image

= Provisioning an Oracle Database Replay Client Using Installation Binaries

12.1 Getting Started with Provisioning Oracle Database Replay Client

This section helps you get started with this chapter by providing an overview of the
steps involved in provisioning Oracle Database Replay Client. Consider this section to
be a documentation map to understand the sequence of actions you must perform to
successfully provision Oracle Database Replay Client. Click the reference links
provided against the steps to reach the relevant sections that provide more

information.
Table 12-1 Getting Started with Provisioning Oracle Database Replay Client
Step Description Reference Links
Step 1 Selecting the Use Case = Tolearn about cloning an existing
. Oracle Database Replay Client, see
This cha.pFer covers a few use cases Section 12.2.
for provisioning Oracle Database .
Replay Client. Select the use case that =  To learn about provisioning Oracle
best matches your requirements. Database Replay Client using a gold
image, see Section 12.3.
= Tolearn about provisioning a
standalone Oracle Database Replay
Client, see Section 12.4.
Step 2 Meeting the Prerequisites = Tolearn about the prerequisites for

Before you run any Deployment
Procedure, you must meet the
prerequisites, such as setting up of
the provisioning environment,
applying mandatory patches, and
setting up of Oracle Software Library.

cloning an existing Oracle Database
Replay Client, see Section 12.2.1.

To learn about the prerequisites for
provisioning Oracle Database Replay
Client using a gold image, see
Section 12.3.1.

To learn about the prerequisites for
provisioning a standalone Oracle
Database Replay Client, see
Section 12.4.1.
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Table 12-1 (Cont.) Getting Started with Provisioning Oracle Database Replay Client

Step Description Reference Links
Step 3 Running the Deployment Procedure = To clone an existing Oracle Database
Replay Client, follow the steps
Run the Deployment Procedure to explained in Section 12.2.2.
successfully provision Oracle
Database Replay Client. = To provision Oracle Database Replay

Client using a gold image, follow the
steps explained in Section 12.3.2.

= To provision a standalone Oracle
Database Replay Client, follow the
steps explained in Section 12.4.2.

12.2 Cloning a Running Oracle Database Replay Client

This section describes how you can clone an existing Oracle Database Replay Client
that is running on a host monitored by Cloud Control.

This option is best suited when you have a running instance of Oracle Database
Replay Client that is stable and has all the latest patches applied, and you want to
make identical copies of it on multiple hosts. However, the risk involved in using an
existing instance is that the instance may be deleted or deinstalled anytime without
prior notice, and as a result, the Deployment Procedure may fail. Therefore, use this
option when you know that the running instance is available for cloning.

In particular, this section covers the following:
»  Prerequisites for Cloning a Running Oracle Database Replay Client

s Procedure for Cloning a Running Oracle Database Replay Client

12.2.1 Prerequisites for Cloning a Running Oracle Database Replay Client

Before running the Deployment Procedure, meet the following prerequisites:

Prerequisites for Designers
= Ensure that you meet the prerequisites described in Chapter 2.

= Compare the configuration of the source and target hosts and ensure that they
have the same configuration. If the configurations are different, then contact your
system administrator and fix the inconsistencies before running the Deployment
Procedure.

To compare the configuration of the hosts, in Cloud Control, click Targets and then
Hosts. On the Hosts page, click the name of the source host to access its Home
page, and then from the Host menu, click Configuration and then click Compare.

Prerequisites for Operators

= If you have PAM/LDAP enabled in your environment, then ensure that the target
agents are configured with PAM/LDAP. For more information, see My Oracle
Support note 422073.1.

= Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure, and that can switch to root user and run all commands on
the target hosts. For example, commands such as mkdir, Is, and so on.

If you do not have the privileges to do so, that is, if you are using a locked account,
then request your administrator (a designer) to either customize the Deployment
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Procedure to run it as another user or ignore the steps that require special
privileges.

For example, user account A might have the root privileges, but you might use
user account B to run the Deployment Procedure. In this case, you can switch from
user account B to A by customizing the Deployment Procedure.

For information about customization, see Chapter 51.

Ensure that the umask value on the target host is 022. To verify this, run the
following command:

$ umask

Depending on the shell you are using, you can also verify this value in
/etc/profile, /etc/bashrc, or /etc/csh.cshre.

12.2.2 Procedure for Cloning a Running Oracle Database Replay Client

To clone an existing instance of Oracle Database Replay Client, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

In the Database Procedures page, select the Provision Oracle Database Client
Deployment Procedure and click Launch. The Oracle Database Client provisioning
wizard is launched.

On the Select Source and Destination page, do the following;:

a. In the Select Source section, select Existing Database Replay Client
Installation. Then click the torch icon for Source Host and select the host on
which the existing Oracle Database Replay Client is running.

In the Source Host Details section, by default, Oracle Home, Working
Directory, and Files to exclude are prefilled. Oracle Home shows where the
existing instance is installed, but this is a non-editable field. For Working
Directory, specify the full path to a directory on source host where the files
related to cloning can be staged temporarily. For Files to exclude, specify file
names that must not be cloned to the source host. Use a comma to separate the
file name, and use the wildcard (*) to indicate all files with the same extension.
For example, *.trc. Note that any file or folder corresponding to the regular
expressions provided here will be excluded.

In the Source Host Credentials section, select Use Preferred Credentials to use
the credentials stored in the Management Repository. Select Override
Preferred Credentials to specify other credentials.

b. In the Specify Destination Host Settings section, click Add and select the target
hosts on which you want to clone the existing instance of Oracle Database
Replay Client.

Note: On clicking Add, a window appears with a list of suitable
hosts. If you do not see your desired host, then select Show All Hosts
and click Go to view all other hosts.

By default, Oracle Base, Oracle Home, and Working Directory are prefilled
with sample values. Edit them and specify values that match with your
environment and standards. If the directories you specify do not exist on the
target hosts, then they will be created by the Deployment Procedure.
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e.

From the Credentials list, retain the default selection, that is, Preferred, so that
the preferred credentials stored in the Management Repository can be used.
Credentials here refer to operating system credentials.

Note: You can optionally override these preferred credentials. For
example, if you have added two destination hosts where the users are
A and B, then you can choose to override the preferred credentials
with different credentials for each of the hosts. Similarly, if the
destinations hosts have the same credentials, which may be different
from the preferred credentials, then you can override the preferred
credentials with the same credentials for all hosts.

The credentials you specify here are used by the Deployment
Procedure to run the provisioning operation. If this environment is
secure and has locked accounts, then make sure that:

»  The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

s The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.

If you have selected multiple hosts, then from the Path list, select Same for all
hosts if you want to use the same path across hosts, or select Different for
each host if you want to use different paths for each host.

Note: If you select Same for all hosts, then ensure that the Oracle
home and the user are present on all the hosts.

If you want to customize the host settings, then click Customize Host
Settings. For example, you can specify the Management Agent home
credentials, a name for your installation, or an alternate host name instead of
the first host name found on the system.

(Optional) In the Advanced Installation Parameters section, specify any
additional parameters you want to run while installing the Oracle Database
Replay Client. For example, -force (to override any warnings), -debug (to
view more debug information), and -invPtrLoc <Location> (for UNIX only).
Ensure that the parameters are separated by white space.

While installing software binaries from an existing Oracle Database Replay
Client location, if you want to also stage them to a shared location, then select
Stage to Shared Location and specify a location that is shared across all
destination hosts. This staged location can also act as a source for future
deployments.

In the Schedule section, schedule the Deployment Procedure to run either
immediately or later.

Click Continue.

4. On the Review page, review the details you have provided for provisioning an
Oracle Database Replay Client, and click Submit.
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Note: if the Deployment Procedure fails, then review log files
described in Section F.7.

12.3 Provisioning an Oracle Database Replay Client Using Gold Image

This section describes how you can provision a gold image of Oracle Database Replay
Client from the Software Library.

This option is best suited when you have a copy of a stable, well-tested, and patched
Oracle Database Replay Client stored in the Software Library. This option scores over a
fresh installation because you save time in patching and testing a fresh instance.

In particular, this section covers the following:

Prerequisites for Provisioning an Oracle Database Replay Client Using Gold Image

Procedure for Provisioning an Oracle Database Replay Client Using Gold Image

12.3.1 Prerequisites for Provisioning an Oracle Database Replay Client Using Gold

Image

Before running the Deployment Procedure, meet the following prerequisites:

Prerequisites for Designers

Ensure that you meet the prerequisites described in Chapter 2.

Ensure that the gold image is available either in the Software Library or in a
shared, staging location.

Prerequisites for Operators

If you have PAM/LDAP enabled in your environment, then ensure that the target
agents are configured with PAM/LDAP. For more information, see My Oracle
Support note 422073.1.

Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure, and that can switch to root user and run all commands on
the target hosts. For example, commands such as mkdir, Is, and so on.

If you do not have the privileges to do so, that is, if you are using a locked account,
then request your administrator (a designer) to either customize the Deployment
Procedure to run it as another user or ignore the steps that require special
privileges.

For example, user account A might have the root privileges, but you might use
user account B to run the Deployment Procedure. In this case, you can switch from
user account B to A by customizing the Deployment Procedure.

For information about customization, see Chapter 51.

Ensure that you use an operating system user that has write permission on the
staging areas used for placing software binaries of Oracle Database Replay Client.

Deployment Procedures allow you to use staging locations for quick file-transfer
of binaries and prevent high traffic over the network. While providing a staging
location, ensure that the operating system user you use has write permission on
those staging locations.

Ensure that the umask value on the target host is 022. To verify this, run the
following command:
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$ umask

Depending on the shell you are using, you can also verify this value in
/etc/profile, /etc/bashrc, or /etc/csh.cshre.

12.3.2 Procedure for Provisioning an Oracle Database Replay Client Using Gold Image

To provision a gold image of Oracle Database Replay Client from the software library,
follow these steps:

1. From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

2. In the Database Procedures page, select the Provision Oracle Database Client
Deployment Procedure and click Launch. The Oracle Database Client provisioning
wizard is launched.

3. On the Deployment Procedure Manager page, in the Procedures subtab, from the
table, select Oracle Database Replay Client Provisioning. Then click Schedule
Deployment.

Cloud Control displays the Select Source and Destination page of the Deployment
Procedure.

4. On the Select Source and Destination page, do the following:

a.

In the Select Source section, do one of the following:

If the gold image is stored as a component in the Software Library, then select
Software Library. Then, click the torch icon for Component and select the
component that has the gold image. Ensure that you select only components
that are in "Ready" status.

Note: If you do not see the required component in the Software
Library, then follow the workaround described in Appendix F.

If the gold image was stored as an image in a staging location while
provisioning a database in the past, then select External Staging Server and
then Gold Image. Click the torch icon for Select Host and select the host
where the gold image is stored. Then click the torch icon for Stage Location
and select the location on the host where the gold image is available. For
Product version, specify the version of the product you are provisioning.

In the Specify Destination Host Settings section, click Add and select the target
hosts on which you want to install the gold image of Oracle Database Replay
Client.

Note: On clicking Add, a window appears with a list of suitable
hosts. If you do not see your desired host, then select Show All Hosts
and click Go to view all other hosts.

By default, Oracle Base, Oracle Home, and Working Directory are prefilled
with sample values. Edit them and specify values that match with your
environment and standards. If the directories you specify do not exist on the
target hosts, then they will be created by the Deployment Procedure.
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5.

e.

From the Credentials list, retain the default selection, that is, Preferred, so that
the preferred credentials stored in the Management Repository can be used.
Credentials here refer to operating system credentials.

Note: You can optionally override these preferred credentials. For
example, if you have added two destination hosts where the users are
A and B, then you can choose to override the preferred credentials
with different credentials for each of the hosts. Similarly, if the
destinations hosts have the same credentials, which may be different
from the preferred credentials, then you can override the preferred
credentials with the same credentials for all hosts.

The credentials you specify here are used by the Deployment
Procedure to run the provisioning operation. If this environment is
secure and has locked accounts, then make sure that:

»  The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

s The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.

If you have selected multiple hosts, then from the Path list, select Same for all
hosts if you want to use the same path across hosts, or select Different for
each host if you want to use different paths for each host.

Note: If you select Same for all hosts, then ensure that the Oracle
home and the user are present on all the hosts.

If you want to customize the host settings, then click Customize Host
Settings. For example, you can specify the Management Agent home
credentials, a name for your installation, or an alternate host name instead of
the first host name found on the system.

(Optional) In the Advanced Installation Parameters section, specify any
additional parameters you want to run while installing the Oracle Database
Replay Client. For example, -force (to override any warnings), -debug (to
view more debug information), and -invPtrLoc <Location> (for UNIX only).
Ensure that the parameters are separated by white space.

While installing the Oracle Database Replay Client location, if you want to
also stage them to a shared location, then select Stage to Shared Location and
specify a location that is shared across all destination hosts. This staged
location can also act as a source for future deployments.

In the Schedule section, schedule the Deployment Procedure to run either
immediately or later.

Click Continue.

On the Review page, review the details you have provided for provisioning an
Oracle Database Replay Client, and click Submit.
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Note: if the Deployment Procedure fails, then review log files
described in Section F.7.

12.4 Provisioning an Oracle Database Replay Client Using Installation

Binaries

This section describes how you can provision Oracle Database Replay Client that is

identical to the one available on the installation medium.

This option is best suited when you want a completely new installation to be
provisioned across multiple hosts. Of course, understandably, this is a fresh

installation and you will have to update it with all the latest patches that have been

released so far.

Note: The Oracle Database Replay Client version to be used for
replaying workload must be the same version as the version of the test
database on which the workload has to be replayed. Oracle Database
Replay Client is supported in Oracle Database 10g Release 4 (10.2.0.4)
and higher. While you can use archived software binaries for
installing Oracle Database Client 11g Release 1 (11.1.0.6) and Oracle
Database Client 11g Release 2, for test database versions 10.2.0.4,
10.2.0.5, and 11.1.0.7, you must create a gold image of the respective
versions of Oracle Database Replay Client homes and use the same.

In particular, this section covers the following:

Prerequisites for Provisioning an Oracle Database Replay Client Using Installation
Binaries

Procedure for Provisioning an Oracle Database Replay Client Using Installation
Binaries

12.4.1 Prerequisites for Provisioning an Oracle Database Replay Client Using

Installation Binaries

Before running the Deployment Procedure, meet the following prerequisites:

Prerequisites for Designers

Ensure that you meet the prerequisites described in Chapter 2.

Note: If you want to create a component for the software binaries of
Oracle Database Replay Client, then before you access the Software
Library, see My Oracle Support note 815567.1. This note explains the
different requirements for each OS platform prior to using the media
with Cloud Control Deployment Procedure.

Note: If you want to create a component for the software binaries of
Oracle Database Replay Client, do not save the shiphome or
component to the Components folder in Software Library. Create a
new folder in Software Library and then save the component.
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Ensure that the installation binaries are downloaded, and archived and uploaded
as a component in the Software Library.

Compare the configuration of the source and target hosts and ensure that they
have the same configuration. If the configurations are different, then contact your
system administrator and fix the inconsistencies before running the Deployment
Procedure.

To compare the configuration of the hosts, in Cloud Control, click Targets and then
Hosts. On the Hosts page, click the name of the source host to access its Home
page, and then from the Host menu, click Configuration and then click Compare.

Prerequisites for Operators

If you have PAM/LDAP enabled in your environment, then ensure that the target
agents are configured with PAM/LDAP. For more information, see My Oracle
Support note 422073.1.

Ensure that you use an operating system user that has the privileges to run the
Deployment Procedure, and that can switch to root user and run all commands on
the target hosts. For example, commands such as mkdir, Is, and so on.

If you do not have the privileges to do so, that is, if you are using a locked account,
then request your administrator (a designer) to either customize the Deployment
Procedure to run it as another user or ignore the steps that require special
privileges.

For example, user account A might have the root privileges, but you might use
user account B to run the Deployment Procedure. In this case, you can switch from
user account B to A by customizing the Deployment Procedure.

For information about customization, see Chapter 51.

Ensure that the umask value on the target host is 022. To verify this, run the
following command:

$ umask

Depending on the shell you are using, you can also verify this value in
/etc/profile, /etc/bashrc, or /etc/csh.cshre.

12.4.2 Procedure for Provisioning an Oracle Database Replay Client Using Installation

Binaries

To provision a fresh Oracle Database Replay Client, follow these steps:

1.

3.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

In the Database Procedures page, select the Provision Oracle Database Client
Deployment Procedure and click Launch. The Oracle Database Replay Client
provisioning wizard is launched.

Cloud Control displays the Select Source and Destination page of the Deployment
Procedure.

On the Select Source and Destination page, do the following:
a. In the Select Source section, do one of the following;:

If the software binaries are stored as a component in the Software Library, then
select Software Library. Then, click the torch icon for Component and select
the component that has the archived software binaries. Ensure that you select
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only components that are in "Ready" status. When you select a component
from the Software Library, Cloud Control automatically populates the
component location.

Note: If you do not see the required component in the Software
Library, then follow the workaround described in Appendix F.

If the software binaries are stored as an archived file in a staging location, then
select External Staging Server and then Shiphome. Click the torch icon for
Select Host and select the host where the archived file is stored. Then click the
torch icon for Stage Location and select the location on the host where the
archived file is available. For Product version, specify the version of the
product you are provisioning.

b. In the Specify Destination Host Settings section, click Add and select the target
hosts on which you want to install the Oracle Database Replay Client.

Note: On clicking Add, a window appears with a list of suitable
hosts. If you do not see your desired host, then select Show All Hosts
and click Go to view all other hosts.

By default, Oracle Base, Oracle Home, and Working Directory are prefilled
with sample values. Edit them and specify values that match with your
environment and standards. If the directories you specify do not exist on the
target hosts, then they will be created by the Deployment Procedure.

From the Credentials list, retain the default selection, that is, Preferred, so that
the preferred credentials stored in the Management Repository can be used.
Credentials here refer to operating system credentials.

Note: You can optionally override these preferred credentials. For
example, if you have added two destination hosts where the users are
A and B, then you can choose to override the preferred credentials
with different credentials for each of the hosts. Similarly, if the
destinations hosts have the same credentials, which may be different
from the preferred credentials, then you can override the preferred
credentials with the same credentials for all hosts.

The credentials you specify here are used by the Deployment
Procedure to run the provisioning operation. If this environment is
secure and has locked accounts, then make sure that:

s The credentials you specify here have the necessary privileges to
switch to the locked account for performing the provisioning
operation.

= The Deployment Procedures has been customized to support
locked environments.

For more information, see Chapter 51.

If you have selected multiple hosts, then from the Path list, select Same for all
hosts if you want to use the same path across hosts, or select Different for
each host if you want to use different paths for each host.
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Note: If you select Same for all hosts, then ensure that the Oracle
home and the user are present on all the hosts.

If you want to customize the host settings, then click Customize Host
Settings. For example, you can specify the Management Agent home
credentials, a name for your installation, or an alternate host name instead of
the first host name found on the system.

c. (Optional) In the Advanced Installation Parameters section, specify any
additional parameters you want to run while installing the Oracle Database
Replay Client. For example, -force (to override any warnings), -debug (to
view more debug information), and -invPtrLoc <Location> (for UNIX only).
Ensure that the parameters are separated by white space.

While installing software binaries from the Software Library, if you want to
also stage them to a shared location, then select Stage to Shared Location and
specify a location that is shared across all destination hosts. This staged
location can also act as a source for future deployments.

d. In the Schedule section, schedule the Deployment Procedure to run either
immediately or later.

e. C(lick Continue.

4. On the Review page, review the details you have provided for provisioning an
Oracle Database Replay Client, and click Submit.

Note: if the Deployment Procedure fails, then review log files
described in Section F.7.
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Provisioning Oracle Standby Databases

This chapter contains the following sections:

s Overview of Creating a Standby Database

s Creating a New Physical Standby Database (single-instance only)
s Creating a New Logical Standby Database (single-instance only)
»  Managing an Existing Standby Database with Data Guard Broker
»  Creating a Primary Database Backup Only

13.1 Overview of Creating a Standby Database

Creating a standby database is the first thing you must do before you can manage and
monitor the databases. Enterprise Manager Cloud Control provides the Add Standby
Database wizard to create a broker configuration that includes a primary database and
one or more standby databases.

You can create a physical or a logical standby database. Physical standby databases are
physically identical to the primary database, mounted or open read-only when in
recovery mode, and support all datatypes and DDL. Logical standby databases are
physically different from the primary database, open read-write only when in recovery
mode, can be used for data protection and reporting, and support only some databases
and DDL.

The standby database creation process performs the following steps:

s Performs an online backup (or optionally uses an existing backup) of the primary
database control file, datafiles, and archived redo log files

»  Transfers the backup pieces from the primary host to the standby host
»  Creates other needed files (e.g., initialization, password) on the standby host

= Restores the control file, datafiles, and archived redo log files to the specified
locations on the standby host

= Adds online redo log files and other files to the standby database as needed

= Configures the recovered database as a physical or logical standby database

13.2 Creating a New Physical Standby Database (single-instance only)

To create a new physical standby database (single-instance only), follow these steps:
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Note: New physical databases will be created as single-instance
databases. The Enterprise Manager Convert to Cluster Database
function can be used to convert the standby database to a cluster
database after it is created.

From the Targets menu, select Databases.

On the Databases page, you see a list of databases. Select the primary database for

which you want to create a new physical standby database.

On the primary database home page, click Availability and then select Add
Standby Database.

On the Database Login page, enter your credentials. Click Login.

Note: You need to connect to the primary database using SYSDBA
credentials, if you are not yet connected.

If you log in as a user with SYSDBA privileges, you will have access
to all Data Guard functionality, including all monitoring and
management features. If you log in as a non-SYSDBA user, you will
have access to monitoring functions only; features such as standby
creation, switchover, and failover will not be available.

On the Add Standby Database page, select Create a new physical standby
database. Click Continue.

Note: If you choose to create a new physical or logical standby
database, Data Guard checks the following when you click Continue:

= Server parameter file (SPFILE) -- Data Guard requires that all
databases in a configuration use a server parameter file (SPFILE).
If the wizard encounters a primary database that does not use an
SPFILE, the wizard stops and returns a message asking you to
create one. You can create one with a non-default name. Data
Guard only requires that the primary database uses an SPFILE.

= NOARCHIVELOG mode -- Regardless of what method you
choose to add the standby database, the primary database must be
in ARCHIVELOG mode. If the primary database is in
NOARCHIVELOG mode, you will be asked to exit the wizard and
put the primary database into ARCHIVELOG mode.

The Add Standby Database wizard opens. It takes you through the following
steps:

= Determine the backup type.

= Set up the backup options.

= Select the Oracle home in which to create the standby database.
= Set up the location for standby database files.

= Provide standby database configuration parameters.

= Review the information before clicking Finish.
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13.2.1 Step 1:

13.2.2 Step 2:

13.2.3 Step 3:

13.2.4 Step 4:

Determine the backup type

Enterprise Manager uses Oracle Recovery Manager (RMAN) to create a single-instance
standby database from a new or existing backup of the primary database. You can
select one of two backup operations to use for the standby database creation:

s Perform a live backup of the primary database using RMAN to copy database
files, or by copying the database files via staging areas.

s Use an existing RMAN backup or an existing backup from a previous standby
database creation.

Click Next.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.

Set up the backup options

For an online backup using RMAN, enter the Degree of Parallelism (the number of
parallel channels used by RMAN to copy the database files). The default number is 2.

For an online backup by copying the database files via staging areas, provide the
staging area location. You can also choose if you want to retain the directory or delete
it after the standby database has been created.

For an offline backup using RMAN, provide the RMAN backup location and the
staging area location.

Enter the primary host credentials. You can use existing credentials or create new
credentials. If you create new credentials you can save the credentials to use for
another database standby creation later. To do this, check the Set As Preferred
Credentials box.

Click Next.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.

Select the Oracle home in which to create the standby database

The standby database can be created in any Oracle home that was discovered by
Oracle Enterprise Manager. Only Oracle homes on hosts that match the operating
system of the primary host are shown. You must select a discovered Oracle home and
provide a unique instance name for the standby database. Standby host credentials are
required to continue.

Set up the location for standby database files

Since the primary and standby databases are the same host, the standby database files
are placed into an Oracle Optimal Flexible Architecture (OFA) directory structure.
Click Customize to modify individual file names.

In the Listener Configuration section, specify the name and port of the listener that
will be used for the standby database. If a new name and port are specified that are not
in use by an existing listener, a new listener using the specified port will be created.

Click Next.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.
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13.2.5 Step 5:

13.2.6 Step 6:

Provide standby database configuration parameters

Standby database configuration parameters must be set. These parameters include the
database name, database unique name, target name, and standby archive location. The
standby archive location can be a regular directory or a flash recovery area. The
default values are based on corresponding primary database settings.

After you verify that the parameters are correct, click Next.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.

Review the information before clicking Finish

The Add Standby Database wizard allows one last review of the data you input for the
configuration and standby database. Click Finish when you are certain all of the
information is correct.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.

By clicking Standby Database Storage, you can see additional information about all the
standby database file locations.

Once you click Finish, the standby database creation process runs as an Oracle
Enterprise Manager job. You can cancel the standby creation at any point before the job
submission.

After the job is submitted, you will be returned to the Data Guard Overview page. In
the Status column of the Standby Databases table, you will see Creation in progress
listed. If you click that link, you can monitor the progress of the standby database
creation.

Note: To add additional standby databases after the initial creation
of the configuration, click Add Standby Database to run the Add
Standby Database wizard again.

13.3 Creating a New Logical Standby Database (single-instance only)

To create a new physical standby database (single-instance only), follow these steps:

Note: New logical standby databases will be created as
single-instance databases. The Enterprise Manager Convert to Cluster
Database function can be used to convert the standby database to a
cluster database after it is created.

1. From the Targets menu, select Databases.

2. On the Databases page, you see a list of databases. Select the primary database for
which you want to create a new physical standby database.

3. On the primary database home page, click Availability and then select Add
Standby Database.

4. On the Database Login page, enter your credentials. Click Login.
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Note: You need to connect to the primary database using SYSDBA
credentials, if you are not yet connected.

If you log in as a user with SYSDBA privileges, you will have access
to all Data Guard functionality, including all monitoring and
management features. If you log in as a non-SYSDBA user, you will
have access to monitoring functions only; features such as standby
creation, switchover, and failover will not be available.

5. On the Add Standby Database page, select Create a new physical standby
database. Click Continue.

Note: If you choose to create a new physical or logical standby
database, Data Guard checks the following when you click Continue:

»  Server parameter file (SPFILE) -- Data Guard requires that all
databases in a configuration use a server parameter file (SPFILE).
If the wizard encounters a primary database that does not use an
SPFILE, the wizard stops and returns a message asking you to
create one. You can create one with a non-default name. Data
Guard only requires that the primary database uses an SPFILE.

= NOARCHIVELOG mode -- Regardless of what method you
choose to add the standby database, the primary database must be
in ARCHIVELOG mode. If the primary database is in
NOARCHIVELOG mode, you will be asked to exit the wizard and
put the primary database into ARCHIVELOG mode.

6. On the database page, in the Standby Databases section, click Add Standby
Database.

7. The following steps assume a broker configuration already exists with one
primary database and one physical standby database, and creates a new logical
standby database. It shows how the wizard takes you through additional steps to
select the Oracle home for the database and to copy datafiles to the standby
database.

The Add Standby Database wizard takes you through the following steps:

1.

@ o » w N

Determine the backup type.

Set up the backup options.

Select the Oracle home in which to create the standby database.
Set up the location for standby database files.

Provide standby database configuration parameters.

Review the information before clicking Finish.

13.3.1 Step 1: Determine the backup type

Enterprise Manager uses Oracle Recovery Manager (RMAN) to create a single-instance
standby database from a new or existing backup of the primary database. You can
select one of two backup operations to use for the standby database creation:

s Perform a live backup of the primary database
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13.3.2 Step 2:

13.3.3 Step 3:

13.3.4 Step 4:

= Use an existing backup of the primary database

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.

Set up the backup options

A working directory is needed to store the primary database backup files. It can
optionally be retained and used to create additional standby databases in the future.
Specify a location on the primary host in which the working directory can be created.

Primary host credentials are required for this step. Enter the credentials of the owner
of the primary database Oracle server installation. These credentials can be saved by
checking the box marked Save as Preferred Credential.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.

Select the Oracle home in which to create the standby database

The standby database can be created in any Oracle home that was discovered by
Oracle Enterprise Manager. Only Oracle homes on hosts that match the operating
system of the primary host are shown. You must select a discovered Oracle home and
provide a unique instance name for the standby database. Standby host credentials are
required to continue.

Set up the location for standby database files

Part of the create broker configuration process involves making the datafiles for the
primary database available to the standby host. You have the option of customizing
the location for the standby database files. Standby host credentials are required to
continue. The following list describes your options:

= Specify the backup file access method

Choose the method by which you want to make the primary database backup files
accessible to the standby host. The two options are:

- Transfer files from the primary host working directory to a standby host
working directory

- Directly access the primary host working directory location from the standby
host using a network path name

= Specify the standby database file location
Choose the locations for the standby database files. You have two options:
- Convert to Oracle OFA (Optimal Flexible Architecture)
- Keep file names and locations the same as the primary database

= Specify the network configuration file location

Data Guard will add configuration information for the standby database to the
network configuration files (listener.ora and tnsnames.ora) in the specified
directory on the standby host.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.
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13.3.5 Step 5:

13.3.6 Step 6:

Provide standby database configuration parameters

Standby database configuration parameters must be set. These parameters include the
database name, database unique name, target name, and standby archive location. The
standby archive location can be a regular directory or a flash recovery area. The
default values are based on corresponding primary database settings.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.

Review the information before clicking Finish

The Add Standby Database wizard allows one last review of the data you input for the
configuration and standby database. Click Finish when you are certain all of the
information is correct.

You can click Cancel to terminate the current process and begin again at the
introductory page of the Add Standby Database wizard.

By clicking Standby Database Storage, you can see additional information about all the
standby database file locations.

Once you click Finish, the standby database creation process runs as an Oracle
Enterprise Manager job. You can cancel the standby creation at any point before the job
submission.

After the job is submitted, you will be returned to the Data Guard Overview page. In
the Status column of the Standby Databases table, you will see Creation in progress
listed. If you click that link, you can monitor the progress of the standby database
creation.

Note: To add additional standby databases after the initial creation
of the configuration, click Add Standby Database to run the Add
Standby Database wizard again.

13.4 Managing an Existing Standby Database with Data Guard Broker

To add an existing standby database, follow these steps:
1. From the Targets menu, select Databases.

2. On the Databases page, you see a list of databases. Select the database you want to
manage an existing standby database.

3. On the primary database home page, click Availability and then select Add
Standby Database.

4. On the Database Login page, enter your credentials. Click Login.

Note: You need to connect to the primary database using SYSDBA
credentials, if you are not yet connected.

If you log in as a user with SYSDBA privileges, you will have access
to all Data Guard functionality, including all monitoring and
management features. If you log in as a non-SYSDBA user, you will
have access to monitoring functions only; features such as standby
creation, switchover, and failover will not be available.
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In the Add Standby Database page, select Manage an Existing Standby Database
with Data Guard Broker.

Select an existing standby database that you want to be managed by the Data
Guard broker. The database you choose must have been created from the primary
database and must be configured to function as a standby database.

All discovered databases in your environment (both RAC and non-RAC
databases) will be shown in the list.

Click Next.

Note: You can click Cancel at any time to terminate the current
process and begin again at the introductory page of the Add Standby
Database wizard.

Enter the log in details for the database. You can select Named or New credentials.
For new credentials, create a unique credential. You can set it to Preferred
Credential if you want to use it again.

Click Next.

(optional) Change the Standby Archive Location setting of the existing standby
cluster database. Click Next.

Review the data for the configuration and standby database. Click Finish

13.5 Creating a Primary Database Backup Only

An additional option is to only create a primary database backup without creating a
standby database. This backup can be used for future standby database creations by
re-running the Add Standby Database wizard and choosing to create a standby
database from an existing backup. The existing backup can be used from either the
primary or standby host. Consider this option if you are not able to use the file transfer
mechanism provided by Enterprise Manager to transfer the backup files from the
primary to the standby hosts, and instead wish to transfer and stage the backup files
on the standby host using your own mechanism.

To create a primary database backup only, follow these steps:

1.
2.

From the Targets menu, select Databases.

On the Databases page, you see a list of databases. Select the database you want to
manage an existing standby database.

On the primary database home page, click Availability and then select Add
Standby Database.

On the Database Login page, enter your credentials. Click Login.

Note: You need to connect to the primary database using SYSDBA
credentials, if you are not yet connected.

If you log in as a user with SYSDBA privileges, you will have access
to all Data Guard functionality, including all monitoring and
management features. If you log in as a non-SYSDBA user, you will
have access to monitoring functions only; features such as standby
creation, switchover, and failover will not be available.
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In the Add Standby Database page, select Create a Primary Backup Only.
Click Continue.

On the Backup Options page, specify a location on the primary host where a
directory can be created to store the primary database backup files. Click Next.

On the Schedule page, specify a name, description, and start time for the backup
job.

You can choose to start the backup immediately or at a later time. If you want to
start at a later time, set the time and date for when the backup should start.

Click Next.

Review the data for the configuration and standby database. Click Finish
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14

Cloning Oracle Databases and Pluggable

Databases

Enterprise Manager Cloud Control enables you to clone databases using the Full Clone
method, or by using the classic cloning wizard which enables you clone databases
using RMAN backup, staging areas, or an existing backup.

This chapter outlines the following procedures which you can use to create a database
clone:

Creating a Full Clone Database

Creating a Test Master Database

Creating a Full Clone Pluggable Database

Creating a Test Master Pluggable Database

Cloning Databases Using the Classic Cloning Wizard

14.1 Creating a Full Clone Database

To create a Full Clone database, you can use either of the following solutions:

Creating a Full Clone Database Using the Clone Wizard
Creating a Full Clone Database Using EM CLI

14.1.1 Creating a Full Clone Database Using the Clone Wizard

To create a full clone database, follow these steps:

1.

2.

On the Databases page, you can access the Full Clone database wizard by
following any one method:

= Select the database that you want to clone from the list of the databases
displayed. On the Database home page, click the Database menu, select
Cloning, and then select Create Full Clone.

= Right click on the database target name, select Database, select Cloning, and
then select Create Full Clone.

= Right click on the database target name, select Database, select Cloning, and
then select Clone Management. On the Clone Management page, in the Full
Clone Databases box, click Create.

On the Create Full Clone Database: Source and Destination page, do the following:
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= In the Source section, launch the credentials selector by selecting the search
icons for SYSDBA Database and Database Host credentials. Click OK.

Create Full Clone Database: Source and Destination
Source

Global Database Name prodtml
Type RAC Database
Version 12.1.0.2.0

* 5YSDBA Database Credentials  NC PRODTM1_2015-04-10-023316 Q
* Database Host Credentials  EXA_ORACLE Ck

s In the Data Time Series section, select Now or Prior Point in Time.

If you selected Now, specify or search and select the SYSASM ASM
Credentials. Now refers to Live Clone.

Data Time Series

(@) Mow
() Prior Point in Time

* SYSASM ASM Credentials ~ ExA_ASM Ck

If you selected Prior Point in Time, a carousel of RMAN Backup images
appear. Select the appropriate RMAN backup by clicking Select on the image.

Source Data Time Series

How
#: Prior Point in Time

You can create full clones by selecting a backup and optionally modify the
time and SCN to do a point in time restore.The Select Time option has the
minimum limit set to the current backups time and maximum time limit set to
the next backup time. You can modify this in case you have to create a new
clone between these two time periods. Similarly, you can do the same for SCN
by selecting the Select SCN option.

3. In the Destination Database Definition section, do the following;:
= Specify a display name.
= Specify a global database name and SID.

A database is uniquely identified by a Global Database Name. The typical
form of a name is name.domain. A database is referenced by at least one
Oracle instance which is uniquely identified by SID.

= Select one of the following types of databases:

— Single Instance Database.
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Destination

Database Definition

* Display Name | prodtm1
Global Database Name
Type

Hosts

Cluster

* Database Host Cre:

SYSASM ASM Credentials

Nodes
Host

[ stem
[ slem

ials  EXA_ORACLE

In the Hosts section, specify the Oracle Home location. The host gets spec-
ified by default. Next, select the Database Home credentials and the SYS-
ASM ASM credentials.

RAC Database

In the Hosts section, specify or select the cluster target. The Oracle Home
location gets specified by default. Next, specify the Database Host creden-
tials, and the SYSASM ASM credentials.

In the Nodes section, select the cluster and Oracle Home to display one or
more hosts on which the administrator managed Oracle RAC database
will be created.

RAC One Node Database

In the Hosts section, specify or select the cluster target. The Oracle Home
location gets specified by default. Next, specify the Database Host creden-
tials, and the SYSASM ASM credentials.

In the Nodes section, select the cluster and Oracle Home to display one or
more hosts on which the administrator managed Oracle RAC database
will be created.

_Clone-04-13-2015-1

pelone1 *SID | pelonel
Single Instance Database

@) RAC Database
RAC Cne Node Database

clem + Oracle Home Location  /u01/app/oracie/product/12.1.0.2/1 Oy

Lpp

EXA_ASM

Oracle Home Select
{8} OraDB12Home1_2_slem.. <
{6} OraDB12Home1_2_slem

Note: Oracle supports inline patching as part of clones. When the
destination home selected has patches applied such as the latest CPU
or PSU, then the cloned database is automatically brought up with
that level.

Click Next.

4. On the Create Full Clone Database: Configuration page, do the following:

= In the Database Files Location, specify the location where you want the data
files, temp files, redo log files, and control files to be created. You can select
File System or Automatic Storage Management (ASM), and then specify the
common location for the database files.

The

Use Oracle Optimal Flexible Architecture-compliant directory structure

(OFA) option enables you to configure different locations for:

Archive and Redo logs
Data files

Control file
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- Temporary file

Database Files Location
Specify the location where datafiles, tempfiles, redo log files, and control files will be created.
#) File System
[ ] Use Oracle Optimal Flexible Architecture-compliant directory structure (OFA)
Location | {ORACLE_BASE} oradata Q

Automatic Storage Management (A5M)

= In the Recovery Files location, specify the location where you want the
recovery files, such as archived redo logs, RMAN backups, and other related
files to be created. You can choose to use the fast area recovery by selecting
Use Fast Recovery Area. If you do, specify the fast recovery area size. The fast
recovery area size is defaulted to that of source.

Recovery Files Location

Specify the location where recovery related files (archived redo logs, RMAN backups, and other related files) will be created. The storage type of Fast
Recovery Area will be same as that of database files location.

| Use Fast Recovery Area
Location  {ORACLE_BASE}/fast_recovery_area
Size (MB) 1800 %

¢| Enable Archiving

s In the Listener Configuration section, select the listener targets running under
the new Oracle Home, to register the clone database.

Listener Configuration
Specify the listener with which the clone database will be registered.

Select Listener Name Port Status  Grid  Oracle Home Location
& LISTEMER1 1521 'ﬁ“ nfa /scratchfaime/app/aime/product/12.1.0/dbhome_1

= In the Database Credentials section, specify passwords for the SYS, SYSTEM,
and DBSNMP administrative users in the clone database. You can choose to
have the same password for all the three users or a different password for
each.

Database Credentials
Specify passwords for the administrative users {5Y5, SYSTEM and DBSNMP) in the clone database.
@) Use same password

Passwiord | sesess Confirm Password | wessss

Use different passwords

User Hame Password Confirm Password
5Y5
SYSTEM
DBSHMP
Click Next.

5. On the Create Full Clone Database: Configuration page, do the following:

= In the Database Files Location, specify the location where you want the data
files, temp files, redo log files, and control files to be created. You can select
File System or Automatic Storage Management (ASM), and then specify the
common location for the database files.

The Use Oracle Optimal Flexible Architecture-compliant directory structure
(OFA) option enables you to configure different locations for:

- Archive and Redo logs
— Data files
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— Control file

- Temporary file

Database Files Location
Specify the location where datafiles, tempfiles, redo log files, and control files will be created.
#) File System
[ ] Use Oracle Optimal Flexible Architecture-compliant directory structure (OFA)
Location | {ORACLE_BASE} oradata Q

Automatic Storage Management (A5M)

= In the Recovery Files location, specify the location where you want the
recovery files, such as archived redo logs, RMAN backups, and other related
files to be created. You can choose to use the fast area recovery by selecting
Use Fast Recovery Area. If you do, specify the fast recovery area size. The fast
recovery area size is defaulted to that of source.

Recovery Files Location

Specify the location where recovery related files (archived redo logs, RMAN backups, and other related files) will be created. The storage type of Fast
Recovery Area will be same as that of database files location.

| Use Fast Recovery Area
Location  {ORACLE_BASE}/fast recovery_area
Size (MB) 1800 %

#| Enable Archiving

s In the Listener Configuration section, select the listener targets running under
the new Oracle Home, to register the clone database.

Listener Configuration
Specify the listener with which the clone database will be registered.

Select Listener Name Port Status  Grid  Oracle Home Location
& LISTEMER1 1521 'ﬁ“ nfa /scratchfaime/app/aime/product/12.1.0/dbhome_1

= In the Database Credentials section, specify passwords for the SYS, SYSTEM,
and DBSNMP administrative users in the clone database. You can choose to
have the same password for all the three users or a different password for
each.

Database Credentials
Specify passwords for the administrative users {(SYS, SYSTEM and DBSNMP) in the clone database.

@) Use same password

Passwiord | sesess Canfirm Password  sessus

Use different passwords

User Hame Password Confirm Password
5Y5
SYSTEM
DBSHMP
Click Next.

6. On the Create Full Clone Database: Initialization Parameters page, you can
configure the values of various initialization parameters that affect the operation
of the database instance. Select the parameter and click Edit to modify the value of
the parameter.
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Click Next.

7.  On the Create Full Clone Database: Post Processing page, specify the following:

= Masking Definition: Data masking is the process of masking sensitive data in
test or non-production databases. The masking definition defines the columns
to be masked in the format of the masked data. Specify the masking definition
to be applied after the database is cloned.

Note: The masking definition can be used only when you have a
Subset-Masking license pack.

»  Custom Scripts: Specify the custom scripts that need to be executed before and
after the database is created.

n  Create Data Profile: This option enables you to automatically take a backup of
the new cloned instance once it is created. When the clone or the Test Master is
refreshed, this section displays the existing profiles created for the database.
You can select the profile that has to be refreshed along with the database.

n  Create as Test Master: This option if you want to create the cloned database as
a Test Master database.

Data Masking
Select the masking definition which should be applied after doning the database. @

Masking Definition ?)g ®

Custom Scripts

Select the Software Library components which contain pre cloning and post cloning seripts.

Pre Script ax
Post Script Q%
SOL Seript Q%

Run As User sys ¥,

Test Master Database

Clone databases can be optionally created as Test Master databases.

[ Create as Test Master

Data Profiles

[ Create Data Profile

Click Next.

8. On the Create Full Clone Database: Schedule page, specify a unique deployment
procedure instance name. You can choose to start the deployment procedure
immediately or at a later time,

In the Notification Details section, you can choose to set the following
notifications:
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s Scheduled

= Running

= Action Required
s Suspended

= Succeeded

s Problems

Deployment Procedure Instance
* Deployment Procedure Instance Name | CloneDatabase_ _12_09_2014_12_28_PM
Schedule

Start @) Immediately Later

Notification

Status for Notification [ Scheduled
Running
) Action Required
¥ Suspended
¥ Succeeded
[# Problems

Click Next.

9. On the Create Full Clone Database: Review page, verify the details of the source
database, the data source of the clone, and the destination database.

Click Submit.

14.1.2 Creating a Full Clone Database Using EM CLI

To create a full clone of a database execute the verb emcli create_clone -input_
file="location of file containing properties for creating the database
clone".

Sample properties file:

CLONE_TYPE=DUPLICATE
SRC_DB_TARGET_NAME=xxyy.Us.example.com
SRC_DB_TARGET TYPE=oracle_database
SRC_DB_CRED=NC_DB_CRED:SYSCO
SRC_HOST_NORMAL_NAMED_CRED=NC_HOST CRED:SYSCO
COMMON_GLOBAL_DB_NAME=clonedb.example.com
COMMON_DB_SID=clonedb
DB_TARGET_NAME=clonedb.xxy.example.com
DATABASE_TYPE=dbTypeSI
TARGET_HOST_LIST=desthost.example.com
ORACLE_HOME_NAME=0OraDB12Home2_29
ORACLE_HOME_LOC=/scratch/app/product/11.2.0./dbhome_1
ORACLE_BASE_LOC=/scratch/app/base
HOST_NORMAL_NAMED_CRED=NC_HOST_CRED2:SYSCO
DB_STORAGE_TYPE=FS
DB_FILE_LOC=/scratch/app/oradata
FRA_STORAGE_TYPE=FS
FLASH_REC_AREA=/scratch/user/app/fra
FRA_SIZE=4395

ARCHIVE_LOG_MODE=NO

DEST LISTENER_SELECTION=DEST_ DB_HOME
LISTENER_PORT=1526

ENABLE_LIVE_CLONE=true
DB_ADMIN_PASSWORD_SAME=true
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DATABASE_PASSWORDS=rightl
DB_TEMPLATE_STAGE=/tmp

To verify the status of the database clone creation, execute the verb emc1i get_
instance_status -instance={instance GUID}.

14.2 Creating a Test Master Database

To create a Test Master database, you can use either of the following solutions:

Creating a Test Master Database Using the Clone Wizard

Creating a Test Master Database Using EM CLI

14.2.1 Creating a Test Master Database Using the Clone Wizard

A test master database is a sanitized version of the production database. Production
data can be optionally masked before the test master is created. A test master can be
created from a snapshot or an RMAN Backup profile taken at a prior point in time and
refreshed at specific intervals. This option is useful if the source data has to be masked
to hide sensitive data.

To create a test master, follow these steps:

1.

3.

On the Databases page, you can access the Full Clone database wizard by
following any one method:

Select the database that you want to clone from the list of the databases
displayed. On the Database home page, click the Database menu, select
Cloning, and then select Create Test Master.

Right click on the database target name, select Database, select Cloning, and
then select Create Test Master.

Right click on the database target name, select Database, select Cloning, and
then select Clone Management. On the Clone Management page, in the Test
Master Databases box, click Create.

On the Create Test Master Database: Source and Destination page, do the
following:

In the Source section, launch the credentials selector by selecting the search
icons for SYSDBA Database and Database Host credentials. Click OK.

In the Data Time Series section, select Now or Prior Point in Time.

If you selected Now, specify or search and select the SYSASM ASM
Credentials. Now refers to Live Clone.

If you selected Prior Point in Time, a carousel of RMAN Backup images
appear. Select the appropriate RMAN backup by clicking Select on the image.

Select a specific time between the selected backup or snapshot and the next (or
latest point of source). The backups or dumps are created at specific intervals
and the test master that is based on these will reflect the production database
at specific points in time. To reflect the latest data in the production database,
the test master needs to be periodically refreshed.

In the Destination Database Definition section, do the following:

Specify a display name.
Specify a global database name and SID.
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A database is uniquely identified by a Global Database Name. The typical
form of a name is name.domain. A database is referenced by at least one
Oracle instance which is uniquely identified by SID.

= Select one of the following types of databases:
- Single Instance Database.

In the Hosts section, specify the Oracle Home location. The host gets spec-
ified by default. Next, select the Database Home credentials and the SYS-
ASM ASM credentials.

— RAC Database

In the Hosts section, specify or select the cluster target. The Oracle Home
location gets specified by default. Next, specify the Database Host creden-
tials, and the SYSASM ASM credentials.

In the Nodes section, select the cluster and Oracle Home to display one or
more hosts on which the administrator managed Oracle RAC database
will be created.

— RAC One Node Database

In the Hosts section, specify or select the cluster target. The Oracle Home
location gets specified by default. Next, specify the Database Host creden-
tials, and the SYSASM ASM credentials.

In the Nodes section, select the cluster and Oracle Home to display one or
more hosts on which the administrator managed Oracle RAC database
will be created.

Note: Oracle supports inline patching as part of clones. When the
destination home selected has patches applied such as the latest CPU
or PSU, then the cloned database is automatically brought up with
that level.

Click Next.

& crm_pRD @
™~
Source and Destnabon. Cordgursson

Create Test Master Database: Source and Destination stup 3ot [t ([Cancel

Data Time Series Hests

4. On the Create Test Master Database: Configuration page, do the following.

= Database Files Location: Specify the location in which the data files, temporary
files, redo log files, and control files will be created.

You can select:

- File System: The Oracle Database File System creates a standard file
system interface on top of files and directories that are stored in database
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tables. If you select this option, you must specify or select the Location of
the File System. You can specify a common location for all the files or you
can select the Use Oracle Optimal Flexible Architecture-compliant
directory structure (OFA) checkbox and specify different locations for
data files, redo log files, and so on.

- Automatic Storage Management: The Oracle Automatic Storage
Management (ASM) is a volume manager and a file system for database
files that supports single-instance and RAC configurations. ASM groups
the disks in your storage system into one or more disk groups. If you
select ASM, select a common location for the database files.

= Recovery Files Location: To simplify the management of backup and recovery
files, a fast recovery area can be created for your database. The fast recovery
area can be a ASM disk group or a file system that provides a centralized disk
location for backup and recovery file.To allow self service users to schedule
backups and perform restore operations, you can select the Use Fast Recovery
Area checkbox and specify the location of the Fast Recovery Area and the Fast
Recovery Size. The amount of disk space to allocate for the fast recovery area
depends on the size and activity levels of your database.

s Listener Configuration: Click Add to add one or more listener targets that are
to be associated with the new database.

= Database Credentials: Specify the passwords for the administrative users (SYS,
SYSTEM and DBSNMP) of the new database being cloned. You can choose to
use the same password for all the schemas or different passwords for each
schema.

s Click Next.

Enterprise Manager cious Conkel 12
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Database fles Losateon

User Hame Saamecrs [y ——

sosasasdsf ;

5. On the Create Test Master Database: Initialization Parameters page, you can
configure the values of various initialization parameters that affect the operation
of the database instance.

Select the parameter and click Edit to modify the value of the parameter. Some
values such as do_block_size cannot be modified.

Click Next.
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6. On the Create Test Master Pluggable Database: Post Processing page, in the Data
Masking section, specify the data masking definition that you want to apply after
creating the test master PDB. Data masking masks sensitive data in a database.

For information on how to create a data masking definition, see Oracle Data
Masking and Subsetting Guide. Note that you can apply a data masking definition
only if you have the Subset-Masking license pack.

In the Custom Scripts section, for Pre Script and Post Script, specify the Oracle
Software Library components that contain the scripts that you want to run before,
and after creating the test master PDB respectively. Also, for SQL Script, specify
the SQL scripts that you want to run after creating the test master PDB. For Run
As User, select the user account that you want to use to run the SQL scripts.

Click Next.
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& crm_pRD @
s
arégaasn Incalzston Furamerers Post Processing foredie

Create Test Master Database: Post Processing Back | stmp 4ot | meat | | Cancel
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7. On the Create Test Master Database: Schedule page, specify the schedule for the
creation of the test master. It can be created immediately (if physical standby used,
it is created immediately and automatically refreshed) or can be created at a later
date / time and refreshed at specified intervals.

Click Next.
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8. On the Create Test Master Database: Review page, review and verify the
information specified and click Submit to create the test master. After the Test
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Master has been created, you can refresh the Test Master as required to create a
new version of the profile on which the Test Master is based.
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14.2.2 Creating a Test Master Database Using EM CLI

To create a Test Master database execute the verb emcli create_clone
-inputFile=/tmp/create_test_master.props, where create_test_master.props is
the properties file with the parameters and values required to create the Test Master.

Sample properties file (create_test_master.props):

CLONE_TYPE=DUPLICATE
COMMON_DB_DBSNMP_ PASSWORD=password
COMMON_DB_SID=clonedb
COMMON_DB_SYSTEM_PASSWORD=sunrise
COMMON_DB_SYS_PASSWORD=sunrise
DATABASE_PASSWORDS=Sumrisel
COMMON_GLOBAL_DB_NAME=clonedb.xyz.com
DB_ADMIN_PASSWORD_SAME=true

DEST LISTENER_SELECTION=DEST_ DB_HOME
HOST_NORMAL_NAMED_CRED=HOST:SYSCO
IS_TESTMASTER_DATABASE=Y

USAGE_MODE = testMaster

CLOUD_TARGET = true
LISTENER_PORT=1526
ORACLE_BASE_LOC=/scratch/app
ORACLE_HOME_LOC=/scratch/app/product/11.2.0./dbhome_1
EM_USER=sys

EM_PWD=Sunrisel

SRC_DB_CRED=DB: SYSCO
SRC_DB_TARGET_NAME=ora.Xyz.CoOm
SRC_HOST_NORMAL_NAMED_CRED=HOST:SYSCO
TARGET _HOST_LIST=bll.xyz.com

To verify the status of the Test Master database creation execute the EM CLI verb

emcli get_instance_status -instance={instance GUI}.

14.3 Creating a Full Clone Pluggable Database
To create a full clone PDB, you can use either of the following solutions:

s Creating a Full Clone Pluggable Database Using the Clone Wizard
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Creating a Full Clone Pluggable Database Using EM CLI

14.3.1 Creating a Full Clone Pluggable Database Using the Clone Wizard

If you have the 12.1.0.8 Enterprise Manager for Oracle Database plug-in deployed in
your system, you can create a full clone of a PDB using the new Clone PDB Wizard.

To create a full clone PDB, follow these steps:

1.

2.
3.

From the Targets menu, select Databases.
For View, select Search List. From the View menu, select Expand All.

Look for the source CDB (the CDB that the source PDB is a part of) in the list, then
click the name of the PDB that you want to clone.

From the Oracle Database menu, select Cloning, then select Create Full Clone.

Alternatively, in Step 3, you can right click the name of the PDB that you want to
clone, select Oracle Database, select Cloning, then select Create Full Clone.

On the Source and Destination: Create Full Clone Pluggable Database page, fo the
following:

= Specify the SYSDBA credentials for the source CDB. You can choose to use the
preferred credentials, use a saved set of named credentials, or specify a new
set of credentials.

= In the Pluggable Database Definition section, specify a name, and a display
name for the PDB clone. Enterprise Manager uses the display name to identify
the PDB clone target.

s Inthe PDB Administrator Credentials section, specify the credentials of the
admin user account that you want to use to administer the PDB clone.

s To clone the PDB to a CDB different from the source CDB, select Clone the
Pluggable Database into a different Container Database, then specify the
destination CDB.

s In the Credentials section, specify the destination CDB host credentials. If you
chose to clone the PDB to a CDB different from the source CDB, specify the
SYSDBA credentials for the destination CDB. Also, if the destination CDB is
using Automatic Storage Management (ASM) to manage disk storage, you
must specify the ASM credentials.
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If you do not need to specify anymore details, click Clone. This submits the
deployment procedure to clone a PDB to a CDB that is deployed in a public cloud
setup.

To specify other configuration details, mask data, as well as schedule the cloning
process, click Advanced.

Follow the rest of the steps, if you have selected the Advanced option. The option
to Clone is available on each page.
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7. On the Create Full Clone Pluggable Database: Source and Destination page, verify
the details specified, and then click Next.
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8. On the Create Full Clone Pluggable Database: Configuration page, do the
following:

= In the Database Files Location section, specify the storage location where the
datafiles of the PDB clone must be stored. If the destination CDB is using ASM
to manage disk storage, specify the disk group where the datafiles of the PDB
clone must be stored.

= To ensure that only the source PDB data model definition is cloned (and the
source PDB data is not cloned), select Exclude User Data.

= Inthe Advanced Configuration section, specify the storage limits for the
maximum size of the PDB clone, and the maximum size of a shared tablespace
within the PDB clone. By default, no limits are placed on the values for these
attributes.

= In the Miscellaneous section, select the logging option that you want to use for
the tablespaces created within the PDB clone.

Click Next.
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9. On the Create Full Clone Pluggable Database: Post Processing page, do the
following:

= In the Data Masking section, specify the data masking definition that you
want to apply after cloning the PDB. Data masking masks sensitive data in a
database.

For information on how to create a data masking definition, see Oracle Data
Masking and Subsetting Guide. Note that you can apply a data masking
definition only if you have the Subset-Masking license pack.

s In the Custom Scripts section, for Pre Script and Post Script, specify the
Oracle Software Library components that contain the scripts that you want to
run before cloning, and after cloning the PDB respectively. Also, for SQL
Script, specify the SQL scripts that you want to run after cloning the PDB. For
Run As User, select the user account that you want to use to run the SQL
scripts.
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Click Next.
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10. On the Create Full Clone Pluggable Database: Schedule page, specify an instance
name for the cloning deployment procedure. Also, specify the point in time when
you want the cloning procedure to begin.

In the Notification section, select the deployment procedure states for which you
want to receive e-mail notifications. For example, if you select Scheduled and
Succeeded for Status for Notification, you will receive e-mail notifications when
the cloning deployment procedure is scheduled, and when it succeeds.

Click Next.
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11. On the Create Full Clone Pluggable Database: Review page, review all the details
you provided. If you want to edit certain details, click Back to navigate to the
required page.

Click Clone to submit the deployment procedure to create a full clone of the
source PDB.
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14.3.2 Creating a Full Clone Pluggable Database Using EM CLI

To create a full clone of a pluggable database, execute the verb emcli pdb_clone_
management -input_file=data:/xyz/sdf/pdb_clone.props, where pdb_clone.props
is the properties file.

Sample properties file (pdb_clone.props):

SRC_PDB_TARGET=cdb_prod_PDB
SRC_HOST_CREDS=NC_HOST_SCY:SYCO
SRC_CDB_CREDS=NC_HOST_SYC:SYCO
SRC_WORK_DIR=/tmp/source
DEST_HOST_CREDS=NC_SLCO_SSH:SYS
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DEST_LOCATION=/scratch/sray/app/sray/cdb_tm/HR_TM_PDB6
DEST_CDB_TARGET=cdb_tm

DEST _CDB_TYPE=oracle_database
DEST_CDB_CREDS=NC_HOST_SYC:SYCO
DEST_PDB_NAME=HR_TM_PDB6

Note: If the destination PDB and the source PDB are in different
CDBs wherein, both the CDBs are on Oracle Cloud, then ensure that
the source PDB is in read-write mode. This is necessary since a
database link is created in the destination CDB for cloning the PDB,
and a temporary user is created in the source PDB for using the
database link. If there is an existing database link in the destination
CDB that connects to the source PDB, then use the parameter
EXISTING_DB_LINK_NAME to provide the database link name in
the properties file.

14.4 Creating a Test Master Pluggable Database

To create a Test Master PDB, you can use either of the following solutions:

Creating a Test Master Pluggable Database Using the Clone Wizard

Creating a Test Master Pluggable Database Using EM CLI

14.4.1 Creating a Test Master Pluggable Database Using the Clone Wizard

If you have the 12.1.0.8 Enterprise Manager for Oracle Database plug-in deployed in
your system, you can create a test master PDB from a source PDB, using the new
Clone PDB Wizard.

To create a test master PDB from a source PDB, follow these steps:

1.
2.
3.

From the Targets menu, select Databases.

For View, select Search List. From the View menu, select Expand All.

Look for the source CDB (the CDB that the source PDB is a part of) in the list, then
click the name of the PDB from which you want to create a test master PDB.

From the Oracle Database menu, select Cloning, then select Create Test Master.

Alternatively, in Step 3, you can right click the name of the PDB from which you
want to create a test master PDB, select Oracle Database, select Cloning, then
select Create Test Master.

On the Create Test Master Pluggable Database: Source and Destination page, do
the following:

Specify the SYSDBA credentials for the source CDB. You can choose to use the
preferred credentials, use a saved set of named credentials, or specify a new
set of credentials.

In the Pluggable Database Definition section, specify a name, and a display
name for the test master PDB. Enterprise Manager uses the display name to
identify the test master PDB target.

In the PDB Administrator Credentials section, specify the credentials of the
admin user account that you want to use to administer the test master PDB.
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= In the Container Database section, specify the destination CDB (the CDB that
the test master PDB must be a part of).

= In the Credentials section, specify the SYSDBA credentials for the destination
CDB, and the host credentials for the destination CDB. Also, if the destination
CDB is using Automatic Storage Management (ASM) to manage disk storage,
you must specify the ASM credentials.

Click Next.
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6. On the Create Test Master Pluggable Database: Configuration page, do the
following:

In the Database Files Location section, specify the storage location where the
datafiles of the test master PDB must be stored. If the destination CDB is using
ASM to manage disk storage, specify the disk group where the datafiles of the test
master PDB must be stored.

To ensure that only the source PDB data model definition is cloned (and the source
PDB data is not cloned), select Exclude User Data.

In the PDB Administrator Credentials section, specify the credentials of the admin
user account that you want to use to administer the test master PDB.

In the Advanced Configuration section, specify the storage limits for the
maximum size of the test master PDB, and the maximum size of a shared
tablespace within the test master PDB. By default, no limits are placed on the
values for these attributes. In the Miscellaneous section, select the logging option
that you want to use for the tablespaces created within the test master PDB.

Note that if the destination CDB is part of an Exadata machine, the Access
Controls and Permissions section is displayed in place of the Advanced
Configuration section. In this case, you must specify the owner and the group that
must be granted read only permissions on the datafiles.

Click Next.
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7. On the Create Test Master Pluggable Database: Post Processing page, in the Data
Masking section, specify the data masking definition that you want to apply after
creating the test master PDB. Data masking masks sensitive data in a database.

For information on how to create a data masking definition, see Oracle Data
Masking and Subsetting Guide. Note that you can apply a data masking definition
only if you have the Subset-Masking license pack.
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In the Custom Scripts section, for Pre Script and Post Script, specify the Oracle
Software Library components that contain the scripts that you want to run before,
and after creating the test master PDB respectively. Also, for SQL Script, specify
the SQL scripts that you want to run after creating the test master PDB. For Run
As User, select the user account that you want to use to run the SQL scripts.

Click Next.
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8. Specify an instance name for the deployment procedure. Also, specify the point in
time when you want the deployment procedure to begin.

In the Notification section, select the deployment procedure states for which you
want to receive e-mail notifications. For example, if you select Scheduled and
Succeeded for Status for Notification, you will receive e-mail notifications when
the deployment procedure is scheduled, and when it succeeds.

Click Next.
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9. Review all the details you provided. If you want to edit certain details, click Back
to navigate to the required page.

Click Clone to submit the deployment procedure to create a test master PDB from
the source PDB.
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14.4.2 Creating a Test Master Pluggable Database Using EM CLI

To create a Test Master pluggable database, execute the command emcli pdb_clone_
management -input_file=data:/xyz/sdf/pdb_test_master.props, where the sample
contents of the pdb_test_master.props file is given below.

Sample properties file to create a Test master PDB:

SRC_PDB_TARGET=cdb_prod_PDB
SRC_HOST_CREDS=NC_HOST_SCY:SYCO
SRC_CDB_CREDS=NC_HOST_SYC:SYCO
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SRC_WORK_DIR=/tmp/source

DEST_ HOST CREDS=NC_SLCO_SSH:SYS
DEST_LOCATION=/scratch/sray/app/sray/cdb_tm/HR_TM_PDB6
DEST_CDB_TARGET=cdb_tm

DEST_CDB_TYPE=oracle_database
DEST_CDB_CREDS=NC_HOST_SYC:SYCO
DEST_PDB_NAME=HR_TM_PDB6

IS_CREATE_AS_TESTMASTER=true
MASKING_DEFINITION_NAME=CRM Masking Defn

Note: You will need to add two more parameters (ACL_DF_
OWNER=oracle and ACL_DF_GROUP=oinstall) in case you need to create
the Test Master on Exadata ASM.

14.5 Cloning Databases Using the Classic Cloning Wizard

You can clone databases using the older cloning wizard. This section consists of the
following:

= Overview of Classic Cloning Methods
s Cloning an Oracle Database Using Recovery Manager (RMAN) Backup
s Cloning an Oracle Database Using Staging Areas

s Cloning an Oracle Database Using an Existing Backup

14.5.1 Overview of Classic Cloning Methods

You can use the Enterprise Manager Clone Database wizard to clone an Oracle
database instance to an existing Oracle home. After you have an Oracle database
instance in a known state (for example, you've configured it, tuned it, and tested it),
you may want to clone that database to another existing Oracle home.

The following table lists the cloning methods and their cloning process:

Table 14-1 Oracle Database Cloning Methods

Cloning Method Cloning Process

Cloning an Oracle Database »  Connects source and destination Oracle instances
Using Recovery Manager

(RMAN) Backup Copies database files using RMAN duplicate feature

= Recovers and opens the cloned database

Cloning an Oracle Database w  Backs up each database file and stores it in a staging area
Using Staging Areas s Transfers each backup file from source to destination
= Restores each backup file to the specified locations

= Recovers and opens the cloned database

Cloning an Oracle Database w  Creates cloned database as of specified point-in-time or
Using an Existing Backup SCN

= Validates backups prior to the clone operation
s Transfers required archived redo log files to destination host

= Recovers and opens the cloned database
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14.5.2 Cloning an Oracle Database Using Recovery Manager (RMAN) Backup

To clone an Oracle database using RMAN backup, follow these steps:

1.
2.
3.

10.

11.

From the Targets menu, select Databases.
On the Databases page, select a database that you want to clone.

On the Database target page, from the Oracle Database menu, select
Provisioning, and then click Clone and Refresh Database.

On the Clone and Refresh page, click the Switch to Classic Clone link.
On the Database Login page, enter your credentials. Click Login.
The Clone Database wizard opens.

On the Clone Database page: Source Type page, select Online Backup and Use
Recovery Manager (RMAN) to copy database files.

Click Continue.

Note: When you use RMAN backup to clone a database, the source
database will be duplicated directly to the specified destination Oracle
Home. No staging areas are required.

On the Clone Database: Source Options page, in the Degree of Parallels box, enter
the number of parallel channels used by RMAN to copy the database files. The
default number is 2.

Note: Increased parallelism may speed the process if sufficient
network bandwidth is available.

In the Source Host Credentials section, enter the credentials of the user who owns
the source database Oracle server installation. You can either select Named
credential or New credential.

If you select New credential, enter the Username and Password. You can select the
Set as Preferred Credentials checkbox, if you want to use these set of credentials
again. Click Test to check if your credentials are valid.

Click Next.

On the Clone Database: Select Destinations page, in the Destination Oracle Home
section, click the Search icon.

Note: The Oracle Home should exist on the specified host and
should match the version of the source database.

On the Destination Oracle Home page that appears, search and select the
destination Oracle Home. Click Next.

In the Destination Host Credentials section, enter the credentials of the user who
owns the Oracle Home specified in the Destination Oracle Home section.

In the Destination Database section, do the following: specify the global database
name, the instance name, and for select file system as the database storage. Click
Next.
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12.

13.

14.

15.

= Specify the global database name.
For example: clonel.example.com
= Specify a unique instance name.
For example: clonel
= Select File System as the database storage.
s Click Next.

On the Clone Database: Destination Options page, select Use Database Area and
Fast Recovery Area.

Click Next.

On the Clone Database: Database Configuration page, in the Listener
Configuration section, specify the name and port of the listener that will be used
for the cloned database. If a new name and port are specified that are not in use by
an exiting listener, a new listener using the specified port will be created.

In the Database Registration section, select Register the cloned database as an
Enterprise Manager target monitored by using DBSNMP. Enter the target database
name.

Click Next.

On the Clone Database: Schedule page, specify a name description for the clone
job. You can choose to run the clone job immediately or you can specify a later
time and date for the job to run.

Click Next.

On the Clone Database: Review page, review the details and configuration of the
source database, the destination database, and the database storage. You can view
the database storage files by clicking on View Source Database Files.

Click Submit Job. T

he clone database job is now submitted. When the job completes, a Clone
Database: Confirmation page appears. To view the status of the job, click View
Status. To exit the page click OK.

14.5.3 Cloning an Oracle Database Using Staging Areas

To clone an Oracle database by copying database files via staging areas, follow these
steps:

1.
2.
3.

From the Targets menu, select Databases.
On the Databases page, select a database that you want to clone.

On the Database target page, from the Oracle Database menu, select
Provisioning, and then click Clone Database.

On the Clone and Refresh page, click the Switch to Classic Clone link.
On the Database Login page, enter your credentials. Click Login.
The Clone Database wizard opens.

On the Clone Database page: Source Type page, select Online Backup and Copy
database files via staging areas.

Click Continue.
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10.

11.

12.

13.

Note: This method requires staging areas on both the source and the
destination hosts.

On the Clone Database: Source Options page, in the Staging Area section, enter the
Staging Area Location.

Note: A staging area on the source host is required in order to clone
a running database. A backup is performed on the database and the
backup files are stored in the staging area.

Select if you want to delete or retain the staging area after the cloning operation.

By retaining the staging area after a cloning operation, you avoid doing another
backup later. However, this option requires a minimum disk space of 2230 MB.

In the Source Host Credentials section, enter the credentials of the user who owns
the source database Oracle server installation. You can either select Named
credential or New credential.

If you select New credential, enter the Username and Password. You can select the
Set as Preferred Credentials checkbox, if you want to use these set of credentials
again. Click Test to check if your credentials are valid.

Click Next.

On the Clone Database: Select Destinations page, in the Destination Oracle Home
section, click the Search icon.

Note: The Oracle Home should exist on the specified host and
should match the version of the source database.

On the Destination Oracle Home page that appears, search and select the
destination Oracle Home. Click Next.

In the Destination Host Credentials section, enter the credentials of the user who
owns the Oracle Home specified in the Destination Oracle Home section.

In the Destination Database section, do the following: specify the global database
name, the instance name, and for select file system as the database storage. Click
Next.

= Specify the global database name.
For example: clonel.example.com
= Specify a unique instance name.
For example: clonel
= Select File System as the database storage.
»  Click Next.

On the Clone Database: Destination Options page, select Use Database Area and
Fast Recovery Area.

Click Next.
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14.

15.

16.

On the Clone Database: Database Configuration page, in the Listener
Configuration section, specify the name and port of the listener that will be used
for the cloned database. If a new name and port are specified that are not in use by
an exiting listener, a new listener using the specified port will be created.

In the Database Registration section, select Register the cloned database as an
Enterprise Manager target monitored by using DBSNMP. Enter the target database
name.

Click Next.

On the Clone Database: Schedule page, specify a name description for the clone
job. You can choose to run the clone job immediately or you can specify a later
time and date for the job to run.

Click Next.

On the Clone Database: Review page, review the details and configuration of the
source database, the destination database, and the database storage. You can view
the database storage files by clicking on View Source Database Files.

Click Submit Job. T

he clone database job is now submitted. When the job completes, a Clone
Database: Confirmation page appears. To view the status of the job, click View
Status. To exit the page click OK.

14.5.4 Cloning an Oracle Database Using an Existing Backup

To clone an Oracle database using an existing backup, follow these steps:

1.
2.
3.

From the Targets menu, select Databases.
On the Databases page, select a database that you want to clone.

On the Database target page, from the Oracle Database menu, select
Provisioning, and then click Clone Database.

On the Clone and Refresh page, click the Switch to Classic Clone link.
On the Database Login page, enter your credentials. Click Login.

The Clone Database wizard opens.

On the Clone Database page: Source Type page, select Existing BackUp.
Click Continue.

On the Clone Database: Source Host Credentials page, select the backup that you
want to use.

In the Source Host Credentials section, enter the credentials of the user who owns
the source database Oracle server installation. You can either select Preferred,
Named or New credential.

If you select New credential, enter the Username and Password. You can select the
Set as Preferred Credentials checkbox, if you want to use these set of credentials
again. Click Test to check if your credentials are valid.

Click Next.

On the Clone Database: Backup Details page, in the Point In Time section, specify
a time or System Change Number (SCN). This will help identify backups
necessary to create the clone database.
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10.

11.

12.

13.

14.

15.

16.

Note: If the existing backup does not have all necessary archive logs,
Enterprise Manager will transfer them from the source host to the
destination host as part of the clone operation.

Oracle database backups are can be encrypted using a database wallet, password,
or both. If the backups are encrypted, specify the encryption mode and password
as needed, in the Encryption section. By default, the encryption mode is set as
None.

Click Next.

In the Destination Host Credentials section, enter the credentials of the user who
owns the Oracle Home specified in the Destination Oracle Home section.

In the Destination Database section, do the following: specify the global database
name, the instance name, and for select file system as the database storage. Click
Next.

= Specify the global database name.
For example: clonel.example.com
=  Specify a unique instance name.
For example: clonel
= Select File System as the database storage.

In the Parallelism section, in the Degree of Parallels box, enter the number of
parallel channels used by RMAN to copy the database files. The default number is
2.

Note: Increased parallelism may speed the process if sufficient
network bandwidth is available.

Click Next.

On the Clone Database: Destination Database Settings page, in the Memory
Parameters section, select Configure Memory Management and then from the
drop-down list select Automatic Shared Memory Management.

The database automatically sets the optimal distribution of memory across the
System Global Area (SGA) components. The distribution of memory will change
from time to time to accommodate changes in the workload. Also, specify the
aggregate Program Global Area (PGA) size.

In the Listener Configuration section, specify the name and port of the listener to
be configured for the database. If the listener specified does not exist at the
destination Oracle Home, it will be created.

Note: If you are going to convert the cloned database RAC at a later
point, it is recommended that you specify storage location shared
across all hosts in the cluster.

In the Recovery Files section, specify the location where recovery-related files such
as, archived redo log files, RMAN backups, and the like are to be created.

Click Next.
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17.

18.

19.

On the Clone Database: Storage Locations page, in Database Files Location section,
specify the location where datafiles, tempfiles, redo log files, and control files are
to be created.

In the Database Registration section, select Register the cloned database as an
Enterprise Manager target monitored by using DBSNMP. Enter the target database
name.

Click Next.

On the Clone Database: Schedule page, specify a name description for the clone
job. You can choose to run the clone job immediately or you can specify a later
time and date for the job to run.

Click Next.

On the Clone Database: Review page, review the details and configuration of the
source database, the destination database, and the database storage. You can view
the database storage files by clicking on View Source Database Files.

Click Submit Job. T

The clone database job is now submitted. When the job completes, a Clone
Database: Confirmation page appears. To view the status of the job, click View
Status. To exit the page click OK.
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Cloning Solutions in Hybrid Cloud (Oracle
PaaS)

This chapter contains the following sections:
s Overview of Cloning in Oracle PaaS

s Cloning in Hybrid Cloud Use Cases

»  Prerequisites for Cloning in Oracle PaaS
s Cloning to Oracle Cloud

s Cloning from Oracle Cloud

s Cloning Within Oracle Cloud

15.1 Overview of Cloning in Oracle PaaS

While managing the IT infrastructure of your enterprise, you may encounter a
situation wherein you want an Oracle Cloud application to utilize and analyze data
stored on-premise. In such a situation, you may need to migrate the data stored
on-premise to Oracle Cloud. Enterprise Manager Cloud Control (Cloud Control) 12c
Release 5 (12.1.0.5) provides this functionality.

Cloud Control 12.1.0.5 introduces Hybrid Cloud management, that is, it enables you to
monitor certain Oracle Cloud targets using an on-premise Cloud Control instance
using Enterprise Manager Command Line Interface (EM CLI). It also introduces a new
Clone PDB Wizard that leverages Hybrid Cloud management and enables you to clone
an on-premise PDB to a CDB that is deployed in Oracle Cloud. Effectively, this enables
you to copy or migrate your on-premise data to Oracle Public Cloud.

Additionally, you can also use the Clone PDB Wizard or EM CLI to clone PDBs that are
deployed in Oracle Cloud to a CDB that is deployed on-premise, as well as clone PDBs
within Oracle Cloud.

When you clone an on-premise PDB or schema(s), a copy of it is created, and data is
transferred via the Hybrid Cloud Gateway or any other host with SSH connectivity to
Oracle Cloud. The secure copy is then used to create a PDB or database on Oracle
Cloud.

Oracle supports inline patching as part of clones. When the destination home selected
has patches applied such as the latest CPU or PSU, then the cloned database is
automatically brought up with that level.
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15.2 Cloning in Hybrid Cloud Use Cases

The following table lists the use cases covered when cloning in Hybrid Cloud:

Table 15-1 Cloning in Hybrid Cloud Use Cases

Cloning Use case

Cloning Solutions

Clone to Oracle Cloud

s Cloning a PDB to Oracle Cloud
s Cloning Schema(s) to a DB or PDB on Oracle Cloud
= Cloning a DB to a DB or PDB on Oracle Cloud

Clone from Oracle Cloud =  Cloning a PDB from Oracle Cloud

s Cloning Schema(s) from Oracle Cloud to a DB or PDB
s Cloning a DB from Oracle Cloud to a DB or PDB

Clone Within Oracle
Cloud

s Cloning a PDB Within Oracle PaaS
= Cloning a DB Within Oracle PaaS

15.3 Prerequisites for Cloning in Oracle PaaS

The following are the prerequisites for cloning an on-premise PDB to a CDB deployed
in Oracle Cloud (that is, the destination CDB):

The on-premise Cloud Control instance must be of version 12c Release 5 (12.1.0.5).

A Management Agent must be deployed on the destination CDB host (the host on
which the destination CDB is deployed). Also, the destination CDB target must be
discovered.

For information on how to deploy a Management Agent on an Oracle Cloud
target, see Oracle Enterprise Manager Cloud Control Administrator’s Guide.

Cloning is supported only if Oracle Software Library is not configured with an
upload location of the OMS Agent storage type.

It is recommended that you use a Test Master database or a Test Master pluggable
database for cloning to, from, or within Oracle Cloud.

To create a Test Master database, see Section 14.2, "Creating a Test Master
Database".

To create a Test Master pluggable database, see Section 14.4, "Creating a Test
Master Pluggable Database".

The on-premise PDB and the PDB on Oracle Cloud should not be encrypted,
should possess the same character set, and should have the same patch set level.

The on-premise PDBs, databases, and schemas should be on ASM, whereas the
PDBs, databases, and schemas on Oracle Cloud need to be on a filesystem.

You can make an SSH authentication to the target database host. To configure SSH
authentication, refer to the following URL:

http://docs.oracle.com/cd/E24628_01/doc.121/e36415/sec_
features.htm#EMSEC12868

15.4 Cloning to Oracle Cloud

To clone a database, schema(s), or a pluggable database from on-premise to Oracle
Cloud, refer to the following use cases:
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Cloning to Oracle Cloud

s Cloning a PDB to Oracle Cloud
s Cloning Schema(s) to a DB or PDB on Oracle Cloud
s Cloning a DB to a DB or PDB on Oracle Cloud

15.4.1 Cloning a PDB to Oracle Cloud

To clone an on-premise PDB to a PDB on Oracle Cloud, you can use either of the
following solutions:

s Cloning a PDB to Oracle Cloud Using the Clone Wizard
s Cloning a PDB to Oracle Cloud Using EM CLI

15.4.1.1 Cloning a PDB to Oracle Cloud Using the Clone Wizard
To clone a PDB to a CDB deployed in Oracle Cloud, follow these steps:

1. From the Targets menu, select Databases.
2. For View, select Search List. From the View menu, select Expand All.

3. Look for the source CDB (the CDB that the source PDB is a part of) in the list, then
click the name of the PDB that you want to clone.

4. From the Oracle Database menu, select Cloning, then select Clone to Oracle
Cloud.

Alternatively, in Step 3, you can right click the name of the PDB that you want to
clone, select Oracle Database, select Cloning, then select Clone to Oracle Cloud.

5. On the Source and Destination: Clone to Oracle Cloud page, do the following;:

s In the Credentials section, specify the SYSDBA credentials for the source CDB,
and the host credentials for the source CDB. You can choose to use the
preferred credentials, use a saved set of named credentials, or specify a new
set of credentials.

= In the Pluggable Database Definition section, specify a name, and a display
name for the PDB clone. Enterprise Manager uses the display name to identify
the PDB clone target.

s Inthe PDB Administrator Credentials section, specify the credentials of the
Admin user account that you want to use to administer the PDB clone.

= In the Container Database section, specify the destination CDB that is
deployed in Oracle Cloud (the CDB that the PDB clone must be a part of).

= In the Credentials section, specify the SYSDBA credentials for the destination
CDB, and the host credentials for the destination CDB.

Enterprise Manager Cioud Control 12¢

# proD_PDB1 @

Source and Destination: Clone to Oracle Cloud

Source

Details
Pluggable Database PRODCDBI _PROD_PDBEL
Container Database PRODCDB1

Database Version 12.1.0.2.0

Credentialc
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6. If you do not need to specify anymore details, click Clone. This submits the
deployment procedure to clone a PDB to a CDB that is deployed in Oracle Cloud.

To specify other configuration details, mask data, as well as schedule the cloning
process, click Advanced.

Follow the rest of the steps, if you have selected the Advanced option.

7.  On the Clone to Oracle Cloud: Source and Destination page, verify the details, and
then click Next.

Enterprise Manager Cloud Control 12¢

@ prOD_PDB1 @
M

Source and Destination Configuration

Clone to Oracle Cloud: Source and Destination

Source

Details
Pluggable Database PRODCDBL _PROD_PDE1
Container Database PRODCDB1
Database Version 12.1.0.2.0

8. On the Clone to Oracle Cloud: Configuration page, in the Database Files Location
section, specify the storage location where the datafiles of the PDB clone must be
stored.

In the Advanced Configuration section, specify the storage limits for the
maximum size of the PDB clone, and the maximum size of a shared table space
within the PDB clone. By default, no limits are placed on the values for these
attributes.

In the Miscellaneous section, select the logging option that you want to use for the
table spaces created within the PDB clone.

Click Next.

& prROD_PDB1 &
M

Source and Destination Conﬁ;uration Post Processing Schedule

Clone to Oracle Cloud: Configuration

Database Files Location

Specify the storage location where data files will be created.

* Location | fscratchy Q@

9. On the Clone to Oracle Cloud: Post Processing page, in the Data Masking section,
specify the data masking definition that you want to apply after cloning the PDB.
Data masking masks sensitive data in a database.

For information on how to create a data masking definition, see Creating or
Editing a Data Masking Definition. Note that you can apply a data masking
definition only if you have the Subset-Masking license pack.

In the Custom Scripts section, for Pre Script and Post Script, specify the Oracle
Software Library components that contain the scripts that you want to run before
cloning, and after cloning the PDB respectively. Also, for SQL Script, specify the
SQL scripts that you want to run after cloning the PDB. For Run As User, select
the user account that you want to use to run the SQL scripts.

Click Next.
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4 ppB1 @
)

Source and Destination Configuration Post Processing Schedule Review

Clone to Oracle Cloud: Post Processing

Data Masking
Select the masking definition which should be applied after cloning the database. 'j)

10. On the Clone to Oracle Cloud: Schedule page, specify an instance name for the
cloning deployment procedure. Also, specify the point in time when you want the
cloning deployment procedure to begin.

In the Notification section, select the deployment procedure states for which you
want to receive e-mail notifications. For example, if you select Scheduled and
Succeeded for Status for Notification, you will receive e-mail notifications when
the cloning deployment procedure is scheduled, and when it succeeds.

Click Next.

& proD_POB1 9

- -
sy Schedabe Fror

Clame to Grade Coud; Schedule S oo U i
ephoyment Frocedere ntance

Schdule

11. On the Clone to Oracle Cloud: Review page, review all the details you provided. If
you want to edit certain details, click Back to navigate to the required page.

Click Clone to submit the deployment procedure to clone a PDB to a CDB that is
deployed in Oracle Cloud.

& proOD_PDBL 9
cehgration Port Pescrsing Schwie Rarew
Clane to Grade Cloud; Review B v+ 4+ (] (G

Source Destination

Coafiguration

Pest Proseviing

Sehedue

15.4.1.2 Cloning a PDB to Oracle Cloud Using EM CLI

You can clone an on-premise pluggable database to Oracle Cloud. Before you proceed
with the EM CLI command, it is recommended that you create a Test Master of the
on-premise PDB and use the Test Master to create a clone. This is recommended so as
to mask the data before it can be transferred over the internet.

To create a Test Master, see Section 14.4.2, "Creating a Test Master Pluggable Database
Using EM CLI".

To clone an on-premise pluggable database to Oracle Cloud, enter the EM CLI verb
emcli pdb_clone_management -input_file=data:/xyz/sdf/pdb_clone.props
-cloneToOracleCloud, where pdb_clone.props is the properties file which provides
the cloning parameters and their values.
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There are 3 methods in which you can clone a pluggable database. The difference
between each of these methods is in the configuration of certain parameters in the
properties file. The 3 methods and the details of the configuration parameters are
explained below:

= Operating System (OS) Image backup

Takes a backup of the source PDB and creates a new PDB. The BACKUP_TYPE
parameter should specify the type of backup. The allowed values for BACKUP_
TYPE are OSIMAGE, RMAN and TAR. The EXISTING_BACKUP and EXISTING_
BACKUP_METADATA parameters should not be provided.

Sample properties file:

SRC_PDB_TARGET=cdb_prod_PDB
SRC_HOST_CREDS=NC_HOST_SCY:SYCO
SRC_CDB_CREDS=NC_HOST_ SYC:SYCO
SRC_WORK_DIR=/tmp/source
DEST_HOST_CREDS=NC_SLCO_SSH:SYS
DEST_LOCATION=/scratch/sray/app/sray/cdb_tm/HR_TM_PDB6
DEST_CDB_TARGET=cdb_tm

DEST _CDB_TYPE=oracle_ database
DEST_CDB_CREDS=NC_HOST_SYC:SYCO
DEST_PDB_NAME=HR_TM_PDB6
BACKUP_TYPE=0SIMAGE

= Existing backup

Uses an existing backup of the source PDB and creates a new PDB. The BACKUP_
TYPE parameter should specify the type of backup. The allowed values for
BACKUP_TYPE are OSIMAGE, RMAN and TAR. The EXISTING_BACKUP
parameter should specify the location with the backup name and EXISTING_
BACKUP_METADATA should specify the location and the metadata file name for
the backup.

Sample properties file:

SRC_PDB_TARGET=cdb_prod_PDB
SRC_HOST_CREDS=NC_HOST_SCY:SYCO

SRC_CDB_CREDS=NC_HOST_ SYC:SYCO
SRC_WORK_DIR=/tmp/source
DEST_HOST_CREDS=NC_SLCO_SSH:SYS
DEST_LOCATION=/scratch/sray/app/sray/cdb_tm/HR_TM_PDB6
DEST_CDB_TARGET=cdb_tm

DEST_CDB_TYPE=oracle_ database
DEST_CDB_CREDS=NC_HOST_SYC:SYCO
DEST_PDB_NAME=HR_TM_PDB6
EXISTING_BACKUP=/userl/pdbbackup/PDBl_Backup_14297779
EXISTING_BACKUP_METADATA=/userl/pdbbackup/PDBl_Backup_14297779/PDB1.xml
BACKUP_TYPE=RMAN
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Note: To create a PDB backup, enter the verb emcli pdb_backup
-inputFile="loaction of file containing properties required
for taking backup of PDB", where the sample contents of the
properties file is as follows:

TARGET_HOST_LIST=xyz.abccorp.com
HOST_NORMAL_NAMED_CRED=XYZ_CRED:CRED_OWNER
SRC_CDB_NAMED_CRED=CDB1_CRED:CRED_OWNER
SRC_CDB_TARGET_NAME=CDB1

SRC_CDB_TARGET TYPE=oracle_database
SRC_PDB_TARGET_NAME=CDB1_PDB1
BACKUP_LOCATION=/userl/pdbbackup

WORK_DIR_LOCATION=/tmp
ORACLE_HOME_LOC=/scratch/dl121hmcasm/product/12.1.0/dbhome_1

s Unplug/plug

Unplugs the source PDB and creates a new PDB at the destination using the
unplugged source, and then plugs the source back. EXISTING_BACKUP,
EXISTING_BACKUP_METADATA and BACKUP_TYPE parameters should not be
provided.

Sample properties file:

SRC_PDB_TARGET=cdb_prod_PDB
SRC_HOST_CREDS=NC_HOST_SCY:SYCO
SRC_CDB_CREDS=NC_HOST_SYC:SYCO
SRC_WORK_DIR=/tmp/source
DEST_HOST_CREDS=NC_SLCO_SSH:SYS
DEST_LOCATION=/scratch/sray/app/sray/cdb_tm/HR_TM_PDB6
DEST_CDB_TARGET=cdb_tm

DEST _CDB_TYPE=oracle_database
DEST_CDB_CREDS=NC_HOST_SYC:SYCO
DEST_PDB_NAME=HR_TM_PDB6

Note: For all the 3 methods stated above, in case the destination PDB
data files location is ASM then add the parameter DEST_STAGE_DIR
who's value will be used as the destination while transferring the
source PDB data files. This parameter is optional, if it is not provided
a temporary directory will be used. For Linux systems the temporary
directory is /tmp.

15.4.2 Cloning Schema(s) to a DB or PDB on Oracle Cloud

You can clone a schema that is on-premise to Oracle Cloud either as a database or a
pluggable database using EM CLI verbs.

Note: As a prerequisite it is recommended that you create a Test
Master of the schema database and to use the schema of the Test
Master to create a clone. To create a Test Master, see Section 14.2.2,
"Creating a Test Master Database Using EM CLI".

To clone a schema that is on-premise to Oracle Cloud either as a database or a
pluggable database, follow the steps below:
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1. Enter the EM CLI verb emcli describe_dbprofile_input -data_mode=EXPORT.
The output provides all profile creation input variables.

Note: Export is supported only for database and schema whereas
import is supported for both database and PDBs. This indicates that
the source should always be a database or schema and the destination
can either be a database or a PDB.

2. Use the input variables to create a properties file with values for all the variables.

3. Export data from the source database by creating a database profile. To do so,
enter the verb emcli create_dbprofile - input_file=data:<properties file
name along with path>.

Note: Use the properties file created in the previous step for this
verb.

Sample properties file:

T #
# SOURCE #
e #

REFERENCE_DATABASE=SS_REF_TD_DB
REFERENCE_DATABASE_TYPE=oracle_database
REF_DB_CREDENTIALS=SYSDBA:SYS
REF_HOST_CREDENTIALS=REF_NC_CRED:SYS

e #
# DATA CONTENT DETAILS #
fmmm e e e #

DATA_CONTENT_MODE=EXPORT
DATA_CONTENT=METADATA_AND_DATA

e #
# EXPORT DETAILS #
fmmm e e e #

EXPORT .EXPORT_TYPE=SELECTED_SCHEMAS
EXPORT.SCHEMA_INCLUDE_LIST.O0=HR
EXPORT.SCHEMA_INCLUDE_LIST.1=PM
EXPORT.SCHEMA_INCLUDE_LIST.2=0E
EXPORT.SCHEMA_INCLUDE_LIST.3=IX
EXPORT.SCHEMA_INCLUDE_LIST.4=SH
EXPORT.SCHEMA_INCLUDE_LIST.5=BI
EXPORT.DEGREE_OF_PARALLELISM=1
EXPORT.DUMP_DIRECTORY_LIST.O=directory=SCHEMAS_DUMP_DIR, file_
name=samplschemas.dmp, max_size=100
EXPORT.LOG_FILE_DIRECTORY=directory=SCHEMAS_DUMP_DIR, file_name=samplschemas.log

fmmmmm e e #
# PROFILE DETAILS #
e #

PROFILE_NAME=Export Dump of Sample schemasl0
PROFILE_VERSION=11.2.0.4.0

PROFILE_LOCATION=Database Provisioning Profiles/12.1.0.1.0/linux_x64/
WORKING_DIRECTORY=/tmp

15-8 Oracle Enterprise Manager Lifecycle Management Administrator's Guide



Cloning to Oracle Cloud

Enter the verb to transfer data: emcli data_transfer -input_
file=data:/u0l/files/data_trans.props.

Sample properties file:

fmm oo #
# SOURCE #
R i, L #

SRC_HOST_CREDS=NC_HOST_SRAY
SOURCE_LOCATION=/tmp/newp/PDB_Backup_142838
SRC_HOST=bl2.idc.example.com

oo #
# DESTINATION #
mmmm e #

DEST_HOST_CREDS=NC_HOST_SRAY
DEST_LOCATION=/scratch/sray/app3/sray/oradata/migda
DEST_HOST=slo.us.example.com

fom #
# HYBRID GATEAWAY / FORWARDER #
fmmmmmmm e #

FORWARDER_HOST=slo.us.example.com
FORWARDER_CRED=ACD_NY:SYSCO
WORKING_DIRECTORY=/tmp

Note: Remove the Hybrid Gateway parameters if the SSH
connection exists between the source and the destination hosts.

Enter the verb to import data in to the destination database: emc1i dbimport
-input_file=data:/ul0l/files/dbimport.props.

Note: To clone the destination to database or pluggable database,
ensure you provide the required value in the DESTINATION_
TARGET_TYPE option in the properties file. For database, enter
oracle_database, and for PDB enter oracle_pdb.

Sample properties file:

e #
# DESTINATION #
fmmm e e e #

DESTINATION_TARGET=SS_OPC_DB
DESTINATION_TARGET TYPE=oracle_database
DATABASE_CREDENTIAL=SYSDBA:SYS

HOST_ NAMED_CREDENTIAL=AE_NC:SYSCO

fmmm e e e #
# PROFILE #
e #

PROFILE_LOCATION=Database Provisioning Profiles/12.1.0.1.0/linux x64/Export
Dump of Sample schemasl0

fmmm e e e #
# SCHEMA DETAILS #
e #

REMAP_SCHEMA_LIST.O=HR:HR

Cloning Solutions in Hybrid Cloud (Oracle PaaS) 15-9



Cloning to Oracle Cloud

REMAP_SCHEMA_LIST.1=0E:O0E
REMAP_SCHEMA_LIST.2=PM:PM
REMAP_SCHEMA_LIST.3=IX:IX
REMAP_SCHEMA_LIST.4=SH:SH
REMAP_SCHEMA_LIST.5=BI:BI
REMAP_TABLESPACE_LIST.0=EXAMPLE:MYTBSP1
REMAP_TABLESPACE_LIST.1=USERS:MYTBSP1
REMAP_TABLESPACE_LIST.2=SYSTEM:MYTBSP1
DEGREE_OF_PARALLELISM=1
DUMP_FILE_LIST.0=/scratch/ae/dumpdir/samplschemas.dmp
IMPORT LOG_FILE_DIRECTORY=DATA_ PUMP_DIR

15.4.3 Cloning a DB to a DB or PDB on Oracle Cloud

You can clone a database that is on-premise to Oracle Cloud either as a database or a
pluggable database using EM CLI verbs.

Note: As a prerequisite it is recommended that you create a Test
Master of the database and use the Test Master to create a clone. To
create a Test Master, see Section 14.2.2, "Creating a Test Master
Database Using EM CLI".

To clone a database that is on-premise to Oracle cloud either as a database or a
pluggable database, follow the steps below:

1. Enter the EM CLI verb emcli describe_dbprofile_input -data_mode=EXPORT.
The output provides all profile creation input variables.

Note: Export is supported only for database and schema whereas
import is supported for both database and PDBs. This indicates that
the source should always be a database or schema and the destination
can either be a database or a PDB.

2. Use the input variables to create a properties file with values for all the variables.

3. Export data from the source database by creating a database profile. To do so,
enter the verb emcli create_dbprofile - input_file=data:<properties file
name along with path>.

Note: Use the properties file created in the previous step for this
verb.

Sample properties file:

fmmm e e e #
# SOURCE #
fmmmmm e e #

REFERENCE_DATABASE=SS_TM_DB
REFERENCE_DATABASE_TYPE=oracle_database
REF_DB_CREDENTIALS=SYSDBA:SYS
REF_HOST_CREDENTIALS=AE_NC:SYS

# DATA CONTENT DETAILS #
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DATA_CONTENT_MODE=EXPORT
DATA_CONTENT=METADATA_AND_DATA

ffmmmm e e e #
# EXPORT DETAILS #
e #

EXPORT.EXPORT_TYPE=FULL_DATABASE

EXPORT.DEGREE_OF_PARALLELISM=1
EXPORT.DUMP_DIRECTORY_LIST.O0=directory=SCHEMAS_DUMP_DIR, file_
name=samplschemas.dmp, max_size=100
EXPORT.LOG_FILE_DIRECTORY=directory=SCHEMAS_DUMP_DIR, file_name=samplschemas.log

e #
# PROFILE DETAILS #
fmmm e e e #

PROFILE_NAME=Export Dump of Sample schemasl0
PROFILE_VERSION=11.2.0.4.0

PROFILE_LOCATION=Database Provisioning Profiles/12.1.0.1.0/linux_x64/
WORKING_DIRECTORY=/tmp

Enter the verb to transfer data: emcli data_transfer -input_
file=data:/u0l/files/data_trans.props.

Sample properties file:

mmmm e #
# SOURCE #
fmmmmmmm e #

SRC_HOST_CREDS=NC_HOST_SRAY
SOURCE_LOCATION=/tmp/newp/PDB_Backup_1428003803938
SRC_HOST=b12.idc.example.com

fmmmmmmm e #
# DESTINATION #
fmm oo #

DEST_HOST_CREDS=NC_HOST_SRAY
DEST_LOCATION=/scratch/sray/app3/sray/oradata/migda
DEST_HOST=slo.us.example.com

fmmmmmmm e #
# HYBRID GATEAWAY / FORWARDER #
oo #

FORWARDER_HOST=slo.us.example.com
FORWARDER_CRED=ACD_NY:SYSCO
WORKING_DIRECTORY=/tmp

Note: Remove the Hybrid Gateway parameters if the SSH
connection exists between the source and the destination hosts.

Enter the verb to import data in to the destination database: emc1i dbimport
-input_file=data:/ull/files/dbimport.props.

Note: To clone the destination to database or pluggable database,
ensure you provide the required value in the DESTINATION_
TARGET_TYPE option in the properties file. For database, enter
oracle_database, and for PDB enter oracle_pdb.
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Sample properties file:

e #
# DESTINATION #
. i, i #

DESTINATION_TARGET=SS_OPC_DB
DESTINATION_TARGET_TYPE=oracle_database
DATABASE_CREDENTIAL=SYSDBA:SYS
HOST_NAMED_CREDENTIAL=AE_NC:SYS

e #
# PROFILE #
fmmmmm e e #

PROFILE_LOCATION=Database Provisioning Profiles/12.1.0.1.0/linux_x64/Export
Dump of Sample schemasl0

e #
# SCHEMA DETAILS #
fmmmmm e e #

REMAP_SCHEMA_LIST.0=HR:HR
REMAP_SCHEMA_LIST.1=0E:O0OE
REMAP_SCHEMA_LIST.2=PM:PM
REMAP_SCHEMA_LIST.3=IX:IX
REMAP_SCHEMA_LIST.4=SH:SH
REMAP_SCHEMA_LIST.5=BI:BI
REMAP_TABLESPACE_LIST.0=EXAMPLE:MYTBSP1
REMAP_TABLESPACE_LIST.1=USERS:MYTBSP1l
REMAP_TABLESPACE_LIST.2=SYSTEM:MYTBSP1
DEGREE_OF_PARALLELISM=1
DUMP_FILE_LIST.0=/scratch/ae/dumpdir/samplschemas.dmp
IMPORT LOG_FILE_DIRECTORY=DATA PUMP_DIR

15.5 Cloning from Oracle Cloud

To clone a database, schema(s), or a PDB from Oracle Cloud, refer to the following use
cases:

s Cloning a PDB from Oracle Cloud
s Cloning Schema(s) from Oracle Cloud to a DB or PDB
s Cloning a DB from Oracle Cloud to a DB or PDB

15.5.1 Cloning a PDB from Oracle Cloud

To clone a PDB from Oracle Cloud to an on-premise PDB, you can use either of the
following solutions:

s Cloning a PDB from Oracle Cloud Using the Clone Wizard
s Cloning a PDB from Oracle Cloud Using EM CLI

15.5.1.1 Cloning a PDB from Oracle Cloud Using the Clone Wizard
To clone a PDB from Oracle Cloud to an On-Premise PDB, follow these steps:

1. From the Targets menu, select Databases.

2. For View, select Search List. From the View menu, select Expand All.
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3. Look for the source CDB (the CDB that the source PDB is a part of) in the list, then
click the name of the PDB that you want to clone.

4. From the Oracle Database menu, select Cloning, then select Clone to Oracle
Cloud.

Alternatively, in Step 3, you can right click the name of the PDB that you want to
clone, select Oracle Database, select Cloning, then select Clone to Oracle Cloud.

5. On the Source and Destination: Clone from Oracle Cloud page, do the following:

s In the Credentials section, specify the SYSDBA credentials for the source CDB,
and the host credentials for the source CDB. You can choose to use the
preferred credentials, use a saved set of named credentials, or specify a new
set of credentials.

= In the Pluggable Database Definition section, specify a name, and a display
name for the PDB clone. Enterprise Manager uses the display name to identify
the PDB clone target.

s Inthe PDB Administrator Credentials section, specify the credentials of the
Admin user account that you want to use to administer the PDB clone.

= In the Container Database section, specify the destination CDB that is
deployed in the public cloud setup (the CDB that the PDB clone must be a part
of).

= In the Credentials section, specify the SYSDBA credentials for the destination
CDB, and the host credentials for the destination CDB.

& ppB1 @
Source and Destination: Clone from Oracle Cloud

Source

Details

Pluggable Database CloudZone_PDBL
Container Database CloudZone
Site Oracle Cloud &
Database Version 12.1.0.2.0

6. If you do not need to specify anymore details, click Clone. This submits the
deployment procedure to clone a PDB to a CDB that is deployed in a public cloud
setup.

To specify other configuration details, mask data, as well as schedule the cloning
process, click Advanced.

Follow the rest of the steps, if you have selected the Advanced option.

7.  On the Clone from Oracle Cloud: Source and Destination page, verify the details,
and then click Next.

& roB1 g
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8. On the Clone from Cloud: Configuration page, in the Database Files Location
section, specify the storage location where the datafiles of the PDB clone must be
stored.

In the Advanced Configuration section, specify the storage limits for the
maximum size of the PDB clone, and the maximum size of a shared table space
within the PDB clone. By default, no limits are placed on the values for these
attributes.

In the Miscellaneous section, select the logging option that you want to use for the
table spaces created within the PDB clone.

Click Next.

9. On the Clone from Cloud: Post Processing page, in the Data Masking section,
specify the data masking definition that you want to apply after cloning the PDB.
Data masking masks sensitive data in a database.

For information on how to create a data masking definition, see Creating or
Editing a Data Masking Definition. Note that you can apply a data masking
definition only if you have the Subset-Masking license pack.

In the Custom Scripts section, for Pre Script and Post Script, specify the Oracle
Software Library components that contain the scripts that you want to run before
cloning, and after cloning the PDB respectively. Also, for SQL Script, specify the
SQL scripts that you want to run after cloning the PDB. For Run As User, select
the user account that you want to use to run the SQL scripts.

Click Next.

& ros1 g
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10. On the Clone from Cloud: Schedule page, specify an instance name for the cloning
deployment procedure. Also, specify the point in time when you want the cloning
deployment procedure to begin.

In the Notification section, select the deployment procedure states for which you
want to receive e-mail notifications. For example, if you select Scheduled and
Succeeded for Status for Notification, you will receive e-mail notifications when
the cloning deployment procedure is scheduled, and when it succeeds.

Click Next.
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& roB1 @
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11. On the Clone from Cloud: Review page, review all the details you provided. If you

# roB1 g

Clame from Oracle Cloud: Review i o s o [ [

want to edit certain details, click Back to navigate to the required page.

Click Clone to submit the deployment procedure to clone a PDB to a CDB that is
deployed in a public cloud setup.

a

15.5.1.2 Cloning a PDB from Oracle Cloud Using EM CLI

To clone a pluggable database on Oracle Cloud to an on-premise container database,
enter the EM CLI verb emcli pdb_clone_management -input_
file=data:/xyz/sdf/pdb_clone.props, where pdb_clone.props is the properties file
which provides the cloning parameters and their values.

There are 3 methods in which you can clone a pluggable database. The difference
between each of these methods is in the configuration of certain parameters in the
properties file. The 3 methods and the details of the configuration parameters are
explained below:

Operating System (OS) Image backup

Takes a backup of the source PDB and creates a new PDB. The BACKUP_TYPE
parameter should specify the type of backup. The allowed values for BACKUP_
TYPE are OSIMAGE, RMAN and TAR. The EXISTING_BACKUP and EXISTING_
BACKUP_METADATA parameters should not be provided.

Sample properties file:

SRC_PDB_TARGET=cdb_prod_PDB
SRC_HOST_CREDS=NC_HOST_SCY: SYCO
SRC_CDB_CREDS=NC_HOST_ SYC:SYCO
SRC_WORK_DIR=/tmp/source
DEST_HOST_ CREDS=NC_SLCO_SSH:SYS
DEST_LOCATION=/scratch/sray/app/sray/cdb_tm/HR_TM_PDB6
DEST_CDB_TARGET=cdb_tm
DEST_CDB_TYPE=oracle_database
DEST_CDB_CREDS=NC_HOST_SYC:SYCO
DEST_PDB_NAME=HR_TM_PDB6
BACKUP_TYPE=0SIMAGE

Existing backup
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Uses an existing backup of the source PDB and creates a new PDB. The BACKUP_
TYPE parameter should specify the type of backup. The allowed values for
BACKUP_TYPE are OSIMAGE, RMAN and TAR. The EXISTING_BACKUP
parameter should specify the location with the backup name and EXISTING_
BACKUP_METADATA should specify the location and the metadata file name for
the backup.

Sample properties file:

SRC_PDB_TARGET=cdb_prod_PDB
SRC_HOST_CREDS=NC_HOST_SCY:SYCO

SRC_CDB_CREDS=NC_HOST_ SYC:SYCO
SRC_WORK_DIR=/tmp/source
DEST_HOST_CREDS=NC_SLCO_SSH:SYS
DEST_LOCATION=/scratch/sray/app/sray/cdb_tm/HR_TM_PDB6
DEST_CDB_TARGET=cdb_tm

DEST_CDB_TYPE=oracle_ database

DEST CDB_CREDS=NC_HOST SYC:SYCO
DEST_PDB_NAME=HR_TM_PDB6
EXISTING_BACKUP=/userl/pdbbackup/PDBl_Backup_14297779
EXISTING_BACKUP_METADATA=/userl/pdbbackup/PDBl_Backup_14297779/PDB1.xml
BACKUP_TYPE=RMAN

Note: To create a PDB backup, enter the verb emcli pdb_backup
-inputFile="loaction of file containing properties required
for taking backup of PDB", where the sample contents of the
properties file is as follows:

TARGET_HOST_LIST=xyz.abccorp.com
HOST_NORMAL_NAMED_CRED=XYZ_CRED:CRED_OWNER
SRC_CDB_NAMED_CRED=CDB1_CRED:CRED_OWNER
SRC_CDB_TARGET_NAME=CDB1

SRC_CDB_TARGET TYPE=oracle_database
SRC_PDB_TARGET_NAME=CDB1_PDB1
BACKUP_LOCATION=/userl/pdbbackup

WORK_DIR_LOCATION=/tmp
ORACLE_HOME_LOC=/scratch/dl121hmcasm/product/12.1.0/dbhome_1

s Unplug/plug

Unplugs the source PDB and creates a new PDB at the destination using the
unplugged source, and then plugs the source back. Both, EXISTING_BACKUP and
BACKUP_TYPE parameters should not be provided.

Sample properties file:

SRC_PDB_TARGET=cdb_prod_PDB
SRC_HOST_CREDS=NC_HOST_SCY:SYCO
SRC_CDB_CREDS=NC_HOST_SYC:SYCO
SRC_WORK_DIR=/tmp/source
DEST_HOST_CREDS=NC_SLCO_SSH:SYS
DEST_LOCATION=/scratch/sray/app/sray/cdb_tm/HR_TM_PDB6
DEST_CDB_TARGET=cdb_tm

DEST_CDB_TYPE=oracle_database
DEST_CDB_CREDS=NC_HOST_SYC:SYCO
DEST_PDB_NAME=HR_TM_PDB6
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Note: For all the 3 methods explained above, in case the destination
PDB data files location is ASM then add the parameter DEST_STAGE_
DIR who's value will be used as the destination while transferring the
source PDB data files. This parameter is optional, if it is not provided
a temporary directory will be used. For Linux systems the temporary
directory is /tmp.

15.5.2 Cloning Schema(s) from Oracle Cloud to a DB or PDB

You can clone a schema that is on Oracle Cloud to on-premise either as a database or
as a pluggable database using EM CLI verbs. To do so, follow the steps below:

1. Enter the EM CLI verb emcli describe_dbprofile_input -data_mode=EXPORT.
The output provides all profile creation input variables.

Note: Export is supported only for database and schema whereas
import is supported for both database and PDBs. This indicates that
the source should always be a database or schema and the destination
can either be a database or a PDB.

2. Use the input variables to create a properties file with values for all the variables.

3. Export data from the source database by creating a database profile. To do so,
enter the verb emcli create_dbprofile - input_file=data:<properties file
name along with path>.

Note: Use the properties file created in the previous step for this
verb.

Sample properties file:

ffmmmm e e e #
# SOURCE #
e #

REFERENCE_DATABASE=SS_TM_DB
REFERENCE_DATABASE_TYPE=oracle_database
REF_DB_CREDENTIALS=SYSDBA:SYS
REF_HOST_CREDENTIALS=AE_NC:SYS

o #
# DATA CONTENT DETAILS #
H i #

DATA_CONTENT_MODE=EXPORT
DATA_CONTENT=METADATA_AND_DATA

o #
# EXPORT DETAILS #
H i #

EXPORT . EXPORT_TYPE=SELECTED_SCHEMAS
EXPORT.SCHEMA_INCLUDE_LIST.O0=HR
EXPORT.SCHEMA_INCLUDE_LIST.1=PM
EXPORT . SCHEMA_INCLUDE_LIST.2=0E
EXPORT.SCHEMA_INCLUDE_LIST.3=IX
EXPORT.SCHEMA_INCLUDE_LIST.4=SH
EXPORT.SCHEMA_INCLUDE_LIST.5=BI
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EXPORT.DEGREE_OF_PARALLELISM=1
EXPORT.DUMP_DIRECTORY_LIST.O=directory=SCHEMAS_DUMP_DIR, file_
name=samplschemas.dmp,max_size=100
EXPORT.LOG_FILE_DIRECTORY=directory=SCHEMAS_DUMP_DIR, file_name=samplschemas.log

o #
# PROFILE DETAILS #
N Hb #

PROFILE_NAME=Export Dump of Sample schemasl0
PROFILE_VERSION=11.2.0.4.0

PROFILE_LOCATION=Database Provisioning Profiles/12.1.0.1.0/linux_x64/
WORKING_DIRECTORY=/tmp

4. Enter the verb to transfer data: emcli data_transfer -input_
file=data:/ul0l/files/data_trans.props.

Sample properties file:

o #
# SOURCE #
mmmm e #

SRC_HOST_CREDS=NC_HOST_SRAY
SOURCE_LOCATION=/tmp/newp/PDB_Backup_1428003803938
SRC_HOST=bl2.idc.example.com

o #
# DESTINATION #
mmmmmmm e #

DEST_HOST_CREDS=NC_HOST_SRAY
DEST_LOCATION=/scratch/sray/app3/sray/oradata/migda
DEST_HOST=slo.us.example.com

mmmmmmm e #
# HYBRID GATEAWAY / FORWARDER #
fom #

FORWARDER_HOST=slo.us.example.com
FORWARDER_CRED=ACD_NY:SYSCO
WORKING_DIRECTORY=/tmp

Note: Remove the Hybrid Gateway parameters if the SSH
connection exists between the source and the destination hosts.

5. Enter the verb to import data in to the destination database: emc1i dbimport
-input_file=data:/ul0l/files/dbimport.props.

Note: To clone the destination to database or pluggable database,
ensure you provide the required value in the DESTINATION_
TARGET_TYPE option in the properties file. For database, enter
oracle_database, and for PDB enter oracle_pdb.

Sample properties file:

fmmm e e e #
# DESTINATION #
e #

DESTINATION_TARGET=SS_OPC_DB
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DESTINATION_TARGET TYPE=oracle_database
DATABASE_CREDENTIAL=SYSDBA:SYS
HOST_NAMED_CREDENTIAL=AE_NC:SYS

ffmmmm e e e #
# PROFILE #
e #

PROFILE_LOCATION=Database Provisioning Profiles/12.1.0.1.0/linux_x64/Export
Dump of Sample schemasl0

ffmmmm e e e #
# SCHEMA DETAILS #
e #

REMAP_SCHEMA_LIST.O0=HR:HR

REMAP_ SCHEMA_LIST.1=0E:O0E
REMAP_SCHEMA_LIST.2=PM:PM
REMAP_SCHEMA_LIST.3=IX:IX
REMAP_SCHEMA_LIST.4=SH:SH
REMAP_SCHEMA_LIST.5=BI:BI
REMAP_TABLESPACE_LIST.0=EXAMPLE:MYTBSP1
REMAP_TABLESPACE_LIST.1=USERS:MYTBSP1
REMAP_TABLESPACE_LIST.2=SYSTEM:MYTBSP1
DEGREE_OF_PARALLELISM=1
DUMP_FILE_LIST.O=/scratch/ae/dumpdir/samplschemas.dmp
IMPORT LOG_FILE_DIRECTORY=DATA_ PUMP_DIR

15.5.3 Cloning a DB from Oracle Cloud to a DB or PDB

You can clone a database that is on Oracle Cloud to on-premise either as a database or
as a pluggable database using EM CLI verbs. To do so, follow the steps below:

1. Enter the EM CLI verb emcli describe_dbprofile_input -data_mode=EXPORT.
The output provides all profile creation input variables.

Note: Export is supported only for database and schema whereas
import is supported for both database and PDBs. This indicates that
the source should always be a database or schema and the destination
can either be a database or a PDB.

2. Use the input variables to create a properties file with values for all the variables.

3. Export data from the source database by creating a database profile. To do so,
enter the verb emcli create_dbprofile - input_file=data:<properties file
name along with path>.

Note: Use the properties file created in the previous step for this
verb.

Sample properties file:

e #
# SOURCE #
ffmmmm e e e #

REFERENCE_DATABASE=SS_TM_DB
REFERENCE_DATABASE_TYPE=oracle_database
REF_DB_CREDENTIALS=SYSDBA:SYS
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REF_HOST_CREDENTIALS=AE_NC:SYS

. i, i #
# DATA CONTENT DETAILS #
fmmmmm e e #

DATA_CONTENT_MODE=EXPORT
DATA_CONTENT=METADATA_AND_DATA

e #
# EXPORT DETAILS #
fmmmmm e e #

EXPORT.EXPORT_TYPE=FULL_DATABASE

EXPORT.DEGREE_OF_PARALLELISM=1
EXPORT.DUMP_DIRECTORY_LIST.O=directory=SCHEMAS_DUMP_DIR, file_
name=samplschemas.dmp, max_size=100
EXPORT.LOG_FILE_DIRECTORY=directory=SCHEMAS_DUMP_DIR, file_name=samplschemas.log

o mm e e #
# PROFILE DETAILS #
e #

PROFILE_NAME=Export Dump of Sample schemasl0
PROFILE_VERSION=11.2.0.4.0

PROFILE_LOCATION=Database Provisioning Profiles/12.1.0.1.0/linux_x64/
WORKING_DIRECTORY=/tmp

4. Enter the verb to transfer data: emcli data_transfer -input_
file=data:/ul0l/files/data_trans.props.

Sample properties file:

o #
# SOURCE #
mmmm e #

SRC_HOST_CREDS=NC_HOST_SRAY
SOURCE_LOCATION=/tmp/newp/PDB_Backup_1428003803938
SRC_HOST=bl2.idc.example.com

o #
# DESTINATION #
mmmmmmm e #

DEST_HOST_CREDS=NC_HOST_SRAY
DEST_LOCATION=/scratch/sray/app3/sray/oradata/migda
DEST_HOST=slo.us.example.com

mmmmmmm e #
# HYBRID GATEAWAY / FORWARDER #
fom #

FORWARDER_HOST=slo.us.example.com
FORWARDER_CRED=ACD_NY:SYSCO
WORKING_DIRECTORY=/tmp

Note: Remove the Hybrid Gateway parameters if the SSH
connection exists between the source and the destination hosts.

5. Enter the verb to import data in to the destination database: emc1i dbimport
-input_file=data:/ull/files/dbimport.props.
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Note: To clone the destination to database or pluggable database,
ensure you provide the required value in the DESTINATION_
TARGET_TYPE option in the properties file. For database, enter
oracle_database, and for PDB enter oracle_pdb.

Sample properties file:

o mm e e #
# DESTINATION #
e #

DESTINATION TARGET=SS_OPC_DB
DESTINATION_TARGET_TYPE=oracle_database
DATABASE_CREDENTIAL=SYSDBA:SYS
HOST_NAMED_CREDENTIAL=AE_NC:SYS

e #
# PROFILE #
fmmm e e e #

PROFILE_LOCATION=Database Provisioning Profiles/12.1.0.1.0/linux_x64/Export
Dump of Sample schemasl0

e #
# SCHEMA DETAILS #
fmmm e e e #

REMAP_SCHEMA_LIST.O0=HR:HR
REMAP_SCHEMA_LIST.1=0E:0E
REMAP_SCHEMA_LIST.2=PM:PM
REMAP_SCHEMA_LIST.3=IX:IX
REMAP_SCHEMA_LIST.4=SH:SH
REMAP_SCHEMA_LIST.5=BI:BI
REMAP_TABLESPACE_LIST.0=EXAMPLE:MYTBSP1
REMAP_TABLESPACE_LIST.1=USERS:MYTBSP1l
REMAP_TABLESPACE_LIST.2=SYSTEM:MYTBSP1
DEGREE_OF_PARALLELISM=1
DUMP_FILE_LIST.0=/scratch/ae/dumpdir/samplschemas.dmp
IMPORT_LOG_FILE_DIRECTORY=DATA_PUMP_DIR

15.6 Cloning Within Oracle Cloud

To clone a database or a pluggable database within Oracle Cloud, refer to the
following use cases::

s Cloning a PDB Within Oracle PaaS
s Cloning a DB Within Oracle PaaS

15.6.1 Cloning a PDB Within Oracle PaaS

To clone a pluggable database within Oracle Cloud, you can use either of the following
solutions:

= Section 14.3.1, "Creating a Full Clone Pluggable Database Using the Clone Wizard"
= Section 14.3.2, "Creating a Full Clone Pluggable Database Using EM CLI".
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15.6.2 Cloning a DB Within Oracle PaaS

To clone a database within Oracle Cloud, you can use either of the following solutions:
= Section 14.1.1, "Creating a Full Clone Database Using the Clone Wizard"
= Section 14.1.2, "Creating a Full Clone Database Using EM CLI".
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Creating Databases

This chapter explains how you can create databases using Oracle Enterprise Manager
Cloud Control (Cloud Control). In particular, this chapter covers the following:

»  Getting Started with Creating Databases

s Creating an Oracle Database

»  Creating Oracle Real Application Clusters Database

s Creating Oracle Real Application Clusters One Node Database

Note: This chapter also provides information about creating
single-instance, Oracle Real Application Clusters (Oracle RAC), and
Oracle Real Application Clusters One Node (Oracle RAC One Node)
container databases.

You can create a container database on a host only if Oracle Database
12c Release 1 (12.1), or higher, is installed on the host. For more
information on container databases, view Oracle Database
Administrator’s Guide.

16.1 Getting Started with Creating Databases

This section helps you get started with this chapter by providing an overview of the
steps involved in creating databases. Consider this section to be a documentation map
to understand the sequence of actions you must perform to successfully create a
database using Cloud Control. Click the reference links provided against the steps to
reach the relevant sections that provide more information.

Table 16-1 Getting Started with Creating Oracle Databases

Step Description Reference Links

Step 1 Selecting the Use Case s Tolearn about creating Oracle Single

. Instance Database, see Section 16.2.
This chapter covers a few use cases

for creating databases. Select the use =  To learn about creating Oracle RAC
case that best matches your Database, see Section 16.3.

requirements. = Tolearn about creating Oracle RAC

One Node Database, see Section 16.4.
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Table 16-1 (Cont.) Getting Started with Creating Oracle Databases

Step Description Reference Links
Step 2 Meeting the Prerequisites s Tolearn about prerequisites in
creating Oracle Database, see

Before you run any Deployment Section 16.2.1.
Procedure, you must meet the o
prerequisites, such as setting up of = Tolearn about prerequisites in
the provisioning environment, creating Oracle RAC Database, see
applying mandatory patches, and Section 16.3.2.

setting up of Oracle Software Library. ,  Tg learn about prerequisites in
creating Oracle RAC One Node
Database, see Section 16.4.1.

To create Single Instance Database,

Step 3 Running the Deployment Procedure
see Section 16.2.2.

Run the Deployment Procedure to
successfully create the database. s To create Oracle RAC Database, see

Section 16.3.2.

s To create Oracle RAC One Node
Database, see Section 16.4.2.

16.2 Creating an Oracle Database

This section provides information about creating an Oracle Database (also called
single-instance database).

Important: You can also use the information provided in this section
to create a single-instance container database.

You can create a container database on a host only if Oracle Database
12¢ Release 1 (12.1), or higher, is installed on the host. For more
information on container databases, view Oracle Database
Administrator’s Guide.

This section covers the following:
»  Prerequisites for Creating an Oracle Database

»  Procedure for Creating an Oracle Database

16.2.1 Prerequisites for Creating an Oracle Database

To create single-instance databases using Cloud Control, ensure that you meet the
following prerequisites:

1. Ensure that you meet the infrastructure requirements explained in Chapter 2.

2. Ensure that you have created and stored a database template in the Software
Library or Oracle Home. For information about creating database templates, see
Section 4.3.8.

3. Oracle Home for the database you want to create must be installed and you need
to have credentials of the owner of the Oracle Home. If the Create Database
wizard is launched from the Provision Database deployment procedure wizards,
the Oracle Home need not be installed earlier. In such cases, the validations for
Oracle Home will be skipped during the procedure interview and will be
performed during execution of the deployment procedure.
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The database plug-in that supports the corresponding database version should be
deployed on OMS and Agent. For information about deploying plug-ins, see
Oracle Enterprise Manager Cloud Control Administrator’s Guide.

Ensure that you have sufficient space to create the database, and that you have
write permissions to the recovery file location.

If you are using a template from the Software Library for database creation, you
must have Write permission to the Staging Location.

If you are using Automatic Storage Management (ASM) as storage, ASM instances
and diskgroups must be configured prior to creating database.

The Cloud Control user creating the database template must have CONNECT_
ANY_TARGET privilege in Cloud Control.

16.2.2 Procedure for Creating an Oracle Database

To create an Oracle database, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

In the Database Provisioning page, select the Create Oracle Database Deployment
Procedure and click Launch. The Create Oracle Database wizard is launched.

In the Database Version and Type page, select the database Version and select
Oracle Single Instance Database.

In the Hosts section, specify hosts and Oracle Home to provision the database. You
can also specify Host Credentials and Common Oracle Home across all hosts. The
Host Credentials can be Named or Preferred Credentials.

Click the plus (+) icon to add the host. Select the host and specify Oracle Home.
Select Host Credentials or add new. Click the plus icon to add new credentials
and specify User Name, Password, and Run Privileges and save the credentials.

Click Next.

In the Database Template page, choose the database template location. The
location can be Software Library or Oracle Home. The template selected must be
compatible with the selected Oracle Home version.

If you have selected Software Library, click on the search icon and select the
template from the Software Library. Specify Temporary Storage Location on
Managed Host(s). This location must exist on all hosts where you want to create
the database.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you have selected Oracle Home, select the template from the Oracle Home. The
default location is ORACLE_HOME/assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Identification and Placement page, specify database configuration details.
Specify Global Database Name and SID prefix.
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In the Database Consolidation section, select Create As Container Database if you
want to create a container database. By default, an empty container database is
created. If you want to add one or more pluggable databases to that container
database, then select Create a Container Database with one or more PDBs, and
set the number of PDBs.

If you choose to create multiple PDBs, then the unique name you enter here is
used as a prefix for all the cloned PDBs, and the suffix is a numeric value that
indicates the count of PDBs.

For example, if you create five PDBs with the name accountsPDB, then the PDBs
are created with the names accountsPDB1, accountsPDB2, accountsPDB3,
accountsPDB4, and accountsPDB5.

Specify the Database Credentials for SYS, SYSTEM, and DBSNMP database
accounts.

For database version 12.1 or higher, for Microsoft Windows operating systems, the
database services will be configured for the Microsoft Windows user specified
during Oracle home installation.This user will own all services run by Oracle
software. In the Oracle Home Windows User Credentials section, specify the host
credentials for the Microsoft Windows user account to configure database services.
Select existing named credentials or specify new credentials. To specify new
credentials, provide the user name and password. You can also save these
credentials and set them as preferred credentials.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

Note:

= SID must be unique for a database on a host. This means, the SID
assigned to one database on a host cannot be reused on another
database on the same host, but can be reused on another database
on a different host. For example, if you have two databases (db1
and db2) on a host (host1), then their SIDs need to be unique.
However, if you install the third database on another host (host2),
then its SID can be db1 or db2.

= Global database name must be unique for a database on a host
and also unique for databases across different hosts. This means,
the global database name assigned to one database on a host can
neither be reused on another database on the same host nor on
another database on a different host. For example, if you have two
databases (db1 and db2) on a host (host1), then their global
database names need to be unique. And if you install the third
database on another host (host2), the global database name of
even this database must be unique and different from all other
names registered with Cloud Control.

s The database credentials you specify here will be used on all the
destination hosts. However, after provisioning, if you want to
change the password for any database, then you must change it
manually.
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In the Storage Locations page, select the storage type, whether File System or
Automatic Storage Management (ASM).

If you want to use a file system, then select File System and specify the full path to
the location where the data file is present. For example, $0RACLE_BASE%/oradata
or /u0l/product/db/oradata.

If you want to use ASM, then select Automatic Storage Management (ASM), and
click the torch icon to select the disk group name and specify ASMSNMP
password. The Disk Group Name List window appears and displays the disk
groups that are common on all the destination hosts.

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored.

= Select Use Database File Locations from Template to select defaults from the
template used.

s Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use same storage type as database
files location to use the same storage type for recovery files as database files.
Select Use Flash Recovery Area and specify the location for recovery-related files
and Fast Recovery Area Size.

Select Enable Archiving to enable archive logging. Click Specify Archive Log
Locations and specify upto nine archive log locations. If the log location is not
specified, the logs will be saved in the default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.
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10.

11.

Click Next.

In the Additional Configuration Options, all the available listeners running from
the Oracle Home and Grid Infrastructure listeners are listed. You can either select a
listener or create a new one. You can select multiple listeners to register with the
database. To create a new listener, specify the Listener Name and Port. Select
database schemas and specify custom scripts, if any. Select custom scripts from the
host where you are creating the database or from Software Library. If you have
selected multiple hosts, you can specify scripts only from Software Library.

If you have selected a Structure Only database template in the Database Template
page, you can also view and edit database options.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Schedule page, specify a Deployment Instance name and a schedule for the
deployment. If you want to run the procedure immediately, then retain the default
selection, that is Immediately. If you want to run the procedure later, then select
Later and provide time zone, start date, and start time details. Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.
Click Analyze to check for prerequisites and to ensure that all the necessary
requirements for provisioning are met.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

16.3 Creating Oracle Real Application Clusters Database

This section provides information about creating Oracle Real Application Clusters
Database.

Important: You can also use the information provided in this section
to create a Oracle Real Application Clusters container database.

You can create a container database on a host only if Oracle Database
12c¢ Release 1 (12.1), or higher, is installed on the host. For more
information on container databases, view Oracle Database
Administrator’s Guide.

This section covers the following;:

Prerequisites for Creating an Oracle Real Application Clusters Database

Procedure for Creating an Oracle Real Application Clusters Database

16.3.1 Prerequisites for Creating an Oracle Real Application Clusters Database

To create an Oracle RAC databases using Cloud Control, ensure that you meet the
following prerequisites:
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Ensure that you meet the mandatory infrastructure requirements explained in
Chapter 2.

Ensure that you have created and stored the database template in the Software
Library or Oracle Home. For information about creating database templates, see
Section 4.3.8.

Oracle Home for the database you want to create must be installed and you need
to have credentials of the owner of the Oracle Home. If the Create Database
wizard is launched from the Provision Database deployment procedure wizards,
the Oracle Home need not be installed earlier. In such cases, the validations for
Oracle Home will be skipped during the procedure interview and will be
performed during execution of the deployment procedure.

The database plug-in that supports the corresponding database version should be
deployed on OMS and Agent. For information about deploying plug-ins, see
Oracle Enterprise Manager Cloud Control Administrator’s Guide.

Ensure that you have sufficient space to create the database, and that you have
write permissions to the recovery file location.

If you are using a template from the Software Library for database creation, you
must have Write permission to the Staging Location.

If you are creating Oracle Real Application Clusters database, you must have Grid
Infrastructure installed and configured. If the Create Database wizard is launched
from the Provision Database deployment procedure wizards, Grid Infrastructure
need not be installed and configured. In such cases, the validations for Grid
Infrastructure will be skipped during the procedure interview and will be
performed during execution of the deployment procedure.

If you are using Automatic Storage Management (ASM) as storage, ASM instances
and diskgroups must be configured prior to creating database.

The Cloud Control user creating the database template must have CONNECT_
ANY_TARGET privilege in Cloud Control.

16.3.2 Procedure for Creating an Oracle Real Application Clusters Database

To create an Oracle Real Application Clusters (Oracle RAC) database, follow these
steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

In the Database Provisioning page, select the Create Oracle Database Deployment
Procedure and click Launch. The Create Oracle Database wizard is launched.

In the Database Version and Type page, select the database Version and select
Oracle Real Application Clusters (Oracle RAC) Database.

In the Cluster section, select the Cluster and Oracle Home. Select a reference host
to perform validations to use as reference to create database on the cluster.

Select Cluster Credentials or add new. Click the plus icon to add new credentials
and specify User Name, Password, and Run Privileges and save the credentials.

Click Next.

In the Database Template page, choose the database template location. The
location can be Software Library or Oracle Home. The template selected must be
compatible with the selected Oracle Home version.
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If you have selected Software Library, click on the search icon and select the
template from the Software Library. Specify Temporary Storage Location on
Managed Host(s). This location must be present on the reference node that you
selected earlier.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you have selected Oracle Home, select the template from the Oracle Home. The
default location is ORACLE_HOME/ assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

5. In the Identification and Placement page, select the type of Oracle RAC database,
whether Policy Managed or Admin Managed. Also, specify Global Database
Name and SID prefix.

For admin-managed database, select nodes on which you want to create the
cluster database. You must specify the node selected as the reference node in the
Database Version and Type page.

For policy-managed database, select the server pools to be used for creating the
database, from the list of existing server pools, or choose to create a new server
pool. Policy-managed databases can be created for database versions 11.2 and
higher. For database versions lower than 11.2, you will need to select nodes to
create the Oracle RAC database.

In the Database Consolidation section, select Create As Container Database if you
want to create a container database. By default, an empty container database is
created. If you want to add one or more pluggable databases to that container
database, then select Create a Container Database with one or more PDBs, and
set the number of PDBs.

If you choose to create multiple PDBs, then the unique name you enter here is
used as a prefix for all the cloned PDBs, and the suffix is a numeric value that
indicates the count of PDBs.

For example, if you create five PDBs with the name accountsPDB, then the PDBs
are created with the names accountsPDB1, accountsPDB2, accountsPDB3,
accountsPDB4, and accountsPDB5.

Specify the Database Credentials for SYS, SYSTEM, and DBSNMP.

For database version 12.1 or higher, for Microsoft Windows operating systems, the
database services will be configured for the Microsoft Windows user specified
during Oracle home installation.This user will own all services run by Oracle
software. In the Oracle Home Windows User Credentials section, specify the host
credentials for the Microsoft Windows user account to configure database services.
Select existing named credentials or specify new credentials. To specify new
credentials, provide the user name and password. You can also save these
credentials and set them as preferred credentials.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

6. In the Storage Locations page, select the storage type, whether File System or
Automatic Storage Management (ASM).
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In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored. These locations must be
on shared storage such as cluster file system location or ASM diskgroups.

= Select Use Database File Locations from Template to select defaults from the
template used.

s Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use Flash Recovery Area and specify
the location for recovery-related files and Fast Recovery Area Size.

In the Archive Log Settings section, select Enable Archiving to enable archive
logging. In the Specify Archive Log Locations, you can specify up to nine archive
log locations. If the log location is not specified, the logs will be saved in the
default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Additional Configuration Options page, select custom scripts from the
Software Library. If you have selected a Structure Only database template in the
Database Template page, you can also view and edit database options.

Click on the Lock icon to lock the field. Click Next.

In the Schedule page, specify a Deployment Instance name and a schedule for the
deployment. If you want to run the procedure immediately, then retain the default
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selection, that is Immediately. If you want to run the procedure later, then select
Later and provide time zone, start date, and start time details. Click Next.

10. In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.
Click Analyze to check for prerequisites and to ensure that all the necessary
requirements for provisioning are met.

11. In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.

16.4 Creating Oracle Real Application Clusters One Node Database

This section provides information about creating Oracle Real Application Clusters One
Node Database (also called as Oracle RAC One Node Database).

Important: You can also use the information provided in this section
to create a Oracle Real Application Clusters One Node container
database.

You can create a container database on a host only if Oracle Database
12c¢ Release 1 (12.1), or higher, is installed on the host. For more
information on container databases, view Oracle Database
Administrator’s Guide.

This section covers the following;:
= Prerequisites for Creating an Oracle RAC One Node Database

s Procedure for Creating an Oracle Real Application Clusters One Node Database

16.4.1 Prerequisites for Creating an Oracle RAC One Node Database

To create an Oracle RAC One databases using Cloud Control, ensure that you meet the
following prerequisites:

1. Ensure that you meet the infrastructure requirements explained in Chapter 2.

2. Ensure that you have created and stored the database template in the Software
Library or Oracle Home. For information about creating database templates, see
Section 4.3.8.

3. Oracle Home for the database you want to create must be installed and you need
to have credentials of the owner of the Oracle Home. If the Create Database
wizard is launched from the Provision Database deployment procedure wizards,
the Oracle Home need not be installed earlier. In such cases, the validations for
Oracle Home will be skipped during the procedure interview and will be
performed during execution of the deployment procedure.

4. The database plug-in that supports the corresponding database version should be
deployed on OMS and Agent. For information about deploying plug-ins, see
Oracle Enterprise Manager Cloud Control Administrator’s Guide.
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Ensure that you have sufficient space to create the database, and that you have
write permissions to the recovery file location.

If you are using a template from the Software Library for database creation, you
must have Write permission to the Staging Location.

If you are creating Oracle Real Application Clusters database, you must have Grid
Infrastructure installed and configured. If the Create Database wizard is launched
from the Provision Database deployment procedure wizards, Grid Infrastructure
need not be installed and configured. In such cases, the validations for Grid
Infrastructure will be skipped during the procedure interview and will be
performed during execution of the deployment procedure.

If you are using Automatic Storage Management (ASM) as storage, ASM instances
and diskgroups must be configured prior to creating database.

The Cloud Control user creating the database template must have CONNECT_
ANY_TARGET privilege in Cloud Control.

16.4.2 Procedure for Creating an Oracle Real Application Clusters One Node Database

To create an Oracle Real Application Clusters One Node database, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning.

In the Database Provisioning page, select the Create Oracle Database Deployment
Procedure and click Launch. The Create Oracle Database wizard is launched.

In the Database Version and Type page, select the database Version and select
Oracle RAC One Node Database.

In the Cluster section, select the cluster and Oracle Home. Select a reference host to
perform validations to use as reference to create database on the cluster.

Select Cluster Credentials or add new. Click the plus icon to add new credentials
and specify User Name, Password, and Run Privileges and save the credentials.

Click Next.

In the Database Template page, choose the database template location. The
location can be Software Library or Oracle Home. The template selected must be
compatible with the selected Oracle Home version.

If you have selected Software Library, click on the search icon and select the
template from the Software Library. Specify Temporary Storage Location on
Managed Host(s). This location must be present on the reference node that you
selected earlier.

Click Show Template Details to view details of the selected template. You can
view initialization parameters, table spaces, data files, redo log groups, common
options, and other details of the template.

If you have selected Oracle Home, select the template from the Oracle Home. The
default location is ORACLE_HOME/assistants/dbca/templates.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Identification and Placement page, select nodes on which you want to create
the cluster database. Specify Global Database Name and SID prefix. Select the
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type of Oracle RAC database, whether Policy Managed or Admin Managed.
Specify the Service Name.

In the Database Consolidation section, select Create As Container Database if you
want to create a container database. By default, an empty container database is
created. If you want to add one or more pluggable databases to that container
database, then select Create a Container Database with one or more PDBs, and
set the number of PDBs.

If you choose to create multiple PDBs, then the unique name you enter here is
used as a prefix for all the cloned PDBs, and the suffix is a numeric value that
indicates the count of PDBs.

For example, if you create five PDBs with the name accountsPDB, then the PDBs
are created with the names accountsPDB1, accountsPDB2, accountsPDB3,
accountsPDB4, and accountsPDB5.

Specify the Database Credentials for SYS, SYSTEM, and DBSNMP database
accounts.

For database version 12.1 or higher, for Microsoft Windows operating systems, the
database services will be configured for the Microsoft Windows user specified
during Oracle home installation.This user will own all services run by Oracle
software. In the Oracle Home Windows User Credentials section, specify the host
credentials for the Microsoft Windows user account to configure database services.
Select existing named credentials or specify new credentials. To specify new
credentials, provide the user name and password. You can also save these
credentials and set them as preferred credentials.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

6. In the Storage Locations page, select the storage type, whether File System or
Automatic Storage Management (ASM).

In the Database Files Location section, specify the location where data files,
temporary files, redo logs, and control files will be stored.

= Select Use Database File Locations from Template to select defaults from the
template used.

s Select Use Common Location for All Database Files to specify a different
location.

If you select Use Oracle Managed Files (OMF), in the Multiplex Redo Logs
and Control Files section, you can specify locations to store duplicate copies of
redo logs and control files. Multiplexing provides greater fault-tolerance. You
can specify upto five locations.

In the Recovery Files Location section, select Use Flash Recovery Area and specify
the location for recovery-related files and Fast Recovery Area Size.

In the Archive Log Settings section, select Enable Archiving to enable archive
logging. In the Specify Archive Log Locations, you can specify up to nine archive
log locations. If the log location is not specified, the logs will be saved in the
default location.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.
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10.

11.

In the Initialization Parameters page, select the memory management type as
Automatic Memory Management or Automatic Shared Memory Management.
Select Specify Memory Settings as Percentage of Available Memory to specify
memory settings as percentage of available physical memory. For Automatic
Shared Memory management, specify Total SGA and Total PGA. For Automatic
Memory Management, specify Total Memory for Oracle.

In the Database sizing section, specify the Block Size and number of Processes. If
you have selected a database template with datafiles in the Database Template
page, you cannot edit the Block Size.

Specify the Host CPU Count. The maximum CPU count that can be specified is
equal to the number of CPUs present on the host.

In the Character Sets section, select the default character set. The default character
set is based on the locale and operating system.

Select a national character set. The default is AL16UTF16.

In the Database Connection Mode section, select the dedicated server mode. For
shared server mode, specify the number of shared servers.

Click on the Lock icon to lock the fields you have configured. These fields will not
be available for editing in the operator role.

Click Next.

In the Additional Configuration Options page, select custom scripts from the
Software Library. If you have selected a Structure Only database template in the
Database Template page, you can also view and edit database options. Click on the
Lock icon to lock the field. Click Next.

In the Schedule page, specify a Deployment Instance name and a schedule for the
deployment. If you want to run the procedure immediately, then retain the default
selection, that is Immediately. If you want to run the procedure later, then select
Later and provide time zone, start date, and start time details. Click Next.

In the Review page, review the details you have provided for the deployment
procedure and if you are satisfied with the details, then click Finish to run the
deployment procedure according to the schedule set. If you want to modify the
details, then click Back repeatedly to reach the page where you want to make the
changes. Click Save to save the deployment procedure for future deployment.
Click Analyze to check for prerequisites and to ensure that all the necessary
requirements for provisioning are met.

In the Procedure Activity page, view the status of the execution of the job and
steps in the deployment procedure. Click the Status link for each step to view the
details of the execution of each step. You can click Debug to set the logging level
to Debug and click Stop to stop the procedure execution.
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Managing Pluggable Databases

This chapter explains how you can manage pluggable databases (PDBs) using Oracle
Enterprise Manager Cloud Control (Cloud Control). In particular, this chapter covers
the following:

»  Getting Started With Managing Pluggable Databases
s Overview of Managing Pluggable Databases

= Provisioning Pluggable Databases

= Removing Pluggable Databases

= Viewing Pluggable Database Job Details

»  Administering Pluggable Databases

17.1 Getting Started With Managing Pluggable Databases

This section helps you get started with this chapter by providing an overview of the
steps involved in creating a new pluggable database (PDB), cloning a PDB, migrating a
non-container database (CDB) as a PDB, unplugging a PDB, and deleting PDBs.
Consider this section to be a documentation map to understand the sequence of
actions you must perform to successfully perform these tasks using Cloud Control.
Click the reference links provided against the steps to reach the relevant sections that
provide more information.

Table 17-1 Getting Started with Managing Pluggable Databases

Step Description Reference Links

Step 1 Obtaining an Overview To obtain a conceptual overview of PDBs,

. . see Section 17.2.
Obtain a conceptual overview of

PDBs.
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Table 17-1 (Cont.) Getting Started with Managing Pluggable Databases

Step Description Reference Links

Step 2 Selecting the Use Case

Among the following use cases,
select the one that best matches your
requirement:

= Creating a new PDB

= Plugging in an unplugged PDB
= Cloning a PDB

= Migrating a non-CDB as a PDB

= Unplugging and dropping a
PDB

s Deleting PDBs
Step 3 Meeting the Prerequisites = To meet the prerequisites for creating

. anew PDB, see Section 17.3.1.1.
Meet the prerequisites for the
selected use case. = To meet the prerequisites for

plugging in an unplugged PDB, see
Section 17.3.2.1.

= To meet the prerequisites for cloning
a PDB, see Section 17.3.3.1.

= To meet the prerequisites for
migrating a non-CDB as a PDB, see
Section 17.3.4.1.

= To meet the prerequisites for
unplugging and dropping a PDB, see
Section 17.4.1.1.

= To meet the prerequisites for deleting
PDBs, see Section 17.4.2.1.

Step 4 Following the Procedure »  Tocreate a new PDB, see

Section 17.3.1.2.
Follow the procedure for the selected
use case. = To plug in an unplugged PDB, see

Section 17.3.2.2.
s To clone a PDB, see Section 17.3.3.2.

= To migrate a non-CDB as a PDB, see
Section 17.3.4.2.

s Tounplug and drop a PDB, see
Section 17.4.1.2.

s To delete PDBs, see Section 17.4.2.2.

17.2 Overview of Managing Pluggable Databases

An Oracle Database can contain a portable collection of schemas, schema objects, and
nonschema objects, that appear to an Oracle Net client as a separate database. This
self-contained collection is called a pluggable database (PDB). A multitenant container
database (CDB) is a database that includes one or more PDBs. Oracle Database 12c
Release 1 (12.1) and later versions allow you to create many PDBs within a single CDB.
Applications that connect to databases view PDBs and earlier versions of Oracle
Database (earlier than 12.1) in the same manner.

Cloud Control enables administrators to manage the entire PDB lifecycle, including
provisioning CDBs, provisioning PDBs (from the seed or from an unplugged PDB),
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cloning existing PDBs, migrating non-CDBs as PDBs, unplugging PDBs, and deleting
PDBs.

Important: To manage the PDB lifecycle using Cloud Control, you
must have the 12.1.0.3 Enterprise Manager for Oracle Database
plug-in, or a later version, deployed. To delete PDBs using Cloud
Control, you must have the 12.1.0.5 Enterprise Manager for Oracle
Database plug-in deployed.

For information on how to deploy a plug-in and upgrade an existing
plug-in, see Oracle Enterprise Manager Cloud Control Administrator’s
Guide.

Figure 17-1 provides a graphical overview of how you can manage the PDB lifecycle
in Cloud Control.

Figure 17-1 Managing Pluggable Databases
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PDBs
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For more information about PDBs and CDBs, see the Managing Pluggable Databases
part in Oracle Database Administrator’s Guide.

17.3 Provisioning Pluggable Databases

You can provision PDBs by creating a new PDB within a CDB, by cloning an existing
PDB, or by migrating existing non-CDBs to a CDB as PDBs. You can also use
unplugged PDBs for provisioning, by plugging them into a CDB.

This section provides information about provisioning a PDB using the Cloud Control
console. In particular, it contains the following:

»  Creating a New Pluggable Database

s Plugging In an Unplugged Pluggable Database
= Cloning a Pluggable Database

=  Migrating a Non-CDB as a Pluggable Database

Note: You can also provision PDBs using EM CLI. For information
on how to do so, see Section A.4.4.

Managing Pluggable Databases 17-3



Provisioning Pluggable Databases

17.3.1 Creating a New Pluggable Database

This section provides information about creating a new PDB using Cloud Control. In
particular, it contains the following:

»  Prerequisites for Creating a New Pluggable Database

s Creating a New Pluggable Database

17.3.1.1 Prerequisites for Creating a New Pluggable Database

Before creating a new PDB using Cloud Control, ensure that you meet the following
prerequisites:

»  Oracle Software Library (Software Library) must be set up in Cloud Control.

For information on how to set up Software Library in Cloud Control, see
Section 2.2.

s The CDB within which you want to create a PDB must exist, and must be a Cloud
Control target.

Note: For information on how to create a new CDB, see Chapter 16.

s The CDB (within which you want to create a PDB) must not be in read-only,
upgrade, or downgrade mode.

»  The target host user must be the owner of the Oracle home that the CDB (within
which you want to create the PDB) belongs to.

17.3.1.2 Creating a New Pluggable Database
To create a new PDB in a CDB using Cloud Control, follow these steps:
1. From the Enterprise menu, select Provisioning and Patching, then select

Database Provisioning. In the Database Provisioning page, in the Related Links
section of the left menu pane, click Provision Pluggable Databases.

Note: You can also access the Provision Pluggable Database Console
from the home page of the CDB. To do so, in the CDB’s home page,
from the Oracle Database menu, select Provisioning, then select
Provision Pluggable Database.

2. In the Provision Pluggable Database Console, under the Container Database
section, select the CDB within which you want to create new PDBs.

Note: Skip this step if you have accessed the Provision Pluggable
Database Console from the CDB’s home page.

3. In the PDB Operations section, select Create New Pluggable Databases.
4. Click Launch.
Figure 17-2 displays the Provision Pluggable Database Console.
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Figure 17-2 Provision Pluggable Database Console
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Note: You will be prompted to log in to the database if you have not
already logged in to it through Enterprise Manager. Make sure you log
in using sysdba user account credentials.

5. In the Creation Options page of the Create Pluggable Database Wizard, in the
Pluggable Database Creation Options section, select Create a New PDB.

6. In the Container Database Host Credentials section, select or specify the target
CDB Oracle home owner host credentials. If you have already registered the
credentials with Enterprise Manager, you can select Preferred or Named.
Otherwise, you can select New and enter the credentials.

Figure 17-3 displays the Creation Options page.

Figure 17-3 Creating a New Pluggable Database: Creation Options Page
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(¥ HOTE Host credentials are required to perform validations and initiate PDB creation on the CDB host or duster.

7. Click Next.
8. In the Identification page, enter a unique name for the PDB you are creating.

If you prefer to create more than one PDB in this procedure, then select Create
Multiple Copies, and set the number of PDBs that you want to create. Note that
you can create a maximum of 252 PDBs within a CDB.
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Note: If you choose to create multiple PDBs, then the unique name
you enter here is used as a prefix for all PDBs, and the suffix is a
numeric value that indicates the count of PDBs.

For example, if you create five PDBs with the name accountsPDB,
then the PDBs are created with the names accountsPDB1,
accountsPDB2, accountsPDB3, accountsPDB4, and accountsPDB5.

9. In the PDB Administrator section, enter the credentials of the admin user account
you need to create for administering the PDB.

Figure 17—4 displays the Identification page.

Figure 17-4 Creating a New Pluggable Database: Identification Page

1 cdbam (Container Database) @

Creation Options Identification Storage Sched
Create Pluggable Database : Identification

PDB Hame

A PDB name uniquely identifies a PDB in a CDB. The PDE name is also used as a service name and it is recommended to be unique across all CDBs on a host or duster,

| * PDB Mame | prov_pdb |

| || Create Multiple Copies I

Number of Copies 2E

(& NOTE For multiple copies, PDB name is generated by appending sequence number (<PDB Name »#)
PDB Administrator

%A PDB administrator is a local user with privileges to administer a PDB.

Create PDB Administrator

Username | PDBADMIN
Password

Confirm Password

Note: If you choose to create multiple PDBs, then an admin user
account is created for each PDB that you create, with the same set of
the specified credentials.

10. Click Next.

11. In the Storage page, in the PDB Datafile Locations section, select the type of
location where you want to store the datafiles.

»  If the target CDB (CDB in which you are creating the PDB) is enabled with Oracle
Managed Files and if you want to use the same, then select Use Oracle
Managed Files (OMF).

= If you want to enter a custom location, then select Use Common Location for
PDB Datafiles. Select the storage type and the location where the datafiles can
be stored.

12. In the Temporary Working Directory section, enter a location where the temporary
files generated during the PDB creation process can be stored.

13. In the Post-Creation Scripts section, select a custom SQL script you want to run as
part of this procedure, once the PDB is created.

Figure 17-5 displays the Storage page.
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Figure 17-5 Creating a New Pluggable Database: Storage Page

4 cdbam (Container Database) @

Creation Options Identification Storage Schedule
¥
Create Pluggable Database : Storage

PDB Datafile Locations
Select the starage locations for the PDB(s) to be created.

Use Orade Managed Files (OMF)
@ Use Common Location for PDB Datafiles

Storage Type | File System [=]

Location /scratch/userl1/app/userl1 /oradata/cdbam/prov_pdb Q

Temporary Working Directory

Specify the location to store temporary files generated during PDE creation.

Temporary Location | ftmp Q

Post-Creation Scripts

Specify a custom SQL script to be executed after the PDB creation. Optionally, you may select the components from Software Library that contain the custom scripts.

] Select from Software Library

SQL Saipt Q,  Reset

14. Click Next.

15. In the Schedule page, enter a unique deployment procedure instance name and a
schedule for the deployment. The instance name you enter here helps you identify
and track the progress of this procedure on the Procedure Activity page.

If you want to run the procedure immediately, then retain the default selection,
that is, Immediately. Otherwise, select Later and provide time zone, start date,
and start time details.

You can optionally set a grace period for this schedule. A grace period is a period
of time that defines the maximum permissible delay when attempting to run a
scheduled procedure. If the procedure does not start within the grace period you
have set, then the procedure skips running. To set a grace period, select Grace
Period, and set the permissible delay time.

Figure 17-6 displays the Schedule page.

Figure 17-6 Creating a New Pluggable Database: Schedule Page

# cdbam (Container Database) @

CrEahwnDpu% Identification Storage Schedule Review

Create Pluggable Database : Schedule

I Deployment Instance | CreatePluggableDatabase_1381225684

Schedule

Start (@) Immediately () Later

Grace Period [ Do not run if it cannot start within 1[5 [hours of the scheduled start time

16. Click Next.

17. In the Review page, review the details you have provided for the deployment
procedure. If you are satisfied with the details, click Submit.

If you want to modify the details, then click Back repeatedly to reach the page
where you want to make the changes.

Figure 17-7 displays the Review page.
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Figure 17-7 Creating a New Pluggable Database: Review Page

t:i cdbam (Container Database) @

Creation Options Identification Storage Schedule Review

Create Pluggable Database : Review

General
Cantainer Database Name
Pluggable Database
PDB Admiristrator
Pluggable Database Creation Options
Host Name
Host Credentials

cdbam

prov_pdb
PDBADMIN

Seed FDB

abe. example.com
NC_HOST_USERDT

Create as Clone No
Lock All Existing PDB Users Ho
Storage
Use Orade Managed Files (OMF) No
Location /scratch/userD/app/userl/oradata /cdbam/prov
Storage Type File System

18. In the Procedure Activity page, view the status of the procedure. From the
Procedure Actions menu, you can select Debug to set the logging level to Debug,
and select Stop to stop the procedure execution.

Figure 17-8 displays the Procedure Activity page.

Figure 17-8 Creating a New Pluggable Database: Procedure Activity Page

ﬁrocedure Activity: CreatePluggableDatabase_ 1381224688
> /% Elapsed Time: 3 minutes, 22 seconds

Procedure Steps
View + Show | All Steps [+]  mitialzation x Pluggable Databases Creatian X
Select|Name [Type status| | o gt
@] mitislizati Computation: %
o o e i = Type Computational StartDate Oct8, 2013 2:31:43 AM PDT
] Computation: ¥
VI stopictbr s atin kel L Elapsed Tme 20 seconds Completed Date Oct 8, 2013 2:32:03 AM PDT
[F]  Source PDE Snapshot Creation Dynamic Proc
] Post Snapshot Creation Computation. ¢* Step: Evaluate expression (Succeeded)
[C] Clone Data Preparation Computation: %" StartDate Oct8, 2013 2:31:43 AMPDT
[Tl Target Storage Data Preparation Computation: %" Completed Date  Oct 8, 2013 2:32:03 AM PDT
[ Pre PDB Clane Steps Execution Roling ¥ » o
S Pluggable Database Identification wvalidation succeeded
[#] & Pluggable Databases Creation Parallel 4
=] Fost PDB Clone Steps Execution Computation: % Success:

datzbasze name check

Pluggable database admin user check succeeded.

Pluggable Database Storage validation succeeded

Success:
/oradbocfs/oradata/ is shared across the cluster nodes.

a

Step: Initialization has been executed successfully

When you create a new PDB, the Enterprise Manager job system creates a Create
Pluggable Database job. For information about viewing the details of this job, see
Section 17.5.1.

17.3.2 Plugging In an Unplugged Pluggable Database

This section provides information about plugging in an unplugged PDB into a CDB,
using Cloud Control. In particular, it contains the following:

»  Prerequisites for Plugging In an Unplugged Pluggable Database
= Plugging In an Unplugged Pluggable Database
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17.3.2.1 Prerequisites for Plugging In an Unplugged Pluggable Database

Before plugging in an unplugged PDB using Cloud Control, ensure that you meet the
following prerequisites:

Oracle Software Library (Software Library) must be set up in Cloud Control.

For information on how to set up Software Library in Cloud Control, see
Section 2.2.

The target CDB (the CDB within which you want to plug in the unplugged PDB)
must exist, and must be a Cloud Control target.

Note: For information on how to create a new CDB, see Chapter 16.

The target CDB must not be in read-only, upgrade, or downgrade mode.

The XML file that describes the unplugged PDB, and the other files associated
with the unplugged PDB, such as the datafiles and the wallet file, must exist and
must be readable.

The target host user must be the owner of the Oracle home that the CDB (within
which you want to plug in the unplugged PDB) belongs to.

The platforms of the source CDB host (the host on which the CDB that previously
contained the unplugged PDB is installed) and the target CDB host (the host on
which the target CDB is installed) must have the same endianness, and must have
compatible database options installed.

The source CDB (the CDB that previously contained the unplugged PDB) and the
target CDB must have compatible character sets and national character sets. Every
character in the source CDB character set must be available in the target CDB
character set, and the code point value of every character available in the source
CDB character set must be the same in the target CDB character set.

17.3.2.2 Plugging In an Unplugged Pluggable Database
To plug in an unplugged PDB to a CDB using Cloud Control, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning. In the Database Provisioning page, in the Related Links
section of the left menu pane, click Provision Pluggable Databases.

Note: You can also access the Provision Pluggable Database Console
from the home page of the CDB. To do so, in the CDB’s home page,
from the Oracle Database menu, select Provisioning, then select
Provision Pluggable Database.

In the Provision Pluggable Database Console, under the Container Database
section, select the CDB to which you want to add the unplugged PDBs.

Note: Skip this step if you have accessed the Provision Pluggable
Database Console from the CDB’s home page.

In the PDB Operations section, select Create New Pluggable Databases.
Click Launch.

Managing Pluggable Databases 17-9



Provisioning Pluggable Databases

Figure 17-9 displays the Provision Pluggable Database Console.

Figure 17-9 Provision Pluggable Database Console

Container Database
Specify a CDB target on which the PDB operation needs to be performed. You can create a CDB using the Create Orade Database deployment procedure.

Container Database | cdbam

PDB Operations

) Migrate Existing Databases
Wigrates non-CDEs as new Pluggable Databases

| @ Create New Pluggable Databases I
as the seed Pluggable Database, unplugged Pluggable Databases, or by doning an existing Pluggable Database

(@) Unplug Pluggable Databases

Unplugs and drops the Pluggable Databiase after retaining the datafiles and PDB template which can later be used for plugaing back the PDB

) Delete Pluggable Databases
Drops the Pluggable Database along with the datafiles

Late ]

Note: You will be prompted to log in to the database if you have not
already logged in to it through Enterprise Manager. Make sure you log
in using sysdba user account credentials.

5. In the Creation Options page of the Create Pluggable Database Wizard, in the
Pluggable Database Creation Options section, select Plug an Unplugged PDB.

6. In the Container Database Host Credentials section, select or specify the target
CDB Oracle home owner host credentials. If you have already registered the
credentials with Enterprise Manager, you can select Preferred or Named.
Otherwise, you can select New and enter the credentials.

Figure 17-10 displays the Creation Options page.

Figure 17-10 Plugging In an Unplugged Pluggable Database: Creation Options Page

# cdbam (Container Database) @
 Creation Options Identfication Storsge  Schecule  Reviey
?

Create Pluggable Database : Creation Options

Pluggable Database Creation Options

() Create a New FDB

@ Plug an Unplugged PDB

@ Clone an Existing PDB
Full Clone @ Snap Clone
Source PDB
Container Database Host Credentials

Spedfy credentials for host "abc.example.com”

Credential @ Preferred () Named ) New

Preferred Credential Name | Database Host Credentials [

Credential Details  Default preferred credentials are not set.

@ NOTE Host credentials are required to perform validations and initiate PDE creation on the CDB host or duster.

7. Click Next.

8. In the Identification page, enter a unique name for the PDB you are plugging in.

Select Create As Clone to ensure that Oracle Database generates a unique PDB
DBID, GUID, and other identifiers expected for the new PDB.
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If you prefer to create more than one PDB in this procedure, then select Create
Multiple Copies, and set the number of PDBs that you want to create. Note that
you can create a maximum of 252 PDBs within a CDB.

Note: If you choose to create multiple PDBs, then the unique name
you enter here is used as a prefix for all PDBs, and the suffix is a
numeric value that indicates the count of PDBs.

For example, if you create five PDBs with the name accountsPDB,
then the PDBs are created with the names accountsPDB1,
accountsPDB2, accountsPDB3, accountsPDB4, and accountsPDB5.

9. In the PDB Administrator section, do one of the following to administer the PDB:

= If you prefer to use the admin user account that was created as part of the
source PDB that you are plugging in, then deselect Create PDB Administrator.

= If you want to create a brand new admin user account for the PDB you are
plugging in, then select Create PDB Administrator, and enter the desired
credentials.

Note: If you choose to create multiple PDBs, then an admin user
account is created for each PDB that you create, with the same set of
the specified credentials.

To lock and expire all the users in the newly created PDB, (except the newly
created Admin), select Lock All Existing PDB Users.

Figure 17-11 displays the Identification page.

Figure 17-11 Plugging In an Unplugged Pluggable Database: Identification Page

& cdbam (Container Database) @

Creation Options  Identification Storage  Schedue

Create Pluggable Database : Identification

PDB)lame

A PDB name uniquely identifies a PDB in a CDB. The PDB name is also used as a service name and it is recommended to be unique across all CDBs on a host or duster.

*PDB Name | prov_pdb
[ Create as Clone

[T Create Multiple Copies

Mumber of Copies 2

@ NOTE For multiple copies, PDB name is generated by appending sequence number (<PDE Name %)

PDB Administrator

A PDB administrator is a local user with privileges to administer a PDB. A PDB created using archive, RMAN file set or PDE metadata file will retain the source PDB administrator.

|| Create PDB Administrator

Username | PDBADMIN
Password

Confirm Password

[ Lock All Existing PDE Users

10. In the PDB Template Location section, select the location where the source PDB’s
template is available, and then select the type of PDB template.

= If the PDB template is available on your CDB host (CDB to which you are
plugging in the unplugged PDB), then select Target Host File System.

Managing Pluggable Databases 17-11



Provisioning Pluggable Databases

— If the PDB template is a single archive file—a TAR file with datafiles and
metadata XML file included in it, then select Create the PDB from PDB
Archive, then select the PDB template.

— If the PDB template is a PDB file set—a separate DFB file with all the
datafiles and a separate metadata XML file, then select Create the PDB
using PDB File Set, then select the DBF and XML files.

- If you want to plug in a PDB using the PDB metadata XML file and the
existing datafiles, then select Create PDB using Metadata file.

s If the PDB template is available in Oracle Software Library (Software Library),
then select Software Library, then select the component in the Software
Library that contains the PDB template.

Figure 17-12 displays the PDB Template Location section of the Identification
page.

Figure 17-12 Plugging In an Unplugged Pluggable Database: PDB Template Location
Section

0B Template Location

| @ Target Host Fie system  Software Library |

@ Create the PDB from PDB Archive
PDB Archive Location Q
Create the PDB using PDE File Set
PDB Metsdata File
PDS Datafilc Backup

*) Create PDB using Metadata file
FDB Metadata File

11. Click Next.
12. In the Storage page, do one of the following:

= In the previous page, if you chose to create the PDB from a pluggable database
archive (single TAR file) or using a pluggable database file set (DFB file and an
XML file), then select the type of location where you want to store the target
datafiles for the PDB you are plugging in.

—  If the target CDB (CDB to which you are plugging in the unplugged PDB) is
enabled with Oracle Managed Files and if you want to use the same, then
select Use Oracle Managed Files (OMF).

- If you want to enter a common custom location, then select Use Common
Location for PDB datafiles. Select the storage type and the location where
the datafiles can be stored.

s In the previous page, if you chose to create the PDB using a pluggable
database template (XML file only), then do the following:

In the PDB Datafile Locations section, validate the locations mapped for the
datafiles. If they are incorrect, correct the paths. Alternatively, if you have a
single location where the datafiles are all available, then enter the absolute
path in the Set Common Source File Mapping Location field, and click Set.

You can choose to store the target datafiles for the PDB you are plugging in, in
the same location as the source datafiles. However, if you want the target
datafiles to be stored in a different location, then select Copy Datafiles, and
select the type of location:
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14.

—  If the target CDB (CDB to which you are plugging in the unplugged PDB) is
enabled with Oracle Managed Files and if you want to use the same, then
select Use Oracle Managed Files (OMF).

- If you want to enter a common custom location, then select Use Common
Location for Pluggable Database Files. Select the storage type and the
location where the datafiles can be stored.

- If you prefer to use different custom locations for different datafiles, then
select Customized Location, and enter the custom location paths.

. In the Temporary Working Directory section, enter a location where the temporary
files generated during the PDB creation process can be stored.

In the Post-Creation Scripts section, select a custom SQL script you want to run as
part of this procedure, once the PDB is plugged in.

If the script is available in the Software Library, select Select from Software
Library, then select the component that contains the custom script.

Figure 17-13 displays the Storage page.

Figure 17-13 Plugging In an Unplugged Pluggable Database: Storage Page

"® cdbam (Container Database) @

15
16

Creation Options Identfication Sterage Schedule
Create Pluggable Database : Storage

PDB Datafile Locations
Select the storage locations for the PDB(s) to be created.

Use Orade Managed Files {OMF)
@ Use Common Location for PDE Datafiles

Storage Type | Fie System =
Location /scratch/userl1/app/userl1/oradata/cdbam/prov_pdb Q,

7 Use PDE File Locations Same as Source

Temporary Working Directory

Specify the location to store temporary fles generated during PDB creation.

Temporary Location | ftmp Q

Post-Creation Scripts

Spedify a custom SQL script to be executed after the PDE creation. Optionally, you may select the components from Software Library that contain the custom scripts.

[ select from Software Library

5QL Seript Q, Reset

. Click Next.

. In the Schedule page, enter a unique deployment procedure instance name and a
schedule for the deployment. The instance name you enter here helps you identify
and track the progress of this procedure on the Procedure Activity page.

If you want to run the procedure immediately, then retain the default selection,
that is, Immediately. Otherwise, select Later and provide time zone, start date,
and start time details.

You can optionally set a grace period for this schedule. A grace period is a period
of time that defines the maximum permissible delay when attempting to run a
scheduled procedure. If the procedure does not start within the grace period you
have set, then the procedure skips running. To set a grace period, select Grace
Period, then set the permissible delay time.

Figure 17-14 displays the Schedule page.
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Figure 17-14 Plugging In an Unplugged Pluggable Database: Schedule Page

}ﬂ cdbam (Container Database) @

Creation Options Identfication Storage Schedule Review
Create Pluggable Database : Schedule

Deployment Instance | CreatePluggableDatabase 1381301653

Schedule
Start @) Immediately ) Later

Grace Period [[7] Do not run if it cannot start within 1§ |hours of the scheduled start time

17. Click Next.

18. In the Review page, review the details you have provided for the deployment
procedure. If you are satisfied with the details, click Submit.

If you want to modify the details, then click Back repeatedly to reach the page
where you want to make the changes.

Figure 17-15 displays the Review page.

Figure 17-15 Plugging In an Unplugged Pluggable Database: Review Page

% cdbam (Container Database) @

Creation Options Identification Storage Schedule Review

Create Pluggable Database : Review

General
Container Database Name cdbam
Pluggable Database prov_pdb
Pluggable Database Creation Options FDB Archive
PDB Archive /scratch/userD1/app/userD1/product/12.1.0/db025/assistants/dbcastemplates/PROV_PDB tar. gz (File System)
HostMame  abc.example.com
Host Credentials USERD1
Create as Clone Ho
Lock All Existing PDB Users No
Storage
Use Orade Managed Files (OMF) Mo
Location fscratch/userD1/app/userD1/oradata/cdbam/prov
Storage Type File System

19. In the Procedure Activity page, view the status of the procedure. From the
Procedure Actions menu, you can select Debug to set the logging level to Debug,
and select Stop to stop the procedure execution.

Figure 17-16 displays the Procedure Activity page.
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Figure 17-16 Plugging In an Unplugged Pluggable Database: Procedure Activity Page

ﬁrocedure Activity: CreatePluggableDatabase_ 1381224688

> % Elapsed Time: 3 minutes, 22 seconds

Procedure Steps
View + Show | All Steps [+]  mitialzation x Pluggable Databases Creatian X
Select|Name [Type status| | o gt
[ mitializati Computation: %
L 5 = Type Computational StartDate Oct8, 2013 2:31:43 AM PDT
] Computation: ¥
BV stepsictbr saxatin kel L Elapsed Tme 20 seconds Completed Date Oct 8, 2013 2:32:03 AM PDT
[F]  Source PDE Snapshot Creation Dynamic Proc
[C]  Post Snapshot Creation Computation. ¢* Step: Evaluate expression (Succeeded)
[C] Clone Data Preparation Computation: %" StartDate Oct8, 2013 2:31:43 AMPDT
] Target Storage Data Preparation Computation: %" Completed Date  Oct 8, 2013 2:32:03 AM FDT
[ Pre PDB Clone Steps Execution Roling ¥ » o
S Pluggable Database Identification wvalidation succeeded
[#] & Pluggable Databases Creation Parallel 4
=] Fost PDB Clone Steps Execution Computation: % Success:

database nams check =
Pluggable database admin user check succesded.

Pluggeble Database Storage validation succeeded

Success:
/oradbocfs/cradata/ is shared across the cluster nodes.

Step: Initialization has been fully.

When you plug in an unplugged PDB, the Enterprise Manager job system creates a
Create Pluggable Database job. For information about viewing the details of this
job, see Section 17.5.1.

17.3.3 Cloning a Pluggable Database
You can clone a PDB using either the Full Clone method, or the Snap Clone method.
This section provides information about cloning a PDB using these methods, in Cloud
Control. In particular, it contains the following;:

Prerequisites for Cloning a Pluggable Database
Cloning a Pluggable Database

17.3.3.1 Prerequisites for Cloning a Pluggable Database

To clone a PDB using Cloud Control, you must meet the following prerequisites:

Oracle Software Library (Software Library) must be set up in Cloud Control.

For information on how to set up Software Library in Cloud Control, see
Section 2.2.

The source PDB (the PDB that you want to clone) must exist, and must be a Cloud
Control target.

Note: For information on how to create a new PDB, see
Section 17.3.1.

The source PDB must be open.

The target CDB (the CDB into which you want to plug in the cloned PDB) must
exist, and must be a Cloud Control target.

Note: For information on how to create a new CDB, see Chapter 16.

The target CDB must not be in read-only, upgrade, or downgrade mode.
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= The target host user must be the owner of the Oracle home that the target CDB
belongs to.

To clone a PDB using the Snap Clone method, you must meet the following additional
prerequisites:

s The 12.1.0.5 Enterprise Manager for Oracle Database plug-in must be downloaded
and deployed. Also, the 12.1.0.3 SMF plug-in or higher must be downloaded and
deployed.

= The PDB that you want to clone must reside on a registered storage server. This
storage server must be synchronized.

For information on how to register a storage server and synchronize storage
servers, see Oracle Enterprise Manager Cloud Administration Guide.

= All the datafiles of the PDB that you want to clone must reside on the storage
volumes of the storage server, and not on the local disk.

= Metric collections must be run on the source CDB (the CDB containing the PDB
that you want to clone), the source CDB host, and the PDB that you want to clone.

s The Snap Clone feature must be enabled for the PDB that you want to clone.

For information on how to enable the Snap Clone feature, see Oracle Enterprise
Manager Cloud Administration Guide.

17.3.3.2 Cloning a Pluggable Database

To clone an existing PDB using either the Full Clone or the Snap Clone method, follow
these steps:

Important: If you use the Full Clone method to clone a PDB, you can
clone the PDB only to the source CDB (the CDB containing the PDB
that you are cloning).

1. From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning. In the Database Provisioning page, in the Related Links
section of the left menu pane, click Provision Pluggable Databases.

Note: You can also access the Provision Pluggable Database Console
from the home page of the CDB. To do so, in the CDB’s home page,
from the Oracle Database menu, select Provisioning, then select
Provision Pluggable Database.

2. In the Provision Pluggable Database Console, in the CDB section, select the CDB to
which you want to add the cloned PDB.

Note: Skip this step if you have accessed the Provision Pluggable
Database Console from the CDB’s home page.

3. In the PDB Operations section, select Create New Pluggable Databases.
4. Click Launch.
Figure 17-17 displays the Provision Pluggable Database Console.
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Figure 17-17 Provision Pluggable Database Console

Container Database
Specify a CDB target on which the PDB operation needs to be performed. You can create a CDB using the Create Orade Database deployment procedure.

Contsiner Datsbase | cdbam & |

PDB Operations

) Migrate Existing Databases
Migrates non-CDEs as new Pluggable Databases

| @ Create New Pluggable Databases I
as the seed Pluggable Database, unplugged Pluggable Databases, or by doning an existing Pluggable Database

) Unplug Pluggable Databases
Unplugs and drops the Pluggable Databiase after retaining the datafiles and PDB template which can later be used for plugaing back the PDB

Delete Pluggable Databases
Drops the Pluggable Database along with the datafiles

Note: You will be prompted to log in to the database if you have not
already logged in to it through Enterprise Manager. Make sure you log
in using sysdba user account credentials.

5. In the Creation Options page of the Create Pluggable Database Wizard, in the PDB
Creation Options section, select Clone an Existing PDB.

To clone a PDB using the traditional method of cloning the PDB datafiles, select
Full Clone. Use this method if you want to clone a PDB for long term usage. This
method is ideal for load testing, when you plan to make significant data updates
to the PDB clone. However, this method takes a longer period of time, and a clone
that is created using this method occupies a fairly large amount of space, as
compared to the Snap Clone method.

To clone a PDB using the Storage Management Framework (SMF) Snap Clone
feature, select Snap Clone. Use this method if you want to clone a PDB for short
term purposes. This method is ideal for functional testing, as the cloning process is
quick, and a PDB clone that is created using this method occupies very little space.
However, this method is not suitable if you plan to make significant data updates
to the PDB clone.

For Source PDB, select the PDB that you want to clone.

Figure 17-18 displays the PDB Creation Options section of the Creation Options
page.

Figure 17-18 Cloning a Pluggable Database: Specifying Creation Options

-1? sicdb (Container Database) @

Creation Options lentification Storage
Create Pluggable Database : Creation Options

Pluggable Database Creation Options

() Create 3 New DB

) Plug an Unplugged PDB

I @ Clone an Existing PDB |

| @ Full clone @ snap Clone |

| Source PDB Q |

6. In the CDB Host Credentials section, select or specify the target CDB Oracle Home
owner host credentials. If you have already registered the credentials with
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Enterprise Manager, you can select Preferred or Named. Otherwise, you can select
New and enter the credentials.

Figure 17-19 displays the CDB Host Credentials section of the Creation Options
page.

Figure 17-19 Cloning a Pluggable Database: Specifying CDB Host Credentials

%Colltailler Database Host Credentials

Spedfy aredentials for host "abc. example.com”

Credential  ®) Preferred () Named ) New
Preferred Credential Name | Database Host Credentials []

Credential Detals  Default preferred aredentials are not set.

(& MOTE Host credentials are required to perform validations and initiate PDB creation on the CDB host or duster.

7. Click Next.
8. In the Identification page, enter a unique name for the PDB you are cloning.

If you prefer to create more than one PDB in this procedure, then select Create
Multiple Copies, and set the number of PDBs you want to create. Note that you
can create a maximum of 252 PDBs.

Note: If you choose to create multiple PDBs, then the unique name
you enter here is used as a prefix for all the cloned PDBs, and the
suffix is a numeric value that indicates the count of PDBs.

For example, if you create five PDBs with the name accountsPDB,
then the PDBs are created with the names accountsPDB1,
accountsPDB2, accountsPDB3, accountsPDB4, and accountsPDB5.

9. Inthe PDB Administrator section, do one of the following to administer the PDB:

s If you prefer to use the admin user account that was created as part of the
source PDB that you are cloning, then deselect Create PDB Administrator.

s If you want to create a brand new admin user account for the PDB you are
cloning, then select Create PDB Administrator, and enter the desired
credentials.

Figure 17-20 displays the Identification page.
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Figure 17-20 Cloning a Pluggable Database: Identification Page

® sicdb (Container Database) @
T

Crestion Options  Tdentification Storage Sche
Create Pluggable Database : Identification

PDB Name

A PDB name uniguely identifies a PDB in a CDB. The PDE name is also used as a service name and it is recommended to be unigue across all CDBs on a hoest or duster.

*+PDB Name | prov_pdb

[ Create Multiple Copies

Mumber of Copies B E

(@ NOTE For multiple copies, PDB name is generated by appending sequence number {<PDE Name>#)

PDB Administrator

A PDB administrator is a local user with privileges to administer 2 PDB. A PDB created using an existing PDE wil get a PDB Administrator. Optionally choose to create an additional PDB Administrator.

[| Create PDB Administrator

Username | PDBADMIN
Password

Confirm Password

Note: If you choose to create multiple PDBs, then an admin user
account is created for each PDB that you create, with the same set of
the specified credentials.

10. In the Source CDB Login Credentials section, select or specify the login credentials
of the source CDB. If you have already registered the credentials with Enterprise
Manager, you can select Preferred or Named. Otherwise, you can select New and
enter the credentials.

The credentials are used to bring the source PDB to read-only mode before the
cloning operation begins, and to restore it to the original state after the cloning
operation ends.

If you chose the Snap Clone method (on the Source page of the Create Pluggable
Database Wizard) to clone the PDB, specify the host credentials for the source
CDB.

Note: If you are cloning the source PDB to the source CDB itself,
then the Source CDB Login Credentials section is not displayed, that
is, you do not need to provide the source CDB login credentials or the
source CDB host credentials.

If you are cloning the source PDB to a CDB different from the source
CDB, and this CDB resides on the source CDB host, then you must
provide the source CDB login credentials. You do not need to provide
the source CDB host credentials.

If you are cloning the source PDB to a CDB different from the source
CDB, and this CDB resides on a host different from the source CDB
host, then you must provide the source CDB login credentials and the
source CDB host credentials.

11. Click Next.
12. In the Storage page, specify the storage information.

If you chose the Full Clone method to clone the PDB, select the type of location
where you want to store the PDB datafiles in the following manner:
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s If the source CDB is enabled with Oracle Managed Files and if you want to use
the same, then select Use Oracle Managed Files (OMF).

= If you want to enter a custom location, then select Use Common Location for
PDB Datafiles. Select the storage type and the location where the datafiles can
be stored.

Figure 17-21 displays the Storage page for the Full Clone method.

Figure 17-21 Cloning a Pluggable Database (Full Clone): Storage Page

? sicdb (Container Database) @

Creation Options Identification Storage Schedule
Create Pluggable Database : Storage

@ Al vaidations succeeded. See detais.

PDB Datafile Locations
Select the storage locations for the PDB(s) to be created.

Use Orade Managed Files (OMF)
@) Use Comman Location for PDB Datafiles
Storage Type | File System [=]
Location | fscratch/aime /appfaime foradata/sicdb jprov_pds Q,

If you chose the Snap Clone method to clone the PDB, do the following:

= In the PDB Datafile Locations section, specify a value for Mount Point Prefix,
that is, the mount location for the storage volumes. You can choose to specify
the same prefix for all the volumes, or a different prefix for each volume. Also,
specify a value for Writable Space, that is, the space that you want to allocate
for writing the changes made to the PDB clone. You can choose to specify the
same writable space value for all the volumes, or a different value for each
volume.

= In the Privileged Host Credentials section, select or specify the credentials of
the root user. These credentials are used for mounting the cloned volumes on
the destination host.

If you have already registered the credentials with Enterprise Manager, you
can select Preferred or Named. Otherwise, you can select New and enter the
credentials.

Figure 17-22 displays the Storage page for the Snap Clone method.

Figure 17-22 Cloning a Pluggable Database (Snap Clone): Storage Page

1 sicdb (Container Database) @

Creation Options Identification Storage Schedule Revie
¥
Create Pluggable Database : Storage

PDB Datafile Locations
Spedfy mount points and writable space for the done volumes. The writable space required for the done volumes depends on the amount of updates planned on the doned PDB(s).

Source PDB Size 886 MB

Volume |Mount Point Prefix | writable Space (GB) |

abc.dev1ivol_1 0.5

Privileged Host Credentials

Specify privieaed host credentils for "sbc example.com”

Credential @ Preferred ©) Named @) New

Preferred Credential Name [ Normal Host Credentials

Credential Details  Default preferred credentials are not set.

(& NOTE Priviieged host credentials are required to mount the volumes at the specified locations.
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13.

14.

15.
16.

In the Temporary Working Directory section, enter a location where the temporary
files generated during the PDB creation process can be stored.

In the Post-Creation Scripts section, select a custom SQL script you want to run as
part of this procedure, once the PDB is cloned.

Click Next.

In the Schedule page, enter a unique deployment procedure instance name and a
schedule for the deployment. The instance name you enter here helps you identify
and track the progress of this procedure on the Procedure Activity page.

If you want to run the procedure immediately, then retain the default selection,
that is, Immediately. Otherwise, select Later and provide time zone, start date,
and start time details.

You can optionally set a grace period for this schedule. A grace period is a period
of time that defines the maximum permissible delay when attempting to run a
scheduled procedure. If the procedure does not start within the grace period you
have set, then the procedure skips running. To set a grace period, select Grace
Period, and set the permissible delay time.

Figure 17-23 displays the Schedule page.

Figure 17-23 Cloning a Pluggable Database: Schedule Page

& sicdb (Container Database) @

Creation Options Identification Storage  Schedule  Review

Create Pluggable Database : Schedule

Deployment Instance | CreatePluggableDatabase_1381312636

17
18

Schedule

Start @ Immediately (%) Later

Grace Period [ Do not run if it cannot start within 13/ |hours of the scheduled start time

. Click Next.

. In the Review page, review the details you have provided for the deployment
procedure. If you are satisfied with the details, click Submit.

If you want to modify the details, then click Back repeatedly to reach the page
where you want to make the changes.

Figure 17-24 displays the Review page.
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Figure 17-24 Cloning a Pluggable Database: Review Page

@ sicdb (Container Database) @

Creation Options  Identification Storage Schedule Review

Create Pluggable Database : Review

General
I Container Database Name ~sicdb
Plugasble Database  prov_pds
Pluggable Database Creation Options  Source PDB (Snap Clone)
HostName  abc.example.com
Host Credentials  AIME_NORMAL
SourcePDB sicdb PROV_PDB_MAST
Storage
Volume Mount Paint Prefix [writable Space (c8) |
abe:dev_1val_1 fabe 0.5

19. In the Procedure Activity page, view the status of the procedure. From the
Procedure Actions menu, you can select Debug to set the logging level to Debug,
and select Stop to stop the procedure execution.

Figure 17-25 displays the Procedure Activity page.
Figure 17-25 Cloning a Pluggable Database: Procedure Activity Page

ﬁrocedure Activity: CreatePluggableDatabase_1381224688

> % Elapsed Time: 3 minutes, 22 seconds

Procedure Steps
View ¥ Show | All Steps [=] Initialization % Plugaable Databases Creation X
‘Select|Name [Type [status] | pmits
@ mitalizati Computation: %
o p - Type Computational StartDate Oct8, 2013 2:31:43 AM PDT
] Computation: 3
1| St Preparation b lelisabt L Elapsed Trme 20 seconds Completed Date Oct 8, 2013 2:32:03 AM PDT
=] Source PDB Snapshot Creation Dynamic Proc %
[l Post Snapshot Creation Computation, %" Step: Evaluate expression (Succeeded)
O Clone Data Preparation Computation: %" StartDate Oct8, 2013 2:31:43 AM PDT
7] Target Storage Data Preparation Computations " Completed Date Oct 8, 2013 2:32:03 AM POT
[]  Pre PDB Clone Steps Execution Roling by »
s Pluggable Database Identification walidation succeeded
[7] - Pluggable Databases Creation Paralel <
=] Fost PDB Clone Steps Execution Computation: % Success:

database nams check =
Pluggable database admin user check succesded.

Pluggeble Database Storage validation succeeded

Success:
/oradbocfs/cradata/ is shared across the cluster nodes.

-

Step: Initialization has been fully.

When you clone a PDB, the Enterprise Manager job system creates a Create
Pluggable Database job. For information about viewing the details of this job, see
Section 17.5.1.

17.3.4 Migrating a Non-CDB as a Pluggable Database

This section provides information about migrating a non-CDB as a PDB using Cloud
Control. In particular, it contains the following;:

»  Prerequisites for Migrating a Non-CDB as a Pluggable Database
= Migrating a Non-CDB as a Pluggable Database

17.3.4.1 Prerequisites for Migrating a Non-CDB as a Pluggable Database

Before migrating a non-CDB as a PDB using Cloud Control, ensure that you meet the
following prerequisites:
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Oracle Software Library (Software Library) must be set up in Cloud Control.

For information on how to set up Software Library in Cloud Control, see
Section 2.2.

The target CDB (the CDB to which you want to migrate a non-CDB as a PDB) must
exist, and must be a Cloud Control target.

Note: For information on how to create a new CDB, see Chapter 16.

The target CDB must not be in read-only, upgrade, or downgrade mode.

The non-CDB that you want to migrate and the target CDB must be running in
ARCHIVELOG mode.

For information on setting the archiving mode of a database, see Oracle Database
Administrator’s Guide.

The database administrators of the database you want to migrate, and the target
CDB must have SYSDBA privileges.

The target host user must be the owner of the Oracle home that the target CDB
belongs to.

17.3.4.2 Migrating a Non-CDB as a Pluggable Database
To migrate a non-CDB as a PDB using Cloud Control, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning. In the Database Provisioning page, in the Related Links
section of the left menu pane, click Provision Pluggable Databases.

Note: You can also access the Provision Pluggable Database Console
from the home page of the CDB. To do so, in the CDB’s home page,
from the Oracle Database menu, select Provisioning, then select
Provision Pluggable Database.

In the Provision Pluggable Database Console, in the CDB section, select the CDB to
which you want to migrate a non-CDB as a PDB.

Note: Skip this step if you have accessed the Provision Pluggable
Database Console from the CDB’s home page.

In the PDB Operations section of the Provision Pluggable Database page, select the
Migrate Existing Databases option and click Launch.

Figure 17-26 displays the Provision Pluggable Database Console.
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Figure 17-26 Provision Pluggable Database Console

Container Database
Specdfy a CDB target on which the PDB operation needs to be performed. You can create a CDB using the Create Orade Database deployment procedure.

|cmamer Database |racdh Q |

PDB Operations

@ Migrate Existing Databases
Migrates non-CDBs as new Pluggable Databases

*) Create New Pluggable Databases
Creates PDBs from sources such as the seed Pluggable Database, unplugged Pluggable Databases, or by dening an existing Pluggable Database

© Unplug Pluggable Databases
Unplugs and drops the Pluggable Databiase after retaining the datafiles and PDB template which can later be used for plugaing back the PDB

@) Delete Pluggable Databases
Drops the Pluggable Database along with the datafiles

4. On the Database Login page, select the Credential Name from the drop-down list.
Click Login.

5. On the Migrate Non-CDBs launch page, select a data migration method, that is,
Export/Import or Plug as a PDB. If you select Plug as a PDB, ensure that the
non-CDB that you want to migrate is open, and is in read-only mode.

Enter the appropriate credentials for the Oracle Home Credential section.
Click Next.
Figure 17-27 displays the Method page.

Figure 17-27 Migrating a Non-CDB: Method Page

e

Method Datab_ases S e Revie
Migrate Non-CDBs : Method

Data Migration Method
Select a method that you want to use for migrating non-CDBs to PDBs,

(7) Use Orade Data Pump Full Transportable Export and Import
@ Plug as a POB

Oracle Home Credentials

Provide the host credentials for the host abc.example .com

Credential @ Preferred ) Mamed () New

Preferred Credential Name | Database Host Credentials lz‘

6. On the Database page, select a Non-CDB to be migrated. You can select more than
one. Click Add. In the database pane, provide the appropriate credential,
properties, export, import, and datafile location information. Click Next.

Figure 17-28 displays how to select the non-CDB you want to migrate.
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Figure 17-28 Migrating a Non-CDB: Selecting a Non-CDB
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Figure 17-29 displays how to specify the database and database host credentials.

Figure 17-29 Migrating a Non-CDB: Specifying Credentials

~/Source Information
Database Credentials

Database Host Credentials
Enter the credentials for the database uatdb01 example com

Enter the database host credentials for the host aboefghiexample.com  with write permission o
the expart directory.
Credental @) Preferred (©) Named () New

referred Credential Name

Credential @) Preferred @ Named © New
SYSDBA Database Credentials [

Credential Detals | attribute

T i Preferred Credential Name | Database Host Credentials [«
|Value | - -
T e Credential Detzis | Atribute [Vakie
Password = UserName orade
q Role sysdba R =
More Details

More Detalls

Figure 17-30 displays how to specify the stage location for migration.

Figure 17-30 Migrating a Non-CDB: Specifying Stage Location

Export Options

Specify a location on the non-CDB hest that will be used to temporarly stage the migration
metadats and/or datafiies.

I :’ EXPnrt Jmp Q; I

Figure 17-31 displays how to specify the PDB administrator details and datafile
location.

Figure 17-31 Migrating a Non-CDB: Specifying PDB Properties and Datafile Location

~|Destination Information
ﬂ PDB Properties

Datafile Location
*PDEName | uatdb01 Specify  location on the CDB host where datafiles for the newly createc
i placed.
*PDB Administrator | pdbadmin
: =
asned TooTEooeS Datafle oo forade fproductioradataidevet. R
% Location

* Confirm Password | sesssese

[] Create Subdirectory

Figure 17-32 displays how to specify the import directory.

Figure 17-32 Migrating a Non-CDB: Specifying Import Directory

Import Directory

Specify 3 location on the CDB host that will be used to temporarily stage the migration metadata andjor b
datafiles.

TH "
* Import Directory = product/admin/devdb0 1 /dpdump/
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7. On the Schedule page, enter the appropriate job and scheduling details. Click
Next.

Figure 17-33 displays the Schedule page.

Figure 17-33 Migrating a Non-CDB: Schedule Page

Method Datsbases Schedule Review
Migrate Non-CDBs : Schedule

Job Details

[* Job Name | Migrate_Into_devdb01_29-01-2013_015134_790
Job
Description

Schedule

Start @ Immediately () Later
Grace Period [Z] Do not runif it cannot start within 1|5 | hours of the scheduled start time

Duration @ Indefinitely () For 1 |5 hours @ untl

8. On the Review page, review all details entered. If there are no changes required,
click Submit.

Figure 17-34 displays the Review page.

Figure 17-34 Migrating a Non-CDB: Review Page

Method Datebases Schedle Review
Migrate Non-CDBs : Review

General
CDB database
Data Migration Method Plug as a PDB
Job Name Migrate Into_devdb01 29-01-2013 015134 750
Job Description

Databases

The fallowing databases will be mirated to the COB.

|patabase |Host |Export Directory |1mport Directary |PDB Mame |PDB Administrator

|Datafie Location
uatdb 01 example com abecdefghi example com /tmp/fexp_uatdb01_29-01-2013_015134_ fapp/erade/productfadmin/devdb0 1dpdu uatdb01

pdbadmin fappjorade/prod
Number of Databases to be migrated 1

17.4 Removing Pluggable Databases

This section provides information related to unplugging PDBs and deleting PDBs. In
particular, it contains the following;:

= Unplugging and Dropping a Pluggable Database
s Deleting Pluggable Databases

17.4.1 Unplugging and Dropping a Pluggable Database

This section provides information about unplugging and dropping a PDB using Cloud
Control. In particular, it contains the following;:

»  Prerequisites for Unplugging and Dropping a Pluggable Database
= Unplugging and Dropping a Pluggable Database
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Note: As an alternative to using the method described in this section,
you can use EM CLI to unplug and drop PDBs. For more information,
see Section A.4.4.4.

17.4.1.1 Prerequisites for Unplugging and Dropping a Pluggable Database

Before unplugging and dropping a PDB using Cloud Control, ensure that you meet
the following prerequisites:

Oracle Software Library (Software Library) must be set up in Cloud Control.

For information on how to set up Software Library in Cloud Control, see
Section 2.2.

The PDB that you want to unplug and drop must have been opened at least once.

The target host user must be the owner of the Oracle home that the CDB
(containing the PDB that you want to unplug and drop) belongs to.

17.4.1.2 Unplugging and Dropping a Pluggable Database
To unplug a PDB from its CDB using Cloud Control, follow these steps:

1.

From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning. In the Database Provisioning page, in the Related Links
section of the left menu pane, click Provision Pluggable Databases.

Note: You can also access the Provision Pluggable Database Console
from the home page of the CDB. To do so, in the CDB’s home page,
from the Oracle Database menu, select Provisioning, then select
Provision Pluggable Database.

In the Provision Pluggable Database Console, in the CDB section, select the CDB
from which you want to unplug the PDBs.

Note: Skip this step if you have accessed the Provision Pluggable
Database Console from the CDB’s home page.

In the PDB Operations section, select Unplug Pluggable Database.
Click Launch.
Figure 17-35 displays the Provision Pluggable Database Console.
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Figure 17-35 Provision Pluggable Database Console

Container Database
# Spedify a CDB target on which the PDB operation needs to be performed. You can create a CDB using the Create Oradle Database deployment procedure.
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PDB Operations

() Migrate Existing Databases
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7) Create New Pluggable Databases
Creates PDBs from sources such as the seed Pluggable Database, unplugged Pluggable Databases, or by doning an existing Pluggable Database

@ Unplug Pluggable Databases
Unplogs and draps the Pluggable Database after retaining the datafiles and PDB template which can later be used for plugging back the PDE

7) Delete Pluggable Databases
Drops the Pluggable Database along with the datafiles

Note: You will be prompted to log in to the database if you have not
already logged in to it through Enterprise Manager. Make sure you log
in using sysdba user account credentials.

5. In the Select PDB page of the Unplug Pluggable Database Wizard, in the Select
Pluggable Database section, select the PDB you want to unplug. Note that the PDB
once unplugged will be stopped and dropped.

6. In the CDB Host Credentials section, select or specify the target CDB Oracle Home
owner host credentials. If you have already registered the credentials with
Enterprise Manager, you can select Preferred or Named. Otherwise, you can select
New and enter the credentials.

Figure 17-36 displays the Select PDB page.

Figure 17-36 Unplugging a Pluggable Database: Select PDB Page

g codbam (Container Database) @
Select PDB Destination Schecile  Revie
Unplug Pluggable Database : Select PDB
Select Pluggable Database

Select the PDB you want to unplug. Selected PDB will be unplugged and dropped from the CDB.

Pluggable Database | USERDT MAST @

Container Database Host Credentials
Spedify host credentials. Host credentials are required to perform validations and initiate PDE unplug on the CDB host or duster.

Credential @) Preferred ) Named ) New

referred Credential Name | Database Host Credentials [=]

Credential Details  Default preferred credentials are not set.

7. In the Destination page, select the type of PDB template you want to generate for
unplugging the PDB, and the location where you want to store it. The PDB
template consists of all datafiles as well as the metadata XML file.

= If you want to store the PDB template on your CDB host (CDB from where you
are unplugging the PDB), then select Target Host File System.

- If you want to generate a single archive file—a TAR file with the datafiles
and the metadata XML file included in it, then select Generate PDB
Archive. Select a location where the archive file can be created.
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Note: Oracle recommends you to select this option if the source and
target CDBs are using file system for storage. This option is not
supported for PDBs using ASM as storage.

— If you want to generate an archive file set—a separate DFB file with all the
datafiles and a separate metadata XML file, then select Generate PDB File
Set. Select the locations where the DBF and XML files can be created.

Note: Oracle recommends you to select this option if the source and
target CDBs are using ASM for storage.

- If you want to generate only a metadata XML file, leaving the datafiles in
their current location, then select Generate PDB Metadata File. Select a
location where the metadata XML file can be created.

= If you want to store the PDB template in Oracle Software Library (Software
Library), then select Software Library.

- If you want to generate a single archive file—a TAR file with the datafiles
and the metadata XML file included in it, then select Generate PDB
Archive. If you want to generate an archive file set—a separate DFB file
with all the datafiles and a separate metadata XML file, then select
Generate PDB File Set. If you want to generate only a metadata XML file,
leaving the datafiles in their current location, then select Generate PDB
Metadata File.

- Enter a unique PDB template name.

The template is created in the default location that has the following for-
mat:

Database Configuration/<db_release>/<platform>/Database
Templates

For example,
Database Configuration/12.1.0.0.2/unix/Database Templates

- Enter a temporary location where the archive can be created by Enterprise
Manager before it is uploaded to the Software Library.

Figure 17-37 displays the Destination page.
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Figure 17-37 Unplugging a Pluggable Database: Destination Page
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8. In the Schedule page, enter a unique deployment procedure instance name and a
schedule for the deployment. The instance name you enter here helps you identify
and track the progress of this procedure on the Procedure Activity page.

If you want to run the procedure immediately, then retain the default selection,
that is, Immediately. Otherwise, select Later and provide time zone, start date,
and start time details.

You can optionally set a grace period for this schedule. A grace period is a period
of time that defines the maximum permissible delay when attempting to run a
scheduled procedure. If the procedure does not start within the grace period you
have set, then the procedure skips running. To set a grace period, select Grace
Period, and set the permissible delay time.

Figure 17-38 displays the Schedule page.

Figure 17-38 Unplugging a Pluggable Database: Schedule Page
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| Deployment Instance | UnplugPluggableDatabase_1381308454 I
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9. Click Next.

10. In the Review page, review the details you have provided for the deployment
procedure. If you are satisfied with the details, click Submit.

If you want to modify the details, then click Back repeatedly to reach the page
where you want to make the changes.

Figure 17-39 displays the Review page.
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Figure 17-39 Unplugging a Pluggable Database: Review Page
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11. In the Procedure Activity page, view the status of the procedure. From the
Procedure Actions menu, you can select Debug to set the logging level to Debug,
and select Stop to stop the procedure execution.

When you unplug and drop a PDB, the Enterprise Manager job system creates an
Unplug Pluggable Database job. For information about viewing the details of this
job, see Section 17.5.2.

17.4.2 Deleting Pluggable Databases

This section provides information about permanently deleting PDBs from a CDB,
using Cloud Control. In particular, it contains the following:

»  Prerequisites for Deleting Pluggable Databases
s Deleting Pluggable Databases

17.4.2.1 Prerequisites for Deleting Pluggable Databases

Before permanently deleting a set of PDBs from a CDB using Cloud Control, ensure
that you meet the following prerequisites:

s The 12.1.0.5 Enterprise Manager for Oracle Database plug-in must be downloaded
and deployed.

For information on how to download and deploy a plug-in, see Oracle Enterprise
Manager Cloud Control Administrator’s Guide.

s Oracle Software Library (Software Library) must be set up in Cloud Control.

For information on how to set up Software Library in Cloud Control, see
Section 2.2.

s The PDBs that you want to delete must have been opened at least once.

s The target host user must be the owner of the Oracle home that the CDB
(containing the PDBs that you want to delete) belongs to.

17.4.2.2 Deleting Pluggable Databases
To permanently delete a set of PDBs from a CDB using Cloud Control, follow these
steps:

1. From the Enterprise menu, select Provisioning and Patching, then select
Database Provisioning. In the Database Provisioning page, in the Related Links
section of the left menu pane, click Provision Pluggable Databases.
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Note: You can also access the Provision Pluggable Database Console
from the home page of the CDB. To do so, in the CDB’s home page,
from the Oracle Database menu, select Provisioning, then select
Provision Pluggable Database.

2. In the Provision Pluggable Database Console, in the CDB section, select the CDB
from which you want to delete the PDBs.

Note: Skip this step if you have accessed the Provision Pluggable
Database Console from the CDB’s home page.

3. In the PDB Operations section, select Delete Pluggable Databases.
4. Click Launch.
Figure 1740 displays the Provision Pluggable Database Console.

Figure 17-40 Provision Pluggable Database Console

Container Database
Specify a CDB target on which the FDB operation needs to be performed., You can create a CDB using the Create Orade Database deployment procedure.

Container Database | cdbam Q, |
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Migrates non-CDBs as new Pluggable Databases

) Create New Pluggable Databases
Creates PDBs from sources such as the seed Pluggable Database, unplugged Pluggable Databases, or by doning an existing Pluggable Database

) Unplug Pluggable Databases
Unplugs and draps the Pluggable Database after retaining the datafiles and PDB template which can later be used for plugging back the PDB

@ Delete Pluggable Databases
Drops the Plugaable Database along with the datafiles

Note: You will be prompted to log in to the database if you have not
already logged in to it through Enterprise Manager. Make sure you log
in using sysdba user account credentials.

5. In the Select PDBs page of the Delete Pluggable Databases Wizard, click Add.
Select the PDBs that you want to delete, then click Select.

Note: If you choose to delete a PDB that was created using the Snap
Clone method, the PDB mount points on the CDB host are cleaned up.
The corresponding storage volumes on the storage server are also
deleted. This action is irreversible.

Figure 1741 displays the Select PDBs page.
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Figure 17-41 Deleting Pluggable Databases: Select PDBs
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6. In the CDB Host Credentials section, select or specify the target CDB Oracle Home
owner host credentials. If you have already registered the credentials with
Enterprise Manager, you can select Preferred or Named. Otherwise, you can select
New and enter the credentials.

If one (or more) of the PDBs that you selected for deletion is the Snap Clone of
another PDB, you must also provide the privileged host credentials, that is, the
credentials of the root user. If you have already registered the credentials with
Enterprise Manager, you can select Preferred or Named. Otherwise, you can select
New and enter the credentials.

Figure 1742 displays the CDB Host Credentials section of the Select PDBs page.

Figure 17-42 Deleting Pluggable Databases: Specifying Credentials

- Contaimer Database lost Credentiaks

Spedfy credenals for host

7. In the Schedule page, enter a unique deployment procedure instance name and a
schedule for the deployment. The instance name you enter here helps you identify
and track the progress of this procedure on the Procedure Activity page.

If you want to run the procedure immediately, then retain the default selection,
that is, Immediately. Otherwise, select Later and provide time zone, start date,
and start time details.

You can optionally set a grace period for this schedule. A grace period is a period
of time that defines the maximum permissible delay when attempting to run a
scheduled procedure. If the procedure does not start within the grace period you
have set, then the procedure skips running. To set a grace period, select Grace
Period, and set the permissible delay time.

Figure 1743 displays the Schedule page.
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Figure 17-43 Deleting Pluggable Databases: Schedule Page
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8. Click Next.

9. In the Review page, review the details you have provided for the deployment
procedure. If you are satisfied with the details, click Submit.

If you want to modify the details, then click Back repeatedly to reach the page
where you want to make the changes.

Figure 17—44 displays the Review page.

Figure 17-44 Deleting Pluggable Databases: Review Page
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10. In the Procedure Activity page, view the status of the procedure. From the
Procedure Actions menu, you can select Debug to set the logging level to Debug,
and select Stop to stop the procedure execution.

Figure 1745 displays the Procedure Activity page.

Figure 17-45 Deleting Pluggable Databases: Procedure Activity Page
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When you delete a PDB, the Enterprise Manager job system creates a Delete
Pluggable Database job. For information about viewing the details of this job, see
Section 17.5.3.

17.5 Viewing Pluggable Database Job Details

This section provides information about viewing the details of the jobs that are created
by the Enterprise Manager job system when you create a PDB, unplug a PDB, or delete
a PDB. It contains the following:

= Viewing Create Pluggable Database Job Details
= Viewing Unplug Pluggable Database Job Details
= Viewing Delete Pluggable Database Job Details

17.5.1 Viewing Create Pluggable Database Job Details

To view the details of a create PDB job, follow these steps:

1. From the Enterprise menu, select Provisioning and Patching, then select
Procedure Activity.

2. Click the deployment procedure that contains the required create PDB job.

I Sucemacded Pluggabie Clatabues Croatisn Cuatahis Crantin Friman

E CoslhrS_smas301 Succeeded  Srapshot Redaimable Soe Storage Management Framework TESTSUSERADMIN
SMF_MDU_1381 1 SASB5408_shenan®1 Succeeded  Ukad Storage Meladata

3. Expand the deployment procedure steps. Select the PDB creation job.

Procedure Ackity » CreatePggebieDatabase 1381360390
i Activity: Cl ke Datal 1361200390
» 4" Clapsed Time: 2 minubes, 5 seconds

Procedure Steps

View = Show | Al Steps
Select |Name Tyoe
Initiskration

Target Storsge O
Pre P8 Clone Sheps Exexution

R T e A

4. Click Job Summary.

Pluggable Database Creation

%" Pluggable Dutabase Creation
Troe Job
me 1 minutes, 46 seconds

2t W, 2010 12:34:50 PH DT

Step: Prepare Configuration Data (Succeeded)

5. To view a summary of the job details, click Summary.

In the Prepare Configuration Data step, the system prepares for PDB creation.
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In the Check Prerequisites step, the system checks the prerequisites for PDB
creation.

In the Verify and Prepare step, the system runs tasks prior to PDB creation.

In the Perform Configuration step, the PDB creation is performed. For details of
the performed tasks and their status, refer to the remote log files present on the
host.

In the Post Configuration step, Enterprise Manager is updated with the newly
created PDB details, and the custom scripts are run.

6. To view a visual representation of the create PDB job progress, click Results.

In the Configuration Progress section, you can view the completion percentage of
the job, and a list of pending, currently running, and completed job steps. You can
also view errors, warnings, and logs. The tail of the log for the currently running
job step is displayed.

17.5.2 Viewing Unplug Pluggable Database Job Details

To view the details of an unplug PDB job, follow these steps:

1. From the Enterprise menu, select Provisioning and Patching, then select
Procedure Activity.

2, Click the deployment procedure that contains the required unplug PDB job.

Deployment Procedure Manager
Procedure Lbrary | Procedure Activity | Recyde B

A1 seplerment procedLRes In various Stages o ther Ifecyde are shown below, Get e refresh SeTENgS 2 UDAaE The 2age autsmatcaly, Chok on e ki

mies [ T ga| Amvencedsewm

3. Expand the deployment procedure steps. Select the unplug PDB job.

Procedure Activity: unplug pdb62 to softiib fileset
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view =
Select|piame [Type |status]
Initislization Step Computation; &

[l 7 Unplug Pluggable Database Parallel L4
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[ Unplug Pluggable Database] Job <

4. Click Job Summary.
5. To view a summary of the job details, click Summary.

In the Prepare Configuration Data step, the system prepares for unplugging a
PDB.

In the Check Prerequisites step, the system checks the prerequisites for
unplugging a PDB.

In the Verify and Prepare step, the system runs tasks prior to unplugging the PDB.

In the Perform Configuration step, the PDB unplugging is performed. For details
of the performed tasks and their status, refer to the remote log files present on the
host.
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In the Post Configuration step, Enterprise Manager is updated with the unplugged
PDB details.

To view a visual representation of the unplug PDB job progress, click Results.

In the Configuration Progress section, you can view the completion percentage of
the job, and a list of pending, currently running, and completed job steps. You can
also view errors, warnings, and logs. The tail of the log for the currently running
job step is displayed.

17.5.3 Viewing Delete Pluggable Database Job Details

To view the details of a delete PDB job, follow these steps:

1.

2.

3.

From the Enterprise menu, select Provisioning and Patching, then select
Procedure Activity.

Click the deployment procedure that contains the required delete PDB job.
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To view a summary of the job details, click Summary.
In the Prepare Configuration Data step, the system prepares for deleting the PDBs.
In the Verify and Prepare step, the system runs tasks prior to deleting the PDBs.

In the Perform Configuration step, the PDB deletion is performed. For details of
the performed tasks and their status, refer to the remote log files present on the
host.

In the Post Configuration step, Enterprise Manager is updated with the deleted
PDB details.

To view a visual representation of the delete PDB job progress, click Results.

In the Configuration Progress section, you can view the completion percentage of
the job, and a list of pending, currently running, and completed job steps. You can
also view errors, warnings, and logs. The tail of the log for the currently running
job step is displayed.
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17.6 Administering Pluggable Databases

This section provides information about performing PDB administration tasks using
Cloud Control. It contains the following:

Switching Between Pluggable Databases
Altering Pluggable Database State

17.6.1 Switching Between Pluggable Databases

If you are performing a task such as granting user privileges or performance reporting,
and you need to perform the same task on another PDB, then you can switch to
another PDB using Cloud Control. To switch between PDBs while staying on the same
feature page, follow these steps:

1.

From the current PDB, select any PDB scope page (such as, Manage Advanced
Queues).

In the upper-left corner of the window, the name of the PDB will update to display
a context switcher as a drop-down menu.

Click the context switcher to display the drop-down menu. This menu shows the
PDBs most recently used.

Select a PDB from this list.
The page will update to show the System Queues.

Click the context switcher to display the drop-down menu. If the menu does not
show the PDBs you want, then select All Containers.

A Switch Container window will pop up to display all available PDBs for the
monitored target.

Select a PDB from this list and click OK.
The page will update to show data for the selected PDB.

17.6.2 Altering Pluggable Database State

To change the state of a single-instance PDB to Open or Close using Cloud Control,
follow these steps:

1.

From the Oracle Database menu, select Control, then select Open/Close
Pluggable Database.

From the Open/Close PDB page, select a PDB from the list.

Click the Action drop-down menu and select the appropriate actions. Your choices
are Open, Open Read Only, and Close.

In the Confirmation dialog window, click Yes to complete the change. A
Processing dialog window appears to show you the progress of your choice.

Once state change completes, the Open/Close PDB page will update to show the
new state of the PDB.

To change the state of a PDB in a Cluster/RAC to Open or Close, follow these steps:

1.

From the Oracle Database menu, select Control, then Open/Close Pluggable
Database.

From the Open/Close PDB page, select a PDB from the list. The RAC instances are
shown along with the PDB’s current state on those instances.
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Once you select a PDB, a panel appears below the list to show the state of the
PDBs on the different RAC instances. The open and close options apply to the
PDBs on the RAC instance's panel. You can open or close a PDB on any number of
available RAC instances.

In the Confirmation dialog window, click Yes to complete the change. A
Processing dialog window appears to show you the progress of your choice.

Once state change completes, the Open/Close PDB page will update to show the
new state of the PDB.
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Part IV

Database Upgrade

This part contains the following chapter:

»  Chapter 18, "Upgrading Databases"






18

Upgrading Databases

This chapter explains how you can upgrade Oracle databases using Oracle Enterprise
Manager Cloud Control (Cloud Control). In particular, this chapter covers the
following:

»  Getting Started
= Supported Releases
s Upgrading Databases Using Deployment Procedure

»  Upgrading an Oracle Database or Oracle RAC Database Instance Using the
Database Upgrade Wizard

18.1 Getting Started

This section helps you get started with this chapter by providing an overview of the
steps involved in mass upgrade of databases or when you want to install Oracle Home
and upgrade database. Consider this section to be a documentation map to
understand the sequence of actions you must perform to successfully upgrade Oracle
database. Click the reference links provided against the steps to reach the relevant
sections that provide more information.

Table 18—-1 Getting Started with Upgrading Database

Step Description Reference Links

Step 1 Selecting the Usecase To upgrade databases
. . using deployment
Decide whether you want to upgrade single procedure, see Section 18.3.

instance database, Oracle RAC database, or Oracle

database clusterware, and then select the type of To upgrade one single
upgrade you want to perform on them. instance database or one
Oracle RAC database

Oracle Database instance, see Section 18.4.

You can upgrade multiple database instances at a
time using deployment procedure according the
following usecases. :

= Upgrading database instance only.
s Upgrading cluster database,.
= Upgrading clusterware.

You can even upgrade one database instance at a
time. For example, if you have already upgraded
some of the databases in the Oracle home earlier,
and you now want to upgrade the other databases
in the same Oracle home.
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Table 18-1 (Cont.) Getting Started with Upgrading Database

Step Description Reference Links

Step 2 Knowing About the Supported Releases To learn about the releases

supported by the

Know what releases of Oracle Database can be Deployment Procedure, see
upgraded by the Deployment Procedure. Section 18.2.

Step 3 Understanding the Deployment Procedure To learn about the
Understand the Deployment Procedure you need to Deployment Procefiure

. offered for upgrading

select, and its scope and coverage.

databases, see

Section 18.3.1.

Step 4 Meeting the Prerequisites = Tolearn about the
prerequisites for
Before you run any Depl'oyment Procedqre, you upgrading using
must meet the prerequisites, such as setting up of deployment
the provisioning environment, applying mandatory procedure, see
patches, and setting up of Oracle Software Library. Section 18.3.2.

s Tolearn about the
deployment phases
involved in upgrading
a database instance,
see Section 18.4.1.

Step 5 Running the Deployment Procedure = Tolearn about the
procedure for
Run the Deployment Procedure to successfully upgrading database
upgrade Oracle database. clusters, follow the
steps explained in
Section 18.3.3.

s Tolearn about the
procedure for
upgrading database
clusterware, follow the
steps explained in
Section 18.3.4.

s Tolearn about the
procedure for
upgrading database
instance using
deployment
procedure, follow the
steps explained in
Section 18.3.5.

s Tolearn about the
procedure to upgrade
a database instance
using the database
upgrade wizard, see
Section 18.4.2.

18.2 Supported Releases

Using this Deployment Procedure, you can mass upgrade the following releases of
Oracle Database across multiple hosts:
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Table 18-2 Supported Releases for Mass Upgrade of Oracle Databases

Supported Release to

Supported Target Upgrade to Supported Platform
Oracle Database (single instance ~ 11g Release 2 All Platforms
database)

12¢ Release 1

For upgrading one database instance, the following releases are supported:

Table 18-3 Supported Releases for Upgrading a Database Instance

Supported Release to

Supported Target Upgrade to Supported Platform
Oracle Database (single instance ~ 11g Release 2 All Platforms
database) 12c Release 1
Oracle Real Application Clusters  11g Release 2 All Platforms
(Oracle RAC) 12c Release 1
Oracle RAC One 11g Release 2 All Platforms

12c Release 1

18.3 Upgrading Databases Using Deployment Procedure
This section consists of the following:
= About Deployment Procedures
= Meeting the Prerequisites
»  Upgrading Oracle Cluster Database Using Deployment Procedure
»  Upgrading Oracle Clusterware Using Deployment Procedure
s Upgrading Oracle Database Instance Using Deployment Procedure

18.3.1 About Deployment Procedures

Upgrading to Oracle Database 11g Release 2 or Oracle Database 12c enables you to
access the latest technology, thereby increasing efficiency and providing secure data
management for your applications. Ensure that you follow these steps to plan,
prepare, and upgrade to make the upgrade process simpler, faster, and more
predictable from start to finish.

Use the Upgrade Database deployment procedure to perform a mass upgrade of
databases or when you want to install Oracle Home and upgrade database.

For mass upgrade of databases, source databases must be homogeneous, that is, they
must have the same platform and same versions. The gold image to be used for the
new database version must contain all patches required for these databases, effectively
helping the user to get to a single standard gold image for the new release.

Cloud Control offers the Upgrade Oracle Database deployment procedure for mass
upgrade of Oracle databases. The deployment procedure supports the following
usecases:

»  Upgrading Database Instance Only
»  Upgrading Database Real Application Clusters
=  Upgrade of Clusterware
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Note: "Upgrading Grid infrastructure automatically upgrades the
underlying ASM targets.

For upgrading one Oracle database instance at a time or any Oracle RAC database
instance, you must access the Oracle Database Upgrade wizard from the Home page
of the database that you want to upgrade.

Note: The Upgrade Database deployment procedure does not
support upgrade of databases in Oracle Data Guard configurations
and databases with Oracle Database Vault.

The Deployment Procedure can be run by two types of administrators, mainly
Designer and Operator. As a designer, you can set up a test database, deploy new
software and patches, and test the upgrade process, and then create a gold image out
of it. You can then access the Deployment Procedure, provide the required details, and
lock one or more of the fields, such as platform, version, move to, and so on. Finally,
you can save the procedure and then publish it to the operators.

As an operator, you can access the save procedure and perform only certain operations
such as selecting a set of databases based on the locked criteria, providing any
additional input that is specific to the runtime activity, and then scheduling the
procedure. This way, the operators run a fully tested and certified Deployment
Procedure in their production environments, and the entire operation tneds to be less
error prone.

For more information on these types of administrators, and to learn how you can use
these locking feature, see Section 2.4.

18.3.2 Meeting the Prerequisites

Before you upgrade an Oracle database, follow these prerequisites:

»  The following table lists the mininum source version and destination version
required for each database target type:

Table 18-4 Meeting the Prerequisites

Mininum Source Version

Database Target Type Supported Destination Version
Clusterware 10.2.0.4.0 and higher in 10gR2 series  11.2 and 12c series
11.1.0.7.0 and higher in 10gR2 series
11.2.0.1 and higher in 11gR2
Cluster Database 10.2.0.4.0 and higher in 10gR2 series  11.2 and 12c series
11.1.0.7.0 and higher in 10gR2 series
11.2.0.1 and higher in 11gR2
Single Instance Database 10.2.0.4.0 and higher in 10gR2 series  11.2 and 12c series
11.1.0.7.0 and higher in 10gR2 series
11.2.0.1 and higher in 11gR2
Single Instance High Availability =~ 11.2.0.1 and higher in 11gR2 11.2 and 12c series
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Table 18-4 (Cont.) Meeting the Prerequisites

Mininum Source Version
Database Target Type Supported Destination Version

Oracle RAC One Node 10.2.0.4.0 and higher in 10gR2 series  11.2 and 12c series
11.1.0.7.0 and higher in 10gR2 series

11.2.0.1 and higher in 11gR2

Automatic Storage Management  Applicable only for 10.2.0.4 and 11.2 and 12c series
higher

11.1.0.7 and higher (stand alone type)

»  The database user must have SYSDBA privileges or the OS user must be part of
the DBA group.

= The database to be upgraded, and all its node instances (in case of a cluster
database) must be up and running.

= Ensure that you have created designer and operator roles with the required
privileges. The designer must have EM_PROVISIONING_DESIGNER role and the
oeprator must have EM_PROVISIONING_OPERATOR role.

»  The designer must have the following privileges:

- Edit access to Software Library to manage Software Library entities such as
gold images.

- Add/Edit Target privileges.
— Create Named Credentials privileges.
»  The operator must have the following privileges:

- View access to Software Library to view Software Library entities such as gold
images.

- Add/View Target privileges.

— Privileges to the named credentials granted by designer.

18.3.3 Upgrading Oracle Cluster Database Using Deployment Procedure

To upgrade an Oracle Cluster Database using the deployment procedure, follow these

steps:

1. In the designer role, from the Enterprise menu, select Provisioning and Patching,
then select Database Provisioning.

2. In the Database Provisioning console, select the Upgrade Oracle Database
Deployment Procedure and click Launch. The Database Upgrade wizard is
launched.

3. On the Targets page, in the Select Targets section, select Cluster Database as the
Target Type.

Note: The Cluster Database option enables you to upgrade the
Cluster Databases and optionally the underlying Automatic Storage
Management target and the managing Clusterware as part of the same
process.

4. Select the version that you want the database to be upgraded to from the To list.
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10.
11.

12.

13.
14.

15.

Click Add Targets.

In the Select Targets for Upgrade dialog box, click on the Cluster search icon to
search for the cluster database.

In the Search and Select: Cluster Target dialog box, select the cluster database that
you want to upgrade, and then click Select.

Note: If the database you want to upgrade does not appear in the
table, verify that the database is available and there are no metrics
collection errors for the target.

Note: If the cluster database that you selected is a parent cluster, then
all the child nodes such as HAS, ASM, and cluster databases are
automatically selected.

Select the Cluster Database Version. Click OK.

On the Targets page, click Save.

In the Save Procedure dialog box, enter a description.
For example:

Upgrade Oracle Database Procedure 1

Click Save.

An Information dialog box appears. Click OK.

Click Log Out.

The designer role is completed. Now, log in with the Operator credentials.

From the Enterprise Menu, select Provisioning and Patching, and then Database
Provisioning.

On the Database Provisioning page, all operations except for Launch are disabled
for the Operator. The upgrade database deployment procedure that was saved is
selected. Click Launch.

On the Targets page, click Next.

On the Software Details page, in the Grid Infrastructure section, click the Search
icon to select a Grid Infrastructure software from the Software Library to create a
new Oracle Home.

Note: The software may be stored as a gold image or a zipped up
installation media in the Software Library.

From the dialog box that appears, select a Grid Infrastructure software, and then
click Select.

In the Oracle Database section, specify the following details:

a. In the Oracle Database Software section, click the search icon to select the
Oracle Database Software from the Software Library for creating a new Oracle
Home.
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The software may be stored as a gold image or a zipped up installation media
in the Software Library. Ensure that the zipped up Oracle Home contains all
critical patches for the new Oracle Home.

Note: To ensure that the gold image you create includes all the
recommended patches, follow these steps:

1. Click the 'Database Upgrade Planner' link and log in to My Oracle
Support using Cloud Control in the online mode.

2. Select the following types of patches to be applied to the gold image:
s Recommended patches on the release you
want to upgrade to

= Patches on top of the release that maintain
the fixes in the base release

= Patches resolving merge conflicts if any
present between the patches chosen

3. Apply the patches to an Oracle Home of the release to upgrade to using
Patch Plans or manually.

4. Create a gold image from the Oracle Home and use it for the upgrade.

b. In the Software Location section, specify or check if the software locations of
the Oracle base for database and the database Oracle home are correct.

c. In the User Groups section, specify or check if the specified values for the
following user groups are correct:

- Database Backup and Recovery (OSBACKUPDBA) group: Create this
group if you want a separate group of operating system users to have a
limited set of database backup and recovery related administrative privileges
(the SYSBACKUP privilege). The usual name for this group is backupdba.

- Data Guard administrative (OSDBDBA) group: Create this group if you
want a separate group of operating system users to have a limited set of
privileges to administer and monitor Oracle Data Guard (the SYSDG
privilege). The usual name for this group is dgdba.

- Encryption Key Management administrative(OSKMDBA) group: Create
this group if you want a separate group of operating system users to have a
limited set of privileges for encryption key management such as Oracle Wallet
Manager management (the SYSKM privilege). The usual name for this group
is kmdba.

d. In the Working Directory section, specify the working directory on each target
host. Ensure that all the hosts have read write permission on the working
directory specified.

Note: Click on the Lock icon to lock the fields that you do not want
to be editable. These fields will not be available for editing in the
operator role.

e. Click Next.

16. In the Credentials page, specify the Operating System credentials for Grid
Infrastructure and Database, Privileged Operating System credentials (run as
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root), and Database credentials. If you choose to specify Preferred Credentials,
select either Normal Host or Privileged Host credentials. For Named Credentials,
you can specify the same or different credentials for Oracle homes.

If you have not set Named Credentials, click the plus sign (+) in the Credentials
section. In the Add New Database Credentials popup, specify the User name,
Password, Role, and specify the Save Details. Select Run As and specify root.
Click OK.

Click on the Lock icon to lock the fields that you do not want to be editable. These
fields will not be available for editing in the operator role.

Click Next.

17. In the Configuration Details page, the Backup and Restore settings option in the
Restore Strategy is selected by default.

In the Restore Strategy section, you can select:

Backup and Restore Settings Only to restore configuration changes made
during database upgrade and not actual data, in case upgrade fails.

Create RMAN backup Before Upgrade and enter the backup location.

Note: If you perform a backup using RMAN then you can restore the
entire database irrespective of datafiles on filesystem or ASM. Backup
using RMAN is available when upgrading to 12c only.

Use Existing RMAN Backup where the latest RMAN backup will be used.
Use Flashback and Guaranteed Restore Point

Note: The source database version should be from 11g onwards. The
target home version should be 12c

Full Backup to backup the database and restore configuration and oratab
settings if upgrade fails. The backup location is, by default, SORACLE_
BASE/admin/$GDB/backup where '$GDB' is the global database name.

Ignore if you have your own backup options and do not want Cloud Control
to perform a backup of your database.

Note: Click on the Lock icon to lock the fields that you do not want
to be editable. These fields will not be available for editing in the
operator role.

Sselect Upgrade Options from the left panel.

18. In the Upgrade Options section, you can do the following:

Select Recompile invalid objects at the end of upgrade to make valid
database objects for the new database version.

If you are upgrading to database version 11.2.0.2 or higher, you will be able to
set the time zone upgrade option. You can select Upgrade Time Zone Version
and Timestamp with Time Zone data.

Select Gather Statistics Before Upgrade
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19.

20.

21.

22,

23.

24.

s If archive logging has been turned on for the database, then you have the
option to disable Archiving and flashback logging for each database.

In the Pre and Post Upgrade Script section, specify custom scripts to run on the
database before or after upgrade. Select a component from the software library
that contains the SQL script to be executed before upgrading the database for each
of the following scripts:

s Pre Upgrade SQL Script
s Post Upgrade SQL Script
s Post Upgrade Perl Script
Click Next.

The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the upgrade, if any. Click Next.

In the Schedule page, specify a Deployment Instance Name and schedule for the
upgrade job. If you want to run the procedure immediately, then retain the default
selection, that is, Immediately. If you want to run the job later, then select Later
and provide time zone, start date, and start time details. Specify a Grace Period, a
duration after the start period for Cloud Control to attempt to start the upgrade if
it cannot start at the specified time.

In the Breakpoint section, you can set the breakpoint by selecting Set Breakpoint,
and then selecting which step you want the breakpoint to be after, from the Set
Breakpoint After list .

Setting these breakpoints appropriately can reduce the actual downtime of the
upgrade process.

For example, you can set the breakpoint before the Upgrade Cluster Database step
as downtime is application only during the actual upgrade process and not duing
the software installation,

You can also change the breakpoint and resume the execution from the Database
Upgrade Instance Tracking page.

In the Set Notification Details section, select the events for which you want to be
notified.

Click Next.

In the Review page, verify that the details you have selected are correctly
displayed. If you want to modify the details, then click Back repeatedly to reach
the page where you want to make the changes.

To save the deployment procedure for future use, click Save.

To submit the deployment procedure, click Submit. When the deployment
procedure is submitted for execution, the database upgrade instance tracking page
is displayed. You can also navigate to this page by clicking the procedure instance
in the Job Activity page.

Submit the configured Database Upgrade procedure after providing values for the
editable fields. After you have submitted the procedure, the summary for the
running procedure is displayed.

In the Upgrade Oracle Database procedure execution page, in the Current Run tab,
view the upgrade job steps and status.
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25.

26.

27.

If you have specified a breakpoint, the procedure execution will pause at the step
specified. Once the execution pauses, you can do either of the following using the
Run to step list.

= Set a new breakpoint by selecting an appropriate step
= Select All remaining steps.

You can also perform the following actions:The possible actions are Stop, Resume,
Suspend, Cleanup, Resubmit, and Skip Step. Click Resubmit to resubmit the
current instance for execution.

= Suspend: to suspend the upgrade deployment procedure.

= Resume: to resume the upgrade deployment procedure after you have
suspended it.

= Stop: to stop the upgrade deployment procedure.

m  Restore: to do a rollback of the Grid Infrastructure. This submits another
deployment procedure.

Note: The rollback instance can be tracked in the same page as that
of the upgrade execution run. This can be used where there is a fatal
failure during the GI rollback.

= Retry: to retry the failed step. This option can be used to retry the prerequisite
step that might have failed in the previous run (The fixups were performed
outside the flow),

= Ignore: to ignore a failed step.

= Resubmit: to resubmit the upgrade deployment procedure (usually after
fixing errors found). In general, this should only be used when you are unable
to perform a retry on the previous run.

If a step has status Failed, click View Log. The Job Run for the step is listed. Click
Show in the Details column to view the entire log. Fix the error and click Retry.

After the procedure execution is completed, click on the Database menu and
verify that the newly upgraded databases appear as Cloud Control targets

18.3.4 Upgrading Oracle Clusterware Using Deployment Procedure

To upgrade an Oracle Clusterware using the deployment procedure, follow these
steps:

1.

In the designer role, from the Enterprise menu, select Provisioning and Patching,
then select Database Provisioning.

In the Database Provisioning console, select the Upgrade Oracle Database
Deployment Procedure and click Launch. The Database Upgrade wizard is
launched.

On the Targets page, in the Select Targets section, select Clusterware as the Target
Type.

Note: The Clusterware option enables you to upgrade the
Clusterware and optionally the underlying Automatic Storage
Management target as part of the same process.
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10.
11.

12.

13.
14.

15.

Select the version that you want the database to be upgraded to from the To list.
Click Add Targets.

In the Select Targets for Upgrade dialog box, click on the Cluster search icon to
search for the cluster.

In the Search and Select: Cluster Target dialog box, select the cluster that you want
to upgrade, and then click Select.

Note: If the database you want to upgrade does not appear in the
table, verify that the database is available and there are no metrics
collection errors for the target.

Note: If the cluster database that you selected is a parent cluster, then
all the child nodes such as HAS, ASM, and cluster databases are
automatically selected.

Click OK.

On the Targets page, click Save.

In the Save Procedure dialog box, enter a description.
For example:

Upgrade Oracle Database Procedure 1

Click Save.

An Information dialog box appears. Click OK.

Click Log Out.

The designer role is completed. Now, log in with the Operator credentials.

From the Enterprise Menu, select Provisioning and Patching, and then Database
Provisioning.

On the Database Provisioning page, all operations except for Launch are disabled
for the Operator. The upgrade database deployment procedure that was saved is
selected. Click Launch.

On the Targets page, click Next.

On the Software Details page, in the Grid Infrastructure section, click the Search
icon to select a Grid Infrastructure software from the Software Library to create a
new Oracle Home.

Note: The software may be stored as a gold image or a zipped up
installation media in the Software Library.

From the dialog box that appears, select a Grid Infrastructure software, and then
click Select.

In the Working Directory section, specify the working directory on each target
host. A working directory on the host target is required to stage files during Grid
Infrastructure or Database installation or upgrade. Ensure that all the hosts have
read write permission on the working directory specified.
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Note: Click on the Lock icon to lock the fields that you do not want
to be editable. These fields will not be available for editing in the
operator role.

16. In the Credentials page, specify the Operating System credentials for Grid
Infrastructure and the Privileged Operating System credentials (run as root). If you
choose to specify Preferred Credentials, select either Normal Host or Privileged
Host credentials. For Named Credentials, you can specify the same or different
credentials for Oracle homes.

If you have not set Named Credentials, click the plus sign (+) in the Credentials
section. In the Add New Database Credentials popup, specify the User name,
Password, Role, and specify the Save Details. Select Run As and specify root.
Click OK.

Click on the Lock icon to lock the fields that you do not want to be editable. These
fields will not be available for editing in the operator role.

Click Next.

17. The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the upgrade, if any. Click Next.

18. In the Schedule page, specify a Deployment Instance Name and schedule for the
upgrade job. If you want to run the procedure immediately, then retain the default
selection, that is, Immediately. If you want to run the job later, then select Later
and provide time zone, start date, and start time details. Specify a Grace Period, a
duration after the start period for Cloud Control to attempt to start the upgrade if
it cannot start at the specified time.

In the Breakpoint section, you can set the breakpoint by selecting Set Breakpoint,
and then selecting which step you want the breakpoint to be after, from the Set
Breakpoint After list .

Setting these breakpoints appropriately can reduce the actual downtime of the
upgrade process.

For example, you can set the breakpoint before the Upgrade Clusterware step as
downtime is application only during the actual upgrade process and not duing the
software installation,

Downtime is applicable only during the actual upgrade and not during the
software installation. The downtime is only for the actual upgrade process itself.
There is a step in the DP which says Upgrade Clusterware and thats the step that
will require a downtime.

You can also change the breakpoint and resume the execution from the Database
Upgrade Instance Tracking page.

In the Set Notification Details section, select the events for which you want to be
notified.

Click Next.

19. In the Review page, verify that the details you have selected are correctly
displayed. If you want to modify the details, then click Back repeatedly to reach
the page where you want to make the changes.
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To save the deployment procedure for future use, click Save.

To submit the deployment procedure, click Submit. When the deployment
procedure is submitted for execution, the database upgrade instance tracking page
is displayed. You can also navigate to this page by clicking the procedure instance
in the Job Activity page.

20. Submit the configured Database Upgrade procedure after providing values for the
editable fields. After you have submitted the procedure, the summary for the
running procedure is displayed.

21. In the Upgrade Oracle Database procedure execution page, in the Current Run tab,
view the upgrade job steps and status.

22, If you have specified a breakpoint, the procedure execution will pause at the step
specified. Once the execution pauses, you can do either of the following using the
Run to step list.

= Set a new breakpoint by selecting an appropriate step
= Select All remaining steps.

You can also perform the following actions:The possible actions are Stop, Resume,
Suspend, Cleanup, Resubmit, and Skip Step. Click Resubmit to resubmit the
current instance for execution.

= Suspend: to suspend the upgrade deployment procedure.

= Resume: to resume the upgrade deployment procedure after you have
suspended it.

= Stop: to stop the upgrade deployment procedure.

»  Restore: to do a rollback of the Grid Infrastructure. This submits another
deployment procedure.

Note: The rollback instance can be tracked in the same page as that
of the upgrade execution run. This can be used where there is a fatal
failure during the GI rollback.

= Retry: to retry the failed step. This option can be used to retry the prerequisite
step that might have failed in the previous run (The fixups were performed
outside the flow),

= Ignore: to ignore a failed step.

= Resubmit: to resubmit the upgrade deployment procedure (usually after
fixing errors found). In general, this should only be used when you are unable
to perform a retry on the previous run.

23. If a step has status Failed, click View Log. The Job Run for the step is listed. Click
Show in the Details column to view the entire log. Fix the error and click Retry.

24. After the procedure execution is completed, click on the Targets menu and select
All Targets to navigate to the All Targets page and verify that the newly upgraded
databases appear as Cloud Control targets.

18.3.5 Upgrading Oracle Database Instance Using Deployment Procedure

To upgrade an Oracle database instance using the deployment procedure, follow these
steps:
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10.
11.

12.

13.

In the designer role, from the Enterprise menu, select Provisioning and Patching,
then select Database Provisioning.

In the Database Provisioning console, select the Upgrade Oracle Database
Deployment Procedure and click Launch. The Database Upgrade wizard is
launched.

On the Targets page, in the Select Targets section, select Single Instance Database
as the Target Type.

Note: The Single Instance Database option enables you to upgrade
the Single Instance Database and optionally the underlying Automatic
Storage Management target and the managing High Availability
Service as part of the same process.

Select the version that you want the database to be upgraded to from the To list.
Click Add Targets.

In the Select Targets for Upgrade dialog box, select the .Source Version and the
Platform of the database instance that you want to upgrade. Click Search.

In the Search and Select: Cluster Target dialog box, select the database instance
target that you want to upgrade.

Note: If the database you want to upgrade does not appear in the
table, verify that the database is available and there are no metrics
collection errors for the target.

You can choose to upgrade the listeners by selecting Upgrade Listeners. The
selected listeners in the source Oracle Home will be migrated and restarted in the
destination Oracle Home of the database.

Click OK.

On the Targets page, click Save.

In the Save Procedure dialog box, enter a description.
For example:

Upgrade Oracle Database Procedure 1

Click Save.

An Information dialog box appears. Click OK.

Click Log Out.

The designer role is completed. Now, log in with the Operator credentials.

From the Enterprise Menu, select Provisioning and Patching, and then Database
Provisioning.

On the Database Provisioning page, all operations except for Launch are disabled
for the Operator. The upgrade database deployment procedure that was saved is
selected. Click Launch.

On the Targets page, click Next.
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14.

15.

16.

In the Oracle Database section, select Upgrade Database Instance only. Specify the
Database Oracle Home location.

In the Working Directory section, specify the working directory on each target
host. A working directory on the host target is required to stage files during Grid
Infrastructure or Database installation or upgrade.Ensure that all the hosts have
read write permission on the working directory specified.

Note: Click on the Lock icon to lock the fields that you do not want
to be editable. These fields will not be available for editing in the
operator role.

Click Next.

In the Credentials page, specify the Operating System credentials for Database,
Privileged Operating System credentials (run as root), and Database credentials. If
you choose to specify Preferred Credentials, select either Normal Host or
Privileged Host credentials. For Named Credentials, you can specify the same or
different credentials for Oracle homes.

If you have not set Named Credentials, click the plus sign (+) in the Credentials
section. In the Add New Database Credentials popup, specify the User name,
Password, Role, and specify the Save Details. Select Run As and specify root.
Click OK.

Click on the Lock icon to lock the fields that you do not want to be editable. These
fields will not be available for editing in the operator role.

Click Next.

In the Configuration Details page, the Backup and Restore settings option in the
Restore Strategy is selected by default.

In the Restore Strategy section, you can select:

= Backup and Restore Settings Only to restore configuration changes made
during database upgrade and not actual data, in case upgrade fails.

= Create RMAN backup Before Upgrade and enter the backup location.

Note: If you perform a backup using RMAN then you can restore the
entire database irrespective of datafiles on filesystem or ASM. Backup
using RMAN is available when upgrading to 12c only.

s Use Existing RMAN Backup where the latest RMAN backup will be used.
»  Use Flashback and Guaranteed Restore Point

Note: The source database version should be from 11g onwards. The
target home version should be 12c

s Full Backup to backup the database and restore configuration and oratab
settings if upgrade fails. The backup location is, by default, SORACLE_
BASE/admin/$GDB/backup where '$GDB' is the global database name.

= Ignore if you have your own backup options and do not want Cloud Control
to perform a backup of your database.
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Note: Click on the Lock icon to lock the fields that you do not want
to be editable. These fields will not be available for editing in the
operator role.

Sselect Upgrade Options from the left panel.
17. In the Upgrade Options section, you can do the following:

= Select Recompile invalid objects at the end of upgrade to make valid
database objects for the new database version.

= If you are upgrading to database version 11.2.0.2 or higher, you will be able to
set the time zone upgrade option. You can select Upgrade Time Zone Version
and Timestamp with Time Zone data.

= Select Gather Statistics Before Upgrade

= Ifarchive logging has been turned on for the database, then you have the
option to disable Archiving and flashback logging for each database.

18. In the Pre and Post Upgrade Script section, specify custom scripts to run on the
database before or after upgrade. Select a component from the software library
that contains the SQL script to be executed before upgrading the database for each
of the following scripts:

»  Pre Upgrade SQL Script
»  Post Upgrade SQL Script
»  Post Upgrade Perl Script
Click Next.

19. The Custom Properties page will be displayed only for user customized
deployment procedures that require custom parameters. Specify custom
properties for the upgrade, if any. Click Next.

20. In the Schedule page, specify a Deployment Instance Name and schedule for the
upgrade job. If you want to run the procedure immediately, then retain the default
selection, that is, Immediately. If you want to run the job later, then select Later
and provide time zone, start date, and start time details. Specify a Grace Period, a
duration after the start period for Cloud Control to attempt to start the upgrade if
it cannot start at the specified time.

In the Breakpoint section, you can set the breakpoint by selecting Set Breakpoint,
and then selecting which step you want the breakpoint to be after, from the Set
Breakpoint After list .

Setting these breakpoints appropriately can reduce the actual downtime of the
upgrade process.

For example, you can set the breakpoint before the Upgrade Database Instance
step as downtime is application only during the actual upgrade process and not
duing the software installation,

You can also change the breakpoint and resume the execution from the Database
Upgrade Instance Tracking page.

In the Set Notification Details section, select the events for which you want to be
notified.

Click Next.
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21.

22,

23.

24.

25.

26.

In the Review page, verify that the details you have selected are correctly
displayed. If you want to modify the details, then click Back repeatedly to reach
the page where you want to make the changes.

To save the deployment procedure for future use, click Save.

To submit the deployment procedure, click Submit. When the deployment
procedure is submitted for execution, the database upgrade instance tracking page
is displayed. You can also navigate to this page by clicking the procedure instance
in the Job Activity page.

Submit the configured Database Upgrade procedure after providing values for the
editable fields. After you have submitted the procedure, the summary for the
running procedure is displayed.

In the Upgrade Oracle Database procedure execution page, in the Current Run tab,
view the upgrade job steps and status.

If you have specified a breakpoint, the procedure execution will pause at the step
specified. Once the execution pauses, you can do either of the following using the
Run to step list.

= Set a new breakpoint by selecting an appropriate step
= Select All remaining steps.

You can also perform the following actions:The possible actions are Stop, Resume,
Suspend, Cleanup, Resubmit, and Skip Step. Click Resubmit to resubmit the
current instance for execution.

= Suspend: to suspend the upgrade deployment procedure.

= Resume: to resume the upgrade deployment procedure after you have
suspended it.

= Stop: to stop the upgrade deployment procedure.

m  Restore: to do a rollback of the Grid Infrastructure. This submits another
deployment procedure.

Note: The rollback instance can be tracked in the same page as that
of the upgrade execution run. This can be used where there is a fatal
failure during the GI rollback.

= Retry: to retry the failed step. This option can be used to retry the prerequisite
step that might have failed in the previous run (The fixups were performed
outside the flow),

= Ignore: to ignore a failed step.

= Resubmit: to resubmit the upgrade deployment procedure (usually after
fixing errors found). In general, this should only be used when you are unable
to perform a retry on the previous run.

If a step has status Failed, click View Log. The Job Run for the step is listed. Click
Show in the Details column to view the entire log. Fix the error and click Retry.

After the procedure execution is completed, click on the Database menu and
verify that the newly upgraded 