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0x0004-08-68

5% .« Trusted Extensions2] B.¢F &AM 2] (2H <) 71


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN1Matohexlabel-1m

Trusted Extensions2] & ¥k =+ (=h <l %)

72

o 5-5

SETEED)

Aol gl g e HE Yol 53 Zelofd 2 label encodings

E
[
é
B o

md e

1o q

=
59 9] 5t A of w2k 4 HLiTh. 2} £ 9] ol o -2 o] sk 2] A F ool 9l
A & AT o R 8 o] 4t Felol A do| & X AT /)L S E
e EHE A9 T o] e 16415 B4 & F ATk 22} Absre] H& 4
St WAL ThE 5 ok Aol 918 5 gl 84S 9202 W o] =
A 25 QTE] i o] 2ol A= g b 593 ) #l o] &8 el g o}, ol o] & Fra ol T B
BiE Faedo] thE A9 o] S B AE RAGE £ 5 g5 )

7] ¥ label _encodings It ol A S|/ 2 & o] Eof 8| & 5l= Bl A Eof| = ZFE()0|
E R A] e F o

atohexlabel & & A}-&

16415 % 4] o] &ul2 2l o] &-& Aol W ol 4] Q15w o),

$ atohexlabel 0x0004-08-68
0x0004-08-68

2e] ol o) &g A ahe ol 4 o5 ek o).

$ atohexlabel admin_high
ADMIN_HIGH

atohexlabel admin_low
ADMIN LOW

A 02 <EAE >0l A atohexlabel FEEA OFI MRS 05 v A=
atohexlabelol A &g <A Y /‘7} iu}e # o] Lo} Fa|o]El A7} ol S

vEby Yok g8 g5 Ehal O}T— d A g} 1abel_encodings 3} & o] @ o] & o]

EA sh=A i& %LID}

2 7] 753 @
u}

it
i3
e
o
§l=
oft
—
(o)
)
<>
ol
1>
2
)
ne
rr

o] A Aol A= W F- dl o] E{ W o] 2~of] A A E & o] &5 &5}
AFA BF U 82 hextoalabel(1M) "l 577 o o] A| & FF 2 3}4] A

e od el A ok we| A &5 7HA AFGARod oF gt

oﬂ
21_1{
rr
ﬁ.l
l m
mlm
)
2
to
i)
5+
=
&

e
L
>
rﬁ'
¥
odl
>
tlo

. RIZE B o) 2ol 3T
g,

$ hextoalabel 0x0004-08-68
CONFIDENTIAL : NEED TO KNOW

Oracle Solaris Trusted Extensions ¥ 2] Ak 2 3} . 2011 8¥


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN1Mhextoalabel-1m

Trusted Extensions 2] & HF =H¢] (zHg] ¥)

A\

SECEEL

n ZElodro AFFEHAEE A HH ¢ F4 S AEF )

$ hextoalabel -c 0x0004-08-68
CONFIDENTIAL NEED TO KNOW

)29 Th o) 4] BQk 7] B e WA S uhy

Trusted Extensions®l| 41 = H.qF | A} 7} A] 2~ 8 o] 7] & H ok A A & H 73 sl A
N A 2~ o,

H J‘ 7%‘ 2 Jetc/security % /etc/default T 3 B 2] 2] 3} o]l gl45 1]t} Oracle Solaris

AL ol M= 3 A 7F o) 2 7k vl & i A & = Sl T Oracle Solaris 1.qkof] o &
A “ﬂ W} & System Administration Guide: Security Services¢| 3 7, “Controlling Access
to Systems (Tasks)” & F &5 A| &

9] - Abo] = 1.qk A # ol 4] ] - 5Hiz 7 ol qk 4] 2 Bl 7] HgkS $hal A}l L.

o AFHTFYEAVUNE AL A2 HAL AR T,
AHA g W] &2 54 9| ©] ] “Trusted Extensionsell A ¥+2] 7t & H Al sl= Wi"&
SE SR
ch& 2ol & 10k 72 B o ek 5ol A M7 gk u) A e sl of g e}
Y] z+q) ZpA g B
/etc/default/login &5 = ¢3 A 2 355 £l System Administration Guide: Security Servnces/]
“How to Monitor All Failed Login Attempts”°ll 3+
ol & HEF A L.
passwd(1) "l 572 5 o] %]
/etc/default/kbd 7| B = Ak v g A sk o) System Administration Guide: Security Services®|

“How to Disable a System’s Abort Sequence”

F - e A7F e W A of] Ab-E-5h= T2 E ol A
KEYBOARD ABORT®l| tf] &+ 7] & A & & kadb 712

Tl A o DHUP WA 2~ o%%?ﬁblﬂ} T A ol gt
A g W -8--& kadb(1M) ¥ 742 7 o] 7] =

xR Al L.

5% .« Trusted Extensions2] B.¢F &AM 2] (2H <) 73


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6secsys-1
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6secsys-1
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6secsys-36
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6secsys-36
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN1passwd-1
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6secsys-30
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6secsys-30
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN1Mkadb-1m

Trusted Extensions2] & ¥k =+ (=h <l %)

S| =) ZhA g B

/etc/security/policy.conf A} o gk B} 7} gk policy.conf(4) "l 772 5 o] 7|
e} 1
Q.

o| & 2~ E 2] A}-8-A}& Basic Solaris
User(7] ¥ Solaris A8 A} el 50 2
A gkgh o},

/etc/default/passwd AFE A7) ok 5 B AL W A 8 o passwd(1) U 57 ¥ o] %]

e,

g A H R THE 95 g
wHE oo et

weh ) Abg o] &
N CRE

S

fle

27k

SR

rr
Mt of

74 Oracle Solaris Trusted Extensions ¥ 2] &k A =} . 20114 8€


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN4policy.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN1passwd-1

6 %

Trusted Extensions 2] AF-&-%}, A gF 2
F L)

o] Aol A Ak ALEAHE RHE 7] Aol AR | of ahs WS AL g A o} 7, AL A}
AR Fel S 918 27k B E A Fahch o] Fel A 2] A Ho| 4T
AgHE o) Abg A A

Aot 7hA g o) o] 2] @ AF&- A= Trusted
Extensions & T4 5} 2L | 6l= ol A5 = 42 S 2S5y A g &
.]

== = | MH
Oracle Solaris Trusted Extensions 74 2 ™ 4] 2] “Trusted Extensions2] & sk 2 *}%X}
WHE7E FERSA Al

n 75 9] o] ] “Trusted Extensions 2] A& A} H ¢t 7] 5~

w76 3 o] ] “A}-&-A}ol| o) gk 2| &} A 9)”

w77 9] o] ] “Trusted Extensions®l| A AF-& A& wh5 7] H ol A A & 23>

n 77 ¥ o] A] “Trusted Extensions2] 7| ¥ A8 &} B gk £-4)>

» 78 9| o] &] “Trusted Extensions®l| A T4 7}5 8k A& A 44

n 79 H| o] Z] “A}-g-Z}ol| Al At of 5f= H ok &4

: o -—
Trusted Extensions 8] A}-8-#} 2.8} 7] 5

Trusted Extensions 2= Z E 9| o] = AF- A} st = Agt T2 9 Yol v} F Bl 7| 5 &

F7hg o}

s AEAE A AEE AR S R ol ol E WA E MY

n G ] Ao S At H AR ol el E WA E 7Y

= Trusted Extensions 7 &+ Z 2 3} Y ol = CDE 32| Zdo] £ 4= el ol w3 3}
ul b7 2 Al = Wl A4S 7 4 sl T

= Trusted Extensions ¢+ Z 23} o] & 2 zhq] & #lo] & £ A S 7AYok i H
EEAZgg2dol S W el A 2= EF g o] Eoll A 43 5] of of gt}

= Trusted Extensions 4= 2 E 9] & = Oracle Solaris Sl 4] A 2] gt 7 gk L <] 5 A Eof

Aehel o5& Fogh,


http://www.oracle.com/pls/topic/lookup?ctx=E24846&id=TRSOLCFGtxconf-14
http://www.oracle.com/pls/topic/lookup?ctx=E24846&id=TRSOLCFGtxconf-14

Apg Aol & el <

A} 7ol o 3 2] 7 B o

76

A28 | AE 2 AR A A A & vbE Y oh ok A A 42 A 2 Bl A&
AR

LDAP °] & A& 41| 20| Oracle Directory Server Enterprise Edltlon"a_ /‘}9““} 75 27]
A7 ® el A tsol_ldap.tbx =7 A AHE 4 F=#] 2l sh4) 4] . B A= Oracle Solaris
Trusted Extensions 7/ 2 & 4] 2] “LDAP°I| ™ 3}] Solaris Management Console A=

Wyg B4 L.

g A w3 Aol vl g b gl 8 e ekl AL,

»  System Administration Guide: Basic Administration ®| “How to Create the First Role
(Primary Administrator)”

= System Administration Guide: Basic Administration 2| “Setting Up User Accounts (Task
Map)”

» System Administration Guide: Security Services 2| | 11T, “Roles, Rights Profiles, and
Privileges”

Al S 2 A2 el A 2

Trusted Extensionsoll A] A| 2~ 8] 32| %
chobahu) ol Al A 3he] A ohe “’d—% e,

-
O
oll
s

AR A FT7EE ARA
LI R R
n Abg A gl g A (e S A 9))

A ol ol 3 2.0k 32 2 2
Trusted Extensions©l] 4] X9t 2] A} -2 A} A £ = s+ ¥ & Hol £ A48
I P R R

- /K]__g_;(]. o:lzﬂ- T ﬂs]_

pul

l K
fu
H
1o
o
[5:d
o
AP
o
ok
0
b
>
)

. ﬂQJEAQ%EIK#%

n A8 o Ste)] Ak =2 ule) gt

s AFEAF S = AR Z 2 ul o] A3t
s AFSA S = AR Z 2 ulYdo] ol F skt
n AFE AR oSt = A Z 7 ul ol A A FE A A
n AFE AR S = AFE 2 ul ol A 9l S5 A A

Oracle Solaris Trusted Extensions ¥ 2] Ak 2 3} . 2011 8¥


http://www.oracle.com/pls/topic/lookup?ctx=E24846&id=TRSOLCFGconfsys-10
http://www.oracle.com/pls/topic/lookup?ctx=E24846&id=TRSOLCFGconfsys-10
http://www.oracle.com/pls/topic/lookup?ctx=E24846&id=TRSOLCFGconfsys-10
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV1smcover-96
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV1smcover-96
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV1usersetup-129
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV1usersetup-129
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6prbactm-1
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV6prbactm-1

A3 220U S 57| Aol Bot | A= A Z2upd o] vf o]} AFgd o] A F3]7]
$lall A3 == el5 o] Qx| o Yo B A g of ghuic)h /¥ v o o &l vl 7
Hlo| Ao =28 = AT E dFo] vpad o] slF Uk At D el Fo] g3
Zral o] o = exec_attr Hlo| ¥ o] A5 FFE A A &

Trusted Extensions®l| A A} &%} &5 wh57] Ao ZA L A

t}S AR AL AFE- A7} Trusted Extensionsoll A & 43 & 4= gl L
Eo] H g ghA]of J &S Fch dF A A AL Oracle Solaris 0SE 2 #] & wj]

Wzl = Z2A AHek a5 Y gy o 22 o Trusted Extensions©ll 225-8F 2 & AFgk-2 xlo| E
Hob AL H o] A of] J S F 4 s th

N

= policy.conf Lol A 7] A}-&-2} B ol &£ A48 M A& x| of X5 A A g}
label encodings ¥} o] AR-&-AF 7] 2 3k8 £ 7] A A "ol A A 5 o 7] £ 3kell
o) 3k A W2 77 9] o] A| “Trusted Extensions | 7] A}-&-%} B gk & 417&

;rl—x w]_/q /\] %

n 2P ALEA ] F| A o] E F T E E o A ALE A A9 S HE ER R
i’\]"]’ﬂ‘/} Has A Eutd (= AH)S ZA ok " A= 86 3 o] A| “Trusted
Extensions®l| 4] AF-& &} o] Al Z} ubd & A 5= WS F 254 A L

» AFEA7Fwlo] 2, CD-ROM Egfo| B W jAZ = 2fo| B o} -2 1 7] 7] of| | A A3k
mol=x ARE AR}

o5 A& AL o] A °”‘ﬂ/\7}31%% o] Eo A FI} 5
2ol=A ARE ZA T | 2 =252 243 3| o] 2] “7F} A
S dget= S AR A 2. o Al 2 skE AR ol 5 A A 2239 9| o] A
“Trusted Extensions®l| 41 & A el 5 A& AL A o] (2Fd Y& FHAFHH A

2o e
of¥ ]:0

Trusted Extensions 2] 7] -2 A}-&-x} ¥ 9} &4

label encodings ™ policy.conf 3} o] A of] A TA| Ap-&A} A A of] off g+ 7] & H gk
Mgﬂﬁﬂqqqﬁﬂﬂmﬂﬂﬂﬁﬂiﬁﬁﬁbﬂoﬂﬁ@ﬂi@ﬁiq

~ W

,?__dsl—l/]r/]. o3t Tl Yol HAE W 7+ o o A Ao & ALEL ol WA A O 7
AR e 9l Bl 4278 9 o] X] “Trusted Extensions®l| A1 4 7}5 g+ A} |
S S HE AL

Iabel_encodings ot 7| &3

label_encodings 4> A& AR 2| A el o] &, F|olwd A 7l£ dlol= R7|E
A olgt o}, 3l o T/H?‘P AFA g U] 8- 1abel encod1ngs(4) UH o go ]7(]%

FE 54 Al 2. Aol E 2] 1abel encodings Y = 27| AR & o *1 AR E o

o| 213l Z & 2 Oracle Solaris Trusted Extensions 74 4 ‘ﬂ “] °] “# °| = A Eh aek gl
Trusted Extensions Label Administration®] | & 7|+ 2 gt}

67 « Trusted Extensions®] AF-&-x, A3 2 S Q) 77


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN4label-encodings-4
http://www.oracle.com/pls/topic/lookup?ctx=E24846&id=TRSOLCFGovw-16
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=TRSOLLBLADMIN

Trusted Extensions®ll 4 F4 7}5 & A&7k &4

5 qk 2] A} 7} Solaris Management Consoleol] 41 7] ¥ A}-8-7of] tfj 3l 7 A] A o &
A A sk dl o] & 32 label encodings 3} ol A Iy ok A A o2 A= Fhe
label encodings ¥} & ©] gk H o} -4 gk o,

o] 23} 7] ] = += Trusted Extensions©l &3l & &% vt} o} & 3%
7t gk gk 7] 2 gko] vhel sl F ok

E6-1 policy.conf 7+ 4 2] Trusted Extensions &<+ 7] &k

1= 73k 7bed Fa

IDLECMD LOCK LOCK | LOGOUT o] Gol] A& 5] 7] eFs5ch
IDLETIME 30 0-120% o ol A g5 7] edF
policy.conf F ol Fojgl T W A 22 o UL /N8 Ao St T Y

= 2 5h o v gk 37k ARSIV ) 7| Ef W= 0] 29 ol AL g xbe] gho] A A gk}

g e,

Oracle Solaris Trusted Extensions T4 4 ™ 4 2] “Trusted Extensions 2] A& #} H.¢}
A &]7of] 2. policy.conf 7| 91 = 37} Sl th policy. conf(4) " 57 | o] x| &=

FxaiAl L,

Trusted Extensions®l A 74 7}-5 3 A}-& A &4

78

Solaris Management Console 2.1 A8 A Al A & vt 5 3L A sk =7 v ek = o 42
glolEofl 213 9= AFE-Aboll thal] ZF AR&AF] F] 4w o] & & v E] E 2] of A
.copy files ™ .link files I4 & AT +5 sJFh

Solaris Management Console | User Accounts(AF-§#F 7| &) = -+ Oracle Solaris

0Soll A 9} Fo] 2t E- 3} 2| vk = 71 A] of| 2] 7} o) 5 o}

» Trusted Extensions= AH-& A} Al A o] 4 & F7Fgh ok

s & E 2] A YA 2 E $]d] A = Trusted Extensions©l| 4 #H&] 7} 2 g g}

= .
= Oracle Solaris A] 28l o] A 2} 2 HkAl 0 2 & o) & E 2] A 55 k5o,
. -GS FILAAE S5t BRE A A UM A S Y EEE

kg E gk},

Oracle Solaris Trusted Extensions ¥ 2] Ak 2 3} . 2011 8¥


http://www.oracle.com/pls/topic/lookup?ctx=E24846&id=TRSOLCFGovw-18
http://www.oracle.com/pls/topic/lookup?ctx=E24846&id=TRSOLCFGovw-18
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN4policy.conf-4

Ap-g 7ol A e oF S 2.9k 54

System Administration Guide: Basic Administration ®| “How to Add a User With the Solaris
Management Console’s Users Tool”oll 27 ¥ th & up¥ AL & AF-§-5led AL AL AR &

w2 A w5 o Fu ok vt ALE /‘} g AF-&-AF ] 7] Trusted Extensions <54 &
S+ ol

.copy_files & .link files ¥} <ol tff &+ Ak A gk U] &2 81 5f| o] #] . copy files 2
.11nk7f11es-4°]”° Fxst4d AL

LI ALL g Hol 2L A2 ol 0 L
= & 7 ¥ o] A “Trusted
of| = AF-&- Aol A S

AEAEA | AERAA T R E T

4 ae 25 AL 5 E A

g L7 e Al AbEAL S s oS

A5 policy.conf ¥} Al el AHEAZL FIY S & 7HA

Ag =23} | policy.conf ¥} A el AR FF A 2R S 7

gl o] & label encodings Al el ALEAE TR 7| ol E s Sl WA E
5l 4

A policy.conf 3% Al el AFE A7 T AT A E S 7))

A AHS policy.conf I} e A& AL S A Ef o) FHSFE ol sl of &

A& 7HA
Ak audit control 3} | 4l A& AR 7Y A 228 ZhAF A A 3 ek 2 A 7Rk

Trusted Extensions )] 4] ‘}%XMI Al Bk &A %‘%‘
AR A o] 7ES o) 7 F ek e A of
A Aol ] Bk A4S kgt o), SulE
7] =gkl o 3t ol 2] 7} 2 £ 3 AF&-x ol o 3 A2t B
A Afol A Bok 44 S ahebak ) wok Thel A oS R 1S el ey,

SE
A g o] RHEef 4l 5 1ok kel ah o T AL g
-dh:]- o]_‘_ A].Jlx].‘_\—: 7;].,< o] ol E 1 781 ‘L_{I': o]_/:L] D]-

ihd

TS TG b e
B 542 Berere Ao

67 « Trusted Extensions®] AF-&-x, A3 2 S Q) 79


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV1usersetup-21
http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=SYSADV1usersetup-21

Ap-g bl A @ e of S 2.9 54

80

Oracle Solaris OS&} PFE 7} X 2 AR S A7 A 71 A 0 & AFAl 2] ol E WA SR & & 4
SI2riTh 9k b S S 95 B FE kAL b2 4 ol A3 2| 2 el
©° s o}
=

oot =3 o3 M7 Aol A 3tellof sh= 2 A& 73S

oA 28 5 9 71 70S A Y
A FH Y oFE 2 WA A A} S o)A G52 5 Fel A Fah A Pule,
AEA) G -2 passwd(1) P57 o] A F B 4141 2

- 1= 1l
o
=Rgeiasy
ApE Aol Al o &ho] o1& 8 = Yl T Alo| E 2] Bol R A of F-ghelrid ok
ApE AL Al E o] AFe] of &5 & sk 4= g T}
A5 &
Oracle Solaris OS} v}z 7} 2| & AF-G- Aol Al &) A 9l 5-& &efshd dl & el 5o] 7] &
e1%-oll 7} Yt} Trusted Extensions©l] A+ A&t Z & 1} ol ol & F7}3k o}

A}gApol| Al = & 519 S shebgh o
AR zzdy g

Oracle Solaris OS2} P} ZH71 A & L &t o] oA 7} F g gt Z 2 91

AU S A= AR Z2aY A Eo A o]} Zhed o A HA| el Al A S

Abggh,

w2910l 9 4 418 8 Lol 9 WA 5 ol gleh 7| E 2 vhel o] miedo
Bhoh o]l &4 7 ohE wek &40 2 el S Aaahel 49 ol o
AEshe @90 s 22 st ghsvieh 18 ohg 7| E =2 she) ool A

= 2o g Ay g

F -] Asjolt e W o] hE Ad TR 5} S URE AR Aol Al 5] A
A A9 AR A A= A of of] B 4 gl B & Z E 5k o] AHE5}A|
@yt

A 7|23 H7
7| & A E= B Ato] Eoll A Y5 3 A = alFuvh Al 28 9]
Ab-&Abell o g A gk Al EE A gk5E e H policy.conf 3 Y A& W7 ok )8
AF-&- Aol o gk A gk A EE W73 5} ] ¥ Solaris Management Consolea AR o}
|

3ol = 7S AR AIA 2

Ho] & 7|z A

A& ALe] El o] & 7| 23k 5} label_encodings 3+ % of| A} AF-&-AF 7] 2 ko]
o gk ol o] 7} vk o A v T

Oracle Solaris Trusted Extensions ¥ 2] Ak 2 3} . 2011 8¥


http://www.oracle.com/pls/topic/lookup?ctx=E23823&id=REFMAN1passwd-1

Ap-g bl A @ el of 3 2.2k 54

AL 7123 w7
Oracle Solaris OS2} wF3H 7} 2] 2 AF-g-A}of| Al ZhA} S| 25 &5l A] 2~E 9
/etc/security/audit control ¥} of] A Skl Zha} Sl 2 o] off 31 of] 9 7}

wkE o A e}, Zhalol| o gk ZbA 3 W) £-2 18 &, “Trusted Extensions 7 AHN 8)7 &
FasHA Al L.

.copy._files ¥ .link_files 3} &

Trusted Extensionsol| 4] 3} 4 & =7 o] & E 2] o] A A A 2] 2| 4 el o] Eo] 23HH
oo zrt As HAbgH YT A9 Bl ol = °| el A A A e AR T UES
”}Ejl‘:’i Ab-g- At _']"’/]XV} copy_files ¥ .link files ¥4 k5o of gt}
Trusted Extensions ¥}% .copy files & .link filest= A& 3 dS A A & o] H E ]9
| o] & EHA}J—E HaE X}Ei‘i}o} o &3 o Abg A} A B o] Bofl A
21“’4 3 7F& w5 wl vl ) updatehome ™ & o] 74]7:3) 2] |4 o] Eol| A .copy files

link files® LH%% oyt 2H o2l ® B E gl d S Ak Hlo] Eo] glE F g
7o & Habsl AV A g o)

.copy_files B U2 AFS AL oh & 2| o] Z ol A of 7 oh & A A 9 & & )
F &) o & Sol, A g A7} 2 # o] 2o j ohe vl H AL A SR A Balo)
AR = o llnk files «L]'OI Az ghed o] &% B o] Eoll A Zofol &
&Y d S 5o, e el =eol ol o4l Aol shvhe] 2 7F A = ¢
Hart A r/} of| A 3} -2 86 | o] ] “Trusted Extensionsoll 4] A& %} 2] A] =
791 & 74 SHE WS HE AL,
& AL AL ] Ho] B2 W A BabE £ Qe E 7hA Al w )
.‘EEO]L]
T H
.acrorc .login .signature
.aliases .mailrc .soffice
.cshrc .mime types .Xdefaults
.dtprofile .newsrc .Xdefaults-hostname
.emacs .profile

67 « Trusted Extensions®] AF-&-x, A3 2 S Q) 81



82



* o0 7%
- -
Trusted Extensions®l| 4] AF-8-%}, H 3t U o &
37 =}k o-l
Bl (=)
o] Aol A= A& A}, A A A A 2 A =2 5l A 52 FE] 5F = Trusted
Extensions & A& A| &gk o},
o 83 50] 7] “nake 517 ALEA} B AFE A A o) (2had )
= 90 | o] Z| “Solaris Management Console®l| 4] A}-8-AF 2! 24 g 3t ':l](ﬂ"4 “H)”
» 98 9| o] %] “Solaris Management Console®ll 4] 7] B} 2o A 2] (%Fd =)~
) = > () (o3}
B.0hg 919 A8 A B AHE A R ol (el )
CF8 2he] ol A3 S AR Aol o) A| 21 S AR A A 0|5 L A AR
AR & AR AR o wf) e & gl dubA ] Aol S A g ok
EXe EE oy
ol & &4 MW ARG AL AR o e gt 2| e o] B E 7] o] B W8} |84 9| o] A] V| ARG-AL H o] &
ZedoelE &S ALY &S SR
A 2~'l o] B E Abg- Ao T §F | policy.conf ¥FY S 73 g o}, 84 9| o] A] “policy.conf
Trusted Extensions & & < 7|23 E A S W
H 7 g o} N
AA A 7be] I F skl B 57| E T o 7-1
Al o] 5 Al 2 A A A ko] g F AL AE
EI2obF ek
Al el o] BE Ak ARG ALol| Al A B 9.7 AghE o 7-2
A A gk e}
TEIe T dgE EH oz Yol &S of| 7-3
Al A7 o}

83



Behg AR AEA B AR B (e W)

84

A1 2s}7) Aol

SECMED)

] A9 53wy
AbgAfol o gF 2 7] 8} wtd & | B AR AR Al A 3 (L eshre, . copy_files, .soffice |86 ¥ o] A “Trusted
FAa o) =) FA I} Extensions®ll 4] A}-&7}-2] A] %
a8 T A= e
dtd &) o] & A &) A o o gk AFH AME A I Hol Bs A AT G Y= F dF (88 dlo] A “A B o] 5&
A7 235 A A o} TS ZEaWE FAFCh ANA AR w A7 =
o] &5} = ufu»
n] A} Qb Al A of AR E AL g AL 2735} 5t d S A g o 90 3 o] Z] “Trusted
Zelghr} Extensionsell A B] A} ¢FA A A o)
2alsle
o A =] —
v 7| & ARE AL EH o] E S A S T A st WY

A A28 A Foll 7| B ALE A Yol E SAS AT F S e WA A S
TLE Trusted Extensions &2~ E of| B-A}3}| o g}

e ol A Wtk Ae| A 4TS

435 715 ARk o Fh| Tk, AbA & U 82 50 o] 4
“Trusted Extensionsoll 4] %] 3 ] & & 5o 7b= i]” & F R4 Al 2.
/etc/security/tsol/label_encodings 3} € ol A 7| 2 A} &2 &4 A& AEF ]

7|3t 77 9| o] ] “label_encodings ¥} 7] &3k F R A Al 2.
label_encodings T} ¥ ol 4] A}-&-x} &4 A A& A g
A2 7 ol = HA 71 & AFS 3 o A g U 82 54 9] o] Z] “Trusted Extensions il 4]
e S HWA = WS IR V‘/‘]S’— Trusted CDE®|| 4 &= 2| o] & Q1 .1 sH 4]
el S AHEE A g b AR W82 53 9] o] A] “Trusted Extens1ons°ﬂ 4] CDE _'PE]
Zho] & Al Aol W F ARSI A S_.
label encodings 3} Y2 B & T 2 E oA g &) of g},

1} ¢ B2} 25 7 = Trusted Extensions & 2~ E o] v 3},

=]
policy.conf 7| 235 3 5l = ¥
Trusted Extensions®ll A1 policy.conf 7] ¥ 7k& ¥ 7 5= 712 Oracle Solaris OS°l] A X2.qF
Ex

T Al 2" 3l Y S WA 5= A 3 AU B Trusted Extensions©ll A+ 41 8] & 4= 9l =
HA 7 & AHg-5hed Al 28] 31 & A o}

Ao of ool A Hol | A} o sHE 7FAl A AFod o gh o} A A g ] -2 50 9| o] A
“Trusted Extensionsol| 4] 2] oded © & S o7} =S F A 514 A L.

Oracle Solaris Trusted Extensions ¥ 2] Ak 2 3} . 2011 8¥




BoH 1 A 87 AR A o (2hed )

o 7-1

o 7-2

o 7-3

/etc/security/policy.conf 3t Lol A 7| 2 2R S AE ),

Trusted Extensions 7] % =+ 3 6-15 32514 A £

AARASFAHZ
A28 9l = HA V] E AFS5ho] A ~E 3 & HA g o, AFA| §F U] 82 54 5] o] #]
“Trusted Extensions®l| A 2] 3} A& H#] 5} = W& T2 sl 4 A &

A=W R AR W7
o] dlof 4 Hel el Ate FFH A AR 2ol spd o g s g et 7| Bk
57 A ABS A= Ay} upebA] Kok 3he] AF o 2 1pLEcMp 7] Y ==k &

/etc/security/policy.conf gl Aol t}-S-3} Zo| F7ghu T}

IDLECMD=LOGOUT

3| A Al ag o] - e o] & 2 T ok F = A 3hE Fol# AL v} whekA
3ok 32| 2} o 8-S IDLETIME 7] Y E=3t & policy.conf FH ol th3 3} Zo]
F7rg ek

F el o F A& AHE Lol g o),

BE AR 7 E AR A E 5

o] of| ol 4] Sun Ray 4 %] o] ®.q} 2] Ah= A RF ARG A7} o} & SunRay*Fg—I} ]
ZRAAE o 97 ohe oL jh o wh ek Trusted Extensions® T4 € &

Al B ol A ke Af= 7] AR A E o M proc_infos Al A g T /etc/pollcy conf
319 ©] pRIV DEFAULT A A& th-&- 3} 7o) 4 5t}

PRIV _DEFAULT=basic, !proc_info

AR o) EE AL A A QA B A5 BT

o] of of A H.qk | A= A 5FE] ] /etc/security/policy.conf I} A of] o} 55 ¢ & 5l oq
&7l HFHAA Hlol= flo] AN T F U=SH KLL]‘:} b F-E A o]
7| Q. 2~ Fof| A BE AFE AL ol ) 2He] 2 | o] 2] | o] & ¢lo] ol H T}

AUTHS GRANTED= solaris.print.unlabeled

O™ b5 e A= § 4] Aok o8l miu 2 Ed A d| o] X E A AR

AR ok WA el &) ] &l A AlwaysPrintBanners(fﬂ‘/‘L w1 ¢la)) gelzgto]
A el =] 2] 9 gk=A] Zldy ek 2] A policy. conf & 55 tf5 3 o] 4 5141
Aok o)Al BE ol A dlelEo] glow iyt Edld e do] A =

Sl
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AUTHS_GRANTED= solaris.print.unlabeled,solaris.print.nobanner

Trusted Extensions ©l| 4] A}-& %} 2] X] =} 5} &
FA 5= 1y

ApEAL = F] 4 R o] Bl A sl El= #l o] £ Lcopy files Y link files
ol g zqwiﬂﬂﬁaT%gquﬂdﬂﬂ4l*ﬂﬂﬂﬂﬁﬂx

.copy files @ .link files U< 5A 3 4 o)Hu o) oh&2 FHe] A o 3Fo| Alo] Eof
S Pl

A of o of 4] A] 225 Fhe] 2t o] § & 743

il

“Trusted Extensionsol| 4] F1¢J o§d ¢ & Fo

& Ao o g o}, AFA) BF W -8--& 50 7] o] %]
b= w2 S F x4 A 9

—l~>,

5 Trusted Extensions 2] = 3} &
.copy files & .link filesE Al

# cd /etc/skel
# touch .copy_files .link_files

.copy_files 3 ¥ & A}-&-A A o] g}

a. A= HAE A=Y,
ApA & W] 82 54 9] o] A] “Trusted Extensions®l| 4] 32| 3} L S H A 6= WS
%}355}11 ]o

b. .copy_files 3t¥ 9 AA HZ o] 55 4 Fuich
/etc/skel/.copy_files

. EEdolEdA AHEAY] & o8 Eglol EAL3 51U & g Fell 3Fu Y
.copy_filesel & & ghrcl},
81 7 o] A . copy files ¥ .link files T} 4”& F XA L. oAl A 3L & o 745
xRS Al L.

.link_files 3+ ¥ & AF-&-AF A o) o},

a. A S d= AR link_files F LA NF AN FZ o] FS JF ek
/etc/skel/.link_files

b. BE #l o] &ell A A&-ALe] & e W E gl AT 5t d-& 3 Fo 3FHA
Jlink_filesol ¢ 8 gch

Aol 3 7 Bk )5 9ol g A48 7R o] Gl ek,
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Bel

o

sl

=

A

A 27 A5 3 & ()

o 7-4

n A E ol 23H8 g Hof tff gk A}A| & U] 8- System Administration Guide: Basic

Administration ] “Customizing a User’s Work Environment” & 5 £ 3} 4 A] £,

»  AA g Y] &2 System Administration Guide: Basic Administration | “How to

» O

Customize User Initialization Files” 2] “How to Customize User Initialization Files” &

HASHA A 2

s o= 742 FFREAA L.

R CEREE DL

227 o9 B 2o 2 bR ok,

AFE-AHE gHE W A A g skelX B E o] 55 AHS U o)

X3 4 o] &-2) A% E4HE Lheb v eh(ell: Bourne 4] %98, Korn 2 2] 7%k, C 42]
73 % ¢, Profile & 2] 7 -%-p)

A-§-#p 2] A = 3} o AF-g-A} 7 2]

of el ol A Ml 2] A= & ARG AF] & v E 2ol tf 3t vkl & AR Tt
AP A7 219151 7) Aol e u) A G e 52 & AR kel 5] 4 o o] 2ol
)&t} o] Afo| Eol| A AF&-x}e] 7| & A8 el )

Hake| A Al S ol HA 7ol A e W82 & L copy files ™ .link files
791 & gHg L ),

## .copy files for regular users

## Copy these files to my home directory in every zone

.mailrc

.mozilla

.soffice

1w

## .link files for regular users with C shells

## Link these files to my home directory in every zone

.cshrc

.login

.Xdefaults

.Xdefaults-hostname

1wq

## .link files for regular users with Korn shells

# Link these files to my home directory in every zone

.ksh

.profile

.Xdefaults

.Xdefaults-hostname

1wq
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1o
3

S

A 27]3} g ol A ] Ab= ARG ARe] Q1) AFgle] Hl o] Eo] Q= ZRIHE 7t
U

## .cshrc file
setenv PRINTER conf-printerl
setenv LPDEST conf-printerl

## .ksh file
export PRINTER conf-printerl
export LPDEST conf-printerl

2] A= . Xdefaults-home-directory-server 3+ 5 7 5} dtterm ™ & ol 4] A
Elu| ol th 8l .profile U & &4t F v ch

## Xdefaults-HDserver
Dtterm*LoginShell: true

AR A o8 e A Ae A o el HAbg o),

pil

$ cp .copy_files .link_files .cshrc .login .profile \
.mailrc .Xdefaults .Xdefaults-home-directory-server \
/etc/skelC

$ cp .copy_files .link_files .ksh .profile \

.mailrc .Xdefaults .Xdefaults-home-directory-server \
/etc/skelK

7hak ke el o] ol A copy_ files T & HHE T} AFS] 9o} 0 2 2 T3l a}e]
updatehome ¥ % 2 418 53 2 o] oA 2 © R} ghA ST A S ohe
RES =Y

o A9 SE Aol M B9l FE YRS B 5 ol A BRI

higher-level zone# ls /zone/lower-level-zone/home/username
ACCESS ERROR: there are no files under that directory

s OHEYE RS gE A A FE oA AF vhEE Au) 25 A A =g e
higher-level zone# svcadm restart autofs
& rlg Eelo) ts) NFS v E & A 5hA) e A9 49l FE o) AS rheEE

/zone/lower-level-zone/export/home/ username®l A1
/zone/lower-level-zone/home/username 2. % F W u}-- € %] ofof g},

AR ) ESAA AT A 7 23E AR
H} ]
[e}

Trusted Extensions©ll 4] Selection Manager(X & 2] Ah) = & o] & 7He] B A F &
Z A g o}, Selection Manager(X1 &) | Ah) = E o] 5 7] Ao @ Al o9 7|
Aol e Lastu) el ol 9B L9 Z 7 gl A= MMMWMWMLQ
el b7l @ 9w B A H gk 4|7k £ 342 A o of il oh. ghol 20| W

{1
e
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A2k 3k7) Aol

Fo) ol o] o] gli= Al 2ol 4 7| A7 23} k& WA ahA] mhAl Al 2 A1 7F 25
qhol ] Zof X v tejo] Als) e,

xJOﬂ Oﬁoﬂoﬂx—] /\]/\E

“Trusted Extensions©l] A 1< o <

L
LW
N
X
2
i)
mlo
N
2

}iLX}&%OkﬂLL4E+ AFA g -8 50 9 o] A
o] 7F= WS AR SHAI Al &

n
2
lo
m]n
2

StarOffice & Z2 2139 AL} &S 3}

a. office-install-directory/VCL.xcu 3t ¥ & o] &g o},
o 7| A office-install-directory+= StarOffice A2 | T & & 2] §J |t} o]
office-top-dir/share/registry/data/org/staroffice

b. SelectionTimeout 54 Zt= 12022 H 3},
A2 s 4 9l = HA 7 E AR o, AR g W] 82 54 9] o] Z] “Trusted
Extensions©l| A 2] 3} 4 & HA 5} = W>S x4 Al L.

7183232} el 12009 A|ZF 2 rF 2 o & A A g o

F

GNOME =7 7] E(GTK) Blo] ¥ 2] & A} &5l = S8 =2 T3 A} AL9] H - A9 2] 7H
Z3EA gL 28 o WAL}

F o P AP A A A kg WA SR A gl

o} -5 ©] Sun Java d] 2~ 3.5 A] 2H &g 7 galo) A= GTK ghe| B8 2] &
A}g-gtu o} Mozilla, Firefox % Thunderbird$} 22 4 B 2}-$- A o] 4} = GTK
oho] Mol o] B Abe gt

7|2 o 7 e x| 7k 23} ghe 300k 52 QYT Fhe] 72000 A ZF 23} f 2R o7
Ao}
a. GTKA1% 519 & w5}
7 o] &5 .gtkrc-mine & E A gt} gtkrc-mine T X | 4 B o] Hof A
879l & €9 = 2lol Zahueh,

b, A9 4|2 27} %& Lol 2ok,

## $HOME/.gtkrc-mine file
*gtk-selection-timeout: 7200

Oracle Solaris OS°ll 4] gnome-settings-daemon< A =} A] o] 3} & ¢l 51T},
(F4) .gtkrc-mine 3 2= 7+ A}-&- A9 [ link_files 32 E-Z-o] F7}g Y},

AA g W 82 86 ¥ o] A] “Trusted Extensions®l 4] AF-8 A} o] A 2} 3} & F-4] 5F =
HPHE R ALA 2.
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Solaris Management Console®l] 4] A}-8-x} 2! A g ] (zh¢] =)

v Trusted Extensions®l] 4] H] A4 ¢FA A A o]
EIA5=1H
Trusted Extensions®l| A B| A} ¢bH 2 1812

shel g Ahgat A 2| 5 2. 10)
Ahgatel stel & 42 5 U

A1 %z3k7) Aol root FEE L glofof o

1 OracleSolaris 0S%} v} 37} %] & & 71.Q1 3} of 4] Options(=41) —> Failsafe Session(¥] 4
b Al A)-& Al

2 ZEZEoA LRI AER o) BT G5 E A FHES P

3 root ¥ g ZEZ E o A rootol] I ¢ EE AHFTF )
o| Al Al-g-A}e] 7] 3} 3t U S vy 7] & =l st

Solaris Management Console®l| 4] A}-&#} & A4 & 2] (%H¢]
Ll )
=]
Trusted Extensions®l| 4] = Solaris Management Consoles A}-&-5Fo] AF-&-#} 1%, g4l
Ags el of vk Abg A Y Bol S5 st Bel e A H s
s

Rl o) kg 23 R ol A ol o] ol Sl B el 4 73 sk A4 Al o]
v/}: ﬁﬁk% ohg_].ﬂq_ xLoJ Mu:]-sﬂl-x/h;]_.

Ex 47 Fau
AbgARY] o]l & WA & AHEAE A g gl el o) S 91 3] o] #] “Solaris Management Console®]l 41
FA gk TRt 4 2 1abel_encodings A& Hl o] & W 9 S A Bk W
T of| A 5§35tk H A E A ghet A 2
T AT
Helghl5 & sl A UHEARE Aol Al 83k o 7] 2l 5ol 92 o o] 2] “sH | gk 2l 52 ol A
Zg Y-S gy th AFHrh ol 2@ AF AA S 2hE ARE-Afell EEJ}"E‘% =y
gk =g & wkEuth
Abg-ARe] 7| B A A EE ARg-ARe] 7] 8 A g A Eoll 4] S 94 5l o] | “AL-g-AF 2] g A EE Al ghsl=
TR A A g et AL
5 A& AL o g A A S HE T e ARE Al s AR 96 ¥ o] A “A}g-Afof v g A AT S
e WA ok & s Al o gk WA ke W
AR A7 o B o] =& AR AL 7L A BB vh e o] Z 5k A v 97 #| o] A “Ab-g-AL7F d o] B o] Hqk FEE
ANA A g A et gaelel =g 5 A A h W7 g sl sk W
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Solaris Management Console®ll A1 A}-&-xF 2 A g ] (2Hq] )

= 47 34
Al 2 ol A AF&-AFE ARG AL gl LG AL O] 32 7 Al 2 E $hA B 97 9 o] Z] “Trusted Extensions A] 2~ &l of 4]
A A g e Al A g e AH A A A & A A B W
71} Aol & A 2l g ok Solaris Management Console< A}-8-3} o 98 5| o] Z] “Solaris Management Console©l| ]
Trusted Extensions ] 2 2F&i o] obd Zd & | 7| e} 2hed A 2] (Zhsd =H)”
el g o,

SECEEL

Solaris Management Console?ll A4 A}-&-%} 9] #] o] &
HAE TR st=

A1 Aol 7l Fhe) &
JREPEES
Solaris Management Console
o~ o) 2 L] 1:]—

T e\
e AR AR Hlol & W8S AT 2 s T ol & S0, guest A& A= BHt 2
Aoz Ak 4 o4k

T o] of ool 4] Wak Fre] A o & 7} AL 2ed o g o},

Solaris Management Console®ll 4] Trusted Extensions =7 & A& ¢ U t}.
A A3 W 9] o] & AAE AFE-3hu o AFA) g W] €& Oracle Solaris Trusted Extensions

T3 A" A 2] “Trusted Extensions®l| 4] Solaris Management Console 41 ¥ %= 7|31 &
x]-x —-})\1 /p] N

System Configuration(A] 2= & F4d)¢ll 4] User Accounts(A}-&- &} 7] ) & o] &3+ o}
do ZFEZEVFEAE ST

SRR SRR

User Accounts(AH-8-# Al ) oll A 7| ¥ AF8- 25 A & g e},
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Solaris Management Console®l] 4] A}-8-x} 2! A g ] (zh¢] =)

5 Trusted Extensions Attributes($-4) ¥ -& 5 4t}

=

Trusted Path

Help

information.

If the user's Minimum Label or
Clearance needs to be updated,
press the Edit button nezt to the

Specifyy label and account usage

User Properties for srv1

Mail | Rights Roles Trusted Extensions Attributes Audil|
Gi

eneral I’ Group I’ Projects ( Home Directory (Passwnrd I’ Password Options |

Labels

Minimum Label: |F'UB

| [ .

Clearance: |CMF NEED TO KMOWY

| [ .

92

walue to be modified to bring vp the
Iahel/clearance builder,

-

View:  |System Default

Specify account usage security Label: |Shuw | -
regarding masimuem login failures

and maximum idle time

Account Usage

Lock Account after Maximum Failed Logins:

Idle Time:

5 Minutes:

Idle Action: |} gck Screen -

s | _cowa |

6 WA AL-E AR W oKE)E FF Yl
— = =0 0]= =L = 3il ©1 o N
v HE|gdS S S Fd =2 S vt =Wy
Abo]E Rk A Aol A 5] &5}= 7 - el 5ol B3 Ad S AT o= AR Ao
3 ol 5ol XgE At Z 23U S qtE 4 5tk BEA A 28 o B E A& AT}
0l 58 WE = 5l 84 H o] A “policy.conf 7| E3H& A = W&
FRsA AL

SECEED)

Ao o ool 4] Wk kel A o G2 745l Abg Aed of G,
Solaris Management Console®ll 4] Trusted Extensions =7 4 A& ¢ Y ¢},

A 9 o = AAE AFE-3H o AR gF W82 Oracle Solaris Trusted Extensions
T3 A" A ] “Trusted Extensions®l| 4] Solaris Management Console 41 ¥ %= 7|37 &

System Configuration(#] 2= % 743)¢ll 4] Rights(d ¢h & ©] 5t}

1

CEL LS
2

5 Z gz e} EAE S YFUTh
3 gz ddTyn
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Solaris Management Console®ll A1 A}-&-xF 2 A g ] (2Hq] )

)
ot
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ne

239Y-& F 718 W Action(ZH ) -> Add Right(H & F+7hH & 55l

]

T AT Tt ol Aol 23 Ad =29t gdSnkEu

(<3

v

w

[
A "3 X} = System Administration Guide: Security Services ®| “How to Create or Change
a Rights Profile” & 32 514 A £

t}& 23 ol 4] Authorizations Included(E§H% 1 %5) &roll = A& Afol] A H 2] 3k 9l 50|
E A E o] ol F

Add Right

General r(:ummands rA[:liuns rnulhnrizaliuns rSuppIememawRighls |

Authorizations Excluded: Authorizations Included:

L U‘:lmx’um \tdwwﬂ B ¢ All Solaris Authorizations
SErACCOUNtS ¢ Device Allocation

::og!tcal Valume M?ﬂager Alocals Device
I cu i ?ﬂaSQETEN‘ . B ¢ Label Management
! Dg\r:iﬂcl:u;‘l’mg;:ﬂ narrmation ¢ solaris labelfile
L Downarade File Label

COD-RIRW Recording Authorizations Add B Upgragdg File Label

Configure Device Attributes ¢ solaris labelwin

gewiate DREWC‘E Adr‘DmmstratIDn Remove Downgrade DraghDrop or CulPaste Info
L DHCPEVSO e or MEC aim F‘-the CragMCrop or CutPaste without viewing contents

ervice Managemen Upgrade DraghDrop or CutPaste Info

: ji\s gp;ranTns Add All D ¢ Login Control
ob Scheduler Remote Login
¢ Lahel Management <& Remove All

- Printer Management

View Printer Queue at All Labels — Print without Banner

SetLabel Outside User Accred Range Print Postscript
o= Lagin Control Printwithout Label

:mag’u . ¢ Machine Administration
et = Shutdown the System
o Frinter

View As: () Names (@ Descriptions

S 5 ol

il
i)

= Allocate Device(% A ) - AF-&- A} 7} no] 2.9} 222 F1 7] 7]

ol &g}

7] ¥-% © & QOracle Solaris AF% A= CD-ROM= ¢] 12 & = 3l 551 o}, 22] v} Trusted
Extensions®l| 41 = A & &8 F 9l = AFS- A CD-ROM E. 2o Boof| A A3k 4=
FUth A Egto| B E Statst e ¢l S o] F 8 g o) whebA] Trusted

2~ x}&-x}of| Al Allocate Device(F & & 1)

o)
A B
Extensions®l| 4] CD-ROM = ¢ 1L
lFo] B gt

= Downgrade DragNDrop or CutPaste Info(DragNDrop %= CutPaste J K. th+ 18] o] =)
- AR AT A E e RS AR E AL s FE L A AR E S
T A S

= Downgrade File Label(¥} 4 & o] & th&- 18] o| =) - A}-§- A7} 5} o] Bl E & ot
T A S ok

= DragNDrop or CutPaste without viewing contents(*} & X.7] ¢l ©] DragNDrop %
CutPaste) - AH-&AF7F o] & Tl AR5 B A L AW E o] T8 ol 5 gk

= Print Postscript(E A2 E AT HE QIS - AL A EAE AT E 31U S 4 &
U7l 15 g e

= Print without Banner(¥] 1 &lo] 1)) - AF-8- 247} v 5 o] 2] glo] HALE & Qlsf| &
Al 15 g o

o

rir
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ol 7-5

SELHED)

1

= Print without Label(#| o] & %l o] ?14) - AF-& A7 o] && E A 614 ¥ = HAE &
lafl & 4 Al 5 g o).
= Remote Login(4 4 Z 1) - AFS A7 A o & 2 718 4 A /15§ o

»  Shutdown the System(A| 28 F5) - Ab-& A7 A| 2B T} o o & T 58 5 oA

ol =gk},
= Upgrade DragNDrop or CutPaste Info(DragNDrop =+ CutPaste AR dadel=) -
SR 58] shedel A A0S A s s 2 oelel o S e 4
ol A el =3t}

»  Upgrade File Label(Z & & o] & q L&l o] =) - AR A7} 31U o Wt 5 & =Y
9l 7 Q1 =gk o}

AR EE QY

=

A G ] &2 2 ehel B e 7"]'53 3}/‘] Al e ‘1]'74] 4 2} = System Administration
Guide: Security Services 2| “How to Change the RBAC Properties of a User” & F £ 514 A] &
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o

Aol A B AZ T

“ =
thg ol ol A Bok e Ab= A o] 2 s o] Aol Wi 7kl o] & glo] A e AT

9% % 5 §-3hveh,

Solaris Management Console®l| 4] ¥ o} 2] A} = Administrative Roles(¥2] & &)=
o] Egtth B4 datel] £ A} T2 Y S B ol B gl Fo] Jato AT
g;@%%dqﬂiﬁﬂﬂﬂ%ﬂidﬁlﬁ

E

g9 UG A EE A T

Abo] E B qlof| mhe} ARG Afof| Al 7] A 0 7 TodE = ANt A2
5] &3l oF & = o5t ol & S, Sun Ray A| 2§ of] 1 Trusted Ex
Ato] E o] 74 -9- AF-&-AF7} Sun Ray A1 ¥ of| A] Th & AF&-AFo] Z A A

s ek

T H3E
tensions = AF-& 3+
SET A

e od ol A Hel | At 4 &5 7Rl ARg AR o T

Solaris Management Console !l 4] Trusted Extensions =7 A A+-& ¢ U t}.

A 9| o] = AAE AFEg o}, AFA] g W] €2 Oracle Solaris Trusted Extensions

T3 A" A 2] “Trusted Extensions®l| 4] Solaris Management Console 41 ¥ % 7| 3”&
X]—7< —’]_)\1 /\]

System Configuration(A] 2 & :n"’“ )l 4] User Accounts(A+-8 %t Al ) 2 o] &yt
Gz ZEz eI EAE S UFUH
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Solaris Management Console®ll A AF-8-} 2 2 3} 2] (=H g

Ap-gpoll o @ ofo] Z& 5 Wl -F 1]k,
basic Al Zoll 4] 3h1h o] 49 A g A A Gl ch,
a. Abg=pol o ofo] 28 5 Wl F+-F 1k,

b. Rights(d 3 ¥-&

o
i

.

Trusted Path

User Properties for srv1

| Help

A "right" is a narned collection of

Mail | Rights Roles Trusted Extensions Attributes Audil|
Gi

eneral r Group I’ Projects r’ Home Directory r’Passwnrd I’ Password Options |

commands, authorizations to use
specific applications (or to

Available Rights:
perform specific functions within <

Granted Rights:

an application), privileges, and
other, previously created, rights, |=
whose use can be granted or
denied to an admindstrator.

In Trusted Extensions, CDE
actions can be added to a right.

Wpplication Server Manager|
tudit Contral

it Rewiew

Basic Solaris User
(Contract Ohserver

Cron Management

Crypto
You are permitted to grant (move 1] Il D

Add 2

Remove

Move Up <
o Move Down &

mD

Basic Actions

into the Granted Rights cohur)
or deny (remove from the

Granted Rights colurmn) any right_extended_attrs

rights that are active (not grayed Default: ‘basic ‘il | Edit... ‘
or ditnmed). Your right to grant
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A1 ztal7] Aol
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dtappsession< €A A 28l o] U E 7} gl 7 ST o & 5o,
dtappsession- W5t E A ol A T el & | 5l= d] Wol AR5 v ARA g Ul &2
dtappsession(1) "l 772 =l o] 2| & x5} A £

ol o] o] ol i= 4| 5 o] 79 o of ofof 4] Fhe] TS A AL§ Ao of ),
ol o] o] gli= Al 8 o] 5 217 A 2ol |5 o &S rofol Fjrk 12 o
oA ge] =2 vbed Aol A 94 =191 Aa s of i}

2 5l 7] 918 el o @
Oracle Solaris Trusted
Thehi g

s
=
Iy
1
2
)
=1
»
>
>
ofp
.}
i
x
o
A
Y
&
o
e
=
X
i)
2
o
=
o
Bl

A ZLE 2aUd7F et

rlogin == ssh ™ & & AF8-8 = ol 5 o).

$ ssh remote-host

474 3‘1}31"3:— A ZH g et

Elu|d Aol A dtappsession B H I} ZH T A E o] S x# &2 §J H g}
$ /usr/dt/bin/dtappsession local-host

A7 5 2 E o A4 A3l 52l Application Manager(-o & ZE 13 32| A7} 2 A E o

F AR YT Exit(F E) o) 3 A A= ey o)

AF z2EE B Y}
Trusted CDE®l| A 14 Al 4 & 5 %38 7% Trusted_Extensions =] 2] #F3] & 488 4

k.

o] ZUd it(EE)HES F5 Y]

= Trusted Path 1=
idea:Remote Administration

€& Press Exit to logout of idea

Exit

% 2] - Application Manager(-5-& Z 2 13 It AH) & dol . 13l Al A2 F 554
o R o] W& AFE5HA] 5= Aol 5 th
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6 EHuldFoaAdAazadNAEFELY ]
hostname ™ & & A}-8-3}o] 24 T A~ Eof Q=4 Eelgh ]t}

$ exit
$ hostname
local-host

v Trusted Extensions A] 2~ ¥ ol| 4] Solaris Management
ConsoleS A}-&3}o] A| 2l S YA 2 Bl sl
uHy
Solaris Management Console®l| A1 = AF-8- 7k, A% A& W V| E9) 3 & Ihe| & 5 9l= 94

He| g o] A5 ATk TES AE T 4T Eayth ol ARl A= 22
Al aglell A FEE At dA A A7 S A = A A e

AaksA) Aol Thg A AE AL

n  F A|2~H B E _ Oracle Solaris Trusted Extensions T4 A % 4] 2] “Trusted
Extensions®l| #] Solaris Management Console ~] ¥ % 7] 3}

n YA A 2~8 _ Oracle Solaris Trusted Extensions T4 2 % 4] 2] “Trusted
Extensions©l| 4 & &-& &3 94 2 191 43} 2 Oracle Solaris Trusted Extensions
TA A A 2 Y E9 A F41& 5238t = 5 Solaris Management Console 273 3}”

= LDAP A ¥ el 44 A] 2"l _ Oracle Solaris Trusted Extensions 74 4 % 4] 2| “LDAP®I|
tf} 3l Solaris Management Console TA s W)

1 ER ALY A A AWl FL3A B2 o] Y& AT ZTAF YT
2 AAYEBISHE U AET G TE B,

3 93] A Solaris Management Console-2- A] ZF g4 o},
Z}A g ) 82 Oracle Solaris Trusted Extensions -4 A & 4] ©] “Trusted Extensions®l| 4]
Solaris Management Console 41 ¥ £ 7|3} 5 A& 5H41 4] 2.,

a. Server(AH]) ol 3} A xtoll A AW 2 o] F& 4 H Pt}

= LDAPE o & A| A A u]| 22 A8 52 - LDAP A H 2] o] &2 ¢ g 3o}

=
~
&9l F sk e g o,

s O] F A| A Ay 26l A ©] o] e ¥l] o] 25 | 5} 2] H Scope=LDAP =T A A5
Au g},
o] AFH (Idap-server: Scope=LDAP, Policy=TSOL)
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= LDAP A H| ¢l A 2 5} 4-& Fe] 3} 2 H Scope=Files =7 4 A5 A & o}
o] HAFH (Idap-server: Scope=Files, Policy=TSOL)
» LDAPS o & AR Av| 22 AH-§-5HA] ¢3S ¢ Vel LA A2 2 o] &2
EEE
1% v Scope=Files =7 A AHE A&l g o}
o] AFH (remote-system: Scope=Files, Policy=TSOL)

4 System Configuration(A] 2§ F4)ell 4] =& A & gt}

User(AH-&-#h) e} 22 =5 4 8 5w of 3} A &}l Solaris Management Console A1 H
o), AHE A} o], 91 T o] &, A ¢k 3 2k Fo| EAH T, FFol SupEA
stel'5Al 4] 2.

5 EHA 29D AA A2 FLsHA A 2 = o] I= 9 ¥ E Solaris Management Console
Al e el 2193 e}
& 9+ 5 5 918 5} Loginas Role(d & Z 2 121)E 5 1 th. o] Al Solaris Management
Consoles AH-§-3ko] Al 2~ S e 3 4 gl

dtappsessiong A3 & = gl A vt

2105 ¥ o] A| “dtappsessmn% A}-8-5} o]
w
H

T& A AR AL

% - Solaris Management Consoles A}-&-3} o d
dtappsessions AH-85h= 7H Zhek gk vy
Trusted Extensions& ¢4 4 © & 32| 5} = WY

v @ o] &o] 9l & A] ~ ¥ o] 4] Solaris Management
Console ‘}%5‘}"1 A2 E Ao B st
wH

o] A x}of| A = 14 A| 28l of] 4] Solaris Management Console 2 2} o] a1 E &} A &
Aeebn 22 A 2w £4E EAI

2] &3}7] Aol Trusted Extensions A] 228l o] 4] ADMIN Low @] o] &5 2 A] 28l of shtgf o gk},

F_CIPSO ZZEF S A stA =
Extensions A| 2~ 8l 2] -] o} A & o] E-0

Al
|9

Bl (o]: Trusted Solaris A] 2~ 8! )2 Trusted
= Al

e i e

dg

A= T EE A7 A 2 9| Solaris Management Console 41 ‘ﬂ = Tl ok
t}. Az} Oracle Solarls Trusted Extensions 74 A% A & “Y| E 7 FA1S
5} %= % Solaris Management Console &4 3”& & ”V‘] Al

oy e
[H W)
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T Al 228l B o] 4] Solaris Management Console< A} < 3l +=
AFSAF7E Qlofof fhuth ARG AL o] W 9= b AFE-ARS] Bl o] &
o] gk o] ¥ 9] = ADMIN_LOW ~ ADMIN HIGHo]o]of gt}

] o ool A Fhe] kg 71 AbE Aol of k.

22 X A ¥ ol A YA Solaris Management Console& E4] & 4= $l 551t}

# xhost + TX-SMC-Server

# echo $DISPLAY

nh.n

27 X £ " o] 4] Solaris Management Consoleol] o 3+ & &2 & 4= 9] = A}-&-#}7}

2k,

# su - same-username-on-both-systems

A AEAZ 9 Aol o 22 A7),

$ rlogin -1 same-rolename-on-both-systems TX-SMC-Server
Solaris Management Console®l| #] A}-§-3} = 347 W5 9] 3Lo] EulE 7] 2l 54 A 2.

a. DISPLAYH S ZF& A AFY]
$ DISPLAY=local:n.n
$ export DISPLAY=local:n.n
b. LOGNAME "l & Al-&-#t o] Eo 2 AA e},

$ LOGNAME=same-username-on-both-systems
$ export LOGNAME=same-username-on-both-systems

¢. USERW & %}:_f’_oﬂsl-ola o 2 AA3 ),

$ USER=same-rolename-on-both-systems
$ export USER=same-rolename-on-both-systems

o gt 2] v & % ol 4] Solaris Management Console-& A] =3+ t},
$ /usr/sbin/smc &

System Configuration(A] 2 & 74)ell 4] =& A & g}

User(AH-&- 7)ot 22 & 75 4 © 5} o 3} A} A} of] Solaris Management Console A1 H]
o| &, A& AL o] F, A o] T, g b5 dHE So] A FH UL &5 o] EuLEA
ghelstA Al L.

qz Auel 221G ek,

AT s s gt Login as Role(d & E Z121)< 75l th o] A Solaris Management
Consoles AF-&35fo A 288 e 4= 9l F ),
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SECEED)

110

F - LDAP AW 7} obid A 2Bl o] A V| E 9] 3 vl o] B W] o] 2~ A B of] A A~ 51 AL sl

A% Aol A ik &4 94 5 aEe 2aelshe] BT AAE A5

Fulth 2eivt B e A et A B E A st AL sk - o
3l

31

o)
prs

W] A] 2| 7} 3£ A| 5] of LDAP A1 ¥ 7} o}l A] 2~ Bl of] 4] Scope=LDAPE 4l
e U Tk

[e) =
295t

dlo mjo
o 4

Management server cannot perform the operation requested.

Error extracting the value-from-tool.
The keys received from the client were machine, domain, Scope.
Problem with Scope.

AR-ARe] 71 B o) & w9l 2k od o o] 7| FAte] A glo| A

WA g4 ol 2ol A= A ARE A T HAHE 9

9Ltk Boke 94 B AE 9 A| ARl o] A T} AL ol

Shefof gt

o] AbEA7E A Y g A oll Zalel of sh= BFEL o] 7k 9o of Tk
<

Abed oF gh ot

$A7 S Gl 22AY 5 o SHe W o Ahgxpol Al el # o]

A9 o ol 4] 2ak el A o g 74A) A}

Solaris Management Console& A}-8-5} ¢4 ADMIN_HIGH®| & | o] & 2~ ¢} apMIN Low®] Z] &
g o] & 7t Ab& Aol A gk ot A4 g Wl &2 91 F) o] A| “Solaris Management
Consoleol| 4] AF-§-7L2] & o] & W 9| & F A oh= WS TR A L.

ApgARe] Elo] ol Sl el E 2l E o &3l of Tk

ol o] oA e Jd oz UA 2I1AT 5 YA el H e
Sashg4l L,

a. 93 2aded3tctF e T EEAA J oo Frpg )
Solaris Management Console= A &3t TCPZEEZ S 5ol X E51302 94
2ol FaFych d =134 o] A “J o g pF # ¥ X EE RtE =

» O =x =]
PR EX R

b. # ol o3 tnzonecfg A ALF& &Hel g},
# tnctl -fz /etc/security/tsol/tnzonecfg
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« VA 23 AEE 4] A= e

# svcadm restart svc:/network/login:rlogin

v XvncE A}-£ 5} o Trusted Extensions 2] 2~ € o]]

A %+8L7] A el

A\

2702 o4 AhE bl

VNC(Virtual Network Computing) 7| & F2to| A EE 7 A uef AA g oh =
Setold EQ] Fell A A o vl 235 E FA P Xvnes EEXAHE 7R
Sl VNC2] UNIX M A 8 Y o}, Trusted Extensionsol| 4l = & S F o] Selo| A E7}
Trusted Extensions 24~ Z E 9 o] & A 3 ¢l Xyncell &1 A 5}od Xvne A ¥ o] 1918k o}
ch el o AT A A S el

Xvne AWM 2 AF-E-a A] 28l of] 4] Trusted Extensions &= ZE | o] & A X 5} 12
TSz ok o o] 2ol Sl 9o & WS B8 W% L] th. Xune Ao A 52 5 o]
=P FAE VNC Feto] OL‘JE% el

Xvne AW 2 A3 A| 2 F o A o o ol A 3] 3 A v e

Xvnc A B & T4 g of

ApA] & W82 Xvnc(1) 2 vncconfig(l) "l 772 | o] | & F 2 5FA4] A £

Z 9] - Solaris 10 10/08 *=+= Solaris 105/08 D 2] 23 A8l 52l ¢ AW S A 517 Ao
Al 2~ 8l & 3 A 6H°1:‘%LL1D} SPARC A 2~H] o] 739 9 A 12571991 A HAE
A A g o} x86 Al 2~ Bl 2] 73 ¢ 3l #] 1257209 *l* A& A A gk

a. Xservers T4 tlg &2 & w51t}

# mkdir -p /etc/dt/config

b. /usr/dt/config/Xservers 3} €& /etc/dt/config t] &) E 2] o] 5-A} g o},
# cp /usr/dt/config/Xservers /etc/dt/config/Xservers

¢. Xservert} Xorg tH 4l Xvnc Z 2 13 & A 23} =& /etc/dt/config/Xservers 3t ¥ &
AR FY et
of el ol A= k5 glo] Are] = 2lst e F gFo] A et tl A~ el
Ao Z ZaelstelH 7 UID7F console®] ©FH L noneo] of oF 3},
W7 FA o] vF A gk A A = 3k Eoll 9lo ok g

# :0 Local local uid@console root /usr/X1l/bin/Xserver :@ -nobanner
:0 Local local uid@none root /usr/X11l/bin/Xvnc :0 -nobanner
-AlwaysShared -SecurityTypes None -geometry 1024x768x24 -depth 24

8% -« Trusted Extensionsoll 4] ¥ 2 & (=) m



A7 © 2 Trusted Extensions 2] (2F4 )

112

F _ oA 3t 4S5 438l -secu rltyTypes VncAuth 7l 7l ¥ ‘F% A A5t Y3 E
AR8-5h= Aol FF Utk xvnc(1) 72 #ll o] Aol A = & 8 AF&lel] o 5
A ghoh

d. AW S chA] 2= 84A U Xvnc A W A 2 e
# reboot
chA] F-8 g & Xyne Z &2 13 o] A8 5l 2] Fl g,
# ps -ef | grep Xvnc
root 2145 932 0 Jan 18 ? 6:15 /usr/X11l/bin/Xvnc :0 -nobanner
-AlwaysShared -SecurityTypes None -geometry 1024
Trusted Extensions Xvnc A ¥ 2] ZEVNC ZFElo] d E G| A UNCFEIo|IE LA ZEJ o] 5
AR et
SetolAE A 2 o] A4 A x E Fo] & el 7 gl Th o] o o] 4] = Sun VNC
A x E g ol & ARg3h ot
# cd SUNW-pkg-directory
# pkgadd -d . SUNWvncviewer
VNCZzlo| A E Q] Elud el A AW el dZ 3 el
% /usr/bin/vncviewer Xvnc-server-hostname
EREES EEEES D ERIL L I
Z a9l AAE ALY of v A &b A o o 3F AFA| g A ™ 2 Oracle Solaris Trusted
Extensions AH-& A} 4 & A 2] “Trusted Extensions®ll & 1917 Zx 344 A] .

Aol AR 213 A AW E FA Bl 5
2T AT AR Hel e dEg e ”L°}°F5ME}

rU_\_
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¢ o0 9 &

Trusted Extensions % LDAP(7} &.)

o] &ell A = Trusted Extensions = AF-&-5Fo 74 & A] 28l of| 4] Oracle Directory Server
Enterprise Edition(Directory Server) & AF-8-5}= Z of] th 3l A= gk}

113 ¥ o] | “Trusted Extensions®l| 4] o] & Z| & A wv| 2~ Ap&->
w115 9] o] A “Trusted Extensions®l| 4] LDAP o] & A & A n] 2~ A}-&>

Trusted Extensions®l] 4] ©] & x| A A ¥] 2 A}-&

o] 2 Trusted Extensions A] 2~ Bl o] 9} = H el E=r|elof| A A} &2 s ~E QY E =3
A0 A RS $l8l o] A ARl A] o] F A A A u| A7)
A4 E v ol LDAPS o] & Al A A 8| 2~ 9] 3k o] d vt} nsswitch.conf ¥} o] A}-&-3F
o| & A A Au]| 2~ E 2 A g t) Trusted Extensions®l| == LDAPS o] & A& Au] 22
A&k Aol F5 ek

Directory Server+ Trusted Extensions % Oracle Solaris & 2} ¢] 2 E of| o gk LDAP ©| & #| &
A u]| 25 A& 4 gl 5Lt} A B of] Trusted Extensions Y E & =1 tl] o] E{ W] o] ~ 7}

3 hE] of of )7, Trusted Extensions 2 2to| A E7} oh 5 & X E & F-3lf 3 & 4] o

o1 7 =] o] of 1| o} Trusted Extensions & T4 & o B.qk e A7t b5 2| X E &

A A g ot
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Trusted Extensionsi= LDAP A1 ¥ o] F 7§ o] A1 2| & 5= ol = v E 9] I | o] Efwl o] 2, &
tnrhdb 2l tnrhtpE 713y o}, o] 2] gk o] o] B ¥ ©] 22 = Solaris Management Console 2|
Security Templates(H.Qt 8l & 2] E) & -5 A}-§-5} o] % 2] g1t} Scope=LDAP,

Policy=TSOL &= /‘"X}Oﬂ Directory Server 2| ¥ 7 A}gko] M 3k vt}

= Oracle Solaris OSll 4] LDAP o] & A & A 8| 25 AF-§-8f= 7 of| & ApA gk o) &2
System Administration Guide: Naming and Directory Serv1ces (DNS, NIS, and LDAP) =
xF7<~}A1A]

= Trusted Extens1ons = 2to] 1 Eof v g Directory Server 2 % <> Oracle Solaris Trusted
Extensions T4 A2 " A] o] A 5] o] 3} 551t} Trusted Extensions A| 2~ 8! -2 Trusted
Extensions & A}-& 3} o] :rL/“] % LDAP Z Z 4] A ¥ & A}£5} o Oracle Solaris LDAP
Au el Setol A ETHE F sl Th

% _Trusted Extensions= AF-&35}o] -4 ¥l A] 282 NIS I = NIS+ P2 E 2
Zebolalest @ 4 glgruch

v E §) 3. 5] A] &2 Trusted Extensions ‘l 2~

Aol Eel A ol § AR A1 851 e A9 el b R E G2 4 AL
sesgqEsad e 28 005U IV RN !

U] E 9] 25| A| 9= Trusted Extensions A| 2~ 8 of| 4] -4 A ¥ = /etc, /etc/security Y
/etc/secu rity/tsol o] & & 2] o] A & 2] g vt} Trusted_Extensions & U] 2] 2F4 &
Abg-5ho] AR A AW E AT = dF5Y E} Solaris Management Console 2| Securlty
Templates( -+ Bl & a’] E)% ?— 3 /R}ﬁ o]-m] U E 9] 3t o] Bl ¥ o] A w2 =3t
ol ok A AL o & 2l A 32 User Accounts(AHE A Al &), Administrative
Roles(»Pal R R1ghts(71?ﬂ) Lol A A3k T} o] 578 9] Scope=Files,
Policy=TSOL =7 A Abell T4 W7 Abado]l 2 A= A4y},

Trusted Extensions LDAP ©] o] ] ul] o] ~

Trusted Extensions<= Directory Server®] 27| v} 2745} tn rhdb I tnrhtp

d| o] E{ W] o] 2~ & 4=-§-3+] o} Trusted Extensions<+= ipTnetNumber %

ianetTemplateNameO] 2= F 7] o] Al & 44 3 ipTnetTemplate ™ ipTnetHost 2l &
Nl = AA FHAE A j e

Aol g7 24 o,

A

ipTnetNumber
(1.3.6.1.1.1.1.34 NAME ’'ipTnetNumber’
DESC 'Trusted network host or subnet address’
EQUALITY caseExactIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )
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Trusted Extensions®ll 4] LDAP o] & #] 3 ] ] & A}-&

ipTnetTemplateName
(1.3.6.1.1.1.1.35 NAME ’'ipTnetTemplateName’
DESC 'Trusted network template name’
EQUALITY caseExactIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

AR Fe) 2 A o) oh 3} 24 o),

ipTnetTemplate
(1.3.6.1.1.1.2.18 NAME ’'ipTnetTemplate’ SUP top STRUCTURAL
DESC 'Object class for Trusted network host templates’
MUST ( ipTnetTemplateName )
MAY ( SolarisAttrKeyValue ) )

ipTnetHost
(1.3.6.1.1.1.2.19 NAME ’'ipTnetHost’' SUP top AUXILIARY
DESC ’'Object class for Trusted network host/subnet address
to template mapping’
MUST ( ipTnetNumber $ ipTnetTemplateName ) )

LDAP®] cipso ¥ &2 E A o] = th-& 3} AR o},

ou=ipTnet,dc=example,dc=examplel,dc=exampleco,dc=com
objectClass=top
objectClass=organizationalUnit
ou=ipTnet

ipTnetTemplateName=cipso,ou=ipTnet,dc=example,dc=examplel,dc=exampleco,dc=com
objectClass=top

objectClass=ipTnetTemplate

ipTnetTemplateName=cipso

SolarisAttrKeyValue=host type=cipso;doi=1;min_s1=ADMIN LOW;max_s1=ADMIN HIGH;

ipTnetNumber=0.0.0.0,ou=ipTnet,dc=example,dc=examplel, dc=exampleco,dc=com
objectClass=top

objectClass=ipTnetTemplate

objectClass=ipTnetHost

ipTnetNumber=0.0.0.0

ipTnetTemplateName=internal

Trusted Extensions®l] 4] LDAP ©] & A] A A v] = A}-&

LDAP ©] & A & 48] 2~ Oracle Solaris OSl| 4] 2] == 71 A & Trusted Extensions®l] 4]
:L'JE]%‘/]D} o2 et o] o] dojm A gt B E ol E 4 3= HA T}

£ 3w of gl e,

= LDAP 74 A & 8l 2 31 7] 913 A el o alf 4 = System Admlnlstratlon Guide:
Naming and Directory Services (DNS, NIS, and LDAP) 2] 13 & “LDAP Troubleshooting
(Reference)” & A A A £,

s #o] 57 gt Fefo]dE-A B LDAP 9174 A = & 2 52 ¥ 193 9| o] A] “LDAP
Mol tf gk Setold E A AS H 7] on— HF WS F x5 S
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o] 2] o] Zzto]AdE-A¥ LDAP 17 ¥4 & 3l 2 5} 21 H System Administration
Guide: Naming and Directory Services (DNS, NIS, and LDAP) 9] 13 & “LDAP
Troubleshooting (Reference)”= FF & 514 A| £

LDAP Zelo]d Eo] A LDAP &5 2 EA|ste]H t}&-& 9] HslA A &

$ ldaplist -1
$ ldap_cachemgr -g

LDAP A4 B o]l 4] LDAP & & & EA| 5} o} &2 P H sk A 9.

$ ldap_cachemgr -g
$ idsconfig -v

LDAPe| |t s 2 ES vpdst e th& dH st Al L.

$ ldaplist -1 hosts Long listing
$ ldaplist hosts One-line listing

LDAP®]| DIT(Directory Information Tree) g X & vted st 2| ™ vt &2 ) H 5141 4] 2.

$ ldaplist -1 services | more
dn: cn=apocd+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com
objectClass: ipService
objectClass: top
cn: apocd
ipServicePort: 38900
ipServiceProtocol: udp

$ ldaplist services name
dn=cn=name+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com

Zeto| A E O LDAP A H]| A AFE] S E A5l W ohe2 gJ H el A £

# svcs -xv network/ldap/client
svc:/network/ldap/client:default (LDAP client)
State: online since date
See: man -M /usr/share/man -s 1M ldap cachemgr
See: /var/svc/log/network-ldap-client:default.log
Impact: None.

LDAP Z2ko] 5 A2 8l 57|52l oh&-& 9 2 hal Al 2.
# svcadm enable network/ldap/client

# svcadm disable network/ldap/client

Oracle Directory Server Enterprise Edition 2= 2 E 9] o] ¥ & 520 4] LDAP A1 ¥ & A| %
DA kel B e ANl L.

# installation-directory/slap- LDAP-server-hostname/start-slapd

# installation-directory/slap- LDAP-server-hostname/stop-slapd

Oracle Directory Server Enterpnse Edition 4~ 2 E 9] o] ¥ A 6ol 4] LDAP A1 ¥ & A = 2
FA o2l vheg 2 shil Al e

# dsadm start /export/home/ds/instances/your-instance

# dsadm stop /export/home/ds/instances/your-instance

Oracle Directory Server Enterprise Edition 4= 3= E 9| o] ¥ 1 o] 4| ZZZ 2] LDAP 4| ¥ &
P I I R e P = E AR
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# dpadm start /export/home/ds/instances/your-instance
# dpadm stop /export/home/ds/instances/your-instance
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#!/bin/sh

#

echo "NAME\t\tSTATUS\t\tLABEL"
echo "====\t\t======\t\t====="

myzone="‘zonename'
for i in ‘/usr/sbin/zoneadm list -p‘ ; do

zone=‘echo $i | cut -d ":" -f2°
status=‘echo $i | cut -d ":" -f3
path=‘echo $i | cut -d ":" -f4'

if [ $zone != global ]; then
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if [ $myzone =

global ]; then

path=$path/root/tmp

else
path=$path/export/home
fi
fi
label=‘/usr/bin/getlabel -s $path |cut -d ":" -f2-9

if [ ‘echo $zone|wc -m

else

echo "$zone\t$status\t$label

fi
done

SEELEEPET R P

# getzonelabels

NAME STATUS
global running
needtoknow running
restricted ready
internal running
public running
2AYPEES A o
A H Yk o
Felglu e},

FolEEAYFTARE

# getzonelabels

NAME STATUS
internal running
public running

-1t 8 1; then
echo "$zone\t\t$status\t$label"

it
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7] ¥ label_encodings I} & ol A 7t o
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t}-5 o ol 4= internal & & ol 4] getzonelabels
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A E| AR o|E(: fusr/local/scripts/getmounts)S Al &g v},

e W EE S L& AR F U

#!/bin/sh

#

for i in ‘/usr/sbin/mount -p | cut -d " " -f3' ; do
/usr/bin/getlabel $i

done

Al edol ) 22 YEE B 2T et

# /usr/local/scripts/getmounts

/: ADMIN_LOW
/dev:  ADMIN_ LOW
/kernel: ADMIN_LOW

/lib:  ADMIN LOW
/opt:  ADMIN_LOW
/platform: ADMIN_ LOW
/sbin: ADMIN_LOW
/usr:  ADMIN_LOW

/var/tsol/doors: ADMIN LOW
/zone/needtoknow/export/home: CONFIDENTIAL : NEED TO KNOW
/zone/internal/export/home: CONFIDENTIAL : INTERNAL USE ONLY

/zone/restricted/export/home: CONFIDENTIAL : RESTRICTED
/proc: ADMIN_ LOW

/system/contract: ADMIN LOW
/etc/svc/volatile: ADMIN LOW
/etc/mnttab: ADMIN_LOW
/dev/fd: ADMIN_LOW
/tmp: ADMIN LOW
/var/run: ADMIN_LOW
/zone/public/export/home: PUBLIC
/root: ADMIN_ LOW

restricted & & &] 3} ¢ A 2] #] o] & F 4]

Ak ARg A7} 2] o] Hro] 9l o ool A getmounts 2 L% EE A3 5} 8 g o oo
nhEE R B a3l Al 28 9] o] Eo] A th Al 28] of| 4] 7] 1abel encodings
gtd o] B #lo] Eof o sl o & & whE 9 restricted % & ol 4] th & W &-o]
Fegyo

# /usr/local/scripts/getmounts

/: CONFIDENTIAL : RESTRICTED

/dev: CONFIDENTIAL : RESTRICTED

/kernel: ADMIN LOW

/lib:  ADMIN LOW

/opt:  ADMIN_LOW

/platform: ADMIN LOW

/sbin: ADMIN LOW

/usr:  ADMIN LOW

/var/tsol/doors: ADMIN_LOW

/zone/needtoknow/export/home: CONFIDENTIAL : NEED TO KNOW
/zone/internal/export/home: CONFIDENTIAL : INTERNAL USE ONLY

/proc: CONFIDENTIAL : RESTRICTED

/system/contract: CONFIDENTIAL : RESTRICTED
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/etc/svc/volatile: CONFIDENTIAL : RESTRICTED
/etc/mnttab: CONFIDENTIAL : RESTRICTED
/dev/fd: CONFIDENTIAL : RESTRICTED

/tmp: CONFIDENTIAL : RESTRICTED

/var/run: CONFIDENTIAL : RESTRICTED
/zone/public/export/home: PUBLIC

/home/gfaden: CONFIDENTIAL : RESTRICTED

5] v I or L
glo]Eo] = gl HH o8 B FH A R
33 o 3T o =l =

IS FZ W ulEst= WY

o] 7 Aol 1= 2| el o] o] gl o o] A& AP} Ao e 4 7| A 0 =
HEUWA =3l e &5 A =S 2T

TR HAE YIS TAT UL

# zoneadm -z zone-name halt

ol A ER]E F =W vh2 EJF ]
A& S, Ut AHE ATt setc HF ERl ol A 9t & & 5 SRS &Sk

# zonecfg -z zone-name
add filesystem
set special=/etc/filename
set directory=/etc/filename
set type=lofs
add options [ro,nodevices,nosetuid]

end

exit
F oAl 2o Al LR Gl ezl nlES & F IV} QG U T o & S,
o] Eo] o= 399 setc/dfs/dfstab T+ U -2 Trusted Extensions 4~ 3 E 9] o] o] 4]
Bl =) Al gEF ok AA G W 82139 H| o] &] “B| o] Bo] 1= d ol A L T E
Fashad Al L.

AR B A

# zoneadm -z zone-name boot

/etc/passwd 3+ Y F =W ul-$-E

ol diof| A el el A=yt 22 a7t 24 s 7t A A 2T
]

A== gt} sandbox & ¥ o] T A 5 F passwd LS FEIW AL EFEE
TA U 28 o5 of o o] thA] A& U T,
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# zoneadm -z sandbox halt
# zonecfg -z sandbox
add filesystem
set special=/etc/passwd
set directory=/etc/passwd
set type=lofs
add options [ro,nodevices,nosetuid]
end
exit
# zoneadm -z sandbox boot

319) 5& s o) whe =S v B4 shal s Y
RHOE AL A S 54

& B A] X3S F net_mac aw
AA ] &2 pr1v11eges(5) ) 5

of ool 4] BE 519 5 F

=
|t} net mac aware 7 ghel of gt

m—|—’
mO

o of ool 4 A 2% B

b

boel@e 72l ALg hod of g o),

FALUAT GG FAFh

# zoneadm -z zone-name halt

N FE L BA FIES IS FAT I
o o o]l A net mac aware H3g+S Al A g}

# zonecfg -z zone-name
set limitpriv=default, !net mac aware
exit

o & vh4] 2121 ek,

# zoneadm -z zone-name boot

A A7} 5H9 FE HL e BA FHES FA
A

o] el ol A Wk ] A= 5 Al AH o AbE AT EES A 09| x| A bl P ch
1A }»‘W“ AHalo] kel Fel #lo] &0 Thdut & 4= 9l vh upekA] Bl
FelAbs e o 5 2715 F A3 o) o] Al 2Bl of 4] AL-8-Ah4= PUBLIC
dlo] ol A 2te] Fl -7t ohuW FA A 0 2 AL vhedt il S B ol
gl o o] o o] l 5} gk NES iH&E 8 5= 9l o)

# zoneadm -z restricted halt

# zonecfg -z restricted
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z restricted boot

# zoneadm -z needtoknow halt
# zonecfg -z needtoknow
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set limitpriv=default, !net_mac_aware
exit
# zoneadm -z needtoknow boot

# zoneadm -z internal halt

# zonecfg -z internal
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z internal boot

PUBLIC> Z| 5} 9] &l o] Eo] =& W ol 3+e] A= puBLIC & & o th &l & & A 3 61 A]

oLd:LJE+

ool 4] ZFs ol o] B 7 F&

o] afel A= elol &l e dHl A /27| AP s Stﬂolﬁi iy
vhrEdurh REHEH S A Gl A E g d o o B A el o
A= el e ZFs vl o ¥ A3t F7+E Al of et

°d o] running A E} & = 55

A&7l Aol dlolE] Ao R g S FA s s F AP o

1 zFsH ol ¥ & wE Yt
# zfs create datasetdir/subdir
o] o] B] A gHe] o] F-ofl o] H E 2| (oll: zone/data) 7} E 5+ = 3l F ] th
2 A Gdel A Hol Lol Yt G

# zoneadm -z labeled-zone-name halt

ol
>
b
T
T

3 dHoH A nf2EAF S AATY)
# zfs set mountpoint=legacy datasetdir/subdir

ZESmountpoint &4 & A A slH nf+E x| H o] o] Eo] gl ol 3} U x| 5} = S
ne-E 2] A 9 gﬂo]-—o] M XJ =},

4 dHoH AIE I LA LD g FIHR e

# zonecfg -z labeled-zone-name

# zonecfqg:labeled-zone-name> add fs

# zonecfqg:labeled-zone-name:dataset> set dir=/subdir

# zonecfq:labeled-zone-name:dataset> set special=datasetdir/subdir
# zonecfg:labeled-zone-name:dataset> set type=zfs

# zonecfg:labeled-zone-name:dataset> end

# zonecfg:labeled-zone-name> exit
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F5lH dfstab 7 o] 3f A =] 7] Aol o] o] ¥ 4] o]
| SHA & 53 5}l of o] HE] %] 7] Ao t] o] E] & gto
I}

o)
2o

ol ¥ A3He A A~
od o 9] /dataoﬂ - E 3 ‘/] =
UH?:EE] Al 5tk &, 9 do] F-E = a1, bl o] ] A o] np-E ¥ t}5- dfstab 3

a4 gt
vl e A g FHFueh

/zone/labeled-zone-name/etc/dfs/dfstab It L ol o] o] €] A1 g+ u} A A] 2~ Elof o gk
GES F 7 oh T3k o] 52 ssubdir 73 & o] 52 AH-E g o}

share -F nfs -d "dataset-comment" /subdir

ool o] Y G & FEF o),

# zoneadm -z labeled-zone-name boot

of o o] e 5| m o o] B] A 3to] labeled-zone-name 3 4 8| o] &S A}-§ 5} o]
labeled-zone-name 3 G | A ¢ 7]/227] v} E 2| A —o—i s 2 nfEE g}

Blo]&ol Y Aol A zFsHl o B F 3 TH R ul L=

o] of o] A I A} = ZFS ] o] E] %]} 3+H-& needtoknow % & ol] F=7}3}o] &gy v},
zone/data ©l o] E] A &2 /mnt U}—?—E A A o] SLDLE] o] 915Ut} restricted ° & 9
AFg-AF= o] Eﬂolﬁ X]’SLO =T ‘4‘4

WA 2|2} odof & FA g e,

# zoneadm -z needtoknow halt

dlo] B A3kl th& vk B A g ol & slo] Qe ® e Ahe o TS Al A3
o A v E A AR e

# zfs set zoned=off zone/data
# zfs set mountpoint=legacy zone/data

13 v} zonecfg W 318 ol B #) o] 2ol A Ze] AF= o] o] E] A &S needtoknow & & ol
WA Ao 7 Frhgh o

zonecfg -z needtoknow

zonecfg:needtoknow> add fs
zonecfg:needtoknow:dataset> set dir=/data
zonecfg:needtoknow:dataset> set special=zone/data
zonecfg:needtoknow:dataset> set type=zfs
zonecfg:needtoknow:dataset> end
zonecfg:needtoknow> exit

HHoHoH K R W H

ol
=

] A= dl ol B A S FF35 = E /zone/needtoknow/etc/dfs/dfstab 3L S
Tt} needtoknow % &S F-E g T}

## Global zone dfstab file for needtoknow zone
share -F nfs -d "App Data on ZFS" /data
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# zoneadm -z needtoknow boot

o] Al dl o] ¥ g HA 2~ ol 5T

needtoknow 93 &= A &l restricted % & 2] A} A= /data U B E 2] & ¥ 7 5} of

nh-E X dolE A & 4 s “‘ﬂﬂ"ﬂ of o o] A o] A] u}-$-E F o o] E]

Aetol A A A2 E A3t} o] o o] A machinel> 8 o] &o| 3+ dd S £35+=
A

*lié. o s AE o] F YT A AT S AE o] T T E Al ?ét IP—Frﬁ:Oll

B S cati=

# cd /net/machinel/zone/needtoknow/root/data

o
directory(dll & ﬁP‘Q = “/] d9E
restart autofs " & &

‘v‘ll o] & l =
Sk
T
o| AALE 3 &l of AF-&- A7} b o g o] & ulE S 9l F o}

o] o ool 4] ek 3] A o] G 7] A1-g Ahof of ),

TFASHALT G S TAE
# zoneadm -z zone-name halt
ol 22 a5 YA 3

+ 743
odofo] A A AP /U T F VS Ao FofA] 7] 2
ekl 7| el e ) i % vt

w opRIE o =E &4 5}sEd

# zonecfg -z zone-name

set limitpriv=default,win dac read,win mac_read,win dac write,
win mac write,win selection,file downgrade sl

exit

9 o] file_downgrade_sl A 3F-& F7}g o},

. Jagol=& &35 H o Aol sys_trans_label ¥ file_upgrade sl A3HS
F7hgueh
# zonecfg -z zone-name
set limitpriv=default,win dac read,win mac read,win dac write,

win_mac_write,win_selection,sys trans label,file upgrade sl
exit
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- QgaeolEsicheado =g RS BT HA 2

ok
tlo
of
12
2
e
A

F7hg ek,
# zonecfg -z zone-name

set limitpriv=default,win_dac_read,win_mac_read,win_dac write,
win mac write,win selection,sys trans label,file downgrade s1,
file upgrade sl

exit

g ¢ okl 21 =g e,
# zoneadm -z zone-name boot

g o] Eulr) S o &5t = AbE A Y T EA A QT A setflabel(3TSOL) " 572
# o] 2| & F AR Al 2. 34 Bl o] B& vhE 7 QA AREAE IS sk 97 | o] A
A& A7 Hl o] B o) Weh e WA oA ShE TS AR 2

internal & & ol 4] ¢ L& o] = &4 3}
o] dlo A Bl Ha| A= A 2Bl g1
shed at ek A A7 AR S o B
ﬂ@i@igiiﬂ¢%§4%ﬁﬂ%ﬁlﬁﬂﬂﬂ o ool el Wel e
A gy,

# zoneadm -z internal halt
# zonecfg -z internal
set limitpriv=default,sys_trans_label, file_upgrade_sl
exit
# zoneadm -z internal boot
¢15 5 A} AF+= o] A internal B X = internal ® 2ol A restricted 9 2 &
da#le]l =& 4 odFch

restricted & & oll 4] c}-2- 18] o] = &4 3}

o] of of A Xk | Ap= A 28] 2] 9l 5% A8 =

kel bl ok I A7t o Jof] A A S FUehA] k] el /)5 % A& A= File
Manager(¥+4 ¥ 2H & /‘P*OL”P‘”# gtd o] gol &g ulE = glgu et AR 3]

o]l &5 B8 setlabel W & & 283k o},

A B E g 0] S 5 sl A3 el Ak g Aol e wal
ol 2 shedo o) 4| 23 4 91 51 85k vk Ao o ool 4 el A vhg oo 3]
%28 A gh o,

# zoneadm -z restricted halt

# zonecfg -z restricted
set limitpriv=default,file_downgrade_sl
exit

# zoneadm -z restricted boot

2155l AL A= o] A setlabel " & = AF8-5}] restricted A X & restricted
od o] A internal =+ public 3 G 0 &2 t}F 18 o] =& 4= gls5 1 o},
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udpE 53 NFSv3ol gt ol d| e = EE
T4 o}—::— A

o] A A= udpE & 8ll NESv3 59| ¢ 7| (read-down) P}-+E & &4 8} 51 += o] Ao}
Solaris Management Console<> MLPE 57} 5} = tl] A}-8- 5 |t}

o] of o of A Mok He| AL TS 7HAl AR-§-Afo] of g T}
Solaris Management Console-2- A] =} g+ £},

AHA| g W 8-+ 52 7] o] Z| “Solaris Management Console®l| 4] &2 A| 28l & 2] sl=

HI—H—I ”.CL g—_;,:_sl_/u /1] 9.

Files(3+¥) =7 A =& A & g},
E 7 AFAF Al E-oll scope=Files, Policy=TSoL®] g5 v},

dgIMLPE TH Y

a. Trusted Network Zones(4 2| & 4 Y= v EH I JF) EF 2 o] FFch.
b. Y Jd&FwlFFrh

¢ UDPZEEF| W3 }FaAd £ES F7h e

i. Add forthe Multilevel Ports for Zone's IP Addresses(% & IP F4=¢l] 3l c} 5 @|Wl £ E
F7hE F5drh

i. ZEW 3220495 ¥ 0KE)E FFH
d. &= A2RZS AZIE
Solaris Management Console2 &< 4 ¢}

A& o] B}

# tnctl -fz /etc/security/tsol/tnzonecfg

of
> g
r
T
vy
w
B
w
£
fob)
=
o
aQ
o
=)
o
=
@)
o
=
w
=N
(¢)
flo
=Z
=
o
Ll
i
N
)
ol
fl
N
>
ofo
it
i
o
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ksl el A edol 4] Bk qhel A o @2 7PA AFE apolof gl el ol o] ol o o]
E A8l oF g o}, AFA gF W] 8- Oracle Solaris Trusted Extensions 74 4 ¥ 4] <]
Ho] o] i & RIS E AR A4 £

Solaris Management Console-& 4] =+ g o},
X]—Kﬂ ’6]— LH 9 o
ek 79—7( S Al 2.

& 52 7 o] Z] “Solaris Management Console®l| 4] &7 A] 28] & 3]sl =

2 Files(3} Q) =7 AAE A &3},
57 A A} A E-of] Scope=Files, Policy=TsoL®| E g5 Ut}
3 FA] Z2E Q) AH| & EEAFH S5 F71 e
a. System Configuration(#] 2= ¥ F+4)ell 4] Computers and Networks(Z & L v E$] =)
ETFE ol E#urth
b. Computers(Z 5 H) =7 A Action(=} ) ¥l 7+ & *+ 2 3L Add Computer(Z 5 H
F7hE A9 g}

¢ ZEXANZ2ENNIFZTAENEHFIPFLEFIIF YL

e. VA AT 2E NI} TLEOEIPFL
f. WA S
4 FAHMPE T4 It
ol &t

a. TrustedNetworkZones(A H T IV EY I JI) 7=

b ol %ol Yt

OXER L
¢. MLP Configuration for Local IP Addresses(Z Z IP FA ¢l 3 MLP 74) T ol 4 A A 3+
ZTE/ZREZTIE=EE ARIY

d. W7 Age AT

5 ool el he DA B Sl WEel =B A8 S Pk,

of

a. SecurityTemplates(2.¢t ¥ Z2] E) =7 & o] F gt}
Action(ZF%1) "l 575 *F 231 Add Template(§] 2| E F7H & A &l g o},
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b. HEE|E o] 5

¢. HostType(Z

e £2E o] 55 AHS- o

&)L ZCPSOE A A F ).

d. Minimum Label(Z & 2] o] ) 2 Maximum Label(Z] &} #] o] E)& o o o] F| o] &L

A&k,

e. Bt o] & AR G ol e ETF Y

f. HostsExplicitly Assigned(F A1 A 0.2 &bl 3~ E) ®l-& A8 3},

g. AddanEntry(3%

27 FAdol A ddol AAH PFLE AT

h. 7 AbgE AR

Solaris Management ConsoleS 251t}

o3¢ A1 2Hgh eh,

# zoneadm -z zone-name boot

SEECERRESTETE EEE A s

oA F 5ol ddol FHIPFLI UL A HS 5

)

Lt

# route add proxy labeled-zones-IP-address
# route add webservice labeled-zones-IP-address
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o] A}ol| A += Trusted Extensions & ?‘/‘4 ] A] 2Bl of] 4] LOFS %! NFS v} E 7} of & A|
Aot A Aot o] Fofl A= utd S sl HEY 5= W oy ok

137 9| o] A|] “Trusted Extensions®l| 4] ¥} 4 & L v} E”
137 | o] A|] “Trusted Extensions®l| 4] NFS v} E”
139 #| o] Z] “&| o] B-o] 9l &= o ol A T}t ¥

139 3| o] & “Trusted Extens1ons°ﬂ A] NFS vh- E 5l T 9] & 2] of| o} 4] A7

142 9| o] A|] “Trusted Extensions 2~ Z E o] W NFS T & E & }H 7
143 H o] A “#l o] Zo] )+ Tpd Wl F 7 L vl E (23] W)
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Extensions+= | o] & #] & of] ol & MAC(Z = N A 2 A of) A A & 9 Hbs}= B &

I EE FAP UL A E Eo], 9 Hol &2 v EX Y A AF Hol &g BT
Al el oF 3} a1, s L gt el o] & o] Bt U A ABIRF 7|/ 27| g o w pEEE
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A g0l 4] vhEb g o),
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n A Ao A F7 Y vl E - Trusted Extensions A] 2~ B &] X & of o o]
YWl E = Oracle Solaris OS2 A z}2} A 2] 5 <L g “/I‘ g} Y vl E 9
w2 E yfstab ¥} U mount S AL 4 ol oh 3t 529 7§ dfstab
gt o] AFg-g
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TrustedExtensions 3 AE Alolof 1l Y& uhEESt= A Ao} Fetol dE = cipso
o S HUA SAERIEREE 7FA| AL §lo] O]E B ]‘4 Trusted Extensions

E* EstellolEel % R 52~ & Afo]o] 7491 & B}EE 512 A tnrhdb 32 o] A
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B 2 o] 2o whel 2 5 gl T o) o) vl o] Depu ek 7] B A0 2 59 4
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Trusted Extensions 2] P} E & of| = MAC 4] 7} ¢l % vt 519 dlo] Eell A A==
e E ] 3 d 2 A9 e ]H ﬁi*ﬂ/\"ﬂ‘i TR FUT o MACA A = A

'E‘
gol = A&t 7‘4 of oJ ©] ADMIN HIGH Z & ﬂé% PUB LIC 3} = ADMIN LOW
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# mkdir -p /zone/zone-name/etc/dfs
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AFA| g U] 82 54 9] o] A] “Trusted Extensionsel] A1 2] 3} U S # 4 5}= w”S
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C. dfstab3t L2 AA A2 o)=L HA 7o) 3},

# /zone/zone-name/etc/dfs/dfstab
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st g ol dol ol 4 $§ 2ol sl FHYIL,

share -F nfs -o ro /viewdir/viewfiles
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= %% o] running 4Bl 7} obL) T A4k 7k o o 9] @l o] o] 4 A ¥ o 21213k
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# zoneadm -z zone-name ready

= 90l running A ¥ 7H b T AL-§ 7L G & 2] Al o] Boll 4 AWl 2TAT S Y&
Ae Qe e,

# zoneadm -z zone-name boot

= =

x

3,
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# zoneadm -z zone-name reboot
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# showmount -e
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# mkdir -p /zone/public/etc/dfs
# /usr/dt/bin/trusted_edit /zone/public/etc/dfs/dfstab

#2247k 5ol Thg A% & Foh o,

## Sharing PUBLIC user manuals
share -F nfs -0 ro /export/appdocs

T A= public 2Fd F7boll A 118} Trusted Path(RA1 B & 4= = A Z) &Zhod F7Ho &
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A shed kel & T,
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o = ol 11-62 FERA A L.

SENEE CEEN P E LT EELC e

i
¥

a. /export/home/auto_home_lowest-labeled-zone-name 3¢ L -& THE 3L 3 51 o},

b. A Z A 7 3L L 7] 9| £ 5 /etc/auto_home_lowest-labeled-zone-name 3+ B &

#7 ieh,
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# zonename
public
# mount -F nfs remote-sys:/zone/public/root/opt/docs /opt/docs

PUBLIC #| o] &2 ©h& gl o] & 3} AW ol & up2 E 3 4] 7} E 3hE] o] olF

# mount -F nfs public-sys:/publicdocs /opt/publicdocs
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e, ohE 9 Al AR T B o] & Al AF o A rh E Y

Al 2~El ] A &S e T ke Al = 2] 3 7S puBLIc dl o] Eoll A w5 e} El &
zZhed F kol A e A= al vk o o 9] vfstab 3 Y S A 3 th

## Writable books directories at PUBLIC
remote-sys:/zone/public/root/opt/docs - /opt/docs nfs no yes rw
public-sys:/publicdocs - /opt/publicdocs nfs no yes rw

o} g A AR o] oA g O]T‘%o] N3 g ool YA~ 0]'7] $] 8l vfstab 3+
HAA A 2H F&odd o od] FE % 22l /zone/public/rootE VhE 3 t] ) Ea]g
tHA Eg] JR o] 522 ARt} o # o] & A| 2 ¥l ] 7 2 = Oracle Solaris

A 2B ol A ALS-5] = 7 2 oF 5 U gk o}

PUBLIC & o] & 2] B{u|d ol 4] | A7} 3L & vhg- E g o}

# mountall
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o 11-5

4 11-6

o ol A Al 2wl Fhe| A= A A| 28] 3 of o o] Fg of ol A U A Tl A|A~EE
ol et} A AR e AF oSS w2 5 k2] A= 2Hg] - 7FS INTERNAL

## Readable books directory at PUBLIC
## ro entry indicates that PUBLIC docs can never be mounted rw in internal zone

remote-sys:/zone/public/root/opt/docs - /opt/docs nfs no yes ro
217 #o] o] oli= ool €] mhedo] o Al 25 el W vestab S U A A 2E) T4

=]
= AT

ojodol ofo] L E 7 F <l /zone/public/rootE U-Est tjA B talEe| HZ
AL

ofo
%
i3
o

- of o o] Ab-g- A} 3 ol A 3} Y2 /opt/docsoll A F A A28 = 9l e
INTERNAL 8| o] & 2| B{u|d ol A Fe| AF7} 3t & mh Ejh o},
# mountall

LDAPS A1-8-3h o] 3] 51 W 29 2ol 4 o] Zo] S F A7
ohgE

o) el of] 4 A] 28] 32| A= A 8 AHE A ikuk7} B E 2] o] ol A AHAl o] F

£l 2] ol 4] 2 8 5= 9l Fieh o] Aol & A9l & )2 o] A AL§ah e
LDAPS 2 32 B 1 th. 5 ) A o= jdoe % pkai AH& Aol o) & & £ 2 = 2] 7}
5] of Q4 Th A 28 AHE AL} o] B Fofl F b e,

WA A28 TR g e
Ag AL ERE 5 A ool
ARG

el A A & oo E e Aujol 4 2
/etc H B E 2 o] 91+ auto home zone-name 34 S

o

## auto home global file

jdoe homedir2-server:/export/home/jdoe
pkai homedir2-server:/export/home/pkai
ikuk  homedir2-server:/export/home/ikuk
* homedir-server:/export/home/&

## auto_home internal file

## Mount the home directory from the internal zone of the NFS server
jdoe  homedir2-server:/export/home/jdoe

pkai homedir2-server:/export/home/pkai

ikuk  homedir2-server:/export/home/ikuk

* homedir-server:/export/home/&

## auto _home public

## Mount the home directory from the public zone of the NFS server
jdoe  homedir2-server:/export/home/jdoe

pkai  homedir2-server:/export/home/pkai

ikuk  homedir2-server:/export/home/ikuk

* homedir-server:/export/home/&
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od11-7

28 opS AL g AT RE o] Eof| A 210l F gl R 2 e
auto_home zone-name 3} ol i 3l o] 213k # %] =-¢d & Hb +

1+ o 2 o] A| Al S] B = auto_home zone-name 3} L= T & FE] A7} o] 2 gt
v} & AF§-5ho] 55 LDAP dl o] B v o] o] bk e},

Oracle Solaris OS2} P} %7} 2] & /etc/auto_home zone-name 3+ 2] +auto _home public
YEL A5 0l LS LDAP FE © 2 A4 g ok o] £ 9] 2.9] oh2 A 28] gl
auto_home_ zone-name 3} 4> LDAP ©] o] E{ ¥ o] 2~of] A it o] E L},

Qg g5l BelHE A2 A 3 FEF Y wheE

o] ef o A A| A28l 32| Ab= *}—&XP} BEEHlE °ﬂ A AHAL o] o] ) E 2 of] o A A~ f%?
A gt Afo] E 9] # o] &< PUBLIC, INTERNAL X NEEDTOKNOWS] Yt} o] Afo] E = 5
el FHEEe] A E 4%0}“% s Z Fhel gk F A A s el = jdoe I pkal
ARG Atel g & v B E 2] 7} £ 7k o] Sl

o] Zto] % 3l Al 2~ 8l ] A= public o & ol 4] &8 % 9 NFS & t] &l E 2] & A o 5} o1,
internal % needtoknow °J & 3} o] A & F g e}

WA Al 28 e Ap o ghg wh 5 he] Af = puBLIc #| o] Eoll A AHed F7EE vhE ok
o| Abqd F kel Al T AF= Al 2 Y 2l sexport/home/auto home publics BHE U T}, o]
Selol = L2 A8 A 0| ALE A NES A A @ o] 3t v

## /export/home/auto_home_public file at PUBLIC label
jdoe homedir2-server:/export/home/jdoe

pkai homedir2-server:/export/home/pkai

* homedir-server:/export/home/&

F A Z B A= o] Al L& 712l 7| =5 /etc/auto_home public 3} 4 S
A3 o),

## /etc/auto home public file in the public zone

## Use /export/home/auto_home public for the user entries
## +auto home public

+ /export/home/auto_home_public

ol $EH& A vhEET 2 o) S AHFAES AP Pk,

A WA Z 32] A= internal needtoknow o 2 o] 4 /etc/auto home public ¥} U S

FrAbsHAl A 5LL] o}, 32| A} = internal % needtoknow % & ol 4] & = $) <= public
dae A7 o] F& AT

## /etc/auto_home_public file in the internal zone

## Use /zone/public/export/home/auto home public for PUBLIC user home dirs
## +auto home public

+ /zone/public/export/home/auto_home_public
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SECEEL

## /etc/auto_home_public file in the needtoknow zone

## Use /zone/public/export/home/auto _home public for PUBLIC user home dirs
## +auto home public

+ /zone/public/export/home/auto_home_public

) Z 7} A 22 AFE AR ikuk F7FsHH pusLIC El o] Eoll A
/export/home/auto home public ¥t¥ el F715 vt}

## /export/home/auto_home public file at PUBLIC label

jdoe  homedir2-server:/export/home/jdoe

pkai homedir2-server:/export/home/pkai

ikuk  homedir2-server:/export/home/ikuk
* homedir-server:/export/home/&

9] 5 AL 5915 ool a9l £ E T Aol A S A FrlEEL S

7HA T

Trusted Extensions©l] 4] v}-2E Al s} &A] &

3 A sl = Wy

n} £ ahel i 74e o] ol o] 2 od o o o) o] of qhLi ). 5] - H o] b A] <8 2] A}
o8 7} 7] AL Ao of i ch.

NFS 4111 9] % ok &4 & el g o}

3l T 9] ol 4] Solaris Management Console 2] ¥.qF Bl 52| E & 5 AF-&-§h o}, ApA| &
W £ Oracle Solaris Trusted Extensions T4 2 ™ 4] 2] “Trusted Extensions®ll 4] Solaris

a. NFSAHIPF A7 EARAEE|E F VoA &g 22 EQ X 3elghrcl],
FAaE AR G AV A e gt WAlS S 7H A o 7 e £ gl
FaoedolEo] deHZe|E E=dolEo| gl S Ed S F A5

b. ¥EE| EZFNFS A ¥ o] &F3}= 8 o] &5 &gt
o] 52 utd S ntrEste = # ol &3 g o] olefof g}

gl o] Eo ?l utd A~ o] glo| S Wt A9 el - A vt A AES
gl 7]/~ 7) Ao 2 R Yt E ufEEo) 2 & gl5u ) vl E 9 g o] Eof 4]

P Bl vhd A Ag el RE & gl E

o] A ¥ A 2] Trusted Solaris 2= = E 9] o] & A 3 3} = NFS A ¥ o] 4] 5} & A] ~ €] &
a2 EsH W ohgS 3 Fch

= Trusted Solaris 1 NFS 41 ¥ &] 7 -$-mount ™ & ol vers=2 ¥ proto=udp ¥4 =
PEENEY
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dolgol ST WY, FH L b= W)

152

Trusted Solaris 2.5.1 NFS A1 ¥} 2] 73 $-mount & & | vers=2 ¥ proto=udp 4 <
&gy ch,

= Trusted Solaris 8 NFS 41 ¥ 2] 73 $-mount ™ & °l| vers=3 ¥ proto=udp ¥4 <
A& 3o,

o2k Aol A 3t d A| AR S v E st #l o] &o] §le= W e Bl A7t
S| ofof gt
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s 15330 Al F o= U EHZ
» 158 3| o] A] “Trusted Extensions2] V| E ¢ = X2 gk £-4)”
w161 0] A AT F = HEH] T E W AYSF
= 163 9| o] A] “Trusted Extensions2| 28 7l 87
| |

|

165 9] o] A] “Trusted Extensions®l| 4] 2+-$-& 32]”

N vEH A
Trusted Extensions= % %, 3 2~ E 2 W E 9 o Bt HA& I3t} o] 2 gt £
HE Y Fof o3} 22 Bl 7] 5o] AL5 =5 g},
n U EH I FAl A dlo]E o] o] Eo] A3 X]Xé%b
n ZAUVEYIE T dolHE R AL
MAC(E = A Al 2= A of) 5t 2 o] ALt
n AU EY IR HolHE e’ & ul MAC 7+ 3] o] &85
m g0 2 dlo|E & gy T ul MAC 7 A o] HE&FH U},

s

Trusted Extensions®l| 4] U] E 9 2 3| 71 MACE R & Ut} g o] &2 MAC 2 A °l
AbEFH o R E o] Eoll whet do] B o | o] Eo] WA A = gk ]ﬂﬂi
A} g o] Eoll = IDJ*‘ coaeFEEdEtgd s 2 8 BEL "“4’("”‘57P
a5yt dolH = 49l ]. Z 3}3) o]: gt} o] 73 Afol /H—‘: gﬂolﬁol SupE

sqxlo]—yul-‘— TAE 0] <

el S Bul e 549 43

L 9] o ofl 91| Sl LTk s 52 E o] el 9
& ol A 27} Sl o).

A2 e 4 Ql= Al 2 H] Zhell swghE = 1P 7l 9] Hl o] &2 AT 5 vk Trusted
Extensionsi= CIPSO(Commercial IP Security Option) #| o] &5 #| £1 gt o}, 3] 71 ¢] CIPSO
Bo] 4L 1P ol A S LT, 2l 3 b u e H] e

dlo| el o] M7 oo &2 o) 4 ol o] &3 vl w g o,
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duts o g A FlevEYI M do]lEd AE T AE oaf A==
5Eo oo Ael ek A2 T 5 G ehel A2 @ 2 9l o = 9] el A
W& ALt st dlel&& FItelAY AAZ F sk sl e e o] &2

A E317] A el CIPSO #| o] £-¢ll vl 3 5 1] t}. CIPSO | o] &2 1P 3 Zlof] £ 35 vt
dutA o & s 7S Bl Abg )t vk AP F A g gl o] Eoll A A ed g o}

2% 4 9 v =907 £ 5 o] 5 A (22 29 2 Al (] o] )7} A 2 ehE
& A~ Eo| 9l 7 -9 Trusted Extensions X%} Xé ‘-'1 o] &&= = & g th Trusted
Extensions Ul £ 9 7] = 4 &8 = 2 73 A o] 4] MACE 1 #] gt}

Trusted Extensions H] ©] €] 3] 31

Trusted Extensions H ©] ¥ 3] 71> CIPSO d| o| & &

v

HEYIE £ dole] |7lS Bl 5 o) 51t}

B3 IPv4 & A ol M= 1Pva 8l B 2} 541, TCP, UDP X3 SCTP &l v, AL A] o] o] E] 2]
A & 3 A ¥ Yt} Trusted Extensions ‘fH 1 9] 1Pv4 o) 71 9] of| Al = H ol &4 of tf 3L IP

& e oll CIPSO &4 & A3y o},

[e]
e 3

h=g

E 33 o} IPv4 == Pv6

CIPSO 40| Q= IPv4 3|Cf | TCP, UDP &< SCTP

HolE

%3 1IPv6 3 A o] A1 &= 1Pv6 &l B &} 27 TCP, UDP %+ SCTP 8l o, A A tl] o] E] 2]
A & 3E A5 Yt} Trusted Extensions [Pve 3] 7l ol = ﬂﬂo] =l el o} # M Bk

Aol Ziks o s

fot

]

FEHO| Q= IPV6 of| TCP, UDP = SCTP

ol o[

23 e 29y EYT E2

Trusted Extensionst= 41 2| & = ol = v E 9] =0l A & o] &©]
e ST AEES AUt LDAPS 5l A] A| Y = &= o] &

& 3 GUIE AL 5le] W EY I E A3+ 95

Trusted Extensions 22 Z E g o] & A 3 5} = A| A&
o Al 28 ZFU ES A 5AS A A g o)

»  Trusted ExtensionsS A 3 % ¢l t} & A 2~ E]
s Hol & A S 9l A LA A e TCP/IPE A Y5

s CIPSO #Hlo| &5 el sttt 2 Al =& 4= 9l

Oracle Solaris Trusted Extensions ¥ 2] Ak 2 3} . 2011 8¥

EES

NE TAEL o] Eo]
A~

A A A Ay} ofefFat

) & Trusted Extensions & 2~ E 2} o}

=9 AAE A F Al ~E (o
Oracle Solaris 2| 2~ &), 7] E} UNIX A] 2~ &, Microsoft Windows %! Macintosh OS 4] 2~ El

L
1__1__

of A A=

e 9l A 28]



A FdevEsa

Oracle Solaris OS¢l A &} v} ZH7} 2] & o] B x| A A v]| ~ & %3l Trusted Extensions
U E 9 3 B4l A | A5 32| sk 4= 8l <51 o} Trusted Extensions+= Oracle Solaris
W E Y F gle| s o] 2o vf& 3 22 glE{ o] 2 & F 7} e}

= Trusted Extensions+= Al 7} A Wl E$] = 4] tl] o] ] ¥] o] 2~ 9] tnzonecfg, tnrhdb &
tnrhtpE F7Fg ] of. AFA gF U] 82 156 9] ©] A] “Trusted Extensions ] Y] E$] = 14
dl o] B w o] 275 Fr R SHA] Al 2.

= Trusted Extensions ¥ % 2] o| & A & A u] 2~ A2k 3 Y 9l nsswitch.confoll & tnrhtp
2 tnrhdb | o] B ¥] o] 2~ o] g} &F50] EgHE| o ol F T o] F S 7 Afo] E 9
TAJoll BHA A & 7 3l F )
Trusted Extensions+<= LDAP ©| & A & Au]| A& AF&6le] S A2E U EY T 2
AFSAHE A ok A I Y & Fotoll A Al g th LDAP o] F A A An] A~ 9]
A2 ¢ ol = v E 9 = ol o] B w| o] 2o T} &k 7] E nsswitch. conf &5 th-3
ZEu
# Trusted Extensions

tnrhtp: files ldap
tnrhdb: files ldap

Oracle Directory Server Enterprise Edition 2] LDAP ©| & #| & 4] ¥] 2~ = Trusted
Extensions©l| A $+8 3} A 2| 4 =] = L gk o] & A A AJv] 23t} Trusted
Extensions & 7-/d ¥ A] 2~ 8l of| 4] LDAP AF-§-of] o @k AFA & W &2 9 &, “Trusted
Extensions % LDAP(7| &))" & F x4 Al 2.

= Trusted Extensions+= Solaris Management Console°l| =75 F 7} oh &2 o 4,
SAE YUY ES IS Fofol| A el st ol AH8-F vl o) 38 9| o] &] “Solaris
Management Console =770 U/ E 9| 2 =77} A7 ¥ o glFvch
Oracle Solaris Trusted Extensions 7 A% Aol = W EY I & FA & uf o =}
S 2EE Ao st= W ol s v g ok AR g W 82 13 A, “Trusted
Extensions®l| 4 V| E 9] = 32| (Z 1) & FE A4 L.

= Trusted Extensionsi= 41 2| & 5~ ol = U E 97 & el st=HH & F 7 of =3t
Trusted Extensions+ Oracle Solaris V| E ¢ 2 W & o] tf| g} 341 & F 718t} o] 2 3t
v 2 of] of] 3k ZpA| 3k ] &2 156 3| o] A| “Trusted Extensions ] W E 9 2 ™ 3”5
RS A 2.
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EENT RS
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A,
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LDAP 4] 1 oﬂ AT H5Y

. EtELﬁ]_7/<]ELX"‘:O‘]°1]Ltnrhtp
o] ] o] 2] 1ok ¥ F2] =7} 2y

Trusted Extensionsel| 4] o] 2] g} tl] o] B ] o] 2~ & A 2] 8} == 5 Solaris Management

Console©| &7 % Sl 551 o} A4 g W &2 38 Jﬂ | 7] “Solaris Management Console
= ?—” = xl—7< ~].N /\]

° o o)
Trusted Extensions 2] V| E 3 |
Trusted Extensions= 41 2| & = = W EH A S A2l sl= o5 H &
m  tnchkdb-°] HEH A F = v EH T ol o] 22 AHEAE
AF-&-FH U o} tnchkdb ¥ ¥ B.qF Bl Z 2] E (tnrhtp), 2o+ Bl Z 2| E & (tnrhdb)
T = 99 A (tnzonecfg)= H 7
Solarls Management Console _J_?- of| A
tnchkdb(1M) " 5+ = o] 2| & Fr = 3514
= tnctl-©o] WH & ALESlo] Ao A A E
SIe=aE = tnctl*o‘ Al 228 M) o) 7] &gy o} svcadm restart /network/tnctl

= ]1;]. Eﬂﬁgleol ,J_/\«IO tﬂ—r/I-Qi/kEg]
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d A MEAIZEE dolES
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A A E A2 1A o, Files(3+ 1) 11 9] ol A1 ©l o] €]l o] 22 7} 57 5]

Solaris Management Console &= 7-°f| 4] o] & Eé‘ < AbE o Z Aol AA g W S
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template: CIPSO PUBLIC
host type: CIPSO
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max_sl: PUBLIC
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Host Type: CIPSO
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Host Type: CIPSO
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Minimum Label: PUBLIC
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Template Name: public
Host Type: Unlabeled
Default Label: Public
Minimum Label: Public
Maximum Label: Public
DOI: 1

Wildcard Entry: 10.10.0.0
Prefix: 16
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E % ADMIN_Low 2| o] &l Al A4 & = gl T}

FrlR EE S

(I afu

5
H
B

b. HostsAssigned toTemplate(®] S| Eol &35 32~ E) Q& F5F
FNEEESAEEYE S aMIN Low El o] Eoll A A& 4= ol o)

¢ %84 AFA ks A o] Bol Gk B2ES ST

ﬂwﬂ%£°ww%MV*ﬁéigiizzﬁﬂEL%%HE%Q%ﬂ%
H]—H—]” = %Lx o]_)\l A

=

Trusted Extensions& A 3 6} A| ¢d= L& 2.8 7 2}-$-H & 2343t} o] gt9-EH &
F3 o] 2B} FALE) oF g o},
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o 13-11

d. FB A dAdNekste Z2EL HHE FIHE Yl

e 0.0.0.0FES A AT}

b. HostsAssignedtoTemplate(R S| E o & 3FH 3~ E) & FF 1l
F7ME BE S 2 EE 58 F ADMIN Low dl o] Boll A 1 A& 4= 9l 5y

¢ FHAAANs}=Z o) Y=ZLEEFIE YL
AA G YL 178 T 0| A “TAE EE TAE 5o HelHl Ze|ES sl
Wrs F R A L.

» LDAP A E 2§ ch
»  Trusted Extensions& A 3 5} = L&
F3l o] ZAETFFAIS] oF g
w EEUEYI I o)AV EE Ee & E gl =X] 2l g ok
L

=
n HETI|AE FAE )

WA ehHE 2dT T o] B HE

Lo
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"
XN
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d FH A dZNels=22ES

N PR P EL R R ek s

0.0.0.0tnrhdb &=-2] &l o] & A

o] of ol A] Mol | A= F2 Ao EHo] A| A S ut
B2 2) 204 0.0.0.0 %5 & 2| A 3k 2 7l o] o] g

hl h=4
SR Eh, 2191 A <L tnrhdp 9} 2lo] Lbed 51 A 8H8 B E A A8 S public 12}
R E 2= o) Bk &4 7hal Blo) o] gl A2 0 Q)43
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dlo
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Template Name: public
Host Type: Unlabeled
Default Label: Public
Minimum Label: Public
Maximum Label: Public
DOI: 1
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182

d 13-12

o] 13-13

tnrhdb d] o] ¥ o] 2o ] 2B T A AT HFE €A
7 E ol

thS o = F W E 9 3 ol e #| o] 23 714 LDAP 2 2fo] <
tnrhdb HIOIH W o] 22 el iUl ZelolddE =
SAlg o

127.0.0.1:cipso Loopback address
192.168.112.111:cipso Interface 1 of this host
192.168.113.111:cipso Interface 2 of this host
10.6.6.2:cipso LDAP server
192.168.113.6:cipso Audit server
192.168.112.255:cipso Subnet broadcast address
192.168.113.255:cipso Subnet broadcast address
192.168.113.1:cipso Router
192.168.117.0:cipso Another Trusted Extensions network
192.168.112.12:public Specific network router
192.168.113.12:public Specific network router
224.0.0.2:public Multicast address
255.255.255.255:admin_low Broadcast address

3AEF 40000 FEZtnrthdb FEo 2 9HE7)

e}

o] 9 41 2.8 el 2 Sun Ray 41917} Aol 4 ool ol £7] 2 0 Y g
WhobSo| =% P itk Aui s A g EE 2 A 9 7| L ghg A o

# utadm -a bge0
™ #] 2] A7} Solaris Management Console &= 1| 1 o] 55 &3l3t
SMCserver # /usr/sadm/bin/dtsetup scopes

Getting list of managable scopes...
Scope 1 file:/machinel.ExampleCo.COM/machinel.ExampleCo.COM

ct.

I opF He| A FetoldE £7] A Ao o @ &5 2 Sun Ray 4™ 2] tnrhdb

ol o] el W o] 2o F 7P o), el b} ol 2 Fol 2 o) S b

£ ok 5 gl ol AL e,

SunRayServer # /usr/sadm/bin/smtnrhdb \

add -D file:/machinel.ExampleCo.COM/machinel.ExampleCo.COM \
-- -w 0.0.0.0 -p 32 -n admin_low

Authenticating as user: root

Please enter a string value for: password ::
. from machinel.ExampleCo.COM was successful.

o] 2 3 tnhrdb dl o] EJH] o] 2= o} 23} B] 528 T} smtnrhdb ™

FEAE o] sl

## tnrhdb database
## Sun Ray server address
192.168.128.1:cipso
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Trusted Extensionsoll 4] 2 F4 L | E 3 F 8B 3=y

## Sun Ray
192.
## Initial
0.0.
## Default

client addresses on 192.168.128 network
168.128.0/24:admin_low

address for new clients
0.0/32:admin_low

wildcard address

0.0.0.0:admin_low

Other addresses to be contacted at boot

# tnchkdb -h /etc/security/tsol/tnrhdb

Sk ESS

A 7F A E 1§

el ahs 7w ool =

7t=

b 5HA| ®HE 3L tarhdb Bl o] B ¥l o] 2~ 0] & A
tnhrdb H] o] B} ¥ o] ~ = t}-2- 3} v Sk o},

## tnrhdb database

## Sun Ray
192.
## Sun Ray
192.
## Initial
0.0.
## 0.0.0.0:

server address

168.128.1:cipso

client addresses on 192.168.128 network
168.128.0/24:admin_low

address for new clients
0.0/32:admin low

admin low - no other systems can enter network at admin low

Other addresses to be contacted at boot

c =22 A A AL HS
A F opA] Bl 2 EF Y T} 2 S

i o)
Trusted Extensions®| A A2 FA Y U EY I AR
3 o] uwi
2}9-]-(7‘:‘]!- =) ul:l)
o}zl Mo A= EY IS AT A4S Ests AdS Ayt
e 4% Faud
A A2 7T SAEZ MR AL HRE 1843l0] x| “Bet LA o7 AR E
5o A Pl
AU ES T v o] Bl o] 22 tnchkdb W &8 & AFE-5ted AV ES F | 185 o] 2| Al 2] = U ES A
BEdE &l dlolElo] 2o & FEAS t o] Bl W] o] 2~ o] FES Bl sl whH”

shelghiet,

W E S Z dl o] ul o] 2~ F =&
e s AT

71

iy

tninfo ™ %% ALg-5ho] 7 7} 4|7}
341 el o] ejul o] = g 0 =
o vl o] £ 597 of ¥ 2Hel gl e}

186 31 0 x| “41 %% 5 ol = | £9) 2
dl ol Ejulo] 2 4 1.8 7 7 4] 9}

AECE

7' 7 A S v = 9 2 o o] Ef ] o] -9}
713k,

tnctl ¥ 3 AFg-5led A8 Fal
A 2~8l o] 2 A W E 9] = b o] ]| o] A
AR E AG NAE o o] EF o},

187 7| o] 2| “71d A} A1 & 4] lﬁ.;_

wpu»
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SECMED)

184

A7 A= vENIE ST AA TR ASGL Y= EENY T LETY
Al o] ES o] & F 7+ e}
FAoE 27 Jetc/hosts IHH = LDAP A1 9] 8l & 3} of] 7} 5 v o}, Solaris
Management Console ] Computers and Networks(A 5B Y HE Y I) =&

A& o} Files(3H ) ¥ #1+= /etc/hosts 39 & & 3HH th LDAP ¥ $1+= LDAP

A o] F5& STk AA T W &L 177 9 o] A Al 2] o] e A v E ¢ F e
SAEE Fbobe g S FEGA AL,

Ao g z2E MENIYAESN S R AET E T F el

FAhE &7 Jetc/security/tsol/tnrhdb I+ T = LDAP A H 2] & o 3} Y o
715 Y t}. Solaris Management Console 2| Security Templates(H.QF 5l Z2] E) =15
ARSI Tk A G2 178 o] A T AE EESAE D R REES
ot sl = w7 S B R 54 A S

AEE AR I

Eju]d ol A route add 8 = AH&-skod B2 E A AP o

A G52 7L H 28 AR 52 S AE = 32 Aol ool A 21
E ARG ) A8 A o] E o] FAF 192.168.113.1% A At}

# route add default 192.168.113.1 -static
ARA B W 82 route(1M) " 774 H o] A & F+

[
SL
>
>
fo

st ol Ao M EYZIFES AAFI )
-secattr T8 L& AF§-5kod Bl A4S A A7tk

O HE H5oA FHA E2 W EYN I FES UER U Al WA 22 ol &
1 9] 7} PUBLIC ~ CONFIDENTIAL : INTERNAL USE ONLY°] Y E9 3 55 el
# route add default 192.168.113.36

# route add -net 192.168.102.0 gateway-101

# route add -net 192.168.101.0 gateway-102 \
-secattr min_s1="PUBLIC”,max_s1="CONFIDENTIAL : INTERNAL USE ONLY”,doi=1

st ol 4o 2 E FES APk

A2 HA £ e #Hlol & S~ E <l gateway-pubell et 5~ E 55
LERY U o gateway-pub-q] g o] & W $]+= PUBLIC ~ PUBLICS L] T}.

# route add default 192.168.113.36

# route add -net 192.168.102.0 gateway-101

# route add -net 192.168.101.0 gateway-102 \

-secattr min_s1="PUBLIC",max_s1="CONFIDENTIAL : INTERNAL USE ONLY",6doi=1

# route add -host 192.168.101.3 gateway-pub \
-secattr min_s1="PUBLIC",max_s1="PUBLIC",doi=1
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Trusted Extensions®l| A 2 FA4 L I EY 3 F R (=] W)

d 13-14

#) o] -5 ¥ 9] 7} CONFIDENTIAL : INTERNAL USE ONLY ~ CONFIDENTIAL :
RESTRICTEDQ] 7 & 57}
ThS route ™ 22 102.168.115.0 X 192.168.118.392] S A EZ g}-9-E H o] Ho

Aol Ed o]l 2 F713 ). gl o] & " $1+= CONFIDENTIAL : INTERNAL USE ONLY ~
CONFIDENTIAL : RESTRICTED®|™, DOI+= 144t}

$ route add -net 192.168.115.0 192.168.118.39 \
-secattr min_s1="CONFIDENTIAL : INTERNAL USE ONLY",max_s1="CONFIDENTIAL : RESTRICTED",doi=1

SECEED)

o 13-15

F71E 3 A E Q) A= netstat -rRE H O F At} t}& 1wk 2o A 7] E}
AR EHEYE()E RS
$ netstat -rRn

192.168.115.0 192.168.118.39 uG 0 0
min_s1=CNF : INTERNAL USE ONLY,max_s1=CNF : RESTRICTED,DOI=1,CIPSO

A& J= v ES I d o] EH o] 22 FE&
‘l- o] 5‘}—::‘: HOI-HJ

tnchkdb ™ & & 7} | E 9] 3 o] o] B} W] o] 2 0] F-3Eo] & £HgkA] 7 AFgh v T}, Solaris
Management Co sole°ﬂ A1 Security Templates( 2. QF B & 2| E) = 71} Trusted Network
Zones(A 2 & F o= MEH T ) EFE A58l o] Y& & A5 o2 A g,
UubH o 7 o] WS A slod ‘/P%‘)ﬂ AR B - Bh= dl o] Bl | o] 2~ 31} 2
TaE A e

Ao of of o 4] V| E9] 2 A RS ST 5 9l 8-S ] AL§ aped of Flrh )
el at o g gl Al 28] 32 A o ol o] et A& el S o)

Bl u)d Zell A tnchkdb 8 & A 3 o}

$ tnchkdb [-h tnrhdb-path] [-t tnrhtp-path] [-z tnzonecfg-path]
checking /etc/security/tsol/tnrhtp ...

checking /etc/security/tsol/tnrhdb ...

checking /etc/security/tsol/tnzonecfg ...

AP vEdIeoleu o] 2o FEHAE
of al o A Bl | A= U E9 2 dl o] eful| o] & 3} o] AL-E 7he A & Bl A E T
Aol Wef A 2R " FAE AFE Ytk 2l 2 3= tarhdb Lol W g E o
2 vch
$ tnchkdb -h /opt/secfiles/trial.tnrhtp

checking /etc/security/tsol/tnrhtp ...
checking /opt/secfiles/trial.tnrhtp ...
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X7t 5}7) Qo

dl 13-16

line 12: Illegal name: min_s1=ADMIN_LOW;max_s1=ADMIN_HIGH

line 14: Illegal name: min s1=ADMIN LOW;max_ s1=ADMIN HIGH

checking /etc/security/tsol/tnzonecfg ...

Heb ke A7} -t FA 5 AFEshe] H A& H A W " ® 2 A1/ tnrhtp
dl o] el H o] ~ o] o] A EHehA| el

$ tnchkdb -t /opt/secfiles/trial.tnrhtp
checking /opt/secfiles/trial.tnrhtp ...
checking /etc/security/tsol/tnrhdb ...
checking /etc/security/tsol/tnzonecfg ...

AL 5 YEEY 2ol s g R s A
o) 4] o} 8] L sk

U E 9 3 ol o] Bl o] 2ol = A dol]| A = 7] 92 A B IF 23k & °‘AL]E}. o]
A At A = A Bt 5 A gA| 2l T}, Solaris Management Consoles AF-8-3} o]

UES I E Jdlo|EstH A 7]-]/\]7]- Y E YT do]Ewo] A AR E oy o] Ex
tninfo ¥ HI 2 E 9 o] 7] of] 585 A1+ 5 A F ok

Bl u]d el A tninfo ™ H = A 3P g}

=
®  tninfo -h hostname= A A ¥ ST ~Eo]| gl [p T4 Bl Z 2| EE F A},

" tninfo -t templatenames- Th A HE FA| g}

template: template-name

host type: either CIPSO or UNLABELED
doi: 1

min sl: minimum-label

hex: minimum-hex-label

max_sl: maximum-label
hex:maximum-hex-label

®  tninfo -m zone-name<= °3 4 2| t}E @ X E(MLP) T4 S %A g}

Z2EQ}F EY L E 4]

o] el o] A A| AEIZ e o] Bo] 9l=of7] o & FA o] QlFuth BE dg S
FTUNIPFLEEF AU B YF d S J gl FALE FA R FH T o]
TA ol A $ Bal$-A) S 913 TCP E EQl 8080 £ E = 3--2 ¢ o o] &5 ql ] 7| o] 2 of 4]
MLP Yt} B8 ¥ “PﬂlXP%tetnet%TCPEE 230] &8 o J ol A MLP7} 5| ==

AAR YU o] 3 F MLPE 357 lEjFl o] 2ol 9l o v 2 o] of o & u|E3h 2
od ool A= F 57 el B9 o] ~ 2] 880 2! 23 E E o] A 3 71 & HFS = gl Th
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Trusted Extensions®ll A F 2 74 LUl E9) 2 A1 &l (=Hqd 9)

X1t 5}7) o

A\

g ssholl T TCP £ E Q] 22 L E = 58 9 ol 4] od = MLPYI Y v &8 4 o <]
ssh*iﬂl*%éiﬂl dlol 5 e el = dqE Faol A szl AR 5

$ tninfo -m public
private: 22/tcp
shared: 23/tcp;8080/tcp

72 ofodol o FMLPE ol F ek o e $
=

o = Fdzgt
322 232 8080 EE = %1 of ol A MLP7} E 4 9L

=

)

3}
o},

ml> o2

$ tninfo -m global

private: 111/tcp;111/udp;514/tcp;515/tcp;631/tcp;2049/tcp;
6000-6003/tcp;38672/tcp;60770/tcp;

shared: 6000-6003/tcp

AL INAEANITF U= VEHNT

o 22 57| 3ok W
7 o] *‘316“\ A= v EAZ olEuo] A A H 2 glvo] E5| 2] o33 7% 7
NAIE dule] Ed 7 ol= 2 71A] W o] $) 551 Tt} Solaris Management Consolel] 4] =

Security Templates(i otEl Z 2 E) J_?“L} Trusted Network Zones(A! 2| & = 3l =
=52 o)) BT g AE T 0 o] W& A E o2 Au o)

bl @ 7hal AbgAbod of g o).

>
12
o o3
12
=2
>
b
oy
i
AL
N

AL A E M EN I vl o] Bl o] 22} &7 35l H ™ eb5 W E T S Ay et

= tnctl A B 25 A A= o}

7o -LDAP AW el A Al 2 = l= v ES A dlolgmo] 2 AR E T =
Al 2Bl o A= o] W& AFE-5HA| vhA Al 2 = A o o] Bf | o] 2 X B 7} LDAP
Aufol| A 7hA 2 QW E Bl oj ] Th

$ svcadm restart svc:/network/tnctl
ol HH AT F = 2R UEH I Ho|Huo] 2 REAHARE LR
9o ek

n F 2ol FHE FFel gk A AN E u o] EjF )
$ tnctl -h hostname

o] B &-& xﬁ]aﬂﬁ}&x:] 9] X‘]_t_fl_t‘ll— AdZ olo] 1

Al

Aol off gk AR gk uf g2
o 13- 17 D tnct(IM) "} 572 9 o] A = A2 514 A £

Al
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188

A\

o 13-17

» tnd A ¥] 25 FA e

F - tnd A2 ldap AW 27 A Fol Aol vk A o

» tndSAE LY
o] SME(A]w] 2~ e l%)ﬂéﬂé—a—ﬁz%—? A=l E I dlo]efw] o] 2of v gt
T HA Ao 7 A FHA] o] EE Eg] A g}

$ svcadm refresh svc:/network/tnd

" SMFE A}-§3819 tnd S A A1 ZH el

$ svcadm restart svc:/network/tnd

9]~ tnd A} A1 A& 1ol tnd WS AW shA Lok Al o o WY o2 ala WA
A9 F¢1 FAlo] Fehd F glvIth

FHAtnrhdb FE2 2 HAY o] E
o] of of| 4] ] A= 370 2] FA S Z A tnrhdb Hl o] Ej ¥ o] Ao F7F 5 Th H A
HelA=0.0.0.0 9L =TS FES A A 5 )

$ tnctl -d -h 0.0.0.0:admin_low

2 vh FHE] AH= Jetc/security/tsol/tnrhdb Bl o B ¥ o] 2xof] Q)= 2 F 370 9]
HAE B

$ tail /etc/security/tsol/tnrhdb
#\:\:0:admin_low

127.0.0.1:cipso

#\:\:1l:cipso
192.168.103.5:admin_low
192.168.103.0:cipso
0.0.0.0/32:admin_low

29 ohg 2 A 7 ) A2 ol o] Eqhu e,
$ tnctl -h 192.168.103.5

tnctl -h 192.168.103.0

tnctl -h 0.0.0.0/32

mpx| 2o 2 ghe) ab A ) 4| 7h el o] £ 5] ol = ] el gl ek A Al @ Sl o &
Fel e ohe 3 falgh o,
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A gevded A NZEFHL W)

$ tninfo -h 192.168.103.5
IP Address: 192.168.103.5
Template: admin_low

d13-18 HPAAHESIAHR o] E
_/’:

o) el of 4 The] A= 41%|
o] eutE A 3helgh o,

k

U VEAIE T AN AR o] Ed b5 A

$ tnctl -h public-print-server
$ tninfo -h public-print-server
IP Address: 192.168.103.55
Template: PublicOnly

$ tninfo -t PublicOnly

Remote Host Template Table Entries
template: PublicOnly

host_type: CIPSO

doi: 1

min_sl: PUBLIC

hex: 0x0002-08-08

max_sl: PUBLIC

hex: 0x0002-08-08

NEL RPN EOEE S ETE LR

oha A el A= v B9 3 T 7] Al & A o

kel A 3wk
FEAETEAGS FgEo|fE e A~ ') 9] ol EfH| o] A7} A 189 5 o] &] “&.~ E o] ol E] ] o] ~ 7}
Ehelgh %ol A Zelgh e}, s ol &) #Hel sk =
F S AETA R BAIS S 9l S 190 9| o] A] “Trusted Extensions
o7 =75 AR Y ES A E v 7 sl b
LDAP Z2}o| ol E7} LDAP A ¥ o] LDAP A ¥ ¢} Zrefo]d E 7he] A7 waﬂhﬂXFIDAPHHhﬂW‘
AR gl ol FE Uk Z7) EAE & Ao FeloldE AdAE v A sk

v 3229 A o] 2 A F A SahE By

A1zab7) Aol A Ao U EN T DRSS HUS Fde=dT S
WA G B A AT He| A Ao o] @ A S AT F wH
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SECEED)

NEN BREECEREE PSR- %ﬂl@ﬂ%ﬂﬂ
o5 £ A 28lof 27] o] Y E ¥ = el E] 3| o] 2~ (hmed & hmed:3)7} A==
%EP“LID} QlE| & o] 2~ B ZHg5taL 9 A| 55 T
# ifconfig -a
Hﬁé@: flags=1000843<BROADCAST, RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.11 netmask ffffff00 broadcast 192.168.0.255

hme0:3 flags=1000843<BROADCAST,RUNNING,MULTICAST,IPv4> mtu 1500 index 2
inet 192.168.0.12 netmask ffffff@00 broadcast 192.168.0.255

A E o]
th& &4
# ifconfig hme@ up

# ifconfig -a

hme@: flags=1000843<UP,BROADCAST,RUNNING,MULTICAST,...
hme@:3 flags=1000843<UP,BROADCAST,RUNNING,MULTICAST, ..

Trusted Extensions Y| E $] . & ¢] ¥ 7] 3} = =}

TAl Folold F 5 AEE ‘:] tﬂ 7) 5} 2 ™ Trusted Extensions ! Solaris | ¥ 7 =&

A8t} ¢l & £, snoop H netstat} Oracle Solaris | E ¢ = tjw|7) i & &

Abg-sk 4= el U ok ARA g W 22 snoop(1M) B netstat(lM) vl 7w o] x| &

ZF 72 514} A] & Trusted Extensionsell W gt & & B &2 3% 245 F X4 A &

n Ho]Eo] ol ot ol A T A= 124 H o] A “od o | (A WY E
ARSI AL

s NFSPF+E t¥ 7] 2 151 ¥ o] A| “Trusted Extensionsol| A vl E Al 3] A &
| A= s FEREAA L

» LDAP 54l Tl 7] 2193 5 o] #| “LDAP Aol th gt FetoldE AH St A sh=
Mg AR S Al 2

Ao ofoll 4 W 912 4 & S 2 ol @& 1H AR Afofof ok 1)

el A @ A 28 e 2} o ol o) 2] T 4G Hale - gl

tnd ¥l 2 EA S ZstEH EY A S HA LA AR E 7R T

- tnd A U] 2= ldap A ] 27F A T ]l ol v A Sy o

A W &2 tnd(1IM) w57 &2 Fl o] A & FHE A A 2.
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A gevded A NZEFHL W)

2 AT

e

Z2E7 5 Y30

o
.
o
X
=
N
e
>
>
op
ol
rO
.
o
rO
ok
i
A

a. Zr &2 E A nsswitch.conf 3+ ¢S &g},

i. nsswitch.conf 3} ¥ ol A Trusted Extensions ] ©] €] #] o] ~of| th g} 7k g+el g},
o & 5o, LDAPS AH§3ho] v =9 25 e ah = Abo] 2o 4 G52 vhL3}
FArd .

# Trusted Extensions
tnrhtp: files ldap
tnrhdb: files ldap

ii. Zt°] o= 7 $ nsswitch.conf 3} Y& A}

ol gt FES AW A28 Fe| A7) o] F A n] A A9 A] AH] &
Abg-gh o}, ApA g W) $-2 53 3 o] &] “Trusted Extensions®l] 4] CDE 22| #F4] &
A|ZF b= S ARSI Al 9. o] Al = 8 3 DAC Y MAC I AgHS
Fr A g e

b. LDAP o] & A B Au] 27} +A S A=A A gt
$ ldaplist -1

¢ FIEZEJIESFLIDAPOIE AR Au] 2o Sl=A & gt
$ ldaplist -1 hosts | grep hostname

3 ZA32E7MEutEA R =SR] A et

a. Solaris Management Console2 A}-§-3} o] & 9] & 8¢l gy
»  Security Templates(#. HE 2| E) =0l A 24t S AETrpE S A2 E 0 Bl
HE|ESt 53t = Mok RIEE Eo @5 ol =4 g ch
w HlolEo] gle Al 2H e 75 7]
»  Trusted Network Zones(%! 2| & = 3l = W
EE(MLP)7} &vt2A A= A=

b. HHESAISA ALY VEN T HARI}HA HRYAA A},
ZtZ2E AG N Sdo| M EH T S L o} & 5 AE O dita) Y A5 =4
ol gh o}
A AL Aol EYo] ZAE gl Helt AR E 08 tninfo ™ H &
AR o}

N 2ENGIPFLL Y EA RS EES B4 Pl

$ tninfo -h hostname
IP Address: IP-address
Template: template-name
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AT g gevadzEANZ=ZE D)

» HEZ7)E A= g3}

$ tninfo -t template-name

template: template-name

host_type: oneof CIPSO or UNLABELED
doi: 1

min sl: minimum-label

hex: minimum-hex-label

max_sl: maximum-label

hex: maximum-hex-label

GGl I MLPE EA] FH ek

$ tninfo -m zone-name
private: ports-that-are-specific-to-this-zone-only
shared: ports-that-the-zone-shares-with-other-zones

4 BAXIAARESFAHICL
n U ES T Bt M E H A 5 A v} 23l 518 ¥ Solaris Management Console =75
ARS g o, ARA g &2 172 H| o] A A E| T F = U EN T EFE A=
HF» S ZF R FLAIA] 9
. AGIAIE ol E ’Pﬂq‘?ﬂ ARIL Qe E T AE|A] tnctl A v AE
A8k o) L) o) 8 o 4] 7Rk T b g 0] 28
A2 A el A 2 2ol AT S tnd Au] A5 o) 2] 5ef F o ek, 2 g

W82 187 3] 4“7 A A B A1 8 4 2l o £ 92 o]l o] A5}
571 3hshe g HEsAA L.

—tnd A 9] 2= ldap AU 27 ALY 52l 73 f-ofl vk A3 sl o},
A8 shel 71 7 217k 2] 91 A ek, 8 4] A A1 el o] el o] 2 B
A $ A Yt} nsswitch. conf 3L AHEE A= o]l 27 o o] E{ ¥ o] A1} LDAP

kS|
dl o] W o] A7} Ab-g- 5] = A) A o}
5 AL ARESFASHE ¥ Ao £&o] Fuch

. 4R T4 AT

route 3 % ol th gt get 591 W ®H & AFS- i ch

$ route get [ip] -secattr sl=label,doi=integer

AA g W &2 route(1M) "l 77 3 o] X & FH A 54 A L
» A H o] EHRE F)

snoop -v 8 ¥ & AH&§

Aol & ARE
A B2} eS A sl P E W
22 snoop(1M) "l 57 & o
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A gevded A NZEFHL W)

SECEED)

s ZHEHOEFEL LAY BASEAHSF
netstat -a|-r 98 I A R34S AFE g
-aR A& ol i gt B Mok A4S FAE Y - rFAS 2 H ol &
FES A b AA G W £ netstat(IM) W7 | o] A| & F R FHA) A 2.

LDAP A H ol B 3t FE}o] A E 2 St A sl
W

LDAP A # o]l A Z-2}o| el E 3]
T s ok m A & FEte
AT Th Feteo|dEL} A 7

el shAi 4] 2.

LDAP Seto|d E 2] A o ol A Wl He| A o &5 Al AF-G-Afo of g T},

LDAP A o 3t YA T~ & Bl Z2|E Y IDAP A H o] Alo]E ol T YA T2 E
WEe 2o guh2A) B Fch
# tninfo -h LDAP-server

# route get LDAP-server
# tninfo -h gateway-to-LDAP-server

AA T~ E B Z2 E drdo| Zul 2 ] 943 7% Solaris Management Console | #]

SecurltyTemplates(HOL HEZE)ETE AE5l] S ERIZE Eo| 3 2EE
gt

FEEH FES FFUch o2 A A" o HolEo] le= Y FES AAR UL A E
Oﬂ,Lserver7]'LDAP *134/] o] E-o] 11 LServer- zones7}E]° o] 3l od o] ol gk

%
7 elEH o] ~ 2l ¢ Jetc/hostsol A LServer-zones= A 7 g o}
Y

DNSE AF-£-3l= 7 % resolv.conf I Lol A &S st A g
# more resolv.conf
search list of domains

domain domain-name
nameserver IP-address

nameserver IP-address

nsswitch.conf 32 2] tnrhdb ¥ tnrhtp &5 o] A &3kA 3Hel g},
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AT g gevadzEANZ=ZE D)

194

Felol A ET} A W ol A Eul2 A A 5 A=A gl )
# ldaplist -1 tnrhdb client-IP-address

2l o] o] 914 o o ofl th 2 Qe 5l o] 27} LDAP A ¥l o 4 uhZ A T4 5 QA
shel el

# ldaplist -1 tnrhdb client-zone-IP-address

P Ay FA ZE QG4 LDAP A ¥ F(ping) & 5 YA A Fuieh
# ldapclient list

NS LDAP SERVERS= LDAP-server-address

# zlogin zone-namel ping LDAP-server-address
LDAP-server-address is alive

# zlogin zone-name2 ping LDAP-server-address
LDAP-server-address is alive

LDAPS 74 3FaL A §-% ] e},

a. A A+ Oracle Solaris Trusted Extensions T4 4 ™ 4] 2] “Trusted Extensions®l] 4] & &
9 9 & LDAP FElo|d E Z wHE7]"E F 2514 A L.

b. ZE#lol &0l Y= HANALDAP A H o] FEto]dER S AU et

# zlogin zone-namel

# ldapclient init \

-a profileName=profileName \

-a domainName=domain \

-a proxyDN=proxyDN \

-a proxyPassword=password LDAP-Server-IP-Address
# exit

# zlogin zone-name2 ...

¢ RIS ESASL A 2HSFHE o AEE Tl
Oracle Solaris ZFSE A}-8-5l= 7 -5 A H- & 51 7] Aol od & F A6} 3} L A 28 &
Ay h ZFSE AFS5HA| = T 1o A A S A=k oL A FE s S ol T

# zoneadm list

# zoneadm -z zone-name halt
# lockfs -fa

# reboot
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T2 #Ho|lEHIE Trusted Extensions ZH B & F2 & o] & 217 d o] A <2 E] o] v 3l A| gt & o] &
Agrek w9l 2 A et o EPEE SRR

Trusted Extensions Q1 4} A1 ¥ o] 4] 2] 8}= Z 7B = 2 5| o] &, v ] 5| o] x| &
Eddy ﬁﬂolxl"’ﬂ o] &S 4l gt} o83t Tl B =l A #o] &Y
ol A ZFed & <l & 5 9l sF ]1:} ol 2] Aol e 2 & 4= 9] = Trusted Extensions
SAES OH‘:]“‘]‘H"H AZE ZHEE AL S F U F U h

2] =8l 7) Aol Trusted Extensions Y| E 9] =0l th 3} ¢l H Sk 3 %Zé{%“/] o} A o of o of| A o] Q14|
A o] A 2~ 'l e AF o g 7LA]

_,d
N
ﬂ‘r
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>
&
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3
»
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°
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1 Solaris Management Console-3- A =H g o},

AHA| & W) &+ 52 7] o] Z] “Solaris Management Console®l| 4] &7 A| 285 32| 5} =
H]—}:H » S ;g-x »—].N ;\] <.

2 Files(3 Q) =T AR A9 )
T AR} Al E-of| scope=Files, Policy=TsoL®| 3 &1t}

3 A AW ZESI5HpE AL A d9e TSt F A AN S AFF
EESAA Aol F7tsted ol Aol Bk MLP(HHE 2l £ E)E vbFHoh

a. Trusted NetworkZones(A E & J = v EH T Q) EF 2 o] 5l

b. G IPF 42 t}5 # W L E ) 515/tcpE F7+g Yl

4 AZIEE=ZWH SA S A}
W& &5 A8 3 o} Print Manager (21 4] #+2] AH) GUI= A & o ool A A}-8-3
ReHTh
# lpadmin -p printer-name -v /dev/null \
-0 protocol=tcp -o dest=printer-IP-address:9100 -T PS -I postscript
# accept printer-name
# enable printer-name
5 ZUHEYAaPES AN Ao A2Y 2z o] TP
2d2adEs A" 2o sl v Bl B L H o] A& 24 3T
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o
3

REIETE

Ay
shube 24 e,

2T Eof gk A 2029 0| A “ZRlE EEll 297 E”E
= glo]l¥ o] Fo] Foomatic O E A A5} H foomatic . AT HE
gk Eoll A th W EH & AR T

$ lpadmin -p printer \
-m { tsol standard | tsol netstandard |
tsol standard foomatic | tsol netstandard foomatic }

ADMIN LOW©ll 4] ADMIN HIGHS] 7| ZlE] & o] & ¥ 97} & Z &l E ol o 5l] 5] &=
gl o] & A o] E T
AAAEAE Ao B 28 2E A 2SS
o] of Aol tf 3l all-zones IP F4 5 ¢l 3] A &2 A& o}
a. Blol2ol gk oo 9o E&ol ootz 2 LAY Bk
# zlogin -C labeled-zone
b. Z¥HE J Yo F7Hch
# lpadmin -p printer-name -s all-zones-IP-address
(FA) el =IHE 7|2 == Al

# lpadmin -d printer-name

EE 994 =2 HE HEER e

N
.

% —Solaris 107/10 & 2] 2~ -E] ADMIN HIGH H-+= ADMIN Low ¥H2] | o] &o] 3l &= 3}
Ql 4l &2 o] 2ol ADMIN HIGHE ol 2 g ch vl v 2 =8 2 & 5 o] %] o]
label encodings It Al o= FAF$] &l o] &3 38 & AF-&-35}he] gl o] Eo] x| A H )

root ¥ AWF ARG AR Th5 A E A o

-

a FYEANA QWAL A Gk

f
=2

b. StarOffice, B-2}-+4, A7) 52 & Z2 1A 3¢S AN el

c wWisolx, E& 2 oA Y Btz A 2 A == gl jHet

o e Aol Y A 217 5 o] A el o] vl A GhE el o] & 51 5 4 ol
nlu>

n FHo]Eo] J=EH WA -218 3 o] A “Trusted Extensionsl| 4] 914} A| gt = 4= (=F ]
)y
H

o] & Q3 AW Z AL - 215 7| o] A] “Trusted Extensions = 2}°] ¢1 E 7} Z 71 €] o]
AA AT QB A 5= w”
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SECEED)

SunRay S Elo|dEd A M EH L =R E &

@t all-zones Q1B 0] 27} Q1= SunRay A Mol A L AEAFTHE
Tk o] AH 8] B = SunRay S 2te| U E AFE A7 TR S 4SS
Job 27] FA2 A d oA A H YT A od & FA F ol Eol

el ZRHE A2 5 A= F FA T

Trusted CDES] th% 2| ¥ Al o2 2 7.9l8) of gk},

e ol v Es)L T o PFAE TRTCH

[e]

%] %1 &- System Administration Guide: Printing®| 5 7, “Setting Up Printers by Using LP
Print Commands (Tasks)” S 32 3}4) 4] £

Solaris Management Console-2- A] 2+ g4 ¢},

» ] %2 Oracle Solaris Trusted Extensions 74 %
m  Scope=Files, Policy=TSOL =7 AAE A8l 5l & 1e1gh o},
admin_low ¥ S| Eo =3 e &

a. Computersand Networks(# 58 2 v| E $] ) = 7-¢ll 4 Security Templates(2. ¢}
gElE)E Tl TSyt

b. admin_lowE F ¥ F+F Ut}
. HostsAssignedtoTemplate(® S 2| E o @ 3FH S~ E) QoA ZAEJIPFLE

7 ek

A &2 95 o] 2ekel =i

e

FRBHA A 2.

ZUH ZEE A Y 499 &7 AeH o] 20 FrH7 el

Computers and Networks(Z 5+ &l ¥ ] E ¢ =) £ 70l 4] Trusted Network Zones(4! ) &
FAVEHIL A EFH T

o

b. globals 5 ¥ F5F Yl

¢. Multilevel Ports for Shared IP Addresses(& - IP 4 2] t}5 & ¥ L E)E-Z-o] £ E 515,
Z2EF topE F7HEY
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10

Solaris Management Console & 2 o] #'d ol 3l=#| &<l g1}

# tninfo -h printer-IP-address
IP address= printer-IP-address
Template = admin_low

# tninfo -m global

private: 111/tcp;111/udp;513/tcp;515/tcp;631/tcp;2049/tcp;6000-6050/tcp;
7007/tcp;7010/tcp;7014/tcp;7015/tcp;32771/tcp;32776/ip

shared: 515/tcp;6000-6050/tcp;7007/tcp;7010/tcp;7014/tcp;7015/tcp

% -6055,7007 52 7} 71 ol Y FFH MLP(th% ¥ Z E)& SunRay &7 AHaHS
A A3 o,

A ool el s Au] A7} A A E o] =R g}

# svcadm enable print/server
# svcadm enable rfcll79

netservices limited S AF-§-3} o] A| 28l o] A A 5 o] Q=7 =27V E S o)
AR ET 4Gk

rfcl1179 A1 8] 2~ol A localhost ©] 2] 2] FA4 & Al ) 7] d| o ot} LP A ]| ~ =
595 %) 3ho] = of At 4 A1 o 7] G .

# inetadm -m svc:/application/print/rfcl179:default bind_addr=""
# svcadm refresh rfcll79

F —netservices opene M st= Aol HH 2 oh5H 22 2 FE A
L5 "inetd" 54 I F o] s}

REASGANZAE2IAYESJINST FAESHAET
A28 9l = HA 7] ol A Jetc/default/print 3L & 1k
PRINT POSTSCRIPT=1

StarOffice, gedit 59 &+ T2 1YW XL AEAFHE S5 & ql5 o

Qlf A u] 20l ZELPFEE F7H e}
Aed gdod o 4 ohe CA 2AHES AT,
csh

cd /etc/lp/fd/

foreach a (*.fd)
lpfilter -f $a:r -F $a

end
A ol 2UHE FATU
W% & & 283 o} Print Manager(2] 4] 32| A GUI= A & o ool 4] A&
gl <o,
BA H

# lpadmin -p printer-name -v /dev/null -m tsol_netstandard \
-0 protocol=tcp -o dest=printer-IP-address:9100 -T PS -I postscript
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11

12

13

o 15-1

# accept printer-name
# enable printer-name

(FA) ol ZHEE 7|2 =D AR )
# lpadmin -d printer-name
Hol 2ol gl BE ool 4 el F AT h
e ef ool 3l all-zones IP F4E 14l AWM E A}-§-3hv]th all-zones NIC7H
wmﬂ%ﬂ 2 dEld o] ~)2l - vnioll tHEHIP FAE s Ao gkl =
A}gg e,
a. dolol Y= d ] G Tdol rootZ 1YV
# zlogin -C labeled-zonename
b. ZHEE Gl F7Hel

# lpadmin -p printer-name -s global-zone-shared-IP-address
« (FA)olZHHEV| 2 =2 ARZF el
# lpadmin -d printer-name

REQAdo4 g =8 2EF )

% —Solaris 10 7/10 = 2] 2~ 3-E] ADMIN HIGH %+ ADMIN Low ¥2] &l o] o] 3l o2
ol2f &2 o] E-of ADMIN HIGHE ¢l4f & uich vl 2 Eal U2 7 o] 7] of
label encodings %ol o= 2 A9 Bl ol &3 18 & A}-§-5le o] Eo

=N
=

root & GHH AFS AR o} 5w A & 3 g o)

a. WREANA gutot e

ELASLY

o
L)

b. StarOffice, H2}-9A, AR 7] 5 & =3 14 o} L2 A4 ) c}

W 5 o] X, =2 27 sl o] &1 R 1k w7} A o) 2 Q14 5 =4 BHel gulch,

VESZ =2 e =2l g 4] &

o] ol of) 41 1= F2) 7} o od o 7} Bl o] o] 9l d oo v = 9] 2 = E| Abe) &
shel gty o,

global # 1lpstat -t
scheduler is running
system default destination: math-printer
system for _default: trustedl (as printer math-printer)
device for math-printer: /dev/null
character set
default accepting requests since Feb 28 00:00 2008
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SECEED)

lex accepting requests since Feb 28 00:00 2008
printer math-printer is idle. enabled since Feb 28 00:00 2008. available.

Solarisl# 1lpstat -t
scheduler is not running
system default destination: math-printer
system for default: 192.168.4.17 (as printer math-printer)
system for math-printer: 192.168.4.17
default accepting requests since Feb 28 00:00 2008
math-printer accepting requests since Feb 28 00:00 2008
printer _default is idle. enabled since Feb 28 00:00 2008. available.
printer math-printer is idle. enabled since Feb 28 00:00 2008. available.

# o]z o] Qe Al 2Rl A A A A& T 5=
v}

ﬂ%ﬁﬂﬂ%wm®mﬂ*iaﬂﬁﬂﬁTmWﬂMmMmﬂﬂ%ﬂ%tdﬁ

o Eir]o ) »LHfsl-_/[:olL 7] 73]57_-81-1/]1:} o] O%E]XJ o]E-]Jﬂo]AO] o:lo:]IP
Fo7beld ~E e 7 AEghy o}, EE] A elE] o ]/\ olodedpF Lo 9= MLP(D}?
ﬂ@iimmmmﬂmmMMmmmﬂHﬁ]”i@ﬂﬂﬁaimﬂ%ﬂﬂa]
9 H )9} E vl Aol 4| =2 AbEsto] 3o S a4l o,

o] BAE Fa ol o] ol gl Al 87 F UG A B ilol G #lo] Ho] ¢

Eol 3l
Al 2ol A gl o] 2ol Sle W EH A
HE R

ZHHE A A F)h rfc1179
Aja] 2ol A A w4 Ael gy ch AletA] ol 7t &85 ol Bol e BE

1213
el A o] BAE 3 sl of it

208 ¥ o] ] “Sun Ray Zeto| A Eo] tfall VIEY = ZHE & T A sl= S
SrEgh e,
ol Eol J=dde dd ZEN rootE Z LU}
# zlogin -C labeled-zonename
QA3 /A ¥ A ) 2ol A rfc1179 A ¥ 22 T4 & A A ol
labeled-zone # cat <<EOF | svccfg
select application/print/rfcll79
delpg lpsched

end
EOF

labeled-zone # svcadm refresh application/print/rfc1179

rfc1179 A 8] 271 A A 5 o] 9] =X &g},

labeled-zone # svcadm enable rfcll79

158 . ol 2ol Sl A4 Bel(He) o



o] ol 9t 214 F4(shed )

4 netservices limited S A}-£-3}e] Blo] Eo] Q= Ho] AAFH o] J=AF=ZEHE7}
W ES I AZFES HA ]
rfc1179 A 8] 2~ ol A localhost ©] 2] 2] FA4 5 Al ) 7] & of vt} LP A u| ~ =
o ¥ Ifo] Z ol Auk 441 off 7] gk o},

# inetadm -m svc:/application/print/rfcl179:default bind_addr=""
# svcadm refresh rfcll79

F —netservices opens Ay 5l= A ol Ao W ohF I A2 W A A &
AT 25/ "inetd" 54 2F ol ¢},

5 #olEol e dF AL AHEFAF
labeled-zone # lpset -n system -a spooling-type=cascade printer-name

o] W& 2 o3 9] setc/printers.conf U S ol o] EZH T},

6 ol °]% o] A& 49 935 L3 A Byl 9+ Oracle Solaris 4] ~ 8! & B ~ E 3},
o & Solarisl A| 28BS H| AE T} o] A] AH L internal & & 3} 543t

A8 o] o) 4ok, 4 o ek 3 2],

= math-printer IP 4+ 192.168.4.6%) Yl t}.
m SolarislIP 542+ 192.168.4.124 1 t}.
® internal &% IP F4 = 192.168.4.173 Y T},

Solarisl# uname -a

Sun0S Solarisl Generic 120011-11 sund4u sparc SUNW,Sun-Blade-1000
Solarisl# 1lpadmin -p math-printer -s 192.168.4.17

Solarisl# lpadmin -d math-printer

Solarisl# 1lpstat -t
scheduler is not running
system default destination: math-printer
system for _default: 192.168.4.17 (as printer math-printer)
system for math-printer: 192.168.4.17
default accepting requests since Feb 28 00:00 2008
math-printer accepting requests since Feb 28 00:00 2008
printer default is idle. enabled since Feb 28 00:00 2008. available.
printer math-printer is idle. enabled since Feb 28 00:00 2008. available.

- pEFLHAER

Solarisl# 1p /etc/hosts
request id is math-printer-1 (1 file)

s StarOffice, L2945 & Z 2 1Mo A QI3 & | 2EF ).
7 ol @ olEo] 3l Q3 5 U3 A Byl 3+ Windows 2003 ServerS Bl 2~ E 3 ¢},
a. Windows Serverol]| 4] Z# g & A A 3},
1]

AZEH > A A > Z R B 9 A GULE ARS- 3 ok
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v

SESEER

o537 o] ZRIH FAS A A o
= ZEE F7}
n o] ZA5FE o AAEH 24 T2 E
» | FERSY| X FETCP/IPEE
n ZZE o] EEE=PFA -192.1684.17(F, Hl o] Eo| gl=cd o [P Fa)
= Y EO|E_J|EF A
s YEARIE7IE D Q) - 7| B3k AR
w A 758 = A A A A
n A _ZIFEZF-LPR
» LPRAA -t 7] o] F = math-printer(5, UNIX t 7] & o] F)
= LPRU}O|E A4k AL-&

A 2}, B, = ehol v 2l 7| ek ZRIE oS A G she] Zele 4

wpA o,

SEZ2aRNA = EAYSA AT ZRHE B A2EF ]
ol & 5o internal & & 3} 5 L3 A B ullof] Q)= winserver A 2Bl & €| ~E 3t}
TA 4= obE 3 25 o)

math-printer IP 42+ 192.168.4.6 % Y t}.
winserver IP 4+ 192.168.4.200 % U] t}.
internal % & IP 4+ 192.168.4.17 %3 Y T}

winserver C:/> ipconfig
Windows IP Configuration
Ethernet adapter TP-NIC:
Connection-specific DNS Suffix

IP Address. . . . . . . . . . . . : 192.168.4.200
Subnet Mask . . . . . . . . . . . : 255.255.255.0
Default Gateway . . . . . . . . . : 192.168.4.17

ol o) gl ol o] & A & T4 o

ool < 1o o3I 1P F 4% B el A ebobok gl Th Ao o of ol A A 2 Hhe] A}
o2 7} ARg Abo] of gl o).

z ol F7H& F g o)

Z}A g W 82 Oracle Solaris Trusted Extensions AF-8 A} 4 H 4] 2] “E-F] #| o] B-of| 4| 2}<¢]

Fbs Frtsl= WS FR s Al L

A =] Fhe ol g G o] E A At E dg o Ho]lEZ HAN
Oracle Solaris Trusted Extensions AF-8 & A 4] o] “zho] F7F gl o] &5

o
W ohe g AT A L
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3

i. "UsePPD(PPD A}-£)" A & & 3 &3l

ThE Eohol W& 4445
Print Manager(<! 4} 2]

}

2| 2ol 4] E2hol ¥] o] B-& A B o,

manufacturer

Printer Make
Printer Model
Printer Driver

o)

m_u r"u

Il 29 ~3jES
2AYEEAAH

= Aokl oo

Din et s

do U
oiim“*
oﬁ‘.—u ]lTl

PSP

man

ufacturer-part-number

automatically filled in

%3
=

=]

202)’1]0]X]“EEE~1UE‘]/K£E‘ E’E FZx
o] Z-0| Foomatic 2 & A| & 6}H foomatic B & ~AFHE
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# /etc/rmmount.conf file
action cdrom action_workman.so /usr/local/bin/workman
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ol filemgr 2= F5 Yol

action cdrom action filemgr.so
action floppy action_ filemgr.so

st el e =4 2] )
o} o] ol A= cdrom & diskette A ol g action filemgr.so 2F %3 o] F4
el = s

# action cdrom action filemgr.so
# action floppy action filemgr.so
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% & st 4 A dh=grant Q1S o] T Y}

domain-suffix. domain-prefix.grant: : :Grant ALl Company Authorizations::
help=CompanyGrant.html

domain-suffix. domain-prefix.grant.device: : :Grant Company Device Authorizations::
help=CompanyGrantDevice.html

domain-suffix. domain-prefix.device.allocate.tape: : :Allocate Tape Device::
help=CompanyTapeAllocate.html

domain-suffix. domain-prefix.device.allocate. floppy:: :Allocate Floppy Device::
help=CompanyFloppyAllocate.html
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NewcoGrantDevice.html
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# auth attr file
com.newco. :: :NewCo Header: :help=Newco.html

1% 8L sle] Fohgheh,

com.newco.grant:::Grant All NewCo Authorizations::
help=NewcoGrant.html

com.newco.grant.device:::Grant NewCo Device Authorizations::
help=NewcoGrantDevice.html
com.newco.device.allocate.tape:::Allocate Tape Device::
help=NewcoTapeAllocate.html
com.newco.device.allocate.floppy:::Allocate Floppy Device::
help=NewcoFloppyAllocate.html
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A2 E Al$5lo] &% CD-ROM E2Fo] B8-3) 1t} com. someco.device.cdrom. remote
olF 2 A2t 9= 7 Z 9| Fo| A CD-ROM Eglo| HE & ta =gl = d 5

A8 A8l e

Hol e At = 9 Y& whE F 9158 aquth attr o] W o] ol 75}

2l FA o Frtetohg 5 S A 2 9ol YH Ut 232 A A Shitol

b3 auth_attr tl o] B ¥ o] 2 G54 o}

com.someco. : ::SomeCo Header::help=Someco.html
com.someco.grant:::Grant A1l SomeCo Authorizations::
help=SomecoGrant.html

com.someco.grant.device:::Grant SomeCo Device Authorizations::
help=SomecoGrantDevice.html
com.someco.device.cdrom.local:::Allocate Local CD-ROM Device::
help=SomecoCDAllocateLocal.html
com.someco.device.cdrom.remote:::Allocate Remote CD-ROM Device::
help=SomecoCDA110cateRemote html

= < Device Allocation Manager(“#| & 2] Ab) kgl ol
A} 27 CD-ROM E.gto| B 5 )3 uf
x

QST U AE B N AE AL
hE A8 % el

A&
Device Allocation Manager(73 & &5 2]

Device Name: cdrom 0

For Allocations From: Trusted Path
Allocatable By: Authorized Users
Authorizations: com.someco.device.cdrom.local

Device Name: cdrom 0

For Allocations From: Non-Trusted Path
Allocatable By: Authorized Users
Authorizations: com.someco.device.cdrom.remote

- thee e ZEaY FHY o

# Local Allocator profile
com.someco.device.cdrom.local

# Remote Allocator profile
com.someco.device.cdrom.remote

» OF2 AT AR A @ A 22 d Yy

# List of profiles for regular authorized user
Local Allocator Profile

# List of profiles for role or authorized user
Remote Allocator Profile
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