




27 Configuring Content Data Controls for JCR Adapters

Oracle WebCenter provides several ways to integrate content into a WebCenter Portal application. For more information, see Chapter 25, "Introduction to Integrating and Publishing Content."

JCR APIs enable independent access to content, regardless of the underlying repository or the type of the content; for example, documents, relational content, and so on. The JCR 1.0 API, as defined in JSR 170, provides a set of basic capabilities for reading, writing, browsing, and searching content. The JCR data controls also enable you to connect to and read from other JCR 1.0 repositories. To add content available in Oracle Content Server, Oracle Portal, and file systems to JSF pages, you first create connections to the repositories, then use the connections to create data controls based on the repositories.

This chapter includes the following sections:

	
Section 27.1, "Overview of Content Data Controls"


	
Section 27.2, "Configuring Content Data Controls for JCR Adapters"


	
Section 27.3, "Editing Content Repository Data Controls"


	
Section 27.4, "Securing a Content Repository Data Control"


	
Section 27.5, "Integrating Content Using Content Data Controls"






27.1 Overview of Content Data Controls

A content data control is a container for all the data objects, collections, methods, and operations used to create user interface (UI) components within your WebCenter Portal application. The data controls provide you with easy-to-use methods that you can drag and drop onto JSF pages to publish content as ADF components, such as URLs, files, and folders. While methods, parameters, and default attributes to publish content are similar across all JCR data controls, the content integration module gives you the flexibility to customize attributes based on your requirements.

Each type of content data control contains methods and parameters to publish content as links, tables, files, and folders, and to add search and advanced search capabilities for your content. Parameters include two types of attributes: default and custom. The default attributes are common across data controls based on File System, Oracle Portal, Oracle Content Server, and Oracle WebCenter adapter for Microsoft SharePoint. The custom attributes are repository-specific and can be added while creating content data controls.

The following sections describe the methods, parameters, and default attributes that are common across data controls based on File System, Oracle Portal, Oracle Content Server, and Oracle WebCenter adapter for Microsoft SharePoint:

	
Section 27.1.1, "The getItems Method"


	
Section 27.1.2, "The search Method"


	
Section 27.1.3, "The advancedSearch Method"


	
Section 27.1.4, "The getURI Method"


	
Section 27.1.5, "The getAttributes Method"






27.1.1 The getItems Method

The getItems method returns the files and folders stored starting at a particular location in the repository. This method enables you to publish content in forms, tables, and hierarchical trees. Using this method, you can also create navigation lists and buttons.

Table 27-1 describes the parameters of the getItems method.


Table 27-1 Parameters of the getItems Method

	Parameter	Description
	
path

	
Defines the starting point for getItems.


	
type

	
Specifies what should be returned: only files, only folders, or any object.








The getItems method returns the attributes described in Table 27-2.


Table 27-2 Return Attributes of the getItems Method

	Parameter	Description
	
icon16

	
Provides a URI to the icon that the Documents service uses for an item.


	
icon32

	
Provides a URI to the icon that the Documents service uses for an item.


	
ID

	
Parameter to the Documents service task flows that require an ID.


	
lastModified

	
Describes the last modified date of an item.


	
name

	
Describes the name of the returned file or folder.


	
path

	
Describes the location of the returned file or folder within the content repository.


	
URI

	
The direct access URL of a file or folder.


	
primaryType

	
Describes whether the returned object is a file or folder or some other type.












27.1.2 The search Method

The search method enables you to create a simple search by name pattern or keyword.

Table 27-3 describes the parameters of the search method.


Table 27-3 Parameters of the search Method

	Parameter	Description
	
path

	
Starting path of the search.


	
isRecursive

	
Specifies whether only the specified folder (=false) or the whole tree starting at the specified path (=true) should be searched.

The default value is false, that is, if this field is left blank, then the search is performed in the specified folder. Only if the value is true, the search is performed in the entire hierarchy.


	
keyword

	
Search keyword for full text search.


	
namePattern

	
Pattern search on name. Use the % wildcard to match any number of characters and the _ wildcard to match one character.








The search method returns the attributes described in Table 27-4.


Table 27-4 Return Attributes of the search Method

	Parameter	Description
	
icon16

	
Provides a URI to the icon that the Documents service uses for an item.


	
icon32

	
Provides a URI to the icon that the Documents service uses for an item.


	
ID

	
Parameter to the Documents service task flows that require an ID.


	
lastModified

	
Describes the last modified date of an item.


	
name

	
Describes the name of the returned file or folder.


	
path

	
Describes the location of the returned file or folder within the content repository.


	
URI

	
The direct access URL of a file or folder.


	
primaryType

	
Describes whether the returned object is a file or folder or some other type.












27.1.3 The advancedSearch Method

The advancedSearch method enables you to perform an advanced search by creating a set of search criteria out of any available attribute.

Table 27-5 describes the parameters of the advancedSearch method.


Table 27-5 Parameters of the advancedSearch Method

	Parameter	Description
	
path

	
Starting path of the search.


	
isRecursive

	
Specifies whether only the specified folder (=false) or the whole tree starting at the specified path (=true) should be searched.

The default value is false, that is, if this field is left blank, then the search is performed in the specified folder. Only if the value is true, the search is performed in the entire hierarchy.


	
keyword

	
Search keyword for full text search.


	
namePattern

	
Pattern search on name. Use the % wildcard to match any number of characters and the _ wildcard to match one character.


	
matchAny

	
Specifies whether all predicates (=false) or any predicate (=true) should be matched.


	
predicates

	
A collection of SimplePredicate parameters that consist of attributes, comparators, and values.


	
type

	
Specifies what should be returned: only files, only folders, or any object.








The advancedSearch method returns the attributes described in Table 27-6.


Table 27-6 Return Attributes of the advancedSearch Method

	Parameter	Description
	
icon16

	
Provides a URI to the icon that the Documents service uses for an item.


	
icon32

	
Provides a URI to the icon that the Documents service uses for an item.


	
ID

	
Parameter to the Documents service task flows that require an ID.


	
lastModified

	
Describes the last modified date of an item.


	
name

	
Describes the name of the returned file or folder.


	
path

	
Describes the location of the returned file or folder within the content repository.


	
URI

	
The direct access URL of a file or folder.


	
primaryType

	
Describes whether the returned object is a file or folder or some other type.












27.1.4 The getURI Method

The getURI method returns the URI attribute, which is the direct access URL of the file or folder. Its path parameter describes the path to the object. You can use this method to create links to content and to inline content in your page. The getURI method returns the URI attribute.






27.1.5 The getAttributes Method

The getAttributes method returns the list of attributes and their values for a given file or folder. Its path parameter describes the path to the object.

Table 27-7 describes the attributes that the getAttributes method returns.


Table 27-7 Return Attributes of the getAttributes Method

	Parameter	Description
	
name

	
Name of the attribute.


	
value

	
Value of the attribute.














27.2 Configuring Content Data Controls for JCR Adapters

This section describes how to create a content data control based on a content repository connection:

	
Section 27.2.1, "How to Configure a Content Repository Data Control"


	
Section 27.2.2, "What Happens When You Configure a Content Repository Data Control"






27.2.1 How to Configure a Content Repository Data Control

The procedure to create content repository data controls is the same irrespective of the types of the connections that you use to create data controls. If you have not created a connection to your content repository, then see Section 26.2, "Configuring Content Repository Connections". In this section, a content data control is created using an Oracle Content Server-based connection.

To create a content data control using an existing content repository connection:

	
In the Application Navigator, select the Portal project, in which the project entries for the new data control should be created.

You must do this to ensure that the data control definition is separate from the data control usage. When you select the Portal project, data control definition files are created in its sub folder, Application Sources and not in the ViewController project in which the user interface is created.


	
In the Application Resources panel, expand the Connections folder in which you created the repository connection.


	
Drag the repository connection that you intend to use for the new data control and drop it into the Data Controls panel.

Alternatively, from the File menu, choose New. In the New Gallery, expand Business Tier, select Content Repository and then Content Repository Data Control, and click OK.

The Create Content Repository Data Control dialog displays with the name of the connection selected in the Connection Name list.




	
Note:

If you created your repository connection under the Resource Palette, then right-click the connection under the Resource Palette and choose Create Data Control. From the Resource Palette, you can also drag and drop the required connection onto the Data Controls panel.
To add a new connection, click the Create new content repository connection icon to display the Create Content Repository Connection dialog. For more information, see Section 26.2, "Configuring Content Repository Connections".










	
In the Data Control Name field, enter a name for your data control, for example MyDataControl.


	
To add custom attributes, click Add. Then, enter a name for the attribute as it should appear in the Data Controls panel, select its type, and enter the JCR path.

In Oracle Content Server, a metadata attribute named dPropertyName is mapped in the adapter as shown here:


jcr:content/idc:metadata/idc:dPropertyName


For example, if the property name is dWorkflowState, then it is mapped as jcr:content/idc:metadata/idc:dWorkflowState.

In Oracle Portal, a metadata attribute is mapped in the adapter as shown here:


portal:name of the attribute in Oracle Portal





	
Note:

To retrieve the JCR paths of item attributes, run the getAttributes method on the required items. Then reenter the wizard to include those paths by right-clicking the respective data control in the Data Controls panel and choosing Edit Definition.








	
Click OK.




	
Note:

The data controls include the predefined node types of JCR. These basic node types represent folders (nt:folder) and files (nt:file). These are derived from nt:hierarchyNode, which is a child of the nt:base supertype. Additional node types can be derived from the basic types to customize the experience to a particular repository.















27.2.2 What Happens When You Configure a Content Repository Data Control

When the data control is successfully configured, it shows under the Data Controls panel. Expand it in the Data Controls panel to see the hierarchical list of methods, parameters, and operations for the new data control, as shown in Figure 27-1. For detailed information on using the Data Control panel, see Chapter titled "Using Oracle ADF Model in A Fusion Web Application" of Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework.


Figure 27-1 Data Controls Panel - Oracle Content Server

[image: Producer success message]






Table 27-8 describes the icons and object hierarchy of a data control.


Table 27-8 The Data Controls Panel Icons and Object Hierarchy

	Icon	Name	Description	Used to Create...
	
[image: Data control icon.]


	
Data Control

	
Represents a data control. You cannot use the data control itself to create UI components, but you can use any of the child objects listed under it. Depending on how your business services were defined, there may be multiple data controls.

	
Serves as a container for the other objects, and is not used to create anything


	
[image: Method icon]


	
Method

	
Represents an operation in the data control or one of its exposed structures that may accept parameters, perform some business logic and optionally return single value, a structure or a collection of those

	
Command components

For methods that accept parameters: command components and parameterized forms


	
[image: Method return icon.]


	
Method Return

	
Represents an object that is returned by a custom method. The returned object can be a single value or a collection.

A method return appears as a child under the method that returns it. The objects that appear as children under a method return can be attributes of the collection, other methods that perform actions related to the parent collection, and operations that can be performed on the parent collection.

	
For single values: text fields and selection lists

For collections: forms, tables, trees, and range navigation components

When a single-value method return is dropped, the method is not invoked automatically by the framework. A user either has to also create an invoke action as an executable, or drop the corresponding method as a button to invoke the method.


	
[image: Attribute icon.]


	
Attribute

	
Represents a discrete data element in an object (for example, an attribute in a row). Attributes appear as children under the collections or method returns to which they belong.

Only the attributes that were included in the view object are shown under a collection. If a view object joins one or more entity objects, that view object's collection will contain selected attributes from all of the underlying entity objects.

	
Label, text field, date and selection list components


	
[image: Data control operation icon.]


	
Operation

	
Represents a built-in data control operation that performs actions on the parent object. Data control operations are located in an Operations folder under collections or method returns, and also under the root data control node. The operations that are children of a particular collection or method return operate on those objects only, while operations under the data control node operate on all the objects in the data control.

If an operation requires one or more parameters, they are listed in a Parameters folder under the operation.

	
UI components such as buttons or links


	
[image: Parameter icon.]


	
Parameter

	
Represents a parameter value that is declared by the method or operation under which it appears. Parameters appear in the Parameters folder under a method or operation.

	
Label, text, and selection list components








The following files (Figure 27-2) are created under the Portal project:

	
DataControls.dcx: Oracle JDeveloper creates this file the first time a data control is created. This file lists all the Oracle ADF data controls created under the current project. This file is required to initialize the data control.


	
datacontrolname.xml: This file includes attributes, accessors, and operations of a data control.


	
advancedSearch_return.xml: This file includes the return type definition for the advancedSearch method.


	
getAttributes_return.xml: This file includes the return type definition for the getAttributes method.


	
getItems_return.xml: This file includes the return type definition for the getItems method.


	
getURI_return.xml: This file includes the return type definition for the getURI method.


	
search_return.xml: This file includes the return type definition for the search method.


	
Return.xml: This file defines the standard operations on collections.





Figure 27-2 Projects Panel - Portal Project

[image: Description of Figure 27-2 follows]












27.3 Editing Content Repository Data Controls

This section describes a generic procedure to edit content data controls that you configured as described in Section 27.2, "Configuring Content Data Controls for JCR Adapters".

To edit a content data control:

	
In Oracle JDeveloper, go to the application that contains your content data control.


	
Under Data Controls panel, right-click the data control you intend to edit, and choose Edit Definition, as shown in Figure 27-3. The Edit Content Repository Data Control dialog displays, as shown in Figure 27-4.


Figure 27-3 Edit Data Controls

[image: Description of Figure 27-3 follows]







Figure 27-4 Edit Content Repository Data Control Dialog

[image: Description of Figure 27-4 follows]






	
To select a different connection, use the Connection Name list.


	
To add a connection, click the Create new content repository connection icon to display the Create Content Repository Connection dialog. Depending on the type of connection that you intend to create, see relevant sections in Section 26.2, "Configuring Content Repository Connections" for information about its configuration parameters.


	
To edit an existing connection, click the Edit selected content repository connection icon to display the Edit Content Repository Connection dialog. Depending on the type of connection that you intend to modify, see relevant sections in Section 26.2, "Configuring Content Repository Connections" for information about its configuration parameters.


	
To add or remove custom attributes, use the Add new attribute icon and the Remove selected attribute icon respectively in the Custom Attributes box.


	
Click OK to apply the changes.









27.4 Securing a Content Repository Data Control

You can enable security for your content repository connections. For information, see Chapter 67, "Securing Your WebCenter Portal Application".






27.5 Integrating Content Using Content Data Controls

In this section, you will use getURI, getItems, search, and advancedSearch methods of your data control. The basic procedure to use any data control method is to drag and drop it onto a page. When a method is dropped, its ADF Faces tag is added to the source of the page, and the tag is displayed in the Structure window. For example, dropping the URI attribute of getURI as a Go Link adds an af:goLink to the page. The destination of the af:goLink is set to the EL expression #{bindings.URI.inputValue}. This EL expression ties the destination value of the af:goLink to the binding container's URI value.

In the page definition file, methodIterator is added to the executables element, and methodAction is added to the bindings element. The methodIterator and methodAction elements define which data control and method is to be used. The NamedData attribute of the methodAction defines what input parameter values should be provided to this method call. The path and type parameters are common across all data control methods. However, NamedData for search and advancedSearch includes additional parameters that are unique to those methods. For example, in the advancedSearch method, the NamedData can also be used to define the search predicates, whether the search is recursive, and so on.

The page definition includes the AttrNames element, which defines the attributes of the items available in the bindings container to ADF. These items are based on default attributes and custom attributes that were defined when creating the data control.

For detailed information on using the Data Control panel and working with page definition files, see the chapter "Using Oracle ADF Model in A Fusion Web Application" of Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework.

The examples in this section use the following data control methods:

	
getURI to add textual and clickable image links to the repository folder.


	
getItems to publish the repository content in an ADF table and tree.


	
search and advancedSearch to display those items of the repository that match the search criteria.




This section includes the following subsections:

	
Section 27.5.1, "How to Publish Content As Links"


	
Section 27.5.2, "What Happens at Runtime"


	
Section 27.5.3, "How to Publish Content in a Table"


	
Section 27.5.4, "What Happens at Runtime"


	
Section 27.5.5, "How to Publish Folder Content in a Tree"


	
Section 27.5.6, "What Happens at Runtime"


	
Section 27.5.7, "How to Add Search Capabilities to Content Repositories"


	
Section 27.5.8, "What Happens at Runtime"


	
Section 27.5.9, "What You May Need to Know When Using Search Capabilities"






27.5.1 How to Publish Content As Links

This section describes how to create hyperlinks to files stored in a file system and convert them into textual and image links. You use the ADF Go Link and the getURI method to create textual links and the Image of ADF Faces to create image links.

This section includes the following procedures:

	
Section 27.5.1.1, "Publishing Content As a Textual Link"


	
Section 27.5.1.2, "Creating a Clickable Image to Link to a Document"





Before you begin:

	
Configure a repository connection as described in Section 26.2, "Configuring Content Repository Connections".


	
Configure a data control as described in Section 27.2, "Configuring Content Data Controls for JCR Adapters".


	
Create a page as described in Section 5.2.2, "Adding Pages to the Portal."






27.5.1.1 Publishing Content As a Textual Link

In this section, you will use the Oracle ADF Go Link option of the getURI method to publish your content as a textual link. You will also create a link to show a specific item of a repository.

To publish content as a textual link:

	
In the Application Navigator, double-click a page, for example myPage.jspx, to open it in the visual editor.


	
In the Data Controls panel, under the repository connection, expand the getURI (String) method and expand Return. You should see the URI attribute, as shown in Figure 27-5.


Figure 27-5 The URI Attribute of the getURI Method

[image: Producer success message]






	
To create a textual link, select the URI attribute and drop it on to the page, or in the Structure window under af:form. From the Create menu, choose Links and then ADF Go Link, as shown in Figure 27-6.

If this is the first time you have dropped a node onto the page, then the Edit Action Binding dialog displays.


Figure 27-6 Oracle JDeveloper Context Menu for the getURI method

[image: JDeveloper Context Menu]






	
In the Value field of the path parameter, enter the path of the file for which you intend to create the link, as shown in Figure 27-7. You must enter a leading slash (/), for example /PlasmaNews.html. To modify or delete this path later, click the arrow icon next to the node in design mode and choose Go to Binding from the context menu.


Figure 27-7 Edit Action Binding

[image: Producer success message]









	
Note:

To grant edit, personalize, customize, and view permissions at the attribute level, see Section 27.4, "Securing a Content Repository Data Control".








	
Click OK.


	
Right-click the page and select Run. In your browser, you should see the URL for the file path entered in the Edit Action Binding dialog without any formatting.


	
By default, the link displays the text goLink1. In the Structure window, select af:goLink - goLink1 and view the properties in the Property Inspector.


	
In the Text field, enter a name for the link, for example, Plasma News, as shown in Figure 27-8.


Figure 27-8 Go Link Properties

[image: GoLink Properties]






	
Right-click your page and choose Run. The page appears in your browser window with the new link, as shown in Figure 27-9.


Figure 27-9 ADF Go Link in a Browser

[image: Help Link]






	
Click the link to check that the correct file is displayed.




In Section 27.5.1.2, "Creating a Clickable Image to Link to a Document", you will extend this textual link into an image link.

To add a link to another item, in the same JSF page:

	
In the Application Navigator, right-click the page in which you created the ADF Go Link, and choose Go to Page Definition. The Page Data Binding Definition displays in the design view, as shown in Figure 27-10.


Figure 27-10 Page Data Binding Definition

[image: Description of Figure 27-10 follows]






	
Go to the source view of the page definition.


	
In the executables element, add another methodIterator and change the methodIterator id and value of Binds, as shown in Bold in the following example:


<executables>
  <variableIterator id="variables"/>
  <methodIterator Binds="getURI.result" DataControl="MyDataControl"
     RangeSize="25" BeanClass="portal.MyDataControl.getURI_return"
     id="getURIIterator"/>
  <methodIterator Binds="getURI1.result" DataControl="MyDataControl"
    RangeSize="25" BeanClass="portal.MyDataControl.getURI_return"
    id="getURIIterator1"/>
  </executables>


	
In the Bindings element, add another methodAction and change the methodAction id, ReturnName, and NDValue, as shown in Bold in the following example:


<methodAction id="getURI" 
  RequiresUpdateModel=true Action="invokeMethod" MethodName="getURI"
  IsViewObjectMethod="false" DataControl="MyDataControl"
  InstanceName="MyDataControl" 
  ReturnName="MyDataControl.methodResults.getURI_MyDataControl_getURI_result">
  <NamedData NDName="path" NDValue="/PlasmaNews.html"
    NDType="java.lang.String"/>
</methodAction>
<methodAction id="getURI1" 
  RequiresUpdateModel="true" Action="invokeMethod" MethodName="getURI"
  IsViewObjectMethod="false" DataControl="MyDataControl"
  InstanceName="MyDataControl" 
  ReturnName="MyDataControl.methodResults.getURI_MyDataControl_getURI1_result">
  <NamedData NDName="path" NDValue="/FusionOrderDemoLogo.jpg"
    NDType="java.lang.String"/>
</methodAction>


	
In the Bindings element, add another attributeValues tag to specify the new Id, as shown in bold in the following example:


<attributeValues 
      IterBinding="getURIIterator" 
      id="URI">
   <AttrNames>
      <Item Value="URI"/>
   </AttrNames>
</attributeValues>
<attributeValues 
        IterBinding="getURIIterator1" 
        id="URI1">
  <AttrNames>
        <Item Value="URI"/>
  </AttrNames>
</attributeValues>
  


	
In the Data Controls panel, under the repository connection, expand the getURI (String) method and expand Return. You should see the URI attribute.


	
To create a textual link, select the URI attribute and drop it on to the page, or in the Structure window under af:form. From the Create menu, choose Links and then ADF Go Link, as shown in Figure 27-11.


Figure 27-11 Oracle JDeveloper Context Menu for the getURI method

[image: JDeveloper Context Menu]






	
In the Structure window, double-click the new goLink; for example, af:goLink2 to display the Go Link Properties window.


	
In the Text field, enter a display name for your new link; for example, FOD Logo.


	
In the Destination field, click the down arrow to display the Expression Builder dialog. Then, expand ADF Bindings, bindings, and URI1.


	
Double-click inputValue variable to create the #{bindings.URI1.inputValue} expression, and click OK. This expression is based on new elements that you added in executables and bindings.


	
Run your page. The new link should display content from the new path (NDValue) that you specified in step 4. Figure 27-12 shows the new link, FOD Logo, in addition to the Plasma News link that was added in the first part of Section 27.5.1.1, "Publishing Content As a Textual Link".


Figure 27-12 New Textual Link

[image: Description of Figure 27-12 follows]






You can add as many links as required by following these steps.









27.5.1.2 Creating a Clickable Image to Link to a Document

In this section, you will use the Image option of ADF Faces to publish a document as a clickable image, that is, clicking the image object will display your document.

To publish content as a clickable image object:

	
In the Application Navigator, open the page, in which you created the ADF Go Link, by double-clicking it.


	
To convert the textual link that you created in the first part of Section 27.5.1.1, "Publishing Content As a Textual Link", in the Structure window, right-click af:goLink - goLink1 and choose Browse. The Insert Item dialog displays.


	
From the Select the item to be created list, select Image, as shown in Figure 27-13.


Figure 27-13 Insert ADF Faces Item

[image: Description of Figure 27-13 follows]






	
Click OK. The Insert Image dialog displays.


	
Browse to the image file you intend to display as the image link; for example, plasma.jpg.


	
Click Finish.


	
Right-click your page and choose Run. Figure 27-14 shows a sample output.


Figure 27-14 ADF Object Image Link in a Browser

[image: Description of Figure 27-14 follows]















27.5.2 What Happens at Runtime

In the preceding examples, you created hyperlinks to files that are stored in a file system using ADF Go Link and converted them into textual and image links using the getURI method and the Image component of ADF Faces.

At runtime, the ADF framework uses the information from the page definition file to invoke the data control methods required by the page. For information about the page lifecycle, see the chapter "Understanding the Fusion Page Lifecycle" of Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework.

At runtime, the getURI data control method is invoked to convert the given path into a valid HTTP URI for the content repository for which the data control is configured. The returned URL is syntactically correct for the target repository, but is not guaranteed to find a resource, that is, the getURI method does not validate that the path corresponds to an existing JCR node. When the page is rendered and the clickable image or link is clicked, the application's get handler converts the HTTP URL into a JCR path and attempts to retrieve the content for the JCR path. The get handler also supplies mimeType information in the response Content-Type header, if such information is available from the repository. This is because in JCR, jcr:mimeType is an optional property of the nt:resource node type.






27.5.3 How to Publish Content in a Table

In this section, the getItems data control method is used to publish file and folder information in a table. This section describes the following procedures:

	
Section 27.5.3.1, "Displaying Files and Folders in Read-Only Format"


	
Section 27.5.3.2, "Displaying the Name Attribute As a Go Link"


	
Section 27.5.3.3, "Configuring a Table to Show Only Files"





Before you begin:

	
Configure a repository connection as described in Section 26.2, "Configuring Content Repository Connections".


	
Configure a data control as described in Section 27.2, "Configuring Content Data Controls for JCR Adapters".


	
Create a page as described in Section 5.2.2, "Adding Pages to the Portal."






27.5.3.1 Displaying Files and Folders in Read-Only Format

Here you will create a read-only ADF table using the getItems method.

To display folder content in a read-only table:

	
To open the page in the visual editor, double-click it in the Application Navigator.


	
In the Data Controls panel, under your data control, expand the getItems method and the Return node, as shown in Figure 27-15.


Figure 27-15 The Return node of the getItems method

[image: Producer success message]






	
To create a table that lists every file and folder available through this data control, drop the Return node on to the page or under af:form in the Structure window. From the Create menu, choose Table and then ADF Read-only Table , as shown in Figure 27-16.


Figure 27-16 The Create Context Menu for getItems Method

[image: Producer success message]






	
In the Edit Table Columns dialog, as shown in Figure 27-17, Select the row for the getItems.name Value Binding and enter an appropriate value for the Display Label; for example, Name.

Repeat this step for the path, URI, primaryType, and lastModified attributes. Enter new display labels such as name, Location, URL, and so on, then click OK.


Figure 27-17 Edit Table Columns

[image: Producer success message]






	
If this is the first time you have dropped a node onto the page, the Edit Action Binding dialog displays.

In the Edit Action Binding dialog, enter the path of the content directory as the path parameter, as shown in Figure 27-18. You must enter a leading slash (/). To modify or delete this path later, click the arrow icon next to the node in design mode and choose Go to Binding from the context menu.

Leave the type parameter blank. This implies that the table displays both files and folders.


Figure 27-18 Edit Action Binding

[image: Producer success message]






	
Click OK. You should now see a table on the page that looks like Figure 27-19.


Figure 27-19 Read-Only Table for Publishing Folder Content

[image: Read-Only Table]









	
Note:

You can turn the page caching on or off. To do so, open the page definition and expand executables, and select getItemsIterator in the Structure window. Then, in the Property Inspector, set CacheResults to true or false, as required.








	
Run the page. You should see a list of all files and folders available in your content directory. Figure 27-20 shows a read-only table displaying both files and folders at runtime.


Figure 27-20 Files and Folders Displayed in a Read-Only Table

[image: Folder Content in Read Only Table]






By default, the table displays file or folder attributes as read-only text (af:outputText). The next section describes how to display the Name attribute (name) as a Go Link (af:goLink).









27.5.3.2 Displaying the Name Attribute As a Go Link

In this section, you will convert the Name attribute of the table that you created in Section 27.5.3.1, "Displaying Files and Folders in Read-Only Format" into a link using an ADF Go Link component. You will also configure the table to show only the Name column.

To display the Name attribute as a Go Link:

	
In the Structure window (Figure 27-21), expand the first column of the table (af:column - Name) to show the default display format af:outputText - #{row.name}.


Figure 27-21 Default Formatting for the Name Column

[image: Default Formatting for Name Column]






	
In the source view for the page, change the name column to use a go link. The link displays the name but links to the URI of the entry:

Replace the af:outputText in bold


<af:column sortProperty="name" sortable="false"
      headerText="#{bindings.Return.hints.name.label}" id="c2">
   <af:outputText value="#{row.name}" id="ot1"/>
</af:column>


with an af:goLink as shown in bold:


af:column sortProperty="name" sortable="false" 
     headerText="#{bindings.Return.hints.name.label}" 
     id="c2"> 
  <af:goLink text="#{row.name}" id="goLink2" 
     destination="#{row.bindings.URI.inputValue}"/> 
</af:column> 


	
In the Structure window, right-click af:column - URL and select Delete.


	
Right-click the page in the Application Navigator and choose Run. You should see a list of hyperlinked file and folder names like the one shown in Figure 27-22. This figure shows the name attribute as a link. Clicking a link in the URI column opens the respective file or folder and shows its contents.


Figure 27-22 Folder Content Displayed as Hyperlinks

[image: Folder Content Displayed as Hyperlinks]






	
Click a file name. The file you pick should appear in a browser window.


	
Click the name of a folder, the contents of the folder display, as shown in Figure 27-23.


Figure 27-23 Folder Contents

[image: Description of Figure 27-23 follows]








To configure the table to show only the Name column:

	
In the Structure window, under the af:table - t1 node, delete all but the Name column.


	
Double-click the af:table - t1 node to display the Property Inspector.


	
Under the Common tab, in the Id field, enter a name, for example myFiles, as shown in Figure 27-24.


Figure 27-24 Table Properties - Common Tab

[image: Table Properties]






	
Run the page to view the output. Figure 27-25 shows only one column of the table since other rows were removed from the Structure window at design time. This table shows both files and folders, because you left the type parameter blank when creating the table.


Figure 27-25 Files and Folders Displayed in a Single-Column Table

[image: Description of Figure 27-25 follows]








In the next section, the Name column will be configured to show only files.






27.5.3.3 Configuring a Table to Show Only Files

The type attribute is used to configure a table to show only files and not folders.

To configure the table to show files:

	
Right-click your page and choose Go to Page Definition.




	
Note:

The RangeSize binding setting, which is used to control the number of items displayed on a page, is set to 10 by default in the page definition file. You can change it, as required, in the Property Inspector.








	
In the Overview tab, double-click getItems under Bindings. The Edit Action Binding dialog displays.


	
The type options are nt:file and nt:folder. To specify the display of only files, enter nt:file under the Value column, as shown in Figure 27-26, and click OK.


	

Figure 27-26 Display Files Only

[image: Description of Figure 27-26 follows]






	
Now run the page. Figure 27-27 shows only files in the single-column table because the column type is nt:file.


Figure 27-27 Files Displayed in a Single-Column Table

[image: Folder Content Displayed as Hypertext Links]















27.5.4 What Happens at Runtime

The getItems method of the JCR data control retrieves the child items of a JCR folder (type nt:folder). This method is called with a path to a folder and optionally a type to which the returned child nodes are restricted.

The path parameter must be the path of a folder. An exception to this rule is that the root of the repository does not have to be a folder. Hence, the getItems method can retrieve the child items for a path that corresponds to a folder, or that is the root of the repository. Otherwise the getItems method does not attempt to retrieve the child items and therefore the result set is never populated.

At runtime, the JCR data control calls the Session.getItem method. This method returns a JCR node. The data control then calls the node.getNodes to retrieve child nodes. The child nodes are filtered according to the specified type; for example, the nt:file type. The data control passes on these child nodes to ADF. The data control ensures that the JCR node object is adapted to ADF so that JCR properties are available as data control item attributes that can be consumed through the bindings container.

In the example, each row in the collection returned by the data control is stored as a row in the af:table table. However, a column is only displayed for each af:column defined in the af:table, and not for every possible ADF item attributes returned by the data control. In the first part of the example, the drag and drop action creates an af:column for every ADF attribute available for each ADF item returned by the data control.

If the af:table is modified to include only the af:column for the name, then at runtime it only requests the name of the ADF item. That is, the data control runs a method to fetch the name of the JCR node. At design time, when the name column is converted to an af:goLink, the destination of Go Link destination is set to the URI value of the item, as shown in the following syntax:


<af:goLink text="#{row.name}" destination="#{row.URI}"/>


At runtime, for each ADF item in the table, the data control runs methods to return both the JCR name of the item and its HTTP URL.






27.5.5 How to Publish Folder Content in a Tree

In this section, you will use the getItems method to publish content in a hierarchal tree format. This section describes the following procedures:

	
Section 27.5.5.1, "Displaying Files and Folders in Read-Only Format"


	
Section 27.5.5.2, "Displaying File Names As Hyperlinks"





Before you begin:

	
Configure a repository connection as described in Section 26.2, "Configuring Content Repository Connections".


	
Configure a data control as described in Section 27.2, "Configuring Content Data Controls for JCR Adapters".


	
Create a page as described in Section 5.2.2, "Adding Pages to the Portal."






27.5.5.1 Displaying Files and Folders in Read-Only Format

In this section, you will display your content in the tree format.

To display your content in the tree format:

	
In the Application Navigator, double-click your page to open it in the design view.


	
In the Data Controls panel, under your data control, expand the getItems method as shown in Figure 27-28.


Figure 27-28 Parameters of the getItems Method

[image: Producer success message]






	
To display your content as an ADF Tree, select the Return node and drag it onto the page. From the Create menu, choose Tree and then ADF Tree, as shown in Figure 27-29.

If this is the first time you have dropped a node onto the page, the Edit Action Binding dialog displays.


Figure 27-29 Oracle JDeveloper Create Menu for getItems

[image: Producer success message]






	
To create a tree that displays everything under the base path, enter the slash (/) for the path parameter, as shown in Figure 27-30. To modify or delete this path later, click the arrow icon next to the node in the design mode and choose Go to Binding from the context menu.

Leave the type parameter blank to show both files and folders.


Figure 27-30 The Edit Action Binding Dialog

[image: Description of Figure 27-30 follows]






	
Click OK. The Edit Tree Binding dialog displays.


	
To show item names, paths, and types at runtime, under Available Attributes, select the desired attributes and move them to the Display Attributes list.


	
In the Tree Level Rules box, click the Add Rule icon and select Items to create a rule, as shown in Figure 27-31, which enables the tree to find its child items.


Figure 27-31 Edit Tree Binding

[image: Producer success message]






	
Click OK. A tree displays in the page that looks like Figure 27-32.


Figure 27-32 Tree for Navigating Folder Content

[image: Tree for Navigating Content]






	
Run your page to display the results.

When the page appears in your browser window, you should see a list of files and folders available through your data control. Figure 27-33 displays a tree of files and folders in the read-only format based on ADF tree dropped on the JSF page. Expand a branch to see the content in this subdirectory.




	
Note:

By default, the range size is 10. To change the number of items displayed in the tree, edit the RangeSize property for the data control in the page definition file (namePageDef.xml).








Figure 27-33 Folder Content Displayed in a Tree

[image: Folder Content Displayed as a Tree]








By default, the tree displays file and folder names as read-only text. The next section describes how to create hyperlinks to file names. In the following section, folder names will remain read-only text because they are required for navigation through the tree.






27.5.5.2 Displaying File Names As Hyperlinks

To create hyperlinks to file names and to keep folder names read-only, you need the af:switcher component with two facets: one for folders and one for files.

To use the Switcher component for folders and files:

	
In the Structure window, navigate to f:facet - nodeStamp and delete af:outputText-#{node}.


	
Right-click nodeStamp and choose Insert inside f:facet - nodeStamp and then Browse.


	
In the Insert Item dialog, from the dropdown list for selecting the category, select ADF Faces.


	
From the Select the item to be created list, select Switcher, and click OK.

A Switcher is added under f:facet - nodeStamp in the Structure window, as shown in Figure 27-34.


Figure 27-34 Output Text Converted to a Switcher Component

[image: Switch Component]






	
Double-click af:switcher to display the Property Inspector, if it is not displayed.


	
Under the Common tab, in the FacetName field, enter the expression #{node.primaryType}.


	
In the Structure window, insert two facets for the switcher. Right-click af:switcher, choose Insert Inside af:switcher and then Facet. The Insert Facet dialog displays.


	
Name the first facet nt:folder and click OK. Folder names require no additional formatting, so you can display the node names as plain text. Name the second facet nt:file. The facets look like Figure 27-35.


Figure 27-35 Switcher Component with Two Facets

[image: Switcher Components]






	
Right-click f:facet - nt:folder, choose Insert Inside f:facet - nt:folder and then Browse.


	
In the Insert Item dialog, choose ADF Faces from the dropdown list.


	
From the Select the item to be created list select Output Text and click OK.


	
Double-click af:outputText - outputText1 to display the Property Inspector, if it is not displayed already. Under the Common tab, in the Value field, enter the expression #{node.name}.


	
Right-click f:facet - nt:file, choose Insert Inside f:facet - nt:folder and then Browse.


	
In the Insert Item dialog, choose ADF Faces from the dropdown list.


	
From the Select the item to be created list select Go Link and click OK.


	
In the Structure window, double-click af:goLink - goLink to display the Property Inspector, if it is not already displayed.


	
Under the Common tab, in the Text field, enter the #{node.name} expression.


	
In the Destination field, enter the expression #{node.URI}.


	
From the TargetFrame list, select _blank.


	
Run the page. Figure 27-36 displays files names as hyperlinks, because the nt:file facet of the switcher under af:tree was converted to a link (node.URI). Clicking a link displays the respective item.


Figure 27-36 Tree with File Names as Hyperlinks

[image: Description of Figure 27-36 follows]















27.5.6 What Happens at Runtime

The JCR data control getItems method is designed to retrieve the child items of a JCR folder (type nt:folder). The method is invoked with a path to a folder and optionally a type to which the returned child nodes are restricted. The path parameter must be the path of a folder for the getItems method to retrieve the child items. An exception to this rule is that the root of the repository does not have to be a folder. Hence, the getItems method can retrieve the child items for a path that corresponds to a folder, or that is the root of the repository. Otherwise the getItems method does not attempt to retrieve the child items and therefore the result set is never populated. If the path is valid, then the data control invokes JCR Session.getItem() on this path which returns a JCR node, and then it invokes node.getNodes() to retrieve all child nodes. The child nodes are filtered according to the type supplied; for example, to return only the nt:file type child node. This is the result that is provided by the data control to ADF. The data control ensures that the JCR node object is adapted to ADF such that JCR properties are available as data control item attributes that can be consumed by way of the bindings container.

The af:tree renders each node in the collection returned by the data control as a node in its tree. In the first part of the example, it displays the name, type, and URI for each node. Each of these values is retrieved through the data control. When the switcher is added to the af:tree the node's primaryType value is used to differentiate how a node is rendered. If the node is of primary type nt:folder, then only its name is shown in the tree node. However if the node is of type nt:file, then the node renders go:Link, the destination of which is the node's URI. The data control getItems method is invoked again to retrieve the child nodes of any folder node in the tree.






27.5.7 How to Add Search Capabilities to Content Repositories

With the help of two examples, this section describes how to add simple and advanced search capabilities for the integrated content. The simple search enables users to search for the content based on name or content fragments in specific locations. The advanced search enables users to search by attribute values of the content.

This section contains the following:

	
Section 27.5.7.1, "Adding Simple Search Capabilities"


	
Section 27.5.7.2, "Adding Advanced Search Capabilities"





Before you begin:

	
Configure a repository connection as described in Section 26.2, "Configuring Content Repository Connections".


	
Configure a data control as described in Section 27.2, "Configuring Content Data Controls for JCR Adapters".


	
Create a page as described in Section 5.2.2, "Adding Pages to the Portal."






27.5.7.1 Adding Simple Search Capabilities

In this section, you will enable simple search capabilities in your page. This will let you perform wildcard (%) search.

To enable the search function:

	
In the Application Navigator, double-click your page to open it.


	
In the Data Controls panel, select the search node.


	
To enable users to perform a search by clicking a button, drag and drop the search node on your page. From the Create menu, choose Parameters and then ADF Parameter Form. The Edit Form Fields dialog displays.


	
Click OK. The ADF parameter form is added to the page, as shown in Figure 27-37


Figure 27-37 ADF Parameter Form in the Design View

[image: Description of Figure 27-37 follows]






	
To enable the display of search results in a read-only table, drag and drop the Return node onto the page. From the Create menu, choose Table and then ADF Read-Only Table. The Edit Table Columns dialog displays.


	
Click OK. A table similar to Figure 27-38 displays.


Figure 27-38 Table with Four Columns - search

[image: Description of Figure 27-38 follows]






	
Run this page and specify / for search_path and %jpg% for namePattern. All .jpg files stored in the root of your repository display, as shown in Figure 27-39.


Figure 27-39 Search Results for .jpg Files

[image: Description of Figure 27-39 follows]













27.5.7.2 Adding Advanced Search Capabilities

In this section, you will add advanced search capabilities to your page that will enable you to perform search based on the last modified dates of items located in your file system repository.

To enable the advanced search function:

	
In the Application Navigator, open your page in which you intend to create the advanced search function. The page must be automatically exposed in new managed bean, where name=advancedSearch, class=AdvancedSearch, package=view. (In the Create JSF Page dialog > Page Implementation > Automatically Expose UI Components in a New Managed Bean)

In this example the page is called advancedSearch.jspx.


	
Double-click the page to open it.


	
In the Component Palette, select ADF Faces.


	
From the list of ADF Faces - Layout components, drag Panel Form Layout onto the page.


	
From the Component Palette, drag Input Date into the Panel Form Layout.


	
In the Property Inspector, under the Common tab, set the Label to Modified after.


	
In the Application Navigator, under portal.backing, double-click AdvancedSearch.java to open it.


	
Add the following import declarations. These declarations are required for the getPredicates method, which will be added in the next step.


import java.util.ArrayList;
import java.util.Calendar;
import java.util.Date;
import java.util.List;
import oracle.vcr.datacontrol.search.Predicate;
import oracle.vcr.datacontrol.search.Operator;


	
Add the following method to enable the advanced search based on last modified dates of the items stored in the repository:


public List<Predicate> getPredicates() {
        ArrayList<Predicate> predicates = new ArrayList<Predicate>();
        if (id1.getValue() != null && !id1.getValue().equals(""))
{
            Calendar cal = Calendar.getInstance();
            cal.setTime((Date)id1.getValue());
            predicates.add(new Predicate("jcr:content/jcr:lastModified"
                                         , Operator.GREATER_THAN
                                         , cal));
        }
        // ... other predicates
        if (predicates.size()>0)
            return predicates;
        return null;
    }


	
From the Data Controls panel, drag the advancedSearch node onto the page. From the Create menu, choose Methods and then ADF Button. The Edit Action Binding dialog displays.


	
For Path, specify the path to the directory in which the search will be performed; for example, /. For isRecursive specify true, and matchAny specify false.


	
For predicates, select the arrow next to the Value field and then select Show El Expression Builder. The Variables dialog displays.


	
Expand ADF Managed Beans, backingBeanScope, advancedSearch and select predicates. This adds the expression ${backingBeanScope.advancedSearch.predicates}, as shown in Figure 27-40, and click OK.


Figure 27-40 Variables Dialog - predicates

[image: Description of Figure 27-40 follows]






	
Click OK in the Edit Action Binding dialog.


	
In the Data Controls panel, expand the advancedSearch node. Then drag Return and drop it onto the page, after the advancedSearch ADF button. From the Create menu, choose Table and then ADF Read-only Table.


	
In the Edit Table Columns dialog, edit labels of the columns, if needed. Then click OK. The Design view looks like Figure 27-41.


Figure 27-41 Advanced Search - Design View

[image: Description of Figure 27-41 follows]






	
In the Property Inspector, under the Behavior tab, set the ContentDelivery property to immediate.


	
To view the page in a browser, under the Application Navigator, right-click the page and choose Run. The advancedSearch page displays in the browser.


	
Enter a last modified date and click the advancedSearch button. The files modified after that date are displayed, as shown in Figure 27-42.


Figure 27-42 Advanced Search Results

[image: Description of Figure 27-42 follows]















27.5.8 What Happens at Runtime

Clicking the search button at runtime invokes the search method and the values provided through the UI are used as the parameters for the search. At runtime, you can perform the wild (%) card search. For example, to search for files that have .jpg extension, enter / in the search_path field, enter %jpg in the namePattern field and then click Search. All files with the .jpg extension will display in the read-only table.

At runtime the JCR data control uses the given parameters to construct an XPath query for the given parameters. For the simple search example, the query is:


Non-recursive:
XPath query /jcr:root/element(*, nt:file)[jcr:like(ojcr:local-name(), '%jpg%')]

Recursive:
XPath query /jcr:root//element(*, nt:file)[jcr:like(ojcr:local-name(), '%jpg%')]


In the advanced search example, first a backing bean is added to the page, because the backing bean is required to construct the predicate parameter value of the advancedSearch method. Then the Panel Form Layout UI component is dropped onto the page. In this component, the InputDate component is dropped, which is used at runtime to supply the date-based search criterion. The advancedSearch method predicates parameter allows for a combination of predicates to be supplied to the search method. Each can specify the value of an item's properties that must apply for the search. In this example, only a modification date is tested in the predicates, but potentially multiple tests could be included, for example a modification date and a mimeType.

The backing bean's getPredicates method is hardcoded to construct the predicates method from the date provided by the page at runtime. At design time, the return value of the predicates method is bound into the predicates advancedSearch method parameter. At runtime this invokes the getPredicates method before invoking the advancedSearch method to construct the correct predicate value.

At runtime the JCR data control uses the given parameters to construct an XPath query for the given parameters. For this example the query is:


/jcr:root//element(*, nt:hierarchyNode)[jcr:content/@jcr:lastModified >
xs:dateTime('2009-02-15T00:00:00.000+05:30')]






27.5.9 What You May Need to Know When Using Search Capabilities

Consider the following points while adding search capabilities:

	
How certain operations work depends on the implementation of the adapter and the underlying repository. While read and query operations are similar, full text search works differently. Another example is, the file system and Oracle Portal adapters do not support search based on the primaryType attribute. The only supported way to search based on type is through the element (*, type) construct.


	
If you use the Oracle Portal adapter, then the behavior of search functionality varies depending on whether Oracle Text is enabled or not. If Oracle Text is disabled, then the search is performed in the Oracle Portal content metadata. With Oracle Text turned on, all indexed content is searched, which includes the contents of files. This also applies to Oracle Content Server. That is, Oracle Content Server-based adapter performs full text index operation on its documents using Oracle Text.


	
The Oracle Portal adapter does not support translations and only returns content in the base language of a page group. Searching across multiple page groups with different base languages is not supported.










Index

A  B  C  D  E  F  G  H  I  J  K  L  M  N  O  P  Q  R  S  T  U  V  W 


Symbols

	_followEnforced property, 39.2
	_objectExtHandlerEnabled property, 39.2
	_objects property, 39.2
	_objectSecured property, 39.2





A

	AboutPage.jsp file, A.5.4
	accessibility
	
	at runtime, 2.9.2
	features, 2.9
	of HTML, 2.9.1
	portlets, 2.9.3



	Accordion View display template, 30.7.1
	actions (Activity Graph)
	
	about, 45.1.1
	defaults for WebCenter, 45.1.1
	extending, 45.4.2



	actionsCategory element, B.2.2.6
	ACTIVITIES database connection, 46.2.2
	Activity Graph
	
	Activity Graph provider, 66.1.4.1.3
	WebCenter Personalization, 66.1.4.1.3



	Activity Graph provider, 66.2.2.8.3
	Activity Graph service
	
	about, 45.1.1
	actions
	
	about, 45.1.1
	defaults for WebCenter, 45.1.1
	extending, 45.4.2



	Activity Rank, 45.1.1
	connections, 45.2.2
	data control, 45.3.1
	extending, 45.4
	node classes
	
	about, 45.1.1
	defaults for WebCenter, 45.1.1
	extending, 45.4.1



	prerequisites, 45.1.2
	QRPPs
	
	about, 45.1.1
	defaults for WebCenter, 45.1.1
	registering, 45.4.6



	rank calculations, extending, 45.4.4
	registering activity providers, 45.4.5
	REST APIs, 45.3.2
	similarity calculations
	
	about, 45.1.1
	defaults for WebCenter, 45.1.1
	extending, 45.4.3



	task flows
	
	adding to a page, 45.2.3.2
	Recommended Connections, 45.1.1, 45.2.3.1.1
	Similar Items, 45.1.1, 45.2.3.1.3
	Similar Spaces, 45.1.1, 45.2.3.1.2






	Activity Stream
	
	about, 37.1.1.1
	Advanced Query option, 39.3
	compared to Recent Activities service, 37.1.1.1
	REST APIs, 41.1, 55.14.2
	supported site-level settings, 38.4.2.1
	task flows
	
	Activity Stream, 37.1.1.1
	Activity Stream - Quick View, 37.1.1.1



	tracked activities, 37.1.1.1



	Activity Stream - Quick View task flow
	
	about, 37.1.1.1
	parameters
	
	_objectExtHandlerEnabled, 39.2
	_objectSecured, 39.2
	hideConfigure, 39.2
	hideFooter, 39.2
	hideHeader, 39.2
	pageSize, 39.2
	profileUserId, 39.2






	Activity Stream task flow
	
	about, 37.1.1.1
	parameters
	
	_followEnforced, 39.2
	_objectExtHandlerEnabled, 39.2
	_objects, 39.2
	_objectSecured, 39.2
	advancedQuery, 39.2
	enableContextInfo, 39.2
	hideComments, 39.2
	hideConfigure, 39.2
	hideInlinePreview, 39.2
	hideLike, 39.2
	pageSize, 39.2
	pagination, 39.2
	profileOnly, 39.2
	resourceId, 39.2
	serviceCategories, 39.2
	spaces, 39.2






	adapters
	
	Documents service, 29.6
	Search service, 44.3.9



	addMember API, 54.2.5.2.1
	addon-config element, B.2.1.1
	addon-panels element, B.2.2.2
	add-ons
	
	about, 20.1.1
	creating, 20.2
	Customization Manager, 20.2.4
	excluding, 20.2.3
	registering in adf-config.xml, 20.2.1.3
	registering in extension file, 20.2.1.2
	rendering selectively, 20.2.5



	address portable contact type, 55.11.2.2
	ADF data controls, 1.10.1
	ADF security
	
	configuring, 67.3



	ADF, about, 2.5.1
	adf-config.xml, 20.1.8, B.2.2, H.5.6
	adfp:portlet tag
	
	appearance attributes
	
	allModesSharedScreen attribute, 63.4.4
	background attribute, 63.4.4
	displayActions attribute, 63.4.4
	displayHeader attribute, 63.4.4
	displayScrollBar attribute, 63.4.4
	displayShadow attribute, 63.4.4
	expansionMode attribute, 63.4.4
	rendered attribute, 63.4.4
	renderPortletInIFrame attribute, 63.4.4
	shortDesc attribute, 63.4.4
	showMinimizeAction attribute, 63.4.4
	showMoveAction attribute, 63.4.4
	showRemoveAction attribute, 63.4.4
	showResizer attribute, 63.4.4



	behavior attributes
	
	partialTriggers attribute, 63.4.5
	submitUrlParameters attribute, 63.4.5



	binding attribute, 63.4.8
	common attributes
	
	height attribute, 63.4.3
	icon attribute, 63.4.3
	id attribute, 63.4.3
	partialTriggers attribute, 63.4.3
	title attribute, 63.4.3
	width attribute, 63.4.3



	customization attributes
	
	customizationAllowed attribute, 63.4.9
	customizationAllowedBy attribute, 63.4.9



	example, 63.3.2
	iframeDtd attribute, 63.4.10
	placement, 63.3.2
	portlet mode attributes
	
	isAboutModeAvailable attribute, 63.4.6
	isConfigModeAvailable attribute, 63.4.6
	isCustomizeModeAvailable attribute, 63.4.6
	isDetailModeAvailable attribute, 63.4.6
	isHelpModeAvailable attribute, 63.4.6
	isNormalModeAvailable attribute, 63.4.6
	isPersonalizeModeAvailable attribute, 63.4.6
	isPreviewModeAvailable attribute, 63.4.6
	isPrintModeAvailable attribute, 63.4.6



	required attributes, 63.4
	setting attribute values, 63.4
	style attributes
	
	contentStyle attribute, 63.4.7
	inlineStyle attribute, 63.4.7



	usage, 63.3.2



	adfph:portlet tag, 63.3.2
	adf-settings.xml, B.2.3
	adftemplate property, 18.3.1
	administration console, portal, 8.11.2
	Advanced Query option, 39.3
	advancedQuery property, 39.2
	allModesSharedScreen portlet tag attribute, 63.4.4
	Analytics Collector
	
	about, 46.1.2
	setting properties, 46.2.2.2
	setting up a connection, 46.2.2.3



	Analytics database (ACTIVITIES)
	
	about, 46.1.2
	setting up a connection, 46.2.2.1



	Analytics service
	
	about, 46
	building custom reports, 46.3
	connection
	
	connecting to Analytics Collector, 46.2.2.3
	connecting to Analytics database, 46.2.2.1
	setting up a connection, 46.2.2



	enabling task flow customization, 46.2.3
	setting Analytics Collector properties, 46.2.2.2
	setting up security, 46.2.5
	task flows
	
	adding Analytics task flows, 46.2.4
	Blog Metrics, 46.1.1
	Discussion Metrics, 46.1.1
	Document Metrics, 46.1.1
	Login Metrics, 46.1.1
	Page Traffic, 46.1.1
	Portlet Instance Response Time, 46.1.1
	Portlet Instance Traffic, 46.1.1
	Portlet Response Time, 46.1.1
	Portlet Traffic, 46.1.1
	Search Metrics, 46.1.1
	WebCenter Traffic, 46.1.1
	Wiki Metrics, 46.1.1






	Announcements - Quick View task flow
	
	about, 32.2.2.1
	parameters
	
	expandAllAnnouncements, 32.2.2.3
	expandedAnnouncements, 32.2.2.3
	freeFlowView, 32.2.2.3
	hideToolbar, 32.2.2.3
	navigateToAnnouncementViewer, 32.2.2.3
	pageSize, 32.2.2.3
	parentId, 32.2.2.3
	truncateAt, 32.2.2.3
	visibleAnnouncements, 32.2.2.3






	Announcements service
	
	about, 32.1
	connection, 32.2.1.1
	customizing views, 32.2.2.3, 32.3.2
	requirements, 32.1.2
	security, 32.2.3
	task flows
	
	Announcements, 32.2.2.1
	Announcements - Quick View, 32.2.2.1






	Announcements task flow
	
	about, 32.2.2.1
	parentId parameter, 32.2.2.3



	Apache Struts, creating portlets, 60.5
	APIs
	
	back-end APIs, 7.1.2
	data controls, 7.1.2
	Discussions service, 33.3.7
	expression language expressions (ELs), G
	Java, 7.1.2
	Notifications Java APIs, 48.3.1
	Page service, 18.5.2, 18.8.1.2
	People Connections service Java APIs, 40.2
	People Connections service REST APIs, 41
	REST, 7.1.2, 41
	Search service, 44.3.6
	Tags service, 43.3.1
	Web Clipping Transport, 65.1, 65.4.1
	WebCenter services, 7.1.2
	WebCenter Spaces, 54.2.1



	application customization, 17.1
	Application Development Framework
	
	See ADF



	application links, 60.1.2.2
	Application Resources panel, adding files and folders to page, 30.4
	application resources, EL expressions relating to, G.4
	application roles
	
	Administrator, 67.2
	AppConnectionManager, 67.2
	AppConnectionViewer, 67.2
	creating, 67.2
	WebCenter Portal, 67.2



	application sources folder, 8.9
	applications
	
	EL expressions relating to, G.1
	exposing applications as JSF portlets, 58.2
	exposing in WebCenter Spaces, 54.4



	automatic portlet wiring, 63.3.2
	AutoVue pane, 30.7.8
	AutoVue task flow
	
	about, 30.2
	resourceId parameter, 30.7.14








B

	BACK_LINK URL, 60.3.4.2
	background portlet tag attribute, 63.4.4
	best practices
	
	About mode, 60.1.1.5
	CSS for portlets, 60.1.1.1.2
	Edit Defaults mode, 60.1.1.3.1
	Edit mode, 60.1.1.2.1
	Help mode, 60.1.1.4
	HTML for portlets, 60.1.1.1.1
	Java portlets, 60.1
	portlet navigation, 60.1.2
	Preview mode, 60.1.1.6



	bidirectional links, 42.1.1
	binding portlet tag attribute, 63.4.8
	Blog Metrics task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5
	ResourceId, 46.2.4.5






	blogs
	
	about, 31.1, 31.4
	adding the Blogs task flow, 31.4.1.1
	
	for a selected folder, 31.4.1
	standalone, 31.4.1.2



	Blogs task flow, 31.4.1.2
	enabling the blog functionality, 31.4.1
	requirements, 31.2



	Blogs task flow
	
	about, 31.4.2
	modifying parameters, 31.4.3
	parameters
	
	hideComments, 31.4.2
	pageSize, 31.4.2
	resourceId, 31.4.2






	BPEL server, configuring notifications, 48.2.3
	bridge
	
	See Oracle JSF Portlet Bridge



	build environment, 9.4
	builds, nightly, 9.2.3, 9.7
	Bulleted View display template, 30.7.1
	Bulleted with Folder Label View display template, 30.7.1





C

	caching
	
	expiry-based caching, 57.2.4
	
	about, 60.2.9, 60.3.7
	in JSR 286 portlets, 60.2.9.1
	in PDK-Java portlets, 60.3.7.2



	Java portlets, 57.2.4
	JSR 286 portlets, 60.2.9
	OmniPortlet, 57.2.4
	PDK-Java portlets, 60.3.7
	portlets, 57.2.4
	validation-based caching, 57.2.4
	
	about, 60.2.9, 60.3.7
	in JSR 286 portlets, 60.2.9.2
	in PDK-Java portlets, 60.3.7.3



	Web Clipping, 57.2.4



	Calendar Main View task flow, 51.2.3.1
	Calendar Mini View task flow, 51.2.3.1
	capabilities attribute, 55.6.2.3
	Carousel View display template, 30.7.1
	catalog definition
	
	attributes, C.3
	schema, C.2



	catalog definition attributes
	
	attribute, C.3.9
	attributes, C.3.8
	catalogDefinition, C.3.1
	component, C.3.5
	customContent, C.3.7
	customFolder, C.3.6
	folder, C.3.2
	includeCatalog, C.3.4
	parameters, C.3.10
	schema, C.3.11
	url, C.3.3



	catalog registry, 8.2.2, 8.5.4
	catalogDefinition, C.3.1
	catalogs
	
	about, 8.2.2



	catalogs, resource, 8.5.4
	cateogryId property, 33.2.2.3
	Change Mode Button
	
	about, 17.6.2
	adding to a page, 19.1.3
	properties, B.1.2



	Change Mode Link
	
	about, 17.6.2
	adding to a page, 19.1.3
	properties, B.1.2



	CHANGE_PERSISTENCE context parameter, B.2.4.1
	character sets
	
	PDK-Java portlets, 59.2.4
	Web Clipping, 65.5



	classURN property, 45.2.3.4
	classURNRestrictions property, 45.2.3.4
	CMIS
	
	security, 55.10



	CMIS provider, 66.1.4.1.2, 66.2.2.8.2
	Comments pane, 30.7.8, 30.7.11
	ComposerSessionOptionsFactory class, 22.3.5
	Conductor, 66.1.2
	
	REST APIs, 66.5.4



	config.properties (WebCenter Spaces), 53.2.3.2
	configuration
	
	ADF security, 67.3
	custom validators, 1.10.2
	faces-config.xml file, 1.10.2
	JSF servlet settings, 1.10.1
	managed beans, 1.10.2
	navigation rules, 1.10.2
	servlet mapping, 1.10.1
	web.xml file, 1.10.1



	configuring basic authentication, 67.12
	connectionListName property, 39.2
	connectionName property
	
	Document Explorer task flow, 30.7.2
	Document List Viewer task flow, 30.7.3
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Folder Viewer task flow, 30.7.6
	Recent Documents task flow, 30.7.7



	Connections
	
	about, 37.1.1.2
	accepting invitations automatically, 38.4.3
	example site-level setting, 38.4.3
	REST APIs, 41.2
	supported site-level settings, 38.4.2.2
	task flows
	
	Connections, 37.1.1.2
	Connections - Card, 37.1.1.2
	Connections - Quick View, 37.1.1.2






	connections
	
	about, 1.6
	accessing connection wizards, 1.6
	Announcements service, 32.2.1.1
	data source repositories, 1.6
	Discussions service, 33.2.1
	Documents service, 29.2
	Events service, 51.2.2
	files affected, 4.2.2
	IMP service, 34.1.2
	Links service, 42.2.1
	locations for creating connections, 1.6.1
	Mail service, 35.2.2
	Oracle SES (Oracle Secure Enterprise Search), 44.2.2
	People Connections service, 38.1
	Polls service, 36.2.1
	portlet producers, 1.6
	Recent Activities service, 49.2.1
	RSS service, 52.2.1
	Tags service, 43.2.1



	Connections - Card task flow
	
	about, 37.1.1.2
	parameters
	
	connectionListName, 39.2
	display_maxConnections, 39.2
	display_numberOfColumns, 39.2
	display_numberOfRows, 39.2
	display_profileFormat, 39.2
	display_removalAllowed, 39.2
	display_sortedBy, 39.2
	filterPattern, 39.2
	hideFooter, 39.2
	profileLaunchedOnSelection, 39.2
	userId, 39.2






	Connections - Quick View task flow
	
	about, 37.1.1.2
	parameters
	
	display_maxConnections, 39.2
	display_numberOfColumns, 39.2
	display_numberOfRows, 39.2
	hideFooter, 39.2
	hideHeader, 39.2
	userId, 39.2






	Connections task flow
	
	about, 37.1.1.2
	parameters
	
	currentView, 39.2
	numberOfRows_list, 39.2
	resourceId, 39.2






	constructResourceURL method, 60.1.2.4
	container runtime options
	
	setting at application level, 60.2.4.2
	supported, 60.2.4.1



	content
	
	adding to a page, 30.4
	introduction to integrating and publishing, 25
	methods to integrate, 25



	content data controls
	
	about, 27.1
	comparison overview, 25
	configuring, 27.2.1
	creating, 27.2.1
	default attributes, 27.1
	editing, 27.3
	methods
	
	about, 27.1
	advancedSearch method, 27.1.3
	getAttributes method, 27.1.5
	getItems method, 27.1.1
	getURI method, 27.1.4
	search method, 27.1.2



	parameters, 27.1
	securing, 27.4
	use case examples, 27.5
	
	display file names as hyperlinks, 27.5.5.2
	enable advanced search, 27.5.7.2
	enable simple search, 27.5.7.1
	publish as tables, 27.5.3
	publish as tree, 27.5.5
	publish content as links, 27.5.1






	content integration
	
	about, 2.3.3, 25
	methods of integrating content, 25



	content management REST APIs, 25
	Content Presenter
	
	comparison overview, 25
	presenting Personalization content, 66.2.4.1



	Content Presenter display templates
	
	Accordion View, 30.7.1
	Bulleted View, 30.7.1
	Bulleted with Folder Label View, 30.7.1
	Carousel View, 30.7.1
	Default Document Details View, 30.7.1
	Default List Item View, 30.7.1
	Default View, 30.7.1
	Icon View, 30.7.1
	List View, 30.7.1
	List with Details Panel View, 30.7.1
	Sortable Table View, 30.7.1
	Tabbed View, 30.7.1



	Content Presenter task flow
	
	about, 30.1
	display templates, 28.2, 30.7.1
	EL expressions, 28.4.4
	multiple content item display templates, 28.4.3
	overview, 28
	parameters, 30.7.1
	
	datasource, 30.7.1
	datasourceType, 30.7.1
	regionTemplate, 30.7.1
	taskFlowInstId, 30.7.1
	templateCategory, 30.7.1
	templateView, 30.7.1



	runtime behavior, 28.6.1
	single content item display templates, 28.4.2
	templates, generating valid list, 28.6.2



	content repositories
	
	adding content to a page, 30.4
	connecting, 29.2
	Documents service, 29.1
	uploading files, 29.5



	content repository connections
	
	connection type
	
	file system-based, 26.2.4
	Oracle Content Server-based, 26.2.1.2
	Oracle Portal-based, 26.2.2
	Oracle WebCenter adapter for Microsoft SharePoint-based, 26.2.3.1



	editing application-specific connections, 26.3.2
	editing common connections, 26.3.1
	external application, 26.2.6.1
	identity propagation, 26.2.6.1
	Oracle WebCenter adapter for Microsoft SharePoint-based, 26.2.3.1
	using existing repository connections, 26.4



	content type
	
	definition, 28.2, 28.4.5
	list of properties, 28.4.5
	properties, 28.4.5



	contentListTemplate tag, 28.4.3
	contentListTemplateDef tag, 28.4.3
	contentStyle portlet tag attribute, 63.4.7
	contentTemplate tag, 28.4.2, 28.4.3
	contentTemplateDef tag, 28.4.2
	cookies, Web Clipping, 65.5
	createdAfter property, 30.7.3
	createdBefore property, 30.7.3
	createGroupSpace API, 54.2.5.1.1
	createGroupSpaceTemplate API, 54.2.5.1.3
	creator property, 30.7.3
	CROs
	
	See container runtime options



	CSS
	
	creating a CSS file, 14.2.2
	guidelines for portlets, 60.1.1.1.2
	using with Web Clipping, 65.5



	currentView property, 39.2
	custComps-config, B.2.3.1
	Custom Action component
	
	about, B.1.6
	properties, B.1.6



	custom actions
	
	adding to a Show Detail Frame, 21.3.2
	adding to a task flow, 21.3
	enabling at global level, 21.3.2.2
	enabling at instance level, 21.3.2.1
	task flows, 21.4



	custom certificates, 67.14, 67.14
	custom portlet modes, adding, 60.2.2
	custom property panels
	
	about, 20.1.2
	creating, 20.3
	excluding, 20.3.3
	overriding, 20.3.4
	registering, 20.3.1.2



	custom Resource Catalog, 15.2
	customActions element, B.2.3.1
	custom-actions element, B.2.2.6
	customContent attribute, C.3.7
	customFolder attribute, C.3.6
	customizable page
	
	adding content, 19.3
	example, 19.2
	template, 19.1.7



	customizableComponentsSecurity element, B.2.2.6
	customization layers, 22.3
	Customization Manager, 17.4.14
	
	about, 20.1.6
	deleting customizations, 17.4.14
	displaying in Oracle Composer, 20.2.4
	downloading customizations, 17.4.14
	enabling parameter support, 20.9
	parameters, 20.9
	promoting customizations from a saved label, 17.4.14
	rendering, 20.2.4
	uploading customizations, 17.4.14



	customization policies, 23.1
	customization restrictions, 23.2
	customizationAllowed attribute, 23.3
	customizationAllowed portlet tag attribute, 63.4.9
	customizationAllowedBy portlet tag attribute, 63.4.9
	customizations
	
	about, 8.2.2
	applying customization restrictions, 23.2
	component properties, 17.4.3
	editing page properties, 17.4.9
	exporting for WSRP 2.0, 60.2.10
	importing for WSRP 2.0, 60.2.10
	migrating, 68.4








D

	data controls
	
	about, 7.1.3
	Activity Graph service, 45.3.1
	adding, 40.1.1
	ADF data controls, 1.10.1
	Notification Subscription, 48.3.2
	Page service, 18.1, 18.5.1
	People Connections service, 40
	
	People Connections Management data control, 40.1.2
	Profile data control, 40.1.3



	Search service, 44.3.8
	using, 7.1.3



	data providers, 66.1.2.4, 66.1.4
	
	custom, 66.1.4.2



	database connection
	
	about, 7.2.2
	creating, 7.2.2
	setting up for People Connections service, 38.1
	WebCenter schema, 36.2.1, 42.2.1, 43.2.1



	database schemas, installing, 3.5
	DataBindings.cpx, H.5.1
	DataDirect JDBC drivers
	
	installing, E.1.2.1
	registering with OmniPortlet, E.1.2.2



	datasource property, 30.7.1
	datasourceType property, 30.7.1
	Default Document Details View display template, 30.7.1
	Default List Item View display template, 30.7.1
	default navigation model, selecting, 10.4
	Default View display template, 30.7.1
	default-navigation-model.xml, 10.1
	delegated administration, 8.2.2
	deleteGroupSpace API, 54.2.5.1.4
	deployment, 9.11.1
	
	migrating customizations, 68.4
	packaging credentials, 68.3.2.1.2
	packaging identity data, 68.3.2.1.2
	policy migration, 68.3.2.1.2
	using global data sources, 68.3.4
	using local data sources, 68.3.4
	WebLogic Managed Server
	
	provisioning, 68.3.3.1






	deployment descriptor file, 1.10.1
	depth property, 13.2.2
	design considerations, 2.8
	design time at runtime, 17
	design time at runtime portlets, 57.2
	DESIGN_LINK URL, 60.3.4.2
	DesignWebCenterSpaces.jws, 53.1
	destinationID property, 30.7.11, 30.7.12
	destinationSelectionEnabled property, 30.7.12
	developer, design considerations, 2.8.3
	development techniques
	
	iterative development, 1.5, 8.8
	round-trip development, 1.9, 8.8



	disableToolbar property, 33.2.2.3
	Discussion Forums task flow
	
	about, 33.2.2.1
	parameters
	
	categoryId, 33.2.2.3
	forumId, 33.2.2.3
	isCategoryView, 33.2.2.3
	showRecursiveForums, 33.2.2.3






	Discussion Metrics task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	discussions
	
	categories, 33.1, 33.2.3
	forums, 33.1, 33.2.3
	
	watching forums, 33.3.3
	watching topics, 33.3.3






	Discussions - Popular Topics task flow
	
	about, 33.2.2.1
	parameters
	
	categoryId, 33.2.2.3
	disableToolbar, 33.2.2.3
	forumId, 33.2.2.3






	Discussions - Quick View task flow
	
	about, 33.2.2.1
	categoryId parameter, 33.2.2.3



	Discussions - Recent Topics task flow
	
	about, 33.2.2.1
	parameters
	
	categoryId, 33.2.2.3
	disableToolbar, 33.2.2.3
	forumId, 33.2.2.3






	Discussions - Watched Forums task flow
	
	about, 33.2.2.1
	parameters
	
	categoryId, 33.2.2.3
	disableToolbar, 33.2.2.3, 33.2.2.3, 33.2.2.3






	Discussions - Watched Topics task flow
	
	about, 33.2.2.1
	parameters
	
	categoryId, 33.2.2.3
	disableToolbar, 33.2.2.3, 33.2.2.3, 33.2.2.3
	forumId, 33.2.2.3






	discussions server
	
	about, 33.1, 33.1.2
	credentials, 33.2.2.2



	Discussions service
	
	about, 33.1
	adding to WebCenter Portal applications, 33.2.2
	APIs, 33.3.7
	configuring with IMP service, 33.2.2.2
	configuring with Links service, 33.2.2.2
	connections, 33.2.1
	customizing views, 33.2.2.3
	requirements, 33.1.2
	security, 33.2.3
	task flows
	
	Discussion Forums, 33.2.2.1
	Discussions - Popular Topics, 33.2.2.1
	Discussions - Quick View, 33.2.2.1
	Discussions - Recent Topics, 33.2.2.1
	Discussions - Watched Forums, 33.2.2.1
	Discussions - Watches Topics, 33.2.2.1



	troubleshooting, 33.3.9



	display templates
	
	at runtime, 28.6
	Content Presenter, 30.7.1
	multiple-item, 28.4.3
	performance considerations, 28.7
	single-item, 28.4.2
	testing, 28.5.3
	using, 28.5



	display_maxConnections property, 39.2
	display_numberOfColumns property, 39.2
	display_numberOfRows property, 39.2
	display_profileFormat property, 39.2
	display_removalAllowed property, 39.2
	display_sortedBy property, 39.2
	displayActions portlet tag attribute, 63.4.4
	displayCount property, 39.2
	displayHeader portlet tag attribute, 63.4.4
	displayMessageSize property, 39.2
	displayScrollBar portlet tag attribute, 63.4.4
	displayShadow portlet tag attribute, 63.4.4
	document components, adding to a page, 30.3
	Document Explorer task flow
	
	about, 30.2
	parameters, 30.7.2
	
	connectionName, 30.7.2
	featuresOff, 30.7.2
	pageSize, 30.7.2
	readOnly, 30.7.2
	resourceId, 30.7.2
	showDocuments, 30.7.2
	showFolders, 30.7.2
	startFolderPath, 30.7.2
	treeNavCollapsed, 30.7.2






	Document List Viewer task flow
	
	about, 30.2
	parameters, 30.7.3
	
	connectionName, 30.7.3
	createdAfter, 30.7.3
	createdBefore, 30.7.3
	creator, 30.7.3
	lastModifiedAfter, 30.7.3
	lastModifiedBefore, 30.7.3
	lastModifier, 30.7.3
	pageSize, 30.7.3
	showFolders, 30.7.3
	startFolderPath, 30.7.3
	taskFlowInstId, 30.7.3






	Document Manager task flow
	
	about, 30.2
	parameters, 30.7.4
	
	connectionName, 30.7.4
	featuresOff, 30.7.4
	layout, 30.7.4
	pageSize, 30.7.4
	readOnly, 30.7.4
	resourceId, 30.7.4
	startFolderPath, 30.7.4






	Document Metrics task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	Document Mini Properties task flow
	
	about, 30.2
	resourceId parameter, 30.7.9



	Document Navigator task flow
	
	about, 30.2
	parameters, 30.7.5
	
	connectionName, 30.7.5
	featuresOff, 30.7.5
	pageSize, 30.7.5
	readOnly, 30.7.5
	resourceId, 30.7.5
	showDocuments, 30.7.5
	startFolderPath, 30.7.5






	Document Properties task flow
	
	about, 30.2
	parameters, 30.7.10
	
	readOnly, 30.7.10
	resourceId, 30.7.10






	Document Upload task flow
	
	about, 30.2
	parameters, 30.7.12
	
	destinationID, 30.7.12
	destinationSelectionEnabled, 30.7.12
	featuresOff, 30.7.12






	Document Version History task flow
	
	about, 30.2
	parameters, 30.7.13
	
	readOnly, 30.7.13
	resourceId, 30.7.13






	Document Viewer task flow
	
	about, 30.2
	parameters, 30.7.8
	
	featuresOff, 30.7.8
	initialSidebar, 30.7.8
	readOnly, 30.7.8
	resourceId, 30.7.8






	Documents service
	
	adapters, 29.6
	adding files and folders to a page, 30.4
	comparing methods of integrating content, 25
	connections, 29.2
	content repositories, 29.1
	EL expressions relating to, G.7
	integrating, 29
	security, 29.3
	task flows
	
	about, 30.2
	adding, 30.5
	adding files and folders, 30.4
	adding to page from Application Resources panel, 30.4
	AutoVue, 30.2
	Content Presenter, 30.1
	Document Explorer, 30.2
	Document List Viewer, 30.2
	Document Manager, 30.2
	Document Mini Properties, 30.2
	Document Navigator, 30.2
	Document Properties, 30.2
	Document Upload, 30.2
	Document Version History, 30.2
	Document Viewer, 30.2
	Folder Viewer, 30.2
	Recent Documents, 30.2
	Rich Text Editor, 30.2



	using with other WebCenter services, 29.4



	drop handlers, 20.7
	
	about, 20.1.4
	creating, 20.7.1.1
	registering, 20.7.1.2



	drop-handler element, B.2.1.5
	drop-handlers element, B.2.1.5





E

	E-Business Suite applications, 56.3
	ecurity
	
	overriding page-level security, 67.15



	Edit mode, 17.2
	EditDefaultsPage.jsp file, A.5.4
	editMode property, 39.2
	EditPage.jsp file, A.5.4
	EL expressions, G
	
	application, G.1
	application resources, G.4
	Content Presenter task flow, 28.4.4
	Documents service, G.7
	general settings, G.3
	navigation, 13.3.1, G.5
	People Connections service, G.8
	Profile, G.8
	security, G.2
	service IDs, G.6
	services, G.6
	WebCenter Personalization, G.9



	elbuilder-config element, B.2.1.7
	enableContextInfo property, 39.2
	enableSecurity element, B.2.2.6
	Enterprise Role Member task flows, 67.5
	
	Security - Enterprise Role Members, 67.5



	event-handler element, B.2.1.4
	event-handlers element, B.2.1.4
	Events service
	
	about, 51.1.1
	adding to a WebCenter Portal application, 51.2.3.2
	connection, 51.2.2
	requirements, 51.1.2
	security, 51.2.4
	task flows
	
	Calendar Main View, 51.2.3.1
	Calendar Mini View, 51.2.3.1



	troubleshooting, 51.3



	events, portlets, 60.2.5
	excludedExecutorIds property, 44.2.3.3
	excludeObjectActions property, 45.2.3.4
	expandAllAnnouncements property, 32.2.2.3
	expandedAnnouncements property, 32.2.2.3
	expansionMode portlet tag attribute, 63.4.4
	expiry-based caching, 57.2.4
	
	about, 60.2.9, 60.3.7
	in JSR 286 portlets, 60.2.9.1
	in PDK-Java portlets, 60.3.7.2



	exporting
	
	customizations for WSRP 2.0, 60.2.10
	resources from JDeveloper, 16.4.3



	expression builder, extending, 20.4
	Expression Language
	
	See EL expressions, 28.4.4
	WebCenter Personalization, 66.5.5



	expression language expressions (ELs), G
	Ext, using with REST APIs, 55.14.3
	extAppId property, 52.2.2.2
	extend.spaces.webapp.war, 53.2.1
	extension bundle, WebCenter, 3.2
	external applications, 67.13
	
	adding external application task flows, 67.13.3.1
	adding to portal navigation, 10.3.4
	associating with a PDK-Java producer, 63.2.3
	associating with a WSRP producer, 63.2.1
	authenticating, 57.2.16
	automated single sign-on, 67.13.1.2
	deleting registration, 67.13.3.2.3
	editing registration details, 67.13.3.2.2
	PDK-Java portlets, 67.18.3.1
	registering, 67.13.3.2.1, 67.13.3.2.1
	security, 67.13.3.2
	Web Clipping, 57.1.2.4
	WebCenter services that support external applications, 7.2.3



	external links, portlets, 60.1.2.3





F

	faces-config.xml, 1.10.2, H.5.3
	featuresOff property
	
	Document Explorer task flow, 30.7.2
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Document Upload task flow, 30.7.12
	Document Viewer task flow, 30.7.8
	Folder Viewer task flow, 30.7.6
	Rich Text Editor task flow, 30.7.11



	Federated Portal Adapter
	
	about, F.2.8
	limitations, F.2.10
	registering, F.2.8
	troubleshooting, F.2.9



	Feedback
	
	about, 37.1.1.3
	REST APIs, 41.3
	supported site-level settings, 38.4.2.3
	task flows
	
	Feedback, 37.1.1.3
	Feedback - Quick View, 37.1.1.3






	Feedback - Quick View task flow
	
	about, 37.1.1.3
	parameters
	
	displayCount, 39.2
	displayMessageSize, 39.2
	fromDate, 39.2
	hideActions, 39.2
	hideFooter, 39.2
	hideGiven, 39.2
	hideHeader, 39.2
	toDate, 39.2
	userId, 39.2






	Feedback task flow
	
	about, 37.1.1.3
	parameters
	
	displayCount, 39.2
	fromDate, 39.2
	hideGiven, 39.2
	hideHeader, 39.2
	resourceId, 39.2
	toDate, 39.2






	file extensions, 1.10.1
	files, 1.10.1
	
	about, A.2
	actions affecting metadata files, 4.2.2
	adding to a page, 30.4
	deployment descriptor file, 1.10.1
	faces-config.xml file, 1.10.2
	for WebCenter applications, A.1
	index.html file, 3.4.4.3
	Integrated WLS readme file, 3.4.3
	managing, 4.2
	organization of portal application files
	
	in Application Navigator, 8.12
	on filesystem, 8.12.2



	provider.xml, E.2.1
	uploading, 29.5
	WAR files, 6.3
	web.xml file, 1.10.1, 1.10.1



	filter-config element, B.2.1.6
	filterPattern property, 39.2
	filters, Activity Stream and, 39.3
	Folder Viewer task flow
	
	about, 30.2
	parameters, 30.7.6
	
	connectionName, 30.7.6
	featuresOff, 30.7.6
	pageSize, 30.7.6
	readOnly, 30.7.6
	resourceId, 30.7.6
	showFolders, 30.7.6
	startFolderPath, 30.7.6






	folder, adding to a page, 30.4
	form tag, IFRAME, 63.4.12
	forms
	
	building with URL types, 60.3.4.4
	usesUpload attribute, 37.1.1.5, 38.2



	forumId property, 33.2.2.3
	FPA (Federated Portal Adapter)
	
	about, F.2.8
	limitations, F.2.10
	registering, F.2.8
	troubleshooting, F.2.9



	frame sets, Web Clipping, 65.5
	freeFlowView property, 32.2.2.3
	fromDate property, 39.2
	function providers, 66.1.4, 66.1.4.3





G

	getCreatedBy API, 54.2.5.3.4, 54.2.5.3.6
	getCustomAttributes API, 54.2.5.3.4
	getDescription API, 54.2.5.3.4, 54.2.5.3.6
	getDiscoverableGroupSpaces API, 54.2.5.3.3
	getDisplayName API, 54.2.5.3.4, 54.2.5.3.6
	getGroupSpaceMetadata API, 54.2.5.3.4
	getGroupSpaces API, 54.2.5.3.1
	getGroupSpaceState API, 54.2.5.3.4
	getGroupSpaceTemplateMetadata, 54.2.5.3.6
	getGroupSpaceTemplates API, 54.2.5.3.5
	getGroupSpaceURL API, 54.2.5.3.8
	getGuid API, 54.2.5.3.4, 54.2.5.3.6
	getIconURL API, 54.2.5.3.4, 54.2.5.3.6
	getKeywords API, 54.2.5.3.4, 54.2.5.3.6
	getLastUpdated API, 54.2.5.3.4
	getLocalizedMessage API, 54.2.6.1
	getLogoURL API, 54.2.5.3.4, 54.2.5.3.6
	getMailingList API, 54.2.5.3.4
	getMembers API, 54.2.5.3.4
	getName API, 54.2.5.3.4, 54.2.5.3.6
	getPublicGroupSpaces API, 54.2.5.3.2
	getRoles API, 54.2.5.2.4
	getWebCenterSpacesURL API, 54.2.5.3.7, 54.2.5.3.9
	global data sources, 68.3.4
	global-attribute-filter element, B.2.1.6
	globalization support, Web Clipping, 65.5
	groupSpace property, 30.7.7
	groupSpaceReference data type, 55.11.1.2
	GroupSpaceWSClient class, 54.2.5, 54.2.5.1.2
	
	addMember API, 54.2.5.2.1
	createGroupSpace API, 54.2.5.1.1
	createGroupSpaceTemplate API, 54.2.5.1.3
	deleteGroupSpace API, 54.2.5.1.4
	getDiscoverableGroupSpaces API, 54.2.5.3.3
	getGroupSpaceMetadata API, 54.2.5.3.4
	getGroupSpaces API, 54.2.5.3.1
	getGroupSpaceTemplateMetadata API, 54.2.5.3.6
	getGroupSpaceTemplates API, 54.2.5.3.5
	getGroupSpaceURL API, 54.2.5.3.8
	getPublicGroupSpaces API, 54.2.5.3.2
	getRoles API, 54.2.5.2.4
	getWebCenterSpacesURL API, 54.2.5.3.7, 54.2.5.3.9
	inviteMember API, 54.2.5.2.2
	removeMember API, 54.2.5.2.3
	setGroupSpacesWebServiceEndpoint API, 54.2.4.2



	GroupSpaceWSContext class, 54.2.4.4
	GroupSpaceWSException class, 54.2.6
	
	getLocalizedMessage API, 54.2.6.1
	printStackTrace API, 54.2.6.2



	GroupSpaceWSMembers class, 54.2.5.2.1, 54.2.5.2.2
	GroupSpaceWSMetadata class, 54.2.5.3.4, 54.2.5.3.6
	
	getCreatedBy API, 54.2.5.3.4, 54.2.5.3.6
	getCustomAttributes API, 54.2.5.3.4
	getDescription API, 54.2.5.3.4, 54.2.5.3.6
	getDisplayName API, 54.2.5.3.4, 54.2.5.3.6
	getGroupSpaceState API, 54.2.5.3.4
	getGuid API, 54.2.5.3.4, 54.2.5.3.6
	getIconURL API, 54.2.5.3.4, 54.2.5.3.6
	getKeywords API, 54.2.5.3.4, 54.2.5.3.6
	getLastUpdated API, 54.2.5.3.4
	getLogoURL API, 54.2.5.3.4, 54.2.5.3.6
	getMailingList API, 54.2.5.3.4
	getMembers API, 54.2.5.3.4
	getName API, 54.2.5.3.4, 54.2.5.3.6
	isDiscoverable API, 54.2.5.3.4
	isPublic API, 54.2.5.3.4



	guidelines
	
	About mode, 60.1.1.5
	CSS for portlets, 60.1.1.1.2
	Edit Defaults mode, 60.1.1.3.1
	Edit mode, 60.1.1.2.1
	Help mode, 60.1.1.4
	HTML for portlets, 60.1.1.1.1
	portlet navigation, 60.1.2
	Preview mode, 60.1.1.6
	task flow creation, D








H

	height portlet tag attribute, 63.4.3
	HelpPage.jsp file, A.5.4
	hideActions property, 39.2, 48.2.5.3
	hideAttach property, 39.2
	hideComments property, 31.4.2, 39.2
	hideConfigure property, 39.2
	hideDocumentUploader property, 39.2
	hideFooter property, 39.2
	hideGiven property, 39.2
	hideHeader property, 39.2
	hideInlinePreview property, 39.2
	hideLike property, 39.2
	hidePublisher property, 39.2
	hideScopePicker property, 39.2
	hideToolbar property, 32.2.2.3
	hierarchy, portal, 8.5.1
	hintsTextKey property, 39.2
	History pane, 30.7.8, 30.7.11
	home page, changing, 8.13
	HTML, guidelines for portlets, 60.1.1.1.1
	htmlFormHiddenFields utility, 60.3.4.4
	HTTP methods, REST APIs, 55.8
	HTTP response status codes
	
	REST APIs, 55.8



	HTTPS, Web Clipping, E.2.3.1





I

	icon portlet tag attribute, 63.4.3
	icon property, 18.3.1
	Icon View display template, 30.7.1
	id portlet tag attribute, 63.4.3
	identity propagation mechanisms, 67.16
	IFRAME, 63.4.12
	iframeDtd portlet tag attribute, 63.4.10
	images
	
	document component, 30.3
	enabling Profile photo upload, 37.1.1.5, 38.2
	resource proxy, 60.1.2.4



	imageSize property, 39.2
	IMP (Instant Messaging and Presence) service
	
	about, 34.1, 34.1
	adding to WebCenter Portal application, 34.2.2
	connections, 34.2.1
	customizing views, 34.3.2
	enabling network presence, 34.3
	Presence component, 34.2.2.2
	Presence Data component, 34.2.2.2
	requirements, 34.1.2
	security, 34.2.3
	troubleshooting, 34.3.3



	importing
	
	customizations for WSRP 2.0, 60.2.10
	deployed resources into JDeveloper, 16.4.2



	includeCatalog, C.3.4
	index.html file, 8.13.1
	initialSidebar property, 30.7.8, 30.7.11
	inline frames, 30.3, 57.1
	inlineStyle portlet tag attribute, 63.4.7
	installing
	
	JDeveloper, 1.2
	WebCenter Extension Bundle, 1.2



	Instant Messaging and Presence (IMP)
	
	See IMP



	Integrated WebLogic Server
	
	runtime customizations, preserving, 8.11.1
	See Integrated WLS
	See WebLogic Server, 8.11.1



	Integrated WLS
	
	deploying JSR 286 portlets, 61.2.1
	deploying PDK-Java portlets, 61.2.3
	determining if it is running, 3.4.1
	index.html file, 3.4.4.3
	readme file, 3.4.3
	starting, 3.4.1
	stopping, 3.4.1
	testing JSR 286 portlets, 61.2.1
	testing PDK-Java portlets, 61.2.3
	testing WebCenter applications, 68.2



	integrating
	
	E-Business Suite applications, 56.3
	JD Edwards applications, 56.4
	Oracle applications, 56
	Oracle Business Intelligence Presentation Services, 56.6
	PeopleSoft applications, 56.5
	Siebel applications, 56.2



	internal links, 60.1.2.4
	interportlet communication within JSF portlets, 58.2.1, 58.2.2.1, 58.2.2.2
	intraportlet links
	
	about, 60.1.2.1
	URL parameters, 60.3.4



	inviteMember API, 54.2.5.2.2
	isAboutModeAvailable portlet tag attribute, 63.4.6
	isCategoryView property, 33.2.2.3
	isConfigModeAvailable portlet tag attribute, 63.4.6
	isCustomizeModeAvailable portlet tag attribute, 63.4.6
	isDetailModeAvailable portlet tag attribute, 63.4.6
	isDiscoverable API, 54.2.5.3.4
	isHelpModeAvailable portlet tag attribute, 63.4.6
	isNormalModeAvailable portlet tag attribute, 63.4.6
	ISO-8859-1 character set, 65.5
	isPersonalizeModeAvailable portlet tag attribute, 63.4.6
	isPreviewModeAvailable portlet tag attribute, 63.4.6
	isPrintModeAvailable portlet tag attribute, 63.4.6
	isPublic API, 54.2.5.3.4
	isUpdateStatus property, 39.2
	items, reusing from Oracle Portal, F.3
	iterative development, 8.8
	
	about, 1.5.1
	disabling, 1.5.4
	enabling, 1.5.3








J

	J2EE security roles, mapping to WSRP producer, 63.2.2
	Java APIs
	
	Notifications and, 48.3.1
	People Connections service, 40.2
	Search service, 44.3.6
	WebCenter Personalization, 66.5.1



	Java Community Process, 57.2.1
	Java EE application server, 57.2.3
	Java Object Cache, disabling for preference store, 60.2.13
	Java portlets
	
	about, 57.1.2.6
	authenticating to external applications, 57.2.16
	authentication security manager, 57.2.13
	caching style, 57.2.4
	capturing content, 57.2.8
	charting, 57.2.10
	creating JSR 286 portlets, 59.2.1
	creating PDK-Java portlets, 59.2.4
	creation style, 57.2.6
	design-time flexibility, 57.2.7
	development tools, 57.2.5
	expertise required, 57.2.2
	group security manager, 57.2.13
	guidelines, 60.1
	hiding and showing, 57.2.13
	intended users, 57.1.2.6
	multilingual support, 57.2.14
	pagination support, 57.2.15
	parameter support, 57.2.12
	rendering inline, 57.2.9
	usage suitability, 57.2.1
	use case, 57.1.2.6



	JavaScript, Web Clipping, 65.5
	JavaServer Faces
	
	See JSF



	javax.faces.DEFAULT_SUFFIX parameter, 1.10.1
	jazn-data.xml, H.8.2
	JCR 1.0, 27
	JCR adapters, 2.3.3
	JD Edwards applications, 56.4
	JDBC data source
	
	application-level data source, 68.3.2.1.1
	global data source, 68.3.2.1.1



	JDeveloper
	
	about, 2.6
	installing, 3.1



	JNDI variables, 60.3.5
	
	declaring, 60.3.5.1
	naming conventions, 60.3.5.1.2
	PDK-Java JNDI variables, 60.3.5.3
	persistentStore variable, E.4.1
	retrieving, 60.3.5.3
	setting values, 60.3.5.2
	types, 60.3.5.1.1



	JPS portlets files, A.4
	
	about.jsp, A.4.3
	catalog-registry.xml, A.3.1
	config.jsp, A.4.3
	default-catalog.xml, A.3.2
	default-navigation-model.xml, A.3.3
	edit_defaults.jsp, A.4.3
	edit.jsp, A.4.3
	error.jspx, A.3.7
	faces-config.xml, A.6.3
	help.jsp, A.4.3
	home.jspx, A.3.8
	index.html, A.3.4
	JSPX file, A.6.4
	login.jspx, A.3.9
	mds subdirectory, A.6.9
	navigation-registry.xml, A.3.5
	navigation-renderer.jspx, A.3.10
	oracle-portlet-tags.jar, A.4.2
	PageDef.xml, A.6.5
	PageDef.xml, sample file, A.6.5
	pages.xml, A.3.6
	pageTemplate_globe.jspx, A.3.11
	pageTemplate_swooshy.jspx, A.3.12
	portlet_mode.jsp, A.4.3
	portlet_nameBundle.jar, A.4.5
	portlet_name.java, A.4.4
	portlet.xml, A.4.1
	portlet.xml, sample file, A.4.1
	preview.jsp, A.4.3
	print.jsp, A.4.3
	trinidad-config.xml, A.6.6
	view.jsp, A.4.3
	web.xml, A.4.6, A.6.7
	wsdl subdirectory, A.6.10



	JSF applications, creating portlets, 58.2
	JSF portlets
	
	about, 57.1.2.1
	comparing portlet building technologies, 57.2
	creating from JSF applications, 58.2
	guidelines
	
	general guidelines, 58.3.1
	JSF guidelines, 58.3.4
	Oracle ADF guidelines, 58.3.5
	portlet guidelines, 58.3.2
	security guidelines, 58.3.3



	intended users, 57.1.2.1
	portlet entry for task flow, 58.2.2.1
	portlet events, 58.2.1, 58.2.2.1, 58.2.2.2
	testing, 58.2.3
	use case, 57.1.2.1



	JSF servlet settings, 1.10.1
	JSP servlet, 1.10.1
	JSR 286 portlets
	
	about JSR 286, 59.1.1
	adding personalization, 60.2.7
	caching, 60.2.9
	comparing portlet building technologies, 57.2
	creating, 59.2.1
	deploying, 61.2.1
	expiry-based caching, 60.2.9.1
	guidelines, 60.1
	JSR 286 and WSRP, 59.1.1
	security, 60.2.14
	testing, 61.2.1
	validation-based caching, 60.2.9.2








K

	keepOpenAfterPublish property, 39.2
	keywordsInputRendered property, 44.2.3.3





L

	label property, 18.3.1
	lastModifiedAfter property, 30.7.3, 30.7.7
	lastModifiedBefore property, 30.7.3, 30.7.7
	lastModifier property, 30.7.3, 30.7.7
	Layout Customizable
	
	about, 17.6.5
	adding to a page, 19.1.5
	layout types, B.1.3
	properties, B.1.3
	style selectors, B.5.1.4



	layout property, 30.7.4
	life cycle, portal, 8.3
	
	about, 9.1
	adding content, 9.5.2
	building and testing environments, 9.4
	deploy and configure scripts
	
	about, 9.11.1
	using, 9.11.2



	life cycle tasks
	
	development tasks, 9.2.2
	nightly build, 9.2.3
	one-time setup tasks, 9.2.1
	production, 9.2.6
	staging, 9.2.5
	testing, 9.2.4



	managed servers, 9.10
	managing security, 9.15
	moving
	
	portal to existing environment, 9.9
	portal to production, 9.5.3



	nightly builds, 9.7
	phases of, 9.1
	portlet preferences, 9.16
	propagating UCM content, 9.14
	propagation tool, 9.13
	setting up production environment, first time, 9.8
	staging and production environments, 9.5
	tools for managing, 9.6
	who participates in, 9.3



	links
	
	bidirectional links, 42.1.1
	building with URL parameters, 60.3.4.3
	document component, 30.3
	linking from objects, 42.1.1
	linking to existing objects, 42.1.1
	linking to new objects, 42.1.1
	linking with other WebCenter services, 42.1.1
	types of portlet links
	
	application, 60.1.2.2
	external, 60.1.2.3
	internal or resource, 60.1.2.4
	intraportlet, 60.1.2.1






	Links pane, 30.7.11
	Links service, 42.1.3
	
	about, 42.1.1
	connection, 42.2.1
	custom JSF components
	
	Links Detail Button, 42.1.1
	Links Detail Menu Item, 42.1.1
	Links Status Icon, 42.1.1



	requirements, 42.1.2
	security, 42.2.3
	troubleshooting, 42.2.4



	List of Resource Types task flow, 16.3.1
	List View display template, 30.7.1
	List with Details Panel View display template, 30.7.1
	Lists service, 47
	
	about, 47.1.1
	adding at design time, 47.2.2
	adding to Resource Catalog, 47.3
	configuring, 47.2.1
	enabling runtime use of, 47.2.3
	required permissions, 47.1.1
	REST APIs, 47.4
	troubleshooting, 47.5



	Lists task flow, about, 47.2.2.1
	local data sources, 68.3.4
	locators, 66.4.2
	Login Metrics task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsmaxDataPointsPerSeries, 46.2.4.5
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5






	login pages
	
	creating, 67.7
	setting, 8.13.4



	login portlet, 67.8, 67.9
	logout page, setting, 8.13.4
	look and feel, portal, 8.6
	LOVs (list of values), for task flow parameters, 20.5





M

	Mail Compose page, 35.3.1
	mail server
	
	about, 35.1.2
	Microsoft Exchange, 35.1.2
	notifications and, 48.2.2



	Mail service
	
	about, 35.1.1
	adding to a WebCenter Portal application, 35.2.3
	configuring the number of mails displayed, 35.3.2
	connection, 35.2.2
	customizing views, 35.3.1
	distribution lists, 35.1.2
	Mail Compose page, 35.3.1, 35.3.1
	Mail task flows
	message filters, recent messages, 35.1.1
	requirements, 35.1.2
	security, 35.2.4
	troubleshooting, 35.3.3



	Mail task flow
	
	about, 35.2.3.1
	tabularView parameter, 35.2.3.3



	managed server
	
	creating, 68.3.3.1
	provisioning, 68.3.3.1



	managed servers, deploying to, 9.10
	mashup styles
	
	about, 11.1.3
	creating, 11.4.1
	enabling runtime administration, 11.4.2
	exporting, 11.4.3.2
	importing, 11.4.3.1
	in WebCenter Spaces, 11.4.4



	maxDocuments property, 30.7.7
	maxResults property, 30.7.1
	MDS (Metadata Services), configuring for Oracle Composer, 22.1
	mds subdirectory, A.6.9
	mds-config element, B.2.2.7
	Message Board
	
	about, 37.1.1.4
	REST APIs, 41.4
	supported site-level settings, 38.4.2.4
	task flows
	
	Message Board, 37.1.1.4
	Message Board - Quick View, 37.1.1.4






	Message Board - Quick View task flow
	
	about, 37.1.1.4
	parameters
	
	displayCount, 39.2
	hideActions, 39.2
	hideFooter, 39.2
	hideHeader, 39.2
	hidePublisher, 39.2
	spaceName, 39.2
	userId, 39.2






	Message Board task flow
	
	about, 37.1.1.4
	parameters
	
	displayCount, 39.2
	fromDate, 39.2
	hideHeader, 39.2
	hidePublisher, 39.2
	resourceId, 39.2
	spaceName, 39.2
	toDate, 39.2






	messaging channels, 48.1.1
	Metadata Service Repository schema
	
	creating, 68.3.3.2
	registering, 68.3.3.2



	migrating applications
	
	about, H, H.3
	configuring security, H.8
	migrating PS2 WebCenter custom applications, H
	preparing, H.4



	Mini Properties task flow
	
	See Document Mini Properties task flow



	mod_osso, Web Clipping, 65.5
	modes
	
	See portlet modes



	mostRecentFirst property, 30.7.7
	multilingual support, portlets, 57.2.14





N

	name portable contact type, 55.11.2.1
	namespace, Notifications and, 48.2.1
	navigateToAnnouncementViewer property, 32.2.2.3
	navigation
	
	creating navigation models, 10.2
	EL expressions
	
	about, 13.3.1
	accessing current navigation model, 13.3.1.1
	accessing default navigation model, 13.3.1.1
	accessing named navigation model, 13.3.1.1
	accessing node properties, 13.3.1.3
	accessing specific nodes, 13.3.1.2
	binding model to UI components, 13.3.1.1
	Navigation Context, 13.3.1.1
	rendering as a list of links (example), 13.3.1.4
	rendering as a menu (example), 13.3.1.6
	rendering as a tree (example), 13.3.1.5
	rendering as breadcrumbs (example), 13.3.1.7
	rendering master-detail (example), 13.3.1.8
	setting the runtime model, 13.3.1.2



	EL expressions relating to, G.5
	link API, 60.3.4.3
	linking portlets, 60.3.4.5
	model, 8.5.3
	navigating within a Java portlet, 60.1.2
	navigation content, 10
	navigation models, 10
	navigation structure, 10
	registry, 8.5.3
	task flows
	
	adding to a page template, 13.2.1
	Navigation - Breadcrumbs, 13.2
	Navigation - Menu, 13.2
	Navigation - Tree, 13.2
	style classes, 13.2.3



	visualizing, UI
	
	about, 13.1
	using ELs, 13.3.1
	using REST APIs, 13.3.2






	Navigation - Breadcrumb task flow
	
	about, 13.2
	associating navigation model, 13.2.2
	parameters, 13.2.2
	
	navigationFile, 13.2.2
	showRoot, 13.2.2
	startNode, 13.2.2
	style, 13.2.2






	Navigation - Menu task flow
	
	about, 13.2
	associating navigation model, 13.2.2
	parameters, 13.2.2
	
	navigationFile, 13.2.2
	showIcons, 13.2.2
	startNode, 13.2.2
	style, 13.2.2
	subStyle, 13.2.2






	Navigation - Tree task flow
	
	about, 13.2
	associating navigation model, 13.2.2
	parameters
	
	depth, 13.2.2
	navigationFile, 13.2.2
	showIcons, 13.2.2
	showRoot, 13.2.2
	startNode, 13.2.2
	style, 13.2.2






	navigation bar, portal, 8.5.1
	navigation models
	
	about, 8.2.2, 10.1
	adding resources
	
	content queries, 10.3.3
	custom components, 10.3.7.2
	custom content providers, 10.3.7.4
	custom folders, 10.3.7.3
	custom resources, 10.3.7.1
	direct links, 10.3.9
	documents, 10.3.2
	external applications, 10.3.4
	page hierarchy, 10.3.5
	pages, 10.3.4
	portlets, 10.3.4
	task flows, 10.3.4
	URLs, 10.3.4



	advanced content query, 10.3.3
	creating, 10.2
	default model, 10.1
	delegated maintenance, 10.3.6
	display options, 10.3.9
	exporting, 10.7.2.2
	importing, 10.7.2.1
	in WebCenter Spaces, 10.8
	navigation registry, 10.7.1
	navigation renderer, 10.5
	nesting, 10.3.6
	organizing, 10.3.8
	runtime management, 10.7
	selecting default, 10.4
	using Content Presenter templates, 10.3.2, 10.3.3



	navigation registries, 8.2.2, 10.7.1
	navigation renderer, 10.5
	navigation visualization
	
	about, 13.1
	using ELs, 13.3.1
	using REST APIs, 13.3.2



	navigational parameters
	
	See public render parameters



	navigationFile property, 13.2.2, 13.2.2, 13.2.2
	navigation-registry.xml file, 10.7.1
	node classes (Activity Graph)
	
	about, 45.1.1
	defaults for WebCenter, 45.1.1
	extending, 45.4.1



	Notifications, 48
	
	about, 48.1.1
	activity triggers, 48.1.1
	adding namespace, 48.2.1
	at runtime, 48.1.3
	configuration file, 48.1.1
	configuring, 48.2
	connecting to BPEL server, 48.2.3
	connecting to mail server, 48.2.2
	delivery platforms, 48.1.1
	effects of configurations
	
	on Connections, 48.2.4.2
	on Feedback, 48.2.4.2
	on Message Board, 48.2.4.2



	Java APIs, 48.3.1
	messaging channels, 48.1.1
	participant services and objects, 48.1.1
	requirements, 48.1.2
	setting application defaults, 48.2.4
	setting security, 48.2.6
	task flows
	
	adding to a page, 48.2.5.2
	input parameters, 48.2.5.3
	Subscription Preferences, 48.1.3, 48.2.5.1
	Subscription Viewer, 48.1.3, 48.2.5.1



	using data controls, 48.3.2



	numberOfRows_list property, 39.2





O

	objectId property, 39.2
	objectName property, 45.2.3.4
	objectType property, 39.2
	OCS Global Profile, node properties, 28.7
	OmniPortlet, 3.4.4
	
	about, 57.1.2.5, 64.1
	adding to a page, 64.2
	AllModesSharedScreen property, 63.3.2
	authenticating to external applications, 57.2.16
	caching style, 57.2.4
	capturing content, 57.2.8
	charting, 57.2.10
	comparing portlet building technologies, 57.2
	configuring to access data outside a firewall, E.1.1
	configuring to access relational databases, E.1.2
	creation style, 57.2.6
	customizing, 64.3
	data sources, 57.2.2
	design-time flexibility, 57.2.7
	development tools, 57.2.5
	expertise required, 57.2.2
	hiding and showing, 57.2.13
	installing DataDirect JDBC drivers, E.1.2.1
	intended users, 57.1.2.5
	multilingual support, 57.2.14
	pagination support, 57.2.15
	parameter support, 57.2.12
	provider.xml file, E.1.2.2
	registering DataDirect JDBC drivers, E.1.2.2
	registering the producer, 64.2
	rendering inline, 57.2.9
	troubleshooting, 64.4
	usage suitability, 57.2.1
	use case, 57.1.2.5



	OpenUsage API
	
	about, 46.1.3
	enabling, 46.2.2.3



	Oracle ADF (Oracle Application Development Framework)
	
	See ADF



	Oracle Business Intelligence Presentation Services, 56.6
	Oracle Composer
	
	about, 17
	adding Box components, 17.4.1.1
	adding content, 17.4.1
	add-ons
	
	about, 20.1.1
	creating, 20.2
	excluding, 20.2.3
	rendering selectively, 20.2.5



	application customization, 17.1
	applying styles to components, 21.10
	changing layouts, 17.4.8
	components, 17.6, B.1
	
	Change Mode Button, 17.6.2, B.1.2
	Change Mode Link, 17.6.2, B.1.2
	Custom Action, B.1.6
	Layout Customizable, 17.6.5, B.1.3
	Page Customizable, 17.6.1, B.1.1
	Panel Customizable, 17.6.3, B.1.4
	Show Detail Frame, 17.6.4, B.1.5
	Show Property, B.1.7



	concurrency behavior, 22.2.2
	configuration files, 20.1.8, B.2
	
	adf-config.xml, B.2.2
	adf-settings.xml, B.2.3
	pe_ext.xml, B.2.1
	web.xml, B.2.4



	configuring a keyboard shortcut, 21.5
	configuring custom LOVs, 20.5
	creating labels to save customizations, 17.4.13
	Custom Action component, B.1.6
	custom property panels
	
	about, 20.1.2
	creating, 20.3
	excluding, 20.3.3
	overriding, 20.3.4
	registering, 20.3.1.2



	Customization Manager, 17.4.14
	customizing the toolbar, 20.10
	cut and paste options, 17.5.1
	default add-ons, B.3
	default configurations, 19.1.9
	default property panels, B.3
	deleting components, 17.4.7
	design considerations, 19.1.11
	design time at runtime, 17
	Design view, 17.4
	designing editable pages, 19.1
	disabling
	
	disabling runtime editing of pages, B.1.2
	disabling Source view, 21.8
	disabling task flow zoom, 21.9



	displaying source view by default, 21.7
	drop handlers, 20.1.4, 20.7
	
	creating, 20.7.1.1
	registering, 20.7.1.2



	Edit mode capabilities, 17.4
	editing
	
	editing component properties, 17.4.3
	editing page properties, 17.4.9
	editing resource strings, 17.4.5
	editing task flow content, 17.5.2



	enabling runtime customizations, 19.1.2
	error handling, 17.4.12
	events
	
	about event handlers, 20.1.3
	configuring, 20.6
	events supporting event handler registration, 20.6.1.1
	registering, 20.6.1.3



	extending framework, 20.1
	extending the expression builder, 20.4
	global style selectors, B.5.1.1
	hiding page components
	
	Design view, 17.4.6
	Source view, 17.5.4



	managing customizations, 17.4.14
	MDS configuration
	
	about, 22.1
	adding customization layers, 22.3
	MDS customization restrictions, 17.7.2



	overriding
	
	component customizations, 17.4.4
	default security behavior, 23
	default security policies, 23.7



	page privileges mapping, 17.7.1
	page-level security, 17.7.1
	persistence change manager
	
	about, 21.11.1
	configuring, 21.11.2



	property filters, 20.1.5
	
	defining, 20.8
	removing, 20.8.3



	rearranging components using cut and paste options, 17.5.1
	rearranging content, 17.4.2
	resetting component customizations, 17.4.4
	resetting customizations, 17.4.12
	resetting page customizations, 17.4.11
	resetting task flow customizations, 17.5.2.1
	resource string editor
	
	about, 21.12.1
	configuring, 21.12



	sandbox, 22.1
	
	destroying stale sandboxes, 22.2.4
	disabling, 22.2.3
	enabling, 22.2.1



	saving customizations, 22.2.2
	security
	
	action-level restrictions, 23.5
	attribute-level restrictions, 23.4
	component-level restrictions, 23.1
	customization policies, 23.1
	customizationAllowed attribute, 23.3
	security considerations, 17.7
	task flow-level restrictions, 23.6.1
	task flow-level security, 17.7.1.1



	showing page components
	
	Design view, 17.4.6
	Source view, 17.5.4



	Source view, 17.5
	user customization, 17.1
	View mode capabilities, 17.3



	Oracle Content Server
	
	CMIS provider, 66.1.4.1.2
	configuration parameters, 26.2.1.2
	setting up connection, 26.2.1.2
	WebCenter Personalization, 66.1.4.1.2



	Oracle Discoverer, charting, 57.2.10
	Oracle JSF Portlet Bridge, 58.1
	
	authenticating to external applications, 57.2.16
	caching style, 57.2.4
	capturing content, 57.2.8
	charting, 57.2.10
	design-time flexibility, 57.2.7
	development tool, 57.2.5
	expertise required, 57.2.2
	general suitability, 57.2.1
	guidelines
	
	general guidelines, 58.3.1
	Oracle ADF guidelines, 58.3.5
	portlet guidelines, 58.3.2
	security guidelines, 58.3.3



	hiding and showing, 57.2.13
	JSF portlets, 57.1.2.1
	pagination support, 57.2.15
	parameter support, 57.2.12
	portlet creation style, 57.2.6
	rendering inline, 57.2.9
	testing portlets, 58.2.3
	See also JSF portlets



	Oracle PDK-Java portlets
	
	See PDK-Java portlets



	Oracle Portal
	
	configuration parameters, 26.2.2
	FPA (Federated Portal Adapter), F.2.8
	reusing components in Oracle WebCenter, F.1
	reusing items, F.3
	reusing portlets, F.2
	Web Clipping limitations, 65.5



	Oracle Reports, charting, 57.2.10
	Oracle SES (Oracle Secure Enterprise Search)
	
	connection, 44.2.2
	using with WebCenter, 44.3.4



	Oracle WebCenter Framework
	
	portlet technologies, 57.2
	Struts integration, 60.5
	WSRP support, 59.1.1



	Oracle WebCenter services
	
	See WebCenter services



	Oracle WebCenter Spaces
	
	See WebCenter Spaces



	Oracle WebLogic Server
	
	Integrated WLS Server, 68.1
	managed servers, 68.1



	organization portable contact type, 55.11.2.3
	orgBreadcrumbsShown property, 39.2
	outcome property, 18.3.1
	overview
	
	security, 67.1
	WSRP producers security, 67.17








P

	Page - Create New task flow
	
	about, 18.2
	adding, 18.2.1
	parameters
	
	accessing, 18.3.1
	adftmplate, 18.3.1
	icon, 18.3.1
	label, 18.3.1
	outcome, 18.3.1
	scopename, 18.3.1
	templatefile, 18.3.1
	uitype, 18.3.1






	Page Customizable
	
	about, 17.6.1
	adding to a page, 19.1.2, 19.1.2
	properties, B.1.1
	style selectors, B.5.1.3



	page hierarchy, 8.5.1, 8.5.1, 67.6
	
	about, 8.2.2
	building a page hierarchy, 67.6.2
	delegating security, 67.6.2.3
	editing, 8.5.1
	page hierarchy model, 67.6.1
	Page Hierarchy Security Editor, 67.6



	Page service
	
	about, 18.1
	adding to applications, 18.2.1
	APIs, 18.1, 18.5.2, 18.8.1.2
	data control, 18.1, 18.5.1
	Page - Create New task flow, 18.2
	samples of Page service functionality, 18.9
	scopes, 18.1
	security, 18.2.1.2



	page styles
	
	about, 11.1.2
	creating, 11.3.1
	enabling runtime administration, 11.3.2
	exporting, 11.3.3.2
	importing, 11.3.3.1
	in WebCenter Spaces, 11.3.4



	page templates, 8.5.1
	
	about, 8.2.2, 11.1, 11.1.1, 11.2
	adding navigation UI, 11.2.2
	adding navigation UI using ELs, 13.3.1
	ADFm page definition, 11.2.3
	applying to pages at design time, 11.1.1
	applying to pages at runtime, 11.1.1
	attributes, 11.2.2
	content facet, 11.2.2, 11.2.2, 11.2.3
	creating, 11.2.2, 18.6
	default page templates, 11.2.1
	deleting, 11.2.6
	editing, 11.2.5
	enabling runtime management, 11.1.1, 11.2.7
	enabling runtime switching, 11.2.4
	in WebCenter Portal applications, 11.2.3
	in WebCenter Spaces, 11.2.9
	mailto links, 11.2.3



	Page Traffic task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	page variables, deleting for portlets, 63.6
	PAGE_LINK URL, 60.3.4.2
	page-level security, 67.15
	pages, 8.5.1
	
	adding hierarchy to portal navigation, 10.3.5
	adding portlets, 63.3
	adding to portal navigation, 10.3.4
	changing home page, 8.13
	consuming portlets, 63.1
	creating, 5.2.2, 18.1
	creating portlets, 58.2.1
	Edit mode, 17.2
	managing, 18.5.1
	portlet entry, 58.2.1
	requirements for WebCenter Portal applications, 5.2.2
	schemes
	
	See page templates



	styles
	
	See page styles



	templates
	
	creating, 18.6.1



	View mode, 17.2



	pages files, A.6
	
	adf-config.xml, A.6.1
	adf-portlet-config sample, A.6.1
	DataBindings.cpx, A.6.2



	pageSize property, 31.4.2, 32.2.2.3, 39.2
	
	Document Explorer task flow, 30.7.2
	Document List Viewer task flow, 30.7.3
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Folder Viewer task flow, 30.7.6



	pagination property, 39.2
	pagination support, portlets, 57.2.15
	Panel Customizable
	
	about, 17.6.3
	adding to a page, 19.1.4
	applying action-level restrictions, 23.5
	disabling Edit option, B.1.4
	properties, B.1.4
	style selectors, B.5.1.5



	Parameter Form portlet
	
	about, 57.1.2.3
	intended users, 57.1.2.3
	use case, 57.1.2.3



	parameters
	
	building links with URL types, 60.3.4.3
	context parameters, 1.10.1
	javax.faces.DEFAULT_SUFFIX, 1.10.1
	PDK-Java portlets
	
	private parameters, 60.3.4
	public parameters, 60.3.3



	portlets, 57.2.11
	private portlet parameters, 57.2.12
	public portlet parameters, 57.2.11
	URL, 60.3.4.1
	See also properties



	parentId property, 32.2.2.3
	partialTriggers portlet tag attribute, 63.4.3, 63.4.5
	partner portlets, 57.1.2.2
	PDK-Java portlet files, A.5
	
	_default.properties, A.5.2
	connections.xml, A.7.1
	index.jsp, A.5.3
	portlet_nameAboutPage.jsp, A.5.4
	portlet_nameEditDefaultsPage.jsp, A.5.4
	portlet_nameEditPage.jsp, A.5.4
	portlet_nameHelpPage.jsp, A.5.4
	portlet_nameShowDetailsPage.jsp, A.5.4
	portlet_nameShowPage.jsp, A.5.4
	producer_name.properties, A.5.1
	provider.xml, A.5.5
	provider.xml sample, A.5.5.2
	provider.xml syntax, A.5.5.1
	web.xml, A.5.6



	PDK-Java portlets
	
	about PDK-Java, 59.1.2
	adding portlet modes, 60.3.2
	authentication, 67.18.2.1
	building links with URL types, 60.3.4.3
	caching, 60.3.7
	communication, 67.18.2.3
	comparing portlet building technologies, 57.2
	creating, 59.2.4
	creating struts portlets, 60.5
	escaping user inputs, 67.18.6
	expiry-based caching, 60.3.7.2
	external application, 67.18.3.1
	guidelines, 60.1
	JNDI variables, 60.3.5.3
	message authentication, 67.18.2.3, 67.18.5
	message encryption, 67.18.2.3
	no authentication, 67.18.3.2
	Preference Store Migration/Upgrade Utility, E.5.2
	private parameters, 60.3.4
	public parameters, 60.3.3
	security, 67.18, 67.18, 67.18.2.1
	security managers, 67.18.4
	server authentication, 67.18.2.3
	session storage, 60.3.6
	
	checking for valid session, 60.3.6
	enabling in provider.xml, 60.3.6
	implementing, 60.3.6



	single sign-on, 67.18.3
	Struts integration, 60.5
	validation-based caching, 60.3.7.3



	PDK-Java producers, 3.4.4.3, 57.2.3.1
	
	deleting portlets, 63.6
	deregistering, 63.2.7
	editing registration values, 63.2.4
	enabling producer sessions, 63.2.3
	external applications, 63.2.3
	refreshing, 63.2.6
	registering, 63.2.3
	service ID, 63.2.3
	syntax of URL endpoint, 63.2.3
	testing connection, 63.2.5



	pe_ext.xml, 20.1.8, B.2.1
	People Connections
	
	People Connections locator, 66.1.4.1.4
	WebCenter Personalization, 66.1.4.1.4



	People Connections service, 37
	
	about, 37.1
	Activity Stream, 37.1.1.1, 37.1.1.1
	
	Advanced Query option, 39.3
	REST APIs, 41.1
	supported site-level settings, 38.4.2.1



	configuring, 38
	Connections, 37.1.1.2
	
	accepting invitations automatically, 38.4.3
	example site-level settings, 38.4.3
	REST APIs, 41.2
	supported site-level settings, 38.4.2.2



	data controls, 40
	
	People Connections Management data control, 40.1.2
	Profile data control, 40.1.3



	database set-up, 38.1
	EL expressions relating to, G.8
	Feedback
	
	about, 37.1.1.3
	REST APIs, 41.3
	supported site-level settings, 38.4.2.3



	Java APIs, 40.2
	Message Board
	
	about, 37.1.1.4
	REST APIs, 41.4
	supported site-level settings, 38.4.2.4



	Profile
	
	about, 37.1.1.5
	field names, 38.4.2.5
	REST APIs, 41.2
	section names, 38.4.2.5
	supported site-level settings, 38.4.2.5



	requirements, 37.1.2
	REST APIs, 41, 55.14.3, 55.14.4
	security, 38.3
	site-level settings
	
	preparing and running settings-insert.sql, 38.4.1.1
	preparing and running settings-update.sql, 38.4.1.2
	scripts, 38.4
	supported settings, 38.4.2



	task flow binding parameters
	
	about, 39
	parameters table, 39.2
	revising, 39.1



	task flows
	
	Activity Stream, 37.1.1.1
	Activity Stream - Quick View, 37.1.1.1
	Connections, 37.1.1.2
	Connections - Card, 37.1.1.2
	Connections - Quick View, 37.1.1.2
	Feedback, 37.1.1.3
	Feedback - Quick View, 37.1.1.3
	Message Board, 37.1.1.4
	Message Board - Quick View, 37.1.1.4
	Profile, 37.1.1.5
	Profile - Snapshot, 37.1.1.5
	Profile Gallery, 37.1.1.5
	Publisher, 37.1.1.6






	PeopleSoft applications, 56.5
	persist-changes attribute, 23.4.1
	persistence change manager
	
	about, 21.11.1
	configuring, 21.11.2



	personalization
	
	adding to JSR 286 portlets, 60.2.7
	building and deploying, 9.12
	deploy to archive file, 9.12.3
	MAR file, building, 9.12.1
	propagation of files, 9.13.4
	testing for portlets, 60.4



	personReference data type, 55.11.1.1
	photoUploadAllowed binding parameter, 37.1.1.5, 38.2
	photoUploadAllowed property, 39.2
	planning WebCenter Portal applications
	
	about, 2
	design considerations, 2.8
	developer considerations, 2.8.3
	site administrator considerations, 2.8.2
	user considerations, 2.8.1



	pollId property, 36.2.2.3
	Polls - Polls Manager task flow
	
	about, 36.2.2.1
	parameters
	
	scope, 36.2.2.3
	showUserDataOnly, 36.2.2.3






	Polls - Quick View task flow
	
	about, 36.2.2.1
	showInEditMode parameter, 36.2.2.3



	Polls - Take Polls task flow
	
	about, 36.2.2.1
	pollId parameter, 36.2.2.3



	Polls - View Poll Results task flow
	
	about, 36.2.2.1
	pollId parameter, 36.2.2.3



	Polls service
	
	about, 36.1
	adding to WebCenter Portal applications, 36.2.2.2
	connection, 36.2.1
	requirements, 36.1.2
	task flows
	
	Polls Manager, 36.2.2.1
	Quick View task flow, 36.2.2.1
	Take Polls, 36.2.2.1
	View Poll Results, 36.2.2.1






	portable contact types
	
	address, 55.11.2.2
	name, 55.11.2.1
	organization, 55.11.2.3
	value, 55.11.2.4



	portal
	
	about, 8.1
	administration console, 8.11.2
	at runtime, 8.11
	catalog registry, 8.5.4
	catalogs, 8.2.2
	
	registry, 8.2.2



	creating, 8.4
	customization, 8.2.2
	default home page, changing, 8.13
	delegated administration, 8.2.2
	designing, 8.5
	development, 8.5.6
	features, 8.1
	files, organization of, 8.12
	framework, 8.2
	index page, 8.13.3
	iterative development, 8.8
	life cycle, 8.3
	login page, 8.13.4
	logout page, 8.13.4
	look and feel, 8.6
	mashup styles, 11.4
	navigation model, 8.2.2, 8.5.3
	navigation registry, 8.2.2, 8.5.3
	navigation, See portal navigation, 8.5.6
	organization in JDeveloper, 8.12.3
	page hierarchies, 8.2.2
	page styles, 11.3
	page templates, 8.5.1
	pages, 8.5.1
	preferences, 8.2.2, 8.7
	preferences, changing at runtime, 8.7.2
	project on filesystem, 8.12.2
	resource catalog, 8.5.4, 15.1
	resources, runtime editing, 8.11.4
	round-trip development, 8.8
	running, 8.10
	securing pages, 8.5.2
	security at runtime, 8.11.3
	skins, 8.2.2, 8.6
	sources folder, 8.9
	testing, 8.10



	portal application
	
	See WebCenter Portal applications



	portal navigation
	
	navigation models, 10
	navigation registry, 10.7.1
	navigation renderer, 10.5
	navigation UI, 13
	navigation visualization, 13
	partial page refresh, 10.6



	portal-skin.css
	
	about, 14.3.1
	editing, 14.3.2



	portlet applications
	
	creating, 5.4
	Portlet Producer Application template, 5.4.1



	portlet bridge
	
	See Oracle JSF Portlet Bridge



	portlet events
	
	adding processing events, 60.2.5.2
	adding publishing events, 60.2.5.3
	setting at application level, 60.2.5.1



	portlet filters
	
	about, 60.2.8
	adding to an application, 60.2.8.1
	applying to portlets, 60.2.8.2



	Portlet Instance Response Time task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	Portlet Instance Traffic task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	portlet Java class, A.4.4
	portlet modes
	
	about, 60.1.1
	adding for PDK-Java portlets, 60.3.2



	portlet preference store, E.4
	Portlet Producer Application template, 5.4.1
	portlet producers
	
	applications, creating, 5.4
	architecture, 57.2.3.3
	character set for PDK-Java, 59.2.4
	combining portlets from different portlet producers, 4.4
	connections, 1.6, 4.4
	considerations, 4.4
	deleting portlets, 63.6
	deregistering, 63.2.7
	editing registration values, 63.2.4
	exporting at design time, E.6.1
	files affected, 4.2.2
	importing at design time, E.6.2
	Integrated WLS and, 3.4.4
	name clashes, 4.4, 4.4.2
	PDK-Java, 3.4.4.3
	PDK-Java producers, 57.2.3.1
	PDK-Java, registering, 63.2.3
	portlet deployment, 57.2.3
	preconfigured, 3.4
	properties file, A.5.1
	refreshing, 63.2.6
	registering, 63.2
	
	for PDK-Java, 61.4
	for WSRP, 61.4
	OmniPortlet, 64.2



	registering with WebCenter Spaces, 54.1
	request flow, 57.2.3.3
	testing connection, 63.2.5
	WSRP producers, 57.2.3.2
	WSRP, registering, 63.2.1
	See also PDK-Java producers
	See also WSRP producers



	Portlet Response Time task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	portlet security managers, 67.18.4
	portlet tag, placement, 63.3.2
	Portlet Traffic task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	portlets
	
	about, 2.3.1.1, 57.1
	accessing user information, 60.2.3
	Actions menu, 57.1.1
	adding
	
	personalization to JSR 286 portlets, 60.2.7
	portlet modes for JSR 286 portlets, 60.2.2
	portlet modes for PDK-Java portlets, 60.3.2
	processing events, 60.2.5.2
	public render parameters, 60.2.6.2
	publishing events, 60.2.5.3
	to pages, 63.3
	to portal navigation, 10.3.4



	adding to WebCenter Spaces, 54.1
	adfp:portlet tag
	
	See adfp:portlet tag



	attributes, 63.4
	authentication, 63.3.3
	automatic wiring, 63.3.2
	binding attributes, 63.4.8
	caching, 57.2.4
	capturing content, 57.2.8
	character set for PDK-Java, 59.2.4
	charting, 57.2, 57.2.10
	choosing a tool, 57.1.2.7
	chrome, 57.1.1
	comparing portlet building technologies, 57.2
	consuming, 63.1
	copying
	
	about, 63.5
	to another page, 63.5.2
	to the same page, 63.5.1



	creating
	
	JSF portlets from pages, 58.2.1
	JSF portlets from task flows, 58.2.2
	JSR 286 portlets, 59.2.1
	PDK-Java portlets, 59.2.4
	Struts portlets, 60.5



	creation style, 57.2.6
	customization, 57.1.1
	declarative development, 57.1.2.7
	deleting, 63.6
	deploying, 57.2.3, 61
	deployment descriptor, 61.3.1.2
	deregistering portlet producers, 63.2.7
	design time at runtime, 3.4.4, 57.2
	development tools, 57.2.5
	editing portlet.xml, 60.2.1
	files affected, 4.2.2
	guidelines
	
	About mode, 60.1.1.5
	CSS, 60.1.1.1.2
	Edit Defaults mode, 60.1.1.3.1
	Edit mode, 60.1.1.2.1
	Help mode, 60.1.1.4
	HTML, 60.1.1.1.1
	Java, 60.1
	navigation, 60.1.2
	Preview mode, 60.1.1.6



	hiding and showing, 57.2.13
	IFRAME, 63.4.12
	implementing internal navigation, 60.3.4.5
	in WebCenter Portal applications, 63.1
	inline content rendering, 57.2
	inline frames, 57.1
	Integrated WLS and, 3.4.4
	Java portlets, about, 57.1.2.6
	JSF portlets, 58.1
	JSF portlets, about, 57.1.2.1
	JSP files for PDK-Java, A.5.4
	links
	
	applications, 60.1.2.2
	external, 60.1.2.3
	internal, 60.1.2.4
	intraportlet, 60.1.2.1
	resource, 60.1.2.4



	metric task flows, 46.1.1
	modes
	
	See portlet modes



	multilingual support, 57.2.14
	navigation link API, 60.3.4.3
	OmniPortlet, 3.4.4, 57.1.2.5
	Oracle JSF Portlet Bridge, 58.1
	overriding inherited security, 67.15.1
	pagination support, 57.2.15
	Parameter Form portlet, 57.1.2.3
	PDK-Java portlets, 67.18
	personalization, 57.1.1, 60.4
	portlet entry for page, 58.2.1
	portlet events, 60.2.5
	portlet filters, 60.2.8
	portlet parameters
	
	private, 57.2, 57.2.12, 60.3.4
	public, 57.2, 57.2.11, 60.3.3



	portlet producers, 57.2.3
	portlet tag
	
	appearance attributes, 63.4.4
	behavior attributes, 63.4.5
	common attributes, 63.4.3
	customization attributes, 63.4.9
	other attributes, 63.4.10
	portlet mode attributes, 63.4.6
	style attributes, 63.4.7
	See also adfp:portlet tag



	prebuilt, 3.4
	prebuilt portlets, 57.1.2.2
	preferences, migration of, 9.16
	programmatic development, 57.1.2.7
	refreshing portlet producers, 63.2.6
	registering portlet producers, 63.2
	rendering inline, 57.2.9
	resource bundle, A.4.5
	reusing from Oracle Portal, F.2
	running, 63.3.3
	sample portlets, 3.4.4.2, 3.4.4.3
	security, 57.1.1, 57.2, 67.15.1, 67.15.1
	security at actions category level, 67.15.1.1
	security at actions level, 67.15.1.2
	skin style selectors, B.5.1.6
	testing, 61
	URL types, 60.3.4.2
	WAR deployment profile, 61.3.1.1
	Web Clipping portlet, 3.4.4, 57.1.2.4
	Web content capture, 57.2



	portlet.xml
	
	adding portlet filters, 60.2.8.1
	adding processing events to portlets, 60.2.5.2
	adding public render parameters to portlets, 60.2.6.2
	adding publishing events to portlets, 60.2.5.3
	applying portlet filters, 60.2.8.2
	container runtime options, 60.2.4
	defining public render parameters at application level, 60.2.6.1
	editing, 60.2.1
	setting CROs at application level, 60.2.4.2
	setting events at application level, 60.2.5.1



	prebuilt portlets, 57.1.2.2
	preference store
	
	consumer (WSRP producer), E.4.1
	database (WSRP producer), E.4.1
	disabling Java Object Cache, 60.2.13
	file-based (WSRP producer), E.4.1
	migration utility, E.5.1
	WSRP container, E.5.1



	Preference Store Migration/Upgrade Utility, E.5
	preferences
	
	changing at runtime, 8.7.2
	portal, 8.2.2, 8.7



	preferenceStore tag
	
	class attribute, E.4.2
	connection parameter, E.4.2
	name parameter, E.4.2



	Presence component, 34.2.2.2
	presence servers
	
	LCS, 34.1.2
	OCS, 34.1.2
	OWLCS, 34.1.2



	Preview mode, guidelines, 60.1.1.6
	printStackTrace API, 54.2.6.2
	private parameters
	
	in PDK-Java portlets, 60.3.4
	restricting navigation, 60.3.4.6



	Producer task flow, 63.7
	producers
	
	See portlet producers



	production environment, 9.5
	production environment tasks, 9.2.6
	Profile
	
	about, 37.1.1.5
	EL expressions relating to, G.8
	enabling photo upload, 37.1.1.5, 38.2
	field names, 38.4.2.5
	REST APIs, 41.2
	section names, 38.4.2.5
	supported site-level settings, 38.4.2.5
	task flows
	
	Profile, 37.1.1.5
	Profile - Snapshot, 37.1.1.5
	Profile Gallery, 37.1.1.5






	Profile - Snapshot task flow
	
	about, 37.1.1.5
	parameters
	
	imageSize, 39.2
	orgBreadCrumbsShown, 39.2
	photoUploadAllowed, 39.2
	profileEditLinkShown, 39.2
	statusUpdateAllowed, 39.2
	userId, 39.2






	Profile Gallery task flow
	
	about, 37.1.1.5
	resourceId parameter, 39.2



	Profile task flow
	
	about, 37.1.1.5
	parameters
	
	editMode, 39.2
	resourceId, 39.2
	sectionWiseEditEnabled, 39.2






	profileEditLinkShown property, 39.2
	profileLaunchedOnSelection property, 39.2
	profileOnly property, 39.2
	profileUserId property, 39.2
	projection parameter (REST APIs), 55.6.2.5
	propagation
	
	of UCM content, 9.14
	of WCPS files, 9.13.4
	tool, 9.13



	properties
	
	_followEnforced, 39.2
	_objectExtHandlerEnabled, 39.2
	_objects, 39.2
	_objectSecured, 39.2
	adftemplate, 18.3.1
	advancedQuery, 39.2
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	categoryId, 33.2.2.3
	classURN, 45.2.3.4
	classURNRestrictions, 45.2.3.4
	connectionListName, 39.2
	connectionName
	
	Document Explorer task flow, 30.7.2
	Document List Viewer task flow, 30.7.3
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Folder Viewer task flow, 30.7.6
	Recent Documents task flow, 30.7.7



	content items, 28.7
	content type, 28.4.5
	createdAfter, 30.7.3
	createdBefore, 30.7.3
	creator, 30.7.3
	currentView, 39.2
	datasource, 30.7.1
	datasourceType, 30.7.1
	depth, 13.2.2
	destinationID, 30.7.11, 30.7.12
	destinationSelectionEnabled, 30.7.12
	disableToolbar, 33.2.2.3
	display_maxConnections, 39.2
	display_numberOfColumns, 39.2
	display_numberOfRows, 39.2
	display_profileFormat, 39.2
	display_removalAllowed, 39.2
	display_sortedBy, 39.2
	displayCount, 39.2
	displayMessageSize, 39.2
	editMode, 39.2
	enableContextInfo, 39.2
	excludedExecutorIds, 44.2.3.3
	excludeObjectActions, 45.2.3.4
	expandAllAnnouncements, 32.2.2.3
	expandedAnnouncements, 32.2.2.3
	extAppId, 52.2.2.2
	featuresOff
	
	Document Explorer task flow, 30.7.2
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Document Upload task flow, 30.7.12
	Document Viewer task flow, 30.7.8
	Folder Viewer task flow, 30.7.6
	Rich Text Editor task flow, 30.7.11



	filterPattern, 39.2
	forumId, 33.2.2.3
	freeFlowView, 32.2.2.3
	fromDate, 39.2
	groupSpace, 30.7.7
	hideActions, 39.2, 48.2.5.3
	hideAttach, 39.2
	hideComments, 31.4.2, 39.2
	hideConfigure, 39.2
	hideDocumentUploader, 39.2
	hideFooter, 39.2
	hideGiven, 39.2
	hideHeader, 39.2
	hideInlinePreview, 39.2
	hideLike, 39.2
	hidePublisher, 39.2
	hideScopePicker, 39.2
	hideToolbar, 32.2.2.3
	hintsTextKey, 39.2
	icon, 18.3.1
	imageSize, 39.2
	initialSidebar, 30.7.8, 30.7.11
	isCategoryView, 33.2.2.3
	isUpdateStatus, 39.2
	keepOpenAfterPublish, 39.2
	keywordsInputRendered, 44.2.3.3
	label, 18.3.1
	lastModifiedAfter, 30.7.3, 30.7.7
	lastModifiedBefore, 30.7.3, 30.7.7
	lastModifier, 30.7.3, 30.7.7
	layout, 30.7.4
	maxDataPointsPerSeries, 46.2.4.5
	maxDocuments, 30.7.7
	maxResults, 30.7.1
	mostRecentFirst, 30.7.7
	navigateToAnnouncementViewer, 32.2.2.3
	navigationFile, 13.2.2, 13.2.2, 13.2.2
	numberOfRows_list, 39.2
	objectId, 39.2
	objectName, 45.2.3.4
	objectType, 39.2
	orgBreadCrumbsShown, 39.2
	outcome, 18.3.1
	pageSize, 31.4.2, 32.2.2.3, 39.2
	
	Document Explorer task flow, 30.7.2
	Document List Viewer task flow, 30.7.3
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Folder Viewer task flow, 30.7.6



	pagination, 39.2
	parentId, 32.2.2.3
	photoUploadAllowed, 39.2
	pollId, 36.2.2.3
	profileEditLinkShown, 39.2
	profileLaunchedOnSelection, 39.2
	profileOnly, 39.2
	profileUserId, 39.2
	readOnly
	
	Document Explorer task flow, 30.7.2
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Document Properties task flow, 30.7.10
	Document Version History task flow, 30.7.13
	Document Viewer task flow, 30.7.8
	Folder Viewer task flow, 30.7.6



	recipe, 45.2.3.4
	regionTemplate, 30.7.1
	resourceId, 31.4.2, 39.2, 43.2.2.4, 44.2.3.3, 45.2.3.4
	
	AutoVue task flow, 30.7.14
	Document Explorer task flow, 30.7.2
	Document Manager task flow, 30.7.4
	Document Mini Properties task flow, 30.7.9
	Document Navigator task flow, 30.7.5
	Document Properties task flow, 30.7.10
	Document Version History task flow, 30.7.13
	Document Viewer task flow, 30.7.8
	Folder Viewer task flow, 30.7.6



	resourceScope, 43.2.2.4, 44.2.3.3
	resourceType, 44.2.3.3, 45.2.3.4
	rssFeedLocation, 52.2.2.2
	scope, 36.2.2.3, 44.2.3.3
	scopeId, 39.2
	scopeName, 48.2.5.3
	scopename, 18.3.1
	searchBoxSize, 44.2.3.3
	sectionWiseEditEnabled, 39.2
	serviceCategories, 39.2
	serviceId, 39.2, 43.2.2.4, 45.2.3.4
	showDocuments, 30.7.2, 30.7.5
	showFolders, 30.7.2, 30.7.3, 30.7.6
	showIcons, 13.2.2, 13.2.2
	showInEditMode, 36.2.2.3
	showRecursiveForums, 33.2.2.3
	showRoot, 13.2.2, 13.2.2
	showUserDataOnly, 36.2.2.3
	spaceName, 39.2
	spaces, 39.2
	startFolderPath
	
	Document Explorer task flow, 30.7.2
	Document List Viewer task flow, 30.7.3
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Folder Viewer task flow, 30.7.6



	startNode, 13.2.2, 13.2.2, 13.2.2
	statusUpdateAllowed, 39.2
	style, 13.2.2, 13.2.2, 13.2.2
	subStyle, 13.2.2
	suppressPopup, 45.2.3.4
	tabularView, 35.2.3.3
	taskFlowInstId, 30.7.1, 30.7.3
	templateCategory, 30.7.1
	templatefile, 18.3.1
	templateView, 30.7.1
	toDate, 39.2
	treeNavCollapsed, 30.7.2
	truncateAt, 32.2.2.3
	uitype, 18.3.1
	uploadDocumentOnly, 39.2
	userId, 39.2
	userName, 39.2
	viaUser, 39.2
	visibleAnnouncements, 32.2.2.3



	Properties Namespace file, 66.2.2.1
	Properties pane, 30.7.8, 30.7.11
	property definitions, 66.2.2.2
	Property Editor, 66.2.2.5
	property filters
	
	about, 20.1.5
	defining, 20.8
	removing, 20.8.3



	property locators, 66.1.3.3
	Property Service, 66.1.3
	
	REST APIs, 66.5.2, 66.5.2, 66.5.3, 66.5.3



	Property Service provider, 66.2.2.8.1
	property sets, 66.1.2.3, 66.1.3.2, 66.2.2.2
	property-panel, B.2.1.2
	property-panels, B.2.1.2
	providers, 66.1.4
	
	See portlet producers



	provider.xml file
	
	OmniPortlet, E.1.2.2
	session storage, 60.3.6
	Web Clipping, E.2.1



	provisioning, staging environment, 9.5.1
	proxy
	
	resource, 60.1.2.4
	resource proxy for WSRP, 60.2.11
	stateless resource proxying, 60.2.12
	Web Clipping, E.2.2



	proxy server, for REST APIs, 55.13
	public parameters, in PDK-Java portlets, 60.3.3
	public render parameters
	
	about, 60.2.6
	adding to portlets, 60.2.6.2
	defining at application level, 60.2.6.1



	Publisher task flow
	
	about, 37.1.1.6
	parameters
	
	hideAttach, 39.2
	hideDocumentUploader, 39.2
	hideScopePicker, 39.2
	hintsTextKey, 39.2
	isUpdateStatus, 39.2
	keepOpenAfterPublish, 39.2
	objectId, 39.2
	objectType, 39.2
	scopeId, 39.2
	serviceId, 39.2
	spaceName, 39.2
	uploadDocumentOnly, 39.2
	userName, 39.2
	viaUser, 39.2











Q

	q parameter (REST APIs), 55.6.2.5
	QRPPs (Activity Graph)
	
	about, 45.1.1
	defaults for WebCenter, 45.1.1
	registering, 45.4.6








R

	rank calculations (Activity Graph), extending, 45.4.4
	RCU, 3.5.1
	rcv-config, B.2.2.5
	readOnly property
	
	Document Explorer task flow, 30.7.2
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Document Properties task flow, 30.7.10
	Document Version History task flow, 30.7.13
	Document Viewer task flow, 30.7.8
	Folder Viewer task flow, 30.7.6



	Recent Activities service
	
	about, 49.1.1
	adding, 49.2.2
	compared to Activity Stream, 37.1.1.1
	connections, 49.2.1
	editing task flow parameters, 49.3.1
	Recent Activities task flow, 49.2.2
	security, 49.2.4



	Recent Documents task flow
	
	about, 30.2
	parameters, 30.7.7
	
	connectionName, 30.7.7
	groupSpace, 30.7.7
	lastModifiedAfter, 30.7.7
	lastModifiedBefore, 30.7.7
	lastModifier, 30.7.7
	maxDocuments, 30.7.7
	mostRecentFirst, 30.7.7






	recipe property, 45.2.3.4
	recipes
	
	Recommended Connections task flow, 45.2.3.1.1
	Similar Items task flow, 45.2.3.1.3
	Similar Spaces task flow, 45.2.3.1.2



	Recommendations pane, 30.7.11
	Recommended Connections task flow
	
	about, 45.1.1, 45.2.3.1.1
	adding to a page, 45.2.3.2
	default recipe, 45.2.3.1.1
	editing properties, 45.2.3.3
	parameters
	
	excludeObjectActions, 45.2.3.4
	recipe, 45.2.3.4
	resourceId, 45.2.3.4






	REDIRECT_OPTIONS context parameter, 10.6
	regionTemplate property, 30.7.1
	registering
	
	JSR 286 portlet, 61.4
	PDK-Java portlet, 61.4
	portlet producers, 63.2
	resource viewers, 7.3.2, 43



	rel attribute, 55.6.2.2
	Related Items pane, 30.7.8, 30.7.11
	RelationshipPermission permission, 42.2.3
	removeMember API, 54.2.5.2.3
	rendered portlet tag attribute, 63.4.4
	renderPortletInIFrame portlet tag attribute, 63.4.4
	renderProperty tag, 28.4.2
	Repository Creation Utility (RCU), 3.5.1
	repositoryInfo tag, E.2.1.4
	
	class, E.2.1.4
	connectionName, E.2.1.4
	databaseHost, E.2.1.4
	databasePassword, E.2.1.4
	databasePort, E.2.1.4
	databaseSid, E.2.1.4
	databaseUsername, E.2.1.4
	mdsConfigLocation, E.2.1.4
	useASO, E.2.1.4
	useRAA, E.2.1.4



	reset password page, 67.11
	Resource Action Handling framework, 43.3.4
	
	about, 7.3.1
	custom components, 7.3.1
	resource viewers, 7.3.2



	resource bundle for JPS portlets, portlet_nameBundle.jar, A.4.5
	Resource Catalog
	
	about, 2.3.5, 15.1
	adding lists, 47.3
	configuring multiple catalogs, 15.5
	configuring the default, 15.2.7
	controlling portlet visibility, 15.2.6
	creating a custom catalog, 15.2
	deleting resources, 15.2.3.9
	editing resources, 15.2.3.8
	enabling runtime administration, 15.3
	example for configuring multiple catalogs, 15.5.1
	example for filtering items, 15.4.2
	exporting, 15.3.2.1
	exposing design-time data controls, 15.2.4
	exposing runtime data controls, 15.2.5
	factory classes, C.4
	filtering items, 15.4
	importing, 15.3.2.2
	location, C.1
	managing content, 15.2.3
	navigation registry, 10.7.1
	rearranging resources, 15.2.3.10
	ResourceCatalogSelector, 15.5.1



	Resource Index, 55.6.1
	resource links, 60.1.2.4
	Resource Manager
	
	about, 16
	accessing, 16.3.2.1
	adding resources, 16.2.1
	adding to a page, 16.3.1
	copying resources, 16.3.2.5
	creating resources, 16.3.2.2
	deleting resources, 16.3.2.7
	downloading resources, 16.4.1
	editing resource details, 16.2.3
	editing resource source code, 16.3.2.9
	editing resources, 16.3.2.4
	hiding resources, 16.3.2.8
	overriding application-level security for resources, 16.2.1
	previewing resources, 16.3.2.11
	removing resources, 16.2.4
	setting resource properties, 16.3.2.10
	setting resource security, 16.3.2.6
	showing resources, 16.3.2.8
	uploading resources, 16.4.4
	using at runtime, 16.3.2



	resource proxy, 60.1.2.4
	
	for WSRP, 60.2.11
	stateless resource proxying, 60.2.12



	resource string editor
	
	about, 21.12.1
	configuring, 21.12



	resource viewer, 7.3.2, 43.3.4
	ResourceCatalogSelector API, 15.5.1
	resourceId property, 31.4.2, 39.2, 43.2.2.4, 44.2.3.3, 45.2.3.4
	
	AutoVue task flow, 30.7.14
	Document Explorer task flow, 30.7.2
	Document Manager task flow, 30.7.4
	Document Mini Properties task flow, 30.7.9
	Document Navigator task flow, 30.7.5
	Document Properties task flow, 30.7.10
	Document Version History task flow, 30.7.13
	Document Viewer task flow, 30.7.8
	Folder Viewer task flow, 30.7.6



	resources
	
	developing for WebCenter Spaces, 53.3
	EL expressions relating to, G.4
	managing
	
	mashup styles, 11.4
	navigation, 13
	page styles, 11.3
	page templates, 11.2
	pages, 18.5
	Resource Catalogs, 15
	skins, 14



	portal, editing at runtime, 8.11.4



	resourceScope property, 43.2.2.4, 44.2.3.3
	resourceType attribute, 55.6.2.1
	resourceType property, 44.2.3.3, 45.2.3.4
	REST APIs, 66.5.2, 66.5.3, 66.5.4
	
	about, 55.1
	Activity Graph service, 45.3.2
	cache management, 55.12
	capabilities attribute, 55.6.2.3
	CMIS security, 55.10
	common types, 55.11
	content management, 25
	examples, 55.14, 55.14.1, 55.14.2, 55.14.3, 55.14.4
	Ext, 55.14.3
	HTTP methods, 55.8
	HTTP response status codes, 55.8
	hypermedia, 55.7
	hypermedia links, 55.6.2
	hypermedia, navigating, 55.8, 55.14.1
	link model, 55.6
	Lists service, 47.4
	People Connections service, 41
	
	Activity Stream, 41.1
	Connections, 41.2
	Feedback, 41.3
	Message Board, 41.4
	Profile, 41.2



	portal contact types, 55.11.2
	projection parameter, 55.6.2.5
	proxy server for, 55.13
	q parameter, 55.6.2.5
	query parameters, 55.6.2.5
	rel attribute, 55.6.2.2
	Resource Index, 55.6.1
	resourceType attribute, 55.6.2.1
	security, 55.9
	security token parameter, 55.9
	template attribute, 55.6.2.5
	type attribute, 55.6.2.4



	Rich Text Editor task flow
	
	about, 30.2
	parameters, 30.7.11
	
	destinationID, 30.7.11
	featuresOff, 30.7.11
	initialSidebar, 30.7.11






	Role Manager task flow, 67.4
	round-trip development, 8.8
	
	about, 1.9, 16.4
	for WebCenter Spaces resources, 16.4
	WebCenter Spaces, 53.3.1



	RSS service
	
	about, 52.1
	accessing secure feeds, 52.2.3
	adding task flow, 52.2.2.2
	back-end requirements, 52.1.2
	RSS Viewer task flow, 52.2.2.1
	setting up a proxy server, 52.2.1



	RSS Viewer task flow
	
	about, 52.2.2.1
	parameters
	
	extAppId, 52.2.2.2
	rssFeedLocation, 52.2.2.2






	rssFeedLocation property, 52.2.2.2
	runtime
	
	portal, 8.11
	runtime persistence, turning on and off, 63.4.11



	runtime customizations, preserving, 8.11.1





S

	SampleWebCenterSpacesExtension.jws, 53.1
	sandbox
	
	about, 22.1
	concurrency behavior, 22.2.2
	destroying stale sandboxes, 22.2.4
	disabling, 22.2.3
	enabling, 22.2.1
	saving customizations, 22.2.2



	sandbox-namespaces, B.2.2.3
	Scenario Editor, 66.1.2.1
	
	creating a new scenario, 66.2.2.3
	node types, 66.2.2.4



	scenarios
	
	file-based scenarios, 66.2.3



	schemas
	
	activities, 3.5
	discussions, 3.5
	installing, 3.5
	installing with RCU (Repository Creation Utility), 3.5.1
	installing with SQL script, 3.5.2
	portlets, 3.5
	WebCenter, 3.5



	scope property, 36.2.2.3, 44.2.3.3
	scopeId property, 39.2
	scopeName property, 48.2.5.3
	scopename property, 18.3.1
	scopes, 18.1
	scripts
	
	People Connections service
	
	settings-insert.sql, 38.4
	settings-update.sql, 38.4






	scripts, deploy and configure, 9.11.1
	Search - Saved Searches task flow, 44.2.3.1
	search adapters, 44.3.9
	
	attributes, 44.3.9.3
	registering, 44.3.9.2



	Search Metrics task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	Search Preferences task flow, 44.2.3.1
	Search service
	
	about, 44.1
	adapters, 44.3.9
	adding a search source, 44.3.9
	adding to WebCenter Portal applications, 44.2.3
	APIs, 44.3.6
	connection, 44.2.2
	creating a Sitemap, 13.4
	Oracle SES adapter, 44.3.4
	security, 44.2.4
	task flows
	
	Saved Searches, 44.2.3.1
	Search, 44.2.3.1
	Search Preferences, 44.2.3.1
	Search Toolbar, 44.2.3.1



	troubleshooting, 44.3.11



	Search task flow
	
	about, 44.2.3.1
	parameters
	
	excludedExecutorIds, 44.2.3.3
	keywordsInputRendered, 44.2.3.3
	resourceId, 44.2.3.3
	resourceScope, 44.2.3.3
	resourceType, 44.2.3.3






	Search Toolbar task flow
	
	about, 44.2.3.1
	parameters
	
	scope, 44.2.3.3
	searchBoxSize, 44.2.3.3






	searchBoxSize property, 44.2.3.3
	sectionWiseEditEnabled property, 39.2
	security
	
	about, 2.3.6
	adding test users, 38.3
	configuring basic authentication, 67.12
	customizable components, 67.15
	Documents service, 29.3
	EL expressions relating to, G.2
	external applications, 67.13.3.2
	identity propagation mechanisms, 67.16
	JSR 286 portlets, 60.2.14
	Notifications and, 48.2.6
	Oracle Composer, 17.7
	overriding inherited security, 67.15
	overview, 67.1
	PDK-Java portlets, 67.18.2, 67.18.2.1
	People Connections service and, 38.3
	portal pages, 8.5.2
	portlets, 63.3.3, 67.15
	registering custom certificates, 67.14
	securing Analytics reports, 46.2.5
	securing Recent Activities service, 49.2.4
	securing RSS service, 52.2.3
	subscriptions and, 48.2.6
	WSRP producers, 67.17
	WS-Security, 67.16



	Security - Enterprise Role - Members Search task flow, 67.5
	Security - Enterprise Role - Members Viewer task flow, 67.5
	Security - Enterprise Role Members task flow, 67.5
	security files, A.7.2
	
	jazn-data.xml, A.7.2
	jazn-data.xml sample, A.7.2



	security policies, migration of, 9.15.2
	security token parameter (REST APIs), 55.9
	self-registration
	
	building a custom self-registration page, 67.10.2
	creating a self-registration page, 67.10
	creating an invitation Page, 67.10.3
	self-registration task flow, 67.10.1



	self-registration task flow, 67.10.1
	service IDs, G.6
	serviceCategories property, 39.2
	service-definition.xml file, 7.3.2, 7.3.2
	serviceId property, 39.2, 43.2.2.4, 45.2.3.4
	services
	
	EL expressions relating to, G.6
	See WebCenter services



	servlets
	
	JSF servlet settings, 1.10.1
	servlet mapping, 1.10.1



	session storage
	
	about, 60.3.6
	checking for valid session, 60.3.6
	enabling in provider.xml, 60.3.6
	implementing in PDK-Java portlets, 60.3.6



	session-options-factory element, B.2.2.4
	setCustomAttribute API, 54.2.5.1.2, 54.2.5.1.2
	setGroupSpacesWebServiceEndpoint API, 54.2.4.2
	settings-insert.sql script, 38.4
	settings-update.sql script, 38.4
	shared library deployment (WebCenter Spaces), 53.2.1
	shortDesc portlet tag attribute, 63.4.4
	Show Detail Frame
	
	about, 17.6.4
	action-level security, 17.7.3
	adding to a page, 19.1.6
	additional actions facet example, 21.2
	applying action-level restrictions, 23.5
	custom actions example, 21.3.4
	disabling Edit option, B.1.5
	enabling custom actions, 21.3.2
	facets, 21.1
	properties, B.1.5
	style selectors, B.5.1.6



	show modes
	
	See portlet modes



	Show Property component
	
	about, B.1.7



	ShowDetailsPage.jsp file, A.5.4
	showDocuments property, 30.7.2, 30.7.5
	showFolders property, 30.7.2, 30.7.3, 30.7.6
	showIcons property, 13.2.2, 13.2.2
	showInEditMode property, 36.2.2.3
	showMinimizeAction portlet tag attribute, 63.4.4
	showMoveAction portlet tag attribute, 63.4.4
	ShowPage.jsp file, A.5.4
	showRecursiveForums property, 33.2.2.3
	showRemoveAction portlet tag attribute, 63.4.4
	showResizer portlet tag attribute, 63.4.4
	showRoot property, 13.2.2, 13.2.2
	showUserDataOnly property, 36.2.2.3
	Siebel applications, 56.2
	Similar Items task flow
	
	about, 45.1.1, 45.2.3.1.3
	adding to a page, 45.2.3.2
	default recipe, 45.2.3.1.3
	editing properties, 45.2.3.3
	parameters
	
	classURN, 45.2.3.4
	classURNRestrictions, 45.2.3.4
	excludeObjectActions, 45.2.3.4
	objectName, 45.2.3.4
	recipe, 45.2.3.4
	resourceId, 45.2.3.4
	resourceType, 45.2.3.4
	serviceId, 45.2.3.4
	suppressPopup, 45.2.3.4






	Similar Spaces task flow
	
	about, 45.1.1, 45.2.3.1.2
	adding to a page, 45.2.3.2
	default recipe, 45.2.3.1.2
	editing properties, 45.2.3.3
	parameters
	
	excludeObjectActions, 45.2.3.4
	objectName, 45.2.3.4
	recipe, 45.2.3.4
	resourceId, 45.2.3.4






	similarity calculations (Activity Graph)
	
	about, 45.1.1
	defaults for WebCenter, 45.1.1
	extending, 45.4.3



	Simple Object Access Protocol (SOAP), 57.2.3
	single sign-on
	
	PDK-Java portlets, 67.18.3
	Web Clipping, 57.1.2.4



	site administrator design considerations, 2.8.2
	Sitemap, creating, 13.4
	skins
	
	about, 1.8, 8.2.2, 14.1
	applying
	
	at design time, 14.5.1
	at runtime, 14.5.2



	attributes, 14.4.1
	conditionally changing using EL expressions, 14.8
	creating
	
	as a portal resource, 14.4.2
	at runtime, 14.4.5
	CSS file, 14.2.2
	for WebCenter Spaces, 14.6



	defining skin selectors, 14.2.3
	deploying as shared library, 14.7.2
	editing portal-skin.css, 14.3.2
	exporting a skin, 14.4.3.2
	files
	
	adf-config.xml file, 14.10.1
	trinidad-config.xml, 14.10.2
	trinidad-skins.xml, 14.10.3



	global style selectors, B.5.1.1
	importing a skin, 14.4.3.1
	Layout Customizable style selectors, B.5.1.4
	making a JDeveloper skin available at runtime, 14.4.4
	Page Customizable style selectors, B.5.1.3
	Panel Customizable style selectors, B.5.1.5
	portal, 8.6
	portal resource
	
	deleting a skin, 14.4.2
	path for storing CSS file, 14.2.1
	path for storing images, 14.2.1
	updating a skin, 14.4.2



	portlets style selectors, B.5.1.6
	runtime administration
	
	about, 14.4.1
	enabling, 14.4.2



	Show Detail Frame style selectors, B.5.1.6
	skin compression, 14.9
	skin coordination, 14.7.1
	skin sharing, 14.7.1
	style attributes, B.5.2
	troubleshooting, 14.9



	SOAP, 57.2.3
	social networking, 37
	Sortable Table View display template, 30.7.1
	source control systems, Subversion, 4.1
	sources folder, 8.9
	spaceName property, 39.2
	spaces property, 39.2
	staging environment, 9.5
	staging environment tasks, 9.2.5
	staging environment, provisioning, 9.5.1
	standalone Oracle WebLogic Server
	
	deploying portlet applications, 61.3.5
	testing portlet applications, 61.3.5



	startFolderPath property
	
	Document Explorer task flow, 30.7.2
	Document List Viewer task flow, 30.7.3
	Document Manager task flow, 30.7.4
	Document Navigator task flow, 30.7.5
	Folder Viewer task flow, 30.7.6



	startNode property, 13.2.2, 13.2.2, 13.2.2
	stateless resource proxying, 60.2.12
	statusUpdateAllowed property, 39.2
	Struts portlets
	
	creating, 60.5
	Oracle WebCenter Framework integration, 60.5



	style classes for navigation task flow, 13.2.3
	style property, 13.2.2, 13.2.2, 13.2.2
	submitUrlParameters portlet tag attribute, 63.4.5
	Subscription Preferences task flow
	
	about, 48.1.3
	parameters
	
	hideActions, 48.2.5.3
	scopeName, 48.2.5.3






	Subscription Viewer task flow, about, 48.1.3
	Subscriptions and Notifications, 48
	
	about, 48.1.1
	activity triggers, 48.1.1
	adding namespace, 48.2.1
	at runtime, 48.1.3
	configuration file, 48.1.1
	configuring, 48.2
	connecting to BPEL server, 48.2.3
	connecting to mail server, 48.2.2
	delivery platforms, 48.1.1
	effects of configurations
	
	on Connections, 48.2.4.2
	on Feedback, 48.2.4.2
	on Message Board, 48.2.4.2



	Java APIs, 48.3.1
	messaging channels, 48.1.1
	participant services and objects, 48.1.1
	requirements, 48.1.2
	setting application defaults, 48.2.4
	task flows
	
	adding to a page, 48.2.5.2
	input parameters, 48.2.5.3
	Subscription Preferences, 48.1.3, 48.2.5.1
	Subscription Viewer, 48.1.3, 48.2.5.1






	subscriptions and notifications
	
	setting security, 48.2.6
	using data controls, 48.3.2



	subStyle property, 13.2.2
	Subversion repository, creating, 4.1.1
	suppressPopup property, 45.2.3.4





T

	Tabbed View display template, 30.7.1
	tabularView property, 35.2.3.3
	Tag Center, about, 43.1
	tag clouds, about, 43.1.1
	Tagging - Dialog task flow, about, 43.2.2.2
	Tagging - Personal View task flow
	
	about, 43.2.2.2
	serviceId parameter, 43.2.2.4



	Tagging - Related Links task flow
	
	about, 43.2.2.2
	parameters
	
	resourceId, 43.2.2.4
	serviceId, 43.2.2.4






	Tagging - Tag Cloud task flow
	
	about, 43.2.2.2
	resourceScope parameter, 43.2.2.4



	Tagging - Tagged Items task flow
	
	about, 43.2.2.2
	resourceScope parameter, 43.2.2.4



	tags
	
	exposing resources to be tagged, 43.3.4
	resource viewer, 43.3.4



	Tags pane, 30.7.11
	Tags service
	
	about, 43.1
	adding tags through page templates, 43.3.3
	APIs, 43.3.1
	connection, 43.2.1
	requirements, 43.1.2
	Resource Action Handling framework, 43.3.4
	security, 43.1.2, 43.2.3
	Tagging Button component, 43.2.2.1
	Tagging Menu Item component, 43.2.2.1
	task flows
	
	Dialog, 43.2.2.2
	Personal View, 43.2.2.2
	Related Links, 43.2.2.2
	Tag Cloud, 43.2.2.2
	Tagged Items, 43.2.2.2






	task flows
	
	Activity Graph service
	
	Recommended Connections, 45.1.1, 45.2.3.1.1
	Similar Items, 45.1.1, 45.2.3.1.3
	Similar Spaces, 45.1.1, 45.2.3.1.2



	adding to portal navigation, 10.3.4
	Analytics service
	
	Blog Metrics, 46.1.1
	Discussion Metrics, 46.1.1
	Document Metrics, 46.1.1
	Login Traffic, 46.1.1
	Page Traffic, 46.1.1
	Portlet Instance Response Time, 46.1.1
	Portlet Instance Traffic, 46.1.1
	Portlet Response Time, 46.1.1
	Portlet Traffic, 46.1.1
	Search Metrics, 46.1.1
	WebCenter Traffic, 46.1.1
	Wiki Metrics, 46.1.1



	Announcements service
	
	Announcements, 32.2.2.1
	Announcements - Quick View task flow, 32.2.2.1



	Blogs, 31.4.1.2, 31.4.2
	creating, 18.1
	creating portlets from task flows, 58.2.2
	Discussions service
	
	Discussion Forums, 33.2.2.1
	Discussions - Popular Topics, 33.2.2.1
	Discussions - Quick View, 33.2.2.1
	Discussions - Recent Topics, 33.2.2.1
	Discussions - Watched Forums, 33.2.2.1
	Discussions - Watched Topics, 33.2.2.1



	Documents service, 30.2
	
	AutoVue, 30.2
	Content Presenter, 30.1
	Document Explorer, 30.2
	Document List Viewer, 30.2
	Document Manager, 30.2
	Document Mini Properties, 30.2
	Document Navigator, 30.2
	Document Properties, 30.2
	Document Upload, 30.2
	Document Version History, 30.2
	Document Viewer, 30.2
	Folder Viewer, 30.2
	Recent Documents, 30.2
	Rich Text Editor, 30.2



	editing task flow content in Oracle Composer, 17.5.2
	enabling custom actions, 21.3, 21.4
	Events service
	
	Calendar Main View, 51.2.3.1
	Calendar Mini View, 51.2.3.1



	external applications, 67.13.3.1
	files affected, 4.2.2
	guidelines for creating, D
	List of Resource Types, 16.3.1
	Lists, 47.2.2.1
	Mail service
	
	Mail, 35.2.3.1



	navigation
	
	Navigation - Breadcrumbs, 13.2
	Navigation - Menu, 13.2
	Navigation - Tree, 13.2



	Notifications
	
	Subscription Preferences, 48.1.3, 48.2.5.1
	Subscription Viewer, 48.1.3, 48.2.5.1



	Page service, Page - Create New task flow, 18.2
	People Connections service
	
	Activity Stream, 37.1.1.1, 37.1.1.1
	Activity Stream - Quick View, 37.1.1.1
	adding to a page, 38.2
	Connections, 37.1.1.2
	Connections - Card, 37.1.1.2
	Connections - Quick View, 37.1.1.2
	Feedback, 37.1.1.3
	Feedback - Quick View, 37.1.1.3
	Message Board, 37.1.1.4
	Message Board - Quick View, 37.1.1.4
	Profile, 37.1.1.5
	Profile - Snapshot, 37.1.1.5, 37.1.1.5
	Profile Gallery, 37.1.1.5
	Publisher, 37.1.1.6



	Polls service
	
	Polls Manager, 36.2.2.1
	Quick View, 36.2.2.1
	Take Polls, 36.2.2.1
	View Poll Results, 36.2.2.1



	portlet entry, 58.2.2.1
	properties
	
	See properties



	Recent Activities service, Recent Activities task flow, 49.2.2
	RSS service, RSS Viewer task flow, 52.2.2.1
	Search service
	
	Saved Searches, 44.2.3.1
	Search, 44.2.3.1
	Search Preferences, 44.2.3.1
	Search Toolbar, 44.2.3.1



	Tags service
	
	Dialog, 43.2.2.2
	Personal View, 43.2.2.2
	Related Links, 43.2.2.2
	Tag Cloud, 43.2.2.2
	Tagged Items, 43.2.2.2






	taskFlowInstId property, 30.7.1, 30.7.3
	teams
	
	developer actions affecting metadata files, 4.2
	developing in, 4
	environment, 1.3
	implementing common requirements, 4.3
	managing files, 4.2



	technology scopes
	
	about, 6.1.1
	adding, 6.1.2
	default, 6.1.3
	portal-specific, 6.1.4
	removing, 6.1.2



	template attribute, 55.6.2.5
	templateCategory property, 30.7.1
	templatefile property, 18.3.1
	templates
	
	Content Presenter
	
	multiple content item display templates, 30.7.1
	single content item display templates, 30.7.1



	Content Presenter task flow, 28.2
	page, 8.5.1
	WebCenter Portal applications, 5.2
	WebCenter Producer application, 5.4



	templateView property, 30.7.1
	test environment, 9.4
	title portlet tag attribute, 63.4.3
	toDate property, 39.2
	treeNavCollapsed property, 30.7.2
	trinidad-config.xml, H.5.4
	truncateAt property, 32.2.2.3
	type attribute, 55.6.2.4





U

	UCM content, propagation of content, 9.14
	uitype property, 18.3.1
	UPLOAD_MAX_DISK_SPACE parameter, 29.5
	UPLOAD_MAX_MEMORY parameter, 29.5
	UPLOAD_TEMP_DIR parameter, 29.5
	uploadDocumentOnly property, 39.2
	uploading
	
	files to content repositories, 29.5
	WebCenter Spaces resources, 53.3.1



	URLs
	
	adding to portal navigation, 10.3.4
	in forms, 60.3.4.4
	parameters, 60.3.4.1
	rewriting for WSRP resource proxy, 60.2.11
	stateless resource proxying, 60.2.12



	UrlUtils.constructLink API, 60.3.4.3
	use case examples
	
	additional actions facet on Show Detail Frame, 21.2
	enabling custom actions on a task flow, 21.3.4



	user customization, 17.1
	user Profile, EL expressions relating to, G.8
	userId property, 39.2
	userName property, 39.2
	users
	
	adding test users, 38.3
	design considerations, 2.8.1
	session, 60.3.6



	usesUpload attribute on form, 37.1.1.5, 38.2
	UTF-8 character sets, PDK-Java portlets, 59.2.4
	utility, Preference Store Migration/Upgrade, E.5





V

	validation-based caching, 57.2.4
	
	about, 60.2.9, 60.3.7
	in JSR 286 portlets, 60.2.9.2
	in PDK-Java portlets, 60.3.7.3



	value portable contact type, 55.11.2.4
	Version History task flow
	
	See Document Version History task flow



	Versioning Navigator, 4.1
	viaUser property, 39.2
	View mode, 17.2
	visibleAnnouncements property, 32.2.2.3





W

	WAR files, 6.3
	Web archive
	
	See WAR



	Web Clipping
	
	about, 57.1.2.4, 65.1, 65.1
	adding certificates for trusted sites, E.2.3.1
	adding to a page, 65.2
	advanced features, 65.4
	authenticating to external applications, 57.2.16
	authentication, 57.1.2.4
	browser support, 65.5
	caching style, 57.2.4
	capturing content, 57.2.8
	charting, 57.2.10
	comparing portlet building technologies, 57.2
	configuring Oracle Advanced Security Option (ASO), E.2.3.2
	configuring proxy settings, E.2.2
	configuring repository, E.2.1
	configuring security, E.2.3
	creation style, 57.2.6
	design time flexibility, 57.2.7
	development tools, 57.2.5
	expertise required, 57.2.2
	fuzzy matching, 57.1.2.4
	hiding and showing, 57.2.13
	inline rendering, 57.1.2.4
	intended users, 57.1.2.4
	limitations, 65.5, 65.5
	multilingual support, 57.2.14
	navigation, 57.1.2.4
	open transport API, 57.1.2.4
	pagination support, 57.2.15
	parameter support, 57.2.12
	personalization, 57.1.2.4
	proxy authentication, 57.1.2.4
	rendering inline, 57.2.9
	resource tunneling, 57.1.2.4
	restricting clipping from unauthorized external web sites, E.2.2
	reusing Web content, 57.1.2.4
	rewriting image links, 65.4.2
	single sign-on, 57.1.2.4
	URL rewriting, 57.2.9
	usage suitability, 57.2.1
	use case, 57.1.2.4
	using cascading style sheets (CSS), 65.5
	Web Clipping Transport API, 65.4.1



	Web Clipping portlet, 3.4.4
	Web Clipping repository
	
	configuring, E.2.1, E.2.1.3
	creating database schema, E.2.1.2.2
	JNDI data source, E.2.1.2.1
	provider.xml path, E.2.1
	repositoryInfo tag, E.2.1.4
	using MDS, E.2.1.1
	using Oracle database, E.2.1.2



	Web Clipping Transport API, 65.4.1
	Web Services for Remote Portlets
	
	See WSRP



	WebCenter applications
	
	ADF applications and, 6.2
	creating, 5.1
	creating application manually, 6.2
	creating through WAR files, 6.3
	Enterprise Archive (EAR) file, 68.3.2.2
	planning, 2
	technology scopes, 6.1.3



	WebCenter extension bundle, installing, 3.2
	WebCenter Extension, about, 2.6
	WebCenter extension, installing, 3.2
	WebCenter Framework
	
	JSR 286, 57.2
	WSRP, 57.2



	WebCenter Personalization, 66
	
	about, 66.1
	Activity Graph provider, 66.1.4.1.3, 66.2.2.8.3
	adding custom locators, 66.4.2
	adding custom providers, 66.4.1
	architecture, 66.1.1
	calling data providers, 66.2.2.7
	calling function providers, 66.2.2.6
	CMIS Provider, 66.1.4.1.2
	CMIS provider, 66.2.2.8.2
	Conductor, 66.1.2
	Conductor REST APIs, 66.5.4
	creating a new scenario, 66.2.2.3
	custom data providers, 66.1.4.2
	data providers, 66.1.4, 66.2.2.7
	EL expressions, G.9
	Expression Language APIs, 66.1.2.2, 66.5, 66.5.5
	extending, 66.4
	file-based scenarios, 66.2.3
	function providers, 66.1.4, 66.1.4.3, 66.2.2.6
	Java APIs, 66.5, 66.5.1
	People Connections locator, 66.1.4.1.4
	Personalization APIs, 66.5
	presenting content, 66.2.4.1
	Properties Namespace file, 66.2.2.1
	property definitions, 66.2.2.2
	Property Editor, 66.2.2.5
	property locators, 66.1.3.3
	Property Service, 66.1.3
	Property Service provider, 66.2.2.8.1
	Property Service REST APIs, 66.5.2, 66.5.3
	property sets, 66.1.2.3, 66.1.3.2, 66.2.2.2
	providers, 66.1.2.4, 66.1.4
	requirements, 66.2.1
	REST APIs, 66.5
	Scenario Editor, 66.1.2.1
	scenario node types, 66.2.2.4
	scenarios, 66.1.2.1



	WebCenter Portal application
	
	ADF security, 67.3
	application roles, 67.2
	automated security grants, 67.3.2
	security, 67.1



	WebCenter Portal Application template, 67.3
	WebCenter Portal applications
	
	adding content, 12
	adding content from Oracle Content Server, 12.4
	adding custom task flows, 12.3
	adding data controls, 12.8
	adding external applications, 12.7
	adding pagelets, 12.6
	adding pages, 12.1
	adding portlets, 12.5
	adding service task flows, 12.2
	anatomy, H.2
	application-level deployment profile, 68.3.2.2
	consuming portlets, 63.1
	creating, 5.2
	creating pages, 5.2.2
	default navigation model, 10.1
	deploying, 68
	deployment profile, 68.3.2.2, 68.3.2.2
	design considerations, 2.8
	EAR file, 68.3.2.2
	framework, overview, 2.2
	introduction, 8
	life cycle, see life cycle, portal, 9
	nightly builds, 9.2.3
	propagation, 9.13
	template for, 5.2, 8.2.1
	testing, 9.2.4, 68



	WebCenter Portal Framework, 8.2, 8.2.2
	WebCenter services
	
	about, 2.4
	ADF security, 7.2.1
	Announcements service, 32.1
	APIs, 7.1.2
	data controls, 7.1.3
	database connection, 7.2.2
	Discussions service, 33.1
	Documents service, 29.1
	EL expressions relating to
	
	Documents service, G.7
	People Connections service, G.8
	Personalization service, G.9
	services generally, G.6



	external application connection, 7.2.3
	files, A.9
	
	adf-config.xml for the Documents service, A.9
	adf-config.xml for the Worklist service, A.9
	SES Web service connection example, A.9



	general settings, 7.4
	horizontal services, 7.1
	IMP service, 34.1
	integrating, 2.4, 7.1.1
	Links service, 42.1.1
	Lists service, 47
	Mail service, 35.1.1
	People Connections service, 37
	
	about, 37.1
	Activity Stream, 37.1.1.1, 37.1.1.1, 37.1.1.1
	configuring, 38
	Connections, 37.1.1.2, 37.1.1.2
	database set-up, 38.1
	Feedback, 37.1.1.3, 37.1.1.3
	Message Board, 37.1.1.4, 37.1.1.4
	Profile, 37.1.1.5, 37.1.1.5
	Publisher, 37.1.1.6
	requirements, 37.1.2



	Polls service, 36.1
	Recent Activities service, 49.1.1
	RSS service, 52.1
	Search service, 44.1
	service IDs, G.6
	Tags service, 43.1
	technologies, 7.1
	Worklist service, 50.1.1



	WebCenter Spaces
	
	about, 54.1
	adding portlets, 54.1
	APIs
	
	about, 54.2.1
	addMember, 54.2.5.2.1
	case studies, 54.2.2, 54.2.3
	createGroupSpace, 54.2.5.1.1
	createGroupSpaceTemplate, 54.2.5.1.3
	deleteGroupSpace, 54.2.5.1.4
	getDiscoverableGroupSpaces, 54.2.5.3.3
	getGroupSpaceMetadata, 54.2.5.3.4
	getGroupSpaces, 54.2.5.3.1
	getGroupSpaceTemplateMetadata, 54.2.5.3.6
	getGroupSpaceTemplates, 54.2.5.3.5
	getGroupSpaceURL, 54.2.5.3.8
	getPublicGroupSpaces, 54.2.5.3.2
	getRoles, 54.2.5.2.4
	getWebCenterSpacesURL, 54.2.5.3.7, 54.2.5.3.9
	GroupSpaceWSClient class, 54.2.5
	GroupSpaceWSContext class, 54.2.4.4
	GroupSpaceWSException class, 54.2.6
	GroupSpaceWSMembers class, 54.2.5.2.1, 54.2.5.2.2
	GroupSpaceWSMetadata class, 54.2.5.3.4, 54.2.5.3.6
	inviteMember, 54.2.5.2.2
	Javadoc, 54.2.7
	removeMember, 54.2.5.2.3
	security, 54.2.4.3
	setCustomAttribute, 54.2.5.1.2
	setGroupSpacesWebServiceEndpoint, 54.2.4.2
	setting up WebCenter Portal applications, 54.2.4



	deploying custom shared libraries, 53
	developing resources, 53
	exposing other applications, 54.4
	integrating in WebCenter Portal applications, 54.2.1
	registering portlet producers, 54.1



	WebCenter Traffic task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	WebCenterComposerFilter, 22.3.6, B.2.4.2
	WebLogic Managed Server
	
	creating, 68.3.3.1
	creating a connection, 68.3.3.4
	provisioning, 68.3.3.1



	WebLogic Server connection, 68.3.3.4
	weblogic.xml, H.5.2
	weblogic.xml (WebCenter Spaces), 53.2.1
	web.xml, 1.10.1, 1.10.1, B.2.4, H.5.5
	width portlet tag attribute, 63.4.3
	Wiki Metrics task flow
	
	about, 46.1.1
	adding to a page, 46.2.4
	parameters
	
	analyticsReportTitle, 46.2.4.5
	analyticsResourceId, 46.2.4.5
	applicationName, 46.2.4.5
	maxDataPointsPerSeries, 46.2.4.5






	wikis
	
	about, 31.1, 31.1, 31.1
	adding Document Explorer task flow, 31.3.2
	displaying wiki page links within Content Presenter, 31.3.5
	enabling wiki functionality, 31.3.2
	requirements, 31.2



	window.location, iframes, 63.4.12
	Worklist service
	
	about, 50.1.1
	add the Worklist service, 50.3.2
	connections setup, 50.3.1
	prerequisites, 50.1.2
	security setup, 50.3.3



	wsdl subdirectory, A.6.10
	WSRP
	
	about, 59.1.1
	and JSR 286, 59.1.1
	architecture, 59.1.1
	Oracle WebCenter Framework architecture, 59.1.1



	WSRP producers
	
	about, 57.2.3.2
	consumer preference store settings, E.4.1
	database preference store settings, E.4.1
	deleting portlets, 63.6
	deregistering, 63.2.7
	editing registration values, 63.2.4
	external applications, 63.2.1
	file-based preference store settings, E.4.1
	mapping J2EE security roles, 63.2.2
	producer test page, 63.2.1
	refreshing, 63.2.6
	registering, 63.2.1
	security, 67.17
	security attribute configuration, 63.2.1
	supported versions, 63.2.1
	syntax for WSDL URL, 63.2.1
	testing connection, 63.2.5



	WSRP test page, hiding or removing, E.3




67 Securing Your WebCenter Portal Application

This chapter describes the security mechanisms and features provided in a WebCenter Portal application, and how you can use Oracle ADF Security to handle authentication and authorization.

This chapter includes the following sections:

	
Section 67.1, "Introduction to WebCenter Portal Application Security"


	
Section 67.2, "Creating an Application Role"


	
Section 67.3, "Configuring ADF Security"


	
Section 67.4, "Using the Role Manager Task Flow"


	
Section 67.5, "Using the Enterprise Role Member Task Flows"


	
Section 67.6, "Using the Page Hierarchy Security Editor"


	
Section 67.7, "Creating Login Pages and a Login Component"


	
Section 67.8, "Creating a Login Portlet"


	
Section 67.9, "Adding Portlets to a Login Page"


	
Section 67.10, "Creating a Self-Registration Page"


	
Section 67.11, "Creating a Reset Password Page"


	
Section 67.12, "Configuring Basic Authentication for Testing Portlet Personalization"


	
Section 67.13, "Working with External Applications"


	
Section 67.14, "Registering Custom Certificates with the Keystore"


	
Section 67.15, "Overriding Inherited Security on Portlets and Customizable Components"


	
Section 67.16, "Identity Propagation Mechanisms"


	
Section 67.17, "Securing Identity Propagation Through WSRP Producers with WS-Security"


	
Section 67.18, "Implementing PDK-Java Portlet Security"


	
Section 67.19, "Troubleshooting Security Issues"






67.1 Introduction to WebCenter Portal Application Security

WebCenter Portal applications are dynamic and often involve input from users in the form of customizations and preferences, and consequently require a flexible security model. The WebCenter security model is based on the ADF security model rather than the more traditional J2EE security model. For more information on ADF security, the section on "Enabling ADF Security in a Fusion Web Application" in the Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework.

By default, a WebCenter Portal application is configured with ADF security. A default username and password (weblogic/weblogic1) are created automatically for you, and you can use this username/password combination for testing purposes immediately. For more information about configuring ADF security, see Section 67.3, "Configuring ADF Security."

Default login and logout pages are also provided with the WebCenter Portal Application template.

WebCenter Portal applications can also use two out-of-the-box security tools: the Role Manager task flow, and Page Hierarchy security editor. The Role Manager task flow provides pre-defined runtime security administration functionality to define roles and permissions for users. Using the Page Hierarchy security editor provides a quick way to apply inherited and/or delegated security to application pages. These two security tools are described in Section 67.4, "Using the Role Manager Task Flow," and Section 67.6, "Using the Page Hierarchy Security Editor."






67.2 Creating an Application Role

There are three roles available out-of-the box:

	
Administrator - the default member for the application Administrator role is the enterprise Administrator role, whose default member is weblogic


	
AppConnectionManager - the default member for the AppConnectionManager role is the application Administrator role


	
AppConnectionViewer - the default member for the AppConnectionViewer role is the authenticated-role




The Administrator role is provided so that you can set up navigation and security for your application, and delegate permissions to other users.

The AppConnectionManager and AppConnectionViewer are roles that are defined for managing and viewing application connections respectively. Typically, application connections are configured and managed using Fusion Middleware Control or WLST commands. However, connections for portlet producers and external applications can be configured through the application's runtime Administration page (or the Role Manager taskflow if implemented separately). To manage or view these connections, you must be part of one of these roles. For more information about the default roles, see "Default Application Roles" in the Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.

You can add members at runtime for these roles using the Administrator page (or the Role Manager taskflow if implemented separately), and in JDeveloper using the JAZN Editor. Out-of-the-box, an administrator will be able to configure external application and portlet producer connections, and any other authenticated user will only be able to view these connections. Similarly, you can add users to the application by selecting the Users tab in the ADF Security Policy editor, clicking the Add (+) icon, and specifying a username and password.

To create an application role:

	
Access the ADF Security Policy editor using any of the following methods:

	
Navigate to the jazn-data.xml file in the Application Resources Panel, under the META-INF folder. Right-click jazn-data.xml and select Open from the context menu. Open the Application Roles tab.


	
Right-click the application name, select Secure and then Application Roles.


	
From the Application menu, select Secure and then Application Roles.





	
In the Application Roles editor, click the Add (+) icon and select New Role.


	
Enter a name, a display name, and description for the new role.


	
Save the file.




Similarly, you can add users to the application by opening the Users tab in the ADF Security Policy editor, clicking the Add (+) icon, and specifying a username and password.






67.3 Configuring ADF Security

ADF security is configured by default if you created your application using the WebCenter Portal Application template. This section describes the Configure ADF security wizard, which you can use to override the default settings for a WebCenter Portal application, or if your application does not use the WebCenter Portal application template (i.e., you did not select the "Configure the application with standard portal features" checkbox when you created your application). This section also describes the grants that are generated when you create a WebCenter Portal application, and when services are consumed.

This section contains the following subsections:

	
Section 67.3.1, "Configuring ADF Security Settings"


	
Section 67.3.2, "Automated Security Grants for WebCenter Services"






67.3.1 Configuring ADF Security Settings

This section describes the Configure ADF security wizard, which you can use to override the default settings for a WebCenter Portal application, or if your application does not use the WebCenter Portal application template (i.e., you did not select the "Configure the application with standard portal features" checkbox when you created your application).

To configure the ADF security settings:

	
Open your portal application.


	
Access the Configure ADF Security Wizard using one of the following methods:

	
From the Application menu, select Secure and then Configure ADF Security.


	
Right-click the application name, select Secure and then Configure ADF Security.





	
On the Enable ADF Security page, select ADF Authentication and Authorization, which is the typical choice for WebCenter applications.


Figure 67-1 ADF Security Page of the ADF Security Wizard

[image: Description of Figure 67-1 follows]






	
Click Next.


	
Notice that form-based authentication is selected by default.

To make the process of securing your application easy, select Form-Based Authentication and then the Generate Default Pages option, as shown in Figure 67-2.




	
Note:

WebCenter Portal applications provide default login and error pages. You should only select the Generate Default Pages option for applications not built using the WebCenter Portal application template.







Alternatively, if you do not select Generate Default Pages, you can create custom login and error pages. For information about creating custom login pages, see Section 67.7, "Creating Login Pages and a Login Component."


Figure 67-2 Authentication Page of ADF Security Wizard

[image: Description of Figure 67-2 follows]






	
Click Next.


	
On the Enable automatic policy grants page, shown in Figure 67-3, select whether to make ADF resources public without requiring application developers to first define ADF policy grants. For a standard security implementation, you can select the No Automatic Grant option.

However, in this case, you must individually grant permissions on each page in the application.


Figure 67-3 Automatic Policy Grants Page

[image: Description of Figure 67-3 follows]






When you enable automatic policy grants, a View grant for all ADF resources is made to the test-all application role, whose default member is the public role. This option provides a convenient way to run and test application resources without the restricted access that ADF authorization enforces. You can also disable automatic policy grants to secure all ADF resources by default.

Select No Automatic Grant when you want to explicitly configure a policy store to grant access to ADF resources. No automatic grants to the test-all application role are granted. However when WebCenter services task flows are consumed in an application, the WebCenter extension automatically adds appropriate grants for these task flows, giving View access to the role authenticated-role. For more information about the specific grants provided through task flows, see Section 67.3.2, "Automated Security Grants for WebCenter Services."




	
Note:

Grants made to the role authenticated-role are visible in the source view of the jazn-data.xml file. If the default grant to authenticated-role is not appropriate to the application, you can change it by manually updating the source view of the application's jazn-data.xml.







Select Grant to Existing Objects Only when you want JDeveloper to grant View privileges to the test-all (public) application role and you want this policy to apply to all your application's existing ADF task flows and web pages in the user interface project.

Select Grant to All Objects when you want JDeveloper to grant View privileges to the test-all application role and you want this policy to apply to all ADF task flows and web pages that developers create in the user interface project. Note that the Grant to All Objects option appears when you run the wizard for the first time. Subsequently, the Grant to New Objects option appears each time you run the wizard.


	
Click Next.


	
Optionally, if you want to display a specific welcome page upon authentication, then select the Redirect Upon Successful Authentication option as shown in Figure 67-4.

You can either create a custom welcome page or let the wizard create a default one. To keep the process simple, select Generate Default.


Figure 67-4 Specify an Authenticated Welcome Page

[image: Description of Figure 67-4 follows]






	
The Summary page opens, as shown in Figure 67-5.


Figure 67-5 Summary Page

[image: Description of Figure 67-5 follows]






	
Click Finish.

It may take several moments for the wizard to complete.


	
On the Security Infrastructure Created dialog, click OK.









67.3.2 Automated Security Grants for WebCenter Services

Table 67-1 lists the security grants that are given automatically in a WebCenter Portal application, configured with standard Portal features.


Table 67-1 Automated Security Grants for WebCenter Portal Applications

	Role	Grant	Actions	Resource Name
	
anonymous-role

	
TaskflowPermission

	
View

	
/oracle/webcenter/siteresources/scopedMD/.*

/oracle/webcenter/portalapp/.*

/oracle/webcenter/navigationtaskflows/view/pagebreadcrumb-definition.xml#pagebreadcrumb-definition

/oracle/webcenter/navigationtaskflows/view/pagemenu-definition.xml#pagemenu-definition

/oracle/webcenter/navigationtaskflows/view/pagetree-definition.xml#pagetree-definition

/oracle/webcenter/navigationtaskflows/view/.*

/oracle/webcenter/.*


	
	
RegionPermission

	
View

	
oracle.webcenter.siteresources.scopedMD.*

oracle.webcenter.taskflow.view.ContainerPageDef

oracle.webcenter.taskflow.view.ViewerPageDef

oracle.webcenter.taskflowstyle.view.PreviewPageDef

oracle.webcenter.page.pstemplates.*

oracle.webcenter.portalapp.pagetemplates.*

oracle.webcenter.portalapp.pages.loginPageDef

oracle.webcenter.portalapp.pages.errorPageDef

oracle.webcenter.portalapp.pages.navigation_rendererPageDef


	
	
HierarchicalResource Permission

	
View

	
serviceID=oracle.webcenter.page,scopeID=s8bba98ff_4cbb_40b8_beee_296c916a23ed,resourceID=s8bba98ff_4cbb_40b8_beee_296c916a23ed


	
authenticated-role

	
RegionPermission

	
View

	
oracle.webcenter.portalwebapp.pages.adminPageDef

oracle.webcenter.collab.*

oracle.webcenter.doclib.*

oracle.webcenter.tagging.*


	
	
RegionPermission

	
Grant

	
oracle.webcenter.taskflow.view.ContainerPageDef


	
	
HierarchicalResourcePermission

	
Personalize,View

	
serviceID=oracle.webcenter.page,scopeID=s8bba98ff_4cbb_40b8_beee_296c916a23ed,resourceID=s8bba98ff_4cbb_40b8_beee_296c916a23ed


	
	
CatalogPermission

	
Create, Edit

	
/oracle/webcenter/quicklinks/scopedMD/.*


	
Administrator

	
HierarchicalResourcePermission

	
Create, Delete, Grant, Manage, Personalize,Update, View

	
serviceID=oracle.webcenter.page,scopeID=s8bba98ff_4cbb_40b8_beee_296c916a23ed,resourceID=s8bba98ff_4cbb_40b8_beee_296c916a23ed


	
	
WebCenterResourcePermission

	
Manag

	
oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_contentpresenter_.*

oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_datacontrol_.*

oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_navigation_.*

oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_pagestyle_.*

oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_catalog_.*

oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_pagetemplate_.*

oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_skin_.*

oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_taskflow_.*

oracle_webcenter_siteresource_s8bba98ff_4cbb_40b8_beee_296c916a23ed_taskflowstyle_.*








Table 67-2 lists the grants that are given when a service is consumed. A service is consumed whenever a component (from the Component Palette) or a task flow (from the Resource Palette) belonging to that service is added to a page.

Grants are added automatically to the jazn-data.xml file. They can be viewed and edited through the ADF Security Policy Editor. For more information, see Section 67.3.1, "Configuring ADF Security Settings."

If ADF security has not been configured for the application, then these grants are not added; however, if security is later configured, grants are added for all services that have been consumed in the application. Common grants are granted whenever any Oracle WebCenter service is consumed.


Table 67-2 Automated Security Grants for WebCenter Services

	Service	Role	Grant	Actions	Resource Name
	
Common

	
anonymous-role

	
TaskFlow Permission

	
View

	
/oracle/webcenter/framework/service/controller/taskflows/resourceViewer.xml#resourceViewer

/oracle/webcenter/security/peoplepicker/jsf/taskflows/peoplepicker.xml#peoplepicker

/oracle/webcenter/peopleconnections/personalweb/view/jsf/regions/profile-gallery.xml#profile-gallery

/oracle/webcenter/peopleconnections/profile/view/jsf/regions/extended/extended-profile.xml#extended-profile

/oracle/webcenter/peopleconnections/view/jsf/regions/profile-snapshot.xml#profile-snapshot

/oracle/webcenter/peopleconnections/connections/controller/taskflows/connections-main-view-taskflow.xml#connections-main-view-taskflow

/oracle/webcenter/peopleconnections/connections/controller/taskflows/connections-mini-view-taskflow.xml#connections-mini-view-taskflow

/oracle/webcenter/peopleconnections/connections/controller/taskflows/table-of-connections-taskflow.xml#table-of-connections-taskflow

/oracle/webcenter/peopleconnections/wall/controller/taskflows/WallDetailViewer.xml#WallDetailViewer

/oracle/webcenter/peopleconnections/wall/controller/taskflows/WallViewer.xml#WallViewer

/oracle/webcenter/peopleconnections/kudos/controller/taskflows/KudosDetailViewer.xml#KudosDetailViewer

/oracle/webcenter/peopleconnections/kudos/controller/taskflows/KudosMiniViewer.xml#KudosMiniViewer

/oracle/webcenter/activitystreaming/controller/taskflows/activity-streaming-mainview.xml#activity-streaming-mainview

/oracle/webcenter/activitystreaming/controller/taskflows/activity-streaming-miniview.xml#activity-streaming-miniview

/oracle/webcenter/peopleconnections/.*

/oracle/webcenter/activitystreaming/.*


	
	
authenticated-role

	
Region Permission

	
View

	
oracle.webcenter.security.peoplepicker.pageDefs.oracle_webcenter_security_peoplepicker_jsf_pages_PeoplePickerPagePageDef


	
	
authenticated-role

	
CustomPage Permission

	
View

	
oracle.webcenter.framework.service.view.pageDefs.resourceExternalPageDef


	
	
authenticated-role

	
Profile Permission

	
Edit, Share, View

	
/oracle/webcenter/peopleconnections/profile/s8bba98ff_4cbb_40b8_beee_296c916a23ed/.*


	
	
Administrator

	
WCApp Permission

	
Manage

	
application


	
	
Administrator

	
Profile Permission

	
Manage

	
/oracle/webcenter/peopleconnections/profile/s8bba98ff_4cbb_40b8_beee_296c916a23ed/.*


	
Announcement

	
anonymous-role

	
TaskFlow Permission

	
View

	
/oracle/webcenter/collab/announcement/view/taskflows/main-view-definition.xml#announcement-main-view

/oracle/webcenter/collab/announcement/view/taskflows/mini-view-definition.xml#announcement-mini-view

/oracle/webcenter/collab/announcement/view/taskflows/link-existing-view-definition.xml#link-existing-view-definition

/oracle/webcenter/collab/announcement/view/taskflows/config-view-definition.xml#announcement-config-view

/oracle/webcenter/collab/announcement/view/taskflows/announcement-view-definition.xml#announcement-resource-view

/oracle/webcenter/collab/announcement/view/taskflows/.*


	
	
authenticated-role

	
Region Permission

	
View

	
oracle.webcenter.collab.announcement.view.pageDefs.oracle_webcenter_collab_announcement_view_jsf_pages_AnnouncementLinkExistingViewPageDef

oracle.webcenter.collab.announcement.view.pageDefs.oracle_webcenter_collab_announcement_view_jsf_pages_AnnouncementLinkResourceViewPageDef


	
Composer

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/adfinternal/pageeditor/.*


	
Discussions

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/webcenter/collab/forum/view/taskflows/main-task-flow.xml#forum-main

/oracle/webcenter/collab/forum/view/taskflows/miniview-task-flow.xml#forum-miniview

/oracle/webcenter/collab/forum/view/taskflows/popularTopic-task-flow.xml#forum-popularTopic

/oracle/webcenter/collab/forum/view/taskflows/recentTopic-task-flow.xml#forum-recentTopic

/oracle/webcenter/collab/forum/view/taskflows/watchedTopic-task-flow.xml#forum-watchedTopic

/oracle/webcenter/collab/forum/view/taskflows/watchedForum-task-flow.xml#forum-watchedForum

/oracle/webcenter/collab/forum/view/taskflows/config-task-flow.xml#forum-config-view

/oracle/webcenter/collab/forum/view/taskflows/link-existing-task-flow.xml#forum-link-existing

/oracle/webcenter/collab/forum/view/taskflows/link-new-task-flow.xml#forum-link-new

/oracle/webcenter/collab/forum/view/taskflows/message-task-flow.xml#forum-message

/oracle/webcenter/collab/forum/view/taskflows/resource-view-task-flow.xml#forum-resource-view

/oracle/webcenter/collab/forum/view/taskflows/scope-config-task-flow.xml#forum-scope-config-view

/oracle/webcenter/collab/forum/view/taskflows/.*


	
	
authenticated-role

	
Region Permission

	
View

	
oracle.webcenter.collab.forum.view.pageDefs.oracle_webcenter_collab_forum_view_jsf_pages_ForumLinkExistingViewPageDef

oracle.webcenter.collab.forum.view.pageDefs.oracle_webcenter_collab_forum_view_jsf_pages_ForumLinkNewViewPageDef

oracle.webcenter.collab.forum.view.pageDefs.oracle_webcenter_collab_forum_view_jsf_pages_ForumLinkResourceViewPageDef


	
Documents

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/webcenter/doclib/view/jsf/taskflows/presenter/contentPresenter.xml#doclib-content-presenter

/oracle/webcenter/doclib/view/jsf/taskflows/docListViewer.xml#doclib-document-list-viewer

/oracle/webcenter/doclib/view/jsf/taskflows/docViewer/docInfo.xml#doclib-document-information

/oracle/webcenter/doclib/view/jsf/taskflows/explore/explorer.xml#doclib-explorer

/oracle/webcenter/doclib/view/jsf/taskflows/treeNav/treeNavigator.xml#doclib-navigator

/oracle/webcenter/doclib/view/jsf/taskflows/docViewer/documentViewer.xml#doclib-document-viewer

/oracle/webcenter/doclib/view/jsf/taskflows/folderViewer/folderView.xml#doclib-folder-viewer

/oracle/webcenter/doclib/view/jsf/taskflows/mainView.xml#doclib-document-library

/oracle/webcenter/doclib/view/jsf/taskflows/miniProperties/miniProperties.xml#doclib-mini-properties

/oracle/webcenter/doclib/view/jsf/taskflows/recentDocuments.xml#doclib-recent-documents

/oracle/webcenter/doclib/view/jsf/taskflows/richTextEditor/editor.xml#doclib-richtext-editor

/oracle/webcenter/doclib/view/jsf/taskflows/upload/uploader.xml#doclib-upload-document

/oracle/webcenter/doclib/view/jsf/taskflows/versionHistory/history.xml#doclib-version-history

/oracle/webcenter/blog/view/jsf/taskflows/blogDigestViewer/blog-main-view.xml#blog-main-view

/oracle/webcenter/doclib/view/jsf/taskflows/.*

/oracle/webcenter/blog/view/jsf/taskflows/.*


	
	
authenticated-role

	
Region Permission

	
View

	
oracle.webcenter.doclib.view.jsf.*

oracle.webcenter.blog.view.jsf.*


	
External Application

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/adfinternal/extapp/view/fragments/extapp-credential-provisioning-taskflow.xml#extapp-credential-provisioning-taskflow

/oracle/adfinternal/extapp/view/fragments/extapp-change-password-taskflow.xml#extapp-change-password-taskflow


	
Links

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/webcenter/relationship/view/jsf/resources/links-detail.xml#links-detail

/oracle/webcenter/relationship/view/jsf/resources/links-detail-popup.xml#links-detail-popup

/oracle/webcenter/relationship/view/jsf/resources/links-to-service.xml#link-to-service

/oracle/webcenter/relationship/view/jsf/resources/links-picker-popup.xml#links-picker-popup

/oracle/webcenter/relationship/url/view/jsf/taskflows/linkToUrl.xml#link-to-url


	
	
Administrator

	
Relationship Permission

	
Manage

	
*s8bba98ff_4cbb_40b8_beee_296c916a23ed/.*


	
Lists

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/webcenter/list/view/jsf/regions/main-view-task-flow.xml#main-view-task-flow

/oracle/webcenter/list/view/jsf/regions/list-instance-view-task-flow.xml#list-instance-view-task-flow

/oracle/webcenter/list/view/jsf/regions/.*


	
	
authenticated-role

	
Region Permission

	
View

	
/oracle/webcenter/list/templates/lists/.*


	
	
Administrator

	
List Permission

	
View

	
/oracle/webcenter/list/scopedMD/s8bba98ff_4cbb_40b8_beee_296c916a23ed/lists/.*


	
Mail

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/webcenter/collab/mail/view/jsf/regions/compose-task-flow.xml#mail-compose-view

/oracle/webcenter/collab/mail/view/jsf/regions/content-view-definition.xml#mail-content-view

/oracle/webcenter/collab/mail/view/jsf/regions/dl-config-definition.xml#dl-config-view

/oracle/webcenter/collab/mail/view/jsf/regions/mini-view-definition.xml#mail-mini-view

/oracle/webcenter/collab/mail/view/jsf/regions/.*


	
	
authenticated-role

	
Region Permission

	
View

	
oracle.webcenter.collab.mail.view.pageDefs.oracle_webcenter_collab_mail_view_jsf_pages_ComposeviewPageDef

oracle.webcenter.collab.mail.view.pageDefs.oracle_webcenter_collab_mail_view_jsf_pages_ContentViewPageDef


	
Notifications

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/webcenter/notification/view/jsf/regions/SubscriptionPreferences.xml#SubscriptionPreferences

/oracle/webcenter/notification/view/jsf/regions/SubscriptionsViewer.xml#SubscriptionsViewer


	
Page

	
anonymous-role

	
TaskFlow Permission

	
View

	
/oracle/webcenter/page/view/jsf/fragments/page-create-page.xml#page-create-page

/oracle/webcenter/page/view/jsf/fragments/page-doc-prop-panel-definition.xml#page-doc-prop-panel-definition

/oracle/webcenter/page/view/jsf/fragments/page-doc-sec-panel-definition.xml#page-doc-sec-panel-definition

/oracle/webcenter/page/view/jsf/fragments/golink-prop-panel-definition.xml#golink-prop-panel-definition


	
	
authenticated-role

	
Region Permission

	
Create

	
oracle_webcenter_page_scopedMD_s8bba98ff_4cbb_40b8_beee_296c916a23ed_.*


	
	
Administrator

	
Region Permission

	
Customize, Edit, Grant, Personalize, View

	
oracle_webcenter_page_scopedMD_s8bba98ff_4cbb_40b8_beee_296c916a23ed_.*


	
Polls

	
anonymous-role

	
Taskflow Permission

	
View

	
/oracle/webcenter/collab/survey/view/jsf/taskflows/list-surveys-definition.xml#list-surveys

/oracle/webcenter/collab/survey/view/jsf/taskflows/take-survey-definition.xml#take-survey

/oracle/webcenter/collab/survey/view/jsf/taskflows/quick-poll-definition.xml#quick-poll

/oracle/webcenter/collab/survey/view/jsf/taskflows/view-results-definition.xml#view-results

/oracle/webcenter/collab/survey/view/jsf/taskflows/take-polls-definition.xml#take-polls

/oracle/webcenter/collab/survey/view/jsf/taskflows/empty-definition.xml#empty-definition

/oracle/webcenter/collab/survey/view/jsf/taskflows/.*


	
Recent Activities

	
anonymous-role

	
TaskFlow Permission

	
View

	
/oracle/webcenter/recentactivity/controller/taskflows/recent-activities.xml#recent-activities

/oracle/webcenter/recentactivity/controller/taskflows/.*


	
RSS

	
anonymous-role

	
TaskFlow Permission

	
View

	
/oracle/webcenter/rssviewer/view/jsf/fragments/RSSViewerTaskFlow.xml#RSSViewerTaskFlow

/oracle/webcenter/rssviewer/view/jsf/fragments/.*


	
Search

	
anonymous-role

	
TaskFlow Permission

	
View

	
/oracle/webcenter/search/controller/taskflows/searchResults.xml#search-view

/oracle/webcenter/search/controller/taskflows/localToolbarSearch.xml#search-toolbar

/oracle/webcenter/search/controller/taskflows/preferences.xml#search-preferences

/oracle/webcenter/search/controller/taskflows/allSavedSearches.xml#all-saved-searches

/oracle/webcenter/search/controller/taskflows/simpleSearchResults.xml#search-simple-view

/oracle/webcenter/search/controller/taskflows/customize.xml#search-customize

/oracle/webcenter/search/controller/taskflows/.*


	
Tags

	
anonymous-role

	
TaskFlow Permission

	
View

	
/oracle/webcenter/tagging/controller/taskflows/related-links.xml#tagging-related-links

/oracle/webcenter/tagging/controller/taskflows/launch-dialog.xml#tagging-launch-dialog

/oracle/webcenter/tagging/controller/taskflows/tagging-personal-view.xml#tagging-personal-view

/oracle/webcenter/tagging/controller/taskflows/tag-selection.xml#tag-selection

/oracle/webcenter/tagging/controller/taskflows/related-resources.xml#related-resources

/oracle/webcenter/tagging/controller/taskflows/tag-center-task-flow.xml#tag-center

/oracle/webcenter/tagging/controller/taskflows/tag-center-related-tags.xml#tag-center-related-tags

/oracle/webcenter/tagging/controller/taskflows/tag-center-related-users.xml#tag-center-related-users


	
	
authenticated-role

	
Region Permission

	
View

	
oracle.webcenter.tagging.view.pageDefs.oracle_webcenter_tagging_view_jsf_fragments_launch_dialogPageDef

oracle.webcenter.tagging.view.pageDefs.oracle_webcenter_tagging_view_jsf_fragments_tag_centerPageDef

oracle.webcenter.tagging.view.pageDefs.oracle_webcenter_tagging_view_jsf_fragments_tag_center_related_resourcesPageDef

oracle.webcenter.tagging.view.pageDefs.oracle_webcenter_tagging_view_jsf_fragments_tag_center_related_tagsPageDef

oracle.webcenter.tagging.view.pageDefs.oracle_webcenter_tagging_view_jsf_fragments_tag_center_related_usersPageDef

oracle.webcenter.tagging.view.pageDefs.oracle_webcenter_tagging_view_jsf_fragments_tag_center_tag_selectionPageDef


	
Worklist

	
anonymous-role

	
TaskFlow Permission

	
View

	
/oracle/webcenter/worklist/view/jsf/taskFlowDefs/worklist.xml#worklist

/oracle/webcenter/worklist/view/jsf/taskFlowDefs/.*














67.4 Using the Role Manager Task Flow

The Role Manager task flow lets administrators manage application roles, its memberships, and associate service permissions for the role. The Role Manager task flow is available out-of-the-box from the runtime Administration page's Security tab for applications built using the WebCenter Portal application template. For information on how to use the Role Manager runtime to manage and configure users and application roles, see "Managing Users and Application Roles" in the Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.

To prevent customizations from being overwritten during updates, the source for the Administration page should not be customized. You can, however, choose to write your own administration page if the default administration page is not sufficient, in which case you can use the Role Manager task flow as part of your application's runtime security administration. Follow the steps below to add it a JSF or JSP page and include it in your application.

To add the Role Manager task flow to your WebCenter Portal application:

	
Create a new application choosing WebCenter Portal Application as the application type.


	
Create the application adding any project technology libraries that the application may require. Do not uncheck the Configure the application with standard Portal features check box.


	
Create a new JSF or JSP page.


	
From the Resource Palette, expand WebCenter Services Catalog, and from the list of Task Flows, select the Security - Role Manager task flow.


Figure 67-6 Resource Palette - WebCenter Services Catalog

[image: Description of Figure 67-6 follows]






	
Drag the Role Manager task flow onto the page you created as a region.


Figure 67-7 Role Manager Task Flow

[image: Description of Figure 67-7 follows]






	
Build the application, log in as an administrator, and navigate to the page containing the role Manager task flow.









67.5 Using the Enterprise Role Member Task Flows

The Enterprise Role Member task flows provide additional task flows to the Role Manager task flow that you can add to a page to monitor enterprise users and roles. The members shown are both roles and users, with the result shown in a tree structure. Roles can be further expanded to see their members.

To add the task flows, follow the same steps as for the Role Manager task flow (see Section 67.4, "Using the Role Manager Task Flow"), substituting one of the task flows described below. Note that all of the Enterprise Role Members task flows take a single mandatory parameter which is the enterprise role name.

	
Security - Enterprise Role Members

This task flow shows a list of the members for a specified role.


	
Security - Enterprise Role - Members Search

This task flow does a nested search of members using a pattern for the specified role and shows the list of members.


	
Security - Enterprise Role - Members Viewer

This task flow shows the Members and Search tabs that are shown for the Enterprise Role Members and Members Search task flows in a single page.









67.6 Using the Page Hierarchy Security Editor

This section describes how to use page hierarchy security to provide inherited and delegated security for WebCenter Portal application pages. It includes the following sections:

	
Section 67.6.1, "Introduction to Page Hierarchy Security"


	
Section 67.6.2, "Building a Page Hierarchy"






67.6.1 Introduction to Page Hierarchy Security

This section describes the page hierarchy model and how page hierarchy security works within a WebCenter Portal application.

This section includes the following subsections:

	
Section 67.6.1.1, "Page Hierarchy Model"


	
Section 67.6.1.2, "Page-level and Page Hierarchy Security"


	
Section 67.6.1.3, "Inherited and Delegated Security"






67.6.1.1 Page Hierarchy Model

A page hierarchy has a default security policy that is set at the root of the hierarchy. Unless explicitly overridden, this policy applies to all pages underneath. At any page in the hierarchy, it is possible to override the inherited policy with a new overriding policy, allowing for delegated administration and modifying the policy at the subordinate pages. Once the policy is overridden for a particular page, the children of that page, by default, will inherit the new policy. The policy established at any node is a list of grants indicating what permissions each of the grantees has on that page and its children, if any.

When you create a WebCenter Portal Application, a default navigation model is created for you that also contains the root node of a page hierarchy. These two structures work independently and collectively to provide the navigation flow and secured access to pages for your application. Figure 67-8 shows the default navigation model (default-navigation-model.xml), which includes a node for the default page hierarchy (pages.xml).


Figure 67-8 Default Navigation Model

[image: Description of Figure 67-8 follows]






You can add additional navigation models to, for example, provide different navigation views for specific user groups. For each navigation you can also add one or more page hierarchy nodes to provide a more granular navigation and security model. For more information about creating new navigation models, see Section 10.2, "Creating a Navigation Model." For more information about adding page hierarchies to a navigation, see Section 10.3.5, "How to Add a Page Hierarchy to a Navigation Model."

Although there is only a single page hierarchy within your application, any node within that hierarchy can be used as the root node in a navigation model. For example, you might have a page hierarchy that contains top level nodes for Human Resources, Support, Sales, Administration, and so forth. Each of these nodes can be added to the navigation model separately to create navigation only to that section of the page hierarchy.


Figure 67-9 Page Hierarchy Root Node Permissions

[image: Description of Figure 67-9 follows]






Figure 67-9 shows the page hierarchy root node and the associated permissions. From the root node you can start building your page hierarchy by adding or dragging pages into it. Note that the "Manage" permission appears only on the root node, and only for the administrator. This allows the administrator to delegate security and have full access to all pages within the hierarchy regardless of any security overrides downstream. In short, a user with "manage" permission on the root node is a super admin and has all access to all pages in the entire hierarchy.






67.6.1.2 Page-level and Page Hierarchy Security

A page hierarchy provides an alternative security mechanism to page-level security for your WebCenter Portal application. Although you can add pages to your application and provide security for them without making them a part of a page hierarchy, a page hierarchy provides a convenient and more manageable way to secure the content for large sites. By simply adding a hierarchy node to the hierarchy root or home node and dragging and dropping pages into it, you can very quickly provide basic security for them.




	
Note:

Although page-level security can co-exist with page hierarchy security, you cannot apply both page-level and page hierarchy security to the same page. Note also that if you add a page to a hierarchy node, all previous page-level permissions are purged.












67.6.1.3 Inherited and Delegated Security

The page hierarchy model uses a node structure that provides cascaded, role-based security where each child node inherits its parent's security permissions. By adding pages to a node you can quickly configure security for your application pages.

To be able to perform any action at a particular node, you need to have the required permission at the node or its immediate parent that delegates (overrides) security. However in order to view a page, you need to have view access for all pages up the hierarchy right till the root page.

As well as providing basic security inherited from a node's parent, you can also apply delegated security to child nodes to limit or override the security that would otherwise have been inherited. These aspects of page hierarchy security are described in Section 67.6.2, "Building a Page Hierarchy."




	
Note:

Inherited security is cascaded through a root node that can initially only be populated by an administrator. For other users to be able to create and delegate permissions the administrator must first delegate those permissions. In all cases, permissions are only cascaded down in the tree (that is, a user cannot change settings for a parent node). A user can also only delegate the rights they have themselves or a subset of those rights to another user.














67.6.2 Building a Page Hierarchy

This section explains how to use page hierarchy security to automatically cascade a parent page's role-based security settings to its child pages, and how to "delegate" security for individual page nodes.

This section contains the following subsections:

	
Section 67.6.2.1, "Adding a Page Hierarchy to a Navigation"


	
Section 67.6.2.2, "Adding Pages to a Page Hierarchy"


	
Section 67.6.2.3, "Delegating Security"






67.6.2.1 Adding a Page Hierarchy to a Navigation

In addition to the default page hierarchy in the default navigation model, you can add page hierarchy nodes from the default page hierarchy to the navigations within your application as root nodes. For more information about adding a page hierarchy to a navigation, see Section 10.3.5, "How to Add a Page Hierarchy to a Navigation Model."






67.6.2.2 Adding Pages to a Page Hierarchy

This section describes how to add JSF or JSP pages to a page hierarchy.




	
Note:

To avoid issues with conflicting inherited security models, a page can only appear once in the page hierarchy.







To add a JSF or JSP page to a page hierarchy:

	
Open the page hierarchy editor in JDeveloper:

	
Right-click the /oracle/webcenter/portalapp/pagehierarchy folder

or


	
Right-click any .jspx page under /oracle/webcenter/portalapp and select Edit Page Hierarchy from the context menu





	
Select the node to which you want to add pages, and either:

	
Click the Add page icon and use the browser to locate and add the page

or


	
Drag and drop the page from the Navigator under the appropriate node





	
Continue by adding additional pages as required, or use the Remove Page icon to delete any unwanted pages.









67.6.2.3 Delegating Security

This section describes how to override inherited security by delegating permissions for a node and its child pages. You can also delegate security for pages using the runtime Administration page. For more information about delegating security using the runtime Administration page, see "Managing Application Roles and Permissions" in the Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.

To override inherited security with delegated security:

	
Open the page hierarchy (pages.xml) in JDeveloper.


	
Select the node at which to begin overriding inherited security.


	
Check or uncheck the Visible checkbox to specify whether the page or resource is displayed. Check the checkbox if you want the resource to be displayed to all users at all times. Uncheck the checkbox to hide the resource from all users at all times.


	
Select Delegate Security.

The Security options for delegating security displays (see Figure 67-10).


Figure 67-10 Page Hierarchy - Delegate Security

[image: Description of Figure 67-10 follows]






	
Check or uncheck permissions for the roles for this page and its child pages.


	
To specify permissions for another available user role, click the Add icon (+) and select the desired role. A new row will be created in the table for this role. To remove the permissions for an existing role, select the corresponding row in the table and click the Delete (X) icon.




	
Note:

The role names in the Add list correspond to the application roles that have been defined in the policy store for the application. Delegating security is limited to only application roles at design time. You can, however, add user and enterprise roles at runtime using the runtime Administration page, as described in "Managing Application Roles and Permissions" in the Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.



















67.7 Creating Login Pages and a Login Component

You can add login and logout links to your public welcome page or other page using a login backing bean (LoginBackingBean) so that users can explicitly log in and out while they are in the application. The bean provides methods that can be used by the user to log in and log out.

To use the bean, create a simple page and bind it to the bean to do the login and logout as described in the following steps:

	
Create a JSF page.


	
Add the LoginBackingBean to the faces-config.xml or taskflow.xml file.


	
Create a page with user name, password, login and logout links.


	
Bind the user name and password to the bean's user name and password.


	
Map the login and logout links to the doLogin and doLogout method respectively as shown in the example below:


           <af:subform id="pt_sf1" defaultCommand="pt_logincb"
                          rendered="#{attrs.showLogin and !securityContext.authenticated}">
                <af:panelFormLayout id="pt_pfl1">
                  <af:panelLabelAndMessage id="pt_plam1" label="User Name"
                                           styleClass="NoLabelWrap"
                                           labelStyle="font-size:small;color:white;">
                    <af:inputText id="pt_it1" simple="true"
                                  value="#{o_w_s_l_LoginBackingBean.userName}"
                                  columns="15"/>
                  </af:panelLabelAndMessage>
                  <af:panelLabelAndMessage id="pt_plam2" label="Password"
                                           styleClass="NoLabelWrap"
                                           labelStyle="font-size:small;color:white;">
                    <af:inputText id="pt_it2" simple="true"
                                  value="#{o_w_s_l_LoginBackingBean.password}"
                                  columns="15" secret="true"/>
                  </af:panelLabelAndMessage>
                </af:panelFormLayout>
                <af:spacer width="3" height="3" id="pt_s2"/>
                <af:panelGroupLayout id="pt_pgl14" layout="horizontal"
                                     halign="end">
                  <af:commandLink id="pt_logincb" text="Login"
                                  action="#{o_w_s_l_LoginBackingBean.doLogin}"
                                  inlineStyle="font-size:small;color:white;"/>
                  <af:spacer id="pt_s3" width="5px"/>
                </af:panelGroupLayout>
              </af:subform>


The login and logout methods return values which can be mapped to actions and used in the navigation rules of faces-config.xml.









67.8 Creating a Login Portlet

Refer to the Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework for information about creating a login portlet for your application.






67.9 Adding Portlets to a Login Page

The Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework describes how you can create an ADF Faces-based login page for your application. In this section, you will add some portlets to such a login page so that the login page becomes indistinguishable from the other pages in your WebCenter Portal application.

Make sure your portlet producers have been registered before proceeding. See Section 63.2, "Registering Portlet Producers with a WebCenter Portal Application" for details.

To add portlets to the login page, perform the following steps:

	
Drag a PanelCustomizable onto the h:form tag that is inside the first cust:panelCustomizable tag you added to the login page.


	
From the Component Palette, select RichTextPortlet Producer, then select the Rich Text portlet from the list and drag it onto the PanelCustomizable component.


	
From the Component Palette, select ADF Faces Core and drag an ObjectSeparator below the Rich Text portlet on the PanelCustomizable component.


	
From the Component Palette, select OmniPortlet Producer, then select the OmniPortlet from the list and drag it onto the PanelCustomizable component.


	
Save the page.




Because the login page is called from the container as part of the login process, the request must be forwarded to the ADF binding filter to establish the appropriate portlet and security context. To do this, you must configure a mapping for the ADF Binding filter in the web.xml file. To do this, perform the following steps:

	
In the Applications Navigator, expand the WEB-INF node, right-click web.xml and select properties to open the property palette.


	
Select Filter Mappings in the left panel and click add to define a new mapping for the adfBindings Filter. This displays the Create Web Application Filter Mapping dialog box.


	
Specify adfBindings for the filter name and click the Servlet Name option and specify Faces Servlet as the servlet name. Ensure that the Forward and Include dispatcher types are selected as shown in Figure 67-11.


Figure 67-11 Create Web Application Filter Mapping Dialog Box

[image: Description of Figure 67-11 follows]






	
Click OK.




Follow the steps in the Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework to complete the creation of the login page.






67.10 Creating a Self-Registration Page

You can create a self-registration page using the WebCenter Spaces self-registration task flow, or build a custom self-registration page based on a provided sample that shows how to use the user and role APIs provided in CreateUserHelper. This type of self-registration provides a way for public users to create their own login and password for your application.

You can also invite users who may, for example, be outside your organization to self-register using the WebCenter Spaces public invitation task flow. For more information about these two types of self-registration pages and their runtime behaviour, see the chapter on "Enabling Self-Registration" in Oracle Fusion Middleware User's Guide for Oracle WebCenter Spaces.

This section contains the following subsections:

	
Section 67.10.1, "Integrating the WebCenter Spaces Self-Registration Task Flow"


	
Section 67.10.2, "Building a Custom Self-Registration Page"






67.10.1 Integrating the WebCenter Spaces Self-Registration Task Flow

You can integrate the self-registration page provided in WebCenter Spaces in a WebCenter Portal application as described below. For information about the runtime behaviour of the task flow, see "Enabling Anyone to Self-Register" in the Oracle Fusion Middleware User's Guide for Oracle WebCenter Spaces.

To consume the WebCenter Spaces self-registration task flow:

	
Open or create a WebCenter Portal application in JDeveloper.


	
Create a JSPX page.


	
From the Resource Palette, expand the task flows and drag and drop the self-registration task flow onto the page.


	
Create a mail connection and an external application with public credentials and connect the external application to the mail connection. Make this the mail default connection.


	
Run the page with the self-registration task flow to see the runtime self-registration page.









67.10.2 Building a Custom Self-Registration Page

The example self-registration page described below provides a simple page that accepts the user's firstname, lastname, mailid, login name and password. Use the sample files as a starting point for use within your local environment, or build your own self-registration page and logic using the user and role APIs provided in CreateUserHelper. You can use the property set of the user profile attributes provided in the sample and add more attributes to the user as required.

To create the sample self-registration page:

	
Unzip the security samples files in security-samples.zip found in the webcenter/customportal directory in the WebCenter extension bundle.


	
Copy the CreateUserBean.java and CreateUserHelper.java files into the application sources folder for your WebCenter Portal application.


	
Copy the TestCreateUserPage.jspx file into the public-html folder.


	
Edit the TestCreateUserPage.jspx file to suit the local environment and local requirements.


	
Run the TestCreateUserPage.jspx page to view the self-registration page.









67.10.3 Creating a Self-Registration Invitation Page

You can create a public invitation to self-register page in your WebCenter Portal application using the WebCenter Spaces public invitation task flow. For information about the runtime behavior of the task flow, see "Enabling Self-Registration by Invitation Only" in the Oracle Fusion Middleware User's Guide for Oracle WebCenter Spaces.

To consume the self-registration invitation task flow:

	
Open or create a WebCenter Portal application in JDeveloper.


	
Create a JSPX page.


	
From the Resource Palette, expand the task flows and drag and drop the self-registration invitation task flow onto the page.


	
Grant the following CredentialAccessPermission in jazn-data.xml to oracle.webcenter.framework.view/-

The jazn-data.xml file should like like the following:


<permission>
<class>oracle.security.jps.service.credstore.CredentialAccessPermission</class>
<name>context=SYSTEM,mapName=o.webcenter.security.selfreg,keyName=o.webcenter.security.selfreg.hmackey</name>
<actions>read,write</actions>
</permission>


	
Run the page with the self-registration task flow to see the runtime self-registration invitation page.











67.11 Creating a Reset Password Page

The following example provides a simple reset password page that accepts a username and new password. Use the sample files as a starting point for use within your local environment, or build your own reset password page and logic using the user and role APIs provided in ResetPasswordHelper to change the password.

To create the sample reset password page:

	
Unzip the security samples files in security-samples.zip found in the webcenter/customportal directory in the WebCenter extension bundle.


	
Copy the ResetPasswordBean.java and ResetPasswordHelper.java files into the application sources folder for your WebCenter Portal application.


	
Copy the TestResetPasswordPage.jspx file into the public-html folder.


	
Edit the TestResetPasswordPage.jspx file to suit the local environment and local requirements.


	
Run the TestResetPasswordPage.jspx page to view the reset password page.









67.12 Configuring Basic Authentication for Testing Portlet Personalization

Portlet personalizations are tied to particular, authenticated users. Hence, when running a portlet that has an Edit mode, the Personalize option in the portlet's dropdown menu only appears to authenticated users of the application. Anonymous or public users will not have the option to personalize the portlet. If you are a developer creating portlets and pages, then you may want to quickly test the Edit mode of your portlet without creating a complete security model for your application. To perform this sort of testing, you can easily configure some very basic authentication for your application and then remove it when you have finished testing:




	
Note:

This procedure is useful for any portlet that has an Edit mode (Omniportlet, Web Clipping, JPS, and PDK-Java).







	
Create a user sking and the role manager. See the Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework for information about creating users and roles.


	
Secure your application using the ADF Security Wizard. See the Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework for the steps to be performed. On the Login page of the wizard, select HTTP Basic Authentication (RFC 2617). This specifies that the application will use basic authentication.


	
Run the page in the integrated WLS and log in as a valid user and test your portlet's edit mode.




When you are done testing your portlet's Edit mode, you can quickly remove this test security by do the following:

	
In the Applications Navigator, click the project that contains a page with the portlet you want to test.


	
From the Tools menu, choose ADF Security Wizard.


	
If the Welcome page appears, then click Next.


	
Choose Remove All ADF Security Settings.


	
Click Next until you come to the Finish page of the wizard. Click Finish. The security is removed. If you want to ensure that the security has been removed, then exit your browser and rerun the application. When you access the page, you are not prompted to login and the personalize option no longer available from the portlet's dropdown menu.









67.13 Working with External Applications

Oracle WebCenter Framework defines an external application as any application that implements its own authentication process. That is, an application that does not take part in the WebCenter Framework application's single sign-on process. In some cases, the identity management solution may be the same, but the authentication process can be different.

When WebCenter Framework Service interacts with an application that handles its own authentication, you can associate that service with an external application to allow for credential provisioning. Therefore, the use of an external application definition provides a means of accessing content from these independently authenticated applications.

To replicate a single sign-on experience from the end user's perspective, the external application service captures the username and password, and any other credentials for the external application, and supplies it to the WebCenter service requiring it. The WebCenter service then uses this and logs in on behalf of the end user. This username and password combination is securely stored in a credential store configured for the WebLogic domain where the application is deployed.

The user provides login credentials when prompted, and these credentials are mapped to the WebCenter application user and stored in the credential store configured for the domain. The credential store subsequently supplies that information during authentication to the external application. Unless the external application's credentials change, the user supplies the credentials only once as the mapped information is read from the credential store for future requests.




	
Note:

When logging in to an external application, if you clear the Remember My Login Information checkbox, then the credentials provisioned for that user session are lost if there is a failover in a high availability (HA) environment. You are prompted to specify the credentials again if you try to access the external application content in the same user session.







The external applications that are to be used by the WebCenter Portal application can be specified before deployment through a wizard in Oracle JDeveloper, or post-deployment through the application server management interfaces (WebLogic Scripting Tool and Oracle Enterprise Manager). See Oracle Application Server Administrator's Guide for more information.

This section contains the following:

	
Section 67.13.1, "Using External Applications"


	
Section 67.13.2, "Supplying User Credentials"


	
Section 67.13.3, "Managing External Applications"






67.13.1 Using External Applications

The WebCenter External Application Service provides a way for mapped user identities to be passed to a web application that requires its own authentication. The support for external applications and credential mapping provided by the WebCenter External Application Service can be used to set up a secured service connection and to provide a seamless automated single sign-on experience for the user.

This is described in the following sections:

	
Section 67.13.1.1, "Secured Service Connections"


	
Section 67.13.1.2, "Automated Single Sign-On"






67.13.1.1 Secured Service Connections

To use an external application definition with a secured service (such as a mail server or portlet producer) you associate the named external application with the connection configuration to the required service. For example, the connection to a mail server requires the user to supply a valid username and password to see their mail. Therefore, by associating an external application to the IMAP server connection definition, the user's credentials are automatically passed as part of the mail request as shown in Figure 67-12.




	
Note:

The following WebCenter Services must be configured with external applications for credential mapping support to be available:
	
Instant Messaging and Presence (IMP)


	
Mail


	
Documents


	
RSS




For more information about the identity propagation mechanisms used by WebCenter Services, see Section 67.16, "Identity Propagation Mechanisms".










Figure 67-12 Configure a New Mail Connection Page

[image: Description of Figure 67-12 follows]






When a portlet producer depends on an application that handles its own authentication, you can associate the producer with an external application so that when you register the producer it is a simple task to select the appropriate external definition that maps to the application that is exposed within the portlet, as shown in Figure 67-13.


Figure 67-13 External Application URL

[image: Description of Figure 67-13 follows]






At run time, the producer uses the information associated with the external application to authenticate the user to the application, and consequently consume its portlets. The producer code is responsible for actually performing the authentication interaction with the external application. The external application support provided with WebCenter Framework simply provides the information needed for authentication to the portlet producer. The use of external applications is supported for both Oracle PDK-Java as well as WSRP producers.

For example, a producer provides a stock portfolio portlet from a portlet-producing application that has its own authentication mechanism. In this case the developer:

	
Defines the external application. This can be done through the Oracle JDeveloper wizard or through Oracle Enterprise Manager.


	
Associates the external application with the portlet producer.









67.13.1.2 Automated Single Sign-On

With automated single sign-on, the user directly links to the application and is automatically authenticated to the secured web application, as their credentials are retrieved from the credential store. This provides the end user with a seamless single sign-on experience.




	
Note:

Automated login is not supported for:
	
External applications using BASIC authentication.


	
External applications configured for SSO.


	
External applications with a customized login form (built using ADF Faces) that does not implement the J2EE security container login method j_security_check for authentication.


	
External sites that do not support UTF8 encoding












Rather than using a URL directly to the web application, links to the application are proxied through the external application's automated login servlet (adfextapplogin). If the user is not authenticated to the external application and they have not previously stored their credentials in the credential store, they will be challenged for their password through the credential provisioning page discussed below. If, however, the user has previously defined credentials, they will be returned from the credential store and the user will automatically be logged on to the application.

The proxy URL references the external application in question and redirects to the URL that is specified in the external application definition.

/adfextapplogin?extappid=<extappid>

For example, if you had a WebCenter Portal application in which you defined an external application that represented the myoracle.com Web site (external application identifier is "myoracle"), the proxy URL would look like this:

/adfextapplogin?extappid=myoracle

The link's target attribute should also be set appropriately. For example, if you use <a href=>, then set the target attribute appropriately in addition to specifying the target in the href. The target attribute specified for the servlet will determine how the Cancel button functions as described below.

/adfextapplogin?extappid=<extappid> [target= _self | _blank]

If you specify target=_blank the link opens in new window. If you specify target=_self the link opens in current window. If the target parameter is not specified the link opens in current window.

This parameter also affects how the Cancel button on the credential provisioning page works. If _blank is specified, the new window is closed when Cancel is clicked; if _self is specified (or the target parameter is not used), the user is returned to the calling page.




	
Note:

Automated login for external sites is not supported for sites that do not support UTF8 encoding.














67.13.2 Supplying User Credentials

How you allow an end user to define their credentials for an external application depends on the use of the external application. For most services, the credential provisioning screen is incorporated into the task flow that the service exposes and for these no further configuration steps are required. You can, however, add the External Application - Change Password task flow component to applications using these services thereby allowing the end user to preemptively set the appropriate user name and password for each of the external applications that is registered with your WebCenter Portal application.

The External Application - Change Password task flow displays all external applications defined in the application that do not specify shared credentials (for more information about shared credentials, see Section 67.13.3, "Managing External Applications"). Note that the user must to be authenticated to view this task flow.

For the Instant Messaging and Presence service, however, you must explicitly add the External Application - Change Password task flow component to your application from the Resource Palette or Component Palette. For step-by-step instructions on how to configure security for the Instant Messaging and Presence service using the External Application - Change Password task flow component, see Section 34.2.2, "Adding the IMP Service at Design Time".

At run time, the credential provisioning screen displays login data fields composed of the data fields specified through external application registration. Users fill in the data fields with their login information for the specified external application and that login information is passed to the external application or service. Entering the credentials in the provisioning screen also results in the credentials being persisted in the credential store configured for the WebLogic domain.

By default, the login information the user entered is preserved in a credential store, which handles logins for future sessions. The user does not have to enter login information again (unless the user's credentials change). However, the end user can choose to use the information for the current session by deselecting the Remember my Login Information checkbox on the credential provisioning page.






67.13.3 Managing External Applications

This section provides information about registering external applications. Additionally, it describes the process of editing and deleting registration details. It contains the following subsections:

	
Section 67.13.3.1, "Adding External Application Task Flows"


	
Section 67.13.3.2, "Working with External Applications in Oracle JDeveloper"


	
Section 67.13.3.3, "Working with External Applications in Enterprise Manager"


	
Section 67.13.3.4, "Working with External Applications Using WLST"






67.13.3.1 Adding External Application Task Flows

The External Application task flow enables users to manage external application connections at runtime. This task flow provides an interface for users to update their credentials for all external applications as and when these credentials are changed at the back end. That is, users do not need to update credentials through the runtime Administration Console's Services tab if they use this task flow.

The external application task flows that you can add using Oracle JDeveloper are:

	
External Application: This task flow enables users to register, modify, and delete connections at runtime.


	
External Application - Change Password: This task flow enables users to change external application passwords at runtime.




For applications created using the WebCenter Portal application template, both these task flows are available out-of-the-box through WebCenter Portal application Administration page (Services tab). For details, see the section "Managing Services, Portlet Producers, and External Applications" in Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.

In addition, just like other task flows, you can add external application task flows to your application pages. This may be especially useful if you are not using the WebCenter Portal application template and the Administration pages are therefore not part of your project.Special permissions are required to manage or view external application connections through these task flows:

	
AppConnectionManager - Users with this role can register, modify, and delete external application connections at runtime.


	
AppConnectionViewer - Users with this role can view external application connections at runtime. By default, any user who is logged in (that is, has the authenticated-role) is granted this role.




By default, users with the Administrator role can manage external applications. If you want other users to manage connection through these task flows you must grant them the AppConnectionManager role.

To add the external application task flows:

	
Create or open a JSF page in your application where you want the task flow to be added (see Section 5.2.2, "Adding Pages to the Portal").


	
In the Resource Palette, expand My Catalogs, WebCenter Services Catalog, and Task Flows.


	
Drag External Application from the Resource Palette and drop it onto the page inside of the af:form begin and end tags.


	
Drag External Application - Change Password from the Resource Palette and drop it onto the page inside of the af:form begin and end tags after the External Application task flow (af:region - # {bingings.extapp1.regionModel}).


	
Grant the AppConnectionManager role to one or more test users, if required:

	
Add the test user TEST_EXTAPP.


	
Grant the AppConnectionManager role.




For information about how to add a user and grant this role, see the section "Creating Test Users" in Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework.


	
Save and run your page. Login as an administrator or the TEST_EXTAPP user defined in the previous step. The screen shown in Figure 67-14 appears.


Figure 67-14 External Application Task Flow in a Browser

[image: Description of Figure 67-14 follows]











	
Note:

At runtime, application administrators can grant users the AppConnectionManager and AppConnectionViewer roles through WebCenter Portal administration (see the section "Adding Members to Application Roles" in Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.). Alternatively, system administrators can grant AppConnectionManager and AppConnectionViewer roles through Fusion Middleware Control (see, "Granting Application Roles Using Fusion Middleware Control" in Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.)












67.13.3.2 Working with External Applications in Oracle JDeveloper

This section provides information about registering external applications and editing and deleting registration details in Oracle JDeveloper. It contains the following subsections:

	
Section 67.13.3.2.1, "Registering an External Application in Oracle JDeveloper"


	
Section 67.13.3.2.2, "Editing External Application Registration Details in Oracle JDeveloper"


	
Section 67.13.3.2.3, "Deleting External Application Registration Details in Oracle JDeveloper"






67.13.3.2.1 Registering an External Application in Oracle JDeveloper



Use the Register External Application Wizard to identify and store information about the type of data required to authenticate to an external application, such as the names of login fields.

To register an external application in Oracle JDeveloper:

	
In the Applications Navigator, right-click a WebCenter Portal application or project and select New from the context menu.


	
In the New Gallery, select External Applications under the General node.


	
In the right pane, select External Application, and click OK.

This displays the Register External Application Wizard.


	
On the Name page, use the Create external application in option to specify whether the external application can be reused in other WebCenter applications. Select Application Resources to make the external application available only in the WebCenter application in which it is registered, or select Resource Palette to make the external application available from the Resource Palette to any new WebCenter applications you create in Oracle JDeveloper.

If you choose Resource Palette, then the external application connection will be visible under IDE connections in the Resource Palette. If you want to use it in an application, you can right click the external application from resource palette and click Add to Application.


	
In the Name field enter a unique name to identify the application.

This name must be unique within the WebCenter Portal application, and among other connections as well. Note that you cannot edit this field afterward.


	
In the Display Name field enter a name for the application that end users will see in the credential provisioning screens.

You can modify the Display Name at any time as described in Section 67.13.3.2.2, "Editing External Application Registration Details in Oracle JDeveloper". If you leave the field blank the display name is set to the value of the Name field by default.


	
Click Next.


	
On the General page, in the Login URL field enter the URL to which the HTML login page is submitted.

View the HTML source of the application's login form to retrieve this URL.




	
Note:

The fields on the General pane are only required if the external application being defined participates in click-through login as described in Section 67.13.2, "Supplying User Credentials".








	
In the User Name/ID FieldName field, enter the label that the application uses for the user name field, for example, User Name.


	
In the Password FieldName field, enter the label that the application uses for the password field, for example Password.


	
From the Authentication Method list, select the application's login method.

Choose from the following:

	
GET

Presents a page request to a server. Submits the login credentials as part of the login URL.


	
POST

Submits login credentials within the body of a form.





	
Click Next.


	
On the Additional Fields page, enter the names and values of any additional fields that are submitted with the external application's login form:

Click the Add Field button to create an input field:

	
Field Name

Enter a unique name for any additional field that requires user input on the external application HTML login form.


	
Field Value

Enter a default value for the corresponding field name.


	
Display to User

Select to display the field on the external application login screen. If the field is not displayed (unchecked), then a default value must be specified, which will be used to login into the external application for all users. If the value is user-specific, then the field must be displayed to the user provisioning page.







	
Note:

The Delete Field option can be used to delete selected rows.








	
Click Next.


	
On the Shared Credentials page, select the Specify Shared Credentials check box and specify a Username and Password if you want all authenticated users to access the external application using this credential. Authenticated users will not be challenged to provide their credentials when they access the external application.


	
Click Next.


	
On the Public Credentials page, select the Specify Public Credentials check box and specify a Username and Password to be used for all unauthenticated (public) users accessing the external application. This is required when the external application content is accessed through one of the WebCenter Services (such as Document Library, or Instant Messaging and Presence), and the taskflow is placed on a public page.


	
Click Finish to register the external application.




After registering your external application, you must configure the application to allow the end user to define the username and password. You can do this by dropping an External Application - Change Password task flow component into your application. This allows the end user to preemptively set the appropriate username and password for each of the external applications that is registered with your WebCenter Portal application.

To configure the application to allow the end user to define the username and password, perform the following steps:

	
Open a JSF Page in your ViewController project.


	
From the Resource Palette, under My Catalogs, WebCenter Services Catalog, expand Task Flows.


	
Drag an External Application - Change Password task flow component onto your page.


	
When prompted, choose Region as the way to create the task flow.


	
Secure the page as this taskflow is accessible only to authenticated users









67.13.3.2.2 Editing External Application Registration Details in Oracle JDeveloper

Use the Edit External Application Registration Information Wizard to revise the registration details provided for an external application.

To edit external application registration details:

	
In the Application Navigator, from the Application Resources pane under the Connections node, right-click an external application and select Properties from the context menu.


	
In the Edit External Application Wizard, click a link to show a page and revise its values.

Choose from the following:

	
Name


	
General


	
Additional Fields


	
Shared Credentials


	
Public Credentials




For more information, see Section 67.13.3.2.1, "Registering an External Application in Oracle JDeveloper".


	
Click OK to save your changes and exit the wizard, or click Cancel to exit the wizard without saving.









67.13.3.2.3 Deleting External Application Registration Details in Oracle JDeveloper

To delete external application registration information, perform the following steps:

	
In the Application Navigator, from the Application Resources pane under the Connections node, right-click an external application and select Delete from the context menu.

Alternatively, you can select an external application in the Applications Navigator and from the Edit menu, select Delete.


	
In the External Application Delete dialog box, select Yes.




Oracle recommends that you remove any references to services, such as a portlet producer, with which the external application is associated. Failing to do so will likely result in runtime errors, because the components will attempt to communicate with the external application.








67.13.3.3 Working with External Applications in Enterprise Manager

Just as you can create, edit, and delete external application registration details in Oracle JDeveloper, you can also do this in Enterprise Manager. See the section "Working with External Applications" in the Oracle Fusion Middleware User's Guide for Oracle WebCenter Spaces.






67.13.3.4 Working with External Applications Using WLST

As well as Oracle JDeveloper and Enterprise Manager, you can also use WebLogic Scripting Tool (WLST) commands to create, edit, and delete external application registration details. See the section "Working with External Applications" in the Oracle Fusion Middleware User's Guide for Oracle WebCenter Spaces.










67.14 Registering Custom Certificates with the Keystore

Secure Sockets Layer (SSL) Communication requires the use of trusted certificates issued by a certificate authority, which vouches for the authenticity of the certificates that it issues or signs. Widely accepted certificate authorities are listed in the keystore, the cacerts file, available in the <JDEV_HOME>\jdk\jre\lib\security directory. If a portlet producer uses a security certificate issued by a non-widely accepted certificate authority and you try to access portlets from this producer, a security alert is displayed informing you that the security certificate was issued from a certificate authority you do not trust. This means the certificate is not available in the keystore. To avoid being prompted each time you access such portlets, you must register this certificate with the keystore.

To register a certificate with the keystore, perform the following steps:

	
Navigate to JDEV_HOME\jdk\jre\lib\security.


	
Back up the cacerts file.


	
Access the producer URL in Internet Explorer to get the certificate.




	
Note:

Recent versions of FireFox do not provide a means to export certificates.








	
In the Security Alert dialog box, shown in Figure 67-15, click View Certificate.


Figure 67-15 Security Alert Dialog Box

[image: Description of Figure 67-15 follows]






	
In the Certificate dialog box, click the Certification Path tab.


	
The dummy child certificate is selected by default as shown in Figure 67-16. Select the root certificate and click View Certificate.


Figure 67-16 Certificate Dialog Box

[image: Description of Figure 67-16 follows]






	
Click the Details tab, and click Copy to File.


	
In the Certificate Export Wizard, accept the default settings and click Next until you reach the File to Export screen, shown in Figure 67-17.


Figure 67-17 File to Export Screen of the Certificate Export Wizard

[image: Description of Figure 67-17 follows]






	
In the File Name field, enter <JDEV_HOME>\jdk\jre\lib\security\root.cer and click Next.


	
Click Finish.


	
In the command prompt, set your default directory to <JDEV_HOME>\jdk\jre\lib\security and run the following command:


keytool -import -file root.cer -keystore cacerts -storepass changeit


By running this command, the root.cer certificate is imported into the keystore.


	
Enter y at the prompt to confirm that you trust this certificate.


	
Verify that the cacerts file is updated with the certificate.









67.15 Overriding Inherited Security on Portlets and Customizable Components

Individual actions on portlets and customizable components are not secured by default. Rather, the ability to customize a portlet or customizable component as a whole is inherited from the page permissions. If you want to grant more granular activities within a portlet or customizable component, then you can override the page-level security inheritance and define security directly on the required actions.

The ability of a user to perform actions on portlets and customizable components is inherited from the page security based on the value of the application-wide switch, enableSecurity, in the adf-config.xml file. If you selected the WebCenter Portal application template while creating your application, then the adf-config.xml file is located in the <APPLICATION_NAME>/.adf/META-INF directory. The enableSecurity element is not available by default in adf-config.xml. To override or extend the page-level security inheritance for portlets and customizable components, you must add the portlets security and customizable components security sections in the adf-config.xml file, as shown in Example 67-1 and Example 67-2 and set the enableSecurity element in those sections to true.


Example 67-1 enableSecurity Element in the Portlet Security Section in adf-config.xml


<!--
==============================================================================
PORTLETS ACTIONS SECURITY
============================================================================== 
-->
<adfp:adf-config-child xmlns:adfp="http://xmlns.oracle.com/adfp/portlet">
  <adfp:enableSecurity value="true"/>
    <adfp:actionsCategory>
       ..........................................
</adfp:adf-config-child>





Example 67-2 enableSecurity Element in the Customizable Components Security Section in adf-config.xml


<!--
==============================================================================
CUSTOMIZABLE COMPONENTS ACTIONS SECURITY
============================================================================== 
-->
<cust:customizableComponentsSecurity
xmlns:cust="http://xmlns.oracle.com/adf/faces/customizable/config">
  <cust:enableSecurity value="true"/>
    <cust:actionsCategory>
       ..........................................
</cust:customizableComponentsSecurity>




Security for actions on portlets and customizable components can be implemented at the following levels:

	
Page level: You can define security for portlets and customizable components such that page-level privileges are inherited by these components. This is the default behavior.

By default, portlets and customizable components inherit allowable actions from the defined page-level permissions such as personalize or customize. That is, a user who has customize privileges on the page has permission on the customize action for the components on that page. The enableSecurity element enables you to override the security inheritance behavior and can take either of the following values:

	
true: If set to true (the default), then the ability for a user to modify a component will first be determined from the page permissions and then adjusted according to the current set of actions defined for that type of permission. If a user has customize permission, then the actions that constitute the customize category (move, customize, and so on) are available to the user, but they will be overridden by the actions that are defined in the adf-config.xml file. For example, a page designer wants to allow the end user to be able to customize portlets, but not customize the page layout. By setting enableSecurity to true, the page designer enforces that users must first have customize permission on the page. Setting customizeActionsCategory to false for customizable components will prevent the customization of the page layout, yet still allowing portlet customization. (As the default for customizeActionsCategory is true, it does not need to be set explicitly for portlets.).


	
false: If set to false, then all the actions are available to users. The user's page permissions and actions configured in adf-config.xml are ignored.





	
Actions category level: You can define security on all actions for portlets or customizable components that belong to a named category.

You can add an actionsCategory element in the adf-config.xml file to define security on multiple actions simultaneously. Depending on the actionCategory attributes that you enable, appropriate privileges are provided on the portlets or customizable components.


	
Actions level: You can define security on individual actions for portlets or customizable components.

You can use the actions element in the adf-config.xml file to enable or disable individual actions. Depending on the actions attributes that you enable, appropriate privileges are provided on the portlets or customizable components.







	
Notes:

	
Privileges can be inherited from the parent only. Inheritance from a component in any other position in the hierarchy is not supported


	
Although the security override implementation for portlets and customizable components is similar, they are independent from each other. Therefore, if you place a portlet inside a customizable component (for example, in a PanelCustomizable component), the portlet will not inherit override settings from the customizable component. Instead it will use the security override settings that are defined for portlets.


	
Settings made at the actions category level or actions level are applicable for all component instances in the application. These settings cannot be made for a single instance of a portlet or customizable component.












Section 67.15.1, "Portlets Security" describes how you can implement security on portlets at the actions category level and actions level. For information on how to define security for actions on customizable components at the application level, see Section 23.5, "Applying Action-Level Restrictions on Panel Customizable and Show Detail Component Actions."



67.15.1 Portlets Security

You can define portlet security if actions on portlets are inherited from the page at the application level by setting enableSecurity to true in the portlets security section of the adf-config.xml file. A value of true implies that the user's permissions are determined from the page permission and then augmented according to the actionsCategory and actions elements specified. By defining actions categories and individual actions, you can control the exposure of the individual actions available within the given page permissions.

To implement security for actions on portlets at various levels as described earlier, you must define security settings at the following sections:

	
Defining Security at the Actions Category Level


	
Defining Security at the Actions Level






67.15.1.1 Defining Security at the Actions Category Level

You can add an actionsCategory element in the portlets security section in the adf-config.xml file to define the group of actions that are exposed on the portlets within the application. Depending on the actionsCategory attributes that you enable, appropriate privileges are provided on the portlets. Table 67-3 describes the different actionsCategory attributes and the portlet actions they support by default.


Table 67-3 actionsCategory Attributes and Portlets Actions Mapping

	Attribute Value	Actions Supported
	
viewActionsCategory

	
Render

isHelpModeAvailable

isNormalModeAvailable

isAboutModeAvailable

isPreviewModeAvailable

isDetailModeAvailable

isLinkModeAvailable

isPrintModeAvailable


	
customizeActionsCategory

	
showMoveAction

showRemoveAction

isCustomizeModeAvailable

showMinimizeAction

showMaximizeAction

isConfigModeAvailable


	
personalizeActionsCategory

	
isPersonalizeModeAvailable








Example 67-3 shows the actionsCategory entry that you can add to the portlets security section in the adf-config.xml file. In this example, customizeActionsCategory is set to false to prevent customization. You can use Expression Language (EL) for the values of these elements.


Example 67-3 actionsCategory Element in the Portlets Security Section


<!--
==============================================================================
PORTLETS ACTIONS SECURITY
============================================================================== 
-->
<adfp:adf-config-child xmlns:adfp="http://xmlns.oracle.com/adfp/portlet">
  <adfp:enableSecurity value="true"/>
    <adfp:actionsCategory>
      <adfp:actionCategory name="viewActionsCategory" value="true"/>
      <adfp:actionCategory name="customizeActionsCategory" value="false"/>
      <adfp:actionCategory name="personalizeActionsCategory" value="true"/>
    </adfp:actionsCategory>

    <adfp:actions>
    ..........................................
    </adfp:actions>

</adfp:adf-config-child>








67.15.1.2 Defining Security at the Actions Level

You can use the actions element in the portlets security section of the adf-config.xml file to enable or disable individual portlet actions. Depending on the action attributes that you enable, appropriate privileges are provided on the portlets.

Example 67-4 shows an example of an actions entry that you can add to the portlets security section in the adf-config.xml file. You can use EL for the values of these elements. In this case you prevent customization by setting isCustomizeModeAvailable to false.


Example 67-4 actions Element in the Portlets Security Section


<!--
==============================================================================
PORTLETS ACTIONS SECURITY
============================================================================== 
-->
<adfp:adf-config-child xmlns:adfp="http://xmlns.oracle.com/adfp/portlet">
  <adfp:enableSecurity value="true"/>
    <adfp:actionsCategory>
    ..........................................
    </adfp:actionsCategory>

    <adfp:actions>
      <adfp:action name="Render" value="true"/>
      <adfp:action name="showMoveAction" value="true"/>
      <adfp:action name="isCustomizeModeAvailable" value="false"/> 
      <adfp:action name="isPersonalizeModeAvailable" value="true"/>
    </adfp:actions>

</adfp:adf-config-child>





Using EL to Prevent Customization of Portlets Outside of Business Hours

An example to show when you may need to override inherited portlet security is an application that is configured to disable portlet customization outside of standard business hours. For this, you must first create a managed bean (for example, a managed bean called appBusinessRules), containing the method shown in Example 67-5.


Example 67-5 InsideBizHours Method Defined in appBusinessRules Managed Bean


public boolean isInsideBizHours() 
  { 
    Calendar rightNow = Calendar.getInstance(); 
    int      currentHr = rightNow.get(rightNow.HOUR_OF_DAY); 
    
    // Do not allow customize operation outside of standard business hours

    if ((currentHr > 9) && (currentHr < 17)) 
       return true; 
    else 
       return false; 
  }




You can then reference this managed bean from the actionsCategory element in the portlet security section of the adf-config.xml file, as shown in Example 67-6.


Example 67-6 InsideBizHours Method Referenced in the adf-config.xml File


<adfp:adf-config-child xmlns:adfp="http://xmlns.oracle.com/adfp/portlet"> 
  <adfp:enableSecurity value="true"/> 
   
    <adfp:actionsCategory> 
      <adfp:actionCategory name="customizeActionsCategory" 
      value="#{appBusinessRules.InsideBizHours?"true":"false"}"/> 
    </adfp:actionsCategory> 
     
</adfp:adf-config-child>




In this example, the customizeActionsCategory will be set to true only if the application is run within business hours. Outside of these hours, the portlet cannot be customized even if the user had that permission granted on the page. All other categories that are not explicitly defined, will be inherited from the page.


Using EL to Prevent Personalization and Customization of Portlets Outside the Corporate Network

In this example the managed bean checks the IP address of the request to determine whether the user has accessed the application through the corporate proxy server or from within the corporate network. In this simple example, assume that if the request has the proxy server's IP address, then it is coming from outside the corporate network. In general it is not advised to base security strictly on IP addresses, because these can be compromised. For this, you must add the method shown in Example 67-7 to the managed bean:


Example 67-7 InsideCorpNetwork Method Defined in appBusinessRules Managed Bean


public boolean isInsideCorpNetwork()
  {
    // Do not allow personalize and customize operations 
    // for requests that go through the corporate proxy

    FacesContext       ctx = FacesContext.getCurrentInstance();
    ExternalContext    ectx = ctx.getExternalContext();
    HttpServletRequest myrequest = (HttpServletRequest) ectx.getRequest();        
    String             currentIP = myrequest.getRemoteAddr(); 

    if (currentIP.equals(getProxyServerIP()))
        return false;
    else
        return true;
  }




You can then reference this managed bean from the actionsCategory element in the portlet security section of the adf-config.xml file, as shown in Example 67-8.


Example 67-8 InsideCorpNetwork Method Referenced in the adf-config.xml File


<adfp:adf-config-child xmlns="http://xmlns.oracle.com/adfp/portlet"> 
  <adfp:enableSecurity value="true"/> 
   
    <adfp:actionsCategory> 
      <adfp:actionCategory name="customizeActionsCategory" 
                    value="#{appBusinessRules.InsideCorpNetwork?"true":"false"}"/> 
      <adfp:actionCategory name="personalizeActionsCategory" 
                    value="#{appBusinessRules.InsideCorpNetwork?"true":"false"}"/>
    </adfp:actionsCategory> 
</adfp:adf-config-child>




In this example, the customizeActionsCategory and the personalizeActionsCategory will be set to true only if the IP address of the request for the application does not match that of the corporate proxy. The assumption is that the internal requests would have a valid client IP address. All other categories that are not explicitly defined, will be inherited from the page.










67.16 Identity Propagation Mechanisms

The following table lists the identity propagation mechanisms employed by WebCenter Services for propagating the end-user's identity to the various information sources from which content is being integrated into the WebCenter application.

Whenever possible, WS-Security is the preferred means of identity propagation. Where WS-Security cannot be used due to legacy restrictions or pre-defined store-specific standards or specifications, the primary mechanism used is the credential mapping capability provided by the External Applications service to obtain the user's credentials for a remote application using a distinct security provider. For more information about WS-Security, see the Oracle Application Server Web Services Security Guide. For more information about External Applications, see Section 67.13, "Working with External Applications".


Table 67-4 Identity Propagation Mechanisms

	Service	Connection Type	Identity Propagation Mechanism
	
Discussions

	
Jive

	
Oracle WS-Security


	
Announcements

	
see Discussion Forum

	

	
Documents

	
Oracle Content Server

	
Proprietary ID propagation mechanism through socket connection. Can use SSL with mutual authentication, or clear socket with IP authorization (or use External Application option)


	
	
File System

	
N/A


	
	
Portal 10g/11g

	
JSR-170 (External Application)


	
	
Day Adapters

	
JSR-170 (External Application)


	
EMail

	
EMail Connection

	
External Application


	
	
LDAP Connection

	
External Application


	
Events - Personal

	
Exchange Server Connection

	
External Application


	
External Application

	
HTTP Request from Browser

	
External Application


	
IMP

	
Microsoft Live Communication Server (LCS)

	
SOAP, Web Services calls.

External Application


	
	
Oracle WebLogic Communications Services (OWLCS)

	
Oracle WS-Security


	
Portlet Producers

	
WSRP Producer

(Secure)

	
Oracle WS-Security

(Recommended by WSRP Specification)


	
	
WSRP Producer

(Non-Secure)

	
WSRP userContext in SOAP message

(WSRP Specification)


	
	
JPDK Producer

(External App)

	
External Application

JPDK payload includes the user information and is conveyed to the producer in the ProviderUser.

The information also includes a mapped username and password.

(Proprietary, Legacy)


	
	
JPDK Producer

(Non-Secure)

	
Username in render request

(Proprietary, Legacy)


	
Search

	
Secure Enterprise Search (SES)

	
Web Service Call


	
Wiki

	
Browser Connection

	
SSO mechanisms - OSSO/OAM or other WLS supported SSO mechanism


	
Worklist Service

	
BPEL Connection

	
Web Service call

Oracle WS-Security












67.17 Securing Identity Propagation Through WSRP Producers with WS-Security

The Web Services for Remote Portlets (WSRP) specification indicates that Web Services Security (WS-Security) can be leveraged for providing secure identity propagation between the consumer and the portlet producer. However, WSRP in and of itself does not provide secure identity propagation of the end user's identity to the portlet producer. The WSRP specification explicitly defers to other security standards for secure identity propagation and does not go into the specific WS-Security profiles or options that may be employed. In the absence of a secure mechanism, WSRP defines the concept of user categories, which can be mapped to security roles like the ones used by the JSR168 portlets. By using a combination of WSRP and WS-Security, you can ensure end-to-end security.

This section covers the following:

	
Identity Propagation Without WS-Security


	
Identity Propagation with WS-Security


	
Configuring Security for WSRP Portlets






67.17.1 Identity Propagation Without WS-Security

When using WSRP without WS-Security, the userContext structure within the SOAP message contains user profile information and user category information. This information is not considered secure and should only be used for personalization and customization functionality. It should not be used for authorization of sensitive resources. This information is also exposed in the JSR168 APIs, isUserInRole(role) and getUserPrincipal. The code in Example 67-9 shows how a sample portlet's markup rendering code uses the isUserInRole API to decide what content to display.


Example 67-9 isUserInRole(role) API


private void doViewHtml(RenderRequest 
request, RenderResponse response) 
throws PortletException, IOException
{
// To do: markup the required content.
PrintWriter out = response.getWriter();
out.print("<p>Welcome");
out.println("</p>");
if (request.isUserInRole("moderator"))
   {out.println("<p>MODERATOR</p>" );}
else 
   {out.println("<p>not moderator</p>" );}
if (request.isUserInRole("participant"))
   {out.println("<p>PARTICIPANT</p>" );}
else 
   {out.println("<p>not participant</p>" );}
if (request.isUserInRole("viewer"))
   {out.println("<p>VIEWER</p>" );}
else 
   {out.println("<p>not viewer</p>" );}
    }








67.17.2 Identity Propagation with WS-Security

When WS-Security is leveraged with WSRP, the user's identity is propagated outside of the SOAP message body in the WS-Security header. This is a user assertion, using the Username Token format, and is digitally signed to authenticate the consumer and to ensure the integrity of the assertion.

When this mechanism is used, the JSR 168 APIs isUserInRole and getUserPrincipal are established based on the security context resulting from the WS-Security authentication, rather than the information in the SOAP message's userContext.

Also, when an Anonymous (i.e., PUBLIC) client is mapped to a default user using the producer's Default User connection parameter, the WSRP producer must be configured with strict-authentication and a grant must be added to the Policy store. For more information, see "Adding a Grant to the Policy Store for a Mapped User Identity" in the Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.

The use of WS-Security adds some complexity to the configuration and management of the WebCenter Portal application and the set of producers it consumes. However, when the situation warrants its use, it becomes an important ingredient of the SOA architecture that ensures the security of the information being published by the WebCenter Portal application.

Oracle WebCenter Framework supports the following token profiles (to digitally sign the security token and message body to ensure authenticity and integrity):

	
Username token without password


	
Username token with password


	
SAML token (uses the sender vouches method that the producer uses to confirm the subject assertion)




Digitally signing the security token and the SOAP message body accomplishes the following objectives:

	
Consumer Authentication


	
Assertion and Message Integrity


	
Supported Producers


	
Security Domain Implication





Consumer Authentication

When a portlet producer is generating sensitive information, for example paystub information, it is imperative that it only responds to requests to show the information from a legitimate consumer.

By using WS-Security, and having the consumer digitally sign the security token and the message body, the producer can verify the signature using the public key of the legitimate consumer. If the signature cannot be verified, then it means that the request may have come from a fraudulent consumer. By requiring the verification of the digital signature, the sensitive information will only be sent to the legitimate consumer.


Assertion and Message Integrity

In addition to verifying the identity of the consumer making the Web Service requests, digitally signing the security token and the message body also ensures that the token and the message have not been tampered with. This prevents such problems as man-in-the-middle attacks where a legitimate request might be intercepted and the user name in the security token replaced with another user name to see the paystub information coming back for the other user. By digitally signing the token, it cannot be tampered with. Any modification to the token would result in the inability to verify the signature on the producer end, and would result in a SOAP fault to be returned instead of the requested paystub information.


Supported Producers

WS-Security implementation is supported by the Oracle WebCenter Suite WSRP container. Other WSRP vendors may also be able to support the WS-Security configuration of Username Token without password, with XML digital signature on the Username Token and the SOAP Message body.


Security Domain Implication

When using secure identity propagation as described in this section, the user name of the user authenticated to the consumer (WebCenter Portal application) is propagated to the producer without any remapping or providing any credentials. There is an inherent assumption that the producer understands this user name and can locate this user in its associated security domain. Consequently, it is highly desirable to ensure that the consumer and producer share the same security provider (identity store) to simplify the management of this configuration.

Figure 67-18 summarizes the overall WSRP portlet security architecture.


Figure 67-18 WSRP Portlet Security Architecture

[image: Description of Figure 67-18 follows]










67.17.3 Configuring Security for WSRP Portlets

Before you configure the producer for WS-Security, you must first deploy your standards-compliant portlet producer to the Oracle WebCenter Suite WSRP Container by performing the steps described in Chapter 61, "Testing and Deploying Your Portlets".

After you have deployed the producer, configure the producer for WS-Security by performing the following steps:

	
Attaching a policy to the producer endpoint


	
Creating the keystores


	
Configuring the producer


	
Configuring the consumer




These steps are described in Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter .








67.18 Implementing PDK-Java Portlet Security

This section describes the available security services for your PDK-Java portlet.

[image: More on OTN]

For more detailed information about the PDK classes referred to in this section, see the JavaDoc on OTN by clicking Java Doc API on the Portlet Development page available at


http://www.oracle.com/technology/products/ias/portal/portlet_development_10g1014.html




67.18.1 Assumptions

The following assumptions are made to perform the tasks in this section:

	
You have followed through and understood Section 59.2, "Creating Java Portlets".


	
You built a portlet using the wizard and successfully added it to a page.









67.18.2 Introduction to PDK-Java Portlet Security Features

This section introduces the major features that are available to secure your PDK-Java portlet producers.



67.18.2.1 Identity Propagation

When a user first logs in, they must enter their password to verify their identity and obtain access.

Once the user is authenticated, the producer code has access to the authenticated user's identity from the PortletRenderRequest that is available from the HttpServletRequest object as follows:


PortletRenderRequest pr = (PortletRenderRequest)request.getAttribute
   (HttpCommonConstants.PORTLET_RENDER_REQUEST);
   String userName = pr.getUser().getName();


When using this user identity for sensitive operations, it is important to ensure that you have configured this producer to use basic message authentication to secure the integrity of the identity assertion.






67.18.2.2 Authorization

Authorization determines if a particular user may view or interact with a portlet. For information about how to restrict access toportlets, see Section 67.18.4, "Portlet Security Managers."






67.18.2.3 Message-level Security

To this point, user authentication and authorization are covered, which do not check the authenticity of messages received by a producer. To completely secure your producers, you should also secure the communication with a producer. If the communication is not secured, then it is possible for someone to imitate an application instance and fool the producer into returning sensitive information. There are three types of communication security:

	
Server Authentication restricts access to a producer to a small number of recognized computers. This method compares the IP address or the host name of an incoming HTTP message with a list of trusted hosts. If the IP address or host name is in the list, then the message is passed to the producer. If not, it is rejected before reaching the producer.


	
Message Authentication provides consumer authentication and message integrity. It uses a shared key known to the client (WebCenter application) and the producer to digitally sign messages. See Section 67.18.5, "Message Authentication" for more information.


	
Message Encryption relies on the use of the HTTPS protocol for communication between applications and producers. Messages are strongly encrypted to protect the data therein. Encryption provides a high level of security, but it incurs a performance penalty due to the additional processing required for each message.


	
User Input Escape causes the application to escape any user input strings and treat them as text only to protect against XSS attacks, where an attacker attempts to pass in malicious scripts through user input forms. For example, if a portlet title is customizable, then an attacker might attempt to pass scripts or commands to the portlet through the title parameter entry. For this reason, the default behavior is to escape user input and thus disable any incoming scripts. See Section 67.18.6, "User Input Escape" for more information.











67.18.3 Single Sign-On

Portlets may act as windows into an application. They display summary information and provide a way to access the full functionality of the application. Portlets display some portions of the application in the WebCenter Portal application and typically enable the user to perform some application tasks.

An application may need to authenticate the user accessing the application through the portlet. The following are the possible application authentication methods:

	
External Application. In this case, the Oracle Portal (Oracle Portal) user is different from the application user, but the application user name and password are managed by the Oracle Portal user.


	
No Application Authentication. In this case, the communication between producer and consumer is not protected at all.






67.18.3.1 External Application

An external application uses a different authentication server than the WebCenter Portal application. This means that when a user is logged into the WebCenter Portal application, you want to also log them into the external application without having to type in their user name or password.

Applications that manage the authentication of users can be loosely integrated with the WebCenter Framework if the administrator registers them as external applications. When a user who was previously authenticated by the WebCenter Framework accesses an external application for the first time, WebCenter Framework attempts to authenticate the user with the external application. The authentication process submits an HTTP request that combines the registration information and the user's user name and password for the application. If the user has not yet registered their user name and password for the external application, then the user is prompted for the required information before making the authentication request. When a user supplies a user name and password for an external application, WebCenter Framework maps the new user name and password to the WebCenter Portal application user name and stores them. They will be used the next time the user needs authentication with the external application.

The advantages of an external application implementation are as follows:

	
Provides a single sign-on experience for users. However, users still must maintain different user names and passwords. In addition, the external application user name mapping must be maintained.


	
Allows integration with multiple portals independent of their user repositories and Oracle Single Sign-On.


	
Avoids the requirement of having access to the application source code.




The disadvantages of an external application implementation are as follows:

	
Does not share the same user repository as the portal, which requires additional maintenance of user information by the end user.


	
Transmits the user name and password to the producer in plain text, unless you implement Secure Sockets Layer (SSL).









67.18.3.2 No Application Authentication

The producer trusts the WebCenter Portal application instance sending the request completely. The producer can determine if the user is logged in and the portal user name, but the application has not authenticated the user.

The advantages of no application authentication are as follows:

	
Provides the easiest form of integration and the fastest to implement.




The disadvantages of no application authentication are as follows:

	
Provides the least security.


	
Provides the weakest integration with the WebCenter Portal application.











67.18.4 Portlet Security Managers

Portlet security managers may be implemented within a producer to restrict access to portlets depending on the user details. When a user views a page with a portlet instance on it, security managers determine whether the user has the appropriate privileges to see the portlet. Implementing access control methods in the producer restricts the retrieval of content from a portlet (that is, hides the portlet) from users without the appropriate privileges. Only if the specified characteristics, such as user details and preferences, pass the authorization logic will the content be retrieved for the user. If no portlet security methods are implemented in the producer, then any user name may be passed in, even fictitious, unauthenticated ones.

AuthLevelSecurityManager has access to the following information about authorization level:

	
Strongly authenticated.

The user has signed into the WebCenter application, and requested the portlet in the context of that session.


	
Public or not authenticated.

The user has not logged in within the context of the current session, and does not have a persistent cookie to indicate that such a state previously existed.




To incorporate these security services into your Java portlet, you must update provider.xml and set the security level to strong, weak, or public. Place the following XML right before the </portlet> tag in provider.xml:


<securityManager class="oracle.portal.provider.v2.security.AuthLevelSecurityManager">
   <securityLevel>strong</securityLevel>
</securityManager>


After you make this change to provider.xml, refresh the producer.

[image: More on OTN]

For more information about the syntax of provider.xml, see the producer JavaDoc on OTN:


http://www.oracle.com/technology/products/ias/portal/html/javadoc/xml_tag_reference_v2.html




67.18.4.1 Implementing Your Own Security Manager

If your portlet requires special security arrangements which are not provided by the implementations shipped with the PDK, then you must supply your own custom PortletSecurityManager controller class. To do this, extend the oracle.portal.provider.v2.security.PortletSecurityManager class and supply implementations for the two methods specified by the interface. Then replace the class attribute of the securityManager controller element in the XML producer definition with you new class name and configure child elements appropriately.








67.18.5 Message Authentication

Message authentication uses a digital signature. The signature is generated using a Hashed Message Authentication Code (HMAC) algorithm and is based on user information, the shared key, and a UTC (Universal Time, Coordinated) timestamp. The producer authenticates the message using its own copy of the shared key. This technique can be used in Secure Sockets Layer (SSL) communication with a producer instead of client certificates.

For caching purposes, show request signatures are calculated each time a session is set up so producers using message authentication must always have Producer Sessions enabled. This also means that there is a trade-off between performance and security. Shorter session timeouts mean less chance of a message being re-sent illegally, but there is a performance overhead associated with reestablishing a provider session.

A single producer instance cannot support multiple shared keys because it could cause security and administration problems. For instance, if one copy of the shared key is compromised in some way, then the producer administrator has to create a key and distribute it to all of the application clients, who then must update their producer definitions. The way around this problem is to deploy different producer services, specifying a unique shared key for each service. Each producer service has its own deployment properties file so that each service is configured independently of the others. The overhead of deploying multiple producer services within the same producer adapter is relatively small.

While the signature element provides protection against interception and resending of messages, it does nothing to prevent interception and reading of message contents. Messages are still transmitted in plain text. If you are concerned about the content of messages being read by unauthorized people, then this must used in conjunction with SSL to encrypt the message.

The advantage of message authentication is as follows:

	
Ensures that the message received by a producer comes from a legitimate WebCenter Portal application instance.




The disadvantages of message authentication are as follows:

	
Causes administration problems if a producer serves multiple portals. Entails performance implications if made very secure by having a short session timeout.









67.18.6 User Input Escape

By accepting user input without escaping it to text, you run the risk of an XSS attack, where an attacker attempts to pass in malicious scripts through user input forms. For example, if a portlet title is customizable, then an attacker might attempt to pass scripts or commands to the portlet through the title string. PDK-Java provides the following features to ensure that you can protect your portlets from such attacks:

	
Default Container Encoding


	
Escape Methods






67.18.6.1 Default Container Encoding

To prevent any script inside a portlet title from being executed, the framework default container renderer class encodes any script characters. This default behavior is controlled through a JNDI variable, escapeStrings. When set to true, the markup tags in portlet titles are rendered as visible tag characters. For example, a title customization of <i>title</i> will be rendered as <i>title</i> not title. This mode is secure, but, if it is not the desired behavior, then you can set escapeStrings to false for that producer.

escapeStrings applies to all logical producers within a producer. You can set the value of escapeStrings from the Fusion Middleware Control Console as you would any other JNDI variable. See Section 60.3.5.2, "Setting JNDI Variable Values" for more information.






67.18.6.2 Escape Methods

If you have code that renders customized values, then you must ensure that you escape those input values appropriately to avoid XSS attacks. This requirement applies to code for rendering pages in any mode. PDK-Java supplies two new static methods for this purpose. They are in the Java class oracle.portal.provider.v2.url.UrlUtils, and can be described as follows:

	
public static escapeString(string_text) escapes any script characters in a given string. For example, less than < becomes &lt. This method is unaffected by the escapeStrings JNDI variable and is the secure, recommended method to use.


	
public static escapeStringByFlag(string_text) escapes any script characters in a given string. This method is controlled by the escapeStrings JNDI variable and is therefore less secure and not the recommended method to use.




For example:


title = UrlUtils.escapeString(data.getPortletTitle());










67.19 Troubleshooting Security Issues

This section provides troubleshooting information to help diagnose security related issues for WebCenter Portal applications.

This section includes the following troubleshooting notes:

	
Section 67.19.1, "Error Message Appears When Running a Page with a Content Repository Data Control Method Being Consumed"






67.19.1 Error Message Appears When Running a Page with a Content Repository Data Control Method Being Consumed


Problem

When you run a page containing a content repository data control method, the following error message appears:


"Unable to locate the credential for key extapp in JPS credential store."



Cause

Credentials need to be provisioned explicitly using the change password task flow before you access the page that uses the data control method.


Solution

Since the data control is only a model and cannot do anything at the user interface level to allow credential provisioning, you must write an error handler that takes care of the redirection in the user interface. For information about writing an error handler, see the "Customizing Error Handling" section in the Oracle Application Development Framework Developer's Guide.

The following is a sample error handler:


public class ErrorHandler
  extends DCErrorHandlerImpl
{
  public ErrorHandler(boolean b)
  {
    super(b);
  }

  public ErrorHandler()
  {
    super(true);
  }

@Override
  public void reportException(DCBindingContainer formBnd, Exception ex)
  {
   if (ex instanceof AdapterException)
    {
      AdapterException ae = (AdapterException) ex;
      if (ae.getCause() != null &&
          ae.getCause() instanceof ExtAppLoginException)
      {
        ExtAppLoginException eale = (ExtAppLoginException) ae.getCause();
        Throwable t = eale.getCause();
         if (t != null &&
            (t instanceof ExtAppCredentialNotFoundException) ||
            (t instanceof ExtAppInvalidUserCredential))
        {
          String extAppId = eale.getExternalAppId();
          showCredentialsProvisioningDialog(extAppId);
          return;
        }
      }
    }
    super.reportException(formBnd, ex);
  }

  private void showCredentialsProvisioningDialog(String extAppId)
  {
    FacesContext context = FacesContext.getCurrentInstance();
    // Create the dialog UIViewRoot
    ViewHandler viewHandler = context.getApplication().getViewHandler();
    UIViewRoot dialog =
      viewHandler.createView(context,
      "/oracle/adfinternal/extapp/view/pages/CredentialProvisionerDialog.jspx");

     HashMap<String, Object> properties = new HashMap<String, Object>();
     properties.put("width", new Integer(500));
     properties.put("height", new Integer(350));

     HashMap<String, Object> parameters = new HashMap<String, Object>();
     parameters.put("oracle.extapp.id", extAppId);

     RequestContext reqContext = RequestContext.getCurrentInstance();
     //launched from the button, need to specify this for the return listener
     //to be called.
     reqContext.launchDialog(dialog, parameters, null, true, properties); 
  }
}







26 Configuring Content Repository Connections

Oracle WebCenter provides several ways to integrate content into a WebCenter Portal application. For more information, see Chapter 25, "Introduction to Integrating and Publishing Content."

This chapter discusses how to configure connections to content repositories to provide access to the content, and how to add content to pages in a WebCenter Portal application.

This chapter includes the following sections:

	
Section 26.1, "Overview of Content Adapters"


	
Section 26.2, "Configuring Content Repository Connections"


	
Section 26.3, "Editing Content Repository Connections"


	
Section 26.4, "Using an Existing Repository Connection for a New WebCenter Portal Application"






26.1 Overview of Content Adapters

In your WebCenter Portal application, you can use the following adapters:

	
Oracle Content Server: The Oracle Content Server adapter is used to integrate content from an automated information system managed by Oracle Content Server. This system enables sharing, managing, and distributing of business information through a Web site as a common access point.

This adapter is bundled with Oracle WebCenter Extension bundle, so it is integrated by default.


	
Oracle Portal: The Oracle Portal adapter is used to integrate content from a content repository located in the Oracle Portal schema.

This adapter is bundled with Oracle WebCenter Extension bundle, so it is integrated by default.


	
Oracle WebCenter Adapter for Microsoft SharePoint: This adapter is used to integrate content from the Microsoft SharePoint 2007 repository.

You must install this adapter, as described in Section 3.6, "Installing the Oracle WebCenter Adapter for Microsoft SharePoint."


	
File System: The File System adapter is used to add content located on your operating system's file system to JSF pages.

This adapter is bundled with Oracle WebCenter Extension bundle, so it is integrated by default.




	
Note:

The File System adapter is intended to be used in the development environment only.















26.2 Configuring Content Repository Connections

Content repository connections are required to access the repository content to be published on JSF pages. These connections are also required to access the repository content through the WebCenter Content REST APIs.

This section describes how to configure content repository connections based on Oracle Content Server, Oracle Portal, Oracle WebCenter Adapter for Microsoft SharePoint, and file system adapters. Content Presenter can connect to and retrieve content available in Oracle Content Server content repositories. With JCR data controls, you can connect to Oracle Content Server, Oracle Portal, Oracle WebCenter Adapter for Microsoft SharePoint, and file systems.

Connections can be created under Application Resources in the Application Navigator and under IDE Connections in the Resource Palette.

This section includes the following subsections:

	
Section 26.2.1, "How to Create a Content Repository Connection Based on the Oracle Content Server Adapter"


	
Section 26.2.2, "How to Create a Content Repository Connection Based on the Oracle Portal Adapter"


	
Section 26.2.3, "How to Create a Content Repository Connection Based on the Oracle WebCenter Adapter for Microsoft SharePoint"


	
Section 26.2.4, "How to Create a Content Repository Connection Based on the File System Adapter"


	
Section 26.2.5, "What Happens When You Create a Repository Connection"


	
Section 26.2.6, "What You May Need to Know When Creating a Repository Connection"






26.2.1 How to Create a Content Repository Connection Based on the Oracle Content Server Adapter

This section includes the following:

	
Section 26.2.1.1, "Roadmap - Configuring Oracle Content Server for WebCenter Portal Applications"


	
Section 26.2.1.2, "Configuring a Content Repository Connection Based on the Oracle Content Server Adapter"






26.2.1.1 Roadmap - Configuring Oracle Content Server for WebCenter Portal Applications

Figure 26-1 and Table 26-1 provide an overview of the prerequisites and tasks required to get Oracle Content Server working in WebCenter Portal applications.


Figure 26-1 Configuring Oracle Content Server for WebCenter Portal Applications

[image: Description of Figure 26-1 follows] 







Table 26-1 Configuring Oracle Content Server for WebCenter Portal Applications

	Actor	Task	Sub-Task	Notes
	
OCS Administrator

	
1. Configure Oracle Content Server for WebCenter

	
Mandatory

	
Enable the Folders_g component


	
Enable the WebCenterConfigure component




Optional

	
Configure the Dynamic Converter component


	
Configure the Inbound Refinery component


	
Enable the WebCenterConversions component


	
Configure FileStore Provider


	
Configure the WebCenter SES crawler


	
Set up Site Studio


	
Enable Oracle Text search


	
Configure item-level security


	
Create content profiles




	
Configure Dynamic Converter component to enable Slide Previewer and HTML renditions.

Set up Site Studio to use SiteStudio assets in Content Presenter.


	
FMW Administrator

	
2. (Optional) Configure Oracle HTTP Server

	
	
Required for single sign-on between Oracle Site Studio and Oracle Content Server.


	
FMW Administrator

	
3. (Optional) Configure SSL

	
3.a Configure WebCenter keystore

3.b Configure OCS keystore

3.c Verify signatures

3.d Configure SSL on Oracle Content Server

	

	
Developer

	
4. Configure a connection between OCS and the WebCenter application

	
4.a Create a connection

4.b Set as active connection (if the primary/default repository)

	

	
Developer/FMW Administrator

	
5. Deploy the WebCenter Portal application using one of the following tools:

	
JDeveloper (Developer)


	
Fusion Middleware Control (FMW Administrator)


	
WLST (FMW Administrator)


	
WLS Admin Console (FMW Administrator)




	
	

	
Developer/FMW Administrator

	
6. (Optional) Add/modify connection parameters using one of the following tools:

	
JDeveloper, then redeploy the application (Developer)


	
Fusion Middleware Control (FMW Administrator)


	
WLST (FMW Administrator)


	
WLS Admin Console (FMW Administrator)




	
	











26.2.1.2 Configuring a Content Repository Connection Based on the Oracle Content Server Adapter

This section describes how to configure an Oracle Content Server-based content repository connection. To successfully perform the subsequent steps, you must use Oracle Content Server release 11.1.1.4.0 or 10.1.3.5.1. The release 11.1.1.4.0 or 10.1.3.5.1 are required for Content Presenter. For information about how to configure Oracle Content Server for Oracle WebCenter, see "Oracle Content Server Prerequisites" in Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.

To create an Oracle Content Server-based repository connection:

	
In Oracle JDeveloper, open your WebCenter Portal application.


	
In the Application Resources panel, right-click Connections and choose New Connection, then Content Repository.


	
In the Create Content Repository Connection dialog, specify a connection name for the connection; for example, MyOCSConnection.




	
Tip:

You can choose between creating application-specific connections in the Application Resources panel and creating common connections in the Resource Palette (IDE Connections).








	
Select Oracle Content Server from the Repository Type box.


	
Select Set as primary connection for Documents service, to make this connection the primary (default) connection for all content management operations through the Documents service or Content Presenter. Selecting this option writes a configuration to the adf-config.xml file that identifies this connection as the default connection. If connectionName parameter is specified for a Documents service task flow, that value overrides this setting.




	
Note:

To be able to set a connection as primary (default) connection for the Documents service, you must select the Application Resources option in Create Connection In. This is because connections created as IDE connections cannot be used directly, they must be added to applications.








	
Under Configuration Parameters, enter values for the parameters, as shown in Table 26-2 and Figure 26-2.


Table 26-2 Configuration Parameters for Oracle Content Server

	Configuration Parameters	Values
	
RIDC Socket Type

	
Determines whether the client library connects on the Content Server listener port or the Web server filter. It accepts socket, socketssl, or web.

socket: Uses an intradoc socket connection to connect to the Oracle Content Server. The client IP address must be added to the list of authorized addresses in the Oracle Content Server. This corresponds to the SocketHostAddressSecurityFilter setting in the Content Server configuration file.

socketssl: Uses an intradoc socket connection to connect to the Oracle Content Server that is secured using the SSL protocol. The client's certificates must be imported in the server's trust store for the connection to be allowed.

web: Uses an HTTP(S) connection to connect to the Oracle Content Server.

Table 26-3 includes more information on the configuration parameters required for each RIDC socket type.


	
Server Host Name

	
Host name of the system where the Oracle Content Server is running. For example: mycontentserver.mycompany.com.


	
Content Server Listener Port

	
Port of the server specified in the Server Host Name field. This corresponds to the IntradocServerPort setting in the Content Server configuration file, which defaults to port 4444.


	
URL of the Web Server Plugin

	
If the RIDC socket type is web, then the URL must be:

For Oracle Content Server release 11.1.1.4.0: http://host_name:port_number/_dav/web_root/plugin_root. For example: http://mycontentserver:4444/_dav/cms/idcplg

For Oracle Content Server release 10.1.3.5: http://host_name:port_number/web_root/plugin_root. For example: http://mycontentserver:4444/cs/idcplg


	
Web Server Context Root

	
The Web server context root for Oracle Content Server to integrate advanced metadata and Site Studio capabilities in the WebCenter application. The format of the Web server context root is /context_root. For example, /cs.


	
Admin Username

	
The user name with administrative rights for the Oracle Content Server instance. It defaults to sysadmin.


	
Admin Password

	
The password for the Oracle Content Server admin user. For example: password. This is needed for web connection only.


	
KeyStore File Location

	
Location of key store that contains the private key used to sign the security assertions. The key store location must be an absolute path. For example: c:\keys\keystore.xyz.


	
KeyStore Password

	
The password required to access the keystore.


	
Private Key Alias

	
The client private key alias in the keystore. The key is used to sign messages to the server. The public key corresponding to this private key must be imported in the server keystore.


	
Private Key Password

	
The client private key password required to retrieve the key from the keystore.


	
Cache Invalidation Interval

	
The interval (in minutes) used by WebCenter caches to automatically detect external Oracle Content Server content changes. This allows WebCenter to automatically clear cached items when changes to those items are made directly in the Oracle Content Server UI.The interval is in minutes. A value of 0 disables cache invalidation. The minimum valid value to enable cache invalidation is 2.


	
Binary Cache Maximum Entry Size

	
The maximum size (in bytes) for WebCenter caching of Oracle Content Server binary documents. Documents larger than this size are not cached by WebCenter.The unit is bytes and defaults to 102400 (100 Kb).









Table 26-3 Oracle Content Server Connection Parameters for Each RIDC Socket Type

	Connection Parameters	RIDC Socket Type: web	RIDC Socket Type: socket	RIDC Socket Type: socketssl
	
Server Host Name

	
Not applicable

	
Mandatory for Content Presenter

Defaults to local host.

	
Mandatory for Content Presenter

Defaults to local host.


	
Content Server Listener Port

	
Not applicable

	
Port specified for the incoming provider in the server.

Defaults to 4444.

	
Port specified for the sslincoming provider in the server.

Defaults to 4444.


	
URL of the Web Server Plugin

	
Mandatory

	
Not applicable

	
Not applicable


	
Web Server Context Root

	
Optional

	
Optional

	
Optional


	
Admin Username

	
Mandatory

	
Optional

Defaults to sysadmin

	
Optional

Defaults to sysadmin


	
Admin Password

	
Mandatory

	
Not applicable

	
Not applicable


	
Key Store and Private Key

	
Not applicable

	
Not applicable

	
Mandatory


	
Identity Propagation

	
Not supported at runtime

	
Supported

For testing purpose, connects as guest if no/invalid user name is specified.

	
Supported

For testing purpose, connects as guest if no/invalid user name is specified.


	
External Application

	
Mandatory

	
Supported

Password is not used.

	
Supported

Password is not used.


	
User Name and Password

	
Supported

	
Supported

The password is not verified during the test connection operation.

	
Supported

The password is not verified during the test connection operation.









Figure 26-2 Content Repository Connection - Oracle Content Server
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In the Login Timeout (ms) field, specify the time in milliseconds. This timeout determines how long the application must wait when trying to establish a session with the content repository. If the network connection or the content repository server to which you are trying to connect is slow, then consider overriding the default value specified in this field.


	
Select the applicable authentication method. See Section 26.2.6.1, "What You Should Know About Using Identity Propagation and External Application Authentication Methods" for information. If you select the Identity Propagation authentication method, then you must configure secure socket layer (SSL) in Oracle Content Server. For information, see the section "Oracle Content Server - Security Considerations" in Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter.


	
User Name and Password fields under the Specify login credentials for the current JDeveloper session checkbox are optional for the Identity Propagation authentication method. In a secured application when Identity Propagation is the chosen authentication method, selecting the Specify login credentials for the current JDeveloper session checkbox lets you navigate to the authenticated content repository connection at design time. When this checkbox is selected, you can also validate if user name and password you specified can be authenticated.




	
Note:

If the Specify login credentials for the current JDeveloper session checkbox is selected, then the credentials you entered are used. If the checkbox is not selected, then the connection is tested using External Application credentials (if they exist), otherwise null credentials are used.
If you have selected External Application for authentication and also specified either public or shared credentials, then you can leave these fields blank, as the public or shared credentials can be used to login at design time. However, if you have selected External Application but have not specified public or shared credentials, then you must specify user name and password here.










	
Click Test.

During testing user name and password are used (if specified). If they are not specified, but an external application is defined with either shared or public credentials, then this is used. Otherwise the guest user is used.


	
Click OK.


	
In the Application Resources panel, expand the repository connection you just created. The Connection Credentials dialog displays.




	
Note:

The Connection Credentials dialog displays if you do not save the credentials, that is, you do not select the Specify login credentials for the current JDeveloper session checkbox, or if you do not specify an External Application service that uses public or shared credentials.








	
Enter the User Name and Password for the Oracle Content Server connection and click OK. The connection displays under the Application Resources panel.











26.2.2 How to Create a Content Repository Connection Based on the Oracle Portal Adapter

This section describes how to create a content repository connection based on the Oracle Portal adapter. Before creating a repository connection, see Section 26.2.6, "What You May Need to Know When Creating a Repository Connection". You can use this connection to configure a content data control that will enable you to add content from the Oracle Portal repository to JSF pages.

To create an Oracle Portal repository connection:

	
In Oracle JDeveloper, open your WebCenter Portal application.


	
In the Application Resources panel, right-click Connections and choose New Connection and then Content Repository.


	
In the Create Content Repository Connection dialog, specify a name for the connection; for example, MyOraclePortal.




	
Tip:

You can choose between creating application-specific connections in the Application Resources panel and creating common connections in the Resource Palette (IDE Connections).








	
Select Oracle Portal from the Repository Type box, as shown in Figure 26-3.


Figure 26-3 Content Repository Connection - Oracle Portal

[image: Description of Figure 26-3 follows]






	
Select Set as primary connection for Documents service to make this connection the primary (default) connection for all content management operations through the Documents service or Content Presenter. Selecting this option writes a configuration to the adf-config.xml file that identifies this connection as the default connection. If connectionName parameter is specified for a Documents service task flow, that value overrides this setting.




	
Note:

To be able to set a connection as primary (default) connection for the Documents service, you must select the Application Resources option in Create Connection In. This is because connections created as IDE connections cannot be used directly, they must be added to applications.








	
Select a connection from the Database Connection list, or create a new connection to the Oracle Portal schema:

	
In the Create Database Connection wizard, specify the connection name and type.


	
Enter the database user name and password of the Oracle Portal schema. By default, the user is PORTAL.


	
Under Oracle (JDBC) Settings, if you intend to specify a custom JDBC URL, then select the Enter Custom JDBC URL checkbox, and specify the database URL of the portal schema in the jdbc format:


jdbc:oracle:thin:@dbhost:dbport:dbsid


	
If you did not perform the above step, then select a driver, enter the host name, JDBC port, SID, and service name, as shown Table 26-4 and Figure 26-4.


Table 26-4 Parameters for Creating Oracle Portal-based Content Data Control

	Parameters	Description
	
Driver

	
There are two types of drivers: thin and oci8.

The thin driver can be used to connect to Oracle Database release 8i or later databases with TCP/IP network protocols. This driver is included in the default Oracle JDBC library for all projects.

The oci8 driver is used when creating a Java application that runs against an Oracle Application Server. This is a thick driver optimized for the Oracle Database. It is a mix of Java and native code. This driver handles any database protocol (TCP, IPX, BEQ, and so on). It is recommended for applications that are run from the computer on which they are stored.


	
Host Name

	
Name of the Oracle Database. Use an IP address or a host name that can be resolved by TCP/IP; for example, myserver. The default value is localhost.


	
JDBC Port

	
Value to identify the TCP/IP port.


	
SID

	
Unique system identifier of an Oracle database instance.


	
Service Name

	
The service name for an Oracle database instance.









Figure 26-4 Create Database Connection
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Click OK.





	
In the Create Content Repository Connection dialog, in the Login Timeout (ms) field, specify the time in milliseconds. This timeout determines how long the application must wait when trying to establish a session with the content repository. If the network connection or the content repository server to which you are trying to connect is slow, then consider overriding the default value specified in this field.


	
Select the applicable authentication method. See Section 26.2.6.1, "What You Should Know About Using Identity Propagation and External Application Authentication Methods" for information.


	
Select the Specify login credentials for current JDeveloper session checkbox and enter the Oracle Portal single sign-on user name and password for logging in to your portal instance. The Oracle Portal single sign-on user name and password entered here are used to test the connection and are functional only at design time. Then click OK.




	
Note:

If the Specify login credentials for current JDeveloper session checkbox is selected, then the credentials you entered are used. If the checkbox is not selected, then the connection is tested using External Application credentials (if they exist), otherwise null credentials are used.
If you have selected External Application for authentication and also specified either public or shared credentials, then you can leave these fields blank, as the public or shared credentials can be used to login at design time. If you specified both public and shared credentials for the external application, then the public credentials have higher precedence. However, if you have selected External Application but have not specified public or shared credentials, then you must specify user name and password here.










	
In the Application Resources panel, expand the repository connection you just created. The Connection Credentials dialog displays.




	
Note:

The Connection Credentials dialog displays if you do not save the credentials, that is, you do not select the Specify login credentials for the current JDeveloper session checkbox, or if you do not specify an External Application service that uses public or shared credentials.








	
Enter the user name and password for Oracle Portal connection and click OK. The connection displays under the Application Resources panel.







	
See Also:

To create a data control using this connection, perform the procedure described in Section 27.2, "Configuring Content Data Controls for JCR Adapters".












26.2.3 How to Create a Content Repository Connection Based on the Oracle WebCenter Adapter for Microsoft SharePoint

The Oracle WebCenter adapter for Microsoft SharePoint extracts and searches content within a Microsoft SharePoint 2007 repository. The adapter accesses the repository using the Microsoft SharePoint SOAP interfaces. Oracle recommends that you study Section 26.2.6.3, "What You Should Know About Oracle WebCenter Adapter for Microsoft SharePoint." before configuring and using Oracle WebCenter adapter for Microsoft SharePoint.

This section includes the following subsections:

	
Section 26.2.3.1, "Creating a Content Repository Connection Based on the Oracle WebCenter Adapter for Microsoft SharePoint"


	
Section 26.2.3.2, "Mapping Microsoft SharePoint Content and Services"






26.2.3.1 Creating a Content Repository Connection Based on the Oracle WebCenter Adapter for Microsoft SharePoint

To create a repository connection based on Oracle WebCenter adapter for Microsoft SharePoint:

	
In Oracle JDeveloper, open your WebCenter Portal application.


	
In the Application Resources panel, right-click Connections and choose New Connection, then Content Repository.


	
In the Create Content Repository Connection dialog, specify a connection name for the connection; for example, MySPConnection.




	
Tip:

You can choose between creating application-specific connections in the Application Resources panel and creating common connections in the Resource Palette (IDE Connections).








	
Select JCR SharePoint Adapter from the Repository Type box.




	
Note:

This option displays only if the extension for Oracle WebCenter adapter for Microsoft SharePoint is installed.








	
Select Set as primary connection for Documents service, if you intend to make it the default connection for the Documents service. Selecting this option writes a configuration to the adf-config.xml file that identifies this connection as the default connection for the Documents service. If a Document Library task flow is used without any connectionName input parameter, then this connection is used. For information about the Documents service, see Chapter 29, "Integrating the Documents Service."




	
Note:

To be able to set a connection as primary connection for the Documents service, you must select the Application Resources option in Create Connection In. This is because connections created as IDE connections cannot be used directly, they must be added to applications.








	
Under Configuration Parameters, enter the SharePoint URL which is the web address of the SharePoint site to which you want to connect. For example, http://mysharepoint.mycompany.com, as shown in Figure 26-5.


Figure 26-5 Content Repository Connection - Oracle WebCenter Adapter for Microsoft SharePoint

[image: Description of Figure 26-5 follows]






	
Enter an integer value representing the number of characters for the LIKE limit. If no value is set, the LIKE limit defaults to 64 characters as the limit for search pattern strings that are passed to the Microsoft SharePoint Server. If the value is set to zero, then the full string is passed to the server. That is, the LIKE limit is disabled. This parameter is optional. Oracle recommends that it be left to its default state. For related information, see Section 26.2.6.3, "What You Should Know About Oracle WebCenter Adapter for Microsoft SharePoint."


	
In the Login Timeout (ms) field, specify the time in milliseconds. This timeout determines how long the application must wait when trying to establish a session with the content repository. Oracle recommends that there is a fast network connection between the deployed application and the Microsoft SharePoint repository. If the network connection or the content repository server to which you are trying to connect is slow, then consider overriding the default value specified in this field.


	
Select the External Application authentication method. For information about this authentication method, see Section 26.2.6.1, "What You Should Know About Using Identity Propagation and External Application Authentication Methods."




	
Note:

Oracle WebCenter adapter for Microsoft SharePoint does not support the Identity Propagation authentication method. Therefore, the External Application authentication method lets you use a single shared set of credentials for all users when accessing the repository. You can also configure this option to enable each user to enter their own login credentials when accessing the repository the first time by omitting both the Shared and Public credentials in the External Application configuration. The system then reuses each unique credential on subsequent access requests.








	
Select the Specify login credentials for the current JDeveloper session checkbox and specify User Name and Password. This step is optional, and only required if you want to override the External Application authentication credentials created in the previous step. Moreover, this override only applies to the JDeveloper design time.


	
Click OK.


	
Optionally, to test the connection, expand the repository connection you just created, in the Application Resources panel. The Connection Credentials dialog displays.




	
Note:

The Connection Credentials dialog displays if you do not save the credentials, that is, you do not select the Specify login credentials for the current JDeveloper session checkbox, or if you do not specify an External Application service that uses public or shared credentials.








	
Enter the User Name and Password for this connection and click OK. The connection displays under the Application Resources panel.

This step is optional.









26.2.3.2 Mapping Microsoft SharePoint Content and Services

The Oracle WebCenter adapter for Microsoft SharePoint is designed to map the content managed in SharePoint servers, such as sites, lists, list items, metadata, documents, as well as content services delivered by Microsoft SharePoint, such as search and security.

The adapter maps content and content services that are relevant to the JCR standard. In other words, the adapter does not map the Microsoft SharePoint graphical user interface (GUI) and the application-level functions that are not part of the JCR standard. For example, the adapter does not map the GUI application logic of the Microsoft SharePoint server (not covered by JCR), but it provides GUI-relevant metadata so that JCR or Java applications can restore some of the GUI logic such as SharePoint lists, if that is the goal of the application.


Default JCR Location of the Microsoft SharePoint Documents Libraries

For a SharePoint Services v3 Team Site, the Shared Documents Library appears at path:/sp:Site/sp:RootWeb/sp:Lists/Shared Documents/sp:Files, as shown in Figure 26-6.


Figure 26-6 The Shared Documents Library Path for a SharePoint Services v3 Team Site

[image: Description of Figure 26-6 follows]






For the MOSS 2007 site created during installation, the Documents Center Document Library appears at path: /sp:Site/sp:RootWeb/sp:Webs/Docs/sp:Lists/Documents/sp:Files, as shown in Figure 26-7. This path reflects the structure where the Documents Center is a subsite in the SharePoint main site.

Files are JCR nodes of primary type nt:file, and of mix-in type sp:File. Folders are JCR nodes of primary type nt:folder and of mix-in type sp:Folder. The sp: mix-ins are similar to nt:unstructured in their definitions.


Figure 26-7 The Documents Center Document Library Path for MOSS 2007 Site

[image: Description of Figure 26-7 follows]












26.2.4 How to Create a Content Repository Connection Based on the File System Adapter

This section describes the procedure to create a content repository connection based on the file system adapter. The File System adapter is intended to be used in the development environment only.

To create a File System repository connection:

	
In Oracle JDeveloper, open your WebCenter Portal application.


	
In the Application Resources panel, right-click Connections and choose New Connection and then Content Repository.


	
In the Create Content Repository Connection dialog, enter a name for the connection; for example, MyConnection.




	
Tip:

You can choose between creating application-specific connections in the Application Resources panel and creating common connections in the Resource Palette (IDE Connections).








	
Select File System from the Repository Type box.


	
Select Set as primary connection for Documents service to make this connection the primary (default) connection for all content management operations through the Documents service or Content Presenter. Selecting this option writes a configuration to the adf-config.xml file that identifies this connection as the default connection. If connectionName parameter is specified for a Documents service task flow, that value overrides this setting.




	
Note:

To be able to set a connection as primary (default) connection for the Documents service, you must select the Application Resources option in Create Connection In. This is because connections created as IDE connections cannot be used directly, they must be added to applications.








	
Under Configuration Parameters, select the Base Path row, and enter the path to the folder in which your content is placed, for example, C:\MyContent.




	
Note:

The following must be considered while creating a file system connection:
	
The base path value is used as the root ("/") for the file system-based data control in Section 27.5, "Integrating Content Using Content Data Controls".


	
When you work on a UNIX system, the File System adapter inherits the case-sensitive file name characteristic of UNIX systems. So, on UNIX systems, you must ensure that references to files follow the same case as that used in the original file names. For example, suppose the Test.html file was created on a Microsoft Windows system. When you reference this file on a Linux system, you must ensure that you use Test.html, and not test.html or TEST.html.













	
Leave the Login Timeout (ms) field blank.


	
Click Test Connection to check whether you have entered the connection details correctly. You should see a Success! status, as shown in Figure 26-8.


Figure 26-8 File System Connection

[image: Producer success message]






	
Click OK.


	
In the Application Resources panel, expand the repository connection you just created.









26.2.5 What Happens When You Create a Repository Connection

When you create a connection to a repository, the contents in the main directory of the repository display under the Content Repository connection in the Application Resources panel, as shown in Figure 26-9. You can double-click folders and files to view them.


Figure 26-9 Application Resources

[image: Description of Figure 26-9 follows]






You can use repository connections to create JCR data controls that enable integration of the repository content with JSF pages. See Section 27.2, "Configuring Content Data Controls for JCR Adapters" and Section 27.5, "Integrating Content Using Content Data Controls" for information. These connections can also be consumed through the Documents service and Content Presenter task flows. See Chapter 29, "Integrating the Documents Service" for information.






26.2.6 What You May Need to Know When Creating a Repository Connection

This section includes:

	
Section 26.2.6.1, "What You Should Know About Using Identity Propagation and External Application Authentication Methods"


	
Section 26.2.6.2, "What You Should Know About Oracle Portal"


	
Section 26.2.6.3, "What You Should Know About Oracle WebCenter Adapter for Microsoft SharePoint"






26.2.6.1 What You Should Know About Using Identity Propagation and External Application Authentication Methods

The Create Content Repository Connection dialog provides the following options for authentication methods:

	
Identity Propagation: If you select this option, no credentials are passed to the repository. The repository connector instead uses the current user's identity as determined from the Java security context. This must only be used when the application and the repository use the same identity store to authenticate users.

To apply this authentication method, it is best to configure security for your application using the Configure ADF Security wizard since repositories may support only authenticated users or provide only limited access to the public or guest user. See Section 27.4, "Securing a Content Repository Data Control".


	
External Application: The External Application method can be used in all other cases where the current user identity should not be propagated directly to the repository. For more information, see Section 67.13, "Working with External Applications" and Section 29.3, "Setting Security for the Documents Service."

The External Application service allows different types of credentials to be associated with a connection:

	
Public credentials are used whenever an application is not secured, or the user has not yet logged in.


	
Shared credentials are used for any authenticated user.


	
If shared credentials are not specified, then mapped credentials can be used to obtain a result similar to identity propagation when the application and content repository do not use the same user store. In that case the external application service provides runtime screens through which users can provide their credentials for accessing the content repository. Those credentials are securely stored and used for any future connection that this user tries to establish.




If you intend to configure the External Application service, then click New to launch the Register External Application wizard and do the following:

	
Specify name of the external application.


	
In the Login URL field, enter the URL of the external application; for example, http://content-server.mycompany.com/idc/




	
Note:

This URL is optional and is required only to provide click through login to the content repository's own user interface. See the External Application service documentation for more information on how to configure click through login.








	
Then, under Authentication Details, select Basic from the list. Leave the fields under Login Details blank.

This option is selected when click through login is not required. If click through login is enabled, then you must select another option based on the authentication method used in the repository.


	
Accept the default values and click Next.


	
Enter shared credentials that can be used at design time and runtime. Do not specify shared credentials, if users must specify their own credentials.


	
Enter public credentials that can be used at design time and runtime. Specify public credentials only if you intend public users to view documents or contents.

Click Finish.












26.2.6.2 What You Should Know About Oracle Portal

The following should be considered while using the Oracle Portal adapter:

	
To use Oracle Portal-based content data control capabilities, you can install Oracle Portal release 10.1.4.1, 10.1.4.2, or 11. If you use the Oracle Portal release 10.1.4.1, then you must update it with the required patches. Consult Oracle Application Server Release Notes for Microsoft Windows (for the required platform) for release 11.1.1.0.0 to know the exact patch number.


	
Only file, image, imagemap, and text item types and custom types based on these item types are supported.


	
The portal:container page type and its extensions are supported.


	
Content is always exposed in the default language of the page group. For example, if there are three page groups with different default languages, then the content displays only for those default languages and not for any translations that exist.









26.2.6.3 What You Should Know About Oracle WebCenter Adapter for Microsoft SharePoint

Consider the following while configuring and using Oracle WebCenter adapter for Microsoft SharePoint:

	
The adapter does not support connecting to a Microsoft SharePoint repository configured to allow anonymous access.


	
There should be a fast network connection between the application server instance on which the adapter is running and the Microsoft SharePoint repository.


	
Microsoft SharePoint versions: Oracle WebCenter supports the following Microsoft SharePoint versions:

	
Microsoft Office SharePoint Server (MOSS) 2007 SP2


	
Microsoft Windows SharePoint Services (WSS) version 3 SP2





	
Versioning Settings: Oracle WebCenter supports the following Microsoft SharePoint 2007 Document Library versioning settings:

	
Require Check Out : No


	
Content Approval : No


	
Document Version History : No versioning




The adapter does not function correctly if any other Versioning Settings are configured. For example, upload operations fails if Require CheckOut is set to yes. If document version history or content approval are enabled, new versions or documents have restricted visibility.


	
Session-Based Memory Cache: For performance reasons, Oracle WebCenter adapter for Microsoft SharePoint maintains a session-based memory cache. A WebCenter Portal application, which uses this adapter, must configure an Http Session time-out in the application's web.xml file to ensure that any unused sessions are closed, and the adapter memory cache is released.


	
Mapping: The mapping takes into account only those content artifacts and services, which are relevant and defined in the JCR API. Additionally, the adapter maps the content and services to the extent supported by native SharePoint web services, as the adapter does not rely on custom additional server-side components. Consequently:

	
Full text search only returns items that are indexed by the SharePoint server.


	
Set of searchable columns is limited.


	
A fixed set of node types is supported in searches.


	
Some searches require additional network round trip as the adapter does not receive the full information necessary to map results to JCR from the web services.




The adapter exposes content from a Microsoft SharePoint server in a hierarchical way which is similar to the way by which the content is exposed by the native web interface. The items of the hierarchy have a primary type of either nt:folder, nt:file, or a specialization of these. Additional SharePoint specific characteristics are in some instances added by means of mixins, that is, sp:Folder, sp:File, and so on. The SharePoint specific name space, which is identified by the sp prefix in these examples, is used for items controlled by the SharePoint server. Items controlled by the user - webs, documents, list items and the like - are in the default name space. The adapter allows write access to SharePoint document libraries. That is, it allows folders and files to be created within document libraries in correspondence with creating folders or uploading files to the native SharePoint web interface. Examples which demonstrate this hierarchical mapping are described in the next point.


	
Site Structure: The structure mapping of a SharePoint site is as follows:

	
/sp:Site: The root element of the site.


	
/sp:Site/sp:RootWeb: The root web element.


	
/sp:Site/sp:RootWeb/sp:Lists: The path to the root of all lists in the site.


	
/sp:Site/sp:RootWeb/sp:Lists/Shared Documents/sp:Files: The path to the start of the file and folder hierarchy within a document library. In this example, the Shared Documents library is shown. All site document libraries are mapped under /sp:Site/sp:RootWeb/sp:Lists, each mapped by their own document library name.


	
/sp:Site/sp:RootWeb/sp:Lists/Shared Documents/sp:Files/myFiles: An example of a folder within the sites Shared Documents document library.


	
/sp:Site/sp:RootWeb/sp:Webs/mySubSite: A site's subsites are all mapped under /sp:Site/sp:RootWeb/sp:Webs. This example shows the path to a subsite named mySubSite. The subsite may itself contain Document Libraries.


	
The adapter does not support the write access to a SharePoint Document Library with settings that require one or more mandatory SharePoint columns.





	
Search and indexing:

	
JCR and native Microsoft SharePoint search: The Oracle WebCenter adapter for Microsoft SharePoint uses the native SharePoint search web service to evaluate JCR queries. Features present in JCR 1.0 but not available in the SharePoint search service are usually ignored.


	
Indexed items: The native search finds only those items that are indexed by the Microsoft SharePoint server. Other items that may match the query criteria are ignored. By default, SharePoint Services 2007 is configured for search and full-text indexing of a limited set of document types. For more information, and information on how to enable search and indexing in more complex deployments, see Microsoft documentation.


	
LIKE limit: The SharePoint native query language uses a LIKE keyword that the adapter uses to constrain queries by URLs (document paths) that match a pattern. The native LIKE operator supports a pattern match on strings up to 64 characters. Therefore, the Oracle WebCenter adapter for Microsoft SharePoint applies a client-side filtering on result sets to ensure that the correct constraint on URL is applied. The adapter's LIKE limit parameter controls this feature, and if this limit is not set, it defaults to applying a 64 character limit. The parameter can be set to 0 to disable client-side filtering. The parameter can also be set to some other positive value to apply a different character limit. However, this limit can only be increased if the SharePoint instance supports LIKE tests on URLs greater than 64 characters.


	
Creation and Modification timestamps: When displaying the contents of a SharePoint Document Library, the adapter reports the Creation and Modification timestamps as the times that the document was created on or last updated in the library. In the case of some document types, for example Microsoft Office documents, the native SharePoint search evaluates against the document metadata stored within each document. This can be different from the times when the document was uploaded or updated in the Document Library, and therefore, it appears to give misleading search results.


	
Combining search keywords: The adapter does not support combining search keywords in an OR expression.


	
Search by Last Modifier: The adapter does not support search by Last Modifier.


	
Supported JCR search operators and properties: The adapter supports the following:

	
Relational operators for comparison: =, >=, >, <=, <, LIKE, <>, IS NULL, IS NOT NULL. Predicates, descendants, and self operators (//) are supported on the last location step.


	
Properties for comparison: Size, Author, Modified, URL, Title, IsDocument, ContentClass, SiteName, Description, FileName, jcr:data, jcr:mimeType, jcr:created, jcr:lastModified.



















26.3 Editing Content Repository Connections

This section describes how you can edit a common or an application-specific content repository connection. This section includes the following subsections:

	
Section 26.3.1, "How to Edit a Common Repository Connection"


	
Section 26.3.2, "How to Edit a WebCenter Portal Application-Specific Content Repository Connection"






26.3.1 How to Edit a Common Repository Connection

Common repository connections (IDE connections) are created and edited under the Resource Palette.

To edit a common repository connection:

	
Under the Resource Palette, right-click the repository connection you intend to edit and choose Properties, as shown in Figure 26-10. The Edit Repository Connection dialog displays, as shown in Figure 26-11.


Figure 26-10 Resource Palette - Properties

[image: Description of Figure 26-10 follows]







Figure 26-11 Edit Content Repository Connection

[image: Description of Figure 26-11 follows]






	
Change the appropriate parameters.


	
Test the connection and click OK.









26.3.2 How to Edit a WebCenter Portal Application-Specific Content Repository Connection

Application-specific content repository connections exist under the Application Resources panel.

To edit a WebCenter application-specific content repository connection:

	
In the Application Resources panel, right-click the connection you intend to edit, and choose Properties, as shown in Figure 26-12. The Edit Content Repository Connection dialog displays, as shown in Figure 26-13.


Figure 26-12 Application Resources - Properties

[image: Description of Figure 26-12 follows]







Figure 26-13 Edit Content Repository Connection

[image: Description of Figure 26-13 follows]






	
Change the appropriate parameters. Depending on the repository type, see the earlier sections that describe how to create repository connections. For example, for Oracle Content Server, see Section 26.2.1, "How to Create a Content Repository Connection Based on the Oracle Content Server Adapter".


	
Test the connection and click OK.











26.4 Using an Existing Repository Connection for a New WebCenter Portal Application

You can use an existing repository connection for any WebCenter Portal application, if you created it as a common repository under the Resource Palette.

To use an existing repository connection:

	
In Oracle JDeveloper, open the WebCenter Portal application for which you intend to use an existing repository connection.


	
Go to the Resource Palette and select the repository connection that you intend to use for a new application, for example MyConnection_2, and drop it under the Application Resources panel of the new application, as shown in Figure 26-14.




	
Tip:

Alternatively, right-click the connection and choose Add to Application. The connection is displayed under the Application Resources panel.








Figure 26-14 Dragging an Existing Common Repository Connection (IDE Connection) to an Application

[image: Description of Figure 26-14 follows]








You can now configure a data control for your new application from this repository connection, as described in Section 27.2, "Configuring Content Data Controls for JCR Adapters".





Part III


Customizing Your Application and Extending Customization Options

Part III contains the following chapters:

	
Chapter 17, "Introduction to Oracle Composer"


	
Chapter 18, "Enabling Runtime Creation and Management of Pages"


	
Chapter 19, "Enabling Runtime Editing of Pages Using Oracle Composer"


	
Chapter 20, "Extending Runtime Editing Capabilities Using Oracle Composer"


	
Chapter 21, "Performing Advanced Oracle Composer Configurations"


	
Chapter 22, "Performing Oracle Composer-Specific MDS Configurations"


	
Chapter 23, "Modifying Default Security Behavior of Oracle Composer Components"


	
Chapter 24, "Customizing Task Flows"
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