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The following text conventions are used in this document:
Convention | Meaning |
---|---|
boldface | Boldface type indicates graphical user interface elements associated with an action. |
italic | Italic type indicates book titles, emphasis, terms defined in text, or placeholder variables for which you supply particular values. |
| Monospace type within a paragraph indicates commands, URLs, Java class names and method names, file and directory names, text that appears on the screen, or text that you enter. |
Oracle Authorization Policy Manager is a graphical interface for managing policies and related security objects. This chapter describes a general overview of the product.
Oracle Authorization Policy Manager is the graphical interface for Oracle Entitlements Server, a fine-grained authorization product that allows an organization to protect its resources by defining and managing policies and related security objects. From a high-level, Oracle Entitlements Server comprises centralized policy management with policy decision making. The following sections contain more information.
Oracle Entitlements Server offers fine-grained authorization in which a context for the authorization request is provided and access is granted or denied based on it. Access privileges are defined in an authorization policy by specifying who can do what to which resource, when it can be done, and how. The authorization policy can enforce controls on all types of resources including software components (URLs, Java Server Pages, Enterprise JavaBeans, methods, servlets and the like used to construct an application) and business objects (representations of user accounts, personal profiles and contracts such as bank accounts in a banking application, patient records in a health care application, or anything used to define a business relationship). Additionally, Oracle Entitlements Server:
Note: The Fusion Applications version of Oracle Entitlements Server is not meant to contain all of the functionality of Oracle Entitlements Server. |
Oracle Authorization Policy Manager is the Administration Console for Oracle Entitlements Server. It is a browser-based, graphical interface for managing policies and related security objects. It supports the creation and management of Authorization Policies and Role Mapping Policies. An Authorization Policy defines the rules for accessing a software component or business object. A Role Mapping Policy defines which users are assigned which roles, and may be referenced by an Authorization Policy. Figure 1-1 is a screenshot of the Authorization Policy Manager Administration Console.
Figure 1-1 The Oracle Authorization Policy Manager Graphical Interface
Note: For purposes of this documentation, Authorization Policy Manager and variations of the Oracle Entitlements Server Administration Console (Administration Console, Console and the like) may be used interchangeably. |
The following sections contain additional information.
Only users with sufficient privileges can log in to the Oracle Entitlements Server Administration Console or use administrative command-line tools such as the WebLogic Scripting Tool (WLST). An Oracle Entitlements Server system-level Administrator Role named SystemAdmin is created during installation and is mapped to the WebLogic Server administrator user, weblogic
. The password is set during installation.
Note: At first log in to the Oracle Entitlements Server Administration Console, SystemAdmin must use the credentials set during installation. The identifier and password can then be changed by using your identity store's management tool. |
SystemAdmin has extensive privileges that includes the rights to create additional Administrative Roles for delegating administrative rights to others. You can than grant users these roles to give them different administrative rights for the Oracle Entitlements Server environment. For more information, see Section 6.6, "Managing System Administrators Using Administrator Roles."
Oracle Entitlements Server administrator and user identities are stored in an identity store, typically an LDAP directory server. Users and External Roles (those defined in the identity store) are read-only. Oracle Entitlements Server reads and displays the data; it does not perform any management operations. Management of the identity data is accomplished using the identity store's tools or an identity management product such as Oracle Identity Manager. Supported identity stores are:
For information about Oracle Fusion Middleware Certification and Supported Configurations, visit http://www.oracle.com/technology/software/products/ias/files/fusion_certification.html
.
For this release of Oracle Entitlements Server, the policy store used to maintain policy objects and defined policies can be a relational database (preferred) or an LDAP-based directory. (Oracle Internet Directory can be used as the policy store but has limited capabilities.) For links regarding hardware requirements, see Section 1.2.1, "Before You Begin." Instructions for creating and initializing the policy store can be found in Oracle Fusion Middleware Installation Guide for Oracle Identity Management. Before using Authorization Policy Manager, make sure that the policy store has been reassociated to one of the supported repositories. For details on reassociating the domain policy store, see Oracle Fusion Middleware Application Security Guide.
Figure 1-2 illustrates how a security administrator accesses Authorization Policy Manager, and how the tool communicates with the Oracle WebLogic server domain's policy and identity stores. Note that Authorization Policy Manager can access policies (and identities) shared by different domains. Authorization Policy Manager uses the Oracle Entitlements Server Management API to access the policy store and Oracle Identity Governance Framework API to access the identity store.
Figure 1-2 Authorization Policy Manager Deployed in a WebLogic Domain
Before getting started using Oracle Entitlements Server, the following tasks must be done. They include installing the product and its components (for example, remote Security Modules), and configuring features like high availability and Secure Sockets Layer (SSL), if applicable. The following sections contain links to other documentation regarding the topics.
Two particular data sources must be set using WebLogic Server before beginning the installation process. They are APMDBDS and mds-ApplicationMDSDB. The first data source can be configured with the WebLogic Console by navigating to JDBC > Data Sources. Table 1-1 describes the characteristics of these data sources.
Table 1-1 Required Data Sources
Data Source Name | JNDI Name | Description |
---|---|---|
mds-ApplicationMDSDB | jdbc/mds/mds-ApplicationMDSDBDS | Stores MDS-related documents used by the application. |
APMDBDS | jdbc/APMDBDS | Required to use the 3-way-diff patch method. |
Additionally, applications whose policies are managed with Authorization Policy Manager are assumed to use Oracle Platform Security Services for authorization. For details about integrating an application with these services, see Oracle Fusion Middleware Application Security Guide.
Authorization Policy Manager is installed with Oracle Entitlements Server. Before getting started, install Oracle Entitlements Server and its components (for example, remote Security Modules), if applicable. For details about installation, see Oracle Fusion Middleware Installation Guide for Oracle Identity Management.
When Authorization Policy Manager is installed for Oracle Fusion Applications, it is configured to allow for basic authorization. Basic authorization is based on the permissions policy model in which permissions are granted to users, groups, and code sources. For users and groups, the permissions determine what a user or a group member is allowed to access. For code sources, they determine what actions the code is allowed to perform. Advanced authorization allows for the use of more fine-grained policy objects including Role Mapping Policies and hierarchical resources.
Use the following procedure to reconfigure Authorization Policy Manager for advanced authorization. It assumes WebLogic Server is installed and the Fusion Middleware home directory is available.
$FMW_HOME/oracle_common/common/bin
. wlst.sh
command. The command takes the following arguments: user name (weblogic), password associated with the user (weblogic1) and the T3 connection URL for the Administration Server. In this example, it is running locally on port 7101.
exportMetadata
command. This command will export the apm-config.xml
configuration file to the /tmp/repository
sub-directory on the machine that hosts the Administration Server. The command takes the following arguments:
oracle.security.apm
. apm-config.xml
will be exported. Be sure you have access rights to this directory. oracle/security/apm/config/apm-config.xml
will be exported. , so please make sure you have access right to that file path in the AdminServer machine once you downloaded the documents apm-config.xml
configuration file in a text editor. The file is in the /tmp/repository
directory as previously specified.
oracle.security.apm.oes.mode
attribute in this file from basic to advanced. This command will import the apm-config.xml
configuration file back to the machine that hosts the Administration Server. The command takes the following arguments:
oracle.security.apm
. apm-config.xml
will be imported. apm-config.xml
will be imported to the oracle/security/apm/config/ directory. After installation, the Oracle Entitlements Server identity store is associated with the WebLogic Server embedded LDAP directory. While this embedded LDAP directory is fine for development purposes, a supported LDAP directory must be used in production. The following procedure reconfigures the default identity store settings. More specific information on configuring LDAP authentication providers can be found in the Oracle Fusion Middleware Securing Oracle WebLogic Server.
Figure 1-3 The Authentication Provider Tab
For example, OracleInternetDirectoryAuthenticator.
This might include the host name and port, credentials, group search base, user search base and the like.
DefaultAuthenticator and DefaultIdentityAsserter will follow.
Figure 1-5 DefaultAuthentciator Tab in WebLogic Server Console
For details about high availability for Authorization Policy Manager, see Oracle Fusion Middleware High Availability Guide.
The connections that Authorization Policy Manager establishes with the policy store, the identity store, and the database can be secured through one-way Secure Sockets Layer (SSL). The access to Authorization Policy Manager via a browser can also be secured through one-way SSL. These settings are similar to those of any other application running in the Oracle WebLogic server.
For information about configuring one-way SSL for connections with the policy store, the identity store, and the database, see Oracle Fusion Middleware Securing Oracle WebLogic Server. Access to Oracle Entitlements Server using a browser can also be secured through one-way SSL. These settings are similar to those of any other application running in the Oracle WebLogic Server.
Setting the loggers and a log level for Authorization Policy Manager is similar to setting them for any other application running in the Oracle WebLogic server. For details, see Oracle Fusion Middleware Application Security Guide.
Oracle Authorization Policy Manager supports Globalization to display text, such as role and user names, in one of the following standard administrator languages:
Authorization Policy Manager determines the language in which text is displayed from the locale setting of the browser. When your browser locale is set to one of the above supported administrator languages, the Authorization Policy Manager text is displayed in that language.
The following sections contain information on how to access the Authorization Policy Manager graphical interface (also referred to as the Administration Console).
Follow this procedure to sign in to the Authorization Policy Manager Administration Console.
https://hostname:port/apm/
where:
/apm/
refers to the Authorization Policy Manager Log In page The default system administrator identifier is weblogic
. The password is the same one supplied during installation. Figure 1-6 is a screenshot of the Sign In page.
Figure 1-6 Administration Console Sign In Page
Follow this procedure to sign out of the Authorization Policy Manager Administration Console.
Figure 1-7 is a screenshot of the Sign Out link.
Figure 1-7 Administration Console Sign Out Link
After a successful log in, the Authorization Policy Manager Administration Console is displayed with the Authorization Management Tab active. The Navigation Panel is on the left side and the Home area on the right side. Objects selected in the Navigation Panel are opened in tabs and displayed in the Home area. Figure 1-1 is a screenshot of the Administration Console after an administrative user has successfully signed in. The following sections contain descriptions of the top-level items displayed.
See the following sections for information on the organizational tabs used in the Administration Console. Each tabbed section is comprised of a Navigation Panel and Home area.
The Authorization Management tab is used to search and manage policy objects. This tab is active upon successful log in to the Administration Console. Figure 1-8 is a screenshot of the Authorization Management tab.
Under Authorization Management, the left side is the Navigation Panel and the right side is Home. The Home display changes based on what is selected from the Navigation Panel. For more information, see Section 1.4.2, "Using The Navigation Panel" and Section 1.4.3, "Understanding the Home Area."
The System Configuration tab is used to manage administrative and system type objects for the Oracle Entitlements Server deployment. Figure 1-9 is a screenshot of an active System Configuration tab. The object selected in the Navigation Panel is displayed using tabs in the Home area.
The following tasks are performed under System Configuration:
For more information, see Chapter 12, "Managing System Configurations."
The Navigation Panel is used to find security objects by browsing the Global or Applications information trees, or by conducting a simple search. It lists all Global and Application policy objects in a navigatable tree. You can browse the tree or display objects as Search Results based on defined search criteria. Figure 1-1 is a screenshot that displays the Navigation Panel with its nodes collapsed. Figure 1-10 displays the Navigation Panel with its nodes expanded and many policy objects in view.
Figure 1-10 Navigation Panel Browse Tab with Nodes Expanded
The Navigation Panel contains, from top to bottom, the following elements:
From the Navigation Panel, there are two methods for displaying the New and Open options comprised in the Actions drop-down list.
Select New to create a new object of the same type and select Open to display a search tab in the Home area. Double-clicking an object from the node also opens a Search tab in the Home area.
The Home area displays on the right side of the Navigation Panel and contains quick access links to New and Search screens for the most commonly used policy objects. As displayed in Figure 1-12, the Home area of the Administration Console is divided into the following sections.
To get more information while using the Administration Console, click the Help link located in the upper right corner (as seen in Figure 1-1). A separate window opens. From this window you can access both the online help and an embedded version of this book in HTML. After the window displays, select either Administration Console Online Help or Authorization Policy Manager Administrator's Guide from the drop-down Book list. The help topics link to the corresponding section of the embedded book as do the links in the Help's Table of Contents.
A policy is a set of criteria that, when evaluated by Oracle Entitlements Server, specifies whether a user will be granted access to a particular protected resource or assignment to a particular role. This chapter contains an overview of the Oracle Entitlements Server policy model, the elements that comprise a policy and how the elements are organized in the policy store. It contains the following sections:
Oracle Entitlements Server supports the creation of Authorization Policies and Role Mapping Policies. Section 2.1.1, "Granting and Denying Access Using Policies" explains how these two types of policies work together to grant or deny access to a protected resource. The referenced sections below contain detailed information regarding these policy types including how they are used.
Note: Resources may include software components or business objects. For more information, see Section 2.4, "Implementing a Policy Use Case." |
By default, all access to a protected resource is denied until an Authorization Policy that explicitly grants access to it is written and distributed. If the Authorization Policy only grants access to a role, the requesting user must be statically assigned to it or a Role Mapping Policy that assigns the requestor (or not) to the defined role must be written and distributed. If an Authorization Policy denies a previously granted entitlement, it takes precedence over the previous grant. Explicit DENY Authorization Policies cannot be overruled. A practical use of a DENY policy is to explicitly deny an entitlement to ensure that a user or group can never gain access to a specific resource.
An Authorization Policy is created to grant or deny access to a particular resource based on the profile of the requesting user. From a high level, the Authorization Policy defines an association between an effect (GRANT or DENY), a principal (requesting user), the target resource, the resource's allowed actions and an optional condition. An Authorization Policy is applicable to a request for access if the parameters in the request match those specified in the policy. Consider this Authorization Policy definition:
This Authorization Policy will GRANT any user that is a member of the SupportManagerEast
role access to the Incidents servlet for the purpose of modifying it. The policy is also constrained by a condition - the request must be made from IP address 229.188.21.21. Thus, if the parameters in the request match the parameters in the policy (a member of the SupportManagerEast
role wants to modify the Incidents servlet), and the request is made from IP address 229.188.21.21, the request is granted. If the parameters in the request match the parameters in the policy (a member of the SupportManagerEast
role wants to modify the Incidents servlet) but the request is NOT made from IP address 229.188.21.21, the policy is ignored. The following list of terms and values are extracted from this policy definition and comprise the components of the Authorization Policy.
Figure 2-1 illustrates how the components of this policy map to the Oracle Entitlements Server Authorization Policy objects.
Figure 2-1 Policy Components Mapped to Authorization Policy Objects
For information on how to create, update and delete Authorization Policies, see Section 3.5.5, "Managing Authorization Policies."
An Application Role is a collection of users, groups, or other Application Roles defined using Oracle Entitlements Server. It can be mapped to an enterprise user, group, or external role in an identity store, or another Application Role in the Oracle Entitlements Server policy store. (Assigning one Application Role to another Application Role allows you to build an Application Role hierarchy.) Application Roles can be assigned to a user in either of the following ways:
A Role Mapping Policy allows you to dynamically assign (GRANT) role membership to a user or dynamically revoke (DENY) role membership from a user. Consider the following Role Mapping Policy definition:
This policy grants the SupportManagerEast
Application Role to any user that is a member of the group Employee
. The policy is constrained by a condition though - the request must be made from IP address 229.188.21.21. Thus, if the parameters in the request match the parameters in the Role Mapping Policy (the requesting user is a member of the Employee
group), and the request is made from IP address 229.188.21.21, the Application Role is granted. If the request is not made from the defined IP address, the Role Mapping Policy is ignored. The following terms and values are applicable to this Role Mapping Policy definition.
Figure 2-2 illustrates how the components of this policy map to the Oracle Entitlements Server Role Mapping Policy objects.
Figure 2-2 Policy Components Mapped to Role Mapping Policy Objects
A Role Mapping Policy can also be used to prevent specific users from being assigned an Application Role. Consider the following Role Mapping Policy definition:
This policy denies the GoldCircle
Application Role to any members of the group Customers IF their account balance is less then $10,000. For information on how to create, update and delete Role Mapping Policies, see Section 3.5.7, "Managing Role Mapping Policies."
During Oracle Entitlements Server runtime evaluation, the following occurs:
The policy objects defined in this section can be created, provisioned or managed using the Authorization Policy Manager Administration Console.
The policy store is where all Oracle Entitlements Server policy objects (including, but not limited to, Applications, Resources and various role types) are stored. A policy store can be a relational database (preferred) or an LDAP-based directory. For more information, see Section 1.1.2.3, "Using the Policy Store."
A Principal is the identity to which the access rights defined in a policy are granted. A principal can be a user, a group, an External Role, or an Application Role. Most frequently, it is an Application Role. For information on adding a principal to an Oracle Entitlements Server policy, see Section 3.5.5.1, "Creating an Authorization Policy" or Section 3.5.7.1, "Creating a Role Mapping Policy."
An Application Role is a collection of users, groups, or other Application Roles defined using Oracle Entitlements Server. It can be assigned to an enterprise user, group, or external role in an identity store, or another Application Role in the Oracle Entitlements Server policy store. When creating an Application Role you might grant it all privileges necessary to access a given target Resource. Then, it can be assigned statically to a user by granting the user membership in the Application Role, or dynamically by referencing the Application Role as principal in a Role Mapping Policy. One target application may have several different roles, with each role assigned a different set of privileges for more fine-grained access.
Many Application Roles can be mapped to one External Role. For example, the external group employee
(stored in LDAP-based identity store) can be mapped to the Application Role customersupport member
(defined in one application) and to the Application Role IT member
(defined in another application). For more information, see Section 3.5.6, "Managing Application Roles in the Role Catalog."
Note: Search for Application Roles in the Role Catalog node of the Oracle Entitlements Server Administration Console. See Chapter 4, "Searching for Security Objects" for more information. |
An External Role is a collection of users and groups defined in an external identity store such as an LDAP server or a database. The term external role is often synonymous with the terms enterprise role or enterprise group; they are typically implemented as LDAP groups in the identity store. For information on adding an External Role to a policy, see Section 3.5.5.1, "Creating an Authorization Policy" or Section 3.5.7.1, "Creating a Role Mapping Policy."
Note: Within Oracle Entitlements Server, external roles and users are read-only. They are typically managed with a different tool, such as Oracle Identity Manager. For more information, see Oracle Fusion Middleware System Administrator's Guide for Oracle Identity Manager. |
An Authorization Policy specifies a set of rights that an entity (the grantee, a principal or code source) is allowed on a protected resource. This might include viewing a web page or modifying a report. In short, it specifies who can do what to a resource protected by Oracle Entitlements Server. For more information, see Section 3.5.5, "Managing Authorization Policies."
Note: Search for Authorization Policies in the Default Policy Domain (or a custom Policy Domain, if applicable) node of a configured Application. See Chapter 4, "Searching for Security Objects" for more information. |
A Role Mapping Policy is used to determine what external subjects (users, groups or External Roles) are assigned to the applicable Application Role. The Application Role, when referenced in an Authorization Policy, defines the principals affected by the Authorization Policy. Role Mapping Policies may also include conditions. For more information, see Section 3.5.7, "Managing Role Mapping Policies."
Note: Search for Role Mapping Policies under the Role Catalog node of the Oracle Entitlements Server Administration Console. See Chapter 4, "Searching for Security Objects" for more information. |
An Application is a high-level container for managing roles, policies, resource definitions, and other policy objects; in effect, all items needed to define secure access to a particular resource. An Application may correspond to a single deployed software application, a set of deployed software applications, or components of a software application (such as an Enterprise Java Bean). You can manage more than one Application with Oracle Entitlements Server. For more information, see Section 3.5.1, "Managing Applications."
A Resource Type represents the type of a secured object. Protected software application components that share common characteristics can be represented by particular Resource Type. For example, a set of pages can be represented by one Resource Type and bank accounts by another Resource Type. A Resource Type defines resource attributes and possible valid actions that are applicable to the protected component. It also defines how to match a resource passed by the software application to a Resource defined in an Authorization Policy. A Resource is instantiated from a Resource Type. For more information, see Section 3.5.2, "Managing Resource Types."
A Resource is a protected component or object to which access is granted or denied. A Resource represents the application component or business object that is secured by an Authorization Policy. At runtime, the application passes the Resource name to check for access definitions that will determine whether a Principal is authorized access. A Resource requires an associated Resource Type. For more information, see Section 3.5.3, "Managing Resources."
A Policy Domain is a container under an Application object that can serve as a partition to facilitate management of Resources, Entitlements and Authorization Policies. The Policy Domain is an optional management construct that can restrict an administrator's right to a particular subset of Resource, Entitlements, and Authorization Policies. The Policy Domain has no effect upon runtime policy evaluation. Multiple Policy Domains can be created and can be hierarchical. A default policy domain is added to each Application upon its creation. For more information, see Section 6.4, "Using Policy Domains to Delegate."
An Entitlement (also known as a permission set) represents a small set of Resources and the associated actions needed to perform a task. It groups related Resources, possibly of different types, needed to perform a business function. An Entitlement is a reusable collection of access rights that can be granted to multiple principals. For more information, see Section 3.5.4, "Managing Entitlements."
An Attribute represents data that can be used in a policy condition, or returned with the policy determination as an obligation. It is defined by its name, the type of data it takes as a value, and whether the value is single or multiple. An attribute value can either be passed by the protected application as part of an authorization request, or retrieved by Oracle Entitlements Server using an attribute retriever. For more information, see Section 3.5.9, "Managing Attributes and Functions as Extensions."
A Function represents custom code that can be invoked as part of the evaluation of a policy condition; the returned value will affect the evaluation of the condition. For more information, see Section 3.5.9, "Managing Attributes and Functions as Extensions."
A Condition is one or more constraints that must be evaluated to true in order for the policy to be included in the authorization decision. Adding a Condition to a policy is optional and when used, further restricts access to the protected resource. In general, conditions consist of boolean expressions that test the value of some user, resource, or system attribute. Individual conditions can be combined with the following logical operators: AND, OR, and NOT. Conditions can define constraints based on date, time, a time range, a day of week, and so forth. For more information, see Section 3.6, "Using the Condition Builder."
An Obligation specifies optional information that is returned together with an authorization decision. When used, an Obligation may impose an additional requirement for the policy enforcing component, or simply contain useful information. For example, the reason a request for access has been denied might be returned as an Obligation. For information on adding an Obligation to a policy, see Section 3.5.5.1, "Creating an Authorization Policy."
A Role Category is an optional tag that can be associated with an Application Role; it can be used for searching. Role Categories enable administrators to organize roles in arbitrary flat collections. They have no effect upon runtime policy evaluation. For more information, see Section 3.5.8, "Managing a Role Category."
Oracle Entitlements Server provides the ability to externalize policy management and policy decision making logic from an organization's resources. It secures access to the organization's resources by implementing policies that specify the users, groups, and roles that can access them. Resources can be application software components (URLs, Enterprise JavaBeans, JavaServer Pages) or enterprise business objects (customer accounts, patient records). This use case considers how the policy model can be used to secure the financial services offered by Acme Investment Bank. It is based on the concept of hierarchical resources - resources are organized as a tree and inherit from their parent elements.
Note: Oracle Entitlements Server also supports the concept of non-hierarchical (flat) resources. See Section 3.5.2, "Managing Resource Types" for more information. |
In this use case, the following conditions apply:
Figure 2-3 illustrates the financial services scenario by organizing the protected resources into business objects and software components. Paul is a bank employee who is an account manager and can set transfer limits up to $100,000 on the accounts that he manages. Paul manages account owner Bob's family account which has a transfer limit of $10,000. Bob manages his family account and a child account he created for Mary who may not transfer money. These accounts are considered business objects and are protected as such.
Account owner Bob has access to a Summary report generated for his family account. Account manager Paul has access to Bob's Summary report and his own Account Manager report. Child account holder Mary has access to no reports. These reports, generated as JavaServer Pages, are considered software components and are protected as such.
Figure 2-3 Use Case for Software Components and Business Objects
For any given user, a request for access to a financial services account (business object) or account report (software component) generates a decision based on the following questions:
The first two questions can be decided using policies created to protect business objects, while the last can be decided using policies created to protect software components. The following sections illustrate how to conceptualize the policies.
The Account Reports node in Figure 2-3, "Use Case for Software Components and Business Objects" represents the reporting application. Summary.jsp
and Detailed.jsp
are the software components. There are several options from which to choose when deciding how to model policies for securing these software components. One option is to set an Authorization Policy for the top node reporting application by using group membership. The following example illustrates how access is explicitly granted by naming the resource and the group of users that can access it.
This top down Authorization Policy grants access to the Account Reports node for anyone in the BankManagers group. Because these resources are hierarchical, anyone in the allowed group has access to both the Summary and Detailed reports. But this access may be restricted using system-based or attribute-based conditions. For example, adding a condition based on time or based on the value of a specific user, group, or resource attribute would further limit access. The following example illustrates how a time-based condition restricts access of the reports to typical office hours.
Another option can set the top down Authorization Policy by defining the principal as a role rather than a group. A role is comprised of users or groups. (An LDAP role would be granted enterprise wide whereas an Application Role is specific to the Application for which it was configured.)
Note: A user can be assigned to a role through direct membership or a Role Mapping Policy. |
In the following example, the resource is explicitly named and access is implicitly granted to a user if the user is assigned the defined role.
You can also dynamically assign the BankManagers role to users accessing the reporting application if they are a member of the BankManagers group (as illustrated below).
Another way to define the previous Authorization Policy is to assign the role based on a user attribute value rather than group membership. (In a large enterprise, it is typically more efficient to assign users based on attributes than on group membership.) The following example assigns the BankManagers role to the requesting user if the value of the UserType attribute in the user's profile is BankManager.
The previous examples represent Authorization Policies that scope from the top node reporting application down to the reports but Authorization Policies can also be defined for the specific report nodes. The following example grants access to the Summary.jsp
report to all assignees of the BankManagers and AccountOwners roles. The additional condition is that the principal requesting access must be listed on the account to which the report pertains.
Another example illustrates how access to the Detailed.jsp
report can be granted to anyone who is assigned the BankManager role.
The previous examples show how an Authorization Policy can be modeled for specific application software components. In a real enterprise scenario, each application may have tens or hundreds of resources so it might not be practical to write an Authorization Policy for each one. The concept of resource attributes has been implemented by Oracle Entitlements Server to address this proliferation of application software component resources and associated Authorization Policies.
By associating a resource with an attribute, you can grant access based on the value of the attribute. For example, filetype could be a resource attribute that is used to define an HTML page, an image, or a PDF. By defining a condition as if filetype=pdf
, you can grant access to all PDF files that are associated with the resource. The following example uses a resource attribute; it allows users assigned the BankManagers and AccountOwners role access to all reports although access is granted only if the report type being requested matches the value of the UserReportType attribute in the specific user's profile.
This policy grants BankManagers and AccountOwners access to all reports although access is constrained based on matching resource attribute values with user attribute values. An advantage of this approach is that the policy governing access need not change as resources are added to, or removed from, an application. As resources change, the ReportType resource attribute attached to the application continues to govern access.
There are several options from which to choose when deciding how to model Authorization Policies for securing business objects. In this banking scenario, business objects are bank accounts. Figure 2-3, "Use Case for Software Components and Business Objects" illustrates the Acme bank account structure.
Each bank account can have a manager, an owner, and a holder with each scope assigned a certain set of privileges (or entitlements). The policy evaluating what a user can do on the bank account is then based on the user's attributes rather than the resource. The following example allows anyone to transfer money but that privilege is only granted if the user is defined as owner of the account requested and the amount of money being transferred is less than or equal to the limit defined for the user.
There is another option to acquire a user's entitlements. Rather than comparing a transfer request to a transfer limit, Oracle Entitlements Server can return the transfer limit amount as the output of evaluation. In this scenario, the user's ability to access the account is verified but the transfer amount is returned to the caller (in a Java object) as an obligation. This leaves verification that the transfer amount is within the transfer limit up to the application. The following example illustrates this model.
A model where the bank account corresponds to an individual resource instance can also be used; however, this would yield a proliferation of policies (one for each account) and become unmanageable. For example, if Acme Investment Bank had 100,000 accounts, it would need at least 100,000 policies just to manage transfers. For more information on adding obligations, see Section 3.5.5, "Managing Authorization Policies."
The Oracle Entitlements Server Administration Console (Authorization Policy Manager) is used to manage Authorization Policies, Role Mapping Policies, and the security objects from which they are created. This chapter contains the following sections:
Oracle Entitlements Server allows administrators to perform create, read, update, and delete (CRUD) operations on all policies and global objects. Tasks performed in the Administration Console typically require that an administrator identify an object (by browsing or searching), select it, and choose one of the operations available for it. The following sections contain information relevant to managing policies and policy objects with Authorization Policy Manager.
Policy objects are organized into nodes that are displayed in the Authorization Policy Manager Navigation Panel. The nodes are Applications and Global.
Note: Within Oracle Entitlements Server, External Roles (and Users) are read only; they are typically managed with a different tool, such as Oracle Identity Manager. For more information, see Oracle Fusion Middleware System Administrator's Guide for Oracle Identity Manager. |
Oracle Entitlements Server supports the mapping of policies to individual users, External Roles, and Application Roles. However, mapping policies to Application Roles is recommended because:
Authorization Policy Manager and Oracle Fusion Applications use different terms to signify role types. The terms Application Role and Enterprise Role are used in Authorization Policy Manager and the terms duty role, job role, data role, and abstract role are used in Oracle Fusion Applications. Table 3-1 lists the mappings for equivalent terms used in the implementations.
Table 3-1 Terminology Mapping Table
Oracle Fusion Applications Term | Authorization Policy Manager Term |
---|---|
Data Role | Enterprise role used only in data security policies. Typically, the name of a data role has the suffix _DATA. |
Job | Enterprise role mapped to application role. Typically, the name of this role has the suffix _JOB. |
Abstract Role | Enterprise role, which are persisted as LDAP groups and can be managed with Oracle Authorization Policy Manager and Oracle Identity Management. |
Duty | Application Role (used only in Application object) The Oracle Fusion Applications security reference implementation defines a large number of duty roles that correspond to the responsibilities of individual job roles. Duty roles are specific to applications, stored in the policy store, and shared within an Oracle Fusion Applications instance. |
Privilege | Entitlement (or Permission Set) |
FND Grant (or Foundation Grant) | Data security policy, which ties a data role or job role to a specific set of data. |
Each of the Oracle Fusion Applications roles is implemented in Authorization Policy Manager as follows.
Defining a policy requires that the objects be created in a particular order. For example, a Resource can only be created after defining a Resource Type. A policy can be composed by following the sequence described below.
In the Navigation Panel, an Application should be created as the overall container for policies and related information that secure the components of a particular resource. You may create as many Applications as needed although it is recommended that only one is created for each application to be secured. For more information, see Section 3.5.1, "Managing Applications."
A Resource Type specifies one or more resource attributes, and definitions of all possible valid actions that can be performed on a particular kind of resource. The actions can be standard actions (GET and POST to a URL) or custom actions on a business object (transfer to or from a bank account). Consider the following Resource Types and their valid actions:
Resource instances are created from Resource Types. Actions defined by the Resource Type are granted or denied when accessing a protected Resource instance created from the Resource Type.
Note: A Resource instance is defined in a Policy Domain and references the Resource Type. For more information, see Section 3.5.3, "Managing Resources." |
For more information, see Section 3.5.2, "Managing Resource Types."
A specific protected target (Resource) is instantiated from a Resource Type. A Resource represents a secured target (for example, an application) and is created under a Policy Domain in the Resource Catalog. If no Policy Domain is specified, it is created under the Default Policy Domain. For more information, see Section 3.5.3, "Managing Resources."
Note: A Policy Domain is an optional object that is created for purposes of delegated administration and organization. See Chapter 6, "Delegating With Administrator Roles." |
This entails specifying the effect (GRANT or DENY), adding a user, group or role as the policy principal and the Resource and actions as the policy target. Optionally, you can add an Obligation or build a Condition. For more information, see Section 3.5.5, "Managing Authorization Policies."
Section 3.2, "Defining an Authorization Policy And Its Components" documented the minimum components needed to create an authorization policy. The following fine-grained elements can be added to a simple policy.
An Entitlement associates an instantiated Resource with the applicable actions that can be performed on it. The set of actions for a Resource are a subset of the set of legal actions already defined in its corresponding Resource Type. For more information, see Section 3.5.4, "Managing Entitlements."
An Application Role can be assigned statically or dynamically to an enterprise user, group, or external role in an identity store, or another Application Role in the policy store. One target application may have several different Application Roles, with each role assigned a different set of privileges for more fine-grained access. For more information, see Section 3.5.6, "Managing Application Roles in the Role Catalog."
Membership to an Application Role can be granted dynamically with a Role Mapping Policy. An Application Role, referenced as a Principal in a Role Mapping Policy, could grant a user access to the defined resources but the Role Mapping Policy must be resolved before an authorization decision is reached. The resolution answers the question Can the user requesting access be assigned this Application Role? During runtime evaluation of a Role Mapping Policy, the following occurs:
For more information, see Section 3.5.7, "Managing Role Mapping Policies."
A Condition must be true for the policy to evaluate to true. Conditions can be complex combinations of boolean expressions that test the value of some user, resource, or system attribute or they can be custom Java evaluation functions that evaluate complex business logic. For more information, see Section 3.6, "Using the Condition Builder."
In Section 2.4, "Implementing a Policy Use Case," several use cases for creating a policy are discussed. This section documents the step by step procedure to create an Authorization Policy (and the policy objects from which it is comprised) using the Administration Console. This procedure assumes you have installed Oracle Entitlements Server and a Java Security Module to protect an application.
The Application Name must match what is used in the application code. For example, create a HelloOESworld
Application object to map to a HelloOESworld
Application. See Section 3.5.1.1, "Creating an Application."
The Resource Type Name must match what is used in the application code. For example, create a Files
Resource Type object for use in collecting files that will be protected. Associate the write and read actions with the Resource Type. See Section 3.5.2.1, "Creating a Resource Type."
A Resource Name must match what is used in the application code. Additionally, the Resource is created from the Resource Type. For example, create a FinanceFile
Resource from the Files
Resource Type. See Section 3.5.3.1, "Creating a Resource."
In the HelloOESworld
Application, create an Authorization Policy. Add one or more Principals (Roles or Users), one or more targets (Resources or Entitlements) and confirm the actions for the target. Optional conditions or obligations can also be added before saving. See Section 3.5.5.1, "Creating an Authorization Policy."
This step defines the Security Module to which this Authorization Policy is distributed once binded. See Section 12.2, "Configuring Security Module Definitions."
The following sections describe how to manage policy objects specific to the Applications.
An Application is created as the overall container for policies and related artifacts that secure the components of a particular application. These artifacts include (but are not limited to) roles, resources, attributes and functions. You may create as many Application instances as needed although it is recommended that only one is created for each application to be secured. The following sections describe management operations on Application instances.
To create an Application, proceed as follows:
Note: Alternately, click Create Application under Search and Create in the Home area. |
An Untitled page with several tabs displays in the Home area. The General tab is active. You can only configure the Delegated Administrators and Policy Distribution details after the Application has been created. See Section 3.5.1.2, "Modifying an Application" for information.
To modify an Application (including the configuration of Delegated Administrators and Policy Distribution details), proceed as follows:
Alternately, double-click the Application name. The Application page is displayed and the General tab, the Delegated Administrators tab and the Policy Distribution tab are all active.
To delete an Application instance, proceed as follows:
The Search Applications page is displayed.
The search results are displayed.
A Delete Warning is displayed.
The Application is deleted.
Note: Alternately, expand the Applications information tree in the Navigation Panel and double click the name of the Application to delete. The Application is displayed in the Home area. Click Delete in the upper right corner. |
Resource Types specify the full scope of traits for a particular kind of protected resource. It contains one or more resource attributes, and definitions of all possible valid actions that can be performed on the particular kind of resource. An action represents an activity or task in your business process that can be executed on a resource. Actions can be standard (GET and POST to a URL) or custom on a specific business object (transfer to or from a bank account). A Resource instance for a specific target is created from a Resource Type. The following sections describe management operations on Resource Types.
To create a Resource Type, proceed as follows:
An Untitled page is displayed in the Home area.
oracle.security.jps.service.policystore.entitymanager.ResourceFinder
interface. It allows resources managed outside of the Policy Store to be consumed. (Reserved for future use.) The string entered must match the actions for which your application is asking for authorization. If a Permission class is added, the action must be meaningful to it.
The Action list is updated with the new action.
Use Ctrl + click to select multiple items from the list.
These attributes are used when instantiating a Resource. For more information, see Section 3.5.3.1, "Creating a Resource."
The selection changes according to the Resource Type being created.
Slash (/)
. ANY
and you create the following policy: The decision for authorization requests like Can Michael do 'write' on Resource1? or Can Michael do 'transfer' on Resource1? will return ALLOW. The use of this parameter allows you to create a single Authorization Policy that would be applicable to any valid action for that Resource Type.
To modify a Resource Type, proceed as follows:
For information about searching, see Section 4.3.3, "Searching Resource Types."
The search results are displayed.
Alternately, search for Resource Types using the Navigation Panel's search function and double-click the Resource Type name in the Search Results tab to display the details.
To delete a Resource Type, proceed as follows:
For information about searching, see Section 4.3.3, "Searching Resource Types."
The search results are displayed.
Alternately, search for Resource Types using the Navigation Panel's search function and double-click the Resource Type name in the Search Results tab to display the details.
A Delete Warning is displayed.
The Resource Type is deleted.
A Resource represents a specific, secured target in a protected application. Each Resource belongs to a defined Resource Type and can represent software components managed by a container (URLs, EJBs, JSPs) or business objects in an application (reports, transactions, revenue charts).
Note: Resources can be hierarchical (in that the child resource inherits attributes from parent resources) or non-hierarchical. When organized in a hierarchy (root down), you can add new attributes to the parent resources or overwrite any existing attributes that are inherited. |
The following sections describe management operations on Resources.
To create a Resource, proceed as follows
Note: This option creates the Resource in the Application's Default Policy Domain. |
An Untitled page is displayed in the Home area.
The Overwrites dialog is displayed only in the case of hierarchical Resources.
To modify a resource, proceed as follows:
For information about searching, see Section 4.3.6, "Searching Resources."
The search results are displayed.
Alternately, search for Resources using the Navigation Panel's search function and double-click the Resource name in the Search Results tab to display the details.
To delete a Resource, proceed as follows:
For information about searching, see Section 4.3.6, "Searching Resources."
The search results are displayed.
Alternately, search for Resources using the Navigation Panel's search function and double-click the Resource name in the Search Results tab to display the details.
A Delete Warning is displayed.
The Resource is deleted.
After instantiating a Resource, define the actions that can be performed on it in an Entitlement. The actions are defined using the set of legal actions defined in the Resource's parent Resource Type. The following sections describe management operations on Entitlements.
Note: An Entitlement may be created if there are plans to use the same list of Resource and Action pairs in multiple policies. Otherwise, the Resource and Action pair itself can be directly specified as a target when you create an Authorization Policy. See Section 3.5.5, "Managing Authorization Policies" for more information. |
To create an Entitlement, proceed as follows.
An Untitled page is displayed in the Home area.
The Add Targets dialog displays. This will search in the current Policy Domain.
The resources matching the query are displayed in Search Results. If no search string was entered, a list of all objects of the specified type is returned.
The Target(s) are added to the Selected Targets. Use Ctrl + click to select multiple items from the list.
Note: Alternately, you can click the Resource Expression link under the Resources tab, select a Resource Type, enter a string expression and click Add to Targets. This will search for targets, using the defined criteria, dynamically at runtime. All Resources that belong to the selected Resource Type that contain the string expression are returned, within the context of the administrator privileges. |
Only the actions allowed for the type of the selected resource are available in this area.
To modify an Entitlement, proceed as follows:
For information about searching, see Section 4.3.7, "Searching Entitlements."
The search results are displayed.
Alternately, search for Entitlements using the Navigation Panel's search function and double-click the Resource name in the Search Results tab to display the details.
To delete an Entitlement, proceed as follows:
A Delete Warning is displayed.
The Entitlement is deleted.
The Authorization Policy is the mechanism that defines the access rights. A user, an Application Role or an External Role is granted or denied the rights of the policy. An Authorization Policy must have:
Note: Entitlement-based policies correspond closely with business functions. They are recommended in cases in which a business function considers securing a collection of resources; an entitlement can be used in one or more grants. |
The following sections describe management operations on Authorization Policies.
To create a policy, proceed as follows:
An Untitled page is displayed in the Home area.
If Any, the user must match at least one of the specified principals. For example, if the principals are roles, the user must be a member of at least one of the roles for the Authorization Policy to apply. If All, the user must match all of the specified principals. For example, if the principals are roles, the user must be a member of all of them for the Authorization Policy to apply.
For details on how to use the pop-up search box, see Section 4.1, "Searching with the Administration Console."
The Add Principals dialog displays.
Options are Application Roles, External Roles and Users. You can navigate between tabs and add as many selected Principal types as desired.
The Principals matching the query are displayed in Search Results.
The Principal(s) are added to the Selected Principals. Use Ctrl+click to select multiple items from the list.
If Any, the user must match at least one of the specified principals. For example, if the principals are roles, the user must be a member of at least one of the roles for the Authorization Policy to apply. If All, the user must match all of the specified principals. For example, if the principals are roles, the user must be a member of all of them for the Authorization Policy to apply.
This step adds either Resource and action associations or Entitlements or both to the Authorization Policy.
For details on how to use the pop-up search box, see Section 4.1, "Searching with the Administration Console."
The Add Targets dialog displays.
Options are Entitlements and Resources. You can navigate between tabs and add as many selected Targets as desired.
The resources matching the query are displayed in Search Results. If no search string was entered, a list of all objects of the specified type is returned.
The Target(s) are added to the Selected Targets. Use Ctrl+click to select multiple items from the list.
The resources matching the query are displayed in Search Results. If no search string is entered, a list of all objects of the specified type is returned.
Alternately, you can click the Resource Expression link under the Resources tab, select a Resource Type, enter a string expression and click Add to Targets. This will search for targets, using the defined criteria, dynamically at runtime. All Resources that belong to the selected Resource Type that contain the string expression are returned, within the context of the administrator privileges.
For more information, see Section 3.6, "Using the Condition Builder."
An Authorization Policy may have zero, one or more Obligations.
An Obligation has a set of attributes. Each attribute is a name-value pair. The value can be either static or the value of a previously defined attribute. Each obligation should have at least one attribute. See Section 3.5.9, "Managing Attributes and Functions as Extensions" for information.
If the obligation attribute is static, select either String, Integer, Boolean, Date or Time for Data Type and provide a Value. If the obligation is an attribute, select Attribute for Data Type and choose from the list of predefined attributes.
To modify a policy, proceed as follows:
The search results are displayed.
For more information, see Section 3.5.5.1, "Creating an Authorization Policy."
For more information, see Section 3.5.5.1, "Creating an Authorization Policy."
For more information, see Section 3.6, "Using the Condition Builder."
To delete an Authorization Policy, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
Application Roles are defined at the Application level (thus, its name) and created using Oracle Entitlements Server. An Application Role can be assigned to an External Role, user, or group in an identity store, or another Application Role in the policy store. One target application may have several different roles, with each assigned a different set of privileges for more fine-grained authorization. Membership can be granted statically to External Roles or individual users, or dynamically using a Role Mapping Policy that is processed at runtime.
Note: A Role Mapping Policy assigns the role to subjects and an Authorization Policy defines the role's access rights. |
You can use Application Roles to control access by establishing relationships with the following procedure:
Application Roles use role inheritance and hierarchy. The inheritance pattern is such that a subject assigned to a role (using a Role Mapping Policy or static role assignments) also inherits any child roles if it is not prohibited by Role Mapping Policies. When an Application Role is referenced as a Principal in a policy, access to the resource for all users assigned to the role is governed by the policy. The following sections describe management operations on Application Roles.
The following procedure describes the steps to create a new Application Role. You are not required to add members to the role at the same time and can return to the saved role later. To create an Application Role, proceed as follows:
An Untitled page with four tabs is displayed in the Home area: General (active), Application Role Hierarchy, External Role Mapping and External User Mapping.
The page is renamed to match the entry provided for Role Name and the Application Role Hierarchy, External Role Mapping and External User Mapping tabs become active. At this point, you can create a policy with this Application Role as the Principal or find a policy with this Application Role as the Principal by clicking Create Policies or Find Policies, respectively. To define the Application Role Hierarchy continue to the next step.
When you add roles to the hierarchy, you can either add the roles to the role under which you are working or to a role that you can select in the Application Role Hierarchy table.
The results display in the Search Results table. Empty strings fetch all roles.
Use Ctrl+click to select multiple roles.
The selected roles display in the Application Role Hierarchy tab, and the Application Role inherits permissions from them.
For information about external role mapping, see Section 3.5.6.3, "Mapping External Roles to an Application Role." For information about external user mapping, see Section 3.5.6.4, "Mapping External Users to an Application Role."
To modify or view an Application Role, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
For information on the available tabs, see:
To map external roles to an application role, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
Alternately, search for Application Roles using the Navigation Panel's search function and double-click the Application Role name in the Search Results tab to display the details.
Empty strings fetch all roles. The results display in the External Role Search table.
Use Ctrl+click to select multiple roles.
The selected roles display in the External Role Mapping tab.
To map an external user to an application role, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
Alternately, search for Application Roles using the Navigation Panel's search function and double-click the Application Role name in the Search Results tab to display the details.
Empty strings fetch all roles. The results display in the External User Search table.
Use Ctrl+click to select multiple roles.
The selected roles display in the External User Mapping tab.
To delete an Application Role or remove External Role Mapping from an Application Role, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
Alternately, search for Application Roles using the Navigation Panel's search function and double-click the Application Role name in the Search Results tab to display the details.
Membership to an Application Role can be granted statically or dynamically with a Role Mapping Policy. An Application Role, referenced in a Role Mapping Policy, could grant a user access to the defined resources. The following sections describe management operations on Role Mapping Policies.
To create a Role Mapping Policy, proceed as follows:
An Untitled page is displayed in the Home area.
The Search Application Roles dialog displays.
The resources matching the query are displayed in Search Results.
Use Ctrl+click to select multiple items from the list.
Note: For this release, this dialog displays the Search Principals title and Add Principals button. |
The Search Principals dialog displays.
The resources matching the query are displayed in Search Results.
Use Ctrl+click to select multiple items from the list.
The Add Targets dialog displays.
The resources matching the query are displayed in Search Results. If no search string was entered, a list of all objects of the specified type is returned.
The Target(s) are added to the Selected Targets. Use Ctrl+click to select multiple items from the list.
Select a Resource Type, enter a string expression and click Add to Targets. This will search for targets, using the defined criteria, dynamically at runtime. All Resources that belong to the selected Resource Type that contain the string expression are returned, within the context of the administrator privileges.
To modify a Role Mapping Policy, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
To delete a Role Mapping Policy, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
A Role Category is a tag you can assign to a role for ease of management. You can create or delete a Role Category but you cannot modify them. To create a Role Category, proceed as follows. Instructions to delete a Role Category are detailed after the final step.
The Role Categories page opens in the Home area.
The new category displays in the Role Categories list.
To delete a Role Category, expand the appropriate Application node in the Navigation Panel and double-click the Role Categories node. Select the Role Category to delete and click Delete.
Attributes and Functions are definitions organized under the Extensions node of the Application for which they were created. Attribute and function definitions can be used in a Condition or an Obligation. In regards to a Condition, attribute and function definitions can be used to make an optional expression that can be added to a policy to further restrict access to the protected resource. In regards to an Obligation, this optional set of name-value pairs returns additional information, with a policy decision, to the calling application. There are two ways to define an Obligation:
An Attribute can be a value dynamically defined at runtime (for example, the locality of the user) or a value based on the type of protected resource (for example, creation date of a text file). During policy evaluation, attribute values can be passed in by the application or Oracle Entitlements Server can retrieve it using a custom attribute retriever. Attributes must have a defined type. Boolean, integer, date, time and string are Oracle Entitlements Server predefined types. An attribute may be singular or a multi-valued list. A Function is a definition of externally implemented logic. It can be added to a policy as a condition on the policy's outcome. The following sections describe management operations on Attributes and Functions.
To create an attribute, proceed as follows:
An Untitled page is displayed in the Home area.
To modify an attribute, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
Alternately, search for Attributes using the Navigation Panel's search function and double-click the Attribute name in the Search Results tab to display the details.
To delete an attribute, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
Alternately, search for Attributes using the Navigation Panel's search function and double-click the Attribute name in the Search Results tab to display the details.
A Delete Warning is displayed.
To create a function, proceed as follows:
An Untitled page is displayed in the Home area.
To modify a function, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
Alternately, search for Functions using the Navigation Panel's search function and double-click the Function name in the Search Results tab to display the details.
To delete a Function, proceed as follows:
For information about searching in the Home area, see Section 4.3, "Finding Objects with an Advanced Search."
The search results are displayed.
Alternately, search for Functions using the Navigation Panel's search function and double-click the Function name in the Search Results tab to display the details.
A Delete Warning is displayed.
An optional Condition in a policy rule can be used to further evaluate the applicability of an authorization decision returned in response to a request for access. For example, a Condition can be used to grant access to a resource only on the condition that the request was issued from a specific location or at a specific time.
Note: Conditions in Role Mapping Policies provide the same functionality, and take the same format, as conditions in Authorization Policies. |
A Condition is written in the form of an expression that resolves to either true or false. If the expression resolves to true, the condition is satisfied and the policy is applicable. If the expression does not resolve to true, the policy is not applicable. The expression can operate on attributes, functions or literals. Oracle Entitlements Server contains predefined attributes and functions that can be inserted or you can create custom ones. The literals belong to the supported data types and are constants.
Note: All Attributes and Functions (both custom and predefined) are created, collected and further managed under the Extensions node of the Application. For more information, see Section 3.5.9, "Managing Attributes and Functions as Extensions." |
The Condition Builder allows an administrator to quickly create Condition expressions that can then be added to an Authorization Policy or a Role Mapping Policy. The following procedure illustrates how to use the Condition Builder to create a Condition for your policy. To create a Condition, you either create or modify an Authorization Policy or a Role Mapping Policy. Following one of these procedures will bring you to a step in which you can build a Condition.
When you get to the appropriate screen, follow this procedure.
The Condition Builder (as displayed in Figure 3-1) displays. Note the frame of the Condition expression on the left. The frame contains two Add replaceables and an operator drop down. (The drop down is empty until an operand has been added.) The tabs for exprssion components - Attributes, Functions and Literals - are on the right. You will add components from these tabs to the Expression frame to build your Condition.
Figure 3-2 is a screen shot of the Operand Value tabs. The Attributes and Function listed in these tabs are filtered based on the Application in which the policy is being created. For example, a custom Function created within Application 1 will not be visible when the Condition Builder is activated to create a policy within Application 2.
Click the blue i to display a Details box with more information regarding the component. Figure 3-3 is a screenshot after having added a SYS_APP attribute which takes a string value.
Figure 3-3 Adding a Literal to the Condition
The operator options are dependent on the Operand Value.
REMOVE will clear the expression of all components so you may begin again.
You may add as many expressions (and components) as necessary by clicking the last arrow in the current expression and selecting from the Operand Value tabs.
The following points should be taken into account as you navigate the Condition Builder to create your expression.
The following sections contain procedures for more complex conditions.
This procedure explains how you might build a complex expression using parenthesis.
The Condition Builder displays as in Figure 3-1.
DateAttr
custom attribute and click Add. DateAttr
is not a predefined Oracle Entitlements Server attribute so this step assumes a custom attribute has been defined as documented inSection 3.5.9, "Managing Attributes and Functions as Extensions." DateAttr
is added to the left of the operator.
CURRENT_GMT_DATE
predefined attribute and click Add. CURRENT_GMT_DATE
is a predefined Oracle Entitlements Server attribute and can be viewed under the Attributes tab. It is added to the right of the operator.
Parentheses must match; there must be an equal number of open and closing parentheses. If you select an operation at the end of a line of code, the operation will involve the code itself. If you select an operation at the end of the entire Condition, it will allow you to add on to the Condition as a whole.
This procedure describes how to pass parameters into a Function.
The Condition Builder displays as in Figure 3-1.
Figure 3-4 illustrates an added Function and contains placeholders for the two parameters that must be passed to it. This Function will compare the two strings (one the value of a predefined attribute).
The second parameter is highlighted and the Literal tab is activated.
For this example, joe. The boolean to the right of the operator is highlighted and the Literal tab is activated.
Oracle Entitlements Server enables searching for policies and security objects from within the Authorization Policy Manager Administration Console. The following setions explain the types of searches and for what purposes they can be used.
Oracle Entitlements Server enables different kinds of search queries using the Authorization Policy Manager Administration Console.
Figure 4-1 is a screen shot of the pop-up search box for adding a Principal. You can click between the three tabs (Application Roles, External Roles, and Users), selecting one or more policy subjects and adding them to the Selected Principals box. When you click Add Principals, all choices added from all tabs will then be added to the policy.
A simple search matches names and display names only. The fields in the top portion of the Authorization Management tab in the Navigation Panel, as shown in Figure 4-2, are used to specify simple queries.
Figure 4-2 Simple Search Fields and Results Tab in Navigation Panel
To specify a simple search, proceed as follows:
The following object types are available:
The search scope defines the level at which the search will take place. When searching for Application Roles, Resources, Resource Types, Entitlements and Attributes, the search scope is an Application. For External Roles and Users, the search scope is Global. For Entitlements and Resources, the search scope is the Policy Domain within an Application.
Note: If performing a Resource search, you also select the Resource Type from the Type list. |
Wildcard characters percent (%) and asterisk (*) are supported for a simple search.
Names and display names matching the specified criteria are returned and displayed in the Search Results tab. If no search string was entered, a list of all objects of the specified type is returned.
For more information on managing policy objects, see Chapter 3, "Managing Policies and Policy Objects."
An advanced search is generally initiated by double-clicking the object name in the Navigation Panel, or from the Search link for the object in the Home area. An advanced search can use the following operators:
There is no support for wildcard characters in an advanced search. In particular, the asterisk (*) or percent (%) characters are treated as plain text in any advanced search parameter. The following sections have information on searching for policy objects with an advanced search.
To search External Roles, proceed as follows:
Alternately, right-click External Roles and select Open.
Optionally, select from the Saved Search drop-down list of previously saved searches. Its query parameters automatically populate the search fields. Select Personalize... to set options for previously saved searches.
The named search is added to the Saved Search list.
The results are displayed in Search Results.
To search through Applications, proceed as follows:
Alternately, right-click Applications and select Open.
Optionally, select from the Saved Search drop-down list of previously saved searches. Its query parameters automatically populate the search fields. Select Personalize... to set options for previously saved searches.
The named search is added to the Saved Search list.
The results are displayed in Search Results.
To search Resource Types, proceed as follows:
Alternately, right-click Resource Types and select Open.
Optionally, select from the Saved Search drop-down list of previously saved searches. Its query parameters automatically populate the search fields. Select Personalize... to set options for previously saved searches.
The named search is added to the Saved Search list.
All results matching the query specifications are displayed in the Search Results table as illustrated in Figure 4-4.
To search Application Roles, proceed as follows:
Alternately, right-click Role Catalog and select Open.
The Search Role Catalog tab is displayed as in Figure 4-5.
Figure 4-5 Searching for Application Roles in a Role Catalog
Optionally, select from the Saved Search drop-down list of previously saved searches. Its query parameters automatically populate the search fields. Select Personalize... to set options for previously saved searches.
The named search is added to the Saved Search list.
All results matching the query specifications are displayed in the Search Results table as in Figure 4-6.
Figure 4-6 Application Role Search Results
Alternately, right-click Role Mapping Policies and select Open.
The Search Role Policies page is displayed as in Figure 4-7.
Figure 4-7 Searching for Role Mapping Policies
All results matching the query specifications are displayed in the Search Results table as in Figure 4-8.
Figure 4-8 Role Mapping Policy Search Results
A Resource can be hierarchical (a scenario in which the sub resource inherits attributes from the parent resource) or non-hierarchical. If a Resource is hierachical, its tiered-organization is shown in the Search results. To search Resources, proceed as follows:
Alternately, right-click Resources and select Open.
The Search Resources page is displayed as in Figure 4-9.
All results matching the query specifications are displayed in the Search Results table.
To search Entitlements, proceed as follows:
Alternately, right-click Entitlements and select Open.
The Search Entitlements tab is displayed in the Home area as in Figure 4-10.
Optionally, select from the Saved Search drop-down list of previously saved searches. Its query parameters automatically populate the search fields. Select Personalize... to set options for previously saved searches.
The name search is added to the Saved Search list.
All results matching the query specifications are displayed in the Search Results table.
Authorization Policies can be searched by specifying a policy name, a principal, or a target. To search Authorization Policies, proceed as follows:
Alternately, right-click Authorization Policies and select Open.
The Search Policies tab is displayed in Figure 4-11.
The query parameters change according to the selection. Options include Policy, Principal or Target. Figure 4-11 is a screenshot in which Policy is selected. Figure 4-12 is a screenshot in which Target is selected.
A Resource Type must be provided if the Resource or Resource Type operator is selected.
To search Attributes, proceed as follows:
Alternately, right-click Attributes and select Open.
Optionally, select from the Saved Search drop-down list of previously saved searches. Its query parameters automatically populate the search fields. Select Personalize... to set options for previously saved searches.
The named search is added to the Saved Search list.
To search application functions, proceed as follows
Alternately, right-click Functions and select Open.
Optionally, select from the Saved Search drop-down list of previously saved searches. Its query parameters automatically populate the search fields. Select Personalize... to set options for previously saved searches.
The named search is added to the Saved Search list.
To search for Users, proceed as follows:
Alternately, right-click Users and select Open.
Optionally, select from the Saved Search drop-down list of previously saved searches. Its query parameters automatically populate the search fields. Select Personalize... to set options for previously saved searches.
The named search is added to the Saved Search list.
The results are displayed in Search Results.
The Policy Information Point (PIP) is an information store that acts as a source for attribute values. Oracle Entitlements Server relies on an Attribute Retriever plug-in to get attribute values from one or more of these PIP information stores. Predefined Attribute Retrievers are shipped with Oracle Entitlements Server. This chapter documents these predefined Attribute Retrievers and related configuration requirements. It contains the following sections.
Oracle Entitlements Server contains predefined Attribute Retrievers that are used to connect to, and retrieve attribute values from, Lightweight Directory Access Protocol (LDAP) data stores and relational database management systems (RDBMS). These plug-ins can handle one or more attributes defined in the system without additional programming. They also contain a caching feature and failover.
cached
and ttl
properties. Note: If errors occur when retrieving values from the primary repository, Oracle Entitlements Server searches the backup repositories, trying them one by one until an active one is found. |
See Section 5.2.3, "Configuring Individual Attributes for Predefined Attribute Retrievers" for configuration information.
Configuration information for these Attribute Retrievers is defined in the jps-config.xml
configuration file. You must configure two types of information: attribute query information and repository connection information
<serviceInstances>
section of jps-config.xml
as illustrated in Example 5-1. Example 5-1 Repository Connection Information Defined for Attribute Retriever
Section 5.2.1, "Configuring the LDAP Respository Attribute Retriever Parameters," Section 5.2.2, "Configuring the Database Repository Attribute Retriever Parameters," and Section 5.3, "Modifying jps-config.xml" contain information regarding a respository connection configuration.
Note: The instance must also be defined in the default |
<propertySets>
section of jps-config.xml
as illustrated in Example 5-2. Example 5-2 Attribute Query Information Defined for Attribute Retriever
Section 5.2.3, "Configuring Individual Attributes for Predefined Attribute Retrievers" and Section 5.3, "Modifying jps-config.xml" contain information regarding an attribute query configuration.
Note: These predefined Attribute Retrievers can be configured with Oracle Database 11gR1, Oracle Internet Directory 11gR1, and Oracle Virtual Directory 11gR1. |
The following sections contain information on the configuration parameters for each type of Attribute Retriever. As previously mentioned, these parameters are in the jps-config.xml
, the configuration file (used by Java EE containers) located in the $DOMAIN_HOME/config/fmwconfig
directory.
Table 5-1 documents the parameters that must be defined when using the LDAP Attribute Retriever. See Example 5-5, "Using the Predefined LDAP Attribute Retriever" and Example 5-10, "Configuring LDAP Failover" for sample configuration code.
Table 5-1 LDAP Attribute Retriever Parameters
Name | Usage |
---|---|
name | Description: The predefined Attribute Retriever's name Mandatory Accepted Value: String defining the Attribute Retriever service instance. |
description | Description: A description of the predefined Attribute Retriever Optional Accepted Value: string |
type | Description: The predefined Attribute Retriever's type Manadatory Accepted Value: LDAP_PIP |
failed.server.retry.interval | Description: After communication with a primary repository has failed, this attribute defines the interval of time during which the backup repository is used before switching back to the primary repository. Optional Accepted Value: Takes a value equal to the number of seconds. Default value is 15. |
bootstrap.security.principal.key | Description: Defines the key for the password credentials to access the LDAP policy store, stored in the CSF store. Valid in JEE and JSE applications. Applies to LDAP and database stores. See Section 5.4, "Setting Up PIP Connection Credentials." Optional: For production mode only. Accepted Value: key name of the credential; for example, |
bootstrap.security.principal.map | Description: Defines the map for the password credentials to access the LDAP policy store, stored in the CSF store. Valid in JEE and JSE applications. Applies to LDAP and database stores. See Section 5.4, "Setting Up PIP Connection Credentials." Optional: For production mode only. Accepted Value: map name of the credential; for example, |
ldap.url | Description: Defines the URL of the LDAP policy store. Valid in JEE and JSE applications and only applies to LDAP stores. Mandatory Accepted Value: URI of the LDAP policy store in the format |
Table 5-2 documents the parameters that must be defined when using the RDBMS Attribute Retriever. See Example 5-6, "Using the Predefined RDBMS Attribute Retriever with JDBC" and Example 5-7, "Using the Predefined RDBMS Attribute Retriever with SQL" for sample configuration code.
Table 5-2 RDBMS Attribute Retriever Parameters
Name | Usage |
---|---|
name | Description: The predefined Attribute Retriever's name Mandatory Accepted Value: String defining the Attribute Retriever service instance. |
description | Description: A description of the predefined Attribute Retriever Optional Accepted Value: string |
type | Description: The predefined Attribute Retriever's type Manadatory Accepted Value: RDBMS_PIP |
failed.server.retry.interval | Description: After the primary repository has failed, this attribute identifies the interval of time during which the backup repository is used before switching back to the primary repository. Optional Accepted Value: Takes a value equal to the number of seconds. Default value is 15. |
bootstrap.security.principal.key | Description: Defines the key for the password credentials to access the database, stored in the CSF store. Valid in JEE and JSE applications. See Section 5.4, "Setting Up PIP Connection Credentials." Optional: For production mode only. Accepted Value: key name of the credential; for example, |
bootstrap.security.principal.map | Description: Defines the map for the password credentials to access the database, stored in the CSF store. Valid in JEE and JSE applications. See Section 5.4, "Setting Up PIP Connection Credentials." Optional: For production mode only. Accepted Value: map name of the credential; for example, |
jdbc.driver | Description: Location of the driver when using Java Database Connectivity (JDBC) API to connect to a database. Mandatory: When using JDBC API to connect to database. Accepted Value: |
jdbc.url | Description: Takes a URL that points to the database. Mandatory: When using JDBC API to connect to database. Accepted Value: A list of comma-delimited URLs. The first is treated as primary and so on. For example, |
datasource.jndi.name | Description: Data source JNDI name if you want the PIP instance working through data source rather than directly through JDBC. The data source scenario is supported on WebLogic Server and WebSphere Application Server only. Mandatory: If you want the PIP instance working through data source rather than directly through JDBC. Accepted Value: JNDI name of pre-defined data source object |
Table 5-3 documents the parameters to be defined for each attribute retrieved by the configured Attribute Retriever. See Example 5-9, "Enabling an Attribute's Cache" for a sample configuration.
Table 5-3 Configure Attributes to be Retrieved
Name | Usage |
---|---|
name | Description: The name of the attribute as defined in the policy store. When using the LDAP predefined Attribute Retriever, the attribute name defined for Oracle Entitlements Server must be the same as the attribute name defined in the LDAP store. Currently, there is no name mapping functionality. Mandatory Accepted Value: Attribute name |
query | Description: The SQL command or LDAP filter used for the query. Users can use a built-in and custom attributes in the query string. For example, the built-in attribute Mandatory Accepted Value: SQL command or LDAP filter. |
search.base | Description: The LDAP search base. Mandatory: For LDAP only. Accepted Value: The DN of the search base object. |
ttl | Description: The time-to-live in seconds of any cached attribute values when cached is enabled. Optional Accepted Value: Any integer; default value is 60 seconds if cache is enabled. |
cached | Description: Enables the caching of attribute values. Optional Accepted Value: Default value is false. |
ootb.pip.attr.type | Description: Should be set to OOTB_PIP_ATTRIBUTE. Mandatory Accepted Value: OOTB_PIP_ATTRIBUTE. |
ootb.pip.ref | Description: Should be set to an OOTB PIP instance. Mandatory Accepted Value: The PIP service instance name defined in the |
To configure the predefined Attribute Retriever in jps-config.xml
, modify the elements as described in each example in this section. Example 5-3 is a sample jps-config.xml
file. The examples following it illustrate the modifications that can be made.
Example 5-3 Sample jps-config.xml File
Example 5-4 illustrates how the serviceProvider
element defines the use of a predefined Attribute Retriever by defining the internal Oracle Entitlements Server class.
Example 5-4 Declaring the Predefined Attribute Retriever
The following examples illustrate how to modify the serviceInstance
element for the predefined Attribute Retriever being used.
Example 5-5 illustrates how to modify the serviceInstance
element when using the predefined LDAP Attribute Retriever.
Example 5-5 Using the Predefined LDAP Attribute Retriever
The following two examples illustrate how to modify the serviceInstance
element when using the predefined RDBMS Attribute Retriever. Example 5-6 is when using Java Database Connectivity (JDBC) API.
Example 5-6 Using the Predefined RDBMS Attribute Retriever with JDBC
Example 5-7 is when using a SQL database.
Example 5-7 Using the Predefined RDBMS Attribute Retriever with SQL
Example 5-8 illustrates how to declare the predefined Attribute Retriever reference in the jpsContext
element. This sample defines a predefined RDBMS Attribute Retriever.
Example 5-8 Declaring the Predefined Attribute Retriever in jpsContext
Example 5-9 illustrates how to configure the caching of a specific attribute value. Caching is enabled per attribute. In this example, the cache record is deleted after 60 seconds.
Example 5-9 Enabling an Attribute's Cache
Example 5-10 illustrates how to configure the failover behavior. In this example, the primary connection is ldap://dadvmg0065:3080
and the backup connection is ldap://scl58123:3060
. The failed server retry interval is 10 seconds.
Example 5-10 Configuring LDAP Failover
As documented in Table 5-1, "LDAP Attribute Retriever Parameters" and Table 5-2, "RDBMS Attribute Retriever Parameters", the bootstrap.security.principal.key
and bootstrap.security.principal.map
parameters define the key and the map (respectively) to access the data store. Oracle Entitlements Server ships with oesPassword.sh
which sets these LDAP and database connection credentials in the bootstrap credential store. The tool is located in the $OES_SM_INSTANCE_DIRECTORY/bin/
directory. Use the following command to run it.
It prompts for the security principal key name, the security principal map name, the username and associated password.
System administrative rights and policy management permissions can be delegated from one administrator to another by creating Administrator Roles with restricted rights, or by granting an existing Administrator Role to a user. This chapter documents information on how to delegate policy and system administrative tasks. It contains the following sections:
Administration is when one or more authorized rights are granted to someone to do a certain job. Delegation is the ability for that someone to transfer the authorized right that has been granted them to another. In combination, we can define delegating administration as the transference of authorized rights from one to another. In Oracle Entitlements Server, administrators who are authorized to perform a task on policy objects and entities may transfer this right to others using Administration Roles. Administration Roles consist of a subject (the person to whom the role is granted), the resources (the objects to which the role pertains) and actions (view, manage/modify).
Oracle Entitlements Server allows you to define delegating Administrator Roles by assigning Administration Privileges, and mapping external roles and users, to it. When a user is logged in as an Administrator, the Navigation Panel displays only the set of Applications the logged in user is authorized to administer. In point of fact, all objects that a delegating Administrator cannot administer are hidden. Any nondefault delegating Administrator Role can perform management operations if it is granted the Admin Role with VIEW and MANAGE privileges.
Note: A nondefault Administrator Role is any Administrator Role created manually. This would not include Administrator Roles automatically created when you create an Application or a Policy Domain. |
The following restrictions also apply to Administrator Roles.
Delegated administration is all about transferring management of resources and policy objects from one person to another. The scope of the delegation (or range of objects covered by the delegation) is defined in levels. The granularity of administration defines the type of objects managed at each scope. A default Administration Role is automatically created when each scope is created; additional Administration Roles can be created later.
Note: The following is applicable to all default Administration Roles.
|
From highest to lowest, the scopes and applicable granularity are as follows:
SystemAdmin
has privileges to manage system-level resources as well as all policy-related objects. System resources include Administrator Roles, system configurations and Security Module bindings. Policy objects include the Application objects. Note: System Administrators have rights to all policy objects, including all Application objects and child Policy Domains but they are primarily intended to manage configurations, Application objects, and the bindings between the two. |
Information on managing system level Administrator Roles is in Chapter 12, "Managing System Configurations."
ApplicationPolicyAdmin
is generated for each Application that is created. They are primarily intended to delegate the management of policy objects within the Application (including the Policy Domains and its children, such as Functions, Attributes, Application Roles and Resource Types). For more information, see Section 6.3, "Delegating Application Administration." PolicyDomainAdmin
is generated for each Policy Domain that is created. They are primarily created to delegate the management of policies, permissions and resources within a Policy Domain. For an overview of this concept, see Section 6.4, "Using Policy Domains to Delegate." For additional information, see Section 6.5, "Delegating Policy Domain Administration." The following sections explain how to manage administrators for an Application.
This procedure documents how to create a new Administrator Role and assign it to the applicable roles or users. To add a delegated administrator to an Application, proceed as follows.
The General tab, the Delegated Administrators tab and the Policy Distribution tab are all active.
The Application name is listed in the displayed table. Click the arrow next to the Application name to see the default ApplicationPolicyAdmin
created when the Application object was created. Click the Administrator Role name to display its details, in tabs, below the Delegated Administrators table.
Be sure to select the name of the Application to activate New. Alternately, select the Application and select New from the Actions menu. A New Administrator Role dialog is displayed.
The Role Details tab is active.
An Edit Administrator Role dialog is displayed.
Figure 6-1 is the Edit Admin Role privileges pop up screen. Select View or Manage for the listed policy objects. For example, Admin Policy allows the administrator to assign new permissions to an Admin Role. Admin Role, however, allows the administrator to assign members to an Admin Role. See Section 2.3, "The Policy Object Glossary" for details on the other listed objects.
Empty strings fetch all roles. The results display in the Search Results table.
Use Ctrl+click to select multiple roles.
The selected roles display in the External Role Mapping tab.
Empty strings fetch all roles. The results display in the Search Results table.
Use Ctrl+click to select multiple roles.
The selected roles display in the External User Mapping tab.
To modify or delete an Application's configured Administrator Role, proceed as follows.
The General tab, the Delegated Administrators tab and the Policy Distribution tab are all active.
The Role Details, External Role Mapping and External User Mapping tabs are displayed.
Administration of the policies securing one protected application may be delegated using one or more (optional) Policy Domains. A Policy Domain contains the components of completed policy definitions. It is the amalgamation of a target Resource (an instance of the Resource Type), an Entitlement (the actions that can be performed on the Resource), and a Policy (a rule that assembles the controls and the principals they affect).
The use of multiple Policy Domains allows policies to be partitioned according to some defined logic, such as the architecture of the protected application or how administration of the policies are delegated. For example, one Policy Domain can be used to maintain all policies securing a Resource or multiple Policy Domains can be used to reflect a particular characteristic of the Resource. Different administrators can then be placed in charge of different Policy Domains.
Note: Because the creation of a Policy Domain is optional, if there is no need to delegate policy administration, there is no need to create any Policy Domains. In this case, a default Policy Domain is created with each Application that will contain all the Application's policy objects. |
The following sections contain the management procedures for Policy Domains.
To create a Policy Domain, proceed as follows.
An Untitled page displays in the Home area.
To modify a Policy Domain, proceed as follows.
The Policy Domain configuration displays in the Home area.
To delete a Policy Domain, proceed as follows.
The Policy Domain configuration displays in the Home area.
A confirmation dialog is displayed.
The following sections describe how to manage administrators for Policy Domains.
This procedure documents how to create a new Administrator Role and assign it to the applicable roles or users. To add a delegated administrator to a Policy Domain, proceed as follows.
The General tab, the Delegated Administrators tab and the Policy Distribution tab are all active.
The Policy Domain names are listed in the displayed table. Clicking the arrow next to the Policy Domain expands the hierarchy and displays any Administrator Roles already configured; for example, the default PolicyDomainAdmin
.
Be sure to select the name of the Policy Domain to activate New. Alternately, select the Policy Domain and select New from the Actions menu. A New Administrator Role dialog is displayed.
The Role Details tab is active.
An Edit Administrator Role dialog is displayed.
Empty strings fetch all roles. The results display in the Search Results table.
Use Ctrl+click to select multiple roles.
The selected roles display in the External Role Mapping tab.
Empty strings fetch all roles. The results display in the Search Results table.
Use Ctrl+click to select multiple roles.
The selected roles display in the External User Mapping tab.
To modify or delete a Policy Domain's configured Administrator Role, proceed as follows.
The General tab, the Delegated Administrators tab and the Policy Distribution tab are all active.
The Role Details, External Role Mapping and External User Mapping tabs are displayed.
You can delegate system administration privileges to users by creating and configuring System Administrator Roles. By default, SystemAdmin
is created during installation and is displayed in the System Administrators table when you navigate to System Administrators under the main System Configuration tab. SystemAdmin
manages system-level resources (including other Administrator Roles, and system configurations and bindings) and maps to the WebLogic Server weblogic
user.
The following sections document the management operations for all Oracle Entitlements Server System Administrator Roles.
To create a new Administrator Role, proceed as follows.
The System Administrators tab is displayed in the Home area.
A dialog is displayed.
To assign privileges to an Administrator Role, map external roles, external users or both to the role as documented in this procedure.
The System Administrators tab and configured Administrator Roles are displayed in the Home area. Alternately, right-click Administrators and select Open.
Modify defines the administrator as having management (and by proxy viewing) privileges on all system administrator resources. View defines the administrator as having only viewing privileges.
The Add Roles search dialog is displayed.
Alternately, click Search with no search string to return all available External Roles.
Alternately, click Add All to add all returned results.
The Add Users search dialog is displayed.
Alternately, click Search with no search string to return all available External Users.
Alternately, click Add All to add all returned results.
To modify Administrator Role membership, delete the mappings as documented in this procedure.
Alternately, right-click System Administrators and select Open. The System Administrators page is displayed.
Alternately, select Remove from the Actions menu.
Alternately, select Remove from the Actions menu.
To delete an Administrator Role, proceed as follows.
Alternately, right-click System Administrators and select Open. The System Administrators page is displayed.
A confirmation dialog is displayed.
The information in this chapter is specific to Oracle Fusion Applications only.
This chapter describes how to use Oracle Authorization Policy Manager to upgrade application policies in an LDAP-based domain policy store with the changes introduced by a new release of the application. Details are in the following sections:
First we introduce some terms used throughout this chapter, and then an overview of the process of upgrading the policy store.
The following terms refer to the three policy stores involved in an application policy upgrading. They are also used in the Authorization Policy Manager user-interface.
Baseline - The original policy store, represented by the XML file jazn-data.xml
and available with the application out-of-the-box. Presumably, this policy store was migrated to the domain policy store when the application was first deployed.
Production - The domain policy store, where the current state of application policies reside. This store is assumed LDAP-based. Presumably, policies in the application stripe in this store has undergone modifications since the application was first deployed.
Patch - The policy store of the new version of the application, represented by the XML file jazn-data.xml
and available with the new application out-of-the-box.
Application policy upgrading allows security administrators to solve the following problem, with which they are faced every time a new version of an application is released.
Out-of-the-box, an application typically includes the file jazn-data.xml
(baseline policy store) that describes the application policies for that particular version of the application. Typically, at application deployment the baseline policy store is migrated to the domain policy store (production policy store) for the first time.
Thereafter, application policies in the production store may undergo modifications to accommodate evolving requirements; these changes include adding, deleting, or modifying any application-specific security artifact such as roles, grants, resource types, resources, and entitlements.
When a new version of the application is available and before that new version is deployed, a security administrator needs to:
Authorization Policy Manager facilitates the resolution of each of the above tasks by providing a security administrator with a user interface that allows him to:
Important: Before patching application policies, make sure that you backup the policy store as explained in Prerequisites to Patching Policies. |
The analysis must be performed first. The resolution of changes and conflicts is performed next. These tasks do not have any particular requirements and can be accomplished at different times during one Authorization Policy Manager session or even across different sessions.
Before applying a patch, however, proceed as follows:
ldifwrite
to obtain an LDIF file for the policy store. For an example of use of this command, see Oracle Fusion Middleware Application Security Guide. migrateSecurityStore
to export the policy store into a replica of it. For details about this command, see Oracle Fusion Middleware Application Security Guide. Now you can apply the patch.
If for any reason the policy store needs to be restored, proceed as follows:
bulkload
to restore it. For details about this command, see Oracle Fusion Middleware Application Security Guide. migrateSecurityStore
to restore it. For details about this command, see Oracle Fusion Middleware Application Security Guide. The Policy Upgrade Management tab, partially illustrated in Figure 7-1, contains the tab Home, where the upgrading process begins and which succinctly describes the steps you follow to upgrade application policies. The first step is to select the application whose policies to upgrade.
Figure 7-1 The Policy Upgrade Management Tab
To select application policies to patch, proceed as follows:
This list displays only applications that are currently deployed in the domain. After selecting the application, the dialog takes a different form according to whether or not the application selected has a patching in progress.
The rest of this procedure assumes a new patching process. Authorization Policy Manager displays an indicator showing the progress of the analysis phase in the Patch Application dialog. Once this phase is completed, the Patch Application dialog displays the statistics of the analysis as illustrated in Figure 7-3.
Figure 7-3 Statistics of a Patch Analysis
Authorization Policy Manager creates a new tab (named after the application display name) that contains the details of the results, that is, the conflicts and differences encountered, in two sub-tabs:
To terminate the current patching process and to delete the analysis data gathered thus far, click the button Discard; once the patch is discarded, the tab for the application is deleted from the Patching tab.
The Patch Details tab, illustrated partially in Figure 7-5, contains two major areas: the left area displays a hierarchical overview of changes and conflicts per artifact that resulted from the comparisons; the right area displays the details of changes and conflicts for an artifact selected from the left area.
To display the specifics of an object's differences in the right area, click Changes or Conflicts under the object. Each row in the table has a type icon that indicates whether the difference is a change (double arrow icon) or a conflict (exclamation mark icon). (For details, see Section 7.5.1, "Changes and Conflicts.")
To view a change or conflict for a specific artifact, select the corresponding icon. All changes or conflicts are displayed in a table at the top of the page. The Status column shows whether a change or a conflict has been resolved (green check icon) or not (gray square icon). The Related Issues column shows whether a change or conflict has implied dependencies; click the icon in this column to display the Patch Artifact Dependencies dialog and see, among other details, the reasons why other artifacts would be affected when resolving a difference for this artifact. Figure 7-6 partially illustrates this page.
.
To view conflict details for a specific item in the table, select the item to display the different specifications found in the 3-Way DIFF Details area. Figure 7-7 illustrates the differences for a role.
Figure 7-8 partially illustrates the dependencies implied by differences in a pair of roles. Specifically, it illustrates a baseline role App_Z that is not modified in the production store but modified in the patch store as follows:
A patch difference identifies a disparity between the specifications of a security artifact in the some of the policy stores involved in the analysis. Oracle Authorization Policy Manager lists patch differences as changes or conflicts. These terms and how to resolve them are explained in the following sections:
To better explain the terminology used, assume that Abase, Aprod, and Apatch denote the states of an artifact in the baseline, production, and patch stores, respectively.
A patch difference is called a change when Abase and Apatch are equal, and Aprod is different to Apatch.
A patch difference is called a conflict when Abase and Apatch are different, and Aprod is different from Apatch.
Resolving an artifact change or conflict means choosing which specification to use: the one in the production store or the one in the patch store.
Even though there is a default resolution for each artifact change or conflict, it is recommended that all changes and conflicts be resolved manually before you proceed forward to applying the patch.
To resolve a change or conflict for an artifact, proceed as follows:
Important Note: The decision that you make in this step may imply necessary changes to other artifacts. These changes, necessary to preserve data consistency, are called dependencies. Oracle Authorization Policy Manager displays the dependencies that a decision implies and requests your confirmation before setting the value. |
The decision value set for a change or conflict can be reset at any time. To any change or conflict left unresolved, Oracle Authorization Policy Manager sets one of the following default values:
The procedure in this section assumes that:
To apply a patch, proceed as follows:
Make sure that when deploying it, the automatic migration of policies is turned off so that the just patched application policies are not modified when the application is deployed.
For details about how to manage the migration of policies when the application is deployed with Oracle Enterprise Manager Fusion Middleware Control, see Oracle Fusion Middleware Application Security Guide
This chapter explains several customizations available in Oracle Authorization Policy Manager in the following sections:
All customizations described in this chapter require modifying data in one or both of the following file archives:
Note: Before you begin, it is recommended that you backup these Authorization Policy Manager EAR and WAR files. |
Any customizations applied to a version of Authorization Policy Manager must be specified again every time a new version is installed. The following procedure specifies, from a high level, how to customize Authorization Policy Manager.
Use the following procedure to customize headers, footers, and the logo.
AuthPolicyMgr.jspx
file and apply any or all of the following modifications. branding
facet. appAbout
and appCopyright
facets. metaContainer
facet. Be sure to leave all other content inside the metaContainer
facet as is.
pageTemplate
tag. Be sure to leave all other content inside the pageTemplate
tag as is.
You can develop a new skin to apply to a web application. Use the following procedure to customize the Authorization Policy Manager color scheme. It assumes that you have a new skin available to reference.
Note: Authorization Policy Manager uses the Oracle Application Development Framework (ADF) and supports ADF skinning. See the Oracle Fusion Middleware Skin Editor User's Guide for Oracle Application Development Framework for more information on ADF skins. |
Trinidad-config.xml
file. This file is typically located in the decompressed WAR's WEB-INF
folder.
skin-family
tag. Use the following procedure to customize the login and login error pages.
web.xml
file. This file is typically located in the decompressed EAR's WEB-INF
folder.
form-login-page
and form-error-page
under the element form-login-config
. Policy distribution comprises the process used to make configured policies and policy data available for evaluation. Evaluation of the policies will produce a grant or deny authorization decision in answer to an access request. This chapter contains the following sections.
Managing policies and distributing them are distinct operations. Policy management operations are used to define, modify and delete policies in the policy store. The Policy Distribution Component then makes the policies available to a Security Module where the data is used to grant or deny access to a protected resource. Policies are not enforced until they are distributed. Policy distribution may include any or all of the following actions:
Both the central Oracle Entitlements Server Administration Console and the locally-installed (to the protected application) Security Module contain the Policy Distribution Component. This architecture allows two deployment scenarios: the first involves a centralized Policy Distribution Component that can communicate with many Security Modules while the second involves a Policy Distribution Component that is local to, and communicates with, one Security Module.
Note: For details on configuring a Security Module for policy distribution, see Section C.1, "Policy Distribution Configuration." For details on creating definitions and binding Security Modules, see Section 12.2, "Configuring Security Module Definitions." |
The following sections contain more information.
The centralized Policy Distribution Component scenario involves the use of the Policy Distribution Component (within the Administration Console) to act as a server communicating with the Security Module's Policy Distribution Component client. Figure 9-1 illustrates how, in this scenario, the Security Module's Policy Distribution Component client does not communicate with the policy store. The distribution of policies is initiated by the Oracle Entitlements Server administrator and pushed to the Policy Distribution Component client. Currently, data can only be pushed in a controlled manner as described in Section 9.2.1, "Controlled Distribution." This scenario allows for a central Policy Distribution Component that can communicate with many Security Modules.
Figure 9-1 Using Oracle Entitlements Server Policy Distribution Component
The local (to the Security Module) scenario involves the Security Module's Policy Distribution Component communicating directly with the policy store. This scenario allows for a local Policy Distribution Component to communicate with one Security Module only. The application administers management operations and decides when the Security Module instance of the Policy Distribution Component will distribute policies or policy deltas. In this deployment, as illustrated in Figure 9-2, the Policy Distribution Component pulls data from the policy store (by periodically checking the policy store for data to be distributed) and sends policy data from the policy store, making it available to the PDP after administrator-initiated policy distribution.
Figure 9-2 Using Security Module Policy Distribution Component
Currently, data can be pulled in either a controlled manner as described in Section 9.2.1, "Controlled Distribution" or a non-controlled manner as described in Section 9.2.2, "Non-controlled Distribution."
Oracle Entitlements Server handles the task of distributing policies to individual Security Modules that protect applications and services. Policy data is distributed in either a controlled manner or a non-controlled manner. The distribution mode is defined in the jps-config.xml
configuration file for each Security Module. The specified distribution mode is applicable for all Application objects bound to that Security Module. The following sections have more information on the distribution modes.
Controlled distribution is the default distribution mode. It is initiated by the Policy Distribution Component, ensuring that the PDP client (Security Module) receives policy data that has been created or modified since the last distribution. In this respect, distribution is controlled by the policy administrator who takes explicit action to distribute the new or updated policy data. (The Policy Distribution Component maintains a versioning mechanism to keep track of policy changes and distribution.) When controlled distribution is enabled, the Security Module cannot request distribution of the Policy Distribution Component directly.
Note: The exception is when a Security Module starts and registers itself with the Policy Distribution Component with a Configuration ID. The policies are distributed to the Security Module based on this registration. |
With controlled distribution, the Policy Distribution Component distributes new and updated policy data to the Security Module where the data is stored in a local persistent cache, a file-based cache maintained by the PDP to store policy objects and provide independence from the policy store. The Policy Distribution Component does not maintain constant live connections to its Security Module clients; it will establish a connection before distributing policy to it. Thus, the Security Module is not dependent on the policy store for making policy decisions; it can use its own local cache if the policy store is offline. When the Security Module starts, it will check if the policy store is available. If it is not available, the Security Module will use policy data from the local persistent cache.
Caution: Controlled distribution is supported only on database type policy stores - not on LDAP-based policy stores. If the distribution API is invoked for an LDAP policy store, it will be non-operable. |
With controlled distribution, if any policy distribution operation fails, the entire policy distribution fails. By default, controlled distribution is disabled.
When the PDP client (Security Module) periodically retrieves (or pulls) policies and policy modifications from a policy store, it is referred to as non-controlled distribution. Non-controlled distribution makes policy changes available as soon as they are saved to the policy store. Non-controlled distribution is initiated by the Security Module and may retrieve policies that are not yet complete. The policy store must be online and constantly available for non-controlled distribution. Non-controlled distribution is supported on any policy store type.
From a high level, the following steps are needed to get to the point where you can distribute policies.
See Section 12.2, "Configuring Security Module Definitions."
See Section 12.2.2, "Binding an Application to a Security Module." To unbind the Security Module, see Section 12.2.3, "Unbinding an Application From a Security Module."
See Section 9.3.1, "Distributing Policies Using the Administration Console."
See Section 9.3.1, "Distributing Policies Using the Administration Console."
Policies are distributed from within an Application. The following procedure documents how to distribute policies using the Administration Console.
The General tab, the Delegated Administrators tab and the Policy Distribution tab are all active.
The information in this chapter is specific to Oracle Fusion Applications only.
This chapter describes what data role templates are and the procedures to create, run, and maintain them. It contains the following sections:
A template or data role template specifies key characteristics of external roles and data security policies. These characteristics include:
When run, the data role template generates all the external roles and the data security policies that satisfy the values in the template. The external roles generated (by a template run) are stored in the domain identity store; the data security policies generated are stored in the data security store; templates are stored in the metadata storage (MDS).
The basic principle behind the generation of external roles and data policies is that one can take the cross product of the first two sets of characteristics (external roles times dimension values) to obtain a set of external roles named according to the third set (naming rules), and associate them with a set of permissions, for a given data stripe, in data security policies.
The external roles and the data security policies that a template run generates are specified as a set of external roles and a set of dimensions (rows or attributes returned by an SQL query). Each dimension attribute is associated with an alias, which is used (by the naming conventions) to generate names for the roles and data security policies generated.
A dimension attribute can be the attribute return by an SQL query, such as, the following:
The number of external roles generated equals the number of specified external roles times the number of rows returned by the query (or number of dimensions). Each external role generated inherits from the corresponding specified external role.
For example, a template specifying the external roles Employee-Role and Manager-Role, the dimensions US and UK, and the naming rule [external role]:[dimension code name] would generate the following four external roles:
Employee-Role:US, Employee-Role:UK, Manager-Role:US, Manager-Role:UK
Each of the four generated role inherits from one of the specified external roles, Employee-Role or Manager-Role.
The list of external roles and data security policies that a template run generates can be previewed, that is, displayed before the actual creation of roles and associated data security policies takes place.
In addition to the data sources listed in Section 1.2, "Installing and Configuring Authorization Policy Manager," the use of templates requires that two other data sources, described in Table 10-1, also be configured.
Table 10-1 Data Sources Required by Templates
Data Source Name | JNDI Name | Description |
---|---|---|
ApmRgxDimDBDS | jdbc/ApmRgxDimDBDS | Used by role templates to execute dimension SQLs. |
ApplicationDB | jdbc/ApplicationDBDS | Stores role template records to create security artifacts. |
All data sources can be configured with the WebLogic Console by navigating to JDBC > Data Sources. The data source ApmRgxDimDBDS must be created with a credential that includes the database writing privilege.
To create a new template, proceed as follows:
Figure 10-1 illustrates the Roles table in the External Roles tab after two external roles have been added to the table. When the mouse hoovers the blue icon, at the right of a role row, the following information about the role is displayed: the role code, the role name, and the role description; these three attributes can always be used in the Naming tab to specify the names of generated roles.
Figure 10-1 Creating a Template, External Roles
The user must have access privilege to the data queried. The data returned by that SQL is displayed in the Preview Data table. Optionally, enter aliases for the column names of the returned data in the Column Display Names table, at the bottom of the page.
Figure 10-2 illustrates the Dimension tab with an SQL query, the data returned by it, and display name aliases; the attributes SET_ID, SET_CODE, and SET_NAME can be used in the Naming tab to specify the names of generated roles.
Figure 10-2 Creating a Template, Dimensions
Similarly, specify the rule to follow to generated display names for the data roles created by the template. These names are put together by concatenating several strings that you specify in the area Configure Display Name. The resulting names need not be unique, but it is recommended that you specify enough attributes to make them unique too.
Optionally, enter a description for the roles generated in the area Description.
Figure 10-3 illustrates a portion of a Naming tab with naming values for the names and the display names for the external roles generated by the template. Note the following points: (a) the pattern of the concatenation is shown at the bottom of each area after the heading Generates; (b) the use of square brackets in the description to refer to data values.
Figure 10-3 Creating a Template, Role Naming
Figure 10-4 illustrates the specification of a data set by a primary key and the corresponding mapping to a dimension attribute; Figure 10-5 illustrates the specification of a data set by an instance set and the corresponding mapping to dimension attributes; and Figure 10-6 illustrates the selection of actions allowed on the database resource.
Figure 10-4 Creating a Template, Specify Data Set with Primary Key
Figure 10-5 Creating a Template, Specify Data Set with Instance Set
Figure 10-6 Creating a Template, Specifying Actions
The roles that a template run generates can be previewed before the creation of security artifacts takes place. The procedures in this section assume that the template (mentioned in the procedures) has been created and saved.
A template or a set of templates can also be run programmatically via web-services. For details, see Section 10.4.1, "Running Templates Programmatically."
To preview the external roles that a template run would generate, proceed as follows:
Figure 10-7 illustrates a portion of the Preview Roles dialog with the category Valid Roles expanded.
Figure 10-7 Previewing Roles, Five Categories
To run a template, proceed as follows:
Once external roles and data policy grants have been generated, you can verify that they have been properly created by searching and opening a particular role or policy. Figure 10-8 illustrates how the generated external role Benefits Administrator:Finalcial Mgnt inherits, as expected, from the base external role Benefits Administrator (the names displayed in the External Role Hierarchy table are the role display names, not role names):
Figure 10-8 Generated Role Inheriting from a Based Role
The following two functions support running a single template or the collection of templates with a given group id via web-services:
The string returned by either of them describes the status of the run. If succesful, it identifies the template(s) that were run; otherwise, it identifies the error that was encountered.
There are rigorous restrictions on how a template can be changed once it has been run.
On the other hand, external roles can be added or deleted from a template at any time.
Use the following procedure to update a template.
Data Role Templates can be searched by specifying a template name, display name, and group id.
Alternately, select the template in the Search Results table and click Open.
A data role template can be imported to or exported from the Oracle Authorization Policy Manager environment with the use of the following two utilities: importMetadata
and exportMetadata
. Both utilities require establishing a connection to the Oracle WebLogic server before they can be used. The following code illustrates how to establish a connection to a WebLogic server:
In the code, the first argument is the user name, the second is the password for that user, and the third is the connection URL to the server. The connection so established is terminated with the command exit()
.
Use the following procedure to import one or more data role templates.
importMetadata
, as illustrated in the following sample (the arguments are listed in different lines only for clarity of exposition): The meaning of the arguments is as follows:
application
specifies the owner of the data role template to be imported. server
specifies the name of the WebLogic server to which one is connected. fromLocation
specifies the directory where the data role template to be imported is located. docs
specifies the template in the directory fromLocation
to be imported. To import all tempates (including template subdirectories) in the specified directory, use **, as illustrated in the example above. restrictCustTo
is an argument that should always be set to site
. To export a data role template, proceed as follows:
exportMetadata
, as illustrated in the following sample (the arguments are listed in different lines only for clarity of exposition): The meaning of the arguments is identical to those used for importing, except for toLocation
, which specifies the location where the data role template(s) should be downladed.
The information in this chapter is specific to Oracle Fusion Applications only.
This chapter describes the procedures an administrator follows to manage security policies on database resources, and it is divided into the following sections:
Data security policies determine who can do what on which set of data. A data security policy defines the enterprise or application roles that provides members of those roles access rights to specific data.
The Oracle Fusion security reference implementation provides enterprise roles and access to data through a comprehensive set of predefined data security policies applicable to application roles that are members of those enterprise roles.
Data security consists of privileges conditionally granted to a role, and these grants are used to control access to instance sets of a business object. A privilege is a single action corresponding to an operation on a single business object. Instance sets are rows of a database resource returned by a user-defined SQL WHERE clause; instance sets may be a single row of data, multiple rows of a single table, or all rows of a single table. A data security policy is, therefore, a set of privileges to a principal on a business object for a given instance set.
The security administrator uses Oracle Authorization Policy Manager to create and administer data security policies. A data security policy involves the following security artifacts:
By default, when a business object is registered as a database resource in Authorization Policy Manager, users are denied access to all data of that business object. A data security policy makes data available to users based on the roles they are members of according to the actions and conditions specified in the policy:
Data security policies secure the database resources of an enterprise. The Oracle Fusion security reference implementation provides a comprehensive set of predefined data security policies for database resources that involve database tables and views that correspond to business objects; it is recommended that these database resources not be changed.
In cases where custom database resources must be secured, the security administrator can manage the predefined database resources or create new data security policies. Before modifying any data security policy, it is important to understand the predefined data security policies provided by the security reference implementation. As a general guideline, security policies assigned to duty roles of the reference implementation should not be changed, only their participation in role hierarchies. Details about the Oracle Fusion security reference implementation can be found in the Oracle Fusion Security Reference Manual and are also available for review Authorization Policy Manager.
Important: Review but do not modify data security policies from the Oracle Fusion security reference implementation in Authorization Policy Manager except as a custom implementation to create data security policies. |
For example, in the security reference implementation, the IT Security Manager
job role hierarchy includes the Application Data Security Administration Duty
duty role, which is entitled to manage data security policies (the entitlement is Manage Data Security Policy
). This entitlement provides necessary privileges to perform the Manage Data Security Policies task in Authorization Policy Manager.
Before creating a data security policy with Authorization Policy Manager, the security administrator should collect the following information for custom security policies:
To define an Oracle Fusion Data Security policy, proceed as follows:
A table or view is registered by its primary key columns.
Conditions define an instance set of rows specified either by simple filters (XML defined) or complex SQL queries whose values can be parameterized. No condition definition is needed in the case of a single row instance or all row instances.
Action names should match the names of the operations the business object supports (for example, view_US_ONLY, edit_US_ONLY, delete_US_ONLY for custom operations).
OPSS roles and the role inheritance hierarchy are managed by Oracle Identity Manager.
A rule can be a row instance of the database resource (when a single value is desired), the entire resource (when all values are desired), or a condition that had been defined for the resource (when multiple values are needed).
Available actions will be limited to the actions that had been defined for the database resource.
Data security policies are displayed in Authorization Policy Manager by the database resource they secure, as explained in the following sections:
Database resources can be queried with a simple or an advanced search.
To specify a simple search, proceed as follows:
The search returns all names and display names of database resources that match the specified string; leave this box empty to obtain the list of all objects of the specified type.
To specify a database resource advanced search, proceed as follows:
The actions at the top of this table allow:
In addition, the table below the Search Results area, displays the list of policies associated with a database resource selected in the Search Results table.
Figure 11-2 illustrates the results of an advanced search on database resources and the policies associated with a database resource selected from the Search Results table.
The button Follow is used send out notifications about the activity stream. For details about Activity Stream, see Oracle Fusion Applications Developer's Guide.
Figure 11-2 Manage Database Resources and Policies Tab
To locate a policy (global or associated with an application) associated with a database resource, first identify the database resource with a search as described in section Searching Database Resources, and then inspect the list of policies associated with the database resource in the Policies Details table. Figure 11-2 illustrates the policies associated with a database resource FND_CRM_CASES.
For alternative ways to locate policies, see Chapter 4, "Searching for Security Objects."
The following sections describe how to specify what portion of the database resource is secured by a data security policy:
The following sections describe how to manage the available columns of a database resource for which security policies may be defined:
Figure 11-3 illustrates the General Information tab in the Edit Data Security page after the FND_DOC_CATEGORIES
table has been registered as a database resource with the primary key CATEGORY_ID
and no columns filtered.
Figure 11-3 Creating a Database Resource - Specifying the Primary Key Columns
The database resource is a database table or view. You use the table or view's primary key column(s) to register it as a database resource.
To specify the primary key of the database resource, proceed as follows:
You can filter columns at the level of the database resource when you want to exclude columns from the row instance sets defined by data security policies. Additionally, the data from filtered columns will not be accessible by the user.
To filter the list of columns that the database resource defines, proceed as follows:
Excluded columns will not be available when defining database resource conditions and the data of these columns will not be accessible to any user.
You define conditions on the database resource to specify what portions of the database resource may be secured by data security policies. A condition is a group of row instances that are determined by a simple XML filter or an SQL predicate (WHERE
clause) that queries the attributes of the resource itself. Conditions are always defined on a single table or view.
You can define a condition to specify multiple row instance sets using a parameterized SQL WHERE clause. For example, the condition may be defined by the predicate REGION=&PARAM
where the parameter PARAM
is associated with different regions. When an action is granted for a condition, it may be done for a particular value of the parameter, such as a "sales manager" in the West region may have an action granted for a Region condition with the parameter value West
.
You do not need to define a condition for single row instance condition (single value) or for all row instances conditions (all values). Both the single-value case and the all-values case may be easily defined when you create the data security policy. Internally, Oracle Authorization Policy Manager will save these as conditions with the appropriate SQL query clause.
Figure 11-4 illustrates the Conditions tab in the Edit Data Security page after several row instance sets have been defined as conditions of the database resource. You can perform these operations using the Conditions tab:
To define a new database resource condition, proceed as follows:
Figure 11-5 illustrates the Create Database Resources Condition dialog in the Edit Data Security page when creating an XML filter condition.
Figure 11-5 Creating a Database Resource Condition - Defining an XML Filter Condition
Figure 11-6 illustrates the Create Database Resources Condition dialog in the Edit Data Security page where you enter an SQL predicate condition.
Figure 11-6 Creating a Database Resource Condition
You define actions on the database resource to specify what kind of access data security policies will secure on a business object. For example, you can specify whether a user might have read, update, or delete access by naming actions for each of these and granting them in a data security policy to a particular role.
An action corresponds one to one with an operation that the business object implements. Action names must match the corresponding business object operation names established by the business object developer. Actions may correspond to either standard operations or custom operations. For example, a business object might define custom read operations based on the regions West and East, which allows you to create the corresponding actions read_WEST and read_EAST. Alternatively, actions that you define, such as read and update, may correspond to the standard read and update operations of the same business object, when no region is specified.
Actions act on the row instance sets of the database resource conditions that you define in a data security policy. When the user invokes an operation on the business object, the system will act on the row set instances defined by the condition and the corresponding action of the security policy in effect for that business object. The system will perform the operation only if the policy grants the user a privilege for the corresponding action.
Figure 11-7 illustrates the Actions tab in the Edit Data Security page after several actions have been defined on the database resource. You can perform these operations using the Actions tab:
Figure 11-7 Creating a Database Resource - Adding to the Available Actions List
To define a new database resource action, proceed as follows:
The following sections describe how to determine the roles that can access a database resource and the type of actions that those roles may perform on the data:
When you register a new business object as a database resource, users will initially be prevented from invoking the operations of the business object. They will also be prevented from accessing the data of the resource. You define data security policies to make data of a custom business object available to the users of the application.
Figure 11-8 illustrates the Policies Details tab in the Manage Database Resources and Polices page after several data security policies have been created for the database resource. You can perform these operations using the Policies tab:
Important: Duty roles in security policies in the Oracle Fusion reference implementation should not be edited or deleted; only their role hierarchies should be modified.
Figure 11-8 Creating a Data Security Policy - Adding to the Policy List
Before you begin
Before you create a data security policy, perform the following tasks:
To create a new data security policy, proceed as follows:
Figure 11-9 illustrates the Select and Add: Roles dialog in the Edit Data Security page.
Figure 11-9 Creating a Data Security Policy, Selecting a Role
Figure 11-10 illustrates the Pick a Set of Database Row dialog in the Edit Data Security page after several conditions have been selected from the list of available conditions.
Figure 11-10 Creating a Data Security Policy, Selecting Database Row
Figure 11-11 illustrates the Actions tab in the Edit Data Security page after several actions have been selected.
Figure 11-11 Creating a Data Security Policy, Selecting Actions
Data security policies provided in the Oracle Fusion security reference implementation can be viewed but it is recommended that they not be modified; other data security policies, that is, those created with Oracle Authorization Policy Manager, can be modifed.
To modify a data security policy, proceed as follows:
Security Module definitions and administrator configurations are defined within the top-level System Configuration tab in the Authorization Policy Manager Administration Console. This chapter contains the following topics:
Administrator Roles can be created to delegate management operations for policy objects. For example, Application and Policy Domain delegating administrators can be defined by creating an Administrator Role at the appropriate level and assigning the role Administration Privileges as well as a user, group, or another role. See Chapter 6, "Delegating With Administrator Roles" for more information. It includes a section on creating System Administrator Roles which can manage other types of Administrator Roles in any Application or Policy Domain.
A Security Module is an Oracle Entitlements Server client that plays a key role in authorization. After an authorization request is generated, the Security Module evaluates policy data to determine if access to the resource will be granted or denied. An Application (the Oracle Entitlements Server object that represents the protected reosurce) must be bound to the Security Module that protects it. Binding Security Modules enables policy data to be transmitted to it for evaluation. The Policy Distribution Component (discussed in Chapter 9, "Managing Policy Distribution") is the mechanism used to transmit policy data to the Security Modules.
Note: For more information about the authorization process, see Section 2.2, "How Oracle Entitlements Server Evaluates Policies." |
The following sections document how to bind (and unbind) Security Module definitions to (and from) Application objects.
To create a security module, proceed as follows.
Alternately, right-click Security Modules and select Open. The Security Modules page is displayed as in Figure 12-1.
Figure 12-1 Security Modules in Home Area
Alternately, select New from the Actions menu. The Security Module dialog is displayed.
To bind an Application to a Security Module, proceed as follows.
Alternately, right-click Security Modules and select Open. The Security Modules page is displayed.
Alternately, select Add from the Bound to Applications Actions menu. The Add Applications dialog displays.
Alternately, click the arrow with no search string to return all available Applications.
The selected applications are bound to the selected Security Module and displayed in the Bound to Applications table.
To unbind an application from a Security Module, proceed as follows.
Alternately, right-click Security Modules and select Open. The Security Modules page is displayed.
A confirmation dialog is displayed.
To remove a Security Module definition, proceed as follows.
Alternately, right-click Security Modules and select Open. The Security Modules page is displayed.
A confirmation dialog is displayed.
This chapter contains information on several management tasks including configuring the cache, auditing, and migrating policies from different types of stores. It contains the following sections:
WebLogic Server can automatically intercept authorization requests after enabling the Role Mapping and Authorization providers. The following procedure explains how to do this; it assumes the WebLogic Server is installed in the $WLS
directory in the $DOMAIN
domain. Replace the values from your installation when following the procedure.
jps-atz-wls-proxyproviders.jar
to the WebLogic Server provider definition directory using the following command. $DOMAIN
domain using the following command. Figure 13-1 is a screenshot of the WebLogic Server console that illustrates this.
Figure 13-1 Adding Providers to the WebLogic Server Domain's Realm
After enabling the providers, see Section C.2.4, "WebLogic Server Security Module" for the configuration parameters.
Oracle Entitlements Server audits all administrative activities and authorization requests, optionally recording the information to a file. The auditing framework is based on the framework developed for Oracle Platform Security Services. An overview of the Oracle Platform Security Services auditing framework can be found in Oracle Fusion Middleware Application Security Guide. The following information is more specific to the auditing functionality in Oracle Entitlements Server.
Note: Oracle Entitlements Server will audit decisions resulting from policies configured by itself, Oracle Platform Security Services or any combination thereof. |
Table 13-1 lists the events (organized by functional category) that are audited by Oracle Entitlements Server. Audit logging is disabled by default.
Table 13-1 Events Audited in Oracle Entitlements Server
Functional Category | Functional Task |
---|---|
Administration Role Management |
|
Application Management |
|
Grant Management |
|
PermissionSetManagement |
|
PolicyDomainManagement |
|
PolicyManagement |
|
ResourceManagement |
|
Role Management |
|
RolePolicyManagement |
|
Authorization |
|
ConfigurationBindingManagement |
|
ConfigurationManagement |
|
PolicyDistributionManagement |
|
Auditing is configured in jps-config.xml
, the configuration file used by Java EE containers. It is located in the $DOMAIN_HOME/config/fmwconfig
directory. You can define a filterPreset level, a repository type and other information as illustrated in Example 13-1.
Example 13-1 Audit Service Configuration Parameters in jps-config.xml
Table 13-2 contains details about the configuration parameters.
Table 13-2 Auditing Parameters in jps-config.xml
Parameter | Description |
---|---|
audit.filterPreset | None (default), Low, Medium, All or Custom |
audit.maxDirSize | Controls the size of the directory in which the audit files are written. Takes an integer in bytes. |
audit.maxFileSize | Controls the size of the bus stop file in which audit events are written. Takes an integer in bytes. |
audit.loader.jndi | When a database is in use, takes a path to the JNDI data source to which audit events are uploaded. |
audit.loader.interval | When a database is in use, controls the frequency of the audit loader's upload. Takes an integer in seconds. |
audit.loader.RepositoryType | Defines the audit repository type. Takes a value of File or Db. If type is database (Db), |
The following list collects chapter links in other documents with information regarding the auditing framework.
This section contains information regarding migrating policies from one type of store to another. It contains procedures for the following:
Following is the procedure to migrate policies from an XML-based policy store to an LDAP-based directory.
jps-config.xml
as described in this sub procedure. serviceInstance
for both the source and destination policy stores as illustrated in Example 13-2. Example 13-2 XML to LDAP serviceInstances for Source and Destination Policy Stores
serviceInstance
corresponding to the bootstrap credential used to access the destination LDAP directory as illustrated in Example 13-3. Example 13-3 XML to LDAP serviceInstance for Bootstrap Credential
jpsContext
for both source and destination stores as illustrated in Example 13-4. Example 13-4 XML to LDAP jpsContext for Source and Destination Policy Stores
There is no need to connect the WebLogic Scripting Tool to the WebLogic Server as the migration command is an offline command.
migrateSecurityStore
command to migrate the policy store and application as follows. where the following applies:
jpsContext
(previously created in Step 1) should be passed to the src
and dst
parameters. configFile
parameter. The value must be a fully qualified file name with complete path information. where the following applies:
jpsContext
(previously created in Step 1) should be passed to the src
and dst
parameters. jps-config.xml
file (previously modified in Step 1) should be passed to the configFile
parameter. The value must be a fully qualified file name with complete path information. srcApp
parameter. If this parameter is not passed, all applications with the same application name in both the source and destination policy stores will be migrated. dstApp
parameter. If this parameter is not passed, the name of the application in the destination store is the same as the name used in the source store. overWrite
parameter is defined as true, policies specific to the destination application are replaced by policies from the source application. The default value of this parameter is false. Following is the procedure to migrate policies from an LDAP-based directory to an XML-based policy store.
jps-config.xml
as described in this sub procedure. serviceInstance
for both the source and destination policy stores as illustrated in Example 13-5. Example 13-5 LDAP to XML serviceInstances for Source and Destination Policy Stores
serviceInstance
corresponding to the bootstrap credential used to access the destination LDAP directory as illustrated in Example 13-6. Example 13-6 LDAP to XML serviceInstance for Bootstrap Credential
jpsContext
for both source and destination stores as illustrated in Example 13-7. Example 13-7 LDAP to XML jpsContext for Source and Destination Policy Stores
There is no need to connect the WebLogic Scripting Tool to the WebLogic Server as the migration command is an offline command.
migrateSecurityStore
command to migrate the policy store and application as follows. where the following applies:
jpsContext
(previously created in Step 1) should be passed to the src
and dst
parameters. configFile
parameter. The value must be a fully qualified file name with complete path information. where the following applies:
jpsContext
(previously created in Step 1) should be passed to the src
and dst
parameters. jps-config.xml
file (previously modified in Step 1) should be passed to the configFile
parameter. The value must be a fully qualified file name with complete path information. srcApp
parameter. If this parameter is not passed, all applications with the same application name in both the source and destination policy stores are migrated. dstApp
parameter. If this parameter is not passed, the name of the application in the destination store is the same as the name used in the source store. overWrite
parameter is defined as true, policies specific to the destination application are replaced by policies from the source application. The default value of this parameter is false. Following is the procedure to migrate policies from an XML-based policy store to a database.
jps-config.xml
as described in this sub procedure. serviceInstance
for both the source and destination policy stores as illustrated in Example 13-8. Example 13-8 XML to Database serviceInstances for Source and Destination Policy Stores
serviceInstance
corresponding to the bootstrap credential used to access the destination LDAP directory as illustrated in Example 13-9. Example 13-9 XML to Database serviceInstance for Bootstrap Credential
jpsContext
for both source and destination stores as illustrated in Example 13-10. Example 13-10 XML to Database jpsContext for Source and Destination Policy Stores
There is no need to connect the WebLogic Scripting Tool to the WebLogic Server as the migration command is an offline command.
migrateSecurityStore
command to migrate the policy store and application as follows. where the following applies:
jpsContext
(previously created in Step 1) should be passed to the src
and dst
parameters. configFile
parameter. The value must be a fully qualified file name with complete path information. where the following applies:
jpsContext
(previously created in Step 1) should be passed to the src
and dst
parameters. jps-config.xml
file (previously modified in Step 1) should be passed to the configFile
parameter. The value must be a fully qualified file name with complete path information. srcApp
parameter. If this parameter is not passed, all applications with the same application name in both the source and destination policy stores are migrated. dstApp
parameter. If this parameter is not passed, the name of the application in the destination store is the same as the name used in the source store. overWrite
parameter is defined as true, policies specific to the destination application are replaced by policies from the source application. The default value of this parameter is false. Following is the procedure to migrate policies from a database to an XML-based policy store.
jps-config.xml
as described in this sub procedure. serviceInstance
for both the source and destination policy stores as illustrated in Example 13-11. Example 13-11 Database to XML serviceInstances for Source and Destination Policy Stores
serviceInstance
corresponding to the bootstrap credential used to access the destination LDAP directory as illustrated in Example 13-12. Example 13-12 Database to XML serviceInstance for Bootstrap Credential
jpsContext
for both source and destination stores as illustrated in Example 13-13. Example 13-13 Database to XML jpsContext for Source and Destination Policy Stores
There is no need to connect the WebLogic Scripting Tool to the WebLogic Server as the migration command is an offline command.
migrateSecurityStore
command to migrate the policy store and application as follows. where the following applies:
jpsContext
(previously created in Step 1) should be passed to the src
and dst
parameters. configFile
parameter. The value must be a fully qualified file name with complete path information. where the following applies:
jpsContext
(previously created in Step 1) should be passed to the src
and dst
parameters. jps-config.xml
file (previously modified in Step 1) should be passed to the configFile
parameter. The value must be a fully qualified file name with complete path information. srcApp
parameter. If this parameter is not passed, all applications with the same application name in both the source and destination policy stores are migrated. dstApp
parameter. If this parameter is not passed, the name of the application in the destination store will be the same as the name used in the source store. overWrite
parameter is defined as true, policies specific to the destination application are replaced by policies from the source application. The default value of this parameter is false. Oracle Entitlements Server offers caching capabilites. The cache settings are configured in the jps-config.xml
file. The following sections contain the appropriate information.
Authorization decision caching allows Oracle Entitlements Server to cache the result of an authorization call and use that decision in the future, if an identical call is made. The decision cache consists of two hierarchical levels.
Note: The decision cache automatically invalidates itself if there is a change in the policy. |
The key of the cache is the incoming Subject, Permission and attributes used during policy evaluation. The value of the cache is the decision and obligations.
All parameter names are prefixed with oracle.security.jps.pdp
. Example 13-14 illustrates how the decision cache parameters might be set in jps-config.xml
.
Example 13-14 XML To Configure Decision Caching
Table 13-3 documents the decision caching parameters.
Table 13-3 Decision Caching Parameters
Name | Description | Accepted Values |
---|---|---|
| Optional parameter that specifies whether the policy decision cache should be enabled. | true (default) false |
| Optional parameter that specifies the maximum capacity of the L1 cache. If the number of entries exceeds the value, some entries are evicted. | Integer representing number of entries 500 (default) |
| Optional parameter that specifies the percentage of entries in L1 cache that have to be evicted when the maximum capacity has been reached. For example, if the maximum capacity is 200 and the value of this parameter is 10 then 20 entries are evicted from the cache. | Integer representing percent of entries 10 (default equals 10%) |
| Optional parameter that specifies a time-to-live value (in seconds) for entries in the L2 cache. It defines how long an authorization decision is cached. | Integer representing time in seconds 60 (default equals 1 minute) |
Each passed attribute can be cached if the cached
property is defined for it. A corresponding time-to-live (TTL) value must also be defined if cached
is enabled. The key of the cache is the attribute URI. The value of the cache is the attribute object. Example 13-15 illustrates how the attribute cache might be set in jps-config.xml
.
Example 13-15 XML To Configure Attribute Caching
Note: If |
The following sections contain information on how to debug Authorization Policies created using Oracle Entitlements Server as well as the Policy Distribution Component.
Oracle Entitlements Server uses the standard Java logging framework. Logging is the process of notifying an entity of a particular event. In the case of Oracle Entitlements Server, the entity can be a file or the Administration Console, and the event can be debugging information, runtime exceptions, or a record of actions taken by a user. The logging framework is configured based on the Oracle Entitlements Server deployment. More information is in the following sections.
Note: The |
The following configurations must be made to enable logging when using the Java Security Module in your deployment.
Logging levels define the complexity of the logging record and include (from least to most) VERBOSE (simple information), WARNING, INFO, CONFIG, FINE, FINER and FINEST (complex information).
If you don't specify a configuration file, the logging.properties
file in $JAVA_HOME/jre/lib/
is used. Example 13-16 illustrates how to configure logging.properties
to log information to the Administration Console.
Example 13-16 Configuration for Administration Console Logging
Example 13-17 illustrates how to configure logging.properties
to log information to a file.
Example 13-17 Configuration for File Logging
To enable logging when using the WebLogic Server Security Module in your deployment, run the following command to specify the logging configuration file when you start the WebLogic Server domain.
Tip: If you specify a relative path, the base directory is the domain home - not the directory where |
Other configurations relevant to the WebLogic Server Security Module are similar to those defined in Section 13.5.1.1, "Configuring Logging for a Java Security Module Deployment."
The following sections explain how to search for information recorded to the logging file. They include the commands to be run and, in many sections, sample output.
Run the following command against the logging file to output PEP Request related information (including the Authentic Identity, the Runtime Resource, the Runtime Action and the Application Context).
Run the following command against the logging file to output the cache configuration parameters for a particular Security Module.
The following properties may be returned for this search. If a property does not appear in the log, it is not specified in jps-config.xml
. In cases like this, the default value of the property is used.
AuthorizationDecisionCacheTTL
defines the time-to-live (in seconds) for the Authorization Decision cache. The default value is 60. AuthorizationDecisionCacheEvictionPercentage
defines the percentage of authorization decisions to drop when the Authorization Decision cache has reached maximum capacity. The default value is 10. AuthorizationDecisionCacheEvictionCapacity
defines the number used to evict the Authorization Decision cache if the decision cache size reaches this size. The default value is 500. AuthorizationDecisionCacheEnabled
specifies whether the Authorization Decision cache is enabled. The default value is true. Example 13-18 illustrates output for this search.
Example 13-18 Sample Output for Cache Configuration Parameters Search
Run the following command against the logging file to output the names of Principals that have been received by Oracle Entitlements Server in the form of an authorization request.
Example 13-19 illustrates the output for a Principal search.
Run the following command against the logging file to output the Resources and Actions that have been received by Oracle Entitlements Server in the form of an authorization request.
Example 13-20 illustrates how the information is returned. The defined values are the name of the policy object.
Run the following command against the logging file to output the value of an attribute that has been received by Oracle Entitlements Server in the form of an authorization request.
Example 13-21 illustrates the returned information where the name of the attribute is NumberOfBorrowedBooksAttribute
and the value is 2.
Run the following command against the logging file to retrieve an authorization decision that has been stored.
Example 13-22 illustrates the returned information and confirm that the authorization decision was affirmative.
Example 13-22 Sample Output for Authorization Decision Search
Run the following command against the logging file to output the value of a specific obligation.
Example 13-23 illustrates the returned information indicating that the obligation (named DenyObligation
) denies the request when the amount of library books the Principal currently has checked out is more than three; in this case, the Principal has five books checked out.
Example 13-23 Sample Output for Obligation Value Search
Run the following command against the logging file to output the names of Application Roles granted statically.
Example 13-24 illustrates how two static roles are added to the list of principals: an authenticated-role – build-in role and Reader, an Application Role defined in the Application named Library.
Example 13-24 Sample Output for Static Role Search
The Policy Distribution Component uses the policy management Logger
interface. To enable debugging for the Policy Distribution Component, change the logging level of the oracle.jps.policymgmt.level
property in the logging configuration file to FINEST. The procedure is documented in Section 13.5.1, "Configuring Logging for Debugging."
This appendix describes the special set up required in case the domain APM is running uses an OpenLDAP 2.2 identity store.
To use OpenLDAP 2.2 as a domain identity store with Authorization Policy Manager, proceed as follows:
slapd.conf
for edit. The above settings make possible adding the object class inetorgperson
to every new external role you create in the OpenLDAP; this object class is required to map the external role to an application role.
This appendix describes common problems that you may encounter when configuring and using Authorization Policy Manager and explains how to solve them. It contains the following sections:
This section explains one of the reasons why logging in Authorization Policy Manager may fail.
Symptom
Authorization Policy Manager logging in fails and the system outputs a message that contains a line similar to the following:
Diagnosis
The above message indicates that Authorization Policy Manager cannot establish a connection with the database mds-ApplicationMDSBD
. Authorization Policy Manager requires that this database be present for a successful logging in. For information on the databases required by Authorization Policy Manager, see Chapter 1, "Getting Started With Oracle Authorization Policy Manager."
Solution
Verify that referenced database is up, running, and available; then retry logging in.
You can find more solutions on My Oracle Support (formerly MetaLink) at http://myoraclesupport.oracle.com
. If you do not find a solution to your problem, log a service request.
This Appendix lists the parameters and accepted values that may be defined for Oracle Entitlements Server services using jps-config.xml
, the configuration file used by Java EE containers. It is located in the $DOMAIN_HOME/config/fmwconfig
directory. This Appendix is comprised of the following sections:
The Policy Distribution Component is responsible for distributing policy objects and policies from the policy store to one or more Security Modules. It can distribute in a controlled-push mode, a controlled-pull mode and a non-controlled mode. Each mode entails different configurations.
Typically, configuration for the Policy Distribution Component (in a scenario when it runs within Oracle Entitlements Server) is associated with the Policy Store configuration in the jps-config.xml
file to fetch policies and policy objects for distribution. Only in cases when data is pulled in a controlled manner (controlled-pull mode) is the Policy Distribution Component associated with the PDP Service configuration on the Security Module side. Table C-1 contains the configuration parameters.
Table C-1 Policy Distribution Server Configuration
Name | Information |
---|---|
oracle.security.jps.pd.server.transactionalScope | Description: Defines the scope of the policy distribution as either to one Security Module or to all Security Modules. If distribution fails when it involves only one Security Module, it does not affect distributions to other Security Modules. Optional Accepted Values: All (default), One |
The Policy Distribution Component client is responsible for making policies available to the Security Module. Thus, the Policy Distribution Client configuration is always associated with the PDP Service configuration portion of the jps-config.xml
file on the Security Module side. Configuration is different depending on the mode of distribution and the environment in which the Security Module is running. The following sections contain descriptions of the applicable configuration parameters.
Table C-2 compiles the parameters for the Policy Distribution Component client configuration when the Oracle Entitlements Server is running in a Java Standard Edition (JSE) environment and is configured to distribute data in the controlled-push mode.
Table C-2 Policy Distribution Client Configuration, JSE, Controlled Push Mode
Name | Information |
---|---|
oracle.security.jps.runtime.pd.client.policyDistributionMode | Description: Specifies the mode of policy distribution. Controlled distribution is initiated by the Policy Distribution Component, ensuring that the Security Module receives policy data that has been created or modified since the last distribution. Mandatory Accepted Value: controlled-push |
oracle.security.jps.runtime.pd.client.sm_name | Description: Defines the name of the Security Module. Mandatory Accepted Value: Name of the Security Module |
oracle.security.jps.runtime.pd.client.localpolicy.work_folder | Description: Defines the name of any directory in which local cache files are stored. This directory must have read and write privileges. Optional Accepted Value: The name of any directory in which local cache files will be stored. This directory must have read and write privileges. |
oracle.security.jps.runtime.pd.client.incrementalDistribution | Description: Defines whether the distribution is incremental or flush. Incremental distribution is when only new and modified data is distributed. Flush distribution is when the Policy Distribution Component notifies the Security Module to cleanup locally stored policies in preparation for a complete re-distribution of all policy objects in the policy store. Optional Accepted Values:
|
oracle.security.jps.runtime.pd.client.registrationRetryInterval | Description: When a Security Module starts, it registers itself with the Policy Distribution Component to ensure the local policy cache is up to date. If registration fails, it will retry each time this interval of time passes until successful. Optional Accepted Value: time in seconds (default value is 5) |
oracle.security.jps.runtime.pd.client.waitDistributionTime | Description: If this value is defined and not equal to zero, it specifies the amount of time that a Security Module will wait for initial policy distribution to happen. During this wait period, authorization requests are blocked until either the initial policy distribution completes or the configured period expires. Optional Accepted Value: time in seconds (default value is 60) |
oracle.security.jps.runtime.pd.client.RegistrationServerURL | Description: Defines the URL of the Oracle Entitlements Server Administration Server. Used by the Security Module to register itself with Oracle Entitlements Server when it starts. Mandatory Accepted Value: URL |
oracle.security.jps.runtime.pd.client.backupRegistrationServerURL | Description: Defines a backup URL for the Oracle Entitlements Server Administration Server. Used by the Security Module to register itself with Oracle Entitlements Server when it starts if the primary URL (parameter above) is unavailable. Optional (although if not configured Oracle Entitlements Server failover will not work) Accepted Value: URL |
oracle.security.jps.runtime.pd.client.DistributionServicePort | Description: Defines the port to which a remote Policy Distributor will push policy updates. Mandatory Accepted Value: port number |
oracle.security.jps.pd.client.sslMode | Description: Defines whether communication between the Policy Distribution Component server and client will use the Secure Sockets Layer (SSL) protocol or not. Mandatory Accepted Values: none, two-way (default value) |
oracle.security.jps.pd.client.ssl.identityKeyStoreFileName | Description: Defines the name of the Identity Key Store file in which client certificates are stored. Used for SSL communication between the Security Module and the Policy Distribution Component. Mandatory Accepted Value: the name of the keystore file |
oracle.security.jps.pd.client.ssl.trustKeyStoreFileName | Description: Defines the name of the Trust Key Store file where Certificate Authority (CA) certificates are stored. Used for SSL communication between the Security Module and the Policy Distribution Component. Mandatory Accepted Value: the name of the identity key store file |
oracle.security.jps.pd.client.ssl.identityKeyStoreKeyAlias | Description: Defines an Identity Key alias to identify the client certificate used for SSL communication between the Security Module and the Policy Distribution Component. Optional (if only one alias exists in the identity keystore there is no need to specify this value) Accepted Value: the identity key alias |
oracle.security.jps.runtime.pd.client.SMinstanceType | Description: Defines the type of Security Module to which the Policy Distribution Component client is connecting. Mandatory Accepted Value: java (Other accepted values include wls, RMI and ws. Because this table covers the Java Security Module only, the value must be java.) |
Table C-3 compiles the parameters for the Policy Distribution Component client configuration when the Oracle Entitlements Server is running in a Java Enterprise Edition (JEE) environment and is configured to distribute data in the controlled-push mode.
Table C-3 Policy Distribution Client Configuration, JEE, Controlled Push Mode
Name | Information |
---|---|
oracle.security.jps.runtime.pd.client.policyDistributionMode | Description: Specifies the mode of policy distribution. Controlled distribution is initiated by the Policy Distribution Component, ensuring that the Security Module receives policy data that has been created or modified since the last distribution. Mandatory Accepted Value: controlled-push |
oracle.security.jps.runtime.pd.client.sm_name | Description: Defines the name of the Security Module. Mandatory Accepted Value: Name of the Security Module |
oracle.security.jps.runtime.pd.client.localpolicy.work_folder | Description: Defines the name of any directory in which local cache files are stored. This directory must have read and write privileges. Optional Accepted Value: The name of any directory in which local cache files will be stored. This directory must have read and write privileges. |
oracle.security.jps.runtime.pd.client.incrementalDistribution | Description: Defines whether the distribution is incremental or flush. Incremental distribution is when new and modified data is distributed. Flush distribution is when the Policy Distribution Component notifies the Security Module to cleanup locally stored policies in preparation for a complete re-distribution of all policy objects in the policy store. Optional Accepted Values:
|
oracle.security.jps.runtime.pd.client.registrationRetryInterval | Description: When a Security Module starts, it registers itself with the Policy Distribution Component to ensure the local policy cache is up to date. If registration fails, it will retry each time this interval of time passes until successful. Optional Accepted Value: time in seconds (default value is 5) |
oracle.security.jps.runtime.pd.client.waitDistributionTime | Description: If this value is defined and not equal to zero, it specifies the amount of time that a Security Module will wait for initial policy distribution to happen. During this wait period, authorization requests are blocked until either the initial policy distribution completes or the configured period expires. Optional Accepted Value: time in seconds (default value is 60) |
oracle.security.jps.runtime.pd.client.RegistrationServerURL | Description: Defines the URL of the Oracle Entitlements Server Administration Server. Used by the Security Module to register itself with Oracle Entitlements Server when it starts. Mandatory Accepted Value: URL |
oracle.security.jps.runtime.pd.client.backupRegistrationServerURL | Description: Defines a backup URL for the Oracle Entitlements Server Administration Server. Used by the Security Module to register itself with Oracle Entitlements Server when it starts if the primary URL (parameter above) is unavailable. Optional (although if not configured Oracle Entitlements Server failover will not work) Accepted Value: URL |
oracle.security.jps.runtime.pd.client.SMinstanceType | Description: Defines the type of Security Module to which the Policy Distribution Component client is connecting. Mandatory Accepted Values:
|
oracle.security.jps.runtime.pd.client.DistributionServiceURL | Description: Defines the URL to which the remote Policy Distributor will push policy updates. Mandatory Accepted Values: URL |
Table C-4 compiles the parameters for the Policy Distribution Component client configuration when the Oracle Entitlements Server is running in either a JEE or a JSE environment and is configured to distribute data in the controlled-pull mode.
Table C-4 Policy Distribution Client Configuration, Controlled Pull Mode
Name | Information |
---|---|
oracle.security.jps.runtime.pd.client.policyDistributionMode | Specifies the mode of policy distribution. Controlled distribution is initiated by the Policy Distribution Component, ensuring that the Security Module receives policy data that has been created or modified since the last distribution. Mandatory Accepted Value: controlled-pull |
oracle.security.jps.runtime.pd.client.sm_name | Description: Defines the name of the Security Module. Mandatory Accepted Value: the name of the Security Module |
oracle.security.jps.runtime.pd.client.localpolicy.work_folder | Description: Defines the name of any directory in which local cache files are stored. This directory must have read and write privileges. Optional Accepted Value: The name of any directory in which local cache files will be stored. This directory must have read and write privileges. |
oracle.security.jps.runtime.pd.client.incrementalDistribution | Description: Defines whether the distribution is incremental or flush. Incremental distribution is when new and modified data is distributed. Flush distribution is when the Policy Distribution Component notifies the Security Module to cleanup locally stored policies in preparation for a complete re-distribution of all policy objects in the policy store. Optional Accepted Values:
|
oracle.security.jps.runtime.pd.client.waitDistributionTime | Description: If this value is defined and not equal to zero, it specifies the amount of time that a Security Module will wait for initial policy distribution to happen. During this wait period, authorization requests are blocked until either the initial policy distribution completes or the configured period expires. Optional Accepted Value: time in seconds (default value is 60) |
oracle.security.jps.runtime.pd.client.PollingTimerEnabled | Description: Enables a periodic check for policy updates in the Policy Store. Can be set to false to disable polling for environment when policies are not expected to be modified. Optional Accepted Values:
|
oracle.security.jps.runtime.pd.client.PollingTimerInterval | Description: Defines the interval of time in which the Policy Distribution Component will check for policy data changes. Optional Accepted Value: time in seconds (default value of 600) |
oracle.security.jps.ldap.root.name | Description: Defines the top (root) entry of the LDAP policy store directory information tree (DIT). Mandatory Accepted Value: the top (root) entry of the LDAP policy store directory information tree (DIT) |
oracle.security.jps.farm.name | Description: Defines the RDN format of the domain node in the LDAP policy store. Mandatory Accepted Value: name of the domain |
jdbc.url | Description: Takes a URL that points to the database. Mandatory (if using Java Database Connectivity API to connect to policy store) Accepted Value: URL |
jdbc.driver | Description: Location of the driver if using Java Database Connectivity API to connect to an Apache Derby database. Mandatory Accepted Value: driver |
datasource.jndi.name | Description: The JNDI name of the JDBC data source instance. The instance may correspond to a single source or multi-source datasource. Valid in only JEE applications. Applies only to database stores. Mandatory Accepted Value: name of JNDI data source; for example, |
bootstrap.security.principal.key | Description: The key for the password credentials to access the policy store. Credentials are stored in the Credential Store Framework (CSF) store. Mandatory Accepted Value: CSF credential key |
bootstrap.security.principal.map | Description: The map for the password credentials to access the policy store. Credentials are stored in the CSF store. Mandatory Accepted Value: name of the CSF credential map |
Table C-5 compiles the parameters for Policy Distribution Component client configuration when the Oracle Entitlements Server is running in either a JEE or a JSE environment and is configured to distribute data in the non-controlled mode.
Table C-5 Policy Distribution Client COnfiguration, Non-controlled Mode
Name | Information |
---|---|
oracle.security.jps.runtime.pd.client.policyDistributionMode | Description: Specifies the mode of policy distribution. Non-controlled distribution is when the Security Module initiates the periodic retrieval of policy data from a policy store (or from a component that serves as an intermediary between the two). Optional Accepted Value: non-controlled (default value) |
This section covers the configurations for the various types of Security Modules and their proxy clients.
Table C-6 compiles the parameters to configure the Java Security Module embedded in either a JSE or a JEE container.
Table C-6 Java Security Module Configuration Parameters
Name | Information |
---|---|
oracle.security.jps.policystore.rolemember.cache.type | Description: Defines the role member cache type. Valid in J2EE and J2SE applications. Applies to LDAP and database stores. Optional Accepted Values
|
oracle.security.jps.policystore.rolemember.cache.strategy | Description: Defines the type of strategy used in the role member cache. Valid in J2EE and J2SE applications. Applies to LDAP and database stores. Optional Accepted Values
|
oracle.security.jps.policystore.rolemember.cache.size | Description: Defines the number of roles kept in the role member cache. Valid in J2EE and J2SE application. Applies to LDAP and database stores. Optional Accepted Value: number (default value is 1000) |
oracle.security.jps.policystore.rolemember.cache.warmup.enable | Description: Controls the way the Application Role membership cache is created. Valid in J2EE and J2SE applications. Applies to LDAP and database stores. Optional Accepted Values
|
oracle.security.jps.policystore.policy.lazy.load.enable | Description: Enables or disables the policy lazy load. Valid in J2EE and J2SE applications. Applies to LDAP and database stores. Optional Accepted Values
|
oracle.security.jps.policystore.policy.cache.strategy | Description: Defines the type of strategy used in the permission cache. Valid in J2EE and J2SE applications. Applies to LDAP and database stores. Optional Accepted Values
|
oracle.security.jps.policystore.policy.cache.size | Description: Defines the number of permissions kept in the permission cache. Valid in J2EE and J2SE applications. Applies to LDAP and database stores. Optional Accepted Value: number (default value is 1000) |
oracle.security.jps.policystore.policy.cache.updateable | Description: Defines whether the policy cache is incrementally updated for management operations on policy data. Optional Accepted Values
|
oracle.security.jps.policystore.refresh.enable | Description: Enables or disables the policy store refresh. If this property is set, Optional Accepted Values:
|
oracle.security.jps.policystore.refresh.purge.timeout | Description: Defines the time in milliseconds after which the policy store cache is purged. Valid in J2EE and J2SE applications. Applies to LDAP and database stores. Optional Accepted Value: time in milliseconds; default value is 43200000 which equals 12 hours |
oracle.security.jps.ldap.policystore.refresh.purge.interval | Description: Defines the interval of time in which the policy store is polled for changes. Valid in J2EE and J2SE applications. Applies to LDAP and database stores. Optional Accepted Value: time in milliseconds; default value is 600000 which equals 10 minutes |
oracle.security.jps.pdp.missingAppPolicyQueryTTL | Description: Defines the interval of time to avoid frequently querying a non-exist Application ( Optional Accepted Value: time to live in milliseconds (default value is 60000) |
oracle.security.jps.pdp.AuthorizationDecisionCacheEnabled | Description: Specifies whether the authorization cache should be enabled. Valid in J2EE and J2SE applications. Applies to XML, LDAP, and database stores. Optional Accepted Values
|
oracle.security.jps.pdp.AuthorizationDecisionCacheEvictionCapacity | Description: Defines the maximum number of authorization and role mapping sessions to maintain. When the maximum is reached, old sessions are dropped and reestablished when needed. Valid in J2EE and J2SE applications. Applies to XML, LDAP, and database stores. Optional Accepted Value: number (default value is 500) |
oracle.security.jps.pdp.AuthorizationDecisionCacheEvictionPercentage | Description: Defines the percentage of sessions to drop when the eviction capacity is reached. Valid in J2EE and J2SE applications. Applies to XML, LDAP, and database stores. Optional Accepted Value: number (default value is 10) |
oracle.security.jps.pdp.AuthorizationDecisionCacheTTL | Description: Defines the number of seconds during which session data is cached. Valid in J2EE and J2SE applications. Applies to XML, LDAP, and database stores. Optional Accepted Value: time in seconds (default value is 60) |
oracle.security.jps.pdp.anonymousrole.enable | Description: Specifies whether anonymous role has to be added to anonymous subject for policy matching. Optional Accepted Values
|
oracle.security.jps.pdp.authenticatedrole.enable | Description: Specifies whether authenticated role has to be added to authenticated subject for policy matching. Optional Accepted Values
|
Table C-7 compiles the parameters to configure the Web Services Security Module embedded in either a JSE or a JEE container.
Table C-7 Web Services Security Module Configuration Parameters
Name | Information |
---|---|
oracle.security.jps.pdp.wssm.WSServiceRegistryPortNumber | Description: Defines the port on which the Web Services Security Module listens. Mandatory Accepted Value: port number |
oracle.security.jps.pdp.wssm.WSServiceRegistryHost | Description: Defines the name of the server on which the Web Services Security Module is running. Optional Accepted Value: server name (default value is localhost) |
oracle.security.jps.pdp.wssm.Protocol | Description: Defines the transport protocol used between the Policy Distribution Component client and server. Optional Accepted Values
|
oracle.security.jps.pdp.sm.IdentityMaxCacheSize | Description: Specifies the maximum number of users for which information is cached. When the maximum is reached, old records are dropped and reestablished when needed. Optional Accepted Value: number |
oracle.security.jps.pdp.sm.IdentityCacheEvictionPercentage | Description: Specifies percentage of identities that must be evicted when cache has reached the maximum size. Optional Accepted Value: number indicating percentage |
oracle.security.jps.pdp.sm.IdentityCachedEntryTTL | Description: Specifies time-to-live of an identity cache record. Optional Accepted Value: time in seconds |
oracle.security.jps.pdp.wssm.responseContext | Description: Specifies whether to merge data from many AppContext responses into a single AppContext response. Optional Accepted Values
|
oracle.security.jps.pdp.wssm.ssl.identityKeyStoreFileName | Description: Defines the name of the Identity Key Store file where client certificates are stored for the Web Services Security Module. Used for SSL communications between the remote client and the Web Services Security Module. Optional Accepted Value: name of the Identity Key Store file |
oracle.security.jps.pdp.wssm.ssl.trustKeyStoreFileName | Description: Defines the name of the Trust Key Store file in which CA certificates are stored. Used for SSL communications between the remote client and the Web Services Security Module. Optional Accepted Value: name of the Trust Key Store file |
oracle.security.jps.pdp.wssm.ssl.identityKeyStoreKeyAlias | Description: Specifies the Identity Key alias used to identify the Web Services Security Module client certificate used for SSL communication between the Web Services Security Module and the remote client.Acepted value: Idenity key alias Optional Accepted Value: Identity Key alias |
Table C-8 compiles the parameters to configure the RMI Security Module embedded in either a JSE or a JEE container.
Note: Currently this configuration is for a standalone deployment. We need to add the Container based configuration later. |
Table C-8 RMI Security Module Configuration Parameters
Name | Information |
---|---|
oracle.security.jps.pdp.rmism.RMIRegistryPortNumber | Description: Defines the port on which the RMI Security Module listens to the RMI server. Mandatory Accepted Value: port number. |
oracle.security.jps.pdp.rmism.UseSSL | Description: Defines whether the SSL protocol is used for secure communication between the RMI Security Module and RMI server. Optional Accepted Values
|
oracle.security.jps.pdp.sm.IdentityMaxCacheSize | Description: Specifies the maximum number of users for which information is cached. When the maximum is reached, old records are dropped and reestablished when needed. Optional Accepted Value: number |
oracle.security.jps.pdp.sm.IdentityCacheEvictionPercentage | Description: Specifies percentage of identities that must be evicted when cache has reached the maximum size. Optional Accepted Value: number representing percentage |
oracle.security.jps.pdp.sm.IdentityCachedEntryTTL | Description: Specifies the time-to-live of an identity cache record. Optional Accepted Value: time in seconds |
Table C-9 compiles the parameters to configure the WebLogic Server (WLS) Security Module embedded in a JEE container. These parameters are used only when the WLS Security Module is configured to be used as a PEP.
Table C-9 WebLogic Server Security Module Configuration Parameters
Name | Information |
---|---|
oracle.security.jps.pdp.wlssm.UndefinedApplicationEffect | Description: Specifies the effect that the provider has to return if an application is not defined in the policy store. Optional Accepted Values
|
oracle.security.jps.pdp.wlssm.NoApplicablePolicyEffect | Description: Specifies the effect that the provider has to return if no applicable policies have been found. Optional Accepted Values
|
This section contains information regarding configuration for the Security Module proxies.
Table C-10 compiles the parameters to configure the Web Services Security Module proxy client.
Table C-10 Web Services Proxy Client Configuration Parameters
Name | Information |
---|---|
oracle.security.jps.pdp.PDPTransport | Description: Specifies the underlying protocol to be used by Multi-protocol Security Module to communicate with Oracle Entitlements Server. Mandatory Accepted Values: no default value; XACML is always available in the Web Services Security Module.
|
oracle.security.jps.pdp.proxy.PDPAddress | Description: Specifies the host and port number of either the Web Services Security Module. For example, Optional Accepted Value: a comma separated list of URIs (if more then one address is specified the first is conidered the primary, and the rest as backups) |
oracle.security.jps.pdp.proxy.RequestTimeoutMilliSecs | Description: Defines the interval of time in which an authorization request times out when the remote PDP (RMI or Web Services Security Module) is not responding. Optional Accepted Value: time in milliseconds (default value is 10000) |
oracle.security.jps.pdp.proxyFailureRetryCount | Description: Specifies the number of attempts to make before attempting the alternate failover server. Optional Accepted Value: number (default value is 3) |
oracle.security.jps.pdp.proxy.FailbackTimeoutMilliSecs | Description: Specifies the interval of time after which a failed primary server is tried again for failover. Optional Accepted Value: time in milliseconds (default value is 180000) |
oracle.security.jps.pdp.proxy.SynchronizationIntervalMilliSecs | Description: Defines how often the PDP Proxy polls the PDP server in order to synchronize its state. For example, the interval is used to periodically check whether the authorization cache has to be flushed. Optional Accepted Value: time in seconds (default value is 60) |
oracle.security.jps.pdp.proxy.wssm.ssl.identityKeyStoreFileName | Description: Defines the name of the Identity Key Store file where client certificates for the Web Services Security Module are stored. Used for SSL communication between a client and the Web Services Security Module. Optional Accepted Value: name of the Identity Key Store file |
oracle.security.jps.pdp.proxy.wssm.ssl.trustKeyStoreFileName | Description: Defines the name of the Trust Key Store file where CA certificates for Web Services Security Module are stored. Used for SSL communication between a client and the Web Services Security Module. Optional Accepted Value: the name of the Trust Key Store file. |
oracle.security.jps.pdp.proxy.wssm.ssl.identityKeyStoreKeyAlias | Description: Specifies the alias name of the Web Services client certificate. Used for SSL communication between a client and the Web Services Security Module. Optional Accepted Value: alias of the identity key store (if only one alias exists in the identity key store, no need to specify this value) |
oracle.security.jps.pdp.proxy.wssm.protocol | Description: Defines the transport protocol used between the Policy Distribution Component client and server. Optional Accepted Values
|
Table C-11 compiles the parameters to configure the RMI Security Module Proxy Client.
Table C-11 PDP RMI Proxy Client Configuration Parameters
Name | Information |
---|---|
oracle.security.jps.pdp.PDPTransport | Description: Specifies the underlying protocol to be used by Multi-protocol Security Module to communicate with Oracle Entitlements Server. Mandatory Accepted Values: no default value; XACML is always available in the RMI Security Module.
|
oracle.security.jps.pdp.proxy.PDPAddress | Description: Specifies the host and port number of the RMI Security Module. For example, Mandatory Accepted Value: a comma separated list of URIs (if more then one address is specified the first is conidered the primary, and the rest as backups) |
oracle.security.jps.pdp.proxy.RequestTimeoutMilliSecs | Description: Defines the interval of time in which an authorization request times out when the remote PDP (RMI or Web Services Security Module) is not responding. Optional Accepted Value: time in milliseconds (default value is 10000) |
oracle.security.jps.pdp.proxyFailureRetryCount | Description: Specifies the number of attempts to make before attempting the alternate failover server. Optional Accepted Value: number (default value is 3) |
oracle.security.jps.pdp.proxy.FailbackTimeoutMilliSecs | Description: Specifies the interval of time after which a failed primary server is tried again for failover. Optional Accepted Value: time in milliseconds (default value is 180000) |
oracle.security.jps.pdp.proxy.SynchronizationIntervalMilliSecs | Description: Defines how often the PDP Proxy polls the PDP server in order to synchronize its state. For example, the interval is used to periodically check whether the authorization cache has to be flushed. Optional Accepted Value: time in seconds (default value is 60) |
Table C-12 compiles the configuration parameters for the Policy Store Service.
Table C-12 Policy Store Service Configuration Parameters
Name | Information |
---|---|
ldap.url | Description: Defines the URL of the LDAP policy store. Valid in JEE and JSE applications and only applies to LDAP stores. Mandatory Accepted Value: URI of the LDAP policy store in the format |
max.search.filter.length | Description: Defines the maximum length of a search filter. Mandatory Accepted Value: integer defining the maximum length of a search filter; for example, 1024 |
oracle.security.jps.ldap.root.name | Description: Defines the RDN format of the root node in the LDAP policy store. Valid in JEE and JSE applications. Applies to LDAP and database stores. Mandatory Accepted Value: root name of jps context; for example, |
oracle.security.jps.farm.name | Description: Defines the RDN format of the root node in the LDAP policy store. Valid in JEE and JSE applications. Applies to LDAP and database stores. Mandatory Accepted Value: farm name of the domain; for example, |
oracle.security.jps.policystore.resourcetypeenforcementmode | Description: Controls the throwing of exceptions if any of the following checks fail:
Valid in JEE and JSE applications. Applies to LDAP and database stores. Optional Accepted Values
|
bootstrap.security.principal.key | Description: Defines the key for the password credentials to access the LDAP policy store, stored in the CSF store. Valid in JEE and JSE applications. Applies to LDAP and database stores. Mandatory Accepted Value: the key name of the credential; for example, |
bootstrap.security.principal.map | Description: Defines the map for the password credentials to access the LDAP policy store, stored in the CSF store. Valid in JEE and JSE applications. Applies to LDAP and database stores. Mandatory Accepted Value: map name of the credential; for example, |
jdbc.driver | Description: Defines the name of the JDBC driver. Mandatory Accepted Value: name of the JDBC driver. |
datasource.jndi.name | Description: The JNDI name of the JDBC data source instance. The instance may correspond to a single source or multi-source datasource. Valid in only JEE applications. Applies only to database stores. Mandatory Accepted Value: name of JNDI data source; for example, |
jdbc.url | Description: Defines the JDBC driver connection URL. Mandatory Accepted Value: the JDBC driver connection URL. |
oracle.security.jps.pd.localMode | Description: Defines whether the policy store is running in local mode. Mandatory Accepted Values
|
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