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Audience

Preface

Welcome to the Oracle Fusion Middleware Administrator's Guide for Oracle
WebCenter Portal! This guide describes how to administer Oracle WebCenter Portal,
WebCenter Portal: Spaces, and other application deployments built using WebCenter
Portal: Framework.

The Guide describes how to start and stop WebCenter Portal applications, how to
configure WebCenter Portal components, back-end services, and security, and also
how to back up, recover, and migrate WebCenter Portal applications and services.

This document is intended for:

»  Fusion Middleware administrators responsible for WebCenter Portal installations
and WebCenter Portal application deployments (including Spaces).

= WebCenter Portal application administrators (users granted the Administrator
role through WebCenter Portal Administration Console).

This guide assumes that the audience is familiar with the concepts and content
described in Oracle Fusion Middleware Administrator’s Guide.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documents

For more information, see the following documents in the Oracle Fusion Middleware
11g Release 1 (11.1.1) documentation set:

n  Oracle Fusion Middleware Administrator’s Guide

»  Oracle Fusion Middleware Installation Guide for Oracle WebCenter Portal
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»  Oracle Fusion Middleware User’s Guide for Oracle WebCenter Portal: Spaces
»  Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter Portal
»  Oracle Fusion Middleware Tutorial for Oracle WebCenter Portal Developers

Conventions

XXXiV

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.




What's New

What's new in Release 11.1.1.6? Faster performance, simplified connection interfaces,
and enhanced design-time experience to name a few. Read this quick-reference page
for a concise summary of what’s new in this release and for pointers to more detailed
information.

Note: Patching involves copying a small collection of files over an
existing installation. A patch is normally associated with a particular
version of an Oracle product and involves updating from one minor
version of the product to a newer minor version of the same product
(for example, from version 11.1.1.5.0 to version 11.1.1.6.0).

A patch set is a single patch that contains a collection of patches
designed to be applied together.

All users must move to Release 11.1.1.6.0 for continued support.

New Features for Release 11.1.1.6

The following table lists and describes new features in this release and provides links
to more detailed information in our guides.

Feature Description For More Information, See...
Blogs More special characters allowed in = "Working with Blogs," in Oracle
blog names: Fusion Middleware User’s Guide
for Oracle WebCenter Portal:

s When you create a blog, you can
now use the following special
characters in blog names in
addition to letters and numbers:

PN/ [

Enhanced commenting:

Spaces

s Commenting is now available
when you view the list of blog
entries and not on just the entry
itself.
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Feature

Description

For More Information, See...

Certification

More technologies certified against the
WebCenter Portal application
platform:

Microsoft Lync 2010 for IMP

WebSphere Application Server V7

Internet Explorer 9 Browser

Chrome Browser 10 and chrome
support

Microsoft Office 2010 on
Windows XP (32-bit and 64 bit)

Section 16.2.3, "Microsoft Lync
Prerequisites"

Oracle Fusion Middleware
Supported System
Configurations page at
http://www.oracle.com/te
chnology/software/produc
ts/ias/files/fusion_
certification.html.

"Working with Microsoft Office
and Explorer Integration," in
Oracle Fusion Middleware User’s
Guide for Oracle WebCenter
Portal: Spaces

Discussions service

Discussions task flows are
streamlined for greater ease of
use.

"Working with the Discussions

Service," in Oracle Fusion
Middleware User's Guide for
Oracle WebCenter Portal: Spaces

Documents service

Follow a clearer set of steps to
connect to the Oracle WebCenter
Content repository.

Upload multiple files from your
desktop by drag and drop.

Select and upload multiple files
from the Document Explorer in
one step.

View file upload progress.
Share documents more easily.

Perform in-context workflow
approval. Approver can view and
approve or reject unreleased
content from the contribution
mode without needing to enter
edit mode.

Enter contribution approval mode
on a page with content (either
HTML or Site Studio) in a
workflow. View and approve or
reject unreleased content from
contribution approval mode
without entering edit mode.

Chapter 11, "Managing Content
Repositories"

Section 24.9.1.1, "Configuring
the Documents Service Content
Repository Connection"

"Uploading New Files," in Oracle
Fusion Middleware User's Guide
for Oracle WebCenter Portal:
Spaces

"Working with the Documents
Service Task Flows and
Document Components," in
Oracle Fusion Middleware User’s
Guide for Oracle WebCenter
Portal: Spaces

"Publishing Content Using
Content Presenter," in Oracle
Fusion Middleware User’s Guide
for Oracle WebCenter Portal:
Spaces

"Approving or Rejecting a File
in a Workflow," in Oracle Fusion

Middleware User's Guide for
Oracle WebCenter Portal: Spaces

Events service

Task flows are streamlined to
enhance usability. For example,
users can now view links to
events from both calendar and list
views.

"Working with the Events
Service," in Oracle Fusion
Middleware User's Guide for
Oracle WebCenter Portal: Spaces

Notifications

Subscription messages now use
IMIP rather than iCal for
notifications about events.
Consequently, event notifications
are added automatically to your
Outlook Calendar, without your
having to open the notification
attachment and add it yourself.

"Subscribing to Events," in
Oracle Fusion Middleware User’s
Guide for Oracle WebCenter
Portal: Spaces
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Feature Description For More Information, See...
Pagelet Producer More robust Pagelet Producer: = "Creating Pagelets with Oracle
»  Use SharePoint web parts, Wel()iCenteF.Portal ? Pagelet
including those requiring Prg ucer,” in Oracle E“S"”?
Kerberos authentication Middleware Developer’s Guide for
’ Oracle WebCenter Portal
s Includes support for logging of " .
. Chapter 25, "Managing Oracle
HTTP traffic between a proxy and WebCenter Portal's Pagelet
a resource. "
Producer
= Added detailed pagelet debug
logging.
= Available as a unified producer
for non-standards-compliant web
applications.
= Enables consumption of gadgets
from other OpenSocial containers,
such as iGoogle, and exposure of
them as pagelets that can be
consumed by WebCenter Portal
sites, other Oracle portals, or
Oracle Web Content Management
for WebCenter sites.
= Enables production of OpenSocial
gadgets and exposure of all
existing pagelets as gadgets.

Pages = New Administrator-level Delete a  "Removing All User
Personalization option enables Customizations from a Business
removal of all users’ Role Page," in Oracle Fusion
customizations from business role Middleware User's Guide for
pages or personal pages in one Oracle WebCenter Portal: Spaces
step. = "Removing All User

= New system pages are available Customizations from a Personal
to support viewing and managing Page," in Oracle Fusion
application metrics, space Middleware User’s Guide for
memberships, spaces, and space Oracle WebCenter Portal: Spaces
templates. = "Working with System Pages,"

s The Subscribe system page is in Oracle Fusion Middleware
now named Self-Service User's Guide for Oracle WebCenter
Membership to more-closely Portal: Spaces
reflect its use case.

Performance Accelerated performance at design —

time and runtime:

Experience faster initial page
downloads.

Realize faster creation times for
WebCenter Portal: Framework
applications.
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Feature

Description

For More Information, See...

Portlet producers

New Enterprise 2.0 portlet
producer is available for exposing
task flows from WebCenter Portal
services as portlets. Integrate
portlets with WebCenter Portal
applications, Oracle WebLogic
Portal, and Oracle WebCenter
Interaction.

The new Enterprise 2.0 portlet
producer is certified with
WebSphere, MySQL, Internet
Explorer 9, and Chrome 10.

"Overview of Portlets," in Oracle
Fusion Middleware Developer’s
Guide for Oracle WebCenter Portal

"Consuming E2.0 Portlet
Producer Portlets," in Oracle
Fusion Middleware Developer’s
Guide for Oracle WebCenter Portal

Section 24.9, "Configuring
WebCenter Services Portlets"

Publisher

Upload multiple files at once
through the Publisher task flow.

"Sharing Files Through the
Publisher Task Flow," in Oracle
Fusion Middleware User’s Guide
for Oracle WebCenter Portal:
Spaces

Search service

There are more task flow
parameters to limit the scope of
searches. Administrators can
narrow the scope of searches to
specific spaces, services, and
document types. They also can
add attributes to the list of
standard attributes returned with
each search result item, and they
can hide standard refiners
available to users with search
results.

You can now build portals using
a navigation model that enables
SES and public search engines,
such as Google and Bing, to crawl
and index the full text content of

pages.

"Working with the Search
Service," in Oracle Fusion
Middleware User's Guide for
Oracle WebCenter Portal: Spaces

"Building a Navigation Model
for Your Portal," in Oracle Fusion
Middleware Developer’s Guide for
Oracle WebCenter Portal

"Integrating the Search Service,"
in Oracle Fusion Middleware
Developer’s Guide for Oracle
WebCenter Portal

Chapter 22, "Managing Oracle
SES Search in WebCenter Portal"

Security

Support is available for an
OAuth2 Provider in an OAuth
client.

Support is available for
dynamically determining group
membership via integration with
Oracle Entitlements Server.

"Securing Your WebCenter
Portal: Framework Application,"
in Oracle Fusion Middleware
Developer’s Guide for Oracle
WebCenter Portal

Chapter 28, "Managing
WebCenter Portal Application
Security"

"Understanding Security," in
Oracle Fusion Middleware User’s
Guide for Oracle WebCenter
Portal: Spaces
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Feature

Description

For More Information, See...

Tags service

We have updated the edit tags
user interface in the Document
Explorer task flow.

The Tags button component and
the Edit Tags task flow have a
new parameter that enables
developers to disable the Shared
control.

The previously-named "Tag
Cloud" task flow is now called the
"Tag Selection" task flow; and a
new standalone Tag Cloud task
flow is available in the
design-time catalog.

"Working with the Tags
Service," in Oracle Fusion
Middleware User’s Guide for
Oracle WebCenter Portal: Spaces

"Integrating the Tags Service," in
Oracle Fusion Middleware
Developer’s Guide for Oracle
WebCenter Portal

Wikis

Access wiki creation features with
greater ease: Use a New Wiki
Document button in a Documents
service task flow or in the wiki
itself.

Experience improved
performance in loading wikis,
launching the wiki editor, and
saving changes to your wiki.

"Creating a Wiki Document
Using the New Wiki Document
Action," in Oracle Fusion
Middleware User’s Guide for
Oracle WebCenter Portal: Spaces
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Part |

Understanding Oracle WebCenter Portal

This part of the Administrator's Guide introduces you to Oracle WebCenter Portal and
its administration tools.

Part I contains the following chapter:

»  Chapter 1, "Introduction to Oracle WebCenter Portal Administration"






1

Introduction to Oracle WebCenter Portal
Administration

Welcome to Oracle WebCenter Portal!

This chapter provides a high-level overview of Oracle WebCenter Portal and its
administrative tools. It includes the following sections:

= Section 1.1, "Introducing Oracle WebCenter Portal"

s Section 1.2, "Oracle WebCenter Portal Architecture"

= Section 1.3, "Oracle WebCenter Portal Topology"

= Section 1.4, "Spaces Application”

= Section 1.5, "Framework Applications"

= Section 1.6, "Planning WebCenter Portal Installations"

= Section 1.7, "Understanding the WebCenter Portal 11g Installation"
= Section 1.8, "Understanding Administrative Operations, Roles, and Tools"
= Section 1.9, "Performance Monitoring and Diagnostics"

= Section 1.11, "WebCenter Portal Application Deployment"

= Section 1.12, "Data Migration, Backup, and Recovery"

m  Section 1.13, "Oracle WebCenter Portal Administration Tools"

Oracle Fusion Middleware Administrator’s Guide for Oracle WebCenter Portal is written
specifically for Oracle WebLogic Server—the primary platform for Oracle Fusion
Middleware software components such as Oracle WebCenter Portal.

1.1 Introducing Oracle WebCenter Portal

Oracle WebCenter Portal is an integrated set of components with which you can create
social applications, enterprise portals, collaborative communities, and composite
applications, built on a standards-based, service-oriented architecture. Oracle
WebCenter Portal combines dynamic user interface technologies with which to
develop rich internet applications, the flexibility and power of an integrated,
multi-channel portal framework, and a set of horizontal Enterprise 2.0 capabilities
delivered as services that provide content, collaboration, presence and social
networking capabilities. Based on these components, Oracle WebCenter Portal also
provides an out-of-the-box enterprise-ready customizable application called Spaces,
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with a configurable work environment that enables individuals and groups to work
and collaborate more effectively.

Oracle WebCenter Portal provides an open and extensible solution that allows users to
interact directly with services like instant messaging, documents, content
management, discussion forums, wikis, blogs, and tagging directly from within the
context of a portal or an application. These tools and services empower end users and
IT to build and deploy next-generation collaborative applications and portals.

This section describes Oracle WebCenter Portal components and architecture in the
following sections:

Section 1.2, "Oracle WebCenter Portal Architecture"
Section 1.3, "Oracle WebCenter Portal Topology"
Section 1.4, "Spaces Application”

Section 1.5, "Framework Applications"

1.2 Oracle WebCenter Portal Architecture

Oracle WebCenter Portal comprises the following components (shown in Figure 1-1):

WebCenter Portal: Framework
Application Development Framework
WebCenter Portal: Spaces

WebCenter Portal: Services

Composer

Discussion Server

Analytics

Activity Graph

Personalization Server

Portals

Composite Applications
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Figure 1-1 Oracle WebCenter Portal Architecture

1.2.1 WebCenter Portal: Framework
Injects portal capabilities into ADEF, including;:

Run-time application customization (you can make in-place changes to WebCenter
Portal applications using Composer without re-deploying the application)

Support for JSR-168 and JSR-286 standards-based WSRP portlets, and PDK-Java
portlets

Content integration through JCR (JSR170), to content repositories such as Oracle
WebCenter Content Server, Oracle Portal, and file systems

Oracle JSF Portlet Bridge, which lets you expose JSF pages and Oracle ADF task
flows as standards-based portlets

1.2.2 Application Development Framework

The Oracle Application Development Framework (ADF) is a productivity layer that
sits on top of JSF and provides:

1.2.3 Composer

Unified access to back ends such as databases, Web services, XML, CSV, and BPEL
Data binding (JSR 227) connecting the user interface with back-end data controls
Over 100 data-aware JSF view components

Native component model that includes task flows

Fine grained JAAS security model

Composer provides:

Ability to perform run-time application and user customization in-place in your
browser
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= Arich, intuitive user experience where you can:
- Browse and add resources, such as task flows and portlets, to pages
- Re-arrange page layout
- Set page and component properties

- Contextually wire components

1.2.4 WebCenter Portal: Spaces

A WebCenter Portal application built using JSE, Oracle ADF, WebCenter Portal:
Framework, WebCenter Portal: Services, and Composer. The Spaces application
provides:

= abrowser-based platform for creating enterprise portals, multiple sites and
communities

= a Home space for each user, providing a private work area for storing personal
content, keeping notes, viewing and responding to business process assignments,
emailing, and so on

s threaded discussions, blogs, wikis, worklists, announcements, RSS, recent
activities, search, and more.

1.2.5 WebCenter Portal: Services

Table 1-1 lists WebCenter Portal services available in WebCenter Portal applications.

Table 1-1 WebCenter Portal Services

Services A Through N Services P Through W
Analytics Page
Announcements People Connections
Discussions Personalization
Documents (includes Wikis and Blogs) Polls

Events? RSS!

Instant Messaging and Presence (IMP) Recent Activities
Links Activity Graph
Lists? Search

Mail Tags

Notes? Worklist

1 RSS news feeds are available from Spaces only. The RSS Viewer task flow is available in Spaces and other
WebCenter Portal applications.

2 Spaces only.

WebCenter Portal services provide:
= Seamless integration with enterprise-level services
» Thin adapter layer to abstract back-end services. For example:

- Content adapters: Oracle WebCenter Content Server, and Oracle Portal.
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— Presence adapters: Microsoft Live Communications Server, Microsoft Office
Communications Server, and Microsoft Lync

= Back-end systems represented by a unified connection architecture

= User interface to services presented through rich task flow components

1.2.6 Discussion Server

A discussion server is provided with WebCenter Portal so you can integrate
discussion forums and announcements into your applications.

1.2.7 Analytics

WebCenter Portal’s analytics capability enables users to view various user activity
reports, for example:

s Login data

s Page views

n  Portlet views

s Document views

»  Search metrics

» Page response data

= Space usage

1.2.8 Activity Graph

The Activity Graph service in WebCenter Portal enables users to analyze various
statistics collected by WebCenter Portal analytics. Various similarity scores for objects
and users are collected, and used to give recommendations. The scores are stored in an
Activity Graph database.

1.2.9 Personalization Server

WebCenter Portal’s Personalization server enables you to deliver application content
to targeted users based on selected criteria.

1.2.10 Portals

Portals provide a common interface (a Web page) to a personalized, single point of
interaction with Web-based applications and information relevant to individual users
or class of users. For information about creating portals, see Oracle Fusion Middleware
Developer’s Guide for Oracle WebCenter Portal.

1.2.11 Composite Applications

A composite application is an assembly of services, service components, wires, and
references designed and deployed as a single application. For more information about
composite applications, see the Oracle Fusion Middleware Administrator's Guide for
Oracle SOA Suite and Oracle Business Process Management Suite.
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1.3 Oracle WebCenter Portal Topology

This section describes Oracle WebCenter Portal topology and configuration in the
following sections:

= Section 1.3.1, "WebCenter Portal Topology Out-of-the-Box"

= Section 1.3.2, "WebCenter Portal Managed Servers"

= Section 1.3.3, "WebCenter Portal Startup Order"

= Section 1.3.4, "WebCenter Portal Dependencies"

= Section 1.3.5, "WebCenter Portal Configuration Considerations"

= Section 1.3.6, "WebCenter Portal State and Configuration Persistence"

= Section 1.3.7, "WebCenter Portal Log File Locations"

1.3.1 WebCenter Portal Topology Out-of-the-Box

Oracle WebCenter Portal installation creates a WebCenter Portal Oracle Home under
the Oracle Middleware Home directory and an Oracle Common Home directory,
which contains WebCenter Portal binaries and supporting files (Figure 1-2).

Figure 1-2 Directory Structure of an Oracle WebCenter Portal Installation

Micellevare Home
homefOracieiddeware

Wiehlogic Server Home WehCerter Portal Home user_projects Cracle Common Home
wilzerver_10.3 Oracle_wWiC1 aracle_comman

|
|

| SEFVEr | | COMmMman | Diomain Home Application Home
| | domains applications
] il
‘webCenter Domain Home
wiz_damain

starthodetanager sh | wilst.zh |
setDomainEnv.sh
startwebogic.sh
stopweblogic.sh

starthanagedweblogic.sh
stophanagedweblogic.sh

The installation also creates a WebCenter Portal domain (base_domain), containing
the administration server and several managed servers to host various WebCenter
Portal components. In Figure 1-3, applications are shown in yellow, while the
managed servers they run on are shown in brown.
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Figure 1-3 Oracle WebCenter Portal Topology Out-of-the-Box
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Out-of-the-box managed servers host the following WebCenter Portal components:
s WC_Spaces - Hosts the Spaces application

s WC_Portlet - Hosts out-of-the-box portlets, the Pagelet Producer, and WebCenter
Services Producer

s WC_Collaboration - Hosts the discussions server and any additional WebCenter
Portal services that you choose to integrate

»  WC_Utilities - Hosts Activity Graph, Analytics, and Personalization services

An optional fifth managed server (an applications server) can be used to run
applications built by developers using WebCenter Portal: Framework—such
applications are referred to as Framework applications. When you create additional
managed servers, they are provisioned with the appropriate libraries to enable them to
draw upon the same external resources as the Spaces application. For more
information about managed servers, see "Understanding Oracle Fusion Middleware
Concepts" in the Oracle Fusion Middleware Administrator’s Guide.

1.3.2 WebCenter Portal Managed Servers

During Oracle WebCenter Portal installation, the managed servers are provisioned
with system libraries and Oracle ADF libraries. Table 1-2 lists the managed servers
and the applications that run on them.

Table 1-2 Oracle WebCenter Portal Managed Servers and Applications

Managed Server Installed Applications Application Name
WC_Spaces Spaces webcenter
Spaces Online Help webcenter-help
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Table 1-2 (Cont.) Oracle WebCenter Portal Managed Servers and Applications

Managed Server Installed Applications Application Name

WC_Portlet OmniPortlet and Web Clipping portalTools
WSRP Tools wsrp-tools
Pagelet Producer pagelet-producer

WC_Collaboration
WC_Utilities

WebCenter Services Producer

Discussions Server

Analytics Collector

services-producer
owc_discussions

analytics-collector

Activity Graph Engines activitygraph-engines

Personalization Services wcps-services

1.3.3 WebCenter Portal Startup Order

When a managed server starts up, applications and libraries are started in the
following order:

1. Oracle system libraries, known as the JRF libraries.
2. Oracle ADF libraries.

3. Instrumentation applications, such as Oracle DMS, and the Oracle Web Services
Manager (wsm-pm) application.

4. WebCenter Portal applications shown in Table 1-2.

The startup order is also the order of dependency. If a dependent component does not
deploy successfully, a later component may not function correctly.

Application startup is not dependent on the availability of external services such as the
discussions server, or other back-end servers. For details, see Section 1.3.4, "WebCenter
Portal Dependencies."

1.3.4 WebCenter Portal Dependencies

WebCenter Portal applications use several external servers and services (Table 1-3).
The Configuration column lists the type of information provided to WebCenter Portal
to configure or initialize the connection. The Access column lists the protocol used in
run-time access of the service.

Table 1-3 Dependent Resources - Access Types

External Server/

Service Configuration Access

Analytics UDP access to the Analytics Collector uDP

Activity Graph HTTP access to activity graph HTTP
administration

Discussions server HTTP access to discussions server SOAP/HTTP
administration

Oracle WebCenter Socket connection to the Administration JCR 1.0 over socket

Content Server Server. HTTP access is required only if the —or HTTP

(Documents) Oracle WebCenter Content Server must be

accessed outside WebCenter.
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Table 1-3 (Cont.) Dependent Resources - Access Types

External Server/

Service Configuration Access
Instant Messaging and HTTP access to instant messaging and SOAP/HTTP
Presence server presence server administration

Mail server IMAP/SMTP server IMAP/SMTP
Personal Events server HTTP access to calendar services SOAP/HTTP

Personalization server JBDC access to the personalization server =~ JDBC REST

Portlets HTTP location of provider WSDLs SOAP/HTTP
Search server HTTP access to search server HTTP
Worklist HTTP access to BPEL server SOAP/HTTP
MDS and Schemas JDBC JDBC

Server/service unavailability does not prevent WebCenter Portal applications from
starting up, although errors may display while the application is running. The only
exception is the Oracle Metadata Repository (MDS), as WebCenter Portal applications
do not work without it.

Spaces partially works without the WebCenter Portal repository but only if it is a
different physical database from the MDS repository. The WebCenter Portal repository
stores information for several services, including Events, Links, Lists, People
Connections, Polls, and Tags, and these services do not work if the WebCenter Portal
repository is not available.

1.3.5 WebCenter Portal Configuration Considerations

The main configuration files for WebCenter Portal applications are listed and
described in Table 1-4. Both these files are supplied within the WebCenter Portal
application deployment .EAR file.

Table 1-4 WebCenter Portal Configuration Files

Artifact Purpose

adf-config.xml Stores basic configuration for Application
Development Framework (ADF) and WebCenter
Portal application settings, such as which
discussions server or mail server the WebCenter
Portal application is currently using.

connections.xml Stores basic configuration for connections to
external services.

WebCenter Portal applications and portlet producers both use the Oracle Metadata
Services (MDS) repository to store their configuration data; both access the MDS
repository as a JDBC data source within the Oracle WebLogic framework.

The MDS repository stores post deployment configuration changes for WebCenter
Portal applications and portlet producers as application customizations. MDS uses the
original deployed versions of adf-config.xml and connections.xml as base
documents and stores all subsequent application customizations separately into MDS
using a single customization layer.

When a WebCenter Portal application starts up, application customizations stored in
MDS are applied to the appropriate base documents and the WebCenter Portal
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application uses the merged documents (base documents with customizations) as the
final set of configuration properties.

For WebCenter Portal applications that are deployed to a server cluster, all members
of a cluster read from the same location in the MDS repository.

Typically, there is no need for administrators to examine or manually change the
content of base documents (or MDS customization data) for files such as
adf-config.xml and connections.xml, as Oracle provides several
administration tools for post deployment configuration. If you must locate the base
documents or review the information in MDS, read Appendix A, "WebCenter Portal
Configuration".

To find out more about WebCenter Portal application configuration tools available, see
Section 1.13, "Oracle WebCenter Portal Administration Tools."

Note: Oracle does not recommend that you edit adf-config.xml
or connections.xml by hand as this can lead to misconfiguration.

While WebCenter Portal applications store post deployment configuration information
in MDS, configuration information for portlet producers and the discussion server is
stored in the file system or the database (see Table 1-5).

Table 1-5 WebCenter Portal Configuration Location

Configuration Stored in Configuration Stored in Configuration Stored in

Application MDS File System Database
Spaces application Yes No No
Framework Yes No No
applications

Portlet producers No Yes No
Discussions server No Yes Yes

Discussions Server

WebCenter Portal’s discussions server stores configuration information in its database.
Additionally, it stores startup configuration information in
SDOMAIN_HOME/config/fmwconfig/servers/WC_COLLABORATION/owc_discu
ssions. This directory contains jive_startup.xml, jive.license files, and a
logs directory containing log files for the discussions server instance.

1.3.6 WebCenter Portal State and Configuration Persistence

WebCenter Portal applications run as J2EE applications with application state and
configuration persisted to the MDS repository. User session information within the
application is held locally in memory. In a cluster environment, this state is replicated
to other members of the cluster.

Application customizations within a portlet or service environment are persisted by
that service. Out-of-the-box, Oracle portlets, any custom portlets you build, and the
discussions server, all have their own database persistence mechanisms.

Analytics

WebCenter Portal’s analytics capability is stateless. Requests received by analytics
collectors are executed immediately. Any in-transit state, such as a request initiated by
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a WebCenter Portal application or a request processed by the analytics collector, is not
guaranteed.

Activity Graph
WebCenter Portal’s Activity Graph consists of two components:

= Activity Graph service - does not maintain any in-memory state. The Activity
Grpah task flows query the Activity Graph database and display results as a list of
recommendations. State is updated by the following:

»  Task flow configuration parameters
»s  Personalization settings
= "Not-interested" feature

The first two are built on the standard Oracle Composer/Oracle ADF/MDS
framework, which manages the state. The last is a feature where the user can
indicate that they are not interested in a particular recommendation. This input is
persisted synchronously in the database.

= Activity Graph Engine - runs a batch data analysis process that updates tables in
the database transactionally. Although the engine does not support clustering or
failover, it can recover from failure.

Administrators use the Activity Graph Scheduler to set up and monitor the nightly
schedule. The results of the analysis (the recommendations) are presented through the
Activity Graph task flows.

The Activity Graph Engine is a singleton application that has a background thread that
wakes up periodically to check if it is time to run the nightly job, which can last several
hours. The schedule is persisted in the database. If the managed server fails, the job
continues when the managed server next starts up.

Personalization Server

WebCenter Portal’s Personalization Server is a stateless RESTful application. All state
is managed in the client requests.

1.3.7 WebCenter Portal Log File Locations

Operations performed by WebCenter Portal applications, portlet producers,
discussion servers, and so on, are logged directly to the WebLogic managed server
where the application is running:

<base_domain>/servers/<WC_Server>/logs/<WC_Server>-diagnostic.lo
g

For example, diagnostics for the Spaces application are logged to:
/base_domain/servers/WC_Spaces/logs/WC_Spaces-diagnostic.log

You can view the log files for each WebLogic managed server from the Oracle
WebLogic Server Administration Console. To view the logs, access the Oracle
WebLogic Server Administration Console
http://<admin_server_host>:<port>/console, and click Diagnostics-Log
Files.

You can also view and configure diagnostic logs through Fusion Middleware Control,
see Section 38.3, "Viewing and Configuring Log Information."
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1.4 Spaces Application

Spaces is a Web-based application that offers the very latest technology for social
networking, communication, collaboration, and personal productivity. Through a
robust set of services and applications, Spaces brings together everything you need to
exchange ideas with others, keep track of your personal and work-related tasks,
interact with your critical applications, and zero in on your own projects and
interests—all within a single, integrated environment.

Automatic Configuration for Services

Some services are automatically configured for the Spaces application during the
installation process. For details, see Oracle Fusion Middleware Installation Guide for
Oracle WebCenter Portal.

Default connection names are listed in Table 1-6.

Table 1-6 Connections Automatically Configured for the Spaces Application

WebCenter Portal Service /
Component Default Connection Name

Discussions and WebCenterSpaces-Discussions
Announcements services

Documents service WebCenterSpaces-ucm

Pagelet producer WebCenterSpaces-PageletProducer

Personalization service Conductor-WCPSSpaces and Properties-WCPSSpaces
Preconfigured portlet wc-OmniPortlet

producers

wc-WebClipping
wc-WSRPTools
Worklist service WebCenterSpaces-Worklist

Spaces workflows

Configuring the Spaces Application Postinstallation
To help you get started, see:

s Chapter 2, "Getting the Spaces Application Up and Running"

For information about administering Spaces, see "Accessing Spaces Administration
Pages" in Oracle Fusion Middleware User’s Guide for Oracle WebCenter Portal: Spaces.

1.5 Framework Applications

You can develop your own portal applications using JDeveloper and WebCenter
Portal: Framework, and deploy them to a custom WebLogic Managed Server. Portal
applications built using WebCenter Portal: Framework are referred to as Framework
applications.

For information about developing your own portal applications, see the Oracle Fusion
Middleware Developer’s Guide for Oracle WebCenter Portal.

To help you get started, see:
s Chapter 4, "Getting Framework Applications Up and Running"
s Chapter 5, "Maintaining Framework Applications"

s Chapter 7, "Deploying WebCenter Portal: Framework Applications"

1-12 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



Understanding Administrative Operations, Roles, and Tools

1.6 Planning WebhCenter Portal Installations

Installing your WebCenter Portal application requires a little bit of planning. Some of
the questions to consider are:

= What WebCenter Portal components will be used?
= How many users will access this deployment?

=  How can I provide high availability for my WebCenter Portal enterprise
deployment?

s How can I secure WebCenter Portal?

For more information about planning a WebCenter Portal installation, see the Oracle
Fusion Middleware Installation Guide for Oracle WebCenter Portal, the Oracle Fusion
Middleware Enterprise Deployment Guide for Oracle WebCenter Portal, and the Oracle
Fusion Middleware High Availability Guide.

1.7 Understanding the WebCenter Portal 11g Installation

The out-of-the-box WebCenter Portal topology is briefly described in Section 1.3,
"Oracle WebCenter Portal Topology". Specific areas of the WebCenter Portal topology
are described in the corresponding chapters, for example, security-related aspects of
the WebCenter Portal topology are described in Chapter 28, "Managing WebCenter
Portal Application Security."

For more information about Oracle WebCenter Portal installation and postinstallation
administration tasks, see Oracle Fusion Middleware Installation Guide for Oracle
WebCenter Portal.

For postinstallation enterprise configuration, see the Oracle Fusion Middleware
Enterprise Deployment Guide for Oracle WebCenter Portal.

For postinstallation high availability configuration, see the Oracle Fusion Middleware
High Availability Guide.

For postinstallation security configuration, see Chapter 28.2.5, "Post-deployment
Security Configuration Tasks."

1.8 Understanding Administrative Operations, Roles, and Tools

Oracle WebCenter Portal provides several different tools with which to deploy,
configure, start and stop, and maintain WebCenter Portal applications. All these tools
are described in Section 1.13, "Oracle WebCenter Portal Administration Tools."

Your ability to perform WebCenter Portal administration tasks depends on which
Oracle WebLogic Server role you are assigned—Admin, Operator, or Monitor.
Table 1-7 lists the Oracle WebLogic Server roles needed for common operations. These
roles apply whether the operations are performed through Fusion Middleware
Control, WLST commands, or the WebLogic Server Administration Console.

Table 1-7 WebCenter Portal Operations and Oracle WebLogic Server Roles

Admin Operator Monitor
Operation Role Role Role
All WebCenter Portal applications
Start and stop Yes Yes No
View performance metrics Yes Yes Yes

Introduction to Oracle WebCenter Portal Administration 1-13



Understanding Administrative Operations, Roles, and Tools

Table 1-7 (Cont.) WebCenter Portal Operations and Oracle WebLogic Server Roles

Admin Operator Monitor
Operation Role Role Role
View log information Yes Yes Yes
Configure log files Yes Yes Yes
View configuration Yes Yes Yes
Configure new connections Yes Yes No
Edit connections Yes Yes No
Delete connections Yes Yes No
Deploy applications Yes No No
Configure security Yes No No
View security (application Yes Yes Yes
roles/ policies)
Spaces application only
Export Spaces Yes No No
Import Spaces Yes No No

Table 1-8 summarizes which tools you can use to perform various administrative
operations relating to WebCenter Portal applications.

Table 1-8 WebCenter Portal Operations and Administration Tools

Fusion WLST WebLogic Spaces

Middleware Commands  Server Admin Application
Operation Control Console Admin
All WebCenter Portal
applications
Start and stop Yes Yes Yes No
View performance metrics Yes No No No
View log information Yes No No No
Configure log files Yes No No No
View configuration Yes Yes No No
Configure new connections  Yes Yes No No
Edit connections Yes Yes No No
Delete connections Yes Yes No No
Manage portlet producers Yes Yes No Yes
Manage external applications Yes Yes No Yes
Deploy applications Yes Yes Yes No
Configure security Yes Yes Yes No
Spaces application only
Configure workflows Yes Yes No No
Export Spaces application Yes Yes No No
Import Spaces application Yes Yes No No
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Table 1-8 (Cont.) WebCenter Portal Operations and Administration Tools

Fusion WLST WebLogic Spaces
Middleware Commands  Server Admin Application
Operation Control Console Admin
Customize Spaces application No No No Yes
Manage application usersand No No No Yes
roles
Manage pages No No No Yes
Manage spaces No No No Yes
Export individual spaces No No No Yes
Import individual spaces No No No Yes

1.9 Performance Monitoring and Diagnostics

Performance monitoring helps administrators identify issues and performance
bottlenecks in their environment. Chapter 38, "Monitoring Oracle WebCenter Portal
Performance" describes the range of performance metrics available for WebCenter
Portal applications and how to monitor them using Fusion Middleware Control. It also
describes how to troubleshoot issues by analyzing information that is recorded in
WebCenter Portal diagnostic log files.

1.10 Understanding Security

The recommended security model for Oracle WebCenter Portal is based on Oracle
ADF Security, which implements the Java Authentication and Authorization Service
(JAAS) model. The following chapters describe security configuration for WebCenter
Portal applications:

»  Chapter 28, "Managing WebCenter Portal Application Security."

s Chapter 29, "Configuring the Identity Store"

s Chapter 30, "Configuring the Policy and Credential Store"

= Chapter 31, "Configuring Single Sign-on"

s Chapter 32, "Configuring Framework Applications for Single Sign-on"
s Chapter 33, "Configuring SSL"

»  Chapter 34, "Configuring WS-Security"

»  Chapter 35, "Configuring Security for Portlet Producers"

1.11 WebCenter Portal Application Deployment

Chapter 7, "Deploying WebCenter Portal: Framework Applications" provides
instructions for deploying, redeploying, and undeploying Framework applications
from an .EAR file created with Oracle JDeveloper.

Section 24.8, "Deploying Portlet Producer Applications" provides instructions for
deploying WSRP and PDK-Java portlet producer applications.
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Note: WebCenter Portal’s Spaces application is deployed during
installation (it cannot be deployed as an .EAR file). See "Installing
Oracle WebCenter Portal" in the Oracle Fusion Middleware Installation
Guide for Oracle WebCenter Portal.

1.12 Data Migration, Backup, and Recovery

Oracle WebCenter Portal stores data related to its configuration and content for the
various feature areas in a several locations. To facilitate disaster recovery and the full
production lifecycle from development through staging and production, WebCenter
Portal provides a set of utilities that enable you to back up this data, and move the
data between WebCenter Portal application staging and production environments.

Chapter 39, "Managing Export, Import, Backup, and Recovery of WebCenter Portal”
describes the backup, import, and export capabilities and tools available for these
tasks.

1.13 Oracle WebCenter Portal Administration Tools
Oracle offers the following tools for managing WebCenter Portal:
= Oracle Enterprise Manager Fusion Middleware Control Console
= Oracle WebLogic Server Administration Console
= Oracle WebLogic Scripting Tool (WLST)
= System MBean Browser

These administration tools apply to all WebCenter Portal applications, including
Spaces, and administrators should use these tools, rather than edit configuration files,
to perform administrative tasks. For help to decide which tool is best for you, see
Appendix A.3, "Configuration Tools".

In addition to system administrative tools, individual applications also offer some
runtime administration pages:

= Spaces Administration Pages

s WebCenter Portal Administration Console

1.13.1 Oracle Enterprise Manager Fusion Middleware Control Console

Oracle Enterprise Manager Fusion Middleware Control Console is a browser-based
management application that is deployed when you install Oracle WebCenter Portal.
From Fusion Middleware Control Console, you can monitor and administer a farm
(such as one containing Oracle WebCenter Portal and WebCenter Portal applications).

Fusion Middleware Control organizes a wide variety of performance data and
administrative functions into distinct, web-based home pages. These home pages
make it easy to locate the most important monitoring data and the most commonly
used administrative functions for any WebCenter Portal component—all from your
Web browser. For general information about the Fusion Middleware Control Console,
see "Getting Started Using Oracle Enterprise Manager Fusion Middleware Control" in
the Oracle Fusion Middleware Administrator’s Guide.

Fusion Middleware Control is the primary management tool for Oracle WebCenter
Portal and can be used to:
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= Deploy, undeploy, and re-deploy WebCenter Portal applications
= Configure back-end services

s Configure security management

= Control process lifecycle

= Access log files and manage log configuration

= Manage data migration

= Monitor performance

= Diagnose run-time problems

= Manage related components, such as the parent Managed Server, MDS, portlet
producers, and so on

1.13.1.1 Displaying Fusion Middleware Control Console

For information about starting Fusion Middleware Control, see Section 6.1,
"Displaying Fusion Middleware Control Console."

1.13.2 Oracle WebLogic Server Administration Console

The Oracle WebLogic Server Administration Console is a browser-based, graphical
user interface that you use to manage a WebLogic Server domain.

The Administration Server hosts the Administration Console, which is a Web
application accessible from any supported Web browser with network access to the
Administration Server Managed Servers host applications.

Use the Administration Console to:
= Configure, start, and stop WebLogic Server instances
= Configure WebLogic Server clusters

s Configure WebLogic Server services, such as database connectivity (JDBC) and
messaging (JMS)

s Configure security parameters, including creating and managing users, groups,
and roles

= Configure and deploy your applications

= Monitor server and application performance

= View server and domain log files

= View application deployment descriptors

= Edit selected run-time application deployment descriptor elements

For more information about the Oracle WebLogic Server Administration Console, see
"Displaying the Oracle WebLogic Server Administration Console" in the Oracle Fusion
Middleware Administrator’s Guide.

Locking Domain Configuration

You must lock configuration settings for a domain before making any configuration
changes. Navigate to the Administration Console's Change Center (Figure 1-4), and
click Lock & Edit.
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Once configuration updates are complete, release the changes by clicking Release
Configuration.

Figure 1-4 Change Center in Oracle WebLogic Server Administration Console

Change Center
¥iew changes and restarts

Click the Lock & Edit butkon ko modify, add or
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Lock & Edit

Feleaze Configuration

1.13.3 Oracle WebLogic Scripting Tool (WLST)

Oracle provides the WebLogic Scripting Tool (WLST) to manage Oracle Fusion
Middleware components, such as Oracle WebCenter Portal, from the command line.

WLST is a complete, command-line scripting environment for managing Oracle
WebLogic Server domains, based on the Java scripting interpreter, Jython. In addition
to supporting standard Jython features such as local variables, conditional variables,
and flow control statements, WLST provides a set of scripting functions (commands)
that are specific to Oracle WebLogic Server. You can extend the WebLogic scripting
language to suit your needs by following the Jython language syntax.

Oracle provides WLST commands for managing WebCenter Portal application
connections (to content repositories, portlet producers, external applications, and other
back-end services), and application migration. All WebCenter Portal WLST
commands are described in "WebCenter Portal Custom WLST Commands" in the
Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.

1.13.3.1 Running Oracle WebLogic Scripting Tool (WLST) Commands

You must run all WebCenter Portal WLST commands from your WebCenter Portal
Oracle home directory (WC_ORACLE_HOME).

Note: If you attempt to run WebCenter Portal WLST commands
from the wrong directory you will see a NameError. To avoid this
error, always run WebCenter Portal WLST commands from
WebCenter Portal Oracle home (WC_ORACLE_HOME/common/bin) as
directed below.

See also, Section A.6, "Troubleshooting WLST Command Issues".

To run WLST from the command line:

1. Navigate to your WebCenter Portal Oracle home directory and invoke the WLST
script:

(UNIX) WC_ORACLE_HOME/common/bin/wlst.sh
(Windows) WC_ORACLE_HOME\common\bin\wlst.cmd

2. At the WLST command prompt, enter the following command to connect to the
Administration Server for WebCenter Portal:
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3.

wls:/offline>connect ('user _name', 'password', 'host_name:port_number')

where

» user_name is the username of the operator who is connecting to the
Administration Server

» passwordis the password of the operator who is connecting to the
Administration Server

m host_name is the host name of the Administration Server
» port_number is the port number of the Administration Server
For example:

connect (username="'weblogic', password='mypassword',
url='myhost.example.com:7001")

If preferred, you can connect to the Administration Server in interactive mode
without parameters:

wls:/offline> connect()

Please enter your username :weblogic

Please enter your password :

Please enter your server URL [t3://localhost:7001]:t3://myhost.example.com:7001
Connecting to t3://myhost.example.com:7001 with userid weblogic ...
Successfully connected to Admin Server 'AdminServer' that belongs to domain
'wc_domain'.

For help with this command, type help (' connect ') at the WLST command
prompt.

Note: If SSL is enabled, you must edit the wlst.shorwlst.cmd
file and append the following to JVM_ARGS:

-Dweblogic.security.SSL.ignoreHostnameVerification=true
-Dweblogic.security.TrustKeyStore=DemoTrust
or setenv CONFIG_JVM_ARGS

-Dweblogic.security.SSL.ignoreHostnameVerification=true
-Dweblogic.security.TrustKeyStore=DemoTrust

Once connected to the Administration Server you can run WebCenter Portal
WLST commands, and any other generic WLST command.

Hints and Tips Running for WebCenter Portal WLST Commands

To list WebCenter Portal WLST commands, type: help ('webcenter') at the
WLST command prompt.

If the message No help for webcenter found... displays, you are probably
running the WLST script from the wrong directory, for example, you might be
running wlst.shor wlst.cmd from the oracle_common directory instead of
WC_ORACLE_HOME/common/bin.

For help on a particular command, type: help (' WLST_command_name') at the
WLST command prompt.

Include argument names when running commands and especially when writing
WLST scripts. For example, it is good practice to enter:
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createExtAppConnection (appName='webcenter', name='myXApp'...
rather than:
createExtAppConnection ('webcenter', 'myXApp'...

Either syntax is valid but when you include the argument names, errors and
misconfiguration is less likely. Also, if arguments are added in the future, the
command does not fail or configure the wrong property.

s Online documentation for WebCenter Portal WLST commands is available from
"WebCenter Portal Custom WLST Commands" in the Oracle Fusion Middleware
WebLogic Scripting Tool Command Reference.

1.13.4 System MBean Browser

Fusion Middleware Control provides a set of MBean browsers that allow to you
browse the MBeans for an Oracle WebLogic Server or for a selected application.

Note: While you can monitor and configure WebCenter Portal
application MBeans from the System MBean browser, it is not the
preferred tool for configuration. Oracle recommends that you
configure WebCenter Portal applications using WLST commands or
through the WebCenter Portal Settings menu options in Fusion
Middleware Control (available from the application's home page).

To access application MBeans for WebCenter Portal applications:

1. Log in to Fusion Middleware Control and navigate to the home page for Spaces or
your Framework application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose System
MBean Browser.

»  For Framework applications - From the Application Deployment menu,
choose System MBean Browser.

3. Expand Application Defined MBeans.
4. Navigate to the MBean you want to view or configure.

For example, for a Framework applications, you might want to navigate to
MBeans for adf-config.xml and connections.xml as follows (Figure 1-5):

» adf-config - Click oracle.adf.share.config >Server: name >Application:
name >ADFConfig >ADFConfig >ADFConfig

m connections - - Click oracle.adf.share.connections >Server: name
>Application: name >ADFConnnections >ADFConnections

5. To view an MBean's attributes, select the Attributes tab. Some attributes allow you
to change their values. To do so, enter the value in the Value column.
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Figure 1-5 Systems MBean Browser
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7. Navigate to the parent MBean (for example, ADFConfig or ADFConnections),

select the Operations tab, and click save to save the changes.

8. Restart the managed server on which the WebCenter Portal application is

deployed. For more information, see Section 8.2, "Starting and Stopping Managed

Servers for WebCenter Portal Application Deployments."

1.13.5 Spaces Administration Pages

The Spaces application provides several administration pages of its own. The

administration pages appear only to users who have logged in to the application using

an administrator user name and password.

Spaces administration pages allow you to:

»  Customize the Spaces application

= Manage users and roles

= Manage services settings for the Spaces application
= Manage portlet producers and external applications
= Manage individual spaces and space templates

»  Create and manage business role pages

= Manage personal pages

= Export and import individual spaces and space templates

For more details, see "Accessing Spaces Administration Pages" in Oracle Fusion

Middleware User’s Guide for Oracle WebCenter Portal: Spaces.
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1.13.6 WebCenter Portal Administration Console

Portal applications built using WebCenter Portal: Framework can also include
administration pages that enable administrators to perform common administrative
duties at runtime. For more information, see Chapter 36, "Using WebCenter Portal
Administration Console".
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Getting Started With Oracle WebCenter

Portal Administration

This part of the Administrator's Guide provides checklists to help you get started with
Oracle WebCenter Portal administration.

Part II contains the following chapters:

Chapter 2, "Getting the Spaces Application Up and Running"
Chapter 3, "Maintaining the Spaces Application"
Chapter 4, "Getting Framework Applications Up and Running"

Chapter 5, "Maintaining Framework Applications"
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Getting the Spaces Application Up and
Running

Getting WebCenter Portal’s Spaces application up and running and ready for use
requires input from both the Fusion Middleware administrator and the Spaces
administrator. This chapter outlines the roles and responsibilities of each administrator
who may, in some cases, be the same person.

The chapter also outlines what must be done, after installation, to get Spaces up and
running. Some roadmaps are provided to guide you through this process.

This chapter includes the following sections:

m  Section 2.1, "Role of the Fusion Middleware Administrator”

= Section 2.2, "Role of the Spaces Administrator”

= Section 2.3, "Installing WebCenter Portal: Spaces"

= Section 2.4, "Setting Up Spaces for the First Time (Roadmap)"

= Section 2.5, "Customizing Spaces for the First Time (Roadmap)"

Audience

The content of this chapter is intended for Fusion Middleware administrators
responsible for the Spaces application (users granted the Admin role through the
Oracle WebLogic Server Administration Console) and Spaces administrators (users
granted the Administrator role through Spaces administration pages).

Note: Administrators working with portal applications developed
using WebCenter Portal: Framework, should refer to Chapter 4,
"Getting Framework Applications Up and Running".

2.1 Role of the Fusion Middleware Administrator

Oracle Fusion Middleware provides a single administrative role with complete
administrative capabilities—the Admin role. Fusion Middleware administrators with
this role can perform the complete range of security-sensitive administrative duties,
and all installation, configuration, and audit tasks. This administrator is also
responsible for setting up and configuring the Spaces application immediately after
installation, and performing on-going administrative tasks for Spaces and other Oracle
WebCenter Portal components. Throughout this document, this administrator is
referred to as the Fusion Middleware administrator.
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During installation, a single Fusion Middleware administrator account is created
named weblogic. The password is the one provided during installation.

Use this administrator account to log in to the Fusion Middleware Control Console
and Spaces, and assign administrative privileges to other users:

s Fusion Middleware Control - Add one more users to the Administrator group
using the Oracle WebLogic Administration Console or Oracle WebLogic Scripting
Tool (WLST). For details, see "Administrative Users and Roles" in Oracle Fusion
Middleware Application Security Guide.

Oracle WebLogic Server provides two other roles, in addition to the Admin role,
namely Operator and Monitor. To find out more about these role, see Table 1-7,
" WebCenter Portal Operations and Oracle WebLogic Server Roles" in Section 1.8,
"Understanding Administrative Operations, Roles, and Tools".

= Spaces Administration - Assign one more users the Administrator role
through Spaces administration pages. For details, "Giving a User Administrative
Privileges" in Oracle Fusion Middleware User’s Guide for Oracle WebCenter Portal:
Spaces.

To find out what other tasks a Fusion Middleware administrator must do to get Spaces
up and running, follow the steps listed under " Roadmap - Setting Up the Spaces
Application for the First Time".

Note: The Fusion Middleware administrator is also responsible for
all on-going administrative tasks, for details see Section 3.3, "System
Administration for Spaces (Roadmap)".

2.2 Role of the Spaces Administrator

Spaces administrators have the highest application privileges within the Spaces
application itself. This administrator can view and customize every aspect of the
Spaces application, manage users and roles, and delegate responsibilities to others.

Out-of-the-box, the default Fusion Middleware administrator (weblogic) is the only
user assigned to the Spaces Administrator role. The password is the one provided
during installation. Use this administrator account to log in to Spaces, and assign
additional users the Administrator role. For details, see "Giving a User
Administrative Privileges" in Oracle Fusion Middleware User’s Guide for Oracle
WebCenter Portal: Spaces.

To find out what a Spaces administrator can do to customize Spaces out-of-the-box,
follow the " Roadmap - Customizing Spaces for the First Time".

Note: The Spaces administrator is also responsible for all on-going
administrative tasks, for details see Section 3.4, "Application
Administration for Spaces (Roadmap)".

2.3 Installing WebCenter Portal: Spaces

WebCenter Portal: Spaces installation is described in the Oracle Fusion Middleware
Installation Guide for Oracle WebCenter Portal.
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2.4 Setting Up Spaces for the First Time (Roadmap)

The flow chart depicted in Figure 2-1 and Table 2-1 in this section provide an
overview of the tasks required to get the Spaces application up and running.

Figure 2-1 Setting Up the Spaces Application for the First Time
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Table 2-1 Roadmap - Setting Up the Spaces Application for the First Time
Actor Task Sub-task Notes
Administrator 1. Verify your Spaces 1.a Install WebCenter
installation Portal: Spaces
1.b Start Node Manager
1.c Start the managed
servers
1.d Log in to the Spaces
application as the default
administrator
1.e Grant administrative
privileges to others
Administrator 2. Add/modify connections Back-end
to back-end components components may
using either of the following include:
tools: = Content
[ ] Fusion Middleware repositoriesl
Control
. WIST »  BPEL servers!
= Analytics
Collector
= Activity Graph
Engines
s Discussions
server!
s Eventsserver
s Mail servers
s Presence
server
s Oracle Secure
Enterprise
Search
s Personalizatiem
rver!
s WebCenter
Portal
repository’
»  MDS!
Administrator 3. Connect external Portlet producers

applications and portlet
producers using either of
the following tools:

s Fusion Middleware
Control

=  WLST

may include:

=  WSRP

producers1

»  Oracle
PDK-Java

producers!

= Pagelet
producer’
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Table 2-1 (Cont.) Roadmap - Setting Up the Spaces Application for the First Time

Actor Task Sub-task Notes
Administrator 4. Connect back-end severs Back-end servers
to the same identity store as may inlcude:
the Spaces application . Oracle
WebCenter

Content Server

s Oracle Secure
Enterprise
Search

s BPEL server

s Discussions
server

s Presence

server
Administrator 5. Secure communication 5.a Configure single
with the Spaces application sign-on
5.b Configure SSL

5.c Configure WS-Security

Administrator 6. (Optional) Configure
Spaces options:

»  Spaces workflows'

= Notification message
channel

s Search crawlers
= Search settings
s RSS news feeds

Administrator 7. Restart WC_Spaces, the
managed server on which
the Spaces application is
deployed

Spaces 8. Log in to Spaces
Administrator

Spaces 9. Set global options and
Administrator customize Spaces

Spaces 10. Grant application roles
Administrator

1 Auto-configured out-of-the-box

2.5 Customizing Spaces for the First Time (Roadmap)

The roadmap in Table 2-2 outlines the tasks that a Spaces administrator might perform
to customize Spaces for a new target audience.
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Table 2-2 Roadmap - Customizing Spaces for the First Time

Task Documentation Actor
1. Log in to Spaces Login to Spaces with administrative privileges and access Spaces
the administration pages: Admin

= Accessing Spaces Administration Pages
Tips:
Spaces URL is http://<host>:<port>/webcenter

Spaces Administration URL is
http://<host>:<port>/webcenter/spaces/admin

2. Customize Spaces  Customize Spaces to suit your audience. Choose aname  Spaces
and logo for your application, apply a corporate brand, Admin
set language options, and more. For details, see:

= Performing Actions on Spaces Administration Pages
= Configuring Global Defaults

= Configuring Services, Portlet Producers, and External
Applications

= Preparing Your Initial Portal Pages

= Managing Portal Resources

3. Determine Establish your policy regarding new user registration. Spaces
self-registration policy Allow users outside of the Spaces community to self Admin
-register on an invitation-only basis or extend
self-registration to the public:

= Enabling Self-Registration By Invitation-Only
= Enabling Anyone to Self-Register

4. Plan the public user First impressions are extremely important. Determine the ~Spaces
experience content displayed on your Welcome page and the Admin
appearance of Spaces before users login:

= Customizing the Welcome Page

= Customizing the Login Page

= Customizing the Self-Registration Page
»  Choosing the Default Display Language

= Granting Permissions to the Public-User

5. Create roles and Create roles to characterize groups of users and determine Spaces
delegate what they can see and do in the Spaces application. Admin
responsibilities to Manage and assign roles for any user in the identity store:

other users = Introduction to Security in Spaces

= Assigning Users (and Groups) to Roles
= Defining Application Roles
»  Giving a User Administrative Privileges

= Modifying Application Role Permissions
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Table 2-2 (Cont.) Roadmap - Customizing Spaces for the First Time

Task Documentation Actor
6. Customize the Design the default Home space for Spaces users. Give Spaces
Home space them instant access to important information and Admin

applications relevant to their roles:

= Setting Page Creation Defaults for Business Role

Pages

= Creating a Business Role Page

Encourage or enforce a consistent look and feel through

default page schemes and default page templates:

s Choosing a Default Look and Feel for New Pages
7. Set up discussion Configure default options for discussion forums and Spaces
forums and announcements: Admin
announcements = Configuring Discussion Forum Options for Spaces
8. Set up people Configure defaults for activity streams, personal profiles, ~Spaces
connection connections, messages boards, and feedback: Admin
components = Configuring People Connection Defaults for Spaces
9. Set up mail Configure default options for everyone's mail: Spaces
notifications = Configuring Send Mail Notifications for the Spaces Admin

application

10. Provide Users can create and manage their own spaces without Spaces
ready-made spaces centralized administration. Give them a head-start by Admin

and space templates

creating templates for the types of workspaces and
communities they are likely to build:

= Building a Space

»s  Creating a Custom Space Template

Getting the Spaces Application Up and Running 2-7



Customizing Spaces for the First Time (Roadmap)

2-8 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



3

Maintaining the Spaces Application

Keeping the Spaces application up and running requires input from both the Fusion
Middleware administrator and the Spaces administrator. This chapter outlines the roles
and responsibilities of each administrator who may, in some cases, be the same
person.

Some roadmaps are also provided to help guide you through the process.
This chapter includes the following sections:

m  Section 3.1, "Role of the Fusion Middleware Administrator"

»  Section 3.2, "Role of the Spaces Administrator”

»  Section 3.3, "System Administration for Spaces (Roadmap)

= Section 3.4, "Application Administration for Spaces (Roadmap)"

Audience

The content of this chapter is intended for Fusion Middleware administrators
responsible for Spaces (users granted the Admin role through the Oracle WebLogic
Server Administration Console) and Spaces administrators (users granted the
Administrator role through Spaces administration pages).

Note: Administrators maintaining portal applications built using the
WebCenter Portal: Framework should refer to Chapter 5, "Maintaining
Framework Applications".

3.1 Role of the Fusion Middleware Administrator

Oracle Fusion Middleware provides a single administrative role with complete
administrative capabilities—the Admin role. The Fusion Middleware administrator
can perform the complete range of security-sensitive administrative duties, and all
installation, configuration, and audit tasks. This administrator is also responsible for
setting up and configuring the Spaces application immediately after installation, and
performing on-going administrative tasks for Spaces and other Oracle WebCenter
Portal components. Throughout this document, this administrator is referred to as the
Fusion Middleware administrator.

A single Fusion Middleware administrator account (weblogic by default) is set up
when Fusion Middleware is installed. The password is the one you provided during
installation.
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To find out what on-going administrative tasks a Fusion Middleware administrator is
expected to perform in relation to Spaces, follow the Roadmap - Administering and
Monitoring Spaces.

Note: The Fusion Middleware administrator is also responsible for
getting the Spaces application up and running out-of-the-box, for
details see Section 2.4, "Setting Up Spaces for the First Time
(Roadmap)."

3.2 Role of the Spaces Administrator

Spaces administrators have the highest application privileges within the Spaces
application itself. This administrator can view and customize every aspect of the
Spaces application, manage users and roles, and delegate responsibilities to others.

Out-of-the-box, the default Fusion Middleware administrator (weblogic) is the only
user assigned to the Spaces Administrator role. The password is the one provided
during installation.

To find out what on-going administrative tasks a Spaces administrator is expected to
perform, follow the Roadmap - Keeping Spaces Up and Running.

Note: The Spaces administrator is also responsible for customizing
the Spaces application out-of-the-box, for details see Section 2.5,
"Customizing Spaces for the First Time (Roadmap)".

3.3 System Administration for Spaces (Roadmap)

The roadmap in Table 3-1 outlines typical tasks that a Fusion Middleware
administrator might perform to keep the Spaces application up and running.

Table 3—-1 Roadmap - Administering and Monitoring Spaces

Task Documentation Role

Stop and start the Restart the managed server on which the Spaces Fusion

managed server application is deployed to effect configuration changes or Middleware
for routine maintenance: Admin

= Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments

Tip: The managed server for Spaces is named

WC_Spaces.

View and manage log  Identify and diagnose problems through log files. Spaces Fusion

files logs record all types of events, including startup and Middleware
shutdown information, errors, warnings, and other Admin
information:

= Viewing and Configuring Log Information
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Table 3-1 (Cont.) Roadmap - Administering and Monitoring Spaces

Task Documentation Role
Monitor performance Analyze the performance of the Spaces application and Fusion
monitor its current status through Fusion Middleware Middleware
Control Console: Admin
= Viewing Performance Information
= Monitoring a Spaces Applications
Fusion Middleware administrators granted one of these
roles can view performance metrics: Admin, Operator,
Monitor. To find out more, see in "Understanding
Administrative Operations, Roles, and Tools".
Spaces administrators can monitor application Spaces
performance and usage using WebCenter Portal’s Admin
analytics feature:
= Understanding the Analytics Administration Page in
WebCenter Spaces
Tune application Reconfigure performance related parameters for the Fusion
properties WebCenter Portal environment, Spaces application, and  Middleware
WebCenter Portal services: Admin
= Tuning Oracle WebCenter Portal Performance
Stop and start Spaces  Fusion Middleware administrators may shut down the  Fusion
Spaces application for maintenance purposes and then Middleware
restart the application: Admin
»  Starting Spaces Using Fusion Middleware Control
= Stopping Spaces Using Fusion Middleware Control
Modify back-end Add, modify, and delete connections through Fusion Fusion
services Middleware Control Console. See: Middleware
Admin

= Content
Repositories

s Mail Servers
. BPEL Servers

s Collaboration
Services

s Calendar Services

= Secure Enterprise
Search

= Analytics Services

= Activity Graph
Services

s Personalization
Services

= Events, Links,
Lists, Notes, Tags,
and People
Connections

= Managing Content Repositories

= Managing the Mail Service
= Managing the Worklist Service

= Managing the Announcements and Discussions
Services

= Managing the Instant Messaging and Presence
Service

= Managing the Events Service

= Managing Oracle SES Search in WebCenter Portal

= Managing the Analytics Service
= Managing the Activity Graph Service

= Managing Personalization for WebCenter Portal

= Setting Up Database Connections
Setting Up the MDS Repository
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Table 3-1 (Cont.) Roadmap - Administering and Monitoring Spaces

Task Documentation Role
Modify external Add, modify, and delete connections through Fusion Fusion
applications and Middleware Control Console. See: Middleware
portlet producers Admin
= External = Managing External Applications
Applications
= Portlet Producers u  Registering WSRP Producers
»  Registering Oracle PDK-Java Producers
= Registering the Pagelet Producer
Configure SSL Configure secure communication: Fusion
communication Configuring SSL Middleware
" ontiguring Admin
= Configuring WS-Security
= Configuring Single Sign-on
See also Oracle Fusion Middleware Application Security
Guide.
Reassociate your Reassociate your identity or policy stores: Fusion
identity, policy, and . . Middleware
credential stores = Configuring the Identity Store Admin
= Configuring the Policy and Credential Store
See also Oracle Fusion Middleware Application Security
Guide.
Reconfigure Reconfigure the WebCenter Portal repository: Fusion
Weernter Portal = Setting Up Database Connections Mlddleware
repository Admin
Reconfigure MDS Reconfigure the application's MDS repository: Fusion
repository . . Middleware
= Setting Up the MDS Repository Admin
See also Oracle Fusion Middleware Administrator’s Guide:
= Managing the MDS Repository
= Configuring an Application to Use a Different MDS
Repository or Partition
= Moving Metadata from a Test System to a
Production System
Reconfigure Spaces Install Spaces workflows on a different BPEL server and  Fusion
workflows reconfigure the connection: Middleware
= Installing Spaces Workflows Admin
= Specifying the BPEL Server Hosting Spaces
Workflows
Export Spaces Use the export facility to move content to a remote Fusion
application instance or between stage and production environments: Middleware
Admin

= Exporting an Entire Spaces Application
= Exporting Individual Spaces
= Exporting Individual Space Templates
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Table 3-1 (Cont.) Roadmap - Administering and Monitoring Spaces

Task Documentation Role

Import Spaces Use the import facility to restore Space from a backup or ~ Fusion

application to move content to a remote instance or between stage Middleware
and production environments: Admin

= Importing an Entire Spaces Application
= Importing Individual Spaces

= Importing Individual Space Templates

3.4 Application Administration for Spaces (Roadmap)

The roadmap in Table 3-2 outlines typical tasks that a Spaces administrator might
perform while Spaces is up and running.

If Spaces must be taken offline for maintenance, ensure that a suitable message
displays to any users who attempt to access the application while it is offline.

Table 3-2 Roadmap - Keeping Spaces Up and Running

Task Documentation Role
Modify application Modify application-wide settings as required: Spaces
Settings Admin

= Performing Actions on Spaces Administration Pages
= Configuring Global Defaults

= Configuring Services, Portlet Producers, and
External Applications

= Preparing Your Initial Portal Pages

= Managing Portal Resources

Manage Home apaces =~ Manage personal pages and business role pages. Push Spaces
content to the Home space: Admin

= Working with Business Role Page
= Working with Personal Pages
= Working with System Pages

Manage spaces Take any space temporarily offline and close down any  Spaces
space that is inactive. Edit and delete any space: Admin

= Viewing Space Information

= Changing the Status of a Space

Manage space Manage space templates. Review and delete any Spaces
templates template: Admin

= Managing Space Templates

Maintain users and Maintain security. Modify user role permissions and Spaces
roles assign new roles: Admin

= Modifying Application Role Permissions

= Assigning a User to a Different Role

Manage external Maintain external applications. Add, modify, and delete ~ Spaces
applications entries: Admin
= Registering External Applications AppConne
ctionMana
ger
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Table 3-2 (Cont.) Roadmap - Keeping Spaces Up and Running

Task Documentation Role
Manage portlet Maintain portlet producers. Add, modify, and delete Spaces
producers entries: Admin
= Registering Portlet Producers AppConne
ctionMana
ger
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Getting Framework Applications Up and
Running

Framework applications are portal applications built using WebCenter Portal:
Framework. The chapter outlines what Fusion Middleware administrators must do,
after installation, to get Framework applications up and running. A roadmap is
provided to help guide you through the process.

The chapter includes the following sections:
= Section 4.1, "Installing Oracle WebCenter Portal and the Framework Libraries"
= Section 4.2, "Deploying Framework Applications for the First Time (Roadmap)"

Although Spaces is itself was built using WebCenter Portal: Framework, it does
require some special administration tasks that other Framework applications do not.
To see a comprehensive list of these tasks, refer to Chapter 2, "Getting the Spaces
Application Up and Running".

Audience

The content of this chapter is intended for Fusion Middleware administrators
responsible for Framework application administration (users granted the Admin role
through the Oracle WebLogic Server Administration Console).

4.1 Installing Oracle WebCenter Portal and the Framework Libraries

Oracle WebCenter Portal installation is described in the Oracle Fusion Middleware
Installation Guide for Oracle WebCenter Portal.

Oracle JDeveloper installation, required for building Framework applications, is
described in Oracle Fusion Middleware Installation Guide for Oracle [Developer.

Framework applications can be deployed to any WebLogic Server instance that is
provisioned with WebCenter Portal’s Framework shared library files. For details, see,
Section 7.1.4, "Creating a Managed Server".

4.2 Deploying Framework Applications for the First Time (Roadmap)

The roadmap in Table 4-1 outlines the tasks that a Fusion Middleware administrator
must perform to deploy an application, developed with WebCenter Portal:
Framework, and get it up and running.
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Note: The Spaces application requires additional administration
tasks that other Framework applications do not. To see a
comprehensive list of these tasks, refer to Chapter 2, "Getting the
Spaces Application Up and Running".

Table 4-1 Roadmap - Getting Framework Applications Up and Running for the First

Time
Step Documentation Role
Step 1 - Verify your Verify your Oracle WebCenter Portal installation and Fusion
Oracle WebCenter settings. See: Middleware
Portal installation Installing Oracle WebCenter Portal and the Admin
Framework Libraries
= Starting Node Manager
Step 2 - Launch Launch the Fusion Middleware Control Console, a Fusion
Fusion Middleware =~ Web-based management tool for WebCenter Portal Middleware
Control applications. See: Admin
= Displaying Fusion Middleware Control Console
= Navigating to the Home Page for Framework
Applications
Learn about the command-line administration tool
WLST. See "Oracle WebLogic Scripting Tool (WLST)".
Step 3 - Deploy the Create a suitable container in which to deploy the Fusion
Framework Framework application archive: Middleware
application s Creating a Managed Server Admin
»  Creating and Registering the Metadata Service
Repository
= Deploying the Application to a WebLogic Managed
Server
See also, "Deploying WebCenter Portal: Framework
Applications".
Step 4 - Reconfigure = Reconfigure back-end server connections, if required, Fusion
back-end servers through Fusion Middleware Control. Middleware
Admin
= Content = Managing Content Repositories
Repositories
= Mail Servers = Managing the Mail Service
= BPEL Servers = Managing the Worklist Service
= Collaboration = Managing the Announcements and Discussions
Services Services

= Managing the Instant Messaging and Presence
Service

= Secure Enterprise s  Managing Oracle SES Search in WebCenter Portal
Search

= Analytics = Managing the Analytics Service
Services

= Activity Graph
Services

Managing the Activity Graph Service
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Table 4-1 (Cont.) Roadmap - Getting Framework Applications Up and Running for the

First Time
Step Documentation Role
= Personalization @« Managing Personalization for WebCenter Portal
Services
= External = Managing External Applications
Applications
= Portlet Producers =  Registering WSRP Producers
= Registering Oracle PDK-Java Producers
= Registering the Pagelet Producer
= Group Events, = Setting Up Database Connections
Links, Lists, . .
Notes, and Tags " Setting Up the MDS Repository
Step 5 - Connect to an Ensure that your identity store is installed, configured, Fusion
identity store and contains all the required user data. See: Middleware
= Configuring the Identity Store Admin
See also Oracle Fusion Middleware Application Security
Guide.
Step 6 - Restart the Restart the managed server on which the applicationis ~ Fusion
managed server deployed. See: Middleware
= Starting and Stopping Managed Servers for Admin
WebCenter Portal Application Deployments
Step 7 - Verify Login to the application to verify the configuration: Framework
Framework identity store, services, applications, and so on. Application
25}:2;?3;?011 = Using WebCenter Portal Administration Console Admin
Step 8 - Perform Perform administrative duties: Application
administrative tasks Admin

through WebCenter
Portal Administration

pages

= Set application-level preferences

= Manage users and grant application roles

= Manage and configure application resources
= Manage and configure content

= Manage and configure portlet producers

= Manage and configure external applications
s Create and manage polls

See: Using WebCenter Portal Administration Console
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Maintaining Framework Applications

The chapter outlines what Fusion Middleware administrators might do to keep
Framework applications up and running. The following roadmap helps to guide you
through the process:

»  Section 5.1, "System Administration for Framework Applications (Roadmap)"

Although the Spaces application was built using WebCenter Portal: Framework, it
does require some special maintenance tasks that Framework applications do not. To
see a comprehensive list of these tasks, refer to Chapter 3, "Maintaining the Spaces
Application".

Audience

The content of this chapter is intended for Fusion Middleware administrators
responsible for Framework application administration (users granted the Admin role
through the Oracle WebLogic Server Administration Console).

5.1 System Administration for Framework Applications (Roadmap)

The roadmap in Table 5-1 outlines typical tasks that a Fusion Middleware
administrator might perform to keep a Framework application up and running.

If the Framework application must temporarily shut down for maintenance, ensure
that a suitable message displays to any users who attempt to access the application
while it is offline.

Table 5-1 Roadmap - Maintaining Framework Applications

Tasks Documentation Role

Stop and start the Restart the managed server on which the Framework Fusion

managed server application is deployed to effect configuration changes or Middleware
for routine maintenance: Admin

= Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments

Stop and start the Shut down the application for maintenance purposes and Fusion
Framework then restart the application: Middleware
application = Starting and Stopping Framework Applications Admin
Maintain back-end Add, modify, and delete connections through the Fusion Fusion
services Middleware Control Console: Middleware
Admin
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Table 5-1 (Cont.) Roadmap - Maintaining Framework Applications

Tasks Documentation Role
= Content = Managing Content Repositories
Repositories
= Mail Servers = Managing the Mail Service
= BPEL Servers = Managing the Worklist Service
= Collaboration = Managing the Announcements and Discussions
Services Services
= Managing the Instant Messaging and Presence
Service
= Secure Enterprise = Managing Oracle SES Search in WebCenter Portal
Search
= Analytics = Managing the Analytics Service
Services
= Activity Graph = Managing the Activity Graph Service
Services
= Personalization @« Managing Personalization for WebCenter Portal
Services
Maintain external Add, modify, and delete connections through Oracle Fusion
applications and Enterprise Manager Fusion Middleware Control Console. Middleware
portlet producers See: Admin
= External = Managing External Applications
Applications
= Portlet Producers s  Registering WSRP Producers
= Registering Oracle PDK-Java Producers
= Registering the Pagelet Producer
Reassociate your Reassociate your identity or policy stores: Fusion
identity, policy and N . Middleware
credential stores = Configuring the Identity Store Admin
= Configuring the Policy and Credential Store
See also Oracle Fusion Middleware Application Security
Guide.
Reconfigure the MDS wu  Setting Up the MDS Repository Fusion
repository Middleware
Admin
Reconfigure = Setting Up Database Connections
WebCenter Portal
repository
Export Framework Migrate data to a remote instance or between stage and  Fusion
application data production environments: Middleware
Admin

= Exporting WebCenter Portal Service Metadata and
Data (Framework Applications)

= Exporting Portlet Client Metadata (Framework
Applications)

= Migrating Security for WebCenter Portal
Applications

= Migrating Data (WebCenter Portal Applications)

See also, "Managing Export, Import, Backup, and
Recovery of WebCenter Portal".
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Table 5-1 (Cont.) Roadmap - Maintaining Framework Applications

Tasks Documentation Role
Import Framework Use the import facility to move content to a remote Fusion
application data instance or between stage and production environments: Middleware
= Importing WebCenter Portal Service Metadata and Admin
Data (Framework Applications)
= Importing Portlet Client Metadata (Framework
Applications)
= Migrating Security for WebCenter Portal
Applications
= Migrating Data (WebCenter Portal Applications)
View and manage log Identify and diagnose problems through log files. Fusion
files Framework application logs record all types of events, Middleware
including startup and shutdown information, errors, Admin
warnings, and other information:
= Viewing and Configuring Log Information
Monitor performance Analyze the performance of the Framework application =~ Fusion
and monitor its current status through Fusion Middleware
Middleware Control Console: Admin
= Viewing Performance Information
= Monitoring Framework Applications
Tune application Reconfigure performance related parameters for the Fusion
properties WebCenter Portal environment, application, and Middleware
services: Admin
= Tuning Oracle WebCenter Portal Performance
Perform application Perform application administrative duties: Application
administrative tasks Admin

through WebCenter
Portal Administration

pages

= Set application-level preferences

= Manage users and grant application roles

= Manage and configure application resources
= Manage and configure content

= Manage and configure portlet producers

= Manage and configure external applications
= Create and manage polls

See: Using WebCenter Portal Administration Console
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Basic Systems Administration for Oracle
WebCenter Portal

This part of the Administrator's Guide presents system administration tasks for Oracle
WebCenter Portal and WebCenter Portal applications, such as the Spaces application
and any other WebCenter Portal applications that you deploy.

Part III contains the following chapters:

»  Chapter 6, "Starting Enterprise Manager Fusion Middleware Control"
»  Chapter 7, "Deploying WebCenter Portal: Framework Applications"

n  Chapter 8, "Starting and Stopping WebCenter Portal Applications”

»  Chapter 9, "Setting WebCenter Portal Application Properties"
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Starting Enterprise Manager Fusion
Middleware Control

This chapter describes how to access Oracle Enterprise Manager Fusion Middleware
Control Console, and display WebCenter Portal-related pages from where you can
perform all necessary configuration, monitoring, and management tasks.

This chapter includes the following sections:

= Section 6.1, "Displaying Fusion Middleware Control Console"

= Section 6.2, "Navigating to the Home Page for the Spaces Application"

= Section 6.3, "Navigating to the Home Page for Framework Applications”

= Section 6.4, "Navigating to Dependent Components"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin, Operator, or Monitor role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools".

6.1 Displaying Fusion Middleware Control Console

Fusion Middleware administrators can login to Fusion Middleware Control Console
and access pages for managing WebCenter Portal. Your role determines what you can
see and do after logging in. To find out more, see Table 1-7, " WebCenter Portal
Operations and Oracle WebLogic Server Roles".

To access the Fusion Middleware Control Console:
1. Start Fusion Middleware Control.

Fusion Middleware Control is configured for a domain, and it is automatically
started when you start the Oracle WebLogic Server Administration Server. See
"Starting and Stopping Fusion Middleware Control" in Oracle Fusion Middleware
Administrator’s Guide.

2. Navigate to the following URL:
http://host_name.domain name:port_number/em

For example: http://myhost .mycompany.com:7001/em

You can find the exact URL, including the administration port number, in
config.xml:
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s On Windows: DOMAIN_ HOME\config\config.xml

= On UNIX: DOMAIN_HOME/config/config.xml

See also, "Managing Ports" in Oracle Fusion Middleware Administrator’s Guide.
3. Enter a valid administrator User Name and Password details for the farm.

The default user name for the administrator user is weblogic. This is the account
you can use to log in to Fusion Middleware Control for the first time.

4. Click Login.

The first page you see is the Farm home page. You can view this page at any time
by selecting the name of the farm in the navigation pane (Figure 6-1).

Tip: If you are unable to log in, try logging in to the WebLogic
Admin Console to confirm your host/port/credentials. The Weblogic
Admin Console is accessible at the same host/port as Fusion
Middleware Control:
http://host_name.domain_name:port_number/console

Figure 6—1 Farm Home Page
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From the navigation pane, you can drill down to view and manage all components in
your farm, including the Spaces application and any Framework application that you
may have deployed. For detailed instructions, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application".

= Section 6.3, "Navigating to the Home Page for Framework Applications".

6.2 Navigating to the Home Page for the Spaces Application

The Spaces home page is your starting place for managing the Spaces application. The
page displays status, performance and availability of all the components and services
that make up the Spaces application.
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Figure 6—-2 Spaces Home Page
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From here you can:
»  Check the status of the Spaces application.

= View key space-related performance data. Track overall response time compared
with the user access rate to see how the application preforms under different loads
and to diagnose system resource issues. Quickly see which spaces are used the
most, the slowest performers, and determine which spaces are recording the most
errors.

= Navigate to other key components, including the WebLogic Server installation,
and the MDS repository.

= View status and key performance metrics for WebCenter Portal services used in
the application.

s Drill down to detailed performance information for individual spaces, services,
external applications, portlets, and producers.

The Spaces home page also displays a WebCenter Portal menu (Figure 6-3).
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Figure 6-3 WebCenter Portal Menu for the Spaces Application
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From the WebCenter Portal menu, you can:
= Start and stop the Spaces application
= Configure application settings
= Manage back-end services
= Manage external applications
= Register and manage portlet producers
= Monitor detailed performance metrics for all components
= Select and chart live metrics
= Analyze diagnostic information and configure logs
= Export and import the Spaces application
= Configure security policies and roles.
s Configure ADF and MDS options.
= View Web Services-related information.
To navigate to the main home page for Spaces:
1. Login to Fusion Middleware Control.
See Section 6.1, "Displaying Fusion Middleware Control Console".
2. In the Navigator (Figure 6-4), expand WebCenter > Portal > Spaces.

3. Select webcenter to navigate to the home page for your Spaces installation
(Figure 6-4).

6-4 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



Navigating to the Home Page for Framework Applications

Figure 64 Navigating to the Spaces Home Page
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Notice how the Navigator menu changes to WebCenter Portal (Figure 6-5).

Figure 6-5 Displaying the Spaces Home Page and Menu
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Another way to access the context menu for a particular component is to right-click the
node in the navigation tree. For example, if you right-click the Spaces node on the left
webcenter(11.1.1.4.0) the same WebCenter Portal menu displays.

6.3 Navigating to the Home Page for Framework Applications

The J2EE Application Deployment home page (Figure 6-6) is your starting place for
managing portal application deployments developed with WebCenter Portal:
Framework. The page displays status, performance and availability of all the
components and services that make up the Framework application.

Note: The Spaces application has a different home page, see
Navigating to the Home Page for the Spaces Application.
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Figure 6-6 Framework Application Home Page
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From here you can:
»  Check Framework application status.
= Navigate to the Oracle WebLogic Server Administration Console.
»  Access various Application Deployment menu options:
—  Start, restart, and shutdown the application
- View and configure log files.
— Undeploy and redeploy the application.
- Configure security policies and roles.
- Configure ADF and MDS options.

= View a performance summary, entry points to the application, Web Services and
modules associated with the application, and the response and load data which
shows the requests per second and the request processing time.

= Navigate to key components of the Framework application.

s Drill down to detailed performance information for individual modules and
services.

For Framework applications, the Application Deployment menu displays an
additional menu option—WebCenter Portal. From the WebCenter Portal menu, you can
perform WebCenter Portal-specific tasks such as:

= Manage external applications (see Chapter 26, "Managing External Applications").

= Manage back-end services (see Chapter 10, "Managing Oracle WebCenter Portal
Services").

= Manage portlet producers (see Chapter 24, "Managing Portlet Producers").
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= Monitor detailed performance metrics for WebCenter services (see Chapter 38,
"Monitoring Oracle WebCenter Portal Performance").

To navigate to the main home page for your Framework application:

1. Login to Fusion Middleware Control.

See Section 6.1, "Displaying Fusion Middleware Control Console".

2, In the Navigator (Figure 6-7), expand Application Deployments.

Figure 6—7 Navigating to a Framework Application Home Page

ORACLE Enterprise Manager 11g Fusion Middleware Control

%Farm ~ | &4 Topology
I~
a % wic_domain
= [ Application Deployments
3 Internal Applications
% FMW Welcome Page Application:
@ testappl [ we CustomPartal |
% webcenter-helpi11.1.1.1.00 (Wl
3 weblLogic Damain
3 Metadata Repositories
3 webCenter

{} testappl @
% Application Deployment «

= Summary

General
Stake  Active
Deployved To wWiC_CustomPortal

Serylets and 15Ps
Active Sessions O
Request Processing Time {ms) 0,00

Lo

@ =

ﬁ Ta configure and manage this WeblLogic

Application Deployment, use the Oracle Weblogic
Server Administration Consale,

EJBs
Beansin sz 0
Bean Accesses (per minute) 0,00
Bean Access Successes (%) 0,00

3. Select the name of your Framework application to display the application's home

page.

Notice that WebCenter Portal menu options display on the Application

Deployment menu (Figure 6-8).

Figure 6—8 Displaying the Framework Application Home Page and Menu
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6.4 Navigating to Dependent Components

From WebCenter Portal pages it is easy to navigate to pages belonging to related
components, such as, WebLogic Server domains, servers, Java components, MDS

repository, and so on.

Starting Enterprise Manager Fusion Middleware Control
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= Spaces application - From the home page, click links in "Related Components" to
navigate to Spaces application itself, WebLogic Server installation pages, and MDS
repository pages in Fusion Middleware Control. See also, Section 6.2, "Navigating
to the Home Page for the Spaces Application".

s Framework applications - The Application Deployment menu on the J2EE
application home page offers direct navigation to the Oracle WebLogic Server
Administration Console, and pages relating to WebCenter Portal, ADF, MDS
repository, and security configuration and administration. See also, Section 6.3,
"Navigating to the Home Page for Framework Applications".
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Deploying WebCenter Portal: Framework
Applications

This chapter provides instructions for deploying, undeploying, and redeploying
WebCenter Portal: Framework applications from an Enterprise Archive, or EAR file,
created with Oracle JDeveloper (for information on how to create an EAR file, see
"How to Create Deployment Profiles in Oracle JDeveloper" in the Oracle Fusion
Middleware Developer’s Guide for Oracle WebCenter Portal).

This chapterdoes not contain instructions for deploying or installing the Spaces
application. For information about installing Spaces and other WebCenter Portal
components, see "Installing Oracle WebCenter Portal" in the Oracle Fusion Middleware
Installation Guide for Oracle WebCenter Portal. For information about deploying WSRP
and PDK-Java portlet producer applications, see Section 24.8, "Deploying Portlet
Producer Applications.”

This chapter includes the following sections:

= Section 7.1, "Deploying Framework applications"

= Section 7.2, "Undeploying Framework applications"
= Section 7.3, "Redeploying Framework applications"

= Section 7.4, "Post-Deployment Configuration”

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Deployer role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."

7.1 Deploying Framework applications

This section describes the steps required to deploy a Framework application created in
JDeveloper to a production domain. The deployment steps in this section assume that
you are deploying an EAR file, know its location, and that the domain to which you
want to deploy exists.

For information on how to create a WebLogic Server domain, see "Creating a New
Domain" in the Oracle Fusion Middleware Installation Guide for Oracle WebCenter Portal.
For more information about deploying applications, see Oracle Fusion Middleware
Deploying Applications to Oracle WebLogic Server.

This section includes the following topics:

= Section 7.1.1, "Deployment Roadmap"
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= Section 7.1.2, "Deployment Prerequisites"

= Section 7.1.3, "Preparing the Application EAR File"

= Section 7.1.4, "Creating a Managed Server"

= Section 7.1.5, "Creating and Registering the Metadata Service Repository"

= Section 7.1.6, "Deploying the Application to a WebLogic Managed Server"
= Section 7.1.7, "Migrating Customizations and Data Between Environments"

= Section 7.1.8, "Configuring Applications to Run in a Distributed Environment"

7.1.1 Deployment Roadmap

7-2

The flow chart and table in this section provide an overview of the prerequisites and
tasks required to deploy a Framework application to an Oracle WebLogic Managed
Server. Figure 7-1 shows the steps to deploy a Framework application, and the roles
that will carry them out.

Figure 7-1 Deploying a Framework application to a Managed Server
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Table 7-1 shows the tasks, sub-tasks and who will need to carry them out to deploy a
Framework application from JDeveloper.

Table 7-1 Deploying a Framework application to a Managed Server

Actor Task Sub-task Notes
Developer 1. Package the Application 1.a Select the data source type You can use either a global
(package database connections) data source or an

application-level data source.

If using a global data source,
then you need to create the
data source in the WLS
Administration Console
before deploying.

If using an application-level
data source, then you need to
add credential mappings in
the WLS Administration
Console after deploying.

1.b Package application security data ~ This sub-task consists of
packaging the credentials,
identity data, and application

policies.

1.c Create deployment profiles This sub-task consists of
creating the WAR and EAR
files.

Administrator 2. Prepare the Target Environment 2.a Create and provision the Managed

Server

2.b Create and register the MDS

repository

2.c Configure the target environment

2.d Create the server connection

Developer 3. Deploy the Application to a The final step is to deploy the
Managed Server application to the Managed

Server using either Fusion
Middleware Control, WLST,
or the WLS Admin Console.

7.1.2 Deployment Prerequisites

You can deploy Framework applications to any WebLogic Managed Server instance
that is provisioned with the Oracle WebCenter Portal libraries.

Note: Oracle does not recommend deploying Framework
applications to any of the preconfigured Managed Servers created
during the installation, or to the Administration Server. For
Framework applications, follow the process described in "Extending
an Existing Domain" in the Oracle Fusion Middleware Installation Guide
for Oracle WebCenter Portal to create and provision a new WLS
Managed Server before deploying. For portlet producer applications,
you can optionally create a new WebLogic Managed Server or deploy
to the WC_Portlet server.

Before deploying, you must:

= Prepare the application EAR file, as described in Section 7.1.3, "Preparing the
Application EAR File."
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s Create a WebLogic Managed Server, as described in Section 7.1.4, "Creating a
Managed Server."

s Create and register a Metadata Service (MDS) repository, as described in
Section 7.1.5, "Creating and Registering the Metadata Service Repository."

Note: You must delete runtime customizations (customizations not
done through JDeveloper) before deploying an updated application
that has had major changes to artifacts such as pages, connections, or
task flows.

After completing these steps, continue by deploying the application as described in
Section 7.1.6, "Deploying the Application to a WebLogic Managed Server."

7.1.3 Preparing the Application EAR File

Before you deploy an application, you must first create a deployment profile. The
deployment profile packages or archives the Framework application and its associated
files so that the application can be deployed to an Oracle WebLogic Managed Server as
an EAR file.

For information on how to create a deployment profile (and the resulting EAR file) for
an application, see "Packaging and Deploying a Framework Application to a
WebLogic Managed Server" in the Oracle Fusion Middleware Developer’s Guide for Oracle
WebCenter Portal.

7.1.3.1 EAR File Contents

The EAR file packages multiple information artifacts, which include:

= The application itself: the physical pieces of the application such as . jspx, . jar,
and .class files.

= Application Configuration — which contains the URL endpoints and properties of
connections to services and producers that are configured for this application.

= Application Metadata — which is an export of the application metadata created
during the design time of the application.

»  Portlet Customizations — which contain customization settings and data for
portlets. This information is maintained within the producer, but is exported when
an application with registered producers is packaged. This customization data is
packaged with the rest of the metadata of a Framework application.

7.1.4 Creating a Managed Server

Before deploying a Framework application, you must create a WebLogic Managed
Server based on the "Oracle WebCenter Portal Framework" template that contains all
the required shared libraries and a MDS Repository. If a Framework application has
been portletized it should be deployed to the Oracle WebCenter Portal Custom
Services Producer server (WC_CustomServicesProducer). A portletized
application cannot be deployed to the Oracle WebCenter Portal Custom Portal server
as it lacks the required portlet libraries. Note that the Oracle WebCenter Portal Custom
Services Producer and Oracle WebCenter Portal Custom Portal servers have not only
the MDS schema targeted to them but also WebCenter Portal and Activities.

For instructions on how to create a new managed server, see "Extending an Existing
Domain" in the Oracle Fusion Middleware Installation Guide for Oracle WebCenter Portal.
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For instructions on how to create a new domain, see "Creating a New Domain" in the
Oracle Fusion Middleware Installation Guide for Oracle WebCenter Portal.

7.1.5 Creating and Registering the Metadata Service Repository

Before deploying an application to a Managed Server, you may need to create and
register a Metadata Service (MDS) repository schema for the application on the
WebLogic Domain's Administration Server instance. The target server (Oracle
WebCenter Portal Custom Portal server or Oracle WebCenter Portal Custom Services
Producer server) already has the MDS data source configured, so this step is only
required if you do not want to use the pre-configured server MDS data source. Do not,
however, create a new MDS schema if it is being shared by other applications.

Caution: If you deploy using an MDS schema that was created
during the WebCenter Portal installation instead of using a custom
schema as described in this section, you risk damaging data in those
schemas.

At deployment time, some configuration information and application metadata
exported into the EAR file must be imported into a MDS schema for use in the
production environment. Importing the metadata occurs automatically during
deployment when you select a target metadata schema (as explained in Section 7.1.6,
"Deploying the Application to a WebLogic Managed Server").

You create the MDS schema using the Repository Creation Utility (RCU). After
creating the MDS schema, you must register it using either Fusion Middleware
Control, or from the command line using WLST.

This section contains the following subsections:

= Section 7.1.5.1, "Creating an MDS Schema Using the Repository Creation Utility"
= Section 7.1.5.2, "Registering an MDS Schema Using Fusion Middleware Control"
= Section 7.1.5.3, "Registering an MDS Schema Using WLST"

7.1.5.1 Creating an MDS Schema Using the Repository Creation Utility

Before you deploy an application, you must first create the MDS schema on a database
server instance using the Repository Creation Utility (RCU), and then register it on the
administration server for the domain to which you're deploying so that the
application's metadata can also be deployed.

When following these instructions, be sure to note the MDS schema name and the
login credentials for accessing it. You need this information for subsequent steps in the
deployment process.

To create the MDS schema:
1. Navigate to RCU_HOME/bin and start the RCU with the following command:

rcu

The RCU Welcome page displays (see Figure 7-2).
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Figure 7-2 RCU Welcome Page
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2. Click Next.
3. Select Create and click Next.

The Database Connection Details page displays (see Figure 7-3).
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Figure 7-3 Database Connection Details Page
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4. Provide the connection details for the database to which to add the schema by
selecting the Database Type, entering the Host Name, Port, Service Name,
Username and Password and clicking Next.

5. Click OK when prompted by the Prerequisites pop-up.
The Select Components page displays (see Figure 7-4).
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Figure 7-4 Select Components Page
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6. Check Create a New Prefix and enter a prefix to be prepended to the schema

name.

7. Check the Metadata Services component. All other components should be left

unchecked.

8. (Click Next, and click OK when prompted by the Prerequisites pop-up.

The Schema Passwords page displays (see Figure 7-5).
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Figure 7-5 Schema Passwords Page

I Repogitory Creation Utility - Step 4 of 7 2

X
Schema Passwords

i) FUSION MIDDLEWARE
-

I Wielcome
/'I\ Create Repositary () Use same passwords for all schemas

Databaze Connection Details

I

Select Companents
wl Schema Passwords

@ Specify different passwords for all schemas

Please enter the passwords for the main and additional {auxiliary) schema users. Password can contain
alphabets, numbers and the following special characters: §, #, _

() Use main schema passwords for auxiliary schemas

Compaonent ISchema Owner

ISchema Paszsward |C0m’irm Passward |

T Map Tablezpaces

Metadata services |MARLL_MDS

|wvmmnr I sesane I

S summary

|
I
1

 Completion Summary

Messages

[ = Barck ]L ﬂext>—|| Einizh H Cancel ]

9. Select how the schema password should be applied, and enter and confirm the

password.
10. Click Next.
11. On the Map Tablespaces page, click Next

12. When prompted to create the tablespaces, click OK, and then click OK again when

the operation is complete.

13. On the Summary page, click Create to create the schema.

14. On the Completion Summary page that indicates the successful completion of

creating the schema, click Close.

7.1.5.2 Registering an MDS Schema Using Fusion Middleware Control

Before you deploy your application, you must first register the new MDS schema with
the domain so that applications running on the Managed Server can access it.

To register an MDS repository using Fusion Middleware Control:

1. Open Fusion Middleware Control and log in to the target domain.

For information on logging into Fusion Middleware Control, see Section 6,
"Starting Enterprise Manager Fusion Middleware Control."

2. Inthe Navigation pane, expand the farm, then WebLogic Domain.

3. Select the domain to which you want to deploy.

4. From the WebLogic Domain menu, select Metadata Repositories.

The Metadata Repositories page displays (see Figure 7-6).
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Figure 7-6 Metadata Repositories Page
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5. In the Database-Based Repositories section, click Register.

The Register Database-Based Metadata Repository page displays (see Figure 7-7).

Figure 7-7 Register Database-based Metadata Repository Page
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6. In the Database Connection section, enter the following information:
= Database - select the type of database.
= Host Name - enter the name of the host.
s Port - enter the port number for the database (for example, 1521).

s Service Name - enter the service name for the database. The default service
name for a database is the global database name, comprising the database
name, such as orcl, and the domain name, such as example. com. In this
case, the service name would be orcl.example. com.
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= User Name - enter a username for the database which is assigned the SYSDBA
role (for example, SYS).

s Password - enter the password for the user.
= Role - select a database role (for example, SYSDBA).
Click Query.

A table is displayed that lists the schemas and their metadata repositories that are
available in the database.

Select a repository, then enter the following information:
= Repository Name - enter a name for the MDS schema.

= Schema Password - enter the schema password you specified when you
created the schema.

Click OK.

The repository is registered with the Oracle WebLogic Server domain.

7.1.5.3 Registering an MDS Schema Using WLST

You can also use WLST to register a database-based MDS repository from the
command line using the registerMetadataDBRepository command.

To register an MDS schema using WLST:

1.

Start WLST as described in Section 1.13.3.1, "Running Oracle WebLogic Scripting
Tool (WLST) Commands."

Register the MDS schema using the following command:

registerMetadataDBRepository (name='mds_name', dbVendor='db_vendor', host='host_
name', port='port_number',

dbName="'db_name', user='username', password='password', targetServers='target_
server')

Where:
» mds_name is the name of the MDS schema to register.
= db_vendor is the vendor of the database being used.

= host_name is the fully qualified server name of the database server of the
Database Server.

» port_number is the port number of the Database Server.

»  db_name is the name of the database being used to store the MDS.
» username is the database schema user name.

s passwordis the database schema password.

m target_server is the name of the target server. For multiple targets,
separate the target server names with a comma. Be sure to include the WLS
administration server in the list of targets so that the MDS database repository
name appears in the Deployment Plan dialog when you deploy your
application to it.

For example, to register the MDS schema mds1 on the Oracle database orcl on
the target server serverl with the host ID of example. com, you would use the
following command:

registerMetadataDBRepository (name='mdsl', dbVendor='ORACLE',

Deploying WebCenter Portal: Framework Applications  7-11



Deploying Framework applications

host="example.com',
port='1521"',dbName="'orcl', user='username', password='password',
targetServers="'serverl', 'AdminServer"')

7.1.6 Deploying the Application to a WebLogic Managed Server

For Framework applications created in JDeveloper, follow the process described in
"Extending an Existing Domain" in the Oracle Fusion Middleware Installation Guide for
Oracle WebCenter Portal to create and provision a new Oracle WebCenter Portal
Custom Portal server, or if portletized, Oracle WebCenter Portal Custom Services
Producer server before deploying.

Table 7-2 Deployment Targets

Application Type Managed Server Name
Framework applications WC_CustomPortal
WebCenter Portal Portlet WC_CustomServicesProducer

Producer applications

Non-WebCenter Portal WC_Portlet
Portl.et Broducer For portlet producer applications, you can either create a
applications

Managed Server instance or deploy to the WC_Portlet server.

Note: Oracle does not recommend deploying Framework
applications to any of the preconfigured Managed Servers created
during the installation, or to the Administration Server.

Framework applications can be deployed in several ways as described in the following
sections:

= Section 7.1.6.1, "Choosing the Information Artifact Store"

= Section 7.1.6.2, "Choosing the Data Source"

= Section 7.1.6.3, "Deploying Applications Using Oracle JDeveloper"

= Section 7.1.6.4, "Deploying Applications Using Fusion Middleware Control"

»  Section 7.1.6.5, "Deploying Applications Using WLST"

= Section 7.1.6.6, "Deploying Applications Using the WLS Administration Console"
»s  Section 7.1.6.7, "Saving and Reusing the Deployment Plan"

7.1.6.1 Choosing the Information Artifact Store

As explained in Section 7.1.3, "Preparing the Application EAR File," the packaged EAR
file consists of several information artifacts, which includes the application binaries,
the application configuration, the application metadata, and the portlet
customizations.

During the deployment, these information artifacts must be moved to the right
information store in the instance where application is deployed. The target
information stores for these artifacts are as described in Table 7-3:
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Table 7-3 Information Artifact Target Stores

Information Artifact Target Information Store

Application Binaries Target Server Instance
Application Configuration =~ MDS
Application Metadata MDS

Portlet Customizations Target Producer

Regardless of the tool you choose to deploy, you must supply the target information
store locations for correct deployment. The application deployment fails if the MDS
location is incorrect or not supplied. The application will still deploy, however, if the
target producer is incorrectly specified. If you incorrectly specify the target producer,
the portlets are not imported automatically and, consequently, are not operational. If
that happens, do one of the following:

= Edit the portlet producers connections post-deployment using Fusion Middleware
Control (see Section 24.2.1, "Registering a WSRP Producer Using Fusion
Middleware Control" and Section 24.4.1, "Registering an Oracle PDK-Java
Producer Using Fusion Middleware Control") or WLST commands (see
Section 24.2.2, "Registering a WSRP Producer Using WLST" or Section 24.4.2,
"Registering an Oracle PDK-Java Producer Using WLST"), and redeploy the
application.

= Export and import the portlet customization using WLST commands (see
Section 39.2, "Exporting and Importing Framework Applications for Data
Migration").

Note: If the application is deployed and the target producer is
incorrectly specified but the target exists, the portlets are imported but
to the wrong producer and the portlets are not operational.

7.1.6.2 Choosing the Data Source
There are three basic options for data sources:

= Deploying to a WebCenter Portal Custom Portal Managed Server using
pre-existing data sources

= Deploying to a Managed Server using global data sources not named
WebCenterDS or ActivitiesDS

= Deploying to a Managed Server using local application context data sources of any
name

This section describes the benefits and drawbacks of each of these options:

Deploying to a WebCenter Portal Custom Portal Managed Server using
pre-existing data sources

This option requires the least effort in enabling a Framework application to access the
required data sources, and is the recommended deployment path.

To deploy using pre-existing data sources, deselect the Auto Generate and
Synchronize weblogic-jdbc.xml Descriptors During Deployment check box on the
the Application Properties Deployment screen in JDeveloper.

If your application has existing database connections configured for WebCenterDS
and/or ActivitiesDS and these are not named "webcenter/CustomPortal" and
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"activities/CustomPortal" respectively, either the database connections should be
deleted from the application prior to deployment, or the database connections should
be created and named following the naming convention.

Deploying to a Managed Server using global data sources not named
WebCenterDS or ActivitiesDS

Use this deployment path when the application is not intended to run on a Managed
Server created with the Oracle WebCenter Custom Portal template, or is intended to
run against custom data sources not named "WebCenterDS" or "ActivitiesDS".

For this option the Framwork application should have had database connections
created and associated as either the WEBCENTER or ACTIVITIES schema. The Auto
Generate and Synchronize weblogic-jdbc.xml Descriptors During Deployment
check box on the Application Properties Deployment screen in JDeveloper should be
deselected. The global data sources intended to be used on the WLS server requires
them to be created with the JNDI names matching those of the database connections
created for the application in the JDeveloper project. For more information, see
Creating a JDBC Data Source on OTN.

Deploying to a managed server using local application context data sources of
any nhame

Use this deployment path if the application local context data sources are sufficient.

This choice requires only that the Framework application has a database connection
created for and associated with WwebCenterDS and/or ActivitiesDS (depending on
which services are being used in the application). The Application Properties
Deployment screen in JDeveloper should have the Auto Generate and Synchronize
weblogic-jdbc.xml Descriptors During Deployment check box selected.

7.1.6.3 Deploying Applications Using Oracle JDeveloper

You can deploy Framework applications to a WebLogic server instance directly from a
development environment using Oracle JDeveloper, if you have the necessary
credentials to access the WebLogic server. For more information, see "Creating a
WebLogic Managed Server Connection" and "Deploying a Framework application to a
Managed Server" in the Oracle Fusion Middleware Developer's Guide for Oracle WebCenter
Portal.

7.1.6.4 Deploying Applications Using Fusion Middleware Control

When deploying a Framework application using Fusion Middleware Control you
must know the location of the application archive, and whether a deployment plan
exists for the application. See Section 7.1.6.7, "Saving and Reusing the Deployment
Plan" for more information about deployment plans.

Note: Metadata repository and ADF connection details specified
during deployment are not stored as part of the deployment plan. You
will need to specify these deployment properties each time you
deploy the application.

If you plan on updating and deploy the application frequently and
want to maintain these configuration changes, it is recommended that
you make those configuration changes post-deployment using WLST
or Fusion Middleware Control. Such configuration changes are saved
in the deployment plan and persisted in the MDS repository and do
not need to be set again when you redeploy the application.
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Deploying Framework applications

To deploy a Framework application using Fusion Middleware Control:

1. Log in to Fusion Middleware Control.

See Section 6.1, "Displaying Fusion Middleware Control Console."

2, In the Navigation pane, expand WebLogic Domain and click the domain in which

your target Managed Server was created.

3. From the WebLogic Domain menu, select Application Deployment > Deploy.

The Select Archive page displays (see Figure 7-8).

Figure 7-8 Select Archive Page

wc_domain {Oracle Weblogic Domain) @

m]
Select Archive Select Target Application attributes  Deployment Settings

Select Archive @

Specify the application or the exploded directory. Optionally you can specify a deployment plan.

Archive or Exploded Directory
Jawa EE archive, Web Modules {WwaR files), EJB Modules (EJB JAR files) and Resource Adapter Modules {RAR files) can be
deployed, You can also deploy an exploded archive that is present on the server where Enterprise Manager is running,

(%) archive is on the machine where this web browser is running.

Browse:

(O archive or exploded directory is on the server where Enterprise Manager is running.

Deployment Plan

The deployment plan is a file that contains the deployment settings For an application, You can use a previously saved deployment
plan Far this application, Later in the deployment process, you can optionally edit the deployment plan and save it for a Future
deployment of this application. IF vou do not have a deployment plan, one will be created automatically during the deployment
process when deployment configuration is done,

(&) Create a new deployment plan when deployment configuration is done,

() Deployment plan is on the machine whers this web browser is running.

Browse..

() Deployment plan is on the server whers Enterprise Manager is running.

: Deploy Java EE Application Q

Cancel | Step1aof4 | Mext

=l Information

Use this page to deploy Java EE
applications that require Oracle
Metadata Services (MDS) or that take
advantage of the Oracle Application
Development Framework (Cracle ADF),

IF your application is a SOA composite,
use the SO4 Composite deployment
wizard,

If your application is not a S8
composite or it does not require an MDS
repositary or ADF connections, then you
can deploy your application using this
wizard o the Cracle WeblLogic Server
Administration Consals.

In the Archive or Exploded Directory section, do one of the following;:

»  Select Archive is on the machine where this web browser is running and
enter the location of the archive or click Browse to find the archive file.

= Select Archive or exploded directory is on the server where Enterprise
Manager is running and enter the location of the archive or click Browse to

find the archive file.

5. In the Deployment Plan section, do one of the following:

»  Select Create a new deployment plan when deployment configuration is
done to automatically create a new deployment plan after the redeployment

process.

»  Select Deployment plan is on the machine where this web browser is
running and enter the path to the plan or click Browse to find the plan.

= Select Deployment plan is on the server where Enterprise Manager is
running and enter the path to the plan or click Browse to find the plan.

6. Click Next.
The Select Target page displays (see Figure 7-9).
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Figure 7-9 Select Target Page
=
Select Archive Select Target  Application Attributes  Deployment Settings

Select Target Carcel || Back  StepZof 4 | Mext

Select the Weblogic server or cluster that you want this application to be deployed o,

Select Mame

Type Deployed Applications
IF] AdminServer Cracle Weblogic Server em, DMS Application#11.1.1.1.0, wsil-wls, wsm-pr
WC_Custom_Portal Cracle Weblogic Server DMS Application#11.1.1.1.0, wsil-wls, wsm-pm
IF] Wi_Portlet Cracle Weblogic Server DMS Application#11.1,1.1.0, wsi-wls, wsrp-tools-as#11,1.1.1.0, portalTools#11.1.1.1.0,
D WiC_Spaces

Cracle Weblogic Server webcenter-help#11.1.1.1.0, DMS Application#11.1.1.1.0, wsil-wls, webcenter, wsm-pm

Select the target server(s) to deploy the application to (see Section 7.1.6,

"Deploying the Application to a WebLogic Managed Server" for an overview of
selecting the targets) and click Next.

The Application Attributes page displays (see Figure 7-10).

Figure 7-10 Application Attributes Page

Application Attributes @ Cancel || Back | Step3of4 | Mext || Deploy

Archive Type Java EE Application (EAR file)
Archive Location  fnetfscratch/custom_appsiS34 1fondemand. ear
Deployment Plan Create a new plan
Deployment Target WC CustomPortal

* application Mame | gndemand

Context Root of Web Modules
Web Module

ondemand. war

Conkexk Rook

ondemand

Target Metadata Repository
Seleck the metadata repository and specify the partition in the repositary that the application will be deployed to,
* [epository Mame  mds-CustomPartalDs /
Repository Type Database
* Partition | ondemand

Distribution
(%) Distribute and start: application (servicing all requests)
(O Distribute and start: application in administration mode (servicing only administration requests)
(O Distribute only
F0ther Options

Under Target Metadata Repository, click the icon to display the Select metadata
repository window, from where you can select the repository for the application,

as shown in Figure 7-11. Use the Repository dropdown to select the required
repository and then click OK.

Note: The Target Metadata Repository option only displays if the
application has metadata to be imported into the MDS repository.
This option does not display for a portlet producer application.
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Figure 7-11 Select Metadata Repository Window

Metadata Repositories ]
Select the metadata repository that the application will be deploved to,

Repository

Repository Details
Mame  mds-CustomPortalDs
Type Database
IMDI Location  jdbefmds/CustomDa

Database Type Cracle

Database Name dbe529

Database User DADWM427_MDS

IoBC URL  jdbcioracle:thin: example.com: 1521:dbs529

OK || Cancel

9. Enter the name of the partition to use in the repository (typically, the name of the
application). Each application must have a unique partition in the repository.

10. Click Next.
The Deployment Settings page displays (see Figure 7-12).

Figure 7-12 Deployment Settings Page

Deployment Settings Cancel || Back |Step4af4 | Deploy
Archive Type  Java EE Application (EAR file) Application Mame  ondemand
Archive Location [netjexample/scratchfcustom_apps/5341fondemand. ear Version Y20
Deployment Flan Create a new plan Conkexk Root ondemand
Deployment Target  WC_CustomPortal Deplayment Mode  Distribute and start application (servicing all requests)
Deployment Tasks
The table below lists common tasks that you may wish to do before deploving the application.
Mame Go To Task Descripkion
Configure Web Madules / Configure the web madules in vour application,
Configure Application Security / Configure application policy migration, credential migration and ather security behavior,
Configure ADF Connections Va Configure the ADF connections defined in connections.,xml in this application.

ElDeployment Plan

= Information
The metadata repository and ADF connection configurations are not saved to the deployment plan. At deployment time, those changes will be directly saved in the archive that is
deployed,

‘au can optionally use the Edit Deployment Plan option ko set more advanced deployment options which the deployment tasks above do not cover,
Edit Deployment Plan

“¥ou can optionally save the deployment plan to vour local disk, You can redeplay this application later using vour saved deployment plan and not have to edit the deployment plan,
Save Deployment Plan

You have now provided the Target MDS location (described in Section 7.1.6,
"Deploying the Application to a WebLogic Managed Server").

11. Click the edit icon for Configure ADF Connections to check connection settings
associated with the Framework application.

The Configure ADF Connections page displays (see Figure 7-13).
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Figure 7-13 Configure ADF Connections Page

Configure ADF Connections Cancel | Step1of1 | Apply

ADF Connections
Configure the ADF connections defined in connections, xml in this application,

Connection Type Marme Description Edit
BPEL bpelconn BPEL connection /
External Application imext External application connection /
External Application mailext External application connection /
External Application skext External application connection /
Discussion Forurm Discussion Forurm ‘WebCenter Forum connection /
Portlet Producer: Oracle PDK-1ava Producer omniprod-urlconn Oracle PDK-1ava Portlet Producer connecl /
Mail Server mailconn WebCenter mail server connection /
Instant Messaging and Presence Presenceconn WebCenter instant messaging and preser /
Search SEesConn WebCenter secured enterprise search cor /
Content Repositary skconn ‘WebCenter content repository connectior /
Portlet Producer: W3RP Producer cmprod WSRP portlet producer connection /
Web Service cmprod-wsconn ‘Web service connection /

12. Click the edit icon for each connection and check that the connection settings are
correct for the target environment (for example, staging or production).

For a Discussion Forum connection (shown in Figure 7-14), for example, ensure
that the URL to the Discussions server, and the user account used to connect to the
server are correct for the target environment.

Figure 7-14 Discussion Forum Connection Settings
Configure ADF Connection = |

Connection Type  Discussion Forum
Mame  Discussion Forum
Description  WebCenker forum connection

Connection Details

URL | http: ffesample, com: 8390/ owe_discussions
Admin User Mame | areladmin

OK || Cancel

For WSRP producers, two connections are shown for each producer: a WSRP
Producer and a Web Service connection. Typically only the Web Service
connection must be changed to the target producer, and this contains four URL
endpoints, all of which must be changed. The WSRP Producer connection only
configures proxy settings that can be set independent of the default proxy setting
for the application server, if this is required.

If any connections to portlet producers in the EAR file must be changed to point to
producers in the target deployment environment, it is important to change them
here. This ensures the portlet customizations are imported to the target producers
as the application starts. For more information, see Section 7.1.6, "Deploying the
Application to a WebLogic Managed Server".
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13.

14.

15.

16.

17.

18.

Note: If any target producers are not reachable as the application
starts for the first time, the import fails. After the portlet producer
becomes reachable, restart the application and try to import again.

If you do not modify producer connections using the Configure ADF
Connections page and they are pointing to incorrect but reachable
producer locations (for example, a producer in a development
environment), portlets are imported to the incorrect producers.

To remedy, after deployment use Fusion Middleware Control (see
Section 24.2.1, "Registering a WSRP Producer Using Fusion
Middleware Control" and Section 24.4.1, "Registering an Oracle
PDK-Java Producer Using Fusion Middleware Control") or WLST
commands (see Section 24.2.2, "Registering a WSRP Producer Using
WLST" or Section 24.4.2, "Registering an Oracle PDK-Java Producer
Using WLST") to modify the producer URL endpoint, and then
redeploy the application as described in Section 7.3.2, "Redeploying
Framework Applications Using Fusion Middleware Control".

If required, specify additional deployment options such as the Web modules to
include in your application or security migration settings.

In the Deployment Plan section, click Edit Deployment Plan to optionally edit the
currently selected Deployment Plan.

In the Deployment Plan section, click Save Deployment Plan to optionally save
the currently selected Deployment Plan for reuse when you redeploy the
application.

To start the deployment process, click Deploy.
Fusion Middleware Control displays processing messages.
Click Close in the Deployment Succeeded page.

The Framework application (and its deployment plan) is now deployed on the
WebLogic Managed Server instance.

If you restart the WebLogic Managed Server on which you deployed the
application during your Fusion Middleware Control session, refresh the Farm
from the Farm menu to update the application status.

Note: If you configured connections during deployment these are
not stored as part of the deployment plan. You must specify these
connection details again the next time you deploy.

7.1.6.5 Deploying Applications Using WLST

To deploy a Framework application using the WLST command line, WLST must be
connected to the Administration Server. You must invoke the deploy command on
the computer that hosts the administration server.

To deploy a Framework application using WLST:

1.

Start the WLST shell.

For information on starting the WLST shell, see Section 1.13.3, "Oracle WebLogic
Scripting Tool (WLST)."

Connect to the Administration Server of your WebCenter Portal installation:
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connect ("user_name", "password", "host_id:port"

Where:

» user_name is the user name to access the Administration server (for example,
weblogic).

» passwordis the password to access the Administration server (for example,
weblogic).

»  host_idis the host ID of the Administration Server (for example,
myserver.example.com).

=  portis the port number of the Administration Server (7001 by default)
You should see the following message:
Successfully connected to Admin Server 'AdminServer' that belongs to domain
'wc_domain'.

3. Retrieve the MDS configuration by running the following command:

archive = getMDSArchiveConfig(fromLocation="'ear_file path')

where ear._file_ pathis the path and file name of the EAR file you are

deploying (for example, /tmp/myEarFile.ear). For more information, see the

getMDSArchiveConfig command in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

4, After retrieving the MDS configuration information from the EAR file, you must
set the proper MDS schema information according to your WebCenter Portal
setup (for example, your application might be using a database connection based
on a specific schema). To set the MDS schema information, run the following
command:

archive.setAppMetadataRepository (repository="'respository',partition="'partition'
,type='DB',jndi="'jndi")

Where:

s repositoryis the name of the database schema (for example,
mds-Feb23demo)

» partitionis the individual entity in the repository to allow each application
to have its own namespace (for example, webcenter).

= jndi is the path and name used to allow access by the application server's
other components (for example, jdbc/mds/Feb23demo)

5. After setting the MDS repository information, save function the MDS
configuration information with the following command:

archive.save()

6. Deploy the Framework application using the WLST deploy command.

deploy (app_name, path, [targets] [stageModel, [planPath], [options])

Where:

=  appName is the name of the Framework application to be deployed (for example,
composerWLSTApPD).

= pathis the path to the EAR file to be deployed (for example,
/tmp/customApp.ear).
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» targets specifies the target Managed Server(s) to which to deploy the
application (for example, CustomAppServer). You can optionally list multiple
comma-separated targets. To enable you to deploy different modules of the
application archive on different servers, each target may be qualified with a
module name, for example, modulel@serverl. This argument defaults to the
server to which WLST is currently connected.

= [stageMode] optionally defines the staging mode for the application you are
deploying. Valid values are stage, nostage, and external_stage.

s [planPath] optionally defines the name of the deployment plan file. The file
name can be absolute or relative to the application directory. This argument
defaults to the plan/plan.xml file in the application directory, if one exists.

s [options] is an optional comma-separated list of deployment options, specified
as name-value pairs. For more information about valid options, see the WLST
deploy command in the Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference.

When you see the following message, the application has been successfully deployed
and is ready to be accessed:

Completed the deployment of Application with status completed

Note: Since WLST does not prompt you to modify connections
during deployment, the connection information in the EAR file is used
to identify the target producer location in the last start-up. If that
location is unreachable, correct the location after deploying the
application by bringing up the target producers and restarting the
application. Migration of portlet customizations starts automatically.

If the producer connections point to incorrect producers (for example,
development producers), and those producers are reachable, the
migration of portlet customizations starts using those producers. Since
the migration completes, although incorrectly, restarting the
application does not automatically restart the migration process.

To remedy this, after deployment, use Fusion Middleware Control
(see Section 24.2.1, "Registering a WSRP Producer Using Fusion
Middleware Control" and Section 24.4.1, "Registering an Oracle
PDK-Java Producer Using Fusion Middleware Control") or WLST
commands (see Section 24.2.2, "Registering a WSRP Producer Using
WLST" or Section 24.4.2, "Registering an Oracle PDK-Java Producer
Using WLST") to modify the producer URL endpoint, and then
redeploy the application as described in Section 7.3.2, "Redeploying
Framework Applications Using Fusion Middleware Control."

7.1.6.6 Deploying Applications Using the WLS Administration Console

You can use the WLS Administration Console to deploy a Framework application or a
portlet producer application. However, the Console does not offer a means to change
ADF connections, including the essential MDS connection. To use the Console to
deploy a Framework application, the MDS connection in the EAR file must be
configured to the target deployment repository. Follow steps 1-5 in Section 7.1.6.5,
"Deploying Applications Using WLST," then follow the steps below to deploy a
Framework application or portlet producer application using the WLS Administration
Console.
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Note: Oracle does not recommend deploying Framework
applications to any of the preconfigured Managed Servers created
during the installation, or to the Administration Server. For
Framework applications created in JDeveloper, follow the process
described in "Extending an Existing Domain" in the Oracle Fusion
Middleware Installation Guide for Oracle WebCenter Portal to create and
provision a new WLS Managed Server before deploying. For portlet
producer applications, you can create a Managed Server instance, or
optionally deploy to the WC_Portlet server.

To deploy a Framework application or portlet producer application using the WLS
Administration Console:

1. Log in to the WLS Administration Console.

For information on logging into the WLS Administration Console, see
Section 1.13.2, "Oracle WebLogic Server Administration Console."

2. In the Domain Structure pane, click Deployments.

The Deployments Summary pane displays (see Figure 7-15).

Figure 7-15 Deployment Summary Pane

Summary of Deployments

Control | Monitoring

This page displays a list of Java EE applications and stand-alone application modules that have been installed to this domain, Installed
applications and modules can be started, stopped, updated {redeploved), or deleted from the domain by First selecting the application name
and using the controls on this page.

Tainstall a new application or module for deployment o targets in this domain, click the Install button,

[ Customize this table

Deployments

Install || Update || Delete Start~ || Stopw Showing 1 to 35 of 35 Previous | Mext
Deployment
[ | Name & State | Health | Type Order
[ | et oracle. domaing1.0,11.1.1.1.00 Active Library 100
[ | @t oracle. domain.webapp(l.0,11.1.1.1.00 Active Library 100
[ | wicustom. webcenter spaces(11.1.1,11.1.1} Active Library a00
Fl @ M35 Application (11.1.1.1.0) Active | 0K | Web Application 190
B T P ‘Welcome Page Application {11.1.0.0.00 Active | 0K | Web Application 150
: - Enterprise
H = B na
O LE |]de Active. | & OK Application Loy

3. On the Deployment Summary pane, click Install.
The Install Application Assistant page displays (see Figure 7-16).
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Figure 7-16 Install Application Assistant Page

Install Application Assistant

Back || Mext | Firizh | Cancel

Locate deployment to install and prepare for deployment

Select the file path that represents the application root directory, archive file, exploded archive directory, or application module descriptor that
wou wank to install, You can also enter the path of the application directory or file in the Path field,

Mote: Only valid file paths are displayed below, IF yvou cannat find your deployment: files, upload your file{s) andfor confirm that yvour application
contains the required deployment descriptors,

Path: fappforaclefproductifrmwhomefuser_projects/domainsfwebcenter/serversfidminSerserfuploac

Recently Used Paths: [appforacle/product] frwhome user_projects/domains/webcenter/servers{adminServer/upload
lappjoracle/product/frivwhome/webcenteroh)archives/applications
lappjoracle/product/frivwhome/webcenterohjwebcenter fmodules
Joracle.webcenter, spaces_11.1.1

lappjoracle/product/friwhome/webcenterohjwebcenter fmodules
loracle.webcenter framework_11.1.1

Current Location: J app J oracle [ product | frwhome | user_prajects | domains { webcenter | servers | AdminServer | upload

(O] jpdk.ear

LT wsrp-samples-as.ear

Back || Mext | Firizh | Cancel

4. Using the Install Application Assistant Path field, locate the EAR file that
corresponds to the Web application or portlet producer application you want to
install. Select the EAR file and click Next.

Page 2 of the Install Application Assistant page displays (see Figure 7-17).

Figure 7-17 Install Application Assistant - Page 2

Install Application Assistant

Back | | Mext | Firizh | Cancel

Choose targeting style

Targets are the servers, clusters, and virtual hosts on which this deployment will run, There are several ways you can target an application,
(%) Install this deployment as an application
The application and its components will be targeted to the same locations, This is the most common usage,
() Install this deployment as a library

Application libraries are deployments that are available For other deployments to share, Libraries should be available on all of the targets running
their referencing applications,

(O Install this deployment as an application, but target the components individually
Useful when one or more of the modules or components must have targets unigue from the rest of the application.

Back | | Mext | Firizh | Cancel

5. Select Install this deployment as an application (for both Framework applications
and portlet producers) and click Next.

Page 3 of the Install Application Assistant displays (see Figure 7-18).
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Figure 7-18 Install Application Assistant - Page 3

Install Application Assistant
Back | | Mext | Firizh | Cancel

Select deployment targets

Select the servers andjor clusters to which you want to deploy this application, {¥ou can reconfigure deployment targets later),

Available targets for jpdk :

Servers

[] adminServer

[] wc_Portlet

|:| WC_Services

|:| WC_Spaces

[] wc_customPortal

Back | | Mext | Firizh | Cancel

6. Select the deployment target to which to deploy the Web application and click
Next.

7. Review the configuration settings you specified, and click Finish to complete the
installation.

To change a producer URL after deployment, use Fusion Middleware Control (see
Section 24.2.1, "Registering a WSRP Producer Using Fusion Middleware Control"
and Section 24.4.1, "Registering an Oracle PDK-Java Producer Using Fusion
Middleware Control") or WLST commands (see Section 24.2.2, "Registering a
WSRP Producer Using WLST" or Section 24.4.2, "Registering an Oracle PDK-Java
Producer Using WLST") to modify the producer URL endpoint, and then redeploy
the application as described in Section 7.3.2, "Redeploying Framework
Applications Using Fusion Middleware Control."

7.1.6.7 Saving and Reusing the Deployment Plan

A deployment plan contains the configuration data needed to deploy an archive to a
Managed Server. You can create a deployment plan while you're building and testing
your application, or when you deploy your EAR file using Fusion Middleware Control
as described in Section 7.1.6.4, "Deploying Applications Using Fusion Middleware
Control." If there are deployment descriptors packaged within the EAR file, the
deployment uses the data in these files. If you need to make any changes to the

web . xml file, Oracle recommends that you create a deployment plan.

Once created, a deployment plan can be saved as part of the application properties on
the target Managed Server, and re-used when redeploying the application using
Fusion Middleware Control, as described in Section 7.3.2, "Redeploying Framework
Applications Using Fusion Middleware Control," or using WLST as described in
Section 7.3.3, "Redeploying Framework Applications Using WLST."

7.1.7 Migrating Customizations and Data Between Environments

You can export and import customizations made to pages, WebCenter Portal services,
and portlets (PDK-Java and WSRP version 2 producers) of a deployed application. For
more information, see Chapter 39.2, "Exporting and Importing Framework
Applications for Data Migration."
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7.1.8 Configuring Applications to Run in a Distributed Environment

For information about configuring your Framework application to run in a distributed
environment, see the Oracle Fusion Middleware Enterprise Deployment Guide for Oracle
WebCenter Portal, and "Configuring High Availability for Oracle ADF and WebCenter
Portal Applications" in the Oracle Fusion Middleware High Availability Guide.

7.2 Undeploying Framework applications

This section describes how to undeploy a Framework application or portlet producer
application using Fusion Middleware Control, or from the command line using WLST.

Note: When a Framework application is undeployed, its application

credentials and MDS customizations are kept in case the application is
redeployed to the same domain. If the application will not be
redeployed in this domain, or if it is important to reset these back to
initial conditions before the next deployment, then after undeploying
an application you can remove the application's credential map from
the Credential Store as described in Section 7.2.3, "Removing an
Application's Credential Map." You can also remove the MDS
repository partition as described in "Deleting a Metadata Partition
from a Repository" in the Oracle Fusion Middleware Administrator’s
Guide.

This section contains the following subsections:

Section 7.2.1, "Undeploying Framework Applications Using Fusion Middleware

Control"
Section 7.2.2, "Undeploying Framework Applications Using WLST"
Section 7.2.3, "Removing an Application's Credential Map"

7.2.1 Undeploying Framework Applications Using Fusion Middleware Control

This section describes how to undeploy a Framework application using Fusion
Middleware Control.

To undeploy a Framework application using Fusion Middleware Control:

1.

Log in to Fusion Middleware Control.
See Section 6.1, "Displaying Fusion Middleware Control Console."

From the Navigation pane, expand Application Deployments, then click the
application that you want to undeploy.

From the Application Deployment menu, select Application Deployment >
Undeploy.

On the confirmation page, click Undeploy.

When the operation completes, click Close.

7.2.2 Undeploying Framework Applications Using WLST

This section describes how to undeploy a Framework application using WLST.

To undeploy a Framework application using WLST:
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Start the WLST shell.

For information on starting the WLST shell, see Section 1.13.3, "Oracle WebLogic
Scripting Tool (WLST)."

Connect to the Administration Server of your WebCenter Portal installation:

connect ("user_name", "password", "host_id:7001"

Where:

= user_name is the user name to access the administration server (for example,
weblogic).

= password is the password to access the administration server (for example,
weblogic).

= host_id is the host ID of the administration server (for example,
myserver.example.com).

You should see the following message:
Successfully connected to Admin Server 'AdminServer' that belongs to domain
'wc_domain'.

Use the undeploy command to undeploy the application:

undeploy (app_name, [targets], [options])

Where:
= app_name is the deployment name for the deployed application.

[targets] is a list of the target servers from which the application will be
removed. Optional. If not specified, defaults to all current targets.

= [options] is a comma-separated list of deployment options, specified as
name-value pairs. Optional. See the deploy command for a complete list of
options.

7.2.3 Removing an Application's Credential Map

When a Framework application is undeployed, its application credentials are not
removed. Consequently, you must manually remove the credential map used for the
application after it is undeployed using Fusion Middleware Control.

To remove an application's credentials map using Fusion Middleware Control:

1.

Determine the credentials map name used by the application by inspecting the
contents of the application's adf-config.xml and locating the value for
adfAppUID. For example:

<adf:adf-properties-child
xmlns="http://xmlns.oracle.com/adf/config/properties">
<adf-property name="adfAppUID" value="Veeva-7209"/>
</adf:adf-properties-child>

In this case, Veeva-7209 is the credential map name used by the application.
Log in to Fusion Middleware Control.

For information on logging into Fusion Middleware Control, see Section 6,
"Starting Enterprise Manager Fusion Middleware Control."
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3. In the Navigation pane, expand the WebLogic Domain node and click the target
domain (for example, wc_domain).

4. From the WebLogic Domain dropdown menu, select Security > Credentials.

The Credentials pane displays (see Figure 7-19).

Figure 7-19 Credentials Pane

Credentials
A credential store is the repository of security data that certify the authority of entities used by Java 2, 12EE, and ADF applications.
Applications can use the Credential Store, a single, consolidated service provider to store and manage their credentials securely,

+ Credential Store Provider

o Creats Map o Creats Key UEdi. 3 Delete. .

Credential Type Description
+ Joracle.wsm.security

H [ |Veeva-7209
+ | |webcenter-1111

5. Select the credential map to remove and click Delete.

6. Click Yes to confirm deleting the credential map.

7.3 Redeploying Framework applications

This section describes how to redeploy a Framework application using Fusion
Middleware Control or from the command line using WLST. When you redeploy a
new version of an application, you cannot change:

= the application's deployment targets
= the application's security model

To change deployment targets or application security settings, you must first
undeploy the active version of the application. For information on how to undeploy an
application, see Section 7.2, "Undeploying Framework applications".

Note: Some system .EAR files, such as wcps-services.ear and
wsrp-tools-as.ear, are not versioned and were not intended to be
redeployed. Redeploying these files will generate an error.

This section contains the following subsections:
= Section 7.3.1, "Redeployment Considerations"

= Section 7.3.2, "Redeploying Framework Applications Using Fusion Middleware
Control"

= Section 7.3.3, "Redeploying Framework Applications Using WLST"
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7.3.1 Redeployment Considerations

In most cases, when redeploying an application, you want to preserve any changes to
application data. Three important pieces of information about an application can be
altered after deployment during run-time:

= Application Configuration -- which includes connection information.

= Application Metadata -- which includes the customizations and personalizations
on the application itself, such as those created when user edits a page and adds
content to it.

»  Portlets Preferences-- which includes customizations and personalizations of the
portlet instances.

Note: You must delete runtime customizations (customizations not
done through JDeveloper) before redeploying an updated application
that has had major changes to artifacts such as pages, connections, or
task flows.

The following subsections explain how to preserve these three types of information
about an application:

»  Section 7.3.1.1, "Preserving Application Configuration"
= Section 7.3.1.2, "Preserving Service and User Customizations"
m  Section 7.3.1.3, "Preserving Resource Customizations"

= Section 7.3.1.4, "Preserving Portlet Customizations"

Note: To preserve application information, you must redeploy using
the same MDS partition that was used or created using the initial
deployment.

7.3.1.1 Preserving Application Configuration

In most cases, the end-points of services and portlet-producers are different in a test or
staging environment than in a production environment. Therefore, when an
application is redeployed to a production environment, you must reconfigure the
application to work with the production environment services and producers or reuse
the configuration used previously. Fusion Middleware facilitates this by storing the
configuration information in the MDS repository.

When you deploy the application for the first time, the base document of the
application configuration is created in the MDS repository. This configuration is the
set of all of the application's connections and their properties that are packaged in the
EAR file. After the deployment, you may need to modify the connections using Fusion
Middleware Control or WLST in response to production needs. This reconfiguration
creates a layer of customization for the configuration changes in the MDS repository.

When you redeploy the application, the configuration packaged with the application is
laid down as the base document, but the customizations to the configuration are
preserved. Therefore, the application's redeployment settings match the most recent
configuration performed.

However, customizations are completely preserved only when there are no changes in
the base document. If you redeploy an application where the packaged connection
information has changed, the following can be expected:
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= A new connection is added to the packaged configuration.
The new connection should display without problems.

= A connection has been removed in the packaged configuration.
If you configured this connection after the last deployment, then the connection
does not display after deployment, and you must re-create it.

= A connection property has been changed in the packaged configuration.
The customized properties are used. Connection customizations are managed at
the individual connection level, and not at the properties level.

7.3.1.1.1 Preserving Configuration Across Deployment Using WLST

If you use WLST commands to configure the Framework application, you can easily
combine them into a script to remove all the connections and re-create them for the
configuration of the production instance. Using this approach, you can always
reconfigure an application to the target configuration without worrying about the
details in the packaged configuration.

7.3.1.2 Preserving Service and User Customizations

Application metadata can change post-deployment due to customizations done by
users at run time. When you redeploy the application, in most circumstances, you
must preserve this customization information so that users see exactly what they were
seeing before.

Application and user customizations are stored in the MDS repository, and the same
rules apply for preserving application metadata as for preserving configuration
settings.

When the application is redeployed, the base documents for all application artifacts
are replaced with what is packaged in the EAR file. However, customizations are
retained. There is no impact to this information unless the base artifact is changed, in
which case the same rules apply as for configuration settings, which are:

= If new elements are added to the package, then they appear as they are.

s If elements are removed from the package, for which customizations were created,
those customizations are ignored.

»  If elements are changed, then the effect depends on what exactly is changed, but
must be verified.

Best Practice Note: In some cases, you may want to export all
application and user customizations in a production application
instance and import it into a test or staging instance. You can then test
the application against those customizations to see that the new
changes do not have an undesired impact.

7.3.1.3 Preserving Resource Customizations

Users can create new resources at runtime using the Resource Manager. If you plan to
redeploy the application and want to preserve runtime-created resources, before
redeployment you must first download the resources from the running application
and import the resulting archive file into the design-time environment.

If you do not download and import runtime-created resources, they are lost upon
redeployment of the application. Any new pages created at runtime that use the lost
resources are still available even though the resources themselves are no longer
available in the Resource Manager. This is because the
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generic-site-resources.xml file, which is updated at runtime when new
resources are created, is overwritten on redeployment by the design-time version of

the file.

7.3.1.4 Preserving Portlet Customizations

Portlet customizations are packaged with the metadata in the EAR file. Application
startup after deployment kicks off the portlet customization migration to the target
producers. The target producers are identified by resolving connection customizations.
If you have modified your producer connections before redeployment, then those
modified connections are used to identify target producers. Note that if you redeploy
an EAR file with the same checksum (that is, the same file) as the pre-existing one,

portlet customization and personalizations are not overwritten.

7.3.2 Redeploying Framework Applications Using Fusion Middleware Control

This section describes how to redeploy a Framework application using Fusion

Middleware Control.

To redeploy a Framework application using Fusion Middleware Control:

1. Log in to Fusion Middleware Control. For more information, see Section 6.1,

"Displaying Fusion Middleware Control Console."

2. From the Navigation pane, expand the farm, then WebLogic Domain, and then

the domain.

3. Select the server to which to redeploy the application, and then right click and

select Application Deployment - Redeploy from the menu.
The Select Application page displays (see Figure 7-20).

Figure 7-20 Select Application Page

W _CustomPortal

Select Application
Select an application that you wank to redeploy,
Java EE Application Deployments
Select Mame Version Type State

O oms Application#11.1.1,1.0 11.1.1.1.0 ‘Web Module Active
O DiscussionAppay2.0 Wz.0 Application Retired
O DoclibPartliet#vz.0 Wz.0 Application Active
O FMw welcome Page Application#11.1.0,0.0 11.1.0.0.0 Application Active
O SampleApp#yz2.0 Wz.0 Application Active
O Schemadppayz.0 Wz.0 Application Active
O TopSelingItemsT askFlowPortlet Mok versioned Application Active
O appl115a Mok versioned Application Active
O applls Mok versioned Application Active
(@I Mok versioned Application Active
O multi_sar#v2.0 Wz.0 Application Active
O ondemand Mok versioned Application Active
O portalTools#11.1.1.1.0 11.1.1.1.0 Application Tew

4. Select the application that you want to redeploy.

5. Click Next to display the Select Archive page (see Figure 7-21).
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Figure 7-21 Select Archive Page

Select Archive @)

Specify the application or the exploded directory, Optionally vou can specify a deployment plan,

Archive or Exploded Directory
Java EE archive, Web Modules (WAR files), EJB Modules (EJE JAR Files) and Resource Adapter Modules (RAR files) can be
deploved, You can also deploy an exploded archive that is present on the server where Enterprise Manager is running.

(&) Archive is on the machine where this web browser is running.

Browse..

(" archive or exploded directary is on the server where Enterprise Manager is running.

Deployment Plan

The deployment plan is a file that contains the deployment settings for an application. You can use a previously saved deployment
plan for this application.Later in the deployment process, you can optionally edit the deployment plan and save it for a future
deployment of this application. If wou do not have a deployment plan, one will be created automatically during the deployment
process when deployment configuration is done,

(%) Create a new deployment plan when deployment configuration is done.
() Deployment plan is on the machine where this web browser is running.

Erows

() Deployment plan is on the server where Enterprise Manager is running.

Cancel | Step 1of 4 | Mext

=l Information

Use this page ko deploy Java EE
applications that require Oracle
Metadata Services (MDS) or that kake
advantage of the Oracle Application
Development Framework {Cracle ADF),

If vour application is a SOA composite,
use the S04 Composite deployment
wizard,

If your application is not a 504
composite or it does not require an MDS
repository or ADF connections, then you
can deploy your application using this
wizard or the Oracle Weblogic Server
Administration Cansale.

6. In the Archive or Exploded Directory section, do one of the following:

»  Select Archive is on the machine where this web browser is running and
enter the location of the archive or click Browse to find the archive file.

= Select Archive or exploded directory is on the server where Enterprise
Manager is running and enter the location of the archive or click Browse to

find the archive file.

7. In the Deployment Plan section, do one of the following:

»  Select Create a new deployment plan when deployment configuration is
done to automatically create a deployment plan after the redeployment

process.

s Select Deployment plan is on the machine where this web browser is
running and enter the path to the plan or click Browse to find the plan.

= Select Deployment plan is on the server where Enterprise Manager is
running and enter the path to the plan or click Browse to find the plan.

8. Click Next.

The Application Attributes page displays (see Figure 7-22).
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Figure 7-22 Application Attributes Page

Application Attributes @ Cancel || Back | Step 3of <

Archive Type Java EE Application (EAR File)
Archive Location  fnetfexample/scratchfcustom_apps/S341fondemand. ear
Deployment Plan Create a new plan
Deployment Target CustomAppServer

Application Mame  ondemand
Current Yersion  ¥2.0

Context Root of Web Modules

Web Module Context Rook
ondemand.war ondermand

Target Metadata Repository
Select the metadata repository and specify the partition in the repository that the application will be deployed to,

* Repository Mame  mds-CustomDS /
Repository Type Database

* Partition | ondermand

9. In the Context Root of Web Modules section, specify the context root for your
application if you have not specified it in application.xml. The context root is
the URI for the web module. Each web module or EJB module that contains web
services may have a context root.

10. In the Target Metadata Repository section, select the MDS repository and enter the
Partition.

Caution: Be careful to use the same repository connection and
partition name that you used when you originally deployed the
application. If you do not, all customizations are lost.

11. Click Next.
The Deployment Settings page displays (see Figure 7-23).

Figure 7-23 Deployment Settings Page

Deployment Settings Cancel
Archive Type Java EE Application (EAR File) Application Mame  ondemand
Archive Location  fnetfexample/scratchfcustom_apps/S341fondemand. ear Wersion Y20
Deployment Plan Create a new plan Context Fook ondemand
Deployment Target  WC_CustomPortal Deployment Mode  Distribute and start application {servicing all r

Deployment Tasks
The table below lists common tasks that you may wish to do before deploving the application,

Marme Go To Task Description

Configure Web Modules / Configure the web modules in your application,

Configure Application Security / Configure application policy migration, credential migration and other security behavior,
Configure ADF Connections / Configure the ADF connections defined in connections, xml in this application,

EDeployment Plan

12. On this page, you can perform common tasks before deploying your application,
such as configuring connections, or you can edit the deployment plan or save it to
a disk. You can:
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= Configure web modules
s Configure application security for application roles and policies
s Configure ADF connection settings

13. Click the edit icon for Configure ADF Connections to check connection settings
associated with the Framework application.

Note: Editing ADF Connections is only necessary for connections not
set after a prior deployment. Any connections configured after a prior
deployment will override settings you make during this step.

The Configure ADF Connections page displays (see Figure 7-24).
Figure 7-24 Configure ADF Connections Page
Configure ADF Connections Cancel | Step 1

ADF Connections
Configure the ADF connections defined in connections, xml in this application,

Connection Type Marme Description

BPEL bpelconn BPEL connection

External Application imext External application connection

External Application mailext External application connection

External Application skext External application connection
Discussion Forum Discussion Forum WebCenter forum connection

Portlet Producer: Oracle PDK-1ava Producer omniprod-urlconn Oracle PDK-1ava Portlet Producer connecl
Mail Server mailcann WebCenter mail server connection
Instant Messaging and Presence Presenceconn WebCenter instant messaging and preser
Search SEesConn WebCenter secured enterprise search cor
Content Repositary skconn ‘WebCenter content repository connectior
Portlet Producer: W3RP Producer cmprod WSRP portlet producer connection

Web Service cmprod-wsconn ‘Web service connection

14. Click the edit icon for each connection and check that the connection settings are
correct for the target environment (for example, staging or production).

For a Discussion Forum connection (shown in Figure 7-14), for example, ensure
that the URL to the discussions server, and the user account used to connect to the
server are correct for the target environment.
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Figure 7-25 Discussion Forum Connection Settings

Configure ADF Connection @

Connection Type  Discussion Forum
Mame  Discussion Forum
Description  WebCenker forum connection

Connection Details

URL | http: ffesample, com: 8390/ owe_discussions
Admin User Mame | areladmin

OK || Cancel

4

15. If required, specify additional deployment options such as the Web modules to
include in your application or security migration settings.

16. Expand Deployment Plan.
The Deployment Plan settings display (see Figure 7-26).

Figure 7-26 Deployment Settings Page - Deployment Plan Section

{ziDeployment Plan
= Information

The metadata repository and ADF connection configurations are not saved ta the deployment plan, At deployment time, those changes will be directly saved in the archive that is deployed.

Wou can optionally use the Edit Deployment Plan option to set more advanced deployment options which the deployment tasks above do not cover,
Edit Deployment Plan

‘ou can optionally save the deployment plan to wour lacal disk. You can redeploy this application later using your saved deployment plan and not have ta edit the deplayment plan.
Save Deployment Plan

You can edit and save the deployment plan to your local hard drive, if you choose,
so that you can use those settings to redeploy the application again later. See
Section 7.1.6.7, "Saving and Reusing the Deployment Plan" for more information
about deployment plans.

17. Click Redeploy.
18. When the redeployment completes, click Close.

Note: If you restart the WebLogic Managed Server on which you
deployed the application during your Fusion Middleware Control
session, refresh the Farm from the Farm menu to update the
application status.

7.3.3 Redeploying Framework Applications Using WLST

To redeploy a Framework application using the WLST command line, WLST must be
connected to the administration server. You must invoke the redeploy command on
the computer that hosts the administration server.
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To redeploy a Framework application using WLST:

1.

Start the WLST shell.

For information on starting the WLST shell, see Section 1.13.3, "Oracle WebLogic
Scripting Tool (WLST)."

Connect to the administration server of your WebCenter Portal installation:

connect ("user_name", "password", "host_id:port"

Where:

» user_name is the user name to access the administration server (for example,
weblogic).

» passwordis the password to access the administration server (for example,
weblogic).

»  host_idis the host ID of the administration server (for example,
myserver.example.com).

= portis the port number of the Administration Server (7001 by default).
You should see the following message:
Successfully connected to Admin Server 'AdminServer' that belongs to domain
'wc_domain'.

Use the redeploy command to redeploy the application:

redeploy (app_name, [planPath], [options])

Where:
» app_name is the deployment name for the application to redeploy.

» [planPath] Name of the deployment plan file. The filename can be absolute
or relative to the application directory. Optional. This argument defaults to the
plan/plan.xml file in the application directory, if one exists.

s [options] is a comma-separated list of deployment options, specified as
name-value pairs. Optional. See the deploy command for a complete list of
options.

7.4 Post-Deployment Configuration

After your Framework application is deployed, you must check that the settings that
were deployed are valid for the target Managed Server. Settings to check include those
for security, connections, and data sources.

This section includes the following subsections:

Section 7.4.1, "Checking Security Configurations After Deployment”
Section 7.4.2, "Checking Application Connections After Deployment"
Section 7.4.3, "Checking Data Source Connections"

Section 7.4.4, "Tuning the Application"

7.4.1 Checking Security Configurations After Deployment

Before deploying your application you must set up the Identity Store and the Policy
and Credential Store on the target Managed Server. After deployment, check that the
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application configurations match those of the target server. You should also check that
all other applicable post-deployment security configurations, such as SSL and single
sign-on, have been properly configured, as described in Section 28.2.5,
"Post-deployment Security Configuration Tasks."

7.4.2 Checking Application Connections After Deployment

After deploying your Framework application, check that all of the connections used by
your application have been properly set. Connections that you may have to configure
or reconfigure include connections for:

= BPEL Worklists

= External applications

»  Discussions server

= Mail server

= Instant Messaging and Presence (IMP) server
= Search

= WSRP producers

= PDK-Java portlet producers
s Web Services

= content repositories

= personal event server

= analytics collector

7.4.3 Checking Data Source Connections

After deploying your Framework application to a custom Managed Server, check that
the data sources that you configured during testing are still valid for the deployed
application. For information on how to configure data sources for the Metadata
Services (MDS) repository your Framework application, see "Configuring JDBC Data
Sources" in Oracle Fusion Middleware Configuring and Managing [DBC Data Sources for
Oracle WebLogic Server. Note that when setting up the data source, you must provide a
password or the connection may not be created when the application is deployed.

7.4.4 Tuning the Application

After your Framework application has been deployed and correctly configured, check
the system file limit, data source settings, and JRockit virtual machine (JVM)
arguments as described in Section A.4, "Tuning Oracle WebCenter Portal
Performance." Also see the chapter on "Oracle WebCenter Portal Performance Tuning'
in the Oracle Fusion Middleware Performance and Tuning Guide, and Section 38,
"Monitoring Oracle WebCenter Portal Performance” for information on how to
diagnose performance problems.

1
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Starting and Stopping WebCenter Portal
Applications

Most WebCenter Portal application configuration changes that you make, through
Fusion Middleware Control or using WLST, are not dynamic; you must restart the
managed server on which the application is deployed for your changes to take effect.
For example, when you add or modify connection details for WebCenter Portal
services such as Announcements, Discussions, Documents, Mail, and so on, you must
restart the application's managed server.

There are several exceptions; portlet producer and external application registration is
dynamic. Any new portlet producers and external applications that you register are
immediately available in your WebCenter Portal application and any changes that you
make to existing connections take effect immediately too.

This chapter includes the following sections:
= Section 8.1, "Starting Node Manager"

= Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments"

»  Section 8.3, "Starting and Stopping the Spaces Application"
= Section 8.4, "Starting and Stopping Framework Applications"

You perform all start and stop operations from the Oracle WebLogic Server
Administration Console too. See also "Starting and Stopping Servers" in Oracle Fusion
Middleware Managing Server Startup and Shutdown for Oracle WebLogic Server.

Note: Node Manager must be running before you can start and stop
administration servers, managed servers, and WebCenter Portal
applications through Fusion Middleware Control or Oracle WebLogic
Server Administration Console.

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools".
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8.1 Starting Node Manager

Node Manager must be running before you can start and stop administration servers,
managed servers, and WebCenter Portal applications through Fusion Middleware
Control or Oracle WebLogic Server Administration Console. Node Manager starts
after installation, so you only need to restart Node Manager if someone specifically
shuts it down.

For information on how to start Node Manager with startNodeManager . sh, see
"Using Node Manager" in the Oracle Fusion Middleware Node Manager Administrator’s
Guide for Oracle WebLogic Server.

8.2 Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments

Most WebCenter Portal configuration changes that you make, through Fusion
Middleware Control or using WLST, are not dynamic; you must restart the managed
server on which the application is deployed for your changes to take effect.

When you start or restart a managed server, all applications deployed on the managed
server start automatically, see also Table 8-1.

Table 8-1 Oracle WebCenter Portal Managed Servers and Applications

Managed Server Application(s)
WC_Spaces webcenter (Spaces Application)
webcenter-help (Spaces Online Help)
WC_Portlet portalTools (OmniPortlet and Web Clipping)
wsrp-tools (WSRP Tools)
pagelet-producer (Pagelet Producer)
services-producer (WebCenter Services Producer)
WC_Collaboration owc_discussions (Discussions Server)
WC_Utilities analytics-collector (Analytics)

activitygraph-engines  (Activity Graph)
wcps-services (Personalization Services)

WC_CustomPortal <your_webcenter_portal_framework_application_name>

Note: This section describes how to start and stop WebCenter Portal
managed servers listed in Table 8-1. To start and stop managed
servers for other components, refer to:

= Oracle WebCenter Content managed server, see Oracle WebCenter
Content Installation Guide

»  Oracle SOA Server managed server, see Oracle Fusion Middleware
Installation Guide for Oracle SOA Suite and Oracle Business Process
Management Suite

While a specific order in which to start managed servers is not mandated, if you must
start multiple managed servers, it is good practice to start the managed server on
which Spaces or your Framework application is deployed last.
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To start, stop, or restart a WebCenter Portal managed server through Fusion
Middleware Control:

1. Login to Fusion Middleware Control.
2. Expand WebLogic Domain in the Target Navigation Pane.
3. Expand wc_domain, and select the managed server you want to start or stop.

The home page for the managed server displays (Figure 8-2).

Figure 8—-1 Managed Server Home Page

ORACLE Enterprise Manager 11g Fusion Middleware Control
% Farm &, Topology

- < WOC_Spaces @ Logged in as weblogi
= % Farm_wc_domain 5 ‘WeblLogic Server « Page Refreshed
3 application Deployrents
[ soa = Summary @
I =] [ WebLogic Domain |
= ﬁf wi_domain General
i . 5 To configure and manage this \WeblLogic
&5l Admingerver Up Since Dec 5, 2010 11:03:28 PM

Server, use the Cracle Weblogic Server

§| WC_Collabar ation Stake Running Administration Console,
Health Ok
Heap Usage (ME) 471.61 Work Manager
ilities Jawva Yendor  Sun Microsystems Inc. Requests {per minuke) 233,26
3 Metadata Repositories Jawa Version 1,6,0_07 Pending Requests 1
3 User Messaqing Service
[ webCenter Servlets and 15Ps ™Ms
Active Sessions 21 5 Servers 0
Request Processing Time (ms) 4 Pending Messages 0
Requests (per minute) 18,71 Current Messages 0
Target Navigation Pane ElBs IDBC and JTA Usage

4. From the WebLogic Server menu:
= To start the managed server, choose Control > Start Up.

= To stop the managed server, choose Control > Shut Down.

Figure 8-2 Managed Server Start Up or Shut Down

ORACLE Enterprise Manager 11g Fusion Middleware Control
EfiFarm v | 2 Topalagy

- < WC_Spaces @ Logged in as weblogi
= % Farm_wc_domain §| Wweblogic Server - Page Refreshed
[ application Deplayments Harme
[ 5o @
[= [ weblogic Domain
) Contral 4 Skart Up
= ﬁf wic_domain
- N ) ] ]
&l adminserver Logs Shut Down. .. rfigure and manage thls WeblLogic
) Brver, Use the Oracle Weblogic Server
5l WC_Collaboration administration Console,
g WC Partlet Performance Summary
| 1M Performance Work Manager
5 WC_bilities Port Lsage s Inc., Requests (per minuke) 233.26
[ Metadata Repositories Pending Requests 1
[ User Messaqing Service Application Deployment »
™S
[ webCenter Swskern MBean Browser
Wb Services M5 Servers 0
Pending Messages 0
71 Current Messages 0
T Deployment Server Consale
JDBC and JTA Usage

Alternatively, right-click the name of the managed server in the Target Navigation
Pane to access menu options for the managed server.
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To start and stop WebCenter Portal managed servers using command line tools, see
"Starting and Stopping WebLogic Managed Servers Using the Command Line" in
Oracle Fusion Middleware Administrator’s Guide.

8.3 Starting and Stopping the Spaces Application
It's easy to start, restart, and shut down Spaces from Fusion Middleware Control:
= Starting Spaces Using Fusion Middleware Control
= Stopping Spaces Using Fusion Middleware Control
Alternatively, use WLST:
»  Starting Spaces Using WLST
»s  Stopping Spaces Using WLST

You can also start Spaces through Oracle WebLogic Server Administration Console.

Note: Application configuration changes require you to restart the
WC_Spaces managed server on which Spaces is deployed. For details,
see Section 8.2, "Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments".

8.3.1 Starting Spaces Using Fusion Middleware Control

Starting Spaces makes the application available to its users; stopping it makes it
unavailable.

To start Spaces through Fusion Middleware Control:

1. In Fusion Middleware Control, navigate to the home page for the Space
application.

See Section 6.2, "Navigating to the Home Page for the Spaces Application".

2. From the main WebCenter Portal menu, choose WebCenter > Portal> Control>
Start Up.

Alternatively, right-click WC_Spaces in the Target Navigation Pane to access this
menu option.

A progress message displays.
3. Click Close.

Note how the application status changes to Up (Green arrow).

8.3.2 Starting Spaces Using WLST

Use the WLST command startApplication to start Spaces. For command syntax
and detailed examples, see "startApplication" in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

For the Spaces application, the appName argument is always webcenter.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."
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8.3.3 Stopping Spaces Using Fusion Middleware Control

When you stop the Spaces application no one can use it. Stopping an application does
not remove its source files from the server; you can later restart a stopped application
to make it available again.

When you stop Spaces, the managed server on which the Spaces application is
deployed (WC_Spaces) remains available.

To stop a Spaces application through Fusion Middleware Control:
1. In Fusion Middleware Control, navigate to the home page for Spaces.

See Section 6.2, "Navigating to the Home Page for the Spaces Application".
2. From the main menu, choose WebCenter > Portal >Control > Shut Down.

Alternatively, right-click WC_Spaces in the Target Navigation Pane to access this
menu option.

3. Click OK to continue.
A progress message displays.
4. C(Click Close.

Note how the status changes to Down (Red arrow).

8.3.4 Stopping Spaces Using WLST

Use the WLST command stopApplication to stop the Spaces application. For
command syntax and detailed examples, see "stopApplication" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

For the Spaces application, the appName argument is always webcenter.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

8.4 Starting and Stopping Framework Applications

It's easy to start and shut down Framework applications from Fusion Middleware
Control:

= Starting Framework Applications Using Fusion Middleware Control
»  Stopping Framework Applications Using Fusion Middleware Control
Alternatively, use WLST:

s Starting Framework Applications Using WLST

=  Stopping Framework Applications Using WLST

You can also start Framework applications through Oracle WebLogic Server
Administration Console.

Note: Application configuration changes require you to restart the
managed server on which the Framework application is deployed. For
details, see Section 8.2, "Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments".
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8.4.1 Starting Framework Applications Using Fusion Middleware Control

Starting a Framework application makes it available to its users; stopping it makes it
unavailable.

When you stop a Framework application, the managed server on which it is deployed
remains available.

To start a Framework application through Fusion Middleware Control:

1. In Fusion Middleware Control, navigate to the home page for the Framework
application.

See Section 6.3, "Navigating to the Home Page for Framework Applications".

2. From the Application Deployment menu, choose Application Deployment
>Control > Start Up.

Alternatively, right-click the name of the Framework application in the Target
Navigation Pane to access this menu option.

A progress message displays.
3. Click Close.

Note how the application status changes to Up (Green arrow).

8.4.2 Starting Framework Applications Using WLST

Use the WLST command startApplication to start a Framework application. For
command syntax and detailed examples, see "startApplication" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

8.4.3 Stopping Framework Applications Using Fusion Middleware Control

When you stop a Framework application no one can use it. Stopping an application
does not remove its source files from the server; you can later restart a stopped
application to make it available again.

Note: You can also stop WebCenter Portal: Spaces through Oracle
WebLogic Server Administration Console.

To stop a Framework application:

1. In Fusion Middleware Control, navigate to the home page for the Framework
application.

See Section 6.3, "Navigating to the Home Page for Framework Applications".
2. From the main menu, choose Application Deployment >Control > Shut Down.

Alternatively, right-click the name of the Framework application in the Target
Navigation Pane to access this menu option.

3. Click OK to continue.
A progress message displays.

4. C(Click Close.
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Note how the status changes to Down (Red arrow).

8.4.4 Stopping Framework Applications Using WLST

Use the WLST command stopApplication to stop a Framework application. For
command syntax and detailed examples, see "stopApplication" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."
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Setting WebCenter Portal Application
Properties

This chapter includes the following sections:

= Section 9.1, "Setting Application Properties for the Spaces Application"

= Section 9.2, "Setting Application Properties for Framework Applications"
= Section 9.3, "Specifying the BPEL Server Hosting Spaces Workflows"

= Section 9.4, "Configuring Search Crawlers"

= Section 9.5, "Setting Search Options"

= Section 9.6, "Choosing a Channel for Notification Messages"

m  Section 9.7, "Setting Up a Proxy Server"

= Section 9.8, "Exposing Spaces Templates From a Previous Release"

= Section 9.9, "Setting a Session Timeout for the Spaces Application"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin role through the Oracle WebLogic Server Administration Console).
See also, Section 1.8, "Understanding Administrative Operations, Roles, and Tools".

9.1 Setting Application Properties for the Spaces Application

The Spaces home page (in Fusion Middleware Control) is your starting place for
configuring Spaces application deployments. Just like any other J2EE application, you
can configure ADE, MDS, security policies and roles, and so on, from here. You can
also configure back-end service connections, external applications, and portlet
producers for the Spaces application. To access this page, see Section 6.2, "Navigating
to the Home Page for the Spaces Application".

Additionally, there are several application-level settings for configuring Spaces
workflows and Oracle SES search crawling in Spaces. Application settings are
described in the following sections:

= Section 9.3, "Specifying the BPEL Server Hosting Spaces Workflows"
= Section 9.4, "Configuring Search Crawlers"
= Section 9.5, "Setting Search Options"

= Section 9.6, "Choosing a Channel for Notification Messages"
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= Section 9.7, "Setting Up a Proxy Server"
= Section 9.8, "Exposing Spaces Templates From a Previous Release"

m  Section 9.9, "Setting a Session Timeout for the Spaces Application"

9.2 Setting Application Properties for Framework Applications

The J2EE Application Deployment home page (in Fusion Middleware Control) is your
starting place for configuring application deployments developed with WebCenter
Portal: Framework. Just like any other J2EE application, you can configure ADF, MDS,
security policies and roles, and so on, from here. You can also configure back-end
service connections, external applications, and portlet producers. To access this page,
see Section 6.3, "Navigating to the Home Page for Framework Applications".

Additionally, there are several application-level settings for configuring proxy servers,
search settings, and a notification channel for the Framework application. Application
settings are described in the following sections:

= Section 9.4, "Configuring Search Crawlers"

= Section 9.5, "Setting Search Options"

= Section 9.6, "Choosing a Channel for Notification Messages"

m  Section 9.7, "Setting Up a Proxy Server"

See also, Appendix A.4, "Tuning Oracle WebCenter Portal Performance".

9.3 Specifying the BPEL Server Hosting Spaces Workflows

Spaces uses the BPEL server included with the Oracle SOA Suite to host internal
workflows, such as space membership notifications, space subscription requests, and
so on. To enable workflow functionality inside the Spaces application, a connection to
this BPEL server is required.

Note: Spaces workflows must be deployed on the SOA managed
server that Spaces is configured to use. See also, "Back-End
Requirements for Spaces Workflows" in Oracle Fusion Middleware
Installation Guide for Oracle WebCenter Portal.

To configure a connection to Spaces workflows:

1. Login to Fusion Middleware Control, and navigate to the home page for
WebCenter Portal: Spaces.

See Section 6.2, "Navigating to the Home Page for the Spaces Application".

2. From the WebCenter Portal menu, choose Settings > Application Configuration.
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Figure 9-1 Choosing the BPEL Server Where Spaces Workflows are Deployed
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3. From the Connection Name dropdown, choose the name of the connection you
require.

The connections on offer are those currently configured for the Worklist service in
Spaces.

Ensure that you choose the connection that points to the SOA instance in which
Spaces workflows are deployed. If that connection is not listed you must create it.
To define the connection, see Section 23.4, "Setting Up Worklist Connections".

4. Click Apply.

5. Restart the managed server on which the Spaces application is deployed to effect
this change.

See Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments".

9.4 Configuring Search Crawlers

Post deployment, administrators can configure search crawlers for Spaces or their
Framework application. Both Spaces and Framework applications can use either
Oracle Secure Enterprise Search (SES) or WebCenter Portal’s own search adapters.
Search crawler configuration for the Spaces application is slightly different to other
Framework applications, so ensure that you follow the appropriate documentation for
your application.

Spaces Application

Out-of-the-box, the Spaces application uses WebCenter Portal’s own Search service for
searching and returning Spaces content. If preferred, you can use Oracle Secure
Enterprise Search (SES) to search and return unified results for most Spaces resources,
including documents, discussions, announcements, spaces, lists, pages, wikis and
blogs. To set up Oracle SES searching, see Section 22.6, "Configuring Oracle SES to
Search Spaces Applications".

Framework Applications

By default, Framework applications are configured to use Oracle SES crawlers. If you
do not want to use Oracle SES you can specify that WebCenter Portal’s own search
adapters are used instead. For details, see Section 22.5, "Configuring Oracle SES to
Search Framework Applications".

Setting WebCenter Portal Application Properties 9-3



Setting Search Options

9.5 Setting Search Options

Post deployment, administrators can fine-tune search settings to suit their WebCenter
Portal application. For example, you can set suitable search timeouts and specify how
many search results to return and display.

Note: The following steps describe how to set search options using
Fusion Middleware Control. You can set the same options using
WLST commands, for details, see "setSearchConfig" in Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

To set search parameters using Fusion Middleware Control:

1. Login to Fusion Middleware Control, and navigate to the home page for your
WebCenter Portal application:

Section 6.2, "Navigating to the Home Page for the Spaces Application".
Section 6.3, "Navigating to the Home Page for Framework Applications".
2. From the WebCenter Portal menu, choose Settings > Application Configuration.

3. Configure Search Settings as required.

Element Description

Oracle Secure Enterprise Search Data  Specify the Oracle SES data group in which to search.
Group If no value is provided, then everything in the Oracle
SES instance is searched.

Execution Timeout (ms) Enter the maximum time that a service is allowed to
execute a search (in ms).

Executor Preparation Timeout (ms) Enter the maximum time that a service is allowed to
initialize a search (in ms).

Results per Service - Saved Search Enter the number of search results displayed, per

Task Flows service, in a Saved Search task flow.

Results per Service - Search Page Enter the number of search results displayed, per

service, for searches submitted from the main search
page. Users can click Show All if they want to see all
the results.

Number of Saved Searches in Search ~ Enter the number of saved searches displayed in the
Page Saved Search list (on the main search page).

4. Click Apply.

5. Restart the managed server on which the Spaces application is deployed to effect
this change.

See Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments".

9.6 Choosing a Channel for Notification Messages

In Spaces and Framework applications, users can subscribe to services and application
objects in which they have a particular interest and are subsequently notified of
changes and updates that affect their subscribed services and objects.
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Notification messages can be routed through a BPEL server or a mail server and it is
the system administrator’s job to configure the channel that is used. For more
information, see Section 19.2, "Setting Up Notifications".

9.7 Setting Up a Proxy Server

A proxy server is required if you want to enable external RSS news feeds and external
links in Activity Stream task flows in your WebCenter Portal application. The RSS
service and the Activity Stream service share the same proxy server settings.

You can set up a proxy server using Fusion Middleware Control or WLST.

This section includes the following subsections:

= Section 9.7.1, "Setting Up a Proxy Server Using Fusion Middleware Control"
= Section 9.7.2, "Setting Up a Proxy Server Using WLST"

9.7.1 Setting Up a Proxy Server Using Fusion Middleware Control

To set up a proxy server using Fusion Middleware Control:

1. Log on to Fusion Middleware Control and navigate to the home page for your
WebCenter Portal application:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"”
2. Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Application Configuration.

»  For a Frameowrk application - From the Application Deployment menu,
choose WebCenter Portal > Application Configuration.

3. In the Proxy Server section, enter the host name and the port number of the proxy
server. For details, see Table 9-1.

Table 9-1 RSS Proxy Server Details

Field Description
Proxy Host Enter the host name of the proxy server.
Proxy Port Enter the port number on which the proxy server is running.

4. Click Apply to save this connection.

5. Restart the managed server to which your WebCenter Portal application is
deployed. For more information, see Section 8.2, "Starting and Stopping Managed
Servers for WebCenter Portal Application Deployments."

9.7.2 Setting Up a Proxy Server Using WLST

Use the WLST command setRssProxyConfig to specify the proxy host and port
number used by RSS news feeds and Activity Stream task flows. For command syntax
and examples, see the section, "setRssProxyConfig" in Oracle Fusion Middleware
WebLogic Scripting Tool Command Reference.

For information about how to run WLST commands, see Section 1.13.3.1, "Running
Oracle WebLogic Scripting Tool (WLST) Commands."
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Note: To start using the new proxy details, you must restart the
managed server in which your WebCenter Portal application is
deployed. For more information, see the section, "Starting and
Stopping WebLogic Managed Servers Using the Command Line" in
Oracle Fusion Middleware Administrator’s Guide.

Use the getRssProxyConfig command to find out the current proxy host and port
used by RSS and Activity Stream task flows. If you want to delete the current proxy
host and port settings, use the unsetRssProxyConfig command. For more
information, see the section "RSS News Feeds" in Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

9.8 Exposing Spaces Templates From a Previous Release

Out-of-the-box, the Spaces application provides several templates for building spaces,
including Team Site, Portal Site, Document Exchange, and more. For details, see
"Working with Space Templates" in Oracle Fusion Middleware User's Guide for Oracle
WebCenter Portal: Spaces.

Previous releases of Spaces supplied a different template set, namely Basic, Community
Of Interest, and Group Project. While Oracle considers these templates deprecated, you
can expose them in your latest Spaces version as follows:

1. Log in to SQLPlus as DBA or another administrative user to the WebCenter Portal
database.

2. Execute one or more of the following commands:
= To expose the Basic template:

insert into WC_SPACE_HEADER values
('webcenter',
'sdfcd3cd3_8ab3_4a7c_872f_74ded6969cef', 'Basic', 'Basic', 'Template for a

Space with minimal initial content',

'y','N','N','N','N','N','N','N',1, '/oracle/webcenter/space/metadata/spacete
mplate/Basic/images/wc_blank_icon.png',

' /oracle/webcenter/space/metadata/spacetemplate/Basic/images/wc_blank_logo.
png', 'Blank', 'system', '30-0CT-09 12.00.00.000000000 AM',

'weblogic', '30-0CT-09 12.00.00.000000000 AM',"'","",'",'Y"',0,0,1);

= To expose the Community of Interest template:

insert into WC_SPACE_HEADER values

('webcenter', 's5dd6déb3_7f5f_ 4flc_8ee6_ce305469f1b3 "', 'ProjectSpace', 'Group
Project', 'Template for a Space based on completing a project',

'y','N','N','N','N','N",'N','N',1, "' /oracle/webcenter/space/metadata/spacete
mplate/ProjectSpace/images/wc_prj_icon.png',

' /oracle/webcenter/space/metadata/spacetemplate/ProjectSpace/images/wc_prj_
logo.png', 'project,group, team', 'system', '30-0CT-09 12.00.00.000000000 AM',

'weblogic', '30-0CT-09 12.00.00.000000000 AM',"","","'",'Y",0,0,1);
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= To expose the Group Project template:

insert into WC_SPACE_HEADER values
('webcenter',
'sb175bdde_4cb8_4da8_bcdb_effl3e59da2d', 'CommunityOfInterest', 'Community of

Interest', 'Template for a Space based on a common interest',

'y','N','N','N','N','N','N','N',1, '/oracle/webcenter/space/metadata/spacete
mplate/CommunityOfinterest/images/coi_icon.png',

' /oracle/webcenter/space/metadata/spacetemplate/CommunityOfinterest/images/
coi_logo.png', 'community', 'system', '30-0CT-09 12.00.00.000000000 AM"',

'weblogic', '30-0CT-09 12.00.00.000000000 AM',"","",'",'Y"',0,0,1);

The templates are available immediately. You are not required to restart the Spaces
application.

9.9 Setting a Session Timeout for the Spaces Application

A default session timeout for a Spaces application is derived from the HTTP session
timeout specified in web . xm1. Out-of-the-box, the web . xm1 setting for
<session-timeout> is 45 minutes.

Administrators can use the wcSessionTimeoutPeriod attribute in
webcenter-config.xml to increase or decrease the session timeout if required.

To modify the session timeout for the Spaces application:

1.

Export the latest webcenter-config.xml from MDS.
For example:

exportMetadata (application='webcenter', server='WC_Spaces',
toLocation="'/tmp/mydata',
docs="'/oracle/webcenter/webcenterapp/metadata/mdssys/cust/site/webcenter/webcen
ter-config.xml.xml")

The webcenter-config.xml file is created the first time you configure
"General" settings through Spaces administration. See also, Appendix A.1.3,
"webcenter-config.xml".

Note: webcenter-config.xml is created in MDS the first time
you configure "General" settings through Spaces Administration. If
the file does not yet exist in MDS you can edit
webcenter-config.xml directly. The file is located at:
/oracle/webcenter/webcenterapp/metadata/webcenter-co
nfig.xml

Open webcenter-config.xml.xml exported from MDS in a text editor and
add the following snippet:

<mds:replace
node="wcSessionTimeoutPeriod (xmlns (mds_nsl=http://xmlns.oracle.com/webcenter/we
becenterapp) ) /mds_nsl:value"/>

<mds:insert
after="wcSessionTimeoutPeriod (xmlns (mds_nsl=http://xmlns.oracle.com/webcenter/w
ebcenterapp) ) /mds_nsl:type" parent="wcSessionTimeoutPeriod">
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<value xmlns="http://xmlns.oracle.com/webcenter/webcenterapp">15</value>
</mds:insert>

3. For value, enter the timeout you require (in minutes).

4. Save and close webcenter-config.xml.xml.

5. Import the updated webcenter-config.xml.xml file to MDSs.
For example:

importMetadata (application='webcenter', server='WC_Spaces',
fromLocation="'/tmp/mydata',
docs="/oracle/webcenter/webcenterapp/metadata/mdssys/cust/site/webcenter/webcen
ter-config.xml.xml")
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Part IV

Managing Services, Portlet Producers,

and External Applications

The chapters in this part present administration tasks for Oracle WebCenter Portal’s
services, portlet producers, and external applications.

Part IV contains the following chapters:

Chapter 10, "Managing Oracle WebCenter Portal Services"

Chapter 11, "Managing Content Repositories"

Chapter 12, "Managing the Activity Graph Service"

Chapter 13, "Managing the Analytics Service"

Chapter 14, "Managing the Announcements and Discussions Services"
Chapter 15, "Managing the Events Service"

Chapter 16, "Managing the Instant Messaging and Presence Service"
Chapter 17, "Managing the Mail Service"

Chapter 19, "Managing Subscriptions and Notifications"

Chapter 20, "Managing Personalization for WebCenter Portal"
Chapter 21, "Managing the RSS Service"

Chapter 22, "Managing Oracle SES Search in WebCenter Portal"
Chapter 23, "Managing the Worklist Service"

Chapter 24, "Managing Portlet Producers"

Chapter 25, "Managing Oracle WebCenter Portal's Pagelet Producer”
Chapter 26, "Managing External Applications"

Chapter 27, "Managing REST Services"
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Managing Oracle WebCenter Portal Services

This chapter provides an overview of managing services in WebCenter Portal
applications. It also explains the back-end repositories required for the various
services.

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). For more information, see Section 1.8, "Understanding
Administrative Operations, Roles, and Tools."

10.1 Introduction to Managing Services

WebCenter Portal exposes collaborative, social networking, and personal productivity
features through services, which, in turn, expose subsets of their features and
functionality through task flows. Task flows provide reusable functionality that may
expose all or a subset of the features available from a particular service.

Always use Fusion Middleware Control or the WLST command-line tool to review
and configure back-end services for WebCenter Portal applications.

Note: Most changes that you make to services configuration,
through Fusion Middleware Control or using WLST, are not dynamic
so you must restart the managed server on which the WebCenter
Portal application is deployed for your changes to take effect. For
more information, see Section 8.2, "Starting and Stopping Managed
Servers for WebCenter Portal Application Deployments."

Table 10-1 lists where data for services is stored. It may be helpful to know what
services are impacted when repositories are unavailable.

= Some services store connection metadata in the Metadata Services Repository
(MDS). Changes that you make to applications, post deployment, are stored in
MDS as customizations. For more information, see Section 1.3.5, "WebCenter
Portal Configuration Considerations."For more information, see Section 10.1.1,
"Setting Up the MDS Repository."

= Some services require a connection to a database schema where relevant
information (such as relationship mapping) is stored. For more information, see
Section 10.1.2, "Setting Up Database Connections."

= Some services require a connection to an external data repository (such as a
content server, a presence server, or a mail server) where relevant information is
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stored. For more information on setting up those connections, see the chapter for

that service.

Table 10-1 Services Data Repositories
WebCenter Database External
Portal Service  Description Schema Repository For More Information
Activity Graph  Leverages collective ACTIVITIES Section 10.1.2, "Setting
intelligence to benefit schema Up Database
search and social Connections"
applications
Analytics Enables you to display ACTIVITIES X Section 10.1.2, "Setting
usage and performance schema Up Database
metrics for your portal Connections"
application Chapter 13, "Managing
the Analytics Service"
Announcements Provides the ability to post X X Section 10.1.1, "Setting
announcements about Up the MDS Repository"
important activities and " .
events to all authenticated Chhaf’ter 14, "Managing d
users t e nnpuncemgnts an
Discussions Services"
Discussions Provides the ability to X Section 10.1.1, "Setting
create threaded Up the MDS Repository"
discussions, posing and Chapter 14, "Managing
responding to questions the Announcements and
and searching for answers . . o
Discussions Services
Documents Provides content WEBCENTER X Section 10.1.1, "Setting
management and storage schema - for Up the MDS Repository"
capabilities, mclu.dmg c%ocumgnts Section 10.1.2, "Setting
content upload, file and (including Unp Database
folder creation and wikis and C(I))nnec tions"
management, file check blogs) that
out, versioning, and so on want to Chapter 11, "Managing
include Content Repositories"
comments and
Activity
Stream
Events Provides the ability to X (Personal Section 10.1.1, "Setting
create and maintain a Events) Up the MDS Repository"
schedule of events Chapter 15, "Managing
relevant to a wider group -
. the Events Service
of authenticated users
Instant Provides the ability to X Chapter 16, "Managing
Messaging and  observe the status of other the Instant Messaging
Presence (IMP)  authenticated users and Presence Service"
(online, offline, busy, or
away) and to contact them
instantly
Links Provides the ability to WEBCENTER Section 10.1.2, "Setting
view, access, and associate schema Up Database
related information; for Connections"

example, you can link to a
document from a
discussion
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Table 10-1 (Cont.) Services Data Repositories

WebCenter Database External

Portal Service  Description MDS Schema Repository For More Information

Lists Provides the ability to X WEBCENTER Section 10.1.1, "Setting
create, publish, and schema Up the MDS Repository"
manage lists Section 10.1.2, "Setting

Up Database
Connections"

Mail Provides easy integration X X Section 10.1.1, "Setting
with IMAP and SMTP Up the MDS Repository"
mail servers to enabl.e Chapter 17, "Managing
users to perform mail the Mail Service"
functions, such as readin ¢ Vil service

, g
messages, creating
messages with
attachments, replying to
or forwarding messages,
and deleting messages

Notes Provides the ability to "jot X Section 10.1.1, "Setting
down" and retain bits of Up the MDS Repository"
personally relevant
information
Note: This service is
available only in Oracle
WebCenter Portal: Spaces.

Notifications Provides a means of Chapter 19, "Managing
subscribing to services and Subscriptions and
application objects and, Notifications"
when those objects
change, receiving
notification across one or
more messaging channels

People Provides social WEBCENTER Section 10.1.2, "Setting

Connections networking capabilities, schema Up Database
such as creating a personal Connections"
profile, displaying current
status, and viewing other
users' recent activities

Personalization Enables you to deliver Chapter 20, "Managing
content within your Personalization for
application to targeted WebCenter Portal”
application users based on
selected criteria

Polls Enables you to survey WEBCENTER Section 10.1.2, "Setting
your audience (such as schema Up Database
their opinions and their Connections"
experience level), check
whether they can recall
important information,
and gather feedback

Recent Provides a summary view X Section 10.1.1, "Setting

Activities of recent changes to Up the MDS Repository"

documents, discussions,
and announcements
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Table 10-1 (Cont.) Services Data Repositories

WebCenter Database External

Portal Service  Description MDS Schema Repository For More Information

RSS Provides the ability to X Section 10.1.1, "Setting
access the content of many Up the MDS Repository”
different web sites from a
single location—a news
reader

Search Provides the ability to X X Section 10.1.1, "Setting
search services, the Up the MDS Repository"
a})phcatlon, or an entire Chapter 22, "Managing
site :

Oracle SES Search in
(This includes integrating WebCenter Portal”
Oracle Secure Enterprise
Search.)

Tags Provides the ability to X WEBCENTER Section 10.1.1, "Setting
assign one or more schema Up the MDS Repository"
Eersona(llly-relevlant Section 10.1.2, "Setting

eywords to a given page Up Database
or document C -
onnections

Worklists Provides a personal view X X Section 10.1.1, "Setting
of business processes that Up the MDS Repository"

require attention Chapter 23, "Managing

the Worklist Service"

10.1.1 Setting Up the MDS Repository

Some services store information in the Metadata Services Repository (MDS). To enable
these services in WebCenter Portal applications, you must configure the MDS
repository. For information, see Section 7.1.5, "Creating and Registering the Metadata
Service Repository."

See Also: "Managing the Oracle Metadata Repository" and "Purging
Oracle WebCenter Portal Data" in the Oracle Fusion Middleware
Administrator’s Guide

10.1.2 Setting Up Database Connections

Many services store information in the WebCenter Portal repository, which is a
database with the WebCenter Portal schema (WEBCENTER) installed. For example,
with the Links service, relationship mapping information, such as what object is linked
to what other object, is stored in the database. The WebCenter Portal schema is
included with the product.

For WebCenter Portal: Framework applications, you must set up a database
connection to the WebCenter Portal repository. This database connection can be of
type JDBC Data Source or JDBC URL.

Note: For WebCenter Portal: Spaces, a WebCenter Portal repository
is configured out-of-the-box, and repository connection does not
require reconfiguration.
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See Also:

s "Setting Up a Database Connection" in Oracle Fusion Middleware
Developer’s Guide for Oracle WebCenter Portal for information on
creating the connection and installing the schema

= Section 7.1.6, "Deploying the Application to a WebLogic Managed
Server" for data source considerations when deploying your
application to a production environment

s Chapter 39, "Managing Export, Import, Backup, and Recovery of
WebCenter Portal" for information on backing up and migrating
this information

Depending on the connection type used in an application, do one of the following:

»  Create a global data source, if the application does not include an application-level
data source with password indirection. For information on creating global data
sources, see the section, "Creating a JDBC Data Source" in Oracle Fusion Middleware
Configuring and Managing J[DBC Data Sources for Oracle WebLogic Server.

= Map the connection credentials, if the application uses an application-level data
source with password indirection. The password is set through the Oracle
WebLogic Administration Console on the Credential Mappings tab under
Security. If you change the password for an indirect data source on the
Connection Pool tab under Configuration, then it has no effect. For more
information on credential mapping, see "JDBC Data Sources: Security: Credential
Mapping" under the section "Creating a JDBC Data Source" in Oracle Fusion
Middleware Configquring and Managing [DBC Data Sources for Oracle WebLogic Server.

= Merge the information stored in application credential store with that of the global
application store, if the application uses a JDBC URL connection. For more
information on credential migration behavior, see the section, "Configuring the
Credential Store" in the Oracle Fusion Middleware Application Security Guide.

In a typical business scenario, applications are deployed to different managed servers,
and multiple databases are used as repositories for the applications. The repository
that you use in a development environment is different from that in a production
environment, and therefore, when migrating WebCenter Portal: Framework
applications from development to production, you must reconfigure the database
connection.

When a repository connection is reconfigured, the local datasource file and the
*-jdbc . xml file in the WEB-INF directory of the WAR file are updated with the new
connection details. However, the INDI Name and data source name remain the
same. If you change the JNDI Name for any reason, then you must also update the
adf-config.xml file. The JNDI name must be of the form
jdbc/connection-nameDS. For example, if the application has a connection name
connectionl, then the JNDI name is jdbc/connectionlDS.

10.1.3 Setting Up External Application Connections

When a service interacts with an application that handles its own authentication, you
can associate that application with an external application definition to allow for
credential provisioning.

The following services permit the use of an external application to connect with the
service and define authentication for it:

s Documents
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= Events

= Instant Messaging and Presence

= Mail

= RSS Viewer (when using a secured RSS feed)

See Also: Chapter 26, "Managing External Applications"
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Managing Content Repositories

This chapter describes how to configure and manage content repositories used by
WebCenter Portal applications.

This chapter contains the following sections:

= Section 11.1, "What You Should Know About Content Repositories"

= Section 11.2, "Configuring Oracle WebCenter Content Server Repositories"

= Section 11.3, "Configuring Microsoft SharePoint Repositories"

= Section 11.4, "Configuring Oracle Portal Repositories"

= Section 11.5, "Configuring a File System Repository"

= Section 11.6, "Registering Content Repositories"

= Section 11.7, "Changing the Active (or Default) Content Repository Connection"
= Section 11.8, "Modifying Content Repository Connection Details"

= Section 11.9, "Deleting Content Repository Connections"

= Section 11.10, "Setting Connection Properties for the Spaces Content Repository”
= Section 11.11, "Testing Content Repository Connections"

= Section 11.12, "Changing the Maximum File Upload Size"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See Section 1.8, "Understanding Administrative Operations,
Roles, and Tools".

11.1 What You Should Know About Content Repositories

Oracle WebCenter Portal's support of the JCR 1.0 open document standard enables
integration with multiple back-end content stores. Oracle WebCenter Portal supports
the following content repositories: Oracle WebCenter Content Server (Content Server),
Microsoft SharePoint, Oracle Portal, and the file system.

Oracle WebCenter Portal enables content integration through:

= Content Repository data controls, which enable read-only access to a content
repository, and maintain tight control over the way the content displays in a
WebCenter Portal: Framework application.
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The Documents service, which enables users to view and manage documents and
other types of content in your organization's content repositories.

Content Presenter, which enables end users to select content in a variety of ways
and then display those items using available display templates. A Content
Presenter task flow can be added during development of a WebCenter Portal:
Framework application, or can be added to editable pages at runtime.

For more information about managing and including content in WebCenter Portal
applications, see also:

"Integrating Content" in Oracle Fusion Middleware Developer’s Guide for Oracle
WebCenter Portal to configure content repository connections that provide access to
decentralized content.

"Creating Custom Content Presenter Display Templates" in Oracle Fusion
Middleware Developer’s Guide for Oracle WebCenter Portal to create custom display
templates to integrate and publish decentralized content in your WebCenter Portal
application using Content Presenter.

"Configuring Content Repository Connections" in Oracle Fusion Middleware
Developer’s Guide for Oracle WebCenter Portal to use Java Content Repository (JCR)
controls to enable read-only access to a content repository.

"Integrating the Documents Service" in Oracle Fusion Middleware Developer’s Guide
for Oracle WebCenter Portal to integrate the Documents service in WebCenter
Portal: Framework applications to provide end users with a user-friendly interface
to manage, display, and search documents at runtime.

Working with the Documents Service" in Oracle Fusion Middleware User's Guide for
Oracle WebCenter Portal: Spaces to work with the Documents service and task flows
at runtime in WebCenter Portal applications.

Note: Content repository configuration changes that you make
through Fusion Middleware Control or using WLST are not dynamic;
you need to restart the managed server on which the WebCenter
Portal: Framework application is deployed for your changes to take
effect. See Section 8.2, "Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments".

Prerequisites for each content repository are described in the following sections:

Section 11.2, "Configuring Oracle WebCenter Content Server Repositories"
Section 11.3, "Configuring Microsoft SharePoint Repositories"
Section 11.4, "Configuring Oracle Portal Repositories"

Section 11.5, "Configuring a File System Repository"

WebCenter Portal users need to store, publish, and share files. The Documents service
provides content management and storage capabilities for WebCenter Portal
applications, including content upload, file and folder creation and management, file
check out, versioning, and so on. To do this, the Documents service requires at least
one content repository connection (WebCenter Portal applications can support
multiple content repository connections) to be made active (default):

WebCenter Portal: Spaces - In the Spaces application, every Home space and any
spaces that have the Documents service provisioned have their own document
folder. This data is stored in the Oracle WebCenter Content Server (Content
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Server) repository, which must be configured as the primary content repository
for Spaces. Although Spaces requires that Content Server be the active or default
content repository, you can also connect Spaces to any of the other supported
repositories. See Section 11.8, "Modifying Content Repository Connection Details"
for information about setting the default content repository, and setting additional
Document Spaces properties required for a Spaces content repository.

s Other WebCenter Portal: Framework applications - When a content repository is
made active (see Section 11.8, "Modifying Content Repository Connection
Details"), the Documents service task flows use that content repository in instances
where no specific connection details are provided. There is no particular
requirement on the default content repository used.

When Content Server is the primary active content repository (required for Spaces),
the Documents service and Content Server must be connected to the same identity
store that is used by that WebCenter Portal application.

Just like other service connections, post-deployment content repository connections
are registered and managed through Fusion Middleware Control or using the WLST
command-line tool. Connection information is stored in configuration files and in the
MDS repository. For more information, see Section 1.3.5, "WebCenter Portal
Configuration Considerations."

Always use Fusion Middleware Control or the WLST command-line tool to review
and configure back-end services for WebCenter Portal applications. Any changes that
you make to WebCenter Portal applications, post-deployment, are stored in the Oracle
Metadata Service (MDS) repository as customizations.

Once connection details are defined, WebCenter Portal application users can expose
the content of the connected content repositories through several ADF Faces
components, such as <af: image>, <af:inlineFrame>, and <af:goLink>, and
built-in Documents service task flows (Document Manager, Folder Viewer, and Recent
Documents). For more information, see "Working with Page Content" and "Working
with the Documents Service" in Oracle Fusion Middleware User's Guide for Oracle
WebCenter Portal: Spaces.

11.2 Configuring Oracle WebCenter Content Server Repositories

This section provides step-by-step instructions for configuring an Oracle WebCenter
Content Server 11g (Content Server) content repository for WebCenter Portal: Spaces
and WebCenter Portal: Framework applications. Unless otherwise noted, these
instructions are common to both Spaces and Framework applications.

This section contains the following subsections:
= Section 11.2.1, "Prerequisites to Configuring Content Server"
= Section 11.2.2, "Configuration Roadmap for Content Server"

= Section 11.2.3, "Configuring Content Server for WebCenter Portal Applications"

11.2.1 Prerequisites to Configuring Content Server

Read this section to understand the prerequisites and other considerations before
continuing with Section 11.2.3, "Configuring Content Server for WebCenter Portal
Applications."

This section includes the following subsections:

= Section 11.2.1.1, "Installation Prerequisites"
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= Section 11.2.1.2, "Configuration Prerequisites"

s Section 11.2.1.3, "Security Prerequisites”

11.2.1.1 Installation Prerequisites

Content Server

Prior to configuring Oracle WebCenter Content Server 11g (Content Server), you
should already have installed Content Server. Content Server is installed as a part of
Oracle WebCenter Content, which is an Oracle Fusion Middleware component, and is
described in the Oracle WebCenter Content Installation Guide.

If you already have an earlier version of Content Server installed, upgrade your
installation to Oracle WebCenter Content Server 11g prior to configuring Content
Server 11g. For information about upgrading to Oracle WebCenter Content Server 11g, see
"Upgrading Your Oracle Enterprise Content Management Suite Environment" in the
Oracle Fusion Middleware Upgrade Guide for Enterprise Content Management.

Inbound Refinery

Oracle recommends that you also install Oracle WebCenter Content: Inbound Refinery
(Inbound Refinery) as part of the installation. Inbound Refinery is a conversion server
that manages file conversions for electronic assets such as documents, digital images,
and motion videos. It also provides thumbnail functionality for documents and images
and storyboarding for videos. You can use Inbound Refinery to convert content items
stored in Content Server. Installing Inbound Refinery is also described in the Oracle
WebCenter Content Installation Guide.

Note: Content Server and Inbound Refinery must be installed in the
same domain. Oracle recommends that you install Content Server and
Inbound Refinery in the same domain as WebCenter Portal. When
they are installed in the same domain, no additional configuration is
required to use an external LDAP authentication provider.

11.2.1.2 Configuration Prerequisites

After installing Content Server and Inbound Refinery, you should also have
configured the initial post-installation settings described in "Configuring the Content
Server Instance" in the Oracle WebCenter Content Installation Guide. Settings should be
configured for both Content Server and Inbound Refinery including the additional
WebCenter Portal-specific instructions provided in the tables below. Be sure to restart
the servers after updating the settings.

Content Server

Setting Description

Server Socket Port This is the intradoc port that we connect to using
RIDC. This value is stored in the configuration file
for the Managed Server as IntradocServerPort.

Incoming Socket Server filter specifying what machines can access
Connection Address Content Server through a socket connection. This
Security Filter value is stored in the configuration file for the

Managed Server as
SocketHostAddressSecurityFilter.
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Setting Description
Full Text Search Internal
(Optional but

recommended)

Inbound Refinery

Setting Description

Server Socket Port This is the intradoc port that we connect to using
RIDC. This value is stored in the configuration file
for the Managed Server as IntradocServerPort.

Incoming Socket Server filter specifying what machines can access

Connection Address Inboudn refinery through RIDC. This value is stored

Security Filter in the configuration file for the Managed Server as
SocketHostAddressSecurityFilter.

Full Text Search Internal

(Optional but

recommended)

11.2.1.3 Security Prerequisites

Content Server must be configured to use the same identity store LDAP server as the
Spaces application or Framework application. For information on how to reassociate
the identity store with an external LDAP server, see Section 29.1, "Reassociating the
Identity Store with an External LDAP Server."

Content Server and Inbound Refinery must be installed in the same domain. Oracle
recommends that you install Content Server and Inbound Refinery in the same
domain as WebCenter Portal. When they are installed in the same domain, no
additional configuration is required to use an external LDAP authentication provider.

11.2.2 Configuration Roadmap for Content Server

The flow chart in Figure 11-1 provides an overview of the prerequisites and tasks
required to get Content Server working in WebCenter Portal applications (Spaces and
Framework applications). The steps in the flow chart is described in Table 11-1 and the
subsections in Section 11.2.3, "Configuring Content Server for WebCenter Portal
Applications."
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Figure 11-1 Configuring Content Server for WebCenter Portal Applications
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Table 11-1 WebCenter Portal-specific Configuration Tasks for Content Server
Task Description Documentation
Enable the mandatory Mandatory See Section 11.2.3.1, "Enabling
components Mandatory Components.”

You must enable the Folders_g
component (which provides a
hierarchical folder interface to
content in Content Server), and
the WebCenterConfigure
component (which configures
an instance of Content Server
for WebCenter Portal
applications). You must also
disable the FrameworkFolders
folders component (which is
not compatible with the
Folders_g component)

Configure the Dynamic
Converter component

Optional, but strongly
recommended

This component enables HTML
renditions. Slide Previewer is
available in WebCenter Portal
when both DynamicConverter
and the WebCenterConfigure

components are installed.

See Section 11.2.3.2,
'Configuring the Dynamic
Converter Component."
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Table 11-1 (Cont.) WebCenter Portal-specific Configuration Tasks for Content Server

Task Description Documentation
Configure the Inbound Optional, but strongly See Section 11.2.3.3,
Refinery recommended 'Configuring the Inbound

This is a conversion server that
manages file conversions for
electronic assets such as
documents, digital images, and
motion videos. It also provides
thumbnail functionality for
documents and images and
storyboarding for videos. You
can use Inbound refinery to
convert content items stored in
Content Server.

Refinery."

Configure Secure Sockets
Layer (SSL) for Content
Server

Optional, but strongly
recommended

To ensure secure identity
propagation, you should set up

See Section 33.7, "Securing the
Spaces Connection to Content
Server with SSL."

|Also see Section 11.2.3.4,

SSL for Content Server. 'Setting Up SSL for Content
Server."
Enable the iFraming Ul in Optional, but strongly See Section 11.2.3.5, "Enabling
WebCenter Portal recommended the iFraming Ul in
WebCenter Portal."

If iFraming is not configured,
some functionality, such as
Document Manager document
rendition support, advanced
metadata edit, the IFRAME
functionality, and so on, will
not be available.

IFor more information, also
see Appendix B, "Oracle
HTTP Server Configuration
for WebCenter Portal."

Configure the SES Crawler

Optional

'You can override the default
search adapters and use Oracle
SES to get unified ranking
results for WebCenter Portal
resources such as documents,
pages, people, and so on.

See Section 22.6.2, "Setting Up
Oracle WebCenter Portal:
IContent Server for Oracle SES
Search."

|Also see Section 11.2.3.6,
'Configuring the SES
Crawler."

Configure Site Studio

Optional, but recommended

Configuring Site Studio lets
you use Site Studio to create
and use Site Studio assets
(region definitions and display
templates) in Content
Presenter.

See Section 11.2.3.7, "Setting
Up Site Studio."

IFor information, see also the
section "Enabling and
Disabling a Component" in
Oracle WebCenter Content
System Administrator’s Guide
for Content Server and the
section "Publishing Content
in Content Presenter" in
Oracle Fusion Middleware
User’s Guide for Oracle
WebCenter Portal: Spaces. See
lalso Oracle WebCenter
\Administrator and Manager's
Guide for Site Studio.
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Table 11-1 (Cont.) WebCenter Portal-specific Configuration Tasks for Content Server

Task

Description

Documentation

Enable OracleTextSearch

Optional, but recommended

IAlthough configuring full-text
searching and indexing
capabilities is optional, Oracle
recommends that you use the
OracleTextSearch option for
full-text search. Note that this
option should only be used in
conjunction with an Oracle
database.

See Section 11.2.3.8, "Enabling
OracleTextSearch."

IFor more information, also
see the section "Configuring
Oracle Text Search for Oracle
Content Server" in Oracle
WebCenter Content Installation
Guide and the section "Site
Studio Integration” in Oracle
WebCenter Application
\Administrator’s Guide for
Content Server.

Create Content Profiles

Optional

When iFraming is enabled in a
WebCenter Portal application,
users have the option to upload
content based on Content
Server Profiles

See Section 11.2.3.9, "Creating
IContent Profiles in Content
Server."

IFor more information about
creating content profiles, see
the chapter "Managing
Metadata" in the Oracle
WebCenter Application
\Administrator's Guide for
Content Server.

Configure Item Level Security

Optional

The Documents service can use
[tem Level Security (ILS) to
override the default Spaces
document security model, or to
expose Content Server
document security in a
Framework application. Using
ILS allows Content Server
folders (and their children) or
individual documents to have
unique security permissions.

See Section 11.2.3.10,
'Configuring Item Level
Security in WebCenter Portal
IApplications."

See also, "Setting Security
Options on a Folder or File"
in Oracle Fusion Middleware
User’s Guide for Oracle
WebCenter Portal: Spaces

Additional Optional
Configurations

Optional

After completing the rest of
your configuration, you can
optionally configure the
FileStore Provider component
and set up Node Manager.

See Section 11.2.3.11,
'Additional Optional
Configurations."

Configure Security between
Content Server and
Framework applications

Mandatory for Framework
pplications (not applicable to
Spaces)

o configure Content Server to
ork with a Framework
pplication, you must first set
p content security and users
in a development environment
nd then migrate them to a
roduction environment.

See Section 11.2.3.12,
'Configuring Security
IBetween Content Server and
WebCenter Portal:
[Framework Applications."
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Table 11-1 (Cont.) WebCenter Portal-specific Configuration Tasks for Content Server

Task

Description

Documentation

Register the Content Server
Connection

Mandatory

For Framework applications,
you must configure the
connection from the application
to Content Server. For Spaces,
although in most cases the
connection will be configured
when Spaces first starts up, you
should at least test it to make
sure it has been configured
correctly for your environment,
and that data has been correctly
seeded.

For Framework applications,
see Section 11.2.3.13.1,
'Configuring the Content
Server Connection for
[Framework Applications."
[For Spaces, see

Section 11.2.3.13.2,
'Configuring the Content
Server Connection for
Spaces." For Spaces, be sure
to also check the seeded data
las described in

Section 11.2.3.13.3, "Checking
the Spaces Data Seeded in

IContent Server."

11.2.3 Configuring Content Server for WebCenter Portal Applications

After installing or upgrading to Content Server 11g, perform the configuration tasks
listed in Table 11-1. Unless otherwise noted, these tasks are common to both Spaces
and Framework applications.

Note:

Prior to beginning the configuration you must have completed

the installation and configuration steps described in Section 11.2.1,
"Prerequisites to Configuring Content Server" that define the starting
point for the configuration steps in this section.

This section includes the following subsections:

= Section 11.2.3.1, "Enabling Mandatory Components"

= Section 11.2.3.2, "Configuring the Dynamic Converter Component"

= Section 11.2.3.3, "Configuring the Inbound Refinery"

= Section 11.2.3.4, "Setting Up SSL for Content Server"

= Section 11.2.3.5, "Enabling the iFraming Ul in WebCenter Portal"

= Section 11.2.3.6, "Configuring the SES Crawler"

ms  Section 11.2.3.7, "Setting Up Site Studio"

= Section 11.2.3.8, "Enabling OracleTextSearch"

= Section 11.2.3.9, "Creating Content Profiles in Content Server"

= Section 11.2.3.10, "Configuring Item Level Security in WebCenter Portal

Applications"

= Section 11.2.3.11, "Additional Optional Configurations"

= Section 11.2.3.12, "Configuring Security Between Content Server and WebCenter
Portal: Framework Applications"

= Section 11.2.3.13, "Registering the Content Server Connection"

11.2.3.1 Enabling Mandatory Components

Mandatory
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Follow the steps below to enable components required by Content Server. This
includes Making sure that the FrameworkFolders folders component (which is not
compatible with the the Folders_g component) is disabled, enabling the Folders_g
component (which provides a hierarchical folder interface to content in Content
Server), and enabling the WebCenterConfigure component (which configures an
instance of Content Server for WebCenter Portal applications). For more information
about what the WebCenterConfigure component does, see Section 11.2.3.1.1, "What
You Should Know About the WebCenterConfigure Component.”

To enable required components:
1. Log onto the Administration server and open the Admin Server page.

You can access the Admin Server page through Content Server by going to
Administration > Admin Server.

2. Click Component Manager.
The Component Manager page displays.
3. Make sure that the FrameworkFolders checkbox is unchecked.

4. Check the WebCenterConfigure checkbox and any other components that you
want to enable.

On the Component Manager page, make sure that the InboundRefinerySupport
checkbox is checked if you have installed and plan to use the Inbound Refinery. If
you plan to use the Dynamic Converter, you can also select it here as you'll
otherwise need to enable it later.

5. Click Update.
6. Click Advanced Component Manager.
The Advanced Component Manager page displays.
7. Select Folders_g in the Disabled Components list box and click Enable.

8. Restart the Content Server instance.

11.2.3.1.1  What You Should Know About the WebCenterConfigure Component

Enabling the WebCenterConfigure component performs the following tasks
(Table 11-2) in Content Server:

Table 11-2 Tasks Associated with the WebCenterConfigure Component

Tasks Pointers to Verify the Completion of Tasks

Enables accounts Content Server > Administration > Admin Server > General
Configuration > Enable Accounts checkbox

lor

[FMW_HOME/user_projects/domains/ucm_domain/ucm/c
s/config/config.cfq file. The setting in this file is
UseAccounts=1.

Allows updates to Content Server > Administration > Admin Server > General
documents that are yet to be [Configuration > Additional Configuration Variables
released

lor

[FMW_HOME/user_projects/domains/ucm_domain/ucm/c
s/config/config.cfg

The setting is AllowUpdateForGenwww=1
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Table 11-2 (Cont.) Tasks Associated with the WebCenterConfigure Component

Tasks Pointers to Verify the Completion of Tasks
Disables the cache for If the Folders_g component is
folders enabled,CollectionUseCache is set to false by the

WebCenterConfigure component each time the server starts
up. This setting is visible in Administration > System Audit
Information > Configuration Entry Information > Click All
Environment Keys > shows all environment settings.

lor

See the
FMW_HOME/user_projects/domains/ucm_domain/ucm/c
s/config/config.cfg file.

The setting is CollectionUseCache=1.

Adds metadata fields: lYou can view, edit, and add metadata fields here: Content
Server > Administration > Admin Applets > Configuration

= XWCTags Manager > Information Fields tab.

u xWCPageId

n xWCWorkflowAssignmen

t
n xIWCWork f1lowApproverU
serList
Sets Folder settings if the Content Server > Administration > Folder Configuration >

Folders_g componentis  [System Default Information Field Configuration

enabled: Content Server > Administration > Folder Configuration >
= System Default Information Field Inherit Configuration
Information Field
Configuration: Doc
Type = Document

= Information Field
Inherit Configuration

xWCWorkflowAssignment
xWCWorkflowApproverUs
erList

Adds the Content Server > Administration > Admin Applets > Workflow
WCWorkflowApproverUse |Admin > Options > Tokens menu
rToken workflow token

Adds three If the DynamicConverter component is enabled, the
DynamicConverter DynamicConverter service is called to create the three
templates DynamicConverter templates:

m  SLIDE-PREVIEW
m  SLIDE-PREVIEW-TEXT
m  SLIDE-PREVIEW-LARGE
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Table 11-2 (Cont.) Tasks Associated with the WebCenterConfigure Component

Tasks Pointers to Verify the Completion of Tasks
Overrides certain behavior  [This provides access to the Site Studio Switch Content wizard
of the Site Studio Switch and the Site Studio Contributor editor from within Content
Content wizard to make Site [Presenter to allow for adding and editing Site Studio documents
Studio work in the from WebCenter Portal.
WebCenter Portal \ , .

. m Thecontentwizard.hcsp and contentwizard. js files
environment

are copied from the
/WebCenterConfigure.zip/component/WebCenterC
onfigure/publish/contentwizard/ directory to the
OCS_HOME/cs/weblayout/resources/wcm/custom/s
itestudio/contentwizard/webcenter/ directory.

m Thewcm.sitestudio. form. js fileis copied from the
/WebCenterConfigure.zip/component/WebCenterC
onfigure/publish/contentwizard/directory to the
OCS_HOME/cs/weblayout/resources/wcm/custom/s
itestudio/ directory.

Upgrades the PersonalSpace [[f Content Server contains an older version (11.1.1.5.0 and
role and default attributes to earlier) of the PersonalSpace role format, then enabling
11.1.1.6.0 format WebCenterConfigure upgrades the PersonalSpace role and
default attributes to 11.1.1.6.0 format

11.1.1.5.0 and earlier format:
Roles:

m  PersonalSpaceRole with RWD permissions on the
PersonalSpaces security group

Default Attributes:

m  All users (public and authenticated) get the
PersonalSpaceRole

11.1.1.6.0 format:
IRoles:

m  PersonalSpaceRole with R permission on the
PersonalSpaces security group

m  PersonalSpaceAuthenRole with RWD on the
PersonalSpaces security group

Default Attributes:
m  All public users get the PersonalSpaceRole

m  All authenticated users get the PersonalSpaceAuthenRole

11.2.3.2 Configuring the Dynamic Converter Component
Optional, but strongly recommended
This configuration is required for the Slide Previewer capability in WebCenter Portal,

which makes use of the HTML renditions generated on the fly by the Dynamic
Converter.

The configuration for the Dynamic Converter consists of two steps: enabling the
Dynamic Converter, and defining the file types for which the Dynamic Converter is
available. If you enabled the Dynamic Converter previously when you were enabling
the mandatory components, you can skip the steps to enable it and go directly to the
steps for defining the file types.

Enabling the Dynamic Converter
To enable the Dynamic Converter:
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1. Log onto the Administration server and open the Admin Server page.

You can access the Admin Server page through Content Server by going to
Administration > Admin Server.

2, On the Component Manager page check the DynamicConverter checkbox.
3. Click Update.

4. Restart the Content Server instance.

Setting the file types to be sent to the Dynamic Converter
To define the file types for which Dynamic Converter is available:

1. Log in to the Content Server and select Administration > Dynamic Converter
Admin > Configuration Settings > Conversion Formats.

Note that the Dynamic Converter Admin menu option will not be visible until
after you restart the Content Server instance after enabling the Dynamic Converter
component.

2. Select the file formats from the dropdown list for which the Dynamic Converter
will be enabled. Choose all the document formats for which you want HTML
renditions such as Word, Excel, PowerPoint, and PDF.

11.2.3.3 Configuring the Inbound Refinery

Optional, but strongly recommended

The Inbound Refinery is a conversion server that manages file conversions for
electronic assets such as documents, digital images, and motion videos. It also
provides thumbnail functionality for documents and images and storyboarding for
videos. You can use Inbound Refinery to convert content items stored in Content
Server.

To configure Inbound Refinery, you must set up an outgoing provider from Content
Server to Inbound Refinery, and specify the file types that will be converted. You also
need to enable PDFExportConverter and set other conversion settings on Inbound
Refinery. Although optional, you may also want to enable the conversion of wikis and
blogs to PDE.

Prior to configuring Inbound Refinery, you should have:

» Installed Inbound Refinery, as described in Section 11.2.1.1, "Installation
Prerequisites”

s Completed the initial post-install configuration as described in Section 11.2.1.2,
"Configuration Prerequisites"

»  Checked that the InboundRefinerySupport component is enabled as described
in Section 11.2.3.1, "Enabling Mandatory Components"

This section contains the following subsections:

= Section 11.2.3.3.1, "Creating an Outbound Provider"

= Section 11.2.3.3.2, "Enabling PDFExportConverter in Inbound Refinery"

= Section 11.2.3.3.3, "Selecting the File Formats To Be Converted"

= Section 11.2.3.3.4, "Enabling the Conversion of Wikis and Blogs into PDFs"

11.2.3.3.1 Creating an Outbound Provider
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Before Content Server can send files to Inbound Refinery for conversion, you must set
up an outgoing provider from Content Server to Inbound Refinery with the Handles
Inbound Refinery Conversion Jobs option checked.

To create an outbound provider:

1.
2.

From the Content Server Administration menu, choose Providers.

In the Create a New Provider section of the Providers page, click Add in the
outgoing row.

Enter values for these fields:

= Provider Name: Any short name with no spaces describing the Inbound
Refinery instance the outgoing provider is for. It is a good idea to use the
same name as the Inbound Refinery Instance Name.

s Provider Description: A description of the outgoing provider.

m  Server Host Name: The name of the host machine where the Inbound
Refinery instance is running (for example, myhost . example. com).

= HTTP Server Address: The address of the Inbound Refinery instance (for
example, http://myhost.example.com:16250 where 16250 is the Web

port).

= Server Port: The IntradocServerPort value for the Inbound Refinery instance.
This value was entered on the post-installation configuration page, and can be
found on the Inbound Refinery configuration information page under Server
Port. You can also find it in the
FMW_HOME/user_projects/domains/ucm_domain/ucm/ibr/config/c
onfig.cfgfileas IntradocServerPort.

To display the Inbound Refinery configuration information page:

- Login to the Content Server and choose Administration > Configuration
for <instanceName>.

— Click Server Configurations to display the server configurations.

s Instance Name: The instance name for Inbound Refinery (the IDC_Name
value in the config. cfg file). This value was entered on the post-installation
configuration page as Server Instance Name, and can be found on the
Inbound Refinery configuration information page.

= Relative Web Root: The web root of the Inbound Refinery instance (for
example, /ibr/).

Under Conversion Options, check Handles Inbound Refinery Conversion Jobs.
Do not check Inbound Refinery Read Only Mode.

Click Add.
Restart Content Server.

Go back to the Providers page, and check that the Connection State value is good
for the provider.

If the value is not good, double-check that you entered all the preceding entries
correctly, and check that the Content Server and Inbound Refinery instances can
ping each other.

11.2.3.3.2 Enabling PDFExportConverter in Inbound Refinery
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PDFExportConverter uses Outsideln to convert documents directly to PDF files.
The conversion can be cross-platform and does not require any third-party product.
You can enable PDFExportConverter for Inbound Refinery as a server feature.

To enable PDFExportConverter on Inbound Refinery:

1. From the Inbound Refinery Administration menu, select Admin Server and then
Component Manager.

2. Select PDFExportConverter, and click Update.

3. Click OK to enable this feature.

4. Restart Inbound Refinery.

To set the PDF converter settings:

1. Log in to Inbound Refinery again.

Select Conversion Settings, then select Primary Web Rendition.
Check Convert to PDF using PDF Export.

Select Conversion Settings, then select Additional Renditions.

Check Create Thumbnail Images using Outside In.

o g k& 0 b

Select Conversion Settings > Third Party Application Settings > General
Outsideln Filter Options > Options.

7. Set the Path to fonts to the fonts on the Inbound Refinery system.

8. Select Use internal graphics rendering under UNIX Rendering Options.

9. Click Update.

For more information, see "Setting PDF Files as the Primary Web-Viewable Rendition"
in Oracle Fusion Middleware Administrator’s Guide for Conversion.

11.2.3.3.3 Selecting the File Formats To Be Converted

To tell Content Server which files to send to Inbound Refinery to be converted, you
need to select the file formats.

To select the file formats to be converted:

1. From the Content Server Administration menu, choose Refinery Administration
and then File Formats Wizard.

Note: Refinery Administration is not listed when there is no valid
outgoing provider to an Inbound Refinery instance, or the
InboundRefinerySupport component is not enabled.

Content Server displays the File Formats Wizard page. This page configures
which file formats will be sent to Inbound Refinery for conversion when they are
checked into Content Server.

2. Select the formats you want converted.

Make sure you check all the file types you want sent to Inbound Refinery for
conversion. Do not to check HTML, and also do not check wiki and blog unless
you have enabled their conversion through the WebCenterConversions
component as described in Section 11.2.3.3.4, "Enabling the Conversion of Wikis
and Blogs into PDFs."
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3. Click Update.

11.2.3.3.4 Enabling the Conversion of Wikis and Blogs into PDFs
Optional

Before you can enable the conversion of wikis and blogs into PDFs in WebCenter
Portal applications, you must first:

s Set up the OpenOffice integration with Inbound Refinery. For information, see
"Setting PDF Files as the Primary Web-Viewable Rendition" in Oracle Fusion
Middleware Administrator’s Guide for Conversion.

»  Perform the steps described in the section "Setting Classpath to OpenOffice Class
Files" (see also: "Using OpenOffice Without Logging In to Host") in Oracle Fusion
Middleware Administrator’s Guide for Conversion.

Enabling the conversion of wikis and blogs into PDFs requires you to first install the
WebCenterConversions component, then configure OpenOffice, which converts
HTMLs to PDFs, in the Inbound Refinery server and Content Server respectively. The
WebCenterConversions component adds the HtmToPDFOpenOffice conversion
option, which makes use of OpenOffice conversion in Inbound Refinery (and therefore
requires OpenOffice to be configured for that Inbound Refinery).

Note that you must complete the steps below in sequence. If you enable Wiki and
Blogs by selecting them in the file Formats Wizard without first installing and
enabling the Inbound Refinery the Wiki and Blogs documents will be stuck in the
Inbound Refinery conversion queues.

Tip: See also, "File Formats Converted to PDF by Open Office" at
Oracle Fusion Middleware Administrator’s Guide for Conversion.
To install the WebCenterConversion component:
1. Log in to the Inbound Refinery server.
2. Click Administration and then select Admin Server.
The Inbound Refinery Admin Server page displays.
3. In the Component Manager, click the advanced component manager link.
The Advanced Component Manager page displays.

4. In the Install New Component section, select WebCenterConversions.zip from the
companion CD, then click Install.

The WebCenterConversion component displays in the Disabled Components box.
5. Select WebCenterConversion and click Enable.
6. Restart the Inbound Refinery server.
To enable the WebCenterConversion component:

1. In the Inbound Refinery server, under Conversion Settings, click the Conversion
Listing link.

This displays the Conversion Listing page.

2. In the Conversions table, select the Accept checkbox for HtmToPDFOpenOffice,
and click Update.

The Wiki and Blog options will now appear in Content Server's File Formats Wizard in
the associated Content Server instance.
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To enable Wiki and Blogs to be converted to PDFs in Content Server:
1. Log in to Content Server.

2. Expand the Administration node, then Refinery Administration, and then click
File Formats Wizard.

3. Under Select File Types, select the Wiki and Blogs checkboxes and click Update.

11.2.3.4 Setting Up SSL for Content Server

If the Spaces or Framework application and the Content Server you intend to create a
repository connection to are not on the same system or the same trusted private
network, then identity propagation is not secure. To ensure secure identity
propagation you must also configure SSL for Content Server. For a step-by-step
description of how to set up SSL for Content server, see Section 33.7, "Securing the
Spaces Connection to Content Server with SSL."

11.2.3.5 Enabling the iFraming Ul in WebCenter Portal

Optional, but strongly recommended

WebCenter Portal applications (that is Spaces and Framework applications) use
Content Server Ul presented in an iFrame for certain functionality, such as Document
Manager document rendition and advanced metadata editing. iFrame does not
support cross-domain communications, so if the WebCenter Portal application and
Content Server are not in the same domain (in terms of their web address) you must
configure the Oracle HTTP Server (OHS), as described below, or iFraming
functionality not be available.

Note: Before enabling support for iFraming, you should already
have installed and configured the Oracle HTTP Server (OHS) as
described Section 31.2.5, "Installing and Configuring the Oracle HTTP
Server."

To enable the iFraming Ul in the WebCenter Portal application:

1. Open the mod_wl_ohs.conf file and make sure it points to the right Content
Server instance.

The default location of this file is:
OHS_HOME/Oracle WT1/instances/instancel/config/OHS/ohsl/mod_w
1 _ohs.conf

2. Update the connection property of the Content Server to:
webContextRoot="'/cs'

Note that this setting should never be set if OHS is not set up or it is not working
correctly.

3. If there is more than one Content Server, reconfigure the second one to use a
different context root.

4. Configure OHS by updating the mod_wl_ohs. conf file with the Content Server
and adfAuthentication protected URI information. For example:

<Location /cs>

SetHandler weblogic-handler
WeblogicHost example.com
WeblogicPort 9400
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</Location>

<Location /adfAuthentication>
SetHandler weblogic-handler
WeblogicHost example.com
WeblogicPort 9400

</Location>

For more information about configuring OHS through the the mod_wl_ohs.cont
file, see Appendix B, "Oracle HTTP Server Configuration for WebCenter Portal."

5. Open the Spaces or Framework application and check that the iFraming
functionality is available.

Note that since the WebCenter Portal application is now front-ended by OHS,
when you access Spaces or the Framework application you need to do so through
OHS. Consequently, you would access your application using the following:

http://<host>:<OHSPort>/webcenter

For example:

http://example.com:7777/webcenter

11.2.3.6 Configuring the SES Crawler
Optional

Follow the steps in Section 22.6.2, "Setting Up Oracle WebCenter Portal: Content
Server for Oracle SES Search" to configure the SES crawler.

11.2.3.7 Setting Up Site Studio

Optional, but recommended

Configuring Site Studio is optional, but without it you will not be able to create and
use Site Studio-related assets in Content Presenter.

To enable Site Studio:

1. Log in to Content Server and open the Admin Server Page.
The Component Manager Page displays.

2. Click All Features.

All components from the Document Management, Folders, Inbound Refinery,
Integration, and Web Content Management categories are displayed.

3. Select the checkbox for each component you want to enable. The following
components should be enabled:

» LinkManager

= SiteStudio

s SiteStudioExternal Applications

= DBSearchContainsOpSupport (not required for Oracle Text Search)

Site Studio supports either Oracle Text Search or Full Text Search (Metadata
search is not supported). If Oracle Text Search is configured, then
DBSearchContainsOpSupport should not be enabled. However, if Full Text
Search is configured, then DBSearchContainsOpSupport must be enabled for
Site Studio Designer to work properly.
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4. Click Update.

5. Restart the Content Server instance.

6. Log back into Content Server and open the Administration page.

7. Select Site Studio Administration, and then Set Default Project Document
Information.

8. Accept the defaults and click Update.

9. Select Site Studio Administration, and then Set Default Web Asset Document
Information.

10. Accept the defaults and click Update.

11. To use the Site Studio Designer, log into the Content Server console and navigate
tomy downloads, download Site Studio Designer and install it.

11.2.3.8 Enabling OracleTextSearch

Optional, but recommended

Although optional, for full-text search, Oracle recommends that you use the
OracleTextSearch option. By default, the database used by Content Server is set up to
provide metadata-only searching and indexing capabilities. However, you can modify
the default configuration of the database to additionally support full-text searching
and indexing.

Note that this option should only be used in conjunction with an Oracle database; the
OracleTextSearch index must always be in an Oracle database, regardless of the
database type used for the main schema. For more information, see the section
"Configuring Oracle Text Search for Oracle Content Server" in Oracle WebCenter
Content Installation Guide, and the section "Site Studio Integration” in Oracle WebCenter
Application Administrator’s Guide for Content Server.

11.2.3.9 Creating Content Profiles in Content Server

Optional

When iFraming is enabled in a WebCenter Portal application, users have the option to
upload content using Content Server Profiles. For more information on Content Server

Profiles, see "Using Profiles to Customize Content Screens" in the Oracle WebCenter
Application Administrator’s Guide for Content Server.

The fields described in the section "Content Check-In Form" (see the table) in the "User
Interface" appendix in the Oracle WebCenter User's Guide for Content Server are
mandatory for Content Server. All content profiles must include them, otherwise the
check-in will fail. As indicated in the table, some fields can be added as hidden or
information fields to the profile.

In addition to the mandatory fields needed to upload files to Content Server, for the
upload profiles to work correctly in Document Library and Spaces, the Content Server
profiles should also contain the following fields:

m xCollectionID - for the folder name to be persisted
s xIdcProfile - for the profile value to be persisted

= dRevLabel - required by the CHECKIN_SEL_FORM API to enable a new version
to be checked in

These fields can be added as hidden fields to the profile.
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11.2.3.10 Configuring Item Level Security in WebCenter Portal Applications
Optional

The Documents service can use Item Level Security (ILS) to override the default
Spaces document security model, or to expose Content Server document security in a
Framework application. Using ILS allows Content Server folders (and their children)
or individual documents to have unique security permissions.

This section includes the following sections:

= Section 11.2.3.10.1, "What You Should Know About Item Level Security."

= Section 11.2.3.10.2, "Configuring Item Level Security"

= Section 11.2.3.10.3, "Configuring Additional Settings for WebCenter Portal:
Framework Applications"

11.2.3.10.1 What You Should Know About ltem Level Security

Oracle WebCenter Portal allows custom permissions to be set on a file or a folder. This
feature is referred to as Item level Security (ILS). Once configured, the feature can be
accessed from the WebCenter Portal Administration Console by selecting File >
Security when viewing a file or folder (see Section 36.6.1, "Managing Content").

Note: In Spaces, using ILS as the primary security mechanism for a
space may become difficult to administer when the number of users
grow. Moreover, ILS may not be as efficient as the Spaces security
model. Therefore, Oracle recommends using ILS only to define
security for the documents or folders that do not fit within the Spaces
security model. For example, documents and folders to which only a
restricted set of users have access. For information about security, see
the section "Managing Roles and Permissions for a Space" in Oracle
Fusion Middleware User’s Guide for Oracle WebCenter Portal: Spaces.

ILS can be used to replace the existing file or folder security with a custom set of
permissions.

s When applied to a file, the custom permissions affect only that file.

=  When applied to a folder, the updated security is propagated to all child files and
folders recursively, stopping when a folder is encountered with its own custom
permissions. The propagation does not affect a file with its own custom
permissions, if already set.

Note: ILS cannot be applied to the root folder of a space in the
Spaces application. This is so that the space's security can be correctly
restored on a file or folder when its item level security is removed.

Within the Content Server, ILS is implemented as a combination of ACL, account, and
other metadata field settings. Content Server must be correctly configured to enable
ILS. See, Section 11.2.3.10, "Configuring Item Level Security in WebCenter Portal
Applications" and Section 11.2.3.12, "Configuring Security Between Content Server
and WebCenter Portal: Framework Applications."

What Happens in Content Server on Setting Custom Permissions

11-20 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



Configuring Oracle WebCenter Content Server Repositories

The following occurs in Content Server on setting custom permissions for a file or
folder from the Item Level Security dialog:

s The account is changed to account WCILS/original_account.

All AUTHENTICATED users are by default granted RWDA on account WCILS, and all
PUBLIC users are granted R on the account WCILS. Changing the account to
WCILS/original_ account ensures that only the custom permissions determine
the security on the content.

s The ACL content metadata fields, xClbraUserList and xClbraRoleList are
updated with the custom permissions. (xClbraUserList contains the
permissions a user has on a document or folder, and xClbraRoleList contains
the permissions a group has on the document or folder.)

»  The content metadata field, xInhibitUpdate is set to true, to prevent ILS from
overwriting an item’s own custom security with a parent folder's custom
permissions.

What Happens in Content Server on Removing Custom Permissions

Removing custom permissions from a folder or file attempts to revert the security on
that item to the security set on the item's parent folder. When you remove custom
permissions, the following changes take place within Content Server:

s Theitem's account is changed to be the account of its parent folder.

s Theitem's ACL content metadata fields, xC1lbraUserList and
xClbraRoleList are cleared.

s The content metadata field, xInhibitUpdate is set to false.

These changes are propagated in the same way as when the item level security is set.

Prerequisites for Using Item Level Security in WebCenter Portal: Framework
Applications

For a WebCenter Portal application, the Item Level Security (ILS) feature is supported
only if the application's Content Server security configuration meets certain
prerequisities. In most scenarios ILS is not required, and therefore, it should not be
enabled unless explicitly needed. Typical reasons for using ILS are application
situations when the Content Server security models need to be overridden or
supplemented to handle exception cases to security policies for individual users or
groups of users, on a per document basis. Please be aware that there are performance
impacts and additional administrative overhead when using ILS.

Note: Oracle recommends using Content Server security because it is
efficient and scales easily for a large number of users and content
objects compared with item level security. From an administrative
perspective, Content Server’s security is also easier to maintain. For
information about configuring security, see Section 11.2.3.12,
"Configuring Security Between Content Server and WebCenter Portal:
Framework Applications."

The following are the Content Server security ILS prerequisites for a WebCenter Portal
application:

= Security is based on Content Server Accounts alone.
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Since all content must also have a security group, this means all application users
must have RWD permissions granted to the application's security group. This is
necessary because of how ILS works, that is, on setting the custom permissions,
the account automatically changes to WCILS/original_account, whichis an
account all users have RWDA granted to. This is so that the custom permissions
alone determine the security on the document or folder.

The content metadata field, xForceFolderSecurity is set to true for the entire
application content. That is, Folder security settings are enforced on child folders
and documents. This is necessary to support the propagation of custom
permissions.

11.2.3.10.2 Configuring Item Level Security

To configure Item Level Security (ILS):

Log on to your Content Server instance.

From the Administration menu, choose Admin Server to open Component

In the Component Manager section, click the Advanced Component Manager

1.
2,
Manager.
3.
link.
4.

In the Advanced Component Manager page, scroll down to the Disabled
Components list, select RoleEntityACL, as shown in Figure 11-2, and then click
Enable.

See Also: "Setting Security Options for a File" in Oracle Fusion
Middleware User’s Guide for Oracle WebCenter Portal: Spaces.

Figure 11-2 Advanced Component Manager - RoleEntityACL Component

Disabled Components:

FolderStructureArchive
FormEditar
FrameworkFolders
IpmRepository
MSOfficeHtmlIConverterSuppor
OpssPolicyStore
PDFWatermark

QueryFolders
SiehelEcmintegration
SiehelintegrationSearchDispla:
SiehelSearchExtension
SiehelSearchExtraParams
SiteStudioPublisher
ThreadedDiscussions

Disabled Component Info
Name: FoleEntitvACL
csCompDesc_FoleEntitvACL
Tags: ide.home

components FoleEntity ACL RoleEntity ACL hda

Description:

Location:

Location Type Used:
Available Location Types: home
Feature Extensions: FoleEntitvACL

Components To Disable:

5. From the Options pane on left, select General Configuration.

Under the General Configuration page, in the Additional Configuration
Variables box, add the following parameters:

UseEntitySecurity=1
SpecialAuthGroups=PersonalSpaces, securityGroup
where:

SpecialAuthGroups is a comma separated list (no spaces allowed between
values) of security groups. The ILS option is enabled only on content in these
security groups.
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»  For WebCenter Portal applications, the securityGroup is the name of the
security group in which content is created.

= For Spaces, the name of the security group that contains the Spaces data is the
same as the Document Spaces properties application name. You can find the
application name using either Fusion Middleware Control or WLST.

In Fusion Middleware Control, the application name is displayed as part of
the Content Server default connection in the Spaces connections.

In WLST, the application name is shown using the
listDocumentsSpacesProperties command. For example:

listDocumentsSpacesProperties ('webcenter')

The Documents Spaces container is "/myspacesroot"

The Documents repository administrator is "weblogic"

The Documents application name is "myspacesapp' <- applicationName
The Documents primary connection is "myucm"

7. Restart Content Server.

11.2.3.10.3 Configuring Additional Settings for WebCenter Portal: Framework Applications

For a Framework application, in addition to the steps described in Section 11.2.3.10.2,
"Configuring Item Level Security", ensure that all users by default are granted RWDA
on the WCILS account. To do this, use the SET_DEFAULT_ATTRIBUTES service. For
information about the SET_DEFAULT_ATTRIBUTES service, see the section
"SET_DEFAULT_ATTRIBUTES" in Oracle WebCenter Content Services Reference Guide.

To run the SET_DEFAULT_ATTRIBUTES service through a browser:
1. From a browser, log into Content Server as an administrative user.

2. View the source for the page, and find the value of the idcToken by searching for a
line containing var idcToken = (for example, var idcToken =
1316188662243 :6FE5F809A3B122277B7A1D19912FBB5).

3. While in the same browser window, enter the URL in the format:

http://host:port/cs/idcplg?IdcService=SET DEFAULT_ATTRIBUTES&JECPropSubKey=<Sec
urity Group>&dDefAttribs=account,WCILS, 15&idcToken=<idcToken>&IsSoap=1

For example:

http://myhost.com:4444/cs/idcplg?IdcService=SET_DEFAULT ATTRIBUTES&JECPropSubKe
y=Custom&dDefAttribs=account,WCILS, 15&idcToken=1291297336399:6E324367FCID2F8BE5S
25FACEBF4463FC&IsSoap=1

11.2.3.11 Additional Optional Configurations

This section describes additional optional configurations that are not required for
Content Server to function correctly, but nonetheless offer value and comprise best
practices for a Content Server enterprise installation.

This section includes the following subsections:
= Section 11.2.3.11.1, "Configuring the File Store Provider"
= Section 11.2.3.11.2, "Setting Up Node Manager"

11.2.3.11.1 Configuring the File Store Provider
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A file store for data management is used in the Content Server system instead of the
traditional file system for storing and organizing content. The File Store Provider
component is installed, enabled, and upgraded by default for a new Content Server
instance (with no documents in it). The File Store Provider component automatically
upgrades the default file store (DefaultFileStore) to make use of functionality exposed
by the component, including modifying the web, vault, and web URL path
expressions.

The File Store Provider component exposes the file store functionality in the Content
Server interface and allows additional configuration options. For example, you can
configure the Content Server instance to use binary large object (BLOB) data types to
store content in a database, instead of using a file system.

With File Store Provider, checked-in content and associated metadata are examined
and assigned a storage rule based on criteria established by a system administrator.
Criteria can include metadata, profiles, or other considerations. The storage rule
determines how vault and web files are stored by the Content Server system and how
they are accessed by a web server.

The File Store Provider component enables you to define data-driven rules to store
and access content managed by the Content Server system. The configuration steps
below create a storage rule that ensures content is stored in the database rather than on
the file system.

To create a storage rule:
1. Log in to the Content Server instance as system administrator.
2. Select Administration, then Providers.
The Providers Page displays.
3. Click Info in the Action column next to the DefaultFileStore provider.
The File Store Provider Information Page displays.
4. Specify a name for the rule (for example, DBStorage) and select JDBC Storage.
5. Click OK.
The Edit File Store Provider Page displays.
6. Click Update.

7. Restart the Content Server instance.

11.2.3.11.2 Setting Up Node Manager

As an additional step to configuring and managing Content Server and the other
servers in the domain in which it resides, you may want to consider using Oracle
WebLogic Server Node Manager. Node Manager lets you start and stop WebLogic
Server instances remotely, monitor them, and automatically restart them after an
unexpected failure. You can configure Content Server, the Administration Server, and
Node Manager to work together in a WebLogic Server domain. Node Manager is
installed on all the machines that host any server instance. For more information about
using Node Manager, see “Using Node Manager with Oracle WebCenter Content” in
the Oracle WebCenter Content Installation Guide.

11.2.3.12 Configuring Security Between Content Server and WebCenter Portal:

Framework Applications
Mandatory for Framework applications
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To configure Content Server to work with a Framework application, you must first set
up content security and users in a development environment and then migrate them
to a production environment. For detailed information about security, see also the
chapter "Managing Security and User Access" in Oracle WebCenter Content System
Administrator’s Guide for Content Server.

This section describes the following mandatory steps:

s Creating security groups: All content items, whether that be a folder or a
document, must reside in a security group. Security groups are required for
folders so the folder content can be restricted or its access can be customized based
on who should view, edit, or manage the folder content. To create security groups
follow the steps in Section 11.2.3.12.1, "Creating a Security Group Using the
Content Server Console."

= Creating roles: Roles are created with different permissions such as, read, write,
delete, administer, and are used to define permissions on security groups. First
you must create roles in Content Server, as described in Section 11.2.3.12.2,
"Creating Roles Using the Content Server Console"and then for the WebCenter
Portal application, as described in Section 11.2.3.12.3, "Creating Roles (Groups)
Using Fusion Middleware Control."

s Creating folders: Folders include content such as files, subfolders, images. To
create folders, follow the steps in Section 11.2.3.12.4, "Creating a Folder Using the
Content Server Console."

s Creating users: Users are assigned different roles based on their roles and
responsibilities in their organizations. Create users as described in
Section 11.2.3.12.5, "Creating Users Using Fusion Middleware Control" and then
grant roles to these users, as described in Section 11.2.3.12.6, "Granting a Role to a
User Using Fusion Middleware Control."

= Migrating security: Migrate these security groups, folders, users, and roles to your
production environment. For information, see Section 11.2.3.12.7, "Migrating
Security to a Production Environment."

s Checking the configuration: check that the security groups and roles have been
created correctly as described in Section 11.2.3.12.8, "Checking Your Security
Group and Roles Configuration."

The procedures described in this section apply to the Documents service (including
wikis and blogs) and Content Presenter.

11.2.3.12.1 Creating a Security Group Using the Content Server Console

To create a security group:

1. Log into the Content Server Console as an administrator.

2. From the Administration menu, choose Admin Applets.

3. On the Administration Applet page, click User Admin to display the User Admin
dialog.

4. From the Security menu, choose Permissions by Group.

5. In the Permission By Group dialog, click Add Group.

6. Inthe Add New Group dialog, enter a group name, for example, WikiBlog.
7. Click OK.

The security group, which you will use when you create a folder in Section 11.2.3.12.4,
"Creating a Folder Using the Content Server Console," is created.
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11.2.3.12.2 Creating Roles Using the Content Server Console

This section describes how to set up two roles in Content Server that mimic those
you'll set up in the Framework application: one granting only read permission to the
security group, and another granting all permissions to the security group.

To create roles:
1. Log into the Content Server Console as an administrator.
2. From the Administration menu, choose Admin Applets.

3. On the Administration Applet page, click User Admin to display the User Admin
dialog.

4. Create a new role with full access:
a. From the Security menu, choose Permissions by Role.
b. Inthe Permission By Group dialog, click Add New Role.

c. Inthe Add New Role dialog, enter a name, for example, WikiBlog.

e

Click OK. This displays the Permission By Role dialog.

e. In the Groups/Rights column, select the security group that you created
earlier (for example, WikiBlog), as described in Section 11.2.3.12.1, "Creating
a Security Group Using the Content Server Console."

f. Click Edit Permissions.

g. In the Edit Permissions dialog, select all checkboxes: Read, Write, Delete, and
Admin, and click OK.

RWDA access is enabled, as shown in Figure 11-3.

Figure 11-3 RWDA Permissions

AN Permissi by Role |
| Roles Groups/Rights —— |
Close |
| AviTrust AviTrust () - -
| AviTrustsBC AnTrustseC )
| AviTrustSBCRO Personalspaces ()
PersonalSpacesRole Public (R} { )
Edit Applet Rights...
kiBlog Secure 0 \ = ]
admin webcenter ()
contributor WikiBlog (RWDA)
guest
sysmanager
webcenterUser
. Add New Role Edit Role.. { Delete Role )

5. Create another role (for example WikiBlogRO) with only Read access following
steps 4a to 4f and selecting the Read checkbox in the Edit Permissions dialog in
step 4g.

11.2.3.12.3 Creating Roles (Groups) Using Fusion Middleware Control

This section steps you through creating two roles in the Framwork application: one
role with read access, and another with full access (read, write, delete, administer) .

To create roles (groups):

1. Log into Fusion Middleware Control as an administrator.
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2. Under Domain Structure, click Security Realms.

3. In the table under the Summary of Security Realms section, click myrealm, for
example.

IMPORTANT: myrealm uses the embedded LDAP that ships with Oracle
WebCenter Portal. If your installation uses a different LDAP, you must select that
instead of the embedded LDAP.

4. Select the Users and Groups tab and then the Groups subtab.
5. Under the Groups section, click New to display the Create a New Group section.

6. Inthe Name field, enter the name of the role to which you granted full access in
Content Server (for example, WikiBlog), as described in Section 11.2.3.12.2,
"Creating Roles Using the Content Server Console", and click OK.

7. Create a role or group with the read permission (for example, WikiBlogRO) by
performing steps 5 and 6. The name of this role must match that you specified in
Content Server, as described in Section 11.2.3.12.2, "Creating Roles Using the
Content Server Console."

11.2.3.12.4 Creating a Folder Using the Content Server Console

To create a folder:

1. Log into the Content Server Console as an administrator.

2, From the Browse Content menu, choose Contribution Folders to display the root
directory in which you will create a folder.

3. On the Contribution Folders page, from the New Item menu, choose New Folder
to display the Hierarchy Folder Configuration page.

4. In the Virtual Folder Name field, enter a meaningful name (for example
WikiBlog).

5. Under the Folder Information section, in the Title field, enter a meaningful title
(for example, WikiBlog).

6. From the Security Group dropdown, select the security group that you created as
described in Section 11.2.3.12.1, "Creating a Security Group Using the Content
Server Console."

All items in this folder will inherit the security from this security group.

7. Click Save.

11.2.3.12.5 Creating Users Using Fusion Middleware Control

This section steps you through creating two users: a user for the read role, and a role
for the full access (read, write, delete, administer) role.

To create users:
1. Log into Fusion Middleware Control as an administrator.
2. Under Domain Structure, click Security Realms.

3. In the table under the Summary of Security Realms section, click myrealm, the
built-in realm that works with the integrated LDAP.

4. Select the Users and Groups tab and then the Users subtab.
5. Under the Users section, click New to display the Create a New User section.

6. In the Name field, specify a name, for example Joe.
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7. In the Password field, specify a password.
8. In the Confirm Password field, enter the password again, and then click OK.

9. Create another user by performing steps 4 to 8.

11.2.3.12.6 Granting a Role to a User Using Fusion Middleware Control

This section steps you through granting the roles you created in Section 11.2.3.12.3,
"Creating Roles (Groups) Using Fusion Middleware Control" to the users you created
in Section 11.2.3.12.5, "Creating Users Using Fusion Middleware Control".

To grant a role to a user:
1. Log into Fusion Middleware Control as an administrator.
2. Under Domain Structure, click Security Realms.

3. In the table under the Summary of Security Realms section, click myrealm, the
built-in realm that works with the integrated LDAP.

4. Select the Users and Groups tab and then the Users subtab.

5. In the table under the Users section, click the name of the user you created in
Section 11.2.3.12.5, "Creating Users Using Fusion Middleware Control", to display
the settings section.

6. Select the Groups tab.

7. Under Parent Groups, in the Available column, select the role with the read
permission (for example, WikiBlogRO) that you created in Section 11.2.3.12.3,
"Creating Roles (Groups) Using Fusion Middleware Control".

8. Move this role to the Chosen column and click Save.

9. Repeat steps 5 to 8 and grant the role with the full access permission to another
user you created.

11.2.3.12.7 Migrating Security to a Production Environment

For information about migrating security from a development environment to a
production environment, see Section 28.2.5, "Post-deployment Security Configuration
Tasks."

11.2.3.12.8 Checking Your Security Group and Roles Configuration

After completing your configuration, follow the steps below to check that the security
group and roles have been created correctly, and that a root folder has been created.

To verify that the security group and roles have been created:
1. Log in to the Content Server Console as an administrator.
2. From the Administration menu, choose Admin Applets.

3. On the Administration Applet page, click User Admin to display the User Admin
dialog.

4. From the Security menu, choose Permissions by Group.

5. In the Permission By Group dialog, make sure that the security group is listed in
the Groups list. The name of the security group ID should be the same as the
Application Name in the Spaces document properties.

6. Select the security group in the groups list.
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7. Check that the Roles list contains the two roles: <applicationName>User and
<applicationName>AuthenUser with R and RWD permissions for the group
space respectively.

To verify that the root folder has been created:

1. Log in to the Content Server Console as an administrator.

2. From the Browse Content menu, check that the root folder is listed and select it.
3. Verify that the child folder spacetemplate is listed

4. Click Info to display the Hierarchical Folder Information screen.

5. Verify that the Security Group is correct.

11.2.3.13 Registering the Content Server Connection

Mandatory for Framework applications/Optional, but strongly recommended for
Spaces

For Framework applications, before you can use the configured Content Server, you
must configure the connection between the application and Content Server. For
Spaces, although the connection should be configured for you when the application
first starts up, you should at least test the connection and check that the expected data
has been properly seeded.

This section includes the following subsections:

= Section 11.2.3.13.1, "Configuring the Content Server Connection for Framework
Applications"

= Section 11.2.3.13.2, "Configuring the Content Server Connection for Spaces"

s Section 11.2.3.13.3, "Checking the Spaces Data Seeded in Content Server"

11.2.3.13.1  Configuring the Content Server Connection for Framework Applications

After installing and configuring Content Server, continue by configuring the
connection between the Framework application and Content Server. For more
information about configuring the connection, see Section 11.6.2, "Registering Content
Repositories Using Fusion Middleware Control" or Section 11.6.3, "Registering Content
Repositories Using WLST."

11.2.3.13.2 Configuring the Content Server Connection for Spaces

Although the connection between Spaces and Content Server should have
automatically been configured when the application first starts up, you should at least
test the connection and check that it has been appropriately configured for your
environment. For high availability environments, or for single sign-on environments,
you may have to modify the Spaces host and port settings.

After installing and configuring Content Server, and restarting Spaces, check that your
Spaces connection to Content Server is properly configured as described in

Section 11.11.1, "Testing Content Server Connections." If your connection was not
properly configured, then configure it as shown in Section 11.10, "Setting Connection
Properties for the Spaces Content Repository."

Some WebCenter Portal components, such as the Documents service, rely on the data
seeded in Content Server when Spaces first starts up. Before configuring other
components with Spaces, check that the expected data has been properly seeded as
described in Section 11.2.3.13.3, "Checking the Spaces Data Seeded in Content Server."
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11.2.3.13.3 Checking the Spaces Data Seeded in Content Server

When Spaces first starts up, a set of default data is seeded in Content Server. The data
seeded in Content Server for a Spaces instance is based on the Document Spaces
properties for the active Content Repository Connection. For example:

Root folder = /WebCenterl
Application Name= WC1

If the data is not correct, or has only been partially seeded, check the Spaces log and
your Content Server configuration, make the necessary corrections to the Document
Spaces properties, and then restart the Spaces instance to reseed them. For information
about setting the default content repository, and setting additional Document Spaces
properties required for a Spaces content repository, see Section 11.8, "Modifying
Content Repository Connection Details."

Table 11-3 illustrates the Group Spaces data that is seeded (Seeded Data), the naming
for the data seeded (Naming) and how to check that the data is created in Content
Server (Verify).

Table 11-3 Group Spaces Seeded Data

Seeded Data Naming Verify
Security Group [One security group is seeded: In Content Server, go to
Aol icationName IAdministration > Admin
PP IApplets > User Admin >
For example: WC1 Security> Permission by
Group
Roles [Two roles are seeded: In Content Server, go to
. . IAdministration > Admin
m ApplicationName A .
. .. . pplets > User Admin >
User (with R permission on the security . .o
Security > Permission by
group) Role
m ApplicationName
AuthenUser (with RWD permission on the
security group)
IFor example: WC1User and WC1AuthenUser
Root Folder RootFolder Browse content (folder will
name (with Security Group be listed as a top-level
=<ApplicationName>) folder)
For example: /WebCenterl
Default IAll public users have: Query the
Attrlbutes i m  Read on the account prefix PUBLIC lExtendedConflgPropert
Public users ies table, or after logging
m  Read on the account prefix WCILS into Content Server, click on
m  The ApplicationNameUser role the username to view t he
user's profile page listing
their roles and accounts,
including the account
PUBLIC and WCILS and the
role
<ApplicationName>User
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Table 11-3 (Cont.) Group Spaces Seeded Data

Seeded Data Naming Verify
Default A1l Authenticated users have: Query the
Attributes - .. . ExtendedConfigPropert
. Read permission on the account prefix . .
Authenticated ies table, or after logging
AUTHEN . 2
users into Content Server, click on
m  Read, Write, Delete, Admin permission on the username to view the
the account prefix WCILS user's profile page listing
] The ApplicationNameAuthenUser .thell ! r(?les z;nd accounts,
role including the account
IAUTHEN and WCILS and the
role
ApplicationNameAuthen
User
Workflows Three workflows are seeded: In Content Server, go to

] ApplicationNameAllApprover
m ApplicationNameAllReviewer
- ApplicationNameSingleApprover

For example, WC1AllApprover,
WClAllReviewer, and
WC1lSingleApprover

IAdministration > User
IAdmin > Workflow Admin
> Criteria tab

Personal Space data is seeded only once in a Content Server, regardless of how many
Spaces instances are using the same Content Server. Therefore, if you have multiple
Spaces instances using the same Content Server, they will all share the same Personal

Spaces data.

Table 114 illustrates the Personal Space data that is seeded (Seeded Data), the naming
for the data seeded (Naming) and how to check that the data is created in Content

Server (Verify).

Table 11-4 Personal Space Seeded Data

Seeded Data

Naming

Verify

Security Group [One security group is seeded: In Content Server, go to
bersonal Spaces IAdministration > Admin
P IApplets > User Admin >
Security > Permission by
Group
Roles [Two roles are seeded: In Content Server, go to
m PersonalSpacesRole (with R 23;}3;%?};2?;&??
permission on the security group Security > Permission by
PersonalSpaces) Role
] PersonalSpacesAuthenRole
(with RWD on the security group
PersonalSpaces)
Root Folder PersonalSpaces Browse content (folder will
name (with Security Group=PersonalSpaces) pe listed as a top-level

folder)
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Table 11-4 (Cont.) Personal Space Seeded Data

Seeded Data Naming Verify
Default A1l public users have: Query the
Attributes - ExtendedConfigPropert

Public users

B Read on the Root Folder’s account

m The PersonalSpaces role

ies table, or after logging
into Content Server, click on
the username to view the
user's profile page listing
their roles and accounts,
including the account
PEWebCenter/PU and the
role
PersonalSpacesRole

Default
Attributes -
Authenticated
users

IAll Authenticated users have:

m The PersonalSpacesAuthenRole role

Query the
ExtendedConfigPropert
ies table, or after logging
into Content Server, click on
the username to view the
user's profile page listing
their roles and accounts,
including the role
PersonalSpacesAuthenR
ole

11.3 Configuring Microsoft SharePoint Repositories

If you want to access a Microsoft SharePoint content repository from a WebCenter
Portal application, you must install the Oracle WebCenter adapter for Microsoft

SharePoint.

The Oracle WebCenter adapter for Microsoft SharePoint supports the following

features:

= Reading content and metadata from the Microsoft SharePoint repository

= Writing files and folders to the SharePoint document libraries

= Running queries on the Microsoft SharePoint system

= Enabling SharePoint security settings for the accessed content by leveraging native

Microsoft SharePoint authentication and authorization

All features are implemented using native Microsoft SharePoint web services as the
interface to Microsoft SharePoint content and services.

This section discusses prerequisites for connecting WebCenter Portal applications to
Microsoft SharePoint:

s Section 11.3.1, "Microsoft SharePoint - Installation"

»  Section 11.3.2, "Microsoft SharePoint - Configuration"

= Section 11.3.3, "Microsoft SharePoint - Security Considerations"

s Section 11.3.4, "Microsoft SharePoint - Limitations in WebCenter Portal"

= Section 11.3.5, "Managing Microsoft SharePoint Connections Using WLST"
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Note: To enable Microsoft SharePoint connections in Spaces, read the
whitepaper "Integrating the SharePoint 2007 Adapter with WebCenter
Spaces" available from Oracle Technology Network at
http://www.oracle.com/technetwork/middleware/webcent
er/overview/index.html.

11.3.1 Microsoft SharePoint - Installation

This section includes the following:

s Section 11.3.1.1, "What You Should Know About Microsoft SharePoint Server
Installation”

= Section 11.3.1.2, "Installing Oracle WebCenter Adapter for Microsoft SharePoint"

»  Section 11.3.1.3, "Installing WLST Command Scripts for Managing Microsoft
SharePoint Connections"

11.3.1.1 What You Should Know About Microsoft SharePoint Server Installation
Oracle WebCenter Portal supports the following Microsoft SharePoint versions:

=  Microsoft Office SharePoint Server (MOSS) 2007 SP2
s Microsoft Windows SharePoint Services (WSS) version 3 SP2

Note: A Microsoft SharePoint site configured for anonymous access
is not supported by the adapter.

Refer to the appropriate Microsoft SharePoint documentation for installation
information.

Oracle WebCenter Portal supports the following Microsoft SharePoint 2007 Document
Library version settings:

= Require Check Out: No
s Content Approval: No
= Document Version History: No versioning

If any other version settings are configured, Oracle WebCenter adapter for Microsoft
SharePoint does not function correctly. For example, if Require CheckOut is set to
yes, upload operations fail. Similarly, if document version history or content approval
is enabled, new versions or documents have restricted visibility.

11.3.1.2 Installing Oracle WebCenter Adapter for Microsoft SharePoint

The files for Oracle WebCenter adapter for Microsoft SharePoint are located in the
Oracle WebCenter Companion DVD in the
ofm_wc_generic_jcr_sharepoint_adapter_11.1.1.4.0.zip file. When you
extract this ZIP file to a temporary location, you will find the adapter files in the
TEMP_LOCATION/WebCenter/services/content/adapters directory.

Before You Begin:

WebCenter adapter for Microsoft SharePoint must be installed in the same managed
server as your WebCenter Portal application. If you have not done so already, create a
managed server suitable for WebCenter Portal application deployments as described
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in Section 7.1.4, "Creating a Managed Server" and Section 7.1.5, "Creating and
Registering the Metadata Service Repository."

To install WebCenter adapter for Microsoft SharePoint for a WebCenter Portal
application:

1.

o ©Dbd

Log in to the WLS Administration Console.

For information on logging into the WLS Administration Console, see
Section 1.13.2, "Oracle WebLogic Server Administration Console."

Navigate to the WLS Administration Console's Home page.
From the Domain Structure pane, click Deployments.
In the Summary of Deployments section, under Control, click Install.

In Install Application Assistant, in Note, click the upload your file(s) link in the
body of the text.

Click Browse next to Deployment Archive, select the
oracle.webcenter.content.jcr.sharepoint.ear file from the
TEMP_LOCATION/WebCenter/services/content/adapters directory. This
is the temporary directory in which you extracted the contents of the
ofm_wc_generic_jcr_sharepoint_adapter_11.1.1.4.0.zip file from
the Oracle WebCenter Companion DVD. Click Next.

After you see the message that the EAR file has been uploaded successfully, as
shown in Figure 114, click Next.

Figure 11-4 Install Application Assistant

ORACLE Weblogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help

View changes and restarts Home =Summary of Deployments
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Configuration button to allow others to edit the
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% The file orade.webcenter.content.jer.sharepoint.ear has been uploaded successfully
to fscratch/aime 1/ps1fuser_projects/domains/wec_domain/servers/AdminServer fupload

Install Application Assistant

Next Cancel

Rel=aze Configuration |

Domain Structure Locate deployment to install and prepare for deployment
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E'El_T-.-'ironment

| tServers
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irtual Hosts
--Migratable Targets
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--Work Managers
i "Startup & Shutdown Classes
t--Deployments
E'Sgl"-.-'ices

TL

you want to install, You can also enter the path of the application directory or file in the Path field.

application contains the required deployment descriptors,

Path:
Recently Used Paths: {none)

Current Location:
upload

Welcome,

Select the file path that represents the application root directory, archive file, exploded archive directory,

Note: Only valid file paths are displayed below. If you cannot find your deployment files, upload your file(s

/scratch/aime1/ps1/user_projects/domains/we_domain/servers/Adr

[ scratch f aimel f ps1 fuser_projects / domains [ wc_domain f servers [ Admins

Select Install this deployment as a library, if not already selected, and click Next.

In Select deployment targets, select the managed server on which the WebCenter
Portal: Framework application will be deployed. This must be a custom managed
server (based on the Custom Portal template), not one of WebCenter Portal's
out-of-the-box managed servers. For details, see the section "Using Templates to
Create Custom Managed Servers" in Oracle Fusion Middleware Installation Guide for
Oracle WebCenter Portal.

10. Click Next.

11. In Optional Settings, accept the defaults and click Finish.
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11.3.1.3 Installing WLST Command Scripts for Managing Microsoft SharePoint
Connections

1.

Extract the files DocLibSharePointWLST.py and DocLibGenericWLST . py
from the ofm_wc_generic_jcr_sharepoint_adapter_11.1.1.4.0.zip file located in the
Oracle WebCenter Companion DVD. These files are in the
/WebCenter/services/content/adapters directory.

Copy the extracted DocLibSharePointWLST.py and DocLibGenericWLST.py
files and paste them in the ORACLE_HOME/common/wlst directory.

To run WLST commands, see Section 1.13.3.1, "Running Oracle WebLogic Scripting
Tool (WLST) Commands."

For information about managing connections using WLST, see Section 11.3.5,
"Managing Microsoft SharePoint Connections Using WLST."

11.3.2 Microsoft SharePoint - Configuration

You must perform the following tasks to enable Microsoft SharePoint connections in
WebCenter Portal applications:

1.

Install Oracle WebCenter adapter for Microsoft SharePoint in the same managed
server where you plan to deploy your WebCenter Portal application.

In JDeveloper, configure a connection to your Microsoft SharePoint repository.
This must be an application connection created in Application Resources in the
Application Navigator.

(Optional) In JDeveloper, include a Documents task flow that uses the Microsoft
SharePoint repository connection.

Deploy your WebCenter Portal application.

After deployment, you can access the Microsoft SharePoint repository that you
configured in JDeveloper from your WebCenter Portal application.

(Optional) Reconfigure Microsoft SharePoint connection details postdeployment,
if required.

a. Install WLST command scripts for managing Microsoft SharePoint
connections postdeployment.

b. Modify the existing connection details (setJCRSharePointConnection) or
create a new Microsoft SharePoint repository connection
(createdJCRSharePointConnection).

Note: To enable Microsoft SharePoint connections in Spaces, read the
whitepaper "Integrating the SharePoint 2007 Adapter with WebCenter
Spaces" available from Oracle Technology Network at
http://www.oracle.com/technetwork/middleware/webcent
er/overview/index.html.

11.3.3 Microsoft SharePoint - Security Considerations
Authentication through identity propagation is not supported on Microsoft SharePoint

connections. However, you can use an external application to authenticate users
against the Microsoft SharePoint repository. Use the WLST argument extAppId to
specify the external application to use. For details, see Section 11.3.5.1,

"create] CRSharePointConnection." Note that if the extAppId refers to an external
application connection for which neither public nor shared credentials are defined,
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then Documents task flows will prompt for credentials. This allows per-user mapping
of credentials as an alternative to identity propagation.

11.3.4 Microsoft SharePoint - Limitations in WebCenter Portal

The Spaces application does not support Microsoft SharePoint as the primary
document store, and therefore, you must use Oracle WebCenter Content instead.

11.3.5 Managing Microsoft SharePoint Connections Using WLST

Use the commands listed in Table 11-5 to manage connections to SharePoint content
repositories, postdeployment.

Configuration changes made using these WebCenter Portal WLST commands are only
effective after you restart the Managed Server on which the WebCenter Portal
application is deployed. For details, see Section 8.2, "Starting and Stopping Managed
Servers for WebCenter Portal Application Deployments."

Table 11-5 SharePoint Content Repository WLST Commands

Use with
Use this command... To... WLST...
createJCRSharePointCon Create a Microsoft SharePoint 2007 repository Online
nection connection.
setJ]CRSharePointConnec Edit a Microsoft SharePoint 2007 repository Online
tion connection.

listfCRSharePointConne List all Microsoft SharePoint 2007 connections that are Online
ctions configured for a WebCenter Portal application.

For information about how to install WLST scripts for Microsoft SharePoint, see
Section 11.3.1.3, "Installing WLST Command Scripts for Managing Microsoft
SharePoint Connections."

11.3.5.1 createJCRSharePointConnection

The createJCRSharePointConnection WLST command creates a connection to a
Microsoft SharePoint 2007 repository. For syntax and other information about this
WLST command, see "create] CRSharePointConnection" in the Oracle Fusion Middleware
WebLogic Scripting Tool Command Reference.

Note: For WebCenter Portal applications, the
createJCRSharePointConnection command works only if the
application was developed to support Microsoft SharePoint
connections in the first place. If the original WebCenter Portal
application deployment does not include a Microsoft SharePoint
connection, then the application will not contain the code necessary to
support any new Microsoft SharePoint connections that you may
want to create using this command. See also, Section 11.3.2, "Microsoft
SharePoint - Configuration.”

11.3.5.2 setJCRSharePointConnection

This WLST command edits an existing Microsoft SharePoint 2007 repository
connection. For syntax and other information about this WLST command, see
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"set]CRSharePointConnection" in the Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

11.3.5.3 listJCRSharePointConnections

This WLST command lists all of the SharePoint connections that are configured for a
named WebCenter Portal application. For syntax and other information about this
WLST command, see "listfCRSharePointConnection" in the Oracle Fusion Middleware
WebLogic Scripting Tool Command Reference.

11.4 Configuring Oracle Portal Repositories

This section discusses the prerequisites for an Oracle Portal content repository in the
following subsections:

s Section 11.4.1, "Oracle Portal - Installation”
= Section 11.4.2, "Oracle Portal - Configuration"
»  Section 11.4.3, "Oracle Portal - Security Considerations"

s Section 11.4.4, "Oracle Portal - Limitations in WebCenter Portal"

11.4.1 Oracle Portal - Installation

For information on installing Oracle Portal, see Oracle Fusion Middleware Installation
Guide for Oracle Portal, Forms, Reports and Discoverer.

11.4.2 Oracle Portal - Configuration

Oracle Portal must be up-to-date with all the latest patches. For additional information
about patches, see the product release notes. See also Oracle Fusion Middleware
Administrator’s Guide for Oracle Portal.

11.4.3 Oracle Portal - Security Considerations

None.

11.4.4 Oracle Portal - Limitations in WebCenter Portal

Oracle Portal integration with Oracle WebCenter Portal is read-only. It is not possible
to create content in the portal from Oracle WebCenter Portal.

You can expose Oracle Portal pages in WebCenter Portal applications through the
Federated Portal Adapter by publishing them as portlets in Oracle Portal. The
following are not returned by the Federated Portal Adapter, and thus are not visible in
Oracle WebCenter Portal:

= Seeded page groups:

- Oracle Portal repository.

— Oracle Portal design-time pages.
= Pages of the following types:

- Mobile.

- URL.

- Navigation pages.
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s Items of the following types:
- Navigation items.
— PLSQL items.
— Portlet.
— Portlet instance.
— URL items.
— Mobile items.
- Page links.
— Item links.
» Items defined as:
- Expired.
— Hidden.

11.5 Configuring a File System Repository

This section discusses the prerequisites for a file system content repository in the
following subsections:

= Section 11.5.1, "File System - Security Considerations"

m  Section 11.5.2, "File System - Limitations in WebCenter Portal"

Caution: File system connections must not be used in production or
enterprise application deployments. This feature is provided for
development purposes only. Connections created through the file
system adapter can be used during the development of WebCenter
Portal applications using Oracle JDeveloper.

WebCenter Portal: Spaces applications do not support file system
connections.

11.5.1 File System - Security Considerations

All operations are executed as the system user under which the JVM is running and
therefore inherit its permissions.

11.5.2 File System - Limitations in WebCenter Portal

File system connections must not be used in production or enterprise application
deployments, and search capabilities are limited and slow due to the absence of an
index. This feature is provided for development purposes only.

11.6 Registering Content Repositories
This section contains the following subsections:

= Section 11.6.1, "What You Should Know About Registering Content Repositories
for Spaces"

Section 11.6.2, "Registering Content Repositories Using Fusion Middleware
Control"
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Section 11.6.3, "Registering Content Repositories Using WLST"

11.6.1 What You Should Know About Registering Content Repositories for Spaces

Consider the following when registering Content Server repositories for WebCenter
Portal: Spaces:

At start up, Spaces creates seed data (if it does not already exist) in the
primary/active/default repository for Spaces.

For Spaces, a Content Server repository connection must always be provided as a
primary connection, even if another repository such as Microsoft SharePoint is
made available.

A user name with administrative rights for the Content Server instance is required
(Content Administrator). This user will be used to create and maintain
folders for Spaces content, security groups and roles, and manage content access
rights. The default content administrator is sysadmin.

Administrative privileges are required for this connection so that operations can
be performed on behalf of Spaces users.

Root Folder and Application Name values:

— For the active connection in Spaces, the Root Folder and Application
Name values are used to create the seed data in the Spaces repository to enable
storage of space-related data.

WARNING: You should never change the Root Folder or
Application Name values separately; you should always change
both. That is, if you change the Root Folder value after
configuring and running Spaces, then you must also change the
Application Name value, and vice versa. That is, you must change
both values (Root Folder and Application Name) to unique
values if the Spaces application already contains the seed data.

When you change these values, the existing seed data is not renamed in the
Content Server repository. Instead, new seed data is created using the new
values, when you start the application. Once the application is started, new
Spaces data is created under the new Root Folder and existing data under
the old Root Folder is no longer available. This means that the Documents
service will now be disabled in Spaces where the Documents service was
previously enabled, prior to changing the Root Folder.

Note: Although the Root Folder and Application Name values
change, the old root content repository folder still appears in search
results, like any other root folder in Content Server.

— TheRoot Folder value is used as the name for the root folder within the
content repository under which all Spaces content is stored. For the Root
Folder value, you must specify a content repository folder that does not yet
exist. Use the format: /foldername. For example: /MyWebCenterSpaces.
The Root Folder cannot be /, the root itself, and it must be unique across
different WebCenter Portal applications. The folder specified is created for
you when the WebCenter Portal application starts up. Invalid entries include:
/, /foldername/, /foldername/subfolder.
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The Application Name, which identifies the Spaces application within this
content repository, must have a unique value (for example: MyWCs). The name
must be 14 characters or less, begin with an alphabetical character, followed
by any combination of alphanumeric characters or the underscore character.
The name specified here is also used to name document-related workflows, as
follows: <applicationName><WorkflowName> and
<applicationName><WorkflowStepName>. When naming workflows,
only the first 14 characters of the Application Name are used.

The Application Name value is used for the following:

*  To separate data when multiple Spaces applications share the same
content repository and should be unique across applications.

*  As the prefix to the seeded workflow and workflow steps.

*  As the name of the security group in which all data created in that Spaces
application is stored.

*  As the prefix for the role (the name format is applicationNameUser
and applicationNameAuthenUser).

*  To stripe users permissions on accounts for the particular Spaces
application.

*  To stripe default attributes for the particular Spaces application.

For information about security groups and roles, see Managing Security and
User Access for Content Server. For information about folders, see Folders and
WebDav Administration Guide. These guides are available at
http://download.oracle.com/docs/cd/E10316_01/owc.htm.

11.6.2 Registering Content Repositories Using Fusion Middleware Control

Follow the steps below to register a Content Server, Oracle Portal, or file system
content repository using Fusion Middleware Control. Note that to register a
SharePoint repository you must use WLST as described in Section 11.6.3, "Registering
Content Repositories Using WLST." For information on how to register a Content
Server repository using WLST, see Section 11.10.2, "Setting Connection Properties for
the Spaces Content Repository Using WLST."

To register a Content Server, Oracle Portal, or file system content repository:

1.

Log in to Fusion Middleware Control and navigate to the home page for the
Spaces or Framework application:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
Do one of the following:

n  For WebCenter Portal: Spaces - From the WebCenter Portal menu, choose
Settings > Service Configuration.

= For WebCenter Portal: Framework applications - From the Application
Deployment menu, choose WebCenter Portal > Service Configuration.

From the list of services on the WebCenter Service Configuration page, select
Content Repository.

To connect to a new content repository, click Add (Figure 11-5).
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Figure 11-5 Configuring Content Repository Connections

Manage Content Repository Connections

Gk add G Edit 3 Delete
Mame Repository Type Active Connection
pktest2 QOracle Content Server

5. Enter a unique name for this connection, specify the content repository type, and
indicate whether this connection is the active (or default) connection for the
application. See Table 11-6.

Table 11-6 Manage Content Repository Connections

Field Description

Connection Name Enter a unique name for this content repository connection. The
name must be unique (across all connection types) within the
WebCenter Portal application.

Repository Type Choose the type of repository you want to connect to. Select one
of the following;:

= Content Server - an Oracle Universal Content Management
repository. See Section 11.2, "Configuring Oracle WebCenter
Content Server Repositories".

= Oracle Portal - an Oracle Portal content repository. See
Section 11.4, "Configuring Oracle Portal Repositories."

= File System - a computer file system. See Section 11.5,
"Configuring a File System Repository."

Caution: File system connections must not be used in
production or enterprise application deployments. This
feature is provided for development purposes only.

(Spaces) If you are setting up the back-end content repository for
Spaces, that is, the repository used by Spaces to store
space-related documents, you must select Content Server.
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Table 11-6 (Cont.) Manage Content Repository Connections

Field ‘Description

Active Connection Select to make this the default or primary content repository for
your WebCenter Portal application.

You can connect your WebCenter Portal application to multiple
content repositories; all connections are used. One connection
must be designated the default (or active) connection. Do one of
the following:

= For the Spaces application:

Select to make this the active connection, that is, the back-end
repository that Spaces uses to store space-related
documents. The active connection must be to an Content
Server.

If this is the active connection for Spaces, some additional
configuration is required -- see Section 11.6.1, "What You
Should Know About Registering Content Repositories for
Spaces."

= For Framework applications:

Select to make this the active connection; that is, the default
connection for Content Presenter, Document Manager,
Document List Viewer, and Recent Documents task flows.
When no specific connection details are provided for these
task flows, this default (also called primary, active)
connection is used.

Deselecting this option does not disable the content repository
connection. If a content repository is no longer required, you
must delete the connection.

6. (For the active connection in Spaces only.) Enter additional details for the Spaces
repository. For information, see Section 11.6.1, "What You Should Know About
Registering Content Repositories for Spaces."

7. Enter connection details for the content repository. For detailed parameter
information, see:

s Table 11-7, " Content Server Connection Parameters"
s Table 11-8, " Connection - Content Server - Cache Details"
s Table 11-9, " Oracle Portal Connection Parameters"

= Table 11-10, " File System Connection Parameters"
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Table 11-7 Content Server Connection Parameters

Field

Description

RIDC Socket Type

Specify whether Content Server connects on the content server listener
port or the Web server filter, and whether the listener port is SSL
enabled. Choose from:

m  Socket- Uses an intradoc socket connection to connect to the
Content Server. The client IP address must be added to the list of
authorized addresses in Content Server. In this case, the client is
the machine on which Oracle WebCenter Portal is running.

m  Socket SSL - Uses an intradoc socket connection to connect to
Content Server that is secured using the SSL protocol. The client's
certificates must be imported in the server's trust store for the
connection to be allowed. This is the most secure option, and the
recommended option whenever identity propagation is required
(for example, in Spaces).

m  Web - Uses an HTTP(S) connection to connect to Content Server.

m  JAX-WS - Uses an HTTP(S) connection to connect to Content
Server.

For Spaces, the Web option is not suitable for the active connection,
that is, the back-end Content Server repository that is being used to
store space-related documents because it does not allow identity
[propagation.

Server Host

Enter the host name of the machine where Content Server is running.
IFor example: mycontentserver.mycompany .com

Server Host is required when the RIDC Socket Type is set to Socket
or Socket SSL.

Server Port

Enter the port on which the Content Server listens:
m  Socket - Port specified for the incoming provider in the server.

m  Socket SSL - Port specified for the sslincoming provider in the
server.

This property corresponds to the IntradocServerPort setting in the
Content Server configuration file, which defaults to port 4444.

Server Port is required when the RIDC Socket Type is set to Socket or
Socket SSL.

Web URL

[Enter the Web server URL for the Content Server.

Use the format:
http://hostname:portnumber/web_root/plugin_root

For example: http: //mycontentserver/cms/idcplg
Web URL is applicable when the RIDC Socket Type is set to Web.

Web Service URL

Enter the Web service URL required to connect to Content Server
when using the JAX-WS protocol.

Use the format: http://hostname:port/web_root
For example: http://myhost.com:9044/idcnativews

Web Service URL is applicable when RIDC Socket Type is set to
JAX-WS.

Connection Timeout
(ms)

Specify the length of time allowed to log in to Content Server (in
milliseconds) before issuing a connection timeout message. If no

timeout is set, there is no time limit for the login operation.
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Table 11-7 (Cont.) Content Server Connection Parameters

Field

Description

Authentication
Method

IChoose from:

m Identity Propagation - Content Server and the WebCenter Portal
application use the same identity store to authenticate users.

(Spaces) Identity propagation is required on the active connection
for Spaces, that is, for the content repository being used to store
space-related documents.

m  External Application - An external application authenticates
users against the Content Server. Select this option if you want to
use public, shared, or mapped credentials. See also, "Setting
Security for the Documents Service" in the Oracle Fusion
Middleware Developer’s Guide for Oracle WebCenter Portal.

If an external application is used for authentication, use the
IAssociated External Application drop down list to identify the
application. If the application you want is not listed, select Create
INew to define the external application now.
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Table 11-7 (Cont.) Content Server Connection Parameters

Field

Description

Web Server Context
Root

[Enter the Web server context root for Content Server. Use the format
/<context_root>. For example, /cs.

When specified, several Content Server features based on iFrame are
available in the WebCenter Portal application. This includes:

m  Associating a content profile with files when uploading new or
updated files to Content Server.

For more information, see "Uploading New Files" and "Uploading
a New Version of an Existing File" in Oracle Fusion Middleware
User’s Guide for Oracle WebCenter Portal: Spaces.

m  Using the document review functionality available in Oracle
AutoVue.

For more information, see "Reviewing and Collaborating on
Documents Using AutoVue" in Oracle Fusion Middleware User’s
Guide for Oracle WebCenter Portal: Spaces.

m Editing advanced document properties.

For more information, see "Working with File Properties” in
Oracle Fusion Middleware User’s Guide for Oracle WebCenter Portal:
Spaces.

m  Viewing folder and file workflow details.

For more information, see “Viewing Workflow Assignments" in
Oracle Fusion Middleware User’s Guide for Oracle WebCenter Portal:
Spaces.

m  Previewing files in a slide viewer.

For more information, see "Opening a File" in Oracle Fusion
Middleware User’s Guide for Oracle WebCenter Portal: Spaces.

m  Site Studio integration

Without OHS (and WebContextRoot configuration), it is still
possible to create or edit Site Studio content from within Content
Presenter, but the create and edit actions launch new browser
windows (or tabs) rather than opening within the Content
Presenter task flow. For more information, see "Using Content
Presenter to Create or Edit Oracle Site Studio Content" in Oracle
Fusion Middleware User’s Guide for Oracle WebCenter Portal: Spaces.

The Web Server Context Root property is only applicable when the
IAuthentication Method is set to Identity Propagation.

Note: Specifying the Web Server Context Root is an indicator that the
WebCenter Portal application is front-ended by OHS. If you specify
the Web Server Context Root and do not connect through OHS, a 404
error occurs while you attempt to edit the advanced metadata in the
Document Viewer, upload using a profile, or click Details for a content
item in a workflow in a space. For information about setting up OHS
to front-end WebCenter Portal applications, see Appendix B, "Oracle
HTTP Server Configuration for WebCenter Portal".

If your WebCenter Portal application is connected to multiple Content
Server servers, Oracle recommends that each Content Server server
has a unique Web Server Context Root so that OHS re-direction works
correctly.

Associated External
Application

Select the external application used to authenticate users against
Content Server.

IAssociated External Application is applicable when RIDC Socket Type
is set to Web and also when the RIDC Socket Type is Socket or Socket

SSL (with Authentication Method set to External Application).
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Table 11-7 (Cont.) Content Server Connection Parameters

Field

Description

Client Security Policy

Enter the client security policy to be used when the RIDC Socket
[Type is JAX-WS. For example:
oracle/wssll_saml_token_with_message_protection_serv
ice_policy

The JAX-WS client security policy can be any valid OWSM policy, but
must match the security policy configured for the Content Server’s
Native Web Services IdcWebLogin service. For more information
about the IdcWebLogin service, see "WebCenter Content Web
Services" in the Oracle WebCenter Content Developer’s Guide for Content
Server.

Leave this field blank if your environment supports Global Policy
IAttachments (GPA).

Administrator User

Enter a user name with administrative rights for this Content Server

Name instance. This user will be used to fetch content type information
based on profiles and track document changes for cache invalidation
purpose.

Defaults to sysadmin.
Administrator Enter the password for the Content Server administrator.
Password

Key Store Location

Specify the location of key store that contains the private key used to
sign the security assertions. The key store location must be an absolute
path.

IFor example: D:\keys\keystore.xyz

Key Store Location is required when the RIDC Socket Type is set to
Socket SSL.

Key Store Password

Enter the password required to access the keystore.
For example: TOPS3CR3T

Key Store Password is required when the RIDC Socket Type is set to
Socket SSL.

Private Key Alias

Enter the client private key alias in the keystore. The key is used to
sign messages to the server. The public key corresponding to this
private key must be imported in the server keystore.

Ensure that the alias does not contain special characters or white
space. For example: enigma

Private Key Alias is required when the RIDC Socket Type is set to
Socket SSL.

Private Key Password

Enter the password to be used with the private key alias in the key
store.

For example: c0Od3bR3ak3R

Private Key Password is required when the RIDC Socket Type is set to
Socket SSL.

Table 11-8 Connection - Content Server - Cache Details

Element

Description

Cache Invalidation Interval [Specify the frequency between checks for external Content

(minutes)

Server content changes (in minutes). WebCenter Portal
automatically clears items that have changed from the cache.

The default is 0 which means that cache invalidation is disabled.

The minimum interval is 2 minutes.
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Table 11-8 (Cont.) Connection - Content Server - Cache Details

Element

Description

Maximum Cached
Document Size (bytes)

Enter a maximum cacheable size (in bytes) for Content Server
binary documents. Documents larger than this size are not
cached by WebCenter Portal.

The default is 102400 bytes (100K).

[Tune this value based on your machine's memory configuration
and the types of binary documents that you expect to cache.

Table 11-9 Oracle Portal Connection Parameters

Field

Description

Data Source Name

[Enter the JNDI DataSource location used to connect to the
portal.

IFor example: jdbc/MyPortalDS

The datasource must be on the server where the WebCenter
Portal application is deployed.

Connection Timeout (ms)

Specify the length of time allowed to log in to Oracle Portal (in
milliseconds) before issuing a connection timeout message. If no
timeout is set, there is no time limit for the login operation.

Authentication Method

Specify how to authenticate users against Oracle Portal. Choose
from:

m Identity Propagation - Select this option when the
WebCenter Portal application and Oracle Portal both use
the same user identity store.

m  External Application - Use an external application to
authenticate users against Oracle Portal. Select this option if
you want to use public, shared, or mapped credentials.

If an external application is used for authentication, use the
IAssociated External Application dropdown list to identify the
application.

Associated External
Application

IAssociate Oracle Portal with an external application. External
application credential information is used to authenticate Oracle
IPortal users.

You can select an existing external application from the
dropdown list, or click Create New to configure a new external
application now.

Table 11-10 File System Connection Parameters

Field

Description

Base Path

Enter the full path to a folder on a local file system in which
your content is placed. For example: C: \MyContent

Caution: File system content must not be used in production or
enterprise application deployments. This feature is provided for
development purposes only.

8. Click OK to save this connection.

9. Click Test to verify if the connection you created works. For a successful
connection, the Test Status message displays the advice that to start using the new
(active) connection, you must restart the managed server on which the WebCenter
Portal application is deployed.
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The registered connections are now available to Documents service and Content
Presenter task flows, which you can add to pages in WebCenter Portal: Spaces or
WebCenter Portal: Framework applications. See also, "Working with the Documents
Service Task Flows and Document Components" in the Oracle Fusion Middleware User’s
Guide for Oracle WebCenter Portal: Spaces.

11.6.3 Registering Content Repositories Using WLST

Use the following WLST commands to register new content repository connections for
Framework applications. For information on how to register a Content Server
repository for Spaces using WLST, see Section 11.10.2, "Setting Connection Properties
for the Spaces Content Repository Using WLST."

s Content Server - createJCRContentServerConnection
s File System - createJCRFileSystemConnection

s Oracle Portal - createJCRPortalConnection

s Microsoft SharePoint - createJCRSharePointConnection

For command syntax and examples, see the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

To configure a particular connection as the default connection, set isPrimary="1".
See Section 11.7, "Changing the Active (or Default) Content Repository Connection".

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".

Note: To start using the new (active) connection you must restart the
managed server on which the Framework application is deployed. See
"Starting and Stopping WebLogic Managed Servers Using the

Command Line" in the Oracle Fusion Middleware Administrator's Guide.

11.7 Changing the Active (or Default) Content Repository Connection

WebCenter Portal applications support multiple content repository connections but
only one content repository connection can be designated the active (or default)
connection.

In Spaces, the active connection becomes the default back-end repository for space and
Home space documents and the repository must be Content Server. The active
connection is also used as the default connection for the Documents service and
Content Presenter task flows.

For other WebCenter Portal applications, the active connection becomes the default
connection for Content Presenter, Document Manager, Document List Viewer, and
Recent Documents, and so on. When no specific connection details are provided for
these task flows, the default (active) connection is used.

This section contains the following subsections:

= Section 11.7.1, "Changing the Active (or Default) Content Repository Connection
Using Fusion Middleware Control"

= Section 11.7.2, "Changing the Active (or Default) Content Repository Connection
Using WLST"
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11.7.1 Changing the Active (or Default) Content Repository Connection Using Fusion
Middleware Control

To change the active (or default) content repository connection:

1.

Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Portal: Spaces or the WebCenter Portal: Framework application:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications”
Do one of the following:

s For WebCenter Portal: Spaces - From the WebCenter Portal menu, choose
Settings > Service Configuration.

= For WebCenter Portal: Framework applications - From the Application
Deployment menu, choose WebCenter Portal > Service Configuration.

From the list of services on the WebCenter Portal Services Configuration page,
select Content Repository.

The Manage Content Repository Connections table indicates the current active
connection (if any).

Select the connection you want to become the active (or default) connection, and
then click Edit.

Select the Active Connection checkbox.
Click OK to update the connection.

Click Test to verify if the connection you activated works. For a successfully
activated connection, the Test Status message displays the advice that to start
using the updated connection you must restart the managed server on which the
WebCenter Portal application is deployed.

11.7.2 Changing the Active (or Default) Content Repository Connection Using WLST

Use the following WLST commands with isPrimary="'1" to designate an existing
content repository connection as the default connection:

Content Server - setJCRContentServerConnection
File System - setJCRFileSystemConnection
Oracle Portal - setJCRPortalConnection

Microsoft SharePoint - set) CRSharePointConnection

See also, listf CRSharePointConnections

For command syntax and examples, see the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

To subsequently disable a default content repository connection, run the same WLST
command with isPrimary="'false'. Connection details are retained but the
connection is no longer named as the primary connection in adf-config.xml.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".
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Note: To start using the new (active) connection you must restart the
managed server on which the WebCenter Portal application is
deployed. See, "Starting and Stopping WebLogic Managed Servers
Using the Command Line" in the Oracle Fusion Middleware
Administrator’s Guide.

11.8 Modifying Content Repository Connection Details

This section contains the following subsections:

Section 11.8.1, "Modifying Content Repository Connection Details Using Fusion
Middleware Control"

Section 11.8.2, "Modifying Content Repository Connection Details Using WLST"
Section 11.8.3, "Modifying Cache Settings for Content Presenter”

11.8.1 Modifying Content Repository Connection Details Using Fusion Middleware

Control

To update content repository connection details:

1.

Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Portal: Spaces or the WebCenter Portal: Framework application:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

From the list of services on the WebCenter Portal Services Configuration page,
choose Content Repository.

Select the connection name, and click Edit.

Edit connection details, as required. For detailed parameter information, see:
s Table 11-7, " Content Server Connection Parameters"

m Table 11-9, " Oracle Portal Connection Parameters"

= Table 11-10, " File System Connection Parameters"

Click OK to save your changes.

Click Test to verify if the updated connection works. For a successfully updated
connection, the Test Status message displays the advice that to start using the
updated connection, you must restart the managed server on which the
WebCenter Portal application is deployed.

11.8.2 Modifying Content Repository Connection Details Using WLST

Use the following WLST commands to edit content repository connections:

Oracle WebCenter Content Server - setJCRContentServerConnection
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» File System - setJCRFileSystemConnection
»  Oracle Portal - setJCRPortalConnection

For command syntax and examples, see the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

To configure a particular connection as the active (or default) connection, set
isPrimary="'1". See Section 11.7, "Changing the Active (or Default) Content
Repository Connection".

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".

Note: To start using the updated (active) connection details, you
must restart the managed server on which the WebCenter Portal
application is deployed. See "Starting and Stopping WebLogic
Managed Servers Using the Command Line" in the Oracle Fusion
Middleware Administrator’s Guide.

11.8.3 Modifying Cache Settings for Content Presenter

The content management code for Content Presenter, the Content Management
Interoperability Services (CMIS) REST APIs, and so on, are shipped out of the box
with local (in-memory) caches. This code doesn't use Coherence by default, although
Coherence is the recommended caching mechanism for production and a requirement
for HA environments. You can enable Coherence for caches in the
content-coherence-cache-config.xml file. For WebCenter Portal: Spaces this
file is stored in the
ORACLE_HOME/user_projects/applications/wc_domain/custom.webcente
r.spaces. fwk/APP-INF/classes/ directory. For WebCenter Portal applications,
developers must create the content-coherence-cache-config.xml file in the
application (EAR) classpath or server's system classpath.

A sample Coherence configuration file, as shown in Example 11-1, is provided within
the content-app-1ib. ear file. This EAR file is located at:
ORACLE_HOME/webcenter/modules/oracle.webcenter.content.integrati
on_l1l.1.1/content-app-1lib.ear. The sample file location is:
/content-app-lib.ear/APP-INF/classes/sample-content-coherence-ca
che-config.xml file. You can copy this file and rename it to
content-coherence-cache-config.xml, and then set the values to meet
customer's deployment needs. Table 11-11 describes the cache entries in this file.

Example 11-1 Sample Coherence Configuration File

<!DOCTYPE cache-config SYSTEM "cache-config.dtd">
<cache-config>
<caching-scheme-mapping>
<cache-mapping>
<cache-name>repo.ucm.nodeUidCache. *</cache-name>
<scheme-name>ContentNodeCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name>repo.ucm.nodePathToUidCache. *</cache-name>
<scheme-name>ContentNodeCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name>repo.ucm. securityInfoCache. *</cache-name>
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<scheme-name>ContentNodeCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name>repo.ucm. typeNameCache. *</cache-name>
<scheme-name>ContentTypeCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name>repo.ucm. typeNamesCache. *</cache-name>
<scheme-name>ContentTypeCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name>binaryCache. *</cache-name>
<scheme-name>ContentBinaryCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name>repo.ucm. searchCriteriaCache. *</cache-name>
<scheme-name>ContentSearchCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name> repo.ucm.indexedFieldsCache. *</cache-name>
<scheme-name>ContentSearchCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name>repo.ucm. securityUserCache. *</cache-name>
<scheme-name>ContentSecurityCaches</scheme-name>
</cache-mapping>
<cache-mapping>
<cache-name>repo.ucm.profileTriggerValueCache. *</cache-name>
<scheme-name>ContentProfileCaches</scheme-name>
</cache-mapping>
</caching-scheme-mapping>
<caching-schemes>
<l--
The following schemes are all local. For a clustered deployment,
a distributed, replcated, or other clustered scheme is recommended.
See Coherence documentation for more information.
-—>
<local-scheme>
<scheme-name>ContentNodeCaches</scheme-name>
<expiry-delay>lm</expiry-delay>
<high-units>100</high-units>
</local-scheme>
<local-scheme>
<scheme-name>ContentTypeCaches</scheme-name>
<expiry-delay>30m</expiry-delay>
<high-units>50</high-units>
</local-scheme>
<local-scheme>
<scheme-name>ContentBinaryCaches</scheme-name>
<expiry-delay>Ilm</expiry-delay>
<high-units>100000</high-units>
<unit-calculator>
<class-scheme>
<class-name>com. tangosol .net.cache.SimpleMemoryCalculator</class-name>
</class-scheme>
</unit-calculator>
</local-scheme>
<local-scheme>
<scheme-name>ContentSearchCaches</scheme-name>
<expiry-delay>bm</expiry-delay>
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<high-units>50</high-units>

</local-scheme>

<local-scheme>
<scheme-name>ContentSecurityCaches</scheme-name>
<expiry-delay>10m</expiry-delay>
<high-units>50</high-units>

</local-scheme>

<local-scheme>
<scheme-name>ContentProfileCaches</scheme-name>
<expiry-delay>lh</expiry-delay>
<high-units>100</high-units>

</local-scheme>

<!l--

<class-scheme>
<scheme-name>ContentDisabledCaches</scheme-name>
<class-name>com. tangosol.util.NullImplementation$NullMap</class-name>

</class-scheme>

-=>

</caching-schemes>
</cache-config>

Table 11-11  Cache Entries in content-coherence-cache-config.xml

Cache Entry Name Description

repo.ucm.nodeUidCache [Stores a list of nodes for a repository based on an ID. The size of

F this cache entry depends upon the number of nodes in the active
repository.

This cache expires based on when the node data is refreshed and
how many times the data is modified from another application.

Key - Node UID - String
Value - A Content Server Node object

repo.ucm.nodePathToUi [Stores a list of nodes for a repository based on a path. The size of
dCache. * this cache depends upon the number of nodes in the active
repository.

[This cache entry expires based on when the node data is
refreshed and how many times the data is modified from
another application. The size and expiration time must be the
same as that of nodeUidCache.

Key - Node path - String
Value - Node UID - String

repo.ucm.securityInfo [Stores cached security information for a node. The size of this
Cache. * cache depends upon the number of nodes in the repository. This
cache expires based on the frequency of node security data
updates.

Key - Node UID - String

Value - Security information for a node

repo.ucm. typeNameCach [Caches Content Type information. The size of this cache

e.* depends upon the number of types in the repository. This cache
expires based on when the type information is refreshed and
how many times the types are modified from another
application.

Key - Content Type UID - String
\Value - A ContentType object
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Table 11-11 (Cont.) Cache Entries in content-coherence-cache-config.xml

Cache Entry Name

Description

repo.ucm. typeNamesCac
he.*

Caches all the type names known to Content Server. All type
names are cached together (one key), and thus all expire at the
same time.

This cache expires based on the frequency of new types being
created or removed.

Key - There is only one key to this cache: "typeNames"

\Value - An ArrayList<String> of the type names

binaryCache. *

Caches binary property data. Only binaries that are smaller than
the repository configuration property
BinaryCacheMaxEntrySize are cached.

The size of this cache either depends on the number and
frequency of the smaller binary properties (smaller than the
BinaryCacheMaxEntrySize setting) usage, or it is based on
the total amount of memory to be used for binary caches.

[This cache expires based on when the binary data is refreshed
and how many times this data is modified from another
application.

Key - The Node UID and binary Property UID
(nodeUid.propUid) - String

\Value - The binary stream data - byte[ ]

repo.ucm.searchCriter
iaCache.*

Caches a set of search query to parameters based on the Content
Server search grammar. The size of this cache depends upon the
number of unique searches expected to be repeatedly
performed.

The expiration must be set to eventually expire unused searches
and save on the cache memory.

Key - A set of search query parameters.

Value - A set of search query parameters, in Content Server
terms.

repo.ucm. indexedField
sCache. *

Holds the indexed (searchable) system properties for the
repository. There are three keys in this cache:

B "indexedFields" holds all Content Server indexed fields.

m "indexedFolderProps" holds indexed system properties
for folders.

m "indexedDocProps" holds indexed system properties for
documents.

This cache expires based on the frequency of the indexed fields
changes.
Key - String

Value - Map<String, Boolean> holds a key for each indexed
property name, and a boolean indicating if that property is also
sortable.

repo.ucm. securityUser
Cache.*

Caches the mapping between local user names (current
application) and the name of the same user in Content Server.
The size of this cache depends upon the number of simultaneous
and /or frequent users.

This cache expires based on the frequency of user identity
mapping updates.

Key - Local user Id - String

Value - Content Server user Id - String
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Table 11-11 (Cont.) Cache Entries in content-coherence-cache-config.xml

Cache Entry Name Description

repo.ucm.profileTrigg [Caches the profile trigger value for a given profile, so it is
erValueCache. * available when documents are created. The maximum number
of entries in this cache is implicitly limited to the maximum
number of profiles on the Content Server server. The cache entry
size is small. The primary entry to vary is the expiration, which
depends upon how often the profile trigger field values are
modified in Content Server. These values change rarely once a
profile is configured on the Content Server system. Therefore,
the expiration should be set appropriately.

Key - The Content Server profile name - String

Value - The Content Server profile trigger value - String

11.9 Deleting Content Repository Connections
This section contains the following subsections:

= Section 11.9.1, "Deleting Content Repository Connections Using Fusion
Middleware Control"

= Section 11.9.2, "Deleting Content Repository Connections Using WLST"

Caution: Delete a content repository connection only if it is not in
use. If a connection is marked as active, it should first be removed
from the active list, and then deleted.

11.9.1 Deleting Content Repository Connections Using Fusion Middleware Control

To delete a content repository connection:

1. Log in to Fusion Middleware Control and navigate to the home page for
WebCenter Portal: Spaces or the WebCenter Portal: Framework application:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

»  For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Services Configuration page,
choose Content Repository.

4. Select the connection name, and click Delete.

5. To effect this change you must restart the managed server on which the
WebCenter Portal application is deployed.

11.9.2 Deleting Content Repository Connections Using WLST

Use the WLST command deleteConnection to remove a content repository
connection. For command syntax and examples, see "deleteConnection" in the Oracle
Fusion Middleware WebLogic Scripting Tool Command Reference.
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For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands".

Note: To effect this change you must restart the managed server on
which the WebCenter Portal application is deployed. See, "Starting
and Stopping WebLogic Managed Servers Using the Command Line"
in the Oracle Fusion Middleware Administrator’s Guide.

11.10 Setting Connection Properties for the Spaces Content Repository

You can view, modify, and delete connection properties for the back-end Content
Server repository that is being used by Spaces to store space and Home space
documents. Specifically, you can define the root folder under which space content is
stored, the name of the content repository administrator, and a unique application
identifier for separating application data on Content Server.

This section contains the following subsections:

Section 11.10.1, "Setting Connection Properties for the Spaces Content Repository
Using Fusion Middleware Control"

Section 11.10.2, "Setting Connection Properties for the Spaces Content Repository
Using WLST"

11.10.1 Setting Connection Properties for the Spaces Content Repository Using Fusion
Middleware Control

To set content repository connection properties for Spaces:

1.

Log in to Fusion Middleware Control and navigate to the home page for the
Spaces application. See Section 6.2, "Navigating to the Home Page for the Spaces
Application".

From the WebCenter Portal menu, choose Settings > Service Configuration.

From the list of services on the WebCenter Portal Services Configuration page,
choose Content Repository.

Select the connection name, and click Edit.

(For the active connection in Spaces only.) Set connection properties for the Spaces
repository. For information, see Section 11.6.1, "What You Should Know About
Registering Content Repositories for Spaces."

Click OK to save your changes.

To start using the updated (active) connection properties, you must restart the
managed server on which the Spaces application is deployed.

11.10.2 Setting Connection Properties for the Spaces Content Repository Using WLST

The following commands are valid only for the Spaces application to view, set, and
delete properties for the Content Server repository that is being used by Spaces to
store space and Home space documents:

listDocumentsSpacesProperties
setDocumentsSpacesProperties

deleteDocumentsSpacesProperties
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For command syntax and detailed examples, see the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

11.11 Testing Content Repository Connections

After setting up content repository connections, you can test them to make sure that
you can access the content repository, as described in the following sections:

ms  Section 11.11.1, "Testing Content Server Connections"

= Section 11.11.2, "Testing Oracle Portal Connections"

11.11.1 Testing Content Server Connections

To verify a connection of the socket type web, log in to the Web interface of Content
Server as administrator. You can obtain the URL of a socket type connection
through Fusion Middleware Control as follows:

1. In Fusion Middleware Control, from the WebCenter Portal menu, choose Settings
and select Service Configuration (Figure 11-6).
Figure 11-6 Fusion Middleware Control WebCenter Portal Menu
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2. On the Manage Content Repository Connections page, select the connection and
click Edit (Figure 11-7).

Figure 11-7 Manage Content Repository Connections Page
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3. On the Edit Content Repository Connection page, copy the Web URL
(Figure 11-8).
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Note: Remove the /idcplg/ suffix from the URL before using it.

The URL format is: http: //host_name/web_root/
For example: http://mycontentserver/cms/

Figure 11-8 Edit Content Repository Connection Page
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11.11.2 Testing Oracle Portal Connections

To verify the full state of an Oracle Portal connection:

1. In the Oracle WebLogic Administration Console, under Domain Structure,
expand Services > JDBC, then double-click Data Sources (Figure 11-9).

Figure 11-9 Oracle WebLogic Administration Console
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2. Onthe Summary of JDBC Data Sources page, select the data source you intend to
test (Figure 11-10).
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Figure 11-10 Summary of JDBC Data Sources Page
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3. In the Settings for datasource_name section, select the tabs Monitoring, then
Testing. Select the data source target server, then click Test Data Source to test the

connection (Figure 11-11).

Figure 11-11 Data Source Settings Section
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11.12 Changing the Maximum File Upload Size

By default, the maximum upload size for files is:

= 2 MB for WebCenter Portal: Framework applications. This default is imposed by
Apache MyFaces Trinidad, which handles uploading files from a browser to the

application server.

Framework application developers can customize the maximum file upload size at

design time by setting the

org.apache.myfaces.trinidad.UPLOAD_MAX_ DISK_SPACE parameter in
the web . xm1 file. For more information, see "Setting Parameters to Upload Files to
Content Repositories" in the Oracle Fusion Middleware Developer’s Guide for Oracle

WebCenter Portal.
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If you want to change the maximum upload file size postdeployment, you must
edit the web . xml file. For details, see Section A.1.2.2, "Editing web.xml Properties
for WebCenter Portal Applications."

= 2 MB for Spaces applications.

System administrators can customize the maximum file upload size by editing the
uploadedFileMaxDiskSpace parameter in the webcenter-config.xml file.
For details, see Section A.1.3, "webcenter-config.xml."
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Managing the Activity Graph Service

This chapter describes how to configure and manage the Activity Graph service for
Oracle WebCenter Portal applications.

Always use the Activity Graph Administration, Fusion Middleware Control or WLST
command-line tool to review and configure the Activity Graph service. Oracle does
not recommend that you edit files manually (unless specifically instructed to do so) as
this can lead to misconfiguration.

This chapter includes the following sections:

»  Section 12.1, "What You Should Know About the Activity Graph Service"

»  Section 12.2, "Configuration Roadmaps for the Activity Graph Service"

»  Section 12.3, "Activity Graph Service Prerequisites"”

»  Section 12.4, "Preparing Data for the Activity Graph Service"

= Section 12.5, "Customizing Reason Strings for Similarity Calculations"

= Section 12.6, "Managing Activity Graph Schema Customizations"

»  Section 12.7, "Setting Up Activity Rank for Oracle Secure Enterprise Search"

= Section 12.8, "Troubleshooting Issues with Recommendations"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted Admin or Operator role through the Oracle WebLogic Server Administration
Console). See also, Section 1.8, "Understanding Administrative Operations, Roles, and
Tools."

12.1 What You Should Know About the Activity Graph Service

The Activity Graph service provides suggestions of people that a user may be
interested in connecting with, based on existing connections and shared interaction
with objects in the application. It also directs users to spaces or content that may be of
interest, based on similar interactions with those spaces or items that the user is
currently viewing.

The Activity Graph service presents these suggestions based on data gathered and
analyzed by the Activity Graph engines. The Activity Graph engines provide a central
repository for actions that are collected by enterprise applications. Thinking in terms
of a mathematical graph, application users and the enterprise content with which they
interact are nodes, and the actions between users and between users and content are
directed edges (Figure 12-1).
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Figure 12-1 An Activity Graph

A B

There are three main components used by the Activity Graph service:

»  The Oracle Analytics Event Collector collects event data using the OpenUsage API
and saves that data in the Activities database.

= The Activity Graph engines include engines for gathering data, calculating
similarity scores, and calculating search rankings.

»  The Activity Graph Query API exposes raw action data and processed
recommendation data, and mechanisms (QRPPs) through which to filter results
from people who do not have access to see them and decorate results with
up-to-date metadata.

Figure 12-2 shows how the different components work together. The process is
described below.
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Figure 12-2 Activity Graph Service Architecture
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When an action occurs in WebCenter Portal, for example, Monty viewing his
document, it is picked up by the Analytics Events Collector and placed in an event
table in the Activities database.

When the activity data gathering process starts, the Analytics Activity Provider reads
actions from the Analytics event tables and uses a registered set of mappings to
generate activities. An activity is one occurrence of an action and is used to determine
relations, aggregated occurrences of actions, which are stored in the relation tables. For
example, the fact that Monty has viewed this particular document five times is a
relation. Information in the relation tables is used to determine recommendations and
search ranks.

The Activity Graph Query APl is a Java API, used by the Activity Graph service task
flows, that queries the relation tables for recommendations using a recipe. A recipe is a
weighted list of similarity calculations. A similarity calculation provides a similarity
score (a number between zero and one) that designates how similar two objects are to
each other given a specific criterion. The weighting of each calculation determines its
significance in deciding the overall recommendation score. Recommendations are
ordered by their total recommendation score. WebCenter Portal provides default
similarity calculations, used by the Activity Graph service task flows. You can edit
these similarity calculations or create custom similarity calculations. For more
information, see the section "Defining Custom Similarity Calculations" in the Oracle
Fusion Middleware Developer’s Guide for Oracle WebCenter Portal.

After the initial list of recommendations for a particular object is generated, the results
can be filtered into something more appropriate and useful to present to users. This is
achieved using Query Result Post-Processors (QRPPs). QRPPs take the current list of
recommendation results return a modified list as output. A QRPP may filter out
recommendations, for example by removing recommendations for objects that the
current user is not permitted to see, or may add or modify result metadata.

Recommendations are then presented to users via the Activity Graph service task
flows. For more information, see the section "Activity Graph Service Task Flows" in
the Oracle Fusion Middleware Developer's Guide for Oracle WebCenter Portal.
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12.2 Configuration Roadmaps for the Activity Graph Service

Use the roadmaps in this section as an administrator’s guide through the configuration
process:

=  Roadmap - Configuring the Activity Graph Service for the Spaces application

The flow chart (Figure 12-3) and table (Table 12-1) in this section provide an
overview of the prerequisites and tasks required to get the Activity Graph service
working in the Spaces application.

Figure 12-3 Configuring the Activity Graph Service for the Spaces Application
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Table 12-1 Configuring the Activity Graph Service for the Spaces Application

Actor Task Sub-task Notes

Administrator 1. Install WebCenter Portal and
the back-end components for the
Analytics and Activity Graph
services
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Table 12-1 (Cont.) Configuring the Activity Graph Service for the Spaces Application

Actor

Task Sub-task Notes

2. Configure a connection between
WebCenter Portal: Spaces and the
Analytics Collector using one of
the following tools:

s Fusion Middleware Control
=  WLST

3. (Optional) Set up the Activity
Graph Engines schedule

End User/

Administrator

4. Test that activity graph datais ~ 4.a Log in and interact with
available in the Spaces application Spaces, for example, by adding
content (End User)

4.b Run the Activity Graph
Engines (Administrator)

4.c View recommendations in an
Activity Graph task flow, for
example, the Recommended
Connections task flow on the
Profile page (End User)

= Roadmap - Configuring the Activity Graph Service for Framework applications

The flow chart (Figure 12—4) and table (Table 12-2) in this section provide an
overview of the prerequisites and tasks required to get the Activity Graph service
working in Framework applications.
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Figure 12-4 Configuring the Activity Graph Service for Framework Applications
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Table 12-2 Configuring the Activity Graph Service for Framework applications

Actor Task Sub-task Notes

Administrator 1. Install WebCenter Portal and
the back-end components for the
Analytics and Activity Graph

services
Developer 2. Integrate the Activity Graph 2.a Configure a connection to the
service in your application WebCenter Portal schema in

JDeveloper

2.b Configure a connection to the
Activities database in JDeveloper

2.c Configure a connection to the
Analytics Collector in JDeveloper

2.d Add an Activity Graph task
flow to a page in JDeveloper

Administrator 3. (Optional) Set up the Activity
Graph Engines schedule

Developer/ 4. Deploy the application using

Administrator  °M® of the following tools:

= JDeveloper (Developer)

s Fusion Middleware Control
(Administrator)

»  WLST (Administrator)

= WLS Admin Console
(Administrator)

Developer/ 5. (Optional) Add/modify
connection parameters using one

Administrator of the following tools:
s JDeveloper, then redeploy the
application (Developer)
= Fusion Middleware Control
(Administrator)
»  WLST (Administrator)
End User/ 6. Test that activity graph datais  6.a Log in and interact with the
Administrator available in the application application, for example, by

adding content (End User)

6.b Run the Activity Graph
Engines (Administrator)

6.c View recommendations in the
Activity Graph task flow, for
example, the Recommended
Connections task flow on your
Profile page (End User)

12.3 Activity Graph Service Prerequisites

The Activity Graph service requires that the Activity Graph engines application has
been installed and configured. For more information, see the Oracle Fusion Middleware
Installation Guide for Oracle WebCenter Portal.

In addition, in your application you must create a connection to the WebCenter Portal
schema and to the Activities database. For more information, see the section "Setting
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Up a Database Connection" in the Oracle Fusion Middleware Developer’s Guide for Oracle
WebCenter Portal.

The application must be configured to send usage events to the Analytics Event
Collector. For more information, see Section 13.5, "Registering an Analytics Collector
for Your Application."

Before the Activity Graph service can make recommendations, the Activity Graph
engines must have been run at least once to gather the data and calculate similarity
scores. For more information see Section 12.4, "Preparing Data for the Activity Graph
Service."

The items suggested in the Similar Items task flow depend on the services that are
available in your application. For example, documents are only recommended if the
Documents service is available. For information about making a service available in
your application, refer to the appropriate chapter for that service. An item can also be
filtered out of the recommendations by the Resource Authorizer of the service that
owns the item.

In a cluster environment, all instances of the Activity Graph engines application
should be disabled except for one. For more information, see the section "Configuring
Activity Graph" in the Oracle Fusion Middleware High Availability Guide.

12.4 Preparing Data for the Activity Graph Service

The Activity Graph engines consist of three separate engines for gathering data,
calculating similarity scores, and calculating search rankings. These engines are:

s The Gathering Engine—gathers activities from the Analytics tables and other
repositories via a set of registered activity providers.

s The Collaborative Filtering Engine (CFE)—calculates similarity scores on pairs of
objects and stores them in the activity graph for later generation of similarity
recommendations. It does this by performing a set of similarity calculations.
Similarity calculations are objects that tell the Collaborative Filtering Engine how
to calculate similarity scores on a given set of domain and background node
classes. Each resulting similarity score is a number between 0 and 1 designating
how similar two objects are to each other given a specific criterion. Similarity
calculations are specified by the following properties: their domain and
background classes, a distance function, and a relation combination.

s The Rank Engine—calculates a measure of importance of every node in the
activity graph. These activity ranks can be stored in a search index and combined
at query time with a query-dependent score to order search results.For more
information, see Section 12.7, "Setting Up Activity Rank for Oracle Secure
Enterprise Search." These scores are also useful in ordering context-free
recommendations. For this reason, they are also stored in the Relation Store.

Before the Activity Graph service can begin to recommend objects, these engines must
be run at least once to gather the data and calculate similarity scores. After this initial
run, the engines can be run on demand, or on a schedule to ensure that new activities
are captured and analyzed.

This section includes the following subsections:
= Section 12.4.1, "Running the Activity Graph Engines on a Schedule"
= Section 12.4.2, "Running the Activity Graph Engines on Demand"
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12.4.1 Running the Activity Graph Engines on a Schedule

You can run the Activity Graph engines on a schedule to ensure that new activities are
captured and analyzed on a regular basis. This is useful for applications with heavy
traffic and frequently updated content.

To run the Activity Graph engines on a schedule:

1.

Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application.

Using the navigation pane, navigate to WebCenter>Portal>Activity Graph
Engines>Activity Graph (WC_Utilities)>activitygraph-engines.

Under Web Modules, click the URL for the Activity Graph Schedule and Status
Page and log in.

Note: To access this page, you must be a member of the
Administrators group.

The Activity Graph Schedule and Status page does not support
multibyte user names and passwords, so you must log in using an
ASClII-only user name and password.

Tip: You can access the Activity Graph Schedule and Status page
directly by going to the following URL:

http://host:port/activitygraph-engines
where http://host:portisthe URL for the WC_Utilities
managed server.

On the Activity Graph Schedule and Status page, select Run on a schedule.

In the Start on field, enter the date on which you want the schedule to start.

In the Run every field, enter a value to determine how regularly the process
occurs. For example, to run the process every day, enter 1 in the field. To run the
process every other day, enter 2 in the field, and so on.

From the at dropdown list, select the time of day at which you want the process to
start.

Click Start.

The process will run on the date specified at the time selected, and then will
continue to run as you have scheduled.

12.4.2 Running the Activity Graph Engines on Demand

If the data in your application is not likely to change very frequently, you can run the
Activity Graph engines on demand as and when required. You can also use this option
to run the Activity Graph engines on demand in between regularly scheduled runs.

To run the Activity Graph engines on demand:

1.

Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application.

Using the navigation pane, navigate to WebCenter>Portal>Activity Graph
Engines>Activity Graph (WC_Utilities)>activitygraph-engines.
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3.

Under Web Modules, click the URL for the Activity Graph Schedule and Status
Page and log in.

Note: To access this page, you must be a member of the
Administrators group.

The Activity Graph Schedule and Status page does not support
multibyte user names and passwords, so you must log in using an
ASClII-only user name and password.

Tip: You can access the Activity Graph Schedule and Status page
directly by going to the following URL:

http://host:port/activitygraph-engines
where http://host:portisthe URL for theWC_Utilities
managed server.

Select Run once now.

Select Incremental Update to update the tables with any activities that occurred
since the last time the Activity Graph engines ran.

Select Full Rebuild to delete all existing data and repopulate the tables with all
activities. This may take some time.

Click Start.
You can monitor the progress of the process in the Status section of the dialog.
Click Stop at any time to stop the process, if required.

If you want to return to a regular schedule after the on demand process has run,
be sure to select Run on a schedule, check that the details are correct, and then
click Start to resume the schedule.

12.5 Customizing Reason Strings for Similarity Calculations

Similarity calculations can have associated reason strings to help users understand
why a particular recommendation was made. When a person or object is
recommended, if the highest scoring related similarity calculation has an associated
reason string, that string is displayed in the task flow. You can edit the reason strings
provided for similarity calculations, or create additional strings.

Each similarity calculation can define two strings for each reason to provide singular
and plural phrasing.

Reason strings can be customized with the following tokens:

{RECOMMENDED_ ITEM}—The name of the current recommended item.

{NUMBER_OF_ITEMS}—The number of objects in common. This corresponds to
the numerator of the component score.

{TOTAL_ITEMS}—The total number of items in common. This corresponds to the
denominator of the component score. The meaning depends on the similarity
function associated with the top similarity URN.

{SIMILARITY_ CALCULATION}—The name of the top similarity calculation.
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For example, the user-connect similarity calculation defines the following two
reason strings:

reason-user-connect=You share {NUMBER_OF_ITEMS} connections with {RECOMMENDED_
ITEM}.

reason-user-connect=You share {NUMBER_OF_ITEMS} connection with {RECOMMENDED_
ITEM} .

To customize reason strings for similarity calculations:

1. Open the UIBundle.properties file.

2. Locate the reason string that you want to customize and edit it as required.
3. To create a new reason string, use the following format:

reason-similarity-calculation=string

4. Save the UIBundle.properties file.

12.6 Managing Activity Graph Schema Customizations

WebCenter Portal provides out-of-the-box integration with the Activity Graph service
that includes metadata definitions for mapping WebCenter Portal service event data
from Analytics. This metadata is automatically loaded the first time the Activity Graph
engines application starts.

You can extend Activity Graph metadata to change how actions are gathered from
Analytics by manipulating XML files. To work with the metadata, you must first
export the data to an XML file. After editing the XML files, you can then import the
metadata back into the Activity Graph service.

This section includes the following subsections:

= Section 12.6.1, "Exporting Activity Graph Metadata"
= Section 12.6.2, "Exporting Provider Configuration"

= Section 12.6.3, "Importing Activity Graph Metadata"
= Section 12.6.4, "Deleting Activity Graph Metadata"

= Section 12.6.5, "Renaming Actions and Node Classes"

For information about the ways you can extend Activity Graph metadata, see the
section "Extending the Activity Graph Service" in the Oracle Fusion Middleware
Developer’s Guide for Oracle WebCenter Portal.

12.6.1 Exporting Activity Graph Metadata

Use the WLST command exportAGMetadata to export Activity Graph metadata
definitions to an XML file. For command syntax and examples, see the section
"exportAGMetadata" in the Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference.

For example:

exportAGMetadata (appName='activitygraph-engines’,
directoryPath='/scratch/monty’, definitionFileName='activityGraphMetaData.xml’,
includeProviderConfigurations=1)
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For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

12.6.2 Exporting Provider Configuration

Use the WLST command exportAGProviderConfiguration to export provider
configuration metadata, for a given provider, to an Activity Graph metadata definition
file. For command syntax and examples, see the section
"exportAGProviderConfiguration" in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

For example:

exportAGProviderConfiguration (appName='activitygraph-engines’,
directoryPath='/scratch/monty’,
definitionFileName='activityGraph-analytics-mappings.xml’,
urn='oracle.webcenter.activitygraph.analytics’)

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

12.6.3 Importing Activity Graph Metadata

Use the WLST command importAGMetadata to import Activity Graph metadata
definitions from an XML file. For command syntax and examples, see the section
"importAGMetadata" in the Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

12.6.4 Deleting Activity Graph Metadata

Use the WLST command deleteAllAGMetadata to delete all the Activity Graph
metadata that is defined for a WebCenter Portal application. You should use this
command in conjunction with the WLST command importAGMetadata to
completely reinstall Activity Graph metadata. For command syntax and examples, see
the section "deleteAlAGMetadata" in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

Note: You should use this command only if you plan to import a
new set of metadata.

You can delete metadata for individual Activity Graph objects using the WLST
command indicated:

s Node class (deleteAGNodeClass)

s Action (deleteAGAction)

»  Similarity calculation (deleteAGSimilarityCalculation)
s Rank calculation (deleteAGRankCalculation)

= Provider assignment (deleteAGProviderAssignment)

»  QRPP (deleteAGQRPPRegistration)
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Note: These delete methods delete metadata from the schema. As
a result of this, any associated data in the Activities database is
removed the next time the Activity Graph engines are run.

For more information, see the section "Activity Graph" in the Oracle Fusion Middleware
WebLogic Scripting Tool Command Reference.

12.6.5 Renaming Actions and Node Classes

Use the WLST command renameAGNodeClass to change the URN of a node class
currently registered with Activity Graph. For command syntax and examples, see the
section "renameAGNodeClass" in the Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

Use the WLST command renameAGAction to change the URN of an action currently
registered with Activity Graph. For command syntax and examples, see the section
"renameAGAction" in the Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference.

Note: These commands do not delete any metadata associated with
the affected node class or action

12.7 Setting Up Activity Rank for Oracle Secure Enterprise Search

Enterprise content contributed through WebCenter Portal and Fusion applications has
a rich structure that lends itself to using the Markov Chain Analysis mathematical
technique. This technique is used by the Rank Engine to produce an Activity Rank for
each node that improves end user searches by producing more relevant result sets.
This is achieved by introducing a measure of the importance of various objects into the
Oracle Secure Enterprise Search (Oracle SES) search index. This importance can then
be factored into how results are ordered in combination with more standard search
criteria (term frequency, and so on). The determination of an object’s importance is
predicated on the history of users’ interactions with that object.

With Activity Rank, the importance of a person depends on the number of items the
person creates and edits; the importance of those items; the number of people who
connect with the person; and the importance of those people. The importance of an
item depends on the importance of its author; the number of people who view, tag,
and edit the item; and the importance of those people.

The Rank Engine process can be divided into four phases:

= Gathering—The Rank Engine queries the Analytics store for data about the
connections between users and documents.

= Reshaping—The data is transformed into a matrix.
= Multiplying—The matrix is used to calculate Activity Ranks.

= Result storage—The Activity Ranks are stored in the Oracle SES search server so
that they can be used at search time.

Candidates for Activity Rank are limited to an intersection of WebCenter Portal:
Spaces objects having Oracle SES crawler implementations, WebCenter Portal
Analytics instrumentation, and registration for Activity Graph rank calculation.
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For an object to receive an Activity Rank that will affect search behavior, it must be
eligible to have its event data collected from Analytics, a rank computation generated
by Activity Graph, and an indexed entry in search with the value of the attribute wc_
serviceId matching one of the classes registered in Activity Graph. The currently
supported objects are:

s Users
s Documents
= Blog entries

= Wiki pages

Note: Ranks are still calculated and used even in the case where the
class of object is not searchable itself.

The range of actions considered for computing Activity Rank are defined in the
rankCalculation specified in the activityGraphMetaData.xml file. The
out-of-the-box declaration includes the following user actions:

<component actionURN="connect" weight="10.0"/>

<component actionURN="edit" weight="20.0" inverse="true"/>
<component actionURN="view-count" weight="1.0"/>

<component actionURN="create" weight="100.0" inverse="true"/>
<component actionURN="create" weight="100.0"/>

<component actionURN="edit-count" weight="20.0"/>

<component actionURN="download" weight="5.0"/>

<component actionURN="tag" weight="10.0"/>

<component actionURN="comment" weight="10.0"/>

From this you can see that the single action of viewing a document conveys
significantly less importance (weight="1.0") to that document than the act of
creating (weight="100.0") or tagging (weight="10.0") the document.

Additionally, when the inverse attribute is set to true, a relationship from
object-to-user is denoted. The effect of this relationship is to enable users to accrue
authority from objects whose rank appreciates. For example, the author of a document
(a create relationship) collects rank from that document as its rank appreciates from
actions performed by other users on that document—tagging, viewing,
downloading—which then amplifies the weight of the user’s future actions.

When the Activity Graph Rank Engine completes its rank calculation for all of the
affected objects, it sends a resulting set of identifiers with normalized ranks between 1
and 10 to a plug-in class, the SesRankResultAcceptor. This class simply pushes
the ranks into the search index using the Oracle SES SOAP API. Once accepted by the
SOAP API, the ranks, or docscores as they are known in Oracle SES, are immediately
factored into the search ranking (providing the DocScore feature is fully enabled).

So, for two or more items within the same strata of a result set, those with higher
docscores will receive higher search scores than they would otherwise, potentially
raising them to a higher rank within that strata.

Before You Begin

Since Activity Rank works in conjunction with Oracle SES, you must make sure that
Oracle SES is installed and configured correctly. Also, as Activity Rank only affects
searchable items, the Rank Engine should be run after the SES crawler has finished a

12-14 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



Setting Up Activity Rank for Oracle Secure Enterprise Search

run. For more information, see the chapter "Managing the Search Service" in Oracle
Fusion Middleware Administrator’s Guide for Oracle WebCenter Portal.

To configure Activity Rank for Oracle SES:

1. The Rank Engine expects to use docscore attributes with external names of DOC_
SCORE_1 for ACTIVITY-RANK and DOC_SCORE_2 for LIKE-RANK. Therefore,
you must perform a one-time mapping call to establish these fields by calling the
stored procedure eq_sdata.create_sdata_attribute:

exec eq sdata.create_sdata_attribute(’ACTIVITY-RANK');
exec eq sdata.create_sdata_attribute(’'LIKE-RANK');

Note: These stored procedures must be invoked from the server
hosting the Oracle SES instance.

2. You must also add entries for these attributes to the Oracle SES ranking.xml file
to determine the weight that they carry.

For Oracle SES 11.1.2.2, add the following:

<ranking>
<docscore-factor>
<attribute-name>ACTIVITY-RANK</attribute-name>
<column-name>DOC_SCORE_1</column-name>
<weight>1.0</weight>
</docscore-factor>
<docscore-factor>
<attribute-name>LIKE-RANK</attribute-name>
<column-name>DOC_SCORE_2</column-name>
<weight>1.0</weight>
</docscore-factor>
</ranking>

For all other versions of Oracle SES, add the following;:

<ranking>
<docscore-factor>
<attribute-name>ACTIVITY-RANK</attribute-name>
<column-name>DOC_SCORE_1</column-name>
<weight>1.0</weight>
</docscore-factor>
<docscore-factor>
<attribute-name>LIKE-RANK</attribute-name>
<column-name>DOC_SCORE_2</column-name>
<weight>1.0</weight>
</docscore-factor>
<docscore-factor>
<attribute-name>Doc_Score</attribute-name>
<weight>1.0</weight>
</docscore-factor>
</ranking>

Tip: The ranking.xml file is located in the following directory:

$SES_HOME/search/webapp/config

3. Restart the Oracle SES middle tier so that the changes take effect.

4. Use the WLST command setAGProperty to set the following Activity Graph
properties:
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oracle.webcenter.activitygraph.providers.datasources.ses.soap.admin.url
oracle.webcenter.activitygraph.providers.datasources.ses.soap.query.url

For example:

setAGProperty (appName="'activitygraph-engines',
propertyName='oracle.webcenter.activitygraph.providers.datasources.ses.soap.adm
in.url',

propertyValue="'http://seshostname:7777/search/api/admin/AdminService',
propertyType='String"')

setAGProperty (appName="'activitygraph-engines',
propertyName='oracle.webcenter.activitygraph.providers.datasources.ses.soap.que
ry.url',

propertyValue="'http://seshostname:7777/search/query/OracleSearch',
propertyType='String"')

Setting these properties enables the SESRankResultAcceptor to connect to the
Oracle SES server and record ranks in the index.

5. Use the WLST command setAGPasswordCredential to set the user names and
passwords to use to access the URLs defined by the two properties.

Note: The credentials should match a user that has access to all
searchable items.

For example:

setAGPasswordCredential (appName="'activitygraph-engines',
propertyName="'oracle.webcenter.activitygraph.providers.datasources.ses.soap.adm
in.credential'’,

userName="'eqgsys',

password="'welcomel')

setAGPasswordCredential (appName="'activitygraph-engines',
propertyName="'oracle.webcenter.activitygraph.providers.datasources.ses.soap.que
ry.credential',

userName="'orcladmin',

password="'welcomel')

6. Restart the managed server on which the Activity Graph engines application is
deployed (that is, the WC_Utilities managed server).

12.8 Troubleshooting Issues with Recommendations

This section provides information to assist you in troubleshooting problems you may
encounter while using the Activity Graph service.

Note: The following troubleshooting solutions assume that the
Activity Graph engines are deployed correctly, the wWC_Utilities
managed server is up and running, and the property openusage
enabledis true.

You should also ensure that you have read Section 12.3, "Activity
Graph Service Prerequisites.”
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12.8.1 Troubleshooting the Activity Graph Engines Schedule and Status Page

Problem

The Activity Graph Schedule and Status page throws an error while running the
Activity Graph engines

Solution

Basic verification in this case is to verify the deployment status of the Activity Graph
engines from the WebLogic Console.

Problem

When the Activity Graph engines are started from the Schedule and Status page, the
status of the engines is not reflected in the UL

Solution

Check the Activity Graph logs to verify whether the engines are actually running or
not. If the logs show that the engines are running, then the issue is only with the Ul
and it will not have any effect on the recommendations being displayed in the task
flows. If the logs do not show any entries for the gathering/CFE engines, then there
might be a problem with the event mapping file.

Tip: The Activity Graph engines logs can be found in:
domain/log/WC_Utilities.out

domain/servers/WC_Utilities/logs/WC_Utilities-diagnotics.log

Problem
Cannot log in to the Activity Graph Schedule and Status page.

Solution

The Activity Graph Schedule and Status page does not support multibyte user names
or passwords. Log in as an administrator with an ASCII-only user name and
password.
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Managing the Analytics Service

This chapter describes how to configure and manage the Analytics service for
WebCenter Portal applications. The Analytics service enables you to display usage and
performance metrics for these applications.

Always use Fusion Middleware Control or the WLST command-line tool to review
and configure back-end services for WebCenter Portal applications. Any changes that
you make to WebCenter Portal applications, post deployment, are stored in the MDS
metadata store as customizations. See Section 1.3.5, "WebCenter Portal Configuration
Considerations." Any changes that you make to Analytics Collector configuration are
stored in the Analytics database.

Note: Changes that you make to Analytics service configuration,
through Fusion Middleware Control or using WLST, are not dynamic
so you must restart the managed server on which the Analytics
Collector or the WebCenter Portal application is deployed for your
changes to take effect. See Section 8.2, "Starting and Stopping
Managed Servers for WebCenter Portal Application Deployments."

This chapter includes the following sections:

= Section 13.1, "What You Should Know About Analytics in WebCenter Portal"
= Section 13.2, "Configuration Roadmap for the Analytics Service"

ms  Section 13.3, "Analytics Prerequisites"

= Section 13.4, "Configuring Analytics Collector Settings"

= Section 13.5, "Registering an Analytics Collector for Your Application”

= Section 13.6, "Configuring User Profile Events Timing"

= Section 13.7, "Validating Analytic Event Collection"

= Section 13.8, "Viewing the Current WebCenter Portal’s Analytic Event List"
ms  Section 13.9, "Purging Analytics Data"

= Section 13.10, "Partitioning Analytics Data"

= Section 13.11, "Troubleshooting Issues with Analytics"

Audience

The content of this chapter is intended for administrators who are responsible for
setting up Analytics in WebCenter Portal, and configuring Analytics Collector details
for Framework applications and Spaces.
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13.1 What You Should Know About Analytics in WebCenter Portal

Analytics allows WebCenter Portal administrators and business users to track and
analyze portal usage. Analytics provides the following basic functionality:

Usage Tracking Metrics: Analytics collects and reports metrics for common portal
functions, including community, page, portlet, and document visits.

Behavior Tracking: Users can analyze portal metrics to determine usage patterns,
such as portal visit duration and usage over time.

User Profile Correlation: Users can correlate metric information with user profile
information. Usage tracking reports can be viewed and filtered by user profile
data such as country, company;, or state. For more details, see "Query Options" in
the Oracle Fusion Middleware User's Guide for Oracle WebCenter Portal: Spaces.

An overview of Analytics components and ready-to-use task flows are described in
the following sections:

Section 13.1.1, "Analytics Components"
Section 13.1.2, "Analytics Task Flows"

13.1.1 Analytics Components

Figure 131 illustrates components for the Analytics service in WebCenter Portal:

WC_Spaces - The managed server in which the Spaces application is deployed.
(Framework applications are deployed on different managed servers.)
WC_Utilities - The managed server in which the Analytics Collector is deployed.

Event Data - Analytics tracks and collects a defined set of events. A
comprehensive set of the most common events are provided out-of-the-box.

Open Usage API - The OpenUsage API sends metrics to the Analytics Collector
using UDP (User Datagram Protocol).

Analytics Collector - The Analytics Collector component gathers event data.

Analytics Collectors can be clustered to provide increased scalability and
reliability.

Analytics Database - The Analytics database (ACTIVITIES) stores metrics
gathered from portal and non-portal events.

Analytics Task Flows - Analytics provides a series of task flows to report metrics
for common portal functions.

MDS - The Oracle Metadata Service (MDS) repository that stores task flow
customizations.
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Figure 13—-1 Analytics Components
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13.1.2 Analytics Task Flows

Table 13-1 lists the Analytics task flows available with WebCenter Portal. The task
flows work similarly for Framework applications and Spaces. For detailed information
about these task flows and how to use them, see "Understanding Analytics Task Flows
in Spaces" in Oracle Fusion Middleware User's Guide for Oracle WebCenter Portal: Spaces.

Table 13-1

Analytics Task Flows in WebCenter Portal

Analytics Task Flows

Description

WebCenter Portal Traffic

A summarized view for common events within the portal.

Page Traffic Displays the number of page visits and the number of unique
users that visited any page within the portal.

Login Metrics Reports portal logins.

Portlet Traffic Displays usage data for a portlet.

Portlet Response Time

Displays performance data for a portlet.

Portlet Instance Traffic

Displays usage data for a portlet instance.

When the same portlet displays on several different pages,
each placement is considered as a portlet instance.

Portlet Instance Response Time

Displays performance data for a portlet instance.

Search Metrics

Tracks portal searches.

Document Metrics

Tracks document views.

Wiki Metrics

Tracks most popular/least popular wikis.

Blog Metrics

Tracks most popular/least popular blogs.

Managing the Analytics Service 13-3



Configuration Roadmap for the Analytics Service

Table 13-1 (Cont) Analytics Task Flows in WebCenter Portal

Analytics Task Flows Description

Discussion Metrics Tracks most popular/least popular discussions.

Space Traffic* (Spaces only) Displays usage data for a space.

Space Response Time* (Spaces only) Displays page performance data for a space.

* These task flows are specific to Spaces. These task flows are not available for
Framework applications.

13.2 Configuration Roadmap for the Analytics Service

The flow chart depicted in Figure 13-2 and Table 13-2 provides an overview of the

prerequisites and tasks required to get the Analytics service working in the Spaces
application.

Figure 13-2 Configuring the Analytics Service for Use in the Spaces Application
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Table 13-2 Configuring the Analytics Service for Use in Spaces

Actor Task Sub-task

Administrator 1. Install Oracle WebCenter Portal:
Spaces and the back-end components
for the Analytics service

Administrator 2. (Optional) Configure the Analytics
Collector using either of the following
tools:

= System MBean Browser
s WLST
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Table 13-2 (Cont.) Configuring the Analytics Service for Use in Spaces
Actor Task Sub-task

Administrator 3. Configure a connection between the
Spaces application and the Analytics
Collector using either of the following
tools:

s Fusion Middleware Control
= WLST

Spaces Administrator 4. Test that analytics data is available =~ 4.a Log in to Spaces with
in Spaces administrator privileges

4.b Open the main Analytics
business role page to see
live data:
http://host:port/webc
enter/spaces/page/Ana
lytics

13.3 Analytics Prerequisites
This section includes the following subsections:
= Section 13.3.1, "Analytics - Installation"
= Section 13.3.2, "Analytics - Configuration"
= Section 13.3.3, "Analytics - Security Considerations"

m  Section 13.3.4, "Analytics - Limitations"

13.3.1 Analytics - Installation

The Analytics Collector is an optional installation option for Oracle WebCenter Portal.
To install this product, select Oracle WebCenter Portal Analytics Collector in the
Fusion Middleware Configuration Wizard. For detailed installation instructions, see
Oracle Fusion Middleware Installation Guide for Oracle WebCenter Portal.

The Analytics schema (ACTIVITIES) and the WebCenter Portal schema (WEBCENTER)
can be installed on the same database or on separate databases.

13.3.2 Analytics - Configuration

The Analytics Collector is configured to receive events out-of-the-box, using
installation defaults. If the default values are not suitable for your installation or you
have a cluster, you may configure different values using WLST or MBeans Browser.
For more details, Section 13.4, "Configuring Analytics Collector Settings."

Out-of-the-box, Spaces is not configured to send events to the Analytics Collector. If you
want to collect usage and performance metrics for Spaces (or any Framework
application) you must register the Analytics Collector and enable event collection. For
more details, see Section 13.5, "Registering an Analytics Collector for Your
Application." Once connected, analytics data is collected and displays in your
application (through Analytics task flows) without further configuration.

13.3.3 Analytics - Security Considerations

In Spaces, Resource Catalogs only display Analytics task flows to users with
appropriate permissions:
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s Administrators - Users with the Administrator role have access to all Analytics
task flows

= Moderators - Within a particular space, members with the Moderator role have
access to Analytics task flows that display usage data for that space only

Analytics usage data is valuable for portal analysis but might be regarded as private or
sensitive to portal users. To protect security and privacy interests associated with
usage metrics Spaces administrators and individual space moderators must manage
page security such that only appropriate, specified users have access to pages that
expose analytics data. See also, "Securing Pages and Components" in Oracle Fusion
Middleware User’s Guide for Oracle WebCenter Portal: Spaces.

Similarly, developers building Framework applications must set up a suitable security
model for exposing Analytics task flows and data. For details, see "Setting up Security
for Analytics Task Flows and Usage Data" in Oracle Fusion Middleware Developer’s
Guide for Oracle WebCenter Portal.

13.3.4 Analytics - Limitations

Analytics task flows do not display custom event information.

13.4 Configuring Analytics Collector Settings

During installation, the Analytics Collector is configured to receive events using the
following default values:

= Collector Host Name - localhost
s Default Port - 31314

»  Maximum Port Number - 31314
= Broadcast Type - Multicast

s Clustering - The clustering settings do not apply. Clustering is not supported in
this version.

If these default values are not suitable for your installation or you have a cluster, you
can configure suitable values using WLST or the MBeans Browser in Fusion
Middleware Control:

= Setting Analytics Collector Properties Using WLST
= Setting Analytics Collector Properties Using Fusion Middleware Control

These Analytics Collector configuration settings are stored in the Analytics database
(ACTIVITIES).

13.4.1 Setting Analytics Collector Properties Using WLST

Use the WLST command setAnalyticsCollectorConfig to set event collection
properties for the Analytics Collector. For command syntax and examples, see the
section, "setAnalyticsCollectorConfig" in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."
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Note: To start using the property values you must restart the
managed server on which the Analytics Collector application is
deployed (WC_Utilities). For more information, see the section,
"Starting and Stopping WebLogic Managed Servers Using the
Command Line" in the Oracle Fusion Middleware Administrator’s Guide.

13.4.2 Setting Analytics Collector Properties Using Fusion Middleware Control

Use the Systems MBeans Browser in Fusion Middleware Control to set event collection
properties for the Analytics Collector:

To configure the Analytics Collector (deployed on the WC_Utilities managed
server):

1.

Log in to Fusion Middleware Control and navigate to the home page for Spaces or
your Framework application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
Open the System MBean Browser:

= For the Spaces application- From the WebCenter Portal menu, choose System
MBean Browser.

s For Framework applications - From the Application Deployment menu,
choose System MBean Browser.

Navigate to:
Application Defined MBeans >oracle.webcenter.analytics >Server: WC_Utilities
>Application: analytics-collector >CollectorConfiguration >Configuration

Alternatively, search for CollectorConfiguration or filter the System MBean
Browser tree using the MBean pattern: oracle.webcenter.analytics:*
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Figure 13-3 System MBeans Browser - Analytics Collector Properties
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4. Modify configuration properties for the Analytics Collector. For details, see

Table 13-3.

Table 13-3 Analytics Collector - Configuration Properties

Field

Description

BroadcastType

CollectorHostName

CollectorDefaultPort

CollectorMaximumPort

ClusterEnabled

ClusterName

Specify the network channel on which the Analytics Collector
broadcasts a 'heartbeat’ to advertise its location to event
producers. Valid values are Broadcast and Multicast:

Broadcast - use the standard network broadcast channel.

Multicast - use a special fixed multicast address.

Enter the name of the host on which the Analytics Collector is
running.

The default setting is localhost.

Enter the default port number on which the Analytics Collector
listens. The default value is 31314.

Enter the highest port number that an Analytics Collector can
use when allocating a listener.

This property is mostly used in a clustered environment where
multiple collectors run in the same box. Each collector listens for
incoming UDP messages on a free port within a given port
range. The range is from the default port number to the maxPort
number.

The clustering settings do not apply. Clustering is not supported
in this version.

The clustering settings do not apply. Clustering is not supported
in this version.
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Table 13-3 (Cont.) Analytics Collector - Configuration Properties

Field Description

HeartbeatFrequency The clustering settings do not apply. Clustering is not supported
in this version.

5. To start using the new settings you must restart the managed server on which the
Analytics Collector application is deployed (WC_Utilities). For more
information, see Section 8.2, "Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments."

13.5 Registering an Analytics Collector for Your Application

Events raised in Spaces or a Framework application using OpenUsage APIs can be
sent to an Analytics Collector for use by the Analytics service, Recommendations
service, and the Activity Graph Engine. If you intend to use any of the features or task
flows provided by these services you must connect Spaces or the Framework
application to an Analytics Collector.

While you can register multiple Analytics Collector connections for Spaces or your
Framework application, only one Analytics Collector is used - the default (or active)
connection.

To start using a new configuration you must restart the managed server on which
Spaces or your Framework application is deployed.

This section includes the following subsections:

= Section 13.5.1, "Registering an Analytics Collector Using Fusion Middleware
Control"

= Section 13.5.2, "Registering an Analytics Collector Using WLST"
= Section 13.5.3, "Disabling WebCenter Event Collection"

13.5.1 Registering an Analytics Collector Using Fusion Middleware Control

To register an Analytics Collector for Spaces or a Framework application:

1. Log in to Fusion Middleware Control and navigate to the home page for Spaces or
your Framework application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Open the Service Configuration page:

s For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Service Configuration page,
select Analytics and Activity Graph.

4. To connect to an Analytics Collector, click Add (Figure 13—4).

Managing the Analytics Service 13-9



Registering an Analytics Collector for Your Application

Figure 13-4 Configuring Analytics Collector Connections
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5. Enter a unique name for this connection.

The name must be unique (across all connection types) within Spaces or your
Framework application.

6. Select Active Connection to use this connection for Analytics and Activity Graph
services.

While you can register multiple Analytics Collector connections for Spaces or your
Framework application, only one connection is used—the default (or active)
connection.

7. Select Enable WebCenter Portal Event Collection to send analytics events raised
using OpenUsage APIs to the Analytics Collector.

Deselect this option if you do not want to collect analytics data.

8. Enter connection details for the Analytics Collector. For details, see Table 13—4.

Table 13-4 Analytics Collector Connection - Connection Details

Field Description

Messaging Mode This property specifies whether to send events to a clustered
Analytics Collector in multicast mode or a single Analytics
Collector using unicast communication. Clustering the Analytics
Collector is not supported in the current release, so the only
valid value for this release is Unicast.

Collector Host Name If the messaging mode is set to Unicast, enter the host name
where the Analytics Collector is running.

The default setting is localhost.

Collector Port Enter the port on which the Analytics Collector listens for
events. The default valueis 31314.

Cluster Name If the messaging mode is set to Multicast, enter the name of
the cluster where a clustered Analytics Collector is running.

Timeout (Seconds) If the messaging mode is set to Multicast, enter the length of
time (in seconds) to wait for a response from the Analytics
Collector.

The default value is 30 seconds.

9. C(lick OK to save.

10. To start using the new (active) connection you must restart the managed server on
which Spaces or your Framework application is deployed. For more information,
see Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

13.5.2 Registering an Analytics Collector Using WLST

Use the WLST command createAnalyticsCollectorConnection to create an
Analytics Collector connection for Spaces or your Framework application. To update
an existing connection, use setAnalyticsCollectorConnection. For command
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syntax and examples, see the section, "createAnalyticsCollectorConnection" and
"setAnalyticsCollectorConnection" in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the new connection, ensure that isEnabled=1
and default=1, and then restart the managed server on which
Spaces or your Framework application isdeployed. See, "Starting and
Stopping WebLogic Managed Servers Using the Command Line" in
the Oracle Fusion Middleware Administrator’s Guide.

13.5.3 Disabling WebCenter Event Collection

If you do not want to collect events raised using OpenUsage AP]Is, you can stop event
transmission temporarily or permanently.

This section includes the following subsections:

= Section 13.5.3.1, "Disabling WebCenter Portal Event Collection Using Fusion
Middleware Control"

= Section 13.5.3.2, "Disabling WebCenter Portal Event Collection Using WLST"

13.5.3.1 Disabling WebCenter Portal Event Collection Using Fusion Middleware
Control
To disable event collection for Spaces or your Framework application:

1. Log in to Fusion Middleware Control and navigate to the home page for Spaces or
your Framework application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Open the Service Configuration page:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Service Configuration page,
select Analytics and Activity Graph.

4. Select the connection in the table, and then click Edit.

5. Deselect Enable WebCenter Portal Event Collection (Figure 13-5).
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Figure 13-5 Disabling Analytics Event Collection
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6. To effect this change you must restart the managed server on which Spaces or
your Framework application is deployed. For more information, see Section 8.2,
"Starting and Stopping Managed Servers for WebCenter Portal Application
Deployments."

13.5.3.2 Disabling WebCenter Portal Event Collection Using WLST

To disable event collection using WLST, run the
setAnalyticsCollectorConnection command with the isEnabled argument
setto 0 (false).For command syntax and examples, see the section,
"setAnalyticsCollectorConnection" in the Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

13.6 Configuring User Profile Events Timing

User profile information is cached, meaning that changes to a user profile are not
visible in reports until the cache is updated. The cache is limited to 1000 objects by
default, with each object remaining in the cache for 60 minutes by default. You can
change these values using WLST. To change the maximum number of objects in the
cache, run the setProfileCacheNumberOfObjects command. To change the time
an object remains idle in the cache, run the setProfileCacheTimeToLive
command.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

13.7 Validating Analytic Event Collection

You can check whether events reach the Analytics Collector by checking the trace log
at:

<base_domain_name>/servers/WC_Utilities/logs/analytics-collector/collector.trc

Event messages are similar to the following;:

[2010-09-16T07:13:56.906-07:00] [WC_Utilities] [TRACE] []
[SRC_METHOD: OnMessageReceived] Event = [[

EVENT_TYPE: {http://www.myorg.com/videoapp}VIDEOVIEWS
VERSION: 3.0.XXXX

AS_DIMENSION_USER.USERID: testuser0l
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VIDEO.RESOURCEID: video8736
VIDEO.TITLE: Project Kick Off
VIDEO.LOOP: false

QUALITY: 720
PROPERTY_VERSION: 3.0.XXXX

To display analytics collector configuration information, enter the following URL:

http://hostname: WC_Utilities_port/collector

This page lists the following:

Collector Default Port
Collector Max Port

Collector Server Name
Broadcast Type

Cluster Enabled

Cluster Name

Partitioning Enabled

Time Dimension for This Year

Space Dimension Exists (for Spaces application installations)

13.8 Viewing the Current WebCenter Portal’s Analytic Event List

Use the Systems MBeans Browser in Fusion Middleware Control to see which events
that an Analytics Collector is configured to collect.

To display the current list of analytics events:

1.

4,

Log in to Fusion Middleware Control and navigate to the home page for Spaces or
your Framework application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
Open the System MBean Browser:

= For the Spaces application - From the WebCenter Portal menu, choose System
MBean Browser.

»  For Framework applications - From the Application Deployment menu,
choose System MBean Browser.

Navigate to:
Application Defined MBeans> oracle.webcenter.analytics Server: WC_Utilities>
Application: analytics-collector> CollectorServices> Services

Alternatively, search for CollectorServices or filter the System MBean
Browser tree using the MBean pattern: oracle.webcenter.analytics:*

Select the Operations tab.

Managing the Analytics Service 13-13



Purging Analytics Data

Figure 13-6 System MBeans Browser - Register Analytics Events
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5. Click listRegisteredEventTypes.
6. Click Invoke.

Alternatively, use the WLST command listAnalyticsEventTypes. For command
syntax and examples, see the section, "listAnalyticsEventTypes" in the Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

13.9 Purging Analytics Data

For more information, see "Purging Oracle WebCenter Portal Analytics Data" in the
Oracle Fusion Middleware Administrator’s Guide.

13.10 Partitioning Analytics Data

For more information, see "Partitioning Oracle WebCenter Portal Analytics Data" in
the Oracle Fusion Middleware Administrator’s Guide.

13.11 Troubleshooting Issues with Analytics

If users cannot see analytics in Spaces or your Framework application, verify the
following:

s Check that the Analytics Collector configuration is correct and in particular that
both Enable WebCenter Event Collection and Active Connection are both set
(Figure 13-7). See Registering an Analytics Collector for Your Application.

Figure 13-7 Enabling the Connection and Analytics Collection
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If you make changes to the connection you must restart the managed server on
which Spaces or your Framework application is deployed. For more information,
see Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

If Spaces or your Framework application was recently upgraded, verify that the
domain startup script does not contain legacy Analytics Collector settings as these
values override any connection details that you specify through Fusion
Middleware Control or using WLST.

1. Shut down the managed server on which Spaces or your Framework
application is deployed.

2, Edit the domain startup script setDomainEnv located at:
UNIX: DOMAIN_HOME/bin/setDomainEnv.sh
Windows: DOMAIN_HOME\bin\setDomainEnv.cmd

3. Remove Analytics Collector settings.

4. Restart the managed server.
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Managing the Announcements and
Discussions Services

This chapter describes how to configure and manage the Announcements and
Discussions services for your application. These two services use the same connection
to Oracle WebCenter Portal's Discussion Server.

Unless otherwise documented, do not make configuration changes within Oracle
WebCenter Portal's Discussion Server. Always use Fusion Middleware Control or the
WLST command-line tool to review and configure back-end services for WebCenter
Portal applications. For troubleshooting tips with Oracle WebCenter Portal's
Discussion Server, see Section 14.12, "Troubleshooting Issues with Announcements
and Discussions."

Any changes that you make to applications, post deployment, are stored in MDS
metatdata store as customizations. See Section 1.3.5, "WebCenter Portal Configuration
Considerations."

Note: Configuration changes for the Discussions and
Announcements services, through Fusion Middleware Control or
using WLST, are not dynamic so you must restart the managed server
on which your application is deployed for changes to take effect. See
Section 8.2, "Starting and Stopping Managed Servers for WebCenter
Portal Application Deployments."

This chapter includes the following sections:

s Section 14.1, "What You Should Know About Discussions Server Connections"
»  Section 14.2, "Discussions Server Prerequisites"

= Section 14.3, "Registering Discussions Servers"

= Section 14.4, "Choosing the Active Connection for Discussions and
Announcements"

= Section 14.5, "Modifying Discussions Server Connection Details"
= Section 14.6, "Deleting Discussions Server Connections"

= Section 14.7, "Setting Up Discussions Service Defaults"

= Section 14.8, "Setting Up Announcements Service Defaults"

= Section 14.9, "Testing Discussions Server Connections"

= Section 14.10, "Granting Administrator Permissions on the Discussions Server"
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= Section 14.11, "Granting Administrator Role on the Discussions Server"

= Section 14.12, "Troubleshooting Issues with Announcements and Discussions"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."

14.1 What You Should Know About Discussions Server Connections

The Discussions service enables users to start, publish, and store discussions in your
application. The Announcements service lets you create and expose announcements
on your application pages.

The Discussions service and the Announcements service require a single connection to
Oracle WebCenter Portal's Discussion Server. Both services use the same connection.
Oracle WebCenter Portal's Discussion Server can be installed with Oracle Fusion
Middleware.

You can register additional discussion server connections through the Fusion
Middleware Control Console or using WLST, but only one connection is active at a
time:

= Section 14.3.1, "Registering Discussions Servers Using Fusion Middleware
Control"

= Section 14.3.2, "Registering Discussions Servers Using WLST"

WebCenter Portal: Spaces

Some additional configuration is required to use Discussions and Announcements
services in the Spaces application. This includes choosing the category (on the
discussions server) under which all Spaces discussions and announcements are stored,
and more. This configuration takes place inside Spaces. For more information, see
"Configuring Discussion Forum Options for Spaces" in the Oracle Fusion Middleware
User’s Guide for Oracle WebCenter Portal: Spaces.

14.2 Discussions Server Prerequisites
This section includes the following subsections:
s Section 14.2.1, "Discussions Server - Installation"
= Section 14.2.2, "Discussions Server - Configuration”
= Section 14.2.3, "Discussions Server - Security Considerations"

s Section 14.2.4, "Discussions Server - Limitations"

14.2.1 Discussions Server - Installation

While installing Oracle WebCenter Portal, select to install Oracle WebCenter Portal's
Discussion Server. Use the Repository Creation Utility (RCU) to create the
DISCUSSIONS schema.

The Oracle Fusion Middleware Configuration Wizard automatically creates managed
servers in the domain to host the selected WebCenter Portal components.
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Figure 14-1
Cache Features
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See Also: Oracle Fusion Middleware Installation Guide for Oracle
WebCenter Portal

14.2.1.1 Discussions Server - High Availability Installation
To set up Oracle WebCenter Portal's Discussion Server for high availability:

1. Install the WC_Collaboration domain in a clustered environment.

2. Log on to the discussions server admin console as an administrator by using the
following URL format: http://host:port/owc_discussions/admin.

3. Go to the Cache Features page, and select to enable clustering (Figure 14-1).
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14.2.2 Discussions Server - Configuration

There are numerous WLST commands for configuring the discussions server.

You can view, set, and remove Oracle WebCenter Portal's Discussion Server system
properties with the following WLST commands:

m getDiscussionsServerProperty
m setDiscussionsServerProperty
m removeDiscussionsServerProperty

The addDiscussionsServerAdmin command grants system administrator
permissions on the discussions server to a user or a group. This command is useful
when you connect the discussions server to a new identity store that does not contain
any of the current administrators. For command syntax and examples, see the section,
"Discussions and Announcements" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

When you update Discussions or Announcements permissions for a space hierarchy,
subspaces do not automatically inherit the corresponding permission changes on the
discussions server. For subspaces to inherit discussions server permission changes
applied to a parent, you must run the syncDiscussionServerPermissions
command (WebCenter Portal: Spaces only). For command syntax and examples, see
the section, "syncDiscussionsServerPermissions" in Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

Note: To execute discussions server WLST commands, such as
syncDiscussionServerPermissions, the user used to connect to
the admin server must also have administrative privileges on the
discussions server.
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14.2.3 Discussions Server - Security Considerations

WS-Security establishes a trust relationship between your application and Oracle
WebCenter Portal's Discussion Server so that your application can pass the user
identity information to the discussions server without knowing the user's
credentials.

Configure OWSM WS-Security for Oracle WebCenter Portal's Discussion Server,
depending on your topology, following either Section 34.1.3, "Configuring the
Discussions Server for a Simple Topology," Section 34.2.3, "Configuring the
Discussions Server for a Typical Topology," or Section 34.3.3, "Configuring the
Discussions Server for a Complex Topology."

Oracle WebCenter Portal's Discussion Server-specific Web Services messages sent
by WebCenter Portal applications to the discussions server are not encrypted. For
message confidentiality, access the discussions server URL over Secure Socket
Layer (SSL) or protect the Web Service end points with an OWSM policy. For more
information, see Chapter 33, "Configuring SSL" and Chapter 34, "Configuring
WS-Security."

By default, Oracle WebCenter Portal's Discussion Server is configured to use the
embedded LDAP identity store: All users in the embedded LDAP store can log on
to the discussions server, and all users in the Administrators group have
administrative privileges on the discussions server.

For your production environment, you must reassociate the identity store with an
external LDAP server, as described in Section 29.1, "Reassociating the Identity
Store with an External LDAP Server." In addition, you must either move the
Fusion Middleware administrator account to the external LDAP (as described in
Section 29.5, "Moving the Administrator Account to an External LDAP Server"), or
if you choose not to move the administrator account, you must perform some
additional steps to identify the new administrator account for the discussions
server as described in Section 29.5.1, "Migrating WebCenter Portal’s Discussions
Server to Use an External LDAP."

You can configure Oracle WebCenter Portal's Discussion Server to leverage single
sign-on security using Oracle Access Manager, Oracle Single Sign-On, or
SAML-based single sign-on. For information, see Chapter 31, "Configuring Single
Sign-on." For additional Discussions-specific configuration instructions for Oracle
Access Manager (OAM), see also Chapter 31.2.6.2, "Configuring the Discussions
Server for S50O."

Note: If you set up SAML single sign-on, with WebCenter Portal:
Spaces as the source application and Oracle WebCenter Portal's
Discussion Server as the destination application, then you can access
Oracle WebCenter Portal's Discussion Server administration pages
from Spaces as follows:

»  Space > Settings > Services page
= Administration > Configuration > Services page

However, because the administration pages of Oracle WebCenter
Portal's Discussion Server do not participate in single sign-on, if you
access the administration pages directly, you are required to log in to
discussions server again.
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= If WebCenter Portal is not integrated with a single sign-on solution, then different
login sessions are required for the owc_discussion user (/owc_discussions)
and the owc_discussion admin user (/owc_discussions/admin).

= User Identity: User identity management is handled by authentication providers
settings specified in Oracle WebLogic Server using custom JPS Auth Factory. To
check that the correct auth factory is running, go to Oracle WebCenter Portal’s
Discussions Server admin console Systems Properties page and confirm the
following property values:

— owc_discussions.setup.complete_11.1.1.2.0=true
— AuthFactory.className=oracle.jive.security.JpsAuthFactory

If the AuthFactory.className is set to this value, then set the
owc_discussions.setup.complete_11.1.1.2.0 property to false
and restart Oracle WebCenter Portal's Discussion Server. This ensures that
proper initialization is done for the application.

14.2.4 Discussions Server - Limitations

Oracle WebCenter Portal's Discussion Server URL supports only English and Spanish
languages for displaying labels; however, data can be entered in UTF-8 format. Oracle
recommends using the WebCenter Portal application (with all supported languages)
for user operations in the discussions server. All WebCenter Portal-supported
languages are supported for data, such as discussion topics or announcements, and
they are displayed in the discussions server also.

The Discussions and Announcements services do not support non-ASCII user names if
the WebCenter Portal instance is running in a native encoding on Microsoft Windows.

In a Linux environment, to allow support for non-ASCII user names in the Discussions
and Announcements services, the server on which WebCenter Portal is deployed must
have the environment variable LC_ALL set to ut£-8.

WebCenter Portal: Spaces

Do not change user permissions in the discussions server, as this might cause
unexpected behavior. Always manage user permissions for discussions and
announcements in Spaces. For more information, see "Understanding Discussions
Server Role Mapping" in Oracle Fusion Middleware User’s Guide for Oracle WebCenter
Portal: Spaces.

14.3 Registering Discussions Servers

You can register multiple discussions server connections for a WebCenter Portal
application, but only one is active at a time.

To start using the new (active) connection you must restart the managed server on
which the application is deployed.

This section includes the following subsections:

»  Section 14.3.1, "Registering Discussions Servers Using Fusion Middleware
Control"

= Section 14.3.2, "Registering Discussions Servers Using WLST"

14.3.1 Registering Discussions Servers Using Fusion Middleware Control

To register a discussions server:
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1. Log in to Fusion Middleware Control and navigate to the home page for the
application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

s For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Service Configuration page,
select Discussions and Announcements.

4. To connect to a new discussions server, click Add (Figure 14-2).
Figure 14-2 Configuring Discussion and Announcement Connections

Manage Discussion and Announcement Connections

ERETE 2 Edic 3@ Delete

Marme Setver LRL Active Connection

5. Enter a unique name for this connection, and indicate whether this connection is
the active (or default) connection for the application (Table 14-1).

Table 14-1 Discussion and Announcement Connection - Name

Field Description

Connection Name Enter a unique name for the connection.
The name must be unique (across all connection types) within
the application.

Active Connection Select to use this connection for the Discussions and

Announcements services in the application.

While you can register multiple discussions server connections
for an application, only one connection is used for discussion
and announcement services—the default (or active) connection.

6. Enter connection details for the discussions server. For details, see Table 14-2.

Table 14-2 Discussion and Announcement Connection - Connection Details

Field Description

Server URL Enter the URL of the discussions server hosting discussion
forums and announcements.

For example:
http://discuss-server.com:8890/owc_discussions

14-6 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



Registering Discussions Servers

Table 14-2 (Cont.) Discussion and Announcement Connection - Connection Details

Field

Description

Administrator User Name

Authenticated User Web
Service Policy URI

Enter the user name of the discussions server administrator.

This account is used by the Discussions and Announcements
services to perform administrative operations on behalf of
WebCenter Portal users.

In the Spaces application, this account is mostly used for
managing space-related discussions and announcements. It is
not necessary for this user to be a super admin. However, the
user must have administrative privileges on the current root
category for WebCenter Portal: Spaces, that is, the category (on
the discussions server) under which all space-related discussions
and announcements are stored.

Note: If your application does not include space-related
functionality, then the administrator’s user name is not required.

Select the policy this connection uses for authenticated access to
the discussions server Web service.

SAML (Security Assertion Markup Language) is an XML-based
standard for passing security tokens defining authentication and
authorization rights. An attesting entity (that has trust
relationship with the receiver) vouches for the verification of the
subject by method called sender-vouches.

The client policy specified must be compatible with the service
policy that is configured for the
OWCDiscussionsServiceAuthenticated endpoint in the
discussions server. Out-of-the-box, the default service policy is
WSS 1.0 SAML Token Service Policy
(oracle/wssl0_saml_token_service_policy).

Options available are:

= WSS 1.0 SAML Token Client Policy
(oracle/wss10_saml_token_client_policy)

= WSS 1.1 SAML Token With Message Protection Client
Policy
(oracle/wss11_saml_token_with_message_protection_client
_policy)

= Global Policy Attachment

If your environment supports Global Policy Attachments, you
must ensure that the default policy attached to the
OWCDiscussionsServiceAuthenticated endpoint in the
discussions server is set to
oracle/no_authentication_client_policy using the
WLST command detachWebServicePolicy or Enterprise
Manager.
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Table 14-2 (Cont.) Discussion and Announcement Connection - Connection Details

Field

Description

Public User Web Service
Policy URI

Recipient Key Alias

Select the client policy this connection uses to enforce message
security and integrity for public access to the discussions server
Web service.

The client policy specified must be compatible with the service
policy that is configured for the
OWCDiscussionsServicePublic endpoint in the discussions
server. Out-of-the-box, a service policy is not configured for
public access (None).

Options available are:
= None - This is the default setting.

= WSS 1.1 Message Protection Client Policy
(oracle/wss11_with_message_protection_client_policy)

= Global Policy Attachment

If your environment supports Global Policy Attachments, you
must ensure that the default policy attached to the
OWCDiscussionsServicePublic endpoint in the discussions
server is set to
oracle/no_authentication_client_policy using the
WLST command detachWebServicePolicy or Enterprise
Manager.

Enter the recipient key alias to be used for message protected
policies (applicable to the OWCDiscussionsServicePublic
and OWCDiscussionsServiceAuthenticated endpoints).
This is the alias to the certificate that contains the public key of
the discussions server in the configured keystore.

See also Chapter 34, "Configuring WS-Security".

7. Configure advanced options for the discussion and announcement connection

(Table 14-3).

Table 14-3 Discussion and Announcement Connection - Advanced Configuration

Field

Description

Connection Timeout (in
Seconds)

Specify a suitable timeout for the connection.

This is the length of time (in seconds) the application waits for a
response from the discussions server before issuing a connection
timeout message.

The default is -1, which means that the service default is used.
The service default is 10 seconds.

8. Sometimes, additional parameters are required to connect to the discussions
server, for example, those listed in Table 14—4.

Table 14-4 Additional Discussion Connection Properties

Additional
Connection Property

Description

application.root.cat
egory.id

(WebCenter Portal: Spaces only) Application root category ID on
the discussions server under which all discussion forums are
stored. For example, if set to 3, then all forums are stored in the
category with ID 3.
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If additional parameters are required to connect to the discussions server, expand
Additional Properties and enter details as required (Table 14-5).

Table 14-5 Discussion and Announcement Connection - Additional Properties

Field Description

Add Click Add to specify an additional connection parameter:
= Name - Enter the name of the connection property.
= Value - Enter the default value for the property.

= Is Property Secured - Indicate whether encryption is
required. When selected, the property value is stored
securely using encryption.

For example, select this option to secure the
admin.password property where the value is the actual
password.

Delete Click Delete to remove a selected property.
Select the correct row before clicking Delete.

Note: Deleted rows appear disabled until you click OK.

9. C(lick OK to save this connection.

10. To start using the new (active) connection you must restart the managed server on
which the application is deployed. For more information, see Section 8.2, "Starting
and Stopping Managed Servers for WebCenter Portal Application Deployments."

For WebCenter Portal: Spaces, some additional configuration is recommended for the
Discussions service. For details, see "Configuring Discussion Forum Options for
WebCenter Portal: Spaces" in Oracle Fusion Middleware User’s Guide for Oracle
WebCenter Portal: Spaces.

14.3.2 Registering Discussions Servers Using WLST

Use the WLST command createDiscussionForumConnection to create a
discussions server connection. For command syntax and examples, see the section,
"createDiscussionForumConnection" in Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

To configure the Discussions and Announcements services to actively use the new
connection, set default=true.

Make sure to set additional properties for WS-Security. See Section 14.5.2, "Modifying
Discussions Server Connection Details Using WLST."

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the new (active) connection you must restart the
managed server on which the application is deployed. For more
information, see the section, "Starting and Stopping WebLogic
Managed Servers Using the Command Line" in Oracle Fusion
Middleware Administrator’s Guide.
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14.4 Choosing the Active Connection for Discussions and
Announcements

You can register multiple discussions server connections for a WebCenter Portal
application, but only one connection is active at a time. The active connection becomes
the back-end discussions server for:

=  Discussions task flows (Discussion Forum Manager, Discussions, Popular Topics,
Recent Topics, Watched Forums, Watched Topics)

= Announcements task flows (Announcements Manager, Announcements)
This section includes the following subsections:

= Section 14.4.1, "Choosing the Active Connection for Discussions and
Announcements Using Fusion Middleware Control"

= Section 14.4.2, "Choosing the Active Discussion for Discussions and
Announcements Using WLST"

14.4.1 Choosing the Active Connection for Discussions and Announcements Using
Fusion Middleware Control

To change the active connection:

1. Log in to Fusion Middleware Control and navigate to the home page for the
application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications”
2. Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Services Configuration page,
choose Discussions and Announcements.

The Manage Discussion and Announcement Connections table indicates the
current active connection (if any).

4. Select the connection you want to make the active (or default) connection, and
then click Edit.

5. Select the Active Connection checkbox.
6. Click OK to update the connection.

7. To start using the new (active) connection you must restart the managed server on
which the application is deployed. See Section 8.2, "Starting and Stopping
Managed Servers for WebCenter Portal Application Deployments."

14.4.2 Choosing the Active Discussion for Discussions and Announcements Using
WLST

Use the WLST command setDiscussionForumConnection with default=true
to activate an existing connection. For command syntax and examples, see the section,
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"setDiscussionForumConnection" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

To disable a Discussions and Announcements connection, either delete it, make
another connection the 'active connection', or use the
removeDiscussionForumServiceProperty command:

removeDiscussionForumServiceProperty ( 'appName='webcenter"',
property="'selected.connection')

Using this command, connection details are retained but the connection is no longer
named as an active connection. For more information, see the section,
"removeDiscussionForumServiceProperty" in Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the new (active) connection you must restart the
managed server on which the application is deployed. For more
information see, "Starting and Stopping WebLogic Managed Servers
Using the Command Line" in Oracle Fusion Middleware Administrator’s
Guide.

14.5 Modifying Discussions Server Connection Details
You can modify discussions server connection details at any time.

To start using the modified (active) connection you must restart the managed server
on which the application is deployed.

This section includes the following subsections:

= Section 14.5.1, "Modifying Discussions Server Connection Details Using Fusion
Middleware Control"

= Section 14.5.2, "Modifying Discussions Server Connection Details Using WLST"

14.5.1 Modifying Discussions Server Connection Details Using Fusion Middleware
Control

To update connection details for a discussions server:

1. Log in to Fusion Middleware Control and navigate to the home page for the
application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following;:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

»  For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Service Configuration page,
choose Discussions and Announcements.

4. Select the connection name, and click Edit.
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5. Edit connection details, as required. For detailed parameter information, see
Table 14-2 and Table 14—4.

6. Click OK to save your changes.

7. To start using the updated (active) connection you must restart the managed
server on which the application is deployed. See Section 8.2, "Starting and
Stopping Managed Servers for WebCenter Portal Application Deployments."

14.5.2 Modifying Discussions Server Connection Details Using WLST

Use the WLST command setDiscussionForumConnection to edit connection
details. For command syntax and examples, see the section,
"setDiscussionForumConnection” in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

To set additional parameters, use the setDiscussionForumConnectionProperty
command. For more information, see the section,
"setDiscussionForumConnectionProperty" in Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the updated (active) connection you must restart
the managed server on which the application is deployed. For more
information, see the section, "Starting and Stopping WebLogic
Managed Servers Using the Command Line" in Oracle Fusion
Middleware Administrator’s Guide.

14.6 Deleting Discussions Server Connections

You can delete discussions server connections at any time but take care when deleting
the active connection. If you delete the active connection, none of the Discussions or
Announcements task flows work, as they all require a back-end discussions server.

This section includes the following subsections:

= Section 14.6.1, "Deleting a Discussions Server Connection Using Fusion
Middleware Control"

= Section 14.6.2, "Deleting a Discussions Server Connection Using WLST"

14.6.1 Deleting a Discussions Server Connection Using Fusion Middleware Control

To delete a discussions server connection:

1. Log in to Fusion Middleware Control and navigate to the home page for the
application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

s For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.
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From the list of services on the WebCenter Portal Services Configuration page,
select Discussions and Announcements.

Select the connection name, and click Delete.

To effect this change you must restart the managed server on which the
application is deployed. For more information, see Section 8.2, "Starting and
Stopping Managed Servers for WebCenter Portal Application Deployments."

Note: Before restarting the managed server, mark another
connection as active; otherwise, the service is disabled.

14.6.2 Deleting a Discussions Server Connection Using WLST

Use the WLST command deleteConnection to remove a connection. For command
syntax and examples, see the section, "deleteConnection” in Oracle Fusion Middleware
WebLogic Scripting Tool Command Reference.

Ensure that another connection is marked active; otherwise, the service is disabled.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To effect this change you must restart the managed server on
which the application is deployed. For more information, see the
section, "Starting and Stopping WebLogic Managed Servers Using the
Command Line" in Oracle Fusion Middleware Administrator’s Guide.

14.7 Setting Up Discussions Service Defaults

Use the WLST command setDiscussionForumServiceProperty to set defaults
for the Discussions service in your application:

topics. fetch. size: Maximum number of topics fetched by the Discussions
service and displayed in the topics view.

forums. fetch.size: Maximum number of forums fetched by the Discussions
service and displayed in the forums view.

recentTopics. fetch. size: Maximum number of topics fetched by the
Discussions service and displayed in the recent topics view.

watchedTopics. fetch. size: Maximum number of topics fetched by the
Discussions service and displayed in the watched topics view.

watchedForums . fetch. size: Maximum number of forums fetched by the
Discussions service and displayed in the watched forums view.

application.root.category.id: Application root category ID on the
Discussions server under which all discussion forums are stored. For example, if
set to 3, then all forums are stored in the category with ID 3.

ForumGatewayManager . AUTO_START: Communication through mail
distribution lists can be published as discussion forum posts on a Discussions
server, as described in "Publishing Space Mail in a Discussion Forum" in Oracle
Fusion Middleware User’s Guide for Oracle WebCenter Portal: Spaces. This parameter
starts or stops the gateway for this communication.
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For WebCenter Portal: Spaces applications, the default value is 1 (true), which
means that as soon as you configure mail server settings through administration,
the gateway starts. Set this to 0 (false), and restart the managed server, to stop
the gateway and disable this feature.

For WebCenter Portal: Framework applications, the default value is 0. Set this to
1, and restart the managed server, to start the gateway and enable this feature.

For command syntax and examples, see the section,
"setDiscussionForumServiceProperty" in Oracle Fusion Middleware WebLogic Scripting
Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

14.8 Setting Up Announcements Service Defaults

Use the WLST command setAnnouncementServiceProperty to set defaults for
the Announcements service:

» miniview.page_size: Maximum number of announcements displayed in the
Announcements quick view.

» mainview.page_size: Maximum number of announcements displayed in the
Announcements main view.

» linksview.page_size: Maximum number of announcements displayed in the
Announcements links view.

= announcements.expiration.days: Number of days that announcements
display and remain editable.

For command syntax and examples, see the section,
"setAnnouncementServiceProperty" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

14.9 Testing Discussions Server Connections
Try accessing the discussions server with the following URL:

http://host:port/owc_discussions

You should see a page listing all public information.

14.10 Granting Administrator Permissions on the Discussions Server

The WLST command addDiscussionsServerAdmin grants system administrator
permissions on the discussions server to a user or a group. This command is useful
when you connect the discussions server to a new identity store that does not contain
any of the current administrators. For command syntax and examples, see the section,
"addDiscussionsServerAdmin" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.
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14.11 Granting Administrator Role on the Discussions Server

The default domain administrator created for WebCenter Portal is also the
administrator for Oracle WebCenter Portal's Discussion Server. You can make a
nondefault user the administrator for the discussions server too.

While creating a domain, if you specify any other user as the domain administrator,
that user is granted all the domain administrative rights. However, after creating the
domain, you must manually grant the administrator role to that nondefault user in
both the Spaces application and the discussions server. For information on how to
grant administrator privileges to a nondefault user for Spaces, see Section 30.6.1,
"Granting the Spaces Administrator Role."

For Oracle WebCenter Portal's Discussion Server, the default user is the super
administrator. This section describes how to grant administrator privileges to a
nondefault user.

14.11.1 Granting the Discussions Server Administrator Role using WLST

The WLST command addDiscussionsServerAdmin lets you grant system
administrator permissions on the Discussions server to a user or a group. This is useful
when you connect the discussions server to a new identity store. For command syntax
and examples, see the section, "addDiscussionsServerAdmin" in Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

14.11.2 Granting the Discussions Server Administrator Role using the Admin Console

To grant the administrator role for Oracle WebCenter Portal's Discussion Server to a
nondefault user:

1. Log on to the discussions server admin console as an administrator by using the
following URL format: http://host:port/owc_discussions/admin.

2. Click the Settings link in the list of links across the top of the page.

3. Click the Admins/Moderators link, if not selected, in the navigation panel on the
left.

4. On the Admins & Moderators page, click the Grant New Permissions tab.
5. Select the System Admin checkbox.

6. Select the A Specific User checkbox and specify the user to whom you want to
grant administrative privilege for Oracle WebCenter Portal's Discussion Server.

7. Click Grant New Permission.

You can now log on to Oracle WebCenter Portal's Discussion Server as the user
whom you have assigned the administrative privilege.
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Figure 14-3 Granting the Administrator Role on Oracle WebCenter Portal's Discussion
Server
Grant New Permissions
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A Specific User: {enter username - separate multiple usernames with commas)

[ A Specific Group: (enter graup name - separate multiple group names with commas)

3 Done:

[ Grant Mew Permission H Cancel ]

14.11.3 Revoking the Discussions Server Administrator Role

After assigning the discussions server administrator role to the required nondefault
user, you may want to revoke the administrator role from the default user.

To revoke the administrator role:

1. Log on to discussions server admin console as the nondefault user whom you
have assigned the administrator role.

2. Click the Settings link in the list of links across the top of the page.

3. Click the Admins/Moderators link, if not selected, in the navigation panel on the
left.

4. On the Admins & Moderators page, under the Permission Summary tab, uncheck
the System Admin checkbox for the required user, for example, weblogic.
(Figure 14-4)

Figure 14-4 Revoking the Administrator Role
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5.

Click Save Changes.

The administrative privileges for managing Oracle WebCenter Portal's Discussion
Server are now revoked from the default user.

14.12 Troubleshooting Issues with Announcements and Discussions

This troubleshooting section includes the following subsections:

Section 14.12.1, "Authentication Failed"
Section 14.12.2, "Discussions Cannot Be Enabled in a Space”
Section 14.12.3, "Login Failed"

Section 14.12.4, "Login Does Not Function Properly After Configuring Oracle
Access Manager"

Section 14.12.5, "Category Not Found Exceptions"

14.12.1 Authentication Failed

Problem

WS-Security does not appear to be set properly for the connection between WebCenter
Portal and the back-end discussions server. You may see the following error:

failure to authenticate the user WebLogic, due to: Authentication Failed

Solution
This error may be caused due to various reasons. Check the following:

Ensure that the OWSM SAML policy setting is appropriately defined between the
discussions connection and the discussions server.

For the WebCenter Portal Discussions service, review
WC_Spaces-diagnostic. log for errors and exceptions. If the log does not
provide enough information to correct errors, then turn on debugging for the
oracle.webcenter.collab.share and

oracle.webcenter.collab. forum packages.

For the back-end discussions server, review
WC_Collaboration-diagnostics.logand jive.error.log inside your
domain’s
SDOMAIN_HOME/config/fmwconfig/servers/SERVER_NAME/owc_discuss
ions/logs directory. If the logs do not provide enough information to correct
errors, then turn on debugging for Oracle WebCenter Portal's Discussion Server.
To turn on debug logs, log on to Oracle WebCenter Portal's Discussion Server
admin console, go to page logs, the Debug tab, and enable. Restart the
WC_Collaboration domain to change the logging setting.

Make sure that the WebCenter Portal application and the back-end discussions
server are in time sync. This is important with OWSM WS-Security.

14.12.2 Discussions Cannot Be Enabled in a Space

Problem
Discussions cannot be enabled in any space, even new spaces.
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Solution
This error may be caused due to various reasons. Check the following:

»  The back-end discussions server is up and running and accessible. See
Section 14.9, "Testing Discussions Server Connections."

= Administrator User Name (adminUser) property configured for the active
connection has administrative privileges on the application root category (the
category configured for WebCenter Portal: Spaces). See Section 14.3, "Registering
Discussions Servers."

It is not necessary for this user to be a super admin. However, the user must
have administrative privileges on the application root category configured for
Spaces, that is, the category (on the discussions server) under which all space
discussions and announcement are stored.

= Application root category, where all space discussions and announcements are
stored, exists on the back-end discussions server.

You can check the application root category ID configured for the Spaces
application by navigating to WebCenter Portal Administration, Configuration,
Services, and then Discussions. See "Specifying Where Discussions and
Announcements are Stored on the Discussions Server" in Oracle Fusion Middleware
User’s Guide for Oracle WebCenter Portal: Spaces.

14.12.3 Login Failed

Problem
You may see the following login exception:

caught exception running task oracle.webcenter.collab.share.LoginFailedException:
failure to authenticate the user monty, due to: Failed to read user monty from
database.

at

oracle.webcenter.collab. forum.internal.jive.JiveAuthenticator.login(JiveAuthentica
tor.java:213)

This occurs when an incorrect admin user name is specified.

Solution
Follow these steps:

1. Confirm that the admin user specified while creating the discussion forum
connection has access to the Discussions Administration console at
http://host:port/owc_discussions/admin.

If the user does not have admin privileges, then use the WLST command
addDiscussionsServerAdmin to provision the user. For more information, see
Section 14.11.1, "Granting the Discussions Server Administrator Role using WLST."

2. Confirm that you have configured the discussion server with the appropriate
DISCUSSIONS schema. If not, then create or extend the domain using config. sh
orwas_config.sh.
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14.12.4 Login Does Not Function Properly After Configuring Oracle Access Manager

Problem

When you log in to Oracle WebCenter Portal's Discussion Server after configuring
Oracle Access Manager single sign-on,a 500 - Internal Server Error occurs.

Solution

1. If one does not exist, add a user as super admin on Oracle WebCenter Portal's
Discussion Server using the WLST command addDiscussionsServerAdmin.
For command syntax and examples, see the section,
"addDiscussionsServerAdmin" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

2. Log on to the Discussions Admin Console with the super admin account, and
navigate to System - System Properties.

3. Create or edit the property owc_discussions.sso.mode, and set its value to
true. For more information, see Section 31.2.6.2, "Configuring the Discussions
Server for S50."

4. Restart Oracle WebCenter Portal's Discussion Server.

14.12.5 Category Not Found Exceptions

Problem

If you change the connection to use a different discussions server, and if you change
the application root category ID from Administration - Configuration - Services -
Discussions, then you could see exceptions like, "Category Not Found."

Solution
Restart the managed server on which the WebCenter Portal application is deployed.
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Managing the Events Service

This chapter describes how to configure and manage the Events service to expose
personal Microsoft Exchange calendars in Oracle WebCenter Portal applications.

Always use Fusion Middleware Control or the WLST command-line tool to review
and configure back-end services for WebCenter Portal applications. Any changes that
you make to WebCenter Portal applications, post deployment, are stored in the MDS
metatdata store as customizations. See Section 1.3.5, "WebCenter Portal Configuration
Considerations."

Note: Configuration changes for the Events service, through Fusion
Middleware Control or using WLST, are not dynamic so you must
restart the managed server on which the WebCenter Portal application
is deployed for your changes to take effect. See Section 8.2, "Starting
and Stopping Managed Servers for WebCenter Portal Application
Deployments."

This chapter includes the following sections:

m  Section 15.1, "What You Should Know About Events Connections"

= Section 15.2, "Configuration Roadmaps for Personal Events in the Events Service"
= Section 15.3, "Events Service Prerequisites for Personal Events"

= Section 15.4, "Registering Events Servers"

= Section 15.5, "Choosing the Active Events Server Connection"

= Section 15.6, "Modifying Events Server Connection Details"

m  Section 15.7, "Deleting Event Server Connections"

m  Section 15.8, "Testing Event Server Connections"

= Section 15.9, "Troubleshooting Issues with Events"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."
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15.1 What You Should Know About Events Connections

In WebCenter Portal: Spaces, the Events service provides space calendars that you can
use to schedule meetings, appointments, and any other type of team, project, or group
occasion. The Events service also enables you to access your personal Microsoft
Exchange calendar, where you can schedule events that are not related to a particular
space.

In applications built using WebCenter Portal: Framework, the Events service provides
access to your personal Microsoft Exchange calendar only.

Personal calendars are available through a Microsoft Exchange Server; therefore, a
connection to that server is required. You can register the Microsoft Exchange Server
connection through the Fusion Middleware Control Console or using WLST.

You must mark a connection as active for the service to work. You can register
additional Microsoft Exchange Server connections, but only one connection is active at
a time.

To view personal events in WebCenter Portal applications, users must have an account
on the Microsoft Exchange Server.

15.2 Configuration Roadmaps for Personal Events in the Events Service

15-2

Use the roadmaps in this section as an administrator’s guide through the configuration
process for providing access to personal events:

= Roadmap - Configuring Personal Events for WebCenter Portal: Spaces

The flow chart (Figure 15-1) and table (Table 15-1) in this section provide an
overview of the prerequisites and tasks required to get personal events working in
WebCenter Portal: Spaces.

Figure 15-1 Configuring Personal Events for WebCenter Portal: Spaces
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Configure MS Bxchange Server 2008 —
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2 Spaces applicationand - or
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Calendar on the Events task
Exchange login credentials
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Table 15-1 Configuring the Personal Events for WebCenter Portal: Spaces
Actor Task Sub-task Notes
Administrator 1. Install WebCenter Portal: MS Exchange Server is
Spaces and Microsoft Exchange the back-end component
Server for personal calendars
= Install MS Exchange Server ~ 1.a Configure MS Exchange Server
2007 2007
1.b Edit security settings
1.c (Optional) Enable SSL
= Install MS Exchange Server 1.a Download and install
2003 WebCenter Portal’s Personal
Events Web Service Plug-in
1.b Configure MS Exchange
Server 2003
1.c (Optional) Enable SSL
2. Configure a connection between
the Spaces application and the
events server using one of the
following tools:
= Fusion Middleware Control
=  WLST
End User 3. Test that the personal calendar  3.a Log in to WebCenter Portal:

is working in WebCenter Portal:
Spaces

Spaces and add an Events task
flow to a page in your Home
space

3.b Click Login to Personal
Calendar on the Events task flow
and enter your MS Exchange
Server login credentials

= Roadmap - Configuring Personal Events for Framework applications

The flow chart (Figure 15-2) and table (Table 15-2) in this section provide an
overview of the prerequisites and tasks required to get personal events working in

Framework applications.
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Figure 15-2 Configuring Personal Events for Framework applications
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Table 15-2 Configuring Personal Events for Framework applications
Actor Task Sub-task Notes
Administrator 1. Install WebCenter Portal and MS Exchange Server is

Microsoft Exchange Server the back-end component

for personal calendars

= Use MS Exchange Server 2007 1.a Configure MS Exchange Server
2007

1.b Edit security settings
1.c (Optional) Enable SSL

= Use MS Exchange Server 2003 1.a Download and install
WebCenter Portal’s Personal

Events Web Service Plug-in

1.b Configure MS Exchange
Server 2003

1.c (Optional) Enable SSL
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Table 15-2 (Cont.) Configuring Personal Events for Framework applications

Actor Task Sub-task Notes
Developer 2. Integrate the Events servicein ~ 2.a Configure a connection to the
your application events server in JDeveloper
2.b Add an Events task flow to a
page in JDeveloper

Developer/ 3. Deploy the application using

Administrator °M® of the following tools:

= JDeveloper (Developer)

s Fusion Middleware Control
(Administrator)

»  WLST (Administrator)

= WLS Admin Console
(Administrator)

Developer/ 4. Add/modify connection
parameters using one of the

Administrator following tools:
s JDeveloper, then redeploy the
application (Developer)
= Fusion Middleware Control
(Administrator)
»  WLST (Administrator)
End User 5. Click Login to Personal

Calendar on the Events task flow
and enter your MS Exchange
Server login credentials

15.3 Events Service Prerequisites for Personal Events
This section includes the following subsections:
= Section 15.3.1, "Microsoft Exchange Server 2007 Prerequisites”
= Section 15.3.2, "Microsoft Exchange Server 2003 Prerequisites"

15.3.1 Microsoft Exchange Server 2007 Prerequisites

This section describes the Microsoft Exchange Server 2007 prerequisites when used as
the server for personal events in the Events service.

This section includes the following subsections:

= Section 15.3.1.1, "Microsoft Exchange Server 2007 - Installation"

= Section 15.3.1.2, "Microsoft Exchange Server 2007 - Configuration"

= Section 15.3.1.3, "Microsoft Exchange Server 2007 - Security Considerations"
= Section 15.3.1.4, "Microsoft Exchange Server 2007 - Limitations"

15.3.1.1 Microsoft Exchange Server 2007 - Installation

Refer to the Microsoft Exchange Server 2007 documentation for installation
information.
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15.3.1.2 Microsoft Exchange Server 2007 - Configuration

To use Microsoft Exchange Server 2007 as the server for personal events, you must edit
the Microsoft Exchange Server 2007 web service WSDL to specify the location of the
web service.

To specify the location of the Microsoft Exchange Server 2007 web service:

1.

Open the WSDL file for the Microsoft Exchange Server web service, for example:

C:\Program Files\Microsoft\Exchange
Server\ClientAccess\exchweb\ews\Services.wsdl

Add a service section that points to your Microsoft Exchange Server web
service, for example:

<wsdl:definitions>

<wsdl:service name="ExchangeServices">
<wsdl:port name="ExchangeServicePort" binding="tns:ExchangeServiceBinding">
<soap:address location="https://server.example.com/EWS/Exchange.asmx"/>
</wsdl:port>
</wsdl:service>
</wsdl:definitions>

15.3.1.3 Microsoft Exchange Server 2007 - Security Considerations

The Events service includes a Microsoft Exchange Server 2007 adapter that
communicates with the Microsoft Exchange Server 2007 generic web service through a
JAX-WS proxy. To set up the communication between the adapter and the web
service, you must edit the Microsoft Exchange Server security settings.

To edit security settings:

1.

6
7
8.
9

On the Microsoft Exchange Server, open Internet Information Services (IIS)
Manager.

Under Node computer_name > Web Sites >Default Web Site > EWS, click
Properties.

On the Directory Security tab, in the Authentication and access control, click Edit.
Select Basic authentication.
Click OK.

You must enable anonymous access to Services.wsdl, Messages.vsd, and
Types . vsd so that JAX-WS can access them to create the service port before
committing any web service call.

Right-click Services.wsdl and choose Edit.
On the File Security tab, in the Authentication and access control, click Edit.
Select Enable anonymous access.

Click OK.

10. Repeat steps 6 through 9 for Messages.xsd and Types.xsd.

The Events service uses Basic Authentication to communicate with the Microsoft
Exchange Server. To secure the communication, you should enable SSL. For more
information, see:

http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/L
ibrary/IIS/56bdf977-14£8-4867-9¢c51-34c346d48b04 .mspx?mfr=true
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15.3.1.4 Microsoft Exchange Server 2007 - Limitations

There are currently no known limitations.

15.3.2 Microsoft Exchange Server 2003 Prerequisites

This section describes the Microsoft Exchange Server 2003 prerequisites when used as
the server for personal events in the Events service.

This section includes the following subsections:

= Section 15.3.2.1, "Microsoft Exchange Server 2003 - Installation"

= Section 15.3.2.2, "Microsoft Exchange Server 2003 - Configuration"

= Section 15.3.2.3, "Microsoft Exchange Server 2003 - Security Considerations"
= Section 15.3.2.4, "Microsoft Exchange Server 2003 - Limitations"

15.3.2.1 Microsoft Exchange Server 2003 - Installation

Refer to the Microsoft Exchange Server 2003 documentation for installation
information.

15.3.2.2 Microsoft Exchange Server 2003 - Configuration

Microsoft Exchange Server 2003 does not provide a web service, so to use Microsoft
Exchange Server 2003 as the server for the Events service, you must install WebCenter
Portal’s Personal Events Web Service Plug-in on the IIS computer. The plug-in is
available on the Oracle Fusion Middleware companion CD.

To install the Personal Events Web Service Plug-in:

1. Extract the contents of ExchangeWebService. zip to a folder within the Internet
Information Services (IIS) server. You can find the ZIP file in the following
directory on the Oracle Fusion Middleware companion CD:

/Disgkl/WebCenter/services/cal/NT/ExchangeWebService.zip

Note: Make sure that the folder where you extract the file has the
proper Read privileges. If necessary add Server Operators with
additional Modify and Write privileges and Authenticated Users.

2. Open IIS Manager.

L d

Under server_name > Web Sites > Default Web Site, create a new virtual
directory called ExchangeWs (as the Alias).

Point the new virtual directory to the folder to which you extracted the ZIP file.
Make sure the folder has Read and Run Scripts privileges.

Right-click the new virtual directory and choose Properties.

N o a &

On the Virtual Directory tab, under Application settings, from the Execute
permissions dropdown list, select Scripts and Executables.

Click Apply.
9. On the ASP.NET tab, ensure that the ASP.NET version is 2.0.XXXXX.

®
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Note: If ASPNET is not available by default, then install the NET
2.0 Framework from:

http://www.microsoft.com/downloads/details.aspx?Fami
1lyID=0856eacb-4362-4b0d-8edd-aabl5c5e04f5&displaylan
g=en

10. Click Edit Configuration.

11. In the ASP .NET Configuration Settings dialog, make sure the
ExchangeServerURL has the correct value, for example:

http://localhost:port/Exchange/User/calendar

Tip: The ExchangeServerURL is case-sensitive.

Change the port, if necessary, to reflect the IIS port number. By default, this is 80.
12. Apply the changes and close the dialog.
13. Create a folder called C: \WSErrorLogs.

14. Test the web service from the IIS server and the WebCenter Portal server by
accessing the following URL in your browser:

http://host:port/ExchangeWS/PersonalEventsiebService.asmx

15.3.2.3 Microsoft Exchange Server 2003 - Security Considerations

The Events service uses Basic Authentication to communicate with the Microsoft
Exchange Server. To secure the communication, you should enable SSL. For more
information, see:

http://www.microsoft.com/technet/prodtechnol/WindowsServer2003/L
ibrary/IIS/56bdf977-14£8-4867-9¢c51-34c346d48b04 .mspx?mfr=true

15.3.2.4 Microsoft Exchange Server 2003 - Limitations

There are currently no known limitations.

15.4 Registering Events Servers

You can register multiple events servers for a WebCenter Portal application but only
one is active at a time.

To start using a new (active) connection you must restart the managed server on
which the application is deployed.

This section includes the following subsections:
»  Section 15.4.1, "Registering Events Servers Using Fusion Middleware Control"

m  Section 15.4.2, "Registering Event Servers Using WLST"

15.4.1 Registering Events Servers Using Fusion Middleware Control

To register an events server:

1. Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:
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= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

»  For Spaces applications - From the WebCenter Portal menu, choose Settings >
Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Service Configuration page,
select Personal Events.

4. To connect to a new events server instance, click Add (Figure 15-3).

Figure 15-3 Configuring Events Connections

Add Personal Events Connection 3 oF || Cancel

Name
* Connection Mame
* Connection Type W
Active Connection ]
Connection Details
* yweh Service URL

* Associabed External Application | Select an external application s

5. Enter a unique name for this connection, specify the version of Microsoft
Exchange Server, and indicate whether this connection is the active (or default)
connection for the application (Table 15-3).

Table 15-3 Personal Events Connection - Name

Field Description

Connection Name Enter a unique name for the connection. The name must be
unique (across all connection types) within the WebCenter
Portal application.

Connection Type Choose the Microsoft Exchange Server you want to connect to:
= Microsoft Exchange Server 2003
= Microsoft Exchange Server 2007

Active Connection Select to use this connection for the Events service in the
WebCenter Portal application.

While you can register multiple events server connections, only
one connection is used by the Events service—the default (or
active) connection.

6. Enter connection details for the events server (Table 15-4).
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Table 15-4 Personal Events - Connection Details

Field

Description

Web Service URL

Associated External
Application

Enter the URL of the web service exposing the event application.
Use the format:
protocol://host:port/appWebServicelInterface/WSName

For example

http://myexchange.com: 80/ExchangeWS/PersonalEventsiiebSe
rvice.asmx
http://myexchange.com:80/EWS/Services.wsdl

Associate the events service with an external application.
External application credential information is used to
authenticate users against the Microsoft Exchange Server
hosting events services.

7. Click OK to save this connection.

8. To start using the new (active) connection you must restart the managed server on
which the WebCenter Portal application is deployed. For more information, see
Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

15.4.2 Registering Event Servers Using WLST

Use the WLST command createPersonalEventConnection to create an events
server connection. Use setPersonalEventConnection to alter an existing
connection. For command syntax and examples, see the sections,
“createPersonalEventConnection” and “setPersonalEventConnection” in the Oracle
Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the new (active) connection you must restart the
managed server on which the WebCenter Portal application is
deployed. See, “Starting and Stopping WebLogic Managed Servers
Using the Command Line” in the Oracle Fusion Middleware
Administrator’s Guide.

15.5 Choosing the Active Events Server Connection

You can register multiple events server connections with a WebCenter Portal
application, but only one connection is active at a time.

This section includes the following subsections:

»  Section 15.5.1, "Choosing the Active Events Server Using Fusion Middleware

Control"

= Section 15.5.2, "Choosing the Active Events Server Connection Using WLST"

15.5.1 Choosing the Active Events Server Using Fusion Middleware Control

To change the active connection:
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1. Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

»  For Spaces applications - From the WebCenter Portal menu, choose Settings >
Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Services Configuration page,
select Personal Events.

The Manage Personal Events Connections table indicates the current active
connection (if any).

4. Select the connection you want to make the active (or default) connection, and
then click Edit.

5. Select the Active Connection checkbox.
6. Click OK to update the connection.

7. To start using the new (active) connection you must restart the managed server on
which the WebCenter Portal application is deployed. For more information, see
Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

15.5.2 Choosing the Active Events Server Connection Using WLST

Use the WLST command setPersonalEventConnection with default=true to
activate an existing events server connection. For command syntax and examples, see
the section, “setPersonalEventConnection” in the Oracle Fusion Middleware WebLogic
Scripting Tool Command Reference.

To subsequently disable an events connection, run the same WLST command with
default=false. Connection details are retained but the connection is no longer
named as an active connection.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the active connection you must restart the
managed server on which the WebCenter Portal application is
deployed. For more information, see the section, “Starting and
Stopping WebLogic Managed Servers Using the Command Line” in
the Oracle Fusion Middleware Administrator’s Guide.

15.6 Modifying Events Server Connection Details
You can modify events server connection details at any time.

To start using the updated (active) connection you must restart the managed server on
which the WebCenter Portal application is deployed.

This section includes the following subsections:
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Section 15.6.1, "Modifying Events Server Connection Details Using Fusion
Middleware Control"

Section 15.6.2, "Modifying Events Server Connection Details Using WLST"

15.6.1 Modifying Events Server Connection Details Using Fusion Middleware Control

To update connection details for an events server:

1.

Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
Do one of the following:

»  For Spaces applications - From the WebCenter Portal menu, choose Settings >
Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

From the list of services on the WebCenter Portal Service Configuration page,
select Personal Events.

Select the connection name, and click Edit.

Edit connection details, as required. For detailed parameter information, see
Table 15—4.

Click OK to save your changes.

To start using the updated (active) connection you must restart the managed
server on which the WebCenter Portal application is deployed. For more
information, see Section 8.2, "Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments."

15.6.2 Modifying Events Server Connection Details Using WLST

Use the WLST command setPersonalEventConnection to edit an existing events
server connection. For command syntax and examples, see the section,
“setPersonalEventConnection” in the Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the updated (active) connection you must restart
the managed server on which the WebCenter Portal application is
deployed. For more information, see the section, “Starting and
Stopping WebLogic Managed Servers Using the Command Line” in
the Oracle Fusion Middleware Administrator’s Guide.

15.7 Deleting Event Server Connections

You can delete events server connections at any time but take care when deleting the
active connection. If you delete the active connection, users cannot create events in
their personal calendar.
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This section includes the following subsections:

Section 15.7.1, "Deleting Event Server Connections Using Fusion Middleware
Control"

Section 15.7.2, "Deleting Event Server Connections Using WLST"

15.7.1 Deleting Event Server Connections Using Fusion Middleware Control

To delete an events server connection:

1.

Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
Do one of the following:

»  For Spaces applications - From the WebCenter Portal menu, choose Settings >
Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

From list of services on the WebCenter Portal Service Configuration page, select
Personal Events.

Select the connection name, and click Delete.

To effect this change you must restart the managed server on which the
WebCenter Portal application is deployed. For more information, see Section 8.2,
"Starting and Stopping Managed Servers for WebCenter Portal Application
Deployments."

15.7.2 Deleting Event Server Connections Using WLST

Use the WLST command deleteConnection to remove an events server connection.
For command syntax and examples, see the section, “deleteConnection” in the Oracle
Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To effect this change you must restart the managed server on
which the WebCenter Portal application is deployed. For more
information, see the section, “Starting and Stopping WebLogic
Managed Servers Using the Command Line” in the Oracle Fusion
Middleware Administrator’s Guide.

15.8 Testing Event Server Connections

To confirm the connection to the events server:

1.

2.

Add the Events task flow to a page in your WebCenter Portal application.

Tip: In WebCenter Portal: Spaces, add the task flow to a page in your
Home space.

Log in to your Microsoft Exchange Server account.
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3. Your personal events from Microsoft Exchange Server should display in the task
flow.

15.9 Troubleshooting Issues with Events
If users cannot see their personal events, verify the following:

s Is the Microsoft Exchange Server/IIS server accessible from the managed server
on which the WebCenter Portal application is deployed? Can they ping each
other?

» Is the configuration correct on the Microsoft Exchange Server? For more
information, see Section 15.3.1.2, "Microsoft Exchange Server 2007 - Configuration"
or Section 15.3.2.2, "Microsoft Exchange Server 2003 - Configuration."

= Is the events server connection correct in the managed server? For more
information, see Section 15.4, "Registering Events Servers."

= Did the user enter the correct user name and password for the account on the
Microsoft Exchange Server? The user name is usually an email address.
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Managing the Instant Messaging and
Presence Service

This chapter describes how to configure and manage the Instant Messaging and
Presence (IMP) service for your WebCenter Portal application.

Always use Fusion Middleware Control or WLST command-line tool to review and
configure back-end services for WebCenter Portal applications. Any changes that you
make to your applications, post deployment, are stored in MDS metatdata store as
customizations. See Section 1.3.5, "WebCenter Portal Configuration Considerations.”

Note: Configuration changes for the Instant Messaging and Presence
service, through Fusion Middleware Control or using WLST, are not
dynamic so you must restart the managed server on which your
application is deployed for changes to take effect. See Section 8.2,
"Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

This chapter includes the following sections:

= Section 16.1, "What You Should Know About Instant Messaging and Presence
Connections"

= Section 16.2, "Instant Messaging and Presence Server Prerequisites”
= Section 16.3, "Registering Instant Messaging and Presence Servers"

= Section 16.4, "Choosing the Active Connection for Instant Messaging and
Presence"

= Section 16.5, "Modifying Instant Messaging and Presence Connection Details"
= Section 16.6, "Deleting Instant Messaging and Presence Connections"
= Section 16.7, "Setting Up Instant Messaging and Presence Service Defaults"

= Section 16.8, "Testing Instant Messaging and Presence Connections"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."
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16.1 What You Should Know About Instant Messaging and Presence
Connections

The IMP service enables you to observe the presence status of other authenticated
application users (online, offline, busy, or away) and provides instant access to
interaction options, such as instant messages (IM) and mails.

A single connection to a back-end presence server is required. WebCenter Portal is
certified with Microsoft Office Live Communications Server (LCS) 2005, Microsoft
Office Communications Server (OCS) 2007, and Microsoft Lync 2010.

Notes: Oracle Beehive Server connections are not supported in this
release.

You can register the presence server connection for your application through the
Fusion Middleware Control Console or using WLST. You must mark a connection as
active for the service to work. You can register additional presence server connections,
but only one connection is active at a time.

16.2 Instant Messaging and Presence Server Prerequisites
This section includes the following subsections:
= Section 16.2.1, "Microsoft Live Communications Server (LCS) Prerequisites”
= Section 16.2.2, "Microsoft Office Communications Server (OCS) Prerequisites"

= Section 16.2.3, "Microsoft Lync Prerequisites”

16.2.1 Microsoft Live Communications Server (LCS) Prerequisites

This section describes the Microsoft Live Communications Server 2005 (LCS)
prerequisites as the presence server for the Instant Messaging and Presence service.

This section includes the following subsections:

s Section 16.2.1.1, "Microsoft LCS - Installation"

= Section 16.2.1.2, "Microsoft LCS - Configuration"

= Section 16.2.1.3, "Microsoft LCS - Security Considerations"

16.2.1.1 Microsoft LCS - Installation

Refer to the Microsoft Live Communications Server 2005 documentation for
installation information.

16.2.1.2 Microsoft LCS - Configuration

To use Microsoft Live Communications Server 2005 as the presence server for the
Instant Messaging and Presence service, you must install and configure the Microsoft
RTC API v1.3, and you must install the Oracle RTC Web service for Microsoft LCS
2005.

1. To install the Microsoft RTC API v1.3, download the RTC SDK from Microsoft
RTC Client API SDK 1.3, and run the installer. The installer provides the necessary
installation components. If you choose the default options, the following two
installers are available at C: \Program Files\RTC Client API v1.3
SDK\INSTALLATION:
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m RtcApiSetup.msi
m RtcSxSPolicies.msi

Run the RtcApiSetup.msi installer first, then the side-by-side policy switcher
installer (RtcSxSPolicies.msi), and restart the system.

2. To install the Oracle RTC Web service for Microsoft Live Communications Server
2005, extract the owc_1cs. zip file from the Oracle Fusion Middleware
companion CD. It is located in the directory
/Diskl/WebCenter/services/imp/NT. The zip file contains the following:

/Bin

/images

ApplicationConfigurationService.asmx

BlafPlus.css

ExtAppLogin.aspx

ExtAppLogin.aspx.cs

Global.asax

Log4Net.config

RTCService.asmx

Web.Config

WebcenterTemplate.master
3. Open the Internet Information Services (IIS) Manager.
4. Expand the server node and then Web Sites in the IIS Manager window.

5. Right-click Default Web Site, choose New, and then select Virtual Directory to
create a site for the Oracle RTC Web service, as shown in Figure 16-1. The Virtual
Directory Creation Wizard displays.

Figure 16-1 Creating a Virtual Directory
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6. Click Next.

7. Enter an alias for the virtual directory in the Alias field, for example RTC.
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16-4

8. Enter the path to the directory where you extracted the owc_1lcs. zip file.
Alternatively, use the Browse button to navigate to that directory.

9. Click Next.

10. Ensure that the virtual directory has the Read, Execute, and Browse privileges.
(Figure 16-2)

Figure 16-2 Virtual Directory Properties
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11. Click Next.

12. Click Finish. The newly created virtual directory appears under Default Web Site
in the Internet Information Services (IIS) Manager window (Figure 16-3).

Figure 16-3 Adding a Virtual Directory
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13. Right-click the newly created virtual directory for the Oracle RTC Web service,
and then choose Properties to open the Properties dialog.

14. In the Virtual Directory tab, under Application settings, click Create. Notice that
the button label changes to Remove, and the name of your newly created virtual
directory appears in the Application name field.
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15. Select Scripts and Executables from the Execute permissions dropdown list
(Figure 16-4).

Figure 16-4 Virtual Directory Properties
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16. Under the ASP.NET tab, select the ASP.NET version as 2.0 or higher from the
ASP.NET version dropdown list. IIS should be configured to consume ASP.NET
2.0 applications.

17. Click OK.
18. Ensure that the LSC pool name in the LCS connection has been set.
19. Test the Web service by accessing the Web site from the following URL format:

http://localhost/default_website/ApplicationConfigurationService.asmx

Where default_website refers to the virtual directory that you created for the
Oracle RTC Web service.

For example:

http://localhost/RTC/ApplicationConfigurationService.asmx

16.2.1.3 Microsoft LCS - Security Considerations

You must configure an external application for Microsoft Live Communications Server
connections so that users can supply credentials to authenticate themselves on the LCS
server.

With a secured application, users get presence status. With LCS, if security is required,
then LCS should be on a private trusted network.

LCS provides an option for changing external credentials, which works as an
alternative to using an external application. A logged-in user can click any Presence
tag and select Change Credentials from the menu.

For more information, see Section 16.3.1, "Registering Instant Messaging and Presence
Servers Using Fusion Middleware Control."
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16.2.2 Microsoft Office Communications Server (OCS) Prerequisites

This section describes the Microsoft Office Communications Server 2007 (OCS)
prerequisites as the presence server for the Instant Messaging and Presence service.

This section includes the following subsections:

s Section 16.2.2.1, "Microsoft OCS - Installation"

= Section 16.2.2.2, "Microsoft OCS - Configuration”

= Section 16.2.2.3, "Microsoft OCS - Security Considerations"

16.2.2.1 Microsoft OCS - Installation

Refer to the Microsoft Office Communications Server 2007 documentation for
installation information.

16.2.2.2 Microsoft OCS - Configuration

To use Microsoft OCS 2007 as the presence server for the IMP service, you must
deploy WebCenter Portal’s Proxy application for Microsoft OCS 2007 in one of two
topologies:

= Simple Deployment — All components reside on the same box

= Remote Deployment — The proxy application and Microsoft OCS reside on
separate boxes

16.2.2.2.1 Simple Deployment In this topology, WebCenter Portal’s Proxy application is
deployed in the Internet Information Services (IIS) server hosted on the OCS box.

1. Install Microsoft Unified Communications Managed API (UCMA) 2.0 on the OCS
box.

For detailed information, see Section 16.2.2.2.6, "Installing UCMA v2.0."

2. Deploy WebCenter Portal’s Proxy application on the IIS server. This proxy
application provides web services for interacting with the OCS server and
sending /receiving information. WebCenter Portal talks to these web services and
presents the data.

For detailed information, see Section 16.2.2.2.7, "Installing WebCenter Portal’s
Proxy Application."

16.2.2.2.2 Remote Deployment In this topology, WebCenter Portal’s Proxy application is
deployed on an IIS server remote to the OCS box. That is, the IIS server and the OCS
server are hosted on separate machines.

Because this proxy application is hosted on a remote box, you must set up a trust
between the application and the OCS server. This is known as provisioning an
application. Provisioning is done through the Application Provisioner utility shipped
with Microsoft UCMA v2.0. For more details, see
http://msdn.microsoft.com/en-us/library/dd253360%280ffice.13%29.
aspx.

Figure 16-5 provides an overview of the steps (including installing UCMA v2.0) to be
performed on different deployment entities.

16-6 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



Instant Messaging and Presence Server Prerequisites

Figure 16-5 Microsoft OCS Configuration - Remote Deployment
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The details of these steps are described in the following sections.

16.2.2.2.3 Building Application Provisioner This section lists the steps Microsoft provides
for provisioning other IIS servers to access OCS.

1. Install Visual Studio 2008 on any developer box (not necessarily I1IS/OCS).

2. Install UCMA version 2.0 on the same box following the steps in Section 16.2.2.2.6,
"Installing UCMA v2.0." The Application Provisioner application comes with the
UCMA SDK.

3. Go to the directory Sample
Applications\Collaboration\ApplicationProvisioner under the
location where you installed UCMA Core (for example, C: \Program
Files\Microsoft Office Communications Server 2007 R2\UCMA SDK
2.0\UCMACore\Sample
Applications\Collaboration\ApplicationProvisioner).

Managing the Instant Messaging and Presence Service 16-7



Instant Messaging and Presence Server Prerequisites

4. The directory contains the Application Provisioner application. Build the
application using Visual Studio 2008. This generates the
ApplicationProvisioner.exe file.

5. Copy the executable file to the OCS box.

16.2.2.2.4 Provisioning WebCenter Portal’s Proxy Application on OCS Server

1. Install UCMA v2.0 core libraries on the OCS box. Follow the same steps in
Section 16.2.2.2.6, "Installing UCMA v2.0," except that after installing Visual C++
2008 Redistributable, run 0CSCore.msi. This installs the WMI classes required to
provision an application.

2. Runthe ApplicationProvisioner.exe file, generated in the previous section.
This launches the Application Provisioner dialog.

3. In the Application Provisioner dialog, enter WebCenterProxyApplication as
the name of your application for the Application name, and then click Find or
Create.

4. In the Create Application Pool dialog, select the Office Communications Server
pool for your application in the OCS Pool Fqdn list. For Listening port, enter the
listening port for your application (for example, 6001). For Application server
Fqdn, enter the fully qualified domain name (FQDN) of the computer on which
the application is deployed. (This is the IIS box.)

If the application is deployed on two or more computers, then select the Load
balanced application checkbox, and for Load balancer Fqdn, enter the FQDN of
the load balancer.

5. The application pool now appears in the Application Provisioner dialog.
Double-click the server entry. The View Server dialog appears. Note the
information shown there; that is, Server FQDN, port, and GRUU.

6. Create a certificate on the OCS server with the subject name as the Server FQDN
noted in the previous step using the Office Communications Server Certificate
Wizard. This certificate is used to authorize the requests coming from the IIS
server.

7. After the certificate is created, view the certificate. On the Details tab click Copy to
File. This launches the Certificate Export Wizard. Export the certificate with the
private key to a file. This creates a .pfx (Personal Information Exchange) file with
the certificate name.

16.2.2.2.5 IS Server Configuration Because the IIS server hosts WebCenter Portal’s Proxy
application in the remote deployment scenario, use the information from the previous
section to make it a trusted authority.

1. Install the certificate issued by the OCS server with the private key: Copy the .pfx
file generated in step 7 under section "Provisioning WebCenter Portal’s Proxy
Application on OCS Server" to the IIS box, and double-click it. This launches the
Certificate Import wizard. Import the certificate in Personal Folder under
LOCAL_MACHINE.

2. Give permission to I[IS_WPG user for reading the certificate. This is required so
that the IIS server has appropriate read access on the certificate. This could be
done using a utility provided by Microsoft called Windows HTTP Services
Certificate Configuration Tool
(http://www.microsoft.com/downloads/details.aspx?familyid=c42
e27ac-3409-40e9-8667-c748e422833f&displaylang=en). Download the
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utility and install it. This creates an executable called winhttpcertcfg.exe. Go
to the install location and run the following command to grant permission:

winhttpcertcfg.exe -g -c¢ LOCAL_MACHINE\MY -s "<certificate-name>" -a "IIS_WPG"

Make an entry in C: /WINDOWS/system32/drivers/etc/hosts for the pool
name of the OCS server as follows:

<ip-address-of-ocs-box> <poolname-of-ocs-box>

For example:

10.177.252.146 pool0l.example.com

Because the IIS server hosts WebCenter Portal’s Proxy application, install
Microsoft UCMA v2.0 on it.

For detailed information, see Section 16.2.2.2.6, "Installing UCMA v2.0."

After UCMA is installed, deploy the proxy application on the IIS server.
WebCenter Portal’s Proxy application provides web services for interacting with
OCS server and sending/receiving information. WebCenter Portal talks to these
web services and presents the data.

For detailed information, see Section 16.2.2.2.7, "Installing WebCenter Portal’s
Proxy Application."

Go to the location where WebCenter Portal’s Proxy application was extracted.
Open Web. config and edit the appSettings XML node to add the values
noted in Step 7 in previous section. Ensure to set value for RemoteDeployment to
true.

For example, the appsettings XML node should look somewhat like this.

<appSettings>
<add key="ApplicationName" value="WebCenterProxyApplication"/>
<add key="RemoteDeployment" value="true"/>
<add key="ApplicationFQDN" value="iis.server.com"/>
<add key="ApplicationGRUU"
value="gsip:iis.server.com@EXAMPLE.COM;gruu; opaque=srvr:WebCenterProxyApplicatio
n:7mhSo94P1UK-5Q2bKPLyMAAA" />
<add key="ApplicationPort" value="6001"/>
</appSettings>

The trust is established, and WebCenter Portal’s Proxy application can talk to OCS.

16.2.2.2.6 Installing UCMA v2.0 Microsoft Unified Communications Managed API v2.0
(UCMA) is an endpoint API that allows advanced developers to build server
applications that can interact with the OCS environment.

In a simple deployment, the UCMA is installed on the same box as OCS. In a remote
deployment, the OCS core libraries are installed on the OCS box, and the UCMA is
installed on the IIS (proxy) box.

Download UCMA v2.0 from the following location:

= For OCS2007 R1 installation (32 bit):
http://www.microsoft.com/downloads/details.aspx?FamilyID="7
68efa33-6606-4b2b-809a-6c69274621d3&displaylang=en

Download and run the UcmaSDKWebDownload .msi file. This extracts set up
files to the folder C:\Microsoft Unified Communications Managed
API 2.0 SDK Installer package\i386.
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s For OCS2007 R2 installation (64 bit):
http://www.microsoft.com/downloads/details.aspx?FamilyID=Db
20967bl-6¢cf5-4adb-b7ae-622653ac929f&displaylang=en

Download and run the UcmaSDKWebDownload.msi file. This extracts set up
files to the folder C:\Microsoft Unified Communications Managed
API 2.0 SDK Installer packagelamdé4.

Go to the directory (where the files from the previous step were extracted) and run
vceredist_x86 . exe. This installs run-time components of Visual C++ Libraries
required for UCMA APIs. Go to directory called Setup and run

UcmaRedist .msi. This installs the UCMA 2.0 assemblies in the GAC.

16.2.2.2.7 Installing WebCenter Portal’s Proxy Application

1.

10.

11.
12.

13.

Extract owc_ocs2007. zip from the companion CD. This creates a directory
named OCSWebServices.

Open the Internet Information Services (IIS) Manager.

Expand the server node and then Web Sites in the Internet Information Services
(IIS) Manager.

Right-click Default Web Site, choose New, and then select Virtual Directory to
create a site for the Oracle RTC Web service. The Virtual Directory Creation
Wizard displays. Click Next.

Enter an alias for the virtual directory in the Alias field, for example RTC.

Enter the path to the directory extracted from owc_ocs2007.zip file. If you had
extracted the zip file in C:\, then the path supplied should be
C:\OCSWebServices. Alternatively, use the Browse button to navigate to that
directory. Click Next.

Ensure that the virtual directory has the Read, Execute, and Browse privileges.
Click Next.

Click Finish. The newly created virtual directory appears under Default Web Site
in the Internet Information Services (IIS) Manager window.

Right-click the newly created virtual directory for the Oracle RTC Web service,
and then choose Properties to open the Properties dialog.

In the Virtual Directory tab, under Application settings, click Create. Notice that
the button label changes to Remove, and the name of your newly created virtual
directory appears in the Application name field.

Select Scripts and Executables from the Execute permissions dropdown list.

Under the ASP.NET tab, select the ASP.NET version as 2.0 or higher from the
ASP.NET version dropdown list. IIS should be configured to consume ASP.NET
2.0 applications. Click OK.

Test the Web service by accessing the Web site from the following URL format:
http://localhost/default_website/OCSWebService.asmx.

where default_website is the virtual directory you created for the Oracle RTC
Web service

For example:

http://localhost/RTC/0OCSWebService.asmx
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16.2.2.3 Microsoft OCS - Security Considerations

You must configure an external application for Microsoft Office Communications

Server connections so that users can supply credentials to authenticate themselves on
the OCS server.

With a secured application, users get presence status. With OCS, if security is required,
then OCS should be on a private trusted network.

OCS provides an option for changing external credentials, which works as an
alternative to using an external application. A logged-in user can click any Presence
tag and select Change Credentials from the menu.

For more information, see Section 16.3.1, "Registering Instant Messaging and Presence
Servers Using Fusion Middleware Control."

16.2.3 Microsoft Lync Prerequisites

This section describes the Microsoft Lync 2010 prerequisites as the presence server for
the Instant Messaging and Presence service.

This section includes the following subsections:
= Section 16.2.3.1, "Microsoft Lync - Installation"
= Section 16.2.3.2, "Microsoft Lync - Configuration"

= Section 16.2.3.3, "Microsoft Lync - Security Considerations"

16.2.3.1 Microsoft Lync - Installation

Refer to the Microsoft Lync 2010 documentation for installation information.

16.2.3.2 Microsoft Lync - Configuration

Configuration for Microsoft Lync is similar to configuration for Microsoft OCS.

To use Microsoft Lync 2010 as the presence server for the IMP service, you must
deploy WebCenter Portal’s Proxy application for Microsoft Lync 2010 in one of two
topologies:

= Simple Deployment — All components reside on the same box

= Remote Deployment — The proxy application and Microsoft Lync reside on
separate boxes

16.2.3.2.1 Simple Deployment In this topology, WebCenter Portal’s Proxy application is
deployed in the Internet Information Services (IIS) server hosted on the Lync box.

1. Install Microsoft Unified Communications Managed API (UCMA) 2.0 on the Lync
box.

For detailed information, see Section 16.2.3.2.8, "Installing UCMA v2.0."

2. Deploy WebCenter Portal’s Proxy application on the IIS server. This proxy
application provides web services for interacting with the Lync server and
sending/receiving information. WebCenter Portal talks to these web services and
presents the data.

For detailed information, see Section 16.2.3.2.9, "Installing WebCenter Portal’s
Proxy Application."
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16.2.3.2.2 Remote Deployment In this topology, WebCenter Portal’s Proxy application is
deployed on an IIS server remote to the Lync box. That is, the IIS server and the Lync
server are hosted on separate machines.

Because this proxy application is hosted on a remote box, you must set up a trust
between the application and the Lync server. This is known as provisioning an
application. Provisioning is done through the Application Provisioner utility shipped
with Microsoft UCMA v2.0.

See Also:

http://msdn.microsoft.com/en-us/library/dd253360%280
ffice.13%29.aspx

Figure 16-6 provides an overview of the steps (including installing UCMA v2.0) to be
performed on different deployment entities.
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Figure 16-6 Microsoft Lync Configuration - Remote Deployment
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The details of these steps are described in the following sections.

&,

&

16.2.3.2.3 Building Application Provisioner This section lists the steps Microsoft provides
for provisioning other IIS servers to access Lync.

1. Install Visual Studio 2008 on any developer box (not necessarily IIS/Lync).

2. Install UCMA version 2.0 on the same box following the steps in Section 16.2.3.2.8,
"Installing UCMA v2.0." The Application Provisioner application comes with the
UCMA SDK.

3. Go to the directory Sample
Applications\Collaboration\ApplicationProvisioner under the
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6.

location where you installed UCMA Core (for example, C: \Program
Files\Microsoft Lync 2010 R2\UCMA SDK 2.0\UCMACore\Sample
Applications\Collaboration\ApplicationProvisioner).

Open the application in Visual Studio 2008 and edit the Application.cs file as
per http://msdn.microsoft.com/en-us/library/gg448038.aspx.

Build the application using Visual Studio 2008. This generates the
ApplicationProvisioner.exe file.

Copy the executable file to the Lync box.

16.2.3.2.4 Provisioning WebCenter Portal’s Proxy Application on Lync Server

1.
2.

Run the OCSWMIBC .msi file that comes with the Lync setup package.

When a UCMA 2.0 application is deployed directly against Lync Server 2010, the
SIP domains used in the Lync Server 2010 environment must be added to the
Office Communications Server 2007 R2 SIP domain list before you run the
Merge-CsLegacyTopology cmdlet. The application is deployed as if it were
being deployed against OCS 2007 R2, then migrated to run against Lync Server
2010. To add the domains, see Section 16.2.3.2.5, "Adding AllowedDomains Using
WBemTest."

Run the ApplicationProvisioner.exe file, generated in the previous section.
This launches the Application Provisioner dialog.

In the Application Provisioner dialog, enter WebCenterProxyApplication as
the name of your application for the Application name, and then click Find or
Create.

In the Create Application Pool dialog, select the pool for your application in the
Lync Pool Fqdn list. For Listening port, enter the listening port for your
application (for example, 6001). For Application server Fqdn, enter the fully
qualified domain name (FQDN) of the computer on which the application is
deployed. (This is the IIS box.)

If the application is deployed on two or more computers, then select the Load
balanced application checkbox, and for Load balancer Fqdn, enter the FQDN of
the load balancer.

The application pool now appears in the Application Provisioner dialog.
Double-click the server entry. The View Server dialog appears. Note the
information shown there; that is, Server FQDN, port, and GRUU.

The newly-created trusted entry must be migrated to Lync Server 2010. See
Section 16.2.3.2.6, "Migrating Trusted Service Entries Using Topology Builder or
PowerShell Cmdlets."

Create a certificate on the Lync server with the subject name as the Server FQDN
noted in the previous step using the Lync Certificate Wizard. This certificate is
used to authorize the requests coming from the IIS server.

After the certificate is created, view the certificate. On the Details tab click Copy to
File. This launches the Certificate Export Wizard. Export the certificate with the
private key to a file. This creates a .pfx (Personal Information Exchange) file with
the certificate name.

16.2.3.2.5 Adding AllowedDomains Using WBemTest

1.

To start WBemTest . exe, type WBemTest in a command prompt and click the
Enter button.
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10.
11.

12.

13.

14.

In the Windows Management Instrumentation Tester dialog box, click Connect.
In the Connect dialog box, click Connect.

In the Windows Management Instrumentation Tester dialog box, click Enum
Classes.

In the Superclass Info dialog box, click OK.

In the Query Result dialog box, scroll down to MSFT_SIPDomainData(), and
double-click this entry.

In the Object editor for MSFI_SIPDomainData dialog box, click Instances. This
causes the Query Result dialog box to open, displaying the InstancelDs for any
instances of the MSFT_SIPDomainData WMI class. These entries are the
AllowedDomain entries.

To add AllowedDomain entries, click Add.

In the Instance of MSFI_SIPDomainData dialog box, in the Properties listbox,
double-click Address.

In the Property Editor dialog box, select the Not NULL radio button.

In the Value text input pane, enter the Lync server domain; for example,
contoso.com. Click Save Property.

In the Instance of MSFI_SIPDomainData dialog box, in the Properties listbox,
double-click Authoritative. The Authoritative property should not be Null and
should be set to False. Click Save Property.

In the Instance of MSFI_SIPDomainData dialog box, in the Properties listbox,
double-click Default Domain. The Default Domain property should not be Null
and should be set to True. Click Save Property.

In the Instance of MSFI_SIPDomainData dialog box, click Save Object.

16.2.3.2.6 Migrating Trusted Service Entries Using Topology Builder or PowerShell Cmdlets

To migrate trusted service entries using Microsoft Lync Server 2010 Topology Builder:

1.
2.

4.

Launch Microsoft Lync Server 2010, Topology Builder.

After the existing topology is loaded, under Action, select Merge 2007 or 2007 R2
Topology. This launches a wizard.

Go through the wizard, keeping the default options. After the wizard has finished,
check that it completed successfully. There should be no errors in the user
interface.

Select Publish Topology and complete the wizard, as in the previous step.

To migrate trusted service entries using Microsoft Lync Server 2010 PowerShell
Cmdlets:

1.

From the Start menu, in the Microsoft Lync Server 2010 program group, open
Lync Server Management Shell.

Run the following PowerShell cmdlet:

Merge-CsLegacyTopology -TopologyXmlFileName D:\output.xml

Run the following PowerShell cmdlet:

Publish-CsTopology -FileName D:\output.xml
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16.2.3.2.7 IIS Server Configuration Because the IIS server hosts WebCenter Portal’s Proxy
application in the remote deployment scenario, use the information from the previous
section to make it a trusted authority.

1.

Install the certificate issued by the Lync server with the private key: Copy the .pfx
file generated in step 7 under section "Provisioning WebCenter Portal’s Proxy
Application on Lync Server" to the IIS box, and double-click it. This launches the
Certificate Import wizard. Import the certificate in Personal Folder under
LOCAL_MACHINE.

Make an entry in C: /WINDOWS/system32/drivers/etc/hosts for the pool
name of the Lync server as follows:

<ip-address-of-lync-box> <poolname-of-lync-box>

For example:

10.177.252.146 pool0l.example.com

Because the IIS server hosts WebCenter Portal’s Proxy application, install
Microsoft UCMA v2.0 on it.

For detailed information, see Section 16.2.3.2.8, "Installing UCMA v2.0."

After UCMA is installed, deploy this proxy application on the IIS server.
WebCenter Portal’s Proxy application provides web services for interacting with
Lync and sending/receiving information. WebCenter Portal talks to these web
services and presents the data.

For detailed information, see Section 16.2.3.2.9, "Installing WebCenter Portal’s
Proxy Application."

Go to the location where WebCenter Portal’s Proxy application was extracted.
OpenWeb. config and edit the appSettings XML node to add the values
noted in Step 7 in previous section. Ensure to set value for RemoteDeployment to
true.

For example, the appsettings XML node should look somewhat like this.

<appSettings>

<add key="ApplicationName" value="WebCenterProxyApplication"/>

<add key="RemoteDeployment" value="true"/>

<add key="ApplicationFQDN" value="iis.server.com"/>

<add key="ApplicationGRUU"
value="sip:iis.server.com@EXAMPLE.COM;gruu;opaque=srvr:WebCenterProxyApplicatio
n:7mhSo094P1UK-5Q2bKPLyMAAA" />

<add key="ApplicationPort" value="6001"/>
</appSettings>
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Note: If you see the following exception in the log file:

ErrorCode = -2146893039

FailureReason = NoAuthenticatingAuthority

e.Message = "Unable to perform authentication of credentials."
base {Microsoft.Rtc.Signaling.FailureResponseException} = {"Unable
to perform authentication of credentials."}

InnerException = {"NegotiateSecurityAssociation failed, error:
\-2146893039"}

then add the following entry to Web.config:
<identity impersonate="true" userName="Administrator"

password="WelcomeQ*" />

where username is the administrator’s user name, and password is
the administrator’s password.

The trust is established, and WebCenter Portal’s Proxy application can talk to the Lync
server.

16.2.3.2.8 Installing UCMA v2.0 Microsoft Unified Communications Managed API v2.0
(UCMA) is an endpoint API that allows advanced developers to build server
applications that can interact with the Lync environment.

In a simple deployment, the UCMA is installed on the same box as Lync. In a remote
deployment, the Lync core libraries are installed on the Lync box, and the UCMA is
installed on the IIS (proxy) box.

1. Download UCMA v2.0 for OCS 2010 R2 installation from the following location:
http://www.microsoft.com/downloads/details.aspx?FamilyID=b209
67bl-6cf5-4adb-b7ae-622653ac929f&displaylang=en

Download and run the UcmaSDKWebDownload.ms1i file. This extracts set up files
to the folder C:\Microsoft Unified Communications Managed API 2.0
SDK Installer packagelamdé64.

2. Go to the directory (where the files from the previous step were extracted) and run
veredist_x86 . exe. This installs run-time components of Visual C++ Libraries
required for UCMA APIs. Go to directory called Setup and run
UcmaRedist .msi. This installs the UCMA 2.0 assemblies in the GAC.

16.2.3.2.9 Installing WebCenter Portal’s Proxy Application

1. Extract owc_ocs2007. zip from the companion CD. This creates a directory
named OCSWebServices.

2. Open the Internet Information Services (IIS) Manager.
3. Expand the server node and then Sites in the IIS Manager.

4. Right-click Default Web Site, and then select Add Application. The Add
Application wizard displays.

5. Enter an alias for the virtual directory in the Alias field, for example RTC.

6. Enter the path to the directory extracted from the owc_ocs2007 . zip file. For
example, if you extracted the zip file in C:\, then enter C:\0CSWebServices.
Alternatively, use the Browse button to navigate to that directory. Click OK.
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7. Right-click the newly created application and choose Edit Permissions to open the
Properties dialog.

8. In the Security tab, edit permissions to grant user Everyone read permission.

9. Test the Web service by accessing the Web site from the following URL format:
http://localhost/default_website/OCSWebService.asmx.

where default_website is the virtual directory you created for the Oracle RTC
Web service.

For example:

http://localhost/RTC/0OCSWebService.asmx

16.2.3.3 Microsoft Lync - Security Considerations

You must configure an external application for Microsoft Lync connections so that
users can supply credentials to authenticate themselves on the Lync server.

With a secured application, users get presence status. With Lync, if security is
required, then Lync should be on a private trusted network.

Lync provides an option for changing external credentials, which works as an
alternative to using an external application. A logged-in user can click any Presence
tag and select Change Credentials from the menu.

For more information, see Section 16.3.1, "Registering Instant Messaging and Presence
Servers Using Fusion Middleware Control."

16.3 Registering Instant Messaging and Presence Servers

You can register multiple presence server connections with a WebCenter Portal
application, but only one of them is active at a time.

To start using the new (active) presence server you must restart the managed server on
which the WebCenter Portal application is deployed.

This section includes the following subsections:

= Section 16.3.1, "Registering Instant Messaging and Presence Servers Using Fusion
Middleware Control"

= Section 16.3.2, "Registering Instant Messaging and Presence Servers Using WLST"

16.3.1 Registering Instant Messaging and Presence Servers Using Fusion Middleware
Control

To register a presence server connection:

1. Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

»  For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.
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3. From the list of services on the WebCenter Portal Service Configuration page,
choose Instant Messaging and Presence.

4. To connect to a new presence server, click Add (Figure 16-7).

Figure 16-7 Configuring Instant Messaging and Presence Services

Manage Instant Messaging and Presence Connections
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5. Enter a unique name for this connection, specify the presence server type, and
indicate whether this connection is the active (or default) connection for the
application (Table 16-1).

Table 16-1 Instant Messaging and Presence Connection - Name

Field

Description

Name

Connection Type

Active Connection

Enter a unique name for the connection. The name must be
unique (across all connection types) within the WebCenter
Portal application.

Specify the type of presence server:
s Microsoft Live Communications Server (LCS)
= Microsoft Office Communications Server 2007 (OCS)

Out-of-the-box, WebCenter Portal supports Microsoft LCS, OCS,
and Lync.

Note: Microsoft Lync connections use the Microsoft Office
Communications Server 2010 connection type. (Oracle Beehive
Server connections are not supported in this release.)

Select to use this connection in the WebCenter Portal application
for instant messaging and presence services.

While you can register multiple presence server connections for
an application, only one connection is used by the IMP
service—the default (or active) connection.

6. Enter connection details for the server hosting instant messaging and presence

services (Table 16-2).

Table 16-2 Instant Messaging and Presence Connection - Connection Details

Field

Description

Server URL

Enter the URL of the server hosting instant messaging and
presence services.

For example: http://myocshost.com:8888
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Table 16-2 (Cont.) Instant Messaging and Presence Connection - Connection Details

Field Description

User Domain (OCS/Lync Only) Enter the name of the Active Directory
domain (on the Microsoft Office Communications Server) that is
associated with this connection. The user domain is mandatory
for OCS/Lync connections.

Refer to Microsoft documentation for details on the user
domain.

Pool Name Enter the name of the pool that is associated with this
connection. The pool name is mandatory.

Refer to Microsoft documentation for details on the pool name.

Associated External Associate the instant messaging and presence server with an

Application external application. External application credential information
is used to authenticate users against the instant messaging and
presence server.

An external application is mandatory.

You can select an existing external application from the list, or
click Create New to configure a new external application.

The external application you configure for the Instant Messaging
and Presence service must use the POST authentication method,
and specify an additional field named Account (Name
property) that is configured to Display to User (checked).
For more information, see Chapter 26, "Managing External
Applications."

Connection Timeout (in Specify a suitable timeout for the connection.

seconds) This is the length of time (in seconds) the WebCenter Portal
application waits for a response from the presence server before
issuing a connection timeout message.

The default is -1 which means that the service default is used.
The service default is 10 seconds.

7. Sometimes, additional parameters are required to connect to the presence server.

If additional parameters are required to connect to the presence server, expand
Additional Properties and enter details as required (Table 16-3).

Table 16-3 Instant Messaging and Presence Connection - Additional Properties

Field Description

Add Click Add to specify an additional connection parameter:
= Name -Enter the name of the connection property.
= Value - Enter the default value for the property.

= Is Property Secured - Indicate whether encryption is
required. When selected, the property value is stored
securely using encryption.

For example, select this option to secure the
admin.password property where the value is the actual
password.

Delete Click Delete to remove a selected property.
Select the correct row before clicking Delete.

Note: Deleted rows appear disabled until you click OK.

8. Click OK to save this connection.
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9. To start using the new (active) connection you must restart the managed server on
which the WebCenter Portal application is deployed. For more information, see
Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

16.3.2 Registering Instant Messaging and Presence Servers Using WLST

Use the WLST command createIMPConnection to create a presence server
connection. For command syntax and examples, see the section,
"createIMPConnection” in Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

To configure the Instant Messaging and Presence service to actively use a new IMP
connection, set default=true. For more information, see Section 16.4.2, "Choosing
the Active Connection for Instant Messaging and Presence Using WLST."

Note: To start using the new (active) connection you must restart the
managed server on which the WebCenter Portal application is
deployed. For more information, see the section, "Starting and
Stopping WebLogic Managed Servers Using the Command Line" in
Oracle Fusion Middleware Administrator’s Guide.

16.4 Choosing the Active Connection for Instant Messaging and

Presence

You can register multiple instant messaging and presence server connections with a
WebCenter Portal application, but only one connection is active at a time. The active
connection becomes the back-end presence server for the application.

This section includes the following subsections:

= Section 16.4.1, "Choosing the Active Connection for Instant Messaging and
Presence Using Fusion Middleware Control"

= Section 16.4.2, "Choosing the Active Connection for Instant Messaging and
Presence Using WLST"

16.4.1 Choosing the Active Connection for Instant Messaging and Presence Using
Fusion Middleware Control

To change the active connection:

1. Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

»  For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.
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3. From the list of services on the WebCenter Portal Services Configuration page,
select Instant Messaging and Presence.

The Manage Instant Messaging and Presence Connections table indicates the
current active connection (if any).

4. Select the connection you want to make the active (or default) connection, and
then click Edit.

5. Select the Active Connection checkbox.
6. Click OK to update the connection.

7. To start using the new (active) connection you must restart the managed server on
which the WebCenter Portal application is deployed. See Section 8.2, "Starting and
Stopping Managed Servers for WebCenter Portal Application Deployments."

16.4.2 Choosing the Active Connection for Instant Messaging and Presence Using

WLST

Use the WLST command set IMPConnection with default=true to activate an
existing presence server connection. For command syntax and examples, see the
section, "setIMPConnection" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

To disable a presence server connection, either delete it, make another connection the
'active connection' or use the removeIMPServiceProperty command:

removeIMPServiceProperty ('appName='webcenter', property='selected.connection')

Using this command, connection details are retained but the connection is no longer
named as an active connection. For more information, see the section,
"removelMPServiceProperty" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using this active connection you must restart the
managed server on which the WebCenter Portal application is
deployed. For more information, see the section, "Starting and
Stopping WebLogic Managed Servers Using the Command Line" in
Oracle Fusion Middleware Administrator’s Guide.

16.5 Modifying Instant Messaging and Presence Connection Details

You can modify instant messaging and presence server connection details at any time.

To start using an updated (active) connection you must restart the managed server on
which the WebCenter Portal application is deployed.

This section includes the following subsections:

= Section 16.5.1, "Modifying Instant Messaging and Presence Connections Details
Using Fusion Middleware Control"

= Section 16.5.2, "Modifying Instant Messaging and Presence Connections Details
Using WLST"
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16.5.1 Modifying Instant Messaging and Presence Connections Details Using Fusion
Middleware Control

To update connection details for an instant messaging and presence server:

1. Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications”
2. Do one of the following:

»  For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

»  For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Service Configuration page,
select Instant Messaging and Presence.

4. Select the connection name, and click Edit.

5. Edit connection details, as required. For detailed parameter information, see
Table 16-2, " Instant Messaging and Presence Connection - Connection Details".

6. Click OK to save your changes.

7. To start using the updated (active) connection you must restart the managed
server on which the WebCenter Portal application is deployed. For more
information, see Section 8.2, "Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments."

16.5.2 Modifying Instant Messaging and Presence Connections Details Using WLST

Use the WLST command setIMPConnection to edit presence server connection
details. For command syntax and examples, see the section, "setlMPConnection" in
Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.

If additional parameters are required to connect to your presence server, then use the
setIMPConnectionProperty command. For more information, see the section,
"setIMPConnectionProperty" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the updated (active) connection you must restart
the managed server on which the WebCenter Portal application is
deployed. For more information, see the section, "Starting and
Stopping WebLogic Managed Servers Using the Command Line" in
Oracle Fusion Middleware Administrator’s Guide.

16.6 Deleting Instant Messaging and Presence Connections

You can delete instant messaging and presence connections at any time but take care
when deleting the active connection. When you delete the active connection, user
presence options are not available, as these require a back-end instant messaging and
presence server.
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When you delete a connection, consider deleting the external application associated
with the instant messaging and presence service if the application's sole purpose was
to support this service. For more information, see Section 26.5, "Deleting External
Application Connections."

This section includes the following subsections:

Section 16.6.1, "Deleting Instant Messaging and Presence Connections Using
Fusion Middleware Control"

Section 16.6.2, "Deleting Instant Messaging and Presence Connections Using
WLST"

16.6.1 Deleting Instant Messaging and Presence Connections Using Fusion
Middleware Control

To delete an instant messaging and presence server connection:

1.

Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

»  For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

From the list of services on the WebCenter Portal Service Configuration page,
select Instant Messaging and Presence.

Select the connection name, and click Delete.

To effect this change you must restart the managed server on which the
WebCenter Portal application is deployed. For more information, see Section 8.2,
"Starting and Stopping Managed Servers for WebCenter Portal Application
Deployments."

Note: Before restarting the managed server, mark another
connection as active; otherwise, the service is disabled.

16.6.2 Deleting Instant Messaging and Presence Connections Using WLST

Use the WLST command deleteConnection to remove a presence server
connection. For command syntax and examples, see the section, "deleteConnection” in
Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

16.7 Setting Up Instant Messaging and Presence Service Defaults

Use the WLST command set IMPServiceProperty to set defaults for the IMP
service:
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s selected.connection: Connection used by the Instant Messaging and
Presence service.

s rtc.cache.time: Cache timeout for instant messaging and presence data.

s resolve.display.name.from.user.profile: Determines what to display if
user display names are missing. When set to 0, and display name information is
unavailable, only the user name displays in the application. When set to 1, and
display name information is unavailable, display names are read from user profile
data. Setting this option to 1 impacts performance. The default setting is 0.

Display names are not mandatory in presence data. If the WebCenter Portal
application does not always provide display names by default and you consider
this information important, set resolve.display.name.from.user.profile to 1 so that
display names always display.

s 1im.address.resolver.class: Resolver implementation used to map user
names to IM addresses and IM addresses to user names. The default setting is
oracle.webcenter.collab.rtc.IMPAddressResolverImpl. This
implementation looks for IM addresses in the following places and order:

— User Preferences
— User Credentials
— User Profiles

» 1im.address.profile.attribute: User profile attribute used to determine a
user’s IM address. The default setting is BUSINESS_EMAIL. Users can change this
default with im.address.profile.attribute.

For command syntax and detailed examples, see the section, "setIMPServiceProperty"
in Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

16.8 Testing Instant Messaging and Presence Connections

Web services expose a set of Web methods that you can invoke to test the validity. To
verify a connection, try accessing the endpoint for the WebCenter Portal RTC Web
services deployed on it. For example (assuming the application context path is /RTC):

m protocol://host/RTC/ApplicationConfigurationService.asmx
m protocol://host/RTC/RTCService.asmx

m protocol://host/RTC/0OCSWebService.asmx
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Managing the Mail Service

This chapter describes how to configure and manage the Mail service for Oracle
WebCenter Portal applications. It also describes how to configure the "Send Mail"
feature, which allows application resources to send mail directly from them. The Send
Mail feature does not require the Mail service. That is, even if the Mail service has not
been configured in your application, users can send mail notifications with the local
mail client. For more information on using the Send Mail notifications, see the section
"What You Should Know About the Send Mail Feature" in Oracle Fusion Middleware
User’s Guide for Oracle WebCenter Portal: Spaces.

Always use Fusion Middleware Control or WLST command-line tool to review and
configure back-end services for WebCenter Portal applications. Any changes that you
make to WebCenter Portal applications, post deployment, are stored in MDS
metatdata store as customizations. See Section 1.3.5, "WebCenter Portal Configuration
Considerations."

Note: Configuration changes for the Mail service, through Fusion
Middleware Control or using WLST, are not dynamic so you must
restart the managed server on which the WebCenter Portal application
is deployed for your changes to take effect. See Section 8.2, "Starting
and Stopping Managed Servers for WebCenter Portal Application
Deployments."

This chapter includes the following sections:

Section 17.1, "What You Should Know About Mail Server Connections"
Section 17.2, "Configuration Roadmaps for the Mail Service"

Section 17.3, "Mail Server Prerequisites"

Section 17.4, "Registering Mail Servers"

Section 17.5, "Choosing the Active (or Default) Mail Server Connection"
Section 17.6, "Modifying Mail Server Connection Details"

Section 17.7, "Deleting Mail Server Connections"

Section 17.8, "Setting Up Mail Service Defaults"

Section 17.9, "Testing Mail Server Connections"

Section 17.10, "Troubleshooting Issues with Mail"
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Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."

17.1 What You Should Know About Mail Server Connections

WebCenter Portal supports the Microsoft Exchange Server or any mail server that
supports IMAP4 and SMTP. To enable users to access mail within a WebCenter Portal
application and perform basic operations such as read, reply, and forward, you must
first register the appropriate mail server with the WebCenter Portal application. The
Mail service is not configured out-of-the-box.

You can register multiple mail server connections:

s WebCenter Portal: Spaces applications support multiple mail connections. The
mail connection marked active is the default connection for mail services in Spaces.
All additional connections are offered as alternatives; Spaces users can choose
which one they want to use through user preferences.

s WebCenter Portal: Framework application only use one mail connection—the
connection marked active. Any additional connections are ignored.

17.2 Configuration Roadmaps for the Mail Service

Use the roadmaps in this section as an administrator's guide through the configuration
process:

s Roadmap - Configuring the Mail Service for Framework Applications

Figure 17-1 and Table 17-1 provide an overview of the prerequisites and tasks
required to get the Mail service working in Framework applications.
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Figure 17-1 Configuring the Mail Service for Framework Applications
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Table 17-1 Configuring the Mail Service for Framework Applications
Actor Task Sub-task
Administrator 1. Install WebCenter Portal and the 1.a For Microsoft Exchange 2007 and
back-end components for the Mail 2010 only, follow additional
service configuration steps
Developer 2. Integrate the Mail service in your 2.a Configure a connection to your

mail server in JDeveloper,
associating the mail server with an
external application

Framework application

2.b Add the Mail task flow to a page
in JDeveloper
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Table 17-1 (Cont.) Configuring the Mail Service for Framework Applications

Actor Task Sub-task

Developer or 3. Deploy the Framework application
Administrator using one of the following tools:

»s  JDeveloper (Developer)

s Fusion Middleware Control
(Administrator)

s  WLST (Administrator)

=  WLS Admin Console
(Administrator)

Developer or 4. (Optional) Add/modify connection
Administrator parameters using one of the following
tools:

= JDeveloper, then redeploy the
application (Developer)

s Fusion Middleware Control
(Administrator)

= WLST (Administrator)

End User 5. Access mail by clicking Login to
Mail on a Mail task flow, and entering
your login credentials for the mail
server

= Roadmap - Configuring the Mail Service for Spaces Applications

Figure 17-2 and Table 17-2 provide an overview of the prerequisites and tasks
required to get the Mail service working in Spaces.
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Figure 17-2 Configuring the Mail Service for Spaces Applications
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T Navigate to the Preferences — _
Mail page and specify your mail —| End
credentials K _

Table 17-2 Configuring the Mail Service for Spaces Applications

Actor

Task Sub-task

Administrator

1. Install WebCenter Portal and the back-end

components for the Mail service 2007 and 2010 only, follow

1.a For Microsoft Exchange

additional configuration steps

2. Configure a connection between Spaces and
your mail server -- associating the mail server
with an external application -- using one of
the following tools:

s Fusion Middleware Control
s WLST

End User

3. Add the Mail task flow to the Spaces page

4. Access mail with one of the following
methods:

= Click Login to Mail on a Mail task flow,
and entering your login credentials for
the mail server

= Navigate to the Preferences - Mail page
and specify your mail credentials

17.3 Mail Server Prerequisites
This section includes the following subsections:

m Section 17.3.1, "Mail Server - Installation”
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s Section 17.3.2, "Mail Server - Configuration”
»  Section 17.3.3, "Mail Server - Security Considerations"

s Section 17.3.4, "Mail Server - Limitations"

17.3.1 Mail Server - Installation

See your mail server documentation for installation information.

17.3.2 Mail Server - Configuration

You can allow WebCenter Portal to create and manage space distribution lists in
Spaces (or in Framework applications leveraging WebCenter Portal: Spaces space
management). This feature is supported only with Microsoft Exchange.

The space distribution list is created automatically whenever a space is created. Users
added or removed from the space are implicitly added or removed from the
corresponding space distribution list, provided that the LDAP Base DN does not
change (only one LDAP Base DN is supported) and that users created on Microsoft
Exchange Active Directory correspond with users created in the identity store used by
the WebCenter Portal application. To disable this feature, do not enter the LDAP
(Active Directory) server details in the mail connection.

For more information, see step 7 of Section 17.4.1, "Registering Mail Servers Using
Fusion Middleware Control."

For information about adding users on a mail server, see the mail server's product
documentation. For information about adding users to the WebCenter Portal
application's identity store, see Section 29.4, "Adding Users to the Embedded LDAP
Identity Store."

Microsoft Exchange 2007 and Microsoft Exchange 2010 are the only mail servers for
which there are configuration prerequisites. If you are working with a different mail
server (including Microsoft Exchange 2003), then you can skip the rest of this section.

17.3.2.1 Configuring Microsoft Exchange Server 2007 or 2010 for WebCenter Portal

The Microsoft Exchange Server 2007 or Exchange Server 2010 certificate must be
added to the WebCenter Portal keystore. This requires the following steps.

1. Section 17.3.2.1.1, "Obtain the Certificate from the Microsoft Exchange Server"
2, Section 17.3.2.1.2, "Add the Certificate to the WebCenter Portal Keystore"

3. Restart the server after the certificate is imported.

17.3.2.1.1 Obtain the Certificate from the Microsoft Exchange Server Obtain the certificate

from your mail server installation administrator. This section describes one way to get
the certificate from the Microsoft Exchange Server.

Follow these steps to obtain the certificate from a Microsoft Exchange 2007 or 2010
server.

1. Open a browser and connect to your IMAP server with the following command:

https://host_name/owa

Where host_name is the name of the Microsoft Exchange Server.

2. Place your cursor on the page, right-click, and select Properties, then click
Certificate.
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3.

In the popup window, click the Details tab, and click Copy to File...
Be sure to use the DER encoded binary (X.509) format, and copy to a file.
Convert the .DER format certificate to .PEM format.

Note: WebLogic only recognizes .PEM format.

Use Firefox 3.0 or later to download the certificate directly to .PEM format. For
other browsers, use the WebLogic Server der2pem tool to convert to .PEM format.
For more information about der2pem see Oracle Fusion Middleware Command
Reference for Oracle WebLogic Server.

17.3.2.1.2 Add the Certificate to the WebCenter Portal Keystore

1.

2.

Import the downloaded certificate into the keystore, which is generally the file
named cacerts in the JAVA_HOME. For example:

keytool -import -alias imap_cer -file cert_file.cer -keystore cacerts
-storepass changeit

Where cert_file is the name of the certificate file you downloaded. In a
standard installation, the JAVA_HOME is in the following location:
/scratch/wecinstall/ps2/1225/wlshome/jrockit_160_17_R28.0.0-616

See Section 31.4.2.1.3, "Configuring and Exporting the Certificates," for

information about adding the certificate to the keystore.

Restart the server.

17.3.2.1.3 Microsoft Exchange Server Considerations

The IMAP port is 993 and secured true. SMTP port is 587 and secured true.
(Microsoft Exchange Server 2005 used 465.)

If you see the following error, then you must change the trust store entry in the
domain startup file setDomainEnv. sh:

Caused by: java.io.IOException: Keystore was tampered with, or password was
incorrect
at sun.security.provider.JavaKeyStore.engineLoad (JavaKeyStore.java:771)
at sun.security.provider.JavaKeyStore$JKS.engineLoad (JavaKeyStore.java:38)
at java.security.KeyStore.load(KeyStore.java:1185)
at com.sun.net.ssl.internal.ssl.TrustManagerFactoryImpl.getCacertsKeyStore
(TrustManagerFactoryImpl.java:202)
at com.sun.net.ssl.internal.ssl.DefaultSSLContextImpl.getDefaultTrustManager
(DefaultSSLContextImpl.java:70)
To change the entry:
a. Shutdown the managed server on which WebCenter Portal is deployed.
b. Edit the domain startup script setDomainEnv located at:
UNIX: DOMAIN_HOME/bin/setDomainEnv.sh
Windows: DOMAIN_HOME\bin\setDomainEnv.cmd
c. Add the Java property, as follows:

-Djavax.net.ssl.trustStore=<path to truststore>
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-Djavax.net.ssl.trustStorePassword=<truststore password>

For example:

set JAVA_PROPERTIES=

-Dplatform.home=%WL_HOME% -Dwls.home=%WLS_HOME% -Dweblogic.home=%WLS_HOME%
-Djavax.net.ssl.trustStore=C:\jive\mailtool\jssecacerts
-Djavax.net.ssl.trustStorePassword=changeit

d. Restart the managed server.

17.3.3 Mail Server - Security Considerations

For more information, see Section 33.8, "Securing the Spaces Connection to IMAP and
SMTP with SSL."

Note: If LDAP is configured to run in secure mode, then add the
LDAP Secured property (set to true/false) to use LDAP while
creating distribution lists. For more information, see Table 17-5.

17.3.4 Mail Server - Limitations

In WebCenter Portal: Spaces, the Mail service requires a Microsoft Exchange mail
server connection to enable automatic space distribution list management.

17.4 Registering Mail Servers

You can register multiple mail server connections. To start using the new mail
connections you must restart the managed server on which the WebCenter Portal
application is deployed.

This section includes the following subsections:
= Section 17.4.1, "Registering Mail Servers Using Fusion Middleware Control"
»  Section 17.4.2, "Registering Mail Servers Using WLST"

17.4.1 Registering Mail Servers Using Fusion Middleware Control

To register a mail server with WebCenter Portal applications:

1. Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application"
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

s For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Service Configuration page,
select Mail Server.

4. To connect to a new mail server, click Add (Figure 17-3).
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Figure 17-3 Configuring Mail Servers

Manage Mail Server Connections

op add P Edit 3 Delete

Marne IMAP Host SMTP Host Active Connection

5. Enter a unique name for this connection, and indicate whether this connection is
the active (or default) connection for the application (Table 17-3).

Table 17-3 Mail Server Connection - Name

Field Description

Name Enter a unique name for the connection. The name must be
unique (across all connection types) within the WebCenter
Portal application.

Active Connection Select to indicate whether this connection is the default (or
active) connection for the Mail service.

You can register multiple mail server connections:

= WebCenter Portal: Spaces applications support multiple
mail connections. The mail connection marked active is the
default connection for mail services in Spaces. All
additional connections are offered as alternatives; Spaces
users can choose which one they want to use through user
preferences.

= WebCenter Portal: Framework applications only use one
mail connection—the connection marked active. Any
additional connections are ignored.

6. Enter connection details for the mail server (Table 17-4).

Table 17-4 Mail Server Connection Parameters

Field Description

IMAP Host Enter the host name of the computer where the IMAP (Internet
Message Access Protocol) service is running.

IMAP Port Enter the port on which the IMAP service listens.

IMAP Secured Indicate whether a secured connection (SSL) is required for
incoming mail over IMAP.

SMTP Host Enter the host name of the computer where the SMTP (Simple
Mail Transfer Protocol) service is running.

SMTP Port Enter the port on which the SMTP service listens.

SMTP Secured Indicate whether a secured connection (SSL) is required for

outgoing mail over SMTP.
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Table 17-4 (Cont.) Mail Server Connection Parameters

Field Description
Associated External Associate the mail server with an external application. External
Application application credential information is used to authenticate users

against the IMAP and SMTP servers. The Mail service uses the
same credentials to authenticate the user on both IMAP and
SMTP.

You can select an existing external application from the list, or
click Create New to configure a new external application. For
more information, see Chapter 26, "Managing External
Applications."

The external application for the Mail service must use
Authentication Method=POST, and you can customize
some mail header fields (with Display to User enabled):

= Property: mail.user.emailAddress (who the mail is
from)

Property: mail.user.displayName (display name from
the mail)

Property: mail.user.replyToAddress (address used to
reply to the mail)

These properties ensure that a specific mail address is the same
in the external application and in the mail server. They are
added to the Mail connection and are used by the Mail service
for the From, Display Name and Reply To fields (Figure 17-4).

If your WebCenter Portal application offers a self-registration
page with the facility to mail user ID information on request,
then you must ensure that public credentials are configured for
the external application selected here. If public credentials are
not defined, then mails cannot be sent to users on their request.
The Spaces application, for example, offers this feature on its
default self-registration page.

Figure 17-4 Additional Properties for Mail Connection

-| Additional Properties
Enter names and values For any additional properties.

a9k Add 3§ Delste

Property Mame Property Walue Is Property Secured?
mail.user. emaildddress john, doe@example..com FI
mail.user, displavhame John Dioe FI
mail.user . replyToAddre . Feedback@example.com I ]

7. Specify LDAP connection details for the Active Directory server managing space
distribution lists (Table 17-5).

This section applies to Spaces (or Framework applications leveraging the space
management feature). WebCenter Portal applications support Microsoft Exchange
where distribution lists are managed on an Active Directory server.

Note: Active Directory server details must be provided as part of the
mail connection for distribution lists to work in Spaces.
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Table 17-5 LDAP Directory Server Configuration Parameters

Field

Description

LDAP Host

LDAP Port
LDAP Base DN

LDAP Domain

LDAP Admin User

LDAP Admin Password

LDAP Default User

LDAP Secured

Enter the host name of the computer where the LDAP directory
server (Lightweight Directory Access Protocol) is running.

Enter the port on which the LDAP directory server listens.

Enter the base distinguished name for the LDAP schema. For
example, CN=Users, DC=oracle, DC=com.

Enter the domain appended to distribution list names.

In Spaces, for example, if the domain value is set to
example. com, then a space named Finance Project maintains a
distribution list named FinanceProject@example.com.

Enter the user name of the LDAP directory server administrator.

A valid user with privileges to make entries into the LDAP
schema.

Enter the password for the LDAP directory server administrator.

The password is stored in a secured store.

Enter a comma-delimited list of user names to whom you want
to grant moderation capabilities. These users become members
of every space distribution list that is created. The users
specified must exist in the base LDAP schema (specified in the
LDAP Base DN field).

Indicate whether a secured connection (SSL) is required between
the WebCenter Portal application and the LDAP directory
server.

8. Configure advanced options for the mail server connection (Table 17-6).

Table 17-6 Mail Server Connection - Advanced Configuration

Field

Description

Connection Timeout (in
Seconds)

Specify a suitable timeout for the connection.

This is the length of time (in seconds) the WebCenter Portal
application waits for a response from the mail server before
issuing a connection timeout message.

The default is -1, which means that the service default is used.
The service default is 10 seconds.

9. Optionally, you can add more parameters to the mail server connection

(Table 17-7).

Table 17-7 Additional Mail Connection Properties

Additional
Connection Property

Description

charset

Characterset used on the connection.

The default charset is UTF-8. To use a different characterset,
such as ISO-8859-1, set the charset connection property.
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Table 17-7 (Cont.) Additional Mail Connection Properties

Additional
Connection Property  Description

Various IMAP Any valid IMAP connection property. For example,
properties mail.imap.connectionpoolsize.

For a list of valid protocol properties, see your mail server
documentation. For a list of standard IMAP properties, see the
Java Mail APIs:

http://java.sun.com/products/javamail/javadocs/
com/sun/mail/imap/package-summary.html

Various SMTP Any valid SMTP connection property. For example,
properties mail.smtp.timeout.

For a list of valid protocol properties, see your mail server
documentation. For a list of standard SMTP properties, see the
Java Mail APIs:

http://java.sun.com/products/javamail/javadocs/
com/sun/mail/smtp/package-summary.html

If additional parameters are required to connect to the mail server, expand
Additional Properties and enter details as required (see Table 17-8, " Mail
Connection - Additional Properties").

Table 17-8 Mail Connection - Additional Properties

Field Description

Add Click Add to specify an additional connection parameter:
= Name -Enter the name of the connection property.
= Value - Enter the default value for the property.

»  Is Property Secured - Indicate whether encryption is
required. When selected, the property value is stored
securely using encryption.

For example, select this option to secure the
admin.password property where the value is the actual
password.

Delete Click Delete to remove a selected property.
Select the correct row before clicking Delete.

Note: Deleted rows appear disabled until you click OK.

10. Click OK to save this connection.

11. To start using the new (active) connection you must restart the managed server on
which the WebCenter Portal application is deployed. For more information, see
Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

17.4.2 Registering Mail Servers Using WLST

Use the WLST command createMailConnection to create a mail server
connection. For command syntax and examples, see the section,
"createMailConnection" in Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference.

Use the WLST command setMailConnectionProperty to add additional required
properties through your external application. The external application for the Mail
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service must use Authentication Method=POST, and you can customize some mail
header fields (with Display to User enabled). For example:

setMailConnectionProperty (appName='webcenter', name='NotificationSharedConn',
key='mail.user.emailAddress', value='john.doe@example.com')

setMailConnectionProperty (appName='webcenter', name='NotificationSharedConn',
key='mail.user.displayName', value='John Doe')

setMailConnectionProperty (appName='webcenter', name='NotificationSharedConn',
key='mail.user.replyToAddress', value='feedback@example.com')

where:
» mail.user.emailAddress = Email Address ('From' from the mail)
s mail.user.displayName = Your Name (display name from the mail)

= mail.user.replyToAddress = Reply-To Address (address when replying to
the mail)

These properties ensure that a specific mail address is the same in the external
application and in the mail server. These properties are added to the Mail connection
and are used by the Mail service for the From, Display Name and Reply To fields.

If your WebCenter Portal application offers a self-registration page with the facility to
mail user ID information on request, then you must ensure that public credentials are
configured for the external application selected here. If public credentials are not
defined, then mails cannot be sent to users on their request. The Spaces application, for
example, offers this feature on its default self-registration page.

For command syntax and examples, see the section, "setMailConnectionProperty" in
Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.

To configure the Mail service to use the new mail server connection as its default
connection, set default=true. For more information, see Section 17.5.2, "Choosing
the Active (or Default) Mail Server Connection Using WLST."

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using new connections you must restart the managed
server on which the WebCenter Portal application is deployed. For
more information, see the section, "Starting and Stopping WebLogic
Managed Servers Using the Command Line" in Oracle Fusion
Middleware Administrator’s Guide.

17.5 Choosing the Active (or Default) Mail Server Connection

You can register multiple mail server connections with a WebCenter Portal application
but only one connection can be designated as the default connection. The default
connection becomes the back-end mail server for:

= Mail task flows
= Space distribution lists
= Anywhere there is a Send Mail icon

This section includes the following subsections:
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= Section 17.5.1, "Choosing the Active (or Default) Mail Server Connection Using
Fusion Middleware Control"

= Section 17.5.2, "Choosing the Active (or Default) Mail Server Connection Using
WLST"

17.5.1 Choosing the Active (or Default) Mail Server Connection Using Fusion
Middleware Control

To change the default connection:

1. Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"”
2. Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Services Configuration page,
select Mail Server.

The Manage Mail Server Connections table indicates the current active connection
(if any).

4. Select the connection you want to make the active (or default) connection, and
then click Edit.

5. Select the Active Connection checkbox.
6. Click OK to update the connection.

7. To start using the new default connection you must restart the managed server on
which the WebCenter Portal application is deployed. For more information, see
Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

17.5.2 Choosing the Active (or Default) Mail Server Connection Using WLST

Use the WLST command setMailConnection with default=true to make an
existing mail server connection the default connection for the Mail service. For
command syntax and examples, see the section, "setMailConnection" in Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

A connection does not cease to be the default connection for the Mail service if you
change the default argument from true to false.

To disable a mail connection, either delete it, make another connection the 'active
connection', or use the removeMailServiceProperty command:

removeMailServiceProperty (appName='webcenter', property='selected.connection')
Using this command, connection details are retained but the connection is no longer
named as an active connection. For more information, see the section,

"removeMailServiceProperty" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.
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For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the active connection you must restart the
managed server on which the WebCenter Portal application is
deployed. For more information, see the section, "Starting and
Stopping WebLogic Managed Servers Using the Command Line" in
Oracle Fusion Middleware Administrator’s Guide.

17.6 Modifying Mail Server Connection Details

You can modify mail server connection details at any time.

To start using updated mail connections you must restart the managed server on
which the WebCenter Portal application is deployed.

This section includes the following subsections:

Section 17.6.1, "Modifying Mail Server Connection Details Using Fusion
Middleware Control"

Section 17.6.2, "Modifying Mail Server Connection Details Using WLST"

17.6.1 Modifying Mail Server Connection Details Using Fusion Middleware Control

To update mail server connection details:

1.

Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

s For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

From the list of services on the WebCenter Portal Service Configuration page,
select Mail Server

Select the connection name, and click Edit.

Edit connection details, as required. For detailed parameter information, see
Table 17-4, " Mail Server Connection Parameters".

Click OK to save your changes.

To start using updated connection details you must restart the managed server on
which the WebCenter Portal application is deployed. For more information, see
Section 8.2, "Starting and Stopping Managed Servers for WebCenter Portal
Application Deployments."

17.6.2 Modifying Mail Server Connection Details Using WLST

Use the WLST command setMailConnection to edit existing mail server
connection details. For command syntax and examples, see the section,
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"setMailConnection" in Oracle Fusion Middleware WebLogic Scripting Tool Command
Reference.

If additional parameters are required to connect to your mail server, use the
setMailConnectionProperty command. For more information, see the section,
"setMailConnectionProperty" in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

Note: To start using the updated connections you must restart the
managed server on which the WebCenter Portal application is
deployed. For more information, see the section, "Starting and
Stopping WebLogic Managed Servers Using the Command Line" in
Oracle Fusion Middleware Administrator’s Guide.

17.7 Deleting Mail Server Connections

You can delete mail server connections at any time but take care when deleting the
active (or default) connection. If you delete the active connection, Mail task flows do
not work, as they all require a back-end mail server.

When you delete a connection, consider deleting the external application associated
with the mail server connection if the application's sole purpose was to support this
connection. For more information, see Section 26.5, "Deleting External Application
Connections."

This section includes the following subsections:
= Section 17.7.1, "Deleting a Mail Connection Using Fusion Middleware Control"

= Section 17.7.2, "Deleting a Mail Connection Using WLST"

17.7.1 Deleting a Mail Connection Using Fusion Middleware Control

To delete a mail server connection:

1. Log in to Fusion Middleware Control and navigate to the home page for the
WebCenter Portal application. For more information, see:

= Section 6.2, "Navigating to the Home Page for the Spaces Application”
= Section 6.3, "Navigating to the Home Page for Framework Applications"
2. Do one of the following:

= For the Spaces application - From the WebCenter Portal menu, choose
Settings > Service Configuration.

»  For Framework applications - From the Application Deployment menu,
choose WebCenter Portal > Service Configuration.

3. From the list of services on the WebCenter Portal Services Configuration page,
select Mail Server.

4. Select the connection name, and click Delete.

5. To effect this change you must restart the managed server on which the
WebCenter Portal application is deployed. For more information, see Section 8.2,
"Starting and Stopping Managed Servers for WebCenter Portal Application
Deployments."
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Note: Before restarting the managed server, mark another
connection as active; otherwise, the service is disabled.

17.7.2 Deleting a Mail Connection Using WLST

Use the WLST command deleteConnection to remove a mail server connection.
For command syntax and examples, see the section, "deleteConnection" in Oracle
Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

17.8 Setting Up Mail Service Defaults

Use the WLST command setMailServiceProperty to set defaults for the Mail
service:

s address.delimiter: Defines the delimiter that is used to separate multiple mail
addresses. A comma is used by default.

Some mail servers require mail addresses in the form lastname, firstname and, in
such cases, a semicolon is required.

» mail.emailgateway.polling.frequency: Frequency, in seconds, that space
distribution lists are checked for new incoming mails. The default is 1800 seconds
(30 minutes).

Email communication through space distribution lists can be published as
discussion forum posts on a discussions server. For details, see "Publishing Space
Mail in a Discussion Forum" in Oracle Fusion Middleware User’s Guide for Oracle
WebCenter Portal: Spaces.

= mail.messages.fetch.size: Maximum number of messages displayed in
mail inboxes

m resolve.email.address.to.name: Determines whether user email addresses
are resolved to WebCenter Portal user names when LDAP is configured. Valid
values are 1 (true) and 0 (false). The default valueis 0.

When set to 1, WebCenter Portal user names display instead of email addresses in
Mail task flows.

Set this property to 1 if the Instant Messaging and Presence service requires user
names to obtain presence status because presence information cannot be obtained
when the Mail service provides email addresses. Setting this value to 1 does
impact application performance so you must take this into consideration when
setting this property.

For command syntax and examples, see the section, "setMailServiceProperty" in Oracle
Fusion Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."

17.9 Testing Mail Server Connections

Confirm that the mail server is up by connecting to the server using any client, such as
Thunderbird or Outlook.
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For Microsoft Exchange, go to Administrative Tools - Services to confirm that the
following services are running (Status: Started):

= Microsoft Exchange IMAP4
= Simple Mail Transfer Protocol (SMTP)

17.10 Troubleshooting Issues with Mail
This section includes the following subsections:
s Section 17.10.1, "Mail Service is Not Accessible in Secure Mode"
s Section 17.10.2, "Mail Service is Not Accessible in Non-Secure Mode"
s Section 17.10.3, "Unable to Create Distribution Lists in the Non-Secure Mode"
s Section 17.10.4, "Unable to Create Distribution Lists in the Secure Mode"
= Section 17.10.5, "Unable to Configure the Number of Mails Downloaded"
= Section 17.10.6, "Unable to Publish and Archive Space Mail"
= Section 17.10.7, "Changing Passwords on Microsoft Exchange"
m  Section 17.10.8, "Mail Content Sent as Attachments"

17.10.1 Mail Service is Not Accessible in Secure Mode

Problem

You configured the Mail service to function in secure mode, but the service is not
accessible.

Solution
Ensure the following;:

s IMAP and SMTP ports are specified correctly. See Section 17.4, "Registering Mail
Servers."

»  Properties are set to true in your mail server.
— mail.imap.secured = true

— mail.smtp.secured = true

17.10.2 Mail Service is Not Accessible in Non-Secure Mode

Problem

You configured the Mail service to function in non-secure mode, but the service is not
accessible.

Solution
Ensure the following;:

s IMAP and SMTP ports are specified correctly. See, Section 17.4, "Registering Mail
Servers."

= Properties are set to false in your mail server.

— mail.imap.secured = false
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— mail.smtp.secured = false

17.10.3 Unable to Create Distribution Lists in the Non-Secure Mode

Problem

You are unable to create space distribution lists in non-secure mode; that is, SSL is not
configured on the LDAP server.

Solution

Check if the mail server has been reinstalled or the user has been deleted. Also ensure

that the following parameters are configured accurately in non-secure mode, in the
LDAP server:

s ldapHost

m defaultUser

s ldapAdminPassword
s ldapBaseDN

s ldapPort

See Section 17.4, "Registering Mail Servers."

17.10.4 Unable to Create Distribution Lists in the Secure Mode

Problem

You are unable to create space distribution lists in secure mode, that is, SSL is
configured on the LDAP server.

Solution

Check if the mail server has been reinstalled or the user has been deleted. Also ensure
that the following parameters are configured accurately in secure mode, in the LDAP
server:

s ldapHost

m defaultUser

» ldapAdminPassword
s ldapBaseDN

s ldapPort

m ldap.connection.secure, 'true'

See Also: Section 17.4, "Registering Mail Servers"

17.10.5 Unable to Configure the Number of Mails Downloaded

Problem
You cannot configure how many mails are downloaded to each user's Inbox.
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Solution

Use the setMailServiceProperty WLST command. For example, to download 100
mails from the mail client, specify the mail .messages. fetch.size parameter as
100, as shown in the following example:

setMailServiceProperty (appName='webcenter', property='mail.messages.fetch.size',
value='100")

For command syntax and examples, see "setMailServiceProperty" in Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

17.10.6 Unable to Publish and Archive Space Mail

Problem
You are unable to archive Space mail.

Solution
If the archiving fails, check the following;:

= In WebCenter Portal: Spaces, navigate to Administration, Configuration, Services,
Discussions. Check whether the required configuration is accurate. See also,
"Enabling Discussion Forums to Publish Space Mail" in Oracle Fusion Middleware
User’s Guide for Oracle WebCenter Portal: Spaces.

»  Check whether the user account configured here is a member of the distribution
list.

= For a particular space, check whether the forum configured is available in the
discussions server. See "Publishing Space Mail in a Discussion Forum" in Oracle
Fusion Middleware User’s Guide for Oracle WebCenter Portal: Spaces.

s Check whether the user who sends mails to the distribution list is available in the
discussions server and his mail address is the same.

17.10.7 Changing Passwords on Microsoft Exchange

Problem

If multiple users log on to Microsoft Exchange with the same user name and
password, and then one user changes the password, the original password remains
valid until all users log off.

For example, say the current password of the user monty is welcomel. Two users, A
and B, log on from different clients using either WebCenter Portal or Microsoft
Exchange. Both log on as monty /welcomel, and both are able to see the mails. Now
user A changes the password in Microsoft Exchange to oraclel. Because there
currently are clients using the passwords oraclel and welcomel, both are valid
passwords; that is, new users can log on as monty/welcomel and still see the mails.

Solution

After all existing users with the original password log off, the new password takes
effect. Until then, users can use both passwords to log on.
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17.10.8 Mail Content Sent as Attachments

Problem

When users receive mail in Framework applications, message content is shown as an
attachment (named content .html) rather than within the message body. This can
occur if the mail server is running Microsoft Exchange Server 2007 and the "Update
Rollup 3 for Microsoft Exchange Server 2007" is not yet installed.

Solution

Download and install "Update Rollup 3 for Microsoft Exchange Server 2007" which fixes
this issue. For more information, see
http://support.microsoft.com/kb/930468.
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Managing the People Connections Service

This chapter describes backend configuration requirements for the People Connections
service. Always use Fusion Middleware Control or WLST command-line tool to
review and configure back-end services for WebCenter Portal applications. Any
changes that you make to WebCenter Portal applications, post deployment, are stored
in MDS metatdata store as customizations.

This chapter includes the following sections:

= Section 18.1, "What You Should Know About the People Connections Service"
= Section 18.2, "People Connections Prerequisites”

»  Section 18.3, "Setting Up a Proxy Server for Activity Stream"

= Section 18.4, "Archiving the Activity Stream Schema"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."

18.1 What You Should Know About the People Connections Service

The People Connections service provides social networking tools for creating,
interacting with, and tracking the activities of one’s connections. Its features enable
users to manage their personal profiles, access the profiles of other users, provide ad
hoc feedback, post messages, track activities, and connect with others.

It does this through a set of features that include:

= Activity Stream for viewing user activities generated through application or social
networking actions.

= Connections for connecting to other application users to share information,
comment on performance, exchange messages, and track activity

»  Feedback for giving ad hoc performance feedback to other users
= Message Board for posting messages to other users

= Profile for entering personal contact information and viewing the contact
information of other users

»  Publisher for publishing status messages and posting files and links
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The features of the People Connections service fall into the above five categories. Each
category includes a set of task flows that expose People Connections features to end
users.

For information about the People Connections service at runtime, see Part VIII,
"Organizing Your Collaborative and Social Networking Environment," in the Oracle
Fusion Middleware User's Guide for Oracle WebCenter Portal: Spaces.

For additional information about configuring People Connections, refer to
“Configuring People Connections Defaults for WebCenter Spaces” in the Oracle
Fusion Middleware User's Guide for Oracle WebCenter Portal: Spaces.

18.2 People Connections Prerequisites

To use the People Connections service, you must have the WEBCENTER schema
installed in your database.

In a production environment, an enterprise can leverage its back-end identity store as

a means of providing People Connections with a population of potential connections.

In a development environment, developers can add test-users to the jazn-data.xml
file.

For example, Profile takes the bulk of its information from the back-end identity store
that provides your WebCenter Portal application with its users. Additionally, Profile
may offer opportunities for altering some of this information and for providing
additional data not included in the identity store.

For information about connecting to a back-end (LDAP) identity store for the
production version of your application, see Chapter 29, "Configuring the Identity
Store".

18.3 Setting Up a Proxy Server for Activity Stream

To enable external people connection feeds in your WebCenter Portal applications,
you must set up a proxy server.

A proxy server is also required if you want to display external links in Activity Stream
task flows. Both the People Connection service and the Activity Stream service share
the same proxy server settings.

You can configure a proxy server by using either Fusion Middleware Control or
WLST. For information, see Section 9.7, "Setting Up a Proxy Server."

18.4 Archiving the Activity Stream Schema

Application administrators can use WLST commands to archive and restore data in
the Activity Stream schema. The following commands are available:

= archiveASByDate—Archive activity stream data that is older than a specified
date.

s archiveASByDeletedObjects—Archive activity stream data associated with
deleted objects.

s archiveASByClosedSpaces—Archive activity stream data associated with
Spaces that are currently closed.

s archiveASByInactiveSpaces—Archive activity stream data associated with
Spaces that have been inactive since a specified date.
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s restoreASByDate—Restore archived activity stream data from a specified date
into production tables.

For more information, see the section, "Activity Stream," in Oracle Fusion Middleware
WebLogic Scripting Tool Command Reference.

18.5 Configuring Cache Options for the Profile Service

To configure the Profile service JOC cache, for example, you use the WLST command
setProfileCacheTimeToLive to set the idle time for an object to live in a cache
after which if the object has not been accessed, it will be removed. Likewise, use the
WLST command setProfileCacheNumberOfObjects to set the maximum
number of objects that can live in the cache after which older objects or unused objects
will be removed.

For command syntax and examples, see the section, "XWLSTX" in Oracle Fusion
Middleware WebLogic Scripting Tool Command Reference.

For information on how to run WLST commands, see Section 1.13.3.1, "Running Oracle
WebLogic Scripting Tool (WLST) Commands."
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Managing Subscriptions and Notifications

In the Spaces application, subscriptions and notifications provide users with a means
of subscribing to the types of services and application objects in which they have a
particular interest. Consequently, users receive timely notice of the changes that affect
their subscribed services and objects from their selected messaging channels.

See Also: For more information, see the section, "What You Should
Know About Subscriptions and Notifications," in the Oracle Fusion
Middleware User’s Guide for Oracle WebCenter Portal: Spaces.

Notifications administration provides a means of creating and, potentially, enforcing
application-wide defaults for application-level subscriptions and specifying a
connection type that identifies the server that will handle notification delivery.

This chapter steps through the process of performing these administrative tasks and
provides information about how to set and get Notifications messaging configuration
details using WLST commands.

Always use the Fusion Middleware Control or WLST command-line tool to review
and configure back-end services for WebCenter Portal applications. Any changes you
make to WebCenter Portal applications, post deployment, are stored in MDS metadata
store as customizations. See Section 1.3.5, "WebCenter Portal Configuration
Considerations."

Note: Most changes you make to WebCenter Portal services
configuration through Fusion Middleware Control or using WLST are
not dynamic. For your changes to take effect, you must restart the
managed server to which the WebCenter Portal application is
deployed. See Section 8.2, "Starting and Stopping Managed Servers for
WebCenter Portal Application Deployments."

This chapter includes the following sections:

= Section 19.1, "Setting Up Default Subscription Preferences"

= Section 19.2, "Setting Up Notifications"

= Section 19.3, "Creating and Applying Custom Notification Templates"
= Section 19.4, "Testing the Notifications Connection"

= Section 19.5, "Troubleshooting Issues with Notifications"
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19.1 Setting Up Default Subscription Preferences

Spaces users set their personal Subscriptions preferences through the Spaces
application’s Preferences dialog. Before this happens, the WebCenter Portal
administrator can set default values that determine the application-level subscription
options that are available to all users and whether those defaults can be changed.

This section provides an overview of Subscription defaults and steps you through the
process of setting default values.

This section includes the following subsections:
= Section 19.1.1, "What You Should Know About Subscription Defaults"
= Section 19.1.2, "Setting Subscription Defaults"

= Section 19.1.3, "Setting Subscriptions Preferences in Spaces"

19.1.1 What You Should Know About Subscription Defaults

Administrator-level Subscription preferences are set in a custom XML file that you
create and then use to supersede the file that is provided for this purpose out of the
box (notification-service-settings.xml). The settings in the custom XML
file are analogous to the application-level subscriptions settings available to users
through Subscription Preferences in the Spaces application (for more information, see
the section, "Setting Application-Level Subscriptions," in the Oracle Fusion Middleware
User’s Guide for Oracle WebCenter Portal: Spaces.)

Each setting provides three attributes:
= id—for specifying the service ID:

— oracle.webcenter.peopleconnections.connections, the
Connections feature of the People Connections service

— oracle.webcenter.peopleconnections.wall, the Message Board
feature of the People Connections service

— oracle.webcenter.peopleconnections.kudos, the Feedback feature of
the People Connections service

- oracle.connections. community, space membership management

» subscription-enabled—For specifying the default value for the preference
option: true or false

Tip: Rather than enabling or disabling the entire subscription
capability, the subscription-enabled attribute merely sets the
initial state of the preference option. For example, if
subscription-enabled="true", then the associated subscription
option is checked by default in the Spaces application’s Preferences
dialog. If subscription-enabled="false", then the associated
subscription option is not checked by default in the dialog.

s end-user-configurable—For enabling users to change the established default
or preventing users from doing so: true or false

These attributes work together to determine the initial state of the General
Subscriptions tab on the Subscriptions panel in the Spaces application’s Preferences
dialog (Figure 19-1).
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Figure 19-1 General Subscriptions Tab on the Subscriptions Panel
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Table 19-1 illustrates the effect of custom administrator-level subscriptions settings on
the appearance of the General Subscriptions tab.

Table 19-1 Effect of Administrator Defaults on Subscriptions Preferences

subscription-enabled’ end-user-configurable Option in Preferences

True True Rendered normally, checkbox is checked
True False Grayed out, checkbox is checked

False True Rendered normally, checkbox is clear
False False Hidden, checkbox is hidden

! Rather than enabling or disabling the entire subscription capability, the subscription-enabled attribute merely sets the

initial state of the preference option. For example, if subscription-enabled="true", then the associated subscription
option is checked by default in the Spaces application’s Preferences dialog. If subscription-enabled="false", then the
associated subscription option is not checked by default in the dialog.

Tip: In Table 19-1, the most typical scenario for most notifications is
depicted in row three.

Table 19-2 lists the types of actions that can trigger an application-level notification
and associates them with their related service ID.

Table 19-2 Application-Level Activities that Can Trigger Notifications

Activity Related Service ID

A user sends you an invitation to connect oracle.webcenter.peopleconnections.connections
Your space role changes, for example, from oracle.webcenter.community

participant to moderator

You are added as a member of a space oracle.webcenter.community

Your space membership is removed oracle.webcenter.community

A user posts a message to your Message Board oracle.webcenter.peopleconnections.wall
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Table 19-2 (Cont.) Application-Level Activities that Can Trigger Notifications

Activity Related Service ID

A user likes your post on another user’s Message oracle.webcenter.peopleconnections.wall
Board

Almerconunansonyourpostonanoﬂumtwer% oracle.webcenter.peopleconnections.wall
Message Board

A user posts feedback for you oracle.webcenter.peopleconnections.kudos

19.1.2 Setting Subscription Defaults

To set defaults for application-level Subscription preferences:

1. Navigate to a directory with a path that contains
/oracle/webcenter/notification, and create the folder custom.

Tip: The directory structure can start or end with any directory or
directories, as long as it has
/oracle/webcenter/notification/customin the path.

2. In the custom folder, or in any subdirectory under
/oracle/webcenter/notification/custom/, create the file
notification-service-settings.xml.

3. In the XML file, enter values for all application-level subscription options.

Example 19-1 provides sample content for an application-wide subscription
preferences setting file and an example of each required option.

Example 19-1 Sample Subscriptions Settings XML File

<notification-service_settings xmlns="http://xmlns.oracle.com/webcenter/notification">
<subscription-settings>
<service id="oracle.webcenter.peopleconnections.connections" subscription-enabled="true"
end-user-configurable="false"/>
<service id="oracle.webcenter.peopleconnections.wall" subscription-enabled="false"
end-user-configurable="true"/>
<service id="oracle.webcenter.peopleconnections.kudos" subscription-enabled="false"
end-user-configurable="true"/>
<gservice id="oracle.webcenter.community" subscription-enabled="true"
end-user-configurable="true"/>
</subscription-settings>
</notification-service_settings>

Note: If an option is not provided, the default values false/false
are assigned for the service.

4. Run the WLST command importMetadata (), and import the directory content
into your metadata store.

See Also: For information about running WLST commands, see
Section 1.13.3.1, "Running Oracle WebLogic Scripting Tool (WLST)
Commands." For information about the importMetadata ()
command (and other WLST commands), see the section,
"importMetadata," in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.
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For example:

wls:
server='serverName’, fromLocation='directoryPath’, docs='/**")

/wc_domain/serverConfig> importMetadata (application='webcenter’,

Where:

applicationis the name that identifies your Spaces application

serverName is the name of the server on which the Spaces application is
running

directoryPath is the directory path under which
oracle/webcenter/notification/custom/<any_sub_dir_after_th
is>/notification-service-settings.xml is located.

For example, if the directory path to
notification-service-settings.xml is
/scratch/mydir/oracle/webcenter/notification/custom, enter
/scratch/mydir for directoryPath.

docs identifies the content to be imported, in this example, the path and files
that fall under directoryPath.

Table 19-3 describes the effect of various combinations of settings for the service ID
oracle.webcenter.peopleconnections.connections.

Table 19-3 Effects of Subscription Configurations for Connections

subscription-enabled end-user-configurable Effect
true true s The subscribing user receives a notification message
when another user sends the user an invitation to
connect.
»s  The user can change this default.
true false = The subscribing user receives a notification message
when another user sends the user an invitation to
connect.
= The user cannot change this default.!
false true s The subscribing user does not receive a notification
message when another user sends the user an
invitation to connect.
= The user can change this default.
false false = The subscribing user does not receive a notification

message when another user sends the user an
invitation to connect.

= The option for changing this default is hidden.

1 This is the out-of-the-box default

Table 194 describes the effect of various combinations of settings for the service ID
oracle.webcenter.peopleconnections.wall.
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Table 19-4 Effects of Subscription Configurations for Message Board

subscription-enabled end-user-configurable Effect

true

true n

The subscribing user receives a notification message
when another user posts a message on the user’s
Message Board, likes the user’s Message Board
post, or comments on the user’s Message Board
post.

The user can change this default.

true

false .

The subscribing user receives a notification message
when another user posts a message on the user’s
Message Board, likes the user’s Message Board
post, or comments on the user’s Message Board
post.

The user cannot change this default.

false

true n

The subscribing user does not receive a notification
message when another user posts a message on the
user’s Message Board, likes the user’s Message
Board post, or comments on the user’s Message
Board post.

The user can change this default.

false

false .

The subscribing user does not receive a notification
message when another user posts a message on the
user’s Message Board, likes the user’s Message
Board post, or comments on the user’s Message
Board post.

The option for changing this default is hidden.

Table 19-5 describes the effect of various combinations of settings for the service ID
oracle.webcenter.peopleconnections.kudos.

Table 19-5 Effect of Subscription Configurations for Feedback

subscription-enabled end-user-configurable Effect

true

true n

The subscribing user receives a notification message
when another user leaves feedback for the user.

The user can change this default.

true

false .

The subscribing user receives a notification message
when another user leaves feedback for the user.

The user cannot change this default.

false

true n

The subscribing user does not receive a notification
message when another user leaves feedback for the
user.

The user can change this default.

false

false .

The subscribing user does not receive a notification
message when another user leaves feedback for the
user.

The option for changing this default is hidden.

Table 19-6 describes the effect of various combinations of settings for the service ID

oracle.webcenter.community.
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Table 19-6 Effect of Subscription Configurations for Spaces Management

subscription-enabled end-user-configurable Effect

true

true s The subscribing user receives a notification message
when the user’s space membership role changes,
the user is added as a member of a space, or the
user is removed as a member of a space.

= The user can change this default.

true false = The subscribing user receives a notification message
when the user’s space membership role changes,
the user is added as a member of a space, or the
user is removed as a member of a space.
= The user cannot change this default.
false true s The subscribing user does not receive a notification
message when the user’s space membership role
changes, the user is added as a member of a space,
or the user is removed as a member of a space.
s The user can change this default.
false false = The subscribing user does not receive a notification

message when the user’s space membership role
changes, the user is added as a member of a space,
or the user is removed as a member of a space.

= The option for changing this default is hidden.

19.1.3 Setting Subscriptions Preferences in Spaces

Individual users set their own subscription preferences in the Spaces application’s
Preferences dialog. Two Preferences panels are provided for this purpose:

= Subscriptions, where users subscribe to be notified about actions occurring with
their space memberships and the People Connections service (Connections,
Message Board, and Feedback) and view and remove their space- and object-level
subscriptions

= Messaging, where users access controls for configuring their preferred messaging
channels and filters (BPEL connection types only)

See Also: '"Establishing and Managing Your Messaging Channels
and Filters," and "Setting Application-Level Subscriptions," in Oracle
Fusion Middleware User’s Guide for Oracle WebCenter Portal: Spaces

19.2 Setting Up Notifications

This section provides an overview of messaging connection types, describes
prerequisites that must be in place before you can define a notification channel, and
steps you through the process of setting up a notification channel for Notifications. It
includes the following subsections:

s Section 19.2.1, "What You Should Know About Connection Channels"
= Section 19.2.2, "Notification Prerequisites"
= Section 19.2.3, "Configuration Roadmap for Notifications"

= Section 19.2.4, "Specifying the Notifications Channel Using Fusion Middleware
Control"

= Section 19.2.5, "Specifying the Notifications Channel Using WLST"
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= Section 19.2.6, "Example - Setting Up Mail Notifications for the Spaces Application
Using WLST"

19.2.1 What You Should Know About Connection Channels

The Notifications connection type determines the messaging channels that are
available to users when they configure their own messaging preferences for
Notifications in Spaces.

Use one of two possible connection types:

= BPEL Server provides three messaging channel options to users: mail, texting
(SMS), and worklist

= Mail Server delivers notification messages exclusively through a mail server that
is configured for the Spaces application

BPEL Server

Selection of a BPEL server presupposes that you have established a connection with a
BPEL server in which the User Messaging Service (UMS) is available. For information
about connecting to a BPEL server, see Chapter 23, "Managing the Worklist Service."

When the Spaces application has set SpacesWorkFlowConnectionName set up, the
Manage Configuration button becomes available on the Messaging panel in the
Spaces application’s Preferences dialog.

Tip: Itis expected that the same connection you use for
setSpacesWorkFlowConnectionName is used for Notifications,
provided you use the BPEL Server for notifications.

Mail Server

Selection of a mail server presupposes that you have established a connection with a
mail server. Additionally, the external application associated with the mail server
connection must contain shared credentials. For information about connecting to a
mail server, see Chapter 17, "Managing the Mail Service."

When Mail Server is the selected connection type, the Manage Configuration button
on the Messaging panel in the Spaces application’s Preferences dialog may or may not
be grayed-out. This depends on whether you have set up
spacesWorkFlowConnection. But, regardless, when Mail Server is the selected
connection type, if clicking the Manage Configuration button for Messaging
preferences opens User Messaging Preferences, any changes you make are ignored.

See Also: '"Establishing and Managing Your Messaging Channels
and Filters," in Oracle Fusion Middleware User’s Guide for Oracle
WebCenter Portal: Spaces

19.2.2 Notification Prerequisites

Before you can define a connection type for Notifications, you must take the steps and
consider the information provided in the following subsections:

s Section 19.2.2.1, "Installation”
= Section 19.2.2.2, "Configuration”
= Section 19.2.2.3, "Security”

s Section 19.2.2.4, "Limitations"
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19.2.2.1 Installation

Installation requirements associated with Notifications change according to the type of
connection you plan to select for Notifications messaging.

If you plan to use the User Messaging Service (UMS) through your BPEL connection
for Notifications messaging, you should know that only the mail driver is installed by
default. To make use of SMS and Worklist messaging channels, you must install
drivers for these as well. For information about installing SMS and Worklist drivers
for UMS, see the chapter "Configuring Oracle User Messaging Service," in the Oracle
Fusion Middleware Administrator’s Guide for Oracle SOA Suite and Oracle Business Process
Management Suite.

If you plan to use the Mail service for Notifications messaging, no
Notifications-specific installation is required, but the Mail service must be configured
as described in Chapter 17, "Managing the Mail Service."

19.2.2.2 Configuration

Configuration prerequisites for Notifications also depend on the connection type you
plan to select for Notifications messaging.

BPEL Server

If you plan for users to have messaging channel options—mail, texting (SMS), and
Worklist—a connection to a BPEL server must be in place. Notifications uses the SOA
installation for supporting multichannel notifications through the User Messaging
Service (UMS). UMS is installed as a part of the SOA domain. Out of the box, only the
email driver is configured. The SMS driver is available, but must be deployed. For the
Worklist channel, the SOA domain must be extended through the Worklist driver
extension template.

For more information see Chapter 23, "Managing the Worklist Service," and the
chapter "Configuring Oracle User Messaging Service," in the Oracle Fusion Middleware
Administrator’s Guide for Oracle SOA Suite and Oracle Business Process Management Suite.

Mail Server

If you plan that users will always and only be notified through their mail, a connection
to a mail server must be in place. Additionally, the external application associated
with the mail server connection must contain shared credentials. For more
information, see Chapter 17, "Managing the Mail Service."

Mail notifications are sent in the preferred language specified for each user's profile. If
the preferred language is not specified for a user, the server locale setting is used for
mail notifications. For example, if the server is running on the Korean locale and the
preferred language is not set for a user, the notification mail is in Korean.

For information about setting the preferred language, see "Choosing Your Preferred
Display Language" in Oracle Fusion Middleware Administrator’s Guide for Oracle
WebCenter Portal.

19.2.2.3 Security

There are no security considerations specifically associated with Notifications.

19.2.2.4 Limitations

UMS supports multiple messaging channels, including voice and instant messaging,
that are not also supported by Notifications. From UMS, Notifications consumes only
mail, SMS, and Worklist.
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19.2.3 Configuration Roadmap for Notifications

Figure 19-2 and Table 19-7 provide an overview of the prerequisites and tasks
required to get the Notifications service working in WebCenter Portal applications.

Figure 19-2 Configuring the Notifications Service
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Table 19-7 Configuring Notifications

Actor

Task

Sub-task Notes

Administrator

1. Set up the back-end component
for Notifications

= Setup the BPEL server

= Set up the mail server

Administrator

2. (For mail server only) Configure
an external application

»  Create an external application
connection for the mail server

s Configure shared credentials
for the mail server external
application

Administrator

3. Create or modify a connection
between your WebCenter Portal
application and your chosen
back-end component:

s Create a connection to the
BPEL server

s Create a connection to the
mail server

Administrator

4. Choose the type of connection
to use for Notifications, either
BPEL or Mail, by using one of the
following tools:

s Fusion Middleware Control
=  WLST

Administrator

5. Restart the managed server to
which your application is
deployed.

For the Spaces
application, restart
WC_Spaces. For a
Framework application,
restart the custom
managed server where
the application is
deployed.

Administrator

6. Set up default subscription
preferences for all users

Developer/En
d User

7. Configure and test Notifications
in your applications:

= Spaces application

= Framework applications

19.2.4 Specifying the Notifications Channel Using Fusion Middleware Control

To specify a Notifications message connection type with Fusion Middleware Control:

1. Log in to Oracle Fusion Middleware Control and navigate to the home page for

Spaces.

For more information, see Section 6.2, "Navigating to the Home Page for the

Spaces Application.”

2. From the WebCenter Portal menu, choose Settings > Application Configuration.
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On the Application Configuration page, scroll down to Notifications (at the
bottom of the page), and select a connection type to use for outbound notifications:
either BPEL Server or Mail Server.

The next step depends on the selected connection type:

If you select BPEL Server:

a.

From the Connection Name list, select the name you provided for the BPEL
server when you set up that connection.

In the Sender Mail Address field, enter a mail address from which all
Notifications messages are sent. The sender mail address must match at least
one driver that is configured to send messages from a corresponding domain.

In the Sender SMS Address field, enter the four- to six-digit number that is
used by the User Messaging Server (UMS) as the driver from which all
Notifications messages are sent. The sender SMS address must match at least
one driver that is configured to send messages from a corresponding domain.

If you select Mail Server, select a mail connection from the Connection Name list.

Save your changes.

Restart the managed server on which the portal application is deployed to make
your configuration changes take effect.

19.2.5 Specifying the Notifications Channel Using WLST

Use the WLST command setNotificationsConfig to configure the connection
type used for notifications. For command syntax and examples, see the section,
"setNoticationsConfig," in the Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference. See also, "getNotificationConfig," in the same guide.

See Also: For information about how to run WLST commands, see
Section 1.13.3.1, "Running Oracle WebLogic Scripting Tool (WLST)
Commands."

Note: Updates to this configuration are stored in the MDS
repository. For configuration changes to take effect, you must restart
the managed server on which the application is deployed. For more
information, see the section, "Starting and Stopping WebLogic
Managed Servers Using the Command Line" in the Oracle Fusion
Middleware Administrator’s Guide.

19.2.6 Example - Setting Up Mail Notifications for the Spaces Application Using WLST

This section provides an example of using WLST to set up Mail Notifications for the
Spaces application.

In this example, we will create an external application connection, and configure
shared credentials for the external application. Further, we will create a Mail
connection and set Mail as the notification channel for Spaces. We will then set the
subscription preferences in the Spaces application.

1.

At the WLST command prompt, connect to the Administration Server for Oracle
WebCenter Portal.

connect ('admin_user', 'mypassword', '<servername>:7001")
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2. Create an external application connection:

createExtAppConnection (appName='webcenter', name='NotificationSharedApp',
displayName= 'NotificationSharedapp')

This command creates the connection named NotificationSharedApp.

3. Configure shared credentials for the external application,
NotificationSharedApp:

addExtAppCredential (appName='webcenter', name='NotificationSharedApp',
type="'SHARED', username='john.doe@example.com', password='sharedpassword')

Where username refers to the email account from which email notifications will
be sent. This must be in the format <user>@<domain of the mail server>.

Optionally, you may add the following fields that will be used while sending out
the mail notification.

addExtAppField (appName='webcenter',name='NotificationSharedApp', fieldName="'Emai
1 Address',fieldValue='sender’s_email_address', displayToUser=false)
addExtAppField (appName='webcenter',name='NotificationSharedApp', fieldName="'Your
Name', fieldValue='sender’s_display_name',displayToUser=false)

4. Create a Mail connection:

createMailConnection (appName='webcenter', name='NotificationSharedConn',
imapHost='<mailserver>', imapPort=143,
smtpHost="'<mailserver>', smtpPort=25,
imapSecured=false, smtpSecured=false,
appId='NotificationSharedApp',default=1)

This creates a mail connection named NotificationSharedConn.
5. Set Mail as the notifications channel:
setNotificationsConfig (appName='webcenter', type='MAIL',
name='NotificationSharedConn')
This sets NotificationSharedConn as the mail connection to use for sending

notifications.

6. For the changes to take effect, restart WC_Spaces, the managed server on which
the Spaces application is deployed by default.

7. Login to Spaces as a user, navigate to the About tab of the Profile page, and
verify that your e-mail address is set in the Email field. This is to ensure that
notifications are sent to the required e-mail address.

If the e-mail address is not set, click Edit, then in the Email field, specify your
e-mail address, and click Save.

8. Subscribe to the activities for which to receive notifications. For example, navigate
to the Preferences dialog, click Subscriptions, and then select Space Management
to get notified about any membership or role changes.

9. Test your configuration by performing a subscribed activity. For example, change
your role from Moderator to Participant to trigger a notification.

19.3 Creating and Applying Custom Notification Templates

The notification messages that users receive through Worklist or Mail have a default
format for content and content presentation. As the application administrator, you can
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instead create and apply custom templates to provide your own formats for
notification messages.

This section provides information about creating a custom template for notifications
messages. It includes the following subsections:

= Section 19.3.1, "What You Should Know About Overwriting Default Notification
Templates"

= Section 19.3.2, "Overwriting a Default Notifications Template"

19.3.1 What You Should Know About Overwriting Default Notification Templates

You can go through MDS using WLST commands to customize the layout and content
of subscription-based notification messages by overwriting the files
defaultTemplate.xml and defaultTemplate_rtl.xml—when right-to-left
language support is required.

See Also: For information about running WLST commands, see
Section 1.13.3.1, "Running Oracle WebLogic Scripting Tool (WLST)
Commands."

You can create your own version of these xml files, editing the CSS styles for tables
(1abel, value, background) and footers (note). You can move such tags as
<payload> and <group-space-footer> to change the layout. To modify the
content of these tags, you can edit the CDATA section within <html-format>.

Note that the tag <text-format/> should always be present and empty. You can
use the tag <custom> to add additional content, where the enclosed <html-format>
with CDATA contains the new HTML content and <text-format /> remains empty.

Example 19-2 and Example 19-3 illustrate the default content of notification message
template files. You can use these to formulate your custom files.

Note: The default content of these files is very similar. The
differences appear under the <style> tag, where alignment—either
right or left—is specified.

Example 19-2 Default File defaultTemplate.xml

<?xml version="1.0"?>
<notification-template xmlns="http://xmlns.oracle.com/webcenter/notification">
<!-- The CSS Style of the Notification -->
<style>
<text-format/>
<html-format>
<! [CDATA[
<style type="text/css">
.title {font-size:1.2em; font-weight:bold;
white-space:nowrap; }
.label {text-align:right; margin-left:30px;
padding-right:10px; white-space:nowrap;}
.value ({text-align:left; margin-right:20px;
padding-left:10px; white-space:nowrap;
width:100%;}
.note {font-size:0.8em; color:#999999}
.background {background-color:#fcfcfc}
</style>
11>
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</html-format>

</style>
<!-- The Subject line of the Notification -->
<subject>
<message-key>NOTIFICATION_SUBJECT</message-key>
</subject>

<group-space-subject>
<message-key>GROUP_SPACE_SUBJECT_SUFFIX</message-key>
</group-space-subject>
<!-- Actual srvc-specific data. Provided/Overridden by srvc template -->
<payload>
<text-format/>
<html-format/>

</payload>
<!-- Any generic/common footer to appear after service-specific payload -->
<!-- Group Space footer - if applicable -->

<group-space-footer>
<text-format/>
<html-format>

<! [CDATA[
<p>
<a href="<token>groupSpaceUrl</token>" target="_blank">
<message-key>GO_TO_SPACE</message-key>&nbsp; <token>
groupSpaceName</token>
</a>
</p>

11>
</html-format>
</group-space-footer>

<!-- Unsubscribe footers -->
<unsubscribe-footer>
<text-format/>
<html-format>
<! [CDATA[
<hr/>
<p class="note">
<token>unsubscribeMessage</token>
</p>
11>
</html-format>
</unsubscribe-footer>

</notification-template>

Example 19-3 Default File defaultTemplate_rtl.xml

<?xml version="1.0"?>
<notification-template xmlns="http://xmlns.oracle.com/webcenter/notification">

<!-- The CSS Style of the Notification -->
<style>
<text-format/>
<html-format>
<! [CDATA[
<style type="text/css">
.title {font-size:1.2em; font-weight:bold;
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white-space:nowrap; }
.label {text-align:left; margin-right:30px;
padding-left:10px; white-space:nowrap;}
.value {text-align:right; margin-left:20px;
padding-right:10px; white-space:nowrap;
width:100%;}
.note {font-size:0.8em; color:#999999}
.background {background-color:#fcfcfc}

</style>
11>
</html-format>

</style>
<!-- The Subject line of the Notification -->
<subject>

<message-key>NOTIFICATION_SUBJECT</message-key>
</subject>

<group-space-subject>

<message-key>GROUP_SPACE_SUBJECT_ SUFFIX</message-key>
</group-space-subject>
<!-- Actual srvc-specific data. Provided/Overridden by srvc template -->
<payload>

<text-format/>

<html-format/>

</payload>
<!-- Any generic/common footer to appear after service-specific payload -->
<!-- Group Space footer - if applicable -->

<group-space-footer>
<text-format/>
<html-format>

<! [CDATA[
<p>
<a href="<token>groupSpaceUrl</token>" target="_blank">
<message-key>GO_TO_SPACE</message-key>&nbsp; <token>
groupSpaceName</token>
</a>
</p>

11>
</html-format>
</group-space-footer>

<!-- Unsubscribe footers -->
<unsubscribe-footer>
<text-format/>
<html-format>
<! [CDATA[
<hr/>
<p class="note">
<token>unsubscribeMessage</token>
</p>
11>
</html-format>
</unsubscribe-footer>
</notification-template>
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19.3.2 Overwriting a Default Notifications Template

To overwrite an existing xml file to customize notification message formats:

1. Create a custom XML file with the name defaultTemplate.xml (or
defaultTemplate_rtl.xml, for right-to-left language template).

2. Populate the custom file with your revised version of one of these default files.

See Also: Example 19-2 and Example 19-3 show default file content.

3. Opverwrite the original file, placing the custom file where the absolute path to the
file contains the namespace oracle/webcenter/notification/custom.

For example:

/tmp/repository/oracle/webcenter/notification/custom/template/defaultTemplate.x
ml

4. Upload the custom file into the WebCenter Portal’s MDS repository by running
the importMetadata () WLST command.

For example:

importMetadata (application='webcenter', server='WC_Spaces',
fromLocation="'template-file-location',
docs="/oracle/webcenter/notification/custom/template/defaultTemplate.xml")

The template-file-location points to the directory under which the fully
qualified custom file is located. The fully qualified custom file is typically placed
under the directory structure equivalent to its namespace. For example, consider a
file that is created under the following namespace:

/tmp/repository/oracle/webcenter/notification/custom/template/defaultTemplate.x
ml

In such a case, the fromLocationis /tmp/repository because the remaining
sub-directory consists of the namespace for the XML file. The namespace must
have at least the path /oracle/webcenter/notification/custom.

See Also: For information about the importMetadata ()
command (and other WLST commands), see the section,
"importMetadata," in Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.

5. Restart the portal application.

19.4 Testing the Notifications Connection

In general, Notifications depends on the underlying Mail or BPEL connection to be
valid when the administrator sets it. If these connections prove to be valid, then, by
extension, the Notifications connections requirements are met.

Tip: For information about testing Mail connections, see Section 17.9,
"Testing Mail Server Connections."
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19.5 Troubleshooting Issues with Notifications

Problem
No notifications are received.

Solution

»  If the log indicates that the Notification Sender is not configured, then it means the
service is unable to find the connection to use.

= Ensure that Notifications is configured to use either a valid BPEL or MAIL
connection. This can be verified through the getNotificationsConfig()
WLST command (see Section 19.2.5, "Specifying the Notifications Channel Using
WLST") or through the Fusion Middleware Control user interface (see
Section 19.2.4, "Specifying the Notifications Channel Using Fusion Middleware
Control").

Problem
Notifications is configured (BPEL or MAIL) correctly, but still no notifications.

Solution

Notifications relies on a valid BPEL or MAIL connection. Run the respective
connection validations and troubleshooting scenarios as described in Chapter 17,
"Managing the Mail Service," or Chapter 23, "Managing the Worklist Service."

Problem

MAIL or BPEL connections are set up appropriately, but still do not receive
notifications.

Solution

Notifications are generated based on user subscriptions. Apart from notification for
invitations to connect, which is configured out of the box, other notifications are
generated only when a user has specifically subscribed. Ensure that the user has
created subscriptions through his or her personal Preferences or through space- or
object-level subscriptions. For more information, refer to the section, "Subscribing at
the Application, space, and Object Level," in Oracle Fusion Middleware User’s Guide for
Oracle WebCenter Portal: Spaces.

Problem
Users have set up their subscriptions, but still receive no notifications.

Solution

= Depending on how it is configured, Notifications delegates the delivery of
notifications to BPEL/UMS or the Mail service. For the Mail service, ensure that
the user’s email address is configured. For UMS, look in Fusion Middleware
Control under the Message Status section of User Messaging Service. Here you
see the status of each outgoing message from UMS. For more information, see the
chapter "Monitoring Oracle User Messaging Service," in the Oracle Fusion
Middleware Administrator’s Guide for Oracle SOA Suite and Oracle Business Process
Management Suite.

s For UMS, this problem could also mean that the configuration of the sender on the
WebCenter Portal side does not match or find a corresponding driver on the UMS
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side. Ensure that the sender address (domain) allows UMS to match at least one
driver for outbound messages.

»  For the Mail service, ensure that the mail connection points to a shared connection
as described in Section 19.2.1, "What You Should Know About Connection
Channels."

Problem

For UMS configurations, users receive notifications on some channels but not on
others.

Solution

This is most likely due to the way the user’s messaging channels and filters are
configured. For more information, see the section, "Establishing and Managing Your
Messaging Channels and Filters," in Oracle Fusion Middleware User’s Guide for Oracle
WebCenter Portal: Spaces.

Problem

For UMS configurations, only mail-channel notifications are delivered, the Worklist
channel does not work.

Solution

Ensure that the SOA domain is extended with the Worklist driver template as
described in the chapter "Configuring Oracle User Messaging Service," in the Oracle
Fusion Middleware Administrator’s Guide for Oracle SOA Suite and Oracle Business Process
Management Suite.

Managing Subscriptions and Notifications 19-19



Troubleshooting Issues with Notifications

19-20 Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



20

Managing Personalization for WebCenter
Portal

This chapter describes how to configure and manage WebCenter Portal’s
Personalization services.

This chapter includes the following sections:

m  Section 20.1, "What You Should Know About Personalization for WebCenter
Portal"

= Section 20.2, "Before You Begin: Performing Required Configurations"
= Section 20.3, "Other Personalization Prerequisites”

= Section 20.4, "Configuring the WebCenter OPSS Trust Service"

= Section 20.5, "Configuring Providers"

= Section 20.6, "Configuring Coherence"

= Section 20.7, "Configuring Content Presenter”

= Section 20.8, "Configuring Single Sign-on"

= Section 20.9, "Overriding the Default Security Settings"

Audience

The content of this chapter is intended for Fusion Middleware administrators (users
granted the Admin or Operator role through the Oracle WebLogic Server
Administration Console). See also, Section 1.8, "Understanding Administrative
Operations, Roles, and Tools."

20.1 What You Should Know About Personalization for WebCenter Portal

Personalization for WebCenter Portal provides a dynamically derived user experience
for your WebCenter Portal application. Personalization evaluates defined sources of
input data, generates a decision based on that evaluation, and applies this information
to a declaratively defined personalization scenario. Personalization, for example, can
return content or change application flow based on information about a user in a
Human Resources database, targeting the application experience for that specific user.

Personalization is installed as an application in the wc_domain on the
WC_Utilities server. Client applications access Personalization remotely over
HTTP using RESTful services. To make access easy, Java applications can use a set of
provided POJO client libraries. Design-time JDeveloper tools are used to create
Property Service and Conductor artifacts to be executed remotely using REST calls.
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Personalization is also available in the JDeveloper integrated domain for projects that
include the Personalization technology libraries when you first create your
application. For evaluation purposes and iterative development, this domain offers the
quickest and easiest way to explore Personalization. For more information about the
Personalization architecture and services, see "Personalizing WebCenter Portal
Applications" in Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter Portal.

20.2 Before You Begin: Performing Required Configurations

The Personalization REST APIs require WebCenter Portal: Spaces. This section
discusses configurations you must make to use the Personalization REST APIs.

s Section 20.2.1, "Introduction”
= Section 20.2.2, "Configuring an Identity Asserter"
= Section 20.2.3, "Configuring the WebLogic Server Credential Store"

20.2.1 Introduction

Before you can use the WebCenter Portal’s Personalization REST APIs, you must
perform the server-side configurations described in this section. You must perform
two separate configurations. You must configure an identity asserter and you must
seed required entries in the credential store, which enables the REST security tokens to
function properly.

Perform these configuration tasks when WebCenter Portal: Spaces is installed for the
first time or if you otherwise know the configuration tasks have not been previously
performed.

For more information on security tokens, see "Security Considerations for WebCenter
Portal REST APIs" in the Oracle Fusion Middleware Developer’s Guide for Oracle
WebCenter Portal.

20.2.2 Configuring an Identity Asserter

First, you must configure an identity asserter before using the REST APIs. For detailed
instructions, see Section 29.10, "Configuring the REST Service Identity Asserter."

20.2.3 Configuring the WebLogic Server Credential Store

The second configuration step is to configure the WLS credential store. To configure
the credential store, execute these commands while the server is running. You do not
have to restart the server after executing these commands.

createCred (map="o.webcenter.jf.csf.map", key="keygen.algorithm",
user="keygen.algorithm", password="AES")

createCred (map="o.webcenter.jf.csf.map", key="cipher.transformation",
user="cipher.transformation", password="AES/CBC/PKCS5Padding")

20.3 Other Personalization Prerequisites

20-2

This section describes the system requirements and dependencies for Personalization
in the following sections:

= Section 20.3.1, "Personalization Installation Requirements"

= Section 20.3.2, "Personalization Configuration Requirements"

Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal



Other Personalization Prerequisites

= Section 20.3.3, "Personalization Security"
s Section 20.3.4, "Personalization Limitations"

= Section 20.3.5, "Personalization Configuration Options"

20.3.1 Personalization Installation Requirements

If you are using the CMIS or Activity Graph data providers, or the People Connection
locator within a Personalization Conductor scenario, then WebCenter Portal: Spaces
must be installed. For High Availability environments only, Coherence is also
required.

20.3.2 Personalization Configuration Requirements

If you are using the CMIS provider, Activity Graph provider, PeopleConnections
locator, or custom providers you must configure them as shown in Section 20.5,
"Configuring Providers."

If you are using Content Presenter to present content in the Spaces application or in
your Framework application, then you must also configure Content Presenter to
display the results of your scenarios as described in Section 20.7, "Configuring Content
Presenter."

Personalization relies on Trust Services to provide single sign-on (SSO) between
different managed servers within the WebCenter Portal domain. Trust Services must
be configured using the WLST scripts configureTrustWCPS.py and
configureConnectionsWCPS. py provided in the
user_projects/applications/wc_domain directory. For JDeveloper’s
integrated domain, only a single script (configureWCPS. py) located in the
DefaultDomain/scrpts-wcps directory is used. For more information about
configuring Trust Services and single sign-on using this script see Section 20.8,
"Configuring Single Sign-on."

20.3.3 Personalization Security

Personalization is compatible with whatever source of user authentication services are
configured within the WLS security realm. That is, it can use the default identity store
and policy and credential store for the domain.

If you are using the People Connections locator or Activity Graph data providers,
users must also be configured as WebCenter Portal: Spaces users.

Personalization REST services are accessed though a pre-configured Personalization
Web application that requires authenticated access for all resources (all URIs), with the
exception of the resourceIndex. You can modify these constraints to provide either
less security to execute scenarios (where anonymous access is needed), or more
security to prevent the ability to create new scenarios. For information about
modifying the default security settings, see Section 20.9, "Overriding the Default
Security Settings."

In WebCenter Portal, Trust Services provides single sign-on for Personalization REST
calls. This requires that the WLS TrustServicesldentity Asserter is configured (it is not
pre-configured). You can do this manually using the WLS Console or with the
provided WLST scripts configureTrustWCPS . py and
configureConnectionsWCPS. py located in the
user_projects/applications/wc_domain directory. For JDeveloper’s
integrated domain, a single script (configureWCPS.py) located in the
DefaultDomain/scrpts-wcps directory is used.
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You can also optionally secure your WebCenter Portal application’s connection to the
Personalization server and Personalization providers with single sign-on. For more
information about configuring single sign-on, see section Section 20.8, "Configuring
Single Sign-on." Access to Property Service data can also be limited by an application
using a filter (IPropertyPermission) to pre-authorize access to property data.

Scenarios can use an out-of-the-box function library supporting basic Role evaluation
and testing to authorize access to scenarios.

20.3.4 Personalization Limitations

By default, Personalization uses a managed server-scoped cache, meaning any changes
made to cached data outside the managed server will not be seen by additional
installations of Personalization.

For clustered (multiple) deployments of Personalization, Coherence may be
configured for a cluster-aware cache.

20.3.5 Personalization Configuration Options

This section describes the out-of-the-box providers and other optional extensions to
Personalization for WebCenter Portal, and the configuration required to integrate
them into your Personalization project.

The out-of-the-box Personalization data providers allow you to write scenarios and
access profile data based on existing WebCenter Portal services. These WebCenter
Portal services expose their data via RESTful web services. The Personalization data
providers act as REST clients of these web services and make it easy to author
scenarios within JDeveloper based on these external data sources. You can also
provide your own data provider and property locator implementations to integrate
your own sources of external data.

CMIS Provider

The CMIS provider is an out-of-the-box provider that you can optionally use as a data
source in your Personalization project. WebCenter Portal content services are exposed
using the CMIS (Content Management Interoperability Services) standard. The CMIS
REST service runs on the WC_Spaces server and provides access (based on separate
configuration choices) to Oracle WebCenter Content Server.

If a Personalization user is also a Spaces user, access to user content stored through the
Spaces application is possible from a scenario. For more information about Content
Server see Chapter 11, "Managing Content Repositories." For more information about
configuring the CMIS provider, see Section 20.5.2, "Configuring the CMIS Provider."

Activity Graph Data Provider

The Activity Graph data provider is an out-of-the-box provider that you can
optionally use as a data source in your Personalization project. Activity stream
information from a WebCenter Portal application is exposed through the Activity
Graph service. The Activity Graph REST service runs on the WC_Spaces server and
provides access to activity stream based recommendations as formed by the activity
graph.

If a Personalization user is also a Spaces user, access to activity related
recommendations (for Spaces content-types) is possible from a scenario. For more
information about the Activity Graph service, see Chapter 12, "Managing the Activity
Graph Service." For more information about configuring the Activity Graph provider,
see Section 20.5.3, "Configuring the Activity Graph Provider."
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Oracle People Connections Locator

The People Connections locator is a locator that you can optionally use as a data
source in your Personalization project. People Connections service information is
exposed through the People web service. The People Connection REST service runs on
the WC_Spaces server and provides access to social profile data as created in the
context of the Spaces application. If a Personalization user is also a Spaces user, access
to People profile data is possible from a scenario. For more information about the
People Connections service, see the chapter on "Integrating the People Connections
Service" in the Oracle Fusion Middleware Developer’s Guide for Oracle WebCenter Portal.

Unlike the other out-of-the-box data providers, the People Connection web service is
accessed through the general purpose Property Service data provider using the
IPropertyLocator extension interface. For more information about configuring the
People Connections provider, see Section 20.5.4, "Configuring the Oracle People
Connections Locator."

20.4 Configuring the WebCenter OPSS Trust Service

Personalization leverages a new feature from OPSS (Oracle Platform Security Services)
for single-sign-on. Enabling this feature by following the configuration steps described
here, is required in all but the simplest Personalization use cases.

The OPSS Trust Service does not need to be configured when:
s Directly interacting with the Conductor and Property service from a REST client

s The Conductor and Property Service are being used by Personalization client
libraries from a custom JEE Web application deployed in the same domain as
Personalization, if JSessionld has been configured for both Web applications (note
that there will be many exceptions logged making debugging difficult)

The OPSS Trust Service must be configured when:
= Any production deployment of Personalization

= Any Personalization scenarios require the out-of-the-box data providers (Activity
Graph, CMIS, and People Connections Locator)

s The Conductor and Property Service are being used by Personalization client
libraries from a custom JEE Web application deployed in the same domain as
Personalization

s Cross-domain trust (i.e., integrated domain connection configured to use the
WC_domain CMIS provider) is required

This section contains the following subsections:
m  Section 20.4.1, "Configuring the Trust Service in the WebCenter Portal Domain"
= Section 20.4.2, "Configuring the Trust Service in the Integrated WLS Domain"

= Section 20.4.3, "Configuring Cross-Domain Trust"

20.4.1 Configuring the Trust Service in the WebCenter Portal Domain

The default WebCenter Portal installation includes the Personalization domain
extension template, which installs two WLST python scripts
(configureTrustWCPS.py and configureConnectionsWCPS.py), in the domain
home:

oracle/user_projects/applications/wc_domain/scripts
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These scripts and associated configureWCPS . properties file contain usage
instructions. Note that these are sample scripts, and that before running the scripts,
you must edit the properties file and, at a minimum, specify the ocs. server name
(typically the Content Server), the spaces.server.host name, and the
fmwconfig.location. These values are unique to each WebCenter Portal
installation and must be edited. Other values may also need to be changed according
to the local environment (the machine port numbers, for example, may be different).

The configureConnectionsWCPS. py script sets up the default Personalization
connection information for you (i.e., connection information for Activity Graph, CMIS,
and People Connections). The script relies on the WCPS . py library, which is only
installed on the WebCenter Portal domain (and not in the integrated WLS domain).
You can, however, run configureConnectionsWCPS . py in the WebCenter Portal
domain and point it (using a t3 URL) to an integrated WLS domain.

Caution: the Trust Service configuration set up by
configureTrustWCPS. py should not be applied remotely. The
script should only be run from the WebCenter Portal domain
(we_domain).

You must use the oracle/asllgrlwc/common/bin/wlst.sh command file that
sets up environment variables correctly (for asllgrlwc scripts).

After running the scripts, restart all servers in the domain.

Testing the Configuration

To see Trust Service single sign-on in operation, you must be calling the Conductor or
Property Service from a custom JEE Web application (using the Personalization client
libraries), or be executing a scenario that uses a Personalization connection (such as the
Activity Graph or CMIS data providers), or accessing a People Connections property
using the People Connections locator.

When doing any of the above, you should see the following default log entry in
WC_Utilities-diagnostic.log:

[2010-11-10T07:30:40.362-08:00] [WC_Utilities] [NOTIFICATION] []
[oracle.jps.trust] [tid: [ACTIVE].ExecuteThread: '3' for queue:

'weblogic.kernel .Default (self-tuning) ']

[ecid: 0000IkgQGANBh49LJeCCyf1CqfXw000008,0] [APP: wcps-services#11.1.1.4.0] Token
issue operation

You should also see the following default log entry in the
WC_Spaces-diagnostic. log (if accessing services there):

[2010-11-10T07:30:40.236-08:00] [WC_Spaces] [NOTIFICATION] [] [oracle.jps.trust]
[tid: [ACTIVE].ExecuteThread: 'l' for queue: 'weblogic.kernel.Default
(self-tuning) ']

[ecid: d461d36d4a552b90:-1fe62a5d:12¢c365bb19b:-8000-000000000000002¢,0] [APP:
webcenter#11.1.1.4.0] Token validate operation.

20.4.2 Configuring the Trust Service in the Integrated WLS Domain

A separate python script is shipped with the JDeveloper installer to configure the
integrated WLS domain located in the following directory:

DefaultDomain\scrpts-wcps\

This script can be run manually or using JDeveloper’s Run External Script function.
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Edit the properties file if you are using a non-default user or password. After creating
and starting the integrated WLS domain, run the script from the scrpts-wcps
directory:

Oracle\MiddlewareRC8\oracle_common\common\bin\wlst.cmd configureWCPS.py
configureWCPS.properties

Restart the integrated WLS domain.

Testing the Configuration

Default logging levels are not enough to confirm token-issue and token-validate
operations. Use the Configure Oracle Diagnostic Logging feature in JDeveloper and
navigate to the oracle. jps. trust logger and set the level to Finest. Now run a
scenario involving a custom JEE Web application calling the Conductor or Property
Services.

20.4.3 Configuring Cross-Domain Trust

The Trust Service supports cross-domain trust, meaning if keystores have been created
in different WLS domains, a client may allocate a token in domain 'A’, issue an HTTP
request with the token to domain 'B', and have the identity asserter validate and
authenticate the user/request in domain 'B' through single sign-on. Note that a key
assumption is that the user in domain 'A' exists in, and is the same user in domain 'B".

By default, when running the configureWCPS. py script in the integrated WLS
domain a certificate named extDomain. cer is generated. To enable cross-domain
trust between the integrated WLS domain and WebCenter Portal domain:

Copy extDomain. cer to your WebCenter Portal domain (wc_domain) installation
and import it there. Copy the extDomain.cer file to the scripts location:

oracle/user_projects/applications/wc_domain/scripts

Type in the following command to import the certificate:

keytool -importcert -alias orakeyl -file extDomain.cer -keystore
../../../../wlserver_10.3/wc_domain/config/fmwconfig/default-keystore.jks
-storepass weblogic

Restart the servers in the WebCenter Portal domain.

Testing the Configuration

The simplest way to validate cross domain trust is to create a People Connections
Personalization connection in the integrated WLS domain that points to the
WebCenter Portal domain's WC_Spaces server. Then, create and deploy a simple
scenario to the integrated WLS domain that fetches a People Connections property
value. Finally, confirm that the 'Token Validate Operation' message described above is
logged on the WC_Spaces server.

20.5 Configuring Providers

Personalization for WebCenter Portal provides out-of-the-box providers for Activity
Graph and the Content Server, and a locator for People Connections. For scenarios
using any of these providers, you must configure them using the
configureWCPY.py WLST script as described in the following sections. If you are
using custom providers or locators, then you must also configure them as described in
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the section on configuring custom providers. You do not need to configure providers
or locators if they are not being used in your scenarios.

You can develop scenarios without the out-of-the-box providers, or exclusively with
custom providers or downloaded from OTN. Also, if you are developing exclusively
within the JDeveloper integrated domain, you do not ordinarily have access to these
WC_Spaces-based services (since WebCenter Portal: Spaces does not run in the
integrated domain). With advanced configurations (also supported by
configureWCPS. py) you can access the WebCenter Portal: Spaces services in the
WC_Spaces domain from the integrated domain’s Personalization server. This uses
cross-domain trust and does require the provider connections to be configured.

The configureTrustWCPS.py and configureConnectionsWCPS. py scripts
(located in the WC_Spaces domain), or configureWCPS . py for JDeveloper’s
integrated WLS domain (located in the DefaultDomain/scrpts-wcps domain
directory) are used to configure the corresponding domains by pointing to the
appropriate WLS Administration server.

= Section 20.5.1, "Creating or Modifying Provider Connection Settings"
s Section 20.5.2, "Configuring the CMIS Provider"

= Section 20.5.3, "Configuring the Activity Graph Provider"

= Section 20.5.4, "Configuring the Oracle People Connections Locator"

= Section 20.5.5, "Configuring Custom Providers"

20.5.1 Creating or Modifying Provider Connection Settings

This section describes how to use WLST, JConsole, Fusion Middleware Control to
create or change the connection information stored in wcps-connections.xml. It
also describes how you can write a custom configuration class to configure a custom
provider.

This section contains the following subsections:

s Section 20.5.1.1, "Understanding Personalization Connection Information"

= Section 20.5.1.2, "Connection Configuration Attributes"

= Section 20.5.1.3, "Configuring Connections Using WLST"

= Section 20.5.1.4, "Configuring Connections Using JConsole"

s Section 20.5.1.5, "Configuring Connections Using Fusion Middleware Control"

= Section 20.5.1.6, "Writing a Custom Configuration Class"

20.5.1.1 Understanding Personalization Connection Information

Personalization connection information is maintained in wcps-connections.xml,
which can be found in the domain directory at the following location:

<domain directory>/config/fmwconfig/wcps-connections.xml

Although editing this file directly is not recommended, there are several ways in
which you can modify connection information:

s WLST - you can write a script with WLST commands to access the system MBeans
representing the connection configuration. For more information on using WLST
commands to configure connection settings, see Section 20.5.1.3, "Configuring
Connections Using WLST."
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= JConsole - you can use JConsole to view or edit connection configuration by
creating or editing connection JMX MBeans. For more information on using
JConsole to configure connection settings, see Section 20.5.1.4, "Configuring
Connections Using JConsole."

= Fusion Middleware Control - you can use Fusion Middleware Control to view or
edit the JMX MBeans deployed with Personalization. For more information on
using Fusion Middleware Control to configure connection settings, see
Section 20.5.1.5, "Configuring Connections Using Fusion Middleware Control."

20.5.1.2 Connection Configuration Attributes

The following shows the connection properties and attributes (maintained in
wcps-connections.xml) that can be modified using WLST, JConsole, or Fusion
Middleware Control. Note that each connection property is specific to the provider or
locator that the connection is for. For example, the CMIS provider will have different
connection properties than the Activity Graph provider.

= <connection-name> - unique name for this connection. Connections can be
retrieved by name.

= <connection-type> - unique type for this connection. Connections can be
retrieved by type. Note that connection-type only needs to be specified for
custom connections. For the out-of-the-box data providers this field is set
internally.

= <namespace> - generally, this must match the namespace the accessing scenario
is deployed within. The namespace is how the Conductor determines how to
locate the appropriate <connection> for a given scenario. You can use a wildcard
*' to make this connection element available in all namespaces. If left unspecified
in the WLST script, namespace will default to "*".

= <name>isDefault</name> - marks this connection as the default connection (if
multiple are defined). Note that multiple connections can have the "isDefault" flag
set to true. If this is the case, it is up to the individual provider to return the
default connection.

20.5.1.3 Configuring Connections Using WLST

A set of Personalization WLST commands is provided to allow easy configuration of
your provider connections. You can combine these commands into a script, an
example of which that can be customized or used directly is provided. The sample
script sets up provider connections and also initializes the Trust Services.

The Personalization WLST commands are installed at
oracle/asllgrlwc/common/wlst/WCPS.py and are invoked using the
oracle/asllgrlwc/common/bin/wlst.sh(cmd) script.

Each out-of-the-box data provider is supported with specific WLST commands
(described in sections below). For custom data providers, use the generic WLST
commands to configure a connection. For example:

createWCPSCustomConnection ('customConnectionName',
'connectionType', properties={ 'nmamel': 'valuel', 'name2':
'value2' 1})

For a complete list of Personalization WLST connection and other commands, see the
section "Personalization" in the Oracle Fusion Middleware WebLogic Scripting Tool
Command Reference.
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20.5.1.4 Configuring Connections Using JConsole

JConsole (located in $JAVA_HOME/jdk6/bin/jconsole), can be used to create,
view or edit the JMX MBeans (the connection configuration MBeans for Activity
Graph, CMIS, and People Connections) deployed with Personalization for WebCenter
Portal. These tasks are described in the following subsections:

= Section 20.5.1.4.1, "Creating a New Connection Using JConsole"

= Section 20.5.1.4.2, "Editing Connection Settings Using JConsole"

20.5.1.4.1 Creating a New Connection Using JConsole
To create a connection:
1. Invoke JConsole as shown below:

jconsole
-J-Djava.class.path=$JAVA_HOME/lib/jconsole.jar:$JAVA_HOME/lib/tools.jar:SORACL
E_HOME/oracle/wlserver_10.3/server/lib/wljmxclient.jar

-J-Djmx.remote.protocol .provider.pkgs=weblogic.management .remote

2. Open the JConsole Remote Connection:

service:jmx:iiop://example.com:7001/jndi/weblogic.management .mbeanservers.domai
nruntime

Username: weblogic

Password: welcomel

3. Inthe tree under oracle.wcps.connections, navigate to
ConnectionConfiguration and select Operations.

4. Click addConnection and enter the Namespace, Type, and Name.
Note that these connections are predefined for the out-of-the-box providers by
using the configureConnectionsWCPS.py script.

20.5.1.4.2 Editing Connection Settings Using JConsole

To view or edit connection settings:

1. Invoke JConsole as shown below:

jconsole
-J-Djava.class.path=$JAVA_HOME/lib/jconsole.jar:$JAVA_HOME/lib/tools.jar:$SORACL
E_HOME/oracle/wlserver_10.3/server/lib/wljmxclient.jar
-J-Djmx.remote.protocol.provider.pkgs=weblogic.management .remote

2. Open the JConsole Remote Connection:

service:jmx:1iiop://example.com:7001/jndi/weblogic.management .mbeanservers.domai
nruntime

Username: weblogic

Password: welcomel

3. Change the connection property for the provider. For example, to change the
Activity Graph host name:

a. Expand the tree:

oracle.wcps.connections->ConnectionConfiguration.Namespace.Connection->defa
ult->activity.provider.connection->ConnectionConfiguration->wcps-services->
ActivityGraphConfigConnection->Attributes

b. Click on Properties.
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c. In the right panel, double click the value in the first row.
You can now scroll through current values using Composite Navigation.

d. To change the host value, click on Properties in the navigation tree, supply a
name and new value, and then click setProperty.

20.5.1.5 Configuring Connections Using Fusion Middleware Control

You can use Fusion Middleware Control to view or edit the J]MX MBeans (the
connection configuration MBeans for Activity Graph, Content Server, and People
Connections deployed with Personalization for WebCenter Portal.

To view or edit connection configuration MBeans:
1. Open Fusion Middleware Control Navigate to Personalization Services.
2. Click WCPS-Services.

3. From the Application Development drop-down menu, select System MBean
Browser.

4. In the MBean browser under 'Application Defined MBeans', select
oracle.wcps.connections and continue to drill down to the connection
information you wish to modify.

5. On the Attributes tab, select Properties to view current values of connection
attributes.

6. On the Operations tab, select setProperty and click Invoke to modify the
name/value pairs.

20.5.1.6 Writing a Custom Configuration Class

Custom configuration classes (classes annotated with
@ConnectionConfiguration) are implemented by customers writing their own
data providers. This allows custom data providers to use the Personalization
connection framework to retrieve connection information configured using the
Personalization WLST scripts.

Custom configuration classes for data providers are more fully described in the section
on "Custom Data Providers" in the Oracle Fusion Middleware Developer’s Guide for Oracle
WebCenter Portal.

20.5.2 Configuring the CMIS Provider

If you are working outside of the Integrated WLS domain (i.e., in the WC_Spaces
domain), before you can use the CMIS provider in your scenario, you must first
configure connection settings for it.

Connection settings for the CMIS provider are maintained in
wcps-connections.xml in the we_domain conductor extensions directory (domain
scoped). Although it is not recommended that you edit this file directly, there are
several other ways in which you can modify connection settings. Use one of the
methods described in Section 20.5.1, "Creating or Modifying Provider Connection
Settings." to configure the connection settings for the CMIS provider.

Connection Element and Property Descriptions

<connection-name> - unique name for this connection. Connections can be
retrieved by name.
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<namespace> - generally, this must match the namespace the accessing scenario is
deployed within. The namespace is how the Conductor determines how to locate the
appropriate <connection> for a given scenario. Using a wildcard ', you can make
this connection element available in all namespaces.

<name>isDefault</name> - marks this connection as the default connection (if
multiple connections are defined)

<name>repositoryId</name> - this property must be changed to match the
Content Repository in your environment.

<name>path</name> - this property must be changed to match the Content
Repository in your environment. Defaults to
/api/cmis/repository/repositoryId if notspecified

<name>scheme</name> - protocol to access the CMIS REST service (HTTP or HTTPS
for SSL). Defaults to HTTP if not explicitly specified.

<name>host</name> - machine name hosting the CMIS REST service. This is the
machine name of the WC_Spaces managed server.

<name>port</name> - machine port number hosting the CMIS REST service. This is
the machine port number of the WC_Spaces managed server.

<name>pathTrim</name> - Default is no trim if not explicitly specified

<name>rewriteUrls</name> - can be set to None, Consumer, or Producer. See
the REST Proxy page for details. If you want the direct URLs (from the CMIS server
for document links), set this to None. Default is no rewrite (None).

<name>username</name> - (Optional) the username to use when connecting to the
CMIS REST service. Can be used to force a connection to a fixed username.

<name>password</name> - (Optional) the password to use when connecting to the
CMIS REST service. Used in conjunction with username, can be used to force a
connection to a fixed username/password. Not recommended for use outside of
development environment since password access is not secured.

<name>timeoutInMillisecs</name> - Time in milliseconds before the CMIS
query read response times out

<name>propagateTimeoutExceptions</name> - If true, propagate the timeout
exceptions. Otherwise, log the exception and return null for the CMIS query response.

20.5.3 Configuring the Activity Graph Provider

If you are working outside of the Integrated WLS domain (i.e., in the WC_Spaces
domain), before you can use scenarios that rely on the Activity Graph provider, you
must configure connection information for your local environment.

Connection settings for Activity Graph are maintained in wcps-connections.xml
in the we_domain conductor extensions directory (domain scoped). Although it is not
recommended that you edit this file directly, there are several other ways in which you
can modify connection settings. Use one of the methods described in Section 20.5.1,
"Creating or Modifying Provider Connection Settings." to configure the connection
settings for the Activity Graph provider.

Connection Element and Property Descriptions

<connection-name> - unique name for this connection. Connections can be
retrieved by name.
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<namespace> - generally, this must match the namespace the accessing scenario is
deployed within. The namespace is how the Conductor determines how to locate the
appropriate <connection> for a given scenario. Using a wildcard ¥, you can make
this connection element available in all namespaces.

<name>isDefault</name> - marks this connection as the default connection (if
multiple connections are defined)

<name>scheme</name> - protocol to access the CMIS REST service (HTTP or HTTPS
for SSL). Defaults to HTTP if not explicitly specified.

<name>host</name> - machine name hosting the Activity Graph REST service. This
is the machine name of the WC_Spaces managed server.

<name>port</name> - machine port number hosting the Activity Graph REST
service. This is the machine port number of the WC_Spaces managed server.

<name>rewriteUrls</name> - can be set to None, Consumer, or Producer. See
the REST Proxy page for details. If you want the direct URLs (from the CMIS server
for document links), set this to None. Default is no rewrite (None).

<name>user</name> - (Optional) the username to use when connecting to the
Activity Graph REST service.

<name>password</name> - (Optional) the password to use when connecting to the
Activity Graph REST service. Used in conjunction with username, can be used to
force a connection to a fixed username/password. Not recommended for use outside
of development environment since password access is not secured.

<name>restResourceIndex</name> - the URI suffix to append to the host/port
for the REST resource index (for example: '/rest/api/resourcelndex’)

20.5.4 Configuring the Oracle People Connections Locator

If you are working outside of the Integrated WLS domain (i.e., in the WC_Spaces
domain), before you can use scenarios that rely on the People Connections locator, you
must configure connection information for your local environment.

The Property Service uses an IPropertyLocator (the People Connections ILocator) to
interface with the People Connections service. The Property Provider that interfaces
with the People Connections service uses this ILocator to make PC REST calls for a
given user (or self) and return the 'Person’ object represented by that REST service call.
The Person attributes represent values for that WebCenter Portal profile.

Connection settings for the People Connections ILocator are maintained in
wcps-connections.xml in the we_domain conductor extensions directory (domain
scoped). Although it is not recommended that you edit this file directly, there are
several other ways in which you can modify connection settings. Use one of the
methods described in Section 20.5.1, "Creating or Modifying Provider Connection
Settings." to configure the connection settings for the People Connections ILocator.

Connection Element and Property Descriptions

<connection-name> - unique name for this connection. Connections can be
retrieved by name.

<namespace> - generally, this must match the namespace the accessing scenario is
deployed within. The namespace is how the Conductor determines how to locate the
appropriate <connection> for a given scenario. Use a wildcard *' to make this
connection element available in all namespaces.
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<name>isDefault</name> - marks this connection as the default connection (if
multiple are defined)

<name>scheme</name> - protocol to access the CMIS REST service (HTTP or HTTPS
for SSL). Defaults to HTTP if not explicitly specified.

<name>host</name> - machine name hosting the PC REST service. This is the
machine name of the WC_Spaces managed server.

<name>port</name> - machine port number hosting the PC REST service. This is the
machine port number of the WC_Spaces managed server.

<name>user</name> - (Optional) the username to use when connecting to the
People Connection REST service. Can be used to force a connection to a fixed
username.

<name>password</name> - (Optional) the password to use when connecting to the
People Connections REST service. Used in conjunction with username, can be used to
force a connection to a fixed username/password. Not recommended for use outside
of development environment since password access is not secured.

<name>restResourceIndex</name> - appended to the PC REST service
host/port, pointing to the location of the resourceIndex (available REST services)
page (for example: '/rest/api/resourcelIndex’)

Bootstrapping the Person class to the Properties Provider

In order for the Property Service to know about and use the results of the People
Connections REST calls, it needs to know about a Person'. This means creating a
‘Person' property set definition, along with its individual attributes set as property
definitions, before a 'Person' can be instantiated and its properties set.

The People Connection ILocator code does this by bootstrapping that process in a
servlet listener, configured in its web . xm1 file as shown in the example below:

<?xml version="1.0" encoding="UTF-8" ?>

<web-app xmlns="http://java.sun.com/xml/ns/j2ee"

xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://java.sun.com/xml/ns/j2ee

http://java.sun.com/xml/ns/j2ee/web-app_2_4.xsd"
version="2.4">

<!-- Allows connection config classes to be loaded from the connections.xml
file -->
<listener>

<listener-class>oracle.wcps.connection.lifecycle.VersatileModuleLifecycleCallback<
/listener-class>
</listener>
<listener>
<listener-class>oracle.wcps.people.util.BootstrapPropertiesListener</listener-clas
s>

</listener>

</web-app>
Accessing the PC REST connection configuration information

Because the People Connections [Locator is not an actual 'provider’, you cannot access
its connection information in provider code, as for example Activity Graph. Instead,
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internal code uses the VersatileModulelLifecycleCallback class to make that
configuration information available, and consequently makes this is a required listener
to be configured in web . xml. Once that listener has been activated, the code can make
calls to access connection information and parameterize the ILocator code to point to
the PC REST server.

Tying the PC ILocator to the Properties Service Provider

The Properties Service Provider (PSP) knows about the People Connections ILocator
through the namespaces. In the bootstrapping process above, the
PropertySetDefinition (and its definitions) are namespaced with
"people.connections.person" and a locator class
"oracle.wcps.people.property.PeoplePropertyLocator”. In using the PSP,
the namespace and PropertySetDefinition are passed to the PSP. The PSP uses
the locator class defined in the PropertySetDefinition to instantiate and delegate
to property values (Person values from the People Connections REST service).

The locator and namespaces are critical in this process. They are defined as constants
in the internal PropertyDefConstants class. Note that these do not need to be
configured.

20.5.5 Configuring