2.4. Updating Oracle VDI to Release 3.4.1



2.4.1. Oracle VDI Update Requirements




        Updates to Oracle VDI release 3.4.1 are
        supported only from the following releases of
        Oracle VDI:
      
	
            3.4
          

	
            3.3.2
          




        To update from any other release of Oracle VDI,
        contact Oracle Support.
      

        To update Oracle VDI, follow the instructions for your
        specific Oracle VDI configuration:
      
	
             Updating an Oracle VDI Center (Single Host)
          

	
             Updating an Oracle VDI Center (High Availability)
          




        After you update Oracle VDI, it is best to clear your
        browser's cache before logging in to Oracle VDI Manager. This prevents
        any display problems after the update.
      

        Updating Sun Ray Client Operating Software (Client Firmware)
      

        When you update Oracle VDI, you also update the
        included Sun Ray Software component. You should also update the
        firmware on your Sun Ray Clients in order to take full advantage
        of the enhancements in the updated Sun Ray Software component. Also
        new Sun Ray Clients might not contain the latest firmware and
        might need to be updated.
      

        Starting with Sun Ray Software release 5.3, the Sun Ray
        Operating Software (formerly known as Sun Ray Client firmware) is
        no longer included with Sun Ray Software and must be downloaded
        separately from My Oracle
        Support.
      

        See the
        Sun Ray Software 5.3 Administration Guide
        for details of how to update the Sun Ray Operating Software on
        Sun Ray Clients.
      

        For support-related questions about Sun Ray Operating Software,
        see
        knowledge
        document ID 1448410.1 on My Oracle Support.
      

        Updating Virtualization Platforms
      

        In addition to updating Oracle VDI, you might also
        have to update your virtualization platform. See the following
        for details of what is supported in this release:
      
	
            Oracle VM VirtualBox
            requirements
          

	
            Microsoft Hyper-V
            requirements
          

	
            Microsoft Remote
            Desktop Services requirements
          

	
            VMware vCenter
            requirements
          

	
            Supported storage
            platforms
          

	
            Supported desktop
            operating systems
          




2.4.2. Updating an Oracle VDI Center (Single Host)




        Before you begin:
      
	
            Ensure that no users are logged in to Oracle VDI
            on the host. The update stops all Oracle VDI
            services.
          

	
            Check that the host meets the requirements for installing
            Oracle VDI, see
            Section 2.2, “Oracle VDI System Requirements”.
          

	
            Check that the host meets the requirements for updating
            Oracle VDI, see
            Section 2.4.1, “Oracle VDI Update Requirements”.
          



	
            Download the Oracle VDI software archive to a
            temporary location on the host.
          

	
            Log in as root on the host.
          

	
            Make a backup of the Oracle VDI database.
          

            While the backup job is running, all other jobs are stopped
            or held in the queue.
          
	
                From the CLI, run the vda-backup
                command.
              
# /opt/SUNWvda/sbin/vda-backup -p <path-to-directory> -o <output-file-name>

                Use the vda-backup
                -h to see all the options for
                this command.
              

	
                In Oracle VDI Manager:
              
	
                    Go to Settings
                    →
                    VDI
                    Center.
                  

	
                    Select the
                    Database tab.
                  

	
                    In the VDI Database
                    Backup section, click
                    Backup.
                  







	
            Unzip the Oracle VDI software archive and change
            working directory to the extracted directory.
          
# unzip vda_3.4.1_solaris_amd64.zip
# cd vda_3.4.1_solaris_amd64

	
            Preserve the Oracle VDI configuration on the host.
          
# ./vda-preserve

            This step preserves the Oracle VDI configuration
            settings and stops Oracle VDI services on the
            host.
          

	
            Install the software.
          
# ./vda-install

            An existing installation is detected and you are prompted to
            update the installation.
          
Oracle Virtual Desktop Infrastructure 3.4.1 Installation

Found preserved data from 3.4.
Do you want to update to Oracle VDI 3.4.1 now? ([y]/n)

	
            To update, press the Return key.
          

            The Oracle VDI components are updated.
          

            At the end of the update, you are prompted to configure
            Oracle VDI.
          
Do you want to configure Oracle VDI 3.4.1 now? ([y]/n)

            To configure the host, press the Return key.
          

            To configure the host later, type n and
            press the Return key. Use the vda-config
            command to configure the host.
          

            The host is configured using the details from the preserved
            configuration.
          




2.4.3. Updating an Oracle VDI Center (High Availability)




        Before you begin:
      
	
            Ensure that no users are logged in to the
            Oracle VDI Center. The update stops all
            Oracle VDI services in the Center.
          

	
            Check that the hosts meet the requirements for installing
            Oracle VDI, see
            Section 2.2, “Oracle VDI System Requirements”.
          

	
            Check that the hosts meet the requirements for updating
            Oracle VDI, see
            Section 2.4.1, “Oracle VDI Update Requirements”.
          

	
            If you are using a remote database, ensure that you have the
            administrator password of the remote database.
          



	
            Make a backup of the Oracle VDI database.
          

            The backup can be made on any host in the
            Oracle VDI Center.
          

            While the backup job is running, all other jobs in the
            Oracle VDI Center are stopped or held in the
            queue.
          
	
                From the CLI, run the vda-backup
                command.
              
# /opt/SUNWvda/sbin/vda-backup -p <path-to-directory> -o <output-file-name>

                Use the vda-backup
                -h to see all the options for
                this command.
              

	
                In Oracle VDI Manager:
              
	
                    Go to Settings
                    →
                    VDI
                    Center.
                  

	
                    Select the
                    Database tab.
                  

	
                    In the VDI Database
                    Backup section, click
                    Backup.
                  







	
            Preserve the Oracle VDI configuration on all hosts
            in the Oracle VDI Center.
          

            Start with the primary, followed by the secondaries.
          

            Repeat the following steps on each Oracle VDI
            host.
          
	
                Download the Oracle VDI software archive to a
                temporary location on the host.
              

	
                Log in as root on the host.
              

	
                Unzip the Oracle VDI software archive and
                change working directory to the extracted directory.
              
# unzip vda_3.4.1_solaris_amd64.zip
# cd vda_3.4.1_solaris_amd64

	
                Run the preservation script.
              
# ./vda-preserve

                This step preserves the Oracle VDI
                configuration settings and stops Oracle VDI
                services on the host.
              




	
            Install and configure the software on the
            primary host.
          
	
                Install the software.
              
# ./vda-install

                An existing installation is detected and you are
                prompted to update the installation.
              
Oracle Virtual Desktop Infrastructure 3.4.1 Installation
        
Found preserved data from 3.4.
Do you want to update to Oracle VDI 3.4.1 now? ([y]/n)

	
                To update, press the Return key.
              

                If you are using a remote database, you are prompted for
                the administrator password for the remote database.
              
Oracle VDI 3.4.1 Installation
Updating from Oracle VDI 3.4 to Oracle VDI 3.4.1

MySQL VDA Database Update.
Enter remote database administrator privileged user name: mydbadmin
Enter remote database administrator privileged password:

                Enter the administrator password and press the Return
                key.
              

                At the end of the update, you are prompted to configure
                Oracle VDI.
              
Do you want to configure Oracle VDI 3.4.1 now? ([y]/n)

	
                To configure the host, press the Return key.
              

                To configure the primary host later, type
                n and press the Return key. Use the
                vda-config command to configure the
                host. If you do this, you must configure the primary
                before you configure
                any secondary hosts.
              

                The primary host is configured using the details from
                the preserved configuration.
              




	
            Install and configure the software on all the
            secondary hosts.
          

            Only configure one secondary host at a
            time. Wait for the configuration to complete
            before adding additional secondary hosts.
          

            Repeat the following steps on each Oracle VDI
            secondary host.
          
	
                Install the software.
              
# ./vda-install

                An existing installation is detected and you are
                prompted to update the installation.
              
Oracle Virtual Desktop Infrastructure 3.4.1 Installation
        
Found preserved data from 3.4.
Do you want to update to Oracle VDI 3.4.1 now? ([y]/n)

	
                To update, press the Return key.
              

                At the end of the update, you are prompted to configure
                Oracle VDI.
              
Do you want to configure Oracle VDI 3.4.1 now? ([y]/n)

	
                To configure the secondary host, press the Return key.
              

                To configure the secondary host later, type
                n and press the Return key. Use the
                vda-config command to configure the
                host. If you do this, you must configure the primary
                before you configure
                any secondary hosts.
              

                The host is configured using the details from the
                preserved configuration.
              








Chapter 3. Configuring Companies and User Directories



Table of Contents
	3.1. About User Directory Integration
		3.1.1. Active Directory Types
	3.1.2. LDAP Types
	3.1.3. User Directory Customization


	3.2. Supported User Directories
	3.3. About Companies
		3.3.1. Changes to Desktop Selector
	3.3.2. Corporation Setting


	3.4. How to Create a Company
	3.5. How to Set Up Kerberos Authentication
		3.5.1. Whitelist and Blacklist Support


	3.6. How to Set Up Public Key Authentication
	3.7. How to Set Up Anonymous Authentication
	3.8. How to Set Up Simple Authentication
	3.9. How to Set Up Secure Authentication
	3.10. About Complex Forest Configurations
	3.11. How to Reconfigure the User Directory Settings
		3.11.1. Defining the User Directory
	3.11.2. Changing the Security Level
	3.11.3. Changing the Credentials
	3.11.4. Updating the Server SSL Certificates
	3.11.5. Adding Fallback Hosts


	3.12. About Global Oracle VDI Centers
		3.12.1. Home and Foreign Oracle VDI Centers
	3.12.2. Guest Pools
	3.12.3. Oracle VDI Login and Desktop Selector Dialog


	3.13. How to Prepare a User Directory for Global Oracle VDI Centers
		3.13.1. Oracle VDI Center Data Schema


	3.14. About LDAP Filters and Attributes
		3.14.1. Searching for Users and Groups
	3.14.2. Requesting a Desktop for a User
	3.14.3. Resolving Group Membership
	3.14.4. LDAP Cache


	3.15. Removing a Company


3.1. About User Directory Integration




      Typically user information is already stored in an Active
      Directory or LDAP server. Before you can create pools and assign
      users to desktops, you must configure the desired Active
      Directory/LDAP server and the Oracle VDI. The following
      information describes the user directory types supported by
      Oracle VDI.
    
3.1.1. Active Directory Types




        Active Directory integration is the recommended choice for
        production platforms integrating with Microsoft Active
        Directory. Active Directory integration requires additional
        configuration (Kerberos configuration and time synchronization)
        on the Oracle VDI hosts. To set up Active Directory
        integration quickly, for example for testing purposes, you can
        use LDAP Types, see
        Section 3.1.2, “LDAP Types”.
      

        See Section 3.2, “Supported User Directories” for details of the
        supported versions of Active Directory.
      

        The users from the Active Directory can be used for desktop and
        pool assignments and will be able to access desktops provided by
        Oracle VDI. On top of this basic feature, Active
        Directory integration offers the following functionalities:
      
	
            Active Directory integration enables access to all the users
            from a forest and makes those users available for desktop
            and pool assignments. This means that the users from the
            different sub-domains of the forest will be able to access
            desktops from Oracle VDI.
          

            For more details on supported forest configurations, see
            Section 3.10, “About Complex Forest Configurations”.
          

	
            Active Directory integration allows computer entries to be
            removed from the Active Directory when cloned desktops are
            deleted by the Oracle VDI.
          

            When a Windows desktop (cloned in Oracle VDI)
            joins a domain through Sysprep, this will typically create a
            new computer entry in the Active Directory. Configuring
            Oracle VDI with Kerberos Authentication will allow
            the Oracle VDI to remove the computer entries from
            the Active Directory, when deleting unused desktops. This
            avoids having computer entries piling up in the Active
            Directory while the matching desktops have long been
            destroyed.
          

	
            Active Directory integration allows users to update their
            password
            (Section 6.2.4, “How to Change a User Password”) in
            the Active Directory server either before this password has
            expired (optional action) or after the password has expired
            (mandatory action).
          




        You can choose from the following supported Active Directory
        types:
      
	
            Kerberos Authentication -
            The typical choice when integrating with Microsoft Active
            Directory.
          

            See Section 3.5, “How to Set Up Kerberos Authentication” for more information.
          

	
            Public Key Authentication
            - To be used to integrate with Microsoft Active Directory
            when the domain controller requires LDAP signing, see:
            http://support.microsoft.com/kb/935834.
          

            See Section 3.6, “How to Set Up Public Key Authentication” for more
            information.
          




3.1.2. LDAP Types




        LDAP integration is the recommended choice for integrating with
        other types of LDAP directories or to set up Active Directory
        integration quickly. The setup is straight-forward, without the
        need for extra configuration.
      

        See Section 3.2, “Supported User Directories” for details of the
        supported LDAP directories.
      

        LDAP integration allows users to update their password
        (Section 6.2.4, “How to Change a User Password”) in the
        directory server only before this password has expired. If the
        user password expires, the user will be required to update it
        using a customer-provided process external to
        Oracle VDI.
      

        LDAP Integration offers three security types for authentication:
        anonymous, simple, and secure:
      
	
            Anonymous Authentication
            - Useful for a quick integration with an LDAP server but not
            recommended for production environments. Anonymous
            Authentication may only be chosen if the LDAP server
            supports anonymous authentication. Active Directory does not
            support Anonymous Authentication.
          

            See Section 3.7, “How to Set Up Anonymous Authentication” for more
            information.
          

	
            Simple Authentication -
            The recommended choice for production platforms integrating
            with LDAP directories other than Active Directory. If
            integrating with Active Directory, use Kerberos
            Authentication, see
            Section 3.5, “How to Set Up Kerberos Authentication”. A default
            restriction in Active Directory prevents password updates
            from an LDAP Simple Authentication.
          

            See Section 3.8, “How to Set Up Simple Authentication” for more
            information.
          

	
            Secure Authentication -
            Useful to secure connections over SSL, when the directory
            supports it.
          

            See Section 3.9, “How to Set Up Secure Authentication” for more
            information.
          




        When a user gets a desktop from Oracle VDI (via the
        Desktop Selector), Oracle VDI passes the user
        credentials to the desktop so the user does not have to re-enter
        their credentials at the desktop login. One way
        Oracle VDI enables users to authenticate is through
        their email address, however, an email address is not a valid
        username on the desktop side.
      

3.1.3. User Directory Customization




        If you have an expert understanding of user directory
        integration and would like to optimize Oracle VDI for
        your user directory, refer to the following sections:
      
	
            Appendix C, User Directory LDAP Filters and Attributes
          

	
            Section C.1, “How to Edit LDAP Filters and Attributes”
          

	
            Section 3.11, “How to Reconfigure the User Directory Settings”
          






8.7. Deleting Orphan Disks




      For the Oracle VM VirtualBox and Microsoft Hyper-V desktop providers,
      storage is provided by external storage volumes, and this storage
      is assigned to desktops and templates as you create them.
      Eventually, you may delete the desktop and templates, but the
      associated storage is not automatically released.
    

      Orphan disks are those storage volumes that
      are not currently mapped to any desktop or template and can be
      deleted to free up space. Orphan disks that have descending clones
      cannot be deleted.
    
Note

        Some orphan disks may still hold important data. Make sure the
        data on an orphan disk is no longer needed before you delete it.
      


      Oracle VDI Manager Steps
    
	
          In Oracle VDI Manager, go to Desktop
          Providers.
        

	
          Select an Oracle VM VirtualBox or Microsoft Hyper-V desktop provider.
        

	
          Go to the Storage tab.
        

	
          Select a storage server.
        

          The Storage Summary page is displayed for the storage server.
        

	
          Click the Orphan Disk link.
        

          The Orphan Disk page is displayed.
        

	
          Select the orphan disks to delete and click Delete.
        



Note

        The orphan disks without a checkbox cannot be deleted.
      


      CLI Steps
    
	
          List the current desktop providers.
        
# /opt/SUNWvda/sbin/vda provider-list

	
          List the storage servers for the specific desktop provider.
        
# /opt/SUNWvda/sbin/vda provider-list-storage desktop-provider


	
          List the orphan disks for a desktop provider's storage server.
        
# /opt/SUNWvda/sbin/vda provider-storage-orphans -h storage-hostname \
-z storage-zfs-pooldesktop-provider


	
          Delete one or more orphan disks.
        
# /opt/SUNWvda/sbin/vda provider-storage-orphan-delete -r desktop-provider \
-s storage-hostname -z storage-zfs-poolvolumeId1[ volumeId2...]





9.3. Oracle VM VirtualBox Desktop Provider



9.3.1. Why Are My Windows 7 Audio Drivers Not Automatically Installed?




        32-bit Windows 7 does not ship with drivers for the Oracle VM VirtualBox
        emulated audio hardware (AC'97). However, running Windows Update
        should solve the problem by getting an appropriate driver for it
        automatically. After that update, followed by a reboot, you
        should have working audio.
      

        For the 64-bit versions of Windows 7 you have to download the
        Realtek AC'97 drivers to enable audio.
      

        See http://www.realtek.com.tw/downloads for
        download instructions.
      

9.3.2. Oracle VM VirtualBox Install Is Failing With "Postinstall Script Did Not Complete
        Successfully" Errors




        If you are installing Oracle VM VirtualBox, you may get the following
        error in the console:
      
## Executing postinstall script.
Configuring VirtualBox kernel modules...
VirtualBox Host kernel module unloaded.
devfsadm: driver failed to attach: vboxdrv
Warning: Driver (vboxdrv) successfully added to system but failed to attach
can't load module: No such device or address
## Aborting due to attach failure.
## Configuration failed. Aborting installation.
pkgadd: ERROR: postinstall script did not complete successfully

Installation of <SUNWvbox> partially failed.

        This error is typically seen when previous releases of
        VirtualBox are still installed. Try removing
        VirtualBox (./vb-install -u). Then
        verify that the following packages have been removed:
      
	
            SUNWvbox
          

	
            SUNWvboxkern
          




        Reboot, then try the installation again.
      

9.3.3. There Is an Error When I Add an Oracle VM VirtualBox Host to a Desktop Provider




        Errors can occur when you add an Oracle VM VirtualBox host to a desktop
        provider. In Oracle VDI Manager, error alerts might be displayed on
        either the Specify Host or Verify Certificate steps of the
        configuration wizard.
      

        Specify Host Step
      

        After you enter the host details, the following actions happen:
      
	
            The operating system of the host is verified.
          

	
            The DNS name of the host (if a DNS name is used) is
            resolved.
          

	
            The host's SSL and SSH certificates are retrieved.
          




        If you see the message "The operating system does not
        match because all hosts should run the same operating
        system.", it means you cannot add the host to the
        desktop provider. Due to the differences in the availability of
        the storage types and the way they are used, the virtualization
        hosts for an Oracle VM VirtualBox desktop provider must use the same
        operating system. If you have a mixture of Oracle
        Solaris and Oracle Linux virtualization hosts, you
        must create separate desktop providers for them.
      

        An error can be caused by DNS errors, either in resolving the
        host name or in contacting the host. If this happens, check the
        following:
      
	
            Check that all the information you entered is correct,
            including SSH and SSL ports.
          

            You specify the SSL port when you install VirtualBox.
          

	
            Check that the Oracle VDI host can resolve the
            host by using the nslookup
            <hostname>
            command on the Oracle VDI host.
          

	
            Check that the host is running and that the SSH service has
            started:
          
# svcs svc:/network/ssh:default

            The service should be online. If a service is marked as
            maintenance, try resetting it using:
          
# svcadm clear <service_frmi>




        Verify Certificate Step
      

        An error at the Verify Certificate step, indicates that the
        VirtualBox web service cannot be contacted or might not
        be running.
      

        Check that the VirtualBox web service is online, using
        the following command:
      
# svcs svc:/application/virtualbox/webservice:default

        If the service is in maintenance mode, use the following command
        to clear the service and check the status again:
      
# svcadm clear svc:/application/virtualbox/webservice:default

        If the service is off line, use the following command to enable:
      
# svcadm enable svc:/application/virtualbox/webservice:default

9.3.4. Are all Oracle VM VirtualBox Releases Compatible With Oracle VDI?




        No. See Section 4.1.2, “System Requirements for Oracle VM VirtualBox” for details of
        what is supported.
      

        If you want to create virtual machine templates locally, for
        example on a laptop, make sure to use the same release as you
        have installed on your Oracle VM VirtualBox desktop provider host. This
        ensures that you install the correct version of the guest
        additions, and avoids incompatibility problems with the XML
        configuration files for your virtual machines, which can prevent
        them from being imported into Oracle VDI.
      

9.3.5. I Can See My Oracle VM VirtualBox Hosted Desktop, But It Will Not Start




        In some rare circumstances a desktop maybe left registered and
        powered off on an Oracle VM VirtualBox host. Desktops in this state for
        more than a couple of minutes can safely be deleted from the
        VirtualBox host if necessary as the configuration is
        stored in the Oracle VDI database and all data on a
        storage host. When manually unregistering a desktop from
        VirtualBox ensure that you also unregister the desktop's
        disk image.
      

        Steps to resolve:
      
	
            Log in as the user you specified during the installation of
            VirtualBox (typically 'root').
          

	
            Determine the UUID of the virtual machine:
          
	
                Execute VBoxManage list vms.
              

	
                Or, use the Oracle VDI Manager to obtain the ZFS volume name
                listed in the Desktop Summary tab. The UUID is the
                string after the forward slash (example:
                f3ced2bb-d072-4efc-83c9-5a487872919d).
              




	
            To unregister the virtual machine on the VirtualBox
            host (this action does not delete the Oracle VDI
            desktop), execute:
          
VBoxManage unregistervm <uuid> -delete

	
            To unregister the virtual disk on the VirtualBox host
            (this action does not delete the Oracle VDI
            desktop), execute:
          
VBoxManage unregisterimage disk <uuid>




9.3.6. The Time in My Oracle VM VirtualBox Desktop Is Too Slow




        Windows allows random applications to change the timer frequency
        from the default of 100Hz (which gives very good VM performance
        on Oracle Solaris hosts) to an arbitrary higher value, usually
        1kHz.
      

        In general, looking at VBox.log
        (~/.VirtualBox/Machines/VDA/<VMNAME>/Logs/VBox.log)
        reliably gives the current timer resolution if one searches for
        the last line containing PIT: mode=...
        (ch=0). This works for any guest OS, as long as the
        number of CPUs assigned to a VM is left at the default (1). This
        should cover the majority of configurations used with
        Oracle VDI.
      

        The typical lines are PIT: mode=2 count=0x2ead (11949)
        - 99.85Hz (ch=0) and PIT: mode=2 count=0x4ad
        (1197) - 996.81Hz (ch=0).
      

        Assuming there is only one application which requests the high
        timer resolution, it can be found by terminating all running
        applications one by one, and watching whether the log file shows
        the drop in timer resolution. This shows up instantaneously.
      

        Also, looking at the output of prstat often
        allows to detect which VM processes use substantially more CPU
        time than others. This allows reducing the number of candidates
        if only some VMs use 1kHz timer resolution.
      

        Performance issues caused by the timer resolution are often
        dormant until the number of VMs on a VirtualBox host
        exceeds the number of (true) CPU cores in the server. The reason
        is that VirtualBox tries its best to deal with the
        situation, which usually keeps a full CPU core busy. When there
        are more such VMs they block each other, triggering a symptom
        which is easy to observe - time in the VM runs much slower than
        it should.
      

9.3.7. What Are the Requirements for High Availability for Oracle VM VirtualBox?




        High Availability for an Oracle VM VirtualBox virtualization platform
        would require at least two VirtualBox hosts. In the event
        that one VirtualBox server goes down, all existing
        desktop sessions would be terminated. Then the terminated
        sessions would be restarted on the remaining VirtualBox
        servers as they are requested by users, as long as there is
        sufficient memory available.
      

        High Availability for Oracle VDI, Sun Ray Software, and
        MySQL requires two Oracle VDI hosts. See
        Section 2.1, “About Oracle VDI Centers and Hosts” for detailed information
        about the hardware configurations that support this type of
        redundancy.
      

9.3.8. How Do I Change the Password of the VirtualBox User?




        When you add an Oracle VM VirtualBox host to a desktop provider, you
        provide the user name and password of the user that runs
        VirtualBox on the host. These credentials are the same
        credentials provided when VirtualBox was installed.
        Oracle VDI uses the credentials to access the
        VirtualBox host using SSH and to access the
        VirtualBox web service.
      

        Before you change the password for the VirtualBox user,
        it is best to enable
        maintenance
        mode for the VirtualBox host to minimize
        disruption to users.
      

        To change the password of the VirtualBox user, you must
        perform all of the following steps:
      
	
            Change the password for the UNIX user.
          
	
                Log in as root or the VirtualBox user on the
                VirtualBox host.
              

	
                Change the VirtualBox user's password.
              

                Follow your organization's standard policy for changing
                passwords.
              

                For example, to use the passwd
                command:
              
# /usr/bin/passwd
passwd: Changing password for root
New Password:
Re-enter new Password:
passwd: password successfully changed for root





	
            Change the password for the VirtualBox web service
            user.
          
	
                Log in as root on the VirtualBox host.
              

	
                Generate the password hash of the new password.
              

                You can use the VirtualBox command line to
                generate the hash.
              
 # VBoxManage internalcommands passwordhash <Password>

                For example:
              
# VBoxManage internalcommands passwordhash T0pSecr3t
Password hash: bfd5bde76fcee3c2e6fc583cd0541569a1d35d551c19d99b36a0ee7628b4b114


	
                Change the password hash for the web service user.
              

                The VirtualBox web service uses the
                VBoxAuthSimple library to
                authenticate web service users. The hashed password is
                stored in the VirtualBox global extra data items.
              
# VBoxManage setextradata global VBoxAuthSimple/users/<User> <PasswordHash>

                For example:
              
# VBoxManage setextradata global VBoxAuthSimple/users/root \
bfd5bde76fcee3c2e6fc583cd0541569a1d35d551c19d99b36a0ee7628b4b114


	
                Verify that the stored password hash for the
                VirtualBox web service user is correct.
              
# VBoxManage getextradata global VBoxAuthSimple/users/<User>

                For example:
              
# VBoxManage getextradata global VBoxAuthSimple/users/root
Value: bfd5bde76fcee3c2e6fc583cd0541569a1d35d551c19d99b36a0ee7628b4b114





	
            Change the password for the VirtualBox host in
            Oracle VDI.
          
	
                In Oracle VDI Manager, go to Desktop
                Providers.
              

	
                Select the desktop provider that contains the
                VirtualBox host.
              

	
                Go to the Host tab,
                select the host and click
                Edit.
              

	
                In the Password field, enter the new password and click
                Next
                to confirm the changed details.
              




            Alternatively, use the vda
            provider-host-setprops command to change the
            password.
          




9.3.9. Users Experience Blurry Text in Internet Explorer




        If users experience blurry text in Internet Explorer, this might
        be because the area is mistakenly interpreted by Oracle VM VirtualBox as
        near full-screen video. This is caused by the way Internet
        Explorer redraws the browser window.
      

        You can work round this issue by limiting the areas which
        Oracle VM VirtualBox detects and sends as video. You do this by
        configuring a pool property with the following command:
      
/opt/SUNWvda/sbin/vda pool-setprops -p limited-rca-detection=enabled <PoolName>

        When this property is enabled, screen areas greater than 800 x
        600, but smaller than full screen, are not downscaled.
      

9.3.10. A Critical Alert is Displayed When Storage is Added to a Desktop
        Provider




        A critical alert might be displayed in Oracle VDI Manager when you
        create an Oracle VM VirtualBox desktop provider or when you add storage
        to an existing provider and the VirtualBox hosts run on
        the Oracle Linux platform. On the command line,
        the status of provider is shown as critical. Because the alert
        takes a long time to clear, it might appear that an error has
        occurred.
      

        The alert is displayed because the configured storage is not yet
        ready for use. When VirtualBox hosts run on the
        Oracle Linux platform, Oracle VDI
        formats the storage using Oracle Cluster File System version 2
        (OCFS2). The critical alert is displayed for as long as it takes
        to format the storage. This affects Sun ZFS and iSCSI storage
        types only, local and network file system storage types are not
        affected.
      

9.3.11. A Storage Cannot Be Removed From a Desktop Provider




        Problem: A storage cannot be
        removed from a desktop provider because the Remove button is
        disabled on the Storage tab in Oracle VDI Manager.
      

        Solution: You must enable
        maintenance
        mode for the storage first. This enables
        Oracle VDI to migrate the desktops to another storage
        host and, if needed, to unmount the OCFS2 file systems. Once the
        storage is in maintenance mode, it can be removed.
      

        If the storage is a local storage and there are multiple
        virtualization hosts, Oracle VDI automatically creates
        a local storage for each virtualization host so that the free
        space and number of desktops can be monitored on each host. You
        must enable maintenance mode for all the
        local storages before you can remove the local storage.
      

9.3.12. Adding a Storage Fails With an "Unable to Stop Cluster" Error




        Problem: When you first add
        an iSCSI or Sun ZFS storage to an Oracle Linux
        VirtualBox desktop provider, it can fail with an
        Unable to stop cluster as heartbeat region still
        active error. The problem is caused by a failure to
        stop a running Oracle Cluster File System version
        2 (OCFS2) cluster.
      

        Solution: Stop OCFS2
        services, disconnect the iSCSI target, and then add the storage
        again.
      

        To stop OCFS2 services and disconnect the iSCSI target, perform
        the following steps on each virtualization
        host for the desktop provider:
      
	
            Log in as root on the virtualization host.
          

	
            Stop the OCFS2 service.
          
# /etc/init.d/ocfs2 stop

            This command should unmount all OCFS2 file systems and stop
            all OCFS2 activity.
          

	
            Verify that the OCFS2 file system is not mounted in
            /vdi/<mount>.
          

            Use the mount command to check if
            anything is mounted in that location.
          

            If the file system is not unmounted, try to unmount it using
            the following command:
          
# umount /vdi/<mount>


            If it is not possible to unmount the OCFS2 file system
            because the device is busy. Use the following command to
            stop all processes running on the mount:
          
# fuser -k /vdi/<mount>


	
            Stop the O2CB cluster service.
          
# /etc/init.d/o2cb offline 
# /etc/init.d/o2cb unload

	
            Disconnect the iSCSI target.
          

            Use the iscsiadm -m session command to
            list the iSCSI targets on the host. For example:
          
# iscsiadm -m session
tcp: [1] 192.168.1.100:3260,1 iqn.1986-03.com.sun:vdi:j4c4iwosixizjpniicm9:y29qlvunnmdnes5jolyu


            In this example, the session ID is shown in brackets
            [1], followed by the IP address and port
            of the iSCSI server (192.168.1.100:3260),
            followed by the iSCSI target name
            (iqn.1986-03.com.sun:vdi:j4c4iwosixizjpniicm9:y29qlvunnmdnes5jolyu).
          

            Log out of the iSCSI target.
          
# iscsiadm -m node -T <targetname> -p <ip>:<port> --logout


            For example:
          
# iscsiadm -m node -T iqn.1986-03.com.sun:vdi:j4c4iwosixizjpniicm9:y29qlvunnmdnes5jolyu \
-p  192.168.1.100:3260 --logout

            Delete the iSCSI target.
          
# iscsiadm -m node -T <targetname> -p <ip>:<port> -o delete


            For example:
          
# iscsiadm -m node -T iqn.1986-03.com.sun:vdi:j4c4iwosixizjpniicm9:y29qlvunnmdnes5jolyu \
-p 192.168.1.100:3260 -o delete





7.2. Oracle VDI Hosts



7.2.1. Sizing Guidelines for Oracle VDI Servers




        The primary Oracle VDI server requires a dual-core CPU
        and 2 GB of memory. As long as the Oracle VDI services
        are not configured on that server, these hardware requirements
        do not change with the number of running desktops.
      

        The secondary Oracle VDI server requirements for the
        number of cores
        and memory size varies with
        the number of running desktops supported, as well as the
        required network
        bandwidth. The bandwidth also varies with the content
        displayed. The numbers given below are typical for office work.
        Displaying videos or web pages with Flash content can increase
        the required bandwidth.
      
	
            Number of cores = number
            of running desktops / 20
          

            Example: Two secondary Oracle VDI servers with 8
            CPUs and 4 cores per CPU can serve 2 x 8 x 4 x 20 = 1280
            running desktops
          

	
            Memory size [MB] = number
            of desktops x 32 MB + 2048 MB
          

            Example: Two secondary Oracle VDI servers with 64
            GB of memory can serve (2 x 64 x 1024 MB - 2 x 2048 MB) / 32
            MB = 3968 running desktops
          

	
            Network bandwidth [Mb/s]
            = number of running desktops x 0.15 [Mb/s]
          

            Example: Two secondary Oracle VDI servers with one
            1 Gb Ethernet interface can serve 2 x 1024 / 0.15 Mb/s =
            13653 running desktops
          




7.2.2. Controlling the Number of Sessions on an Oracle VDI Host




        By default, an Oracle VDI host can host 100 sessions.
        The number of sessions is set when you configure
        Oracle VDI.
      

        To change the number of sessions on a configured
        Oracle VDI host, run the following command as root:
      
# /opt/SUNWkio/bin/kioskuseradm extend -c <count>



5.2. About Desktops




      The term desktop refers to an
      instance of an operating system running on a virtualization host.
      It is delivered to a user and accessed via a desktop access
      client. Oracle VDI manages desktops on any of the
      following virtualization platforms:
    
	
          Oracle VM VirtualBox
        

	
          VMware Infrastructure
        

	
          Microsoft Hyper-V
        

	
          Microsoft Remote Desktop
        




      Desktops may be created one-by-one for each user, but in most
      situations there will be groups of users that require the same
      applications. Oracle VDI allows you to prepare and use a
      desktop template, and clone as
      many desktops as needed from the template. For more on templates,
      refer to the Section 5.3, “About Templates and Revisions” section.
    
5.2.1. Supported Desktop Operating Systems




        The following table shows the desktop operating systems that are
        supported for each desktop provider type. Pay particular
        attention to the notes that follow this table.
      
	
                  Desktop Operating System
                
	
                  Oracle VM VirtualBox
                
	
                  VMware vCenter
                
	
                  Microsoft Hyper-V
                

	
                  Windows 7 (32-bit and 64-bit)
                
	
                  ✓
                
	
                  ✓
                
	
                  ✓
                

	
                  Windows Vista Enterprise
                
	
                  ✓
                
	
                  ✓
                
	
                  ✓
                

	
                  Windows XP SP2 and SP3 (32-bit and 64-bit)
                
	
                  ✓
                
	
                  ✓
                
	
                  ✓
                

	
                  Windows 2000 SP4
                
	
                  ✓ (VRDP only)
                
	 	 
	
                  Oracle Linux 5.6
                
	
                  ✓ (VRDP only)
                
	 	 
	
                  Oracle Solaris 10, at least release 10/09
                
	
                  ✓ (VRDP only)
                
	 	 
	
                  SUSE Linux Enterprise Desktop 11
                
	
                  ✓ (VRDP only)
                
	 	 
	
                  Ubuntu 12.04 (Precise Pangolin)
                
	
                  ✓ (VRDP only)
                
	 	 
	
                  Ubuntu 11.04 (Natty Narwhal)
                
	
                  ✓ (VRDP only)
                
	 	 
	
                  Ubuntu 10.04 (Lucid Lynx)
                
	
                  ✓ (VRDP only)
                
	 	 



        Not all editions of Windows 7 include support for remote desktop
        connections, see the
        Microsoft
        Remote Desktop Connection FAQ for details.
      

        The supported desktops for Microsoft Remote Desktop provider are
        described in Section 4.2.4, “System Requirements for Microsoft Remote Desktop Services”.
      

        The features that can be used with a virtual desktop depend on
        the RDP protocol selected for the pool and the method used to
        access Oracle VDI. For more information, see the
        following:
      
	
            Section 5.1.7, “Choosing Between VRDP and MS-RDP”
          

	
            Section 6.1, “About Desktop Access”
          




5.2.2. Available Actions for Desktops




        Not all actions are available for all platforms. VMware has its
        own management tool, VMware vCenter, and Oracle VDI
        simply accesses the data. Microsoft Remote Desktop is not a
        virtualization platform like the others, therefore desktops
        cannot be imported and assigned personally.
      
	
                  Action
                
	
                  Details
                
	
                  Location in Oracle VDI Manager
                
	
                  vda Subcommand
                
	
                  Desktop Provider
                

	
                  Import Desktop
                
	
                  Imports a virtual machine into Oracle VDI.
                  After that the desktop can be assigned to any user.
                  Oracle VM VirtualBox and Microsoft Hyper-V hosted machines can
                  be imported from a shared folder. In addition, virtual
                  machines can be directly imported from a
                  VirtualBox host. For VMware vCenter, the
                  virtual machines remain under the control of VMware
                  vCenter, but the user assignment and runtime
                  management is done by Oracle VDI.
                




                
                  For more details see:
                


                	
                      Section 5.6.1, “How to Import Desktops (Oracle VM VirtualBox)”
                    

	
                      Section 5.6.3, “How to Import Desktops (Microsoft Hyper-V)”
                    

	
                      Section 5.6.2, “How to Import Desktops (VMware vCenter)”
                    



	
                  Desktop Tab → Import (button)
                
	
                  pool-vb-import
                




                
                  pool-vb-import-unmanaged
                




                
                  pool-vc-import
                




                
                  pool-hv-import
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    

	
                      Generic
                    




	
                  Duplicate Desktops
                
	
                  Creates an identical clone of any desktop.
                
	
                  Desktop Tab → Duplicate (in Menu)
                
	
                  desktop-duplicate
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    




	
                  Rename Desktop
                
	
                  Renames the desktop. The name is also visible if more
                  than one desktop is assigned to the user.
                
	
                  Desktop Tab → Rename (in Menu)
                
	
                  desktop-setprops
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      Generic
                    




	
                  Export Desktop
                
	
                  Exports the selected desktop to disk, consisting of an
                  XML file for the properties of the virtual machine and
                  a .vdi file for the content of the
                  desktop's hard drive. The exported desktop can then be
                  stored and used outside Oracle VDI.
                
	
                  Desktop Tab → Export (in Menu)
                
	
                  desktop-export
                
		
                      Oracle VM VirtualBox
                    




	
                  Delete Desktop
                
	
                  If necessary, the desktop is stopped. Then for
                  VirtualBox and Microsoft Hyper-V hosted
                  desktops, the iSCSI disk is deleted from the storage.
                  For VMware vCenter desktops, you have the option to
                  keep the virtual machine available on VMware vCenter.
                  All references to the desktop are removed from the
                  Oracle VDI database.
                
	
                  Desktop Tab → Delete Desktop (in Menu)
                
	
                  desktop-delete
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    

	
                      Generic
                    




	
                  Convert Desktop to
                  Template
                
	
                  Moves the desktop to the template management of the
                  pool and creates a first revision.
                
	
                  Desktop Tab → Convert to Template (in Menu)
                
	
                  desktop-template
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    




	
                  Reset Cloning
                
	
                  Regardless of the recycle policy all cloned desktops
                  (that are not currently in use or personally assigned)
                  are deleted and new desktops are cloned. You can use
                  this action to make sure that all desktops are cloned
                  from the same template or the latest master revision,
                  and use the latest settings from the Pools-Cloning
                  tab, like naming conventions or Windows system
                  preparation.
                
	
                  Desktop Tab → Reset Cloning (in Menu)
                
	 		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    




	
                  Assign Desktop
                
	
                  Creates a persistent relation between a user and the
                  desktop. This desktop will be reserved for the user as
                  their personal desktop.
                
	
                  Desktop Tab → Assign (button)
                
	
                  user-personaldesktop
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    

	
                      Generic
                    




	
                  Remove User
                
	
                  Breaks the persistent relation between user and
                  desktop.
                
	
                  Desktop Tab → Remove User (in Menu)
                
	
                  user-unassign
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    

	
                      Generic
                    




	
                  Log Out User
                
	
                  Logs the user out of their RDS session, and the
                  session no longer exists.
                
	
                  Desktop Tab → Log Out User (button)
                
	
                  desktop-logoff
                
		
                      MS Remote
                    




	
                  Disconnect
                
	
                  Disconnects the user from their RDS session, but the
                  session remains on the RDS Session Host and the user
                  can reconnect to it later.
                
	
                  Desktop Tab → Disconnect (button)
                
	
                  desktop-disconnect
                
		
                      MS Remote
                    




	
                  Start Desktop
                
	
                  Starts the desktop on the host. If the desktop is not
                  registered on the host, one is selected based on free
                  memory. The desktop is then registered and started.
                
	
                  Desktop Tab → Start (button)
                
	
                  desktop-start
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    




	
                  Shut Down Desktop
                
	
                  Sends an ACPI shutdown signal to the desktop.
                
	
                  Desktop Tab → Shut Down (in Menu)
                
	
                  desktop-stop
                




                
                  (without '-p' option)
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    




	
                  Restart Desktop
                
	
                  Restarts the desktop on the same host. Equivalent to
                  pressing the reset button on your PC and can cause
                  data loss if files are open.
                
	
                  Desktop Tab → Restart (button)
                
	
                  desktop-restart
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    




	
                  Power Off Desktop
                
	
                  Immediately powers-off the desktop and unregisters it
                  from the VirtualBox or Microsoft Hyper-V host.
                  On a VMware vCenter virtualization host, the desktop
                  is only powered off.
                
	
                  Desktop Tab → Power Off (in Menu)
                
	
                  desktop-stop -p
                




                
                  (with '-p' option)
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    




	
                  Suspend Desktop
                
	
                  Saves the desktop's state to disk. When the desktop is
                  resumed it will be in the same state prior to being
                  suspended.
                
	
                  Desktop Tab → Suspend (in Menu)
                
	
                  desktop-suspend
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    

	
                      VMware
                    




	
                  Open Desktop
                  Console
                
	
                  Opens a new window to access the desktop directly from
                  the browser.
                
	
                  Desktop Tab → Console Tab → Open in Window
                  (button)
                
	 		
                      Oracle VM VirtualBox
                    




	
                  Mount or Unmount
                  ISO
                
	
                  Mounts or unmounts an ISO image on the virtual
                  machine.
                
	
                  Desktop Tab → Mount ISO Image, or Unmount ISO
                  Image (in Menu)
                
	
                  desktop-mount-iso
                




                
                  desktop-unmount-iso
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    




	
                  Activate Desktop
                
	
                  In some error situations, Oracle VDI will
                  mark a desktop "unresponsive" rendering the desktop
                  unusable. Select Activate to return the desktop to the
                  previous state.
                
	
                  Desktop Tab → Activate (in Menu)
                
	
                  desktop-activate
                
		
                      Oracle VM VirtualBox
                    

	
                      Hyper-V
                    








9.4. VMware vCenter Desktop Provider



9.4.1. I Cannot Log into My VMware Virtual Machine




        This issue could be seen if the snapshot of the machine is older
        than 30 days. For more information, see
        http://support.microsoft.com/kb/154501
      

9.4.2. Users Cannot Log Into Their VMware Provided Windows desktop




        Verify that the users are configured for remote access and are
        allowed to perform a remote access.
      

9.4.3. Why Does My VMware Virtual Machine Have an Invalid IP Address Or Cannot
        Be Pinged?



	
            Verify that your networking interface is properly configured
            for your ESX server in the Virtual Infrastructure Client.
          

	
            If the network interface is properly configured for your ESX
            server:
          

            Verify that the network adapter is enabled in the template
            and is connected to the correct network.
          

            Verify that there is a properly configured DHCP server with
            enough leases running on the subnet your virtual machine
            will run on.
          

            See the VMware documentation, available online at
            http://www.vmware.com/support/pubs/vi_pubs.html
          




9.4.4. I Am Unable to Get a MS RDC Connection on My VMware Virtual Machine



	
            Verify that it has been enabled in the Remote tab of the
            System Properties dialog.
          

            If this is enabled, the issue probably has to do with your
            network settings.
          

	
            Verify that the virtual machine's subnet can be reached from
            the Windows machine from which you run the Remote Desktop
            Connection client.
          

            If you have set up a private network for your virtual
            machines, it might not be accessible from a machine not on
            that network.
          




9.4.5. Creating a vCenter Desktop Provider Fails With "Unable to Contact VMware
        VirtualCenter - Host Not Reachable at Port 443" Errors




        This error occurs when the VMware vCenter server has an expired
        certificate.
      

        For more information about how to regenerate an expired
        certificate, refer to the VMware Knowledge Base
        article
        ID 1009092.
      

        Once the certificate is regenerated, you should be able to
        successfully create a desktop provider.
      

9.4.6. In My VMware Desktop Pool, New Virtual Machines Are Created
        Automatically, But They Are Not Made Available



	
            Verify that you still have enough disk space for your
            virtual machines.
          

            Depending on the recycle policy settings for your pool
            before a newly created virtual machine is made available for
            users, a snapshot is taken. This operation requires
            sufficient disk space.
          

	
            Verify that the RDP port (typically 3389) of the Windows
            guest OS instance is open.
          

            Before a newly created virtual machine is made available,
            the Virtual Desktop Connector verifies whether RDP
            communication can be established to the virtual machine. The
            following issues might prevent a successful test:
          
	
                The virtual machine is on a private network and cannot
                be accessed by the Virtual Desktop Connector. Verify
                your network configuration.
              

	
                Remote access is disabled on the Windows guest OS.
              

	
                Firewall settings of the Windows guest OS do not allow
                RDP connections.
              







9.4.7. The VMware Virtual Machine Cloning Process Is Not Operating As Expected




        To determine whether a new virtual machine is ready for use,
        Oracle VDI tries to open an RDP connection to it. In
        certain cases, especially if you use a customized VM template
        for Vista, RDP can become available before the build process has
        completed; however, a virtual machine made available before the
        build process has completed cannot be used.
      

        The following procedure describes how to set up a customized
        virtual machine template VMware customization specs to correct
        this problem. It requires that RDP is disabled in the virtual
        machine template and that RDP is not blocked by a firewall when
        cloning is completed.
      

        Preparations for manual Sysprep for Windows XP VMs (Step 3) and
        Windows Vista or Windows 7 VMs (Step 4) are also included.
      
	
            Disable RDP by making sure the Remote Desktop checkbox on
            the Remote section of the System Preference dialog on the
            Windows Control Panel is unchecked.
          



Note

          If you are using the Windows Firewall, make sure that the
          Remote Desktop item is checked under Firewall Exceptions.
        

	
            Create a registry file called
            enableRdp.reg at C:\ with the following
            content:
          
REGEDIT4
[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Terminal Server]
"fDenyTSConnections"=dword:00000000

            The enableRdp.reg file is used at the end
            of the Sysprep process to enable RDP in the Windows
            registry.
          

	
            For Windows XP manual Sysprep, include the following under
            Additional Commands in the Setup Manager tool:
          
regedit /s C:\enableRdp.reg

            The Setup Manager tool is used to create answer files for
            Sysprep.
          

	
            For Windows Vista or Windows 7 manual Sysprep and
            customization specs, create a batch file called
            SetupComplete.cmd in the
            %WINDIR%\Setup\Scripts directory with the
            following content:
          
regedit /s C:\enableRdp.reg

            Windows Vista looks for
            %WINDIR%\Setup\Scripts\SetupComplete.cmd
            and executes it at the end of every setup process, including
            Sysprep. The default setting for %WINDIR%
            is C:\Windows.
          




9.4.8. The Window Displaying the VMware-Hosted Virtual Desktop Is Freezing




        If you suspend or power down your virtual machine without first
        closing the RDP connection, the guest OS dies, but the RDP
        connection remains active. The result is a non-responsive window
        displaying the last known state of your Windows session. The
        following steps show how to set the Run VMware Tools Scripts
        panel on both the Virtual Infrastructure Client and the guest OS
        to avoid this problem.
      
	
            Configure the Run VMware Tools Scripts panel on the Virtual
            Infrastructure Client.
          
	
                Select Edit Settings of a particular VM to bring up the
                Virtual Machine Properties page.
              

	
                Click the Options tab.
              

	
                Select VMware Tools.
              

                This is where you can modify the behavior of the Power
                Controls (Start, Stop, Suspend, and Reset).
              

	
                Next to the Power Off switch (red rectangle), select
                Shut Down Guest.
              

                This allows the guest OS to shut down gracefully when
                the Power Control button is pressed.
              

	
                In the Run VMware Tools Scripts panel, check the Before
                Powering Off checkbox.
              




	
            Repeat steps a. through e. above to configure the Run VMware
            Tools Scripts panel on the guest OS.
          

	
            Modify the poweroff-vm-default.bat script
            on the guest OS.
          

            The install location on the guest OS, typically
            C:\Program Files\VMware\VMware Tools,
            contains the following default scripts:
          
poweroff-vm-default.bat
poweron-vm-default.bat
resume-vm-default.bat
suspend-vm-default.bat

	
            Add tsdiscon.exe to the
            poweroff-vm-default.bat script.
          

            The poweroff-vm-default.bat script is the
            first to execute when the VM is powered off from the VMware
            Infrastructure Client. It now calls
            tsdiscon.exe, which closes all open RDP
            connections.
          




9.4.9. I Have Created a New Pool in My VMware Desktop provider and Virtual
        Machines Are Not Created Automatically



	
            You have not defined a template for the pool. Make sure that
            your pool configuration points to a virtual machine or
            template.
          

	
            There is not enough disk space available to create copies of
            the template.
          




9.4.10. How Do I Use VMware Virtual Machines With Multiple Network Adapters?




        Using virtual machines with more than one network interface can
        be problematic. Oracle VDI expects RDP to be available
        on the primary interface. If RDP is actually running on a
        different interface, then the machine may not be prepared
        successfully or assigned to users.
      

        The problem arises in determining which exactly is the primary
        interface. The VMware documentation would lead us to believe
        that it is the primary interface listed in Windows. But, this is
        not the case. In fact, the primary interface is determined by
        the order of the network adapters in VMware vCenter. The network
        adapter with the highest number, usually the one which was added
        most recently, is the primary network adapter.
      

        To change the network of the primary adapter:
      
	
            Edit the virtual machine settings in VMware vCenter.
          

	
            Select the network adapter with the highest number, for
            example Network Adapter 3.
          

	
            This is the primary network interface. Change the network
            label to the appropriate network for RDP.
          

	
            You may need to adjust the other network adapters so that
            the virtual machine is assigned to all the correct networks.
          



Figure 9.1. Virtual Machine Network Settings in VMware vCenter
[image: Screenshot of the network settings for a virtual machine in VMware vCenter.]



9.4.11. Unused VMware Virtual Machines Are Not Being Recycled



	
            Verify that the Power Options on the Windows guest OS have
            been configured to go into standby when it is idle.
          

	
            Verify that the VMware Tools and the Virtual Desktop
            Connector Tools are installed and running on the Windows
            guest OS.
          

            Check the Windows Event Log for any problems with the tools.
          

            If you imported desktops from a previous release of
            Oracle VDI, verify that the desktop is using the
            latest version of the Oracle VDI tools. Open the
            desktop console, go to Control Panel > Add or Remove
            Programs. Open the support information for
            Oracle VDI Tools. The version number of the tools
            must match your Oracle VDI release number.
          

	
            Verify that the virtual machine is configured to suspend
            when it is in standby.
          

            Check the virtual machine settings (Options/Power
            management), and make sure that the Suspend the Virtual
            Machine item is selected.
          

	
            Verify that the Windows guest OS actually enters standby and
            the virtual machine suspends when the machine is not in use.
          



Note

          If you experience problems with the standby feature in Windows
          XP, see
          http://www.terranovum.com/projects/energystar/ez_gpo.html.
          EZ GPO includes a group policy for power options.
        



3.14. About LDAP Filters and Attributes




      Oracle VDI uses various LDAP filters and attribute lists
      to look up and interpret the data stored in a user directory.
    

      This section explains how the LDAP filters and attributes are used
      by Oracle VDI to perform the different searches in the
      user directory necessary for each task.
    

      See Section C.1, “How to Edit LDAP Filters and Attributes” for details about
      how to edit those filters.
    
3.14.1. Searching for Users and Groups




        You can use the administration tools ( Oracle VDI Manager or CLI) to
        search for users and groups, in order to assign them to desktops
        or pools.
      

        The search logic works as follows:
      
	
            Users are searched first:
          
	
                The filter used to search for users is:
                (&ldap.user.object.filter
                ldap.user.search.filter).
              

	
                The $SEARCH_STRING placeholder is
                replaced by *criteria* where criteria
                is the string typed in the Oracle VDI Manager search field. If
                the criteria string already contains a wild-card "*",
                then the $SEARCH_STRING placeholder
                is simply replaced by criteria.
              




	
            Groups are then searched as follow:
          
	
                The filter used to search for groups is:
                (&ldap.group.object.filter
                ldap.group.search.filter).
              

	
                The $SEARCH_STRING placeholder is
                replaced by *criteria* where criteria
                is the string typed in the Oracle VDI Manager search field. If
                the criteria string already contains a wild-card "*",
                then the $SEARCH_STRING placeholder
                is simply replaced by criteria.
              







        If the global setting ldap.search.wildcard is
        set to disabled, the $SEARCH_STRING
        placeholder is replaced by criteria (without
        being surrounded by the wildcards). This restricts the returned
        results to strictly match the typed string but it is useful with
        very large and distributed user directories where the search
        using the wildcards takes too long to return.
      

        Wildcards are added by default as the default value for
        ldap.search.wildcard is enabled.
      

3.14.2. Requesting a Desktop for a User




        When requesting a desktop for a user, Oracle VDI first
        needs to find the user DN that matches the user ID before
        resolving the pool and desktop assignments for the user DN. If
        client authentication is enabled, then the user ID attribute is
        also used for authentication.
      

        The attributes used to match the user ID are defined in
        ldap.userid.attributes.
      

3.14.3. Resolving Group Membership




        Group membership is resolved using the attributes defined in
        ldap.user.member.attributes and
        ldap.group.member.attributes.
      

        Nested group depth is limited to 3.
      

        Oracle VDI also resolves Primary Group membership
        which is Active Directory specific. The attributes used for
        resolving primary group membership are defined in
        ldap.group.short.attributes and
        ldap.user.member.attributes.
      

3.14.4. LDAP Cache




        In order to improve the performance and reduce the load on the
        user directory, the user and group entries retrieved by
        Oracle VDI are cached. Entries in the LDAP cache time
        out after 10 minutes.
      

        It is not possible, at the moment, to change the LDAP cache
        timeout, nor to flush the cache.
      


F.4. Java Secure Channel (JSCH) for SSH2 License



The following software may be included in this product:
Java Secure Channel (JSCH) for SSH2


JSch 0.0.* was released under the GNU LGPL license.  Later, we have 
switched over to a BSD-style license. 

----------------------------------------------------------------------
Copyright (c) 2002,2003,2004,2005,2006,2007 Atsuhiko Yamanaka, 
JCraft,Inc. 
All rights reserved.

Redistribution and use in source and binary forms, with or without
modification, are permitted provided that the following conditions 
are met:

  1. Redistributions of source code must retain the above copyright 
     notice, this list of conditions and the following disclaimer.

  2. Redistributions in binary form must reproduce the above 
     copyright notice, this list of conditions and the following 
     disclaimer in the documentation and/or other materials provided
     with the distribution.

  3. The names of the authors may not be used to endorse or promote 
     products derived from this software without specific prior 
     written permission.

THIS SOFTWARE IS PROVIDED ``AS IS'' AND ANY EXPRESSED OR IMPLIED 
WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF 
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE ARE DISCLAIMED.
IN NO EVENT SHALL JCRAFT, INC. OR ANY CONTRIBUTORS TO THIS SOFTWARE 
BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, 
OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT 
OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR 
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY THEORY OF
LIABILITY, WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT (INCLUDING
NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF THIS 
SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.
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5.6. Importing Desktops



5.6.1. How to Import Desktops (Oracle VM VirtualBox)




        A pool is empty and has no desktops after initial creation.
        After you create virtual machines, you must import them into the
        Oracle VDI database.
      
Note

          Importing snapshots of virtual machines is
          not supported.
        


        Before You Begin
      

        A virtual machine must be created in the Oracle VM VirtualBox interface
        or using the integrated Oracle VDI Manager Flash console before it can
        be imported into the Oracle VDI database. Refer to the
        Section 5.5.1, “How to Create Virtual Machines (Oracle VM VirtualBox)” section for detailed
        information.
      

        Oracle VDI Manager Steps
      
	
            In Oracle VDI Manager, go to
            Pools.
          

	
            Select a pool.
          

	
            Select the Desktops tab,
            and click Import.
          

            An import dialog will be displayed.
          

	
            Select a desktop to be imported.
          
	
                If the desktop you would like to import is on the
                VirtualBox host, select it from the
                Hypervisor tab, and
                click OK.
              

	
                If the desktop you would like to import is available on
                the Oracle VDI host in
                /var/tmp, define the corresponding
                XML and Oracle VDI files under the
                Folder tab.
              

                The virtual machine will be imported as a background
                job.
              







        After the desktop has been imported successfully, it will be
        displayed in the Desktop tab
        of the pool's profile.
      
Note

          You can move your virtual machine XML file and
          Oracle VDI image to /var/tmp
          using the following command:
        
# scp path to file root@Oracle VDI host:/var/tmp


          If there is not enough space in /var/tmp,
          you can copy both files to another location on the host and
          create a symbolic link:
        
# ln -s path to file /var/tmp/



        CLI Steps
      
	
            Import a desktop from the Oracle VDI host into the
            Oracle VDI database.
          
# /opt/SUNWvda/sbin/vda pool-vb-import -p vdi-image=virtual machine name.vdi,\
xml-configuration=virtual machine name.xml pool name


            Example - Importing a VirtualBox desktop
          
example% /opt/SUNWvda/sbin/vda pool-vb-import \
-p vdi-image=UbuntuDE.vdi,xml-configuration=UbuntuDE.xml "Sales - EMEA"

	
            Import a desktop from the VirtualBox host into the
            Oracle VDI database.
          
	
                List all unmanaged desktops for a specified desktop
                provider.
              
# /opt/SUNWvda/sbin/vda provider-list-unmanaged desktop provider name


                Example - Listing and importing unmanaged
                VirtualBox desktops
              
example% /opt/SUNWvda/sbin/vda provider-list-unmanaged "VB provider"
HOST NAME ID
my.vb.com UbuntuDE 35
my.vb2.com UbuntuEN 36
example% /opt/SUNWvda/sbin/vda pool-vb-import-unmanaged -d 35 "Sales - EMEA"

	
                Import a desktop into the Oracle VDI database.
              
# /opt/SUNWvda/sbin/vda pool-vb-import-unmanaged -d desktop IDpool name








5.6.2. How to Import Desktops (VMware vCenter)




        A pool is empty and has no desktops after initial creation.
        After you create virtual machines, you must import them so that
        Oracle VDI can create a corresponding entry for the
        virtual machine in its database. The virtual machine will not be
        altered in any way.
      

        Before You Begin
      

        A virtual machine must be created in VMware vCenter before it
        can be imported into Oracle VDI. Refer to the
        Section 5.5.2, “How to Create Virtual Machines (VMware vCenter)” section for
        detailed information.
      

        Oracle VDI Manager Steps
      
	
            In Oracle VDI Manager, go to
            Pools.
          

	
            Select a pool.
          

	
            Go to the Desktops tab,
            and click
            Import.
          

            An import dialog is displayed showing the available virtual
            machines in the VMware vCenter hierarchy. You can select
            individual virtual machines or folders. If you select a
            folder, all the virtual machines in the folder will be
            selected for the import.
          

	
            Click OK to import the
            desktops into the
            Oracle VDI
            database.
          



Note

          Desktops that are already imported into Oracle VDI
          cannot be selected for import. You also cannot import
          templates.
        


        After the desktops have been imported successfully, they will
        show up in the Desktops tab
        of the of the pool's profile (a page refresh might be
        necessary).
      

        CLI Steps
      
	
            List all unmanaged desktops for a specified desktop
            provider.
          
# /opt/SUNWvda/sbin/vda provider-list-unmanaged desktop provider name


	
            Import a desktop in to the Oracle VDI database.
          
# /opt/SUNWvda/sbin/vda pool-vc-import -d desktop IDpool name


            Example - Listing and importing unmanaged vCenter desktops
          
# /opt/SUNWvda/sbin/vda provider-list-unmanaged "VC provider"
HOST NAME ID
my.vc.com WindowsXPde vm-134
my.vc2.com WindowsXPen vm-629
# /opt/SUNWvda/sbin/vda pool-vc-import -d vm-134 "Support - EMEA"




5.6.3. How to Import Desktops (Microsoft Hyper-V)




        A pool is empty and has no desktops after initial creation.
        After you create virtual machines, you must import them into the
        Oracle VDI database.
      
Note

          Importing snapshots of virtual machines is
          not supported.
        


        Before You Begin
      

        A virtual machine must be created in Microsoft Hyper-V and
        exported, before it can be imported into the
        Oracle VDI database. Refer to the
        Section 5.5.3, “How to Create Virtual Machines (Microsoft Hyper-V)”
        section for detailed information. To export the virtual machine
        from the Hyper-V server:
      
	
            In the Hyper-V management console, select the Hyper-V
            virtual machine.
          

	
            Select Export from the
            Actions
            menu and choose a directory on the Hyper-V server to which
            you want to export the virtual machine.
          

            After the export has completed, you will have a directory
            containing a number of files and subdirectories. Copy the
            entire directory from the Hyper-V server to a directory on
            your Oracle VDI host or to a shared directory on a
            remote server (the shared directory must be accessible to
            the Oracle VDI host).
          




        Oracle VDI Manager Steps
      
	
            In Oracle VDI Manager, go to
            Pools.
          

	
            Select a pool.
          

	
            Go to the Desktops tab,
            and click
            Import. An
            import dialog will be displayed.
          

	
            In the Server property, select the server you copied the
            Microsoft Hyper-V desktop directories to (if you copied them
            to your Oracle VDI server then choose the Host
            'servername' option otherwise if you copied them to a shared
            directory on a remote server then choose the Other Server
            option and enter the remote server name where the shared
            directory resides).
          

	
            In the Path property,
            enter the path to the directory that contains the Microsoft
            Hyper-V desktop directories.
          

	
            Select the correct desktop name from the
            Desktop dropdown, and
            click OK.
          




        After the desktop has been imported successfully, it will
        display in the Desktops tab
        of the Pools page. A page
        refresh might be necessary.
      

        CLI Steps
      
	
            Import a Hyper-V desktop into the Oracle VDI
            database.
          
# /opt/SUNWvda/sbin/vda pool-hv-import \
-p export-directory=path to export directory pool name


            Example - Importing a Hyper-V desktop into the
            Oracle VDI database
          
example% /opt/SUNWvda/sbin/vda pool-hv-import \
-p export-directory=/data/virtual-machines/xp-template hvpool




5.6.4. How to Import Individual Windows PCs




        Individual Windows PCs can be imported and managed with
        Oracle VDI Manager as long as they allow remote connections. Importing
        an individual Windows PC consists of creating a Generic desktop
        provider, creating a new pool for the Generic desktop provider,
        and importing the Windows PC into the pool.
      

        Before You Begin
      

        Verify that the Windows PC is configured to allow remote
        connections by going to System
        Properties, then Remote
        Desktop.
      

        Oracle VDI Manager Steps
      
	
            In Oracle VDI Manager, go to Desktop
            Providers.
          

	
            In the Desktop Providers
            table, click
            New.
          

            Create a Generic desktop provider.
          

	
            Go to Pools.
          

	
            In the Pools table, click
            New.
          

            Choose the Generic desktop provider to host the pool.
          

	
            Select the newly created pool from the
            Pools table.
          

	
            Go to the Desktop tab and
            click
            Import.
          




5.6.5. About Template Management




        Oracle VDI provides an Adobe Flash plug-in that
        enables you to easily access, test, and modify the desktop
        directly from within Oracle VDI Manager. This feature also includes
        changing desktop properties as well as mounting ISO images for
        setting up the operating system.
      

        Any desktop can be used as template for cloning additional
        desktops. Testing desktop templates and keeping track of any
        changes before rollout is crucial for large enterprise
        deployments. Oracle VDI now includes support for
        managing several template revisions. You can create a new
        template revision at any time, test your changes and declare the
        new revision as the master used for the cloning process. You can
        also revert to a previous revision if you are not satisfied with
        your changes.
      
5.6.5.1. How to Modify a Template in Oracle VDI Manager




          Template modification from Oracle VDI Manager is available
          forOracle VM VirtualBox and Microsoft Hyper-V desktop pools. This
          functionality is especially useful for installation of
          additional software or operating system upgrades. For more
          about template and revision actions, refer to the
          Section 5.3, “About Templates and Revisions” section.
        

          Before You Begin
        

          You will need to have created at a minimum a virtual machine
          in the interface of your chosen desktop provider
          (Oracle VDI, or Microsoft Hyper-V) before you can
          import it and use the template modification tools in
          Oracle VDI Manager. Once you have created and imported the virtual
          machine, you can start it from Oracle VDI Manager and carry out all
          the necessary preparation steps from there. For more
          information, see Section 5.5.1, “How to Create Virtual Machines (Oracle VM VirtualBox)”
          or Section 5.5.3, “How to Create Virtual Machines (Microsoft Hyper-V)”.
        

          Oracle VDI Manager Steps
        
	
              In Oracle VDI Manager, go to
              Pools.
            

	
              Select a pool.
            

	
              Go to the Template tab.
            

	
              Click the Import Template button to import the virtual
              machine you just created in the hypervisor interface.
            

              The virtual machine will be saved as Revision 1 as soon as
              it is imported.
            

	
              Select the template you would like to modify, and click
              Start from the More Actions menu.
            

              No modifications can be performed until the virtual
              machine is started from Oracle VDI Manager.
            

	
              If necessary, make modifications to the template, such as
              installation of additional software or upgrades of the
              operating system.
            
	
                  Virtual machines hosted by Oracle VM VirtualBox can be modified
                  from an interactive Adobe Flash console.
                

                  
Figure 5.3. Interactive Adobe Flash Console
[image: Screenshot of a Windows desktop running in the interactive Adobe Flash console.]



                

	
                  On Microsoft Hyper-V desktop providers, the
                  modifications may take place on the desktop provider's
                  Hyper-V host.
                




	
              When you are finished modifying the template, select Shut
              Down from the More Actions menu.
            






3.10. About Complex Forest Configurations




      The following types of Active Directory forest configurations are
      supported by Oracle VDI.
    
	
          Single domain forests
        

	
          Single tree forests with multiple domains
        

	
          Multiple tree forests with multiple domains with or without
          child domains
        




      Example of a Single Tree Forest
    

      The Active Directory is a forest containing:
    
	
          A root domain named example.com. The Global
          Catalogs are located in the root domain.
        

	
          A child domain named users.example.com
          where all the users are located, including the user used to
          set up authentication in the Oracle VDI Manager.
        




      The krb5.conf file should look similar to the
      following.
    
[libdefaults]
default_realm = USERS.EXAMPLE.COM


[realms]
USERS.EXAMPLE.COM = {
kdc = users.host
admin_server = users.host
kpasswd_protocol = SET_CHANGE
}
EXAMPLE.COM = {
kdc = example.windows.host
admin_server = example.windows.host
kpasswd_protocol = SET_CHANGE
}

[domain_realm]
.users.example.com = USERS.EXAMPLE.COM
users.example.com = USERS.EXAMPLE.COM
.example.com = EXAMPLE.COM
example.com = EXAMPLE.COM

      And the settings to be used in the Oracle VDI Manager:
    
	
          Domain: example.com
        

	
          Username: super-user@users.example.com
        




      Example of Multiple Tree Forests
    

      For example, the following multiple tree configuration with
      multiple domains is supported.
    
	
          One tree containing the domain
          central.vdi.example.com (Forest Root) and a
          child domain child.central.vdi.example.com
        

	
          A second tree containing the domain
          east.vdi.example.com
        

	
          Both trees are part of the same forest
          (central.vdi.example.com)
        




      In order to add this tree configuration as a Company in
      Oracle VDI Manager, first make sure that Kerberos has been configured
      correctly on the Oracle VDI hosts.
    

      The krb5.conf file should look similar to the
      following.
    
[libdefaults]
default_realm = CENTRAL.VDI.EXAMPLE.COM 

[realms]
CENTRAL.VDI.EXAMPLE.COM = {
kdc = centralroot.vdi.example.com
}
CHILD.CENTRAL.VDI.EXAMPLE.COM = {
kdc = centralchild.vdi.example.com
}
EAST.VDI.EXAMPLE.COM = {
kdc = eastroot.vdi.example.com
}

[domain_realm]
.central.vdi.example.com = CENTRAL.VDI.EXAMPLE.COM
central.vdi.example.com = CENTRAL.VDI.EXAMPLE.COM
.child.central.vdi.example.com = CHILD.CENTRAL.VDI.EXAMPLE.COM
child.central.vdi.example.com = CHILD.CENTRAL.VDI.EXAMPLE.COM
.east.vdi.example.com = EAST.VDI.EXAMPLE.COM
east.vdi.example.com = EAST.VDI.EXAMPLE.COM

      In the Oracle VDI Manager New Company
      wizard, be sure to enter the domain name of the Forest Root in the
      Specify Connection step.
    

5.8. Assigning Users to Desktops



5.8.1. How to Assign Users to Pools or Desktops




        You can either assign a user to a specific desktop, or you can
        assign a user (or user group) to a desktop pool. If a user is
        assigned to a pool and requests a desktop, Oracle VDI
        will automatically deliver any available desktop from the pool.
      

        For Microsoft Remote Desktop providers, users cannot be directly
        assigned to desktops. Instead, users or groups are assigned to
        Remote Desktop Services pools.
      

        Oracle VDI Manager Steps
      
	
            In Oracle VDI Manager, go to
            Users.
          

	
            Select a company.
          

	
            To assign a user or a group, go to the
            Users and Groups tab.
          
	
                Search for users and groups in the user directory.
              

                You can specify user name or user ID.
              

	
                Click on the user name, and click the
                Assignment
                tab in their profile.
              

	
                Select Add in the
                Assigned
                Desktops or Assigned
                Pools table, depending on your preference.
              




	
            To assign a custom group, go to the
            Custom Groups tab.
          
	
                Click the Assignment
                tab in the custom group's profile.
              

	
                In the Assigned Pools
                table, select Add.
              




	
            Select the checkbox for the desktop or pool assignment, and
            click OK.
          




        You can always see which pools and desktops are associated with
        a user by clicking the
        Summary tab of the user or
        group's profile.
      

        CLI Steps
      
	
            Assign a user to a desktop.
          
	
                List the available desktops.
              
# /opt/SUNWvda/sbin/vda pool-desktops pool name


	
                Assign a user to a desktop.
              
# /opt/SUNWvda/sbin/vda user-assign --desktop=desktop IDuser name


                Example - Assigning a user to a desktop.
              
# /opt/SUNWvda/sbin/vda pool-desktops "Sales - EMEA"
NAME ID MACHINE_STATE STATUS DN
Solaris 2008.11 De 2
2 Powered Off Available -
# /opt/SUNWvda/sbin/vda user-assign --desktop=2 jd123456
User/Group jd123456 assigned to desktop 2

	
                List the users of the pool.
              
# /opt/SUNWvda/sbin/vda pool-users -u pool name





	
            Assign a custom group to a pool.
          
# /opt/SUNWvda/sbin/vda group-assign -p pool namecustom group name


            Example - Assigning a custom group to a pool
          
# /opt/SUNWvda/sbin/vda group-assign -p "Solaris 2008.11 En" "Support EMEA"
Custom Groups [Support EMEA] assigned to pool Solaris 2008.11 En




5.8.2. How to Create Custom Groups and Custom Group Filters




        Oracle VDI user directory integration not only
        recognizes existing groups, but also allows you to make custom
        groups, and assign them to a pool. If you want to define a set
        of users that is not an existing group in the user directory,
        you can create a custom group, and specify the filter to search
        in the user directory. This functionality allows you to define
        Oracle VDI user groups locally without the need for
        any changes in your Active Directory or LDAP user directory.
      

        Oracle VDI Manager Steps
      

        To create a custom group:
      
	
            Select the Users category, and the Custom Groups subcategory
            in the left sidebar.
          

	
            Select New in the Custom Groups overview.
          

	
            Give the Custom Group a descriptive name, and click OK.
          




        To define a custom group filter:
      
	
            Click the Filter tab, and choose a Filter Mode:
          

            The default filter mode is Composition. You can create a
            custom filter by choosing an Attribute, Relationship, and
            Value.
          

            You can also use the Advanced filter mode, which uses LDAP
            search syntax defined by RFC 2254 LDAP documentation.
          

            For more information, see
            RFC
            2254.
          

	
            Before saving, click Preview to see how the filter
            configuration will behave. If the filter defines the target
            group of users, click Save.
          




5.8.3. How to Assign Tokens to Users




        In a Sun Ray environment, users may take advantage of smart cards
        (tokens) to initiate a session on a Sun Ray Client. With
        Oracle VDI, you can assign a token to a user. It is
        also possible to assign desktops directly to specific tokens.
        Once tokens have been created, they can be assigned to pools and
        desktops.
      

        Oracle VDI Manager Steps
      
	
            In Oracle VDI Manager, go to
            Users.
          

	
            Select a company.
          

	
            Go to the Users and
            Groups tab.
          

	
            Search for a user in the user directory.
          

	
            Click on the user name, and go the
            Token tab.
          

	
            Assign the token.
          
	
                If you are assigning a new token, click
                New
                in the Tokens table.
                Then Enter the ID of the new token (e.g.
                Payflex.500d9b8900130200).
              

	
                If you are assigning an existing token, select
                Add
                in the Tokens table. Then search for the desired token.
              






Note

          Token IDs can be copied directly from the Sun Ray Admin GUI (see
          the Tokens tab
          and display Currently Used
          Tokens).
        


        CLI Steps
      
	
            Assign a new token to a user.
          
# /opt/SUNWvda/sbin/vda token-create -p token-id=token ID,user=user ID


            Example - Creating a new token and assigning it to a user
          
# /opt/SUNWvda/sbin/vda token-create -p token-id=Payflex.600a7c5600130200,user=jd123456
Token Payflex.600a7c5600130200 created

	
            Assign an existing token to a user.
          
# /opt/SUNWvda/sbin/vda token-create -p token-id=token ID,user=user ID


            Example - Assigning an existing token to a user
          
# /opt/SUNWvda/sbin/vda token-setprops -p user=jd123456 Payflex.600a7c5600130200
Token properties updated




5.8.4. How to Assign Tokens to Desktops or Pools




        You can assign tokens to desktops or desktop pools. This is
        similar to assigning desktops to users, however, a single user
        can potentially own multiple tokens (smart cards). By assigning
        tokens to desktops, users are able to easily switch between the
        assigned desktops by just inserting different smart cards into
        the Thin Client.
      

        Assigning desktops or pools to each token individually can be
        cumbersome. To ease this process, Oracle VDI provides
        some predefined special tokens ("AnySmartCard.000" and
        "AnySunRayClient.000"), which can be used to make default pool
        assignments in a single company setup.
      

        For example, if you assign a pool to the AnySmartCard.000 token,
        any user taking advantage of a smart card (regardless of the
        smart card ID) will get a desktop from this pool. Or, if you
        assign a pool to the AnySunRayClient.000 token, any user using a
        Sun Ray Client (Sun Ray hardware and Oracle Virtual Desktop Client) without a smart
        card will get a desktop from this pool.
      

        Oracle VDI Manager Steps
      
	
            In Oracle VDI Manager, go to
            Users.
          

	
            Select a company.
          

	
            Go to the Tokens tab.
          

	
            Select a token from the
            Tokens table.
          

	
            Assign the token.
          
	
                If you are assigning a token to a desktop, click
                Add
                on the Assigned
                Desktops table. Then enter the ID of the
                token (e.g. Payflex.500d9b8900130200).
              

	
                If you are assigning a token to a pool, click
                Add
                on the Assigned Pool
                table. Then enter the ID of the token (e.g.
                Payflex.500d9b8900130200).
              






Note

          Token IDs can be copied directly from the Sun Ray Admin GUI (see
          the Tokens tab
          and display Currently Used
          Tokens).
        


        CLI Steps
      
	
            Assign a token to a desktop.
          
	
                List available desktops.
              
# /opt/SUNWvda/sbin/vda pool-desktops pool name


	
                Assign the token to one of the listed desktops.
              
# /opt/SUNWvda/sbin/vda token-assign --desktop=desktop IDtoken ID


                Example - Assigning an existing token to a desktop
              
# /opt/SUNWvda/sbin/vda pool-desktops "Sales - EMEA"
NAME                      ID MACHINE_STATE       STATUS         USER          DN
Ubuntu_02                  4   Powered Off    Available            -           -
Ubuntu_01                  6   Powered Off    Available            -           -
Ubuntu_05                  8   Powered Off    Available            -           -

# /opt/SUNWvda/sbin/vda token-assign --desktop=4 Payflex.500d9b8900130200
Token Payflex.500d9b8900130200 assigned to desktop 4




	
            Assign a token to a pool.
          
# /opt/SUNWvda/sbin/vda token-assign --pool=pool nametoken ID


            Example - Assigning an existing token to a pool
          
# /opt/SUNWvda/sbin/vda token-assign --pool="Sales - EMEA" Payflex.500d9b8900130200

            Example - Assigning all smart cards to a pool
          
# /opt/SUNWvda/sbin/vda token-assign --pool="Sales - EMEA" AnySmartCard.000




5.8.5. How to Create Bulks of Tokens




        It is possible to create a number of tokens at once using the
        token-create subcommand.
      

        The token-create subcommand can take an input
        file containing the tokens to create and the user associated
        with the token if needed.
      

        Usage
      
Options:
-f token-file, --file=token-file
A CSV file containing the properties of the tokens to
be created. Format of the file is: token-idcommentuserid
-w, --write Overwrite existing tokens, option to be used with the
token-file option


        The format of the token file is CSV with the following values:
      
	
            token-id: the id of the smart card, this value is mandatory.
          

	
            comment: a comment about the token that can be used as a
            user friendly description of the token. This value maybe
            empty.
          

	
            userid: the user id of a user from the user directory, to be
            associated with the token. This value maybe empty.
          




        Example
      

        The following example shows a valid csv file for token creation
        and uses the file to create the tokens and their association to
        users.
      
example% cat /tokens.csv
mo12.345,"token for Mary O'Leary",moleary
js46.23,"token for user John Smith",jsmith
x34.45,"token without any associated user",
example% /opt/SUNWvda/sbin/vda token-create -f /tokens.csv
example% /opt/SUNWvda/sbin/vda token-search
NAME USER DN
mo12.345 Mary O'Leary cn=Mary O'Leary,ou=people
js46.23 John Smith cn=John Smith,ou=people
x34.45 - -

5.8.6. How to Search for Desktops




        This task describes how to search for any desktop managed by
        Oracle VDI Manager. The Desktop Search feature enables you to search
        for any desktop in any pool based on a set of predefined
        filters, or by using the search field.
      

        Oracle VDI Manager Steps
      
	
            In Oracle VDI Manager, go to
            Pools.
          

	
            Select Desktop Search.
          

	
            Click a predefined filter link to display the list of
            desktops:
          
	
                All desktops - The complete set of desktops from all
                existing pools.
              

	
                Assigned desktops - All the desktops currently assigned
                to a user.
              

	
                Running desktops - All the desktops currently up and
                running.
              

	
                Desktops with error - All the desktops currently with
                errors, which can be due to a Defective State, or when
                the Machine State is Stuck, Aborted, Unresponsive or
                Unknown.
              




	
            (Optional) Search the list of desktops by assigned user.
          

            Type a user name into the Desktop Search field and click
            Search to show only the currently listed desktops with the
            matching assigned user.
          




5.8.7. Obtaining the ID of a Desktop or Template




        When you use the vda command to perform an
        action on a desktop or template, you must use the unique ID of
        the desktop or template rather than the name. Oracle VDI Manager only
        displays the name.
      

        To obtain the ID of a desktop, use the vda
        pool-desktops command.
      

        To obtain the ID of a template, use the vda
        pool-templates command.
      

          In the following example, information about the desktops in
          the pool winxp-pool is displayed:
        
$ /opt/SUNWvda/sbin/vda pool-desktops winxp-pool
NAME                      ID MACHINE_STATE       STATUS         USER          DN
winxp-001                 33   Powered Off         Idle      aberginuid=bergin,ou=People
                                                                                
winxp-002                 34   Powered Off    Available            -           -


          There are two desktops in the pool with IDs of 33 and 34.
        



