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1 Max Label (ExAFRZE) NMIAEFXE . MEFTR. ZHEE X T A% .

Trusted Extensions ZE4 AR AUFREE . BUBEREMREIFR - RS UIFATHPE
— AL MBS T TIF- APREWAIIRS. XMRRIFR S TiE arH
TR RS ANIRRES « a0, B AP EE 5/ NBUEFRSS « SEEE T, BXE
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to Know (FL2: TFEANE) (FHZRVFR] .« BRI, Sl TIEXAT
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HETAEX -

12 AU B AR SE

RARE
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&= FEME
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E1-3 U L R eE
aEge "Trusted Path"” TEXERE BOMREL AEEOK

(582 328 //’ //
/.

|["j1'rusted Path tester / CONFIDENTIAL : INTERNAL 0 l_/ I

& Change Password... I [Change Workspace Labell) PUBLIC =)

il AllocareiDevice. - textfileinfo.txt (~) - gedit
i QUIETY Window Label... File Edit Yiew Search Jools Documents Help
@ Help... NTIAL : INTERNAL USE ONLY . =
B & & D¢ X% O
Home New Open  Save Print.. Undo Re Cut Copy Paste
| textfilginfo.xt @ |

This is a PUBLIC file. This file does not contain
confidential information.

Find Replace

File Edit View Terminal Tabs Help
thought<tester> 33 JSIELEN
CONFIDENTIAL : INTERNAL USE ONLY
thought<tester > 34

Ln 1, Col 76

CONFIDENTIAL : INTERNAL USE ONLY
Privilege Limit Set for Labeled Zone
File Edit Yiew Terminal Tabs Help

j£2] = Trusted Path
Terminal
File Edit View Terminal Tabs Help

thought < tester > 32 IS E 3 0
3072:  csh iigan
flags = <none> root
E: basic # D
I: basic
P: basic

L: basic,contract_event,contract_identity,co
ile_chown_self,file dac execute,file dac read,file d
|e_downgrade_sl1,file owner,file setid,file upgrade sl
I1pc owner,net blndmlp net_icmpaccess,net _mac_aware,n
'r proc_audit,proc_chroot,proc_lock memory,proc_owner
lacct,sys admin,sys audit,sys mount,sys nfs,sys resou
|rmap win_config,win_dac_read,win_dac_write,win_devic
|,win_mac write,win selection

thought < tester> 33

s

Fri Mar 27, 10:41 AM ||| ™ Home | Privilege Limit Setfor L...| ™ Terminal < textfileinfo.txt (~) - gedit @y 1 =

wOFIR TEXER

BEMIRE

Trusted Extensions f RS IR B S « ResthRXig . £BXIEEEHX . ~AtH
FUER - 3E 22 R X /deﬁh Xig . AFREXEAT AP R - 2RXKEEHA
HZ—ERD RGN o RS ERTEE IR X R . AR ADMIN Low. FH AT
DLEEEUE A BE B 24 ADMIN. Low PRI IAZ -

W £ PRSI TIR ]« BRETEILT . & DXIRIETCHE AR A& A XY
PREEAERE o Bk, — DN XIRICEE AR5 — X .
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B2, B AT DABCE e DXIa, (6 FLRE S SRt DOk R 3¢« oA DXCammT
DT R—aEN L, sE A TaR RS b filan. T bl i B sh s R 55 kbt
%ﬁﬁ&%@ﬁ$%%F@ﬁEioﬁ%ﬁﬁ%%@%ﬁi%ﬁ%%@%ﬁﬁ@ﬁ@
BAFR W FTR

/zone/name-of-lower-level-zone/home/ username

AR e A T BRI A EEAE B S AT UL o SRR B B EE R R S5
1&“3?E1EEZ&%IJJZiEEﬂ1i, m”ﬁiﬁ‘%ﬁ Confidential: Internal Use Only (*ﬂ?ﬁ LA
HAER) WP BRI EE public (A3E) XIBIINE - textfileInfo.txt SIFEER
MRA - Public (24E) KIMRABRETUEARLEZMEE - confidential:
Internal Use Only (ML%: {UHEPESEEA ) RRAELS{AITEA RINERILZME R -

E1-4 WEEIGIREXREREAKER

(] CONFIDENTIAL - INTERNAL USE ONLY B2=28

Terminal

Ele Edit View Terminal Help

=

bash[~] 11> getlabel S$HOME

/home/testerl: CONFIDENTIAL : INTERNAL USE ONLY

bash[~] 12> getlabel /home/testerl/Helpfile.txt
/home/testerl/Helpfile.txt: COMFIDENTIAL : INTERNAL USE ONLY
bash[~] 13> getlabel /zone/public/home/testerl
/zone/public/home/testerl: PUELIC

bash[~] 14> getlabel /zone/public/home/testerl/Helpfile.txt
/zone/public/home/testerl/Helpfile.txt: PUBLIC

bash[~] 15>

REMES
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WA WA R SRR PR 0] LLSTES 7 — SRR AR -
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Trusted Extensions ¥4t B 3 5 8142 i F0 58 115 ) 45 51

Bian. ES%5THE .

= RERBX
o
BE  |AlB] | |

AT AR X SE - G Y AR -

TOP SECRET (44%%)

TOP SECRET A ( fZE A)
TOP SECRET B (44%% B)
TOP SECRET AB ( Ya2x AB)

TOP SECRET AB (4% AB) SZHC H & H™ K% A A ARSS - TOP SECRET A (4%

A) ZBCH & B2 ToP SECRET (4% ) - TOP SECRET B (4% B) Al H FIf
FLP“{§ L TOP SECRET (M) - TOP SECRET A (45 A) il TOP SECRET b (4%
B) AHHAS

TECEENE S5, FRRIPRZ A ST B R IARZ o AL o] B 8 3= (A 1 F % 31305 12
ViR R SR . BT ERRIFRES @%%ﬁfﬁﬁﬂ@ﬁlﬂﬂ%ﬂﬂ’]ﬁﬁﬁlﬂﬁﬂ TOP SECRET

A (4175 A) WLLBEHY ToP SECRET A (44 A) Il ToP SECRET (#4%%) ¥¥E - [FkE. Top
SECRET B (1% B) W LLBZHY ToP SECRET B (4% B) Kl TOP SECRET (4% ) ¥i#E . Top
SECRET A (4% A) ASRELELHY TOP SECRET B (4175 B) % - ToP SECRET B (44% B) 1l
INBEVEEY TOP SECRET A (4825 A) #3 - TOP SECRET AB (#4% AB) W] LIiEENFT A RS
HR R -

TEGAESH, BVER QBB ST N {5 2% A0 SRS DXl 2 5 7] 44
WA PRE DR o A SR TVF A DXk i EoAth XA T 5 55

TESCREH, BREUFI S A SRy E AR GE s A MARNFRE ., R RSl
FF . B, TOP SECRET A (4% A) KRR LA EE L ToP SECRET A (4% A) X
% o {F Trusted Extensions 1, TOP SECRET A (48%5 A) Xt AI T45% 1y TOP SECRET

A (S5 A) B

TR T SEEBUF bR 2 18] DL — AT ML bRE 2 RIS R A -

%£1-1 Trusted Extensions HHFRZ 5= 2 AR 51

RE1 P [7P)
EEHF  TOP SECRET AB (4475 AB) (F™¥%) i SECRET A (B A)
%
g TOP SECRET AB (#fi%% AB) (f™¥%) A SECRET A B (%% A
B)
TOP SECRET AB (#1%% AB) (7"™k%) i TOP SECRET A (4177
A)
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%1-1 Trusted Extensions AR % &4 (&)

RE1 ES3 R%E2

TOP SECRET AB (4% AB) Xl (ZFT) TOP SECRET AB (4%
AB)

TOP SECRET AB (#4475 AB) AL T TOP SECRET C (4u%%
C)

TOP SECRET AB (4475 AB) AT SECRET C (F% C)

TOP SECRET AB (475 AB) AHEZZT SECRET A B C (Fii%%
ABC)

TAHR% confidential: Restricted (Hl A Confidential: Need

@z:‘: 5"5&) to Know (ME‘: Eﬁ‘%
FHIE)

Confidential: Restricted (Ml SZAC Confidential:

gz}: %JBE) Internal Use
onty (HL%: {XfEHA
HREA )

Confidential: Restricted (Ml SZAC Public (/a23t)

= ZIR)

Confidential: Need to i@ﬂ Confidential:

Know (M2 . TEEEHIE) Internal Use
Only (L2 A
)

Confidential: Need to i Public (/A3L)

Know (ML% . FFEHIE)

Confidential: Internal (#/l i Public (2};‘2)

. AER)

Sandbox (VD)%) NER Fii R HoAtFR s

HEEAEARNRFRZER S 2 g i B QSR IEE S SOEIPRZS . Trusted
Extensions 25 W R FHIANTEHE « YIERETCAGHITELFRIE. Trusted Extensions 5% (1%
5% o GBI ISR TG BT HIEEERLIATR . BXEZER. ES
541 TUHRRY “BAT OIS #0E -

R PRIPEIIERIER S

TERAF . ERSTREABRRAR ISR SR E % o 0T E DO ERRE A
—FiBR 0 H E 15 RI42 ] (discretionary access control, DAC) FUFLHI » 0] DL i 1s
U 2 BRI VT2 R A A S SO AT E RIARR . 4128 3 =, {#H Trusted
Extensions ({£:5%) HATIAR o
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Trusted Extensions IBiTHr & ST FRIER

5 1l 15 [RI4% ] (mandatory access control, MAC) HH &%t H S5 HlHIT - AR R
FRERE B T AR MR g BRI R EE R LN AEE AT
T o

PRIPEHRHY 55— 5 T B B o D204 000K B SC AL BE B3R HL S e 81 pg i
WA THRAE B, QO RHL Il i T B 1 S SO RPE UE, S BT
N DL BN AR o EZBRFBIRIE I . Gl IR B TR VR 2 B S 52 50
EIXEERA -

Trusted Extensions BT ZE D IRER
Trusted Extensions JEd DL T 77 205 B 0 BRTEA RIIARZ H -

METEHSS (REHRFERE) SEEIET MAC.
TRIEDREERE 2 S FAF AR AEAN R X33k
SEe AR TIEX -

FH AT DA £ SR i) 2 1 B % 3 211

B X G AR X 52 L R -

BRAMNSERZRAE1E

B & K B Trusted Extensions 2150 1516 E @7E H MREHILBTE L MrZ i HdT
BE. AlE. HESELZRFITNSIERE . WO E S EHITERIEN L 290 -

FERE R 2T ERREVS A5 00 215 PR = 8 %R SO IR EERS &

e 27 % P rite sR NN LIRS il sl i =g e oy e R s o1 DA E RS S P s Gl
TAEXFEE A RPIRE - AL e LER —#7% T E 21 TIEX -

SIRIRFETS

T 28T — Pl BR T REGEES 2901218 2 BRG] « Zn Bl EsE
TE{.F CONFIDENTIAL: NEED TO KNOw (M2 : TEEAE ) (CNF: NTK) B LR &g bt
TTHERERI R P 5385307 T oNF: NTK B9 2 250 2GR0 F P gkt T 7 Ak -

AP =5 R T B PSR 2GR - 8RR, AP A gt E
SIERE, XN 2B STHRESEREIF - RESRIEEER BR EFYlabel
builder (FRZEARA) - HEEE LN ESTEIFEFIRS LR, ES ILE 3-4-
AMEFHERT 2T FHAREE -« “wIia TIEXFRZE %2R P & K5 R R T
PIFREE o« O] HIRZHI5 H T 21 A air A P DB FRSS -
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F1-2 PHAPRZEEFA o] 2 TR A0 520

Pz SEREE
SIELR RIERE SEREWA | MRIEXIRE T ARE
L CNF: NTK - CNF: NTK CNF: NTK
25 - CNF: NTK Public (AFE) Public (Zv3E)

CNF: Internal Use
only (CNE: {XfEAEH
)

CNF: NTK

MEAPHEATHUR. AP T 216550 oNF: NTK SRR I 21E o« F P RIIE TIF
[XPRZEY CNF: NTK: bR LR P AT DATE FC AR T VI — 155

MFHE —ATHOR . PR T 2R 2VFA ) oF: NTK B2 B0 205 « P A0A6
TAFXARZARE ) public (A3E) B pubtic (Zadk) 2 bk F b5 0 FE ]
BRI BINIPRES - FH P Al ADIHLE] public (Z44%) FI CNF: NTK 2 [EIFFEATFR

% . public (A3%) ERV/IMTZE. oNF: NTK ESIERRVF

AnETEX

fE Trusted Extensions 51t . AT & A A5 MY T /E X ok Ui e TR -

-5 R EAETRE TIEX

S3(o] '~

FHATIEXEAE MR TR — iR E S 2 1 TIEX. e LR R R PRE
fEE A AFR TIEX « £ TIEX R E B Z TIEX AR - %E D2 HAh
PR TAEX PR R R B H A R - k. fE2 90l &ihd. el LiE— A T0F
X HEFI A A AR B H

X B FHB 425 5558 HHL1T MAC

Trusted Extensions X . T-HB£F5R HIFIT MAC o AT LATE 4 BIFRES T A& 28 5 132 H, - HiB
fF. ] DIFEK P RN RN WO Pl R - 7E 2850216, o] DATIHLE]
HAbrZ ey TAEIX , FEZFRZ FR b B f R EF o {5 A (6] — > FL ISR ) B2 1 I [
—NEERYG o RGOV IETE Y BiARE A Bl o
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Trusted Extensions LI & & &8

E RN S ETMBR YT R LRI &R

Trusted Extensions @ﬁfﬂ?iﬂq H F' C1RYi] l\'ﬂ £} Xﬂ‘%Zﬁﬁ E iﬂﬂﬂ“%/ﬂ\: ‘:F' HIIH % E\ﬂ%ﬁﬁﬂ:@l
A B TC MR o I, PO FH A g 23 R] 2 i iR {5 HE T

B o QNSRBEA TEE AN R 2 BT MIR EUR A S . 208 Rl R Al it TR 45 A8 08 =4 P 9 K
Fsr o 1B MEFRIZ & 7200 Trusted Extensions A 7ERFAREh#5 43 liL 4a 372 2 BEFRFT A H
PR UIRRIR G o H2, BERE, BOAETFINEREA ARG 5 (F140 DVD
FIUSBiR#) - AREVFHAMA P U5 FHZERsh 85 -

Trusted Extensions LI £ & & 1E

5155 UNIX RGAR] ANMERBHAT (root FHF') B Trusted Extensions « [T /&
EHEAMI IR EH A EREMH RS . XM, B —TMHPEA2ERRGENE
2. AEEREHITREESARAERIERA . BT DA R E i N R
o AUREFEFRE < B4~ RN 20 UID/GID -

TERC'EH Trusted Extensions FY R SE F 500 DL~ 22 Al -

o FRHE(E TR B A T R AR e U5 (RIS o
o AEEH AR T RIR AR RARE . 7 RE T o 2 2 TR Y DI RE -
o EZPAEZEND RGE AT -

F£ Trusted Extensions H15 o) iz FH 2 7

TE Trusted Extensions 17, & HEET [FIHT TAERTTHZWIFEF - S5 TE Oracle Solaris OS H1—
M, B GES IR R E — a2 AR IC B SRR 5 RIAER - SUPRECE

X EREFNZ2B TR ES - ExeeZ 2@, v LI sh il AR A B S

AR -

Oracle Solaris OS fE k& 2@ . HIUNFFBUFIIRIL - Trusted Extensions FEHEFRZE o 415
Bl X L AR — N R, 2 T B B0 e i R L AR - 1Al

. AXBRACE SO AT RE ARSI IR FE AN - A RE TR E MR AR T2
JEERIAPRAC B S A REAE SO R e B B2 N Confidential (W) WIEE -

FEA S BA R Z 2R MR RIRACE S AR TRI AP iR AR LU AR
AGHRVEE - WIRTEEPUTE S Z2RIGAES. SFHA DOV LEL
ERBIERIDIRBCE ST - WERARGARFEZTRENES, BEEHAKA . &
REBR D TR 2 2RI -

SN, B BT RE 2 O FEHE € O B UM shell {E 83K shell o BEE 3L shell 2 UL shell

HURERARAS T FR A —2H e @ N R R AN BNRE R 17 [FIAXRR - B & S A shell <& Oracle
Solaris OS F)—TLhfE - HRIFAEE . ES I pfexec(l) FMIT -
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i - MR Z BT P RTCE] "Not Found” (R¥KE]) BRERHE, sE Zilat T Shiik
2] "Not in Profile" (NERCECIFH) HRIRIHE . ARGIATRELA A vF A RS

% o

WEZEHNIKAR

7£ Trusted Extensions F iz H B i#H1TEIE
Trusted Extensions FE (T F6 06 (5 F0 . TR A ETE G 511 BT

==
s

- FHZH WM.

root fi {4 — L B T IL ABLJAI P B 5%
BREIAM G — T 5 Z RS, PUE T R ORUR - e R
SCHE DL -

AU B (0 — TR RGEBLES . DI, QUREFP « R EDEA E LUK
TR -

B (0 — ST ARG ) EBRFTENLLL R T R A
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* o0 g 2 =

& 52l Trusted Extensions ( £%% )

AKEA T Trusted Extensions 745 _F Y AME LM DL S Fd e . REE ST ES

%5 27 TUHHY “Trusted Extensions 1 HY 5] & 5%
58 27 TUHAY “Trusted Extensions & s ik F27

5 29 TUHIRY “& K F| Trusted Extensions”

= 332 TUHAY “mFE B 5K Trusted Extensions”

Trusted Extensions P Y R H = X

{&TE Trusted Extensions F{5 FHRY S HLE R0 - PREFRML T RIFAUAT IR - N A
T~ BRE DL BB S A PR o 1% 521 2 Oracle Solaris 52 [ Y AT S AN -

HRBERRAIRE . BFRUREREN ZTERL—MRE - ERIREE. Sl Sl
ERVE L AR A N AR P AR AR o kA, S 2z SRR R R 7 T (5%
TR TF LUl W7 2T IR

Trusted Extensions & 1178

fit'® H Trusted Extensions [ & %E 1% 5 F2 2Ll T~ Oracle Solaris 5 K 2 - {H
%’ Tf Trusted Extensions ':F' f@%%%*ﬁﬁﬂﬁﬁ‘%i'ﬁ fé*ﬁ?&ﬂ@fﬁ%’ %EZ’“@E
BB RGN LS AR 8 et 7 o DA A2 TR B .
1. B iRBI—1E "Username" (FHF %) FEH. BAEHHP 4 .
2. BE—7E "Password" ([1%) FEH, BAKLHOS -

BRI FERR S iR BN ENEfE . BP el A 5 2GHIRSE -

3. {HERAMETEI I ESE & "Message Of The Day" (4 RKMHE) XHEHEHIE
B o ZOTEHE SRR R IS B YOS SRR (A L SREEHEAKTAHRE, DRI %
ZREIE . WREEPERIEZ MR T T, MR LIFEE 216 R, AR
TS B 2 -

27
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i - AR AR GUR GRS BRI AT DAE — PR TR F, MIJCIEEE 215 .
FRHIFR ) BERZE 5L single-level configuration (HELFIALE ) - BXmfl. ES
% 23 U “ 2R R -

4. PREEFF—1E label builder (PRZERKES) . EFEAE 2T TIERHTE A
e ¥

E-BREIEM T Trusted Extensions AN SZRF— %A P T fR 8 5% - WIERIEHIE R
EVBCE T Oracle Solaris Xvne #04F. M LA A VNC 2 P LRI FE s 2 905 5
. BRI, 155 LE 32 TWHRY SZFE%E 3 Trusted Extensions” o

ERHEAEIBY B MR 5 FO5EIE

B HATE HY B iR BRI 56 1E /2 B Oracle Solaris OS #bFERY « B R R T IES S H
BT o BRI FERX—ER R B AR A -

WARMPAE, FERrO0RT . 8RB —E2FRNBHIIE - 1 0 5TH0E
TERITR R E A R A

A% 22— MAERERAG . AT RRSGEEEN S0 - G0 0OSEEE—MINER
KA, ARG ERYHAMA T ICE VIR AR THERS IR 1 S R At 7
TR 1 S BT ARG I ] o AGEAES T O BE m KA &SRO, BHh
WRFEA ANFFR R AT PAVS (R TR 50 Mo A B It A BB 5 5T - A
HIRIEE 14 JE H security administrator (ZZRE LR ) $2ALHY -

ERHENERERME

LB IER A 2 HH Trusted Extensions M1/ 72 H1 Oracle Solaris OS Z0HEHY « 5K 2
Hil» Trusted Extensions 2 /I "Message Of The Day (MOTD)" (4 KHIHIE ) *iF

HE o HEHEHERR UR S E B KR E - RS ERHET ZNEE . il BRI RS0
A o B AT LRI G 2 TE R AR Z 2@ - MR RGOR Rk - B D W]
DITEZ MRS N THRE, WIAASAT DAGe R s gl 1l B 2 Sl 21 -

RG] LLER BRI MR A s TP ARE M 2 21 ]
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EF 2l Trusted Extensions

?Wﬁ:%/ﬁ\g I*Er@%fﬁﬁ‘iﬂ Trusted Extensions E"Jj\iﬁ ° Fjﬁﬁﬂﬁiﬁ‘zﬁﬁ*&ﬁm%
i’_ﬁ:é'fgla&n °

A\
v [ RGERAFEIEENEH
1 HEEFZREN"Username" ( RR ) ZEBYF  FNEHNHERA-
HEVERRAEHE AR ER TP 4 . HEEHENAE -
MREHMES, HRA—PNEMOS . "Username" (A% ) FEEHI -

2 HNERARNIAE
fz2 [ = g DU AR A = 4

A R - IR RS R R, WA S F B A E 5% o WRAE R RS e w5
HINEE TAEEOR BHALERANS . XRIETREEE 17 - BFER
AR AE WIRE P O OB AR 7 R 11 % o 1 SLEVECR security administrator (%

2EMEE) .

3 EOLWMANFEREANOS  ARKEOEE.
NEEEN, FHAZEREFEF . RASRERAM OS5 — MR - 5138
T .
WMEEHERE  ERERE O S A ER. FE LSRR —REE
Authentication failed ( ISE 5 )

B "OK" (WisE) » KM RXEHE - EHHEALRIR 2. AERAEROS .

v EHEEESIERE
A ] EURAREL R ST DL R IR A AL « T DAl

BRIFAPRETEER LR 2622 vl e, TRRIE B B E R M R/ MRS
TE o
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1

LA, ).
12 MOTD IHIEHE -
Message Of The Day
Message Of The Day
E Oracle Corporation  Sun0OS 5.11
Session Attributes for: testert
Last Login: April 23, 2011 12:25:25 AM IST on vt/2
= Rights: Basic Solaris User
g Roles: SecAdmin

Minimum Label: PUBLIC

Maximum Clearance: CONFIDENTIAL NEED TO KNOW

Idle time before session lock 30 minutes

[ Restrict Session To A Single Label

0K

a. KMEER ERSIERERE AR -
TSR K EIOS R AT EEE I, g — KPR DA SRR - Q1R
EE ARG LB B A HER . 75BLR security administrator (Z2EHL) -

b. WERBHARBEERMNHER
"Message of the Day" (= KIVHE ) FEATREZ 51 KU NYEF 8022 2 (WA &
& wHLREZTERPWEER -

« RESENREREME.
MOTD X 1EHE 2 B AT A A T SRR MRZE DL HAth 22 2t -

d. FHEMREFTUERBZRANSE  BERESTEERIERZANKIE
Fif; "Restrict Session to a Single Label” CRF2TEBREIZIFRNFRE:) 280, A& REIH
SGIESTE

e. BEH"OK' (HE ) -

IERIAERIIREIERE

ICIPRE L hREE A B o AR B E BAAPRSE R XK bR A Bl 2 IR S 215 b
%o MEZRORGH ., AT UUEAREE RS IE R 2L 21l - HAEE 2 Y021
FEBIPRE A RAY . 1S L 3-4.

- MBERETCMES  EETHEHE.
- WFBEINLIE  FRE—ARSET

THRULLVT, B8 Trusted path® ( TTEHRE ) LRV, KRB HAHE
{92 2 VP«
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o WFBERINEE  BERE-NFRZ-
ZHUHRZE, 1R ili "Trusted Path” ( AIEEER ) 3%, A5 i WFHEIIIRE -

BE"oK" (#E ) -
IR EET o

HEBRE % o] A =

MREZZXZRANEHAPRZHOS  FERNEER
MREATEEARFERENREEE  FEAEER.

A LR TAESERR I A BRAY 218 22 e vF TR0 o . x0T KT HY
TAEuE, ATREAFR{E puBLIc (a3h) #7355 . WREHE @RS S A THEL 21T A AR
Bz, iEEWEER,. DUfE TR 252K -

WNREEHT shell MBUXGEMELTEZER  EH TERIERE

= BXZ system administrator ( REEIER ) KARZX—IER -

o WMREFATLURA root P, AIUIBREEELRELIE-

FERRHERS S, R BIIS 2 shell WAL SCPFIE A RIFA SR P HIEAST - FEi 20 2
B 2XARGNHEREE. AL shell #1IHMLSCIHEI AR -

£ Trusted Extensions H» #2225 B2 R o« A root ik AT L s &
EEX.

a. AERRETRNEMNRARE.

b. EREHKED . NEH 3B HIiETE "Solaris Trusted Extensions Failsafe
Session" ( Solaris Trusted Extensions S{fE L £ £1E ) -

« HERGRTR, RHENDOS.

d. RERTHMANEMOSE  BRA root AFHIOL .
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ITFEE 3 Trusted Extensions

32

Tz HI

{5 FH RE 4L 48 11 5 (Virtual Network Computing, VNC)»  #80] DL\ F-2 BN 85K T HAL
1 [7] Trusted Extensions 1 R LE « 5 55 PR B Oracle Solaris Xvne FAHRC & 9 TE
Trusted Extensions AR %588 1217, B VNC BEE e E NEZ I ARS FigfT . Ll
TEMR S5 78 b2 FRS LR N EERRZS T LI

Y4 & 1 FE Trusted Extensions S H

BB R CIRE T — Xvne lR%#s - B X465 152 0L (Trusted Extensions fir E fll
EHE) R QU X Trusted Extensions A SEHL & Xvne LU TIZFR I [A)”

FLImEEOF  EEE Xvnc R 552E -
BAEHACEEE T Xvnc RS GK -

% /usr/bin/vncviewer Xvnc-server

%
RIS 29 TUHHAY “BF 5K 3| Trusted Extensions” HH AT FEHRAE o
HE, &0 DLt VNC 2 & g8 17F Trusted Extensions 5 H E TAET -
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* o0 g 3 E

{# F Trusted Extensions ( {£%% )

ARETHE T YATE Trusted Extensions HY & TAEX FR TAE o ARFEALE LT LR/ -

58 33 TUHAY “Trusted Extensions HA4 B P 52 [ 22 414
5 34 TUHAY “Trusted Extensions 13441 F2”

%34 TP “ERAIRE RS

541 U “BAT o] {5 # 4 F>

Trusted Extensions F YAl R AL £ M4

Trusted Extensions $2 {7 —1~ 2 45 5L -

fid & A Trusted Extensions Y 2 G AE & F M pe A€ AR A BoR nEHE 155 - 7EATE
HABESE], A7 {E & 4R Al LY -

W QTS NSO <8 CONFIDENTIAL : INTERNAL USE ONLY [V Nz 2 b

B RO T RIS - 5 A{ETHEE (trusted computing base, TCB) 22 A HAA].  A[{F7F
SR EREAEE O L. fla, Bl n, a5 TCB KA. -

WK% SR Trusted Extensions 7248 Y WS Mgl & 0 /KFEEor, M—PNa{EE 52
Bl ir. HE MRZErmASGHENTEE SR, S EG8MpEm (5

MU AN ) L TR O A e M b

33



Trusted Extensions ;T $HiT 52

A\

B - IS R A G LR T AT E O A D R R RS
B« S0 R b TR R LU -

VISR EHARKA - EE LM AEE 5. 1HSILE 39 TUHHY a2l
SRR (=

ARFERBRMARE - 358 IRENIRERFAER . WS I 45, Trusted
Extensions ) TH (5%) o

Trusted Extensions ;T §5 1118

B RH—EA TSN TS 2 SR 2 M« 1577 e R T TR,
Z ATEHHOR TAREIER 222 o AIRFTEARPORIE . WIEHE 5 - R LB

b BB ENEN K2 HEIB0E - WRHOF2ETF—/ MR, s wiith
IR FR S TR, . (BT -

ERERERG

A\

34

AR - AR TEX AR D EE (158 155 security administrator (Z 2B ) BK
% o RG] REAFAE™ B[R]

TR SRR B B e e WA & L R AR DT o WERAEXFIE &L T 594 Eom
THEENZR, B EEH AR .

WA E R U R N BUE BIE R =
WR R B TAESS . 1EB0E R .
MEZFE B RIEE "Lock Screen” ( SIERHE ) -
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ERERERE

E3-1 JA#¥ "Lock Screen” (F{iE Ff )

[w=| Preferences »
II_‘H Administration »
9 Help

E About Oracle Solaris
‘& About GNOME

Log Out sharonr... ! ‘Prutect your computer from unauthorized use

BB o i, HEEA RERIRE X

3
H

- YRR TR E IR SE, A{EE O SREN AN TR WREEERTHIOSR, |1
B@% security administrator (L2 EHG) -

iV

ERHMERS » BHATUATRE -
a. BRI . E2 "Screensaver" ( REARIFERF ) WHEET R .

Screensaver
This display is locked.

ORACI—G, User: sharonr

SOLARIS
Password: 0000088

21-2pr-11 (Thu); D2:08 PM

WIS "Screensaver" (FEFIFFEF ) MEESEE HIT, EZ0I4E5 .

b. #AO%
VR 2GR B 2 JiRIR S -

7% $8 Trusted Extensions

HERZHUE R b FRAEERRENNEN KIF 2 HEI0E - QIRPOHEIT TIE A
Z0. sE PO R TR R
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ERERERE

1 E/F$§ Trusted Extensions » 1§ M EFKEFIEIFE "Log Out your-name" (E5H
your-name ) o

(L0 STl L 1

it

Log out of this system now?

. You are currently logged in as "Tester User".
You will be automatically logged out in 50 seconds.

[ & Cancel H Log Out

2 WHABETHE SHER T "Cancel" (BUH ) -

v WK &R S

TEFH 245 R Trusted Extensions ZTHAIE AT 2 o MR T ECH LIES . EHE AT
M-

E-WREAEES G L WTEERH ARG . fld. VNCEFHLTCERH RS -

Fazar  HENEFEE T "Maintenance and Repair” (4EFFFIEE ) APRACLE A -
® NEFEAHEHE "ShutDown" ( X[ ) -

@ Firefox Web Browser
¥ StarOffice 9
@ Thunderbird Mail/Calendar

S¢ All Applications »
| | Places »
&) Recent Documents »
@, Find Files...

B+ Preferences »
4 Administration >
€ Help

& Lock Screen
B) Log Out tester ...

TRIASEH]
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ERERERE

FFiaZ T

FE-GRAETEOT . BEE4 A Stop-A (L1-A) TETrusted Extensions AN A F « 22 2 B 5 1]
DLEE M B i o

NAAERRE T FXPEFXH

LHEBLERAF. 1 FIE Oracle Solaris 24t Y S - (0 RMHREI R HRER o 402R
IEFEZ MRE T HUTIRIE, WAL T TAEXARZE RIS 2 AT WA -

FIF— & iRE A T2

» THAREOFIIHERBERHNE -
e & F RS EARAHE . WSEH AL "Open Terminal” (FTHF£405) -

» EREARKEER LSS "Home" (€% ) XHX-

G FIRAE ST ds FP T I o SCPFE s R AR e K2 5 = | TAEXAH A 9B
BT o %N R R /\ﬁﬁ—ﬁ&ﬂ’]ﬁfﬁlﬁtiﬁﬁﬁ’hﬁI'ﬂﬂﬁﬁ HrEEEBAR
ISR SR TG S 62 WA 19 DU “AasfIbRE” . BE— TIEX
BEARRE TR 65 L5 48 TIHIEY © §D174%?D%EJJ§IJHf’@I1'FE

AT/ 3] Trusted Extensions Fiff 51

7£ Oracle Solaris Z1THRH » E—M&IRE O HESE trusted_extensions(5) FMIT -

% man trusted_extensions

A XKFEE T Trusted Extensions FJFH P an S HUSIF . 155 UL (Trusted Extensions fir & Fll
EHE) FEYHT & D “Trusted Extensions - TUHI15R” o iX£ET- Mt 71t 1] LM Oracle
T4 Web Uk 5. (http://www.oracle.com/technetwork/indexes/documentation/
index.html)3KE -

WG R F MR R NI

MR H B BRGNP RE R SR S R IR T Al UL PRz SR 8 s
HIRHAARSS , XA - SRR ST EBAR B BIIARE A5 ’E?ﬁﬂﬂ’]ﬁ(ﬁ:?—
RS T%‘BE"& fy, FHATLUERE MRS T TR .. ARELZER. F5

I {Trusted Extensions AU ELFIEBE) FHEY“.copy._files Al link_files SC {7 o

WU BN S R 2 o Bl U 2 A TR L PRV A TR

5 5 HH A A BOX LA F -
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w531

w5l 3-2

HFEHERR

e R RS rIwta et .

BT IE ~/ . link_files {5
HAFH, BITRA—DXE . TUIEEERE xFFHRWEE, E2AREE AT
SRHT - AT EL AL TR H KA -

WEES HIB| E SRR 0 -
WRERN TR U6 5 A BRI BARE ARSI B ZAEAFRIRE T 73T
EHE. WA SIS RA -

BIEIHAEEL ~/. copy_files X1 -
HAFH. BITHRA D nTLEEERE H X FH X, 2 A Refi ]
SHRUL - AT RASES LML T REIE H KA -

B .copy_files 3L 1

TEMREIH . AP AR RS E S 2 DR ST - FEIAES . AR Web
AR 5% 401 (A5 ) Restricted (SZFR) o DAL, Wil Restricted (5ZFR) ZHITE
.mozilla XIFHIREAFPIIEIRE - [AFE. WTERestricted (ZFR) 250 EBEAEFR:
TRETEERFN S & o [Rltk. W7 Restricted (ZFR) KFMELK .aliases Fll . soffice ¥JUA
WS o TERARKANIRZE T Al . copy files XXHFfG . Gt AT DLERMAMBAZ B BE ST

% vi .copy_files

# Copy these files to my home directory in every zone
.aliases

.mozilla

.soffice

BIFE link_files 3T
FELL R, P & SBPERTE PR N {0 A R RE IR BB {E R shell B 1E -

% vi .link_files

# Link these files to my home directory in every zone
.cshrc

.mailrc

RS A AL B S R 2 B - AN SRRV B B 2% B B B AR T E 27 7
SO B AT RE 2 S B IR -
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v AR ERTREORE
A VR TR 20 B 7 1 B b T RETRE -
1 7E"Trusted Path” ( AI{ERE1E ) A . HEHE "Query Window Label" ( EWE CIFRE ) -
(st oo QNN

{il Change Login Password...
#® Change Workspace Password..
= Allocate Device...

© Help...

2 HERERAEBIET-
R e DAL B — A INMETAE N S FiR BT AR XS BR -

32 EWE OPRERE
D_Trusted Path — root [ Trusted Patf

CONEIDENTIAL - INTERNAL USE ONLY.

Terminal
Elle Edit View Terminal Help

bash-4.1% plabel $%
CONFIDENTIAL : INTERNAL USE ONLY
bash-4.1%

k

[ CONFIDENTIAL : INTERNAL USE ONLY

E Applications_ Places System 3G/ Bl : . E&u@ Thu Apr 21, 3:41PM
= —

EJ” W [Terminal (as_éfjperuse... ---ﬁ
3 BERRIRI . SRERE.

v AR R ERTE ST

AR WO R AR e T BE 2 RS B S BB AR R RO P IR - (T R BIFE T A& LAEEHT
ARG S e O A
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~f53-3

w5 3-4

EEHIREXS Sun BERIIZFII . 753K Meta-Stop -

(] B 225X LB T BT R A5 X 224 i S e B S RO A o 7E Sun BEEL . 2 KGRI A 22
T8 E: Meta B -

QS B AL B AR TR il {5, IR ah B (E & L 5% - al{FIEE A 2%
ENEIA{E e 5

NREFERBAR R Sun 84 153 Alt-Break -

BRI E R R E AEEO%

FEATBIR . P EA T EMAERER, BICEER 2R ET - iR 2T
F AR, PRI T Meta-Stop # -

REIEERATEEOSR

EH AR AL B e WA s b R — D B S % 7R Trusted Extensions &
it MPEEDNENS LHER T —PAEE OS5 Ei, 1 XER Trusted
Extensions Z JMUEANFEFAER T o{EH 155 - 4% G/Rin R G AC B DR e
FER—A MR, AN BRI EE S

P NAZIE TEH AP S5Z 2 E AR - A5, AP TDLEd S EREHE T —1
ATEAE (FlIE. BT TEXERLE) MBI EIENIEE D% YHP RN Z T
Alt-Break #EH . 85T 2F5 503 Trusted Extensions 4 B Al {58 [ 4517 -

YN{AT7E Trusted Extensions FHITE MM EEESE

FLLbw MRS SRS ML RN o Trusted Extensions 2 FF A 520 LL N {E55 -
. R

o ERHGEA

BT LIIRAE o

TESI 1Y "Trash Can" (57#AH) EIbR BB T ERARAG 8 - LEFE "Empty Trash” (76254
WAE) o SRIEHERTHRIA o

- BRI & TAEX AR RIS« MBURME EAL TRk FaET . 18 ROHER X AL
= [

ﬁlu‘\ o

EXRSTRETHEIES.
HIG R SR BT B TIEX AR T HF -

» EZRHTIED . NEETEHRENSITTERPITFER .
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» HBRFHEED . FH RE S EARNGRETERUEEZRETHERES .

H#ETHRETRE- T EHSH-
AT LB S R e i DA XACE -

a. BEERME-.

E-HPWMURAFRERE . ACOARERFRERE .

i. MEZFEdG , B system" ( B4 ) > "Preferences” ( I ) >
"Appearance" ( MW ) o

i. #HIFED , REFEFS  URMITEMERIRE -
b. ERFYHEIRIRE . FRHEREA.

i. Birsystem" ( B4 ) > "Preferences" ( BIEIN ) > "Startup Applications" ( JEEI5
BERF) -

ii. B "Options" (£ ) EI+ -

iii. 2215 "Remember currently running applications" ( i2{¥ B RTIEFIEITHIR B 72
F) » REXAIHEE-

TRAERLARE T BT ReFE e B A ik S s s

HAITAMSIR(E

A\

LI 5% MM GRS T AT (SR AL -

EE - SR PUT R EHREER RS D ER S, 1515 security
administrator (ZEEHN) BER - RS 0] BEF1E™ B[Rl -

WA 7£ Trusted Extensions FE X 0%

55 Oracle Solaris OS AN[F]» Trusted Extensions $&ft 7 FH T B £ #) GUL- % GUI 241
BUgEr. HRIFER O HE . BHE I E LT FEETRI AN RS B2 UUR| 3-5.

M "Trusted Path" ( AT{5E&1E ) S HE H%$E “Change Login Password" ( B E RO
4 ) B{ "Change Workspace Password” ( B TEXO% ) -

%)
BRBEZ O AL. EEEE ST E "Trusted Path” ( AJSEEE ) -
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42

3-3 "Trusted Path" (F[{FE%1%)
DTrusted Path = root

{@ Change Login Password...

@ Change Workspace Password
= Allocate Device...
Query Window Label...

@ Help...

iE - MRS S TE A XA T A A A B AR SSET . "Trusted Path" (W] {E %
12) 3EBATH "Change Workspace Password" ( B ITEXO% ) b FiEEIIRE -

BAGHRTOL -
HAER NG R SR T B EEA T - T2l E. EfARA R

%

EE-ALSH. TEERYEPRTE "Change Password" (FEERIT4) XEHE . FHHHRE
BRAMERS o WEREFRATEZXIEHE . W] RE 2 TC R FRAE 8 2 HoAth 7 [

L XMEEAMA P TR ERI S - MRKRERIERS. Mg Ea AEE L
% o BB security administrator (Z2E G ) BER o

BAFRIOL -
BEEHBANOSHEHAITHRIA

- WRIEERE T "Change Password" ( EEUAS ) i HIRRIuE S e AR, WIEE
I RS E TG 5 2/l 0 S A2 ER . EEFS IS LmENEEE
T "Zone Security" (Xi%e ) PPRECE XM HEFTHIF RS, LAENEREET
"Maintenance and Repair" (4EFFIEE ) FPRACE SCHF o Q1R EA S E X Ll E
th2—, BRI ARGEHE R LH—REH S S -

MXOSRTHREAIE

FEEA Sun BEELHY x86 A% L. EIURA I EIA L o BBRFEE EHUR EE 2 7 1
SXAGHEN - R EZIER G G, AP R ZT Meta-Stop 8 - AIRFEFH AR B EXT
TEAEAT S F P BIAE 2 5o 2 Al (SR «

RFRF A R XSRS F P EVRE O Pn aTgEn ol s - A, HPaas
EHBKA -
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ez al

MAEARARFRETER

TEE OB R IR SR8 S 2 G B 58 — > AR X AIRRZE a] DAL E AR N
(EATHRZE -

FH P T DUR L SR B PR i B B 2l e 1

W SR B 2% P 2 -

EEMTHRETHRIAFEX.
AXRFAER. B IFE 47 TPH AT R/ DRE T TIEX” .

REFRENIFXETAXEES ) ITFX.
RIGHEERETEXRNFERINERELFX.

FRELSHIILEX.
BRUEME R, 15 ULE 40 TTHHY “UHATTE Trusted Extensions 0 T ULAY S E T
Sz »

JFJ o

P04 7F Trusted Extensions Bl i% &

I8 "Allocate Device" (Z2HCIRE ) ST, A DUEEEMI AL s L IS - 1R
ZAAE AR A T 0 PR o E8 R 0 B "Permission Denied" (FXPR #4H
o) .

B EA L1 A IR -
7 "Trusted Path" ( AI{EE&1E ) LB A . IEE "Allocate Device" ( DBELIRE ) -

WHEFERRIIRE -
FVFIELE Y ATFRES T 2 BCH IR % (E "Available Devices:" (FIFHIR&E : ) TR

audion—¥5/R 2 v M A7 75 2

cdromn— 87~ CD-ROM X558

floppyn—?ﬁﬁ?@%iﬂ%ﬁ

mag_tapen—E/HE AL CRALALER)

rmdiskn—FER Al RERRIERL (U1 JAZ S ZIP ARBh &Y ) S USB ul #dfifk /1 i
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HFEHERR

PAF X HERERR B AT L 15

e T rdsed Path a
Device Manager (as superuser)
Devices Allocatable by: sharonr
sharonr does not have allocation capabilities—-see user_attr{4)
Available: Allocated:
Device £ |Device |Label £
Add >>
<< Remove
v b
[« vl [« Il
b Administration
Help Cancel oK

5. Ry
EEIRE -

158 M "Available Devices" (1] X% ) 5|50 %E] "Allocated Devices” ( EL5ACIYIX
%) HEK .

= 7£ "Available Devices" ( FTHIZ & ) FIRBPWEHIZZER -

» HEF EFIZIRE  AFBEEEEAME Allocate” ( S ) &4 -
ABPREIFANTERRIIA « [EERIAS al i Rk B HAL S S5 R B A 2R ENBLE -
HEE, a0 TOEXAPREREN A T A o R R0 A 71 B WAL R L T g 47
W BZ AR ST -

THRBIEAEITIRE .

AXEEH AT DA PR A U B IERRRIARE o B X225 MU B 2 R DU B

2

)

Audio Device Allocation

Audio device allocated in zone global.
Turn on microphone if audio recording is to be performed.
Turn microphone off when not recording.

@ 0K

SRIG SRR THEERL - A B FRILET 2 B RTE "Allocated Devices” ( EL/rHCAY 1%
75 ) HIFRH o iR EIE E i B A -

AR EE AR & R IESIRF, BEEMH AR - &R THORE, B
IER AL - S50, st T REs A (%I A IR -
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AR D B HA A B TAEX 8 HAMARZE 09 TAEX . WE 2SR &R 0B 1% bR
B TAF - BAEHIRS TS, WFEEEVIARRES MR 218 & . RIGTEH
FRE TN D EOZIE AT - YR & E SO — DA EFRE N L/EXES . "Available
Devices" (A Fi%%) Hll"Allocated Devices" ( ELZrACHYI%# ) FlI Bkl 2 B o DL 1 F
T 3o

WA A S R SR EFshFIRzE N AR SMERE X /- EIlHEx
H, SWEIE RIS AEE HNE -

WA 7F Trusted Extensions T 3115 & 2B 4B

X% & AR YL -

a. ¥%Z|%"F "Device Manager" ( IR EEER ) HIIFX.
b. NEAEIREIIRFBIHEMBRIEAIRE
FRRT R -

7£ "Deallocation” ( R4 EL ) ITEIEF BT "OK" ( HEE ) -
AR A PIE AT L E A A P A

HNAT7E Trusted Extensions F&IE &

5 Oracle Solaris OS A [A] Trusted Extensions f&ft T F 7&K H A A1) GUI -
EERSANETFEMNRRA-
WIS s R A R

BAREOS  REKROIESRE.
HAERRIAE T LGSR B A E . T2 minEE. ERANA SRS .

EE-BALDH. EIERYEPRTE "Change Password" (B eI ) XEHE . FHHHRE
SRAMERF S o WIFEARATEZAIEHE b WIATRE2 TR AR L B A S HoAth 25 1

H XFEHMA T FTRER BRI OS « MRRERAERS, WATREEH AL E 2
0% o 1EILBS security administrator (Z2EFEG) BKR -

BEZAOOSNE, SET TIEDCRA DA TIEX « BIEEL T 2R Xt . &aT LIk
177 CUPRBC & SR SR VR FE A TR A
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W IE G S A X T — D R 4 R 5%
XEf. 2frHPEALDS .

v MAEN TEXERZE

FIFATE Trusted Extensions H1iX B TAEX bRE X —IhEE
NEARFRIIIRZE T TIE-

(S e R AT EE A AR T A [R] — AR i T BRI RRRZER TIEX.
2 47 TUHPR YL B/ PR SR TAELX” o

W S BN 2 ) 221

BHAEEOZFTHEARE .
S T DU A TARIX TR -

B "Change Workspace Label" ( B TIEXERE ) -

LTS LN ISRV 28 CONFIDENTIAL : INTERNAL USE ONLY [ 6= 0
Change Workspace Labe/Ws

MIREE R IR FE— MR -
TEE R B "Trusted Path" (A[{EE&1%) 250 -
3-4 "Label Builder" (FRZEAET)

ae e 8

Trial Label Builder {(as superuser)

Select from the list

Classification Sensitivity

() PUBLIC (PUB) [ : INTERMAL USE ONLY (: INTERN)
() CONFIDENTIAL (CNF) [ : NEED TO KNOW (: NEED T
() SANDBOX (SBX) [ : RESTRICTED

() MAX LABEL (MAX)
(® TRUSTED PATH

(L] PLAYGROUND

AW ~ s NS
(Bevert| TRUSTED PaTH [ ]
 Help | Cancel
TE L A2 e FHF'—H//UJ\FH)jﬁ FRET e - TARIXAR R B SO TR Ss
FR2E LB R #ﬁﬁﬁ%’]/ i b BT DR R TR
ﬁﬂ%%éj‘f?a lu\ﬁ)\ D < lﬁ *ITE1 wu\EIJ D <o
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FFiaz

TRz al

W HERR

A ER/INMRE T,%'*iJuIﬂE X

FIHTE Trusted Extensions X B TAEXFRZE X —IRE. A LAJT (HHIFE Rl — 2 90521
NTEA IR T TVE - &0 LIFE R/ MR —F{T‘UDIT’IEI:

Y AT TAEXATPRE . 155 ILEE 46 DURAY “QH 38 2 TAEXARZE” -

WA R BN L R 2
EERMRETRIZIAER  iBHATUUTIRE
a. ETEXRER LR ERITAHE-

b. MIZE Pk "Preferences” ( LT ) -

¢. 7£"Numberof Workspaces" ( T{EX % H ) FERHIEAEE .

ER/IRE T AT TIEX « thal AR SEE a4 TIEX . LS5 RET
BiR.

d. AEATEXEGH.
B PR A AE TOEX i i HZPRR e TRIER

EEMITAERGE  FEFE— T TERERFAELERE
BRIFMER, HS I 46 TUHHRY QT B Bl TAEXARZE” o

ﬁﬂﬁﬂ]?&iu LR TR TR

WL AUES S BN 2 ] 211
BEAREEN TEXER -

S3(o] '~

WREAGRTERMADS  BRAEHOS

WIRABR G SR XIRAET T — D M dy 2RSS . WM P 3 ATFRS I T
Xuf, SfTHPMALDS .

WMARE X B RE B 205, WALAGERA REEARPIPRE T TIE. 5. ERFRRR
BT MRV, W] DUg S E L85 21 -
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v MG E OB sh e E i TIFX

FFiaz

YR CHEZD B — D ARBRE T B TOEDCARI . %8 PR R B IR IR RS - %
H LT B EEE LS AR N HUTHY . MASEE R &5 LI TAEX AR
BETHITH - IRFLEHBELR . B REHE - Ealaed B RS T
R R miAE TAEX 2 MF 5] -

EERETREET  HEONA—TERENE S — 1 ER -
ELHERIAY B AR o7 s = TAEX A .

Eﬁﬁfﬁ THEXPERZED » iEMREE R AR B IERE "Always Visible" ( 1548
) -

M Alt+F7
Resize Alt+F8
Always on Top
# Always on Visible Workspace
Only on This Workspace
Move to Another Workspace »
X Close Alt+F4

ERE BB T ERAE RS e B > TR X A e

AR TE SR

R SCPRRRE R R I « LR ISR VP B L4 AR
B TISOPE . TUSCPRIRR TRE A2 55 LAY - SSBIBR 2 . SCPRRORRES 1T
B L5 SCPETE B A B 2 A

fE A R ER -

1255 - th A U "Trusted Path” (T[{Z#%1%) SEH A "Query Label" (EIFRZE) FH
I .

WA EFRE 2 [B B T EHE

5 7E Oracle Solaris 2%t F—H£, #80] LATE Trusted Extensions A& [ 2 [AIF2 2h %L

o ABE, BB TR —ZET . EEEARRENE O 2 GG R, 252
T+ BRI A5 B BUREE -

Uk A 22 2 SRR AT VP IX R SR A 2 L DI AR VR BT ARIC 1T EL A
ARAERRZE 2 (MR B 2 -
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Hit, B AATEZTER LTS
= (Trusted Extensions lg B A& FE)  HA“QaT {5 SCHF AT LA FRZE DX St B 8T 150 B b

st
N

= (Trusted Extensions fC B AN ) FHAY QAT fo i F P 58 B IR 1 2 = 9510
IR KB 2 P21

AR MIRETRIAFEX.
ARFAER. B2 IFE 47 THPH AT R/ DRE T TIEX” .
BINTE SRR -

BRIFAME R, 1BS UE 48 TUHRRY “UHTHf & SR

HEAREENEOBHE BirrE THITEX
AXRFAER . S IF 48 TP W& L 2h 21 HAth TIEX” .

RHEBTEBIHNER  AEBFEOPHBEEEAS .
471 "Selection Manager Confirmation" (ZEFEEFEERIHIA) KIFHHE -

3-5 "Selection Manager Confirmation" (GEFFEPEARIAIA) XTGHE
~Ta T Tusted Path ]

Selection Manager

Information Downgrade Required

You are transferring a selection between windows with
different labels. This requires the information in the
selection to be downgraded

Orignal Information New Information

COMFIDENTIAL : INTERNAL] v:}) PUBLIC
Type: UTF8_STRING Type: UTF8_STRING (43 byt...
Owner: Tester user Owner: Tester user

Selection

This is an INTERNAL file,
Only employees within the company may see this file.

Time remaining to complete: m |
Help l Cancel J [ oK ]
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50

& F "Selection Manager Confirmation" ( EFREIEZEMIA ) INFIE . AEWIAREUEE
% o
I I AE -

o RERTEEIIAESHIEA -
o EFSARISRE BT & -
» E BB R & -

o RN ERATESF IR  BARSCERARIEEE N (LT RAL) - B
TROUT . AT SR R .

w  FEO AT SR SE B S5 TR [] o BF 1] A R DL B2 45 (50 P T I e Lo Tl
HIRCE -
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Trusted Extensions ITTE ( &% )

AKEA T Trusted Extensions BT « AR LLUF I

% 51 TLHY “Trusted Extensions 14 7] ULIRE”

55 54 TUHAY “Trusted Extensions FAVIR 8 2 214>

% 55 TLHY “Trusted Extensions H1H) SCEEFI RN FFE 2>
% 55 TLH “Oracle Solaris OS H1 Y 1422 4>

% 56 TUHY “Trusted Extensions 1Y) TAEX 2241k

Trusted Extensions B 7] JL I

RINFERR B Fd G (W 2%, B3| Trusted Extensions (11:3%) HATER) . FHF{E
AJ LA F Trusted Extensions | o A fEH . H A TFEEFL LR o € T Trusted
Extensions FIRRHIELIE RFFRZZOHE ~ HPLZe1rn]. LM R Rgb2iEd 2
LY 20E - W ERR. B ZWEE R E A Trusted Extensions AL H 7T

Oracle Solaris &% -

51



Trusted Extensions B8] Il I &E

Ela-1 Trusted Extensions % 27l 5 [
aEge "Trusted Path" THEXIRE BOREE AMEEAK

(AMEBE) % /
/

|['j1'ru5ted LGN COC gl <8 CONFIDENTIAL : INTER __I

& Change Password... I [Chanoe Workspace Labell) = PUBLIC =
il AllocareiDevice. - textfileinfo.txt (~) - gedit
: QulerY Window Label... fle Edit Yiew Search Tools Documents Help
@ Help... NTIAL : INTERNAL USE ONLY - - =
E . &8 & 9 ¢ X ] {
Home New Open  Save Print. Undo P it Copy Paste Fnd Replace
| textfilginfo.txt @ |

This is a PUBLIC file. This file does not contain
confidential information.

&
(=

Fle Edit Yiew Terminal Tabs Help
MBI IS CHEIEREER] plabel
CONFIDENTIAL : INTERNAL USE ONLY

thought<tester > 34

Ln 1, Col 76

CONFIDENTIAL : INTERNAL USE ONLY
Privilege Limit Set for Labeled Zone

File Edit Yiew Terminal Tabs Help

thought<tester> 32 a3

Trusted Path
Terminal

File Edit View Terminal Tabs Help
# whoami .

3072: csh

flags = <none> root
E: basic # D
I: basic
P: basic

L: basic,contract_event,contract_identity,co
ile chown_self,file dac_execute,file dac read,file d
e downgrade sl,file owner,file setid,file upgrade sl
ipc_owner,net_bindmlp,net icmpaccess,net _mac_aware,n
r,proc_audit,proc_chroot,proc_lock memory,proc_owner
acct,sys _admin,sys audit,sys mount,sys nfs,sys resou
rmap,win_config,win_dac_read,win_dac_write,win_devic
,win mac write,win selection
thought<tester> 33

I8 FriMar 27, 10:41 AM || @ Home | Privilege Limit Set for L...| ™ Terminal < textileinfo.txt (~) - gedit el Ne |
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 EERFEMRE TN LIEX, EEFIARIEAD TIEX, A5 ERHRE .

o XS T TAINACE . (ERE TAEX A] DUSBR A% AR i AR T AL T
PREEMIENE - RAAYE [ 4% LAtk th o 7 ARt .«

Trusted Extensions F§ F$5& - 2011 12 B



1A

L&

access control list,

ACL (FEHEHIFIR )
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BEIRE )

allocatable device ( AJ 43>
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)
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