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MREATHZEARERGIIM S, WA DABRE AT o WREFTE A LDAP. NITE
AR — MEPREIR Z /T (SRR GLL L E ) LDAP 2 L -

RIS HAE R G I 2% - I21T Trusted Extensions.  MIE K LDAP F{Far £ R55 - Xt T
Trusted Extensions HCE RS MLEHT, 52 L E # 1Y Oracle Directory Server 1l

fft (LDAPHR%58%) - dSRMERyuL S B IA N LDAP IRgsas, WA LA{# ] Trusted
Extensions ${4E B & 14554 - LUIAZMRSS# 161E Trusted Extensions %% X E
LDAP 1 .

Rk S A BY LDAP ARS5 %% WITEIZ1T Trusted Extensions XY R 45 LA
—1 LDAP lR%5%8 - %8 5%, JJ Trusted Extensions il & LDAP ({£5%) /448 T FH>*

1 Trusted Extensions ¥ %I 5T

FREE T £7E58 —K 515 Trusted Extensions B JE FHE 11 Ik, SEEEN T2
1t login/logout EHMATE H(; . EH T ATIACE RS, o DUERCE 2 5L
AIEAE . YXEMENRGEHITRER . FiHcR2E S ABMHEN A ERA

F o 152 L5 63 TUHI “TE Trusted Extensions H1 8/ @A (A FTH -
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it (HEE)

F£ Trusted Extensions P %I P &£

Trusted Extensions ¥X{F I F {26 7 SRR L RERE(E - K 1-2 AT T X2 il
(B - QRAIH 7 RAME, WS —MENEREE - 2SO n] DB BOX s 2 {E DU
WILUE S 2 23R - IREELEE)G . LR P G A] DL QI ek X e S N R (B A T
BHFP . BRXEGEER S FFER . 755 UL label encodings(4) Fl
policy.conf(4) FMt ot -

%1-2 Trusted Extensions F K ' 22 264 {E

et ES: &
/etc/security/policy.conf IDLECMD lock | logout

IDLETIME 30

CRYPT_ALGORITHMS_ ALLOW 1,2a,md5,5,6

CRYPT_DEFAULT sha256

LOCK_AFTER RETRIES no | yes

PRIV DEFAULT basic

PRIV_LIMIT all

AUTHS_GRANTED solaris.device.cdrw

CONSOLE_USER Console User

PROFS GRANTED Basic Solaris User
/etc/security/tsol/labelfencodingsﬁk‘é\%F'f@ﬁﬁf CNF: INTERNAL USE
f"J LOCAL DEFINITIONS 5> ONLY (CNF: {XBEAifd

)
R P BURAR S PUBLIC

i* - IDLECMD Al IDLETIME ZF &N H T B KA P S1E . SRS T At N
F (%) IDLECMD Il IDLETIME {EUIF A% At A3 -

RGBT G DU E — MRMER PR, 2R T A P IR EE M R R GRS
B - B, S50 5N P HIW)LE shell ) bash shell - RS EFE G Al LUHEE — DN
A PRt — 1 ptbash shell FFREAT -
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— NGB A root M T RIE FIMBCE RN - AHIHCET R -
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VIR E B R root A EFESCIAIF -

AZERFHIC R IEH root WA HIAIR - TCon RGHYIZREE B Al REFG ZA 1L
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7) EFEIS.
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\ /
£ /3 F Trusted Extensions < B f21 E {tf [a) &

L& Trusted Extensions 2 Hij LAURIBWIERIE Hta (R R GT. P FRWRLEpR T in 21X
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36

ZHEFFHCE Oracle label_encodings file (label_encodings () o

A 51 Solaris Trusted Extensions (GNOME) GG HR2EH [R5, AT {E 22 R IX 15

HRER LB T TURX o X THEX 2 A {E 812 (EAMEE DR IL) R4 -

57E Oracle Solaris OS FH—Hf. & LA ERIAPRACE S - 51E Oracle Solaris OS H

—H. root EME—E LA -

EU FH BRI #A B % PR Trusted Extensions. A AIEEA (& - fERCEHAR. HAl@2 e

EHRMAE

NI = Trusted Extensions P44 503 tnrhdb ~ tnrhtp Fl tnzonecfg - {#H tncfg

mr s PR B A] DL AME O L n] 5 £ a2 -

Trusted Extensions F2fit T GUI LIEHI R GE . HX57FHIE, 15SULHE 75, Trusted

Extensions & FE T H .

» 8T txzonemgr BIAS, P B AT DUAC B Trusted Extensions XFI 2% . HXHE %
8., 1EZ UL txzonemgr(IM) FH 1T -

» "Device Manager" (XA EEEA) EHHATER A D ACRIFR IR E -
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£ 53K : EZF1/3 H Trusted Extensions

HlE 4 25 H 2 Trusted Extensionss 1672 LA ME5% -

® 2235 Oracle Solaris OS B/ % [& Trusted
Extensions o

% &%
m fERINARY Oracle Solaris ZZ2E LI Trusted |® 58 42 TUHIRY “UE ST E 22250 Oracle Solaris %% LA{# A Trusted
Extensions Extensions”

w541 TP 22222 %E Oracle Solaris A 4%

WEEEE, REH XS RS Trusted
Extensions W&l H P 3

% 44 IR “7E)3 F Trusted Extensions 2 Bij fif (R 2 4 [r i

J& F Trusted Extensions o

5% 45 IR “fE FH Trusted Extensions H B # 5 5”

{£% %158 : 1%$% Trusted Extensions Bl &

FEFLL RS IR PR EZ — EERSHIBCE Trusted Extensions -

% 5%
AIl#LH 7 Trusted Extensions A4 o 538 TUHAY “fE25 51136« [ AR AY B & 12 BT B Trusted
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%
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{55513 : BEE Trusted Extensions LLi# & ih = &=k
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s HEEHITE 53
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o RIEIE R ECR. ST HARRCEAESS -

% 5%
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4% Trusted Extensions THBEF INZ! Oracle

Solaris ( 5% )

AKEA T WHTHE Oracle Solaris 7 4% & 15 FH Trusted Extensions iS5 - AE A
DU 38

w5541 TUHRY “YIEE IR E HIRA A ER 5

w541 TIPHY “UER Oracle Solaris R Z NS I Trusted Extensions”

544 TTHHY “TE/2 A Trusted Extensions < Bij fiff £k 247 4= [A) >

aa1 B FBARIER SR

Trusted Extensions FX{F1% 1F AT N 4 BA A [F 2 TR A R#HTECE - RS0 1]
HAEHIT . BT ARMAEMIEMA AR 2 FA &R, FrigEr—r20
AW A B initial setup team (#)4G1Z EHIPA ) K11 575 F FIBC & Trusted Extensions
B2 — D AR -

/E &% Oracle Solaris % 2t #0375 Il Trusted Extensions

Oracle Solaris ZZ 21T AN 1% 825 521 Trusted Extensions {5 AR 224>

= FEASCFF Trusted Extensions, VA% 42 22 E 3R Solaris OS « A K F2NA Trusted
Extensions [ Oracle Solaris Z2E/ETIHIE R . 15S ULEE 41 DU “Z2 4% Oracle
Solaris RE%” -

» (REZTEH Solaris OS. 15K E A UL & 2 13 14 & Trusted Extensions %
K o HKFNA Trusted Extensions K 2. 1ES UL 42 TUHHRY “UE#T £ 224509 Oracle
Solaris &%t LAf# F Trusted Extensions” -

v L2423 Oracle Solaris 24t

55 1E A T Oracle Solaris B 2T %46 « MFEEHITHY. ES ILE 42 TTHRY “UE
75 ELZ22E Y Oracle Solaris 2%t LA {# A Trusted Extensions”
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AE# Oracle Solaris £ F0 /N Trusted Extensions

1 &% Oracle Solaris OS B , i&€iE A Ak 2 #0 root BEIKF -
£ Trusted Extensions HH» (i H root 0 LK BIFEM A B RICE RS -

2 BEXREFRZ OracleSolaris it , 1518 O S EEL root FEMKF -
a. FTF&ImEO-

b. & rootHE -
FEHIIEERE, SRR TR PR OS2 E 4 .

% su -

Your password has expired. Create a new password.
Enter new password: Type a password for root
Retype the password: Retype the root password

#

EEE VUG AN FRECF TN o« O BAERE . imngel/b i id s 1

Aﬁﬁlﬁﬁﬁﬁlﬁﬂ’\] NIKBUR AT IR 2 -

BTRNEE  REHITE 43 TTHHY “Ff Trusted Extensions B ELAN I 2] Oracle Solaris F 45" FHAYHE X

BAE

v R LR Oracle Solaris Z 4t LL{£ A Trusted

Extensions

HATSSER TEAAEMEAS < M B it XA H _FIiZ1T Trusted Extensions ) Oracle Solaris

ARG

FIAZAT  SEE 2 5 XA R root It .

1 WIRGHRFLLRTEERBXE WUi%#—rEﬂﬂ'Jl‘?

Trusted Extensions A A2 bric & X A0 & BRI - 15 S 54 brands(5) Fll
trusted extensions(5) FHMIT .

2 WMRIEWEZZBroot 0% NiEEIE—-

F-HPAFREOSERESMA . FhXalgeaibtt ARG AP EdE. HRosE
ME—FRIHIZA T%?ﬁ%iﬁﬁi,u\ﬁ THEE, XFiER T RE R BN, LA g
ERECHOSMEESM A ; Wlae2mEr. k. WAST 7T HLE0ERE T A%
2RI % - Oracle Solaris RE A AN Z2 2R 114 BJCyERL I P tEs B 2 02 80

HETF.
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AE#% Oracle Solaris Z2 £ F03%% /ill Trusted Extensions

BETROSE

ez E

PRI TEE 43 TUHHY “FF Trusted Extensions FU A M1 E] Oracle Solaris &% I FH%
AR

1% Trusted Extensions X 5 €1:% I1Z] Oracle Solaris %
%

ESERR S 42 TTHHRY “YHER 222320 Oracle Solaris 2 %t LA{# F Trusted Extensions”8Y
5B 41 TUHHRY L4282 Oracle Solaris 245 -

R E R "Software Installation” (BX{F22%E) APREDE S -

iR REHERE  FLREOTKE root HE

%

su -

Enter Password: Type root password

#

T #3222 Trusted Extensions Z {4 €1 -
{di F a1 T B R RS GUT -

HFELRIFEOYF . FA pkg install % -

$ pkg install system/trusted/trusted-extensions

R AFIE S TS, Bl SHEE SRR fla, (EHUA TS %

S ER
$ pkg install system/trusted/locale/ja &

HHRIREOS . RIS AEEERGU.

$ packagemanager &

a. I%E¥E Trusted Extensions Z 4

i. 7T "Desktop (GNOME)" ( S (GNOME) ) 283 THIZEA! -

ii. 1%#% Trusted Extensions 231 -

iii. ZERHFETIFRP . B trusted-extensions X K7 A & IEAE -

iv. ATEERHETIRT  BEERENEAIESHMET M IRIE -
b. ERIMKMEE . {58 E "Install/Update” ( R3E/F# ) BFR-

% 3E . 4§ Trusted Extensions ZBEFR INZY Oracle Solaris ( 1£5% )

FHX
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T£J5 F Trusted Extensions Z B iR 22 4 (6] &

7£ /28 F Trusted Extensions < Bl i) % £ (o) i

44

X T2 & Trusted Extensions MRS, TEMH —SEll B0 - Hla0. 750
T B ZIER 4 Trusted Extensions fit & 14 & & HIAC &

v 7£/3 F Trusted Extensions Z BifAR R FZE G L £ FF

MHEERR

ﬁﬂzgﬁ:/ﬁ\iﬁﬂﬁ Trusted Extensions E"J/I\//\?ﬁ ’ iﬁﬁﬁﬂ%&tﬁ#‘zw&ﬁ J\X%@EE
RE

HERGBEGESEFEAMTRLEENRF .

FEL YRS, BB Oracle Solaris RETHITIL TR -

» X[ T SPARC #%%. ¥ PROM L2 F1H 20t 1% -

» T x86 A%, {R4 BIOS-
» EFTE ARG, A2 root -

/%% label_encodings 3§ -

WIRIEEEFEE T U551 tabel_encodings SUI . AFee & H LHZ M. RIG A RE
TG EAMAC BATSS - NSRS 55 3% H 1abel encodings . T LU{# ] Oracle $2 1Y
R o Oracle iAF2E T HAth 1abel encodings XX, #EW[7E /etc/security/tsol H
KAHEX LS o X LE Oracle X2 - ENTFTREAEEH TAEF RS -

TN AL S E RIS 55 L (Trusted Extensions Label Administration) o

E T label_encodings XHHBIIRETR » F{FEEENBREXEATIZE.
PO =) label encodings X EWTATR . BHEXSARELC TS

TERERR BRI R
PUBLIC public
CONFIDENTIAL: INTERNAL USE ONLY internal
CONFIDENTIAL: NEED TO KNOW needtoknow
CONFIDENTIAL: RESTRICTED restricted

i* - HEALE T R AN public Al internal XI5 o
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4 WEMRSIERE-

ARG R 22 4 TR AT DL SR 8 @ i A A €2 8 P Trusted Extensions  H15R/&1X

ML BE R EEILE RGN E MG B S, A TER B FE R F
HARY B A1 X BE i

MRABRIEE L AR AERACE RS, B LLERFEL root ABAIE AL . 1XFh
FlE T RA KL S root AR LITERSG EHUTATETSS. mEAMh A G HdT—4
ZEIE ZRRBIESS - FIik, RS A aHu TR & E A S

WESTREMMERE ML 20 -

Bila. SEATRE 2 I8 T A L

» FAEVRAL A AEEE B R G AT P BC A -

w FE A ARG IR EEARZE T TR LEFT ML -

» R EAARRECE TR Fl. Mo RGIE TR S -
o EMREATRE R GA] LS TOARE RGO TIEAE -

J3 Fi Trusted Extensions fR 55 H & &

ez E

{E Oracle Solaris OS H1. Trusted Extensions x& FH [l 55 #E T & (Service Management
Facility, SMF) B H ) —FhfR 55 - 2RSS B FRIE sve:/system/labeld:default « BRETH
BN labetd HRSSHEEEH] -

i - {4/ Trusted Extensions A4t B A HEGE RIS SR Fs (A48 F el T1F
uh) B AT EMEEL BT R - 7T MR E A RE S HA R G T -

/B F Trusted Extensions F E#5| &
Labeld 28 B SR AIBRES o BT, 2o DL F IR AIBRES -

w AT DX DL R B A DX Y E SRS
» AR, BARE U
o MR

RESEREE 41 TUHY “YEST Oracle Solaris R ZEFIIAS I Trusted Extensions” 158 44 TTH
“TEJS FH Trusted Extensions 2 Bij iR 22 4 Al T 5% -

T E 2R DX AR A root AR
HHERARREIEEZRRR
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A\

A\

ETROTE

FFiaz

EE - WRETCER SN, 0] BE7E & R 2 Trusted Extensions [ JC1% 1 [R] 52 H BY 32 32
AL R -

a. HETNEPEMRA . AEETHFHIESE "Properties” (B ) -
b. IGTRERERAY "Orientation" ( E{L ) EE A "Bottom" ( JEZR ) -
FIF 48 inE O F /3 F 1abeld AR SS -

# svcadm enable -s labeld

labeld iRSFRPRERMBIRSE . HIE N F D BCARSS -

EE - ECRREIEHORAT 28T AEERS BT EMES

BiEREERERAZRS -

# sves -x labeld
svc:/system/labeld:default (Trusted Extensions)
State: online since weekday month date hour:minute:second year
See: labeld(1M)
Impact: None.

EE - R ELE TR S A B Trusted Extensionss TH{FAIEEZ 12 3, Trusted
Extenswns AR E R ((£55) - HEERGURFEREER 28 AEHITERS
S o YIS ABLE Trusted Extensions 225 UL TIEFEE TR, OB ToEE Dnfe RgExT Haft
1751

EN5ISRS-.

# /usr/sbin/reboot

PREEHATER 46 TUHHHY <& £ 3| Trusted Extensions” Y FE R HE o

ZF % Trusted Extensions

Bxih. BHESBXER, XZIRBIFIEITE S5 [A#2 %] (mandatory access control,
MAC) FUEAET

TERZEEE S, TERE RSN SFEERPAEE DN E B A A initial setup
team (PIUHIREHIBL) -

TR E 5EREE 45 TUHHY “fE FH Trusted Extensions H E #5557 -
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1 EREREHEHENRAKAESR.
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RAPASHEOSBESAM A RAX a1t AARG R P EdE. Rk
—hRRIZA S BEE O ERE T R, XMEE TR R Y. LRI P ECE
FEHOWOSMEESM A, talgeZREN. il WAS T T HSEEE T A%e
B4 o Trusted Extensions FX{FFH B A ZZ 2/ 14, (EJCEERHIEA FItEs 5 2/
A48 HET .

2 {ERRERFEH "status" ( IR7S ) B0 "Clearance” ( £Z£1F7 ) O -

3 KHABRIRE puBLIC A T I HIITIELE -
HH root ffA)SS . B X 1

4 A rootHE-

a. AAEEQOSKYP . BEEMNAR.
IR R 2SR B R R root AT (R

b. & root Bt .
MR BT EAZAELE—-MTOS .

- AREETT ARG — BRI, AN EBUE R o B, i A AT DATE RIS
IERIIE O NI ARGE HF HICHEME— RN, S T B T -

BTRNEE HREPITUTNERIEZ —
 EIEHAERS. BHEE 53 TR QAR X
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5 53 TUHRY “QIl A bR X H

% 63 TLHIY “7E Trusted Extensions 18I Ff (4 1 F”
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1E Trusted Extensions FiZ B £ FH X1

ZE ] Trusted Extensions ML, THHUTUL M EFS VIR . ELRERENCE . 15
¥ 2258 53 TR “BI A PR X .
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U H TPve 4>
B DOI - FEEEAE 1 ARG RFE IR (Domain of Interpretation, | 25 52 TTHHIY “U{T Rl & R SRR
DOI) -
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7E Trusted Extensions % & £ 5 X1

£% L 5%
fid'E LDAP AR %555 - fii ¥ Trusted Extensions LDAP H F AR 554 - % 5%, JJ Trusted Extensions [l &
LDAP ({1:5%)
B LDAP % 7 # - I R GE KN Trusted Extensions LDAP H ARS5a7  | 55 87 TUHIAY “f 425 XI5k ) Trusted
HPHLo Extensions FHHYZ FHL”
JAN i 4= v
v A EH RERERIE
T GRS S 701 5 TEAE 85 U AEAT Trusted Extensions FEALFEZY -
i - Trusted Extensions 2 Z 2614 label encodings S« MELE AT TR - H
s WCHEATREH AN E S - QURFT R ZE A S, mTDABk it 72
o QRESCEGID S, P LT i
s REAFEGIL L 1HS % (Trusted Extensions Label Administration) LA T fi#
FHRHVEDK ~ I BEAIR A -
A R - R B GURIN TR . IR B S
FiazEl R LREMA o security administrator (ZRE R ) i Ti4H - K& FLED
label encodings 1o WIHRFTH 4k 1abel encodings X BIRIZ ARG
Ao BREZER. 1§55 U 1abel encodings(4) FH 1T -
Pi%i%8 1abel_encodings X fEMAWUAH root A -
1 1% 1abel_encodings X E HI B E E -
FENFEHEATES]. 1ES ILE 74 TTHEY “U1T7E Trusted Extensions H1 #5115 & il
e
2 HEZIREOP . WEXHRIEE.
a. 1B1T chk_encodings fF % -
# /usr/sbin/chk_encodings /full-pathname-of-label-encodings-file
b. EEHHERHMITUTRIEZ— -
» fRREEIR
Wi SR 7R, DA RER A kL . BB, ES UL (Trusted
Extensions Label Administration) H1fY% 3 & “Creating a Label Encodings File
(Tasks)”
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http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4label-encodings-4
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FE Trusted Extensions Fi% & £ F X5

A\

w5l 4-1

ETROTE

s [EZ R ARSI tabel_encodings 314 -

# cp /full-pathname-of-label-encodings-file \
/etc/security/tsol/label.encodings.site

# cd /etc/security/tsol

# cp label_encodings label_encodings.tx.orig

# cp label.encodings.site label_encodings

& - 751 tabel_encodings X F#AZLET "Check Encodings” (#& & 4afY) M.
Tﬁb%f‘

KEAS1T LA label_encodings i&i%
TEHOR B, R B e 1T Rt 2 4 label_encodings PYEL

# /usr/sbin/chk_encodings /var/encodings/label_encodingsl
No errors found in /var/encodings/label encodingsl
# /usr/sbin/chk_encodings /var/encodings/label_encodings2
No errors found in /var/encodings/label encodings2

WNRE P Z P E HH tabel encodings2 X, B G 1Z BT84 -

# /usr/sbin/chk_encodings -a /var/encodings/label_encodings2
No errors found in /var/encodings/label encodings2

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2010
---> CLASSIFICATIONS <---

Classification 1: PUBLIC

Initial Compartment bits: 10

Initial Markings bits: NONE
---> COMPARTMENTS AND MARKINGS USAGE ANALYSIS <---

---> SENSITIVITY LABEL to COLOR MAPPING <---

B R ITEN AL K018 O HTRIAR . SRIE R SRS 3] ete/security/tsol H ¥ o

# cp /var/encodings/label_encodings2 /etc/security/tsol/label.encodings.10.10.10
# cd /etc/security/tsol

# cp label_encodings label_encodings.tx.orig

# cp label.encodings.10.10.10 label_encodings

wfE, B label encodings KT AT A -

# /usr/shin/chk_encodings -a /etc/security/tsol/label_encodings | head -4
No errors found in /etc/security/tsol/label encodings

---> VERSION = MYCOMPANY LABEL ENCODINGS 2.0 10/10/2010
VIRERTSF ARG A ] B PR X, -
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52

v U0{A]7E Trusted Extensions F /5 A IPv6 [ 4%

A\

Tz Hl

HFEHERR

ETRITR

FFiaz

& - txzonemgr BIAA 25 1Pve #ibEiEY: o (HIL. EMH tncfgdn . 1 1Pve EHLIR
B2 Trusted Extensions P& H o BRG] 155 UL 175 TTHHEY “AI{E W25 [BE HLHT
il 16-11 -

CIPSO JET ¥ H Internet 5343 BLA/LH4 (Internet Assigned Numbers Authority, IANA) 4# 5
A HEFE LY "IPv6 Option Type" (IPv6 MR ) “FEHHA o 7S FE IR BRI 2
Rt —DGS, DIEAMNES B B TANA NHGETHEE — M5 - WERKE X
tt4m5 . Trusted Extensions 125 IPv6 F%%

BTE Trusted Extensions F1S F IPve 4% . WAMITE /etc/system SCAFHES I — 1T

R 2 R X HTY root M1 o
BLLTIEENE Jetc/system XXHEH -

set ip:ip6opt_ls = 0x0a

o WIRAES SRR I CRE R fEH IPve BC BN IR 1 B IR0 -
o RIZIIHIPEE A E
IR IEFR IR INE] Jetc/system X BB EMTIIS T RS -

»  {N5F Trusted Extensions ¥ 1224 i £2/5 H 1Pv6 BY Oracle Solaris %%, {HICIETE
/etc/system SN TP T KR RDA FESIRVEE : t optmgmt: System error: Cannot
assign requested address time-stamp (t_optmgmt: ARG R T REFEE AT ECK Al
HE time-stamp )

VIEHTE SRS A A REX I .

INMATEL B R S R

5hd B Trusted Extensions [ 7 45 1 T 1 K85 & A 0BG 5.1 CIPSO RS i,
(Domain of Interpretation, DOT) FIFRICHLN - % 5%7H E H{# F i) DOI 5 "CIPSO IP
Option" (CIPSOIP %M1 ) kHHERIEATHRIR - ATEHL T, Trusted Extensions HI[
DOI Jy 1-

MR ASRISE SR FAE N 179 DOL. L AUE U A security template (22 4f5Az ) HifY
doi fH -
22 R X root A -
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HEERERE

® HFEREREWNFIEE DOIE -

# tncfg -t cipso set doi=n
# tncfg -t admin_low set doi=n

i - B LR AR

$55E DOI{H -

Nii|
i
W
=

m 55173 TIHHY “Trusted Extensions H Y 28 22 42 Jg@ 14>

= 55 188 TUHIHY “qnfnf Allfd &2 kb

ETRHOTER

WSRFTHEFH ] LDAP.

[FLEEXE

Bl B LDAP. A n] Al A H72%5 X 1,

R

SIEERE

oK -

X 32

AT B T RCEA PR

5#, J; Trusted Extensions it & LDAP ({£%%)

BRELINIT R 53 TRy “BUEAA R X I HAH S R AE -

SIXIE . AT E BRI AR X I T A A X

o I

T - tSRATHE A LDAP.

%)

EHERE 55, ) Trusted Extensions it & LDAP ({F
o WAL E LDAP. A A GIJEA bRZ X 35 -

%

LA

5%

la. |54 Trusted Extensions AC
.

txzonemgr -c A4 2 M label encodings LAl
WA EFRZE D, -

53 TR “Yi1 QIR &

Trusted Extensions A %%”

1b. A GUI G54 Trusted
Extensions il &. -

txzonemgr BIA A —1 GUI. HTTEALE RS
WA R S

5 54 GUHEY “q0AT ASZ 75 2081
AR

le. TR SE Rk IX I BT 7 -

txzonemgr IR ZAIE#—4 GUI. HTHERERS
A FE BEAE R AR 55 -

2 54 TRy “qar A2 7,55 2081
AR X

2. QI — M A IREEE o

TEBREICE . A TAEX PR E N

PUBLIC #ll INTERNAL USE ONLY o

2 56 JUHEA “QafT R prsks
AR TR

faEs

3. (W[E) GBI E AR

G

PCE AR DRI Z . 2R KIS IR
FXWERBIHA RS -

%8 57 TUHHIRY “7E Trusted
Extensions HHHL B &% #2117

v 0] 6172 FL 2 Trusted Extensions % 4t

1@% IHZLE Tﬁﬂ@"ﬁﬂﬁ"ﬁﬁ“’[ﬂiﬂ’] ﬁ)& Trusted Extensions ?\Z;L °
WUEE S RGN L2k, R RG TS AR BN TEE -

frf AR AR
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54

Tz HI

1

2

BETROTE

Faz

ZHI

TEESERER 46 TUHRY B 3 F| Trusted Extensions” « & E#&H root Afh -
EHIA TR BT —MHE D
AIIEEE txzonemgr FH T

# man txzonemgr

CEREEE .

# /usr/sbin/txzonemgr -c

L7 4 Oracle Solaris OS Fll Trusted Extensions #0448 I ZI X 45k « Gl sk p g~ -
@ﬁﬂ:ﬁlﬁﬁﬁg SRIGTHE AR IR AR — MERES X . F5FXIE .

n B PNERZEXIEE T 1abel encodings SXAFHIHY Default User Sensitivity
Label (k&P BUEFR) 1H -

n FHMERRZXEIET label encodings SXHFHIHY Default User Clearance (R4
FrgvEnl) {Ho

PR AT RETG ZEK LY 20 70l o BEZAEDCHER,  BAIACR BT XA BR2E DX 3ot FH 22 R X A

root [1% -

B Trusted Extensions il & . 1 £ 5% 56 TLH “WHA B RS 45 7 45 0 A X 3k T1E
X o

AR BN EEFIREXE

TEAN T Label _encodings AR A Xk BT DX . B
GUI 2 W{E R G B HAAI@E IR FRS - (R R, ACR A MRS IX
fa o WIERAE(H A Trusted Extensions label encodings S, G E Trusted
Extensions i & -

ESERKR S 46 TR “& 3 %] Trusted Extensions” » #E & root A -
T8 T A A X3

BITABARAIEDIH] txzonemgr 54 -
# txzonemgr &

A $T T "Labeled Zone Manager" (AFRZSDIRE PSS ) XFUEHE o L zenity X 1HHE
SR EPUTHENESS . BARBETECER SRS -

BPUTHIUESS . HERFHR AT AEZ R E el oK (e ) - EIERE
B ASURIY . SEASOR, SRV f2nl E sl f; "OK” (FRE) -
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WEEREXE

RoR - EAEE LI GEEGIRE . 151 "Labeled Zone Manager” (7 b3 X I E B
%) L "Return to Main Menu" GRIEIR|F3H) o 8%, w[LL#E "Cancel" (X
H) -

EFREUTTEZ —REXE :

» EYEWAINERERE AT IEEFIERE public and internal zones ( AL X1
MAEPXIE ) -

F—NEIREXIEEET 1abel encodings XH1HY Default User Sensitivity
Label (HR&H P BUEIRZE) 1E -

FoAERE X EEET 1abel encodings SCAFHIRY Default User Clearance (i
HHRPZEV) 8-

R ERTRMTIRER L -

% public (A4L) XL A PR, SEFZ XA ATE DNS FHE LI IP b
Hks TEEHITE DNS HE L - B0 ARG ER

BN ER A root OSHIIRER -
root [T 1ERG LRI T 1 IRE « LI rnAYHm AR R -

HAXESERRRH  FARAERRZNOS
R 1817 sves -x m ¥ UREE SR AECE T ITAERIARSS « WRAK B ETH
B B E B E T A AR SS -

MR HFRAED -
HIFERET, ## A exit". fAJ5 M "Zone Console" ([XIZiz#lE ) HHF
"Close" (XH]) &I

ER—PEON. AR ETER - ZIX IR R TR R . Py
TR FEARR o

BRIF-ARGEF G HERAARRS T ELIET.

# sSvCs =X
#

WMARAR B REMHE . WA CRENTHRIARSS o 1527 "Labeled Zone
Manager' (AIRZEXBERLE) -

X "Labeled Zone Manager" ( BIr&E XIHEEEE ) PHINEBXIL -

HEFF "Reboot” (FEHTTIF) + S5 Hi "Cancel” (HUH) FZEMR EIEE R4 - BT
HXIBHIEEZTT o« TEARERIARIEBIT -
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56

w5l 4-2

FiaZ Al

» EFHOEKXIE . FIEE "MainMenu" ( 38 ) , SRF%EE "CreateaZone" ( §1]iE
X ) -

IR TR o GUIRES S I5E i Xk Bl 72
BN S [ 5 DG AT ] B 5 DXk DL B 2 DXdek o X B XS R T IR AR

JELiDe
S — 1 EREXE
TR R, S R @I H4 label encodings X A-GIEAZ R IX 4
B, BRI txzonemgr B

# txzonemgr &

mE, EHASMEIERXE, HEEE restricted (ZIR) HIXIK-

Create a new zone:restricted

SR BT GO IERRRI PR o

Select label:CNF : RESTRICTED

BB IR APIEERE "Clone” (FEfE) UM, FlJ51%EF% snapshot (HRIR) 1EJHTIXIRHY
TR -

restricted (ZFR) XIATH)E. EHA T "Boot” (5F) 5[5 =M Xik-

BHREWE M) restricted (BZPR) X%, EFE 51K 1abel encodings XA Default
User Clearance (EREH %2150 ) {HH L CNF RESTRICTED (CNFE 5ZFR) -

AR IEEA W X TEX

T RN N ERE TEX,. HESEMERE TEX BT F—MEREE O - 1t
E55ERE . B EE — 1A I AREL W Trusted Extensions 5% o

WESERKR S 53 DU “UA] Bl #3514 Trusted Extensions 22 48”85 54 01 “Uar LSS
b7 A E X .

BRI -

f1E—"pruBLic (2H ) TEK.

puBLIC (v4L) TAEIXAUFRZE S Default User Sensitivity Label (&4 FBUEFR
%) KR

a. VBB E_/NTEX.
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b. AT IHi%RE "Change Workspace Label" ( EM TEXERE ) ©
¢ EFEPUBLIC" (A% ) FEE"OK" (BE ) -

2 FEHIRTRAHEH#ENOS .
AT puBLIc (ML) TEXH .

3 ITHAREO.
& 625 0 puBLIC (/vdE) o

4 f)&— "INTERNALUSEONLY" ( {R{tHERER ) T{EK -

SR R E T35 5500 1abel encodings XfF: 44 E:T pefault User Clearance (it
BHPZeE]) BEfETEX .

a. VIHRBIE=ATIEX .
b. A B EFEHIEE "Change Workspace Label" ( B TEXFIRE ) -
c. 1%E$E "INTERNALUSEONLY" ( {XEAERER ) F8E "oK" (#E ) -

5 FEHIMRREE®ENOS.
LT INTERNAL (PAER) TAEX .

6 FTFFL&IREO.
B PRZ N Confidential: Internal Use only (FLZE . {WHEINERGEERT) -
B RG AT - EEWNHAP TERM— M E TIEX - EZiEF. GR%

X3R5 2/ X s A Rl — A 1P Mkt 5 HAth R #1185 - 2 AT DLl DLXFER. 2 A
RTEFETEN T, BATEIZ IP #HHE R all-zones #1145 .

ETRNEFE QR EFTHEH Trusted Extensions R4 5 HA RGHITEG . 1B R 57 TRy <7
Trusted Extensions H & 2832 117

F£ Trusted Extensions il B M 48 1=

&/ Trusted Extensions 245 B HEEEAVAIIL Bor R (W2 El TIE

uh) W, AFEMGEAETRE - (A2, TEHTMSAE A e S At R gt T
15 o 18T {HH txzonemgr GUI. ] LUEEFANC B A RS DRI 22 R DX DL B2 31 HAth &
5t o ARAMEXIBPRCEIRT I, 155 008 31 0Uh ey v AR X . DU
ESPNRNE T MEGRCE(TSS, HIRHEE 1 HR X T S5 B 2 -

% 4% . BLE Trusted Extensions ( £5% ) 57
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£%

LA

&%

I R A

4o

RGH— 1P ML all-zones 2 ITEAIRZEX
W5 2R Xk 2 [ TS o B EE A E — 1P ik S
ARG TEE -

5 58 TUHRAY “UHATfE AT A X =
B 1P HihE”

1 1P M HE AR AN 22 )= X A
o

AYGH LA 1P ik JFEA 2R IX I % A 1P Mkt
R FAF I AHRZE DRI U (R -

5 58 TUHRIY “QMiT{E AT A X s L =2
BN TP Hihl”

& 1P HLbESE B A A IX
(R Xt 1P
%) o

AGH LA IPHUE . FERFEROFILT, Xtz —
NYIREEE -

% 59 T YT 1P SKEBIAR 2
BRI S

B A X all-zones
PRI A 1P L4 -

IREEARSS

i

ARG LU HA bR KSR R AR 55 -
SR, AR R i

5 59 T YT 1P SLBIAR 2
PREEIX I

1P HLhEFE R 25 X
(WP R R
M) -

NENXE (EFE2RXE) fE— 1Ptk . i
MEPRE XIS A VNIC -

5 60 TUHHEY “H 45 0L 044 11
E R R

T X I F B A X3

AT 5% P T A 5 DX ST 42 ) XA o 2 43
Ho BT HIE —PR2E T HIZFE RSt -

5 61 TUHHAY “UIFF Trusted
Extensions F &% 42 B HA Trusted
Extensions %"

BEXT R XA TT LAY
nscd SFHFHERE -

TEREF FI#EA H B SRR SS SRR s, It
ESHTH X FA XIBACE — > nscd T4 -

62 T YT 9B A PR DX I8
P B A A4 PR AR 55

v AR A XS AR Z B P

i R ARG R DT DU — > 1P sk (B4R DXy TP i)

PN}

[ H AR AR R XA « AL E R EREECE - ERUIAEDT AL E 1 g
M. e ARG R AL E . WL e R e -

FFaaz

TG 22 R XA R root AIERL -

1 BITAHEETIEINAY txzonemgr f7 % -
# txzonemgr &

IHIFRFTE "Labeled Zone Manager” (A ARSI FRAT ) 1 R X I - AR GUI

EE.

2 WEEBKE.

3 XiE "Configure Network Interfaces" ( ECEMLKZIEL ) -

LR R L A13% . EESIE LU RHIERE [

= %ﬂﬁphys
TR ERLA X NAY TP Hid

58 Trusted Extensions BLEFIEIE - 2011 FE 12 B
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ETROTE

L) qﬁ/j‘&j'ﬂup
EESENEN A AED .

MEEFIFRSP , 1%$F "Share with Shared-IP Zones" ( 5= Ip E"]l:i’h& #=) .,
T X s34 ] {5 F It 3 =2 1P Mk 55 AE R AR T R R GE 0 T A -

B "Cancel" ( BUE )  IREIZIXKIG AL IR -

BRI E RFAIIMNEMLS . 1525 61 TUHHRY “UHAT R Trusted Extensions F 4T 1% 2 2| H

ftll Trusted Extensions %% o

N1 1P LB AN RN B R 2 XI5

LOESESATES \; 2 IP ARRI B DCIbhE . HIFSIH R RSSO Bl 2 R R ST
PREX . FEOUTIHE R -

R REF, R — e METRE DRI 1P e (B), fKmdtiil) - AR
e ,H-ﬂliiﬁiﬂlht’? 2% b A R AR Y XSk 738

T ITE 4 JR) XA AR, root AR -

TR E "Labeled Zone Manager" (B FRZE XA FEES ) HH B RIS o BT I
GUL. 165 I3 54 TUHRY « ZZDTTUJCE?‘?EQ@JLﬁﬁ S o s 1 A E A BR
B I -

£ "Labeled Zone Manager" ( Bir&EXIHEIEE ) 1 , WHE@MERMIP LHBEIRE
X3 o

Y "Configure Network Interfaces" ( BELEMEED ) »
IEE B R S B B TR 3K

1%FE "Add an IP instance" ( 75A01P 3£ ) -
MRENRFZE S IPH  FEFEFRAEEONIR.

T EREXE , REL PRI R -

B0, BEA 192.168.1.2/24 - WIERAMINEIZRITEL. REGAIG PO A SRS o £
XTIk 7 (B S5 5 WX £ #4651 255.255.255.0 -

BEHE"oK" (#E ) -
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60

BETROTE

Tz HI

ERMRE AT HRNHRINZR IR -
TEHHEIER R S A BK 8RR IP ik, JRfS B "OK" (WhE) -

i - ENER S S s Ay IR MIBRZ I SRS BT I 1P SE -

B "Cancel" (BUE )  IREZIXIEGS5IR .

HAE RGNS . TEFE 258 61 TIHY “UIA[ R Trusted Extensions RAZLZEHEH| H
ftil Trusted Extensions %% o

AT U 5 R BN AR R

YR & A 1P MR B DX it i, ELU IR RS X IO e B W 2% =oAL R Ge iy
PRI, T EHIT I R -

TR RErR . CRE QI VNIC H R e 2 A hRs X I

TG HE 22 R DX &R root AIERL -

I HRF7E "Labeled Zone Manager” (HFRZEDXIEFRET ) H R IXIEIER - ZHT T I
GUIL. 152 U5 54 TUHRY “QifT LLAE .07 N EEAPRE X « 25 1L R E R A bR
X

£ "Labeled Zone Manager" ( Br&EXIFEEE ) B » WHEMEFMELIZEONEIR
FXiH -

Y "Configure Network Interfaces" ( BREME#EO ) -
IR R A TN W=RrnZ I

W& "Add a virtual interface (VNIC)" ( SRA0EEHIIEED (VNIC) )
MRIEHRFGHZ N VNIC K. BERZ RN EEFEEETHEE DI

XA . SFEE PN FNRTEEIT 5L .
B, YA 192.168.1.2/24 - WIRAMINETZRTTEL. RGCEFE T A M L7815 .
X ILb 7 A5 A S 55 WX 28 #5255, 255.255.0 ¢

ERMERE AT . FWEHRINZR IR -
TEHHEIER I S ABK R A TP ik, SRfS B "OK" (WhE) -
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- BMBR S e e i g R MNER %I, SRS BT I VNIC -

6 i "Cancel" (BUE ) - BEZIXEGLIIR-
BT R EOR VNIC T - RGLFEE [ zonename n %R, Ul internal 0-

BTkOSE TRCEARGIINTNE . 15 ERE 61 TUHAY “UHATF Trusted Extensions 7 9114 12 31| &
ftil Trusted Extensions R&%” o

v U145 Trusted Extensions % 115 2] Hth Trusted
Extensions Z 4t

TEHT R AT, B A8 1 Trusted Extensions %% ] DUZESE SR FE LR E X Trusted
Extensions 2§ o

FFiaZ el FFEOR "Labeled Zone Manager" (HHRZXIEFEE ) - B GUL. 1ES LA 54 11
HE “Qnfr LLAE A5 sCBIE A PR X o fGE 22 R IXIATHY root AR -

1 7 "Labeled Zone Manager" ( BIr&EXIFEESE ) B . WELBXE -
2 i%#% "Add Multilevel Access to Remote Host" ( R INITIZFZ EHAIZ R HIiHE ) -
a. $#\5%— Trusted Extensions R £t HY IP Hhdl -
b. 7£5— Trusted Extensions &t _LiZ{ TR &S
3 B "Cancel" (BUE ) » BEEXEGLTIR.-
4 7£ "Labeled Zone Manager" ( HirZEXIFEESE ) P » WHBHREXE -
5 3%£3F "Add Access to Remote Host" ( iR INXTIZAZEHLAGISE ) -
a. N %—1 Trusted Extensions &4t _E HHHEHREHY XA 1P itk
b. #£%—Trusted Extensions RFRI X I RIZ{TIHR A < -

BESH w Fl5E, AFEMYE (BR)
%186ﬁ¢'9’] NENMMLELERE (E551R) ”

% 4% . BLE Trusted Extensions ( £5% ) 61
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62

v I ASEIREXEEE R A 2RSS

Tz HI

w5l 4-3

R W] DL R A BRI SR 4 PRAR 55 ST R (nscd) o IERBCEL AN
JRVEAEAC ERIPRAE o (EPPERCE S, nscd SFPHRRUE R R XKEAIZTT - B IERE
DX dmlor 14 e 5 DX B 22 ) nscd STHPIERE

IR B SR LLT 2R AFROERE . iy X R 21— DX IS AR s 1Ty
TR I HZF I B SR TR iS5 48 -

7 - RO BRI B 4 5 T Y = R B RE

! fﬂmﬂd%mMm%a(ﬁﬁ SICHEPRER) o BRI GUL 165 UL 54 11
FRE “qfar ASE .07 B PRSI - 02 2R XK EH root A -

7£ "Labeled Zone Manager" ( BIrZEXIHEIESE ) 1 . i%£$F "Configure per-zone name
service" ( EEEG XGRS )  AfFEET "OK" (HE ) -

i - TR E M E G R SR BT FE A — K -

EEEF I XIEA nscd BRSS -
BxRER. ES U nscdOM) FMTT -

EFSISRL.

# /usr/sbin/reboot

MFENX . IEEREMATRRSTIHE -
a. 7£ "ZoneConsole" ( KIFEHIE ) # » 5| nscd RS -

zone-name # SVCS -X name-service/cache
svc:/system/name-service/cache:default (name service cache)
State: online since September 10, 2011 10:10:11 AM PDT
See: nscd(1M)
See: /var/svc/log/system-name-service-cache:default.log
Impact: None.

b. HIIBIEFMAIEEE -

zone-name # netstat -rn

NETEREXEPREREIRRS SEET

B EEAN XA — D AR AR S PP e 2 5 . RGTE L BLE A FRES DX s R
BRI SS SRR fﬂﬁ:ﬁ?%[iﬁqu_ﬁ_ﬁ)jﬂ‘ﬁ B R GG kA B PRI S5
., EH KT txzonemgr GUI, 1EFE 2R [X 1. FH%E#E Unconfigure per-zone name
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ETRMTER

service (MUHACERDIRAIRMSS)  REEF ok (FIE) - EFERIERE MR
B PHY nscd SHPUERE . 205, EELOIEFT S RS .

AR XIS E M i B S8 = AT

s A UUIEL A LDAP H F AR &8 Al LDAP K F -
»  OJLITE R LDAP H MRS H (B RE— RS E:) Fald LDAP K -
= A DL A

EFMEREX SR A E L IRIR S i EREFTE R P& FEm A L% - H
PRt B ST HE DRBOS AT — B bR X i (RS H e br 2 N X

) WIUIRIARR o AN, B R ITE B X R AR A bk P . B R P AR TE
TIXI8 5 LDAP % F HLI¥ LDAP H X -

1E 2 R P I21T "Labeled Zone Manager" (A FRZ XINEFEAR ) txzonemgr HUFF
PRGOS BRI R E PR D, DUE 2 /0 Ik P eS8 sk B g X
e BRAETHOUT Itk P O eIE P

F£ Trusted Extensions F €|ZEH B F1H

1E Trusted Extensions H1 I (1113 72 5 7E Oracle Solaris A1/ E /A (i FEARIR « EXT
TIHEACE . %55 "Security Administrator” (Z&E ) M.

%

BiEA &%

Gl B . Bl — A 5 RIS | 58 64 TUHPEY “UITTE Trusted Extensions H1 81

i "Security Administrator’" (L2 ) >

PIERGEM A A Al — BRI S R 2T R RGE T | 9 65 TUHHRY “QA Al "System

S Administrator" ( RZGEHGL) A

B R P At i IR oRE A — e e - 58 65 TUHE “UI{A[7E Trusted Extensions HH @I A

Al LR f i
REAEERTUHTHE | Whdmt. 5 68 T “UIfal 245 Trusted Extensions f /2
£5% - EEEe

PR EREIEGIRE | B3 zones (X)) MRS5S, (E—MEE |58 68 TUHAY “UNMT{diF P AERS B R BIH bR X

[X 4,

[iZee
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v (A 7E Trusted Extensions A €13 "Security

FiaZ T

1

Administrator" ( Z2EER ) B8
@I%ﬁf)%lziﬁtpﬂ@ root ﬁ]@ o

EGZEAE . BFEM roleadd % -
BRIZGTYWEER, 1ES N roleaddIM) FHTT .
W LAERTIHE BIENS %

» Rolename (FfAHEFK) —secadmin

= -cLocal Security Officer

HEORBEEREE -
= -mhome-directory
= -urole-UID

= -Srepository

= -Kkey=value

5 7€ "Information Security" ({5E%4) Hl"User Security” (FI7%4x) AURALE L
ff o

F-ANTREEHEAG, HEAEHRSE RS - # i pfexec dn S
Fi - %% lock_after retries=no. HAEE[1SFHEH-

# roleadd -c "Local Security Officer" -m \

-u 110 -K profiles="Information Security,User Security" -S files \
-K lock_after_retries=no \

-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH secadmin

RERBHMBOS

# passwd -r files secadmin

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for secadmin
#

EEEVHEEANFREFF NS . 28 AR GRS UULATE L2 #R L
HEDUSE > AT gk b e 1 1 kA SOE A9 NIRBUR 42 A5 [RIR AL 2

SlEEMBER . FA "Security Administrator" ( R£EIER ) BBIEANSE
AIRERY AR B RO A -

»  admin A2 —System Administrator (RGEEMH ) ARECE XA
» oper At —Operator (FE{EGL) AUPRACE I
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ETRMTER

FFiaz

1 LDAP F 813 "Security Administrator” ( Z£EBIER ) AR

X — N RGBCE "local Security Administrator” (AHIZZ2EH G ) AafE. EHAS
TE LDAP R %15 B E Al "Security Administrator”" (L&) M. EIXTE

HH. LDAP % P L U] FHTE LDAP HI3E SLHY "Security Administrator” (ZZ2E G ) A it
TEM .

# roleadd -c "Site Security Officer" -d serverl:/rpool/pooll/BayArea/secadmin
-u 111 -K profiles="Information Security,User Security" -S ldap \

-K lock_after_retries=no -K audit_flags=1o,ex:no \

-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH secadmin

EH AR A ERTIGEH S

# passwd -r ldap secadmin

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for secadmin
#

BRAMA OIS ARMA . 1HS ILE 65 TIHHY “UIA1E Trusted Extensions H181]#
ATDURH A BRI .

gﬁﬁﬂ@. "System Administrator" ( REEIER ) A

TR R root .
% "System Administrator ( RAEER ) "WREEXHIEEHRAE -

# roleadd -c "Local System Administrator" -m -u 111 -K audit_flags=1lo,ex:no\
-K profiles="System Administrator" -K lock_after_retries=no \
-K min_label=ADMIN_LOW -K clearance=ADMIN_HIGH sysadmin

REAENVSBEOZ

# passwd -r files sysadmin

New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for sysadmin
#

!{l]ﬁ?:l‘: Trusted Extensions F 1)} 7] L& IB A BB FH
=
YRS 2 S S e VPR T T LA R G AR 2 /& B L -
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FFiaz

FRUETT LA A . "System Administrator” (REEER ) AEHATTAUEAF FfEE
PIGA 14> 1 "Security Administrator” (2B PEL ) MENATHHEES Z2HEXNE
" () .

ML ITAE 2 R XA root AL o B QERMRHIFITIATI R, AR (E ] R
"Security Administrator" (ZZ2E PG ) F"System Administrator" (RZVEER ) A [E
ERH P DU A, FFPITIE R EIHR 2 3% -

eIZAR.
root fI A 8 "System Administrator" (RZEHR ) MAEHITHSE .
HIMETERPRELTHER -

# useradd -c "Second User" -u 1201 -d /home/jdoe jdoe

tIZRAFE  BUAPHREEM.
root fA 1 5L "Security Administrator" (ZR2E A ) MAEHITHE.

E- T AREAEMAE . ERHRPRUE. HARENSKHM - FR, &t
pfexec SR

# usermod -K lock_after_retries=no -K idletime=5 -K idlecmd=lock \
-K audit_flags=lo,ex:no jdoe

E-FAPRHEAGSE. idletime Ml idlecmd WIEAKEEE R - HRELZEE . ESIE 123
T “Trusted Extensions H1HY policy. conf A& {E” -

BEZVEEATFEBYFFHHIOL
# passwd jdoe
New Password: Type password

Re-enter new Password: Retype password

pz R I) epbe N YNvi £ MRSt WYV bvive £ 3 4P T ] DN W RN TR RS e s o MRS T A
A ECEINFRECR AT R 2 -

BRESEREAR-
root fi 48, "Security Administrator" (Z2E R ) MAEHITH .

# usermod -R oper jdoe
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5l 4-5

E I PRIIRER -

a.

teE SR -
TERE TR 2 TN LUT . TR T B 519 B LA #2F " Convenient
Authorizations” (/7 {FEHN) AURBUESCHF . MAIBEIE S, P T LLA A it
f - FTE] PostScript STIF - HHTICAREATED « B LR X RS - BORAE
STHE, 5 L 133 SO AT QR BT LS (R

E IR PRI S
ES LA 127 TUHRED “BPxt 2 2ME IR s ((E55515%)

BB SR A B AT -

TELPANARG L. AU P R iR E — s, XS] B e 2 2
HASRE R PRI - BXRELZER. B2 ILE 126 TUHIY <. copy _files Fll
link files XX

{EF useradd f5< E A A

TEL R, root 1 GIlfdE— AT 4 $H "Security Administrator” (ZZ2E L) MR
AU - BRIFEMELE. 1S useradd(1M) Fll atohexlabel(1M) T TT -

R R B LR PR S AU AREVE - (A, root M EAHE A1 MR/
M2 VF AR+ /S ik RE

# atohexlabel public

0x0002-08-08

# atohexlabel -c "confidential restricted"
0x0004-08-78

HIK root IS H K 12, RGO - BH R ElE B RIE 2|
/export/homel: A EEE R /export/home i

# useradd -c "Local user for Security Admin" -d /export/homel/jandoe \
-K idletime=10 -K idlecmd=logout -K lock_after_retries=no
-K min_label=0x0002-08-08 -K clearance=0x0004-08-78 jandoe

&, root HOIEEVIIALS -

# passwd -r files jandoe
New Password: <Type password>

Re-enter new Password: <Retype password>
passwd: password successfully changed for jandoe

#

WA root FAEETF "Security Administrator” (ZREMO) mERmAEIHFE X

i

A ERIER 64 TUHHY “UHAT7E Trusted Extensions FH A "Security

Administrator" (Z2EHR ) AT PR -
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TRz Al

Fiaz

# usermod -R secadmin jandoe

v HN{a[#6 56 Trusted Extensions B 2 EH 3K

LREEF AT, HREEMPAE . A5 UTREZACTURTIES. H2

AR ZABIITHIES -

WIERERCE T DNS 8. M mECIEfR G2 )G, MEZA g EE 8 2. 1T
BT

1 WFENEE . UATLUREENBENARSHESR.

2 KiEAE.

LT A& A, HP 00 tester e

[ B Trusted i tester
a. AAfFEARSKYT . BEENARZ.
b. NpEGEENABIIRD . EEF—IAE.

3 MikizAmeE-
AREYH BT R 165 L passwd(1) FHHIT -

= "System Administrator’ (RGUE LG ) M ERNIZEEN B P AIE SR E
solaris.user.manage A 7 @ 1E, WA FHYE 3K shell » "System

Administrator" (RZEH ) AORIZAREHE T solaris.account.setpolicy

AN e i -
» "Security Administrator” (Z2EHEA ) AN IZRED H U T E

solaris.account.setpolicy AN A FJETE - "Security Administrator” (%42

) ROAZANRE QI P BE SO Y B shell o

v fAfER PREBEREITIREXE

BTG F RGNS LEHT N IS SRR Z AR -

ft
1 BFRHEEroot HE .
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7£ Trusted Extensions @ & HEEE X

B XIHARFZ IR .

# svcs zones
STATE STIME FMRI
offline - svc:/system/zones:default

BEHEHRSE -

# svcadm restart svc:/system/zones:default

o

—MR PR LS R T - I 2 1E 0 T A PR X -

F£ Trusted Extensions F E|iZE PGB F

FFiaz

{E Trusted Extensions H'. i /' 75 B U5 ] L I TR B MRZEAESHA H 5% - BRETH O
& ERADXIBUEITH E SRR 2 2D A H 3 - R, QRG] NFS iz
FesHECIR H 3. WERE MR T RIS Ak s B e ti AR -

UNAT7E Trusted Extensions F1 S iE 218 B FhR %8

TR RXIE T root A -

% Trusted Extensions B4R INEI 240 B Rk S 2% - ARBEARERE .

s AAHPEMIEHFE - BEREGEE X, FIEESE NP RS a5
— NG H RS ES - Bl RO EECE . W puBLIC FRE O — N ERLA
HEMRS 2. 7 INTERNAL PR AIEE— R S5 55 -

A FENEREXE  HEEE 167 51 B AMA B IRE K X S 41T NFs
HPNENEFEHIE. Rl . BEELERE.

RRETOHRERER.

2. WEIBEFIRSEITH.

b. Hl—MFFEHBREERERESE.

¢« EBREHES T L

d. ELHEOT . RRAPORREREEERE.

e. HRAATEEHTHOSIKERIER.

. ESIMRER  TF—MEREORERA P NREERETEE.
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4

MiEta B RRSSERIEH -

v WA PE RS NFS REEkifnE M REL

Tz H

BETROSE

Tz w

HIIZIEREIEE X -

FEEEE RErR . Sl LR B B ien H A SS as R SRV P E R AR T A
IR E X ER R AR AT AR MR H ORE . P AT T R GG R
IEH 3 -

i (FRAEER, & DUEE 2 TIIAHHE B E BhE e i e B D cin H XRS5
s AN - AT 1HS UL 70 TURRY QU@ (eSS E RRCE
EOFEEER P o P RE WS Vs Ml Hm Rekd i H 5

ElI & Trusted Extensions S #CIE H S ARS5 88 -

ERFREBEERERIISMELERRSSE .
. EE AR A NFS RS54 -

a. FETETHAURSR[OREZREIE NS RS-

b. BEFRMING - FERA P MRS FIEH -
BORBINIE . P R B SR BoRERRSS as PR T -

« ETAPAEEMITEEER.
] MNGESHR B SRR S5 ae IS LB RS RIS A H 3% - 2 P B T A2 TERIAR
B B NAFRIBRZER T TIEXH . RHEEEZR SR P et B -

FH P AT SR IR) AR A R A IR AN R RIBREE . ISR TR R A0 HLM hR
Fo

TR ES RS S LR E DR RS
PBESE o) LR R AR HS B

FERLEFE R, RRgt T Tres 1 NFS s as bkt B R AT rIIEA - 28

JG . TEMRSSRAIPRZE T B auto_home T, LLERINEER R - )5, AP RIAIE X -

ELZ B Trusted Extensions SAVRC G H AR S5 a3 Bl E ) LDAP &% il . EffHE
-S ldap JETIHY useradd fii % 7E LDAP AR 55 as LA ik o 00K root D -
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1 ®/E—TEA UEASITAPEEEREFERS .
FEBIBIAEST 7 UK -

» LDAP lRE#E AT NFS iif B RIS a5 4% -
- EPHASBEAFANRS
= hostname JifE E XIHAUSMGE 1P btk BIHEFRZEXS B NES i€2is H Rk 554 -
o ZHIACREONIZIRS N B P LR B AR S5 A DX ) NFS 588 HistT -
#1/bin/sh
hostname=$ (hostname)
scope=ldap
for j in $(getent passwd|tr ' ' ); do
uid=$(echo $j|cut -d: -f3)
if [ $uid -ge 100 1; then
home=$(echo $j|cut -d: -f6)
if [[ $home == /home/* 11; then
user=$(echo $j|cut -d: -f1)
echo Updating home directory for $user
homedir=/export/home/$user
usermod -md ${hostname}:$homedir -S $scope $user
mp=$(mount -p|grep " $homedir zfs" )
dataset=$(echo $mp|cut -d" " -f1)
if [[ -n $dataset 1]; then
zfs set sharenfs=on $dataset
fi
fi
fi
done
2 ESMNFSERFZSFRL  EAZRETHEIRERSHERERIEHIEITRIEAM
.

Trusted Extensions B¢ & #FEHER

ERIRACL B s 2B R R S -

v I R E AR S R R ED

- HEEREE N BN T FEFETAEE - {B7E Trusted Extensions 1. A[{EE &S EE
FRELTIES « PRIk, TN T TAEX A — M sl St « S TOEX BAA WA 521 m
-

FIaZAT LUK root Ath. A REEMAGHIHE EHRAIE -
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1 MRFERDBE—NTILNKEER  FRITUATRIEZ— -
o (ERRIRAENS applet F NI R ILER -
» HITUTESR  BE M RENREEREE FRERE
2 BN GEKMIREER  UATENER  SATRRNAERR -
» BUHHERNERBIER  ISHREESE X TR top_panel_screen n X f§ -
a. BEENERMERNHRERNIER-

% cd $HOME/.gconf/apps/panel/toplevels

% 1s

%sgconf.xml bottom panel screen@/  top panel screen@/
% cd top_panel_screen0

% 1s

%sgconf.xml top_panel _screen0/

b. 4% sgconf.xml X . ZXHE L TR ERAILE -

% vi %gconf.xml

c REFTBRERIT . FHIFFHFEH top B bottom.
B, e AT B R T PN -

/toplevels/orientation" type="string">
<stringvalue>bottom</stringvalue>

» EHNWNEREZHFERFPBIIEE  BENEERE -
TELORE T, LA root FIEAHUTLL F a4 -

# export SETUPPANEL="/etc/gconf/schemas/panel-default-setup.entries"

# export TMPPANEL="/tmp/panel-default-setup.entries"

# sed ’'s/<string>top<\/string>/<string>bottom<\/string>/’ $SETUPPANEL > $TMPPANEL
# cp $TMPPANEL $SETUPPANEL

# svcadm restart gconf-cache

3 NRGEH REBRER.
WMRERZ MR, miRE e RS

E 1t Trusted Extensions Bt B 1E 5%

B LIRSS AT DURHIC B SR 58 B Bl A A% i 22 Ak 25 9 B D Trusted
Extensions &% - 18 /5 —WifF:55. 7] LURF Trusted Extensions i€ il F1%Z¥ A Oracle
Solaris 72 &% A IS o

72 Trusted Extensions BLEFAEIE - 2011 F 12 B
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TRz Al

5l 4-6

UN{A]7E Trusted Extensions 1% 3 145 &I 2| {FiE 1

HHIBIESE AT FAE R OBER SRR AT -

iF - 7 Trusted Extensions it EHAH] . root f {8 1 AE 2 {# A% 455 /7 5T K 1abel encodings
Yﬁ%ﬁﬂ%ﬁ%%oﬁ%Tmﬂ@%m(ﬂh%h)ﬁﬁnﬁ

FEHIE S B2 R X & root LD -
PECHENETIZE -

fifiF] Device Manager (% EHER) - ARHMA—TTEWNTR . AXFHEERE. HS
W {Trusted Extensions F /45 F5) HAY U1 £ Trusted Extensions FH /AL i 75

File Browser (SXFMIbEES) R R TH A BUIKINE -
FTFF 55— File Browser ( SZFHI3E ) .
SMEIEE RN HRER4X .
XFENLHE - BATUUATERE -

a. RHBRIEAMER-

b. 45 3T HHEZI{EHE /1 BiH File Browser ( SCHEHIMEE ) .

XHiR & AR YL -

BRIEMEE, 1ES 0. (Trusted Extensions FI T #8FE) I “UIATTE Trusted Extensions
HIXT 15 B AR AL

Ef;f%mﬁﬁ’a File Browser ( 3ZHFI588 ) £, M "File" ( 32 ) B Hi%E "Eject” (38
H) .

- I ICEE R S FTE A BUEARZE R 7/ BB RS b — SRR bR -

ERrE R LB B X 4R FFER

ﬁ%%@ﬁ%%ﬁﬁiﬁ%%%METmﬂ%&ﬁ W, FERCERE — RS
Hr B GURBIEE — NMEERTS SR RESNERA H 3 - E1Z2H &b EEEGURIA
Mﬁﬁ%ﬁ%%tﬁﬁﬁ%ﬁﬁ@%i#o

Filan. &P GUEBE T Z 0SB policy. conf XXM~ B4 Login Fll passwd S
b, B R LT SR IR AEE %
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Tz HI

# mkdir /export/commonfiles

# cp /etc/security/policy.conf \

# cp /etc/default/login \

# cp /etc/default/passwd \

# cp /etc/security/tsol/label_encodings \
/export/commonfiles

E PG {# /] Device Manager (X EHA) 1E2FXIEH2EL CD-ROM. X% fi
F CD, FEEME Trusted Path (W[{EEE1R) 1%

BN{AI 7E Trusted Extensions 1 M (B R E #3014

WML BB S 2 fil . JeE dn AR IA Trusted Extensions X o TEACE RST
Bf . root f 02 B i 4 Rl il B ST o

LR HIE SR, e 2 R XIS A root A

SEENANRE -

ARIFEMEE. ES I (Trusted Extensions F 48 F) HHY U0 7E Trusted Extensions
R ER A -
File Browser (SCHFMIVEES) 5 RRAZ -

BAESEEHHNER-

MREGRBRBXH  BFERBGRIOER CAMITBIR.
pian. RIS R E Jorig:

# cp /etc/security/tsol/label_encodings /etc/security/tsol/label_encodings.orig

Pz

FTFF—File Browser ( XXI5E2E ) -

SMEIFTERERBER » M /etc/security/tsolo

T EEFNE N HITUTIRE -

a. TEEEHN Y File Browser ( CHFRXINERES ) # » SRH BRI HHIERR -
b. #AJE . ¥ XHHEZSE = File Browser ( XIS ) BEIRERH .

Xt i RRRR S -

BRUEMEE, 1EZ 0 (Trusted Extensions F ' #8FE) I “UIATTE Trusted Extensions
FROG I A R 4 B

RFRRE  BHABERF .
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FFiaZal

UN4A] A % 5t 9 M B& Trusted Extensions

W MPATRE ST, A HE Oracle Solaris 2 %% HIHBE Trusted Extensions LIFE -

fﬁ%%%giﬁqﬂg"] root ﬁ@ °

AR FRBRIEREXE P HEMEHREEITIEANS -
XFESES B R DCOSBUR AR R VI BEING ARG RS 215 A AR X

MRS RBREIREXE -
HFEIEMER, 1ES L (Oracle Solaris B FE : Oracle Solaris Zones ~ Oracle Solaris 10
Zones FIGTIREEL) FHEY“WHTHHBRIE 42 R X 3k

2% F Trusted Extensions AR 55 -
# svcadm disable labeld

ERiEOE .

# svcadm disable allocate

AIEEHSISRSE -

RERL.

A RET EN IR Oracle Solaris REACE #FHRSS - AT BETH LG FL A WAL, « a4 AR 55 A1
M RGHER -
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¥ 5 E

2 Trusted Extensions Bt & LDAP ( {£5% )

KREAY T WHATELE Oracle Directory Server 12/l (Directory Server) LA 5 Trusted
Extensions £5 &% fH] - Directory Server #£{it LDAP flz55 - LDAP /2i&H T Trusted
Extensions I3 XK 4 5% - /e — 1958 87 TUHHHY “BJ# Trusted Extensions LDAP
B T AT ECE LDAP % AL -

L& Directory Server i, A RIS - A] LLTE Trusted Extensions A 4¢ EALE — 1
LDAP fies5as. A1 m] DAGE AR HO 5 R 55 @ I 11 (] Trusted Extensions {CH AR 55 4%
5 HER -

HRCE LDAP iS5, 1HEE L MESFIRZ — R .

w5 77 TTHHY “7F Trusted Extensions 2% FACE LDAP ({£4551%%)
= 58 78 TIH “YE Trusted Extensions 7%t FAD'E LDAP {CPEARSS & ({T-55411F)

1£ Trusted Extensions 4% _Ff & LDAP ( {E55%13k )

%

L s

X & Trusted Extensions WIRAE B PIE R Oracle Directory Server 1l 5 78 TUHY “Yi 5 H T LDAP [ Directory
LDAP 554 -

fiz. &5 — Trusted Extensions R %t FI{F Server {5 &>
Directory Server o [LRZE F A HIRZX I . o N
! Y e e 55 79 TUHRY “Z¢%% Oracle Directory Server 1

HAth Trusted Extensions % %t 2 AR 55 asH 2% F AL AR
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«T':Tj%u)sted Extensions % 2% B = LDAP fCIBARSEEE ( %
5

YNARAE Oracle Solaris &%t B — P IE/EIZTTHIELA Oracle Directory Server 12\ il 1H

(EF LSS HIER -
EE 15RA &%
[ 12 55 45 I Trusted Trusted Extensions /48 £(#5 /% tnrhdb I % 84 TUHIHY “E 7% Oracle Directory Server 1
Extensions 548/ tnrhtp T BRI E LDAP IlRS5 % - AVl
BEE LDAP fUERAR S5 & - & Trusted Extensions Z &t i {F HiAth 55 86 TUHY “@l% LDAP fUIRRS5 2%

Trusted Extensions RFNICIRAR S a5 o IXLE
HoAt A G A B AR 55 2% 15 1] LDAP AR %5

[=1=1

far
KRR S AL E N B A 29 | {# Trusted Extensions {VFEAR S5ar WRFESR | & 84 GUHIAY “J9 Oracle Directory Server 1)l
5 LDAP 5t [ % 5 LDAP R 2% 83T 1015 - Ji i B £ 4% )i 11

BiFf A HAtl Trusted Extensions | Bt & B Trusted Extensions i) HAh &% 5 87 TLHIRY “ffi 2 JF X IR N Trusted
RN E ) LDAP {CHAR S a8 | B, X RGN LDAP (IR S5 #30F P | Extensions FHHAYZ FHL”
R WL Mlo

1£ Trusted Extensions % 4t it & Oracle Directory Server 1t
Al i

LDAP i 4 e 55 21 FHl T Trusted Extensions F52 SR 44 ik 55 o QRTINS 108 ARz
1T LDAP a4 K55, G TERC B A Trusted Extensions 1Y &4t i & Oracle Directory Server
|4 (Directory Server) o

IR IERIE 5 B E7E121T Directory Server: NI TR Z [ ik 552575 I Trusted Extensions
¥EEE - J910i[F] Directory Server: &7 %7E Trusted Extensions 4% L% — LDAP X
TH .

7 - WIRARE I LDAP iR 55 83 FIVE NFS fi 55 ds . IR 2 AT AR S5 & L2 H
PREZIX I -

v U FF LDAP f Directory Server BJ{5 2

o WHELUTEIRIE-
X EET#% HAE Oracle Java Enterprise System 223 ] 5 FR {1 HH 7 %71 H o
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REREFRT

BRIEHER

Oracle Directory Server 1\ fiZ version

Administrator User ID (&

FF1D)

Administrator Password (&H{
HE4)

Directory Manager DN ( H &4
H 5 DN)

Directory Manager
Password (HRE R 1<)

Directory Server
Root (Directory Server fi H
()

Server Identifier (ARZSE8HRIR
)

Server Port (fR55asim )

Suffix (f5%%)

Administration Domain (&

%)
System User (RGHF)
System Group (RHH)

Data Storage Location (£{JE17
f L e )

Data Storage Location ( §{#f77
FAVACH)

Administration Port (&Pl
1)

ERAE{E T admin -

B —1% . Uladmin123.
ELA{E N cn=Directory Manager -
AE—A14. U dirmgreg -

ERETE /var/sun/mps - AR [ ABHEKME, LURIE 2 HEE

4
2o

R (E A ARG -

WIS A Directory Server 1% F L R SR ILATRHE LDAP 7 4
%5, RIS (G 389

QRS A Directory Server R FHRBEAR 25 23 Je Se e
A— M AEFRiESR . 4 10389 -

AFESHIEAHME . U0 dc=example-domain, dc=com HFT/ -
N5 FEAHX N kS . 4 example-domain. com HIFT/R o

GL]

FATEN root -
BB EN root -

B4 {E 7 Store configuration data on this server (IGEBEHIETF
fiEfELbARS 28 £ ) -

5418 store user data and group data on this server (BERA
HEMABIRFETERRSEL ) -

B E e S5 a1 - 55 S (E R I EYRE T software-version 1Y
1000 fi5 o X TEPERRA 5.2, R85 20 1 5200 -

3% Oracle Directory Server 1\l kg

a] DL Sun B B Oracle Web 3 &, (http://www.oracle. com/us/sun/
sun-products-map-075562. html) HFKHY Directory Server ¥ -

8 5% . HTrusted Extensions L& LDAP ( {£% )
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Tz HI

& Trusted Extensions &4% L %45 T — 2 FIXHEk . ARG ERAFRSRXE . &0
IE 2 R X 3 H . root A (D -

Trusted Extensions LDAP IR 5% 28 & J{# H pam_unix [A] LDAP RZiME B TRAERZ
PUBCER o {5/ pam_unix B, CISHE(ERZE P AUEIE . Kb 5R0E 2 F L
E o MEHE— 5. WEUEAHEH G LDAP RS a3 IX BRI . BRA7ERZ VL%
B0, 1520 (Oracle Solaris B . ZZ&MR5%) THEHOISEE". X
pam_unix F{EE . 5% L pam.conf(4) FMTT -

i* - LDAP % ML E pam ldap HJ{# /2 Trusted Extensions F R &£ 1AL RUALE -

TE& 3 Directory Server U B Z BT - 15 FQDNRMEEHNRFHENZFKE -
FQDN SE1§ Fully Qualified Domain Name (2fREH) - HAFREEVL A FE TR
HeE. WIS

## /etc/hosts

192.168.5.5 myhost myhost.example-domain.com

M Sun EX {4 7= LB Oracle Web I5 & (http: //www.oracle. com/us/sun/
sun-products-map-075562.html) F T~ &{ Oracle Directory Server 1>\l fREX 4 €2 -

YEF I8 T 1T B BB «

222 Directory Server 541 .

{5 78 TUHEY “U % A T LDAP ) Directory Server {5 2" (5 BRI Z R . A
KA~ BB E DRI E E R 5E 2. 1§55 L (Oracle Solaris Administration:
Naming and Directory Services) H1J%5 11 & “Setting Up Oracle Directory Server Enterprise
Edition With LDAP Clients (Tasks)”# {Oracle Solaris Administration: Naming and
Directory Services) HHJ5 12 & “Setting Up LDAP Clients (Tasks)” -

A i%4% Directory Server MR 2R MBI EATEEE -

# $PATH
/usr/sbin:.../opt/SUNWdsee/dsee6/bin:/opt/SUNWdsee/dscc6/bin:/opt/SUNWdsee/ds6/bin:
/opt/SUNWdsee/dps6/bin

AT % 4% Directory Server SFAff T2 75 N2 {2 B MANPATH -

/opt/SUNWdsee/dsee6/man

JBF cacacadn 2 . HWIERBECBAIERF -

# /usr/sbin/cacaoadm enable
# /usr/sbin/cacaoadm start
start: server (pid n) already running
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W HERR

ez E

MR EX5| 287 Directory Server & /23 -
Directory Server #J SMF IR 55HIFR A £ & 7E Oracle Directory Server 7l AR ELH

= ¥FF Trusted Extensions Directory Server , i5/8 A kAR -

# dsadm stop /export/home/ds/instances/your-instance
# dsadm enable-service -T SMF /export/home/ds/instances/your-instance
# dsadm start /export/home/ds/instances/your-instance

AKX dsadn i P HIE R, 155 UL dsadn(1M) F M 7T -

» X+ F{KIE Directory Server » i5/E A LLARS -

# dpadm stop /export/home/ds/instances/your-instance
# dpadm enable-service -T SMF /export/home/ds/instances/your-instance
# dpadm start /export/home/ds/instances/your-instance

A X dpadm i FHIEE . 15Z . dpadn(1M) FH T -

WIEEMREK .

# dsadm info /export/home/ds/instances/your-instance

Instance Path: /export/home/ds/instances/your-instance
Owner: root(root)

Non-secure port: 389

Secure port: 636

Bit format: 32-bit

State: Running

Server PID: 298

DSCC url: -

SMF application name: ds--export-home-ds-instances-your-instance
Instance version: D-A00

ﬁ%%&HMPMEMEW%%,%%ﬂ<@mk%mnmmmmmmmMmmwm

Directory Services) HJ5 13 & “LDAP Troubleshooting (Reference)” »

/9 Directory Server fl|3Z LDAP Z& F 1/l

TR & P LR B 5 18 T LDAP [ Directory Server - {EEL %5 Directory Server 2 Hi]
WA TIATS5 -

& 0] LLTE Trusted Extensions Directory Server [ IfGI GIE% F L. SAGTEAR S5 a5 L MER
e FAL, ] DL ST B L -

2RI root fI .

4% Trusted Extensions 2 4R MBI R &5 7 o

A] LAf# F Trusted Extensions Directory Server, 8% 1% Trusted Extensions 8 1|3 37 ) &
y

it .
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EEZ AL . 7 name-service/switch BR S5 HBL & LDAP -

BRYEHRE -

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring "files ldap"

config/host astring "files dns"

config/netgroup astring ldap

config/printer astring "user files ldap"

b. BT EMAIREE -

# svccfg -s name-service/switch setprop config/host = astring: "files ldap dns"

HEE£BXIEHH . iIZ1T 1dapclient init -
EARFF, LDAP &ML T example-domain. comfik 1 o ARSSESEY 1P ki

192.168.5.5-

# ldapclient init -a domainName=example-domain.com -a profileName=default \
> -a proxyDN=cn=proxyagent,ou=profile,dc=example-domain,dc=com \

> -a proxyDN=cn=proxyPassword={NS1}ecc423aad0 192.168.5.5

System successfully configured

BARSEEE) enableShadowUpdate SHILZE 9 TRUE -

# ldapclient -v mod -a enableShadowUpdate=TRUE \
> -a adminDN=cn=admin, ou=profile,dc=example-domain,dc=com
System successfully configured

K enableShadowUpdate ZEHI(EE . 1HS UL (Oracle Solaris Administration: Nammg
and Directory Services) Hf")“enableShadowUpdate Switch”#{l l1dapclient(1M) F-M I

Bt & Oracle Directory Server 1Ml hR B H &

M PR E =PRI HE . iR HE S S HEMEERE S - A2 ER L6k
HIKE -

» ERHZMETEHE -

. gi/uwaﬁﬁﬁﬂﬁ /export/home/ds/instances/your-instance/logs/LOG_TYPE H
= DUHEZH 256 1L % FF -

» {600 SUAFRUIRARY H & -

o Uyla) HAS KR — .

o FHRHEERRE R
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ezl

i R AR T DA K

HIFHEFRRE —K .

B3 3 N AR HE S E R -

B H RS S8 % v] {# FH 20,000 MB #5525 8] -

» RZARE 100 MHESXHE BB SRR Z 500 MB -

QIR AT RS R AL 23 RN T 500 MBS MR &= IHAS H & .
» TEERRHERUEEAEE -

T 2 R X s H AR HE root A (A o

REiHEHEE.
VilAliy LOG_TYPE Jy AccESS - F THLE HAERNEEL T -
dsconf set-log-prop LOG_TYPE property:value

# dsconf set-log-prop ACCESS max-age:3M

# dsconf set-log-prop ACCESS max-disk-space-size:20000M
# dsconf set-log-prop ACCESS max-file-count:100

# dsconf set-log-prop ACCESS max-size:500M

# dsconf set-log-prop ACCESS min-free-disk-space:500M

BRE®HEITEE

# dsconf set-log-prop AUDIT max-age:3M

# dsconf set-log-prop AUDIT max-disk-space-size:20000M
# dsconf set-log-prop AUDIT max-file-count:100

# dsconf set-log-prop AUDIT max-size:500M

# dsconf set-log-prop AUDIT min-free-disk-space:500M
# dsconf set-log-prop AUDIT rotation-interval:ld

BT it E SRR R R

REFREE
TERCACE . RS E BB R H A s B A EL 2

# dsconf set-log-prop ERROR max-age:3M

# dsconf set-log-prop ERROR max-disk-space-size:20000M
# dsconf set-log-prop ERROR max-file-count:30

# dsconf set-log-prop ERROR max-size:500M

# dsconf set-log-prop ERROR min-free-disk-space:500M
# dsconf set-log-prop ERROR verbose-enabled:on

AiEdE—FSEERE.
TP U EA HERE L IKE

# dsconf set-log-prop LOG_TYPE rotation-min-file-size:undefined
# dsconf set-log-prop LOG_TYPE rotation-time:undefined

H dsconf Y MIEE. EZ UL dsconf(IM) FH T -
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v 3 Oracle Directory Server 1\l iR L & 25 28 71| im O

FiaZ

FFiaZ

LTE Trusted Extensions 1 TAF,  AAJI7E 42 R IX I8 HH K Directory Server K 5% & 17T
BN %% % [ (multilevel port, MLP) o

b 2 ) X3 R H root AT (R

ﬁ%ibtxzonemgro

# /usr/sbin/txzonemgr &

6] & B KR I — A F TCP X Y 2 % Alim O -
Uit 15719 389 -

6] & B XA in—~ A T UDP X B 2 5l O -
Ui 15579 389 -

& % Oracle Directory Server 1=\l i

COIEEES T 21> LDAP 8tdlifE . LR E RIRERE - - AIZE RS
Trusted Extensions £i(#& - 7EMIFEH. R A Trusted Extensions {5 & B # Directory
Server FLHEJE

T e 4 J5) XA AR, root A - 1Y LDAP % FHL B T #5250 - Rk
. 1ESILE 81 TTHEY Y Directory Server Gl LDAP % 17

HETVAREESARZUBEFENGEOE-—TEERE .

# mkdir -p /setup/files

BB etc TS S ERES .

# cd /etc
# cp aliases group networks netmasks protocols /setup/files
# cp rpc services auto_master /setup/files

# cd /etc/security/tsol
# cp tnrhdb tnrhtp /setup/files

EE-1EE ] *attr XX o TEFEM LDAP RGHE EIERMAF « M aFARRE E
PR S TR -s ldap 15T o XEEAT 4 A/ user attr- auth attr- exec_attr fll

prof attr BEERMEH - HEXELEERE. 155 W user attr(4) fll useradd(1M) Fiit
il

Lo

M /setup/files/auto_master prataesiles +auto_master %8
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4 FEEFXEHEXIEB RS

# cp /zone/public/root/etc/auto_home_public /setup/files

# cp /zone/internal/root/etc/auto_home_internal /setup/files

# cp /zone/needtoknow/root/etc/auto_home_needtoknow /setup/files
# cp /zone/restricted/root/etc/auto_home_restricted /setup/files

FELLT B SR, B —XHTHA S —AT R 1SRRI AR TR =
TR T XN - XA FRFRIR Trusted Extensions 2 {4 H AL & 5L E
label encodings AEHAIRR

w o PR DX A R X AT H Y DX B
= myNFESserver biiH NFS iz 55 g iUdln H %

/setup/files/auto home public
* myNFSserver_FQDN:/zone/public/root/export/home/&

/setup/files/auto_home internal
* myNFSserver_FQDN:/zone/internal/root/export/home/&

/setup/files/auto_home_needtoknow
* nngPSsemmrﬁFQDN:/zone/needtoknow/root/export/home/&

/setup/files/auto home restricted
* myNFSserver_FQDN:/zone/restricted/root/export/home/&

5 J&)d 1dapaddent #5% , {EREFX %A RIFTE X4 E % Directory Server -
B, DUN B TR AEE I hosts U E AR SSEs -
# /usr/sbin/ldapaddent -D "cn=directory manager" \
-w dirmgrl23 -a simple -f /setup/files/hosts hosts

6 HISR7E Trusted Extensions Directory Server LiZ1T ldapclient 5% , NS HEIZRFK L2EH
ERPL.

ERRIXEH. 217 1dapclient uninit & o I TEAs HERENEIZ RS F 2
LDAP & FHL -

# ldapclient -v uninit

BXEZER. 1ES M Wdapclient(1M) FHTT -
7 EE% LDAP H1#Y Trusted Extensions M4& $iHEEE . i5EATH -5 Ldap LAY tncfg &

'70

BRUH, 1BS ILE 186 TR LML EIRE (E551%R) 7.
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HELE Oracle Directory Server £\l iR 813 Trusted Extensions X3

A Oracle Directory Server 1=\ iR €13 Trusted
Extensions f{IE

Bt 8T 2R Trusted Extensions £(#EZE AN I 2] Oracle Solaris R4t FHJELH Directory
Server 1o S5, Jy{#i Trusted Extensions Z& i BENS 17 7] Directory Server. &7 Z0—1
Trusted Extensmns RGNIE ) LDAP U AR S5 4% -

v 6] LDAP KIEAR 5525
IRk S EAFTE LDAP ARSS 28 . 1H7E—1> Trusted Extensions 7% I (Il i X AR
5588 o
Fazar  EEENIHT T EBYORE enableShadowUpdate SROLE I TRUEE M — R FHLER T
LDAP 5588 - HXREK. 155 L 81 TIHHY “Jy Directory Server £l LDAP % F 17

IEAh . 83K M enableShadowUpdate S 1% B N TRUE B — AEF‘ML‘H & Trusted
Extensions {5 RAVEHEFEAINE] T LDAP lR55% - ARIFAERE. 162 ULF 84 TIHHY
“BL 7% Oracle Directory Server 1M/ fR” -

T IITE 2 5 XA A& root AR o
1  7EECE A Trusted Extensions IR % - GIEIEARSEEE -

i - B TTI A ldapclient @14 o 12T ldapclient init i< 25, 21T ldapclient

modify i % 4 enableShadowUpdate 1% & ) TRUE o

LR R4 o 1dapclient init @7 & S ACHR(E -

# ldapclient init \

-a proxyDN=cn=proxyagent,ou=profile,dc=west,dc=example,dc=com \
-a domainName=west.example.com \

-a profileName=pitl \

-a proxyPassword=test1234 192.168.0.1

System successfully configured

ldapclient mod i 4 e 5 BT -

# ldapclient mod -a enableShadowUpdate=TRUE \

-a adminDN=cn=admin,ou=profile,dc=west,dc=example,dc=com \

-a adminPassword=admin-password

System successfully configured

HRIFEMEER . 1§55 UL (Oracle Solaris Administration: Naming and Directory Services) H
58 12 E “Setting Up LDAP Clients (Tasks)” »
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AR HERR

ISIE R IEAR 5538 R & Al & & Trusted Extensions E1EE -

# ldaplist -1 database

A KAE R LDAP FLE [FH) 5Mg . 7HZ UL (Oracle Solaris Administration: Naming and
Directory Services) HHJ5 13 & “LDAP Troubleshooting (Reference)” »

€I/ Trusted Extensions LDAP % F 1]l

DL T id 2 29I Trusted Extensions Directory Server fl]{d LDAP % #l

v {45 X1 Trusted Extensions Y ZE F#l,

I 7 LDAP 2 7 L O 428 IX 3 ST LDAP i 4 AR SS I E
{5 F txzonemgr FHIA -

F - MR BIEF N ERE X E — N RIRSSE WEE G T S B M E R
[X 5k LDAP & FUHILIESE -

Oracle Directory Server 2/ (]! Directory Server) WAJAFTE - %MRFS oL E 5 H
Trusted Extensions {45, I HILE FHLARGULARENS 5% IR 55 45K A -

I, Directory Server I EL NI FLFEE 2 M8t - A TR ERFERTEE . BACATHEE
[ a2

TEWITE 2 R X s & root A -

NR(EAHIRZ DNS - 154 dns i INZY name-service/switch BLE -
LDAP HFRE %4 AR S5 5546 %] Trusted Extensions B 13 2[Rl -

a. BREAIERE -

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring files ldap

config/netgroup astring ldap

config/printer astring "user files ldap"

b. 1% dns FINE host BHEFHRIFIZARS -

# svccfg -s name-service/switch setprop config/host = astring: "files dns ldap"
# svccfg -s name-service/switch:default refresh
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¢ FWEHEE-

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring files ldap

config/host astring files dns ldap

config/netgroup astring ldap

config/printer astring "user files ldap"

Trusted Extensions £{HEZEE(H HEREACE files ldap, BRI -
2 EGZELDAP E M , BB T AT EMIETA] txzonemgr f7 %

# txzonemgr &

a. WHE2HXiE-
b. %% "Create LDAP Client" ( € LDAPEF#1 ) -

« NEUTRT AEBRXNEFREE K" (#H#E )

Enter Domain Name: Type the domain name
Enter Hostname of LDAP Server: Type the name of the server
Enter IP Address of LDAP Server servername: Type the IP address
Enter LDAP Proxy Password: Type the password to the server
Confirm LDAP Proxy Password: Retype the password to the server
Enter LDAP Profile Name: Type the profile name

d. WIASEUER R"EIE.
Proceed to create LDAP Client?

NG txzonemgr BIAZTT 1dapclient init #7 % o

3 BURRREENKTREFIEE -

# ldapclient -v mod -a enableShadowUpdate=TRUE \
> -a adminDN=cn=admin,ou=profile,dc=domain,dc=suffix
System successfully configured

4 WIERZFLHEEEEER.

a. FIF4IRE O , & LDAP AR EE -

# ldapclient list

AR LELLT -

NS LDAP FILE VERSION= 2.0
NS LDAP BINDDN= cn=proxyagent,ou=profile,dc=domain-name

NS LDAP BIND TIME= number
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b. EIEATAEEIR
WIS R, IFEFPITVR 2 200 4. FlQ1. DU NERTRER R ARG H
LDAP flz 55 LAY -

LDAP ERROR (91): Can’t connect to the LDAP server.
Failed to find defaultSearchBase for domain domain-name

HIEER T EAA LDAP RS54 -
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£ 2 B 5

B IE Trusted Extensions

A A & BT A U & B Trusted Extensions o
% 6 ¥, Trusted Extensions & FEMES . /144 Trusted Extensions IIHE -
% 7 %, Trusted Extensions B H T B, 71484 % T Trusted Extensions /& FEFE T -

% 8 ¥, Trusted Extensions R4t FHYZZRERK (ME&) . /144 Trusted Extensions H7
RIAFRM A B Z 2K .

9%, T Trusted Extensions T H WAT55 ({£55) » /144 Trusted Extensions &
P .

%10 %, Trusted Extensions T /7 « FURFIA L (BEA) . /48 Trusted
Extensions F 5T 1 G #Y15 [FI#% ] (role-based access control, RBAC) -

% 11 ¥, TF Trusted Extensions EHEA T - FEFIAE ((15%) . fEtEH
Trusted Extensions Y — & F F A 1BA -

% 12 %, Trusted Extensions THYEFEE T ((155) . FRALIFEEHE Trusted
Extensions HJ7AH o

%8 13 %, {E Trusted Extensions HEFEX I ({£55) » SRHLE AR 1L
HH .

% 14 %, [F Trusted Extensions PEFAIFEECH ((£55) - FRHEE Trusted
Extensions A FRFER - & 10 R HAD 5 SCERAH S BE S5 1914 BH -
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F 155, n{EMg (A ) . BEAR Trusted Extensions H1 I &4 AR EE RN RE Hy -

%16 %, TE Trusted Extensions T M4% ({1:5%) . FERHLTE Trusted Extensions HHE F
DX 2% Kl B P2 TR ER AR B

% 18 ®. Trusted Extensions 1Y Z R BIHREE (MEE ) . /144 Trusted Extensions &
TR R

F19E. EHANWSIH ({£5%5) . $#2E7E Trusted Extensions HACERFTENRY AR -

520 %, Trusted Extensions %% (MEiA) . /144 Trusted Extensions 24 Oracle
Solaris FHIX #& GRIFThREFR LAY e -

21 %, B Trusted Extensions FUiX s ({£55) » f#RtELFH RS EHENEHELE
HIEA -

% 22 %, Trusted Extensions # il (M) . A XH ITHIFEEE T Trusted Extensions
FIEE -

% 23 %, Trusted Extensions THYHEH (%) . MU Trusted Extensions
AGHHIN IR o
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* o0 £ 6 E

Trusted Extensions & IE#E 2

KB T WM E AL E H Trusted Extensions THEER R % -

w25 93 TTHHY “Trusted Extensions £l Oracle Solaris OS”
w55 95 TTHAY “Trusted Extensions H L A% 5

Trusted Extensions 70 Oracle Solaris OS

Trusted Extensions #0H 7] [1]3217T Oracle Solaris OS B RGN IIFRE o HRE SLE 53 H 177 8]
=8 (mandatory access control, MAC) - MAC 58 F iRl (discretionary access
control, DAC) —#C{RIF ARG FE (FFE) FIX%E (B¥E) o Trusted Extensions {4 HRHE:
SCPEARZEALE RS E FIAR S SRS Y S -

Trusted Extensions 0 Oracle Solaris 0S Z [B] FJ4B{LL Z
b

Trusted Extensions #X{4-{5 F] Oracle Solaris FURFREL & S~ At~ it~ R DL R HA
LAEIRE o HEN5 224 Shell - BART « JIZEHEZE « IPsec Fll IP jF €SS 5 Trusted
Extensions it & {# /] o 7£ Trusted Extensions H1 7] LL{# ] ZFS XX {F RERIFTHINEE. B
IR o

93



Trusted Extensions A Oracle Solaris S

94

Trusted Extensions #11 Oracle Solaris 0S Z [l B Z
b

Trusted Extensions XA & T Oracle Solaris OS - LU ¥ ZEHAT T HEA o FHiES UL
¥ C,> Trusted Extensions & FERHE S o

» Trusted Extensions {# R EREE Rk L bRiC #8 I BRI U5 7] AR5 52t s &l
ks (mandatory access control, MAC) - MAC FRAFIEXT UNIX AR B B 315
[A]#% ] (discretionary access control, DAC) FUFMN7E « FRZEIFEEEFEELH 7 - X
B R B ORI T o AR R E R . SR A R 4 -

MAC A& — M 7855 o Trusted Extensions 3K — % F P EE A RS DI A dE T
E. SRETENT . AREXEHEcA P el DB 2 MAC -

57 Oracle Solaris OS H—F£. A LA MACHT. A48 5 22 2 KIS RE J1Ha € 4

FeE s REE P o g, AR PR SO RIRRES o R E 2 sl 1%
PR B BUREE -

» Trusted Extensions 2SI EERABC B S MIaT S H « 400, Trusted Extensions 2%
e TS R FERCRIA PR A & S -

m  —LLYE Oracle Solaris &% A& IHEETE Trusted Extensions 2%t F A7/ - {4
. XA (O 7ERL & Trusted Extensions N R % @& F5H o

»  —BLFE Oracle Solaris A% | Al ERYTIHETE Trusted Extensions &% F AL T3 AR
Do HIU, FZBCE Trusted Extensions FIE & B SR TE QI 7 H-48 € 222 JE i it
1T separation of duty (HHTI/3 ) -

»  Trusted Extensions A] LL5E 2% Oracle Solaris BIERETT N - HI41, {FECEH Trusted
Extensions &S . TR TR -

»  Trusted Extensions F] 4i/]N Oracle Solaris 0 ] FHIETRIEEE - FI40, 7 Trusted
Extensions 1. ATE DXIEEEIRZEE X - 5 Oracle Solaris HAN[F] . A FRE X 04

EFFARIRIF 7 ID A4 ID o tbAh. Trusted Extensions FHE B 25 X dk o] DL 3
E—AN1p Hbdik o

»  Trusted Extensions $&f T Oracle Solaris 5 1Y) 2 22 B A . Bl Solaris Trusted
Extensions (GNOME) - 1% % PR ] 4&l& 9 Trusted GNOME -

» Trusted Extensions f&HEH At &2 I F* S (graphical user interface, GUT) I & 1T 51
[f (command line interface, CLI) » #5I41, Trusted Extensions J&H 1% & ES GUI /E
PIEFE - AN, updatehome i A TR a3 8 SR IUE B A FRZE R F P el B 5%
SIS

= Trusted Extensions & K {# FFFER GUI HHTEHE . HlQ1. 7ERCE A Trusted
Extensions YRSt [1» BR zonecfg @i <4, 1L AI{#fH "Labeled Zone Manager” (#5155
X&) EHAREXE.

» Trusted Extensions PRl FH /- o] LB BRI - a1, H P TCEEEEIH CARE S BCHY
R -
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®» Trusted Extensions BRI 7 B S ENES B4, 2 feiFH 89 TOEGRGE RS 2h— B,
HIRAETTE] BEf A 280E . SRETOLT. — AP ek RH RS -

% iR Z 45 70 Trusted Extensions 2 [H

W % %R Trusted Extensions ZGif fiom ds & LUKFIT MBCERY . WIW{EE &2
(RS o ds o QIRXEE GUR as2 DA BT BCERY . WIW{EE N &2 BonfER T
JTH R as i -

% % SR A G T 48 b EoR AN FER TOEXHS . Trusted GNOME 27E% 1 Rt b
BR— P AEE -

Trusted Extensions B & AL &

Trusted Extensions ¥ {425 [f] Oracle Solaris RARRIIRE o B ERINAERE TAEX AW {ZE
NAF . FlIbnE A ke E e X THPMEEAMS . R hpfSHE:
42 1 fi# Trusted Extensions AT 31 o (Trusted Extensions FH 45 1) & N0

Trusted Extensions /R

Trusted Extensions #1458 T Oracle Solaris OS P ERH7IHEE - Oracle Solaris {5 FH 75 2 I
LI P RIS R TTR] o FE] DLEERGX AL 1 4 BASE s a2 —E K

& AOFEIING O RHUTE TS, mEABERAEERMF « Trusted Extensions
T3 P A e SR A HEAE R AR 25 VS B N T B AL B 3 — 22 O R4 o X AR VE IR il
H PRI T LAY AIRI(E B -

Trusted Extensions #X {42 /R "Trusted Path”" (A[{EE&12) ©F 5. SR AEEE LR
MR - BB RAIFRE o 7E Trusted GNOME HY, W[{EE L {1 T RN

&5 o "Trusted Path" (A[{FE%12) S ESSERPHEHASZ2MHXN RGNS T
. WEARAP IEZT M EN BTN, &6 2RI fS, NAzEREZRN R TR
ARESEME . MRAERIEE LS, WS A TS . A XL s, E2
6-1-
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Trusted Extensions BIE A&

Ele6-1 Trusted Extensions % 27l 5 [
aEge "Trusted Path" THEXIRE BOREE AMEEAK

(S8R 28 / /
/

|[']/Trusted Path tester ; FIDENTIAL : INTER Trusted Path ~ / I

& Change Password... 7 Change Workspace Labeli¥ PUBLIC

~ Allocate Device... textfileinfo.txt (~) - gedit

i Oulery MinCoiEanets File Edit Yiew Search Jools Documents Help
@ Help... NTIAL : INTERNAL USE ONLY - = o
B .8 a8 9€¢ X% 0

Home New Open  Save Print. Undo R y Paste

Find Replace

Fle Edit Yiew Terminal Tabs Help
MBI IS CHEIEREER] plabel
CONFIDENTIAL : INTERHL USE ONLY

| textfilginfo.xt @ |

This is a PUBLIC file. This file does not contain
confidential information.

thought<tester > 34

Ln 1, Col 76

CONFIDENTIAL : INTERNAL USE ONLY
Privilege Limit Set for Labeled Zone

File Edit Yiew Terminal Tabs Help

thought<tester> 32 a3

Trusted Path
Terminal

File Edit View Terminal Tabs Help
# whoami .

3072: csh

flags = <none> root
E: basic # D
I: basic
P: basic

L: basic,contract_event,contract_identity,co
ile chown_self,file dac_execute,file dac read,file d
e downgrade sl,file owner,file setid,file upgrade sl
ipc_owner,net_bindmlp,net icmpaccess,net _mac_aware,n
r,proc_audit,proc_chroot,proc_lock memory,proc_owner
acct,sys _admin,sys audit,sys mount,sys nfs,sys resou
rmap,win_config,win_dac_read,win_dac_write,win_devic
,win mac write,win selection
thought<tester> 33

-]

Fri Mar 27, 10:41 AM ||| @ Home | Privilege Limit Setfor L...| ™ Terminal < textfleinfo.txt (~) - gedit sy 1 =1

RS TEXER

522 MR BIT{E T B2 (Trusted Computing Base, TCB). {E 4 A X 3
21T —RAPAREHE A 2RI EE LR . AP EEW S TCB L H., il
B O40 . HBEHP 5 TCB T3 B, "Trusted Path" (W[{5E%1%) FE LS HHT .

Trusted Extensions 515 [a]iZ= &1

Trusted Extensions X {11 H =177 A% (discretionary access control, DAC) Fl15 il 15 [F]
2l (mandatory access control, MAC) &5 E M HAh T - DAC BHTHEEREEC
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H T LA 1% 58 UNIXAURALAI G FIFE R 5155 - MAC 2 A 4% H 25 il T H — Rl
il - MAC i o 5 55 PR AU PR 2R A= BT 355 -

F P HIRRE R SRR s T DU Z R G PR R R BUR E a1 - RN R B Rl
gk o PRERE AP VISR o (5] Oracle Solaris S2(EHIFFIRALFR . AT LA
i MAC M DAC - $5BUESE A% P U RERVRFIRTEA - AR vl i B S %2 7 FH P A
TR RAIRR -

TEEBEGY, (0T SR G 22 2SR (a0 F P PR OC0&E i FE AU Il LU AR
TR SCAERTE 3 o RSN, W F AR vF PR R AR E ML T 7 T 2 S 14
2 5 A T T R

Trusted Extensions X {4 P RIIRE

PR M EVF A {iL T Trusted Extensions 5 il 177 [FI42 ] (mandatory access control, MAC)
FIHL o EATTE SCHREL FH P /T LG [RIWIREERE Fp ~ SCHERTE 3 o ARZEFI 2 0 Al A dE—
NERHAEULFINH L MR EA - FRAFRTEHZ R L2050, Fla Top
SECRET (#8%) F|secreT (FL%) . FEIpuBLIC (3h) o X[RIHMFFRR T RE T 2
(mjE S B AR — A o —SL R X R BRI E - 5B TSRO E - fR%&
A EEFAH BT AHAENER . PR S EETF— TR TR o 85 B H TSRO E
label encodings SAFHRFTE S -

Trusted Extensions £ T A 2R 2 2 M H SRR/ TR A o 28 D5 [RS8
7 (B SR RS RNEE (GEFEXERAENR) WREHETIE
B o R, BAFSIRIER N RS T R EERAL (dominant) K ALIFSEE IEHH S5 - FRZEIR
A TR E xS HoAth R BHIRA U ) Qo] S BCRI A ~ RS ~ Iigg (7 as Al EAtl &R

.
MEZEHIXEXE

YARPE T AR AT FoR— DR S — R

= PSRRI SRS T T4 A% . 2B BT
JE 4 label_encodings SCFHIRISELL o B L BGX LA DU E ST R AR -
PSRRI AR A SRR X -

R M AR B AR SFRAHFE B XRS5 R AR - R M A
PREASE, EATTEAESIRS. M EH AR vFUTm

WR—-MrEEAREFHR. dHF MR A MR HEX R E = MREiX
[FIAEEEE sE MRME SRR RRE — MRS B R — MRk

WREE —MRE LS — 5% RoRX MRS R RS AAT L -
FERERE T A KRR RIPRE L BRG] - fEHRFIF . NEED_TO KNOW & T
INTERNAL 5 4% - f77E =X [H] : Eng~ Mkt £l Fin -
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61 PRERAIIRH]

&1 ESA R 2

NEED TO KNOW Eng Mkt (8% ) SZhd INTERNAL Eng Mkt
NEED_TO_KNOW Eng Mkt (F™#%) <hid NEED TO KNOW Eng
NEED_TO_KNOW Eng Mkt (F=H%) Zhd INTERNAL Eng
NEED TO KNOW Eng Mkt L (T NEED TO KNOW Eng Mkt
NEED_TO_KNOW Eng Mkt AHZT NEED TO KNOW Eng Fin
NEED TO KNOW Eng Mkt AHEAEF NEED_TO KNOW Fin
NEED TO KNOW Eng Mkt AL T INTERNAL Eng Mkt Fin
EIERE

Trusted Extensions & H> FIEAR S 8022 21U Al AR IRE BEFRSS © ADMIN_ HIGH Al
ADMIN_LOW o JXEEFRZE FH TR ARG TR 1 EL2 BB B im AE— e P 5

ADMIN HIGH /&8 = AR - ADMIN HIGH SZHC RGP AT A HAMFRZE . 3 H ol FH T4
RYGEUE (FIaEREEPRESH ) LR ERE - ST 2 R X s A g B2 EL
FR% /) ADMIN HIGH %K HE

ADMIN_ LoW +2 B X AIPRZ - ADMIN Low 52 % AT HAAR A2l . s —RH P
FIPRZE o SIS PRI R PSSR S ARSI T AP AR S: - ik, —%
FH P o] L BEHE AR A& bR 25 ADMIN. Low £ I ST - ADMIN. Low i F TR =Yy
INFERTHATSCEE . B8 7usr/bin RSO -

FRZE ML

ARG ERZEENE (B - IXEFISCHRAYALIN ) #RAFfE 7E ADMIN HIGH SCfFHH. Bl

label_encodings 14« ST /ete/security/tsol HFEH o 22 FE B UOluh AR

B label encodings XA« FREGRIS LIRS -

w BAHENLFY - XE - REMLZ VI E X BEERT TR A LR R AR & T
KL

» IATGERE X — DR B P E ST RS AL eVl F B MR
Fik&

w FTEDASE—A RITEIANE « BB~ TUE -« DUEATA FTEDH U H rY HAth 22 = TIRER
FRIFFIALFE(E B

o EH—EFER A E R R A A {EAE AR A E L

BXrELER, 12 U 1abel encodings(4) FM T . B A[LITE (Trusted Extensions

Label Administration) I {Compartmented Mode Workstation Labeling: Encodings
Format) H1 T f#IRAIE R -

Trusted Extensions BLEFAEIE - 2011 F 12 B


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN4label-encodings-4
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=TRSOLLBLADMIN
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Trusted Extensions B & A&

mESEHE

PRESE BRI S AT E AL IZ TRV E f] AR SR & - H T RIS A PRz e - ol
FH 25 B ER AP R TR RS T 0 BC A s~ 10 S MRTF A 55 - PRl
T o ¥ B T S P9 22 e 1 AT LA B Je S B /PR 22 78 S

LI — € BAR AL T R KR/ MRS Z [RIRI AT PRS- label encodings SCHH
ORI ] B S L A (D BT o AR NIER (BIRIhR g SO T A & H
RMFR 27 ) - A BERSTEEE 2.

B8, ZeVF] A —E B ERIER - HlU1. B5E label encodings SCAFTE R FRES AL
1EIX 8] Eng ~ Mkt T Fin FO{E=E4H A - INTERNAL Eng Mkt Fin B HE A Z 2R, HA
SEEIIRE - E N2V, WA RVFH P 15 RISRZE ) INTERNAL Eng ~ INTERNAL
Mkt T INTERNAL Fin FSCEE:

ik AR & SE E
T2 eve ] M/ RS HEE S I e T v P e AT ERERK P

FRESEREN LA N R DL F A 7K R B < HR 2 SR T A
¥

B/IMRE < SRVFIREE < R TF ]

P, AR A] USCRC A/ MRS s MILRE SR vF F P FR e 21 ] SCRC AR T
PEATIRAE  WIER A B 0 22 v al i/ MRz . T label_encodings SC{FH!
S S ERE (B R A -

AR PR R 2 VE A AR/ MRE . TSR VAR A JE 2 AR B PR T ST
VB« P2 2V R/ MREANSERT - B — AR T TR -

=iEEHE

S 1ESEE /215 Trusted Extensions Z 1&g FeF A Al FIEURRSS 826 - 2TETERLAUL T
FH P B P DR S B A DA B AR G BB AR I N« BESRIT . ARF P Ef pR
U 2T EREOZREE o MR 2 RS 210, P FTE R br
BRBRNZAGZ V] o 2GRV E L STEER A - FPRIMREE ST
Fo A PER/MRER TAEX T ia 216 - 2T g, H7 el Psl 215 uE m T
TFRZEH TAEX -

RERPHAURTE R RETL

PR R b DR AR S P TR H (BIAHTEI U ) b .

» MAERF—NAREF SRR o Xyt DU SN R P 0 TAEX AU PR2Eia1T - H
PREE DR IR FIRE S FHERATPRE TR EAE N — DS AR EARES -

o RF UL B SRR B o RO bR O TR . EEA .
WL T HUPRZEAE . 1 HAS AN 0 B e -
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» NHERGEHE S ERUEE - MRZ . [HH getlabel i & B RS
= IPsec #1 IKE —IPsec 724 B H IKE HUUI BB F1-% .

w RO FoN P HibE (EHL) FEEREEFRESERE N L2k . [EEH#H{TEERN
Trusted Extensions 7 %t 145 N TChRZ EHLFE E i B R -

o FTENMLSHTED —FTENHLEEFRZETER - FREFTENTEIESC T L o FR%5 - ZLPR{E) *H/E\:
2225 EFTENTERRE TR RS R 1 I o ZE7E Trusted Extensions HAC & FTE,
F19FE, EHAMZIH (f£5%) # (Trusted Extensions Label Administration>> i
[%]“Labels on Printed Output” »

R BRI EARE . IR AEREIR B A AR X WOARZETT o Al iE a5
plabel i & & FHIHFFEMIRE -

. FHF' P PR E BB PRSI « FP TAEXASREHE R - R AT AR

L?

. @El AITE SN LRI THERE 20535 o SRmEHIARE th Bt R « BECR o e T
VR B R _E 05 B B AR | iZEII6 1R -
& RSB 2 A FRRZE M TAEXH . 8 1 2R IRIARIPRE - fE%E LR3I
URE A TERIA PR T AT -

XS XEEREE—RIFRSS o XA B SRR B 4L THZ X iR 25 5%
. BXRELER. 155 getzonepath(1) FH T .

£ 2 %0 Trusted Extensions

TEiZ1T Oracle Solaris #Xf{H7% "8 Trusted Extensions )&% | A &R . TEACE
A Trusted Extensions &% I, FEZLTN - 1iZRYiH "Security Administrator” (%
2EMA) ARMZeEHAAEENE . EEEERT,. 26/ root A -

Trusted Extensions FH A (& 1] VRS F B ERRENE. BIRIERERMY . ZEIEE R
FEF 2 TCB W —&R8 5 « W2 B EshfeFt. v LU A il {E 128k -

57£ Oracle Solaris H1—# . AUSRAC B A2 CLIhBER Bl - A AURBCE SCIFMIA
BHIEE, HS L (Oracle Solaris EHE . % 4:flk55) HHUEE 8 & “(EAI A CMIFAL (R
®)
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* o0 g

7 E

Trusted Extensions B IE T B

AREZEAEE T Trusted Extensions A FHIY T E « T BA & DL T BT A RIEIEE -

% 101 LAY “Trusted Extensions P& P T. B>

% 102 TTHHY “txzonemgr 1A

5102 TTHHY A B g

58 103 TUHHY “Trusted Extensions Y E P ER”
58103 TLHRY “Trusted Extensions HHHYBRZE A= 5k 28
25 104 TUHHAY “Trusted Extensions FHY& 1T T B>
% 104 TUHIAY “Trusted Extensions HAY L & SCAF”

Trusted Extensions B &IE T H

fid B A Trusted Extensions I A SE R EHIhEEMH ARV % T B 5 Oracle Solaris OS H11]
FHg TEAHIA o Trusted Extensions A fefit 1 22 tsmpy TH . B TEU A
TAEXHhpgm e -

AT TIEX S, o LAV aER A<« BARE P FIIAS o T RBEA 7 X stE T

H

>~ °

%7-1 Trusted Extensions & H T. &

=} AR BEER

/usr/sbin/txzonemgr  GIEEFREXIEE IS GUL. FLLAIERM 152 U5 53 TUHAY “OIa bR X 8 Fl
BLEBRZEXIE (BREMLE) - txzonemgr(1M) FH 1T .
A TIE R B S A1 P @ & RIX txzonemgr JE zenity (1) FHIAS -
i

W EHER TSR EFRZS R L &R 155 UL 102 DU < &S BRaR A 239 TR

FAERR 3 Bl 7 - “7E Trusted Extensions FHI{Fik & ({£55515%) .
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http://www.oracle.com/pls/topic/lookup?ctx=dsc&id=/app/docs/doc/E29115txzonemgr-1m

txzonemgrﬂiﬂzt

#%7-1 Trusted Extensions & T. & (&)
I8 L] ESER
P& A B i HE— PR TH. ERFEREGERR  AXonEl. 155 L5 133 TUhey “areE e P ks
ZEH R o (el
REE - MUENE R EIE R 2RAMHT BRTHPAR. 155015 137 ﬁ':‘:':'ﬂ’] “anfer e vF A
AN TR . ERFEREEREIRN L P EEERNZ 25 . AR, 1§25
RN HE - UL {Trusted Extensions F P f5Fd) FHRY QT 7EFRZS
Z ARG B -
Trusted Extensions ii % F FHUTE TS B By A FIC B SRR BIER . 1S ULk
XD, Trusted Extensions T} 141 % -
txzonemgr B 7K

Jusr/sbin/txzonemgr @i & FEAL P L

» {EJyCLL Zan 5 TIMA X ARSI . A6 -c i S EIUE1TH . CLI
IEHFF IS EIREXIR - -d EIHERFTHE A PRE X -

» {ENGUI ZIA B IRbR "LabeledZoneManager (BEXEETR) Xhg
HE - It GUIHE SSRGS | S A PR XL o 1ZBA B8 v — A X3 LA
OIEEPRAR o AN, % GUIRER LIS < v & AR5 F1 LDAP Bl & 3 4

txzonemgr i % 151T zenity(1) BIA o "Labeled Zone Manager" (HFRZF[XIHE AT ) Xf
AR R A RS DX s 4 BT B IS A et - . R E AR, W
AR "Label" (FR%) S HIH o

REEIEE

102

BT MER BT ENLERAME . B B TR NI R - R
WEREE T —MAHTERET S AN S HEGEN T, IO &3 T 18 ] LLE
IERAML R EHE - Trusted Extensions 5 A X & 43 Bl A &5 bR 25 0 B RS B &2 15 2 /Y
LY

BAEWZEER S T - WigFes - @bl #EA CD-ROM JXZh#E « FTEIHL
flUSB 1%+ -

F P id "Device Manager" (1% B g ) /A% & - "Device Manager" (1% & &
o) HEakE, BT MEREASRE SRS I HUT L - SERUE . I8 "Device
Manager' (IXEEPRAT) PUTLL M RIERMENR B0 A - 18T 3 — MERIA,
HERR 73 B 1275 -

A LB {8 "Device Manager” (1% & & H#R) HHY "Device Administration” (X7
H) THEREMIEE . —MH~JCEVi A "Device Administration” (I%&EH) TH
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Trusted Extensions A1 BYFRE 4 L 58

A 5% Trusted Extensions FHIX S RIFIEZEE. 155 ILE 21 5. &P Trusted
Extensions FJi% & ({£5%) -

Trusted Extensions 1 HiE ¥ & 1H 52

Y PO R E AR R LR E B GUL. AXEBELER, HS
T 109 TUHEY B R 1) 22 =l R o

Trusted Extensions F FFR 25 4 B 28

P BRI EARENT . PREEA RS GUI Al UL SR A b S 8 22 21 n] - .
AR 2 BoRbRZEAE RS (1S UL (Trusted Extensions H 7 ¥5 ) ':PEI/JEBZE“%"::I%?U
Trusted Extensions ({£:5%) ”) o B TEXFRZERS, SE KRERESH P - XiEg
WegF2 IR, 2 BRinB A Ras - AN & EmE LR 2 BR L PR Ak
o

(g TGS e At (%]

tsoljds-tstripe

Changing workspace label on workspace: "Workspace 3"

Classification Sensitivity

() PUBLIC (PUB) [J : INTERNAL USE ONLY (: INTERN/
() CONFIDENTIAL (CNF) [ : NEED TO KNOW  {: NEED T{
() SANDBOX (5BX) (] : RESTRICTED
() MAX LABEL  (MAX) [ PLAYGROUND

(® TRUSTED PATH

ER s
Revert| |TRUSTED PATH
Help Cancel

TERRZ LR ST "Classification" (%% ) FI YL LF A FRAT R T 1abel encodings X4
HHfY) CLASSIFICATIONS #8437 - "Sensitivity" (BUEE ) F1IHRAYLH {4 A FR% R T
label encodings SCHFHT SENSTTIVITY £#543 T WORDS 243"

T4 w] i (5] tgnome - selectlabel aF <> AR AT AN IR PP A bR s A ke - B
A tgnome-selectlabel -h A E/REENLAER) - 53155 UL (Trusted Extensions Developer’s
Guide) Y% 6 F “Label Builder GUT” -
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Trusted Extensions FRJ#F 41T TE

Trusted Extensions FHIf < 1T T E

Trusted Extensions $5#/5 HJ 5 < Fll Trusted Extensions & i1 % 61 & 1F Oracle Solaris &
ZFMA . man 2 A BFTE @S - HX@2 « $8H Trusted Extensions S R4 8 HR 4l
RO B F2 UL K g M) I TR0 B2 1HBH . 12 UL Sk D, Trusted Extensions T 71%1]
*z.

Trusted Extensions F 0 & 3L 14

Trusted Extensions § F& T /etc/inet/ike/config X{FLLEEIRZE(E H o ike.config(4)
FMIUT/4H T 1abel_aware RIFSEF =M Bt 1 ¥4 5% single_label - multi_label
flwire labels

i - IKE AL B SR & S BT tabels TR B 1 IKE #LN BN HRA HLN - IKE X8~
label AN [E]F Trusted Extensions FL2s -
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* o0 g 8 =E

Trusted Extensions &4t R 2K ( #f
i)

KBS T ECEH Trusted Extensions 1 &% F 1Y) AL & L2 IhRE -

w5105 TUHIEY “BUE % 2 D0RE”
w5107 TR <& 2 ER
w5109 FUHY < BE ORI 1 22 A o AL

- AN
ALEZ £ I8
Trusted Extensions i AR Z 2 LHE S Oracle Solaris 2t HYZ2 2 ThEefER . FHEBEM T —

BETHEE o flUl. Oracle Solaris OS FEHE T eeprom £RF « [ BRI KR IS HE: .
R P BUEEINEI R G R, DL EE RS AL L ThRE -

Trusted Extensions 5 Oracle Solaris BN R ZALE T, JEEET AHACOREE RS . 5
TE Oracle Solaris OS H1—#¢. Hi root f (& sl B S -

Trusted Extensions T &

TE Trusted Extensions H1. M EHREM ARG A G . @BHHF 2E root fIfD, 2
PUTDEUILMES (BB IHRE - Bk OS5 Mg R 5 ) Frabts
B . A A GRS FE 5 7E Oracle Solaris i T 6/ AY T FE —FF -

T HEPY A 2 Trusted Extensions %5 & HH A LA A (1

»  root FfA —1F Oracle Solaris ZZ2EHT Al

= "Security Administrator" ( KEEER ) BB —HIIA X EBIAEGIIGAL & H[R 5L
2 Ja g

= "System Administrator" ( RAEER ) ABE—HY/IH 1R EFIEVIIA AL & R =2
JEREI}E:
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BEREIIEE

106

7E Trusted Extensions TG EH &

FASH Trusted Extensions, PSSR EAI@ A T4 R2EMEZ 2 RERI A .

£ Trusted Extensions F B/ AU FE 5 Oracle Solaris id F24HE - LA N T, N
48 T & PRFRZE YU ADMIN HIGH % ADMIN LOW o

» GRAGCAEIEER, 520 (Oracle Solaris B FE . 222 [R%S) Hk«Hi
RBAC (fE£%%) 7.
o FEfEMAE,. 520 (Oracle Solaris BFE . 22 RES) HRgafm 6lE M .

Trusted Extensions &1 Y & & & $H

FERNE S b A DU A T %8 A (i ] {5 7 1 % vp s ol SRR P 4 R R I E
. AAEOLE. Sl TIEKEESOVAE TEX . M TEXKAT2RX
b FFEAWERIZELE . Ao TIEXEEETIEX

BT B X2 I1EER Trusted Extensions £ [

TF Trusted Extensions H, 0] AT EIIH Z 42 1hEE - 540, Trusted Extensions A FE
THAERIZ 2 INEE -

Trusted Extensions X Oracle Solaris =2 INRERIY B

Oracle Solaris $2{HY UL T 22 2 HLHI7E Trusted Extensions FH 2 /I 4 Y. @R B 17E
Oracle Solaris 1—FF :

» B -G RIINAINE . 1§35 0 (Oracle Solaris & HE . Z4:HR%S)
56 28 &= “EHE T ((£%%) ”

i - BN R TSR PR T R Oracle Solaris U7, DUPR B S5 H DL K3k
SO B LT TR D7 TR -

» FAEMBIREE X —H I CMARECE SXFRRT. HZ UL (Oracle
Solaris B H . % 4Mks5) RV 9 & “FEHEETAERVIER (£55) 7.

o B -G RBIFEARIR] 162 WLE 247 TUHEY “7£ Trusted Extensions HE il 1%
R ((E5551FR) ~

5¥F Oracle Solaris H—FF, LT AL
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ZEEKRZLIE

M E 1Y Trusted Extensions =2 I RE

——

Trusted Extensions $&{t T UL FMUAE I Z 2 IIEE :

= "Labels" ( #3% ) — NEARMRIKERS . WHFFRIRERE . A XA Mg E
FRZE o N ITVEX R EXT RIFERE -

» "Device Manager" ( IRE&EIEEE ) —REGHL T, 1A AL EROREZ LR
#7¢ "Device Manager" (X5 EFEER ) GUI & HLE FE 5 AI— e P 58 FHAY S -

= "Change Password" ( B 0% ) F8 — (i Zc i r ISP e E < -

= "Change Workspace Label" ( B TIERHIRE ) S8 — 2 R 5I21E iy F Pl DL B
TAEXHARZE o AN FFRER TOEXHT, TRk PRt 4

= =
LA ERLE
N RR L R2ASZIGEE, SEAFEN DS - UM EEH TR . AP
FHE NS EEREITE S Z2ITT - BT 5ETHMEEC B ER —80 15808
AT HEN

BRfN&EZLEXK
AL SRS A B P T2 2 R el . e AT E N
A TR, B e AR A 51 T8~ o ey .
n NEDERES DS EIFEMA .
HEE O AR LS E—EG R R AEEE. 7B ICEiR. Wi JeEERE

HE-

» REETOL, WAZREASERTHET -

o EPHEDIRI O

o NEGEI HL TR S R R AT

o RNEERER ECRIER RIS O T BT R AL AL TIEAFR EIRE -

» GHICHE B AAMRE R TEMEE A A . 7S E R TIA Z AT dEA
EENE P G L A s U B TR
R, PR 2 A MG S AT AOE -

o ROSE STYES S QIR SR AT H Sep9 U5 [IARR AT DR B ARG HY SCERT H SR fIAL
PROXE LT - AN ZAVFRERAAIH FBBO - HECrE - FH B XA
I H SRS A -

TG AT 3G 57 0] RE 2@ (LA -
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BB 1 B {3 A
{5 P L IR O A 3 P B TR 2 — R AN e i -
THE S P A ZREE S B 50k B8 B LR T B H IR o SR L A T

RE WK 4% 1 & S SOy R (E B it 1<% Bl S Bt & vl DABERZ 4
BRI EEFERG LS T E R AT LA k% AR RS O -

N B S0
0<% B3 e
TEOIEEHTR P I "System Administrator” (REUEFLR ) M ELIHEE —HE— AP

GRIF ID o il 2es 2 PRA ID B . SRR R 7 44 RIS HK 1D 7E M 2% _ERUT:
MO EHAESL . JFHZ AR .

"Security Administrator" (Z2EERE) A TTEE B RG0S, JEZ0
SEMFTAE T - B OSH . EAHEELTEE

n X TRENE K HH "Security Administrator” (Z2EHLE ) MEMAF, 1R K
AL E N TCEARAE « A AT PR 2 BT AR P e BUE R, 2 /0H — MK PIRYE
A DL S H 2K HH "Security Administrator” (Z2 ) A, DUEEFTTTFENA
HH

o RO LRGP R P 35 A A T A TR ST R T 1
o YRGB R HE RS DR AESHE T %02, EEEZH % -
» ERGEA NG A EEEERE A BEA T ID .

TR 42 A P 1D 58 B AT LABS IR AT R AL S5 P 2R R B -

w OMTETCRES. BER A T T R
o PRE VARSI BRE A F P AR R ST

sE R

VERNEHEDL, R Y 7 57 ohl 22 4 28 50 B B SO IE R I B AN 4 B 3= 15 [m)#
(discretionary access control, DAC) 15 #ll 77 [M]#% ] (mandatory access control, MAC) f&
o DXELE B ELE

»  shadow XHF—BEEZMEN IS - 1ES L shadow(4) FH T -

" auth attr X —EEEHIEA - 1§ I auth attr(4) FHT-

= prof attr X —HEEHPFREE X - 155 W prof attr(4) FHIT.

" exec attr X —EEU S ERMBPEREE XL 2B ENGS - 55
exec attr(4) FM T

 EHTHE - EE RS ERENF IR - 165 L audit. log(4) FHIT -
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B EIRE R 255 R RN

O <RI

FEARMCHFR, (14 R, A VB DAC KBRS, 1 RFFmi DACH
MAC FHEEU 1% « UK 911 1 /etc/ shadow SCHETTARIHY ¥ M A8
PR FCT S {ER K5 shadou(s) FAHTL

HEE

"System Administrator” (RGUEHR ) MAEFEEAM RGN ML FRETAHT RS
HE—J4H 1D (group ID, GID) »

L IEA AR W N R G HFRET . "System Administrator” (REEHLG) A ELTHAER
AN

» BHEMERAR GID HIFTE X RALPMER . siE 5w 45 A -
o FTEGEA CIBRAE S H R P L AT B TR E B .

F R R (E
LA W RGP ERES . "System Administrator” (REFEFER ) MBI Security
Administrator" (Z B ) MELFRITILFRIE
o (EREADXIHER 0K T R A H 3
o R BMERI = S0 A R AT PR AL -
o JHERIZOK P IERIFTAE XN & SRR X R A AT G E E g HAl .

w  MHIBRCLZH PRI S B EERIRTA at 8 batch RN - HXRIFHEE . ES U at(1)
H crontab(1) FMTT -

o RAEEGFHAZH S AEA D

B RN R £ R BT Ry R
BN, R P T LA SR A T30 UGG - 2 AR DL ot
VI EHR A1 PR AR T -

SO PR B0 B SO NS B IPR S T B« 2 P % 7 1 5E CEdE iy
RRYFNIZAULS . "Selection Manager" (JEFFEFEER ) NIRRT KA 4 & fnd B i
I\Eﬂﬁdl\ o /usr/share/gnome/sel config Xﬁ:@%”jjyﬁ‘i?ﬁlﬁﬁﬁ%%ﬁéfﬁ U\&'{%
& BB R B ARSI EAE o /usr/bin/tsoljdsselmgr B AR 6] 1 2 [FfHY
ié%gég‘ifﬁ o WITNERFR, BT ke IR B AR B L BT N SR B AR 2 BB ™ 1%

A o

FRILE T EHT SR E RS RTE AN« X BN s 1 85 DIMIRG TG ~ S A
RGN LR HE R -
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E i HRRI R £ R B AT

®e-1 PR RN BIHTIR SR A

EEHEIR REXER FBEEXER FREEI

E%i‘ﬁ(#iiﬂﬂri%ﬁizrﬂ LIRS FHFRI A% & uID Je

Wi SDIRIRIG AR FRE R FHIF UID solaris.label.file.downgrade
s R #IF UID solaris.label.file.upgrade
Feelfs & [A UID solaris.label.file.downgrade
FHRAEE A[A UID solaris.label.file.upgrade

T B RRIEE I NS E RN R AN o $Hi O E TG 2% 2K
PRI AR S [FRAHIR o 7E5 1 2[RI HERGRE . R ERZ "Selection
Manager" (GEFFEPEAR) NHEFTAE sel_config XX -

TR T B O bR 2 & A AL -

®8-2 FHEE IS EHRZE N AT

BE5HIR REXER BEEX%E FREIRIL
TEE 2 [ HIFTR G el 89 ) | MRS IR UID Je
Az I'] ‘SE/—‘—'ITEI\‘
PRI FEefs B FHIF UID solaris.label.win.downgrade
FRfEE FHIA UID solaris.label.win.upgrade
FEfE R A[E UID solaris.label.win.downgrade
s 2 A[F UID solaris.label.win.upgrade
TE T 1 2[RI Hi 2 8 S FHIFIFRZ #HIA UID ANTEH
Trusted Extensions FEHE T — MESEMIARE . TEFREH SUE R ER -« 4EEA
4 A P 1 P B S P B E ARSI . 1 RE B - P A 120 RO RO [A] R BRI
U BTENE LS CTAOTE 00T S SR 2 290 bR 7 3 S BT BRI
W2, 7% solaris.label.win.noview X . FEIE/R T & HHR—PMEE
T RS AT
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B EIRE R 255 R RN

o T Trusted Path 2

Selection Manager

Information Downgrade Required

You are transferring a selection between windows with
different labels. This requires the information in the
selection to be downgraded

Orignal Information New Information

CONFIDENTIAL : INTERNAL :§> PUBLIC

Type: UTFB_STRING (43 byt...

Type: UTF8_STRING
Owner: Tester user Owner: Tester user

Selection

This is an INTERNAL file,
Only employees within the company may see this file.

Time remaining to complete: m |
Help l Cancel J [ oK ]

BRI T SRR BT AR R IR  A1RIC R
M EER . WA SR GG T —F— k5 2 MERPTTE . HREZE
2. 5z sel config(4) FM T N HEIIE 5 -

sel_config 3 14

MHVES TR FE R I —FRZER) . A /usr/share/gnome/sel config SR LLIFIE %
PEAGRIIAT R -

sel_config XHFE L T LTS :

w R B SRS R 51 7R
o REE ARG ERIER O A] LLE SIA
o B RIS T E
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Tg?):r Trusted Extensions FAJE WAES (£

REEA U EFE Trusted Extensions 2%, HHE S BEHEXLEARSE FHATHIITS -

55113 TIHAY “Trusted Extensions B FE G AL ( )
» 5 114 TTHHY “Trusted Extensions FPAY S ULATSS (2454113 ) >

»

£55%

—

*

Trusted Extensions EIERN[] ( EEFIFEK )

TEE P Trusted Extensions ZHil» 1HHGEU N fE .

% AR Bx
& 3K Trusted Extensions 24 - BREEX . {Trusted Extensions F F ¥5 ) FRY <& 53]
Trusted Extensions”

TERmE EHITHE LA ES - IR S5 EE {Trusted Extensions 1 $5Frd) HRI“ff A
m filE TEX FRE RS
»  FHEENFERSER TEX
m  {#HH Trusted Extensions T/l T

HUTHE B (FEAZ(ESS - KBTS ELHE - (Trusted Extensions F P f5Eg) FHEY“PITA]
n SENE EHE
m EYOS
n EYTEX R

AT . BEERX ST AEEMAE . FTE | % 114 TR WA 3 A Trusted Extensions [
EHESHEERRXEPHITR . | 2R

EFRP TEX - Mg R XK HR - 2 114 TUHRY U018 H Trusted Extensions Y

EoRe:
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Trusted Extensions R E IE S (EFHI%K)

v

FiaZ

FFiaz

1Al i# )\ Trusted Extensions B9 £ /5 X 15

i A IEA A, AT LLE A Trusted Extensions 42 5 X8 - B4~ RGN EPE HAE
2R XA T -

W EHERR B Y. EE AT DU B ahiE 2 e 2 iE it A2 R XK . AT
B, 1ES LS 132 TTHHY “UIATTE Trusted Extensions H1& R R E 22 2215 -

BN — N EMAT . HXiER. 1HSILE 106 T “7E Trusted Extensions H !
.

BHAMEE Q& HPE account-name »

MHNER A EE— DA

> Trusted Extensions S HEVIREIINIE . HZSILE 6-1. B FXELIREAIRRE . ; HZ
T {Trusted Extensions Fi F ¥5FH) A5 4 B “Trusted Extensions )T (%) 7.

HEHIURTE . BABROS -
PR, =El TIEX 2 HEO At TR .

70471 K Trusted Extensions £ /5 X 15

IRAEG AL T 42 JR X o
NEERSHKEERFEE—TAPAIEX.

HE  BHAFEEOZFTFHARENR  RRERENHAPSE-

HHT TAEX 2 HEON P TAEX o G TOEX R eI R AT 5 868 DP9 IZ A /Y
F R B Gl -

A & TAEX P B & 4RSS R A AR LRI IERE « 16X LR e [ S Bt
i B PR AU 22 R DX AP T

ExXELER, B850 (Trusted Extensions FH P $81) HHIHEHAERERE -

Trusted Extensions HEJE WESS ({E5E51FEK )

LN ESHIERANLH T Trusted Extensions FHYH LS ILFE -

%

LA &%

B root Y14 o

7 root fIEASEERT 4 - 2 115 GUHEY “YIAT B 2K root HY 1 4

114
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Trusted Extensions EYE WAES (ESF5IFK )

% tBA 5%
FEA B DI S [ 45 5 EF SISO TERWRKIBUEFZX | 5§ 115 T QU 7ER bR D800 ) S H
e ik A P 4

et A -

IR EAPT B BRI - S50, b
B bR BB 2 7 T

116 TUHEA QAT BT IRAT XTSI 4 A A
IR

et i i bVl

BRSO AR R R 2 -

5 117 TUFRRY QT SREURR 2
5>

i paeti I R

bR R AR FRE R . SR RNHEFRRER AR TRIE R - 5 118 TTHEY Ul i bR i1 75 ik E X
BT RS
B o RVFR P AR (Oracle Solaris B HI . 224 fR%%) AU
5 7 LAz
AN i RGBS R
Gk - {Trusted Extensions Ffl F #5Fd) HIRg QT 7E
Trusted Extensions H1 4 Ar 1% &
RSP RS . MIZFE ARG E PR Trusted Extensions 7 %8 12 %, Trusted Extensions YL FE &
g5, HO(fE5%)
v WA E L root B O S
Trusted Extensions &t 7 1] FH T8 2k [1 4 #Y GUI -
1 73E root ﬁ@,
HRUIE, TLEE 114 TUH “Qfal 3 A Trusted Extensions Y4 R X 15 «
2 BEREVEEOLZHPHAMERS . $THF "Trusted Path” ( FT{SEE1E ) K&
3 i%#% "Change Login Password" ( B ERO% ) -
QSR DX Sk A el B 14> - W% 3% B ] DABEEY "Change Workspace Password" (B8 T.
EXO%)
4 EMA%Y  ARERIAEN.
v AR HRE XSRS SEEFIAMARAOS
FEUTENT, LES | SERS X
s —AEENARHAFERERT S
» A XIS TE (R i 4 AR 55 = s R A7 ST R (nscd) BY B SEA1
o [FA (MidE LDAP) EEEARS -
Fiaz Al MR EH "Zone Security” (XIZ2) FUPRMAD & S -

$FoE

« H11T Trusted Extensions FEIE RIS (15 )
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AR HERR

ERFLEOSCEN . BFEHISFAATLAENEREXE .
FEFLL Rz —

= {EH txzonemgr GUI -

# txzonemgr &

1E "Labeled Zone Manager” (HAFREXEE ) . SHPBEIEREXE. H A<
FIRHERE "Halt" (1£15) - #ARIES "Boot" (51F) -

» ER2BREMNLIREOFR . FAKEEEGS -
T DL E ok P 1 R 5 -
" zlogin AT FE R M X 1, -

# zlogin labeled-zone shutdown -i @
# zoneadm -z labeled-zone boot

»  halt Fag 58T KHIIA .

# zoneadm -z labeled-zone halt
# zoneadm -z labeled-zone boot

BHBEFERESXIEWA P 04, SO0 E LDAP sl XISl E — P & Ak

%o 1A CLRIET Al B X R -

s Tl E LDAP. HS L% 58, N Trusted Extensions fit & LDAP ({T-%%) -

w FXIEBECE A RS E RS RSN T SR RE . BRI S
5 62 TR “QUaT BN B X S B 5 i) B FRAR S5 -

WA E KT R H S &R HIE S

LR B G n] RIS nl (S IR AR e x FE A BB S AOHTUI . 124 &t vl ]
REESEF BB LR & C A SRR R P AU - fEE W 2R 2 S & RN %
Bt ARG B ] EHE )R SR A E 5%

EEHREX sun BERIZHIN . BEAUTRAS -

<Meta> <Stop>

AR (BIAHEET) AR, W 2 EE H 5 - aEiEH A 2GS

H% e

MREFEANAZ Sun R  IBERAUTRAS -
<Alt> <Break>

FETF-HEALAGHT  [R]F $2 X Le g m] BT AT 24 i o o £ s O P A
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w5 9-1

=5 9-2

FFiaZal

MXOSRTHFREAE

FEREF Sun BEELHY x86 %L . EIERH R L - JERRE ST FHHALT %t
TEHE . BERGA e 2 & AlfE . Y ][RI 2 <Meta> <Stop> ## « AR R B EXS
TEAEAT A Pl UAIE 1% I S 3R AT 2 nl (S HY

WAHEHTEENE] T aEE L5 WA i S 3R il gEA (G . AR TS
EH AR -

B H R R HEREE O

FEATRBIR . P a s A (ERERe. BICEE BBt - ER R E
AEEO&MHL, F P TR % <Meta> <Stop> # -

IR ENAR R + 7 it I SE R E

lﬁtﬂfiﬁﬁtﬁﬁﬂﬁmnBﬂ“/\iﬁﬁ?Uﬁmﬁéﬁo W FRRE A AT 22 TR A I H Rt
ITHE . BRELZERE. ES I atohextabel(IM) FMH 1T

1 M‘ A 4 R HY "Security Administrator” (Z2E R ) Mfh. HRIEAE
B 1ES IE 114 TUHRY “QHAT3E A Trusted Extensions [} 22 &) X 45 »

EREIRER T AHFIE  BERITUATHREZ— -
» ERESHRBRENTAESE  BHREESEEGS

$ atohexlabel "CONFIDENTIAL : INTERNAL USE ONLY"

0x0004-08-48

FRBAX S KNG, HEGLHHHYT) - Fla. DU 515 7R # R — A+
HEHIFR S

L] "CONFIDENTIAL : INTERNAL USE ONLY"

=  ‘"enf : Internal”
m "confidential : internal"

LU 515 A 74 BR8] — AT EE R -

m "confidential:internal"
= "confidential: internal"

l,

N
-

o EREREWFTRT/AEFIE . BEM -cE-

$ atohexlabel -c "CONFIDENTIAL NEED TO KNOW"
0x0004-08-68
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w51 9-3

W HERR

Tz H

i - A ] B U R S A 2 2 VP ] FRZE S HRE 1abel encodings SCAFFRAIALIN 4
FRH o BRI T BT (5 P A% SR — AN BB 4 FR AN o BBURT SR 22 421 AT
*F/gﬁlg%rzﬁ*ﬁﬂE’Jﬁﬁtﬂéﬁﬂﬂﬁ’wﬁmﬁ;ﬁ ?%ﬁﬁﬁﬁmﬂﬂﬁﬂv\ﬁﬁ?“ﬁ/ﬁ =
B A TEﬁTﬂH’U\ SAIHEIE R - B2 AR ] B RR S E b A R G
C P A — PR RUAIRRES - WIRIRE R SRR B A ER . THXEE AR
R JCE O o

£ label encodings XHFH, ZRVFAIFREIER AN IEE S () -

ﬁﬁﬁ atohexlabel 5%
YIE LN RIR T R G R AT, A 2R

9

I

$ atohexlabel 0x0004-08-68
0x0004-08-68

LR EHIRER . e 2RESEL -

$ atohexlabel admin_high
ADMIN HIGH

atohexlabel admin_low
ADMIN LOW

H1%7H B atohexlabel parsing error found in <string> at position 0 (TL{LEE o &b
BJ <string> &I atohexlabel FRITEEIR ) FHH{Z 1 F] atohexlabel 1Y <string> S 5L
PERABIPRER L 2T - HRETNRANE, HREZSEEGHEE TOLE
% label encodings X {f-H1.

WNABEERER T 7S #EH R B AT E ﬁ$

i PR T — Ry R BB E NS B E RS . A XELZER. HS 0L
hextoalabel(1M) Mt -

1B EA 2 R IRy "Security Administrator” (Z&EMR) At
ERBIRE AR ERXIAR . iEHIT RIS EZ—-
» EFRESRRENERLA . BEEFREN T HFREK

$ hextoalabel 0x0004-08-68
CONFIDENTIAL : NEED TO KNOW

» BEFRRREFARIERNAK . FER - & -

$ hextoalabel -c 0x0004-08-68
CONFIDENTIAL NEED TO KNOW
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Trusted Extensions EYE WAES (ESF5IFK )

v M EREXHERERNREREE

A\

57E Oracle Solaris 1—Ff, TF Trusted Extensions 1. root /™t 0] CL7E & &% |- 58 etk
BEeE-

/etc/security Fll /etc/default H RS EEZL2E. BXRELZER. HS
UL (Oracle Solaris B : Z4:Rk55) HRVE 3 & WSHIN RAEWIR (£55) ~

R - (U A 2 2 NS SR VI T RER T R G R -

Feazal B ATE 2R KA root M .
o RERFZNXH-
TRINM T 220 UL T REAE IR B SR R s s e 2 {E -
% BEER

/etc/default/login D VPR S 2R IR EL - iEZ UL (Oracle Solaris B FE : ZZR5%) HHAy<qnf Wi
FI 8 S ) a5 e 221 i s 481
passwd(1) FHTT

/etc/default/kbd AR ML - {Oracle Solaris BEHE : Z4:55) AU EEH RS
SRR

E - E AT WA FENL L. KEYBOARD_ABORT Yk
E ALV kadb NAZVETR 85 -

kadb(1M) T 1T

/etc/security/policy.conf ERNAF O FHEABERKMNE policy.conf(4) Ft T

o
MZENLIFTE P AR — 5
AR -

FRZ ALY P B A BR R il 21 5
AW Solaris F 24X

/etc/default/passwd FRAPEEELIS . passwd(l)?ﬂﬂﬁ

FORM A2 TR A4
ZORPEFBRIA 4 -
FRAE I TE AR 7 R AT 1

~
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* o0 £ 10 E

Trusted Extensions FEJF A« I RFAE
& ( Bt )

KREAE T EARE— B P 2 B0 SRR E . HER At T HRE B Pk Ry
HihE R ERE - AEREVIAIZRERAESRE T AEMEREEHFIKE o X%
FA P AT LUEHE 2 B A4S P Trusted Extensions U8 . AR1E4{ER. HZ I

% 63 TUHIHY “IE Trusted Extensions H1 G/ A ORI H o

% 121 TUHRY “Trusted Extensions I F' 22 2 HhfE”

5 122 TUHAY B CLEE XS FH P RIER B

%5 123 TUHIAY “7E Trusted Extensions H1 A/ H P 2 Bl B 258>
% 123 TUHIY “Trusted Extensions FHYELE FH P 224 & 1E>

% 124 TUHAY “Trusted Extensions HY 7] Bl & A F @ 14>

124 TUHREY “DAUNH PR ERN L 2|

Trusted Extensions F Y AL £ I8k

Trusted Extensions FXAFEF X 7« A BORBRAC E SR T LAN 22088

» APFBEAE—MREEE. HA R TEE A RS -

» AEEEMRISIEE. o DELERIN A A e R T E B ESS -

»  Trusted Extensions fSRECE R an < BA — MRk . &S LRSS
N BTER E SRS HAT -

= Trusted Extensions FXf4:[f] Oracle Solaris 7€ S FEFARIEZ AN EE H s i T FEAURIHZAY -

121



B RS A FRERE

RT3 A PRYERSS

"System Administrator” (RZEFER ) A AR TTOIER K o "Security
Administrator” (Z2EFEH ) AEATHEKS L 2R -

HRRER T MAEEAERS. ESILUATHNE

s {Oracle Solaris HH : & UWL{E5%) HHIREMERHPKE (E55F%) >
»  {Oracle Solaris B H : ZAR5%) RIS IIER5, “F - APRECE SHERFA

ZEEEASTYAFERR

1E Trusted Extensions H7. "System Administrator" ( RETVEIER ) A7 51 R EWRLEH -
ATAVIF RS - RGUEH R A TTHIT A ESS

AT A

AN DIMIARR €

RG22

e el 2 It LA FR P R s e

Z2EERFIAFRERSR

£ Trusted Extensions ., Z&EMAMAGEATHSAGNRELZ2EE . Z2EH
FATTHATOL T AESS -

TREMES T ~ A BRI & SR 22 2 R
G RHE AR AL & S

DI e e R AR AL S
A~ A B BAURE E R

AR~ A E B PR AL B E 5L

WHI ~ A1 B BORPR AL B S IHBR AL

MR~ A B BOPR AL B S P IHBR 324

G ?égﬁmﬁéxm@@W@MEY@oXﬁ,M%Mﬁiﬁﬁgﬁéﬁﬁﬁ
AETCER THITIEE . W root A2 Al LL AL IC E ST

FEQIEAURACE SCIF 2 /. 22 8P 0 75 2 ol ic B SR 58 (A < 76 22
IEHEANA BERR T « & D ST TS H T T RE T AR AL -
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Trusted Extensions RAJER A F PR & B

7£ Trusted Extensions F €l F P Z BI E#BYR R

CLN S Bna 7' A 7€ Trusted Extensions I THVIRIE, LR T BfTH £ KRS
J1 o —BEP IR 5 TE 28%E Oracle Solaris OS F AT 56 AEE - Ak, i€ F Trusted
Extensions FY 58 25 BENAGE & 22 2 R 2 R

s JEELEM policy. conf XHHIUERE P L4 )& - 1abel encodings SCEFHY
H Pt A BV E HPIE 1 B R E R - A XA ENIH. 155 UL 123 1
1Y “Trusted Extensions HYGEE H P 22 @1

n  EECRURELIS SISO (WERA ) WEH PR MR s B X E HlEiE R 2 H
FPRIBERAREEE X . BRI, 1525 I8 129 TR “UIT7E Trusted Extensions
O PRGBS 3SR

o JEAP AR LATIRAME R WZE X - CD-ROM JRXZN#5H1 USB 1% o

QUER ARVFREC R P a]s ok SR G R S TR BRI MNP IR I R 3t 1 e 4

4. BREESEHXREIEREYIER. HSULE 250 TIHHR “GUTHE & 1% &%
B o BRI E AL EIRINE . 155 ULE 247 TIHEY “7E Trusted Extensions H1
EFNE A (FE551%) 7.

Trusted Extensions PRI EFH PLZ£EHE

label encodings Al policy.conf ARV E SLIEE L T H ik iU E 2 2%

Mo AP BRI ENERE R X RGE -« TEXRES R & f e E RN T
Ak . xR ERIRENEERIE 1HS ILE 124 TR “Trusted Extensions HIHY
TG E A PR E” .

label_encodings 3 EL & {E

label_encodings X PFE X T FH P I/ MRS « R vF Al IR A IR - A KIS
HRITEME R, 152 M label encodings(4)FMTT - ERYUE KA label encodings S {F
SEHFIA IR BRI L0 o A TR R SRR T30 29 TR U PR SRIg LA R (Trusted
Extensions Label Administration) H1HJ7R4

ZEEHE AN AP BRI ERIRE(E R label_encodings SUIFHIHIIE -

Trusted Extensions F1 A7 policy.conf 3 {4 ER & {E

/etc/security/policy.conf NG ARG A% 2 {H - Trusted Extensions [A] It S
HRERINT IR - SRHMEE SN RGO ERE . 15 R/ XL keyword=value XT8N H]
WYX FRER 7 XEXHR RGNS EMN v E(E -

%10 . Trusted Extensions FRIA P« BURFIFAE (1if ) 123
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Trusted Extensions I A BLE A P B 1%

#10-1 policy.conf XFFHHY Trusted Extensions 2 2t & {H

ES o2 REE TIRE{E i
IDLECMD LOCK LOCK | LOGOUT EHTEFRMA
IDLETIME 30 0 % 120 75 EHTEFHS

policy. conf U HIE SCHYFZARIAI PR L B SC P2 b A 2% Nk 45 7 AT SR
SCPFRIANTE o X T HAM B M P R ECR R 5 A S -

% 33 TUHHIY “7E Trusted Extensions ALY A P 22278206 T B 581 policy. conf K8

FHIFE . H1ES U policy. conf(4) FMTT -

Trusted Extensions FEYR] AL & P IE &

T AES MRS SERIA P, R EES NP ER/IMRELIn H R E MW
NIRRT S . copy files Fll .link files. BXELZER. 1HSIE 126 TIHHY

“.copy files All .link files X’

WRARFEENTRERE

ZREM AN MBS P Z e/t AXRuSHmEEmSHNER. B2
% 123 TTHY “Trusted Extensions UGS A P Z2E M. TRER T AP EEHN

124

2 2@ IE L R B IS AT AL S -

102 QIR PR ERN 2% 2EE

RPEE REENVE RERERE FERERT = RIS

1< p nH MPFEEOS

fat p (1P PP AT DAASE A £

2 policy.conf Xff lE F P SRR N AL

PURACE ST policy. conf XA Al FH P BRAH RN AR B S A

FR& };belfencodings X Cip:is F PR AN R B A BRE BOA v T

R policy.conf Xff Al FA P 3R AN R R A

ik {5 A policy.conf XfF Al XIS FRITH RN, P3RS T A
T RALIRE

it M alE FEARIE T A Gk R BT L
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BRARPEENREREME

Trusted Extensions P AL £ B EIEE

APkl g, K@ ANHA e R R IRECEERE [ IR
H, T —Z2 OhHEIFSREENH P e L2 RmIE-

MR PHEEZRIBIER, BEELTER

EEOS
i AU, RGUEB B A LOYH IR IEE 4 - SRR 2 )G, KM
BLEA A A LR 4

57F Oracle Solaris 1 —+F, W5 Gl P EBAHE = 1% o 19 A an B SPR ] 1 #E
5% M B 57 BT FAEAT A AR & AT RERERS JE LU M R G R o BhAh, 1RETE
S 2 il 58 &0 i i/ N TR] aT B e B SR P L BMRE NIH O S - HR
HHEE, E2 M passwd(1) M-

7 - AT DURSH A B P Y 4 GRASRESZ A AT 1140 Az am HIEY R

NEBE
AP A EEEANAOAT . JUUNHP SN A0 (WSRIXEEMST & s
SRS ) .

FEERM
51E Oracle Solaris OS H—#F¢. J9F P8 E FAU ] FHX LERZ AR BN E AL - B fE
ik B BRI B — M PRACE S R ZICE SR ES P -

TEEMREC & XX 4
5 7£ Oracle Solaris OS H1—1 . APRACE SR IREE - BR T HALLLIN. BLE X
PERLHI B FE R A 2 B PR S — D SEFIE - AREZER. 1EZ 0 (Oracle
Solaris B . % 4xMk55) TR HRIGE L 2IEIERNT” -

ST DU RO SEom R 52U R B SR HE R N - A0SR 7 B S A I T (3
M 2 AR TAEBABCE S o iZan & L2 @i, Al gl —
ME X EEERE N Zm IR ENZ 2RI AfF, FHLHTE &S A
GLW-SEid-IR

-1 7R S By S HNERACE e E S — R - A — A P IR A
R, BT DOZAIRECE SR A REIEH LIE

B A (E
X TR Lo R BREFAUERIBR G AT BEA G ™ 7 - EIRBIRS BT — A
HIRAANEE . TE B policy. conf XXMFIRE « HHIE MR, HZILE 136
TUAE AT e A P B AR
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WRARPIEE

HREREM

126

BEUREREE
A P RIPR LA {E & TF label encodings SCHHI B IE A P LA {E

ENHEITREAE
5 7E Oracle Solaris OS FH—F¢. JJH P fEE#H 1 X2 B S P FuEHRES . A XH 1t
HWHEZER. ES I (Oracle Solaris EH . Z4HR5S) WIS VII#47, “TE Oracle
Solaris FHEILI”FI5E 22 3, Trusted Extensions B 1] (#EA) -

.copy_files #1 .link_files 324

£ Trusted Extensions H1, XSS {2 H 2 MHEZR H FALE I 26 Sk 19/ IMRZ 1
DX o ERRORES m B RR S 0 XS n] {5 F RS s S0 R P B0 B B0 20 ) s
.copy files fll .link files Xff .

Trusted Extensions X {4 . copy files Fll .link_files F RIS 8 1 B 508 Hl ol fi
B ERIE B R E MRS . Y P IERTR S 008 TAEXI . updatehome
L ER S P B/ RS L copy files Fll .link files IR - AfE. i S EAIH
AR AN SR T B R B B e s R A A A s TAEIXH

2 P A BBEAN R AR R 22 BRI S 2 SRR, L copy files XHFIER A H -
a1, AP TEARFEERZ AR e N R E R 43805
TER A EWHTAAR A R AEREINT . link files XHHERE A - HIU. 4 —&FTEIVLA
TRTE SRS MFTEVE LS. R Se R AT R« B XRHISCE. 5 0L 120 T
B “UIATTE Trusted Extensions H1 A FH AL E B 814

TS T —Se T RET B P RERS I b B R R AIPR SR B S -

.acrorc .cshrc .mime types
.aliases .emacs .newsrc
.bashrc .login .signature
.bashrc.user .mailrc .soffice
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* o0 g

1 E

1% Trusted Extensions FEIEAH A « BIPRFA
A (E%)

ARFELRIL T 7E Trusted Extensions PECEME A - F bk LANBE AL E SRy

(=

w5127 GUREY “BEXE 2 PRSI S ((E55511R) 7

w5132 U BRI P RIANR ((E5551%K) ”

PR MEHMARME (E55%)

NERESSFIRA 4 T AERT A FTA P E AR e sloe il 25  F P ik B m] DAER TR
LSS« HrPiir 25 % e — R P & e Z AT -

%

iR

&%

HURE IR -

AP FHESRRER . Bl MR
PRI -

8 128 TR “UAlE ek 5 H AR5 8
‘Iﬁzn

B ARG FTE F P B
Trusted Extensions Hlg o

B M policy.conf XX o

9% 128 TUHHY “WHAT{EEL policy. conf Bl
H”

ERF T RABRERIRT R & 2 5. FIFbEe |l 11-1

PREFEOERA -

NARGRIFTE — B P HBRAS 26 SRR - Rfl 11-2
rfil11-3

PEL LB 7E 28 DT IR S50 B9 EL 4T By i A0 Sors b
K o

)

NHEFEEYIASE - | WA P EE RIS Fi 55 129 TUHRY “U0{T7E Trusted Extensions
.bashrc~ .cshrc~ .copy files fll .soffice. O PR R B S

BRE MR e & H B P 0 aa AL SO - 5 132 TUHIRY “UIAT7E Trusted Extensions

1 o R R AR 2 A TE

127




St RSMERAPRE (E551%)

128

v

A\

FFiaZ

FiaZ

2

w111

fAEEERE H PiRE R T

] AERC B2 — D ARG S e s P AR o LU AT I O 2 B

Trusted Extensions 22 %% »

EE - LATEAE — & P T R RS 2 BT 2B ATSS -

A 2 /X "Security Administrator" (Z2EHR ) At AXEAE
B B2 UL 114 TUHEY “WHAT #E A Trusted Extensions B9 42 &) [X 45

fE /etc/security/tsol/label_encodings P EEFEHREARAPEMHIRE -
BRELEIZE, 1EZ ULE 33 TIHH) “7E Trusted Extensions FU ARSI F 222> H1 )
F1-2e

7£ label_encodings XX 1E A PBHIRE -
B EBIEIZR 53 & 2 Trusted Extensions 245 -

TI = - label encodings SXHTERTE A E AR « BART fRE—Rho &5
L5 73 TUH Y “UIATE Trusted Extensions HVE U B HIZRIEHE A B SR 74 DT':F‘EI’J ZZ[]
{AT7E Trusted Extensions 11 MAFEHE /i &5 il SO -

WA &L policy.conf ER & {E

£ Trusted Extensions 15 X policy. conf it A {E 5[] T-1E Oracle Solaris HH 55 i {4 %2 4=
FRABRG - AT IR RS FTE P R S -

EVTE 2 R XA root At - AXRIFAEE,. 5SS ILE 114 TR QT A
Trusted Extensions M2 J&) X 1>

FE /etc/secu rity/policy.conf NHEHEEFEREIZE -
> Trusted Extensions F#F, 1H5 I3 10-1-

EIRE -

FURFNZRIRE

TEAGIF, 2B G RS R R GR B8 3 Rt o SRATH LT 280E = IH &R
Hio A, root AERHLYIT 7720 IDLECMD keyword=value XN
/etc/security/policy.conf A4 :
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St RSMERAPRE (EF5I%)

wH11-2

wH11-3

FFiaZ

IDLECMD=LOGOUT

B CUA R R GRS 2 BTSSRI R o Ik, root A (A RHZ W 75 =08
IDLETIME keyword=value XN I E] policy.conf S :

IDLETIME=10
MAE, RESTEZN 10 2 FHRERATF -

WEE, MRS AR T EDNAE. AR IoLecvd FT IDLETIME {ERFX % At
5o

s PREARRFE

TEARBIR, RN Z 2 AT E— AP &E M AR Ji, 78
BB Trusted Extensions BT REE L. root AR~ MEEARANEE R

proc_info- 4%f§ﬁﬂqrjfftx¢/etc/policy.conffi##quggPRIVﬁDEFAULTi%%iﬁyﬁﬁif%§7?
TN

PRIV_DEFAULT=basic, !proc_info

ARFHIEAE M P IEE SHTENEX R

TERE R, 0k 222 AR F A S BT TAR 5 5 L B LIS T ENI AR bR 28« 7E A L BT IFUR
S, root AAIEM setc/security/policy. conf LA AUTHS GRANTED {H - 7€ F
WAISEE . ETHARSS BRI ATA F P TR FTENVE L &2 TEA TURIAR RIS L F 4T
.

AUTHS GRANTED=solaris.print.unlabeled
SRIE s BT ORI BR b DR i 2 DR T AR ARaK - B T B — BB L

policy.conf %&H-

AUTHS GRANTED=solaris.print.unlabeled,solaris.print.nobanner

HHS S AT G FTEFTEWERL I AR, thig A hRE T R T -

BN{A] £ Trusted Extensions A0 Fl PELE B33 4

FA P a] LLCAK BT i NBUFR B AR5 6 . copy files SCEFA . link files KR
HigtaH A - AP @ DUESE R/ DRERIE . copy files Ml . link files 3
o B BUA ] DU e R SR B B AL Sl A 1

T AA 2 R XY "System Administrator” (REEFR ) A . HRIFHE
B, EZILE 114 TTHHEY “@{af 33 A Trusted Extensions A4 & X 35 o

% 11E . fE Trusted Extensions PEIEA A« WRMAEE (%) 129



St RSMERAPRE (E551%)

w~11-4

130

B Trusted Extensions fE Z1 32 {4 -
B .copy files Fll .link files USHNEIEIYIE B SCHEHI R -

# cd /etc/skel
# touch .copy_files .link_files

EFl . copy_files 31§

a. TEHRERT > BN .copy_files LHHITEBEZH .

# vi /etc/skel/.copy_files

b. EE .copy_files FRANESHE A AAAHREREBERPIIXHE  BITRA TN

A 5 126 TR <. copy files Fll .link files SLHF1E NS % o B UHHE
Bl 1E5SIRE11-4 .

EHl . link_files 31§
a. TE4REEEEH . BN .link_files RBBER .-

# vi /etc/skel/.link_files

b. ﬁ;{iﬁ;k_files FEANEEEZIA A ERERENERBERPIXE  SITE8N—
| .

AEMARPESREM B -

» BRBIIH AR, 155 0. (Oracle Solaris & HE . # WLATL55)
Hy“E HIFH P TR SR

» BRFAER. iE2 0 (Oracle Solaris B HE : & ULAESS) HRHg 4l & I P W)iG 4L,
X o

Al % A EERE shell RECE S shell B9 A ) skelr FEZE -

P 1 Profile (BLE L) shell.

BEHPEIXHEFHEBNAERB RSP .

SI3EA PR . IBEREMA skelX 812 & -
X 3271 shell “FRAGHLFHE, 101 B X3 Bourne, K{XF Korn, C{XF Cshell. P{LFE

Profile shell -
AR PEHRBEG

FEATRGIR . REE T A NENH PR H S0 E S o X EESHR TR P g
ZHTE TAE o iXREESHA TH P S/ MR « TERLES S, B P ISR shell 2 C
shell
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St RSMERAPRE (EF5I%)

W HERR

AAEEMANEEEGULNAER . copy files fll .link files 31 :

## .copy files for regular users

## Copy these files to my home directory in every zone
.mailrc

.mozilla

.soffice

1w

## .link files for regular users with C shells

## Link these files to my home directory in every zone
.bashrc

.bashrc.user

.cshrc

.login

HI|

## .link files for regular users with Korn shells

# Link these files to my home directory in every zone
.ksh

.profile

HI |

TE shell WA BRI P FTEIE L 2% EEPRERHTEIL -

## .cshrc file
setenv PRINTER conf-printerl
setenv LPDEST conf-printerl

## .ksh file
export PRINTER conf-printerl
export LPDEST conf-printerl

5 D SCPE S R BH R FAES H 3 -

$ cp .copy_files .link_files .bashrc .bashrc.user .cshrc \
.login .profile .mailrc /etc/skelC

$ cp .copy_files .link_files .ksh .profile .mailrc \
/etc/skelK

MR EERREBIRZGNE T —1 . copy files X, RFEFIREHFHN X IFZTT
updatehome A%, fiiznn<?gikﬁ9?tﬂiitﬁiﬂ@ 1%, THEI LU EE

»  HIASE AT UNBG S Sl X e B R A H 3

higher-level zone# ls /zone/lower-level-zone/home/username
ACCESS ERROR: there are no files under that directory

o MRETOEEBREGNE X WEER SR XA BT E ) H shiE ik -
higher-level zone# svcadm restart autofs
BRAEN 3 B A NFS #Ek.  B MIB = S X 3k FR i B Bh i e A

/zone/lower-level-zone/export/home/username Bl 1554 5]
/zone/lower-level-zone/home/username o

% 11E . fE Trusted Extensions PEIEA A« WRMAEE (%) 131



EIRA AR (5% )

v A 7E Trusted Extensions P & FEWEL L SIE

£ Trusted Extensions H, #EZ 25 FEZ R MR AP EEH T shell U85
WSCHHABERFETC 6 5 ] DAfRH R e 22 4 8 SR RAE B P 9 ST

FFaZ Al

T IKDIE root 42 o

1 EEXREFRNBRZ.
2 EREIRED . MR %R Solaris Trusted Extensions [ E L £ 41E -
3 HIRRE . #AOS

4 RTRMNEMOSHE > #Aroot 0%,
BUFE, fan] DO PR L SXf: 1 .

EIEAFARR (£S5 )

7E Trusted Extensions H1. &K $H "Security Administrator" (Z2EH G ) A, LUE
EHMP - 82 PERMAE . FEHESIIRNE T EOEE RS TIER A
FETIH ULAESS -

%

LA

2%

ESH bR -

EUH AT EE B TAEATREE -

[l -

XA AT
DAc46 58 ¢ 1abel_encodings S A VFINTE

8 133 TUHHIY U s R P bR 25 e

O PR AC B S ASEE T (8
D)

A LR — B P T REARE AR - 9 H

TR IR I LA A P B B S A -

58 133 TUFPRY Y {aT ) AN SR AE B ST A
SEERTT BRI AR

O — MR A REVT AL
AL AR R A SR -

TREARACE SO, R vE T T S B
IR AR o A AT AT, B )k

FERZIL e

58 134 GUPEY QAR E P AL A S
R

BB P A A -

M P BB AN S R AN -

136 TR YT A P R A AR

W3 LB A P B

AT LA 3 B P AL 0% DK P B -

58 137 GUFPRY Qo 75 LE B35 TP e o

{56 REWS B BT W B I LA

ey
AR

TR P XHE BT T HRRIRUR -

58 137 UUFPEY Q0T fe vr P B s
e Sl

WARGEHIMER A -

SR MR P B FL R -

% 138 TUHY “U{a] M\ Trusted Extensions
AR ik >

132 Trusted Extensions BLEFAEIE - 2011 F 12 B




SRR AR (ESTR)

ezl

TRz Al

e A PRITRESEE

TE T REAR LY RE ] HORR BN FE R 45 7 PR P 0 B AR e 0 B2 B (RIA o 9 T
R R DI i U R R E bR B s T R G0 - A el LA F(EA
REH INE -

Gy —J3 M Al AT RERR MR F P BRI, AT DURE R RE BRI — AR

e

T B 25 X "Security Administrator” (Z2EFER ) M-
HATUUTREZ—
» EYRAFPHHFELE . BEE—1TERRAIMNREIFA .

# usermod -K min_label=INTERNAL -K clearance=ADMIN_HIGH jdoe

] DU B A MRS Rl R IRRZE T -

# usermod -K min_label=PUBLIC -K clearance=INTERNAL jdoe
BXELZER. 1S M usermod(1M) Fll user attr(4) FMTT -

o ERGRETEREA-IRE  BEREWFTETRIMMRE .

# usermod -K min_label=INTERNAL -K clearance=INTERNAL jdoe

AN1AT B 2 AR BD & 32 4 ASEIR /5 (B RII%A

WS L S22 RS Ao AT RE A OISR E S 2SR W W T B BT
TSR P TR . B R E R E N PR LRI 1ES UL 128 Tih
B “UHT{E M policy. conf A {H”

T B 42 5 X3k AR "Security Administrator” (L&) A -

SIEEE LT —ME Z ME R AR RE & 34 -

GRBEVEIELTRE. 155 (Oracle Solaris B : Z4HR5S) HRY QN A1l i 5 MAY
PRACE SCHF -

THIFAN AT BEfE T P -

= solaris.device.allocate — AN P 7 BCINE X7 fFI41ZE 72 M B CD-ROM -

ERAETEHLT > Oracle Solaris F 7 /] LAXT CD-ROM #H{TEHUFI S A » A 7E Trusted
Extensions HH. U A DL AL i 25 WU FRERS 17717 CD-ROM Kz a% - /Bt Y
INZh2 T A - K, ZTE Trusted Extensions %] CD-ROM 31T 52BN S

A AFTEE "Allocate Device" (LIS ) A -
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134

FiaZ

u solaris.1abe1.file.downgrade—ﬁﬂﬁﬁ)jB%ﬂiﬁjzﬁ:ﬂ/‘]if/ﬁé&%uo
= solaris.label.file.upgrade — I H F {2 & R Z 2K H] -

m  solaris.label.win.downg rade — LA IWES S 3 SU #2245 B R deqs B
BRI S

= solaris.label.win.noview— &ZAH P IE BRMAEEMEIINER -

m  solaris.label.win.upgrade — AU P IWEBARE A S 2245 B R e (s 2 &l
B S

m  solaris.login. remote — A IEFEE F o

» solaris.print.ps — & T HF$TE PostScript SCAFHIANRR -

» solaris.print.nobanner—¥% 3 P ¥TENTCHRE 01T EN{FRROALER -

= solaris.print.unlabeled — % 7 P FTEIA BRbRZ I FT ENEAERIALR -
»  solaris.system.shutdown— A 7 5% A R GER1 ¢ A X 1,

BRI E X HEELAAHAE -

BXREFIETE. 523 (Oracle Solaris BHE : 22 ARSS) HHg WA 56 i F 1 (19
RBAC &1 -

INMMERE A P{UER SE N HIERF

Uk iz g AT REEOR A RRE VS W) vl add S i B AR T TR SRR - DU il R el e E
P PR AE A P 25 TRI T 75 I P P AN PR B S A

¥ - 7F Trusted Extensions 5[ . I8ZETAPER & X HFHITH S -

FUHRFE RGN EH P EELXERL ES UL 128 TUHRY “QiT &L
policy.conf & {H” -

TR 22 JR X3 FR ) "Security Administrator” (L2 &) M-

B3 — &4 "Desktop applets" ( =T applet ) BITBRECE X4 » {F Oracle Solaris Fi 7
AIUEHRE LIZ{TEAK applet -

HREIEERE, 1ES UL (Oracle Solaris BEE . Z4:MR5s) QTR A A BR T 5 R
MR -
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SRR AR (ESTR)

4
5
=~H11-5

B3 B — U PRELE X4 5 {# Trusted Extensions A AT E E S W LiE1TEREN A {E
applet .

T R BB AT T 1 AT .

# profiles -p "Trusted Desktop Applets"

profiles:Trusted Desktop Applets>

set desc="Can use trusted desktop applications except terminal”
profiles:Trusted Desktop Applets> add cmd=/usr/dt/config/tsoljds-migration;end
profiles:Trusted Desktop Applets> add cmd=/usr/bin/tsoljds-xagent;end
profiles:Trusted Desktop Applets> commit

X1 "Desktop Applets" ( 52T Applet ) EEE X F - {E "Trusted Desktop Applets” ( AT{E
S TH Applet ) BLE X HFRIFN TN BRECE ST -

"Trusted Desktop Applets” (A {% 52 Applet) AXBRACE IR EH 3K 2 IR -

profiles:Trusted Desktop Applets> add profiles="Desktop Applets"
profiles:Trusted Desktop Applets> commit
profiles:Trusted Desktop Applets> exit

I8 "Trusted Desktop Applets" ( FJ{S 5= TH Applet ) S fRECE X HF R EB S ERIIEE -
fEXEFEPEE AR, FIOPFEHER . SINSES -

# profiles -p "Trusted Desktop Applets" info

Found profile in files repository.

name=Trusted Desktop Applets

desc=Can use trusted desktop applications except terminal
profiles=Desktop Applets
cmd=/usr/dt/config/tsoljds-migration
cmd=/usr/bin/tsoljds-xagent

1RoR - Al DU BA S AR — A R Py B— 2 N AR Bl i — M AR A B S - 28
f& . @ "Trusted Desktop Applets" (T {5 52T Applet) FUFRACE SCAFE R A AR L E
XA DL TR R -

P P57 Trusted Desktop Applets ( RI{S5=H Applet ) # stop ( {F1E ) WERELE X
.

# usermod -P "Trusted Desktop Applets,Stop" username

AP AT LU A S S AR EIZnmE [, ANaEx 4izHa . thH "Basic
Solaris User" (£:7K Solaris A ) AUFR AL E S AT AL & BATAT AR

fERER A TR E O

TEATRBIH B P GRS s 1 P AT DUFT T 2m i [ - BB A 42 7E LDAP REGHE B
JE£H1 )9 Oracle Solaris 5 [E F P I3 T "Desktop Applets” (5 [HI Applet) AXPRADE L

F» ¥ Trusted Extensions 52 [H F F | T "Trusted Desktop Applets" (7] {5 5[
Applet) FNRR AL &S

B, B IE "Terminal Window" (£4Ui % [1) APRACE KA RGE H A% -
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# profiles -p "Terminal Window" -S ldap

profiles:Terminal Window> set desc="Can open a terminal window"
profiles:Terminal Window> add cmd=/usr/bin/gnome-terminal;end
profiles:Terminal Window> commit

profiles:Terminal Window> exit

# profiles -p "Terminal Window" info

Found profile in ldap repository.

name=Terminal Window

desc=Can open a terminal window

cmd=/usr/bin/gnome-terminal

SRIG EPHE GUCREIEAS R C B ST AN (xR ) ANPRIC B ST 72 4 7 S ol 4 i
FERPUTHATR SRR B - GEREEE AL (258) PORECE S AP RIESE T
AT R UNIX a4 B4 s Fll cat -

# usermod -P "Trusted Desktop Applets,Terminal Window,All,Stop" -S ldap jdoe

B X —HAPRACE S, P jdoe W DA A S A ZmE 1. (HANBE R 4126 & A
F'. 3% "Basic Solaris User" (37K Solaris /™) AUPRADL & SR AT AL & WO {ET AL
PR -

v AAT e A P RYRRILER

Uk 22 G RN W] REEOR IR T R P BRI D TR TR O T FE 2 0 F P AR

Fazar BV BEA 2 RIXEH "Security Administrator” (Z&EEER) A .

o Bk "basic ( BAE ) EHHI— NS MFL -

A EE - HZ7IMER proc_fork Biproc_exec Fifil « AR B XEEFHAN. P TCEEHEH &R

bt

# usermod -K defaultpriv=basic, !proc_info, !proc_session, !file_link_any

B HER proc_info FEAL. AT DA I F P i A HAh 7 & RS RO R rT 6 R o @i MRS
proc_session BFAL. B LA IR PR A E M R 210G DLAMO R 3 RE - i MRk
file link any B AT AR I P AR B o) AN UH B R A 9 SCEFROREBE £ -

HESN  ARWENRACE P ERUIRHIF B, HZ L (Oracle Solaris HH : Z2lR55)
{1 qner 1] w5 SO PR B S A R 481

BIRFIRGHATE AR 155 IR 6l11-2.
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SRR AR (ESTR)

TRz Al

FiaZ

GR{ATRA LE $5RE A R

XA A ERIATE F ST R

T B 42 5 X3k FR Y "Security Administrator” (Z2EH G ) A -

Xtz A R 5 A ¢ P 8 -
# usermod -K lock_after_retries=no jdoe

BT LDAP FH Ik 8l € . 1B TEE LDAP A5 EIE -

# usermod -S ldap -K lock_after_retries=no jdoe

Ml 21 A P E R R R 2R

AT DASSAY — i P P B 2 B SO E SRS SO 2 2l B s - BR T B R
RGN, ZH U R ARG E I L2 R TR MH. DAUR ARSI E
AVEFIKENRS - HXRER, HZSIE 157 TR QUSR] DA FRES D
HFTIRERE .

EE - R Z 2R — NRRURME - RSOOSR TEREERIR S -

B 42 5 X3 FR Y "Security Administrator” (Z2EH G ) M-

FREBEE 133 DT AT 0T 6 AN PR B B S A SEER 5 (B RYIE AN L A G AN BREC B ST 14 -
DU A VFF P B BT N SO AR

= "Downgrade File Label" ([ SCIEFRZ )

= "Upgrade File Label" (FZCIFFRZ)

DU A e v FH P B 9 SR N A R AR AR

= "Downgrade DragNDrop or CutPaste Info" (%% DragNDrop 5{ CutPaste {7 &)

= "DragNDrop or CutPaste Info Without Viewing" (TEA#E A HIIE I T DragNDrop
5 CutPaste {5 &)

= "Upgrade DragNDrop or CutPaste Info" (J14% DragNDrop 8( CutPaste {5 2. )

HEREEXHEERENARMAR .

BREFRIETRE. 530 (Oracle Solaris B : 2 2MRES) HHHT WA 56 e F 19
RBAC &4
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138

v 0{A] M Trusted Extensions % 2 il & A il =

FiaZ T

AR GEMISR I S L2 ORI AHER P rkc s B e AR R P IR IR A X 5 1
DI A B AT AT DURX e A AT A S 2 — R
o

TR R INIR 512 H 7 SRERRI P HEALPECEAL - RS0 B RERR B AEAT R T CMBR
FH P 0 B RE -

) At

p=iil

R 2R XA "System Administrator” (RZEEEE
REAPES T HRENESLER.

IR PES RS RIER T -

IER A Ak .

# userdel -r jdoe

EETERERES . FIHMERA PRI E ZFERE -

7 - R = 0 BT EAER F P ERTA SR AT SR B0 /tmp B SRR SCAF -

ARHEMERHES, 52 ILE 109 TR “F P IHER E4E .
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* o0 g 12 =

Trusted Extensions FEIITIEEIE ( 15 )

RKEBEAE T Wi B B TIE FE S BN Trusted Extensions 22455, DL QA& R ME
YRY -
w5139 TIHIAY “Trusted Extensions H Y UL FE 5 F

» 55 140 TIHHY “Trusted Extensions U T HILfE & &0 718>
= 5 141 TIHY “7F Trusted Extensions AL EFIEFILTE RS ((L55415%) >

i - LR RGUR HAERE R GUATTR FIBCET A AN B IR B R R - AR
2R, WS IF 28 IRy T AN S 2 25008 o

Trusted Extensions FHJITFE & IR

R AR TS KR e X, THZRBATERGEHHF - AT

. Trusted Extensions A~ R UF MEAT RGT A TILFEE BE -

BB ek 2 a1, NFTEZFEENIEE 7 adnin low ZEMH. B, B EATHRAIATTIRE
FHL - BLEAPREX i, HE—] X2 2B XI - {E Trusted Extensions

L R XKIEGEE X . HEMAEA L RRZXK . BRI kP EA I
ADMIN_LOW EI| ADMIN_HIGH FUBRZEILEE . A REV][H] 42 /R X4, -

FEGANEIRET . @ 2 FHLHI R LR$ Trusted Extensions 7 4 S A7 FE I i - HLHIEL
ffinetservices fH - HilA ssh KM « & B RKIRIGHIERE PAM 50K -
RN, BREA shell ZINA 2 FATATZEFE AR 55 R AT RR 2%

H2. BT ssh BEFFPAM KNS, root B A TCIEHEA ssh IRSSHITIZEFEE X -
] %ﬁgﬁfpﬁpﬁﬁﬁﬁﬁ?ﬁﬁﬁ‘i’ N root i — P . AEAREER. iXH PAM 54

1T

BR{HRs root BEHCHH Pk BB KA ssh RIGHASBHIE root I FZEFEE R -

»  ANERE PAM (B ATRH IR R K

139



Trusted Extensions 1 F FEIBILIE R A 7734

pam_roles fREHHYE rote SRR P FET A HBFIEFE 3R -
Trusted Extensions PAM B3R pam tsol account fE4AILfE & KB & FIX 1, BRIEEEH
CIPSO Y « %K MEH H 152 H 55— Trusted Extensions REFEHUTIZIEE HE -

K. 5TF Oracle Solaris R H—FE, XHEFRE I TACE - Trusted Extensions %
Iy mAECEZSK. B U7(e 2 DX 3R 3 AR5 O Fll pam_tsol_account F&4R

Trusted Extensions F AT HIBIZIZ R FZRI FiE

140

£ Trusted Extensions H1. A ssh P LA EE T EHRIEE. A BBV [RIF1E B
ERERYE . AT EVEIE. BAME AR ik o] DATEZFE Trusted
Extensions I #&KfH A1

(EHEET ENEIERS . ssh & LSRRG (BIIRSSE) ARG - 2
GBI ERZEE . MSSas il LR E BRI N AL 2 2] pam_roles R DUS F A (K
fH. ICTE A i B RS 4 -

NTA/ETE Trusted Extensions A1 A] LL{5E A A PR A #7592

» M Trusted Extensions RAHITEIE — X TIRLZRIZREER. W DHREIKHENI
X5 T FEE S CIPSO LMk - 16 S IRl 12-1 -

s N\EIRZBZRFGHITEIE — R M Trusted Extensions RAIHITEFEAY) & EFR, W LA
BN pam. conf SCEFHY pam tsol account FE3HFEE allow unlabeled JEIHH T
LRI IRIE -

R BEZ NG, W40 5 ik B e A, DA R R E TV M 2R X
ta . RIETEMH admin Low B8R, JH HIEAIFFHLE 0.0.0.0 A1SE4E 0 ADMIN Low 5
% AXREMER. ESILE 197 TR “QHrIRE FTBE 278 ITE MLg _EBE R =
ML

ARSI, A root AOTHTIZEER, LAUEIL ) pam roles FIRTEE
allow remote LI/ B PAM UK -

EE . EH AN ssh g WNian T E TR RS - 8l -x kW 7 LUF A Trusted
Extensions & ¥ GUI .

SN, A DLXHZEFE Trusted Extensions B & Xvne AlR%5 28 - SR, vl LL{# R E LI 28 1T
H (Virtual Network Computing, VNC) E#2 R B iZfE 2 R H I H EH RS - ES I
2 143 TR “QIAT %} Trusted Extensions 2 Z 0 E Xvne LU TIZFE T[]

Trusted Extensions BLEFAEIE - 2011 F 12 B



£ Trusted Extensions FELEMEIBITIZR L (EETIEK)

1 Trusted Extensions PECE T IR % ( E55I%K )

FHEFE RS E TS| £ Trusted Extensions Z Hi» & HZFEE M 2 5, A LLEHE L
R£& 15 (Virtual Network Computing, VNC) B¢ ssh YA E R 4 -

% AR B%
/2 FH Trusted Extensions %% | WFEE M ssh 2 ' HLE FH Trusted Extensions 7245 | 58 141 TUHHY “J5 L2 Trusted
RO FE P o RO - Extensions Z &3 L fE & HE>
B EMLE T E (Virtual | MEATE L. {3 F 2 Trusted Extensions 2% | 28 143 TUTHHY “UHT X Trusted Extensions
Network Computing, /Y Xvne fR 558k % LA R AR 558810 2 B2 | RYERCE Xvne DOHFATIZRR i [R]
VNC) - ine
JEFREEE % Trusted Extensions | 7TEZLFE R GE LKA & DI HH T8 . 5 144 TUHY < ZIMUJM:‘EW%@@*E
XN Trusted Extensions 2%t
E-ES AT RN, DUE SRS AR R R T .
\— O ° n
v B Fi%E7E Trusted Extensions Z S HIZTEE
TEr T R, R Oracle Solaris J\_fI/ A EIE T ENUEIE. SAE R EG
Trusted Extenswns IRE o IEFERYLIE ssh R55ar -
Frazal R ARG Oracle Solaris —#ZZ2%E, FH H W LIVIRIiZ R % -

HEXBIREL  BRETENREIE-

A XEVETRE, 155 W (Oracle Solaris BHE . 24 R%S) HIY“UI J22 4 Shell 128
T ENREAE -

- ANEHA cat 2 o JEIT ssh BB FIRIRING A8 - WERIER ssh & FHLAE Oracle
Solaris R%%, 1H gffﬁ EFH,‘” AR RUEA X ssh F P HLAC B T =MLY ERAE -

TERRIE D BRI TERERX ARG EBARME root AERIA KT - JyiX bk 3
ie 7 MR UID ~ GID ARt e edh . ESAE R AS/RAAX . FHIL= A .

TEsshARSSEE L+ FIFE ssh REELAE root REMBHITIRIEE R -

# vi /etc/ssh/sshd_config
## Permit remote login by root
PermitRootLogin yes

bt e ) P RSB root B R BIFRE R RS -
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£ Trusted Extensions FELEMEBITIZR S (EETIEK)

- TR SRR root TR, ISR T3 ZMCSERE 1R IZEFE root X SReH S S5 TR -

3 fEsshlRELL . EFHEFsshRE -

# svcadm restart ssh

4 FEsshfRFHRLE . Eroot KB RT  IEEATETENHRIENENFAL .

# cd
# vi .shosts
client-host username

YA NMHFLEART . . shosts SCHFHE client-host 255 _E W username BENS AR S5 58
B root {1 o

5 7TEsshPRSEELE . BEMA PAM SREL -

a. RTFEIRABHITIZEER.
# vi /etc/pam.conf

Default definition for Account management

#

# Used when service name is not explicitly mentioned for account management
#

# other account requisite pam roles.so.1l

# Enable remote role assumption

other account requisite pam_roles.so.1 allow_remote

I SRWS A client-host 2245 1Y username REWS AT AR S5 58 FIV A o
b. RIFFTIRZTHLEXZ Trusted Extensions IZFE R %

# vi /etc/pam.conf

# Default definition for Account management

# Used when service name is not explicitly mentioned for account management
#

# other account requisite pam roles.so.1l

# Enable remote role assumption

other account requisite pam roles.so.1 allow remote

#

other account required pam unix account.so.l

# other account required pam_tsol account.so.l

# Enable unlabeled access to TX system

other account required pam_tsol_account.so.l allow_unlabeled

¢. 1BIEEAY pam. conf LS HIZ pam. conf.siteo

# cp /etc/pam.conf /etc/pam.conf.site
6 MIXELE -
a. EIRERG LT FHIAIL R .
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w5121

W HERR

FFiaZ Al

b. 7E client-host £ username FTBEMBEOR , AIBIZEREHZ LM root B -

% ssh -1 root remote-system

WERREE B IEE TER - TEinfE & 4% L /3 A Trusted Extensions FFE#H 5| 5 -

# svcadm enable -s labeld
# /usr/sbin/reboot

HIZTEEIRIEE CIPSO EH KR

TEHORFIR, S 55/ A Trusted Extensions 22 %% Sl B ULFE Trusted Extensions =
Wlo Atk EMABTEEDN RS LR tncfg S SR E & ARG EHLEA .

remote-system # tncfg -t cipso add host=192.168.1.12 Client-host

client-host # tncfg -t cipso add host=192.168.1.22 Remote system

T TCkRZE AR G5 th n] DD B 2 F2E Trusted Extensions EAL. PRI B 5 0] AFELfE F AL
0] pam.conf = allow unlabeled TR -

B B4 E] Oracle Solaris OS BT ZATHRES . ANEZ3EHTHY pam. conf X - HXF
BT preserve=true SXHHEVERTIHEH. 165 UL pka(5) FMTT -

WA ¥ Trusted Extensions 2 G BL & Xvnc LAFHTTIT
n A A

217 1a]

JEFUM£4 1T 5 (Virtual Network Computing, VNC) Fi AR % FHLIERE B fER S48 A

JEER P AL E O s iR S5 ar U 5 - Xvne 72 UNIX Ity VNC. B & THrdERY

X fR55#5 - 1E Trusted Extensions H1. {EAa[~ & L2 FALES AT LLZEEE 22T Trusted
Extensions i) Xvnc i 5588 B X F| Xvnc 15588, AfF R 2 HB | Em e ETIE.

BXRELER. BS U xvnc(1) #l vncconfig (1) FH T -
B EETERFFIE Xvne ARSI RS F 225 H B0 E T Trusted Extensions - L AL Y

RIS EAEE 1P k. B e HEh MR ERICE S W netcfg(IM) T
TR AT -

ARG AL B IP HebERR] VNC P L. BARL. admin_ low % 2B AE 2
77 2B AL B A AR IR AT AR 25 2 B9 VNC & FHLIN RSt « A ok 2 e B F ) B
ZEE. 1ESILE 197 TR “AUAIRE 1] RE 2L AT {5 2% EECRIIEL” -

IR 4 AT IE/E RS SE Trusted Extensions Xvnc il 5523 15 H & - GNOME 2 1FHi2
17, MALEH R

T2 % 3E Trusted Extensions Xvnc AR5 282 R X 3P root FH 11 o
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144

N EH Xvnc B 45 -

# packagemanager &

TERFEEPRER GUI . 8 "ync" I NATHIIIARSS B R i T I 7% - AR — kg
TigerVNC X11/VNC iz 55 285K 14 -
J& F3 X Display Manager 5 # 1/ -

& GNOME Display Manager (gdm) 7€ Hlllit & 3 ff - 7E /etc/gdm/custom. conf XA
[xdmcp] FR@l ## A Enable=true -

[xdmcp]
Enable=true

7 /etc/gdm/Xsession M KZISE 27 ITHRAN LT -

DISPLAY=unix:$(echo $DISPLAY|sed -e s/::ffff://|cut -d: -f2)

B Xvnc AR 523 AR S -

# svcadm enable xvnc-inetd

iE$H I ARk 5528 L BYPTH A B GNOME &1 -
# svcadm restart gdm

HHRAN—8, LEAEHEGSETIE . AF. VNCEF I DL TEE: -
KWIEREEFA Xvnc i -

# svecs | grep vnc

EiZ Xvnc RESBHEF PN UNCEFHLLE . REVNCE PHLERE -

T PRS0 DL AR - 0] DL Oracle Solaris & 4% (5 B EH
) VNC B -

EHEVNCEFHLERER Xvnc RFFJ|ILIFX  IFERHITATHR -
a. AEFHERLREOF  EEERSEE-

% /usr/bin/vncviewer Xvnc-server-hostname

BRI, ES I vneviewer(1) FHHIT -
b. EFETHEOS  FAGBHARZMOL .

PEHITE KA . HXRERVIEMNUE, 15S L (Trusted Extensions F ' $5
BE) HHAY <& 32 Trusted Extensions” -

WA B F AN E IR I FZE Trusted Extensions & 4t

W 1Z R, AT LU A 21T txzonemgr GUI & FIZLFE Trusted Extensions R 4%
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£ Trusted Extensions FELEMEIBITIZR L (EETIEK)

Tz E

w5 12-2

TEARHAZFE RS b ARERIAH F %@*ﬂﬁ]@?a% Wz 141 TUHHEY B HT e
Trusted Extensions 7 &t L F2 & #E> dH AT iR

ARERFEL . EREZERZNHESURTR.

desktop $ xhost + remote-sys

WMREREXWN AR LEBHEEZRIAF -

I—1MEiREO  BRIERERE -
fHH sshmr 28K -

desktop $ ssh -X -1 identical-username remote-sys
Password: Type the user's password

remote-sys $

X IR A GUL LR

EE—LREOR . RIEBEXEN RS LEGHEELHAR .
g, A root A .

remote-sys $ su - root
Password: Type the root password

EIEEE SR Xt - I7E. ”‘ﬂuﬁiﬂﬂlkt%lﬁi- O S TEFLILTE R 5% - GUI
B REERERE L. GXmE 152 r# 12-2.

RETRES LHERERS,

TER R FIA . P 5 txzonemgr GUI MNERE R RGP E ARSI RS FW
AZEIXIK - 57E Oracle Solaris 1 —7#¢, B G ] ssh diy Y -x EI{# X AR5
IR SEE RS - P jandoe TEM RS EEAMIERE L. ] LIAEA®

remoterole o

TXdeskl $ xhost + TXnohead4

TXdeskl $ ssh -X -1 jandoe TXnohead4
Password: InslPwD1
TXnohead4 $

Fh a4 FX . S AR jandoe Tk AIH A remoteroles A OEM MRS L
BAMERIRE XL -

TXnohead4 # su - remoterole
Password: abcdlEFG

TER—%0s . A& remoterole F A& 515 3)) txzonemgr GUI -

TXnohead4 $ /usr/sbin/txzonemgr &
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fi12-3

HFEHERR

"Labeled Zone Manager" (AR DIE G ) ELR RS LIZT, HERERA
it

EREIEEEHREXE

EH FUHEEE puBLIC (0 3h) FRZE N HUERE R GT O B -

BB B TN

SR R/, SrEfEeRXE. ARES%E eueic (0 3k) 7%, FTFE

e . ARG g S

s JpuBLIC (3t) ZumeE PR sshan S FE g 3] puBLIc (A3h) Xk, RJE
YRR SO

iﬁ?j?a MFXFRE Xk ERRGEIT e GRS T (nscd). FERREAR
GRS Ear AR SS RE DX [ <52 Bk s |5 IR AR 114 o AR T
sz PUBLIC (/\ﬁ> EEZE’JD/&\ E R ARG S XIS MR D AR iF i -

QAR - XTI EAER] (AT RETG B2 — DR o WK 2% xauth —#EHISC
o R X1 58% o LU an & a3 AL =330 - pkg install

pkg:/x11/session/xauth o
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* o0 g 13 E

1E Trusted Extensions P EIEX 1 ( {£5% )

KRENETERFXE (B, BFR&EXI) 7 Trusted Extensions 2% R TAEST
XKoo LA, BAE T ERE XA R ET R -

% 147 TUHAY “Trusted Extensions H1HY DX 1>

5 149 U <22 7 X RE R A R X

% 150 TTHHY “Trusted Extensions H1 A Xt & P SE FHRE 55
5151 TUHRY ‘BRI (E5551013) >

Trusted Extensions A B¢ [X 15}

IETABCELAY Trusted Extensions REL I — MENRIEFR G LB 2 /K. kA —
ML AN FRZERIAE 2 R X 35 - BB HAR]. Trusted Extensions A5 DX I —A>ME—
R, XFEERAIE T ARSI - X EEFRZS R H 1abel_encodings SCAF o ST LU EEAS
PRE QI — X, EARZSIN . 2% RGeS LA FRE X E

% . AEXIBATEES THRZE

Tf Trusted Extensions ;%éﬁlilil i*)%IXiEZR%—/I\%@lX@Z ° ﬁﬁ\glzﬁﬁﬂ—ﬁ&ﬁﬁ
Fo DX BRZE AR R P B A R0 BBl AT FH P AT DA 2 X3 A

T'f Trusted Extensions %?}EEF‘ ) [Z@ZEI"JY#%%E%E@% [Ziﬁq:'ﬁ?éij] @%Yﬁ:%?ﬁ
(loopback file system, lofs) » A F3%&E X3 H R A AT 5 SCEERTE SRERAL T1% X PR &2
Bl SREEOHT . AP TUEE AP 4RSS B 5 AR X sk S

o BEIZACE . H AT LATER 4 AT TEX RS RS EF it E & - RE
F P DL B BRI ARSI S, AR SEN ] - HBENS X BEAHER
B RS SOZ S -

B DXIES R — DRI ZFS SUHF R GE - B IX IR iT DLEAS SR TP bkt DL f %2 4
B o DX AT LR B 0 2 i 11 (MLP) » Ite4h, [Xiskid i ABC A Internet 55615 B
1Y (Internet Control Message Protocol, ICMP) | #&3KH . 14l ping -
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ArMNEREXEEEERUMMNEREXREEREXNEER. 1§21
% 14 . T Trusted Extensions A FEFIFEE S (£5%) FIEE 163 TUHRY “HEEE IR
HY) ZFS BHEEE”

Trusted Extensions H1HY X 89 T Oracle Solaris Zones F* i 2 I« HX5%. ES
T {Oracle Solaris B FE : Oracle Solaris Zones ~ Oracle Solaris 10 Zones fll IR E FE) Y
% 113647, “Oracle Solaris Zones” o

Trusted Extensions F £ X 150 IP b 1]t

TSR A6 B B HIA 2 ) 22 5 DA PR35 X e 2 1P bdil o fth {1175 18 7 40158 31 iAY
“UI TR PRE DI TR =FPBCE . FFIRGAT -

» RGN 2R XKIEMATA A REX AR 1P ik -
X FEFH DHCP BRI TP b R &, IXPhER B BCE AR A -

» RGEA—MHATRF/KEE P L, DR MHErEXE (EEeRKE) =
(1P Sk o {TART X 30 ol DL I — sth bk AT b A 5

K F— B PR 2 B S BR M R G X FECE AR E A« Bk AT DU FHTEILEL
NFS 55 s o IHLHC & AT U745 1P Mtk -

o RGH T RR XK 1P Hidik, 10E AN E AR DA — IR TP i
4k .

I B P T HR X B I R e BB 8 17 R] - G B ES H
il bR DA R A PIRE o £% B — > TP bk o b T IbC B DL — TP SEAISE
BB DA R DXCSeR A P R O P )R B Bl ek

£ Oracle Solaris FH#& ML 1 /& T-IF 2 R X PR WFECE . BI% A 1P 52l « 76 XFHEC
B, — PN EeRXEBEEEEE W IP LHl, HEMER YD . B XE
TRGE— ML RGE— 21T - HXUIA. S L (Oracle Solaris & F : Oracle Solaris
Zones ~ Oracle Solaris 10 Zones Al FTIRE HE) HRy«“DXIg L8 #2117 -

QIRAE Trusted Extensions AL EL %S I 1P SE( WA A BRE DX (U2 — ML AT 8
ARG —FEBIT o Trusted Extensions F % 21 I 48 DO REACH T 41 = 1P RRAYLDRE - A
PRI M4 58 e i 2 R DXCIEE] « B, AIRERIRIRERNE SR TRER

P 1P SEBIRIE PRI, SR B Bl 2 5 0l s R 0 SRS

X 350 2 2% 71| o 1

ERETEOUT s X 2 (A N BEAH B 42k B B - 228510 [ (MLP) AT LUS A i 1 LY
FrEmss MUEZ RS ENRIE R, BORE — MREEGHIIE R - XL
W55 AT LALLESRIPR b AT B o Bilgn . ] REAR LB — 1 ] DIERTA PR T 0
WTHIHRFA Web (I i as i 1. B2 T AR EZPRERRA - BREHR T, ARSI E
MLP -
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B K EMEREXE

XF MLP 1] DLE257 B A 1 TRR T AR 25 S Bl BOhR 25 68 & 26 T- X3k 1P Midik o (EFERETIE
{51 Trusted Extensions %2> N4 IP #IHEE & — ML 2B » LB -HFRZ 5=
BB A X MLP A LB AL TRR i -

BEXARE 1P HilERC & . % MLP BIFRHIA0T -

v EERKIEER 1P bk B M RE XIS — D IE— 1P kR R ST
b TR A I THRFE AR SSH) MLP o 41, W] DAXE RGEEITICE . MM
i#id TCP Ui [ 22 19 ssh Ak 552 2 5 DXt P 3 1A PR X R Y MLP

 EHURIEIE M, e RXIEEE 1P ikl BREXIES 2R XL ES A 1P
Mkl o MLP MBI — M EZEE. REESEEHEE LT MLP FERZX
o U A RS X FE AU AR PR T B & AR S R . A 2%
o QARG Z ADMIN Low F| ADMIN HIGH. H#EZFTE . WHKREASEFAEL
BBl N
—MXIEE L 0] LUK — R I € O =R F MLP - 7ERTHIPY T
W, sshiif DAL E NIERRIX I ERYIEE MLP,  HAf XK E A Ge Bl = stk F Ay
sshifEh: . (HE, 2RI LLE X sshifit 0 % MLP. Fl T B XK 2 10
Mkl FRYIERE -

o (ERJRIKIATE PR A = — A TP M ER AR E . T ssh lg5H0 MLP 1]
DA NE— X ERRE T ssh B9 MLP AR INEI 2R K8  BA AT A PR X I
LRI T ssh ARS5H0 MLP o [RIRE. WIS T ssh ARSSHI MLP B INEIH PR X
i, 2RI IEEIER ssh MLP

ARTH. EHS I 201 TUHPEY QA DX i) 2 253 e 117 -

Trusted Extensions H B X 150 ICMP

R 2% [ P48 FR A B GG AT 1B B R 12 ICMP - TEZ RS b, XLt nt
BB RS TIZ I IGE - BRETEN T BRI 0 2% SR BR A N 7E LD
PR ICMP H -

R XEHEFFIRE X

1E Trusted Extensions 1. MAC M@ TATE R, EiE2RXEHHERE . 2R
SR ERR DAARES ADMIN_ HIGH BT o R DXII SO DAAREE ADMIN. Low iZE1T
. Wi, BT MAC 2FHIEARESIIPRSH H RS SRR 5 2 R X
HNBEM NFS £FE Y RGEHITE AHRAE -

%E%Eﬁ@%RW%ﬁTsﬁﬁ%@ﬁ$%ﬁ@ﬂ%%*é%@ﬁﬁ&%&ﬁ@ﬁ
G

HE A 2 R D R DU — 1 B By SRR RE S RS HEELE RS S
ERE S ARG AR AH R A DO DOER A2 T - (B2 A REHEEEXIBAIIRERAZ T -

% 13F . £ Trusted Extensions P EIEXIH (£ ) 149



Trusted Extensions PRI XIREIBLAIERF

o HEECARGULIE 5 S RGHFERPRE B A — N X
v RGULIRHZERE S R G R E A R A R DA R A T -
RGIABEIEA HHIFIPR S DX AR B AR T HBun e U R Gt

g, — 40 public UIXIEL. (7 T-45r%5 puBLIC 425 - XIFERIE N
/zone/public/ - XIkiEE1Z FHIFTE B Z&#AL THR% puBLIC 205 W T AT/

/zone/public/dev
/zone/public/etc
/zone/public/home/username
/zone/public/root
/zone/public/usr

IREIZ T E . HA /zone/public/root NEYSCAERT A M A XK EF] - {VEE
2 R XI5 [ ARZ puBLIC FIATA HAh B A S o #812 /zone/public/root & XIGAR E&

4
=

WAEKIEH RN AES. &INXKEIREEREE /. FFE A RKEE R R TTE DR
X &2 P ecdb H 3% - /zone/public/home/username H 3%  {NEE N2 /R IXI8E 2|
YHF o 3 XETE X AR A2 R % H R E#N 7home/ username - 4 5 X35 HY FH
%, %?UE"]HE*E?%/zone/public/root/home/usernameo

I XA R B 0] LUE ER /home/username - FH P CEG H & NI X FEEWNT. 27
DIBEFRASREffH FZ %2 - 2 5 DX (3 A DX R 14 R R P e H

/zone/public/home/username -

u EIXEQE%L% /zone/zonename/ | s @IEé;FE[X@Z*EE%@: /zone/zonename/ root H fk"
TNHUSCHFFTE 3. FTLAHTE ADMIN HIGH ARZEialTHY 2 R X Ik RE b A T IE e

»  [XISRHREEAZ /zone/public/root THYSCHRERTH 3 Al DL bR 25 DXUs s P B T

B, HP ALK& EFRZS ADMIN HIGH 1217 R4 o) X $aadE 2 v] LU X
X1k E& 12 8 dev H : /zone/public/dev . [FIFE, FIPfREFSEMAACER . SHEAE X
@E“/‘/LEH /zone/public/home/username ﬁﬂ@@%giﬁiﬁﬁiﬁﬁﬂ%& o %ﬁ?ﬁﬁ%y
HRG 1ESULE 165 TUHRY “QHT WEBRZS XIS L =S RS -

Trusted Extensions AR X EIRSLHIZ 7

A AN ER S THATXIBE BRAESS - i BB X3 e T 5 07 2 Trusted
Extensions FEHEHY shell A /usr/sbin/txzonemgr o HCHIAFRE T — N T8 - 27
3 VIR [ S X 2L TS BN 1A T o txzonemgr [ zenity 7% o A R TEAH(E
B 152 txzonemgr(1M) I zenity(1) FMTT -
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EEXIY (E55%)

EEXE (EF%)

LN ESHI R T %5 5E T Trusted Extensions [ XS E PSS - TSP RIAIRHE T
811 Trusted Extensions FHHU TR WLEREIE 2 (SRS TE Oracle Solaris A &% FHIIHAT —

FE) HIBER: o

£% BtRA 5%

BEFTEXIE - TEAEATHRE AR H Y AT DS DXIg . | 38 152 DT < S ommtss sEqE s 1T
e

HHEHAE X FEATATPRZE A HH = BTPR2E SCRCAY H 3% -

5 152 TR YO SRR SCIFRIRR

S

R RATEE /etc XfF-

[0 524 ] DA 2R S DX Yy S miisl
fF, BRETEOL T ERREXKIETCEE
FNZHE B -

5153 TUHEY QM) ol i 7678 bR X 4,
FROR B LA SO R T IRl k>

W3 1k — e P I e R I
B BRI G H 3 -

ERETHILT AT LANES R Bl X I8 B
ﬂi&é&%‘ﬂﬁi B — M AR A Xk 4
BN 2 EEHIRTA BRI -

154 TR QAT 58 FAR B SCAHHY
B

e DX 3l DA A VP36 SO R BR S
(e

AR DISARUEIR - BRETROLT. A
PR DR TEAT AT VR AT BT 19 S 1%

157 TR YA ST AT DLAE PR
DI B BT IR B AR

BRI DS M I B LU I R
o
1% ZFs B EM MBI —MEIRE | EATRE X dEE B A B/ 5 HIRA ZFS 8 | 4 155 TUHFRY “AHT WA FRES DAL = ZFS

Xk, ARRHZEIEREILE .

RS RFURBEAS5ES
EIREEE -

Z X it

EUEITE S

P BT DX 33 TE— Y BTE AR A EAR RGXIBRERIRR | 165 LA 54 TUHHEY Qi AAZ T 77 20 Gl
BRI AR .
DR PR IS 2 28 A i 11 - 2% F T T Z L P AE A —A> | 58 201 TUAHY QAT DX 3 1 2 2 v

AR ISR -

D))
7l 16-19

i R NFS FEH V7 7] (R

RN DX mT R HH A — R (7] 7]
i o

2 168 TUHHY “UNRIf# Hf Trusted Extensions
R

TR H 25 X 4K -

R RIS M AR G 72 2 MIER -

{Oracle Solaris & : Oracle Solaris
Zones ~ Oracle Solaris 10 Zones Fll 5 JF &

BE) e qnqer AR 2 R X 4k
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EEXIY (E55%)

v AR R A B IE A T X8

Feaza  ELHEE2RIXEHP "System Administrator’ (REEFLG ) A -

1 IiE1T txzonemgr & A5 % o

RS GUI HoBt R X 2 AR IRESFIRZ -
2 & . (£ zoneadm list -v ¥

# zoneadm list -v

ID NAME STATUS PATH BRAND IP

0 global running / ipkg shared
5 internal  running /zone/internal labeled shared
6 public running /zone/public labeled shared

i N 2 81 HH XA RS -

v AR R RY SRR

I FE A — shell BIA,  DUEDT S pIDKRHY EAEEOUE RS . N2 RIXIE0ETT
s A BRI ATR EEECSUE RZHIIRE -

Faza  ELHEA2RIXEHP "System Administrator’ (REGEFLG) A -

1 TEHRESET . FE getmounts B .
FEHLBIARHIER 124 . Il /usr/local/scripts/getmounts o

2 FMATARE . RERTEFXH

#!/bin/sh

#

for i in ‘/usr/sbin/mount -p | cut -d " " -f3' ; do
/usr/bin/getlabel $i

done

3 EEBXEHALKEA

# /usr/local/scripts/getmounts

/: ADMIN HIGH

/dev: ADMIN_ HIGH
/system/contract: ADMIN HIGH
/proc: ADMIN HIGH
/system/volatile: ADMIN HIGH
/system/object: ADMIN HIGH
/lib/1libc.so.1: ADMIN HIGH
/dev/fd: ADMIN HIGH

/tmp: ADMIN HIGH
/etc/mnttab: ADMIN_HIGH

/export: ADMIN HIGH

/export/home:  ADMIN HIGH
/export/home/jdoe: ADMIN HIGH
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=5 13-1

FFiaz

/zone/public: ADMIN_HIGH
/rpool: ADMIN HIGH
/zone: ADMIN HIGH
/home/jdoe: ADMIN HIGH
/zone/public: ADMIN HIGH
/zone/snapshot: ADMIN HIGH

/zone/internal: ADMIN HIGH

B PR B X A3 P S R R RIARE

— B P WNE B X IBIZT TR, getmounts BIA % X s T EL 48U R SR bT
% . EEEZEE 1abel encodings XAFFHHEYEEMRZEQIE T XU RSH. LT E
restricted Eiﬁﬂfﬂﬁ“ﬁﬂjﬁm :

# /usr/local/scripts/getmounts

/: CONFIDENTIAL : RESTRICTED
/dev:  CONFIDENTIAL : RESTRICTED
/kernel: ADMIN LOW

/lib:  ADMIN LOW

/opt:  ADMIN LOW

/platform: ADMIN_ LOW

/sbin: ADMIN LOW

/usr:  ADMIN LOW

/var/tsol/doors: ADMIN_LOW
/zone/needtoknow/export/home: CONFIDENTIAL : NEED TO KNOW
/zone/internal/export/home: CONFIDENTIAL : INTERNAL USE ONLY
/proc: CONFIDENTIAL : RESTRICTED

/system/contract: CONFIDENTIAL : RESTRICTED
/etc/svc/volatile: CONFIDENTIAL : RESTRICTED
/etc/mnttab: CONFIDENTIAL : RESTRICTED

/dev/fd: CONFIDENTIAL : RESTRICTED

/tmp: CONFIDENTIAL : RESTRICTED

/var/run: CONFIDENTIAL : RESTRICTED
/zone/public/export/home: PUBLIC

/home/jdoe: CONFIDENTIAL : RESTRICTED

ﬁﬂ%ﬂ‘f B ERRE XERA WA HFiHTEIE

PR, $6E A RSP RI - o] LR BT LT R 2 R XIS S
e

T A 22 R X HY "System Administrator” (RZEIR ) A .
FIEEENEERN X

# zoneadm -z zone-name halt
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2 EEEHHHER.
I S vF B A /et H S -
# zonecfg -z zone-name
add filesystem
set special=/etc/filename
set directory=/etc/filename
set type=lofs
add options [ro,nodevices,nosetuid]
end
exit

3 RBoiXig.

# zoneadm -z zone-name boot

w13-2  [EIEEIEEL /etc/passwd &

MoREiH, 2SR R A FIE A Mg UG A M TR A L S 2 6 EAK
B AZIEPREKSE . HACE N IR passwd XM - 2A)E . EHTEEIXIE -

# zoneadm -z sandbox halt
# zonecfg -z sandbox
add filesystem
set special=/etc/passwd
set directory=/etc/passwd
set type=lofs
add options [ro,nodevices,nosetuid]
end
exit
# zoneadm -z sandbox boot

v AT R BR R A S FRIFEE R

BRI A DL A BRI - R et mac_avare F5AL LABTIEMFFEIX
A E AT BARE A S - H X net_mac_aware B THAA. 12 M. privileges(5) F
WL -

Fazar  ELAEE2RIXEHP "System Administrator’ ( RGEFLG) A -

1 FLEEENEERXE-

# zoneadm -z zone-name halt

2 BEKXI . BHLEEEREEE-
MK IR net mac aware Fifl

# zonecfg -z zone-name
set limitpriv=default, !net_mac_aware
exit
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EEXIY (E55%)

3
w~513-3
v
Freaz /l
1
2

BRI

# zoneadm -z zone-name boot

Bl PERBRIR R 4

FELREI, S AR RN L — D RGDHI A HaRE - I, HP HgEEEH
ER’“IVEE’J*T SHUSCH o T, 22 SRR 5 AT DARHL Ak & AT BRSNS - FE% R
Girh, RPICEER SIS BRAEM P L puBLIc AR%5 TE - teoh, FIP L RELE X I8
E’J*T\/QXT SCPERET NFS HiE -

# zoneadm -z restricted halt

# zonecfg -z restricted
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z restricted boot

# zoneadm -z needtoknow halt

# zonecfg -z needtoknow
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z needtoknow boot

# zoneadm -z internal halt

# zonecfg -z internal
set limitpriv=default, !net_mac_aware
exit

# zoneadm -z internal boot

[A 7 PUBLIC fE AR LIRS, & BUAX PUBLIC XIS TiX L 4 o

AN EIRE XIELE ZFs HiiE5E

R, B RS IR — D B B SRR NFs a5 - WOURTHE @<
iﬁfﬁiﬁ'l:ﬂiqﬂﬂlﬁ 2R DX L 51 AT DA [ A B X A I ZFS B dia B 1T 158
I

ﬁg BIXIMEDELLT "ready” (& ) WE T AR =% - KT D4k TIEREIE

TN X AL E AR, D SR % - A E 4 e X A R AR root AR
B ZFS $iE &

# zfs create datasetdir/subdir

BEER A PR LLAAEE 3. 9141 zone/data -
HERBXEH . FLEAREXE -

# zoneadm -z labeled-zone-name halt
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3 REREERNERA

# zfs set mountpoint=legacy datasetdir/subdir

AR 5 AR IS R 1R E ZFS SR M 2R E FEE RS -
4 [FzBEETUH=Z.

# zfs set sharenfs=on datasetdir/subdir

5 BEESRFAXGRERMEIXIES .

# zonecfg -z labeled-zone-name

# zonecfqg:labeled-zone-name> add fs

# zonecfg:labeled-zone-name:dataset> set dir=/subdir

# zonecfg:labeled-zone-name:dataset> set special=datasetdir/subdir
# zonecfqg:labeled-zone-name:dataset> set type=zfs

# zonecfg:labeled-zone-name:dataset> end

# zonecfqg:labeled-zone-name> exit

I IR E S RGUIATIR N, 2AEDKIRAY /data AbFEEEHESE o It PR AT LR
RASTES [ F X2 ﬁlJi‘fﬂZaﬂE% o

6 IISERERE.

# zoneadm -z labeled-zone-name boot

FI1SXEE. HESHEEEIESE . 1ENRE N labeled-zone-name W labeled-zone-name [X.
R R,

13-4 NBIREXIGEEFNER zrs $iiEE

TER R B, BB GV —A ZFS BRI E] needtoknow [XiH, A5 2 EEEE - £
PEEE zone/data MBI HEHE E 2] /mnt FEE S - BPRHBIDCIR AR P ] L E B X KR L -

Bt BHEAEILXE.

# zoneadm -z needtoknow halt

PO Eida 5 4 BT 0HE & 2R R AR . BB LR INRR 2 RTRFEE - BEHTHE
B e

# zfs set zoned=off zone/data
# zfs set mountpoint=legacy zone/data

PRGBS -

# zfs set sharenfs=on zone/data

PR, 1E zonecfg LA B, &P AR ARSI N E] needtoknow XI5 -

# zonecfg -z needtoknow
# zonecfg:needtoknow> add fs
# zonecfg:needtoknow:dataset> set dir=/data
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WP HERR

FFiaz

# zonecfg:needtoknow:dataset> set special=zone/data
# zonecfg:needtoknow:dataset> set type=zfs

# zonecfg:needtoknow:dataset> end

# zonecfg:needtoknow> exit

ok, EHHG]S needtoknow X1 -

# zoneadm -z needtoknow boot

RPE, ATUAVTRNZEUEER T -

SZBL needtoknow X IBH) restricted XIFHI A P o] DUBIE 4 5] /data H R A B HE
RS - WNERXEBWAEE . M0 SRR SRR T8I R - TRl

M1, machinel B EIFH IR IR ARG LN A - BHUFLENAEERIEE=1P
Hik: -

# cd /net/machinel/zone/needtoknow/root/data

UERZAA B S R 5 [P R R ST IR [ S IR IR A B s R R X B R, EHA
WAEITIZAT svcadm restart autofs % R EH H A EFEFARSS -

A E S H AT AN IR E IR ERRERE

I R P AT DL N SO B AR R SE o A 1

mR

WA I I ERL B A X8 - A B 22 R XY "Security Administrator” (&2
HA) M.

FTFF Labeled Zone Manager ( BREXIHEIESE ) -

# /usr/sbin/txzonemgr &

BLEXEUEAREERIRE -

a. WHiZXE-

b. MFIFAESE "PermitRelabeling” ( £ IFEFZEHRE ) -
i%#% "Boot" ( 5|15 ) EHEHXE .

B "Cancel" ( BUiH ) IREZI X155 % -
X AFETEERSIA PR EK, 152 UL setflabel (3TSOL) FH T - EHZAL
P &N ERS . ES I 137 TURR <@l soie B P 5 Soslim i 22 2490510

% 13F . £ Trusted Extensions P EIEXIH (£ ) 157


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=REFMAN3Isetflabel-3tsol

EEXIY (E55%)

s13-5  BEIEM internal ( RER ) XIFF&ESR
FEML R, 2248 PR 01 75 BB TE DLAT A TR S AR 55 BH L P4 CNF: INTERNAL
USE ONLY (CNF: {UHEPAESEERT ) SO -

E PR G "Labeled Zone Manager" (FHHRZEXETA) (F11 internal (UFR) X
. RGN internal (PAER) XIS B HIZESE "Deny Relabeling” (4 & ¥t B

\_\L>°
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1£ Trusted Extensions 1 & IR FAFEFE 3L
& (1£5%)

AKEA T LOFS « NFS Fll ZFS #: 2k 7ElC B A Trusted Extensions Y & %% 1 TAER
Mo REIRNLE T WA AR R S -

55 159 TUHHY “7F Trusted Extensions F 3 0 1F>

% 159 T1UHAY “Trusted Extensions H1HY) NFS $£&;”

5 161 U AR X L =0

2 161 T Y “U5[A] Trusted Extensions H NES #1247
% 162 TTHHY “Trusted Extensions B4 F1 NFS Pps iig A

% 163 U “HEECE IR ZFS B Ee”

5 164 TUHRY “f ) - EEREEERE U ((ESA1%) 2

1% Trusted Extensions 1t Z F04E & s {4

Trusted Extensions #X {4375 Oracle Solaris fH[F I SR A X RAEH TGS - HA
Trusted Extensions M — AR IEEE M E 2R XL BT DUR TZ X AT E S
RIS RGP BAE DRI - J& T HAh X 5B NFS iR S5 as iR B L =X R
?ﬁﬁ]’iﬁﬁﬁﬁﬁ%ﬂ@ﬁ%?&%” o Trusted Extensions lgﬂﬂiﬁ:ﬁﬁﬁé\ﬁﬁ ?ﬁiﬂﬂ"]ﬁﬁ?ﬁfj
[A]#2 %] (Mandatory Access Control, MAC) SIS FEER - a0, [XIAUARZE LA RENS 155
HEHENTA SRR, T H I Be i 3 5 AR A S R S S R 5 -

Trusted Extensions 1A NFS 3£k

Trusted Extensions HH NFS $£#% 5 Oracle Solaris {£%Z5(LL - % 7 HEITE MAC SRIE I
ITH1 . EAN. txzonemgr BIAER IR EC LA H S H:# N /export/home -

159



Trusted Extensions A HY NFS 3£

160

Trusted Extensions H1fJ NFS 35 5 2 J5 [X 8 H1#Y Oracle Solaris 7: = £ . HE, 7%
T ARG E I FERZ X & Trusted Extensions 8 i -

s EEBXIFHREZFNHEE — 7F Trusted Extensions R Gt Y 4 5 X8 H HE = /R SR
JLF5 Oracle Solaris FRYE FESE2AEME « X TFHER P, v B ahiEaifa e UL K
mount % o X TS, (A ZFS BHEEERY sharents JE& 1 -

n  BIREXIEHRIES — 7F Trusted Extensions 17H bR Xk i3 S LR 5 1E
Oracle Solaris I 3F 2 J& X S HP f: 852 IR o« R TFEECSCAE . a3 sk
FEF LA K mount @74 o 7E Trusted Extensions H1, & ME IR X AFTE — TMHE—/Y
auto_home_zone-name Wi B S -

» FEREHREXEPLE @ ZFs LEE M, AT UTEXKIRAT RS T AR X
RIS . HRELITE, ES ILE 149 TRy <225 XIS R AT A PR X -

FRES 2 FEMa o] UFERR B SU T o SUPREREE AR S R4 -

»  JJ T {# Trusted Extensions 22 57 EoAtl Trusted Extensions 2% FiEE RS RS
RME PN ER cipso REFFE B ILFE TR -
SFFEE A NFES #3000 1 2550 Trusted Extensions 2 #1405 F 13 5 AR IL
K 5% P HUHRIRP RS SRS -

»  J T {ii Trusted Extensions RGN ITCHREE RFFER U R ST Trusted Extensions 2 %:
TRE L T E RGN PR — PR L ILHE Trusted Extensions R Z I FRE

FRE N T HEREXIBMNTCIRE RGHEEOUE RS Trusted Extensions RETHEE
HICE RGN B — B L LAC A AR X AR

w TJUEE. (HEAGEEQHE A LOFS H# H KRS X I R 2% - A
K NFS HERIFAE R, 155 I 161 TTHHY “ij[A] Trusted Extensions F NFS f£%k
ISR G -

FREE D 25N 0] DL A B REE B SRRSO o SREIE 0T BARGHINT Rl P R
PR . L. ESREICES. — AP T ULE BT AP 4 a8 m0 8 X s S
o #lan. AP TN SR GRS & R RS EE % - GXRF4ER. F
Z I3 161 TLHH Y “TF Trusted Extensions H IR IE H % o

MR 2L BB BREBIN R, ARG R RGN TR AT 5
KIFAMER . 1ES ILE 154 TUHHY QT 5 TR GBI S AR -

Trusted Extensions 54 SRR H MAC B i - B E R AR MR K E T B BT 1E
BRI AR S B B R E S - 1 MAC TRIGTE 2 J DX th A 3% - 42 )5 X
ADMIN_HIGH HFFE TCVAE e AR AR Z ) NES 5k . 140 puBLIC SCAFEL
ADMIN_LOW X fF . MAC SREESREIHITER AR E . HEX — AP A . —H P TC
EEFENG . BRAEMATEA XLEEXS G 1Y MAC 15 AR -
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i/ i8] Trusted Extensions A NFS £ E{ I L1 R 45

NEFRE XL ZTH

£ Oracle Solaris #1. AE2FIX ] LI Z S RSE - [FIFE. 1E Trusted Extensions
o, AR LU SO R . B SRR RSO RS T O
il ZFS g

LA DR DIRHPIRE N ready B running I, S RGUREXIBPRER BT - HK
X3 155 IE 165 TR QM WA HRE DS Z 30 R G -

15 18] Trusted Extensions A NFS 3= RIS R 4

A NFS fHEE VB ARG A H Sout+ B s Sl Xy P T L, 7 BT DU T e
TAE:

» BRFEEE — £ NFSHRSS & L. BT IRE RIS H ZFS XFRG . HRIX—
. HSILE 165 TP AT WA TRE XIS Z XX RS -

» BPHECE — L) DX ST E A A DXSC B S RE net_mac_aware
B I, FERRER ARG AR UM B X asrh . e vr &G I BURAEta B
KA #BLEA net_mac_aware Fifl o HXRTH. 1ES ILE 167 TUHHY QAT 1E
A PR DI ST NFS H807

7E Trusted Extensions F g ZF2IF B F

#Clf H 2 Trusted Extensions Y —MRHA « 5 AR ER P REWS (H I B 1 X sk
QLG E X - B0 BITER P RS LXK Al eis B REERUT - 9 NFS £
HAIG H XEE IEFE R A E X EFINALE /export/home o 1E Trusted
Extensions H1. X H 2L F T T B AL A XKk (BPE MR ) RUia
X BRIFEMHEE, ES I8 162 TUHAY “7E Trusted Extensions 15 i H IR+ -

G I G Eeia B 3 - {E2 . kG H SR FEkctn H Sl 55 de i 22 Jm X s g1
. (Eizis5as L.t LOPS FE8H 3¢ - WIALREEEA H Sf8E ) LOFS £ H ik
(AR SRSl S B

- SERMBRA . B OUMER 2 B XKz P Eia B & - AR A RZE X%
P BIEEiR B & o BT X kces B 5 T IR RIIIES - A 0X—iT
T2, 152 L5 138 TUHIAY “U0AT M\ Trusted Extensions 2 ZiMlFe AH bk >

B2, HIDEEERF A REEILTE NFS 55 ds b B S ARG H o - I L 70 E Se 8
NFS {5 a8 E T 2 E A -« BOHM P ARG H 3. 182 ILE 70 TUHHY “AifT ik
FH P 8 R4S NS iS5 as R U5 I B ARz AL i e in B o -

% 14E . fETrusted Extensions P EIBFIHEEH x4 (1% ) 161



Trusted Extensions ZX {40 NFS Hi3 AR

£ Trusted Extensions B 24 B zhix H 2 /¥

1E Trusted Extensions F. - MRZE T H— I ECIA H KHE:#L - X automount di & i
1T TIER UL XGRS H shia o W TR Xk, BT autofs &2
;1 auto_home zone-name . Bl TR auto _home global A A R X I
M HE -

+auto_home global
* -fstype=lofs :/export/home/&

51T ARVFHEE BRI DR X . 2% OGO - BRI X 3y iéts B =+
#H1E /zone/zone-name/export/home N HJJHBE . auto home zone-nameWLGTHEE /zone
EEAZVEN 1ofs BEHTTEEE /zone/zone-name/home/username IR HE X o

flan. S N E N XIS AE B auto_home zone-at-higher-level BLET FH

auto home public Hi :

+auto _home public
*  public-zone-IP-address: /export/home/&

txzonemgr M ASTE 42 5 X I HH ) auto master SCPEHI% & 1% PUBLIC I -

+auto_master

/net -hosts -nosuid,nobrowse
/home auto_home -nobrowse
/zone/public/home auto home public -nobrowse

MARSIAT — S B X HiZ A PR auto_home zone-name BT HIAY TR I AL
Br . BRGT2 i DURC L mA EE R AIVE « QOSRRERE R N YIM&0F 2 alEtid
HHEXE

1. (RS A % 1m0 206 FE 2 KLY A DL i

2. RCIEH FARE KIGAFRA W A7 Hgis B FH0E%0H F HEDLE

HRBESHEEEF R ERIEIEE . E2 W automount(1M) T T -

Trusted Extensions X {4 F0 NFS 13 hR AR

162

Trusted Extensions #XA- TR A NFS FRA 3 (NFSv3) 1 NESv4 _ERIBRES o w] DL N 5133
ﬁiﬂﬁﬁ%iﬁ‘*:

vers=4 proto=tcp

vers=3 proto=tcp

vers=3 proto=udp

Trusted Extensions X T8 tep MY AV AR - 76 NESv3 Fll NFSv4 H1. tcp %
A T RHE PR RN ) N DR - o) T B T 2 0 [ (MLP) -
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HEHERER Zrs HiEE

X+ NFSv3, Trusted Extensions 11T N5 Oracle Solaris fH[E - udp s& NFSv3 L& 1)
W AR udp 0P T WU HEBRIE o X TIF4E NES BIE. REHEM tepe PR, 1 Fik
B A B P& A T NFSv3 o

TER D BIE DU 2 B SZBR NFSv3 ik, DO HIUAFIESE NFS 4ER udp
W SN udp UHT NES BEQIEE MLP - A RIS, 162 Infil 16-19

Trusted Extensions 2%t 1] L 5 TEARE WAL ZH RS - 4T HBITCHRZE LN
XA RGIPR 5 EiE T 1 XIS E 4 ELRAR S ER . 12 RGN R B AR
Do AN T R BITEFRE EHLI S R GIFR 5 E 48 f R GRS A HIT . %L
RGN TSRS -

HA B —FRE ] L5 1E1THA Trusted Solaris B & 1TARIY B 45 1 T18(Z - Trusted
Extensions 4l Trusted Solaris & &5 A1 N H AT 77 H6 & — N A ToAR% EHLZE ALY
TR o TohRS LM LRAY AR MR I 3 —FR%5 o {E Trusted Solaris AR 55 a5 JCFRZS
NFES % L. % FHLIIFRZS AN BE T ADMIN LOW -

S FHY NFS MY S A S RGBT o EPMERE T L= BRI ER G 2R

B o R FE SR ARG mount iy 45 E B S ARG R TUIAL N NFS -

TE AR ZFS #iE S

ZFS fR it 2 Ar5 E 1 mistabel. HAP RS HIRE HEIRNIIRE - mistabel JBIEZT]
PRI - Y ZFS BUREEA BRSNS BidaS ICEE R AN E Trusted Extensions Y
Oracle Solaris &%% {54 -

UIERAKE L mistabel B, NIEEEIFRFE none. REATCIRZS -

YIEEA RS I L ZFS B R AT K LA MO -

o REENEIRERERS. B RKE L ntstabel JETE: N mistabel JEHERIEE
SO DR BRS -
XTeRXE, A2BEZNEE nistabel BIE - Q1R BV EHELE adnin_ low I E
PR, MRS 0 LA 8277 4

o RNEIREIRE TIRE, MAZSRESIEERS RS 5 HE X RE T
B o WIRARZEAITHD, BRAEDCH A VE A T el AN S R AR R
VRN SR, MBI S R G LA BT g -

NG AT E mistabel JEME. THHEALLIUTFHIAZ -

# zfs set mlslabel=public export/publicinfo

FRE AR BCRAEBREIRE B SOV @ PIIPRE . FF 2% file_upgrade sUFF
o BMERFRZS (B BArZEiLE N none) » TF% file downgrade sUFFHN . ZRFESE
AR BOVBREANIFRE . thf EZHR L
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g4 EEMEHFRE

Xt (fEHFIFR )

=170

HEMEHEIRE

X (EEFIR)

THEMES TR G T AT NERE X RG &  FIR B i LTSS UEAT
HE B AR *Iﬁ:%%lﬂ’] H LTS5 -

ARG

% L] 8%

S VARSI LR - % 164 U “UHAITE Trusted
Extensions FH &7 S {4

g K - B R K - 5 165 TUHIY “UAT{E Trusted
Extensions FHR & LA

HEZERE RS FVFHAM RS LW P U5 RE TR S | 8 165 DU QT WA FREE X Ik 52

XRG

AR Z SRS -

FCVFFER PR DI [A]— MR8 DLk
G EESUTE RGNS . SEEHR
BB 2 H RN % E T
B -

55 167 TUHIY “QOn 7EA bR X sk Hpoxt
SCAFET NFS FE#L”

Gl Is H SR

TERE AR N EFALI 7 BIR fE  - t
ES5 M F RERS 7EAE NFS e H xR 5%
e A GE B PRE U R R E o -

5 70 TUHAY QAT Lk P8 S AN NES
1R 558 R 15 A B BR 25 A RO FR LG B

X]Lfﬁm/&ﬁﬂﬁ S TAERI R P Re ki 1%
s R

B3 ik B R i B B AR A S -

58 154 GUHHY U] 25 BRI S A
R

i RS ARG A -

iR RS RGBT -

5 168 TUHIY “UATf#H Trusted
Extensions F1HI#:k >

W47 7£ Trusted Extensions A & 14 30 44

Fiaz

" -

L EH "Media Backup" (/7

o HXWRAMAE ES

D) PORACE SO - BT 2 /X A .
D0 € Oracle Solaris EIE : ZFS LR ) R & IEFNIEUT ZFS £

- P LT S BRETS

o« XEFEEED
. TR,

8 /usr/lib/fs/ufs/ufsdump
i /usr/sbin/tar cT

o PR LA S R E A i SRR

HZ Wufsdump(IM) FHHTT -

=t

PAR

164

Trusted Extensions ER EFIEIE .

201ME12A8

AT ETE tar Y REHE R, 152 U tar(1) Tt
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&0 EEZIEBEREXH (E55IF)

TRz Al

ez Hl

UN{A] 7E Trusted Extensions &k & 3 &
ﬁﬁﬁ%ﬁ?ﬁ%@iﬁﬁphﬁﬁ rootfﬁfﬁc

BXATHANAZ 158 ( Oracle Solaris BIE : ZFS X ZE % ) iy & EFNHEL ZFS £
i

B

FE-AEU TSR .

¢l

o X TEEWRE. HH /usr/lib/fs/ufs/ufsrestore
» NT/NUPRE . {5 /usr/sbin/tar xT

HX TIRIE] tar i SHIEAE R, 162 W tar() T

MANEREXEEELHRS

A e S R DO L T TR SO R G BRI ZBS R R
I X B SRR

EE-NTHEXMRS AR AR HEXEREN AR T B ]
Lo

WL N6 E B "ZFS File System Management” (ZFS S IFRGE ) AFRAC &S

R EXZR T HREIRE R TFEX .
ARFAER, HZ W (Trusted Extensions F /7 #5) R WA FE & /MR T A8l L
TEIX”

HEXEF B HRS.

# zfs create rpool/wdocsl

BIEEZIFSEEZEEMREXHRG -
B, AR —EHa SR B E H SR SRS - ARG ERERR, UHERE
F ] ATEZ RS 48 FAE SR, o R 1E T setuid FEF -

# zfs set share=name=wdocsl,path=/wdocsl,prot=nfs,setuid=off,
exec=off,devices=off rpool/wdocsl
# zfs set sharenfs=on rpool/wdocsl

i 4 7 H T RO T Bef -
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5 14-1

MFETKE  BEEHXKERLZEER-

FERRXIEH. XA XKIETT T Alar & 2 — o B DXIER ] DL X AL )5 & Hh i
A —AIT AR EH RS - PR R 5 X ol AR sl IEFE B TIREH 4
A

o MRZXFALTEASITREEERFER FUZKBIREEREIRSSE @
XTI AL -

# zoneadm -z zone-name ready

o NMRZEKBALTEESTREELFRPULZRENREEREIRSESE - B5S
Z X -
# zoneadm -z zone-name boot

» MRZXBERKEREZIT  BEHSISZXE -
# zoneadm -z zone-name reboot

ETNEHNRGEZNIHRS .

TER XL, root FAIEZITLL N @4

# zfs get all rpool

BHREZELR, S I (Oracle Solaris BFE : ZFS XX RSL) &1l ZFS SRS
EISN

EAFEFIESEEEXHRS  ESLE 167 TR MAESFERE ) i
FTNFSHEH" -
L PUBLIC #R % £ = /export/share XX R 5t

X T LABRSS PUBLIC IZITHIRN R . RGEE T 51 o vF P 3B public XIEHY
/export/reference Xﬁ:%é}ﬁqﬂﬂ’\jyﬁi °

B, B EE TIEXPREE M public TIEIX . SRIGFTIFEE 1 1Ei%E [
Hr. LI /reference SUMF RGN EIET Y share JEIE . LUT a4 BT RmA0R A
AT T AT o

# zfs set share=name=reference,path=/reference,prot=nfs,
setuid=off,exec=off,devices=off, rdonly=on rpool/wdocsl

A EEELEZOUR RS -

# zfs set sharenfs=on rpool/reference

BB TT public TYEXIFIRIA] "Trusted Path” (W[{5E&1%) LIEX . HTARIFRHF
BORIUEIRS &  E R BB X E T SR =R

# zoneadm -z public ready
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&0 EEZIEBEREXH (E55IF)

TRz al

—HEEH ARG B A RS . A DA iz = SR R G

IR PR XA X 3L 43E1T NFS 3

TE Trusted Extensions H1. 5 FRZ5 DX E FEZ X A SO FES - SR B TChR B A FRE
EWLHI S R 55 0] DL B Trusted Extensions B IRS R % L - RG00 B A BT
DXIBATR R SRR 55 2R S E o
o BNFBRE ENEEE R A RS AR S, I EALRHE E SRS A LA X 5
PIFRE - Al REE MR FE EHLACE -
o R ENFEE S HEE XK PERRR -
R EVUR RS XSRS 2 S R 55 A o
o BRI X S R G IR -
= 7E Trusted Extensions {7, #15%f 2N X455 auto home BB SCIF#HATE S o b SCHFER
X & Fram & - Bl BA2RXIER AL XIS ARG E AR auto_home X

. Hlauto home global 1 auto home public e

Trusted Extensions {# F 5 Oracle Solaris FH[F B$EE 7L -

o BREEOUT . SUERGUES [ SR

o FEDSEECSUERYE BIHEREX A mount @4 .
= = E iﬂﬁjﬁcﬁﬁé S iﬁﬁﬁﬁ auto_home zone-name o
o FHIEEHEAME R, 16 RS SR

TLAER PALARSE LB EER SRS Kb« B R E RS R A E
Lo BRAECE B shEEERE . S NI € A "File System Management” (X%
GUEM) PRACE S o RNBIREAR S as A THE L AUH ] net_mac_aware A
X% P LR DG TR E -

EERREXERI N EHEITNFS ER . FHITTIIEE

K2 B RS LUR e pr gl TARIX . S0 TIEX, 155 UL (Trusted Extensions
R $E R ) AR AT AL B/ MRS IR N AR

o EESHEEE
TEAPRZEX IR, ] mount A < -

o XI5 SEHEE G-
» EHBIXHEERNESNERER-
a. BIEFNE % /export/home/auto_home_lowest-labeled-zone-name L& o

b. 4R /etc/auto_home_lowest-labeled-zone-name XA IS EFT B & RIS -
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¢ EBHEIMNRERINXIGEFE] /etc/auto_home_lowest-labeled-zone-name X1 » LAIE
VEAES T o o OIS -

v HN{AI R R Trusted Extensions 1 {44 2 H &

FrHaZ B
1

2

B IE BRI S R EFRB R IE T o AT root AR .

HWIENFSIRSSE= M GERZRBEEHE.

KENFS RESSE=HNELEE-

a. {FH tninfo B tncfg IR BIAR S 2EHY 1P Mt . S E1 & NFS AR 22 49 1P Mt ST -
FHEHE T RE R EEHEE . B AL LRI RIS o b W] DU T AR
MR B TC AR B AR 1

b. I A NFS B RIEEHIRE .
AR5 B R SIS — 2

WE LI XIBAFRE .

UERZAR SRR BB RS RIPRE & W TCEE AHE (RS 5 AL
FRSGH T RS) - AR EESRES ABHETSUE RS -

E MIET Trusted Solaris B FHBRAR A HY NFS AR Z 23 H X H R G - IEHITUATIRIE -
= XFF Trusted Solaris 1 NFS BR 5525 » 45 vers=2 #0 proto=udp iEIRFE T mount A5 % -

»  XFF Trusted Solaris 2.5.1 NFS fR 5523 . 4% vers=2 # proto=udp iET A T mount &7 % -

= XFF Trusted Solaris 8 NFS BR %528 » 4% vers=3 Fllproto=udp IE T H F mount &5 -

FIXEEAR S5 A R — MERCUF RS, WARZIRSS SEE A — D TER R
o
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Al SR ( #Eif )

AFERE [ 7148 Trusted Extensions HHAY AT (S W £& #E & FIHLE] -

2 169 TUHRY “T {5 25>

173 TUHHY “Trusted Extensions 1Y 28 22 2 f@ 14>
58 175 TUHRY “FIE P28 [RLE ML

% 177 TLHY “Trusted Extensions H 141 EH 4

%5 179 TUHAY “Trusted Extensions H Y &% H17& P>
181 TUHHI “H R Psec B FE”

DREEE:

Trusted Extensions J[X 15~ FHLLL KL MLEIE € 22 Em M o XL a1 R AR 7E P 28 F 5

AT N 22 I6E -

w  TE W EE(E R R I E AR

n JEEASHE RN 28 K 0 BRSO IR B O RGBT TS 5 [Rl42 ] (Mandatory
access control, MAC) LI -
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»  RJZ1T Trusted Extensions B At 35 AU % FH 25 AT il B % 18 80 E 7 f 4 CIPSO ik
TR AL . HEERSI CIPSO M2 (4l Trusted Extensions f& it ) 7] LL{#H A CIPSO IP
IR A 2SR I E T MAC -

N7 ZFEAMERE . BSERFRET TR, DLEEE Trusted Extensions 2 )&

o 28 177 TUHY “Trusted Extensions Y FH R I/ M4A T iXEEJE T - Trusted
Extensions SZ gt S . HpEH ST HmERD . GXEHER. HS 0
route(1M) FMHt TTHIEY -p JET -
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B FRR AR 228 R RS F R P B e B AR LML o R B & BN . BEH R
A HENLIE A7 R BRI o R E CENUMI R AL 2R Ak EEE M
K (WNRGE L) o TTELZAEREIR, DA TXET

TE Trusted Extensions FJIL G TR, ZR2EH AT FINXERE. RETERFZ AT
FEIHE U - a0, 1F 255 EE — D 5NEE N OE . EXREFH . %R
— [ 2 AT ER S E LS A VL ERERETE -

Trusted Extensions A {4 % <

Trusted Extensions HIY IS FH/RBIAN T AT o ZEIFIFR o 7 ML 1 FIFEVL 2 2 [ AT GERY
— R o

15-1 B Trusted Extensions 4% HH A1 B 2 70

B E #1
ey
#2 . .
E 1 | W% 3 —§ §— W% 4 12
BEE | mxs S S mxs
P& FE—rhgRun Mk R/AVRE RARE DOl
#1 5 1 CONFIDENTIAL SECRET 1
#2 5 3 ADMIN_LOW ADMIN_ HIGH 1
#3 W 5

n BREH #1 0] LB T CONFIDENTIAL H32%5 VI Bl A A A4 i 2 SECRET o
w P& #2 AT DU AN ADMIN. Low {47 %5 ADMIN HIGH o
w B3 NIEERBEER . HWith, HZ22EEIRE M 5 22T .

Trusted Extensions FHIEEH <&

TN BT SRR ST R 2@, Trusted Extensions FHEIXLL T Oracle
Solaris £ 4>

» netstat -rR i & REE RN 2 2Bk -
* netstat -aR M VIR ERETNL B
= route -p % (H add B{ delete ¥ETH ) BE % IR0

BRUEMER, 1EZ U netstat(IM) Fl route(1M) T
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BIRZ IPsec I EIE

T SR, Trusted Extensions et LA N -

= txzonemgr GUI FJ Fl T~ o5 [ H5 @l & & -
= route -p % (7 add B delete ) W] FH T~ BE BB H 2500 -

HIFRG] 1EZ ILE 200 FOHHY QAR S E H -

BIRZE IPsec I EIE

Trusted Extensions %% 0] LU TPsec LRI AR MG - ] DL A E =0 fE =X
Trusted Extensions FR%: & 1% IPsec 1 {8 CIPSO IP i IUFF i 204 4 6r% . (A IRE
IPsec % 42 K HX (security association, SA) FFFR A AR o LA, B HAMRE R ARZER)
IPsec % AT DLiE it TEARZE W 28 FE1 T 1% 3%

G — % IPsec BESHACE L FE. 155 WL (Oracle Solaris EFE : 1P Alk5%) HIAYEE TI1 40
9, “IP 41> « A 2 Trusted Extensions %] IPsec (WS FEIE M. 1S ULEE 203 TUHIY “Fd
BEAMRE IPsec ({T-55%11F) >

% IPsec {RIFHIZ HRAIIRE

Trusted Extensions 4% FRIFTHEE (HHE IPsec (RAFHVIE(G ) ERL MU E 22 FR%E
INATRS AT o 58 177 TUHAY “Trusted Extensions A A] #6857 HI /48 11X BEFE A o

K B A FRZ XS b N FR 7 (1 TPsec £ 1 Y A @ o jX BEAQ A IR I R ES (inner

label) « LRHRZE (wire label) FIZSAEIBFRE (key management label) :

» ARFREWRE — N AT X ERE -

= AHRZ (Inner label) — i FH IPsec AH 8L ESP & 2 Hi A M1 B EPRAOIRS - 1E7EH
F s0_MAC_EXEMPT EHF LT (MAC-exempt) B{ multilevel port, MLP ( % 25 51|V
1) THARENS. BLAREWIRESAE TR R Z 2P o AR LRI 22 2 ik
(security association, SA) Fl IKE AN . 1Psec A1 IKE F5{#H A L. N 4555 (inner label) -
BTG T . ZAFRZE (inner label) 5 N TR P Z 2 FRZEFHE @5 . WimroN e
Fr A AR . (22, % T MAC-exempt 8{ MLP 815 . "[AEA SR LL 5
o IPsec BC B X & 7] LA RE i@ P28 4% 8 ABRZE (inner label) B9/ 20, B, ©ATH]
LLTE ERFRES (wire label) - 1Psec HilE 1% B JCIEE LAFRSS (inner label) FU{E -

= ZRERE (Wirelabel) — N ] IPsec AH B ESP =k 2 J5 TN 2H EEURAIFRS LK%
(wire label) A BEA[A] T AHRZ: (inner label), BRI T IKE F1 IPsec Br & {4 -

o BATIERE — TR MCL thE R R R R RIARZE AT, PN S 2 MR
IKE PR &R 7E B MR 2 BN HE ] o IKE Wi B PR SR8 5 IKE ALITE
/etc/inet/ike/config AR TE X -
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BIRE IPsec FIEIE
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IPsec T2 KEKRIFREY &

1E Trusted Extensions %% Il IPsec iREH B, LURIIRSS 5 1£ % 2 KHK (security

association, SA) NAZ I EEHHCEL - SRATEILT . Psec NMEMFRZEY . HILRKZ

WEFRZS - JCIR Trusted Extensions FR25 AW . PR G5 2 (B AT H B(E & RHR S H

SA -

PR R, 0T AT DU N R -

= Fd'E A H T %1 Trusted Extensions FR2 AN [F] IPsec SA « A B A X F 4t E At 41
il T B EM D 2R B RS 2 (B3 T8 (5 B FREE -

s NAFETFRINER R SRR IPsec MZETH B SRR E SR (on-the-wire label) - IHAD
B SRR e R RN X 48 A i 0 25 B B 2 B

« 1 1P USREN CIPSO TP HESIHO AR - WAL ATHHEEAS 7T LU CIPSO
TEIEA M 48 5 CIPSO A AT R

A DL$EE 2 B shilid IKE (4058 182 T1HAY “IKE WIFREY > EPﬁﬁJ_) BT shE

ipseckey i ¥ R{HFHIREY R . BXRIFET RIGENIEAEE . 155 U ipseckey(1M)

FMT -

[ FARZEY R, (% B SA EBIF SR BURFR 2 B iE NILAC TR — &R 5 - 15 A8

(BRI L 2R ERCER SA R 2 FRZEE L -

IKE BYFREY B

Trusted Extensions 2%t 1Y IKE 325 5 Al {RBIAR BN 2E 75 Vi SA iURZS o 1F
/etc/inet/ike/config SCAFHREHE A DL B = T $2 il tE ML -

= label_aware— f1F in.iked SFIFHEFE{#FH Trusted Extensions FR3 % 1H: 5 % % 77 1)
PR o

» single_label — fE BN 55 77 A i G SA BUFRZ: -

= multi_label — FEAXS % 75 LRI SA AUARZE o« IKE N IKE £ 19 5 2 Rl {E
I E BB IR QI — BT SA

= wire_label inner—{if in.iked SFF R GIEG PR SA Eﬁlﬂﬂiﬁ4 (wire label) 54
¥1%: (inner label) #H[A] o 1% PR IETES cipso MEETThRIRT, BEHE MRS T
ADMIN LOW o iZ%SFHF R IEFE 5 TChRZEN 5 T PR, B BRAR S 920 55 77 [k
BFRE o B AL Trusted Extensions ML LATE (% 5 HH AL & CIPSO IP £ 37 -

= wire_label label —{ifi in.iked SFIF U FE QG IR SA, H PR (wire label) X B

N label: TANENFRZE (inner label) FI{E T o in.iked SFIFHFEESE EIREHUTE
HE PR o« BE M Trusted Extensions AN DU A% i B H A& CIPSO IP T -

= wire_label none label — S E AR T wire label label BI1T N, {HXS SA T AL Hi
IKE A% 8 fRE 8L CIPSO 1P J2E 50 -

BXRELZER, 1§55 U ike. config(4) FM T -
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BIRZ IPsec I EIE

HEER IPsec THIFRZ %m)&‘f

R R P B0 052 B A X R IPsec (RAPTI . IXEEER A S LA 1P k-

SMNER 1P K ESP = AH MEB IP % TCP % Kim

IKE WM 1P KA & 5 R AR P Bt B R SN 1P K AR RIHOEURT H Bt itxe

MR IP Sk UDP % IKE ZHEE Y

Trusted Extensions B AR TP Sk #hEF T AIFRZE (inner label) A A[F2 A o Trusted
Extensmns {657 FH ANER TP Sk b hE SR HA T IR S M B HE B RS REE « A XA ER
FH., 1S ILE 177 TWHHY “Trusted Extensions TA 1] &7

BXRFET RIAREEMTEMEERR

TR T IPsec REVER FER M RIF U N A T BA MR R EN L 2% .

REKE REME STEM
TCFREY e FRESAE CIPSO IP JEIG FH AT L - CIPSO IP T 1 T B hr2E %
H (A2 ESP) /7. i5Z L
R
HEEY R CIPSO IP JEI AT L. (HERREARE  FiE TARZER SA IIFTER AR

(wirelabel). ZARZEFREAFE T THRZEE8ME -
HEFRZ G label) - _ N
H B bR (inner message label) % |- CIPSO 1P VETS AH {74 i

ZULER -
Fe T AR5y e CIPSO TP {HEARZ A ] I, FE THRZ SA W TER2 Ui £/
pri| TR TR .

iE - NSRRI CIPSO HY K FH #s 7 YH Bt P 28 4% f i 2 BRelcds il CIPSO TP a1t U]
T EEAH ] IPsec AH 2B PRI S-AF 3 CIPSO IP 2E3 - X CIPSO IP JEI0i A it A=Al &
MBI BT HSEZ AHRIPHEER L ER -
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* o0 £ 16 =

1& Trusted Extensions PEIEMLE (£F )

REBEEAL T T LRI1E Trusted Extensions 2% 42 2 1Y) St 1402 B AL FE -

2185 TUHHY “BRERI M4 ((E55515R) »
5 186 TIHIRY “ I ENMI ML EIRE ((E5551F%) ~
25200 TUHAY “BCEMS R Z 00 H (f£5%)
5203 TUHRY ‘Bl E AR IPsec (fES5FIFR) ~

5 207 U <Rl {5 ML IR ((E3551%) »

EEAEME (EF55I%R)

R T HEIEH T UL Trusted Extensions P28 2 {/F it FEAT- S5 51 R U BE 52

%

L

&%

FPRE 48 EHLRIMLE -

QR BB, FRREUEE AR R
TR -

8 186 TUHHIY “Jy EHLRI L4 1% B bR
% (EHHIR) ~

A, PR 2 2
(multilevel port, MLP) o

ACERSES R, (A M E AR
P08 2K T 252 o o 1)k ) 3

1% ML 5 MLP S IR A AR DR 4
JR X S -

8 200 UTHPEY “WE B H R 2 28 i
(%)~

JE ) 1Psec LR B R o

{6 IPsec PRI PRZEM -

5203 TR “BLEAFRZE IPsec (fF
FHFR)

XF O (R R T IR HERR

W AR LR 46 R 2R Y

B

207 TR AT {E I LR
bR (FE55515%) ~
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AENFTMERERE (EFTIFR)

AENMMERERE (EFTIFR)

{4 Trusted Extensions A% E € X A FEHAIZ 2B, A 0] DL X eL = HLEE
7o ENmFEEVLT LR S Z2 2@t FTLL Trusted Extensions fefit T %415
M 0] OB =ML N B X SR v o

LTRSS HIRA 4 1 A RIS N B 22 Bt Rk e i A i e LA ESS -

% LA 5%
BH LRI - T ] R 2 R - 187 U “QH A 2 iR

R SR 2 75 5 R T 22 A -

Bt it 22 e BRI B A5 -

55188 TUHIAY QI B 8 A2 7 T 22k o5
A R

AR -

I LR P £ AR EATL < [E BT {5 LR S I R GERT A 2% - 2 191 TUHEY “Y0T 1A AR GE AT E A28
WML
Ol 2 AR - B T3 SCAT 5 P8Ry 2 mIER 2 | 55 188 TUHIAY “Hiqi] Il 2 o it

It 2 AR AT DOT B 8 1 ASMEY
{H-

2 52 TUAEA <Al e B AR S e

b2z R IR VR E R E | Rl 16-1
%.

2 B T AT T AR R | R 16-2
B

Z B T B ERRE TR | Rl 16-3
LR EL -
ZeBERATREAMRENTREE | bl 16-4
e

LB T TCRRS TR EALAIMLS . | Rl 16-5
2R T HARSE S ML rhHAMRE | 7Rl 16-6

AR & AL -

FEENL B 2 AR -

1% 1P M HE RN E 2 R

5 192 T YT LA 0 £ 22 2
R

il 16-7
Tl 16-8
il 16-9
il 16-10

186
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AEHIMEIZERE (EEFIF)

&%

RA

5%

TSR 1P M LRI E 22 AR -

1 — A5 1P MUk 2] 22 e .

58 195 UUHH “UIfATRF — AR B WL I
B2 e

Al 16-12
Tl 16-13

M2z B P ER AL -

JIIBS: “E LAY 22 4278 S -

Al 16-11

FEE AT LLTE admin_ low B335 T H/TI01E
HIEHL -

BT | RG] 5 KRR E
ke m 2 2t -

197 TUHEY “YIHATFRAE AT BE 2 7E T 5
W28 _EEC AR LML

B EET | S R 5 KRR
PREE ML R e 1k -

il 16-14

AT 0.0.0.0/32 7

P B 2 P Al 55 s LB 32 ok B R 2 L
MR R E E -

Al 16-16

v MfAERRERN

T DU R R AR R DL MR N2 « e B T s s B R 2 b

o

1 SIHAT AR REER

# tncfg list
cipso
admin_low

2 BFECIHAERNAE -

# tncfg -t cipso info

name=cipso

host type=cipso

doi=1

min_label=ADMIN LOW

max_label=ADMIN HIGH

host=127.0.0.1/32
T cipso WY 127.0.0. 1/32 IR RGN N IR - S0 )7 FIHR
GidEE N TT IR FAUENR (host_type M cipso) Hif. JXPN ARG 0] LA bR

FH.

# tncfg -t admin_low info

name=admin Tlow

host type=unlabeled

doi=1

def label=ADMIN_ LOW
min_label=ADMIN LOW
max_label=ADMIN_ HIGH

host=0.0.0.0/0

% 16F . £ Trusted Extensions P EIEMLE (£ )
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Tz HI

ETROTE

TRz Al

AT admin_ low % MBI 0.0.0.0/0 TAFR BG4S % 2RMRAIATE LS
ARG o XEEENIGPRRR N TCIRSE -
o IO SAE T AT AR EIES | S R GE R ZRIFTE B0 (FIAIARSS s MR ) -

o HIRAER ST ARG MR TR AL AT LS ARG R o EPRHIVRLL AL AT
SHARGHAR. 55 WE 197 THEY “YITFRE il RE 2 7E vl {5 Mgk EHCR TN .

MR ERR R EmRATHRZ2ER

T BA 25 XY "Security Administrator” (Z2EFER ) M-

217 Trusted Extensions ZZ £ 181 o
FEHAEE 187 T1HHAY “Unl &5 & Z2 2 rh 1 BH & & 7T B0 &2 i -

MREESEHITREHIENRITUATERE . FEIEHHIRERIR -

PR & & ML —H FHAIPRZ N -
7EE ADMIN Low FUFRZE T Bl B R s ML
FELFREFHLIAIIE ADMIN Low B RS -
B LA LR FE L -

f#FIE 119 DOI .

B EALR N BIERE 2 R B 258 192 TUHPRY QAR LML N2 22 e -
B, GREEPITEE 188 TUHIAY “UT G 22 A FR A AR G HR A o

M E3E R &R

LB T R, JF 78 a] MBS I BRI . Bl $8ER
"Information Security” ({§/E% %) B "Network Security" (W£fZc4) FUFRACE ST
AT MBS % 2 1E - "Security Administrator” (LB ) M EFHZXLEARACE
S

A% HE JE ADMIN_HIGH F11 ADMIN_Low BIIEAIHRZERY T 7S B HIRRA -

XFF puBLIC ZEFRZ: . AT LU FRZ 745 B 81 7S i HI{E (0x0002-08-08) 1E iR
{H - tncfg my 22X M FPRE 2 PR T —i% = -

# atohexlabel "confidential : internal use only"
0x0004-08-48

HRELER, B2 UE 117 TP QT RBRRZE # -+ X 2 il E e

Trusted Extensions BLEFAEIE - 2011 F 12 B



AEHIMEIZERE (EEFIF)

2

PEFEURELEEN -

TS ERY, 1 MMBRER A 2 it . AT DU XS, SRIEx T B

Bee RSN, fEGA E] DL INAT AR 15 € 45 X SRR AL - AR B. 1HZ AR 197 Tl
H “UARTRRE W] RE 2 7 W {5 (2% H KR A AL -

B R SR -
tncfg -t ap et 7 =R QTR T -

MBI T 18R -

TESR FL B F (A tncta @ o info T & T RTEBR I B T S-BE090E .

Tab SEFERKCHR 7 B IERIE -

# tncfg -t newunlabeled
tncfg:newtemplate> info

name=newunlabeled

host_type=unlabeled

doi=1

def label=ADMIN_ LOW

min_label=ADMIN_ LOW

max_label=ADMIN HIGH
tncfg:newunlabeled> set m<Tab>
set max label=" set min label="
tncfg:newunlabeled> set ma<Tab>
tncfg:newunlabeled> set max_label=ADMIN_LOW

st BTLAE 17 PRS0 2 S BURIRIERI o (£F35 55 set T4

BB R R {E -

# tncfg -t newunlabeled set host_type=unlabeled;set doi=1; \
set min_label=ADMIN_LOW;set max_label=ADMIN_LOW

SHRERLER  REWEEITIER -

# tncfg -t cipso

tncfg:cipso> set name=newcipso
tncfg:newcipso> info
name=newcipso

host type=cipso

doi=1

min_label=ADMIN LOW
max_label=ADMIN HIGH

EHEE I 2R LA 2 S HI B ER -
/] export FAr < BIEAIRRIR 4 -

# tncfg -f unlab_1 -f template-file
tncfg: unlabl> set host_type=unlabeled

# tncfg -f template-file

A RANFFER DA TS ARRH]. 152 L tncfg(IM) T 0T .
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5 16-1

5 16-2

w151 16-3

5 16-4

AFE—MRETRIRE AR X ) T 2RI
PRI, 22 B0 BUE S HBETERRSS puBLIC T (538 DAY -

# tncfg -t cipso_public

tncfg:cipso _public> set host_type=cipso
tncfg:cipso _public> set doi=1

tncfg:cipso public> set min_label="public"
tncfg:cipso public> set max_label="public"
tncfg:cipso public> commit
tncfg:cipso_public> exit

RG> WREHECRER R BV B 22t . AXELER. HSIR6l16-7.

ARTREERESMNTIRERARUERERIN

(LA 1P 1% H &340 0T LUEIS CIPSO AREFE AR . B Hh &3 A i 205 hn s tho2 4l
It o HESETCARZE S R e T B — R PR AE SCLATENR— R B AL B 5 10 o 4
MR (BOFEH TRHaE M) o FEHoRflh. 228 B A1 — ] DUEMIRE
ek m(ErRg gy (0518, a0 AT A B (5 # U2 DARE RS puLIC ALFRY -

7S AL RIS -

# tncfg -t unl_public

tncfg:unl_public> set host_type=unlabeled
tncfg:unl public> set doi=1

tncfg:unl public> set def_label="PUBLIC"
tncfg:unl _public> set min_label=ADMIN_LOW
tncfg:unl public> set max_label=ADMIN_HIGH
tncfg:unl public> exit

RIG . TREH AR 22kt . SRELER. 5 IU5616-8.

HERERFEEEIMX G EREER

FERLREIH 22 2P O3 I — R PR TR bR L R M 2%« B DA R 1 —
DB, FREER M R LR A L 2R .

# tncfg -t cipso_iuo_rstrct
tncfg:cipso iuo rstrct> set host_type=cipso
tncfg:cipso iuo rstrct> set doi=1
tncfg:cipso iuo rstrct> set min_label=0x0004-08-48
tncfg:cipso_iuo_rstrct> set max_label=0x0004-08-78
tncfg:cipso iuo rstrct> add host=192.168.131.78
tncfg:cipso_iuo rstrct> exit

I 2GR BUI LR B2 2R - HRELER, WS IR 16-9-
IR AR MIIFERNR RN

TE R, 2B RO —MUORBIM P FR% (confidential : internal use
only fll confidential : restricted) ML - FTA HAMIEGE S oL -
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AEHIMEIZERE (EEFIF)

=5 16-5

w15 16-6

ez E

B BT TR E R AR o B KNS FRAE ARG, HA
TR K RIEEAHERRIFR S o U0, FR2 confidential :restricted ANB2HIRE o

# tncfg -t cipso_int_and_rst

tncfg:cipso_int and rst> set host_type=cipso
tncfg:cipso _int and rst> set doi=1

tncfg:cipso _int and rst> set min_label="cnf : internal use only"
tncfg:cipso_int and rst> set max_label="cnf : internal use only"
tncfg:cipso _int and rst> set aux_label="cnf : restricted"
tncfg:cipso_int and rst> exit

FEFRE PUBLIC T BB TR E R £HEIR

FERORBIF 22 28 B 51 S RELE PUBLIC BRas T WA B E AL B B bR A o %45
M AT RE2 8 E 4 H U R GEL /0 Trusted Extensions ZRGEHEETE PUBLIC FREFHY AL -

# tncfg -t public

tncfg:public> set host_type=unlabeled
tncfg:public> set doi=1

tncfg:public> set def_label="public"
tncfg:public> set min_sl="public"
tncfg:public> set max_sl="public"
tncfg:public> exit

Rl REHAREENSMBE 22t . ARELER. HZWrfl16-13.

AFEECNRBIREREEN

TEH R, 2B R Al — cipso_sandbox 154K - Itk Ze A5 2> F8 7€ 45 v {5 B 1
TR ZFFTERN RS - T AF AN S EAE RS L HFR% sanpsox 5 M4E
R HEHABRIE A AL -

# tncfg -t cipso_sandbox

tncfg:cipso sandbox> set host_type=cipso
tncfg:cipso_sandbox> set doi=1
tncfg:cipso_sandbox> set min_sl="SBX"
tncfg:cipso sandbox> set max_s1="SBX"
tncfg:cipso sandbox> exit

NI [E) R G R © A & AR AN E AL

FENMENHBINEIRGH] /etc/hosts XIFZIG . REGRFREIRHIXLELERN . HAE
T ERIRYENLIA N2 22 A

2RI root At .
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1 BENEVFRNE /etc/hosts SEF -

# vi /etc/hosts

192.168.111.121 ahost

2 B—HENFME] /etc/hosts LHFH .

# vi /etc/hosts
192.168.111.0 111-network

BTRMSE  REENITE 192 TURAY QTR NS0 B 22 R Fr A A -

v INAEENRINE L 2R R
FoZE LAURELL U
o TEBURLAE . T, 5 I 198 TUTH) T I A B
: IPﬂi’iJJ:M\ﬁﬁf?/etc/hostsiﬁ‘qﬂ ST H DNS HEFTRET
3% nosts SO, 5 ILEE 191 TUSHA U1 R GG EKT ML

X DNS 1y %u e 'J_IL (Oracle Solaris Administration: Naming and Directory
Services) HHYZE 3 & “Managing DNS (Tasks)” o

o BRI AL IEEE - AR, 152 UL 177 T “Trusted Extensions H1 % HIHE
7k»

w  EUBIEE 2R "Security Administrator” (ZREHR) At

1 BEN RSP LR IR S ER T .
B4, UH 192.168.1.2 1P Hidik -

# tncfg -t cipso
tncfg:cipso> add host=192.168.1.2

AR 2 B SR AR PR L. RO 2B AR B IZ LAY 2R
EE - B -

# tncfg -t cipso

tncfg:cipso> add host=192.168.1.22

192.168.1.2 previously matched the admin_low template
tncfg:cipso> info

host=192.168.1.2/32
tncfg:cipso> exit
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AEHIMEIZERE (EEFIF)

w5 16-7

=15 16-8

BECENMNLLER -
Blan. NIRRT ERINE cipso FHAY 192.168. 1.2 Hidil: -

tncfg:cipso> info

host=192.168.1.2/32

ik NEWEPE N ALk i 17| 0
IR FEMFHIR H R EHEIR -

tncfg:cipso> commit
tncfg:cipso> exit

FMIEEENI. &S IR 16-11 .

HEE—MIRETHIERAIMK

il 16-1 1, EHEBAGIE T — e, ZERE LT — N HBEERRE puLIC T
R AR o« FEIORGI, 22 48 P SR O i DUREAT I o) 5 ALY 1P stk -

# arp 192.168.131.75
gateway-1l.example.com (192.168.131.75) at 0:0:0:1:ab:cd

arp i LRI FALE A CAERGHY /etc/hosts SAFHIE L EE 2 75 A] HI DNS #HT/i#
#r

ZIER

il

P GUF gateway -1 EHLAS IR Z2 2 -

# tncfg -t cipso_public
tncfg:cipso public> add host=192.168.131.75
tncfg:cipso public> exit

RG] LLE gateway-1 37 A public B -

R ERHIREHAIRER

el 16-2 1, EHGUNEEHER O T 2tk . TEOREId. B SR T L NT
I3 FH 2 Y 1P il o

# arp 192.168.131.82
router-1.example.com (192.168.131.82) at 0:0:0:2:ab:cd

arp MR ENLETE RGN setc/hosts XA E LB A B DNS #H{ THEAT -
IRG . BT GRS aR s N B 22 A b -

# tncfg -t unl_public
tncfg:unl public> add host=192.168.131.82
tncfg:unl public> exit

Za] LU router-1 3 BICE FTEFRS FHIAE
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(E%5I%)
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5 16-9

=5 16-10

=5 16-11

IR AERHRFZEERIM X

fEril 16-3 11, EH A QIE 7 B HRIREEEIN 2 28R FioRflih. 225
GABFOR AT CURAEAT L 90 5 SE ML TP MLk -

# arp 192.168.131.78
gateway-ir.example.com (192.168.131.78) at 0:0:0:3:ab:cd

arp YRR ENLETE RGN /etc/hosts XKAFHE CEL AT S DNS 1 TAFEAT
SRIG R GRS IS I B 2 R -

# tncfg -t cipso_iuo_rstrct
tncfg:cipso iuo rstrct> add host=192.168.131.78
tncfg:cipso iuo rstrct> exit

Ayl LUEN gateway-ir 3 BICE BRZ5 Y internal Fll restricted HY/EL

AT RECEZRIREEMN

fEr il 16-6 . EPEGLAIEE T cipso_sandbox 2 &M « EMIRHIH, 2 2E B
A AL I B AR -

# tncfg -t cipso_sandbox
tncfg:cipso sandbox> add host=196.168.129.102
tncfg:cipso_sandbox> add host=196.168.129.129
tncfg:cipso_sandbox> exit

{5 196.168.129.102 11 196.168.129.129 AL 4 F 1] LITEFRZ saNDBOX | Rz Itk j3E
17 %{uo

MR EERPRIERETEN

TELR BT ZE MR cipso ZR AN PR 0L . B info T
TBREN. RIFHA remove. FFEHIFH KLY host= Tl -

# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_ label=ADMIN LOW
max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.1.2/32
host=192.168.113.0/24
host=192.168.113.100/25
host=2001:208:3903:200::0/56

# tncfg -t cipso
tncfg:cipso> remove host=192.168.1.2/32
tncfg:cipso> remove host=192.168.113.0/24
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tncfg:cipso> remove host=192.168.113.100/25
tncfg:cipso> remove host=2001:a08:3903:200::0/56
tncfg:cipso> info

max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.75.0/24

MR EUG & B B g 52 B I8 H 2 B -

tncfg:cipso> commit
tncfg:cipso> exit
#

v A — R I ENRNE L EHER

Fiaz el BFRER, BESULE 192 TUHHY “UHT B ENLR IR 28 210 -

1 ERREERIEEL TN  BFH LT MR 2 R .
B0, AT A INE] cipso R, SRJE TR AR -

# tncfg -t cipso
tncfg:cipso> add host=192.168.75.0
tncfg:cipso> add host=192.168.113.0
tncfg:cipso> info

host=192.168.75.0/24
host=192.168.113.0/24
tncfg:cipso> exit

WIZR K s2a 8t (DL .o %5R) 2T .

- AR E I BT E AN B AR P — RN LML, ARG 2@ AR B X L L
1) 2 RS E -

# tncfg -t cipso
tncfg:cipso> add host=192.168.113.100/25
192.168.113.100/25 previously matched the admin low template

2 EBZLENIETEH—HELSN P  EFIEE P I FEI B K E

TELA /Ry, RigRH o i V5 B 2 192.168.113.0 51 192.168.113.127 - 1%
M5 192.168.113.100

# tncfg -t cipso
tncfg:cipso> add host=192.168.113.100/25
tncfg:cipso> exit
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w5 16-12

TELLT R, B B I o (£ 22 TPve Hihl ) 2001 :208:3903:200: :0 5
2001:a08:3903: 2ff: ffff: ffff: ffff:ffffo ZMIUIE
2001:a08:3903:201:20e: cff: fed8:58¢C -

# tncfg -t cipso
tncfg:cipso> add host=2001:a08:3903:200::0/56
tncfg:cipso> info

host=2001:208:3903:200::0/56
tncfg:cipso> exit

R AR IR RERUCEIRUT LT AR E -

# tncfg -t cipso

tncfg:cipso> add host=2001:a08:3903::0/56

Invalid host: 2001:a08:3903::0/56

WIEREG N 2 B A 2 HA SR PR ENL, RS @R EHIZ VLY 2 28k
faE - piln -

# tncfg -t cipso

tncfg:cipso> add host=192.168.113.100/32

192.168.113.100/32 previously matched the admin low template
tncfg:cipso> info

Hé;t=192.168.113.100/32

tncfg:cipso> exit

Trusted Extensions [RIE AL AT LA ER I 2 2CHE € & B 5 DLRTRVEE € . W58 175 TUHIY
“HIE W &% [BlEHLHP H Rk -

AT IRE T IR EMN

FER il 16-4 1. E P G QIR T BERS NI MRS 22 W RGBT, 2B
GLRF PR o] LU B 5 EALRY 1P Hb Ak -

# arp 192.168.132.21
host-auxsetl.example.com (192.168.132.21) at 0:0:0:4:ab:cd
# arp 192.168.132.22
host-auxset2.example.com (192.168.132.22) at 0:0:0:5:ab:cd
# arp 192.168.132.23
host-auxset3.example.com (192.168.132.23) at 0:0:0:6:ab:cd
# arp 192.168.132.24
host-auxset4.example.com (192.168.132.24) at 0:0:0:7:ab:cd

arp @ 2R EHLEAE RGN setc/hosts SUHFHIE LEUHT B DNS A THEHT -
SRIG B PR B 5 AT K TP sk G E 4 2 AR

# tncfg -t cipso_int_rstrct
tncfg:cipso_int rstrct> set host=192.168.132.0/24
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AEHIMEIZERE (EEFIF)

~5116-13

ez E

TEFRZE PUBLIC R TTIREF W

TE7:0 16-5 W1, BH R A8 7 @ RS puBLIC FALAYZ 28N « fTEHOREIR, %4
MOV — TS E Y puBLIC FRZE o W5 ARG ERIF P rl DU R B It 7 WY SCHE &
SirEE 3] PUBLIC HRE -

# tncfg -t public
tncfg:public> add host=10.10.0.0/16
tncfg:public> exit

A LATERRZS puBLIC 37 B [A] 90 o

SRR E AT BE R FE AT {548 LEX R AYEH

lﬂiﬂﬁE”%TF'ﬁﬁ%ﬂéM%%ﬁE%fﬁ%ﬁimE"JE%%\ ° %3%% Trusted Extensions
J& . admin_ low SRAE MM 2 E L LG R R G L - (1 b 72 rT R R E B TEhR
ZEM -

ARG LA AT E MG EH TES | SRR ML o SRATE T, KB cipso fik
BERYEE B EHLEH admin_ Low BEHRE S o LR R BT € LI G FE L
(0.0.0.0/0) 8T NEH adnin_low ERAETRZ I TCIRE R Y -

SR - B admin low IRAR ] AESTE Trusted Extensions P2 b i ik 22 4 RS o 215k
TREORMEARY, ZeEH AT UEZERGEMER 0.0.0.0/0 BACFF I - XTI
BN 5| S0 RGEEE R R B FEHL N AT -

Bign. 7EMIER 0.0.0.0/0 WECAT IS . DNS HRF5 @ ~ ECin H X ARSS & - Bl ARSS
fir~ JREMI 2 Rk LUK s 0 0 RS I BB D

RN R RYTEEV L 0.0.0.0/32 1RFIZ AL, WLTE 0.0.0.0/32 EFLITR
INE] admin low fEHH - AN, MRS EHRBIZ L. S AP VERME 1P Hidk, X
Ltz P2 E N CIPSO %% P HLdE T : -

T B 42 R X3 HY "Security Administrator” (ZZ2E R ) M-
FTHES SN ERRRIFTE ENLELLAAFET /etc/hosts XA -
1% admin_low IEIRIEELETES | SR UMK ENEBE THREEN -

o BRSES SR LR G TR E L -

o QARG AET HITIEER - RAEIZTT Trusted Extensions HY 5 MR _EEg
8o

s iz 0.0.0.0/0F85F -
B ENFINE cipso tEHRH -
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w5l 16-14

~f5116-15

AINES [ S0 AR AR B B B B bR L -

u @%Iﬁt%?ﬁd‘é?ﬁﬁﬁﬁiﬁf@%ﬁ@ ~ f[:?fifiﬁ Trusted Extensions E’J/I\%E%J:E%Hﬂ
EX

o TRRATE MR O E IR E SR .

o EHETHRMAL .

o RUAELET | SR AR A R EALATTEE -
HREIEERS]. 165 W6 16-15 -

REFINIEERTAFRRHEITIZ-

B4 0.0.0.0/0 IP Hb A R R ZE

EREId, ZeEHERAE— NI RG . B adnin Low fEHR IR
0.0.0.0/0 EHLI. HFfo.0.0.0/0 ENLITRMEITCIRS public BT - A5, REGF
KA BIFE T 45 HoAth 22 AR AEAT EHLIRFI N EA public D& e |/t Tin

KX
BRY

# tncfg -t admin_low info
tncfg:admin low> remove host=0.0.0.0 Wildcard address

tncfg:admin low> exit

# tncfg -t public

tncfg:public> set host_type=unlabeled
tncfg:public> set doi=1

tncfg:public> set def_label="public"
tncfg:public> set min_sl="public"

tncfg:public> set max_sl="public"

tncfg:public> add host=0.0.0.0 Wildcard address

tncfg:public> exit

WEEES | SHERRRITEN

FELL Rl &8 GG BB T 28 42 11 Trusted Extensions 240 Al {5 9]
g WARGE 5 — WLk DU —Epg aR i T s o Rhmfe BN E 4 DL =R
Z—: cipso~ admin low B publice X LA F & dtfT 7R -

# tncfg -t cipso
tncfg:admin_low> add host=127.0.0.1 Loopback address

tncfg:admin_low> add host=192.168.112.111 Interface 1 of this host
tncfg:admin_low> add host=192.168.113.111 Interface 2 of this host
tncfg:admin_low> add host=192.168.113.6 File server

tncfg:admin low> add host=192.168.112.255 Subnet broadcast address
tncfg:admin low> add host=192.168.113.255 Subnet broadcast address
tncfg:admin_low> add host=192.168.113.1 Router

tncfg:admin_ low> add host=192.168.117.0/24 Another Trusted Extensions network
tncfg:admin low> exit
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~f5l16-16

# tncfg -t public

tncfg:public> add host=192.168.112.12 Specific network router
tncfg:public> add host=192.168.113.12 Specific network router
tncfg:public> add host=224.0.0.2 Multicast address
tncfg:admin low> exit

# tncfg -t admin_low
tncfg:admin low> add host=255.255.255.255 Broadcast address

tncfg:admin low> exit
RS [ SRR NS, BEEEG admin Low B HHER 0.0.0.0/0 7 -

# tncfg -t admin_low
tncfg:admin_low> remove host=0.0.0.0
tncfg:admin low> exit

{EE AL 0.0.0.0/32 B A B A MG H HE
TEMTRABIFR 2242 B G I PR 2% S 8 h 19257 S B VB HE 2% P LI 9D UA e oK
B AN E ARG esr e o XFARSS e P LI T T 1R .

# tncfg -t cipso info
name=cipso
host type=cipso
doi=1
min_label=ADMIN_ LOW
max_label=ADMIN HIGH
host=127.0.0.1/32
host=192.168.128.1/32 Application server address
host=192.168.128.0/24 Application’s client network

Other addresses to be contacted at boot time

# tncfg -t admin_low info
name=cipso
host type=cipso
doi=1
def_label=ADMIN_LOW
min_label=ADMIN_ LOW
max_label=ADMIN HIGH
host=192.168.128.0/24 Application’s client network
host=0.0.0.0/0 Wildcard address

Other addresses to be contacted at boot time

R B ke ph fe . S HE DU DA R 5 B e Bl B MR B T A b ik
0.0.0.0/0, FEXHEW, ARIFASINFEHIbE -

# tncfg -t admin_low info

tncfg:admin low> remove host=0.0.0.0

tncfg:admin_ low> commit

tncfg:admin_low> add host=0.0.0.0/32 For initial client contact

tncfg:admin low> exit
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2% admin low AL E BT UL FAUZ -

# tncfg -t admin_low
name=cipso
host type=cipso
doi=1
def_label=ADMIN_LOW
min_label=ADMIN_LOW
max_label=ADMIN HIGH
192.168.128.0/24 Application’s client network

host=0.0.0.0/32 For initial client contact
Other addresses to be contacted at boot time

0.0.0.0/32 TR VFR TR 7 1% P AL UG R AR 55 4 -

ELEREMERAmO (£5%)

200

Tz H

w5l 16-17

I FSEE . AR AT DU A bR I SR A JC AR P 5% B H H i -
MLP. N FFE R AT DU — > A S U5 TR TR DX -

SRR DGR & B R

T B 4 R X H Y "Security Administrator” (ZREHER) M-

CR N EARENL - MIZERI AN R 22 2t . ARTEIE R, 1§25 192 T
(R Uer R AR N B 22 AR RIS 195 TR “QHATRE— AR 5 AL I B 22 A «

{#F txzonemgr GUI EIZEER & R H -

# txzonemgr &

WEEIREHREEHXE , RREWNEHE P HIETT
QR % 4> TP bk, 5 e B BT R #2 LTI -

EHIIRTRR . BNIRRSRA P AFEE "OK" (BE ) -

i - EHER S Sk E s Ay 1S MIERZI.  S8)E BT OIEE 1P WU A Es FR s - 2R
DI — A 1P stk IR 1P S A BE IR 1200 -

{ERA route L AL BXITIZEHEKH
TEHREIR, SRR route a7 S N2 F DB A ER & R

# route add default 192.168.113.1 -static
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~f5l16-18

anqa] g X s €132 2 Rl i
T DL % A 5 ML AR T 25 X 2

WIERAEE TR X I 2171 50 R 7 75 B 2 201 [ (multilevel port, MLP) 5 [X
O TIE S BT R . Erd R, — D Web (U 5 X I TIE(E -

T AE 2 R XA root A1t - RGLLAIE DV EFMN AP fhhk. FH HAIREX K
[SREIT

R ENF Web BR S5 EHARINE /etc/hosts T -

## /etc/hosts file

proxy-host-name IP-address
web-service-host-name IP-address

AL & X -

BN, R public DI E N THBIBRS W2V E D puBLIC IR o XFTIEACE, 22 itk
EIAI?‘%j'ﬂwebprom

# tncfg -t webprox

tncfg:public> set name=webprox

tncfg:public> set host_type=cipso

tncfg:public> set min_label=public

tncfg:public> set max_label=public

tncfg:public> add host=mywebproxy.oracle.com host name associated with public zone

tncfg:public> add host=10.1.2.3/16 IP address of public zone
tncfg:public> exit

Bl & MLP .
Fila, web AR SS v fE 2@t 8080/ tep £ 5 puBLIC XIEH T8 (S -

# tncfg -z public add mlp_shared=8080/tcp
# tncfg -z public add mlp_private=8080/tcp

EHMLP RN #%F 1551 S X -

# zoneadm -z zone-name boot

HEEBXEH . RN .
TURINES . IR PUT SR 200 TTHIED “QRTAS IR 2% " R AE DG HR A

£ F txzonemgr GUI BE & MLP
E PR GIFTIT "Labeled Zone Manager" (HFREEXIE AR ) RACE Web XHRSS -

# txzonemgr &
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202

=5 16-19

w5 16-20

HHFUOWE puBLIc (04h) Xk, A5G configure Multilevel Ports (FCE £ 45
W) o RE. B REFEEGE Private interfaces (LA 1T EFHEBCHE
LT LA T NI 7L

Private interfaces:111/tcp;111/udp

E PR BB 75 o BRTE T 4G Web BRI A

Private interfaces:111/tcp;111/udp;8080/tcp

SERE AW, S ATE Shared interfaces (FLZHET) FEHHEA Web {XHE .

Shared interfaces:111/tcp;111/udp;8080/tcp

S S5 public (a3k) XA 2 200 R 7E T k5 15 X AL B sk -

BT udp o NFSv3 ELE & F 2R 5im O
TEMGTEI ., A @i udp 2 NESv3 A F iR BEESk .« & F BT SR GE ] tnetg iy

<o

# tncfg -z global add mlp_private=2049/udp
txzonemgr GUI 24t T & X MLP 5 —Ff77 K -

£ "Labeled Zone Manager" (FHIRZ5XIHEES) H. BHEGNE global (/) X
ik, SR Configure Multilevel Ports (BB Z4HIEE) - 76 MLP 1, &
PR GESRIENE Private interfaces (THIEEN) 17 SRIEEHS I /Y -

Private interfaces:111/tcp;111/udp;8080/tcp

P HIH B AR global (22J7)) DXIBAY 2 4l [ 7E T 5 S TG SRS -

BRESRHIZ R RO

TEATRGIR, ARG ES 2 NMEREXE . FTA XA R — 1P Hihk . 5EE XA
EERE T XA . FEACE S, BT Web WIYAHY TCP Ui [ (311 ses0) 2/ 3t
KIS 8: 0 FAY— 4 MLP - & HE 5LAFE telnet TCP Ui [ 23 1R B /A H XSy —
ANMLP- I TXMA MLP A FHEEREE B, BT EAMX S (EiE2RXIE) #AREETE
Ui [ 8080 1 23 AL =2 [ EEIE

AN, sshTCP Ui (3 [122) ZAFEXIRAHY X IR MLP « A3 ssh fi55 7T LL
TE AL 725 Y B A DX Stk B (AT £

PUT a4 R JE XA MLP

$ tninfo -m public
private: 22/tcp
shared: 23/tcp;8080/tcp
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B EBIRZ IPsec (EEFIEK)

PUF i 4 o 2 )R DI MLP .« RTERR. Ui [ 23 11 8080 ANBE) 2R X ik rhiy
MLP. [ 4 Jm X IE 5 s 4t DXl A F [] — bk -

$ tninfo -m global

private: 111/tcp;111/udp;514/tcp;515/tcp;631/tcp;2049/tcp;
6000-6003/tcp;38672/tcp;60770/tcp;

shared: 6000-6003/tcp

BLEAIRZ IPsec ( EFFI5R)

LUTAESS IS 48 7 - TR R IR IS IPsec fRA7 HHIAESS -

T% P5tEA 5%

25 &{# F Trusted Extensions Fll FARZ IR 1Psec 177 5 203 TUHY “UIMRI7E 2 4731 Trusted Extensions
IPsec - X &8 F RS TPsec P37

I AN AT {E P48 45 A 8 Trusted TS TERRE L AT FRE [Psec | 5 205 TUHIY “Qrnf 85 A A {5 W £ i B e
Extensions F1 IPsec o 1, o

v

ez E

?%ﬂg?f % 2% 5| Trusted Extensions M 4& 51 7 F IPsec

FEGTFEF, FEP D Trusted Extensions 257 _F I E [Psec LUALFRE DL NE I
= XN RGHN enigma Bl partym.  FGETE 2 I ES 1T HY 2 925 Trusted

Extensions A%t -
NN R EEHAT IR, DIBE M & i T R E A K -

n IR ZERE UL CIPSO IP ET I R, enigma Fll partym R %% 2 (A {2
1Y % S st aR fl e i & A -

= enigma fl partym ZCHEY L BFRZEZ IR, DLRSZBI RSN HE L -

2 R root fE -

1% enigma #0 partym EHLARINZE] CIPSO KRR -

FHREE 186 TUFRI “ BN LR R EARS ((£55513%) "hpd B TR « SRR ENL
A H CIPSO FIFEHR -

73 enigma 1 partym R ELE IPseco

BRI, ES I (Oracle Solaris & . 1P AiR%%) qﬂﬂ’]“ﬁﬂﬁ@iﬁﬁ IPsec fRIEF R %E 2
(RIS 24 B IKE FHTEAER. WU~ IR ATR
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BB BIRE IPsec (EHEFIFR)

3 BRRZRINE IKE R -

1% (Oracle Solaris BEE : 1P fiz5%) H el i FH 1 e 3 = i) 2 BHC B TKE PP )i A

PEITIRIE. AJEEW ike/config XX WITFRIR -

a. 1HX#EF 1abel_aware. multi_label Flwire_label inner i HNZ] enigma R &HY
/etc/inet/ike/config X

ARSI RRUT LN A - S R a i -

### ike/config file on enigma, 192.168.116.16
## Global parameters
#

## Use IKE to exchange security labels.
label_aware

#
## Defaults that individual rules can override.
pl xform
{ auth _method preshared oakley group 5 auth alg sha encr alg 3des }
p2_pfs 2
#

## The rule to communicate with partym
# Label must be unique

{ label "enigma-partym"
local addr 192.168.116.16
remote addr 192.168.13.213
multi_label
wire_label inner
pl xform

{ auth_method preshared oakley group 5 auth alg shal encr _alg aes }

p2 pfs 5

}

b. BHEIXEFRINE partym ZHAY ike/config SLIEF -

### ike/config file on partym, 192.168.13.213
## Global Parameters
#
## Use IKE to exchange security labels.
label_aware
#
pl xform

{ auth _method preshared oakley group 5 auth alg sha encr alg 3des }
p2 pfs 2
## The rule to communicate with enigma
# Label must be unique
{ label "partym-enigma"

local addr 192.168.13.213

remote addr 192.168.116.16

multi_label

wire_label inner

pl xform
{ auth_method preshared oakley group 5 auth alg shal encr_alg aes }
p2 pfs 5
}

204 Trusted Extensions BLEFAEIE - 2011 F 12 B


http://www.oracle.com/pls/topic/lookup?ctx=E26926&id=SYSADV3ike-task-24

B EBIRZ IPsec (EEFIEK)

FFiaZ

IR AEMLE TR {E R CIPSO IP EIRAY AH £RP  i&5{EF ESP &I -

i setc/inet/ipsecinit.conf SXIFHIH encr auth algs (M3F auth algs) RACHEL:
iE - ESP SUEA G 1P S 1P 0, {HEEHIE ESP KJE HHIFTE{E S -

{laddr enigma raddr partym} ipsec {encr algs any encr auth algs any sa shared}

i - T DUBHR SIS N B S UE BRI R G - A EHIE P57 Trusted Extensions RGEHY
2RI TEH . 585 (Oracle Solaris BHE . 1P ARSS) Ay F A FHIE P lid B
IKE” B R J5 #2 [RIRERY 77 2B K ike/config SUHF -

WNABE AP E W E AL B IBIiE

I FEAE M D Trusted Extensions VPN {4 ¢ R GE 2 [A] I/ A [ 4 il B IPsec 18IE - i
R RBIEE T (Oracle Solaris B HE : 1P ARSS) HHY“FH T3 VPN B 1Psec {T-5%
[ WA &8 1 F i B FR s BE BB

(BRSNS I 1 B 3T LA R

s 10 I E LI {Z ML - CIPSO IP T 2 FR S (EIXLE LAN F Al I o

= 192.168 T WJETE PUBLIC FR%E FIZ THY BRSNS PILE o JXEE ML AN SZFF CIPSO
IP 22T -

= euro-vpn fll calif-vpn Z[AIFEIRZEE TR DR EREA HE M -

R 2 RIXIE T root At -

?fo% 186 TR AENFMEIZERE (EFFIFR ) "PRERHITRERELUAT
=5

a. 1%10.0.0.0/8 1P MR MNEIFIRE L LIEHRA -
{f F = ALRI CIPSO MRS - PREFEREFRZEVEE (ADMIN_Low £ ADMIN HIGH) -

b. 1% 192.168.0.0/16 IP HILRMZEIFRE puBLIC THITIRE L &R -

fEFTCPRE BB PR o KRR A PRIFIRE N PUBLIC . PR EFEREPRZENE
(ADMIN LOW | ADMIN HIGH) -

¢. 1§ calif-vpn#l Euro-vpn KYTEI[E] Internet BIHIE 192.168.13.213 5192.168.116.16
A INZ] CIPSO AR -

PREBRE PR -

B2 IPsec JB1E -

288 (Oracle Solaris EH : 1P AiR55) FRHY UM ERZE LT (] IPsec f47 VPN HIHY
ORI THAE - R IKE I TEFEH, WLUT ZIRPATAE -
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BB BIRE IPsec (EHEFIFR)

3 BRRZRINE IKE R -
207 (Oracle Solaris B FE : 1P ARSS) HRY“Qal 5 FH Pl 4 = A 2 AR B IKE” YT 72
WHTHRVE. SRIEIEM ike/config XX, QTR FTR -

a. BxEF label_aware~ multi_label #0 wire_label none PUBLIC %1% euro-vpn &
2589 /etc/inet/ike/config L -

ARSI RRUT LN A - S R i -

### ike/config file on euro-vpn, 192.168.116.16
## Global parameters
#
## Use IKE to exchange security labels.
label_aware

#
## Defaults that individual rules can override.
pl xform
{ auth _method preshared oakley group 5 auth alg sha encr alg 3des }
p2_pfs 2
#

## The rule to communicate with calif-vpn
# Label must be unique

{ label "eurovpn-califvpn"
local addr 192.168.116.16
remote addr 192.168.13.213
multi_label
wire_label none PUBLIC
pl xform

{ auth_method preshared oakley group 5 auth alg shal encr _alg aes }
p2 pfs 5
}

b. BHHREIXEFIRIME calif-vpn RLERY) ike/config X -

### ike/config file on calif-vpn, 192.168.13.213
## Global Parameters
#
## Use IKE to exchange security labels.
label_aware
#
pl xform

{ auth _method preshared oakley group 5 auth alg sha encr alg 3des }
p2 pfs 2
## The rule to communicate with euro-vpn
# Label must be unique
{ label "califvpn-eurovpn"

local addr 192.168.13.213

remote addr 192.168.116.16

multi_label

wire_label none PUBLIC

pl xform
{ auth_method preshared oakley group 5 auth alg shal encr_alg aes }
p2 pfs 5
}
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FHEME SRR (ES5I% )

T - IR ] LRI B AL BRI RS H « 5EEK (Oracle Solaris B HE : IP Al
R>> qﬂﬂ’]“@ﬂﬂ“%ﬂlﬁ%@ﬂﬁ IKE”HH I R 5 #2 [RIMERY 77 2B K ike/config SXUHF -

A EM R EREHERR (£S5 )

LTS HIRAEE T n] # B AR Trusted Extensions P& HI{T-55 o

7% 5 BA 5%
ERGMEREVICERTE |RERARZE LWEOSSESEE). 5 207 TUHRY “QUT RS R HIEE LR
BRI - SERSY
HRGFERE N 2 R REBETAEA | 28 208 GRS “QI{T 1R Trusted
P TE. Extensions 4%
WE T2 LDAP B FHIAEEYS | AR LDAP ARS8 M Z P L2 B R L] | 28 211 DU Ay <@k & il S
[f] LDAP Ak 55 4% - il . LDAP AR 55 asi iz

v MARERFREZEOREEES

FFiaZ

MR R GEAREILTAT 2 5 A EHLIE (5 . AR -

WAL T R, I 784 T LG A& M 28 R MR A Securlty
Administrator" (Z2E G ) MAEAF "System Administrator’ (RFEHLG) MAETLL
AT X LEAH -

S ARFHNZEORTERE -
A LA{#F "Labeled Zone Manager” (A FR% XIEHET ) GUI 8 ipadm di % B RN
.

= $TFF "Labeled Zone Manager" ( Bir¥XIHEERE ) - ARWNEEZTEMXIY -

# txzonemgr &

1E#% "Configure Network Interfaces” (ALEMZEEE) - JEAGIRILIXIHM status (IR
&) FIERS e (FED) -

» B(E ., {FH ipadm show-addr A5 % -

# ipadm show-addr

ADDROBJ TYPE STATE ADDR

1o0/v4 static ok 127.0.0.1/8
netd/_a dhcp down 10.131.132.133/23
net0:0/ a dhcp down 10.131.132.175/23
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FHEML SRR (ES5I% )

208

2

FFiaZ

net0 % [IAI{EN. N ok B K ipadn i S HIHE ZEE. 155 L ipadn(1M) FH 1T .
MRFOKRBD . BHEEBR-

a. 7f "Labeled Zone Manager" ( BrEXIFEIEE ) GUIH . WEHEEOLFXARSH
X1 -

b. 1%#% "Configure Network Interfaces" ( BLEMLZEIEO ) -
¢ WHEKEA pown ( KH ) HIFEDO -

d. E#F "BringUp" (¥1/3 ) » AAfFET "oK" (#E ) -
e. B "Cancel" (BUH ) 3 "OK" (#E ) -

MK Trusted Extensions 4%

BRI & R Y T EE E AR TEE I EENL. 7T LU# H Trusted Extensions A1 Oracle
Solaris VT TE o 140, 28t T 1 snoop il netstat Z 2/ Oracle Solaris P £% & i diy
%o HRIFEMEE, B2 snoop(IM) Fll netstat(IM) FM T - HXFFE T Trusted
Extensions @i % 1S UL % D. Trusted Extensions it 71517 -

s HREERBERE [:WEI’JIFH%_ ULEE 151 LR BRI (45512 ) >
s HRPEIR NFS HEIER Jﬂ % 168 TUHRY “Q1AT ik Trusted Extensions H1HY
FER I

AL T 2RI H 78 = o DU A M2 R MEERI A T - "Security
Administrator" (Z2EHG ) fEEL "System Administrator" (RFEH G ) M an] L
FOE XL - HA root A (] LUGwER SCAT -

KELTZBENENETEAERAR—w RS -

a. EEINZ% L . & name-service/switch SMF R % & Trusted Extensions £{3EERY
#-

# svccfg -s name-service/switch listprop config
config/value authorization astring solaris.smf.value.name-service.switch

config/default astring ldap
config/tnrhtp astring "files ldap"
config/tnrhdb astring "files ldap"

b. MIRAREN LEBARERE . FEEEHIEN LRIE.

# svccfg -s name-service/switch setprop config/tnrhtp="files ldap"
# svccfg -s name-service/switch setprop config/tnrhdb="files ldap"
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FHEME SRR (ES5I% )

C.

Hig  AXEEN LEHRh RS TIREE -

# svcadm restart name-service/switch

BEETERPHER. BRNRNXENRCEREEERELEEEN.
i AT R A P24 (5 B2 IER - RIS BV LRHEE S 5 Mg HA =L E
HIFEEULAD - MIEEAEFWNE. 4 tnefg @2 -« tninfo i 2 8L txzonemgr GUI »

BRERE X -
tninfo -t &7 LA AT B A+ /b RS 20 B hras

$ tninfo -t template-name

template: template-name

host type: one Of CIPSO or UNLABELED
doi: 1

min sl: minimum-label

hex: minimum-hex-label

max_sl: maximum-label

hex: maximum-hex-label

BIREIR AR IR AR ERAI E M -
tncfg -t &7 Y LLFAF B R R R L -

$ tncfg -t template info
name=<template-name>
host_type=<one of cipso or unlabeled>
doi=1
min_ label=<minimum-label>
max_label=<maximum-label>

host=127.0.0.1/32 /** Localhost **/
host=192.168.1.2/32 /** LDAP server **/
host=192.168.1.22/32 /** Gateway to LDAP server **/
host=192.168.113.0/24 /** Additional network **/
host=192.168.113.100/25 /** Additional network **/

host=2001:208:3903:200::0/56 /** Additional network **/

RRFEE EAY 1P L FIFTFEE R T 2R -
tninfo -h @74 SURHEE LML 1P itk DL K Fr i 8 1Y 22 B S PR -

$ tninfo -h hostname
IP Address: IP-address
Template: template-name

tncfg get host= ﬁ%i%ﬁl*ﬁﬁf*ﬂ%?%*ﬁ*ﬁ%ﬁ( °

$ tncfg get host=hostname|IP-address[/prefix]
template-name

B RXIEAI %2 K55 O (multilevel port, MLP) -
tncfg -z A LAERE—1THIH— MLP -
$ tncfg -z zone-name info [mlp private | mlp shared]

mlp_private=<port/protocol-that-is-specific-to-this-zone-only>
mlp_shared=<port/protocol-that-the-zone-shares-with-other-zones>
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tninfo -m @ CAE—TTHAI L MLP, 1E5H—1THHI L= MLP - (/705 73F&
MLP -

$ tninfo -m zone-name
private: ports-that-are-specific-to-this-zone-only
shared: ports-that-the-zone-shares-with-other-zones

FL GUI B E /R MLP. 15{# H txzonemgr i % o W ifi X #8. SRf51LEE "Configure
Multilevel Ports" (At 'E £ %50 1) -

3 BEEMAEHNER.

a. EFYEKEMELZLER  SFEATEMEEIESS tncfg M txzonemgr . EHRIE
BIREREE  i5E M tnchkdb % -
B DL R R ARG R internal cipso:

# tnchkdb
checking /etc/security/tsol/tnrhtp ...
checking /etc/security/tsol/tnrhdb ...
tnchkdb: unknown template name: internal cipso at line 49
tnchkdb: unknown template name: internal cipso at line 50
tnchkdb: unknown template name: internal cipso at line 51
checking /etc/security/tsol/tnzonecfg ...

AR TRFRIARM A tncfg A txzonemgr dr S B FEE internal cipso ZEIRMNT -
FHTIEE . 15 R tnrhdo SN IRIG S SRETHEH tncfg m 2 QIR E %
EX YR

b. EERAGERER  FEHSI=-

TE5|1FH, 2 EAEHEERE BB S M E . SMF i3S name-service/switch (&7E
FEAT AR BRI 1A 2 LDAP SR R B &N -

4 WEERHERUEMETER -
a. WREREHEE -

$ route get [ip] -secattr sl=label,doi=integer

BXRIEFMER, ES MrouteM) FM T -

b. EFEBEHHIRERER -
$ snoop -v

v IESU R R EARCKI AN E S BAEREE R o e SRRt AEEAIER . I
A RETR ERE A S RENE . AXRIFIMERE. 1S5 L snoop(1M) FHIT -

« EERARTNMERFHREENY.

$ netstat -aR
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FHEME SRR (ES5I% )

aR IETUE R EE T L 2R -

$ netstat -rR

-rROET RS R T - ARIRAIER HS U netstat(IM) T IT.

v AR E P15 LDAP AR 55 R Y&

TRz al

TE LDAP 55 as EERIRACE % P LI AT BE 20585 % P L5 AR 55 ae it 1Ti8 5 - [AIRE, 1E
F LB BERAC B S AT RE 2 WSS - Z VIR E L AR S R (E A TR A
PUTR B SC A «

TELDAP Z ML E. A7 42 B XIS 2 2SO A
o E LDAP R %23 LA B LDAP AR 5523 W 5K BT X iz RYIZ 42 E AR 2 T IEW -
a. {FH tncfg tninfo HLEFER -

# tncfg get host=LDAP-server
# tncfg get host=gateway-to-LDAP-server

# tninfo -h LDAP-server
# tninfo -h gateway-to-LDAP-server

b. HEREARS AV -
# route get LDAP-server

YRR G E AN IER R L LA B R AR -

WEHFEIE (WHLE) /etc/hosts 3 -
EHIRYGE - %Zﬁiﬁﬁ ST ]« LDAP HizS5 a3 W 5CHT LDAP IR 55 ds L B I7E %
. ATRER 2 HHE LT -

BHEGI . MEREAM RS EE T ARSI Fa]. U1 Lserver /&
LDAP AR Z5e30I %R, LServer-zones ;2 A bR XYL EE 1. 15 M /etc/hosts KA
HIHER Lserver-zones -

INR{EHAIZ DNS , i5HE svc: /network/dns/client IREZHIELE -

# svccfg -s dns/client listprop config

config application
config/value authorization astring solaris.smf.value.name-service.dns.switch
config/nameserver astring 192.168.8.25 192.168.122.7

EFENE , i5FH svecfa @ -

# svccfg -s dns/client setprop config/search = astring: examplel.domain.com
# svccfg -s dns/client setprop config/nameserver = net_address: 192.168.8.35
# svccfg -s dns/client:default refresh
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FHEML SRR (ES5I% )

# svccfg -s dns/client:default validate
# svcadm enable dns/client

# svcadm refresh name-service/switch

# nslookup some-system

Server: 192.168.135.35
Address: 192.168.135.35#53
Name:  some-system.examplel.domain.com

Address: 10.138.8.22
Name: some-system .examplel.domain.com
Address: 10.138.8.23

5 #45% name-service/switch BRZSHHY tnrhdb F0 tnrhtp TR T IEH -

TELA Nt R, KU tnrhdb KT tnrhtp 3o R, X EEEHE 2 B2 Z 00 7 (56 FH B & 1Y
files ldap % MR%% -

# svccfg -s name-service/switch listprop config

config application

config/value authorization astring solaris.smf.value.name-service.switch
config/default astring "files ldap"

config/host astring "files dns"

config/netgroup astring ldap

6 NERLHERSHELEHREETEF.

# ldaplist -1 tnrhdb client-IP-address

7 KERLBELDAPIRS R LEHEE TAREXEAED .

# ldaplist -1 tnrhdb client-zone-IP-address

8 KWEEREUMIRNEITRIRA XIEEX R LDAP AR 528 -

# ldapclient list

NS_LDAP_SERVERS= LDAP-server-address

# zlogin zone-namel ping LDAP-server-address
LDAP-server-address is alive

# zlogin zone-name2 ping LDAP-server-address
LDAP-server-address is alive

9 BECELDAPHEHSIZ-
a. XU . 5SS E 87 MR “E 28 X1 A Trusted Extensions HEIE FHL” -
b. AENERZERXEH , BXIHEZE N LDAP REZEBHE AL .

# zlogin zone-namel

# ldapclient init \

-a profileName=profileName \

-a domainName=domain \

-a proxyDN=proxyDN \

-a proxyPassword=password LDAP-Server-IP-Address
# exit

# zlogin zone-name2 ...
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FHEME SRR (ES5I% )

« EBIEREREFEFHRSZ.

# zoneadm list
zonel
zone2

’

# zoneadm -z zonel halt
# zoneadm -z zone2 halt

# reboot

A LA txzonemgr GUI SRef% (E A PR [X 35
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* o0 g 17 =

Trusted Extensions 0 LDAP ( #EiA )

REAH T AUATE AL E R Trusted Extensions Y & ZE {4 F] Oracle Directory Server {E I
I (Directory Server) -

w5215 TIHHY “7F Trusted Extensions H{# F fy 44 AR 55>
w5217 TUHY “7E Trusted Extensions HH{# ] LDAP w7 % i 5%

1% Trusted Extensions T {65 Z IR 5%

N T EEHE % Trusted Extensions RIL— ML A SEELR 7« EHLRTINES 8 1419
— M, TEA—AGERE RS KL HALER

H o svc:/system/name-service/switch IRE5fE B{HEH @ 4RSS - LDAP 2#EFH T
Trusted Extensions YT % AR 55 -

Directory Server A DL Trusted Extensions il Oracle Solaris 2 F /LI LDAP i 44 Iz

57 o VMR FTar /B, F Trusted Extensions M 2er 2344 )7 » Trusted Extensions

%5 o MRS AL E d W& E . I H d L
WS — A % i LR B S5 A - 20 28 P DUE AR GelC B 11 R4 1€ % 2 i
1o

Trusted Extensions & P > 7] {5 [0 28 #4522 45 M1 £1] Directory Server : tnrhdb I tnrhtp o

s KAE Oracle Solaris {# ] LDAP @ % AR SHIE R 1ES UL (Oracle Solaris
Administration: Naming and Directory Services) -

» {55, JyTrusted Extensions L E LDAP ({£55) Hi/red 1 AT E M T Trusted
Extensions Y Directory Server - i) ! [l & Trusted Extensions f/J Directory Server
fRE, Trusted Extensions %t A] LA /Y Oracle Solaris Directory Server F% 7 #l. -

= 5 87 TUHHY “BI % Trusted Extensions LDAP & P HL”HI /44 7 WA 1% & Trusted
Extensions Directory Server 1% J 1]l -
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£ Trusted Extensions I {F A fr AR 55

i - it B A Trusted Extensions i RZANGERK 7 NIS FEHLAIZ FHL -

Z B I8 HY Trusted Extensions 3 2%t

Rk ERE A ARSS WS UL ERAT T~ RGURI MR E (S SAERT
ﬁ&%éﬁii@ﬁﬁo WRAE—D RGBT RATES WAEFTE RS SR Y 5
%

TEAME B Trusted Extensions %% . 7E /etc~ /etc/security Fll
/etc/security/tsol HRHI S ILERF R -

Trusted Extensions LDAP £3E &

Trusted Extensions #/ f& T Directory Server FIFEZU RN tnrhdb 1 tnrhtp £
J# o Trusted Extensions & 3. T M HT/ETE (ipTnetNumber Il ipTnetTemplateName) - LA
Zﬁﬁﬁﬁ\%ﬁE@X¢§§§§ (ianetTemplate*ﬂianetHost) °

J&MERE ST PR -

ipTnetNumber
(1.3.6.1.1.1.1.34 NAME ’'ipTnetNumber’
DESC 'Trusted network host or subnet address’
EQUALITY caseExactIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

ipTnetTemplateName
(1.3.6.1.1.1.1.35 NAME 'ipTnetTemplateName’
DESC 'Trusted network template name’
EQUALITY caseExactIA5Match
SYNTAX 1.3.6.1.4.1.1466.115.121.1.26
SINGLE-VALUE )

XREE LT AR :

ipTnetTemplate
(1.3.6.1.1.1.2.18 NAME ’'ipTnetTemplate’ SUP top STRUCTURAL
DESC ’'Object class for Trusted network host templates’
MUST ( ipTnetTemplateName )
MAY ( SolarisAttrKeyValue ) )

ipTnetHost
(1.3.6.1.1.1.2.19 NAME 'ipTnetHost’ SUP top AUXILIARY
DESC ’'Object class for Trusted network host/subnet address
to template mapping’
MUST ( ipTnetNumber $ ipTnetTemplateName ) )

LDAP 1 cipso HHE SCRLT LU A -

216 Trusted Extensions BLEFAEIE - 2011 F 12 B



£ Trusted Extensions A {£ F LDAP @5 & AR 55

ou=ipTnet,dc=example,dc=examplel,dc=exampleco,dc=com
objectClass=top
objectClass=organizationalUnit
ou=ipTnet

ipTnetTemplateName=cipso,ou=ipTnet,dc=example,dc=examplel,dc=exampleco,dc=com
objectClass=top

objectClass=ipTnetTemplate

ipTnetTemplateName=cipso

SolarisAttrKeyValue=host type=cipso;doi=1;min_s1=ADMIN_ LOW;max_s1=ADMIN_ HIGH;

ipTnetNumber=0.0.0.0,ou=ipTnet,dc=example,dc=examplel, dc=exampleco,dc=com
objectClass=top

objectClass=ipTnetTemplate

objectClass=ipTnetHost

ipTnetNumber=0.0.0.0

ipTnetTemplateName=internal

7£ Trusted Extensions 7 {# F LDAP 7 &R 55

TE Trusted Extensions {1 Fil LDAP @iy % AR 5519 77 1 5 7E Oracle Solaris & Pl LDAP i %4
ARSI 77 MR - FHEZESEAG SRR, FERHEE TS EIEHE RS E TR

= GRMAG LDAP B & SRS, 155 L (Oracle Solaris Administration: Naming and
Directory Services) HEE 13 & “LDAP Troubleshooting (Reference)” o

EXZ AR AR P HLEIR S5 LDAP ﬁi&ltﬂ% PETEOEHERR . 5SS IR 211 T
Y “anef AR % P LS LDAP AR S5 as iz 2>

» AL LRSS A LDAP i@ﬁ?l'ﬂﬂﬁﬁﬁﬁﬁﬁ?ﬁ%: 155 WL (Oracle Solaris
Administration: Naming and Directory Services) H1/J55 13 & “LDAP Troubleshooting
(Reference)” »

= FEURCKRHE LDAP Z LAY LDAP 55 H . HHEA -

$ ldaplist -1
$ ldap_cachemgr -g

= HEIRCRHE LDAP RS5#509 LDAP 55 H . 1EH#EA -

$ ldap_cachemgr -g
$ idsconfig -v

s Z5|H LDAP EHRI N, 1EHEA

$ ldaplist -1 hosts Long listing
$ ldaplist hosts One-line listing

»  Z5IH LDAP ) H {5 E M (Directory Information Tree, DIT) HEE . 1HHEA :

$ ldaplist -1 services | more
dn: cn=apocd+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com
objectClass: ipService
objectClass: top
cn: apocd
ipServicePort: 38900
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7£ Trusted Extensions A {# F LDAP @5 & AR 5%

ipServiceProtocol: udp

$ ldaplist services name
dn=cn=name+ipServiceProtocol=udp,ou=Services,dc=exampleco,dc=com

o EEIREFHL R LDAP BRSSIPIRES, iHHEA -

# svcs -xv network/ldap/client
svc:/network/ldap/client:default (LDAP client)
State: online since date
See: man -M /usr/share/man -s 1M ldap cachemgr
See: /var/svc/log/network-ldap-client:default.log
Impact: None.

»  FEEIHIE L LDAP &AL IEHEA -
# svcadm enable network/ldap/client
# svcadm disable network/ldap/client
= %ﬁ: Oracle Directory Server 1M/ AR ERIRA 6 B 7 FHS BhH11% 1E LDAP fR558% . 1E
A

# dsadm start /export/home/ds/instances/your-instance
# dsadm stop /export/home/ds/instances/your-instance

» ZE Oracle Directory Server 1M FRE{FHIRRA 6 B¢ 7 HE BhAI1F 1EACHE LDAP AlRs
ar THBEA

# dpadm start /export/home/ds/instances/your-instance
# dpadm stop /export/home/ds/instances/your-instance
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* o0 F 18 =

Trusted Extensions F B9 % 2 BB 4 (
%y

KBS TECEH Trusted Extensions 1 &% 12212 S HIMEHE-FEF -

w58 219 GUHREY “Z IR AR 55
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F WL AT ERL
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HIMITEX
BxRIEMER. BES I (Trusted Extensions FH P $8/) HHY QM 7 &/ MR N s n L
PEIX”

I TR X AR E R B iz dn S RIFTEN AR 55 22 A IR RIARE: -
AXRIFMER, HS U (Trusted Extensions F FHERT) HHRH“QfA B i TAEXARZE”

TE X FTEEI T FTENHLAIHSE -
a. EXIEHAFRE . %mi8 CUPS FTENARSS25ECE X 14 /etc/cups/cupsd. conf o

R AE R B E L E R TENAR S RIS S FTEIL -
Bian. LUN AL G A A PR R L

#CUPS-BANNER for INTERNAL print jobs

Show job-id job-name job-originating-user-name job-originating-host-name job-billing
Header CONFIDENTIAL : INTERNAL USE ONLY

Footer CONFIDENTIAL : INTERNAL USE ONLY

Image images/cups.png

FER L an -

$ lpadmin -p printer -0 job-sheets-default=labeled,labeled

ELER AU FT B REST BN DXIBARZE R (AL -
MRXFTEDHL -

E-HT2eERE,. BEAEHPR ADMIN HIGH B¢ ADMIN Low ) SCAE7EFT Bl Hi il (F S F
FTEN ADMIN HIGH. Z{#FH 1abel encodings S HA4HAY &% i GBI bR A X 18] A bl TR e
B TR E R -

Ll root S FI—RH 7 B PUTLLT 03K -

a. NS 1TFTENSisc AR 15 -
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c WEHREITHRRIEM.
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v NMABL B 2R AFTENAR 528 B HFTENAN

FFiaZ

FH Trusted Extensions ¥] ElNAR % a8 & FERYFTENML S TEIE SCTT ~ bdi TR R T _EFTENFR
%5 o IXFERIFTENAIL AT CAFT ENAL 4T ENALAR S5 2 AR5 TR BE O ARl o /T LU [RIFT B
%%%E"]Eﬁ Trusted Extensions fm%‘l‘ﬁf U\ﬁﬁﬁ ﬁﬁ%?ﬂﬁﬁﬁ%%ﬁ%ﬂmm °

fifi € Trusted Extensions P8R FTENARSS &8 « 1B AU ILFTENHLARSS 28 |2 B X ig
[ "Security Administrator" (Z=E G ) A

B ERFTENARS 2R iR O 515/tcp BEE2BXIE . BRAZRAITED

# tncfg -z global add mlp_shared=515/tcp
# tncfg -z global add mlp_private=515/tcp

TE M FTE RN T ENHLEYHHE -

# lpadmin -p printer-name -v /dev/null \

-0 protocol=tcp -o dest=printer-IP-address:9100 -T PS -I postscript
# accept printer-name

# enable printer-name

AEEEHTER S [ SSTENEERRERFLRE

$ lpadmin -p printer -o job-sheets-default=labeled, labeled

4N ADMIN_Low | ADMIN HIGH B FT ENHLARZE YT RIS B MHTENHL AT #2521 WIFR
Al E ELTERK -

ERFITEHHENEREXGH . BEEFTEIN -
BRI IEY all-zones IP Hikik FH{EFTENAR %5 25 -

a. Plroot HMEREBIREKBAKEEHE -

# zlogin -C labeled-zone

b. EENEREXIEF I /etc/cups/client.conf X -

O B 2 R XY cupsd ~FAPERE LUSEEIATENAR S5 - (BBt SO A& 4T
EIAR S5 s # PR B 1P Mtttk - B RACESFHIER . 155 L client. conf(5) FHIT -

¢ FNEEHTENHLIRE HEREFTEIHL .

# lpadmin -d printer-name
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$ lpadmin -s printer
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b. ARINXFFTENHLATIIE] -

$ lpadmin -s printer

» REREXEBEEAEREMRRIFREXEIHEFTEI .
# DR PR AL 58 2] -

a. TEXLEIHEFTENNEIR S L o 7&3B "Security Administrator" ( Z2 B8R ) A
fa.

b. BAEILEXMNFEEELABTHREXEFIRE -

¢ RINITERZITFERIRE XIEAFTENAR ZEZ R TENHLAYA ) -
$ lpadmin -s printer

o CEEREXIEEEAERTIREITENRR F23 5 R FTENL
X3 BRAS 0 5 4T EN R 55 2R AR5 58 2 M 1A] -
a. TERLFIHEFTENNEIR S L o 3B "Security Administrator" ( Z2 B8R ) A
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b. HHAEILERHNFREEABRERBAIRE
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$ lpadmin -s printer

2 KFTEDAL -

F-TeeFEE, BEEEMERS ADMIN HIGH B ADMIN LOw Y SCEEEFT Bl g 1IE S F
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PASEERTT (R
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= ITENRRSS 2R » TR IEARRRITED -

% lpadmin -p printer -o nobanner=never

I IESC TR EARE o
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% lpadmin -p printer \
-m { standard | netstandard | standard foomatic | netstandard foomatic }

FEELFT A T _EREAS HERRE: -
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JIFTENAR 55 248 E FCAR B RIIRIR -
HRIFAMER, 2 UL 192 TR QAR ENLAS NS 22 AR5 -

WEFE— PR DIZARE TAERIR P AT DURHT ENE AL 4 56 BIFT EN AR 55 45 PR 251 Oracle
Solaris ¥TEIHL o FTENY IR AHRE,  HARE TN R TR A Z4TENE LA —FR 2 -

B EITEME L & X AR ERIFTENANL

X8 A A% A FH B S 3E A 4T ENBITCARZE R TEINL « EOREI . Hiadh g 5 A
G5 A A D TS A e 78 AN 4T ETBR A SRS

E B 51 Oracle Solaris T E[1AR 2% 28 5 € TEFRZE EHLRAURING - 7E6] 16-5 HX 1%
BT T A4 BT PRS2 PUBLIC FTENHL pr-nolabell EJERE ST ENAR 2%
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o MRIESTENHLARE, (El TR B A REE AR E T - PRI E S Z2EE .
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It F2 BT BF 1F Trusted Extensions F1EHL R ATE $TENENTEFT ENVENV AU 1E SC T F A 45
Al VLARE -

T AA 22 R X HY "Security Administrator” (Z2EH ) A -

Y748 /us r/lib/lp/postscript/tsol_separator.ps X5 -
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Tz HI

FFiaz

EE%E/PageLabelE@ﬁ?ﬁio
LT
%% To eliminate page labels completely, change this line to

%% set the page label to an empty string: /PagelLabel () def
/PagelLabel Job_Pagelabel def

iE- ﬁ Job PagelLabel E@E"]ﬁﬁ'ﬁiﬁfﬁﬁﬁﬁﬁx [A] -

1% /PageLabel FIEEMA—XWZHES

/PagelLabel () def

M (%5 E A P AT ARG TR &5

Ik FEEFZ AU P 8l (0] LATE Trusted Extensions ¥ EIHL_EFTENENL . {HE1EL T
FOTHER RIS E# A bR% « X Al LATEE | TAERY AT A PR R TThR S

A 2/ KR "Security Administrator” (Z2EER ) M-
WE R IVPEFTEN R B TUARERY(F AL

R LR PRI B TENIR B TR AL -

JIBREER] FOMI A 145 % B4 "Print without Label” (JCFRZSHTEN) FAUIRRACE S
e BXRIFMER. 1ES UF 133 TUHHY QA GIEARAD & S DUSEELT R -

ErRA P ARER paSRTITENMEL

% lp -o nolabels staff.mtg.notes

AT A5 E F P RS RIAR AR DT RS R T

T B 25 X HHY "Security Administrator” (ZREFER ) M-

EE B FE "Print without Banner" ( TLARERFTED ) IBAHINRECE ST 15 -
PR B SCHHE E 4 A TR B bl TUR s B TR TR 0 T HTENRY S P e (.

HRIFAMERE . HZ UL 133 TUHPRY Qe G AR AL B S USRS (#2400 -
ERAPRBEER paTRTITENEL

% lp -o nobanner staff.mtg.notes
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ez E

w51 19-2

WN4A]{sE F§ A AT LA 7E Trusted Extensions F3TEfl
PostScript 315

WA 2 JR XA "Security Administrator” (ZREH ) M.

ERUT=MAEZ— R FTTLFTED PostScript 3T :

» EEZRG LS PostScript ¥TED - 1E1ER /etc/default/print X5 -
a. BB /etc/default/print X1 -

b. ALITERE :

PRINT_POSTSCRIPT=1

o REXHHRAMES -

o ERWETER P ANRSEFTED PostScript 34 » 1B1&X /etc/security/policy.conf 3L
o

a. &P policy.conf 3§

b. &N solaris.print.ps Z .
AUTHS GRANTED=other-authorizations,solaris.print.ps

o REXHFHRAMERS -
» EFERAPSAEFIUMNEMRSGITED PostScript X4 » B AXLER R ERHEE
HRYIRAL -

R 45 solaris. print. ps SANHIBCE SUAF P EC 4 XS MR 8 - SR TR S
B 165 WA 133 TR <Y G AR BC B S DUSEER T B A -

MW ZR G PostScript ¥TE

FELUT R 2 P B ELR A LB AR S5 uh2U RO LA puBLIC ARZEHR(E - RGTEH
AL TSR BIh7 AT DLAT EX L 32

REMHAIERS FAIE T /etc/default/print S - %X EA —1 M PostScript
SAEFTENRIZEH - BRI P 5% Print Postscript $24-

# vi /etc/default/print

# PRINT_POSTSCRIPT=0
PRINT_POSTSCRIPT=1
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£ Oracle Solaris %% [ Al IE 4 AL FIFEZAMLHIR R & - BEEN T, — AP
TCH BN EI A5 AR o BLE S Trusted Extensions TIHEERY R 5t K [ Oracle Solaris
OS IR & LRI HILH] -

B2, BEEN T, Trusted Extensions %KX 75 7E /AL 5 A RE (6 FH H: ELH P 3RS 5241
[EA B - AN, REDZIRZERY o Trusted Extensions JJE FE FFEHE T FHE
B SR A P AU (graphical user interface, GUT) » F F {5 F 12 77 T o 73 Bic 1%
%

i¥ - 7F Trusted Extensions H1, A JCIE{#H FH allocate fll deallocate i< « FH T L/ fH
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Device Properties: audio0

Details
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Type: audio

Min Label... admin_low
Max Label... admin_high

Clean Program:  /etc/security/lib/audio_clean

@)= =

Device Map: /dev/audio /dev/audioct! /dev/sound/0 /dev/sound/Oct|

Allocation
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Allocatable by: { Authorized Users |: J
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AR EE R, 1EZ LS 103 TR “Trusted Extensions FHIFR S 4 B 28 o

b. IRERKIRE
HL; "Max Label..." (BRABRE...) 25 . WAREEE AR HEFFE— DR AIRZE -
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Device Properties: audio0

Details
Name: audiol
Type: audio

Min Label... admin_low
Max Label... admin_high

Clean Program:  fetc/security/libfaudio_clean

@)= m

Device Map: J/dev/audio fdev/audioct! /dev/sound/0 (dev/sound/Oct!

Allocation
Allocation from: (® Trusted Path () Non-Trusted Path

Allocatable by: { Authorized Users | : J

= Authorizations:  solaris.device.allocate

Not Required 2 |R£-quired E
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=
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<< Remove
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Help Cancel oK.
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i. IZERNMRE
B "Min Label..." (5/IMr%...) &5 o MRZBAE R eSS EE - NM/IMr%E . §
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Device Name: audio

For Allocations From: Trusted Path
Allocatable By: Authorized Users
Authorizations: solaris.device.allocate

Device Name: audio
For Allocations From: Non-Trusted Pathh
Allocatable By: No Users
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domain-suffix. domain-prefix.optional. : : : Company Header: :help=Company.html
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ININFTRIIRINEE -

I, AT — DA ERBId, NT T B, XHTEHIT T80 - SRR
grant AL, B EFE B O RERSHE EHTRIIZAL -

domain-suffix. domain-prefix.grant:::Grant ALl Company Authorizations::
help=CompanyGrant.html

domain-suffix.domain-prefix.grant.device: : :Grant Company Device Authorizations::
help=CompanyGrantDevice.html
domain-suffix.domain-prefix.device.allocate.tape:: :Allocate Tape Device::
help=CompanyTapeAllocate.html

domain-suffix. domain-prefix.device.allocate. floppy:: :Allocate Floppy Device::
help=CompanyFloppyAllocate.html

REXHF KA B -

WNSR1E{EF LDAP {E A dr B ARSS - EE#T Oracle Directory Server 1Ml (Directory Server)
FHEauth_attr£H -
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H3rr.

Newco.html
NewcoGrant.html
NewcoGrantDevice.html
NewcoTapeAllocate.html
NewcoFloppyAllocate.html

RJE . BHLOE auth attr S newco . com HIFTA AR Bl — M1l -

# auth attr file
com.newco. : : :NewCo Header: :help=Newco.html

TR EHE R SRR IR H

com.newco.grant:::Grant ALl NewCo Authorizations::
help=NewcoGrant.html
com.newco.grant.device:::Grant NewCo Device Authorizations::
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help=NewcoGrantDevice.html
com.newco.device.allocate.tape:::Allocate Tape Device::
help=NewcoTapeAllocate.html
com.newco.device.allocate.floppy:::Allocate Floppy Device::
help=NewcoFloppyAllocate.html

fErflh, A TET R, W{THIT TR -
auth attr R HAIEE T LU F AN :

T TS NewCo ALY
T 7 NewCo X & AL
F T 53 B i AL 3240

FH T3 Be i 23 X B R O 52 AR

B AME R FNIEAME BRI IEAL

FREE T "Allocate Devices" (/3 HCIXE ) AU IS BAZ R ] (5 B8 A2 9N T 2
fil

TE N ERREI 3 2 4 RS ZOKR I FE CD-ROM 73L - LB PR A Al T
com.someco.device.cdrom.local $ZAX - 1ZIZBUEF T4 F il {5 #8412 73 B HY CD-ROM 4K
L¢3 - com.someco.device.cdrom. remote fZAUER T/ DECH . AT DALE AT {5 #4251
4l CD-ROM YR B &5 -

L E P GO B S - AR NS auth_attr BRI < FHZAURINENL &, A5
R A E TAREC B S - B B SR E 4 R vr o O s i - o

= N auth attr BEESE -

com.someco. :::SomeCo Header::help=Someco.html
com.someco.grant:::Grant All SomeCo Authorizations::
help=SomecoGrant.html

com.someco.grant.device:::Grant SomeCo Device Authorizations::
help=SomecoGrantDevice.html
com.someco.device.cdrom.local:::Allocate Local CD-ROM Device::
help=SomecoCDAllocateLocal.html
com.someco.device.cdrom.remote:::Allocate Remote CD-ROM Device::
help=SomecoCDAllocateRemote.html

» [ HJE "Device Manager' (% #EHAs) /AL :

"Trusted Path" (A[{5E&1%) VP F 785 Bl AL CD-ROM 4K 5f &5 i {5
"Device Manager' (IX#&EFIEE) -

Device Name: cdrom 0

For Allocations From: Trusted Path
Allocatable By: Authorized Users
Authorizations: com.someco.device.cdrom.local

"Non-Trusted Path" (JEF{EE41Z) ARUFH A allocate 2 ZFE D HELILE -

Device Name: cdrom 0

For Allocations From: Non-Trusted Path
Allocatable By: Authorized Users
Authorizations: com.someco.device.cdrom.remote
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»  FEEAIRECE SRR HE

# Local Allocator profile
com.someco.device.cdrom.local

# Remote Allocator profile
com.someco.device.cdrom.remote

o NIHGEIE TR A P AR B S

# List of profiles for regular authorized user
Local Allocator Profile

# List of profiles for role or authorized user
Remote Allocator Profile

v U{a] 7E Trusted Extensions FA IG5 E Tk m BUIRBUR

ez &
FIaZ Al JELUE "Security Administrator” (ZRE R ) M, 57 ZHE A "Configure Device

Attributes” (BB IZFEM:) BAIAE  EOEAE TR Tuh S e
5 247 TUHRY “anel QST X SRR AT IR -

1 BT 241 5T AY“FN{ATLE Trusted Extensions P EL B 1% &3 78 -
a. EFE—NEEZHMITBERAEIPAIZE -
b. B3 "Administration" ( EIF ) 3241 -

c. B2 "Authorizations" ( ZH ) #%%4 -
Hi AU RTE "Not Required” (FELLTF) FIIFRH -

d. EHIEEURINEZLA) "Required” (5 ) FIFRH -
2 EREFEY. FRETF"K" (HWE) -

v AR E IR & IEW

"Allocate Device" (/AL ) FAULIFR 0B 1% %5 - "Allocate Device" (43Afi%
) ALK "Revoke or Reclaim Device" (HUFHEL RIS ) RAGEH TEHEME .

FazE LG EA 2RI "Security Administrator” (ZREHA) M.

WRIAWEEXEAGEH . 2B H 6] IR E S - BXnfl. B5 0
2 133 TUHPHY “qrqe] G SRR AL B S DLSEER T (R A o
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T 21-4

HFAFIEEE A "Allocate Device" ( HELIRE ) BRHINPRELE X1 -
HERZEZRVELTE, 520 (Oracle Solaris EH : 2RSS FHRY QI 56 2 FH 1Y
RBAC JE1#” -

DL ANBR A & S-S A e ] DL Bl i 75

"All Authorizations" (71 %Y%)

"Device Management" ({%&EFE)

"Media Backup" (/M &)

"Media Restore" (/TfEkE )

"Object Label Management" (X ZAREETH)

"Software Installation" (ER{f27%% )

LT AP B S P36 15 A B T LU s m i s

= "All Authorizations" (FFE#ZAN)
= "Device Management" ({%&EFE)

LT AP FiC S P36 15 A B T DL 1 B B 1

= "All Authorizations" (FFE#Z4Y)
= "Device Security" (& %4E)

IEEFRNIZ F I

TEARGIN . 2B GUON ARG BRI AL R S B A A SR e A4
ELAMERF o B HIT LT R(E

1. 258 247 TUHE QAT GIEHT IR 8 A0 HR T A B8 11 & 1524

2. {E "Device Manager" (X HEER) . FREHTIIIR & BRI IR LR 9K 5h

[=1=}

ar
3. BHTIAVE T "NewCo Allocation" (NewCo /0L ) FURALE SR

4. ¥ "NewCo Allocation” (NewCo 7}C ) FFRMACEL {8 N B AN 73 HL el A AL
ELANEh 0 P A R E SR

RFE, AR P RN G T DIE I R 58 B ML B X shds 1 -
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Trusted Extensions 1T ( LA )

KBS T Trusted Extensions T B #THE 8 1HIHEE -

w53 253 T “Trusted Extensions Fl1H# 1
w5253 TIHHAY “Trusted Extensions HH Y A A (2 - { TR 1145 R
w55 254 TIHH[Y “Trusted Extensions # 1T 5%

Trusted Extensions F1&E it
TERC & A Trusted Extensions ${FHI RS |, Bl B A FE B LT 77722 5 TE Oracle Solaris
A FEEMEEESE AT . A, FE N —LER.

» Trusted Extensions X /F A1 R GEHHER I HH T2 « WP EAF B TE SRR H T SR
i .

o AESGEXEEE HAER PRI E root K -

= Trusted Extensions HH{# FH "System Administrator" ( REEH ) F "Security
Administrator” (Z2EHG) XMW R EFE B H I .
LR BRGNS T A DL AR RS € T Ol s iy AR B BT - RGUE P BT
HAE T SR = 20K, gl E MRS E . HFREH IS

Trusted Extensions FHH B BHITHITEIE

Trusted Extensions B 1T 2 KT 5 Oracle Solaris OS FAHFRIRHL - A = H 1
G5 50 (Oracle Solaris B . %4Mli%) HIF 27 % “HLUIF i«
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ATFHEITEEBHABIRE
£ Trusted Extensions F1. # i 2& A AT
»  root AP FIBPRACE SCHHEE R IHIRE . RS (Ul audit warn fif]

ESI
= "System Administrator” (RECEBLG) i (0 1B A7 RATRA BRI - %A (00
ATR B IO

» "Security Administrator” (ZREFLR) MAEREFITABHELEFT - WIRIKER
BAJE I SE AR 64 TTHHEY “UIMAT /£ Trusted Extensions HH A% "Security
Administrator" (Z2EH R ) AEOOE T iZ/A 6

E-AGCF L2 EH A ETUERN BT R SEE - A, RTS8 LR A H]
AR E AL KA HAE - WREEA LR, RICERM BN B RG22 HIT

s BE S ECE B B TCAR I B RO I RO 2 2 T O ST P o B U IUE
Wi, DA E R S ERR L 2T -

Trusted Extensions PRI EH 1T 5

£ Trusted Extensions HHC &A1& # 11 1Y F2 5 Oracle Solaris HHY I FRANFH A A

[d] o« 7E Trusted Extensions H1. B UL B 7E 2 R XA HIT o T AHD B 2 X 1

1t HITE 2 R X EFTE bR % X g b skl B p 77 206 P B ER TR L - B s S

HRRIPR SRR S EH IR .

w  FRE MR AR E T Trusted Extensions B # 11 %M windata down Fll
windata up-

» REFEIFCRN. REEHEANIGRESEFFINCR . AXELZEER. 5201
auditreduce(1M) FHTI -

Trusted Extensions B it %

Trusted Extensions #X {4 [7] Oracle Solaris FHESIIEE T2 « B 1FE4F - H1HS RFIE 1T SR
ﬁlﬁ ° %ﬁﬁﬁﬁ%ﬁﬁ?ff@%&b@ﬁ%‘: o TEH—?T ﬁﬂi@!ﬂ"] Trusted Extensions W
B XA P B HE % -
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E22-1 HIRERG AR D 5

header &hH# header 4
arg £h# subject $h#
KRS hE [H A% h#]

subject £H# slabel $h#

slabel £h# return $h#
return $h#

Trusted Extensions BT3¢

Trusted Extensions [] Oracle Solaris s Il X & [T H 1138 o jXELRAITE
/etc/security/audit class X . HREIFEWELZELE, 1550 audit_class(4)
FHT

X iR S5 as B 1T EARARHE DL T hRvERL gt 2 X se e

»  xa— 2R IIX X ARSSERAI VI RIRRRE . BI X 2 P LR X 2% 7 LT R -

»  xc— AR QI B EEEON IR S5 AR X R T o A0, 1ZEX Createwindow()
T

w xp— ZRE AU R TR o AR IR B R AU E A - il 24—
MNP WL E S — N Z PV E DR Bt ChangeWindowAttributes()
PHTHEE - ZEREIEEHEHIFE. U setAccessControl() o

» xs— HEEEMEFEEER, KEELFIFRTE & AR SRR A2\ F P LR A X EE 1R
B %R BB T T - FId. Q5% cetImage () HHTH/DRAN T TCIE N
TR B AN 2R [B] Badwindow £ 1%
N 4 BRSO BB L TR B o QISR AR T xs FF, HIFSHR SR
W RICE

» xx— ZRBEFERE X #HIFE

Trusted Extensions & i1 &4
Trusted Extensions B {4 [ RGN T #H1FEHAF o BraV & T A RLX SEH AT i #

TIRFITE /etc/security/audit_event SUPFHT - Trusted Extensions FUET i SR H T
9000 110000 Z [A] « HRHF U HMFIELEE . 152 I audit_event(4) FHIT.
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Trusted Extensions B5iT4 &

FRAFZFREFHH T Trusted Extensions A8 MME| Oracle Solaris BB 114
4o audit.log(4) FHMTTHFIH T & REE L -

%221 Trusted Extensions i {4 %

LhEBIR EHA

% 256 TUHIN “label &% BT

£ 256 TUHIY “xatom £ J#” X & HJFRFFRIA

% 256 TUHY “xcolormap 2 F#” X &HOBEER

5 257 TUHPIY “xcursor & R X & bR R

5 257 TUHIY “xfont £ hE” X & HFERER

28 257 TUHIY “xgc S H” X & OEE ETER
5% 257 T “xpixmap £ hE> X & OB EMmEHE R
% 257 TTHHY “xproperty 2 h4>” X & HEEREE

3 257 TUHI “xselect 24 X & OEHEE R

5 258 TTHIY “xwindow % h&” XHOMEDER
label %" h#

label S WAL & — MRS -
label 4 praudit -x i< TRAT -
<sensitivity label>ADMIN LOW</sensitivity label>

xatom £ f#
xatom & FEFRIN X JR T o

xatom F R praudit M ToRATT -
X atom, DT SAVE MODE

xcolormap £ h#
xcolormap T EH REFERMAMNEE . BIE X RESHERRAFMIEEWHF ID.

xcolormap % H praudit < TR

<X_colormap xid="0x08c00005" xcreator-uid="srv"/>
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xcursor S h#
xcursor VA EEFIAMERAGE R, B X RESESIRRATMAIEENH ID-

xcursor & praudit a5 S WA T -
X cursor,0x0f400006,srv

xfont $h#
xfont SR EHFFAERNEE, i X RSSMRFTHGIEEWAP ID .

xfont R praudit 7 ToRATT -

<X_font xid="0x08c00001" xcreator-uid="srv"/>
xgc S h#

xgc T EE X X & ONEE LT 3XER -
xgc PR praudit iy HRUTT -

Xgraphic context,0x002f2ca0,srv

<X_graphic_context xid="0x30002804" xcreator-uid="srv"/>

xpixmap % f#

xpixmap ¥ HUVEEGH XAGRBEHERNER . B X RS R IR Al AP
ID-

xpixmap &R praudit -x ap S R F -

<X_pixmap xid="0x2f002004" xcreator-uid="srv"/>

Xproperty L h#

xproperty LS HRE HNSFIEMEAGES . W X RS ESIRRRT - GIEEEKH 1D
PLR SR F BT -

xproperty % H praudit dr < ERI R -
X _property,0x000075d5, root, MOTIF DEFAULT BINDINGS

xselect £ k&
xselect ¥ EETEG L 2 MR BhR0EE - AR ELEE — A BE @ NS S W 719 7
M—NEFrr .

xselect & praudit df < WA T -
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X selection,entryfield,halogen

xwindow £ f#
xwindow % FEFR IR X AR S5 M AIEEE A P ID -

xwindow % FEHH praudit @i % TR AT

<X_window xid="0x07400001" xcreator-uid="srv"/>

Trusted Extensions 51T 3R E&1EIN

Trusted Extensions [A) B A 19 87 1T SRM& 5 I AR 0 7 R N1 1R L SR a2E T

$ auditconfig -lspolicy

windata down Include downgraded window information in audit records
windata_up  Include upgraded window information in audit records

Trusted Extensions X it ar S I &

auditconfig-~ auditreduce l auditrecord M #F1T 7§ Fe LA P Trusted Extensions 5

o -

» auditconfig @i ¥ ELHE T Trusted Extensions i i1 iM% . HXRIFHER. ES I

auditconfig(1M) F/WTT -

" auditreduce i PVUNHN T - VLT, HLURIERZ S IEICR - AXIFHER. 155

auditreduce(1M) FHTT -
= auditrecord Mm% 4E I Trusted Extensions EFlﬁ“%ﬁ:
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Trusted Extensions FEIEEHEIE ( &% )

KBS TR E A Trusted Extensions 1 R SE_E AR =7 LA ERY T Rz
1T

151475 N2l Trusted Extensions

A INE] Oracle Solaris & GEMTATE A, AR WIS N EIBC & Trusted Extensions i &
%o WA, BT LS N F Trusted Extensions API FUFEF o BHEREAS NS Trusted
Extensions 7 %t 5 BN N RZ1T3E 422 R X 31 Oracle Solaris R GE £ AL -

E Trusted Extensions ':F' ) ﬁzr‘?@ﬁﬁgﬁ:é% [Z@Z':F' ) @Qﬁﬁ%giﬂﬁ ':F' E"Jéﬁﬁﬁ F' ﬁ
H o BXREAEEMXIEIEAEE . 152 0. (Orace Solaris 2 : Oracle Solaris

Zones ~ Oracle Solaris 10 Zones Al FTIRE HE) HFUEE 24 T X T2245 T X HY Oracle
Solaris 11 & %4% 1 H Bh 22/ -

£ Trusted Extensions 35 i |, RGE T ML 2EH A A TVERZRERIF . 228
B GO RAEAS IS A3 T PEAS . DUAE @ B & 2 2RI « W77 R AR A
ABERK 21T, N "Security Administrator” (L2 ) MAERINZEFIH P HEE
FH N FI A PR AC & S -

AT FEBR A I 5 A7 AL - B "Allocate Device" (7 EC1RAT) ALK 7 AT LA
MATRERRA T I 5 A B 5 B - PE T RE LI PTHUT RS - — R P HBETEZ A P i
GV I IR 5 AR -

"System Administrator” (RGUE L) A A ST N2 2 E P S RLERITR P -
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Oracle Solaris 3 {5BIZ £ H H

Trusted Extensions {# [ 5 Oracle Solaris —FERZZ 2L o X EERLHILES -

TR — ] LR EANFEFI AP BERERN . §RBENIEER. 1520 (Oracde
Solaris B HE : Z455) HHIRBAC TLEMEARE S . FiES U auth_attr(4) Fit
77

I — T DUDRR P IR E R A . B RFUE R, 15 L (Oracle Solaris &
M. ZelRss) hrvE 8 & AR (KEE) ”. BiES W privileges(5) F
T

ppriv @ CHEHE T — MRS - BXR1IFMER, EZS 0 ppriv(l) FMIT. H
FKMTEIE 2 R XS TR P L SE R P r9iEH . 752 UL (Oracle Solaris
B : Oracle Solaris Zones ~ Oracle Solaris 10 Zones A1 5T IFE ) [ ppriv SEH
WPREDE 1 — BURACE SR e 2 m U e — 7. DUE /B4 F P sl
oo HRIPRECESHFMER . ES UL (Oracle Solaris HHE : Z42filk55)

(1 “RBAC AXPRACE S

AMEE - ERE, it setuid - setgid FIRAE N AT{E H 38 A RFAURE 7
F o 57 Oracle Solaris H—#, TI{HH crie my & BHSFAEE AV L =% B g v]
BEEXIIES . AXRUFEHEE, ESW crie() FMiT-

HEREFREFELEEK
R P CLAR AT L DL ID S04 1D 207 WUBCHREDAC AT A8HG - (%
BT DLSE Trusted Extensions %% AR &L - ITERL, (60T DLSHKFFE AT
S5, BV W RER ST o 22 BB LU LA FPAO A& (EUIARKPFLLLE
a7 R RFPRLS A B PR PR

FEAE ARG L. BFEIN=E.

AEERERMNTERF — LR P ERES LiatT, M HATEERAL . XEER 7 n]
DLZzefe n 3% (B0 susr/tocat) H e SEETUIIA]. TELER P AIA CRAUREC
B R X R PR A

K root F P MMHEITHIREFF — FHLLRE 7 (1 setuid o PAT o ] DAAEARPR AL E SO
NXRBEFHEERHRHIUID 0. A5, 28I E e E AN E A
.

128 - WER N IR PR UE SRS TR 7 SRR AL 15 0N R R 7 6 7 A 5 B e
B AL root P S HUTRER -
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» RESNRIRERF — IR BRI IR N n] REAE o BIEERE P Be AT WAk
FEVREE B 1 AGIR 2RMSHITIRE . REfp AT RELENERET 1B R e 2 EK
PRIE . BN, TR Al REECE A L0 HAESXR . B TR AT RETE A /dev/kmem BEHY
Bl - ARLZEITHIERHEN. 155 I nen(7D) FHIT -

AW AR xR AR P A IEE e A SR . MR R D
PR T —I5 (BRI RE -

QR SR H A AT LT RS, R IR A 0E T REMS MR 2R RS B IR E. A
SR R e R RE -

fIRE AT (AR R T 2 HORRSR

FOERIF T4 8 T LITENR P ROV FIUE (B0 % S BB S PRI R
TOFFRL T £ PEQIE (SRR, P4 M % R BB R A 1 -

R TS FEIFIOTT e /A G0 LA S

LT R T SRR T EL LA

2. THEHSEHEA TAERF o RALOE R RO, BIATEFRL

. TERHURE AR R0 2 8  o FRIFT P 2 0

4. LR W T RREBE BRI S5 R R

BREAMER. 1520 (Oracle Solaris 11 71 A& FH L2 VEHEM) - ARG T Trusted
Extensions USR], &S UL (Trusted Extensions Developer’s Guide) o

REEER A ERFRIEASR

2 4 EH GO TR HTECM - WP E T, %2 E PR PR EA
P 552 PR B 2 SR B -

2 4 E BB AL DA R LT

L RERIE BURIFRIF 4 4 T T ()

2. I T ERREA R R T BT

. R

o FBBURACTD, DL 0T A FR 9 £ (TR -

o PUFURES, VIR B P AL

gty o GRS, ARG 76 50 ooran)
Do

3. MAIRACRS, DUFER RS DUERHE R 7 B R s 1T TR A -
WARFE P R RE MBS ER )T SN R, BT LUHE SR P 9IRS . TB B0
5. JH 170 7R VR 2 2R 0T % & 4 BB SRS - (BT IR R
B X AN R
WIRFENFEE R - X T HER DR LI . o] U HAE @R . S5 —J5
W, 22 S P B A] DLAE FEE — AR UID B GID KRS (E L T -
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—A 2D AR EIRA 1@1“*@%7% Trusted Extensions W#E‘JEEH*HEEE . —%#
PARR B TR 2R, 3 — R B 1 BT R G PRI

Internet MY HIbE o BRIAEEANBER 2R G2 H AT Internet VMY IH TS FIME— 50T . £
1Pv4 1. 1ZHhEFA PO A DLA) S5 BRR B A R - 1P MR B @ 2 — 4 0 Bl 225 2
[BIRECT o HE DT LTUNT 224, B — MUIFAEEZ 0.

IP MIHETE D ER b AR 7y - PUEERIRALE LAY system (R&E) o WIS LT HISX
Fo M T ML, ARG S RUTHRIESE .

Trusted Extensions [ PR 6 £ FREBURFR S 25T - TERZEUENT . REH ELEL
Ul EHFTE 2 gt - ERHEIE -

FEVZ SR HE SCTEHERY sensitivity label (BURFRZE) o Hedl. AW - PR BRAETR
Zn] DLV < B Rl P 22 v u] DR bR R oAt & T T -

fREs Y~ XA AT AR a1 —HBURARES o 8 F8E i KRS R/ MRS R E T
Bl o X Fans, B/IREMRAPRERRE IEH R HITa SRR « A IHRBIPRE R
HURE 45 E B4 sensitivity label (BUEARZE) - WLER security administrator (Z2EHEG )
IR AR A EAT ELM WL —FE o FREVEREIRE ATE AR M B IRF HIRRES . HFRE
{56 P 5w I AT 72 AR A AL B R AR

TENC ' H Trusted Extensions fJ Oracle Solaris 2% . — MRZ A DL 5 — PFR%E - % [H]
TH MG S — MRS - Fldl. FR% Top Secret A SZACR secret « XTTE
A HHE domain of interpretation, DOI (ARG IR RE. — 1R R Top
Secret FH[F T 55— R4 LIRS Top Secret o

1625 L security label set (ZEFREHEA) -
— labeled system (HIRZERSGE)  J& T HAIRE RGIH R AT E L8 1 —H8 5> -
A RGBT LRI ER S (H140 Trusted Extensions BUF A T MLS %) SELinux) [

ARG % ARG DU RN AR L FR R A 8 1P % 210 (Common IP Security
Option, CIPSO) FREHIMIZ4H, -
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labeled zone ( HHr&E X1 )

labeled zone ( HIFZERX
15 )

label ( $7% )

Jink_files file ( .link_files
X )

MAC

mandatory access
control ( 3B FIi[E)#=
)

minimum label ( F/MR
%)

2

multilevel desktop (&
KA R )

multilevel port, MLP (%
F5w0 )

naming service ( fn &Rk
%)

networked systems ( BX
W% )

non-networked

systems (dEBXM R4 )

open network ( FFAT=
ML )

TFHd'E A Trusted Extensions ¥ Oracle Solaris &2%% . £ AF AN X E — MHE—HE . B
RS NERXEARMNIRE . AEFREXEET 2EEEERENIEERXE . HET
Oracle Solaris A% ERALEARERNAER B XK. EFREXIEEN N ARERFHE. 5% &
FRZE DX I s FAHTE R P ID A ID o 58— HFR5 X v DLAL = 1P #inhik: o

FEEATEA N LI EFRIRTT - FREF TR o BN Z BRI - FRYE security
administrator (Z2EHG) BEEMRAMITE. FF LB sensitivity label (HUEFR
%) WEBRAEERS . FREE label_encodings file (label_encodings ) i TE
Yo

LIRERG LRI AR E S - WU EE —RVIBSIE B . cshre B .mozilla: Fi
FUERE BT R AR e 7 B LS A R BN R P IER ST - . link files HAIH
WIS SR IA 2 R B B SO bR R Pkt B s (AERENEE T IXEEE ) - B2
.copy_files file (.copy_files () o

152 Il mandatory access control (5l i [FI#ZEH]) -

XRG4 TS0« B B device (184) Y sensitivity label (BUEFRES) 5IEFEZR
BT UI R R A BURPR S I LS o 0L T — MRS 2R B UL TR R AR 25 Y
FEASCHERE . MAC #L read equal-read down JGH o XU T— MBI E AL T
SR E R MAC KLU write equal-read down j&H] -

F P RIBURSRZ I T SRR RS BUESR R T o security administrator (Z2E LR ) 5
T2 FE P % S PR BRI BRSSP P B S 45— TR IX MO BUBHRAE « security
administrator (%2 HL5) 7E Label_encodings SCFFAYEL MR T BARE MU 2 L E
R -

AL E A Trusted Extensions i Oracle Solaris 2%t . ' Al AR E BB TS - W
RH PR T NS DR TVERIAGR . WHZA o] DA s o iy TOEX LA MR T
VEo TR Z 5 R . A P AT DA FARZERY & 1 2 B3 T S UIATRE NG . AN
PIbRESEE A DL TEAR RS TAEX R & E M A RICE [ -

L& H Trusted Extensions Y Oracle Solaris %% I-. MLP FH T7E X I #2451 AR
%o SRATEOT . XIRSFEAESRXEAE LWL 95k SS - MLP 2850 i -5 /Y
FEER - B8, L2950 smh X Az55as#) MLP 521 6000-6003 1 TCP f5ERY -

— oA MR R, EREME EATE ARG ASEE, U RSRES (Rt E
& o MRBHRXFERMSS A system (ARG LAUEARH etc XIFHLES & BRI RSGHE
BRI

B TR A —H R S . BRI RN (local area network, LAN) « 2 G BX o Asf

EEFE WL MRS -
R 48 A AT HoAh =LA EL -
FH Trusted Extensions AL B LS. DIAIER T 2O B AR 2% . HH A Trusted

Extensions {45 9F Trusted Extensions E LI TIENE - 5 closed network (EfAZ M%) fH
% o
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security template ( Z&1EHT )

outside the evaluated
configuration ( {F{HHAL
BZ)

permission bits ( #3fR
fi )

privilege ( 454X )

process (i#%2)

profile shell ( ELE 314
shell )

remote host ( IZFEE

)

rights profile ( 1 RELE
)

role ()

security
administrator ( X%

)

security attribute ( &£
=)

security label set ( &£
REERE)

o Sy =]

security policy ( R& K
% )

security template ( &£
184 )

TEEWIEBARENS i i evaluated configuration (PEASACE ) PRAERVELFARECE T AW E 24
PRERIRER . 2Rz IR L TREECE Z 5

—T discretionary access control ( H L[] KA. FrAH4EE —~HEARF R LA
B HA BT SR E 3 aO B A SRR SR E A RIRER - —4L&EH T AT
GF, —HERTHEHEENA, —HEMTaTE Mg .

BY IEEI TR A SRR IR o SERAUIREE GHIA T RGN EHRAL (LA RE
EEHAAE) - ST security policy (ZZ4x3il) FURERN (FIUNTE RS AL BN P ) AT Hug
FiHY security administrator (ZR2EHE) BT .

RERA M PITaCRIRIE . HRE2BICRE P TF 2 22t B/ D
(user ID, UID) ~ #1 ID (group ID, GID) ~ M SR FIZEHIFH F U HT T ID (audit ID, AUID) - #EF%
Fler) 22 2 B e RLHE AT T R AT i <0 ROEE TR AORT 24 Bl T AFIXHY sensitivity label (BUZHR

o )
Y2 o

IR Z @M (B - ARk UID K GID) W45k shell o Bt & 14 shell 18 2
B PR E THITR Va4, B LA ebar & DL ZR9AERIZTT - Bl E S shell 2
trusted role (FI{FF {0 ) AUERA shell

5ARMAZAE RS - mFEFEHL] LUE unlabeled host (TCRRZEEML) 8L labeled host (15
FREENL) o

— PR G ] T DA AR E 4 X S a0 T i S ) & 2@ 1 o APRBLE SCIF AR
Oracle Solaris B B #2 fl if of LRI TR EE %, DL R A%l e 0 HTHF BRI EME - =4
R g, $EE % P T RERERE AR F P AT LAY (R Ff A AR B S
SE M e 4 FRAN -

MESHPEL. RAEMErEER. @5, MEHTEEEENE. MEawRET
AT —HE @ ar S FIZAY - 75 S W, administrative role (CEFEIR) o

WU BUEAS BT ORI R SO 9 S 5 1 security policy (24 5K0E ) (1
Ao KB A BUERU RGBS AT BT R - 7R, S REeBHN
administrative role (‘EFIMA ) HEELEEEY clearance (Z2UF0]) H—AE L P
Ao IXEEEH G EFTE P BN Z 2@, DUEEAEv] DLom i SS Rk & p 22 45K
W o SIEXFEL. 155 UL system administrator ( RFEIER) -

F T3 SE B Trusted Extensions security policy (ZZ 5l ) MBI 209 process (i
)~ HP - X3 EWL TR s f A RAGE &ML 2B IEE S -

23 torhtp database (tnrhtp £(#EFE ) WS E —HM L L EIRE - EEHRBERZEMERS
HORBEAR ) ML AT DA s A B S 4 25 5 & T — RS DL LAY 2

Trusted Extensions 1 _E . & X ] LLUWAT5 A5 E AU DAC ~ MAC FIFRZE E RN £
Hro BAUEE L EEE S ERTAAEE BB E R RINE S, A TR EREZ R
SRS R HE T -

tnrhtp BHRERR—410 3%, H T @ AT iJj[a] Trusted Extensions P£&HY — R EWLAIZ 28
R
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sensitivity label ( BIEEARE )

sensitivity label ( BrRER

%)

separation of duty ( BRZ%
HE)

system accreditation

range ( RFEIARSER )

system
administrator ( BRHEE
EER)

system ( &t )

tnrhdb
database ( tnrhdb ##E
E)

tnrhtp database ( tnrhtp
iR )

Trusted Network
databases ( AT{SMI4REL
)

trusted path ( FJ{SH§

=)

trusted role ( AJ{5
fa)

trusted stripe ( FT{EE A
%)

txzonemgr
script ( txzonemgr il

F)

unlabeled host ( TTIRZ
FH)

FREH TN R BRI Z 2 label (517%5) o 1ZARS R THRAEAT & EdE 2 200 RIR E
VilA] o

T N B D1 A R I AN 0 E P Y 2 S o« — M B B A 8 00 T 1

P H PG H R M A A E A . B MER R SR En T e 2B, Bl
[ FIBRZE T -

FE4H security administrator (2242 FE5L) 7E label_encodings file (label_encodings S({f:)

TE NGRS R SRS A DURTERCE A Trusted Extensions #1246 L
R ANE BEFRES o X P PRARZS JJ ADMIN._LOW Il ADMIN_HIGH o

Trusted Extensions H. f8EH M TTHATIME RGIEFESS (FIANEE A Pk EL 248
T ) WIFHF I trusted role (A[{EfATE) - S5EEAtEE. 5SS UL security administrator (%
SEHER) -

IEAREA AR . 235, Mg ERRGEER N E -

FAE PR E USRI o CEESRE ) PR FA LIS € — AR E - AR AT ER
/etc/security/tsol/tnrhdb FIRI SO TG 1]

A5 PIEE R AU - LRI & T 45 i B B LIRS e & o 1B E i aT
B9 7etc/security/tsol/tnrhtp AU SCAREAT UG [A]

AJ{E ML AR EHUEAR tnrhtp FI O] {E PIEHEFE ENUEDRE thrhdb —FLE L A] 5 Trusted
Extensions B {5 FUz e EHLEDEE -

TERC'E A Trusted Extensions i) Oracle Solaris 4% |, A {FE&{F 2 —Fih 5 R 3 IRy ] §
Fek =0 A{ERE A TR E EohaE N REZ 2y - MU BNRIPRI R P ohae (Fldn
B4 ) WA {ERRZ . Y EBR2L TESPRER, SEe BrRyiEsderes -

152 M administrative role (C5FEMA)

— PABEZ B G XIK o 7 Trusted GNOME H1. RIS & [1 &AL TT0HHAK - WS 6 [ A f2fit
HRE ORGUREHI AL - Al {EBS R G [ sensitivity label (BUEARTE) - X
BUARERCE N AR AR, aEE R4 — MR i {E B R SR
b

Jusr/sbin/txzonemgr HHIASER A — N F] T8 B FR25 KA 6 B GUT - B AS IR SR8 T
LEIETRISE BT - txzonemgr FH root A 7E 42 JR) X Bk H1IE 1T -

KIETCIRZE LG ELREE N AR YE . HIUIETEIZ1T Oracle Solaris OS FY AR SE o
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user clearance ( F§ A& £1F )

unlabeled system ( ZokRr %I T'AL B Trusted Extensions Y Oracle Solaris £%% . JCIi% RGUERTIEIBIT L HTHIER

ZR4G) 4% ({40 Trusted Extensions BUF A T MLS %) SELinux) RS - IR RAEAN L EHIRE
(9E - SR IETE{TIE(E M Trusted Extensions REFL 1A TARE RGFEE T AR, N
Trusted Extensions Z Gt I TCARE R GE 2 [RI 0 I 28 185 15 MAZFREEHET o TCRRSE RGE AR
BRI ARG -

user accreditation — e FH A ATTE system (R45) HH LAERIATA W RERISRIS SR & o B S security

range ( FIFIARSEE )  administrator (Z2HEFEGL) 7E label_encodings file (label_encodings S fF) SCHEHHEE
Fil . % X system accreditation range ( RGEINFYEHE ) B BADPREANIL 232 EZCAHHY
ACCREDITATION RANGE H 7 UMERIPRE - EF - 5 ALY ARIE AR PR -

user clearance ( P % W E I ATRERTEH A TAEFRS G115 clearance (2 2TFAN) FEERY security
21 ) administrator (ZR2EEEG) o TEAEATRRERE K 2TEAE, P AT Lo E 2 2k B (B 5L
# ] At — BRI 22 4= v vl
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HFFFFS

"Allocate Device" (7ACIXE ) AL, 234,250-251,
251

"Assume Role" (ZKIH ML) EHI, 114

"Audit Review" (HTHHH) Bl & I, K HiTHC
X, 254

"Change Password" (B [1%) SEHLIG
W, 107
TR root 14, 115

"Change Workspace Label” (I TIEIX$r%5) S
i, i, 107

"Configure Device Attributes” (ARELIX B %
L, 251

"Desktop Applets” (5[ Applet) AXPRACE S, £
FA PR T S, 134-136

"Device Manager" (1% &) |, HE B G {H
H1, 241-244

"Revoke or Reclaim Device" (fUEHEEINOR ) %
L, 250-251,251

"Security Administrator" (Z2EHG ) M
PRI ALY 1A, 245-246
PRIE 21t 236
G, 64-65
Il "Trusted Desktop Applets" ( AJ {5 5

Applet) PPRECE S, 134-136

B, 132-138
ALE AT, 241-244
JE Ak 2R G FR R TEAR S IE ST, 129

"Selection Manager" (ZEFFE AT ) | BUELEH Tk
PEIRIAGSAI RN, 111

"System Administrator" (RZEIG ) M
B, 65

"System Administrator" (RZEHG) A (4)
EHFTENNL, 221
[ESIRE 7, 244-245
MEFHITOE, 254

"Terminal Window" (e 1) FXPEAECE SCLF, f#
SETE FH AT DA A 2, 135-136

"Trusted Desktop Applets" ( FJ{& 521 Applet) FUFR
Bl S, BF Trusted Extensions A F1RE & TV {#
FI5LH, 134-136

"Trusted Network Zones" ( FJ {5 M&&[X1%) TH, A/
BLYGNFTEHIR S 88, 224-225

"Trusted Path" (F[{FE%12) M, "Assume
Role" (ZHMAE) , 114

A

ADMIN HIGHFRZF, 98

ADMIN_LOw FRZF, PREIFEEE S, 109
ADMIN LOWFRZE, B (KL AIFR%E, 98
atohexlabel A%, 117-118

C
-c I, txzonemgr A, 53-54
CD-ROM 4Xzhi%5, Vi[nl, 234
chk encodings ﬁ‘é\, 51
HE TR AR R A SR EIRL, 116-117
HITZEREER, 137
BG5S
BUEIRZ, 46-47
AVFEXBEIREX I, 68-69
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.copy_files paas
W, 126
NHFIRE, 129-131

D

DAC, iEE W H £ i [Al#% ] (discretionary access
control, DAC)

/dev/kmem WIZBMER ST, 22 4B A, 261

device-clean [, IR INEE S, 246-247

device-clean (I&&IERR) BIA, Bk, 235

DOI, ijﬂszfﬁi‘}i, 173

dpadm AlZ55,

dsadm Alz55,

dtsession AT <, Z?ﬁ updatehome, 126

E
/etc/default/kbd I, WM 4w4H, 119
/etc/default/login SCIF, UMk, 119
/etc/default/passwd KA, WAk, 119
/etc/default/print XAPF, 231
/etc/hosts XA, 191-192
/etc/security/policy.conf paas

J& F PostScript $TEl1, 231

BB E, 123-124

AT Si%H, 119

B, 128-129
/etc/security/tsol/label encodings S 4, 98
Jetc/system XA, B4 IPve L& {E R, 52

G
getmountsfIAR, 152

H
hextoalabel A7 %, 118
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|
IDLECMD B 7, B R B {H, 128-129
IDLETIME R HEF, Uil A1E, 128-129
IKE, @E N IFR%s, 183
IP ik
0.0.0.0 EALHILE, 176
IS MR EENLEH], 175
ipadm @<, 172
IPsec
FREEY RS, 182
B Trusted Extensions 155, 181-183
T1§3&T§&H’J1‘T_L, 181
THEERER TR, 183
ﬁ?éﬁ”’“?ﬁ IR, 183
ipseckey [T 4, 172
IPv6
/etc/system XCAFFHRYII, 52
HEBR =, 52

K
kmem ARZIIUG S, 261

L
label encodings peis
A, 50-51
AHifk, 29
A, 50-51
%, 98
INTTSE FE RTE, 98
B, 50-51
BIRBFTEIS %, 222
label FiI4 4, 256
labeld 55, 45-46
M, 75
LDAP
Trusted Extensions 3{#&%E, 215
TR HERR, 211-213
(=8 %HE’(K, 217-218
s, 3
E’iﬂﬁ@ﬁ&%%%, 218
[E RS 4s, 218
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LDAP (&)
1@ T Trusted Extensions By 4 A%, 215-217
{ZILCIEAR S A5, 218
{21k AR5 4, 218
HBRaH, 217
LDAP Aii%5 2%
RIPHESHE, 82-83
AL E %2 90, 84
Bl B IRSS, 79-81
WERFE, 78-79
) Trusted Extensions 2% 7 /L Gl HE, 86-87
HJ Trusted Extensions % ' LA E G, 86-87
1E Trusted Extensions | %¢%E, 79-81
LDAP it &
NFS k55 a8, A K&, 78
Trusted Extensions, 78-85
AEEE AL, 87-89
.link files 3 ff
W, 126
MNHEPI%E, 129-131

M

MAG, 15 DL 15 (A #%7] (mandatory access
control, MAC)

MLP, &S I £ 4 5% [ (multilevel port, MLP)

N

netimaciawarefﬁ*l 154-155

netstat m <, 172,208

NFS i 55 %%, LDAP Alt55¢s, LA K, 78

NFS $#;
Vi FEARG A H %, 161-162
E2RMAERZEX A, 159-160

nscd SFIFEERE, WS INBI BN E R X I, 62-63

o
-0 nobanner JETE] 1p @<, 230
Oracle Directory Server 12 hiz, iES M LDAP il 55 ¢

Oracle Solaris OS
5 Trusted Extensions P A [A] Z 4L, 94-95
5 Trusted Extensions FFH{ELZ 4, 93
5 Trusted Extensions # {1 HUA[E 2 4L, 253
5 Trusted Extensions B 1T ALl Z 4k, 253
Oracle Solaris ZZZE LI, B3k, 41-42
Oracle Solaris £\ Z2E /) R %, Trusted Extensions HY %2
XK, 42-43

P
policy.conf XA
P Trusted Extensions ¥, 128-129
YRS E, 119
BrEE, 123-124
{4, 128-129
PostScript
Trusted Extensions HHAYFTENFR ], 222
FVFFTEN, 231
Print without Banner £, 230
proc_info i, MEEAREEFRHIER, 129

R

roleadd iM%, 64-65

root UID, N £ FT AT, 260

root FJ5EFR UID, N AR FFT L 71, 260
root fi £, 7N device clean AN, 246-247
root 1%, Trusted Extensions HHYEEK, 42
route i<, 172

S
sel config Xff, 111

P B e T A% A, 111
snoopﬁ‘ﬁé\, 172,208
solaris.print.nobannerﬁ*ﬂ, 129
solaris.print.nobannerfZf¥, 230
solaris.print.ps f&Zf¥, 231
solaris.print.unlabeled #Z1Y, 129
Stop-A, JHH, 119
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T
W, BS WIEHERR
tncfg ms
A5 2 2% 5% [, 201-203
WA, 171
& DOI{H, 52-53
tnchkdbmi %, 1iBH, 171
tnctlmr %, B, 171
tnd@r 4, B, 171
tninfo i34, fHi[, 211
tninfori %, iBH, 171
Trusted Extensions
152 W Trusted Extensions
H15% W Trusted Extensions FL¥I
IPsec {47, 181
EHRES %, 273-275
L, 27-35
FLAIC B RN, 34
FLI £, 30
FsAREE, 29-30
®H, 75
XY, 169-183
NFEK, 30
BlE 2 BTIEE 3R, 36
JEH, 45-46
FME S, 277-283
A Ol B SR, 34
AN, 43

Trusted Extensions FUFF 114 ( 4E)
xpixmap ¥4, 257
xproperty < h4, 257
xselect ¥ ¥, 257-258
xwindow %%, 258
5|25, 256-258
Trusted Extensions F 8 1124, 51| %, 255
Trusted Extensions 23K
Oracle Solaris ZZZE L, 41-42
Oracle Solaris ELZ22E R SE, 42-43
Trusted Extensions & A1 ({14551
%), 113-114
Trusted Extensions At &
BT IERSS, 46-47
LDAP, 78-85
LDAP HyEHEE, 78-85
VItGIEFE, 49-75
WG EHIBAIIRTE, 41
BB DOIHE, 52-53
TR HERR, 71-72
£50 T, 41
F55%115%, 37-39
BT PHERECE, 28

1] LDAP A 55 #8450 I 28 KU dE 2, 84-85

BIREX I, 53-57
ERERGE, 139-146

Trusted Extensions X%
AL, 30

5 Oracle Solaris OS FJAN[A] 2 4L, 94-95 B A IPve, 52

55 Oracle Solaris OS FUFE{LLZ &b, 93 MR s & T XA nscd SFHFUERE, 62

5 Oracle Solaris B i1 YA A 2 &b, 253 ISR E T X3 nscd SFHFUERE, 62-63
5 Oracle Solaris # it ML 2 &b, 253 Trusted Extensions % 3K

55 )\ Oracle Solaris & ¥ 51 /i FE B HUA[E] 2 4L, 36 Oracle Solaris 722, 41-42

TEJE A 2 Bl ok, 44-45 Oracle Solaris ELZ3E 1 AR SE, 42-43

HEFS, 41-43,44-45 root [ 14>, 42
Trusted Extensions [ 8 112, ¥ X #1200 Trusted Extensions H1i & WLAT-5% ({15551
%, 255 %), 114-119
Trusted Extensions FY) 514 & Trusted Extensions H1f H if
label %, 256 X #H it 255
xatom &[4, 256 %%, 253-258
xcolormap < h#, 256 HAhH T 3R, 258
xcursor & h#, 257 Hih# 1Sk, 256-258
xfont & F4, 257 HApthw i FH4F, 255
xgc ¥ H4, 257 {155, 254

296 Trusted Extensions BLEFAEIE - 2011 F 12 B



#=3l

Trusted Extensions 1T ( 4 )

A w T ar S PTG, 258

M TEBRN A, 253-254

5 Oracle Solaris B T HYAN A 2 4L, 253
Trusted Extensions FTH T i 560, 258
Trusted Extensions FHIYHF 11100 3%, 1 [ 5K, 258
tsoljdsselmgr N FHFE/F, 109-111
txzonemgr A, 152

-c JET, 53-54

U

updatehome fi %>, 126

useradd i<, 67-68
/usr/bin/tsoljdsselmgr@)ﬂﬁ?, 109-111
/usr/local/scripts/getmountsfifiA, 152
/usr/sbin/txzonemgr FIAS, 101,150
/usr/sbin/txzonemgr JIA, 53-54,152
/usr/share/gnome/sel config XPF 111

X

X HiF, 255

xatom B 1T RE, 256
xcolormap B 1144, 256
xcursor T4 RE, 257
xfont HITHS M, 257
xgc HiR, 257
xpixmap BI1T R4, 257
xproperty HiTS R, 257
xselect H1T4 ¥, 257-258
xwindow B 1T J#, 258

Y4
zenity [HIA, 53-54
ZFS
NI = 9 il DX 3 A i s g

£ 156-157
PR X Ik B 7T 1, 31
ISINERE R G RZ X, 155-157

ZFS (&)
EA S X s 52 3 5 AR AR
£ 155-157
7
ey

root 1%, 42
H i), 267-268
VIR EHIBA, 41
Uik ARG, 263-268
LRIREES, mfE EVENR, 174
LA RN
HUIHF, 107
#Hil, 258
M PRI, 236
PG, 1ES I Security Administrator” (%42
EHG) At
LT R
BIl#E "Convenient Authorizations" (77 ZFY) fU
PRACE M, 133-134
EHFTEINLZE 2, 221
NP HEERAL, 133-134
LML
Oracle Solaris, 260
AP RERY, 106
AR
BES ML FE EHLR R
0.0.0.0/0 JBAIRTFEE, 197
Ze@E, 177
BYH P EAEE, 128
RN E, 188-191
TERSHIHE, 200
EEXTATA A P B S A (E, 128-129
ZeER
FTEMHLE 1, 222
A Trusted Extensions L, 35
LV, AR, 97
TEER, A, 116-117
LR
label encodings S, 50-51
Oracle Directory Server 1/, 78-85
1& AT Trusted Extensions Y Oracle Solaris
OS, 41-47
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fx

ESial
A BCIE &, 245-246
HAEWRENER, 99-100
BRI ARSI S AT 7], 154-155
FEALEENAIVIA, 197-200
FERICIRE EHEE R AERZE EL, 197-200
%45, 102-103,233-235
I s AP RE L, 246
RS (GBI FEHIELTERIR) , 165

R

w0, WA 2 i LRI RS, 35
i LEMERERE S (1555
), 164-168

]
G, RO, 119
Gl S, ES Iabel_encodings S

Fr

FRic
IR, 46-47
[Xi®, 54-56

Lo
HESIRELE

"Change Workspace Label" (58 TAEXFR%)

I 107
IKE SA FI9 Feg, 182
IPsec SA IF g, 182
[Psec &, 181
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