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d—RANL—2OMEZ BT TEIET S HiEZ R LET,

YINTOT I LD —A3— R, [Oracle Solaris Studio 12.3 Sample Applications] @ Web
N—3 (http://www.oracle.com/
technetwork/server-storage/solarisstudio/downloads/solaris-studio-samples-1408618.html)
T, B INT TV r—2a@zip 7 7 AINVMNEAFTTEET, YN T TUr—2a>d
Zip 77 AINVEEREY D > O—RLTWERWERIL, @47 L7 M)y >o—RLTE
AL XTI,

sample 7 7' U r—< 3 21, SolarisStudioSampleApplications 7« L' 27 kU @ CodeAnalyzer
T4 L7 MJIZHDET,

sample 74 L7 R UITIZRDY —ZA2—R 774 IVMHODET,
main.c
previse 1l.c

previse all.c
sample 1.c
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sample 2.c
sample 3.c

T—YDRELRR

A—R7FI5AOY—)LVEFHL T, 1fE, 2/, FRE33EITRToOT—Y2ETE
*x7.

BNIo—T—4FDPNELERR

-xanalyze=code A /N1 T4 7> a VZEMFHLTNAFUZERETDE, a8 FI3EHHT
I —& B QB L. 7 —4 % binary_name.analyze 74 L' 7 hJ D staticH 7T 1 L7 K1)
CHESRAAXT., 2T T TRHEESNDSFHFHNT I —OEBED Y A MIDWTIE, 14 X—2

O TFHI— O] 22U TZI N,

1. sample 74 L7 bUT, ROKDICANLTY FUTr—2a rEHWELET.

cc -xanalyze=code *.c

LTS —FT—4 M, sample T4 L7 bU D a.out.analyze 74 L' U D static Y7
T4 L7 RJICEZAENET,
2. A= R7F I P GUIZBWVWTHREZEZRLET,
code-analyzer a.out &
3. A—RY7F I GUIRNHE, J2 /A IVRHTRA DD > F I — ROREN R ¥ 7

WWEREINET., [HFHER) ¥y 70 EHOTFA MI, #I— ROBEN RERDODN-7=2
EERRLTWET,
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Esl'iuwing 12 Issues Shm: Ignored |
@ DFM Double Freeing Memory: [ R
B

texport/home licode-analyzer/sample/previse_all.c:20
1T: Jewbdbsssidbsssbbbidouble froe erroréddbbddssbbimodbsis)
i8: woid tust_iuz_lnuhl.e!xeui K}

i9: char # x = mallocid)
2@ frea(x)
21: f* <bug double-free> #f free(x) f* <fbug> *f;: jf% BAD &}

@ INF Infinite Empty Loop:

24: feressssnssrnansssesisinlinite Loop SErorttesasssssaunanny
25: woid Lest for infileep ()

26:
27:  while (1) {
28 ]
@ NUL Mull Painter Dereference, Leaky Pointer Check: *{{{long *)0})
] o TRl ILc:64

G1: char * gp:

62: int test for nulld {int ctl)
63: |

64 *{long® )0 = 0;

65: #{int *)0 = Ox1ZI4T6TE

0 MUL Mull Fointer Dereference, Leaky Pointer Check: *{({{int *)0))
(exportfhomeljcode-analyzer/sample/previse_all.c:65
62: int ltll._‘to!_ml]_Ll {int ctl)

63: |
G4:  *{Llong*}0 = 0
65 *{int *)0 = Ox12ILIE6TE
66: char *p = gp

| @ NUL Null Pointer Dereference, Leaky Painter Check: *(({int *)0))
iexport/homel/icode-analyzer/sample/previse_all.c:72

1 H printt |"Rcin®, *p)s

70: it (e}

TL1: printf ("tpin”, #p);
121 return [ *({velatile int *)0});
73: }

.2, MFR Missing Function Returm:

1: f* Copyright (o} 2010, Oracle andfor its affilistes. All rights reserved.
B: )

d: dmk £1(){}

5: woid foa{){}

4 UMR Uninitialized Memory Read: |

T9: else ( 3 = 1: }
81: if (B2) {3 = 0: }
82: else [ i = 4; }

4. FT7 T, FEEICOWT, FEORE, MENR DN Y —AT 7 AIIVDNAH, BX

PREDT 7 ANV DEET 2 —ATEBMARR LI — RAZRY FRRREINET,

5. AIOME, TA®EY—DO HERH TI7—0fMlzE&Rd 21T, T5—-71a>%7

Dy LEd @, BWEOAY v 7 NL—ADHE, TI—NANERINET,

@ DFM Deuble Fresing Mermaory: ol
fexpartthorma Licode analyzer/sampleiprevisa all.c:20

1Ty Jeesssssssssssssssidnhle fres BEEQEtfEassiEisdeasedsid)

==

18! wald cesat tor doublefresi)(

18! char * x = mallacid4):

201 Lees(¥);

e B /% <bug double-free> &/ Treeix) /® </bug> */; /® BAD %/
#Stacktrace

~ [3 Error Path
% test_for_doublefree =t previse sl
%W test_for_doublefres o prevse_all

—

6. AW KL —AZEWEZEEIC, BMEOAEBICHL T2y U ms 128D

0., MENHEREATHD I EEZRLET,
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E-MRBEAOMEZIFRITT BT, TVEa—REAHREEIERR] Ry >

Z TR 70Ty 7 LETS, RY P EHEZ Yy I T 5L, ME
DIFFRPRERE NE T,

7. T5—7A4a2%&70 w7 LT, A9 hL—AZHLET.

8. KT, THHHULATY —MoOHEAMY | BHEO1DERTAEL LD, BET I
& 2y LT A7 RL—AZBEET. ZOMEOTS—/KAICE. [AE
D — D EER BEOTS— /XL D BIZDNIE< OEKITRH LG ENTHE

o RAOBEBIENELZY TV Uy 7 LET, V—AT 7 AIVBHE, TOROH LA
WAL REINET, TI7—/AF, V—AI—ROTOFHMY 1 > FIICERINET,

| Results "lf_]pmvise_all.: J‘l s« »iiwjla
B EEE aF(R) ay oa@

ED et ¥¥oull poir L : ¥

EL char * gp:

E2 ine test_io:_nulLd jine exl)

&3] ¢

o mAlongri0 = 0

@ riimt mp - oxiz3asers;

EE char *p = gp:

E7 it (eoel)

EB p o= 0

® printf (“Nckn®, *pjg

70 it g

71 printf (“Vpim*, *pl;

w Eeturn |*{(velacile imtc *)0)):

o3|l )

Ta

75 B

TE[] int cesc_for_umr (int bhl, int B3 |

7 int i, 3s L

T At (B} [ 3 = 0: )

T8 elae { 3 = 1: )

(1]

Bl if b2 [ 3 =0:)

B elae [ i = 47 )

23

@ ceturn & + 37

BS ¥

BE

a7

pB[C] struct ete |

BE int ar L:

50 int b 1;

al b

L

&3 void test for umcbitop(woid)

#all

g5 struct ttt £}

SE expern woid foo (SLEUCE ELC *1: 1%
Detads window : : ¥
0 135ue UMR Unindialized Mamory Read |
Stacktrace
= [ Error Path

L7 test_for_umr st previse_all o7
0 test_for_umr st pravise_al

O rest_for_umr ot |

0 vest_for_umr at previse all

O test_for_umr =t previse_all.ci7
k7] test_for_umr o oreoce =

II—=NANOED OBEIFNH L 25 TN 7 U w7 L Tn< &, TT—ITDRNA> 72/
ZIA—-RNTEETLZENTEET,

9. UMRIS—¥ A 7O £ LT 21013, MEm Ry @ 2pEosimoLTcr vy
LET, O— REDEZSNBEEAEEED, TI—F 1 TOFBNF > T > I TT
SUFICERINET,

10 2—R7FIA4YGUIZHL T,
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BIIAEY —ERT - DPRE LR

BT — Y RN ESINIEND ST, YU r—a &2a2/80 )V L. FHBERE 2

BRI, EITL T, BIWATY) =T VAT 2 ET D EMTEET ., Discover Taf I

BEHARANTONE Y T r—2a 2R T35 0L THRHEESNGFHUATY =T VA

IT7—DUANIDWTIE, 14— [FHMAT) =Y 7 AOME] 2R L T/ZS

(/So

1. sample T A4 L7 RUT, 27N T7TUr—ark g4 7> a > THELET., 2047
2 a L TRTN Y FEHAVER SN, T —BLOEHIHT Y — 20— KB LOTER
BHREI—RT7FIA P TERTEDLDITRDET,
cc -g *.c

2. G TITEHUBERE O W2 NA T UICEHI R Z AT 2 LT TE R WD, AINL—2
T—4 DIERFIZHEHTHEINA T OIE—Z2REFELET,

cp a.out a.out.save
3. Discover T/NA FUIZFHAIBME 2 AR B F T,
discover -a a.out
4. FHABEREMT ZENA T U ZEIT L TEIATY =T VAT -5 Z2NELET,

./a.out

AT =T VB ALT—FT =D, sample T« L7 bU Da.out.analyze 74 L7 R D
dynamic 754 L7 FUICEEZRAENET,

5. A= R7F AP GUIZHWNTHRREZRLET.

code-analyzer a.out &
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innull.l_i‘i, <ieivjia)

Showng 15 Issues Shw:m Ignored

& DFM Double Freeing Memory: L NER
{exportihomelicode-analyzersample/prevae all c-20 i
17 /enemanvassansanssniounle TEEE BTEOLT  reassssssnsansan/

1B: wold teat_for_doubletres () [

18: char * ¥ = mallocid);
zo: tresixl;
Z1: f* <pug double-frees */ free(w) /v </bugs *f: Sv BAD %/

& INF Infinite Emply Loop:
lexportthome Lcode-analyzersample/previse_all.c:27
Bl febksdnsdhbddbdhbdddbinfinite loop errorttebsdbbbbadiiikf
2%: veid test for infiloop ()

26: {
27: while (1} {
o H 1

@ NUL Null Pointer Dereference, Leaky Pointer Check: *{{{long *}0))
61: char * gp:
62: int test for nmlld {int ctl)
63: |
64:  S{long*)d = ©:
65:  S(int )0 = Ox12345678;

& NUL Null Pointer Dereference, Leaky Pointer Checke: *(({int =)0))
[exportifhome ljcode-analyzer/samplejprevise_all.c:65
62: imt I.ell._tir_)llﬂ_ll {int ctl)

&3 |

64:  #{long*)0 = O;

[1 53 #(int *)0 = Oxl2345678;
(18 char *p = qgp:

& NUL Null Painter Dereference, Leaky Pointer Checle: *(({int *)0))
fexportihome Lcode-analyzer/sample/previse _all.c:72

69 printf {“%cin®, #p);

T0: if (p)

Ti: printf (“%pin®, *p):

T2: return {*{{volatile int #jO)):
T3: )

& UMR Uninitialized Memory Read: at address 50008 (4 bytes) on the heap

M| - L 5 2
6: Binclude <stdlib, h>
8: woid add 0_1_put_in_Z(int *p)
L T |
o: Bl2] = pl0] + p[1]:
11: )
@ UMR Uninitialized Memory Read: at address {fbleef8 (4 byles) on the stack

{exportfhomel/code-analyzer/sample/sampled.c:11
T pimclude <stdlib. b
9: int wninitislized local 1(int *pj) L

6. ZORFRT. [HER) & 7101, #HZHEEEH AT —ORBEOW S NERENE
T MEOHHOERAIR, #HI— ROME #EE) NEAEY —7 7 £ XA DORE @
k) MERLTWET,

RETAINI Y T LU THHIATY —OMELTE2RRT 2123, THE ¥7T [H
) Fry Ry 7 AZERLET,
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Issues Al Sources

Issues: (@ Core () All
= (@) Analysis: Dynamic
[ static(12)

W Dynamic (3)
= @ Severity

[] @ ERROR (3)

& WARNING

¥ @ Bug type

[ JUmMR (Uninitialized Memory Read) (3)
= =} Binaries

[Ja.out(3)
= I[E Files

[]'8 sample3z.c (2)

[]8 samplel.c (1)

ZORFRT, THR) #7128 FERS3FOFM AT —OMEZ T NE RS NE
ER

E-PEEBLMEEE. ENSZEBIETNUIENDOMESMRE S NS FTREEDOEWIED Z
ETY, @H., PREEBLIMEICE, [TXT) OEa—T—EBERINIHEDN < D7
MBEL TWET, &2, TNESOMETIRED Y THRA > FARETH 720, H#E
MEUCBEBDORLCT =7 RLATRELEDTZ0TT,

L IRTOFYAEY —OMEZRRT HI2E, THE ¥ 70 EfIcHd2 [TXT) I9F
Ry CEBERLET., ZORRT. TR 713 6 OB AETY —DBMENE RSN

x£9,
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[ Resuits x| Satsii)

|Showing & Issues Ehw:@@ ignored

B UMR Uninitialized Memory Read: at address 8090008 (4 bytes) on the heap i BV
inetidct-06/export/home/analytics-0301/sample/sample 1.c: 10

G: Winciude <stdlib.h>

B: woid al.d_ll_l._put_i.n_t[int g

9: |

10: 2] = plo] + pi1]:

ii: §

@ UMR Uninitialized Memory Read: at address 809000c (4 bytes) on the heap
inetidct-oe/export/home/analtics-0301/sample/sample1.c: 10

G: Hinclude <stdlik. h>

B: woid add 0 1 put_in Z{int #p)
8: {

10: pl2] = p(o] + pl1];

11: }

@ UMR Uninitialized Memory Read: at address 8090014 (4 bytes) on the heap
inetidct-06/exporthome/analytics-0301/sample/sample 1.c; 1%
11}
13: woid mul 3 4 _put_in S{int 4p)
14 |
15: pi5]1 = p[3] * pld]:
161

B UMR Uninitialized Memory Read: at address 8090018 (4 bytes) on the heap
inetidct-06/export/home/analtics-0301/sample/samplel.c; 15

11: )

13: woid mul 3 4 _put_in_S5{int *p)

14: 0

15;: pI51 = p[3]1 * pl[d]:

16: |}

& UMR Uninitialized Memory Read: at address 804789c (4 bytes) on the stack
7: #inelude <stdlib,h>
9: int wninitialized local 1j{int *p)
10:
11 return *p;
12: }

& UMR Uninitialized Memory Read: at address B04789¢ (4 bytes) on the stack
12: }
14: int uninitialized local 2{int *g)
15: {
16: retucn *p;
17: }

ZRICEBMENZ3HORMEZTN, PEEARIBEIZEDOIDICEEL TWDI N 2R L
F9, ZREINTVELERINOMEDOERZEIETIUL. 2HHE3FHOMEOMBEIND X
INICRAET,

AT =T VL ADOBEOI B TINS DREYOMEEZREL TS, FNo 34tz
EFRICTBICIE. TEH) Ry B 2&MEICOWTZY v 7 LET,

E-HET MEHINMEEZRR] Ry 2220y LT, HULMEEZHERRTSDHI L

MTEET Z fER) 770 EMTrU v 7 LET,

8. MADMEEMET 2202, TI—713> @ E27Uw /LT, AF v hL—2A%&E
RLUET, ZOMEOHE. Ay 7 bL—AKBMHEOHLAY v 7 EEIDYETAY v 70
GENET,
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£: #include <atdlib.h>
B: wold add_0_1_puc_in_Z(int *p)
a; |
1. H p[2] = plO] + pl2]:
il: )
% Stacktrace
= [ call Stack
© add_o_1_put_ln_2 a1 samplel.cio
B samplel st samplalc22
% main at mancs
© _start in a.out+0xB050ech

25w 7 NOBEBERH L 25 TI 7 )w 7 LT, V—AT7 7 1 IIVNOBEET 372 F R L
F9, VAT 7 AN E, T7AINVDOTFDOFMT 4 > RIIZAY v 7 ML —ANER

ENETI.

@ UMR Uninitialized Memary Read; at address BOS0008 (4 bytes) on the heap

= [ Allocated At Stack (size 40}
O samplel at samgplel.c:20
maln at mancs
© _start in a.out+0x80508ch

[ SR

L
1] /* Co

2014,

pyraight (ol l= and

w that four UNEs have the sam= root
place bot

|

L imamery allocated ar mass

3
4
5
E Minelude csedlib.h>
7
a
¥

void add_0_1_puc_in_2 (int *p}

=l
@ | 2= + gl
|- 3
iz
13| woid mul 3 4 puc_in S(int "p)
uE
-1 5) = p[3] * p[4];
18 - 1
i)
18 ine samplel)
18t
0 | int *p = malloc|l0*sizeot (inc}):
Il
a2 add O 1 puc_in 2 (p):
23 mal_3_4_put_in_Sip):
24
25| Iree (p):
ZE Eeturn 0:
27 -}
28

B-o- sl aa wag

or its atfilia

« 41l rights resecwed.

causs
not ioitialized)

|58 UMR Urenitiakzed Memory Read at address S0008 (4 bytes) on the heap

Em [previse_all.c;84] (LIMA) =

acktrace
= [ call Stack
% add_0_1_put_in_2 at samplelc 10
L7 samplel =t camplel.c 22
B main st main o8
B _starnt in a.out+0x10dde

= [ allocated at Stack (size 40)
L7 samplel at samplel c:20
T maln &t maincs
® _start in a.out+0xlodds

9. I—R7FIA Y GUIZHLC X7,
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OA—RANLV—=T—FDPRE L KRR

BT — I REIATY =T VAT =Y 2NEL =N ESNThhbST, 77U r— 3>
2NV, EHARE 2 AAR, EITLT, J—RANL—F—FZ2NET L ENT
%9,

1.

AT — L7 —FT—FZIUET DRI -gA T2 a > Ty T r—a o &=BEL, 3l
B2 HAADRNINA T O -2 REL TBWE2D, RELTBWENLFY 20
E—L. INL—F—FIERADOFHIMEE ZHAAD Z ENTEET,

cp a.out.save a.out

Uncover T/NA1 F U IZGHAIBERE 2l AA B F T

uncover a.out

SHABEREMT ZENA F U ZFETLTCI—RANL —DOF— Y 2NEL X7,

./a.out

I—RANL—=IFT =D, sample T4 L7 FUDa.out.ucT 4 L7 FUICEZAENE
—a—o

a.out.uc T A L7 FUIZH L T Uncover Z2FEITL T,

uncover -a a.out.uc

d—RANL—IFT =%, sample 74 L7 MU D a.out.analyze 7 4 L' 27 ;U @ uncover H
TT4 L7 FUICESAENET,

OA—RYFIA T GUI ZRNWTHRZRRL 7,

code-analyzer a.out &

CORRT, THER) 713, #BiziE,. AT —of#E, BETa—RAN
L=V ORENEREINET, #MRETIINFY L TIA— RANL—COREZT 2 &
RT BT THE 7T IANL—2) Foyv IRy 7 AZRIRLET,

ZORET, TR #7123, 20— RANL =0 ERTNERINE T, &M
ROFIICIL, BENRANL —C0HEENETENTNET., ZOFEIX. %4 58%%
HAN—=FT BT ARNEEBMLESSICT T r—a > Oaa N L= a/)S—t > N
THEMNERLTWET,

Oracle Solaris Studio 123 A— K7+ S A ¥ Fa—~U T )L 1



| Rasults *|
| Showsng 12 Issues
| + Uncovered Functliom: Potentlal Coverage 13.0%

= test_for_memorylealk
{exportihomel/code-analyzer/sample/previse_all.c:35

AL: fedkddddbkbbbdbbbbddbbbbimemory leak errortékbibsibbibsibei]

32: Wdefine Il 20

34: woid test for memoryleak(void)
35: |

ELH int *ptrA, sum = 0;

Uncovered Function: Potential Coverage 9.6%
~ test_for_aocbh
fexport/homel/code-analyzer/sample/previse_all.c:9

F T T L e e

extern veoid bar (int *})
int test_for_ach{int len)

&
7
a8
L
10: imt 1, aflen], s = O;

g Uncovered Function: Potential Coverage B.6%
= function_with_large_functionality
fexport/homel/code-analyzer/sample/sample2. c: 38

3%: helper function 2{);

36: |}

37: veid function with large functionality()
3s: |

39: helper function 1{}:

Uncovered Function: Potential Coverage 6.8%
“test_for_nulld
fexport/homel/code-analyzer/sample/previse_all.c:63

B0 Jekkbddadkbbbsdkbbdsdbinnl]l pointer dereferencetsdbdibsbidibiif

6l: char * gp:

&2: imt test for mulld {int ctl})
63 |

(T H #{long*}@d = O:

Uncovered Function: Potential Coverage 5.2%
= test_for_umr

T2: return (#{{volatile int *}@)}):
73: )

ThH: ferksdk s Rk Ak AR AR ARy error SRR R
T6: imt test for wmr {int b1, int B2} |
TT: int 1, 3:

Uncovered Function: Polential Coverage 4.6%
= test_for_urv
expoitihomel/code-analyzer/sample/previse_all.c: 109

104: int £1 {dmt):

106: Hpragma ne_ side effect (1)
108: int test for mrv ()

108 |

F-ETFICAZ OB EBSTITRTOMEEZERT HITIE.

Z [#R) 7O LEHMTI7 Yy LT, O—RFRAZRy FEIFRRITLUE

o4
ER

A=y bEIFERR) R

7. M) #7TiE. ANL—OMED 9N previse all.cV—A 7 71 )b, 34N
sample2.c. BEIRN1HED previse 1.cITHFENTNWDH I ENDNDFET, FEREZISIC

T4 IVH Y 2T L Tsample2.c 7 7 1 IVOBEZ T 2 FKRT 51213,

Ty7ANDF Ty IRy A%EERLET,

@] 47 TZD

ZOREET, TR #7123, sample2.c THRODN 3840 a— RANL — DOREZT

MEREINET,

Oracle Solaris Studio 123 A— K7+ S A ¥ Fa—~U T )L

12



< EE

showing 3 1ssues sm;m ignored

- Uncovered Function: Potential Coverage 8.9%

& function_with_large_functionality L
35 helper Tunctien 2() :
ELT |
37: void function with large Tunctionality()
ELERN |
39: helper funotion 10):

Uncovered Function: Potential Coverage 2.0%
function_with_small_functionality
inetidet-06/export/home/analytics-030 1 isample/samplaz. c:43

[=

tLH helper funotion 10);

do:

42: void function with small functionality()
43:

ad: helper fanctien 5{);

& Uncovered Function: Potential Coverage 1.2%
report_error

ad: helper functien 5{):

45: |

47: woid repert ervor()

as: |

(L H printf{“An error has occurredin®);

u

8. WINNDEETY)—AT 7 AIVSADY > %27 ) LT, V—AT7 71 ZHEE

o EORAICESEYAACNENDET, V—AT 71N ZE FNA27O0—)LLET,

| Results ;‘Ilﬁchnmﬂle_!.:_."] 4l

L b
3z _\l'ulﬂ hueJ.net_[u.ucnon_l 1l

= E
34 peineE {"helper function 1yn");

a5 helper_tunction_ 2 (17

3E 1

37| [wvotd function_with_large_functionality ()
)

b4 | |- helper_tunction_1():

Ao 1

aL

42 _\rcu.:l Eu.n:t.\un_nlth_smnil_fun.ct ionality ()
=] W

44 T helper function 5();

a8 1

4E

47 [wold report_erroz()

B

45 PEARCT("AD Srror has ocourcEdint):

50 1

51

52 int =mamplel i)

23 o

54

55 covered_function();

SE 1t jecroc)

st | [ E2pOLT_8rror|);

58 return O;

58 1

L]

HAN—ENTWARNI— REEAOFFEMTY—r 3N, LEAE

helper function 51();
}

PR, BET O TY— 3 nET B

OracleSolarisStudio 123 A— R 7 F+SA4 HFa— kU T

B W EE-8 aeSR ay waE

a5 [ lv:lpzr_tum:r_lon_'l[j: &
SE 1

a7 void helpsr function 21|

s

28 princt {"helper_funcrion Z\mn"):

0 r helper fusceclen 3();

4

DEDITRVET, Ty AIVTRERDD TN —2D
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A—R7F AP TRESN/ZHEZ I — FOHE(IC
ERT D

IA—=RYFIA T TRES NP ERLMEEZBIETS2IET, - RITERDA > IENDM
HOHFHTE, - FOREEREEZREHLETEDIELT T,

BT —MEZFTITLHIEICKD, YTV =2 a YNO/BBRIRI—RERDIF5 T ENT
EEXT, 2L, NI —BRETRBLENFEET LI ENHD XTI, FRMRERZI—RFOM
B L OEEICHEL T, COEIBIIT—OMRBEMBEITRILEET. I—-RAINL—IRE
i BT A B A — b OBEITRILEXT,

A=R7FIATTREING SEEOREDERDHEG SN, o LBHEERI— Rz TA
T1DDY =)V THI ZENTEET,

A—RT7F ATV — I TRESNDBENGZIS —

a2/)%1 5. Discover, BX W Uncoverld, I— RNOFHI—ROBE, AT -7t
ZDME, BIOANL—CoMEEZBRELET., N5V =)L TREESN, I—R7F51
YT EIN2Z2TT—OFEEICOWNT, UBOE THIAL £,

B0 — FORE

F I — FMRETIE, ROMEOL I —MitianExd,

= ABR:EFIHEIPASE N S DFEA D (beyond Array Bounds Read)

= ABW: il SRS\ DF E 1A P (beyond Array Bounds Write)

= DFM: A& — D EMEH (Double Freeing Memory)

= ECV: H/REYAIS v A B E X (Explicit type Cast Violation)

= FMR: RS N2 AT =05 DOFHAHLD (Freed Memory Read)

= FEMW: IS N7z A EY —ADFE E AP (Freed Memory Write)

= FOU:PM OUT SEFERTDF

= INF: ZZ DR )L — 7 (INFinite empty loop)

= AEYU—U—2

= MFR: B9 D1EIF 72 L (Missing Function Return)

»  MRC: malloc & D fE D472 L (Missing malloc Return value Check)
= NFR: #JHI{E S N T2 WBIE D 1E IR (uNinitialized Function Return)

» NUL:NULLARA > HEESE,. U —27 OnlgEtENd 511 > ¥ O (NULl pointer
dereference, leaky pointer check)

= RFM: A A A E 1 — %R (Return Freed Memory)

* UMRAIHMES N TWARVNATY —DFARD .. gL N THARNATY —DFEAHR D
E v hMEAE (Uninitialized Memory Read, Uninitialized Memoey Read bit operation)

= URV: i SN TW/RWERE D f (Unused Return Value)
= VES: 22— T TORFZEE DM (out-of-scope local Variable usage)

AT T O RDMERE

AT =7 7 L ARETIE, ROBEOT I - EsnExd,
ABR: FELHI#IPHIE 2 5 DFEAELD (beyond Array Bounds Read)

ABW: ELFI#i PN D E Z A H (beyond Array Bounds Write)

BFM: N IE722% & A E 1) — (Bad Free Memory)
BRP: N1E7Z realloc 7 R L A/XT A —% (Bad Realloc address Parameter)

Oracle Solaris Studio 123 A— K7+ S A ¥ Fa—~U T )L 14



CGB: 8 L 7=/ — R 70w 7 (Corrupted Guard Block)

DFM: A &Y —® ZHf# L (Double Freeing Memory)

FMR: RIS NIz A | Y — 5 DFAELD (Freed Memory Read)
FMW: i S 7z A | U — A\ DFEH Z A A (Freed Memory Write)

IMR: FEZ /2 AE U —n 5 DOFHAELD (Invalid Memory Read)

IMW: #5752 A 1 — D F ZiA A (Invalid Memory Write)
AEY—1—7

OLP: 3£ D il & 5213 | O A (OverLaPping source and destination)

PIR: #R7> I AI AL & = 5EIEN 5 DFEAHLD (Partially Initialized Read)
SBR: A% v 7 5 &l 2 55 AHLD (beyond Stack Bounds Read)

SBW: A% v 7 55 %28l 2 % & Z3A P (beyond Stack Bounds Write)
UAR: JEHID B TAEY =5 DFHAHLD (UnAllocated memory Read)
UAW: JEEID BT AEY —ADFEH Z 1A A (UnAllocated memory Write)
UMR: JEFIHIE A B Y —20 5 OFHAELD (Unitialized Memory Read)

AT —7 7 ABMETIE, ROBEOEL PR INET,

. AZS:0H 1 ZDEID X4 T (Allocating Zero Size)

= AEY—U—2

= SMR: BHERYZRIEWIHME A | Y —) 5 OFEAHLD (Speculative unitialized Memory Read)

dA— ANV —2DRRE

I—RANL—=UBRETIE, IN—ENTORVWEEDRESNE T, #RTIE. ROh-ok
JI—RANL—=YOREIC THN=ENTWRWEEY &S TUAHT 53, IBFER7STIN
L= 0BG RENET, ZOEIER, ZATLHBENIN-925TAMZBMLIZLEICY
TV =23 POEEANL =N — > MEINT 20 ERLTNET,
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