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3 Getting Started Managing Oracle Fusion Middleware

When you install Oracle Fusion Middleware, you install the binary files, such as executable files, jar files, and libraries. Then, you use configuration tools to configure the software. This chapter provides information you need to get started managing Oracle Fusion Middleware, including information about the tools you use.

This chapter includes the following topics:

	
Setting Up Environment Variables


	
Overview of Oracle Fusion Middleware Administration Tools


	
Getting Started Using Oracle Enterprise Manager Fusion Middleware Control


	
Getting Started Using Oracle WebLogic Server Administration Console


	
Getting Started Using Command-Line Tools


	
Getting Started Using the Fusion Middleware Control MBean Browsers


	
Managing Components


	
Changing the Administrative User Password


	
Basic Tasks for Configuring and Managing Oracle Fusion Middleware






3.1 Setting Up Environment Variables

When you installed Oracle Fusion Middleware, you were logged in to your operating system as a particular user. You should always log in as this user to manage your installation because this user has permission to view and modify the files in your installation's Oracle home.

To use Oracle Fusion Middleware, you must set environment variables as shown in the following tables:

	
Table 3-1, "Environment Variables for Linux and UNIX"


	
Table 3-2, "Environment Variables for Windows"





Table 3-1 Environment Variables for Linux and UNIX

	Environment Variable	Value
	
DISPLAY

	
hostname:display_number.screen_number

Very few tools, such as oidadmin, require the DISPLAY variable.


	
LD_LIBRARY_PATH

	
On Solaris, ensure that the value contains the following directory:


$ORACLE_HOME/lib32


On Linux and HP-UX, ensure that the value contains the following directory:


$ORACLE_HOME/lib


On IBM AIX, ensure that this environment variable is not set.


	
(IBM AIX only)

LIBPATH

	
If the calling application is a 32-bit application, ensure that the value contains the following directory:


$ORACLE_HOME/lib32


If the calling application is a 64-bit application, ensure that the value contains the following directory:


$ORACLE_HOME/lib


	
(Solaris only)

LD_LIBRARY_PATH_64

	
Ensure that the value contains the following directory:


$ORACLE_HOME/lib


	
(HP-UX only)

SHLIB_PATH

	
Ensure that the value contains the following directory:


$ORACLE_HOME/lib32


	
MW_HOME

	
Set the value to the full path of the installation's Middleware home. Do not use a trailing slash in the definition. The following example shows the full path:


/scratch/Oracle/Middleware


	
ORACLE_HOME

	
Setting this is useful if you are working with just one Oracle home. Set to the full path of the Oracle home. Do not use a trailing slash in the definition. The following example shows the full path:


/scratch/Oracle/Middleware/ORACLE_HOME_SOA1


	
ORACLE_INSTANCE

	
Optional. Setting this is useful if you have only one Oracle instance in your environment or if you are working with just that one instance. Set to the full path of an Oracle instance. Do not use a trailing slash in the definition. The following example shows the full path of a Web Tier installation:


/scratch/Oracle/Middleware/WebTier/instances/instance1


	
PATH

	
Ensure that the value contains the following directories, which contains basic commands used by all installations:


$ORACLE_COMMON_HOME/bin
$ORACLE_COMMON_HOME/common/bin


When you start to work with specific components, you may want to add additional directories to your path, as recommended by the component documentation.


	
JAVA_HOME

	
Ensure that the value contains the following directory:


MW_HOME/jdkn


	
CLASSPATH

	
Ensure that the value contains the following directories:


$ORACLE_HOME/lib:MW_HOME/jdkn/lib








Table 3-2 shows the environment variables for Windows.


Table 3-2 Environment Variables for Windows

	Environment Variable	Value
	
MW_HOME

	
Set the value to the full path of the installation's Middleware home. Do not use a trailing backslash in the definition. The following example shows the full path:


C:\oracle\Middleware


	
ORACLE_HOME

	
Setting this is useful if you are working with just one Oracle home. Set the value to the full path of the Oracle home. Do not use a trailing backslash in the definition. The following example shows the full path:


C:\oracle\Middleware\ORACLE_SOA1


	
ORACLE_INSTANCE

	
Optional. Setting this is useful if you have only one Oracle instance in your environment or if you are working with just that one instance. Set the value to the full path of an Oracle instance. Do not use a trailing backslash in the definition. The following example shows the full path of a Web Tier installation:


C:\oracle\Middleware\WebTier\instances\instance1


	
PATH

	
Ensure that the value contains the following directory, which contains basic commands used by all installations:


ORACLE_COMMON_HOME\bin
ORACLE_COMMON_HOME\common\bin


	
JAVA_HOME

	
Ensure that the value contains the following directory:


MW_HOME\jdkn


	
CLASSPATH

	
Ensure that the value contains the following directories:


ORACLE_HOME\lib:MW_HOME\jdkn\lib


	
TEMP

	
Set the value to your temp directory, for example, C:\temp.


	
TMP

	
Set the value to your temp directory, for example, C:\temp.









Best Practices for Multiple Installations on a UNIX Host

If you have multiple installations of Oracle Fusion Middleware on a UNIX host, it is very important to completely set your environment when managing a particular installation.

Some Oracle Fusion Middleware commands use the MW_HOME and ORACLE_HOME environment variables to determine which installation to operate on, and some use the directory location of the command. It is, therefore, not sufficient to simply reset your environment variables or change directories to a different Oracle home as you move between installations. You must fully change to the new installation as follows:

	
Log in as the user who installed Oracle Fusion Middleware.

On UNIX hosts, you may also use the su command to switch to the user, but be sure to use the dash (-) option so that your environment is set the same as it would have been had you actually logged in as that user. For example:


su - user


	
Set the correct environment variables for the installation, as described in Table 3-1.


	
Execute commands in the Middleware home and Oracle home of the correct installation.





Multiple Installations by the Same User If you installed multiple installations as the same user, ensure that you are in the correct Middleware home and Oracle home and have the correct environment variables set when working on a particular installation. You may want to set up some scripts to make it easy to change from one installation to another.






3.2 Overview of Oracle Fusion Middleware Administration Tools

After you install and configure Oracle Fusion Middleware, you can use the graphical user interfaces or command-line tools to manage your environment.

Oracle offers the following primary tools for managing your Oracle Fusion Middleware installations:

	
Oracle Enterprise Manager Fusion Middleware Control. See Section 3.3.


	
Oracle WebLogic Server Administration Console. See Section 3.4


	
The Oracle Fusion Middleware command-line tools. See Section 3.5.


	
The Fusion Middleware Control MBean Browser. See Section 3.6.




Note that you should use these tools, rather than directly editing configuration files, to perform all administrative tasks unless a specific procedure requires you to edit a file. Editing a file may cause the settings to be inconsistent and generate problems.




	
Note:

For information about using administration tools for IBM Websphere, see "Summary of the Oracle Fusion Middleware Management Tools on IBM WebSphere" in the Oracle Fusion Middleware Third-Party Application Server Guide.









Both Fusion Middleware Control and Oracle WebLogic Server Administration Console are graphical user interfaces that you can use to monitor and administer your Oracle Fusion Middleware environment. You can install Fusion Middleware Control and the Administration Console when you install most Oracle Fusion Middleware components.

Note the following:

	
If you install a standalone Oracle WebLogic Server Fusion Middleware Control is not installed, only the Administration Console is installed.


	
If you install Oracle JDeveloper, neither Fusion Middleware Control or the Administration Console are installed. They can be installed if you install Oracle Fusion Middleware Application Developer.




You can perform some tasks with either tool, but for other tasks, you can only use one of the tools. Table 3-3 lists some common tasks and the recommended tool.


Table 3-3 Comparing Fusion Middleware Control and WebLogic Server Administration Console

	Task	Tool to Use
	
Manage Oracle WebLogic Server

	
Use:


	
Create additional Managed Servers

	
WebLogic Server Administration Console


	
Clone Managed Servers

	
WebLogic Server Administration Console


	
Cluster Managed Servers

	
WebLogic Server Administration Console


	
Start and stop Oracle WebLogic Server

	
Fusion Middleware Control or WebLogic Server Administration Console


	
Add users and groups

	
WebLogic Server Administration Console if using the default embedded LDAP; if using another LDAP server, use the LDAP server's tool


	
Manage Data Sources

	
Use:


	
Create data sources

	
WebLogic Server Administration Console


	
Create connection pools

	
WebLogic Server Administration Console


	
Manage JMS Resources

	
Use:


	
Create JMS queues

	
WebLogic Server Administration Console


	
Configure advanced queuing

	
WebLogic Server Administration Console


	
Manage SOA environment

	
Use:


	
Deploy SOA Composite applications

	
Fusion Middleware Control



	
Monitor SOA Composite applications

	
Fusion Middleware Control



	
Modify Oracle BPEL Process Manager MBean properties

	
Fusion Middleware Control



	
Debug applications such as Oracle BPEL Process Manager applications

	
Fusion Middleware Control



	
ADF Applications

	
Use:


	
Deploy ADF applications

	
Fusion Middleware Control



	
Java EE applications

	
Use:


	
Deploy Java EE applications

	
WebLogic Server Administration Console or Fusion Middleware Control


	
Security

	
Use:


	
Configure and manage auditing

	
Fusion Middleware Control



	
Configure SSL

	
WebLogic Server Administration Console for Oracle WebLogic Server

Fusion Middleware Control for Java components and system components. See Chapter 6.


	
Change passwords

	
WebLogic Server Administration Console


	
Manage Components

	
Use:


	
View and manage log files

	
Fusion Middleware Control for most log files

WebLogic Server Administration Console for the following logs:


DOMAIN_HOME/servers/server_name/logs/access.log
DOMAIN_HOME/servers/server_name/data/ldap/log/EmbeddedLDAP.log
DOMAIN_HOME/servers/server_name/data/ldap/log/EmbeddedLDAPAccess.log


	
Change ports

	
WebLogic Server Administration Console for Oracle WebLogic Server and Java components

For some system components, Fusion Middleware Control. See the Administration Guide for the component.


	
Manage Oracle HTTP Server

	
Fusion Middleware Control



	
Manage Oracle Web Cache

	
Fusion Middleware Control



	
Start and stop components

	
Fusion Middleware Control



	
Start and stop applications

	
Fusion Middleware Control













3.3 Getting Started Using Oracle Enterprise Manager Fusion Middleware Control

Fusion Middleware Control is a Web browser-based, graphical user interface that you can use to monitor and administer a farm.

A farm is a collection of components managed by Fusion Middleware Control. It can contain an Oracle WebLogic Server domain, one Administration Server, one or more Managed Servers, clusters, one or more Oracle instances, and the Oracle Fusion Middleware components that are installed, configured, and running in the domain or Oracle instances.

Fusion Middleware Control organizes a wide variety of performance data and administrative functions into distinct, Web-based home pages for the farm, domain, servers, components, and applications. The Fusion Middleware Control home pages make it easy to locate the most important monitoring data and the most commonly used administrative functions—all from your Web browser.

The following topics are discussed in this section:

	
Displaying Fusion Middleware Control


	
Using Fusion Middleware Control Help


	
Navigating Within Fusion Middleware Control


	
Understanding Users and Roles for Fusion Middleware Control


	
Viewing and Managing the Farm


	
Viewing and Managing Components


	
Viewing the Status of Applications






3.3.1 Displaying Fusion Middleware Control

To display Fusion Middleware Control, you enter the Fusion Middleware Control URL, which includes the name of the host and the administration port number assigned during the installation. The following shows the format of the URL:


http://hostname.domain:port/em


The port number is the port number of the Administration Server. By default, the port number is 7001. The port number is listed in the following file:


DOMAIN_HOME/config/config.xml


For some installation types, such as SOA or Web Tier, if you saved the installation information by clicking Save on the last installation screen, the URL for Fusion Middleware Control is included in the file that is written to disk (by default to your home directory). For other installation types, the information is displayed on the Create Domain screen of the Configuration Wizard when the configuration completes.

To display Fusion Middleware Control:

	
Enter the URL in your Web browser. For example:


http://host1.example.com:7001/em


The following shows the login page:

[image: Description of welcome.gif follows]

Description of the illustration welcome.gif



	
Enter the Oracle Fusion Middleware administrator user name and password and click Login.

The default user name for the administrator user is weblogic. This is the account you can use to log in to Fusion Middleware Control for the first time. The password is the one you supplied during the installation of Oracle Fusion Middleware.









3.3.2 Using Fusion Middleware Control Help

At any time while using the Fusion Middleware Control Console, you can click Help at the top of the page to get more information. In most cases, the Help window displays a help topic about the current page. Click Contents in the Help window to browse the list of help topics, or click Search to search for a particular word or phrase.






3.3.3 Navigating Within Fusion Middleware Control

Fusion Middleware Control displays the target navigation pane on the left and the content pane on the right. For example, when you first log in to Fusion Middleware Control, the farm home page is displayed on the right.

From the target navigation pane, you can expand the tree and select an Oracle WebLogic Server domain, an Oracle WebLogic Server Managed Server, a component, an application, or a Metadata Repository.

When you select a target, such as a Managed Server or a component, the target's home page is displayed in the content pane and that target's menu is displayed at the top of the page, in the context pane. For example, if you select a Managed Server, the WebLogic Server menu is displayed. You can also view the menu for a target by right-clicking the target in the navigation pane.

The following figure shows the target navigation pane and the home page of an Managed Server. Because a Managed Server was selected, the dynamic target menu listed in the context pane is the WebLogic Server menu.

[image: Description of nav.gif follows]

Description of the illustration nav.gif



In the preceding figure, the following items are called out:

	
Target Navigation Pane lists all of the targets in the farm in a navigation tree.


	
Content Pane shows the current page for the target. When you first select a target, that target's home page is displayed.


	
Farm Menu provides a list of operations that you can perform on the farm. The Farm menu is always available.


	
Dynamic Target Menu provides a list of operations that you can perform on the currently selected target. The menu that is displayed depends on the target you select. The menu for a specific target contains the same operations as those in the Right-Click Target Menu.


	
Right-Click Target Menu provides a list of operations that you can perform on the currently selected target. The menu is displayed when you right-click the target name in the target navigation pane. In the figure, even though the WebLogic Server is selected and its home page is displayed, the right-click target menu displays the operations for a metadata repository because the user has right-clicked the metadata repository.

The menu for a specific target contains the same operations as those in the Dynamic Target Menu.


	
Topology Viewer displays the topology of the farm.


	
Target Name is the name of the currently selected target.


	
Target Information Icon provides information about the target. For example, for a domain, it displays the target name, the version, and the domain home.


	
Context Pane provides the name of the target, the name of the current user, the host name, and the time of the last page refresh, as well as the Refresh icon.


	
Expand All/Collapse All lets you expand or collapse the navigation tree.


	
Refresh indicates when the page is being refreshed. Click it to refresh a page with new data. (Refreshing the browser window refreshes the page but does not retrieve new data.)


	
Return to login takes you to the login page when you click the Oracle Enterprise Manager logo.




In addition, from Fusion Middleware Control, from the home pages of targets such as the Administration Server or Managed Servers, you can access the WebLogic Server Administration Console. For information about configuring Single Sign-On between Fusion Middleware Control and the WebLogic Server Administration Console, see "Configuring Single Sign-On for Administration Consoles" in the Oracle Fusion Middleware Enterprise Deployment Guide for Oracle Identity Management.

Table 3-4 describes some common ways you can navigate within Fusion Middleware Control.


Table 3-4 Navigating Within Fusion Middleware Control

	To:	Take This Action:
	
View all of the targets in the farm

	
Click the Expand All icon at the top of the target navigation pane.


	
Navigate to the farm

	
Select the farm from the target navigation pane. The farm's home page is displayed in the content pane.


	
Operate on the farm

	
Select the Farm menu, which is always available at the top left of Fusion Middleware Control.


	
Operate on a target

	
Right-click the target in the target navigation pane. The target menu is displayed.

Alternatively, you can select the target and use the dynamic target menu in the context pane.


	
Return to the target's home page

	
Click the target name at the top left-hand corner of the context pane.


	
Refresh a page with new data

	
Click the Refresh icon in the top right of the context pane.


	
Return to a previous page

	
Click the breadcrumbs, which appear below the context pane. The breadcrumbs appear when you drill down in a target. For example, choose Logs from the WebLogic Server menu, then View Log Messages. Select a log file and click View Log File. The breadcrumbs show:

Log Messages > Log Files > View Log File: logfile_name


	
View the host on which the target is running

	
Select the target in the target navigation pane and view the host name in the target's context pane. You can also view the host name by clicking the Target Information icon.


	
Return to the login page

	
Click the Oracle Enterprise Manager logo at the top left of the page.


	
View the topology

	
Click Topology.


	
View a server log file

	
Right-click the server name in the target navigation pane. Choose Logs, and then View Log Messages to see a summary of log messages and to search log files.












3.3.4 Understanding Users and Roles for Fusion Middleware Control

To access Fusion Middleware Control and perform tasks, you must have the appropriate role. Fusion Middleware Control uses the Oracle WebLogic Server security realm and the roles defined in that realm. If a user is not granted one of these roles, the user cannot access Fusion Middleware Control.

Each role defines the type of access a user has. For example, a user with the role Admin has full privileges. A user with the role Operator has privileges to perform essential day-to-day operations. A user with the role Monitor has privileges only to view the configuration.




	
See Also:

"Users, Groups, and Security Roles" in the Oracle Fusion Middleware Securing Resources Using Roles and Policies for Oracle WebLogic Server














3.3.5 Viewing and Managing the Farm

When you log in to Fusion Middleware Control, the first page you see is the Farm home page. You can also view this page at any time by selecting the farm in the target navigation pane.

The following figure shows the Farm home page:

[image: Description of farmhome.gif follows]

Description of the illustration farmhome.gif



The Farm menu is displayed at the top of the page. From the Farm menu, you can take the following actions:

	
Create and delete components and create clusters


	
View log messages.


	
Specify monitoring credentials




The Farm menu is always displayed, even if you have selected other entities.

You can view the farm topology by selecting Topology. The Topology Viewer provides you with a high-level view of the topology, including Managed Servers, deployed applications, and the routing configuration. See Section 11.3 for information about using the Topology Viewer.






3.3.6 Viewing and Managing Components

From the target navigation pane, you can drill down to view and manage the components in your farm.

For example, to view and manage Oracle SOA Suite, take the following steps:

	
In the target navigation pane, expand the farm, then SOA.


	
Select the SOA instance.

The home page for the SOA instance is displayed, as shown in the following figure:

[image: Description of soa_home.gif follows]

Description of the illustration soa_home.gif



	
From the SOA Infrastructure menu, you can perform many administrative tasks, such as starting, stopping, and monitoring Oracle SOA Suite and deploying SOA composite applications.




As another example, to view and manage Oracle HTTP Server, take the following steps:

	
In the target navigation pane, expand the farm, then Web Tier.


	
Select the Oracle HTTP Server instance, for example, ohs1.

The home page for the Oracle HTTP Server ohs1 is displayed, as shown in the following figure:

[image: Description of ohs_home.gif follows]

Description of the illustration ohs_home.gif



	
From the HTTP Server menu, you can perform many administrative tasks, such as starting, stopping, and monitoring Oracle HTTP Server.







	
See Also:

Section 11.1.5 for more information about monitoring components














3.3.7 Viewing the Status of Applications

From the target navigation pane, you can drill down to view and manage the applications in your farm.

To view Java EE applications:

	
From the target navigation pane, expand the farm and then Application Deployments.


	
Select the application that you want to view.

The application's home page is displayed. In this page, you can view a summary of the application's status, entry points to the application, Web services and modules associated with the application, and the response and load.




To view SOA Composite Applications:

	
From the target navigation pane, expand the farm, then SOA, and then soa-infra.


	
Select the application that you want to view.

The application's home page is displayed. It shows information about the application, such as the recent instances of the application, the faults and rejected messages and the policies.











3.4 Getting Started Using Oracle WebLogic Server Administration Console

Oracle WebLogic Server Administration Console is a Web browser-based, graphical user interface that you use to manage an Oracle WebLogic Server domain. It is accessible from any supported Web browser with network access to the Administration Server.

Use the Administration Console to:

	
Configure, start, and stop WebLogic Server instances


	
Configure WebLogic Server clusters


	
Configure WebLogic Server services, such as database connectivity (JDBC) and messaging (JMS)


	
Configure security parameters, including creating and managing users, groups, and roles


	
Configure and deploy Java EE applications


	
Monitor server and application performance


	
View server and domain log files


	
View application deployment descriptors


	
Edit selected run-time application deployment descriptor elements






3.4.1 Displaying the Oracle WebLogic Server Administration Console

To display the Administration Console:

	
Enter the following URL in a browser:


http://hostname:port_number/console


The port number is the port number of the Administration Server. By default, the port number is 7001.

The login page is displayed.


	
Log in using the user name and password supplied during installation or another administrative user that you created.

Oracle WebLogic Server Administration Console is displayed as shown in the following figure:

[image: Description of wls_admin.gif follows]

Description of the illustration wls_admin.gif





Alternatively, you can access the Administration Console from Fusion Middleware Control, from the home pages of targets such as the Administration Server or Managed Servers.






3.4.2 Locking the WebLogic Server Configuration

Before you make configuration changes, lock the domain configuration, so you can make changes to the configuration while preventing other accounts from making changes during your edit session. To lock the domain configuration:

	
Locate the Change Center in the upper left of the Administration Console screen.


	
Click Lock & Edit to lock the configuration edit hierarchy for the domain.




As you make configuration changes using the Administration Console, you click Save (or in some cases Finish) on the appropriate pages. This does not cause the changes to take effect immediately. The changes take effect when you click Activate Changes in the Change Center. At that point, the configuration changes are distributed to each of the servers in the domain. If the changes are acceptable to each of the servers, then they take effect. If any server cannot accept a change, then all of the changes are rolled back from all of the servers in the domain. The changes are left in a pending state; you can then either edit the pending changes to resolve the problem or revert to the previous configuration.

You can also lock the configuration by using the WLST command, startEdit::


startEdit()


For more information about the startEdit command and the stopEdit command, which releases locks, see "startEdit" and "stopEdit" in the Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.








3.5 Getting Started Using Command-Line Tools

The following topics describe the primary command-line tools you can use to manage most Oracle Fusion Middleware components:

	
Getting Started Using the Oracle WebLogic Scripting Tool (WLST)


	
Getting Started Using Oracle Process Manager and Notification Server






3.5.1 Getting Started Using the Oracle WebLogic Scripting Tool (WLST)

The Oracle WebLogic Scripting Tool (WLST) is a command-line scripting environment that you can use to create, manage, and monitor Oracle WebLogic Server domains. It is based on the Java scripting interpreter, Jython. In addition to supporting standard Jython features such as local variables, conditional variables, and flow-control statements, WLST provides a set of scripting functions (commands) that are specific to WebLogic Server. You can extend the WebLogic scripting language to suit your needs by following the Jython language syntax.

You can use WLST commands in the following ways:

	
Interactively, on the command line


	
In script mode, supplied in a file


	
Embedded in Java code




For example, to invoke WLST interactively, and connect to the WebLogic Server, use the following commands:


java weblogic.WLST
connect('username', 'password', 'localhost:7001')


To display information about WLST commands and variables, enter the help command. For example, to display a list of categories for online commands, enter the following:


wls:/base_domain/serverConfig>  help('online')
    help('activate')            Activate the changes.
    help('addListener')         Add a JMX listener to the specified MBean.
    help('adminHome')           Administration MBeanHome.
    help('cancelEdit')          Cancel an edit session.
    help('cd')                  Navigate the hierarchy of beans.
    help('cmo')                 Current Management Object.
 .
 .
 .


To monitor the status, you use the WLST state command, using the following format:


state(name, type)


For example to get the status of the Managed Server soa_server1, use the following command:


wls:/SOA_domain/serverConfig> state('soa_server1', 'Server')
Current state of 'soa_server1' : RUNNING





	
See Also:

Oracle Fusion Middleware WebLogic Scripting Tool Command Reference











3.5.1.1 Using Custom WLST Commands

Many components, such as Oracle SOA Suite, Oracle Platform Security Services (OPSS), Oracle Fusion Middleware Audit Framework, and MDS, and services such as SSL and logging, provide custom WLST commands.

To use those custom commands, you must invoke the WLST script from the appropriate Oracle home. Do not use the WLST script in the WebLogic Server home.

	
For the following components and services, invoke WLST from the Oracle Common home:

	
Oracle Application Development Framework


	
Oracle Fusion Middleware Audit Framework


	
Oracle Access Manager


	
Oracle Platform Security Services


	
Oracle Metadata Services


	
Diagnostic Framework


	
Dynamic Monitoring Service (DMS)


	
Logging


	
Secure Sockets Layer (SSL)


	
Oracle JRF


	
Oracle Web Services


	
Oracle Web Services Manager




The script is located at:


(UNIX) ORACLE_COMMON_HOME/common/bin/wlst.sh
(Windows) ORACLE_COMMON_HOME\common\bin\wlst.cmd


	
For other components, such as Oracle HTTP Server, Oracle SOA Suite, or Oracle WebCenter Portal, invoke WLST from the Oracle home in which the component has been installed. The script is located at:


(UNIX) ORACLE_HOME_for_component/common/bin/wlst.sh
(Windows) ORACLE_HOME_for_component\common\bin\wlst.cmd


For example, to run the custom WLST commands for Oracle SOA Suite on a Linux system, use the following commands:


cd ORACLE_HOME_for_SOA/common/bin
./wlst.sh









3.5.1.2 Using WLST Commands for System Components

In addition to the commands provided by WLST for Oracle WebLogic Server, WLST provides a subset of commands to manage system components. These commands are:

	
startproc(componentName [, componentType] [, componentSet): Starts the specified component.


	
stopproc(componentName [, componentType] [, componentSet): Stops the specified component.


	
status(componentName [, componentType] [, componentSet): Obtains the status of the specified component.


	
proclist(): Obtains the list of components.




To use these custom commands, you must invoke the WLST script from the Oracle home in which the component has been installed. Do not use the WLST script in the WebLogic Server home. The script is located at:


(UNIX) ORACLE_HOME_for_component/common/bin/wlst.sh
(Windows) ORACLE_HOME_for_component\common\bin\wlst.cmd








3.5.2 Getting Started Using Oracle Process Manager and Notification Server

Oracle Process Manager and Notification Server (OPMN) manages and monitors the following Oracle Fusion Middleware components, referred to as system components:

	
Oracle HTTP Server


	
Oracle Web Cache


	
Oracle Internet Directory


	
Oracle Virtual Directory


	
Oracle Forms Services


	
Oracle Reports


	
Oracle Business Intelligence Discoverer


	
Oracle Business Intelligence




OPMN provides the opmnctl command. The executable file is located in the following directories:

	
ORACLE_HOME/opmn/bin/opmnctl: The opmnctl command from this location should be used only to create an Oracle instance or a component for an Oracle instance on the local system. Any opmnctl commands generated from this location should not be used to manage system processes or to start OPMN.

On Windows, if you start OPMN using the opmnctl start command from this location, OPMN and its processes terminate when the Windows user has logged out.


	
ORACLE_INSTANCE/bin/opmnctl: The opmnctl command from this location provides a per Oracle instance instantiation of opmnctl. Use opmnctl commands from this location to manage processes for this Oracle instance. You can also use this opmnctl to create components for the Oracle instance.

On Windows, if you start OPMN using the opmnctl start command from this location, it starts OPMN as a Windows service. As a result, the OPMN parent process, and the processes which it manages, persist after the MS Windows user has logged out.




To view the status of all system components in an Oracle instance, use the following command:


opmnctl status
Processes in Instance: webtier_inst
---------------------------------+--------------------+---------+---------
ias-component                    | process-type       |     pid | status  
---------------------------------+--------------------+---------+---------
webcache1                        | WebCache-admin     |   19556 | Alive   
webcache1                        | WebCache           |   19555 | Alive   
ohs1                             | OHS                |    7249 | Alive 


To view the status of a particular component or component type, use the following command:


opmnctl status componentName [, componentType] [, componentSet]


For example, to view the status of an Oracle Virtual Directory instance named ovd1, use the following command:


opmnctl status ias-component=ovd1


You can use OPMN to start and stop system components, monitor system components, and perform many other tasks related to process management. For example, you can use the following commands to start and stop OPMN and all OPMN-managed processes, such as Oracle HTTP Server and Oracle Web Cache:


opmnctl startall
opmnctl stopall


To start a component, use the following command:


opmnctl startproc componentName [, componentType] [, componentSet


For example, to start an Oracle HTTP Server instance named ohs1, use the following command:


opmnctl startproc ias-component=ohs1





	
See Also:

	
Chapter 4 for information about starting and stopping your Oracle Fusion Middleware environment


	
Chapter 11 for more information about monitoring your Oracle Fusion Middleware environment


	
Oracle Fusion Middleware Oracle Process Manager and Notification Server Administrator's Guide



















3.6 Getting Started Using the Fusion Middleware Control MBean Browsers

A managed bean (MBean) is a Java object that represents a JMX manageable resource in a distributed environment, such as an application, a service, a component or a device.

MBeans are defined in the Java EE Management Specification (JSR-77), which is part of Java Management Extensions, or JMX, a set of specifications that allow standard interfaces to be created for managing applications in a Java EE environment. For information about JSR-77, see:


http://java.sun.com/j2ee/tools/management/


You can create MBeans for deployment with an application into Oracle WebLogic Server, enabling the application or its components to be managed and monitored through Fusion Middleware Control.




	
See Also:

"Understanding WebLogic Server MBeans" in the Oracle Fusion Middleware Developing Custom Management Utilities With JMX for Oracle WebLogic Server









Fusion Middleware Control provides a set of MBean browsers that allow to you browse the MBeans for an Oracle WebLogic Server or for a selected application. You can also perform specific monitoring and configuration tasks from the MBean browser.

The MBeans are organized into three groups: Configuration MBeans, Runtime MBeans, and Application-Defined MBeans.

The following topics describe how to view or configure MBeans:

	
Using the System MBean Browser


	
Using the MBeans for a Selected Application






3.6.1 Using the System MBean Browser

You can view the System MBean Browser for many entities, including an Oracle WebLogic Server domain, an Administration Server, a Managed Server, or an application. You can search for an MBean, filter the list of MBeans, and refresh the list of MBeans in the MBean navigation tree.

To view the System MBean Browser specific to a particular Oracle WebLogic Server Managed Server and to configure and use the MBeans:

	
From the target navigation pane, expand the farm, then WebLogic Domain, and then the domain.


	
Select the Managed Server.


	
From the WebLogic Server menu, choose System MBean Browser.

The System MBean Browser page is displayed.


	
Expand a node in the MBean navigation tree and drill down to the MBean you want to access. Select an MBean instance.

If you do not know the location of an MBean, you can search for the MBean:

	
Click the Find icon at the top of the MBean navigation tree.


	
For Find, select MBean Name.

You can also select Attributes, Operations, or JMX syntax.


	
Enter the name of the MBean and click the arrow.





	
To view the MBean's attributes, select the Attributes tab. Some attributes allow you to change their values. To do so, enter the value in the Value column.


	
To view the available operations, select the Operations tab. To perform an operation, click the operation. The Operations page appears. Enter any applicable values and click Invoke.







	
See Also:

The Fusion Middleware Control online help














3.6.2 Using the MBeans for a Selected Application

You can view, configure, and use the MBeans for a specific application by taking the steps described in Section 3.6.1, and drilling down to the application. As an alternative, you can navigate to an application's MBeans using the following steps:

	
From the target navigation pane, expand the farm, then Application Deployments.


	
Select the application.


	
From the Application Deployments menu, choose System MBean Browser.

The System MBean Browser page is displayed, along with the MBean information for the application.


	
To view the MBean's attributes, select the Attributes tab. Some attributes allow you to change their values. To do so, enter the value in the Value column.


	
To view the available operations, select the Operations tab. To perform an operation, click the operation. The Operations page appears. Enter any applicable values and click Invoke.











3.7 Managing Components

Oracle Fusion Middleware components include Oracle WebLogic Server, Java components that are part of Oracle SOA Suite and WebCenter Portal, such as Oracle BPEL Process Manager or Oracle Business Activity Monitoring, and system components such as Oracle Web Cache.

To manage the Oracle WebLogic Server and Java components, you can use WLST, Oracle WebLogic Server Administration Console, or Fusion Middleware Control.

To manage system components, you can use OPMN, WLST, or Fusion Middleware Control.




	
See:

	
Oracle Fusion Middleware Installation Planning Guide and the individual installation guides for information about installing and configuring components


	
Oracle Fusion Middleware Installation Guide for Oracle WebLogic Server for installing and configuring Oracle WebLogic Server


	
The administration guide for each component or suite for more information about managing these components.

















3.8 Changing the Administrative User Password

During the Oracle Fusion Middleware installation, you must specify a password for the administration account. Then, you can use this account to log in to Fusion Middleware Control and the Oracle WebLogic Server Administration Console for the first time. You can create additional administrative accounts using the WLST command line or the Oracle WebLogic Server Administration Console.




	
See Also:

"Understanding Users and Roles" in the Oracle Fusion Middleware Application Security Guide









You can change the password of the administrative user using the Oracle WebLogic Server Administration Console or the WLST command line.



3.8.1 Changing the Administrative User Password Using the Command Line

To change the administrative user password or other user passwords using the command line, you invoke the UserPasswordEditorMBean.changeUserPassword method, which is extended by the security realm's AuthenticationProvider MBean.

For more information, see the changeUserPassword method in the Oracle Fusion Middleware Oracle WebLogic Server MBean Reference.






3.8.2 Changing the Administrative User Password Using the Administration Console

To change the password of an administrative user using the Oracle WebLogic Server Administration Console:

	
Navigate to the Oracle WebLogic Server Administration Console. (For example, from the home page of the domain in Fusion Middleware Control, select To configure and managed this WebLogic Domain, use the Oracle WebLogic Server Administration Console.)


	
From the Domain Structure pane, select Security Realms.

The Summary of Security Realms page is displayed.


	
Select a realm, such as myrealm.

The Settings for the realm page is displayed.


	
Select the Users and Groups tab, then the Users tab. Select the user.

The Settings for user page is displayed.


	
Select the Passwords tab.


	
Enter the new password, then enter it again to confirm it.


	
Click Save.











3.9 Basic Tasks for Configuring and Managing Oracle Fusion Middleware

The following provides a summary of the steps you need to take to configure and manage a basic Oracle Fusion Middleware environment after you have installed the software:

	
Configure Oracle WebLogic Server and components, such as Oracle SOA Suite, Oracle HTTP Server, or Oracle Web Cache. See Oracle Fusion Middleware Installation Planning Guide.


	
Configure SSL. See Chapter 6.


	
Create and manage metadata repositories, including the MDS Repository. See Section 14.2.


	
Deploy an application. See Chapter 10.


	
Configure load balancing. You can configure load balancing between different components or applications. See the Oracle Fusion Middleware High Availability Guide.


	
Back up your environment. See Chapter 16.


	
Monitor your environment and manage log files. See Chapter 11 and Chapter 12.


	
Expand your environment. See Chapter 19.




This guide also describes other tasks that you may need to perform, depending on your Oracle Fusion Middleware environment.
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This figure shows the Create JKS Keystore page.


This figure shows the Virtual Hosts page. It contains the buttons Create, Remove, and Configure. It contains a table with the columns Name, Server Name, Type, Ports, and Protocol.


This figure shows the Fusion Middleware Control Welcome page. This page contains the following sections:

	
A login section


	
The bottom left displays a section about "Enhanced User Experience".


	
The bottom center displays a section about "New Features".


	
The bottom right displays a section titled "Did you know...".





This figure shows the Performance Summary page of Oracle WebLogic Server. In the Performance Summary section, it shows a sliding bar with the Past 15 minutes shown. Then, it has charts for the following: CPU Usage, Heap Usage, Active Sessions, Request Processing Time.

In the Metric Palette section, there is a navigation tree with the metrics listed.


This figure shows the Server Properties page. It contains the tabs General, Performance, SASL, Statistics, and Logging.


This figure shows the Operation: addProblemKeyFilter page. The page displays:

	
The MBean Name: oracle.dfw:name=DiagnosticsConfig,type=oracle.dfw.jmx.DiagnosticsConfigMBean,ServerName=AdminServer


	
The Operation Name: addProblemKeyFilter


	
The Description: Adds a new Problem Key filter, with the specified filter pattern (i.e. SOA-4500.*), returning an id for the added filter


	
The Return Type: java.lang.String


	
A Parameters table, with the columns Name, Type, Value


	
A Return Value section





This figure shows the Web Cache SSL Configuration page, which contains a table with the columns Port, Port Type, Host Name, and IP Address.


This figure shows the WebCenter Service Metrics page. It contains the following sections:

	
WebCenter Service Metrics, which contains a table with the following columns: Service Name, Status, and for Since Startup, the subcolumns Successful Invocations, Invocations, Average Time, and for Recent History, the subcolumns Successful Invocations, Invocations, Average Time.


	
Most Popular Operations, which contains a chart of the different types of operations


	
Response Time, which contains chart of the response time for the different types of operations


	
Operations, which contains a table with the following columns: Operations, for Since Startup, the subcolumns Successful Invocations, Invocations, Average Time, and for Recent History, the subcolumns Invocations, Average Time, Maximum Time.





This figure shows the Application Attributes page. The contents of the page are described in the following text.


This figure shows the how the Diagnostic Framework works. The steps are described in the following text.


This figure shows the Import Certificate page.


This figure shows the Create Wallet page.


This figure shows the SSL Configuration page. It contains a checkbox for Enable SSL. and a field for the Server Wallet Name. The Advanced SSL Setting section contains the fields SSL Authentication, Cipher Suite, and SSL Protocol Version.


This figure shows the Register Database-Based Metadata Repository page. It shows the Database Connection Information section, with the fields as described in preceding step, and the Selected Repository section, with the fields as described in the following step.


This figure shows the Web Cache Edit Port page. This page contains two sections—a top portion with general details like port and IP address, and a bottom section that configures SSL parameters.


This figure shows the Import Wallet page.


This figure shows the Domain page of Fusion Middleware Control. Its contents are described in the text following the figure.


This figure shows the Add Certificate page.


This figure shows the interaction among the incident notification listener, the WLDF Watch and Notification system, and the WLDF Diagnostic Image MBean. The steps are described in the following text.


This figure shows the Virtual Hosts page. It contains the buttons Create, Remove, and Configure. It contains a table with the columns Name, Server Name, Type, Ports, and Protocol.


This figure shows the Wallets page.


The text in the following sections describes this figure.


This figure is shows IPv6 with an authenticating WebGate and challenge redirect. It is described in the surrounding text.


This figure shows an example release number: 11.1.1.4.0

Each of the 5 period-separated numbers in the release number is labeled as follows:

	
The first number (11) is labeled "Major Oracle platform number"


	
The second number (1) is labeled "Database maintenance release number"


	
The third number (1) is labeled "Oracle Fusion Middleware release number"


	
The fourth number (4) is labeled "Component specific release number"


	
The fifth number (0) is labeled "Platform specific release number"





This figure shows the Manage Certificates page.


This figure shows the Keystores page.


This figure shows the farm home page, which contains the following sections:

	
Deployments, which shows the applications deployed and their status


	
Fusion Middleware, which shows the metadata repositories and components in the farm in a tree, with the status of each


	
Farm Resource Center, which provides links to more information





This figure shows the SOA home page. It has four tabs along the top: Dashboard, Deployed Composites, Instances, and Faults and Rejected Messages. The Dashboard tab has been selected. It shows:

	
Recent Composite Instances section, with the information listed in a table


	
Deployed Composites, with the information listed in a table


	
Recent Faults and Rejected Messages, with no messages found





This figure shows the Listeners page. It contains the buttons Create, Edit, and Delete. It contains a table with the columns Name, Enabled, Type, Threads, and Listening Port.


This figure shows the Watches and Notification tab. It contains the following:

	
A Save button


	
An Enabled checkbox


	
A Severity section, with Notice selected


	
A Log Watch Severity section, with Warning selected


	
The Watch tab, which contains a table with three watches: Deadlock, StuckThread, and Unchecked Exception.





This figure shows the Trusted Certificate dialog box.


This figure shows the Web Cache Information pages, with a list of Origin Servers. it contains the buttons Create, Edit, and Delete. It contains a table with the columns Host, Port, Protocol, Routing Enabled, Capacity, and Proxy Server.


This figure shows the Metadata Repositories page. This page contains two sections:

	
Database-Based Repositories. This section contains Register and Deregister buttons. It also contains a table that lists the registered metadata repositories. The table contains the following columns: Repository Name, Database Name, Database Type, and Schema Name.


	
File-Based Repositories: This section contains Register and Deregister buttons. It also contains a table that lists the registered metadata repositories. The table contains the following columns: Repository Name and Directory.





This figure shows the Create QuickTrace Handler. The fields are described in the following steps.


This figure shows the Manage Labels page. It contains:

	
The Search Labels section, with the following fields:

	
Label Name, with a dropdown list for the operator Like, and a field to enter a value.


	
Age, with a dropdown list for the operator Older Than, and a field to enter a value.


	
Age (units), with a dropdown list for the operator Equals, and a dropdown list with the options Hours, Days, Weeks, Months, Years.


	
Search and Reset buttons.





	
A Delete Selected button.


	
Show Labels Associated with: Sandboxes, Deployment


	
A table with the columns Label Name, Label Description, Creation Time, and optionally, Deployments, Sandboxes





This figure shows the Selective Tracing page. It contains two tabs:

	
Tracing Options, which contains the fields described in the following steps


	
Active Tracing and Tracing History, which contains fields that are described in the following topic.





This figure shows the Active Traces and Tracing History page. It contains a Disable button. It also contains a table with the columns Trace ID, Option Name, Option Value, Description.


This figure shows the Edit Log File dialog box. It contains the following fields: Log File, Handler Class, Log Path, Log File Format, Log Level, Use Default Attributes, Supplemental Attributes, Loggers to Associate.

In the Rotation Policy Section, it contains the following fields: Size Based, Maximum Log File Size, Maximum Size of All Log Files, Time Based, Start Time, Frequency, Retention Period.


This figure shows the home page for a Metadata Repository, mds-soa. It shows:

	
A Repository Partition section, which contains buttons for Delete and Manage Labels. It also contains a table with the following columns: Repository Partition, Application, Read Response, Read Load, Write Response, Write Load


	
A Targeted Servers section, which contains buttons for Add and Remove. It lists the available servers.


	
A Response and Load section, which is a chart showing the response and load in seconds.


	
A Resource Center with links to the Help and documentation





This figure shows the directory structure of ADR for Oracle Fusion Middleware. It contains the following directory structure:

	
ADR_base


	
diag


	
ofm


	
domain_name, which contains directories for each Oracle WebLogic Server instance.


	
server_name, which contains the following subdirectories:

	
alert


	
incident, which contains the subdirectories incdir_1, incdir_2, incdir_n


	
(others)








This figure shows the Delete Keystore dialog box.


This figure shows the Import Wallet page.


This figure shows the SSL Configuration page. It contains a checkbox for Enable SSL. and a field for the Server Wallet Name. The Advanced SSL Setting section contains the fields SSL Authentication, Cipher Suite, and SSL Protocol Version.


This figure shows the Import Certificates page.


This figure shows the list of clusters in the domain.


This figure shows the System MBean Browser page for the Application Defined MBeans, ADFConfig:MDSAppConfig. The left pane shows a navigation tree. The right pane shows the Application Defined MBeans: ADFConfig:MDSAppConfig page. This page contains a list of configuration attributes which are described in the following text.


This figure shows the Log Messages page with the results displayed.

It shows the following Sections and fields:

	
Selected Targets, which you can expand.


	
Date Range, with the following options: Most Recent, Time Interval


	
Message Types, with the following options: Incident Error, Error, Warning, Notification, Trace, Unknown.




Then, it shows Search and Add Fields buttons.

Then, it shows a table containing the following columns: Time, Message Type, Message ID, Message, Target.


This figure shows the Topology Viewer. It shows a Web Cache instance with a routing relationship to an Oracle HTTP Server instance, an Administration Server, several managed servers, a cluster, and an unmanaged database. It also shows, starting from the top left:

	
View, with Routing Group by Middleware selected.


	
Target Status with 31 targets Up, 4 Down, and 3 in the process of getting the information.


	
Find


	
Annotations


	
Options


	
Refresh, with manual selected.





This figure shows the WebLogic server page. It shows:

	
A Summary section, including its state, and information about the servlets, JSPs, and EJBs running in the server.


	
A Response and Load section, showing a chart


	
A Deployments section, with a table listing the applications deployed to the server, the status, active sessions, request processing time, and bean accesses.





This figure show the System MBean Browser page, with the Application Defined MBean pane, which contains two tabs: Attributes and Notifications. The Attributes page is shown, with the attributes that are described in the preceding table.


This figure shows the Select Client Wallet page.


This figure shows the Change Keystore Password dialog box.


This figure shows the Administration Server Performance Summary page after screen reader support has been enabled. It shows:

	
In the left pane, a Select column, then a navigation tree of the farm.


	
In the right pane, the Log Messages page.





This figure shows the Generate CSR dialog box.


This figure shows the HTTP Server home page. It contains the following sections:

	
Response and Load: A chart depicting the response and load of the component


	
CPU and Memory Usage: A chart depicting the CPU and memory usage.


	
Virtual Hosts: A table listing the virtual hosts, with their name, request throughput and response size.


	
Module Request Statistics: A table listing the processing time for each module





This is a figure showing Fusion Middleware Control. It shows:

	
On the left, the Target Navigation Pane lists all of the targets in the farm in a navigation tree.


	
On the right, Content Pane shows the current page for the target. When you first select a target, that target's home page is displayed.


	
Farm Menu, which is above the target navigation pane, provides a list of operations that you can perform on the farm. The Farm menu is always available.


	
Dynamic Target Menu, which is above the Content pane, provides a list of operations that you can perform on the currently selected target. The menu that is displayed depends on the target you select. The menu for a specific target contains the same operations as those in the Right-Click Target Menu.


	
Right-Click Target Menu, which is displayed in the target navigation pane, provides a list of operations that you can perform on the currently selected target. The menu is displayed when you right-click the target name in the target navigation pane. In the figure, even though the WebLogic Server is selected and its home page is displayed, the right-click target menu displays the operations for a metadata repository.

The menu for a specific target contains the same operations as those in the Dynamic Target Menu.


	
Topology Viewer, which is a link above the target navigation pane, displays the topology of the farm.


	
Target Name is the name of the currently selected target, displayed in the Context Pane


	
Target Information Icon provides information about the target. For example, for a domain, it displays the target name, the version, and the domain home.


	
Context Pane is above the Content pane and provides the name of the target, the name of the current user, the host name, and the time of the last page refresh, as well as the Refresh icon.


	
Expand All/Collapse All are icons in the target navigation pane that let you expand or collapse the navigation tree.


	
Refresh, which is on the right in the context pane, indicates when the page is being refreshed. Click it to refresh a page with new data. (Refreshing the browser window refreshes the page but does not retrieve new data.


	
Return to login takes you to the login page when you click the Oracle Enterprise Manager logo, which in at the top left.





This figure shows a WebLogic Server domain. It contains an Administration Server, three standalone Managed Servers, and three Managed Servers in a cluster.


This figure shows the Repository page. It contains:

	
A Repository Partition section, which contains buttons for Delete and Manage Labels. It also contains a table with the following columns: Repository Partition, Application, Read Response, Read Load, Write Response, Write Load


	
A Targeted Servers section, which contains buttons for Add and Remove. It lists the servers that are currently targeted.


	
A Response and Load section, which is a chart showing the response and load in seconds.


	
A Resource Center with links to the Help and documentation





This figure shows Opening dialog box.


This figure shows the JDBC Data Sources page. It contains the following buttons: Create, Create Like, Delete, Edit, Targets, Monitor, Control.

It also contains a table with the following columns: Name, JNDI Name, Targets


This figure shows the MDS configuration page. It contains the following sections:

	
Target Metadata Repository, with the Repository name, type, and partition name.


	
Export, which has the options described in the text following the figure.


	
Import, which has the options described in the text following the figure.





This figure shows the navigation pane along with the Fusion Middleware Control farm home page.

The navigation pane shows a navigation tree with the farm. Then, as subcomponents of the farm, Application Deployments, the WebLogic domain, and the Metadata Repositories.

The Farm home page shows:

	
The Deployments section, which shows what percentage of applications are Down, Up, or Unknown and lists the applications.


	
The Fusion Middleware section which lists the entities in the farm and their status.


	
A Farm Resource Center, with links to more information.





This figure shows the WebLogic Server Administration Console. It contains:

	
On the top left, the Change Center


	
Below that, a navigation tree called Domain Structure


	
On the right, the home page, which contains Information and Resources and Domain Configuration





This figure shows the Opening dialog box.


This figure shows the Select Archive page. The contents are described in the following text.


This figure shows the SSL Configuration page. It contains a checkbox for Enable SSL. and a field for the Server Wallet Name. The Advanced SSL Setting section contains the fields SSL Authentication, Cipher Suite, and SSL Protocol Version.


This figure shows the component home page for WebCenter Spaces. It contains the following sections:

	
Related Components, with a list of components, such as WebCenter Spaces URL


	
Resource Center, with a list of resources for additional information


	
Group Space Page Response, which contains a chart of the responses.


	
Most Active Group Spaces, with a chart with the access count


	
Slowest Group Spaces, with a chart


	
Group Spaces with Most Errors





This figure shows the Create Self-Signed Wallet page.


This figure shows the Manage Certificates page.


This figure is shows simple authentication with the IPv6 and IPv4 proxy. It is described in the surrounding text.


This figure shows the Log Files page. It has the following buttons: View, View Log File, Download. It shows a list of log files in a table. The table contains the following columns: Name, Directory, Log Type, Last Modified.


This figure shows the Create Wallet page.


This is a decision flow chart that helps a user determine which type of backup is appropriate for a given state of the Oracle Fusion Middleware. The first state box is "Full Offline Backup? The next state box has Oracle Fusion Middleware running. The decision diamond below asks if Major Changes have been made. If yes, a full offline backup is the choice. Returning to the major changes diamond, if no, the next decision diamond is administrative changes. If yes, an online backup of runtime artifacts is the choice. If no, the arrow returns to the Oracle Fusion Middleware running state.


This figure shows a simplified view of the Oracle Fusion Middleware directory structure. The top level is MW_HOME. Then:

	
Install_type, such as WebTier, which contains instances, then Instance_home, which contains:

	
config, which contain the subdirectory component_type


	
diagnostics, which contains the subdirectory logs, then component_name





	
jdk


	
jrockit


	
logs


	
modules


	
oracle_common


	
Oracle home, which contains the following directories:

	
bin


	
common





	
user_projects, which contains the following directories

	
domains, which contains the subdirectories domain_name, then servers, then server_name


	
utils


	
wlserver_x








This figure shows the Manage Certificates page.


This figure shows the Edit Listener page. It contains the fields Listener Name, Listener Port, Threads, SSL Configuration Status, and Listener Enabled.


This figure shows the application home page.

	
A summary of the application, including its state, the Managed Server on which it is deployed, and information about active sessions, active requests, and request processing time


	
Entry points, including any Web modules and Web services


	
A list of modules with the type of module for each


	
Response and load, which shows the requests per minute and the request processing time


	
A list of most requested servlets, JSPs, and Web Services





This figure shows the Delete Wallet page.


This figure shows the Generate Keypair dialog box.


This figure shows the Import JKS keystore page.


This figure shows the Delete Certificate page.


This figure shows the top of Fusion Middleware Control. On the left, there are two selections: Farm and Topology.


This figure shows the Delete Certificate dialog box.


This figure shows the WebLogic Cluster page. It contains:

	
A Summary section, including broadcast channel, if appropriate, the load algorithm and the messaging mode


	
A Servers section, with a table listing the servers that are part of the cluster.


	
A Deployments section, with a table listing the applications deployed to the server, the status, and the target.





This figure shows the Ports Usage page. It has a field Show, and it contains a table with the following columns: Port in Use, IP Address, Component, Channel, Protocol.


This figure shows the Import Certificate page.


This figure shows the home page for the Oracle HTTP Server ohs1. It contains: a Response and Load section with a chart depicting the response and load of the component; a Virtual Hosts section, a CPU and Memory usage section, a Module Requests Statistics section, and a Resource Center with links to Help and documentation.


This figure shows the View Log File page. A table lists the messages contained in the log file. The columns in the table are: Time, Message Type, Message Type, Message ID and Message. A pane below the table lists the details of the selected message, including Message Level, Message, Supplemental Detail, Component, Module, Instance, Host, Host IP Address, and Thread ID.


This figure shows the Deployment Wizard, Select Archive page. The contents are described in the following text.


The text preceding this figure describes the figure.


This page shows the Edit Origin Servers page. It contains the fields Host, Port, Capacity and Protocol. It also inclues a checkbox for Routing Enabled


This figure shows the SOA Composite home page. The text following the figure explains the contents.


This figure shows the workflow in investigating, resolving, and reporting a problem. The figure is described in the following text.


This figure shows an Oracle Fusion Middleware environment with one domain, one Oracle instance and a metadata repository. The domain contains the Administration Server, which contains the Oracle WebLogic Server Administration Console and Fusion Middleware Control. It also contains two Managed Servers, one with Oracle WebCenter applications and one with Oracle SOA Suite applications. The Oracle instance contains Oracle HTTP Server and Oracle Web Cache.


This figure shows the Certificate Response dialog box.


This figure shows the System MBean browser with the Application Defined MBeans pane. It shows a navigation tree with MBeans listed. The Application Defined MBeans pane contains three tabs: Attributes, Operations, and Notifications.


This figure shows the Related Messages page. It contains the following buttons: View, View Related Messages, Export Messages to File. Then, it contains a table with the following columns: Time, Message Type, Message ID, Message and Target.


This figure shows the Edit Log File dialog box. It contains the following fields: Log File, Handler Class, Log Path, Log File Format, Log Level, Use Default Attributes, Supplemental Attributes, Loggers to Associate.

In the Rotation Policy Section, it contains the following fields: Size Based, Maximum Log File Size, Maximum Size of All Log Files, Time Based, Start Time, Frequency, Retention Period.



Part VIII



Advanced Administration: Expanding Your Environment

This part describes how to expand your Oracle Fusion Middleware environment.

It contains the following chapters:

	
Chapter 19, "Scaling Your Environment"


	
Chapter 20, "Using the Movement Scripts"


	
Chapter 21, "Moving from a Test to a Production Environment"










15 Changing Network Configurations

This chapter provides procedures for changing the network configuration, such as the host name, domain name, or IP address, of an Oracle Fusion Middleware host and the Oracle database that Oracle Fusion Middleware uses. It also includes information about using the IPv6 protocol with Oracle Fusion Middleware.

This chapter includes the following topics:

	
Changing the Network Configuration of Oracle Fusion Middleware


	
Changing the Network Configuration of a Database


	
Moving Between On-Network and Off-Network


	
Changing Between a Static IP Address and DHCP


	
Using IPv6






15.1 Changing the Network Configuration of Oracle Fusion Middleware

This section describes how to change the host name, domain name, IP address, or any combination of these, of a host that contains the following installation types:

	
Oracle WebLogic Server and Java components. When you change the host name, domain name, or IP address of Oracle WebLogic Server, you also automatically change the information for Java components, such as Oracle SOA Suite and Oracle WebCenter Portal components that are deployed to Oracle WebLogic Server.


	
Oracle Fusion Middleware Web Tier components, Oracle Web Cache and Oracle HTTP Server. You can change the host name or the IP address.




The following topics describe how to change the host name, domain name, or IP address:

	
Changing the Network Configuration of a Managed Server


	
Changing the Network Configuration of Web Tier Components






15.1.1 Changing the Network Configuration of a Managed Server

You can change the network configuration of a Managed Server using the Oracle WebLogic Server Administration Console.

To change the host name, domain name, or IP address of a Managed Server:

	
Display the Administration Console, as described in Section 3.4.1.


	
In the Change Center, click Lock & Edit.


	
Create a machine, which is a logical representation of the computer that hosts one or more WebLogic Servers, and point it to the new host. (From the Home page, select Machines. Then, click New.) Follow the directions in the Administration Console help.

You must disable Host Name Verification on Administration Servers that access Node Manager, as described in the Help.


	
Change the Managed Server configuration to point to the new machine:

	
From the left pane of the Console, expand Environment and then Servers. Then, select the name of the server.


	
Select the Configuration tab, then the General tab. In the Machine field, select the machine to which you want to assign the server.


	
Change Listen Address to the new host.

Click Save.





	
Start the Managed Server. You can use the Oracle WebLogic Server Administration Console, WLST, or the following command:


DOMAIN_NAME/bin/startManagedWeblogic.sh managed_server_name 
          admin_url 


The Managed Server connects to the Administration Server and updates its configuration changes.









15.1.2 Changing the Network Configuration of Web Tier Components

If you change the host name, domain name, or IP address of a host that contains multiple Oracle instances, you must change the network configuration of each Oracle instance that resides on that host. You do not need to make changes to any system component that resides on another host.

You can change the network configuration of Oracle HTTP Server and Oracle Web Cache by using the following command:


(UNIX) ORACLE_HOME/chgip/scripts/chpiphost.sh
(Windows) ORACLE_HOME\chgip\scripts\chpiphost.bat


The format of the command is:


chgiphost.sh | chgiphost.bat 
             [-noconfig] [-version] [-help]
             [ -oldhost old_host_name -newhost new_host_name] 
             [-oldip old_IP_address -newip new_IP_address] 
              -instanceHome Instance_path


The parameters have the following meanings:

	
noconfig: The default for changing the network parameters.


	
version: Displays the version of the chgiphost tool.


	
help: Displays help for the command.


	
oldhost: The fully qualified name of the old host. Use this parameter, with newhost, to change the host name or domain name, or both.


	
newhost: The fully qualified name of the new host. Use this parameter, with oldhost, to change the host name or domain name, or both.


	
oldip: The old IP address.


	
newip: The new IP address.


	
instanceHome: The full path of the Oracle instance.




For example, to change the host name, domain name, and IP address of a host that contains either Oracle HTTP Server or Oracle Web Cache, or both, perform the following tasks:

	
Task 1, "Prepare Your Host"


	
Task 2, "Change the Host Name, Domain Name, or IP Address"


	
Task 3, "Run the chgiphost Command"


	
Task 4, "Restart Processes"




	
	Task 1   Prepare Your Host
	
Prepare your host for the change:

	
Perform a backup of your environment before you start this procedure. See Chapter 17.


	
Shutdown all Oracle Fusion Middleware processes. See Chapter 4.





	
	Task 2   Change the Host Name, Domain Name, or IP Address
	
Update your operating system with the new host name, domain name, IP address, or any combination of these. Consult your operating system documentation for information on how to perform the following steps.

	
Make the updates to your operating system to properly change the host name, domain name, or IP address.


	
Restart the host, if necessary for your operating system.


	
Verify that you can ping the host from another host in your network. Be sure to ping using the new host name to ensure that everything is resolving properly.





	
	Task 3   Run the chgiphost Command
	
Follow these steps for each Oracle instance that contains Oracle HTTP Server or Oracle Web Cache on your host. Be sure to complete the steps entirely for one Oracle instance before you move on to the next.

	
Log in to the host as the user that installed Oracle Fusion Middleware.


	
Run the chgiphost command.

The following example changes the host name from host_a to host_b and the domain name from dom_1 to dom_2 for an Oracle instance named inst_a.


chgiphost.sh  -noconfig
             -oldhost host_a.dom_1 -newhost host_b.dom_2 
             -instanceHome /scratch/Oracle/Middleware/inst_a





	
	Task 4   Restart Processes
	
Restart all Oracle Fusion Middleware processes. See Chapter 4.











15.2 Changing the Network Configuration of a Database

This section describes how to change the host name, domain name, or IP address of a host that contains a database that contains the metadata for Oracle Fusion Middleware components:

The following tasks describe the procedure:

	
Task 1, "Stop All Oracle Fusion Middleware Components"


	
Task 2, "Shut Down the Database"


	
Task 3, "Change the Network Configuration"


	
Task 4, "Change References to the Network Configuration"


	
Task 5, "Start the Database"


	
Task 6, "Change the System Data Source"


	
Task 7, "Restart Your Environment"




	
	Task 1   Stop All Oracle Fusion Middleware Components
	
Stop all components that use the database, even if they are on other hosts. Stop the Administration Server, the Managed Servers, and all components, as described in Chapter 4.


	
	Task 2   Shut Down the Database
	
Prepare your host for the change by stopping the database:

	
Set the ORACLE_HOME and ORACLE_SID environment variables.


	
Shut down the listener and database:


lsnrctl stop

sqlplus /nolog
SQL> connect SYS as SYSDBA
SQL> shutdown
SQL> quit


	
Verify that all Oracle Fusion Middleware processes have stopped.


	
To ensure that Oracle Fusion Middleware processes do not start automatically after a restart of the host, disable any automated startup scripts you may have set up, such as /etc/init.d scripts.





	
	Task 3   Change the Network Configuration
	
If you are changing the host name, domain name, or IP address, update your operating system with the new names or IP address, restart the host, and verify that the host is functioning properly on your network. Consult your operating system documentation for information on how to perform the following steps:

	
Make the updates to your operating system to properly change the host name, domain name or IP address.


	
Restart the host, if required by your operating system.


	
Verify that you can ping the host from another host in your network. Be sure to ping using the new host name, domain name, or IP address to ensure that everything is resolving properly.





	
	Task 4   Change References to the Network Configuration
	
You must modify files that contain the host name, domain name, or IP address, depending on the components that you are using. The following lists some of the files that you may need to modify to change references to the new host name, domain name or IP address:

	
tnsnames.ora, which is located in:


ORACLE_HOME/network/admin/tnsnames.ora


	
listener.ora, which is located in:


(UNIX) ORACLE_HOME/network/admin/listener.ora
(Windows) ORACLE_HOME\network\admin\listener.ora


	
For Oracle HTTP Server, edit the httpd.conf file, making the following changes:

	
Update the Listen directive with the new host name or IP address and port (if the production environment Oracle HTTP Server is using a different port).


	
Update the VirtualHost directive, if the host name, IP address, or port number is defined, with the new values for the production environment.


	
Update any other nondefault directives that were configured at the test environment and have topological (host name, IP address, port number) or other machine-specific information.





	
For Oracle HTTP Server, the PlsqlDatabaseConnectString in the dads.conf file


	
For Oracle HTTP Server, if you use mod_oradav, the ORACONNECTSN parameter in the mod_oradav.conf file


	
For Oracle HTTP Server, if you use mod_plsql, the PlsqlDatabaseConnectString attribute in the dads.conf file


	
For Oracle HTTP Server, if you use mod_wl_ohs, update the mod_wl_ohs.conf file

Update the WebLogicHost, WebLogicPort, or WebLogicCluster directives with the host name, IP address, and port number.


	
For Oracle Portal, portal_dads.conf and sqlnet.ora


	
For Oracle Forms Services, sqlnet.ora


	
For Oracle Business Intelligence Discoverer, module_disco.conf




This is not an exhaustive list. See Chapter 21 for additional information about files used by components. That chapter describes how to move components, including a database, from a test to a production system, in effect changing the host name.


	
	Task 5   Start the Database
	
Start the database:

	
Log in to the host as the user that installed the database.


	
Set the ORACLE_HOME and ORACLE_SID environment variables.


	
On UNIX systems, set the LD_LIBRARY_PATH, LD_LIBRARY_PATH_64, LIB_PATH, or SHLIB_PATH environment variables to the proper values, as shown in Table 3-1. The actual environment variables and values that you must set depend on the type of your UNIX operating system.


	
Start the database and listener:


sqlplus /nolog
SQL> connect SYS as SYSDBA
SQL> startup
SQL> quit

lsnrctl start





	
	Task 6   Change the System Data Source
	
Change the system data source to use the new host name, domain name, or IP address for the database. To do so, you use Oracle WebLogic Server Administration Console:

	
Start the Administration Server, as described in Section 4.2.1.


	
Go to the Administration Console.


	
In the Change Center, click Lock & Edit.


	
In the Domain Structure section, expand Services, then Data Sources.

The Summary of JDBC Data Sources page is displayed.


	
Select the data source you want to change.

The Settings page is displayed.


	
Select the Connection Pool tab.


	
Change the following entries to reflect the information for the database on the production environment:

	
URL: The database host name and port details. For example:


jdbc:oracle:thin:@newhostname.domainname:port/sid
jdbc:sqlserver://newhostname.domainname:port;database=database


	
Driver class: This is specific to the type of database. For example:


oracle.jdbc.OracleDrivercom.microsoft.sqlserver.jdbc.SQLServerDriver


	
Properties: Database user name


	
Password: Database password





	
Click Save.


	
Restart the servers that use this data source. (Click the Target tab to see the servers that use this data source.)





	
	Task 7   Restart Your Environment
	
Start the components that use the database:

	
Start all components that use the database, even if they are on other hosts. Start the Administration Server, the Managed Servers, and all components, as described in Chapter 4.


	
If you disabled any processes from automatically starting Oracle Fusion Middleware at the beginning of this procedure, enable them.












15.3 Moving Between On-Network and Off-Network

This section describes how to move an Oracle Fusion Middleware host on and off the network. The following assumptions and restrictions apply:

	
The host must contain an instance that does not use an Infrastructure, or both the middle-tier instance and Infrastructure must be on the same host.


	
DHCP must be used in loopback mode. Refer to the Oracle Fusion Middleware Installation Planning Guide for more information.


	
Only IP address change is supported; the host name must remain unchanged.


	
Hosts in DHCP mode should not use the default host name (localhost.localdomain). The hosts should be configured to use a standard host name and the loopback IP should resolve to that host name.


	
A loopback adapter is required for all off-network installations (DHCP or static IP). Refer to the Oracle Fusion Middleware Installation Planning Guide for more information.






15.3.1 Moving from Off-Network to On-Network (Static IP Address)

This procedure assumes you have installed Oracle Fusion Middleware on a host that is off the network, using a standard host name (not localhost), and would like to move on to the network and use a static IP address. The IP address may be the default loopback IP, or any standard IP address.

To move on to the network, you can simply connect the host to the network. No updates to Oracle Fusion Middleware are required.






15.3.2 Moving from Off-Network to On-Network (DHCP)

This procedure assumes you have installed on a host that is off the network, using a standard host name (not localhost), and would like to move on to the network and use DHCP. The IP address of the host can be any static IP address or loopback IP address, and should be configured to the host name.

To move on to the network:

	
Connect the host to the network using DHCP.


	
Configure the host name to the loopback IP address only.









15.3.3 Moving from On-Network to Off-Network (Static IP Address)

Follow this procedure if your host is on the network, using a static IP address, and you would like to move it off the network:

	
Configure the /etc/hosts file so the IP address and host name can be resolved locally.


	
Take the host off the network.

There is no need to perform any steps to change the host name or IP address.











15.4 Changing Between a Static IP Address and DHCP

This section describes how to change between a static IP address and DHCP. The following assumptions and restrictions apply:

	
The host must contain all Oracle Fusion Middleware components, including Identity Management components, and any database associated with those components. That is, the entire Oracle Fusion Middleware environment must be on the host.


	
DHCP must be used in loopback mode. Refer to Oracle Fusion Middleware Installation Planning Guide for more information.


	
Only IP address change is supported; the host name must remain unchanged.


	
Hosts in DHCP mode should not use the default host name (localhost.localdomain). The hosts should be configured to use a standard host name and the loopback IP should resolve to that host name.






15.4.1 Changing from a Static IP Address to DHCP

To change a host from a static IP address to DHCP:

	
Configure the host to have a host name associated with the loopback IP address before you convert the host to DHCP.


	
Convert the host to DHCP. There is no need to update Oracle Fusion Middleware.









15.4.2 Changing from DHCP to a Static IP Address

To change a host from DHCP to a static IP address:

	
Configure the host to use a static IP address.


	
There is no need to update Oracle Fusion Middleware.











15.5 Using IPv6

Oracle Fusion Middleware supports Internet Protocol Version 4 (IPv4) and Internet Protocol Version 6 (IPv6.) Among other features, IPv6 supports a larger address space (128 bits) than IPv4 (32 bits), providing an exponential increase in the number of computers that can be addressable on the Web.

An IPv6 address is expressed as 8 groups of 4 hexadecimal digits. For example:


2001:0db8:85a3:08d3:1319:8a2e:0370:7334


Table 15-1 describes support for IPv6 by Oracle Fusion Middleware components. In the table:

	
The column IPv6 Only shows whether a component supports using IPv6 only for all communication.


	
The column Dual Stack shows whether a component supports using both IPv6 and IPv4 for communication. For example, some components do not support using IPv6 only, because some of the communication is with the Oracle Database, which supports IPv4, not IPv6. Those components support dual stack, allowing for IPv6 communication with other components.





Table 15-1 Support for IPv6

	Component	IPv6 Only	Dual Stack	Notes
	
Oracle Access Manager


	
Yes

	
Yes

	
To configure for IPv6, see Section 15.5.5.


	
Oracle Application Development Framework


	
Yes

	
Yes

	

	
Oracle Business Intelligence Discoverer


	
No

	
No

	
Uses reverse proxy to communicate with Oracle Web Cache or Oracle HTTP Server, which can be configured for IPv6.


	
Oracle Data Integrator


	
No

	
Yes

	
Requires a dual stack because Oracle Database requires IPv4 addresses. The Agent requires IPv4 addresses. The Oracle Data Integrator server can be on a dual-stack host. The browser client can be on either IPv4 or IPv6 hosts.


	
Oracle Directory Integration Platform


	
Yes

	
Yes

	
Uses JNDI to communicate with LDAP servers and uses data sources to communicate with the database. JNDI and data sources (JDBC) support IPV6. No additional configuration is necessary.


	
Oracle Directory Services Manager

	
Yes

	
Yes

	
Uses JNDI to communicate with LDAP servers and uses data sources to communicate with the database. JNDI and data sources (JDBC) support IPV6. No additional configuration is necessary.


	
Oracle Forms Services


	
No

	
No

	
Uses reverse proxy to communicate with Oracle Web Cache or Oracle HTTP Server, which can be configured for IPv6.


	
Oracle HTTP Server


	
Yes

	
Yes

	
To configure for IPv6, see Section 15.5.2.


	
Oracle Identity Manager


	
No

	
Yes

	
Requires a dual stack because Oracle Database requires IPv4 addresses. The Design Console and Remote Manager also require IPv4 addresses. The Oracle Identity Manager server can be on a dual-stack host. The browser client can be on either IPv4 or IPv6 hosts.


	
Oracle Identity Federation


	
No

	
Yes

	
Requires a dual stack because Oracle Database requires IPv4 addresses.


	
Oracle WebCenter Content: Imaging


	
No

	
Yes

	
Requires a dual stack, but the client (the browser) can be on a host configured for IPv6


	
Oracle Information Rights Management


	
No

	
Yes

	
Requires a dual stack but the client (the browser) can be on a host configured for IPv6


	
Oracle Internet Directory


	
No

	
Yes

	
Requires a dual stack because Oracle Database requires IPv4 addresses. See "Managing IP Addresses" in the Oracle Fusion Middleware Administrator's Guide for Oracle Internet Directory.


	
Oracle Platform Security Services

	
No

	
Yes

	
Requires a dual stack because Oracle Database requires IPv4 addresses.


	
Oracle Portal


	
No

	
No

	
Uses Oracle HTTP Server reverse proxy to communicate with Oracle Web Cache or Oracle HTTP Server, which can be configured for IPv6. See "Configuring Reverse Proxy Servers" in the Oracle Fusion Middleware Administrator's Guide for Oracle Portal for more information.


	
Oracle Reports


	
No

	
No

	
Uses reverse proxy to communicate with Oracle Web Cache or Oracle HTTP Server, which can be configured for IPv6.


	
Oracle Single Sign-On Server


	
No

	
No

	
Uses Oracle HTTP Server proxy, which can be configured for IPv6. Oracle Single Sign-On must be Release 10.1.4.3. See Section 15.5.4.


	
Oracle SOA Suite


	
No

	
Yes

	
Requires a dual stack because Oracle Database requires IPv4 addresses.


	
Oracle Virtual Directory


	
No

	
Yes

	
Requires a dual stack because Oracle Database requires IPv4 addresses. See Oracle Fusion Middleware Administrator's Guide for Oracle Virtual Directory.


	
Oracle Web Cache


	
Yes

	
Yes

	
Enabled by default. To disable, see Section 15.5.3.


	
Oracle WebCenter Portal


	
No

	
Yes

	
Requires a dual stack because Oracle Database requires IPv4 addresses.


	
Oracle WebLogic Server


	
Yes

	
Yes

	
Most Oracle WebLogic Server plug-ins do not support IPV6. The mod_wl_ohs plug-in for Oracle HTTP Server does support IPv6.








The following topics provide more information about Oracle Fusion Middleware support for IPv6:

	
Supported Topologies for IPv6 Network Protocols


	
Configuring Oracle HTTP Server for IPv6


	
Disabling IPv6 Support for Oracle Web Cache


	
Configuring Oracle Single Sign-On to Use Oracle HTTP Server with IPv6


	
Configuring Oracle Access Manager Support for IPv6






15.5.1 Supported Topologies for IPv6 Network Protocols

The following topologies for IPv4 and IPv6 are supported (dual-stack means that the host is configured with both IPv4 and IPv6):

	
Topology A:

	
Oracle Database on IPv4 protocol host


	
Oracle WebLogic Server on dual-stack host


	
Clients on IPv4 protocol host


	
Clients on IPv6 protocol host





	
Topology B:

	
Oracle Database on IPv4 protocol host


	
One or more of the following components on dual-stack hosts: Oracle WebLogic Server, Oracle SOA Suite, Oracle WebCenter Portal, Oracle Business Activity Monitoring, Fusion Middleware Control


	
Oracle HTTP Server with mod_wl_ohs on IPv6 protocol host





	
Topology C:

	
Database, such as MySQL, that supports IPv6 on IPv6 protocol host


	
Oracle WebLogic Server on IPv6 protocol host


	
Clients on IPv6 protocol host





	
Topology D:

	
Oracle Database on IPv4 protocol host


	
One or more of the following components on dual-stack hosts: Identity Management, Oracle SOA Suite, Oracle WebCenter Portal, Oracle Business Activity Monitoring, Fusion Middleware Control


	
Clients on IPv4 protocol host


	
Clients on IPv6 protocol host





	
Topology E:

	
Oracle Database on IPv4 protocol host


	
One or more of the following components on IPv4 protocol host: Oracle Portal, Oracle Forms Services, Oracle Reports, Oracle Business Intelligence Discoverer, and Oracle Single Sign-On Release 10.1.4.3


	
Oracle HTTP Server with mod_proxy on dual-stack host


	
Clients on IPv6 protocol host





	
Topology F:

	
Oracle Access Manager Release 10.1.4.3 and applications, such as SOA composite applications, on IPv4 protocol host


	
Oracle HTTP Server with mod_proxy on dual-stack host


	
Clients on IPv6 protocol host





	
Topology G:

	
Oracle Database on IPv4 protocol host


	
One or more of the following components on IPv4 protocol host: Oracle SOA Suite, Oracle WebCenter Portal, Oracle Business Activity Monitoring, Fusion Middleware Control on IPv4 protocol host


	
Oracle HTTP Server with mod_wl_ohs on dual-stack host


	
Clients on IPv6 protocol host












15.5.2 Configuring Oracle HTTP Server for IPv6

To configure Oracle HTTP Server to communicate using IPv6, you modify configuration files in the following directory:


ORACLE_INSTANCE/config/OHS/ohs_name


For example, to configure Oracle HTTP Server to communicate with Oracle WebLogic Server on hosts that are running IPv6, you configure mod_wl_ohs. You edit the configuration files in the following directory:


ORACLE_INSTANCE/config/OHS/ohs_name


In the files, specify either the resolvable host name or the IPv6 address in one of the following parameters:


WebLogicHost hostname | [IPaddress]
WebCluster [IPaddress_1]:portnum1, [IPaddress_2]:portnum2, [IPaddress_3]:portnum3, ...


You must enclose the IPv6 address in brackets.

Any errors are logged in the Oracle HTTP Server logs. To generate more information, set the mod_weblogic directives Debug All and WLLogFile path. Oracle HTTP Server logs module-specific messages.




	
Note:

In previous versions, Oracle HTTP Server contained restrictions about using dynamic clusters with IPv6 nodes. For example, the Oracle HTTP Server plug-in for Oracle WebLogic Server had limited IPv6 support in that the DSL (dynamic server list) feature of the plug-in was not supported; only the static configuration of server lists was supported (DynamicServerList=OFF). For this release, those restrictions have been lifted.














15.5.3 Disabling IPv6 Support for Oracle Web Cache

By default, IPv6 support is enabled for Oracle Web Cache. You can disable it in the webcache.xml file, which is located in the following directory:


(UNIX) ORACLE_INSTANCE/config/WebCache/webcache_name
(Windows) ORACLE_INSTANCE\config\WebCache\webcache_name


In the file, change the value of the IPV6 element to "NO". For example:


<IPV6 ENABLED="NO"/>


If the IPV6 element does not exist in the webcache.xml file, you can add the element to the file. Add it after the MULTIPORT element, as shown in the following example:


...
         <LISTEN IPADDR="ANY" PORT="7786" PORTTYPE="ADMINISTRATION"/>
         <LISTEN IPADDR="ANY" PORT="7788" PORTTYPE="INVALIDATION"/>
         <LISTEN IPADDR="ANY" PORT="7787" PORTTYPE="STATISTICS"/>
      </MULTIPORT>
      <IPV6 ENABLED="NO"/> 






15.5.4 Configuring Oracle Single Sign-On to Use Oracle HTTP Server with IPv6

Oracle Single Sign-On Server supports IPv4. However, you can configure Oracle Single Sign-On Server to work with clients that support IPv6 by setting up a proxy server and a reverse proxy.

The steps in this section assume that you have installed Oracle Single Sign-On Server Release 10.1.4.3 and a proxy server such as Oracle HTTP Server that acts as a front end to the Oracle Single Sign-On Server.

Take the following steps to configure Oracle Single Sign-On to work with clients that support IPv6:

	
Enable the proxy server:

	
Run the ssocfg script on the single sign-on middle tier. This script changes the host name stored in the single sign-on server to the proxy host name. Use the following command syntax, entering values for the protocol, host name, and port of the proxy server:


(UNIX) $ORACLE_HOME/sso/bin/ssocfg.sh http proxy_server_name proxy_port
(Windows) %ORACLE_HOME%\sso\bin\ssocfg.bat http proxy_server_name proxy_port


	
Update the targets.xml file on the single sign-on middle tier. The file is located in:


(UNIX) ORACLE_HOME/sysman/emd
(Windows) ORACLE_HOME\sysman\emd


Open the file and find the target type oracle_sso_server. Within this target type, locate and edit the three attributes that you passed to ssocfg:

	
HTTPMachine: The HTTP server host name


	
HTTPPort: The SSL port number of the Oracle HTTP server


	
HTTPProtocol: The server protocol





	
Add the lines that follow to the httpd.conf file on the single sign-on middle tier. The file is in the directory ORACLE_HOME/Apache/Apache/conf. These lines change the directive ServerName from the name of the actual server to the name of the proxy:


KeepAlive off 
ServerName proxy_host_name
Port proxy_port


Note that if you are using SSL, the port must be an SSL port such as 4443.


	
(SSL only) If you have configured SSL communication between just the browser and the proxy server, configure mod_certheaders on the middle tier. This module enables the Oracle HTTP Server to treat HTTP proxy requests that it receives as SSL requests. Add the lines that follow to httpd.conf. You can place them at the end of the file; where they appear is unimportant.

Enter this line to load the module:


(UNIX) LoadModule certheaders_module libexec/mod_certheaders.so
(Windows) LoadModule certheaders_module modules/ApacheModuleCertHeaders.dll


If you are using Oracle Web Cache as a proxy, enter this line:


AddCertHeader HTTPS


If you are using a proxy other than Oracle Web Cache, enter this line:


SimulateHttps on


	
Reregister mod_osso on the single sign-on middle tier. This step configures mod_osso to use the proxy host name instead of the actual host name. For example, on Linux:


$ORACLE_HOME/sso/bin/ssoreg.sh 
   -oracle_home_path ORACLE_HOME
   -site_name example.mydomain.com
   -config_mod_osso TRUE
   -mod_osso_url http://example.mydomain.com


	
Update the Distributed Configuration Management schema:


ORACLE_HOME/dcm/bin/dcmctl updateconfig


	
Restart the single sign-on middle tier:


ORACLE_INSTANCE/opmn/bin/opmnctl restartproc process-type=HTTP_Server
ORACLE_INSTANCE/opmn/bin/opmnctl restartproc process-type=OC4J_SECURITY


	
Log in to the single sign-on server, using the single sign-on login URL:


http://proxy_host_name:proxy_port/sso/


This URL takes you to the single sign-on home page. If you are able to log in, you have configured the proxy correctly.





	
If you have not already done so, install Oracle HTTP Server 11g Release 1 (11.1.1) to use as a reverse proxy for IPv6.


	
Change the Oracle HTTP Server 11g Release 1 (11.1.1) configuration to enable reverse proxy:

	
Stop Oracle HTTP Server:


opmnctl stopproc ias-component=component_name


	
Edit the following file:


(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf


Append the following to the httpd.conf file:


#---Added for Mod Proxy
ProxyRequests Off
 
<Proxy *>
Order deny,allow
Allow from all
</Proxy>
 
ProxyPass /sso http://OHS_host:OHS_port/sso
ProxyPass / http://OHS_host:OHS_port/
ProxyPassReverse / http://OHS_host:OHS_port/
ProxyPreserveHost On


In the example, OHS_host and OHS_port are the host name and port of the front-end server for Oracle Single Sign-On, discussed in Step 1.


	
Restart the Oracle HTTP Server. For example, to restart ohs1:


opmnctl startproc ias-component=ohs1












15.5.5 Configuring Oracle Access Manager Support for IPv6

Oracle Access Manager supports Internet Protocol Version 4 (IPv4). Oracle Fusion Middleware supports Internet Protocol Version 4 (IPv4) and Internet Protocol Version 6 (IPv6). IPv6 is enabled with Oracle HTTP Server with the mod_wl_ohs plug-in.

You can configure Oracle Access Manager to work with clients that support IPv6 by setting up a reverse proxy server. Several scenarios are provided here. Be sure to choose the right configuration for your environment.

This section describes configuring Oracle Access Manager 10g for IPv6. For information about configuring Oracle Access Manager 11g for IPv6, see "Configuring OAM 11g for IPv6 Clients" in the Oracle Fusion Middleware Administrator's Guide for Oracle Access Manager with Oracle Security Token Service.



15.5.5.1 Simple Authentication with IPv6

Figure 15-1 illustrates simple authentication with Oracle Access Manager configured to use the IPv6/IPv4 proxy.




	
Note:

In a WebGate profile, an IPv6 address cannot be specified. In a WebGate profile, the virtual host name must be specified as a host name, for example, myapphost.foo.com, not as an IP address.










Figure 15-1 Simple Authentication with the IPv6/IPv4 Proxy

[image: Description of Figure 15-1 follows]

Description of "Figure 15-1 Simple Authentication with the IPv6/IPv4 Proxy "





As illustrated in Figure 15-1, the IPv6 network communicates with the IPv6/IPv4 proxy, which in turn communicates with the Oracle HTTP Server and WebGate using IPv4. WebGate, Oracle Access Manager servers, and Oracle WebLogic Server with the Authentication provider all communicate with each other using IPV4.






15.5.5.2 Configuring IPv6 with an Authenticating WebGate and Challenge Redirect

Figure 15-2 illustrates configuration with a single IPv6 to IPv4 proxy (even though myssohost and myapphost could use separate proxies).




	
Note:

In a WebGate profile, the virtual host name must be specified as a host name, for example, myapphost.foo.com, not as an IP address. The redirect host name, for example, myssohost.foo.com must also be specified as a host name and not an IP address. The IPv6 address cannot be specified in a WebGate profile.










Figure 15-2 IPv6 with an Authenticating WebGate and Challenge Redirect

[image: Description of Figure 15-2 follows]

Description of "Figure 15-2 IPv6 with an Authenticating WebGate and Challenge Redirect"





As illustrated in Figure 15-2, the IPv6 network communicates with the IPv6/IPv4 proxy, which in turn communicates with the Oracle HTTP Server using IPv4. WebGate, Oracle Access Manager server, and Oracle WebLogic Server with the Identity Asserter all communicate with each other using IPV4.

You should be able to access the application from a browser on the IPv4 network directly to the IPv4 server host name and have login with redirect to IPv6 myssohost.foo.com.






15.5.5.3 Considerations

The following considerations apply to each intended usage scenario:

	
IP validation does not work by default. To enable IP validation, you must add the IP address of the Proxy server as the WebGate's IPValidationException parameter value in the Access System Console.


	
IP address-based authorization does not work because all requests come through one IP (proxy IP) that would not serve its purpose.









15.5.5.4 Prerequisites

Regardless of the manner in which you plan to use Oracle Access Manager with IPv6 clients, the following tasks should be completed before you start:

	
Install an Oracle HTTP Server instance to act as a reverse proxy to the Web server (required for WebGate).


	
Install and complete the initial set up of Oracle Access Manager (Identity Server, WebPass, Policy Manager, Access Server, WebGate) as described in Oracle Access Manager Access Administration Guide.







	
See Also:

	
Oracle Fusion Middleware Installation Guide for Oracle Web Tier


	
Oracle Fusion Middleware Administrator's Guide for Oracle HTTP Server

















15.5.5.5 Configuring IPv6 with Simple Authentication

Use the procedure in this section to configure your environment for simple authentication with Oracle Access Manager using the IPv6/IPv4 proxy. See Figure 15-1 for a depiction of this scenario.

The configuration in this procedure is an example only. In the example, OHS_host and OHS_port are the host name and port of the actual Oracle HTTP Server with WebGate. You must use values for your environment.




	
Note:

For this configuration you must use the Web server on which the WebGate is deployed as the Preferred HTTP host in the WebGate profile. You cannot use the IPv6 proxy name.









To configure IPv6 with simple authentication:

	
Configure Oracle HTTP Server 11g Release 1 (11.1.1) or any other server to enable reverse proxy:

	
Stop Oracle HTTP Server with the following command:


opmnctl stopproc ias-component=component_name


	
Edit the following file:


(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf


	
Append the following to the httpd.conf file:


#---Added for Mod Proxy
<IfModule mod_proxy.c>

ProxyRequests Off
ProxyPreserveHost On

ProxyPass /http://OHS_host:OHS_port/
ProxyPassReverse /http://OHS_host:OHS_port/

</IfModule>


	
Restart Oracle HTTP Server using the following command:


opmnctl startproc ias-component=component_name





	
Log in to the Access System Console. For example:


http://hostname:port/access/oblix


In the example, hostname refers to the computer that hosts the WebPass Web server; port refers to the HTTP port number of the WebPass Web server instance; /access/oblix connects to the Access System Console.

The Access System main page appears.


	
Click Access System Configuration, and then click AccessGate Configuration.

The Search for AccessGates page appears. The Search list contains a selection of attributes that can be searched. Remaining fields allow you to specify search criteria that are appropriate for the selected attribute.


	
Select the search attribute and condition from the lists (or click All to find all AccessGates), and then click Go.


	
Click an AccessGate's name to view its details.


	
Click Modify.


	
For Preferred HTTP Host, specify the Web server name on which WebGate is deployed as it appears in all HTTP requests. The host name within the HTTP request is translated into the value entered into this field regardless of the way it was defined in a user's HTTP request.


	
To enable IP validation, add the IP address of the proxy server as the value of the IPValidationException parameter.


	
Click Save.









15.5.5.6 Configuring IPv6 with an Authenticating WebGate and Challenge Redirect

Use the procedure in this section to configure your environment to use Oracle Access Manager with the IPv6/IPv4 proxy and an authenticating WebGate and challenge redirect. Figure 15-2 shows a depiction of this scenario.

The following procedure presumes a common proxy for both form-based authentication and the resource WebGate. For example, suppose you have the following configuration:

	
Resource WebGate is installed on http://myapphostv4.foo.com/


	
Resource is on http://myapphostv4.foo.com/testing.html


	
Authenticating WebGate is on http://myssohostv4.foo.com/


	
Login form is http://myssohostv4.foo.com/oamsso/login.html


	
Reverse proxy URL is http://myapphost.foo.com/







	
Note:

For this configuration, the Preferred HTTP host must be the name of the Oracle HTTP Server Web server that is configured for this WebGate. For example, a WebGate deployed on myapphost4.foo.com must use myapphost4.foo.com as the Preferred HTTP host. You cannot use the IPv6 proxy name.









In the following procedure, you configure the Oracle HTTP Server, configure WebGate profiles to use the corresponding Oracle HTTP Server as the Preferred HTTP host, and configure the form-based authentication scheme with a challenge redirect value of the reverse proxy server URL (http://myapphost.foo.com/ in this example).

Be sure to use values for your own environment.

To configure IPv6 with an authenticating WebGate and challenge redirect:

	
Configure Oracle HTTP Server 11g Release 1 (11.1.1) or any other server, as follows:

	
Stop Oracle HTTP Server with the following command:


opmnctl stopproc ias-component=component_name


	
Edit the following file:


(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf


	
Append the following information for your environment to the httpd.conf file. For example:


<IfModule mod_proxy.c>
ProxyRequests On
ProxyPreserveHost On
#Redirect login form requests and redirection requests to Authentication
WebGate

ProxyPass /obrareq.cgi   http://myssohostv4.foo.com/obrareq.cgi
ProxyPassReverse /obrareq.cgi  http://myssohostv4.foo.com/obrareq.cgi

ProxyPass /oamsso/login.html http://myssohostv4.foo.com/oamsso/login.html
ProxyPassReverse /oamsso/login.html http://myssohostv4.foo.com/oamsso/login
.html

ProxyPass /access/sso   http://myssohostv4.foo.com/ /access/sso
ProxyPassReverse /access/sso http://myssohostv4.foo.com/access/sso

# Redirect resource requests to Resource WG 
ProxyPass /http://myapphostv4.foo.com /
ProxyPassReverse /http://myapphostv4.foo.com /

</IfModule>


	
Restart Oracle HTTP Server using the following command:


opmnctl startproc ias-component=component_name





	
In the Access System Console, set the Preferred HTTP host for each WebGate as follows:

	
Log in to the Access System Console. For example:


http://hostname:port/access/oblix


In the example, hostname refers to the computer that hosts the WebPass Web server; port refers to the HTTP port number of the WebPass Web server instance; /access/oblix connects to the Access System Console.

The Access System main page appears.


	
Click Access System Configuration, and then click AccessGate Configuration.

The Search for AccessGates page appears. The Search list contains a selection of attributes that can be searched. Remaining fields allow you to specify search criteria that are appropriate for the selected attribute.


	
Select the search attribute and condition from the lists (or click All to find all AccessGates), and then click Go.


	
Click an AccessGate's name to view its details.


	
Click Modify.


	
For Preferred HTTP Host, specify the name of the Oracle HTTP Server Web server that is configured for this WebGate. For example, a WebGate deployed on myapphostv4.foo.com must use myapphostv4.foo.com as the Preferred HTTP host.


	
To enable IP validation, add the IP address of the Proxy server as the value of the IPValidationException parameter.


	
Click Save.


	
Repeat for each WebGate and specify name of the Oracle HTTP Server Web server that is configured for this WebGate.





	
From the Access System Console, modify the Form authentication scheme to include a challenge redirect to the Proxy server, as follows:

	
Click Access System Configuration, and then click Authentication Management.


	
Click the name of the scheme to modify, and then click Modify.


	
Configure the challenge redirect value to the Proxy server URL. In this example, the Proxy server URL is http://myapphost.foo.com/.


	
Click Save.












15.5.5.7 Configuring IPv6: Separate Proxy for Authentication and Resource WebGates

Use the procedure in this section to configure a separate proxy for authentication and resource WebGates. In this configuration, you have multiple proxies: for example a separate proxy for the authentication WebGate and another proxy for the resource WebGate. You can access the application from a browser on the IPv4 network directly to an IPv4 server host name with a login redirect to an IPv6 host. For example:

	
Resource WebGate is on http://myapphostv4.foo.com/


	
Authenticating WebGate is on http://myssohostv4.foo.com


	
Proxy used for myapphostv4.foo.com should be myapphostv4.foo.com


	
Proxy used for myssohostv4.foo.com should be myssohostv4.com







	
Note:

You cannot use the IPv6 proxy name as the Preferred HTTP host in a WebGate profile.









In the example, OHS_host and OHS_port are the host name and port of the Oracle HTTP Server that is configured for WebGate. Be sure to use values for your own environment.

To configure IPv6 with a separate proxy for authentication and resource WebGates:

	
Configure Oracle HTTP Server 11g Release 1 (11.1.1) or any other server for multiple proxies, as follows:

	
Stop Oracle HTTP Server with the following command:


opmnctl stopproc ias-component=component_name


	
Edit the following file:


(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf


	
Append the following information for your environment to the httpd.conf file. For example:


<IfModule mod_proxy.c>
ProxyRequests Off
ProxyPreserveHost On

ProxyPass /http://OHS_host:OHS_port
ProxyPassReverse /http://OHS_host:OHS_port

</IfModule>


	
Restart Oracle HTTP Server using the following command:


opmnctl startproc ias-component=component_name





	
In the Access System Console, set the Preferred HTTP host for each WebGate as follows:

	
Log in to the Access System Console. For example:


http://hostname:port/access/oblix


In the example, hostname refers to the computer that hosts the WebPass Web server; port refers to the HTTP port number of the WebPass Web server instance; /access/oblix connects to the Access System Console.

The Access System main page appears.


	
Click Access System Configuration, and then click AccessGate Configuration.

The Search for AccessGates page appears. The Search list contains a selection of attributes that can be searched. Remaining fields allow you to specify search criteria that are appropriate for the selected attribute.


	
Select the search attribute and condition from the lists (or click All to find all AccessGates), and then click Go.


	
Click an AccessGate's name to view its details.


	
Click Modify.


	
For Preferred HTTP Host, specify the name of the Oracle HTTP Server Web server that is configured for this WebGate. For instance, a WebGate deployed on myapphostv4.foo.com must use myapphostv4.foo.com as the Preferred HTTP host.


	
To enable IP validation, add the IP address of the Proxy server as the value of the IPValidationException parameter.


	
Click Save.


	
Repeat for each WebGate and specify the name of the Oracle HTTP Server Web server that is configured for this WebGate.





	
From the Access System Console, modify the Form authentication scheme to include a challenge redirect to the Proxy server, as follows:

	
Click Access System Configuration, and then click Authentication Management.


	
Click the name of the scheme to modify, and then click Modify.


	
Configure the challenge redirect value to the Proxy server URL that acts as a reverse proxy for the authentication WebGate. In this example, the Proxy server URL is http://myssohost.foo.com/.


	
Click Save.
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20 Using the Movement Scripts

Oracle Fusion Middleware provides a series of scripts that you can use to move your environment, for example replicating (cloning) a test environment to a production environment. The scripts enable you to copy a Middleware home and the Oracle homes and Oracle WebLogic Server domains, as well as the configuration of certain Oracle Fusion Middleware components, such as Oracle SOA Suite, Oracle HTTP Server, Oracle Internet Directory, and Oracle Virtual Directory. This chapter explains the scripts you can use to move these entities.

This chapter includes the following topics:

	
Introduction to the Movement Scripts


	
Understanding the Movement Process


	
Movement Scripts


	
Modifying Move Plans







	
Note:

For detailed procedures for moving Oracle Fusion Middleware from one environment to another, see Chapter 21. That chapter describes using these scripts, and other steps for moving from a source environment to a target environment.











20.1 Introduction to the Movement Scripts

The movement scripts minimize the amount of work that would otherwise be required to reapply all the customization and configuration changes made in one environment to another. You can use these scripts to:

	
Create a Middleware home that is a copy of a production, test, or development environment. The scripts create a new Middleware home with all patches applied to all of the Oracle homes and the WebLogic Server home in a single step. This is in contrast to separately installing and applying any patches to the WebLogic Server home and separate Oracle homes.


	
Prepare a "gold" image of a patched Middleware home and deploying it to many hosts.


	
Move the configuration of a domain or Oracle instance, including the components in the domain or Oracle instance, from one environment to another.




You can move the following, to the same host or a different host. The source and target environments must share the same operating system and the same platform architecture (in terms of number of bits).

	
Middleware home: You can copy the Middleware home, the Oracle WebLogic Server home, and all of the Oracle homes within the Middleware home. (You can copy a Middleware home that contains no Oracle homes, but you must use the cloningclient.jar file and movement scripts that are compatible with the version of the Middleware home that you want to copy.)


	
Java components: You can copy the configuration of a domain containing Java components, such as Oracle SOA Suite and Oracle Business Activity Monitoring, to the same or a different Middleware home.


	
An Oracle instance: You can copy the configuration of an Oracle instance to the same or a different Middleware home. When you move an Oracle instance, you move all configuration files in that instance for all system components in that Oracle instance.

Alternatively, you can move one of the system components, such as Oracle HTTP Server, within an Oracle instance. In that case, the configuration of the Oracle instance and the specified component are moved. You can move the following system components in this way:

	
Oracle HTTP Server


	
Oracle Virtual Directory


	
Oracle Internet Directory


	
Oracle BI Enterprise Edition










	
Note:

The movement scripts support moving most of the Oracle Fusion Middleware components, but for some components, you must take manual steps in addition to, or instead of using the scripts. See Chapter 21 for the procedures for moving Oracle Fusion Middleware components from a source to a target environment, including when to use the scripts.














20.2 Understanding the Movement Process

When you move an entity of Oracle Fusion Middleware, the scripts take a snapshot of the information required for the movement. The following topics describe the movement process:

	
Understanding the Movement of a Middleware Home


	
Understanding the Movement of Components






20.2.1 Understanding the Movement of a Middleware Home

When you move a Middleware home, you create an archive of the source Middleware home and use the archive to create the copy of the Middleware home:

	
At the source, you run the copyBinary script, specifying the Middleware home that you want to copy. The script prepares the source and creates an archive. It also records the file permissions of the Middleware home and the Oracle homes within the Middleware home.

The archive contains the Oracle WebLogic Server home and all of the Oracle homes in the Middleware home.


	
At the destination, you run the pasteBinary script, specifying a destination for the Middleware home. The script checks to see that the prerequisites are met at the destination. It extracts the files from the archive file, registers the Oracle homes with the Oracle inventory and registers the WebLogic Server home with the Middleware home.

The script then restores the file permissions and relinks any files if that is necessary.




Note the following:

	
The copyBinary and pasteBinary scripts do not carry over all the dependencies of the source Middleware home, WebLogic Server home, and Oracle homes, such as loadable modules or application-specific libraries to the target home, because the scripts proceed by copying the Middleware home and the entire source WebLogic Server home and Oracle homes to the destination Middleware home. Any files outside the source WebLogic Server or Oracle home are not automatically copied. Hence, any applications that refer to files outside the source WebLogic Server or Oracle home may not work properly in the target home.

The Oracle home that is copied as a part of the Middleware home contains only the binary files.


	
When you copy a Middleware home, only the read-only portions of the Middleware home are copied. Any user configuration files, such as the user_projects directory, are excluded from the archive. The WebLogic Server domain is not copied. (Use the copyConfig and pasteConfig scripts to copy the domain.)


	
You cannot move a Middleware Home if its path is a symbolic link.




See Section 21.3.4 for detailed information about these steps.






20.2.2 Understanding the Movement of Components

When you move Oracle Fusion Middleware components, you create an archive of the source component's configuration and use the archive to create the component at the target. You use the following:

	
For Node Manager, you use the copyConfig, extractMovePlan, and pasteConfig scripts to copy the configuration.


	
For Java components, such as Oracle SOA Suite, you use the copyConfig, extractMovePlan, and pasteConfig scripts to copy the configuration, including the domain, the Administration Server, and the Managed Servers.


	
For Oracle instances, you use the copyConfig, extractMovePlan, and pasteConfig scripts to copy the configuration of the Oracle instance, including all system components in the Oracle instance.

Alternatively, you can specify that only one of the components, such as Oracle HTTP Server, within an Oracle instance be copied. In that case, the configuration of the Oracle instance and the specified component are moved.







	
Note:

The scripts replicate the topology of the source. For example, if the source domain contains Managed Servers server_1 and server_2 on Host A and Managed Servers server_3 and server_4 on Host B, you must specify a similar relationship between Managed Servers and hosts at the target. (You specify the hosts for each Managed Server in the move plan.)









To move components, you take the following general steps:

	
You move the Middleware home, as described in Section 20.2.1.


	
At the source, make sure that the Administration Server and all Managed Servers are started.


	
At the source, run the copyConfig script, specifying the source entity, such as a domain, Node Manager, or Oracle instance, that you want to copy. The script creates a configuration archive file that contains a snapshot of the configuration of an Oracle WebLogic Server domain, Node Manager, or system component instance.


	
At the source, extract a move plan using the extractMovePlan script. A move plan contains configuration settings of the source environment.


	
Edit the move plan specifying properties for the target environment.


	
At the target, run the pasteConfig script, specifying the destination for the domain, Node Manager, or Oracle instance, and the move plan location. The script checks to see that the prerequisites are met at the target. It extracts the files from the archive file and uses the information in the move plan to modify the configuration on the target. Then, it restores the file permissions.

In addition, the pasteConfig scripts starts the Administration Server.




Note that you must ensure that components, such as Oracle WebLogic Server and Oracle Coherence, are installed in the directory structure of the source Middleware home.

See Section 21.3.5 and Section 21.3.6 for detailed information about these steps.








20.3 Movement Scripts 

Oracle Fusion Middleware uses the following jar file to execute the scripts necessary to move the binary and configuration files:


(UNIX) ORACLE_COMMON_HOME/jlib/cloningclient.jar
(Windows) ORACLE_COMMON_HOME\jlib\cloningclient.jar


Table 20-1 shows the scripts you use to move a Middleware home or component.


Table 20-1 Movement Scripts

	TO:	Command	See:
	
Copy the binary files of the source Middleware home

	

(UNIX) ORACLE_COMMON_HOME/bin/copyBinary.sh
(Windows) ORACLE_COMMON_HOME\bin\copyBinary.cmd

	
Section 20.3.1.1



	
Apply the copied Middleware home to the target

	

(UNIX) ORACLE_COMMON_HOME/bin/pasteBinary.sh
(Windows) ORACLE_COMMON_HOME\bin\pasteBinary.cmd

	
Section 20.3.1.2



	
Copy the domain and Java component configuration

	

(UNIX) ORACLE_COMMON_HOME/bin/copyConfig.sh
(Windows) ORACLE_COMMON_HOME\bin\copyConfig.cmd

	
Section 20.3.1.3



	
Copy the Oracle instance configuration

	

(UNIX) ORACLE_COMMON_HOME/bin/copyConfig.sh
(Windows) ORACLE_COMMON_HOME\bin\copyConfig.cmd

	
Section 20.3.1.4


	
Copy the system component configuration

	

(UNIX) ORACLE_COMMON_HOME/bin/copyConfig.sh
(Windows) ORACLE_COMMON_HOME\bin\copyConfig.cmd

	
Section 20.3.1.5



	
Copy the Node Manager configuration

	

(UNIX) ORACLE_COMMON_HOME/bin/copyConfig.sh
(Windows) ORACLE_COMMON_HOME\bin\copyConfig.cmd

	
Section 20.3.1.6



	
Extract a move plan from the domain or component

	

(UNIX) ORACLE_COMMON_HOME/bin/extractMovePlan.sh
(Windows) ORACLE_COMMON_HOME\bin\extractMovePlan.cmd

	
Section 20.3.1.7



	
Apply the copied configuration for the domain and Java components to the target

	

(UNIX) ORACLE_COMMON_HOME/bin/pasteConfig.sh
(Windows) ORACLE_COMMON_HOME\bin\pasteConfig.cmd

	
Section 20.3.1.8



	
Apply the copied configuration for the Oracle instance to the target

	

(UNIX) ORACLE_COMMON_HOME/bin/pasteConfig.sh
(Windows) ORACLE_COMMON_HOME\bin\pasteConfig.cmd

	
Section 20.3.1.9


	
Apply the copied configuration for a system component to the target

	

(UNIX) ORACLE_COMMON_HOME/bin/pasteConfig.sh
(Windows) ORACLE_COMMON_HOME\bin\pasteConfig.cmd

	
Section 20.3.1.10


	
Apply the copied configuration for the Node Manager to the target

	

(UNIX) ORACLE_COMMON_HOME/bin/pasteConfig.sh
(Windows) ORACLE_COMMON_HOME\bin\pasteConfig.cmd

	
Section 20.3.1.11



	
Generate a file containing an obfuscated password

	

(UNIX) ORACLE_COMMON_HOME/bin/obfuscatePassword.sh
(Windows) ORACLE_COMMON_HOME\bin\obfuscatePassword.cmd

	
Section 20.3.1.12









To view the help on any of these scripts, use the -help option. For example:


./pasteConfig.sh -javaHome /scratch/Oracle/Middleware/jdk160_21 -help


Note that the help shows the UNIX version of the parameter values. For other platforms, such as Windows, change the parameter values for the platform.

To specify additional Java options, define the T2P_JAVA_OPTIONS environment variable and specify the options in the variable definition. The following examples set the value for the Java temp directory:

	
On Linux or UNIX:


setenv T2P_JAVA_OPTIONS "-Djava.io.tmpdir=/home/t2p/temp"
export T2P_JAVA_OPTIONS


	
On Windows:


set T2P_JAVA_OPTIONS="-Djava.io.tmpdir=c:\home\t2p\temp"







	
Note:

A Universal Uniform Naming Convention (UNC) path is not supported on Windows. For example, the following is not supported:


\\host_name\oracle\java\win64\jdk6\jre\bin\java












	
Note:

If you are applying the archive of a Middleware home on a host that does not yet have Oracle Fusion Middleware installed, note the following:

	
The host must have JDK 1.6.04 or higher installed. In addition, ensure that the PATH, CLASSPATH, and JAVA_HOME environment variables point to the JDK.


	
Copy the pasteBinary script from the following location in the source host to the target host:


(UNIX) ORACLE_COMMON_HOME/bin/pasteBinary.sh
(Windows) ORACLE_COMMON_HOME\bin\pasteBinary.cmd


	
Copy the following file from the following location in the source host to the target host:


(UNIX) ORACLE_COMMON_HOME/jlib/cloningclient.jar
(Windows) ORACLE_COMMON_HOME\jlib\cloningclient.jar


	
If you run the pasteBinary script from a different location than ORACLE_COMMON_HOME/bin, then the pasteBinary script and the cloningclient.jar file must be in the same directory.

If you are running pasteBinary on a host that has no prior Oracle Fusion Middleware installations, ORACLE_COMMON_home/bin will not exist prior to running pasteBinary, and therefore the pasteBinary script and cloningclient.jar must be in the same directory.


	
Ensure that the files have execute permission.














20.3.1 Movement Scripts Syntax

The following topics describe the syntax of the movement scripts. The options are described in the tables that follow the syntax.

	
copyBinary Script


	
pasteBinary Script


	
copyConfig Script for Java Components


	
copyConfig Script for Oracle Instances


	
copyConfig Script for System Components


	
copyConfig Script for Node Manager


	
extractMovePlan Script


	
pasteConfig Script for Java Components


	
pasteConfig Script for Oracle Instances


	
pasteConfig Script for System Components


	
pasteConfig Script for Node Manager


	
obfuscatePassword Script







	
Note:

	
All movement scripts ask if you want to continue whenever you do not specify the -silent true option. To continue, you must type yes, which is not case sensitive. Any words other than yes causes the script to return an error. Also note that, in silent mode, the scripts generate an error if you do not provide passwords where they are needed.


	
Most options have shortcut names, as described in the tables later in the following sections.


	
The value of options must not contain a space. For example, on Windows, you cannot pass the following as a value to the -javaHome option:


C:\Program Files\jdk


	
The value of the javaHome option must use the Java home that is defined in the following file (note the period (.) before the filename):


MW_HOME/wlserver_n/.product.properties














20.3.1.1 copyBinary Script

Creates an archive file of the source Middleware home, by copying the binary files of that Middleware home, including all of its Oracle homes and its WebLogic Server home, into the archive file. The syntax is:


copyBinary -javaHome path_of_jdk
           -archiveLoc archive_location 
           -sourceMWHomeLoc MW_HOME   
            [-invPtrLoc Oracle_InventoryLocation]
            [-logDirLoc log_dir_path]
            [-silent {true | false}]
            [-ignoreDiskWarning {true | false}]


The following example shows how to create an archive of a Middleware home on Linux:


copyBinary.sh -javaHome /scratch/Oracle/Middleware1/jrockit_160_20_D1.1.0-18 
              -archiveLoc /tmp/mw_copy.jar
              -sourceMWHomeLoc /scratch/Oracle/Middleware1 
              -invPtrLoc /scratch/oracle/oraInst.loc





	
Note:

Before you execute the copyBinary script, ensure that all Oracle homes in the Middleware home are either all 32 bit or all 64 bit. The operation does not support a mix of 32-bit and 64-bit Oracle homes.

When you execute the command, you must specify a matching Java home. That is, if the Oracle homes are 64 bit, you must specify a 64-bit Java home. If the Oracle homes are 32 bit, you must specify a 32-bit Java home.









Table 20-2 describes the options for the copyBinary script.


Table 20-2 Options for the copyBinary Script

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
NA

	
The absolute path of the Java Developer's Kit.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file to be created with the copyBinary script.

The archive location must not exist, but its parent directory must exist and have write permission.

Ensure that the archive location is not within the Middleware home structure.

	
Mandatory


	
-sourceMWHomeLoc

	
-smw

	
The absolute path of the Middleware home to be archived. You can only specify one Middleware home.

	
Mandatory


	
-invPtrLoc

	
-ipl

	
On UNIX and Linux, the absolute path to the Oracle Inventory pointer. Use this option if the inventory location is not in the default location, so that the operation can read the Oracle homes present in the inventory.

The file, oraInst.loc, must exist. If it does not exist, create it as a root user or user with normal privileges. The following shows an example of the contents of the file:


inventory_loc=/scratch/oraInventory


You must have write permission to the inventory location.

On UNIX and Linux, the default location is /etc/oraInst.loc.

On Windows, if you specify this parameter, the script ignores it.

In previous releases, the shortcut was -invLoc, but that shortcut is now deprecated.

	
Optional, if the inventory is in the default location. Otherwise, it is mandatory on Linux.


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional


	
-silent

	
NA

	
Specifies whether the operation operates silently. That is, it does not prompt for confirmation. The default is that the operation prompts for confirmation. To continue, you must type yes, which is not case sensitive. Typing anything other than yes causes the script to return an error.

To specify that it does not prompt for confirmation, specify this option with the value of true.

	
Optional


	
-ignoreDiskWarning

	
-idw

	
Specifies whether the operation ignores a warning that there is not enough free space available. The default is false.

You may need to use this flag if the target is NFS mounted or is on a different file system, such as Data ONTAP.

	
Optional












20.3.1.2 pasteBinary Script

Applies the archive to the target destination, by pasting the binary files of the source Middleware home to the target environment. You can apply the archive to the same host or a different host. The syntax is:


pasteBinary -javaHome path_of_jdk
            -archiveLoc archive_location
            -targetMWHomeLoc target_MW_Home_location
            [-executeSysPrereqs {true | false}]
            [-invPtrLoc Oracle_InventoryLocation]
            [-logDirLoc log_dir_path]
            [-silent {true | false}]
            [-ignoreDiskWarning {true | false}]


The following example shows how to apply the archive to the directory /scratch/oracle/MW_Home_prod, on Linux:


pasteBinary.sh -javaHome /scratch/Oracle/Middleware1/jrockit_160_20_D1.1.0-18
               -archiveLoc  /tmp/mw_copy.jar 
               -targetMWHomeLoc /scratch/oracle/MW_Home_prod 


Table 20-3 describes the options for the pasteBinary script.


Table 20-3 Options for the pasteBinary Script

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
NA

	
The absolute path of the Java Developer's Kit.

If the source Middleware home was installed with the JDK and Oracle JRockit outside of the Middleware home, the path you specify is used to configure the Middleware home.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file created with the copyBinary script.

The location must exist.

In previous releases, this option was named archiveLocation, but that name is now deprecated.

	
Mandatory


	
-targetMWHomeLoc

	
-tmw

	
The absolute path of the target Middleware home.

Ensure that the Middleware home directory does not exist at that location. If it does exist, the script returns an error message.

The targetMWHomeLoc cannot be inside another Middleware home.

In previous releases, this option was named targetLocation and the shortcut was -tl, but those are now deprecated.

	
Mandatory


	
-executeSysPrereqs

	
-esp

	
Specifies whether the pasteBinary operation checks the prerequisites of the Oracle homes. The default is that it checks the prerequisites. To specify that it does not check the prerequisites, specify this option with the value false.

In previous releases, the shortcut was -exsysprereqs, but that shortcut is now deprecated.

	
Optional


	
-invPtrLoc

	
-ipl

	
On UNIX and Linux, the absolute path to the Oracle Inventory pointer. Use this option if the inventory location is not in the default location, so that the operation can read the Oracle homes present in the inventory.

The file, oraInst.loc, must exist. If it does not exist, create it as a root user or user with normal privileges. The following shows an example of the contents of the file:


inventory_loc=/scratch/oraInventory


You must have write permission to the inventory location.

On UNIX and Linux, the default location is /etc/oraInst.loc.

On Windows, if you specify this parameter, the script ignores it.

In previous releases, the shortcut was -invLoc, but that shortcut is now deprecated.

	
Optional, if the inventory is in the default location. Otherwise, it is mandatory on Linux.


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional


	
-silent

	
NA

	
Specifies whether the operation operates silently. That is, it does not prompt for confirmation. The default is that the operation prompts for confirmation. To continue, you must type yes, which is not case sensitive. Typing anything other than yes causes the script to return an error.

To specify that it does not prompt for confirmation, specify this option with the value of true.

	
Optional


	
-ignoreDiskWarning

	
-idw

	
Specifies whether the operation ignores a warning that there is not enough free space available. The default is false.

You may need to use this flag if the target is NFS mounted or is on a different file system, such as Data ONTAP.

	
Optional












20.3.1.3 copyConfig Script for Java Components

Creates a configuration archive that contains the snapshot of the configuration of an Oracle WebLogic Server domain. The underlying components of an Oracle WebLogic Server domain retain their configuration information in different data stores, such as a file system, Oracle Metadata Services (MDS), LDAP, or a database.

You must run the copyConfig script for each Oracle WebLogic Server domain in the source environment. A configuration archive is created for each source domain.

The Administration Server and all Managed Servers in the domain must be started when you run the script.

The syntax is:


copyConfig  -javaHome path_of_jdk
            -archiveLoc archive_location 
            -sourceDomainLoc domain_location
            -sourceMWHomeLoc Middleware_home_location
            -domainHostName domain_host_name
            -domainPortNum  domain_port_number 
            -domainAdminUserName domain_admin_username
            -domainAdminPassword domain_admin_password_file 
            [-mdsDataImport {true | false}]
            [-additionalParams property1=value1[, property2=value2]
            [-logDirLoc log_dir_path]
            [-silent {true | false}]


The following example copies the configuration of a domain containing Java components:


copyConfig.sh -javaHome /scratch/jrockit_160_20_D1.1.0-18 
               -archiveLoc /tmp/a.jar
               -sourceDomainLoc /scratch/mw_home1/user_projects/domains/WLS_SOAWC 
               -sourceMWHomeLoc /scratch/work/mw_home1/
               -domainHostName myhost.example.com 
               -domainPortNum 7001
               -domainAdminUserName weblogic 
               -domainAdminPassword /home/oracle/password 
               -silent true


Table 20-4 describes the options for the copyConfig script for Java components.


Table 20-4 Options for the copyConfig Script for Java Components

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
NA

	
The absolute path of the Java Developer's Kit.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file to be created by the copyConfig script.

	
Mandatory


	
-sourceDomainLoc

	
-sdl

	
The absolute path of the source domain containing the Java component.

	
Mandatory


	
-sourceMWHomeLoc

	
-smw

	
The absolute path of the source Middleware home.

	
Mandatory


	
-domainHostName

	
-dhn

	
The name of the host on which the domain is configured.

	
Mandatory


	
-domainPortNum

	
-dpn

	
The port number of the Administration Server for the domain.

In previous releases, this option was named domainPortNo, and the shortcut was -domainport, but those are now deprecated.

	
Mandatory


	
-domainAdminUserName

	
-dau

	
The name of the administrative user for the domain.

In previous releases, the shortcut was -domainuser, but that shortcut is now deprecated.

	
Mandatory


	
-domainAdminPassword

	
-dap

	
The absolute path of a secure file containing the password for the administrative user for the domain on the source environment. You must provide a password file, even if you are not changing the configuration.

In previous releases, the shortcut was -domainpass, but that shortcut is now deprecated.

	
Mandatory


	
-mdsDataImport

	
-mdi

	
Specifies whether to export the application MDS metadata to the archive so that it can be imported into the target. The default is true.

Specify false if you do not want to export the application MDS metadata.

If this option is set to true, the subsequent pasteConfig script that copies the component to the target imports the application MDS metadata to the target.

	
Optional


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional


	
-additionalParams

	
	
An additional parameter and its value to be passed to the script.

	
Optional


	
-silent

	
NA

	
Specifies whether the operation operates silently. That is, it does not prompt for confirmation. The default is that the operation prompts for confirmation. To continue, you must type yes, which is not case sensitive. Typing anything other than yes causes the script to return an error.

To specify that it does not prompt for confirmation, specify this option with the value of true.

	
Optional












20.3.1.4 copyConfig Script for Oracle Instances

Creates a configuration archive that contains the snapshot of the configuration of an Oracle instance. The copyConfig script moves the Oracle instance and the configuration of all the system components in the Oracle instance.

You must run the copyConfig script for each Oracle instance in the source environment. A configuration archive is created for each Oracle instance.

The Administration Server and all Managed Servers in the domain must be started when you run the script.

The syntax is:


copyConfig  -javaHome path_of_jdk
            -archiveLoc archive_location 
            -sourceInstanceHomeLoc src_instance_path
            [-logDirLoc log_dir_path]
            [-silent {true | false}]


The following example shows how to create an archive of the Oracle instance located in /scratch/Oracle/Middleware/im_1 on Linux:


copyConfig.sh -javaHome /scratch/Oracle/Middleware1/jrockit_160_20_D1.1.0-18
               -archiveLoc /tmp/ovd1.jar
               -sourceInstanceHomeLoc /scratch/Oracle/Middleware1/im_1


Table 20-5 describes the options for the copyConfig script for Oracle instances. It also describes the options for the copyConfig Script for individual system components. the only difference is that you use the -sourceComponentName option to move individual system components.


Table 20-5 Options for the copyConfig Script for Oracle Instances and System Components

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
NA

	
The absolute path of the Java Developer's Kit.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file to be created by the copyConfig script.

In previous releases, this option was named archiveLocation, but that name is now deprecated.

	
Mandatory


	
-sourceInstanceHomeLoc

	
-sih

	
The absolute path of the Oracle instance for the source component.

	
Mandatory


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional


	
-silent

	
NA

	
Specifies whether the operation operates silently. That is, it does not prompt for confirmation. The default is that the operation prompts for confirmation. To continue, you must type yes, which is not case sensitive. Typing anything other than yes causes the script to return an error.

To specify that it does not prompt for confirmation, specify this option with the value of true.

	
Optional


	
-sourceComponentName

	
-scn

	
The name of the component to be copied. For example, if your Oracle Internet Directory component is named oid1, specify oid1.

	
Optional. Use if you want to move only one system component, as described in Section 20.3.1.5.












20.3.1.5 copyConfig Script for System Components

Creates a configuration archive that contains the snapshot of the configuration of an Oracle instance and the specified individual system component, which retains its configuration information in different data stores, such as a file system, Oracle Metadata Services (MDS), LDAP, or a database.

Use this script instead of copyConfig for Oracle instances, if you want to move only one system component, along with the Oracle instance to the target environment.

The copyConfig script supports moving the following system components:

	
Oracle HTTP Server


	
Oracle Internet Directory


	
Oracle Virtual Directory


	
Oracle BI EE




The Administration Server and all Managed Servers in the domain must be started when you run the script.

The syntax is:


copyConfig  -javaHome path_of_jdk
            -archiveLoc archive_location 
            -sourceInstanceHomeLoc src_instance_path
            -sourceComponentName src_component_name
            [-logDirLoc log_dir_path]
            [-silent {true | false}]


The following example shows how to create an archive of the Oracle Virtual Directory instance named ovd1 in the Oracle instance located in /scratch/Oracle/Middleware/im_1 on Linux:


copyConfig.sh -javaHome /scratch/Oracle/Middleware1/jrockit_160_20_D1.1.0-18
               -archiveLoc /tmp/ovd1.jar
               -sourceInstanceHomeLoc /scratch/Oracle/Middleware1/im_1
               -sourceComponentName ovd1


See Table 20-5 for description of the options for the copyConfig script for system components.






20.3.1.6 copyConfig Script for Node Manager

Creates a configuration archive that contains the snapshot of the configuration of Node Manager.

You must run the copyConfig script for each Node Manager in the source environment. A configuration archive is created for each source Node Manager.

The syntax is:


copyConfig  -javaHome path_of_jdk
            -archiveLoc archive_location
            -sourceNMHomeLoc source_Node_Manager_Home_location
            [-logDirLoc log_dir_path]
            [-silent {true | false}]


The following example shows how to create a copy of the source Node Manager configuration located in /scratch/Oracle/Middleware/wlserver_10.3/common/nodemanager:


copyConfig.sh -javaHome USER_HOME/jrockit_160_17_R28.0.0-679/
              -archiveLoc /tmp/nm.jar
              -sourceNMHomeLoc /scratch/Oracle/Middleware/wlserver_10.3/common/nodemanager
              -silent true


Table 20-6 describes the options for the copyConfig script for Node Manager.


Table 20-6 Options for the copyConfig Script for Node Manager

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
None

	
The absolute path of the Java Developer's Kit.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file to be created by the copyConfig script.

	
Mandatory


	
-sourceNMHomeLoc

	
-snh

	
The absolute path of the source Node Manager home.

	
Mandatory


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional


	
-silent

	
None

	
Specifies whether the operation operates silently. That is, it does not prompt for confirmation. The default is that the operation prompts for confirmation. To continue, you must type yes, which is not case sensitive. Typing anything other than yes causes the script to return an error.

To specify that it does not prompt for confirmation, specify this option with the value of true.

	
Optional












20.3.1.7 extractMovePlan Script

Extracts configuration information from the archive into a move plan. It also extracts any needed configuration plans. Then, you edit the move plan, specifying properties for the target environment. The syntax is:


extractMovePlan -javaHome path_of_jdk
                -archiveLoc archive_location
                -planDirLoc move_plan_directory
                [-logDirLoc log_dir_path]


The following example extracts the plans from the archive j2ee.jar:


extractMovePlan.sh -javaHome /scratch/Oracle/Middleware1/jrockit_160_20_D1.1.0-18
                   -archiveLoc /tmp/j2ee.jar
                   -planDirLoc /scratch/Oracle/t2p_plans


The extractMovePlan script extracts the move plan to the specified directory. Depending on the type of component that you are moving, the extractMovePlan script may also extract other configuration plans.

	
For Java components, such as Oracle SOA Suite, it may extract the following:


/scratch/Oracle/t2p_plans/moveplan.xml
/scratch/Oracle/t2p_plans/composites/configplan1.xml
/scratch/Oracle/t2p_plans/composites/configplan2.xml
/scratch/Oracle/t2p_plans/adapters/deploymentplan1.xml
/scratch/Oracle/t2p_plans/adapters/deploymentplan2.xml


	
For system components, such as Oracle Internet Directory and Oracle Virtual Directory, it may extract the following:


/scratch/Oracle/t2p_plans/moveplan.xml




Table 20-7 describes the options for the extractMovePlan script:


Table 20-7 Options for the extractMovePlan Script

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
NA

	
The absolute path of the Java Developer's Kit.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file created by the copyConfig script.

	
Mandatory


	
-planDirLoc

	
-pdl

	
The absolute path to a directory to which the move plan, along with any needed configuration plans, is to be extracted.

The directory must not exist.

	
Mandatory


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional








For information about the properties in the move plans, and which properties you should edit, see Section 20.4.






20.3.1.8 pasteConfig Script for Java Components

Applies the copied configurations from the source environment to the target environment. Inputs for the script include the location of the configuration archive created with the copyConfig script for the Java components and the location of the modified move plan. The pasteConfig script recreates the configuration information for the Oracle WebLogic Server domain in the target environment. It also merges the move plan property values for the target environment.

The syntax is:


pasteConfig  -javaHome path_of_jdk 
             -archiveLoc archive_location
             -targetDomainLoc trgt_domain_path 
             -targetMWHomeLoc trgt_Middleware_Home_path
             -movePlanLoc move_plan_path 
             -domainAdminPassword domain_admin_password_file 
             [-appDir WLS_application_directory] 
             [-logDirLoc log_dir_path]
             [-silent {true | false}]


The following example shows how to apply the archive of the domain to the Middleware home MW_home1:


pasteConfig.sh -javaHome /scratch/Oracle/Middleware1/jrockit_160_20_D1.1.0-18
            -archiveLoc /tmp/java_ee_cl.jar
            -targetDomainLoc /scratch/oracle/MW_home1/user_projects/domains/dom_cl
            -targetMWHomeLoc /scratch/oracle/MW_home1 
            -movePlanLoc /scratch/oracle/java_ee/move_plan.xml
            -domainAdminPassword /scratch/pwd_dir/pass 
            -logDirLoc /tmp/log


Table 20-8 describes the options for the pasteConfig script for Java components.


Table 20-8 Options for the pasteConfig Script for Java Components

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
NA

	
The absolute path of the Java Developer's Kit.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file created by the copyConfig script.

	
Mandatory


	
-targetDomainLoc

	
-tdl

	
The absolute path of the target domain. The domain location must not exist for the specified Middleware home.

The domain directory may be located outside of the directory structure of the Middleware home.

	
Mandatory


	
-targetMWHomeLoc

	
-tmw

	
The absolute path of the target Middleware home in which the domain is to be copied.

	
Mandatory


	
-movePlanLoc

	
-mpl

	
The absolute path of the move plan extracted from the source.

	
Mandatory


	
-domainAdminPassword

	
-dap

	
The absolute path of a secure file containing the password for the administrative user for the domain on target environment. You must provide a password file, even if you are not changing the configuration.

Note that the password is based on the authentication provider for the domain. For example, the authenticator can be an embedded LDAP or an external LDAP.

In previous releases, the shortcut was -domainpass, but that shortcut is now deprecated.

	
Mandatory.


	
-appDir

	
-ad

	
The absolute path of the Oracle WebLogic Server application directory on the target.

	
Optional


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional


	
-silent

	
NA

	
Specifies whether the operation operates silently. That is, it does not prompt for confirmation. The default is that the operation prompts for confirmation. To continue, you must type yes, which is not case sensitive. Typing anything other than yes causes the script to return an error.

To specify that it does not prompt for confirmation, specify this option with the value of true.

	
Optional












20.3.1.9 pasteConfig Script for Oracle Instances

Applies the copied configurations from the source environment to the target environment. Inputs for the script include the location of the configuration archive created with the copyConfig script for the Oracle instance and the location of the modified move plan. The pasteConfig script iterates and recreates the configuration information for the Oracle instance and all of its system components in the target environment. It also merges the move plan property values for the target environment.

The syntax is:


pasteConfig  -javaHome path_of_jdk 
             -archiveLoc archive_location
             -movePlanLoc move_plan_path 
             -targetInstanceHomeLoc trgt_Instance_path 
             [-targetInstanceName trgt_Instance_name] 
             [-targetOracleHomeLoc trgt_ORACLE_HOME_path] 
             [-logDirLoc log_dir_path]
             [-silent {true | false}]
             [ <Domain Detail> ]

<Domain Detail> =
         -domainHostName domain_host_name
         -domainPortNum  domain_port_number 
         -domainAdminUserName domain_admin_username
         -domainAdminPassword domain_admin_password_file 


The following example shows how to apply the archive to the target and name the Oracle instance im_2:


pasteConfig.sh -javaHome /scratch/Oracle/Middleware/jrockit_160_20_D1.1.0-18
            -archiveLoc /tmp/ovd1.jar
            -movePlanLoc /scratch/oracle/ovd/move_plan.xml
            -targetOracleHomeLoc /scratch/Oracle/Middleware/Oracle_IM2 
            -targetInstanceHomeLoc /scratch/Oracle/Middleware/im_2 
            -targetInstanceName im_2 
            -domainHostName myhost 
            -domainPortNum 7001
            -domainAdminUserName domain_admin_username
            -domainAdminPassword domain_admin_password_file 


Table 20-9 describes the options for the pasteConfig script for system components. It also describes the options for the pasteConfig Script for individual system components. The only difference is that you use the -sourceComponentName option to move individual system components.


Table 20-9 Options for the pasteConfig Script for Oracle Instances

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
NA

	
The absolute path of the Java Developer's Kit.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file created by the copyConfig script.

	
Mandatory


	
-movePlanLoc

	
-mpl

	
The absolute path of the move plan extracted from the source.

	
Mandatory


	
-targetInstanceHomeLoc

	
-tih

	
The absolute path of the target Oracle instance.

If the Oracle instance directory does not exist at that location, the script creates the directory.

	
Mandatory


	
-targetInstanceName

	
-tin

	
The name of the target Oracle instance, which is used to register the instance with the domain.

The name must be unique in the domain.

	
Optional, if the targetInstanceHomeLoc directory exists. In this case, the operation retrieves the name from the configuration.


	
-targetComponentName

	
-tcn

	
The name of the target component to be copied. The name must be unique in the instance.

	
Optional. Use if you want to move only one system component, as described in Section 20.3.1.5.


	
-targetOracleHomeLoc

	
-toh

	
The absolute path of the target Oracle home.

The target Oracle home must exist and it must contain the binaries for the component you are copying.

	
Optional, if the targetInstanceHomeLoc exists. In this case, the operation retrieves the value from the configuration.


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional


	
-silent

	
NA

	
Specifies whether the operation operates silently. That is, it does not prompt for confirmation. The default is that the operation prompts for confirmation. To continue, you must type yes, which is not case sensitive. Typing anything other than yes causes the script to return an error.

To specify that it does not prompt for confirmation, specify this option with the value of true.

	
Optional


	
Domain-Detail Options

	
	
	

	
-domainHostName

	
-dhn

	
The name of the host on which the domain is configured.

Use this option if you want to register the component with the domain.

In previous releases, the shortcut was -domainhost, but that shortcut is now deprecated.

	
Optional, if you do not want to register the component with the domain.


	
-domainPortNum

	
-dpn

	
The port number of the domain.

Use this option if you want to register the component with the domain.

The domain port number is listed in the following file as the adminPort:


ORACLE_INSTANCE/config/OPMN/opmn/instance.properties


For example: adminPort=7001

	
Optional, if you do not want to register the component with the domain.


	
-domainAdminUserName

	
-dau

	
The name of the administrative user for the domain.

Use this option if you want to register the component with the domain.

	
Optional, if you do not want to register the component with the domain.


	
-domainAdminPassword

	
-dap

	
The absolute path of a secure file containing the password for the administrative user for the domain. You must provide a password file, even if you are not changing the configuration.

Use this option if you want to register the component with the domain.

	
Optional, if you do not want to register the component with the domain.












20.3.1.10 pasteConfig Script for System Components

Applies the copied configurations for individual system components from the source environment to the target environment. Inputs for the script include the location of the configuration archive created with the copyConfig script for the Oracle instance and the location of the modified move plan. The pasteConfig script recreates the configuration information for the Oracle instance and the specified system component in the target environment. It also merges the move plan property values for the target environment.

The copyConfig script supports moving the following system components:

	
Oracle HTTP Server


	
Oracle Internet Directory


	
Oracle Virtual Directory


	
Oracle BI EE




The syntax is:


pasteConfig  -javaHome path_of_jdk 
             -archiveLoc archive_location
             -movePlanLoc move_plan_path 
             -targetComponentName trgt_component_name 
             -targetInstanceHomeLoc trgt_Instance_path 
             [-targetInstanceName trgt_Instance_name] 
             [-targetOracleHomeLoc trgt_ORACLE_HOME_path] 
             [-logDirLoc log_dir_path]
             [-silent {true | false}]
             [ <Domain Detail> ]

<Domain Detail> =
         -domainHostName domain_host_name
         -domainPortNum  domain_port_number 
         -domainAdminUserName domain_admin_username
         -domainAdminPassword domain_admin_password_file 


The following example shows how to apply the archive to the Oracle instance im_2 and to name the target Oracle Virtual Directory instance ovd_cl:


pasteConfig.sh -javaHome /scratch/Oracle/Middleware/jrockit_160_20_D1.1.0-18
            -archiveLoc /tmp/ovd1.jar
            -movePlanLoc /scratch/oracle/ovd/move_plan.xml
            -targetOracleHomeLoc /scratch/Oracle/Middleware/Oracle_IM2 
            -targetInstanceHomeLoc /scratch/Oracle/Middleware/im_2 
            -targetInstanceName im_2 
            -targetComponentName ovd_cl 
            -domainHostName myhost 
            -domainPortNum 7001
            -domainAdminUserName domain_admin_username
            -domainAdminPassword domain_admin_password_file 


See Table 20-9 for descriptions of the options for the pasteConfig script for system components.






20.3.1.11 pasteConfig Script for Node Manager

Applies the copied configurations of Node Manager from the source environment to the target environment. Inputs for the script include the location of the configuration archive created with the copyConfig script for the Oracle WebLogic Server Node Manger and the location of the modified move plan. The pasteConfig script recreates the configuration information for Node Manager in the target environment. It also merges the move plan property values for the target environment.




	
Note:

All the domains that are to be managed by Node Manager should be moved before applying the copy of Node Manager to the target environment. In addition, the Administration Server must be running.

Even if the source Node Manager connection between the Administration Server and Node Manager is configured with SSL, they will both change to plain socket connection type after the copy of Node Manager is applied to the target environment.









You must run the pasteConfig script for each Node Manager in the source environment.

The syntax is:


pasteConfig  -javaHome path_of_jdk 
             -archiveLoc archive_location
             -targetNMHomeLoc trgt_Node_Manager_Home_path 
             -targetMWHomeLoc trgt_Middleware_Home_path 
             -movePlanLoc move_plan_path
             [-logDirLoc log_dir_path]
             [-silent {true | false}]


The following example shows how to apply the copy of Node Manager to the Node Manager home located in /scratch/Oracle/Middleware1/wlserver_10.3/common/nodemanager:


pasteConfig -javaHome USER_HOME/jrockit_160_17_R28.0.0-679/
            -archiveLoc /tmp/nm.jar
            -targetNMHomeLoc /scratch/Oracle/Middleware1/wlserver_10.3/common/nodemanager
            -targetMWHomeLoc /scratch/Oracle/Middleware1
            -movePlanLoc /scratch/oracle/t2pplans/nm/moveplan.xml
            -silent true


Table 20-10 describes the options for the pasteConfig script for Node Manager.


Table 20-10 Options for the pasteConfig Script for Node Manager

	Options	Shortcut	Description	Mandatory or Optional
	
-javaHome

	
None

	
The absolute path of the Java Developer's Kit.

If the operating system is SunOS, HP-UX, or Linux 64 bit, pass the -d64 option to the scripts in the command line.

To set the runtime property, you can specify the -d64 option in the T2P_JAVA_OPTIONS environment variable. For example:


setenv T2P_JAVA_OPTIONS "-d64 -Djava.io.tmpdir=/home/t2p/temp"

	
Mandatory


	
-archiveLoc

	
-al

	
The absolute path of the archive location. Use this option to specify the location of the archive file created by the copyConfig script.

	
Mandatory


	
-targetNMHomeLoc

	
-tnh

	
The absolute path of the target Node Manager.

	
Mandatory


	
-targetMWHomeLoc

	
-tmw

	
The absolute path of the target Middleware home in which the copy of Node Manager is to be applied.

	
Mandatory


	
-movePlanLoc

	
-mpl

	
The absolute path of the modified move plan in the target environment.

	
Mandatory


	
-logDirLoc

	
-ldl

	
The location of an existing directory. A new log file is created in the directory. The default is the system Temp location.

	
Optional


	
-silent

	
None

	
Specifies whether the operation operates silently. That is, it does not prompt for confirmation. The default is that the operation prompts for confirmation. To continue, you must type yes, which is not case sensitive. Typing anything other than yes causes the script to return an error.

To specify that it does not prompt for confirmation, specify this option with the value of true.

	
Optional












20.3.1.12 obfuscatePassword Script

Generates a file that contains the obfuscated password. In the scripts and in the move plans, you often need to provide files containing passwords. The script prompts you to enter the password and the location where the password file is to be written.

The syntax is:


(UNIX) ORACLE_COMMON_HOME/bin/obfuscatePassword.sh
(Windows) ORACLE_COMMON_HOME\bin\obfuscatePassword.cmd










20.4 Modifying Move Plans

When you move Oracle Fusion Middleware components, you run the extractMovePlan script to create a move plan for the entity that you are moving. The extractMovePlan script extracts configuration information from the archive into a move plan. It also extracts any needed configuration plans. Before you apply the archive to the target, you must edit the move plan to reflect the values of the target environment.

You can modify properties with the scope of READ_WRITE. Do not modify the properties with the scope of READ_ONLY.

This section provides the following topics:

	
Locating configGroup Elements


	
Move Plan Properties






20.4.1 Locating configGroup Elements

Most move plans contain multiple configGroup elements. When a property is associated with a particular configGroup element, the tables listing the properties group the properties by configGroup element. For example, Table 20-13, which shows the properties for the move plan for Java components, shows multiple configGroup elements, such as SERVER_CONFIG and MACHINE_CONFIG.

The following example shows a portion of the move plan for Java components, with portions of the SERVER_CONFIG and MACHINE_CONFIG configGroup elements:


<?xml version="1.0" encoding="UTF-8" standalone="yes"?>
<movePlan>
    <movableComponent>
        <componentType>J2EEDomain</componentType>
        <moveDescriptor>
            <StartupMode>PRODUCTION</StartupMode>
            <configGroup>
                <type>SERVER_CONFIG</type>
                <configProperty id="Server1">
                    <configProperty>
                        <name>Server Name</name>
                        <value>AdminServer</value>
                        <itemMetadata>
                            <dataType>STRING</dataType>
                            <scope>READ_ONLY</scope>
                        </itemMetadata>
                    </configProperty>
           .
           .
           .
            </configGroup>
            <configGroup>
                <type>MACHINE_CONFIG</type>
                   <configProperty id="Machine1">
                      <configProperty>
                         <name>Machine Name</name>
                         <value>LocalMachine</value>
                         <itemMetadata>
                            <dataType>STRING</dataType>
                            <scope>READ_WRITE</scope>
                         </itemMetadata>
                      </configProperty>
                      <configProperty>
                         <name>Node Manager Listen Address</name>
                         <value>example.com</value>
                         <itemMetadata>
                            <dataType>STRING</dataType>
                            <scope>READ_WRITE</scope>
                         </itemMetadata>
                       </configProperty>
              .
              .
              .
            </configGroup>






20.4.2 Move Plan Properties

The tables in this section describe the move plan properties you can customize for Oracle Fusion Middleware entities and components.




	
Note:

Many move plan properties require that you provide the location of a file containing a password. If you want to use obfuscated passwords, you can use the obfuscatePassword script, as described in Section 20.3.1.12.









The properties that you edit differ depending on the type of component. Table 20-11 provides pointers to the appropriate list of properties for each component.


Table 20-11 Move Plan Properties for Components

	Component	Where to find the list of properties:
	
Node Manager

	
Table 20-12



	
All Java components

	
Table 20-13



	
Oracle ADF connections

	
Table 20-14



	
Oracle B2B

	
Table 20-16



	
Oracle BI EE


	
Table 20-13, Table 20-14, Table 20-21, and optionally Table 20-22, Table 20-23, Table 20-24, Table 20-25


	
Oracle BI Publisher


	
Table 20-13, Table 20-14, Table 20-21


	
Oracle Data Integrator


	
Table 20-28



	
Oracle HTTP Server


	
Table 20-17



	
Oracle Identity Federation


	
Table 20-13, Table 20-20


	
Oracle Internet Directory


	
Table 20-18



	
Oracle SOA Suite


	
Table 20-13, Table 20-14, Table 20-15


	
Oracle Virtual Directory


	
Table 20-19



	
Oracle WebCenter Content Server

	
Table 20-13, Table 20-14, Table 20-26


	
Oracle WebCenter Content: Imaging


	
Table 20-13, Table 20-14, Table 20-27


	
Oracle WebCenter Content: Inbound Refinery:

	
Table 20-13, Table 20-14, Table 20-26


	
Oracle WebCenter Content: Records


	
Table 20-13, Table 20-14, Table 20-26








Table 20-12 describes the move plan properties that you can change for Node Manager.


Table 20-12 Move Plan Properties for Node Manager

	Property	Description	Sample Value
	
Properties in the NODE_MANAGER_PROPERTIES configGroup:

	
Node Manager configuration

	

	
Listen Address

	
The Listen address of Node Manager.

	

example.com


	
Listen Port

	
The number of the Listen port of Node Manage.

	

5557


	
Custom Identity KeyStore File

	
The absolute path of the custom identity keystore file location.

This property is present in the move plan only if the source environment is configured with SSL.

	

/scratch/Oracle/Middleware/wlserver_10.3/server/lib/example_identity.jks


	
Custom Identity Private Key Alias

	
The value of the identity key store alias.

This property is present in the move plan only if the source environment is configured with SSL.

	

mykey


	
Custom Identity Private Key Passphrase File

	
The absolute path to the secure file containing the private key used when creating a certificate.

This property is present in the move plan only if the source environment is configured with SSL.

	

/scratch/oracle/key_passwd


	
Properties in the DOMAINS configGroup:

	
Oracle WebLogic Server domain configuration

	

	
Domain Name

	
The name of the domain.

	

SOA_domain


	
Domain Location

	
The absolute path of the domain location.

	

/scratch/Oracle/Middleware/user_projects/domains/SOA_domain


	
AdminServer Listen Address

	
The Listen address of the Administration Server.

	

example.com


	
AdminServer Listen Port

	
The number of the Listen port of the Administration Server.

	

7001


	
AdminServer User Name

	
The administration user name.

	

weblogic


	
AdminServer Password

	
The absolute path to the secure file containing the administration user's password.

	

/scratch/oracle/admin_passwd


	
Node Manager User Name

	
The Node Manager user name.

	

weblogic


	
Node Manager Password

	
The absolute path to the secure file containing the Node Manager user's password.

	

/scratch/oracle/nm_passwd








Table 20-13 describes the move plan properties that you can change for Java components.


Table 20-13 Common Move Plan Properties for Java Components

	Property	Description	Sample Value
	
Startup Mode

	
The startup mode of an Oracle WebLogic Server domain.

Valid values are:

	
DEVELOPMENT. Use this mode while you are developing your applications. Development mode uses a relaxed security configuration and enables you to auto-deploy applications.


	
PRODUCTION. Use this mode when your application is running in its final form. A production domain uses full security and may use clusters or other advanced features.




The default is PRODUCTION.

	

PRODUCTION


	
Properties in the SERVER_CONFIG configGroup:

	
Common Java properties

	

	
Listen Address

	
The Listen address of the WebLogic Server. Set it to the host name or set it to All Local Addresses to listen on all addresses on the host.

	

All Local Addresses


	
Listen Port

	
The number of the Listen port.

If you do not provide a port number or if the port number you provide is not available, the operation returns an error.

	

8001


	
Frontend Host

	
The host name of the HTTP Server.

This property is present in the move plan only if the HTTP Server is set as the frontend to the server.

	

example.com


	
Frontend HTTP Port

	
The number of the HTTP Server port.

This property is present in the move plan only if the HTTP Server is set as the frontend to the server.

	

10605


	
Custom Identity Keystore File

	
The absolute path of custom identity keystore file location.

	

/scratch/Oracle/Middleware/wlserver_10.3/server/lib/example_identity.jks


	
Custom Identity Keystore Passphrase File

	
The absolute path to the secure file containing the custom identity keystore password.

	

/scratch/oracle/i_passwd


	
Custom Trust Keystore File

	
The absolute path of custom trust keystore file location.

	

/scratch/Oracle/Middleware/wlserver_10.3/server/lib/example_trust.jks


	
Custom Trust Keystore Passphrase File

	
The absolute path to the secure file containing the custom trust keystore password.

	

/scratch/oracle/key_passwd


	
Custom Identity Private Key Alias

	
The private key alias.

	

fmw_key


	
Custom Identity Private Key Passphrase File

	
The absolute path to the secure file containing the custom identity private key password.

	

/scratch/oracle/i_passwd


	
Properties in the CLUSTER_CONFIG configGroup:

	
Oracle WebLogic Server Cluster configuration properties

	

	
Messaging Mode

	
The cluster messaging mode. Acceptable values are unicast and multicast.

	

multicast


	
Cluster Address

	
The cluster address.

	

localhost


	
Unicast Channel

	
The name of the unicast channel.

	

MyMulticastChannel


	
Multicast Address

	
The multicast address.

	

239.192.0.0


	
Multicast Port

	
The port number of the multicast address.

	

8899


	
Frontend Host

	
The name or IP address of the front-end host for the cluster.

	

example.com


	
Frontend HTTP Port

	
The HTTP port number for the front-end host for the cluster.

	

7008


	
Properties in the MACHINE_CONFIG configGroup:

	
Machine configuration properties

	

	
Machine Name

	
The name of the machine.

	

example.com


	
Node Manager Listen Address

	
The Listen address of the machine running Node Manager.

	

example.com


	
Node Manager Listen Port

	
The port number of the Listen address of the machine running Node Manager.

	

5556


	
Property in the DEPLOYMENT_PLAN_CONFIG configGroup:

	
Deployment plans

	

	
Deployment Plan

	
The location where an application's deployment plan is to be extracted. The location is relative to the location of the move plan.

	

deploy_plans/helloWorldEar_plan.xml


	
Properties in the AUTHENTICATORS configGroup:

	
Authenticator configuration

	

	
Host Name

	
The LDAP server host name.

	

example.com


	
Port

	
The LDAP server port number.

	

3060


	
Principal

	
The administration user for the LDAP server.

	

cn=orcladmin


	
Password File

	
The absolute path of a secure file containing the password for the LDAP user. You must provide a password file, even if you are not changing the configuration.

	

/scratch/oracle/ldap_passwd


	
User Base DN

	
The user base distinguished name (DN).

	

cn=users,dc=us,dc=oracle,dc=com 


	
User Object Class

	
The user object class.

	

person


	
Group Base DN

	
The group base distinguished name (DN).

	

cn=groups,dc=us,dc=oracle,dc=com 


	
GUID Attribute

	
The global unique identifier.

	

orclguid


	
Properties in the DATASOURCE configGroup:

	
Data source configuration

	

	
Driver Class

	
The driver class of the data source. Refer to "Using JDBC Drivers with WebLogic Server" in the Oracle Fusion Middleware Configuring and Managing JDBC Data Sources for Oracle WebLogic Server to choose the appropriate class.

	

oracle.jdbc.OracleDriver


	
Url

	
The URL of the database for the data source. It contains the host name, database service name or SID, and the database port number.

	

jdbc:oracle:thin:@orcl.examplecom:1521/orcl.example.com


	
User

	
The schema name of the data source.

	

OFM_MDS


	
Password File

	
The absolute path to the secure file containing the password of the database schema. You must provide a password file, even if you are not changing the configuration of the data source.

	

/scratch/oracle/ds_passwd


	
Properties in the OPSS_SECURITY configGroup, in the configProperty with the ID of LDAP.

	
LDAP-based policy and credential store configuration.

If the source is a file-based store, these properties, as well as the LDAP-based and Database-Based Policy and Credential Store properties are present in the move plan. When you configure the move plan, you can change from a file-based to an LDAP or database-based store.

If the source is LDAP-based, only the LDAP properties are present in the move plan. You cannot change it to a different type, but you can change the LDAP endpoints.

If the source is database-based, only the database properties are present in the move plan. You cannot change it to a different type, but you can change the database-based endpoints.

You can only use one type of store. To use one, uncomment the section in the move plan and ensure the other is commented.

	

	
Password File

	
The absolute path to the secure file containing the password of the LDAP Server Administrative user. You must provide a password file, even if you are not changing the configuration of the LDAP Server.

	

/scratch/oracle/ldap_passwd


	
LDAP User

	
The LDAP Server administrative user name.

	

cn=orcladmin


	
Jps Root

	
The LDAP Server context root.

	

cn=jpsRoot


	
Domain

	
The name of the domain.

	

SOA_domain


	
Server Type

	
The type of server. Valid values are OID (Oracle Internet Directory) or OVD (Oracle Virtual Directory).

	

OID


	
LDAP Url

	
The URL of the LDAP connection. It contains the host name and port number of the LDAP store.

	

ldap://example.com:3060


	
Properties in the OPSS_SECURITY configGroup, in the configProperty with the ID of DB:

	
Database-based policy and credential store configuration.

If the source is a database-based store, these properties are present in the move plan. (The LDAP-based store is not present and you cannot move from a database-based to an LDAP-based store.)

	

	
Password File

	
The absolute path to the secure file containing the password of the OPSS schema owner. You must provide a password file, even if you are not changing the configuration.

	

/scratch/oracle/ldap_passwd


	
DataSource Jndi Name

	
The name of the data source.

	

opssds


	
Jps Root

	
The LDAP Server context root.

	

cn=jpsRoot


	
Domain

	
The name of the domain.

	

SOA_domain


	
Driver Class

	
The driver class of the data source. Refer to "Selecting a JDBC Driver" in the Oracle Fusion Middleware Configuring and Managing JDBC Data Sources for Oracle WebLogic Server to choose the appropriate class.

	

oracle.jdbc.OracleDriver


	
Url

	
The database URL of the data source. It contains the host name, the database port number, and the database service name or SID.

	

jdbc:oracle:thin:@hostname.com:1521:orcl


	
User

	
The name of the OPSS schema owner of the data source.

	

DEV_OPSS


	
Properties in the RDBMS Security Store configGroup:

	
Database-based security store configuration

	

	
URL

	
The database URL of the security store connection. It contains the host name, the database port number, and the database service name or SID.

	

jdbc:oracle:thin:@hostname.com:1521/example.com


	
Driver Class

	
The driver class of the RDBMS Security Store connection. Refer to "Using JDBC Drivers with WebLogic Server" in the Oracle Fusion Middleware Configuring and Managing JDBC Data Sources for Oracle WebLogic Server to choose the appropriate class.

	

oracle.jdbc.OracleDriver


	
User

	
The name of the schema owner.

	

admin


	
Password File

	
The absolute path to the secure file containing the password of the security store schema owner. You must provide a password file, even if you are not changing the configuration.

	

/scratch/oracle/rbms_passwd


	
Property in the ADAPTER configGroup:

	
Resource adapter configuration

	

	
Deployment Plan

	
The path to the deployment plan to be used during movement to the target. The path can be absolute, or relative to the location of the move plan.

The deployment plan is extracted by the extractMovePlan script.

	

/scratch/adapters/adapters.xml








Table 20-14 describes the move plan properties that you can change if you are using Oracle ADF connections. The table is divided by component. For some components, the description column lists the OBJECT_NAME_PROPERTY type. You can search for the type to locate the relevant section.


Table 20-14 Move Plan Properties for Oracle ADF Connections

	Property	Description	Sample Value
	
Oracle ADF URL Connection

	
OBJECT_NAME_PROPERTY type is URLConnProvider

	

	
Port

	
The port number used for the URL connections.

	

7000


	
URL

	
The URL used for the connection.

	

example.com


	
Oracle ADF Business Components Service Connection

	
OBJECT_NAME_PROPERTY type is ADFBCServiceConnection

	





	
ServiceEndpointProvider

	
The Business Components service endpoint provider.

	

ADFBC


	
JndiFactoryInitial

	
The JNDI initial factory class.

	

com.sun.java.jndi.InitialFactory


	
JndiProviderUrl

	
The URL of the JNDI provider.

	

t3://example.com:7101


	
JndiSecurityPrincipal

	
The JNDI security principal name.

	

weblogic


	
WebServiceConnectionName

	
The Web service connection name.

	

test


	
Oracle Enterprise Scheduler


	
OBJECT_NAME_PROPERTY type is EssConnection

	





	
NotificationServiceURL

	
The Oracle Enterprise Scheduler notification service URL.

	

http://localhost:8001


	
RequestFileDirectory

	
The path of the directory where request logs for jobs from OES ConcurrentProcessor (CP) extension is to be created.

	

/tmp/ess/requestFileDirectory


	
SAMLTokenPolicyURI

	
The SAML Policy URI to be used by CP extension.

	

oracle/wss11_saml_token_with_message_protection_service_policy


	
EssCallbackClientSecurityPolicyURI

	
The security policy to be used in the WS-Security headers for Web service invocations from Oracle Enterprise Scheduler for Web service callbacks.

	

oracle/wss11_saml_token_with_message_protection_client_policy


	
Oracle Business Activity Monitoring


	
	

	
WEBTIER_SERVER

	
The Oracle BAM Web server host.

	

example.com


	
USER_NAME

	
The Oracle BAM user name.

	

user


	
PASSWORD

	
The password for the Oracle BAM user.

	

bam_password


	
WEBTIER_SERVER_PORT

	
The port number for the Web server.

	

9001


	
BAM_SERVER_PORT

	
The JNDI port number.

	

8001


	
BAM_WEBTIER_PROTOCOL

	
The network protocol. The valid values are HTTP and HTTPS.

	

HTTP


	
BI Presentation Services connection

	
OBJECT_NAME_PROPERTY type is BISoapConnection

	

	
StaticResourcesLocation

	
The location where the browser should fetch Oracle BI EE static resources.

	

http://example.com:7001/analytics


	
WSDLContext

	
The Oracle BI EE context to use when making a Web services call.

	

analytics-ws


	
Host

	
The host where Oracle BI EE is located.

	

example.com


	
Port

	
The port that hosts the BI Presentation Services server.

	

10621


	
ShouldPerformImpersonation

	
Whether Oracle BI EE should perform impersonation. This should always be set to true.

	

true


	
Context

	
The Oracle BI EE context to use when fetching content.

	

analytics


	
Protocol

	
The protocol to use, depending on whether the Web server is configured with SSL.

	

http or https


	
IsStaticResourcesLocationAutomatic

	
The flag indicating whether to auto-generate the StaticResourcesLocation from the Host, Port, and Context fields.

	

true or false


	
Oracle Essbase


	
OBJECT_NAME_PROPERTY type is EssbaseConnProvider

	





	
Host

	
The host name for the Oracle Essbase server.

	

example.com


	
Cluster

	
The name of the cluster of which the Oracle Essbase server is a member.

	

esbCluster


	
Port

	
The Listen port number of the Oracle Essbase server.

	

1423


	
Username

	
The user name.

	

user3


	
Oracle Secure Enterprise Search in Oracle WebCenter Portal

	
The OBJECT_NAME_PROPERTY type is SesConnectionProvider

	





	
SoapURL

	
The Web services URL that Oracle SES exposes to enable search requests.

	

http:/example.com:port/search/query/OracleSearch


	
Oracle WebCenter Portal Content Repository

	
OBJECT_NAME_PROPERTY type is JCR

	





	
ServerHost

	
The host name of the machine where the Content Server is running.

	

example.com


	
ServerPort

	
The port number on which the Content Server listens.

	

4444


	
ServerWebUrl

	
The Web server URL for the Content Server.

	

http://example.com/cms/idcplg


	
Oracle WebCenter Portal Announcements and Discussions

	
OBJECT_NAME_PROPERTY type is ForumConnectionProvider

	





	
AdminUser

	
The name of the discussions server administrator. This account is used by the Discussions and Announcements services to perform administrative operations on behalf of WebCenter Portal users.

	

admin


	
Url

	
The URL of the discussions server hosting discussion forums and announcements.

	

http://example.com:8890/owc_discussions


	
Oracle WebCenter Portal External Applications

	
OBJECT_NAME_PROPERTY type is ExtAppConnectionProvider

	





	
Url

	
The login URL for the external application.

	

https://example.com/config/login?


	
Oracle WebCenter Portal Instant Messaging and Presence

	
OBJECT_NAME_PROPERTY type is RtcConnectionProvider

	





	
BaseConnectionURL

	
The URL of the server hosting instant messaging and presence services.

	

http://example.com:8888


	
Domain

	
The network domain.

	

example.com


	
ExternalAppId

	
The external application ID associated with the Presence server connection. If present, external application credential information is used to authenticate users against the instant messaging and presence server.

	

extApp


	
Oracle WebCenter Portal Mail Server

	
OBJECT_NAME_PROPERTY is MailConnectionProvider

	





	
ExternalAppId

	
The external application ID associated with the mail server.

	

extApp_Mail


	
ImapHost

	
The host name of the IMAP server.

	

example.com


	
ImapPort

	
The port number of the IMAP server.

	

993


	
ImapSecured

	
The flag indicating whether the mail server connection to the IMAP server is SSL-enabled. Valid values are true and false. The default is false.

	

true


	
SmtpHost

	
The host name of the computer where the SMTP (Simple Mail Transfer Protocol) service is running.

	

example.com


	
SmtpPort

	
The port number of the SMTP host.

	

587


	
SmtpSecured

	
The flag indicating whether the SMTP server is secured. Valid values are true and false. The default is false.

	

true


	
Oracle WebCenter Portal Personal Events

	
OBJECT_NAME_PROPERTY type is WebCenterPersonalEventConnectionProvider

	





	
ExternalAppId

	
The external application associated with the Microsoft Exchange Server providing personal events services. If specified, external application credential information is used to authenticate users against the Microsoft Exchange Server.

	

ExtPEApp


	
WebServiceURL

	
The URL of the Web service exposing the event application.

	

http://example.com:80/ExchangeWS/PersonalEventsWebService.asmx


	
Oracle WebCenter Portal WSRP Producers

	
OBJECT_NAME_PROPERTY type is WSRPProducerConnection

	





	
ProxyHost

	
The host name or IP address of the proxy server.

	

example.com


	
ProxyPort

	
The port number of the proxy server.

	

80


	
Oracle WebCenter Portal PDK-Java Producers

	
OBJECT_NAME_PROPERTY type is WebProducerConnection

	





	
Host

	
The host name of the proxy server to be used for the PDK Java Producer connection.

	

example.com


	
Port

	
The port number to be used for the PDK Java Producer connection.

	

80


	
URL

	
The URL for the PDK Java Producer connection.

	

http:/example.com:port


	
Oracle WebCenter Portal Worklists

	
OBJECT_NAME_PROPERTY type is BPEL

	





	
URL

	
The URL required to access the BPEL server. The BPEL server URL must be unique within the WebCenter application.

	

protocol://example:port


	
Oracle Web Services

	
OBJECT_NAME_PROPERTY type is WebServiceConnection

	





	
WsdlUrl

	
The URL for the WSDL.

	

http://example.com:port/MyWebService1?WSDL


	
Oracle Web Services

	
OBJECT_NAME_PROPERTY type is Port

	





	
AddressUrl

	
The service endpoint URL.

	

http://example.com:port/MyWebService1


	
ProxyHost

	
The name of the host on which the proxy server is running.

	

example.com


	
ProxyPort

	
The port number to which the proxy server is listening.

	

80








Table 20-15 describes the move plan properties that you can change for Oracle SOA Suite.


Table 20-15 Move Plan Properties for Oracle SOA Suite

	Property	Description	Sample Value
	
Property in the Composite configGroup:

	
SOA Composites configuration

	

	
Config Plan Location

	
The location of the configuration plan to be used during movement to the target to redeploy the composite application. The path can be absolute, or relative to the location of the move plan.

The plan is extracted during the extractMovePlan script.

	

/scratch/app/config_plan.xml








Table 20-16 describes the move plan properties that you can change for Oracle B2B.


Table 20-16 Move Plan Properties for Oracle B2B

	Property	Description	Sample Value
	
Property in the File.DeliveryChannel configGroup:

	
File Delivery Channel configuration.

	

	
file-param-folder

	
The absolute path of the folder.

	

/tmp/file_deliv


	
Property in the File.ListeningChannel configGroup:

	
File Listening Channel configuration.

	

	
file-param-folder

	
The absolute path of the folder.

	

/tmp/file_listen


	
Properties in the JMS configGroup:

	
JMS configuration. Each channel has its own set of property values.

	

	
jms-param-is_topic

	
A flag specifying whether or not this is a configured destination topic. Valid values are true and false.

	

false


	
jms-param-queue_name

	
The JNDI name of the queue or topic.

	

jms/b2b/B2B_IN_QUEUE


	
jms-param-DestinationProviderProperties

	
The JMS destination provider properties. Use a semicolon (;) as the separator for each key/value pair.

	

java.naming.provider.url=t3://example.com:7001;java.naming.factory.initial=weblogic.jndi.WLInitialContextFactory;java.naming.security.principal=weblogic;java.naming.security.credentials=weblogic


	
jms-param-user

	
The JMS user name.

	

user1


	
Properties in the FTP configGroup:

	
FTP configuration. Each channel has its own set of property values.

	

	
ftp-param-folder

	
The absolute path of the folder.

	

/tmp/test1


	
ftp-param-host

	
The FTP host name.

	

example


	
ftp-param-preserve_filename

	
A flag that specifies whether the file name will be preserved. Valid values are true and false.

	

false


	
ftp-param-user

	
The FTP user name.

	

User


	
Properties in the HTTP configGroup:

	
HTTP configuration. Each channel has its own set of property values.

	

	
http-param-use_proxy

	
A flag that specifies whether to use a proxy server. Valid values are true and false.

	

false


	
http-param-additional_headers

	
Additional transport headers, for example, headers for digest authentication.

	





	
http-param-url

	
The fully qualified HTTP URL.

	

http://example:8001/b2b/httpReceiver


	
Properties for the SFTP transport protocol:

	
The SFTP configuration.

	

	
sftp-param-host

	
The SFTP host name.

	

example


	
sftp-param-port

	
The SFTP port number.

	

22


	
sftp-param-folder

	
The absolute path of the folder.

	

/scratch/b2b/sftp


	
sftp-param-user

	
The name of the SFTP user.

	

user1


	
Properties for the Email transport protocol:

	
The email configuration.

	

	
email-param-host

	
The email host name.

	

example


	
email-param-user

	
The email user name.

	

user1


	
email-param-email-id

	
The email address to which messages are delivered (similar to specifying the path for a file channel or queues in AQ or JMS).

	

user1@exampleb2b.com


	
Properties for the AQ transport protocol:

	
The AQ configuration.

	

	
aq-param-datasource

	
The JNDI name of the JDBC data source to access AQ queues.

	

jdbc/SOADataSource


	
aq-param-recipient

	
The value used when delivering a message to the AQ queue.

	

testuser


	
aq-param-queue_name

	
The AQ queue name.

	

IP_OUT_QUEUE


	
aq-param-consumer

	
The client that receives the message.

	

b2buser


	
Properties for the TCP transport protocol:

	
The TCP configuration.

	

	
tcp-param-host

	
The TCP host name.

	

example


	
tcp-param-port

	
The TCP port number.

	

23456


	
tcp-param-PermanentConnectionType

	
A flag indicating whether or not a cached connection is used to exchange all the messages. Valid values are true and false.

	

false


	
tcp-param-timeout

	
The TCP timeout, in seconds.

	

300








Table 20-17 describes the move plan properties that you can change for Oracle HTTP Server.

For Oracle HTTP Server, there are many configGroup elements in the move plan. Each configGroup element is associated with one Oracle HTTP Server configuration file. As a result, there may be more than one instance of a particular property, such as User.


Table 20-17 Move Plan Properties for Oracle HTTP Server

	Property	Description	Sample Value
	
Listen

	
The Listen address. It can include the host name and port or just the port.

	

orcl3.example.com:8888 or 8888


	
User

	
The Oracle HTTP Server administration user.

	

admin_user


	
Group

	
The group for the user.

	

admin_group1


	
ServerAdmin

	
The administrator's email address.

	

Webmaster@example.com


	
ServerName

	
The name of the server for Oracle HTTP Server. If the host does not have a registered DNS name, use the IP address.

	

orcl1.example.com


	
WebLogicHost

	
The name of the host on which Oracle WebLogic Server is listening for requests.

	

orcl2.example.com


	
WebLogicPort

	
The port number that Oracle WebLogic Server uses to listen for requests.

	

9002


	
WebLogicCluster

	
The name of the host on which an Oracle WebLogic Server cluster is running and its port number.

	

orcl3.example.com:9003


	
VirtualHost

	
The name of the virtual host. The port number listed should also be listed in the Listen directive.

	

*.8888


	
PlsqlDatabasePassword

	
Specific to the PLSQL module, the name of a secure file containing the password. You must provide a password file, even if you are not changing the configuration.

	

/scratch/orcl/plsql_passwd


	
PlsqlDatabaseConnectString

	
Specific to the PLSQL module, the service name of the database.

	

orcl.example.com:1521:orcl1


	
PlsqlNLSLanguage

	
Specific to the PLSQL module, the NLS_LANG variable for the database access descriptor (DAD).

	

America_America.UTF8


	
ORAConnectSN

	
Specific to the oradav module, the Oracle database to which to connect.

	

db_host:db_port:db_service_name


	
ORAUser

	
Specific to the oradav module, the database user (schema) to use when connecting to the service specified by the ORAConnectSN property.

	

db6175_PORTAL


	
ORACRYPTPASSWORD

	
Specific to the oradav module, the absolute path to the secure file containing the password for oradav. You must provide a password file, even if you are not changing the configuration.

	

/scratch/oracle/dav_passwd


	
SSLWallet

	
The location of the SSL wallet, if the wallet is not in the default location.

	

/scratch/oracle/mw_home/ORACLE_INSTANCE/config/OHS/ohs1/keystores/mywallets


	
DocumentRoot

	
The directory that stores the main content for the Web site.

	

/scratch/oracle/mw_home/ORACLE_INSTANCE/config/ohs/ohs1/htdocs


	
Alias

	
The location of the alias, if it is not in the default location. Note that you change the value within the double quotation marks.

	

/icons/"/scratch/orcl/icons/"


	
ScriptAlias

	
The location of the script alias, if it is not in the default location. Note that you change the value within the double quotation marks.

	

/cgi-bin/"/scratch/oraclcgi-bin/"


	
WebGateInstalldir

	
The location of the WebGate installation directory, as specified in the webgate.conf file.

	

/scratch/oracle/mw_home/Oracle_OAMWebGate1/webgate/ohs








Table 20-18 describes the move plan properties that you can change for Oracle Internet Directory.


Table 20-18 Move Plan Properties for Oracle Internet Directory

	Property	Description	Sample Value
	
OID Non SSL Port

	
The non-SSL port for Oracle Internet Directory.

If you do not provide a port number or if the port number you provide is not available, the operation uses an available port.

	

3060


	
OID SSL Port

	
The SSL port for Oracle Internet Directory.

If you do not provide a port number or if the port number you provide is not available, the operation uses an available port.

	

3131


	
Namespace

	
The Oracle Internet Directory namespace.

	

dc=us,dc=oracle,dc=com


	
OID Admin Password

	
The absolute path of a secure file containing the password for the Oracle Internet Directory administrator. You must provide a password file, even if you are not changing the configuration.

	

/scratch/oracle/oid_passwd


	
ODS Schema Password

	
The absolute path of a secure file containing the password for the ODS schema, which is the schema that contains metadata for Oracle Internet Directory. You must provide a password file, even if you are not changing the configuration.

	

/scratch/oracle/ods_passwd


	
ODSSM Schema Password

	
The absolute path of a secure file containing the password for the ODSSM schema, which is used to access server manageability information for Oracle Internet Directory from the database. You must provide a password file, even if you are not changing the configuration.

	

/scratch/oracle/odssm_passwd


	
DB Host Name

	
The name of the host on which the database is running, which can be found in the tnsnames.ora file.

	

example.com


	
DB Port

	
The port number of the database listener, which can be found in the tnsnames.ora file.

	

1521


	
DB Service Name

	
The service name for the database, which can be found in the tnsnames.ora file.

	

orcl.example.com








Table 20-19 describes the move plan properties that you can change for Oracle Virtual Directory.


Table 20-19 Move Plan Properties for Oracle Virtual Directory

	Property	Description	Sample Value
	
OVD Non SSL Port

	
The LDAP non-SSL port number for Oracle Virtual Directory.

If you do not provide a port number or if the port number you provide is not available, the operation uses the next available port.

	

6501


	
OVD SSL Port

	
The LDAP SSL port number for Oracle Virtual Directory.

If you do not provide a port number or if the port number you provide is not available, the operation uses the next available port.

	

7501


	
OVD Admin Port

	
The administration port number for Oracle Virtual Directory.

If you do not provide a port number or if the port number you provide is not available, the operation uses the next available port.

	

8899


	
OVD Http Port

	
The HTTP listener port number for Oracle Virtual Directory.

	

8080


	
host.port

	
The host name and port for the Oracle Virtual Directory adapter.

	

example.com:3060


	
username

	
The user name for the Oracle Virtual Directory adapter.

	

cn=orcladmin


	
root

	
The root for the Oracle Virtual Directory adapter.

	

dc=us,dc=oracle,dc=com


	
remotebase

	
The remote base for the Oracle Virtual Directory adapter.

	

dc=us,dc=oracle,dc=com


	
password

	
The absolute path of a secure file containing the password for the Oracle Virtual Directory adapter user.

	

/scratch/oracle/ovd_passwd








Table 20-20 describes the move plan properties that you can change for Oracle Identity Federation.


Table 20-20 Move Plan Properties for Oracle Identity Federation

	Property	Description	Sample Value
	
Properties in the ServerConfig configProperty:

	
Server configuration

	

	
Load Balancer Hostname

	
The name of the host of the Load Balancer.

	

example.com


	
Load Balancer Port

	
The port number of the Load Balancer.

	

7500


	
SOAP Port

	
The SOAP port number.

	

7500


	
SSL Enabled

	
The flag indicating that SSL is enabled. Valid values are true and false.

	

true


	
SOAP SSL Enabled

	
The flag indicating that SSL is enabled for SOAP. Valid values are true and false.

	

true


	
Properties in the User Data Store configProperty:

	
The user data store configuration. These properties are present in the move plan if the user data store uses LDAP.

	

	
LDAP Server URL

	
The URL of the LDAP connection. The property contains the host name and port number of the LDAP store.

	

ldap://example.com:389


	
LDAP Username

	
The LDAP Server administrative user name.

	

cn=orcladmin


	
LDAP Password File

	
The absolute path of a secure file containing the password for the administrative user.

	

/scratch/oracle/oif_ds_passwd


	
Properties in the Federation Data Store configProperty:

	
Federation data store configuration. These properties are in the move plan if the federation data store uses LDAP.

	

	
LDAP Server URL

	
The URL of the Federation LDAP connection. It contains the host name and port number of the Federation LDAP store.

	

ldap://example.com:389


	
LDAP Username

	
The Federation LDAP Server administrative user name.

	

cn=orcladmin


	
LDAP Password File

	
The absolute path of a secure file containing the password for the Federation LDAP administrative user.

	

/scratch/oracle/oif_fed_passwd


	
Properties in the AuthnEngine configProperty:

	
Authentication engine configuration. These properties are present in the move plan if the Authentication Engine uses LDAP. There may be multiple Authentication engines, which are independent of each other.

	

	
LDAP Connection URL

	
The URL of the LDAP connection. It contains the host name and port number of the LDAP store.

	

ldap://example.com:389


	
LDAP Username

	
The LDAP administrative user name. This property is present in the move plan if LDAP is enabled as an Authentication Engine.

	

cn=orcladmin


	
LDAP Password File

	
The absolute path of a secure file containing the password for the administrative user. This property is present in the move plan if LDAP is enabled as an Authentication Engine.

	

/scratch/oracle/oif_ae_pwd_passwd


	
OAM11g Logout URL

	
The URL for logging out of Oracle Access Manager 11g. It contains the host name and port number of Oracle Access Manager 11g. This property is in the move plan if Oracle Access Manager 11g is enabled as an Authentication Engine.

	

http://oam11g_host:oam11g_port/logout.jsp


	
HTTP Header Logout Redirect URL

	
The URL for logging out. It contains the host name and port number of the Oracle HTTP Server. This property is in the move plan if HTTP Header is enabled as an Authentication Engine.

	

http://example.com:port/logout.jsp


	
Properties in the SPEngine configGroup:

	
The SP engine configuration. There may be multiple SP engines, which are independent of each other (used if the SP engine uses LDAP).

	

	
OAM11g Login URL

	
The URL for logging in to Oracle Access Manager 11g. It contains the host name and port number of Oracle Access Manager 11g. This property is present in the move plan if an SP Engine uses Oracle Access Manager 11g.

	

http://oam11g_hostname:oam11g_port/login


	
OAM11g Logout URL

	
The URL for logging out of Oracle Access Manager 11g. It contains the host name and port number of Oracle Access Manager 11g. This property is present in the move plan if an SP Engine uses Oracle Access Manager 11g.

	

http://oam11g_host:oam11g_port/logout.jsp








Table 20-21 describes the move plan properties that you can change for Oracle BI EE and Oracle BI Publisher.


Table 20-21 Move Plan Properties for Oracle BI EE and Oracle BI Publisher

	Property	Description	Sample Value
	
Properties in the XMLP-SERVER-CONFIG configGroup:

	
Oracle BI Publisher configuration

	

	
SAW_SERVER

	
The name of the host that is running the Oracle BI Presentation Services to which you must connect.

	

example_host


	
SAW_PORT

	
The port number for connecting to Oracle BI Presentation Services.

	

10217


	
SAW_PASSWORD

	
The absolute path of a secure file that contains the password for Oracle BI Presentation Services.

	

/scratch/oracle/bip_passwd


	
SAW_USERNAME

	
The user name for Oracle BI Presentation Services.

	

user1


	
Properties in the XMLP-DATASOURCES configGroup:

	
Data source configuration

	

	
Properties in the connection configProperty:

	
A sub-property of dataSource. Specifies that the data source is a Connection type.

Each data source can be either a Connection or File type.

	





	
url

	
The URL of the connection.

	

jdbc:oracle:thin:@host:port:sid


	
driver

	
The driver to use for the connection

	

oracle.jdbc.OracleDriver


	
username

	
The user name for the connection.

	

user1


	
password

	
The absolute path of a secure file that contains the password for the connection.

	

/scratch/oracle/ds_conn_passwd


	
Property in the file configProperty:

	
A sub-property of dataSource. Specifies that the data source is a File type.

	

	
path

	
The file system path that points to the relevant data source file.

	

/scratch/oracle/Middleware/user_projects/domains/BIDomain/config/bipublisher/repository/DemoFiles


	
Properties in the XDO-CLIENT_CONFIG configGroup:

	
Oracle BI Publisher client

	

	
XMLPClientDirPath

	
The absolute path to the Oracle BI Publisher client directory.

	

/scratch/instance/domains/example.com/CommonDomain/config


	
* (any name)

	
The Oracle BI Publisher configured endpoint connecting URL. The move plan may have more than one endpoint.

	

http://example.com:10621/xmlpserver


	
Properties in the XMLP-SCHEDULER-JMS-CONFIG configGroup:

	
The Scheduler configuration

	

	
JMS_WEBLOGIC_JNDI_URL

	
The Oracle WebLogic Server JNDI URL for the Oracle BI EE Managed Server.

	

cluster:t3://bi_cluster


	
JMS_Shared_Temp_Directory

	
The JMS shared temp directory used in an Oracle BI EE cluster environment.

	

/scratch/oracle/instance/instance1/BIPublisher/biptemp


	
Properties in the XMLP-PROVIDER-CONFIG configGroup, in the provider configProperty:

	
Oracle BI Publisher provider

There is a separate configProperty for each BI Publisher provider configured.

	

	
uri

	
The URI for the Oracle BI Publisher provider.

	

http://example.com:10603/bip


	
nonSSOUri

	
The non-SSO URI for the Oracle BI Publisher provider.

	

bip


	
Property in the XDO-SERVER_CONFIG configGroup:

	
Oracle BI Publisher Server

	

	
XMLPServerConfigDirPath

	
The absolute path to the Oracle BI Publisher server configuration directory.

	

/scratch/oracle/Middleware/user_projects/domains/BIDomain/config/bipublisher


	
Property in the RepositoryDirPath configProperty:

	
The directory path of the Oracle BI Publisher server repository.

	

	
path

	
The directory of the Oracle BI Publisher server configuration repository. (It can be located outside of the BIDomain that is specified as the server xdo.server.config.dir' system property.) The default value is ${xdo.server.config.dir}/repository.

	

/scratch/oracle/instance/instance1/BIPublisher/repository


	
Property in the SawSourcePath configProperty:

	
The Oracle BI Publisher server connection resource details for the Oracle BI EE Presentation Server

	

	
source

	
The path for the Oracle BI Publisher repository directory.

	

/scratch/oracle/Middleware/user_projects/domains/BIDomain/config/bipublisher/repository


	
Properties in the OracleInstances configGroup:

	
Oracle BI EE domain configuration

	

	
instanceHome

	
The path of the Oracle instance in which Oracle BI EE is deployed.

	

scratch/oracle/Middleware/instances/instance1


	
host

	
The host where the Oracle BI EE Oracle instance is configured.

	

example.com


	
Properties in the BIInstanceDeployment configProperty:

	
Instance configuration details.

	

	
listenAddress

	
The listen address for the host. It can be set to a virtual IP address or a subset on a multi-homed computer. You can specify an asterisk to specify multiple network addresses for the host.

	

example.com
*


	
portRangeStart

	
The start of the range of ports used by the Oracle BI EE system components.

	

10206


	
portRangeEnd

	
The end of the range of ports used by the Oracle BI EE system components.

	

10214


	
Properties in the BIInstance configGroup, in the EmailOptions configProperty:

	
Oracle BI EE instance configuration

	

	
smtpServerName

	
The host name of the SMTP server.

	

example.com


	
port

	
The port number of the SMTP server.

	

25


	
fromDisplayName

	
The sender's name that is used as the display name by the Oracle BI EE system when it sends email.

	

Oracle Business Intelligence


	
emailAddressOfSender

	
The email address used by the Oracle BI EE system when it sends email.

	

defaultuser@defaultmailserver.com


	
Property in the BIInstance configGroup, in the MarketingOptions configProperty:

	
Oracle BI EE instance configuration

	

	
url

	
The base URL used by the Oracle BI EE system when the emails have embedded URLs.

	

http://example.com:7012/_dav/cs/idcplg


	
Property in the BIInstance configGroup, in the PresentationServerOptions configProperty:

	
Presentation Server configuration.

	

	
webCatalogLocation

	
The absolute path of the location of the Oracle BI Presentation Catalog.

	

/scratch/oracle/instance/instance1/OracleBIPresentationServicesComponent/coreapplication_obips1/catalog/OracleBIApps


	
Property in the BIInstance configGroup, in the Scheduler configProperty:

	
Scheduler configuration

	

	
dataSource

	
The connection details for the Oracle BI Scheduler data source.

	

(DESCRIPTION=(ADDRESS_LIST=(ADDRESS=(PROTOCOL=TCP)(HOST=example.com)(PORT=1565)))(CONNECT_DATA=(SERVICE_NAME=d8b4lfc1))


	
Properties in the BIInstance configGroup, in the ServerOptions configProperty:

	
Server options configuration

	

	
repositoryDataSourceName

	
The name of the data source for the Oracle BI repository (RPD) file.

	

Star


	
repositoryName

	
The name of the RPD.

	

OracleBI_BI0002


	
repositorySharedLocation

	
The shared location for the RPD.

	

/scratch/oracle/instance/BIShared/OracleBIServerComponent/coreapplication_obis1/repository


	
Property in the BIInstance configGroup, in the PerformanceOptions configProperty:

	
Performance options configuration

	

	
globalCacheStoragePath

	
The global location of the Oracle BI EE server cache.

	

/scratch/oracle/instance/instance1/OracleBIServerComponent/coreapplication_obis1/cache


	
Properties in the DEPLOY_USER_CREDENTIALS configGroup:

	
Oracle RTD Inline Services (BI_RTD_SPE_ILS_DEPLOY_CONFIG)

	

	
username

	
The user name used to deploy the RTD SPE inline service.

	

weblogic


	
password

	
The absolute path of a secure file that contains the password for the connection.

	

/scratch/oracle/rtd_passwd


	
Properties in the CONNECTIONPOOLS configGroup:

	
RPD configuration

	

	
user

	
Connection pool user name (the database schema name). The name may be a variable, in the format VALUE_OF(varname) which would then appear in the VARIABLES configGroup.

	

VALUEOF(ORACLE_INITBLOCK_USER)


	
datasource

	
RPD connection pool data source name or definition. The name may be a variable, in the format VALUE_OF(varname) which would then appear in the VARIABLES configGroup.

	

VALUEOF(ORACLE_INITBLOCK_DSN)


	
appServerName

	
If this is an ADF connection, the Business Component URL.

	

http://example.com:10603/fscmAnalytics/obieebroker


	
password

	
The absolute path of a secure file that contains the password for the connection to the RPD data source.

	

/scratch/oracle/rpd_ds_conn_passwd


	
Properties in the VARIABLES configGroup:

	
Definition of variables

	

	
name

	
The name of the variable that is used in the RPD connection pool definitions. There can be multiple name/value pairs.

	

ORACLE_INITBLOCK_USER


	
value

	
The value of the variable that is used in the RPD connection pool definitions. There are multiple name/value pairs.

	

'ORA_INIT_USER'








Table 20-22 describes the move plan properties that you can change for Oracle BI EE Data Warehouse Administration Console.


Table 20-22 Move Plan Properties for Oracle BI EE Data Warehouse Administration Console (DAC)

	Property	Description	Example
	
Properties in the DAC-SERVER-CONFIGURATION configGroup:

	
DAC configuration

	





	
jdbc.url

	
The URL to connect to the DAC repository.

	

jdbc:oracle:thin:@example.com:1521/example.com


	
jdbc.driver

	
The name of the JDBC driver.

	

oracle.jdbc.driver.OracleDriver


	
Username

	
The user name used to connect to the DAC repository.

	

IMPORT_DAC


	
Password File

	
The absolute path of a secure file containing the password for the user to connect to the DAC repository. You must provide a password file, even if you are not changing the configuration.

	

/scratch/biplatform/cloning/dac_passwd


	
Properties in the EMAIL-CONFIGURATION configGroup:

	
Email configuration

	





	
email_host

	
The host name of the email server.

	

example


	
email_protocol

	
The protocol for the email server.

	

smtp


	
email_address

	
The email address of the user.

	

test@test.te


	
needs_authentication

	
The flag indicating whether the corporate email server requires authentication. Valid values are true or false.

	

true


	
needs_ssl

	
The flag indicating whether an SSL connection is required. Valid values are true or false.

	

false


	
email_host_port

	
The port where the email server listens.

	

5555


	
email_user

	
User name for the email account.

	

test


	
email_password

	
The absolute path of a secure file containing the password for the user of the email server. (Only required if needs_authentication is true.)

	

/scratch/biplatform/cloning/email_passwd


	
Properties in the DATAWAREHOUSE-CONFIGURATION configGroup:

	
Data Warehouse configuration

	





	
jdbc.url

	
The URL to connect to the Data Warehouse.

	

jdbc:oracle:thin:@example.com:1521/example.com


	
jdbc.driver

	
The name of the JDBC driver.

	

oracle.jdbc.driver.OracleDriver


	
Username

	
The user name used to connect to the Data Warehouse.

	

IMPORT_DW


	
Password File

	
The absolute path of a secure file containing the password for the user to connect to the Data Warehouse. You must provide a password file, even if you are not changing the configuration.

	

/scratch/biplatform/cloning/DW_passwd


	
Properties in the INFORMATICA-CONFIGURATION configGroup:

	
Informatica configuration

	





	
Informatica server home

	
The Informatica server home.

	

/scratch/infahome/


	
Domains infa file location

	
The domain's infa file location.

	

/scratch/infahome/domains.info


	
InformaticaParameterFileLocation

	
The directory where the Informatica parameter files are stored (or DEFAULT).

	

DEFAULT


	
Properties in the DATASOURCES-CONNECTION-DETAILS configGroup:

	
Data source connection information

	





	
type

	
The physical data source type. Possible values are: Source, Warehouse, Informatica Repository, DAC Repository, Other.

	

Source


	
Connection Type

	
The type of database connection. Possible values are: BI Server, Oracle (OCI8), Oracle (Thin), DB2, DB2-390, MSSQL, Teradata, Flat File.

	

Oracle (Thin)


	
Connection String

	
The data source connection string. If you are using:

	
Oracle (OCI8): Use the tnsnames entry.


	
Oracle (Thin): Use the instance name. SQL Server: Use the database name.


	
DB2-UDB/DB2-390: Use the connect string as defined in the DB2 configuration.


	
Teradata: Use the database name.




	

orcl.example.com


	
Table Owner

	
The user name of the table owner.

	

DB_USER


	
Host

	
The host name of the server where the database resides.

	

example.com


	
Port

	
The port number where the database receives requests.

	

1521


	
JDBC Driver (Optional)

	
The JDBC driver for the data source connection. The value in this field must conform to the database specifications.

	

oracle.jdbc.driver.OracleDriver 


	
URL (Optional)

	
The JDBC URL for the data source connection. The value in this field must conform to the database specifications.

	

jdbc:oracle:thin:@example.com:1521/orcl.example.com


	
Password File

	
The absolute path of a secure file containing the password for the user to connect to the data source. You must provide a password file, even if you are not changing the configuration.

	

/scratch/biplatform/cloning/ds_passwd


	
Connection Pool Name (BIPool)

	
The connection pool name.

	

FSCM_OLTP."Connection Pool"


	
Database Type (BIPool)

	
Database type of the transactional data source.

	

Oracle


	
Properties in the EXTERNAL-EXECUTORS configGroup:

	
External executors configuration

	





	
Execution type

	
The execution type for the tasks that will be executed by the external executor.

	

ODI 11g Embedded Agent


	
name

	
The name of the property that must be configured to integrate DAC with other Extract, Transform, and LoadExtract, Transform, and Load (ETL) tools. There are multiple properties for the external executors. Name is the name of the property. Value is the value that defines the property.

	

<name>ODIUser</name> 
<value>TestUser</value>








Table 20-23 describes the move plan properties that you can change for Oracle Essbase.


Table 20-23 Move Plan Properties for Oracle Essbase

	Property	Description	Example
	
Properties in the EssbaseAgentConfig configGroup:

	
Oracle Essbase configuration

	

	
ARBORPATH

	
The absolute path for ARBORPATH.

	

/scratch/oracle/shared_essbase


	
PortRange

	
The port range for Oracle Essbase.

	

9000-9499


	
agent-port

	
The port number of the Oracle Essbase agent.

	

9799


	
EssbaseAdminUserName

	
The administration user name for Oracle Essbase.

	

weblogic


	
EssbaseAdminPassword

	
The absolute path of a secure file containing the password for the Oracle Essbase administration user.

	

/scratch/oracle/essbase_passwd


	
Properties in the ASOAppsTableSpaceCustomizations configGroup:

	
Aggregate Storage (ASO) application configuration.

Each aggregate storage (ASO) application has a name and Table Space property, followed by the properties in the configGroup.

	

	
file_location

	
The absolute path of the application file.

	

/scratch/oracle/aso


	
max_file_size

	
The maximum size of the file, in Bytes.

	

1.34217727E8


	
max_disk_size

	
The maximum size of the disk, in Bytes.

	

4.294967295E9


	
Properties in the BSOAppsDiskVolumeCustomizations configGroup:

	
Block Storage (BSO) application configuration.

Each Essbase block storage (BSO) application has a name and database name property, followed by the properties in the configGroup.

	

	
volume

	
The location of the disk volume.

	

/scratch/biplatform


	
file_type

	
The file type of the disk volume, such as index, data, or index_data.

	

index_data


	
file_size

	
The size of the volume, in Bytes.

	

2.147483648E9


	
partition_size

	
The size of the partition, in Bytes.

	

9.007199254739968E15








Table 20-24 describes the move plan properties that you can change for the EPM registry.


Table 20-24 Move Plan Properties for the EPM Registry

	Property	Description	Example
	
Properties in the reg.properties configGroup:

	
EPM Registry

	

	
jdbc.url

	
The URL to connect to the EPM Registry database.

	

jdbc:oracle:thin:@example.com:17328/example.com


	
jdbc.driver

	
The name of the JDBC driver.

	

oracle.jdbc.OracleDriver


	
username

	
The user name used to connect to the EPM database.

	

USER_BIPLATFORM


	
password

	
The absolute path of a secure file containing the password for the user to connect to the EPM database. You must provide a password file, even if you are not changing the configuration.

	

/scratch/biplatform/epm_jdbc_passwd


	
Properties in the EPM_COMPONENTS configGroup, in the DATABASE_CONN configProperty:

	
EPM components configuration

	





	
host

	
The database server host name.

	

example.com


	
dbUserName

	
The database user name.

	

FUSION_BIPLATFORM


	
dbJdbcUrl

	
The JDBC URL to connect to the database.

	

jdbc:oracle:thin:@example.com:1570/db20258


	
dbName

	
The database name. For Oracle Database, use the service name or SID.

	

db20258


	
dbPort

	
The database port number.

	

1570


	
dbPassword

	
The absolute path of a secure file containing the password for the user to connect to the database. You must provide a password file, even if you are not changing the configuration.

	

/scratch/biplatform/epm_db_passwd


	
Properties in the EPM_COMPONENTS configGroup, in the Default configProperty:

	
EPM components configuration

	

	
host

	
The host name of the front-end Web server or load balancer.

	

example2.com


	
port

	
The port number of the front-end Web server or load balancer. This is a subentry to the Default property.

	

10621


	
isSSL

	
The flag indicating whether the front end is in SSL mode. Valid values are true and false.

	

false


	
SSLPort

	
The SSL port number of the front-end Web server or load balancer

	

10218


	
Properties in the WORKSPACE_APP configProperty:

	
Workspace configuration.

	

	
host

	
The host name of the server hosting the Workspace Web application.

	

example.com


	
port

	
The port where the Workspace Web application is running.

	

10217


	
SSLPort

	
The SSL port (if configured for SSL) where the Workspace Web application is running.

	

10218


	
Properties in the EPM_COMPONENTS configGroup, in the WEB_SERVER configProperty:

	
Web server configuration

	





	
host

	
The host name of the Web server that the Web application is configured to use.

	

example.com


	
port

	
The port where the Web application is running.

	

10217


	
isSSL

	
The flag indicating whether the front end is in SSL mode. Valid values are true and false.

	

false


	
Properties in the EPM_COMPONENTS configGroup, in the CALC_WEBAPP configProperty:

	
EPM components configuration

	





	
host

	
The host name of the server hosting the Oracle Calculation Manager Web application.

	

example.com


	
port

	
The port where the Oracle Calculation Manager Web application is running.

	

10217


	
SSL_Port

	
The SSL port (if configured for SSL) where the Oracle Calculation Manager Web application is running.

	

10218


	
name

	
The name of the Oracle Essbase cluster. There may be more than one cluster.

	

EssbaseCluster-1


	
Properties in the essbaseservern configProperty:

	
Oracle Essbase server

	





	
host

	
The host name of the Oracle Essbase server.

	

example.com


	
arborPath

	
The ARBORPATH of the Oracle Essbase server.

	

/scratch/oracle/shared_essbase


	
ess_AppLocation

	
The location of the Oracle Essbase application location.

	

/scratch/biplatform/instances/instance1/Essbase/essbaseserver1


	
agent_PortNumber

	
The agent port number of the Oracle Essbase server.

	

9511


	
agent_StartPort

	
The start of the range of ports used by the agent for Oracle Essbase server.

	

9000


	
agent_StopPort

	
The end of the range of ports used by the agent for Oracle Essbase server.

	

9499


	
Properties in the BIEE_WEBAPP configProperty:

	
Oracle BI EE Web application configuration

	





	
host

	
The host name of the server hosting the Oracle BI EE Web application.

	

example.com


	
port

	
The port where the Oracle BI EE Web application is running.

	

10217


	
SSL_Port

	
The SSL port (if configured for SSL) where the Oracle BI EE Web application is running.

	

10218


	
Properties in the PROVIDER_SERVICES_WEB_APP configProperty:

	
The Oracle Essbase APS Web application configuration

	





	
host

	
The host name of the server hosting the Oracle Essbase APS Web application.

	

example.com


	
port

	
The port where the Oracle Essbase APS Web application is running.

	

10217


	
SSL_Port

	
The SSL port (if configured for SSL) where the Oracle Essbase APS Web application is running.

	

10218


	
Properties in the PFINANCIAL_REPORTING_WEB_APP configProperty:

	
The Financial Reporting Web application configuration

	





	
host

	
The host name of the server hosting the Financial Reporting Web application.

	

example.com


	
port

	
The port where the Financial Reporting Web application is running.

	

10217


	
SSL_Port

	
The SSL port (if configured for SSL) where the Web application is running.

	

10218








Table 20-25 describes the move plan properties that you can change for Oracle BI Action Framework.


Table 20-25 Move Plan Properties for Oracle BI Action Framework

	Property	Description	Sample Value
	
Property in the location-alias configGroup:

	
Action Framework configuration

	

	
alias_name

	
The URL corresponding to the action name.

Note that there may be more than one name/value pair.

	

http://example.com:9704/analytics








Table 20-26 describes the move plan properties that you can change for Oracle WebCenter Content Server, Oracle WebCenter Content: Records, and Oracle WebCenter Content: Inbound Refinery. You must edit the properties for each component under the appropriate componentType.


Table 20-26 Move Plan Properties for WebCenter Content Server, Records, and Inbound Refinery

	Property	Description	Sample Value
	
Properties in componentType

	
The componentType is Webcenter Content - Records, Content Server, or Inbound Refinery.

	

	
MoveType

	
The flag indicating whether to copy the entire test system instance, including configuration and data, or to create a new content server instance, based on the test system configuration.

Valid values are copy and init.

This property is not applicable to Inbound Refinery.

	

copy


	
Properties in the copy configGroup:

	
Copy the configuration and data

	





	
IntradocDir

	
The path to the Intradoc directory. The directory value can begin with the string {domainHome} which will be substituted with the path of the domain home directory on the target system.

	

/scratch/mw_home1/user_projects/domains/domain_name/ucm/cs
or
{domainHome}/ucm/cs


	
WeblayoutDir

	
The path to the Weblayout directory. The directory value can begin with the string {domainHome} which will be substituted with the path of the domain home directory on the target system.

This property may not be present if the WebLayoutDir is located in the default location, under the Intradoc directory.

	

/scratch/mw_home1/user_projects/domains/domain_name/ucm/cs/weblayout
or
{domainHome}/ucm/cs/weblayout


	
VaultDir

	
The absolute path to the Vault directory. The directory value can begin with the string {domainHome} which will be substituted with the path of the domain home directory on the target system.

This property may not be present if the VaultDir is located in the default location, under the Intradoc directory.

	

/scratch/mw_home1/user_projects/domains/domain_name/ucm/cs/vault
or
{domainHome}/ucm/cs/vault


	
UserProfilesDir

	
The absolute path to the user profiles directory. The directory value can begin with the string {domainHome} which will be substituted with the path of the domain home directory on the target system.

This property may not be present if it is located in the default location, under the Intradoc directory.

	

/scratch/mw_home1/user_projects/domains/domain_name/ucm/cs/data/users/profiles
or
{domainHome}/ucm/cs/users/profiles


	
HttpServerAddress

	
The host name and port for the Content Server. This property is used to generate URLs that refer to Content Server.

	

example.com:16200


	
SocketHostAddressSecurityFilter

	
The security filter which lists the hosts that are allowed to directly access the server port. You can specify multiple values by separating them with a vertical bar (|).

	

127.0.0.1|0.0.0.0.0.0.0.1


	
Properties in the init configGroup:

	
Create a new instance with the configuration of the source.

	





	
HttpServerAddress

	
The host name and port for the Content Server. This property is used to generate URLs that refer to Content Server

	

example.com:16200


	
SocketHostAddressSecurityFilter

	
The security filter which lists the hosts that are allowed to directly access the server port. You can specify multiple values by separating them with a vertical bar (|).

	

127.0.0.1|0.0.0.0.0.0.0.1








Table 20-27 describes the move plan properties that you can change for Oracle WebCenter Content: Imaging.


Table 20-27 Move Plan Properties for Oracle WebCenter Content: Imaging

	Property	Description	Sample Value
	
AdminUser

	
Administrative user ID used during the pasteConfig operation to seed system security. If left blank, the domain administrator user provided on the pasteConfig command line is used. This property should be used for situations where the Imaging administrative user must be a user other than the domain administrator.

	

Admin2


	
Properties in the MBean Settings configGroup:

	
MBeans configuration

	

	
InputAgentInputDirectories

	
A comma-separated list of directories where input sources look for work.

	

IPM/InputAgent/Input


	
InputSampleDirectory

	
The directory that holds the sample data for the input UI.

	

IPM/InputAgent/Input/Sample


	
RenderGDFontPath

	
Location of the TrueType (TTF) font files used by the OIT rendering package.

	

/usr/share/X11/fonts/TTF


	
Properties in the UCM Connection configGroup:

	
The WebCenter Content connection configuration

	

	
repository.machine

	
The location of the repository. The value must be localhost if the connection is configured for "Use Local Content Server."

	

localhost


	
repository.port

	
The WebCenter Content server port used when the local content server is used. If not using local content server connection, remove the configuration property.

	

4444


	
repository.useSSL

	
A flag that specifies whether the connection to WebCenter Content systems use SSL. Valid values are true or false.

	

false


	
Property in the WORKFLOW Connection configGroup:

	
The workflow connection configuration

	

	
bpel.front.address

	
The HTTP front-end address used in the Imaging SOA: Connection Settings UI.

	

http://example.com:8001








Table 20-28 describes the move plan properties that you can change for Oracle Data Integrator.


Table 20-28 Move Plan Properties for Oracle Data Integrator

	Property	Description	Sample Value
	
JPS configuration file

	
The path of the JPS configuration file for JSE components.

	

/private/t2p/jps-config.xml


	
Properties in the Master Repository configGroup:

	
Master repository configuration

	

	
Master Repository Id

	
Oracle Data Integrator master repository ID. It should be different than the ID for the source master repository.

	

502


	
SUPERVISOR password file

	
The absolute path of a secure file that contains the password for the ODI user SUPERVISOR.

	

/scratch/oracle/odi_passwd


	
Schema name

	
The name of the schema in the target database where the target ODI repository will be created.

	

odi_master_11g


	
Schema password file

	
The absolute path of a secure file that contains the password for the schema.

	

/scratch/oracle/odi_schema_passwd


	
Properties in the Physical Data Servers configProperty:

	
Data servers configuration

	

	
Schema name

	
The name of the schema for the database data servers or the directory location for file type data servers.

	

FG_Dir_Schema


	
Work Schema

	
The name of the Work schema for the database data servers or the directory location for file type data servers.

	

/tmp/FG_Dir_Schema


	
Url

	
JDBC URL for connecting to the data server.

	

jdbc:oracle:thin:@localhost:1521/example.com


	
User

	
User name for the physical data servers connection.

	

username


	
Password File

	
The absolute path of a secure file that contains the password for the user for the physical data servers connection.

	

/scratch/oracle/rpd_ds_conn_passwd


	
Properties in the Agents configProperty:

	
Agents configuration

	

	
Password File

	
The absolute path of a secure file containing the password for the physical data servers connection.

	

/scratch/oracle/odi_ds_passwd


	
Host name

	
The Agent host name.

	

localhost


	
Host port

	
The Agent host port number.

	

12311


	
Properties in the Work repositories configProperty:

	
Work repositories configuration

	

	
Work Repository Id

	
The ID for the work repository. It should be different than the ID for the source work repository.

	

1


	
Url

	
JDBC URL for connecting to the work repository.

	

jdbc:oracle:thin:@localhost:1521/example.com


	
User

	
User name for connecting to the work repository.

	

username


	
Password File

	
The absolute path of a secure file that contains the password for the user for the physical data servers connection.

	

/scratch/oracle/odi_pds_passwd

















Part V


Monitoring Oracle Fusion Middleware

This part provides information about how to find information about the cause of an error and its corrective action, to view and manage log files to assist in monitoring system activity and to diagnose problems and how to monitor Oracle Fusion Middleware.

Part V contains the following chapters:

	
Chapter 11, "Monitoring Oracle Fusion Middleware"


	
Chapter 12, "Managing Log Files and Diagnostic Data"


	
Chapter 13, "Diagnosing Problems"










1 Introduction to Oracle Fusion Middleware


Oracle Fusion Middleware is a comprehensive family of products ranging from application development tools and integration solutions to identity management, collaboration, and business intelligence reporting. This chapter provides an introduction to Oracle Fusion Middleware.

It includes the following topics:

	
What Is Oracle Fusion Middleware?


	
Oracle Fusion Middleware Components






1.1 What Is Oracle Fusion Middleware?

Oracle Fusion Middleware is a collection of standards-based software products that spans a range of tools and services: from Java EE and developer tools, to integration services, identity management, business intelligence, and collaboration. Oracle Fusion Middleware offers complete support for development, deployment, and management.






1.2 Oracle Fusion Middleware Components

Oracle Fusion Middleware provides the following components:

	
Oracle WebLogic Server, an enterprise-ready Java application server that supports the deployment of mission-critical applications in a robust, secure, highly available, and scalable environment. Oracle WebLogic Server is an ideal foundation for building applications based on service-oriented architecture (SOA).




	
See Also:

Oracle Fusion Middleware Introduction to Oracle WebLogic Server










	
Oracle SOA Suite, a complete set of service infrastructure components, in a service-oriented architecture, for designing, deploying, and managing composite applications. Oracle SOA Suite enables services to be created, managed, and orchestrated into composite applications and business processes. Composites enable you to easily assemble multiple technology components into one SOA composite application.




	
See Also:

Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle Business Process Management Suite










	
Oracle WebCenter Portal, an integrated set of components with which you can create social applications, enterprise portals, collaborative communities, and composite applications, built on a standards-based, service-oriented architecture. Oracle WebCenter Portal combines dynamic user interface technologies with which to develop rich internet applications, the flexibility and power of an integrated, multichannel portal framework, and a set of horizontal Enterprise 2.0 capabilities delivered as services that provide content, collaboration, presence, and social networking capabilities. Based on these components, Oracle WebCenter Portal also provides an out-of-the-box, enterprise-ready customizable application, WebCenter Portal: Spaces, with a configurable work environment that enables individuals and groups to work and collaborate more effectively.




	
See Also:

Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal










	
Oracle HTTP Server, which provides a Web listener for Java EE applications and the framework for hosting static and dynamic pages and applications over the Web. Based on the proven technology of the Apache HTTP Server, Oracle HTTP Server includes significant enhancements that facilitate load balancing, administration, and configuration.




	
See Also:

Oracle Fusion Middleware Administrator's Guide for Oracle HTTP Server










	
Oracle Web Cache, a content-aware server accelerator, or reverse proxy, that improves the performance, scalability, and availability of Web sites that run on Oracle Fusion Middleware.




	
See Also:

Oracle Fusion Middleware Administrator's Guide for Oracle Web Cache










	
Oracle Identity Management, which provides a shared infrastructure for all Oracle applications. It also provides services and interfaces that facilitate third-party enterprise application development. These interfaces are useful for application developers who need to incorporate identity management into their applications.




	
See Also:

Oracle Fusion Middleware Integration Overview for Oracle Identity Management Suite










	
Oracle Internet Directory, a general-purpose directory service that enables fast retrieval and centralized management of information about dispersed users and network resources. It combines Lightweight Directory Access Protocol (LDAP) Version 3 with the high performance, scalability, robustness, and availability of Oracle Database.




	
See Also:

Oracle Fusion Middleware Administrator's Guide for Oracle Internet Directory










	
Oracle Virtual Directory, an LDAP version 3 enabled service that provides virtualized abstraction of one or more enterprise data sources into a single directory view. Oracle Virtual Directory provides the ability to integrate LDAP-aware applications into diverse directory environments while minimizing or eliminating the need to change either the infrastructure or the applications. It supports a diverse set of clients, such as Web applications and portals, and it can connect to directories, databases, and Web services.




	
See Also:

Oracle Fusion Middleware Administrator's Guide for Oracle Virtual Directory










	
Oracle Identity Federation, a self-contained federation solution that provides the infrastructure that enables identities and their relevant entitlements to be propagated across security domains—this applies to domains existing within an organization as well as between organizations.




	
See Also:

Oracle Fusion Middleware Administrator's Guide for Oracle Identity Federation










	
Oracle Access Manager, which provides a full range of Web perimeter security functions that include Web single sign-on, authentication and authorization, policy administration, and auditing. Single sign-on (SSO) enables users, and groups of users, to access multiple applications after authentication. SSO eliminates multiple sign-on requests. Oracle Access Manager is the Oracle Fusion Middleware single sign-on solution.


	
Oracle Web Services Manager, which provides a way to centrally define and manage policies that govern Web services operations, including access control (authentication and authorization), reliable messaging, Message Transmission Optimization Mechanism (MTOM), WS-Addressing, and Web services management. Policies can be attached to multiple Web services, requiring no modification to the existing Web services.




	
See Also:

Oracle Fusion Middleware Security and Administrator's Guide for Web Services










	
Oracle Platform Security, which provides enterprise product development teams, systems integrators, and independent software vendors (ISVs) with a standards-based, portable, integrated, enterprise-grade security framework for Java Standard Edition (Java SE) and Java Enterprise Edition (Java EE) applications.

Oracle Platform Security provides an abstraction layer in the form of standards-based application programming interfaces (APIs) that insulate developers from security and identity management implementation details. With Oracle Platform Security, developers do not need to know the details of cryptographic key management or interfaces with user repositories and other identity management infrastructures. When you use Oracle Platform Security, in-house developed applications, third-party applications, and integrated applications benefit from the same uniform security, identity management, and audit services across the enterprise.




	
See Also:

Oracle Fusion Middleware Application Security Guide










	
Oracle Portal, a Web-based tool for building and deploying e-business portals. It provides a secure, manageable environment for accessing and interacting with enterprise software services and information resources. A portal page makes data from multiple sources accessible from a single location.




	
See Also:

Oracle Fusion Middleware Administrator's Guide for Oracle Portal










	
Oracle Business Intelligence, a complete, integrated solution that addresses business intelligence requirements. Oracle Business Intelligence includes Oracle BI Enterprise Edition, Oracle Business Intelligence Discoverer, Oracle Business Intelligence Publisher, and Oracle Real-Time Decisions.




	
See Also:

Oracle Fusion Middleware System Administrator's Guide for Oracle Business Intelligence Enterprise Edition










	
Oracle WebCenter Content, an integrated suite of products designed for managing content. This enterprise content management platform enables you to leverage industry-leading document management, Web content management, digital asset management, and records management functionality to build your business applications. Building a strategic enterprise content management infrastructure for content and applications helps you to reduce costs, easily share content across the enterprise, minimize risk, automate expensive, time-intensive, and manual processes, and consolidate multiple Web sites onto a single platform.







	
Note:

You can also use Oracle Fusion Middleware with IBM Websphere. For more information, see the Oracle Fusion Middleware Third-Party Application Server Guide.

















Part III


Secure Sockets Layer

This part describes how to secure communications between Oracle Fusion Middleware components using the Secure Sockets Layer (SSL) and how to use Oracle Fusion Middleware security features to administer keystores, wallets, and certificates.

Part III contains the following chapters:

	
Chapter 6, "Configuring SSL in Oracle Fusion Middleware"


	
Chapter 7, "Using the SSL Automation Tool"


	
Chapter 8, "Managing Keystores, Wallets, and Certificates"










16 Introducing Backup and Recovery

This chapter provides an introduction to backing up and recovering Oracle Fusion Middleware, including backup and recovery recommendations for Oracle Fusion Middleware components.

This chapter includes the following topics:

	
Understanding Oracle Fusion Middleware Backup and Recovery


	
Oracle Fusion Middleware Directory Structure


	
Overview of the Backup Strategies


	
Overview of Recovery Strategies


	
Backup and Recovery Recommendations for Oracle Fusion Middleware Components


	
Assumptions and Restrictions






16.1 Understanding Oracle Fusion Middleware Backup and Recovery

An Oracle Fusion Middleware environment can consist of different components and configurations. A typical Oracle Fusion Middleware environment contains an Oracle WebLogic Server domain with Java components, such as Oracle SOA Suite, and a WebLogic Server domain with Identity Management components. It can also include Oracle instances containing system components such as Oracle HTTP Server, Oracle Web Cache, Oracle Internet Directory, and Oracle Virtual Directory.

The installations of an Oracle Fusion Middleware environment are interdependent in that they contain configuration information, applications, and data that are kept in synchronization. For example, when you perform a configuration change, information in configuration files is updated. When you deploy an application, you might deploy it to all Managed Servers in a domain or cluster.

It is, therefore, important to consider your entire Oracle Fusion Middleware environment when performing backup and recovery. You should back up your entire Oracle Fusion Middleware environment at once, then periodically. If a loss occurs, you can restore your environment to a consistent state.

The following topics describe concepts that are important to understanding backup and recovery:

	
Impact of Administration Server Failure


	
Managed Server Independence (MSI) Mode


	
Configuration Changes in Managed Servers







	
See Also:

	
Section 2.2 for conceptual information about an Oracle WebLogic Server domain


	
Section 2.2.1 for conceptual information about the Administration Server


	
Section 2.2.2 for conceptual information about Managed Servers and clusters


	
Section 2.2.3 for conceptual information about Node Manager














16.1.1 Impact of Administration Server Failure

The failure of an Administration Server does not affect the operation of Managed Servers in the domain but it does prevent you from changing the domain's configuration. If an Administration Server fails because of a hardware or software failure on its host computer, other server instances on the same computer may be similarly affected.

If an Administration Server for a domain becomes unavailable while the server instances it manages—clustered or otherwise—are running, those Managed Servers continue to run. Periodically, these Managed Servers attempt to reconnect to the Administration Server. For clustered Managed Server instances, the load balancing and failover capabilities supported by the domain configuration continue to remain available.

When you first start a Managed Server, it must be able to connect to the Administration Server to retrieve a copy of the configuration. Subsequently, you can start a Managed Server even if the Administration Server is not running. In this case, the Managed Server uses a local copy of the domain's configuration files for its starting configuration and then periodically attempts to connect with the Administration Server. When it does connect, it synchronizes its configuration state with that of the Administration Server.






16.1.2 Managed Server Independence (MSI) Mode

A Managed Server maintains a local copy of the domain configuration. When a Managed Server starts, it contacts its Administration Server to retrieve any changes to the domain configuration that were made since the Managed Server was last shut down. If a Managed Server cannot connect to the Administration Server during startup, it can use its locally cached configuration information—this is the configuration that was current at the time of the Managed Server's most recent shutdown. A Managed Server that starts without contacting its Administration Server to check for configuration updates is running in Managed Server Independence (MSI) mode. By default, MSI mode is enabled. However a Managed Server cannot be started even in MSI mode for the first time if the Administration Server is down due to non-availability of the cached configuration.






16.1.3 Configuration Changes in Managed Servers

Configuration changes are updated in a Managed Server during the following events:

	
On each Managed Server restart, the latest configuration is retrieved from the Administration Server. This happens even when Node Manager is down on the node where the Managed Server is running. If the Administration Server is unavailable during the Managed Server restart and if the MSI (Managed Server Independence) mode is enabled in the Managed Server, it starts by reading its local copy of the configuration and synchronizes with the Administration Server when it is available. By default MSI mode is enabled.


	
Upon activating every administrative change such as configuration changes, deployment or redeployment of applications, and topology changes, the Administration Server pushes the latest configuration to the Managed Server. If the Managed Server is not running, the Administration Server pushes the latest version of the configuration to the Managed Server when it does start.











16.2 Oracle Fusion Middleware Directory Structure

The following shows a simplified view of the Oracle Fusion Middleware directory structure:

[image: Description of dir.gif follows]
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16.3 Overview of the Backup Strategies

To back up your Oracle Fusion Middleware environment, you can use:

	
File copy utilities such as copy, xcopy, tar, or jar. Make sure that the utilities:

	
Preserve symbolic links


	
Support long file names


	
Preserve the permissions and ownership of the files




For example:

	
On Windows, for online backups, use copy; for offline backups, use copy, xcopy, or jar. Do not use Winzip because it does not work with long filenames or extensions.

Note that for some versions of Windows, any file name with more than 256 characters fails. You can use the xcopy command with the following switches to work around this issue:


xcopy /s/e  "C:\Temp\*.*"  "C:\copy"


See the xcopy help for more information about syntax and restrictions.


	
On Linux and UNIX, for online and offline backups, use tar.





	
Oracle Recovery Manager (RMAN) to back up database-based metadata repositories and any databases used by Oracle Fusion Middleware. With RMAN, you can perform full backups or incremental backups. See Oracle Database Backup and Recovery User's Guide for information about using RMAN to back up a database.




If you want to retain your backups for a longer duration, you may want to back up to tape, for example using Oracle Secure Backup.

You can also configure Oracle WebLogic Server to make backup copies of the configuration files. This facilitates recovery in cases where configuration changes need to be reversed or in the unlikely case that configuration files become corrupted. When the Administration Server starts, it saves a .jar file named config-booted.jar that contains the configuration files. When you make changes to the configuration files, the old files are saved in the configArchive directory under the domain directory, in a .jar file with a sequentially numbered name such as config-1.jar. However, the configuration archive is always local to the Administration Server host. It is a best practice to back up the archives to an external location.



16.3.1 Types of Backups

You can back up your Oracle Fusion Middleware environment offline or online:

	
An offline backup means that you must shut down the environment before backing up the files. When you perform an offline backup, the Administration Server, all Managed Servers in the domain, and all system components in the Oracle instances should be shut down.

Back up the environment offline immediately after installation and after applying any patches or upgrades.


	
An online backup means that you do not shut down the environment before backing up the files. To avoid an inconsistent backup, do not make any configuration changes until the backup is completed. To ensure that no changes are made in the WebLogic Server domain, lock the WebLogic Server configuration, as described in Section 3.4.2.




You can perform backups on your full Oracle Fusion Middleware environment, or on the run-time artifacts, which are those files that change frequently.

To perform a full backup, you should back up the static files and directories, as well as run-time artifacts, which are described in Section 16.3.2.






16.3.2 Backup Artifacts

Backup artifacts include static files and directories and run-time artifacts.

Static files and directories are those that do not change frequently. These include:

	
The Middleware home (MW_HOME). A Middleware home consists of a WebLogic Server home (containing the Oracle WebLogic Server product directories), an Oracle Common home, and optionally an Oracle home. It can also contain the user_projects directories, which contains Oracle WebLogic Server domains and Oracle instance homes, which are not static files.


	
OraInventory


	
On Linux and UNIX, the OraInst.loc file, which is located in the following directory:


(Linux and IBM AIX) /etc
(Other UNIX systems) /var/opt/oracle


	
On Linux and UNIX, the oratab file, which is located in the following directory:


/etc


	
The beahomelist file, which is located at:


(UNIX) user_home/bea/beahomelist
(Windows) C:\bea\beahomelist


	
On Windows, the following registry key:


HKEY_LOCAL_MACHINE\Software\oracle


In addition, for system components, such as Oracle Web Cache, you must back up the following Windows Registry key:


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services




Run-time artifacts are those files that change frequently. Back up these files when you perform a full backup and on a regular basis. Run-time artifacts include:

	
Domain directories of the Administration Server and the Managed Servers (by default, a domain directory resides in MW_HOME, but it can be configured by the user to point to a different location.)

In most cases, you do not need to back up Managed Server directories separately because the Administration Server contains information about all of the Managed Servers in its domain.


	
All Oracle instance homes, which reside, by default, in the MW_HOME but can be configured to be in a different location.


	
Application artifacts, such as .ear or .war files that reside outside of the domain.

You do not need to back up application artifacts in a Managed Server directory structure because they can be retrieved from the Administration Server during Managed Server startup.


	
Database artifacts, such as the MDS Repository.


	
Any database-based metadata repositories used by Oracle Fusion Middleware. You use Oracle Recovery Manager (RMAN) to back up an Oracle database.


	
Persistent stores, such as JMS Providers and transaction logs, which reside by default in the user_projects directory, but can be configured in a different location.









16.3.3 Recommended Backup Strategy

This section outlines the recommended strategy for performing backups. Using this strategy ensures that you can perform the recovery procedures in this book.

	
Perform a full offline backup: This involves backing up the entities described in Section 16.3.1. Perform a full offline backup at the following times:

	
Immediately after you install Oracle Fusion Middleware


	
Immediately before upgrading your Oracle Fusion Middleware environment


	
Immediately after an operating system software upgrade


	
Immediately after upgrading or patching Oracle Fusion Middleware





	
Perform an online backup of run-time artifacts: This involves backing up the run-time artifacts described in Section 16.3.1. Backing up the run-time artifacts enables you to restore your environment to a consistent state as of the time of your most recent configuration and metadata backup. To avoid an inconsistent backup, do not make any configuration changes until backup completes. Perform an online backup of run-time artifacts at the following times:

	
On a regular basis. Oracle recommends that you back up run-time artifacts nightly.


	
Prior to making configuration changes to a component.


	
After making configuration changes to a component.


	
Prior to deploying a custom Java EE application to a Managed Server or cluster.


	
After a major change to the deployment architecture, such as creating servers or clusters.





	
Perform a full or incremental backup of your databases: Use RMAN to backup your databases. See the Oracle Database Backup and Recovery User's Guide for information about using RMAN and for suggested methods of backing up the databases.











16.4 Overview of Recovery Strategies

Recovery strategies enable you to recover from critical failures that involve actual data loss. Depending on the type of loss, they can involve recovering any combination of the following types of files:

	
Oracle software files


	
Configuration files


	
Oracle system files


	
Windows Registry keys


	
Application artifacts




You can recover your Oracle Fusion Middleware environment while Oracle Fusion Middleware is offline.

To recover your Oracle Fusion Middleware environment, you can use:

	
File copy utilities such as copy, xcopy, or tar

When you restore the files, use your preferred tool to extract the compressed files:

	
On Windows, for online recovery, use copy; for offline recovery, use copy, xcopy, or jar.

Note that for some versions of Windows, any file name with more than 256 characters fails. You can use the xcopy command with the following switches to work around this issue:


xcopy /s/e  "C:\Temp\*.*"  "C:\copy"


See the xcopy help for more information about syntax and restrictions.

Do not use Winzip because it does not work with long filenames or extensions.


	
On Linux and UNIX, use tar.




Ensure that the tool you are using preserves the permissions and timestamps of the files.


	
Oracle Recovery Manager (RMAN) to recover database-based metadata repositories






16.4.1 Types of Recovery

You can recover your Oracle Fusion Middleware environment in part or in full. You can recover the following:

	
The Middleware home


	
WebLogic Server domains


	
The WebLogic Server Administration Server


	
WebLogic Server Managed Servers


	
Oracle homes


	
Oracle instance homes


	
A component, such as Oracle SOA Suite or Oracle HTTP Server


	
WebLogic Server cluster


	
Deployed applications









16.4.2 Recommended Recovery Strategies

Note the following key points about recovery:

	
Your Oracle Fusion Middleware environment must be offline while you are performing recovery.


	
Rename important existing files and directories before you begin restoring the files from backup so that you do not unintentionally override necessary files.


	
Although, in some cases, it may appear that only one or two files are lost or corrupted, you should restore the directory structure for the entire element, such as an Oracle instance home or a domain, rather than just restoring one or two files. In this way, you are more likely to guarantee a successful recovery.


	
Recover the database to the most current state, using point-in-time recovery (if the database is configured in Archive Log Mode). This is typically a time right before the database failure occurred.











16.5 Backup and Recovery Recommendations for Oracle Fusion Middleware Components

The following sections describe backup and recovery recommendations for specific Oracle Fusion Middleware components:

	
Backup and Recovery Recommendations for Oracle WebLogic Server


	
Backup and Recovery Recommendations for Oracle Identity Management


	
Backup and Recovery Recommendations for Oracle SOA Suite


	
Backup and Recovery Recommendations for Oracle WebCenter Portal


	
Backup and Recovery Recommendations for Oracle JRF Installations


	
Backup and Recovery Recommendations for Web Tier Installations


	
Backup and Recovery Recommendations for Oracle Portal, Oracle Forms Services, Oracle Reports, and Oracle BI Discoverer Installations


	
Backup and Recovery Recommendations for Oracle Business Intelligence


	
Backup and Recovery Recommendations for Oracle Hyperion Enterprise Performance Management System


	
Backup and Recovery Recommendations for Oracle Data Integrator


	
Backup and Recovery Recommendations for Oracle WebCenter Content




These topics include information about configuration files for particular components. Note that the list of files in not an exhaustive list. You do not back up or recover the individual files. Generally, you back up or recover a Middleware home, the domain, Oracle home, or Oracle instance.

For the steps you take to back up your environment, see Section 17.3. For the steps you take to recover a component, see Chapter 18.



16.5.1 Backup and Recovery Recommendations for Oracle WebLogic Server

The following sections describe backup and recovery recommendations for Oracle WebLogic Server:

	
Backup and Recovery Recommendations for Oracle WebLogic Server


	
Backup and Recovery Recommendations for Oracle WebLogic Server JMS






16.5.1.1 Backup and Recovery Recommendations for Oracle WebLogic Server

This section describes the Oracle WebLogic Server data that must be backed up and restored.


Configuration Files

Configuration files and applications are stored in the domain home.


Database Repository Dependencies

Oracle WebLogic Server does not, by default, depend on any database repository. However, applications deployed on Oracle WebLogic Server may use databases as data sources. To back up a database, see the Oracle Database Backup and Recovery User's Guide.


Backup Recommendations

Back up the Middleware home and the domain.


Recovery Recommendations

Depending on what has failed, you may need to recover the following:

	
The domain: See Section 18.2.2.


	
The Administration Server configuration: See Section 18.2.5.


	
A Managed Server: See Section 18.2.6.


	
A cluster: See Section 18.2.8.


	
Applications: See Section 18.2.9.




If you use Whole Server Migration, the leasing information is stored in a table in a database. If you recover Oracle WebLogic Server, you should discard the information in the leasing table. (For more information about Whole Server Migration, see "Whole Server Migration" in Oracle Fusion Middleware Using Clusters for Oracle WebLogic Server.)

After a loss of host, you may need to recover the following:

	
The Administration Server host: See Section 18.3.2.


	
The Managed Server host: See Section 18.3.3.









16.5.1.2 Backup and Recovery Recommendations for Oracle WebLogic Server JMS

This section describes the Oracle WebLogic Server JMS data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/jms


If a JMS uses file-system accessible stores, the default file-system store is either in a user-configured location that is specified in config.xml, or in the following location:


DOMAIN_HOME/servers/server_name/data/store/default



Database Repository Dependencies

Only if JMS is database-based


Backup Recommendations

Back up the domain.

If you are using a database-based JMS, back up the database using RMAN.

If you are using file-based JMS, use storage snapshot techniques for taking consistent online backups. Alternatively, you can use a file system copy to perform an offline backup.


Recovery Recommendations

Recover the domain.

If the JMS persistent store is file-based, recover it from backup. If the JMS persistent store is database-based, recover the database to the most recent point in time, if needed. Note the following:

	
Always try to keep JMS data as current as possible. This can be achieved by using the point-in-time recovery capabilities of Oracle Database, recovering to the most recent time (in the case of database-based persistence) or using a highly available RAID-backed storage device (for example, SAN/NAS).


	
If you are using a file-based JMS, you can use storage snapshots to recover.


	
If, for whatever reason, you need to restore JMS data to a previous point in time, there are potential implications. Restoring the system state to a previous point in time not only can cause duplicate messages, but can also cause lost messages. The lost messages are messages that were enqueued before or after the system restore point time, but never processed.

Use the following procedure before recovery to drain messages in the JMS queue after persistent-store recovery to avoid processing duplicate messages:




	
Note:

Do not drain and discard messages without first being certain that the messages contain no data that must be preserved. The recovered messages may include unprocessed messages with important application data, in addition to duplicate messages that have already been processed.









	
Log into the Oracle WebLogic Server Administration Console.


	
Before recovery, configure JMS server to pause Production, Insertion, and consumption operations at boot time to ensure that no new messages are produced or inserted into the destination or consumed from the destination before you drain stale messages. To do this:

	
Expand Services, then Messaging, and then click JMS Servers.


	
On the Summary of JMS Servers page, click the JMS server you want to configure for message pausing.


	
On the Configuration: General page, click Advanced to define the message pausing options. Select Insertion Paused At Startup, Production Paused At Startup, and Consumption Paused At Startup.


	
Click Save.







Use the following procedure after recovery:

	
After recovering the persistent store, start the Managed Servers.


	
Drain the stale messages from JMS destinations, by taking the following steps:

	
Expand Services, then Messaging, and then JMS Modules.


	
Select a JMS module, then select a target.


	
Select Monitoring, then Show Messages.





	
Click Delete All.


	
Resume operations, by taking the following steps:

	
Expand Services, then Messaging, and then JMS Servers.


	
On the Summary of JMS Servers page, click the JMS server you want to configure for message pausing.


	
On the Configuration: General page, click Advanced. Deselect Insertion Paused At Startup, Production Paused At Startup, and Consumption Paused At Startup.


	
Click Save.







If the store is not dedicated to JMS use, use the Oracle WebLogic Server JMS message management administrative tool. This tool can perform import, export, move, and delete operations from the Administration Console, MBeans, and WLST.

For applications that use publish and subscribe in addition to queuing, you should manipulate topic subscriptions in addition to queues.




For the steps to recover the domain, see Section 18.2.2 and Section 18.3.1.








16.5.2 Backup and Recovery Recommendations for Oracle Identity Management

The following sections describe backup and recovery recommendations for Oracle Identity Management:

	
Backup and Recovery Recommendations for Oracle Internet Directory


	
Backup and Recovery Recommendations for Oracle Virtual Directory


	
Backup and Recovery Recommendations for Oracle Directory Integration Platform


	
Backup and Recovery Recommendations for Oracle Directory Services Manager


	
Backup and Recovery Recommendations for Oracle Identity Federation


	
Backup and Recovery Recommendations for Oracle Access Manager


	
Backup and Recovery Recommendations for Oracle Adaptive Access Manager


	
Backup and Recovery Recommendations for Oracle Identity Manager


	
Backup and Recovery Recommendations for Oracle Identity Navigator






16.5.2.1 Backup and Recovery Recommendations for Oracle Internet Directory

This section describes the Oracle Internet Directory data that must be backed up and restored.


Configuration Files


ORACLE_INSTANCE/config/tnsnames.ora
ORACLE_INSTANCE/OID/admin
ORACLE_INSTANCE/OID/ldap/server/plugin
ORACLE_INSTANCE/OID/component_name
ORACLE_INSTANCE/config/OID/component_name



Database Repository Dependencies

ODS and ODSSM schemas


Backup Recommendations

Back up the Oracle Internet Directory component directory and the Oracle instance home that contains Oracle Internet Directory. Back up the database containing the ODS and ODSSM schemas.


Recovery Recommendations

Recover the Oracle instance home that contains Oracle Internet Directory.

Recover the database to the most recent point in time, if needed.

For the steps to recover the Oracle instance home that contains Oracle Internet Directory, see Section 18.2.4. For the steps specific to recovering from loss of host, see Section 18.3.4.5.1.






16.5.2.2 Backup and Recovery Recommendations for Oracle Virtual Directory

This section describes the Oracle Virtual Directory data that must be backed up and restored.


Configuration Files


ORACLE_INSTANCE/OVD/component_name
ORACLE_INSTANCE/config/OVD/component_name
ORACLE_INSTANCE/diagnostics/logs/OVD/component_name



Database Repository Dependencies

None


Backup Recommendations

Back up the Oracle instance home that contains Oracle Virtual Directory. Back up the database containing the ODSSM schema.


Recovery Recommendations

Restore the Oracle instance home that contains Oracle Virtual Directory.

For the steps to recover the Oracle instance home that contains Oracle Virtual Directory, see Section 18.2.4. For the steps specific to recovering from loss of host, see Section 18.3.4.5.2.






16.5.2.3 Backup and Recovery Recommendations for Oracle Directory Integration Platform

This section describes the Oracle Directory Integration Platform data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/dip_version_number/configuration/dip-config.xml


The file dip-config.xml is part of the Oracle Directory Integration Platform application. It is backed up when you back up the Administration Server domain.


Database Repository Dependencies

ODSSM schema, used by Oracle Internet Directory


Backup Recommendations

Back up the Administration Server domain directories, the Managed Server directories, and Oracle Internet Directory and its dependencies.


Recovery Recommendations

Recover the Managed Server where the Oracle Directory Integration Platform application is deployed.

Recover Oracle Internet Directory.

For the steps to recover the Managed Server, see Section 18.2.6. For the steps specific to recovering from loss of host, see Section 18.3.4.5.3.






16.5.2.4 Backup and Recovery Recommendations for Oracle Directory Services Manager

This section describes the Oracle Directory Services Manager data that must be backed up and restored.


Configuration Files

Oracle Directory Services Manager, which is the graphical user interface for Oracle Internet Directory and Oracle Virtual Directory, does not have configuration files, but keeps track of host and port information of Oracle Internet Directory and Oracle Virtual Directory in serverlist.txt, which is part of the application .ear file:


DOMAIN_HOME/servers/server_name/tmp/_WL_user/odsm_version/nx1i7i/war/WEB-INF/serverlist.txt



Database Repository Dependencies

None


Backup Recommendations

Back up the domain.


Recovery Recommendations

To restore Oracle Directory Services Manager, enter the user name and password to connect to Oracle Internet Directory or Oracle Virtual Directory.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.






16.5.2.5 Backup and Recovery Recommendations for Oracle Identity Federation

This section describes the Oracle Identity Federation data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/servers/server_name/stage/OIF/version/OIF/configuration



Database Repository Dependencies

OIF schema


Backup Recommendations

Back up the Administration Server domain, the Managed Server, and the database containing the OIF schema.


Recovery Recommendations

Recover the Managed Server where the Oracle Identity Federation application is deployed.

Recover the database to the most recent point in time, if needed.

For the steps to recover the Managed Server, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.5.4.






16.5.2.6 Backup and Recovery Recommendations for Oracle Access Manager

This section describes the Oracle Access Manager data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/fmwconfig/oam-config.xml 



Database Repository Dependencies

The schema used by the Oracle Access Manager policy store.


Backup Recommendations

Back up the Middleware home and the domain home for the Oracle Access Manager server. Back up the Oracle home and the Oracle instance for the Oracle HTTP Server that contains the Webgate, and the database containing the schema used by the Oracle Access Manager policy store.


Recovery Recommendations

Recover the Middleware home and the domain home for the Oracle Access Manager server. Recover the Oracle home and the Oracle instance for the Oracle HTTP Server that contains the Webgate, as needed.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle Access Manager, see Section 18.2.7.5. For the steps specific to recovering from loss of host, see Section 18.3.4.5.7.






16.5.2.7 Backup and Recovery Recommendations for Oracle Adaptive Access Manager

This section describes the Oracle Adaptive Access Manager data that must be backed up and restored.


Configuration Files

Configuration files are located within the domain home.


Database Repository Dependencies

OAAM, OAAM_PARTN, and OAAM_OFFLINE schemas


Backup Recommendations

Back up the domain, the Oracle home, and the database containing the schemas.


Recovery Recommendations

Recover the domain or Oracle home depending on the extent of the failure.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle Adaptive Access Manager, see Section 18.2.7.6. For the steps specific to recovering from loss of host, see Section 18.3.4.5.8.






16.5.2.8 Backup and Recovery Recommendations for Oracle Identity Manager

This section describes the Oracle Identity Manager data that must be backed up and restored.


Configuration Files

Configuration files specific to Oracle WebLogic Server are located in the domain home. The Oracle Identity Manager configuration file, oim-config.xml, and other configurations are stored in MDS.

Because Oracle Identity Manager uses Oracle SOA Suite for workflow, see the configuration files for Oracle SOA Suite, described in Section 16.5.3.


Database Repository Dependencies

OIM, MDS, and Oracle SOA Suite schemas and, optionally, the OID schema


Backup Recommendations

Back up the domain, the Oracle home, and the database containing the schemas.


Recovery Recommendations

Recover the domain or Oracle home depending on the extent of the failure.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle Identity Manager, see Section 18.2.7.3. For the steps specific to recovering from loss of host, see Section 18.3.4.5.5.






16.5.2.9 Backup and Recovery Recommendations for Oracle Identity Navigator

This section describes the Oracle Identity Navigator data that must be backed up and restored.


Configuration Files

Configuration files are stored in a file-based MDS repository.


Database Repository Dependencies

MDS schema


Backup Recommendations

Back up the domain and the Oracle home. Back up the file-based MDS repository using the WLST exportMetadata command. For example:


exportMetadata(application='oinav',server='server_name',toLocation='export_directory')



Recovery Recommendations

Recover the domain, the Oracle home, and the file-based MDS repository.

For the steps to recover Oracle Identity Navigator, see Section 18.2.7.4. For the steps specific to recovering from loss of host, see Section 18.3.4.5.6.








16.5.3 Backup and Recovery Recommendations for Oracle SOA Suite

The following sections describe backup and recovery recommendations for Oracle SOA Suite:

	
Backup and Recovery Recommendations for Oracle BPEL Process Manager


	
Backup and Recovery Recommendations for Oracle Business Activity Monitoring


	
Backup and Recovery Recommendations for Oracle B2B


	
Backup and Recovery Recommendations for Oracle Service Bus


	
Backup and Recovery Recommendations for Oracle Mediator


	
Backup and Recovery Recommendations for Oracle Business Rules


	
Backup and Recovery Recommendations for Oracle Business Process Management




For the steps you need to take to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.6.



16.5.3.1 Backup and Recovery Recommendations for Oracle BPEL Process Manager

This section describes the Oracle BPEL Process Manager data that must be backed up and restored.


Configuration Files

Configuration files are stored in the database.


Database Repository Dependencies

Process definition and configuration files are stored in the MDS schema. The dehydration store is stored in the BPEL schema.


Backup Recommendations

Back up the Administration Server domain directories. Back up the database after any configuration changes, including changes to global fault policies, callback classes for workflows and resource bundles that can potentially be outside the suitcase. Also back up the database after deploying a new composite or redeploying a composite.


Recovery Recommendations

Recover the database to the most recent point in time, if needed. Point-in-time recovery ensures that the latest process definitions and in-flight instances are restored. However, this may result in reexecution of the process steps. Oracle recommends that you strive for idempotent Oracle BPEL Process Manager processes. If the system contains processes that are not idempotent, you must clean them up from the dehydration store before starting Oracle Fusion Middleware. See the Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle Business Process Management Suite for more information.

Because instances obtain the process definition and artifacts entirely from the database, there is no configuration recovery needed after the database is recovered to the most current state; instances should continue to function correctly.

For redeployed composites, a database recovery ensures consistency between the dehydrated in-flight processes and their corresponding definition since the process definition is stored in database repository where dehydrated instances are also stored.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.6.






16.5.3.2 Backup and Recovery Recommendations for Oracle Business Activity Monitoring

This section describes the Oracle Business Activity Monitoring data that must be backed up and restored.


Configuration Files


SOA_ORACLE_HOME/bam
DOMAIN_HOME/config/fmwconfig/servers/AdminServer/adml/server-oracle_bamweb-11.0.xml
DOMAIN_HOME/config/fmwconfig/servers/AdminServer/adml/server-oracle_bamserver-11.0.xml
DOMAIN_HOME/config/fmwconfig/servers/bam-server-name/adml/server-oracle_bamweb-11.0.xml
DOMAIN_HOME/config/fmwconfig/servers/bam-server-name/adml/server-oracle_bamserver-11.0.xml



Database Repository Dependencies

ORABAM schema


Backup Recommendations

Back up the Middleware home, the Administration Server domain, the Managed Server directory, and the database containing the ORABAM schema.


Recovery Recommendations

Recover the Managed Server or the Middleware home, or both, depending on the extent of failure.

Recover the database to the most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.6.






16.5.3.3 Backup and Recovery Recommendations for Oracle B2B

This section describes the Oracle B2B data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/soa-infra/configuration/b2b-config.xml



Database Repository Dependencies

MDS schema


Backup Recommendations

Back up the Administration Server domain, the Oracle home if changes are made to the Oracle B2B configuration file, and the database containing the MDS schema.


Recovery Recommendations

Recover the Managed Server where the soa-infra application is deployed.

Recover the database to the most recent point in time, if needed.

After recovery, if the file Xengine.tar.gz is not unzipped, unzip the files. For example:


cd B2B_ORACLE_HOME/soa/thirdparty/edifecs
tar xzvf XEngine.tar.gz


For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.6.






16.5.3.4 Backup and Recovery Recommendations for Oracle Service Bus

This section describes the Oracle Service Bus data that must be backed up and recovered.


Configuration Files


DOMAIN_HOME/osb/config/core



Database Repository Dependencies

Oracle Service Bus requires a database if its reporting feature is enabled. It creates two tables, WLI_QS_REPORT_DATA and WLI_QS_REPORT_ATTRIBUTE, in a user-specified schema.


Backup Recommendations

Back up the Administration Server domain and the database containing the Oracle Service Bus tables.


Recovery Recommendations

Recover the Managed Server.

Recover the database to the most recent point in time, if needed.

For the steps you need to take to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.6.






16.5.3.5 Backup and Recovery Recommendations for Oracle Mediator

This section describes the Oracle Mediator data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/soa-infra/configuration/mediator-config.xml
DOMAIN_HOME/config/soa-infra/configuration/mediator-xpath-functions-config.xml



Database Repository Dependencies

MDS and SOAINFRA schemas.


Backup Recommendations

Back up the Administration Server domain and the database containing the MDS and SOAINFRA schemas.


Recovery Recommendations

Recover the Managed Server where the soa-infra application is deployed.

Recover the database to the most recent point in time, if needed.

For the steps you need to take to recover components, see Section 18.2.7 and Section 18.3.4.

For recommendations specific to recovering from loss of host, see Section 18.3.4.6.






16.5.3.6 Backup and Recovery Recommendations for Oracle Business Rules

This section describes the Oracle Business Rules data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/soa-infra/configuration/businessrules-config.xml



Database Repository Dependencies

MDS schema


Backup Recommendations

Back up the Administration Server domain and the database containing the MDS schema.


Recovery Recommendations

Recover the Managed Server where the soa-infra application is deployed.

Recover the database to the most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.6.






16.5.3.7 Backup and Recovery Recommendations for Oracle Business Process Management

For Oracle Business Process Management, you back up and restore the same data as Oracle BPEL Process Manager, as described in Section 16.5.3.1. This section describes data specific to Oracle Business Process Management.


Configuration Files


DOMAIN_HOME/config/fmwconfig/logging/oracle.bpm-logging.xml
DOMAIN_HOME/config/jms/bpmjmsmodule-jms.xml



Database Repository Dependencies

Process definition and configuration files are stored in the MDS schema.


Backup Recommendations

In addition to the recommendations for Oracle BPEL Process Manager, described in Section 16.5.3.1, you must back up the Oracle homes, including all Oracle homes in a cluster. When you extend a SOA domain to Oracle Business Process Management and configure Oracle Business Process Management, the process adds files to the Oracle Business Process Management Oracle home. However, it does not copy the files to any other Oracle homes in the cluster. After you configured Oracle Business Process Management, you should have copied the files to the other Oracle homes in the cluster. As a result, you must back up all Oracle homes in the cluster.


Recovery Recommendations

In addition to the recommendations for Oracle BPEL Process Manager, described in Section 16.5.3.1, you must recover all of the Oracle homes in the cluster.

For the steps to recover Oracle Business Process Management, see Section 18.2.7.7.








16.5.4 Backup and Recovery Recommendations for Oracle WebCenter Portal

The following sections describe backup and recovery recommendations for Oracle WebCenter Portal:

	
Backup and Recovery Recommendations for Oracle WebCenter Portal


	
Backup and Recovery Recommendations for Oracle WebCenter Portal's Portlet Producer


	
Backup and Recovery Recommendations for Oracle WebCenter Portal's Discussion Server


	
Backup and Recovery Recommendations for Oracle WebCenter Portal's Activity Graph


	
Backup and Recovery Recommendations for Oracle WebCenter Portal's Analytics


	
Backup and Recovery Recommendations for Oracle Content Server






16.5.4.1 Backup and Recovery Recommendations for Oracle WebCenter Portal

This section describes the Oracle WebCenter Portal data that must be backed up and restored.


Configuration Files

All configuration files are bundled in the EAR file, which is located in the domain.


Database Repository Dependencies

WEBCENTER and MDS schemas


Backup Recommendations

Back up the Administration Server domain and the database containing the WEBCENTER and MDS schemas.


Recovery Recommendations

Recover the Oracle WebCenter Portal domain.

Recover the database containing the WEBCENTER and MDS schemas to the most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.






16.5.4.2 Backup and Recovery Recommendations for Oracle WebCenter Portal's Portlet Producer

This section describes the Oracle WebCenter Portal's Portlet Producer data that must be backed up and restored.


Configuration Files

All configuration files are bundled in the EAR file, which is located in the domain.


Database Repository Dependencies

PORTLET schema


Backup Recommendations

Back up the Administration Server domain and the database containing the PORTLET schema.


Recovery Recommendations

Recover the Oracle WebCenter Portal domain.

Recover the database to the most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.






16.5.4.3 Backup and Recovery Recommendations for Oracle WebCenter Portal's Discussion Server

This section describes the Oracle WebCenter Portal's Discussion Server data that must be backed up and restored.


Configuration Files

Some configuration files are either bundled in the EAR file, which is located in the domain, or the files are located elsewhere in the domain. Other configuration files are located in:


DOMAIN_HOME/fmwconfig/server/server_name/owc_discussions



Database Repository Dependencies

DISCUSSIONS schema


Backup Recommendations

Back up the Administration Server domain and the database containing the DISCUSSIONS schema.


Recovery Recommendations

Recover the Oracle WebCenter Portal domain.

Recover the database to the most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.






16.5.4.4 Backup and Recovery Recommendations for Oracle WebCenter Portal's Activity Graph

This section describes the Oracle WebCenter Portal's Activity Graph data that must be backed up and restored.


Configuration Files

Configuration information is stored in the ACTIVITIES schema.


Database Repository Dependencies

ACTIVITIES schema


Backup Recommendations

Back up the Oracle home, the domain home, and the database containing the ACTIVITIES schema.


Recovery Recommendations

Recover the Oracle home and the domain home.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle WebCenter Portal's Activity Graph, see Section 18.2.7.8.






16.5.4.5 Backup and Recovery Recommendations for Oracle WebCenter Portal's Analytics

This section describes the Oracle WebCenter Portal's Analytics data that must be backed up and restored.


Configuration Files

Configuration information is stored in the Analytics schema, ACTIVITIES.


Database Repository Dependencies

ACTIVITIES and MDS schema


Backup Recommendations

Back up the Oracle home, the domain home, and the database containing the ACTIVITIES and MDS schemas.


Recovery Recommendations

Recover the Oracle home and the domain home.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle WebCenter Portal's Analytics, see Section 18.2.7.9.






16.5.4.6 Backup and Recovery Recommendations for Oracle Content Server

For information about backing up and recovering Oracle Content Server, see Getting Started with Content Server which is available at:


http://download.oracle.com/docs/cd/E10316_01/owc.htm


For information about backing up and recovering Oracle WebCenter Content, see Section 16.5.11.3.


Database Repository Dependencies

OCS schema








16.5.5 Backup and Recovery Recommendations for Oracle JRF Installations

The following topics describe backup and recovery recommendations for components that are installed with more than one type of installation:

	
Backup and Recovery Recommendations for Oracle Web Services Manager


	
Backup and Recovery Recommendations for Oracle Platform Security Services






16.5.5.1 Backup and Recovery Recommendations for Oracle Web Services Manager

This section describes the Oracle Web Services Manager data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/fmwconfig/policy-accessor-config.xml



Database Repository Dependencies

If a database-based MDS Repository is used, Oracle Web Services Manager uses a partition in the MDS schema.


Backup Recommendations

Back up the Oracle Web Services Manager domain.

If Oracle Web Services Manager uses a file-based MDS Repository, back it up using a file copy mechanism. If it uses a database-based MDS Repository, back up the database using RMAN.


Recovery Recommendations

Restore the Oracle Web Services Manager Managed Server.

If Oracle Web Services Manager uses a file-based MDS Repository, restore it from the backup. If it uses a database-based MDS Repository, recover the database to the most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4.






16.5.5.2 Backup and Recovery Recommendations for Oracle Platform Security Services

This section describes the Oracle Platform Security Services data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/fmwconfig/jps-config.xml



Database Repository Dependencies

If a database-based Oracle Platform Security Repository is used, Oracle Platform Security uses a partition in the OPSS schema.

If an Oracle Internet Directory based Oracle Platform Security repository is used, Oracle Platform Security, uses Oracle Internet Directory.


Backup Recommendations

Back up the Administration Server domain. Back up Oracle Internet Directory if Oracle Platform Security uses an Oracle Internet Directory based repository.

Backup the database containing the OPSS schema if Oracle Platform Security uses a database-based repository.


Recovery Recommendations

Restore the jps-config.xml file.

If Oracle Platform Security uses a database-based repository, restore the database to the most recent point in time.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4 and Section 18.3.4.5.1.








16.5.6 Backup and Recovery Recommendations for Web Tier Installations

The following sections describe backup and recovery recommendations for Web Tier installations:

	
Backup and Recovery Recommendations for Oracle HTTP Server


	
Backup and Recovery Recommendations for Oracle Web Cache






16.5.6.1 Backup and Recovery Recommendations for Oracle HTTP Server

This section describes the Oracle HTTP Server data that must be backed up and restored.


Configuration Files


ORACLE_INSTANCE/config/OHS/component_name
ORACLE_INSTANCE/diagnostics/logs/OHS/component_name



Database Repository Dependencies

None


Backup Recommendations

Back up the Oracle instance that contains Oracle HTTP Server.


Recovery Recommendations

Restore the Oracle instance that contains Oracle HTTP Server.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4 andSection 18.3.4.7.1.






16.5.6.2 Backup and Recovery Recommendations for Oracle Web Cache

This section describes the Oracle Web Cache data that must be backed up and restored.


Configuration Files


ORACLE_INSTANCE/config/WebCache/component_name
ORACLE_INSTANCE/diagnostics/logs/WebCache/component_name



Database Repository Dependencies

None


Backup Recommendations

Back up the Oracle instance that contains Oracle Web Cache.


Recovery Recommendations

Restore the Oracle instance that contains Oracle Web Cache.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4 and Section 18.3.4.7.2.








16.5.7 Backup and Recovery Recommendations for Oracle Portal, Oracle Forms Services, Oracle Reports, and Oracle BI Discoverer Installations

The following sections describe backup and recovery recommendations for these components:

	
Backup and Recovery Recommendations for Oracle Portal


	
Backup and Recovery Recommendations for Oracle Forms Services


	
Backup and Recovery Recommendations for Oracle Reports


	
Backup and Recovery Recommendations for Oracle Business Intelligence Discoverer






16.5.7.1 Backup and Recovery Recommendations for Oracle Portal

This section describes the Oracle Portal data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/config/fmwconfig/servers/WLS_PORTAL/applications/portal/configuration/appConfig.xml
DOMAIN_HOME/config/fmwconfig/servers/WLS_PORTAL/applications/portal/configuration/portal_dads.conf
DOMAIN_HOME/config/fmwconfig/servers/WLS_PORTAL/applications/portal/configuration/portal_plsql.conf
DOMAIN_HOME/config/fmwconfig/servers/WLS_PORTAL/applications/portal/configuration/portal_cache.conf



Database Repository Dependencies

PORTAL, PORTAL_DEMO, PORTAL_APP, PORTAL_PUBLIC, AND PORTAL_APPROVAL schemas


Backup Recommendations

Back up the Administration Server domain, the Managed Server directory, the Oracle instance containing Oracle Portal, and the database containing the schemas.


Recovery Recommendations

Recover the WebLogic Server domain and the Oracle instance containing Oracle Portal.

Recover the database to the most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4 and Section 18.3.4.8.1.






16.5.7.2 Backup and Recovery Recommendations for Oracle Forms Services

This section describes the Oracle Forms Services data that must be backed up and restored.


Configuration Files

Forms Component:


ORACLE_INSTANCE/config/Forms/forms
ORACLE_INSTANCE/Forms/forms


Forms Common Component:


ORACLE_INSTANCE/config/Forms/frcommon
ORACLE_INSTANCE/Forms/frcommon


Forms EE application and its configuration files:


DOMAIN_HOME/forms_managed_server/tmp/_WL_user/formsapp_version
DOMAIN_HOME/config/fmwconfig/servers/forms_managed_server/applications/formsapp_version/config



Database Repository Dependencies

Any user-configured database for Oracle Forms Services applications.


Backup Recommendations

Back up the Administration Server domain, the Managed Server directory, and the Oracle instance home where Oracle Forms Services is located.


Recovery Recommendations

Restore the Oracle instance home where Oracle Forms Services is located.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4 and Section 18.3.4.8.2.






16.5.7.3 Backup and Recovery Recommendations for Oracle Reports

This section describes the Oracle Reports data that must be backed up and restored.


Configuration Files

For Reports Server:


ORACLE_INSTANCE/config/ReportsServer/server_name/rwserver.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/jdbcpds.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/xmlpds.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/textpds.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/rwnetwork.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/pcscomponent.conf
ORACLE_INSTANCE/config/ReportsServer/server_name/component-logs.xml
ORACLE_INSTANCE/config/ReportsServer/server_name/logging.xml


For Oracle Reports Servlet:

In the following paths, server_name is usually WLS_REPORTS or WLS_REPORTSn and version is the version of the software, for example, 11.1.1.4.0:


DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/cgicmd.dat
DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/rwservlet.properties
DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/rwserver.conf
DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/jdbcpds.conf
DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/xmlpds.conf
DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/textpds.conf
DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/rwnetwork.conf
DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/logging.xml
DOMAIN_HOME/config/fmwconfig/servers/server_name/applications/reports_version/configuration/logmetadata.xml


For Oracle Reports Bridge:


ORACLE_INSTANCE/config/ReportsBridge/bridge_name/rwbridge.conf
ORACLE_INSTANCE/config/ReportsBridge/bridge_name/rwnetwork.conf
ORACLE_INSTANCE/config/ReportsBridge/bridge_name/component-logs.xml
ORACLE_INSTANCE/config/ReportsBridge/bridge_name/logging.xml
ORACLE_INSTANCE/config/ReportsBridge/bridge_name/pcscomponent.xml


For Oracle Reports Tool:


ORACLE_INSTANCE/config/ReportsTools/rwbuilder.conf
ORACLE_INSTANCE/config/ReportsTools/rwnetwork.conf
ORACLE_INSTANCE/config/ReportsTools/jdbcpds.conf
ORACLE_INSTANCE/config/ReportsTools/xmlpds.conf
ORACLE_INSTANCE/config/ReportsTools/textpds.conf
ORACLE_INSTANCE/config/ReportsTools/pcscomponent.xml
ORACLE_INSTANCE/config/ReportsTools/rwservlet.properties
ORACLE_INSTANCE/config/ReportsTools/cgicmd.dat
ORACLE_INSTANCE/config/ReportsTools/component-logs.xml
ORACLE_INSTANCE/config/ReportsTools/logging.xml


Other directories and files:


ORACLE_INSTANCE/reports/server/*.dat
ORACLE_INSTANCE/reports/cache/
ORACLE_INSTANCE/reports/fonts/
ORACLE_INSTANCE/reports/plugins/resource
ORACLE_INSTANCE/diagnostics/logs/reports/ReportsServer
ORACLE_INSTANCE/diagnostics/logs/reports/ReportsBridge
ORACLE_INSTANCE/diagnostics/logs/reports/ReportsTools
(UNIX) ORACLE_INSTANCE/config/reports/bin/rw*.sh
(Windows) ORACLE_INSTANCE\config\reports\bin\rw*.bat
(UNIX) ORACLE_INSTANCE/config/reports/bin/reports.sh
(Windows) ORACLE_INSTANCE\config\reports\bin\reports.bat
(UNIX) ORACLE_INSTANCE/config/reports/bin/namingservice.sh
(Windows) ORACLE_INSTANCE\config\reports\bin\namingservice.bat



Database Repository Dependencies

You can configure Oracle Reports to store job-related information, such as scheduled job data, past job data, or job status data in a database.


Backup Recommendations

Back up the Administration Server domain, the Managed Server directory, and the Oracle instance home where Oracle Reports is located.

If a database is configured for Oracle Reports, back up the database.


Recovery Recommendations

Restore the Oracle instance home where Oracle Reports is located.

If a database is configured for Oracle Reports, recover the database to most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4 and Section 18.3.4.8.3.






16.5.7.4 Backup and Recovery Recommendations for Oracle Business Intelligence Discoverer

This section describes the Oracle Business Intelligence Discoverer data that must be backed up and restored.


Configuration Files


ORACLE_INSTANCE/config/PreferenceServer/disco-comp-name/pref.txt
ORACLE_INSTANCE/config/PreferenceServer/disco-comp-name/.reg_key.dc
DOMAIN_HOME/config/fmwconfig/servers/WLS_DISCO/applications/discoverer_version/configuration/configuration.xml
DOMAIN_HOME/config/config.xml
DOMAIN_HOME/config/fmwconfig/servers/server_name/logging.xml



Log Files


ORACLE_INSTANCE/diagnostics/logs/PreferenceServer/Discoverer_instance_name/console*
ORACLE_INSTANCE/diagnostics/logs/PreferenceServer/Discoverer_instance_name/log*
DOMAIN_HOME/servers/server_name/logs/discoverer/diagnostic-*.xml
DOMAIN_HOME/servers/server_name/logs/discoverer/diagnostics*.xml
DOMAIN_HOME/servers/server_name/logs/WLS_DISCO-diagnostic-*.xml



Database Repository Dependencies

DISCOVERER and DISCOVERER_PS schemas


Backup Recommendations

Back up the Administration Server domain, the Managed Server directory, and the Oracle BI Discoverer Oracle instance home.

Back up the database containing the DISCOVERER and DISCOVERER_PS schemas.


Recovery Recommendations

Restore the Oracle instance that contains Oracle BI Discoverer.

Recover the database to the most recent point in time, if needed.

For the steps to recover components, see Section 18.2.7. For the steps specific to recovering from loss of host, see Section 18.3.4 and Section 18.3.4.8.4.








16.5.8 Backup and Recovery Recommendations for Oracle Business Intelligence

The following sections describe backup and recovery recommendations for Oracle Business Intelligence:

	
Backup and Recovery Recommendations for Oracle BI Enterprise Edition


	
Backup and Recovery Recommendations for Oracle Business Intelligence Publisher


	
Backup and Recovery Recommendations for Oracle Real-Time Decisions






16.5.8.1 Backup and Recovery Recommendations for Oracle BI Enterprise Edition

This section describes the Oracle BI EE data that must be backed up and restored.


Configuration Files


ORACLE_INSTANCE/bifoundation/OracleBIApplication
ORACLE_INSTANCE/bifoundation/OracleBIClusterControllerComponent
ORACLE_INSTANCE/bifoundation/OracleBIJavaHostComponent
ORACLE_INSTANCE/bifoundation/OracleBIPresentationServicesComponent
ORACLE_INSTANCE/bifoundation/OracleBISchedulerComponent
ORACLE_INSTANCE/bifoundation/OracleBIServerComponent
ORACLE_INSTANCE/bifoundation/OracleBIODBCComponent
ORACLE_INSTANCE/config/OracleBIApplication 
ORACLE_INSTANCE/config/OracleBIClusterControllerComponent
ORACLE_INSTANCE/config/OracleBIJavaHostComponent
ORACLE_INSTANCE/config/OracleBIPresentationServicesComponent
ORACLE_INSTANCE/config/OracleBISchedulerComponent
ORACLE_INSTANCE/config/OracleBIServerComponent
ORACLE_INSTANCE/config/OracleBIODBCComponent
ORACLE_INSTANCE/diagnostics/logs/OracleBIApplication 
ORACLE_INSTANCE/diagnostics/logs/OracleBIClusterControllerComponent
ORACLE_INSTANCE/diagnostics/logs/OracleBIJavaHostComponent
ORACLE_INSTANCE/diagnostics/logs/OracleBIPresentationServicesComponent
ORACLE_INSTANCE/diagnostics/logs/OracleBISchedulerComponent
ORACLE_INSTANCE/diagnostics/logs/OracleBIServerComponent
ORACLE_INSTANCE/diagnostics/logs/OracleBIODBCComponent 


In addition, the following files in a file-based repository:


ORACLE_INSTANCE/bifoundation/OracleBIServerComponent/comp_instance name/repository/*.rpd 
ORACLE_INSTANCE/bifoundation/OracleBIPresentationServicesComponent/comp_instance name/catalog/catalog-name


The NQSConfig.INI configuration file points to the RPD name. The NQSConfig.INI file must exist in the following location:


ORACLE_INSTANCE/bifoundation/OracleBIServerComponent/comp_instance name/repository/



Database Repository Dependencies

MDS and BIPLATFORM schemas


Backup Recommendations

Back up the Middleware home, the domain home, and the Oracle instance containing the Oracle BI EE components. On Windows, export Oracle BI EE Registry entries, as described in Section 17.3.3.

Back up the database containing the Oracle BI EE schemas.




	
Note:

Before you perform a backup, you must lock the Oracle BI Presentation Catalogs so that the catalog and RPD remain synchronized. Run the following script:


ORACLE_INSTANCE/bifoundation/OracleBIPresentationServicesComponent/coreapplication_obips1/catalogmanager/runcat.sh


Use the following command:


./runcat.sh -cmd maintenanceMode -on -online BIP_URL 
     -login username -pwd password


After the backup is complete, turn off maintenance mode using the runcat command. For information on this command, see the help:


./runcat.sh -cmd maintenanceMode -help 










Recovery Recommendations

Depending on the extent of the failure, recover the Middleware home, the domain, and the Oracle instance containing the Oracle BI EE components. On Windows, import Oracle BI EE Registry entries.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle BI EE, see Section 18.2.7.10. For the steps specific to recovering from loss of host, see Section 18.3.4.9.






16.5.8.2 Backup and Recovery Recommendations for Oracle Business Intelligence Publisher

This section describes the Oracle Business Intelligence Publisher data that must be backed up and restored.


Configuration Files

Configuration files are located in the Middleware home, the domain home, and the Oracle Business Intelligence Publisher repository.


Database Repository Dependencies

BIPLATFORM schema


Backup Recommendations

Back up the Middleware home, the domain, and the BI Publisher repository.

The BI Publisher repository can be file-based or database-based.


Recovery Recommendations

Recover the Managed Server containing the Oracle BI Publisher component.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle BI Publisher, see Section 18.2.7.11. For the steps specific to recovering from loss of host, see Section 18.3.4.10.






16.5.8.3 Backup and Recovery Recommendations for Oracle Real-Time Decisions

This section describes the Oracle Real-Time Decisions data that must be backed up and restored.


Configuration Files

Configuration files are located in the Middleware home and the domain home.


Database Repository Dependencies

Database containing analytic models and the RTD schema


Backup Recommendations

Back up the Middleware home, the domain home, and the database containing analytic models


Recovery Recommendations

Recover the Managed Server containing the Oracle Real-Time Decisions component.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle Real-Time Decisions, see Section 18.2.7.12. For the steps specific to recovering from loss of host, see Section 18.3.4.11.








16.5.9 Backup and Recovery Recommendations for Oracle Hyperion Enterprise Performance Management System

The following topics describe backup and recovery recommendations for Oracle Hyperion Enterprise Performance Management System:

	
Backup and Recovery Recommendations for Oracle Essbase


	
Backup and Recovery Recommendations for Oracle Hyperion Calculation Manager


	
Backup and Recovery Recommendations for Oracle Hyperion Financial Reporting


	
Backup and Recovery Recommendations for Oracle Hyperion Smart View






16.5.9.1 Backup and Recovery Recommendations for Oracle Essbase

This section describes the Oracle Essbase data that must be backed up and restored.


Configuration Files

Configuration files are located in the following directories:


ORACLE_HOME
HYPERION_HOME
ESSBASEPATH
ARBORPATH
ARBORPATH/bin/essbase.sec



Dependencies on Oracle Fusion Middleware Components

Oracle Internet Directory, Oracle Fusion Middleware Extensions for Applications, and the Credential Store


Dependencies on Third-Party Products

None


Database Repository Dependencies

Oracle Essbase schemas


Backup Recommendations

Back up Oracle Essbase using storage snapshot techniques for taking consistent online backups. Alternatively, you can use a file system copy to perform an offline backup.


Recovery Recommendations

Recover the following files:


ARBORPATH/app/appname/*.otl
ARBORPATH/app/appname/*.csc
ARBORPATH/app/appname/*.rul
ARBORPATH/app/appname/*.eqd
ARBORPATH/app/appname/*.sel
ARBORPATH/bin/essbase.sec


Recover the database to the most recent point in time, if needed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Essbase, see Section 18.2.7.13. For the steps specific to recovering from loss of host, see Section 18.3.4.12.






16.5.9.2 Backup and Recovery Recommendations for Oracle Hyperion Calculation Manager

This section describes the Oracle Hyperion Calculation Manager data that must be backed up and restored.


Configuration Files

Configuration files are stored in the database.


Dependencies on Oracle Fusion Middleware Components

None.


Dependencies on Third-Party Products

None.


Database Repository Dependencies

Artifacts are stored in a database.


Backup Recommendations

Back up the Managed Server to which Oracle Hyperion Calculation Manager is deployed. Back up the artifacts in the database by using the Oracle Hyperion Calculation Manager export tool. (In Calculation Manager, select File, and then Export.)


Recovery Recommendations

Recover the Managed Server to which Oracle Hyperion Calculation Manager is deployed.

Recover the database to the most recent point in time, if needed. Import the artifacts using the Oracle Hyperion Calculation Manager import tool.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Hyperion Calculation Manager, see Section 18.2.7.14. For the steps specific to recovering from loss of host, see Section 18.3.4.13.






16.5.9.3 Backup and Recovery Recommendations for Oracle Hyperion Financial Reporting

This section describes the Oracle Hyperion Financial Reporting data that must be backed up and restored.


Configuration Files


ORACLE_HOME/Oracle_BI1/common (HIT common files)
ORACLE_HOME/Oracle_BI1/products/biplus
ORACLE_INSTANCE/products/biplus



Dependencies on Other Oracle Fusion Middleware Components

Oracle JRF, Oracle Enterprise Scheduler (ESS), and Oracle Platform Security Services


Dependencies on Third-Party Products

None


Database Repository Dependencies

The Hyperion Registry, which is stored in the database, EPM schemas


Backup Recommendations

Back up Oracle home and Oracle instance.

Back up the database containing the EPM schemas.

Note that the Oracle BI EE repository and the Annotations database (jndi:raframework_database) must be kept synchronized. Back up both from the same point in time.


Recovery Recommendations

Recover Oracle home and Oracle instance.

Recover the database to the most recent point in time, if needed.

Note that the Oracle BI EE repository and the Annotations database (jndi:raframework_database) must be kept synchronized. Recover both from the same point in time.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Hyperion Financial Reporting, see Section 18.2.7.15. For the steps specific to recovering from loss of host, see Section 18.3.4.14.






16.5.9.4 Backup and Recovery Recommendations for Oracle Hyperion Smart View

This section describes the Oracle Hyperion Smart View data that must be backed up and restored.


Configuration Files

Configuration files are located in the Oracle Hyperion Smart View install location selected by user. There is no dependency on Oracle Home or components installed on this location.


Dependencies on Oracle Fusion Middleware Components

None


Dependencies on Third-Party Products

None


Database Repository Dependencies

None


Backup Recommendations

Back up the Oracle Hyperion Smart View data, which is stored in the following types of files. Note that the location of the files is determined when you install Oracle Hyperion Smart View.

	
Microsoft Excel files (XLS and XLSX)


	
Microsoft Word files (DOC and DOCX)


	
Microsoft Powerpoint files (PPT and PPTX)





Recovery Recommendations

Recover the Oracle Hyperion Smart View data.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Hyperion Smart View, see Section 18.2.7.16.








16.5.10 Backup and Recovery Recommendations for Oracle Data Integrator

This section describes the Oracle Data Integrator data that must be backed up and restored.


Configuration Files


ODI_Oracle_Home/oracledi/agent/web.xml



Database Repository Dependencies

ODI_REPO schema


Backup Recommendations

Back up the domain, the Oracle home, and the ODI_Oracle_Home/oracledi/agent folder for each machine where a standalone agent is installed.

Back up the database containing Oracle Data Integrator schema.


Recovery Recommendations

Depending on the extent of the failure, restore the domain or the Oracle home, or both.

Recover the database to the most recent point in time, if needed.

For the steps to recover Oracle Data Integrator, see Section 18.2.7.17. For the steps specific to recovering from loss of host, see Section 18.3.4.5.






16.5.11 Backup and Recovery Recommendations for Oracle WebCenter Content

The following sections describe backup and recovery recommendations for Oracle WebCenter Content:

	
Backup and Recovery Recommendations for Oracle Information Rights Management


	
Backup and Recovery Recommendations for Oracle WebCenter Content: Imaging


	
Backup and Recovery Recommendations for Oracle WebCenter Content


	
Backup and Recovery Recommendations for Oracle WebCenter Content: Records






16.5.11.1 Backup and Recovery Recommendations for Oracle Information Rights Management

This section describes the Oracle Information Rights Management data that must be backed up and restored.


Configuration Files

Configuration files are located within the domain home.


Database Repository Dependencies

ORAIRM schema (IRM for DB2 and SQL Server databases. You must ensure that the name is IRM.)


Backup Recommendations

Back up the domain, the Oracle home, and the database containing the ORAIRM schema. Also, back up the LDAP directory and the keystore. The keystore is usually named irm.jks or irm.jceks.

Note that the database and the keystore must be kept synchronized. Back up both from the same point in time.


Recovery Recommendations

Restore the domain, the Oracle home, and the shared file system, depending on the severity of the failure.

Recover the database containing the ORAIRM schema to the most recent point in time, if needed.

Note that the database and the keystore must be kept synchronized. If you restore one, restore the other to the same point in time.

For the steps to recover Oracle Information Rights Management, see Section 18.2.7.18. You use the same procedure to recover from loss of host.






16.5.11.2 Backup and Recovery Recommendations for Oracle WebCenter Content: Imaging

This section describes the Oracle WebCenter Content: Imaging data that must be backed up and restored.


Configuration Files

Configuration files are located within the domain home.


Database Repository Dependencies

IPM and OCS schemas


Backup Recommendations

Back up the domain, the Oracle home, and the database containing the schemas.


Recovery Recommendations

Restore the domain and the Oracle home, depending on the severity of the failure.

Recover the database containing the schemas to the most recent point in time, if needed.

For the steps to recover Oracle WebCenter Content: Imaging, see Section 18.2.7.19. You use the same procedure to recover from loss of host.






16.5.11.3 Backup and Recovery Recommendations for Oracle WebCenter Content

This section describes the Oracle WebCenter Content data that must be backed up and restored.


Configuration Files


DOMAIN_HOME/ucm/CONTEXT-ROOT/bin/intradoc.cfg
DOMAIN_HOME/ucm/CONTEXT-ROOT/config/config.cfg



Database Repository Dependencies

OCS schema


Backup Recommendations

Back up the domain, the Oracle home, and database containing the OCS schema. If the Vault and WebLayout directories are not located in the domain directory, back up their directories, which are specified in:


DOMAIN_HOME/ucm/CONTEXT-ROOT/config/config.cfg


Also, back up the following directory, which is located in a shared file system:


DOMAIN_HOME/ucm/CONTEXT-ROOT/config



Recovery Recommendations

Restore the domain and the shared file system containing the Vault and WebLayout directories, depending on the severity of the failure.

Recover the database containing the OCS schema to the most recent point in time, if needed.

For the steps to recover Oracle WebCenter Content, see Section 18.2.7.20. For the steps specific to recovering from loss of host, see Section 18.3.4.16.1.






16.5.11.4 Backup and Recovery Recommendations for Oracle WebCenter Content: Records

Because Oracle WebCenter Content: Records depends on Oracle WebCenter Content and has no additional backup and recovery artifacts, see the backup and recovery recommendations for Oracle WebCenter Content in Section 16.5.11.3.










16.6 Assumptions and Restrictions

The following assumptions and restrictions apply to the backup and recovery procedures in this book. Also see the restrictions listed in Section 17.2.

	
Only the user who installs the product or a user who has access privileges to the directories where Oracle Fusion Middleware has been installed should be able to execute backup and recovery operations.


	
If a single Managed Server and Administration Server run on different hosts and the Managed Server is not in a cluster, you must use the pack and unpack commands on the Managed Server to retrieve the correct configuration.







	
See Also:

If you are using Cold Failover Cluster or Disaster Recovery, refer to the Oracle Fusion Middleware High Availability Guide for additional information.

















B URLs for Components

This appendix provides the URLs needed to access Oracle Fusion Middleware components.

Table B-1 shows the URLs, and the default user to access components after installation.

The URLs in the table are shown with the default ports. The components in your environment might use different ports. To determine the port numbers, from the WebLogic Domain menu in Fusion Middleware Control, select Port Usage.

Unless otherwise noted, the password for each user is the password supplied during installation or the password you assigned to the user when you either created the user or changed the user's password.


Table B-1 URLs for Components

	Component	URL (with Default Port Number)	Default User and Password
	
Oracle B2B

	
http://host:8001/b2b

	
weblogic


	
Oracle Business Activity Monitoring


	
http://host:9001/oracleBAM

	
weblogic


	
Oracle Business Intelligence Discoverer Plus

	
http://host:7777/discoverer/plus

	
n/a


	
Oracle Business Intelligence Discoverer Portlet Provider

	
http://host:7777/discoverer/portletprovider

	
n/a


	
Oracle Business Intelligence Discoverer Viewer

	
http://host:7777/discoverer/viewer

	
n/a


	
Oracle Directory Services Manager


	
https://host:7001/odsm

	
The superuser, such as cn=orcladmin


	
Oracle Enterprise Manager Fusion Middleware Control

	
http://host:7001/em

	
weblogic


	
Oracle Forms Services


	
http://host:http_listen_port/forms/frmservlet

	
Not Applicable


	
Oracle HTTP Server

	
http://host:7777

	
Not Applicable


	
Oracle Portal


	
http://host:http_listen_port/pls/portal

	
orcladmin

Use the password that you supplied during installation.


	
Oracle Reports Services


	
http://host:http_listen_port/reports/rwservlet

	
orcladmin

The default password is the same as the weblogic password of the Infrastructure instance used by Oracle Reports.


	
Oracle WebCenter Content: Imaging


	
http://host:16000/imaging

	
First user to log in to Imaging


	
Oracle WebCenter Portal Portlets

	
http://host:8889/richtextportlet/info

http://host:8889/wsrp-tools/info

http://host:8889/portalTools

	
weblogic


	
Oracle WebCenter Portal Spaces

	
http://host:8888/webcenter

	
weblogic


	
Oracle WebCenter Portal's Discussion Server Server

	
http://host:8890/owc_discussions

	
weblogic


	
Oracle WebLogic Server Administration Console

	
http://host:7001/console

	
weblogic













14 Managing the Metadata Repository

Many Oracle Fusion Middleware components use metadata repositories to hold configuration information about the component and metadata for applications. This chapter provides information on managing the metadata repositories used by Oracle Fusion Middleware.

It contains the following topics:

	
Understanding a Metadata Repository


	
Creating a Database-Based Metadata Repository


	
Managing the MDS Repository


	
Managing Metadata Repository Schemas


	
Purging Data







	
Note:

For information about managing a metadata repository for IBM WebSphere, see "Configuring Metadata Services (MDS) on IBM WebSphere" in the Oracle Fusion Middleware Third-Party Application Server Guide.











14.1 Understanding a Metadata Repository

A metadata repository contains metadata for Oracle Fusion Middleware components, such as Oracle BPEL Process Manager, Oracle B2B, and Oracle WebCenter Portal. It can also contain metadata about the configuration of Oracle Fusion Middleware and metadata for your applications.

Oracle Fusion Middleware supports multiple repository types. A repository type represents a specific schema or set of schemas that belong to a specific Oracle Fusion Middleware component (for example, Oracle BPEL Process Manager or Oracle Internet Directory.) Oracle Fusion Middleware supports Edition-Based Redefinition (EBR), which enables you to upgrade the database component of an application while it is in use, thereby minimizing or eliminating down time. The schemas in a repository can be EBR-enabled schemas.

A particular type of repository, the Oracle Metadata Services (MDS) Repository, contains metadata for certain types of deployed applications. This includes custom Java EE applications developed by your organization and some Oracle Fusion Middleware component applications, such as Oracle B2B. For information related specifically to the MDS Repository type, see Section 14.3.

You can create a database-based repository or, for MDS, a database-based repository or a file-based repository. For production environments, you use a database-based repository. Most components, such as Oracle BPEL Process Manager, require that a schema be installed in a database, necessitating the use of a database-based repository. MDS supports Edition-Based Redefinition (EBR) enabled schemas.






14.2 Creating a Database-Based Metadata Repository

You use the Oracle Fusion Middleware Metadata Repository Creation Utility (RCU) to create the metadata repository in an existing database.

You can use RCU to create multiple repositories in a single database. You can use it to create the MDS Repository or a repository for metadata for particular components, such as Oracle WebCenter Portal. RCU creates the necessary schemas for the components. See Appendix D for a list of the schemas and their tablespaces and datafiles.

With RCU, you can also drop component schemas.

For information about the supported versions of database platforms and versions, and other prerequisites for the database, see:


http://www.oracle.com/technology/software/products/ias/files/fusion_certification.html





	
Note:

Oracle recommends that all metadata repositories reside on a database at the same site as the components to minimize network latency issues.









For information about managing an MDS Repository, see Section 14.3.




	
See Also:

Oracle Fusion Middleware Repository Creation Utility User's Guide for information about how to use RCU to create a database-based metadata repository














14.3 Managing the MDS Repository

Oracle Metadata Services (MDS) Repository contains metadata for certain types of deployed applications. Those deployed applications can be custom Java EE applications developed by your organization and some Oracle Fusion Middleware component applications, such as Oracle B2B and Oracle Web Services Manager. A Metadata Archive (MAR), a compressed archive of selected metadata, is used to deploy metadata content to the MDS Repository, which contains the metadata for the application.

You should deploy your applications to MDS in the following situations, so that the metadata can be managed after deployment:

	
The application contains seeded metadata packaged in a MAR.


	
You want to enable user personalizations at run time.


	
You have a custom Oracle WebCenter Portal application.


	
You have a SOA composite application (SCA).




The following topics provide information about the MDS Repository:

	
Understanding the MDS Repository


	
Registering and Deregistering a Database-Based MDS Repository


	
Registering and Deregistering a File-Based MDS Repository


	
Changing the System Data Source


	
Using System MBeans to Manage an MDS Repository


	
Viewing Information About an MDS Repository


	
Configuring an Application to Use a Different MDS Repository or Partition


	
Moving Metadata from a Source System to a Target System


	
Moving from a File-Based Repository to a Database-Based Repository


	
Deleting a Metadata Partition from a Repository


	
Purging Metadata Version History


	
Managing Metadata Labels in the MDS Repository







	
See Also:

Oracle Fusion Middleware High Availability Guide for information about using an MDS Repository with Oracle Real Application Clusters (Oracle RAC)











14.3.1 Understanding the MDS Repository

The MDS framework allows you to create customizable applications. A customized application contains a base application (the base documents) and one or more layers containing customizations. MDS stores the customizations in a metadata repository and retrieves them at run time to merge the customizations with the base metadata to reveal the customized application. Since the customizations are saved separately from the base, the customizations are upgrade safe; a new patch to base can be applied without breaking customizations. When a customized application is launched, the customization content is applied over the base application.

A customizable application can have multiple customization layers. Examples of customization layers are industry and site. Each layer can have multiple customization layer values, but typically only one such layer value from each layer is applied at run time. For example, the industry layer for a customizable application can contain values for health care and financial industries; but in the deployed customized application, only one of the values from this layer is used at a time. For more information about base documents and customization layers, see "Customizing Applications with MDS" in the Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework.

An MDS Repository can be file-based or database-based. For production environments, you use a database-based repository. You can have more than one MDS Repository for a domain.

A database-based MDS Repository provides the following features that are not supported by a file-based MDS Repository:

	
Efficient query capability: A database-based MDS Repository is optimized for set-based queries. As a result, it provides better performance on such searches with the database repository.

The MDS Repository query API provides constructs to define the query operation and to specify conditions on metadata objects. These conditions are a set of criteria that restrict the search results to a certain set of attribute types and values, component types, text content, and metadata paths. The API allows multiple conditions to be combined to achieve dynamic recursive composition using OR and AND constructs.


	
Atomic transaction semantics: A database-based MDS Repository uses the database transaction semantics, which provides rollbacks of failed transactions, such as failed imports or deployments.


	
Versioning: A database-based MDS Repository maintains versions of the documents in a database-based repository. Versioning allows changes to metadata objects to be stored as separate versions rather than simply overwriting the existing data in the metadata repository. It provides version history, as well as the ability to label versions so that you can access the set of metadata as it was at a given point in time.


	
Isolate metadata changes: A database-based MDS Repository has the capability to isolate metadata changes in a running environment and test them for a subset of users before committing them for all users.


	
Support for external change detection based on polling: This allows one application to detect changes that another application makes to shared metadata. For example, if you have an application deployed to Managed Servers A and B in a cluster, and you modify the customizations for the application deployed to Managed Server A, the data is written to the database-based repository. The application deployed to Managed Server B uses the updated customizations. This supports high availability (in particular, active/active scenarios.)


	
Clustered updates: A database-based MDS Repository allows updates from multiple hosts to the metadata. For a file-based MDS Repository, updates can be made from only one host at a time.




Multiple applications can share metadata by configuring a shared metadata repository. When you do this, changes made by one application to the metadata in this repository are seen by other applications using the shared repository, if you configure external change detection for the applications.

In an MDS Repository, each application, including Oracle Fusion Middleware components, is deployed to its own partition. A partition is an independent logical repository within one physical MDS Repository, whether it is database-based or file-based.

For information about deploying applications and associating them with an MDS Repository, see Chapter 10.

Note the following points about patching the MDS Repository:

	
An MDS Repository must be registered with a domain before it is patched. Otherwise, the applied patches cannot be rolled back and no additional patches can be applied.


	
You can apply patches to the following:

	
The MDS metadata


	
An MDS jar file


	
An MDS shared library


	
An MDS schema in the database-based metadata repository. The patch can include additive changes such as adding a new column or increasing the size of a column. Note that you cannot rollback this type of patch.


	
The MDS database PL/SQL in the database-based metadata repository. The patch can include changes to a PL/SQL package or new PL/SQL packages and procedures.


	
An MDS schema or PL/SQL in the database-based metadata repository that requires a corresponding MDS JAR file patch.









14.3.1.1 Databases Supported by MDS

The MDS Repository supports Oracle databases, as well as non-Oracle databases, including SQL Server, DB2, and MySQL. For more information about the supported versions of these databases, see:


http://www.oracle.com/technology/software/products/ias/files/fusion_certification.html


For information about using these databases with the MDS Repository, see "Supported Databases for the MDS Schema" in the Oracle Fusion Middleware System Requirements and Specifications.






14.3.1.2 Understanding MDS Operations

You can use Fusion Middleware Control or WLST commands to perform most operations on the MDS Repository. However, for some operations that do not have a custom user interface in Fusion Middleware Control or do not have WLST commands, you must use the System MBeans.

The sections that follow describe using Fusion Middleware Control and WLST commands to perform the operations, unless only System MBeans are supported. In that case, the sections describe how to use System MBeans to perform the operation.

You can view information about the repositories, including the partitions and the applications deployed to each partition. You can also perform operations on the partitions, such as purging, deleting, importing metadata, or exporting metadata.

Note the following when you use the MDS operations described in the sections that follow:

	
The export operation exports a versioned stripe (either the tip version or based on a label) of metadata documents from an MDS Repository partition to a file system directory or archive. If you export to a directory, the directory must be accessible from the host where the application is running. If you export to an archive, the archive can be located on the system on which you are executing the command.

Because versioning of metadata is not supported for file-based repositories, the tip version (which is also the only version) is exported from a file-based repository.


	
The import operation imports metadata documents from a file system directory or archive to a MDS Repository partition. If you exported to a directory, the directory must be accessible from the host where the application is running. If you exported to an archive, the archive can be located on the system on which you are executing the command.

If the target repository is a database-based repository, the metadata documents are imported as new tip versions. If the target repository is a file-based repository, the metadata documents are overwritten.







	
Note:

	
To use the custom WLST MDS commands, you must invoke the WLST script from the Oracle Common home. See Section 3.5.1 for more information.


	
For more information about the custom WLST MDS commands, see "Metadata Services (MDS) Custom WLST Commands" in the Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.












Table 14-1 lists the logical roles needed for each operation. The roles apply whether the operations are performed through the WLST commands, Fusion Middleware Control, or MBeans.


Table 14-1 MDS Operations and Required Roles

	Operation	Logical Role
	
Clear cache

	
Operator role for application


	
Clone metadata partition

	
Admin role for domain


	
Create metadata label

	
Admin role for application


	
Create metadata partition

	
Admin role for domain


	
Delete metadata

	
Admin role for application


	
Delete metadata label

	
Admin role for application


	
Delete metadata partition

	
Admin role for domain


	
Deregister metadata database repository

	
Admin role for domain


	
Deregister metadata file repository

	
Admin role for domain


	
Export metadata

	
Operator role for application


	
Import MAR

	
Admin role for application


	
Import metadata

	
Admin role for application


	
List metadata label

	
Monitor role for application


	
Promote metadata label

	
Admin role for application


	
Purge metadata

	
Admin role for application


	
Purge metadata labels

	
Admin role for application


	
Register metadata database repository

	
Admin role for domain


	
Register metadata file repository

	
Admin role for domain








For information about how these roles map to WebLogic Server roles, see "Mapping of Logical Roles to WebLogic Roles" in the Oracle Fusion Middleware Application Security Guide.








14.3.2 Registering and Deregistering a Database-Based MDS Repository

The following topics describe how to register and deregister a database-based MDS Repository:

	
Registering a Database-Based MDS Repository Using Fusion Middleware Control


	
Deregistering a Database-Based MDS Repository






14.3.2.1 Registering a Database-Based MDS Repository

Before you can deploy an application to an MDS Repository, you must register the repository with the Oracle WebLogic Server domain. You can register a database-based MDS Repository using Fusion Middleware Control or WLST, as described in the following topics:

	
Registering a Database-Based MDS Repository Using Fusion Middleware Control


	
Registering a Database-Based MDS Repository Using WLST






14.3.2.1.1 Registering a Database-Based MDS Repository Using Fusion Middleware Control

You create a database-based MDS Repository using RCU, as described in Section 14.2.

To register a database-based MDS Repository using Fusion Middleware Control:

	
From the navigation pane, expand the farm, then WebLogic Domain.


	
Select the domain.


	
From the WebLogic Domain menu, choose Metadata Repositories.

The Metadata Repositories page is displayed, as shown in the following figure:

[image: Description of mr_home.gif follows]
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In the Database-Based Repositories sect