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Preface

Enterprise Manager 12¢ provides a rich and powerful compliance management
framework that automatically tracks and reports conformance of managed targets to
industry, Oracle, or internal standards. Enterprise Manager 12¢ ships with compliance
standards for Oracle hardware and software including Database, Exadata Database
Machine, Fusion Middle Ware, VM Manager and more. These compliance standards
validate conformance to Oracle configuration recommendations, best practices, and
security recommendations.

This document is intended for database administrators.

This document provides you with an understanding of the provided Oracle Database
related compliance standards and how to go about using them. Although the Oracle
compliance standards can be customized to match a user's specific requirements, the
scope of this document is to explain how to use the compliance standards as provided.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For
information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or
visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing
impaired.

Related Documents

For more information, see the following document in the Oracle Enterprise Manager
Release 12c documentation set:

»  Oracle Enterprise Manager Lifecycle Management Guide

Conventions

The following text conventions are used in this document:
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Convention Meaning

boldface Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

monospace Monospace type indicates commands within a paragraph, URLs, code

in examples, text that appears on the screen, or text that you enter.




Part |

Managing Oracle Fusion Middleware

The chapters in this part describe how you can discover and monitor Oracle Fusion
Middleware targets, including Oracle WebLogic Server and deployed Java EE
applications.

The chapters are:

s Chapter 1, "Introduction to Middleware Management"
»  Chapter 2, "Discovering Middleware Targets"

s Chapter 3, "Managing Middleware Targets"

»  Chapter 4, "Testing Application Load and Performance"

»  Chapter 5, "Monitoring Business Applications"
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Introduction to Middleware Management

This chapter provides an introduction to how you can use Oracle Enterprise Manager
Cloud Control to monitor and manage middleware software, including Oracle Fusion
Middleware and Oracle WebLogic Server.

Note: The features documented in this manual pertain to Enterprise
Manager for Oracle Fusion Middleware Plug-in version 12.1.0.3.

This chapter covers the following:
» Middleware Management with Enterprise Manager Cloud Control

s Fusion Middleware Control Versus Cloud Control

1.1 Middleware Management with Enterprise Manager Cloud Control

Middleware is the software that enables your enterprise applications to run. Managing
the underlying middleware technology can be difficult, and IT organizations often
have to rely on a variety of specialized tools. This can lead to inefficiency and may
introduce complexities and risks.

Enterprise Manager Cloud Control is the definitive tool for middleware management
and allows you to manage both Oracle applications and custom Java EE applications
that run on a combination of Oracle Fusion Middleware as well as non-Oracle
middleware software.

Oracle Enterprise Manager Cloud Control is a Web browser-based, graphical user
interface that you can use to monitor multiple Oracle Fusion Middleware Farms and
Oracle WebLogic Domains. In fact, Cloud Control provides deep management
solutions for Oracle technologies including Oracle packaged applications, Oracle
Database and Oracle VM.

Enterprise Manager Cloud Control supports the discovery, monitoring and central
management of the entire family of Oracle Fusion Middleware components, including:

= Oracle WebLogic Server farms, domains, clusters and single server instances
s Clustered and standalone Java EE applications

= Web tier components, including Oracle HTTP Server and Oracle Web Cache
= Service-Oriented Architecture (SOA) components

s Oracle Identity Management

= Metadata Services repositories
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s Oracle WebCenter

s Oracle Portal

= Oracle Business Intelligence Discoverer
s Oracle Forms Services

= Oracle Reports

= Directory Server Enterprise Edition

s Oracle Coherence

= Oracle Exalogic Elastic Cloud

s Oracle Application Server

s Java EE

Cloud Control also offers extensive support for non-Oracle technologies through more
than two dozen heterogeneous management plug-ins and connectors including
Microsoft MOM, IBM WebSphere Application Server, JBoss Application Server, EMC
storage, F5 BIG IP, Check Point Firewall, and BMC Remedy.

A key benefit of Enterprise Manager Cloud Control is that unlike other Fusion
Middleware management utilities - such as Fusion Middleware Control and the
WebLogic Server Administration Console - you can monitor and manage multiple
middleware targets, such as all of your WebLogic Server domains, from a single
console.

You can also view real time as well as historic performance metrics collected from
middleware targets. This enables you to monitor the availability and performance of
Oracle Fusion Middleware software both in real time and from a historical perspective
for trend analysis and diagnosing availability and performance problems.

Enterprise Manager Cloud Control also enables you to manage the infrastructure upon
which the middle tier depends. You can manage underlying operating systems and
hosts on which the middleware software is installed. You can also monitor the
databases used by deployed applications, enabling you to diagnose application
performance problems and identify the true root cause of the problem and the tier
(middleware, database) on which it occurs.

The built-in topology viewer allows you to visualize and monitor your entire Oracle
Fusion Middleware environment in a graphical display. Topologies can be viewed for
a single SOA composite, an Oracle WebLogic Domain, or across multiple Oracle
WebLogic Domains.

Management of Service-Oriented Architecture (SOA) components such as BPEL
processes and infrastructure components such as Oracle Service Bus, is also supported.
The infrastructure provides monitoring, fault management, configuration
management, deployment and dependency views of wiring between components.

1.2 Fusion Middleware Control Versus Cloud Control

This section compares the Oracle Fusion Middleware management capabilities of
Oracle Enterprise Manager Fusion Middleware Control (Fusion Middleware Control)
and Oracle Enterprise Manager Cloud Control.
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1.2.1 Managing Fusion Middleware with Fusion Middleware Control

Fusion Middleware Control organizes a wide variety of performance data and
administrative functions into distinct, Web-based home pages for the farm, cluster,
domain, servers, components, and applications. The Fusion Middleware Control home
pages make it easy to locate the most important monitoring data and the most
commonly used administrative functions all from your Web browser.

Fusion Middleware Control is a part of the Oracle Fusion Middleware installation.
With Fusion Middleware Control, you can:

= Manage a single Oracle Fusion Middleware Farm and a single WebLogic Domain.

= Monitor the availability and performance of Fusion Middleware software in real
time mode.

s Perform routine administration tasks such as deploying applications, configuring
parameters etc.

For more details, see the Oracle Fusion Middleware 11g Administrator’s Guide.

1.2.2 Key Oracle Fusion Middleware Management Features

Cloud Control provides full historical monitoring across the middleware tier, from
WebLogic Server instance and the Java virtual machine (JVM) it runs within to the
Oracle Fusion Middleware components running on the application server. It also
provides full configuration and lifecycle management of middleware components,
while the product’s extensive performance monitoring and diagnostics capabilities
enable troubleshooting issues anywhere within the middleware tier.

With Oracle Enterprise Manager Cloud Control, you can:

s Centrally manage multiple Oracle Fusion Middleware Farms and WebLogic
Domains.

= Manage third party products such as IBM WebSphere Application Server, JBoss
Application Server, Apache Tomcat and the Microsoft .NET Framework.

= Manage non-middleware software such as underlying operating systems and
hardware on which the middleware software is installed. This allows
administrators to correlate middleware performance with its underlying host
performance.

= Manage database software and diagnose application performance problems and
identify the true root cause of the problem and the tier (middleware, database) on
which it occurs.

= Monitor the availability and performance of Oracle Fusion Middleware software
in real time and from a historical perspective for trend analysis.

= Diagnose availability and performance problems.

= Monitor and trace important end-user requests from the client to the service
endpoint across all the servers and applications associated with each transaction.

= Use Application Dependency and Performance (ADP) to analyze Java EE and SOA
applications.

= Monitor Java applications and diagnose performance problems in production
using JVM Diagnostics.

s Define Service Level Objectives (SLOs) in terms of out-of-box system-level metrics
as well as end user experience metrics to accurately monitor and report on Service
Level Agreement (SLA) compliance.
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s Perform several critical tasks like:

- Setting thresholds on performance metrics. When these thresholds are
violated, e-mail and page notifications are sent.

- Tracking configuration changes and comparing configurations between
example test environment and production environment.
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Discovering Middleware Targets

In order to manage and monitor Oracle Fusion Middleware components such as
WebLogic Server instances and clusters, as well as the Java EE applications that
depend on them, Enterprise Manager Cloud Control must first "discover” the Fusion
Middleware Domain containing these components.

Once discovered, the domain and the components within it can be promoted to
"managed target" status. In this process, Management Agents are assigned to each
target, enabling Enterprise Manager Cloud Control to collect the data needed to
monitor the target.

Note: The Oracle Fusion Middleware versions for which discovery is
supported in Oracle Enterprise Manager Cloud Control release
12.1.0.2 is available from the certification matrix located on My Oracle
Support (https://support.oracle.com).

This chapter contains the following sections:
s Enabling Automatic Discovery of Fusion Middleware Targets
s Discovering Targets Manually

= Discovering New or Modified Domain Members

2.1 Enabling Automatic Discovery of Fusion Middleware Targets

Cloud Control provides the ability to automatically search for potential Oracle Fusion
Middleware targets on host machines that are already being managed by Cloud
Control. You can configure automatic discovery to run on a regular schedule, such as
every 2 days. Discovery is run every 24 hours by default.

Once automatic discovery has been configured, you can check the Auto Discovery
Results page to see what new Oracle Fusion Middleware targets have been discovered.
You can then promote targets to managed target status by assigning a Management
Agent to monitor and manage the target. To make things a bit easier, the Management
Agent should already be pushed on to the target host. This enables you to configure
auto-discovery on that host.

The following describes the process for configuring automatic discovery of Oracle
Fusion Middleware targets only. However, Cloud Control actually enables you to
configure discovery of a variety of Oracle target types.

Note: The automatic discovery feature is not supported for Oracle WebLogic Server
version 8.x.
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1. From the Setup menu, select Add Target, then select Configure Auto Discovery.

Figure 2—1 Configure Auto Discovery Option

[E™ Help - | g SvAMAN - | Lonc
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Adrninistration Groups. .. | Moatifications L
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Generic Service. .. Ty Oracle Support L4

2.  On the Configure Auto Discovery page, select the Oracle Fusion Middleware link
in the table to configure auto discovery for Oracle Fusion Middleware or click the
icon in the Configure Host Discovery column to configure that Oracle Fusion
Middleware row.

Figure 2-2 Configure Auto Discovery Page
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3. Set the schedule at which the discovery job will be run, in days. This schedule will
be applied to all selected hosts. By default the job will run every 24 hours.
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Figure 2-3 Schedule for Configuring Target Discovery
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4. Click Add Host. Select the host machines you want to include in the discovery.

Figure 2-4 Host Machines Available for Discovery
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5. Select a host in the table, and then click Edit Parameters to specify the Middleware
Homes to search for targets. The Middleware Home is the top-level directory for
all Oracle Fusion Middleware products, created when Oracle WebLogic Server is
installed.

Enter * to search all Middleware Homes, or specify the path to one or more
Middleware Homes on the host, each separated by a comma.
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Figure 2-5 Edit Parameters
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6. Click the OK button located at the right of the screen. At this point, automatic
discovery has been enabled, and the discovery job will run at the scheduled
frequency.

7. Once automatic discovery has been enabled, you should check Cloud Control
regularly to view the list of discovered targets. From the Setup menu, select Add
Target, then select Auto Discovery Results.

Figure 2-6 Auto Discovery Results Option
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8. Click the Non-Host Targets tab to view the discovered Oracle Fusion Middleware
targets.
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Figure 2-7 Auto Discovery Results Page
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9. Select a target, then click Promote.

If multiple targets of various types are listed, you can expand Search, then select
the Target Type you are looking for (such as Oracle WebLogic Domain). Click
Search to display the selected discovered target types.

Figure 2-8 Promote Tab
Auto Discovery Results
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10. Supply or accept values for the following parameters:

Figure 2-9 shows the parameters that need to be provided.
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Figure 2-9 Parameters
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»  Administration Server Host

Enter the host name on which the Administration Server is installed and
running for the Oracle WebLogic Domain that you want to promote to a
managed target, for example: myhost 06 . example.com

n Port
Enter the WebLogic Administration Server port. The default is 7001.

If the WebLogic Administration Server is secured using the Secure Sockets
Layer (SSL) protocol, specify the location of the trusted keystore file. The
keystore is a protected database that holds keys and certificates for an
enterprise. See Advanced Parameters.

= Enter the WebLogic Administration Server user name and password.

If you want to discover the target only for monitoring purposes, then it is
sufficient to provide a user name that has a monitoring role. If you want to
monitor the target and also perform start/stop operations, then ensure that
you provide a user name that has either an operator role or an administrator
role.

Note: There is the potential of account locking issues if you enter the default
WebLogic user name, and the account password is changed without updating
the Enterprise Manager monitoring credentials for the Domain and Farm.

s Unique Domain Identifier.

Specify a Unique Domain Identifier. This value is used as a prefix to ensure
farm names are unique in environments with the same domain name. By
default, Enterprise Manager will pre-pend the name with "Farm", followed by
a two-digit number, such as "Farm01".

= Agent

Host name for a Management Agent that will be used to discover the Fusion
Middleware targets.

If a Management Agent exists on the WebLogic Administration Server host,
the host name for this Management Agent will be supplied by default.
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However, you can specify any Management Agent on any host that is
managed by Cloud Control to perform the discovery.

Note: To access all supported features, Oracle recommends that you have a
Management Agent local to each managed server in the domain and to use
that Management Agent to monitor the WebLogic Servers on that local host
machine. Though remote Management Agents can manage WebLogic Server
targets, the local Management Agent is recommended.

Some features that are not supported when there is no local Management
Agent:

- To patch a WebLogic Server, you need a local Management Agent on each
WebLogic Server machine.

- If you want to use Oracle Support Workbench for a WebLogic Server
target, then the target requires a local Management Agent.

- Cloning requires a local Management Agent at the source administration
server machine and a local Management Agent at all destination
machines.

Advanced Parameters

If the target domain is secured, expand the Advanced node to specify the protocol
to use in the Protocol field. The default value is t3.

For additional details on discovering a domain secured using the Secure Sockets
Layer (SSL) protocol, see section "C" in My Oracle Support Note 1093655.1. You
can access My Oracle Support at the following URL:

https://support.oracle.com/CSP/ui/flash.html

JMX Protocol

Used to make a JMX connections to the Administration Server. For Secure
domain JMX protocol - use t3s. If WebLogic domain is using a demo
certifciate, this certficate is automatically updated to monitoring and
discovery agent. If a custom certificate is used, refer to Chapter 7, "Monitoring
WebLogic Domains" for information on how to import a certificate.

Discover Down Servers

Use this check box to discover servers that are down. While adding Oracle
Fusion Middleware WebLogic Domain targets to Enterprise Manager Cloud
Control, you can now choose whether to add WebLogic Server targets that are
discovered in a down state. This gives you more control in determining what
to automatically add to Cloud Control for centralized management and
monitoring.

To monitor down servers, their Listener Address must be set. Otherwise, these
servers will have "temp-host” as host value and the local agent cannot be
determined for monitoring. Therefore, the servers will always be shown as
down.

When servers come up, this WebLogic domain needs to be refreshed for
populating the correct host name and monitoring.

JMX Service URL

Optionally supply the Java Management Extensions (JMX) Service URL that
will be used to establish a JMX connection to the WebLogic Administration
Server. For example:
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service:jmx:t3://server.example.com:5555/jndi/weblogic.management.m
beanservers.domainruntime

If you do not specify this URL, Enterprise Manager will provide the Service
URL based on the host port and protocol. If this is specified, the
Administration server host and port information still must be provided in the
input parameters.

s External Parameters

Optionally enter any system properties to be used by the Java process to
connect to the WebLogic Administration Server in the Parameters field.

Supply space-separated name/value pairs. Preface each parameter with -D.
For example:

-Dparaml=xxx -Dparam2=yyy -Dparam3=zzz
= Discovery Debug File Name

If problems occur while adding Middleware-related targets or refreshing
domain membership, you can enable additional debugging information to
quickly diagnose and resolve the issue. This file will be created in the
discovery Agent's log directory.

11. Click Continue. Enterprise Manager will discover all Fusion Middleware targets
within the domain.

12. Click Close in the Finding Targets dialog to automatically assign Management
Agents to the discovered targets.

The Assign Agents page lists each Fusion Middleware target discovered and the
Management Agent assigned to each. Agents are automatically assigned as
follows:

s Ifalocal Management Agent is installed on the discovered target host, that
Agent will be assigned.

= Ifalocal Management Agent cannot be found on the host, the Agent specified
in the Targets page will be assigned.

Note that you can also manually assign Management Agents to specific targets, if
desired.

13. Click Add Targets to assign Management Agents as listed in the Assign Agents
page.
The Saving Target to Agent processing window appears, indicating how many

total targets have been added and successfully saved. It will also indicate the
number of targets that were unsuccessfully added.

14. Click Close in the processing window when finished. The Results page displays
the targets and Agent assignments.

15. Click OK when finished. There may be a delay before these targets are visible and
monitored. All the agents used for monitoring the targets must be up.

2.2 Discovering Targets Manually
This section covers the following;:
= Discovering a WebLogic 9.x or 10.x Domain Using Cloud Control

= Discovering Multiple WebLogic Domains Using EM CLI
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2.2.1 Discovering a WebLogic 9.x or 10.x Domain Using Cloud Control

Oracle WebLogic Server release 9.x and 10.x domains and their respective components
can be discovered using Enterprise Manager Cloud Control. A wizard guides you
through the discovery process.

Note: To discover a WebLogic Server domain, the Administration
Server must be up because the Management Agent must make a JMX
connection to it. If the Administration Server is down, discovery
cannot occur.

Thereafter, to monitor the WebLogic Server domain, the
Administration Server need not be up.

1. From the Setup menu, select Add Target, then select Add Targets Manually.

2. Select the Add Non-Host Targets Using Guided Process (Also Adds Related
Targets) option.

3. Select Oracle Fusion Middleware as the target type.
4. Click Add Using Guided Discovery.

5. Supply or accept values for the following parameters:

Administration Server Host

Enter the host name on which the Administration Server is installed and
running for the Oracle WebLogic Domain that you want to promote to a
managed target, for example: myhost06.example.com

Port
Enter the WebLogic Administration Server port. The default value is 7001.

If the WebLogic Administration Server is secured using the Secure Sockets
Layer (SSL) protocol, specify the location of the trusted keystore file. The
keystore is a protected database that holds keys and certificates for an
enterprise. See Advanced Parameters.

Enter the WebLogic Administration Server user name and password.

If you want to discover the target only for monitoring purposes, then it is
sufficient to provide a user name that has a monitoring role. If you want to
monitor the target and also perform start/stop operations, then ensure that
you provide a user name that has either an operator role or an administrator
role.

Unique Domain Identifier.

Specify a Unique Domain Identifier. This value is used as a prefix to ensure
farm names are unique in environments with the same domain name. By
default, Enterprise Manager will pre-pend the name with "Farm", followed by
a two-digit number, such as, "Farm01".

Agent

The host name for a Management Agent that will be used to discover the
Fusion Middleware targets.

If a Management Agent exists on the WebLogic Administration Server host,
the host name for this Management Agent will be supplied by default.
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However, you can specify any Management Agent on any host that is
managed by Cloud Control to perform the discovery.

Note: To access all supported features, Oracle recommends that you have a
Management Agent local to each managed server in the domain and to use
that Management Agent to monitor the WebLogic Servers on that local host
machine. Though remote Management Agents can manage WebLogic Server
targets, the local Management Agent is recommended.

Some features that are not supported when there is no local Management
Agent:

- To patch a WebLogic Server, you need a local Management Agent on each
WebLogic Server machine.

- If you want to use Oracle Support Workbench for a WebLogic Server
target, then the target requires a local Management Agent.

- Cloning requires a local Management Agent at the source administration
server machine and a local Management Agent at all destination
machines.

Advanced Parameters

If the target domain is secured, expand the Advanced node to specify the protocol
to use in the Protocol field. The default value is t3.

For additional details on discovering a domain secured using the Secure Sockets
Layer (SSL) protocol, see section "C" in My Oracle Support Note 1093655.1. You
can access My Oracle Support at the following URL:

https://support.oracle.com/CSP/ui/flash.html
s JMX Protocol

Used to make a JMX connections to the Administration Server.
= Discover Down Servers

Use this check box to discover servers that are down. While adding Oracle
Fusion Middleware WebLogic Domain targets to Enterprise Manager Cloud
Control, you can now choose whether to add WebLogic Server targets that are
discovered in a down state. This gives you more control in determining what
to automatically add to Cloud Control for centralized management and
monitoring.

To monitor down servers, their Listener Address must be set. Otherwise, these
servers will have "temp-host” as host value and the local agent cannot be
determined for monitoring. Therefore, the servers will always be shown as
down.

When servers come up, this WebLogic domain needs to be refreshed for
populating the correct host name and monitoring.

s JMX Service URL

Optionally supply the Java Management Extensions (JMX) Service URL that
will be used to establish a JMX connection to the WebLogic Administration
Server. For example:

service:jmx:t3://server.example.com:5555/jndi/weblogic.management .m
beanservers.domainruntime

If you do not supply a value, Enterprise Manager will provide the Service
URL based on the host port and protocol. If this is specified, the
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Administration server host and port information still must be provided in the
input parameters.

s External Parameters

Optionally enter any system properties to be used by the Java process to
connect to the WebLogic Administration Server in the Parameters field.

Supply space-separated name/value pairs. Preface each parameter with -D.
For example:

-Dparaml=xxx -Dparam2=yyy -Dparam3=zzz
= Discovery Debug File Name

If problems occur while adding Middleware-related targets or refreshing
domain membership, you can enable additional debugging information to
quickly diagnose and resolve the issue.

6. Click Continue. Enterprise Manager will discover all Fusion Middleware targets
within the domain.

7. Click Close in the Finding Targets dialog to automatically assign Management
Agents to the discovered targets.

The Assign Agents page lists each Fusion Middleware target discovered and the
Management Agent assigned to each. Agents are automatically assigned as
follows:

s Ifalocal Management Agent is installed on the discovered target host, that
Agent will be assigned.

= Ifalocal Management Agent cannot be found on the host, the Agent specified
in the Targets page will be assigned.

Note that you can also manually assign Management Agents to specific targets, if
desired.

8. Click Add Targets to assign Management Agents as listed in the Assign Agents
page.
The Saving Target to Agent processing window appears, indicating how many

total targets have been added and successfully saved. It will also indicate the
number of targets that were unsuccessfully added.

9. Click Close in the processing window when finished. The Results page displays
the targets and Agent assignments.

10. Click OK when finished. There may be a delay before these targets are visible and
monitored. All the agents used for monitoring the targets must be up.

2.2.2 Discovering Multiple WebLogic Domains Using EM CLI

If you have multiple WebLogic domains that you want to manage through Enterprise
Manager Cloud Control, you can use the Enterprise Manager Command Line Interface
(EM CLI) discover_wls verb to discover them all at once, rather than discovering them
one at a time using the discovery wizards.

The discover_wls verb can be used to discover WebLogic Server versions 7.x, 8., 9.x,
and 10.x domains. The verb reads a file named domain_discovery_file that contains
the information required to discover each domain.

See the Enterprise Manager Command Line Interface book for instructions on using the
discover_wls verb.
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2.3 Discovering New or Modified Domain Members

In the typical enterprise, Oracle WebLogic domains do not remain static. Instead,
membership in the domain changes regularly: New Java EE applications are deployed,
WebLogic Server instances are created or removed, clusters are added, and so on.

By default, Enterprise Manager Cloud Control is not automatically aware of changes
made to Oracle WebLogic domains that have been configured as managed targets.
However, the application does provide the ability to discover and uptake new or
modified domain members.

This section covers the following;:
= Enabling Automatic Discovery of New Domain Members

= Manually Checking for New or Modified Domain Members

2.3.1 Enabling Automatic Discovery of New Domain Members

You can enable a pre-defined Cloud Control job named "WebLogic Domain Refresh" to
automatically discover new domain members and add them as managed targets.

Note: Whenever you perform the Refresh operation, the
Administration Server must be up and the Discovery Agent must be
able to connect to it using JMX.

1. From the Targets menu, select Middleware.

2. Click on the WebLogic Domain you want to enable the job for in the Middleware
home page.

3. In the General region of the page, click the timestamp link next to the WebLogic
Domain Refreshed property. The Refresh WebLogic Domain dialog opens.

4. Check the Enable Automatic Refresh box in the Refresh WebLogic Domain
dialog, then click OK.

Once enabled, the job will check for new domain members once every 24 hours by
default. To change the job settings, including the frequency at which it is run:

1. Click the Jobs tab.
2. Click the job title in the Job Activity page.
3. Click Edit.

2.3.2 Manually Checking for New or Modified Domain Members

You can use Cloud Control to check a domain for new or modified members on a
periodic basis.

1. From the Targets menu, select Middleware.
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Figure 2-10 Targets Menu
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3. From either the Farm or WebLogic Domain menu, select Refresh WebLogic
Domain. The Refresh WebLogic Domain dialog opens.
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Figure 2-12 Refresh WebLogic Domain Menu Option
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4. Click Add/Update Targets. The Management Agent refreshes by connecting to the
Administration Server. The Administration Server must be up for the refresh to
occur. Click Close on the Confirmation page. Cloud Control will search the
domain for new and modified targets.

Figure 2-13 Add/Update Option on Refresh WebLogic Domain Page
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5. The Assign Agents page displays the Fusion Middleware targets discovered and
the Management Agent assigned to each. Click Add Targets to assign
Management Agents as listed in the Assign Agents page.

Agents are automatically assigned as follows:
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s Ifalocal Agent can be found on the target host, that Agent will be assigned.

= If alocal Agent cannot be found on the host, the Agent specified in the Targets
page will be assigned.

Note that you can also manually assign Agents to specific targets, if desired.

You can also modify the Domain Global Properties, for example, Contact, Cost
Center, Lifecycle Status, and so on).

Figure 2-14 Assign Agents Page
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Figure 2-15 Confirmation of Finding Targets
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6. The Saving Targets to Agent processing window appears, indicating how many
total targets have been added and successfully saved. It will also indicate the
number of targets that were unsuccessfully added.

Figure 2-16 Confirmation Saving Targets to Agent
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7. Click Close in the processing window when finished. The Results page displays
the following options: Show Targets Details and Show Weblogic Domain Global
Properties. The Show Targets Details page shows the targets and Agent
assignments.

Note: If there were targets that were removed, you can go back to the Refresh
WebLogic Domain page and click Remove Targets to remove the targets and any
historical information in the Management Repository. See Removing Targets.

Figure 2-17 Refresh WebLogic Domain Results Page
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8. Click OK when finished. There may be a delay before these targets are visible and
monitored. All the agents used for monitoring the targets must be up.

2.3.3 Removing Targets

Removing targets from the Management Repository:

= Identifies targets that are deleted from the Weblogic Domain, for example,
WebLogic Servers, Clusters, Applications (both generic and custom), and any
other System Components.

= Shows the list of targets which might have been deleted from the product, but
Enterprise Manager cannot determine if they were deleted or not. For these
targets, decide whether these targets should be deleted and mark them as such.

= Shows duplicate targets. For example, if for the same application deployment
there is a custom and a generic target, the will shows the generic target which can
be deleted.

= Shows the older versioned application deployments which can be deleted if a
newer version of the same application is present.

s Lists all the down servers. You can decide to either blackout or delete these
servers.
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Managing Middleware Targets

This chapter describes how you can use Enterprise Manager to monitor Middleware
software.

Note: Oracle provides a free self-paced course regarding the best
practices on managing WebLogic and Service Oriented Architecture
(SOA) applications and infrastructure. It consists of interactive
lectures, videos, review sessions, and optional demonstrations, and
lasts about two hours.

The Oracle Enterprise Manager Cloud Control 12c: Best Practices for
Middleware Management self-study is available at
http://www.oracle.com/webfolder/technetwork/tutorials/tutori
al/em/Oracle%20Enterprise%20Manager%20Cloud%20Control%2012¢c%
20Middleware%20Management$20Best$20Practices%$20Self-Study%20

Course/player.html

This chapter covers the following:

= Middleware Targets in Enterprise Manager

= Monitoring Middleware Targets

» Diagnosing Performance Problems

s Administering Middleware Targets

» Lifecycle Management

= Managing Service Levels

= Job System

= Topology Viewer

= Support Workbench

3.1 Middleware Targets in Enterprise Manager

After you have added a Middleware target (e.g. Oracle Fusion Middleware, Oracle
WebLogic Domain, Oracle Application Server, JBoss Application Server), you can view
general information about the targets including their status and availability on the
Middleware page. You can drill down into each target to get further details like how
the target is performing, where it is deployed, the version, location of its home
directory, and so on.
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You can also view the number of critical, warning, and error alerts generated for the
past 24 hours. These alerts indicate that a particular metric condition has been
encountered. For example, an alert is triggered when a metric threshold is reached.
Using these details, you can drill down to investigate the target and the problem that
triggered the alert.

You can monitor the following components using Oracle Enterprise Manager Cloud
Control:

s Oracle Fusion Middleware Components
s Oracle Application Server Components

s Non-Oracle Middleware Components

3.1.1 Oracle Fusion Middleware Components

A farm is a collection of components managed by Fusion Middleware Control. It can
contain Oracle WebLogic Domains, one Administration Server, one or more Managed
Servers, and the Oracle Fusion Middleware components that are installed, configured,
and running in the domain. You can monitor the following Oracle Fusion Middleware
components using Enterprise Manager:

s Oracle WebLogic Domains, Clusters, and Managed Servers: A WebLogic Server
domain is a logically related group of WebLogic Server resources that you manage
as a unit. A domain includes one or more WebLogic Servers and may also include
WebLogic Server clusters. Clusters are groups of WebLogic Servers instances that
work together to provide scalability and high-availability for applications. With
Oracle Enterprise Manager, you can monitor and manage the farm, domains,
clusters, servers, and deployed applications.

»s  Oracle SOA Suite: The Oracle SOA Suite enables services to be created, managed,
and orchestrated into SOA composite applications. Composite applications enable
you to easily assemble multiple technology components into one SOA composite
application. Oracle SOA Suite plugs into heterogeneous infrastructures and
enables enterprises to incrementally adopt SOA. You can:

- Automatically discover and model SOA components such as BPEL Process
Manager, Oracle Service Bus, Service Engines, and so on.

—  Monitor the health and performance of the SOA components.
—  Trace the flow of an instance across all SOA Infrastructure applications.
- Create systems, services, and aggregate services.

s Oracle WebCenter: The Oracle WebCenter is an integrated set of components with
which you can create social applications, enterprise portals, collaborative
communities, and composite applications, built on a standards-based,
service-oriented architecture. It combines dynamic user interface technologies
with which to develop rich internet applications, the flexibility and power of an
integrated, multichannel portal framework, and a set of horizontal Enterprise 2.0
capabilities delivered as services that provide content, collaboration, presence, and
social networking capabilities. Based on these components, Oracle WebCenter also
provides an out-of-the-box, enterprise-ready customizable application, WebCenter
Spaces, with a configurable work environment that enables individuals and
groups to work and collaborate more effectively.

s Oracle Web Tier: This consists of:

— Oracle HTTP Server: Oracle HTTP Server (OHS) is the underlying deployment
platform for all programming languages and technologies that Oracle Fusion
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Middleware supports. It provides a Web listener and the framework for
hosting static and dynamic pages and applications over the Web. Based on the
proven technology of the Apache 2.2.10 infrastructure, OHS includes
significant enhancements that facilitate load balancing, administration, and
configuration. It also includes a number of enhanced modules, or mods, which
are extensions to the HTTP server that extend its functionality for other
enterprise applications and services. You can:

*  Automatically discover and monitor Oracle HTTP Servers running within
the application servers.

*  View a list of metrics to gauge the server performance and virtual host
performance.

*  View the top URLs being accessed.

*  Perform the enterprise configuration management tasks like viewing,
comparing, and searching configuration information.

— Oracle Web Cache: Oracle Web Cache is a content-aware server accelerator, or
reverse proxy, for the Web tier that improves the performance, scalability, and
availability of Web sites that run on any Web server or application server, such
as Oracle HTTP Server and Oracle WebLogic Server. Oracle Web Cache is the
primary caching mechanism provided with Oracle Fusion Middleware.
Caching improves the performance, scalability, and availability of Web sites
that run on Oracle Fusion Middleware by storing frequently accessed URLs in
memory. You can:

*  Automatically discover and monitor OracleAS Web Cache instances
running within application servers.

*  View the metrics associated with this target to analyze their performance.

*  Perform enterprise configuration tasks like viewing, comparing, and
searching configuration information.

Oracle Identity Management: This is an enterprise identity management system
that automatically manages users’ access privileges within the resources of an
enterprise. The architecture of Oracle Identity Management works with the most
demanding business requirements without requiring changes to existing
infrastructure, policies, or procedures. It provides a shared infrastructure for all
Oracle applications. It also provides services and interfaces that facilitate
third-party enterprise application development. These interfaces are useful for
application developers who need to incorporate identity management into their
applications.

Oracle Portal: This is a Web-based tool for building and deploying e-business
portals. It provides a secure, manageable environment for accessing and
interacting with enterprise software services and information resources. A portal
page makes data from multiple sources accessible from a single location.

Oracle Forms Services is a middle-tier application framework for deploying
complex, transactional forms applications to a network such as an Intranet or the
Internet. With Oracle Forms Services, business application developers can quickly
build comprehensive Java client applications that are optimized for the Internet
without writing any Java code, and that meet (and exceed) the requirements of
professional user communities. These Java client applications are Web-deployed
applications available on demand for rapid processing of large amounts of data
and rapid completion of complex calculations, analysis, and transactions.
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»s  Oracle Coherence is a component of Oracle Fusion Middleware that enables
organizations to predictably scale mission-critical applications by providing fast
and reliable access to frequently used data. By automatically and dynamically
partitioning data in memory across multiple servers, Oracle Coherence enables
continuous data availability and transactional integrity, even in the event of a
server failure. As a shared infrastructure, Oracle Coherence combines data locality
with local processing power to perform real-time data analysis, in-memory grid
computations, and parallel transaction and event processing. Oracle Coherence
comes in three editions. You can:

- Discover and manage a Coherence cluster and its various entities.

— Monitor and configure various components such as nodes, caches, services,
connections, and connection manager instances of a Coherence cluster.

- Deploy and install a Coherence node based on the Provisioning Advisory
framework.

s Oracle Business Intelligence is a complete, integrated solution that addresses
business intelligence requirements. Oracle Business Intelligence includes Oracle
Business Intelligence Reporting and Publishing, Oracle Business Intelligence
Discoverer, and Oracle Business Intelligence Publisher. You can:

— Manually discover Oracle BI Suite EE targets, and monitor their overall health.

- Diagnose, notify, and correct performance and availability problems in Oracle
BI Suite EE targets.

- Access current and historical performance information using graphs and
reports.

— Perform enterprise configuration management tasks like viewing, comparing,
and searching configuration information.

s Oracle Universal Content Management System provides a unified application for
several different kinds of content management. It is an enterprise content
management platform that enables you to leverage document management, Web
content management, digital asset management, and records retention
functionality to build and complement your business applications. Building a
strategic enterprise content management infrastructure for content and
applications helps you to reduce costs, easily share content across the enterprise,
minimize risk, automate expensive, time-intensive and manual processes, and
consolidate multiple Web sites onto a single platform for centralized management.
Through user-friendly interfaces, roles-based authentication and security models,
Oracle Universal Content Management empowers users throughout the enterprise
to view, collaborate on or retire content, ensuring that all accessible distributed or
published information is secure, accurate and up-to-date.

3.1.2 Oracle Application Server Components

You can monitor Oracle Application Server 10g components like Oracle Application
Server Farms, Oracle Application Server Clusters, Oracle Application Servers, OC4J,
Oracle HTTP Servers, Oracle Web Cache, Oracle Portal, Oracle Wireless, Oracle Forms
Services, Oracle Reports Services, Oracle Business Intelligence, and Oracle Identity
Management.
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3.1.3 Non-Oracle Middleware Components

In addition to monitoring Oracle Middleware components, Enterprise Manager can
also be used to monitor non-Oracle Middleware software. The third-party Middleware
software that can be monitored includes the following:

s WebSphere Application Server

= WebSphere MQ

= JBoss Application Server

= Apache Tomcat

= Apache HTTP Server

= Microsoft Exchange Server

= Microsoft Internet Information Services
= Microsoft Active Directory

= Microsoft Commerce Server

= Microsoft BizTalk Server

= Microsoft Internet Security and Acceleration

m  Microsoft .NET Framework

3.2 Monitoring Middleware Targets

Enterprise Manager organizes a wide variety of performance data and administrative
functions into distinct, Web-based home pages for the farm, domain, servers,
components, and applications.

3.2.1 Target Home Page

Enterprise Manager provides centralized monitoring across domains, configuration
management, provisioning, real time and historical performance analysis. You need to
drill down to Oracle Fusion Middleware Control to perform administrative tasks and
manage components in your farm.

The Home pages make it easy to locate the most important monitoring data and the
most commonly used administrative functions—all from your Web browser.

When you login into Enterprise Manager and select a Middleware target, the Home
page for the target is displayed. For example, when you click on a WebLogic Server
target in the Middleware page, the following screen is displayed.
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Figure 3-1 WebLogic Server Home Page
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This figure shows the target navigation pane on the left and the content page on the
right. From the target navigation pane, you can expand the tree and select a
component or an application. When you select a target, the target's home page is
displayed in the content pane and that target's menu is displayed at the top of the
page, in the context pane. You can also view the menu for a target by right-clicking the
target in the navigation pane.

In the preceding figure, the following items are called out:

Target Navigation Pane lists all of the targets in a navigation tree

Content Pane shows the current page for the target. When you first select a target,
that target's home page is displayed.

Dynamic Target Menu provides a list of operations that you can perform on the
currently selected target. The menu that is displayed depends on the target you
select. The menu for a specific target contains the same operations as those in the
Right-Click Target Menu.

Right-Click Target Menu provides a list of operations that you can perform on the
currently selected target. The menu is displayed when you right-click the target
name in the target navigation pane. In the figure, even though the WebLogic
Server is selected and its home page is displayed, the right-click target menu
displays the operations for the selected target.

Target Name is the name of the currently selected target.

Context Pane provides the host name, the time of the last page refresh, the Refresh
icon, and the Personalize Page icon.

View: You can select options to Expand All / Collapse All, Scroll First, and Scroll
Last in the navigation tree.
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= Refresh icon indicates when the page is being refreshed. Click it to refresh a page
with new data. (Refreshing the browser window refreshes the page but does not
retrieve new data.)

From the Home page, you can also access the Fusion Middleware Control and
WebLogic Server Administration Console by clicking on the appropriate link or
selecting the appropriate menu item on the page.

3.2.2 Qut-of-box Metrics

Enterprise Manager provides a set of pre-defined performance metrics for each
Middleware target. These metrics are available for domains, cluster, server,
applications, web services, resources etc. The metric data is collected and stored in the
Management Repository. For more details on the pre-defined metrics, see the Oracle
Fusion Middleware Metric Reference Guide.

For example, Enterprise Manager can automatically monitor:

s The CPU or memory consumption of the application server, including detailed
monitoring of individual Java Virtual Machines (JVMs) being run by Oracle
WebLogic servers.

= Java EE application responsiveness from the application down through individual
servlets and Enterprise JavaBeans (E]Bs)

s Oracle HTTP Server session volumes, connection duration, and error rates
s Oracle Web Cache hit rates and volumes

= Top servlets based on number of requests, maximum processing time, and highest
average processing time

The performance metrics provide details about the metric as a current real time value
(30 seconds, 1 minute, or 5 minutes) or a previous value (past 24 hours, 7 days, or 31
days). The historical information is displayed as graphs and a table. By using graphs,
you can easily watch for trends, and by using tables, you can examine details of past
metric severity history. The out-of-metrics can be viewed from the performance
summary pages as shown below:
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Figure 3-2 Performance Summary Page
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You can change which charts are displayed on the performance page and then save the
changes on a per-user, per-target-type basis. You can also save multiple customized
versions of a performance page, giving each version a name. This will save time by
allowing quick access to previously created version of the page. The Performance
Summary feature allows you to create named chart views. The generic performance
page is always shown in the context of one primary target. However, the performance
of that target may be dependent on, or affect the performance of other targets. To
explore these relationships you can chart metrics for multiple related targets on one
performance page. The Performance Summary feature allows you to chart metrics for
multiple related targets.

3.2.3 Analyzing Historical Performance

Enterprise Manager allows you to analyze historic metric data and perform trend
analysis. In Fusion Middleware Control, you cannot analyze historical metric data and
the real-time analysis is limited to a single domain. But in Enterprise Manager, the
metrics are collected and stored in the Management Repository, so you can analyze the
data well after the situation has changed. For example, you can use historical data and
diagnostic reports to research an application performance problem that occurred days
or even weeks ago.

You can even provide a customized time period for which the data should be retrieved
from the Management Repository. You can customize the time period for:

»  Pre-defined range of the last 24 hours, last 7 days, or last 31 days
s Customized range of any number of days, weeks, months, or years

= Any start date and end date (such that the duration is not greater than 99 years)
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Note: You can analyze historical metric data with Enterprise
Manager only. You cannot use Fusion Middleware Control to analyze
historic performance.

3.2.4 Setting Metric Thresholds for Alert Notifications

Metric snapshots are named snapshots of a target's past performance. You can use
metric snapshots to calculate thresholds based on deviations from this past
performance. Thresholds are boundary values against which monitored metric values
are compared. You can specify a threshold such that, when a monitored metric value
crosses that threshold, an alert is generated. You can get critical alerts when a
monitored metric has crossed its critical threshold or warning alerts when a monitored
metric has crossed its warning threshold.

Enterprise Manager provides a comprehensive set of features that facilitates
automated monitoring and generation of alerts. You can gather and evaluate
diagnostic information for targets distributed across the enterprise, and an extensive
array of Middleware performance metrics are automatically monitored against
predefined thresholds. By selecting a metric, you can determine whether the
thresholds have been defined for a particular metric. These thresholds are used as a
mechanism to generate alerts. These alerts in turn are used to notify you whether a
target is up or down, the response time is slow, and so on. Thus, you can monitor their
overall performance.

You can set up corrective actions to automatically resolve an alert condition. These
corrective actions ensure that routine responses to alerts are automatically executed,
thereby saving you time and ensuring that problems are dealt with before they
noticeably impact the users.

3.2.5 Monitoring Templates

You can also use monitoring templates to simplify the task of standardizing
monitoring settings across your enterprise. You can specify the monitoring settings
once and apply them to all Oracle Fusion Middleware targets. A Monitoring template
defines all the parameters you would normally set to monitor Middleware target, such
as:

s Target type to which the template applies

»  Metrics (including user-defined metrics), thresholds, metric collection schedules,
and corrective actions

When a change is made to a template, you can reapply the template across the affected
targets in order to propagate the new changes. You can reapply monitoring templates
as often as needed.

3.2.6 Managing and Creating Blackouts

Enterprise Manager comes with a bundle of performance and health metrics that
enable automated monitoring of application targets in your environment. When a
metric reaches the predefined warning or critical threshold, an alert is generated and
the administrator is notified.

However, there are occasions when you want to perform maintenance work on your
Middleware targets, and not want any alerts to be generated while you are bringing

them down. In this case, you can schedule a blackout and suspend monitoring of the
Middleware targets.
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Blackouts allow you to suspend any data collection activity on one or more monitored
targets, thus allowing you to perform scheduled maintenance on targets. If you
continue monitoring during these periods, the collected data will show trends and
other monitoring information that are not the result of normal day-to-day operations.
To get a more accurate, long-term picture of a target's performance, you can use
blackouts to exclude these special-case situations from data analysis. Enterprise
Manager allows you to define new blackouts; view the status of existing blackouts;
and edit, stop, and delete blackouts that are not required.

3.2.7 Extend Monitoring for Applications Deployed to WebLogic Server

Many administrators often require custom logic to be written to check for conditions
specific to their application environments. Enterprise Manager allows integration of
application instrumentation in the Enterprise Manager event monitoring
infrastructure. If application developers expose application instrumentation using
standards like JMX or Web Services operations, then you can build management
plug-ins for the instrumentation using easy-to-use command line tools, and leverage
the Enterprise Manager event monitoring system to monitor it. You do not have to edit
any XML files or write any integration code to integrate such instrumentation. Follow
these procedures to integrate application-defined instrumentation:

s Use Command Line Interfaces that analyze MBean interfaces for J]MX and WSDL
for Web Services and create management plug-ins

»  Import Management Plug-in Archive in Enterprise Manager
= Deploy Management Plug-in to Management Agents

»  Create Target-type instances for the target types defined in Management Plug-in
Archive

= Leverage the Enterprise Manager event monitoring system including monitoring
templates, corrective actions, historical and real time metric views, alerts,
customization of notification rules, and methods on events generated from
application instrumentation metrics.

Administrators are able to add performance metrics beyond those available out-of-box
for JMX-instrumented applications deployed on Oracle WebLogic Server.
Administrators can additionally monitor JMX-enabled applications by defining new
target type that can be monitored via management plug-ins, and then use a command
line tool emjmxcli to automate the generation of the target metadata and collection
files.All JMX-enabled applications deployed to the WebLogic Server can be
consolidated and monitored by a single management tool, Enterprise Manager.

3.2.8 Request Monitoring

Request Monitoring provides end-to-end visibility into requests and helps localize
end-user performance problems based on the deployment model. You can monitor,
understand, and visualize how servers interact with each other to deliver business
end-user services requests. You can trace important end-user requests from the client
to the service endpoint across all the servers and applications associated with each
transaction. The trace data is used to model the call-path for these requests where
call-paths represent the inter-server relationship and performance metrics for these
requests. You can only monitor synchronous transactions running on WebLogic
servers. With Request Monitoring, you can:

s Trace end-user transactions and capture the complete call-path of important
requests.
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= Reduce problem localization by diagnosing poorly performing requests and
identifying the servers whose behavior (service time) deviates most from the
norm.

= Reduce fault discovery time and set performance level objectives on request
response times.

= Reduce fault-reason identification time by allowing the user to launch into Oracle
Enterprise Manager JVM Diagnostics feature. This allows performance diagnostics
to be done within the context of the problem experienced as well as historical
statistics of the system when it was behaving normally.

3.2.8.1 Defining and Managing Transactions Being Monitored

A request is a server entry-point that can be invoked by a Web Browser or an
application. A group of request instances related to each other by some common
attributes is known as a request. A collection of requests is known as a transaction
group. A transaction can belong to one or more transaction groups. Violations occur
when the critical and warning thresholds are exceeded. The administrator can mark
one or more important requests as key requests. Alerts are generated for key requests
only.

You can define requests that need to be monitored and tracked and group them for
reporting purposes. A set of pre-defined requests and request groups are provided by
default. You can create a new request, edit or delete an existing transaction. To define a
request:

1. From the Targets menu, select Middleware.

2. From the Middleware Features menu, select Request Monitoring.

3. Click Request Performance to view the performance of the request during a
specific time period.

Figure 3-3 Request Performance Page
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4. Click on a request to drill down to the Performance tab. The performance charts
show the volume of requests over a time period and the average response time of
all requests during this period. Two performance charts are displayed for the
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current and the comparison period. The charts provide a historic response time
analysis of the request over the selected period of time.

5. Click on the Topology tab. The following screen is displayed.

Figure 3—-4 Request Monitoring: Topology Page
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The topology chart shows the aggregate server level call paths of the request. The
chart shows the calls made between the clients and the clusters or servers. Click on
the icon on a cluster to view all the servers that are part of the cluster. Place the
cursor on a cluster or server to view the following details:

= Response Time: The average response time taken by the server to process all
the calls for the selected period.

s Count: The total number of calls that have been made to the server.

s Current Alerts: These alerts show the status of the server or cluster and
indicate whether it is up or down, blacked out, or unreachable.

6. Click on the Server Usage tab. The following screen is displayed.
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Figure 3-5 Server Usage Page
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These charts show the workload distribution for the selected request in each
server. The charts display the average of the percentage contribution of each server
or cluster in the selected time period. You can see the workload distribution for
good requests, requests that have violated the warning thresholds, and requests
that have violated the critical thresholds.

3.3 Diagnosing Performance Problems

This section describes the methods and tools used to diagnose performance problems.
You can:

= View the list of most active Servlets and JSPs and identify the ones that are causing
the bottleneck.

= Analyze Java EE and SOA applications using Application Dependency and
Performance.

= Use Java Diagnostics to diagnose performance problems in production.

3.3.1 Using Home Pages to Diagnose Performance Issues

When you are troubleshooting performance problems, it can be helpful to know which
servlets or JSPs are the most active. By viewing the Most Requested section on the
WebLogic Server Home page, you can identify the most active Java servlets, JSPs, Web
Services, or Java EE Services running on the WebLogic Server instance.

When you receive an alert notification, Enterprise Manager makes it easy for you to
investigate the problem and take corrective actions wherever required. For example,
notification of excessive CPU consumption by WebLogic Server may lead to
investigation of the applications running on that instance. By using the Servlets and
JSPs tab in the Most Requested section of the WebLogic Server Home page, you can
quickly identify the highest volume or least responsive application. You can then drill
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down and diagnose application’s servlets, Java Server Pages (JSPs), or EJBs to identify
the bottleneck.

Figure 3-6 WebLogic Server Home Page
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3.3.2 Middleware Diagnostics Advisor

The Middleware Diagnostics Advisor analyzes the entire stack and provides
diagnostic findings by identifying the root cause of a problem. It correlates and
analyzes the input and offers advice on how to resolve the problem. For example, it
can help you identify that slow SQL statements or a JDBC connection pool is causing a
performance bottleneck.

You can view the diagnostic findings for one or more servers in a WebLogic Domain if
the Middleware Diagnostics Advisor has been enabled.

To view the diagnostic findings, navigate to the Home page of the WebLogic Domain
and from the WebLogic Domain menu, select Diagnostics, then select Middleware
Diagnostics Advisor. The Performance Findings chart shows a window in time for the
last analysis period that contains one or more findings. For details on enabling the
Middleware Diagnostics Advisor and viewing the performance findings, see the
Enterprise Manager Online Help.

3.3.3 Diagnostics Snapshots

A diagnostic snapshot consists of all the necessary data to diagnose an issue. The
actual diagnostic snapshot data depends on what targets are included in generating
the diagnostic snapshot. It also provides a collective snapshot of both JVM and
WebLogic Server diagnostics and log data that can be exported or imported into other
Cloud Control systems for analysis at a later date. This allows administrators to
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determine the root cause of problems and ensure that they do not occur again. These
snapshots supplement the Fusion Middleware Support Workbench feature.

A diagnostic snapshot can be generated in the context of an Enterprise Manager target
such as a Fusion Middleware Farm. If the diagnostic snapshot needs to be created in
the context of multiple farms, then this can be done by generating the diagnostic
snapshot in the context of a group target that includes multiple Fusion Middleware
farms, or you can begin from one Fusion Middleware farm and subsequently add
targets from other Fusion Middleware Farms.When generating the diagnostic
snapshot, you can name the diagnostic snapshot, select the targets that should be used
for generating the diagnostic snapshot, select the duration during which the data will
be collected for the snapshot and also select an option to either import the generated
diagnostic snapshot data into the same Enterprise Manager instance or export the
generated diagnostic snapshot data into single or multiple files that can then be
imported back into another Enterprise Manager instance (or the same Enterprise
Manager instance) later.

3.4 Administering Middleware Targets

Enterprise Manager allows you to monitor multiple domains and provides
configuration management, diagnostics, automation, and historical performance
analysis. From Enterprise Manager, you can drill down to Oracle Fusion Middleware
Control or Oracle WebLogic Administration Console to monitor and administer your
Oracle Fusion Middleware environment

s Oracle Fusion Middleware Control: Fusion Middleware Control is a Web
browser-based, graphical user interface that you can use to monitor and
administer a farm. Fusion Middleware Control organizes a wide variety of
performance data and administrative functions into distinct, Web-based home
pages for the farm, domain, servers, components, and applications. With Fusion
Middleware Control, you can perform various tasks like managing the SOA
environment, deploying ADF applications, managing Fusion Middleware
components, etc.

»  Oracle WebLogic Server Administration Console: Oracle WebLogic Server
Administration Console is a Web browser-based, graphical user interface that you
use to manage a WebLogic Server domain. It is accessible from any supported Web
browser with network access to the Administration Server. With the WebLogic
Server Administration Console, you can perform various tasks like managing the
WebLogic Server, managing data sources, JMS resources, etc.

3.4.1 Process Control

Enterprise Manager allows you to perform process control tasks such as starting,
stopping, or restarting Middleware targets. You can perform these tasks by selecting
the Control option in the menu from the Home page of a target. You can also schedule
a job to perform these operations. For example, for a WebLogic Server Domain, you
can create a job to automatically start, stop, or restart the servers in the domain. You
can also view details about the jobs that are scheduled, running, suspended, or the
ones that have a problem.

3.5 Lifecycle Management

Enterprise Manager Cloud Control offers lifecycle management solutions that help
you meet all lifecycle management challenges easily by automating time-consuming
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tasks related to discovery, initial provisioning and cloning, patching, configuration
management, ongoing change management, and compliance management.

3.5.1 Managing Configurations

Enterprise Manager provides a suite of configuration management functions that can
be performed on Middleware targets.

Oracle Management Agent collects configuration information about Oracle Fusion
Middleware targets from their respective configuration files, and communicates this
information over HTTP/HTTPS to Oracle Management Service, which stores it in the
Management Repository. This information is periodically collected and updated while
maintaining the audit of changes. Configuration files for Middleware targets are also
collected. For example, for WebLogic Server, the config.xml configuration file is
collected from the WebLogic Administration Server. The Enterprise Manager
configuration management capabilities efficiently guide the users to desired
configuration data in a particular component.

You can compare these configuration details and view the differences and similarities
between the two instances of a Middleware target. You have the flexibility to compare
two last collected configurations or two saved configuration files. You can also
compare one configuration with multiple configurations or one configuration in the
Management Repository with a saved configuration file. When a comparison
operation results in differences that you do not require, you can synchronize the
configurations so that one of configurations replaces the other one. This
synchronization can be performed on demand based on the configuration files being
compared.

Figure 3—-7 Comparing Configuration Files
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4 Configuration Properties

You can also compare configurations by using the default comparison templates. A
comparison template is associated with a specific target type that determines the
configuration item type and property that is to be compared. A template can specify
rules or expressions that enable you parse comparison data and fine-tune
comparisons. For example, you can specify rules that indicate which differences must
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trigger an alert and which differences must be ignored when the configuration is
compared.

Using Enterprise Manager, you can search configurations across Middleware targets
and find configuration anomalies - whether they are a mismatch of an install/patch
version of Oracle Fusion Middleware software, or they are a mismatch of the software
configuration data. You can perform more intelligent searches to identify all the
components hosting a particular application or other resources. You can create and
save more intelligent searches. For example, you can create a new search to retrieve all
10.3.5 WebLogic Server targets running on the Linux 64 bit platform that are using JDK
1.6.0_31.

In addition, for BPEL Process Manager targets, you can view the BPEL Processes, its
different versions, and the suitcase files associated with each version. You can also
compare the BPEL Process suitcase files of different versions and track the changes
that were made to a version. shows you how the versions can be selected and
compared. This allows you to identify the cause for improved or deteriorated
performance due to a change in the BPEL Process suitcase file.

3.5.2 Compliance Management

Enterprise Manager Cloud Control offers the following compliance management
solutions:

s The compliance results capability enables you to evaluate the compliance of
Middleware targets and systems as they relate to your business best practices for
configuration, security, and storage. In addition, compliance results provide advice
of how to change configuration to bring your Middleware targets and systems into
compliance.

= Using the compliance library, you can define, customize, and manage:
- Compliance frameworks
— Compliance standards
- Compliance standard rules

By using these self-defined entities, you can test your environment against the
criteria defined for your company or regulatory bodies.

3.5.3 Patch Management

Patching is one of the critical phases of the software lifecycle that helps you maintain
the software over a period of time and keep it updated with bug fixes and latest
features offered by the software vendor. However, in today's world, with numerous
software deployments across your enterprise, patching becomes very complex and
virtually impossible to manage. Considering these challenges, Enterprise Manager
Cloud Control provides an integrated My Oracle Support Patches and Updates
functionality that not only simplifies the patch operation but also offers timely and
easy access to patch and support information during the patch planning phase. This
helps you utilize the wealth of information from My Oracle Support to implement the
best possible patch rollout for your organization. Enterprise Manager Cloud Control
introduces a new concept called Patch Plans that enables you to create a collection of
patches you want to apply to one or more targets. Each target can have a separate
group of patches. In addition, you can save the deployment options of a patch plan as
a patch template, and have new patch plans created out of the patch template.
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3.5.4 Provisioning

Rather than spend resources on manually installing and configuring Oracle Fusion
Middleware software, administrators would rather spend time and money on more
strategic initiatives. To help achieve this, Enterprise Manager has automated common
provisioning operations such as cloning Oracle SOA Suite 12c and scaling out an
Oracle WebLogic Domain. Making such critical datacenter operations easy, efficient
and scalable results in lower operational risk and lower cost of ownership. To access
these provisioning operations, navigate to the Patching and Provisioning page in
Enterprise Manager and click Middleware Provisioning and select either of the
following:

= Fusion Middleware Provisioning: You can automate the cloning of WebLogic
Domains and / or Middleware Homes either from a reference installation or from
a profile present in the software library.

s Fusion Middleware Domain Scale Up: You can automate the scaling up or scaling
out of a domain or cluster by adding a new managed server to an existing cluster
or by cloning a managed server.

For more details on using these procedures, see the Enterprise Manager Lifecycle
Management Guide.

3.5.4.1 Cloning from Test to Production Environments

Typically, creating a new environment to support SOA applications entails several
manual, error prone installation and configuration steps. With Oracle Enterprise
Manager this can be accomplished with very little effort and time via a predefined,
customizable deployment procedure. This deployment procedure clones an existing
SOA Suite environment to a new set of hardware per a hierarchical series of steps.
These predefined steps can be edited or disabled and new steps or custom scripts can
be added to the deployment procedure to satisfy unique business needs.

The deployment procedure also supports secure host authentication using super user
do (sudo) or pluggable authentication modules (PAM). While running the deployment
procedure, administrators can specify configuration settings such as the domain name,
credentials for the administration console, port values, and JDBC data resources. After
the procedure completes, the newly created SOA environment is discovered and
automatically added to the console for centralized management and monitoring.

3.5.4.2 Scaling Out Domains

To address growing business demands, modern data centers must augment and
relocate resources quickly. Using Oracle Enterprise Manager, administrators can
rapidly scale out a WebLogic Domain and Cluster with additional managed servers to
accommodate an increase in application load.

3.5.4.3 Deploying / Undeploying Java EE Applications

You can deploy, undeploy, and redeploy Java EE applications (.war and .ear files) on a
WebLogic Server. You can create a Java EE Application component in the Software
Library and deploy multiple versions of an application, or roll-back to a previous
version.

3.6 Managing Service Levels

Enterprise Manager allows you to create infrastructure services for Middleware targets
such as Oracle BPEL Process Manager targets, Oracle Service Bus targets and Oracle
SOA Composite and SOA Infrastructure instances.
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An infrastructure service is a dependency service that is created to identify the
infrastructure components on which the Middleware target depends. Here, the
infrastructure components refer to hosts, databases, application servers, and so on that
work together to host the Middleware target.

You can either create an infrastructure service with a new system or an existing
system, or simply refresh an existing infrastructure service, if there is already one
existing. By creating infrastructure services and systems, you can better manage your
Middleware targets and also the components on which the Middleware targets
depend.

Figure 3-8 Create Service for SOA Infrastructure
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%E S04 Infrastructure = [ Start Up [ Shut Down..., 'f@ Create Blackout... Page Refreshed Aug 10, 2011 2:02:27 AM GMT O
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For example, once you create an infrastructure service for an Oracle SOA
Infrastructure target, Enterprise Manager allows you to create an aggregate service for
every process within that SOA Infrastructure target. An aggregate service is a logical
grouping of services, in this case, infrastructure services and availability services.
Aggregate Services give you a bird's-eye view of the services that have been created
for the SOA Infrastructure target and helps you monitor their availability,
performance, and usage. Service availability can be composed of both metrics on the
underlying target and service test results from period synthetic transaction execution.

You can define service level (measure of service quality) for a service. A service level is
defined as the percentage of time during business hours a service meets specified
availability, performance and business criteria.

A Service Level specifies the percentage of time a service meets the performance and
availability criteria as defined in the Service Level Rule. By default, a service is
expected to meet the specified criteria 85% of the time during defined business hours.
You may raise or lower this percentage level according to service expectations. A
service level measures service quality using two parameters: Expected and Actual
Service Levels.

= Expected Service Level: A Service Level specifies the percentage of time a service
meets the performance and availability criteria as defined in the Service Level
Rule. By default, a service is expected to meet the specified criteria 85% of the time
during defined business hours. You may raise or lower this percentage level
according to service expectations.

m  Actual Service Level: The Actual Service Level defines the baseline criteria used to
define service quality.

3.6.1 Service Dashboard

The Service Dashboard provides a consolidated view of the critical aspects of the
service including the status, availability, type of service, performance, and the SLAs
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that have been enabled for this service. It also shows the performance and usage
metrics for the service, status of the key components, and any system incidents.

You can view all the information related to the service on a single page and assess the
health of the service. You can customize the dashboard by adding or removing regions
according to your requirements and make these changes available to all the users.

You can also personalize the dashboard and make changes that are visible only to you
and not to the other users.

3.7 Job System

You can use Enterprise Manager job system to schedule tasks you want to automate.
You can schedule a job for a target by selecting the Control menu option on the Home
page. For example, for an Oracle WebLogic Server Domain, you can create a job to
automatically start, stop, or restart the servers in the domain. You can view details
about the jobs that are scheduled, running, suspended, or the ones that have a
problem. You can also use jobs to automate the execution of the WLST (WebLogic
Scripting Tool) scripts. See the Enterprise Manager Cloud Control Administrator’s Guide
for more details on the Job System and its functionality.

3.7.1 Log File Rotation

Oracle Application Server components generate log files containing messages that
record all types of events, including startup and shutdown information, errors,
warning messages, access information on HTTP requests, and additional information.

However, the information recorded in log files is voluminous, thus making it difficult
to track what update was made at what time. Also because of the huge quantity of
information updated periodically, the log files grow in size and occupy more space on
the system over a period of time. The only way to manage these log files is to
manually archive the contents to another file and store them in a different location.

Considering these impediments, Enterprise Manager has been enhanced with a log
rotation feature that helps you manage the logs of Oracle Application Server
components more effectively. In particular, you can use Enterprise Manager to:

= Schedule a job that automatically rotates a log at the scheduled date and time

= Manage space on your system by storing the rotated log files in a different
directory

Enterprise Manager allows you to view the logs of a particular Oracle Application
Server component type and select the ones that need to be rotated. Note that a log
rotation job can also be part of a multi-task job.

When a log rotation job is executed, Enterprise Manager automatically stops the
component whose logs have to be rotated. After it is stopped, the content from its
existing log file is moved to another file that is distinguished with the timestamp when
it was actually rotated. The original log file is kept empty for new log details to be
populated. Once this is done, Enterprise Manager restarts the component.

Note: The log rotation feature cannot be used with the WebLogic
Server.
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3.7.2 Log File Viewer

You can centrally search logs generated by WebLogic and Oracle Fusion Middleware
across all Oracle Fusion Middleware components. You can perform structured log
searches based on log properties such as time, severity, or Execution Context ID
(ECID). You can also download log files or export messages to a file. This feature
provides ready access to log files no matter where they are stored on the file system.

3.8 Topology Viewer

Enterprise Manager provides a Topology Viewer which is a graphical representation of
routing relationships across targets, components and elements. You can easily
determine how requests are routed across components. For example, you can see how
requests are routed from Oracle Web Cache, to Oracle HTTP Server, to a Managed
Server, to a data source.

The Topology Viewer provides the basic navigation applications, such as zoom, pan,
and fit-to-contents. You can change the source of data being viewed, the layout mode,
and the flow direction between objects. Filters allow you to alter global properties of
the topology diagram, such as the visibility of link labels or altering the link style. It
enables you to easily monitor your environment. You can see which entities are up and
which are down. You can also print the topology or save it to a .gif file. For more
details, see the Enterprise Manager Online Help.

3.9 Support Workbench

Enterprise Manager Support Workbench enables you to investigate, report, and, in
some cases, repair problems (critical errors). You can gather first-failure diagnostic
data, obtain a support request number, and upload diagnostic data to Oracle Support.
The Support Workbench also recommends and provides easy access to Oracle advisors
that help you repair SQL-related problems, data corruption problems, and more. You
can use Support Workbench within Fusion Applications to:

= View a Fusion Aggregated Diagnostic Summary: Fusion applications are deployed
across multiple systems, and incidents are therefore recorded in multiple
Automatic Diagnostic Repository homes. You can get a quick summary of
diagnostic data across all targets and Automatic Diagnostic Repository homes
aggregated by the instance, product family, or cluster application.

= Execute Tests to Diagnose a Problem: You can link to Oracle Application
Diagnostics Testing for a given Fusion Application, where you can execute
additional tests to help diagnose the problem.

»  Create a Package and Upload it to Oracle Support: You can create a package, add
additional diagnostics and files, upload the package to Oracle Support, and then
create a Service Request.

Note: You need to discover and promote the Fusion Database targets
before you can use Enterprise Manager Support Workbench for the
Fusion Repository target.
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Testing Application Load and Performance

This chapter describes how you can perform load and performance testing of
applications with real-world production workloads using the Application Replay
feature of Enterprise Manager. With Application Replay you can capture application
workloads on production systems, and then replay them against test systems while
maintaining the precise timing, concurrency, and transaction order of the workload.

This chapter covers the following:

» Introduction to Application Replay

»  Testing Against Real-World Application Workloads
»  Capturing Application Workload Using RUEI

= Synchronized vs. Non-Synchronized Replay

»  Prerequisites and Considerations

s Understanding the Capture and Replay Process

»  Creating Application Workload Captures

= Monitoring the Capture Process

= Replaying Application Workload Captures

s Troubleshooting

4.1 Introduction to Application Replay

Application Replay enables realistic testing of planned changes to any part of the
application stack from application server down to disk, by re-creating the production
workload on a test system. Using Application Replay, you can capture a workload on
the production system and replay it on a test system with the exact timing,
concurrency, and transaction characteristics of the original workload. This enables you
to fully assess the impact of the change, including undesired results, new contention
points, or plan regressions. In addition, extensive analysis and reporting is provided to
help identify any potential problems, such as new errors encountered and
performance divergence. Types of changes that can be tested with Application Replay
include application server upgrades, hardware updates, O/S changes, configuration
changes, and so on. Capturing real-world production workload eliminates the need to
develop simulation workloads or scripts, resulting in significant cost reduction and
time savings. By using Application Replay, realistic testing of complex applications
that previously took months using load simulation tools can now be completed in
days. As a result, you can rapidly test planned changes and adopt new technologies
with a higher degree of confidence and at lower risk.
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4.2 Testing Against Real-World Application Workloads

Today’s enterprise application deployments are highly complex and, therefore,
challenging to manage. They comprise multiple tiers, such as Web servers, application
servers, and databases, running on multiple hosts. Their software architecture
combines multiple independent components, such as client-side user interfaces,
business logic and data access mechanisms, in addition to stateful client-server
protocols typically built over HTTP.

Due to the complexity of these structures, predicting the behavior of the entire stack in
a production environment is extremely difficult. Given the complexity of these
deployments, and the absence of system-wide verification techniques, effective testing
is critical to ensuring successful deployment after an infrastructure change.

The Application Replay feature provides a testing structure that works by first
capturing the entire workload relevant to an application (as generated by the
application’s Web interface) at the production site.

The captured application workload is then moved to the test environment, where the
replay driver infrastructure on one or more hosts, reproduce the captured workload,
preserving its original properties, such as concurrency and request timings.

Finally, extensive performance and correctness data from all layers of the stack is
collected and reported. This enables you to compare the replay with the original
captured workload. In this way, any issues resulting from infrastructure changes that
occurred during the replay can be identified, and appropriate troubleshooting action
undertaken to prevent them from occurring in production. Moreover, it increases your
confidence in a successful deployment.

Benefits

The use of real workloads offers a number of significant advantages over testing
techniques based on synthetic workloads. In particular:

» It provides a system-wide perspective starting from the user’s activity. This is in
contrast to the traditional piecemeal testing of individual components that
provides little information on their combined behavior and performance under a
realistic workload.

= Rather than relying on pre-determined scenarios, the use of real workloads
provides comprehensive testing, subjecting the system to real users operations. For
Web applications, this not only means exploring all possible ways a user interacts
with the system, but also all possible load conditions. This is necessary because
systems behave quite differently under different workload characteristics (for
example, the number of concurrent users).

= Far greater insight is obtained into possible errors. Test results include data for
every layer of the stack, and these can be correlated across different layers. Besides
performance, it also provides a means to verify correct execution, by checking for
errors or unexpected server responses.

4.3 Capturing Application Workload Using RUEI

In order to capture Web application workloads, Application Replay uses Oracle Real
User Experience Insight (RUEI). This is a Web-based utility to report on real-user
traffic requested by, and generated from, your Web infrastructure. It measures the
response times of pages and user flows at the most critical points in your network
infrastructure. It provides you with powerful analysis of your network and business
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infrastructure, while an insightful diagnostics facility allows application managers and
IT technical staff to perform root-cause analysis.

Typically, RUEI is installed before the Web servers, behind a firewall in the DMZ. The
data collection method is based on Network Protocol Analysis (NPA) technology. This
data collection method is shown in Figure 4-1.

Figure 4-1 How RUEI Collects Data
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When an object is requested by a visitor, RUEI sees the request and starts measuring
the time the Web server requires to present the visitor with the requested object. At
this point, RUEI knows who requested the page (IP client), which object was
requested, and from which server the object was requested (IP server).

When the Web server responds and sends the object to the visitor, RUEI sees that
response, and stops timing the server response time. At this stage, RUEI can see
whether there is a response from the server, whether this response is correct, how
much time the Web server required to generate the requested object, and the size of the
object.

RUEL is also able to see whether the object was completely received by the visitor, or if
the visitor aborted the download (proof of delivery). Therefore, RUEI can determine
the time it took for the object to traverse the Internet to the visitor, and can calculate
the Internet throughput between the visitor and the server (connection speed of the
visitor).

Further information about RUEI is available from the following location:

http://www.oracle.com/us/products/enterprise-manager/index.html

4.4 Synchronized vs. Non-Synchronized Replay

Application Replay supports the use of synchronization. This ensures that each
replayed request sees exactly the same database state it saw during the capture
process. In this way, the responses generated during capture and replay can be directly
compared. In addition, data divergence between capture and replay is minimized. This
is explained at greater length in "Analyzing Replay Results".

While the use of synchronized workload captures is clearly preferable, it is important
to understand that:
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= The use of the synchronization facility places additional requirements on your
production and test environments. These are explained in "Using
Synchronization".

= Non-synchronized workload captures require considerably less disk space. This is
because information about the current database state does not need to be retained.
Therefore, their use is recommended in test scenarios where differences between
the responses generated in the capture and replay environments is not an issue.
For example, in loading and stress testing.

4.5 Prerequisites and Considerations

This section describes the requirements that must be met, and the issues that should be
considered, in order to use the Application Replay facility for workload capture and
replay. It is strongly recommended that you carefully review this information before
proceeding with a workload capture.

Important: It is strongly recommended that you review the Oracle
Support Web site to obtain up-to-date information about supported
RUE], application server, and database versions, as well as patches,
configurations, known issues, and workarounds.

This section covers the following;:

= Using RUEI to Capture Application Workloads

= Configuring Required User Privileges in Enterprise Manager
= Using Synchronization

»  Setting up the Test System Database

=  Restarting the Database and Application Stack

= Setting up the Capture Directory

4.5.1 Using RUEI to Capture Application Workloads

In order to use RUEI to capture your application workloads, you must ensure that:

= RUEI version 12.1 (or higher) has been configured to monitor the required
applications. See the Oracle Support Web site
(http://www.oracle.com/support/contact.html) for information about
required releases and hot fixes. Information about deployment options and
requirements is available from the Oracle Real User Experience Insight Installation
Guide.

= You have a valid user name and password combination. If necessary, contact your
RUEI Administrator. Note that the user account must have Security Officer
permission. For further information about roles and permissions, see the Oracle
Real User Experience Insight User’s Guide.

= You have the URL used to access the RUEI installation. If necessary, contact your
RUEI Administrator.

= The configured RUEI logging and masking policies are consistent with the use of
Application Replay. This is described in the following section.
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RUEI Configuration for Application Replay

As mentioned above, you must ensure that the RUEI logging and masking policies are
configured as follows:

1. Select Configuration, Security, Replay logging policy, and click the Default
replay action setting. This must be set to "Complete logging".

2. Select Configuration, Security, Masking, URL prefix masking, and click the
Default masking action setting. This must be set to "Logging".

3. Note that if you expect a high level of traffic during the workload capture, it is
recommended that you select Configuration, Security, Collector data retention
policy, and ensure that sufficient storage has been assigned for each application
that is planned to be captured.

For further information on these configuration procedures, see Chapter 13 "Managing
Security-Related Information" of the Oracle Real User Experience Insight User’s Guide.

4.5.2 Configuring Required User Privileges in Enterprise Manager

The following Enterprise Manager privileges must be assigned to users of the
Application Replay facility:

= ASREPLAY VIEWER in order to view captures, replays, and replay tasks.

= ASREPLAY OPERATOR in order to create, modify, or submit captures, replays, and
replay tasks.

In addition to the above, users must also be assigned the PERFORM_OPERATION_
ANYWHERE privilege.

In order for database users to run the Application Replay facility with database
capture, the following privileges must be granted to the user:

GRANT ADMINISTER ANY SQL TUNING SET TO asreplay;
GRANT EXECUTE ON DBMS_LOCK TO asreplay;

GRANT EXECUTE ON DBMS_WORKLOAD_CAPTURE TO asreplay;
GRANT EXECUTE ON DBMS_WORKLOAD_REPLAY TO asreplay;
GRANT CREATE SESSION TO asreplay;

GRANT CREATE ANY DIRECTORY TO asreplay;

GRANT SELECT_CATALOG_ROLE TO asreplay;

GRANT BECOME USER TO asreplay;

GRANT DROP ANY DIRECTORY to asreplay;

Note that in the above example, the database user is assumed to be called asreplay.

4.5.3 Using Synchronization

In order to make use of the synchronization functionality within Application Replay,
you must ensure that:

s Oracle Fusion Middleware has been installed and configured. See the Oracle
Support Web site (http://www.oracle.com/support/contact.html) for
information about required releases and patch sets. For further information, see
the Oracle Fusion Middleware Installation Planning Guide available at the following
location:

http://download.oracle.com/docs/cd/E14571_
01/install.1111/b32474/start.htm

s Oracle Database has been installed and configured. See the Oracle Support Web
site (http://www.oracle.com/support/contact.html) for information
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about required releases and patch sets. For further information, see the relevant
Database Installation Guide available at the following location:

http://www.oracle.com/pls/dbll2/portal.portal_db?selected=11&frame=

= The database user needs to be assigned the privileges described in the Oracle
Database Security Guide available at the following location:

http://download.oracle.com/docs/cd/B19306_
0l/network.102/bl14266/admusers.htm

»  The user capturing and replaying application workloads has access to the host
directory used to store capture files.

= The database user has EXECUTE privilege on DBMS_WORKLOAD_REPLAY.

s The files used during replay are on a shared file location that is accessible by all
Replay Client systems using the same directory path. If synchronization has been
enabled, this is also required for the appropriate database systems.

s Itis recommended that the time zone and time settings for all host systems (such
as RUEI, Oracle Fusion Middleware, and Oracle database) used during capture
and replay should be the same to prevent clock skew.

Note that if you are using the database synchronization facility, be aware that only one
database capture can be generated against a production environment at given time.

4.5.4 Setting up the Test System Database

Before a workload can be replayed, the logical state of the application data on the
replay system should be similar to that of the capture system when replay begins.
Therefore, you should have a strategy in place to restore the application server and
database state on the test system. To restore the application server state, you should
consult your application administrator. To restore the database state, consider using
one of the following methods:

= Recovery Manager (RMAN) DUPLICATE command. For further information, see
the Oracle Database Backup and Recovery User’s Guide.

= Snapshot standby. For further information, see the Oracle Data Guard Concepts and
Administration.

= Data Pump Import and Export. For further information, see the Oracle Database
Utilities.

4.5.5 Restarting the Database and Application Stack

This step is not required, although restarting the database and application server
components before starting capture ensures that ongoing and dependent transactions
are allowed to be completed or rolled back before the capture begins. This minimizes
divergence during replay, which is always desirable. On the other hand, if the
database is not restarted before the capture begins, transactions that are in progress, or
have yet to be committed, may not be fully captured in the workload. Therefore,
ongoing transactions may not be replayed properly, because only the part of the
transaction whose calls were captured will be replayed, resulting in data divergence.

Moreover, any subsequent transactions with dependencies on the incomplete
transactions may also generate errors during replay. Before restarting the database and
application server components, determine an appropriate time to shut down the
production database before the workload capture when it is the least disruptive. For
example, you may want to capture a workload that begins at 8:00 a.m. However, to
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avoid service interruption during normal business hours, you may not want to restart
the database during this time. In this case, you should consider starting the workload
capture at an earlier time, so that the database can be restarted at a time that is less
disruptive. Once the application is restarted, it is important to start the capture before
any user sessions reconnect and start issuing any workload. Otherwise, transactions
performed by these user sessions will not be replayed properly in subsequent replays,
because only the part of the transaction whose calls were executed after the workload
capture is started will be replayed.

4.5.6 Setting up the Capture Directory

Determine and set up the directory where the captured workload will be stored. Before
starting the capture, ensure that the directory is empty and has sufficient disk space to
store the workload. If the directory runs out of disk space during a capture, the capture
will be terminated.

To estimate the required disk space, it is recommended that you run a test capture on
your workload for a short duration (typically, a few minutes), and then use this to
extrapolate the space required for a full capture. To avoid potential performance
issues, you should also ensure that the target replay directory is mounted on a
separate file system.

4.6 Understanding the Capture and Replay Process

Figure 4-2 shows the architecture of the Application Replay facility.

Figure 4-2 Application Capture and Replay Architecture
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The capture part of Application Replay operates within the context of a production
environment. This deployment comprises Web and application servers, and a
database. The Web-tier capture mechanism is provided by RUEL It writes information
about the monitored traffic to capture files. These contain HTTP requests, responses,
and timings, along with all other data necessary to accurately reproduce the
production workload against a test system. Once the capture is complete, the
generated files constitute a complete representation of the entire production workload.
In addition, the synchronization facility also captures the corresponding database
workload for both capture analysis.

The replay part of Application Replay operates within the context of a test system.
This comprises an application stack that runs the system configuration under test. One
or more Replay Clients reproduce the captured workload, preserving its original
properties, such as concurrency and request timings. Further, the Application Replay
facility uses synchronization to ensure that each replayed request sees the exact
application state it saw during capture so that the responses are directly comparable.
Finally, it collects a wealth of performance and verification data from all layers of the
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stack, and allows you to compare the replay with the original capture upon which it is
based.

Depending on the volume and concurrency of the workload capture, it may be
necessary to deploy multiple Replay Clients, each assigned a portion of the workload.
Recommendations about required Replay Clients based on the captured workload are
available when scheduling a replay.

4.7 Creating Application Workload Captures

To create an application workload capture:
1. From the Enterprise menu, select Quality Management, then Application Replay.
2. Click Captures. The currently defined captures are listed. An example is shown in

Figure 4-3.

Figure 4-3 Application Replay Page

Application Replay

[ Overview

Selected Item: Captures Item: Replay Tasks
View Menu| Create... Create Like... | Edit... | Delete | Query By Example |
1-16 of 16
Select|Name |Status |S‘r'stem |Repla‘r' Tasks |O',\'ner |C|‘eaﬁon Date Description
@ manula_ip2 Completed EBS6170_system 1 JSMITH  02-5ep-2011 20:46:50
7 ebs_ats_ip Completed EBS6170_system PIJONES  02-5ep-2011 16:40:55

1

rueil2_form_https_cookei Completed EBS6170_system 1 PIONES  01-5ep-2011 20:52:26

ebs_manual_ip Completed EBS6170_system 1 PIJONES  01-5ep-2011 16:28:07

manual_compare_http_form  Failed EBSE6170_system 0 JSMITH  01-5ep-2011 15:53:06

EBS_https_Form_cookie Completed EBS6170 1 PIONES  (01-5ep-2011 15:01:39

EBS_Form_HTTPS_R12  Completed EBS6170_system 1 PJONES . 31-Aug-201123:34:21
1 JSMITH 31-Aug-2011 00:23:35
a

JSMITH 30-Aug-2011 22:40:18

ystem

fod_synch2 Completed EBS6170_system
fod_synch Failed EBS6170_system

3. Click Create or Create Like. The page shown in Figure 4-4 appears.

Figure 4-4 Create Capture (Overview) Page

Application Replay
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*Mame | Siebel CRM

Description | Narth America and Europe Siebel CRM application.

Capture Prerequisites
These prerequisites should be completed before performing a capture,

Ensure there is sufficient free disk space on the selected host system to store the capture. You should consider performing a
short duration capture, and using it as the basis for estimating the requirements for a full capture.
If you intend to enable database capture for this capture (and enable database synchronization for its subsequent replay),
ensure that you can restore the test system database state to match that of the database at the start of the capture, A
successful replay requires application transactions accessing application data identical to that on the capture system. Common
methods to restore application data state indude point-in-time recovery, flashback, and import/export.

4-8 Oracle Enterprise Manager Cloud Control Getting Started with Oracle Fusion Middleware Management



Creating Application Workload Captures

4. Specify a unique name for the new capture. Optionally, specify a brief description
for the traffic to be captured. It is recommended that you include an indication of
the purpose and scope of the capture. Carefully review the prerequisite
information, and click the acknowledgement check boxes to indicate that they
have been met. When ready, click Next. The page shown in Figure 4-5 appears.

Figure 4-5 Create Capture (System) Page

Application Replay

Qverview System RUEI A|:|_plicaﬁ0n

Create Capture : System Back |Step 20f7 Mext | Cancel

Select the System target representing the application for which trafficis to be captured. The system members will be used to
determine whether a database capture can be made and used later for synchronized replay. Mote that if the selected
system does not contain a supported version of Fusion Middleware and Oracle Database, the option to enable database
capture will not be available in the subsequent Database step.

* System Name |pcc41689.us.myshop.com Q
System Members yame Type [ Status
myshop_test_db Database Instance ﬁ
pdcd1689.us.myshop.com Host ﬁ

5. Click the Select System icon, and select the target that represents the applications
for which traffic is to be captured. It is recommended that you review the status of
the selected component, and ensure that it will be available throughout the
planned capture. Note that if the selected target does not include supported
versions of Oracle Fusion Middleware and Oracle Database components, the
Create Capture (Database) Page (shown in Figure 4-7) is not available, and is
skipped. When ready, click Next. The page shown in Figure 4-6 appears.

Figure 4-6 Create Capture (RUEI Application) Page

Application Replay

= =
Qverview System RUEI Application Database
Create Capture : RUEI Application Back |Step 30f7 Mext | Cancel |

Specify the URL and credential for the Real User Experience Insight (RUEL) instance to be used for the capture. After providing these details, dick Show
Applications to select the application(s) to be induded in the capture.

*RUEI URL | hitps:fmyshop.comiruei
*RUEI Username | admin

*RUEI Password |eessse
Show Applications

* Applications  gelact

|Name Data Size (MB) |Sessi0ns Hits Page Views
bookings a7 1212 4523678 1734
[ EBSR12 89 681 84564323 6534
Siebel vl 869 739135 9212
] Buss-partner 91 54783 3568902 9371
CRM 45 732 5345657 78321
catalog 121 932 9249123 2952

6. Specify the URL used to access the RUEI installation. This must be based on a
secure (HTTPS) connection. Specify a valid user name and password combination.
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The specified user must have Security Officer permission. If necessary, contact
your RUEI Administrator for this information.

Click Show Applications to view the applications currently being monitored by
the specified RUEI deployment. Note that you can use the traffic information
available for each application to determine its suitability for capture. In particular,
when selecting the applications to be included in the capture, you should ensure
that the applications are running, and traffic volumes and error levels are within
acceptable bounds. When ready, click Next. The page shown in Figure 4-7
appears.

Figure 4-7 Create Capture (Database) Page

Application Replay

Overview  System  RUEIApplcaton  Database  Storage
Create Capture : Database Back |Step 40f7 Mext | Cancel

Select whether database capture should be enabled during application capture and spedify the necessary database credential, If database capture is enabled, select whether Automatic Workload
Repositary (AWR) data should be exported.

. (@ 1information
Database Capture © DEabied Database capture is necessary to provide synchronized replay. Assuming replay starts from a database state as smiar as possible to the state when capture
@ Enabled started, replay synchronization attempts to order requests so that every replayed request operates on the same data as it did during capture, Disabling
synchronization generates a replay in which the recorded timings are reproduced without taking into account the data dependendies.
Database Name Oemrep_Database Database Host Name pec41889.us.myshop.com
Database Credential Database Host Credential
Credential ) Preferred Credential (@) Named Credential @ New Credentials Credential ) Preferred Credential ) Mamed Credential @ New Credentials
*Username  [admin *UserName  [admin

=Password | =Password |

*Confirm Password | sesssnss *Confirm Password | see

Role NORMAL Save As  |NC_OEMREP_D_2011-04-27-045238

[“lsave As  [NC_OEMREP_D_2011-04-27-045237 [T 5t As Prefiermed Credentisls

[F] set As Preferred Credentials &
Lér= | ~ateonce [fone]

Capture - .
Intermediate @1Information
Storage Location  If you have an Oradle duster database, make sure this directory is ona
shared file system and accessible by al database instances using the same
directory path.

Automatic Workload Repository
© Disbled  (@Tnformation
AWR Data Export o = o Exporting of AWR data during capture enables performance comparison of the database between capture and replay. Because AWR data exportation can

have a significant impact on the production system, it should be scheduled at  time that will not negatively impact the production system.

Start @ Immediately ©) Later

7. Specify whether database capture should be enabled during application capture.
This is required for synchronized replay. If enabled, specify the necessary database
and host credentials, the file system location on the database host system used for
intermediate capture storage, and whether Automatic Workload Repository
(AWR) data should be exported. Note that if AWR export is enabled, you need to
specify when exporting should begin. By default, it is performed immediately
after capture is completed. When ready, click Next. The page shown in Figure 4-8
appears.
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Figure 4-8 Create Capture (Storage) Page

Application Replay

Qverview System RUEI Application Database Storage Sche_dule
Create Capture : Storage Back |Step 5of7 Mext | Cancel

Specify the file system location at which the capture data should be stored. Mote that this indudes not only the capture files themselves,
but also the storage of the RUEL files from which they are derived, as well as any data synchronization information.

*Storage Host - poc41689.us.myshop.com Ck

* Storage Location | ftmp

Storage Host Credential

Credential (%) Preferred Credential @) Named Credential @ Mew Credentials
*UserMame | admin
*“Password | eesssses
*Confirm Password | esssesss

Save As | admin
[ set As Preferred Credentials

ééa Test

8. Specify the host and file system location where the capture data should be stored.
Note that this includes not only the capture files themselves, but also the storage
of the RUEI files from which they are derived, as well as any data synchronization
information.

Important: Capture files can require large amounts of disk space.
Therefore, it is recommended that you perform a short capture, and
then use that as the basis for calculating the required disk space for
the planned capture. In addition, be aware that the generated capture
files are in a proprietary format, and should not be modified.

Click the Select Target icon. A new window opens that allows you to view the
available targets. Click a target to select it. Note that only one host target can be
selected. You can use the Target Type menu to restrict the listing of targets to
specific types. Note that it is also recommended that you review the status of the
selected targets, and ensure that they will be available throughout the planned
capture. Specify the credentials of the selected storage host. When ready, click
Next. The page shown in Figure 4-9 appears.

Figure 4-9 Create Capture (Schedule) Page

Application Replay
= =
Qverview System RUEI Application Database Storage Schedule Review
Create Capture : Schedule Back |Stepgof7 Mext | Cancel
Schedule start time and duration for capture.
Start  (0) Immediately @) Later |27/04/201105:31:59 r_;"(g (UTC-08:00) US Padific Time
Duration  (7) Indefinitely @ For 90 §| minutes « () Until
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9. Specify the start and stop times for the planned capture. By default, capture starts
immediately. Note that, by default, the capture will run for the next 15 minutes. It
is strongly recommended that you carefully consider the capture’s duration and, if
scheduled to run indefinitely, regularly review the capture process to prevent the
creation of excessively large capture files. When ready, click Next. The page shown
in Figure 4-10 appears.

Important: If the capture is configured to run indefinitely, it must be
stopped manually from the Capture Page. It is strongly recommended
you regularly check the size of the created capture to prevent running
out of storage space.

Figure 4-10 Create Capture (Review) Page

[Application Replay

Qverview System RUEI Application Database Storage Schedule Review

Create Capture : Review Back | Step 7of7 Submit Cancel

Review details before initiating capture.

Overview

Capture Mame  Siebel CRM

Capture Description  Morth America and Europe Siebel CRM application.

System

System Name myshop_bookings_db
RUEI Application

RUEI URL hitps://myshop.com/ruei
RUEI Username  admin
RUEI Applications bookingsiSiebelCRMIcatalog

Database

Enable Database Capture Yes
Database Name myshop_test_db

Database Username  admin

Database Host Name  pcc41689.us. myshop.com
Database Host Username  admin

Database Capture Intermediate Storage Location  ftmp
Enable AWR Data Export Yes
Start

AWR Data Export Schedule Immediately

Storage
Storage Host  poc41889.us.myshop.com
Storage Host Username  admin
Storage Location  ftmp
Schedule

Start  Later 27/04/201105:31:59 (UTC-08:00) US Padific Time
Duration For 90 minutes

10. Review the planned capture’s properties before launching it. If necessary, use the
Back and Next buttons to amend the capture’s properties. When ready to launch
the new capture, click Submit.

4.8 Monitoring the Capture Process

Once a capture has been started, you can monitor the capture process to ensure that
the intended traffic is being correctly captured, and that the application system is
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working under normal conditions

in Figure 4-11.

Figure 4-11 Capture Page

. An example of a capture progress report is shown

[Application Replay

Application Replay >
Capture: capturel

RUEI URL

RUET Applications

Enable Database Capture
Database Capture Job

RUEI Capture Job

System Name

Storage Host

Storage Location

Scheduled Capture Start Time

Home Results Review
Capture Summary
Name capturel
Status Completed
Owner SYSMAN
Description

hitps:iimyshop.com/ruei

fod

Yes

ASReplay_capturel 21 DBCapture (Succeeded)
ASReplay_capturel_21_RUEICapture (Succeeded)
myshop_bookings_db
pccd1689.us.myshop.com
[tmp/bookings/captures/21

13-Jul-2011 18:19:50 (UTC-0&:00) US Padific Time

Capture Metrics

Capture Progress

Requests

Error

Percentage

(%)

Error 0
Requests

Sessions 1

o

Hits

Page Views 58

Page Refreshed 20-Jul-2011 01:56:32 PDT o

Application fod

1

7
/ ol

- i

0

a 5 10 15 20 25 35

— Hits (#) — Errors i#)

Scheduled Capture End Time  13-Jul-2011 18:25:50 (UTC-08:00) US Pacific Time

] 1 +
P
Replay Tasks
A replay task is a grouping of replays using the same capture. A replay is an execution (playback) of a capture. After a replay completes, you can view a replay report and compare the
replay with the initial capture or another replay in the same replay task.

View = Create... Edit.. 3¢ Delete

|Name |RED\ays |Ownar Creation Date |Descriph'ur|
replaytask3 0 SYSMAN 19-Jul-2011 00:55:22 created Jul 18, 2011 5:55PM (PDT)
replaytask2 0 SYSMAN 15-Jul-2011 21:37:22
replaytaskl 7 SYSMAN 14-Jul-201102:01:34

Be aware that there is a lead time of appropriately 10 minutes after the start of a
capture before progress information about it becomes available. This is available from
the Application Replay page (Figure 4-3). In either case, the characteristics of the
capture are detailed in terms of its volume, performance, and errors. In this way, you
can assess the quality of the capture, and its usefulness for testing purposes.

Note that the number of requests monitored during the capture process is particularly
useful for assessing the capture’s progress. In the event of an unusually high level of
errors, you can use the Job page (available by clicking the RUEI Capture Job setting) to
drill-down into specific errors.

4.9 Replaying Application Workload Captures

You can replay a workload capture against a test system. Besides issuing identical
HTTP requests, the replay mechanism also mimics the characteristics of the capture in
terms of concurrency and timing. This section provides information about the
following parts of the replay process:

= Preparing to Replay Workload Captures

s Understanding Replays and Replay Tasks
= Resolving References to External Systems
= Remapping URLs

= Substituting Sensitive Data

= Replaying Workload Captures

= Analyzing Replay Results
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4.9.1 Preparing to Replay Workload Captures

Proper planning of the workload replay ensures that the replay will be accurate.
Replaying a workload capture requires the following steps:

= Ensure that the application data state on the test system is logically equivalent to
that of the capture system at the start time of workload capture. This is described
in "Setting up the Test System Database".

= All references to external systems have been resolved. This is explained in
"Resolving References to External Systems".

4.9.2 Understanding Replays and Replay Tasks

It is important to understand that a replay is an execution (playback) of a workload
capture. A replay task is a group of replays based on the same capture. After a replay
is completed, you can view a replay report and compare the replay with the initial
capture, or create another replay within the same replay task. Typically, the replays
within a replay task perform the same purposes. For example, a database or host
system configuration with multiple parameter changes.

It is recommended that replays are grouped into the same replay task in order to
facilitate comparison. For example, those that relate to the testing of the same database
upgrade patch.

4.9.3 Resolving References to External Systems

A captured workload may contain references to external systems, such as database
links or external tables. It is critical that you reconfigure these external interactions to
avoid impacting other production systems during replay. Typical external references
that need to be resolved before replaying a workload are shown in Table 4-1.

Table 4-1 References to External Systems

Type Description

Database links  Typically, it is not desirable for the replay system to interact with other
databases. Therefore, you should reconfigure all database links to point to an
appropriate database that contains the data needed for replay.

External tables ~ All external files specified using directory objects referenced by external
tables need to be available to the database and application server during
replay. The content of these files should be the same as during capture, and
the filenames and directory objects used to define external tables should also

be valid.
Directory You should reconfigure any references to directories on the production
objects system by appropriately redefining the directory objects present in the replay

system after restoring the database.

URLs URLs/URIs that are stored in the database and application server need to be
configured so that Web services accessed during the capture will point to the
appropriate URLs during replay. If the workload refers to URLs that are
stored in the production system, you should isolate the test system network
during replay.

E-mails To avoid resending E-mail notifications during replay, any E-mail server
accessible to the replay system should be configured to ignore requests for
outgoing E-mails.
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Important: To avoid impacting other production systems during
replay;, it is strongly recommended that you run the replay within an
isolated private network that does not have access to the production
environment hosts.

4.9.4 Remapping URLs

URLs in the workload capture files need to be remapped to different values before
replay within the test environment. For example, the Web application URL in every
request needs to be remapped to that of the test system.

Note that wildcard characters are not supported within remapped URLs. All required
domain and port numbers must be fully specified.

4.9.5 Substituting Sensitive Data

The RUEI installation monitoring your network traffic can be configured to omit the
logging of sensitive information. This is called masking, and prevents passwords and
other sensitive information from being recorded on disk. Further information on the
use of this facility is available from the Oracle Real User Experience Insight User’s Guide.

It is important to understand that Application Replay only supports the substitution of
one value for each masked field. For example, if an application logon password field is
masked, you will need to set up one common alternative logon password for all user
accounts in the test system.

4.9.6 Replaying Workload Captures

To replay a workload capture using Enterprise Manager:

1. From the Enterprise menu, select Quality Management, then Application Replay.
The page shown in Figure 4-3 appears.

2. From the Replay Tasks section, click Create or Create Like. The page shown in
Figure 4-12 appears.

Figure 4-12 Create Replay Task Page

Application Replay

Create Replay Task OK | Cancel

Create a new replay task. A replay task is a grouping of replays using the same capture. From the replay task
home page, new replays can be created to replay the assodated capture against a test system.

* Capture Mame  myshop_bookings_db Q

*MName |CRM_Western_Sphere

Description | g0 mins Siebel CRM application (Narth American and west
Europe).

3. Click the Select Capture icon. A new window opens that allows you to select the
capture upon which the replay task should be based. Specify a unique name for
the new replay task. Optionally, specify a brief description. It is recommended that
you include an indication of the replay task’s purpose and scope. When ready;,
click OK. You are returned to the page shown in Figure 4-3.

4. Click the newly created replay task. The page shown in Figure 4-13 appears.
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Figure 4-13 Create Replay (Overview) Page

Application Replay

Create Replay Back | Mext | Submit | Cancel

Tasks Overview
Overview *Name | Siebel CRM
System Description | North America and Europe Siebel CRM application.

Capture Storage Credential

Replay Clients
Synchronization Replay Prerequisites

These prerequisites should be completed before replaying a capture.,
URL Mappings

Restore database to match the state of the production database at the start of capture.

Masked Data Substitution Resolve any references to external systems.

Additional Replay Parameters = =
External Production System Warnings

Schedule A replay should be performed in a completely isolated test environment. Make sure to resolve all references to
external systems before starting a replay so that your production environment is not harmed. The following are
Review examples of external references that an application might have. Your application may have additional or
different external references.
& \Weh Services * Database Links
® Authentication Servers (e.g. 550, LDAF) » Directory Objects
& Application URLs + Streams

5. Specify a name for the replay. It must be unique among the selected replay task.
Optionally, specify a brief description for the traffic to be replayed. It is
recommended that you include an indication of the purpose and scope of the
replay. Carefully review the perquisite information, and click the
acknowledgement check boxes to indicate that they have been met. When ready,
click System. The page shown in Figure 4-14 appears.

Figure 4-14 Create Replay (System) Page

Application Replay

Create Replay Back | Next | Submit | Cancel |
Tasks System
X Select the System target that represents the test application against which the associated capture is to be
@ Overview

replayed. The selected system members determine whether database synchronization can be performed during
replay. If the selected system does not contain supported versions of Fusion Middleware and Orade Database

System targets, the subsequent Synchronization task wil be disabled.

Capture Storage Credential *Replay System | pec41689.us.myshop.com Q,

Replay Clients System Members  |Name Type | Status
myshop_test_db Database Instance ﬁ

Synchronization pcc41889.us.myshop.com Host ﬁ

URL Mappings

Masked Data Substitution
Additional Replay Parameters
Schedule

Review

6. Click the Select System icon, and select the targets that represent the test
environment against which the capture should be replayed. It is recommended
that you review the status of the selected components, and ensure that they will be
available throughout the planned replay. When ready, click Capture Storage
Credential. The page shown in Figure 4-15 appears.
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Figure 4-15 Create Replay (Capture Storage Credential) Page

Application Replay

Create Replay Back | Mext | Submit | cCancel |

Tasks Capture Storage Credential
X Spedfy the capture storage host credential.
o Overview
Storage Host  pocc41689.us.myshop.com
orage Location /ftmp/bookings/capture
7 System Storage Location /tmp/bookings/captures/21
Capture Storage Credential Storage Host Credential
Replay Clients
L Credential @ Preferred Credential (©) Mamed Credential () Mew Credentials
Synchronization

Preferred Credentisl Mame  Privileged Host Credentials
URL Mappings

Credential Details Attribute Value
Masked Data Substitution UserMame jsmith
Password
Additional Replay P te
itional Replay Parameters More Details
Schedule
Review

7. Specify the credentials of the selected storage host. When ready;, click Replay
Clients. The page shown in Figure 4-16 appears.

Figure 4-16 Create Replay (Replay Clients) Page

Application Replay

Create Replay Back | Next | submit | Cancel |

Tasks Replay Clients
) Spedify the distribution of replay dients among hosts.
< Overview
Estimated Replay Clients Needed 1
o System

Replay Client Hosts

4 Capture Storage Credential Using the provided estimate as & guide, specify the replay dient hosts and the distribution of replay dients among them.

< Replay Clients View > | gpadd 7 Edit., 3¢ Delete
Synchronization ‘Host |Username | Replay Cllemsl Status
pcc4 1689, us. myshop.com admin 1 {F
URL Mappings

Masked Data Substitution
Additional Replay Parameters
Schedule

Review

] mm +

Replay File System

Spedify a shared file directory location that is accessible from all replay dient hosts. This location will be used for staging
the capture to be replayed and storing the replay results.

*Replay Jtmp
File N
Location @Informahon
1f you enable synchronized replay, make sure this directory is on a shared file system and accessible by all
database instances using the same directory path.

Specify the Replay Clients that will be used to generate the workload on the test
system. Note that the provided estimate should be used as a basis for scaling the
planned replay. Specify the file system location to be used for storing the capture
files and replay results. This location must be on a shared file system and
accessible from the Replay Client hosts and database hosts (if synchronization is
enabled) via exactly the same file directory path. When ready, click
Synchronization. The page shown in Figure 4-17 appears.
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Figure 4-17 Create Replay (Synchronization) Page

Application Replay

Create Replay Back | Mext | Save | Submit Cancel
Tasks Synchronization
& 0 Select whether database synchronization should be enabled during replay. If enabled, provide the necessary database credential,
Verview
@Information
& System @ Enabled Assuming replay starts from a database state as similar as possible to the state when capture started,

Database Synchronized Replay database synchronization attempts to order requests so that every replayed request operates on the

% Capture Storage Credential ) Disabled same data as it did during capture. Disabling synchronization generates a replay in which the recorded
timings are reproduced without taking into account the data dependendes.
W Repiay Clients Databage Name Oemrep_Database Databaze Host Mame EBS6170_system.us.myshop.com
Synchronization Database Credential Database Host Credential
URL Mappings
Credential @) ) New Credential @) ) New
Masked Data Substitution reden .5 ~) Preferred @ Mamed () Mew reden .a ) Preferred @ Mamed () New
Credential w5 - @ Credential ISMITH -
Additional Replay Parameters Name Name
Cfege?ﬁ_lc"‘ Attribute [value | CFESETB'?' Attribute [value
Schedule Y — sys EEE serbame jsmith
Review Password =~ = = Password = wssEes
Role sysdba More Details
More Details

Database Version 11.2.0.2.0
Database Port 15044
Database 51D sc121s1

9. Specify whether database synchronization should be enabled during the replay.
Note that, if enabled, you will need to provide relevant database and host
credentials. When ready, click URL Mappings. The page shown in Figure 4-18
appears.

Figure 4-18 Create Replay (URL Mappings) Page

Application Replay

Create Replay Back | Mext | submit | Cancel |
Tasks URL Mappings
X Add mappings from capture URLs to URLs for replay.
@ Overview
ok Add 3¢ Delete
% System
" |capture URL [Replay URL
% Capture Storage Credential l http: f{myshop.com http: f/testenv-myshop.com

% Replay Clients

% Synchronization
URL Mappings
Masked Data Substitution
Additional Replay Parameters
Schedule

Review

10. Specify the URL mappings that should be used during the replay. That is, how the
URLs encountered during capture should be substituted when replayed within the
test environment. When ready, click Masked Data Substitution. The page shown
in Figure 4-19 appears.
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Figure 4-19 Create Replay (Masked Data Substitution) Page

Application Replay

Create Replay Back | Next | submit | cancel |

Tasks Masked Data Substitution
& Overview These sensitive data fields are masked by RUEI during capture, Spedfy the new replay values to substitute during replay,
& System Sensitive Data Field |Replay Value URL }Name LEEE RDF::DE:On I
« Capture Storage Credential passwordField sessnens hitp:fimyshop.testenv.com: 8083/0A_HTMLIOA jsp EBSR12 EES
i_password ssssssssssss http:/imyshep.com/StereFrontModule/faces/check Catalog ADF
& Replay Clents SWEPassword LLILIT LTI http:i/sd4. corpisiebel comicallcenter_enu/startswe  Contact Siebel
@ Synchronization fidPaseword sssssses hitp:ifmyshep.com/basketogin MyShop MyShop

<@ URL Mappings
Masked Data Substitution
Additional Replay Parameters
Schedule

Review

11. RUEI can be configured to omit the logging of sensitive information (such as

passwords, credit card details, and so on) from being recorded on disk. Because
the values of these fields are not recorded, they need to be explicitly specified for

replay. When ready, click Additional Replay Parameters. The page shown in
Figure 4-20 appears.

Figure 4-20 Create Replay (Additional Replay Parameters) Page

Application Replay

Create Replay Back | Mext | submit | Cancel |
Tasks Additional Replay Parameters
o Overview Replay Rate
Configure parameters controlling the rate at which replay progresses,
< System -
¥ RunReplay () Same Rate As Captured
% Capture Storage Credential @ Custom Rate
% Replay Clients Session Start Time Scale 100 §|
« Synchronization Think Time Scale 100 §|

Maintain Request Rate
% URL Mappings

About Custom Replay Rate Parameters

Session Start Time Scale: Scales the elapsed time from when the capture started to when the session connects
with the spedified value. Controls the rate of logon activity during replay.

< Masked Data Substitution

Additional Replay Parameters
Think Time Scale: Scales the elapsed time between two successive user calls for the same session. Controls the
Schedule replayed request rate.

Review Maintain Request Rate: If enabled, the system will correct the think time (based on the think_time_scale

parameter) between calls when user calls take longer to complete during replay than during capture. Maintains
capture request rate,

~| Advanced Replay Configuration
Add custom values for parameters
used during replay.

Advanced Settings @) Standard
(@) Custom

12. Specify whether the replay should progress at the same rate as in the original
capture or at an alternative rate. In the case of the latter, you need to specify the
appropriate session start time scale, think time scale, and whether the request rate
should be maintained at the original rate. Expand the Advanced Replay
Parameters section to specify whether the standard advanced settings should have
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their standard values or custom values. When ready, click Schedule. The page
shown in Figure 4-21 appears.

Figure 4-21 Create Replay (Schedule) Page

Application Replay

Create Replay Back | Mext | Submit | Cancel |
Tasks Schedule
Schedule a time for replay to start.
@ Overview pay
Replay Start
% System
Start ) Immediately @ Later |26/07/201101:33:11 r_;"(g (UTC-08:00) US Padific Time

% Capture Storage Credential
% Replay Clients

% Synchronization

% URL Mappings

< Masked Data Substitution

% Additional Replay Parameters

Schedule

Review

13. Specify when the replay should start. When ready, click Review.

14. A summary of the planned replay is displayed. If necessary, use the Back and
Next buttons to move between sections. When ready, click Submit to launch the

replay.

4.9.7 Analyzing Replay Results

Detailed information about a selected replay is available by clicking it within the
Application Replay Page. An example of a replay overview is shown in Figure 4-22.
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Figure 4-22 Example Replay Summary

Home Results Review

Replay Summary

Status

Replay Task Mame

Owner

Description

Replay Job

Enable Database Synchronized Replay
Replay System

Replay File Location

Replay Progress

Completed
replaytaskl
SYSMAN

myshop_captures_db
Mo

/tmp/bookings/captures/21

Replay Client Hosts

Total Replay Clients
Scheduled Replay Start Time
Capture Name

Capture Duration (min)

pcc41689.us.myshop.com

1

18-Jul-2011 14:24:40 (UTC-08:00) US Pacific Time
capturel

11

Current Metrics Progress Chart
Replayed Requests 58 a
Captured Requests 58 60
50
w40
z 30
20
10
0
a 5 10 15 20 25 30 35
Elapsed Time is)

— Requests Played — Requests Captured

It consists of three parts:

= Home: provides a overview of the replay, its associated replay task, and the
capture upon which it based. The progress of the replay, and a comparison with
the original capture, is also provided.

= Results: provides more detailed information about the request divergence. This
includes a comparison of page performance during the original capture and the
replay, and the application pages that experienced the highest level of divergence.
An example is shown in Figure 4-23.

Within this section, The Page Analysis section allows you to an analysis of each
application page across selected metrics. The Divergences section allows you to
view information restricted to specific divergence types (such as access, content,
and so on). The Charts section allows you to view detailed replay information
across specific metrics (such as average page load time).

= Review: provides information about the replay environment (such as the
credentials, host, and replay clients), as well as the URL mappings and masked
data substitutions used during the replay.
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Figure 4-23 Example Replay Results Summary
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410 Troubleshooting

This section provides guidance on dealing with the most common problems
encountered when capturing and replaying workloads. In addition, it is recommended
that you review the Oracle Support Web site for information about known issues and
workarounds. It is available at the following location:

https://support.oracle.com

RUEI Installation
Ensure that the RUEI installation used to monitor the applications in the workload
capture meets the following requirements:

s Check the Oracle Support Web site for information about supported versions and
required hot fixes.

= RUEI has been configured to monitor the required applications. Information about
deployment options and requirements is available from the Oracle Real User
Experience Insight Installation Guide.
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You have a valid user name and password combination. If necessary, contact your
RUEI Administrator. Note that the user account must have Security Officer
permission. For further information about roles and permissions, see the Oracle
Real User Experience Insight User’s Guide.

Full-Session Replay (FSR) has been enabled, and sufficient storage has been
assigned, for each application that is planned to be captured. In addition, you
should ensure that each application’s data replay logging and masking settings are
compatible with the use of FSR. For information, see the Oracle Real User Experience
Insight User’s Guide.

Ensure that your Web server has been configured to use static SSL certificates. This
is necessary because RUEI does not support dynamic SSL certificates.

If your application make use of jumbo frames, increase the RUEI capture length
from its default 2kb to 64kb by issuing the following command on the RUEI
Reporter system as the root user:

execsqgl config_set_profile_value wg System config CaptureLength replace 65536

Synchronization

If you are using synchronization replay, ensure that your capture and replay
environments meet the requirements described in Section 4.5.3, "Using
Synchronization".

Capture Checklist
In addition to the requirements indicated above, you should also ensure that:

RUELI is correctly capturing all required traffic using the appropriate logging and
masking policies. For information on verifying its configuration, see the Oracle
Real User Experience Insight User’s Guide available at the following location:

http://www.oracle.com/technetwork/documentation/realuserei-091455.h
tml

The database host user ID belongs to the same group as the Enterprise Manager
Agent user account.

Replay Checklist
In addition to the requirements indicated above, you should also ensure that:

All required URLSs have been correctly remapped, as described in Section 4.9.4,
"Remapping URLs". Check whether the test system has been configured as HTTP
or HTTPS, the domain name of the Web server, and the relevant port number. In
addition, verify that the full domain name is specified in the URL, and not just the
host name.

It is strongly recommended that you do not replay a captured workload in a
production environment.

Ensure that you have provided a substitute value for all sensitive data fields that
were masked during capture. This is described in Section 4.9.5, "Substituting
Sensitive Data".
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Monitoring Business Applications

This chapter describes how you can use Oracle Enterprise Manager to obtain
Application Performance Management (APM) capabilities to maximize the
performance and availability of your business-critical applications.

This is achieved through the creation and monitoring of business application targets.
These are managed targets that provide an intuitive representation of the relationship
between your applications and business transactions and the underlying IT
infrastructure. The RUEI and BTM-monitored components that comprise these
business applications provide information across the enterprise, and facilitate central
monitoring of their structure, status, availability, dependencies, and performance. The
registration and monitoring of their associated RUEI and BTM systems is also
described.

The chapter covers the following;:

= Introduction to Business Applications

»  Prerequisites and Considerations

»  Registering RUEI/BTM Systems

»  Creating Business Applications

= Monitoring Business Applications

= Monitoring RUEI Components

»  Working with the RUEI Session Diagnostics Facility
= Monitoring KPI and SLA Alert Reporting

= Monitoring BTM Transactions

= Working Within Business Transaction Manager

5.1 The Oracle Approach to the APM Challenge

Organizations have increasingly come to understand that the elements that deliver
value to them need to be managed in a business-driven (rather than
application-centric) manner. In particular, this has emerged as a result of the following
factors:

s The three biggest problems facing IT administrators are slow response times, users
experiencing errors, and application availability. Moreover, most organizations
only find out about these problems through end user complaints.

= The above issues are equally important to end users, and equally difficult for IT
management to resolve. This applies to both package and custom applications.
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= Application architectures have undergone a dramatic change from client-server
deployments to n-tier, SOA, and composite architectures. As a result, traditional
application monitoring is not suitable for these modern architectures.

The Oracle Enterprise Management Solution

To address the challenges outlined above, Oracle Enterprise Manager encompasses the
following key aspects to managing application performance:

= A sub-optimal application can negatively impact not only the immediate business
activities that users are trying to perform, but also the organization’s image and,
ultimately, profitability. Therefore, IT operations must be managed from the
end-user perspective.

= Inorder to understand why these problems occurred, it is necessary to manage the
infrastructure that powers the applications, and analyze the processing of business
transactions. Business transactions are often executed by arranging existing
applications and infrastructure to implement business processes. Typically, they
incorporate a wide variety of technologies, deployed across many platforms and
organizational boundaries. However, despite the complexity of such processes,
they must behave as single, seamless transactions from the business users’
perspective.

= Once a problem is isolated to a particular component, IT can perform in-depth
diagnostics of that component. As numerous technologies are used in typical
application environments, and each piece of technology presents its own
idiosyncrasies, specialized tools built with in-depth knowledge of the component
are needed to troubleshoot them. These tools are available for both Java and
non-Java applications running on Oracle Database, as well as major packaged
Oracle Applications such as Siebel CRM.

s Leveraging Oracle’s unparalleled expertise in Java technologies, Oracle Enterprise
Manager provides deep diagnostics for any JVM within the application
infrastructure providing immediate insight into actual thread stack or other
common JVM issues.

= For applications running on Oracle Database, Oracle Enterprise Manager provides
best-in-class diagnostics unavailability to other tools on the market. Built into
Oracle Database is a self-diagnostic engine, called Automatic Database Diagnostic
Monitoring (ADDM), that periodically examines the state of the database,
automatically identifies potential database performance bottlenecks, and
recommends corrective actions. Oracle Enterprise Manager presents ADDM’s
findings and recommendations in a convenient and intuitive fashion, and guides
administrators step-by-step to quickly resolve performance problems by
implementing ADDM’s recommendations.

= Modern distributed application environments are highly complex, with many
moving parts, including system components such as application servers,
databases, and servers. The ability to model all aspects of application
environments, and discover all relevant application components and their
relationships, is essential to the management of this complexity. Moreover, Oracle
Enterprise Manager also maps performance measurement metrics to application
components automatically.

5.2 Introduction to Business Applications

Oracle Enterprise Manager ensures that your applications are performing at their
peak, and that end users are satisfied with their performance. It monitors the
performance and availability of business-critical applications, transactions, and
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services, as well as the experience of customers that access your services. It also
enables organizations to identify and prioritize problems based on business impact,
and helps resolve problems across today's highly complex application environments
before they affect users.

This functionality is available through the creation and monitoring of business
application target service types. These unify the dedicated application performance
monitoring, diagnostics, and reporting capabilities available through Oracle Real User
Experience Insight (RUEI), Oracle Business Transaction Management (BTM), and
system monitoring through Oracle Enterprise Manager Cloud Control.

A business application is a managed target service type that represents a logical
application. It defines a unit of management as perceived by the user, and defines the
logical scope for Oracle Enterprise Manager’s Application Performance Management
(APM) capabilities. Examples of business applications could include business-critical
applications based on Oracle CRM Fusion Application or an in-house developed web
application.

Benefits of Business Application Monitoring

The use of business applications offers a number of significant advantages over
traditional IT-centric approaches that only focus on system health issues. In particular,
they:

= Allow you to manage your applications in their business context, measuring, and
alerting on the basis of the end-users’ experience.

= Provide dashboards with complete visibility across multi-tier composite
applications. Moreover, these can easily be customized to display any relevant
metric information.

= Provide a visualization of all target relationships within a business service.

Application Monitoring Using RUEI, BTM, and System Monitoring

RUEI is a web-based utility that reports on the real-user traffic requested by, and
generated from, your web infrastructure. It allows you to analyze your network and
business infrastructure, and provides a diagnostics facility that allows application
managers and IT technical staff to perform root-cause analysis. For further
information, see the Oracle Real User Experience Insight User’s Guide.

BTM provides automatic monitoring of the services and transactions within your
application environment. It allows you to understand their interaction, business
context, consumers, and business payload. For further information, see Oracle Business
Transaction Management Online Help.

System monitoring provides insights into the behavior of the monitored application
infrastructure. It collects metrics and reports on the health of all components from the
hosts to the application servers and the deployed Java EE applications. It also provides
deep-dive diagnostics tools for the application servers and the databases.

Systems, Services, Business Applications, and Key Components

Within Oracle Enterprise Manager, there are two types of targets: systems and services.
A service target represents some functionality provided or supported by a system. A
business application is a service target. Hence, when you create a business application,
you need to associate it with a system that represents the infrastructure underlying the
service functionality.

Consider an example business application that contains an order entry application
which is implemented by a collection of physical (system) resources. The application is
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deployed in a Web Logic domain, modeled as a system target whose members are the
individual managed servers. The business application could include transactions
deployed in containers. Each of these containers is an application server, possibly
within a single Web Logic domain. In this case, the Web Logic domain is the system
target. In the case that the transaction spans multiple domains, it is recommended that
you create a composite application within Oracle Enterprise Manager.

The key components within the system target are then monitored to determine the
business application’s availability. For instance, for a transaction, the key components
will be the servers where the services that comprise the transaction are running.

5.2.1 MyBank: An Example Business Application

This section presents an extended example of a business application. Consider the
situation in which end users access a banking application (MyBank) that allows them
to perform such tasks as the payment of bills. This business application is delivered
through the infrastructure shown in Figure 5-1.

Figure 5-1 The MyBank Business Application

End user of MyBank

- A Oracle
business application

Internet Database
Oracle HTTP Oracle WebLogic
Server (OHS) Server (WLS)
Oracle Real Experience Business Transaction Business Service
Insight (RUEI) Management (BTM) Management
Are our customers happy? Why hasn’t the customer’s bill Are business S5LAs being met?
been paid yet?
Monitored application: MyBank BTM transaction: SLAs: .
KPIs: performance of logon pages, | - Login - Per_form_ance and a_vallabl_lny.of
No. of transfer error responses, - TransferMoney login using synthetic monitoring
No. of errors in online payments - CreateBiller - Performance of the
- PayOnlineBiller GetAccountBalance servlet

The end-user experience of the MyBank business application is monitored through
RUEI, while Key Performance Indicators (KPIs) are used to monitor its key aspects,
such as the availability and performance of the logon page, and the number of errors
in transfer responses and online payments.

BTM monitors the performance of the services and transactions deployed within the
application environment used to deliver the business application. This is done through
tracking of each transaction execution as it progresses through the different tiers of the
application. This is complemented by the ability to perform root-cause analysis to
locate bottlenecks, errors, and incomplete transaction instances.

Proactive application monitoring is achieved through the establishment of business
objectives that define acceptable levels of performance and availability. Within Oracle
Enterprise Manager, these business objectives are referred to as Service Level
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Agreements (SLAs) and are composed of Service Level Objectives (SLOs) that measure
specific metrics.

Insight into each of these key aspects of a business application’s operation and
delivery is available through a number of dedicated regions or the Oracle Enterprise
Manager console.

5.3 Prerequisites and Considerations

This section describes the requirements that must be met, and the issues that should be
considered, in order to use the Business Applications facility. It is strongly
recommended that you carefully review this information before proceeding with the
creation of business applications.

Important: It is recommended that you review the My Oracle
Support website to obtain up-to-date information about the supported
RUEI and BTM products, as well as patches, configurations, known
issues, and workarounds.

This section covers the following;:
= Using RUEI to Monitor Business Applications
= Using BTM to Monitor Business Applications

5.3.1 Using RUEI to Monitor Business Applications

In order to use RUEI to monitor the performance and behavior of your business
applications, you must ensure that the following requirements have been met:

= RUEI version 12.1.0.3 (or higher) has been installed and configured to monitor the
required applications, suites, and services. Information about deployment options
and requirements is available from the Oracle Real User Experience Insight
Installation Guide.

= The Reporter system must be accessible to Oracle Enterprise Manager via an
HTTPS connection on port 443. Other component host systems (such as Collector,
Processing Engine, and database servers) do not need to be accessible to Oracle
Enterprise Manager unless you intend to make them managed targets (see
Section 5.4, "Registering RUEI/BTM Systems").

»  The statistics data retention setting (which governs the availability of statistical
information such as violation counters) has been configured to be consistent with
your business application reporting requirements. The procedure to do this is
described in the Oracle Real User Experience Insight User’s Guide.

= If you intend to export session information from the Session Diagnostics facility,
you should ensure that the exported session is not older than the period specified
for the Full Session Replay (FSR) data retention setting. In addition, the URL prefix
masking setting should be specified as "Complete logging". For more information,
see the Oracle Real User Experience Insight User’s Guide.

Registering RUEI Installations with Self-Sighed Certificates

A RUEI installation can use a self-signed certificate. This is explained in the Oracle Real
User Experience Insight Installation Guide. However, Oracle Enterprise Manager only
accepts SSL certificates issued by a trusted Certificate Authority (CA), and that contain
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a valid Common Name (CN). Therefore, in order to be able to register a RUEI
installation with Oracle Enterprise Manager, you need to do the following:

1. Verify that the certificate is valid. One way to do this is to attempt to access the
Oracle Enterprise Manager system through a browser via HTTPS and view the
certificate details. You should ensure the certificate’ s date validity. If the
certificate’s date range does not include the period your Oracle Enterprise
Manager system is running, you will not be able to use it.

2. Download the certificate to your Oracle Enterprise Manager system. Many
browsers provide an option when creating a security exception for a self-signed
certificate to also save the certificate to a file. This file should reside in your hosted
system for the next step to register it in a keystore. The example below assumes
that you stored the file containing the certificate in ~/rueicertfile. txt.

3. Add the certificate to the keystore. Within Oracle Enterprise Manager, two
keystores are used to communicate with a RUEI system via SSL: one for discovery,
and one for the communication once RUEI is registered. Both keystores need to
contain the same certificate. Issue the following commands on the Oracle
Enterprise Manager system:

keytool -import -keystore AgentTrust.jks -file ~/rueicertfile.txt -alias \
rueicacerts -storepass welcome

keytool -import -keystore DemoTrust.jks -file ~/rueicertfile.txt -alias \
rueicacerts -storepass DemoTrustKeyStorePassPhrase

4. In order for Oracle Enterprise Manager to work with the new certificate, perform a
total bounce. Issue the following commands:

SORACLE_HOME/bin/emctl stop oms -all -force
SORACLE_HOME/bin/emctl stop agent
SORACLE_HOME/bin/emctl start oms
SORACLE_HOME/bin/emct]l start agent

5.3.2 Using BTM to Monitor Business Applications

In order to use BTM to monitor the performance and behavior of your business
applications, you must ensure that the following requirements have been met:

s BTM version 12.1.0.3 (or higher) has been installed and configured. Installation
and configuration instructions are provided in the Oracle Business Transaction
Management Installation Guide.

»  The server where the central BTM server is deployed must be accessible to the
Oracle Management Server (OMS) on the port where the BTM system’s managed
server is listening.

= The business transactions you intend to monitor via the business application
facility have been defined within the BTM user interface. The procedure for doing
this is described in the Business Transaction Management Online Help.

5.4 Registering RUEI/BTM Systems

5-6

Before you can create business applications based on RUEI-monitored applications
and services, or BTM-monitored transactions, you must first register the appropriate
RUEI or BTM system with Oracle Enterprise Manager.

Note: You must have Super Administrator privileges in order to
access the Application Performance Management page.
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Do the following:

1. From the Setup menu, select Application Performance Management. The

Application Performance Management page shown in Figure 5-2 appears. The
currently registered systems are listed.

Figure 5-2 Application Performance Management Agents

Application Performance Management Agents @ Manage Diagnostics Agents

IVYMD Agents Count: O
ADP Agents Count: O

Application Performance Management Engines

View - o Add ~ 3£ Remove Configure
Name Host |P0rt |SSL Port | Status |Availability (%) |Server |Versi0n
¥ RUEI Svstems (1)
BTM Systems (0)

VM Diagnostics Engines ()
ADP Engines {0}

Select Real User Experience Insight System or Business Transaction
Management System from the Add drop down. A page similar to the one shown
in Figure 5-3 appears.

Figure 5-3 Discover RUE| System Page

Test Connection Discover | Cancel ‘

Discover RUEI System: Find Targets
Enterprise Manager can be configured to manage a RUEI instance
@ Use standard location

) Use custom location

*Host | myshop.us.com \%
*Port | 443
ssL

*Username | admin

#Password |eesses

Unigue Identifier

Specify whether the RUEI or BTM system is running in a standard or custom
location.

Specify the host system where the Reporter system or BTM Sphere is located. Click
Select Target. A new window opens that allows you to view the available systems.
You can use the Target Type menu to search for specific target types.

Specify the port number used to communicate with the RUEI Reporter or BTM
Sphere.

Specify whether a secure connection should be used to the RUEI Reporter or BTM
Sphere. If so, the necessary SSL certificates must be registered with Oracle
Enterprise Manager. This is described in the Oracle Enterprise Manager Cloud
Control Advanced Installation and Configuration Guide available at the following
location:

http://docs.oracle.com/cd/E24628_01/install.121/e24089/appdx_
troubleshooting.htm#CEGBIGBH

Specify a valid user name and password combination. For a RUEI system, the
specified user must have Security Officer permission. Note that if SSO is enabled,
you need to specify em_user and the appropriate password. For a BTM system,

Monitoring Business Applications 5-7



Creating Business Applications

10.

11.

12.

the specified user must have the assigned role of btmAdmin. If necessary, consult
your RUEI/BTM Administrator.

Optionally, specify a string to be attached to the RUEI/BTM system name. For
example, if "SanitySite" is specified, then each of the system’s component names
will be prefixed with "SanitySite_", creating system names such as "SanitySite_
BTM_System".

In the case of a custom location, specify the full URL of the WSDL RUEI/BTM
discovery service. In the case of a BTM system, this should be in the following
form:

http://host:port/btmcentral/sphere/discoveryService/?wsdl

In the case of a RUEI instance, this should be in the following form:
http://host:port/ruei/service.php?endPoint=uxDiscoveryService&wsdl
Specify the URL of Management Agent to be used to collect metric information

about the system. If it is managed by Oracle Enterprise Manager, you can click
Select to specify it.

Click Test Connection to verify whether a working connection to the RUEI/BTM
system can be made.

Click Discover. An overview of the components associated with the selected
system is displayed. An example is shown in Figure 5-4.

Figure 5—-4 Discover RUEI Instance: View Targets Page

Targets Found 2

Application Performance Management Page Refreshed Jul 23, 2012 12:11:01 AM PDT

Discover RUEI System: Add Targets

Following are the discovered RUEI targets. Click Add Targets to have these targets monitored by Enterprise Manager.

Add Targets | Cancel |

Name |Type |Host
MY_Oracle _RUEI RLUEI System myshop.us.com
RUEI Reporter Engine myshop.us.com

13.

Click Add Targets to have each of the system’s components become a managed
target within Oracle Enterprise Manager. Note that if you do so, each system must
be accessible to a Management Agent. Further information about managed targets
is available from the Oracle Enterprise Manager Cloud Control Administrator’s Guide.

5.5 Creating Business Applications

To create a business application, you need to specify the RUEI-monitored applications,
suites, and services, or BTM-monitored transactions upon which it is based. Do the
following:

1.

From the Targets menu, select Business Applications. The currently defined
business applications are displayed. The page shown in Figure 5-5 appears.
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Figure 5-5 Business Application Page

Business Applications

Create... 3§ Delete...

EBS Payments
Download Datasheets

|Name S Status
Siebel CRM &
Bevcc 4
@
@

2. Click Create. The page shown in Figure 5-6 appears.

Figure 5-6 Create Business Application (Name) Page

Business Application

Name  RUEI Associations
Create Business Application : Name

* Business Application Name | Siebel CRM

Enter & unique name for the new Business Application. Use only letters, numbers and spaces in the name.

Step 1of 5 MNext Cancel

3. Specify a unique name for the new business application. It is recommended that
you include an indication of the purpose and scope of the business application as
part of the name. Note that business applications cannot be renamed later. When
ready, click Next. The page shown in Figure 5-7 appears.

Figure 5-7 Create Business Application (RUEI Associations) Page

Business Application

MName RUEI Associations ETM As.sa.:iaﬁons
Create Business Application : RUEI Assodiations

Suites and Services is optional.

ok add 3 Remove

Use Add to assodate one or more RUEI Applications, Suites and Services with the Business Application. Assodating with RUET Applications,

Back |Step 2of5 Next| Cancel |

JName Type
B Cleaner app
Shop app

4. Click Add. A new window opens that allows you to select the RUEI-monitored
applications, suites, and services upon which the business application should be
based. You can use the Type menu to restrict the listing to specific types. When
ready, click Next. The page shown in Figure 5-8 appears.
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Figure 5-8 Create Business Application (BTM Associations) Page

Business Application

MName RUEI Assodiations BTM Associations Svs_hem
Create Business Application : BTM Assodiations Back |Step 3of5 Mext | Cancel |

Use Add to associate one or more BTM Business Transactions with the Business Application. Assodating with BTM Business Transactions is
optional.

ok add 3 Remove

|Name
Payment

5. Click Add. A new window opens that allows you to select the BTM-monitored
transactions upon which the business application should be based. When ready,
click Next. The page shown in Figure 5-9 appears.

Figure 5-9 Create Business Application (System) Page

Business Application
e} =
MName RLUEI Assodations BETM Assodations System Review
Create Business Application : System Back | Step4of5 Mext | Cancel |

The Business Application must be assodated with a System and at least one key component which will be used to calculate the Business Application's availability.
Select the System that best reflects the Business Application. Then select one or mare key components of the System and the method to calculate the Business
Application availability.

*System myshop_sernver23_data_server Change System...
System Time Zone (UTC-08:00) US Padfic Time
Business Application Avalzbiity @) ayailable when all selected Key Components are up

(7 Available when at least one selected Key Component is up

Select Business Application Key Components

Component Type ‘Key Component |:| |
myshop_NY_reporter RIEI Reparter Engine
MYSHOP/EMCC_DOMAIN Application Deployment
MYSHOP_Database_sys41 Database System
MYSHOP/EMCC_DOMAIN Oracle WebLogic Domain
myshop_ny_collector RUEI Collector

6. Click Select System and select the system that hosts the business application. This
should be a system that encompasses the infrastructure that the business
application runs on.

Use the Key Component check boxes to select the system members used in the
calculation of the business application’s availability. Two rules are available: either
all specified key components for a business application must be up, or at least one
of them must be up (the default). When ready, click Next. The page shown in
Figure 5-10 appears.
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Figure 5-10 Create Business Application (Review) Page

Business Application
]
Name RUEI Associations BTM Assodations System Review
Create Business Application : Review Back |step50ofS Creste Business Application | Cancel |

This step shows the summary of all the previous steps. Clicking the Create Business Application button will create a business application with the data shown here.

~| Name

Business Application Name Siebel CRM

~| RUET Associations

Mame Type
Cleaner app
Shop app

~| BTM Associations

‘Name
Payment

~| System

System myshop_server23_data_center
System Time Zone  (UTC-08:00) US Pacdific Time
Business Application Time Zone Use System Time Zone
Business Application Avaiabiity Available when all selected Key Components are up

@ Available when at least one selected Key Component is up

Component Type |Key Component |:| ‘
myshop_NY_reporter RLET Reporter Engine
MYSHOP/EMCC_DOMAIN Application Deployment
MYSHOP_Database_sys41 Database System
MYSHOP/EMCC_DOMAIN Oracle WebLogic Domain
myshop_ny_collector RUEI Collector

7. Review the new business application’s properties before creating it. If necessary,
use the Back and Next buttons to amend its properties. When ready, click Create
Business Application. The newly created business application appears on the
Business Application page (Figure 5-5).

5.6 Monitoring Business Applications

Once a business application has been created, you can monitor its performance and
availability, as well as the status of the systems (hosts, databases, and middleware
components) that deliver it within the underlying IT infrastructure. In this way, you
can obtain end-to-end visibility of your applications and services, and ensure that
end-user requirements are being met.

To view the status of your business applications:

1. From the Targets menu, select Business Applications. The currently defined
business applications are listed. An example is shown in Figure 5-5.

2. Click the required business application. The selected business application home
page appears. An example is shown in Figure 5-11.
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Figure 5-11 Business Application Home Page
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Jssfod_soa_domain/soa_dom... Appica. .. Lr
Total Open 0 i Jesfod_soa_domainjsoa_dom... Applica... O
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3. Each region provides specific information on the various operational aspects of the
selected business application. By default, the following regions are available:

= General: indicates the business application’s status and availability. Click the
Availability (%) item to view a history of its status for the selected time
period.

s  Component Availability: indicates the availability of the components that
deliver the business application.

= System Status: indicates the business application’s availability over the last 24
hours.

= Incidents and Problems Overview: indicates the number of outstanding
critical, warning, and error alerts associated with the selected business
application.

s RUEI - Key Performance Indicators (KPI): indicates the status of the KPIs
associated with the business application’s targets.

= Business Transactions: the use of this region is explained in Section 5.10,
"Monitoring BTM Transactions".

4. From the Business Application drop down, select Real User Experience (RUEI)
and then Real User Experience (RUEI) Data. Information about the selected
business application is available from a number of regions. Their use is described
in Section 5.7, "Monitoring RUEI Components".

5. From the Business Application drop down, select Real User Experience (RUEI)
and then RUEI Session Diagnostics. The use of this facility is described in
Section 5.8, "Working with the RUEI Session Diagnostics Facility".
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5.7 Monitoring RUEI Components

Information about the RUEI-monitored applications, suites, and services within a
business application is available from the following regions:

= RUEI - Key Performance Indicators (KPI) Region

=  RUEI- Top User and Application Violations Region
= RUEI - Top Executed User Requests Region

= RUEI - Top Users Region

= Real User Session Diagnostics

5.7.1 RUEI - Key Performance Indicators (KPI) Region

This region enables you to review relevant information about key aspects of the RUEI
application, suite, or service upon which the business application is based. For
example, you could have KPIs defined for such things as availability issues,
performance, and visitor traffic. An example is shown in Figure 5-12.

Figure 5-12 RUEI - Key Performance Indicators (KPI) Region

Key Performance Indicators Usage Data Violations Data

~| RUEI - Key Performance Indicators (KPI) B

View -

| Measured Values | Defined Thresholds |

fiame Metric Status | Trend Current Min Max | Min Max |RUEI Target
Shop - All traffic (Mbps) All traffic (Mbps) (4 e 0,37Mbps 0.30Mbps  0.91Mbs 0,10 Mbps  1.00 Mbps Shop
Shop - Content OK page views (%) Content OK page views... (4 - 100.00 % 100.00 % 100,00 % 80,00 % 100.00 % Shop
Shop - Hits per min Hits per min (4 R 125 93 381 100 200 Shop

Understanding Report Metric Values

A KPI’s metric value is always calculated over a 1-minute interval. That is, the metric’s
value is derived from its average value over that 1-minute period. Within the RUEI
instance’s configuration, The KPI calculation range specifies how many of these
1-minute period averages should be used when calculating the metric’s reported
value. By default, the calculation range is one minute. However, a longer calculation
range can be specified if you want extreme values to be averaged out over a longer
period. For example, if a calculation range of 10 minutes is specified, the metric’s value
over each reported 1-minute period is calculated based on the averages for the
previous 10 1-minute periods. Similarly, a calculation range of 15 minutes would
specify that the reported value should be derived from the averages for the last 15
1-minute periods.

Automatic and Fixed Targets

In addition to fixed targets, KPIs can be based on automatic (or auto-learnt) targets.
Because visitor traffic and usage patterns can differ widely during the course of a day,
these auto-learnt minimum and maximum targets are calculated as moving averages
for the current 1-minute period, based on the measured metric value for that 1-minute
period over the last 30 days. For example, when a KPI metric is measured at 10.45 AM,
the average against which it is compared is calculated from the last 30 days of
measurements at 10.45 AM. The minimum and maximum targets can be defined in
terms of small, medium, or large deviations from these moving averages. In contrast, a
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fixed KPI target essentially represents a straight line, as either a minimum or
maximum. This is shown in Figure 5-13.

Figure 5-13 Automatic and Fixed KPI Targets Contrasted

Metric — Actual metric value
value

Auto-learnt (automatic) moving
average (with minirmurm and
maximurn)

N

Fixed minirmurm and
maximurn target values)

» Time

Alert Handling

Optionally, KPIs can be configured within RUEI to generate alerts when they move
outside their defined boundaries. If enabled, the configuration defines the duration the
KPI must be down before an alert is generated, the severity of the reported incident,
and whether an additional notification should be generated when the KPI has
returned to its defined boundaries. The reporting of these alerts is described in

Section 5.9, "Monitoring KPI and SLA Alert Reporting".

5.7.2 RUEI - Top User and Application Violations Region

This region enables you to examine the suite and application pages, as well as service
functions, with the highest number of violations associated with them. An example is
shown in Figure 5-14.

Figure 5-14 RUEI - Top User and Application Violations Region

Key Performance Indicators Usage Data Violations Data

RUEI - Top user and application Violations
View + | Show 5 w Minimum Viclations 10% §|
Violations

Name
Trend Total Count EE Wi

Application/Mame (Shop)
W Page Mame/Mame (Shop)

= 3022 P _A— 100.00%
7 3018 Ao odA 100,00%
[= Application viclations [P W V.Y 100.00%

[ User violations 0.00%

[ = N AT

= 3021 [y NPT WYY 100.00%

The application violation counter reports the number of website, network, server and
content errors, while the user violation counter reports the number of content
notifications and client aborts. Note that a content notification is the detection of a
predefined string within a page (such as "Order processed successfully”), while a client
abort refers to a page view that was aborted by the client, possibly because the client
closed the browser, or clicked reload, or clicked away, while the page was loading.
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For each suite instance, total counters are also reported for each of its associated
suite-specific data items (such as Oracle Fusion view ID). See the Oracle Real User
Experience Insight User’s Guide for further information on these items.

Note that the number of items (such as page names or suite-specific data items) listed
for a category can be controlled via the Show menu. For example, list only the 5 or 10
items with the most violations. The Minimum Violations menu allows you to specify
the threshold of violation incidents that needs to be met for a page before being
reported.

Violation Reporting

Note if a page or object experienced several types of errors (for example, both a
network and a web service error), the page or object error is not recorded multiple
times. Instead, it is reported according to the following order: website, server, network,
and content. For example, an object that experienced both a website and a network
error, it is recorded as a website error rather than a network error.

The application violation counter reports the total number of website, network, server,
and content errors. The user violation counter reports the total number of content
notifications and client aborts. An example of the possible use of these counters would
be the creation of dashboards to track the general health of specific applications. These
counters are also available for use as KPI metrics.

5.7.3 RUEI - Top Executed User Requests Region

This region enables you to view the most frequent user requests and actions, and their
impact on the business application. These actions can be specific page names, or
combinations of suite-specific dimensions (such as Siebel screen, module, and view
names). An example is shown in Figure 5-15.

Figure 5-15 RUEI - Top Executed User Requests Region

Key Performance Indicators Usage Data Violations Data

RUEI - Top Executed User Requests

View -

Actions | Page | Violations Count | Violations Percentage
| Vie'.\'s| Avg Load T|me(sec)| Totall User Applicaﬁonl Total (%)l User (%)|
Shop 3022 3 0.51 3 0 3 100.00 0.00
Shop 3018 2 0.28 2 0 2 100.00 0.00
Shop index 25 0.63 1 0 1 4,00 0.00
Shop 3021 1 0.36 1 0 1 100.00 0.00
Shop 170 1 0.30 0 0 0 0.00 0.00

4

1 }

Using this region, you can verify the performance of the most popular user requests
associated with a business application (such as downloads or payment handlings).

5.7.4 RUEI - Top Users Region

This region enables you to monitor the most active users of the targets associated with
the business application. This includes session and page view information, as well as
user and application violation indicators. An example is shown in Figure 5-16.

Monitoring Business Applications 5-15



Working with the RUEI Session Diagnostics Facility

Figure 5-16 RUEI - Top Users Region
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You can select users and obtain detailed information about their associated sessions
through the Session Diagnostics facility (described in Section 5.8, "Working with the
RUEI Session Diagnostics Facility").

5.7.5 Real User Session Diagnostics

The Session Diagnostics facility provides a powerful means for you to perform
root-cause analysis of operational problems. It supports session performance
breakdown, including the impact of failing pages and hits on sessions, the full content
of each failed page, and the relationship between objects, page views, and sessions.
Moreover, it offers the opportunity to track exactly what error messages visitors to the
monitored website receive, and when. With this ability to recreate application failures,
you can accurately and immediately eliminate annoying and problematic parts of your
web pages. Further information about the use of this region is available in Section 5.8,
"Working with the RUEI Session Diagnostics Facility".

5.8 Working with the RUEI Session Diagnostics Facility

The Session Diagnostics facility provides a powerful means for you to perform
root-cause analysis of operational problems. It supports session performance
breakdown, including the impact of failing pages and hits on sessions, the full content
of each failed page, and the relationship between objects, page views, and sessions.
Moreover, it offers the opportunity to track exactly what error messages visitors to the
monitored website receive, and when. With this ability to recreate application failures,
you can accurately and immediately eliminate annoying and problematic parts of your
web pages.

This section covers the following;:

»  Getting Started

s Customizing Session Diagnostics Reporting
= Exporting Full Session Information

= Exporting Session Pages to Microsoft Excel

5.8.1 Getting Started

To locate the diagnostics information you require, do the following:
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1.

From the Business Application drop down, select Real User Experience (RUEI)
and then RUEI Session Diagnostics. The RUEI Session Diagnostics page shown in
Figure 5-17 appears.

Figure 5-17 RUEI Session Diagnostics Search Page

View Auto
Last 24 H Off
Data ours T Refresh e
Business Applications > rbrBusApp =
RUEI Session Diagnostics
~|Search Saved Search  System Default -
Client Browser/Detail |internet explorer 7.0 | Client Location/Region |CA-ON | Domain/Mame |myshop.com |
Client Device/Class | Client Location,City | User ID/ID |
Client Location/Country = Client Location,TP | ECID/ID
Search | Reset| Save... | Add Fields v|

Use the View Data menu to select the required period. Note that the availability of
session diagnostics information is determined by the Statistics and Session
Diagnostics data retention policy settings specified for the associated RUEI
instance. For more information, see the Oracle Real User Experience Insight User’s
Guide.

Specify the appropriate search criteria to locate the required user record(s). The
available default search criteria are controlled by the RUEI instance configuration
(described in Section 5.8.2, "Customizing Session Diagnostics Reporting"). You can
click Add Fields to make additional search criteria available. Be aware that while
the use of wildcard characters (*) is supported, all other search characters are
treated as literals. Also, all criteria specified for the search must be met for
matched user records to be reported.

Note that you can specify multiple values for a single dimension by clicking Add
Fields, and selecting the required dimension. In this case, only one of the specified
values needs to be found in order for a match to be made.

After updating the appropriate search filters, you can save the search combination
by clicking Save. Note that changes to saved searches can influence the available
fields within the Add Fields facility. In addition, the predefined list of available
dimensions is based on the business application definition. For example, only
oracle Fusion-specific dimensions are available if the business application is
defined as a Oracle Fusion suite.

When ready, click Search. The results of the search are shown in the lower part of
the area. An example is shown in Figure 5-18.
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Figure 5-18 Session Diagnostics Search Results

Period/Hour

06/11 14:35 - 06/11 15:13

06/11 15:00 - 06/11 15:09

06/11 14:47 - 06/11 15:06

06/11 15:02 - 06/11 15:03

|User ID/ID |Client Location |Inf0
Application Violation Page Views: 2 User Violation Page Views: 0
Location/Country: Frustrated Page Views: 2 Client Aborts: 0
anonymous Client Location/City: Beiiing Content Errors: 0 Content Notifications: 0
Client Location/IP:  122.119.90. 108 Metwork Errors: 0 Page Load Time (s): 3.85
) Server Errors: 0 Page Views: 20
Website Errors: 0
Application Violation Page Views: 2 User Violation Page Views: 0
Location/Country: Frustrated Page Views: 2 Client Aborts: 0
anonymous Client Location/City: Beijing Content Errors: 0 Content Notifications: 0
Client Location/IP:  122.119.50.108 Metwork Errors: 0 Page Load Time (s): 33.4
Server Errors: 0 Page Views: 6
Website Errors: 0
Application Violation Page Views: 5 User Violation Page Views: 0
Location/Country: Frustrated Page Views: 3 Client Aborts: 0
anonymous Client Location/City: Beijing Content Errors: 2 Content Notifications: 0
Client Location/IP:  122,119.90.108 Network Errors: 0 Page Load Time (s): 14.8
Server Errors: 0 Page Views: 8
Website Errors: 0
Application Violation Page Views: 0 User Violation Page Views: 0
Location/Country: Frustrated Page Views: 0 Client Aborts: 0
anonymous Client Location/City: Beijing Content Errors: 0 Content Notifications: 0
Client Location/IP:  122.119.50.108 Metwork Errors: 0 Page Load Time (s): 7.07
Server Errors: 0 Page Views: 2
Website Errors: 0
Application Violation Page Views: 0 User Violation Page Views: 0

4, Click the required user record from the displayed list. After selecting a user record,

information about it is shown. An example is shown in Figure 5-19.

Figure 5-19 Example Session Activity Listing

Return
Search In  Issue Type »  Value - @ Search {} Previous (0) é} Next (D) |i| Export as Zip |i| Export as XLS
. L Object End-to-end
Session Activity Page Load Time (s) |Info Fooins) ‘TII‘HE
W
D TilLD,a,gT_r_efr_e,Sh 0.0 DY 09 06/24 23:58
23,00, 103, 230
[ /receivables/faces/index q 126 06/24 23:53
e [receivables/faces/index?_afrLoop=361971754520008_afrwindowMode... q i2 06/24 23:58
e [receivables/faces/index?_afrLoop=361980705420008_afrwindowMode... q 138 06/24 23:58
=@ iLiILp’a’gT_r_efr_e’sh 0.0 DY g 06/24 23:59
23,00, 103, 230
=0 Tf:??eﬁ?pfypjentMethods 0.891 S¥ @ 05/24 23:59
23,00, 103, 230
=0 Tf:??eﬁ?pfypjentMethods 0.0 S¥ @ 05/24 23:59
23.00. 105, 230
06/24 23:35 | JEE T 06/25 00:00
User ID anonymous Client IP 155.66.103.236 o 15 1
2 5

The overview shows the pages and actions recorded within the selected user
record. Icons indicate slow or failed objects, the page-loading satisfaction, whether
replay content is available, and whether clickout is available to JVM Diagnostics to
provide activity information.

You can click a page or object within the selected user session to open a window
with detailed technical information about it. An example is shown in Figure 5-20.

5-18 Oracle Enterprise Manager Cloud Control Getting Started with Oracle Fusion Middleware Management



Working with the RUEI Session Diagnostics Facility

Figure 5-20 Page Properties Window

4

Properties m
Name Value
hit-id hDUPoUIvO1Wg:2  »
session-start-time 1340091508350 =
time-stamp 1340092199242

! |edd
suite-type EES
txn-steps Bamp;876728amp;E
application-id 471
page-obj-info failed=0 slow=0
page-download-time 320
page-read-time 1380
acceptdanguage
application-type suite
cached-dump-id i

1 }

The list of matched user sessions shown in Figure 5-18 is based upon the period
selected in the View menu. For example, if the period "Last hour" is selected, the
list of matched user sessions is based on sessions that were active during that
period. However, they may have started or finished outside this period. For this
reason, you can use the slider at the bottom of Figure 5-19 to restrict the displayed
page views and actions to a more specific period.

Optionally, click Export as Zip to export the session’s complete contents to
external utilities for further analysis (described in Section 5.8.3, "Exporting Full
Session Information") or Export as XLs to export a summary of the pages within
the session (described in Section 5.8.4, "Exporting Session Pages to Microsoft
Excel").

5.8.2 Customizing Session Diagnostics Reporting

You can control the specific dimensions reported in Session Activity part of the Session
Diagnostics for applications, suites and services. To do so:

1.

From the Setup menu, select Application Performance Management. The
currently registered RUEI instance is shown in the RUEI Systems region of the
Application Performance Management page shown in Figure 5-2.

Select the required RUEI system. Click Configure. The Edit Dimension Listing
page shown in Figure 5-21 appears.
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Figure 5-21 Edit Dimension Listing Page

Edit dimension listing

Edit Dimension Listing

Manage the dimensions and their order displayed within Session Diagnostics.

Application Type  Generic -

@ Dimension Levels Current Settings
ActionMame - Client Location/Country
Client Browser Detail Page MameMame
Client Location/Region Application/Mame
Client Location,/City E % Page Group/Mame =
Client Location,TP =
Domain,Mame =
Page URL/Full URL Q =
Referrer JURL
URL POST,Details @
User ID/ID i
FRE nana naram*FRC nana naram

3. Use the Application Type menu to select whether you want to modify the
dimension listings for generic applications (that is, applications that are not
suite-based), services, or suites. If the latter, you will need to specify the suite type.

4. Use Move and Remove to select the dimensions that should be listed. Once
selected, you can control the order in which it appears in the list. When ready, click
Save.

5.8.3 Exporting Full Session Information

In addition to viewing session information, you can also export complete session
contents to external utilities for further analysis or integration with other data. For
example, this offers the opportunity to use complete real-user sessions as the basis for
test script generation. Test platforms, such as Oracle Application Testing Suite (ATS),
can easily be configured to generate automated test scripts for an application’s most
commonly encountered usage scenarios.

In addition, this facility can also be used to support powerful root-cause analysis.
Complete user session information can be provided to application or operations
specialists to help identify unusual or difficult to isolate issues. Sensitive information
within the exported data is masked according to the actions defined in the HTTP
protocol item masking facility. This is described in the Oracle Real User Experience
Insight User’s Guide.

To export session information:
1. Locate the required session, and click Export as Zip.

2. Depending on how your browser is configured, you are either prompted to specify
the location to which the zip file should be saved, or it is immediately saved to the
defined default location.

Important
In order for the session export files to be created correctly, you should:

= Ensure that the requirements for exporting session information described in
Section 5.3, "Prerequisites and Considerations" have been met.
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Verify the exported content files (described in the following section) are present
before attempting to import an exported RUEI session into an external utility.

Understanding the Structure of the Exported Data
The exported session zip file contains the following files:

data. tab: contains the direct (raw) hit information for the selected session
extracted from the Collector log file.

page . tab: contains the direct (raw) page information for the selected session
extracted from the Collector log file.

content_hitno. tab: contains the complete (raw) content information for the
indicated hit. There is a file for each hit within the data . tab file that has content.
For example, if the third and sixth hits had content available for them, two files
would be created: content_3.tab and content_6. tab.

Viewable versions of the files cited in the hit file are also available under the
content_viewer directory. This means that data transferred with chunked
encoding can be immediately viewed. Note that the same hitno as in the
data. tab file is used in their file naming.

index.html: allows developers and other interested parties outside RUEI to
view and analyze session details as they would appear within the Session
Diagnostics facility, with access to source, page and object details, and element
identification.

Note: The log files used as the basis for creating exported session
files are also used internally by RUEIL The format and contents of
these files is subject to change without notice.

5.8.4 Exporting Session Pages to Microsoft Excel

You can export a summary of the pages within the currently selected session to
Microsoft Excel. To do so:

1.

Locate the required, and click Export as XLS. Depending on how your browser is
configured, you are either prompted to specify the tool with which to open the file
directly (by default, Microsoft Excel), or it is immediately saved to the defined
default location.

Within Microsoft Excel, you can view and edit the generated file. The exported
page view history and session summary can be used to compile sets of real-user
sessions. For example, to be used as the basis for testing or performance analysis.

Controlling Row Creation and Ordering

Be aware that the rows that appear in the Microsoft Excel export are based on the
currently specified RUEI configuration. This is described in Section 5.8.2,
"Customizing Session Diagnostics Reporting".

5.9 Monitoring KPI and SLA Alert Reporting

The alerts generated by KPIs defined for the applications, suites, and services, as well
as for the SLAs for the transactions that comprise your business applications are
reported as events in Incident Manager. To view these events:
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1. From the Enterprise menu, select Monitoring, and then Incident Manager. Open
the Events Without Incidents predefined view. An example is shown in
Figure 5-22.

Figure 5-22 RUEI KPI Alerting Within Incident Manager

Actions = View v | & View search riteria & Clear...
|Sev‘ N |Message |Target Name ‘TargatTypE Event Reported Category |Last Updated AN
,ﬂ Path does not exist : fade /aime_emrt_235940/orade/workjoralnvent... webtierhome_0_slc02jyf Oracle Home 19-Jun-2012 02:44:09 POT  Error 19-Jun-2012 02:44:12 PDT
,;ﬂ Could not open file(s): fade/rbrouwer _rueiforacle/sysman/adminfifm... slc02jyf.us.orade.com Host 19-Jun-2012 04:55:41POT  Error 19-Jun-2012 04:55:41 PDT
,ﬂ Path does not exist : fade/aime_emrt_235940oracle/workjoralnvent... webtierhome_0_slc02jyf Oracle Home 19-Jun-2012 02:44:09 POT  Error 19-Jun-2012 02:44: 13 PDT
I (A RUEI KPI Page views per min on ST instance in category RUEI_METR... rbrBusApp Business Application  19-Jun-2012 16:08:00 GMT  Awailability,Performance  19-Jun-2012 16:13:27 GMT

2. C(lick the event of interest to view more information about it.

3. Event detail information varies depending on whether the event is based on a
RUEI KPI or BTM SLA. Each is described in the following sections.

RUEI Event Detail

The status of the KPIs defined for the applications, suites, and services that comprise
your business applications are reported in the RUEI - Key Performance Indicators
(KPIs) region (explained in Section 5.7.1, "RUEI - Key Performance Indicators (KPI)
Region"). The detail event information for alerts generated by RUEI KPIs is shown in
Figure 5-23.

Figure 5-23 KPI Alert Event Details

General My Orade Support Knowledge Updates History
~| Event Details

Target rbrBusApp (Business Application) @
Event 20-Jun-2012 21:44:00 CEST
Reported

Last Updated 20-Jun-2012 21:49:37 CEST

Message RUEI KPI Fusion pageload time in category Fusion metrics based on page-oad-time(sec) has been triggered below min
(threshold 0 with 0) while using filters 1]fus-suite.name||fusion,

Last Comment RUEI KPI Fusion pageload time in category Fusion metrics based on page-oad-time(sec) has been triggered below min
{threshold 0 with 0) while using filters 1]fus-suite.name||fusion,: on 20-Jun-2012 21:49:37 CEST
Internal Event apm_kpi_alert
Mame
Event Type Application Performance Management KPI Alert
Category Availability, Performance
Recorded 20-Jun-2012 21:4%:37 CEST

This provides information about the business application associated with the KPI, as
well as the metric upon which the KPI is based. Note that for ease of management,
KPIs within RUEI are grouped into categories, which can be customized to contain
related performance indicators. For example, separate categories could be defined for
business and IT-related issues, such as user flow completion, visitor traffic, website
availability, and so on.

BTM Event Detail

Information about BTM SLA alerts is shown on the Alerts tab and on the SLA
Compliance tab for BTM. Events corresponding to these alerts are also shown in the
Events Without Incidents view of the Incident Manager. When you click the event of
interest, information similar to that shown in Figure 5-24 is displayed.
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Figure 5-24 BTM SLA Alert Event Details

~| Event Details

Target \Waltka (Business Application) @

Event May 15, 2012 11:23:31 PM GMT
Reported

Last May 15, 2012 11:23:32 PM GMT
Updated

Message At 2012-05-15 16:22:33 the SLA policy "TRANSACTION_SLA, Transaction SLa, Fixed Yalue (1)"
generated a warning on transaction "OrderService_submit", The
instrurment.name.startediransactions value of 10,0 transactions triggered a warning for the SLA
condition: "instrurment.name. startedtransactions must remain below 10 fransactions (S0% of the
baseline value of 20 ransactions), over a sliding 10 minutes period",

Last At 2012-05-15 16:22:33 the SLA policy "TRANSACTION_SLA, Transaction SLA, Fixed Yalue (13"
Cormment generated a warning on fransaction "OrderService_submit", The
instrurment.name.startediransactions value of 10,0 transactions triggered a warning for the SLA
condition: "instrurment.name. startedtransactions must remain below 10 fransactions (S0% of the
baseline value of 20 fransactions), over a sliding 10 minutes period",: on May 15, 2012 11:23:31
Fra GRT

Internal  business_transaction: Transaction SLa, Fixed Yalue (1)
Event
Mame

Event Type  Application Performance Management KPT Alert
Category  Performance

Information is provided about the following:

»  Target: the business application containing the service or transaction for which the
event was reported.

= Event Reported: the date and time when the event was reported.

= Last Updated: if the severity of the event has changed, this indicates the date and
time when it has changed.

= Message: details about the event and the condition that triggered it.

= Last Comment: indicates comments manually added to events via the
"Comments..." link in Incident Manager. If none have been added, then the
original message is reported.

= Internal Event Name: a combination of the managed object type whose threshold
was breached (business_transaction, service, or service_endpoint)
and the original SLA policy name.

= Event Type: this is always "Application Performance Management KPI Alert" for
BTM SLA alerts.

= Category: this is always "Performance" for BTM SLA alerts.

Important

In order for BTM Service Level Agreement alerts to be reported as events in Oracle
Enterprise Manager, you must set up a connection between BTM and the EM
repository. Please consult the Business Transaction Management Installation Guide for
instructions on how to configure this connection.

5.10 Monitoring BTM Transactions

The Business Transactions region shown on the Business Application page
(Figure 5-11) provides a high-level overview of each transaction within the selected
business application. An example is shown in Figure 5-25.
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Figure 5-25 Business Transactions Region

~| Business Transactions [

| _Completed Transactions | _ Started Transactions |_ Avg Response Time (ms) _i_ Max Response Time (ms)

1 Trend | \u'alue_-_;_ Trend | \u'alue-_i__ Trend | Value | Trend | Value

MName Status

tc_Submit Order 4 = =y 1014 & ] 1066 & B 23629 122154

For each transaction, it indicates:
s The transaction’s current compliance status.

s The number of transaction instances started during the period. A transaction
instance starts when an instance of the primary operation flow is started.

s The number of transaction instances that completed during the period. An
instance is considered to have completed when both its start and end messages
have been observed, regardless of whether condition alerts occurred.

»  The average amount of time a transaction requires to complete. For each
transaction instance, this is calculated as the time from when the instance’s start
message is observed until its end message is observed.

s The maximum amount of time a transaction requires to complete. This is the single
highest response time from all transaction instances observed during the period.

You can click a transaction to view more information about it. This opens the
Transaction Home page, where you can view the following regions:

= Summary: provides a graphic rendering of the transactions’ overall compliance
and core metrics. An example is shown in Figure 5-26.

Figure 5-26 Summary Region

~| Summary

Compliance 1
Started Transactions ws0 —————
Completed Transactions 1028 - -

Avg Response Time{ms) 23628

Max Response Time(ms) 122184

4 I 2

= Business Transaction Aggregate Flow: provides a graphical rendering of the
operations that make up the selected transaction and their status. An example is
shown in Figure 5-27.
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Figure 5-27 Business Transaction Aggregate Flow Region
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This region provides you with a complete picture of the transaction and helps you
understand the flow of work through it. You can use it to identify and resolve
issues related to performance, and to isolate the cause of failing components in a
business process. Based on the dependencies revealed by discovery, the services
that interact within the transaction are also revealed. Additional information is
usually available if you move the cursor over the links that connect operations or
the operation itself. This should allow you to identify bottlenecks, faulty
components, slow components, and unusually light or heavy traffic.

Operations: indicates all the logical operations associated with the transaction. An
example is shown in Figure 5-28.

Figure 5-28 Operations Region

~| Operations

Name
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> purchasingClient.order Application.jsp_action_Submit_Order
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You can expand an operation to view its corresponding endpoints. Note that an
operation might have several corresponding endpoints if it has been replicated or
if different endpoints are used for secure/unsecure communication. For each
endpoint, the host name and port for the container where the endpoint resides are
also displayed, together with its status and performance data. If you right click an
endpoint in the Operations or Business Transaction Aggregate Flow region, you
can choose to display the tabs associated with the physical operation. The context
menu that is displayed when you right-click an operation also provides the option
to access the JVMD view or the Request Instance Diagnostics view:
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The JVM Diagnostics view allows you to view the details of an executing Java
Virtual Machine (JVM) process for the period within which a given operation
executes. You can see stack frames for executing threads, thread state
information, aggregate information about the frequency and cost of method
execution, information regarding the holding of Java and DB locks, and details
about the objects in the Java heap. JVMD also stores historical data for each
JVM it monitors so that you can view data relating to things that have
happened in the past and get a sense for historical trends.

The Request Instance Diagnostics view allows you to trace the path of a
request in a WebLogic domain and to generate a report of all the metrics
associated with a particular instance of the request.

Please see Business Transaction Management Online Help for additional information
about these views.

5.11 Working Within Business Transaction Manager

Additional information about a selected transaction is available by clicking Launch
BTM at the top-right hand of the Transaction Home page. This will open a new
window with the Business Transaction Management console providing extended
information about the selected transaction. Note that the first time you open this
window you will need to provide a valid BTM user name and password. An example
is shown in Figure 5-29.

Figure 5-29 Business Transaction Management Console
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The following sections describe the Tabs display as they apply to a given transaction;
similar information is displayed if you look at tabs for a physical operation. Further
information is available from the Oracle Business Transaction Management Online Help.

5.11.1 Summary Information

The Summary tab uses four panes and a grid view to present performance information
in a Transaction Summary Dashboard. It contains the following elements:

= A Status pane indicating the overall compliance for the transaction.

= A Measurement and Baselines pane detailing the number of started and
completed transactions, average response times, and maximum response times. If
baselines have been defined for the transaction, these are shown as gray lines.

= A map of the transaction detailing average response times for each transaction
link. Place the cursor over each service icon to obtain detailed performance
information for that service. The thickness of the arrows indicates throughput.

s The Delay analysis pane, which you can use in conjunction with the map pane,
provides a graphical rendering of the proportion of the overall response time that
is spent in each hop (link) of the transaction.

Each colored area of the grid corresponds to a transaction link. Clicking within a
colored region highlights its corresponding link in the map and displays the
percentage of the response time taken up by that hop.

At the bottom of this pane, a graph shows the average and maximum response
times, and the number of started transactions. Clicking within the pane displays a
vertical red line that shows how the colored proportions correspond to message
traffic flows.

= A grid view showing the logical and physical operations that make up the
transaction, and the following instruments for each: violation alerts, average
response time, maximum response time, throughput, and faults.

5.11.2 Analyzing Transaction Information

The Analysis tab displays detailed current performance and usage information for the
selected transaction. It contains the panes described in Table 5-1.

Table 5-1 Panes Within Analysis Tab

Pane Description

Performance  Provides data about started transactions, completed transactions, condition alerts, average
response time, and maximum response time. The data is displayed in graphic form as well as
using a grid view.

Conditions Provides information about condition alerts that have been triggered in a given time period: the
name of the condition that was met, the endpoint where the condition alert was triggered, and the
number of condition alerts triggered. Conditions must have been defined for this information to
be collected and displayed.

Consumer Displays performance information segmented by consumer for the given time period: started

Usage transactions, Completed transactions, average response time, and maximum response time.

Consumers must have been defined and consumer segmentation enabled for this information to
be collected and displayed.
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Table 5-1 (Cont.) Panes Within Analysis Tab

Pane Description

Breakdown by Displays performance information segmented by client IP address: started transactions,

Client Address completed transactions, average response time, and maximum response time. The client address
is the machine host name from which the request was sent. The table lists all client addresses that
sent requests, and displays the aggregated performance measurements associated with each client
address. Segmentation by client IP address must be enabled for this data to be collected and
displayed.

Violation Displays information about service level agreement (SLA) violations. The display distinguishes

Alerts between warning alerts and failure alerts. The graph shows aggregate measurements for violation
alerts. The grid view lists more detailed information: showing alerts for each SLA policy. SLAs
must have been created for this information to be collected and displayed.

Custom Lets you set up a customized chart and table similar to the Performance pane, but with

Charting instruments of your choosing. Click Choose Instruments, and select the instruments you want
displayed in the chart and table. You can select multiple instruments. When you set up a custom
chart/table for a transaction, it is available for any selected transaction.

Custom You can set up a custom table of numeric instruments segmented in various ways. Click Choose

Breakdown Instruments and select the instruments that you want displayed in the table. Click Choose

Segments and select how you want to segment the measurements. You can select multiple
segments.

5.11.3 Viewing Alerts

The Alerts tab shows information about all alerts occurring in the given time period.
Business Transaction Management issues the following types of alerts:

= Service level agreement alerts issued when a deviation occurs from the standards
of performance you have defined for a transaction.

s Condition alerts issued when a condition is satisfied. Conditions can test for faults,
specific property values, or a missing message.

= System alerts issued to provide information about the health of the monitoring
infrastructure.

The grid view shows the following information for each alert: time of occurrence, an
icon denoting the severity of the alert, the source of the alert, the instrument measured,
and for SLA alerts, the enforcement value. To obtain more information about a given
alert, click the Inspector icon to open an inspector window.

Service level agreement alerts are also reported as events in Incident Manager. For
more information on accessing these events, see Section 5.9, "Monitoring KPI and SLA
Alert Reporting".

5.11.4 Viewing Transaction Instances

The Instances tab allows you to view captured transaction instances.

A transaction usually executes many times in a given period. If you have enabled
transaction instance logging or if you have enabled fault monitoring, Business
Transaction Management tracks the flow of messages included in the transaction and
maps these to particular transaction instances. It assembles the messages for a
transaction instance in the following cases:

= When an alert is generated as a result of a fault, or a condition being met.

= When you explicitly ask for assembly.
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Once a transaction instance is assembled, you can use the Instances tab to access
detailed performance information for that instance. You can also use the Message Log
tab to search for messages containing particular property values.

Viewing Aggregate Information

In the Instances tab, The ID column of the table lists both instances that have been
assembled (these have an ID value assigned) and instances that have not been
assembled (these are blank). Information for each instance shows when it was
captured, what the overall response time for the transaction instance was, and values
for properties if you have created these.

The Show instances filtering control allows you to list instances that have occurred in
a set time period or to show only assembled instances.

Which instances you choose to assemble depends on what interests you. For example,
you might want to assemble an instance with an unusually slow response time; or you
might want to assemble an instance with an unexpected property value.

If you are capturing a very large set of messages, you might want to use the Message
Log tab to search for a smaller set of messages, based on property values, and then
assemble one or more of these.

Inspecting an Assembled Instance

You can assemble an instance by clicking the Inspector (magnifying glass icon) for the
instance. This opens a Transaction Instance Inspector. It consists of three parts:

= The top part of the inspector shows the name of the transaction, the time the
assembled instance started executing, its ID, the number of message exchanges,
the total messages exchanged, and the response time between the starting and
ending messages. Any warnings or faults are also shown.

= The instance map shows the entire transaction instance, with the response time
given for each request/response link. Move the cursor over the operation name to
view the service type, endpoint name, host name, and port. Right clicking an
operation allows you to view JVM diagnostics.

= A grid view shows detailed information for each message included in the
transaction instance. The view includes property values if these have been
defined. Right clicking a row allows you to view JVM diagnostics.

Clicking the magnifying glass (tear-off control) for any operation, opens a Message
Content inspector window, and displays the contents of the selected message if you
have enabled message content logging for that operation.

5.11.5 Viewing Message Logs

You can use the Message Log tab to view the following information:

= Ifinstance logging is enabled, you can view information about each message
logged in a specified time period, as well as the value of any property associated
with a message. You can also use the Message Log Search tool to search for a
message or messages that contain property values of interest.

= If message content logging is enabled, you can view information about each
message logged in a specified time period, as well as its content. In this case, in
addition to searching for messages based on property values, you can also search
based on the content of any message element (free text search).

Business Transaction Management logs message content or instance and property
values are only available if you have done the following:

Monitoring Business Applications 5-29



Working Within Business Transaction Manager

= Enabled monitoring for the transaction.
= Enabled the appropriate type of logging for the transaction (instance or message).
= Selected one or more operations for message logging.

Logged information is stored according to storage settings that you define when you
create the transaction.

Viewing Message Content

The Message Log tab uses a grid view to display a list of messages, showing the
arrival time of the request message, the service that includes the selected operation, the
location of the endpoint that implements the service, the operation (message), and the
type of operation. If there are any properties associated with the operation, their
values are shown in additional columns whose title is the property name.

If you have message content logging enabled, double clicking on any message shows
you the contents of the message. The set of messages shown in the grid varies
depending on the setting of the filters shown at the top of the tab. These allow you to
see the following:

= All operations or specific operations chosen from a drop down list.
= Any response, only successful operations, only failures.

= Messages that arrived within a time interval denoted by the last specified time
period, since a certain time, or between two given times.

You can use these controls to narrow the selection of messages shown in the grid. After
you change filter settings, click Search again to repopulate the grid. You can further
restrict your search by using the Message Search tool accessed from the Choose
Content... link. This allows you to search for messages based on their property values
or, if message content is enabled, based on message content. This tool is described in
the next section.

Searching for Messages

You can find messages belonging to the current transaction, by clicking the Choose
Content... link from the Message Log tab. This brings up a dialog that includes three
areas to use for specifying search criteria: an area labeled Message property search, an
area labeled ECID, and one labeled Free text search. You use controls in these areas to
search for a set of messages based on a property value, an ECID value, and/or on text
content. As you enter property, ECID, and free-text values, a search expression is
constructed in the text box at the top of the dialog. To clear the text box and start over,
press Clear.

Additional information about using Oracle query language to construct your query is
available at the following location:

http://download.oracle.com/docs/cd/B28359_
01l/text.111/b28304/cgoper.htm#BABBIGFJ

When you are done defining the expression to be used in the search, click OK. Then
click Search to repopulate the grid according to your newly defined search criteria. For
more information about the Message Log Search tool for searching for messages with a
specific ECID, see the Business Transaction Management Online Help.

5.11.6 Viewing Service Level Agreement Compliance

The SLA Compliance tab displays the current state of Service Level Agreement (SLA)
compliance for the selected transaction. These are specified during transaction
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creation. You use such agreements to set standards of performance for a business
application. You can then monitor deviations from those standards. To view both
condition alerts and SLA alerts, use the Alerts tab. The SLA Compliance tab has the
following subtabs:

s The Threshold Compliance subtab provides real-time monitoring of the selected
transaction. It uses a grid view. Each row represents one performance objective.
The columns provide various types of static information that identify and define
the objectives. Also provided are the following dynamic columns with real-time
monitoring values:

—  The Current Status column can have three possible values: a green circle
indicates that the transaction is in SLA compliance, a yellow triangle indicates
that the warning threshold for the transaction is currently in violation, and a
red diamond indicates that the failure threshold for the objective is currently
in violation.

— The Value column displays the current value of the instrument on which the
objective is based. Click the magnifying glass next to a value to pop up a chart
showing the instrument's recent history.

s The Baselines subtab displays historical baseline values for the transaction that
you can use as a reference point. Data is shown only if baselines for the selected
object have been defined.

5.11.7 Viewing Policies Applied to Transactions

Use the Policies tab to view information about policies associated with a transaction.
By default, the tab shows information about applied policies. You can use the filter
control to view changed policies, disabled policies, pending policies, rejected policies,
and unapplied policies. The name of the applied policy is shown in a tree view in the
Name column. Expanding the policy node shows the following information:

= Policy Status Details lists any issues arising from the application of the policy.
= Monitored Object Type specifies the targets to which the policy is applied.
= Location specifies the address of a target endpoint.

= Management Intermediary specifies the Business Transaction Management agent
that is applying the policy.

Double clicking the policy name in the Policy tab, opens a new window that you can
use to view alert, profile, and target information for the selected policy.

5.11.8 Viewing Transaction Profile Information

Use the Profile tab to see a map of the transaction and to see its definition. It also
provides the following information:

s The date the transaction definition was last modified.
= Any user attributes defined for the transaction.

s The transaction identifier, which is sometimes needed to identify the transaction in
CLI commands.

5.11.9 Viewing Transaction Conditions

When you define a transaction, you can associate one or more conditions with the
transaction. A condition is an expression that Business Transaction Management
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evaluates against each instance of the transaction. Conditions can test for faults,
specific property values, or missing messages. Use the Condition tab to display the
conditions defined for a transaction. This tab allows you to do the following;:

= View the status of fault monitoring: enabled or disabled.
= View condition definitions and status.

Use the Alerts tab to see whether any of the conditions have been violated. You cannot
change fault monitoring status or condition definitions from the Enterprise
Management console.

5.11.10 Viewing Transaction Properties

Properties are variables that hold values associated with the request or response phase
of an operation. Properties are commonly used to facilitate searches, to surface
message elements without having to log message content, to define conditions, and to
enable consumer segmentation. Use the Properties tab to display a list of all the
properties defined for messages included in a transaction. In addition to listing the
properties, the tab shows information about the following:

= The service and operation for which the property is defined.
s The phase (request/response) of the operation.

s The data type of the property value.

s Whether the value is deemed sensitive.

s Whether it is mapped to a consumer (denoted by a human icon on the left) and
what consumer-mapped attribute it is associated with.

= A description if you have supplied one when you created the property.

You cannot modify a property value from the Enterprise Management console.
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Monitoring Oracle Exalogic Elastic Cloud

The chapter in this part describes how you can monitor the Oracle Exalogic Elastic
Cloud.

The chapter is:
»  Chapter 6, "Monitoring Oracle Exalogic Elastic Cloud"






6

Monitoring Oracle Exalogic Elastic Cloud

Oracle Exalogic is an engineered hardware and software system designed to provide
the ideal platform for the Oracle Fusion Middleware and business applications. By
deploying Exalogic Elastic Cloud, you can increase the performance and efficiency of
existing Linux, Solaris and Java applications and improve application and
infrastructure reliability, scalability and availability.

The Oracle Exalogic Elastic Cloud is a system consisting of software, firmware and
hardware, on which you can deploy Oracle business applications and Oracle Fusion
Middleware or software. Exalogic dramatically improves performance of standard
Linux, Solaris and Java applications and reduces costs across the application lifecycle.

Oracle Exalogic Elastic Cloud is modeled as a system target rather than a group target
within Enterprise Manager Cloud Control. The following targets can comprise the
Oracle Exalogic Elastic Cloud:

s Infiniband Network - An Infiniband Network has IB Switches as members. This is
a one to many association.

s SOA Infrastructure

s WebLogic Domains

= Coherence Clusters

« OTD

»  Hardware Targets (such as PDU, CISCO Switch, ZFS, and ILOMs)

For more information about adding assets to Exalogic which can then be used for
monitoring on Enterprise Manager Cloud Control, refer to the documentation at
the link below:

http://docs.oracle.com/cd/E27363_01/doc.121/e27511/asset__
mgmt . htm#OPCFG4201

s Hosts

You can use the following sections in this chapter to learn more about how to monitor
the Oracle Exalogic Elastic Cloud:

»  Prerequisites to Discovering Oracle Exalogic Elastic Cloud
= Using the Exalogic Elastic Cloud Discovery Wizard

s Upgrading Exalogic System Targets to the Version 12.1.0.3 Fusion Middleware
Model

» Displaying and Using the Exalogic Elastic Cloud Dashboard
= Refreshing the Exalogic Elastic Cloud
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= Monitoring the Hardware Components of Exalogic Elastic Cloud

= Viewing Application Deployments in Exalogic Elastic Cloud Targets

= Viewing WebLogic Domains in Exalogic Elastic Cloud Targets

= Viewing Coherence Clusters in Exalogic Elastic Cloud Targets

= Viewing Hosts in Exalogic Elastic Cloud Targets

= Visualizing Relationships Between Exalogic Software and Hardware Components

= Analyzing the Impact of Component Failures

6.1 Prerequisites to Discovering Oracle Exalogic Elastic Cloud

There are several steps you must perform before you can discover Oracle Exalogic
Elastic Cloud in Enterprise Manager Cloud Control. The following sections outline
these steps in detail and provide you with the information you need to set up the
Exalogic Elastic Cloud targets:

= Importing Ops Center Certificate to the Oracle Management Agent Keystore
»  Critical Prerequisites For OVMM Discovery
s ZFS Plug-in and Oracle VM Manager Registration Preconfiguration Steps

6.1.1 Importing Ops Center Certificate to the Oracle Management Agent Keystore

This section provides step-by-step instructions about how to export the certificate from
the Enterprise Manager Ops Center keystore and how to import the certificate into the
Enterprise Manager agent keystore. These steps are a prerequisite for Exalogic Elastic
Cloud discovery in Enterprise Manager Cloud Control.

Use these steps to export the Ops Center Enterprise Controller trust certificate and
import it to the Enterprise Manager Cloud Control Management Agent:

1. Change directory to OPS_AGENT_HOME/oem-ec/security/jsse where OPS_
AGENT_HOME is the path to the Oracle Enterprise Manager Ops Center home.
For example, /etc/opt/sun/cacao2/instances/oem-ec/security/jsse:

[root@localhost~]# cd OPS_AGENT_HOME/oem-ec/security/jsse

This directory change is on the VM where the Ops Center Enterprise Controller is
running.

2. Export the certificate using keytool that corresponds to the JDK configured to run
Ops Center

[root@localhost jssel# SJAVA_HOME/jre/bin/keytool -export
-alias cacao_agent -file oc.crt -keystore truststore
-storepass trustpass

This command exports the certificate file (oc.crt) in the local directory, for example,
OPS_AGENT_HOME/oem-ec/security/jsse. In the above command, trustpass
is the default password for the Ops Center keystore unless changed. The Ops
Center Certificate is stored in file oc.crf. You can import the Ops Center certificate
to the Oracle Management Agent TrustStore using the following steps. The Agent
used for communication with Enterprise Manager Ops Center should be running
on the same host instance. If it is not, transfer the certificate to the host instance
where the agent that you want to configure is running.
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Change directories to the agent home, where $OMS_AGENT_HOME is the Oracle
Management Agent home:

cd $SOMS_AGENT_
HOME/core/12.1.0.2.0/stage/sysman/config/montrust

Enter the following command:

SOMS_AGENT_HOME/agent_inst/bin/emctl secure add_trust_cert_
to_jks -trust_certs_loc $CERT_LOC/oc.crt -password welcome
-alias wlscertgencab

Alternatively you can enter this command:

[root@localhost montrust]# SJAVA_HOME/jre/bin/keytool -import
-keystore SOMS_AGENT
HOME/core/12.1.0.2.0/stage/sysman/config/montrust/AgentTrust.
jks -alias wlscertgencab -file S$SCERT_LOC/oc.crt

When prompted, enter the password welcome unless changed from the default, and
click Enter.

If you follow this step for exporting the certificate, the path to the certificate file
will be OPS_AGENT_HOME/oem-ec/security/jsse/oc.crt

Alternatively, you can also do the following;:
a. Export the certificate.

b. Copy the certificate to $OMS_AGENT_
HOME/core/12.1.0.2.0/stage/sysman/config/montrust

c. Change the directory using the following command:

cd $SOMS_AGENT_
HOME/core/12.1.0.2.0/stage/sysman/config/montrust

d. Run the import command as mentioned. For example:

SJAVA_HOME/jre/bin/keytool -import -keystore $OMS_AGENT_
HOME/core/12.1.0.2.0/stage/sysman/config/montrust/AgentTru
st.jks -alias wlscertgencab -file oc.crt

To verify that the certificate has been imported correctly, run the following
command:

[root@localhost montrust]l# SJAVA_HOME/jre/bin/keytool -list
-keystore SOMS_AGENT
HOME/core/12.1.0.2.0/stage/sysman/config/montrust/AgentTrust.
jks

You should see the entry for wlscertgencab alias you created in the output

After verifying that the certificate has been successfully imported, restart the agent
by using the stop and start procedure in the following documentation:

http://docs.oracle.com/cd/E25054_
01/doc.1111/e24473/emctl.htm#BABEFBDI
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6.1.2 Critical Prerequisites For OVMM Discovery

Warning: Exalogic configurations supporting virtualization must
each have Oracle Virtual Machine Manager (OVMM) properly
configured for read-only access by Enterprise Manager Cloud Control
as a mandatory requirement as described in the following procedure.
Failure to configure each Oracle Virtual Machine Manager (OVMM)
for read-only access by Enterprise Manager Cloud Control will result
in an unsupported configuration. Operations performed in this
unsupported configuration may result in software outages and
necessitate the re-installation of the Exalogic Control software.

If OVMM was registered with Enterprise Manager Cloud Control prior to performing
the OVMM-Enterprise Manager read-only configuration procedure above, then you
must choose Synchronize Operation from the OVM Manager Target menu in
Enterprise Manager.

You must perform the following steps as a prerequisite to OVMM discovery:

1. Login to OVMM vServer as oracle user, and then perform the commands in the
sequence below.

2. cd /ul0l/app/oracle/ovm-manager-3/ovm_shell

3. sh ovmm_shell.sh --url=tcp://localhost:54321 --username=admin
--password=<ovmm admin user password>

4. ovm = OvmClient.getOvmManager ()
5. f = ovm.getFoundryContext ()
6. j = ovm.createdJob ( 'Setting EXALOGIC_ID' );

The EXALOGIC_ID can be found in the em-context.info on dom0 located in the
following file path location:

/var/exalogic/info/em-context.info

You must log in to dom0 as a root user to obtain this file. For example, if the
em-context.info file content is ExalogicID=0Oracle Exalogic X2-2 AK00018758, then
the EXALOGIC_ID will be AK00018758.

7. j.begin ();

8. f.setAsset ( "EXALOGIC_ID", "<Exalogic ID for the Rack>");
9. j.commit ();

10. Ctrl/d

You can validate the configuration following these steps by observing that several
menus for the manager/pool/server/guest vm target are disabled. Specifically, you can
validate that OVM Manager is in read-only mode by right-clicking the registered OVM
manager under Infrastructure Cloud.

All the active operation menu items in the second and third tier of the list, such as
Create Zone, Create Virtual Server Pool, and Manage Network, are disabled (grayed
out) and are not available for selection. Conversely, if you choose an item from the
pull-down menus that are displayed when you click either the VM Manager or VM
Guest menu option, the same menu items may not be grayed out. However, if you
select one of the active management options, Enterprise Manager displays an error
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message stating that the action cannot be performed, thus indicating that the OVM
Manager is in read-only mode.

6.1.3 ZFS Plug-in and Oracle VM Manager Registration Preconfiguration Steps

For virtualized Exalogic configurations, there are several preconfiguration steps you
must complete. The first configures the Enterprise Manager Cloud Control ZFS
plug-in (optional), the second registers the Oracle VM Manager with Enterprise
Manager Cloud Control (mandatory), and the third configures the Exalogic Guest Base
Template and the Exalogic network.

For non-virtualized Exalogic configurations, the ZFS plug-in can be configured in step
one outlined below as part of a recommended but optional configuration:

1. Configure the ZFS Plug-in

s Itis recommended that the agent used for the ZFS configuration reside on the
same host as the Exalogic Enterprise Controller. If an Enterprise Manager
Cloud Control Agent is not present on the vServer, deploy one using the
following documentation:

http://docs.oracle.com/cd/E24628_
01l/install.1l21/e22624/install_agent.htm#CACJEFJI

= Install and Configure the Enterprise Manager Cloud Control ZFS plug-in
using the following documentation:

http://download.oracle.com/otn/java/oem/Oracle_GC_Plugin_
Installguide.html

2. Register the Oracle VM Manager with Enterprise Manager Cloud Control

= Use the Enterprise Manager Cloud Control Agent deployed on the same
vServer as the OVM Manager. If an Enterprise Manager Cloud Control Agent
is not present on the vServer please deploy one using the following
documentation:

http://docs.oracle.com/cd/E24628_
01/install.121/e24089/part_installing agent.htm

= Inorder to see Exalogic vServers in the Enterprise Manager 12c Exalogic
navigation tree you must register the Oracle VM Manager with Enterprise
Manager Cloud Control. Please use the following documentation as a guide:

http://docs.oracle.com/cd/E24628_01/doc.121/e28814/cloud_
setup.htm#CEGICIFE

3. As a prerequisite for Enterprise Manager management of a virtual Exalogic
configuration the Exalogic Guest Base Template and Exalogic network must be
configured according to the following documentation:

http://docs.oracle.com/cd/E24628_01/doc.121/e35776/emex].htm

6.2 Using the Exalogic Elastic Cloud Discovery Wizard

You can use the Exalogic Elastic Cloud Discovery wizard to discover and monitor an
Exalogic target in Enterprise Manager.

The Exalogic Elastic Cloud Discovery process identifies the targets present in the
Exalogic Elastic Cloud and maps them to Enterprise Manager targets, then adds
Enterprise Manager targets as Exalogic Elastic Cloud system members.
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To use the Exalogic Elastic Cloud Discover wizard, follow these steps:
1. In Enterprise Manager, navigate to the Systems page.
2. From the Add drop-down list, choose Exalogic Elastic Cloud and click Add.

Enterprise Manager displays the Discover Exalogic Elastic Cloud page which
allows you to enter the parameters and values required to discover an Oracle
Exalogic target.

3. Specify a unique Name for the Oracle Exalogic target you want to monitor in the
Name field.

4. Select an Agent on one of the hosts in the Exalogic System to perform the
discovery. For virtual Exalogic configurations, select the agent running on the
same vServer as the Exalogic enterprise controller. If an Enterprise Manager Cloud
Control Agent is not present on the vServer, deploy one using the following
documentation:

http://docs.oracle.com/cd/E24628_
01l/install.1l21/e22624/install_agent.htm#CACJEFJI

For non-virtual Exalogic configurations, select an Agent on one of the hosts in the
Exalogic System to perform the discovery.

If you choose an agent that is not part of the Exalogic System, an error message
appears stating that no Exalogic Property File can be found and indicating that
you must choose an Agent which is on an Exalogic System Host. For a virtual
deployment the host may not have the ID.

5. Choose the Deployment Type from the drop-down. You can select either Physical
or Virtual.

6. Provide details about the Ops Center Enterprise Controller monitoring the
Exalogic Elastic Cloud you want to discover. You must enter information in the
Ops Center Host Name field, the Ops Center Port field, and the credentials in the
Username and Password fields.

7. Click Next. Enterprise Manager displays the Discover Oracle Exalogic Targets:
Discovered Targets page. The page displays all member targets (such as PDU,
Switches, ILOM) that are discovered as part of the system and displays other
discovered hardware targets in virtual discovery.

8. (Click Finish to complete discovery. You can also choose Back to return to the
Discover Exalogic Elastic Cloud page or Cancel to terminate the discovery process.

Enterprise Manager displays a confirmation that the Exalogic Elastic Cloud
instance has been added and begins to monitor the Exalogic Elastic Cloud target.
The new target is displayed on the Systems page.

6.3 Upgrading Exalogic System Targets to the Version 12.1.0.3 Fusion
Middleware Model

You can upgrade the Exalogic System targets discovered in Enterprise Manager
version 11 of Grid Control and Enterprise Manager version 12 of Cloud Control to the
12.1.0.3 Fusion Middleware model. Before you upgrade the Exalogic System targets,
however, the Management Agent monitoring the Exalogic System target must also be
upgraded and the Management Agent should have the version 12.1.0.3 Fusion
Middleware Plug-in.
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The upgrade job is available as a library job by choosing Jobs from the Enterprise
menu and then selecting Library. Select the job name, Upgrade Exalogic Systems To
Fusion Middleware 12.1.0.3.0 Model. The job can be run more than once. Run this job
after upgrading the OMS and the Management Agent monitoring the Exalogic System
target. If the job is successful, Enterprise Manager displays a confirmation message
indicating that all Exalogic systems have been upgraded and the job is complete. If one
or more Management Agents monitoring Exalogic System targets are not upgraded,
the job will fail. Under such circumstances, first upgrade those Management Agents
and then try submitting this job to upgrade the Exalogic System targets.

6.4 Displaying and Using the Exalogic Elastic Cloud Dashboard

Use the Software tab on the Exalogic Elastic Cloud Dashboard to display status
information including alerts and key performance metrics of the following targets in
the Exalogic Elastic Cloud:

= Application Deployments
s WebLogic Domains

s Coherence Clusters

s Hosts
= SOA
= OTD

You can also use the Exalogic Elastic Cloud Dashboard page to access the Hardware
tab where you can view information about the hardware and infrastructure of the
Exalogic Elastic Cloud.

To display and use the Exalogic Elastic Cloud Dashboard, follow these steps:

1. In Enterprise Manager, navigate to the Systems page. Filter the entries in the
Search field by choosing Exalogic Elastic Cloud from the drop-down list and click
Go. In the Search Results table, choose the Exalogic Elastic Cloud you want to
view.

Enterprise Manager displays the Exalogic Elastic Cloud Home page where you
can monitor the components on the Exalogic Dashboard.

2. You can view detailed information about each software component by choosing
the component name from the Exalogic Elastic Cloud drop-down list. Only the
software components are visible in the Exalogic drop-down list. Other hardware
components can be seen in the Members tab.

Enterprise Manager displays the component page you selected. For example,
select WebLogic Domains Summary page to see the charts showing the status of
weblogic servers, Request Processing Time metric information, CPU Usage,
Requests per minute, and Heap Usage data.

3. You can return to this page at any time by choosing Home from the Exalogic
Elastic Cloud drop-down list.

4. You can display General Information about the Exalogic target by choosing Target
Information from the Exalogic Elastic Cloud drop-down list.

6.5 Refreshing the Exalogic Elastic Cloud

You should consider refreshing the system whenever you upgrade the Exalogic Rack,
for example, from a quarter to half. You should also consider refreshing when you
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discover OVMM or ZFS targets after the Exalogic system is discovered. To refresh the
Exalogic Elastic Cloud, follow these steps:

1.
2.

From the Targets menu, select Exalogic.

From the list of Exalogic targets, click the Exalogic Elastic Cloud target you want
to view.

From the Exalogic Elastic Cloud menu, choose Refresh Exalogic Elastic Cloud.

Cloud Control displays a page where you must click Refresh to start the refresh
action or Cancel to cancel. When the refresh action completes, Enterprise Manager
displays a Confirmation page that shows the targets found and prompts you to
press any button to continue.

Click Close.

When you close the Confirmation page, the Discover Exalogic Elastic Cloud:
Discovered Targets page appears where you can view all targets associated with
the system. You can then click Add Targets to save the targets.

6.6 Monitoring the Hardware Components of Exalogic Elastic Cloud

You can monitor the hardware components of an Exalogic Elastic Cloud by following
these steps:

1.

From the Enterprise Manager Systems page, click the Exalogic Elastic Cloud target
from the table. Alternatively, you can choose Exalogic from the Targets menu.

Enterprise Manager displays the Exalogic Elastic Cloud Dashboard page.

Click the Hardware tab to view a schematic showing the hardware configuration
of the Exalogic Elastic Cloud.

You can use the Hardware tab to view information such as Temperature (by
turning on the Temperature option at the top of the Exalogic Schematic) and
Status, as well as a Hardware Schematic depicting the current state of the
hardware.

The Hardware tab displays the number of hardware units in each category along
with their status in the Overview section. It also shows the Incidents associated
with the hardware. The Exalogic Schematic depicts the hardware, such as
Infiniband Switches, Storage Heads, Storage Disks, and Compute Nodes and
employs a Legend that indicates the current state (Up, Down, Unallocated, and so
on) of each.

You can use the Incidents section to monitor hardware issues that arise and then
drill down to the Incident Manager page by clicking the Incident Summary for
more details about the incident.

6.7 Viewing Application Deployments in Exalogic Elastic Cloud Targets

Use the Application Deployments page in the Exalogic Elastic Cloud target area to
view details about the applications hosted on the hosts running on the Exalogic Elastic
Cloud target.

To view application deployments in Exalogic Elastic Cloud targets, follow these steps:

1.

In Enterprise Manager, navigate to the Systems page. Filter the entries in the
Search field by choosing Exalogic Elastic Cloud from the drop-down list and
clicking Go. In the Search Results table, choose the Exalogic Elastic Cloud you
want to view.
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Enterprise Manager displays the Exalogic Elastic Cloud Home page where you
can monitor the status of the Exalogic target and its components.

Choose Application Deployments from the Exalogic Elastic Cloud menu.
Enterprise Manager displays the Application Deployments page.

You can choose to show All Domains or filter by specific domains by choosing the
domain from the Show menu.

You can drill down to specific applications, targets, domains, or dependencies by
clicking on its related value in each row.

You can filter the list of applications by choosing a value from the Status
drop-down. You can select from Up, Down, Unknown, Blackout, and All.

You can change the column appearance of the table by clicking View and choosing
which Columns to display, expanding or collapsing rows, or scrolling to the first
or last row. You can also reorder columns.

You can use the Topology tab to display a pictorial view of the Application
Deployments in various relational configurations.

6.8 Viewing WebLogic Domains in Exalogic Elastic Cloud Targets

You can use Enterprise Manager to view details about the domains hosted on the
virtual machines running on Exalogic Elastic Cloud target. To view WebLogic domains
in Exalogic Elastic Cloud targets, follow these steps:

1.

In Enterprise Manager, navigate to the Systems page. Filter the entries in the
Search field by choosing Exalogic Elastic Cloud from the drop-down list and click
Go. In the Search Results table, choose the Exalogic Elastic Cloud you want to
view.

Enterprise Manager displays the Exalogic Elastic Cloud Home page where you
can monitor the status of the Exalogic target and its components.

Choose WebLogics Domain from the Exalogic Elastic Cloud menu. You can
choose to view either a Summary of the WebLogic Domains or specific
information about Members.

Enterprise Manager displays the related WebLogic Domain page.

On the Summary page you can view a chart that shows the status of the WebLogic
Domains and displays the percentage of domains that are up and down. You can
also view server information that shows the Server Status and alert and policy
violation information for each. You can monitor charts that display metric
information such as Request Processing Time and CPU Usage and you can drill
down through these charts for more detailed information. Change the chart view
to a table view by clicking Table View or Chart View beneath each table or chart.
The Server table displays information about servers and domains showing host
information and related metrics.

On the Members page, you can view the Status information along with alerts and
policy violation and metric data for each WebLogic Server or Domain. Use the
Performance Summary section to view metrics for each, such as Host and Cluster
information and metrics such as Heap Usage and Request Processing Time.
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6.9 Viewing Coherence Clusters in Exalogic Elastic Cloud Targets

You can use Enterprise Manager Cloud Control to view details about the Coherence
targets that comprise the Exalogic Elastic Cloud target. To display Coherence Clusters
in Cloud Control, follow these steps:

1.

In Enterprise Manager, navigate to the Systems page. Filter the entries in the
Search field by choosing Exalogic Elastic Cloud from the drop-down list and click
Go. In the Search Results table, choose the Exalogic Elastic Cloud you want to
view.

Enterprise Manager displays the Exalogic Elastic Cloud Home page where you
can monitor the status of the Exalogic target and its components.

Choose Coherence Clusters from the Exalogic Elastic Cloud menu.
Enterprise Manager displays the Coherence Clusters page.

You can view a chart that shows the status of the Coherence Clusters and displays
the percentage of clusters that are up and down.

You can drill down to specific values for each cluster such as Alerts and Policy
Violations along with Node information.

You can filter the list of clusters by choosing a value from the Status drop-down.
You can select from Up, Down, Unknown, Blackout, and AlL

You can change the column appearance of the table by clicking View and choosing
which Columns to display. You can also reorder columns.

The Coherence Clusters page displays two charts showing the Top Nodes With
Lowest Available Memory and Caches With Lowest Hit To Get Ratio. You can drill
down to specific node information by clicking on the Node name below the Top
Nodes With Lowest Available Memory chart.

The Nodes table displays information about each Node, including Host and
several metric values such as Memory Available, Gets, and Puts.

The Applications table displays information about applications such as Local
Attribute Cache, Clustered Session Cache, and other metrics. You can drill down
to specific information about each application by clicking the Application name.

6.10 Viewing Hosts in Exalogic Elastic Cloud Targets

You can view details about the host targets hosted on the physical and virtual
machines running on the Exalogic Elastic Cloud target. To display the hosts
information, follow these steps:

1.

In Enterprise Manager, navigate to the All Targets page. Filter the entries in the
Search field by choosing Exalogic Elastic Cloud from the drop-down list and click
Go. In the Search Results table, choose the Exalogic Elastic Cloud you want to
view.

Enterprise Manager displays the Exalogic Elastic Cloud Home page where you
can monitor the status of the Exalogic target and its components.

Choose Hosts from the Exalogic Elastic Cloud menu.
Enterprise Manager displays the Hosts page.

You can view a chart that shows the status of the hosts and displays the percentage
of hosts that are up and down.
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You can view information about the Middleware Targets that lists the Type, Status,
CPU Utilization percentage, Memory Ultilization percentage, and Incident statistics
along with Configuration Changes.

You can view charts showing the CPU Utilization percentage based on time and
similarly, Memory Utilization based on time.

6.11 Visualizing Relationships Between Exalogic Software and Hardware

Components

Use Enterprise Manager Cloud Control to visualize relationships among Exalogic
software and hardware components. To see the routing topology among these
components, follow these steps:

1.
2.

From the Targets menu, select Exalogic.

From the list of Exalogic targets, click the Exalogic Elastic Cloud target you want
to view.

From the Exalogic Elastic Cloud menu, select Routing Topology.

View the relationships between Exalogic software and hardware components.

6.12 Analyzing the Impact of Component Failures

You can analyze the impact of component failures in an Exalogic environment by
following these steps:

1.
2.

From the Targets menu, select Exalogic.

From the list of Exalogic targets, click the Exalogic Elastic Cloud target you want
to view.

From the navigation panel, click the Oracle Infiniband Network you want to view.
From the Infiniband Network menu, select Topology.

Identify any problems with a component by observing status and incident badges,
or by showing metric values by way of the Annotations toolbar menu.

Identify components linked to the problem component in the diagram.

6.13 Configuring Exalogic Oracle Engineered System Healthchecks

For more information about configuring Exalogic Oracle-engineered system
healthchecks, see the Oracle Enterprise Manager System Monitoring Plug-In Installation
Guide for Oracle Engineered System Healthchecks.
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Monitoring WebLogic Domain

The chapter in this part describes how you can monitor the Oracle WebLogic Domain.
This chapter is:
»  Chapter 7, "Monitoring WebLogic Domains"






7

Monitoring WeblLogic Domains

When using Enterprise Manager version 12.1 and a Secure Socket Layer (SSL) protocol
to discover and monitor WebLogic servers, the Intelligent Agent must be able to trust
the server before it can establish a secure communication link. The Agent maintains a
Java Keystore (JKS) truststore containing certificates of Certification Authorities (CAs)
which it can trust when establishing a secure connection. The Agent comes with nine
well-known CA certificates.

It is recommended that customers using WebLogic t3s in a production environment
use certificates signed by a well-known Certification Authority (CA), such as VeriSign
or Thawte, on their WebLogic servers. A few popular Root CA certificates are available
out-of-box in the Agent’s JKS-based truststore and does not require any action by the
customer. However, if self-signed certificates or the default (out-of-box) demo
certificate are being used on the Weblogic servers, then the following step is needed to
explicitly import the Root CA certificate for these server certificates to the Agent's
truststore.

The JKS Agent truststore is located at the following location:

SORACLE_HOME/sysman/config/montrust/AgentTrust.jks

Note: ORACLE_HOME is the Management Agent’s instance home.

Updating the Agent truststore is required on ALL Enterprise Manager Agents
involved in the discovery and monitoring of the WebLogic domain using any secure
protocol.

7.1 Updating the Agent Truststore

To update the Agent truststore (AgentTrust.jks), you use EMCTL. If the default demo
certificate, or a self-signed certificate is being used on the WebLogic servers for
t3s/iiops, then the Root CA certificate for this must be added to AgentTrust.jks in
order for the Agent to be able to discover and monitor these WebLogic servers and
J2EE applications using t3s. An EMCTL command is provided for this purpose.

emctl secure add_trust_cert_to_jks [-password <password> -trust_certs_loc <loc>
-alias <alias>]

Where:

= password = password to the AgentTrust.jks (if not specified, you will be prompted
for the password at the command line)

m  trust_certs_loc = location of the certificate file to import

» alias = alias for the certificate to import
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7.1.1 Importing a Demo WebLogic Server Root CA Certificate.

To import the Root CA certificate for a Demo WebLogic server into the Agent’s
truststore, the EMCTL secure command needs to be executed from the host on which
the Agent is located.

<ORACLE_HOME>/bin/emct]l secure add_trust_cert_to_jks -password "welcome"

Note: ORACLE_HOME is the Management Agent’s instance home.

The following example demonstrates a typical session using the secure command with
the add_trust_cert_to_jks option.

Example 7-1 Sample Session

./emctl secure add_trust_cert_to_jks -password welcome
Oracle Enterprise Manager 12c Release 1 Cloud Control 12.1.0.2.0
Copyright (c) 1996, 2012 Oracle Corporation. All rights reserved.

Message : Certificate was added to keystore
ExitStatus: SUCCESS

The default out-of-box password for the AgentTrust.jks is "welcome" and it is
recommended that this be changed using the JDK keytool utility. If no password is
specified along with the EMCTL command, the system will prompt you for the
password.

7.1.2 Importing a Custom Root CA Certificate

If the WebLogic servers are secured with another certificate, such as a self-signed
certificate, then that Root CA certificate must be imported into the Agent’s truststore
as follows:

<ORACLE_HOME>/bin/emctl secure add_trust_cert_to_jks -password "welcome" trust_
certs_loc <location of certificate> -alias <certificate-alias>

Note: ORACLE_HOME is the Management Agent’s instance home.

7.2 Changing the Default AgentTrust.jks Password Using Keytool

The following JVM keytool utility command will let you change the default out-of-box
password to the AgentTrust.jks.

<ORACLE_HOME>/jdk/bin/keytool -storepasswd -keystore AgentTrust.jks -storepass
welcome -new myNewPass

Note: ORACLE_HOME is the Management Agent’s instance home.

7.3 Collecting JVM Performance Metrics for WebLogic Servers

In order to collect JVM performance metrics from platform MBeans, the Mbeans must
be made accessible via the runtime MBeanServer. To do this, from the WebLogic
console, set PlatformMBeanServerEnabled=true. Domain->Advanced

Note: This only applies to WebLogic server installations where Java
Required Files (JRF) are not installed.
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7.3.1 Setting the PlatformMBeanServerUsed Attribute

If you are using WebLogic server versions 9.2.0.40, 10.0.2.0, 10.3.1 and 10.3.2 and
certain patch releases of 9.x, you must explicitly set the PlatformMBeanServerUsed
attribute to TRUE in addition to setting the PlatformMBeanServerEnabled (shown in the
previous section). You set the PlatformMBeanServerUsed attribute using the WebLogic
Scripting Tool (WLST), as shown in the next section.

Note: From WebLogic server versions 10.3.3 onwards, the default
out-of-box behavior enables platform MBeans to be accessible via
runtime MBeanServers. Hence, this section can be skipped.

7.3.2 Activating Platform MBeans on WebLogicServer 9.x to 10.3.2 versions

The following WebLogic Scripting Tool session shown in Example 7-2 demonstrates
how to use check and set the PlatformMBeanServerUsed attribute.

User actions are shown in bold.

Example 7-2 Setting PlatformMBeanServerUsed

cd common/bin/
ade: [ adminsw_easvr ] [adminsw@mymachine bin]$ ./wlst.sh

CLASSPATH=/net/mymachine/scratch/shiphomes/wl/wll0/patch_
wls1002/profiles/default/sys_manifest_classpath/weblogic_
patch.jar:/net/mymachine/scratch/shiphomes/wl/wll0/patch_
cieb40/profiles/default/sys_manifest_classpath/weblogic_
patch.jar:/net/mymachine/scratch/shiphomes/wl/wll10/jrockit_150_
15/1ib/tools.jar:/net/mymachine/scratch/shiphomes/wl/wll0/wlserver_
10.0/server/lib/weblogic_sp.jar:/net/mymachine/scratch/shiphomes/wl/wll0/wlserver_
10.0/server/lib/weblogic.jar: /net/mymachine/scratch/shiphomes/wl/wll0/modules/feat
ures/weblogic.server.modules_
10.0.2.0.jar:/net/mymachine/scratch/shiphomes/wl/wll0/modules/features/com.bea.cie
.common-plugin.launch_
2.1.2.0.jar:/net/mymachine/scratch/shiphomes/wl/wll0/wlserver_
10.0/server/lib/webservices.jar: /net/mymachine/scratch/shiphomes/wl/wll0/modules/o
rg.apache.ant_
1.6.5/1lib/ant-all.jar:/net/mymachine/scratch/shiphomes/wl/wll0/modules/net.sf.antc
ontrib_1.0b2.0/lib/ant-contrib. jar:

PATH=/net/mymachine/scratch/shiphomes/wl/wll0/wlserver_

10.0/server/bin: /net/mymachine/scratch/shiphomes/wl/wll0/modules/org.apache.ant_
1.6.5/bin:/net/mymachine/scratch/shiphomes/wl/wl10/jrockit_150_

15/jre/bin: /net/mymachine/scratch/shiphomes/wl/wl10/jrockit_150_

15/bin: /home/adminsw/products/valgrind/bin: /ade/adminsw_
easvr/oracle/jdk/bin:/ade/adminsw_
easvr/oracle/work/middleware/oms/perl/bin:/bin: /usr/local/bin: /usr/local/remote/pa
ckages/firefox-1.5.0.3:/ade/adminsw_easvr/oratst/bin:/ade/adminsw_
easvr/oracle/buildtools/bin:/ade/adminsw_easvr/oracle/emdev/merge: /ade/adminsw_
easvr/oracle/emdev/utl:/ade/adminsw_easvr/oracle/utl:/pdp/pds/utl:/ade/adminsw_
easvr/oracle/work/middleware/oms/bin:/ade/adminsw_
easvr/oracle/nlsrtl3/bin:/opt/SUNWspro/bin: /usr/ccs/bin: /usr/bin: /usr/sbin:/ade/ad
minsw_
easvr/oracle/opmn/bin: /usr/X11R6/bin: /home/adminsw/products/valgrind/bin: /home/adm
insw/products/valgrind/bin: /usr/kerberos/bin: /home/adminsw/products/valgrind/bin:/
bin:/usr/bin:/usr/local/bin:/usr/X11R6/bin: /usr/local/ade/bin: /bin: /usr/local/bin
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Your environment has been set.

CLASSPATH=/net/mymachine/scratch/shiphomes/wl/wll0/patch_
wlsl1002/profiles/default/sys_manifest_classpath/weblogic_
patch.jar:/net/mymachine/scratch/shiphomes/wl/wll0/patch_
cie640/profiles/default/sys_manifest_classpath/weblogic_
patch.jar:/net/mymachine/scratch/shiphomes/wl/wll0/jrockit_150_

15/1ib/tools.jar: /net/mymachine/scratch/shiphomes/wl/wll0/wlserver_
10.0/server/lib/weblogic_sp.jar: /net/mymachine/scratch/shiphomes/wl/wll0/wlserver_
10.0/server/lib/weblogic.jar:/net/mymachine/scratch/shiphomes/wl/wll0/modules/feat
ures/weblogic.server.modules_
10.0.2.0.jar:/net/mymachine/scratch/shiphomes/wl/wll0/modules/features/com.bea.cie
.common-plugin.launch_
2.1.2.0.jar:/net/mymachine/scratch/shiphomes/wl/wll0/wlserver_
10.0/server/lib/webservices.jar: /net/mymachine/scratch/shiphomes/wl/wll0/modules/o
rg.apache.ant_
1.6.5/1ib/ant-all.jar:/net/mymachine/scratch/shiphomes/wl/wll0/modules/net.sf.antc
ontrib_
1.0b2.0/1lib/ant-contrib.jar::/net/mymachine/scratch/shiphomes/wl/wll0/wlserver_
10.0/common/eval/pointbase/lib/pbembedded5l . jar: /net/mymachine/scratch/shiphomes/w
1/wll0/wlserver_

10.0/common/eval /pointbase/lib/pbtoolsbl. jar: /net/mymachine/scratch/shiphomes/wl/w
110/wlserver_10.0/common/eval/pointbase/lib/pbclient51.jar

Initializing WebLogic Scripting Tool (WLST)

Welcome to WebLogic Server Administration Scripting Shell

Type help() for help on available commands

wls:/offline>

wls:/offline> connect('weblogic', 'welcomel', 'mymachine:7501"')

Connecting to t3://mymachine:7501 with userid weblogic ...

Successfully connected to Admin Server 'AdminServer' that belongs to domain 'base_

domain'.

Warning: An insecure protocol was used to connect to the server. To ensure
on-the-wire security, the SSL port or Admin port should be used instead.

wls:/base_domain/serverConfig> edit()

Location changed to edit tree. This is a writable tree with DomainMBean as the
root. To make changes you will need to start an edit session via startEdit().
For more help, use help(edit)

wls:/base_domain/edit> startEdit()

Starting an edit session ...

Started edit session, please be sure to save and activate your changes once you
are done.

wls:/base_domain/edit !> cd('JMX')

wls:/base_domain/edit/JMX !> 1s()
drw-  base_domain

wls:/base_domain/edit/JMX !> cd ('base_domain')

wls:/base_domain/edit/JMX/base_domain !> 1s()
-Tw- CompatibilityMBeanServerEnabled true
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-TwW- DomainMBeanServerEnabled true

-TwW- EditMBeanServerEnabled true

-rw- InvocationTimeoutSeconds 0

-Tw- ManagementEJBEnabled true

-TwW- Name base_domain

-rw- Notes null

-TwW- PlatformMBeanServerEnabled true

-TwW- PlatformMBeanServerUsed false **

-TwW- RuntimeMBeanServerEnabled true

-r-- Type JMX

-r-x freezeCurrentvValue Void : String(attributeName)
-r-x  isSet Boolean : String(propertyName
)

-r-x restoreDefaultValue Void : String(attributeName)
-r-x  unSet Void : String (propertyName)

wls:/base_domain/edit/JMX/base_domain !> set('PlatformMBeanServerUsed', 'true')
wls:/base_domain/edit/JMX/base_domain !> 1s()

-rw-  CompatibilityMBeanServerEnabled true

-rw- DomainMBeanServerEnabled true

-rw- EditMBeanServerEnabled true

-TwW- InvocationTimeoutSeconds 0

-rw-  ManagementEJBEnabled true

-rw- Name base_domain

-TwW- Notes null

-rw- PlatformMBeanServerEnabled true

-rw- PlatformMBeanServerUsed true **

-rw- RuntimeMBeanServerEnabled true

-r--  Type JIMX

-r-x freezeCurrentValue Void : String(attributeName)
-r-x  isSet Boolean : String(propertyName
)

-r-x  restoreDefaultValue Void : String(attributeName)
-r-x  unSet Void : String (propertyName)

wls:/base_domain/edit/JMX/base_domain !> activate()

Activating all your changes, this may take a while

The edit lock associated with this edit session is released once the activation is
completed.

The following non-dynamic attribute(s) have been changed on MBeans
that require server re-start: **

MBean Changed : com.bea:Name=base_domain, Type=JMX

Attributes changed : PlatformMBeanServerUsed

Activation completed

wls:/base_domain/edit/JMX/base_domain> ade:[ adminsw_easvr ] [adminsw@mymachine
bin]$
ade: [ adminsw_easvr ] [adminsw@mymachine bin]$

**NOTE: PlatformMBeanServerUsed attribute is present in WebLogic releases 10.3.1.0
and 10.3.2.0 and also for certain patch releases of prior versions. If above
PlatformMBeanServerUsed attribute is NOT present, or if it is present and already set to
true, then running the commands are not necessary.
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Part IV

Managing Oracle SOA

The chapters in this part describe how you can discover and monitor Oracle BPEL
Process Manager, Oracle Service Bus, and Oracle SOA Suite.

The chapters are:

»  Chapter 8, "Overview of Oracle SOA Management"

s Chapter 9, "Discovering and Monitoring Oracle BPEL Process Manager"
»  Chapter 10, "Discovering and Monitoring Oracle Service Bus"

»  Chapter 11, "Discovering and Monitoring the SOA Suite"






Overview of Oracle SOA Management

The Oracle SOA Management Pack Enterprise Edition delivers comprehensive
management capabilities for a Service-Oriented Architecture-based (SOA)
environment. By combining SOA runtime governance, business-IT alignment, and
SOA infrastructure management with Oracle's rich and comprehensive system
management solution, Enterprise Manager Cloud Control significantly reduces the
cost and complexity of managing SOA-based environments.

Table 8—1 Highlights of Oracle SOA Management Pack Enterprise Edition

Feature Benefit

Centralized management console Provides administrators managing SOA environments with a consolidated
browser-based view of the entire enterprise, thereby enabling them to monitor and
manage all of their components from a central location.

Discovery and service modeling Provides discovery of the following:
= Oracle SOA Infrastructure deployed to the WebLogic Server.
= Oracle SOA Composite applications deployed to the SOA Infrastructure.

= Oracle BPEL processes deployed to the Oracle BPEL Process Manager (BPEL
Process Manager) server and the dependent partner links.

= Oracle Service Bus-based business and proxy services.

= Service modeling offers out-of-the-box automated system modeling capabilities for
the SOA infrastructure.

Runtime governance Defines SOAP tests to measure and record availability and performance of partner links
(or any Web service) and business/proxy services for historical trending,
troubleshooting, and root cause analysis purposes. Also provides an error hospital of
process instances with drill-downs into instance details.

Infrastructure management Monitors the availability and performance of the SOA infrastructure components. Both
current and historic availability of targets (such as BPEL Process Manager or Oracle
Service Bus) are recorded for troubleshooting and root cause analysis.

Configuration management Collects configuration information for the BPEL Process Manager
server/domains/processes and Oracle Service Bus. The parameters can be refreshed,
saved, or compared with another target. Different versions of the same target can also
be compared.

Deployment automation Automates the deployment of the following;:

= SOA Artifacts Provisioning: This includes provisioning of SOA Composites, Oracle
WebLogic Server Policies, Assertion Templates, and JPS Policy and Credential
Stores.

s BPEL processes on BPEL Process Managers
= Oracle Service Bus resources from a source OSB domain to a target OSB domain.

For detailed information on the provisioning procedures, see Enterprise Manager
Administrator’s Guide for Software and Server Provisioning and Patching.

Adapter metrics Provides throughput and error metrics for different adapters in graphical format.

Business-IT alignment Enables you to consolidate their IT and business management tools into a unified
system. BAM-EM integration unites business KPIs and system metrics in one system for
correlation and trending.
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Table 8—1 (Cont.) Highlights of Oracle SOA Management Pack Enterprise Edition

Feature

Benefit

Service level management

Enables you to monitor services from the end-user’s perspective using service tests or
synthetic transactions, model relationships between services and underlying IT
components, and report on achieved service levels.

Application Dependency and
Performance

Enables you to manage your SOA solutions by leveraging a model-driven top-down
approach within your development, quality assurance (QA), staging, and production
environments. Business application owners and operational staff can automatically
discover your BPEL workflows and correlate them with the underlying Web services;
Enterprise Service Buses (ESBs); and back-end Java 2 Platform, Enterprise Edition (Java
EE) resources through detailed modeling and drill-down directly into the performance
metrics at the component level.

For more information, see Chapter 21, "Introduction to Application Dependency and
Performance”

Historical analysis and reporting

Store the collected metric and configuration data in a central repository, thereby
enabling administrators to analyze metrics through various historical views and
facilitate strategic trend analysis and reporting.

Instance Tracing

Allows you to trace the message flow across SOA Composites and SOA Infrastructure
instances monitored by Enterprise Manager Cloud Control.

Business Transaction Management

Provides monitoring of business transactions as they flow across tiers and continuous
discovery of components, transaction flow, service dependencies and relationships.

Dehydration Store

Shows the performance of the database that is used by the SOA Infrastructure. Using
this data, the SOA administrator can identify problems that are causing the performance
bottleneck.
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Process Manager

This chapter describes how you can discover and monitor Oracle BPEL Process
Manager (BPEL Process Manager) using Enterprise Manager Cloud Control.

In particular, this document covers the following:

Supported Versions

Understanding the Discovery Mechanism

Understanding the Discovery Process

Setting Up Oracle Software Library

Discovering BPEL Process Manager

Configuring BPEL Process Manager

Troubleshooting BPEL Process Managers

9.1 Supported Versions

The following are the versions of BPEL Process Manager that are supported for
monitoring in Enterprise Manager Cloud Control.

Table 9—1 Supported Versions

Supported BPEL Process

Manager Version

Application Server Deployed To

Supported in Enterprise Manager

Oracle BPEL Process Manager  Oracle Application Server 10g

10.1.2

Release 1 (10.1.2)

Enterprise Manager 10g Release 4 (10.2.0.4) or higher
Enterprise Manager 11g

Enterprise Manager 12c

Oracle BPEL Process Manager  Oracle Application Server 10g

10.1.3.1 and 10.1.3.3

(Part of Oracle SOA Suite
10.1.3.1 and 10.1.3.3)

Release 1 (10.1.3.1) and (10.1.3.3)

Enterprise Manager 10g Release 3 (10.2.0.3) or higher
Enterprise Manager 11g
Enterprise Manager 12¢

Oracle BPEL Process Manager  Oracle WebLogic Managed Server

10.1.3.1 and 10.1.3.3

(Part of Oracle SOA Suite
10.1.3.1 and 10.1.3.3)

9.2

Enterprise Manager 10g Release 5 (10.2.0.5) or higher

Enterprise Manager 10 g Release 4 (10.2.0.4) with one-off
patches applied. For details, see Section 9.3,
"Understanding the Discovery Process".

Enterprise Manager 11g
Enterprise Manager 12¢
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Table 9-1 (Cont.) Supported Versions

Supported BPEL Process

Manager Version Application Server Deployed To  Supported in Enterprise Manager

Oracle BPEL Process Manager ~ IBM WebSphere Application Server Enterprise Manager 10g Release 5 (10.2.0.5) or higher

10.1.3.1 and 10.1.3.3 6.1

(Part of Oracle SOA Suite
10.1.3.1 and 10.1.3.3)

Enterprise Manager 10g Release 4 (10.2.0.4) with one-off
patches applied. For details, see Section 9.3,
"Understanding the Discovery Process".

Enterprise Manager 11g

Enterprise Manager 12¢
Oracle BPEL Process Manager  Oracle Application Server 10g Enterprise Manager 10g Release 5 (10.2.0.5) or higher
101.3.4 Release 1 (10.1.3.1) and (10.1.3.3) Enterprise Manager 11g Release 1 (11.1.0.1)
(Part of Oracle SOA Suite .
10.1.3.4) Enterprise Manager 12¢
Oracle BPEL Process Manager ~ Oracle WebLogic Managed Server ~ Enterprise Manager 10g Release 5 (10.2.0.5) or higher
10134 92 Enterprise Manager 11g
(Part of Oracle SOA Suite .
10.1.3.4) Enterprise Manager 12c
Oracle BPEL Process Manager = IBM WebSphere Application Server ~Enterprise Manager 10g Release 5 (10.2.0.5) or higher
10.1.3.4 6.1 E .

nterprise Manager 11g

(Part of Oracle SOA Suite .
10.1.3.4) Enterprise Manager 12¢

9.2 Understanding the Discovery Mechanism

The following describes the mechanism followed for discovering BPEL Process
Managers in Enterprise Manager Cloud Control.

Table 9-2 Mechanism for Discovering BPEL Process Managers

Application

BPEL Process Server Deployed Discovery

Manager Version To Mechanism Process
Oracle BPEL Oracle Manual/Auto =  If the Management Agent is installed before Oracle Application
Process Manager  Application matic Server and BPEL Process Manager are installed, then you must
10.1.2 Server 10g Discovery manually discover that Oracle Application Server and BPEL
Release 1 (10.1.2) Process Manager in Enterprise Manager Cloud Control.
= If the Management Agent is installed after Oracle Application
Server and BPEL Process Manager are installed, then Enterprise
Manager Cloud Control automatically discovers that Oracle
Application Server and BPEL Process Manager
The Management Agent can be installed along with Enterprise
Manager Cloud Control or separately as a standalone product.
For discovery procedures, see Section 9.5.1, "Deployed to Oracle
Application Server".
Oracle BPEL Oracle Manual/Auto =  If the Management Agent is installed before Oracle Application
Process Manager  Application matic Server and BPEL Process Manager are installed, then you must
10.1.3.1,10.1.3.3,  Server 10g Discovery manually discover that Oracle Application Server and BPEL

10.1.34 Release 1

(Part of Oracle qg%gé) and
SOA Suite 10.1.3.1, (10-13-3)
10.1.3.3,10.1.3.4)

Process Manager in Enterprise Manager Cloud Control.

If the Management Agent is installed after Oracle Application
Server and BPEL Process Manager are installed, then Enterprise
Manager Cloud Control automatically discovers that Oracle
Application Server and BPEL Process Manager

The Management Agent can be installed along with Enterprise
Manager Cloud Control or separately as a standalone product.

For discovery procedures, see Section 9.5.1, "Deployed to Oracle
Application Server".
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Table 9-2 (Cont.) Mechanism for Discovering BPEL Process Managers

Application
BPEL Process Server Deployed Discovery
Manager Version To Mechanism Process
Oracle BPEL Oracle WebLogic Manual First, manually discover Oracle WebLogic Managed Server. For
Process Manager =~ Managed Server  Discovery procedures, see Section 9.5.2.1, "Discovering Oracle WebLogic Managed
10.1.3.1,10.1.3.3, 9.2 Server".
10.1.34 Then, manually discover BPEL Process Manager. For procedures, see
(Part of Oracle Section 9.5.2.2, "Deployed to Oracle WebLogic Managed Server".
SOA Suite 10.1.3.1,
10.1.3.3,10.1.3.4)
Oracle BPEL IBM WebSphere =~ Manual First, manually discover IBM WebSphere Application Server. For
Process Manager  Application Discovery procedures, see Section 9.5.3.1, "Discovering IBM WebSphere
10.1.3.1,10.1.3.3,  Server 6.1 Application Server".
10.1.34 Then, manually discover BPEL Process Manager. For procedures, see
(Part of Oracle Section 9.5.3.2, "Deployed to IBM WebSphere Application Server".
SOA Suite 10.1.3.1,
10.1.3.3,10.1.3.4)
Oracle BPEL Oracle WebLogic  Manual First, manually discover Oracle WebLogic Managed Server. For
Process Manager =~ Managed Server  Discovery procedures, see Section 9.5.2.1, "Discovering Oracle WebLogic Managed

10.1.3.5

10.x

Server".

Then, manually discover BPEL Process Manager. For procedures, see
Section 9.5.2.2, "Deployed to Oracle WebLogic Managed Server".

9.3 Understanding the Discovery Process

The following describes the overall process involved in discovering and monitoring
BPEL Process Manager in Enterprise Manager Cloud Control. Follow the instructions
outlined against each step in this process to successfully discover and monitor your
BPEL Process Manager.

Table 9-3 Discovery Process

Step Requirement Description
1 BPEL Process Install the BPEL Process Manager software in one of the following ways:
Manager N For Oracle middleware, download and install the BPEL Process Manager using Oracle BPEL
Process Manager 10.1.2, Oracle SOA Suite 10.1.3.1, 10.1.3.3, or 10.1.3.4 from the following URL:
http://www.oracle.com/technology/software/tech/soa/index.html
= For non-Oracle middleware, download and install the BPEL Process Manager from the
following URL:
http://www.oracle.com/technology/software/products/ias/bpel/index.html
2 Enterprise To monitor BPEL Process Manager 10.x, install Enterprise Manager Cloud Control 12c. For
Manager Cloud  information about installing the base release of Enterprise Manager Cloud Control, see the Enterprise
Control Manager Cloud Control Installation and Basic Configuration Guide available at:

http://www.oracle.com/technology/documentation/oem.html

Oracle recommends that you install the Enterprise Manager Cloud Control components on a host
that is different from the host where the BPEL Process Manager is installed. For example, if the BPEL
Process Manager is installed on host1.xyz.com, then install and configure Oracle Management
Service (OMS) and the Management Repository on host2.xyz.com.
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Table 9-3 (Cont.) Discovery Process

Step  Requirement Description

3 Oracle Install Oracle Management Agent 12c or higher on every host where BPEL Process Manager is
Management installed.
Agent If Oracle Application Server/BPEL Process Manager and Enterprise Manager Cloud Control are all
(Management on the same host, then you do not have to install a separate Management Agent. The Management
Agent) Agent that comes with Enterprise Manager Cloud Control is sufficient. However, if they are different

hosts, then you must install a separate Management Agent on every host where BPEL Process
Manager is installed.

You can install the Management Agent in one of the following ways:

. Invoke the installer provided with Enterprise Manager 10g Cloud Control Release 3 (10.2.0.3) or
higher, and select the installation type Additional Management Agent.

= Use the Agent Deploy application within the Cloud Control console.
. Use the full agent kit that is available at:
http://www.oracle.com/technology/software/products/oem/htdocs/agentsoft.html

For information about installing the Management Agent, see the Enterprise Manager Cloud Control
Installation and Basic Configuration Guide available at:

http://www.oracle.com/technology/documentation/oem.html

4 Discovery in BPEL Process Managers deployed to Oracle Application Servers are automatically discovered in
Enterprise Enterprise Manager Cloud Control.
Manager Cloud

BPEL Process Managers deployed to Oracle WebLogic Managed Servers and IBM WebSphere
Application Servers must be manually discovered in Enterprise Manager Cloud Control. For
procedures to discover them, see Section 9.5, "Discovering BPEL Process Manager".

Control

9.4 Setting Up Oracle Software Library

If you are using Enterprise Manager 12¢ to discover and monitor the BPEL Process
Manager deployed to Oracle WebLogic Managed Server 9.2 and IBM WebSphere
Application Server 6.1, you must set up Oracle Software Library (Software Library) as
described below:

To set up the Software Library:

1. From the Enterprise menu, select Provisioning and Patching, then select Software
Library.

2. From the Actions menu, select Administration.

3. In the Software Library: Administration page, select the Storage Type and click
Add from the Actions menu.

4. In the Add Software Library Location window, specify a valid directory path
where you want to store the raw data for the components, and click OK.

Note: For more information about setting up the Software Library,
see the Enterprise Manager Advanced Installation and Configuration Guide
available at the following URL:

http://www.oracle.com/technology/documentation/oem.html

9.5 Discovering BPEL Process Manager

This section describes the procedures for discovering BPEL Process Managers. In
particular, this section covers the following:

= Deployed to Oracle Application Server
= Deployed to Oracle WebLogic Managed Server
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Deployed to IBM WebSphere Application Server

9.5.1 Deployed to Oracle Application Server

A BPEL Process Manager deployed to Oracle Application Server is manually or
automatically discovered in Enterprise Manager Cloud Control depending on when
the Management Agent is installed.

If the Management Agent is installed before Oracle Application Server and BPEL
Process Manager are installed, then you must manually discover that Oracle
Application Server and BPEL Process Manager in Enterprise Manager Cloud
Control.

If the Management Agent is installed after Oracle Application Server and BPEL
Process Manager are installed, then Enterprise Manager Cloud Control
automatically discovers that Oracle Application Server and BPEL Process
Manager.

Note: You must install a Management Agent on every host where
BPEL Process Manager is installed. If Oracle Application Server/BPEL
Process Manager and Enterprise Manager Cloud Control are all on the
same host, then you need not install a separate Management Agent.
The Management Agent that comes with Enterprise Manager Cloud
Control is sufficient. However, if they are different hosts, then you
must install a separate Management Agent on every host where BPEL
Process Manager is installed. The Management Agent can be installed
along with Enterprise Manager Cloud Control or separately as a
standalone product.

Also note that if you have added a new BPEL Process Manager to an Oracle
Application Server that is already discovered and monitored in Enterprise Manager
Cloud Control, then you must manually rediscover that Oracle Application Server.

To manually discover or rediscover Oracle Application Server:

1.

From the Targets menu, select Middleware.

The Middleware page that lists all the middleware targets being monitored is
displayed. In Enterprise Manager 10g Cloud Control Release 4 (10.2.0.4) or lower,
the Middleware tab is Application Servers.

(Only for Rediscovering) In the Middleware page, select the Oracle Application
Server that you want to rediscover and click Remove.

In the Middleware page, from the Add list, select Oracle Application Server and
click Go. The Add Oracle Application Server Target: Specify Host page is
displayed.

Enter the name of the host where that Oracle Application Server is running, and
click Continue.

Enterprise Manager Cloud Control rediscovers that Oracle Application Server
along with its core components and the newly added BPEL Process Manager.

9.5.2 Deployed to Oracle WebLogic Managed Server

To discover the BPEL Process Manager deployed to Oracle WebLogic Managed Server,
you have to first discover and add Oracle WebLogic Managed Server to Enterprise
Manager Cloud Control.

Discovering and Monitoring Oracle BPEL Process Manager 9-5



Discovering BPEL Process Manager

This section describes the procedures for the following:
s Discovering Oracle WebLogic Managed Server

= Deployed to Oracle WebLogic Managed Server

9.5.2.1 Discovering Oracle WebLogic Managed Server

To discover and add Oracle WebLogic Managed Server to Enterprise Manager Cloud
Control:

1. From the Targets menu, select Middleware.

Enterprise Manager Cloud Control displays the Middleware page that lists all the
middleware targets being monitored. In Enterprise Manager 10g Cloud Control
Release 4 (10.2.0.4) or lower, the Middleware tab is Application Servers

2. In the Middleware page, from the Add list, select Oracle Fusion Middleware /
WebLogic Server Domain, and click Go.

Enterprise Manager Cloud Control displays the Add Oracle Fusion Middleware /
WebLogic Server Domain wizard that captures the details of the Oracle WebLogic
Server Domain to be discovered and monitored.

3. In the wizard, specify the required details and click Next on each page to reach the
end of the wizard.

For information about the details to be provided for each page of the wizard, click
Help on each page.

4. In the last page of the wizard, click Finish to complete the discovery process and
add the target to Cloud Control for monitoring purposes.

Enterprise Manager Cloud Control displays the Middleware page with a
confirmation message that confirms that the Oracle WebLogic Manager Server has
been successfully added to Cloud Control. In the Middleware page that shows all
the middleware targets being monitored, you can see the Oracle WebLogic
Managed Server you just added.

9.5.2.2 Deployed to Oracle WebLogic Managed Server

To discover and add the BPEL Process Manager deployed to Oracle WebLogic
Managed Server:

1. From the Setup menu, select Add Targets, then select Add Targets Manually.
Now select the Add Non-Host Targets by Specifying Target Monitoring
Properties option.

2. Select the target type from the drop-down list and click the torch icon to select a
Monitoring Agent. Click Add Manually. The Select Application Server page of the
Add BPEL Process Manager wizard is displayed.

a. In the Select Application Server page, provide the following details and click
Next.

Table 9-4 Select Application Server Page - Element Description

Ul Page Element Description

Application Server Type Select the type of application server where the BPEL
Process Manager to be discovered is running.
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Table 9-4 (Cont.) Select Application Server Page - Element Description

Ul Page Element Description

Application Server Name  Specify the name of the application server where the
BPEL Process Manager to be discovered is running,. If
you are not sure about the name, click the each icon
(torch icon) to view a list of application servers and select
the appropriate one. The application server name must
be suffixed with oracleBPELServer.

b. In the Target Details page, provide the following details and click Next.

Table 9-5 Target Details Page - Element Description

Ul Page Element Description

Oracle Home Specify the full path to the Oracle Application Server
home directory where the BPEL Process Manager is
installed. For example,

/opt/app/orabpel /product/10.1.3.1/OracleAS.

Application Server Home  Specify the full path to the directory where Oracle
WebLogic Managed Server (to which the BPEL target is
deployed) is running. For example,
/opt/wls9.2/weblogic9.2.

Note:

= Enterprise Manager Cloud Control checks the configuration
settings of the associated application server and prefills the values
for fields such as BPEL Process Manager Name, Display Name,
Context Provider URL, and Oracle BPEL PM Console URL.

= At this point, if you encounter a discovery failure error, then
follow the workaround steps given in Table 9-9 to resolve the
issue.

c. In the Host Credentials page, specify the operating system credentials of the
host where BPEL Process Manager is running. By default, the fields are
prefilled with preferred credentials that are stored in the Management
Repository for the selected host. You can either use these prefilled values or
edit them to override the preferred credentials with your new credentials.

d. In the Review page, review the details and click Finish to complete the
discovery process and add the target to Enterprise Manager Cloud Control.

Enterprise Manager Cloud Control displays the Agent home page with a
confirmation message that confirms that the BPEL Process Manager has been
successfully added for monitoring.

3. To verify whether the BPEL Process Manager has been added, click Targets and
then Middleware.

Enterprise Manager Cloud Control displays the Middleware page that shows all
the middleware targets being monitored, including the Oracle WebLogic Managed
Server and the BPEL Process Manager you just added.
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9.5.3 Deployed to IBM WebSphere Application Server

To discover the BPEL Process Manager deployed to IBM WebSphere Application
Server, you have to first discover and add IBM WebSphere Application Server to
Enterprise Manager Cloud Control.

This section describes the procedures for the following;:

Discovering IBM WebSphere Application Server
Deployed to IBM WebSphere Application Server

9.5.3.1 Discovering IBM WebSphere Application Server

To discover and add IBM WebSphere Application Server to Enterprise Manager Cloud
Control:

1.

From the Targets menu, select Middleware.

Enterprise Manager Cloud Control displays the Middleware page that lists all the
middleware targets being monitored.

In the Middleware page, select IBM WebSphere Application Server from the Add
drop-down list and click Go.

Enterprise Manager Cloud Control displays the Add IBM WebSphere Application
Server wizard that captures the details of the IBM WebSphere Application Server
to be discovered and monitored.

In the Add IBM WebSphere Application Server wizard, specify the required details
and click Next on each page to reach the end of the wizard.

For information about the details to be provided for each page of the wizard, click
Help on each page.

In the last page of the Add IBM WebSphere Application Server wizard, click
Finish to complete the discovery process and add the target to Enterprise Manager
Cloud Control for monitoring purposes.

Enterprise Manager Cloud Control displays the Middleware page with a
confirmation message that confirms that the IBM WebSphere Application Server
has been successfully added for monitoring. In the Middleware page that shows
all the application server being monitored, you can see the IBM WebSphere
Application Server you just added.

9.5.3.2 Deployed to IBM WebSphere Application Server

To discover and add the BPEL Process Manager deployed to IBM WebSphere
Application Server:

1.

From the Setup menu, select Add Targets, then select Add Targets Manually.
Now select the Add Non-Host Targets by Specifying Target Monitoring Properties
option.

Select the target type from the drop-down list and click the torch icon to select a
Monitoring Agent. Click Add Manually. The Select Application Server page of the
Add BPEL Process Manager wizard is displayed.

a. In the Select Application Server page, provide the following details and click
Next.
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Table 9-6 Select Application Server Page - Element Description

Ul Page Element Description

Application Server Type  Select IBM WebSphere Application Server from the list.

Application Server Name  Specify the name of IBM WebSphere Application Server
where the BPEL Process Manager to be discovered is
running. If you are not sure about the name, click the
search icon (torch icon) to view a list of application
servers and select the appropriate one. The application
server name must be suffixed with oracleBPELServer.

b. In the Target Details page, provide the following details and click Next.

Table 9-7 Target Details Page - Element Description

Ul Page Element Description

Oracle Home Specify the full path to the Oracle Application Server
home directory where the BPEL Process Manager is
installed. For example,
/opt/app/orabpel/product/10.1.3.1/OracleAS.

Application Server Home  Specify the full path to the directory where IBM
WebSphere Application Server (to which the BPEL target
is deployed) is running.

BPEL Application Specify the full path to the installation directory where
Installation Location the BPEL application is installed.For example, if the BPEL
application is installed in <SWEBSPHERE _
HOME> /profiles/ AppSrv01/installed Apps /sta00114Cel
101/CollaxaWebApplications-sta00114Node01.ear, then
specify the path as <$WEBSPHERE_
HOME> /profiles/ AppSrv01/installed Apps. Here,
replace SWEBSPHERE_HOME with the full path of the
application home location.

Note: Enterprise Manager Cloud Control checks the configuration
settings of the associated application server and prefills the values for
fields such as BPEL Process Manager Name, Display Name, Context
Provider URL, and Oracle BPEL PM Console URL.

c. In the Host Credentials page, specify the operating system credentials of the
host where BPEL Process Manager is running. By default, the fields are
prefilled with preferred credentials that are stored in the Management
Repository for the selected host. You can either use these prefilled values or
edit them to override the preferred credentials with your new credentials.

d. In the Review page, review the details and click Finish to complete the
discovery process and add the target to Enterprise Manager Cloud Control.

Enterprise Manager Cloud Control displays the Agent home page with a
confirmation message that confirms that the BPEL Process Manager has been
successfully added for monitoring.

Note: At this point, if you encounter a discovery failure error, then
follow the workaround steps given in Table 9-10 and resolve the issue.
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3. To verify whether the BPEL Process Manager has been added, select Middleware
from the Targets menu. /

Enterprise Manager Cloud Control displays the Middleware page that shows all
the middleware targets being monitored, including the IBM WebSphere
Application Server and the BPEL Process Manager you just added.

9.6 Configuring BPEL Process Manager

After discovering BPEL Process Manager, you must perform the following
configuration steps:

= Specifying Details for Monitoring BPEL Process Manager

= Registering BPEL Process Manager Credentials and Host Credentials

9.6.1 Specifying Details for Monitoring BPEL Process Manager

Follow these steps to specify the details required for monitoring BPEL Process
Managers. If the values are prefilled, then validate them.

1. In the BPEL Process Manager Home page, select Target Setup, then select
Monitoring Configuration from the BPEL Process Manager menu.

2. In the Monitoring Configuration page, specify the following details. If these values
are prefilled, then validate them.

BPEL Admin Username - Specify the BPEL administrator user ID.

BPEL Password - Specify the BPEL admin password.

When adding the credentials, validate the following two criteria:

- BPEL Admin User ID and password should have BPEL Admin role

— The same credentials should succeed for the BPEL console login operation

Initial Context Factory - Specify the initial context factor. You can copy the
following string value:

com.evermind.server.rmi.RMIInitialContextFactory

Context Provider URL - Specify the context provider URL. You can copy the
following string value:

opmn:ormi://<host>:<opmn_port>:home/orabpel

Note: Replace the <host>,<opmn port> with the correct host address
and opmn port number details for the Oracle Application Server
where the BPEL Process Manager is deployed.

To retrieve SOA Applications Server OPMN PORT details, follow
these steps:

1. Open the configuration file $SOA_ORACLE_HOME/opmn/conf /opmn . xml.
$SOA_ORACLE_HOME corresponds to SOA Application server home
location.

2. Identify the value of the request port attribute in the configuration file.

BPEL Repository Host Name - Specify the BPEL Dehydration store (database)
host name.
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= BPEL Repository Port - Specify the BPEL Dehydration store (database) port.
= BPEL Repository SID - Specify the BPEL Dehydration store (database) SID.

= BPEL Repository User Name - Specify the BPEL Dehydration store (database)
user name. By default, the user name is orabpel.

= BPEL Repository Password - Specify the BPEL Dehydration store (database)
password. By default, the password is welcomel.

= Recoverable Instances Time Threshold (Days) - Specify the number of days
for which the retryable instances must be shown.

»s  Process Aggregate State - Specify 5, a numeric value that signifies the
constant state of the BPEL target.

Click OK to save the settings.

9.6.2 Registering BPEL Process Manager Credentials and Host Credentials

Follow these steps to register the credentials of the BPEL Process Manager, and the
credentials of the host where BPEL Process Manager is running.

1.
2.
3.

From the Setup menu, select Security, then select Preferred Credentials.
Select the Host target type and click Manage Preferred Credentials.

Select Normal Host Credentials in the Credential Set column in the Default
Preferred Credentials section and click Set.

In the Select Named Credential window, enter the user name and password and
click Save to return to the Preferred Credentials page.

Select Oracle BPEL Process Manager target type and click Manage Preferred
Credentials.

Select Monitoring Administrator Credentials in the Credential Set column in the
Default Preferred Credentials section and click Set.

In the Select Named Credential window, enter the user name and password and
click Save.

9.7 Troubleshooting BPEL Process Managers

This section describes the errors you might encounter while discovering BPEL Process
Managers, and the workaround steps you can follow to resolve each of them.

This section covers the following:

Discovery Errors on Target Details Page
Discovery Errors on Review Page

Discovery Errors on Review Page

9.7.1 Discovery Errors on Target Details Page

The following error occurs in the Target Details page of the Add BPEL Process
Manager wizard where you provide details about the BPEL Process Manager installed
on Oracle WebLogic Managed Server.

Discovering and Monitoring Oracle BPEL Process Manager 9-11



Troubleshooting BPEL Process Managers

Table 9-8 Errors on Target Details Page While Adding BPEL Process Manager Deployed to Oracle

WebLogic Managed Server

Error Message

Workaround Steps

Oracle BPEL Process Manager not found
in the selected Application Server.
Select another Application Server.

This error may occur if BPEL is not deployed on the selected
Application Server or if the configuration data has not been
collected.

To resolve this issue:
1. Select another Application Server.

2. Navigate to the Application Server Home page and select
Configuration, then select Last Collected from the
Application Server target menu.

9.7.2 Discovery Errors on Review Page

The following errors occur in the Review page of the Add BPEL Process Manager
wizard when you are about to add a BPEL Process Manager installed on Oracle
WebLogic Managed Server, to Enterprise Manager Cloud Control for monitoring

purposes.

Table 9-9 Errors on Review Page While Adding BPEL Process Manager Deployed to Oracle WebLogic

Managed Server

Error Message

Workaround Steps

Discovery Failure - Oracle BPEL
Process Manager target discovery
failed due to incorrect host
credentials.

1. In the last page of the Add BPEL Process Manager wizard
where you see this error message, click Previous to reach the
Host Credentials page.

2. In the Host Credentials page, specify the correct host
credentials or set the preferred credentials for the specific host.
Ensure that these are Agent user credentials.

Oracle BPEL Process Manager Discovery
Failed - Unable to connect to Oracle
BPEL Process Manager. The possible
reasons can be incorrect path or
insufficient permission to access
Oracle BPEL Process Manager home
location or inaccessible Oracle BPEL
Process Manager home location. Review
the specified value.

1. In the last page of the Add BPEL Process Manager wizard,
click Previous repeatedly to reach the Target Details page.

2. In the Target Details page, verify the Oracle home location of
the BPEL Process Manager.

3. In the Target Details page, verify the installation location of the
associated application server.

Oracle BPEL Process Manager Discovery
Failed - Unable to connect to Oracle
BPEL Process Manager. The possible
reasons can be incorrect path or
insufficient permission to access
Oracle BPEL Process Manager home
location or inaccessible Oracle BPEL
Process Manager home location. Review
the specified value.

Ensure that the BPEL directories have read permission for the
Agent user.

9.7.3 Discovery Errors on Review Page

The following errors occur in the Review page of the Add BPEL Process Manager
wizard when you are about to add a BPEL Process Manager installed on IBM
WebSphere Application Server, to Enterprise Manager Cloud Control for monitoring

purposes.
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Table 9-10 Error on Review Page While Adding BPEL Process Manager Deployed to IBM WebSphere

Application Server

Error Message

Workaround Steps

Discovery Failure - Oracle BPEL
Process Manager target discovery
failed due to incorrect host

1.

In the last page of the Add BPEL Process Manager wizard
where you see this error message, click Previous to reach the
Host Credentials page.

credentials. 2. Inthe Host Credentials page, specify the correct host
credentials or set the preferred credentials for the specific host.
Ensure that these are Agent user credentials.

Oracle BPEL Process Manager Discovery 1. In the last page of the Add BPEL Process Manager wizard

Failed - Unable to connect to Oracle where you see this error message, click Previous repeatedly to

BPEL Process Manager. The possible reach the Target Details page.

reasons can be incorrect path or 2. In the Target Details page, verify the BPEL application

insufficient permission to access installation location.

(1)raclr.a BPEL F’rocess I./Iarllager hcl>me For example, the BPEL application may be installed at the

ocation or inaccessible O:Ifac e BP?L following location:

Process Manager home location. Review

the specified value. <SWEBSPHERE_ '
HOME>/profiles/AppSrv0l/installedApps/sta00114Cell01/C
ollaxaWebApplications-sta00114Node0l.ear
In this case, the path you specify must look like this:
<$SWEBSPHERE_HOME>/profiles/AppSrv0l/installedApps
Note: Replace $WEBSPHERE_HOME with the absolute application
home location.

3. In the Target Details page, verify the application server home
location of the associated application server.
4. In the Target Details page, verify the Oracle home location of

the BPEL Process Manager.

9.7.4 Display Errors on Processes Page

Sometimes, after the discovery of a BPEL Process Manager, the BPEL process may
occasionally not be listed in the BPEL Process Manager Processes page in Enterprise

Manager Cloud Control.

There are two causes for this and two ways to ensure they display on the Processes
page. The sections below discuss these causes and workaround steps to fix them.

9.7.4.1 No Credentials Specified for Monitoring BPEL Process Manager

You may not have specified the credentials required for monitoring BPEL Process
Managers. To address this, do the following;:

1. In the BPEL Process Manager Home page, select Target Setup, then select
Monitoring Configuration from the BPEL Process Manager menu.

2. In the Monitoring Configuration page, check the following fields:

s BPEL Admin Username - Provide the BPEL administrator user ID.
= BPEL Password - Provide the BPEL admin password.

When adding the credentials validate the following two criteria:

- BPEL Admin User ID and password should have BPEL Admin role

— The same credentials should succeed for the BPEL console login operation

= Initial Context Factory - In case this field is empty, copy the following string

value:
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com.evermind.server.rmi.RMIInitialContextFactory

= Context Provider URL - In case this field is empty, copy the following

highlighted string value:

opmn:ormi://<host>:<opmn_port>:home/orabpel

Note: Replace the <host>,<opmn port> with the correct host address
and opmn port number details for the Oracle Application Server
where the BPEL Process Manager is deployed.

3. Click OK to save the settings.

9.7.5 Retrieving the OPMN Port

To retrieve SOA Applications Server OPMN PORT details, follow these steps.

1. Open the configuration file $SOA_ORACLE_HOME/opmn/conf/opmn.xml. SSOA_
ORACLE_HOME corresponds to SOA Application server home location.

2. Identify the value of the request port attribute in the configuration file.

9.7.6 javax.naming.NameNotFoundException Error

The following error occurs in the error details page when incorrect provider URL is

specified.

Table 9-11 javax.naming.NameNotFoundException Error - Workaround Steps

Error Message Workaround Steps

oracle.sysman.emSDK.emd. fetchlet.Fetchl 1.
etException: java.lang.Exception: 5

Failed to create

"ejb/collaxa/system/ServerBean" bean; 3.

exception reported is:
"javax.naming.NameNotFoundException:...

(See Figure 9-1)

Validate the format of the string.
Verify if the OPMN port is correct.

Verify if the <oc4j_instance> name is
properly substituted with the correct
value, that is, the OC4] name value. The
format must be like this:

opmn:ormi://<host>:<opmn_
port>:home/orabpel

Figure 9—1 javax.naming.NameNotFoundException Error
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9.7.7 javax.naming.NamingException Error

The following error occurs in the error details page when incorrect password is

specified.
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Table 9-12 javax.naming.NamingExceptionError - Workaround Steps

Error Message

Workaround Steps

oracle.sysman.emSDK.emd. fetchlet.Fetch
letException: java.lang.Exception:
Failed

to create
"ejb/collaxa/system/ServerBean" bean;
exception reported is:
"javax.naming.NamingException: Lookup
error:...

(See Figure 9-2)

1. Validate the values specified for BPEL
Admin username and BPEL Password
fields in the Monitoring Configuration
page. (Confirm the validity of credentials
by using the same credentials to log in to
the BPELConsole).

Figure 9-2 javax.naming.NamingException Error
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9.7.8 javax.naming.NolnitialContextException Error

The following error occurs in the error details page when incorrect Initial Context

Factory value is specified.

Table 9-13 javax.naming.NolnitialContextException Error - Workaround Steps

Error Message

Workaround Steps

oracle.sysman.emSDK.emd. fetchlet.Fetchl

etException: java.lang.Exception:

Failed to create

"ejb/collaxa/system/ServerBean" bean;

exception reported is:

"javax.naming.NoInitialContextException
Cannot instantiate class:...

(See Figure 9-3)

1. Provide the following value for the Initial
Context Factory field in the Monitoring
Configuration page:

com.evermind.server.rmi.RMIInitialCo
ntextFactory
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Figure 9-3 javax.naming.NolnitialContextException Error
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9.7.9 Error While Creating BPEL Infrastructure Services

The following error occurs when you are creating a new BPEL infrastructure service.

Table 9-14 javax.naming.NolnitialContextException Error - Workaround Steps

Error Message

Workaround Steps

An error encountered while 1.
discovering the dependencies. Please

try again. again:

Apply patch 10849036 on the OMS and try
creating the BPEL infrastructure service

com.evermind.server.rmi.RMIInitialCo
ntextFactory

9.7.10 Metric Collection Errors for BPEL Process Manager Partner Link Metrics

The following metric collection error appears on the home page when you monitor
BPEL 10.1.3.3 or 10.1.3.4 using Oracle Management Agent 12c:

Table 9-15 Metric Collection Errors for BPEL Process Manager Partner Link Metrics -

Workaround Steps

Error Message

Workaround Steps

java.rmi.UnmarshalException: Error deserializing
return-value: java.io.InvalidClassException:

javax.xml .namespace.QName; local class incompatible:
stream classdesc serialVersionUID =
-916876369326528164, local class serialVersionUID =
-9120448754896609940 at
com.oracle.bpel.client.util.ExceptionUtils.handleServer
Exception (ExceptionUtils.java:82) at
com.oracle.bpel.client.BPELProcessHandle.getDescriptor
(BPELProcessHandle.java:207) at

oracle.sysman.emd. fetchlets.BPELPMFetchlet.getPartner
LinkMetrics (BPELPMFetchlet.java:873) at
oracle.sysman.emd. fetchlets.BPELPMFetchlet.getMetric
(BELPMFetchlet.java:235) at

oracle.sysman.emd. fetchlets.FetchletWrapper.getMetric
(FetchletWrapper.java:382)

Follow the workaround
described in the My Oracle
Support Note 735128.1. You
can access My Oracle
Support at the following
URL:

https://support.oracle.c
om/CSP/ui/flash.html
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9.7.11 Agent Monitoring Metric Errors

This error occurs if the same Agent is used to monitor the BPEL 10g and OSB, and
BPEL 10g and SOA 11g targets.

Table 9-16 Metric Errors During Agent Monitoring

Error Message Workaround
The following exception has occurred: The same Management must not be used to
monitor BPEL 10g and OSB, and BPEL 10g and

Exception at getPartnerLinkMetrics:
java.lang.NoClassDefFoundError:
Could not initialize class
javax.rmi.PortableRemoteObject

SOA 11g targets.
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Discovering and Monitoring Oracle Service

Bus

This chapter describes how you can discover and monitor Oracle Service Bus (OSB)
using Enterprise Manager Cloud Control.

In particular, this document covers the following:

Supported Versions

Understanding the Discovery Mechanism

Understanding the Discovery Process

Downloading One-Off Patches

Discovering Oracle Service Bus

Enabling Management Packs

Monitoring Oracle Service Bus in Cloud Control
Generating Oracle Service Bus Reports Using BI Publisher

Troubleshooting Oracle Service Bus

10.1 Supported Versions

The following are the versions of OSB that are supported for monitoring in Enterprise
Manager Cloud Control Release 12c.

Aqualogic Service Bus 2.6
Aqualogic Service Bus 3.0
Oracle Service Bus 10gR3
Oracle Service Bus 11.1.1.2.0
Oracle Service Bus 11.1.1.3.0
Oracle Service Bus 11.1.1.4.0
Oracle Service Bus PS4
Oracle Service Bus PS5
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10.2 Understanding the Discovery Mechanism

The OSB deployed to Oracle WebLogic Managed Server is automatically discovered in
Enterprise Manager Cloud Control when that Oracle WebLogic Managed Server is
discovered and added to Enterprise Manager Cloud Control.

The discovery of OSB depends on the whether the Oracle WebLogic Managed Server is
already being monitored in Enterprise Manager Cloud Control.

= If Oracle WebLogic Managed Server is not being monitored in Cloud Control, then
first discover and add it to Cloud Control; this will automatically discover the OSB
that is deployed to it.

= If Oracle WebLogic Managed Server is already being monitored in Cloud Control,
then refresh the membership of the Oracle WebLogic Server Domain to which the
Oracle WebLogic Managed Server belongs. This will automatically discover the
OSB that is deployed to it.

For instructions to discover OSB, see Section 10.5, "Discovering Oracle Service Bus".

10.3 Understanding the Discovery Process

The following table describes the overall process involved in discovering and
monitoring OSB in Enterprise Manager Cloud Control. Follow the instructions
outlined against each step in this process to successfully discover and monitor your
OSB.

Table 10-1 Discovery Process

Step Requirement Description
1 Oracle Service Install the OSB software.

Bus Note: Before you launch the OSB Deployment Procedure, ensure that Sun JDK has been installed.
2 Enterprise Install Enterprise Manager 12c.

Manager Cloud

For information about installing the base release of Enterprise Manager Cloud Control, see the

Control Enterprise Manager Cloud Control Basic Installation and Configuration Guide available at:

http://www.oracle.com/technology/documentation/oem.html

Oracle recommends that you install the Enterprise Manager Cloud Control components on a host
that is different from the host where OSB is installed. For example, if OSB is installed on
hostl.xyz.com, then install and configure Oracle Management Service (OMS) and the Management
Repository on host2.xyz.com.
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Table 10-1 (Cont.) Discovery Process

Step

Requirement

Description

3

Oracle
Management
Agent

(Management
Agent)

Install Oracle Management Agent 12¢ on the host where OSB is installed.

If OSB and Enterprise Manager Cloud Control are on the same host, then you do not have to install a
separate Management Agent. The Management Agent that comes with Enterprise Manager Cloud
Control is sufficient. However, if they are different hosts, then you must install a separate
Management Agent on the host where OSB is installed. Alternatively, the Management Agent can
also be installed on a different host and made to remotely monitor the OSB target on another host.

You can install the Management Agent in one of the following ways:

s Invoke the installer provided with Enterprise Manager 12¢, and select the installation type
Additional Management Agent. Then apply the 10.2.0.5 Agent patch on it.

= Use the Agent Deploy application within the Enterprise Manager 12c.
»  Use the full agent kit that is available at:
http://www.oracle.com/technology/software/products/oem/htdocs/agentsoft.html

For information about installing the Management Agent, see the Enterprise Manager Cloud Control
Basic Installation and Configuration Guide available at:

http://www.oracle.com/technology/documentation/oem.html

One-Off Patches

The support for discovering and monitoring of OSB is enabled only when the one-off patches as
described in Section 10.4, "Downloading One-Off Patches" are applied to the WebLogic Server Home
where OSB is running.

Discovery in
Enterprise
Manager Cloud
Control

OSB is automatically discovered when the Oracle WebLogic Server Domain to which it is deployed
is discovered and added to Enterprise Manager Cloud Control.

10.4 Downloading One-Off Patches

To view OSB services in Enterprise Manager Cloud Control, you must apply the
following patches to your OSB servers.

Table 10-2 One-Off Patches

Oracle Service Bus Version ID Password
Oracle Service Bus 2.6 EMMU 83XNT2D4
Oracle Service Bus 2.6.1 INAF TLZEAIPT
Oracle Service Bus 3.0 RPCD JJEC2EY2
Oracle Service Bus 10.3.0 9HPA FFLQHDHP
Oracle Service Bus 10.3.1 No Patch Required

Oracle Service Bus 11.1.1.3.0 and No Patch Required

11.1.1.4.0, and Oracle Service Bus P54
and PS 5

You can apply the patches in one of the following ways:

Online mode - Using the SmartUpdate tool available with Oracle WebLogic
Managed Server

Offline mode - Manually copying the JAR files and classes to the OSB directories

For information about downloading these patches and applying them in either offline
or online mode, see My Oracle Support Note 804148.1. You can access My Oracle
Support at:

https://support.oracle.com/CSP/ui/flash.html
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Note: After applying the patches, restart the WebLogic domain and
all of the management agents monitoring the domain.

10.5 Discovering Oracle Service Bus

The OSB deployed to Oracle WebLogic Managed Server is automatically discovered in
Enterprise Manager Cloud Control when that Oracle WebLogic Managed Server is
discovered and added to Enterprise Manager.

Before discovering OSB, identify whether the Oracle WebLogic Managed Server is
already being monitored in Enterprise Manager.

»  If Oracle WebLogic Managed Server is not being monitored in Enterprise Manager,
then first discover and add it to Enterprise Manager Cloud Control; this will
automatically discover the OSB that is deployed to it.

»  If Oracle WebLogic Managed Server is already being monitored in Enterprise
Manager, then refresh the membership of the Oracle WebLogic Server Domain to
which the Oracle WebLogic Managed Server belongs. This will automatically
discover the OSB that is deployed to it.

This section outlines the instructions for discovering OSB for the cases described
above. In particular, this section covers the following:

= Discovering OSB Deployed to WLS Not Monitored by Enterprise Manager
s Discovering OSB Deployed to WLS Monitored by Enterprise Manager

10.5.1 Discovering OSB Deployed to WLS Not Monitored by Enterprise Manager

To discover OSB deployed to Oracle WebLogic Manager Server that is not monitored
in Cloud Control, first discover that Oracle WebLogic Manager Server in Enterprise
Manager Cloud Control; this will automatically discover the OSB that is deployed to it.
To discover Oracle WebLogic Manager Server, follow these steps:

1. From the Targets menu, select Middleware.

Enterprise Manager Cloud Control displays the Middleware page that lists all the
middleware targets being monitored.

2. In the Middleware page, select Oracle Fusion Middleware/WebLogic Server
Domain from the Add drop-down list and click Go.

Enterprise Manager Cloud Control displays the Add Oracle Fusion Middleware /
WebLogic Server Domain wizard that captures the details of the Oracle WebLogic
Server Domain to be discovered and monitored.

3. In the Add Oracle Fusion Middleware / WebLogic Server Domain wizard, specify
the required details and click Next on each page to reach the end of the wizard.

For information about the details to be provided for each page of the wizard, click
Help on each page.

4. In the last page of the Add Oracle Fusion Middleware / WebLogic Server Domain
wizard, click Finish to complete the discovery process and add the target to Cloud
Control for monitoring purposes.

Enterprise Manager displays the Middleware page with a confirmation message
that confirms that the Oracle WebLogic Manager Server has been successfully
added to Cloud Control.
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In the Middleware page that shows all the middleware targets being monitored,
you can see the Oracle WebLogic Managed Server and the OSB you just added.
Note that, at this point, OSB will be the last target listed in the table. To see it
nested under its Oracle WebLogic Managed Server, click Refresh on this page.
Alternatively, navigate to another tab or page, and then return to the Middleware

page.

Note:

= After discovering and adding OSB to Enterprise Manager Cloud
Control, you can monitor its status from the OSB Home page. You
can use the Services page to view a list of services.

For the first collection that happens, you will see the value "0" for
all the metrics that are enabled in Oracle Enterprise Manager
Release 12c. This is an expected behavior. From the second
collection onwards, you should see the actual metric values.
However, if you still see the value "0", then perhaps the service
monitoring is turned off. To resolve this issue, on the Services
page, click Launch Console to access the OSB Console, and turn
on the service monitoring and set the level to "pipeline" or "action”

s In the case of clustered OSB domain, the Management Agent
installed on Admin Server host should be used to discover the
entire domain. This constraint is not applicable for version 12.1.0.2
of Cloud Control. This is only valid up to version 12.1.0.1 of Cloud
Control.

10.5.2 Discovering OSB Deployed to WLS Monitored by Enterprise Manager

To discover OSB deployed to Oracle WebLogic Managed Server that is already being
monitored in Cloud Control, refresh the membership of the Oracle WebLogic Server
Domain to which the Oracle WebLogic Managed Server belongs. This will
automatically discover the OSB that is deployed to it.

To refresh the membership of the Oracle WebLogic Server Domain to which the Oracle
WebLogic Managed Server belongs, follow these steps:

1. From the Targets menu, select Middleware.

2. On the Middleware page, select the Oracle WebLogic Server Domain target from
the list of Middleware targets being monitored.

3. On the Oracle WebLogic Server Domain Home page, in the General section, click
Refresh Domain. Enterprise Manager Cloud Control displays the membership
page that lists the OSB that is currently not being monitored. Click OK.

Enterprise Manager Cloud Control refreshes the membership and returns to the
Oracle WebLogic Server Domain Home page.

Note: On the Oracle WebLogic Server Domain Home page, in the
Status section, the legend of the status pie chart may not show an
increased count to indicate the newly added OSB target. This is an
expected behavior because Enterprise Manager Cloud Control takes a
few seconds to reflect the membership details in this section.

4. Click the Members tab and verify whether the OSB has been added.
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10.6 Enabling Management Packs

Besides monitoring the status of OSB, if you want to gain access to additional
value-added features, then you must enable the Management Pack for SOA.

To enable the Management Pack for SOA:

1. From the Setup menu, select Management Packs, then select Management Pack
Access.

Enterprise Manager Cloud Control displays the Management Pack Access page.

2. In the Management Pack Access page, from the Search list, select Oracle Service
Bus.

Enterprise Manager Cloud Control lists all the Oracle Service Bus targets being
monitored.

3. From the table, for the Oracle Service Bus target you are interested in, enable the
SOA Management Pack Enterprise Edition and click Apply.

10.7 Monitoring Oracle Service Bus in Cloud Control

Enterprise Manager Cloud Control helps you monitor the health of Oracle Service Bus
targets deployed to Oracle WebLogic Managed Servers. When you discover Oracle

WebLogic Manager Servers, Cloud Control automatically discovers the Oracle Service
Bus targets deployed to them and adds them for central monitoring and management.

For each Oracle Service Bus target being monitored, Cloud Control provides
information about its status, availability, performance, services, alerts, business
services, and proxy services. It also allows you to view the latest configuration details,
save them at a particular time, and compare them with another Oracle Service Bus
instances. Oracle Service Bus also provides a graphical view representation for the
dependencies between proxy services and business services.

In addition to monitoring capabilities, Cloud Control also allows you to black out an
Oracle Service Bus target and create infrastructure services. While blackout helps you
suspend the monitoring of the target for a temporary period (for example, during
maintenance), infrastructure services are dependency services that are created to
identify the infrastructure components on which the Oracle Service Bus target
depends.

10.7.1 Enabling Monitoring for OSB Services

If you are not able to view OSB data on Enterprise Manager pages, it may be because
monitoring is disabled for OSB Services. Before you can view OSB data in Enterprise
Manager, check to see if monitoring is enabled for OSB Services. You can do that by
following these steps:

1. Click the OSB Console link in the OSB Home Summary region.

2. Log into the OSB target.

3. C(lick Create (to create the new session).

4. On the left navigation panel, click Operations and then choose Global Settings.
5

Determine whether monitoring is enabled. To enable monitoring, select the check
box to update it.

6. Activate the session.
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10.8 Generating Oracle Service Bus Reports Using Bl Publisher

You can use Enterprise Manager to print Oracle Service Bus reports using BI Publisher
Enterprise Reports. Oracle Business Intelligence (BI) Publisher is an enterprise
reporting solution for authoring, managing, and delivering highly formatted
documents. Oracle BI Publisher also allows you to build custom reporting applications
that leverage existing infrastructure. Reports can be designed using familiar desktop
products and viewed online or scheduled for delivery to a wide range of destinations.

For example, you can generate an OSB Services Report that describes the way OSB
services have been performing over a period of time. The report provides charts to list
the top 5 OSB Services and a table with critical metric details for all the services.

The following table describes the OSB-related reports you can choose.

Table 10-3 OSB Reports

OSB Report

Description

OSB Service Summary
Report

The OSB Service Summary Report provides information about
the Average Response Time, Open Instances Count, Fault
Instances Count, and Web Service Security Violation Count for
the selected service. The OSB Service Summary Report displays
a chart with the top 5 OSB services based on Average Response
Time or Throughput across the selected OSB services for the
specified time period. The report can be sorted based on a
performance metric (for example, Average Response Time) or a
usage metric (for example, Instance Count). As part of the report
parameters setting, you can use options that allow you to select
the OSB Service by Projects or by selecting individual services.

OSB Service Operations
Summary Report

The OSB Service Operations Summary Report provides internal
operation level details for the selected service. The details in the
report cover the Average Response Time, Open Instances Count,
Fault Instances Count, and Web Service Security Violation
Count. The report can be sorted based on a performance metric
or a usage metric. As part of the report parameters setting, you
can use options that allow you to select the OSB Service by
Projects or by selecting individual services.

OSB Proxy Service Flow
Component Performance
Summary Report

A message flow is composed of components that define the logic
for routing and manipulating messages as they flow through a
proxy service. The OSB Proxy Service Flow Component
Performance Summary Report provides internal flow
component details for the selected proxy service. The details in
the report display the Average Response Time, Open Instances
Count, Fault Instances Count, and Web Service Security
Violation Count. The report can be sorted based on a
performance metric or a usage metric. As part of the report
parameters setting, you can use options that allow you to select
the OSB Service by Projects or by selecting individual services.

To print OSB reports using BI Publisher Enterprise reports, follow these steps:

1. From the Enterprise menu, click Reports, and then click BI Publisher Enterprise

Reports.

Enterprise Manager Cloud Control displays the login page for BI Publisher

Enterprise Reports.

2. Enter your credentials to log into BI Publisher.

The BI Publisher Enterprise page displays, showing you Recent reports, Others,
and Favorites. You can use this page to create a new report, submit a report job,
and perform other tasks.
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3. Click the Report you want to display.

4. On the Report page, use the parameter filters to tailor the report structure that
displays, then click Refresh.

You can view the OSB Services Report using the filters based on the various search
parameters available at the top of the page, such as Target Name, Date Range, and
so on. Similarly, you can view the report based on the Sort By option as well,
allowing you to sort the report by Service Name or Average Response Time, for
example.

You can refresh the report anytime by clicking the Refresh icon on the upper right
side of the OSB Service Report tab. You can hide or display the search parameters
by clicking the Parameters icon. You can choose to view the report in various
formats such as HTML, PDF, RTF, Excel, and PowerPoint by clicking the View
Report icon. Likewise you can display more available actions by clicking the
Actions icon. For more help about using BI Publisher, click the help icon.

10.9 Troubleshooting Oracle Service Bus

This section describes the errors you might encounter while discovering OSB, and the
workaround steps you can follow to resolve each of them.

10.9.1 Required Patches Missing
The following error occurs when you try to discover OSB from an Oracle WebLogic

Admin Server that has not been patched with the required one-off patches.

Table 10-4 oracle.sysman.emSDK.emd.fetchlet.FetchletException Error - Workaround
Steps

Error Message Workaround Steps

oracle.sysman.emSDK.emd. fetchlet.FetchletException:  Apply the one-off patches as
The MBean is not available on the 0SB instance. The described in Section 10.4,

required EM plug in patch should be missing on 0SB ”Downloading One-Off
instance. Patches".

10.9.2 System and Service

The following error occurs if configuration information has not been collected for the
selected Application Server.

Table 10-5 Create System and Service Error - Workaround Steps

Error Message Workaround Steps

An error encountered while discovering the Collect the latest configuration
dependencies. This may occur if some configuration data by navigating to the
information is missing. Check whether the Apphc.atlion Serve}‘ Hom_e page
configuration information was collected for the and clicking Configuration and

then select Last Collected from

dependent targets and then try again. o
the Application Server menu.

10.9.3 SOAP Test

The following error occurs when the Management Agent is upgraded to Enterprise
Manager 12c with OMS 10.2.0.5.
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Table 10-6 SOAP Test Error - Workaround Steps

Error Message Workaround Steps

Add SOAP Test failed. The selected service If the Management Agent has been

has an invalid or incorrect WSDL URL. Check upgraded to 12c with OMS 10.2.0.5, the
whether the Oracle Service Bus Target URL following workaround must be applied to
value is valid in the Monitoring support the SOAP test.

Configuration page of the selected target. In the Monitoring Configuration page for
To access the Monitoring Configuration the OSB target, set the Server URL to
page, go to the Oracle Service Bus Homepage Access Proxy Services property to the

and from the Related Links section, select URL for the specific WebLogic Server
target. The URL must be in the format:

http://<host>:<port>/. For example,
http://stade6l.us.oracle.com:7001/

Monitoring Configuration.
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Discovering and Monitoring the SOA Suite

This chapter describes how you can discover and configure the components of the
SOA Suite 11g using Enterprise Manager Cloud Control.

In particular, this document covers the following:

New Features in This Release

Supported Versions

Understanding the Discovery Process
Discovering the SOA Suite

Post Discovery Steps

Generating SOA Reports Using Information Publisher
Dehydration Store Monitoring

Service Topology

UDDI Publishing

Generating SOA Reports Using BI Publisher
Provisioning SOA Artifacts and Composites
Support Workbench

Troubleshooting

11.1 New Features in This Release

The new features that have been introduced in the 12¢ version of the SOA Suite are:

Dehydration Store: You can view the performance of the database relevant to the
SOA engine. You can review the general health of the database engine and identify
problems that are causing a performance bottleneck.

Service Topology: You can see a graphical end to end view of the composite
applications. It depicts the various application components and their interactions
happening at runtime.

SOA Partition: You can deploy SOA composite applications into separate sections
of the SOA Infrastructure known as partitions.

Instance Tracing Enhancements: Instance tracing can now be performed at the
component level and you can view the audit trail for individual component
instances.

UDDI Publishing: Publishing a service to UDDI is now supported.
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11.2 Supported Versions

The following are the versions of the SOA Suite 11g that are supported in Enterprise
Manager Cloud Control 12c:

= 11.1.1.2.0 (PS1)
»  11.1.1.3.0 (PS2)
»  11.1.1.4.0 (PS3)
»  11.1.1.5.0 (PS4)
»  11.1.1.6.0 (PS5)

11.3 Understanding the Discovery Process

The following describes the overall process involved in discovering and monitoring
SOA Suite 11g in Enterprise Manager Cloud Control. Follow the instructions outlined
against each step in this process to successfully discover and monitor the SOA Suite.

Table 11-1 Understanding the Discovery Process

Application
Oracle SOA Suite Server Deployed Discovery
Version To Mechanism  Process
Oracle SOA Suite  Oracle WebLogic Manual 1. First, manually discover Oracle WebLogic Managed Server. For
11.1PS2 Managed Server  Discovery procedures, see Section 9.5.2.1, "Discovering Oracle WebLogic

Managed Server".

2.  Tomonitor the SOA Suite, you can use an agent running locally on
the Administration Server of the WebLogic domain or a remote
management agent running on another host that is not part of the
WebLogic domain.

Note: If you use a remote agent to monitor the SOA Suite, the
Instance Tracing and View Recoverable Instances features are not
supported.

3. To ensure the all the metric data is collected, add the
soa-infra-mgmt.jar and the oracle-soa-client-api.jar files to
the $AGENT_HOME/plugins/oracle.sysman.emas.agent.plugin_
12.1.0.0.0/archives/jlib/ (the Agent Home directory). If the
extjlib directory does not exist, it can be created under $FMW_
PLUGIN_HOME/archives/jlib. This step is required only if you are
using a remote agent to monitor the SOA Suite.

Note: For SOA PS3 and higher, the jrf-api.jar file must also be
present in the Agent Home directory.

11.4 Discovering the SOA Suite

This section describes the procedure for discovering the SOA Suite 11g. You can use a
local or a remote Management Agent to perform the discovery process. In the case of
discovery using a local agent, you need to use a Management Agent that is running on
the same host as the Administration Server.

1. From the Targets menu, select Middleware.

Oracle Enterprise Manager Cloud Control displays the Middleware page that lists
all the middleware targets being monitored.

2. In the Middleware page, from the Add list, select Oracle Fusion Middleware /
WebLogic Domain and click Go. Specify the Administration Server Host, Port,
User Name, Password, Agent (local or remote) and the JMX Protocol and click
Continue.
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3. You will return to the Middleware page. You will see the SOA instances under the
WebLogic Domain.

Note: SOA Composites that are created after the discovery of SOA
Suite Domain are not displayed automatically. To view all the SOA
Composites, navigate to the Home page of the WebLogic Server target
and select the Refresh Domain option from the menu.

11.4.1 Discovering the SOA Suite Using a Remote Agent

You can discover the SOA Suite 11g using a remote agent which may be running on a
host that is different from the host on which the Administration Server is running. In
this case, you may not be able to perform certain operations like instance tracing and
viewing recoverable instances.

To ensure the all the metric data is collected, add the soa-infra-mgmt. jar and the
oracle-soa-client-api.jar files to the $AGENT _
HOME/plugins/oracle.sysman.emas.agent.plugin_12.1.0.0.0/archives/jlib/ (the
Agent Home directory). If the extj1ib directory does not exist, it can be created. This
step is required only if you are using a remote agent to monitor the SOA Suite.

Note: For SOA PS3 and higher, the jrf-api.jar file must also be
present in the Agent Home directory.

11.5 Post Discovery Steps

After discovering the SOA Suite 11g, you must perform the following additional
configuration steps:

1.

Set the instance state in the Common Properties page:

a.
b.
c.

d.

Click Fusion Middleware Control on the SOA Infrastructure Home Page.
Navigate to the Home page of the SOA Infrastructure target.
Select Common Properties from the SOA-Infra drop-down menu.

On the Common Properties page, select the Capture Composite Instance
State check box.

Set the SOA database details like the host name, port, and credentials.

a.
b.

C.

d.

Navigate to the Middleware page in Enterprise Manager Cloud Control.
Select a SOA Infrastructure home from the list and click Configure.

The SOA Infrastructure Home page is displayed. Click Monitoring
Configuration from the SOA-Infra drop-down menu.

Set the SOA database details in the Monitoring Configuration page.

Set preferred credentials for the WebLogic Domain.

b.

From the Setup menu, select Security, then select Preferred Credentials.

Select the Oracle WebLogic Domain target and click Managed Preferred
Credentials.

Select WebLogic Administrator Credentials in the Target Preferred Credentials
and click Set.

Discovering and Monitoring the SOA Suite  11-3



Setting Up and Using SOA Instance Tracing

d. Enter the user name and password in the Select Named Credentials window
and click Save.

11.5.1 Configuring Instance Tracing

To enable Instance Tracing for any SOA Infrastructure instances involved in executing
composite instances:

1. Follow the sequence listed under Step 3 of the Section 11.5, "Post Discovery Steps"
section.

2. To view the state of the listed instances, enable the Capture Composite State flag
by following the sequence listed Step 1 of the Section 11.5, "Post Discovery Steps"
section.

11.5.2 Viewing Application Dependency and Performance (ADP) Metrics
If the SOA instance is being monitored by the ADP Manager, additional metrics such
as Arrival Rate, Minimum, Maximum, and Average Response Time will be collected.

Tip: The ADP Manager must be registered before it can collect the
metric data. For details on registering the ADP Manager, see Oracle
Enterprise Manager Cloud Control Advanced Installation and Configuration
Guide.

11.6 Setting Up and Using SOA Instance Tracing
To configure and trace a SOA Composite instance, follow these steps:

1. Login to Enterprise Manager and navigate to the SOA Composite Home page of
the instance to be traced.

2. From the SOA Composite menu, select Trace Instance.

3. Find the instance you want to trace by specifying search criteria such as Instance
ID, Instance Creation Time Window, Instance Count, Sensor Values and so on.
Click Search.

Note: You must set the Preferred Credentials must be set for the
WebLogic Domain and the Monitoring Agent Host to retrieve search
data.

s WebLogic Domain: To set the Administrator Credentials for the
WebLogic Domain (SOA Domain Target), select Security, then
select Preferred Credentials from the Setup menu. Select Oracle
WebLogic Domain as the Target Type and click Manage Preferred
Credentials. Specify the WebLogic Administrator credentials and
click OK.

= Monitoring Agent Host: To set the Preferred Credentials for the
host on which the Management Agent has been installed, select
Security, then select Preferred Credentials from the Setup menu.
Select Host as the Target Type and click Manage Preferred
Credentials. Specify the Normal Host Credentials for the host and
click OK.

4. The list of instances that match the search criteria is displayed. Select the instance
you want to trace and click Trace.
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In the Select SOA Infrastructure window, select one or more SOA Infrastructure
targets for which the trace information is to be gathered. Specify the WebLogic
Administration and Host Credentials for these targets and click OK.

A trace job is submitted to collect the instance trace data from the selected targets
and the flow trace for the instance is generated.

When the job has been completed, click Job Status to view the flow trace data.
Click the Log Viewer link to access the log messages related to the instance.

Click the Component Instance to drill down to the component instance audit trail
which shows the activity level execution details.

11.7 Generating SOA Reports Using Information Publisher

This section describes the procedure to create SOA Reports.

1.

10.
11.

From the Targets menu, select Middleware, and click on a SOA Infrastructure
target. The SOA Infrastructure Home page appears.

From the SOA Infrastructure menu, select the Information Publisher Reports.

The out-of-box SOA reports are displayed under the SOA Performance Reports
section.

Select a report from the section (for example, you can select Pending Instance
Statistics) and click Create Like. The Create Report Definition page is displayed.

In the General page, enter the following details:
a. Enter the BPEL Process Name as the title.
b. Click the Set Time Period to set the time interval for the report.

c. Click the Run report using target privileges of the Report Owner (SYSMAN)
check box in the Privileges section.

Click the Elements tab and click the Set Parameters icon for the Pending Instance
Statistics Element in the table.

In the Set Parameters page, click the torch icon to select a Composite Name. The
Result Set Size with default values for the Pending Instance Statistics report is
displayed.

Select a Component Name from the list, enter the Result Set Size and click
Continue to return to the Elements page.

The selected target name is displayed in the Elements table.
To schedule periodic report generation, click the Schedule tab.
Specify the schedule type and other details and click OK.

You will return to the Report Home page where the newly scheduled report is
displayed in the table. Click the report name to view the details.

11.8 Dehydration Store Monitoring

The Dehydration Store Diagnostics feature provides a dedicated view that allows you
to analyze the behavior of the SOA Dehydration database. You can monitor SQL
performance metrics and table growth specifically in the context of the SOA Suite's use
of the database. The view displays both throughput and wait bottleneck data which
allows you to monitor the general health of the target database instance. Using Active
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Session History, you can track usage data and display it as a table space chart, a
growth rate chart, or an execution chart.

11.8.1 Enabling Monitoring of the SOA Dehydration Store

To configure and enable monitoring of the SOA Dehydration Store, follow these steps:

1.

From the Targets menu, select Databases to check if the database target
representing the SOA Dehydration Store has been discovered in Enterprise
Manager.

Check if at least one configuration for the SOA Infrastructure and WebLogic
Server targets is available.

On the monitoring configuration for the SOA Infrastructure target, the following
fields related to SOA Repository must be configured:

s SOA Repository Connection Descriptor: The connection URL string specified
for the JDBC data source on the WebLogic server. This configuration is
collected as part of the configuration collection mechanism for the SOA Server
instance. For example: jdbc.oracle.thin@host:port/sid (or service_name).

s SOA Repository Host Name: The database listener host for the SOA database
instance. This is optional if the connection string has already been configured.

s SOA Repository Port: - The database listener port for the SOA database
instance. This is optional if the connection string has already been configured.

= SOA Repository Schema Name: The schema name configured for SOA
Dehydration Store.

= SOA Repository User Name: The schema name configured for SOA
Dehydration Store.

s SOA Repository Password: The password for the SOA schema user.SOA
Repository SID: The SID for the SOA database instance.

If you do not see data after these configuration details have been specified, you must
wait for the next collection interval.

11.8.2 Viewing the SOA Dehydration Store Data

To view the dehydration diagnostics data, follow these steps:

1.

From the Targets menu, select Middleware, then click on a SOA Infrastructure
target.

In the SOA Infrastructure Home page, click the Dehydration Store tab.
The following details area displayed:

s Throughput indicators that provide details of the general health of the
database instance.

s Wait bottleneck issues related to the CPU, I/0O, and Wait events.

= Tablespace utilization for the SOA schema.

s Performance data recorded by the ASH.

s Key SOA tables and tablespace details related to the SOA schema.
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11.9 Service Topology

The Service Topology provides a graphical end to end view of the composite
applications. It depicts the various application components and their interactions
happening at runtime. It allows you to view the service level dependencies among the
components and provides key performance statistics and incidents information for
them. Composite applications are distributed in nature and this view helps you
quickly visualize the structure, status, availability, dependencies, configuration
changes, and performance of business-critical distributed applications from one place
and easily identify any availability or performance issues.

The Service Topology Viewer shows the following;:

= Service to Service Calls: It allows you to view the Service to Service calls between
any two SOA entities (Composites/J2EE Applications/OSB/BPEL 10g instances)
by clicking the link between the entities.

= Dependency Highlighting: It allows you to view the dependencies for any service.
If you click on a service, all the services that it is dependent on and vice versa are
highlighted.

= Database Associations: Shows all the databases used by the SOA Composites,
BPEL 10g instance and J2EE applications.

= External Services: Shows the services that are used by a SOA Composite
application but are external to it or not managed by Enterprise Manager Cloud
Control.

For more details, refer to the Enterprise Manager Online Help.

11.10 UDDI Publishing

To publish a service to UDDI, navigate to the Services and References Home page,
select a service from the table and click Publish to UDDI from the menu. The Publish
Service to UDDI window is displayed with the following fields:

= Service Name: The name of Web Service to be published to the UDDI Registry.
This is a Read Only field.

= Service Description: The description of the selected Web Service.

m  Service Definition Location: The URL location of the Service Definition. This is a
Read Only field.

= UDDI Source: A logical name for an external UDDI registry source. Select the
UDDI Source from the drop-down list.

= Business Name: The name of the data structure in the UDDI registry. Select a
Business Name that has been registered with the UDDI from the list.

Click OK to start the process that publishes the web service to UDDI or click Cancel to
cancel publishing the service.

11.11 Generating SOA Reports Using Bl Publisher

You can use Enterprise Manager to print SOA reports using BI Publisher Enterprise
Reports. Oracle Business Intelligence (BI) Publisher is an enterprise reporting solution
for authoring, managing, and delivering highly formatted documents. Oracle BI
Publisher also allows you to build custom reporting applications that leverage existing
infrastructure. Reports can be designed using familiar desktop products and viewed
online or scheduled for delivery to a wide range of destinations.
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The following table describes the SOA reports that can be generated using Bl
Publisher:

Table 11-2 SOA Reports

SOA Report Description
SOA Infrastructure The SOA Infrastructure Performance Summary Report provides
Performance Report information about the average response time, error rate,

throughput, system faults, business faults, web service policy
violation faults for selected SOA Composite. It displays a chart
with the top 5 SOA Composites based on average response time
or throughout across the selected SOA composites for specified
time period.

The report can be sorted based on performance metric (avg.
response time) or the usage metric (instance count). As part of
the report parameters setting, you can use options that allow
you to select the SOA Composite by Partitions or by selecting
individual composites.

SOA Composite Detailed The SOA Composite Detailed Performance Summary Report
Performance Report provides information about the average response time, error

rate, throughput, system faults, business faults, web service
policy violation faults for each selected composite assembly part
such as service, reference, and service component. This is an
in-depth report that provides complete details about the each
assembly part in the SOA Composite.

It displays a chart with the top 5 SOA Composites based on
average response time or throughout across the selected SOA
Composites for a specified time period. The report can be sorted
based on performance metric (avg. response time) or the usage
metric (instance count).

As part of the report parameters setting, you can use options
that allow you to select the SOA Composite by Partitions or by
selecting individual composites.

Top 5 SOA Composites This report shows how the SOA Composites have been
(From Dehydration Store) performing over a period of time. Charts listing the top 5 SOA

composites are displayed and critical metric data for all the SOA
composites are displayed in a table.

To print SOA reports using BI Publisher, follow these steps:

1.

From the Enterprise menu, select Reports, then select BI Publisher Enterprise
Reports.

Enterprise Manager Cloud Control displays the login page for BI Publisher
Enterprise Reports.

Enter your credentials to log into BI Publisher.

The BI Publisher Enterprise page displays, showing you Recent reports, Others,
and Favorites. You can use this page to create a new report, submit a report job,
and perform other tasks.

Click the Report you want to view.

You can select different filters such as SOA Composite Name, Partition Name,
Date Range, and so on to view the report. You can also select a Sort By option to
sort the report on Composite Name, Sorted Instances, and so on.

You can refresh the report anytime by clicking the Refresh icon on the upper right
side of the SOA Report tab. You can hide or display the search parameters by
clicking the Parameters icon. You can choose to view the report in various formats
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such as HTML, PDF, RTF, Excel, and PowerPoint by clicking the View Report icon.
Likewise you can display more available actions by clicking the Actions icon. For
more help about using BI Publisher, click the help icon.

11.12 Provisioning SOA Artifacts and Composites
The SOA Artifacts Deployment Procedure allows you to:
s Provision SOA Artifacts from a reference installation or from a gold image
»  Create a gold image of the SOA Artifacts

= Provision SOA Composites either from the Software Library or from another
accessible location.

For more details on the SOA Artifacts Deployment Procedure, see the Enterprise
Manager Administrator’s Guide for Software and Server Provisioning and Patching.

11.13 Support Workbench

The Support Workbench page provides access to diagnostic data for problems and
incidents. To view this page, navigate to the SOA Infrastructure Home page, and from
the SOA Infrastructure menu, select Diagnostics, then select Support Workbench.

Enter the credentials for the host on which the WebLogic server is running and the
WebLogic credentials for the WebLogic server. Click Continue to log into the Support
Workbench page. On this page, you can do the following:

= View problem or incident details.

= View, create, or modify incident packages.
= View health checker findings

»  Close resolved problems.

For more details on using this feature, see the Enterprise Manager Online Help.

11.14 Troubleshooting

This section describes the errors you might encounter while discovering the SOA Suite
11g and the workaround steps you can follow to resolve each of them.

This section covers the following;:

= Discovery

= Monitoring

s Instance Tracing

= Faults

= Application Dependency and Performance Integration
s Information Publisher Reports

» Bl Publisher Reports

= Systems and Services

= BPEL Recovery

s SOA License Issue

Discovering and Monitoring the SOA Suite  11-9



Troubleshooting

s Dehydration Store Issue

11.14.1 Discovery

The following error occurs when the SOA instances are being discovered.

Table 11-3 Error Message:

Error Message Workaround Steps

New SOA Composite deployed on the SOA To discover the newly deployed SOA Composites in Enterprise
Server from JDeveloper are not Manager Cloud Control, you must run the Refresh Farm menu
displayed automatically in Enterprise option for the associated WebLogic Domain.

Manager Cloud Control.

11.14.2 Monitoring

The following error occurs when the collection frequency causes a delay in the
collection of configuration data.

Table 11-4  Error Description

Error Description Workaround Steps

All metrics are not displayed. Enterprise Manager Cloud Control uses the Management Agent to collect
metric data. For the first collection, the agent may need 15 minutes to upload
the metric data.

11.14.3 Instance Tracing

The following error occurs when the instance is traced.

Instance Search Fails - Same reason as BPEL first column. If Management Agent is
down or unreachable.

Table 11-5 Error Message:

Error Message Workaround Steps

Instance Tracing Job Fails 1. Navigate to the Jobs page and locate the Instance Tracing job (Composite
Name + Instance ID + Timestamp in ms) and view the output to identify the
step that has failed.

2. Resolve the issue and run the job again by clicking Retry on the Jobs page.

Navigate to the Instance Tracing page to view the trace results. You can also
submit a new job by running the Trace Instance option on the Instance
Tracing page.

11.14.4 Faults

The following errors occur when:
= All instances with faults are not displayed as only the last 10 values are collected.

s The most recently collected fault instances do not appear in the Faults and
Messages page.
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Table 11-6  Error Message:

Error Description Workaround Steps

All instances with faults are not By default, you can only view the latest 10 faults collected during the
populated in Enterprise Manager last 15 minutes. To view additional faults, navigate to Fusion

Cloud Middleware by clicking the link in the General section on the target
Control. Home page.

11.14.5 Application Dependency and Performance Integration

When you click on the Application Dependency and Performance link in the SOA
Instance Home page, you may see a blank page. This error may occur if:

= Application Dependency and Performance is not being used to monitor the SOA
instance.

= Application Dependency and Performance has not been registered in Enterprise
Manager Cloud Control.

Table 11-7 Error Message:

Error Message Workaround Steps
Missing ADP Data - Add the metrics - To monitor data collected using ADP, the ADP Manager must be
and add one for blank page. registered and configured.

11.14.6 Information Publisher Reports

This section lists report related errors.

Table 11-8 Error Message:

Error Description Workaround Steps

Report generation fails due to invalid 1. Navigate to the All Targets page.

database details. 2. Select the SOA Infrastructure target on which the specific SOA
Composite has been deployed and click Configure.

3. Inthe Monitoring Configuration page, specify the database
connection details and the credentials and click OK.

No targets found message for Oracle You cannot use the out-of-box reports directly. You must use the
SOA Composite Reports. Create Like option to generate custom reports based on the SOA
Composite Target type.

Report generation fails due to invalid Set valid credentials for the host target on which the SOA
host details. Infrastructure instance is running.

11.14.7 Bl Publisher Reports

This section lists BI Publisher report related errors.
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Table 11-9  Error Message:

Error Description

Workaround Steps

Exception Encountered For One
of SOA BIP Report If SOA
Dehydration Is Not Configured

If the SOA Dehydration store details are not configured in BI Publisher, the
SOA Composite Report (from Dehydration Store) is not generated, and the
following exception message is displayed:

The report cannot be rendered because of an error, please contact
the administrator. Parameter name: P_PARTITION NAME Can not
establish database connection (EMSOA)

To work around this issue, you must manually create the SOA database
connection by choosing JDBC Connection from the Administration menu
after the BI Publisher setup has been configured. The name of the data source
name should be EMSOA. Use the following steps to create the EMSOA data
source:

1.

From the Enterprise menu, select Reports, and then select BI Publisher
Reports. The Bl Publisher Enterprise login page appears.

Enter your credentials to log in to BI Publisher.
Click the Administration link available at the top right corner.

Navigate to the Data Sources page by clicking the JDBC Connection link
in the Data Sources section. Click Add Data Source.

Enter EMSOA in the Data Source field, specify the driver type, driver
class, connection string, user name, and password. Click Test
Connection to ensure that the connection can be established successfully.

Click Apply. The newly created EMSOA jdbc data source appears on the
Data Sources page.

Once you have created the EMSOA data source, the issue should be resolved.

11.14.8 Systems and Services

The following error occurs when you try to refresh a service that has not been created.

Table 11-10 Error Message:

Error Message

Workaround Steps

Create Service option does not work. System and service creation depends on the configuration

collection of the SOA Infrastructure and related targets. Check the
log file for details.

Refresh Service option does not work. The Refresh Service function works for an existing Infrastructure

service. In case the service does not exist, it should be created
using the Create Service menu option.

11.14.9 BPEL Recovery

The following error occurs when invalid credentials are provided.

Table 11-11  Error Message:

Error Message

Workaround Steps

Invalid Host and WebLogic Domain

Credentials

For the BPEL Recovery functionality to work, the host credentials
and WebLogic Domain credentials must to be available in the
preferred credential store. Set the valid credentials and try again.

11.14.10 SOA License Issue

The following error occurs if the SOA Management Pack EE has not been enabled.
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Table 11-12  Error Message

Error Message

Workaround Steps

The page requested is part of
the SOA Management Pack EE.

The SOA Management Pack EE must be enabled for the
specific SOA Infrastructure target. To enable the license,
follow these steps:

1.

From the Setup menu, select Management Packs,
then select Management Pack Access.

Select SOA Infrastructure in the Target Type
drop-down box.

Uncheck and check the SOA Management Pack EE.

Click Apply and navigate to the SOA Composite
page.

11.14.11 Dehydration Store Issue

Data is not displayed on the Dehydration Store page.

Table 11-13  Error Message

Error Message

Workaround Steps

Data is not displayed in the
Dehydration Store page.

This error may occur if there is a data mismatch
between the values specified for the database target and
the WebLogic Server Datasource. To resolve this issue,
follow these steps:

1.

Compare the Database Host and SID value of the
database target with the value collected for the
WebLogic Server JDBC Datasource configuration.

If the values are different, select Services from the
Targets menu. Select DataSources, then select
SOALocalTxtSource, then click Connection Pool
to update the Datasource Connection URL
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Part V

Managing Oracle Business Intelligence

The chapter in this part describes how you can discover, monitor, and administer
Oracle Business Intelligence instance and Oracle Essbase targets in Enterprise Manager
Cloud Control 12c.

This part contains the following chapter:

s Chapter 12, "Discovering and Monitoring Oracle Business Intelligence Instance
and Oracle Essbase"






12

Discovering and Monitoring Oracle Business
Intelligence Instance and Oracle Essbhase

Oracle Business Intelligence (Oracle Bl), a part of Oracle Business Analytics, is a
combination of technology and applications that provide a range of business
intelligence capabilities, such as enterprise performance management, financial
performance management, data integration, data warehousing, as well as a number of
query, reporting, analysis, and alerting tools.

You can use Enterprise Manager Cloud Control 12¢ to monitor certain Oracle Business
Intelligence targets. Monitoring the status, performance, and health of Oracle Business
Intelligence targets enables you to set up a more efficient business intelligence system.

By monitoring a target using Enterprise Manager, you obtain a complete and up to
date overview of the status, availability, performance, and health of the target.
Enterprise Manager displays complex target performance data in a simple form, using
graphs and pie charts. It also keeps you informed about target metrics crossing their
threshold levels, target alerts, and target incidents that require user action.

This chapter explains how to monitor Oracle BI Instance and Oracle Essbase targets in
Enterprise Manager Cloud Control 12c. It consists of the following sections:

= Overview of Oracle Business Intelligence Targets You Can Monitor

s Understanding the Monitoring Process

s Discovering Oracle Business Intelligence Instance and Oracle Essbase Targets
= Monitoring Oracle Business Intelligence Instance and Essbase Targets

= Administering Oracle Business Intelligence Instance and Essbase Targets

12.1 Overview of Oracle Business Intelligence Targets You Can Monitor

This section gives an overview of the Oracle Business Intelligence targets you can
monitor using Enterprise Manager Cloud Control 12c Release 2. It contains the
following:

= Oracle Business Intelligence Instance

s Oracle Essbase

12.1.1 Oracle Business Intelligence Instance

Oracle Business Intelligence Instance (BI Instance) is a logical grouping of Business
Intelligence components that can be configured as a unit to deliver a single integrated
business intelligence capability. Every BI Instance target is part of a WebLogic domain.
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For information on WebLogic domains, refer to Oracle Fusion Middleware Creating
Domains Using the Configuration Wizard.

A BI Instance target consists of a number of components, which can be monitored
individually using Enterprise Manager. Table 12-1 describes these components.

Table 12-1 Oracle Business Intelligence Instance Components

Component Description

BI Server This component provides query and data access capabilities for
Oracle Business Intelligence, and provides services for accessing
and managing the enterprise semantic model.

BI Presentation Server This component provides the framework and interface for the
presentation of Oracle Business Intelligence data to web clients.
It maintains an Oracle BI Presentation Catalog service on the file
system for customizing this presentation framework.

BI Cluster Controller This component manages Oracle Business Intelligence Server (BI
Server) clusters. It also manages the active-passive clustering of
the Oracle Business Intelligence Scheduler (BI Scheduler)
components.

BI Scheduler This component provides extensible scheduling for analyses to
be delivered to users at specified times.

BI Java Host This component provides component services that enable Oracle
BI Presentation Services to support various components such as
Java tasks for Oracle BI Scheduler, Oracle BI Publisher, and
graph generation. It also enables Oracle BI Server query access
to Hyperion Financial Management and Oracle Online
Analytical Processing (OLAP) data sources.

12.1.2 Oracle Essbase

Oracle Essbase is a multidimensional database management system th