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Preface

This guide contains information about installing and configuring supported databases,
application servers, web servers, and other software used by the Oracle WebCenter
Sites product family. This guide also contains procedures for integrating WebCenter
Sites and its applications with LDAP and authentication applications.

This guide is intended for installation engineers with experience installing and
configuring enterprise-level software, including databases, database drivers,
application servers, web servers, and LDAP servers.

Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle
Accessibility Program website at
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers that have purchased support have access to electronic support
through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are
hearing impaired.

Related Documents

For more information, see the following documents:

»  Oracle WebCenter Sites Certification Matrix

»  Oracle WebCenter Sites Release Notes

»  Oracle Fusion Middleware WebCenter Sites Installation Guide

Graphics in This Guide

Graphics in this guide are screen captures of dialog boxes and similar windows that
you will interact with during the installation or configuration process. The graphics
are presented to help you follow the installation and configuration processes. They are
not intended to be sources of information such as parameter values, options to select,
and product version numbers.



Conventions

The following text conventions are used in this document:

Convention

Meaning

boldface
italic
monospace

Monospace bold

Boldface type indicates graphical user interface elements associated
with an action, or terms defined in text or the glossary.

Italic type indicates book titles, emphasis, or placeholder variables for
which you supply particular values.

Monospace type indicates commands within a paragraph, URLs, code
in examples, text that appears on the screen, or text that you enter.

Monospace bold type indicates a command.




Part |

Creating and Configuring a Database

Oracle WebCenter Sites requires access to a supported database configured specifically
for WebCenter Sites. Instructions for creating and configuring supported databases are
available in this part.

Part I contains the following chapters:

»  Chapter 1, "Creating and Configuring an Oracle 11g Database"

s Chapter 2, "Creating and Configuring an IBM DB2 Database"

s Chapter 3, "Creating and Configuring a Microsoft SQL Server Database"

In practice, permissions can be restricted for the user that WebCenter Sites will use to
access a database. However, the following rights must exist: ability to create, modify,
and delete tables and indexes.

If you need instructions on installing a supported database, refer to the product
documentation. For instructions on creating and configuring a supported database
refer to the chapters listed above. (Note that database configuration is identical across
different application servers.)






1

Creating and Configuring an Oracle 11g
Database

Use this chapter to set up an Oracle 11¢ database for your WebCenter Sites installation.
This chapter contains the following sections:

= Section 1.1, "Creating an Oracle 11g Database"

»  Section 1.2, "Creating a New User for WebCenter Sites"

m  Section 1.3, "Next Step"

1.1 Creating an Oracle 11g Database

1. Launch the Oracle Database Configuration Assistant by executing the following
command:

<ora_home>/bin/dbca

2. In the "Welcome" screen (Figure 1-1), click Next.

Creating and Configuring an Oracle 11g Database 1-1



Creating an Oracle 11g Database

Figure 1-1 Database Configuration Assistant: Welcome

Database Configuration Assistant : Welcome

felcame 1o Database Configuration Assistant for Oracle database.

The Datatiase Configuration Assistant enakles wou to create a database, configure datahbase
options in an existing datakhase, delete a database, and manage database templates.

Cancel J Help )

3. In the "Operations" screen (Figure 1-2), select Create a Database and click Next.
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Figure 1-2 Operations

Database Configuration Assistant, Step 1 of 15 : Operations

Select the operation that wou want to perform.

® Create a Database
T Configure Database Options
" Delete a Database
" Manage Templates

O Configure Automatic Storage Management

Cancel J Help )

4. In the "Database Templates" screen (Figure 1-3), select General Purpose or
Transaction Processing and click Next.

Creating and Configuring an Oracle 11g Database 1-3
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Figure 1-3 Database Templates

Templates that include datafiles contain pre-created databases. They allow wou to create a
new database in minutes, as opposed 1o an hour or more. Use templates without datafiles

ankywhen necessary, such as when wou need 1o change attributes like klock size, which
cannot be altered after cdatabase creatian.

Select Template Includes Datafiles
Ceneral Purpo
r Customn Database Mo
i Diata Warehouse Yes

Cancel J Help )

& Back ‘ Mext 5 |

5. In the "Database Identification" screen (Figure 1-4), enter the global database name

and the SID. (Oracle recommends using the same value for both; in our example,
we are using contentDB.) When you are finished, click Next.
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Figure 1-4 Database Identification

An Cracle database is uniguebky identified by a Global Database Mame, typically of the form
"name. domain”.
Global Database Mame: |contentDE
A database is referenced by at least ane Oracle instance which is unigquebky identified from
amy other instance an this camputer by an Oracle system [dentifier (G100
51D contentDB

Cancel J Help ) & Back Mext

6. In the "Management Options" screen (Figure 1-5), select the Configure Enterprise
Manager check box. Select other options as desired. When you are finished, click
Next.

Creating and Configuring an Oracle 11g Database 1-5
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Figure 1-5 Management Options

[ Configure Enterprise Manager

C Register with Grid Control for centralized managerment

[anagement Service |ND Agents Found

® Configure Database Control for local management

[ Enahle Alert Motifications

Outging Mail (SMTF) Server: |

Recipient Email Address: |
[ Enakle Daily Disk Backup to Recowvery Area
Backup Start Time: IE IE @AM TR

0% Lsernarme: |

05 Fazsword: |

Cancel J Help )

7. In the "Database Credentials" screen (Figure 1-6), do one of the following:

- If you are installing a production system, select Use Different Administrative
Passwords, enter a unique password for each database user shown in the
table, and click Next.

- If you are installing a non-production system, select Use the Same
Administrative Password for All Accounts, enter and re-enter a password,
and click Next.
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Figure 1-6 Database Credentials

For security reasons, wou must specify passwords for the following user accounts in the new
database.

" Use Different Administrative Passwords

Lzer karme Fassyword Canfirtn Fasswiord
T

STaTEM

DESMMP

STEM AN

® |Ize the Same Administrative Password for All Accounts

Password: |

Confirm Password: |

Cancel J Help ) & Back Mext

8. In the "Storage Options" screen (Figure 1-7), select File System and click Next.

Creating and Configuring an Oracle 11g Database 1-7
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Figure 1-7 Storage Options

Select the storage mechanism wou would like 1o use for the database.

@ File Systerm
Usze the File Systern for Database storage.

T Automatic Storage Management (A5}
Automatic Storage Management simplifies database storage administration and
optimizes database layout for 1f0 performance. To use this option wou must either
specify a set of disks to create an ASM disk group or specify an existing A5M disk group.

" Raw Devices
Faw partitions or wolumes can prowide the required shared storage for Real Application
Clusters (FAC) databases if wou do not use Automatic Storage Management and a Cluster
File Systerm is not available. You need to hawve created one raw device for each datafile,
cantral file, and log file vou are planning 1o create in the database.

[~ Specify Raw Devices Mapping File Browse. ..

Cancel J Help ) & Back

Finish )

9. In the "Database File Locations" screen (Figure 1-8), select Use Database File
Locations from Template (unless you want to use custom file names and
locations) and click Next.
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Figure 1-8 Database Configuration Assistant: Database File Locations

Specify locations for the Database files to be created:

® |Ise Database File Locations from Termplate

 llze Commaon Location for All Database Files

Darakyase Files Locatian: | Brose. .

" Use Oracle-Managed Files

Database Area; | Browse. .

fMultiplex Fedo Logs and Contral Files. ..

IT wou want 1o specify different locations for any database files, pick amy of the above
options except Oracle-Managed Files and use the Storage page later (o customize
each file location. If wou use QOracle-Managed Files, Oracle automatically generates
the names for database files, which can not be changed an the 3torage page.

File Location \-’ariables...jl

Cancel J Help ) Finish )

10. In the "Recovery Configuration" screen (Figure 1-9), leave the default values and
click Next.

Creating and Configuring an Oracle 11g Database 1-9
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Figure 1-9 Recovery Configuration

Choose the recovery options for the database;
¥ Specify Flash Recovery Area

This is used as the default for all disk based backup and recowveny aperations, and is
also required for automatic disk based backup using Enterprise Manager. Oracle

recommends that the database files and recowery files be located on pleysically different
disks for data protection and performance.

Flash Fecowvery Area; |{OMCLE_BME};fIash_recwer\,.f_ Browese. ..

Flash Fecovery Area Size: |2048 : M Byties -

[ Enable Archiving Edit Archive Mode Parameters. ..

File Lacation Variables...)l

Cancel J Help )

Finish )

11. In the "Database Content" screen (Figure 1-10), click Next.
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Figure 1-10 Database Content

Fample schemas illustrate the use of a layered approach to camplexity, and are wsed
by some demanstration programs. Installing this will give waou the fallowing schemas in
wour database: Human Eesources, Crder Entry, Online Catalog, Product Media,
Information Exchange, Sales History [t will also create a talblespace called EXAMPLE.
The tablespace will be about 120 MEB.

Specify whether or not to add the Sample 3chemas to vour database,

[ Sample Schemas

Cancel J Help ) & Back Mext Finish )

12. In the "Initialization Parameters" screen, do the following:
a. Inthe Memory tab (Figure 1-11), set the preferred memory size for your
database:

*  For the development system, set the preferred memory size to 512MB.

*  For the production system, the value you enter depends on the size and

contents of your database.
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Figure 1-11 Initialization Parameters - Memory

S Size: 297 M Bites
PG Size; EE M Bites

Total Memory for Dracle: 296 M Byies

Mermary [ Sizing Character sets Connection Mode
® Twical
Memoary Size (304 and POA) |Z96 MEBE | 3]
Fercentage: 40 % 250 MB Q97 MB
[ Use Autamatic Memaory Management Show Memaory Distribution. . _)I
" Custarm
Memory Management |Autumatic Shared Memary Managerment |

All Initialization Parameters...jl

Cancel J Help ) Finish

J

b. In the Character Sets tab (Figure 1-12), do the following:
Select the Use Unicode (AL32UTEF8) radio button.

In the "National Character Set" drop-down list, select UTF-8 - Unicode 3.0
UTF-8 Universal Character Set.
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Figure 1-12 Initialization Parameters - Character Sets

Mermary Sizing Character sets [ Connection Mode

Database Character et

" Use the default
The default character set for this database is based on the l[anguage setting of this
aperating systam: WESMSWINL1252.

W |se Unicode (AL221UTFS)
Setting character set to Unicode (ALZ2UTFE) enables wou to store multiple language
groups.

T Chaase from the list of character sets

Database Character Set; |,&L32UTF8 - Unicode UTE-& Universal character sef

[+ Zhow recommended charactier sets only

Mational Character set; |LITF8 - Unicode 2.0 UTF-8 Universal character set, CESU-... v|

- |

Default Languange: |American

- |

Default Territor,: |United States

All Initialization Parameters...jl

& Back Mext Finish )

Cancel J Help )

c. Click Next.
13. In the "Security Settings" screen (Figure 1-13), click Next.
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Figure 1-13 Security Settings

Qracle recommends wsing the enhanced default security settings.

W Keep the enhanced 119 default security settings (recommended)
These settings include enabling auditing and a new default password profile.

T Rewert to pre-11g default security settings
To disable a panticular category of enhanced settings for compatiblity purposes choose
from the following.

[~ Rewert audit settings to pre-11g defaults

[~ Rewert password| profile settings to pre-11g defaults

Cancel J Help ) Finish )

14. In the "Automatic Maintenance Tasks" screen (Figure 1-14), click Next.
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Figure 1-14 Automatic Maintenance

Database Configuration Assistant, Step 12 of 14 : Automatic Maintenance Tasks

Qracle Database 11g provides the ahility to automatically manage maintenance tasks such
as optimizer statistics collection and proactive advisor reports, These tasks are runin a
predefined maintenance windaw and their CPU consumptian is throttled to prevent them
fram interfering with normal user wark, The default maintenance windaws are 10:00 PM - 2:
00 AW on weekdays, and all weekend long. These defaults can be changed using Enterprise
Manager at any time.

W Enalile automatic maintenance tasks

Cancel ) Help )

Einish )

15. In the "Database Storage" screen (Figure 1-15), review the selected file locations. (If
you need to make changes, click File Location Variables.) Click Next.
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Figure 1-15 Database Storage

i Controlile Database Storage
Datafiles
From the Database Storage page, wou can specify storage parameters for datatbhase
Redo Log Graups creation. This page displays a tree listing and surmmary wiew (rmulti-colurmn lists) 1o
enakile wiou to change and wiew the following olbjects:
« Control files
+ Tablespaces
« Datafiles
+ Rollback Segments
+ Fedo Log Groups
From amy object e folder, click Create to create a new akbject. Ta delete an object,
select the specific abject fram within the albject noe falder and click Delete.
Important: If wou select a database template including data files, then wou will not be
ahle to add ar remowe data files, tablespaces, ar rollback segments. Selecting this
e of template enables wou to change the following:
« Destination of the datafiles
« Control files or log groups.
For more information, refer to the L
Oracle Database Sforage Administrator's Quide, T
Create| Delete File Location Variables...)
Cancel J Help ) & Back Mext Finish )

16. In the "Creation Options" screen (Figure 1-16), click Finish.
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Figure 1-16 Creation Options

Select the database creation options:
¥ Create Database

[ Save as a Database Template

MName: contentDB

Description:

[ Cenerate Database Creation Scripts

Browse,

Destination - -
e — |,qu1,fsoftwarejDB;OracIe}nracledb}admm,fcnmemDB,fscrlpt.

& Back [Est

Cancel J Help )

17. In the "Confirmation" screen (Figure 1-17), review the selected options, then click

OK.
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Figure 1-17 Confirmation Screen

Confirmation E]

The following operations will be performed:
A database called "contentDB" will be created.

Database Details:

[

General Purpose or Transaction
Processing

Ilze this database template to create a pre-configured database optimized for general
purpose or transaction processing usage.

Common Options

| Option |5I!|EE[EI:|
Qracle WM true
Oracle Text true
Oracle XML DB true
Oracle Multimedia true
Oracle OLAP true
Qracle Spatial true
Oracle Ultra Search true
Qracle Lakbel Security falze
Sample Schemas falze

( Save as an HTML fil... )

(o4 ] Cantelj Help

L A

18. Allow the database creation tasks to complete (Figure 1-18). If any one of the tasks
fails, remedy the problem before continuing.
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Figure 1-18 Database Configuration Assistant

« Copying database files
Ideal Platform for

Grid Computing Creating and starting Oracle instance
Completing Database Creation

Clone database creation in progress

03

Log files for the current operation are located at:
ful fsoftware fOBfOracle foracledb/cfgtoollogs fdbcafcontentDE

19. At the summary screen (Figure 1-19), make a record of the database SID and the

database control URL, then click Exit.
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Figure 1-19 Database Creation Complete

Diatakhase creation complete. For details check the logfiles at
Sulfzoftware,/DB/Oracleforacledhbfcfgtoollogs fdbcafcontemDE.

Database Information:
GClobal Database Mame: contentDB
System ldentifiersID):; cantentDB
Server Parameter Filename:  fuQlfsoftware,/DB/Cracleforacledbfioroductf11. 1. 0fdib_1,/dbsfspfilecontentDE. ora

The Database Control UREL is hitps: [/ flocalhost. localdomain =500 /em

Management Eepository has been placed in secure mode wherein Entergprise Manager data will be encrqpoted.
The encryotion key has been placed in the file: fuQlfsoftware /DB Oracleforacledbfioroductf11.1.0
fob_1flacalhost localdomain_cantentDB/fsysmanfconfigfembkey ara. Please ensure this file is bhacked up as the
encryited data will becaome unusahle if this file is lost.

mote: Al database accounts except 55, 5YSTEM, DBSMMP, and 5vaMAR are locked. Select the Passward
Management button to wiew a complete list of locked accounts or to manage the database accounts{except
DESMMP and 3v5mMAM). From the Password Management windowy, unlock onky the accounts wou will use. Cracle
Corporation strongly recommends changing the default passwords immediately after unlocking the account,

Password Management. .. )

1.2 Creating a New User for WebCenter Sites

Note: Before you begin, determine the Console Server port:

1. Open the emoms.properties file in a text editor. The file is located in:
<ora_home>/<servername>_<SID>/sysman/config/
2. Find the line,

oracle.sysman.emSDK.svlt.ConsoleServerPort

and make a record of the port number value at the end of the line.

1. Log in to the Oracle Enterprise Manager console:
a. Execute the following command: emctl status dbconsole
The command should return an output similar to the following;:

Oracle Enterprise Manager 1lg Database Control Release 11.1.0.6.0

Copyright (c) 1996, 2007 Oracle Corporation. All rights reserved.
https://localhost.localdomain:1158/em/console/aboutApplication

Oracle Enterprise Manager 1llg is running.

Logs are generated in directory
/ull/software/DB/Oracle/oracledb/product/11.1.0/db_1/localhost.localdomain_
vmorcldb/sysman/log
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b. Open a browser and go to the URL highlighted in bold in step a above. If you
see a "Security Mismatch" error, ignore it (the error appears if you are using a
self-signed certificate).

c. Log in as the sys user (you specified a password for this user in step 7 on
page 1-6 connecting as SYSDBA (Figure 1-20).

Figure 1-20 Enterprise Manager - Login

ORACLE Enterprise Manager 11¢g
Database Control

* User Name }sys

+ Password [

Connect As SYSDBA
| Login

Copyright & 1286, 2007, Cracls. All rights reserved.
Cracle, JD Edwards, PeopleSoft, and Retek are regstered trademarks of Oracle Corporation and'or its affiliates. Other mames may be frademarks of their respeciive owners.
Urauthorized access is strictly prohibited.

2. In the tab bar (Figure 1-21), click Server.

Figure 1-21 Enterprise Manager Tabs

Help

ORACLE Enterprise Manager 11¢g Setup nou
atabase

Database Control

Loggedin As £
Database Instance: vmorcldb

Home l Performance Availability Server Schema Data Movement Software and Support

Latest Data Collested From Target Oct 1, 2007 4:38:20 PMEDT (Refrash ) View Daiﬁl Automatically (60 sec)

General ¥ HostCPU Active Sessions S0OL Response Time
[ Shutdown J( Black Out
ﬁ :) 100% 1.0 1.0
Status Up 73 =
Up Since Oct 1, 2007 12:50:34 PM EDT 50 05 I[Tno 0.5
InsiﬁnczNal.'ne vmorcldb 25 vmorc kdb Hcru
ersion 11.1.0.6.0 0.0
Hest lecalhest localdomain 0 0.0 o
Listener LISTENER calhost bcakdomain Reference collction is ampty.
Lead 443  Paging 000 Maximum CPU 1 S0OL Response Time (%) Unavailable
View All Pro .
= ! |_Reset Reference Collectior
Diagnostic Summary Space Summary High Availability
ADDM Findings 7 Database Size (GB) 1.485 Instance Recovery Time (sec) 22
Period Start Time Oct 1, 2007 3:00:02 PM EDT Problem Tablespaces 4] Last Backup n/a
Alert Log Mo ORA- errors Segment Advisor Recommendations 8] Usable Flash Recovery Area (%) 100
Active Incidents 0 4] Policy Violations v 0 Flashback Database Logging  DiEabled

Dump Area Used (%) [=]

m

Database Instance Health

3. Create the new user (Figure 1-22). Do the following:

a. In the "Security" section of the page, click Users.
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Figure 1-22 Server Tab

ORACLE Enterprise Manager 11g Setup |

Datahase Control
B e s

Database Instance: vmorcldb

Home Performance Availability J Server { Schema Data Movement Software and Support
Storage Database Configuration Oracle Scheduler
Control Files Memory Advisors Jobs
Tablespaces Automatic Undo Management Chains
Temporary Tabkespace Groups Initialization Parameters Schedules
Datafiles View Database Feature Usage FPrograms

Rollback Segments
Redo Log Groups

Archive Logs Window Groups

Migrate to ASM Global Attributes
Make Tablkespace Locally Managed Automated Maintenance Tasks
Statistics Management Resource Manager Security
Automatic Workload Repository Getting Started
AWR Baselines Consumer Groups
Consumer Group Mappings
Phans Audlit Settings
Settings Transparent Data Encry ption
Statistics Virtual Private Database Policies

Application Contexts
b. Click Create near the top right corner of the user list (Figure 1-23).

Figure 1-23 Users

ORACLE Enterprice Manager 11¢ Setip Preferemves Help  Loocat
Database Control ‘Emm
Databaze Instance: vmorzldb = Legged in s SYS
Users
Sbjest Type| User =
Search

Enizr an objsot name to fiter the catn that is displayed in your resuks set.

Dbt Name |
e
(Lo
By oefault, the searchreums all uppercase matches begiming with the stning you erbersd. Torun aneact of case-senalive match, doublie quotz 1he ssarch sinng. You canuse the wiltcard symiad (%) Ina doude quoted

shring
Sekection Meck: | singe | (Create)
EdlitJ( View )| Delete ,-Acmnsl GCregte Like ij;D ) Prevous I 125cr33 x| et 3

[Tempeorany
Salect|UzerName A t Statue Exp Date Defaulk Tableepace Tablespace Prafile Created
& ANONYMOUS EXFIFED & Sep 25, 2007 32021 FM SYSALIK TEMF DEFALLT Aug 3 2007 1.34:38 AM EDT
Lo CKED EDT
~ APEX_PUBLIC_USER EXFIRED & Sep 25, 2007 332021 FM UEERS TEMF DEFAULT Aug 3 2007 20408 AM EDT
Lo CHED EDT

c. Inthe "Create User" form (Figure 1-24), fill in all required fields (marked with
an asterisk). Fill in all other fields as necessary.
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Figure 1-24 General Tab

ORACLE Enterprise Manager 11 g
Datahase Control

Preferences Help Logoul
Database

Selup

Databazec Inslance: contertlDE > Users =

Create User

Logged inAs EYS

([ Shaw SCL ) | Cancel ) | CK )

System Privileges Ohject Privieges Quatas

General l Roles

Consumer Group Privileges Proxy Users

* Mame |csuser

Profile | DEFAULT < |

Authentication | Password | S |

= Enler Password | eessessss

* Confirm Password | eesssses

For Password choice, the role is authorized via password.

[ Expire Password now

Default Tahlespace USERS | &
Temporary Tablespace | TEMP| ] ,,,y
Status (U Locked ® Unlocked
General [ Roles Systemn Privileges Object Privileges Quatas Consumer Group Privileges Proxy Users

Database | Setup | Preferences | Help |

Copyright © 1996, 2009, Orace. All nghts resernved.

| Show SQL ) | Cahcel | | 0

Logout

Oracie, J0 Edwards, PanplaSaft and Retek are registerad frademarks of Orace Corporation andlor itz afflistes. Othar names may be trademaris of ther respaciive ownars,

About Oracle Enterprise Mansger

4. Select the default and temporary tablespaces for the new user (Figure 1-25). Do

the following:

Note:

The actual tablespace may differ depending on your

installation. For more information about the tablespace for your
installation, see your database administrator.

a. Select the default tablespace:

In the "Create User" form, click the flashlight button next to the Default

Tablespace field.

In the form that appears, select the USERS radio button.

Click Select.
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Figure 1-25 Search and Select: Tablespace

Search and Select: Tablespace

[ Cancel ] [ Select )

Search
Search for Tablespace (Go)
Results
Select [Tablespace
" sysaux
{7 sysTEM
& TEMP
" UNDOTBS!
@ UseRs

b. Select the temporary tablespace:

[ Cancel | | Select )

In the "Create User" form, click the flashlight button next to the Temporary

Tablespace field.

In the form that appears, select the TEMP radio button.

Click Select.

5. Assign roles to the new user (Figure 1-26), as required.

a. In the tab bar, click Roles.

Figure 1-26 Roles Tab

ORMACLE Enterprise Manager 11g
Database Contrel

Setup Preferences Help Logout

Datsbase Instance: contentDB > Ussre =

Create User

Logged in As EYS

Show SOL ) | Cancel || OK )
Genersl | Roles [ System Privileges  Object Privieges  Quolas  Caonsumer Goup Privileges  Proxy Users
_Edit List )
Role Admin Option Detault
No ikems Tound
General Roles [ System Privileges Oblect Friviieges Quoias Consumer Group Prvileges Proxy Users

Database | Sefup | Freferences | Help | Lodout
Copyright @ 1998 2009, Orace. All rights ressned.

| Show SO | Cancel | | OK |

Oracie, JD Edwards, PeopleScft, and Retek are regisicred trademarks of Oracle Corporation andior its afflistes. Other names may be trademarks of ther respedive owners.

A le erprise

b. Click Edit List at the top right corner of the list of roles.

c. Inthe "Available Roles" list, select the required roles and click Move.
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The roles appear in the "Selected Roles" list.
d. Click OK.
6. Assign system privileges to the new user. Do the following;:

a. In the tab bar (Figure 1-27), click System Privileges.

Figure 1-27 System Privileges Tab

Dzstebase Instance: contentDB > Users > Logged (N AS SYS
Create User

—_——

| Show 50L ) | Cancel J | DK )

General Roles | System Frivileges Object Privileges Quotas Consumer Group Privileges Proxy Users

| Ecit List )

System Privilage Admin Option
Nao items found

Seaneral Roles System Frivileges Object Privileges Ouotas Consumer Group Privileges Proxy Users

[ angw =0L ) Cancel ) Ok )

Database | Setup | Preferences | Help | Logout

Copyright @ 1996, 2009, Crace. Al rights reserved.
Orace, JO Eowards, PeopleSoft, and Retek are regisiered rademarks of Grace Gorporation and/or its armiistes. Other names may De rademarks of Meir respective Dwners.

About Oracle Erterprise Manager

b. Click Edit List at the top right corner of the list of privileges.

c. In the "Available System Privileges" list, select CREATE SESSION, CREATE
TABLE, CREATE VIEW, and UNLIMITED TABLESPACE, then click Move.

The privileges are moved to the "Selected System Privileges" list.

Figure 1-28 System Privileges - Unlimited Tabspace

ORACLE Enterprise Manager 11g Setup  Preferenses Help Logout
Databage Control
Dsatsbase Insfance: contentDB > Usars = Logged in As SYS

Modify System Privileges
Cancel | .H‘;
Available System Privileges Selected System Privileges

CREATE SESSION L
CREATE TAELE
CREATE VIEW

ACCESS ANY WORKSFACE
ADMIMISTER ANY SOL TUMING SET
ADMINISTER DATABASE TRIGGER

ADMINISTER RESOURCE MANAGER e
ADMINISTER S0L MANAGEMENT OBJECT Move All

ADMINISTER SQL TUNING SET <

ADVISOR Remove

ALTER ANY ASSEMBLY
ALTER ANY CLUSTER
ALTER ANY CUBE -

I

Remove All

|_Cancel | [(OK)
Database | Setup | Preferences | Help | Logout

Caopyright © 1996, 2009, Grace. All rignts raserved.
Oracie, JO Edwards, PeopleSoft, and Retet are regisiered frademarks of Orace Corporation andior its affiiates. Other names may be trademarks of thet respeciive owners.

Aboul Oracle Erterprise Manager

d. Click OK (Figure 1-28).

A message confirming the creation of the new user is displayed (Figure 1-29).
The user appears in the list of users.
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Figure 1-29 Users

CRACLE Enterprise Manager 114 Setup Preferences Help Logout
Datahase Control m
latabase Instance- contentDB = Logged in As SYS
Users

Object Type| User <

Search
Enter an oqe:l name Lo fiter the data that 1s dlspiayed in your resulls seb
Object Name [CSUSER | (Go

By default the search relumns all uppercase maiches beginning with the string you entered. To runan exact or case-sansifive match, double quote the search string. You can use the wildcard symbol
() in & double quoled

Selection Mode | Singla |2 | Lrese )
(Edin ) View ) Delete ) Actions | Create Like 2 o)
ceount Default Temporary User
Select|UserName /' |Status Expiration Date Tablespace Tablespace Profile  |Created Type
® Gsuser OFEN Jul 3, 2012 7:16:33 AM USERS TEMP DEFAULT Jan 3, Z012Z TI16:33 AM LOCAL
EDT EST

Note: While creating the directory, do not select "Any Dictionary or
DBA role" as it would lead in creating more one schema.

1.3 Next Step

You are now ready to create and configure the data source. For instructions, refer to
the Oracle Fusion Middleware WebCenter Sites Installation Guide.
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Creating and Configuring an IBM DB2
Database

Use this chapter to set up a supported IBM DB2 database for your WebCenter Sites
installation.

This chapter contains the following sections:

= Section 2.1, "Installing DB2"

m  Section 2.2, "Creating a New DB2 Database"
= Section 2.3, "Configuring the Database"

2.1 Installing DB2

1. Uncompress the correct installation file for your distribution.
2. Run ./db2setup
3. In the "Information Management Software" screen, select Install a Product.

4. Under "DB2 Enterprise Server Edition," (Figure 2-1) select Install New.
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Figure 2-1 DB2 Setup Launchpad

& DB2 Setup Launchpad

DB2 Setup Launchpad

Eelease Information
Installation Feguirements
Upgrade Infarmation

P Install a Product

Exit

Welcomme Install a Product as root

Click Install Mew to launch the DB2 Setup wizard for the desired product and to install
the product to a new location.

DEZ Enterprise Server Edition Yersion 9.7

DBz Enterprise Terver Edition is designed 10 meet the data server needs of medium 1o [arge
busineszas. It can be deploved an Unuy, UM or Windows servers of any cize, frorm one CPU 1o
any number of CPUs.

DEZ Enterprise Server Edition is an idezl foundation for building on demand enterprise-wice
=olutions, such as multi-terabyte <ize datawarehouses, or high performing 2 4x7 awailable high
wialume transaction processing business solutions, or iieb-based solutions. DB2 Enterprise
Server Edition incorporates a native XML data store and delivers flexible access to XML data
using X duery, ¥Path, TQL, and standard reporting tools,

Optional fegtures for DBZ2 Enterprise Senver Edition are available that provide additional
advanced product capahilities in areas such as datakbase partitioning, compression,
performance, workload management, and security. For more information, see

bt £ faviae iim . com.

Database Management and Application Development Tools

Acsyite of QU tools for managing DEZ for Unux, UM and Windows data and data-centric
applications is available to install. Individually these tools provicde powerful capakbilities that
Target specliic data management roles and tasks; mare Importantly, the components

ineroperate seamlessly, enabling cross-role collabaration, productivity, and effectiveness.

5. In the "Welcome to the DB2 Setup Wizard," (Figure 2-2), click Next.
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Figure 2-2 DB2 Setup Wizard - Welcome

|F:!DBZ Setup - DB2 Enterprise Server Edition

Mesth|  Finish | Cancel]

6. In the "Software License Agreement" screen (Figure 2-3), click Accept, then click
Next.
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Figure 2-3 Software License Agreement

ﬁDBZ Setup - DB2 Enterprise Server Edition

of the license agreement which accompanies WebhSphere MO, except as
limited in this license. The WebSphere MO program may not be used for any
other purpose unless a full license for WebSphere MO is purchased.

8.2) Usage Restriction - |1BM Eclipse Help System

The following subset of Excluded Components andfor Separately Licensed
Code was obtained from the Eclipse Foundation: Tomcat, Mx4], Lucene,
Lucene HTML Parser, Eclipse Help Systerm (herein colleciivety referred to as
"Eclipse Code". Motices and imparant information, including instructions for
ohtaining source cade, for the Eclipse Code may be found in assaciated
“alaut.ntmit Ties CApout Fllesty I0cated In a directory Tor the EClpse Code.
These Alout Files are provided for informational purposes onky, and
notwithstanding amahing to the cortrary therein, the terms gowerning Tour Lse
of zuch Eclipse Code zhall be as s&t forth abowe in the applicable Excluded
Componerts or Separately Licensed Code section.

DN L-CLAW-FPURS S
PyM L-CLAW-FPUREE

7. In "Select the Installation Type," (Figure 2—4) select Typical and click Next.
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Figure 2—4 Installation Type

F:!DBZ Setup - DB2 Enterprise Server Edition

ABack| | mentd|  Finish | Cancel

8. In "Select installation, response file creation, or both," (Figure 2-5) select Install
DB2 Enterprise Server Edition on this Computer and click Next.
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Figure 2-5 Installation And/Or Response File Creation

E:!DBZ Setup - DB2 Enterprise Server Edition

JrootfdbZese.rsp

ABack| | mentd|  Finish | Cancel

9. In "Select the installation directory," (Figure 2-6) either enter a directory or use the
default and click Next.
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Figure 2-6 Installation Directory

F:!DBZ Setup - DB2 Enterprise Server Edition

fudlisoftware (DBdb2 fvd 7

ABack| | mentd|  Finish | Cancel

10. In "Install the IBM Tivoli System Automation for Multiplatforms (SA MP),"
(Figure 2-7) select Do not install SA MP, unless "SA MP" is required by your
environment.
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Figure 2-7 IBM Tivoli Automation for Multiplatforms (SA MP)

E:!DBZ Setup - DB2 Enterprise Server Edition

ABack| | mentd|  Finish | Cancel

11. In "Set user information for the DB2 Administration Server" (Figure 2-8):
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.

c. Click Next.
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Figure 2-8 User information for the DB2 Administration Server

F:!DBZ Setup - DB2 Enterprise Server Edition

dasusrl

gasadml

homejdasusrl

ABack| | mentd|  Finish | Cancel

12. In "Set up a DB2 instance,” (Figure 2-9) select Create a DB2 instance and click
Next.
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Figure 2-9 DB2 Instance Setup

|F:!DBZ Setup - DB2 Enterprise Server Edition

ABack| | mentd|  Finish | Cancel

13. In "Set up partitioning options for the DB2 instance," (Figure 2-10) select Single
partition instance and click Next.
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Figure 2-10 Partitioning Options for the DB2 Instance

E:!DBZ Setup - DB2 Enterprise Server Edition

pleeE | e e e bl LI

Bl

14. In "Set user information for the DB2 instance owner" (Figure 2-11):
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.

c. Click Next.
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Figure 2-11 User Information for the DB2 Instance Owner

E:!DBZ Setup - DB2 Enterprise Server Edition

dh2instl

anZiadml

fhome/db2instl

ABack| | mentd|  Finish | Cancel

15. In "Set user information for the fenced user" (Figure 2-12):
a. Keep the defaults, unless a previous attempt to install DB2 failed.
b. Enter a password.

c. Click Next.
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Figure 2-12 User Information for the DB2 Instance Owner
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16. In "Prepare the DB2 tools catalog," (Figure 2-13) select Do not prepare the DB2
tools catalog and click Next.
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Figure 2-13 DB2 Tools Catalog

F:!DBZ Setup - DB2 Enterprise Server Edition

ABack| | mentd|  Finish | Cancel

17. In "Set up notifications," (Figure 2-14) do one of the following:
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Figure 2-14 Notifications
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- If your system is a production server, select Set up your DB2 server to send
notifications, enter a correct address for the local host, and click Next.

- If your system is a not a production server, you can select Do not set up your
DB2 server to send notifications at this time, and click Next.

18. In "Start copying files," (Figure 2-15) check that your options are correct and click
Finish.
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Figure 2-15 Files Copy
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19. Allow the installation to proceed (Figure 2-16).

Figure 2-16 DB2 Enterprise Server Edition Installation in Progress

B2 Enkerprise Server Ediki
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20. In "Setup has completed successfully,” read the notes, check the log tab, and click

Finish.

The installation of DB2 is now complete.

2.2 Creating a New DB2 Database

This section provides instructions for creating a new DB2 database.

Section 2.2.1, "Creating a New DB2 Database Using a SQL Script"
Section 2.2.2, "Creating a New DB2 Database Using the 'db2cc’ Utility"

2.2.1 Creating a New DB2 Database Using a SQL Script

You can use a SQL script to create aDB2 database (and a user for the new database) for
any version of IBM DB2 that is installed on your environment, including IBM DB2
versions 9.7 and 10.1.

Note: If you installed IBM DB2 version 9.7, you have the option of
creating a new DB2 database using the db2cc utility. For instructions,
see Section 2.2.2, "Creating a New DB2 Database Using the 'db2cc'
Utility."

To create a new DB2 database using a SQL script

1.

Create a user for the new database. For example, to create a user named csuser on
Linux:

useradd -d /home/csuser -m -p welcomel csuser

Log in with DB2 instance owner credentials. For example, db2inst1.

Create a file with the following DB2 commands. (For example, create db. sql and
modify the database name, path, and user variables to match your installation):

CREATE DATABASE <DBNAME> AUTOMATIC STORAGE YES ON '<DB2_
HOME>/Databases/<DBNAME>'

DBPATH ON '<DB2_HOME>/Databases/<DBNAME>'

USING CODESET UTF-8 TERRITORY US COLLATE USING SYSTEM PAGESIZE 32768;
CONNECT TO <DBNAME>;

GRANT DBADM, CREATETAB, BINDADD, CONNECT, CREATE_NOT_ FENCED_ROUTINE, IMPLICIT
SCHEMA , LOAD, CREATE_EXTERNAL_ROUTINE, QUIESCE_CONNECT, SECADM ON DATABASE TO USER
<DBUSER>;

UPDATE DATABASE CONFIGURATION USING APPLHEAPSZ 1024 DEFERRED;

UPDATE DATABASE CONFIGURATION USING LOCKTIMEOUT 30 DEFERRED;

UPDATE DATABASE CONFIGURATION USING APP_CTL_HEAP_SZ 1024 DEFERRED;

UPDATE DATABASE CONFIGURATION USING LOGFILSIZ 32768 DEFERRED;

UPDATE DATABASE CONFIGURATION USING LOGSECOND 8 IMMEDIATE ;

CONNECT RESET;

Create the directory for your database.

mkdir -p <DB2_HOME>/Databases/<DBNAME>

Execute the sql script. For example:

db2 -tvsf createdb.sql
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2.2.2 Creating a New DB2 Database Using the 'db2cc' Utility

If you installed IBM DB2 version 9.7, follow the steps in this section to create a new
DB2 database using the db2cc utility. This section also includes instructions for
creating a new database user.

Note: The db2cc utility is only available for IBM DB2 version 9.7. For
instructions on creating a new database for a later version of IBM DB2
(for example, version 10.1), see Section 2.2.1, "Creating a New DB2
Database Using a SQL Script."

1. Login as db2instl (or your instance user created during the installation, step 14
on page 2-11).

2. Navigate to: . /sqllib/bin and run db2cc.

3. In the "Control Center View" screen (Figure 2-17), select Advanced.

Figure 2-17 Control Center View

- Control Center View @ @

4. In the "Control Center," open the application for creating a database (Figure 2-18):
a. Click the plus sign next to the tree option All Systems.
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Figure 2-18 Control Center
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b. Click the expanded branch All Databases. (If you have not created a database
previously, this branch is empty.)

c. Right-click the branch All Databases and select Create Database > Standard.
5. In "Specify a name for your new database" (Figure 2-19):

a. Enter a name for this database.

b. Select the check box Enable database for XML.

c. In the drop-down "Default bufferpool and table space page size," select 32 and
click Next.
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Figure 2-19 Name for Your New Database

't~ Create Database Wizard E m
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6. In "Specify where to store your data," (Figure 2-20) click Next (a value is
unnecessary, as we kept the default option of Let DB2 manage my storage
(automatic storage), on the previous page).
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Figure 2-20 Location for Your Data

- Create Database Wizard E m

7. In "Specify the locale for this database," (Figure 2-21) ensure that the drop-down
"Code set" displays UTF-8 and click Next.
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Figure 2-21 Database Locale

=% Create Database Wizard -2

D

S

8. In "Review the actions that will take place when you click finish," (Figure 2-22)
confirm that everything looks correct and click Finish.
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Figure 2-22 Review Actions

- Create Database Wizard E m

9. Allow the "Progress" window (Figure 2-23) to complete creating the database. The
window will close automatically when the database has been created.

Figure 2-23 Progress Dialog Box

10. The database has now been created and is displayed in the control center.

Figure 2-24 shows that a single database named vmdb291 is present in the control
center.
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Figure 2-24 vmdb291 Database
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11. Create a user for the new database

a. Go to the command line. As the system user, create a new user named csuser
that will be used to access the database from your Oracle product.

For example, to create a user named csuser on Linux:

useradd -d /home/csuser -m -p demo4l132 csuser

b. Go back to the "Control Center" and add the user:

a. Expand the newly created database in the tree by clicking the plus sign,
then expanding the branch User and Group Objects.

b. Click DB Users to open the right-hand panel.
c. Right-click the branch DB Users (Figure 2-25) and select the Add option.
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Figure 2-25 DB Users
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c. Inthe"Add User" application (Figure 2-26):
a. Select the user that was created in step a on page 2-24.
b. Under "Authorities," select all check boxes.

c. Click OK.
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Figure 2-26 Add User Dialog Box

¥~ Add User o X

2.3 Configuring the Database

1. Right-click the database that you created (listed in the branch that displays the
database icon) and select Configure Parameters.

2. In "Database Configuration":

a. Scroll through the list of options and replace the values of the following
parameters with the values shown in Table 2-1.
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Table 2-1 Database Configuration - Parameters

Parameter Value

LOCKTIMEOUT 30

APP_CTL_HEAP_SZ 1024

APPHEAPSZ 1024

LOGFILSIZ 32768
Note: 32768 is the recommended value for this parameter.
However, for large publishing jobs, this parameter may
need further tuning to suit your setup.

b. Click OK (Figure 2-27).

Figure 2-27 Database Configuration - VMDB291 Dialog Box
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3. Right-click the database that you created (listed in the branch that displays the

database icon) and select Restart.
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A status window flashes. This does not mean that the operation has been
completed. Typically, you will need to wait 2 to 3 minutes for the system to restart.

4. Stop the instance:

a. Expand the following "Control Center" tree branch (Figure 2-28): All Systems
> LOCALHOST > Instances > <name_of_your_instance>

b. Right-click the instance.
c. Select Stop.

Figure 2-28 Stop an Instance
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d. In the "Confirm stop" dialog box, click OK.
e. Wait for the message that the instance has been stopped.
5. Start the instance:

a. In the "Control Center" tree (Figure 2-29), expand All Systems,
LOCALHOST, Instances, and then expand the <name_of_your_instance>.

b. Right-click the instance.
c. Select Start.
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Figure 2-29 Start an Instance
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6. Wait for the message that the instance has been started. This does not mean that
the operation has been completed. Typically, you will need to wait 2 to 3 minutes
for the system to restart.

Your database is now ready for use with your Oracle software product.
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Creating and Configuring a Microsoft SQL

Server Database

Use this chapter to set up a SQL Server database for your WebCenter Sites installation.

This chapter contains the following section:

Section 3.1, "Creating and Configuring a SQL Server 2008 R2 or 2012 Database"

3.1 Creating and Configuring a SQL Server 2008 R2 or 2012 Database

1.

Use the Windows Account Manager to create a new user account for the
WebCenter Sites database user (for example, csuser), and assign a password to
the account.

2. Open SQL Server Manager Studio.
3. Login to MS SQL Server:
a. Enter your user name and password (the default user name is sa).
b. Click Connect.
4. Create the database:
a. In the left-hand tree, expand the Databases node.
b. Right-click the Databases node and select New Database from the pop-up
menu.
c. In the "New Database" window, enter a name for your database and click OK.
Your newly created database appears under the Databases node in the tree.

5. In the tree, expand the node representing your newly created database, then
expand the Security node underneath it.

6. Click the Users tab.

7. Right-click within the white space underneath the list of existing users and select
New User from the pop-up menu.

8. In the "Database User - New" window, enter the user name of the WebCenter Sites
database user (which you created in step 1 of this procedure) into the User name
and Login name fields.

9. In the "Owned Schemas" and "Role Members" areas, select the db_owner check
box.

10. Click OK.
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The database is created.

11. After the database has been created, turn on the READ_COMMITED_SNAPSHOT as
shown below. For more information, refer to the vendor documentation.

ALTER DATABASE <your_db_name>
SET ALLOW_SNAPSHOT_ISOLATION ON GO
ALTER DATABASE <your_db_name>
SET READ_COMMITTED_SNAPSHOT ON GO

Database configuration is complete.

12. You are now ready to create and configure the data source using the user name
and password of the WebCenter Sites database user you created in step 1 of this
procedure. For instructions, refer to the Oracle Fusion Middleware WebCenter Sites
Installation Guide.
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Installing an Application Server

Part II contains the following chapters:

»  Chapter 4, "Installing Oracle WebLogic Server"

s Chapter 5, "Installing Apache Tomcat Application Server"
»  Chapter 6, "Installing IBM WebSphere Application Server"
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Installing Oracle WebLogic Server

This chapter is not exhaustive, as it covers the installation of Oracle WebLogic
Application Server so far as needed to install and run WebCenter Sites. For more
extensive documentation on the installation process and best practices, see the Oracle
Fusion Middleware Installation Guide for Oracle WebLogic Server.

4.1 WebLogic Server Installation Steps

1. Run the WebLogic Server installer (on UNIX, make sure your DISPLAY variable is
set).

2. In the "Welcome" screen, as shown in Figure 4-1, click Next.

Figure 4-1 Welcome Screen
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may quit the installer at any time by clicking the Exit butkon,

ORACLE

][ ]
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3. [Either use an existing WebLogic home directory or select Create a new WebLogic
Home and browse for a directory (Figure 4-2). Click Next.

Figure 4-2 Middleware Home Directory Location

Oracle Installer - WebLogic 10.3.5.0

Choose Middleware Home Directory

apecify the Middleware Home where you wish ko install ORACLE
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Middleware Hame Direckory

| ,I'Dpt,l'Dracle,l'Middleware| |

|Eru:uwse...| | Reset |

| Prenvious | | Mexk |

Note: The WebLogic home directory will be referred to throughout this
chapter as <wl_home>.

4. In the "Register for Security Updates" screen, as shown in Figure 4-3, enter the
appropriate information and click Next.
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Figure 4-3 Security Update Registration
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5. Select Custom Install Type (Figure 4-4) and click Next.
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Figure 4-4 Install Type
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6. In the "Choose Products and Components" screen (Figure 4-5), the required
components are selected by default. If you wish to install other components, select
their check boxes. Click Next.
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Figure 4-5 Products and Components for Installation
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7. In the "JDK Selection" screen (Figure 4-6), select both JDKs and then click Next.
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Figure 4-6 JDK Selection
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8. In the "Choose Product Installation Directories" screen (Figure 4-7), verify the
product installation directories and then click Next.
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Figure 4-7 Product Installation Directories
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9. In the "Installation Summary" screen (Figure 4-8), click Next to start the WebLogic

installation.
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Figure 4-8 Installation Summary
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10. The installation starts. Close the window after completion (Figure 4-9).
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Figure 4-9 Installation Complete
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11. After you have successfully installed WebLogic Server, you will need to configure
WebLogic Server for WebCenter Sites before installing WebCenter Sites. For
information about the WebCenter Sites installation process and WebLogic
configuration procedures, see the Oracle Fusion Middleware WebCenter Sites
Installation Guide.
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Installing Apache Tomcat Application Server

Note: In this chapter, we assume that you are using a UNIX based
system. Therefore, the commands that are provided in this chapter for
your reference are only for UNIX based systems. Commands for
Windows based systems may be different.

5.1 Tomcat Installation Steps

To install the Tomcat Application Server

1.
2.

Download and install a supported JDK.
Decompress the Tomcat archive file:
tar xviz apache-tomcat-<version>.tar.gz

Rename the apache-tomcat-<version> directory and move it to a desired location.
(The rest of this section refers to the new path of this directory as <tomcat_home>.)

Create a file named setenv.sh in the <tomcat-home>/bin directory. Add the
following lines to the file:

CATALINA_HOME=<tomcat_home>
CATALINA_PID="$CATALINA_HOME"/tomcat.pid

Adding tomcat.pid ensures that the Tomcat process is killed when the
shutdown.sh command is executed with the -force argument.

Set the JAVA_HOME variable to the JDK folder of the version of Java that will be used.
For example:

export JAVA_HOME=/opt/jdkl.6.0.39

Start the application server by running the startup command.
<tomcat_home>/bin/startup.sh

Access the following URL in a web browser: http: //<hostname>: 8080/
This brings you to Tomcat's default homepage.

Shut down the application server by running the shutdown command.
<tomcat_home>/bin/shutdown.sh -force

After you have successfully installed Tomcat, you will need to configure Tomcat
for WebCenter Sites before installing WebCenter Sites. For information about the
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WebCenter Sites installation process and WebLogic configuration procedures, see
the Oracle Fusion Middleware WebCenter Sites Installation Guide.
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Installing IBM WebSphere Application Server

This chapter describes how to install WebSphere Application Server version 8. It
contains the following steps:

= Section 6.1, "Installing IBM Installation Manager"
= Section 6.2, "Installing WebSphere Application Server Using IBM IM"
= Section 6.3, "Updating WebSphere Application Server"

6.1 Installing IBM Installation Manager

This section describes how to install the IBM Installation Manager.

To install the IBM Installation Manager

1. Unzip the IBM Installation Manager to a directory and execute the following
command:

cd <iim_directory> (need to add this to dir list)
./install

This command starts the installer for the IBM Installation Manager.

2. In the "Install Packages" screen, select the IBM IM version you wish to install
(Figure 6-1).
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Figure 6—1 Installation Packages
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3. Click Next.

4. Read and accept the license agreement (Figure 6-2), then click Next.
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Figure 6—2 License Agreement
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Install [ Licenses > Location Summary
International Program License Agreement
Fart 1 - General Terms

BY DOWRNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" BUTTON, DR CTHERWISE USING THE PROGRAM, LICENSEE
WAGREES TO THE TERMS DF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS OM EEHALF OF LICEMSEE, YOU REPRESENT AMD
WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN "ACCEFT” BUTTON, OFR USE THE PROGRAM; AND

- PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS OBTAINED
FOR A REFUMD OF THE AMOUNT PAID. IF THE PROGRAM WAS DOWNLOADED, DESTROY ALL COFIES OF THE PROGRAM.

1. Definitions

“Authorized Usa” - tha specified level at which Licensee is autharized to exacute or run the Program. That level may be measured by number
of users, millions of service units ("M5Us"), Processar Value Units ["PVUs"), or other level of use specified by 1IBM.

“IBM" - International Business Machines Corporation or one of its subsidiaries.

“License Information” ("LI") - a document that provides information and any additional terms specific to a Program. The Program's Ll is
available at www.ibm.com/software/sla. The LI can also be found in the Program's directory. by the use of 2 system command, or as a booklet
included with the Program.

“Program"” - the following, including the original and all whole or partial copies: 1) machine-readable instructions and data, 2] components,
files. and modules, 3} audic-visual content (such as images. text, recordings. or pictures), and 4) related licensed materials (such as keys and
documentaticn).

“Proof of Entitlement” ("PoE"] - evidence of Licensee's Authorized Use. The PoE is also evidence of Licensee's eligibility for warranty, future
update prices. if any. and potential special or promotional opportunities. If IBM does not provide Licensee with a PoE. then IBM may accept as
the PoE the original paid sales receipt or other sales record from the party (either IBM or its reseller) from whom Licensee obtained the
Program. provided that it specifies the Frogram name and Authorized Use obtained

=

(@ |l accept the terms in the license agreement; Erint All...

O | do not accept the terms in the license agreemeant

@ < Back | Next > | | Cancel |

5. Enter the path to the Installation Manager Directory, as shown in Figure 6-3, and
click Next.
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Figure 6-3 Installation Manager Location

IBM Installation Manager

Install Packages ,_r‘~/' |
Select a location for Installabon Manager. cl._._.,t_ y
nsta Licenses Location > Summary

{._,’ Orce installed, IBM Installation Manager will be used to install, update, modify, manage and uninstall your packages.

Installation Manager Directory: | /opt/IBM/InstallationManagarfeclipse Browse...

Disk Space Information

Volume Awvailable Space
! 175.64 GB

@ < Back | Next = | Cancel

6. Click Install to start the installation process (Figure 6—4).
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Figure 6—4 Target Location

IEM Installation Manager

Install Packages
Review the summary information.

: : 5 T
15tall Licenses Location | summary >

Target Location
Package Group Mame: IBM Installation Manager
Installation Directory: jopt/IBMfinstallationManager/feclipse
Packages

Packages
[l 1IBM® Installation Manager 1.4.3.1

Environment
Greek, Hungarian, Italian, Japanese, Korzan, Lithuanian, Polish,

Russian, Simplified Chinese, Slovenian. Spanish, Traditional Chinese,
Turkish

r Repository Information

Arabic. Brazilian Portuguese, Czech, Danish. English. Franch. Gearman.

Disk space Information
Total Available Space

! 175.64 GB
Total Download Size: 06.30 MB
Total Installation Size: 167.22 MB

< Back | | Install | Cancel |

The installer retrieves the required installation files, as shown in Figure 6-5.
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Figure 6-5 Installation Files

-1 IEM Installation Manager - O x
Install Packages ,_:>'
Review the summary information. J —m=

. — T P
15ta Licenses Location | Summary >
Target Location

Package Group Mame: IBM Installation Manager
Installation Directory: jopt/IBM/InstallationManagerieclipse
Packages

Packages
) IBM® Installation Manager 1.4.3.1

Environment Disk space Information

Arabic, Brazilian Portuguese, Czech, Danish, English, French, Garman, Total Awailable Spaca
Greek, Hungarian, Italian, Japanese, Korean, Lithuanian, Pelish, ; 175.64 GB
Russian, Simplified Chinese, Slovenian, Spanish, Traditional Chinese, / -
Turkish

Total Download Size:  96.30 MB
Total Installation Size: 167.22 MB

r R itory Informati

p

Installing.: Retrieving files. 78 MB of 96 MB {82%) completed.
Pause Download | Cancel |

7. When the installation completes, restart the Installation Manager. We will now use
the IBM Installation Manager to install WebSphere Application Server.

6.2 Installing WebSphere Application Server Using IBM IM

This section assumes you have successfully installed IBM IM.

To install WebSphere Application Server
1. Unzip the IBM WAS installation directories to a temporary folder. For example:
/tmp/was8

2. Change to the IBM IM directory and launch the installer. Once the installer is
launched, click Install.

3. Click the Repositories link and configure the repository for installing the
WebSphere Application Server (Figure 6-6).
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Figure 6—6 Repositories Link

IEM Installation Manager

Install Packages =]
Installabicn Manager cannot find any packages to install. In crder to access packages, you must configure a repoesitory connection and
ensure that you can access the network or your repository media
Check the following areas for problems:

i Repository connections: Packages are stored in repositenies that you must connect to. Configure repositery connsctions on the
Repositaries preference page. Verify that your repository credentials allow access ta the repository.

uig PAssport Advantage settings: If you are installing packages from the Passport Advantage site. configure the Passport Advantage
connection and site on the Passport Advantage preference page.

gop Froxy settings: Your work environment might require proxy settings to connect to repositories. Configure these settings on the Eroxy
preference page.
Firawall and netwark access: Firewall settings and network access problems can affect your ability to view and select packages.

000 Correct firewall setbings and resolve access issues on your system. Then click Refresh to retry the corrected settings and review
packages.

@ Cancal

4. Click Add Repository... and browse to the temporary directory where you
extracted the WASS installer files (/tmp/was8) and select the
respositories.config file (Figure 6-7).
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Figure 6-7 Add a Repository Dialog Box

o Preferences (Filtered) x
||m & Repositories G- H -
b Internet Repositories:

Passport Advantage Location | Connection | Add Repository...

& Add Repository X

I Add a repository =
| Specify a repository and add to the repository preference list. U
I Repository: ;

ftmp/was8frepository.config

ges (including the

Cancel OK ‘

efaults ‘ Apply

Cancel ‘ oK

5. Click OK.
IBM IM identifies the version to be installed based on your repository.

6. Select the appropriate version and click Next (Figure 6-8).
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Figure 6-8 Version Selection

a IEM Installation Manager - 0O x
Install Packages
Select packages to install:
Installaticn Packages I Status |Vendor | License Key Type |
~ [0 1IBM WebsSphere Application Server Network Deployment
] . version 8.0.0.0 will be installed IBM
[ show all versians Check for Cther Versicns, Axes, and Extensions
Details
1BM WebSphere Application Server Network Deployment 8.0.0.0
1IBM WebSphere Application Server Network Deployment is a production-ready Java Platform, Enterprise Edition (Jjava EE) compliant
application server for the deployment of enterprise web services solutions for dynamic e-business. It is the nextlevel in application serving
beyond the websphere Application Server base edition because it provides advanced web services and clustering capabilities. More info...
® Repository: ftmpfwas8
@ = Bac Next = Insta Cancal

7. Read and then accept the License agreement (Figure 6-9). Click Next.
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Figure 6-9 License Agreement

a

IBM Installation Manager - O x

Install Packages E‘r:!(_|

Read the following license agreements carefully.

Install [ Licenses > Location Features Summary
International Program License Agreement
Fart 1 - General Terms

BY DOWRNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING ON AN "ACCEPT" BUTTON, DR OTHERWISE USING THE PROGRAM, LICENSEE
WMGREES TO THE TERMS DF THIS AGREEMENT. IF YOU ARE ACCEPTING THESE TERMS OM EEHALF OF LICENSEE, YOU REPRESENT AND
WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN "ACCEPT" BUTTON, OR USE THE PROGRAM: AND

- PROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATICON, AND PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS OBTAINED
FOR A REFUMD OF THE AMOUNT FAID. IF THE PROGRAM WAS DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM.

1. Definitions

“Authorized Use” - the specified level at which Licensee is authorized to execute or run the Program. That level may be measured by number
of users, millions of service units ("MSUs"), Processar Value Units ["PVUs"), or other level of use specified by IBM.

"IBM" - International Business Machines Carporation or one of its subsidiaries

"License Infarmation” ("LI") - a document that provides information and any additional terms sperific to a Program. The Program's Ll is
available at www.ibm.com/software/sla. The LI can also be found in the Program's directory. by the use of a system command, or as a booklet
included with the Program

“Program"” - the following. including the original and all whole or partial copies: 1) machine-readable instructions and data. 2] components.
files, and modules, 3} audic-visual content (such as images, text, recordings, or pictures), and 4) related licensed materials (such as keys and
documentation)

"Proof of Entitlement” ("PoE" - evidence of Licensee's Authorized Use. The PoE is also evidence of Licensee's eligibility for warranty, future

updats prices, if any, and potential special or promotional opportunities. If IBM dees not provide Licensee with a PoE, then IBM may accept as
the PoE the original paid sales receipt or other sales record from the party (either IRM or its reszller] from whom Licensee obtained the |

Frint all...

he license agreament;

O 1 do not accept the terms in the license agreement

@ < Bark Next > | Cancel |

8. In the "Shared Resources Directory" field, click Browse and select the directory for
shared resources (Figure 6-10). Then click Next.
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Figure 6-10 Shared Resource Directory

IBM Installation Manager

Install Packages ,_r}_I

Select a location for the shared resources directory.
nstall Licenses Location  » Features summary

When you install packages, files are stored in two locations:

1) The shared resources directory - resources that can be shared by multiple packages.
& 2} The installation directory - any resources that are unique to the package that you are installing.

‘ Important: You can only select the shared resources directory the first time you install a package with the IEM Installation Manager. Far
best results select the drive with the most available space because it must have adequate space for the shared resources of future
packages.

Shared Resourcas Diractory: [/optABM/IMShared Browsa. .
Disk Space Information

Volume  Available Space
/ 172.25 GE

[ < Back Next = Cancel

9. In the "Installation Directory" field, click Browse and select the WASS installation
directory (Figure 6-11). Then click Next.
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Figure 6—-11 New Package Group

IBEM Installation Manager

Install Packages ,:FI

A package group is a location that contains one or mare packages. Some campatible packages can be installed into 2 common package
group and will share a common user interface. Select an existing package group, or create a new one.

Install Licenses Location » Features summary

@ Create a new package group

Package Group Name Installation Directory

. IBM WebSphere Application Server Network Deployment VB8.0 Jopt/IBM/\WebSphere/AppServer

Fackage Group Mame: IBM Web5sphere Application Server Network Deployment V8.0
Installation Directory: |/opt/IBM/WebSphera/AppServer Browse...

Details Disk Space Information

Shared Resources Directory: fopt/IBMAMShared Volume  Available Space

/ 172.25 GB

@ < Back Next > Cancel

10. Select the translation that you wish to install (Figure 6-12) and then click Next.
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Figure 6—12 Translations

IBEM Installation Manager

Install Packages

Select the translations to install.

nsta Licenses Location Features 7 Summary
Translations
[ Brazilian Portuguese [ czech
[ Hungarian [ italian [ Japanese
[1 Romanian ] Russian [ simplified Chinese

—
L ST —
] French [0 German
] Korean [ Polish
] Spanish [ Traditional Chinase
< Back Next = Cancal

11. Select all applicable packages (Figure 6-13) and then click Next.
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Figure 6—-13 Application Packages

IBEM Installation Manager

Install Licenses Location Features 7 Summary

Features
~ [= W IBM WebSphere Application Server Network Deployment 8.0.0.0

E|BDeploy tool for pre-EJB 3.0 modules
e [ stand-alone thin clients, resource adapters and embeddable containers
3] Stand-alone thin clients and resource adapters
Embeddable EJB container
[  sample applications
= [= . IBM Scftware Development Kit
O IBM 32-hit 5DK for Java, Version 6
[ IBM €4-bit SDK for Java, Version &

[ show dependencies Expand All | Collapse All|  Restore Default
- Selected by Installation Manager because of dependencies

Details

IBM WebSphere Application Server Network Deployment 8.0.0.0

IEM WebSphere Apgplication Server Network Deployment is a production-ready Java Platform, Enterprise Editicn (java EE} compliant
annlication server for the denlovment of enteroricse weh services solurinns for dunamic e-husiness. It is the next level in annlication

Disk Space Infermation

Valume Required Temporary Total Mwailable
Shared Resources Area 0.0 KB 936.08 MB 036.08 MB 172.25 GE
Installation Directory / 1.07 GB 1.07 GB 172.25 GB

@ < Back Next = 1 Cancel

Install Packages :i
Select the features to install. e

12. Click Next, review your selections (Figure 6-14), and then click Install.
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Figure 6-14 Selection Review

IBEM Installation Manager

Install Packages ,_l‘}'
Review the summary information. :

nstall Licenses

Features Summary
Target Location
Package Group Name: IBM WebSphere Application Server Network Deployment V8.0
Installation Directory: Jjopt/IBM/WebSphere/appserver
Shared Recources Directory: jopt/IBM/IMShared
Packages
Packages
= [ 1BM WebSphere Application Server Network Deployment §.0.0.0
I E|BDeploy toal for pre-EJB 3.0 modules
= [ stand-alone thin clients, resource adapters and embeddable containers
% Stand-alone thin clients and resource adapters
1% Embeddable EJB container
~ [ IEM Software Development Kit
T IBM 64-bit SDK for Java, Version &

Environment Disk Space Information

English Total Available Space

! 172.25 GB

Total Downlead Size:  936.08 MB
Total Installation Size: 1.9 GB

» Repository Information

(2 < Back Install Cancel

IBM IM starts the installation process (Figure 6-15).
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Figure 6—15 Installation in Progress

IBEM Installation Manager

Install Packages ,_‘li_l

Review the summary information.

nstall Licenses Location Features Summary >
Target Location
Package Group Name: IBM WebSphere Application Server Network Deployment V8.0
Installation Directory: Jjopt/IBM/WebSphere/appserver
Shared Recources Directory: jopt/IBM/IMShared
Packages
Packages
= [ 1BM WebSphere Application Server Network Deployment §.0.0.0
[ E|BDeploy tool for pre-EJB 3.0 modules
= [ stand-alone thin clients, resource adapters and embeddable containers
% Stand-alone thin clients and resource adapters
1% Embeddable EJB container
~ [ IEM Software Development Kit
T IBM 64-bit SDK for Java, Version &

Environment Disk Space Information

English Total Available Space

! 172.25 GB

Total Downlead Size:  936.08 MB
Total Installation Size: 1.9 GB

» Repository Information

Installing.: Retrieving files at 112.8 MB/s, 147 MB of 936 MB (16%) completed
Fause Download| Cancel |

13. When the installation process completes successfully, you are prompted to start
the profile management tool to create profiles. Select Profile Management Tool to
create an application server profile (Figure 6-16) and click Finish.
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Figure 6-16 Profile Management Tool Selection

IBEM Installation Manager

Install Packages I:"\J(_I

o The packages are installed. View Log File

The following package was installed: Which program do you want to start?

- . IBM WebSphere Application Server Network Deployment \ERIig R toe i Management Tool to create a profile.

[l IEM websphere Application Server Network Deplayment

(® :Profile Management Tool to create an application server profi

) None

| Il 2
Note: If the packages support rallback, the temporary directory contains rollback files for installed packages. You can delete the files
on the Files for rollback preference page.

Einish

14. Enter the security username and password for the Deployment Manager console
(Figure 6-17) and then click Next.
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Figure 6-17 Administrative Security

¥ Profile Management Tool 5.0 x

Administrative Security 'g

Choose whether to enable administrative security. To enable security, supply a user name and password for logging inte
administrative tools. This administrative useris created in a repository within the application server. Aftar profile creation
finishes, you can add more users, groups, or external repositories.

Enable administrative security

User name:

[ |

Fassword:

[ |

Confirm passward:

[ |

See the information center for more information about administrative security.

View the anline information center

| Cancel

15. Select Cell (deployment manager and a federated application server). The Cell
environment creates two profiles — one for the deployment manager and one for
the application server (Figure 6-18). Click Next.
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Figure 6—-18 Environment Selection

] Profile Management Tool 8.0 x

Environment Salection

AT

Select a spedific type of environment (o create.
Environments:

¥ Websphere application server
Cell (deployment manager and a federated application server)

Management
Applicaricn server

Custom profile

Sacura proxy [(configuration-only)

Description

A cell environment creates twn profiles; a management profile with a deployment manager and an application server
profile. The application server is federated to the cell of the deployment manager.

|ex

Next = l | Cancel | Finish

16. In the "Profile Creation Options" screen, select Typical profile creation
(Figure 6-19) and then click Next.
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Figure 6-19 Profile Creation Options

$ Profile Management Tool 8.0 E
Profile Creation Options

Choose the profile creation process that meets your needs. Pick the Typical option to allow the Profile Management Toel to
assign a set of default configuration values to the profile. Pick the Advanced option to specify your own configuration
values for the profile.

@ Typical profile creation

Create a cell that uses default configuration settings for the deployment manager and the application server. The

Profile Management Tool assigns unique names to the profiles, nodes, host, and cell. The tool also assigns unique

port values. The administrative console and the default application will be installed. but the Sample applications will

not be installed. You can optionally select whether to enable administrative security. The teol might create a system |2
service fa run the deployment manager depending on the operating system of your machine and the privileges 1
assigned to your user account.

Note: Default personal certificates expire in one year. Select Advanced profile creation to create a personal

certificate with a different expiration

) Advanced profile creation

Create a cell using default configuration settings or specify your own values for settings such as the lecation of the
profile and names of the profiles, nedas, host, and cell. You can assign your own port values. You can optionally
choose whether to deploy the administrative console, the default application, and Sample applications, and create a
Web server definition. You might have the option to run the deployment managear as a system service depending on
the operating system of your machine and the privileges assigned to your user account.

|. = Back | Mext = | | Cancel |

17. Review the information in the "Profile Creation Summary" screen (Figure 6-20),
and then click Create.
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Figure 6-20 Profile Creation Summary

& Profile Management Tool 5.0 x

Profile Creation Summary

profiles. Click Back to change values on the previous panels.

Location: foptABM/WebSphare/AppServar/profilas
Disk space required: 230 MB

Profile type: Call deployment manager
Profile name: Dmgrol
Make this profile the default: True

Cell name: localhostCall01
Mode name: localhostCellManager0l
Host name: localhost

Deploy the administrative console (recommended): True
Deploy the default application: True

Enable administrative security (recommended): False

Administrative consele port: 9060
Administrative console secure port: 9043
Bootstrap port: 9209

SOAP connector port: 8878

Review the information in the summary for correctness. If the information is correct, click Create to start creating the new

Application server envirenment to create: Cell (deployment manager and a federated application server)

< Back | Create | | Cancel |

18. When the profile is created successfully (Figure 6-21), click Finish.
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Figure 6-21 Profile Creation Complete

$ Profile Management Tool 8.0 E

Profile Creaticn Coemplete 2

The Profile Management Toeo! created the profiles successfully.

The next step is te start the node agent for the federated application server and start the deployment manager.

The node agent must be started to allew the deployment manager to communicate with the federated application server.

Use the startNode command in the foptiBEM/wWebspherefappserver/profiles/appsrv0l/bin directory to start the node
agent.

Start the deploymant manager so that other nodes can be federated inte its cell. After the depleyment manager is started,
wou can administer the nodes that belong to the cell.

You can start and stop the deployment manager from the command linge or the First steps console. The First steps console
alse has links to an installation verificatien test and other infermation and features that relate to the depleyment manager.

Launch the First steps console.

To start the Profile Management Tool later. use the PMT command in the app_server_roatibin/ProfileManagement directory
or the option in the First steps console.

| Enish |

19. At this point, you have successfully installed WAS8 and created a Cell env profile.
If you need to update WebSphere to the latest patch release, continue to
Section 6.3, "Updating WebSphere Application Server." If updating is unnecessary,
you can configure WebSphere for WebCenter Sites, before installing WebCenter
Sites. For information about the WebCenter Sites installation process and
WebLogic configuration procedures, see the Oracle Fusion Middleware WebCenter
Sites Installation Guide.

6.3 Updating WebSphere Application Server

This section assumes you have successfully installed WASS8 and created a Cell env
profile. This section provides instructions for updating WASS.

To update WebSphere application server

When upgrading WebSphere, always upgrade the application server and JDK as
recommended by IBM. Below are the steps for upgrading the application server.
Repeat these steps for the JDK as well.

1. Change to the IBM IM directory and launch the installer (Figure 6-22). Once the
installer is launched, click Update. Select the supported update and then click
Next.
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Figure 6-22 IBM IM Directory

IBM Installation Manager

Update Packages

Select the updates to install. Any available fixes can be selacted on the next page.

Update Recommended | Vendor

- % IBM W .

< [ [) IEM WabSphere Application S

[# Version 8.0.0.1 o IEM

Show recemmendead only

2 < Back Next =

Select Recommendad

Cancel

2. Select the fix pack to install (Figure 6-23) and then click Next.
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Figure 6-23 Fix Pack Selection

IBM Installation Manager

Update Packages

Selact the fixes to install.

&
Fixes Recommended Vendor |
e I[] 1BM Web5phere Application Server Network Deployment 8.0.0.1 1BM
[ & 2.0.0.1-WS-WAS-IFPM48033 2.0.1.20110030_1638

Select Recommendad

[ show reccmmended only

Details
8.0.0.1-W5-WAS5-IFFPM48033 8.0.1.20110530_1638

FM48033 iFix for WAS V8 Fixpack 1 More info...

= Repository: https:/fwww.ibm.com/software/repositorymanager/service/com.ibm.websphere. ND.vED/E.0.0.0

~ This fix resolves APARS:
- PM482033

< Back Next = Updata Cancal

3. Read and accept the License agreement (Figure 6-24) and then click Next.
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Figure 6-24 License Agreement

IBM Installation Manager

Update Packages

Read the following license agreements carafully.
Update Packages Updates Licenses » Features Summary
International Program License Agreement
Fart 1 - General Terms
BY DOWRNLOADING, INSTALLING. COPYING. ACCESSING. CLICKING ON AN "ACCEPT" BUTTON. OR OTHERWISE USING THE PROGRAM.
LICENSEE AGREES TO THE TERMS OF THIS AGREEMENT. IF ¥OU ARE ACCEPTING THESE TERMS ON BEHALF OF LICENSEE, ¥COU REPRESENT
AND WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,
- DO NOT DOWNLOAD. INSTALL. COFY. ACCESS. CLICK ON AN "ACCEPT" BUTTON. OR USE THE PROGRAM: AND

- PROMPTLY RETURN THE UNLSED MEDIA. DOCUMENTATICON. AND PROOF OF ENTITLEMENT TO THE PARTY FROM WHOM IT WAS OBTAINED
FOR A REFUND OF THE AMOUNT FAID. IF THE PROGRAM WAS DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM.

1. Definitions

“Authorized Use” - the specified level at which Licensee is authorized to execute or run the Program. That level may be measured by number
of users. millions of service units ("MSUs"). Processar Value Units ["PVUs"). or other level of use spercified by IBM

“IBM" - International Business Machines Carporation or ong of its subsidiaries.

"License Infarmation® ("LI") - a document that provides information and any additional termes sperific to a Program. The Program's Ll is
available at www.ibm.comysoftware/sla. The LI can also be found in the Program's directory, by the use of a systerm command, or as a booklet
included with the Program.

“Program"” - the following. including tha original and all whole or partial copies: 1) machine-readable instructions and data, 2] components,
files, and moedules, 3) audic-visual content (such as images, text, recordings, or pictures), and 4) related licensed materials (such as keys and
documentation).

"Proof of Entitlement" ("PoE"] - evidence of Licensee's Authorized Use. Tha PoE is alen evidence of Licensee's eligibility for warranty, future

update prices, if any, and potential special or promotional opportunities. If IBM does not provide Licensee with a PoE, then IBM may accept as
the PoE the original paid sales receipt or other sales record from the party (either IBM or its reseller] from whom Licensee obtained the

O 1 do not accept the terms in the license agreement

)] < Back Next = | Cance

@ | accept the terms in the license agreement Frint All...

4. Select the features to update (Figure 6-25) and then click Next.

Installing IBM WebSphere Application Server

6-25



Updating WebSphere Application Server

Figure 6-25 Features for Update

IBM Installation Manager

Update Packages
Select the features to install.

Update Packages Updates Licenses Features } Summary

Features
~ [= W IEM WebSphere Application Server Network Deployment 8.0.0.1

E|BDeploy tool for pre-EJB 3.0 modules
= [+ [ Stand-alons thin clients, resource adapters and embeddable containers
1 Stand-alone thin clients and resource adapters
M Embeddable E|B container
[0 sample applications
= [=] . |IEM Software Development Kit
[0 I1BM 32-bit SDK for Java, V
A IBM 64-bit 5DK for Java,

on 6

Version 6

[ show dependancies Expand All | Collapse All | ﬁestore|
- Selected by Installation Manager because of dependencies

Details

I1BM WebSphere Application Server Netweork Deployment 8.0.0.1

IEM WebSphere Application Server Network Deployment is a production-ready Java Platform, Enterprise Edition {Java EE) compliant
annlicarinn server for the denlovment of enferorise weh servires solutions for dvnamic e-husiness. IF is the next level in annlication

Disk Space Information

Volume Required  Temporary Total Available
Shared Resources Area |/ 7T.B KB 768.11 MB 768.19 MB 170.09 GB
Installation Directary ] 936.75 MB 936.75 MB 170.09 GB

@ < Barck Next = Update Cancel

5. Click Update to start the update process (Figure 6-26).
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Figure 6-26 Update Process

IBM Installation Manager

Update Packages

Review the summary information.

Update Packages Updates Licenses Features Summary

Target Location

Package Group Name: IBM WebSphere Application Server Network Deploymeant V8.0
Installation Directory: jopt/IBM/WebSphere/fdppserver
Shared Resources Directory: jopt/IBM/IMShared

Updates

Features To Install Features To Remave
= [ 18M WebSphere application Server Network Deployment 8.0.0.1
[ 8.0.0.1-WS-WAS-IFFM48033 8.0.1.20110930_1538

P (7= 1BM websphere Application Server Network Deployment 8.0.0.

Disk Space Information

Total Available Space

170.08 GB
Total Download Size: 768.19 MB
Total Installation Size: 1.66 GE
» Repository Information
@ < Rack Updats Canceal

6. When the update process completes successfully (Figure 6-27), click Finish.
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Figure 6-27 Update Packages

IBM Installation Manager

Update Packages

0 The packages are updated. View Log File

All the following updates were installed:
Update Installation Directory
+ g, IBM WebhSphere Application Server Network Deployment Va0 Jopt/IBMWehSphere/AppSer
= [J 1BM WebSphera Application Server Network Deployment 8.0.0.1
ﬁ;" £2.0.0.1-WS-WAS-IFFM48033 2.0.1.20110930_1638

Note: If the packages support rollback, the temporary directory contains rellback files for installed
packages. You can delete the files on the Hles for rollback preference page.

@ Einish
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Installing a Web Server

Part III describes how to install a supported web server. It contains the following
chapters:

»  Chapter 7, "Installing Oracle HTTP Server 11g"

»  Chapter 8, "Installing Apache Web Server"

»  Chapter 9, "Installing IBM HTTP Server 8.0 and 8.5"
»  Chapter 10, "Installing IBM HTTP Server 7.0"

»  Chapter 11, "Installing Microsoft Internet Information Services 8.0 on Windows
2012 Server"

»  Chapter 12, "Installing Microsoft Internet Information Services 7.x on Windows
2008 Server"






7

Installing Oracle HTTP Server 11g

This chapter provides instructions for installing Oracle HTTP Server and configuring
Oracle HTTP Server to use with WebLogic.

This chapter contains the following section:

»  Section 7.1, "Oracle HTTP Server 11g Installation Steps"

7.1 Oracle HTTP Server 11g Installation Steps
Follow these steps to install the Oracle HTTP Server:

1. Oracle HTTP Server is available as a webserver component in Oracle Web Tier.
Download Oracle Web Tier 11¢g from Oracle. The following steps assume you have
downloaded the Oracle FMW Web Tier and installed it on a Linux system.

2. Create a non root user and extract the installer contents from the downloaded
Oracle Web Tier zip file.

3. Navigate to the extracted directory and execute runInstaller. On the first
installation it will ask you for the Inventory Directory (Figure 7-1). Select Browse
and select the correct group name and click OK.
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Figure 7-1 Specific Inventory Directory

E, Oracle Fusion Middleware 11g Web Tier Utilties Installstion WX

(|
N

Specify Inventory directory ORACLE 113

FUSION MIDDLEWARE

You are starting your first installation on this host. As part of this install, you need to specify a directory for
installer files. This is called the "inventory directary”. Within the inventory directory, the installer automatically sets
up subdirectories for each product to contain inventory data and will cansume typically 150 Kilobytes per product.
Enter the full path of the inventory directory.

Yau can specify an Operating System group that has write permissions to the above directary

Inventory Directory: |fuIJ1,fsoftware,prps,foracIefnralnventory | | Erowse
Operating System Croup name: |0rac|e | - |
Help ‘ Ok | | Cancel

4. In this chapter, we enable the Continue installation with local inventory option
(Figure 7-2). This may not apply to your installation configuration.

Figure 7-2 Inventory Location Confirmation Dialog

Ep Inventory Location Cerfirmation Dialog ) LX)
Certain actions need to be performed with root privileges before the install can
continue. Please execute the script

Jull jsoftware fAppsforacleforalnventory fcreate Centrallnventory. sh now from
anather window and then press "OK" to continue the install.

If you do not have the root privileges and wish to continue the install select the

"Continue installation with local inventory” aption

Continue Installation with local inventory

| Help | Ok | | Cancel

5. On the Welcome screen (Figure 7-3), click Next.
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Figure 7-3 Welcome Screen

E b Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 1 of 14 ) &)

oRrRACLE
Welcome
FUSIDN MIDDLEWARE

\Tf Welcome |

| Welcome to Oracle Fusion Middleware 119 Web Tier Utilities Installer

Install Software Updates

T = version 11.1.1.6.0. This installer can be used to install 2 newWeb Tier
).;,,\ Install and Configure Qracle Home or to update an existing Web Tier Oracle Home.

|
¥ Prerequisite Checks For additional infarmation and installation instructions, please refer to

the Qracle Fusion Middleware Installation Guide for Web Tier Utilities and

b Installation Location the Oracle Fusion Middleware Patching Guide.

| .
b Secunndlindsies Click Help at any time for context-sensitive help.

|
Configure Components
. Lonflg :

Click Next ta begin the installation.
Specify WebLogic Doma

Specify Component Det

Config Part : . - ) - .
S Copyright () 1999, 2011, Oracle andfor its affiliates. All rights reserved.

Installation Sum mary

Installation Progress

Configuration Progress

Complete i
[ [»]

Help | ﬂext>| Cancel

Installati

— (€€~

— |-~

| [Etapsed Time: 21m 47s

6. If you wish to install software updates enter your credentials (Figure 7—4) and click
Next.
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Figure 7-4 Install Software Updates

E haigd Oracle Fusion Middleware 11g Web Tier Utilities Installstion - Step 2 of 14 ) %)
OoRACLE'
Install Software Updates
i FLISIDI'I MIDDLEWARE
I\
Welcome =
g SRS () Skip Software Updates
- My Oracle Support Upd (%) Search My Oracle Support for Updates
I .
A Install and Configure User Mame:
|
T Prerequisite Checks Password:
|
T Installation Location | Proxy Settings Test Connection
} Security Updates () search Local Directory for Updates
|
oy Configure Components Search For Updates |
|
T Specify WebLogic Doma
|
T Specify Component Det
|
T Caonfigure Ports
|
T Installation Summary
I Installation Progress Allows user to search for and download software updates from My Oracle
I Support using My Oracle Support Account user name and password.Click"Test
T Configuration Progress Caonnection" to test the credentials.
| —
~ Installation Complete |
L] [ 1]
| Help | < Back | Cancel
| |Elapsed Time: 22m 2s

7. On the Select Installation Type step (Figure 7-5), select the Install and Configure
option and click Next.
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Figure 7-5 Select Installation Type

\rf

of®

Select Installation Type

Welcome

|
¥ Skip Software Updates

Oracle Fusion Middleware 11g Web Tier Utilties Installstion - Step 3 of 14 ) WX

ORACLE’ 1 1
FUSION MIDDLEWARE

-

() Install and Configure

I

= Install and Configure
|

¥ Prerequisite Checks

|

¥ Installation Location

|
¥ Security Updates

|
Configure Components
o= -

Select this option if you are perfarming a new installation.

'3:::1' Install Software - Do Not Configure

Specify Weblogic Doma

Select this option if you are updating an existing installation or
performing a new installation to be configured later.

Specify Component Det

Configure Ports
Installation Summary

Installation Progress When installation is complete, you can modify the configured instance using
Configuration Progress

Installation €

omplete

Enterprise Manager or WeblLogic Server Administration Consale.

[l

[_1»]

= Back " ﬂext‘}J Cancel

|Elapsed Time: 22m 22s

8. On Prerequisite Checks steps (Figure 7-6), be sure you have all the required
prerequisites and then click Next.
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Figure 7-6 Prerequisite Checks

E ) Oracle Fusion Middleware 11g Web Tier Utilties Installstion - Step 4 of 14 ) X
o - ORACLE'
Prerequisite Checks
FUSIDN MIDDLEWARE
INE[EomE = Selectior| Check | Progress | Status |
\:,- Skip Software Updates Checking operating system certific... 100% o
)‘:,,\ Install and Caonfigure Checking recommended operating... 100% o
\L. Prerequisite Checks Checking kernel parameters 100% v
T
+ Installation Location Checking Recommended glibc ver... 100% v
+ Sacurity Updates Checking physical memary 100% I
Jecurity Updates
| ) i
'y Configure Components Checking for LD_ASSUME_KERMEL ... 100% W
|
¥ Specify Weblogic Doma
|
¥ Specify Component Det
|
T Configure Ports
T Installation Summary
, Installation Progress [# " Checking operating system certification | =
[ - ---«’ Checking recommended operating system packages
I Configuration F‘r-.-gre--_ [ o Checking kernel parameters
b Installation Complete |+ ---«/ Checking Recommended glibc version —
| |'|_ Ml Fliaclima mlaecical mam o, e’
< Back " Next = | | Cancel
| |Elapsed Time: Om 50s

9. In this chapter, we will create a new Middleware home (Figure 7-7). This may not
apply to your installation configuration.
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Figure 7-7 Specify Installation Location

-

Welcome
| dicuks,

|
¥ Skip Software Updates
|
Install and Configure
T
Prerequisite Checks
T
@ Installation Location

|
¥ Security Updates

|
Configure Components
o= -

Specify WebLagic Doma|

Specify Component Det

Installation Summary
Installation Progress

Configuration Progress

i
T
¥ Configure Ports
|
'TJ
|
T
I
T
|

[l

Installation Complete

[ 1»]

E et Oracle Fusion Middleware 11g Web Tier Utilties Installation - Step 5 of 14

Specify Installation Location

OR)

ORACLE’ 11
~ FUSION MIDDLEWARE

[
B

Oracle Middleware Home: teprpsfnracle,fr\-1iddleware|:| | Browse

Oracle Home Directary: |Orac|e_\l'l.f'|'1 |

______ & If canfiguring against a domain ensure the Application Server has
=2 already been installed.

= Back " Mext = | | Cancel

|Elapsed Time: 1m 35s

10. On the Specify Security updates step (Figure 7-8), enter your details to receive
security updates.
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Figure 7-8 Specify Security Updates

E - Oracle Fusion Middleware 11g Web Tier Utilties Installstion - Step 6 of 14 WX

(|
N

Specify Security Updates ORACLE’ 11

FUSION MIDDLEWARE

¢ Welcome |=
Provide your email address to be informed of security issues, install the product
Skip Software Updates and initiate configuration manager. View details.
Install and Configure -
Em ail:
y Prerequisite Checks Easier for you if you use your My Qracle
Support email address fusername.

¢ Installation Location
|\ Security Updates I wish to receive security updates via My Oracle Support.

My Oracle Support Password:

Specify WebLagic Doma|

Specify Component Det

Configure Ports

Installation Summary

Installation Progress

¥
|
¥
|
T
T
|
Y
T
b
I
).r\ Configure Camponents
i
T
i
kIJ
|
]
I Configuration Progress
|

[l

Installation Complete

[ 1»]

= Back " Mext = | | Cancel

| |Elapsed Time: 1m 55s

11. For this release, we will not associate Oracle HTTP Server with a WebLogic
domain. Associating web tier components involves creating a WebLogic domain
with JRE. WebCenter Sites version 11.1.1.8.0 will not deploy correctly on a
WebLogic domain with JRF and EM components.

On the Configure Components step (Figure 7-9), do not enable the Associate
Selected Components with WebLogic Domain option. Disable this option if it is
enabled. click Next.
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Figure 7-9 Configure Components

\.IJ

1
T
I
I
g
s
7
7
7
I
|

oo

Configure Components

Welcome

Skip Software Updates

Install and Configure
Prerequisite Checks

Installation Location

Security Updates

| Configure Components

Specify Component Details

Configure Ports
Installation Sum mary
Installation Progress
Configuration Progress

Installation Camplete

[1»]

Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 7 of 14

) &

ORACLE’ 11
FUSION MIDDLEWARE

Oracle HTTP Server

Oracle Web Cache

Oracle Process Manager Natification (OPMM) is always configured

|:| Assaciate Selected Compoaonents with WebLogic Domain

= Back ” Mext:>_] | Cancel

|Elapsed Time: 3m 19s

12. On the Specify Component Details step (Figure 7-10), specify your web tier
component details and click Next.
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Figure 7-10 Specify Component Details

E et Oracle Fusion Middleware 11g Web Tier Utilties Installstion - Step 8 of 14 ) X
- . ORACLE'
Specify Component Details
F FUSIDN MIDDLEWARE
Welcome |
[ —
¥ Skip Software Updates
|
A Install and Configure
| o Instance Home Location: |,futll,fsu:uftwarejﬁppsjorac| | Browse
¥ Prerequisite Checks
| . -
¥ Installation Location Instance Mame: ||nstancel |
|
Security Updates
i
Configure Components
L ——
@ Specify Component De| OHS Component Mame: ||:|hsl |
| o
¥ Web Cache Administrat Web Cache Compaonent Name: |webcachel |
|
Configure Ports
i
Installation Summary
i
I Installation Progress
I
I Configuration Progress
| |
2 Installation Complete |-
I ]
< Back " Mext :>_J | Cancel
| |Elapsed Time: 4m 19s

13. On the Web Cache Administrator Password step (Figure 7-11), enter the web cache
password and click Next.

7-10 Oracle Fusion Middleware WebCenter Sites: Installing and Configuring Supporting Software



Oracle HTTP Server 11g Installation Steps

Figure 7-11 Web Cache Administrator Password

E o Oracle Fusion Middleware 11g Web Tier Utilities Installation - Step 9 of 14 ) 2
Web Cache Administrator

Password o oo 11

FUSION MIDDLEWARE

FY

Welcome
\r’ L=l EA IS

|
¥ Skip Software Updates

|
Install and Configure
Jp. Install and Configure

|
¥ Prerequisite Checks

® Installation Location Web Cache Administrator Password: |uuuu |
| .
¥ Security Updates Confirm Password: |uuuu |

|
Configure Components
Ay, Lonfla :

|
¥ Specify Component Det

I
e Web Cache Administra)
|

¥ Configure Ports

Installation Progress

Configuration Progress

Ll

T Installation Sum mary
T
|
T
|

< Back ” ﬂext>J | Cancel

| [Elzpsed Time: 4m 3895

14. Depending on your configuration, select the Auto Port Configuration option or
the Specify Ports Using Configuration File option (Figure 7-12). If you select the
Specify Ports Using Configuration File option, provide the file name of the
configuration file used to specify the ports. Ports can be modified later if needed.
Select Next.
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Figure 7-12 Configure Ports

E - Oracle Fusion Middleware 11g Web Tier Utilitizs Installation - Step 10 of 14 ) WX

Configure Ports ORACLE 11

FUSION MIDDLEWARE

f

Welcome
| dicuks,

|
¥ Skip Software Updates

|
Install and Configure — ) .
T (=) Auto Port Configuration

|

Prerequisite Checks
i
¥ Installation Location .
| () Specify Ports using Configuration file
¥ Security Updates

|
Configure Components
o= .

Specify Component Det]

Web Cache Administrat

Installation Summary

Installation Progress

Configuration Progress

i
1
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|
'TJ
|
T
I
T
|

[l

Installation Complete

[ ]»]

= Back " Mext = | | Cancel

| |Elapsed Time: 4m 48s

15. On the Installation Summary step (Figure 7-13), verify the installation summary
and click Install.
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Figure 7-13 Installation Summary

E heed Oracle Fusion Middleware 11g Web Tier Utilitizs Installation - Step 11 of 14 ) )

Installation Summary ORACLE 11

FUSION MIDDLEWARE

-

[ Type: Install and Configure

Fs

Welcome
[ —

¢ Skip Software Updates }-Location: full/software | Apps foracle /Middleware | Oracle_WT2
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\:,- Prerequisite Checks | || i == Standalone Case

+ Installation Location E}"[):uk Space

i [—}--Qracle Home

§ Security Updates Required: 1900 ME
weAvailable: 3624 MB
[E-Oracle Instance Home
“Required: 40 MB

).r\ Configure Components
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i 1l r D
¥ Configure Ports e —
I Save Response File: Save
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16. On the Configuration Progress step (Figure 7-14), click Next when configuration is
complete.
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Figure 7-14 Configuration Progress

E Wt Oracle Fusion Middleware 11g Web Tier Utilitizs Installation - Step 12 of 14 2 )
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17. The Installation Progress step displays the installation progress (Figure 7-15). The
installer will start the web tier components by default.
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Figure 7-15 Installation Progress
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Starting or Stopping from the Command Line
To start or stop components from the command line:

= Use cd to navigate to your instance directory. Under the /bin directory execute the
opmnctl command. To start or stop all components use:

./opmnctl stopall
./opmnctl startall

= For one component first execute . /opmnctl start and then use the commands
listed below to start or stop specific components:

./opmnctl startproc ias-component=<Oracle HTTP Serverl>
./opmnctl stopproc ias-component=<Oracle HTTP Serverl>
./opmnctl restartproc ias-component=<Oracle HTTP Serverl>
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Installing Apache Web Server

This chapter describes how to install Apache HTTP Server systems. You can install
Apache HTTP Server on the same machine that will host WebLogic and WebCenter
Sites, or you can install and use it on a separate host.

This chapter contains the following sections:

Section 8.1, "Is Apache Web Server Already Installed?"
Section 8.2, "Installation Options"

Section 8.3, "Documenting Your Apache Parameters"
Section 8.4, "Verifying that Apache Runs Properly"
Section 8.5, "Next Step"

8.1 Is Apache Web Server Already Installed?

1.

Apache HTTP Server can come pre-installed on UNIX-based platforms such as
Solaris and Linux. Determine whether Apache is installed on the environment(s)
on which you plan to run it.

Note: If Apache Web Server is already installed, ensure the installed
version matches the minimum version supported in the Oracle
WebCenter Sites Certification Matrix. If Apache Web Server exists and is
supported, then you can skip the installation of Apache Web Server.
However, if the version installed on your environment is out of date,
you are required to compile a new version.

If Apache is already installed, continue with Section 8.3, "Documenting Your
Apache Parameters." If Apache is not installed, continue to Section 8.2,
"Installation Options."

8.2 Installation Options

To install Apache Web Server, you can do one of the following:

Install it from your source medium.
Download it from the Internet.

Build it from source; that is, select the modules and compile the Apache executable
yourself, as described in this section. For detailed instructions, refer to the
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information that the Apache Foundation makes available at
http://www.apache.org/.

To build Apache Web Server 2.2 from source
1. Extract, compile, and install Apache 2.2.x as follows:

a. tar xvijp httpd-2.2.x.tar.bz2

b. ./configure --enable-so --enable-mods-shared="proxy cache ssl all"
--prefix=<PATH_TO_APACHE_HOME> --with-included-apr

c. make
d. make install

2. Set the variable $APACHE2_HOME to the directory in which Apache 2.2.x was
installed.

To build Apache Web Server 2.4.x from source

1. Download APR, APR-util (Apache Portable Runtime), PCRE (Perl-Compatible
Regular Expressions Library), and Apache HTTP 2.4.x.

2. Unpack Apache HTTP 2.4.x. Under the srclib directory (located in the root
folder), create an apr, apr-util, and pcre directory.

3. Unpack APR, APR-util, and PCRE into their respective directories (created in step
2).

4. Build Apache 2.4.x

./configure --enable-so --enable-mods-shared="proxy cache ssl all"
--prefix=<APACHE_HTTPD_HOME> --with-included-apr --with-pcre

8.3 Documenting Your Apache Parameters

We strongly recommend that you document the details of your Apache installation as
mentioned in Table 8-1.

Table 8-1 Apache Parameters

Parameter Description / Your Value
Web Server Version The version of Apache that the host is running. Note that you
(WebVersion) must use a version that WebCenter Sites supports.
Your Value:
Web Host Name The name by which the Apache host machine is known on the
(WebHost) network.
Your Value:
Web Host IP Address The numeric Internet Protocol address assigned to the Apache
(WebIP) host machine.
Your Value:
Web Server Port The port number assigned for Apache communications. By
(WebPort) default, it has the value 80.
Your Value:
Apache Root Directory The top-level directory in which Apache is installed. Immediate
subdirectories of ApacheRoot include bin and conf.
(ApacheRoot)

Your Value:
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8.4 Verifying that Apache Runs Properly

In this step, you will start Apache and verify that it is running properly. For
verification instructions, see the Apache web site (http: //www.apache.org).

8.5 Next Step

Configure Apache to run with WebLogic and WebCenter Sites. For instructions, see the
Oracle Fusion Middleware WebCenter Sites Installation Guide.
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Installing IBM HTTP Server 8.0 and 8.5

This chapter contains the following sections:
»  Section 9.1, "IBM HTTP Server 8.0 and 8.5 Installation Steps”

»  Section 9.2, "WebServer Plugin Configuration"

Note: Keep in mind the following;:

s This chapter is for WebSphere 8.0 and 8.5. If you are installing on
WebSphere 7.0, see Chapter 10, "Installing IBM HTTP Server 7.0."

» In this chapter, IBM HTTP Server is referred to as "IHS."
WebSphere Application Server is referred to as "WAS."

9.1 IBM HTTP Server 8.0 and 8.5 Installation Steps

To install the IBM HTTP Server, complete the following steps:

Note: There installation instructions assume you have installed IBM
Installation Manager (IIM). If you do not have IIM installed, you must
do so.

1. Download the IBM HTTP Server installer files from the IBM website and extract
the contents to a folder of your choice. Refer to the Oracle WebCenter Sites
Certification Matrix for supported versions with WebCenter Sites here:
http://www.oracle.com/technetwork/middleware/webcenter/sites/downloads/
index.html

2. In the IIM, select File, then select Preferences, then select Add Repository to
configure an IBM HTTP Server repository.

Test the connection to the new repository.

3. Check for the latest available versions by clicking the Check for other Versions,
Fixes and Extensions button.

4. From the list of available Install Package items, select IBM HTTP Server for
WebSphere Application Server, Web Server Plug-ins for IBM WebSphere
Application Server, and WebSphere Customization Toolbox. See Figure 9-1 for
details:
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Figure 9—-1 Install Packages
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IEM HTTF Server for WebSphere Application Server provides advanced web server cgpabilities with consistent management and security in a
WebSphers Application Server environment B HTTP Server for WehSphere Application Serveris based on Apache HTTP Server More info .

= Repository: https:/fwwwibm.com/sofiware/repositorymanager/servica/com ibm websphere PLG w20/2.0.0.5

&

Next = Instal | l Cancel

o
(]

5. Select the appropriate version of the SDK (Figure 9-2), and click Next.

9-2 Oracle Fusion Middleware WebCenter Sites: Installing and Configuring Supporting Software



IBM HTTP Server 8.0 and 8.5 Installation Steps

Figure 9-2 Selecting SDK for Installation

9 ) IBM Installation Manager =@ wlcoss= [E VRt
Install Packages
Select the fixes to install.
I [ e
Fixes Recommended ‘Vendor
= [ [ IBM HTTP Server for WebSphere Application Server 8.0.0.5 IBM

[0 8.0.0.0-WS-WAS|avasDK-LinuxX 32-IFFM75381 8.0.0.20121027_1101
V1117 8.0.0.0-WS-WAS)avaSDK-LinuxX 64-IFFM75381 8.0.0.20121027_1101

= [= [[| Web Server Plug-ins for IBM WebSphere Application Server 80.0 5 IEM
[JI[¥ 8 0.00-WS-WAS]avasSDK-LinuxX32-IFFM75381 8.0.0 20121027_1101
ﬁ:f 2.0.0.0-WS-WAS |avaSDIK-LinuxX64-IFFM75321 8.0.0.20121027_1101

v [= @ WebSphere Customization Toolbox 2 0.0.5 IEM
O ﬁ 2.0.0.0-WS-WAS |avaSDK-LinuxX32-IFFM75381 8.0.0.20121027_1101
ﬂ'} 8.0.0.0-W5-WAS|avaSDK-Linux¥&4-IFFM75381 8.0.0.20121027_1101

Check for Other Fixes

Details

IBMHTTP Server for WebSphere Application Server 8.0.0.5

IBM HT TP Server for WebSphers Application Server provides advanced web server capabilities with consistent management and security in a
WehSphera Application Server environment. IBM HTTP Server for WebSphere Application Serveris based on Apache HTTP Server More info. .

= Repostory: https /www.ibm.com/se ftware/repositorymanager/service/com ibm.websphers FLG v80/8.0.0.5

@ <pack || mew> | peal || cancer

6. Read and accept the license agreement (Figure 9-3). Click Next.

Installing IBM HTTP Server 8.0 and 8.5 9-3



IBM HTTP Server 8.0 and 8.5 Installation Steps

Figure 9-3 Installation Agreement

7 BMHTTP Server for WehSphare Application Server
Software License Agresment

= Web Server Plug-ins for [BM WebSphere Application Server
Software License Agreement

= WebSphere Custamization Toclbox

Oftware License Agreemen

International Program License Agresment

Fart 1 - General Terms ]

BY DOWNLOADING, INSTALLING, COPYING, ACCESSING, CLICKING DN AN
"ACCEPT" BUTTON, OR OTHERWISE USING THE PROGRAM, LICENSEE
WWGREES TO THE TERMS OF THIS AGREEMENT. IF YOU ARE ACCEFTING
THESE TERMS ON BEHALF OF LICENSEE, YOU REPRESENT AND
WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND LICENSEE TO
THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, CLICK ON AN "ACCERT"
EUTTON, OR USE THE PROGRAM, AND

- FROMPTLY RETURN THE UNUSED MEDIA, DOCUMENTATION, AND
FPROCF OF ENTITLEMENT TCO THE PARTY FROM WHOM IT WAS OETAINED
FOR A REFUND OF THE AMOUNT FAID . IF THE FROGRAM WAS
DOWNLOADED, DESTROY ALL COPIES OF THE PROGRAM.

1. Definitions

"Authorized Use" - the specified leval at which Licenses is authorized to
execute or run the Program. That level may be measured by number of
users, millions of service units ("MSUs"), Processor Value Units ("PVUS"),
or other level of use specified Dy IBM.

"IBM" - International Business Machines Corporation or ong of its
subsidiaries.

"License Information" (*L1") - a document that provides information and |[-]

@ | accept the tarms in the licanse agreements

() | do not accept the terms in the license agreements

9 (%) I=ENT Managzr (%)
Install Packages
Read the following license agreements carefully
Install [ Licemses » Location Features Summary

Print All._.

<gack || mext> Instal

Cancel

7. If necessary, change the installation directory location (Figure 9-4). Click Next.
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Figure 9—4 Installation Directory Location

aw

IEM Installation Manager =@ wlcoss> () ()

Install Packages
The packages will be installed into the indicated package

Install Licenses Location > Features Summary

groups. Select the package group to change the installation directory.

Package Group Name
= " IBM HTTP Server VB .O

ﬁ B.0.0.0-W5-WAS|avasDR-LinuxxX64-IFFM73381
~ %, Web Server Plug-Ins Tor I8M WebSphere Application

¥ B.00.0-WS-WASJavaSDK-LinuxX64-IFPMT538 1
= ‘o, WebSphere Customization Toolbox V8.0
= [Tl WehSnhers Customizatinn Toalhox B 0.0 5

= [[J IBM HTTP Server for WebSphere Application Server 8

= Il Web Server Plug-ins for IBM WebSphere Application 5

Installation Directory Architecture

fullfsoftware/Apps/EMHTTFServer

8.0
Sen Jull/software/Apps/AEM/WebSphereB/Plugins

8.0
Jullljeoftware/dpps IEM/WehSphereB Toolbox

Fackage Group Mame: 1BM HTTF Server Va.0

Installation Directory: [,.fu01.fso ftware/AppsBM/MHTTPServer

Detalls

] [B[owsg...]
DIsk Space Information
Shared Resources Directory: jul l/softwarefApps/|BM/AMShared Volume  Available Space
! 7.47GB
<pack || Mest> | el [ cancel

8. Review the features to be installed (Figure 9-5), and click Next.
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Figure 9-5 Reviewing Installation Packages

9 (%] 1EM I ion Manager &)

Install Packages
Select the features to install.
Install Licenses Location Features 3 Summary

Features

+ [ I IBM HTTP Server for WebSphere Application Server 8.0.0.5
P [=] [[] Web Server Plug-ins for I3M WebSphere Application Server 8.0.0.5
P[] [[) wensphere Customization Toolbox 8.0.0.5

[] Show dependencies Expand ml] [gouapse Al | Restora Default

#- Selected by Installation Manager because of dependencies

Details

IBMHTTP Server for WebSphere Application Server 8.0.0.5

IBM HTTF Server for WebSphera Application Server providas advanced weh server capabilities with consistent management and security in
a WehSohere Annlication Server environment IBM HTTP Server for WehSohere Anolication Server is hased on Apache HTTP Server

Disk Space Information

Volume Reguired  Temporary Total Avallable

Shared Resources Area /| O0OKE 405.7/5MB  406.75MB TATGB

Installation Directory ! 141 GB 141 GRB 747 GB
@ < Back ]l Mext = ] [ Instan | [ Cancel

9. Set the port in the HTTP port field (Figure 9-6). The default port is 80.
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Figure 9-6 Setting the HTTP Port

9 g IEM Installation Manager <@ wnlcoss= [ 4]
Install Packages
Fillin the configurations for the packages
Install Licenses Location Features > Summary

< [l BMHTTP Server for WebSE Configuration for IEM HTTP Server for WebSphere Application Server 8.0.0.5
L RV T el Web Server Configuration

Specify a port number for IBM HTTF Server to communicate. The default port is BO. If
the default port is already in use. then change to another port that is available.
Running IBM HTTF Server without root or Administrative privieges might restrict use of
ports below 1024

o por

(=]

<mack | mexs el

10. Summary information is displayed (Figure 9-7). Review the summary
information, and click Install.
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Figure 9—-7 Final Installation Review

au

1BM Installstion Mansger =@wicosb=

C

&

Install Packages
Review the SUMMmary information.

N _ N T Y
Instal Licenses Location Features Summary 2
Target Location

Shared Resources Directory: fullljsoftware/Apps/IEM/IMSharad
Packages

Packages

Installation Directory
= " IBMHTTP Server VE.0

fullfsoftware/Apps/IEM/HTTPServer
= [ IBMHTTF 5erver for WebSphers Application Server 8.0

E‘f 8.0.0.0-W5-WAS|avaSDOK-LinuxkK64-IFFMT5381 5 0.¢
b % Architecture Selection
= T Wb server Flug-ins ror IEM WebSphere Application Servi jul ljsoftware/Apps/JIEM/Webspheres/Plugins
= [ Web Server Plug-ins for IBM WebSphere Application Se
[ 8.0.0 0-WS-WASJavaSDK-LinuxX64-IFPMT5381 8 0.(
P [ IBM Runtime Enviranment for |ava
- T, WebSphere Customization Toolbox VB O Jull/software/Apps/IEM/WebSphere2Toolbox
- [ WebSphere Customization Toolbox 8.0.0.5
W £.0.0.0-WS-WAS |avaSDK-LinuxK64-IFFM75321 8.0.¢
- Web Server Plug-ins Cenfiguration Tool

i Profile Management Tool (/05 only)
Environment

Disk Space Information
English

!

Total Download Size: 406.75 MBE
Total Installation Size: 1.81 GB
» Repository InfTormation

<Back | Next

<

Total Available Space

7.47 GB

Install

J

Cancel

9.2
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The packages will install. Once complete, move on to Section 9.2, "WebServer Plugin

Configuration."

WebServer Plugin Configuration

Once the IIM has installed the IHS, you can then configure the WebServer plugin.

To configure the WebServer plugin, complete the following steps:

1. Run the WebSphere Customization Toolbox.
2

Configuration Tool and click Launch Selected Tool.

In the List of provided tools listbox (Figure 9-8), select Web Server Plug-ins



WebServer Plugin Configuration

Figure 9-8 Launching Web Server Configuration Tool

bt WebSphere Custornization Toolbox 8.0 =@ wlcosB> ) & &
File Window Help

| Ewelcome

€3 welcome i3 =0

Welcome to the WebSphere Customization Toolbox

Select a tool in the following list to display the welcome information for that tool. To launch a tool, select
a tool in the list, and click Launch Selected Tool. Alternatively, select Window = Open Perspective and
select a tool in the list.

List of provided tools:

Profile Management Tool (/OS5 only)
Z/05 Migration Management Tool

Web Server Plug-ins Configuration Tool

Launch Selected Tool

Melcome information for selected tool

Use the Web Server Plug-ins Configuration Tool to configure the Web server plug-ins for IBM
Web5phere Application Server Version 8.0 so that your Web server and application server can
communicate with each other. Learn more about configuring the Web server plug-ins from the Web
Server Plug-ins Configuration Roadmap for WebSphere Application Server Version 8.0 or the online
information center.

Web Server Plug-ins Configuration Tool

This tool will help you configure the Web server plugins.

3. Inthe Add Web Server Plug-In screen (Figure 9-9), click Browse. Select the same
plugin location selected in step 7 of Section 9.1, "IBM HTTP Server 8.0 and 8.5
Installation Steps."
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Figure 9-9 Setting the Plug-in Location

i Web Server Plug-ins Corfiguration Tool 8.0 =@ wlcosE= SR
Add Web Server Plug-in Location

Add a previously installed Web server plug-in location to your working set.

Web server plug-in location

MName:

[WebSewerPlugin51DB

l

] | B[DWSE...:

Location: [,"uD1;591‘twarempp5;IBMM&bSphererF’lugin5

Cancel | [ Finish

Click Finish.

4. On the Web Server Selection screen, select IBM HTTP Server V8 (Figure 9-10).
Click Next.
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Figure 9-10 Web Server Selection

‘I' L

Web Server Selection

Web Server Plug-ins Corfiguration Tool 8.0 <@ wlcosB=

(:<

¢

(x

ETL T

Select the Web server to configure. Verify that the Web server you select to configure has been installed.

(@ (IBM HTTP Server V&
) Apache Web Server V2 2

() Lotus Domino Web Server V8

() Sun Java System Web Server V6.1 or Sun Java System Web Server V7.0

| Next = | | Cancel

5. Select the architecture (Figure 9-11). Click Next.
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Figure 9-11 Selecting Architecture

- Web Server Plug-ins Corfiguration Tool 8.0 <@ wlcosE=

(x

8

Web Server Architecture Selection

EETEs

Select the architecture of your installed target web server.

® 64 bit

() 32 bit

| = Back |[ Next = ] | Cancel |

6. In the Web Server Configuration File Selection screen (Figure 9-12), click Browse.
Browse to the httpd. conf file of the IBM HTTP Server that you installed. The
configuration tool will make changes to this file and include the plugins needed by
WebSphere Application Server.
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Figure 9-12 Selecting the httpd.conf File

. o Web Server Plug-ins Corfiguration Tool 8.0 <@ wlcosB=

Web Server Configuration File Selection

(=
&

(x

ETL T

Ié
Select the Web server configuration file and identify the Web server port to configure the Web server definition.

Select the existing IEM HTTP Server httpd.conf file:
Jfulljsoftware/Apps/BMHTTPServer/confihttpd.conf

Browse. ..

Specify the Web server port:

| =< Back || Next = | | Cancel |

7. Set up the IBM HTTP Server Administration Server by completing the fields

(Figure 9-13). Click Next.
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Figure 9-13 HTTP Server Administration Server Setup

. o Web Server Plug-ins Corfiguration Tool 8.0 <@ wlcosB=

(x

¢

Setup IBMHTTP Server Administration Server

ETL T

Ié
Optionally configure an administrative server to administer the Web server. You can manage the Web server from a
WebSphere Application Server administrative console by using the IBM HTTP Server administrative server to control the
communication between them.

Setup IBM HTTP Server Administration Server

Specify a port number for IBM HTTFP Server administation server to communicate. The default port is 8008. If the
default port is already in use, then change to another port that is available. Running IEM HTTP Server administation
server without root or Administrative privileges might restrict use of ports below 1024.

HTTP Administration Port:
8008

Optionally create a user ID and password to authenticate to the IBM HTTP Server Administation Server from the
Web5Sphere Application Server administrative console. The user ID and password is encrypted and stored in the conf/
admin.passwd file. You can create additional user IDs after the configuration by using the htpasswd utility.

Create a user |D for IBM HTTP Server Administration Server authentication

User ID:

[admin l

Password: [........ ]

Confirm password: [........ ]
| =< Back || Next = | | Cancel |

8. Enter the User ID and Group to access the administration server (Figure 9-14).
Click Next.

9-14 Oracle Fusion Middleware WebCenter Sites: Installing and Configuring Supporting Software



WebServer Plugin Configuration

Figure 9-14 Entering User ID and Group for Access
&) Web Server Plug-ins Corfiguration Tool 2.0 <@ wlcosB> ) ) Y

Setup IBM HTTP Server Administration Server
&) Specify a user ID and group for IBM HTTP Server administration.

EETes

Specify a system user ID and group. The user ID is granted write access to IBM HTTF Server, IBM HTTP Server
Administration Server and web server plug-in configuration files. If the user 1D or group does not exist on the system, then

choose to create a new system user and group with the credentials.

User ID: [ l

Group: [ l

Create a new unigue system user ID and group using the credentials.

| < Back | Cancel |

9. Specify a unique web server definition name (Figure 9-15). Click Next.
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Figure 9-15 Entering a Unique Web Server Definition Name

) Web Server Plug-ins Corfiguration Tool 8.0 <(@wlcosB=

{x
O

(x

Web Server Definition Name

ETTT

Ig
Use a Web server definition to manage a Web server through the WebSphere Application Server administrative console or

the wsadmin tool. The definition name must be unigue because this name is used to identify this Web server in the
administrative console.

Specify a unique Web server definition name:

webserverl0Og8

The Web server definition name must not be empty and it must not contain the following special characters or space:

N¥, =47 <=a%""[1=#6" {}
Note: a period(.) is not valid if it is the first character.

| = Back || Next = | | Cancel |

10. Based on your configuration, select either Remote or Local installation location
(Figure 9-16). For a Remote installation location, enter a host name or IP address.
For a Local installation location, click Browse and select the installation location.
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Figure 9-16 Configuring the Location

¢
¢
£

. haigd Web Server Plug-ins Corfiguration Tool 8.0 <(@wlcosB=

Configuration Scenario Selection

ETL T

9

Configure the Web server plug-ins to the computer where the Web server exists. When the Web server and application
server are not on the same computer, choose the remote configuration scenario. When both Web server and application
server are on the same computer, choose the local configuration scenario. In the local scenario, the Web server definition
you create in this wizard is defined automatically in the application server.

Configuration scenario

@ (Remote) Host name or IP address of the application server

[ l

() (Local) Installation location of WebSphere Application Server

For the remote configuration scenario, the host name must be accessible on the network through one of the following
address formats:

Fully qualified domain name system (DNS) host name

The default short DNS host name
Numeric IP address

Click Next.
11. Review the Configuration Summary (Figure 9-17). Click Configure.
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Figure 9-17 Plug-In Configuration Summary

£
B
£x

s Web Server Plug-ins Configuration Toel 8.0 <@ wlcosE>

ET LT

Plug-in Configuration Summary

2

Manual configuration steps are required before starting the Web server. Follow the configuration procedure in the
Web Server Plug-in Configuration Roadmap. Afterwards, you may start up your Web server and application server to

test your configuration.

Web server to configure:
IBM HTTP Server VB

Web server definition:

webserverl0g

Plug-in configuration file:
Julljsoftware/Apps/BM/Web5Sphere8/Plugins/config/webserverl08/plugin-cfg.xml

| = Back |[ Configure = ] | Cancel |

12. If you selected to install a local configuration (Figure 9-18), click Finish.
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Figure 9-18 Configuration Result

hod Web Server Flug-ins Configuration Tool 2.0 <@wlcosE>

(x

@

Plug-in Configuration Result

ERTES

Success:

The configuration has been completed successfully.

Manual configuration steps are required before starting the Web server. Follow the configuration procedure in the
Web Server Plug-in Configuration Roadmap. Afterwards, you may start up your Web server and application server to
test your configuration.

Launch the plug-in configuration roadmap

Manual configuration script:

JjulljsoftwarefApps/IBM/WebSphereg/Plugins/bin/configurewebserverl08.sh

Web server type configured:
IEM HTTP Server VB

Web server definition:

webserverl0g8

| Enish |

13. If you selected to install a remote configuration, additional steps are needed to
complete the configuration. These steps are listed in the configuration roadmap:

a. Select the Launch the plug-in configuration roadmap checkbox (Figure 9-18).
b. Click Finish.
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Installing IBM HTTP Server 7.0

This chapter contains the following sections:
= Section 10.1, "IBM HTTP Server 7.0 Installation Steps"

»  Section 10.2, "Installing IHS 7.0 with WebSphere Application Server on the Local
Server"

Note: Keep in mind the following;:

s  This chapter is for WebSphere 7.0. If you are installing on
WebSphere 8.0 or 8.5, see Chapter 9, "Installing IBM HTTP Server
8.0 and 8.5."

» In this chapter, IBM HTTP Server is referred to as "IHS."
WebSphere Application Server is referred to as "WAS."

10.1 IBM HTTP Server 7.0 Installation Steps

1. Download the correct file, WebSphere Plugins, for your IBM operating system.
2. Extract the file to a temporary directory.
— OnUNIX: tar -xvf <file name>
For example:
gzip -d C87XTML_Plugins.tar.gz
tar -xvf C87XTML_Plugins.tar
—  On Windows: unzip <file name>
For example:
unzip C87XTML_Plugins.zip
3. Change the directory to IHS/.
For example:
cd IHS/
4. Run the installer:
— For UNIX: ./install
— For Windows: install.exe

5. The "GUI" installer appears (Figure 10-1). Click Next.
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Figure 10-1 IBM HTTP Server - Welcome Screen

P IBEM HTTP Server 7.0 m

Welcome to IEM HTTFP Server 7.0

This wizard installs IEM HTTP Server 7.0 an your computer.
See the |EM HTTF Server 7.0 Installation Guide to learn more about this
installation.

Click Next to continue.

Installzhield

|l'|"

Mext = Cancel

6. Click the radio button I accept the IBM and non-IBM terms, to accept the license
agreement (Figure 10-2) and click Next.
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Figure 10-2 Software License Agreement

IBM HTTP Server 7.0

Software License Agreement

Flease read the following license agreement carefully.

Fart 1 - General Terms

International Program License Agreement

EY DOWMNLOADIMNG, INSTALLIMNG, COPYING, ACCESSING, OR USING THE
FROGREAM YOU AGREE TO THE TERMS OF THIS AGREEMENT. IF YOU ARE
ACCEPTIMNG THESE TERMS OM BEHALF OF AMOTHER PERSOMN OR A COMPAMNY
OF OTHER LEGAL ENTITY, YOU REPRESENT AMD WARRAMT THAT YOU HAVE
FULL AUTHORITY TO BIND THAT PERSOM, COMPANY, OR LEGAL ENTITY TO
THESE TERMS. IF ¥OU DO MOT ACREE TO THESE TERMS,

- DO NOT DOWNLOAD, INSTALL, COPY, ACCESS, OR USE THE PEOGRAM; AND ~|

M

Fead non-1BM terms

Installzhield

Print

i® | accept both the IEM and the non-1EM terms

i) | do not accept the terms in the license agreement

< Back

Mext = Cancel

7.

In the "System prerequisites check" screen (Figure 10-3) click Next.
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Figure 10-3 System Prerequisites Check

P IBEM HTTP Server 7.0 m]

System Prerequisites Check
Asupported operating system was not detected.

Support for your operating system might hawve been added after the release
of the product. 5ee the WebSphere Application Servier detailed system
requirements Wek pages for more information about supported operating
systems. You can continue with the installation, but the installation or product
operation might not succeed without apphing maintenance. So to the
product support Web pages to obtain the latest maintenance packages to
apphy after installation.

Click Cancel to stop the installation and install a supported operating system.
Click Mext to continue the installation.

Installzhield

< Back Mext = Cancel

8. In the "Enter the Install location" screen (Figure 10—4), select a location to install
IHS 6.1 by using the Browse button, then click Next.
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Figure 10-4 Installation Location

P IBEM HTTP Server 7.0 - 0O x
Enter the installation location
Product installation location:
|Jopt/IBM /HT TPServer
Browse. ..
Installzhield
< Back Mext = Cancel

9. In the "Port Values Assignment" screen (Figure 10-5), enter the ports on which you
wish to run IHS. Then click Next.
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Figure 10-5 Port Values Assignment

P IBEM HTTP Server 7.0 |

Port Values Assignment

[EM HTTP Server communicates using the port numbers listed below. If these
ports are already in use by IEM HTTF Server or another application, then
change the port numbers from their default values.

HTTP Port: ED

HTTF Administration Port: |8008

Installzhield

< Back Mext = Cancel

Note: We assume throughout this chapter that you are using the
default ports: 80 and 8008. If you have changed them, replace the
values given with the ports you have selected.

10. In the "HTTP Administration Server Authentication" (Figure 10-6) screen:
a. Select Create a user ID for IBM administration server authentication.
b. Fill in the fields:
— UserID: admin
— Password: <enter and confirm>

c. Click Next.
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Figure 10-6 HTTP Administration Server Authentication

P IBEM HTTP Server 7.0 - 0O x

HTTP Administration Server Authentication

Create a user |ID and password to authenticate to the IEM HTTFP Server
administration server using the WebSphere Application Server administrative
console. The newlhy-created user ID and passward is encrypted and stored
in the conffadmin. passwd file. You can create additional user IDs after the
installation by wusing the htpasswd utility.

Create a user |ID for IEM HTTP Server administration server authentication.
User ID:
ladmin |
Password:

Confirm Passward:
|llllllll |

Installzhield

< Back Mext = Cancel

11. In the "Setup HTTP Administration Server" screen:
a. Select:

— Setup IBM HTTP administration server to administer IBM HTTP
Server

— Create a unique ID and Group for the IBM HTTP Server administration
b. Fill in the fields. For example:

— UserID: ihs7

- Group: ihs7

Note: Record the unique name for the User ID and Group. They are
needed to integrate with WAS. The User ID and Group can be
anything you choose; ihs61 is only an example.

c. Click Next (Figure 10-7).
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Figure 10-7 Setup of IBM HTTP Server Administration Server

Installzhield

IBM HTTP Server 7.0 - 0O x

SELWUF I 1T JEIVET AAUITTITIT L anivin Joover

FPerform steps to administer IEM HTTF Server using the [EM HTTF Server —
administration server on Linux and UM operating systems. When selected, [
the installation grants a user |D write access to the necessary [EM HTTF
Server and plug-in configuration files. Optionally, wou can complete this step
after installation by running the setupadm script.

Setup IBEM HTTF Server administration server to administer IEM HTTP
Servar,

Create a unique user ID and group for IEM HTTF Server administration
files.

User ID:

The user ID for the administration server cannot
e a root user.

Croup:

a] I L[]

< Back Mext = Cancel

12. In the "IBM HTTP Server Plugin for IBM WebSphere Application Server" screen:

a.

Select Install the IBM HTTP Server Plug-in for IBM WebSphere Application
Server.

Fill in the fields:
- Web server definition: webserverl
- Host name: Enter the hostname on which the application server is found.

Click Next (Figure 10-8).
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Figure 10-8 IBM HTTP Server Plug - In For IBM WebSphere Application Server

P IBEM HTTP Server 7.0 - 0O x

IEM HTTP Server Plug-in for IEM WebSphere Application Server

Silenthy install the plug-in wusing the remote installation scenario. The host
name and web server definition are used when creating the default plug-in
configuration file. This file is used to route requests to the Application
Server. If there are multiple Application Servers, then select one of the
servers and specify the machine's host name.

[ ]Install the IEM HTTF Server Plug-in for IEM WebSphere Application Server
Web servar definition:

Host name aor IP address for the Application Server:

Installzhield

< Back Mext = Cancel

13. In the "Installation summary" screen (Figure 10-9), click Next.
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Figure 10-9 Installation Summary

P IBEM HTTP Server 7.0 |

Installation summary

Feview the summary for correctness. Click Back to change values on previous
panels. Click Next to begin the installation.

[EM HTTP Server will be installed to the following location:
Jopt/IBM JHTTPServer

with the following configuration:

HTTP Port: 80
HTTP Administration Port: 8008
User ID for HTTP Administration Server Authentication:

Total size:

158 ME

Installzhield

< Back Mext = Cancel

14. Allow the installer to finish.
15. When the installation is complete (Figure 10-10), click Finish.
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Figure 10-10 Installation Successful

P IBEM HTTP Server 7.0 - 0O x

Success: The following product was successfully installed:

# IEM HTTP Server - fopt/IBM/HTTPServer

For information aon configuring and using the IEM HTTP Server, refer to the
aon-line |BM HTTF Server Information Centar.

Click Finish to exit.

Installzhield

Einish

Note: Now, you will need to use the update installer to patch IBM
HTTP Server to the same version as WebSphere. Information on using
the update installer can be found on the IBM site when you download
updates.You will need to update both the IHS server and the IHS
plugins separately. To do so, you will need the WebSphere and the
plugin fixpacks.

10.2 Installing IHS 7.0 with WebSphere Application Server on the Local
Server

Note: It is preferable to perform this installation after WebCenter
Sites is already installed. Then the plugin, cfg.xml, is automatically
updated to include WebCenter Sites.

1. Browse to the WAS management console, for example:
http://<DM_host>:<DM_console_port>/ibm/console

where <DM_host> is the host name or IP address of the Deployment Manager host
and <DM_console_port> is the port number on which the Deployment Manager
console is listening for connections.

2. Log in to the Admin Site.
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3. Select: Servers > Web Servers (Figure 10-11).

Figure 10-11 Web Servers

‘i\'ehs;)r;e;e.

Cel=lccalhostCell0l, Frofile=Crmgrol
[ views [atasis v |
Weab servers

?
Welcome
¥ Guided Activities

Web servers

Sllsenen Use this page Lo view a list of the installed web servers.
Hew sarvar
# Preferences

o servar Types
Websphere application servers | Generate Plug-in || Propagate Plug-in || New . ‘ Deletz || Templates.., | Terminate
i E D e oo
Generic servers L]
Verzion 5 IMS serve s
e R Salel:t| Mame & |Web server Type O_ ‘Nada oo Host Name & _ ‘Varslon {_ | Status &
Web servers None

& Cluscers Tatal 0

[ DataPowar

W Cars Greons

4. Click New.
5. To link THS to WAS:
a. Fill in the fields:

— Select node: Select the node that you want to federate with (normally this

is the node of the application server or cluster on which WebCenter Sites
is installed).

- Server name: Enter the unique name for this web server, which was
entered when you installed IHS.

- Type: Keep the type as IBM HTTP Server.
b. Click Next (Figure 10-12).

Figure 10-12 Web Server Mode and Type

| view: | All tasks v | Cell=localhostCellol, Frofile=Crmgrol

Welcome

Create new Web server definition

|+ Guided Activitizs

[=/ Servers Use this page to create 2 new web server.
[Mew szrver =3 Step 1: Selecta Select a node for the Web server and select the Web server type
B ServerTypes node for the Web
WebSphere application servers server and select Select a node that corresponds to the Web server you want to add,
WebSphere prowy servers the Web server

selzct node

wehservers224 v

+ SErVEr nams

[ihea_z24

+ Type

[ 18M HTTP Server v

Generic servers
Version 5 JMS servers
WebSphere MQ servers
Wab sarvars

# Clusters

[# DataPower

4 Core Groups

= Applicatians

(& Jabs

[ Services

|+ Resources e

[+ Security

6. In the "Select a Web server template" screen (Figure 10-13) click Next.
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Figure 10-13 Web Server Template

| View: | All tasks A | Cell=localhostCellOL, Profie=Dmgrol
« Welcome
[ Guided Activitizs

Create new Web server defi

(=l Servers Use this page to create a new web server,

= Maw sarver

[ Server Types

Select a Web server template

* Websphere application servers Select the template that corresponds to the server that you want to create.

Select Template Name Type Description
@ |IHS System The IHS Web Server Template

- WebSphars prawy sarvers

Generic servers

Version 5 JMS servers
= WebSphera MG servers
= Web servers

4 Clusters

[3 DatsPawer

[# Core Groups

I+ Applications

+ Jabs
(¥ Services

| Previous | | Caneel |
(& Resources

7. On the "Property Page" (Figure 10-14):

a. Ensure that all entries are correct. The only entries that typically need to be
changed are the locations for the IHS server and the Plugin Directory.

b. Click Next.

Figure 10-14 Properties for the New Web Server

WebSphere.

| View: | Al tasks v | Cell=localhostCell01, Profile=Dmgrol

= Welcome Create new Web server definition

[+ Guided Activities

[= Servers Use this page to create a new web server.

Mew server

os = Enter the properties for the new Web server
erver Types

= WebSphere application servers Enter the Web server properties.

# Port
ED |

= WebSphere proxy servers
= Generic servers

= Wersion 5JMS servers
- WebSphere MQ servers
= Web servers

+ Web server installation location

Jull/software/Apps/IBM/HTTPServer \
4 Clusters

# Plug-in installation location
g zmp;"” es for the [/uo1/software/Apps/IBM/WebSphere/Plugins |
are roups

N W
e e R Aiilication mapping to the Web server

Enter the IBM Administration Server properties.

[+ Applications
[# Jobs

[+ Services

[+| Resources

+ Administration Server Port
[+ Security

8008
[+ Environment # Username
[+ System administration admin
[+ Users and Groups # Password

[+ Manitaring and Tuning ssssssss |

[+ Troubleshoating + Confirm password

[+ Service integration

[ UDDI

) Use s5L @

| Previous | | Next | Cancal |

8. Confirm the new Web server (Figure 10-15), then click Finish.
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Figure 10-15 New Web Server Confirmation

WebSphere..
‘ View:

Welcome
[+ Guided Activities
[ Servers
Mew sarver
[ Server Types
WebSphere application servers
WebSphere proxy servers
Generic servers
Version 5 JMS servers
WebSphers MQ servers
Web servers
[ Clusters
B DataPower
[ Core Groups
[+ Applications
[ Jobs
[# Services
[# Resources

i+ Security

| Cell=localhostCelloL, Profile=Dmagrot

Create new Web server def n

Use this page to create a new web server.

Confirm new Web server

The following is a summary of your selections. Click the Finish button to complete the Web server
creation. If there are settings you wish to change, click on Pravious button to review the server
settings.

Summary of actions:

Mew Web server entry "ihsg
- be created on node "websel
Step 3: Enter the Platform Type "Linux"
properties for Web server installation root
TSV "fudl/software/Apps/IBM/HTTPServer”

24" will
oo

o (A Plug-in installation root
Step 4: Confirm "fu01/software/apps/IBM/WebSphere/Pl
new Web server

9. Save the changes as requested (Figure 10-16).

Figure 10-16 Save the Changes to the Web Server

‘WebSphere..

‘ view: [All tasks v |
Welcame

[+ Guided Activities
[ Servers
Mew server
= Server Types

WebSphere application servers
WebSphere proxy servers
Generic sarvars
Version 5 JMS servers
WebSphere MQ servers
Web servers

@ Clusters

[ DataPower

10.

Cell=localhostCel

01, Profile=Dmgrol
Web servers > Save
Save your workspace changes to the master configuration.
Click Save to update the master repository with your changes. Click Discard to discard your changes and begin work again using the master
repository configuration. Click Cancel to continue working with your changes.
® Total changed documents: 36

¥ synchronize changes with Nodes

servers selection.

You can now start and stop the web server from the WAS console, using the Web
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Installing Microsoft Internet Information
Services 8.0 on Windows 2012 Server

This chapter explains how to install and test Microsoft's Internet Information Services
(IIS) 8.0 on Windows 2012 Server.

This chapter contains the following sections:

= Section 11.1, "Installing IIS 8.0"

= Section 11.2, "Verifying the Installation"

= Section 11.3, "Starting and Configuring IIS 8.0"
m  Section 11.4, "Proxing Using IIS 8.0"

11.1 Installing IS 8.0

If Internet Information Services is not installed or is only partially installed, follow
Microsoft's instruction for installing IIS 8.0 on Windows 2012 Server.

The following is a summary of the instructions:

1. From the "Server Manager," click Add roles and features (Figure 11-1).

Figure 11-1 Server Manager Dashboard

Server Manager - | o[
= @ | r Manage  Tools

i Local Server
i AlS ) .
oo e o Configure this local server
ifil ADDS -
DNS QUICK START
F

ile and Storage Services b 2 Add roles and features
3 Add other servers to manage

WHAT'S NEW P 7
4 Create a server group

Hide

LEARN MORE

DALEC ARID CEDVED ~DOLING

2. In the "Before You Begin" screen, click Next.
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3. In the "Select installation type" screen, select Role-based or feature-based
installation (Figure 11-2) and then click Next.

Figure 11-2 Select Installation Type
[ Add Roles and Features Wizard -8 -

DESTINATION SERVER

Select installation type WS3012 105 oracke com

Select the installation type. You can install rales and features on a running physical computer or virtual

Before Yo R Z
machine, or on an offline virtual hard disk (VHD).

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

() Remote Desktop Services installation

Install required role services for Virtual Desktop Infrastructure (VDI) to create a virtual machine-based
or session-based desktop deployment.

4. In the "Select destination server" screen (Figure 11-3), select the destination server
where IIS will be installed.

Figure 11-3 Select Destination Server

Add Roles and Features Wizard \L‘i-

DESTINATION SERVER

Select destination server WS 2 rersccam

Select a server or a virtual hard disk on which to install roles and features.

®) Select a server from the server pool

) Select a virtual hard disk

Server Pool

Filter: ‘

Name 1P Address Operating System

Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

< Previous Cance

5. In the "Server Roles" section, select Web Server IIS.
The "Add Roles and Features Wizard" window opens.

6. In the "Add Roles and Features Wizard" window (Figure 11-4), click Add
Features.
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Figure 11-4 Add Roles and Features Wizard

[ Add Roles and Features Wizard o |[E] ==

DESTINATION SERVER
WS52012.5ites.oracle.com

X

Select server ro

Add features that are required for Web Server (l15)7

tion
The following tacls are required to manage this feature, but do not

have to be installed on the same server. [ver (1S) pravides a reliable,

pble, and scalable Web
jon infrastructure,

4 Web Server (lIS)
4 Management Tools

[Tocls] IS Management Console

Include management tools (if applicable)

[ <previous | [ Next> | [ mstal | [ cancel

7. In the "Select features" screen (Figure 11-5), click Next.

Figure 11-5 Select Features

DESTINATION SERVER

Select features 32012 nes orscle com

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description

Server Selection
b [®] NET Framework 3.5 Features (Installed) - iéindowsRemote Management
Server Roles (WinRM) lIS Extension enables a

b [B] .NET Framework 45 Features (installed) server to receive a management
I+ [ Background Intelligent Transfer Service (BITS) L] request from a client by using WS-
Web Server Role (15) Bitlocker Drive Encronti Management. WinRM is the
= I cler e Encyprion Microsoft implementation of the
Role Services [ BitLocker Network Unlock WS-Management protocol which
Confirmation [J BranchCache provides a secure way to
T Client for NFS communicate with local and remote

computers by using Web services.
[] Data Center &ridging pusars by using

[ Enhanced Storage

[] Failaver Clustering

Group Policy Management (Installed)
[J Ink and Handwriting Services

[ Internet Printing Client

[] IP Address Management (IPAM) Server

—_ v

<] [ HE

[<previous | [ wet> | [ instal | [ cancel |

8. In the "Role Services" screen (Figure 11-6), ensure that the following are selected:

s Common HTTP Features
- HTTP Redirection

= Health and Diagnostics
- HTTP Logging

= Application Development
- ISAPI Extensions
- ISAPI Filters
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= Management Tools

- IIS Management Console

Figure 11-6 Select Role Services
[ Add Roles and Features Wizard - | =

DESTIMATION SERVER

Select role services WE3012 shes oracle com

Select the role services to install for Web Server (lIS)

Role services Description
[] URL Authorization A Logging Tools provides
] Windows Authenticati infrastructure to manage Web server
indows Authentication

logs and automate common logging
a Application Development tasks,

[ .NET Extensibility 3.5
[] .NET Extensibility 4.5
[ Application Initialization
[ Asp

[J ASP.NET 35

[] ASP.NET 45

O cal

ISAPI Extensions
ISAPI Filters

[ Server Side Includes
[] webSocket Protocol

P = -, v
< [ >

Confirmation

< revious Conce

9. Confirm you selection (Figure 11-7) and click Install to complete the installation.

Figure 11-7 Confirm Installation Selections

[ Add Roles and Features Wizard - | o

DESTINATIOM SERVER

Confirm installation selections WS2012 stes orace com

To install the following roles, role services, or features on selected server, click Install.

[[] Restart the destination server automatically if required

Optional features (such as administration tools) might be displayed on this page because they have
been selected automatically, If you do not want ta install these optional features, dlick Previous ta clear
their check boxes.

Web Server (lIS) -

Management Tools

i - 1IS Management Console
Confirmation Web S
eb Server

Application Development
ISA{% Extensions
ISAPI Filters

Commen HTTP Features

Default Document

Directory Browsing

Export configuration settings
Specify an alternate source path

< Previous Next > Cancel

11.2 Verifying the Installation

After installing IIS, verify the installation to determine whether IIS is serving pages
properly. Test the installed IIS from the server hosting it as well as from another
browser on the network.
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To verify that IIS is serving pages
1. Start a browser on the host that IIS is running on.

2. From the browser, go to the following URL: http://localhost/
IIS is installed and running if the browser displays the "IIS 8" page (Figure 11-8).

Figure 11-8 1IS 8

- | a -
e@\g hitpi//localhost £ - B C|| @ Microsct Intemet Informat.. % || o ot €2
| | E =l
My W'
£7 Windows Server -
Internet Information Services 8.0 microsoft.com/web

11.3 Starting and Configuring IIS 8.0

This section contains instructions on the following:

= Section 11.3.1, "Starting and Configuring IIS Manager"
= Section 11.3.2, "Changing the IIS Port"

= Section 11.3.3, "Adding a New ISAPI Filter"

11.3.1 Starting and Configuring IIS Manager
1. From the "Server Manager" dashboard, select your IIS server.

2. Right-click your server's name and then click the Internet Information Service
(IIS) Manager (Figure 11-9).
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Figure 11-9 Server Manager

Server Manager * IS | F'1 Meers s W R
— e SERVERS ~
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Windows PowerShell
Configure NIC Teaming

3 B
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The IIS Manager opens (Figure 11-10).

Figure 11-10 Internet Information Services (lIS) Manager

00 [9 satbige |kal < 7 @ -

File View Help

Q- |78 Internet Information SENVICESE]
i Applicat faniagen X

- 82 WS2D (STES\ Acimiristrator

Name Server Connect to localhost 1IS Mews and Infermation
Spwszo localhost Connect te a server.., 115 Downloads
Connect to a site... 115 Forums:
Connect te an application... TechMet
MSDN
ASP.MET Maws

Microsoft Web Platform

115 Hews is disabled, click the Eneble 15 News link to get the nE%sl recent online news,

< [T} 5
Ready
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11.3.2 Changing the IIS Port

1. Open the "Management Console" and browser to the Default Web Site.
2. Right-click the Default Web Site entry (Figure 11-11) and select Edit Bindings.

Figure 11-11 Default Web Site Entry

!‘ﬂ v WS20 b Egl'

File \View Help
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ﬂ Application Pools - B Stop
a (4] Sites < 3 _
b &) Def @ E @ '@ View Application Pools
5. Explore Fempression  Defauit Directory  ErrorPages  Handler HTTP View Sites
Edit Permissions. . Document  Browsing Meppings Redirect Change .NET Framewark
= ,L Version
3 Add Application... E:,L a fjﬁ g":ﬂ ﬁ‘ﬂ @ GetNew Wek Platform
&1 AddVirtusl Directory... ISAFcnd  I5APIFilkes  Logging  MIMETypes  Modules  Output GomponFis
Edlit Bindings... CGIRestr.., Caching @ Help
—_— e Onlins Help
Mariage Websit= A= @
@ Refrech Server Worker
o Cettificates  Processes
ermove
S -
Rename
/" 00| Ay
L Switch to Content View E
Configurat... Feature Shared
Editor  Delegation Configurat.. [%
T " y ‘ =7 Festures View /= Content View
Ready &

3. In the "Site Bindings" dialog box (Figure 11-12), you can add or change the ports
and IP address on the server IIS will bind.

Figure 11-12 Site Bindings

Type Host Name Port IP Address Binding Informa... Add...
http a0 *
Edit...

Remove

Browse

Close

4. After all the desired changes have been made, click Close.
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11.3.3 Adding a New ISAPI Filter

1. Open the "Management Console" and browser to the Default Web Site.
2. In the center list, click ISAPI Filters and then click Add (Figure 11-13).

Figure 11-13 ISAPI Filters

L2 Internet Information Services (115) Manager =-|a
(O) |Q » WS20 + Stes + Defoult WebSite » ‘ i o -
File View Help
. X 1SAPIFilt :
ilters
@ - e q Add...
N5 Start Page Use this festurs to configure [S2P! filters that process requeste mads to the Web server. Revert To Parent
4 €5 WS2D(SITES\ Administrator : :
B - ~yye View Ordered List...
L2} Application Pocls Group by: Mo Grouping ~ @
4] Sites Name = Exzcutable Entry Type ® Hep
> & Delault Web Site Online Help
3 n >| [l Featurss view ] 2 Content view
Configuration: "localhost’ applicationHostconfig , <location pathe"Default Web Site">

The "Add ASAPI Filter" dialog box opens (Figure 11-14).

Figure 11-14 Add ISAPI Filter

Add ISAPI Filter ERE

Filter name:

Executable:

| [ ]

i

3. Inthe "Add ISAPI Filter" dialog box, fill in the following fields:
»n Filter Name — Enter a filter name.
= Executable — Enter the location of the executable file.

The new filter is added to the "ISAPI Filters" list.
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1.4 Proxmg Using IIS 8.0
Open the "Management Console" and browser to the Default Web Site.
2. In the center list, click HTTP Redirect.

3. In the center panel of the "Internet Information Services (IIS) Manager
(Figure 11-15)," do the following:

a. Select the Redirect requests to this destination option.

b. In the text field (directly under the Redirect requests to this destination

option), enter the location of the remote server (include the context root for
WebCenter Sites or Satellite Server).

c. Click Apply.

Figure 11-15 HTTP Redirect

&

Internet Information Services (IIS) Manager —|a
@_ | @ » WS20 b Sies b DefsultWenSite b | W o Ty
File View Help
Connections d Actions
1 HTTP Redirect
@12 16, @
W Start P, . P 3
; ﬁ;-‘ wasam;?rEES\Admimscrator Use this fezture to specify rules for redirecting incoming requests to another file or URL. ‘-g’. =
-~ Application Pooks ] Redlirect requests to thi destination: o
4 (8] Stes = el
+ & Default Web Site
Exarmple: hitp://nww.contaso.com/sales
Redirect Behavior
Redirect all requests to exact destination (instead of relative to destination)
Only redirect requests to content in this directory (not subdirectones
Stotus code:
Found (302)
< m 3 [=] Features View = Content View
Configuration: ‘Defoutt Web Site' web.config L=
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Installing Microsoft Internet Information
Services 7.x on Windows 2008 Server

This chapter explains how to install and test Microsoft's Internet Information Services
(IIS) 7.0/7.5 on Windows 2008 Server.

This chapter contains the following sections:

= Section 12.1, "Installing IIS 7.x"

= Section 12.2, "Verifying the Installation"

= Section 12.3, "Starting and Configuring IIS"

12.1 Installing lIS 7.x

If IIS is not installed or is only partially installed, follow Microsoft's instruction for
installing either IIS 7.0 on Windows 2008 Server or IIS 7.5 on Windows 2008 R2 Server.

Here is a summary of the instructions:
1. Select Start > Settings > Control Panel.
2. Select Programs and Features

3. Select Turn Windows features on or off (Figure 12-1).
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Figure 12-1 Turn Windows Features On or Off

1zl Programs and Features

)
‘ 6{\_}‘0 I Control Panel\Programs and Features

=101 %]

j mj ISearch

File

Edit WView Tools

Tasks
View installed updates

Help

Get new programs online at

Windows [

49 Turn Windows features on or off

Uninstall or change a program

To uninstall a program, select it from the list and then dick "Uninstall™, "Change®, or "Repair”,

Organize * 1= Views - ®
Name = |v| Publisher |-| Install... |v| Size |v|
[»"13va DB 10.3. 1.4 5un Microsystems, Inc 282008 25.8 MB
| £ Java(T™) & Update 4 Sun Microsystems, Inc. 282008 170 MB
DJava{TM} SE Development Kit 6 Update 4 Sun Microsystems, Inc. 282008 56.5MB
| £[1ava(TM) SE Development Kit & Update 4 Sun Microsystems, Inc, 2{8/2008 349 MB
E} Microsoft Office 2003 Web Components Microsoft Corparation 2{8/2008 29.0 MB

ﬂ Microsoft SQL Server 2005 (64-bit) Microsoft Corparation 2/8/2008 634 MB
ﬂ Microsoft SQL Server 2005 Backward compatibiity ~ Microsoft Corporation 2/8/2008 46,4 MB
ﬂ Microsoft SQL Server 2005 Books Online (English) ... Microsoft Corporation 2/8/2008 138 MB
ﬂ Microsoft SQL Server Native Client Microsoft Corporation 282008 5.81MB
ﬂ Microsoft SQL Server Setup Support Files (English)  Microsoft Corporation 282008 36.1MB
|5 Microsoft SQL Server VSS Writer Microsoft Corporation 282008 573 KB
ﬂl\‘liuosoﬂ: Visual Studio 2005 Premier Partner Editi... Microsoft Corparation 2{10/2008 184 MB
ﬂ SQLXMLS Microsoft Corparation 2{8/2008 2.23MB
VMware Tools VYMware, Inc. 2/8/2008 5.68 MB

4.

In the "Server Manager" window (Figure 12-2), scroll down to the "Features

Summary" section and click Add Features.
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Figure 12-2 Server Manager - Add Features
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4 Parficbate in CEIP

@ Turn on Windows Error Reporting
&l Windows Server TechCenter

@l vandows server Community cenmer
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5.

In the "Select Features" screen (Figure 12-3), select .NET Framework 3.0 Features.

Installing Microsoft Internet Information Services 7.x on Windows 2008 Server

12-3



Installing 1S 7.x

Figure 12-3 Select Features
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and secure communication, and

[] Internet Printing Client provide the ability to model arange of
|:| Internet Storage Mame Server business processes.
[] LPR Port Monitor
[] Message Queuing
[] Multipath I/
[] Network Load Balandng
[] peer Name Resolution Protocol
[ Quality Windows Audio Video Experience
|:| Remote Assistance
["] remote Differential Compression
[] Remote Server Administration Tools
[] removable Storage Manager
I:‘ RPC over HTTP Proxy
[] simple TCP/IP Services
[] sMTP Server j

[l CRIRAN s s

More about features

< Previous | Mext = | Install | Cancel

6. Inthe "Add Features Wizard" dialog box (Figure 12—4), select Add Required Role
Services.
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Figure 12-4 Add Required Role Services Button

x

.~ . Add role services and features required for NET Framework 3.0
‘“E Features?

You cannot install MET Frameworc 3.0 Features unless the required role services and features are also

installed.
Role Services: Description:
= Web Server {15} Web Server (1IS) provides a reliable,
= Web Server managezble, and scalable \Web application
o infrastructure.
Application Development
Security
[ Windows Process Activation Service
Configuration APls
.MET Environment
Process Model

| Add Required Role Services | Cancel |

(i) Why are these role services and features required? y

7. The Web Server (IIS) option (Figure 12-5) appears in the "Add Features Wizard."
Click Next.
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Figure 12-5 Web Server (lIS)

Add Features Wizard

ﬁ% Select Features

Progress

Results

Select one or more features to install on this server.

Features:

Description:

ork 3.0 Features
[] BitLocker Drive Encryption
[] BITS Server Extensions
|:| Connection Manager Administration Kit
[] Desktop Experience
|:| Group Policy Management
[] Internet Printing Client
|:| Internet Storage Name Server
[ LPR Port Monitor
[] Message Queving
[ Multipath 1jo
[] Metwork Load Balanding
[] Peer Name Resolution Protocal

[ quality Windows Audio Video Experience

|:| Remote Assistance

[] remote Differential Compression
[] Remote Server Administration Tools

["] Removable Storage Manager

[] RPC over HTTP Proxy

[] simple TCP/IP Services

|:| SMTP Server

i CRIRAMY Cmrmt simm

More about features

= Previous

Microsoft NET Framework 3.0

— combines the power of the .NET
Framewark 2.0 APIs with new
technoloagies for building applications
that offer appealing user interfaces,
protectyour customers’personal
identity information, enable seamless
and secure communication, and
provide the ability to model arange of
business processes,

=

| Next = I Install | Cancel

8. In the "Introduction to Web Server (IIS)" screen (Figure 12-6), click Next.
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Figure 12-6 Introduction to Web Server (lIS)
x|

=
a

Progress

Results

- r%::;; Web Server (I1S)

Introduction to Web Server (IIS)

Web servers are computers that have spedific software that allows them to accept requests from dient
computers and return responses to those requests. Web servers let you share information over the Internet, or
through intranets and extranets. The Web Server role indudes Internet Information Services (IIS) 7.0, a unified
Web platform that integrates I1S 7.0, ASP.MET, and Windows Communication Foundation. IIS 7.0 also features
enhanced security, simplified diagnostics, and delegated administration.

Things to Note

i Using Windows System Resource Manager (WSRM) can help ensure equitable servicing of Web server
traffic espedially when there are multiple roles on this computer,

i ' The default installation for the Web Server (IIS) role indudes the installation of role services that enable
you to serve static content, make minor customizations (such as default documents and HTTF errors),
monitor and log server activity, and configure static content compression.

Additional Information

Overview of Web Server (TI5)

Overview of Available Role Services in 1S 7.0
IS Cheddists.

Common Administrative Tasks in 1S
Overview of WSRM

< Previous | MNext = I Install Cancel

9. In the "Select Role Services" screen:

a.

Select the following;:

Common HTTP Features
ISAPI Extensions

ISAPI Filters

HTTP Logging
Management Tools

Any other roles that are required for your installation, such as HTTP
Redirection

Click Next (Figure 12-7).
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Figure 12-7 Select Role Services

x

i l Select Role Services

Features Select the role services to install for Web Server (I15):
Web Server (IIS) Role services: Description:
TP HTTP Redirection provides supportto
Ermrs " ;I redirect user requests to a specific
: _ Redirection destination. Use HTTP redirection
. = [E Application Development whenever you want customers who
fodress [] asp.NET might use one URL to actually end up
Results \NET Exctensibility at another URL. This is helpful in
[ ase manyslituationi{‘rfr';:m.tsirrlcply
renaming your Web site, to
L] car overcoming @ domain name that is
ISAPI Extensions difficult to spell, orforcing clients to
ISAPI Filters use a secure channel.
[] server Side Indudes
= |E Health and Diagnostics
HTTP Logging |

[] Logging Toals
[] request Monitor
|:| Tradng
[ custom Logging
[] oDBC Logging
2 & Security
[] Basic Authentication
[ windows Authentication
[ Digest Authentication j

] rlinnt Carkificatn Manmina AHhao befion

More about role services

< Previous | MNext = I Install | Cancel |

10. In the "Confirm Installation Selections" screen (Figure 12-8), confirm your choices
and click Install.
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Figure 12-8 Confirm Installation Selections

Add Features Wizard |

__H Confirm Installation Selections

Features
To install the following roles, role services, or features, dick Install.

‘Web Server (I15) @

2 informational messages below

Role Services
Confirmation @ This server might need to be restarted after the installation completes. =
Progress ~! Web Server (IIS)
Results @ Find out more about Windows System Resource Manager (WSRM) and how it can help optimize
CPU usage
Web Server
Comman HTTP Features
Static Content

Default Document
Directory Browsing
HTTP Errors

HTTP Redirection

Application Development
NET Extensibility

ISAPI Extensions
ISAPI Filters
Health and Diagnostics
HTTP Logging
Security
Request Filtering
Mananament Tanls ;I

Print, e-mail, or save this information

< Previous | MNext = | Install I Cancel

11. Allow the installation to complete, then review the results.

12. Click Close (Figure 12-9).
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Figure 12-9 Installation Results

x

|

tl%ﬂi Installation Results

Features

Web Server (II5)
Role Services

Confirmation

Progress

The following roles, role services, or features were installed successfully:

|»

~) Web Server (IIS) 'ZQ' Installation succeeded

The following role services were installed:
Web Server
Comman HTTP Features

Default Document
Directory Browsing
HTTP Errors
HTTP Redirection
Application Development
.NET Extensibility
ISAPI Extensions
ISAPI Filters _—
Health and Diagnostics
HTTP Logging
Security
Request Filtering
Management Tools
115 Management Console

~) JNET Framework 3.0 Features i@' Installation succeeded j

Print, e-mail, or save the installation report

< Previous | Mext = | Close I Cancel

13. Itis suggested at this point to reboot, but it is not required.

12.2 Verifying the Installation

After installing IIS, you must verify the installation to determine whether it is serving
pages properly. Test the installed IIS from the server that is hosting it as well as from
another browser on the network.

To verify that IIS is serving pages
1. Start a browser on the host that IIS is running on.
2. From the browser, go to the following URL: http://localhost/
IIS is installed and running if the browser displays the "IIS7" page (Figure 12-10).
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Figure 12-10 1IS7 Page

ows Internet Explorer

% - IB http: fflocalhost/ j @ ILive Search [ﬂt]
W o @nsy | | 3 - B - e - | Page ~ (G Tools - 7

@ Your current security settings put your computer at risk. Click here to change your security settings... »

11S7

internet information services

[(#] http://go.microsoft.com/finkZinkid=661388ddd=t| | [ [ | | [ [€i Localintranet | Protected Mode: OFF [# 100% -~ 4

12.3 Starting and Configuring IS

Section 12.3.1, "IIS Manager"
Section 12.3.2, "Changing the IIS Port"
Section 12.3.3, "Adding a New ISAPI Filter"

12.3.1 IIS Manager

1. Start the management console, which is required before any other actions are
taken.

2. Select: Start > All Programs > Administrative Tools > Internet Information
Services (IIS) Manager

3. When the "Internet Information Services (IIS) Manager" loads:

a. Expand the left-hand tree that starts with the current system's name
(Figure 12-11).
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Figure 12-11 Internet Information Services (lIS) Manager

*k Internet Information Services (1IS) Manager

-Iol =i

@ @ -

@@ [G_‘g b StartPace

File  Wiew Help

< | 3
Ready

Hame
WINDOWS I0DES0L2

Server
Incahos:

v oo _

Connection tasks

Connect to localhost
Connect o a server. ..
Connect to a site...

Connect to an application...

MSDN

Online resources

115 News and Information
II5 Downloads
II5 Forums

TechMet

ASP.NET News

IS News

T1S Mews iz disabled, dide the Enable ITS Mews link to get the most recent onine news.

Enable II5 Mews

.

b.

In the "Sites Entry" field, select Default Web Site.

12.3.2 Changing the IIS Port

1.  Open the management console and browser to the Default Site

2. Right-click the Default Web Site entry and select Edit Bindings from the menu.

3. In the "Site Bindings" dialog box (Figure 12-12) you can add or change the ports
and IP address on which the Server IIS will bind.

Figure 12-12 Site Bindings

Site Bindings

Type | HostName | Port | IP Address | Ea
http 80 =

net. top g
net. pipe 1
net.m... It o
Jl | _"I_I

Edit...

Remowve

Browse

1
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4. Click Close after all changes have been made.

12.3.3 Adding a New ISAPI Filter
1. Open the management console and browser to the Default Site.

2, In the center list, click ISAPI Filters and click Add (Figure 12-13).

Figure 12-13 ISAPI Filters

*E Internet Information Services (II5) Manager

- ol x|
@é‘) @ b WINDOWS200850QL2 ¢ Stes b DefaultWeb Site » | i Eho |® -
Fie Wiew Help
I ISAPI Filters
I @ ..
W Start Page
qu WINDOWS20035GL2 (wiNDowr| | U5 this featurs to configurs [SAPI filters that process requests made to the Web server, RevertTo Inherited
&} Appleation Pools Goupby: No Grouping ] Vien OrderedLsL...
=@/ Sites @ Heip
: . Mame = | Executable | Entr |
[ &) Default Web Site L -
J | ) Eme] e
Configuration: “localhost’ applicatonHost.config , <locaton path="Default ¥/eb Ste™> ‘i_ij_:;

3. The "Add ISAPI Filter" dialog box appears.
a. Fill in the fields provided:
- Filter name: Enter a filter name.

Executable: Enter the location of the Executable.
b. Click OK (Figure 12-14).

Installing Microsoft Internet Information Services 7.x on Windows 2008 Server 12-13



Starting and Configuring 11S

Figure 12-14 Add ISAPI Filter

Filter name:

Executable:

| -

0% I Cancel

The new filter is added to the "ISAPI Filters" list, as shown in Figure 12-15.

Figure 12-15 New Filter

q ISAPI Filters

Use this feature to configure ISAPI filters that process requests made to the Web server,

Group by: Mo Grouping <
Mame = | Executable | Entry Type |
test C:YProgram Files\Javayjdk1.6.0_... Local

12.3.4 Proxying Using IIS

1. Open the management console and browse to the Default Site.
2. In the center list, click HTTP Redirect.
3. In the center panel of the "Internet Information Services (IIS) Manager":

a. Select the Redirect requests to this destination option (Figure 12-16).

12-14 Oracle Fusion Middleware WebCenter Sites: Installing and Configuring Supporting Software



Starting and Configuring 1IS

Figure 12-16 HTTP Redirect

0 HTTP Redirect

IIse this feature to spedfy rules for redirecting incoming requests to another file or URL.

Redirect requests to this de@

——

Example: http:/fwww.contoso. com/sales

Redirect Behavior
I Redirect all requests to exact destination (instead of relative to destination)

- Only redirect requests to content in this directory (not subdirectaries)

Status code;
|Found (302) i

b. Enter the location of the remote server in the text field (for WebCenter Sites or
Satellite Server include the context root).

c. Click Apply.
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Part IV

Installing and Configuring an LDAP
Server

If you choose to use LDAP, WebCenter Sites must have access to a supported LDAP
server specifically configured for WebCenter Sites. This part describes how to install
and configure a supported LDAP server for integration with WebCenter Sites.

Note: You must set up a supported LDAP server before you run
the WebCenter Sites-LDAP integrator.

If you are integrating with LDAP, but no content management sites
exist in WebCenter Sites, then upon completion of the LDAP
integration procedure, refer to instructions in Section 20.4,
"Post-Integration Steps: When CM Sites Have Not Been Created."

Part IV contains the following chapters:

»  Chapter 13, "Setting Up Oracle Internet Directory”

»  Chapter 14, "Setting Up the Oracle WebLogic 10.3 Embedded LDAP Server"
»  Chapter 15, "Setting Up IBM Tivoli Directory Server 6.x"

»  Chapter 16, "Installing Microsoft Active Directory 2012"

s Chapter 17, "Installing Microsoft Active Directory 2008"

s Chapter 18, "Setting Up OpenLDAP 2.3.x"






13

Setting Up Oracle Internet Directory

This chapter provides information about setting up the Oracle Internet Directory. This
chapter contains the following sections:

Section 13.1, "Installing Oracle Internet Directory"

Section 13.2, "Starting the Required Oracle Internet Directory Components"

Section 13.3, "Using the Oracle Directory Services Manager"

Section 13.4, "Configuring Oracle Internet Directory”

Section 13.5, "Connecting to Oracle Internet Directory using an LDAP Browser"

Section 13.6, "Adding Users/Roles Using an LDIF File"

13.1 Installing Oracle Internet Directory

Use the documentation that corresponds with the version of Oracle Internet Directory
you are installing to guide you through the installation process.

The following components are required to install Oracle Internet Directory:

Oracle Database 11g — Version 11.2.0

Oracle Fusion Middleware Repository Creation Utility 11g (11.1.1.5.x)
Oracle WebLogic Server (10.3.5) Generic and Coherence

Oracle Identity Management 11g (11.1.1.5.x)

13.2 Starting the Required Oracle Internet Directory Components

1.

Start the WebLogic Admin Server:

<domain_home>/bin/startWebLogic.sh

For example:

/ull/software/Apps/OraMiddleware/user_
projects/domains/OIAMDomain/bin/startWebLogic.sh

Start the WebLogic Node Manager:

<weblogic_home>/server/bin/startNodeManager.sh

For example:

/ull/software/Apps/OraMiddleware/wlserver_10.3/server/bin/startNodeManager.sh
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3. View the Enterprise Manager Farm Application
a. From a browser, go to the following URL:

http://<weblogic_admin_host>:<weblogic_admin_port>/em

b. Log in using the WebLogic server credentials.

c. On the right side, under Fusion Middleware (Figure 13-1), you can view the
status for each of the applications and servers. Currently only AdminServer
should be shown as running.

Figure 13-1 Fusion Middleware

E Fusion Middleware &
10%
50%
Name Status  Host CPU Us(agne:l
= £3 WebLogic Domain
= @o;ﬁmoomain
&l AdminServer i fneevm122.us.0r ... 2,16
5] oam_server1 3
&l wis_ods1 3
&l wis_oif1 3
= £ Identity and Access
[E]oam &
&) oid1 &3 fiwsevm122.us.or...
[@]ovd1 3 fwsevm122.us.or...
= £ Web Tier
@0hsl @ fiwsevm122,us.or...
@ohs1 a3 finsevm122.us.or ..
Z@]webcachel @ fwsevm122.us.or...

The required applications are: the Oracle Internet Directory server (0idl) and
the Oracle Directory Services Manager web application (wls_ods1) which is
used for Oracle Internet Directory administration.

4. Start the Oracle Internet Directory server.
a. Set the ORACLE_INSTANCE environment variable:

export ORACLE_INSTANCE=<middleware_home>/asinst_1

b. Start the server using the opmnctl command:

<middleware_home>/Oracle_IDM1/opmn/bin/opmnctl startall

c. View the opmnctl processes:
<middleware_home>/Oracle_IDM1/opmn/bin/opmnctl status

d. Stop any unwanted non-oid1 components using the values from the chart
output from step 3c on page 13-2.

<middleware_home>/Oracle_IDMI1/opmn/bin/opmnctl stopproc
ias-compnent=<ias-component_name>

In the Enterprise Farm Application you should now see the Oracle Internet
Directory server (oid1) as started.
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5. Start the Oracle Directory Services Manager web application (Figure 13-2):

a.

b.

From the Farm Application, click wls_ods1.
Under wls_odsl, click WebLogic Server.
A drop-down menu opens.

In the drop-down menu, select Control and then click Start Up.

Figure 13-2 Oracle Directory Services Manager

& wls_odsla Logged in as webl
(5 WeblogicServer v Page Refrashed Dac 11, 2012 10:35:48 AM ES
Home
@ E Response and Load @
Conirol ¥ strtun S
Logs > shutDown..  [Torconfgure and manage this WebLogic
rer, use the Oracle Weblogic Server g
Administraton Console.
Performance Summary
VM Performance Work Manager
PortUsage Requests (per minute) Unavailable
Pending Requests Lnavalable 0 2z
Appication Ceployment »
B Ms
System MBean Browser :
Web Services M5 Servers Unavailable
Pending Messages Unavailable
Current Messages Unavaible
1 WetLogic Server Adninistration Console e = o = = m = = [
IDBC and ITA Usage e —_ =
General imformation Bilzhie Open JDBC Connecticns Unavailzble ; .
| FERTT AT TR T IS lable IDEC Conrection Creates (per ninute) Unavailzble — —
Bean Access Successes (%) Unavalable Active Transactions Unavailzble == Request Processing Time (1s)  emRequesis (per minute)
Bean Transaction Commits {per mnute) Unavailable Tiansacton Commts {per minute) Unavailzble Table View

Bean Transaction Rellaacks (per i
Bean Transaction Timeouts

Bean Transac

avaisble Transection Rollbadks (per ninute) Unavailsble
avaiable

avalahle

When startup has completed, the status arrow changes to green.

13.3 Using the Oracle Directory Services Manager

1. Access the Oracle Directory Services Manager:

b.

From the Farm Application, click oid1.

Under oid]1, click Oracle Internet Directory which becomes a drop-down
menu.

A drop-down menu opens.

In the drop-down menu, point to Directory Services Manager and click Data
Browser.

In the "Connect” screen (Figure 13-3), fill in the following fields and then click
Connect:

— In the User Name field, enter cn=orcladmin.

- In the Password field, enter the password specified during the Oracle
Identity Directory installation.

— In the Start Page field, select a start page.
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Figure 13-3 Connect

@ Connect [

OID - server.example.com:3131

ldap:{server. example.com: 3131

*User Name | cn=orcladmin
*Password | essssssd

Start Page |Home [=]

Copyright © 2003, 2011 Oracle and/or its affliates. All rights reserved.

Remaove Connect Cancel

This connection will be saved for later use.
2. View or modify Oracle Internet Directory Data:

a. In the Oracle Directory Services Manager (Figure 13—4), click the Data
Browser tab.

b. Expand dc=com, dc=oracle, dc=us.

The roles for WebCenter Sites are stored in cn=Groups. The users for
WebCenter Sites are stored in cn=Users.

c. (Optional) Add/Remove a role for a user:
a. Expand cn=Groups

b. Click the role to be added/removed.

Figure 13-4 Oracle Directory Services Manager

ORACLE Directory Services Manager

= = Advanced
=% (&) & Advarced :
= tﬁ; ElementEditor
‘Eg Data Trea
B @ ? E@ % / =1 i 'y I'.E& Distinguished Name: =i ditor, tn=Croupe, do=uz, de—orade, de=com
]
= O Root " Created by: en=orcladmin Muodified by: cn=orcladmin
= [E) cv=cracle internet directory T Created ati December 6, 2012 10:44:30 AM 25T Modfied at: December &, 2012 10:54:09 AMEST
= [ en=0raclContext
& [ cn=CracleSchemaVersion “Group . Attibutes | Subtree Access | Local Azcess
@ [E cr—replication configuration
& [E mv=Server Configurations
& [ ci=subconfgs bentry Ourer e 32
E G cc=com QWnEr MName
&1 @ de=orade  information currently availabie
2 G de-us
# [l en=Calendar servar
== n=Groups
& b cn=Acminsite-Advancedisar
[ i cn=Acmnsite-GeneralAdmin
2] .ﬁ c=Acmingite-SiteAdmin Desciptior < 32
[ G cn=AcminSite-Sitesl lser
& & cn=Adminsite-wiorkfowadmi MEmDers + 92
(=] &b cn=Broweer
= & Member Name
= & = cn=cententserver on =users,de —us, Sc—oradle de=com
@ "35? fn=E|EF\’EI'tREﬂtEf . | cn =firstsitz ,cr=users, de=us,dc=orade, do=com
= & cn=Firstsitem-advanceduser ]
& & cn=FirstSiteI-Approve cn=Fwadmin, cn =users, de=us, de=aracle, de=com ]
i} i:t.‘fﬁ cn=FirstsiteI-Artworkauthor i - ks
] & cn—FirstSiteI-ArbworkEditer
& cn=FirstSiteT-ConnectorAdm
& &k cn=FirstsiteI-ContentAuthol
@ B cn—Firc e T antantEd e

To remove a role from a user, select the user's name and click the red X,
then click Apply.

To add a role to a user, click the green + next to the desired role, then
either enter the full user name, or browse to the name of the desired user.
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d. (Optional) Change a user's password (Figure 13-5):
a. Expand cn=Users
b. Click the name of the user whose password you wish to change.
c. Click the Attributes tab.
d. In the "userPassword" field, enter the new password for the user and then

click Apply.

Figure 13-5 Oracle Directory Services Manager

ORACLE Directory Services Manager

% Security | =+ Advanced

Q, () & | Advanced
B E% Arthur
2 Data Tree
? E‘a ﬁ& / a 4 % "E,‘ﬁ Distinguished Name: cn=Arthur,cn=Users,dc=us,dc=oracle,dc=com
=)
= B root Created by: cn=ordadmin Modified by: cn=orcladmin
[&] en=oradle internet directary Created at: December 6, 2012 10:45:47 AM EST Modified at: December 5, 2012 10:45:47 AM EST
[ en=0racleContext
@ n=OracleSchemabiersion Attributes . Subtree Access | Local Access

= =replication configuration
(&) cn=server Configurations |
[ cn=subconfigsubentry

& @ de=com T Arthur o 3
= ‘3? de=oracle
Bl @) de=us *sn Arthur & 8
(@ cn=calendar server
(B8 cn=Groups objectdass 2
(@ cn=0raceContext =
El [ cn=Users
a b
a3 Persan
& =Conrad organizationalPerson
i en=ContentServer Optional Attributes

a s Echck to manage which optional attributes are shown below.
tn=Desiree

@ cn=firstsite
@ cn=fwadmin userPassword R
@ cn=Mark
@ cn=Martha
@ cn=Mary
@ cn=Napoleon
@ cn=orcladmin
& en=PUBLIC
W cn=Rose

@ cn=DefaultReader

13.4 Configuring Oracle Internet Directory
1. Set the Server Mode:

Note: WebCenter Sites requires an LDAP server that is capable of
recording data to enable User/Role modification in the WebCenter
Sites Admin interface.

a. From the Farm Application, click oid1 (Figure 13-6).
b. Under o0id], click Oracle Internet Directory.
A drop-down menu opens.

c. In the drop-down menu, select Administration and then click Server
Properties.
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Figure 13-6 Oracle Internet Directory: Server Properties

G oidle
Oradle Internet Directory

Home L

Monitoring > Load
Control 4 ) 0 Total LDAP Connections
Logs b
0 Operations Completed
Port Usage 5
Administration ¥ Server Properties
Security ¥ Shared Properties
Directory Services Manager ¥
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Replication Management
General Information Tuning and Sizing

100

The "Server Properties" screen opens.

d. In the "Server Mode" field, select Read/Write (Figure 13-7) and then click
Apply.

Figure 13-7 Server Properties

ﬁ oidl@ Logged in as weblogic| Host fiwsevm122.us.oracle.cc
Oracle Internet Directory » Page Refreshed Dec 11, 2012 10:47:46 AM EST i
Server Properties Apply || Revert

General | Performance = SASL | Statistics  Logging

I Server Mode | Read [ Write El I
*Maximum number of entries to be returned by a search 10000

*Maximum time allowed for a search to complete {sec) 3600

Preserve Case of Required Attribute Name specified in Search Request [

Anonymous Bind | Disallow El
Port Numbers
Mon-55L Port [3gsp &
S5LPort [3131 $jchange SSL Settings

2. Modify the default Password Policy:

Note: WebCenter Sites requires an LDAP server to allow passwords
without numeric characters.
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a. In the Oracle Directory Services Manager, click the Security tab.
b. In the left navigation pane, click Password Policy.

c. Find the policy named cn=default with an "Effective Subtree" of cn=Users,
dec=us,dc=oracle, dc=com by clicking each policy named cn=default and then
clicking the Effective Subtree tab (Figure 13-8).

Figure 13-8 Effective Subtree

Access Control

(3 password Policy default

@ EP) x Distinguished Name: cn=default,cn=pwdPalicies,cn=Commen,cn=Products,cn=0racleContext,dc=us,d
MName Created by: cn=ordadmin Modified by: en=ordadmin
cn=default Created at: March 20, 2012 2:12:40 PM EDT Modified at: December &, 2012 10:09:07 AMEST
an=default
cn=dipPolicy
n=repld General “| Account Lockout | IP Lockout *| Password Syntax
cn=rocpolicy

Password Policy Effective Subtree
®

Root of Subtree
cn=Users, dc=us,dc=orade,dc=com

d. Click the Password Syntax tab.

e. In the "Number of Numeric Characters" field, enter 0 (Figure 13-9).

Figure 13-9 Password Syntax

& Access Control
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cn=rocpalicy

Check Password Syntax

I Number of Numeric Characters 0 I

Mumber of Passwords in History

Ilegal Password Values Separate with commas
#

Minimum Number of Characters for Password 5
Minimum Mumber of Alphabetic Characters 0
Minimum Mumber of Special Characters 0
" Minimum Mumber of Uppercase Characters )
Minimum Number of Lowercase Characters 0
Maximum Number of Repeated Characters 0

f. Click Apply.

13.5 Connecting to Oracle Internet Directory using an LDAP Browser
1. Open the LDAP browser.
2. Select the Quick Connect tab.
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3. In the "Quick Connect" tab (Figure 13-10), fill in the following information:
— Host: <0id_host>
— Port: <oid_port> (defaultis 3060)
— Base DN: dc=us, dc=oracle,dc=com
- Anonymous bind: deselect
— User DN: cn=orcladmin

— Password: <oid_password>

Figure 13-10 Quick Connect
f | £| Connect * @1

[ Session List | Quick Connect |

l’Connection | Options |

Host Info
Host: |Iocalhosﬂ | Port: |3050 | Version: =
Base DN: |dc=us, dc=oracle,dc=com |V|
Fetch DNs []ssL ["] Anonymous bind

User Info
User DN: |cn:0rcladmin | [] append base DN

Password:|uuuu |

| Connect || Cancel |

4. C(lick Connect.

13.6 Adding Users/Roles Using an LDIF File
1. Create an LDIF file:
a. Openanew file in a text editor.
b. For each new user add the following;:

dn: cn=<user>,dc=Users,dc=us,dc=oracle,dc=com
userPassword: <password>

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: <user>

cn: <user>

c. For each new role add the following:

dn: cn=<role>,dn=Groups, dc=us,dc=oracle,dc=com
objectClass: top

objectClass: groupofUniqueNames

uniqueMember: cn=<userl>,cn=Users,dc=us,dc=oracle,dc=com
uniqueMember: cn=<user2>,cn=Users,dc=us,dc=oracle,dc=com

cn: <role>

d. Save the new LDIF file.
2. Import the LDIF file. Do one of the following:
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s Ifyou are using the 1dapadd command:

a. Change to the <oracle_home>/bin directory:

cd <middleware_home>/Oracle_IDM1/bin

b. Import the file using the 1dapadd command:

./ ldapadd -h <oid_host> -p <oid_port> -D "cn=orcladmin" -w <oid_
password> -f <path to 1dif file> -x

= If you are using the Oracle Directory Services Manager:

a. Connect to the Oracle Identity Directory using the Directory Services
Manager and click the Data Browser tab.

b. Under "Data Tree," select the icon located farthest to the right.

The "Import File" dialog box opens (Figure 13-11).

Figure 13-11 Import File

ORACLE" Directory Services Manager

#.. Security | =« Advanced

2 Data Tree

Mo object selected

Please select an object from the left side navigation

K0

B [ Rroot
cn=orade internet directory
[E5 cn=OradeContext
[E5 en=OradeSchemaversion
&= cn=replication configuration
[55] cn=Server Configurations
[ cn=subconfigsubentry
G dc=com

Import File []

Select a LDIF File: I Browse_

MNote:
1. All operational attributes except 'ordguid' will be exduded while importing the entries.
2. The maximum size of LDIF file that can be imported is 4B,

OK | Cancel

c. In the "Import File" dialog box, browse to the LDIF file you created in step
1 on page 13-8 and then click OK.
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Setting Up the Oracle WebLogic 10.3
Embedded LDAP Server

This chapter provides instructions on setting up the currently supported WebLogic
Embedded LDAP Server for use with WebCenter Sites.

Note: You must set up WebLogic LDAP before you run the WebCenter
Sites-LDAP integrator.

This chapter contains the following sections:
= Section 14.1, "Enabling the WebLogic Embedded LDAP Server"
= Section 14.2, "Modifying User Passwords"

14.1 Enabling the WebLogic Embedded LDAP Server
This section explains how to enable the WebLogic Embedded LDAP Server.
To enable the WebLogic Embedded LDAP Server
1. Log in to the WebLogic Server Administration Console.
2. Inthe "Domain Structure"” tree at the left, click your WebLogic portal domain.
3. Set the Embedded LDAP password (Figure 14-1):

a. In the workspace, select the Security tab, then select the Embedded LDAP
sub-tab.

b. Inthe "Change Center" pane in the upper left, click Lock & Edit.

c. Inthe Credential field, enter the desired Embedded LDAP password. Re-enter
the password in the Confirm Credential field for verification.

d. Click Save.
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Figure 14-1 Security Tab - Embedded LDAP Sub-Tab

ORACLE WeblLogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
madify, add or delete items in this domain.

Domain Structure

csB_cluster_hotspot
- Environment

t--Deployments
-Ser\fices
;“--Secu rity Realms

B~ Interoperability
- Diagnostics

How do I... =]

= Configure the embedded LDAP server

+ Configure Authentication and Identity
Assertion providers

System Status =

Health of Running Servers

[ Failed(D)
[ Critical (0}
[ Overloaded (0)
[ Waming (D)
[

& Home LogOut Preferences Record Help

Home >csB_cluster_hotspot

Settings for csB_cluster_hotspot

Welcome, weblogic | Connected to: cs8_cluster_hotspot

Q

Configuration | Monitoring | Control | Security | Web Service Security | Motes

General | Filter | Unlock User | Embedded LDAP

Save

This page allows you to configure the embedded LDAP server for this WebLogic Server domain.

4E| Credential:

4F] Confirm Credential: eesscenscansnsnnnse
4E Backup Hour: 23

gg Backup Minute: 5

gg Backup Copies: 7

(5] Cache Enabled

(5] Cache Size: 32

A5 Carha TTI - —e

The credential (usually a password) used to
connect to the embedded LDAFP server.  More
Info...

The hour at which the embedded LDAP server
should be backed up. More Info...

The minute at which the embedded LDAP
server should be backed up. More Info...

The maximum number of backup copies that
should be made for the embedded LDAP
server.  More Info...

Specifies whether a cache is used with the
embedded LDAP server.  More Info...

The size of the cache (in kilobytes) that is used
with the embedded LDAF server.  More Info...

Tha tima-tn-live nf tha rarha fin sarnndc that

4. Create an Embedded LDAP authentication provider (Figure 14-2):

a. Inthe "Domain Structure" tree, click Security Realms.

b. Inthe workspace, click myrealm and select the Providers tab.
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Figure 14-2 Providers Tab - Authentication Sub-Tab

ORACLE WeblLogic Server® Administration Console

Change Center

View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
madify, add or delete items in this domain.

Domain Structure

csB_cluster_hotspot
- Environment
t--Deployments
-Se rvices
;“--Secu rity Realms
B~ Interoperability
- Diagnostics

How do I...

Assertion providers

Manage security providers
Set the JAAS control flag

Configure Authentication and Identity

Configure the Password Validation provider

Re-order Authentication providers

System Status

a o

f.

& Home LogOut Preferences Record Help Q

Welcome, weblogic | Connected to: cs8_cluster_hotspot
Home >csB_cluster_hotspot >Summary of Security Realms >myrealm >Providers

Settings for myrealm
Configuration | Users and Groups | Roles and Policies | Credential Mappings | Providers | Migration
Authentication | Password Validation | Authorization | Adjudication | Role Mapping | Auditing

Credential Mapping || Certification Path | Keystores

An Authentication provider allows Weblogic Server to establish trust by validating a user. You must have one
Authentication provider in a security realm, and you can configure multiple Authentication providers ina security realm.
Different types of Authentication providers are designed to access different data stores, such as LDAP servers or DBMS. You
can also configure a Realm Adapter Authentication provider that allows you to work with users and groups from previous
releases of Weblogic Server.

[ Customize this table

Authentication Providers

New Delete Rearder Showing 1 to 3 of 3 Previous | Next
1 | Name Description Version
|:| DefaultAuthenticator ‘Weblogic Authentication Provider 1.0
|:| DefaultIdentityAsserter ‘WebLogic Identity Assertion provider 1.0
|:| falcon ‘Weblogic Authentication Provider 1.0
ﬂ Delete Reorder Showing 1 to 3 of 3 Previous | Next

Click New.
In the Name field, enter a name for the authentication provider.
In the "Type" drop-down list, select DefaultAuthenticator.

Click OK. The new authentication provider appears in the provider list.

In the "Change Center," Click Activate Changes.

Stop the admin server.

14.2 Modifying User Passwords

This section shows you how to modify user passwords in WebLogic LDAP Server.

To modify user passwords in WebLogic LDAP Server

1.
2.

Log in to the WebLogic Server Administration Console.

In the "Domain Structure" tree, click Security Realms.

In the workspace, click myrealm and select the Users and Groups tab

(Figure 14-3).
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Figure 14-3 Users and Groups Tab - Users Sub-Tab

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
madify, add or delete items in this domain.

Domain Structure

csB_cluster_hotspot
[-Emvirenment
--Deployments
B-Senvices
--Security Realms
- Interoperability
[+ -Diagnostics

Settings for myrealm

Configuration

Users | Groups

This page displays information about each user that has been configured in this security realm.

[ Customize this table

Users and Groups

il Home LogOut Preferences [2] Record Help

Q

Welcome, weblogic | Connected to: ¢s8_cluster_hotspot
Home >csB_cluster_hotspot »>Summary of Security Realms >myrealm >Providers »>Users and Groups

Roles and Policies | Credential Mappings

Providers | Migration

Users
New Delete Showing 1to 10 of 32 Previous | Next
1 | Name Description Provider &
|:| OracleSystemUser Oracle application software system user. DefaultAuthenticator
How do I... =] D weblogic This user is the default administrator DefaultAuthenticator
« Manage users and groups |:| ContentServer Defaulthuthenticator
» Create users |:| DefaultReader DefaultAuthenticator
* Modify users [ | fwadmin DefaultAuthenticator
* Delete users [ | conrad DefaultAuthenticator
[ | firstsite DefaultAuthenticator
System Status =
) 1 | Mark DefaultAuthenticator
Health of Running Servers
1 | Mary DefaultAuthenticator
| Failed (0}
[ citiao [ | Napoleon DefaultAuthenticator
Overloaded (0) New | | Delete Showing 1to 10 of 32 Previous | Next
| ‘Warning (0}
[

4. Click the user whose password you want to change.

The workspace displays the "Settings for <user name>" screen, as shown in
Figure 14-4.
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Figure 14-4 General Tab

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
madify, add or delete items in this domain.

ORACLE Weblogic Server® Administration Console

Domain Structure
csB_cluster_hotspot

-Security Realms
-Interoperability
-Diag nostics

» Create users
« Modify users

» Delete users

How do I... =]

i Home Log Out Preferences [2] Record Help Q,

Welcome, weblogic

Connected to: ¢s8_cluster_hotspot
Home >csB_cluster_hotspot >Summary of Security Realms >myrealm >Providers >Users and Groups >firstsite

Settings for firstsite

General | Passwords | Attributes | Groups

Save

Use this page to change the description for the selected user.

Name: firstsite

The login name of
this user. More
Info...

Description: A short

description of this
user. For example,
the user's full
name. More Info...

Save

5. Select the Passwords tab and enter the new password into both fields
(Figure 14-5).

Figure 14-5 Passwords Tab

ORACLE Weblogic Server® Administration Console

Change Center
View changes and restarts

Configuration editing is enabled. Future
changes will automatically be activated as you
medify, add or delete items in this domain.

Domain Structure
csB_cluster_hotspot
B-Environment
--Deployments
[H-Senvices
--Security Realms
- Interoperability
[*}-Diagnostics

How do I... =]
* Create users
« Modify users

* Delete users

i Home LogOut Preferences [24] Record Help Q

Welcome, weblogic | Connected to: cs8_cluster_hotspot

Home »csB_cluster_hotspot >Summary of Security Realms =myrealm =Providers »Users and Groups firstsite

Settings for firstsite

General | Passwords | Attributes | Groups

Save

Use this page to change the password for the selected user.

* Indicates required fields

*New Password: sesernese The new password of this user. More Info...

*Confirm New Password:

Save

6. Click Save.

Setting Up the Oracle WebLogic 10.3 Embedded LDAP Server 14-5



Modifying User Passwords

14-6 Oracle Fusion Middleware WebCenter Sites: Installing and Configuring Supporting Software



15

Setting Up IBM Tivoli Directory Server 6.x

This chapter contains the following sections:

= Section 15.1, "IBM Tivoli Directory Server Commands"

= Section 15.2, "Before Installing IBM Tivoli Directory Server"
»  Section 15.3, "Installing IBM Tivoli Directory Server"

»  Section 15.4, "Configuring Tivoli Directory Server"

»  Section 15.5, "Connecting to IBM TDS Using the LDAP Browser"

Note: In this chapter, Tivoli Directory Server is also referred to as "TDS."

15.1 IBM Tivoli Directory Server Commands

Table 15-1 IBM Tivoli Directory Server Commands

Action Command

Starting an instance <LDAP Install directory>/sbin/idsslapd -I <instance
name>

Stopping an instance <LDAP Install directory>/bin/ibmdirctl stop -h

localhost -D cn=root -w <password for cn=root>

Checking an instance <LDAP Install directory>/bin/ibmdirctl status -h
localhost -D cn=root -w <password entered for cn=root>

Displaying list of instances ~ <LDAP Install directory>/sbin/idsilist

Loading the instance <LDAP Install directory>/sbin/idsxinst
administration tool

Loading the configuration <LDAP Install directory>/sbin/idsxcfg -I <name of
tool for an instance instance>

15.2 Before Installing IBM Tivoli Directory Server
1. Create the following group: idsldap

2. Create a user for the LDAP instance and write down the password, for example,
ldapdb2. This password will be used in step 7 of Section 15.3, "Installing IBM
Tivoli Directory Server."

3. Check that pdksh is installed.
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15.3 Installing IBM Tivoli Directory Server
1. Download the Tivoli Directory Server from IBM.
2. Unzip the archive into a temporary directory.
3. Go to the temporary directory and run (Figure 15-1):

./install_ldap_server.

Figure 15-1 IBM Tivoli Directory Server Installation

root@ rh4usasoraclel20gr2sjes5:/ull/Downloads

File Edit View Terminal Tabs Help

creating: rspfile/

inflating: rspfile/amwpmcfg.rsp.template

inflating: rspfile/install_amacld.options.template

inflating: rspfile/install_amadk.options.template

inflating: rspfile/install_amjrte.options.template

inflating: rspfile/install_ammgr.options.template

inflating: rspfile/install_amproxy.options.template

inflating: rspfile/install_amrte.options.template

inflating: rspfile/install_amwpm.options.template

inflating: rspfile/install_ldap_server.options.template

inflating: rspfile/pdjrtecfg.rsp.template

inflating: rspfile/pdproxycfg.rsp.template

inflating: rspfile/amauditcfg.rsp.template

inflating: am_update_ldap.sh

inflating: tamtblecp.ksh

inflating: install ldap_server

inflating: install ldaps_setup.jar

creating: spd/

inflating: spd/ldaps.spd.template
[root@rhd4ubasoraclel20gri2sjess Downloads]# 1s

am_update_ldap.sh EIC install_ldaps_setup.jar rspfile
CEB7BOML.zip help LAP spd

common install_ldap_server linux_i386 tamtblep.ksh Q
k[r't]u‘c@rh-‘}uEESur'a::1:212[]gr25;'|esS Downloads]# ./install_ldap_server I

4. When the installation dialog box appears, select your language (Figure 15-2) and
click OK.

Figure 15-2 IBM Tivoli Directory Server Dialog Box

Select a language to be used for this wizard.

' English - |

OK Cancel

o, A

5. Click Next (Figure 15-3).
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Figure 15-3 IBM Tivoli Directory Server - Welcome

Installshield

IEM Tivoli Directory. Server B

Welcome to the InstallShield Wizard for IBM Tivoli
Directory Server

The InstallShield Wizard will install IBEM Tivoli Directory Server on sour computer.
To continue, choose MNext,

IBM Tivali Directary server
International Business Machines Corporation
Wty (1M, Com

| < Back H | ‘ cancel |

6. On the "License Agreement” screen (Figure 15-4) select I Accept the terms in this

license agreement, then click Next.
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Figure 15-4 Software License Agreement

=

Installshield

[}

Y

IEM Tivoli Directory. Server

are License Agreement

Please read the following license agreement carefulky

International Program License Agreement
Fart 1 - Ceneral Terms

B DOWMLOADIMG, IMSTALLIMG, COPYIMG, ACCESSIMNG, OR UsIMG THE PROGCEAM YOU
WOREE TO THE TERME OF THIS ACREEMEMNT. IF ¥OU ARE ACCEPTING THESE TERMS ON
BEHALF OF AMOTHER PERZOM OF. A COMPANY OR OTHER LEGAL EMTITY, YOU REPRESEMT
AMD WARRANT THAT YOU HAVE FULL AUTHORITY TO BIND THAT PERSOM, COMPANY, OR
LECAL EMTITY TO THESE TERMS. IF YOU DO NOT AGREE TO THESE TERMS,

- DO MOT DOWNLOAD, INSTALL, COPY, ACCESS, OF USE THE PROCEAM, AND

- PEOMPTLY RETUREM THE PROGREAM AMD PROOF OF EMTITLEMENT TO THE PARTY FROM
WHOM YOU ACQUIRED IT TO OBTAIM A REFUND OF THE AMOUNT YOU PAID. |FYoOU
DOWNLOADED THE PROGRAM, COMTACT THE PARTY FROM WHOM YOU ACQUIRED IT.

'[BM" i= International Business Machines Corporation ar one of its subsidiaries.

‘Licensze Information” {'LI is a document that provides information specific to a Program.

The Program's Ll is available at http: f fwaede ibm. com fsoftwarefslaf - The Ll may also be

found in afile in the Program's directory, by the use of a system cammand, ar as a boaklet
hich accampanies the Frogram.

'Program” is the following, including the ariginal and all whale or partial copies: 1)
machine-readable instructions and data, 2) components, 2) audio-wisual content (such as
images, text, recordings, or pictures), 4 related licensed materials, and =) license use
documents or kews, and documentation.

WA "Proof of Entitlement” ("PoEY is evidence of ¥Wour authorization to use a Program at a
specified level. That level may e measured, for example, by the number of processars ar
uzers. The PoE is also evidence of Your eligibility for wwarranty, future uparade prices, it any,
and potential special or promotional opportunities. If IBM does not provide You with a PoE,
then IBM may accept the original paid sales receipt or other sales record from the party

(either [BM or its reseller from whorm You acguired the Program, prowvided that it specifies

Bl

® | accept the terms in the license agreement

2| do not accept the terms in the license agreement

‘ < Back H Cancel

On the first configuration screen (Figure 15-5), fill in the fields:

DB2 administrator ID: Name of the user you created for the LDAP instance.
DB2 administrator password: Enter the password (1dapdb2) given to the

LDAP instance user in step 2, Section 15.2, "Before Installing IBM Tivoli

Directory Server."
Keep the default values for the other fields.
Click Next.
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Figure 15-5 Database information

Installshield

. |BM Tiwali Directory Server

IEM Tivoli Directory. Server

To canfigure 1BM Tivali Directory Server, specify the following database infarmation.

CEZ administratar ID {alzo used for the instance name) *

|3dapdb2

CBZ administrator passwoard *

sesteostesatestoll

Password confirmation *

sestdektetertol]

Crougp for the DBZ administrator (LR

ot <

|7 Create the DB2 administrator if it does not already exist

Cirectory server database home ™

|yhomendapdh2

DEBZ database name *

Iamdh

Ehcrypation seed *

|E01 234536783012

‘ < Back H Mext = | | Cancel ” Help |

8. On the second configuration screen (Figure 15-6), fill in the fields:

a.

Administrator password: Enter a password and remember it. This password
will re-occur throughout the configuration and will be referred to as sn=root.

User-defined suffix: dc=<domain>, dc=<ext> For example, if your domain is
example.com, then the User-defined suffix should read: dc=example, dc=com.

Confirm that the Local hostname is correct.

Click Next.
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Figure 15-6 Database Information Continued

IEM Tivoli Directory. Server

T

-~ |BM Tiwali Directory Server

To canfigure 1BM Tivali Directory Server, specify the following database infarmation.

Administrator 1D *

Iﬁcn=root

Administrator password *

Thestekesteseatookote

Password confirmation *

Teresteshtalesks

User-defined suffix *

Idc-example,dc=cnm

Lacal hast name *

I directoryserver.example.com

Installshield

‘ < Back H Mext = | | Cancel ” Help |

9. On the third configuration page (Figure 15-7):
a. Fill in the fields:
— SSL key file password: Enter a password for SSL.

— Non-SSL port: Confirm the Non-SSL port value is set to 389. If the
Non-SSL has been changed, use the new value when installing WebCenter
Sites.

b. Click Next.
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Figure 15-7 Database Information Continued

IEM Tivoli Directory. Server

o

|[EM Tiwali Directaory Sarver

To canfigure 1BM Tivali Directory Server, specify the following database infarmation.

Mon-55L port *

|§389

S50 port ¢

|§535
251 key file with full path *
I?joptfihmfldapNB.Oflih)’am_key.kdb

Erowse

5L key file password ™

destsesbstetertel]

Passwaord confirmation *

I ****:@::@:M‘i’

Certificate label

IEPDLDP.F'
[T Create SSL key file

_|Enable Federal Information Processing Standards (FIPS)

Installshield

‘ < Back H Mext = | | Cancel ” Help |

10. Confirm that enough disk space exists for the installation to succeed (Figure 15-8)
and click Next.
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Figure 15-8 Disk Space

Installshield

IEM Tivoli Directory. Server

. This information shows disk space available and space required by the installation.

File systerm [ Space required (KE) | Space availahle (KE)
Shame/ldapdb? (fdewfmap... (81920 B2ZBTRZ
Svar (fdevfmapperSolorou... (4 HB2LEBTLE
fetc (fdevimapper,volCrou. |8 B2Z8724
faptfibmfldap (fdewfmappe.  [37118 B2ZBTL0
JfoptfIBM/Idap Ve O {jdevs... (58492 8228716
fusrflocalfibmgsky (fdewi . |12408 B2ZE8712
foptfIBMjdb2 (fdewfmappe... (2509249 B228712

Caompanent disk space details

IBMW DB2
Bpace required (KB);, 3508249

IBM Clobal Security kit
Apace required (kB 12408

IBM Tiwali Directory Client
Broace required (KB) 58504

IBM Tiwali Directary Server
Bpace required (kB 97118

Directory server database home

‘ < Back H || Cancel

” Help |
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Figure 15-9 Configuration Options Review

Installshield

IEM Tivoli Directory. Server

Feview the configuration aptions. Go back to change a walue ar proceed to begin the
e installation.

IEM DBZ = Mot Installed

IBM Global Security kit = Mot Installed
F IEM Tivali Directory Client = Mot Installed
IEM Tivali Directory Server = Mot Installed

DEZ administratar ID {also used for the instance name) = ldapdadi?
DBEZ administrator passward = Frrresss

Create the DB2 administratar if it does not already exist = Yes
Group for the DBZ administrator (UMY = root

Directory server database home = fhomefldapdhb2

DEBZ2 database name = amdb

Encryation seed = 01224567849012

Administrator ID = ch=root

Administratar passworg = e

User-defined suffix = de=example,dec=com

& Local host name = xyz123.wm.example.com

Mon-55L port = 389

S50 port = 626

351 ke file weith full path = joptfibmfldapfve. o flibfam_kew kdh
Create 550 key file = Yes

251 key file passwaord = **Feeer

Certificate label = PDLDAF

Enable Federal Information Processing standards (FIPS) = Mo

‘ < Back H cancel ” Helg |

12. Wait for the installer to finish (Figure 15-10).
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Figure 15-10 IBM Tivoli Directory Server Installation in Progress

IEM Tivoli Directory. Server

-

- - S
4% " IEM Tivoli Directory Server

~
Installing IBM DBZ2

; \\ = 55

Installshield

< Back H Mext = ‘ | Cancel

13. Click Finish. The installation is now complete (Figure 15-11).
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Figure 15-11 IBM Tivoli Directory Server Installation Completed

IEM Tivoli Directory. Server

InstallationfConfiguration has completed successtully
Status Details:

., Installed: IBM License Agreement Files
Installed: IEM DB2

Installed:; 1BM Clobal Security Kit
Installed: 1BM Tivoli Directory Client
Installed: 1BM Tivoli Directory Server
Canfigured: 1BM Tivali Directary Server

Installshield

‘ < Back H Mext = H ” Help |

15.4 Configuring Tivoli Directory Server

Note: Only IBM TDS with sha encryption is supported by
WebCenter Sites.

1. In a text editor open:

/home/<1ldap user>/idsslapd-<ldap user>/etc/ibmslapd.conf.

2. Search for the ibm-slapdPwEncryption parameter and change the value to sha.

3. Save the change in the text editor.
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Completing and Verifying the LDAP Configuration
1. Start the IBM TDS instance:

<LDAP Install directory>/sbin/idsslapd -I <instance name>

2. Start the IBM TDS instance configuration tool (your display (Figure 15-12) must be
set in order to continue the configuration process):

<LDAP Install directory>/sbin/idsxcfg -I <name of instance>

Figure 15-12 IBM Tivoli Directory Server Configuration Tool

+ IBM Tivoli Directory Server, Configuration Tool

3. Select Manage suffixes (Figure 15-13).
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Figure 15-13 IBM Tivoli Directory Server Configuration Tool - Manage Suffixes

+ IBM Tivoli Directory Server Configuration Tool

Manage suffixes

B
B
B
B
B
B
B
B
=]
B
B
B
=]
B

4. Make sure the User-defined suffix that was specified during installation appears in
the list, then click OK.

Importing an LDIF file (LDAP Browser)
1. Start the IDM TDS instance:

<LDAP Install directory>/sbin/idsslapd -I <instance name>

2. Connect to IBM TDS using the LDAP browser, for instructions see Section 15.5,
"Connecting to IBM TDS Using the LDAP Browser".

3. Select: dc=<domain>, dc=<ext>. Click the LDIF menu, and select Import
(Figure 15-14).
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Figure 15-14 LDAP Browser\Editor - Import

B3 LDAP Browser\Editor v2.8.2 - ==1[3

File Edit Yiew I__DIF|ﬂEIp

B||%|8& peo || d| & 8]
Ddc=example,dc=cnrr IMBOTE, < Artribute [value
Hldc ExXAMPLE

ohjectClass 1op
ohjectClass darmain
description This entry created automatically correspaon
a examole
q I | »

Ready. IF

4. Click the Add only button (Figure 15-15).

Figure 15-15 LDIF Import

LDIF Import FEEEX

LDIF File:

Import method
® Add only
) Update only
) Update/ Add

Import Cancel

5. Browse to the LDIF file <cs_install_dir/ldap>/tivolildap.1dif (Figure 15-16)
and click OK.
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Figure 15-16 tivolildap.Idif

E Choose file

Look In: |[Jldap - | |\E||=F| || |RE | E=

[ tivolildap.1dif

File Mame: |ti‘u“|:|IiI|:iE1|::|. [=])]

Files of Type: |LDIF files ¢ldif -

Ok Cancel

6. Click Import.

Note: The root entry will fail to import because it already exists, but
all others will import successfully.

7. Click OK (Figure 15-17).

Figure 15-17 LDIF Import - Finished

B oiF Import

Finished
Read 52 total entries. 51 sucessfuly importe...

Ok

Importing an LDIF file (Configuration Tool)
1. Convert the LDIF file to UNIX format using the dos2unix utility.
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— Linux: dos2unix <tivolildap.ldif>

— Solaris: mv tivolildap.ldif > tivolildap2.1dif dos2unix
tivoli.ldap2.1dif > tivolildap.ldif

2. Stop the IBM TDS instance:

<LDAP Install directory>/bin/ibmdirctl stop -h localhost -D cn=root -w
<password for cn=root>

3. Start the IBM TDS instance configuration tool (your display must be set in order to
continue with the import process):

<LDAP Install directory>/sbin/idsxcfg -I <name of instance>

4. Select Import LDIF data (Figure 15-18).

Figure 15-18 Path and Name of the LDIF File on the LDAP Server

#, IBM Tivoli Directory Server Configuration Tool

Use this panel to import data from an LDIF file into the datakase

|
=]
=]
B
B
=]
E]
|
£
B
=]
=]
B
B

5. Click Browse.
6. Browse to the LDIF file (Figure 15-19) you wish to import and click OK.
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Figure 15-19 Browse Dialog Box

%l Browse

| AN ivolildap. [dif

7. Click Import (Figure 15-20).
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Figure 15-20 Import Button

| Browse... |

Blo= s el fedp cmips s e j= RS f=e s

0 |SriziE = e = i e =t b

8. Click OK when the import is complete (Figure 15-21).

Figure 15-21 Information Dialog Box

R e BRI T =N T

" L e i e R Tt el i B Pl

L) el e S 2 e R L T o

| Efraa B ST G ChiTG|

e TR C T |

i Information @@

ezl gieliese

| rrigieine |

Adding Users and ACLs using an LDIF file
1. Create a blank LDIF file (for example, addstuff.1dif).
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For each user that you wish to add, add the following to the LDIF file:

dn: uid=<User_Name>, cn=users, dc=<domain>,dc=<ext>
userPassword: <password>

uid: <User_ Name>

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: inetOrgPerson

sn: <User_Name>

cn: <User_Name>

For each ACL you wish to add, add the following to the LDIF file:

dn: cn=<ACL Name>, cn=groups,dc=<domain>,dc=<ext>
objectClass: top

objectClass: groupOfNames

member: uid=<User_Name 1>,cn=users,dc=<domain>,dc=<ext>
member: uid=<User_Name 2>,cn=users,dc=<domain>,dc=<ext>

member: uid=<User_Name n>,cn=users,dc=<domain>,dc=<ext>

Import the LDIF file by following the steps in Section , "Importing an LDIF file
(LDAP Browser)" or Section , "Importing an LDIF file (Configuration Tool)."

15.5 Connecting to IBM TDS Using the LDAP Browser

1.
2.

Download and install the LDAP browser.
Start the LDAP browser:

./1lbe.sh

Fill in the required fields:
— Host: Enter the IP or hostname of IBM TDS.

Note: The default port which IBM TDS runs on is 389.

- Port: Enter the port on which IBM TDS is running.

— Base DN: Enter the user-defined suffix that was entered during the
installation of IBM TDS (see step 8 for more information about the
User-defined suffix).

— Anonymous bind: Deselect the check box
— User DN: Enter cn=root

— Password: Enter the password for cn=root (Figure 15-22).
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Figure 15-22 Edit Session Dialog Box

Edit Session

Name [ Connection | Options

Host Info
Host |192.|:|.2.1 | Port: % Version: |2 |w
Base DM: |dc=example,dc=com -
Fetch DNs []ssL [ ] Anonymous bind

User Info
User DM: ||:n=r|:u:|t | [ ]append base DN
Password: |"""" |

Save Cancel

4. Click Save (Figure 15-23).

Figure 15-23 LDAP Browser\Editor

LDAP Browser\Editor v2.8.2 - OEIN=E

File Edit View LDIF Help
ERRIEIENEEIENELE NI

1 de=example,doc=com o[ Atribute | Value

o= [Jcn=usars

o= [ cn=groups

Ready. 2 entries returned. IF
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Installing Microsoft Active Directory 2012

This chapter provides instructions for configuring the Microsoft Windows Server 2012
system settings, configuring network settings, installing Microsoft Windows Active
Directory 2012, checking and changing group policies, and connecting to the Active
Directory Server using an LDAP browser.

This chapter contains the following sections:

Section 16.1, "Configuring OS System Settings"
Section 16.2, "Configuring the Network Settings"
Section 16.3, "Installing Active Directory 2012"
Section 16.4, "Checking Group Policies"

Section 16.5, "Changing Group Policies"

Section 16.6, "Connecting to Active Directory Server Using an LDAP Browser"

16.1 Configuring OS System Settings

Follow these steps to configure the OS system settings:

1.
2.

Install Windows Server 2012 (any Windows server except Web).

When the installation is complete, leave the installation disc in the drive, you will
need it to complete the installation of Active Directory Server.

Set the computer name and DNS suffix.

Open the System Properties dialog (Figure 16-1), and select Advanced system
settings.
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Figure 16-1 Windows Server 2012 Control Panel: System

+ |u¥| » Control Panel » Systern and Security » System w C-| | Search Control Panel e |

Centrol Panel Home - .. .
View basic information about your computer

@ Device Manager Windows edition

) Remote settings Windows Server 2012 Standard

B Advanced system settings © 2012 Microsoft Corporation. All rights == Windows Server°2012
reserved. ™

System _

Processon Intel(R) Core(TM) i5-2400 CPU @ 3.10GHz 3.06 GHz -
Installed memory (RAM): 400 GB
System type: 64-bit Operating System, x64-based processor
Pen and Touch: Mo Pen or Touch Input is available for this Display

Computer name, domain, and workgroup settings

Computer name: WIN-PLSUGZEF3IN '@'Change settings
See also Full computer name: WIN-PLSUGZEF3IN | ]
Action Center Computer description:
Windows Update Workgroup: WORKGROUP

5. On the System Properties dialog, select the Computer Name tab (Figure 16-2) and
click Change.

Figure 16-2 System Properties

Computer Name | Hardware | Advanced | Remote |

&.II Windows uses the following information to identify your computer
r on the network.

Computer description: ||

For example: "1|S Production Server or
"Accounting Server”.

Full computer name: WIN-PLSUQZEF3JN
Worlgroup: WORKGROUP

To rename this computer or change its domain or angs
warkgroup, click Change.

6. On the Computer Name/Domain Changes dialog (Figure 16-3), complete the
following fields:
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= Computer name: Enter the name you wish to designated for your computer.
Make a record of this name.

= Member of: Select the Workgroup option, then enter a unique workgroup
name. Make a record of this name.

Figure 16-3 Computer Name/Domain Changes

Computer Name/Domain Changes -

You can change the name and the membership of this
computer. Changes might affect access to network resources.

Computer name:
ws20 |

Full computer name:
WS52012

Member of
() Domain:

(®) Workgroup:
AD2012 |

oK || Cancel |

7. Click More.

8. On the DNS Suffix and NetBIOS Computer Name dialog (Figure 16—4), complete
the following fields:

= Primary DNS suffix of this computer: Enter the DNS suffix of your computer.
Make a record of this suffix.

= Change Primary DNS Suffix when domain membership changes: If this
option is selected, deselect it.

Figure 16-4 DNS Suffix and NetBIOS Computer Name

DNS Suffix and NetBIOS Computer Name -

Primary DMNS suffic of this computer:

|sites.examp|e.com |

[ ] Change primary DNS suffic when domain membership changes

NetBIOS computer name:
|W52-|] |

This name is used for interoperability with older computers and services.

| ok || cancel

9. Click OK to close the dialog.
10. On the Computer Name/Domain Changes dialog (Figure 16-5), click OK.
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Figure 16-5 Computer Name/Domain Changes

o Welcome to the AD2012 werkgroup.

11. On the restart request dialog (Figure 16-6), click Restart Later.

Figure 16-6 Restart Dialog

You must restart your computer to apply these
changes

Before restarting, save any open files and close all pregrams.

| RestartNow || RestartLater

16.2 Configuring the Network Settings
Follow these steps to configure the network settings:

1. Open the Network and Sharing Center dialog (Figure 16-7).

Figure 16-7 Network and Sharing Center

@ - 4 |_§E <« Metwork and Internet » Network and Sharing Center v & | | Search Control Panel »p
View your basic network information and set up connections
Control Panel Home
View your active networks
Change adapter settings
Change advanced sharing Unidentified network Access type: Mo Internet access
settings Public network Connections: @ Ethernet
Change your networking settings
4 Set up a new connection or network
. Set up a broadband, dial-up, or VPN connection; or set up a router or access point.
Troubleshoot problems
Diagnose and repair network problems, or get troubleshooting information.
See also
Internet Options
Windows Firewall
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Select the Network Connection to edit (if you have more than one ipconfig result,

make sure to select the correct connection).

On the Ethernet Status dialog (Figure 16-8) of your selected network, click

Properties.

Figure 16-8 Ethernet Status

Configuring the Network Settings

- Ethernet Status -
General
Connection
IPv4 Connechivity: Mo Internet access
IPvE Connechivity: Mo network access
Media State: Enabled
Duration: 00:24:34
Speed: 1.0 Gbps
Activity
Sent L‘h’! Received
=
Bytes: 357 a0
| I5'F‘rt:u|:|er1:ies | | IE'Dis;r.-xt:«le | | Diagnose |

Close

On the Ethernet Properties dialog (Figure 16-9), select Internet Protocol Version 4
(TCP/1v4).
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Figure 16-9 Ethernet Properties

] Ethernet Properties =3

Networking

Connect using:

LF Intel(R) PRO/1000 MT Network Connection

This connection uses the following items:

% Client for Microsoft Networks

EQOS Packet Scheduler

E’, File and Printer Sharing for Microsoft Networks

[ -2 Microsoft Network Adapter Muttiplexor Protocol
& Link-Layer Topology Discoveny Mapper /0 Driver
i Link-Layer Topology Discovery Responder

- Intemet Protocol Version 6 (TCP/IPvE)

¥ Intemet Protocol Version 4 (TCP/IPv4)

Description

Transmigsion Control Protocol/Intemet Protocol. The default
wide area network protocol that provides communication
across diverse interconnected networks.

| oK || Cancel |

5. Set the IP address to an unused, static IP address. Set the preferred DNS server to
your computer's IP address.

6. Click Advanced.

7. On the Advanced TCP/IP Settings dialog (Figure 16-10), select the DNS tab and
complete the following tasks:

= Enable the Append primary and connection specific DNS suffixes option.

= Enable the Append parent suffixes of the primary DNS suffix option.
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Figure 16-10 Advanced TCP/IP Settings

Advanced TCP/IP Settings [ = [
DNS | wIns

DMS server addresses, in order of use:

127.0.0.1 1t

| Add... || Edit... || Remave |

The following three settings are applied to all connections with TCPTP
enabled. For resolution of ungualified names:

(®) Append primary and connection specific DNS suffixes
Append parent suffives of the primary DNS suffix
() Append these DNS suffixes (in order):

t
1
Add... Edit... Remave
DNS suffix for this connection: |
Register this connection's addresses in DNS
[Juse this connection's DNS suffix in DNS registration
| oK | | Cancel |

8. Click OK to close the Advanced TCP/IP Settings dialog.
9. Click OK to close the Ethernet Properties dialog.
10. Close the Network Connections dialog.

11. Restart the machine.

16.3 Installing Active Directory 2012
Follow these steps to install Active Directory 2012.
1. From the Server Manager Dashboard (Figure 16-11) click Add roles and features.
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Figure 16-11 Server Manager Dashboard

Manage Tools  View  Help

Server Manager * Dashboard

WELCOME TO SERVER MANAGER

Dashboard
§ Local Server
B& Al Servers . )
[ . o Configure this local server
N File and Storage Services B =
CUICK START
2 Add roles and features
3 Add other servers 10 manage
WHAT'S NEW o o
4 Create a server group
Hide
LEARN MORE

ROLES AND SERVER. GROUPS

Roless1 | Servergroups:1 | Servers total: 1
File and Storage - -
5 1 ) m All Servers
Services L s >
@ Manageability @ Manageability @ Manageability
Events Events Events

Performance

BPA resulis

Performance

BRA racults

n Services

Performance

BPA results

1173072012 10:30 AM

11/30/2012 10:30 AM

2. On the Add Roles and Features Wizard, read the Before you begin information
(Figure 16-12) and click Next.
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Figure 16-12 Add Roles and Features Wizard: Before You Begin

DESTIMATIOM SERVER

Before you begin WS2012 55 orace.com

This wizard helps you install roles, role services, or features. You determine which roles, role services, or
features to install based on the computing needs of your organization, such as sharing documents, or
Installation Type hosting a website.

Server Selection

To remove roles, role services, or features:
Start the Remove Roles and Features Wizard

Before you continue, verify that the following tasks have been completed:

* The Administrator account has a strong password
% * Metwork settings, such as static |P addresses, are configured
* The most current security updates from Windows Update are installed

If you must verify that any of the preceding prerequisites have been completed, close the wizard,
complete the steps, and then run the wizard again.

To centinue, click Next.

[] Skip this page by default

| < Previous | | Next » | | Install | | Cancel |

3. On the Select Installation Type step (Figure 16-13), select the role-based or
feature-based installation option and click Next.

Figure 16-13 Add Roles and Features Wizard: Select Installation Type

. . DESTINATION SERVER
Select installation type WS2012.ies oraclecom
Before You Begin Select the installation type. You can install roles and features on a running physical computer or virtual

machine, or on an offline virtual hard disk (VHD).

®) Role-based or feature-based installation
Configure a single server by adding roles, role services, and features.

Server Selection

) Remote Desktop Services install
Install required role services for Virtual Desktop Infrastructure (VD) to create a virtual machine-based
or session-based desktop deployment.

<Previous | [ Net> | | nsml || cancel
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4. On the Select Destination Server step (Figure 16-14), enable the Select a server
from the server pool option, select your server, and click Next.

Figure 16-14 Add Roles and Features Wizard: Select Destination Server

=

Select destination server WS2012 sites oracle com

Before You Begin

Installation Type

er Selection

Add Roles and Features Wizard == -

DESTIMATIOM SERVER

Select a server or a virtual hard disk on which to install roles and features.

(®) Select a server from the server pool

() Select a virtual hard disk

Server Pool

Filter:

Mame IP Address Operating System

Microsoft Windows Server 2012 Standard

1 Computer(s) found

This page shows servers that are running Windows Server 2012, and that have been added by using the
Add Servers command in Server Manager. Offline servers and newly-added servers from which data
collection is still incomplete are not shown.

| < Previous | | Next = | Install Cancel

5.

On the Select Server Roles step (Figure 16-15), select the Active Directory Domain
Services option and click Next.
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Figure 16-15 Add Roles and Features Wizard: Select Server Roles

DESTINATION SERVER
Select server roles WS2012.5tes orace.com
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description
Server Selection - N ) A Active Directory Diomain Services
[] Active Directory Certificate Services — {AD DS) stores information about
ctive Directory Domain Services objects on the network and makes
Features [[] Active Directary Federation Services this information available to users
[] Active Directory Lightweight Directory Services L] fk o f\\D EE
uses domain controllers to give
[] Active Directory Rights Management Services network users access to permitted
[ application Server resources anywhere on the network
[] DHCP Server = through a single logon process.
[] DNS Server
[] Fax Server
b [®] File And Storage Services (Installed)
[ Hyper-V
[] Network Policy and Access Services | |
[] Print and Dacument Services
[] Remote Access
[] Remote Desktop Services —
v
| < Previous | | Next > | | Install | | Cancel |

6. On the Add Roles and Features Wizard notice (Figure 16-16), click Add Features
to install roles, services, and features that are needed by Active Directory Domain
Services.

Figure 16-16 Add Roles and Features Wizard: Notice

Add features that are required for Active Directory
Domain Services?

You cannot install Active Directery Domain Services unless the
following role services or features are also installed,

[Taols] Group Pelicy Management
4 Remote Server Administration Tools
4 Role Administration Tools
4 AD DS and AD LDS Teols
Active Directory module for Windows PowerShell
4 AD DS Tools

[Taols] Active Directory Administrative Center
[Tools] AD DS Snap-Ins and Command-Line Teols

Include management tools (if applicable)

Add Features
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7. On the Select Features step (Figure 16-17), enable the .NET Framework 3.5
Features option (if it is not already enabled). Active Directory 2012 requires .NET
Framework 3.5 be installed. Click Next.

Figure 16-17 Add Roles and Features Wizard: Select Features

DESTIMATIOMN SERVER
Select features Ws2012 st orace.com
Before You Begin Select one or more features to install on the selected server.
Installation Type Features Description
Server Selection U=, . occ .  (— .MET Framework 3.5 combines the
Server Rolas RSN Frorcwo = ] power of the NET Framework 2.0
_ b [m] .NET Framework 4.5 Features (Installed) APls with new technologies for
I [] Background Intelligent Transfer Service (BITS) = building applicaticns that offer
AD DS [] BitLocker Drive Encryption appealing user interfaces, .pratf?ct
) your customers' personal identity
Confirmation [ BitLocker Network Unlock information, enable seamless and
[] BranchCache secure communication, and provide
[] Client for NFS the ability to model a range of
business processes.
[] Data Center Bridging
[] Enhanced Storage
[] Failover Clustering
Group Policy Management
% [J Ink and Handwriting Services
[] Internet Printing Client
] Ip Address Ma nagement (IPAM) Server
— - - - W
<| " e
| < Previous | | Next > | | Install | | Cancel |

8. On the Active Directory Domain Services step (Figure 16-18), click Next.
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Figure 16-18 Add Roles and Features Wizard: Active Directory Domain Services

Active Directory Domain Services 52012 s1esarac o

'W52012 sites.oracle.com

Before You Begin Active Directory Domain Services (AD DS5) stores information about users, computers, and other devices
on the network. AD DS helps administrators securely manage this information and facilitates resource
sharing and collaboration between users. AD DS is also required for directory-enabled applications
Server Selection such as Microsoft Exchange Server and for other Windows Server technologies such as Group Policy.

Installation Type

Server Roles Things to note:

Features

* To help ensure that users can still log on to the network in the case of a server outage, install a

minimum of two domain controllers for a domain.

Confirmation AD DS requires a DNS server to be installed on the network. If you do not have a DNS server

installed, you will be prompted to install the DNS Server role on this machine.

Installing AD DS will also install the DFS Namespaces, DF5 Replication, and File Replication services
which are required by AD DS,

Learn maore about AD DS

| < Previous || MNext > | | Install || Cancel |

9. On the Confirm Installation Selections step (Figure 16-19), review you selections,
and click Install

Figure 16-19 Add Roles and Features Wizard: Confirm Installation Selections

Confirm installation selections 2012 e arecis o

WS52012 sites oracle.com

Before You Begin To install the following roles, role services, or features on selected server, dick Install.
Installation Type [[] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

AD DS Active Directory Domain Services
Group Policy Management

Remote Server Administration Tools
Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Toals
Active Directory Administrative Center
AD D5 Snap-Ins and Command-Line Tools

Export configuration settings
Specify an alternate source path

<previous | | Nec> | [ mstal | [ cancel
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10. Wait for successful completion of the installation (Figure 16-20). Do not close the
wizard. On successful completion, click the Promote this server to a domain
controller link in the wizard. This will open Active Directory Domain Services
Configuration Wizard.

Figure 16-20 Add Roles and Features Wizard: Promote This Server to a Domain Controller
= Add Roles and Features Wizard = = -

DESTIMATION SERVER
W52012 sites_oracle.com

Installation progress

View installation progress

o Feature installation

Active Directory Domain Services -
Additional steps are required to make this machine a domain controller.
Promate this server to a domain controller

Group Policy Management

Remote Server Administration Tools

Role Administration Tools
AD DS and AD LDS Tools
Active Directory module for Windows PowerShell
AD DS Tools
Active Directory Administrative Center
AD DS Snap-Ins and Command-Line Tools v

You can close this wizard without interrupting running tasks. View task progress or open this
page again by clicking Motifications in the command bar, and then Task Details.

Export configuration settings

11. On the Deployment Configuration screen (Figure 16-21) of the Active Directory
Domain Services Configuration Wizard, select the Add a new forest option and
specify the Root domain name. Click Next.
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Figure 16-21 Active Directory Domain Services Configuration Wizard: Deployment Configuration (Add a

New Forest)
= Active Directory Domain Services Configuration Wizard = = -
. . TARGET SERVER
Deployment Configuration WS2012.sites.oracke.com

Deployment Configuration

Domain Controller Cptions

Additional Cpticns

Paths

Review Cpticns

12.

Select the deployment operation

) Add a domain controller to an existing domain
() Add a new domain to an existing forest
®) Add a new forest

Specify the domain information for this operation

Root domain name: sites.erample. com

More about deployment configurations

On the Domain Controller Options step (Figure 16-22), complete the following
tasks:

For Forest functional level, select Windows Server 2012.
For Domain functional level, select Windows Server 2012.

For Specify domain controller capabilities, enable the Domain Name System
(DNS) Server option.

Provide a DSRM password.
Click Next.

If you have a DHCP based adapter, it will assign static IP addresses to all physical
adapters to continue with the installation. After the installation completes you can
change any DHCP adapter back
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Figure 16-22 Active Directory Domain Services Configuration Wizard: Domain Controller Options

- - TARGET SERVER
Domain Controller Options WS2012.sites oracle.com
Select functional level of the new forest and root domain
Forest functional level: Wind 5 2012 v
DN35 Options | (NCoWs semver | |
Domain functional level: i
Additional Cptions | (s e AU |'|
Paths - . o
Specify domain controller capabilities
Review Options Domain Name System (DNS) server
Prereguisites Check Global Catalog (GC)
[1 Read only domain controller (RODC)
Type the Directory Services Restore Mode (DSRM) password
Password: sessssee
Confirm password: oc-ooc--|
More about domain controller options
| < Previous | | Next > | | Install | | Cancel |

13. On the DNS Options step (Figure 16-23), a warning message will be displayed if
the DNS zone you are creating does not have an authoritative parent zone. Click
Next.
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Figure 16-23 Active Directory Domain Services Configuration Wizard: DNS Options

DNS Optio ns TARGET SERVER

W52012.sites.oracle.com

| A A delegation for this DNS server cannot be created because the authoritative parent zone cannot be found... Show more

X
Deployment Configuration

Specify DNS delegation options

Domain Controller Cptions

[] Create DNS delegation

Additional Cpticns
Paths
Review Cptions

Prerequisites Check

More about DNS delegation

| < Previous | | Next = | | Install | | Cancel

14. On the DNS Options notice (Figure 16-24), click OK.

Figure 16-24 DNS Options Notice

A delegation for this DNS server cannot be created because the

i authoritative parent zone cannot be found or it dees not run Windows
DNS server, If you are integrating with an existing DNS infrastructure,
you should manually create a delegation to this DNS server in the
parent zone to ensure reliable name resolution from outside the
doemain "sites.oracle.com”. Otherwise, ne action is required.

15. Verify the NetBIOS name on the Additional Options step (Figure 16-25).
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Figure 16-25 Active Directory Domain Services Configuration Wizard: Additional Options

ono o TARGET SERVER
Additional Options WS2012.sites.oracle.com

Deployment Configuration ) . . .
Verify the NetBIOS name assigned to the domain and change it if necessary

Domain Controller Cptions
The NetBIOS domain narme: SITESI

DN35 Options

Paths
Review Cptions

Prerequisites Check

More about additional options

| < Previous || Next = | | Install || Cancel |

16. On the Paths step (Figure 16-26), accept the defaults and click Next.

Figure 16-26 Active Directory Domain Services Configuration Wizard: Paths

P h TARGET SERVER
at 5 WS52012.sites.oracle.com
Deployment Configuration . .
Specify the location of the AD DS database, log files, and 5YSVOL
Domain Controller Cptions
Database folder: CAWindows\NTDS =]
DS Options . -
o Log files folder: C\Windows\NTDS ]
Additi Cpti
tonal Uptions SYSVOL folder: CAWindows\SYSVOL -]
Review Cptions
Prereguisitas Chack
More about Active Directory paths
< Previous | | Mext = | | Install | | Cancel
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17. On the Review Options step (Figure 16-27), complete the following tasks:
= Review you settings.
= Export your setting to script.

s Click Next.

Figure 16-27 Active Directory Domain Services Configuration Wizard: Review Options

= Active Directory Domain Services Configuration Wizard I;Ii-
R 2 O no TARGET SERVER
eview p tons W52012.sites.oracle.com
Daployment Confiquration Review your selections:
Domain Controller Cptions Configure this server as the first Active Directory domain controller in a new forest. ~
DN5 Options The new domain name is "sites, example.com”. This is also the name of the new forest.

Additional Opticns

The NetBIOS name of the domain: SITES

Forest Functional Level: Windows Server 2012

Domain Functional Level: Windows Server 2012
Additional Options:
Global catalog: Yes

DMS Server: Yes

Create DNS Delegation: No v
These settings can be exported to a Windows PowerShell script to automate
% additional installations

More about installation options

| < Previous | | MNext = | nsta Cancel

18. Make sure all prerequisite checks (Figure 16-28) pass successfully and review the
results. On successful completion of the prerequisite checks, click Install.
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Figure 16-28 Active Directory Domain Services Configuration Wizard: Prerequisites Check Results

= Active Directory Domain Services Configuration Wizard |;|£-
P i T C h ~ TARGET SERVER
rer eq ulisites ecK W52012.sites.oracle.com
| & All prerequisite checks passed successfully. Click Install’ to begin installation. Show mare x

yment Configuration
. - Prerequisites need to be validated before Active Directory Domain Services is installed on this
Diomain Controller Cptions computer

DN5 Options Rerun prerequisites check

Additional Cptions

Paths

~ View results
crypragrapny aigoritnms Wnen estapiisning Securty cnannel sessions.

For more information about this setting, see Knowledge Base article 942564 (http://
go.microsoft.com/fwlink/?Linkld=104751).

1. Adelegation for this DNS server cannot be created because the authoritative parent
zone cannot be found or it does not run Windows DMS server. If you are integrating
with an existing DNS infrastructure, you should manually create a delegation to this
DINS server in the parent zone to ensure reliable name resolution from outside the
domnain “sites.oracle.com”. Otherwise, no action is required.

0 Prerequisites Check Completed
Q All prerequisite checks passed successfully. Click 'Install' to begin installation. v

Prerequisites Check

1, If you click Install, the server automatically reboots at the end of the promotion operation.

More about prerequisites

< Previous MNext > | Install | | Cancel |

19. On the Prerequisites Check success notice (Figure 16-29), click OK.

Figure 16-29 Prerequisites Check Successful Confirmation

Prerequisites Check -

. All prerequisite checks passed successfully. Click 'Install’ te begin
' installation.

20. After the system has completed installation, then reboot the system.

16.4 Checking Group Policies
Follow these steps to check group policies:

1. Execute gpmc.msc from the Run dialog (Figure 16-30).
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Figure 16-30 Run Dialog

@ Type the name of a program, folder, document, or Internet
’ resource, and Windows will open it for you.

Dpen: | g mCc.msC ]

@ This task will be created with administrative privileges.

|| Cancel || Browse... |

2. The Group Policy Management utility opens (Figure 16-31).

Figure 16-31 Group Policy Management

=
2 File Action View Window Help HEER
CEERE

| . Group Policy Management| || Group Policy Management
[ A Forest: zites. example. com Contents

-

Name
A Forest: sites. example.com

3. [Expand the navigation to Domains, then your domain, then Default Domain
Policy (Figure 16-32).
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Figure 16-32 Group Policy Management: Default Domain Policy

5l File Action View Window Help

=
e n[E =0 X6
»up Policy Management Default Domain Policy
Forest: sﬂ@.example.com Scope | Details I Settings | Delegation | Status |
@ Domains 3
4 fj ites. example. com Links
Eﬂ Default Domain Policy Display links in this location: |sites.example_com v
i+ (2] Domain Controllers The following sites, domainz, and QOUs are linked to this GPO:
A f‘% Group Policy Objects = =
J:EJ Default Domain Cor Location Enforced Link Enabled Path
= sites. example.com M i sites.example. cam
=/ Default Domain Pol " 2 =
I [ WMI Filters
I+ f‘ﬂ Starter GPOs
[ Sites (<] [T | [>]
E‘E Group Policy Modeling
(4 Group Policy Results Security Filtering
The settings in this GPO can only apply to the following groups, users, and computers:
Name
82 Authenticated Users
| Add... | | Remaove | | Properties |
WMI Filtering
This GPO is linked to the following WMI filter:
| <nonex W | | COpen |
(<] | m E

4. Select the Settings tab (Figure 16-33).
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Figure 16-33 Group Policy Management: Settings Tab

5L File Action View Window Help - &=
e 7 G

»up Policy Management Default Domain Policy

Forest: sites.example.com | 5 | Det&s| Settinge ||: leaation |Sd‘us|

(£ Dormains

4 iz sites.example.com Default Domain Policy A

i/ Default Domain Policy
p (2] Domain Controllers
4 [ Group Policy Objects
E:[ Default Domain Cor
=] Default Domain Pl
p [ WMI Filters
b [ Starter GPOs
Ca Sites
fﬂ Group Policy Modeling
(%, Group Policy Results

<[ wm ] ]

Data collected on: 11/30/2012 11:31:07 AM
Computer Configuration (Enabled)

Security Settings show
User Configuration (Enabled) hide
Mo settings defined.

5. Expand the Security Settings section (Figure 16-34), then the Account

Policy/Password Policy section, by clicking Show.
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Figure 16-34 Group Policy Management: Settings Tab

S Group Policy Management - [ o[
Z File Action View Window Help - |5‘ x
@ 2n[E G
»up Policy Management Default Domain Policy
FQrest: Slte-,s.example.com | Scope | Details | Settings | Delegation | Status |
=5 Domains
4 3 sites.example. com Default Domain Policy o
=i/ Default Domain Policy Data collected on: 11/30/2012 11:31:07 AM show all
I+ 2| Domain Controllers Computer Configuration (Enabled) hide

=/ Default Domain Co

Windows Settings hide:
=/ Default Domain Pol -
b [ WMI Filters Security Settings hide
[ E Starter GPOs A Policies/P: 1 Policy hide
@ Sites Poli i
) ) cy Setting
jf“ Group Polfq.r Modeling Enforce password history 24 passwonds remembered
1g Group Policy Results Maximum password age 42 days
Minimum password age 1days
Minimum password length 7 characters
Password must meet complexity requirements Enabled
Store passwords using reversible encryption Dizabled
Account Policies/Account Lockout Policy shiow
Account Policies/Kerberos Policy show
Local Policies/Security Options show
Public Key Policies/Encrypting File System show
User Configuration (Enabled) hide

Mo settings defined.

< m >

6. Review the Policy list. Set the Password must meet complexity requirements to
Disabled. WebCenter Sites passwords do not meet these requirements.

16.5 Changing Group Policies
Follow these steps to change group policies:

1. From the Group Policy Management utility (Figure 16-35), right-click on Default
Domain Policy and select Edit. This will open the group policy Management
Editor.

16-24 Oracle Fusion Middleware WebCenter Sites: Installing and Configuring Supporting Software



Changing Group Policies

Figure 16-35 Group Policy Management Editor

File Action View Help

«s BB B

4 (% Computer Configuration
b [ Policies
b [ Preferences

4 R, User Configuration
b [ Policies

b [ Preferences

Select an item to view its description,  Name
&l Computer Configuration

%, User Configuration

<[ w |> | Bxtended / Standard /

2. Expand the navigation to, Computer Configuration, then Policies, then Windows
Settings, then Security Settings, then Account Settings, and then Password
Policy.

3. Right-click Password must meet complexity requirements, located on the right
side of the screen (Figure 16-36), and select Properties.
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Figure 16-36 Group Policy Management Editor

File Action View Help

@ &

XOa B

wputer Configuration |~ |
Policies -
| Software Settings
= Windows Settings
p [ -] Name Resolution licy
| Secripts (Startup/Shiftdown
P E Security Settings
4 :ﬂ Account Policies
E_ﬁ Password Policy
E:ﬂ Account Lockout P
E_ﬁ Kerberos Policy

=

[+
I j Local Policies
b

Event Log

b 4 Restricted Groups
[ 3 System Services
b [5 Registry
[ 3 File System
b 2o/ Wired Network (IEEE 80—
b [ Windows Firewall with

[ 7] Network List Manager
b Gl Wireless Network (IEEE
p [ Public Key Policies
b [ Software Restriction P
b [ Network Access Prote

<[ L] [>]

Policy

5| Enforce password history
152 Maximum password age
[ Minimum password age

% Minimum password length

Password must meet complexity requirements

1 Store passwords using reversible encryption

Policy Setting

24 passwords remembered
42 days

1 days

7 characters

Enabled

Disabled

4. On the Security Policy Setting tab, select the Disabled option (Figure 16-37). Click

OK.
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Figure 16-37 Security Policy Setting

Password must meet complexity requirements Pro...li-

Security Policy Setting | Explain |

Hg. Password must meet complexity requirements

Define this policy setting:
() Enabled

(®) Disabled

ok [ Careal ][ o ]

5. Click OK and close the Group Policy Management Editor and Group Policy
Management utility.

The domain will no longer check for password complexity. WebCenter Sites default
passwords can now be used. When WebCenter Sites is installed you can change the
settings by clicking Enabled on Security Policy Setting to re-engage the security
settings.

16.6 Connecting to Active Directory Server Using an LDAP Browser

This section describes how to connect to Active Directory Server using an LDAP
browser. Note that you cannot add groups, set passwords, or activate accounts using
an LDAP browser.

1. Open the LDAP browser.
2. Select the Connection tab.
3. Provide the following information (Figure 16-38):
= Host: localhost (if connecting remotely, enter the actual host name)
= Base DN: <DNS_suffix> (the part of the DNS name after the host name)
=  Anonymous bind: deselect
s User DN: administrator@<DNS_suffix>
= Append base DN: deselect

s Password: <ADS_password>
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Figure 16-38 Edit Session

m Connection | Options

Host Info
Host: |localnost | Port: [389 | Version: [3 | ¥
Base DN: | D C=sites.DC=example,.0C=com ‘ i |
[]ssL [ ] Anonymous bind
User Info
User DN:| Administr ator@sites, example. com | [ ] append base DN

Pa,55word:|ooooooooooo |

| save || Canoel|

4. Click Save.
5. Show the default view on the LDAP tree.
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Installing Microsoft Active Directory 2008

This chapter includes the following sections:

Section 17.1, "Installing Active Directory 2008"

Section 17.2, "Configuring the Network Settings"

Section 17.3, "Installing Active Directory 2008 Services"

Section 17.4, "Installing Active Directory 2008 Installation Wizard"
Section 17.5, "Checking Group Policies"

Section 17.6, "Changing Group Policies"

Section 17.7, "Connecting to ADS Using an LDAP Browser"

17.1 Installing Active Directory 2008

1.

Install the Operating System:
a. Install Windows Server 2008 (any Windows server except Web).

b. When the installation is complete, leave the installation disc in the drive, you
will need it to complete the installation of ADS.

c. Set the Computer's Name and Suffix.

Open the "System Properties" dialog box. Click Start, then right-click the computer
icon.

In the "System" window select Advanced system settings (Figure 17-1).
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Figure 17-1 Advanced System Settings

=18/

‘C)_() \Ed + Control Panel + System » & [search

File Edit Wiew Tools Help

Tasks View basic information about your computer

@ Device Manager Windows edition

¢ Remote settings Windows Server ® Standard

@ Advanced system settings Copyright © 2007 Microsoft Corporation. Al rights reserved.

Service Pack 1

System
Processor: AMD Athlon(tm)&4 X2 Dual Core Processor 4600+ 1.00 GHz
Memaory (RAM): 2.00 GB
System type: 64-bit Operating System

Computer name, domain, and workgroup settings

Computer name: windows2008sqg/2005sp2 @ghange settings
Full computer name: windows2008sqg|2005sp2

Computer description: windows2008sq|2005sp2

Workgroup: SIWEST

Windows activation

Windows is activated ask for , =

\ - nuin
See also Product ID: 55041-222-0116321-76958  [@Change product key gﬁic:ﬂsﬂfs
Windows Update eivad

Learn more online. ..

4. Select the Computer Name tab (Figure 17-2), click Change.
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Figure 17-2 System Properties Dialog Box

System Properties x|

Computer Name | Hardware I Advanced I Remoate I

A | Windows uses the following information to identify your computer

Lﬁy on the netwark:.

Computer description:

For example: 115 Production Server” ar
"Accounting Server”,

Full computer name: windows2008sgl2005sp 2

Warkgroup: RIWEST
Ta rename this computer or change its domain or Ch
workgroup, click Change. ange... |

ok | cCancel | oppb

5. In the pop-up window that appears (Figure 17-3), fill in the following fields:

— Computer name: Enter the name you wish to designated for your computer.
(Make a record of this name).

— Member of: Select the Workgroup radio button, then enter a unique
workgroup name. (Make a record of this name).
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Figure 17-3 Computer Name/Domain Changes Dialog Box

Computer Name/Domain Changes 5[

You can change the name and the membership of this
computer. Changes might affect access to netwark resources.
Mare information

Computer name:
windows 2008sql2005sp2

Full computer name:

windows2008sgl2005sp2

— Member of
™ Domain:

|
¥ Worgroup:
| ExaMPLE

oK I Cancel

— Click More...

- In the "DNS Suffix and NetBIOS Computer Name" dialog box
(Figure 17-4), do the following:

Primary DNS suffix of this computer: Enter the DNS suffix of your com-
puter (Make a record of this suffix).

Change primary DNS suffix when domain membership changes: If
check box is selected, deselect it.

Figure 17-4 DNS Suffix and NetBIOS Computer Name Dialog Box

DNS Suffix and NetBIOS Computer Name x|

Primary OMS suffoc of this computer:

Ivm. example. com

¥ Change primary DMNS suffic when domain membership changes

MetBIOS computer name:
IWINDDWSZ[H}RSGLE

This name is used for interoperability with older computers and services.

oK Cancel

- Click OK to close the dialog box.
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6. Inthe "Computer Name/Domain Changes" dialog box, click OK.
7. In the "System Properties" window click Close.

8. In the reboot dialog box (Figure 17-5) click Restart Later.

Figure 17-5 Microsoft Windows Dialog Box

x

You must restart your computer to apply these changes

Before restarting, save any open files and dose all programs.

Restart Later |

17.2 Configuring the Network Settings
To configure the network settings:
1. Open "Network Properties."
a. Select Start > Control Panel.
b. Click the Network and Sharing Center icon.

c. Select the Network Connection (Figure 17-6) to edit (if you have more than
one see ipconfig result, make sure to select the correct one).
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Figure 17-6 Network Connection

E-E_ Network and Sharing Center

=101 %]

-

“r ~ Control Panel » Network and Sharing Center

v @ ISearch

File Edit View Tools Help

Tasks

View computers and devices
Connect to & network

Set up a connection or network
Manage network connections

Diagnose and repair

See also
Internet Options

Windows Firewall

Network and Sharing Center

View full map

7 VIR B

WINDOWS20085QL2 Multiple networks Internet
(This computer)
_&.‘ Netweork (Public network) Customize
Access Local only
Connection Local Area Connection View status
&.‘ Unidentified network (Public netwark) Customize
Access Local only
Connection Local Area Connection 2 View status

[ Sharing and Discovery

MNetwork discovery @ Custom
File sharing @ On
Public folder sharing @ Off
Printer sharing @ Off
Password protected sharing @ 0On

KN RN KN K

Y

2. Select View Status, located next to the network connection you have selected.

3. Click Properties (Figure 17-7).
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Figure 17-7 Properties Button

'f' Local Area Connection 2 Status

4. Select Internet Protocol Version 4 (TCP/Iv4) (Figure 17-8).
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Figure 17-8 Internet Protocol Version 4 (TCP/Iv4)

@ Local Area Connection 2 Properties El

Networking | Sharing I

Connect using:
I & Intel(R) PRO./1000 MT Network Connection #2
[MAC Address: 00-0C-2¢

Canfigure . I

This connection uses the following tems:

" Client for Microsoft Networks

431 (205 Packet Scheduler

.@ File and Printer Sharing for Microsoft Networks
- Intemet Protocol Version & (TCP/IPvE)
B % Intemet Protocol Version 4 (TCP/1Pv4)
i Link-Layer Topology Discovery Mapper /0 Driver
i Link-Layer Topology Discovery Responder

Install.. [T rimetall Properties
Description
Transmission Control Protocol/Intemet Protocal. The default

wide area network protocol that provides communication
across diverse interconnected netwarks.

oK Cancel

a. Set the IP address to an unused, static IP address.
b. Set the preferred DNS server to your computer's IP address.
c. Click Advanced:

—  Select the check box Append primary and connection-specific DNS
suffixes (Figure 17-9).

—  Select the check box Append parent suffixes of the primary DNS suffix
(Figure 17-9).
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Figure 17-9 Advanced TCP/IP Settings

Advanced TCP/IP Settings

IP Settings DNS |w1N5|

DMS server addresses, in order of use:

Add... Edit. ..

=
.

Femove

The fallowing three settings are applied to all connections with TCP/IP

enabled. For resolution of ungualified names:

* Append primary and connection spedfic DNS suffixes
¥ Append parent suffixes of the primary DNS suffix

" Append these DNS suffixes {in order):

add | EdL

-
.

Eemove |

DMS suffix for this connection: I

v Register this connection's addresses in DNS:

[~ Use this connection's DNS suffix in DNS registration

QK I Cancel

5. Click on until you have exited the properties pane, then click Close.

6. Restart the computer.

17.3 Installing Active Directory 2008 Services

1. Select Start > Server Manger.

2. In the "Roles" section (Figure 17-10) click Add Roles.
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Figure 17-10 Roles Section - Add Roles

E_ server Manager

Fle Acion View Help

=100 =]

&= |=ld

Server Manages (WINDDWS20085GLZ)

) Roes
Features
Dizgnostics
Configuration
Storage

[

Server Manager (WINDOWS2008501.2)

a Get an overview of the status of this server, pzrform top management tasks, and add or remove server roles and features.

LU BLAItL L s, LY LU 2l A

IE Enhanced Security Configuration on for Adninistrators
5C): On for Ugers

'E'RnlﬁSunrnarv ﬂ Roles Surmmary Help

(%) Roles: 1 0f 17 installed 3 6o toRoks
- T AddRoles

(i) Web Server (1IS =

! R T Remove Roles

(+) Features Summary E Features Summary Help

(#) Features: 3 of 34 instaled ﬁ Add Fezshres

ﬂ Remove Feahres
.MET Fremework 3.0 Features
MET Framewerk 3.0
XPS Viewer
WICF Activation
HTTP Activation
Mon-HTTF Activation
Remotz Server Administrabon Tools
Role Administraton Tools
Web Server (IIS) Tools
‘Windows Frocess Activation Service
Pracess Madel
.MET Environment
Configuration APIz

£ LestRefesh: 2/19/2008 12:14:18 PM  Configure reffesh

3.

In the "Add Roles Wizard" (Figure 17-11) click Next.
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Figure 17-11 Add Roles Wizard - Before You Begin

Add Roles Wizard

4. Select Active Directory Domain Services (Figure 17-12) and click Next.
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Figure 17-12 Add Roles Wizard - Select Server Roles

Add Roles Wizard

Before You Begin

Server Roles

Active Directory Domain Services
Confirmation
Progress

Results

Select Server Roles

Select one or more roles to install on this server.
Roles:

|:| Active Directory Certificate Services
Active Directory Domain
|:| Active Directory Federation Services
[] Active Directory Lightweight Directory Services
|:| Active Directory Rights Management Services
[ Application Server
[] DHCP Server
|:| DNS Serwver
[] Fax server
[] File services
|:| Hyper-¥
[] Metwork Policy and Access Services
[] Print Services
[] Terminal Services
[] uDDI Services
Web Server (II1S) (Installed)
[] windows Deployment Services

Services

More about server roles

< Previous | Mext = I Install |

Description:

Active Directory Domain Services (AD
D5)stores information about objects
on the network and makes this
information available to users and
network administrators. AD DS uses
domain controllers to give network
users access to permitted resources
anywhere on the network through a
single logon process.

Cancel |

5. Review the list of additional services to be installed along with Active Directory
(Figure 17-13) and click Next.
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Figure 17-13 Add Roles Wizard - Active Directory Domain Services

Add Roles Wizard |

Active Directory Domain Services

Before You Begin Introduction to Active Directory Domain Services
Server Roles Active Directory Domain Services {(AD DS) stores information about users, computers, and other devices on the
network, AD DS helps administrators securely manage this information and fadilitates resource sharing and
Active Directory Domain Services colaboration between users. AD DS is also required for directory-enabled applications such as Microsoft
] Exchange Server and for other Windows Server technologies such as Group Palicy.
Confirmation
Progress Things to Note
Results i To help ensure that users can still log on to the network in the case of a server outage, install 2 minimum of

two domain controllers for a domain.

i ' AD DS requires @ DMS server to be installed on the network. If you do not have a DNS server installed, you
will be prompted to install the DNS Server role on this server.,

i After youinstall the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller.

i Installing AD DS will also install the DFS Namespaces, DFS Replication, and File Replication services which
are required by Directory Service.
Additional Information
Overview of AD DS
Insi AD DS
Common Con ations for AD DS

< Previous | Mext = I Install | Cancel |

6. Click Install to begin installation of "Active Directory 2008" (Figure 17-14).
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Figure 17-14 Add Roles Wizard - Confirm Installation Selections

Add Roles Wizard

E:b Confirm Installation Selections

To install the following roles, role services, or features, dick Install.

@ 2informational messages below

Confirmation @ This server might need to be restarted after the installation completes.

Progress ~| Active Directory Domain Services

Results C:D After you install the AD DS role, use the Active Directory Domain Services Installation Wizard
(dcpromo.exe) to make the server a fully functional domain controller,

Print, e-mail, or save this information

< Previous | Mext = | Install I Cancel

7. Allow the installation to complete (Figure 17-15).
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Figure 17-15 Add Roles Wizard - Installation Progress

Add Roles Wizard

ﬁ Installation Progress

Before You Begin The following rales, role services, or features are being installed:

Server Roles Active Directory Domain Services

Active Directory Domain Services

Confirmation

Progress

Results

glﬁ

Initializing installation. ..

< Previous | Mext = | Install | Cancel |

8. Review the results of the "Add Roles Wizard" page (Figure 17-16). Click: Close
this wizard and launch the Active Directory Domain Services Installation
Wizard (dcpromo.exe).
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Figure 17-16 Add Roles Wizard - Installation Results

Add Roles Wizard

ﬁé Installation Results

Before You Begin
Server Roles

Active Directory Domain Services

The following roles, role services, or features were installed successfully:

@ linformational message below

Confirmation
Progress

Results

~) Active Directory Domain Services '@' Installation succeeded
The following role services were installed:
Active Directory Domain Controller

(D Use the Active Directory Domain Services Installation Wizard (dcpromo.exe) to make the server a
fully functional domain controller.

Close this wizard and launch the Active Directory Domain Services Installation Wizard (dcpromo.exe).

Print, e-mail, or save the installation report

< Previous | Mext = | Close I Cancel

17.4 Installing Active

Directory 2008 Installation Wizard

1. In the welcome screen (Figure 17-17) click Next.
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Figure 17-17 Active Directory Domain Services Installation Wizard - Welcome
i_'l Active Directory Domain Services Installation Wizard X|

Welcome to the Active Directory
Domain Services Installation
Wizard

This wizard helps you install Active Directory Domain
Services (AD D5) on this server, making the server an
Active Directory domain controller. To continue, click Mexd.

[T Use advanced mode instaliation

Leam more about the additional options that are
available in advanced mode installation.

More about Active Directory Domain Services

¢ Back Mext = Cancel

2. In the "Operating System Compitibility" screen (Figure 17-18) click Next.

Installing Microsoft Active Directory 2008 17-17



Installing Active Directory 2008 Installation Wizard

Figure 17-18 Operating System Compatibility

@! Active Directory Domain Services Installation Wizard X|
Operating System Compatibility B S
Improved secunty settings in Windows Server 2008 affect older versions of |
Windows &

v Windows Server 2008 domain controllers have a new more secure default for the
securty setting named "Allow cryptography algorthms compatible with Windows NT

4 0" This setting prevents Microsoft Windows and non-Microsoft SMB “clients™ from
using weaker NT 4.0 style cryptography algorithms when establishing security channel
gessions against Windows Server 2008 domain cortrollers. As a result of this new
default, operations or applications that require a security channel serviced by
Windows Server 2008 domain controllers might fail.

Platforms impacted by this change include Windows NT 4.0, as well as non-Microsoft
SMB "clierts" and network-attached storage (MAS) devices that do not suppart
stronger cryptography algorthms. Some operations on clients running versions of
Windows earier than Vista with Service Pack 1 are also impacted, including domain
join operations pefformed by the Active Directory Migration Toal or Windows
Deployment Services.

For more information about this setting, see Knowledoe Base article 942564
{http://go. microsoft.com fwlink/ FLink|d=104751).

< Back Mext = Cancel

3. In the "Choose a Deployment Configuration" screen (Figure 17-19) select Create a
new Domain in a forest, then click Next.
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Figure 17-19 Choose a Deployment Configuration

! Active Directory Domain Services Installation Wizard

Choose a Deployment Configuration
You can create a domain controller for an existing forest or for a new forest.

e

Name the "Forest Root Domain" (Figure 17-20):

a. Enter the name of the new forest, which is the DNS root domain that you
created previously. Click Next.
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Figure 17-20 Name the Forest Root Domain

i_'l Active Directory Domain Services Installation Wizard X|

MName the Forest Root Domain
The first domain in the forest is the forest root domain. s name is also the name of
the forest. I

Type the fully qualfied domain name (FADON) of the new forest root domain.

FGDM of the forest root domain:

W, example. com

Example: corp contoso.com

« Back Mext = Cancel

b. Allow the check dialog to complete (Figure 17-21).

Figure 17-21 Checking in Progress

Checking whether the new forest name is already
inuse ...

5. In the "Set Forest Functional Level" screen (Figure 17-22), select Windows Server
2008, then click Next.
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Figure 17-22 Set Forest Functional Level

@! Active Directory Domain Services Installation Wizard

X
Select the forest functional level. I_i_l
Details:
This forest functional level does not provide any new features aver the Windows :l
2003 forest functional level. However, it ensures that any new domains created in
thig forest will automatically operate at the Windows Server 2008 domain functional
evel, which does provide unigue features.
1 “fou will be able to add only domain controllers that are nunning
o Windows Server 2008 or later to this forest.
Mare about domain and forest functional levels
< Back Next > Cancel |

6. In the "Additional Domain Controller Options" screen (Figure 17-23), ensure that

DNS Server is selected, then click Next.
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Figure 17-23 Additional Domain Controller Options

@! Active Directory Domain Services Installation Wizard X|

Additional Domain Controller Options _ _

Select additional options far this domain controller.
[¥ DNS server
¥ Global catalag
[T Bead-only domain controller (REDE]

Additional information:

The first domain controller in a forest must be a global cataleg server and ;I
cannot be an RODC.

We recommend that you install the DNS Server service on the first domain
controller.

Mare about additional domain controller options

< Back Mext = Cancel

If you have a DHCP based adapter you will see the following pop-up message
(Figure 17-24):

Figure 17-24 Static IP Assignment

x|
g
U This computer has dynamically assigned IP address{es)

This computer has at least one physical network adapter that does not have static IP
address(es) assigned to its IP Properties. You should assign static IP address(es) to all
physical network adapters for reliable Domain Mame System (DMS) operation, for both IPv4
and IPv6 when available. See Help for more information.

Do you want to continue without assigning static IP addressi{es)?

«» Yes, the computer will use a dynamically assigned IP address (not
recommended).

<» No, I will assign static IP addresses to all physical network adapters.
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Select No, I will assign static IP addresses to all physical adapters to continue
with the installation. After the installation completes you can change any DHCP
adapter back.

7. If the DNS zone you are creating does not have an authoritative parent zone, the
following pop-up message may be displayed (Figure 17-25):

Figure 17-25 Active Directory Domain Services Installation Wizard

! Active Directory Domain Services Installation |

A delegation for this DNS server cannot be created because the
l i authoritative parent zone cannot be found or it does not run
" Windows DMS server. If you are integrating with an existing DNS
infrastructure, you should manually create a delegation to this
DOMS server in the parent zone to ensure relisble name resolution
from outside the domain vm.fatwire.com, Otherwise, no action is
required.

Do you want to continue?

Yes | Mo I

Select Yes to continue with the installation.

8. In the "Location for Database, Log Files, and SYSVOL" screen (Figure 17-26) select
the default in the Database folder field or change it as required by your system,
then click Next.
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Figure 17-26 Location for Database, Log Files, and SYSVOL

@! Active Directory Domain Services Installation Wizard

Location for Database, Log Fles, and SYSVOL
Specify the folders that will contain the Active Directory domain controller

database, log files, and SYSVOL. i

For better performance and recoverability, store the database and log files on separate
volumes.

Database folder:

-\ Windows\NTDS

Loq files folder:

IC:"».‘Mndows"s.NTDS

SYSVOL folder:
|c:xmnduwsxs*rsvm

1.

Mare about placing Active Directory Domain Services files

« Back Mext = Cancel

9. In the "Directory Services Restore Mode Administrator Password" screen
(Figure 17-27), enter a password and make a record of it.
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Figure 17-27 Directory Services Restore Mode Administrator Password

@! Active Directory Domain Services Installation Wizard X|

Directory Services Restore Mode Administrator Password =

The Directory Services Restore Mode Administrator accourt is diferent from the domain
Administrator accourt.

Assign a password for the Administrator account that will be used when this domain
controller is started in Directory Services Restore Mode. We recommend that you
choose a strong password .

Password: I--------

Confirm password: I"'"'"'"'|

Maore about Directory Services Restore Mode password

« Back Mext = Cancel

10. In the "Summary" screen (Figure 17-28):
a. Review your settings.
b. Export your settings.
c. Click Next.
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Figure 17-28 Summary

i_'l Active Directory Domain Services Installation Wizard X|

Summary

Review your selections:
Corfigure this server as the first Active Directory domain controller in a new forest. &

The new domain name isvm.example com. This is also the name of the new forest.
The MetBIOS name of the domain iz VM

Forest Functional Level: Windows Server 2008

Domain Functional Level: Windows Server 2008

Site: Default-First-Site-MName

Additional Options: J

To change an option, click Back. To begin the operation, click Mext.

These settings can be exported to an answer file for use with Export settings |
other unattended operations. L
Mare about using an answer file

« Back Mext = Cancel

11. Wait for the installation to complete (Figure 17-29).
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Figure 17-29 Waiting for DNS Installation to Finish

Active Directory Domain Services Installation Wizard

The wizard is configuring Active Directory Domain Services. This process can take
from a few minutes to several hours, depending an your environment and the options
that you selected.

Waiting for DNS installation to finish

Cancel
[” Reboot on completion

12. In the Active Directory Domain Services Installation Wizard (Figure 17-30), click
Finish to complete the installation.
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Figure 17-30 Completing the Active Directory Domain Services Installation Wizard

@! Active Directory Domain Services Installation Wizard X|

Completing the Active Directory
Domain Services Installation
Wizard

Wctive Directony Domain Services is now installed on this:l
computer for the domain vm fatwire . com.

This Active Directony domain controller is assigned to the
site Diefault-First-Site-Mame. You can manage sites with
the Active Directony Stes and Services administrative
tool.

To close this wizard, click Finish.

¢ Back I Finish I Eanzel

13. Reboot the System.

17.5 Checking Group Policies
1. Select Start > Run.
a. Enter gpmc.msc in the available field.

b. Click OK (Figure 17-31).
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Figure 17-31 Run Dialog Box

CITE— x|

Type the name of a program, folder, docurment, or Internet
resource, and Windows will cpen it for you.

Open: I gpMmC.mse

@ This task will be created with administrative privileges.

oK

[

Cancel Browse... |

2. "Group Policy Management" opens (Figure 17-32).

Figure 17-32 Group Policy Management

=
5, File Action View Window Help |;|i|l|
&= |[m] | | &

E Gr p P

i, Forest: v.example.com

1agement

Group Policy Management
Contents |

Mame =

:ﬁ Forest: vm.example.com

a.

Expand the tree Domains > <your domain name>, then select Default Domain
Policy, located in the left panel of the "Group Policy Management" screen

(Figure 17-33).
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Figure 17-33 Domains: vm.example.com

5k File Action View Window

Help

E; Group Policy Management

L A s lNE 7 s

jﬁ__ag Group Policy Management
=l _ﬁ Forest: vm.example. com

Bl (£ Comains
[ = v example, com ">
M. EXAMOIE. Cor

] Default Domain Policy
2 | Domain Controllers
El [ 5} Group Policy Objects
\=[ Default Domain Cortre
=] Default Domain Palicy
% WIMI Filters
5] Starter GPOs
[ Sites
58 Group Policy Madeling
|+ Group Palicy Results

o

=18 =]
et
Default Domain Policy
Scope |Detai|5| Seftings | Delegation |
Links

Display links in this location:

The following sites, domains, and OUs are linked to this GPO:

Location =

ﬁ WM. example. com

| Enforced | Link Enabled | Path
No fes

. example. com

1 I

Security Rltering
The settings in this GFO can only apply to the following groups. users, and computers:

Name -+ |
52 Autherticated Users

Add... Remave | Froperties |
F|
WMI Fitering
This GPQ is linked to the following WMI fiter;
| nones j Dpen I

b. Select the Settings tab (Figure 17-34).
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Figure 17-34 Group Policy Management - Settings Tab

=

_Z, File Action View Window Help |_|ﬁ'|l|
L IR 7]
I.%i g’“ﬂ Policy Management Default Domain Policy
=1 Forest: vm.example.com . - -
= % Domains Scopel Details g | Delegation I
EE=] ;?"}':;Tf'mm o Default Domain Policy —
- A Data collected on: 2/19/2008 5:25:00 PM show all
[2] Domain Controllers i -
Computer Configuration (Enabled) hide:

El [5t Group Policy Objects

-, Defautpoman convr ||| =

=" Default Domain Palicy Wind 5 N
3 WMI Filters hide
(5] Starter GPOs Security Settings show
[ Sites - :
Er‘i? Group Policy Modeling User Configuration (Enabled) hide
_E Group Policy Results Mo settings defined.

K| | ©

c. Expand Security > Account Policy/Password Policy section (Figure 17-35), by
clicking show.
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Figure 17-35 Security > Account Policy/Password Policy

= Group Policy Management = =
I jm|
=l File Action View Window Help | =]l
Lo A el NN
§£ Group Policy Management Default Domain PD“W
=l _ﬁ Forest: vm.example.com : . ) )
=) [} Domains Scopel Details Settings | Delegation I
ik le. - - ~
B gexgpﬁm o Default Demain Policy =
= u ain Poli
=] Domain Controllers = Data collected on: 215972008 5:25:00 FM show all
=l [ Group Policy Objects Computer Configuration (Enabled) hide
=] Default Domain Policy ; _ :
[ WMI Filters Wi Seftings hude
[ Starter GPOs Security Settings hide
Ca sites Account Policies/Password Policy hide
ss’ Group Policy Modeling
[¢) Group Policy ResLits Policy Setting
Enfarce password history 24 passwords remembered
Maximum password age 42 days |
Minimum password age 1 days
Minimum password length 7 characters
Password must meet complesdty Enabled
reguirements
Store passwords using reversible Disabled
encryption
Account Policies/Account Lockout Policy show
Account Policies/Kerberos Policy show
ﬂ | _’I - A B :

3. Review the "Policy" list. The option Password must meet complexity

requirements is set to true by default. Change this option to Disabled (default

WebCenter Sites passwords do not meet these requirements).

17.6 Changing Group Policies
1. Select Start > Run.
a. Enter: gpmc.msc in the field provided.

b. Click OK (Figure 17-36).
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Figure 17-36 Run Dialog Box

=== Typethe name of a program, folder, document, or Internet

resource, and Windows will cpen it for you.

Open: I gpMmC.mse

@ This task will be created with administrative privileges.

QK Cancel

[

Browse... |

2. In the "Group Policy Management" screen, expand the tree Domains > name of
your domain. Select the Default Domain Policy, located on the right of the screen
(Figure 17-37), then select edit.

Figure 17-37 Default Domain Policy

;] Default Domain Policy
2 Domain Controllers
= [ 5 Group Policy Objects
|=/ Default Domain Contre
|=[ Default Domain Palicy
% WMI Filters
[l Starter GPOs
[ Sites
-1 Group Policy Modeling
+| Group Policy Results

2l

Display links in this location:

-ia/x]
3 File Action View Window Help | 181
& = | #m=] ol
:E=£ Group Policy Management Default Domain Puli(:y
El _ﬂ\ Forest: win. exammplz. com Soo : : -
= % Domains pe |Deta||s| Set'hngsl Delegatlonl
= fﬂ wm. example. com Links

The following sites, domains, and OlUs are linked to this GPO:

Location =~

| Erforced | Link Enabled | Path

Eig vm.example.com

1

Mo ez

. example. com

Security Fltering

The settings in this GPO can only apply to the following groups, users, and computers:

Name =

82 Authenticated Users

Add... Remove

Froperties |

WMI Filtering
This GPO i linked to the following WM fiter:

IQ"IOHE> k

j (] =l=Tg] |

3. The "Group Policy Management Editor" window opens (Figure 17-38).
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Figure 17-38 Group Policy Management Editor

B Group Policy Management Editor i m]

File Action View Help
e |mE:=EE
EJ’

[= & Computer Configuration

L

E Default Domain Policy [WINDOWS20085QL20055P2.VM.FATWIRE.COM] Policy

- PO“]EEES Select an item to view its description. Name I
_| Preferences i Computer Configuration

= 4, User Configuration
| Policies
| Preferences

‘ﬁ:z_; User Configuration

LI—I LI Extended 4 Standard /

a. In the left hand tree expand: Computer Configuration > Policies > Windows
Settings > Security Settings > Account Settings > Password Policy
(Figure 17-39).
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Figure 17-39 Security Settings Expanded

B Group Policy Management Editor i m]

File Action View Help

= 2=z HE

_EJ Default Domain Policy [WINDOWS200850LZ « | | Policy = | Palicy Setting |

= & Computer Configuration
E [ Policies
] Software Settings
=[] windows Settings

= Scripts (Startup/Shutdown)
=] E Security Settings
5 Account Polides
jf] Password Policy
= Account Lockout Pol
__:fa Kerberos Policy
Local Polides
= Eventlog
("4, Restricted Groups
("4, System Services

M
L&L

= H

"4, Registry

HEBEHNRE

| Preferences
L T - .

I

__‘5 File System
7o Wired Network (IEEE 80
|| windows Firewall with A
|| Network List Manager Pi
;"g' Wireless Network (IEEE
|| Public Key Policies
|| Software Restriction Pol
] Network Access Protect
8, 1P security Polides on A
uljy Policy-based Qos
| Administrative Templates: Policy

15iz| Enforce password history 24 passwords remembered
1515 Maximum password age 42 days

51| Minimum password age 1days

%1z Minimum password length 7 characters

121o) Password must meet complexity requirements  Enabled
1217 Store passwords using reversible encryption Disabled

i

Right-click Password must meet complexity requirements, located on the
right side of the screen, then select Properties.

In the "Password must meet complexity requirements Properties” dialog box
(Figure 17-40) select the radio button Disabled, then click OK.
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Figure 17-40 Password Must Meet Complexity Requirements Properties Dialog Box

Password must meet complexity requirements 7] x|

Security Policy Setting | Explain I

;l%. Passwaord must meet complexdty requirements
=

[¥ Define thiz policy =etting:
i~ Enabled
{* Disabled

QK I Cancel Apphy

d. Close the "Group Policy Management Editor" and "Group Policy
Management” windows.

4. The domain will no longer check for password complexity. WebCenter Sites
default passwords can now be used.

When WebCenter Sites is installed you can reverse step 2 by clicking Enabled to
re-engage the security settings.

17.7 Connecting to ADS Using an LDAP Browser

This section shows you how to connect to Active Directory Server using an LDAP
browser.

Note: You cannot add groups, set passwords, or activate accounts
using an LDAP browser.

1. Open the LDAP browser.
2. Select the Quick Connect tab.

3. Fill out the following information (Figure 17-41):
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Host: localhost (if connecting remotely, enter the actual host name)
Base DN: <DNS_suffix> (the part of the DNS name after the host name)
Anonymous bind: deselect

User DN: administrator@<DNS_suffix>

Append base DN: deselect

Password: <ADS_password> (you created this password in step 9)

Figure 17-41 Edit Session - Connection

x|
Hame | Connection rﬂptiuns |

Host Info
Host: |[ocalhost Port: |229 Version: |3 |«
Base DN: | DC=vm DC=example D C=com -
Fetch DHs [ ]ssL [ ] Anomymous bind
User Info
User DN: |.-'-‘-.dministratnr@e:-:ample.n:u:um | [ | append base DN
Password: |-"""

Save Cancel

4. C(lick Connect.

5.

Show the default view on the LDAP tree (Figure 17-42).
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Figure 17-42 LDAP Browser\Editor

LDAP Browser\Editor v2.8.2 - O] x|
File Edit View LDIF Help

EREINN A DRSIELNEIS

1 D C=vm,DC=erample, DC=com : Atribute |"¥'r3|UE

o 3 CH=Builtin :

o ] CH=Computers

o= [ OU=Domain Controllers

o= ] CM=ForeignSecurityPrincipals

o= [ CM=Infrastructure

o ] CM=LostAndFound

o= [ CM=MTDS Quotas

o= ] CM=Program Data

o= [ CM=S5ystem

o] CH=Users :

o= [ DC=ForestDnsZones [ForestOnsZong §§

o~ ] DC=DomainDnsZaones [DomainDnsZ,

& [ Ch=Configuration [ vm.example.com |

4 I | DE

Ready. 31 entries returned. u
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Setting Up OpenLDAP 2.3.x

This chapter explains how to set up OpenLDAP for use with WebCenter Sites.

Note: You must set OpenLDAP before you run the WebCenter
Sites-LDAP integrator.

It contains the following sections:

= Section 18.1, "OpenLDAP Commands"

= Section 18.2, "Installing OpenLDAP"

= Section 18.3, "Configuring OpenLDAP"

= Section 18.4, "Adding WebCenter Sites Schema to OpenLDAP"
= Section 18.5, "Modifying User Passwords"

18.1 OpenLDAP Commands

This section contains the most commonly used OpenLDAP commands. Use it as a
reference when configuring OpenLDAP for use with WebCenter Sites.

18.1.1 Starting OpenLDAP

Note: This section assumes that the slapd daemon is located in
/usr/local/libexec. Depending on your installation, the daemon
might be located elsewhere. In such cases, substitute the correct path
in the commands listed in this section.

s To start OpenLDAP normally, use the following command:
/usr/local/libexec/slapd

s To start OpenLDAP with full debugging (useful when diagnosing configuration
issues and installing WebCenter Sites), use the following command:

/usr/local/libexec/slapd -h 'ldap:///' -d 0x5001

18.1.2 Searching an OpenLDAP Server
To search an OpenLDAP Server, do the following;:

1. Execute the following command:
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ldapsearch -x -D "cn=Manager,dc=<domain>, dc=<extension>" -W
-b '' -s base '(objectClass=*)' namingContexts

where <domain> and <extension> are the values you specified in step a on
page 18-6.

2. When prompted for a password, enter the Root DN user password you specified
in step d on page 18-7.

A typical response from the 1dapsearch command looks as follows:

Enter LDAP Password:
extended LDIF

#
#
# LDAPvV3

# base <> with scope baseObject
# filter: (objectClass=*)

# requesting: namingContexts

#

#

dn:

namingContexts: dc=example,dc=com
# search result

search: 2

result: 0 Success

# numResponses: 2
# numEntries: 1

18.1.3 Adding an LDIF File to an OpenLDAP Server
To add a well-formed LDIF file to your OpenLDAP Server, use the 1dapadd command:

ldapadd -D 'cn=Manager,dc=<domain>,dc=<extension>"
-w <root_dn_password> -f <LDIF_file_name>

where:
= <domain> and <extension> are the values you specified in step a on page 18-6.

»  <root_dn_password> is the Root DN user password you specified in step d on
page 18-7.

» <LDIF_file_name> is the name of the LDIF file you are adding.

18.2 Installing OpenLDAP

This section explains how to install OpenLDAP.

Note: OpenLDAP is bundled with most Linux distributions. If
OpenLDAP is already installed on your system, skip this section.

To install Open LDAP
1. Download the OpenLDAP tgz archive from the OpenLDAP web site:
http://www.openldap.org/

For example: openldap-stable-20070110.tgz
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2. Decompress the archive (Figure 18-1):
- If you are using GNU, use the following command:
tar-xvzf openldap-stable-20070110.tgz
- If you are not using GNU, use the following command:

gzip -d openldap-stable-20070110.tgz ; tar -xvf
openldap-stable-20070110.tar

Figure 18—-1 Archive Decompression

Session Edit View Bookmarks Settings Help

egandt@linux-gandt : ™/ shared/openldap? tar -xzf openldap-stable-20070110.tz=
egandt@linux-gandt : ™/ shareds/openldap> ls

openldap-2.3.32 openldap-stable-20070110.tgz
egandtlflinux—gandt:™/shared/openldap> cd openldap-2.3.32/
egandt@linux-gandt ™/ shared/openldap/openldap-2.3.32% 1s

aclocal .m4 CHANGES configure.in doc libraries README
AMMOUMCEMEMT  clients contrib include LICEMSE SErVErsS
build configure  COPYRIGHT INSTALL Makefile.in tests

egandtBlinux-gandt :~/shared/openldapsopenldap-2.3.32> ./ configure []

5| & shell

3. Change to the directory containing the OpenLDAP source (Figure 18-2). For
example:

cd openldap-2.3.32
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Figure 18-2 Directory Change

Session  Edit WView Bookmarks Settings Help

egandt@linux—gandt ™/ shareds/openldap? tar -xzf openldap-stable-Z0070110.tgz
egandtlBlinux—gandt :™/shared/openldap> 1=

openldap-2.3.32 openldap-stable-Z0070110.tg=
egandt@linux—gandt ™/ shared/openldap? cd openldap-2.3.327
egandt@linux—gandt :™/shared/openldaps/openldap-2.3.32> ls

aclocal .m4 CHANGES configure.in doc libraries README
AMMOUNMCEMENT  clients contrib include LICEMSE SETWETS
build configure  COPYRIGHT IMSTALL Makefile.in tests

egandtBlinux—gandt :~/shared/openldap/openldap-2.3.32> ./configure []

=] @ shell

4. Configure the OpenLDAP source (Figure 18-3) as follows:

./configure --enable-crypt --with-tls
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Figure 18-3 OpenLDAP Source Configuration

Session Edit View Bookmarks Settings Help
config.status: creating serverssslapd/back-sgl/Makefile
config.status: creating serverssslapdsshell-backends/Makefile
config.status: creating serversdslapdSslapi/Makefile
config.status: creating serverssslapd/overlays/Makefile
config.status: creating serverssslurpd/Makeflle
conflg.status: creating tests Makeflle
conflg.status: creating tests run
conflg.status: creating tests progs Makeflle
config.status: creating lncludesportable.h
config.status: creating includesldap_features.h
config.status: creating ilnclodeslber_types.h
config.status: executing depfiles commands
config.status: executing default commands
Making servers/sslapd/bhackends.c

Add confilg

Add 1dif

Add bdb

Add hdb

Add monltor

Add relay .
Making serwverssslapdsoverlayss/statover.c

Add syncprowv
Flease run "make depend” to bulld dependencies
egandtBlinux—gandt:~/shared/openldap/openldap-2.3.32> make dep(]

o | Shell

The suggested options are:

--enable-crypt — enables password encryption

--with-tls —enables TLS/SSL support

Note:

If you want to customize OpenLDAP for your system, run

./configure --help for a complete list of configuration options.

Compile OpenLDAP dependencies: make depend

Compile OpenLDAP: make

Install OpenLDAP: make install

Note:

By default, OpenLDAP is installed in /usr/local.

18.3 Configuring OpenLDAP

This section shows you how to configure your OpenLDAP installation.

1.

Edit the 1dap.conf file as follows:
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Note: If you installed OpenLDAP manually by following the steps in the
previous section, 1dap.conf is located in /usr/local/etc.

a. Specify your Base DN. Locate the following line (or create it if it does not
exist):

BASE dc=<domain>,dc=<extension>

where <domain> and <extension> are, respectively, the domain and TLD of
your LDAP server.

The Base DN for OpenLDAP should always be two dc's in length. For
example, if your full domain is vm.example.com, your Base DN would be
example. com, and your BASE line would look as follows:

BASE dc=example,dc=com
b. Specify your URI(s). Locate the following line (or create it if it does not exist):
URI ldap://<hostanme_or_IP> ldap://<hostanme_or_IP>

Enter the host names and/or IP addresses on which on which OpenLDAP is
to listen for connections. Separate the entries with spaces. For example:

URI ldap://127.0.0.1 ldap://localhost ldap://172.19.1.2
2. Edit the sldapd.conf file as follows:

Note: If you installed OpenLDAP manually by following the steps
in the previous section, sldapd.conf islocated in /usr/local/etc.

a. Locate the following section:

access to *
by self write
by users read
and replace it with:
access to *
by dn="cn=Manager, dc=<domain>,dc=<extension>" write
by self write
by users read
by anonymous auth

where <domain> and <extension> are the values you specified in step 1a on
page 18-6.

b. Specify your suffix. Locate the following line (or create it if it does not exist):
suffix dc=<domain>,dc=<extension>

where <domain> and <extension> are the values you specified in step 1a on
page 18-6.

c. Specify your Root DN user. (The Root DN user is used to access the LDAP
Server.) Locate the following line (or create it if it does not exist):

rootdn cn=<user_name>,dc=<domain>, dc=<domain>

Enter Manager as the user name and replace <domain> and <extension> with
the values you specified in step 1a on page 18-6.
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d. Specify a password for the Root DN user. Locate the following line (or create it
if it does not exist):

rootpw<password>

Note: The password can be either encrypted or unencrypted.
(Encrypted passwords start with {SSHA}). If you wish to use an
encrypted password, do the following:

= Generate an encrypted password (hash) using the slappasswd
command. The command generates a valid encrypted
password (hash) and prints it to the terminal.

»  Perform step e below.

e. (Optional) If you chose to use an encrypted password in the previous step, set
the password type to SHA. Locate the following line (or create it if it does not
exist):

password-hash {SSHA}

This sets the password type to SHA (the default). You can set other password
types; see the OpenLDAP documentation for more information.

3. Edit the core.schema file as follows:

Note: If you installed OpenLDAP manually by following the steps in the
previous section, core.schema is located in /usr/local/etc/schema.

a. Locate the following section:

objectclass ( 2.5.6.17 NAME 'groupOfUniqueNames' DESC 'RFC2256: a group
of unique names (DN and Unique Identifier)'SUP top STRUCTURAL MAY (
businessCategory $ seeAlso $ owner $ ou $ o $ description $ uniqueMember)
MUST ( uniqueMember $ cn ))

b. Comment the section out by placing a # character at the beginning of each line.
Then insert the following modified section after it:

objectclass ( 2.5.6.17 NAME 'groupOfUniqueNames' DESC 'RF(C2256: a group
of unique names (DN and Unique Identifier)'SUP top STRUCTURALMAY (
businessCategory $ seeAlso $ owner $ ou $ o $ description $ unigueMember)
MUST ( cn ))

The difference between the original and modified sections is the last line:
MUST ( uniqueMember $ cn ) becomes MUST ( cn )

OpenLDAP is now configured.

18.4 Adding WehCenter Sites Schema to OpenLDAP

This section shows you how to add WebCenter Sites schema to your OpenLDAP
server.
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Note: If you are copying the contents of the sample LDIF file below,
make sure to insert an empty line between dn sections and at the end
of the file.

To configure OpenLDAP for WebCenter Sites

1.

Create an LDIF file named pre_cs_openldap.1dif with the following contents:

dn: dc=<domain>,dc=<extension>
objectClass: dcObject

objectClass: organization

dc: example

description: OpenLDAP pre_cs_setup
0: Example Software

# LDAP Manager Role

dn: cn=Manager, dc=<domain>,dc=<extension>
objectclass: organizationalRole

cn: Manager

# add the organizational Unit People

dn: ou=People,dc=<domain>, dc=<extension>
objectClass: organizationalUnit
objectClass: top

ou: People

# add the organizational Unit Group

dn: ou=Groups, dc=<domain>,dc=<extension>
objectClass: organizationalUnit
objectClass: top

ou: Groups

where <domain> and <extension> are the values you specified in step a on
page 18-6.

The file will create a new organization (example) containing two sub-organizations
(Groups and People)and the Manager user. The Manager user will be used to
access the LDAP server.

Add the pre_cs_openldap.1dif file to your OpenLDAP server. Execute the
following command:

ldapadd -D 'cn=Manager, dc=<domain>,dc=<extension>'

-w <root_dn_password> -f pre_cs_openldap.ldif

where:

- <domain> and <extension> are the values you specified in step a on page 18-6.

- <root_dn_password> is the Root DN user password you specified in step d on
page 18-7.

Test your OpenLDAP server. Execute the following command:

ldapsearch -x -b 'ou=Groups,dc=<domain>,dc=<extension>'
' (objectclass=*)"

where <domain> and <extension> are the values you specified in step a on
page 18-6.

An example response from the 1dapsearch command looks as follows:
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HH H FH H H H H

#

extended LDIF

LDAPV3

base <ou=Groups,dc=example,dc=com> with scope subtree
filter: (objectclass=*)

requesting: ALL

search result

search: 2
result: 0 Success

#

numResponses: 1

If the pre_cs_openldap.1dif file was successfully inserted into the LDAP server,
the result: line indicates success, at which point you are ready to run the
WebCenter Sites LDAP integrator. For instructions, see Part V, "Integrating Oracle
WebCenter Sites with LDAP."

18.5 Modifying User Passwords

When you ran the WebCenter Sites LDAP integrator, all WebCenter Sites users (except
fwadmin, ContentServer, and DefaultReader) were assigned the password which you
entered in the "WebCenter Sites Configuration" screen. For security reasons, you might
want to manually assign unique passwords to those users.

Note: If you chose to use encrypted passwords when you configured
OpenLDAP, you must change the passwords for all users on your
WebCenter Sites system, or your WebCenter Sites installation will not
function properly. This is because the WebCenter Sites-LDAP
integrator writes user passwords into OpenLDARP as plaintext, but
OpenLDAP expects password hashes.

The following table shows the passwords you must assign to your WebCenter Sites

users:

User Password

DefaultReader SomeReader

ContentServer The password you supplied during WebCenter Sites
installation

fwadmin The password you supplied during WebCenter Sites
installation

All other users on your The password you supplied during WebCenter Sites-

WebCenter Sites system LDAP integration

This section covers the following methods for changing passwords in OpenLDAP:

= Section 18.5.1, "Modifying User Passwords Using an LDAP Browser"

= Section 18.5.2, "Modifying User Passwords Using the ldapmodify Command"
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18.5.1 Modifying User Passwords Using an LDAP Browser

This section shows you how to modify user passwords using the free LDAP
Browser/Editor program available at http: //www-unix.mcs.anl.gov/~gawor/ldap/.

To modify user passwords in OpenLDAP using an LDAP browser

1. Download and install the LDAP browser.

2. Start the LDAP browser: . /lbe.sh
3. (Click the Quick Connect tab (Figure 18-4).

Figure 18-4 Quick Connect Tab

ONNE =
[ Session List | Quick Connect |
Connection | Options | ,
Host Info
Host: | | Port: A Yersion: |3 |w
Ease DMN: -
Fetch DNs [ ]sSL Anonymous bind
User Info
User DN: [ ] append base DN
Password:

Connect Cancel

4. Fill out the fields as follows:

Field Value

Hostname The host name of your OpenLDAP server.
Port 389

Version 3

Base DN The Base DN you specified in step a.

Anonymous bind

Yes (select check box)

User DN

cn=Manager

Append base DN

Yes (select check box)

Password

The Root DN user password you specified in step d on
page 18-7.

5. C(lick Connect.

6. In the left-hand tree, expand the ou=People node (Figure 18-5).
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Figure 18-5 ou-People Expanded

. _ LDAP BrowseriEditor v2.8.2 -

File Edit Yiew LDIF Help
O¢|asn/xslls@allas
[ | de=example,dc=com : Attribute | walue
o= ] ch=Manager S|userPasswaord  BIMNARY (&h)
¢ [ ou=Feople Hdescription |Boss Fortal Idapuser User for test LD A
> 1 [tn=Idapuser] “|objectClass top
. —— “|objectClass organizationalPerson
e [ ou=Croups “lobjectClass persan
“sn ldapuser
“en ldapuser
4 I C
Ready. I u

7. Double-click the user whose password you want to change and press Ctrl-E.

8. The plaintext password written by the WebCenter Sites-LDAP integrator appears
in the userPassword field (Figure 18-6). Click Set.

Figure 18-6 Edit Dialog Box

File Edit

objectClass: [top |
objectClass: |DrganizatinnaIPersnn |
objectClass: [person |

userPassword: |testme || Verify ” Set ” Save as ” Insert from |
description: |JB|:|55 Portal Idapuser User far test LDAP integration |
sn: |Idapuser |

oh: |ldapuser |

| Apply || Cancel ‘

9. In the pop-up window, enter the user's password (Figure 18-7) and click Set.
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Figure 18-7 Generate Password Dialog Box

' Generate Password -2

—

Enter password: |

Set | Cancel |

The password appears in its encrypted form.

10. Click Apply to save the new password (Figure 18-8).

Figure 18-8 Edit Dialog Box

File Edit

objectClass: [top |
objectClass: |organizationalPersan |
objectClass: |person |

userPassword: |{SHA}Or?}{nUzOzSDWznkngqSthRSJ‘ Verify ” Set ” Save as ” Insert from |

description: ||Eoss Portal Idapuser User for test LDAP integration |
sn: |Icapuser |
cn: |Idapuser |

| Apply || Cancel

11. Repeat steps 7-10 on page 18-12 for each user whose password you want to
change. When you are finished, test your integration by logging in to WebCenter
Sites.

18.5.2 Modifying User Passwords Using the Idapmodify Command

The 1dapmodify command provides you with an interface in which you can enter
valid LDIF statements to make changes to the configuration of your OpenLDAP
server. This section shows you how to use the 1dapmodify and sldappasswd
commands to change the passwords of LDAP users.

To modify user passwords in OpenLDAP using the ldapmodify command

1. Generate an encrypted password for each user. Run the sldappasswd command
and enter the plaintext password which you want to encrypt. The command
outputs the encrypted password (hash) to the terminal. For example:

{SSHA}ydUT5RCpBAU8OP0PW8gaHnsmYmL1mUL8

Note: If you are generating hashes for a large number of users, it is a
good idea to store the hashes in a file, so that you can easily retrieve them
in step 3 on page 18-13. When you finish this procedure, make sure that
you destroy the file in which the hashes are stored.

2. Execute the 1dapmodify command as follows:

ldapmodify -D 'cn=Manager,dc=<domain>,dc=<extension>'
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-w <root_dn_password>
where:

<domain> and <extension> are the values you specified in step a on page 18-6.

<root_dn_password> is the Root DN user password you specified in step d on
page 18-7.

When the command returns a blank line, you are ready to input LDIF statements.

Change the user's password. Issue the following commands:

dn:cn=<user_name>, ou=People, dc=<domain>, dc=<extension>

where user_name is the user name of the user whose password you want to
change, and <domain> and <extension> are the values you specified in step a
on page 18-6.

changetype:modify
replace:userPassword
userpassword:<password_hash>

where <password_hash> is the hash generated by the sldappasswd command
in step 1 on page 18-12 of this procedure.

Press Ctrl+D.

Repeat steps a—e on page 18-13 for each user whose password you want to
change. When you are finished, press Ctrl+C to terminate the 1dapmodify
command.
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Part V

Integrating Oracle WebCenter Sites with

LDAP

Part V contains the following chapters:

Chapter 19, "Overview of the Oracle WebCenter Sites-LDAP Integration”
Chapter 20, "Integrating Oracle WebCenter Sites with Flat Schema LDAP Servers"

Chapter 21, "Integrating Oracle WebCenter Sites with Hierarchical Schema LDAP
Servers"

Chapter 22, "Reference: Sample LDIF for Hierarchical Schema LDAP"
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Overview of the Oracle WebCenter
Sites-LDAP Integration

This chapter provides an overview of your options to integrate Oracle WebCenter
Sites with an LDAP server.

This chapter contains the following sections:
s Section 19.1, "Introduction”

m  Section 19.2, "LDAP Integration Options"

19.1 Introduction

WebCenter Sites connects to an authentication system through the Directory Services
API This API provides out-of-the-box support for two types of authentication
systems, as shown in Figure 19-1.

= The native authentication system, which validates WebCenter Sites users against
the WebCenter Sites user management tables SystemUsers and SystemUserAttrs.

= External directory server (LDAP server), which must be integrated with
WebCenter Sites in order to validate WebCenter Sites users against the users that
are listed in the directory server's database.

Figure 19—1 Two Types of Authentication
— WebCenter Sites —

Native + External
authentication | g Directory  -eg__| @uthentication

Services API -

+ LDAP Server

Note: External user managers can also be integrated with WebCenter
Sites, but must be customized to authenticate and/or authorize users.

WebCenter
Sites Database

.ini files
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19.2 LDAP Integration Options

The following types of external directory servers can be integrated with WebCenter
Sites:

Flat schema LDAP, which provides authentication and authorization services for
web applications. LDAP schema is automatically configured when you run the
WebCenter Sites-LDAP integrator (included with WebCenter Sites). The integrator
requires you to first install a supported LDAP server (listed in the Oracle
WebCenter Sites Certification Matrix available here:
http://www.oracle.com/technetwork/middleware/webcenter/sites/
downloads/index.html).

Hierarchical schema LDAP, which provides authentication and authorization
services for web applications and requires manual integration with WebCenter
Sites.

Both integration options involve connecting the LDAP server to the Directory Services
API by setting connection properties in the WebCenter Sites futuretense.ini,
futuretense_xcel.ini, and dir.ini files. Integration is complete when the
WebCenter Sites user data is written to the LDAP server. Which type of data must be
written depends on LDAP schema:

Flat schema LDAP requires authentication and authorization to be managed in the
LDAP server, which means that WebCenter Sites users, ACLs, roles, and sites
must be written to LDAP. Users include user accounts, user profiles, and user
attributes.

Hierarchical schema LDAP requires only authentication to be managed in the
LDAP server, which means that only users and ACLs must be written to LDAP.
(Again, users include user accounts, user profiles, and user attributes.)

Writing roles and sites is optional. Choosing this option requires you to create a
site organizational unit in the LDAP server by subordinating the WebCenter Sites
roles to their relevant sites.

The following table summarizes LDAP schema and integration requirements.

Flat Schema Flat Schema Hierarchal Hierarchal
Integration LDAP - LDAP - Schema LDAP - Schema LDAP -
Type/Method Authentication  Authorization Authentication  Authorization
WebCenter Sites Required Required Required Optional
Web Application
Method Integrator writes  Use integrator or Integrate Integrate

WebCenter Sites manually write ~ manually manually

users and ACLs  WebCenter Sites

to LDAP roles and sites to

LDAP

For procedures on integrating with flat schema LDAP, see Chapter 20, "Integrating
Oracle WebCenter Sites with Flat Schema LDAP Servers."

For procedures on integrating with hierarchical schema LDAP, see Chapter 21,
"Integrating Oracle WebCenter Sites with Hierarchical Schema LDAP Servers."
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Integrating Oracle WebCenter Sites with Flat
Schema LDAP Servers

This chapter provides instructions for using Oracle's integrator to automatically
integrate WebCenter Sites with a supported LDAP server. The integrator configures a
flat schema for authentication and authorization services for the WebCenter Sites web
application.

This chapter contains the following sections:

= Section 20.1, "WebCenter Sites-LDAP Integrator"

»  Section 20.2, "Running the WebCenter Sites-LDAP Integrator"

= Section 20.3, "Completing the Integration”

= Section 20.4, "Post-Integration Steps: When CM Sites Have Not Been Created"
= Section 20.5, "Testing the Integration”

20.1 WebCenter Sites-LDAP Integrator

Oracle's LDAP integrator requires a fully functional WebCenter Sites web application
and a pre-installed, supported LDAP server.

The integrator works by first prompting you for parameters relating to your
WebCenter Sites installation and LDAP server. When you provide the requested
information and click Install, the integrator uses your inputs to perform the following
steps:

1. The integrator sets LDAP connection properties in the WebCenter Sites
futuretense.ini, futuretense_xcel.ini, and dir.ini files in order to:

— Establish communication between the LDAP server and the WebCenter Sites
Directory Services APL

— Enable the LDAP server to recognize the user that WebCenter Sites will
invoke to query the LDAP server.

- Configure a flat schema.
- Modify the LDAP database to use WebCenter Sites ACLs in LDAP format.

For a listing of the LDAP connection properties that are set by the integrator, see
Chapter 21, "Integrating Oracle WebCenter Sites with Hierarchical Schema LDAP
Servers." (Note that the properties for flat and hierarchical schema are identical;
only the values differ.)
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In its final steps, the integrator does one of the following, depending on the option
you selected:

- If you selected the Automatic option, the integrator loads the LDAP server
with the WebCenter Sites information — users, ACLs, roles, and sites to which
the roles apply.

- If you selected Manual, the LDAP integrator requires an LDAP user with
write permissions to manually write users, ACLs, and roles (including their
relevant sites) to the LDAP server, either directly or via an 1dif file. This
information is written once the integrator completes its process.

Regardless of which option you selected (Automatic or Manual), you will have to
complete the integration by resetting (in the LDAP server) the passwords of
WebCenter Sites users.

20.2 Running the WebCenter Sites-LDAP Integrator

To integrate with flat schema LDAP, complete the steps in the following sections:

Section 20.2.1, "Prerequisites"

Section 20.2.2, "Integration Steps"

20.2.1 Prerequisites
Before integrating WebCenter Sites with LDAP, prepare your system:

1.

The LDAP integrator can run only on a WebCenter Sites full product release.
Perform LDAP integration before any hot-fixes or patches are installed.

Make sure WebCenter Sites is installed on one of the supported platforms and is
fully functional. Currently supported platforms are listed in the Oracle WebCenter
Sites Certification Matrix here:
http://www.oracle.com/technetwork/middleware/webcenter/sites/
downloads/index.html.

For WebCenter Sites installation instructions and verification tests, refer to the
Oracle Fusion Middleware WebCenter Sites Installation Guide.

Back up the entire WebCenter Sites system. If the integration fails, you can recover
the 1dif file and import it manually to restore the WebCenter Sites users and
permissions.

4. Make sure the LDAP server is ready for integration:

a. If a supported LDAP server is not installed, install it now. (For the list of
currently supported LDAP servers, refer to the Oracle WebCenter Sites
Certification Matrix available here:
http://www.oracle.com/technetwork/middleware/webcenter/sit
es/downloads/index.html.)

b. Note the following parameters. You will supply values for them during the
integration process:

— LDAP host name (or IP address)
- LDAP port number

- People parent DN

-  Group parent DN
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- Base DN, if you are using Sun JES Directory Server

c. Determine whether the user connecting to LDAP will be the same user that is
logged in to WebCenter Sites. If the connecting user is not a WebCenter Sites
user, you will need to provide a user name and password.

5. During the integration process, you will be prompted to select either the
Automatic or Manual integration option.

- If you have write permissions to the LDAP server, select Automatic. The
integrator will write the WebCenter Sites users, ACLs, roles, and sites to the
LDAP server.

- If you do not have write permissions to the LDAP server, you will select
Manual and continue to run the integrator. When the integrator completes its
process, an LDAP user with write permissions must be available to complete
the integration.

20.2.2 Integration Steps

In this section you will run the WebCenter Sites-LDAP integrator (included on the
WebCenter Sites CD) to integrate WebCenter Sites with a supported LDAP server of
your choice.

To integrate WebCenter Sites with LDAP

1. If you have not already done so, decompress the WebCenter Sites installation
archive to a temporary directory and change to that directory.

2. Run the WebCenter Sites integrator (Figure 20-1) by executing the following
command:

—  On Windows: configureLDAP.bat

—  On Unix: ./configureLDAP.sh
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Figure 20-1 WebCenter Sites Integrator

D Oracle WebCenterSitesIlgRL___________ JJx]

Installer Oracle WebCenter Sites

ORACLE’

WebCenter Sites
Sites

VERSION: 11gR1

.

3. In the "Pre-Installation Requirements" screen (Figure 20-2), make sure you have
satisfied the requirements shown, then click Next.
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Figure 20-2 Pre-Integration Requirements

X PredntegrationRequirements _____[2][x]

Installer Oracle WebCenter Sites

Pre-Integration Requirements

Before integrating your system with an LDAP server, ensure the following:

1. our Oracle WebCenter Sites system is configured
forits business application and it is fully functional.

2. The LDAP server is set up for integration.

| Previous | | Mext |

4. In the "Sites Information" screen (Figure 20-3), enter the location of the directory in
which WebCenter Sites has been installed.
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Figure 20-3 Sites Information

] oOracle WebCenter Sites Information _____________[2][x]

Installer Oracle WebCenter Sites

Sites Information

Path to the Sites installation directory:

Sfrootforacle fuebcenterfsites ‘

Choose. .

| Previous | | Mext |

5. In the "LDAP Server" screen (Figure 20-4), do the following:
a. Select the LDAP server you are using.

b. Specify whether you are integrating with a standalone instance of WebCenter
Sites, or a member of a WebCenter Sites cluster.

c. Click Next.
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Figure 20-4 LDAP Server

Installer

D ipAP Sewer =),

Oracle WebCenter Sites

LDAP Server

Select the LDAP zerver you want to integrate:

|WebLDgic Embedded LDAP v|

Specify whether this installation is clustered or non-clustered:

|Sing|e Lerver v|

| Previous | | Mext |

6.

In the "LDAP Parameters" screen (Figure 20-5), enter the following information.
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Figure 20-5 LDAP Parameters

=l

LDAP Parameters [](x]

Installer

Oracle WebCenter Sites

LDAP Parameters

LOAF hoszt;

‘ server] 23 example.com ‘

LDAF port:
‘?Dnl ‘

User name:

‘ ch=h anager,dc=example,dc=com ‘

JMDI password:

People parent DM:

‘ ou=FPeaople, do=exanmple, doc=com ‘

Craup parent DM:

‘ ou=Groups,do=example doc=com ‘

Previous | | Mext |

LDAP Host — host name or IP address of your LDAP server.

LDAP Port — port number on which your LDAP server is listening for
connections. The default port, 389, is displayed in the field. Do not change this
default value unless you are creating a specialized integration.

User name — name of the LDAP user used to access your LDAP server. (This
field does not appear if you selected WebLogic Embedded LDAP in step 5.)

The value you enter determines whether WebCenter Sites accesses the LDAP
server through a WebCenter Sites user or an independent user. Do one of the
following:

- Leave this field blank if you want the LDAP user to be the same user that
is logged into WebCenter Sites. The integrator will set the value of the
jndi.connectAsUser property (in dir.ini) to true.

- Enter a value if you want the LDAP user to be a user that you specified
within your LDAP server. Your value must be a fully qualified, fully
distinguished LDAP user name. The integrator will assign the user name
to the jndi.login property (in dir.ini). It will also set
jndi.connectasUser to false.

Valid entry: cn=<username>, dc=<domain>, dc=<extension>

Example: cn=Manager, dc=example, dc=com
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7.

d. JNDI Password — password of the LDAP user who will access the LDAP
server. Enter a value only if you provided a user name in the preceding field.

Note: If you selected WebLogic Embedded LDAP in step 5, enter the
password you provided when you enabled the WebLogic Embedded
LDAP Server.

The integrator will assign this password in an encrypted form to the
jndi.password property (in dir.ini).

e. People parent DN — DN of the People parent node in your LDAP server.
WebCenter Sites users will be stored under this node. (This field does not
appear if you selected WebLogic Embedded LDAP in step 5.)

Valid entry: ou=People, dc=<domain>, dc=<extension>
Example: ou=People, dc=example, dc=com

f. Group parent DN — DN of the Groups parent node in your LDAP server.
WebCenter Sites ACLs will be stored under this node. (This field does not
appear if you selected WebLogic Embedded LDAP in step 5.)

Valid entry: ou=Groups, dc=<domain>, dc=<extension>
Example: ou=Groups, dc=example, dc=com
g. Click Next.

In the "Existing Sites Password" screen (Figure 20-6), enter the user name and
password for your installation's WebCenter Sites System Administrator account.
(The default values are ContentServer/password.) Re-enter the password for
verification, then click Next.
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Figure 20-6 Existing Oracle WebCenter Sites Password

£ Existing Oracle WebCenter Sites Password ______[2][x]

Installer Oracle WebCenter Sites

Existing Sites Password

Please enter the EXISTING Username which was used for Sites administration:

‘CDHIEHISENEI’ ‘

Please enter the EXISTING password.

Werify the paszsward entered:

The existing user name has been detected as: Content5erver

Previous | | Mext |

Note: Make sure the information you enter here exactly matches the
information used in your WebCenter Sites system. If you enter
incorrect information, your WebCenter Sites system will not function

properly.

8. In the "Sites Configuration" screen (Figure 20-7), enter the user name and
password of your installation's WebCenter Sites Application Administrator

account. (The default values are fwadmin/xceladmin). Re-enter the password for

verification, then click Next.
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Figure 20-7 Sites Configuration

Installer Oracle WebCenter Sites

Sites Configuration

Pleaze Enter EXISTING Uzerniame to be uzed for Application administration:

‘fm-'admin

Pazsword to be used for the Sites administrator.
Default password is 'xceladmin®

(Must be at least § characters)

Werify the password entered:

Previous | | Mext |

Note: Make sure the information you enter here exactly matches the
information used in your WebCenter Sites system. If you enter
incorrect information, your WebCenter Sites system will not function

properly.

9. In the next "Sites Configuration" screen (Figure 20-8), enter the password that will
be assigned to all users on your WebCenter Sites system (except the WebCenter
Sites System Administrator, WebCenter Sites Application Administrator, and
DefaultReader accounts).
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Figure 20-8 Sites Configuration

=l

Oracle WebCenter Sites Configuration [](x]

Installer

Oracle WebCenter Sites

Sites Configuration

Pleaze Enterthe pazzword for all other uzers:
Allthe userz will be created to LDAP with thiz pazsward.

(Must be at least § characters)

Werify the paszsward entered:

| Previous | | Mext |

Note: For added security, WebCenter Sites passwords are one-way
encrypted, which means they cannot be decrypted and duplicated in
the LDAP server.

The password that you provide in this screen is a dummy password
that will be assigned to all WebCenter Sites users (except the
WebCenter Sites System Administrator, WebCenter Sites Application
Administrator, and DefaultReader). At the end of the integration
process, the users' original passwords must be re-assigned to them.
Special instructions also apply to OpenLDAP with encrypted
passwords. (Instructions for re-assigning passwords are given in
Section 20.3, "Completing the Integration.")

Re-enter the password for verification, then click Next.

10. In the "LDAP Integration Option" screen (Figure 20-9), do one of the following

and click Next:

If you have write permissions to the LDAP server, select Automatic.

The integrator will write WebCenter Sites users, ACLs, roles, and sites to the
LDAP server. (All users will be assigned the password you specified in step 9.)
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If you do not have write permissions to the LDAP server, select Manual.

Note: If you chose the WebLogic option and the WebCenter Sites
application is not running on the same domain as the LDAP server,
select Manual.

When the integrator completes its task, an LDAP user with write permissions
will have to write the WebCenter Sites users, ACLs, roles, and sites to the
LDAP server, either directly or via an 1dif file.

Note: If you chose the WebLogic or OpenLDAP option, the
integrator will create an 1dif file in the <cs_install dir>/1dif
directory.

Figure 20-9 LDAP Integration Options

]

LDAP Integration Options [~][x)

Installer

Oracle WebCenter Sites

LDAP Integration Option

LDAP integration

0 Manual  you wndll duplicate Sites users, roles, and ACLs in LDAP
i Automatic : Duplicate Sites users, roles, and ACLs in LDAP

| Previous | | Mext |

11. In the "Settings Summary" screen (Figure 20-10), review the choices you have

made. If you need to make changes, click the Back button to return to the
appropriate screen. Otherwise, click Next to proceed with the integration.
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Figure 20-10 Settings Summary

Installer

M SettingsSummary )]

Oracle WebCenter Sites

Settings Summary

Installation Directory ; fullCEfcsB0_automation_destination

Installation Type : Single zerver

Shared Folder Path ; full/C5/cs80_automation_destination,/ Shared

Host Mame @ serverl 23 example.com

Port Mumber: 7180

Platform Type : APPSERVER

Application Server : Tomcat 6.0.324/7.0.23+

Server Path : fulljsoftwarefAppsfapache-tomcat-7.0.23 /cs80_automation_dg
Database : Oracle 119 R1,/11g R2 - Thin Driver

JMDI Data source Mame : czDatasource

| Help | | Previous | | Mext |

12. In the "Installation Progress" screen (Figure 20-11), click Install and wait for the
integration process to complete.
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Figure 20-11 Installation Progress

[ installation Progress  J=OX)

Installer Oracle WebCenter Sites

Installation Progress

Click Install to begin the installation process.

| 0%

Client Log ‘-H Server Log |,

Exit || Help | | Previous |

When the "Successful”" pop-up dialog appears, the integrator's process is complete.

13. Test your LDAP integration by logging in to WebCenter Sites, then continue with
the next step.

20.3 Completing the Integration

Note: To complete the steps in this section, you must have write
permissions to the LDAP server.

If you chose the Manual integration option in the previous section, you will now load
the LDAP server with WebCenter Sites users, ACLs, roles, and sites. Regardless of
your choice, you will also reset the passwords of WebCenter Sites users.

To complete the WebCenter Sites-LDAP integration

1. If the LDAP integrator's Automatic option was chosen (in step 10), skip to step 3.
Otherwise, continue with the next step.
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2, If the LDAP integrator's Manual option was chosen (in step 10), load the LDAP
server with WebCenter Sites users, ACLs, roles, and sites, using one of the
following options:

- Import an 1dif file.

Note: If you are integrating with WebLogic or OpenLDAP, an 1dif
file was created in the <cs_install_dir>/1dif directory by the
integrator. If you chose the WebLogic option, and the WebCenter
Sites application is not running on the same domain as the LDAP
server, edit the 1dif file and replace any instances of your CS
WebLogic domain (Variables.CSInstallAdminDomainName) with
your LDAP server domain.

For any other LDAP server, you must create your own 1dif file.

When integrating WebCenter Sites with Active Directory LDAP
provider, the integration script generates a . vbs file as well. After
importing the LDIF file on the Active Directory Server, run the VBS
script to set roles/ACLs and passwords.

- Write users, ACLs, roles, and sites directly to the LDAP server. For
information about which users, ACLs, roles, and sites to write, see the
following steps in Chapter 21, "Integrating Oracle WebCenter Sites with
Hierarchical Schema LDAP Servers":

- Section 21.1.3, "Step 3. Check the mail Attribute"

- Section 21.1.4, "Step 4. Create LDAP User Groups (WebCenter Sites
ACLs)"

- Section 21.1.5, "Step 5. Create Required Users and Assign Them to LDAP
Groups"

- Section 21.1.6, "Step 6. Create Sites and Roles in the LDAP Server"
3. In the LDAP server, reset the passwords for all WebCenter Sites users as follows:

— All LDAP servers: Set the users' passwords to their original values, except for
the WebCenter Sites System Administrator, WebCenter Sites Application
Administrator, and DefaultReader accounts.

If you do not change the passwords users will not be able to log in to
WebCenter Sites with their originally assigned passwords.

- OpenLDAP with encrypted passwords: If you are using OpenLDAP and have
configured it to use encrypted passwords, you must change the passwords for
all WebCenter Sites users including passwords for the WebCenter Sites
System Administrator, WebCenter Sites Application Administrator, and
DefaultReader accounts.

This step is required because the LDAP integrator writes user passwords to
the LDAP directory as plaintext, whereas OpenLDAP expects password
hashes when password type is configured as SSHA. If you fail to complete this
step, your WebCenter Sites system will not function properly.

For instructions on changing user passwords on supported LDAP servers, see
Section 18.5, "Modifying User Passwords."
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20.4 Post-Integration Steps: When CM Sites Have Not Been Created

If CM sites were not created on the given system, then after integrating WebCenter
Sites with LDAP you will be unable to log in. The solution is to manually create the
following new group entries in your LDAP server and assign fwadmin to each of these
groups:

Management Site-SiteAdmin
Management Site-GeneralAdmin
Management Site-WorkflowAdmin
Management Site-AdvancedUser

In addition, create the SitesUser group only for installations running in content
management mode. This group enables the fwadmin user to access the WebCenter Sites
Contributor interface:

Management Site-SitesUser

Example 20-1 Example LDIF

dn: cn=Management Site-SiteAdmin, ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

dn: cn=Management Site-GeneralAdmin,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

dn: cn=Management Site-WorkflowAdmin,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

dn: cn=Management Site-AdvancedUser,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

dn: cn=Management Site-SitesUser,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

20.5 Testing the Integration

Test your LDAP-integrated system by opening a browser and entering the following
URL:

http://<servername"://CatalogManager?ftcmd=1ogin&username=ContentServer&password="
target="_
blank"http://<servername>:<port>/<context>/CatalogManager?ftcmd=1ogin&username=Con
tentServer&password=<password>

where

<servername> is the name of the machine that is hosting the WebCenter Sites system
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<port> is the port number of that server
<username> is user-defined (WebCenter Sites, in this example)
<password> is user-defined (password, in this example)

= If your browser displays a "Login Successful" message, you have integrated your
LDAP plug-in correctly.

= If you do not see the "Login Successful" message, verify that you created the
ContentServer user in the LDAP server, and that all properties are set to the
correct values.
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Integrating Oracle WebCenter Sites with
Hierarchical Schema LDAP Servers

This chapter provides instructions for integrating WebCenter Sites with hierarchical
schema LDAP servers.

This chapter contains the following section:
m  Section 21.1, "Integration Steps"
= Section 21.2, "Testing the Integration”

21.1 Integration Steps

To integrate with hierarchical schema LDAP, you will complete the following steps:

= Section 21.1.1, "Step 1. Configure the WebCenter Sites LDAP Connection
Properties"

= Section 21.1.2, "Step 2. Configure the LDAP Server"

= Section 21.1.3, "Step 3. Check the mail Attribute"

= Section 21.1.4, "Step 4. Create LDAP User Groups (WebCenter Sites ACLs)"

= Section 21.1.5, "Step 5. Create Required Users and Assign Them to LDAP Groups"
= Section 21.1.6, "Step 6. Create Sites and Roles in the LDAP Server"

= Section 21.1.7, "Step 7. If You Completed Step 6"

= Section 21.1.8, "Step 8. Post-Integration Steps When CM Sites Have Not Been
Created"

Note: In hierarchical schema LDAP, management of users and ACLs
is required. Management of sites and roles is optional.

21.1.1 Step 1. Configure the WebCenter Sites LDAP Connection Properties

In this step, you will configure several properties in the WebCenter Sites . ini files to
establish communication with LDAP. The files are:

s futuretense.ini
s dir.ini

= futuretense_xcel.ini (optional, if you wish to manage sites and roles directly in
the LDAP server).
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21.1.1.1 A. Start the Property Editor
Execute the following scripts at the MS DOS prompt or in a UNIX shell:

= Windows: propeditor.bat, which is usually located in <cs_install dir/>
s Unix: propeditor.sh, which is usually located in <$HOME/cs_install_dir>

If you need detailed instructions on starting the Property Editor or you would like
more information on the properties to be modified, see the Oracle Fusion Middleware
WebCenter Sites Property Files Reference.

21.1.1.2 B. Configure Properties in futuretense.ini
1. Open futuretense.ini in the Property Editor.

2. Select the Authentication tab.

3. Set the following properties as shown in the table below:

Property (In

futuretense.ini) Value

Ccs.manageproperty dir.ini

cs.manageUser com.openmarket.directory.jndi.auth.JNDILogin

4. Select File > Save to save the values.

5. Select File > Close.

21.1.1.3 C. Configure Properties in dir.ini
1. Opendir.ini in the Property Editor.

2. Select the Attribute Names tab and set the values for OpenLDAP properties as
given in the following table:

Property (in dir.ini) Value

cn cn
loginattribute cn

password userPassword
unigquemember unigquemember
username uid

3. Select the Global Data tab and set the values for OpenLDAP properties as given in
the following table:

Property (in dir.ini) Value
lgroupparent ou=groups, dc=companyname, dc=com
peopleparent cn=People, dc=companyname, dc=com

4. Select the Interface Implementations tab and specify the following values for the
following properties:
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Property (in dir.ini) Value

className.IDir com.openmarket.directory.jndi.JNDIDir
className. IName com.openmarket .directory. jndi.NameWrapper
className. IUserDir com.openmarket.directory.jndi.LDAPUserDir

5. Select the JNDI SPI Env tab and specify the following values for the following
properties:

Property (in dir.ini) Value

jndi.baseurl ldap://<servername:port>

jndi.connectAsUser If WebCenter Sites can query the LDAP server for information
as the user who is logged in to the WebCenter Sites interface
and is making the query, set this property to true.

(The same user must be defined in the LDAP server.)

If WebCenter Sites must query the LDAP server as a specific
user other than the user who is logged in to the WebCenter Sites
interface, set this property to false. Then specify a valid user
name/password combination with the jndi.login and
jndi.password properties.

OpenLDAP value: false

jndi.custom (leave this value blank)

jndi.login If the jndi.connectAsUser property is set to false, specify the
fully qualified, fully distinguished name of the user account that
WebCenter Sites will use to query the LDAP server. (The same
user must be defined in the LDAP server.)

OpenLDAP: cn=Manager, dc=companyname, dc=com

Note: jndi.connectAsUser determines how a WebCenter Sites
user is connected to the LDAP server, and therefore defines the
LDAP user to be either administrative or non-administrative.

m If yndi.connectAsUser=true, then WebCenter Sites defines
the LDAP user to be the same one that is logged in to
WebCenter Sites and connects that user to the LDAP server.
For example, jndi.connectAsUser=true connects a
WebCenter Sites administrator to LDAP as an
administrator of the LDAP system.

s If yndi.connectAsUser=false, then WebCenter Sites
defines the LDAP user to be the one that is specified in the
jndi.login property (in dir.ini) and connects that user to
the LDAP server.

jndi.password If the jndi.connectAsUser property is set to false, specify the
password for the user account that WebCenter Sites will use to
query the LDAP server.

This value is encrypted.

6. Select the Schema Defaults tab and specify the following values for OpenLDAP
(beginning with "OpenLDAP" in the Value column) and other properties as given
in the following table:

Property (in dir.ini) | Value

defaultGroupAttrs OpenLDAP:
objectclass\=top&objectclass\=groupOfUniqueNames
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Property (in dir.ini) | Value

defaultPeopleAttrs | OpenLDAP:
objectclass\=top&objectclass\=Person&objectclass\=organiza
tionalPerson

objectclassGroup OpenLDAP: groupOfUniqueNames

objectclassPerson OpenLDAP: organizationalPerson

requiredGroupAttrs | (leave this value blank)

requiredPeopleAttr | Specify all the required user attributes for this LDAP server.

s For example: sn=Last Name&cn=Full Name

7. Select File > Save.

8. Select File > Close.

21.1.1.4 D. Configure Properties in futuretense_xcel.ini

Note: If you do not wish to manage sites or roles in the LDAP server,
skip the steps in this section.

1. Open futuretense_xcel.ini in the Property Editor.

2. Select the Xcelerate tab.

3. Set values for the following properties:

Property (in futuretense_xcel.ini) Value

xcelerate.usermanagerclass [The value depends on the type of deployment you

are using.
[Example value:

com.openmarket .xcelerate.user.UserManager

kcelerate.rolemanagerclass [Example value:

com.openmarket .xcelerate.roles.RoleManager

4. Select the User Management tab.

5. Set values for the following properties:

Property (in futuretense_xcel.ini) Value

xcelerate.sitesroot

Example
value:ou=sites.dc=<domainname>.dc=com

xcelerate.sitenameattr Example value: ou

xcelerate.displayablenameattr The name of the user attribute describing the

display name, if different from the login name.

6. Select File > Save.

7. Select File > Close.

8. Stop and restart the application server for your changes to take effect.
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21.1.2 Step 2. Configure the LDAP Server

1. Configure the LDAP server to recognize the user that is specified in the
jndi.connectAsUser and jndi.login properties (given in the table in step 5 of
Section 21.1.1.3, "C. Configure Properties in dir.ini").

2. Assign the same user correct permissions to connect to LDAP, to look up groups,
to look up user attributes, and so on.

Note: Assign permissions judiciously. Once WebCenter Sites is
LDAP-integrated, any WebCenter Sites administrator who connects to
the LDAP server as a user with write permissions can still manage
ACLs, users, sites, and roles from the WebCenter Sites interface. Some
of the operations will propagate to the LDAP server, while other
operations might result in errors.

For information about management operations in the WebCenter Sites
interface and their effect on the LDAP server, see the appendix
"Managing Users, Sites, and Roles in LDAP-Integrated Sites Systems"”
in the Oracle Fusion Middleware WebCenter Sites Administrator’s Guide.

21.1.3 Step 3. Check the mail Attribute

Each WebCenter Sites user must have a mail attribute (an attribute that stores an
e-mail address). Before proceeding, check that the LDAP server's user entries have a
mail attribute. For information about the WebCenter Sites mail attribute, see the Oracle
Fusion Middleware WebCenter Sites Administrator’s Guide.

21.1.4 Step 4. Create LDAP User Groups (WehCenter Sites ACLs)

Use the tools provided by your LDAP server to create groups that correspond to
WebCenter Sites ACLs. The required ACLs are listed in this section.

Note: Using ldif. You can create groups in the LDAP server by
writing an 1dif file that contains the groups specified in this step, and
the user and group memberships in Section 21.1.5, "Step 5. Create
Required Users and Assign Them to LDAP Groups." You can then
import the 1dif file into your user directory.

The method for importing the 1dif file varies for each directory, but
the structure of the file is standardized among LDAP servers. For a
sample 1dif file, see Chapter 22, "Reference: Sample LDIF for
Hierarchical Schema LDAP."

Naming conventions. In the steps that follow, you will be duplicating
WebCenter Sites users and ACLs (optionally, sites and roles) in the
LDAP server. All names must be duplicated exactly, including case,
spaces, and special characters.

21.1.4.1 Default ACLs

The following list names the WebCenter Sites system default ACLs. You must create
groups in the LDAP server whose names exactly match the ACL names below. For
information about the access privileges that are granted by these ACLs, see the
"System Defaults" appendix in the Oracle Fusion Middleware WebCenter Sites
Administrator’s Guide.
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m  Browser

s ContentEditor
s ElementEditor
m ElementReader
s PageEditor

m PageReader

m RemoteClient
s SiteGod

s TableEditor

s UserEditor

m UserReader

m Visitor

m VisitorAdmin
s xceladmin

m xceleditor

s xcelpublish

21.1.4.2 Web Services ACLs

If you are using web services, create an LDAP group for each of the following ACLs. A
group name must exactly match the ACL name:

s WSAdmin
s  WSEditor
s WSUser

For information about the access privileges granted by these ACLs (groups), see the
"System Defaults" appendix in the Oracle Fusion Middleware WebCenter Sites
Administrator’s Guide.

21.1.4.3 Custom ACLs

If any custom ACLs have been created in WebCenter Sites since its installation,
duplicate the ACLs as groups in the LDAP server. Group names must exactly match
the names of the ACLs.

21.1.5 Step 5. Create Required Users and Assign Them to LDAP Groups

In this step, you will duplicate the following users and their group memberships in the
LDAP server:

s Section 21.1.5.1, "WebCenter Sites Default Users"
= Section 21.1.5.3, "Sample Site Users"

s Section 21.1.5.2, "Custom Users"
21.1.5.1 WebCenter Sites Default Users

1. Table 21-1 lists default users of the WebCenter Sites application. Duplicate the
default users in the LDAP server, making sure to name them exactly as shown in
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Table 21-1.
2. Make the duplicated users members of the groups shown in Table 21-1.

Table 21-1 WebCenter Sites Default Users

Default User Group Memberships (ACLs)
ContentServer Browser, ContentEditor, ElementEditor, ElementReader,
. . PageEditor, PageReader, SiteGod, TableEditor, UserEditor,
(user that is created in the
. [UserReader

database during the

WebCenter Sites

installation)

fwadmin Browser, ElementEditor, PageEditor, RemoteClient, TableEditor,
lUserEditor, UserReader, Visitor, VisitorAdmin, xceladmin,
xceleditor

DefaultReader Browser, Visitor

21.1.5.2 Custom Users

1. Duplicate in the LDAP server all of the WebCenter Sites active custom users (all
users who are assigned to active WebCenter Sites CM sites). Name the users
exactly as they are named in WebCenter Sites.

2. Assign each custom user to the LDAP groups (created in Section 21.1.4.3, "Custom
ACLs") that correspond to the user's ACLs in WebCenter Sites.

21.1.5.3 Sample Site Users

If you installed sample sites, create the associated sample users in the LDAP server.
(Procedures are identical to those for custom users.) For information about sample
users and sample sites, see the Oracle Fusion Middleware WebCenter Sites Administrator’s
Guide.
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21.1.6 Step 6. Create Sites and Roles in the LDAP Server

Note: If you are using a hybrid integration, the UserPublication
table specifies which Roles are assigned to the user for each site.
However, this table still contains all the pre-integrated data. To be
able to log in, at least one user is required with the correct
UserPublication table records for LDAP. For instance, for the
fwadmin user, you must update the username to the LDAP dn.

Originally the username in the UserPublication table is stored as
something like userid=1230987654321, ou=People, where
1230987654321 is the Id of the user in the SystemUsers table. The
following records are required:

s Id= {unique number}

» username = "cn=fwadmin, ou=People,dc=fatwire,dc=com" (user's
dn)

m acl ={the role to be assigned. For example,
GeneralAdmin}

s pubid= {the Id of the site for which this user is
assigned this Role}

In the absence of the above records, the user can log in, but a message
is displayed that the user does not have access to any sites.

Once you have one user configured, you can use that user to assign
roles to other users through the interface (as long as the user has the
required Roles).

If you plan to use LDAP attribute mapping to manage sites and roles in your LDAP
server, you will need to hierarchically order the sites and roles, as shown by the
example in Figure 21-1 (system-defined roles are listed in Table 21-2). Continue with
the steps in this section.
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Figure 21-1 LDAP Hierarchies
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Table 21-2 System Defined Roles

Role

Description

General Admin

Default system role for global WebCenter Sites administrators.

Required for users who need access to the Admin tab (and all
other possible functions) in the tree.

INote: A user with the General Admin role must also have the
xceladmin ACL in order to use any of the functions in the
IAdmin tab.

SiteAdmin

Default system role for site administrators.

Required for users who are administrators of selected sites and
therefore need access to the Site Admin tab (which displays a
subset of the functions in the Admin tab).

IAssign the SiteAdmin role to users who will manage, but not
create, other site users.

Note: A site user with the SiteAdmin role must also have the
kceladmin ACL in order to use functions on the Site Admin tab.

Workflow Admin

Default system role for workflow administrators.

Required for users who need access to the Workflow tab in the
tree.

Note: A user with the Workflow Admin role must also have the
kceladmin ACL in order to use functions on the Workflow tab.

IAdvancedUser

IGrants WebCenter Sites users access to the WebCenter Sites
IAdmin interface.

SitesUser

Grants WebCenter Sites users access to the WebCenter Sites
IContributor interface.
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To create a hierarchical schema, complete the following steps in the LDAP server:
1. Create an organizational unit for sites. For an example, see step 1 in Figure 21-1.
2. Create a site entry under the site's organizational unit:

Complete this step by duplicating the names of active WebCenter Sites CM sites
exactly as they are named in the WebCenter Sites interface (Admin tab). For an
example, see step 2 in Figure 21-1.

Note: If the sites you plan to use do not yet exist in WebCenter Sites,
you can first create them in the LDAP server, then duplicate them
(with identical names, including case) in WebCenter Sites.

3. Assign groups to each site:

Complete this step for each site by exactly duplicating the names of the WebCenter
Sites roles that are assigned to the site. For an example, see step 3 in Figure 21-1.

When creating a group for a system default role, name the group to exactly match
the role names listed here:

— GeneralAdmin (always assign this group to a site)

SiteAdmin

— WorkFlowAdmin
— AdvancedUser

— SitesUser

Note: If the roles you plan to use do not yet exist in WebCenter Sites,
you can first create them as groups in the LDAP server, then duplicate
them as roles (with identical names, including case) in WebCenter Sites.
For the list of system-defined roles, see Table 21-2.

4. Assign users to the groups. Name the users exactly as they are named in
WebCenter Sites. For an example, see step 4 in Figure 21-1.

Note: If you are completing the flat schema manual integration
process (Chapter 20), reset WebCenter Sites users' passwords. For
instructions, see step 3 in Section 20.3, "Completing the Integration."

21.1.7 Step 7. If You Completed Step 6

1. If in the previous step you created sites and roles in the LDAP server, but they do
not exist in the WebCenter Sites database, create the same sites and roles in
WebCenter Sites. Name them exactly as in the LDAP server. For instructions on
creating sites and roles in the WebCenter Sites database, see the Oracle Fusion
Middleware WebCenter Sites Administrator’s Guide.

2. Assign the users to their relevant sites. For instructions, see "Granting Users
Access to a Site" in the Oracle Fusion Middleware WebCenter Sites Administrator’s
Guide.
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21.1.8 Step 8. Post-Integration Steps When CM Sites Have Not Been Created

If CM sites were not created on the given system, then after integrating WebCenter
Sites with LDAP you will be unable to log in. The solution is to manually create the
following new group entries in your LDAP server and assign fwadmin to each of these
groups:

Management Site-SiteAdmin

Management Site-GeneralAdmin
Management Site-WorkflowAdmin

In addition, create the SitesUser group only for installations running in content
management mode. This group enables the fwadmin user to access the WebCenter Sites
Contributor interface:

Management Site-SitesUser

See Example 21-1.

Example 21-1 Example LDIF

dn: cn=Management Site-SiteAdmin, ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

dn: cn=Management Site-GeneralAdmin,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

dn: cn=Management Site-WorkflowAdmin,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

dn: cn=Management Site-SitesUser,ou=Groups,dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

21.2 Testing the Integration

Test your LDAP-integrated system by opening a browser and entering the following
URL:

http://<servername"://CatalogManager?ftcmd=1ogin&username=ContentServer&password="
target="_
blank"http://<servername>:<port>/<context>/CatalogManager?ftcmd=1ogin&username=Con
tentServer&password=<password

where

<servername> is the name of the machine hosting the WebCenter Sites system
<port> is the port number of that server

<username> is user-defined (ContentServer, in this example)

<password> is user-defined (password, in this example)
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= If the browser displays a "Login Successful" message, you have integrated your
LDAP plug-in correctly.

= If you do not see the "Login Successful" message, verify that you created the
ContentServer user in the LDAP server, and that all properties are set to the
correct values.
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Reference: Sample LDIF for Hierarchical

Schema LDAP

This chapter contains a sample 1dif file for LDAP servers with hierarchical schema.

22.1 Sample Idif File

The sample 1dif file below defines users and groups for WebCenter Sites sample sites
HelloAsetWorld, Burlington Financial, and GE Lighting. The file re-creates the system
default users, sample site users, their ACLs, and their roles.

© © N o g  wDhd =

N N = =t b ed ed eh ek ek ek ek
- e v e N o g kR 0w b 2o

Note: The structure of the sample file below applies to any LDAP

server using a hierarchical schema.

dn: dc=fatwire,dc=com
dc: fatwire
objectClass: dcObject

objectClass: organization

description: OpenLDAP test pre_cs_setup

o: Fatwire Software

dn: cn=Manager, dc=fatwire,dc=com
objectClass: organizationalRole

cn: Manager

dn: ou=People, dc=fatwire,dc=com
ou: People
objectClass: organizationalUnit

objectClass: top

dn: ou=Groups, dc=fatwire,dc=com
ou: Groups
objectClass: organizationalUnit

objectClass: top
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22.
23.
24,
25.
26.
27.
28.
29,
30.
31.
32.
33.
34,
35.
36.
37.
38.
39.
40.
a1.
42,
43.
44,
45.
46.
47.
48.
49
50.
51.
52.
53.
54,
55.
56.
57.
58.
59.
60.
61.
62.
63.

dn: cn=fwadmin_mine, ou=People, dc=fatwire,dc=com

telephoneNumber :

userPassword: :

(123) 123-4567

elNTSEF9endxNDRoUStuUINrOU84clJuTUSRSzBxTF1PJdEN3azQ=

objectClass: organizationalPerson

objectClass: top

description: admin user mine

sn: fwadmin_nime

cn: fwadmin_mine

dn: cn=newgroupOfUniqueNames, ou=Groups, dc=fatwire,dc=com

objectClass: groupOfUnigueNames

objectClass: top

uniqueMember :

cn=fwadmin_mine, ou=People,dc=fatwire, dc=com

cn: newgroupOfUniqueNames

dn: cn=Browser,ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :

unigqueMember :

cn=ContentServer, ou=People,dc=fatwire, dc=com
cn=DefaultReader, ou=People,dc=fatwire, dc=com
cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire, dc=com

cn=Bobo, ou=People,dc=fatwire, dc=com
cn=Flo,ou=People,dc=fatwire, dc=com

cn=Joe, ou=People,dc=fatwire, dc=com

cn=Moe, ou=People,dc=fatwire, dc=com
cn=user_designer, ou=People,dc=fatwire, dc=com
cn=user_author, ou=People,dc=fatwire, dc=com
cn=user_approver,ou=People,dc=fatwire, dc=com
cn=user_checker, ou=People,dc=fatwire, dc=com
cn=user_editor, ou=People,dc=fatwire, dc=com
cn=editor, ou=People,dc=fatwire, dc=com
cn=mirroruser, ou=People,dc=fatwire, dc=com
cn=user_marketer, ou=People,dc=fatwire, dc=com
cn=user_pricer, ou=People,dc=fatwire, dc=com
cn=user_analyst,ou=People,dc=fatwire, dc=com
cn=user_expert, ou=People,dc=fatwire, dc=com

cn=HelloAssetWorld-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com

cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com

cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkContentUser, ou=Groups, dc=fatwire, dc=com
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64.

65.
66.
67.
68.

69.
70.
71.
72
73.
74.
75.
76.
7.
78.
79.
80.
81.
82.
83.
84.
85.
86.
87.
88.
89.
90.
91.
92.
93.
94.
95.
96.
97.
98.
99.
100.
101.
102.
103.

uniqueMember :

cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire, dc=com

cn=Spark-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

cn: Browser

cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
cn=firstsite, ou=People,dc=fatwire,dc=com

cn=Connie, ou=People,dc=fatwire, dc=com

cn=Conrad, ou=People,dc=fatwire,dc=com

cn=Desiree, ou=People,dc=fatwire, dc=com

cn=Napoleon, ou=People,dc=fatwire, dc=com

cn=Arthur, ou=People,dc=fatwire, dc=com

cn=Martha, ou=People,dc=fatwire, dc=com

cn=Rose, ou=People,dc=fatwire, dc=com

cn=Mark, ou=People,dc=fatwire, dc=com

cn=Mary, ou=People,dc=fatwire, dc=com

dn: cn=SiteGod, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember :

cn: SiteGod

cn=ContentServer, ou=People,dc=fatwire, dc=com

dn: cn=ElementReader, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :

unigqueMember :

cn=ContentServer, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire, dc=com

cn=Bobo, ou=People, dc=fatwire, dc=com

cn=Flo, ou=People,dc=fatwire, dc=com

cn=Joe, ou=People,dc=fatwire, dc=com

cn=Moe, ou=People,dc=fatwire, dc=com
cn=user_author, ou=People,dc=fatwire, dc=com
cn=user_approver, ou=People,dc=fatwire, dc=com
cn=user_checker, ou=People,dc=fatwire, dc=com
cn=user_editor, ou=People,dc=fatwire, dc=com
cn=user_marketer, ou=People,dc=fatwire, dc=com

cn=user_pricer, ou=People,dc=fatwire, dc=com
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104.
105.
106.
107.

108.
109.
110.
111,

112,
113.
114,
115.
116.
117.
118.
119.
120.
121,
122,
123.
124.
125.
126.
127.
128.
129.
130.
131.
132
133.
134.
135.
136.
137.
138.
139.
140.
141,
142.
143.

uniqueMember: cn=user_analyst,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user_expert,ou=People,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember :
cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember: cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire, dc=com
uniqueMember: cn=Spark-SparkContentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=HelloAssetWorld-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember :
cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

uniqueMember: cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=Spark-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Connie,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Conrad,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Arthur,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Martha,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com

uniqueMember: cn=Mark, ou=People,dc=fatwire,dc=com

uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

cn: ElementReader

dn: cn=ElementEditor, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=ContentServer, ou=People,dc=fatwire,dc=com
uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

uniqueMember: cn=Coco, ou=People,dc=fatwire,dc=com

uniqueMember: cn=user_designer,ou=People,dc=fatwire,dc=com
uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

uniqueMember: cn=mirroruser,ou=People,dc=fatwire,dc=com

uniqueMember: cn=HelloAssetWorld-SparkAdmin, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=Spark-SparkAdmin, ou=Groups,dc=fatwire,dc=com
uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com

cn: ElementEditor

dn: cn=PageReader, ou=Groups, dc=fatwire,dc=com

objectClass: top
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144.
145.
146.
147.
148.
149.
150.
151.
152.
153.
154.
155.
156.
157.
158.
159.
160.

161.
162.
163.
164.

165.
166.
167.
168.
169.
170.
171.
172.
173.
174.
175.
176.
177.
178.
179.
180.
181.
182.
183.

objectClass: groupOfUniqueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=ContentServer, ou=People, dc=fatwire, dc=com
cn=Coco, ou=People, dc=fatwire, dc=com

cn=Bobo, ou=People,dc=fatwire, dc=com

cn=Flo, ou=People,dc=fatwire, dc=com

cn=Joe, ou=People,dc=fatwire, dc=com

cn=Moe, ou=People,dc=fatwire, dc=com
cn=user_author, ou=People,dc=fatwire, dc=com
cn=user_approver,ou=People,dc=fatwire, dc=com
cn=user_checker, ou=People,dc=fatwire, dc=com
cn=user_editor, ou=People,dc=fatwire, dc=com
cn=user_marketer, ou=People,dc=fatwire, dc=com
cn=user_pricer, ou=People,dc=fatwire, dc=com
cn=user_analyst, ou=People,dc=fatwire, dc=com

cn=user_expert, ou=People,dc=fatwire, dc=com

cn=HelloAssetWorld-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember: cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember: cn=Spark-SparkContentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember: cn=HelloAssetWorld-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember :

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember: cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember: cn=Spark-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn: PageReader

cn=firstsite, ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire,dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
cn=Desiree, ou=People,dc=fatwire, dc=com
cn=Napoleon, ou=People,dc=fatwire, dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People, dc=fatwire, dc=com
cn=Mark, ou=People,dc=fatwire, dc=com

cn=Mary, ou=People,dc=fatwire, dc=com

dn: cn=PageEditor, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUnigueNames

uniqueMember :

unigqueMember :

cn=ContentServer, ou=People, dc=fatwire, dc=com

cn=fwadmin, ou=People,dc=fatwire, dc=com
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184. uniqueMember: cn=Coco, ou=People,dc=fatwire,dc=com

185. uniqueMember: cn=user_designer, ou=People,dc=fatwire,dc=com

186. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

187. uniqueMember: cn=mirroruser, ou=People,dc=fatwire,dc=com

188. uniqueMember: cn=HelloAssetWorld-SparkAdmin, ou=Groups,dc=fatwire,dc=com
189. uniqueMember: cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire,dc=com
190. uniqueMember: cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire,dc=com
191. uniqueMember: cn=Spark-SparkAdmin, ou=Groups,dc=fatwire,dc=com

192. uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com

193. cn: PageEditor

194.

195. dn: cn=UserReader, ou=CGroups, dc=fatwire,dc=com

196. objectClass: top

197. objectClass: groupOfUniqueNames

198. uniqueMember: cn=ContentServer,ou=People,dc=fatwire,dc=com

199. uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

200. uniqueMember: cn=Coco,ou=People,dc=fatwire,dc=com

201. uniqueMember: cn=Bobo, ou=People,dc=fatwire,dc=com

202. uniqueMember: cn=Flo,ou=People,dc=fatwire,dc=com

203. uniqueMember: cn=Joe,ou=People,dc=fatwire,dc=com

204. uniqueMember: cn=Moe, ou=People,dc=fatwire,dc=com

205. uniqueMember: cn=user_designer, ou=People,dc=fatwire,dc=com

206. uniqueMember: cn=user_author, ou=People,dc=fatwire,dc=com

207. uniqueMember: cn=user_approver,ou=People,dc=fatwire,dc=com

208. uniqueMember: cn=user_checker, ou=People,dc=fatwire, dc=com

209. uniqueMember: cn=user_editor, ou=People,dc=fatwire,dc=com

210. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

211. uniqueMember: cn=mirroruser,ou=People,dc=fatwire,dc=com

212. uniqueMember: cn=user_marketer,ou=People,dc=fatwire,dc=com

213. uniqueMember: cn=user_pricer,ou=People,dc=fatwire, dc=com

214, uniqueMember: cn=user_analyst,ou=People,dc=fatwire,dc=com

215. uniqueMember: cn=user_expert,ou=People,dc=fatwire,dc=com

216. uniqueMember: cn=HelloAssetWorld-SparkAdmin, ou=Groups,dc=fatwire, dc=com
217. uniqueMember: cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire,dc=com
218. uniqueMember: cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
219. uniqueMember: cn=Spark-SparkAdmin, ou=Groups,dc=fatwire,dc=com

220. uniqueMember: cn=HelloAssetWorld-SparkContentUser, ou=Groups,dc=fatwire,dc=com

221. uniqueMember :
cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire,dc=com

222. uniqueMember: cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire,dc=com
223. uniqueMember: cn=Spark-SparkContentUser, ou=Groups,dc=fatwire,dc=com

224. uniqueMember: cn=HelloAssetWorld-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
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225.

226.
227.
228.
229.
230.
231.
232.
233.
234.
235.
236.
237.
238.
239.
240.
241,
242,
243.
244.
245.
246.
247.
248.
249.
250.
251.
252,
253.
254.
255.
256.
257.
258.
259,
260.
261.
262.
263.
264.
265.

uniqueMember :

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn: UserReader

cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
cn=firstsite, ou=People,dc=fatwire, dc=com

cn=Connie, ou=People,dc=fatwire, dc=com

cn=Conrad, ou=People,dc=fatwire, dc=com

cn=Desiree, ou=People,dc=fatwire, dc=com

cn=Napoleon, ou=People,dc=fatwire, dc=com

cn=Arthur, ou=People,dc=fatwire, dc=com

cn=Martha, ou=People,dc=fatwire, dc=com

cn=Rose, ou=People, dc=fatwire, dc=com

cn=Mark, ou=People,dc=fatwire, dc=com

cn=Mary, ou=People,dc=fatwire, dc=com

dn: cn=UserEditor, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUnigueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn: UserEditor

cn=ContentServer, ou=People,dc=fatwire, dc=com

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=Bobo, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups, dc=fatwire, dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=firstsite, ou=People,dc=fatwire, dc=com

cn=Napoleon, ou=People,dc=fatwire, dc=com

dn: cn=TableEditor, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :

unigqueMember :

cn=ContentServer, ou=People,dc=fatwire, dc=com

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=Coco, ou=People, dc=fatwire,dc=com

cn=user_designer, ou=People,dc=fatwire, dc=com

cn=mirroruser, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups,dc=fatwire,dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire,dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com

cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com
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266.
267.
268.
269.
270.
271.
272,
273.
274.
275.
276.
271.
278.
279.
280.
281.
282,
283.
284.
285.
286.
287.
288.
289.
290.
291,
292,
293.
294,
295.
296.
297.
298.
299.
300.
301.
302.
303.
304.
305.
306.
307.

uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=firstsite, ou=People,dc=fatwire,dc=com
cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
cn=Desiree, ou=People,dc=fatwire, dc=com
cn=Napoleon, ou=People,dc=fatwire, dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People,dc=fatwire, dc=com
cn=Mark, ou=People, dc=fatwire, dc=com

cn=Mary, ou=People,dc=fatwire, dc=com

cn: TableEditor

dn: cn=ContentServer,ou=People, dc=fatwire,dc=com

userPassword: : cGFzc3dvcmQ=

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: ContentServer

cn: ContentServer

dn: cn=DefaultReader, ou=People, dc=fatwire,dc=com

userPassword:: U29tZVJ1YWRlcg==

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: DefaultReader

cn: DefaultReader

dn: cn=xceleditor, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :

unigqueMember :

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=Coco, ou=People,dc=fatwire,dc=com

cn=Bobo, ou=People,dc=fatwire, dc=com
cn=Flo,ou=People,dc=fatwire, dc=com

cn=Joe, ou=People,dc=fatwire, dc=com

cn=Moe, ou=People,dc=fatwire, dc=com
cn=user_designer, ou=People,dc=fatwire, dc=com
cn=user_author, ou=People,dc=fatwire, dc=com
cn=user_approver, ou=People,dc=fatwire, dc=com
cn=user_checker, ou=People,dc=fatwire, dc=com

cn=user_editor, ou=People,dc=fatwire, dc=com
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308.
309.
310.
311.
312.
313.
314.
315.
316.
317.
318.
319.

320.
321.
322,
323.

324.
325.
326.
327.
328.
329.
330.
331.
332.
333.
334.
335.
336.
337.
338.
339.
340.
341.
342,
343.
344.
345.
346.
347.

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=editor, ou=People,dc=fatwire, dc=com

cn=mirroruser, ou=People,dc=fatwire, dc=com

cn=user_marketer, ou=People,dc=fatwire, dc=com

cn=user_pricer, ou=People,dc=fatwire, dc=com
cn=user_analyst,ou=People,dc=fatwire, dc=com

cn=user_expert, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups, dc=fatwire, dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

cn: xceleditor

cn=GE Lighting-SparkDocumentUser, ou=Groups, dc=fatwire,dc=com
cn=Spark-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
cn=firstsite, ou=People,dc=fatwire, dc=com

cn=Connie, ou=People,dc=fatwire, dc=com

cn=Conrad, ou=People,dc=fatwire, dc=com

cn=Desiree, ou=People,dc=fatwire, dc=com

cn=Napoleon, ou=People,dc=fatwire, dc=com

cn=Arthur, ou=People,dc=fatwire, dc=com

cn=Martha, ou=People,dc=fatwire, dc=com

cn=Rose, ou=People,dc=fatwire, dc=com

cn=Mark, ou=People,dc=fatwire, dc=com

cn=Mary, ou=People,dc=fatwire, dc=com

dn: cn=xceladmin, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUnigueNames

uniqueMember :
uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :

unigqueMember :

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=Coco, ou=People,dc=fatwire, dc=com

cn=Bobo, ou=People,dc=fatwire, dc=com

cn=mirroruser, ou=People,dc=fatwire,dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com

cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
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348. uniqueMember: cn=Spark-SparkAdmin, ou=Groups,dc=fatwire,dc=com
349. uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
350. uniqueMember: cn=Napoleon, ou=People,dc=fatwire,dc=com

351. cn: xceladmin

352.

353. dn: cn=xcelpublish, ou=Groups, dc=fatwire,dc=com

354. objectClass: top

355. objectClass: groupOfUniqueNames

356. uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

357. uniqueMember: cn=Coco,ou=People,dc=fatwire,dc=com

358. uniqueMember: cn=Bobo, ou=People,dc=fatwire,dc=com

359. uniqueMember: cn=Flo,ou=People,dc=fatwire,dc=com

360. uniqueMember: cn=Joe,ou=People,dc=fatwire,dc=com

361. uniqueMember: cn=Moe,ou=People,dc=fatwire,dc=com

362. uniqueMember: cn=user_designer,ou=People,dc=fatwire,dc=com
363. uniqueMember: cn=user_author, ou=People,dc=fatwire,dc=com
364. uniqueMember: cn=user_approver,ou=People,dc=fatwire,dc=com
365. uniqueMember: cn=user_checker,ou=People,dc=fatwire, dc=com
366. uniqueMember: cn=user_editor, ou=People,dc=fatwire,dc=com
367. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

368. uniqueMember: cn=mirroruser,ou=People,dc=fatwire,dc=com
369. uniqueMember: cn=user_marketer,ou=People,dc=fatwire,dc=com
370. uniqueMember: cn=user_pricer,ou=People,dc=fatwire,dc=com
371. uniqueMember: cn=user_analyst,ou=People,dc=fatwire, dc=com
372. uniqueMember: cn=user_expert,ou=People,dc=fatwire,dc=com

373. uniqueMember: cn=HelloAssetWorld-SparkAdmin, ou=Groups,dc=fatwire,dc=com

374. uniqueMember: cn=BurlingtonFinancial-SparkAdmin,ou=Groups,dc=fatwire,dc=com
375. uniqueMember: cn=CGE Lighting-SparkAdmin, ou=Groups,dc=fatwire,dc=com
376. uniqueMember: cn=Spark-SparkAdmin, ou=Groups,dc=fatwire,dc=com
377. uniqueMember: cn=HelloAssetWorld-SparkContentUser, ou=Groups,dc=fatwire,dc=com

378. uniqueMember :
cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire, dc=com

379. uniqueMember: cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire,dc=com
380. uniqueMember: cn=Spark-SparkContentUser, ou=Groups,dc=fatwire,dc=com
381. uniqueMember: cn=HelloAssetWorld-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

382. uniqueMember:

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
383. uniqueMember: cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
384. uniqueMember: cn=Spark-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
385. uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
386. uniqueMember: cn=Napoleon, ou=People,dc=fatwire,dc=com

387. cn: xcelpublish
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388.
389.
390.
391.
392.
393.
394.
395.
396.
397.
398.
399.
400.
401.
402.
403.
404.
405.
406.
407.
408.
409.
410.

411

415.
416.
7.
418.
a19.
420.
421.
422.
423,
424,
425.
426.
427.

dn: cn=Visitor,ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

=com

. uniqueMember :
412.
413.
414,

uniqueMember :
uniqueMember :

uniqueMember :

cn=DefaultReader, ou=People,dc=fatwire, dc=com

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=user_designer, ou=People,dc=fatwire, dc=com

cn=user_author, ou=People,dc=fatwire, dc=com
cn=user_approver,ou=People,dc=fatwire, dc=com

cn=user_checker, ou=People,dc=fatwire, dc=com

cn=user_editor, ou=People,dc=fatwire, dc=com

cn=editor, ou=People,dc=fatwire,dc=com

cn=user_marketer, ou=People,dc=fatwire, dc=com

cn=user_pricer, ou=People,dc=fatwire, dc=com

cn=mirroruser, ou=People,dc=fatwire, dc=com

cn=user_analyst, ou=People,dc=fatwire, dc=com

cn=user_expert, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups,dc=fatwire,dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire,dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com
cn=HelloAssetWorld-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire, dc

cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :

uniqueMember :

cn: Visitor

cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
cn=firstsite, ou=People,dc=fatwire,dc=com

cn=Connie, ou=People,dc=fatwire,dc=com

cn=Conrad, ou=People,dc=fatwire, dc=com

cn=Desiree, ou=People,dc=fatwire, dc=com

cn=Napoleon, ou=People,dc=fatwire, dc=com

cn=Arthur, ou=People,dc=fatwire, dc=com

cn=Martha, ou=People,dc=fatwire, dc=com

cn=Rose, ou=People,dc=fatwire,dc=com

cn=Mark, ou=People,dc=fatwire, dc=com

cn=Mary, ou=People,dc=fatwire, dc=com
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428.
429,
430.
431.
432.
433,
434,
435,
436.
437.
438.
439,
440.
am.
442.
443,
444,
445,
446.
447.
448,
449,
450.
451,
452,
453,
454,
455,
456.
457.
458.
459
460.

461.
462.
463.
464.

465.
466.
467.

dn: cn=VisitorAdmin, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUniqueNames

unigqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=user_designer, ou=People,dc=fatwire, dc=com

cn=mirroruser, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups, dc=fatwire, dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=firstsite, ou=People,dc=fatwire, dc=com

cn: VisitorAdmin

dn: cn=RemoteClient, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUnigueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=user_designer, ou=People,dc=fatwire, dc=com
cn=user_author, ou=People,dc=fatwire, dc=com
cn=user_approver, ou=People,dc=fatwire, dc=com
cn=user_checker, ou=People,dc=fatwire, dc=com
cn=user_editor, ou=People,dc=fatwire, dc=com

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=user_marketer, ou=People,dc=fatwire, dc=com
cn=user_pricer, ou=People,dc=fatwire, dc=com
cn=user_analyst, ou=People,dc=fatwire, dc=com
cn=user_expert, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com

uniqueMember :
uniqueMember :

unigqueMember :

cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

cn=firstsite, ou=People,dc=fatwire, dc=com
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468.
469.
470.
471.
472,
473
474,
475.
476.
477.
478.
479.
480.
481.
482.
483.
484,
485.
486.
487.
488.
489.
490.
491.
492,
493,
494,
495.
496.
497.

498.
499.
500.
501.

502.
503.
504.
505.
506.
507.

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=Connie, ou=People,dc=fatwire, dc=com
cn=Conrad, ou=People,dc=fatwire, dc=com
cn=Desiree, ou=People,dc=fatwire, dc=com
cn=Napoleon, ou=People,dc=fatwire, dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People,dc=fatwire, dc=com
cn=Mark, ou=People,dc=fatwire, dc=com

cn=Mary, ou=People,dc=fatwire, dc=com

cn: RemoteClient

dn: cn=WSUser, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUnigueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=user_designer, ou=People,dc=fatwire, dc=com
cn=user_author, ou=People,dc=fatwire, dc=com
cn=user_approver,ou=People,dc=fatwire, dc=com
cn=user_checker, ou=People,dc=fatwire, dc=com
cn=user_editor, ou=People,dc=fatwire, dc=com

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=user_marketer, ou=People,dc=fatwire, dc=com
cn=user_pricer, ou=People,dc=fatwire, dc=com
cn=user_analyst, ou=People,dc=fatwire, dc=com
cn=user_expert, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups, dc=fatwire, dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :

unigqueMember :

cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
cn=firstsite, ou=People,dc=fatwire, dc=com

cn=Connie, ou=People,dc=fatwire, dc=com

cn=Conrad, ou=People,dc=fatwire, dc=com

cn=Desiree, ou=People,dc=fatwire, dc=com
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508.
509.
510.
511.
512.
513.
514.
515.
516.
517.
518.
519.
520.
521.
522,
523.
524.
525.
526.
527.
528.
529.
530.
531.
532.
533.
534.

535.
536.
537.
538.

539,
540.
541,
542,
543,
544,
545,
546.
547.

uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :
unigqueMember :

uniqueMember :

cn: WSUser

cn=Napoleon, ou=People, dc=fatwire, dc=com
cn=Arthur, ou=People,dc=fatwire, dc=com
cn=Martha, ou=People,dc=fatwire, dc=com
cn=Rose, ou=People,dc=fatwire, dc=com
cn=Mark, ou=People,dc=fatwire,dc=com

cn=Mary, ou=People, dc=fatwire, dc=com

dn: cn=WSEditor, ou=Groups, dc=fatwire,dc=com

objectClass: top

objectClass: groupOfUnigueNames

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=user_designer, ou=People,dc=fatwire, dc=com
cn=user_author, ou=People,dc=fatwire, dc=com
cn=user_approver,ou=People,dc=fatwire, dc=com
cn=user_checker, ou=People,dc=fatwire, dc=com
cn=user_editor, ou=People,dc=fatwire, dc=com

cn=fwadmin, ou=People,dc=fatwire, dc=com

cn=user_marketer, ou=People,dc=fatwire, dc=com
cn=user_pricer, ou=People,dc=fatwire, dc=com
cn=user_analyst, ou=People,dc=fatwire, dc=com
cn=user_expert, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups, dc=fatwire, dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkContentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn=GE Lighting-SparkContentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkContentUser, ou=Groups, dc=fatwire, dc=com

cn=HelloAssetWorld-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com

cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups,dc=fatwire, dc=com

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
unigqueMember :
uniqueMember :
uniqueMember :

unigqueMember :

cn=GE Lighting-SparkDocumentUser, ou=Groups,dc=fatwire,dc=com
cn=Spark-SparkDocumentUser, ou=Groups, dc=fatwire, dc=com
cn=firstsite, ou=People,dc=fatwire, dc=com

cn=Connie, ou=People,dc=fatwire, dc=com

cn=Conrad, ou=People,dc=fatwire, dc=com

cn=Desiree, ou=People,dc=fatwire, dc=com

cn=Napoleon, ou=People,dc=fatwire, dc=com

cn=Arthur, ou=People,dc=fatwire, dc=com

cn=Martha, ou=People,dc=fatwire, dc=com
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548.
549.
550.
551.
552.
553.
554.
555.
556.
557.
558.
559.
560.
561.
562.
563.
564.
565.
566.
567.
568.
569.
570.
571.
572.
573.
574.
575.
576.
577.
578.
579.
580.
581.
582.
583.
584.
585.
586.
587.
588.
589.

uniqueMember :
uniqueMember :

uniqueMember :

cn: WSEditor

cn=Rose, ou=People,dc=fatwire, dc=com
cn=Mark, ou=People,dc=fatwire,dc=com

cn=Mary, ou=People,dc=fatwire, dc=com

dn: cn=WSAdmin, ou=Groups, dc=fatwire,dc=com

objectClass:

objectClass:

uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :
uniqueMember :

uniqueMember :

cn: WSAdmin

top

groupOfUnigqueNames

cn=fwadmin, ou=People,dc=fatwire, dc=com
cn=HelloAssetWorld-SparkAdmin, ou=Groups, dc=fatwire, dc=com
cn=BurlingtonFinancial-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=GE Lighting-SparkAdmin, ou=Groups,dc=fatwire, dc=com
cn=Spark-SparkAdmin, ou=Groups, dc=fatwire, dc=com

cn=firstsite, ou=People,dc=fatwire,dc=com

dn: cn=fwadmin, ou=People, dc=fatwire,dc=com

userPassword: :

objectClass:
objectClass:
objectClass:
sn: fwadmin

cn: fwadmin

eGN1bGFkbWlu
top
person

organizationalPerson

dn: cn=Analyzer, ou=Groups, dc=fatwire,dc=com

objectClass:

objectClass:

uniqueMember :

cn: Analyzer

top
groupOfUniqueNames

cn=fwadmin, ou=People,dc=fatwire, dc=com

dn: cn=HelloAssetWorld-HelloAuthor, ou=Groups, dc=fatwire,dc=com

objectClass:

objectClass:

uniqueMember :

uniqueMember :

top
groupOfUniqueNames
cn=Joe, ou=People,dc=fatwire, dc=com

cn=Moe, ou=People,dc=fatwire, dc=com

cn: HelloAssetWorld-HelloAuthor

dn: cn=HelloAssetWorld-HelloDesigner, ou=Groups, dc=fatwire,dc=com

objectClass:

objectClass:

uniqueMember :

top
groupOfUnigqueNames

cn=Coco, ou=People,dc=fatwire, dc=com

cn: HelloAssetWorld-HelloDesigner
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590.

591. dn: cn=HelloAssetWorld-HelloEditor, ou=Groups, dc=fatwire,dc=com
592. objectClass: top

593. objectClass: groupOfUniqueNames

594. uniqueMember: cn=Flo,ou=People,dc=fatwire,dc=com
595. cn: HelloAssetWorld-HelloEditor

596.

597. dn: cn=Coco,ou=People, dc=fatwire,dc=com

598. userPassword: : aGVsbG8=

599. objectClass: top

600. objectClass: person

601. objectClass: organizationalPerson

602. sn: Coco

603. cn: Coco

604.

605. dn: cn=HelloAssetWorld-GeneralAdmin, ou=Groups, dc=fatwire,dc=com
606. objectClass: top

607. objectClass: groupOfUniqueNames

608. uniqueMember: cn=Coco,ou=People,dc=fatwire,dc=com
609. uniqueMember: cn=Bobo,ou=People,dc=fatwire,dc=com
610. uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
611. cn: HelloAssetlorld-GeneralAdmin

612.

613. dn: cn=Bobo, ou=People, dc=fatwire,dc=com

614. userPassword: : aGVsbG8=

615. objectClass: top

616. objectClass: person

617. objectClass: organizationalPerson

618. sn: Bobo
619. cn: Bobo
620.

621. dn: cn=HelloAssetWorld-WorkflowAdmin, ou=Groups, dc=fatwire,dc=com
622. objectClass: top

623. objectClass: groupOfUniqueNames

624. uniqueMember: cn=Bobo,ou=People,dc=fatwire,dc=com

625. uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

626. cn: HelloAssetWorld-WorkflowAdmin

627.

628. dn: cn=Flo,ou=People, dc=fatwire,dc=com

629. userPassword: : aGVsbG8=

630. objectClass: top

631. objectClass: person
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632.
633.
634.
635.
636.
637.
638.
639.
640.
641.
642.
643.
644.
645.
646.
647.
648.
649.
650.
651.
652.
653.
654.
655.
656.
657.
658.
659.
660.
661.
662.
663.
664.
665.
666.
667.
668.
669.
670.
671.
672.
673.

objectClass: organizationalPerson

sn: Flo

cn: Flo

dn: cn=Joe,ou=People, dc=fatwire,dc=com

userPassword:: aGVsbG8=

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: Joe

cn: Joe

dn: cn=Moe, ou=People, dc=fatwire,dc=com
userPassword:: aGVsbG8=

objectClass: top

objectClass: person

objectClass: organizationalPerson

sn: Moe

cn: Moe

dn: cn=HelloAssetWorld-Designer, ou=Groups, dc=fatwire,dc=com

objectClass: top
objectClass: groupOfUnigueNames

cn: HelloAssetWorld-Designer

dn: cn=HelloAssetWorld-Author, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUniqueNames

cn: HelloAssetWorld-Author

dn: cn=HelloAssetWorld-Editor, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUniqueNames

cn: HelloAssetWorld-Editor

dn: cn=HelloAssetWorld-Approver, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUnigueNames

cn: HelloAssetWorld-Approver

dn: cn=HelloAssetWorld-Checker, ou=Groups, dc=fatwire,dc=com

objectClass: top
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674. objectClass: groupOfUniqueNames

675. cn: HelloAssetWorld-Checker

676.

677. dn: cn=user_designer,ou=People, dc=fatwire,dc=com

678. userPassword: : dXNlcg==

679. objectClass: top

680. objectClass: person

681. objectClass: organizationalPerson

682. sn: user_designer

683. cn: user_designer

684.

685. dn: cn=BurlingtonFinancial-Designer, ou=Groups, dc=fatwire,dc=com
686. objectClass: top

687. objectClass: groupOfUniqueNames

688. uniqueMember: cn=user_designer,ou=People,dc=fatwire,dc=com
689. uniqueMember: cn=user_marketer,ou=People,dc=fatwire,dc=com
690. cn: BurlingtonFinancial-Designer

691.

692. dn: cn=user_author,ou=People, dc=fatwire,dc=com

693. userPassword: : dXNlcg==

694. objectClass: top

695. objectClass: person

696. objectClass: organizationalPerson

697. sn: user_author

698. cn: user_author

699.

700. dn: cn=BurlingtonFinancial-Author,ou=Groups, dc=fatwire,dc=com
701. objectClass: top

702. objectClass: groupOfUniqueNames

703. uniqueMember: cn=user_author, ou=People,dc=fatwire, dc=com
704. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

705. cn: BurlingtonFinancial-Author

706.

707. dn: cn=user_approver,ou=People, dc=fatwire,dc=com

708. userPassword: : dXNlcg==

709. objectClass: top

710. objectClass: person

711. objectClass: organizationalPerson

712. sn: user_approver

713. cn: user_approver

714.

715. dn: cn=BurlingtonFinancial-Approver, ou=Groups, dc=fatwire,dc=com
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716. objectClass: top

717. objectClass: groupOfUniqueNames

718. uniqueMember: cn=user_approver,ou=People,dc=fatwire,dc=com
719. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

720. cn: BurlingtonFinancial-Approver

721.

722. dn: cn=user_checker,ou=People, dc=fatwire,dc=com

723. userPassword: : dXNlcg==

724. objectClass: top

725. objectClass: person

726. objectClass: organizationalPerson

727. sn: user_checker

728. cn: user_checker

729.

730. dn: cn=BurlingtonFinancial-Checker, ou=Groups, dc=fatwire,dc=com
731. objectClass: top

732. objectClass: groupOfUniqueNames

733. uniqueMember: cn=user_checker,ou=People,dc=fatwire, dc=com
734. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

735. cn: BurlingtonFinancial-Checker

736.

737. dn: cn=user_editor,ou=People, dc=fatwire,dc=com

738. userPassword: : dXNlcg==

739. objectClass: top

740. objectClass: person

741. objectClass: organizationalPerson

742. sn: user_editor

743. cn: user_editor

744,

745. dn: cn=BurlingtonFinancial-Editor,ou=Groups, dc=fatwire,dc=com
746. objectClass: top

747. objectClass: groupOfUniqueNames

748. uniqueMember: cn=user_editor,ou=People,dc=fatwire, dc=com
749. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

750. cn: BurlingtonFinancial-Editor

751.

752. dn: cn=BurlingtonFinancial-SiteAdmin, ou=Groups, dc=fatwire,dc=com
753. objectClass: top

754. objectClass: groupOfUniqueNames

755. uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

756. cn: BurlingtonFinancial-SiteAdmin

757.
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758. dn: cn=BurlingtonFinancial-WorkflowAdmin, ou=Groups, dc=fatwire,dc=com
759. objectClass: top

760. objectClass: groupOfUniqueNames

761. uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

762. cn: BurlingtonFinancial-WorkflowAdmin

763.

764. dn: cn=BurlingtonFinancial-GeneralAdmin, ou=Groups, dc=fatwire,dc=com
765. objectClass: top

766. objectClass: groupOfUniqueNames

767. uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

768. cn: BurlingtonFinancial-GeneralAdmin

769.

770. dn: cn=editor,ou=People, dc=fatwire,dc=com

771. userPassword: : eGN1bGVkaXRvcg==

772. objectClass: top

773. objectClass: person

774. objectClass: organizationalPerson

775. sn: editor

776. cn: editor

7717.

778. dn: cn=mirroruser,ou=People, dc=fatwire,dc=com

779. userPassword: : bWlycm9ydXNlcg==

780. objectClass: top

781. objectClass: person

782. objectClass: organizationalPerson

783. sn: mirroruser

784. cn: mirroruser

785.

786. dn: cn=GE Lighting-Designer, ou=Groups, dc=fatwire,dc=com
787. objectClass: top

788. objectClass: groupOfUniqueNames

789. uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com

790. uniqueMember: cn=user_designer,ou=People,dc=fatwire,dc=com
791. uniqueMember: cn=user_marketer,ou=People,dc=fatwire,dc=com
792. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

793. cn: GE Lighting-Designer

794.

795. dn: cn=GE Lighting-SiteAdmin, ou=Groups, dc=fatwire,dc=com
796. objectClass: top

797. objectClass: groupOfUniqueNames

798. uniqueMember: cn=fwadmin,ou=People,dc=fatwire,dc=com

799. cn: GE Lighting-SiteAdmin
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800.
801.
802.
803.
804.
805.
806.
807.
808.
809.
810.
811.
812.
813.
814.
815.
816.
817.
818.
819.
820.
821.
822,
823.
824.
825.
826.
827.
828.
829.
830.
831.
832.
833.
834.
835.
836.
837.
838.
839.
840.
841.

dn: cn=GE Lighting-WorkflowAdmin, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

cn: GE Lighting-WorkflowAdmin

dn: cn=GE Lighting-GeneralAdmin, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

cn: GE Lighting-GeneralAdmin

dn: cn=GE Lighting-Checker, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user_checker, ou=People,dc=fatwire,dc=com

cn: GE Lighting-Checker

dn: cn=GE Lighting-Editor, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user_editor,ou=People,dc=fatwire,dc=com

cn: GE Lighting-Editor

dn: cn=GE Lighting-Author, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user_author, ou=People,dc=fatwire, dc=com

cn: GE Lighting-Author

dn: cn=GE Lighting-Approver, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user_approver,ou=People,dc=fatwire,dc=com

cn: GE Lighting-Approver

dn: cn=HelloAssetWorld-Pricer, ou=Groups, dc=fatwire,dc=com

Reference: Sample LDIF for Hierarchical Schema LDAP 22-21



Sample Idif File

842. objectClass: top

843. objectClass: groupOfUniqueNames

844. cn: HelloAssetWorld-Pricer

845.

846. dn: cn=BurlingtonFinancial-Pricer,ou=Groups, dc=fatwire,dc=com
847. objectClass: top

848. objectClass: groupOfUniqueNames

849. cn: BurlingtonFinancial-Pricer

850.

851. dn: cn=GE Lighting-Pricer, ou=Groups, dc=fatwire,dc=com
852. objectClass: top

853. objectClass: groupOfUniqueNames

854. uniqueMember: cn=user_pricer,ou=People,dc=fatwire,dc=com
855. uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com

856. cn: GE Lighting-Pricer

857.

858. dn: cn=user_marketer,ou=People, dc=fatwire,dc=com

859. userPassword: : dXNlcg==

860. objectClass: top

861. objectClass: person

862. objectClass: organizationalPerson

863. sn: user_marketer

864. cn: user marketer

865.

866. dn: cn=user_pricer,ou=People, dc=fatwire,dc=com

867. userPassword: : dXNlcg==

868. objectClass: top

869. objectClass: person

870. objectClass: organizationalPerson

871. sn: user_pricer

872. cn: user_pricer

873.

874. dn: cn=HelloAssetlWorld-Marketer, ou=Groups, dc=fatwire,dc=com
875. objectClass: top

876. objectClass: groupOfUniqueNames

877. cn: HelloAssetWorld-Marketer

878.

879. dn: cn=BurlingtonFinancial-Marketer,ou=Groups, dc=fatwire,dc=com
880. objectClass: top

881. objectClass: groupOfUniqueNames

882. uniqueMember: cn=user_marketer,ou=People,dc=fatwire,dc=com

883. cn: BurlingtonFinancial-Marketer
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884.
885.
886.
887.
888.
889.
890.
891.
892.
893.
894.
895.
896.
897.
898.
899.
900.
901.
902.
903.
904.
905.
906.
907.
908.
909.
910.
911.
912.
913.
914.
915.
916.
917.
918.
919.
920.
921.
922,
923.
924.
925.

dn: cn=GE Lighting-Marketer, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUniqueNames

uniqueMember: cn=editor,ou=People,dc=fatwire,dc=com
uniqueMember: cn=user_marketer,ou=People,dc=fatwire,dc=com

cn: GE Lighting-Marketer

dn: cn=HelloAssetWorld-Analyst, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUnigueNames

cn: HelloAssetWorld-Analyst

dn: cn=BurlingtonFinancial-Analyst, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

uniqueMember: cn=user_analyst,ou=People,dc=fatwire,dc=com

cn: BurlingtonFinancial-Analyst

dn: cn=GE Lighting-Analyst,ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUnigueNames

cn: GE Lighting-Analyst

dn: cn=HelloAssetWorld-Expert, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUniqueNames

cn: HelloAssetWorld-Expert

dn: cn=BurlingtonFinancial-Expert,ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

uniqueMember: cn=user_expert,ou=People,dc=fatwire,dc=com

cn: BurlingtonFinancial-Expert

dn: cn=GE Lighting-Expert,ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUnigueNames

cn: GE Lighting-Expert

dn: cn=user_analyst,ou=People, dc=fatwire,dc=com

userPassword: : dXNlcg==
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926. objectClass: top

927. objectClass: person

928. objectClass: organizationalPerson

929. sn: user_analyst

930. cn: user_analyst

931.

932. dn: cn=user_expert,ou=People, dc=fatwire,dc=com

933. userPassword: : dXNlcg==

934. objectClass: top

935. objectClass: person

936. objectClass: organizationalPerson

937. sn: user_expert

938. cn: user_expert

939.

940. dn: cn=HelloAssetWorld-SparkAdmin, ou=Groups, dc=fatwire,dc=com
941. objectClass: top

942, objectClass: groupOfUniqueNames

943. cn: HelloAssetWorld-SparkAdmin

944,

945. dn: cn=BurlingtonFinancial-SparkAdmin, ou=Groups, dc=fatwire,dc=com
946. objectClass: top

947. objectClass: groupOfUniqueNames

948. cn: BurlingtonFinancial-SparkAdmin

949,

950. dn: cn=GE Lighting-SparkAdmin,ou=Groups, dc=fatwire,dc=com
951. objectClass: top

952. objectClass: groupOfUniqueNames

953. cn: GE Lighting-SparkAdmin

954.

955. dn: cn=Spark-SparkAdmin,ou=Groups, dc=fatwire,dc=com

956. objectClass: top

957. objectClass: groupOfUniqueNames

958. uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

959. cn: Spark-SparkAdmin

960.

961. dn: cn=HelloAssetWorld-SparkContentUser, ou=Groups, dc=fatwire,dc=com
962. objectClass: top

963. objectClass: groupOfUniqueNames

964. cn: HelloAssetWorld-SparkContentUser

965.

966. dn: cn=BurlingtonFinancial-SparkContentUser, ou=Groups, dc=fatwire,dc=com

967. objectClass: top
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968.
969.
970.
971.
972.
973.
974.
975.
976.
977.
978.
979.
980.
981.
982.
983.
984.
985.
986.
987.
988.
989.
990.
991.
992.
993.
994.
995,
996.
997.
998.
999.

objectClass: groupOfUniqueNames

cn: BurlingtonFinancial-SparkContentUser

dn: cn=GE Lighting-SparkContentUser, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUniqueNames

cn: GE Lighting-SparkContentUser

dn: cn=Spark-SparkContentUser, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

cn: Spark-SparkContentUser

dn: cn=HelloAssetWorld-SparkDocumentUser, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUnigueNames

cn: HelloAssetWorld-SparkDocumentUser

dn: cn=BurlingtonFinancial-SparkDocumentUser, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUnigueNames

cn: BurlingtonFinancial-SparkDocumentUser

dn: cn=GE Lighting-SparkDocumentUser, ou=Groups, dc=fatwire,dc=com
objectClass: top
objectClass: groupOfUniqueNames

cn: GE Lighting-SparkDocumentUser

dn: cn=Spark-SparkDocumentUser, ou=Groups, dc=fatwire,dc=com
objectClass: top

objectClass: groupOfUnigueNames

1000.uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

1001.cn: Spark-SparkDocumentUser
1002.

1003.dn: cn=Spark-WorkflowAdmin, ou=Groups, dc=fatwire,dc=com

1004.0bjectClass: top

1005.0bjectClass: groupOfUniqueNames

1006.uniqueMember: cn=fwadmin, ou=People,dc=fatwire, dc=com

1007.cn: Spark-WorkflowAdmin
1008.

1009.dn: cn=Spark-SiteAdmin, ou=Groups, dc=fatwire,dc=com
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1010.0bjectClass: top

1011.0bjectClass: groupOfUniqueNames

1012.uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
1013.cn: Spark-SiteAdmin

1014.

1015.dn: cn=Spark-GeneralAdmin, ou=Groups, dc=fatwire,dc=com
1016.0bjectClass: top

1017.0bjectClass: groupOfUniqueNames

1018.uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com
1019.cn: Spark-GeneralAdmin

1020.

1021.dn: cn=ContentEditor, ou=Groups, dc=fatwire,dc=com
1022.0bjectClass: top

1023.0bjectClass: groupOfUniqueNames

1024.uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
1025.uniqueMember: cn=Connie, ou=People,dc=fatwire,dc=com
1026.uniqueMember: cn=Conrad, ou=People,dc=fatwire,dc=com
1027.uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
1028.uniqueMember: cn=Napoleon, ou=People,dc=fatwire,dc=com
1029.uniqueMember: cn=Arthur, ou=People,dc=fatwire,dc=com
1030.uniqueMember: cn=Martha, ou=People,dc=fatwire,dc=com
1031.uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
1032.uniqueMember: cn=Mark,ou=People,dc=fatwire,dc=com
1033.uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com
1034.cn: ContentEditor

1035.

1036.dn: cn=firstsite,ou=People, dc=fatwire,dc=com
1037.userPassword: : Zmlyc3RzaXR1l

1038.0bjectClass: top

1039.0bjectClass: person

1040.0bjectClass: organizationalPerson

1041.sn: firstsite

1042.cn: firstsite

1043.

1044.dn: cn=FirstSiteII-Approver,ou=Groups, dc=fatwire,dc=com
1045.0bjectClass: top

1046.0bjectClass: groupOfUniqueNames

1047.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1048.uniqueMember: cn=Napoleon,ou=People,dc=fatwire, dc=com
1049.cn: FirstSiteII-Approver

1050.

1051.dn: cn=FirstSiteII-Designer, ou=Groups, dc=fatwire,dc=com
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1052.0bjectClass: top

1053.0bjectClass: groupOfUniqueNames

1054.uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
1055.uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com

1056.cn: FirstSiteII-Designer

1057.

1058.dn: cn=FirstSiteII-WorkflowAdmin, ou=Groups, dc=fatwire,dc=com
1059.0bjectClass: top

1060.0bjectClass: groupOfUniqueNames

1061.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1062.uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
1063.cn: FirstSiteII-WorkflowAdmin

1064.

1065.dn: cn=FirstSiteII-SiteAdmin, ou=Groups, dc=fatwire,dc=com
1066.0bjectClass: top

1067.0bjectClass: groupOfUniqueNames

1068.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1069.uniqueMember: cn=Napoleon,ou=People,dc=fatwire,dc=com
1070.cn: FirstSiteII-SiteAdmin

1071.

1072.dn: cn=FirstSiteII-GeneralAdmin, ou=Groups, dc=fatwire,dc=com
1073.0bjectClass: top

1074.0bjectClass: groupOfUniqueNames

1075.uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
1076.uniqueMember: cn=fwadmin, ou=People,dc=fatwire,dc=com

1077.cn: FirstSiteII-GeneralAdmin

1078.

1079.dn: cn=HelloAssetWorld-MarketingAuthor, ou=Groups, dc=fatwire,dc=com
1080.0bjectClass: top

1081.0bjectClass: groupOfUniqueNames

1082.cn: HelloAssetWorld-MarketingAuthor

1083.

1084.dn: cn=BurlingtonFinancial-MarketingAuthor, ou=Groups, dc=fatwire,dc=com
1085.0bjectClass: top

1086.0bjectClass: groupOfUniqueNames

1087.cn: BurlingtonFinancial-MarketingAuthor

1088.

1089.dn: cn=GE Lighting-MarketingAuthor, ou=Groups, dc=fatwire,dc=com
1090.0bjectClass: top

1091.0bjectClass: groupOfUniqueNames

1092.cn: GE Lighting-MarketingAuthor

1093.
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1094.dn: cn=Spark-MarketingAuthor, ou=Groups, dc=fatwire,dc=com
1095.0bjectClass: top

1096.0bjectClass: groupOfUniqueNames

1097.cn: Spark-MarketingAuthor

1098.

1099.dn: cn=FirstSiteII-MarketingAuthor, ou=Groups, dc=fatwire,dc=com
1100.0bjectClass: top

1101.0bjectClass: groupOfUniqueNames

1102.uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
1103.uniqueMember: cn=Mark,ou=People,dc=fatwire,dc=com

1104.cn: FirstSiteII-MarketingAuthor

1105.

1106.dn: cn=HelloAssetWorld-MarketingEditor, ou=Groups, dc=fatwire,dc=com
1107.0bjectClass: top

1108.0bjectClass: groupOfUniqueNames

1109.cn: HelloAssetWorld-MarketingEditor

1110.

1111.dn: cn=BurlingtonFinancial-MarketingEditor, ou=Groups, dc=fatwire,dc=com
1112.0bjectClass: top

1113.0bjectClass: groupOfUniqueNames

1114.cn: BurlingtonFinancial-MarketingEditor

1115.

1116.dn: cn=GE Lighting-MarketingEditor, ou=Groups, dc=fatwire,dc=com
1117.0bjectClass: top

1118.0bjectClass: groupOfUniqueNames

1119.cn: GE Lighting-MarketingEditor

1120.

1121.dn: cn=Spark-MarketingEditor, ou=Groups, dc=fatwire,dc=com
1122.0bjectClass: top

1123.0bjectClass: groupOfUniqueNames

1124.cn: Spark-MarketingEditor

1125.

1126.dn: cn=FirstSiteII-MarketingEditor, ou=Groups, dc=fatwire,dc=com
1127.0bjectClass: top

1128.0bjectClass: groupOfUniqueNames

1129.uniqueMember: cn=firstsite,ou=People,dc=fatwire,dc=com
1130.uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

1131.cn: FirstSiteII-MarketingEditor

1132.

1133.dn: cn=HelloAssetiWorld-ArtworkAuthor, ou=Groups, dc=fatwire,dc=com
1134.0bjectClass: top

1135.0bjectClass: groupOfUniqueNames
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1136.cn: HelloAssetWorld-ArtworkAuthor

1137.

1138.dn: cn=BurlingtonFinancial-ArtworkAuthor, ou=Groups, dc=fatwire,dc=com
1139.0bjectClass: top

1140.0bjectClass: groupOfUniqueNames

1141.cn: BurlingtonFinancial-ArtworkAuthor

1142.

1143.dn: cn=GE Lighting-ArtworkAuthor, ou=Groups, dc=fatwire,dc=com
1144.0bjectClass: top

1145.0bjectClass: groupOfUniqueNames

1146.cn: GE Lighting-ArtworkAuthor

1147.

1148.dn: cn=Spark-ArtworkAuthor, ou=Groups, dc=fatwire,dc=com
1149.0bjectClass: top

1150.0bjectClass: groupOfUniqueNames

1151.cn: Spark-ArtworkAuthor

1152.

1153.dn: cn=FirstSiteII-ArtworkAuthor, ou=Groups, dc=fatwire,dc=com
1154.0bjectClass: top

1155.0bjectClass: groupOfUniqueNames

1156.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1157.uniqueMember: cn=Desiree,ou=People,dc=fatwire,dc=com
1158.uniqueMember: cn=Arthur, ou=People,dc=fatwire,dc=com

1159.cn: FirstSiteII-ArtworkAuthor

1160.

1161.dn: cn=HelloAssetWorld-ArtworkEditor, ou=Groups, dc=fatwire,dc=com
1162.0bjectClass: top

1163.0bjectClass: groupOfUniqueNames

1164.cn: HelloAssetWorld-ArtworkEditor

1165.

1166.dn: cn=BurlingtonFinancial-ArtworkEditor, ou=Groups, dc=fatwire,dc=com
1167.0bjectClass: top

1168.0bjectClass: groupOfUniqueNames

1169.cn: BurlingtonFinancial-ArtworkEditor

1170.

1171.dn: cn=GE Lighting-ArtworkEditor, ou=Groups, dc=fatwire,dc=com
1172.0bjectClass: top

1173.0bjectClass: groupOfUniqueNames

1174.cn: GE Lighting-ArtworkEditor

1175.

1176.dn: cn=Spark-ArtworkEditor, ou=Groups, dc=fatwire,dc=com

1177.0bjectClass: top
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1178.0bjectClass: groupOfUniqueNames

1179.cn: Spark-ArtworkEditor

1180.

1181.dn: cn=FirstSiteII-ArtworkEditor, ou=Groups, dc=fatwire,dc=com
1182.0bjectClass: top

1183.0bjectClass: groupOfUniqueNames

1184.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1185.uniqueMember: cn=Martha, ou=People,dc=fatwire,dc=com

1186.cn: FirstSiteII-ArtworkEditor

1187.

1188.dn: cn=HelloAssetWorld-ContentAuthor, ou=Groups, dc=fatwire,dc=com
1189.0bjectClass: top

1190.0bjectClass: groupOfUniqueNames

1191.cn: HelloAssetWorld-ContentAuthor

1192.

1193.dn: cn=BurlingtonFinancial-ContentAuthor, ou=Groups, dc=fatwire,dc=com
1194.0bjectClass: top

1195.0bjectClass: groupOfUniqueNames

1196.cn: BurlingtonFinancial-ContentAuthor

1197.

1198.dn: cn=GE Lighting-ContentAuthor, ou=Groups, dc=fatwire,dc=com
1199.0bjectClass: top

1200.0bjectClass: groupOfUniqueNames

1201.cn: GE Lighting-ContentAuthor

1202.

1203.dn: cn=Spark-ContentAuthor, ou=Groups, dc=fatwire,dc=com
1204.0bjectClass: top

1205.0bjectClass: groupOfUniqueNames

1206.cn: Spark-ContentAuthor

1207.

1208.dn: cn=FirstSiteII-ContentAuthor, ou=Groups, dc=fatwire,dc=com
1209.0bjectClass: top

1210.0bjectClass: groupOfUniqueNames

1211.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1212.uniqueMember: cn=Conrad, ou=People,dc=fatwire,dc=com

1213.cn: FirstSiteII-ContentAuthor

1214.

1215.dn: cn=HelloAssetWorld-ContentEditor, ou=Groups, dc=fatwire,dc=com
1216.0bjectClass: top

1217.0bjectClass: groupOfUniqueNames

1218.cn: HelloAssetWorld-ContentEditor

1219.
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1220.dn: cn=BurlingtonFinancial-ContentEditor, ou=Groups, dc=fatwire,dc=com
1221.0bjectClass: top

1222.0bjectClass: groupOfUniqueNames

1223.cn: BurlingtonFinancial-ContentEditor

1224.

1225.dn: cn=GE Lighting-ContentEditor, ou=Groups, dc=fatwire,dc=com
1226.0bjectClass: top

1227.0bjectClass: groupOfUniqueNames

1228.cn: GE Lighting-ContentEditor

1229.

1230.dn: cn=Spark-ContentEditor, ou=Groups, dc=fatwire,dc=com
1231.0bjectClass: top

1232.0bjectClass: groupOfUniqueNames

1233.cn: Spark-ContentEditor

1234.

1235.dn: cn=FirstSiteII-ContentEditor, ou=Groups, dc=fatwire,dc=com
1236.0bjectClass: top

1237.0bjectClass: groupOfUniqueNames

1238.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1239.uniqueMember: cn=Connie, ou=People,dc=fatwire,dc=com

1240.cn: FirstSiteII-ContentEditor

1241.

1242.dn: cn=HelloAssetWorld-ProductAuthor, ou=Groups, dc=fatwire,dc=com
1243.0bjectClass: top

1244.0bjectClass: groupOfUniqueNames

1245.cn: HelloAssetWorld-ProductAuthor

1246.

1247.dn: cn=BurlingtonFinancial-ProductAuthor, ou=Groups, dc=fatwire,dc=com
1248.0bjectClass: top

1249.0bjectClass: groupOfUniqueNames

1250.cn: BurlingtonFinancial-ProductAuthor

1251.

1252.dn: cn=GE Lighting-ProductAuthor, ou=Groups, dc=fatwire,dc=com
1253.0bjectClass: top

1254.0bjectClass: groupOfUniqueNames

1255.cn: GE Lighting-ProductAuthor

1256.

1257.dn: cn=Spark-ProductAuthor, ou=Groups, dc=fatwire,dc=com
1258.0bjectClass: top

1259.0bjectClass: groupOfUniqueNames

1260.cn: Spark-ProductAuthor

1261.
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1262.dn: cn=FirstSiteII-ProductAuthor, ou=Groups, dc=fatwire,dc=com
1263.0bjectClass: top

1264.0bjectClass: groupOfUniqueNames

1265.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1266.uniqueMember: cn=Mark,ou=People,dc=fatwire,dc=com

1267.cn: FirstSiteII-ProductAuthor

1268.

1269.dn: cn=HelloAssetWorld-ProductEditor, ou=Groups, dc=fatwire,dc=com
1270.0bjectClass: top

1271.0bjectClass: groupOfUniqueNames

1272.cn: HelloAssetWorld-ProductEditor

1273.

1274.dn: cn=BurlingtonFinancial-ProductEditor, ou=Groups, dc=fatwire,dc=com
1275.0bjectClass: top

1276.0bjectClass: groupOfUniqueNames

1277.cn: BurlingtonFinancial-ProductEditor

1278.

1279.dn: cn=GE Lighting-ProductEditor, ou=Groups, dc=fatwire,dc=com
1280.0bjectClass: top

1281.0bjectClass: groupOfUniqueNames

1282.cn: GE Lighting-ProductEditor

1283.

1284.dn: cn=Spark-ProductEditor, ou=Groups, dc=fatwire,dc=com
1285.0bjectClass: top

1286.0bjectClass: groupOfUniqueNames

1287.cn: Spark-ProductEditor

1288.

1289.dn: cn=FirstSiteII-ProductEditor, ou=Groups, dc=fatwire,dc=com
1290.0bjectClass: top

1291.0bjectClass: groupOfUniqueNames

1292.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1293.uniqueMember: cn=Rose,ou=People,dc=fatwire,dc=com
1294.uniqueMember: cn=Mary,ou=People,dc=fatwire,dc=com

1295.cn: FirstSiteII-ProductEditor

1296.

1297.dn: cn=HelloAssetWorld-DocumentAuthor, ou=Groups, dc=fatwire,dc=com
1298.0bjectClass: top

1299.0bjectClass: groupOfUniqueNames

1300.cn: HelloAssetWorld-DocumentAuthor

1301.

1302.dn: cn=BurlingtonFinancial-DocumentAuthor, ou=Groups, dc=fatwire,dc=com

1303.0bjectClass: top
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1304.0bjectClass: groupOfUniqueNames

1305.cn: BurlingtonFinancial-DocumentAuthor

1306.

1307.dn: cn=GE Lighting-DocumentAuthor, ou=Groups, dc=fatwire,dc=com
1308.0bjectClass: top

1309.0bjectClass: groupOfUniqueNames

1310.cn: GE Lighting-DocumentAuthor

1311.

1312.dn: cn=Spark-DocumentAuthor, ou=Groups, dc=fatwire,dc=com
1313.0bjectClass: top

1314.0bjectClass: groupOfUnigueNames

1315.cn: Spark-DocumentAuthor

1316.

1317.dn: cn=FirstSiteII-DocumentAuthor, ou=Groups, dc=fatwire,dc=com
1318.0bjectClass: top

1319.0bjectClass: groupOfUniqueNames

1320.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1321.uniqueMember: cn=Conrad, ou=People,dc=fatwire,dc=com

1322.cn: FirstSiteII-DocumentAuthor

1323.

1324.dn: cn=HelloAssetWorld-DocumentEditor, ou=Groups, dc=fatwire,dc=com
1325.0bjectClass: top

1326.0bjectClass: groupOfUniqueNames

1327.cn: HelloAssetWorld-DocumentEditor

1328.

1329.dn: cn=BurlingtonFinancial-DocumentEditor, ou=Groups, dc=fatwire,dc=com
1330.0bjectClass: top

1331.0bjectClass: groupOfUniqueNames

1332.cn: BurlingtonFinancial-DocumentEditor

1333.

1334.dn: cn=GE Lighting-DocumentEditor, ou=Groups, dc=fatwire,dc=com
1335.0bjectClass: top

1336.0bjectClass: groupOfUniqueNames

1337.cn: GE Lighting-DocumentEditor

1338.

1339.dn: cn=Spark-DocumentEditor, ou=Groups, dc=fatwire,dc=com
1340.0bjectClass: top

1341.0bjectClass: groupOfUniqueNames

1342.cn: Spark-DocumentEditor

1343.

1344.dn: cn=FirstSiteII-DocumentEditor,ou=Groups, dc=fatwire,dc=com

1345.0bjectClass: top
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1346.0bjectClass: groupOfUniqueNames
1347.uniqueMember: cn=firstsite, ou=People,dc=fatwire,dc=com
1348.uniqueMember: cn=Connie, ou=People,dc=fatwire,dc=com
1349.cn: FirstSiteII-DocumentEditor

1350.

1351.dn: cn=Connie, ou=People, dc=fatwire,dc=com
1352.userPassword: : Zmlyc3RzaXR1l
1353.0bjectClass: top

1354.0bjectClass: person

1355.0bjectClass: organizationalPerson

1356.sn: Connie

1357.cn: Connie

1358.

1359.dn: cn=Conrad, ou=People, dc=fatwire,dc=com
1360.userPassword:: Zmlyc3RzaXR1l
1361.0bjectClass: top

1362.0bjectClass: person

1363.0bjectClass: organizationalPerson

1364.sn: Conrad

1365.cn: Conrad

1366.

1367.dn: cn=Desiree, ou=People, dc=fatwire,dc=com
1368.userPassword: : Zmlyc3RzaXR1l
1369.0bjectClass: top

1370.0bjectClass: person

1371.0bjectClass: organizationalPerson

1372.sn: Desiree

1373.cn: Desiree

1374.

1375.dn: cn=Napoleon, ou=People, dc=fatwire,dc=com
1376.userPassword: : Zmlyc3RzaXR1l
1377.0bjectClass: top

1378.0bjectClass: person

1379.0bjectClass: organizationalPerson

1380.sn: Napoleon

1381.cn: Napoleon

1382.

1383.dn: cn=Arthur, ou=People, dc=fatwire,dc=com
1384.userPassword:: Zmlyc3RzaXR1l
1385.0bjectClass: top

1386.0bjectClass: person

1387.0bjectClass: organizationalPerson
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1388.sn: Arthur

1389.cn: Arthur

1390.

1391.dn: cn=Martha, ou=People, dc=fatwire,dc=com
1392.userPassword:: Zmlyc3RzaXR1l
1393.0bjectClass: top

1394.0bjectClass: person

1395.0bjectClass: organizationalPerson
1396.sn: Martha

1397.cn: Martha

1398.

1399.dn: cn=Rose,ou=People, dc=fatwire,dc=com
1400.userPassword: : Zmlyc3RzaXR1l
1401.0bjectClass: top

1402.0bjectClass: person

1403.0bjectClass: organizationalPerson
1404.sn: Rose

1405.cn: Rose

1406.

1407.dn: cn=Mark, ou=People, dc=fatwire,dc=com
1408.userPassword: : Zmlyc3RzaXR1l
1409.0bjectClass: top

1410.0bjectClass: person

1411.0bjectClass: organizationalPerson
1412.sn: Mark

1413.cn: Mark

1414.

1415.dn: cn=Mary, ou=People, dc=fatwire,dc=com
1416.userPassword: : Zmlyc3RzaXR1l
1417.0bjectClass: top

1418.0bjectClass: person

1419.0bjectClass: organizationalPerson
1420.sn: Mary

1421.cn: Mary
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Part VI

Installing and Configuring Authentication
Services

WebCenter Sites can be integrated with supported applications that provide
authentication services and single sign-on.

Part VI contains the following chapters:
n  Chapter 23, "Integrating Oracle Access Manager with Oracle WebCenter Sites"

»  Chapter 24, "Enabling Community-Gadgets to Communicate with
OAM-Integrated WebCenter Sites"

»  Chapter 25, "Integrating Oracle Access Manager with Oracle WebCenter Sites: Site
Capture"






23

Integrating Oracle Access Manager with

Oracle WebCenter Sites

Use this chapter to integrate Oracle Access Manager (OAM) with Oracle WebCenter
Sites installations.

This chapter contains the following sections:

23.1 Overview

Section 23.1, "Overview"

Section 23.2, "OAM Integration Prerequisites"”

Section 23.3, "Integrating OAM with Oracle WebCenter Sites"

Section 23.4, "Integrating OAM with Oracle WebCenter Sites: Satellite Server"

This section contains the following topics:

Section 23.1.1, "Integration Components"
Section 23.1.2, "Flow for Browser Requests"

Section 23.1.3, "REST Service Flow"

23.1.1 Integration Components

Integration with Oracle Access Manager requires replacement of the Single Sign-On
(SSO) authentication plug-in classes for the WebCenter Sites application, and the
addition of a token authority servlet for REST client authentication. Optionally the
WebCenter Sites challenge (login) page can be deployed.

Note: When integrated with WebCenter Sites systems running in
content management (development) mode, Oracle Access Manager, is
used for browser and REST authentication. On production systems
(running in delivery mode), OAM is used for management
authentication, but not for website visitors.

Each component is described more fully in the following;:

1.

SSO authentication plug-in classes are delivered in the
wem-sso-api-oam-11.1.1.8.0.jar thatis included with the WebCenter Sites
product. There are three primary classes included in this JAR that must be
configured to load with the WebCenter Sites application when it starts.
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a. OAMFilter provides recognition of an authenticated user (either by WebLogic
Server (WLS) perimeter security or REST credential token) before allowing
access to a protected resource.

b. OAMProvider contains the JAVA API which is used by REST client programs to
obtain an authenticated credential before requesting a resource from the
WebCenter Sites application. It also contains methods used internally to
authenticate REST credentials by OAMFilter.

c. OAMListener is a session filter that monitors the creation and termination of
HTTP sessions to facilitate cleanup of session related cached information.

2. The token authority servlet is delivered in the oamtoken.war file. It is an OAM
AccessGate that will either authenticate a user against the OAM server or check,
upon request, that an OAM authenticated session is still valid.

3. The WebCenter Sites challenge page is optional and is delivered in the
oamlogin.war file. The servlet within oamlogin.war provides a custom branded
challenge request when OAM must obtain credentials to authenticate a user. It is
included to provide a replacement of the standard WebCenter Sites branded login
page that is installed with the Central Authentication Service (CAS). This page is
called directly by OAM and must be specifically configured within the OAM
Authentication Scheme used to protect WebCenter Sites resources.

Installation of these components and the configuration of the Oracle Access Manager
must be done to complete an operational OAM integration with WebCenter Sites.

Much of OAM integration regards the configuration of the elements of OAM itself.
OAM configuration is done mainly within the OAM Administrative console, as well as
across several WebCenter Sites server configuration files, and the Oracle HTTP Server
(OHS) configuration files. The Host Identifiers, URL Resources, Domain policies, and
OAM Agents must be properly configured to achieve proper operation. The
WebCenter Sites challenge screen is supplied as an independent HTTP Servlet. You
have the choice to use the WebCenter Sites challenge screen, the default OAM
challenge screen, or a custom challenge screen through the Authentication Scheme
attached to the configured policies.Control over all policies for authentication and
authorization through the OAM Administrator console provides extensive
configuration capabilities.

23.1.2 Flow for Browser Requests

OAM Integration components and process flow for logging in to and out of
WebCenter Sites is shown in Figure 23-1. The core integration revolves around the
OAMFilter and OAMProvider classes. These classes are injected into the WebCenter
Sites Web application by Spring initialization to replace CAS equivalents which are not
necessary with OAM. There are no internal changes to the WebCenter Sites application
to accommodate this integration.
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Figure 23-1 OAM Flowchart
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23.1.2.1 Login Processing

All browser access is directed through the standard OHS WebGate and uses perimeter
security provided by the WLS container. The WebGate functions as a reverse proxy,
checking protection policies through Access Manager. It issues the challenge/login
form when necessary. A request is never passed directly to the WLS container but
always passes through the WebGate to ensure authentication and authorization are
satisfied. When a valid request is received from the WebGate, the WLS container
presents an identity assertion to the OAM filter. This assertion will identify the
authenticated user and cause the information for that user to be fetched from the
WebCenter Sites SystemUsers table. User information consists of the user ID, name,
and ACL needed to prepare the proper internal assertion for reference within the
WebCenter Sites application. The user name in the WebCenter Sites SystemUsers table
and in the Oracle Internet Directory (or LDAP directory) must match exactly for
authentication to work properly. Although OAM includes authorization protection as
well as authentication, WebCenter Sites uses only OAM authentication and does not
rely on full OAM authorization.

When the OAMFilter receives control, the request has already been authenticated by
the WebGate and an OAM Identity Assertion created by WLS perimeter security. This
assertion provides the authenticated user's name which is used to find that user
information in the WebCenter Sites SystemUsers table. The information thus obtained
is used to create an internal assertion used within the WebCenter Sites application.

After an OAM Identity Assertion has been converted into an internal Assertion, the
internal Assertion is added to the HTTP Session object. This allows subsequent
requests to access URLs (resources) directly for the lifetime of the application session.
However, the WebGate provides overriding protection based upon the OAM security
policies in effect. If the OAM user session (different from HTTP session) expires, then
the user will be required to re-authenticate.

The creation of OAM Identity Assertions is required by default. However, there is a
possibility of an OAM Identity Assertion invoking a performance penalty. By default,
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the OAMFilter expects to see OAM Assertions to counter the possibility of a browser
accessing WebCenter Sites directly from the Internet. This requirement can be avoided
by a simple configuration change and the establishment of a trust relationship between
the WebLogic Server and the OHS WebGate. This trust relationship is created by
defining a connection filter in WebLogic that only accepts requests from a trusted
source (the OHS server).

23.1.2.2 SSO and Logoff

The WebGate manages the OAM cookies which govern SSO. This is transparent to the
WebCenter Sites OAM Filter and provides a seamless integration with other Oracle
applications.

When WebCenter Sites logoff is requested, the standard OAM logoff facility is invoked
by the OAM logoff URL which includes an end_URL parameter. The end_URL parameter
establishes the next page that must appear after OAM finishes all logoff activities.
OAM removes the SSO cookies, terminates the OAM session, and calls the registered
logout success URL. The logout success URL is recognized by the OAM Filter to
invalidate the HTTP session. After OAM logout has completed all its work it redirects
the browser back to the WebCenter Sites welcome URL, specified through the end_URL
parameter. This triggers a new challenge for the user to supply login credentials. The
Logout URL settings are defined in the OHS WebGate configuration and the end_URL
is defined in the SSOConfig.xml file.

23.1.3 REST Service Flow

REST processing follows a slightly different flow. This is also illustrated in Figure 23-1.
The REST client uses the OAM Provider API to obtain a service ticket from the Token
Authority. This ticket is required as a parameter in the REST request to grant access to
a resource on the WebCenter Sites server. The TokenAuthority functions as an OAM
Access Gate. It will authenticate the user against the policies defined for the REST
endpoint URL. When a proper user name and password has passed authentication, the
REST client is issued a service ticket to be used when requesting the resource. The
TokenAuthority is an HTTP Servlet and it is recommended it be secured through SSL.
The TokenAuthority performs three services:

= Request — Takes a user name/password combination and endpoint URL (as the
resource) and authenticate through the OAM SDK. The result is an OAM
UserSession for the request. The associated session token is extracted from the
UserSession and retained in a cache keyed by UUID. The UUID is returned to the
requestor to be used as the service request ticket associated with the OAM Session.

= Validate — Given a request ticket, the associated session token is retrieved from the
cache and the authenticated user name is returned. The OAM UserSession is
checked to make sure it remains valid. If the session is no longer valid or indicates
that the user associated with the ticket is no longer logged in then a 'not
authorized' 403 status is returned.

» Invalidate — Given a request ticket, the associated session token is retrieved from
the cache, removed, and then converted into an OAM UserSession object which is
immediately terminated. This invalidates the OAM session and occurs after a
request ticket has been used.

When the OAM Filter receives a REST request it must always be accompanied by a
parameter that supplies a request ticket. This ticket is validated through the OAM
Provider (the SSO Provider calls the Token Authority) before access to the resource is
granted. A normal ticket request is for one time only and its maximum lifetime is
dictated by the OAM session timeout. For a valid ticket, the OAM user session is
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invalidated immediately and access to the resource is allowed only once. A
multi-ticket is handled in a similar manner but the ticket is cached locally so it may be
reused by the REST client for a finite amount of time.

The published REST API remains the same. REST client programming is not affected
by this integration and works exactly as it did with the CAS provider. Internally, the
API dynamically instantiates the required classes based on which authentication
provider is being used. Remote REST client programs are written in JAVA and require
the wem-sso-api-oam-11.1.1.8.0.jar for compilation and execution.

The REST client goes directly to the WebCenter Sites server directly as shown in
Figure 23-1. The client has the choice of two possible endpoints. It can go directly to
the WebCenter Sites application as shown in the figure or pass through the OHS
WebGate. A policy is defined for the latter case which allows this endpoint to be used.
The decision of which endpoint to use is a choice dependent upon performance
and/or security concerns.

23.2 OAM Integration Prerequisites

Installing OAM Components

Before you set up Oracle Access Manager integration, the Oracle components needed
to support the environment must be installed and working properly. If you already
have OAM installed and running at the support level specified in the Oracle WebCenter
Sites Certification Matrix and in this document then you can disregard this section and
skip to Section 23.3, "Integrating OAM with Oracle WebCenter Sites.” Otherwise,
continue with the steps below.

Note: Choose the list of system components below that corresponds
with the version of OAM that will be installed. Install the system
components in the order given. The steps as listed are not
comprehensive steps, and should be treated as guidelines.

Ensure that the proper versions are being used. The Oracle installer
for each package requires that particular versions of related
components are installed on the system. If version requirements are
not observed then the installer will not allow a specific installation to
continue. Each listed package includes one or more links to additional
documentation.

All components listed can be downloaded from the Oracle Software
Delivery Cloud site.

OAM 11.1.1.5.0 Components
1. Oracle Database 11.2.0

See Section 23.2.1, "Oracle Database 11g - Version 11.2.0."
2. Oracle Fusion Middleware Repository Creation Utility 11.1.1.5.0

See Section 23.2.2, "Oracle Fusion Middleware Repository Creation Utility."
3. Oracle WebLogic Server 10.3.5 Generic and Coherence

See Section 23.2.3, "Oracle WebLogic Server Generic and Coherence."
4. Oracle Identity and Access Management 11.1.1.5.0

See Section 23.2.4, "Oracle Identity Management and Access Management."
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5.

Oracle Fusion Middleware Web Tier Utilities 11.1.1.2.0

Oracle Fusion Middleware Web Tier Utilities Patch Set 11.1.1.5.0
See Section 23.2.5, "Oracle Fusion Middleware Web Tier Utilities."
Oracle Access Manager OHS WebGates 11.1.1.5.0

See Section 23.2.6, "Oracle Access Manager OHS WebGates."

OAM 11.1.1.7.0 Components

1.

Oracle Database 11.2.0

See Section 23.2.1, "Oracle Database 11g - Version 11.2.0."

Oracle Fusion Middleware Repository Creation Utility 11.1.1.7.0

See Section 23.2.2, "Oracle Fusion Middleware Repository Creation Utility."
Oracle WebLogic Server 10.3.6 Generic and Coherence

See Section 23.2.3, "Oracle WebLogic Server Generic and Coherence."
Oracle Identity and Access Management 11.1.1.7.0

See Section 23.2.4, "Oracle Identity Management and Access Management."
Oracle Fusion Middleware Web Tier Utilities 11.1.1.7.0

See Section 23.2.5, "Oracle Fusion Middleware Web Tier Utilities."

Oracle Access Manager OHS WebGates 11.1.1.7.0

See Section 23.2.6, "Oracle Access Manager OHS WebGates."

OAM 11.1.2.1.0 Components

1.

Oracle Database 11.2.0

See Section 23.2.1, "Oracle Database 11g - Version 11.2.0."

Oracle Fusion Middleware Repository Creation Utility 11.1.2.1.0

See Section 23.2.2, "Oracle Fusion Middleware Repository Creation Utility."
Oracle WebLogic Server 10.3.6 Generic and Coherence

See Section 23.2.3, "Oracle WebLogic Server Generic and Coherence."
Oracle Identity and Access Management 11.1.2.1.0

See Section 23.2.4, "Oracle Identity Management and Access Management."
Oracle Fusion Middleware Web Tier Utilities 11.1.1.6.0

See Section 23.2.5, "Oracle Fusion Middleware Web Tier Utilities."

Oracle Access Manager OHS WebGates 11.1.2.1.0

See Section 23.2.6, "Oracle Access Manager OHS WebGates."

23.2.1 Oracle Database 11g - Version 11.2.0

1.

Install Oracle Database 11g - Version 11.2.0.
http://docs.oracle.com/cd/E11882_01/install.112/e24321/toc.htm

Create and configure an Oracle 11g database. For specific instructions, see
Chapter 1, "Creating and Configuring an Oracle 11g Database."
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3. Increase the maximum processes and open cursors allowed for the newly created
database by running the following commands in sqlplus and restarting the
database:

alter system set processes=500 scope=spfile;
alter system set open_cursors=800 scope=both;

23.2.2 Oracle Fusion Middleware Repository Creation Utility
1. Create Schemas using the Repository Creation Utility.

http://docs.oracle.com/cd/E28280_01/doc.1111/e14259/rcu. htm#CHDHHDHE

2.  On the Select Components screen, expand Identity Management and select Oracle
Access Manager.

3. Select all components.

23.2.3 Oracle WebLogic Server Generic and Coherence
Install WebLogic Server.

10.3.5
http://docs.oracle.com/cd/E21764_01/doc.1111/e14142/guimode.htm#BABHIJEG

10.3.6
http://docs.oracle.com/cd/E28280_01/doc.1111/e14142/guimode.htm#BABHJIJEG

23.2.4 Oracle Identity Management and Access Management

1. Install Oracle Identity Management and Access Management

s 11.1.1.5.0: http://docs.oracle.com/cd/E23943_
01/install.1111/e12002/common.htm#BABIADBF

s 11.1.1.7.0: http://docs.oracle.com/cd/E28280_
01/doc.1111/e36891/install.htm#CIHBBHGG

s 11.1.2.1.0: http://docs.oracle.com/cd/E37115_
01/install.1112/e27301/install.htm#BALIADBF

2. Create a domain.
a. Run <IAM_HOME>/common/bin/config.sh
For example:
/ul0l/software/Apps/OraMiddleware/Oracle_IDMI1/common/bin/config.sh
b. Select Create a new WebLogic domain.
c. Select the following products based on the release:
OAM 11.1.1.5.0:
- Basic WebLogic Server Domain —10.3.4.0 [wlserver_10.3]*
- Oracle Enterprise Manager —11.1.1.0 [oracle_common]

- Oracle Access Manager with Database Policy Store —11.1.1.3.0
[Oracle_IDM2]

— OracleJRF-11.1.1.0 [oracle_common]
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OAM 11.1.1.7.0:

- Basic WebLogic Server Domain—10.3.6.0 [wlserver_10.3]*
- Oracle Identity Manager —11.1.1.2.0 [Oracle_IDMI]

— Oracle SOA Suite—11.1.1.0 [Oracle_SOAl]

- Oracle Enterprise Manager —11.1.1.0 [oracle_common]

— Oracle Access Manager with Database Policy Store—11.1.1.3.0
[Oracle_IDM2]

OAM 11.1.2.1.0:

- Basic WebLogic Server Domain—10.3.6.0 [wlserver_10.3]*
- Oracle Identity Manager —11.1.2.0.0 [Oracle_IDMI]

— Oracle SOA Suite—11.1.1.0 [Oracle_SOAl]

— Oracle Access Management—11.1.2.0.0 [Oracle_IDM1]

- Oracle Enterprise Manager —11.1.1.0 [oracle_common]

Note: Before integrating Oracle Access Manager ensure that Oracle
SOA Suite is already installed.

d. Configure the JDBC Component Schema:
- Select all Component Schema

—  Enter the information for the database created in Section 23.2.1, "Oracle
Database 11g - Version 11.2.0"

- Enter a Schema password
e. Optional Configuration:
- Select Administration Server to configure the port of the AdminServer.

-  Select Managed Server, Clusters and Machines to modify the ports of the
Managed Servers and add them to a Node Manager.

3. Configure the Database Security Store (11.1.2.1.0 Only)
Run the following command:

<MW_HOME>/oracle_common/common/bin/wlst.sh
<IAM_HOME>/common/tools/configureSecurityStore.py -d <DOMAIN_HOME> -m
create -c IAM -p <OPSS_SCHEMA_PASSWORD> -u <OPSS_SCHEMA_NAME>

For example:

/u0l/software/Apps/OraMiddleware/oracle_common/common/bin/wlst.sh
/u0l/software/Apps/OraMiddleware/Oracle_
IDM1/common/tools/configureSecurityStore.py -d
/u0l/software/Apps/OraMiddleware/user_projects/domains/OAMDomain -m
create -c IAM -p testl234 -u DEV_IAS_OPSS

4, Start the Admin Server and OAM Managed Server
a. Run the following command to start the Admin Server:

<DOMAIN_HOME>/bin/startWebLogic.sh
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For example:

/ul0l/software/Apps/OraMiddleware/user_
projects/domains/OAMDomain/bin/startWebLogic.sh

b. Run the following command to start the OAM Managed Server:

<DOMAIN_HOME/bin/startManagedWebLogic.sh oam_serverl http://<ADMIN_
HOST>: <ADMIN_PORT>

For example:

/ul0l/software/Apps/OraMiddleware/user_
projects/domains/OAMDomain/bin/startManagediWeblogic.sh oam_serverl
http://localhost:7001

23.2.5 Oracle Fusion Middleware Web Tier Utilities
1. Install Oracle Fusion Middleware Web Tier Utilities

s 11.1.1.2.0 (Will install Patch Set also): http://docs.oracle.com/cd/E21764_
01/install.1111/e14260/install.htm#WTINS101

s 11.1.1.7.0: http://docs.oracle.com/cd/E28280_
01/install.1111/e14260/config.htm#WTINS313

s 11.1.1.6.0: http://docs.oracle.com/cd/E23943_
01/install.1111/e14260/config.htm#WTINS313

Select Install Software - Do Not Configure.
2. Install Oracle Fusion Middleware Web Tier Utilities Patch Set (11.1.1.5.0 Only)

http://docs.oracle.com/cd/E14571_01/doc.1111/el16793 /patch_set_
installer.htm#PATCH246

3. Configure Oracle Fusion Middleware Web Tier Utilities

Note: Repeat the following steps for each Sites environment (for
example - management, delivery, and so forth) that will be integrated
with OAM.

a. Run <WEB_TIER_HOME>/bin/config.sh
For example:
ul0l/software/Apps/OraMiddleware/Oracle_WT1/bin/config.sh

b. On the Configure Components screen, select Oracle HTTP Server and
Associate Selected Components with WebLogic Domain.

c. On the Specify WebLogic Domain screen, select the domain created in step 2 of
Section 23.2.4, "Oracle Identity Management and Access Management."

23.2.6 Oracle Access Manager OHS WebGates
1. Install Oracle Access Manager OHS WebGates

s 11.1.1.5.0: http://docs.oracle.com/cd/E21764_
01/install.1111/e12002/webgate.htm#CACGIGBB
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s 11.1.1.7.0: http://docs.oracle.com/cd/E28280_
01/doc.1111/e38584/webgate_ohs.htm#CACIIABT

s 11.1.1.2.1: http://docs.oracle.com/cd/E37115_
01/install.1112/e38922/webgate_ohs.htm#CACJIIABT

2. Complete the post-installation steps.

Note: Repeat the following steps for each OHS instance you
configured in step 3 of Section 23.2.5, "Oracle Fusion Middleware Web
Tier Utilities."

Example values for the parameters:

<WEBGATE_HOME>

Example:

/ull/software/Apps/OraMiddleware/Oracle_OAMWebGatel
<WEBGATE_INSTANCE_DIR>

Example:

/ul0l/software/Apps/OraMiddleware/Oracle_WT1/instances/instancel/config/OHS/ohsl
<OHS_ORACLE_HOME>

Example:

/u0l/software/Apps/OraMiddleware/Oracle_WT1

a. Deploy a Webgate instance:

cd <WEBGATE_HOME>/webgate/ohs/tools/deployliebGate
./deployWebgateInstance.sh -w <WEBGATE_INSTANCE_DIR> -oh <WEBGATE_HOME>

b. Modify the OHS configuration files:

export LD_LIBRARY PATH=$LD_LIBRARY PATH:<OHS_ORACLE_HOME>/lib
cd <WEBGATE_HOME>/webgate/ohs/tools/setup/InstallTools
./EditHttpConf -w <WEBGATE_INSTANCE_DIR> -oh <WEBGATE_HOME>

23.3 Integrating OAM with Oracle WebhCenter Sites
This section includes the following topics:
s Section 23.3.1, "Before You Start"
= Section 23.3.2, "Integration Steps"

= Section 23.3.3, "Allowing Anonymous Access to External Users"

23.3.1 Before You Start

There are some important considerations regarding the integration of WebCenter Sites
with OAM authentication:

= Up to this point, this chapter has described the required software and related
components needed to integrate OAM with Oracle WebCenter Sites. If you have
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not reviewed the chapter, and have not ensured that the required components are
installed and properly set up, then review the document.

= WebCenter Sites must be installed and working properly with the default CAS.

Note: If you plan on using an LDAP Server to store roles for WebCenter
Sites, this configuration should be done before OAM Integration.

You may want to use the same LDAP Server for WebCenter Sites and OAM
if user duplication is an issue.

»s  The Oracle Access Manager Administration Console (OAMCONSOLE)
application is required to perform a majority of the setup activities. Ensure you
have permission to use this facility.

The integration procedure is a set of manual steps to be completed as described in the
rest of this chapter.

23.3.2 Integration Steps

For a Sites delivery environment, use a separate OHS instance and perform the steps
below, creating and configuring an additional WebGate, host identifier, authentication
scheme, and application domain.

To integrate OAM, complete the following;:
1. Define WebCenter Sites users in the OAM User Identity Store.

Note: OAM is used for authentication only and does not rely on OAM
authorization. While Oracle Internet Directory, Oracle Directory Server,
and others can be used as user identity stores, Oracle WebLogic
Embedded LDAP is the default, and is the user identity store used
throughout the rest of this chapter. User names must match the user
names located in the WebCenter Sites SystemUsers table.

OAM provides enforcement of authentication and authorization policies.
WebCenter Sites uses only the authentication policies to protect resources.
WebCenter Sites uses its own authorization policies.

User names in Oracle WebLogic Embedded LDAP must match the user names
located in the WebCenter Sites SystemUsers table. The steps for adding users to
WebLogic Embedded LDAP are as follows:

a. Loginto WebLogic Admin Console.
b. Click Security Realms.

o

Click myrealm.

e

Select the Users and Groups tab (Figure 23-2).
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Figure 23-2 Settings for myrealm - Users and Groups Tab

Settings for myrealm

Configuration | Users and Groups | Foles and Policies

Users | Groups

Credential Mappings | Providers | Migration

This page displays information about each user that has been configured in this security realm.

Mote: The authentication provider named IAMSuite Agent does not support viewing or managing its users through the Weblogic console,

[ Customize this table

Users
Mew Delete Showing 1 to 4of 4 Previous | Mext
[[1| name & Description Provider
[ | firstsite firstsite WCSites user DefaultAuthenticator
[ | fwadmin fwadmin WCSites user DefaultAuthenticator
[ | oradesystemUser Crade application software system user. DefaultAuthenticator
[ | weblogic DefaultAuthenticator
| New | | Delete Showing 1to 4of 4 Previous | Next

For each user to be added (Figure 23-3), complete the following steps:

a
b.

a o

=h

Click New.

Enter the user name.

Enter a description for the user.

Select DefaultAuthenticator for Provider.

Enter a password for the user.

Re-enter the password for the user.

Click OK.
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Figure 23-3 Create a New User Screen
Create a New User
QK Cancel

User Properties

The following properties will be used to identify your new User.
* Indicates required fields

What would vou like to name your new User?

* Name: fwadmin

How would you like to describe the new User?

Description: fwadmin WCSites user
Please choose a provider for the user,

Provider: DefaultAuthenticator = |
The password is assodated with the login name for the new User.

* Password:

* Confirm Password: T

QK Cancel

2. Create an OAM WebGate Agent for deployment on OHS (Figure 23—4).
a. Login to the OAM Console application.
http://<oam_server_host>:<weblogic_admin_port>/oamconsole
b. Select the System Configuration tab.
c. Under SSO Agents, click New OAM 11g Webgate.
d. For Name, enter a name for the WebGate. This guide will use WCSitesWebGate.

e. For Preferred Host, enter a name for the Host Identifier to be created, and click
Apply. The guide will use WCSites.

f. For Logout Callback URL, enter /<sites_context_root>/oam_logout_
success and click Apply.
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Figure 23-4 WCSitesWebGate

WCSitesWebGate
Mame WCSitesWebGate Logout Callback URL | jservletfoam_logout_success
Access Client Password Logout Redirect URL | ade.com: 14100 oam server logout
*5 ity @ O
ety = SiII'JnTJTE Logout Target URL
i | Cert User Defined Parameters | prowyas) Headervar=IS_SsL
3 URLINUTF8Format=true
* State @ Enabl
st = Dl.ja bF dient_request_retry_attempts=1
_) Disable nactiver RPeriad=10
* Max Cache Elements | 100000 5]
* Cache Timeout (Seconds) 1800 il
* |
* Token Validity Period (Seconds) 3600 §| SIio 50 EI
* Max Connections 1 :| Cache Pragma Header | no-cache
* Max Session Time 2800 il Cache Control Header | no-cache
Debu
* Failover Threshold 1 §| o s
= TP Validation []
* -
s L Deny On Mot Protected
* Preferred Host | WCSites Allow Management Operations [[]
Logout URL
Server Lists
Primary Server List @ K Secondary Server List 4= R
__________________________________________________ 1 —_—
Server Name |Host Mame |Hnst Port |I‘~"Iax Numbe‘ Server Name Host Name Host Port |Max Numbel
oam_server|w| 123 examplec 5575 1

Note: With the WCSitesWebGate creation, the WCSites host
identifier and the WCSitesWebGate application domain will also be
created.

3. Configure the host identifier for WebCenter Sites.

a. Click the Policy Configuration tab and click the Refresh icon. Under Host
Identifiers, you should see WCSites.

b. Double-click WCSites.
c. For Description, enter This is the host identifier for WebCenter Sites.

d. On the operations panel, click the Add (+) icon. For Host Name, enter the
OHS server hostname. For Port, enter the OHS server port.

If you are using multiple hosts in a load balancing arrangement, repeat this
step for each OHS instance.

e. Click Apply.

4. Create an authentication scheme that redirects to the WebCenter Sites challenge
page.
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Note: This step is optional and can be skipped if using the default
OAM login form or another custom login form.

a. Click Authentication Schemes, and then click the Create icon.

The Authentication Schemes form is displayed.

Figure 23-5 Authentication Schemes form

Authentication Schemes

*Mame LDAPWemScheme
Description  Challenge for WebCenter Sites applications

.

* Authentication Level 2[5
Default
* Challenge Method  FORM El
Challenge Redirect URL  joam/server
* Authentication Module | LDAP [=]
* Challenge URL  samlogin/oamsso/oamLoginiiew.jsp
* Context Type external [«

Challenge Parameters

b. For Name, enter a name for the authentication scheme to be created. This
guide will use LDAPWemScheme

For Description, enter Challenge for WebCenter Sites applications

a o

For Authentication Level, enter 2

e. For Challenge Method, select FORM

f. For Challenge Redirect URL, enter /oam/server
For Authentication Module, select LDAP

For Challenge URL, use the host and port that will be used to access the
oamlogin application after it is deployed. Enter http://<oamlogin_server_
host>:<oamlogin_port>/oamlogin/oamsso/oamLoginView. jsp

i. For Context Type, select external
j. Click Apply.

5. In steps 5-6, you will be configuring the WCSitesWebGate application domain
created during WebGate creation. The Protected Resource Policy authentication
policy forces a challenge for any of its resources that are accessed without
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authentication. The policy allows all resources to be passed by the WebGate to the
WebCenter Sites application so authorization can be handled.

Configure the Protected Resource Policy

a. Open the Protected Resource Policy
For 11.1.1.x.0:
Expand Application Domains.
Expand WCSitesWebGate.
Expand Authentication Policies.
Double-click Protected Resource Policy.
For 11.1.2.1.0:
Click Application Domains and click the Open icon.
Click Search.
Click WCSitesWebGate.
Click the Authentication Policies tab.
Click Protected Resource Policy.

b. For Authentication Scheme, select LDAPWemScheme, the authentication scheme
previously created.

c. Click the Responses tab.
d. Select the Identity Assertion checkbox.

When an Authentication policy is satisfied, it can create responses. The
responses are required by the WebCenter Sites HTTP filter to recognize LDAP
attributes and provide information about the authenticated user. In the
following steps, you will create these responses.

e. Click the Add (+) icon.

f. For Name, enter FATGATE_POLICY
9. For Type, select Header
h. For Value, enter protected.

Click the Add (+) icon.
j- For Name, enter FATGATE_EMATL.
k. For Type, select Header
. For Value, enter $user.attr.mail
m. Click Apply.
6. Create resource definitions for the WebCenter Sites application domain.
a. Open Resources
For OAM 11.1.1.x.0, double-click Resources.
For OAM 11.1.2.1.0, click the Resources tab.

This panel will display only the resources that match the search criteria. Each
time a new resource is added, the Search button must be clicked for the
resource to appear in the Search Results list.
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Figure 23-6 Resources - New Resource

WebCentersites Resources [§ New Resource
~|Search
Resourea Type | HTTR [=] Query String
Host [dertifier Authenticaticn Policy [=]
Resource LRL Authorization Plicy [=]
Semrch | Reset
Search Results
Acticns - View - 7 K i Detach
|Resource Typ= |Host Identifier Resource LIRL |Query String | suthentication Paicy |Autherization Palicy
o data 1o dispay.
b. Click New Resource to open the Create Resource panel.

For Resource Type, select HTTP

a o

For Host Identifier, select WiCSites, the host identifier configured in step 3.
e. Enter a Resource URL.

f. Select a Protection Level.

If selecting Excluded, skip steps g and h.

g. For Authentication Policy, if selecting Protected in step f, select Protected
Resource Policy

h. For Authorization Policy, if selecting Protected in step f, select Protected
Resource Policy

i. Click Apply.

Figure 23-7 Resources

{‘:}} Resources

* Type iHTTP |
Description
* Host Identifier WCSites [=]

* Resource URL  fservietfwem/fatwire/. .. /=
Query String
* Protection Level Protected El
Authentication Policy  Protected Resource Policy El
Authorization Policy  Protected Resource Policy El

j. Repeat steps b through i using the list of resources in Table 23-1.

Note: Any resources with a policy are Protected. The remaining resources
are Excluded.

Integrating Oracle Access Manager with Oracle WebCenter Sites 23-17



Integrating OAM with Oracle WebCenter Sites

Table 23-1 Resources

Resource URL Protection Level Authentication Authorization
/index.html Excluded NA NA
/oamlogin/oamsso/../* Excluded NA NA
/<sites_context_root> Excluded NA NA

(OAM 11.1.1.x.0 only)

/<sites_context_root>/../* Excluded NA NA

(OAM 11.1.1.x.0 only)

/<sites_context_root>/** Excluded NA NA
(OAM 11.1.2.1.0 only)

/ Protected Protected Protected
(OAM 11.1.1.x.0 only)
[l * Protected Protected Protected
(OAM 11.1.1.x.0 only)
/** Protected Protected Protected

(OAM 11.1.2.1.0 only)

/oamlogin/test Protected Protected Protected

/<sites_context_ Protected Protected Protected
root>/wem/fatwire/../*

/<sites_context_ Protected Protected Protected
root>/faces/jspx/../*

/<sites_context_root>/Satellite/../* Protected Protected Protected

/<sites_context_ Protected Protected Protected
root>/ContentServer/../*

/<sites_context_ Protected Protected Protected
root>/Xcelerate/LoginPage.html

k. After all resources are added, compare the list of defined resources with
Table 23-1 to ensure all policies are properly defined. Make sure all trailing
/../ contain three periods. Make sure each Resource URL is entered in the
exact case. The WebCenter Sites application will not work properly if these
policies are not entered correctly.

7. Modify the mod_wl_ohs.conf OHS plugin configuration file:

Note: Make sure the OHS server is shutdown.

export ORACLE_INSTANCE=<ohs_oracle_home>

For example:

export ORACLE_INSTANCE=/ull/software/Apps/OraMiddleware/Oracle_WT1
<ohs_oracle_home>/bin/opmnctl stopproc ias-component=ohsl

This file is located in the WebGate instance directory.

For example:
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/u0l/software/Apps/OraMiddleware/Oracle_
WT1/instances/instancel/config/0OHS/ohsl/mod_wl_ohs.conf

Consider this template for modification:

# NOTE : This is a template to configure mod_weblogic.

LoadModule weblogic_module "${ORACLE_HOME} /ohs/modules/mod_wl_ohs.so"

# This empty block is needed to save mod_wl related configuration from EM to

# this file when changes are made at the Base Virtual Host Level
<IfModule weblogic_module>

# WebLogicHost <WEBLOGIC_HOST>
# WebLogicPort <WEBLOGIC_PORT>
# Debug ON

# WLLogFile /tmp/weblogic.log
# MatchExpression *.jsp
</IfModule>

<IfModule weblogic_module>
<Location /oamlogin>
SetHandler weblogic-handler
WebLogicHost {oamlogin_server_host}
WebLogicPort {oamlogin_port}
</Location>
</IfModule>

<IfModule weblogic_module>
<Location /{sites_context_root}>
SetHandler weblogic-handler
WebLogicHost {sites_server_host}
WebLogicPort {sites_port}

</Location>
</IfModule>
# <Location /weblogic>
# SetHandler weblogic-handler
# PathTrim /weblogic
# ErrorPage http:/WEBLOGIC_HOME:WEBLOGIC_PORT/
# </Location>

Note: Make sure there is an include statement in the http.conf files
for the mod_wl_ohs.conf file.

For example:

include "/ul0l/software/Apps/OraMiddleware/Oracle_
WT1/instances/instancel/config/OHS/ohsl/mod_wl_ohs.conf"

Copy the WebGate configuration files (ObAccessClient.xml and cwallet.sso) to
the WebGate instance:

cp <oam_domain_home>/output/<webgate_name>/* <webgate_instance_
dir>/webgate/config

For example:

cp /ull/software/Apps/OraMiddleware/user_
projects/domains/OAMDomain/output/WCSitesWebGate/*
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/u0l/software/Apps/OraMiddleware/Oracle_
WT1/instances/instancel/config/OHS/ohsl/webgate/config
9. Start the OHS server:

export ORACLE_INSTANCE=<ohs_oracle_home>

For example:
export ORACLE_INSTANCE=/ull/software/Apps/OraMiddleware/Oracle_WT1
<ohs_oracle_home>/bin/opmnctl startproc ias-component=ohsl

10. Deploy the ocamtoken.war file:

a. Create a directory where the camtoken.war file will be deployed from, and
explode the oamtoken.war file into the directory from the wem directory of the
WebCenter Sites installer.

For example:

mkdir /u0l/software/Apps/OraMiddleware/user_
projects/domains/OAMSitesDomain/applications/oamtoken
cd /ull/software/Apps/OraMiddleware/user_
projects/domains/OAMSitesDomain/applications/oamtoken
jar -xvf /u0l/installation_files/Sites/wem/oamtoken.war

b. Modify the oamtoken.xml file located in the WEB-INF/classes directory of the
exploded oamtoken web application.
For OAM 11.1.1.5.0, set the value of compatibilityMode to 10G.
For OAM 11.1.1.7.0 and 11.1.2.1.0, set the value of compatibilityMode to 11G.

c. Copy the WebGate configuration files (ObAccessClient.xml and cwallet.sso)
created in step 2 to the WEB-INF/oblix/1ib directory of the exploded
oamtoken web application.

Overwrite any existing file.

The WebGate configuration files are located in the <oam_domain_
home>/output/<webgate_name> directory on the system where OAM is
deployed.

For OAM 11.1.1.5.0, skip steps d through f.

d. Copy the jps-config.xml file from the config directory of the exploded
oamtoken web application to <oamtoken_domain_home>/config.

e. Modify the file copied in step d, changing the value of the location parameter
to the path of the directory where the cwallet.sso file is located.

For example:
../applications/oamtoken/WEB-INF/oblix/1lib

f. Modify the weblogic.policy file located in the <weblogic_home>/server/lib
directory on the host where oamtoken will be deployed.

Add the following lines after the beginning commented section of the file,
setting the file value to the path of WEB-INF/1ib/* in the exploded oamtoken
web application:

// grant permission for oamtoken
grant codebase "file:<path_to_exploded_ oamtoken_app>/WEB-INF/lib/*" {
permission
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oracle.security.jps.service.credstore.CredentialAccessPermission
"context=SYSTEM, mapName=0AMAgent , keyName=*", "read";
}i

Deploy the exploded oamtoken web application.

Note: On WebLogic, make the deployment accessible from the
current location.

The servlet contained in the oamtoken web application may be called
with visible username and password credentials. It is recommended to
deploy the application as a secured web application user SSL.

11. Deploy the camlogin.war file. This web application contains the WebCenter Sites
challenge page.

Note: This step is optional and can be skipped if using the default
OAM login form or another custom login form

Create a directory where the oamlogin.war file will be deployed from, and
explode the oamlogin.war file into the directory from the wem directory of the
WebCenter Sites installer.

For example:

mkdir /ul0l/software/Apps/OraMiddleware/user_
projects/domains/OAMSitesDomain/applications/oamlogin
cd /ull/software/Apps/OraMiddleware/user_
projects/domains/0OAMSitesDomain/applications/ocamlogin
jar -xvf /u0l/installation_files/Sites/wem/ocamlogin.war

Create a file named wemsites_settings.properties in the WEB-INF/classes
directory of the exploded oamlogin web application, using the code below.
Replace the variables with the correct values for your environment:

oamredirect=http://<oam_server_host>:<oam_port>/oam/server/auth_cred_submit
oamlogout=http://<ocam_server_host>:<oam_port>/oam/server/logout
forgotpassword=<email_account>@<email_domain>

If the oamredirect property is not configured correctly, the username and
password will fail to authenticate.

Deploy the exploded oamlogin web application. On WebLogic, make the
deployment accessible from the current location.

12. Modify the SSOConfig.xml file of the WebCenter Sites deployment. This file
controls which authentication classes are loaded and the properties that are
required by those classes.

1.
2

Shutdown the Sites server.

Back up the SSoconfig.xml file, located in the WEB-INF/classes directory of
the deployed WebCenter Sites application.

For example:

/u0l/software/Apps/OraMiddleware/user_
projects/domains/OAMSitesDomain/applications/Sites/WEB-INF/classes/SSOConfi
g.xml
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Modify SSoConfig.xml to look like the following:

Note: In the file below, you will set the following properties: serviceUrl,
ticketUrl, signoutURL, dbUsername, dbPassword, and trustConfigured.

The signoutUrl property specifies the URL to be used when invoking
WebCenter Sites logout. It includes the encoded URL where the browser
will return after all logout processing has been completed by OAM.

For Sites management, use the following value for end_url:

http%3A%2F%2F{ohs_server_host}%3A{ohs_port}%2F{sites_context_
root}%$2Fwem%2Ffatwire%2Fwem%2Fielcome

For Sites delivery, use the following value for end_url:

http%3A%2F%2F{ohs_server_host}%3A{ohs_port}%2F{sites_context_
root}%$2FXcelerate%$2FLoginPage.html

For the dbUsername and dbPassword properties, you can enter the
credentials of the WebCenter Sites general administrator (by default,
fwadmin / xceladmin). The values for these properties will be encrypted on
startup of the WebCenter Sites application.

If a trust relationship is established between the WebLogic Server and the
OHS WebGate, you can set the ssofilter bean's trustConfigured
property to true to eliminate the requirement for an OAM Identity
Assertion with every request.

<?xml version="1.0" encoding="UTF-8"?>
<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="
http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-2.5.xsd
http://www.springframework.org/schema/context
http://www.springframework.org/schema/context/spring-context-2.5.xsd">

<!-- Single Sign On provider -->
<bean id="ssoprovider" class="com.fatwire.wem.sso.oam.OAMProvider">
<property name="config" ref="ssoconfig" />
</bean>
<!-- OAM IdentityResolver bean -->
<bean id="oamIdentity"
class="com. fatwire.auth.identity.LocalUsernameResolver" />

<!-- Single Sign On filter -->
<bean id="ssofilter" class="com.fatwire.wem.sso.oam.filter.OAMFilter">
<property name="config" ref="ssoconfig" />
<property name="provider" ref="ssoprovider" />
<property name="identityResolver" ref="oamIdentity" />
<property name="trustConfigured" value="false" />

</bean>

<!-- Single Sign On listener -->

<bean id="ssolistener" class="com.fatwire.wem.sso.oam.listener.OAMListener">
</bean>
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<!-- Single Sign On configuration -->
<bean id="ssoconfig" class="com.fatwire.wem.sso.oam.conf.0OAMConfig">
<!-- URL prefix for REST service endpoint -->

<property name="serviceUrl" value="http://{ohs_server_host}:{ohs_
port}/{sites_context_root}/REST" />

<!-- URL prefix for Token Service servlet -->

<property name="ticketUrl" value="http://{oamtoken_server_host}: {oamtoken_
port}/oamtoken" />

<!-- URL to be called when WEM logout is required. -->

<property name="signoutUrl" value="http://{oam_server_host}: {oam_
port}/oam/server/logout?end_url={end_url}" />

<!-- Do not proxy tickets, tt's the last server in the call chain -->
<property name="proxyTickets" value="false" />
<!-- Database Credentials needed by user lookup in OAMFilter -->

<property name="dbUsername" value="{sites_admin_user} " />
<property name="dbPassword" value="{sites_admin_password}" />

<!-- Your application protected resources (relative to applicationUrl) -->
<property name="protectedMappingIncludes">
<list>

<value>wem/fatwire/**</value>

<value>/faces/jspx/**</value>
<va1ue>/ContentServer?[pagename:OpenMarket/Xcelerate/UIFramework/LoginPage|Open
Market/Xcelerate/UIFramework/ShowMainFrames|fatwire/getAllUserGroups|fatwire/ge
tAllSecurityConfigs|rest/asset, #]1</value>

<value>Satellite? [pagename=fatwire/insitetemplating/request|OpenMarket/Xcelerat
e/ControlPanel /Request |OpenMarket/Xcelerate/ControlPanel/EditPanel | fatwire/wem/
ui/Ping|fatwire/wem/sso/validateMultiticket |OpenMarket/Xcelerate/UIFramework/Sh
owPreviewFrames, #]</value>

<value>Xcelerate/LoginPage.html</value>
</list>
</property>
<property name="protectedMappingStatelessIncludes">
<list>
<value>/REST/**</value>
</list>
</property>
<!-- Your application protected resources excludes (relative to
applicationUrl) -->
<property name="protectedMappingExcludes">
<list>
<value>/wem/fatwire/wem/ui/SysLocStrSve</value>
</list>
</property>
</bean>

</beans>

13. Configuration is now complete and OAM will authenticate users of the WebCenter
Sites content management and development installations.

You may now start the remaining servers.

14. This step is optional and can be performed only if you have deployed the
oamlogin.war file.

a. Enter the following URL on any browser:

http(s) ://<ohs_server_host>:<ohs_port>/oamlogin/test
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If the system is operating properly you should see the WebCenter Sites
challenge form (Figure 23-8).

Figure 23-8 Access Manager Secure User Login Form

ORACLE" WebCenter Sites Version: 11gR1

Access Manager Secure User Login

Username  fyadmin

ORACLE

Password

Forgot password?
Login

¥ Rermember me

b. Enter the user name and password and then click Login. Remember that the
password is defined in LDAP and not the WebCenter Sites database.

c. When the system is working properly a test page will appear that displays all
the information provided by the WebGate. This includes the Responses
specified in the policies you have created. Refresh this page and it will
redisplay updated information.

d. Click Logoff on the test form. The standard OAM logoff acknowledgement
form opens.

e. Re-enter the URL to display the custom challenge form.

Carefully review the configuration to ensure the expected results.

23.3.3 Allowing Anonymous Access to External Users

An anonymous user is required to provide access to external users to view pages
stored on a management system. For example, to access a development site located on
an OAM-integrated management server for testing purposes.

1. Add a user called Anonymous to the WebCenter Sites SystemUsers table.

2. Modify OAM authentication policy to remove /<context>/Satellite/* resource
from that policy.

3. Recycle Oracle Http Server (OHS) to apply this change.

4. Inthe /cs/WEB-INF/classes folder, modify the satellite.properties file to set
port= and host= to OHS location. This is necessary as the default localhost:80
causes errors.
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23.4 Integrating OAM with Oracle WebCenter Sites: Satellite Server

Configuring a Satellite Server for Oracle Access Manager integration is a simpler
procedure than for WebCenter Sites. The procedure outlined in this section is specific
to configuring a single Satellite Server, but the process is the same for additional
Satellite Servers.

This section includes the following topics:

Section 23.4.1, "Before You Start"

Section 23.4.2, "Integration Steps"

23.4.1 Before You Start

Ensure the following actions are complete before integrating Satellite Server:

Oracle Access Manager is installed and running.
WebCenter Sites has been successfully integrated with OAM.

Satellite Server is installed.

23.4.2 Integration Steps

In these steps, you will modify the SS0Config.xml file of the WebCenter Sites
SatelliteServer deployment. This file controls which authentication classes are loaded
and the various properties that are required by those classes.

1.
2.

Shut down the server where SatelliteServer is deployed.

Back up the SSoConfig.xml file, located in the deployed WEB-INF/classes
directory of the deployed WebCenter Sites SatelliteServer application.

For example:

/ull/software/Apps/OraMiddleware/user_projects/domains/OAMSitesDomain
/applications/SatelliteServer/WEB-INF/classes/SSOConfig.xml

Modify SSoConfig.xml to look like the file shown below.

Note: In the file below, you will set the following properties: serviceUrl,
ticketUrl, and signoutURL.

The signoutUrl property specifies the URL to be used when invoking
WebCenter Sites logout. It includes the encoded URL where the browser
will return after all logout processing has been completed by OAM.

If a trust relationship is established between the WebLogic Server and the
OHS WebGate, you can set the ssofilter bean's trustConfigured property
to true to eliminate the requirement for an OAM Identity Assertion with
every request.

<?xml version="1.0" encoding="UTF-8"?>

<beans xmlns="http://www.springframework.org/schema/beans"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:context="http://www.springframework.org/schema/context"
xsi:schemalocation="http://www.springframework.org/schema/beans

http://www.springframework.org/schema/beans/spring-beans-2.5.xsd

http://www.springframework.org/schema/context
http://www.springframework.org/schema/context/spring-context-2.5.xsd">
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<!-- Single Sign On provider -->
<bean id="ssoprovider" class="com.fatwire.wem.sso.oam.0AMProvider">
<property name="config" ref="ssoconfig" />

</bean>

<!-- OAM IdentityResolver bean -->
<bean id="oamIdentity"
class="com. fatwire.auth.identity.RemoteUsernameResolver id="oamIdentity">
<property="csServerUrl" value="http://<sites_server_host>:<sites_
port>/<sites_context_root>/custom/customCsResolver.jsp
</bean>

<!-- Single Sign On filter -->
<bean id="ssofilter" class="com.fatwire.wem.sso.oam.filter.OAMFilter">
<property name="config" ref="ssoconfig" />
<property name="provider" ref="ssoprovider" />
<property name="identityResolver" ref="oamIdentity" />
<property name="trustConfigured" value="false" />

</bean>
<!-- Single Sign On listener -->
<bean id="ssolistener" class="com.fatwire.wem.sso.oam.listener.OAMListener">
</bean>
<!-- Single Sign On configuration -->
<bean id="ssoconfig" class="com.fatwire.wem.sso.oam.conf.0AMConfig">
<!-- URL prefix for REST service endpoint -->

<property name="serviceUrl" value="http://{ohs_server_host}:{ohs_
port}/{sites_context_root}/REST" />

<!-- URL prefix for Token Service servlet -->

<property name="ticketUrl" value="http://{oamtoken_server_host}: {oamtoken_
port}/oamtoken" />

<!-- URL to be called when WEM logout is required. -->

<property name="signoutUrl" value="http://{oam_server_host}: {oam_
port}/oam/server/logout?end_url=http%3A%2F%2F{ohs_server_host}%3A{ohs_
port}%2F{sites_context_root}%2Fwem$2Ffatwire%2Fwem%2FWelcome" />

<!-- Proxy tickets, tt's the last server in the call chain -->
<property name="proxyTickets" value="true" />
<!-- Your application protected resources (relative to applicationUrl) -->
<property name="protectedMappingIncludes">
<list>
</list>
</property>
<property name="protectedMappingStatelessIncludes">
<list>
<value>/REST/**</value>
</list>
</property>
<!-- Your application protected resources excludes (relative to
applicationUrl) -->
<property name="protectedMappingExcludes">
<list>
</list>
</property>
</bean>
</beans>
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Ensure that the proxyTickets parameter is set to true. This is required so that
Satellite Server will pass authenticated tickets allocated by REST client programs
to WebCenter Sites.

The location of the REST endpoint (defined by the serviceUrl property) depends
on the location of the Satellite Server. When located inside the firewall, it can refer
directly to the WebCenter Sites to achieve the highest performance without
compromising security. When the Satellite Server is located elsewhere, or exposed
directly to the Internet, the endpoint must direct all requests through the OHS to
secure and protect WebCenter Sites.

An advanced configuration using OHS in front of Satellite Server is an alternative
way of securing the WebCenter Sites configurations. This configuration would
access the WebCenter Sites.
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Enabling Community-Gadgets to
Communicate with OAM-Integrated
WebCenter Sites

Oracle WebCenter Sites can be integrated with Oracle Access Manager (OAM) instead
of CAS to make use of its authentication and single sign-on services. If
Community-Gadgets is also installed, it must be enabled to communicate with
WebCenter Sites through its OAM, as described in this chapter.

This chapter contains the following sections:

Section 24.1, "Before You Start"

Section 24.2, "Enabling Communication with the OAM-Integrated Management
WebCenter Sites"

Section 24.3, "Enabling Communication with the OAM-Integrated Production
WebCenter Sites"

Section 24.4, "Next Step"

24.1 Before You Start

Before configuring support for communications between Community-Gadgets and
OAM-integrated WebCenter Sites, ensure the following:

WebCenter Sites management and production installations are fully functional.
Also, WebCenter Sites is (or will be) successfully integrated with OAM.

The Community-Gadgets war/ear files have been generated, as described in the
Oracle Fusion Middleware WebCenter Sites Installation Guide.

If the above conditions hold, complete the steps in this chapter as follows:

If the management WebCenter Sites is OAM-integrated, complete the steps in
Section 24.2, "Enabling Communication with the OAM-Integrated Management
WebCenter Sites." Follow up with Section 24.4, "Next Step."

If the production WebCenter Sites is OAM-integrated, complete the steps in
Section 24.3, "Enabling Communication with the OAM-Integrated Production
WebCenter Sites." Follow up with Section 24.4, "Next Step."

If the management and production WebCenter Sites systems are OAM-integrated,
complete the steps in Section 24.2, "Enabling Communication with the
OAM-Integrated Management WebCenter Sites" and

Section 24.3, "Enabling Communication with the OAM-Integrated Production
WebCenter Sites." Follow up with Section 24.4, "Next Step."
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24.2 Enabling Communication with the OAM-Integrated Management
WebCenter Sites

If your management WebCenter Sites is integrated with OAM, complete the steps in
this section. This section contains the following topics:

»  Section 24.2.1, "Updating the Management OAM-WebCenter Sites Configuration
to Support Community-Gadgets"

= Section 24.2.2, "Configuring Community-Gadgets to Use the OAM-Integrated
Management WebCenter Sites"

24.2.1 Updating the Management OAM-WebCenter Sites Configuration to Support
Community-Gadgets

In this step, you will first add management Community-Gadgets resource definitions
to the OAM configuration for the WebCenter Sites management application, and then
register the WebLogic managed server (where management Community-Gadgets is
deployed) with Oracle HTTP Server.

This section contains the following topics:

= Section 24.2.1.1, "Adding the Management Community-Gadgets Resource
Definitions to the OAM-WebCenter Sites Configuration"

= Section 24.2.1.2, "Enabling Identity Assertion for the Authorization Policy"

= Section 24.2.1.3, "Registering the WebLogic Managed Server for the Management
Community-Gadgets with Oracle HTTP Server"

= Section 24.2.1.4, "Increasing Maximum Number of Sessions"

24.2.1.1 Adding the Management Community-Gadgets Resource Definitions to the
OAM-WebCenter Sites Configuration

Add the management Community-Gadgets resource definitions listed in Table 24-1 to
OAM for the WebCenter Sites application domain. For information about how to add

resource definitions to OAM, see Section 23.3.2, "Integration Steps."

Note: In the resource definitions (Table 24-1):

= Replace <sites-context> with the context root of the WebCenter
Sites web application running on the management system.

»  Replace <cg-context> with the context root of the
Community-Gadgets application running on the management
system.

= Replace <shindig-context> with the context root of the Shindig
application running on the management system.

Table 24-1 Management Community-Gadgets Resource Definitions

Resource Definition Protection Level Authentication Authorization
/<sites-context>/custom/customCsResolver.jsp Unprotected Public All Allowed
/<cg-context>/rest/sites/.../* Unprotected Public All Allowed
/<cg-context>/rest/.../* Protected Browser All Allowed
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Table 24-1 (Cont.) Management Community-Gadgets Resource Definitions

Resource Definition Protection Level Authentication Authorization
/<cg-context>/sso/.../* Protected Browser All Allowed
/<cg-context>/wsdk/.../* Protected Browser All Allowed
/<cg-context>/cachetool/.../* Protected Browser All Allowed
/<cg-context>/admin/registered/.../* Protected Browser All Allowed
/<cg-context>/admin-gadgets/.../* Protected Browser All Allowed
/<cg-context>/wsdk/widget/.../* Excluded

/<cg-context>/wsdk/skin/.../* Excluded

/<cg-context>/incache/.../* Excluded

/<cg-context>/rest/cache/.../* Excluded

/<cg-context>/styles/.../* Excluded

/<cg-context>/images/.../* Excluded

/<cg-context>/wemresources/.../* Excluded

/<cg-context>/admin-gadgets/images/.../* Excluded

/<cg-context>/admin-gadgets/js/.../* Excluded

/<cg-context>/admin-gadgets/styles/.../* Excluded

/<shindig-context>/.../* Excluded

24.2.1.2 Enabling Identity Assertion for the Authorization Policy

Configure Identity Assertion as follows for the authorization policy that is used for the
WebCenter Sites application domain:

s If a trusted environment is not configured between Oracle WebLogic Server and
Oracle HTP Server, select the Identity Assertion check box (shown in Figure 24-1).

Figure 24-1 Authorization Policy: Identity Assertion

Authorization Policy

*Name | All Resources are Authorized Failure URL
Description | This policy allows all resources to be fully authorized Use Implied Constraints
without constraints Identity Assertion

Success URL

» If a trusted environment is configured between Oracle WebLogic Server and
Oracle HTP Server, leave the Identity Assertion check box deselected.

For information about establishing trust between Oracle WebLogic Server and other
entities, see the Oracle Fusion Middleware Application Security Guide.

24.2.1.3 Registering the WebLogic Managed Server for the Management
Community-Gadgets with Oracle HTTP Server

This step enables Oracle HTTP Server to forward requests to the WebLogic Server
managed server instance for the management Community-Gadgets web application.
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To register the WebLogic managed server on which the management
Community-Gadgets is deployed:

1. Using a text editor, update the mod_wl_ohs.conf configuration file that was used
during the OAM-WebCenter Sites integration, as follows:

a. Locate the mod_wl_ohs.conf file for the Oracle HTTP Server instance, for
example:

/u0l/software/Apps/OraMiddleware/asinst_1/config/OHS/ohsl/mod_wl_ohs.conf

b. Add the following block of code to the mod_wl_ohs. conf file:

<IfModule weblogic_module>
<location /{management-community-gadgets-context-root}>
SetHandler weblogic-handler
WebLogicHost {hostname\IP of WebLogic server where management
Community-Gadgets is deployed}
WebLogicPort {port of WebLogic server where management
Community-Gadgets is deployed}
</location>
</IfModule>

<IfModule weblogic_module>
<location /{management-shindig-context-root}>
SetHandler weblogic-handler
WebLogicHost {hostname|IP of WebLogic server where management
Shindig is deployed}
WebLogicPort {port of WebLogic server where management Shindig is
deployed}
</location>
</IfModule>

c. Save the file.
2. Restart Oracle HTTP Server.

24.2.1.4 Increasing Maximum Number of Sessions

To increase the maximum number of sessions:
1. Log in to the OAM console.
2. Under System Configuration, click Common Settings.

3. For the Maximum Number of Sessions per User parameter, click the Up arrow to
increase the number to 100 (Figure 24-2).
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Figure 24-2 Maximum Number of Sessions Per User
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24.2.2 Configuring Community-Gadgets to Use the OAM-Integrated Management
WebCenter Sites

In this step, you will modify the Community-Gadgets configuration to use the
management WebCenter Sites application that is integrated with OAM.

Note: Steps in this section must be completed only on the
management Community-Gadgets instance.

This section contains the following topics:
= Section 24.2.2.1, "Configuring wem_sso_config.xml"

= Section 24.2.2.2, "Adding the Oracle HTTP Server Address to Property Files"

24.2.2.1 Configuring wem_sso_config.xml

Community-Gadgets comes with the following SSO files: wem_sso_config.xml and
oam_wem_sso_config_sample.xml. By default, Community-Gadgets uses the wem_sso_
config.xml file to communicate with WebCenter Sites. Because the default file is set
up to support communications with WebCenter Sites through CAS, you will use the
oam_wem_sso_config_sample.xml file to create the wem_sso_config.xml file to support
communications through the OAM that is integrated with WebCenter Sites. The files
contain the following information:

s The oam_wem_sso_config_sample.xml file includes all the required configurations
except those specific to environment credentials. Tokens are used in place of
environment credentials.

s Thewem_sso_config.xml file includes all the required WEM SSO and CAS
configurations for Community-Gadgets.

To create and configure the wem_sso_config.xml file:

1. Go tothe <cg_install_dir>/deploy/management/management_nodel directory, or
the directory that was created for your management Community-Gadgets during
its installation. For information, see the section "Copying Installer-Generated
Configuration Files" of the Oracle Fusion Middleware WebCenter Sites Installation
Guide.
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Back up the wem_sso_config.xml file by saving it as wem_sso_config.xml.bak.
Rename the oam_wem_sso_config sample.xml file to wem_sso_config.xml.

In the new wem_sso_config.xml file, do the following:

Replace the tokens, which are listed in Table 24-2, with the actual values for
OAM.

Table 24-2 Tokens to Be Replaced in wem_sso_config.xml

Token Description Example

{ohs_host} Host of Oracle HTTP Server used for proxying ohs.example.com
requests to WebCenter Sites

{ohs_port} Port of Oracle HTTP Server used for proxying 7777

requests to WebCenter Sites

{sites_context_root}

Context root of the WebCenter Sites application servlet

{wl_oamtoken_host}

Host of the WebLogic managed server on which the = oamtoken.example.com
oamtoken application is deployed

{wl_oamtoken_port}

Port of the WebLogic managed server on which the 8003
oamtoken application is deployed

{wl_oamserver_host}

Host of the WebLogic managed server on which the  oam.example.com
OAM application is deployed

{wl_oamserver_port}

Port of the WebLogic managed server on which the 14100
OAM application is deployed

{username} User name with authority to read the WebCenter Sites fwadmin
SystemUser table
{password} Above user's password xceladmin

Note: In Community-Gadgets, the wem_sso_config.xmnl file is
configured to work with OAM-integrated WebCenter Sites. This file is
similar (however, not the fully identical) to the SSOConfig.xml file in
WebCenter Sites. Generally, the values of the dbUsername and
dbPassword properties (presented in wem_sso_config.xml file as
{username} and {password} tokens) should be identical in wem_sso_
config.xml and SSOConfig.xml.

If you are configuring a trusted environment between Oracle WebLogic Server
and Oracle HTP Server, turn off the check for OAM_ASSERTION to improve
performance.

To turn off the check for OAM_ASSERTION, locate the ssofilter bean and set the
value of the trustConfigured property to true.

Save the file.

24.2.2.2 Adding the Oracle HTTP Server Address to Property Files

Completing this section is required only when WebCenter Sites is integrated with
OAM after Community-Gadgets is installed. Property files are located in the <cg_
install_dir>/deploy/management/management_nodel directory or in the directory
that was created for your management Community-Gadgets during its installation.
For information, see the section "Copying Installer-Generated Configuration Files" of
the Oracle Fusion Middleware WebCenter Sites Installation Guide.
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1. Update the setup_cs.properties file by updating the value of the
widgets.cs.management.attrs.urls parameters to use {ohs_host) and {ohs_
port}.

For example:

widgets.cs.management.attrs.urls=http://{ohs_host}:{ohs_port}

2. Update the setup_cos.properties file as follows:

s Update the widgets.cos.management.attrs.url parameter to use {ohs_host}
and {ohs_port}

For example:
widgets.cos.management.attrs.url=http://{ohs_host}:{ohs_port}
u Update the widgets.gadgets.opensocial .management.attrs.url parameter
to use {ohs_host} and {ohs_port}.
For example:

widgets.gadgets.opensocial .management.attrs.url=http://{ohs_host}: {ohs_
port}

24.3 Enabling Communication with the OAM-Integrated Production
WebCenter Sites

If your production WebCenter Sites is integrated with OAM, complete the steps in this
section. This section contains the following topics:

= Section 24.3.1, "Updating the Production OAM-WebCenter Sites Configuration to
Support Community-Gadgets"

»  Section 24.3.2, "Configuring Community-Gadgets to Use OAM-Integrated
Production WebCenter Sites"

24.3.1 Updating the Production OAM-WehCenter Sites Configuration to Support
Community-Gadgets

This section contains the following topics:

= Section 24.3.1.1, "Adding Production Community-Gadgets Resource Definitions to
the OAM-WebCenter Sites Configuration”

= Section 24.3.1.2, "Enabling Identity Assertion for the Authorization Policy"

= Section 24.3.1.3, "Registering the WebLogic Managed Server for the Production
Community-Gadgets Application with Oracle HTTP Server"

24.3.1.1 Adding Production Community-Gadgets Resource Definitions to the
OAM-WebCenter Sites Configuration

Add production Community-Gadgets resource definitions listed in Table 24-3 to OAM
for the production WebCenter Sites application domain. For information about how to
add resource definitions to OAM, see Section 23.3.2, "Integration Steps."

Enabling Community-Gadgets to Communicate with OAM-Integrated WebCenter Sites 24-7



Enabling Communication with the OAM-Integrated Production WebCenter Sites

Note: In the resource definitions (Table 24-3):

= Replace <sites-context> with the context root of the WebCenter
Sites web application running on the production system.

= Replace <cg-context> with the context root of the
Community-Gadgets application running on the production
system.

Table 24-3 Production Community-Gadgets Resource Definitions

Resource Definition Protection Level Authentication Authorization
/<sites-context>/custom/customCsResolver.jsp Unprotected Public All Allowed
/<cg-context>/cachetool/.../* Protected Browser All Allowed

24.3.1.2 Enabling Identity Assertion for the Authorization Policy

Configure Identity Assertion as follows for the authorization policy that is used for the
WebCenter Sites application domain:

»  If a trusted environment is not configured between Oracle WebLogic Server and
Oracle HTP Server, select the Identity Assertion check box (shown in Figure 24-3).

Figure 24-3 Authorization Policy: Identity Assertion

Authorization Policy

*Name | All Resources are Authorized Failure URL
Description | This policy allows all resources to be fully authorized Use Implied Constraints [V
without constraints Identity Assertion [¥

Success URL

= If a trusted environment is configured between Oracle WebLogic Server and
Oracle HTP Server, leave the Identity Assertion check box deselected.

For information about establishing trust between Oracle WebLogic Server and other
entities, see the Oracle Fusion Middleware Application Security Guide.

24.3.1.3 Registering the WebLogic Managed Server for the Production
Community-Gadgets Application with Oracle HTTP Server

This step enables Oracle HTTP Server to forward requests to the WebLogic Server
managed server instance for the production Community-Gadgets web application.

To register the WebLogic managed server on which production
Community-Gadgets is deployed

1. Using a text editor, update the mod_wl_ohs.conf configuration file that was used
during the OAM-WebCenter Sites content management application integration as
follows:

a. Locate the mod_wl_ohs.conf file for the Oracle HTTP Server instance, for
example:

/u0l/software/Apps/OraMiddleware/asinst_1/config/OHS/ohsl/mod_wl_ohs.conf
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b. Add the following block of code to the mod_wl_ohs. conf file:

<IfModule weblogic_module>
<location /{production-community-gadgets-context-root}>
SetHandler weblogic-handler
WebLogicHost {hostname\IP of WebLogic server where production
Community-Gadgets is deployed}
WebLogicPort {port of WebLogic server where production
Community-Gadgets is deployed}
</location>
</IfModule>

c. Save the file.
2. Restart Oracle HTTP Server.

24.3.2 Configuring Community-Gadgets to Use OAM-Integrated Production WebCenter
Sites

This section describes how to modify the Community-Gadgets configuration to use
the production WebCenter Sites application which is integrated with OAM.

Note: Steps in this section must be completed only on the production
Community-Gadgets instance if there is no additional note.

This section includes the following topics:
= Section 24.3.2.1, "Configuring wem_sso_config.xml"

= Section 24.3.2.2, "Adding the Oracle HTTP Server Address to Property Files"

24.3.2.1 Configuring wem_sso_config.xml

Community-Gadgets comes packaged with the wem_sso_config.xml and oam_wem_
sso_config_sample.xnl files. By default, Community-Gadgets uses the wem_sso_
config.xml file to communicate with WebCenter Sites. The default file is configured to
support communications with WebCenter Sites through CAS. To support
communications through OAM integrated with WebCenter Sites, you will create the
wem_sso_config.xml file from the oam_wem_sso_config_sample.xml file. The files
contain the following information:

s The oam_wem_sso_config_sample.xml file includes all the required configurations
except those specific to environment credentials. Tokens are used in place of
environment credentials.

s Thewem_sso_config.xml file includes all the required WEM SSO and CAS
configurations for Community-Gadgets.

To create and configure the wem_sso_config.xml file:

1. Go to the <cg_install_dir>/deploy/production/production_nodel directory, or
the directory that was created for your production Community-Gadgets during its
installation. For information, see the section "Copying Installer-Generated
Configuration Files" of the Oracle Fusion Middleware WebCenter Sites Installation
Guide.

2. Back up the wem_sso_config.xml file by saving it as wem_sso_config.xml.bak.

3. Rename the oam_wem_sso_config_sample.xml file to wem_sso_config.xml.
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4. In the new wem_sso_config.xml file, do the following:

a. Replace the tokens, which are listed in Table 24—4, with actual values for

OAM.

Table 24-4 Tokens to Be Replaced in wem_sso_config.xml

application

Token Description Example
{ohs_host} Host of Oracle HTTP Server used for ohs.example.com
proxying requests to WebCenter Sites
{ohs_port} Port of Oracle HTTP Server used for 9999
proxying requests to WebCenter Sites
{sites_context_root} | Context root of the WebCenter Sites servlet

{wl_oamtoken_host}

Host of the WebLogic managed server
on which the oamtoken application is
deployed

oamtoken.example.com

{wl_oamtoken_port}

Port of the WebLogic managed server on
which the oamtoken application is
deployed

8005

{wl_oamserver_host}

Host of the WebLogic managed server
on which the OAM application is
deployed

oam.example.com

{wl_oamserver_port} Port of the WebLogic managed server on | 14100
which the OAM application is deployed
{username} User name with rights to read the fwadmin
WebCenter Sites SystemUser table
{password} Password for the user name FW_pAssworD
Note: In Community-Gadgets, the wem_sso_config.xmnl file is

configured to work with OAM-integrated WebCenter Sites. This file is
similar (however, not the fully identical) to the SSOConfig.xml file in
WebCenter Sites. Generally, the values of the dbUsername and
dbPassword properties (presented in wem_sso_config.xml file as
{username} and {password} tokens) should be identical in wem_sso_
config.xml and SSOConfig.xml.

b. If you are configuring a trusted environment between Oracle WebLogic Server
and Oracle HTP Server, turn off the check for OAM_ASSERTION to improve
performance. To turn off the check for OAM_ASSERTION, locate the ssofilter
bean and set the value of the trustConfigured property to true.

c. Save the file.

24.3.2.2 Adding the Oracle HTTP Server Address to Property Files

Perform the procedure described in this section only when WebCenter Sites is
integrated with OAM after Community-Gadgets is installed. Property files are located
in the <cg_install_dir>/deploy/production/production_nodel directory, or in the
directory that was created for your production Community-Gadgets during its
installation. For information, see the section "Copying Installer-Generated
Configuration Files" of the Oracle Fusion Middleware WebCenter Sites Installation Guide.
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1. Inthe setup_cs.properties file, update the value of the
widgets.cs.production.attrs.urls parameters to use {ohs_host} and {ohs_
port}.

For example:

widgets.cs.production.attrs.urls=http://{ohs_host}:{ohs_port}

Note: Additionally, repeat step 1 for the setup_cs.properties file
located in the <cg_install_dir>/deploy/management /management_
nodel directory or in the directory which was created for your
management Community-Gadgets during its installation. For
information, see the section "Copying Installer-Generated
Configuration Files" of the Oracle Fusion Middleware WebCenter Sites
Installation Guide.

2. Inthe setup_cos.properties file, update the value of the
widgets.cos.production.attrs.url parameter to use {ohs_host} and {ohs_
port}.

For example:

widgets.cos.production.attrs.url=http://{ohs_host}:{ohs_port}

24.4 Next Step

Verify the configurations you have created in this chapter by logging in to the
management WebCenter Sites and ensuring that the Community and Gadgets
interfaces can be displayed. For instructions, see the Oracle Fusion Middleware
WebCenter Sites Installation Guide.
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Integrating Oracle Access Manager with
Oracle WebCenter Sites: Site Capture

If your WebCenter Sites installation is not using the Central Authentication Service
(CAS) web application for authentication and single sign-on, follow the instructions in
this chapter to integrate Oracle Access Manager (OAM) with the WebCenter Sites: Site
Capture application.

This chapter contains the following sections:
m  Section 25.1, "Prerequisites”

= Section 25.2, "Configuring Oracle Access Manager for Integration with Site
Capture"

25.1 Prerequisites

Before integrating Oracle Access Manager (OAM) with the Site Capture application,
ensure that you have integrated OAM with WebCenter Sites. For instructions, see
Chapter 23, "Integrating Oracle Access Manager with Oracle WebCenter Sites."

25.2 Configuring Oracle Access Manager for Integration with Site
Capture

This section contains the following topics:
= Section 25.2.1, "Adding Resources to Oracle Access Manager"

= Section 25.2.2, "Adjusting the root-context.xml File"

25.2.1 Adding Resources to Oracle Access Manager

Create the resource definitions listed in Table 25-1 for the WebCenter Sites application
domain. These definitions are in addition to the resource definitions that were created
during OAM integration with WebCenter Sites.

Table 25-1 Resources

Resource URL Protection Level Authentication Authorization
/<sites-context>/REST/r Unprotected Public All Allowed
oles

/<sites-context>/custom Unprotected Public All Allowed

/customCsResolver. jsp

/resources/.../* Excluded
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25.2.2 Adjusting the root-context.xml File
The Site Capture application ships with the following files:
s  root-context.xml
m oam_root-context.xml

By default, the Site Capture application uses the root-context.xml file. Before
deploying the Site Capture installation, you must adjust the root-context.xml file.

To adjust the root-context.xml file for the Site Capture application

1. Back up the root-context.xml file and then rename the file to
root-context.xml.bak.

2. Rename oam_root-context.xml file to root-context .xml file.

3. Replace the tokens in Table 25-2 in the root-context.xml file (created in step 2):

Table 25-2 Tokens in the root-context.xml file

Token Description Example

{ohs_host} Host of Oracle HTTP Server used for ohs.example.com
proxying requests to WebCenter Sites

{ohs_port} Port of Oracle HTTP Server used for 7777
proxying requests to WebCenter Sites

{sites_context_root}  Context root of WebCenter Sites servlet
application

{wl_oamtoken_host} Host of the WebLogic managed server oamtoken.example.com
where the oamtoken application is
deployed

{wl_oamtoken_port} Port of WebLogic managed server where 8003

the oamtoken application is deployed

{wl_oamserver_host} Host of the WebLogic managed server oam.example.com
where the OAM application is deployed

{wl_oamserver_port} Port of the WebLogic managed server 14100
where the OAM application is deployed

{username} User name with authority to read the fwadmin
WebCenter Sites SystemUser table

{password} Above user's password xceladmin

4. Deploy the Site Capture ROOT . war file. For instructions, see the section "Deploying
Site Capture" in the Oracle Fusion Middleware WebCenter Sites Installation Guide.
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