





8 Managing Report Delivery Servers


This chapter describes report delivery server administration in Oracle Fusion Applications.

This chapter contains the following topics:

	
Section 8.1, "Introduction to Managing Report Delivery Servers"


	
Section 8.2, "Navigating to the Oracle BI Publisher Administration Page"


	
Section 8.3, "Configuring Report Delivery Servers"


	
Section 8.4, "Understanding the Report and Delivery Processors"


	
Section 8.5, "Managing Report Processing and Delivery Server Load"


	
Section 8.6, "Scaling Out Report Processors"


	
Section 8.7, "Diagnosing Report Processing Issues"


	
Section 8.8, "Configuring System Properties for Reporting"






8.1 Introduction to Managing Report Delivery Servers

Oracle Business Intelligence Publisher is the report generation and delivery engine for Oracle Fusion Applications. Oracle BI Publisher receives report requests from Oracle Fusion Applications in the following ways:

	
Through Oracle Enterprise Scheduler


	
Through the Reports and Analytics pane


	
From an application page




Requests submitted through Oracle Enterprise Scheduler are processed by the Oracle BI Publisher scheduler. Requests submitted through the Reports and Analytics pane can be either real-time online requests or scheduled requests. Requests submitted through an application may invoke Oracle Enterprise Scheduler or may return report request results directly back to the application page.

After installing Oracle Fusion Applications, Oracle BI Publisher is configured to accept requests from Oracle Fusion Applications. However, before you can deliver report documents to their destinations you must define the delivery servers in Oracle BI Publisher. Use the Oracle BI Publisher Administration page to define your delivery servers.

Once set up, you can then further configure the number of report processor and delivery threads to best handle your processing and delivery requirements. In addition, you can configure report properties for the system or at the report level to tune performance of your reports. To diagnose report processing issues, BI Publisher provides a set of scheduler diagnostics.






8.2 Navigating to the Oracle BI Publisher Administration Page

Use the Oracle BI Publisher Administration page to:

	
Configure delivery servers


	
Manage report and delivery processors


	
View scheduler diagnostics


	
Set system properties and report runtime configuration properties







	
Note:

You must be assigned the BIAdministrator role to access the BI Publisher Administration page.









To navigate to the Oracle BI Publisher Administration page:

	
From the Oracle Fusion Applications Navigator, under Tools, click Reports and Analytics. In the Reports and Analytics pane, click Catalog to display the Oracle Business Intelligence presentation catalog page. From here, click Administration and then click Manage BI Publisher.

Alternatively, log in to Oracle Business Intelligence directly (example: http://example.com:port/analytics). Click Administration and then click Manage BI Publisher.




Figure 8-1 shows the BI Publisher Administration page:


Figure 8-1 BI Publisher Administration Page

[image: Oracle BI Publisher Administration page]







8.3 Configuring Report Delivery Servers

To configure delivery servers:

	
From the BI Publisher Administration page, click Delivery Configuration.


	
Enter values in the Delivery Configuration Options tab to set general properties for email deliveries and notifications. Figure 8-2 shows the Delivery Configuration Options tab:


Figure 8-2 Delivery Configuration Options Tab

[image: Delivery Configuration page]



For more information about this tab see "Setting Delivery Configuration Options" in the Oracle Fusion Middleware Administrator's Guide for Oracle Business Intelligence Publisher (Oracle Fusion Applications Edition).


	
To configure a delivery server, click the appropriate tab.




The following table lists the report delivery channels supported by Oracle BI Publisher. See the corresponding section in the Oracle Fusion Middleware Administrator's Guide for Oracle Business Intelligence Publisher (Oracle Fusion Applications Edition) for configuration information.


	Delivery Type	Section
	
Printer and Fax

	
Adding a Printer or Fax Server


	
E-mail

	
Adding an E-mail Server


	
WebDAV

	
Adding a WebDAV Server


	
HTTP

	
Adding an HTTP Server


	
FTP

	
Adding an FTP Server








Note that printing is supported through Internet Printing Protocol (IPP). If Oracle BI Publisher is operating in a UNIX environment, you must set up the Common Unix Printing Service (CUPS) and then define your CUPS server to Oracle BI Publisher. For a Windows environment, you must set up Windows Print Server for IPP. For information on setting up CUPS and Windows IPP, see "Setting Up Print Servers" in the Oracle Fusion Middleware Administrator's Guide for Oracle Business Intelligence Publisher (Oracle Fusion Applications Edition).






8.4 Understanding the Report and Delivery Processors

When Oracle Enterprise Scheduler initiates a job, it is picked up by the BI Publisher scheduler queue. The processors perform as follows:

	
Job Processor - listens for requests from the scheduler queue. When the job information is received, the job processor executes the data model (and splits the data for bursting jobs), stores the data in the shared temporary folder, and sends the report metadata to the report queue.


	
Report Processor - listens for requests from the report queue. When the report information is received, the report processor generates the report documents, stores it in the shared temporary folder and puts the delivery information in the delivery queue.


	
Delivery processors - each delivery processor listens to the delivery queue and handles the delivery of reports for its channel. The delivery processors are:

	
Email Processor


	
File Processor


	
FTP Processor


	
Print Processor


	
WebDAV Processor


	
Fax Processor







You can configure the number of threads dedicated to each processor.






8.5 Managing Report Processing and Delivery Server Load

Manage the processors in the BI Publisher Scheduler Configuration page. By default, each processor is enabled and the thread count for each is set to five. For each Managed Server that is running in the BI cluster, a table for that instance's processors will display. Use the table to enable or disable processors for the instance and configure the thread counts.

To configure processor threads:

	
From the BI Publisher Administration page, click Scheduler Configuration.


	
On the Scheduler Configuration page scroll to the Cluster Instances region.

Figure 8-3 shows the Oracle BI Publisher Scheduler Configuration page, highlighting the JMS Configuration and Cluster Instances regions:


Figure 8-3 BI Publisher Scheduler Configuration Page

[image: BI Publisher Scheduler configuration page]



	
Enter the Number Threads value in the processor configuration table.

Note that all processors will automatically be set to use the number of threads defined in the Threads Per Processor value of the JMS Configuration region of the page. Enter a value in the Number Threads column to change the value from this default.









8.6 Scaling Out Report Processors

To add Managed Servers to enable more report and delivery processors to handle your reporting throughput see the "Scaling Out the Oracle Business Intelligence Domain" chapter in the Oracle Fusion Applications Customer Relationship Management Enterprise Deployment Guide.

After performing the scale-out procedure, follow the steps in Section 8.5 to configure the processor threads for each cluster instance.






8.7 Diagnosing Report Processing Issues

The following tools enable you to diagnose report processing and delivery issues:

	
Scheduler Diagnostics page


	
Oracle Enterprise Manager Fusion Applications Control (Fusion Applications Control)






8.7.1 Using the Scheduler Diagnostics Page

The Scheduler Diagnostics page provides the runtime status of the scheduler. It provides status of its JMS configuration, JMS queues, cluster instances, scheduler Database, Toplink, and Oracle Enterprise Scheduler.

To access the Scheduler Diagnostics page:

	
Navigate to the Oracle Business Intelligence Publisher Administration page.


	
In the System Maintenance group, click Scheduler Diagnostics.

The Scheduler Diagnostics page is shown in Figure 8-4:


Figure 8-4 BI Publisher Scheduler Diagnostics Page

[image: Oracle BI Publisher scheduler diagnostics page]



For more information about this page see the "Scheduler Diagnostics" topic in the Oracle Fusion Middleware Administrator's Guide for Oracle Business Intelligence Publisher (Oracle Fusion Applications Edition).









8.7.2 Using Fusion Applications Control

For information on using Fusion Applications Control to diagnose issues with Oracle BI Publisher, see the "Diagnosing and Resolving Issues in BI Publisher" topic in the Oracle Fusion Middleware Administrator's Guide for Oracle Business Intelligence Publisher (Oracle Fusion Applications Edition).








8.8 Configuring System Properties for Reporting

Use the Oracle BI Publisher Runtime Configuration page to set the system-level runtime properties for reports.

To access the Runtime Configuration page:

	
Navigate to the Oracle Business Intelligence Publisher Administration page (see Section 8.2).


	
In the Runtime Configuration group, click Properties.

For more information about this page see the "Defining Runtime Configurations" chapter in the Oracle Fusion Middleware Administrator's Guide for Oracle Business Intelligence Publisher (Oracle Fusion Applications Edition).












9 Managing Search with Oracle Enterprise Crawl and Search Framework


This chapter describes how to manage search using Oracle Enterprise Crawl and Search Framework (ECSF).

This chapter includes the following topics:

	
Section 9.1, "Introduction to Oracle Fusion Applications Search"


	
Section 9.2, "Validating the Environment for ECSF"


	
Section 9.3, "Getting Started with Managing ECSF with Fusion Applications Control"


	
Section 9.4, "Administering Search"


	
Section 9.5, "Performing Advanced Administration Tasks"






9.1 Introduction to Oracle Fusion Applications Search

Knowledge workers can spend up to 24% of their time looking for information. Good search tools help them find this information more quickly. Expectations about the ease of use of search tools are high because searches are so easy to perform on the Internet. Oracle Fusion Applications Search is designed to exceed user expectations.

Oracle Fusion Applications Search is embedded within Oracle Fusion Applications. Any application that connects to multiple data sources or manages a significant amount of unstructured (non-database) information—or both—needs advanced search capabilities so that application users can easily locate and take action on data that is relevant to them. Powered by the Oracle Enterprise Crawl and Search Framework and Oracle Secure Enterprise Search, Oracle Fusion Applications Search not only provides a seamless search experience to the Oracle Fusion Applications end user for getting the right content at the right time, but also enhances the Oracle Fusion Applications developer's experience by providing a metadata-driven, declarative design time and runtime interface to manage enterprise search capabilities.



9.1.1 Oracle Fusion Applications Search Use Case Example

Simone Sterling is a new sales representative at Cobalt Inc. a computer hardware company. She is taking over for Jim Anderson, who just left the company. Simone needs to learn about Jim's interactions with his customers and about how to sell Cobalt's new line of energy-saving displays.

Simone starts by entering "Jim Anderson" in the Oracle Fusion Applications Search box that is available at the top of every Oracle Fusion Applications page. Simone retrieves hundreds of documents pertaining to Jim Anderson and to people named "Jim" or "Anderson". Simone is only interested in documents related to sales or customers, so she de-selects all the search categories except Sales and Customers and then re-runs her search.

Now that Simone is only looking at potentially relevant records, she decides to start exploring the results for specific customers. Simone expands the Customer Account node under the Customer node in the Available Filters tree to display a list of customer accounts. Simone can only view the search results for documents to which she has been granted access. Likewise, she can only view the search categories and filters to which she has access.

Simone clicks "ABC Corporation" to display only the records that involve both Jim Anderson and ABC Corporation. Simone hovers her mouse pointer over result items for Customer Notes and Customer Interactions to see the first 244 characters of each document. She drills down to view details for a note about the new energy-saving displays.

Simone continues to explore her search results. She filters the results by selecting new customers from the Customer Accounts node, views result items in the Search Results window, then drills into Oracle Fusion Applications to view details for interesting items.

Simone finds a particularly useful set of results by searching for the new energy-saving displays, then filtering for recent customer interactions. She decides to save her search so she can monitor customer interactions around the energy-saving displays, so she clicks the Save… button and names her search "Energy Saver Interactions". This enables her to re-run her search at any time from any page within Oracle Fusion Applications.

Thus, Simone reaps the benefits of the powerful Oracle Fusion Applications Search feature that helps her tailor the search results to meet her specific business needs. She can also save the searches that she wants to reuse often.






9.1.2 Oracle Fusion Applications Search UI

The user interface for Oracle Fusion Applications Search, shown in Figure 9-1, offers a variety of useful features.


Figure 9-1 Oracle Fusion Applications Search UI

[image: Fusion Applications Search UI]



In the preceding figure, the following features are called out:

	
The Search Categories dropdown list allows Oracle Fusion Applications users to scope their searches to one or more selected categories. Each search category corresponds to one Oracle Secure Enterprise Search (Oracle SES) data source group. Search categories (Oracle SES data source groups) are used for display purposes and for organizing searchable objects (Oracle SES data sources).


	
The Keywords field allow users to enter terms or Oracle SES-supported operators for search.


	
Tabbed Browsing organizes the search results for Oracle Fusion Applications and Oracle Business Intelligence (BI) Catalog into separate tabs. In Oracle Fusion Applications V1, Oracle Fusion Applications Search federates queries to the Oracle SES instance that searches the Oracle Business Intelligence (BI) Catalog. Search results from the Oracle Fusion Applications Oracle SES instance appear on the Oracle Fusion Applications tab. Search results from the Oracle Business Intelligence (BI) Catalog Oracle SES instance appear on the Business Intelligence tab.


	
Faceted Browsing allows Oracle Fusion Applications users to filter their search results by selecting nodes in the Available Filters tree. Applied filters are shown in bold in the Available Filters tree and as tiles in the Selected Filters region. The numbers in parentheses next to the applied filters in the Available Filters tree represent the number of documents in the search result set that have that facet value.

Users can filter by category (Oracle SES data source group), subcategory (searchable object /Oracle SES data source), and values of one or more facets defined for a given subcategory. Filtering on a facet value automatically filters on its parent subcategory and category.

Filters can be removed via the delete icons in the Available Filters tree and the Selected Filters region. Removing a parent filter also removes all its children.


	
Saved Searches allows Oracle Fusion Applications users to save the searches they create. Saved searches comprise all characters in the Keywords field and all the filters the user applies. Selecting a saved search runs the query and display all filters in the Available Filters tree and the Selected Filters region.


	
The Main Link identifies the object or page to which a search result item links. It is the primary link and search result item title, as defined in the Default Action Title by the Oracle Fusion Applications developer.


	
The Title provides key information about each search result item in addition to the main link. The title is part of the search result item's fixed content that appears regardless of where the user's keywords match the searchable document.


	
The Body of each search result item includes a context snippet that comprises one or more instances of the keywords and the surrounding text extracted from the body of the searchable document.


	
The Actionable Results are the list of the action links that appear below the body of each search result item. The action links allow Oracle Fusion Applications users to navigate directly to the pages for the objects represented by the search result items so that they can take specific actions on those objects. Action links can also take the user to third party web sites or any page accessed by a fully qualified URL.









9.1.3 Oracle Enterprise Crawl and Search Framework

Oracle Fusion Applications Search functionality is fundamentally made possible by the integration of three systems, each playing a role in forming the complete search platform:

	
Search engine, as provided by Oracle Secure Enterprise Search (Oracle SES), which provides the fundamental search capability that includes indexing, querying, as well as some value added functionalities such as security. For more information about Oracle SES, see Oracle Secure Enterprise Search Administrator's Guide.


	
Source system, such as a relational database, where the searchable information resides


	
Search development framework, such as Oracle Enterprise Crawl and Search Framework (ECSF), that supports the integration of applications with search engines




ECSF is an Oracle Fusion Middleware search framework that enables the exposure of application context information on various business objects to enable full-text transactional search. Benefits of ECSF include:

	
Transparent integration of applications with search engines, which minimizes development time and maximizes the user experience with search


	
Code reuse, through use of a well designed set of abstract classes, to reduce long design cycles


	
Basic platform for developing search, which helps new developers to grasp the conceptual flow of work easily


	
Centralized process and control mechanism, which enhances search functionality


	
Wide range of optimizations that offer better control to leverage search results






9.1.3.1 ECSF Management Features

ECSF management features include:

	
Runtime server, a metadata-driven runtime engine that serves as an integration framework between enterprise data sources and Oracle SES. It enables crawling, indexing, and the security service. It also serves as the semantic engine that provides "smart" search features, such as faceted navigation, actionable results, and related search.


	
Oracle Enterprise Manager Fusion Applications Control (Fusion Applications Control), an administration user interface for configuring and administering the ECSF runtime server, managing the searchable object lifecycle, and synchronizing with Oracle SES. Support for a command line administration option is also provided. For information, see the "ECSF Command Line Administration Utility" appendix in the Oracle Fusion Applications Developer's Guide.









9.1.3.2 Key ECSF Features

Key ECSF features that are built on top of Oracle SES and enhance the Oracle Fusion Applications user experience with search include:

	
Basic search, which allows query based on keyword and search category.


	
Advanced search, which allows query based on keyword, search category, and up to 100 attribute filters.


	
Faceted navigation, which allows the filtering of search results based on attributes of the business objects. Users can navigate a search result set based on a set of predefined facets, or dimensions. This feature returns a list of facets and their associated set of available values with the search result. Users can select a value for each facet, which is then submitted with the search query in order to narrow down the result set.


	
Actionable results, which are search results with action links associated with the searchable objects. From the search results users can either go straight to the page displaying the record they selected, or they can invoke a specific task on a search result.


	
Saved searches, which allows saved search criteria for later use. Users can create new saved search entries, edit and delete existing saved search entries, and retrieve user-specified or public saved search entries.


	
File attachments, which allow the crawling of attachments that are associated with Oracle Fusion Applications transactional objects or records.


	
Crawling Oracle WebCenter Portal tags, which supports crawling searchable objects that contain Oracle WebCenter Portal tags.


	
Crawling tree structures, which supports search functionality on source systems containing data that is organized in a tree structure (for example, Oracle Business Intelligence (BI) Catalog).


	
Search support for external data sources, which allows querying against search groups that contain external data sources, which are non-ECSF related data sources, such as wiki pages and blogs, that are directly crawled by Oracle SES.









9.1.3.3 ECSF Process Flow

The process flow for search using the ECSF architecture, illustrated in Figure 9-2, begins from the time the Oracle Fusion Applications developer makes a view object searchable to the time the Oracle Fusion Applications user receives the search results. The arrows indicate the direction of flow, and the numbered circles indicate the sequence of the steps, which correspond to the list immediately following the illustration.


Figure 9-2 ECSF Process Flow

[image: ECSF process flow]



The process flow includes the following steps:

	
The Oracle Fusion Applications developer creates a searchable object.


	
The Oracle Fusion Applications developer configures the security rules.


	
The Oracle Fusion Applications administrator deploys the searchable objects to the ECSF runtime environment by registering them in the Oracle Fusion Applications database.


	
The Oracle Fusion Applications administrator deploys the searchable objects to Oracle SES. The Oracle SES search engine crawls the searchable objects in the Oracle Fusion Applications and indexes them as documents.


	
The Oracle Fusion Applications administrator creates search categories containing the searchable objects and deploys them to Oracle SES. When the Oracle Fusion Applications user issues a search query, the Oracle Fusion Applications Search UI performs the query through the ECSF Query Service.


	
The Query Service applies the Oracle Fusion Applications-specific rules and sends the query to the Oracle SES search engine.


	
The Oracle SES search engine returns the result set to the Query Service.


	
The Query Service applies post query security rules and constructs the search hits, and the Oracle Fusion Applications Search UI renders the search results for the Oracle Fusion Applications user.











9.1.4 Item Business Object and Data Level Security

Oracle SES does not apply data level security to Item business objects to determine if the object can be viewed by the user. All qualified users will see a limited amount of information when the Item business object is enabled for search. The information displayed in the search results includes the item number and description. The Oracle Product Information Management application checks the data level security when the user elects to view item details through the links within the search results.

Review your internal security policies prior to enabling the Item business object for search to determine if item information should be viewed by the end users.








9.2 Validating the Environment for ECSF

Before you begin to manage search with ECSF, make sure that the environment is set up properly for using ECSF.

To validate the ECSF setup, follow the procedures in the following tasks:

	
Task 1, "Make Sure That Oracle Fusion Applications Includes Search Functionality"


	
Task 2, "Make Sure That Oracle SES Is Installed and Configured Properly"


	
Task 3, "Make Sure That Fusion Applications Control Is Available"


	
Task 4, "Provide Access to ECSF Pages in Fusion Applications Control"


	
Task 5, "Validate the Application Identities"




	
	Task 1   Make Sure That Oracle Fusion Applications Includes Search Functionality
	
Oracle Fusion Applications Search should be embedded within Oracle Fusion Applications, but it must be enabled in the user interface by setting the profile option FUSION_APPS_SEARCH_ENABLED to Y. For information, see Task 6, "Enable the Oracle Fusion Applications Search UI".

To make sure that Oracle Fusion Applications includes search functionality:

	
Log in to Oracle Fusion Applications. If you cannot log in to Oracle Fusion Applications, contact your installation team.


	
Verify that the Enterprise Search box is available at the top of every Oracle Fusion Applications page.


	
View the Search Categories dropdown list. There should be no search categories listed.


	
Log out.





	
	Task 2   Make Sure That Oracle SES Is Installed and Configured Properly
	
Oracle SES provides the fundamental search capability that includes crawling, indexing, and querying. For more information about Oracle SES, see Oracle Secure Enterprise Search Administrator's Guide.

To make sure that Oracle SES is installed and configured properly:

	
Check the administration endpoint by logging in to the Oracle SES Administration GUI with the administration username and password at the following URL.


http: host_name:7777/search/admin/index.jsp


The default port number is 7777. Make sure that you use the correct port number for your installation. If you cannot access the Oracle SES search engine, contact your installation team.


	
Make sure that the Oracle SES identity plug-in has been registered.


	
Make sure that the federated trusted entities are created. Depending on what product families are installed, you should see one to three proxy users listed. The valid values are:

	
FUSION_APPS_CRM_ECSF_SEARCH_APPID


	
FUSION_APPS_FSCM_ECSF_SEARCH_APPID


	
FUSION_APPS_HCM_ECSF_SEARCH_APPID








	
	Task 3   Make Sure That Fusion Applications Control Is Available
	
Fusion Applications Control must be available for configuring and administering the ECSF runtime server, managing the searchable object lifecycle, and synchronizing with Oracle SES.

To make sure that Fusion Applications Control is available:

	
Log in to Oracle Enterprise Manager.


	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page, shown in Figure 9-3.

The search engine types (Oracle SES) should be listed.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page, and validate the Oracle SES search engine instance parameters.


	
From the table of search engine instances, select a search engine instance record, and then select the Searchable Objects tab to view the table of searchable objects, and validate the list of searchable objects for the application. For a list of seeded searchable objects, see Appendix C.


	
Select the Search Categories tab to view the table of search categories, and validate the list of search categories and objects associated with the search categories for the application. For a list of seeded search categories, see Appendix C.


	
From the navigation pane, re-select the application to open the Enterprise Crawl and Search Framework Configuration Settings page, then click the Search Application Service Component link to open the Search Application Service Component administration page, and validate that the search applications for the product families are installed.





	
	Task 4   Provide Access to ECSF Pages in Fusion Applications Control
	
In order to access the ECSF pages in Fusion Applications Control, users must have Operator privileges in Oracle WebLogic Server. You must add the users to the Operator group and above on Oracle WebLogic Server. For information, see Oracle Fusion Middleware Securing Oracle WebLogic Server.


	
	Task 5   Validate the Application Identities
	
Oracle Fusion Applications include seven search-related application identities that are seeded and are stored in the identity store:

	
FUSION_APPS_CRM_SES_CRAWL_APPID


	
FUSION_APPS_CRM_ECSF_SEARCH_APPID


	
FUSION_APPS_FSCM_SES_CRAWL_APPID


	
FUSION_APPS_FSCM_ECSF_SEARCH_APPID


	
FUSION_APPS_HCM_SES_CRAWL_APPID


	
FUSION_APPS_HCM_ECSF_SEARCH_APPID


	
FUSION_APPS_ECSF_SES_ADMIN_APPID




ECSF is powered by Oracle SES. To integrate with Oracle SES, a number of integration identities known as application identities are used. For each Oracle Fusion Applications application, there are a pair of application identities, for example, FUSION_APPS_HCM_SES_CRAWL_APPID and FUSION_APPS_HCM_ECSF_SEARCH_APPID. The CRAWL application identities are used by Oracle SES to interact with ECSF for crawling and security requests, while the SEARCH application identities are used by Oracle SES to query Oracle SES as proxy users.

FUSION_APPS_ECSF_SES_ADMIN_APPID is the application identity used by ECSF to integrate with Oracle SES for administration tasks, such as deployment, scheduling, and so on.

Application identities are provisioned as users in the Oracle Fusion Applications identity store. They often have high level privileges, and their credentials are generated and stored in the credential store. These users are used mainly for machine to machine (application to application) integration.

The Lightweight Directory Access Protocol (LDAP) credential store stores the passwords for the identities that Oracle Fusion Applications and ECSF uses to retrieve passwords for Oracle SES integration.

View the LDAP credential store to make sure the application identities exist.









9.3 Getting Started with Managing ECSF with Fusion Applications Control

Fusion Applications Control is an administration user interface that can be used for configuring and administering the ECSF runtime server, managing the searchable object lifecycle, and synchronizing with Oracle SES.

ECSF also provides support for a command line administration option. The ECSF Command Line Administration Utility offers a command line interface, and has no external dependencies on Oracle Enterprise Manager. The utility is available in the ECSF Library (ecsf.jar) and can be started as a Java program. For more information, see the "ECSF Command Line Administration Utility" appendix in the Oracle Fusion Applications Developer's Guide.

Both Fusion Applications Control and the ECSF Command Line Administration Utility require connection to the Oracle Fusion Applications database.




	
Note:

While both Fusion Applications Control and the ECSF Command Line Administration Utility can be used concurrently, it is recommended that ECSF be administered using one or the other to facilitate data control.









Key points of administration include:

	
ECSF Configuration: ECSF currently supports only the Oracle SES search engine and its different versions. The Oracle SES search engine with its versions are stored in the ECSF_SEARCH_ENGINE_TYPE table, which resides in the FUSION schema, and is rendered in Fusion Applications Control. Every Oracle SES search engine instance must be configured using a set of Oracle SES parameters. Every instance created for search must also be configured using a set of ECSF parameters. Both sets of parameters and their values are stored in the ECSF_PARAMETER table and are rendered in Fusion Applications Control. Parameter names are read-only, while parameter values can be updated.


	
ECSF Administration

	
Search engine instances and parameters: ECSF supports more than one search engine instance of a given search engine type (currently only Oracle SES). It supports the declarative distribution of index over several search engine instances. Each search engine instance belongs to exactly one version of the Oracle SES search engine type. All the supported search engines instances are stored in the ECSF_ENGINE_INSTANCE table and managed using Fusion Applications Control.


	
Searchable objects: Searchable object definitions are configured at design time, and the information is stored in metadata XML files. This information is imported into the Oracle Fusion Applications database and rendered in Fusion Applications Control in the form of searchable objects.


	
Search categories: The metadata for search categories, also called search groups (for Oracle SES), is collected and rendered in Fusion Applications Control.


	
External search categories: Fusion Applications Control enables you to import external search categories (registered Oracle SES data source groups that are crawled and created directly using Oracle SES Administration UI) to be used directly for querying.


	
Index schedule: The index schedule is created in Fusion Applications Control. A corresponding Oracle SES index schedule is then created.







Security administration for ECSF is handled outside the framework and Fusion Applications Control.

For general information about Fusion Applications Control, see Chapter 2.



9.3.1 Navigating to the ECSF Administration Pages

To navigate to the ECSF administration pages in Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder, and select the application engine instance that contains the searchable objects you want to manage.

[image: Enterprise Crawl and Search Framework folder]

The Enterprise Crawl and Search Framework Configuration Settings page displays. For information about the Configuration Settings page, see Section 9.3.2.


	
Expand the Enterprise Crawl and Search Framework target menu.

[image: Enterprise Crawl and Search Framework target menu]

The menu displays the options described in Table 9-1.


Table 9-1 Enterprise Crawl and Search Framework Target Menu Options

	Menu Option	Description
	
Home

	
Displays the Enterprise Crawl and Search Framework Configuration Settings page. For more information about this page, see Section 9.3.2.


	
Logs

	
Displays the options to either view log messages or access the Log Configuration page to configure basic and advanced log configuration settings. For more information, see "Managing Log Files and Diagnostic Data" chapter in Oracle Fusion Middleware Administrator's Guide.

The log files are stored in the following directory:


DOMAIN_HOME/sysman/log/emoms.log


	
Register Searchable Object

	
Displays the Register Searchable Object page. For information about the Register Searchable Object task, see Task 2, "Register the Searchable Objects".


	
Unregister Searchable Object

	
Displays the Unregister Searchable Object page. For information about the Unregister Searchable Object task, see Task 4, "Unregister the Searchable Objects".


	
System MBean Browser

	
Displays the MBean browser that allows to you browse the MBeans for the selected application.


	
Performance Summary

	
Displays performance information for the selected component or application. For information, see Section 12.4.1.


	
WebLogic Server Administration Console

	
Launches the Oracle WebLogic Server Administration Console in a separate browser window.


	
General Information

	
Displays general information about the application instance.















9.3.2 Understanding the Enterprise Crawl and Search Framework Configuration Settings Page

The Enterprise Crawl and Search Framework Configuration Settings page, shown in Figure 9-3, displays the search engine types and their corresponding search engine instance parameters. This page is your starting place for administering and managing search.


Figure 9-3 Enterprise Crawl and Search Framework Configuration Settings Page

[image: ECSF Configuration Settings page]



From the Enterprise Crawl and Search Framework Configuration Settings page, you can navigate to the Search Application Service Component Administration page to create and configure Search Application Service Component instances.

You can also navigate to the Search Engine Instance Administration page (by selecting a search engine type) to define search engine instances, manage data sources and schedules, and extend search.








9.4 Administering Search

Administer search by managing data sources and schedules and modifying data sources.




	
Note:

Administration of searchable objects, search categories, and index schedules must be performed using Fusion Applications Control. You can use the Oracle SES Administration GUI for all other Oracle SES related administration tasks.

To access the ECSF pages in Fusion Applications Control, you must have Operator privileges in Oracle WebLogic Server. For information, see Task 4, "Provide Access to ECSF Pages in Fusion Applications Control".









You can perform the following procedures to administer search using Fusion Applications Control:

	
Section 9.4.1, "Making Seeded Searchable Objects Available for Search"


	
Section 9.4.2, "Managing Index Schedules"


	
Section 9.4.3, "Changing the Association of Searchable Objects with Search Categories"


	
Section 9.4.4, "Renaming Search Categories"


	
Section 9.4.5, "Deleting Search Categories"


	
Section 9.4.6, "Making External Search Categories Available for Federated Search"


	
Section 9.4.7, "Deleting External Search Categories"


	
Section 9.4.8, "Modifying the Display Name of Deployed Searchable Objects"


	
Section 9.4.9, "Undeploying Searchable Objects"


	
Section 9.4.10, "Unregistering Searchable Objects from the Oracle Fusion Applications Database"


	
Section 9.4.11, "Modifying Search Application Service Component Instance Parameters"




In order to avoid disrupting running schedules, it is highly recommended that you administer search when the index schedules are not running.



9.4.1 Making Seeded Searchable Objects Available for Search

The Oracle Fusion Customer Relationship Management, Oracle Fusion Human Capital Management, and Oracle Fusion Supply Chain Management product families each has its own set of seeded searchable objects that are packaged into its corresponding search application. For example, the seeded searchable objects for Oracle Fusion Customer Relationship Management are packaged in the Oracle Fusion Customer Relationship Management search application. For more information, see Appendix C.




	
Note:

While Oracle Fusion Financials searchable objects, search categories, and index schedules are seeded, they are not available for search. Do not use Oracle Fusion Financials searchable objects, search categories, and index schedules to enable search.









To manage the searchable objects for a particular product family, you must select the search application corresponding to that product family.

To make seeded searchable objects available for search, follow the procedures in the following tasks:

	
Task 1, "Deploy the Searchable Objects to the Oracle Secure Enterprise Search (Oracle SES) Instance"


	
Task 2, "Activate the Searchable Objects"


	
Task 3, "Deploy the Search Categories"


	
Task 4, "Deploy the Index Schedules"


	
Task 5, "Start the Index Schedules"


	
Task 6, "Enable the Oracle Fusion Applications Search UI"


	
Task 7, "Validate That Searchable Objects Are Available for Search"




	
	Task 1   Deploy the Searchable Objects to the Oracle Secure Enterprise Search (Oracle SES) Instance
	
Deploying searchable objects to the Oracle Secure Enterprise Search (Oracle SES) instance makes the objects available for the search engine instance to crawl. The searchable objects deployed to Oracle SES must have a unique and fully qualified name, for example, oracle.apps.crm.Opportunity or oracle.apps.hcm.Opportunity.

To deploy searchable objects to the Oracle SES instance using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page, shown in Figure 9-4.


Figure 9-4 Search Engine Instance Administration Page

[image: Search Engine Instance administration page]



	
From the table of search engine instances, select the record of the search engine instance that contains the searchable object you want to deploy, and then select the Searchable Objects tab, shown in Figure 9-5, to view the table of searchable objects for the selected search engine instance.


Figure 9-5 Searchable Objects Tab

[image: Searchable Objects tab]



	
Click the Deploy icon. Alternatively, select Deploy from the Actions menu or use the Ctrl+Shift+P keyboard shortcut.

A green check mark appears in the Deployed column of the selected searchable object to indicate that the source has been created in Oracle SES.




	
Note:

When a searchable object is registered to ECSF, by default it is inactive and not deployed. You can deploy the searchable object to the search engine instance regardless of whether the searchable object is active or inactive. Once deployed successfully, the searchable object is flagged as deployed and inactive until you activate it. Once a searchable object is deployed, the search engine instance can crawl the searchable object. However, a query of that object will return no results until the object is activated.













	
	Task 2   Activate the Searchable Objects
	
A query of deployed and crawled searchable objects will return results only if the objects are activated.

To activate searchable objects using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance that contains the searchable object you want to activate, and then select the Searchable Objects tab, shown in to view the table of searchable objects for the selected search engine instance.


	
Select the desired searchable object from the table, and click the Activate icon. Alternatively, select Activate from the Actions menu or use the Ctrl+Shift+T keyboard shortcut.

A green check mark appears in the Active column of the selected searchable object to indicate that the searchable object is available for search.




	
Note:

A query of this object will return results only if the object has been deployed to a search engine instance and has been crawled.













	
	Task 3   Deploy the Search Categories
	
Deploying search categories pushes them to the Oracle SES instance. Only search categories with associated searchable objects that are activated can be deployed. Only deployed search categories appear in the Search Categories dropdown list in the Oracle Fusion Applications Search UI.

To deploy search categories using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance to which you want to deploy a search category, and then select the Search Categories tab to view the table of search categories for the selected search engine instance.


	
Select the record of the search category you want to deploy.


	
Set the scope of the search category to GLOBAL to display the search category on the Oracle Fusion Applications Search UI.


	
Click the Deploy icon. Alternatively, select Deploy from the Actions menu or use the Ctrl+Shift+P keyboard shortcut.

A green check mark appears in the Deployed column of the selected search category to indicate that the source group has been created in Oracle SES.




	
Note:

You cannot deploy a search category that contains a searchable object that is not activated. All searchable objects in the search category must be activated. For more information, see Task 2, "Activate the Searchable Objects".

The Oracle Fusion Applications Search UI reflects this change after the ECSF cache expires and the user logs out and logs back in. The default is 30 minutes after the change is added to the cache.













	
	Task 4   Deploy the Index Schedules
	
Deploying index schedules pushes them to the Oracle SES instance. Only index schedules with associated searchable objects can be deployed.




	
Caution:

Deploying index schedules to Oracle SES automatically sets the value for recrawlPolicy to Process Documents That Have Changed in Oracle SES. Do not change the value of recrawlPolicy. ECSF supports only incremental crawling.









To deploy index schedules using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance for which you want to deploy an index schedule, and then select the Index Schedules tab, shown in Figure 9-6, to view the table of index schedules for the selected search engine instance.


Figure 9-6 Index Schedules Tab

[image: Index Schedules tab]



	
Select the desired index schedule from the table, and click the Deploy Index Schedule icon. Alternatively, select Deploy from the Actions menu or use the Ctrl+Shift+P keyboard shortcut.

A green check mark appears in the Deployed column of the selected index schedule, and the Status column indicates Scheduled. This indicates that the schedule has been created in Oracle SES.





	
	Task 5   Start the Index Schedules
	
Starting an index schedule initiates the crawling and indexing of data. You cannot start an index schedule that has not been deployed. You must first deploy the index schedule to add it to the search engine instance. For more information, see Task 4, "Deploy the Index Schedules".

To start index schedules using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance for which you want to start an index schedule, and then select the Index Schedules tab to view the table of index schedules for the selected search engine instance.


	
Select the desired index schedule from the table, and click the Start Index Schedule icon. Alternatively, select Start from the Actions menu or use the Ctrl+Shift+W keyboard shortcut.

The Status column of the selected index schedule indicates that the schedule is Launching. The date and time appear in the Start Time column when you start the index schedule.

You must manually refresh the page to view the status updates.





	
	Task 6   Enable the Oracle Fusion Applications Search UI
	
After you have configured search and started the crawl, enable the Oracle Fusion Applications Search UI by setting the value of the FUSION_APPS_SEARCH_ENABLED profile option to Y. This setting makes the search controls visible in the user interface. The default value is N, which disables the search controls in the user interface.

To set the FUSION_APPS_SEARCH_ENABLED profile option to Y:

	
Sign in to Oracle Fusion Applications with a user account that is provisioned with the Manage All Application Profile Values role. Contact your security administrator for details.


	
From the Administration menu in the work area of Oracle Fusion Applications, choose Setup and Maintenance.


	
From the Setup and Maintenance Overview page, search for profile tasks.

The Manage Administrator Profile Values page displays.


	
Edit profile option values.


	
Query the profile option using the code FUSION_APPS_SEARCH_ENABLED.


	
Set the value to Yes at the site level. This profile option is defined at the site level only.




For information about configuring profile options, see Section 15.4.5.


	
	Task 7   Validate That Searchable Objects Are Available for Search
	
Make sure that you can see valid search results by running a query on a selected search category.

To validate that searchable objects are available for search using Fusion Applications Control:

	
Make sure that the index schedule you started has completed crawling and indexing the content for search, which is indicated by Scheduled in the Status column for the index schedule.


	
Log in to your application and expand the Categories field in the global area. You should see all the search categories you deployed.


	
Select one search category, enter * (wildcard) in the Search Term field, and click the Play button to initiate the search.

Search results should appear, confirming the readiness for search.












9.4.2 Managing Index Schedules

You can perform the following tasks to manage index schedules:

	
Section 9.4.2.1, "Creating the Index Schedules"


	
Section 9.4.2.2, "Associating the Searchable Objects with Index Schedules"


	
Section 9.4.2.3, "Deploying the Index Schedules"


	
Section 9.4.2.4, "Starting the Index Schedules"


	
Section 9.4.2.5, "Stopping Index Schedules"


	
Section 9.4.2.6, "Disassociating Searchable Objects from Index Schedules"


	
Section 9.4.2.7, "Starting Full Indexing"


	
Section 9.4.2.8, "Undeploying Index Schedules"


	
Section 9.4.2.9, "Deleting Index Schedules"







	
Note:

Repetitive deployment of index schedules is not supported.











9.4.2.1 Creating the Index Schedules

You can either create new index schedules for the new searchable objects or add the new searchable objects to existing index schedules. Creating an index schedule adds a new record to the ECSF_INDEX_SCHEDULE table in the Oracle Fusion Applications database.

To create index schedules using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance for which you want to create an index schedule, and then select the Index Schedules tab, shown in Figure 9-6, to view the table of index schedules for the selected search engine instance.


	
Click the New Index Schedule icon. Alternatively, select New Record from the Actions menu or use the Ctrl+Shift+N keyboard shortcut.

A new record is added to the top of the table of index schedules.


	
Enter a value for the Name column.


	
From the Frequency Type dropdown list, select the desired value for how often you want the index schedule to run.


	
Complete the Time Between Launches, Schedule Launch Days, and Schedule Launch Time columns that become enabled based on your selection in the Frequency Type column. Table 9-2 lists the valid values for the required columns based on the frequency type.


Table 9-2 Index Schedule Frequency Values

	Frequency Type	Time Between Launches	Schedule Launch Day	Schedule Launch Time
	
Manual

	
---

	
---

	
---


	
Hourly

	
1 to 23

	
---

	
---


	
Daily

	
1 to 99

	
---

	
1:00 AM to 12:00 AM


	
Weekly

	
1 to 12

	
Monday to Sunday

	
1:00 AM to 12:00 AM


	
Monthly

	
1 to 12

	
1 to 31

	
1:00 AM to 12:00 AM








	
Click the Save Index Schedule icon to save the selected record. Alternatively, select Save Record from the Actions menu or use the Ctrl+Shift+S keyboard shortcut.




	
Caution:

A save will occur only for the selected record. You can only save one record at a time.












	
Note:

To proceed with other operations, you must first select any record. Creating or deleting ECSF objects removes the focus from the window.

















9.4.2.2 Associating the Searchable Objects with Index Schedules

Associating searchable objects with an index schedule adds the objects to that index schedule. You can only associate each searchable object with one index schedule. Only a searchable object that is not already associated with an index schedule can be added to an index schedule. If the searchable object is already associated with an index schedule, you must disassociate it from that index schedule before you can associate it with another index schedule. For information, see Section 9.4.2.6.

You can only associate searchable objects with index schedules that are not already deployed. If the index schedule has already been deployed, you must undeploy it before you can associate searchable objects with it. For information, see Section 9.4.2.8.

To associate searchable objects with index schedules using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the desired search engine instance, and then select the Index Schedules tab, shown in Figure 9-6, to view the table of index schedules for the selected search engine instance.


	
Select the desired index schedule to which you want to add searchable objects, and click the Bind icon.

The Bind icon is disabled if the index schedule is deployed. You cannot associate or disassociate searchable objects if the index schedule is deployed.


	
In the Bound Searchable Objects to the Selected Index Schedule dialog, shown in Figure 9-7, select the checkboxes of the desired searchable objects from the Available Objects list, and click the Move icon to add them to the Selected Objects list.


Figure 9-7 Bound Searchable Objects to the Selected Index Schedule Dialog

[image: Bound SOs to the Selected Index Schedule dialog]



	
Click OK.

The IS_ID column in the ECSF_SEARCH_INDEX_OBJECT table is populated with the Index Schedule ID.




	
Note:

A searchable object can be assigned to only one index schedule. If a searchable object has been assigned to an index schedule, it will not be listed in the table of available searchable objects.

















9.4.2.3 Deploying the Index Schedules

Deploying index schedules pushes them to the Oracle SES instance. For information, see Task 4, "Deploy the Index Schedules".






9.4.2.4 Starting the Index Schedules

Starting an index schedule initiates the crawling and indexing of data. For information, see Task 5, "Start the Index Schedules".






9.4.2.5 Stopping Index Schedules

Stopping an index schedule that has been started aborts the index process.

To stop index schedules using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance for which you want to stop an index schedule, and then select the Index Schedules tab, shown in Figure 9-6, to view the table of index schedules for the selected search engine instance.


	
Select the desired index schedule from the table, and click the Stop Index Schedule icon. Alternatively, select Stop from the Actions menu or use the Ctrl+Shift+O keyboard shortcut.

The Status column of the selected index schedule indicates that the schedule has Failed, or that the index process was aborted. The date and time appear in the Stop Time column when you stop the index schedule.









9.4.2.6 Disassociating Searchable Objects from Index Schedules

Disassociating a searchable object from an index schedule removes it from that index schedule and makes it available to be added to another index schedule. You can only disassociate a searchable object from an index schedule with which it is associated. You can only disassociate a searchable object from an index schedule that is not deployed. If the index schedule has been deployed, you must undeploy it before you can disassociate a searchable object from it. For information, see Section 9.4.2.8.

To disassociating searchable objects from index schedules using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the desired search engine instance, and then select the Index Schedules tab, shown in Figure 9-6, to view the table of index schedules for the selected search engine instance.


	
Select the desired index schedule from which you want to remove searchable objects, and click the Bind icon.

The Bind icon is disabled if the index schedule is deployed. You cannot associate or disassociate searchable objects if the index schedule is deployed.


	
In the Bound Searchable Objects to the Selected Index Schedule dialog, shown in Figure 9-7, select the checkboxes of the desired searchable objects from the Selected Objects list, and click the Remove icon to remove them from the Selected Objects list and make them available for adding to an index schedule.


	
Click OK.









9.4.2.7 Starting Full Indexing

Full indexing is the process by which the search engine creates indexes from all crawled and indexable documents for a particular data source. In contrast, incremental indexing builds indexes on top of existing indexes.

To start full indexing using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the desired search engine instance record, and then select the Index Schedules tab, shown in Figure 9-6, to view the table of index schedules for the selected search engine instance.


	
From the table of index schedules, select the desired schedule for which you want to build a full index.


	
Click the Start Full Indexing icon. Alternatively, select Full Index from the Actions menu or use the Ctrl+Shift+L keyboard shortcut.

A confirmation dialog appears. Click OK.

The Status column indicates that the full indexing is Launching. Indexing will occur only on the active and deployed searchable objects.









9.4.2.8 Undeploying Index Schedules

Undeploying an index schedule removes it from the Oracle SES instance. Only deployed index schedules can be undeployed.

To undeploy index schedules using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance for which you want to undeploy an index schedule, and then select the Index Schedules tab, shown in Figure 9-6, to view the table of index schedules for the selected search engine instance.


	
Select the desired index schedule from the table, and click the Undeploy Index Schedule icon. Alternatively, select Undeploy from the Actions menu or use the Ctrl+Shift+U keyboard shortcut.

The green check mark disappears from the Deployed column of the selected index schedule, and Scheduled disappears from the Status column. This indicates that the schedule has been deleted from Oracle SES.









9.4.2.9 Deleting Index Schedules

Deleting an index schedule disassociates it from the search engine instance and removes its corresponding record from the ECSF_INDEX_SCHEDULE table in the Oracle Fusion Applications database. Only undeployed index schedules can be deleted.

To delete index schedules using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance from which you want to delete an index schedule, and then select the Index Schedules tab, shown in Figure 9-6, to view the table of index schedules for the selected search engine instance.


	
Select the record of the index schedule you want to delete.


	
Click the Delete Index Schedule icon. Alternatively, select Delete Record from the Actions menu or use the Ctrl+Shift+D keyboard shortcut.

The selected record is removed from the table of index schedules.




	
Note:

To proceed with other operations, you must first select any record. Creating or deleting ECSF objects removes the focus from the window.



















9.4.3 Changing the Association of Searchable Objects with Search Categories

Changing the association of searchable objects with a search category disassociates the searchable objects from the search category and or associates additional searchable objects with the search category.

To change the association of searchable objects with search categories, follow the procedures in the following tasks:

	
Task 1, "Undeploy the Search Categories"


	
Task 2, "Disassociate the Searchable Objects from Search Categories"


	
Task 3, "Associate Searchable Objects with the Search Categories"


	
Task 4, "Deploy the Search Categories"




	
	Task 1   Undeploy the Search Categories
	
Undeploying a search category removes it from the Oracle SES instance. Only deployed search categories can be undeployed.

To undeploy search categories using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance in which you want to undeploy a search category, and then select the Search Categories tab, shown in Figure 9-15, to view the table of search categories for the selected search engine instance.


	
Select the record of the search category you want to undeploy.


	
Click the Undeploy icon. Alternatively, select Undeploy from the Actions menu or use the Ctrl+Shift+U keyboard shortcut.

The green check mark disappears from the Deployed column of the selected search category to indicate that the source group has been removed from Oracle SES.




	
Note:

The Oracle Fusion Applications Search UI reflects this change after the ECSF cache expires and the user logs out and logs back in. The default is 30 minutes after the change is added to the cache.













	
	Task 2   Disassociate the Searchable Objects from Search Categories
	
Disassociating a searchable object from a search category removes it from that search category. The searchable object is still available for association to other search categories.

To disassociate searchable objects from search categories using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the desired search engine instance, and then select the Search Categories tab, shown in Figure 9-15, to view the table of search categories for the selected search engine instance.


	
Select the desired search category from which you want to remove searchable objects, and click the Bind icon.

The Bind icon is disabled if the search category is deployed. You cannot associate or disassociate searchable objects if the search category is deployed.


	
In the Bound Searchable Objects to the Selected Search Category dialog, shown in Figure 9-16, select the checkboxes of the desired searchable objects from the Selected Objects list, and click the Remove icon to remove them from the Selected Objects list.


	
Click OK.





	
	Task 3   Associate Searchable Objects with the Search Categories
	
Associate searchable objects with a search category to add the objects to that search category. For information, see Task 8, "Associate the Searchable Objects with Search Categories".


	
	Task 4   Deploy the Search Categories
	
Deploy the search categories to push them to the Oracle SES instance. For information, see Task 3, "Deploy the Search Categories".









9.4.4 Renaming Search Categories

Renaming a search category changes the name of the search category.

To change the name of a search category using Fusion Applications Control:

	
If the search category is deployed, you must undeploy it. For information, see Task 1, "Undeploy the Search Categories".


	
In the Name column of the Search Categories tab, edit the value corresponding to to the record of the search category you want to modify.


	
Click the Save Search Category icon. Alternatively, select Save Record from the Actions menu or use the Ctrl+Shift+S keyboard shortcut.


	
If the search category was deployed prior to renaming it, redeploy it. For information, see Task 4, "Deploy the Search Categories".









9.4.5 Deleting Search Categories

Deleting a search category disassociates it from the search engine instance and removes its corresponding record from the ECSF_SEARCH_INDEX_GROUP table in the Oracle Fusion Applications database.

To delete search categories using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance from which you want to delete a search category, and then select the Search Categories tab, shown in Figure 9-15, to view the table of search categories for the selected search engine instance.


	
Select the record of the search category you want to delete.


	
Click the Delete Search Category icon. Alternatively, select Delete Record from the Actions menu or use the Ctrl+Shift+D keyboard shortcut.

The selected record is removed from the table of search categories.




	
Note:

To proceed with other operations, you must first select any record. Creating or deleting ECSF objects removes the focus from the window.

















9.4.6 Making External Search Categories Available for Federated Search

External search categories are the registered Oracle SES data source groups that contain external data sources (that is, data sources created using Oracle SES administration). External data sources are not registered in the ECSF_SEARCH_INDEX_OBJECT table. They include data sources such as Intranet, mail, database, and federated data sources (that is, data sources from another search engine instance). Oracle SES data source groups can also contain federated ECSF data sources. For more information, see Section 9.5.4.

External search categories are directly used for querying. Executing the import operation pulls all the external search categories into the Oracle Fusion Applications database. All external search categories in the Oracle Fusion Applications database are available during ECSF query time through the ECSF query API.




	
Note:

Since external search categories are not managed by ECSF, you must use Oracle SES to modify the external search categories.









To make external search categories available for federated search, follow the procedures in the following tasks:

	
Task 1, "Import the External Search Categories"


	
Task 2, "Set the Application ID Value"


	
Task 3, "Associate the Application ID with an Active Search Application"




	
	Task 1   Import the External Search Categories
	
Importing external search categories adds new records to the ECSF_SEARCH_INDEX_GROUP table in the Oracle Fusion Applications database. The import also automatically sets the IS_EXTERNAL flag to TRUE to indicate that the search category is an external search category.

To import external search categories using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance that points to an Oracle SES instance, and then select the External Search Categories tab, shown in Figure 9-8, to view the table of external search categories for the selected search engine instance.


Figure 9-8 External Search Categories Tab
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Click the Import button.

The Import External Categories dialog, shown in Figure 9-9, appears.


Figure 9-9 Import External Categories Dialog

[image: Import External Categories dialog]



	
In the Available Categories column, select the checkbox of the external search categories you want to import and click the Move icon to shuttle your selection to the Selected Categories column.


	
Click OK to import the selected external search categories.




	
Note:

All existing external search categories in the Oracle Fusion Applications database are replaced by the latest import from Oracle SES.

Clicking OK without selecting any external search categories also deletes all the existing external search categories in the Oracle Fusion Applications.









The selected search categories from the selected Oracle SES instance display in the table of external search categories. Fusion Applications Control currently only displays the name of each external search category that is imported.

Clicking Cancel cancels the import operation, preserves any existing external search categories in the Oracle Fusion Applications database, and returns you to the External Search Categories page.





	
	Task 2   Set the Application ID Value
	
Setting the Application ID value allows the external search categories to be queried using the GLOBAL scope, which is the default scope for Oracle Fusion Applications.

To set the Application ID value using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance that points to an Oracle SES instance, and then select the External Search Categories tab, shown in Figure 9-8, to view the table of external search categories for the selected search engine instance.


	
From the table of external search categories, select the record of the external search category that you want to modify.


	
In the Application ID column corresponding to the external search category you want to modify, enter an application ID (for example, CRM) based on the desired Service Component to which this category is to be assigned.


	
Click the Save External Search Category icon to save the selected record. Alternatively, select Save Record from the Actions menu or use the Ctrl+Shift+S keyboard shortcut.





	
	Task 3   Associate the Application ID with an Active Search Application
	
The application ID set for the external search category must be associated with an active search application in order for the external search category to be available for federated search.

To associate the application ID with an active search application, update the ECSF_QUERY_SERVICE_APP_IDS parameter value to include the application ID in the comma separated string. For information, see Section 9.4.11.









9.4.7 Deleting External Search Categories

You can delete individual external categories once they are imported into the Oracle Fusion Applications database. Deleting an external search category removes its corresponding record from the ECSF_SEARCH_INDEX_GROUP table in the Oracle Fusion Applications database, and will make it unavailable for querying.

To delete external search categories using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance from which you want to delete an external search category from the Oracle Fusion Applications database, and then select the External Search Categories tab, shown in Figure 9-8, to view the table of external search categories for the selected search engine instance.


	
Select the record of the external search category you want to delete.


	
Click the Delete Search Category icon. Alternatively, select Delete Record from the Actions menu or use the Ctrl+Shift+D keyboard shortcut.

The selected record is removed from the table of external search categories.




	
Note:

This deletion removes the external search category from the Oracle Fusion Applications database. It does not undeploy the search group from Oracle Secure Enterprise Search (Oracle SES).

















9.4.8 Modifying the Display Name of Deployed Searchable Objects

You can change a deployed searchable object's display name and application ID without first having to deactivate and undeploy the searchable object.




	
Caution:

Do not modify the Oracle Fusion Applications Help searchable object named TopicSearchPVO.









To change the display name and application ID using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance that contains the searchable object you want to modify, and then select the Searchable Objects tab, shown in Figure 9-5, to view the table of searchable objects for the selected search engine instance.


	
In the Display Name column, edit the value corresponding to the searchable object you want to modify.


	
In the Application ID column, edit the value corresponding to the searchable object you want to modify.


	
Click the Save Searchable Object icon to save the selected record. Alternatively, select Save Record from the Actions menu or use the Ctrl+Shift+S keyboard shortcut.









9.4.9 Undeploying Searchable Objects

Undeploying searchable objects from the Oracle SES instance makes the objects unavailable for the search engine instance to crawl. While undeployed, the searchable object is still associated with the search engine instance record and can be redeployed to the physical engine. When a searchable object is undeployed, any association to a search category or index schedule is removed.

To undeploy searchable objects from the Oracle SES instance, follow the procedures in the following tasks:

	
Task 1, "Deactivate the Searchable Object"


	
Task 2, "Undeploy the Searchable Object from the Oracle SES Instance"




	
	Task 1   Deactivate the Searchable Object
	
Deactivated searchable objects are still available for the search engine instance to crawl, but a query of the deactivated searchable objects will return no results.

To deactivate searchable objects on search engine instances using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance that contains the searchable object you want to deactivate, and then select the Searchable Objects tab, shown in Figure 9-5, to view the table of searchable objects for the selected search engine instance.


	
Select the desired searchable object from the table, and click the Deactivate icon. Alternatively, select Deactivate from the Actions menu or use the Ctrl+Shift+I keyboard shortcut.

The green check mark disappears from the Active column of the selected searchable object to indicate that the searchable object is not available for search.




	
Note:

When the searchable object is inactive, a query of that object will return no results until the object is activated.













	
	Task 2   Undeploy the Searchable Object from the Oracle SES Instance
	
Undeploy searchable objects from the Oracle SES instance to make the objects unavailable for the search engine instance to crawl. While undeployed, the searchable object is still associated with the search engine instance record and can be redeployed to the physical engine. You can undeploy only searchable objects that are inactive.




	
Note:

When a searchable object is undeployed, any association to a search category or index schedule is removed.









To undeploy searchable objects from the Oracle SES instance using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance that contains the searchable object you want to undeploy, and then select the Searchable Objects tab, shown in Figure 9-5, to view the table of searchable objects for the selected search engine instance.


	
Select the desired searchable object from the table, and click the Undeploy icon. Alternatively, select Undeploy from the Actions menu or use the Ctrl+Shift+U keyboard shortcut.

The green check mark disappears from the Deployed column of the selected searchable object to indicate that the source has been deleted from Oracle SES.












9.4.10 Unregistering Searchable Objects from the Oracle Fusion Applications Database

Unregistering searchable objects removes the searchable object records from the Oracle Fusion Applications database. Using Fusion Applications Control, you can remove records of searchable objects from the Oracle Fusion Applications database.

Only those searchable objects that are inactive, undeployed, and not associated with any engine instance can be unregistered.

To remove searchable object records from the Oracle Fusion Applications database, follow the procedures in the following tasks:

	
Task 1, "Deactivate the Searchable Objects"


	
Task 2, "Undeploy the Searchable Objects from the Oracle SES Instance"


	
Task 3, "Disassociate the Searchable Objects from Search Engine Instances"


	
Task 4, "Unregister the Searchable Objects"




	
	Task 1   Deactivate the Searchable Objects
	
Deactivate the searchable object you want to remove from the Oracle Fusion Applications database. For information, see Task 1, "Deactivate the Searchable Objects".


	
	Task 2   Undeploy the Searchable Objects from the Oracle SES Instance
	
Undeploy the searchable object you want to remove from the Oracle Fusion Applications database. For information, see Task 2, "Undeploy the Searchable Object from the Oracle SES Instance".


	
	Task 3   Disassociate the Searchable Objects from Search Engine Instances
	
Disassociating a searchable object from the search engine instance removes that object from the specified instance and makes it available for association to another search engine instance.

To delete searchable objects from search engine instances using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance to which you want to add a searchable object, and then select the Searchable Objects tab, shown in Figure 9-5, to view the table of searchable objects for the selected search engine instance.


	
Select the desired searchable object from the table, and click the Delete Searchable Object icon. Alternatively, select Delete Record from the Actions menu or use the Ctrl+Shift+D keyboard shortcut.

The selected searchable object is removed from the table for the selected search engine instance, but it is not deleted from the Oracle Fusion Applications database. It can be assigned to another search engine instance. Once assigned, you can deploy and activate the searchable object.




	
Note:

To proceed with other operations, you must first select any record. Creating or deleting ECSF objects removes the focus from the window.













	
	Task 4   Unregister the Searchable Objects
	
Unregistering a searchable object removes its record from the Oracle Fusion Applications database.

To unregister the searchable object using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage containing searchable objects to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
From the Enterprise Crawl and Search Framework target menu, select Unregister Searchable Object.


	
On the Unregister Searchable Objects page, shown in Figure 9-10, select the searchable object you want to unregister.


Figure 9-10 Unregister Searchable Objects Page

[image: Unregister Searchable Objects page]



	
Click the Unregister icon.

A dialog with a confirmation message appears.












9.4.11 Modifying Search Application Service Component Instance Parameters

You can modify the Search Application Service Component instance parameters to edit the query web service reference name and activate or deactivate the search application.

To modify Search Application Service Component instance parameters using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Search Application Service Component link.


	
On the Search Application Service Component administration page, shown in Figure 9-11, select the desired Search Application Service Component instance record.


Figure 9-11 Search Application Service Component Administration Page

[image: Search Application Service Component administration page]



	
On the Parameters tab, modify the value for the desired parameter of the Search Application Service Component instance.


	
Save.











9.5 Performing Advanced Administration Tasks

You can extend search by performing any of the following tasks:

	
Section 9.5.1, "Modifying the Title, Body, Keyword, and Action Title of Searchable Objects"


	
Section 9.5.2, "Making New Searchable Objects Available for Search"


	
Section 9.5.3, "Defining Search Engine Instances"


	
Section 9.5.4, "Enabling Search on External Data Sources"


	
Section 9.5.5, "Adding Product Families for Federated Search"







	
Note:

Administration of searchable objects, search categories, and index schedules must be performed using Fusion Applications Control. You can use the Oracle SES Administration GUI for all other Oracle SES related administration tasks. Oracle Enterprise Crawl and Search Framework only exposes the Oracle SES functionality for deploying and undeploying index schedules.

To access the ECSF pages in Fusion Applications Control, you must have Operator privileges in Oracle WebLogic Server. For information, see Task 4, "Provide Access to ECSF Pages in Fusion Applications Control".











9.5.1 Modifying the Title, Body, Keyword, and Action Title of Searchable Objects

You can customize searchable objects by changing the title, body, keywords, and search result action title using Fusion Applications Control.




	
Caution:

Do not modify the Oracle Fusion Applications Help searchable object named TopicSearchPVO.









To change the title, body, keywords, and action title of searchable objects, follow the procedures in the following tasks:

	
Task 1, "Deactivate the Searchable Object"


	
Task 2, "Undeploy the Searchable Object"


	
Task 3, "Edit the Title, Body, Keywords, and Action Title"


	
Task 4, "Enable the Customization"


	
Task 5, "Deploy the Searchable Object"


	
Task 6, "Activate the Searchable Object"


	
Task 7, "Validate the Changes"




	
	Task 1   Deactivate the Searchable Object
	
If the searchable object that you want to customize is active, deactivate it. For information, see Task 1, "Deactivate the Searchable Object".


	
	Task 2   Undeploy the Searchable Object
	
If the searchable object that you want to customize is deployed, undeploy it. For information, see Task 2, "Undeploy the Searchable Object from the Oracle SES Instance".


	
	Task 3   Edit the Title, Body, Keywords, and Action Title
	
Edit the title, body, keywords, and search result action title to customize the searchable objects.

To edit the title, body, keywords, and action title of a searchable object using Fusion Applications Control:

	
From the Actions menu on the Searchable Objects tab, select Modify. Alternatively, use the Ctrl+Shift+Z keyboard shortcut.


	
In the Customize Searchable Objects dialog, shown in Figure 9-12, edit the Groovy expression in the field for the property you want to modify.


Figure 9-12 Customize Searchable Objects Dialog

[image: Customize Searchable Objects dialog]



The Available Attributes table displays the attributes of the parent view object.




	
Note:

You can use only stored attributes (for example, SRNumber) in the default action title. Using unstored attributes in the default action title results in an error during validation.










	
Click the Validate button to validate the Groovy expression.


	
Click the Save button to save your input to the database.





	
	Task 4   Enable the Customization
	
Enable the customization by selecting Enable Customization from the Actions menu, or using the Ctrl+Shift+O keyboard shortcut.

[image: Actions menu showing Enable Customization]

This validates all the modified expressions for title, body, keywords, and action title and sets the customization flag. A green check mark appears in the Customized column to indicate that the searchable object is customized.

You can remove the customization flag by selecting Disable Customization from the Actions menu, or using the Ctrl+Shift+Q keyboard shortcut.


	
	Task 5   Deploy the Searchable Object
	
Deploy the searchable object to the Oracle SES instance to make it crawlable. For information, see Task 1, "Deploy the Searchable Objects to the Oracle Secure Enterprise Search (Oracle SES) Instance".


	
	Task 6   Activate the Searchable Object
	
Activate the searchable object so that a query of that object will return results. For information, see Task 2, "Activate the Searchable Objects".


	
	Task 7   Validate the Changes
	
Validate that the Oracle Fusion Applications Search UI reflects the changes you made.

To validate your changes to the searchable objects title, body, keywords, and action title:

	
Log in to the search application.


	
Select the single category that contains the object.


	
Perform a query using the * wild card.


	
Check the search results for your changes to the title, body, keywords, and action title.












9.5.2 Making New Searchable Objects Available for Search

New searchable objects are objects in addition to the set of transactional objects that are available out of the box.

To make new searchable objects available for search, follow the procedures in the following tasks:

	
Task 1, "Obtain the Necessary Information"


	
Task 2, "Register the Searchable Objects"


	
Task 3, "Associate the Searchable Objects with Search Engine Instances"


	
Task 4, "Deploy the Searchable Objects to the Oracle SES Instance"


	
Task 5, "Activate the Searchable Objects"


	
Task 6, "Create the Search Categories"


	
Task 7, "Undeploy the Search Categories"


	
Task 8, "Associate the Searchable Objects with Search Categories"


	
Task 9, "Deploy the Search Categories"


	
Task 10, "Create the Index Schedules"


	
Task 11, "Undeploy the Index Schedules"


	
Task 12, "Associate the Searchable Objects with Index Schedules"


	
Task 13, "Deploy the Index Schedules"


	
Task 14, "Start the Index Schedules"




	
	Task 1   Obtain the Necessary Information
	
In order to more efficiently make new searchable objects available for search, you should collect information from the Oracle Fusion Applications developer who creates the searchable objects, as well as from the business unit to which the new objects belong.

Obtain the following information before you begin the process of making new searchable objects available for search:

	
Fully qualified object name of the searchable object (for example, oracle.ecsf.demo.model.UX_CustomerVO)


	
Display name of the searchable object (for example, Customer)


	
Name of the search category (existing or new) to which the searchable object must be associated (for example, Customers)


	
Name of the index schedule (existing or new) to which the searchable object must be associated (for example, CRM_Customers)


	
Name of the search engine instance with which the searchable object must be associated (for example, CRMSES1)


	
Name of the search engine type to which the search engine instance belongs (for example, SES11.2.1)





	
	Task 2   Register the Searchable Objects
	
Registering searchable objects creates searchable object records in the Oracle Fusion Applications database.

To create searchable object records in the Oracle Fusion Applications database using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage containing searchable objects to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
From the Enterprise Crawl and Search Framework target menu, select Register Searchable Object.


	
On the Register Searchable Object page, shown in Figure 9-13, enter a display name for the searchable object in the Display Name field.


Figure 9-13 Register Searchable Object Page

[image: Register Searchable Object page]



	
In the Searchable Object Name field, enter the fully qualified searchable object name that is defined in your application.


	
Click the Register button.





	
	Task 3   Associate the Searchable Objects with Search Engine Instances
	
Associating a searchable object with a search engine instance adds that object to the specified instance. Only an unassigned object, which is a searchable object that is not associated with a search engine instance, can be added to a search engine instance, so a searchable object can only be associated with one search engine instance at a time.

To associate searchable objects with search engine instances using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance to which you want to add a searchable object, and then select the Searchable Objects tab, shown in Figure 9-5, to view the table of searchable objects for the selected search engine instance.


	
Click the Add button to open the Add a Searchable Object to Selected Engine Instance dialog, shown in Figure 9-14.


Figure 9-14 Add a Searchable Object to Selected Engine Instance Dialog

[image: Add a Searchable Object to Selected Engine Instance dialog]



	
Select the desired searchable object from the table, and click OK.

The searchable object you selected appears in the table of searchable objects on the Searchable Objects tab. The value in the Application ID column indicates the application with which the searchable object is associated.




	
Note:

A searchable object can be assigned to only one search engine instance. If a searchable object has been assigned to a search engine instance, it will not be listed in the table of available searchable objects.

To proceed with other operations, you must first select any record. Creating or deleting ECSF objects removes the focus from the window.













	
	Task 4   Deploy the Searchable Objects to the Oracle SES Instance
	
Deploy the searchable objects to the Oracle SES instance to make the objects available for the search engine instance to crawl. For information, see Task 1, "Deploy the Searchable Objects to the Oracle Secure Enterprise Search (Oracle SES) Instance".


	
	Task 5   Activate the Searchable Objects
	
Activate the searchable objects so that a query of the deployed and crawled searchable objects will return results. For information, see Task 2, "Activate the Searchable Objects".


	
	Task 6   Create the Search Categories
	
You can either create new search categories for the new searchable objects or add the new searchable objects to existing search categories. Creating a search category adds a new record to the ECSF_SEARCH_INDEX_GROUP table in the Oracle Fusion Applications database.

To create search categories using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the search engine instance for which you want to add a search category, and then select the Search Categories tab, shown in Figure 9-15, to view the table of search categories for the selected search engine instance.


	
Click the New Search Category icon. Alternatively, select New Record from the Actions menu or use the Ctrl+Shift+N keyboard shortcut.

A new record named CHANGE_ME is added to the table of search categories.


	
Enter a new value in the Name column.


	
Select a value (LOCAL or GLOBAL) from the Scope column dropdown list.


	
Click the Save Search Category icon to save the selected record. Alternatively, select Save Record from the Actions menu or use the Ctrl+Shift+S keyboard shortcut.




	
Caution:

A save will occur only for the selected record. You can only save one record at a time.












	
Note:

To proceed with other operations, you must first select any record. Creating or deleting ECSF objects removes the focus from the window.













	
	Task 7   Undeploy the Search Categories
	
To add the new searchable objects to existing search categories, you must first undeploy the search categories. For more information, see Task 1, "Undeploy the Search Categories".


	
	Task 8   Associate the Searchable Objects with Search Categories
	
Associating searchable objects with a search category adds the objects to that search category. You can only associate deployed searchable objects with search categories. You can associate the same searchable object with multiple search categories. You cannot associate searchable objects with search categories that have been deployed. If the search category has been deployed, you must undeploy it before you can associate searchable objects with it. For information, see Task 1, "Undeploy the Search Categories".

To associate searchable objects with search categories using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page.


	
From the table of search engine instances, select the record of the desired search engine instance, and then select the Search Categories tab, shown in Figure 9-15, to view the table of search categories for the selected search engine instance.


Figure 9-15 Search Categories Tab

[image: Search Categories tab]



	
Select the desired search category to which you want to add searchable objects, and click the Bind icon.

The Bind icon is disabled if the search category is deployed. You cannot associate or disassociate searchable objects if the search category is deployed.


	
In the Bound Searchable Objects to the Selected Search Category dialog, shown in Figure 9-16, select the checkboxes of the desired searchable objects from the Available Objects list, and click the Move icon to add them to the Selected Objects list. Only deployed searchable objects are listed as available objects.


Figure 9-16 Bound Searchable Objects to the Selected Search Category Dialog

[image: Bound SOs to the Selected Search Category dialog]



	
Click OK.

A new record is created in the ECSF_SIO_SIG_INT intersection table.





	
	Task 9   Deploy the Search Categories
	
Deploy the search category. For information, see Task 4, "Deploy the Search Categories".


	
	Task 10   Create the Index Schedules
	
You can either create new index schedules for the new searchable objects or add the new searchable objects to existing index schedules. For information on how to create index schedules, see Section 9.4.2.1.


	
	Task 11   Undeploy the Index Schedules
	
To add the new searchable objects to existing index schedules, you must first undeploy the index schedules. For more information, see Section 9.4.2.8.


	
	Task 12   Associate the Searchable Objects with Index Schedules
	
Associate the new searchable object to either the newly created index schedule or an existing, undeployed index schedule. For information, see Section 9.4.2.2.


	
	Task 13   Deploy the Index Schedules
	
Deploy the index schedules. For information, see Task 4, "Deploy the Index Schedules".


	
	Task 14   Start the Index Schedules
	
Start the index schedules. For information, see Task 5, "Start the Index Schedules".









9.5.3 Defining Search Engine Instances

ECSF supports multiple search engine instances for each search engine type. Each search engine instance belongs to exactly one version of the Oracle SES search engine type and is stored in the ECSF_ENGINE_INSTANCE table.

You can perform the following tasks to define search engine instances:

	
Section 9.5.3.1, "Creating Search Engine Instances"


	
Section 9.5.3.2, "Configuring Search Engine Instance Parameters"


	
Section 9.5.3.3, "Modifying Search Engine Instances"


	
Section 9.5.3.4, "Modifying Search Engine Instance Parameters"






9.5.3.1 Creating Search Engine Instances

Creating a search engine instance adds a new search engine instance to the specified search engine type.

To create search engine instances using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page, shown in Figure 9-4.


	
In the Search Engine Instance toolbar, click the New Engine Instance icon. Alternatively, select New Record from the Actions menu or use the Ctrl+N keyboard shortcut.

A new record is added to the top of the table of search engine instances.


	
Enter values for the Name and Comments columns.




	
Caution:

A save will occur only for the selected record. You can only save one record at a time.










	
Click the Save Engine Instance icon to save the selected record. Alternatively, select Save Record from the Actions menu or use the Ctrl+S keyboard shortcut.


	
Configure the search engine instance parameters. For information, see Section 9.5.3.2.


	
Click the Register icon to register the identity plug-in and create the federated trusted entity for the selected search engine instance. Alternatively, select Register from the Actions menu or use the Ctrl+G keyboard shortcut.

A dialog with a confirmation message appears.

Registering the identity plug-in for search engine instances allows users to perform secure searches.









9.5.3.2 Configuring Search Engine Instance Parameters

Configuring search engine instance parameters sets parameter values to the search engine instance.

To configure search engine instance parameters using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page, shown in Figure 9-4.


	
From the table of search engine instances, select the record of the search engine instance for which you want to configure the parameters.

The parameters of the selected search engine instance appears in the Parameters table, shown in Table 9-3.


Table 9-3 Search Engine Instance Parameters

	Parameter Name	Description	Sample Value
	
SES_ADMIN_SERVICE

	
URL to Oracle SES administrative web service endpoint.

	
http://example.com:7777/search/api/admin/AdminService


	
SES_ADMIN_USERNAME

	
Oracle SES user for logging into Oracle SES administrative web service.

	
searchsys


	
SES_ADMIN_PASSWORD

	
Password for user SES_ADMIN_PROXY_USERNAME.

	
password


	
SES_ADMIN_SESSION_TIMEOUT

	
Time, in minutes, allowed by ECSF to keep administration session to Oracle Secure Enterprise Search (Oracle SES) before forcing to re-login/reestablish session with Oracle SES. This timeout is independent of Oracle SES's internal administration session timeout.

	
60


	
SES_QUERY_SERVICE

	
URL to Oracle SES Query web service endpoint.

	
http://example.com:7777/search/query/OracleSearch


	
SES_QUERY_PROXY_USERNAME

	
ECSF/Fusion user used by Oracle SES as a proxy user for queries.

	
scott


	
SES_QUERY_PROXY_PASSWORD

	
Password for ECSF user used by Oracle SES as a proxy user.

	
password


	
SES_QUERY_SESSION_TIMEOUT

	
Time, in minutes, allowed by ECSF to keep query session to Oracle SES before forcing to re-login/reestablish session with Oracle SES. This timeout is independent of Oracle SES's internal query session timeout.

	
60


	
ECSF_DATA_SERVICE

	
URL to ECSF servlets. This URL is used to construct configuration feeds for Oracle SES.

	
http://example.com:7101/approot/searchfeedservlet


	
ECSF_SECURITY_USERNAME

	
ECSF/Fusion user used by Oracle SES to invoke ECSF Security Service.

	
password


	
ECSF_SECURITY_PASSWORD

	
Password for ECSF/Fusion user used by Oracle SES to invoke ECSF Security Service.

	
password


	
ECSF_SECURITY_SERVICE

	
URL to ECSF servlets. This URL is used to construct configuration feeds for Oracle SES. ECSF runtime URL and ECSF Security Service URL can be set to 2 different servers, which is also what Oracle SES supports.

	
http://example.com:7101/approot/searchfeedservlet


	
ECSF_REDIRECT_SERVICE

	
URL to ECSF feed servlets. This URL is used to redirect drilldowns/actionable results.

	
http://example.com:7101/approot/searchfeedservlet








	
Select the record for the desired parameter, and modify the entry in the corresponding Value column.




	
Caution:

A save will occur only for the selected record. You can only save one record at a time.










	
Click the Save Engine Instance Parameter icon to save the selected record. Alternatively, select Save Record from the Actions menu or use the Ctrl+Shift+S keyboard shortcut.









9.5.3.3 Modifying Search Engine Instances

Modifying a search engine instance edits the properties of an existing search engine instance.

To modify search engine instances using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page, shown in Figure 9-4.


	
Modify the entries in the Name and Comments columns.




	
Caution:

A save will occur only for the selected record. You can only save one record at a time.










	
Click the Save Engine Instance icon to save the selected record. Alternatively, select Save Record from the Actions menu or use the Ctrl+S keyboard shortcut.









9.5.3.4 Modifying Search Engine Instance Parameters

Modifying search engine instance parameters updates the parameter values. Once the parameter values are updated, you must update all the deployed searchable objects of the same search engine instance with the latest search engine instance parameters on the Oracle SES server. Only searchable objects that have been deployed can be updated with the latest search engine instance parameters on the Oracle SES server.

To modify search engine instance parameters, follow the procedures in the following tasks:

	
Task 1, "Edit the Search Engine Instance Parameters"


	
Task 2, "Deploy the Parameters to All Deployed Searchable Objects"


	
Task 3, "Deploy the Parameters to Individual Deployed Searchable Objects"





	
	Task 1   Edit the Search Engine Instance Parameters
	
You can edit the search engine instance parameters to change their values.

To change the values of the search engine instance parameters using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page, shown in Figure 9-4.


	
From the table of search engine instances, select the record of the search engine instance for which you want to modify the parameters.

The parameters of the selected search engine instance appears in the Parameters tab.


	
Select the record for the desired parameter, and modify the entry in the corresponding Value column.




	
Tip:

It is recommended that you modify these parameters during system downtime. It is also recommended that you update the objects when all the parameters are set.













	
	Task 2   Deploy the Parameters to All Deployed Searchable Objects
	
After you update the search engine instance parameter values, you must update all the deployed searchable objects of the same search engine instance with the latest search engine instance parameters on the Oracle SES server.

To deploy the new values of the search engine instance parameters to all the deployed searchable objects in the search engine instance using Fusion Applications Control:

	
From the Parameters tab, click the Deploy Parameters icon to update all the deployed searchable objects with the latest search engine instance parameter values. Alternatively, select Deploy Parameters from the Actions menu or use the Ctrl+Shift+Y keyboard shortcut.

A confirmation dialog appears.


	
Validate that all deployed searchable objects have been updated with the latest parameter values by selecting the Searchable Objects tab and viewing the Parameters Applied column.

A green check mark indicates that the searchable object is updated with the latest parameter values. A red X indicates that the searchable object is not updated with the latest parameter values. A gray box indicates that the searchable object is not deployed.





	
	Task 3   Deploy the Parameters to Individual Deployed Searchable Objects
	
For any deployed searchable objects that were not updated with the latest parameter values, update them individually.

To deploy the parameters to individual deployed searchable objects using Fusion Applications Control:

	
From the Searchable Objects tab, select the record corresponding to a searchable object that was not updated with the new parameter value.

A green check mark indicates that the searchable object is updated with the latest parameter values. A red X indicates that the searchable object is not updated with the latest parameter values. A gray box indicates that the searchable object is not deployed.


	
Click the Deploy Parameters icon to update the parameter values for that deployed searchable object. Alternatively, select Deploy Parameters from the Actions menu or use the Ctrl+Shift+Y keyboard shortcut.

A confirmation dialog appears.

A green check mark will replace the red X when the latest search engine instance parameters are updated for the searchable object.












9.5.3.5 Deleting Search Engine Instances

Deleting search engine instances removes them from the specified search engine type.

To delete search engine instances using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Oracle SES search engine type name link in the Search Engine Types table to open the Search Engine Instance administration page, shown in Figure 9-4.


	
From the table of search engine instances, select the record you want to delete.


	
Click the Delete Engine Instance icon to delete the selected record. Alternatively, select Delete Record from the Actions menu or use the Ctrl+D keyboard shortcut.











9.5.4 Enabling Search on External Data Sources

In addition to providing search against ECSF data sources (that is, view object based data sources deployed from ECSF administration) and data sources that are crawled via ECSF, ECSF supports search against all registered Oracle SES data source groups that contain external data sources. External data sources include data sources such as Intranet, mail, database, and federated data sources (data sources crawled in separate engine instances). Oracle SES data source groups can also contain federated ECSF data sources (data sources created in different logical engine instances via the ECSF administration tools).

ECSF Administration synchronizes categories with the data source groups on Oracle SES. The data sources are not synchronized.

Figure 9-17 illustrates the process flow for enabling search on external data sources.


Figure 9-17 Process Flow for Search on External Data Sources
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The process flow includes the following steps:

	
Data source groups are imported from Oracle SES via the Fusion Applications Control. For information, see Task 1, "Import the External Search Categories".


	
The Oracle Fusion Applications database is synchronized with the data source groups from Oracle SES.

ECSF sets the IS_EXTERNAL flag to true on records in the ECSF_SEARCH_INDEX_GROUP table to identify them as external search categories.


	
ECSF-created search categories and external search categories are both accessible via getSearchGroups().


	
SearchCtrl can query any search category, and the underlying data may actually be federated to other Oracle SES instances.




	
Note:

ECSF supports multiple search engine instances for each application. However, each query can only contain search categories deployed on the same search engine instance.












Search categories containing ECSF data sources are represented in the ECSF_SEARCH_INDEX_GROUP table and linked to one or more searchable objects through an intersection table. Search results are usually grouped by the searchable object name stored in the ECSF_SO_NAME custom attribute that is returned in each search result.




	
Note:

ECSF currently does not support querying search categories that contain mixed data sources. Each search category must contain either only ECSF data sources or only external data sources.









External search categories are not linked to searchable objects. Instead, ECSF creates the ExternalSearchableObject searchable object type for external search categories. Search results from external search categories are assigned to the external searchable object, named oracle.ecsf.meta.ExternalSearchableObject, that is created during runtime.

Example 9-1 queries an external category called "Oracle Website."


Example 9-1 Sample Code for Querying External Categories


public void federationTest()
{
      SearchCtrl searchCtrl = new SearchCtrl();
      SearchHits searchHits = null;
      SearchContext searchContext = null;
      SearchEngineInstance engineInstance = null;
      SearchGroup[] sgs = new SearchGroup[1];

      QueryMetaDataImpl queryMetaData = new QueryMetaDataImpl();
      queryMetaData.setQueryString("%");
      queryMetaData.setPageSize(10);
      queryMetaData.setCurrentPage(1);

      ArrayList<SearchEngineInstance> engineInstances =
         (ArrayList<SearchEngineInstance>)searchCtrl.getEngineInstances();
      for (int i = 0; i < engineInstances.size(); i++)
      {
         if (engineInstances.get(i).getId() == 1)
         {
            engineInstance = engineInstances.get(i);
            break;
         }
      }
      
      ArrayList<SearchGroup> groups = (ArrayList<SearchGroup>)engineInstance.getSearchGroups();
      for (int j = 0; j < groups.size(); j++)
      {
         if (groups.get(j).getName().equals("Oracle Website"))
         {
            sgs[0] = groups.get(j);
            break;
         }
      }      queryMetaData.setSearchGroups(sgs);      searchContext = ContextFactory.getSearchContext();      searchContext.bindUser("scott");      try      {         searchHits = searchCtrl.runQuery(searchContext, queryMetaData);      }      catch (Exception e)      {          fail("Failed runQuery due to "+e.getMessage());      }            IndexedDocument doc = searchHits.getDocument(0);      String url = null;      try      {         url = doc.getDefaultAction().getRedirectURL();         ActionURLResolver resolver = new ActionURLResolver();         url = resolver.resolveURL(searchContext, doc.getDefaultAction());      }      catch (Exception e)      {      }}




Since there is no view object or search object definition file where actions can be defined, the URL attribute of the resulting object returned from Oracle SES will be used to generate a default action with the name Default.

Advanced search and faceted navigation are not supported for external data sources.






9.5.5 Adding Product Families for Federated Search

To include a new product family for federated search, you must add a Search Application Service Component instance to engine type Oracle Search Application and configure the instance.




	
Note:

Manage credentials via the MBean using JConsole. For information, see Oracle Fusion Middleware Fusion Developer's Guide for Oracle Application Development Framework (Oracle Fusion Applications Edition).









Each product family (Oracle Fusion Customer Relationship Management, Oracle Fusion Human Capital Management, and Oracle Fusion Supply Chain Management) has its own search application. Each search application provides the data service, query web service, authentication service, and authorization service for the product family. Each search application also contains all the searchable objects and its dependencies for the product family as well as the references to the ECSF shared libraries.

To create and configure a Search Application Service Component instance using Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Enterprise Crawl and Search Framework folder.


	
Select the application engine instance that contains the searchable objects you want to manage to open the Enterprise Crawl and Search Framework Configuration Settings page.


	
Click the Search Application Service Component link.


	
On the Search Application Service Component administration page, shown in Figure 9-11, click the New Engine Instance icon. Alternatively, select New Record from the Actions menu or use the Ctrl+Shift+N keyboard shortcut.

A new Search Application Service Component instance record is added to the top of the table of configured search applications.


	
Enter a value for the Name column.


	
On the Parameters tab, set the value for the ECSF_QUERY_SERVICE_REF_NAME parameter of the Search Application Service Component instance. Use the following format:

{/oracle/ecsf/service/query/common/componentname/}SearchService

replacing componentname with the name of the Search Application Service Component.


	
Set the value for the IS_ACTIVE parameter of the Search Application Service Component instance.

Set the value to Y to specify that the Search Application Service Component is active. The component is skipped during global search related functions when you set the value to N. If the IS_ACTIVE parameter value is not defined for the component in the database, the component is treated as active.


	
Save.
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What's New in This Guide

The following topics introduce the new and changed features of Oracle Fusion Applications and other significant changes that are described in this guide, and provides pointers to additional information.


New and Changed Features for 11g Release 6 (11.1.6)

Oracle Fusion Applications 11g Release 6 (11.1.6) includes the following new and changed administrative features for this document:

	
The ability to use Oracle Enterprise Manager Cloud Control to view and manage targets across domains. See Section 4.3.

The ability to use Cloud Control to save and reuse criteria for log file searches. See Section 15.3.4 and Section 15.3.5.


	
The ability to use Cloud Control to implement pre-seeded compliance parameters that ensure various Fusion Applications settings are performing optimally. See Chapter 5.


	
Procedures for enabling SSL in Oracle Fusion Applications domains and identity management domains. See Section 6.7.3.





New and Changed Features for 11g Release 5 (11.1.5)

Oracle Fusion Applications 11g Release 5 (11.1.5) includes the following new and changed administrative features for this document:

	
The schemaPasswordChangeTool utility, which enables you to modify the Oracle Fusion applications passwords in the Oracle Database. See Section 4.6.1.


	
The password-reset-tool utility, which enables you to change the passwords for the FAAdmin, IDROUser, IDRWUser, PolicyRWUser, and oamadminuser users. See Section 6.8.5.3.


	
The facertsutil utility, which enables you to renew your self-signed certificates. See Section 6.8.6.


	
The fastartstop utility, which starts and stop components in the Oracle Fusion Applications was modified to support starting and stopping Oracle HTTP Server and Oracle Business Intelligence. See:

	
Section 4.4.2.1 and Section 4.4.2.2 to review the syntax changes.


	
Section 4.4.5 for instructions on starting and stopping Oracle HTTP Server.


	
Section 4.4.6 for instructions on starting and stopping Oracle Business Intelligence.





	
The procedure for working with class histograms, deploying/upgrading agents and engines, and working with pool threshold violations. See:

	
Section 13.3 for information about class histograms.


	
Section 13.4 for information about deploying bulk diagnostic agents.


	
Section 13.5 for information about upgrading engines.


	
Section 13.6 for information about working with pool threshold violations.





	
In the logging.xml file, the logger previously named oracle.apps was renamed to oracle.apps.appslogger. See:

	
Section 15.4 for information about using this logger to specify the value of the Oracle Diagnostics Logging Level.


	
Section 15.4.4.1 for information about how this logger may be involved in changes to log file rotation policies.


	
Section 17.3.3 for information about which setting takes precedence when the AFLOG_LEVEL profile option and the odlLevel setting for the oracle.apps.appslogger logger are both set.





	
The process of using the AFLOG_FILENAME profile option value to set the location of an individual user's C log file now requires use of the Setup and Maintenance area. See Section 15.4.5.


	
The process for moving Oracle Identity Management components during a test-to-production content movement has been changed and simplified. See Section 20.3.3 for details.





Other Significant Changes in this Document for 11g Release 6 (11.1.6)

For 11g Release 6 (11.1.6), this guide has been updated in several ways. Following are the sections that have been added or changed.

	
Added a chapter that describes how to maintain languages. See .


	
Completely revised the usage of the Password Change Utility. See Section 4.6.


	
Reorganized information concerning log files, diagnostic tests, and related troubleshooting, to resemble the way related information is organized in the Oracle Fusion Middleware Administrator's Guide. Renamed some chapters and section headings. See:

	
for information about configuring and using log files during normal operation.


	
for information and configuring and using diagnostic tests during normal operation.


	
for information about troubleshooting using log files, diagnostic tests, incidents, and QuickTrace.








Other Significant Changes in this Document for 11g Release 5 (11.1.5)

For 11g Release 5 (11.1.5), this guide has been updated in several ways. Following are the sections that have been added or changed.

	
Enhanced getting started information for Oracle Fusion Functional Setup Manager. See Section 2.8.


	
Added a section that describes how to modify Oracle Data Integrator configuration. See Section 4.11.


	
Enhanced information about diagnosing Java applications in the middle tier using Cloud Control. See Section 13.2.


	
Added a section that describes how to configure non-standard logging to use when troubleshooting for the Oracle Fusion Human Capital Management Payroll application. See Section 17.3.10.


	
Moved detailed information about recommended troubleshooting steps from Section 17.2.1 to the "Basic Tasks for Troubleshooting" section of the Oracle Fusion Applications Administrator's Troubleshooting Guide.


	
Added a section that describes how to view non-standard log files for the Oracle Fusion Human Capital Management Payroll application. See Section 17.5.2.


	
Updated the data masking section to use cloud control examples. See Section 6.9.










Part III



Monitoring

This part provides information about how to monitor the Oracle Fusion Applications environment. It explains how to find information about the cause of an error and its corrective action, and how to view and manage log files to assist in monitoring system activity and to diagnose problems.

Part III contains the following chapters:

	
Chapter 11, "Monitoring Oracle Fusion Applications"


	
Chapter 12, "Monitoring the Oracle Fusion Applications Middle Tier"


	
Chapter 13, "Diagnosing the Oracle Fusion Applications Middle Tier Performance"


	
Chapter 14, "Monitoring and Tuning Oracle Database for Oracle Fusion Applications"


	
Chapter 15, "Managing Oracle Fusion Applications Log Files"


	
Chapter 16, "Managing Oracle Fusion Applications Diagnostic Tests"


	
Chapter 17, "Troubleshooting Oracle Fusion Applications Using Incidents, Logs, QuickTrace, and Diagnostic Tests"
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18 Backing Up and Recovering Oracle Fusion Applications


This chapter describes recommended back up and recovery strategies and procedures for recovering your Oracle Fusion Applications environment from different types of failures and outages, such as data loss or corruption, host failure, or media failure.

This chapter contains the following topics:

	
Section 18.1, "Introduction to Backup and Recovery"


	
Section 18.2, "Overview of Backing Up Your Environment"


	
Section 18.3, "Overview of Recovering Your Environment"


	
Section 18.4, "Prerequisites for Using Cloud Control to Back Up or Restore Your Environment"


	
Section 18.5, "Backup and Recovery Recommendations for Oracle Fusion Applications"


	
Section 18.6, "Performing a Backup"


	
Section 18.7, "Creating a Record of Your Oracle Fusion Applications Configuration"


	
Section 18.8, "Recovering Using Cloud Control"


	
Section 18.9, "Recovering After Data Loss, Corruption, or Media Failure"


	
Section 18.10, "Recovering After Loss of Host"


	
Section 18.11, "A Case Study: Recovering Oracle Fusion Customer Relationship Management"






18.1 Introduction to Backup and Recovery

An Oracle Fusion Applications environment can consist of different Oracle Fusion Applications product families. It is built on Oracle Fusion Middleware, which contains Oracle WebLogic Server domains with Java components, such as Oracle SOA Suite, and system components, such as Oracle HTTP Server. It also contains a separate Oracle WebLogic Server domain with Identity Management components, such as Oracle Internet Directory and Oracle Virtual Directory.

Oracle Fusion Applications and some Oracle Fusion Middleware components use Oracle Database instances to store data and metadata.

Note that Oracle Fusion Applications uses at least three databases:

	
A database that holds the LDAP repository


	
A database that holds the Oracle Fusion Applications data


	
A database that holds the Oracle Identity Manager repository




The installations of an Oracle Fusion Applications environment are interdependent in that they contain configuration information, applications, and data that are kept in synchronization.

It is, therefore, important to consider your entire Oracle Fusion Applications environment when performing backup and recovery. You should back up your entire Oracle Fusion Applications environment as soon as you have installed and configured it, then periodically. If a loss occurs, you can restore your environment to a consistent state.






18.2 Overview of Backing Up Your Environment

You should back up your environment when you install and configure Oracle Fusion Applications and on a regular basis. You can back up your full environment or you can back up only parts of it. You can perform the backups in online or offline mode.

This section includes the following topics:

	
Section 18.2.1, "Tools to Use to Back Up Your Environment"


	
Section 18.2.2, "Modes of Backup"


	
Section 18.2.3, "Types of Backups"


	
Section 18.2.4, "Recommended Backup Strategy"






18.2.1 Tools to Use to Back Up Your Environment

To back up your Oracle Fusion Applications environment, you can use:

	
Oracle Enterprise Manager Cloud Control

With Cloud Control, you can back up the directories and databases that comprise a Oracle Fusion Applications installation. Because Cloud Control uses Oracle Secure Backup to perform Oracle Fusion Applications backups, all backups are done to tape, which is the media supported by Oracle Secure Backup.


	
File copy utilities such as copy, xcopy, tar, or jar. Make sure that the utilities:

	
Preserve symbolic links


	
Support long file names


	
Preserve the permissions and ownership of the files




For example:

	
On Windows, for online backups, you can use copy; for offline backups, you can use copy, xcopy, tar, or jar. Ensure that the backup utility you use can support long and unicode file names and extensions. Many of the early archiving utilities did not have this support.

Note that for some versions of Windows, any file name with more than 256 characters will fail. You can use the xcopy command with the following switches to work around this issue:


xcopy /s/e  "C:\Temp\*.*"  "C:\copy"


See the xcopy help for more information about syntax and restrictions.


	
On UNIX, for online and offline backups, you can use tar.




See Section 18.2.2 for descriptions of online and offline backups.


	
Oracle Recovery Manager (RMAN) to back up database-based metadata repositories and any databases used by Oracle Fusion Applications. With RMAN, you can perform full backups or incremental backups. See Oracle Database Backup and Recovery User's Guide for information about using RMAN to back up a database.




If you want to retain your backups for a longer duration, consider backing up to tape, for example using Oracle Secure Backup.

For optimized backup time and fast restore times for the file system, you can use a storage snapshot feature provided by a storage vendor. Snapshots are point-in-time, read-only copies of the file system. Snapshots normally use copy-on-write mechanisms and hence do not occupy any space at the beginning. When new data is written, the old copy is written to the snapshot. Most of the storage vendors support an unlimited number of snapshots and allow creating snapshots manually or automatically without any user interventions. Snapshots can be taken quickly, thus reducing the time taken when performing a backup. Taking regular snapshots of the Oracle Fusion Applications configuration helps you restore the Oracle Fusion Applications environment quickly in the event of configuration corruption or data loss. Snapshots provide rollback capabilities. When a rollback occurs, any newer snapshots (and clones of newer snapshots) are destroyed, and the active data reverts to the state when the snapshot was taken.






18.2.2 Modes of Backup

You can back up your Oracle Fusion Applications environment offline or online:

	
With an offline backup, you must shut down the environment before performing the backup. When you perform an offline backup, the Administration Server, all Managed Servers in the domain, and all system components in the Oracle instances should be shut down.

Back up the environment offline immediately after installation and after applying upgrades.


	
With an online backup, you do not shut down the environment before backing up the files. To avoid an inconsistent backup, do not make any configuration changes until the backup is completed. To ensure that no changes are made in the WebLogic Server domain, lock the WebLogic Server configuration, as described in "Locking the WebLogic Server Configuration" in the Oracle Fusion Middleware Administrator's Guide.

During an online backup, applications can continue to run during the backup, so your business is not affected.









18.2.3 Types of Backups

You should back up your Oracle Fusion Applications file system and your Oracle Fusion Applications databases.

For the Oracle Fusion Applications file system, you can perform a full backup or you can perform a partial backup. See Figure 1-6 for a graphic of the directory structure in the Oracle Fusion Applications file system.

To perform a full backup of the file system, you should back up the binary files, as well as the configuration files.

Binary files are static files and directories that do not change frequently. These include:

	
The Applications base directory, which is the top-level directory containing Oracle Fusion Applications, Middleware homes, and Oracle homes.


	
The Middleware home (MW_HOME). A Middleware home consists of a WebLogic Server home, an Oracle Common home, and optionally one or more Oracle homes and one or more Oracle instances.


	
OraInventory


	
On UNIX, the OraInst.loc file, which is located in the following directory:


(Linux and IBM AIX) /etc
(Other UNIX systems) /var/opt/oracle


	
On UNIX, the oratab file, which is located in the following directory:


/etc


	
The beahomelist file, which is located at:


(UNIX) user_home/bea/beahomelist
(Windows) C:\bea\beahomelist


	
On Windows, the following registry key:


HKEY_LOCAL_MACHINE\Software\oracle


In addition, for system components, such as Oracle HTTP Server, you must back up the following Windows Registry key:


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services




Configuration files are those files that change frequently. Back up these files when you perform a full backup and on a regular basis. Configuration files include:

	
The Applications configuration directory, which is the top-level directory containing domains and Oracle instances.


	
Domain directories of the Administration Server and the Managed Servers. The Oracle Fusion Applications environment can consist of multiple domains (for example, CRMDomain and FinancialDomain). Each domain consists of an Administration Server and one or more Managed Servers.

Unless stated in the backup recommendations for a particular type of Oracle Fusion application, you do not need to back up Managed Server directories separately because the Administration Server contains information about all of the Managed Servers in its domain.


	
All Oracle instance homes, which reside by default in the MW_HOME, but can be configured to be in a different location.




For the Oracle Fusion Applications database and related databases, you can perform full or incremental backups. You use Oracle Recovery Manager to back up an Oracle Database instance.

Note that you must keep the databases synchronized when you restore them.






18.2.4 Recommended Backup Strategy

This section outlines the recommended strategy for performing backups. Using this strategy ensures that you can perform the recovery procedures in this book.




	
Note:

Store your backups in a secure location, that is, not on the same hardware that contains your Oracle Fusion Applications environment.









	
Perform a full offline backup: Back up the binary files and directories and the configuration files described in Section 18.2.3. If the Applications base directory is shared, you only need to back it up once. If the Applications base directory is not shared, back it up on each host in your Oracle Fusion Applications environment. Perform a full offline backup at the following times:

	
Immediately after you install Oracle Fusion Applications


	
Immediately after an operating system software upgrade.


	
Immediately before upgrading your Oracle Fusion Applications environment


	
Immediately after upgrading your Oracle Fusion Applications environment


	
Immediately before patching your Oracle Fusion Applications environment.





	
Perform an online backup of configuration files: Back up the configuration files described in Section 18.2.3. Backing up the configuration files enables you to restore your environment to a consistent state as of the time of your most recent configuration and metadata backup. You can back up the configuration files at the following granularity:

	
The Applications configuration directory.


	
The domain.


	
The instance. You should back up the files in the following directories:


For the CRM Domain: instance/domains/host_name/CRMDomain
For the HCM Domain: instance/domains/host_name/HCMDomain
For the FIN Domain: instance/domains/host_name/FinancialDomain
For the PRJ Domain: instance/domains/host_name/PRJDomain
For the Webtier home: instance/CommonDomain_webtier
For the BI Instance: instance/BIInstance




To avoid an inconsistent backup, do not make any configuration changes until the backup completes.

Perform an online backup of configuration files at the following times:

	
On a regular basis. Oracle recommends that you back up configuration files nightly.


	
Prior to making configuration changes to an Administration Server, a Managed Server, or application.


	
Immediately after patching your Oracle Fusion Applications environment.


	
After making configuration changes to an Administration Server, a Managed Server, Oracle instance, or application.


	
After a major change to the deployment architecture, such as creating servers or clusters.





	
Perform a full or incremental backup of your databases: Use RMAN to backup your databases. See the Oracle Database Backup and Recovery User's Guide for information about using RMAN and for suggested methods of backing up the databases.




Note the following recommendations:

	
To ensure that no changes are made in the WebLogic Server domains, lock the WebLogic Server configuration for all the domains in Oracle Fusion Applications environment, as described in "Locking the WebLogic Server Configuration" in the Oracle Fusion Middleware Administrator's Guide.


	
When you create the backup, name the archive file with a unique name. Consider appending the date and time to the name. For example, if you create a backup of the Applications base directory on March 2 2012, name the backup:


ApplBase_backup_030212.tar











18.3 Overview of Recovering Your Environment

If your environment suffers from critical failures that involve actual data corruption, data loss, or loss of host, you must recover all or part of your environment.

This section includes the following topics:

	
Section 18.3.1, "Tools to Use to Recover Your Environment"


	
Section 18.3.2, "Types of Recovery"


	
Section 18.3.3, "Recommended Recovery Strategies"






18.3.1 Tools to Use to Recover Your Environment

To recover your Oracle Fusion Applications environment, you can use:

	
Oracle Enterprise Manager Cloud Control

With Cloud Control, you can restore the directories and databases that comprise a Oracle Fusion Applications installation.


	
File copy utilities, such as copy, xcopy or tar.

When you restore the files, use your preferred tool to extract the compressed files.

For example, for online recovery on Windows, you can use copy; for offline recovery on Windows, you can use copy, xcopy, or jar. Ensure that the utility you use can support long and unicode file names and extensions. Many of the early archiving utilities did not have this support."

For example, for UNIX, you can use tar.


	
Oracle Recovery Manager (RMAN) to recover database-based metadata repositories and Oracle Fusion Applications databases. See the Oracle Database Backup and Recovery User's Guide for information about using RMAN to recover a database.









18.3.2 Types of Recovery

Recovery strategies enable you to recover from critical failures that involve actual data corruption, data loss, or loss of host. Depending on the type of loss, you can recover your Oracle Fusion Applications environment in part or in full. You can recover the following:

	
The Applications base directory


	
The Oracle WebLogic Server domains containing Oracle Fusion Applications


	
The Administration Server for the Oracle Fusion Applications domains


	
Managed Servers


	
The Middleware home


	
An Oracle home


	
An Oracle instance home


	
Any database used by Oracle Fusion Applications. You use Oracle Recovery Manager (RMAN) to recover an Oracle Database instance. See Oracle Database Backup and Recovery User's Guide for information about using RMAN to recover a database.




Note that with Oracle Fusion Applications, you can install all or some of the files on shared storage. Some of the procedures will differ depending on whether all files are on shared storage. The options are:

	
All files are on a shared file system.


	
All binary files are on a shared file system as well as all Administration Servers. Managed Servers are on local file systems.









18.3.3 Recommended Recovery Strategies

Note the following key points about recovery:

	
All or part of your Oracle Fusion Applications environment must be offline while you are performing recovery.

Stop the relevant processes. The processes you stop depends on the granularity of the recovery. For example, if you are recovering only one domain, shut down the corresponding Administration Server and Managed Servers.


	
Rename existing files and directories before you begin restoring the files from backup so that you do not unintentionally override necessary files.


	
Although, in some cases, it may appear that only one or two files are lost or corrupted, you should restore the directory structure for the entire element, such as an Oracle instance home or a component, rather than just restoring one or two files. In this way, you are more likely to guarantee a successful recovery.


	
If you need to recover a database, perform a complete recovery to recover the database to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database as close to the current time as possible. (You can use point-in-time recovery if the database is configured in Archive Log Mode. This is typically a time right before the database failure occurred.) Oracle recommends using Archive Log Mode for production databases.

You must keep the databases synchronized. See Section 18.9.9 for procedures for recovering them to the same point in time and reconciling differences.











18.4 Prerequisites for Using Cloud Control to Back Up or Restore Your Environment

Before you back up or restore an Oracle Fusion Applications environment using Oracle Enterprise Manager Cloud Control, ensure the following prerequisites are met:

	
Cloud Control 12c Agents must be installed on all hosts in the Oracle Fusion Applications environment where components (such as Oracle WebLogic Server Administration and Managed Servers) are running, and the hosts must be discovered in Cloud Control. (Although it is possible to monitor an Oracle Fusion Applications environment without having Agents on every host, backup and restore requires a local Agent on each host). For more information on installing and configuring Cloud Control, refer to the Oracle Enterprise Manager Cloud Control Basic Installation Guide.


	
An Oracle Secure Backup domain target must be discovered in Cloud Control. This requires an Oracle Secure Backup server installation, and all hosts that are part of the Oracle Fusion Applications environment must be configured as Oracle Secure Backup client hosts. For more information on installing Oracle Secure Backup, refer to the Oracle Secure Backup Installation and Configuration Guide.


	
A Fusion Instance target representing the Oracle Fusion Applications environment must be discovered in Cloud Control. The Fusion Instance target must be discovered through a local Agent that is running on one of the hosts in the Oracle Fusion Applications environment.


	
You must create a backup configuration using Cloud Control. A backup configuration contains the settings that will be used for the database and file backups, and is required to perform an Oracle Fusion Applications backup. See Section 18.6.1.1 for more details on creating a backup configuration.


	
Before you perform a backup or restore through Cloud Control, you must properly shut down all Oracle WebLogic Server instances and other components in the Oracle Fusion Applications environment. Refer to Section 18.9 and Section 18.10 for details on what components must be shut down and how to shut them down. Optionally, scripts that perform the required shutdown of components on each host can be invoked as user-specified pre-backup or pre-restore scripts within the Cloud Control backup procedure. (See Section 18.6.1.2 for more details on user-specified scripts.)


	
If the Oracle Fusion Applications repository or other databases are included in an Oracle Fusion Applications restore, the databases must be started in mounted mode prior to submitting the restore procedure. If a complete restore of the databases is required, it may be necessary to first perform a SPFILE or controlfile restore or both for the individual databases through the database Perform Recovery wizard, which can be accessed from the Availability menu on the Cloud Control database home page. (Go to the home page of the database that must be restored, select Availability, then select Backup and Recovery, then select Perform Recovery.)




For information about using Cloud Control to back up and recover your Oracle Fusion Applications environment, see:

	
Section 18.6.1, "Performing a Backup Using Cloud Control"


	
Section 18.8, "Recovering Using Cloud Control"









18.5 Backup and Recovery Recommendations for Oracle Fusion Applications

The topics in this section describe backup and recovery recommendations for specific Oracle Fusion Applications components and for components that are related to Oracle Fusion Applications.

The topics include information about configuration files for each application or component. Note that the list of files in not an exhaustive list. You do not back up or recover the individual files. Generally, you back up or recover the Applications base directory, the Applications configuration directory, Middleware home, domain, Oracle home, or an Oracle instance, as described in Section 18.6, Section 18.9, and Section 18.10.

The configuration files and database schemas are for information purposes only. You must back up the entire database.

This section includes the following topics:

	
Section 18.5.1, "Backup and Recovery Recommendations for Oracle Fusion Customer Relationship Management"


	
Section 18.5.2, "Backup and Recovery Recommendations for Oracle Fusion Financials"


	
Section 18.5.3, "Backup and Recovery Recommendations for Oracle Fusion Human Capital Management"


	
Section 18.5.4, "Backup and Recovery Recommendations for Oracle Fusion Supply Chain Management"


	
Section 18.5.5, "Backup and Recovery Recommendations for Oracle Fusion Project"


	
Section 18.5.6, "Backup and Recovery Recommendations for Oracle Fusion Procurement"


	
Section 18.5.7, "Backup and Recovery Recommendations for Oracle Fusion Incentive Compensation"


	
Section 18.5.8, "Backup and Recovery Recommendations for Oracle Fusion Applications Technology"


	
Section 18.5.9, "Backup and Recovery Recommendations for Oracle Fusion Setup"


	
Section 18.5.10, "Backup and Recovery Recommendations for Oracle Enterprise Scheduler"


	
Section 18.5.11, "Backup and Recovery Recommendations for Oracle Enterprise Crawl and Search Framework"


	
Section 18.5.12, "Backup and Recovery Recommendations for Oracle Authorization Policy Manager"


	
Section 18.5.13, "Backup and Recovery Recommendations for Java Servers for Oracle E-Mail and Web Marketing"






18.5.1 Backup and Recovery Recommendations for Oracle Fusion Customer Relationship Management

This section describes the Oracle Fusion Customer Relationship Management data that must be backed up and restored.


Configuration Files

Most configuration data is stored in the Oracle WebLogic Server domain.

In addition, Oracle Fusion Customer Relationship Management uses configuration data for Java servers for Oracle E-Mail and Web Marketing. See Section 18.5.13 for information about backing up and recovering Oracle E-Mail and Web Marketing.


Dependencies on Oracle Fusion Middleware Components

Oracle Metadata Services, Oracle Business Intelligence metadata, Oracle Real-Time Decisions, an LDAP provider such as Oracle Internet Directory, Oracle WebCenter Portal (including tagging, group spaces, and the Oracle WebCenter Portal schemas), portlet metadata, Oracle SOA Suite, Oracle ADF user interface, Oracle Essbase, Oracle WebCenter Content, Oracle Enterprise Crawl and Search Framework metadata and data, including Oracle Secure Enterprise Search, Oracle Product Data Quality


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Customer Relationship Management is deployed. Back up the standalone Java servers used for Oracle E-Mail and Web Marketing, as described in Section 18.5.13.

Back up the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.


Recovery Recommendations

Recover the Managed Server to which the application is deployed. If needed, recover the standalone Java servers used for Oracle E-Mail and Web Marketing, as described in Section 18.5.13.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Fusion Customer Relationship Management, including for loss of host, see Section 18.9.10.1.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases containing the Oracle Fusion Applications, Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.2 Backup and Recovery Recommendations for Oracle Fusion Financials

This section describes the Oracle Fusion Financials data that must be backed up and restored.


Configuration Files

Configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

Oracle Application Development Framework, Oracle BPEL Process Manager, Oracle WebCenter Portal (portlets), Oracle Metadata Services, Oracle WebCenter Content: Imaging, Oracle Enterprise Scheduler, Oracle BI Enterprise Edition, Oracle Essbase, and Applications Technology Group


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing the Oracle Fusion Applications, the LDAP store, Oracle Essbase, and Oracle Fusion Middleware schemas


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Financials is deployed.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Back up the databases containing the Oracle Fusion Applications, Oracle Essbase, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content.


Recovery Recommendations

Recover the Managed Server to which the application is deployed. For information about recovering Oracle Essbase, see "Recovering Oracle Essbase After Loss of Host" in the Oracle Fusion Middleware Administrator's Guide.

Depending upon the extent of failure, recovery should be performed at the desired granularity. See Section 18.9.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases to the most recent point in time, if needed.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.3 Backup and Recovery Recommendations for Oracle Fusion Human Capital Management

This section describes the Oracle Fusion Human Capital Management data that must be backed up and restored.


Configuration Files

Most configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

Oracle Application Development Framework, Oracle BPEL Process Manager, Oracle WebCenter Portal (portlets), Oracle Metadata Services, Oracle Enterprise Scheduler, Oracle Business Intelligence Publisher, an LDAP provider such as Oracle Internet Directory, Oracle Fusion Middleware Extensions for Applications, Oracle WebCenter Content


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Human Capital Management is deployed.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Back up the databases containing the LDAP store, Oracle Fusion Applications, Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.


Recovery Recommendations

Recover the Managed Server to which the application is deployed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. See Section 18.9.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases to the most recent point in time, if needed. Note that the databases, including the LDAP store, the database containing Oracle Fusion Human Capital Management schemas and the Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content must be kept synchronized. If you restore one, restore the others to the same point in time.

There may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.4 Backup and Recovery Recommendations for Oracle Fusion Supply Chain Management

This section describes the Oracle Fusion Supply Chain Management data that must be backed up and restored.


Configuration Files

Configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

Oracle Application Development Framework, Oracle SOA Suite, Oracle Enterprise Scheduler


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Supply Chain Management is deployed.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Back up the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.


Recovery Recommendations

Recover the Managed Server to which the application is deployed.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases to the most recent point in time, if needed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. See Section 18.9. For the steps specific to recovering from loss of host, see Section 18.10.6.1.






18.5.5 Backup and Recovery Recommendations for Oracle Fusion Project

This section describes the Oracle Fusion Project data that must be backed up and restored.


Configuration Files

Most configuration data is stored in the Oracle WebLogic Server domain. In addition, configuration data is stored in the Oracle Essbase database.


Dependencies on Oracle Fusion Middleware Components

Oracle Metadata Services, an LDAP provider such as Oracle Internet Directory, Oracle WebCenter Portal (including tagging, group spaces, and the Oracle WebCenter Portal schemas), Oracle SOA Suite, Oracle Application Development Framework user interface, Oracle Enterprise Crawl and Search Framework metadata and data, Oracle Enterprise Scheduler, Oracle Essbase


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing the Oracle Fusion Applications, Oracle Essbase, the LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Project is deployed.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Back up the Oracle Essbase database used by Oracle Fusion Project. Back up the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas.


Recovery Recommendations

Recover the Managed Server to which the application is deployed.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases to the most recent point in time, if needed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. See Section 18.9.






18.5.6 Backup and Recovery Recommendations for Oracle Fusion Procurement

This section describes the Oracle Fusion Procurement data that must be backed up and restored.


Configuration Files

Most configuration data is stored in the Oracle WebLogic Server domain. In addition, the certificate file, which is determined by the Profile Option, contains a certificate for SSL connections made to supplier web sites in order to let requisitioners search or browse catalogs.


Dependencies on Oracle Fusion Middleware Components

Oracle Application Development Framework, Oracle BPEL Process Manager, Oracle B2B, Oracle Fusion Middleware Extensions for Applications, Oracle Enterprise Scheduler, Oracle Business Intelligence Publisher, Oracle Streams, Advanced Queuing (AQ), Java Message Service (JMS), JMS queues with Oracle B2B


Dependencies on Third-Party Products

CUPS software, a portable printing layer for UNIX systems


Database Repository Dependencies

The databases containing Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Procurement is deployed. Back up the certificate file.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Back up the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.


Recovery Recommendations

Recover the Managed Server to which the application is deployed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Fusion Procurement, see Section 18.9.10.2. For the steps specific to recovering from loss of host, see Section 18.10.6.2.

For information about recovering JMS, see "Backup and Recovery Recommendations for Oracle WebLogic Server JMS" in the Oracle Fusion Middleware Administrator's Guide.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases to the most recent point in time, if needed.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.7 Backup and Recovery Recommendations for Oracle Fusion Incentive Compensation

This section describes the Oracle Fusion Incentive Compensation data that must be backed up and restored.


Configuration Files

Configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

Oracle Application Development Framework, Oracle SOA Suite, Oracle Data Integrator, Oracle BI Enterprise Edition, Oracle Enterprise Scheduler, Oracle Enterprise Crawl and Search Framework, Oracle Secure Enterprise Search


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Incentive Compensation is deployed.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Back up the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.


Recovery Recommendations

Recover the Managed Server to which the application is deployed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. See Section 18.9.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases to the most recent point in time, if needed.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.8 Backup and Recovery Recommendations for Oracle Fusion Applications Technology

This section describes the Oracle Fusion Applications Technology data that must be backed up and restored.


Configuration Files

Configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

Oracle Application Development Framework, Oracle SOA Suite, Federated Worklist, Oracle WebCenter Portal (including portlets, tagging, group spaces, and forums), Oracle WebCenter Portal, MDS, portlet metadata, Oracle Enterprise Crawl and Search Framework metadata and data, and Oracle Secure Enterprise Search, Oracle BI Enterprise Edition, Oracle Fusion Topology Manager, Applications Technology Group


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Applications Technology is deployed.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Back up the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.


Recovery Recommendations

Recover the Managed Server to which the application is deployed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. See Section 18.9.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases to the most recent point in time, if needed.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.9 Backup and Recovery Recommendations for Oracle Fusion Setup

This section describes the Oracle Fusion Setup data that must be backed up and restored.


Configuration Files

Configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

Oracle Application Development Framework, Oracle BPEL Process Manager, Oracle WebCenter Content, Oracle WebCenter Portal (portlets), Oracle Enterprise Scheduler, Identity Governance Framework


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Applications base directory and the Administration Server domain in which Oracle Fusion Setup is deployed.

Back up Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Back up the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.


Recovery Recommendations

Recover the Managed Server to which the application is deployed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. See Section 18.9.

Recover Oracle WebCenter Content, as described in "Backup and Recovery Recommendations for Oracle WebCenter Content" in the Oracle Fusion Middleware Administrator's Guide.

Recover the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas, including those for Oracle WebCenter Content.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.10 Backup and Recovery Recommendations for Oracle Enterprise Scheduler

This section describes the Oracle Enterprise Scheduler data that must be backed up and restored.


Configuration Files

Configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

None


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases containing Oracle Fusion Applications, Oracle Enterprise Scheduler, LDAP store, and Oracle Fusion Middleware schemas, including Oracle WebCenter Content


Backup Recommendations

Back up the Oracle home and the domain home.

Back up the databases containing the Oracle Fusion Applications, the LDAP store, and Oracle Fusion Middleware schemas.


Recovery Recommendations

Recover the domain home and the Oracle home, as needed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Enterprise Scheduler, including for loss of host, see Section 18.9.11.2.

Recover the databases to the most recent point in time, if needed.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.11 Backup and Recovery Recommendations for Oracle Enterprise Crawl and Search Framework

This section describes the Oracle Enterprise Crawl and Search Framework data that must be backed up and restored.


Configuration Files

Configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

Oracle Application Development Framework


Dependencies on Third-Party Products

None


Database Repository Dependencies

The database containing Oracle Fusion Applications schemas


Backup Recommendations

Back up the domain in which Oracle Enterprise Crawl and Search Framework is deployed.

Back up the database containing the Oracle Fusion Applications schemas.


Recovery Recommendations

Recover the domain in which Oracle Enterprise Crawl and Search Framework is deployed.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Enterprise Crawl and Search Framework, including for loss of host, see Section 18.9.11.3.

Recover the database containing the Oracle Fusion Applications schemas.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.12 Backup and Recovery Recommendations for Oracle Authorization Policy Manager

This section describes the Oracle Authorization Policy Manager data that must be backed up and restored.


Configuration Files

The configuration files are located in the Oracle instance home.


Dependencies on Oracle Fusion Middleware Components

An LDAP provider, such as Oracle Internet Directory


Dependencies on Third-Party Products

None


Database Repository Dependencies

The databases used by Oracle Authorization Policy Manager and the LDAP store


Backup Recommendations

Back up the Oracle Authorization Policy Manager Domain home and its Oracle home.

Back up the database used by Oracle Authorization Policy Manager and the LDAP store.


Recovery Recommendations

Recover the domain in which Oracle Authorization Policy Manager is deployed. Recover the Oracle home, if necessary.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle Authorization Policy Manager, including for loss of host, see Section 18.9.11.4.

Recover the databases used by Oracle Authorization Policy Manager and the LDAP store, if needed, to the same point in time.

If needed, perform a complete recovery to recover the databases to the most current state. However, there may be some situations where you do not have all the required logs to accomplish complete recovery. In that situation, perform an incomplete recovery (point-in-time recovery) to recover the database to as close to the current time as possible. Then, reconcile the databases, as described in Section 18.9.9.






18.5.13 Backup and Recovery Recommendations for Java Servers for Oracle E-Mail and Web Marketing

Oracle E-Mail and Web Marketing is provided with Oracle Fusion Customer Relationship Management. Oracle E-Mail and Web Marketing provides three components: Email Sending Daemon (ESD), Click -Through Daemon (CTD), and bounce handling daemon (BHD).

This section describes the Oracle E-Mail and Web Marketing data that must be backed up and restored.


Configuration Files

Configuration data is stored in the Oracle WebLogic Server domain.


Dependencies on Oracle Fusion Middleware Components

None


Dependencies on Third-Party Products

None


Database Repository Dependencies

None


Backup Recommendations

Back up the Managed Servers to which ESD and CTD are deployed. Back up the directory for BHD.


Recovery Recommendations

Restore the Managed Servers to which ESD and CTD are deployed. Restore the directory for BHD.

Depending upon the extent of failure, recovery should be performed at the desired granularity. For the steps to recover Oracle E-Mail and Web Marketing, including for loss of host, see Section 18.9.11.5.








18.6 Performing a Backup

You can perform a full offline backup or an online or offline backup of configuration files.

This section includes the following topics:

	
Section 18.6.1, "Performing a Backup Using Cloud Control"


	
Section 18.6.2, "Performing a Full Offline Backup Using the Command Line"


	
Section 18.6.3, "Performing an Online Backup of Configuration Files Using the Command Line"






18.6.1 Performing a Backup Using Cloud Control

You can use Cloud Control to back up Oracle Fusion Applications, as described in the following topics:

	
Section 18.6.1.1, "Configuring Cloud Control Backups"


	
Section 18.6.1.2, "Backing Up Oracle Fusion Applications Using Cloud Control"






18.6.1.1 Configuring Cloud Control Backups

You must create a backup configuration before you perform a backup or restore using Cloud Control. A backup configuration contains settings for database and file backups. You create the configuration using the Backup Configurations page. You can create multiple backup configurations, using different settings. Then, you can use the configurations in subsequent backup and restore operations.

To create a new backup configuration using Cloud Control:

	
From the Targets menu, select Fusion Applications.

The Fusion Applications target home page is displayed.


	
Click the Fusion Instance that you want to back up.

The Fusion Instance home page is displayed.


	
From the Fusion Instance menu, choose Control, then Backup Configurations.

The Backup Configurations page is displayed, as shown in the following figure:

[image: Description of backup_config.gif follows]
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Click Create.

The Create Backup Configurations page is displayed. It contains three tabs: Storage, Policy, and Recovery Catalog. You can use the default settings or customize individual settings. For more information on the database backup settings in these pages, refer to the Oracle Database Backup and Recovery Reference. (For information on the Oracle Secure Backup settings in these pages, refer to the obtool backup command options in the Oracle Secure Backup Reference.)


	
On the Storage tab, you specify settings related to disk and tape backup. Because Cloud Control always backs up Oracle Fusion Applications to tape, the disk settings are not applicable.

To specify tape settings, first select an Oracle Secure Backup Domain, after which separate tape settings for database and files are shown. Database settings include datafile and archived log copies, backup type, and media management parameters. File settings include media family and devices. Specify Oracle Secure Backup domain and host credentials.

The following figure shows the Storage tab:

[image: Description of backup_config_store.gif follows]
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On the Policy tab, you specify policy settings for database and tape backups. Database settings include backup retention, compression, and encryption. Separate database encryption settings are specified for disk and tape backups. File settings include Oracle Secure Backup job and encryption settings.

The following figure shows the Policy tab:

[image: Description of backup_config_pol.gif follows]
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If you are using a recovery catalog for database backups, specify the catalog on the Recovery Catalog tab, which is shown in the following figure:

[image: Description of backup_config_rec.gif follows]
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Click Save.









18.6.1.2 Backing Up Oracle Fusion Applications Using Cloud Control

By default, Cloud Control backs up the core directories and databases that comprise a Oracle Fusion Applications installation. You can include additional files and databases in the backup. It also allows you to execute user-defined pre-backup and post-backup scripts.

Because Cloud Control uses Oracle Secure Backup to perform the backups, all backups are done to tape, which is the media supported by Oracle Secure Backup.

To back up a Oracle Fusion Applications environment using Cloud Control:

	
Ensure that you have met the prerequisites, as described in Section 18.4.


	
From the Targets menu, choose Fusion Applications.

The Fusion Applications target home page is displayed.


	
Click the Fusion Instance that you want to back up.

The Fusion Instance home page is displayed.


	
From the Fusion Instance menu, choose Control, then Schedule Backup.

The Schedule Backup wizard is displayed, with the first step, Backup Scope, as shown in the following figure:

[image: Description of backup_scope.gif follows]
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In the Backup Scope step:

	
Select the Oracle Secure Backup domain to use for the backup.


	
Select the scope of the backup. You can select:

	
Software and Configuration Directories: Backs up all directories in the Oracle Fusion Applications installation, including the Applications Home directory (the root of the Oracle Fusion Applications installation) and any other directories (for example, Domain homes) that may be installed in a different location. Cloud Control will determine the distinct file systems that comprise the installation across all hosts in the environment, and will include the top-level directories needed to constitute a complete backup.


	
Configuration Directories: Backs up only the configuration-related directories, including the Domain home of the Administrative Server for each Oracle WebLogic Server domain. You can select the following options:

All: Back up all configuration directories.

Custom: Narrow the scope of the backup by selecting specific Oracle Fusion Applications components. (On the next page, you can further select which of their associated directories to include in the backup.)







Click Next.


	
In the Directories step, specify the Oracle Fusion Applications directories to include in the backup. By default, the directories that correspond to the backup scope choice (made on the Backup Scope page) are included. If you chose the Custom option, you can remove directories from the list. (The list of directories that correspond to the backup scope are automatically determined by Cloud Control. It is not possible to individually select or remove subdirectories from the backup.) Click Add to specify additional files or directories to include in the backup from outside the core Oracle Fusion Applications installation. Any directories or files that reside on a discovered Oracle Secure Backup client host can be included.

Click Next.


	
In the Databases step, click Add to specify additional databases to add to the backup. By default, the Oracle Fusion Applications repository database is included in the backup.

Click Next.


	
In the Configuration step, select the backup configuration to use for the backup. (See the Section 18.6.1.1 for details on creating a backup configuration.)

Click Next.


	
In the Options step:

	
Select the backup type:

	
Full: A full backup of the databases and files will be performed. If the database portion of the backup is to be used as the base of an incremental backup strategy, select the Use as the base of an incremental backup strategy option.


	
Incremental: An incremental backup of the databases and files will be performed.




See the Oracle Database Backup and Recovery User's Guide for a description of the backup types.


	
Select the backup mode:

	
Online: The databases will remain running during the backup. You must manually quiesce or shut down the Oracle Fusion Applications processes prior to submitting the backup, as this is not done automatically by Cloud Control.


	
Offline: The databases will be shutdown automatically prior to the backup. You must manually shut down the Oracle Fusion Applications processes prior to submitting the backup, as this is not done automatically by Cloud Control.




See Section 4.4 for information about stopping Oracle Fusion Applications processes. Alternatively, you can specify scripts to shutdown the processes in Step 10.




Click Next.


	
In the Scripts step, specify the host name and path of scripts to be run before and after the backup. Post-backup scripts can be specified to run upon success or failure of the backup. The scripts can be run on any discovered host. The scripts must be executable files that exist on the specified hosts. Any type of executable file can be specified.

Click Next.


	
In the Credentials step, if one or more databases is included in the backup, specify the database and host credentials that will be used to back up the databases.

Click Next.


	
In the Schedule step, specify the procedure name, description, and scheduling information.

Click Next.


	
In the Review step, verify all the input specified in the wizard. Make changes as needed and click Submit. A Cloud Control deployment procedure is submitted to perform the backup, and a confirmation page appears with a link to the deployment procedure status page.











18.6.2 Performing a Full Offline Backup Using the Command Line

To perform a full offline backup, you copy the file system artifacts and database repositories corresponding to Oracle Fusion Applications. You use your preferred tool for archiving and compressing, as described in Section 18.2. Ensure that the tool you are using preserves the permissions of the files.

To perform a full offline backup:

	
Stop all processes. See Section 4.4.3.2.


	
Back up the Applications base directory on all hosts. For example:


(UNIX) tar -cpf ApplBase_backup_030212.tar APPLICATIONS_BASE/*
(Windows) jar  cf ApplBase_backup_030212.tar APPLICATIONS_BASE\*


	
Back up the Applications configuration directory on all hosts. For example:


(UNIX) tar -cpf ApplConfig_backup_030212.tar APPLICATIONS_CONFIG/*
(Windows) jar  cf ApplConfig_backup_030212.tar APPLICATIONS_CONFIG\*


	
If a domain is not located within the Applications configuration home, back up the domains separately. This backs up the Managed Servers that are running Java components such as Oracle SOA Suite and Oracle WebCenter Portal.

For example:


(UNIX) tar -cpf domain_home_backup_030212.tar APPLICATIONS_CONFIG/instance/domains/domain_name/*
(Windows) jar  cf domain_home_backup_030212.jar APPLICATIONS_CONFIG\instance\domains\domain_name\* 


In most cases, you do not need to back up the Managed Server directories separately, because the Administration Server domain contains information about the Managed Servers in its domain. See Section 18.2.4 for information about what you need to back up.


	
If the Oracle instance home is not located within the Applications base home, back up the Oracle instance home. The Oracle instance home contains configuration information about system components, such as the Global Order Promising component of Oracle Fusion Supply Chain Management.

For example:


(UNIX) tar -cpf instance_home_backup_030212.tar ORACLE_INSTANCE/*
(Windows) jar  cf instance_home_backup_030212.jar ORACLE_INSTANCE\* 


	
If a Managed Server is not located within the domain, back up the Managed Server directory. For example:


(UNIX) tar -cpf man_server1_backup_030212.tar APPLICATIONS_CONFIG/instance/domains/domain_name/servers/server_name/*
(Windows) jar  cf man_server1_backup_030212.jar APPLICATIONS_CONFIG\instance\domains\domain_name\servers\server_name\* 


	
Back up the OraInventory directory. For example:


(UNIX) tar -cpf Inven_home_backup_030212 /scratch/oracle/OraInventory
(Windows) jar cf Inven_home_backup_030212.jar C:\Program Files\Oracle\Inventory


	
On UNIX, back up the OraInst.loc file, which is located in the following directory:


(Linux and IBM AIX) /etc
(Other UNIX systems) /var/opt/oracle


	
On UNIX, back up the oratab file, which is located in the following directory:


/etc


Note that the oratab file is located on the database host.


	
Back up the databases using the Oracle Recovery Manager (RMAN). For detailed steps, see the Oracle Database Backup and Recovery User's Guide.


	
On Windows, export the following registry key:


HKEY_LOCAL_MACHINE\Software\oracle


In addition, for system components, export the following Windows Registry key:


HKEY_LOCAL_MACHINE\System\CurrentControlSet\Services


To export a key, use the following command:


regedit /E  filename key


For example:


regedit /E C:\oracleregistry.reg HKEY_LOCAL_MACHINE/oracle 


You can also use the Registry Editor to export the key. See the Registry Editor Help for more information.


	
Create a record of your Oracle Fusion Applications environment. See Section 18.7.









18.6.3 Performing an Online Backup of Configuration Files Using the Command Line

You should perform a backup of configuration files on a regular basis and at the times described in Section 18.2.4.

To back up configuration files:

	
To avoid an inconsistent backup, do not make any configuration changes until the backup is completed. To ensure that no changes are made in the WebLogic Server domain, lock the WebLogic Server configuration, as described in "Locking the WebLogic Server Configuration" in the Oracle Fusion Middleware Administrator's Guide.


	
Back up the domain directories. This backs up the Managed Servers that are running Java components such as Oracle SOA Suite and Oracle WebCenter Portal. For example:


(UNIX) tar -cpf domain_home_backup_030212.tar APPLICATIONS_CONFIG/instance/domains/domain_name/*
(Windows) jar  cf domain_home_backup_030212.jar APPLICATIONS_CONFIG\instance\domains\domain_name\* 


	
Back up the Oracle instance home. This backs up the system components, such as Oracle HTTP Server. For example:


(UNIX) tar -cpf instance_home_backup_030212.tar ORACLE_INSTANCE/*
(Windows) jar  cf instance_home_backup_030212.jar ORACLE_INSTANCE\* 


	
Back up the databases using the Oracle Recovery Manager (RMAN). For detailed steps, see the Oracle Database Backup and Recovery User's Guide.











18.7 Creating a Record of Your Oracle Fusion Applications Configuration

In the event that you need to restore and recover your Oracle Fusion Applications environment, it is important to have all the necessary information at your disposal. This is especially true in the event of a hardware loss that requires you to reconstruct all or part of your Oracle Fusion Applications environment on a new disk or host.

You should maintain an up-to-date record of your Oracle Fusion Applications environment that includes the information listed in this section. You should keep this information both in hardcopy and electronic form. The electronic form should be stored on a host or email system that is completely separate from your Oracle Fusion Applications environment.

Your Oracle Fusion Applications hardware and software configuration record should include:

	
The following information for each host in your environment:

	
Host name


	
Virtual host name (if any)


	
Domain name


	
IP address


	
Hardware platform


	
Operating system release level and patch information





	
The following information for each Oracle Fusion Applications installation in your environment:

	
Installation type (for example, Oracle SOA Suite, Oracle Fusion Supply Chain Management)


	
Host on which the installation resides


	
User name, user ID number, group name, group ID number, environment profile, and type of shell for the operating system user that owns the Oracle home (/etc/passwd and /etc/group entries)


	
Directory structure, mount points, and full path for the Applications base directory, Applications configuration directory, Middleware home, Oracle Common home, Oracle homes, Oracle WebLogic Server domain homes, and the Oracle instance homes


	
Amount of disk space used by the installation


	
Port numbers used by the installation





	
The following information for the databases containing the metadata for components and any other databases used by Oracle Fusion Applications:

	
Host name


	
Database version and patch level


	
Base language


	
Character set


	
Global database name


	
SID





	
The following information about backups:

	
The time of the backup.


	
The contents of the backup. For example, a full backup, a backup of a domain.


	
The tool used to create the backup.


	
Where the backup is stored.












18.8 Recovering Using Cloud Control

You can recover an Oracle Fusion Applications environment with Cloud Control. Cloud Control restores the directories and databases of a Oracle Fusion Applications backup. All directories and databases of the backup are restored by default. Optionally, you can select individual directories and databases to be restored.

The restore capability provided by Cloud Control is one part of a larger process that must be performed to recover a Oracle Fusion Applications environment or individual Oracle Fusion Applications components. After you restore Oracle Fusion Applications directories and databases using Cloud Control, you must perform additional manual steps depending on the component that your are restoring. Those steps are described in Section 18.9 and Section 18.10.

To recover Oracle Fusion Applications with Cloud Control:

	
Ensure that you have met the prerequisites, as described in Section 18.4.


	
From the Targets menu, choose Fusion Applications.

The Fusion Applications target home page is displayed.


	
Click the Fusion Instance that you want to recover.

The Fusion Instance home page is displayed.


	
From the Fusion Instance menu, choose Control, then Perform Restore.

The Perform Restore wizard is displayed, as shown in the following figure:

[image: Description of recover_sel.gif follows]
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In the Select Backup step, select the backup to restore from the list of available backups for the Fusion Instance target.

Click Next.


	
In the Components step, the Oracle Fusion Applications components and databases included in the selected backup are listed. Select one or more components to include in the restore. The directories that correspond to the selected components will be shown on the next page. If multiple components are selected that have common directories, those common directories will be included along with any directories that are specific to individual components.

Click Next.


	
In the Directories step, the directories that correspond to the selected Oracle Fusion Applications components are listed in the first table. By default, they will all be restored to their original locations. You can remove directories that should not be included in the restore from the table. You can change the destination host name and path where the directories will be restored. (Note that Oracle Fusion Applications directories must be restored to their original paths to successfully recover the environment. However, restoring to different paths is supported to provide the option of restoring to a temporary staging location in preparation for eventual movement to the final location.)

While you can remove complete directories from the list, you cannot select or remove individual subdirectories or files under the top-level directories shown in the list. If a more fine-grained restore granularity is desired, individual files and subdirectories can be restored by using the Perform Restore wizard available from the Oracle Secure Backup Domain home page. (From that home page, select Manage, then File System Backup/Restore, and then Perform Restore.)

In addition, any additional files or directories included in the backup are listed in a separate table, and will be restored to their original locations by default. Directories and files can be removed from the table and you can change the destination host name and path.

Click Next.


	
In the Configuration step, the original backup configuration used to create the backup is displayed. If the backup configuration is still available it will be used by default and no user action is required on this page. If the configuration is not available, select an alternate backup configuration that has settings similar to backup configuration used to create the backup.

Click Next.


	
In the Scripts step, specify pre-restore and post-restore scripts that will be executed as part of the restore operation. Scripts can be run on any discovered host. The scripts must be executable files that exist on the specified hosts.

The Oracle Fusion Applications components being restored must be shut down prior to being restored. Because this is not done automatically by Cloud Control, the appropriate shutdown scripts can be executed as part of the restore procedure by specifying them as pre-restore scripts.

Click Next.


	
In the Credentials step, if one or more databases is included in the restore operation, specify both database and host credentials that will be used to restore the databases.

Click Next.


	
In the Schedule step, specify the procedure name, description, and scheduling information.

Click Next.


	
In the Review step, verify all the input specified in the wizard. Make changes as needed and click Submit.









18.9 Recovering After Data Loss, Corruption, or Media Failure

This section describes recovery strategies for outages that involve actual data loss or corruption, or media failure where the disk cannot be restored. It also describes recovery strategies for applications that are no longer functioning properly. This type of failure requires some type of data restoration before the Oracle Fusion Applications environment can be restarted and continue with normal processing.

Depending on the extent of the failure, you can recover the Applications base directory, the Middleware homes, the Administration Server, a Managed Server, or the database. Some Oracle Fusion Applications components require additional steps, which are described in subsequent sections.

This section includes the following topics:

	
Section 18.9.1, "Recovering the Applications Base Directory"


	
Section 18.9.2, "Recovering a Middleware Home"


	
Section 18.9.3, "Recovering an Oracle WebLogic Server Domain"


	
Section 18.9.4, "Recovering an Oracle Home"


	
Section 18.9.5, "Recovering an Oracle Instance Home"


	
Section 18.9.6, "Recovering the Administration Server Configuration"


	
Section 18.9.7, "Recovering a Managed Server"


	
Section 18.9.8, "Recovering the Databases"


	
Section 18.9.9, "Reconciling the Data"




This section also includes the following topics which describe additional considerations you may need to take for particular components:

	
Section 18.9.10, "Recovering Oracle Fusion Applications"


	
Section 18.9.11, "Recovering Components Related to Oracle Fusion Applications"




See the "Recovering Your Environment" section in the Oracle Fusion Middleware Administrator's Guide for information about recovering Oracle Fusion Middleware components, such as Oracle SOA Suite.



18.9.1 Recovering the Applications Base Directory

To recover an Applications base directory that was corrupted or from which files were deleted:

	
Stop all relevant processes. That is, stop all processes that are related to Oracle Fusion Applications, such as the Administration Server, Node Manager, Managed Servers, and Oracle instances, as described in Section 4.4.3.2.


	
Recover the Applications base directory from the backup file. For example:


(UNIX) tar -xf ApplBase_backup_030212.tar
(Windows) jar xtf ApplBase_backup_030212.jar


	
Start all relevant processes. That is, start all processes that run in the Applications base home, as described in Section 4.4.3.1.









18.9.2 Recovering a Middleware Home

To recover a Middleware home that was corrupted or from which files were deleted:

	
Stop all relevant processes. That is, stop all processes that run in the Middleware home, such as the Administration Server, Node Manager, Managed Servers, and Oracle instances, as described in Section 4.4.3.2.


	
Recover the Middleware home directory from the backup file. For example:


cd MW_HOME
(UNIX) tar -xf mw_home_backup_030212.tar
(Windows) jar xtf mw_home_backup_030212.jar


	
Start all relevant processes. That is, start all processes that run in the Middleware home, as described in Section 4.4.3.1.









18.9.3 Recovering an Oracle WebLogic Server Domain

To recover an Oracle WebLogic Server domain that was corrupted or deleted from the file system:

	
Stop all relevant processes. That is, stop all processes that are related to the domain, such as the Administration Server and Managed Servers, as described in Section 4.4.3.2.


	
Recover the domain directory from the backup file:


cd DOMAIN_HOME
(UNIX) tar -xf domain_backup_030212.tar 
(Windows) jar xtf domain_backup_030212.jar 


	
Start all relevant processes. That is, start all processes that are related to the domain, as described in Section 4.4.3.1.


	
If you cannot start the Administration Server, recover it, as described in Section 18.9.6.


	
If you cannot start a Managed Server, recover it, as described in Section 18.9.7.









18.9.4 Recovering an Oracle Home

To recover an Oracle home from the backup file:

	
Recover the Oracle home to the original directory from a backup file. For example:


cd ORACLE_HOME
(UNIX) tar -xf Oracle_home_backup_030212.tar 
(Windows) jar xtf Oracle_home_backup_030212.jar


	
Restart the Managed Server to which applications are deployed, using the WLST start command. For example:


wls:/mydomain/serverConfig> start('myserver','Server')









18.9.5 Recovering an Oracle Instance Home

An Oracle instance home contains configuration information for system components, such as Oracle HTTP Server or Oracle Internet Directory.

This section includes the following topics:

	
Section 18.9.5.1, "Recovering After Oracle Instance Home Deleted from File System"


	
Section 18.9.5.2, "Recovering After Oracle Instance Home Deregistered"






18.9.5.1 Recovering After Oracle Instance Home Deleted from File System

To recover an Oracle instance home that was corrupted or deleted from the file system:

	
Stop all relevant processes. That is, kill all processes that are related to that Oracle instance.


	
Recover the Oracle instance home directory from a backup file. For example:


cd ORACLE_INSTANCE
(UNIX) tar -xf instance_home_backup_030212.tar 
(Windows) jar xtf instance_home_backup_030212.jar


	
Start all relevant processes. That is, start all processes that are related to that Oracle instance:


opmnctl startall









18.9.5.2 Recovering After Oracle Instance Home Deregistered

An Oracle instance must be registered with the domain. To recover an Oracle instance home that was deregistered from the domain:

	
Recover the Oracle instance home directory from a backup file. For example:


cd ORACLE_INSTANCE
(UNIX) tar -xf instance_home_backup_030212.tar 
(Windows) jar xtf instance_home_backup_030212.jar


	
Register the Oracle instance, along with all of its components, with the Administration Server, using the opmnctl registerinstance command. For example:


opmnctl registerinstance -adminHost admin_server_host 
     -adminPort admin_server_port -adminUsername username 
     -adminPassword password
     -oracleInstance ORACLE_INSTANCE_dir -oracleHome ORACLE_HOME_dir
     -instanceName Instance_name -wlserverHome Middleware_Home











18.9.6 Recovering the Administration Server Configuration

If the Administration Server configuration has been lost because of file deletion or file system corruption, the Administration Server console continues to function if it was already started when the problem occurred. The Administration Server directory is regenerated automatically, except for security information. As a result, whenever you start the Administration Server, it prompts for a user name and password. To prevent this, you can recover the configuration.




	
Caution:

Performing a domain-level recovery can impact other aspects of a running system and all of the configuration changes performed after the backup was taken will be lost.









To recover the Administration Server configuration:

	
Stop all processes, including the Administration Server, Managed Servers, and Node Manager, if they are started, as described in Section 4.4.3.2.


	
Recover the Administration Server configuration by recovering the domain home backup to a temporary location. Then, restore the config directory to the following location:


(UNIX) DOMAIN_HOME/config
(Windows) DOMAIN_HOME\config


	
Start the Administration Server as described in 0, "Starting the Administration Servers and Managed Servers" in Section 4.4.3.1.


	
Verify that the Administration Server starts properly and is accessible.


	
Start other processes, as described in Section 4.4.3.1.




On the next configuration change, the configuration from the Administration Server is pushed to the Managed Servers. On each Managed Server restart, the configuration is retrieved from the Administration Server.






18.9.7 Recovering a Managed Server

For many Oracle Fusion Applications, you recover the Managed Server in which the application is deployed. In addition, for some components, you may need to take additional steps, which are described in Section 18.9.10 and Section 18.9.11.

In this scenario, the Managed Server does not operate properly or cannot be started because the configuration has been deleted or corrupted or the configuration was mistakenly changed and you cannot ascertain what was changed.

To recover a Managed Server:

	
If the Administration Server is not reachable, recover the Administration Server, as described in Section 18.9.6.


	
If the Managed Server fails to start or if the file system is lost:

	
Recover the Middleware home from the backup file, if required. For example:


(UNIX) tar -xf mw_home_backup_030212.tar 
(Windows) jar xtf mw_home_backup_030212.jar


	
Create a domain template jar file for the Administration Server, using the pack utility.

For example, on UNIX:


pack.sh -domain=APPLICATIONS_CONFIG/instance/domains/domain_name
   -template=/scratch/temp.jar -template_name=domain1 
   -template_author=myname -log=/scratch/logs/my.log -managed=true


For example, on Windows:


pack.cmd -domain=APPLICATIONS_CONFIG\instance\domains\domain_name
   -template=C:\temp\temp.jar -template_name=domain1 
   -template_author=myname -log=C:\temp\logs\my.log -managed=true


Specifying the -managed=true option packs up only the Managed Servers. If you want to pack the entire domain, omit this option.


	
Unpack the domain template JAR file, using the unpack utility.

For example, on UNIX:


unpack.sh -template=/scratch/temp.jar
   -domain=APPLICATIONS_CONFIG/instance/domains/domain_name
   -log=/scratch/logs/new.log -log_priority=info


For example, on Windows:


unpack.cmd -template=C:\temp\temp.jar
   -domain=APPLICATIONS_CONFIG\instance\domains\domain_name
   -log=C:\temp\logs\new.log -log_priority=info


	
Ensure that the application artifacts are accessible from the Managed Server host. That is, if the application artifacts are not on the same server as the Managed Server, they must be in a location accessible by the Managed Server.




	
Note:

	
For stage mode applications, the Administration Server copies the application bits to the staged directories on the Managed Server hosts.


	
For nostage and external-stage mode applications, ensure that application files are available in the stage directories of the Managed Server.




See Oracle Fusion Middleware Deploying Applications to Oracle WebLogic Server for information about stage, nostage, and external-stage mode applications.










	
Start the Managed Server, as described in Section 4.4.4.1.

The Managed Server connects to the Administration Server and updates its configuration changes.












18.9.8 Recovering the Databases

You can recover the databases used by Oracle Fusion Applications using RMAN. You can recover the databases at whatever level is appropriate by performing a restore and recover of the full database, a tablespace, or a data file.

Oracle Fusion Customer Relationship Management uses the following databases: Oracle Fusion Applications database, LDAP database, Oracle WebCenter Content, and Oracle Identity Manager database. You must maintain consistency among the databases. If any of these databases are recovered to a different point in time, you may need to reconcile the databases.

For information about recovering databases, see the Oracle Database Backup and Recovery User's Guide.

For information about reconciling the databases, see Section 18.9.9.






18.9.9 Reconciling the Data

The following topics describe how to recover and reconcile the databases to maintain consistency among the Oracle Fusion Applications database, LDAP database, and Oracle Identity Manager database.

	
Section 18.9.9.1, "Recovering the Oracle Identity Manager Database and Reconciling It with the LDAP Database"


	
Section 18.9.9.2, "Recovering the Oracle Fusion Applications Database and Reconciling It with the LDAP Database"


	
Section 18.9.9.3, "Recovering the LDAP Database Using Multimaster Replication"






18.9.9.1 Recovering the Oracle Identity Manager Database and Reconciling It with the LDAP Database

Oracle Identity Manager users, role categories, role hierarchies, and role memberships are stored in the Oracle Identity Manager database. When a change in the information about users or roles takes place in Oracle Identity Manager, this information is propagated to the LDAP identity store. If the change takes place in the LDAP identity store directly, these changes are synchronized into Oracle Identity Manager. The LDAP identity store can be Oracle Internet Directory or any third party solutions such as Active Directory.

To recover the Oracle Identity Manager database, use RMAN to perform a point-in-time recovery of the Oracle Identity Manager database. See Oracle Database Backup and Recovery User's Guide for information on recovering a database.

If you restore the Oracle Identity Manager database to a different point in time than the LDAP store, the reconciliation engine checks the change logs and reapplies all the changes that happened in the time period between the restore of the LDAP store and the Oracle Identity Manager database. For example, if the Oracle Identity Manager database is restored so that is 10 hours behind the LDAP store, the reconciliation engine checks the change logs and reapplies all the changes that happened in the last 10 hours in the LDAP store to the Oracle Identity Manager database.

You do not need to explicitly trigger the reconciliation. LDAP synchronization is set up as a scheduled task to submit reconciliation events periodically. You can also start the reconciliation process manually and monitor the reconciliation events from the Oracle Identity Manager console. See "Reconciliation Configuration" in Oracle Fusion Middleware User's Guide for Oracle Identity Manager.




	
Note:

Oracle recommends that you make sure that the Oracle Identity Manager application is unavailable to the end users when a bulk reconciliation is occurring (as in the above recovery scenario). When the bulk reconciliation is complete, make sure that the Oracle Identity Manager application is again available to the end users. You can monitor the reconciliation with the Oracle Identity Manager console.














18.9.9.2 Recovering the Oracle Fusion Applications Database and Reconciling It with the LDAP Database

If the Oracle Fusion Applications database fails, and you restore it to a different point in time than the Oracle Identity Manager database, you may lose some user and roles data. For example, if you have created some users and roles in the Oracle Identity Manager database before the Oracle Fusion Applications database is restored, those users and roles will also exist in the LDAP database, but they will not exist in the Oracle Fusion Applications database.

To reconcile the Oracle Fusion Applications database with the Oracle Identity Manager and LDAP databases:

	
Restore the Oracle Fusion Applications database using RMAN to perform a point-in-time recovery. See Oracle Database Backup and Recovery User's Guide for information about recovering a database.


	
Synchronize the user and role information:

	
Log in to the HcmCore application as the HR_SPEC_ALL user.


	
Click EssLink.


	
Click Retrieve Latest LDAP Changes.


	
Click Submit.




This is an asynchronous process that runs in the background.


	
When the process completes, find the users that were created in Oracle Identity Manager before the Oracle Fusion Applications database was restored. Use the following SQL command, where creation_date is the time you started running the synchronization process in Step 2:


select * from per_users where creation_date > creation_date


	
For each user returned in the previous step, you create the user in Oracle Fusion Human Capital Management. For information, see "Creating and Updating Person and Employment Records" in the HCM Foundation help.


	
For each user, create the user's roles, as described in "User and Role Provisioning" in the HCM Foundation help.









18.9.9.3 Recovering the LDAP Database Using Multimaster Replication

Oracle recommends that you use multi-master replication for your LDAP database, as described in the "Setting up Multimaster Replication" section in the Oracle Fusion Middleware High Availability Guide.

When you use multimaster replication, if one LDAP node fails, the LDAP traffic is automatically routed to another node. You do not need to take any further action.








18.9.10 Recovering Oracle Fusion Applications

In most cases, to recover Oracle Fusion Applications, you recover a Middleware home, a domain, a server, an Oracle home, or an Oracle instance, depending on the extent of the failure. However, you may need to take additional steps for particular components.

This section includes the following topics:

	
Section 18.9.10.1, "Recovering Oracle Fusion Customer Relationship Management"


	
Section 18.9.10.2, "Recovering Oracle Fusion Procurement"






18.9.10.1 Recovering Oracle Fusion Customer Relationship Management

To recover Oracle Fusion Customer Relationship Management:

	
Recover the Managed Server to which Oracle Fusion Customer Relationship Management is deployed, as described in Section 18.9.7.


	
Recover the Java servers for Oracle E-Mail and Web Marketing, as described in Section 18.9.11.5.


	
Note that the Oracle Product Data Quality repository (the FUSION_DQ schema) and the customer source must be kept synchronized. If you restore one, restore the other to the same point in time. In addition, the Data Quality engine server artifacts in the file system, the Data Quality Admin Configuration data in the customer master (fusion), and the deployment topology must be kept synchronized.




For a complete case study for recovering Oracle Fusion Customer Relationship Management in different recovery scenarios, see Section 18.11.






18.9.10.2 Recovering Oracle Fusion Procurement

To recover Oracle Fusion Procurement:

	
Recover the Managed Server to which the application is deployed, as described in Section 18.9.7.


	
If you use a certificate file to make SSL connections to supplier's web sites, make sure that the certificate file exists in the location that you specified. If it does not, recover it from the backup file.











18.9.11 Recovering Components Related to Oracle Fusion Applications

You may need to recover components related to Oracle Fusion Applications.

This section includes the following topics:

	
Section 18.9.11.1, "Recovering Oracle HTTP Server"


	
Section 18.9.11.2, "Recovering Oracle Enterprise Scheduler"


	
Section 18.9.11.3, "Recovering Oracle Enterprise Crawl and Search Framework"


	
Section 18.9.11.4, "Recovering Oracle Authorization Policy Manager"


	
Section 18.9.11.5, "Recovering Oracle E-Mail and Web Marketing"






18.9.11.1 Recovering Oracle HTTP Server

To recover Oracle HTTP Server, you recover the Oracle instance that contains Oracle HTTP Server, as described in Section 18.9.5.






18.9.11.2 Recovering Oracle Enterprise Scheduler

To recover Oracle Enterprise Scheduler:

	
Recover the domain directory from the backup file, as described in Section 18.9.3.


	
Recover the Oracle home to the original directory from the backup file, as described in Section 18.9.4.


	
Recover the database containing the Oracle Fusion applications and MDS schemas to the most recent point in time, if needed, as described in Section 18.9.8.









18.9.11.3 Recovering Oracle Enterprise Crawl and Search Framework

To recover Oracle Enterprise Crawl and Search Framework:

	
Recover the domain directory from the backup file, as described in Section 18.9.3.


	
Recover the database containing schemas related to Oracle Enterprise Crawl and Search Framework, as described in Section 18.9.8.









18.9.11.4 Recovering Oracle Authorization Policy Manager

To recover Oracle Authorization Policy Manager:

	
Stop all relevant processes. That is, stop all processes that are related to the domain, such as the Administration Server and Managed Servers, as described in Section 4.4.3.2.


	
Recover the domain directory from the backup file, as described in Section 18.9.3.


	
Recover the Oracle home to the original directory from the backup file, as described in Section 18.9.4.


	
Recover the LDAP store, if necessary.

See the "Recovering Components" section in the Oracle Fusion Middleware Administrator's Guide.


	
Recover the database, if necessary. See Section 18.9.8.


	
Start all relevant processes. That is, start all processes that are related to the domain, as described in Section 4.4.3.1.









18.9.11.5 Recovering Oracle E-Mail and Web Marketing

To recover Oracle E-Mail and Web Marketing:

	
Recover the Managed Servers to which the Email Sending Daemon and Click Thru Daemon are deployed, as described in Section 18.9.7.


	
Recover the installation directory for the Bounce Handling Daemon.













18.10 Recovering After Loss of Host

This section describes recovery strategies after losing the original operating environment. For example, you could have a serious system malfunction or loss of media.

Depending on the extent of the failure, you can recover the Applications base directory, the Administration Server, a Managed Server, or the database. Some Oracle Fusion Applications components require additional steps, which are described in subsequent sections.

This section includes the following topics:

	
Section 18.10.1, "Recovering the Applications Base Directory After Loss of Host"


	
Section 18.10.2, "Recovering After Loss of Administration Server Host"


	
Section 18.10.3, "Recovering After Loss of Managed Server Host"


	
Section 18.10.4, "Recovering the Databases After Loss of Host"


	
Section 18.10.5, "Additional Actions for Recovering Entities After Loss of Host"




This section also includes the following topics, which describe additional considerations you may need to take for Oracle Fusion Applications components:

	
Section 18.10.6, "Recovering Oracle Fusion Applications After Loss of Host"


	
Section 18.10.7, "Recovering Components Related to Oracle Fusion Applications"






18.10.1 Recovering the Applications Base Directory After Loss of Host

You can recover the Applications base directory if you lose the host that contains the directory.

To recover the Applications base directory:

	
Recover the Applications base directory from the backup file. For example:


cd APPLICATIONS_BASE
(UNIX) tar -xf ApplBase_backup_030212.tar
(Windows) jar xtf ApplBase_backup_030212.jar


	
Start all relevant processes. That is, start all processes that run in the Applications base home, as described in Section 4.4.3.1.









18.10.2 Recovering After Loss of Administration Server Host

If you lose a host that contains the Administration Server, you can recover it to the same host or a different host.

This section includes the following topics:

	
Section 18.10.2.1, "Recovering the Administration Server to the Same Host"


	
Section 18.10.2.2, "Recovering the Administration Server to a Different Host"






18.10.2.1 Recovering the Administration Server to the Same Host

In this scenario, you recover the Administration Server either to the same host after the operating system has been reinstalled or to a new host that has the same host name. For example, the Administration Server is running on Host A and the Managed Server is running on Host B. Host A has failed for some reason and the Administration Server needs to be recovered.

To recover the Administration Server:

	
Recover the file system. For example, recover the domain containing the Administration Server, as described in Section 18.9.3.


	
Attempt to start the Administration Server, as described in Section 4.4.4.1.

If the Administration Server starts, you do not need to take any further steps.


	
If the Administration Server fails to start, take the following steps on Host A:

	
Stop all relevant processes. That is, stop all processes that are related to the domain, such as the Administration Server and Managed Servers, as described in Section 4.4.3.2.


	
Recover the domain directory from the backup file:


cd DOMAIN_HOME
(UNIX) tar -xf domain_backup_030212.tar 
(Windows) jar xtf domain_backup_030212.jar


This restores the Administration Server as well as the Managed Servers in the domain.


	
Start the Administration Server and Managed Servers, as described in Section 4.4.4.1.


	
Start the Node Manager:


java weblogic.WLST
wls:/offline> startNodeManager()












18.10.2.2 Recovering the Administration Server to a Different Host

In this scenario, the Administration Server is running on Host A and the Managed Server is running on Host B. Host A has failed for some reason and the Administration Server needs to be moved to Host C.




	
Note:

Note that this scenario assumes that the shared location containing the binary files and the Administration Server configuration is intact. If it is not, follow the steps in Section 18.9.2 through Section 18.9.5.









To recover the Administration Server to a different host:

	
Because you have included a new host, mount the file system to the new host, Host C.


	
If the Administration Server has a Listen address, create a new machine with the new host name, as described in Section 18.10.5.3.


	
When you move .jks files to another host, you may receive warnings from the host name verification. You can regenerate those SSL certificates in the new host to set up SSL and configure a custom host name verifier. See the "Configure a Custom Host Name Verifier" section in the Oracle WebLogic Server Administration Console Help, which is located at:


http://download.oracle.com/docs/cd/E21764_01/apirefs.1111/e13952/taskhelp/security/ConfigureACustomHostNameVerifier.html


Also, see the "Configuring SSL" chapter in Oracle Fusion Middleware Securing Oracle WebLogic Server.

The .jks files are located in the following directory:


(UNIX) APPLICATIONS_BASE/fusionapps/wlserver_10.3/server/lib 
(Windows) APPLICATIONS_BASE\fusionapps\wlserver_10.3\server\lib


	
Start the Node Manager on Host C if it was configured on the original host:


java weblogic.WLST
wls:/offline> startNodeManager()


	
Start the Administration Server, as described in Section 4.4.4.1.


	
If the Managed Servers are on the same failed host as the Administration Server, restore the Managed Servers, as described in Section 18.10.3.2.


	
Start the Managed Servers, as described in Section 4.4.4.1.

The "Restarting a Failed Administration Server" section in the Oracle Fusion Middleware Managing Server Startup and Shutdown for Oracle WebLogic Server describes different ways to restart them, depending on how they were configured.


	
Ensure that additional application artifacts are available. For example, if the deployment mode is nostage or external-stage, applications may reside in directories outside of the domain directory. Make your application files available to the new Administration Server by copying them from backups or by using a shared disk. Your application files should be available in the same relative location on the new file system as on the file system of the original Administration Server.

If the application is staged, the Administration Server copies the application bits to the staged directories on the Managed Server hosts.


	
If your environment contains Oracle HTTP Server, modify the FusionVirtualHost_x.conf file, as described in Section 18.10.5.2.


	
Update Oracle Inventory, as described in Section 18.10.5.4.


	
Edit the targets.xml file for Fusion Middleware Control, as described in Section 18.10.5.1.











18.10.3 Recovering After Loss of Managed Server Host

If you lose a host that contains a Managed Server, you can recover it to the same host or a different host.

This section includes the following topics:

	
Section 18.10.3.1, "Recovering a Managed Server to the Same Host"


	
Section 18.10.3.2, "Recovering a Managed Server to a Different Host"






18.10.3.1 Recovering a Managed Server to the Same Host

In this scenario, you recover a Managed Server to the same host after the operating system has been reinstalled or to a new host that has the same host name. The Administration Server is running on Host A and the Managed Server is running on Host B. Host B failed for some reason and the Managed Server needs to be recovered to Host B.

	
Start the Node Manager on Host B:


java weblogic.WLST
wls:/offline> startNodeManager()


	
Start the Managed Server, as described in Section 4.4.4.1.

If the Managed Server starts, it connects to the Administration Server and updates its configuration changes. You do not need to take any further steps.


	
If the Managed Server fails to start or if the file system is lost:

	
Stop the Node Manager:


java weblogic.WLST
wls:/offline> stopNodeManager()


	
Recover the Middleware home to Host B from the backup file, if required:


cd MW_HOME
(UNIX) tar -xf mw_home_backup_030212.tar 
(Windows) jar xtf mw_home_backup_030212.jar


	
Create a domain template jar file for the Administration Server running in Host A, using the pack utility.

For example, on UNIX:


pack.sh -domain=APPLICATIONS_CONFIG/instance/domains/domain_name
   -template=/scratch/temp.jar -template_name=domain1
   -template_author=myname -log=/scratch/logs/my.log -managed=true


For example, on Windows:


pack.cmd -domain=APPLICATIONS_CONFIG\instance\domains\domain_name
   -template=C:\temp\temp.jar -template_name=domain1
   -template_author=myname -log=C:\temp\logs\my.log -managed=true


Specifying the -managed=true option packs up only the Managed Servers. If you want to pack the entire domain, omit this option.


	
Unpack the domain template jar file in Host B, using the unpack utility.

For example, on UNIX:


unpack.sh -template=/scratch/temp.jar
   -domain=APPLICATIONS_CONFIG/instance/domains/domain_name
   -log=/scratch/logs/new.log -log_priority=info


For example, on Windows:


unpack.cmd -template=C:\temp\temp.jar
   -domain=APPLICATIONS_CONFIG\instance\domains\domain_name
   -log=C:\temp\logs\new.log -log_priority=info


	
Ensure that the application artifacts are accessible from the Managed Server host. That is, if the application artifacts are not on the same server as the Managed Server, they must be in a location accessible by the Managed Server.




	
Note:

	
For applications that are deployed in nostage or external-stage mode, copy the application artifacts from the Administration Server host directory.


	
For applications that are deployed in stage mode, the Administration Server copies the application bits to the staged directories on the Managed Server hosts.




See Oracle Fusion Middleware Deploying Applications to Oracle WebLogic Server for information about deploying applications.










	
If the Node Manager is not started, start it:


java weblogic.WLST
wls:/offline> startNodeManager()


	
Start the Managed Server, as described in Section 4.4.4.1.

The Managed Server connects to the Administration Server and updates its configuration changes.












18.10.3.2 Recovering a Managed Server to a Different Host

In this scenario, the Administration Server is running on Host A and the Managed Server is running on Host B. Host B failed for some reason and the Managed Server needs to be recovered to Host C.




	
Important:

Recover the Middleware home to the same location as the original.









To recover a Managed Server to a different host:

	
If the Managed Server configuration files are local to the host (that is, they are not on a shared file system):

	
Recover the Middleware home for the Managed Server to Host C.


cd MW_HOME
(UNIX) tar -xf mw_home_backup_030212.tar 
(Windows) jar xtf mw_home_backup_030212.jar


Note that when you restore the Middleware home, you are restoring all of the domains because they are on a shared file system.


	
Create a domain template jar file from the Administration Server running in Host A, using the pack utility.

For example, on UNIX:


pack.sh -domain=APPLICATIONS_CONFIG/instance/domains/domain_name
   -template=/scratch/temp.jar -template_name=domain1
   -template_author=myname -log=/scratch/logs/my.log -managed=true


For example, on Windows:


pack.cmd -domain=APPLICATIONS_CONFIG\instance\domains\domain_name
   -template=C:\temp\temp.jar -template_name=domain1 
   -template_author=myname -log=C:\temp\logs\my.log -managed=true


Specifying the -managed=true option packs up only the Managed Servers. If you want to pack the entire domain, omit this option.


	
Unpack the domain template jar file on Host C, using the unpack utility.

For example, on UNIX:


unpack.sh -template=/scratch/temp.jar
   -domain=APPLICATIONS_CONFIG/instance/domains/domain_name
   -log=/scratch/logs/new.log -log_priority=info


For example, on Windows:


unpack.cmd -template=C:\temp\temp.jar
   -domain=APPLICATIONS_CONFIG\instance\domains\domain_name
   -log=C:\temp\logs\new.log -log_priority=info


If you are recovering to a different domain home, use the -app_dir switch in the unpack command.





	
Ensure that the application artifacts are accessible from the Managed Server host. That is, if the application artifacts are not on the same server as the Managed Server, they must be in a location accessible by the Managed Server.




	
Note:

	
For applications that are deployed in nostage or external-stage mode, copy the application artifacts from the Administration Server host directory.


	
For applications that are deployed in stage mode, the Administration Server copies the application bits to the staged directories on the Managed Server hosts.




See Oracle Fusion Middleware Deploying Applications to Oracle WebLogic Server for information about deploying applications.










	
If the Managed Server is not co-located with the Administration Server, take the following steps. (These steps are not needed if the Managed Server is co-located with the Administration Server.)

	
Edit the nodemanager.domains file, specifying the domain names and domain directories. Use the following format:


domain_name=domain_directory


	
Start the Node Manager on Host C, if it is not started:


java weblogic.WLST
wls:/offline> startNodeManager()


	
Using WLST, connect to the Administration Server and then enroll the Node Manager running in the new host with the Administration Server:


connect('username','password','host:port')
nmEnroll('APPLICATIONS_CONFIG/instance/domains/domain_name',
  'MW_HOME/wlserver_n/common/nodemanager/instance_name')


	
Change the Managed Server configuration to point to the new host:

	
In the WebLogic Server Administration Console, create a machine, which is a logical representation of the computer that hosts one or more WebLogic Servers, and point it to the new host. (From the Home page, select Machines. Then, click New.) Follow the directions in the Administration Console help.

If you identify the Listen Address by IP address, you must disable Host Name Verification on the Administration Servers that access Node Manager. For more information, see the "Using Host Name Verification" section in Oracle Fusion Middleware Securing Oracle WebLogic Server.


	
Change the Managed Server configuration to point to the new machine. (From the left pane of the Console, expand Environment and then Servers. Then, select the name of the server. Select the Configuration tab, then the General tab. In the Machine field, select the machine to which you want to assign the server.)

Change Listen Address to the new host. (If the listening address was set to blank, you do not need to change it.)




You only need to take these steps once for all Managed Servers on the same host.





	
When you move .jks files to another host, you may receive warnings from the host name verification. You can regenerate those SSL certificates in the new host to set up SSL and configure a custom host name verifier. See the "Configure a Custom Host Name Verifier" section in the Oracle WebLogic Server Administration Console Help. Also, see the "Configuring SSL" chapter in Oracle Fusion Middleware Securing Oracle WebLogic Server.

The .jks files are located in the following directory:


(UNIX) APPLICATIONS_BASE/fusionapps/wlserver_10.3/server/lib 
(Windows) APPLICATIONS_BASE\fusionapps\wlserver_10.3\server\lib


	
Start the Managed Server, as described in Section 4.4.4.1.

The Managed Server connects to the Administration Server and updates its configuration changes.


	
If your environment contains Oracle HTTP Server, modify the FusionVirtualHost_x.conf file, as described in Section 18.10.5.2.


	
Edit the targets.xml file for Fusion Middleware Control, as described in Section 18.10.5.1.




Now you can start and stop the Managed Server on Host C using the Administration Server running on Host A.








18.10.4 Recovering the Databases After Loss of Host

If the physical host where your database resides is lost, you can recover the database using RMAN.

See "Restoring a Database on a New Host" in the Oracle Database Backup and Recovery User's Guide to learn how to use RMAN to recover your database in the event of a complete failure on the primary database host computer.

Oracle Fusion Customer Relationship Management uses the following databases: Oracle Fusion Applications database, LDAP database, Oracle WebCenter Content, and Oracle Identity Manager database. You must maintain consistency among the databases. If any of these databases are recovered to a different point in time, you may need to reconcile the databases.

For information about reconciling the LDAP database, the Oracle Fusion Applications database, and the Oracle Identity Manager database, see Section 18.9.9.






18.10.5 Additional Actions for Recovering Entities After Loss of Host

Depending on the entity that you are recovering, you may need to take additional actions after loss of host. The sections about each entity may require you to follow one or more of the following procedures. If so, that is noted in the section describing how to recover the entity.

This section includes the following topics:

	
Section 18.10.5.1, "Changing the Host Name in the targets.xml File for Fusion Middleware Control"


	
Section 18.10.5.2, "Modifying the FusionVirtualHost_x.conf File"


	
Section 18.10.5.3, "Creating a New Machine for the New Host Name"


	
Section 18.10.5.4, "Updating Oracle Inventory"






18.10.5.1 Changing the Host Name in the targets.xml File for Fusion Middleware Control

When you recover a component to a different host, you must update the targets.xml file for Fusion Middleware Control. The file is located at:


(UNIX) APPLICATIONS_CONFIG/instance/domains/hostname/domain_name/sysman/state/targets.xml
(Windows) APPLICATIONS_CONFIG\instance\domains\hostname\domain_name\sysman\state\targets.xml


In the file, change the host name to the new host name for components that are recovered to a different host.






18.10.5.2 Modifying the FusionVirtualHost_x.conf File

When you recover an Administration Server or a Managed Server to a different host and your environment includes Oracle HTTP Server, you must modify the FusionVirtualHost_x.conf file on the new host. There is a separate file for each domain, for example FusionVirtualHost_fin.conf. The files are located in:


(UNIX) APPLICATIONS_CONFIG/instance/CommonDomain_webtier/config/OHS/ohs_name/moduleconf/FusionVirtualHost_x.conf
(Windows) APPLICATIONS_CONFIG\instance\CommonDomain_webtier\config\OHS\ohs_name\moduleconf\FusionVirtualHost_x.conf


Modify all of the instances of the host name and clusters (elements such as WebLogicHost and WebLogicCluster) entries in that file. For example:


<Location /console>
    SetHandler weblogic-handler
    WebLogicHost Admin_Host
    WeblogicPort Admin_Port
    WLProxySSL ON
    WLProxySSLPassThrough ON
</Location>
 .
 .
 .
<Location /soa-infra>
   SetHandler weblogic-handler
   WebLogicCluster SOAHOST1:8001,*SOAHOST2*:*8001*
   WLProxySSL ON
   WLProxySSLPassThrough ON
</Location> 






18.10.5.3 Creating a New Machine for the New Host Name

If the Administration Server has an Listen address, you must create a new machine with the new host name and set the Listen address, before you start the Administration Server. A machine is a logical representation of the computer that hosts one or more WebLogic Servers.

To create a new machine:

	
Create a new machine with the new host name. Use the following WLST commands, in offline mode:


readDomain('Domain_Home')
machine = create('newhostname', 'Machine')
cd('/Machine/newhostname')
nm = create('newhostname', 'NodeManager')

cd('/Machine/newhostname/NodeManager/newhostname')
set('ListenAddress', 'newhostname')
updateDomain()


	
For the Administration Server, set the machine with the new host name, using the following WLST command, in offline mode:


readDomain('DomainHome')
cd ('/Machine/newhostname')
machine = cmo
cd ('/Server/AdminServer')
set('Machine', machine)
updateDomain()


	
Set the Listen address for the Administration Server:


readDomain("DomainHome")
cd("servers/AdminServer")
cmo.setListenPort(8001)
updateDomain()
exit()









18.10.5.4 Updating Oracle Inventory

For many components, when you recover to a different host, as in the case of loss of host, you must update the Oracle Inventory on UNIX. To do so, execute the following script:


ORACLE_COMMON_HOME/oui/bin/attachHome.sh 


In addition, you must update beahomelist to edit the location of a Middleware home. Edit the following file to update the Middleware home information:


(UNIX) user_home/bea/beahomelist
(Windows) C:\bea\beahomelist








18.10.6 Recovering Oracle Fusion Applications After Loss of Host

In most cases, to recover Oracle Fusion Applications, you recover the entire Middleware home, a domain, a server, an Oracle home, or an Oracle instance, depending on the extent of the failure. However, you may need to take additional steps you for particular components.

This section includes the following topics:

	
Section 18.10.6.1, "Recovering Oracle Fusion Supply Chain Management After Loss of Host"


	
Section 18.10.6.2, "Recovering Oracle Fusion Procurement After Loss of Host"






18.10.6.1 Recovering Oracle Fusion Supply Chain Management After Loss of Host

If you lose a host that contains Oracle Fusion Supply Chain Management, you can recover it to the same host or a different host.

To recover Oracle Fusion Supply Chain Management to the same host, recover the Managed Server to which the application is deployed, as described in Section 18.10.3.

To recover Oracle Fusion Supply Chain Management to a different host:

	
Recover the Managed Server to which the application is deployed, as described in Section 18.10.3.


	
Recover the Oracle instance for Global Order Promising, as described in Section 18.9.5.









18.10.6.2 Recovering Oracle Fusion Procurement After Loss of Host

If you lose a host that contains Oracle Fusion Procurement, you can recover it to the same host or a different host.

To recover Oracle Fusion Procurement to the same host, recover the Managed Server to which the application is deployed, as described in Section 18.10.3.

To recover Oracle Fusion Procurement to a different host:

	
Recover the Managed Server to which the application is deployed, as described in Section 18.10.3.


	
Ensure that Oracle Business Intelligence Publisher and CUPS IP address and port number reflects the different host.











18.10.7 Recovering Components Related to Oracle Fusion Applications

In most cases, to recover components related to Oracle Fusion Applications, you recover the entire Middleware home, a domain, a server, an Oracle home, or an Oracle instance, depending on the extent of the failure. You may need to take additional steps for particular components related to Oracle Fusion Applications.

This section includes the following topics:

	
Section 18.10.7.1, "Recovering Oracle HTTP Server After Loss of Host"


	
Section 18.10.7.2, "Recovering Oracle Enterprise Scheduler After Loss of Host"


	
Section 18.10.7.3, "Recovering Oracle Enterprise Crawl and Search Framework After Loss of Host"


	
Section 18.10.7.4, "Recovering Oracle Authorization Policy Manager After Loss of Host"


	
Section 18.10.7.5, "Recovering Oracle E-Mail and Web Marketing After Loss of Host"


	
Section 18.10.7.6, "Recovering Oracle Essbase In Clustered Environment After Loss of Host"






18.10.7.1 Recovering Oracle HTTP Server After Loss of Host

To recover Oracle HTTP Server to the same host, recover the Oracle instance, as described in Section 18.9.5.

To recover Oracle HTTP Server to a different host:

	
Recover the Middleware home, as described in Section 18.9.2.


	
Start all relevant processes, as described in Section 4.4.1.


	
Update the registration of the Oracle instance with the Administration Server, using the opmnctl updateinstanceregistration command on the new host. For example:


opmnctl updateinstanceregistration -adminHost admin_server_host 


This command updates the OPMN instance.properties file.


	
Update the registration of the component with the Administration Server, using the opmnctl updatecomponentregistration command on the new host. For example, to update the registration for Oracle HTTP Server, use the following command:


opmnctl updatecomponentregistration -Host new_host -Port nonSSLPort
    -componentName ohs1 -componentType OHS


	
Edit the targets.xml file for Fusion Middleware Control, as described in Section 18.10.5.1.


	
Modify the ServerName entry in the following file to have the new host name:


(UNIX) ORACLE_INSTANCE/config/OHS/ohs_name/httpd.conf
(Windows) ORACLE_INSTANCE\config\OHS\ohs_name\httpd.conf


	
Modify the FusionVirtualHost_x.conf file, as described in Section 18.10.5.2.


	
If the Managed Server is in a cluster, modify the following files (there is more than one file, with the name ear_name.ear):


(UNIX) APPLICATIONS_CONFIG/fusionapps/applications/domain_name/deploy/ear_name.ear/APP-INF/classes/wf_client_config.xml
(Windows) APPLICATIONS_CONFIG\fusionapps\applications\domain_name\deploy\ear_name.ear\APP-INF\classes\wf_client_config.xml


Change the rootEndPointURL element so that it points to the Oracle HTTP Server or Load Balancer for the cluster on the new environment.









18.10.7.2 Recovering Oracle Enterprise Scheduler After Loss of Host

To recover Oracle Enterprise Scheduler, follow the procedure in Section 18.9.11.2.






18.10.7.3 Recovering Oracle Enterprise Crawl and Search Framework After Loss of Host

To recover Oracle Enterprise Crawl and Search Framework to a different host, follow the procedure in Section 18.9.11.3.






18.10.7.4 Recovering Oracle Authorization Policy Manager After Loss of Host

To recover Oracle Authorization Policy Manager, follow the procedure in Section 18.9.11.4.






18.10.7.5 Recovering Oracle E-Mail and Web Marketing After Loss of Host

To recover Oracle E-Mail and Web Marketing, follow the procedure in Section 18.9.11.5.






18.10.7.6 Recovering Oracle Essbase In Clustered Environment After Loss of Host

To recover Oracle Essbase after loss of host, you recover the entire Middleware home, a domain, a server, an Oracle home, or an Oracle instance, depending on the extent of the failure.

However, if the failed node contained Oracle Essbase and was clustered, you must configure secondary instances of Oracle Essbase Agent so that they are distributed for high availability. For more information, see "Configuring Oracle Essbase Clustering" in the Oracle Fusion Applications Customer Relationship Management Enterprise Deployment Guide.










18.11 A Case Study: Recovering Oracle Fusion Customer Relationship Management

This section provides a case study of recovering Oracle Fusion Customer Relationship Management and all of the other Oracle Fusion Applications offerings and Oracle Fusion Middleware components that are installed when you install Oracle Fusion Customer Relationship Management.

You can recover all or part of your Oracle Fusion Applications environment, as described in Section 18.3.

This section includes the following topics:

	
Section 18.11.1, "The Recovery Case Study Scenario"


	
Section 18.11.2, "Recovering the Middleware Home Containing Java EE Components"


	
Section 18.11.3, "Recovering the Web Tier Middleware Home"


	
Section 18.11.4, "Recovering the Oracle Fusion Customer Relationship Management Domain"


	
Section 18.11.5, "Recovering Servers When the Installation Directory Is Shared Between Hosts"


	
Section 18.11.6, "Recovering Servers When the Managed Server Configuration Is Local"


	
Section 18.11.7, "Recovering an Oracle Instance in an Oracle Fusion Customer Relationship Management Installation"


	
Section 18.11.8, "Recovering an Oracle Fusion Customer Relationship Management Cluster"


	
Section 18.11.9, "Recovering Databases for Oracle Fusion Customer Relationship Management"






18.11.1 The Recovery Case Study Scenario

In this case study, the following domains were created when you installed and provisioned Oracle Fusion Customer Relationship Management:


	Oracle Fusion Applications Component	Domain Name
	
Oracle Fusion Customer Relationship Management


	
CRMDomain


	
Oracle Fusion Financials


	
FinancialDomain


	
Oracle Fusion Human Capital Management


	
HCMDomain


	
Oracle Fusion Supply Chain Management


	
SCMDomain


	
Oracle Fusion Setup


	
CommonDomain








In addition, Oracle Fusion Customer Relationship Management uses the following Oracle Fusion Middleware components:

	
Oracle WebCenter Portal


	
Oracle Business Intelligence


	
Oracle Essbase


	
Oracle Enterprise Scheduler


	
Oracle SOA Suite


	
Oracle WebCenter Content


	
Oracle Application Development Framework




Oracle Fusion Customer Relationship Management is installed in the following directory:


/scratch/oracle/APPLICATIONS_BASE


The APPLICATIONS_BASE directory contains:

	
The Oracle Fusion Applications Middleware home directory, which is located at:


/scratch/oracle/APPLICATIONS_BASE/fusionapps


	
One Middleware home that hosts the Java EE components, including Oracle SOA Suite and Oracle WebCenter Portal, and is located at:


/scratch/oracle/APPLICATIONS_BASE/fusionapps


	
A second Middleware home that hosts system components such as Oracle HTTP Server and is located at:


/scratch/oracle/APPLICATIONS_BASE/webtier_mw_home







	
Note:

In this case study, the Oracle Fusion application files are installed in shared storage, which is mounted on all hosts that run the applications. A single copy of binary files is shared across multiple hosts. The Administration Server configuration is also shared. However, the Managed Server configurations are not shared.














18.11.2 Recovering the Middleware Home Containing Java EE Components

In this scenario, you recover the Oracle Fusion Applications Middleware home, which contains Oracle Fusion Applications instances, and the Java EE components, Oracle SOA Suite and Oracle WebCenter Portal, after data loss or corruption.

To recover the Middleware home:

	
Stop all relevant processes using Fusion Applications Control. That is, stop all Managed Servers that are related to Oracle SOA Suite and Oracle WebCenter Portal. For example, stop the FINSOAServer_1 (in the FinancialDomain), CRMSOAServer_1 (in the CRMDomain), SCMSOAServer_1 (in the SCMDomain), and FSSOAServer (in the HCMDomain). Stop the Administration Server, as described in Section 4.4.4.2.


	
From the original Middleware home directory, move the files to a backup directory:


mv /scratch/oracle/APPLICATIONS_BASE/fusionapps
    /scratch/oracle/APPLICATIONS_BASE/fusionapps_backup


This ensures that any needed files are not overwritten.


	
Create a staging directory and restore the Applications base directory to that directory:


cd /scratch/stage/
tar -xvf crm_ApplBase_backup_030212.tar


	
From that stage directory, copy the Middleware home to the original location:


cp /scratch/stage/APPLICATIONS_BASE/fusionapps
   /scratch/oracle/APPLICATIONS_BASE/fusionapps


	
Start all relevant processes, as described in Section 4.4.3.1.









18.11.3 Recovering the Web Tier Middleware Home

In this scenario, you recover the Web tier Middleware home that contains system components, such as Oracle HTTP Server, after data loss or corruption.

To recover the Middleware home:

	
Stop all relevant processes, such as all processes running in the Oracle instance, using the following command:


opmnctl stopall


	
From the original Middleware home directory, move the files to a backup directory:


mv /scratch/oracle/APPLICATIONS_BASE/webtier_mw_home
  /scratch/oracle/APPLICATIONS_BASE/webtier_mw_home_backup


This ensures that any needed files are not overwritten.


	
Create a staging directory and restore the Applications base directory to that directory:


cd /scratch/stage
tar -xvf crm_ApplBase_backup_030212.tar


	
From that stage directory, copy the Middleware home to the original location:


cp /scratch/stage/APPLICATIONS_BASE/webtier_mwhome
  /scratch/oracle/APPLICATIONS_BASE/webtier_mwhome


	
Start all relevant processes, using the following command:


opmnctl startall









18.11.4 Recovering the Oracle Fusion Customer Relationship Management Domain

In this scenario, you recover the domain that contains Oracle Fusion Customer Relationship Management after data loss or corruption. This procedure shows recovering the domain CRMDomain, but you can use the same procedure for other Oracle Fusion Applications domains.

To recover the domain:

	
Stop all Managed Servers in the CRMDomain, as described in Section 4.4.4.2.


	
Stop the Administration Server for the CRMDomain, as described in Section 4.4.4.2.


	
From the original domain directory, move the files to a backup directory:


mv /scratch/oracle/APPLICATIONS_CONFIG/instance/domains/CRMDomain
  /scratch/oracle/APPLICATIONS_CONFIG/instance/domains/CRMDomain_backup


This ensures that any needed files are not overwritten.


	
Create a staging directory and restore the Applications base directory to that directory:


cd /scratch/stage
tar -xvf crm_ApplBase_backup_030212.tar


	
From that stage directory, copy the domain to the original location:


cp /scratch/stage/APPLICATIONS_CONFIG/instance/domains/CRMDomain
  /scratch/oracle/APPLICATIONS_CONFIG/instance/domains/CRMDomain


	
Start the Administration Server, as described in Section 4.4.4.1.


	
Start all Managed Servers, as described in Section 4.4.4.1.









18.11.5 Recovering Servers When the Installation Directory Is Shared Between Hosts

When the applications directory is shared between hosts, and you need to recover an Administration Server or a Managed Server, you must recover the entire domain.

The following table shows a sample domain mapping and provides guidelines for recovering an Oracle WebLogic Server Administration Server or any Managed Server running in the domain. The list of servers in the table is not complete. Refer to the particular Oracle Fusion application offering for the complete list of servers.


	Domain Name	Servers Running in Domain	What to Recover
	
CRMDomain

	
AdminServer

CRMCommonServer_1

CRMPerformanceServer_1

CRMAnalyticsServer_1

CRMSearchServer_1

CRMODIServer_1

CRMSOAServer_1

CustomerServer_1

SalesServer_1

MarketingServer_1

OrderCaptureServer_1

	
The entire CRMDomain. For example:


APPLICATIONS_CONFIG/instance/domains/CRMDomain


	
FinancialDomain

	
AdminServer

FinCommonServer_1

FinAnalyticsServer_1

FinSOAServer_1

LedgerServer_1

ESSServer_1

	
The entire FinancialDomain. For example:


APPLICATIONS_CONFIG/instance/domains/FinancialDomain


	
SCMDomain

	
AdminServer

ProductManagementServer_1

SCMSOAServer_1

	
The entire SCMDomain. For example:


APPLICATIONS_CONFIG/instance/domains/SCMDomain


	
HCMDomain

	
AdminServer

CoreSetupServer_1

FINSOAServer_1

TalentServer_1

ESSServer_1

HCMAnalyticsServer_1

	
The entire HCMDomain. For example:


APPLICATIONS_CONFIG/instance/domains/HCMDomain


	
SetupDomain

	
AdminServer

HomePageServer_1

HelpPortalServer_1

FunctionalSetupServer_1

WCServices_1

SpacesServer_1

	
The entire SetupDomain. For example:


APPLICATIONS_CONFIG/instance/domains/SEtupDomain












18.11.6 Recovering Servers When the Managed Server Configuration Is Local

If domain directory of the Managed Server is different than the Administration Server domain directory, and you need to recover a Managed Server, you use pack and unpack to recover the Managed Server.

For example, to pack and unpack the Managed Server FinCommonServer_1:

	
If the Administration Server is not reachable, recover the Administration Server, as described in Section 18.9.6.


	
If the Managed Server fails to start or if the file system is lost:

	
Recover the Middleware home from the backup file, if required. For example:


cd MW_HOME
tar -xf mw_home_backup_030212.tar 


	
Create a domain template jar file for the FinancialDomain Administration Server, using the pack utility. For example:


pack.sh -domain=APPLICATIONS_CONFIG/instance/domains/FinancialDomain
   -template=/scratch/temp.jar -template_name=domain1 
   -template_author=myname -log=/scratch/logs/my.log -managed=true


Specifying the -managed=true option packs up only the Managed Servers. If you want to pack the entire domain, omit this option.


	
Unpack the domain template JAR file, using the unpack utility. For example:


unpack.sh -template=/scratch/temp.jar
   -domain=APPLICATIONS_CONFIG/instance/domains/FinancialDomain
   -log=/scratch/logs/my.lognew.log -log_priority=info


	
Ensure that the application artifacts are accessible from the Managed Server host. That is, if the application artifacts are not on the same server as the Managed Server, they must be in a location accessible by the Managed Server.




	
Note:

	
For stage mode applications, the Administration Server copies the application bits to the staged directories on the Managed Server hosts.


	
For nostage and external-stage mode applications, ensure that application files are available in the stage directories of the Managed Server.




See Oracle Fusion Middleware Deploying Applications to Oracle WebLogic Server for information about stage, nostage, and external-stage mode applications.










	
Start the Managed Server, as described in Section 4.4.4.1.

The Managed Server connects to the Administration Server and updates its configuration changes.












18.11.7 Recovering an Oracle Instance in an Oracle Fusion Customer Relationship Management Installation

To recover the Oracle instance ohs in an Oracle Fusion Customer Relationship Management installation:

	
Stop all relevant processes using opmnctl or kill all processes that are related to that Oracle instance. For example:


opmnctl stopall


	
Copy the original Oracle instance to a backup location in case you need to retrieve some configuration data:


cp /scratch/CRM/APPLICATIONS_CONFIG/webtier_mw_home/webtier/ohs 
   /scratch/CRM/APPLICATIONS_CONFIG/webtier_mw_home/webtier/ohs_backup


	
Restore the Oracle instance home from the backup file to a stage directory by restoring the Applications configuration directory:


mkdir stage
cd stage
tar -xvf crm_ApplConfig_backup_030212.tar


	
Copy the restored Oracle instance from step 3 to the original location:


 cp /scratch/stage/APPLICATIONS_CONFIG/webtier_mw_home/webtier/ohs/  
    /scratch/CRM/APPLICATIONS_CONFIG/webtier_mw_home/webtier/ohs


	
Start all relevant processes. That is, start all processes that are related to that Oracle instance:


opmnctl startall







	
Note:

If you are recovering the Oracle instance containing Oracle HTTP Server to a new host after loss of host, see Section 18.10.7.1.














18.11.8 Recovering an Oracle Fusion Customer Relationship Management Cluster

In this scenario, the cluster CRMPerformanceCluster has been erroneously deleted or the cluster-level configuration, such as the JMS configuration or container-level data sources, was mistakenly changed and committed. The server CRMPerformanceServer_1 cannot be started or does not operate properly or the services running inside the server are not starting. You cannot ascertain what was changed.




	
Caution:

Performing a domain-level recovery can impact other aspects of a running system and all of the configuration changes performed after the backup was taken will be lost.









If the configuration changes are few, then the easiest way is to redo the configuration changes. If that is not feasible, restore the domain to which the cluster belongs. (See the table in Section 18.11.5 for Managed Servers to domain mappings.) Take the following steps:

	
Stop the cluster:


stop('CRMPerformanceCluster', 'Cluster')


	
Stop the Administration Server, as described in 0, "Stopping the Administration Servers and Managed Servers" in Section 4.4.3.2.


	
Copy the original CRMDomain to a backup location in case you need to retrieve some configuration data:


cp /scratch/CRM/APPLICATIONS_CONFIG/instance/domains/CRMDomain 
   /scratch/CRM/APPLICATIONS_CONFIG/instance/domains/CRMDomain_backup


	
Restore the CRMDomain home from the backup file to a stage directory by restoring the Applications configuration directory:


mkdir stage
cd stage
tar -xvf crm_ApplConfig_backup_030212.tar


	
Copy the restored CRMDomain from step 4 to the original location:


cp /scratch/stage/APPLICATIONS_CONFIG/instance/domains/CRMDomain
   /scratch/CRM/APPLICATIONS_CONFIG/instance/domains/CRMDomain


	
Start the Administration Server, as described in 0, "Starting the Administration Servers and Managed Servers" in Section 4.4.3.1.


	
Start the cluster. You can use the Oracle WebLogic Server Administration Console or WLST. For example, to use the WLST start command:


start('CRMPerformanceCluster', 'Cluster')







	
Note:

You can use this procedure to recover a cluster if the membership is mistakenly deleted.














18.11.9 Recovering Databases for Oracle Fusion Customer Relationship Management

You can recover the databases using RMAN. You can recover the databases at whatever level is appropriate by performing a restore and recovery of either the full databases, a tablespace, or a data file.

Oracle Fusion Customer Relationship Management uses the following databases: Oracle Fusion Applications database, LDAP database, Oracle WebCenter Content, and Oracle Identity Manager database. You must maintain consistency among the databases. If any of these databases are recovered to a different point in time, you may need to reconcile the databases, as described in Section 18.9.9.

For more information, see the following topics:

	
For data loss, corruption, or media failure loss, see Section 18.9.8.


	
For loss of host, see Section 18.10.4.














1 Introduction to Oracle Fusion Applications for Systems Administrators


Oracle Fusion Applications is Oracle's next-generation applications suite built on a service-oriented platform. It brings together next-generation enterprise technologies, applications, and services, including Oracle Fusion Applications and Oracle Fusion Middleware, to fundamentally change the dynamics in the applications marketplace and revolutionize business. This chapter provides an introduction to the architecture, components, and concepts of Oracle Fusion Applications.

This chapter contains the following topics:

	
Section 1.1, "Architecture of Oracle Fusion Applications"


	
Section 1.2, "Key Oracle Fusion Applications Concepts"


	
Section 1.3, "Roadmap for Administering Oracle Fusion Applications"






1.1 Architecture of Oracle Fusion Applications

Oracle Fusion applications are built on the Oracle Fusion Middleware stack and utilize the Oracle Database. This architecture is depicted in Figure 1-1.


Figure 1-1 Oracle Fusion Applications Architecture

[image: Description of Figure 1-1 follows]

Description of "Figure 1-1 Oracle Fusion Applications Architecture"





The section contains the following topics

	
Section 1.1.1, "Oracle Fusion Applications Product Families"


	
Section 1.1.2, "Oracle Fusion Middleware Infrastructure Components"


	
Section 1.1.3, "Oracle Fusion Middleware Components"


	
Section 1.1.4, "Oracle Database"


	
Section 1.1.5, "Oracle Enterprise Manager Fusion Applications Control"


	
Section 1.1.6, "Oracle Enterprise Manager Cloud Control"


	
Section 1.1.7, "Oracle Enterprise Manager Database Control"






1.1.1 Oracle Fusion Applications Product Families

An installation of Oracle Fusion Applications is logically broken up into groups of features. Each set of features is known as product offerings, which represent the highest-level collection of functionality that you can license and implement. A provisioning configuration is a collection of one or more product offerings. During installation, you select a product offering or a combination of offerings as a way to install the product families. Product families are comprised of one or more Java EE applications specific to Oracle Fusion Applications.

An application can contain multiple products, and a product can also span multiple applications. A product typically has a one-to-one correspondence with an EAR file. Figure 1-2 shows two applications, PayablesApp and ReceivablesApp, each of which is mapped to the same product, Payments.


Figure 1-2 Relationship of Products and Applications

[image: Description of Figure 1-2 follows]
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Oracle Fusion Applications includes the product families described in Table 1-1.


Table 1-1 Product Families

	Oracle Fusion Applications Product Families	Description
	
Oracle Fusion Customer Relationship Management


	
Manages customers, contacts, and resources, including data quality configuration.


	
Oracle Fusion Financials


	
Manages financial flows, including assets, ledgers, cash cycle, invoices and payments, accounts receivable, collections, and setup of subledger accounting and tax configuration.


	
Oracle Fusion Governance, Risk, and Compliance


	
Provides critical business controls to manage risk, multi-regulatory compliance, and controls enforcement. The connector for Oracle Fusion Applications provides a prebuilt solution for managing Separation of Duties (SoD) within and across product families. You can also utilize Oracle Fusion Governance, Risk, and Compliance to analyze suspect transactions and configuration settings based on user defined conditions. This allows organizations to actively determine the risk that exists within their application that can materially impact the reliability of the information that exists for reporting and decision making purposes. Finally, Oracle Fusion Governance, Risk, and Compliance can apply preventive controls that will limit what a user can see and do within an Oracle Fusion Applications user interface according to user-defined conditions. The objective is to pro-actively mitigate the risk of extraneous access or improper transactions from existing.


	
Oracle Fusion Human Capital Management

	
Provides employee management for an organization.


	
Oracle Fusion Procurement


	
Manages the procurement process including requisitions, purchase orders, and supplier negotiations.


	
Oracle Fusion Project


	
Manages projects, including how to plan, budget, forecast, collect costs, bill customers, and report performance.


	
Oracle Fusion Supply Chain Management


	
Integrates and automates all key supply chain processes, from design, planning and procurement to manufacturing and fulfillment, providing a complete solution set to enable companies to power information-driven value chains.


	
Oracle Fusion Setup


	
Supports the other product families.

In addition to Oracle Fusion Functional Setup Manager for setting up functional data, this product family includes applications to assist application users:

	
The Oracle Fusion Home page provides a Welcome dashboard with a collection of portlets and task flows for answering common questions.


	
Oracle Fusion Applications Help delivers content users need to complete their tasks. You can optionally install a local version of Oracle Fusion Applications Help, enabling you to extend and customize the help. For more information about using and customizing a local install of the help, see the Oracle Fusion Applications Installation Guide and the Oracle Fusion Applications Common Implementation Guide.











To aid with performing current-state analysis of the applications, you can use Oracle Transactional Business Intelligence, which is built on Oracle BI Enterprise Edition. For more information about configuring Oracle Transactional Business Intelligence, see the Oracle Fusion Administrator's Guide for Transactional Business Intelligence.






1.1.2 Oracle Fusion Middleware Infrastructure Components

The product families use the following common core framework and infrastructure for Oracle Fusion Applications described in Table 1-2.


Table 1-2 Oracle Fusion Middleware Infrastructure Components

	Oracle Fusion Middleware Infrastructure Components	Description
	
Oracle Fusion Middleware Extensions for Applications (Applications Core)

	
Provides design time and runtime infrastructure to help standardize complex development patterns for Oracle Fusion Applications. It simplifies the development process of these patterns and provides a consistent user experience. Examples of these patterns include extensibility (Flexfields), hierarchical relationships (Trees), data security, and UI patterns. Applications Core creates simplified methods of implementing these complex requirements by providing robust metadata and comprehensive UI components and services. All of the Applications Core components have been intricately integrated with the rest of the Oracle Fusion Middleware infrastructure so they are available across every layer of the Oracle Fusion Applications platform.

Applications Core provides shared libraries referenced by all the Oracle Fusion Applications, a standalone application for application setup and configuration, an Oracle JDeveloper extension to seamlessly integrate our components with the rest of the Oracle Fusion Applications technology stack, PLSQL API's, C libraries, and common seed data.

See the "Overview of Oracle Fusion Middleware Extensions for Applications" section in the Oracle Fusion Applications Concepts Guide.


	
Oracle Enterprise Scheduler


	
Enables you to manage and schedule jobs for Oracle Fusion Applications.

See Chapter 7, "Managing Oracle Enterprise Scheduler Service and Jobs."


	
Oracle Enterprise Crawl and Search Framework (ECSF)

	
Oracle Enterprise Crawl and Search Framework (ECSF) enables Oracle Fusion Applications Search for performing full-text searches securely and simultaneously against multiple logical business objects. Any application that connects to multiple data sources or manages a significant amount of unstructured (non-database) information—or both—needs advanced search capabilities so that application users can easily locate and take action on data that is relevant to them.

See Chapter 9, "Managing Search with Oracle Enterprise Crawl and Search Framework."












1.1.3 Oracle Fusion Middleware Components

Oracle Fusion Middleware includes the following components described in Table 1-3.


Table 1-3 Oracle Fusion Middleware Components

	Oracle Fusion Middleware Components	Description
	
Oracle Application Development Framework (Oracle ADF)

	
Provides an end-to-end application framework that builds on Java Platform, Enterprise Edition (Java EE) standards and open-source technologies to simplify and accelerate implementing service-oriented applications.

See the Oracle Fusion Middleware Administrator's Guide for Oracle Application Development Framework.


	
Oracle Business Intelligence


	
Oracle Business Intelligence provides a complete, integrated solution of analytics and reporting for Oracle Fusion Applications.

See the following documentation on Oracle Business Intelligence components in Oracle Fusion Applications:

	
Oracle BI Enterprise Edition: Oracle Fusion Middleware System Administrator's Guide for Oracle Business Intelligence Enterprise Edition


	
Oracle Business Intelligence Publisher: Chapter 8


	
Oracle Essbase: Oracle Essbase Database Administrator's Guide and Oracle Essbase Technical Reference


	
Oracle Enterprise Performance Management: http://www.oracle.com/technetwork/middleware/performance-management/documentation/index.html


	
Oracle Real-Time Decisions: Oracle Fusion Middleware Platform Developer's Guide for Oracle Real-Time Decisions


	
Oracle Transactional Business Intelligence: Oracle Fusion Administrator's Guide for Transactional Business Intelligence




After the Oracle Fusion applications are running, you can configure the Oracle Business Intelligence Applications for analyzing historical data. See the Oracle Fusion Middleware Installation and Configuration Guide for Oracle Business Intelligence Applications.


	
Oracle Data Integrator

	
Oracle Data Integrator provides a comprehensive data integration platform that covers bulk data movement requirements for Oracle Fusion Applications.

See the Oracle Fusion Middleware Developer's Guide for Oracle Data Integrator.


	
Oracle HTTP Server


	
Provides a web listener for applications and the framework for hosting static and dynamic pages and applications over the web. Based on the proven technology of the Apache HTTP Server, Oracle HTTP Server includes significant enhancements that facilitate load balancing, administration, and configuration.

See the Oracle Fusion Middleware Administrator's Guide for Oracle HTTP Server.


	
Oracle Identity Management

	
Provides a shared infrastructure for all applications, enabling developers to incorporate identity management into applications.

For more information about documentation for Oracle Identity Management components in Oracle Fusion Applications, see the following guides:

	
Oracle Platform Security Services (OPSS: Oracle Fusion Middleware Application Security Guide and Oracle Fusion Middleware Security Overview


	
Oracle Access Manager: Oracle Fusion Middleware Administrator's Guide for Oracle Access Manager with Oracle Security Token Service


	
Oracle Authorization Policy Manager: Oracle Fusion Middleware Oracle Authorization Policy Manager Administrator's Guide (Oracle Fusion Applications Edition)


	
Oracle Identity Manager: Oracle Fusion Middleware Administrator's Guide for Oracle Identity Manager


	
Oracle Internet Directory: Oracle Fusion Middleware Administrator's Guide for Oracle Internet Directory


	
Oracle Virtual Directory: Oracle Fusion Middleware Administrator's Guide for Oracle Virtual Directory





	
Oracle SOA Suite


	
Provides a complete set of service infrastructure components for designing, deploying, and managing composite applications. Oracle SOA Suite enables services to be created, managed, and orchestrated into composite applications and business processes. Composites enable you to easily assemble multiple technology components into one SOA composite application.

An important component of Oracle SOA Suite is Oracle WSM Policy Manager. Oracle WSM Policy Manager provides the infrastructure for enforcing global security and auditing policies. By securing various endpoints and setting and propagating identity, it secures applications. Oracle WSM Policy Manager provides a standard mechanism for signing messages, performing encryption, performing authentication, and providing role-based access control. You also can change a policy without having to change the endpoints or clients for this endpoints, providing greater flexibility and security monitoring for your enterprise.

The Oracle Business Process Management (Oracle BPM) Suite provides an integrated environment for developing, administering, and using business applications centered around business processes. The Oracle BPM Suite is layered on the Oracle SOA Suite and shares many of the same product components.

See the Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle Business Process Management Suite.


	
Oracle Secure Enterprise Search (Oracle SES)

	
Provides a search engine for Oracle Fusion Applications Search.

For more information on Oracle SES, see the following guides:

	
Oracle Secure Enterprise Search Administrator's Guide


	
Oracle Secure Enterprise Search Administration API Guide


	
Oracle Secure Enterprise Search Java API Reference




For more information on how Oracle SES and ECSF provide Oracle Fusion Applications Search, see Chapter 9, "Managing Search with Oracle Enterprise Crawl and Search Framework."


	
Oracle WebCenter Content


	
Provides a comprehensive suite of digital content management tools. These tools can be used across the enterprise to cohesively track, manage, and dispose of content whether written, in digital images, or as email.

For more information about documentation for Oracle Enterprise Content Management components in Oracle Fusion Applications, see:

	
WebCenter Content: Oracle WebCenter Content System Administrator's Guide for Content Server


	
Oracle WebCenter Content: Imaging: Oracle WebCenter Content Administrator's Guide for Imaging





	
Oracle WebCenter Portal


	
Enables you to create social applications, enterprise portals, collaborative communities, and composite applications, built on a standards-based, service-oriented architecture. Oracle WebCenter Portal combines dynamic user interface technologies with which to develop rich internet applications, the flexibility and power of an integrated, multichannel portal framework, and a set of horizontal Enterprise 2.0 capabilities delivered as services that provide content, collaboration, presence, and social networking capabilities. Based on these components, Oracle WebCenter Portal also provides an out-of-the-box, enterprise-ready customizable application, WebCenter Spaces, with a configurable work environment that enables individuals and groups to work and collaborate more effectively.

See the Oracle Fusion Middleware Administrator's Guide for Oracle WebCenter Portal.


	
Oracle WebGate

	
Acts as a communicator plug-in that accepts users requests through Oracle HTTP Server and communicates with Oracle Access Manager.

See the Oracle Fusion Middleware Administrator's Guide for Oracle Access Manager with Oracle Security Token Service.


	
Oracle WebLogic Communication Services

	
Provides click-to-dial functionality for applications primarily through contextual actions. Contextual actions provide related information and actions to users within the immediate context of the object instances upon which they act.

For more information for enabling these services, see Chapter 10, "Managing Oracle WebLogic Communication Services for Click-to-Dial Functionality."


	
Oracle WebLogic Server


	
Supports the deployment of mission-critical applications in a robust, secure, highly available, and scalable environment. Oracle WebLogic Server is an ideal foundation for building applications based on service-oriented architecture (SOA).

See the Oracle Fusion Middleware Introduction to Oracle WebLogic Server.












1.1.4 Oracle Database

The Oracle Database contains the schemas and tablespaces required for both the Oracle Fusion Applications and for your applications. Oracle Fusion Applications does not support other databases.

Oracle Fusion Applications encryption APIs mask data such as credit card numbers in application user interface fields. For encryption and masking beyond that, Transparent Data Encryption (TDE) and Oracle Database Vault (ODV) are certified but optional with Oracle Fusion Applications.TDE and ODV provide information lifecycle protections, such as the following:

	
Data access restrictions on database administrators and other privileged users


	
Sensitive data at rest in database files and file backups


	
Sensitive data in transit


	
Sensitive attributes in non-production databases




ODV establishes limitations on the power of privileged users to access sensitive data through segregation of duties policies on DBA roles and by securely consolidating application data in the database. These limitations prevent DBAs and other privileged users from overriding the protections placed on sensitive data by the Virtual Private Database (VPD). Oracle Fusion Applications deploys with the ODV enabled when it is installed.TDE prevents access to PII in the file system or on backups or disk. TDE protects confidential data, such as credit card and social security numbers. TDE encrypts sensitive table data stored in data files at the tablespace level.

For more information about ODV and TDE, see the Oracle Fusion Applications Security Guide.






1.1.5 Oracle Enterprise Manager Fusion Applications Control

Oracle Enterprise Manager Fusion Applications Control (Fusion Applications Control) enables you to manage a single product family in an Oracle WebLogic Server domain for the Oracle Fusion Applications environment, including the products, applications, and Oracle Fusion Middleware components. As a part of management, you can monitor the runtime performance metrics for the various Oracle Fusion Applications and Oracle Fusion Middleware components. See Section 2.5 for more information about Fusion Applications Control and Section 2.2 for a comparison with Cloud Control.






1.1.6 Oracle Enterprise Manager Cloud Control

Oracle Enterprise Manager Cloud Control (Cloud Control) enables you to monitor and manage the complete IT infrastructure for Oracle Fusion Applications from a single console. You can monitor all the product families, Oracle Fusion Middleware components, and the Oracle Database. For example, you can monitor all the Oracle WebLogic Server domains for all the product families from one console. See Section 2.7 for more information about Fusion Applications Control and Section 2.2 for a comparison with Fusion Applications Control.






1.1.7 Oracle Enterprise Manager Database Control

Oracle Enterprise Manager Database Control (Database Control) enables you to manage the Oracle Database.

Using Database Control, you can perform administrative tasks such as creating schema objects (tables, views, indexes, and so on), managing user security, managing database memory and storage, backing up and recovering your database, and importing and exporting data. You can also view performance and status information about your database.

For more information, see the "Introduction to Oracle Enterprise Manager Database Control" section in the Oracle Database 2 Day DBA.








1.2 Key Oracle Fusion Applications Concepts

Before you begin administering Oracle Fusion Applications, it is important to understand the basics of installation, how Oracle WebLogic Server domains are configured, and the basic directory structure.

This section contains the following topics:

	
Section 1.2.1, "Provisioning and the Installation Process"


	
Section 1.2.2, "Oracle WebLogic Server Domains Configuration"


	
Section 1.2.3, "Provisioned Oracle Fusion Applications Home Directories"






1.2.1 Provisioning and the Installation Process

Provisioning is the entire set of operations required to install, configure, and deploy applications product offerings from a system point of view. It performs these operations:

	
Installation provides the operations related to laying down all the component needed to create an Oracle Fusion Applications environment.


	
Configuration tailors components based on the applications topology, the creation of Oracle WebLogic Server Managed Servers and clusters, and the updating of endpoints and virtual hosts.


	
Deployment starts the Managed Servers and clusters and facilitates the actual use of product offerings.




This orchestration by a single processing engine ensures that all components interact smoothly and consistently in the applications environment.

For detailed information about provisioning and installing an Oracle Fusion Applications environment, see Oracle Fusion Applications Installation Guide.

This section contains the following topics:

	
Section 1.2.1.1, "Installation Options"


	
Section 1.2.1.2, "Installing an Oracle Database and Loading Content"






1.2.1.1 Installation Options

You choose options from the Provisioning Wizard menu to initiate one installation-related processes:

	
Install an empty, single-instance Enterprise database


	
Create a new provisioning plan


	
Install, configure, and deploy the product offerings in a provisioning plan


	
Uninstall an existing environment









1.2.1.2 Installing an Oracle Database and Loading Content

You must have installed and configured a transaction database before you install product offerings. You can use the Provisioning Wizard to create an empty, single-instance database instance. This is a discrete and separate task from the other provisioning options. Alternatively, you can install the database manually without using the wizard.

In either case, you finish the database installation by running the Oracle Fusion Applications Repository Creation Utility (Applications RCU) to load applications and middleware content into the database. This process creates the applications and middleware schemas, loads seed data, and creates the tablespaces, as well all other required packages.

For more information about creating a database with Applications RCU, see the Oracle Fusion Applications Installation Guide.








1.2.2 Oracle WebLogic Server Domains Configuration

See "What Is an Oracle WebLogic Server Domain?" in the Oracle Fusion Middleware Administrator's Guide to understand the following concepts for Oracle WebLogic Server:

	
Oracle WebLogic Server domains


	
Managed Servers and the Administration Server




During installation, the applications for a single product family are deployed to one Oracle WebLogic Server domain. Within a single domain, an Administration Server hosts the application for Fusion Applications Control and Oracle WebLogic Server Administration Console, and the Managed Servers host the Java EE applications for the product family. The Managed Servers are grouped together into a cluster for each application of the product family. Figure 1-3 shows a domain with an Administration Server and three Managed Servers in clusters. If you want to scale out the Java EE application, you simply add new servers to the cluster. In an Oracle Fusion Applications environment, the domains are predefined so that the product families and their dependencies are always stored in a standardized arrangement.


Figure 1-3 Oracle WebLogic Server Domain

[image: Description of Figure 1-3 follows]

Description of "Figure 1-3 Oracle WebLogic Server Domain "





As an example of greater detail for a product family, Figure 1-4 shows a portion of the domain for the Oracle Fusion Financials product family with an Administration Server and eight Managed Servers in a cluster. The applications are each deployed to a Managed Server within a cluster. In addition to the applications for Oracle Fusion Financials, the domain also contains an Oracle Enterprise Scheduler cluster and a SOA cluster. The Oracle Enterprise Scheduler (ESSAPP) application manages job requests for the product family. The SOA Infrastructure (soa-infra) application hosts the SOA composites for the applications in the product family.


Figure 1-4 Oracle WebLogic Server Domain for the Oracle Fusion Financials Family

[image: Description of Figure 1-4 follows]

Description of "Figure 1-4 Oracle WebLogic Server Domain for the Oracle Fusion Financials Family"





Figure 1-5 shows an Oracle Fusion Applications environment with multiple product families, each in separate Oracle WebLogic Server domains. The CommonDomain is the domain in the Oracle Fusion Setup product family.


Figure 1-5 Multiple Product Families

[image: Description of Figure 1-5 follows]
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1.2.3 Provisioned Oracle Fusion Applications Home Directories

An installation of Oracle Fusion Applications contains two mount point directories, APPLICATIONS_BASE for the binaries and APPLICATIONS_CONFIG for the configuration files. The APPLICATIONS_BASE and APPLICATIONS_CONFIG directories contain various types of home directories. The home directories described in Table 1-4.


Table 1-4 Home Directories

	Home Directory	Description	Variable Representation
	
Applications base

	
This directory is the top-level directory for the Oracle Fusion Applications binaries. You specify the location of this top-level directory at the time of provisioning. Figure 1-6 represents this directory as /net/mount1/appbase for the purpose of showing an example directory structure.

	

APPLICATIONS_BASE


	
Applications configuration

	
This directory is the top-level directory for the Oracle Fusion Applications configuration files. You specify a location for this top-level directory at the time of provisioning. Provisioning automatically creates a subdirectory named instance as a container for the configuration files. Figure 1-6 represents this directory as /net/mount2/instance for the purpose of showing an example directory structure.

	

APPLICATIONS_CONFIG


	
Middleware home

	
This directory provides a container for the Oracle WebLogic Server home, an Oracle Common home, and one or more Oracle homes for components. A Middleware home can reside on a local file system or on a remote shared disk that is accessible through Network File System (NFS).

An installation of Oracle Fusion Applications creates two Middleware homes:

	
fusionapps for the Oracle WebLogic Server home and Oracle homes for Oracle Fusion Middleware components, such as Oracle Business Intelligence, Oracle SOA Suite, Oracle Data Integrator, WebCenter, Oracle Enterprise Content Management, Oracle Secure Enterprise Search, and Oracle Fusion Middleware Extensions for Applications (Applications Core)


	
webtier_mwhome for the system components, such as Oracle HTTP Server




For operations on specific Middleware home directories, this guide refers to each Middleware home by its product name or specifies the directory. For example, the Middleware home for Oracle Fusion Applications is referred to as the Oracle Fusion Applications Middleware home or the fusionapps Middleware home directory and its variable is FA_MW_HOME, while the Middleware home for Oracle Web Tier is referred to as the Web Tier Middleware home or the webtier_mwhome Middleware home directory and its variable is WT_MW_HOME. In cases where differentiation is not necessary, this guide refers to the Middleware home and uses the MW_HOME variable.

	

MW_HOME
FA_MW_HOME
WT_MW_HOME


	
Oracle Business Intelligence configuration home

	
This directory contains the configuration files for the Oracle Business Intelligence installation.

	

BI_CONFIG_HOME


	
Oracle Common home

	
This directory contains the binary and library files required for Fusion Applications Control, test to production, and Java Required Files (JRF). The Java Required Files include the Oracle ADF libraries, a number of other components shared by the product suites included in a given installation, and components such as Oracle Metadata Service (MDS) and Oracle Platform Security Services (OPSS).

	

ORACLE_COMMON_HOME


	
Oracle Database client home

	
This directory provides a container for the Oracle Database client software files.

	

DBCLIENT_ORACLE_HOME


	
Oracle WebLogic Server home

	
This directory contains installed files necessary to host Oracle WebLogic Server. The Oracle WebLogic Server home directory is a peer of Oracle home directories and resides within the directory structure of the Middleware home.

	

WL_HOME


	
Oracle home

	
This directory contains installed files necessary to host a specific component or software suite. For example, the files for Oracle SOA Suite are stored in an Oracle home directory named soa, and the application artifacts for Oracle Fusion Applications are stored in an Oracle home directory named applications.

An Oracle home resides within the directory structure of the Middleware home. There can be multiple Oracle homes within each Middleware home.

This guide refers to each Oracle home by product name or specifies the directory. For example, the Oracle home for Oracle SOA Suite is referred to as the SOA Oracle home or the soa Oracle home directory and its variable is SOA_ORACLE_HOME, while the Oracle home for Oracle Fusion Applications is referred to as the Oracle Fusion Applications Oracle home or the applications Oracle home and its variable is FA_ORACLE_HOME.

	

ATGPF_ORACLE_HOME
FA_ORACLE_HOME
JROCKIT_ORACLE_HOME
SOA_ORACLE_HOME
WC_ORACLE_HOME
WG_ORACLE_HOME
WT_ORACLE_HOME


	
Oracle Web Tier configuration home

	
This directory contains the configuration files for the Oracle Web Tier installation.

	

WT_CONFIG_HOME


	
Oracle WebLogic Server domain home

	
This directory contains the configuration files for the Administration Server and the Managed Servers for the product family.

	

DOMAIN_HOME








Figure 1-6 shows the relationship of the home directories using the Oracle Fusion Financials product family on a UNIX environment as an example. This figure does not show all the subdirectories under APPLICATIONS_BASE and APPLICATIONS_CONFIG directory. For example, the APPLICATIONS_CONFIG directory contains several more directories for component-specific configuration files. Also, the Oracle Database and Oracle Identity Management is not represented in this figure, as they are installed separately.


Figure 1-6 Relationship of Home Directories

[image: Description of Figure 1-6 follows]
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For more information about the detailed directory structure, see the Oracle Fusion Applications Installation Guide.








1.3 Roadmap for Administering Oracle Fusion Applications

To gain a better understanding of where administration fits into the overall process for installing, administering, and implementing Oracle Fusion Applications, see the Oracle Fusion Applications Administrator and Implementor Roadmap.

Prior to using the administrative procedures in this guide, ensure the Oracle Fusion Applications environment is provisioned, as described in the Oracle Fusion Applications Installation Guide.

The following provides a summary of the steps to configure, manage, and perform ongoing maintenance of an Oracle Fusion Applications environment after you have installed the software:

	
Start components. See Section 4.4.


	
Configure ports. See Section 4.5.


	
Configure passwords. See Section 4.6.


	
Manage the Oracle database. See Section 4.7.


	
Configure security. See Chapter 6.


	
Deploy customizations. See the Oracle Fusion Applications Extensibility Guide.


	
Monitor your environment. See Chapter 11, Chapter 12, Chapter 13, and Chapter 14.


	
Manage log files and diagnostic information. See Chapter 15.


	
Backup your environment. See Chapter 18.


	
Configure load balancing between different components or applications. See Chapter 19.


	
Configure Oracle Transactional Business Intelligence to perform real-time analysis of the Oracle Fusion applications. See the Oracle Fusion Administrator's Guide for Transactional Business Intelligence.


	
After the Oracle Fusion applications are running, configure the Oracle Business Intelligence Applications applications for analyzing historical data. See the Oracle Fusion Middleware Installation and Configuration Guide for Oracle Business Intelligence Applications.




In addition to this guide, refer to the following guides for tasks that you may need to perform, depending on your business needs:

	
Oracle Fusion Applications Common Implementation Guide for common setup and maintenance tasks for Oracle Fusion applications


	
Oracle Fusion Applications Post-Installation Guide for configuration tasks to perform after installation


	
Oracle Fusion Applications Administrator's Troubleshooting Guide for common issues in the runtime environment












Part I



Understanding Oracle Fusion Applications

This part provides an overview to Oracle Fusion Applications and its concepts as they relate to administering Oracle Fusion Applications.

Part I contains the following chapters:

	
Chapter 1, "Introduction to Oracle Fusion Applications for Systems Administrators"










B High Availability for Oracle Enterprise Scheduler


This chapter describes how to configure and manage a highly available Oracle Enterprise Scheduler environment.

This appendix includes the following topics:

	
Section B.1, "Introduction to High Availability for Oracle Enterprise Scheduler"


	
Section B.2, "Oracle Enterprise Scheduler Concepts"


	
Section B.3, "Configuring High Availability for Oracle Enterprise Scheduler"


	
Section B.4, "Managing an Oracle Enterprise Scheduler Cluster"






B.1 Introduction to High Availability for Oracle Enterprise Scheduler

A highly available cluster of Oracle Enterprise Scheduler servers is recommended for optimal job performance. This is especially useful for running asynchronous jobs remotely, which may require returning a status message upon completion.

For example, suppose an asynchronous Oracle ADF Business Components job runs remotely. Oracle Enterprise Scheduler expects the job to send a status upon completion using a web services callback. If Oracle Enterprise Scheduler runs on only one node, if that node is down, the callback message does not arrive and the status of the job is unknown. The job would then require manual intervention to mark its status as complete.

A two node cluster, however, allows all callbacks to process and arrive at their destination even if one server is down. A clustered Oracle Enterprise Scheduler environment allows callbacks to be delivered as required, and jobs to complete with the correct status automatically assigned by the system.

The main steps required for configuring a highly available Oracle Enterprise Scheduler environment are as follows:

	
Use the Oracle Fusion Applications Install and Configuration Wizard to set up a domain and configure a cluster.


	
Add nodes to the cluster as required in order to enhance scalability, allowing more processing power for jobs.

When a cluster node is added, the new node's processor configuration might have to be adjusted to assign appropriate work assignments.

For more information, see the Oracle WebLogic Server documentation.


	
Configure the load balancer. For more information, see the Oracle HTTP Server documentation.







	
Note:

For information about troubleshooting an Oracle Enterprise Scheduler cluster, see the following chapters:

	
"Troubleshooting Oracle Enterprise Scheduler" chapter in the Oracle Fusion Applications Administrator's Troubleshooting Guide.


	
"Troubleshooting Oracle Enterprise Scheduler" in the Oracle Fusion Middleware Administrator's Guide for Oracle Enterprise Scheduler.

















B.2 Oracle Enterprise Scheduler Concepts

In order to configure an Oracle Enterprise Scheduler environment, it helps to understand concepts such as the architecture of Oracle Enterprise Scheduler, its components and life cycle.

For more information about Oracle Enterprise Scheduler architecture, components, life cycle and life cycle tools, see the section "Oracle Enterprise Scheduler Concepts" in the chapter "High Availability for Oracle Enterprise Scheduler" in Oracle Fusion Middleware Administrator's Guide for Oracle Enterprise Scheduler.






B.3 Configuring High Availability for Oracle Enterprise Scheduler

In order to enable a highly available environment, it is recommended to run Oracle Enterprise Scheduler in a cluster of at least two nodes.

This section includes the following topics:

	
Section B.3.1, "Oracle Enterprise Scheduler Configuration and Deployment Artifacts"


	
Section B.3.2, "Oracle Enterprise Scheduler Logging"


	
Section B.3.3, "Backup and Recovery"




For more information about cluster architecture, failover requirements, scalability, and load balancing for Oracle Enterprise Scheduler, see the section "Configuring High Availability for Oracle Enterprise Scheduler" in the chapter "High Availability for Oracle Enterprise Scheduler" in Oracle Fusion Middleware Administrator's Guide for Oracle Enterprise Scheduler.



B.3.1 Oracle Enterprise Scheduler Configuration and Deployment Artifacts

Configuration files are as follows:

	
ess.xml: This file is part of the Oracle Enterprise Scheduler EAR file deployed to the Oracle Enterprise Scheduler cluster.


	
connections.xml: This file is part of the Oracle Enterprise Scheduler EAR file deployed to the Oracle Enterprise Scheduler cluster. This file is used only with Oracle Enterprise Scheduler deployments running in an Oracle Fusion Applications environment.


	
MDS repository: The Oracle Metadata repository stores Oracle Enterprise Scheduler job metadata. Oracle Enterprise Scheduler supports both database and file-based MDS repositories.




Deployment artifacts are as follows:

	
J2EE application for core runtime and hosting applications.


	
Job metadata within Oracle MDS for core runtime and jobs loaded at startup.




The Oracle WebLogic Server deployment is non-staged.






B.3.2 Oracle Enterprise Scheduler Logging

Use standard Oracle WebLogic Server logging for an Oracle Enterprise Scheduler cluster. Use logs in Oracle WebCenter Content to examine Oracle Enterprise Scheduler behavior. Oracle Enterprise Scheduler logging is configured by default in Oracle WebLogic Server.

The default location for log files for Oracle Enterprise Scheduler spawned jobs on UNIX servers is /tmp/ess/requestFileDirectory. Oracle Enterprise Scheduler operational log files can be found under DOMAIN_HOME/servers/SERVER_HOME>/logs/server name>-diagnostic.log, and MW_HOME\user_projects\domains\DOMAIN_HOME\servers\SERVER_HOME\logs\server name-diagnostic.log on Windows.






B.3.3 Backup and Recovery

Following are the backup and recovery guidelines for various components:

	
Components stored on the file system: Product binaries, deployed application EAR files and standard Oracle WebLogic Server files in the domain root.


	
Changes to the file system: The file system artifacts change when new EAR files are deployed or when the product is patched.


	
Data stored in the database: The database stores all metadata and runtime data.


	
Changes to database artifacts: Metadata changes when metadata is created and deployed from Oracle JDeveloper or Fusion Applications Control. Run time data changes when jobs are submitted, undergo state changes, and so on.




There is no consistency requirement between the artifacts stored on the file system and those in database. The file system stores EAR files and temporarily stores scheduled job output and log files. Job output and log files are saved to Oracle WebCenter Content upon job completion. Only one database is used, and two phase commit is not used in an Oracle Fusion Applications environment.








B.4 Managing an Oracle Enterprise Scheduler Cluster

Managing an Oracle Enterprise Scheduler cluster involves starting the cluster, propagating configuration changes throughout the cluster, deploying applications and handling unexpected behavior.

For more information about managing an Oracle Enterprise Scheduler cluster, see the section "Managing an Oracle Enterprise Scheduler Cluster" in the chapter "High Availability for Oracle Enterprise Scheduler" in Oracle Fusion Middleware Administrator's Guide for Oracle Enterprise Scheduler.




	
Note:

Regarding failures in Oracle Java Transaction API migration and Oracle Java Message Service (JMS), Oracle JTA migration is unnecessary. When a node fails, there is no need to failover the node on another machine. Oracle Fusion Applications uses Oracle Enterprise Scheduler in a way does not require JTA recovery.

Oracle Enterprise Scheduler does not use Oracle Java Message Service (JMS) such that JMS recovery is not needed.

















4 Performing Routine Administrative Tasks


This chapter describes the common, essential tasks for administering your Oracle Fusion Applications environment.

This chapter contains the following topics:

	
Section 4.1, "Introduction to Performing Routine Administrative Tasks"


	
Section 4.2, "Running Administration Servers and Managed Servers from Shared and Local Disks"


	
Section 4.3, "Viewing and Managing Targets Across Domains (Optional)"


	
Section 4.4, "Starting and Stopping"


	
Section 4.5, "Viewing and Changing Ports for Components"


	
Section 4.6, "Changing Passwords"


	
Section 4.7, "Managing the Oracle Database"


	
Section 4.8, "Patching"


	
Section 4.9, "Managing Oracle Fusion Applications-Specific Labels in the Oracle Metadata Repository"


	
Section 4.10, "Modifying Oracle Application Development Framework Connections in Oracle Fusion Applications"


	
Section 4.11, "Modifying Oracle Data Integrator Configuration"






4.1 Introduction to Performing Routine Administrative Tasks

An important aspect of system administration of the Oracle Fusion Applications environment is performing a range of maintenance life-cycle and management operations. Section 1.3 provides a roadmap of when to perform these essential administrative tasks. In addition to following this roadmap, if you run into performance or security issues, then use the tasks in the chapter to maintain the environment.

In addition to the tasks in this guide, refer to the following documentation for tasks that you may need to perform, depending on your business needs:

	
Oracle Fusion Applications Common Implementation Guide for common setup and maintenance tasks for Oracle Fusion applications


	
Oracle Fusion Applications Post-Installation Guide for configuration tasks to perform after installation


	
Oracle Fusion Applications Administrator's Troubleshooting Guide for common issues in the runtime environment









4.2 Running Administration Servers and Managed Servers from Shared and Local Disks

Configuration for domains is stored centrally on a shared disk. This location is accessible to all hosts, so the Administration Servers can run from this shared location. Managed Servers can run from either the shared location or from a local disk, that is, a non-network disk, visible only to the processes running on that host. During provisioning of Oracle Fusion Applications, in the Installation Location page of the Provisioning Wizard, you make this decision with the Enable Local Application Configuration option. When you select this option, provisioning copies the domain configuration from the shared server location to the specified local disk, and you run the Managed Servers from the local disk. If you chose not to select this option, then all the Managed Servers are configured to run from the shared disk. See the "Installation Location" section in the Oracle Fusion Applications Installation Guide for information about using the Installation Location page.






4.3 Viewing and Managing Targets Across Domains (Optional)

In Fusion Applications, certain business process flows or operational requirements can span domains and/or product families. (For example, a Customer Relationship Management (CRM) process can rely on the availability of certain Human Capital Management (HCM) components. Out-of-the-box tools (such as Fusion Applications Control) are limited to monitoring the domains within their product family In addition, administrators might want to monitor by target type across domains. For example, they might want o monitor all of the J2EE application targets across multiple WebLogic Server domains.The only way to accomplish this is via the Group functionality in Oracle Enterprise Manager Cloud Control. (Your system must have Cloud Control installed and configured.)

For general information on Groups, see "Managing Groups," in the Oracle Enterprise Manager Cloud Control Administrator's Guide.

The following example shows how to create a Dashboard to view Enterprise Scheduling Service (ESS) components which are spread across the Common, HCM, CRM, and Financial Domains in the system. Use the same principles to create a Dashboard that fits your parameters.

	
Log in to Enterprise Manager Cloud Control and select Targets and Groups.


	
Select Create and choose Group from the drop-down menu.


	
On the resulting Create Group page, enter a Name and click Search for Members.

A list of all available Targets is displayed in a Group home page.


	
In the Search field at the top of the page, type ESSAPP to find all the Scheduler-related elements.

[image: Search Targets page]

	
Choose Select All, or selectively click the results you want to include, then click OK.

You see your Group with the chosen Members listed.


	
If it is correct, click OK. The list of all Groups is displayed.


	
Select your newly created Group by Name. The Group Dashboard is displayed.

[image: Group Dashboard page]








4.4 Starting and Stopping

You start and stop the Oracle Fusion Applications environment and its components to perform a range of maintenance operations that require process downtime. Understanding the state (that is, up, down, starting, and stopping) of each component in the Oracle Fusion Applications environment is an essential activity when diagnosing and resolving availability and performance issues, and when performing life-cycle and management operations.

A typical Oracle Fusion Applications environment contains the applications, the Oracle Database, and the Oracle Fusion Middleware components. Depending on whether you need to start and stop an individual component or the entire environment, there are many several supported scenarios for performing these operations correctly.

This sections contains the following topics:

	
Section 4.4.1, "Starting and Stopping Components in the Oracle Fusion Applications Environment"


	
Section 4.4.2, "Understanding Starting and Stopping with the fastartstop Utility"


	
Section 4.4.3, "Starting and Stopping the Entire Oracle Fusion Applications Environment"


	
Section 4.4.4, "Starting and Stopping the Administration Servers and Managed Servers"


	
Section 4.4.5, "Starting and Stopping Oracle HTTP Server"


	
Section 4.4.6, "Starting and Stopping Oracle Business Intelligence"


	
Section 4.4.7, "Starting and Stopping a Product Family Oracle WebLogic Server Domain"


	
Section 4.4.8, "Starting and Stopping an Oracle WebLogic Server Cluster in a Product Family for a Configuration Change"


	
Section 4.4.9, "Starting and Stopping Specific Applications"






4.4.1 Starting and Stopping Components in the Oracle Fusion Applications Environment

For many of the Oracle Fusion Middleware components, you can start and stop in different ways, depending on your requirements.

Table 4-1 describes the Oracle Fusion Applications, Oracle Fusion Middleware, and Oracle Database components you can start and stop, and provides information on where to find related documentation for each component.

The procedures referenced in the Oracle Fusion Middleware guides describe using Fusion Middleware Control. These procedure also apply to Fusion Applications Control.


Table 4-1 Starting and Stopping

	Component	Description	Documentation
	
Oracle Fusion Applications


	
Oracle Fusion applications

	
You can start and stop applications using the WLST command line, Fusion Applications Control, Cloud Control, or WebLogic Server Administration Console.

	
Section 4.4.9, "Starting and Stopping Specific Applications"

"Start applications and modules" and "Stop applications and modules" in the Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help for the WebLogic Server Administration Console


	
Oracle Fusion Middleware


	
Administration Server

	
The Administration Server operates as the central control entity for the configuration of the entire Oracle WebLogic Server domain. It maintains the domain's configuration documents and distributes changes in the configuration documents to Managed Servers. The Administration Server serves as a central location from which to manage and monitor all resources in a domain.

You can use the fastartstop utility to start the Administration Server in one or more domains.

	
Section 4.4.4.1, "Starting the Administration Servers and Managed Servers"

Section 4.4.4.2, "Stopping the Administration Servers and Managed Servers"



	
Managed Servers for the Oracle Fusion applications and Oracle Fusion Middleware components

	
A Managed Server can host Oracle Fusion applications, application components, Web services, and their associated resources. Managed Servers also host applications for the following Oracle Fusion Middleware components:

	
Oracle Business Intelligence


	
Oracle Data Integrator


	
Oracle Enterprise Scheduler


	
Oracle Secure Enterprise Search


	
Oracle SOA Suite


	
Oracle WebCenter Content


	
Oracle WebCenter Content: Imaging


	
Oracle WebCenter Portal's Discussion Server


	
Oracle WebCenter Portal: Spaces




You can use the fastartstop utility to start one or more Managed Servers in one or more domains. Alternatively, you can use Fusion Applications Control or WebLogic Server Administration.

	
Section 4.4.4.1, "Starting the Administration Servers and Managed Servers"

Section 4.4.4.2, "Stopping the Administration Servers and Managed Servers"



	
Node Manager

	
Node Manager is an Oracle WebLogic Server utility that enables you to start, shut down, and restart the Administration Servers and the Managed Server instances.

On Windows, Node Manager is configured to automatically start by default.

	
"Starting Node Manager" section in the Oracle Fusion Middleware Node Manager Administrator's Guide for Oracle WebLogic Server

Section 4.4.3.1.3, "Task 3: Start Node Manager"


	
Oracle Business Intelligence Suite


	
You can use Fusion Applications Control or the opmnctl command to start and stop Oracle Business Intelligence system components.

You can use the fastartstop utility to start and stop the BI Presentation Server component.

	
"Starting and Stopping Oracle Business Intelligence" chapter in the Oracle Fusion Middleware System Administrator's Guide for Oracle Business Intelligence Enterprise Edition


	
Oracle Enterprise Scheduler


	
You can use Fusion Applications Control to start and stop the Oracle Enterprise Scheduler.

	
Section 7.7, "Starting and Stopping Oracle Enterprise Scheduler Service Components"



	
Oracle HTTP Server

	
You can use Fusion Applications Control or the opmnctl command to start and stop Oracle HTTP Server.

	
"Starting, Stopping, and Restarting Oracle HTTP Server" section in the Oracle Fusion Middleware Administrator's Guide for Oracle HTTP Server


	
Oracle SOA Suite

	
You can use Fusion Applications Control to start and stop the SOA Infrastructure and the Managed Servers for Oracle SOA Suite.

	
"Stopping and Starting the Managed Server and SOA Infrastructure" section in the Oracle Fusion Middleware Administrator's Guide for Oracle SOA Suite and Oracle Business Process Management Suite


	
Oracle WebCenter Portal: Spaces

	
Always ensure Content Server is running when starting Oracle WebCenter Portal: Spaces. If Content Server is not running when Spaces is started up Spaces will consider the Document service as unavailable. After Content Server is started, a restart of Spaces is needed for it to recheck if the Document service is configured.

	
"Starting Content Server" section in the Oracle WebCenter Content System Administrator's Guide for Content Server

"Starting and Stopping the Spaces Application" section in the Oracle WebCenter Content System Administrator's Guide for Content Server


	
Oracle WebLogic Server domain for a product family

	
When applying a patch that only applies to one product family, stop the Oracle WebLogic Server domain for the product family and restart it after you apply the patch without stopping the entire Oracle Fusion Applications environment.

Use the fastartstop utility for this task. You can alternatively use Fusion Applications Control.

	
Section 4.4.7, "Starting and Stopping a Product Family Oracle WebLogic Server Domain"



	
Oracle WebLogic Server cluster for a product family

	
If you modify the Oracle WebLogic Server configuration, you must stop and restart the cluster for the configuration changes to take effect.

Use the fastartstop utility for this task. You can alternatively use Fusion Applications Control and WebLogic Server Administration Console.

	
Section 4.4.8, "Starting and Stopping an Oracle WebLogic Server Cluster in a Product Family for a Configuration Change"


	
Oracle Database


	
Oracle Database

	
You can start and stop the Oracle database with the Oracle Enterprise Manager Database Control.

	
"Accessing the Database Home Page" section in the Oracle Database 2 Day DBA












4.4.2 Understanding Starting and Stopping with the fastartstop Utility

The fastartstop script is installed with the Oracle Fusion Applications patching framework. After installation, the registry file for each product family is populated with Oracle WebLogic Server domain entries for all product families, including the Oracle Fusion Applications Common Domain in the Oracle Fusion Setup product family. You can use this utility to start all the domains or a select domain. When the fastartstop utility is used to start a domain, all the Managed Servers will be started and the Administration Server of the domain will be stopped after all the Managed Servers have been started. The fastartstop utility uses Node Manager to start and stop servers. fastartstop will fail if Node Manager is not already running.

While the utility starts and stops the domains, it does not start and stop Oracle Identity Management and the Oracle Database. Therefore, you must start these components separately.

This section contains the following topics:

	
Section 4.4.2.1, "fastartstop Syntax"


	
Section 4.4.2.2, "fastartstop Examples"






4.4.2.1 fastartstop Syntax

If the Oracle Fusion Applications patching framework was installed, the fastartstop utility is available from the following directories:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:


(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS_BASE\fusionapps\applications


The fastartstop utility supports the following syntax:


(UNIX) ./fastartstop.sh -Start|-Stop|-Bounce|-StartBIPS|-StopBIPS 
-all|-domains domain_name,domain_nameN,domain_nameN|-BIPServerComponents
-all|-domains "domain_name(server:all,server:managed_server_name|AdminServer),domain_name(server:all,server:managed_server_name|AdminServer)"|-BIPServerComponents
[-componentType OHS |-componentDomain component_domain_name][iasInstance=instance_id][iasComponent=component_id][-processType=component_type]
[-clusterType soa]
-username user_name
-appbase FA_ORACLE_HOME
[-loglevel log_level]
[-timeout timeout_period]
[--help]

(Windows) fastartstop.cmd -Start|-Stop|-Bounce|-StartBIPS|-StopBIPS 
-all|-domains domain_name,domain_nameN,domain_nameN|-BIPServerComponents
-all|-domains "domain_name(server:all,server:managed_server_name|AdminServer),domain_name(server:all,server:managed_server_name|AdminServer)"|-BIPServerComponents
[-componentType OHS |-componentDomain component_domain_name][iasInstance=instance_id][iasComponent=component_id][-processType=component_type]
[-clusterType soa]
-username user_name
-appbase FA_ORACLE_HOME
[-loglevel log_level]
[-timeout timeout_period]
[--help]


Table 4-2 describes the options for the fastartstop script.


Table 4-2 Options for the fastartstop Script

	Options	Description
	
-Start|-Stop|-Bounce|-StartBIPS|-StopBIPS

	
Specify the operation to execute:

	
Use -Start to start Managed Servers.


	
Use -Stop to stop Managed Servers.


	
Use -Bounce to restart Managed Servers.


	
Use –StartBIPS to start Oracle Business Intelligence.


	
Use -StopBIPS to stop Oracle Business Intelligence.





	
-all|-domains|-BIPServerComponents

	
Specify what to start, stop, or restart:

	
Use -all for all components in all the domains. Components that are started include the Administration Server, Managed Servers, OPMN-based components Oracle Business Intelligence and Oracle HTTP Server.


	
Use -domains for Managed Servers and the Administration Server in specific domains. Delineate the domain names with a comma, (domain_name,domain_name); white space is not allowed in the domain name list. This option does not manage OPMN-based components Oracle Business Intelligence and Oracle HTTP Server.


	
Use -BIPServerComponents for Oracle Business Intelligence components. This option should be used only in conjunction with the –StartBIPS or -StopBIPS option.


	
Use suboption server to specify the Administration Server or Managed Servers for the domains you want to start, stop, or bounce. When the server suboption is used, enclose the -domains argument in quotes:


-domains "domain_name(server:all,server:managed_server_name|AdminServer)"




This -domains option is mutually exclusive to the following options:

	
-startAdminServer


	
-clusterType


	
-adminServersOnly




You cannot include these options in the same fastartstop command as the -domains options.

If you use the server suboption for one domain, you must use it for all domains. Example 4-21 shows a mix, which would generate an error.


	
-componentType|-componentDomain

	
Specify the operation to execute:

	
Use -componentType to start Oracle HTTP Server. It is a customized form of -componentDomain option.


	
Use -componentDomain an alternative to starting or stopping Oracle HTTP Server managed through Oracle Process Manager and Notification (OPMN) component. You use the -iasInstance, -iasComponent, and -processType suboptions to completely specify a component. For general information about these attributes, see the Oracle Fusion Middleware Oracle Process Manager and Notification Server Administrator's Guide.

- Use -iasInstance to specify the instance ID. Enter a value of CommonDomain_webtier for Oracle HTTP Server.

- Use -iasComponent to specify the component ID for the component. The value is ohs for Oracle HTTP Server.

- Use -processType to specify the component type. The valid value is OHS for Oracle HTTP Server.




-iasComponent is a child of -iasInstance. Therefore, you cannot issue a fastartstop command using -iasComponent without its hierarchical parent command. You can use -iasInstance independent of -iasComponent commands.

For example, -componentDomain CommonDomain -iasInstance CommonDomain_webtier will act upon all components under the CommonDomain_webtier instance ID. Similarly -componentDomain CommonDomain -iasInstance CommonDomain_webtier -iasComponent ohs1 will act upon all process types under ohs1 component ID. However, -componentDomain CommonDomain -iasComponent ohs1 will result in an error, as the hierarchy is not maintained. The component named ohs1 can be present under any instance, so the hierarchy needs to be maintained to ensure the correct Oracle HTTP Server.


	
-clusterType

	
Specify to start, stop, or restart Managed Servers within a cluster. This parameter is currently only supported for Oracle SOA Suite clusters (soa).

This option is mutually exclusive to the server suboption of the -domain option. You cannot include this option in the same fastartstop command as the server suboption.

This option is mutually exclusive to the following options:

	
-adminServersOnly


	
server suboption of the -domains option




You cannot include the -clusterType option in the same fastartstop command as these options.


	
-username

	
Specify an user with Oracle Fusion Middleware administration user privileges.


	
-appbase

	
Specify the complete directory path to the Oracle Fusion Applications Oracle home. This directory is located at:


(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS_BASE\fusionapps\applications


	
-adminServersOnly

	
Use to start, stop, or restart the Administration Servers only, leaving the Managed Servers untouched.

This option is mutually exclusive to the following options:

	
-startAdminServer


	
-clusterType


	
server suboption of the -domains option




You cannot include the -adminServersOnly option in the same fastartstop command as these options.

When used with Bounce, fastartstop performs a restart for Administration Servers. If some Administration Servers fail during the Bounce command, in next run, failed servers will be acted upon. The servers bounced successfully in the previous runs will be skipped in the next run.


	
-startAdminServer

	
Specify true to start the Administration Server; specify false to stop the Administration Server. The default is false.

This option is mutually exclusive to the following options:

	
-adminServersOnly


	
server suboption of the -domains option




You cannot include the -startAdminServer option in the same fastartstop command as these options.


	
--help

	
Specify to display the syntax.


	
-loglevel

	
Specify the log level for the fastartstop.log file:

	
INFO: Provides informational messages.


	
FINER: Provides detailed log messages.


	
WARNING: Provides messages for potentially problems.




INFO is the default.


	
-timeout

	
Specify the number of seconds to wait for the start, stop, or restart the domain or a server. When all the servers in the domain are started in parallel, the timeout is associated with the domain. When individual Administration Sever or Managed Sever are started instead of a domain, the timeout is associated with the server.

The default timeout is 40 minutes. In addition, this option has a minimum guard value of 12 minutes. If you provides a value less than 12 minutes, then guard value will be used instead.








The fastartstop utility prompts you for the password for the user with Oracle Fusion Middleware administrator privileges specified by the -username argument. If you pass this argument to the fastarstop utility on the standard input, the utility will not prompt.

See Section 6.8.5.2 for more information about changing this password.

The fastartstop utility generates fastartstop.log in the following subdirectories:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:


(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS_BASE\fusionapps\applications






4.4.2.2 fastartstop Examples

The following examples provide syntax examples for common scenarios:

	
Section 4.4.2.2.1, "Starting Examples with fastartstop"


	
Section 4.4.2.2.2, "Stopping Examples with fastartstop"


	
Section 4.4.2.2.3, "Bouncing Examples with fastartstop"


	
Section 4.4.2.2.4, "Using the AdminServersOnly Option with fastartstop"


	
Section 4.4.2.2.5, "Using Combination Commands with fastartstop"






4.4.2.2.1 Starting Examples with fastartstop

Example 4-1 shows starting the Administration Server and all the Managed Servers in the SCMDomain domain.


Example 4-1 Syntax Sample to Start the Administration Server and All Managed Servers in a Single Domain


./fastartstop.sh -Start -domains "SCMDomain(server:all)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-2 shows starting the Administration Server and the soa_server1 Managed Server in the SCMDomain domain.


Example 4-2 Syntax to Start the Administration Server and Another Managed Server in a Single Domain


./fastartstop.sh -Bounce -domains "SCMDomain(server:AdminServer,server:soa_server1)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-3 shows starting Managed Servers soa_server1 and AdvancedPlanningServer_1 in the SCMDomain domain.


Example 4-3 Syntax to Start Multiple Managed Servers in a Single Domain


./fastartstop.sh -Start -domains "SCMDomain(server:soa_server,server:AdvancedPlanningServer_1)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-4 shows starting Managed Servers soa_server1 and AdvancedPlanningServer_1 in the SCMDomain domain and soa_server from the HCMDomain domain.


Example 4-4 Syntax to Start Multiple Managed Servers in Multiple Domains


./fastartstop.sh -Start -domains "SCMDomain(server:soa_server,server:AdvancedPlanningServer_1),HCMDomain(server:soa_server)"  -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-5 shows starting all the Managed Servers and the Administration Server in the HCMDomain domain.


Example 4-5 Syntax to Start the Managed Servers and Administration Server in the SOA Cluster of a Single Domain


./fastartstop.sh -Start -domains HCMDomain -username username 
appbase /scratch/aime1/appltop/fusionapps/applications 
-clusterType soa -startAdminServer true




Example 4-6 shows starting the CommonDomain domain. Starting a domain starts its Managed Servers and Administration Server. Starting a domain includes starting its Administration Server, followed by the Managed Servers. Once all the Managed Servers are up, the Administration Server is stopped. If you want the Administration Server to continue to run, use -startAdminServer true, as shown in Example 4-5. This command does not start OPMN-based components Oracle Business Intelligence and Oracle HTTP Server.


Example 4-6 Syntax to Start a Specific Domain


./fastartstop.sh -Start -domains CommonDomain -username FUSION_APPS_PROV_PATCH_APPID -appbase /slot/ems7770/oracle/apphome/fusionapps/applications 




Example 4-7 shows starting all the domains. Starting a domain includes starting its Administration Server, followed by the Managed Servers. Once all the Managed Servers are up, the Administration Server is stopped. If you want the Administration Servers to continue to run, use -startAdminServer true, as shown in Example 4-8. The -all option also starts OPMN-based components Oracle Business Intelligence and Oracle HTTP Server.


Example 4-7 Syntax to Start All Domains


./fastartstop.sh -Start -all -username FUSION_APPS_PROV_PATCH_APPID -appbase /slot/ems7770/oracle/apphome/fusionapps/applications 




Example 4-8 shows starting multiple domains. Starting domains starts all the Managed Servers and Administration Server for each product family domain.


Example 4-8 Syntax to Start Multiple Domains


./fastartstop.sh -Start -domains HCMDomain,BIDomain,ProjectsDomain -username FUSION_APPS_PROV_PATCH_APPID -appbase /scratch/aime/V1HCM/APPTOP/fusionapps/applications -startAdminServer true -clusterType soa








4.4.2.2.2 Stopping Examples with fastartstop

Example 4-9 shows stopping the Administration Server and all the Managed Servers in the SCMDomain domain.


Example 4-9 Syntax to Stop the Administration Server and All Managed Servers in a Single Domain


./fastartstop.sh -Stop -domains "SCMDomain(server:all)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-10 shows stopping Managed Servers soa_server1 and AdvancedPlanningServer_1 in the SCMDomain domain.


Example 4-10 Syntax to Stop Multiple Managed Servers in a Single Domain


./fastartstop.sh - Stop -domains "SCMDomain(server:soa_server,server:AdvancedPlanningServer_1)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-11 shows stopping Managed Servers soa_server1 and AdvancedPlanningServer_1 in the SCMDomain domain and soa_server in the HCMDomain domain.


Example 4-11 Syntax to Stop Multiple Managed Servers in Multiple Domains


./fastartstop.sh - Stop -domains "SCMDomain(server:soa_server,server:AdvancedPlanningServer_1),HCMDomain(server:soa_server)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-12 shows stopping the CommonDomain domain. Stopping a domain stops its Managed Servers and Administration Server.


Example 4-12 Syntax to Stop a Specific Domain


./fastartstop.sh -Stop -domains CommonDomain -username FUSION_APPS_PROV_PATCH_APPID -appbase /slot/ems7770/oracle/apphome/fusionapps/applications 




Example 4-13 shows stopping all the product family domains. Stopping all the domains stops the Managed Servers, Administration Server, and the OPMN-based components Oracle Business Intelligence and Oracle HTTP Server for each domain.


Example 4-13 Syntax to Stop All Domains


./fastartstop.sh -Stop -all -username FUSION_APPS_PROV_PATCH_APPID -appbase /slot/ems7770/oracle/apphome/fusionapps/applications 




Example 4-14 shows stopping multiple domains. Stopping domains stops all the Managed Servers and Administration Server for each product family domain.


Example 4-14 Syntax to Stop Multiple Domains


./fastartstop.sh -Stop -domains HCMDomain,BIDomain,ProjectsDomain -username FUSION_APPS_PROV_PATCH_APPID -appbase /scratch/aime/V1HCM/APPTOP/fusionapps/applications -startAdminServer true -clusterType soa








4.4.2.2.3 Bouncing Examples with fastartstop

Example 4-15 shows restarting the Administration Server and all the Managed Servers in the SCMDomain domain.


Example 4-15 Syntax to Bounce the Administration Server and All Managed Servers in a Single Domain


./fastartstop.sh -Bounce -domains "SCMDomain(server:all)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-16 shows restarting Managed Servers soa_server1 and AdvancedPlanningServer_1 in the SCMDomain domain.


Example 4-16 Syntax to Bounce Multiple Managed Servers in a Single Domain


./fastartstop.sh - Bounce -domains "SCMDomain(server:soa_server,server:AdvancedPlanningServer_1)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-17 shows restarting Managed Servers soa_server1 and AdvancedPlanningServer_1 in the SCMDomain domain and soa_server in the HCMDomain domain.


Example 4-17 Syntax to Bounce Multiple Managed Servers in Multiple Domains


./fastartstop.sh - Bounce -domains "SCMDomain(server:soa_server,server:AdvancedPlanningServer_1),HCMDomain(server:soa_server)"  -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




Example 4-18 shows restarting the CommonDomain domain. Restarting a domains restarts the Managed Servers and Administration Server in the domain.


Example 4-18 Syntax to Bounce a Specific Domain


./fastartstop.sh -Bounce -domains CommonDomain -username FUSION_APPS_PROV_PATCH_APPID -appbase /slot/ems7770/oracle/apphome/fusionapps/applications 








4.4.2.2.4 Using the AdminServersOnly Option with fastartstop


Example 4-19 Syntax to Restart all the Administration Servers


./fastartstop.sh -Bounce -all  -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER -adminServersOnly








4.4.2.2.5 Using Combination Commands with fastartstop

If the server suboption is set to all and another Managed Server or Administration Server with the -domain option (Example 4-21), all will take precedence and the start, stop, or restart operation will occur on all servers.


Example 4-20 Syntax with Contradicting server Suboption Settings


./fastartstop.sh -Bounce -domains "SCMDomain(server:all,server:soa_server1)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER




If you use the server suboption for one domain, you must use it for all domains. In addition, you cannot use the server suboption with the -adminServersOnly option. Example 4-21 shows server:all for the SCMDomain domain, but not for the HCMDomain domain. It also shows the -adminServersOnly option in combination with the server suboption. This syntax would generate an error.


Example 4-21 Syntax with server Suboption Settings Not Consistently Used


./fastartstop.sh -Start|Stop|Bounce -domains "SCMDomain(server:all),HCMDomain" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER -adminServersOnly




If the server suboption of the -domains option is used, the following options cannot be used:

	
-startAdminServer


	
-clusterType


	
-adminServersOnly




Example 4-22 shows incorrect combinations of these commands. If these examples are entered, you would see error messages.


Example 4-22 Sample Syntax with Contradicting server Suboption Settings


./fastartstop.sh -Start|Stop|Bounce -domains "SCMDomain(server:all)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER -clusterType SOA

./fastartstop.sh -Start|Stop|Bounce -domains "SCMDomain(server:all)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER -startAdminServer true

./fastartstop.sh -Start|Stop|Bounce -domains "SCMDomain(server:all)" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER -adminServersOnly

./fastartstop.sh -Start|Stop|Bounce -domains "SCMDomain(server:all),HCMDomain" -username FAAdmin -appbase /scratch/aime/work/APPTOP/fusionapps/applications -loglevel FINER -adminServersOnly












4.4.3 Starting and Stopping the Entire Oracle Fusion Applications Environment

Some components in the Oracle Fusion Applications environment dependent on one another. Therefore, it is important to start and stop components in the proper order. In the course of normal IT operations, common operations include shutting down computers and starting them back up. Therefore, it is crucial to start and stop Oracle Fusion Applications in a sequential manner.

This section contains the following topics:

	
Section 4.4.3.1, "Starting an Oracle Fusion Applications Environment"


	
Section 4.4.3.2, "Stopping an Oracle Fusion Applications Environment"






4.4.3.1 Starting an Oracle Fusion Applications Environment

To perform a complete start of the Oracle Fusion Applications environment, you must start the Oracle WebLogic Server domain for the Oracle Fusion Setup product family before the domains for the other product families.

Applications may not work correctly until all the Managed Servers in all domains have been started.

The section contains the following topics for performing a complete start of the Oracle Fusion Applications environment:

	
Task 1: Start the Oracle Database


	
Task 2: Start the Oracle Identity Management Suite


	
Task 3: Start Node Manager


	
Task 4: Start the Key Oracle Fusion Middleware Components on the Provisioned Environment






4.4.3.1.1 Task 1: Start the Oracle Database

To start the Oracle database instance using Oracle Database Control:

	
Go to the Database Home page.

For information about how to access the Database Home page in Oracle Enterprise Manager, see "Accessing the Database Home Page" section in the Oracle Database 2 Day DBA.


	
In the Database Home page, click Startup.

The Startup/Shutdown Credentials page appears.


	
Enter credentials as follows:

	
Enter the host computer credentials of the user who installed Oracle Database, or of any user who is authorized to use SQL*Plus.


	
Enter the database credentials consisting of the user name SYS and the password that you assigned to SYS during the installation.


	
From the Connect As list, select SYSOPER.





	
Click OK.

A confirmation page appears.


	
Click Yes.

The Startup page appears, indicating that the database is being started up. When startup is complete, the Login page appears.


	
Log in to the database.

The Database Home page appears indicating that the database instance status is Up.




For information about shutting down and starting up the Oracle database instance, see the "Shutting Down and Starting Up the Oracle Instance" section in the Oracle Database 2 Day DBA.






4.4.3.1.2 Task 2: Start the Oracle Identity Management Suite

To start the Oracle Identity Management system components:

	
Set the ORACLE_HOME environment variable to the Oracle home for the Oracle Identity Management components.


	
Start Oracle Process Manager and Notification Server (OPMN) and all system components:


opmnctl startall









4.4.3.1.3 Task 3: Start Node Manager

Each host has its own copy of the Node Manager and all the Node Managers should be running before attempting to start any Administration Servers or Managed Servers.

Start Node Manager for each of the hosts for which you want to start the Administration Servers:

	
Set the JAVA_OPTIONS environment variable:


setenv JAVA_OPTIONS "${JAVA_OPTIONS} -Dserver.group=AdminServer"


	
Set the WLST_PROPERTIES environment variable:


setenv WLST_PROPERTIES "-Dweblogic.security.SSL.trustedCAKeyStore=APPLICATIONS_CONFIG/keystores/fusion_trust.jks"


where APPLICATION_CONFIG is one of the following directories:


(UNIX) APPLICATIONS_BASE/instance
(Windows) APPLICATIONS_BASE\instance 


	
Start Node Manager with the startNodeManagerWrapper utility from the following locations:


(UNIX) APPLICATIONS_CONFIG/nodemanager/host_name/startNodeManagerWrapper.sh
(Windows) APPLICATIONS_CONFIG\nodemanager\host_name\startNodeManagerWrapper.cmd 


	
For all the hosts, verify that Node Manager is running. For example, on UNIX platforms, enter the following command:


netstat –a|grep 5556


The 5556 port should be in a listening state. If your environment uses a different port, then use the port number in the System Port Allocation page during the creation of a provisioning plan. See the "System Port Allocation" section in the Oracle Fusion Applications Installation Guide.









4.4.3.1.4 Task 4: Start the Key Oracle Fusion Middleware Components on the Provisioned Environment

To start the Administration Servers, Managed Servers, Oracle HTTP Server, and Oracle Business Intelligence on the provisioned environment:

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:


(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS_BASE\fusionapps\applications


	
From the shared host location, run the fastartstop utility with the -all option for all the domains:


fastartstop.sh/fastartstop.cmd -Start -all
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


For more information about the fastartstop syntax, see Table 4-2.











4.4.3.2 Stopping an Oracle Fusion Applications Environment

You can follow these procedures when you need to completely shut down the Oracle Fusion Applications environment. For example, when preparing to perform a complete backup of your environment, or apply a patch.

The section contains the following topics for performing a complete stop of the Oracle Fusion Applications environment:

	
Task 1: Stop the Key Oracle Fusion Middleware Components on the Provisioned Environment


	
Task 2: Stop the Oracle Identity Management Suite


	
Task 4: Stop the Oracle Database






4.4.3.2.1 Task 1: Stop the Key Oracle Fusion Middleware Components on the Provisioned Environment

To start the Administration Servers, Managed Servers, Oracle HTTP Server, and Oracle Business Intelligence on the provisioned environment:

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is the Oracle Fusion Applications Oracle home located at:


(UNIX) APPLICATIONS_BASE/fusionapps/applications
(Windows) APPLICATIONS_BASE\fusionapps\applications


	
From the shared host location, run the fastartstop utility with the -all option for all the domains:


fastartstop.sh/fastartstop.cmd -Stop -all
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


For more information about the fastartstop syntax, see Table 4-2.









4.4.3.2.2 Task 2: Stop the Oracle Identity Management Suite

To stop the Oracle Identity Management system components:

	
Set the ORACLE_HOME environment variable to the Oracle home for the Identity Management components.


	
Start OPMN and all system components:


opmnctl stopall









4.4.3.2.3 Task 4: Stop the Oracle Database

To stop the Oracle database instance using Oracle Database Control:

	
Go to the Database Home page.

For information about how to access the Database Home page in Oracle Enterprise Manager, see "Accessing the Database Home Page" section in the Oracle Database 2 Day DBA.


	
In the Database Home page, click Shutdown.

The Startup/Shutdown Credentials page appears.


	
Enter credentials as follows:

	
Enter the host computer credentials of the user who installed Oracle Database, or of any user who is authorized to use SQL*Plus.


	
Enter the database credentials consisting of the user name SYS and the password that you assigned to SYS during the installation.


	
From the Connect As list, select SYSOPER.





	
(Optional) Select the Save as Preferred Credential option if you want these credentials to be automatically filled in for you the next time that this page appears.


	
Click OK.

A confirmation page appears.


	
Click Yes to start the SHUTDOWN IMMEDIATE operation on the database.

The Shutdown: Activity Information page appears, informing you that the database is being shut down.


	
After a short period (approximately 2 minutes), click Refresh to be returned to the Database Home page.

The Database Home page indicates that the database instance status is Down.




For information about shutting down and starting up the Oracle database instance, see the "Shutting Down and Starting Up the Oracle Instance" section in the Oracle Database 2 Day DBA.










4.4.4 Starting and Stopping the Administration Servers and Managed Servers

This section contains the following topics:

	
Section 4.4.4.1, "Starting the Administration Servers and Managed Servers"


	
Section 4.4.4.2, "Stopping the Administration Servers and Managed Servers"






4.4.4.1 Starting the Administration Servers and Managed Servers

You must start the Oracle WebLogic Server Administration Server for the CommonDomain domain in the Oracle Fusion Setup product family from a shared disk. The applications and other product families depend on topology information in the Administration Server in the Oracle Fusion Setup product family. For more information about running the Administration Server and Managed Servers from a shared location, see Section 4.2.

Optionally, if you need to perform administration tasks for other product families, start the Administration Server for those product families.

When you start an Administration Server, you also start the applications that run on the Administration Server, including the WebLogic Server Administration Console and Fusion Applications Control.

To start the Administration Servers and Managed Servers:

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is a directory named applications, located under the fusionapps Oracle Fusion Applications Middleware home.


	
From the shared host location, run the fastartstop utility to start the Administration Servers and the Managed Servers:

	
To start only Administration Servers, use the -adminServersOnly option. Use the -startAdminSever option to keep Admin Servers running after starting/stopping Managed Servers. Use the -all option to start the Administration Servers for all the domains or the -domains option to start the Administration Server for specific domains.


fastartstop.sh/fastartstop.cmd -Start
-all|-domains domain_name,domain_nameN,domain_nameN
-username user_name
-appbase APPLLICATIONS_BASE
-adminServersOnly
[-loglevel log_level]
[-timeout timeout_period]



fastartstop.sh/fastartstop.cmd -Start
-all|-domains domain_name,domain_nameN,domain_nameN
-username user_name
-appbase APPLLICATIONS_BASE
-startAdminServer true
[-loglevel log_level]
[-timeout timeout_period]



fastartstop.sh/fastartstop.cmd -Start
-all|-domains "domain_name(server:AdminServer),domain_name(server:AdminServer)"
-username user_name
-appbase APPLLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


When the server suboption is used, enclose the -domains argument in quotes:


-domains "domain_name(server:AdminServer),domain_name(server:AdminServer)"


	
To start only the Managed Servers, use the -domains option with the server suboption to specify the Managed Servers to start:


fastartstop.sh/fastartstop.cmd -Start 
-domains "domain_name(server:managed_server_name,server:managed_server_name),domain_name(server:managed_server_name,server:managed_server_name)"
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


When the server suboption is used, enclose the -domains argument in quotes:


-domains "domain_name(server:managed_server_name,server:managed_server_name),domain_name(server:managed_server_name,server:managed_server_name)"


	
To start the Administration Servers and Managed Servers in one fastartstop command, use the -domains option to specify the domains and the -startAdminServer true, or use the -domains option with the server:all suboption:


fastartstop.sh/fastartstop.cmd -Start 
-domains domain_name,domain_nameN,domain_nameN
-username user_name
-appbase APPLICATIONS_BASE
-startAdminServer true
[-loglevel log_level]
[-timeout timeout_period]



fastartstop.sh/fastartstop.cmd -Start 
-domains domain_name(server:all),domain_name(server:all)
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


When the server suboption is used, enclose the -domains argument in quotes:


-domains "domain_name(server:all),domain_name(server:all)"




For more information about the fastartstop syntax, see Table 4-2.







	
Note:

Do not use the following Oracle WebLogic Server scripts to start the Administration Servers:


(UNIX) DOMAIN_HOME/bin/startWebLogic.sh       
(Windows) DOMAIN_HOME\bin\startWebLogic.cmd










Starting Managed Servers with Fusion Applications Control

If you are working on a specific domain in Fusion Applications Control, you can also start the Managed Servers for that domain.

To start the Managed Servers for a specific domain with Fusion Applications Control:

	
From the navigation pane, expand the farm, WebLogic Domain.


	
From the WebLogic Domain menu, choose Control, then Start Up.





Starting Managed Servers with WebLogic Server Administration Console

If you prefer to use the WebLogic Server Administration Console instead of Fusion Applications Control, see "Start Managed Servers from the Administration Console" and "Start Managed Servers in a cluster" in the Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help.






4.4.4.2 Stopping the Administration Servers and Managed Servers

When stopping the Oracle Fusion Applications environment, stop the Administration Server for the product families other than the Oracle Fusion Setup product family first, and then stop the Administration Server for the Oracle Fusion Setup product family. The applications and other product families depend on topology information in the Administration Server in the Oracle Fusion Setup product family. Therefore, you need to stop the Administration Server in the Oracle Fusion Setup product family after the other product families. You stop the Administration Servers from a shared disk.

When you stop the Administration Server, you also stop the applications that run on the Administration Server, including the WebLogic Server Administration Console and Fusion Applications Control.

To stop the Administration Servers and Managed Servers:

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is a directory named applications, located under the fusionapps Oracle Fusion Applications Middleware home.


	
From the shared host location, run the fastartstop utility to stop the Administration Servers and the Managed Servers:

	
To stop only Administration Servers, use the -adminServersOnly option. Use the -startAdminSever option to keep Admin Servers up after starting/stopping managed servers. Use the -all option to stop the Administration Servers for all the domains or the -domains option to stop the Administration Servers for specific domains.


fastartstop.sh/fastartstop.cmd -Stop
-all|-domains domain_name,domain_nameN,domain_nameN
-username user_name
-appbase APPLLICATIONS_BASE
-adminServersOnly
[-loglevel log_level]
[-timeout timeout_period]



fastartstop.sh/fastartstop.cmd -Stop
-all|-domains domain_name,domain_nameN,domain_nameN
-username user_name
-appbase APPLLICATIONS_BASE
-startAdminServer false
[-loglevel log_level]
[-timeout timeout_period]



fastartstop.sh/fastartstop.cmd -Stop
-all|-domains "domain_name(server:AdminServer),domain_name(server:AdminServer)"
-username user_name
-appbase APPLLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


When the server suboption is used, enclose the -domains argument in quotes:


-domains "domain_name(server:AdminServer),domain_name(server:AdminServer)"


	
To stop only the Managed Servers, use the -domains option with the server suboption to specify the Managed Servers to stop:


fastartstop.sh/fastartstop.cmd -Stop 
-domains "domain_name(server:managed_server_name,server:managed_server_name),domain_name(server:managed_server_name,server:managed_server_name)"
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


When the server suboption is used, enclose the -domains argument in quotes:


-domains "domain_name(server:managed_server_name,server:managed_server_name),domain_name(server:managed_server_name,server:managed_server_name)"


	
To stop the Administration Servers and Managed Servers in one fastartstop command, use the -domains option with the server:all suboption to stop the servers for specific domains.


fastartstop.sh/fastartstop.cmd -Stop 
-domains domain_name,domain_nameN,domain_nameN
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]

fastartstop.sh/fastartstop.cmd -Stop 
-domains "domain_name(server:all),domain_name(server:all)"
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]




When the server suboption is used, enclose the -domains argument in quotes:


-domains "domain_name(server:all),domain_name(server:all)"


For more information about the fastartstop syntax, see Section 4.4.2.1.







	
Note:

Do not use the following Oracle WebLogic Server scripts to stop the Administration Servers:


(UNIX) DOMAIN_HOME/bin/stopWebLogic.sh       
(Windows) DOMAIN_HOME\bin\stopWebLogic.cmd










Stopping Managed Servers with Fusion Applications Control

If you are working on a specific domain in Fusion Applications Control, you can also stop the Managed Servers for that domain.

To stop the Managed Servers for a specific domain with Fusion Applications Control:

	
From the navigation pane, expand the farm, WebLogic Domain.


	
From the WebLogic Domain menu, choose Control, then Shut Down.





Stopping Managed Servers with WebLogic Server Administration Console

If you prefer to use the WebLogic Server Administration Console, see "Start Managed Servers from the Administration Console" and "Shutdown servers in a cluster" in the Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help.








4.4.5 Starting and Stopping Oracle HTTP Server

This section contains the following topics:

	
Section 4.4.5.1, "Starting the Oracle HTTP Server"


	
Section 4.4.5.2, "Stopping the Oracle HTTP Server"






4.4.5.1 Starting the Oracle HTTP Server

To start Oracle HTTP Server:

	
fastartstop

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is a directory named applications, located under the fusionapps Oracle Fusion Applications Middleware home.


	
From the shared host location, run the fastartstop utility with -componentType option:


fastartstop.sh/fastartstop.cmd -Start -componentType OHS
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


The -username option is not needed for starting Oracle HTTP Server.

For more information about the fastartstop syntax, see Table 4-2.





	
opmnctl


(UNIX) WT_CONFIG_HOME/bin/opmnctl startproc process-type=OHS
(Windows) WT_CONFIG_HOME\bin\opmnctl startproc process-type=OHS


	
Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Web Tier installation type.


	
Select the Oracle HTTP Server.


	
From the Oracle HTTP Server menu, choose Control, then Start Up.












4.4.5.2 Stopping the Oracle HTTP Server

To stop Oracle HTTP Server:

	
fastartstop

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is a directory named applications, located under the fusionapps Oracle Fusion Applications Middleware home.


	
From the shared host location, run the fastartstop utility with -componentType option:


fastartstop.sh/fastartstop.cmd -Stop -componentType OHS
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


The -username option is not needed for stopping Oracle HTTP Server.

For more information about the fastartstop syntax, see Table 4-2.





	
opmnctl


(UNIX) WT_CONFIG_HOME/bin/opmnctl stopproc process-type=OHS
(Windows) WT_CONFIG_HOME\bin\opmnctl stopproc process-type=OHS


	
Fusion Applications Control:

	
From the navigation pane, expand the farm and then the Web Tier installation type.


	
Select the Oracle HTTP Server.


	
From the Oracle HTTP Server menu, choose Control, then Shut Down.














4.4.6 Starting and Stopping Oracle Business Intelligence

This section contains the following topics:

	
Section 4.4.6.1, "Starting Oracle Business Intelligence"


	
Section 4.4.6.2, "Stopping Oracle Business Intelligence"






4.4.6.1 Starting Oracle Business Intelligence

To start Oracle Business Intelligence:

	
fastartstop

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is a directory named applications, located under the fusionapps Oracle Fusion Applications Middleware home.


	
From the shared host location, run the fastartstop utility with -StartBIPS and -BIPServerComponents options:


fastartstop.sh/fastartstop.cmd -StartBIPS -BIPServerComponents
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


These options start the BIDomain, including the Administration Server and all the Managed Servers, as well as the following Oracle Business Intelligence components:

	
JavaHost


	
Oracle BI Presentation Server


	
Oracle BI Scheduler


	
Oracle BI Server




For more information about the fastartstop syntax, see Table 4-2.





	
Other tools

See "Starting and Stopping Oracle Business Intelligence" in the Oracle Fusion Middleware System Administrator's Guide for Oracle Business Intelligence Enterprise Edition.









4.4.6.2 Stopping Oracle Business Intelligence

To stop Oracle Business Intelligence:

	
fastartstop

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is a directory named applications, located under the fusionapps Oracle Fusion Applications Middleware home.


	
From the shared host location, run the fastartstop utility with -StopBIPS and -BIPServerComponents options:


fastartstop.sh/fastartstop.cmd -StopBIPS -BIPServerComponents
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


These options stop the BIDomain, as well as the following Oracle Business Intelligence components:

	
JavaHost


	
Oracle BI Presentation Server


	
Oracle BI Scheduler


	
Oracle BI Server




For more information about the fastartstop syntax, see Table 4-2.





	
Other tools

See "Starting and Stopping Oracle Business Intelligence" in the Oracle Fusion Middleware System Administrator's Guide for Oracle Business Intelligence Enterprise Edition.











4.4.7 Starting and Stopping a Product Family Oracle WebLogic Server Domain

When applying a patch that only applies to a product family, you can stop the Oracle WebLogic Server domain for the product family and restart it after you apply the patch. Your environment may require a restart of a domain for reasons other than a patch.

This section contains the following topics:

	
Section 4.4.7.1, "Stopping an Oracle WebLogic Server Domain for a Product Family"


	
Section 4.4.7.2, "Starting an Oracle WebLogic Server Domain for a Product Family"






4.4.7.1 Stopping an Oracle WebLogic Server Domain for a Product Family

You stop an Oracle WebLogic Server domain for a product family before applying a patch.

This section contains the following topics for stopping an Oracle WebLogic Server domain for a product family:

	
Task 1, "Stop the Oracle HTTP Server"


	
Task 2, "Stop the Product Family Domain"




	
	Task 1   Stop the Oracle HTTP Server
	
See Section 4.4.5.2.


	
	Task 2   Stop the Product Family Domain
	
When you stop an Oracle WebLogic Server domain for a product family, you stop all the applications on the cluster of Managed Servers in the domain. For example, the Oracle Enterprise Scheduler ESSAPP application and the SOA Infrastructure soa-infra application stop running.

To stop a product family domain, use the fastartstop utility with the -domains option.


fastartstop.sh/fastartstop.cmd -Stop
-domains domain_name,domain_nameN,domain_nameN
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


For more information about the fastartstop syntax, see Section 4.4.2.1.

To stop a product family domain using Fusion Applications Control:

	
From the navigation pane, expand the farm, then WebLogic Domain.


	
Select the Oracle WebLogic Server domain.


	
From the WebLogic Domain menu, choose Control, then Shut Down.












4.4.7.2 Starting an Oracle WebLogic Server Domain for a Product Family

You start an Oracle WebLogic Server domain for a product family after applying a patch.

This section contains the following topics for starting an Oracle WebLogic Server domain for a product family:

	
Task 1, "Start the Oracle HTTP Server"


	
Task 2, "Start the Product Family Domain"




	
	Task 1   Start the Oracle HTTP Server
	
See Section 4.4.5.1.


	
	Task 2   Start the Product Family Domain
	
When you start an Oracle WebLogic Server domain for a product family, you start the cluster of Managed Servers in the domain and all the applications.

To start a product family domain, use the fastartstop utility with the -domains option.


fastartstop.sh/fastartstop.cmd -Start
-domains domain_name,domain_nameN,domain_nameN
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


For more information about the fastartstop syntax, see Section 4.4.2.1.

To start a product family domain using Fusion Applications Control:

	
From the navigation pane, expand the farm, then WebLogic Domain.


	
Select the Oracle WebLogic Server domain.


	
From the WebLogic Domain menu, choose Control, then Start Up.














4.4.8 Starting and Stopping an Oracle WebLogic Server Cluster in a Product Family for a Configuration Change

If you modify the Oracle WebLogic Server configuration, you must stop and restart the cluster for the configuration changes to take effect. Starting and stopping a cluster stops all the Managed Servers within that cluster.

This section contains the following topics:

	
Section 4.4.8.1, "Starting and Stopping an Oracle WebLogic Server Cluster Using fastartstop"


	
Section 4.4.8.2, "Starting and Stopping an Oracle WebLogic Server Cluster Using Fusion Applications Control"


	
Section 4.4.8.3, "Starting and Stopping an Oracle WebLogic Server Cluster WebLogic Server Administration Console"




See "Using Node Manager to Start Managed Servers in a WebLogic Domain or Cluster" section in Oracle Fusion Middleware Oracle WebLogic Scripting Tool.



4.4.8.1 Starting and Stopping an Oracle WebLogic Server Cluster Using fastartstop

The fastartstop utility enables you to start or stop a cluster in a product family domain. Starting and stopping a cluster stops all the Managed Servers within the cluster.

To start the Oracle WebLogic Server cluster:

	
At an operating system command prompt, navigate to the location of the fastartstop script:


(UNIX) FA_ORACLE_HOME/lcm/ad/bin
(Windows) FA_ORACLE_HOME\lcm\ad\bin


FA_ORACLE_HOME is a directory named applications, located under the fusionapps Oracle Fusion Applications Middleware home.


	
From the shared host location, run the fastartstop utility.

From the shared host location, run the fastartstop utility with the -domains option with the server suboption to specify all the Managed Servers in the cluster to start:


fastartstop.sh/fastartstop.cmd -Start 
-domains "domain_name(server:managed_server_name,server:managed_server_name)"
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


When the server suboption is used, enclose the -domains argument in quotes:


-domains "domain_name(server:managed_server_name,server:managed_server_name)"


For a SOA cluster, you can start all the Managed Servers in the cluster with the -domains option and the -clusterType option. The -clusterType option only supports SOA clusters.


fastartstop.sh/fastartstop.cmd -Start 
-domains domain_name,domain_nameN,domain_nameN
-clusterType soa
-username user_name
-appbase APPLICATIONS_BASE
[-loglevel log_level]
[-timeout timeout_period]


For more information about the fastartstop syntax, see Section 4.4.2.1.









4.4.8.2 Starting and Stopping an Oracle WebLogic Server Cluster Using Fusion Applications Control

To stop or restart a cluster using Fusion Applications Control:

	
Modify the Oracle WebLogic Server configuration as required.


	
From the navigation pane, expand the farm, WebLogic Domain, and then domain name.


	
Select the Oracle WebLogic Server cluster.


	
Expand the Oracle WebLogic Server cluster to show each target Managed Server.


	
From the WebLogic Cluster menu, choose Control, then Shut Down or Start Up.









4.4.8.3 Starting and Stopping an Oracle WebLogic Server Cluster WebLogic Server Administration Console

If you prefer to use the WebLogic Server Administration Console, see "Start Managed Servers in a cluster" and "Shutdown servers in a cluster" in the Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help.








4.4.9 Starting and Stopping Specific Applications

Applications may not work correctly until all Managed Servers in all domains have been started.

This section contains the following topics:

	
Section 4.4.9.1, "Starting and Stopping Java EE Applications Using WLST"


	
Section 4.4.9.2, "Starting and Stopping an Individual Application Instance for a Cluster Using Fusion Applications Control or Cloud Control"


	
Section 4.4.9.3, "Starting and Stopping All Application Instances for a Cluster Using Fusion Applications Control or Cloud Control"






4.4.9.1 Starting and Stopping Java EE Applications Using WLST

To start or stop applications with the WebLogic Scripting Tool (WLST):

	
At an operating system command prompt, navigate to the location of the WLST script:


(UNIX) FA_MW_HOME/oracle_common/common/bin           
(Windows) FA_MW_HOME\oracle_common\common\bin


FA_MW_HOME is named fusionapps and located under the APPLICATIONS_BASE.


	
Run the wlst script:


(UNIX) wlst.sh        
(Windows) wlst.cmd


	
Connect to Oracle WebLogic Server with the following WLST command:


connect([options])


See the "connect" section in the Oracle Fusion Middleware WebLogic Scripting Tool Command Reference.


	
Use the following WLST commands:


startApplication(appName, [options])
stopApplication(appName, [options])




The application must be fully configured and available in the domain. The startApplication command returns a WLSTProgress object that you can access to check the status of the command. In the event of an error, the command returns a WLSTException. For more information about the WLSTProgress object, see "WLSTProgress Object" in the Oracle Fusion Middleware Oracle WebLogic Scripting Tool.






4.4.9.2 Starting and Stopping an Individual Application Instance for a Cluster Using Fusion Applications Control or Cloud Control

To start or stop an application using Fusion Applications Control or Cloud Control:

	
Navigate to a product family home page:

	
From Fusion Applications Control, from the navigation pane, select the product family.


	
From Cloud Control:

	
From the Targets menu, choose Fusion Applications.

The Fusion Applications target home page displays.


	
In the table on the Fusion Applications target home page, click the appropriate Product Family target.








	
From the navigation pane, expand the product family, then Fusion Applications, and then the cluster application.


	
Select the application instance you want to stop.


	
From the Fusion J2EE Application menu, choose Control, then Start Up or Shut Down.




If you prefer to use the WebLogic Server Administration Console, see "Start applications and modules" and "Stop applications and modules" in the Oracle Fusion Middleware Oracle WebLogic Server Administration Console Online Help.






4.4.9.3 Starting and Stopping All Application Instances for a Cluster Using Fusion Applications Control or Cloud Control

To start or stop all the application instances in a cluster using Fusion Applications Control or Cloud Control.

	
Navigate to a product family home page:

	
From Fusion Applications Control, from the navigation pane, select the product family.


	
From Cloud Control:

	
From the Targets menu, choose Fusion Applications.

The Fusion Applications target home page displays.


	
In the table on the Fusion Applications target home page, click the appropriate Product Family target.








	
From the navigation pane, expand the product family, then Fusion Applications, and then the cluster application.


	
From the Fusion Cluster Application menu, choose Control, then Start Up or Shut Down.













4.5 Viewing and Changing Ports for Components

Oracle Database and Oracle Fusion Middleware components and services use ports. Most numbers are assigned during installation. As an administrator, it is important to know the numbers used by these services, and to ensure that the same number is not used by two services on your host.

For some ports, you can specify a number assignment during installation.

Table 4-3 lists the port types and provides information on where to find documentation related to changing ports. The procedures referenced in the Oracle Fusion Middleware guides describe using Fusion Middleware Control. These procedure also apply to Fusion Applications Control.


Table 4-3 Changing Ports

	Port Type	Documentation for Changing Ports
	
Oracle Database

	
"Changing the Oracle Database Net Listener" section in the Oracle Fusion Middleware Administrator's Guide


	
Oracle Business Intelligence Suite


	
"Using Fusion Middleware Control to Scale System Components" section in the Oracle Fusion Middleware System Administrator's Guide for Oracle Business Intelligence Enterprise Edition


	
Oracle Essbase


	
"Using Fusion Middleware Control to Scale System Components" section in the Oracle Fusion Middleware System Administrator's Guide for Oracle Business Intelligence Enterprise Edition

You may also need to modify the port range used by Essbase Applications. These are managed separately from the rest of the ports.

To modify the port range:

	
At an operating system command prompt, navigate to the location of the opmn.xml file:


(UNIX) APPLICATIONS_BASE/instance/BIInstance/config/OPMN/opmn 
(Windows) APPLICATIONS_BASE\Instance\BIInstance\config\OPMN\opmn


This is the port range used by Essbase Applications. These are allocated by the Essbase server as required. The Essbase server will use the ports, even if they are explicitly allocated elsewhere to another component. Therefore, it is important to not use the same port range as the rest of the Oracle Business Intelligence domain port range.


	
Modify the port range:


<port id="essbase-port-range" range="9500-9599"/>


	
Ensure that the OPMN server re-reads its configuration after changing the contents of opmn.xml:


(UNIX) APPLICATIONS_BASE/instance/BIInstance/bin/opmnctl reload
(Windows) APPLICATIONS_BASE\instance\BIInstance\bin\opmnctl reload


	
Restart the Essbase server:


(UNIX) APPLICATIONS_BASE/instance/BIInstance/bin/opmnctl restartproc process-type=Essbase
(Windows) APPLICATIONS_BASE\instance\BIInstance\bin\opmnctl restartproc process-type=Essbase





	
Oracle HTTP Server


	
"Manage Ports" section in the Oracle Fusion Middleware Administrator's Guide for Oracle HTTP Server


	
Oracle Enterprise Content Management Suite

	
"Modifying Server Configuration Parameters for Oracle UCM Content Server" section in the Oracle Fusion Middleware Administrator's Guide for Oracle Internet Directory for information about changing the for Oracle WebCenter Content Content Server


	
Oracle Internet Directory


	
"Configuring Server Properties" section or the "Setting System Configuration Attributes by Using ldapmodify" section in the Oracle Fusion Middleware Administrator's Guide for Oracle Internet Directory


	
Oracle Virtual Directory

	
"Configuring Oracle Virtual Directory to Listen on Privileged Ports" section in the Oracle Fusion Middleware Administrator's Guide for Oracle Virtual Directory


	
Node Manager

	
"Overview of Node Manager Configuration" section in the Oracle Fusion Middleware Node Manager Administrator's Guide for Oracle WebLogic Server












4.6 Changing Passwords

Before you begin configuration, change the passwords for the various accounts to secure passwords. Table 4-4 describes the accounts and provides information on where to find related documentation for each account. The procedures referenced in the Oracle Fusion Middleware guides describe using Fusion Middleware Control. These procedure also apply to Fusion Applications Control.


Table 4-4 Changing Passwords

	Password Account	Description	Documentation for Changing the Passwords
	
Oracle Fusion Middleware administration for the Oracle WebLogic Server domain

	
During the Oracle Fusion Applications installation, you must provide a password for the Oracle Fusion Middleware administration user. By default, this administrator takes the Super User value you specified on the Identity Management page when creating the provisioning plan. The super user is described in the next row of this table.

	
Section 6.8.5.2



	
Super User

	
The super user has the following privileges:

	
Administrative privileges for all Oracle WebLogic Server domains and all middleware.


	
Functional setup privileges for all Oracle Fusion applications.


	
Administrative privileges to Oracle Fusion applications. These do not include transactional privileges. You use this username and password to access the Fusion Applications Control and the Oracle WebLogic Server Administration Console.




You can change the credentials using Fusion Applications Control or Oracle Platform Security Services (OPSS) scripts.

This user is specified on the Identity and Policy Management page of the Provisioning Wizard during installation. See "Identity and Policy Management Configuration" section in the Oracle Fusion Applications Installation Guide for information about this page. Installation establishes the same username and password for all the domains.

	
Section 6.8.5.2 to change the administrative password

"Managing the Credential Store" section in the Oracle Fusion Middleware Application Security Guide


	
Oracle Identity Management


	
The password-reset-tool utility enables you to modify the passwords for the FAAdmin, IDROUser, IDRWUser, PolicyRWUser, and oamadminuser users. For a configuration that does not use FAAdmin as the Oracle Fusion Middleware administrative user, use one of the methods described in Section 6.8.5.2.

	
Section 6.8.5.3


	
Oracle Metadata Repository schema

	
Oracle Metadata Services (MDS) repository contains metadata for the Oracle Fusion Applications and some Oracle Fusion Middleware component applications. The schema passwords are stored in the Oracle database.

	
"Changing Metadata Repository Schema Passwords" section in the Oracle Fusion Middleware Application Security Guide


	
App IDs

	
Oracle Fusion Applications must rely on a type of credential known as the App ID. Each application has its own App ID which is initially provisioned for the application.

	
Section 6.8.5.1

Oracle Fusion Applications Security Hardening Guide



	
Node Manager

	
The Node Manager account authenticates the connection between a client (for example, the Administration Server) and Node Manager.

In an Oracle Fusion Applications installation, this user is specified on the Installation Location page of the Provisioning Wizard. See the "Installation Location" section in the Oracle Fusion Applications Installation Guide for information about using this page.

	
"Specify Node Manager Username and Password" section in the Oracle Fusion Middleware Node Manager Administrator's Guide for Oracle WebLogic Server


	
BISystemUser

	
The BISystemUser account provides access to the Oracle Business Intelligence system components.

	
"Default Users and Passwords" section in the Oracle Fusion Middleware Security Guide for Oracle Business Intelligence Enterprise Edition










4.6.1 Changing Oracle Fusion Applications Passwords in the Oracle Database

As part of routine maintenance, it is security best-practice to reset the schema passwords in an environment according to a schedule. Use the Password Change Utility for this purpose.

The Password Change Utility changes the passwords for critical schemas in the Fusion Applications Database. It also updates schema passwords stored outside of the database to match the new schema passwords in the database. Database schema passwords are stored outside the database in the Credential Store, in WLS data sources, and in other configuration files/repositories used by Fusion Middleware.

The Password Change Utility changes the passwords for all critical schemas at once. It cannot change the password for only a subset of schemas. However, it allows you to specify the existing password for a schema, so you can change the password for only one schema by specifying the existing passwords for all other schemas in the tool's input file and specifying a new password for the schema you want to modify.

The Password Change Utility can be run interactively or non-interactively. The steps required for running interactively and non-interactively are different and are explained in the following sections. Running the Password Change Utility interactively is simple, but may require more user input. Running the Password Change Utility non-interactively is more complex, but may require less user input.

The Password Change Utility can be run in a special mode in which it only ensures that all critical schemas are registered in the credential store. This special mode is called CSF-only mode. The CSF-only mode is not documented in detail in this document, because it is mainly used to ensure that the credential store is up-to-date prior to running the RUP Installer to upgrade to a new Fusion Applications release level. Running the Password Change Utility interactively in CSF-only mode is documented in detail in the "Register Database Schema Information" section of the Upgrade Guide. Running the Password Change Utility non-interactively in CSF-only mode is possible, but is not currently documented.

For most configurations, you can run the Password Change Utility on any Fusion Applications Middle Tier host. However, specifically for the case where you have installed BI on a separate host, you must run the Password Change Utility on the BI host. The Password Change Utility will fail when updating BI artifacts, if BI is installed on a separate host and you run the tool on a middle tier host instead of the BI host.

At a high level, running the Password Change Utility consists of the following three steps:


Step 1: Create a template input file using the templateGen utility

Run the templateGen utility to create template input files appropriate for your current Fusion Applications Release version. The templateGen utility generates template input files for both normal mode and CSF-only mode, but only the normal-mode template file is used for changing database schema passwords.


Step 2: Create an input file using the iniGen utility

The Password Change Utility relies on an input configuration file that specifies the new database schema passwords and other important information about your Fusion Applications installation. This input file is generated by the iniGen utility using template files produced by the templateGen utility. The iniGen utility writes password values to the input configuration file in encrypted format. It writes other values in plain text.

As part of running the Password Change Utility non-interactively, a temporary plain text file is created and is encrypted immediately. The file is later decrypted and the contents are provided as input to iniGen. Oracle provides a tool named lcmcrypt to perform encryption and decryption on all platforms. You can use an alternative encryption tool if you prefer. If you use an alternative encryption tool (like gpg provided by Linux), you are responsible for using it properly. This document explains how to perform the required encryption/decryption using lcmcrypt.


Step 3: Change schema passwords using the Password Change Utility

Run the Password Change Utility to change the database schema passwords and update other artifacts/repositories to reflect the new schema passwords. The Password Change Utility prompts you for the password for decrypting the input file. To avoid this prompt, you can send the passcode as the standard input of the Password Change Utility.

The tasks for running the Password Change Utility are explained in the following sections:

	
Task 1: Stop the Oracle Fusion Applications Environment


	
Task 2: Create the Template Input Files


	
Task 3: Create the Input File


	
Task 4: Change the Database Schema Passwords


	
Task 5: Restart the Oracle Fusion Applications Environment.






4.6.1.1 Task 1: Stop the Oracle Fusion Applications Environment

To stop the environment before running the Password Change Utility:

	
Stop all incoming user requests by stopping the Oracle HTTP server. See Section 4.4.5.2.


	
Stop all the WebLogic Servers. See Section 4.4.4.2.


	
Start up only Admin Servers. See Section 4.4.4.1.









4.6.1.2 Task 2: Create the Template Input Files

Run the templateGen utility to create template input files appropriate for your current Fusion Applications Release version. The templateGen utility generates template input files for both normal mode and CSF-only mode, but only the normal-mode template file is used for changing database schema passwords.

At an operating system command prompt: navigate to the location of the various password-change utility scripts:

	
Navigate to the location of the various password-change utility scripts:


(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
 
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin


	
Run the templateGen utility:


(UNIX) templateGen.sh -appbase APPLICATIONS_BASE
 
(Windows) templateGen.cmd -appbase APPLICATIONS_BASE


For the -appbase argument, specify the complete directory path to the Applications Base directory.

The templateGen utility generates the following template files in the config directory using the existing pre-template files:

	
standard_pre_template.ini -> standard_template.ini


	
csf_pre_template.ini -> csf_template.ini












4.6.1.3 Task 3: Create the Input File

The Password Change Utility relies on an input configuration file that specifies the passwords. This input file is generated by the iniGen utility using template files produced by the templateGen utility. The iniGen utility writes password values to the input configuration file in encrypted format. It writes other values in plain text.

The iniGen utility has two optional command-line arguments: -templatefile and -outputfile. If the -templatefile argument is not specified, it defaults to standard_template.ini in the config directory. If the -outputfile argument is not specified, the output file will be input<TIMESTAMP>.ini in the config directory.

By default, the iniGen utility creates the Password Change Utility input file in the config directory:


(UNIX) APPLICATIONS_BASE/lcm/util/config

(Windows) APPLICATIONS_BASE\lcm\util\config



Steps to run the tool in Interactive Mode:

To run the Password Change Utility in interactive mode, run the iniGen utility and respond to the prompts.

At an operating system command prompt:

	
Navigate to the location of the various password-change utility scripts:


(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin


	
Run the iniGen utility:


(UNIX) iniGen.sh -appbase APPLICATIONS_BASE

(Windows) iniGen.cmd -appbase APPLICATIONS_BASE


	
Respond to the iniGen prompts to create the input configuration file.




The iniGen character-based user interface prompts for a master password for encrypting sensitive information in the input file. You must enter the master password twice. In general, you must enter password values twice and non-password values once.

iniGen has a feature that allows you to reset all schema passwords to the same value. If you select this option, the utility will only ask for the schema password twice, and skip all the other schema-related prompts. Otherwise, the iniGen utility prompts you for the password for each schema individually.


Steps to run the tool in Non-interactive Mode:

To run the Password Change Utility in non-interactive mode, perform the following steps:

	
Copy the standard_template.ini from the config directory to a temporary file. For example, standard_plain.ini.


	
Edit the temporary file as follows:

	
Provide actual value for the master_password property. This is the master password that will be used for encrypting sensitive information in the input file generated by iniGen. When you later run iniGen in non-interactive mode to create the schemaPasswordResetTool input file, it will reset the value of the master_password property to ignore_me.


	
Replace every occurrence of #text# or #password# with the correct value for your environment.







	
Note:

Do not make any other changes to the temporary file (standard_plain.ini). The iniGen tool cross references this file along with standard_template.ini in the config directory while generating the output file. Additional changes to the temporary file might lead to incorrect results.










	
Create an encrypted version of the temporary file (standard_plain.ini) and delete the clear-text version of the file.

	
Navigate to the location of the various password-change utility scripts:


(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
 
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin


	
Run the lcmcrypt utility:


(UNIX)
export  PATH=/usr/local/bin:$PATH
echo <file_encryption_password> | ./lcmcrypt.sh -encrypt -inputfile <temp_dir>/standard_plain.ini
 
(Windows)
SET PASSCODE=<file_encryption_password>
lcmcrypt.cmd -encrypt -inputfile <file that needs to be encrypted>
SET PASSCODE=

For example,
SET PASSCODE=welcome
lcmcrypt.cmd -encrypt -inputfile ..\config\standard_slcah286.ini
SET PASSCODE=


The lcmcrypt utility reads the file passed into it and encrypts the file contents using the password supplied. lcmcrypt generates an encrypted file with an additional .enc extension in the same directory as that of the original file. It deletes the original input file after creating the encrypted version. In the given example, an encrypted file is created (<temp_dir>/standard_plain.ini.enc) and the plain text file (<temp_dir>/standard_plain.ini) is deleted.

The <file_encryption_password> for lcmcrypt is not related to the master password used by iniGen. <file_encryption_password> is used to encrypt/decrypt the plain-text file standard_plain.ini. The iniGen master password is used to encrypt/decrypt passwords stored in the Password Change Utility input file.





	
Run the iniGen utility in non-interactive mode.

	
Navigate to the location of the various password-change scripts:


(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin
 
(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin


	
Run the lcmcrypt utility and pipe its output to the iniGen utility:


(UNIX) echo <file_encryption_password> | ./lcmcrypt.sh -decrypt -inputfile <temp_dir>/standard_plain.ini.enc | ./iniGen.sh -nonInteractive -appbase APPLICATIONS_BASE
 
(Windows)
SET PASSCODE=<file_encryption_password>
lcmcrypt.cmd -decrypt -inputfile <file that needs to be decrypted> | .\iniGen.cmd -appbase APPLICATIONS_BASE -nonInteractive
SET PASSCODE=

For example,
SET PASSCODE=welcome
lcmcrypt.cmd -decrypt -inputfile ..\config\standard_slcah286.ini.enc | .\iniGen.cmd -appbase c:\APPLTOP -nonInteractive
SET PASSCODE=







During decryption, lcmcrypt reads the encrypted input file and decrypts the file contents using the password supplied. The decrypted file is streamed to the standard output of lcmcrypt. lcmcrypt -decrypt does not generate a clear-text file.

In non-interactive mode, iniGen creates the Password Change Utility input file using the data it receives on standard input. The Password Change Utility input files generated by iniGen in non-interactive mode have exactly the same format as that of the files generated in interactive mode.






4.6.1.4 Task 4: Change the Database Schema Passwords

Run the schemaPasswordChangeTool to change the database schema passwords and update other artifacts/repositories to reflect the new schema passwords.

For most configurations, you can run the schemaPasswordChangeTool on any Fusion Applications Middle Tier host. However, specifically for the case where you have installed BI on a separate host, you must run the schemaPasswordChangeTool on the BI host. The schemaPasswordChangeTool will fail when updating BI artifacts if BI is installed on a separate host and you run the tool on a middle tier host instead of the BI host.


Steps to run the tool in Interactive Mode:

At an operating system command prompt:

	
Navigate to the location of the various password-change utility scripts:


(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin

(Windows) APPLICATIONS_BASE\fusionapps\applications\lcm\util\bin


	
Run the schemaPasswordChangeTool:


(UNIX) ./schemaPasswordChangeTool.sh -appbase APPLICATIONS_BASE -inputfile ../config/input1335820380736.ini

(WINDOWS) schemaPasswordChangeTool.cmd -appbase APPLICATIONS_BASE -inputfile ..\config\input1335820380736.ini


The schemaPasswordChangeTool prompts you for the master password for decrypting passwords in the input file.





Steps to run the tool in Non-interactive Mode:

Windows does not support running the schemaPasswordChangeTool in non-interactive mode.

At an operating system command prompt:

	
Navigate to the location of the various password-change utility scripts:


(UNIX) APPLICATIONS_BASE/fusionapps/applications/lcm/util/bin


	
Run the schemaPasswordChangeTool:


(UNIX) echo <master_password> | ./schemaPasswordChangeTool.sh -appbase APPLICATIONS_BASE -inputfile ../config/input1335820380736.ini
 









4.6.1.5 Task 5: Restart the Oracle Fusion Applications Environment

To restart the environment after running the Password Change Utility:

	
Shut down the Administration Servers. See Section 4.4.4.2.


	
Start all the Servers. See Section 4.4.4.1.


	
Start Oracle HTTP Server, so users can resume sending requests. See Section 4.4.5.1.









4.6.1.6 Reference Information

The structure of the template files for both Standard Mode and CSF-only Mode are described in this section:


Structure of the template for STANDARD Mode:


#
# Sample input parameters file for the password change utility
#
# You must verify/edit ALL entries in this file to match your environment
# and your actual database schema passwords
# -------------------------------------------------------------
#
# 
[Password Change Utility]
#
# Utility Parameters
# -------------------------------------------------------------
#
# Master password
#
# This password is needed in Non-Interactive mode for decryption during the password change run
#
master_password=ASD
#
# This is the top level directory under which the password change tool lives
#
# It is normally something like /fusionapps/applications/lcm/util
#
HOME=/APPTOP/fusionapps/applications/lcm/util
[WALLET]
#
# Used for updating Fusion Runtime schema entry in the wallet
# -------------------------------------------------------------
#
# Top level directory where Fusion Apps is installed
#
appltop=/APPTOP/
#
# Wallet store password
#
# Set to standard admin password when Fusion Apps is installed
# May have been changed later
#
esswalletpassword=welcome1
#
# Service Name for connecting to the Fusion Apps Database
#
# Used to identify the correct wallet entry to update
#
servicename=ems9558
[WLS]
#
# Used for connecting to the WLS admin console and running WLST scripts
# -------------------------------------------------------------
#
# FA WLS Console admin user name
#
USER=faadmin
#
# FA WLS Console admin password
#
PASSWORD=fusionfa1
#
# IDM WLS Console admin user name
#
IDM_WLADMIN_USER=oim_admin
#
# IDM WLS Console admin password
#
IDM_WLADMIN_PASSWORD=Fusionapps1
#
# The [*Domain] sections list all Fusion Apps WLS domains that contain
# data sources to be updated.
#
# The list will not change in a given Fusion Apps release, but could
# change in future releases.
# -------------------------------------------------------------
#
[CommonDomain]
#
# The WLS admin URL for the Common Domain
#
fa.domain.url.t3=t3://slcac574.example.com:7001
[FinancialDomain]
#
# The WLS admin URL for the Financials Domain
#
fa.domain.url.t3=t3://slcac574.example.com:7401
[SCMDomain]
#
# The WLS admin URL for the SCM Domain
#
fa.domain.url.t3=t3://slcac574.example.com:7801
[HCMDomain]
#
# The WLS admin URL for the HCM Domain
#
fa.domain.url.t3=t3://slcac574.example.com:9401
[ICDomain]
#
# The WLS admin URL for the IC Domain
#
fa.domain.url.t3=#text#
[CRMDomain]
#
# The WLS admin URL for the CRM Domain
#
fa.domain.url.t3=t3://slcac574.example.com:9001
[PRCDomain]
#
# The WLS admin URL for the PRC Domain
#
fa.domain.url.t3=#text#
[PRJDomain]
#
# The WLS admin URL for the PRJ Domain
#
fa.domain.url.t3=t3://slcac574.example.com:8601
[BizDomain]
#
# The WLS admin URL for the BI Domain
#
fa.domain.url.t3=t3://slcac574.example.com:10201
[OIMDomain]
#
# The WLS admin URL for the OIM Domain
#
idm.domain.url.t3=t3://slc01qey.example.com:17001
[BIDomain]
#
# Used for updating the BI RPD file, reg.properties file and EPM Resgistry
# ---------------------------------------------------------------------------
#
# Directory for BI home
#
BI_HOME=/scratch/aime/work/APPTOP/fusionapps/bi
#
# Directory containing configuration files for your BI domain
#
BI_INSTANCE=/scratch/aime/work/APPTOP/instance/BIInstance
#
# Password for editing the BI RPD file
#
RPD_PASSWORD=welcome1
#
# Full pathname for the current active BI RPD file
#
# Should be $(BI_INSTANCE)/bifoundation/OracleBIServerComponent/
#           coreapplication_obis1/repository/OracleBIApps_BI.rpd
#
# Where  is updated every time the RPD file is updated.
#
RPD_INPUT_FILENAME=/scratch/aime/work/APPTOP/instance/BIInstance/bifoundation/OracleBIServerComponent/coreapplication_obis1/repository/OracleBIApps_BI0004.rpd
#
# The WLS admin URL for the BI Domain
#
# Should be the same value as in the [BizDomain] section above
#
fa.domain.url.t3=t3://slcac574.example.com:10201
#
[IDM.SCHEMAS]
#
# Passwords for schemas in the IDM database which
# are used by Fusion Apps and could have corresponding
# data sources.
#
# Used to update data sources to contain
# the new schema passwords.
#
# NOTE: Provide uppercase entries for schema usernames 
#       even if they are in lowercase in the datasources.
#       Never provide lowercase schema usernames.
# -------------------------------------------------------------
#
OIM_MDS=oim_mds
[FUSION_DB_INFO]
#
# Information about the Fusion Apps database
#
# Declare if DB is RAC or non-RAC, then fill in values for relevant
# properties.  Set of properties for RAC and non-RAC are different.
# Only need to fill in properties relevant to your DB configuration
# -------------------------------------------------------------
#
# Is your Fusion Apps database configured with RAC?
#
# Should be "true" for RAC databases, and "false" for non-RAC.
#
IS_RAC_DB=false
#
# Must provide values for the following properties if IS_RAC_DB is true
# No need to provide values for the following properties if IS_RAC_DB is false
#   DB_RAC_INSTANCEs, DB_RAC_SERVICE_NAME
# - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
#
# List of RAC instances 
#
# Example for property: DB_RAC_INSTANCES
# 3;adc6161377.example.com;1616;ORCL1;adc6161378.example.com;1616;ORCL2
#
DB_RAC_INSTANCES=NA
#
# RAC service name
#
# Example for property: DB_RAC_SERVICE_NAME
# ORCL
#
DB_RAC_SERVICE_NAME=NA
#
# Must provide values for the following properties if IS_RAC_DB is false
# No need to provide values for the following properties if IS_RAC_DB is true
#   DB_HOST_NAME, DB_PORT, DB_SERVICE_NAME
# - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
#
# Host on which your Fusion Apps database is running
#
DB_HOST_NAME=slc01qey.example.com
#
# Port for the database listener service
#
DB_PORT=1579
#
# Name of the database listener service
#
DB_SERVICE_NAME=ems9558
[IDM_DB_INFO]
#
# Information about the IDM database
#
# Provide IDM DB Credentials. Generally the SYS user or users with 
# SYSDBA privilege. This username/password will be used to connect
# as SYSDBA to execute password changes in the database.
#
DB_USER=sys as sysdba
#
DB_PASSWORD=welcome1
#
# Declare if DB is RAC or non-RAC, then fill in values for relevant
# properties.  Set of properties for RAC and non-RAC are different.
# Only need to fill in properties relevant to your DB configuration
# -------------------------------------------------------------
#
# Is your IDM database configured with RAC?
#
# Should be "true" for RAC databases, and "false" for non-RAC.
#
IS_RAC_DB=false
#
# Must provide values for the following properties if IS_RAC_DB is true
# No need to provide values for the following properties if IS_RAC_DB is false
#   DB_RAC_INSTANCEs, DB_RAC_SERVICE_NAME
# - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
#
# List of RAC instances 
#
# Example for property: DB_RAC_INSTANCES
# 3;adc6161377.example.com;1616;ORCL1;adc6161378.example.com;1616;ORCL2
#
DB_RAC_INSTANCES=NA
#
# RAC service name
#
# Example for property: DB_RAC_SERVICE_NAME
# ORCL
#
DB_RAC_SERVICE_NAME=NA
#
# Must provide values for the following properties if IS_RAC_DB is false
# No need to provide values for the following properties if IS_RAC_DB is true
#   DB_HOST_NAME, DB_PORT, DB_SERVICE_NAME
# - - - - - - - - - - - - - - - - - - - - - - - - - - - - - - -
#
# Host on which your IDM database is running
#
DB_HOST_NAME=slc01qey.example.com
#
# Port for the database listener service
#
DB_PORT=1521
#
# Name of the database listener service
#
DB_SERVICE_NAME=oimdb.example.com
[oracle.patching]
FUSION_APPS_PATCH_FUSION_SCHEMA-KEY=FUSION
FUSION_APPS_PATCH_FUSION_DYNAMIC_SCHEMA-KEY=FUSION_DYNAMIC
FUSION_APPS_PATCH_FUSION_RUNTIME_SCHEMA-KEY=FUSION_RUNTIME
FUSION_APM-KEY=FUSION_APM
FUSION_APPS_AQ-KEY=FUSION_AQ
FUSION_APPS_BI-KEY=FUSION_BI
FUSION_APPS_DQ-KEY=FUSION_DQ
FUSION_APPS_ODI_STAGE-KEY=FUSION_ODI_STAGE
FUSION_ORA_ESS-KEY=FUSION_ORA_ESS
FUSION_APPS_CRM_MDS_SOA_SCHEMA-KEY=CRM_FUSION_MDS_SOA
FUSION_APPS_FIN_MDS_SOA_SCHEMA-KEY=FIN_FUSION_MDS_SOA
FUSION_APPS_HCM_MDS_SOA_SCHEMA-KEY=HCM_FUSION_MDS_SOA
FUSION_APPS_OIC_MDS_SOA_SCHEMA-KEY=OIC_FUSION_MDS_SOA
FUSION_APPS_PRC_MDS_SOA_SCHEMA-KEY=PRC_FUSION_MDS_SOA
FUSION_APPS_PRJ_MDS_SOA_SCHEMA-KEY=PRJ_FUSION_MDS_SOA
FUSION_APPS_SCM_MDS_SOA_SCHEMA-KEY=SCM_FUSION_MDS_SOA
FUSION_APPS_SETUP_MDS_SOA_SCHEMA-KEY=SETUP_FUSION_MDS_SOA
FUSION_APPS_MDS-KEY=FUSION_MDS
FUSION_APPS_MDS_ESS-KEY=FUSION_MDS_ESS
FUSION_APPS_MDS_SPACES-KEY=FUSION_MDS_SPACES
SEARCHSYS-KEY=SEARCHSYS
FUSION_APPS_UCM-KEY=FUSION_OCSERVER11G
FUSION_APPS_IPM-KEY=FUSION_IPM
FUSION_APPS_BIPLATFORM-KEY=FUSION_BIPLATFORM
FUSION_APPS_OTBI-KEY=FUSION_OTBI
FUSION_APPS_ORASDPLS-KEY=FUSION_ORASDPLS
FUSION_APPS_ORASDPXDMS-KEY=FUSION_ORASDPXDMS
FUSION_APPS_ORASDPSDS-KEY=FUSION_ORASDPSDS
FUSION_APPS_ORASDPM-KEY=FUSION_ORASDPM
FUSION_APPS_CRM_SOAINFRA-KEY=CRM_FUSION_SOAINFRA
FUSION_APPS_FIN_SOAINFRA-KEY=FIN_FUSION_SOAINFRA
FUSION_APPS_HCM_SOAINFRA-KEY=HCM_FUSION_SOAINFRA
FUSION_APPS_OIC_SOAINFRA-KEY=OIC_FUSION_SOAINFRA
FUSION_APPS_PRC_SOAINFRA-KEY=PRC_FUSION_SOAINFRA
FUSION_APPS_PRJ_SOAINFRA-KEY=PRJ_FUSION_SOAINFRA
FUSION_APPS_SCM_SOAINFRA-KEY=SCM_FUSION_SOAINFRA
FUSION_APPS_SETUP_SOAINFRA-KEY=SETUP_FUSION_SOAINFRA
FUSION_APPS_WEBCENTER-KEY=FUSION_WEBCENTER
FUSION_APPS_PORTLET-KEY=FUSION_PORTLET
FUSION_ACTIVITIES-KEY=FUSION_ACTIVITIES
FUSION_APPS_DISCUSSIONS-KEY=FUSION_DISCUSSIONS
FUSION_APPS_DISCUSSIONS_CRAWLER-KEY=FUSION_DISCUSSIONS_CRAWLER
FUSION_APPS_ODI_SCHEMA-KEY=FUSION_ODI
FUSION_APPS_DBA-KEY=SYS
[oracle.apps.security]
FUSION_APPS_PATCH_FUSION_RUNTIME_SCHEMA-KEY=FUSION_RUNTIME
SEARCHSYS-KEY=SEARCHSYS
[oracle.bi.enterprise]
FUSION_APPS_BIPLATFORM-KEY=FUSION_BIPLATFORM
[SCHEMAS]
FUSION=fusion
FUSION_DYNAMIC=fusion_dynamic
FUSION_RUNTIME=fusion_runtime
FUSION_APM=fusion_apm
FUSION_AQ=fusion_aq
FUSION_BI=fusion_bi
FUSION_DQ=fusion_dq
FUSION_ODI_STAGE=fusion_odi_stage
FUSION_ORA_ESS=fusion_ora_ess
CRM_FUSION_MDS_SOA=crm_fusion_mds_soa
FIN_FUSION_MDS_SOA=fin_fusion_mds_soa
HCM_FUSION_MDS_SOA=hcm_fusion_mds_soa
OIC_FUSION_MDS_SOA=oic_fusion_mds_soa
PRC_FUSION_MDS_SOA=prc_fusion_mds_soa
PRJ_FUSION_MDS_SOA=prj_fusion_mds_soa
SCM_FUSION_MDS_SOA=scm_fusion_mds_soa
SETUP_FUSION_MDS_SOA=setup_fusion_mds_soa
FUSION_MDS=fusion_mds
FUSION_MDS_ESS=fusion_mds_ess
FUSION_MDS_SPACES=fusion_mds_spaces
SEARCHSYS=searchsys
FUSION_OCSERVER11G=fusion_ocserver11g
FUSION_IPM=fusion_ipm
FUSION_BIPLATFORM=fusion_biplatform
FUSION_OTBI=fusion_otbi
FUSION_ORASDPLS=fusion_orasdpls
FUSION_ORASDPXDMS=fusion_orasdpxdms
FUSION_ORASDPSDS=fusion_orasdpsds
FUSION_ORASDPM=fusion_orasdpm
CRM_FUSION_SOAINFRA=crm_fusion_soainfra
FIN_FUSION_SOAINFRA=fin_fusion_soainfra
HCM_FUSION_SOAINFRA=hcm_fusion_soainfra
OIC_FUSION_SOAINFRA=oic_fusion_soainfra
PRC_FUSION_SOAINFRA=prc_fusion_soainfra
PRJ_FUSION_SOAINFRA=prj_fusion_soainfra
SCM_FUSION_SOAINFRA=scm_fusion_soainfra
SETUP_FUSION_SOAINFRA=setup_fusion_soainfra
FUSION_WEBCENTER=fusion_webcenter
FUSION_PORTLET=fusion_portlet
FUSION_ACTIVITIES=fusion_activities
FUSION_DISCUSSIONS=fusion_discussions
FUSION_DISCUSSIONS_CRAWLER=fusion_dicussions_crawler
FUSION_ODI=fusion_odi
SYS=manager
OIM_MDS=oim_mds
#
# End of Sample input parameters file for the password change utility
# -------------------------------------------------------------
#
[INTERNAL]
#
# The following two values are used internally by the tool and may be updated
# by the tool itself.  DO NOT CHANGE THEM!
#
tool.algorithm=PBEWithSHA1AndDESede
tool.transformation=PBEWithSHA1AndDESede/CBC/PKCS5Padding
ini.type=STANDARD



Structure of the template for CSF-only Mode:


#
# Sample input parameters file for the password change utility
#
# You must verify/edit ALL entries in this file to match your environment
# and your actual database schema passwords
# -------------------------------------------------------------
#
[Password Change Utility]
#
# Utility Parameters
# -------------------------------------------------------------
#
# Master password
#
# This password is needed in Non-Interactive mode for decryption during the password change run
#
master_password=ignore_me
#
#
# This is the top level directory under which the password change tool lives
#
# It is normally something like <prov_top>/fusionapps/applications/lcm/util
#
HOME=#text#
[WLS]
#
# Used for connecting to the WLS admin console and running WLST scripts
# -------------------------------------------------------------
#
# WLS Console admin user name
#
USER=#text#
#
# WLS Console admin password
#
PASSWORD=#password#
#
# The [*Domain] sections list all Fusion Apps WLS domains that contain
# data sources to be updated.
#
# The list will not change in a given Fusion Apps release, but could
# change in future releases.
# -------------------------------------------------------------
#
[CommonDomain]
#
# The WLS admin URL for the Common Domain
#
fa.domain.url.t3=#text#
[oracle.patching]
FUSION_APPS_PATCH_FUSION_SCHEMA-KEY=FUSION
FUSION_APPS_PATCH_FUSION_DYNAMIC_SCHEMA-KEY=FUSION_DYNAMIC
FUSION_APPS_PATCH_FUSION_RUNTIME_SCHEMA-KEY=FUSION_RUNTIME
FUSION_APM-KEY=FUSION_APM
FUSION_APPS_AQ-KEY=FUSION_AQ
FUSION_APPS_BI-KEY=FUSION_BI
FUSION_APPS_DQ-KEY=FUSION_DQ
FUSION_APPS_ODI_STAGE-KEY=FUSION_ODI_STAGE
FUSION_ORA_ESS-KEY=FUSION_ORA_ESS
FUSION_APPS_CRM_MDS_SOA_SCHEMA-KEY=CRM_FUSION_MDS_SOA
FUSION_APPS_FIN_MDS_SOA_SCHEMA-KEY=FIN_FUSION_MDS_SOA
FUSION_APPS_HCM_MDS_SOA_SCHEMA-KEY=HCM_FUSION_MDS_SOA
FUSION_APPS_OIC_MDS_SOA_SCHEMA-KEY=OIC_FUSION_MDS_SOA
FUSION_APPS_PRC_MDS_SOA_SCHEMA-KEY=PRC_FUSION_MDS_SOA
FUSION_APPS_PRJ_MDS_SOA_SCHEMA-KEY=PRJ_FUSION_MDS_SOA
FUSION_APPS_SCM_MDS_SOA_SCHEMA-KEY=SCM_FUSION_MDS_SOA
FUSION_APPS_SETUP_MDS_SOA_SCHEMA-KEY=SETUP_FUSION_MDS_SOA
FUSION_APPS_MDS-KEY=FUSION_MDS
FUSION_APPS_MDS_ESS-KEY=FUSION_MDS_ESS
FUSION_APPS_MDS_SPACES-KEY=FUSION_MDS_SPACES
SEARCHSYS-KEY=SEARCHSYS
FUSION_APPS_UCM-KEY=FUSION_OCSERVER11G
FUSION_APPS_IPM-KEY=FUSION_IPM
FUSION_APPS_BIPLATFORM-KEY=FUSION_BIPLATFORM
FUSION_APPS_OTBI-KEY=FUSION_OTBI
FUSION_APPS_ORASDPLS-KEY=FUSION_ORASDPLS
FUSION_APPS_ORASDPXDMS-KEY=FUSION_ORASDPXDMS
FUSION_APPS_ORASDPSDS-KEY=FUSION_ORASDPSDS
FUSION_APPS_ORASDPM-KEY=FUSION_ORASDPM
FUSION_APPS_CRM_SOAINFRA-KEY=CRM_FUSION_SOAINFRA
FUSION_APPS_FIN_SOAINFRA-KEY=FIN_FUSION_SOAINFRA
FUSION_APPS_HCM_SOAINFRA-KEY=HCM_FUSION_SOAINFRA
FUSION_APPS_OIC_SOAINFRA-KEY=OIC_FUSION_SOAINFRA
FUSION_APPS_PRC_SOAINFRA-KEY=PRC_FUSION_SOAINFRA
FUSION_APPS_PRJ_SOAINFRA-KEY=PRJ_FUSION_SOAINFRA
FUSION_APPS_SCM_SOAINFRA-KEY=SCM_FUSION_SOAINFRA
FUSION_APPS_SETUP_SOAINFRA-KEY=SETUP_FUSION_SOAINFRA
FUSION_APPS_WEBCENTER-KEY=FUSION_WEBCENTER
FUSION_APPS_PORTLET-KEY=FUSION_PORTLET
FUSION_ACTIVITIES-KEY=FUSION_ACTIVITIES
FUSION_APPS_DISCUSSIONS-KEY=FUSION_DISCUSSIONS
FUSION_APPS_DISCUSSIONS_CRAWLER-KEY=FUSION_DISCUSSIONS_CRAWLER
FUSION_APPS_ODI_SCHEMA-KEY=FUSION_ODI
FUSION_APPS_DBA-KEY=SYS
FUSION_APPS_BEEHIVE_BEE_CODE-KEY=BEE_CODE
FUSION_APPS_BEEHIVE_BEE_DATA-KEY=BEE_DATA
FUSION_APPS_BEEHIVE_BEE_MDS-KEY=BEE_MDS
[oracle.apps.security]
FUSION-DB-KEY=FUSION_RUNTIME
FUSION_APPS_ECSF_SES_ADMIN-KEY=SEARCHSYS
[oracle.bi.enterprise]
scheduler.schema=FUSION_BIPLATFORM
[SCHEMAS]
FUSION=#password#
FUSION_DYNAMIC=#password#
FUSION_RUNTIME=#password#
FUSION_APM=#password#
FUSION_AQ=#password#
FUSION_BI=#password#
FUSION_DQ=#password#
FUSION_ODI_STAGE=#password#
FUSION_ORA_ESS=#password#
CRM_FUSION_MDS_SOA=#password#
FIN_FUSION_MDS_SOA=#password#
HCM_FUSION_MDS_SOA=#password#
OIC_FUSION_MDS_SOA=#password#
PRC_FUSION_MDS_SOA=#password#
PRJ_FUSION_MDS_SOA=#password#
SCM_FUSION_MDS_SOA=#password#
SETUP_FUSION_MDS_SOA=#password#
FUSION_MDS=#password#
FUSION_MDS_ESS=#password#
FUSION_MDS_SPACES=#password#
SEARCHSYS=#password#
FUSION_OCSERVER11G=#password#
FUSION_IPM=#password#
FUSION_BIPLATFORM=#password#
FUSION_OTBI=#password#
FUSION_ORASDPLS=#password#
FUSION_ORASDPXDMS=#password#
FUSION_ORASDPSDS=#password#
FUSION_ORASDPM=#password#
CRM_FUSION_SOAINFRA=#password#
FIN_FUSION_SOAINFRA=#password#
HCM_FUSION_SOAINFRA=#password#
OIC_FUSION_SOAINFRA=#password#
PRC_FUSION_SOAINFRA=#password#
PRJ_FUSION_SOAINFRA=#password#
SCM_FUSION_SOAINFRA=#password#
SETUP_FUSION_SOAINFRA=#password#
FUSION_WEBCENTER=#password#
FUSION_PORTLET=#password#
FUSION_ACTIVITIES=#password#
FUSION_DISCUSSIONS=#password#
FUSION_DISCUSSIONS_CRAWLER=#password#
FUSION_ODI=#password#
SYS=#password#
BEE_CODE=#password#
BEE_DATA=#password#
BEE_MDS=#password#
#
# End of Sample input parameters file for the password change utility
# -------------------------------------------------------------
#
[INTERNAL]
#
# The following values are used internally by the tool and may be updated
# by the tool itself.  DO NOT CHANGE THEM!
#
tool.algorithm=PBEWithSHA1AndDESede
tool.transformation=PBEWithSHA1AndDESede/CBC/PKCS5Padding
ini.type=CSF










4.7 Managing the Oracle Database

To manage your Oracle database:

	
Start the Oracle database instance, if not already started. See Section 4.4.3.


	
Review database initialization parameters. Modify initialization parameters as needed. See Section 4.7.1.


	
Review your database storage structures: tablespaces and data files, online redo log files, and control files. Create or modify storage structures as needed. See Section 4.7.2.


	
Review memory allocation and adjust as needed. See Section 4.7.3.


	
Review, unlock, and reset passwords for predefined database users as needed. Create new users, and assign privileges and roles to them as needed. See Section 4.7.4.


	
Create or review the backup strategy for the database and back up the database. See Chapter 18.






4.7.1 Viewing and Modifying Initialization Parameters

Managing an Oracle instance includes configuring parameters that affect the basic operation of the Oracle instance. These parameters are called initialization parameters. The Oracle instance reads initialization parameters from a file at startup.

After being read from a file, initialization parameters are retained in memory, where the values for many of them can be changed dynamically. There are two types of parameter files. The type of file used to start the instance determines if dynamic initialization parameter changes persist across database shutdown and startup. The parameter file types are:

	
Server parameter file

The server parameter file is a binary file that can be written to and read by the database. It must not be edited manually. It is stored on the host system on which Oracle Database is running. Changes are made when you use Database Control to modify one or more initialization parameters, or when Oracle Database itself makes changes for self-tuning purposes. Any changes to it persist across database shutdown and startup operations.


	
Text initialization parameter file

A text initialization parameter file is a text file that can be read by the Oracle instance, but it is not written to by the instance. You can change a text initialization parameter file with a text editor, but changes do not take effect until you restart the Oracle instance. When you start the instance with this type of file, you can still change many initialization parameters dynamically with Database Control, but only for the current instance. Unless you also edit the text initialization parameter file and make the same change, the change is lost when you restart the database instance.




As the number of database users increases and the workload increases, you might have to alter some initialization parameters. You can make these changes using the Initialization Parameter page in Oracle Enterprise Manager Database Control, accessible from the Database Configuration section of the Server tab.

Table 4-5 lists specific initialization parameters that you should set and their recommended values.


Table 4-5 Initialization Parameters

	Parameter	Recommended Values
	
CONTROL_MANAGEMENT_PACK_ACCESS

	
Set this parameter to DIAGNOSTIC+TUNING (default) or DIAGNOSTIC to enable Automatic Database Diagnostic Monitor (ADDM).


	
STATISTICS_LEVEL

	
Set this parameter to TYPICAL (default) to enable the automatic performance tuning features of Oracle Database, including Automatic Workload Repository (AWR) and ADDM.








For information about viewing and modifying initialization parameters, see the "Viewing and Modifying Initialization Parameters" section in the Oracle Database 2 Day DBA.






4.7.2 Managing Database Storage Structures

Oracle Database is made up of physical and logical structures. Physical structures can be seen and operated on from the operating system, such as the physical files that store data on a disk.

Logical structures are created and recognized by Oracle Database and are not known to the operating system. The primary logical structure in a database, a tablespace, contains physical files. The applications developer or administrator may be aware of the logical structure, but may not be aware of the physical structure. The database administrator (DBA), on the other hand, must understand the relationship between the physical and logical structures of a database.

Oracle Database can automate much of the management of its structure. To view a database storage structure using Oracle Enterprise Manager Database Control, go to the Storage section of the Server tab, where you can access the following storage options:

	
Control files


	
Tablespaces


	
Temporary tablespace groups


	
Datafiles


	
Rollback segments


	
Redo log groups


	
Archive legs


	
Disk groups


	
Other storage structures




For more information about managing database storage structures, see the "Managing Database Storage Structures" chapter in the Oracle Database 2 Day DBA.






4.7.3 Managing Memory

Memory management involves maintaining optimal sizes for the Oracle instance memory structures as demands on the database change. The memory that must be managed are the System Global Area (SGA) memory and the instance Program Global Area (PGA) memory. The instance PGA memory is the collection of memory allocations for all individual PGAs.

Oracle Database can manage the SGA memory and instance PGA memory automatically. You designate only the total memory size to be used by the instance, and Oracle Database dynamically exchanges memory between the SGA and the instance PGA as needed to meet processing demands. This capability is referred to as automatic memory management. In this memory management mode, the database also dynamically tunes the sizes of the individual SGA components and the sizes of the individual PGAs.

To have more direct control over the sizes of the SGA and instance PGA, use the Memory Advisors page of Oracle Enterprise Manager Database Control to disable automatic memory management and enable automatic shared memory management. With automatic shared memory management, you set target and maximum sizes for the SGA. Oracle Database then tunes the total size of the SGA to your designated target, and dynamically tunes the sizes of all SGA components. In this memory management mode, you also implicitly enable automatic PGA memory management. With automatic PGA memory management you set a target size for the instance PGA. The database then tunes the size of the instance PGA to your target, and dynamically tunes the sizes of individual PGAs.

If you want complete control of individual SGA component sizes, then use the Memory Advisors page of Oracle Enterprise Manager Database Control to disable both automatic memory management and automatic shared memory management. This is called manual shared memory management. In this mode, you set the sizes of several individual SGA components, thereby determining the overall SGA size. You then manually tune these individual SGA components on an ongoing basis. Manual shared memory management mode is intended for experienced DBAs only. Note that in this mode, automatic PGA memory management remains enabled.

To manage memory, use the Memory Advisor page in Database Control, accessible from the Database Configuration section of the Server tab.

For more information about memory management, see the "Managing Memory" section in the Oracle Database 2 Day DBA.






4.7.4 Administering User Accounts

For users to access your database, you must create user accounts and grant appropriate database access privileges to those accounts. A user account is identified by a user name and defines the attributes of the user, including the following:

	
Authentication method


	
Password for database authentication


	
Default tablespaces for permanent and temporary data storage


	
Tablespace quotas


	
Account status (locked or unlocked)


	
Password status (expired or not)




When you create a user account, you must not only assign a user name, a password, and default tablespaces for the account, but you must also do the following:

	
Grant the appropriate system privileges, object privileges, and roles to the account.


	
If the user will be creating database objects, then give the user account a space usage quota on each tablespace in which the objects will be created.




In addition, you may want to create user accounts that are used by applications only, such as Fusion Applications. Users do not log in with these accounts; instead, applications use these accounts to connect to the database, and users log in to the applications. This type of user account avoids giving application users the ability to log in to the database directly, where they could unintentionally cause damage.

To administer user accounts using Oracle Enterprise Manager Database Control, go to the Security section of the Server tab, where you can access users and roles.

For more information about administering user accounts, see the "Administering User Accounts and Security" chapter in the Oracle Database 2 Day DBA.








4.8 Patching

It is necessary to perform various maintenance actions on your applications, their middleware dependencies, and their database components. Maintenance actions include fixing issues that affect the way the applications perform, adding new functionality and features, updating to a higher maintenance level, or providing interoperability to new technology stacks. Patches may be required for maintenance of middleware artifacts, database artifacts, or both. Table 4-6 describes the types of patching and provides information on where to find related documentation.


Table 4-6 Patching

	Type of Patching	Description	Documentation for Patching
	
Oracle Fusion Applications


	
The Oracle Fusion Applications Patching Framework provides the tools needed to sup updates to Oracle Fusion Applications software between major or patch set releases. These tools manage the processes for applying individual patches, patch sets, and release update packs.

	
Oracle Fusion Applications Patching Guide



	
Oracle Fusion Middleware


	
OPatch patches any Oracle Fusion Middleware component, except Oracle WebLogic Server. For Oracle WebLogic Server, use Smart Update.

	
Oracle Fusion Middleware Patching Guide for information about patching middleware artifacts


	
Oracle Database

	
Oracle Universal Installer and OPatch manage the patching for Oracle database and third-party software.

	
Oracle Universal Installer and OPatch User's Guide for Windows and UNIX













4.9 Managing Oracle Fusion Applications-Specific Labels in the Oracle Metadata Repository

The Oracle Metadata Repository (MDS Repository) contains metadata for Oracle Fusion Middleware components. It can also contain metadata about the configuration of Oracle Fusion Middleware and metadata for your applications. For general instructions on managing the metadata for Oracle Fusion Middleware components in the Oracle Metadata Repository, see the "Managing the Metadata Repository" chapter in the Oracle Fusion Middleware Administrator's Guide.

As a part of MDS Repository management, you work with metadata labels. You select a version for the repository to select a particular version of each object from a metadata repository partition. Also, if you take actions that affect the MDS Repository, such as deploying, patching, or doing some customizations, you can potentially put the repository into a broken state. When this happens, you can rollback to a previous label. For example, when you roll back to a label, all objects within that repository move to that state. To manage labels, note the following prefixes for Oracle Fusion Applications in the MDS Repository:

	
postDeployLabel_ for labels created by MDS Repository at deployment time


	
Creation_ for labels created by Oracle Fusion Middleware Extensions for Applications (Applications Core) in the MDS Repository


	
PreMerge_ for labels created by Applications Core in the MDS Repository during sandbox creation.


	
composer_PostMerge_ for labels created by Applications Core in the MDS Repository during a sandbox publish operation


	
mds_ for labels created during a Flexfield changes applied during a patch


	
soa_ for labels created during SOA deployments


	
composer_ for labels created by Oracle Composer when using the Save and Label button. For more information about Save and Label button, see "Create Labels On Saving Application Customizations" in the Oracle Fusion Middleware Developer's Guide for Oracle WebCenter Portal (Oracle Fusion Applications Edition).




For more information about managing labels, see the "Managing Metadata Labels in the MDS Repository" section in the Oracle Fusion Middleware Administrator's Guide.






4.10 Modifying Oracle Application Development Framework Connections in Oracle Fusion Applications

A connection configuration (connections.xml) contains information that a client application uses to identify the Oracle Application Development Framework (Oracle ADF) application module's deployment scenario. For more information about modifying the configuration of a single application, see the following sections in the Oracle Fusion Middleware Administrator's Guide for Oracle Application Development Framework:

	
How to Modify Connection Configurations


	
Configuring Application Properties Using the MBean Browser




In an Oracle Fusion Applications environment, you may need to change the internal and external settings for several applications. For example, if there was an outage of the Oracle Fusion Customer Relationship Management (Oracle Fusion CRM) applications due to a lost Oracle HTTP Server host, then you would need update all the applications that depend on the Oracle Fusion CRM-provided web services. If all the applications in an Oracle WebLogic Server domain use the same connections.xml, which is the default behavior after provisioning, you can make this edit in one place using Fusion Applications Control.

To modify the connections for all the applications in an Oracle WebLogic Server domain using Fusion Applications Control:

	
From the navigation pane, expand the farm and then WebLogic Domain.


	
Click the domain.

The Oracle WebLogic Server Domain home page displays.


	
From the WebLogic Domain menu, choose ADF Domain Configuration.

The ADF Common Properties page displays.


	
In the Property Sets table, click the property set to modify, and in the Details for Property Set table, modify the property values.

These property sets and properties reside in the adf-domain-config.xml file, and are used in the ELs in the connections.xml file.


	
Click Save.









4.11 Modifying Oracle Data Integrator Configuration

Oracle Data Integrator (ODI) is installed with the following product families:

	
Oracle Fusion Customer Relationship Management


	
Oracle Fusion Human Capital Management


	
Oracle Fusion Supply Chain Management




The Oracle Fusion applications use Oracle Application Development Framework and Oracle SOA Suite, which in turn use ODI for bulk data movement requirements. This section describes how to modify key aspects of ODI configuration without interrupting the service of the applications.

This section contains the following topics:

	
Section 4.11.1, "Editing the Oracle Data Integrator Topology for Database Endpoint Changes"


	
Section 4.11.2, "Modifying ODI Agent Host and Port Configuration"






4.11.1 Editing the Oracle Data Integrator Topology for Database Endpoint Changes

ODI moves data between two databases. In some cases, a database endpoint changes or the JDBC password changes for security reasons. When these types of changes occur, you must modify the configuration of the database topology.

To modify the database topology:

	
Log into Oracle Data Integrator Console.


http://product_familyinternal.domain:port/odiconsole


where product_familyinternal.domain. port is the host and domain of the Oracle HTTP Server or a Load Balancer.


	
From the Browse pane, expand Topology and then Data Servers.


	
Select the database server and click the Edit icon ([image: Edit icon]).

The Edit Data Server page displays.


	
Scroll to the JDBC Details section at the bottom of the page.


	
Modify the JDBC fields for the endpoint:


	Field	Description
	
JDBC Driver

	
The JDBC driver for the data source connection. The value in this field must conform to the database specifications.


	
JDBC URL

	
The JDBC URL for the data source connection in the format of jdbc:oracle:thin:@//DB_host_name.domain/sid.


	
User

	
The Oracle Database schema name (user name) to log into the database.


	
JDBC Password

	
The password for the user.








	
Click Save.









4.11.2 Modifying ODI Agent Host and Port Configuration

The ODI agent connects to a master repository and connects to different technologies to move data. If the ODI agent host or port configuration has been modified in Oracle WebLogic Server, then you reflect those changes in ODI.

To modify the configuration of an agent:

	
Log into Oracle Data Integrator Console.


http://product_familyinternal.domain:port/odiconsole


where product_familyinternal.domain. port is the host and domain of the Oracle HTTP Server or a Load Balancer.


	
From the Browse pane, expand Topologies, Agents, and then Physical Agents.


	
Select an agent click the Edit icon ([image: Edit icon]).

The Edit Physical Agent page displays.


	
In the Definition section, modify the Host Name and Port Number fields.


	
Click Save.














Glossary



abstract role

An enterprise role that can be associated with any user, irrespective or his or her job or duties. Typical examples of this role are Employee, Manager, Customer, and Supplier. Several job roles are provisioned with each Oracle Fusion application. An abstract role must inherit at least a duty role.






Active Session History (ASH)

See ASH.






ADDM

Automatic Database Diagnostic Monitor. Analyzes statistics to provide automatic diagnosis of major performance problems.






Administration Server

Part of the Oracle WebLogic Server domain and runs the processes that manage Oracle Business Intelligence components. The Administration Server includes the Oracle WebLogic Server Administration Console, Oracle Fusion Middleware Control, and JMX MBeans. For a Simple Install type, the Administration Server also includes Java components for Oracle Business Intelligence such as Oracle BI Publisher and Oracle Real-Time Decisions.






ADR

Automatic Diagnostic Repository. A file-based repository that stores database diagnostic data such as trace files, the alert log, and Health Monitor reports. Its enables customers and Oracle Support to correlate and analyze diagnostic data across multiple Oracle instances, components, and products. ADR is located outside the database, which enables Oracle Database to access and manage ADR when the physical database is unavailable. An instance can create ADR before a database has been created.






adrci

Automatic Diagnostic Repository Command Interpreter. A standard incident administration tool, you can use it for viewing and packaging incidents. It is provided with each instance of the Automatic Diagnostic Repository (ADR) in Oracle Fusion Applications, Oracle Fusion Middleware, and Oracle Database.






Advanced Queuing (AQ)

See AQ.






aggregate storage option (ASO)

See ASO.






API

Application Programming Interface. A set of exposed data structures and functions that an application can use to invoke services on an application object, such as a portlet.






application programming interface (API)

See API.






application role

A configuring role which is a collection of users, enterprise roles, and application roles, and is stored in the domain policy store.






AQ

Advanced Queuing. AQ provides database-integrated message queuing functionality. It leverages the functions of the Oracle database so that messages can be stored persistently, propagated between queues on different machines and databases, and transmitted using Oracle Net Services, HTTP (S), and SMTP.






ASH

Active Session History. Active Session History (ASH) statistics are samples of session activity in the database. The database samples active sessions every second and stores them in a circular buffer in the System Global Area (SGA). Any session that is connected to the database and using CPU, or is waiting for an event that does not belong to the idle wait class, is considered an active session






ASO

Aggregate Storage Option. The option to use Aggregate Storage as opposed to Block Storage.






automatic memory management

A database memory-management mode whereby the database dynamically tunes the sizes of the individual SGA components and the sizes of the individual Program Global Area (PGA).






automatic PGA memory management

A database memory-management mode whereby you set a target size for the instance PGA. The database then tunes the size of the instance PGA to your target, and dynamically tunes the sizes of individual PGAs.






automatic shared memory management

A database memory-management mode whereby you set target and maximum sizes for the SGA. Oracle Database then tunes the total size of the SGA to your designated target, and dynamically tunes the sizes of all SGA components. In this memory management mode, you also implicitly enable automatic PGA memory management.






Automatic Database Diagnostic Monitor (ADDM)

See ADDM.






Automatic Diagnostic Repository (ADR)

See ADR.






Automatic Diagnostic Repository Command Interpreter (adrci)

See adrci.






Automatic Workload Repository (AWR)

See AWR.






AWR

Automatic Workload Repository. Automates database statistics gathering by collecting, processing, and maintaining performance statistics for database problem detection and self-tuning purposes.






AWR snapshot

A set of data for a specific time that is used for performance comparisons.






BHD

Bounce Handling Daemon. A daemon that tracks e-mail messages that cannot be delivered, parses the returned e-mail messages, and records the cause of the e-mail bounce.






bounce handling daemon (BHD)

See BHD.






BPEL

Business Process Execution Language. An XML-based markup language for composing a set of discrete web services into an end-to-end process flow.






BSO

Block storage option. The option to use block storage as opposed to aggregate storage.






Business Process Execution Language (BPEL)

See BPEL.






business role

See job role.






CA

Certificate Authority. A trusted third party that issues, renews, and revokes digital certificates. The CA essentially vouches for a entity's identity, and may delegate the verification of an applicant to a Registration Authority (RA). Some well known Certificate Authorities (CAs) include Digital Signature Trust, Thawte, and VeriSign.






Certificate Authority (CA)

See CA.






Click -Through Daemon (CTD)

See CTD.






Common Unix Printing Service (CUPS)

See CUPS.






CRM

Customer relationship management. A portfolio of CRM solutions that addresses customer touch-points and provides functionality to support an organization's business needs.






CSF

Credential store framework. A set of APIs that applications can use to create, read, update, and manage credentials securely. A typical use of the credential store is to store credentials (user name and password) to access some external system, such as a database or an LDAP-base repository.






CSR

Customer Service Representative. Customer service representatives resolve low risk customer issues originating from customer calls. CSRs have limited access to OAAM Admin.






credential store framework (CSF)

See CSF.






CTD

Click -Through Daemon. It passes details about the HTTP requests it serviced (tracked URLs, Forward to a Friend and so on) to the Marketing Server through SOAP protocol. The communication between the CTD and the Marketing Server requires you to define a way for the SOAP messages top ass through the inner DMZ firewall.






CUPS

Common Unix Printing Service. A modular printing system for Unix-like computer operating systems which allows a computer to act as a print server.






customer relationship management (CRM)

See CRM.






customer service representative (CSR)

See CSR






DAL

Data Access Layer. A layer which provides simplified access to data stored in persistent storage, such as a database.






Data Access Layer (DAL)

See DAL






data role

An enterprise role used exclusively in data security policies. It can inherit job roles, duty roles, and abstract roles. A number of data roles are provisioned with each Oracle Fusion application.






data security policy

An Oracle Fusion application policy which includes a condition that identifies a row or a set of rows in a business object, and the privileges the data security grants are for only the data that meets the condition. Data security policies are stored in the transactional database.






Database Administrator (DBA)

See DBA.






DBA

Database Administrator. A user belonging to the DBA group. By default, members in the DBA group have access to all Oracle Portal product pages, and have the Manage privilege for all pages, page groups, database providers, and administration.






diagnostic administrator job role

A job role which can use all diagnostic testing functionality provided for Oracle Fusion applications, including purging test results from the database and canceling test runs started by other users.






diagnostic advanced user job role

A job role which can schedule and execute diagnostic test runs, view diagnostic test results, attach test results to application incidents for Oracle Fusion applications, and cancel diagnostic test runs that were started by the current user. In general, this job role is recommended for running Oracle Fusion Applications diagnostic tests, since its added capabilities allow users to work with administrators more flexibly during troubleshooting.






diagnostic regular User job role

A job role which can schedule and execute diagnostic test runs, view diagnostic test results for Oracle Fusion applications, and cancel diagnostic test runs that were started by the current user.






diagnostic viewer job role

A job role which can view and analyze diagnostic test results for Oracle Fusion applications.






Distinguished Names (DN)

See DN.






distributed

The term for any environment that is not a non-distributed environment.






DMS

Dynamic Monitoring Service. Enables Oracle Fusion Middleware components to provide administration tools, such as Oracle Enterprise Manager, with data regarding the component's performance, state and on-going behavior. Fusion Middle components push data to DMS and in turn DMS publishes that data through a range of different components. Specifically, DMS is used by Oracle HTTP Server, Oracle Application Development Framework, WebLogic Diagnostic Framework (WLDF), and JDBC. DMS measures and reports metrics, trace events and system performance and provides a context correlation service for these components.






DN

Distinguished Names. Common entries between the source and destination directories.






duty role

An application role that corresponds with the duties of the job.






Dynamic Monitoring Service (DMS)

See DMS.






EAR

Enterprise Archive file. A Java EE archive file that is used in deploying applications on a Java EE application server. WebCenter Portal applications are deployed using both a generic EAR file, which contains the application and the respective runtime customization, and a targeted EAR file, which contains only the application for deployment to the application server. EAR files simplify application deployment by reducing the possibility of errors when moving an application from development to test, and test to production.






ECID

Execution Context Identifier. A global unique identifier and a sequence number of the thread of execution that the originating component participates in. The identifier can be used to correlate messages from several components that may be involved in the same thread of execution.






EDN

Event Delivery Network. A type of queue used for event Propagation. EDN uses Advanced Queueing (AQ) database queues.






EJB

Enterprise Java Beans. It is the server-side component architecture for Java Platform, Enterprise Edition (Java EE). EJB technology enables rapid and simplified development of distributed, transaction, secure and portable applications based on Java Technology.






Email Sending Daemon (ESD)

See ESD.






Enterprise Archive file (EAR)

See EAR.






enterprise group

The term used for enterprise roles in the Oracle WebLogic Administration Console.






Enterprise Java Beans (EJB)

See EJB.






enterprise role

A configuring role which is a collection of users and other enterprise roles. It is stored in the domain identity store.






Enterprise Scheduler Application (ESSAPP)

See ESSAPP.






ESD

Email Sending Daemon. Assembles each outbound email message for a campaign using the email template (HTML or text) and the recipient list, and then sends each message to your company's outbound MTAs for delivery.






ESSAPP

Enterprise Scheduler Application. The Oracle Enterprise Scheduler Application manages job requests for the Oracle Fusion Financials product family.






ETL

Extract, Transform, and Load. ETL refers to the methods involved in accessing and manipulating source data and loading it into a data warehouse. The order in which these processes are performed varies. Note that ETT (extraction, transformation, transportation) and ETM (extraction, transformation, move) are sometimes used instead of ETL.






Event Delivery Network (EDN)

See EDN.






exclusive binding mode

A method of binding a work assignment to a request processor in which job requests specialized to the work assignment are processed exclusively by that work assignment when it is active. These job requests are excluded from all other work assignments, including the default work assignment. If the work assignment does not have an active workshift, then the job request can be processed by another work assignment.






Execution Context Identifier (ECID)

See ECID.






External roles

The term used for enterprise roles in the Oracle Authorization Policy Manager environment.






extract, transform, and load (ETL)

See ETL.






farm

A collection of components managed by Fusion Applications control. It can contain an Oracle WebLogic Server Domain, one Administration Server, one or more Managed Servers, clusters, and the Oracle Fusion Middleware components that are installed, configured, and running in the domain.






FAST

Find, assess, secure, test. A methodology required during data masking.






Find, assess, secure, test (FAST)

See FAST.






FND Grant

Foundation Grant. A data security policy, which ties a data role or job role to a specific set of data.






Foundation Grant (FND Grant)

See FND Grant.






full-movement scenario

A scenario that may occur when moving Oracle Fusion Applications components from one environment to another. In a full-movement scenario, the target environment does not exist. First, the source environment is created, configured, customized, and tested. Then, the target environment is created by moving all the components along with their configurations from the source environment.






functional policy

An Oracle Fusion application policy which does not include a condition. Instead, a function policy assigns permission to resources or code artifacts (such as task flows, pages, Java methods, or UI components) and grants a specific set of actions on each resource. Functional policies are stored in the domain policy store.






global policy attachment (GPA)

See GPA.






global unique identifier (GUID)

See GUID.






GPA

Global Policy Attachment. A policy set in which policies are attached globally to a range of endpoints of the same type. By using GPA, you can ensure that all subjects are secured by default.






GUID

Global unique identifier. An identifier generated by the system and inserted into an entry when the entry is added to the directory. In a multimaster replicated environment, the GUID, not the DN, uniquely identifies an entry. The GUID of an entry cannot be modified by a user.






IDE

Integrated Development Environment. A visual application development tool containing editors, debuggers, screen painters, object browsers, and the like. Oracle JDeveloper is an example of an IDE.






initialization parameter file

A text file that can be read by the Oracle instance, but it is not written to by the instance. You can change a text initialization parameter file with a text editor, but changes do not take effect until you restart the Oracle instance. When you start the instance with this type of file, you can still change many initialization parameters dynamically with Database Control, but only for the current instance. Unless you also edit the text initialization parameter file and make the same change, the change is lost when you restart the database instance.






Integrated Development Environment (IDE)

See IDE.






Internet Printing Protocol (IPP)

See IPP






IPP

Internet Printing Protocol. A standard network protocol for remote printing as well as for managing print jobs, media size, resolution, and so forth.






Java EE

Also known as Java EE 5. Java Enterprise Edition 5 Platform. A platform that enables application developers to develop, deploy, and manage multitier, server-centric, enterprise-level applications. The Java EE platform offers a multi-tiered distributed application model, integrated XML-based data interchange, a unified security model, and flexible transaction control. You can build you own Java EE portlets and expose them through web producers.






Java EE applications

Applications that run in Java Enterprise Edition (Java EE).






Java Message Service (JMS)

See JMS.






Java Required Files (JRF)

See JRF.






Java Virtual Machine (JVM)

See JVM.






JKS keystore

The default JDK implementation of Java keystores.






JMS

Java Message Service. A Java API that allows applications to create, send, receive, and read messages using reliable, asynchronous, loosely coupled communication.






job role

An enterprise role that corresponds with a job or business occupation. A Job role must inherit at least a Duty role.






job sets

A collection of job requests.






JRF

Java Required Files. The JRF include the Oracle ADF libraries, a number of other components shared by the product suites included in a given installation, and components such as Oracle Metadata Service (MDS) and Oracle Platform Security Services (OPSS).






JVM

Java Virtual Machine. A virtual machine that can execute Java bytecode.






LBR

Load-balancing router. A very fast network device that distributes Web requests to a large number of servers. It provides portal users with a single published address, without their having to send each request to a specific middle tier server.






LDAP

Lightweight Directory Access Protocol. A standard, extensible directory access protocol. It is a common language that LDAP clients and servers use to communicate. The framework of design conventions supporting industry-standard directory products, such as the Oracle Internet Directory.






LDAP Data Interchange Format (LDIF)

See LDIF.






LDIF

LDAP Data Interchange Format. The set of standards for formatting an input file for any of the LDAP command-line utilities.






Lightweight Directory Access Protocol (LDAP)

See LDAP






load-balancing router (LBR)

See LBR.






Local Policy Attachment (LPA)

See LPA.






LPA

Local Policy Attachment. The act of directly attaching one or more policies to a policy subject.






Managed Server

In a production environment, a Managed Server hosts applications and the resources needed by those applications. A domain, which is a logically related group of Oracle WebLogic Server resources, can have any number of managed Servers. An Administration Server manages these servers.






manual shared memory management

A database memory-management mode whereby you set the sizes of several individual System Global Area (SGA) components, thereby determining the overall SGA size. You then manually tune these individual SGA components on an ongoing basis. Manual shared memory management mode is intended for experienced DBAs only. Note that in this mode, automatic PGA memory management remains enabled.






move plan

A single XML file, derived from multiple configuration archives, that provides the properties required to copy content from one installation to another.






NAT

Network Address Translation. The process of modifying IP address information in IP packet headers while in transit across a traffic routing device.






Network Address Translation (NAT)

See NAT.






Network File System (NFS)

See NFS.






NFS

Network File System. A distributed file system protocol which allows you to access files over a network in a manner similar to how local storage is accessed.






Node Manager

An Oracle WebLogic Server utility that enables you to start, shut down, and restart Administration Server and Managed Server instances from a remote location. Although Node Manager is optional, it is recommended if your Oracle WebLogic Server environment hosts applications with high availability requirements.






non-distributed

The term for an environment in which the Administration Servers of all the domains and all the system component instances run on the same host.






non-XA transaction

A non-XA transaction always involves just one resource and generally cannot participate in a global transaction.






ODL

Oracle Diagnostic Logging. A method of logging which attempts to harmonize the different logging standards that are used by Oracle products.






ODV

Oracle Database Vault. ODV establishes limitations on the power of privileged users to access sensitive data through segregation of duties policies on DBA roles and by securely consolidating application data in the database. These limitations prevent DBAs and other privileged users from overriding the protections placed on sensitive data by the Virtual Private Database (VPD). Oracle Fusion Applications deploys with the ODV enabled when it is installed.






offline backup

A mode of backup for your Oracle Fusion Applications Environment in which you must first shut down the environment. The Administration Server, all Managed Servers in the domain, and all system components in the Oracle instances should be shut down.






OLTP

Online Transaction Processing. OLTP systems are one of the most common data processing systems in today's enterprises. They are primarily characterized through a specific data usage that is different from data warehousing environments, yet some of the characters, such as having large volumes of data and lifecycle-related data usage and importance, are identical. Main characteristics of OLTP are short response time, small transactions, data maintenance operations, large user populations, high concurrency, large data volumes, high availability, and lifecycle related data usage.






online backup

A mode of backup for your Oracle Fusion Applications environment in which you do not shut down the environment before backing up the files. To avoid an inconsistent backup, do not make any configuration changes until the backup is completed. To ensure that no changes are made in the Oracle WebLogic Server Domain, lock the WebLogic Server configuration.






Online Transaction Processing (OLTP)

See OLTP.






OPMN

Oracle Process Manager and Notification Server. A process management tool that manages all system components (server processes), and supports both local and distributed process management, automatic process recycling and the communication of process state (up, down, starting, stopping). OPMN detects process unavailability and automatically restarts processes).






Oracle Database Vault (ODV)

See ODV.






Oracle Diagnostic Logging (ODL)

See ODL.






Oracle Process Manager and Notification Server (OPMN)

See OPMN.






Oracle Real Application Clusters (RAC)

See RAC.






Oracle WebLogic Server domain

The basic administration unit for WebLogic Server instances. A domain consists of one or more WebLogic Server instances (and their associated resources) that you manage with a single Administration Server. You can define multiple domains based on different system administrators' responsibilities, application boundaries, or geographical locations of servers. Conversely, you can use a single domain to centralize all WebLogic Server administration activities.






Oracle WebLogic Scripting Tool (WLST)

See WLST.






PEM

Privacy-enhanced Electronic Mail. An encryption technique that provides encryption, authentication, message integrity, and key management.






personally Identifiable Information (PII)

See PII






PGA

Program Global Area. A memory buffer that contains data and control information for a server process. A PGA is created when a server process is started.






PII

Personally identifiable information. Information that can be used to uniquely identify, contact, or locate a single person or can be used with other sources to uniquely identify an individual.






post-processing function (PPF)

See PPF.






PPF

Post-processing function. This is a special case of a user-defined function. A post processing function is called after the mask value is generated using the specified format. The function takes the generated mask value and further modifies it to produce the actual mask value.






Privacy-enhanced Electronic Mail (PEM)

See PEM.






privilege

Entitlement (or permission set).






product family

Combinations of one or more Java EE applications specific to Oracle Fusion Applications.






product offering

Groups of features within an installation of Oracle Fusion Applications which represent the highest-level collection of functionality that you can license and implement.






Program Global Area (PGA)

See PGA.






provisioning

The entire set of operations required to install, configure, and deploy applications product offerings from a system point of view. It performs these operations:

	
Installation provides the operations related to laying down all the component needed to create an Oracle Fusion Applications environment.


	
Configuration tailors components based on the applications topology, the creation of Oracle WebLogic Server Managed Servers and clusters, and the updating of endpoints and virtual hosts.


	
Deployment starts the Managed Servers and clusters and facilitates the actual use of product offerings.









purge policies

Allow the scheduling service to remove scheduled jobs according to specified criteria. For example, a purge policy might specify the retention of all Java type job requests using a particular job definition submitted executed by a given application for three days. Another purge policy might retain a particular type of job request, say, all SQL job requests in a successful state, for only one day. You can also specify the frequency at which the purge policy is to run.






query optimizer

Determines the best and most efficient way to retrieve the results of an SQL statement. It compares the cost of all possible approaches and chooses the approach with the least cost. The query optimizer is responsible for generating an execution plan.






RAC

Real Application Clusters. Oracle RAC allows the Oracle Database to run any packaged or custom application across a set of clustered servers. This capability provides the highest levels of availability and the most flexible scalability. If a clustered server fails, Oracle Database continues running on the surviving servers. When more processing power is needed, you can add another server without interrupting access to data.






RCU

Repository Creation Utility. Oracle Fusion Applications RCU is a utility that loads applications and middleware content into the database. The process of running Applications RCU creates the applications and middleware schemas, loads seed data, and creates the tablespaces, as well as other required packages.






RDA

Remote Diagnostic Agent. Provides a suite of data collection and diagnostic scripts that aid in the analysis and support of Oracle products.






Recovery Manager (RMAN)

See RMAN.






Remote Diagnostic Agent (RDA)

See RDA.






Repository Creation Utility (RCU)

See RCU.






RMAN

Recovery Manager. You can use Oracle Recovery Manager to recover database-based metadata repositories and Oracle Fusion Applications Databases.






SAML

Security Assertion Markup Language. Defines a framework for exchanging security information between online business partners.






SBC

Session Border Controller. A piece of equipment that is deployed at the border of the network and controls the signaling and media across network address translation (NAT) devices and firewall boundaries. In addition, it prevents unauthorized access and denial of service (DoS) attacks.






Security Assertion Markup Language (SAML)

See SAML.






Secure Socket Layer (SSL)

See SSL.






server parameter file

A binary file that can be written to and read by the database. It must not be edited manually. It is stored on the host system on which Oracle Database is running. Changes are made when you use Database Control to modify one or more initialization parameters, or when Oracle Database itself makes changes for self-tuning purposes. Any changes to it persist across database shutdown and startup operations.






Service-Oriented Architecture (SOA)

See SOA.






Session Border Controller (SBC)

See SBC.






SGA

System Global Area. A group of shared memory structures that contains data and control information for one Oracle Database instance. If multiple users are concurrently connected to the same instance, the data in the instance SGA is shared among the users. Consequently, the SGA is sometimes referred to as the shared global area. The combination of the background processes and memory buffers is called an Oracle instance.






Simple Object Access Protocol (SOAP)

See SOAP.






snapshot (in Content Movement)

An image of a Fusion Applications instance at a moment in time, which can be used as the source for a content movement.Used in the Enterprise Manager Cloud Control interface.






SOA

Service-Oriented Architecture. A design methodology aimed at maximizing the reuse of application services.






SOAP

Simple Object Access Protocol. A protocol for sending and receiving requests and responses across the Internet. It is based on XML and simple transport protocols, so it is not blocked by firewalls. SOAP is independent of operating system, implementation language, or any single object model.






SSL

Secure Socket Layer. An industry standard protocol designed by Netscape Communications Corporation for securing network connections. SSL provides authentication, encryption, and data integrity using public key infrastructure (PKI).






standard binding mode

The default mode of binding a work assignment to a request processor. Standard binding mode allows the request processor to process job requests as defined by the specialization rules when an active workshift is defined. If a job request is specialized to two different work assignments, either of those work assignments or the default work assignment can process the job request.






System Global Area (SGA)

See SGA.






task role

See duty role.






TDE

Transparent Data Encryption. TDE prevents access to PII in the file system or on backups or disk. It also protects confidential data, such as credit card and social security numbers. TDE also encrypts sensitive table data stored in data files at the tablespace level.






Thread ID (TID)

See TID






TID

Thread ID. A unique identifier for the thread within the java process where the message was generated.






Transparent Data Encryption (TDE)

See TDE.






UDF

User-Defined Function. Takes the original value, the row id, and column name to generate the mask value. A single column format can be a combination of one or more formats including UDF.






User-Defined Function (UDF)

See UDF.






Virtual Private Database (VPD)

See VPD.






VPD

Virtual Private Database. A feature for ASPs that want to leverage the Oracle database to host their customers. Essentially, it uses one physical database instance for all customers, but to each customer it looks as if they have their own database. Users cannot see any information that is not meant for them and complete customer isolation is achieved. It requires little to no changes in the core application to take effect as most of the work is done at the database level. Implementing VPD basically requires two key steps: adding a context column (for example, company name) to all the database tables, and implementing a policy to restrict queries on each table based on the context of the logged in user. VPD provides highly secure, full subscriber isolation using this method.






WLST

Oracle WebLogic Scripting Tool. A command line tool for managing Oracle Fusion Middleware components, such as Oracle WebCenter.






work allocation

The process of defining constraints on where and when jobs run as well as the amount of resources that can be used to process the jobs. This process includes creating a work assignment, and the binding the work assignment to a request processor.






work assignments

Rules that govern the execution and binding of jobs to a particular server and request processor.






workshift

Temporal window of time during which jobs can processed and what resources can be used during those periods. The resources defined in a workshift include threads, which are a local resource of the request processor, and asynchronous workers, a global resource. The number of asynchronous workers can be specified to throttle the use of a shared global resource, such as database jobs.






XA transaction

An XA transaction is a global transaction that may span multiple resources.









15 Managing Oracle Fusion Applications Log Files


This chapter describes how to use incidents, log files, and QuickTrace to support normal operations for Oracle Fusion Applications and to prepare for future troubleshooting.

This chapter contains the following topics:

	
Section 15.1, "Overview of Oracle Fusion Applications Incidents, Logging, and QuickTrace"


	
Section 15.2, "Understanding Oracle Fusion Applications Log Files and Log Messages"


	
Section 15.3, "Viewing and Searching Log Files During Normal Operation"


	
Section 15.4, "Configuring Settings for Log Files During Normal Operation"




For information about using diagnostics tests to support normal operations for Oracle Fusion Applications, see Chapter 16. For information about troubleshooting using log settings, log files, the QuickTrace feature (in-memory logging), diagnostic tests, and incidents, see Chapter 17.



15.1 Overview of Oracle Fusion Applications Incidents, Logging, and QuickTrace

Incidents, log files, and QuickTrace can all help you administer Oracle Fusion Applications. If your Oracle Fusion Applications environment includes Oracle Enterprise Manager Cloud Control (Cloud Control), then you can also use Support Workbench to help you investigate, report, and resolve problems.

Incidents are collections of information about error conditions. It is strongly recommended that you follow Information Technology Infrastructure Library (ITIL) best practices by establishing a help desk or service desk within your organization to support Oracle Fusion Applications, and have the help desk personnel use incidents to track the troubleshooting and resolution of all problems. Some incidents are created and gather information automatically when problems occur. For example, the information associated with an automatically created incident may include detailed operational information collected by the QuickTrace (in-memory logging) feature for Oracle Fusion Applications. For problems that do not automatically create incidents, administrators or help desk personnel can manually create incidents and manually gather and add related system information.

Log files contain information about both normal and problematic events. Log files can help you both to monitor normal operations and to diagnose and address some problems yourself. For example, log messages that state that a service cannot be reached might indicate a hardware failure. If you discover a more complex issue, then Oracle Support personnel may use log files to trace the execution code paths of relevant requests, as part of diagnosing the problem. Log files are particularly helpful if your Oracle implementation contains custom code that needs debugging, especially when using a debugger is not feasible, such as on a production system.

The QuickTrace (in-memory logging) feature continuously records a specified level of log detail in an area of memory. The memory is recycled on an ongoing basis, with the oldest information being deleted or overwritten first. Because QuickTrace writes to memory instead of to a log file, it can gather operational information continuously without significantly affecting system performance. The information that QuickTrace stores in memory is written to disk only when an incident occurs or when an administrator manually dumps the contents of a QuickTrace buffer.

In Cloud Control, Support Workbench helps you investigate, report, and resolve problems (critical errors). You can use Support Workbench to perform the following kinds of operations:

	
View summary information about recent problems and incidents.


	
View detailed diagnostic data that was gathered automatically.


	
Manually trigger additional dumps of diagnostic data.


	
Connect to the Oracle Fusion Applications Diagnostic Dashboard (Diagnostic Dashboard), which provides you with additional diagnostic tests that you can run. For information about using the Diagnostic Dashboard, see Chapter 16 and Chapter 17.


	
Create or update service requests with Oracle Support, including uploading diagnostic data to Oracle




For information about using Support Workbench to administer Oracle Fusion Applications targets, specifically, see Chapter 17. For general information about using Support Workbench, see the topic "Support Workbench Page" in the Cloud Control online help and the chapter on investigating, reporting, and resolving problems in Oracle Database 2 Day DBA.






15.2 Understanding Oracle Fusion Applications Log Files and Log Messages

Log files can help you administer and support Oracle Fusion Applications over time. Oracle developers use mechanisms such as application programming interface (API) calls in Oracle Fusion Applications code to record application operations in log files and to provide error messages as appropriate.

This section contains the following topics:

	
Section 15.2.1, "Standard Log File Administration Tasks and Tools"


	
Section 15.2.2, "Log Files and Settings"


	
Section 15.2.3, "Log Message Structure"




You can set system log levels to determine how much information is logged. For more information about setting log levels, see Section 15.4.

For more information about monitoring log files, see Section 15.3 and Section 15.4.4. For more information about using logs to help diagnose a problem, see Chapter 17.

It is important to be familiar with the following additional concepts that are related to log files:

	
Seed data is information that Oracle provides to you in the form of database records. Error messages are included in seed data.


	
Profiles are settings that you can select in order to determine details of how the application operates. Oracle Fusion applications include profile options that affect how much information to log either for an entire site or for a specific user.

For more information about profiles, see Section 15.4 and the chapter about maintaining common reference objects in the Oracle Fusion Applications Common Implementation Guide.






15.2.1 Standard Log File Administration Tasks and Tools

Under ordinary circumstances, the following administrative tasks are part of the necessary setup and maintenance of Oracle Fusion Applications log files:

	
Tuning system performance by adjusting configuration settings for logs


	
Reviewing log files for general monitoring of system health


	
Searching for specific information in log files


	
Managing available disk space for log files




If your Oracle Fusion Applications environment includes Cloud Control, then you may find it convenient to use Cloud Control to monitor log files in multiple domains, simultaneously.

You can use the Oracle Enterprise Manager Fusion Applications Control (Fusion Applications Control) user interface to complete all of the tasks listed in this section, but only for one WebLogic domain at a time. In particular, you can use Fusion Applications Control to configure log profile option values for Oracle Fusion Applications, although you can also configure profile options by using the Manage Administrator Profile Values screen in the Setup and Maintenance work area. You can use either Cloud Control or Fusion Applications Control to view and search Oracle Fusion Applications log files.




	
Note:

Fusion Applications Control and Cloud Control are compliant with Information Technology Infrastructure Library (ITIL) best practices.









During troubleshooting activities, additional log administration tasks may include downloading log files from servers and packaging incidents for transmittal to Oracle Support. For more information about these activities and the tools for accomplishing them, see Chapter 17.






15.2.2 Log Files and Settings

Oracle provides settings that determine the amount of information that is gathered into the log files for your Oracle Fusion applications. You can either use the default setting values or change one or more values to adjust how much information is gathered. When your system is operating correctly, you may need log entries only for particularly important kinds of events. If your system experiences a problem, then you can temporarily increase the amount of information that is logged to get more detailed information while you attempt to reproduce and resolve the problem.

Most Oracle Fusion applications write log output in Oracle Diagnostic Logging (ODL) format. For information about the attributes that appear in standard log files for Oracle Fusion Applications, see the "Understanding ODL Messages and ODL Log Files" section in the Oracle Fusion Middleware Administrator's Guide.

Some Oracle Fusion applications use nonstandard logging mechanisms that are disabled by default. For these applications, you must turn on the logging facility when you need it and specify the kind of information that you want to record in the log file. For more information about these special logging mechanisms, see Section 15.4.6.






15.2.3 Log Message Structure

A typical log message consists of three parts:

	
Attributes that are logged by the Oracle Fusion Middleware layer or the Oracle Database layer


	
Attributes that are logged by logging APIs for Oracle Fusion Applications, including AppsLogger


	
Message text




This section contains the following topics:

	
Section 15.2.3.1, "Log Message Attributes Supplied by the Oracle Fusion Middleware and Oracle Database Layers"


	
Section 15.2.3.2, "Log Message Attributes Supplied by Logging APIs for Oracle Fusion Applications"


	
Section 15.2.3.3, "Log Message Attributes Supplied by the Application Session"


	
Section 15.2.3.4, "Log Message Attributes Supplied by Oracle Enterprise Scheduler Job Requests"


	
Section 15.2.3.5, "Log Message Attributes Supplied by SOA"






15.2.3.1 Log Message Attributes Supplied by the Oracle Fusion Middleware and Oracle Database Layers

The log message attributes logged by the Oracle Fusion Middleware layer or the Oracle Database layer may include the following:

	
Date/time: The date and time when the message was recorded in the log.


	
Component ID: The component or Oracle WebLogic Server (WebLogic Server) instance from which the message originated. For the Oracle Fusion Middleware layer, a typical value is the name of the Oracle WebLogic Server that was executing the Oracle Fusion application when the message was generated. For the database layer, a typical value is rdbms.


	
Message Type:Level: Shows the level being logged for the particular message


	
Message ID: A unique identifier for a seeded message, composed of the product code and a message number. A typical value for a message ID might be FND-12343.


	
Module ID: The system or application module that generated the message. This is usually the name of the logger object that generated the message. In some cases, the logger name may reflect the full Java class name of the application code module that was executing when the message was logged. In other cases, the logger object may generate messages for multiple Java classes.


	
Execution context ID (ECID): A global unique identifier and a sequence number of the thread of execution in which the originating component participates. The identifier can be used to correlate messages from several components that may be involved in the same thread of execution.


	
Host: The name of the host from which the message originates. For Java, this should be the value returned by the java.net.InetAddress.getLocalHost().getHostName() method.


	
Thread ID (TID): A unique identifier for the thread within the Java process where the message was generated.


	
Java EE application name: Name of a Java EE application that was executing when the message was logged.


	
User name: A unique identifier that the user enters when signing in to an Oracle Fusion application. This attribute is logged both by Oracle Fusion Middleware and by the logging APIs for Oracle Fusion Applications.


	
Selective trace ID (labeled ODL_TRACE_ID in the log file): An identifier for operations in the Oracle Fusion Middleware layer that match criteria an administrator supplied as part of a request to log additional information.




	
Note:

Selective trace operations do not affect the information that is logged from the Oracle Fusion Applications layer, but the Oracle Fusion Middleware log messages that selective tracing operations obtain are stored in the same log files as log messages from the Oracle Fusion Applications layer. Similarly, log messages from the Oracle Fusion Applications layer are listed with Oracle Fusion Middleware log messages in selective trace output if those log messages match the trace criteria that the administrator specified. For more information about selective tracing, see the "Configuring and Using Selective Tracing" section in the Oracle Fusion Middleware Administrator's Guide.

















15.2.3.2 Log Message Attributes Supplied by Logging APIs for Oracle Fusion Applications

The log message attributes logged by logging APIs for Oracle Fusion Applications include the following:

	
User Name: A unique identifier that the user enters when signing in to an Oracle Fusion application. This attribute is logged both by Oracle Fusion Middleware and by the logging APIs for Oracle Fusion Applications.


	
User GUID: A global unique identifier representing the user.


	
Role IDs: A list of IDs representing the job roles granted to the user.


	
Session ID: A unique identifier for the application user session.


	
Thread Name: A name that identifies the thread generating the log in Java Virtual Machine (JVM). Applies only to Oracle Fusion applications that are written in Java. Logging APIs for Oracle Fusion applications that are written in C and PL/SQL do not populate this attribute.


	
Apps Source: The portion of the Oracle Fusion Applications code that is executing when the message is logged.


	
Apps Auto Log: Indicates whether the message being logged was logged implicitly.


	
DB Connection URL: The URL connection string for the application database data source.




Depending on the value of the AFLOG_EXTENDED_ENABLED profile option, the following supplemental attributes may also be logged:

	
Message Cause: The reason that the message is being logged.


	
Admin Action: Recommended follow-up action for Oracle Fusion Applications administrators.


	
Admin Details: Additional information for administrators about the condition being logged.


	
User Action: Recommended follow-up action for Oracle Fusion Applications users.


	
User Details: Additional information for users about the condition being logged.




For more information about how the AFLOG_EXTENDED_ENABLED profile option affects the logging of these supplemental attributes, see Section 15.4.1.






15.2.3.3 Log Message Attributes Supplied by the Application Session

The log message attributes logged by the application session include the following:

	
Product Family: The name of the product family that is executing when the message is logged.


	
Product: The name of the product that is executing when the message is logged.









15.2.3.4 Log Message Attributes Supplied by Oracle Enterprise Scheduler Job Requests

The following attributes appear in the log if the log entry is written from an Oracle Enterprise Scheduler job request.

	
Job Request ID: The identifier of the Oracle Enterprise Scheduler job request that is being executed when this message is logged.


	
Job Definition Name: The name of the Oracle Enterprise Scheduler job definition. A job definition is the smallest unit of work that is performed in the context of the client application.


	
Job Package Name: The package location of the Oracle Enterprise Scheduler job definition that is executing when this message is logged.


	
Job Definition Application: The application that owns the Oracle Enterprise Scheduler job.









15.2.3.5 Log Message Attributes Supplied by SOA

The following attributes appear in the log if the log entry is written from SOA:

	
SOA Composite Name: The name of the SOA Composite that is executing when the message is logged


	
SOA Component Name: The name of the SOA Component that is executing when the message is logged


	
SOA Composite Instance ID: The instance ID of the SOA Composite that is executing when the message is logged


	
SOA Component Instance ID: The instance ID of the SOA Component that is executing when the message is logged


	
Log Token Map: One or more primary key values for the logical entity that a BPEL process is handling when the message is logged. Oracle Support may require this information for troubleshooting purposes.













15.3 Viewing and Searching Log Files During Normal Operation

To view and search Oracle Fusion application log files effectively, it is important to be familiar with the software that is available for working with log files. You may also find it helpful to know where log files are stored for various application modules.

This section contains the following topics:

	
Section 15.3.1, "Viewing Logs from Fusion Applications Control"


	
Section 15.3.2, "Searching for Specific Information in Log Files within a Single Domain"


	
Section 15.3.3, "Searching for Specific Information in Log Files Across Multiple Domains"


	
Section 15.3.4, "Saving Log Search Criteria for Reuse"


	
Section 15.3.5, "Reusing Saved Log Search Criteria"


	
Section 15.3.6, "Typical Log File Locations"


	
Section 15.3.7, "Location of Logged Information When Using Multiple Managed Servers"







	
Note:

Each Oracle Fusion Applications module is written in one of the following code languages: Java, SOA, PL/SQL, or C. Details of logging vary depending on the coding language of the application module.

In general, you can administer logging for Oracle Fusion Applications without knowing which programming language implements particular modules. However, it is important to become familiar with the configuration settings and log file locations used for each language, so you can monitor or adjust all relevant parts of the system when necessary.











15.3.1 Viewing Logs from Fusion Applications Control

When you want to view log files for one Oracle Fusion Applications product family or product that uses standard logging functionality, one typical way that you can view the log files is to use Fusion Applications Control.

By default, you can use Fusion Applications Control to view standard log files for the Oracle WebLogic Servers that host Oracle Fusion applications and standard log files generated by Java code within Oracle Fusion applications. In addition, you can configure your system to allow Fusion Applications Control to view log files generated by PL/SQL or C code within Oracle Fusion applications. For more information about how to configure this capability, see Section 15.4.7.

From Fusion Applications Control, you can view log messages for different system components by selecting different targets. In the product family part of the navigation tree, the following target types allow viewing of log messages for Oracle Fusion Applications:

	
An entire product family. When you select this target type and view log files, you view the aggregated logs for all of the servers and clusters in the selected product family's domain.


	
A particular Oracle Fusion application, such as Procurement, sometimes called an Oracle Fusion Applications cluster application. When you select this target type and view log files, you view the aggregated logs for all of the servers in the selected cluster.


	
A particular instance of an Oracle Fusion application deployed to a Managed Server. When you select this target type and view log files, you view the log for the selected individual Managed Server.




The Fusion Applications Control page also gives you access to log files for the following target types in the farm part of the navigation tree, but the functionality used to view those logs is part of Fusion Middleware Control.

	
A particular Oracle WebLogic Server domain


	
A particular server cluster


	
A particular server within a particular server cluster







	
Note:

For information about viewing Oracle Fusion Middleware log files, including log files for Oracle Enterprise Scheduler and Oracle Enterprise Crawl and Search Framework, see the "Viewing and Searching Log Files" and "Viewing Log Files and Their Messages Using Fusion Middleware Control" sections in the Oracle Fusion Middleware Administrator's Guide.









To view the contents of Oracle Fusion Applications logs from Fusion Applications Control:

	
From the navigation pane, select the target for which you want to display log contents.

In the part of the navigation tree for the product family, you can display logs for the following kinds of targets:

	
A product family target lets you display the aggregated log entries for all of the Oracle Fusion applications in the selected product family. For example, Financials is a product family target that appears as a top-level folder in the navigation tree.


	
An Oracle Fusion Applications cluster application target lets you display the aggregated logs for all of the Managed Servers that run the selected application, including the logs for any other Oracle Fusion applications that run on those Managed Servers. For example, if you expand the product family, Financials, and then expand Fusion Applications, then PayablesApp is a cluster application target.


	
An Oracle Fusion application instance target lets you display the log entries for the selected application on the selected sever. For example, if you expand the product family, Financials, and then expand Fusion Applications, and then expand PayablesApp, then PayablesApp (PayablesServer_1) is an application instance target.







	
Note:

When you select a target, the header of the context pane displays a dropdown menu name that depends on the target type:

	
For a product family target, the menu name is Product Family.


	
For an Oracle Fusion Applications cluster application target, the menu name is Fusion Cluster Application.


	
For an Oracle Fusion application instance target, the menu name is Fusion J2EE Application.












Alternatively, if you want to view a log file for an Oracle Fusion Middleware target, then you can select such a target from the farm part of the navigation tree. For more information about viewing log files for Oracle Fusion Middleware components, see the "Viewing Log Files and Their Messages Using Fusion Middleware Control" section in the Oracle Fusion Middleware Administrator's Guide.


	
In the context pane, from the dynamic target menu, choose Logs > View Log Messages to display the log messages screen.









15.3.2 Searching for Specific Information in Log Files within a Single Domain

For most Oracle Fusion applications, you can use Fusion Applications Control to search for log messages that have specific characteristics. Searches that use Fusion Applications Control are similar to searches that use Fusion Middleware Control. For more information about these searches, see the "Viewing and Searching Log Files" section in the Oracle Fusion Middleware Administrator's Guide.

By default, you can use Fusion Applications Control to search standard log files for Oracle Fusion applications that are written in Java and the Oracle WebLogic Servers that host those applications. You can configure your system to allow Fusion Applications Control to search log files for Oracle Fusion applications that are written in PL/SQL or C. For more information about the necessary configuration steps for PL/SQL and C logs, see Section 15.4.7.

To search standard Oracle Fusion Applications log files using Fusion Applications Control:

	
From the navigation pane for Fusion Applications Control, select the target for which you want to search log contents.

For your target, you can select a product family such as Financials, an Oracle Fusion Applications cluster application such as LedgerApp, or an Oracle Fusion application instance such as LedgerApp (LedgerServer_1). For information about searching log files in multiple domains, using a Fusion Instance target, see Section 15.3.3.




	
Note:

When you select a target, the header of the context pane displays a dropdown menu name that depends on the target type:

	
For a product family target, the menu name is Product Family.


	
For an Oracle Fusion Applications cluster application target, the menu name is Fusion Cluster Application.


	
For an Oracle Fusion application instance target, the menu name is Fusion J2EE Application.












For example, if you want to search the aggregated log entries for all of the Oracle Fusion applications in the Financials product family, then you select the Financials entry in the navigation tree. The Product Family dropdown menu appears under Financials in the context pane header.

If you want to search the aggregated logs for the Ledger cluster application, then you expand the Financials entry in the navigation tree, then expand the Fusion Applications entry, and then select LedgerApp. The Fusion Cluster Application dropdown menu appears under LedgerApp in the context pane header.

If you would rather search the Ledger application log entries for only a particular server, then you expand the Financials entry in the navigation tree, then expand the Fusion Applications entry, then expand the LedgerApp entry, and then select the individual LedgerApp Managed Server for the log you want to search. The Fusion J2EE Application dropdown menu appears under LedgerApp in the context pane header.


	
In the context pane, from the dynamic target menu, choose Logs > View Log Messages.

If you selected an Oracle Fusion application as your target, then the content pane displays the aggregated log messages from all of the servers for the Oracle Fusion application that you selected.

If you selected an individual Oracle Fusion application instance running on a particular Managed Server as your target, then the content pane displays the log messages for the selected Oracle Fusion application operations that were handled by the selected server.

If you selected a product family such as Financials as your target, then the content pane displays the aggregated log messages for all of the Managed Servers that handle Oracle Fusion applications in the selected product family.


	
If necessary, expand the Search area of the content pane.


	
If you selected an Oracle Fusion application instance in Step 1, skip to Step 5.

If you selected a product family or Oracle Fusion Applications cluster application in Step 1, then complete the following substeps to determine which members of the selected target will be included in the log search:

	
Expand the Selected Targets section of the Search area.


	
If you want to search the log files for only some of the listed target members, then select the ones you want to omit from the search and click Remove.


	
If you want the log search operation to search log files that are not currently listed, then click Add, select the additional targets that you want to search, and click Select.


	
Go to Step 5.





	
Enter or select applicable search criteria in any visible search fields, such as the following fields that are visible by default:

	
In the Date Range fields, specify the time period for which you want to display log messages.

To specify a specific number of the most recent minutes, hours, or days, select Most Recent from the dropdown list, enter your preferred number, and select the appropriate time units.

To specify the time period using starting and ending dates and times, select Time Interval from the dropdown list and enter the starting and ending dates and times.


	
In the Message Types field, select one or more checkboxes to specify the kinds of log messages that you want to display.


	
In the Message fields specify some or all of the message text in the log messages that you want to display.

If you select either the matches search operator or the does not match search operator, then you must either specify the full text of the message, or you must use a standard Java language expression to specify the characteristics of the missing text. For example, in standard Java expressions, the period (.) acts as a wildcard that matches most single characters, and the combination of a period and an asterisk (.*) acts as a wildcard to match any string of characters.

In contrast, the following search operators contain implicit wildcard semantics. You do not need wildcard characters or other Java expressions when you use any of these operators to search for a part of the text of a message:

	
contains


	
does not contain


	
starts with


	
does not start with


	
ends with


	
does not end with







	
Note:

If you search for multiple values within a single search field, using commas to separate the values, then the search results display log entries that match any of the criteria specified for that field (logical OR). However, if you specify criteria in multiple search fields, then the search results display only log entries that match specified criteria in all of those search fields (logical AND).













	
If you want to use search criteria in fields that are not currently visible, then complete the following substeps; otherwise, skip this step.

	
Click Add Fields.


	
Select one or more checkboxes for the additional fields you want to use in your search, and then click Add.

For example, you might select ECID to search for all log messages that are associated with a particular execution context identifier.


	
In each field that you added, specify the value that you want the search to match.

For example, you might enter the ECID value of 004bYSyedEi3v1A5Jb8Dyf0002kx003XFf.





	
Click Search.









15.3.3 Searching for Specific Information in Log Files Across Multiple Domains

If your Oracle Fusion Applications environment includes Cloud Control, then you can use Cloud Control to search for information in the log files of multiple domains within a single Fusion instance.

To search standard Oracle Fusion Applications log files in multiple domains using Cloud Control:

	
In Cloud Control, from the Target menu, choose Fusion Applications.


	
In the list of Oracle Fusion instances and Oracle Fusion Applications product families, click the name of the instance that interests you.


	
From the dynamic Fusion Instance target menu, choose Logs > View Log Messages.


	
If it is collapsed, then expand the Search area of the Log Messages pane.


	
Expand the Selected Targets part of the Search area, and make sure that it lists the targets for all of the log files that you want to search:

	
If you want to search the log files for only some of the listed target members, then select the ones you want to omit from the search and click Remove.


	
If you want the log search operation to search log files that are not currently listed, then click Add, select the additional targets that you want to search, and click Select.





	
Enter or select applicable search criteria in any of the visible search fields, such as the following fields that are visible by default:

	
In the Date Range fields, specify the time period for which you want to display log messages.

To specify a specific number of the most recent minutes, hours, or days, select Most Recent from the dropdown list, enter your preferred number, and select the appropriate time units.

To specify the time period using starting and ending dates and times, select Time Interval from the dropdown list and enter the starting and ending dates and times.


	
In the Message Types field, select one or more checkboxes to specify the kinds of log messages that you want to display.


	
In the Message fields, specify some or all of the message text in the log messages that you want to display.

If you select either the matches search operator or the does not match search operator, then you must either specify the full text of the message, or you must use a standard Java language expression to specify the characteristics of the missing text. For example, in standard Java expressions, the period (.) acts as a wildcard that matches most single characters, and the combination of a period and an asterisk (.*) acts as a wildcard to match any string of characters.

In contrast, the following search operators contain implicit wildcard semantics. You do not need wildcard characters or other Java expressions when you use any of these operators to search for a part of the text of a message:

	
contains


	
does not contain


	
starts with


	
does not start with


	
ends with


	
does not end with







	
Note:

If you search for multiple values within a single search field, using commas to separate the values, then the search results display log entries that match any of the criteria specified for that field (logical OR). However, if you specify criteria in multiple search fields, then the search results display only log entries that match specified criteria in all of those search fields (logical AND).













	
If you want to use search criteria in fields that are not currently visible, then complete the following substeps; otherwise, skip this step.

	
Click Add Fields.


	
Select one or more checkboxes for the additional fields you want to use in your search, and then click Add.

For example, you might select ECID to search for all log messages that are associated with a particular execution context identifier.


	
In each field that you added, specify the value that you want the search to match.

For example, you might enter the ECID value of 004bYSyedEi3v1A5Jb8Dyf0002kx003XFf.





	
Click Search.









15.3.4 Saving Log Search Criteria for Reuse

If your Oracle Fusion Applications environment includes Cloud Control, then you can use Cloud Control to save log search criteria so that repeating the same search is more convenient in the future.

To save log search criteria using Cloud Control:

	
Make sure that you are logged into Cloud Control as the user who will need to reuse the criteria that you plan to save.

Only the user who saves a set of log search criteria can reuse that set.


	
Decide upon the target for which you expect to need repeated log searches.

For example, you might want to save a log search for a target about which you have repeatedly received alert notifications.




	
Note:

For maximum flexibility when reusing search criteria, you may want to use the highest level target that you expect to be applicable. Such a saved log search can be reused for the selected target or any target beneath it in the hierarchical navigation tree.

For example, if you save log search criteria for a particular Oracle Fusion Applications cluster application, then you can reuse those saved search criteria for that same cluster application or for any Managed Server within that cluster.










	
Use either of the following methods to navigate to a screen where you can specify log search criteria for your preferred target:

	
From the Target menu, choose Fusion Applications, and then expand the hierarchical navigation tree, select your preferred target, and choose Logs > View Log Messages from the dynamic target menu.


	
From the Enterprise menu, choose Monitoring > Logs, and then expand the Selected Targets section and add your preferred target.





	
Enter or select the desired search criteria in all applicable search fields.

For more information about these fields, see Section 15.3.3.


	
Click Search.


	
Review the search results to make sure that you specified the target and search criteria that you want to save, then click Save Search.

A confirmation message appears, including the default name for the saved search, which can include lengthy information about the criteria you used.




	
Note:

If the Save Search button is not available, then the system has not detected any change in target or search criteria since your last log search. To reenable the Save Search button, select a different target or specify different search criteria.










	
To assign the saved search a more convenient name, complete the following sub-steps:

	
From the Saved Searches dropdown list, select Manage Saved Searches.


	
In the Manage Favorites dialog, click the first column of the table row that lists the saved search that you want to rename.

If the list of saved searches is long, you can click the query by example button and use standard techniques to help you locate the saved search that interests you.


	
In the Name field, enter a new name for the saved search.

Saved log search names can be up to 256 characters long. It is recommended that you specify a name that will help you remember the target that the search applies to, as well as the search criteria.




	
Note:

The name is the only characteristic of a saved log search that you can modify. To save different search criteria, or to save the same criteria for a different target, you must create a new saved search by repeating all steps of this procedure, starting with Step 1.










	
Click OK.







For information about using saved log search criteria, see Section 15.3.5






15.3.5 Reusing Saved Log Search Criteria

If your Oracle Fusion Applications environment includes Cloud Control, then you can reuse saved log search criteria. For information about saving log search criteria, see Section 15.3.4.

To repeat a log search that you previously saved using Cloud Control:

	
Make sure that you are logged into Cloud Control as the user who saved the search criteria that you want to reuse.

Only the user who saved a set of log search criteria can reuse that set.


	
Use either of the following methods to navigate to a screen where you can specify log search criteria for your preferred target:

	
From the Target menu, choose Fusion Applications, and then expand the hierarchical navigation tree, select your preferred target, and choose Logs > View Log Messages from the dynamic target menu.


	
From the Enterprise menu, choose Monitoring > Logs, and then expand the Selected Targets section and add your preferred target.







	
Note:

For the search to be effective, the target that you select must be either the target for which the search criteria were originally saved, or a target that is below the original target in the hierarchical navigation tree.

For example, if you originally saved the search for a cluster application target, you can reuse that search only for the same cluster or for a Managed Server that belongs to that cluster.










	
From the Saved Searches dropdown list, select the saved search for the search criteria that you want to reuse.




	
Note:

The Saved Searches dropdown list contains all of the log searches that the current user previously saved, regardless of the saved or current target contexts.









Provided that the current target is either the target for which the selected search was saved or a target that is below the original target in the hierarchical navigation tree, then the search is reexecuted as soon as you select the saved search that you want to reuse.

If the current target is below the originally saved target in the navigation tree, then the reexecuted search uses only the saved search criteria that apply to the subsidiary target.

If the current target is not either the target for which the selected search was saved or a target that is below the original target in the hierarchical navigation tree, then the search is not executed.


	
If some of the saved search criteria did not apply to your currently selected target, and if you want to save just the applicable search criteria and current target context, then click Save Search.


	
To assign the new saved search a more convenient name, complete the following sub-steps:

	
From the Saved Searches dropdown list, select Manage Saved Searches.


	
In the Manage Favorites dialog, click the first column of the table row that lists the saved search that you want to rename.

If the list of saved searches is long, you can click the query by example button and use standard techniques to help you locate the saved search that interests you.


	
In the Name field, enter a new name for the saved search.

It is recommended that you choose a name that will help you remember the target that the search applies to, as well as the search criteria.


	
Click OK.












15.3.6 Typical Log File Locations




	
Note:

The following information is provided for reference purposes. For maximum clarity and convenience, it is recommended that you use Fusion Applications Control to work with Oracle Fusion Applications log files, rather than working directly with the log files.









Each Oracle Fusion application runs in one or more logical Managed Servers. Each Managed Server is dedicated to a single Oracle Fusion application. Different Managed Servers do not typically share log files with each other, even if they are running on the same physical server computer.

Most Oracle Fusion Applications code modules use standard logging code. On each Managed Server, all Java and SOA application code modules that use standard logging code write log entries to a single file. The location of this file is specified by a log_handler entry in a logging.xml file. The default location for the logging.xml file is as follows, where DOMAIN_HOME is the path to your Oracle WebLogic Server (WebLogic Server) domain, and WebLogic_Server_Name is the name of the WebLogic Server that uses the logging.xml file:


DOMAIN_HOME/config/fmwconfig/servers/WebLogic_Server_Name/logging.xml


Example 15-1 shows a typical log_handler entry in the logging.xml file, which includes the path and file name of the log file.


Example 15-1 Typical log_handler Entry Showing Log File Name and Location


<log_handlers>
  <log_handler name='apps-handler' class='oracle.core.ojdl.logging.ODLHandlerFactory'>
    <property name='path' value='${domain.home}/servers/${weblogic.Name}/logs/apps/
       ${weblogic.Name}-diagnostic.log'/>
    <property name='maxFileSize' value='10485760'/>
    <property name='maxLogSize' value='104857600'/>
    <property name='encoding' value='UTF-8'/>
    <property name='supplem8entalAttributes' value='APPS_USER_NAME, 
APPS_SESSION_ID, APPS_THREAD_NAME, APPS_SOURCE, APPS_USER_ID, APPS_AUTO_LOG, 
APPS_JOB_REQUEST_ID, APPS_JOB_DEFINITION_NAME, APPS_JOB_PACKAGE_NAME, 
APPS_JOB_DEFINITION_APP, APPS_COMPOSITE_NAME, APPS_COMPONENT_NAME, 
APPS_COMPOSITE_INSTANCE_ID, APPS_COMPONENT_INSTANCE_ID, APPS_PRODUCT_FAMILY, 
APPS_PRODUCT, APPS_INDUSTRY, APPS_TERRITORY, APPS_DB_CONNECTION_URL, 
APPS_MESSAGE_CAUSE, APPS_USER_ACTION, APPS_ADMIN_ACTION, APPS_USER_DETAILS, 
APPS_ADMIN_DETAILS, APPS_LOG_TOKEN_MAP'/>
  </log_handler>
</log_handlers>




Example 15-2 shows the default location for the standard log file is as follows, for Oracle Fusion applications that are implemented in Java and SOA, where DOMAIN_HOME is the path to your Oracle WebLogic Server domain:


Example 15-2 Default Log File Location for Oracle Fusion Applications Implemented in Java and SOA


DOMAIN_HOME/servers/domain_name/logs/apps/server_name-diagnostic.log




For Oracle Fusion Applications code modules that are implemented in PL/SQL, the location of the standard log file is set by the AFLOG_PLSQL_FILENAME profile option. By default, the value of this profile option is APPLLOG_DIR/diagnostic.log, where APPLLOG_DIR is a directory object that was defined as a custom variable through the use of the Oracle Fusion Applications Repository Creation Utility during installation. For more information about directory objects, see the section about the CREATE DIRECTORY command in the Oracle Database SQL Language Reference

For Oracle Fusion Applications code modules that are implemented in C, the location of the standard log file is set by the AFLOG_FILENAME profile option. By default, the value of this profile option is diagnostic.log, but it is recommended that you set the value to directory_path/Cdiagnostic.log, where directory_path is a location that can be written to by all system users and by the Managed Server where Oracle Enterprise Scheduler is deployed for your Oracle Fusion applications. For example, you might set the value of directory_path to /tmp, or to an explicitly specified directory path that corresponds to the value of the APPLCP_DIR custom variable that was defined through the use of the Oracle Fusion Applications Repository Creation Utility during installation.

By default, the following Oracle Fusion Applications code modules do not write log entries. If you configure these modules to write log entries, then the entries for those modules are written to nonstandard log file locations. These modules do not specify any configuration settings using the standard logging.xml file:

	
Oracle Fusion Global Payroll




	
Note:

For optimum performance, it is recommended that you use the logging functionality that is available in the Oracle Fusion Global Payroll application only when troubleshooting an existing problem. For more information about using this feature and viewing the results, see Section 17.3.10 and Section 17.5.2.










	
The following kinds of batch jobs for Oracle Fusion Incentive Compensation:

	
Calculation


	
Classification


	
Collection


	
Crediting


	
Rollup







	
Note:

For optimum performance, it is recommended that you use the logging functionality that is available for these kinds of Oracle Fusion Incentive Compensation batch jobs only when troubleshooting an existing problem. For more information about using this feature and viewing the results, see Section 17.3.11 and Section 17.5.3.










	
The following kinds of batch jobs for Oracle Fusion General Ledger:

	
OpenPeriod


	
Posting


	
Translation


	
Close Process - Create Income Statement Closing Journals


	
Close Process - Create Balance Sheet Closing Journals







	
Note:

For optimum performance and log file sizes, it is recommended that you use the logging functionality for these kinds of Oracle Fusion General Ledger batch jobs only when troubleshooting an existing problem. For more information about using this feature and viewing the results, see Section 17.3.12.










	
The AutoInvoice portion of the Oracle Fusion Receivables application




	
Note:

The amount of information that is logged for AutoInvoice depends on the value of the Log File Message Level system option setting for each business unit. Any AutoInvoice log messages that meet the level requirements are written to the standard log file for Oracle Enterprise Scheduler.

For more information about configuring the Log File Message Level system option setting, see Section 15.4.6.4. For more information about adjusting this setting for troubleshooting and viewing the results, see Section 17.3.13.

















15.3.7 Location of Logged Information When Using Multiple Managed Servers




	
Note:

The following information is provided for reference purposes. For maximum clarity and convenience, it is recommended that you use Fusion Applications Control to work with Oracle Fusion Applications log files, rather than working directly with the log files.









If an Oracle Fusion application is deployed to multiple Managed Servers in a cluster domain, each Managed Server records log entries in its own log file, for the transactions or other operations handled by that server.

For your convenience in monitoring Oracle Fusion applications that run on multiple Managed Servers, Fusion Applications Control lets you view either individual standard log files for individual Managed Servers or the aggregated contents of the standard log files of all of the servers in the cluster domain. The aggregated log is especially useful if you need to find a particular log entry but do not know which Managed Server recorded it. For more information about viewing log files, see Section 15.3.1.

Fusion Applications Control does not currently support viewing the contents of any nonstandard log files generated by Oracle Fusion Incentive Compensation, Oracle Fusion General Ledger, or the AutoInvoice portion of the Oracle Fusion Receivables application. For information about viewing nonstandard log files for Oracle Fusion Incentive Compensation, see Section 17.5.3. For information about viewing nonstandard log files for Oracle Fusion General Ledger, see Section 17.3.12. Log entries for the AutoInvoice portion of Oracle Fusion Receivables are placed in the standard log file for Oracle Enterprise Scheduler. For information about viewing Oracle Fusion Middleware log files, including log files for Oracle Enterprise Scheduler, see the "Viewing and Searching Log Files" section in the Oracle Fusion Middleware Administrator's Guide. For information about viewing nonstandard log files for Oracle Fusion Global Payroll, see Section 17.5.2.




	
Note:

When an Oracle Fusion application is deployed to multiple Managed Servers in a cluster domain, it is recommended that you set the log level to the same value for all of the Managed Servers, so that all of the servers will log comparable amounts and kinds of information. However, you can configure each Managed Server's log level independently, if you have a reason to do so.
















15.4 Configuring Settings for Log Files During Normal Operation

Although critical business logic sections of Oracle Fusion applications may write more information to log files than less critical areas of the application code, the amount of information that Oracle Fusion applications log depends primarily on how the environment is configured. Oracle supplies default values for log settings, but you can specify different setting values if you want to adjust the amount of information to be logged. Most Oracle Fusion Applications components use a standard set of log configuration settings. For information about the selected components that use nonstandard log settings, see Section 15.4.6.

This section contains the following topics:

	
Section 15.4.1, "Default System Log Settings"


	
Section 15.4.2, "When Changes to Log File Configuration Settings Take Effect"


	
Section 15.4.3, "Standard Logging Levels"


	
Section 15.4.4, "Managing Log File Size and Disk Space Usage"


	
Section 15.4.5, "Using Profile Options to Configure Standard Log Settings"


	
Section 15.4.6, "Using Additional Settings to Configure Logs for Selected Components"


	
Section 15.4.7, "Configuring Access to Logs for Fusion Applications Control"




The concepts of logging levels and profile options apply to most Oracle Fusion applications. Logging levels are thresholds that can be set to control how much information to log.

To set logging levels either for a whole site or for a particular user, administrators change profile option values from either the Log Configuration dialog in Fusion Applications Control or the Manage Administrator Profile Values screen in the Setup and Maintenance work area. For more information, see the chapter on maintaining common reference objects in the Oracle Fusion Applications Common Implementation Guide.

Under certain specific conditions, Oracle Fusion Applications users can set their own profile option for logging levels, from the Troubleshooting Options dialog under the Oracle Fusion Applications Help > Troubleshooting menu. Setting a logging level for a particular user is useful if you want only that user to gather more detailed log information while attempting to reproduce a problem. However, the Help > Troubleshooting menu displays the Troubleshooting Options command only for Oracle Fusion Applications users who have a job role that is mapped to the following three duty roles:

	
Supportability Level Management Duty (CRM) (FND_SET_SUPPORTABILITY_LEVEL_DUTY_CRM)


	
Supportability Level Management Duty (FSCM) (FND_SUPPORTABILITY_LEVEL_MANAGEMENT_DUTY_FSCM)


	
Supportability Level Management Duty (HCM) (FND_SUPPORTABILITY_LEVEL_MANAGEMENT_DUTY_HCM)







	
Note:

Oracle Fusion Applications seed data does not include a preconfigured job role that maps to these three duty roles. It is recommended that you define such a job role when you first need to give an Oracle Fusion Applications user access to the Troubleshooting Options dialog. You can reuse the same job role for other users who subsequently need the same access.









For more information about making the Troubleshooting Options command and dialog available to selected Oracle Fusion Applications users, and about working with those users to gather troubleshooting data, see Section 17.3.1.

The following types of settings affect how logging is done, including the effective logging level:

	
AFLOG_SettingName profile option values. For information about the AFLOG_SettingName profile options, see Section 15.4.1 through Section 15.4.5. For general information about working with profile options at both the SITE and USER levels, see the "Setting and Accessing Profile Values" and "Managing Profile Definitions" sections in the Oracle Fusion Applications Developer's Guide.




	
Note:

For AFLOG_SettingName profile options, the PRODUCT level is reserved for future use.










	
Oracle Diagnostics Logging Level: The log level for Oracle Fusion applications that are written in Java or SOA. The value for this setting is specified in each Managed Server's logging.xml file, in the oracle.apps.appslogger entry. Log levels for most entries are adjusted using the Managed Server's Log Configuration page in Fusion Middleware Control, rather than by directly editing the logging.xml file. However, the log level for the oracle.apps.appslogger entry should remain set to the default value of All unless Oracle Support gives you specific instructions to change it. For more information about this setting, see "Setting the Level of Information Written to Log Files" in the Oracle Fusion Middleware Administrator's Guide.




	
Caution:

The logging framework for Oracle Fusion Applications is designed to work with the Log Level for the oracle.apps.appslogger logger set to the default value of All. If you use other values for this setting, the diagnostic framework may not appear to work correctly, because setting values other than All can interfere with normal logging operations.














15.4.1 Default System Log Settings

The seed data for Oracle Fusion Applications contains default values for many profile option settings. Normal operation settings for log files are described in Table 15-1. For information about default system settings for incidents and QuickTrace, see Section 17.3.


Table 15-1 Profile Options for Oracle Fusion Applications Logging

	Profile Option Name

(and Display Name)	Environment	Description	Possible

Values or

Example	Applicable

Profile

Hierarchy

Levels	Default

Value
	
AFLOG_BUFFER_MODE

(FND: Buffer Mode for PL/SQL)

	
PL/SQL only

	
Asynchronous buffer mode for PL/SQL logging. A value of 0 disables buffering; a value greater than 0 enables buffering for messages that have levels lower than WARNING. PL/SQL log messages that have SEVERE level or WARNING level are not buffered.

You may want to use asynchronous buffering if you have set your log levels to collect detailed information and find that your system is running slowly. When asynchronous buffering is enabled, log messages from PL/SQL code that are at the INFO log level or below are written to a buffer rather than being immediately written to a log file. This reduces disk I/O activity. The buffer is written to the log file only when it contains the number of records specified in the AFLOG_BUFFER_SIZE setting.

	
0, 1

	
Site, User

	
0


	
AFLOG_BUFFER_SIZE

(FND: Buffer Size for PL/SQL)

	
PL/SQL only

	
Number of PL/SQL log records that are buffered in memory before they are written to the log file, when AFLOG_BUFFER_MODE is set to enable asynchronous buffering. Increasing the number of records to be buffered may improve performance by reducing disk I/O activity.

	
1024

	
Site, User

	
1000


	
AFLOG_ENABLED

(FND: Log Enabled)

	
Java, PL/SQL, C, and SOA

	
Enables or disables standard logging functionality for Oracle Fusion Applications. If the value of this profile option is N, and if the profile option sets the effective logging level, then standard Oracle Fusion Applications logging does not occur at runtime for application modules written in Java, PL/SQL, SOA, or C. This profile option does not affect the configuration for Oracle Fusion Middleware.

	
Y, N

	
Site, User

	
Y


	
AFLOG_EXTENDED_ENABLED

(FND: Log Extension Enabled)

	
Java and SOA

	
Determines whether or not to log the following extended attributes:

	
Message cause

(APPS_MESSAGE_CAUSE)


	
User action

(APPS_USER_ACTION)


	
User details

(APPS_USER_DETAILS)


	
Admin action

(APPS_ADMIN_ACTION)


	
Admin details

(APPS_ADMIN_DETAILS)




When the value of this profile option is Y, all of these extended attributes are logged. When the value of this profile option is N, none of these extended attributes are logged.

	
Y, N

	
Site

	
Y


	
AFLOG_FILENAME

(FND: Log File for C)

	
C only

	
Full path and file name of the log file for all of the Oracle Fusion applications that are written in C and that use standard logging functionality.

It is recommended that you set the value of this profile option to directory_path/

Cdiagnostic.log, where directory_path is a location that can be written to by all system users and by the Managed Server where Oracle Enterprise Scheduler is deployed for your Oracle Fusion applications. For example, you might set the value of directory_path to /tmp, or to an explicitly specified directory path that corresponds to the value of the APPLCP_DIR custom variable that was defined through use of the Oracle Fusion Applications Repository Creation Utility during installation.

If you do not set a directory path for this log file, the file is written to the default location specified by Oracle Enterprise Scheduler.

	
/temp/

Cdiagnostic.log

	
Site, User

	
diagnostic.log


	
AFLOG_LEVEL

(FND: Log Level)

	
Java, PL/SQL, C, and SOA

	
Minimum level of information detail to be logged for Oracle Fusion applications that use standard logging functionality. If no value is set for this profile option, the default value is 1000 (SEVERE).

For more information about log levels, see Section 15.4.3.

	
1000, 900, 800, 700, 500, 400, 300

	
Site, User

	
1000


	
AFLOG_MAX_FILE_SIZE

(FND: Maximum size for log file in MB.)

	
PL/SQL

	
Specifies the size in megabytes beyond which the current standard log file for Oracle Fusion applications that are written in PL/SQL is automatically renamed and a new log file is started.

	
10

	
Site

	
10


	
AFLOG_MODULE

(FND: Log Module Filter)

	
Java, PL/SQL, C, and SOA

	
Specifies the Oracle Fusion applications for which logging takes place. Use a comma-separated list of modules for the value of this setting, and use % as a wildcard. If no value is specified, all modules are logged.

	
%, %financial%

	
Site, User

	
%



	
AFLOG_NUMBER_OF_LOG_FILES

(FND: Number of old log files)

	
PL/SQL

	
The maximum number of PL/SQL log files the system keeps at any one time.

	
Any integer greater than 0.

	
Site

	
10


	
AFLOG_PLSQL_FILENAME

(FND: Log File for PL/SQL)

	
PL/SQL only

	
The location and name of the log file for standard Oracle Fusion Applications log messages that are generated from PL/SQL. The location must be expressed as a directory object.

By default, the SITE level value for this profile option is set to APPLLOG_DIR/

diagnostic.log, where APPLLOG_DIR is a directory object that was defined using the Oracle Fusion Applications Repository Creation Utility during installation.

If you want the log file name to indicate that the log messages are generated from PL/SQL, then you can change the AFLOG_PLSQL_FILENAME profile option value to a value such as APPLLOG_DIR/

plsqldiagnostic.log.

For more information about directory objects, see the section about the CREATE DIRECTORY command in the Oracle Database SQL Language Reference.

	
APPLLOG_DIR/

mylog.log

	
Site, User

	
APPLLOG_DIR/

diagnostic.log


	
FND_MESSAGE_MODE

(Message Mode)

	
Java, PL/SQL, C, and SOA

	
For error conditions that use messages from the message dictionary, this setting determines whether administrator-level or user-level message details and suggested actions are displayed and logged.

	
ADMIN, USER

	
Site, Product, User

	
User












15.4.2 When Changes to Log File Configuration Settings Take Effect

For PL/SQL and C processes such as scheduled jobs, changes to log file profile options take effect in the same ways as changes to any Oracle Fusion Applications profile option values. For more information, see the chapter on maintaining common reference objects in the Oracle Fusion Applications Common Implementation Guide.

For user sessions, users may need to log out from an Oracle Fusion application and log in again to have changes to log profile options take effect.






15.4.3 Standard Logging Levels

Seven severity levels are used for log messages in Oracle Fusion Applications, and each level is associated with a number. In circumstances where the effective logging level depends on the AFLOG_LEVEL logging profile option (rather than a lower odlLevel setting value), then, after the profile option level is set, only application messages that have a predefined severity level greater than or equal to the value of the AFLOG_LEVEL profile option are logged.

You can set the value of the AFLOG_LEVEL profile option to one value for the site as a whole and to another value for any user whose operations you want to log at a different level of detail.

For example, setting the level to the lowest severity, 300 (FINEST), for a particular user means that messages of all seven severities are logged for that user's operations. Setting the level to 900 (WARNING) for the site means that logging occurs for 900 (WARNING) and 1000 (SEVERE) messages for all site operations initiated by other users.




	
Note:

The default severity level for Oracle Fusion Applications is 1000 (SEVERE). For optimum performance, it is recommended that you use this logging level for your sites unless you need to investigate a problem that specifically requires a change to a site's severity level. Gathering detailed log information for an entire site (rather than a single user) can decrease system performance and make it difficult to find relevant information in a log file.









Table 15-2 describes the seven severity levels that are used for log messages in Oracle Fusion Applications. The messages in the log file identify the severity of errors using the ODL Message Type/Level value.




	
Note:

Oracle Fusion applications that are written in PL/SQL have logging level names that start with LEVEL_. Oracle Fusion applications that are written in Java, SOA, and C do not use this LEVEL_ prefix for level names. For example, the log level that is called LEVEL_SEVERE in PL/SQL application code is comparable to the log level that is called SEVERE in Java, SOA, or C code.

Most log levels provide information that is useful to Oracle Fusion Applications administrators. However, the information that is logged at the FINER and FINEST log levels is primarily intended for use by Oracle.










Table 15-2 Severity Levels for Logging Messages

	ODL Message Type/Level (in Log Files)	Log Level Name (in Oracle Enterprise Manager Fusion Applications Control and Help > Troubleshooting > Troubleshooting Options)	AFLOG_LEVEL Profile Option Value (internal values stored in database tables)	Usage and Examples
	
Log Levels for Reporting Failures and Normal Events:


	
ERROR:1

	
SEVERE

	
1000

	
Highest severity level. Unexpected errors that occur during normal execution. Irrecoverable exceptions or any other serious problems that require immediate attention from the System Administrator. An error at this level may also create an incident. For example, the following error messages might be associated with this log level:

The process cannot be started now because another process is using the data.

The participant's rate could not be found. Contact your benefits administrator to validate the standard rate for this compensation object.


	
WARNING:1

	
WARNING

	
900

	
Internal software failures. Exceptions or errors that allow processing to continue without requiring immediate attention from an administrator. Any potential problem that should be reviewed by the System Administrator.

For example, the following error message might be associated with this log level:

You must change your password before date.


	
NOTIFICATION:1

	
INFO

	
800

	
Errors, warnings, and other kinds of information that allow processing to continue. May include key flow steps, high-level functional progress messages, and major life cycle events such as the activation or deactivation of a primary subcomponent or feature.


	
Log Levels for Tracing and Reporting Progress:


	
NOTIFICATION:16

	
CONFIG

	
700

	
Configuration properties and environment settings. This is a finer level of granularity for reporting normal events.


	
TRACE:1

	
FINE

	
500

	
High-level technical progress messages; more detailed than INFO level. Trace or debugging information for events that are meaningful to users of the product, such as public application programming interface (API) entry or exit points.

For example, the following error message might be associated with this log level:

User has chosen to cancel the Purge operation.


	
TRACE:16

	
FINER

	
400

	
Logging messages that are called at the beginning and end of a routine. Detailed trace or debugging information that can help Oracle Support diagnose problems with a particular subsystem.

For example, the following error message might be associated with this log level:

Entering validateLogin.


	
TRACE:32

	
FINEST

	
300

	
Very detailed trace or debugging information that would be useful to an Oracle developer who is working on the product and who is familiar with implementation details of the subsystem that generates the message.

For example, the following error message might be associated with this log level:


Copying string from buffer xyz to 
buffer zzz.











	
Note:

Whenever an incident is created, a different log level, INCIDENT_ERROR, automatically appears in the corresponding log entry. This is the only context in which the INCIDENT_ERROR log level is used. For more information about working with incidents, see Chapter 17.














15.4.4 Managing Log File Size and Disk Space Usage

In busy computing environments, the amount of disk space used by log files can become a concern. Large log files can also affect system performance. Oracle Fusion applications that are written in Java, SOA, or PL/SQL address this concern using automatic log file rotation.

This section contains the following topics:

	
Section 15.4.4.1, "Managing Rotating Log File Space Usage for Java and SOA Applications"


	
Section 15.4.4.2, "Managing Rotating Log File Space Usage for PL/SQL Applications"


	
Section 15.4.4.3, "Managing Log File Space Usage for C Applications"







	
Note:

Oracle Fusion applications that are written in C require you to monitor the space used and manually discard log files that are no longer needed.











15.4.4.1 Managing Rotating Log File Space Usage for Java and SOA Applications

For Oracle Fusion Applications modules that are implemented using Java or SOA and that use standard logging, when a the log file reaches a specific size or when a specific time period has passed, the file is automatically renamed, and a new log file is created.

You can use any of the following methods to adjust the settings that determine the maximum log file size and the maximum length of time that a log file covers:

	
Use Fusion Middleware Control commands to change the log rotation policies for the oracle.apps.appslogger logger. For more information, see "Specifying Log File Rotation Using Fusion Middleware Control" in the Oracle Fusion Middleware Administrator's Guide.


	
Edit the settings in the log_handler section of the ODL configuration file, at the following location, where DOMAIN_HOME is the domain home directory for the Oracle WebLogic Server domain, and WebLogic_Server_Name is the name of the WebLogic Server that uses the logging.xml file:


DOMAIN_HOME/config/fmwconfig/servers/WebLogic_Server_Name/logging.xml


	
Use Oracle WebLogic Scripting Tool (WLST) Log Configuration commands to change the log rotation policies for the apps-handler log handler. For more information, see the section about the configureLogHandler command in the chapter on logging commands in the Oracle Fusion Middleware WebLogic Scripting Tool Command Reference and "Specifying Log File Rotation Using WLST" in the Oracle Fusion Middleware Administrator's Guide.




The maxFileSize or Maximum Log File Size setting determines the maximum size that a standard Java or SOA log file can reach before being renamed. The default value is 10,485,760 bytes.

The rotationFrequency or Frequency setting determines the maximum amount of time that can pass before a standard Java or SOA log file is renamed. There is no default value for this setting. If no value is specified, then the log file is not renamed after any particular time period, but only when it reaches its maximum allowed size. Valid values for the rotationFrequency setting are numbers representing the length of the time period in minutes, and the following case-insensitive values:

	
Hourly


	
Daily


	
Weekly




When a standard Java or SOA log file is renamed, the new name is of the format log_file_name-n.log, where n is a positive integer and log_file_name is the file name specified for the path property of the apps-handler log handler in the logging.xml file. (By default, log_file_name is set to server_name-diagnostic.log.)

In log_file_name-n.log, the value of n depends on the names of the log files that are already present in the directory. If the directory contains no previously renamed log files, then the first renamed log file is called log_file_name-1.log. If other log files exist, then n is set to the next higher integer after the highest integer that is already in use. For example, if the directory contains log_file_name-1.log through log_file_name-8.log at the time when log_file_name.log reaches a time or size limit, then the log_file_name.log file is renamed to log_file_name-9.log

When the aggregated size of current and older log files reaches a specific value, older log files are deleted automatically, to keep the disk space usage of the log file directory below that specific value.

The maxLogSize or Maximum Size of All Log Files setting determines the directory size at which older log files begin to be deleted. The default value is 104,857,600 bytes.






15.4.4.2 Managing Rotating Log File Space Usage for PL/SQL Applications

For Oracle Fusion Applications modules that are implemented using PL/SQL, when a diagnostic.log file reaches a specific size, the diagnostic.log file is automatically renamed, and a new diagnostic.log file is created. If the AFLOG_PLSQL_FILENAME profile option is set so that the logging framework uses a log file name other than diagnostic.log, then the file name that the profile option specifies is used, instead of diagnostic.log.

Use the following profile options settings to specify the maximum log file size:

	
AFLOG_MAX_FILE_SIZE: This setting specifies the size in megabytes beyond which a PL/SQL log file name is automatically renamed and a new log file is started. The default value is 10 megabytes.




	
Note:

If the AFLOG_BUFFER_MODE profile option is set to a value larger than 0, enabling asynchronous buffering of PL/SQL log entries, then the actual maximum size of any single PL/SQL log file is the value of AFLOG_MAX_FILE_SIZE plus the number of megabytes that are flushed from the buffer. This value is approximate, because the amount of information that can accumulate in the buffer is set using the AFLOG_BUFFER_SIZE setting, which specifies a specific number of log records, rather than a specific number of megabytes.










	
AFLOG_NUMBER_OF_LOG_FILES: This setting specifies the maximum number of PL/SQL log files the system keeps at any one time. The default value is 10 files.




PL/SQL log rotation is currently done only on the basis of file size, not on the basis of the passage of a specified amount of time.

When a PL/SQL log file is renamed, the new name depends on whether or not the AFLOG_PLSQL_FILENAME profile option is set:

	
If the profile option is set, then the new log file name is of the format AFLOG_PLSQL_FILENAME_value-n.log, where n is a positive integer.


	
If the profile option is not set, then the new log file name is of the format diagnostic-n.log, where n is a positive integer.




The value of n depends on the names of the log files that are already present in the directory. If the directory contains no previously renamed log files, then the first renamed log file is called diagnostic-1.log or AFLOG_PLSQL_FILENAME_value-1.log. If other log files exist, then n is set to the next higher integer after the highest integer that is already in use. For example, if the directory contains diagnostic-1.log through diagnostic-8.log at the time when the diagnostic.log file surpasses the size limit set in the AFLOG_MAX_FILE_SIZE profile option, then the diagnostic.log file is renamed to diagnostic-9.log.

When the number of log files reaches the value specified using the AFLOG_NUMBER_OF_LOG_FILES profile option, then older log files are deleted automatically, to prevent the disk space usage of the log file directory from getting too large.

Over time, the value of n in diagnostic-n.log or AFLOG_PLSQL_FILENAME_value-n.log can become large enough to cause usability challenges or exceed the number of characters that the operating system allows in a file name. If you want to have the value of n start over at 1, you can move all existing log files except the currently active diagnostic.log file or AFLOG_PLSQL_FILENAME_value.log file into another directory. When the active file surpasses the size limit and the log rotation code finds no previously renamed log files in the directory, the active file is renamed using a value of 1 for n.




	
Note:

If your Oracle Fusion Applications environment includes multiple database nodes such as Oracle Real Application Clusters (RAC), then each database node corresponds to a server instance that has its own location for log files.

If an incident is created, then the server instance that creates the incident handles all subsequent jobs related to that incident. Identifiers for incidents are unique within a specific instance, but not across instances. For more information about working with incidents, see Chapter 17.














15.4.4.3 Managing Log File Space Usage for C Applications

Oracle Fusion Applications modules that are implemented in C currently produce log files that continually increase in size.

To manage log file space usage for log files created by Oracle Fusion Applications modules that are written in C:

	
Navigate to the directory that contains the log files:

	
If the AFLOG_FILENAME profile option is set, then navigate to the location designated by the profile option value.


	
If the AFLOG_FILENAME profile option is not set, then navigate to the location set by Oracle Enterprise Scheduler Service.

You can use Fusion Applications Control to determine the location of Oracle Enterprise Scheduler log files, as follows:

	
In the navigation pane, expand the farm part of the navigational tree, then expand Scheduling Services, and then select an Oracle Enterprise Scheduler server as your target.


	
In the context pane, from the Scheduling Service dropdown menu, choose Logs > View Log Messages.


	
Click Target Log Files to view a list of log files associated with the selected server.

For example, a typical path and file name might be the following, where DOMAIN_HOME is the domain home directory, SERVER_HOME is the server home directory, and serverName is the name of the Oracle Enterprise Scheduler server:


DOMAIN_HOME/servers/SERVER_HOME/logs/serverName-diagnostic.log








	
Rename the log file that is currently in use.

For example, if the current log file is called Cdiagnostic.log, you might rename it to Cdiagnostic_MMDDYYYY.log, where MMDDYYYY is the current date.


	
Delete any previously renamed log files that you no longer need.











15.4.5 Using Profile Options to Configure Standard Log Settings

Oracle Fusion applications that use standard logging functionality use profile option values to configure how much information to log. Ordinarily, these profile options are set at the Site level, but some can also be set at the User level, to gather more information into the log file for a particular user.




	
Note:

For information about configuring Oracle Fusion Middleware log settings, including settings for Oracle Enterprise Scheduler and Oracle Enterprise Crawl and Search Framework, see "Configuring Settings for Log Files" in the Oracle Fusion Middleware Administrator's Guide. For information about configuring profile option values for incident and QuickTrace settings, see Section 17.3.









You can use either Fusion Applications Control or the Setup and Maintenance work area to configure most profile options for standard Oracle Fusion Applications logging functionality. However, some settings may be available in only one of those two locations. For example, you can set the AFLOG_FILENAME profile option for an individual user by using the Manage Administrator Profile Values screen in the Setup and Maintenance work area, but not by using Fusion Applications Control. For information about how to use the Setup and Maintenance work area for setting profile option values, see the chapter on maintaining common reference objects in the Oracle Fusion Applications Common Implementation Guide.




	
Note:

To set logging profile option values that affect other users, you must log in as a user who has the Manage All Application Profile Values function security privilege. By default, this privilege is carried by the Applications Common Application Profile Value Administration Duty role, which the predefined Application Administrator job role inherits. You can use Oracle Identity Manager to determine whether you have the Application Administrator job role.

If you want to change profile option values for others without being provisioned with the Application Administrator job role or the Applications Common Application Profile Value Administration Duty role, then you can use Oracle Authorization Policy Manager to determine which other duty roles have the Manage All Application Profile Values function security privilege and which job roles inherit those duty roles. You can use Oracle Identity Manager to make sure that you have a job role that inherits one of those duty roles.

For more information about working with roles and privileges, see the Oracle Fusion Applications Security Guide, the Oracle Fusion Middleware User's Guide for Oracle Identity Manager, and the Oracle Fusion Middleware Oracle Authorization Policy Manager Administrator's Guide (Oracle Fusion Applications Edition).









To use Fusion Applications Control to configure profile options for standard Oracle Fusion Applications logging functionality:

	
From the navigation pane, select one of the following target types:

	
A product family target that lets you configure the log profile options for all of the Oracle Fusion applications in the selected product family. For example, you could select the Financials product family target.


	
An Oracle Fusion Applications cluster application target that lets you configure the log profile options for the selected application on all of the servers in the selected cluster. For example, you could expand Financials and Fusion Applications and then select the PayablesApp cluster application target.


	
An Oracle Fusion application instance target that lets you configure the log profile options for the selected application on the selected sever. For example, you could expand Financials and Fusion Applications and PayablesApp and then select the PayablesApp (PayablesServer_1) application instance target.





	
In the context pane, from the target type dropdown menu, choose Logs > Log Configuration.


	
In the Logging Profile Configuration dialog, click one of the following tabs to determine whether you set the logging level for the whole site or for a single user:

	
Site-Level


	
User-Level





	
If you clicked Site-Level, then skip to Step 5.

If you clicked User-Level, then complete the following substeps:

	
Inspect the table on the User-Level tab for the user name for which you want to change logging levels.

If the user name is listed, then select it and click Edit to display the Edit User-Level Configuration dialog.

If the user name is not listed, then click Add and enter it in the Name field of the Add Logging Profile Configuration dialog.


	
From the Log Level dropdown list, select the log level that corresponds to the kinds of information you want to gather.

For more information, see Table 15-2.


	
In the Logging Enabled field, make sure that the checkbox is selected.


	
In the Module Filters field, indicate if you want Oracle Fusion Applications to log only for a particular code module for the selected user—by default, log entries are written for all Oracle Fusion Applications code modules that use standard logging implementation for Oracle Fusion Applications.




	
Note:

If you specify that logging for the selected user should be done only for a particular code module, that setting will not affect the information that is logged for other users.










	
If you want to change whether PL/SQL modules buffer log entries of levels lower than Warning, then expand the Advanced profile configuration section of the dialog and select Enabled or Disabled for the Buffer Mode setting.


	
If Buffer Mode is set to Enabled and you want to change the number of PL/SQL log records that will be buffered in memory before they are written to the log file, then enter the number of records to buffer in the Buffer Size field.


	
If you want PL/SQL log records to be written to a log file location other than the default, then enter the path and file name in the File Name field in the PL/SQL Settings section.




	
Note:

If you want a particular user's C log records to be written to a log file location other than the default, then you must change the value of the user's AFLOG_FILENAME profile option using the Manage Administrator Profile Values screen in the Setup and Maintenance work area, rather than Fusion Applications Control. For information about how to use the Setup and Maintenance work area for setting profile option values, see the chapter on maintaining common reference objects in the Oracle Fusion Applications Common Implementation Guide.










	
Click OK.




Skip Step 5.


	
If you clicked Site-Level, complete the following substeps:

	
From the Log Level dropdown list, select the log level that corresponds to the kinds of information you want to gather.

For more information, see Table 15-2.


	
Make sure that both Logging Enabled and Incident Enabled are selected.


	
In the Module Filters field, indicate if you want Oracle Fusion Applications to log only for a particular code module—by default, log entries are written for all Oracle Fusion Applications code modules that use standard logging implementation for Oracle Fusion Applications.


	
Expand the Advanced profile configuration section of the dialog.


	
In the Java Settings section of the dialog, for purposes of normal operation, verify that the QuickTrace Enabled checkbox is selected and that QuickTrace Level is set to Fine.

For more information about changing QuickTrace settings for troubleshooting, see Section 17.3.7.


	
If you want to change whether PL/SQL modules buffer log entries of levels lower than Warning, then select Enabled or Disabled for the Buffer Mode setting.


	
If Buffer Mode is set to Enabled and you want to change the number of PL/SQL log records that will be buffered in memory before they are written to the log file, then enter the number of records to buffer in the Buffer Size field.


	
If you want PL/SQL log records to be written to a log file location other than the default, then enter the path and file name in the File Name field in the PL/SQL Settings section.


	
If you want C log records to be written to a log file location other than the default, then enter the path and file name in the File Name field in the C Settings section.


	
Click Apply.












15.4.6 Using Additional Settings to Configure Logs for Selected Components

Some functionality areas in Oracle Fusion Applications use nonstandard logging mechanisms that are disabled by default. For these areas, you must turn on the logging facility when you need it and specify the kind of information that you want to record in the log file. Some other functionality areas use nonstandard logging mechanisms that are usually set to gather minimal amounts of information. You may want to change those settings when troubleshooting.

This section contains the following topics:

	
Section 15.4.6.1, "Configuring Additional Log Settings for Oracle Fusion Global Payroll"


	
Section 15.4.6.2, "Configuring Additional Log Settings for Oracle Fusion Incentive Compensation Batch Jobs"


	
Section 15.4.6.3, "Configuring Additional Log Settings for Oracle Fusion General Ledger"


	
Section 15.4.6.4, "Configuring Additional Log Settings for Oracle Fusion Receivables AutoInvoice"






15.4.6.1 Configuring Additional Log Settings for Oracle Fusion Global Payroll

The logging functionality for the Oracle Fusion Global Payroll application is separate from the standard logging functionality for Oracle Fusion Applications. By default, the Oracle Fusion Global Payroll application does not write log entries. For optimum performance and log file sizes, it is recommended that you use Oracle Fusion Global Payroll logging functionality only when troubleshooting an existing problem. For more information, see Section 17.3.10.






15.4.6.2 Configuring Additional Log Settings for Oracle Fusion Incentive Compensation Batch Jobs

The logging functionality for certain Oracle Fusion Incentive Compensation batch jobs is separate from the standard logging functionality for Oracle Fusion Applications. By default, the following kinds of Oracle Fusion Incentive Compensation batch jobs do not write log entries:

	
Calculation


	
Classification


	
Collection


	
Crediting


	
Rollup




For optimum performance and log file sizes, it is recommended that you use the logging functionality for these areas only when troubleshooting an existing problem. For more information, see Section 17.3.11.






15.4.6.3 Configuring Additional Log Settings for Oracle Fusion General Ledger

In the Oracle Fusion Financials product family, some logging functionality for the Oracle Fusion General Ledger application is separate from the standard logging functionality for Oracle Fusion Applications. By default, the following kinds of Oracle Fusion General Ledger batch jobs do not write log entries:

	
OpenPeriod


	
Posting


	
Translation


	
Close Process - Create Income Statement Closing Journals


	
Close Process - Create Balance Sheet Closing Journals




For optimum performance and log file sizes, it is recommended that you use the logging functionality for these areas only when troubleshooting an existing problem. For more information, see Section 17.3.12.






15.4.6.4 Configuring Additional Log Settings for Oracle Fusion Receivables AutoInvoice

In the Oracle Fusion Financials product family, logging functionality for the AutoInvoice portion of the Oracle Fusion Receivables application is separate from the standard logging functionality for Oracle Fusion Applications. The amount of information that is logged for AutoInvoice depends on the value of the Log File Message Level system option setting.

To set the amount of information that the Oracle Fusion Receivables application logs for the AutoInvoice functionality area:

	
In the Oracle Fusion Receivables application, choose Setup and Maintenance from the Navigator menu.


	
Complete the following substeps to navigate to the Edit System Options screen for the Manage Receivables System Options task.

	
Expand the Search: Tasks pane.


	
Enter Manage Receivables System Options in the Name field and click Search.


	
In the Manage Receivables System Options row of the Search Results table, click Go to Task.


	
In the Search area of the Manage Receivables System Options screen, select Business Unit from the dropdown list, enter the name of a business unit for which you want to set up the amount of AutoInvoice information to be logged, and then click Search.

Alternately, you can click Search without specifying a business unit name to display a list of the available business units.


	
In the Search Results table, click the name of the business unit for which you want to set up the amount of AutoInvoice information to be logged.





	
In the Edit System Options screen, scroll down to display the AutoInvoice area of the screen, and then set Log File Message Level to the value of 0, which is the recommended value for normal operations.




	
Note:

For optimum performance and log file sizes, it is recommended that you keep the Log File Message Level system option set to the lowest value that meets your everyday needs, and increase the value of the setting only when troubleshooting an existing problem. For more information about using this setting when troubleshooting, see Section 17.3.13.










	
Click Save to put your changes into effect.

Repeat this entire procedure for each additional business unit for which you want to configure AutoInvoice system options.




For information about configuring the Maximum Memory in Bytes system option for AutoInvoice, see your product-specific documentation in Oracle Fusion Applications Help.








15.4.7 Configuring Access to Logs for Fusion Applications Control

By default, you can use Fusion Applications Control to view log file entries that are generated by Java code in Oracle Fusion applications. To make it possible to view log file entries that are generated by PL/SQL or C code, you must perform the following configuration steps.

To make PL/SQL and C log file entries visible in Fusion Applications Control:

	
Determine the locations of the PL/SQL and C log files written by your Oracle Fusion applications.

If the values of the AFLOG_PLSQL_FILENAME and AFLOG_FILENAME profile options have been set, then those values determine log file locations for PL/SQL and C log files, respectively. For more information about these profile options and the log file locations that are used when these profile options are not set, see Section 15.3.6 and Section 15.4.1.


	
Decide which Managed Server you want to use to view PL/SQL log files, C log files, or both, and make sure that the server has read access to all of the log file locations that you determined in Step 1.

It is recommended that you use an Oracle WebLogic Server that runs Oracle Enterprise Scheduler for this purpose.




	
Note:

If you want to use more than one Managed Server to view PL/SQL log files, C log files, or both, then you can do so, provided that each server has read access to the log files that you want to view through that server. However, it is not especially valuable to use multiple servers to view a particular log file, because each server is providing access to the same data.










	
On the Managed Server that you picked in Step 2, navigate to the following location, where DOMAIN_HOME is the domain home for the Managed Server and server_name is the name of the Managed Server:


DOMAIN_HOME/config/fmwconfig/servers/server_name/diagnostics-registration


If this location does not currently exist, create it now.


	
In the diagnostics-registration subdirectory, for each log file that you determined in Step 1 and want to view using this server, use a text editor to create and save a file that contains the following lines, using any file name that has the format yourChosenFileName.xml:


<?xml version='1.0' encoding='UTF-8'?>
<logs xmlns='http://www.oracle.com/iAS/EMComponent/ojdl'>
 <log path="path_to_log_file">
  <logreader class="oracle.core.ojdl.reader.ODLLogReaderFactory">
  </logreader>
 </log>
</logs>


Substitute the full path and name of the log file for path_to_log_file, using the form of the path that is correct for the current server to use when accessing the file:

	
For a PL/SQL log, make sure that the value for path_to_log_file corresponds to the same location and file name as the value that you have set for the AFLOG_PLSQL_FILENAME profile option.




	
Note:

You must resolve and enter the full path to the path_to_log_file location, explicitly, rather than entering the directory object that is used to set the value of the AFLOG_PLSQL_FILENAME profile option.










	
For a C log, make sure that the value for path_to_log_file indicates the same location and file name as the value that you have set for the AFLOG_FILENAME profile option.




Repeat this step, as needed, to create an individual .xml file for each log file that you determined in Step 1 and want to view using this server. You can save each file using any unique valid file name that ends in .xml. For example, the file name might be plsqlfndlog.xml for a PL/SQL log and cfndlog.xml for a C log.


	
In Fusion Applications Control, verify that each log file from Step 1 is now listed in an appropriate Target Log Files list:

	
From the navigation pane, select a target for which you created an .xml file.

For example, you might expand the Financials product family entry, and then expand the Fusion Applications and PayablesApp entries, and then select the PayablesApp (PayablesServer_1) application instance target.


	
In the context pane, from the dynamic target menu, choose Logs > View Log Messages to display the log messages for the selected target.


	
Click Target Log Files.


	
Verify that the resulting list includes the all of the log files that are applicable for the selected target, including any applicable log files for which you created .xml files.

The View Log Message page includes information from all log files that appear on this list.





	
Repeat Step 5 for any other targets for which you created an .xml file.














Preface

This guide describes how to administer the Oracle Fusion Applications environment, including how to start and stop components, change ports and passwords, manage the Oracle Database, monitor the environment, logging, back up and recover, configure high availability, move components across environments, and troubleshoot runtime issues.


Audience

This document is intended for administrators of the Oracle Fusion Applications environment. The Oracle Fusion Applications administrator performs tasks to manage the Oracle Fusion Applications environment. These tasks are performed to the Oracle Fusion applications, Oracle Fusion Middleware components, and the Oracle Database.


Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.


Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information, visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs if you are hearing impaired.


Related Documents

For more information, see the following documents in the Oracle Fusion Applications technology library:

	
Oracle Fusion Applications Administrator and Implementor Roadmap


	
Oracle Fusion Applications Administrator's Troubleshooting Guide


	
Oracle Fusion Applications Installation Guide


	
Oracle Fusion Applications Post-Installation Guide


	
Oracle Fusion Applications Customer Relationship Management Enterprise Deployment Guide


	
Oracle Fusion Applications Financials Enterprise Deployment Guide


	
Oracle Fusion Applications Common Implementation Guide


	
Oracle Fusion Applications Master Glossary





Conventions

The following text conventions are used in this document:


	Convention	Meaning
	
boldface

	
Boldface type indicates graphical user interface elements associated with an action, or terms defined in text or the glossary.


	
italic

	
Italic type indicates book titles, emphasis, or placeholder variables for which you supply particular values.


	
monospace

	
Monospace type indicates commands within a paragraph, URLs, code in examples, text that appears on the screen, or text that you enter.








UNIX is used as a generic reference to all UNIX-based platforms. Where information for a particular UNIX platform is different, this is noted in the text.







Part V



Appendixes

This part contains the following appendixes:

	
Appendix A, "High Availability for Oracle Fusion Middleware Extensions for Applications"


	
Appendix B, "High Availability for Oracle Enterprise Scheduler"


	
Appendix C, "Seeded Searchable Objects, Search Categories, Index Schedules, and Facets"










5 Managing Oracle Fusion Applications Configuration and Compliance


This chapter describes how to utilize the Enterprise Manager Cloud Control Configuration and Compliance Framework to enforce implementation and operational best practices for Fusion Applications. In particular, it describes the seeded Compliance Rules that are delivered in the Cloud Control Plug-in 12.1.0.3, for Oracle. Fusion Applications.

This chapter includes the following topics:

	
Introduction: What Is Compliance? (Section 5.1)

Understanding Rules, Standards, and Frameworks (Section 5.1.1)

Prerequisites and Related Documentation (Section 5.1.2)


	
Implement Compliance (Section 5.2)

Access Rules, Standards, and Frameworks in the Compliance Library (Section 5.2.1)

Apply Pre-Seeded Standards to Targets in Your Fusion Instance (Section 5.2.2)


	
Monitor and Manage Compliance Activity (Section 5.3)

Use the Compliance Results Interface (Section 5.3.1)






5.1 Introduction: What Is Compliance?

Oracle has determined an array of configuration details that optimize the performance and handling of Oracle Fusion Applications, and now delivers seeded compliance rules with Cloud Control 12c. "Compliance" means having a system adhere to, or comply with, such performance standards. This chapter explains how compliance Rules are defined, and how they are organized (into Standards and Frameworks). It explains how to associate the Standards to your Fusion instance, how to create, edit, or delete configurations if desired, and how subsequently to monitor and respond to the results in Cloud Control.



5.1.1 Understanding Rules, Standards, and Frameworks

Compliance is implemented as a hierarchy, wherein configuration details -- such as cache sizes, connection time-outs, and more-- are codified into individual Rules. The Rules are collected into logical groups called Standards, which are further organized into a Framework.

Out of the box, you can associate the predefined compliance Standards to your own installation. Each of these components-- Rules, Standards, and Frameworks-- can also be created, edited, or deleted by a Fusion Applications administrator who has the appropriate privileges. You can freely mix-and-match custom Rules or Standards with predefined ones.



5.1.1.1 What are Real-Time Monitoring Facets?

It is also possible to create "real-time monitoring facets" if you want to create security warnings associated with particular files on your system. Facets, which can be associated with multiple Rules, define particular entities that should be monitored on an ongoing basis. (Only critical files should be chosen, to avoid excess CPU load and data generation.) See Section 5.2.2.2 for more information.








5.1.2 Prerequisites and Related Documentation

It is necessary to have the Fusion Applications plug-in for Oracle Enterprise Manager Cloud Control 12c, version 12.1.0.3 or above, installed and configured.

There are two additional guides that contain how-to steps on using the Compliance interface. This guide gives specific cross-references to them when needed. These guides are:

	
Part VIII of the Oracle Enterprise Lifecycle Management Guide


	
All of the Oracle® Enterprise Manager Cloud Control Oracle Database Compliance Standards











5.2 Implement Compliance

This section explains how to access and implement the Compliance components for Fusion Applications.



5.2.1 Understand the Rules, Standards, and Framework in the Compliance Library

The Compliance components are created, edited, and stored in the Compliance Library.



5.2.1.1 Access the Compliance Library

	
Log in to the Cloud Control Console.


	
Select Enterprise and Compliance and Library.

[image: Description of em_compliance_1.gif follows]

Description of the illustration em_compliance_1.gif



The Compliance Library homepage is displayed.

[image: Description of em_compliance_2.gif follows]

Description of the illustration em_compliance_2.gif



	
Select the relevant tab for the Compliance component you want to use.









5.2.1.2 View the Pre-seeded Rules for Oracle Fusion Applications

To find the Rules delivered for Oracle Fusion Applications:

	
Access the Compliance Library, as described in Section 5.2.1.1.


	
Select the Compliance Standard Rules tab.


	
Expand the Search item at the top left of the page, and select Applicable To: Fusion Instance in the Search drop-down.

The defined Rules for Oracle Fusion Applications are listed in the table.


	
To adjust the columns that you see, click View, and Columns. You can select/deselect items to include in the overview. Note: selecting Manage Columns has the same effect.


	
Follow the same steps to search for the Fusion Applications-specific Standards or Frameworks.




The 42 defined Rules are organized in four separate Standards. This section describes the primary details of the Rules delivered in:

	
Table 5-1, "Java Platform Security Standard Rules"


	
Table 5-2, "Oracle HTTP Server Configuration Standard Rules"


	
Table 5-3, "WebLogic Server Configuration Standard Rules"


	
Table 5-4, "Java Virtual Machine Configuration Standard Rules"







	
Note:

All the compliance Rules for Fusion Applications currently share the following attributes:

Type: Repository Rule

Compliance Rule State: Production

Severity: Minor warning

Description: Fusion Applications Configuration Rule for <Rule name>.

Rationale: <Rule name>










Table 5-1 Java Platform Security Standard Rules

	Rule Name	Recommended Value
	
JPS_jps.authz

	
ACC


	
JPS_jps.combiner.lazyeval

	
true


	
JPS_jps.combiner.optimize

	
true


	
Java Platform Security permission cache size

	
1000


	
Java Platform Security permission cache strategy

	
PERMISSION_FIFO


	
Java Platform Security Enable Policy Lazy Load Property

	
TRUE


	
JPS_jps.policystore.hybrid.mode

	
false


	
Java Platform Security rolemember cache size

	
1000


	
Java Platform Security rolemember cache strategy

	
FIFO


	
Java Platform Security rolemember cache type

	
'STATIC









Table 5-2 Oracle HTTP Server Configuration Standard Rules

	Rule Name	Recommended Value
	
Oracle HTTP Server keep alive timeout

	
61


	
Oracle HTTP Server maximum clients

	
1000


	
Oracle HTTP Server maximum keep alive requests

	
0


	
Oracle HTTP Server server limit

	
20


	
Fusion Applications Configuration rule for Oracle HTTP Server StartServers

	
10


	
Oracle HTTP Server threads per child

	
50


	
Oracle HTTP Server WLIOTimeoutSecs

	
900









Table 5-3 WebLogic Server Configuration Standard Rules

	Rule Name	Recommended Value
	
WebLogic domain log severity

	
Error


	
WebLogic log file severity

	
Warning


	
WebLogic memory buffer severity

	
Error


	
WebLogic stdout severity

	
Error









Table 5-4 Java Virtual Machine Configuration Standard Rules

	Rule Name	Recommended Value
	
JVM_HTTPClient.socket.connectionTimeout

	
300000


	
JVM_HTTPClient.socket.readTimeout

	
300000


	
JVM_HeapDumpOnOutOfMemoryError

	
+HeapDumpOnOutOfMemoryError


	
JVM_VOMaxFetchSize

	
n/a


	
JVM_Xgc

	
genpar


	
JVM_Xmanagement

	
1


	
JVM_Xverbose

	
gc


	
JVM_jbo.ampool.minavailablesize

	
1


	
JVM_jbo.ampool.timetolive

	
-1


	
JVM_jbo.doconnectionpooling

	
true


	
JVM_jbo.load.components.lazily

	
true


	
JVM_jbo.max.cursors

	
5


	
JVM_jbo.recyclethreshold

	
75


	
JVM_jbo.txn.disconnect_level

	
1


	
JVM_jps.auth.debug

	
FALSE


	
JVM_jrockit

	
jrockit


	
JVM_weblogic.ProductionModeEnabled

	
true


	
JVM_weblogic.SocketReaders

	
3


	
JVM_weblogic.http.client.weblogic.http.client.defaultConnectTimeout

	
300000


	
JVM_weblogic.http.client.defaultReadTimeout

	
300000


	
JVM_weblogic.security.providers.authentication.LDAPDelegatePoolSize

	
20














5.2.2 Apply Standards to Targets in Your Fusion Instance

To associate the compliance Rules on your own Oracle Fusion Applications instance, it is necessary to apply the relevant Standards to the relevant targets.

To associate predefined Standards to targets:

	
Select Enterprise, then Compliance, then Library, and choose the Compliance Standards tab.


	
Expand the Search item at the top of the page and choose Applicable To: Fusion Instance. Click Search.

The predefined Standards are listed.


	
Select a Standard and click Associate Targets.


	
On the Target Association page, click +Add. A search page is displayed.


	
Choose the relevant target name(s) from the list and click Select.

The host(s) appear in the Target Association page.


	
Select the host(s) and click Enable.




Once a Compliance Standard is associated to a specific target, the results can be seen almost immediately in the Compliance Results page. See Section 5.3 for details.



5.2.2.1 Optional: Create, Edit, or Delete Compliance Details

Rules, Standards, and Frameworks can all be created, edited, or deleted as desired. To do so requires having the correct user permissions. Thereafter, it is a simple matter to click the appropriate button (such as Create) and fill out the subsequent page.

For information on Compliance user permissions, see: "Privileges and Roles Needed to Use the Compliance Features", in the "Managing Compliance" chapter of the Oracle® Enterprise Manager Lifecycle Management Administrator's Guide.

For information on how to create, edit, or delete, see:

	
"Operations on Compliance Frameworks,"


	
"Operations on Compliance Standards," and


	
"Operations on Compliance Standards Rules," in the Oracle® Enterprise Manager Lifecycle Management Administrator's Guide









5.2.2.2 Optional: Create Real-Time Monitoring Facets

Real-time monitoring facets allow an administrator to receive warnings that are generated on-the-fly, should certain sensitive files be accessed or changed. This is especially useful as a security alert in case of any potential unauthorized activity to important parts of the system.

There are no real-time monitoring facets delivered with Cloud Control 12c, version 12.1.0.3, for Fusion Applications. To create your own and apply them to your system, see "Real Time Monitoring Facets" in the "Managing Compliance" chapter of Oracle® Enterprise Manager Lifecycle Management Administrator's Guide










5.3 Monitor and Manage Compliance Activity

Once a Standard is associated with your Fusion Applications target(s), the system begins to evaluate that target's adherence to the Compliance Rules. Violations to a Compliance Rule will be displayed in the Results page. Depending on the Severity level assigned in the Rule, violation warnings may be categorized as minor, warning, or critical. See below for links describing how to interpret and resolve any violations and other compliance reporting.



5.3.1 Use the Compliance Results Interface

Once a Compliance Standard is associated to a specific target, the results can be seen almost immediately in the Compliance Results page.

From the Enterprise menu, select Compliance, then select Results.

If desired, search by Fusion Instance, Standard, or to narrow the list.

Results can be viewed by Compliance Framework, Compliance Standard, and Target. The Target Compliance tab shows the compliance score of a target across all compliance Standards. This allows users to focus on their least compliant targets by sorting by the average score column. Likewise the Compliance Standard tab shows the results of each Compliance Standard currently being evaluated. Compliance Standards that do not have any targets associated with them do not show in the list.

See "1.3 Viewing and Understanding Compliance Results," in the Oracle Enterprise Manager Cloud Control Oracle Database Compliance Standards, for details on interpreting the results and tips on how to research any violations and bring your system back into compliance.




	
Note:

It is also possible to select Enterprise, then Compliance, then Dashboard to see the same information in a more graphical display.

















