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The Oracle VM Utilities Guide is your reference to the administrative and diagnostic command line tools
provided as an add-on or as part of the Oracle VM installation. The command line tools described in this
guide are intended to help administrators perform certain tasks and collect troubleshooting information

1 Audience

This document is intended for system administrators who install, configure and manage the Oracle
VM environment. We assume that you have a solid understanding of the product and are familiar with
virtualization in general, Web technologies and the Oracle Linux operating system.

2 Documentation Accessibility

For information about Oracle's commitment to accessibility, visit the Oracle Accessibility Program website
at http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc.

Access to Oracle Support

Oracle customers have access to electronic support through My Oracle Support. For information, visit
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info or visit http://www.oracle.com/pls/topic/lookup?
ctx=acc&id=trs if you are hearing impaired.

3 Related Documents

For more information, see the following documents in the Oracle VM Release 3 documentation.
» Oracle VM Release Notes

* Oracle VM Installation and Upgrade Guide

» Oracle VM Getting Started Guide

» Oracle VM User's Guide

» Oracle VM Windows Paravirtual Drivers Installation Guide

e Oracle VM Security Guide

» Oracle VM Command Line Interface User's Guide

You can also get the latest information on Oracle VM by going to the Oracle virtualization Web site:



http://www.oracle.com/pls/topic/lookup?ctx=acc&id=docacc
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=info
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://www.oracle.com/pls/topic/lookup?ctx=acc&id=trs
http://docs.oracle.com/cd/E35328_01/E35329/html/index.html
http://docs.oracle.com/cd/E35328_01/E35330/html/index.html
http://docs.oracle.com/cd/E35328_01/E35331/html/index.html
http://docs.oracle.com/cd/E35328_01/E35332/html/index.html
http://docs.oracle.com/cd/E50245_01/E50255/html/index.html
http://docs.oracle.com/cd/E35328_01/E35334/html/index.html
http://docs.oracle.com/cd/E35328_01/E35336/html/index.html

Command Syntax
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4 Command Syntax

Oracle Linux command syntax appears in nonospace font. The dollar character ($), number sign (#), or
percent character (%) are Oracle Linux command prompts. Do not enter them as part of the command.
The following command syntax conventions are used in this guide:

Convention Description

backslash \ A backslash is the Oracle Linux command continuation character. It is used in
command examples that are too long to fit on a single line. Enter the command
as displayed (with a backslash) or enter it on a single line without a backslash:
dd if=/dev/rdsk/cOt1d0s6 of =/dev/rst0 bs=10b \
count =10000

braces { } Braces indicate required items:

. DEFI NE {macrol}

brackets [ ]

Brackets indicate optional items:

cvtert termmane [outfil e]

ellipses ... Ellipses indicate an arbitrary number of similar items:
CHKVAL fi el dnane val uel value2 ... val ueN

italics Italic type indicates a variable. Substitute a value for the variable:
library_nane

vertical line | A vertical line indicates a choice within braces or brackets:

FILE filesize [KIM

forward slash /

A forward slash is used as an escape character in the Oracle VM Command
Line Interface to escape the special characters ","' , ?,\,/, <, >:

create Tag name=MyTag description="HR/'s VMs"

5 Conventions

The following text conventions are used in this document:

Convention Meaning

boldface Boldface type indicates graphical user interface elements associated with an
action, or terms defined in text or the glossary.

italic Italic type indicates book titles, emphasis, or placeholder variables for which
you supply particular values.

nonospace Monospace type indicates commands within a paragraph, URLs, code in
examples, text that appears on the screen, or text that you enter.

vi
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Chapter 1 Oracle VM Utilities Overview
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The Oracle VM Utilities are a collection of command line scripts that allow you to perform a set of basic
management tasks on Oracle VM Servers and virtual machines in an Oracle VM environment. These

utilities are particularly useful to administrators who need to execute certain operations quickly and/or
repeatedly. Using the command line scripts makes these tasks quicker and easier to perform.

Warning
O The command line scripts in the Oracle VM Utilities are provided as-is for your

partitioning as described in the Oracle VM User's Guide and in the whitepaper
Hard Partitioning With Oracle VM Server for x86 located at http://www.oracle.com/
technetwork/server-storage/vm/ovm-hardpart-168217.pdf, they are not officially and

formally supported by Oracle.

1.1 Downloading and Installing Oracle VM Utilities

The Oracle VM Utilities are available for download as a . zi p file via the Oracle VM Downloads page:

http://ww. oracl e. conlt echnet wor k/ ser ver - st or age/ vimi downl oads/ i ndex. ht n

alternately, on any server or desktop system running Oracle Linux. The sections below describe how and
where to install these utilities. An overview of the installation directory structure and files is also provided.

1.1.1 Installing Oracle VM Utilities on Oracle VM Manager

When installing Oracle VM Utilities on the same server as Oracle VM Manager, it is recommended that
you put them in the software directory of the Oracle VM Manager application. The Oracle VM Utilities are
bundled in a . zi p archive. To install, simply download the archive and extract in the appropriate directory.

In the example below, we have already downloaded the . zi p file and show how to copy the . zi p file into
the installation directory, where it is unzipped.

# cp ovmutils_archive. zip /u0l/ app/ oracl e/ ovm manager - 3/
# cd /u01/ app/ or acl e/ ovm manager - 3
# unzip ovmutils_archive. zip

At this point, the command line scripts are ready to use. Note that these scripts execute a Java program

VM is installed as part of the Oracle VM Manager application in / u01/ app/ or acl e/ j ava. No further
configuration is required.



http://docs.oracle.com/cd/E35328_01/E35332/html/index.html
http://www.oracle.com/technetwork/server-storage/vm/ovm-hardpart-168217.pdf
http://www.oracle.com/technetwork/server-storage/vm/ovm-hardpart-168217.pdf
http://www.oracle.com/technetwork/server-storage/vm/downloads/index.html

Installing Oracle VM Utilities on Oracle Linux

1.1.2 Installing Oracle VM Utilities on Oracle Linux

When installing Oracle VM Utilities on an Oracle Linux server or desktop computer, you may put them

in the installation directory of your choice; for example: / usr/ | ocal / bi n. The Oracle VM Utilities are
bundled in a . zi p archive. To install, simply download the archive, copy and extract in the appropriate
directory.

# cp ovmutils_archive.zip /usr/local/bin/oracle/
# cd /usr/local /bin/oracle
# unzip ovmutils_archive. zip

Caution

A Oracle VM Utilities do not work with the Open JDK or GNU Compiler for Java
(GCJ). You must install a standard Java VM, version 1.6.x, and make sure it is
defined as the default Java VM by the JAVA HOVE environment variable or included
in the PATH variable on your system.
The command line scripts in Oracle VM Ultilities execute a Java program and use the default Java VM on
the host computer. To verify the exact path to the Java executable and the active Java version, use the
following commands:

# which java

[usr/java

# java -version

java version "1.6.0_26"

Java(TM SE Runtinme Environnment (build 1.6.0_26-b03)
Java(TM Server VM (build 20.1-b02, ni xed npde)

If a standard Java VM, version 1.6.x, is not available on your system, download and install the version
suited for your platform from http://java.com/en/download/.To ensure that the appropriate Java VM version
is used, set the JAVA HOVE and PATH variables as follows:

1. Edit the Oracle Linux shell profile.

# vi letc/profile
- OR -
# vi [etc/bashrc

2. Add the lines below to the profile. If your Java path does not match / usr/ j ava, replace with the actual
path on your system.

JAVA HOMVE=/ usr/j ava
export JAVA HOVE
PATH=$PATH: $JAVA HOVE/ bi n
export PATH

3. Save the file. Log out and log back in to activate your changes.

4. Verify the Java path and version again, to make sure that the correct Java VM is used.

# whi ch java

[usr/java

# java -version

java version "1.6.0_26"

Java(TM SE Runtinme Environnent (build 1.6.0_26-b03)
Java(TM Server VM (build 20.1-b02, m xed node)

At this point, the command line scripts are ready to use.
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Directory Structure of Oracle VM Utilities

1.1.3 Directory Structure of Oracle VM Utilities

When you unzip the Oracle VM Utilities archive, a subdirectory named ovm ut i | s is created, containing
these utility scripts:

e ovm_manager contr ol
e ovm servercontrol
e ovm vntontrol

e ovm vndi sks

e ovm vnmessage

e ovm pool cont r ol

e ovm r epocontr ol

For each of these utility scripts, a man page is also included. These help files can be foundin. ../
ovm uti | s/ man/ man8.

# |'s /u01/ app/ or acl e/ ovm manager - 3/ ovm ut i | s/ man/ man8/

ovm managercontrol .8 ovmrepocontrol .8 ovmyvnctontrol .8 ovmvmessage. 8
ovm pool control . 8 ovm servercontrol .8 ovmvndi sks. 8

Use the man command to display the help; for example:

# man man/ man8/ ovm servercontrol . 8

1.2 Introduction to Oracle VM Utilities

The Oracle VM Utilities are command line scripts used to execute certain basic operations on your Oracle
VM environment. These utilities make a connection to the Oracle VM Manager host server, using the
server host name and an administrative user name and password. After authentication, commands can be
submitted to Oracle VM Manager from the command line.

The Oracle VM Utilities are:

» ovm server cont r ol : command line script to perform administrative operations on a physical Oracle
VM Server

e ovm vntontrol : command line script to perform administrative operations on a virtual machine

» ovm vndi sks: command line script to list virtual and raw physical disks attached to a virtual machine in
order to facilitate backup

e ovm vnmessage: command line script to send and retrieve messages in the form of key/value pairs to
and from a running virtual machine that has Oracle VM Guest Additions installed.

* ovm pool cont r ol : command line script to perform administrative operations on a pool of Oracle VM
Servers

* ovm repocont r ol : command line script to retrieve information about storage repositories and refresh
their contents

Command line parameters and options, along with several examples, can be found in Chapter 2, Using the
Oracle VM Utilities




Introduction to Oracle VM Guest Additions

Caution

If you attempt to execute an incompatible script on Oracle VM version 3.0, a

A Certain functions of the Oracle VM Ultilities are restricted to version 3.1 and higher.
warning message will be displayed to inform you that the feature is not supported.

1.3 Introduction to Oracle VM Guest Additions

The Oracle VM Utilities include a messaging tool, which allows sending key-value pairs to a virtual
machine, or guest, and retrieve such messages from the guest. The ovm vimessage utility requires
the Oracle VM Guest Additions to be installed on the guest side. The current edition of Oracle VM Guest
Additions includes message channel and guest IP information. The Oracle VM Guest Additions allows
direct integration between guest software and the virtualization layer, to assist in orchestration and

automation of complex, multi-VM deployments.

A brief description of the installation, configuration and features of Oracle VM Guest Additions can be
found in Chapter 3, Using the Oracle VM Guest Additions




Chapter 2 Using the Oracle VM Utilities
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This chapter gives you more detail on using the Oracle VM Uitilities, including command line examples.

Note

@ While many of the command line tools provided by Oracle VM Utilities are still
useful, as of Oracle VM 3.2.1 many of the actions that they allow you to perform can
be achieved using the Oracle VM Command Line Interface, which provides a wider
range of control over objects within Oracle VM Manager. The Oracle VM Command
Line Interface tends to provide better information about objects and affords more
flexibility when dealing with particular object types. See the Oracle VM Command
Line Interface User's Guide for more information.

The Oracle VM Utilities make a connection to the Oracle VM Manager host server, using the server host
name and an administrative user name and password. Oracle VM Manager listens on port 54321(TCP,
local access only) or 54322 (Secure TCP). All utilities share a common set of parameters to connect to the
Oracle VM Manager instance. The following parameters are required and used by each :

e -u <user name of an Oracle VM Manager admin user>
» -p <password corresponding with the admin user name>

» -h <host name of the server running Oracle VM Manager>
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Using Oracle VM Manager Control

2.1 Using Oracle VM Manager Control

The ovm nmanager cont r ol utility operates at the level of the Oracle VM Manager. It allows the
administrator to execute basic commands applicable to the configuration of the entire environment
managed by the Oracle VM Manager.

2.1.1 Command Line Options and Parameters of ovm_managercontrol

The ovm nmanager cont r ol utility has the following command line options:
» -u user name of an Oracle VM Manager admin user (required)

» -p password corresponding with the admin user name (required)

» -h host name of the server running Oracle VM Manager (required)

» -X use SSL to connect to Oracle VM Manager at tcps://host :54322

» -k name of the keystore file used for SSL

» -P password to open the keystore file

* -G enable GPG check

* -K URL to the GPG key

» -B base URL for the YUM server repository

* -s name of the Oracle VM Server to add to or remove from a CPU compatibility group

» -T timeout in seconds for virtual machine console session (use together with -c getsessiontimeout/
setsessiontimeout)

» -c console command (required)

[commands: yum nfo, setupyum addkeystore, keystoreinfo, createcpugroup,
renovecpugroup, addservertocpugroup, renoveserverfroncpugroup, |istcpugroups,
get sessi onti neout, setsessiontineout]

Note
3 See the examples in the next section for typical combinations of parameters and
options.

2.1.2 Examples of ovm_managercontrol Usage

Below are examples of ovm nmanager cont r ol commands and their respective output.

» Set up a keystore file for SSL connectivity and check the keystore settings:

# ./ovm managercontrol -u admin -p password -h | ocal host -c addkeystore -k nykeystore. ks
-P password

Oracl e VM Manager Control utility 0.5.2.

Connect ed.

Command : addkeystore




Examples of ovm_managercontrol Usage

Addi ng keystore.

Restart of Oracle VM Manager is required for this setting to take effect.
(/etc/init.d/ovmm stop ; /etc/init.d/ ovhm start)

Exit...

# ./ovm managercontrol -u admin -p password -h | ocal host -c keystoreinfo
Oracl e VM Manager Control utility 0.5.2.
Connect ed.
Conmmand : keystoreinfo
Key Store information :

Key Path : '/ u0l/ app/ or acl e/ ovm manager - 3/ keyst or e/ mykeyst or e. ks’
Exit...

Configure the YUM repository for Oracle VM Server updates:

# ./ovm managercontrol -u admin -p password -h | ocal host -c setupyum\\
-B http://yunserver.domain.confrepo -G -K http://secure. domai n. conf key. gpg

This action can also be achieved using the Oracle VM Command Line Interface.

# ./ovm nmanagercontrol -u admn -p password -h | ocal host -c createcpugroup -n MyCPUgroup_Opt er on
Oracl e VM Manager Control utility 0.5.2.
Connect ed.
Command : creat ecpugroup
Creating CPU Conpatibility G oup ' MyCPUgr oup_Opteron'.
Exit...

# ./ovm nmanagercontrol -u admn -p password -h | ocal host -c addservertocpugroup -s
MyServer1l -n MyCPUgr oup_Opt er on

Oracl e VM Manager Control utility 0.5.2.

Connect ed.

Command : addservertocpugroup
Addi ng Server to CPU Conpatibility group.

Exit...

These actions can also be achieved using the Oracle VM Command Line Interface.

Display the CPU compatibility group configuration, that is: the compatibility groups and their member
servers:

# ./ovm managercontrol -u admin -p password -h | ocal host -c |istcpugroups
Oracl e VM Manager Control utility 0.5.2.
Connect ed.
Command : i stcpugroups
Group : M/CPUgroup_Opt eron

Server : MServerl

Server : MServer2

Server : MServer3

Server : MServer6

Server : MServer7

Server : MServer8

Group : MyCPUgroup_Xeon
Server : MServer4

Server : MServer5
Exit...

This action can also be achieved using the Oracle VM Command Line Interface.

Set the session timeout value for the RAS Proxy, which is used to facilitate console access to your virtual
machines:

# ./ovm managercontrol -u admin -p Welcomel -h |ocal host -c setsessiontineout -T 300




Using Oracle VM Server Control

O acl e VM Manager
Control utility 0.5.2.
Manager version :
3.2.1.516
Connect ed.
Command :
set sessi ont i meout
Set RAS tineout to
300 seconds.
Exit...

Get the session timeout value for the RAS Proxy, which is used to facilitate console access to your
virtual machines:

./ ovm nanagercontrol -u admin -p Welconel -h | ocal host -c getsessionti neout
Oracl e VM Manager
Control utility 0.5.2.
Manager version :
3.2.1.516
Connect ed.
Command :
get sessi ont i meout
RAS Engi ne Ti meout =
300
Exit...

2.2 Using Oracle VM Server Control

The ovm server contr ol utility operates on a physical Oracle VM Server. It allows the administrator
to execute basic server commands on a given Oracle VM Server, query its status and retrieve essential
information.

All of the actions available in this tool are better handled using the Oracle VM Command Line Interface, but
are included for legacy reasons.

2.2.1 Command Line Options and Parameters of ovm_servercontrol

The ovm ser ver cont r ol utility has the following command line options:

-u user name of an Oracle VM Manager admin user (required)

-p password corresponding with the admin user name (required)

-h host name of the server running Oracle VM Manager (required)

-X use SSL to connect to Oracle VM Manager at tcps://host :54322

-s Oracle VM Server name

-I Oracle VM Server ID

-P agent password for the Oracle VM Server to be discovered (use together with -c discover)
-r storage repository name (for NFS export)

-i ID of the NFS export

-0 options for the NFS export

-C client host name for the NFS export
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» -A acknowledge events (use together with -c events)
Use - A al | to acknowledge events for the Oracle VM Server and the virtual machines it hosts
» -c console command (required)

[commands: start, stop, restart, kill, discover, mainton, maintoff, status,
info, events, |ock, upgrade, refresh, list, listnfsexports, createnfsexport,
del et enf sexport]

Note
@ The nai nt on and mai nt of f commands activate or deactivate the Oracle VM
Server maintenance mode.

that was not yet previously discovered by Oracle VM Manager.
The upgr ade command initiates a yum upgrade on the given Oracle VM Server.

The | i st command does not need an Oracle VM Server name argument. It lists
every Oracle VM Server registered with the system.

2.2.2 Examples of ovm_servercontrol Usage
Below are examples of ovm ser ver cont r ol commands and their respective output.

« List all registered Oracle VM Servers:

# ./ovmservercontrol -u admin -p password -h |ocal host -c |ist
Oracle VM Server Control utility 0.5.2.

Connect ed.

Command : |ist

Server : 'OVS 01'
I D : '00: e0: 81: 4d: 40: 16: 00: €0: 81: 4d: 40: 17: ff . ff . ff.ff"
pool : ' MyServer Pool 1'
status : ' Running'

Server : 'OVS 02

I D . '00: e0: 81: 4d: 5e: 82: 00: e0: 81: 4d: 5e: 83: ff:ff:.ff:ff"
pool : 'unassi gned'
status : ' Running'

Server : ' OVS_03'

I D . '00: e0: 81: 4d: 5e: 16: 00: e0: 81: 4d: 5e: 17: ff . ff.ff:ff"
pool . ' MySer ver Pool 1'
status : ' Running'

Server : ' OVS_04'

I D : ' 00: e0: 81: 4d: 40: f 5: 00: e0: 81: 4d: 40: be: 00: e0: 81: 4d'
pool : 'unassi gned'
status : ' Running'

Exit...

* Check the status of an Oracle VM Server:

# ./ovmservercontrol -u admin -p password -h |ocal host -s OVS 03 -c status
Oracle VM Server Control utility 0.5.2.

Connect ed.
Command : status
Server : 'OVS 03' status : 'Running' serverpool : 'MServerPool 1'.




Examples of ovm_servercontrol Usage

Exit...

Display detailed information of an Oracle VM Server:

# ./ovmservercontrol -u admin -p password -h |ocal host -s OVS_ 01 -c info
Oracle VM Server Control utility 0.5.2.

Connect ed.
Command : info
Server : OVS 01
St at us : Runni ng
Managenment | P: 10.172.76.90
Host nane : Ovs_01
I D . 00:e0:81: 4d: 40: 16: 00: €0: 81: 4d: 40: 17: ff:ff.ff:.ff
Pool : MyServer Pool 1
CPU threads : 4
CPU Usage : 1.877896

Total Menory : 32767
Usabl e Menory: 31261

Mai nt enance : fal se
Master Server: true
Up to date : true
Virtual Machines on this server
Nare : ' MyVMD1'
Status : ' Stopped'
Nare : ' MyVMD2'
Status : ' Running'

Exit...

Restart an Oracle VM Server:

# ./ovmservercontrol -u admin -p password -h | ocal host -s OVS 02 -c restart
Oracle VM Server Control utility 0.5.2.

Connect ed.

Conmand : restart

restartserver ' OJ/S _02' conpl eted.

Exit...

Expose an OCFS2 repository using NFS:

exports. The storage repository is exposed to two different clients, but then
one export is deleted via its ID. The mount command at the end shows that the

Note

@ This example shows the creation of an NFS export and then lists the existing
remaining export is still available.

# ./ovmservercontrol -u admin -p password -h | ocal host -c createnfsexport -s OVS 04 \

-C NFS_ 02 -0 rw, no_root_squash -r Myl scsi Repo

Oracle VM Server Control utility 0.5.2.

Connect ed.

Command : creat enf sexport

Creating nfs export for repository ' M/l scsi Repo’ on server.

Created repository export

Exit...

# ./ovmservercontrol -u admin -p Managerl -h local host -c |istnfsexports -s OVS 04
Oracle VM Server Control utility 0.5.2.

Connect ed.
Command : |istnfsexports
NFS Exports :
id : 0004f b0000230000978a28e2dc85e06b
client : NFS_01
options
repository : M/ scsi Repo
pat h : /| OVS/ Reposi t ori es/ 0004f bO00003000031f ac25b24740cca/
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id : 0004f b00002300004b161f d1a0d106b7

client : NFS_02

options : rw, no_root_squash

repository : Ml scsi Repo

pat h : |/ OVS/ Reposi t ori es/ 0004f bO00003000031f ac25b24740cca/

Exit...

# ./ovm servercontrol -u admin -p password -h | ocal host -c del etenfsexport -s OVS 04 \
-i 0004f b0000230000978a28e2dc85e06b

Oracle VM Server Control utility 0.5.2.

Connect ed.

Command : del et enf sexport

Del eting nfs export with ID ' 0004f b0000230000978a28e2dc85e06b’

Del eted repository export

Exit...

[ root @NFS_02] # nmount OVS_04:/ OVS/ Reposi t ori es/ 0004f b000003000031f ac25b24740cca / it/ r epoexport
[root @NFS_02]# |s / mt/repoexport
Assenblies |1SCs |ost+found Tenplates Virtual Disks Virtual Machi nes

2.3 Using Oracle VM Virtual Machine Control

The ovm vntont r ol utility operates on a virtual machine (VM). It passes basic virtual machine control
commands from the command line to Oracle VM Manager. It allows you to start, stop, suspend, resume,
kill, restart a VM. It is also possible to simply query the status of the virtual machine (Running, Stopped),
and retrieve essential VM information such as memory, server pool, number of virtual CPUs and so on.

2.3.1 Command Line Options and Parameters of ovm_vmcontrol
The ovm vntont r ol utility has the following command line options:
e -u user name of an Oracle VM Manager admin user (required)
» -p password corresponding with the admin user name (required)
» -h host name of the server running Oracle VM Manager (required)
e -X use SSL to connect to Oracle VM Manager
 -v virtual machine name
* -U virtual machine UUID
» -t name of target Oracle VM Server for migration of a virtual machine (use together with -c migrate)

» -s comma separated list of physical thread numbers to bind virtual CPUs to (use together with -c
vcpuset).

» -T tag list, a comma separated list of strings to be associated with a virtual machine as metadata (use
together with -c settags)

» -F force the virtual disks associated with a virtual machine to be deleted (use together with -c delete)

» -A acknowledge virtual machine events (use together with -c events)

preserve,restart, none.

e -c console command (required)
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[commands: start, stop, suspend, resune, status, restart, kill, delete, info,
fixcfg, events, |ock, vcpuset, vcpuget, mgrate, settags, gettags, |ist,

setoncrash,

K

get oncr ash]
Note

As you can see, the ovm vntont r ol console command list contains a lock
command. This special command allows you to lock a virtual machine for a certain
period of time. When a virtual machine is locked by the utility, it is not possible for
other tools or users (through the Oracle VM Manager user interface) to perform
operations on that specific VM. This is particularly useful if you are an administrator
and need to make a VM backup while the VM is stopped: you want to prevent
anyone starting the VM before the backup finishes.

The | i st command does not need a VM name or UUID argument. It lists every VM
and its status.

The f i xcf g command verifies the vm.cfg file of the virtual machine and attempts
to correct invalid entries. For example, an entry for vncpasswd will be cleared with
this command, because the virtual machine console does not support this setting.

The vcpuset command hard-binds or pins virtual CPUs to threads. For example,
-c vcpuset -s (0,1, 2) physically binds vcpuO to threadO, vcpul to threadl,
vcpu?2 to thread2. Use the vcpuget command to retrieve information about pinned
vCPUs for the selected virtual machine.

The sett ags and get t ags commands are used to manage tag metadata for a
given virtual machine.

2.3.2 Examples of ovm_vmcontrol Usage

Below are examples of ovm vntont r ol commands and their respective output.

 Display detailed information of a particular virtual machine:

# ./ovmyvntontrol -u admin -p password -h |ocal host -v MyVMD2 -c info
Oracle VM WM Control utility 0.5.2.

Connect ed.
Conmand : info

Virtual Machine :

St at us

Menory :
Upti ne :
Server :

Pool

My VMD2

: Runni ng

1024

83 M nutes
ovS 01

My Ser ver Pool 1

HA Mode: fal se

VCPU
Type
os

vm nfo ' MyVMD2'

2
. Xen HVM
: Oracle Linux 6
conpl et ed.

» Check the status of a particular virtual machine:

# ./ovmyvntontrol -u admin -p password -h |ocal host -v MyVMD2 -c status
Oracle VM VWM Control utility 0.5.2.

Connect ed.

Command : status
Virtual Machine : 'M/VMD2' status : 'Running’ on server 'OVS 01' serverpool : 'MServerPool 1'.
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e Stop a particular virtual machine:
# ./ovmyvntontrol -u admin -p password -h |ocal host -v MyVMD1 -c stop
Oracle VM WM Control utility 0.5.2.
Connect ed.

Command : stop
stopvm ' \yVMD)1' conpl et ed.

 Start a particular virtual machine:
# ./ovmyvntontrol -u admin -p password -h | ocal host -v My\WMD1 -c start
Oracle VMW Control utility 0.5.2.
Connect ed.

Conmmand : start
startvm ' MyVM)1' conpl et ed.

» Lock a patrticular virtual machine:

# ./ovmvnctontrol -u admn -p password -h | ocal host -v My\VM)1 -c | ock
Oracle VMW Control utility 0.5.2.

Connect ed.

Command : | ock

Locki ng VM ' MyVMD1'

Press Cirl-C to unl ock.

The lock command will sleep until you press Ct r | +Cto release the lock. If the ovm cont r ol utility is
killed, the VM would be unlocked as well.

2.4 Using Oracle VM Retrieve Disk

The ovm vndi sks utility is designed to help the administrator make backups of virtual machines,
particularly when the VM's virtual disks are files in a storage repository on a remote NFS storage server.

2.4.1 Command Line Options and Parameters of ovm_vmdisk

The ovm vndi sks utility takes a virtual machine name or UUID and lists out every virtual disk file for that
VM, as well as the virtual machine configuration (vm cf g) file. This allows you to take the file listings from
the output of the utility and back them up to a server or tape.

The ovm vndi sks utility has the following command line options:

» -u user name of an Oracle VM Manager admin user (required)

» -p password corresponding with the admin user name (required)

» -h host name of the server running Oracle VM Manager (required)
e -X use SSL to connect to Oracle VM Manager

* -v virtual machine name

* -U virtual machine UUID

If the virtual disks are actual physical devices directly attached to the VM, the utility lists the device mapper
entry on the Oracle VM Server to which the VM is assigned. In case the virtual disks are files on an NFS
server, the utility lists the NFS server name, mount point and file name/location.

2.4.2 Examples of ovm_vmdisk Usage

Below is an example of ovm vidi sk usage. It shows a virtual machine with three disks, each attached in
a different way:
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# ./ovmvndi sks -u adnmin -p password -h | ocal host -v MyVM1
Oracle VM Retrieve Disk utility 0.5. 2.
Connect ed.
Virtual Machine : 'M/VMI1' status : 'Running' .
Assi gned Server : OVS 01
Virtual Disk : 'M/VM)1_bootdi sk' size : 20GB
fil e=/ OVS/ Reposi tories/ 0004f b0000030000b0272c74e714ab12/ Vi rt ual Di sks/ \
0004f b00001200006€548a28chb886f 42. i ngy
nmount poi nt =/ dev/ mapper / 3300000006160a212/ Vi rt ual Di sks/ \
0004f b00001200006€548a28cb886f 42. i ngy
Virtual Disk : 'M/VM1_datadi sk' size : 250GB
fil e=/ OVS/ Reposi tories/0004f b0O000300005b06362f 2d866a98/ Vi rt ual Di sks/ \
0004f b0000120000f 217eb8cOf a70eef . i ngy
nmount poi nt =nf s01: / mt/ vol 2/ r epo03/ Vi rt ual Di sks/ \
0004f b0000120000f 217eb8cOf a70eef . i ngy
Physi cal Disk : 'pd003'
devi ce=/ dev/ mapper/ 3300000009b7b2cc4
Config File :
fil e=/ OVS/ Reposi t ori es/ 0004f b00000300005b06362f 2d866a98/ \
Vi rt ual Machi nes/ 0004f b00000600008757e38248a544e6/ vm cfg
nmount poi nt =nf s01: / mt/ vol 2/ r epo03/ Vi r t ual Machi nes/ \
0004f b00000600008757e38248a544e6/ vim cf g

As you can see in the console output, VM 'MyVMO1' is currently running. Note that backing up a running
VM would be inconsistent, therefore it is highly recommended that you shut down the VM prior to making
any backups. The console output shows that the virtual machine contains three disks, two virtual and one
physical, and also provides the location of the virtual machine configuration file:

* MyVMO1_bootdisk: a virtual disk on an ocfs2 storage repository. The ocfs2 repository was created on
the device / dev/ napper/ 3300000006160a212

* MyVMO1_datadisk: a virtual disk on an NFS storage server named nf s01.
The full path to the virtual disk file on the NFS server is / mt / vol 2/ r epo03/
Vi rtual Di sks/ 0004f b0000120000f 217eb8c0f a70eef . i ny

» pd003: a raw disk device at / dev/ mapper/ 3300000009b7b2cc4

» vm.cfg: the virtual machine configuration file on NFS server nf s01. The full path to the configuration
fileis nf s01: / mt/ vol 2/ r epo03/ Vi r t ual Machi nes/ 0004f bO0000600008757e38248a544e6/
vm cfg

2.5 Using Oracle VM Virtual Machine Messaging

The ovm vimessage utility lets you send a message to a running virtual machine, or to query the value

of a message sent from within a virtual machine to Oracle VM Manager via the Oracle VM API messaging
interface. These values are basic key/value pairs such as f oo=bar .

New Oracle VM templates released by Oracle will contain a configuration utility called ovd. This utility

is used to perform first-boot installation configuration either locally from the virtual machine console or
remotely through the messaging interface provided by this utility. The ovnd utility also allows the owner of
the virtual machine to send messages back to Oracle VM Manager. For more information about ovid, and
the Oracle VM Guest Additions in general, see Chapter 3, Using the Oracle VM Guest Additions.

2.5.1 Command Line Options and Parameters of ovm_vmmessage
The ovm vimessage utility has the following command line options:
» -u user name of an Oracle VM Manager admin user (required)

e -p password corresponding with the admin user name (required)
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» -h host name of the server running Oracle VM Manager (required)
» -X use SSL to connect to Oracle VM Manager

* -v virtual machine name

* -U virtual machine UUID

» -k key to send

» -V value to send along with the key (required when using - k)

e -q key to query

Note that ovm vmmressage only works on a running virtual machine. To send messages you combine - k
<key>and -V <val ue>. To retrieve messages, use - q <key>.

Caution

However, the same name could be assigned to several different VMs. If that is the
case, you must use the -U option and provide the unique identifier (UUID) of the

A The virtual machine name is the name you assign during the creation of the VM.
VM.

2.5.2 Examples of ovm_vmmessage Usage

Below are examples of ovm vimessage commands and their respective output.
» Send a message key/value pair to a virtual machine:

# ./ovm vmessage -u admin -p password -h | ocal host -v MW\WMD2 -k foo -V bar
Oracle VM VM Message utility 0.5.2.

Connect ed.

VM : 'MW/VM2' has status : Running.

Sendi ng nessage.

Message sent successful ly.

» Send a message key/value pair to a virtual machine, identifying the VM by its UUID:

# ./ovm vmessage -u admin -p password -h | ocal host \
- U 0004f b00000600001c925eac2ad5d328 -k foo -V bar

Oracle VM VM Message utility 0.5.2.

Connect ed.

VM : 'M/VM2' has status : Running.

Sendi ng nessage.

Message sent successful ly.

* Retrieve a message from a virtual machine, identifying the VM by its UUID:

# ./ovm vmessage -u admin -p password -h | ocal host \
- U 0004f b00000600001c925eac2ad5d328 -q foo

Oracle VM VM Message utility 0.5.2.

Connect ed.

VM : 'MW/VM2' has status : Running.

Querying for key 'foo'.

Query successful .

Query for Key : 'foo' returned value 'bar'.

Key set 27 minutes ago.
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2.6 Using Oracle VM Pool Control

The ovm pool cont r ol utility allows the administrator to quickly retrieve information about the status

registered for both the server pool and its Oracle VM Server members.

2.6.1 Command Line Options and Parameters of ovm_poolcontrol

The ovm pool cont r ol utility has the following command line options:

e -u user name of an Oracle VM Manager admin user (required)

* -p password corresponding with the admin user name (required)

» -h host name of the server running Oracle VM Manager (required)

e -X use SSL to connect to Oracle VM Manager

e -s server pool name

-l server pool UUID (which is a series of 16 hexadecimal numbers separated by colons)

» -S Oracle VM Server name (use together with -c addserver/removeserver)

e -c console command (required)

[commands: | i st, addserver, renoveserver,

events, status, info]

remove of the server is performed; no assigning or unassigning of networks and

Note
@ With the addser ver and r enoveser ver commands, only a very basic add/

repositories occurs.

2.6.2 Examples of ovm_poolcontrol Usage

Below are examples of ovm pool cont r ol commands and their respective output.

« List all server pools and their status:

# ./ovm pool control -u admin -p password -h | ocal host

Oracle VM Pool Control utility 0.5.2.
Connect ed.

Command : |ist

Repository : ' MyServer Pool 1'

I D : ' 0004f b0000020000d2ee5d9394b371c5'

Status : ' Online'

Repository : ' MyServer Pool 2'

I D : ' 0004f b0000020000183c51866b2f ad4al

Status : ' Online'

Exit...

 Display detailed information of a server pool:

# ./ovm pool control -u admin -p password -h | ocal host

-c list

-s MyServerPool 1l -c info
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Oracl e VM Pool Control utility 0.5. 2.

Connect ed.
Command : info
Server Pool : MyServerPool 1
St at us : Online
I D : 0004f b0000020000d2ee5d9394b371c5
Virtual IP : 10.172.77.172
Cl ust ered : true
Mast er Server : MyServerl
KeyMap : en-us
Load Bal ancer D Of
Pool Menory : 57342
Avai | abl e Menory: 54631
Total Threads : 8

CPU Uilization : 23%
Servers in this server pool

Nanme : 'MyServerl
Status : ' Runni ng'
Nanme : ' MyServer?2'
Status : ' Runni ng'
Nanme : 'MyServer3'
Status : ' Runni ng'

Exit...

» Acknowledge server pool events :

# ./ovm pool control -u admin -p password -h | ocal host -s MyServerPool1l -c events -A pool
Oracl e VM Pool Control utility 0.5. 2.

Connect ed.

Command : events

Server Pool Events for pool 'MServerPool"'

Exit...

2.7 Using Oracle VM Repository Control

The ovm r epocont r ol utility allows the administrator to quickly retrieve information about status and
contents of a given storage repository, and send a refresh command to update the storage repository
contents listed.

2.7.1 Command Line Options and Parameters of ovm_repocontrol
The ovm r epocont r ol utility has the following command line options:
» -u user name of an Oracle VM Manager admin user (required)
» -p password corresponding with the admin user name (required)
» -h host name of the server running Oracle VM Manager (required)
» -X use SSL to connect to Oracle VM Manager
* -r storage repository name
 -| storage repository UUID

» -s name of an Oracle VM Server with access to the storage under the repository (use together with -c
create)

» -i UUID of a LUN where a storage repository should be created (use together with -c create)
» -c console command (required)

[commands: |ist, status, info, refresh, fixrepo, create]
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Note
E The r ef r esh command initiates a storage repository refresh operation through
Oracle VM Manager.

The | i st command does not need a storage repository name or UUID argument. It
lists every storage repository registered with the system.

The f i xr epo command removes partial configuration information in case the
creation of a storage repository on a physical disk has failed. This allows you to
redo the creation operation for the storage repository.

2.7.2 Examples of ovm_repocontrol Usage

Below are examples of ovm ser ver cont r ol commands and their respective output.

« List all registered storage repositories:

# ./ovmrepocontrol -u admin -p password -h |ocal host -c |ist
Oracle VM Repository Control utility 0.5.2.

Connect ed.
Command : |ist
Repository : ' Myl scsi Repol’
ID : ' 0004f b00O00030000b0272c74€714abl12"

Status : ' Online'

Repository : ' Myl scsi Repo2'
ID : ' 0004f b0000030000al1d2474a7325ab25'
Status : ' Online'

Repository : ' MyNf sRepo'
ID : ' 0004f b0000030000a3f f 6bbf e68511a6'
Status : ' Online'

Exit...

« Create a new storage repository on a LUN:

# ./ovmrepocontrol -u admin -p password -h | ocal host -c create -r Ml scsi Repo3 -s MyServer4 \
-i 3600144f 057ef 8a0000004f b3194b0001

Oracle VM Repository Control utility 0.5.2.

Connect ed.

Command : create

Found LUN with id '3600144f 057ef 8a0000004f b3194b0001"

Creating filesystem..

Creating repository... Please wait...
Create repository conpl et ed.
Exit...

» Check the status of a storage repository:

# ./ovmrepocontrol -u admin -p password -h | ocal host -r Myl scsi Repo2 -c status
Oracle VM Repository Control utility 0.5.2.
Connect ed.
Command : status
Repository : ' M/l scsi Repo2'
Status : 'Online'
Exit...

 Display detailed information of a storage repository:

# ./ovmrepocontrol -u admin -p password -h |ocal host -r Myl scsiRepol -c info
Oracle VM Repository Control utility 0.5.2.
Connect ed.
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Command : info

Repository : ' M/l scsi Repol’
Total Space : 7500000 MB
Avai | abl e Space : 4146146 MB

Assi gned Servers
Server : MyServer6
Server @ MyServer7
Assenblies :
Virtual CDrons :
CDrom : ubuntu-11. 10- deskt op-i 386. i so
uuid : 0004f b0000150000d8de2ef c475b4ea5. i so
VM list : (MyUbuntulllO)
CDrom : EnterpriselLi nux- R6Ul- Server-x86_64. i so
uuid : 0004f b0000150000da320985ba0c2f 9b. i so
VM list : (M/OL6)
Virtual Disks :
Virtual Disk : MyOL6_boot di sk
uuid : 0004f b000012000086bf 184d2996f Ocf. i ny
VM list : (M/OL6)
Virtual Disk : M/OL6_dat adi sk
uuid : 0004f b00001200007d18cela22e16658. i ngy
VM list : (M/OL6)
Virtual Disk : MySol ari sll_boot di sk
uuid : 0004f b00001200008a27187d18c6f ela. i ng
VMIlist : (MySol arisll)
Virtual Disk : MyUbuntulllO_boot di sk
uuid : 0004f b000012000096f Oce0a27d18c6f. i Ny
VM list : (MyUbuntulllO)
Virtual Machi ne Configs :
Config : 0004f b0000220000bl1f c2e486¢clclb7a
VM : (MSol arisll)
Config : 0004f b0000220000b68857e77465eaf c
VM : (MOL6)
Config : 0004f b0000220000eb037b82dee6bl0b
VM : (M/UbuntulllO)
Exit...

» Refresh the contents of a storage repository:

# ./ovmrepocontrol -u admin -p password -h |ocal host -r Myl scsi Repol -c refresh
Oracle VM Repository Control utility 0.5.2.

Connect ed.

Command : refresh

refreshi ng 3300000006160a212

Lun Refresh conpl eted...

Exit...

2.8 Using Oracle VM Hostd For Metrics Messaging

The Oracle VM Utilities include tools that ensure that SAP applications are fully supported and certified
to run on Oracle Linux guests running within a Oracle VM environment. These tools facilitate the
communication of host-based statistics about the Oracle VM Server hosting a particular virtual machine,
via the VM messaging facility provided by Oracle VM Manager, to the virtual machine itself.

Important

For this functionality to succeed, the guest virtual machine should be running Oracle
Linux with the Oracle VM Guest Additions installed. See Chapter 3, Using the
Oracle VM Guest Additions for more information.

Note
@ These are the only tools within the Oracle VM Utilities that are officially supported
by Oracle.
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These tools include ovm vihost d and the vim dunp- net ri cs script available in Patch 16269699 and
above at:

http://www.oracle.com/technetwork/server-storage/vm/downloads/index.html

2.8.1 Command Line Options
The ovm vihost d has the following command line options:
e -u user name of an Oracle VM Manager admin user (required)
e -p password corresponding with the admin user name (required)
» -h host name of the server running Oracle VM Manager (required)
e -X use SSL to connect to Oracle VM Manager

e -v Virtual Machine name

-U Virtual Machine UUID (optional alternative)

2.8.2 Example Usage

To run ovm virhost d on Oracle VM Manager you might run the following command:

# ./ovmvnhostd -u admin -p M/Password -h | ocal host -v nyvm

From the example usage of the command, details of the underlying Oracle VM Server on which myvm is
running are sent as messages via the Oracle VM Manager to the myvm virtual machine.

The ovm vihost d utility runs with daemon-like behaviour. It initially checks that the virtual machine is
running, and then sends the server metrics as a message. It sleeps for 60 seconds and then sends a
message updating the values for the original message. This behaviour continues until the process is killed.
Typical output follows:

# ./ovmvnhostd -u admin -p M/Password -h | ocal host -v nyvm
Oracle VM Hostd 0. 6. 3.

Connect ed

Manager version : 3.2.1.516

VM : 'pvnl' has status : Running

VM ‘'pvnl' is online, sending netrics

. Sl eepi ng 60 seconds

. Sl eepi ng 60 seconds

. Sl eepi ng 60 seconds

2.8.3 Using vm dunp- netri cs To Retrieve Host Statistics Within a VM

The vm dunp- net ri cs script can be copied to the guest virtual machine where the message is recieved.
This script is a simple shell script that can output the Oracle VM Server host information in XML format.
This XML can be consumed by a SAP application running within the virtual machine.

By default, the vm dunp- net ri cs script outputs data to STDOUT, but can be changed to output data to
file by editing the OUTFILE variable at the beginning of the script.

The vm dunp- et ri cs script queries ovd to obtain the message with the key vmhost. If no message
is obtained, it exits with status 1. If a message is found, the script parses this message to populate the
resulting XML. Typical XML output generated by the vm dunp- net ri cs script follows:

<nmetrics>
<metric type='real 64' context="'host'>
<nanme>Tot al CPUTi nme</ nanme>
<val ue>2694. 3596</ val ue>

20


http://www.oracle.com/technetwork/server-storage/vm/downloads/index.html

Using vim dunp- net ri cs To Retrieve Host Statistics Within a VM

</metric>

<metric type='uint64' context="'host'>
<nanme>PagedCQut Menor y</ nane>
<val ue>0</ val ue>

</metric>

<metric type='uint64' context="'host'>
<nane>Paged| nMenor y</ nane>
<val ue>0</ val ue>

</metric>

<metric type='uint64' context='host'>
<nane>UsedVi r t ual Menor y</ name>
<val ue>6747</ val ue>

</metric>

<metric type='uint64' context="'host'>
<nane>Fr eeVi r t ual Menor y</ name>
<val ue>9817</ val ue>

</metric>

<metric type='uint64' context="'host'>
<nane>Fr eePhysi cal Menor y</ name>
<val ue>9817</ val ue>

</metric>

<metric type='uint64' context="'host'>

<nanme>Menor yAl | ocat edToVi rt ual Ser ver s</ name>

<val ue>6747</ val ue>

</metric>

<metric type='uint32'" context="'host'>
<nanme>Nunber O Physi cal CPUs</ nane>
<val ue>4</ val ue>

</metric>

<metric type='"string' context='host'>
<nane>Host Syst em nf o</ nane>
<val ue>ovnB</ val ue>

</metric>

<metric type='"string' context="'host'>
<nane>Vi rt Product | nf o</ name>
<val ue>Oracl e VM 3</val ue>

</metric>

<metric type='"string' context="'host'>
<nane>Vi rtual i zat i onVendor </ nane>
<val ue>Or acl e Corpor ati on</val ue>

</metric>

<metric type='uint64
<nanme>Ti me</ name>
<val ue>1360606566774</ val ue>

</metric>

<metric type='"string' context="'host'>
<nane>Host Nanme</ name>
<val ue>ovnB</ val ue>

</metric>

<metric type='uint64

cont ext =' host"' >

context="vm id="'0'

uui d=' 0004f b00- 0006- 0000- d72b- 647€20a85939' >

<nanme>Physi cal Menor yAl | ocat edToVi rt ual Syst enx/ name>

<val ue>1024</ val ue>
</nmetric>

<metric type='uint64' context='vm id='0
<nanme>Resour ceMenor yLi m t </ name>
<val ue>1024</ val ue>

</metric>

<metric type='uint32' context='vm id='0

<nanme>Resour cePr ocessor Li m t </ nane>
<val ue>1</val ue>

</nmetric>

<metric type='real 64' context="vni
<nane>Tot al CPUTi ne</ nane>
<val ue>2694. 3596</ val ue>

</nmetric>

</nmetrics>

id="0

uui d=' 0004f b00- 0006- 0000- d72b- 647€20a85939' >

uui d=' 0004f b00- 0006- 0000- d72b- 647€20a85939' >

uui d=' 0004f b00- 0006- 0000- d72b- 647€20a85939' >
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If you do not want to use the vm dunp- et ri ¢s script on your virtual machine, you can query ovnd
directly and parse the output yourself:

# ovimd -
com sap.
com sap.
com sap.
com sap.
com sap.
com sap.
com sap.
com sap.
com sap.
com sap.

g vnmhost

host. Virtual i zati onVendor =Or acl e Cor por ati on; com sap. host. Vi rt Product | nfo=Cracl e VM 3;
host . Pagedl nMenor y=0; com sap. host . PagedQut Menor y=0; com sap. host . PageRat es=0;

vm uui d=0004f b0000060000d72b647e20a85939; com sap. host . Host Nane=ovn8B;

host . Host Syst enl nf o=ovn8; com sap. host . Nunber O Physi cal CPUs=4; com sap. host . NunCPUs=4;
host . Tot al PhyMem=16383; com sap. host . UsedVi r t ual Menor y=6747;

host . Menor yAl | ocat edToVi rt ual Server s=6747; com sap. host . FreeVi rt ual Menor y=9817;

host . Fr eePhysi cal Menor y=9817; com sap. host . Tot al CPUTi ne=381175. 97;

host . Ti me=1360606887997; com sap. vm Physi cal Menor yAl | ocat edToVi rt ual Syst em=1024;

vm Resour ceMenor yLi mi t =1024; com sap. vm Tot al CPUTi ne=2696. 2214;

vm Resour ceProcessor Li m t =1;
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within the virtual machine. This is a powerful tool that provides administrators fine-grained control over
the configuration and behavior of components running within the virtual machine directly from Oracle VM
Manager.

This chapter gives you more detail on the installation, configuration and features of the Oracle VM Guest
Additions.

3.1 Features of the Oracle VM Guest Additions

Features of the Oracle VM Guest Additions include:

» Improved information about virtual machines within Oracle VM Manager, such as reporting on IP
addressing.

* Ability to use the template configuration facility to automatically configure virtual machines as they are
first started

« Ability to send messages directly to a virtual machine from Oracle VM Manager to trigger programmed
events

« Ability to query a virtual machine to obtain information pertaining to previous messages
* Ability to interact with the Oracle VM Utilities ovm vimessage command

The Oracle VM Guest Additions allows direct integration between guest software and the virtualization
layer, to assist in orchestration and automation of complex, multi-VM deployments.

3.2 Installing Oracle VM Guest Additions

For the Oracle VM templates without Oracle VM Guest Additions installed, the following software packages
can be downloaded from Oracle Unbreakable Linux Network (ULN) by choosing the proper channel to
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download and install into the existing Oracle Linux 5 or 6 guest with Oracle Unbreakable Enterprise Kernel

(UEK).

krod- ovimapi - uek
I i bovmapi

I'i bovmapi - devel
ovd

pyt hon- si npl ej son

xenst or epr ovi der

ovmt enpl at e-confi g

ovmt enpl at e- confi g- aut henti cati on
ovmt enpl at e- confi g-dateti nme
ovmtenpl ate-config-firewal |
ovmt enpl at e- confi g- net wor k
ovmt enpl at e- confi g- sel i nux
ovmt enpl at e- confi g- ssh
ovmt enpl at e- confi g- system
ovmt enpl at e- confi g- user

These packages can be downloaded from the following ULN channels:

» Oracle Linux 6 Add ons (x86_64)

e Oracle Linux 6 Add ons (i386)

» Enterprise Linux 5 Add ons (x86_64)

» Enterprise Linux 5 Add ons (i386)

In addition, the packages are available from Oracle's Public YUM repository.

To install these packages, make sure that your virtual machine has public internet access and is connected
to the appropriate ULN channel or YUM repository. Then use the following command syntax in your Oracle
Linux guest, separating the package names by spaces:

# yuminstall |ibovmapi xenstoreprovi der ovimd python-sinpl ej son xenst oreprovi der
Caution
A When manually installing the downloaded packages, make sure that the knod-

ovnapi - uek version matches the UEK version of the virtual machine:
e UEK 2.36.32-100 requires knod- ovmapi - uek- 1. 0. 0- 27. 100
e UEK 2.36.32-200 requires knod- ovmapi - uek-1. 0. 0- 27. 200

¢ UEK 2.36.32-300 requires knod- ovimapi - uek- 1. 0. 0- 27. 300

3.3 Upgrading the Oracle VM Guest Additions

For the Oracle VM templates that already have Guest Additions installed, you may need to ensure

that certain packages are updated in order for Guest Additions to function correctly. Using the Oracle
Unbreakable Linux Network (ULN) Yum repository you can run the following command to update the Guest
Additions packages:

# yum update ovnd |i bovrmapi xenstoreprovider \
ovmtenpl ate-config \
ovm t enpl at e- confi g- aut henti cation \
ovmtenpl ate-config-dateti me \
ovmtenpl ate-config-firewal | \
ovmt enpl at e- confi g- network \
ovm t enpl at e- confi g-sel i nux \
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ovmt enpl at e- confi g-ssh \
ovmt enpl at e- confi g- system \
ovmt enpl at e- confi g- user

If you are using a kernel version lower than UEK 2.6.39-300, and you want to continue to use the current
kernel, you must also run the following command to update the ovnapi . ko module:

# yum updat e knod- ovmapi - uek

Alternatively, you can update your kernel to the latest UEK version by running the following command:

# yum updat e ker nel - uek

Note

@ If you are using Oracle Linux 5, you need to enable ol 5 UEK | at est within/
et c/ yum repos. d/ ULN- Base. r epo, before you attempt to update your kernel
version. For example, the file should contain the following lines:

[ol 5_UEK | at est]

nane=Lat est Unbreakabl e Enterpri se Kernel for Oracle Linux $rel easever ($basearch)
baseur| =http:// public-yum oracl e. coni repo/ Or acl eLi nux/ OL5/ UEK/ | at est / $basear ch/
gpgkey=http://public-yum oracl e. coml RPM GPG- KEY- or acl e-el 5

gpgcheck=1

enabl ed=1

3.4 The Oracle VM Guest Additions Daemon

The Oracle VM Guest Additions daemon, ovnd, facilitates a bi-directional messaging channel between
Oracle VM Manager and the guest. It allows first-boot installation configuration, and is capable of sending
and receiving messages consisting of key-value pairs.

It is possible to send messages via Oracle VM Manager to the Oracle VM Guest Additions daemon running
on any guest, using the ovm vnmessage utility that can be installed on any linux system with access to
Oracle VM Manager or on the Oracle VM Manager host itself. See Section 2.5, “Using Oracle VM Virtual
Machine Messaging” for more information on using this tool.

It is also possible to use the messaging facility included directly within the Oracle VM Manager user
interface to send messages directly to the Oracle VM Guest Additions daemon running on any guest. See
Sending Messages to Virtual Machines in the Oracle VM User's Guide for more information.

Used in conjunction with the ovm t enpl at e- conf i g script, ovird can be used to remotely configure
system and application configuration parameters within a virtual machine as it boots. See Section 3.6, “The
Oracle VM Template Configuration Script and Modules” for more information on this facility.

Oracle VM Manager makes use of ovid in order to obtain IP addressing information from the guest to
include in the the Oracle VM Manager user interface when displaying detailed virtual machine information.
See Section 3.5, “Displaying the Guest IP Address”.

You can run ovird directly from the command line to perform actions outside of ovnd's function as a
daemon or system service. Running ovind using the - - hel p parameter provides you with a breakdown of
the options supported when run directly from the command line:

# ovmd --help
usage: ovnd [options]

options

-p, --set-paranFPARAM Set paramin format: key=val ue
-g, --get-paranmKEY Get param val ue

-r, --del ete-param=KEY Del ete param by key nane.

-X, --del ete-parans Del ete all parans.
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-1, --list-parans Li st all parans.

-e, --event =EVENT I nject event.

-s, --script=SCR PT Run scri pt.

-d, --debug=LEVEL Set debug | evel: O(DEBUG OFF), 1(DEBUG STDERR) or 2(DEBUG SYSLQOG) .
Defaul t: 2.

-f, --pid-file=FILENAME Set the pathname of the process ID (PID) file.

-t, --tine-period=secs Set the period for daenmon node(defaul t=10 seconds)

-V, --version Show ver si on nunber and exit.

-h, --help Show this hel p i nformation

3.4.1 Configuring the Oracle VM Guest Additions Daemon to Run as a Service

To enable ovid to run as a service on Oracle Linux, run the chkconf i g command as root:

# chkconfig ovnd on

To start the ovind service, run the following as root:

# /letc/init.d/ ovnd start

Once configured as a service, ovind listens for message requests sent via the Oracle VM Manager.

3.4.2 Using the Oracle VM Guest Additions Daemon to Enable First-Boot
Configuration

If you are configuring a virtual machine to act as a template or if you intend to clone it, you may want to set
it up so that at next boot it behaves as if it is booting for the first time, thereby prompting for configuration
input either by the VM API or on the virtual machine console. This can be achieved by running the following
commands as root within the virtual machine:

# ovnd -s cl eanup

# service ovnd enable-initial-config
# shutdown -h now

On next boot, the virtual machine will act as if it is performing a first-time boot. If you have configured

t enmpl at e- confi g script.

See Section 3.4.3, “Using the Messaging Channel” for more information on using the messaging channel.
Also see Section 3.6, “The Oracle VM Template Configuration Script and Modules” for information about
the ovm t enpl at e- confi g script.

3.4.3 Using the Messaging Channel

This section provides an example of a message exchange between Oracle VM Manager and a running
Oracle Linux virtual machine with Oracle VM Guest Additions installed. The ovm vimessage tool that is
included with Oracle VM Utilities is used to communicate with the Oracle Linux guest. More information
about the messaging utility can be found in Section 2.5, “Using Oracle VM Virtual Machine Messaging”.

Sending a message from the guest to Oracle VM Manager.

Using ovnd, you send information from within the virtual machine to your Oracle VM Manager using the
following syntax:

# ovnd -p keyl=val uel

The message appears in the Oracle VM Manager user interface, as a Virtual Machine APl Incoming
Message event for the virtual machine in question. When you expand the event, the description shows the
key-value pair and the date and time when the information exchange took place.
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The message from the guest can also be retrieved via the Oracle VM Managercommand line utility
ovm vnmessage. To do so, you query the key and the value is returned in the response:

# ./ovmvmessage -u admin -p password -h |ocal host -v MyVM)2 -q keyl
Oracle VM VM Message utility 0.5.2.

Connect ed.

VM : 'M/VM)2' has status : Running.

Querying for key 'keyl.

Query successful .

Query for Key : 'keyl' returned val ue 'val uel'.

Key set 7 minutes ago.

Sending a message from Oracle VM Manager to a virtual machine.

Using ovm vnmressage, you send information to a virtual machine using the following syntax:

# ./ovm vmmessage -u admin -p password -h |ocal host -v MyVM)2 -k key2 -V val ue2
Oracle VM VM Message utility 0.5.2.

Connect ed.

VM : 'M/VM)2' has status : Running.

Sendi ng nessage.

Message sent successfully.

Using ovnd from within the guest, you can retrieve the message sent from Oracle VM Manager using the
following syntax:

# ovnd --1ist
{"keyl":"val uel"}
{"key2":"val ue2"}

The ovnd --11i st command retrieves all messages, both sent and received. You can identify the specific
message you are looking for by its key. To remove obsolete messages, use the following syntax:

# ovnd -r keyl
# ovnd --1ist
{"key2":"val ue2"}

3.5 Displaying the Guest IP Address

When the Oracle VM Guest Additions are installed, the virtual machine IP address becomes visible in the
Oracle VM Manager user interface, as part of the detailed virtual machine information.

~| Networks & Storage

Vnic IP Addresses
00:21:f6:88:00:09 130.35.70.31, feB0::221:f6ff:fe88:9
£ >:|

3.6 The Oracle VM Template Configuration Script and Modules

The Oracle VM Guest Additions include a set of packages that can help with the automatic configuration
of virtual machines as they are created from a template and booted for the first time. The master package
for this facility is known as ovm t enpl at e- conf i g. The Oracle VM template configuration script can be
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3.6.1 Overview of the Template Configuration Script

The Oracle VM Template Configuration Script, ovim t enpl at e- conf i g works in conjunction with a set
of modular configuration scripts that function in a manner very similar to the standard Linux System V,
init.d and chkconfig, script model. Control over how configuration modules are run is handled within the
/et c/tenpl at e. d directory on the guest. The configuration module scripts are stored within / et ¢/
tenpl ate. d/ scripts.

The ovm t enpl at e- conf i g script is the master script that is used to control all enabled modules.
Running ovm t enpl at e- conf i g with the - - hel p parameter provides a usage breakdown:

ovmtenpl ate-config --help
usage: ovmtenpl ate-config [option] target

Tar get s:
configure, unconfigure, reconfigure, cleanup, suspend, resune, mgrate, shutdown

Exanpl es:
ovmtenpl ate-config --enunmerate configure
ovmtenpl ate-config --enunerate --script network configure
ovmtenpl ate-config --stdin configure
ovmtenpl ate-config --stdin --script network configure
ovmtenpl ate-confi g --consol e-i nput configure
ovmtenpl ate-config --ovf-transport-iso configure

ovmtenpl ate-config --input >infd< --output >outfd< configure
options:

--version show program s versi on nunber and exit

-h, --help show this hel p nessage and exit

-e, --enunerate enunerate paraneters for target

- - human- r eadabl e print in human readabl e format when enunerate

par anmet er s
-i I NPUT, --input=INPUT

input paraneters fromthis file descriptor
-0 QUTPUT, --output=0UTPUT

out put paranmeters to this file descriptor
--stdin buil d paraneters from stdin
--consol e-i nput bui |l d paraneters from consol e i nput
--ovf-transport-iso buil d paraneters from OVF transport | SO
-s SCRI PT, --script=SCR PT

speci fy script
--logfil e=LOGFI LE specify log file
- -1 ogl evel =LOGLEVEL specify log |evel

For remote configuration, ovm t enpl at e- conf i g is used in conjunction with ovnd to capture
configuration parameters that have been sent to the guest using the Oracle VM messaging facility. When
this is the case, ovm t enpl at e- conf i g targets are presented to ovnd as - - scri pt parameters:

# ovimd -s cl eanup
# ovimd -s configure

Important

When performing remote configuration, using ovind to process messages
containing configuration keys, the authentication module must be enabled.
Processing of messages can only be completed if the final message contains

the root user password, which is used by the authentication module to obtain

the privileges required in order to perform other configuration processing. See
Section 3.6.2, “Enabling and Disabling Configuration Modules” for more information
on this module.

See Section 3.6.4, “Triggering Configuration Changes” for more information on calling this script directly.
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3.6.2 Enabling and Disabling Configuration Modules

When a module is enabled, symlinks to the module script are made to other subdirectories within / et ¢/
t enpl at e. d based on the type of target the module provides, in much the same way that the System
V init process works. When a module gets added, the header of the module script is read to verify the
name, priority and targets and then a symlink is made to the corresponding subdirectories under / et c/
tenpl at e. d.

Enabling and disabling targets for any module is handled using the ovm chkconfi g. Usage of this
command is outlined using the - - hel p parameter:

# ovm chkconfig --help
usage: ovm chkconfig [option]

exanpl es:
ovm chkconfig --1ist [nane]
ovm chkconfi g --add nane
ovm chkconfi g --del nane
ovm chkconfig --target <targets> nane <on|off>

options:
--version show program s versi on nunber and exit
-h, --help show this hel p nessage and exit
--list list script status
--add add new scri pt
- -del del ete script

--target=TARGET specify the targets, separated by conm, e.g.:
"configure, unconfi gure"

Use the ovm chkconf i g command with the - - | i st parameter to see which modules are available and
their target runtime status:

# ovm chkconfig --1ist

nanme configure wunconfigure reconfigure cleanup suspend resune migrate shutdown
aut henti cati on on: 90 of f of f of f of f of f of f of f
datetinme on: 50 of f of f of f of f of f of f of f
firewall on: 41 of f of f of f of f of f of f of f

net wor k of f of f of f of f of f of f of f of f

sel i nux of f of f of f of f of f of f of f of f

ssh of f of f of f of f of f of f of f of f
system of f of f of f of f of f of f of f of f

user of f of f of f of f of f of f of f of f

To enable all of the targets supported by a module, use the - - add parameter:

# ovm chkconfig --add aut hentication

To disable all of the targets supported by a module, use the - - del parameter:
# ovm chkconfig --del datetine

It is also possible to enable or disable particular targets for a module, for instance:

ovm chkconfig --target=cl eanup user off

3.6.3 Key-Value Pairs Used By Available Configuration Modules

To obtain a full listing of all of the key pairs that are used to trigger configuration changes through the ovim
t enmpl at e- conf i g configuration modules, run the following command on the guest system where ovm
t enpl at e- conf i g is installed:

# ovmtenpl ate-confi g --hunman-readabl e --enunerate configure
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The output from this command is printed as a Python data structure, that is easy to parse and understand.
Content can be limited to the information specific to a configuration module by using the - - scri pt
parameter as presented below:

# ovmtenpl ate-config --hunan-readabl e --enunerate configure --script datetine
[('50,
'datetine',
[{u' description': u' Systemdate and tine in format year-nonth-day-hour-n nute-second, e.g.
"2011-4-7-9-2-42".",
u' hi dden': True
u' key': u'comoracle.linux.datetine.datetine'},
{u'description': u' Systemtine zone, e.g., "Anerica/New York".',
u' hi dden': True
u' key': u'comoracle.linux.datetine.timezone'},
{u' description': u'Wether to keep hardware clock in UTC. True or False.'
u' hi dden': True
u' key': u'comoracle.linux.datetinme.utc'},
{u' description': u'Wether to enable NTP service: True or False.'
u' hi dden': True
u' key': u'comoracle.linux.datetinme.ntp'},
{u' description': u'NTP servers separated by commm, e.g.
"time. exanpl e. com 0. exanpl e. pool . ntp.org".",
u' hi dden': True
u' key': u'comoracle.linux.datetine.ntp-servers'},
{u' description': u' Wether to enable NTP | ocal tine source: True or False.',
u' hi dden': True
u' key': u'comoracle.linux.datetinme.ntp-local-tinme-source'}])]

From the output, it becomes clear as to which configuration modules are triggered at which runlevel and
what keys and values they accept. Note that all key names are structured so that they are prefixed with
com.oracle, to avoid conflicts with any custom modules that you may intend to develop for your own
purposes.

Key value pairs are actually passed to ovnt t enpl at e- confi g in JSON format:

{"comoracle.linux.datetine.ntp":"True"}
{"comoracle.linux.datetine.ntp-servers":"0.pool.ntp.org, 1. pool .ntp.org, 2. pool.ntp.org"}
{"com oracl e. linux.root-password":"nmysecret"}

3.6.4 Triggering Configuration Changes

There are a variety of approaches that can be used to trigger a configuration change using ovim

t enpl at e- confi g. Most commonly, this is done by setting the ovimd service to run using in enable-initial-
config mode. This causes the virtual machine to wait to be provided with configuration parameters either
on via the console, or via the ovid messaging facility, after the next boot. This is the usual approach when
configuring a virtual machine to act as a template.

To manually force ovnd to pass messages to the ovm t enpl at e- conf i g script, simply run ovird with
the - - scri pt parameter set to point to one of the ovm t enpl at e- conf i g targets:

# ovnd --1ist

{"comoracle.|inux.datetine.ntp":"True"}

{"comoracl e. | inux.datetine.ntp-servers":"0. pool .ntp.org, 1. pool . ntp.org, 2. pool . ntp.org"}
{"com oracl e. | inux.root-password": "nysecret"}

# ovnd -s configure

the authentication module must be enabled and your final message should include

Note
@ To perform an action using messaging parameters and ovm t enpl at e- confi g,
and authentication request in the form of a key-value message:

30



Developing Oracle VM Template Configuration Modules

I {"com oracl e. |inux.root-password": "“mysecret"}

When running ovnd like this, ovind prepares two pipes (infd and outfd) and calls the ovm t enpl at e-
conf i g script transparently in the background in the following way:

# ovmtenpl ate-config --input <infd> --output <outfd> configure

During testing, it may be useful to simply pass configuration information directly to the script from STDIN
on the command line. This can be achieved by calling the script directly with the - - st di n parameter:

# ovmtenpl ate-config --stdin configure <<EOF

> {"com oracl e. | i nux. sel i nux. node": "di sabl ed"}
> {"com oracl e. | i nux. root - password": "ovsroot"}
> EOF

Configuration can also be achieved directly from the console by running the script using the - - consol e-
i nput . Doing this will prompt you for values for each of the keys that need to be defined for any enabled
modules:

# ovmtenpl ate-config --consol e-i nput configure

3.6.5 Developing Oracle VM Template Configuration Modules

The provided module scripts are developed in Python. Theoretically, it is possible to develop module
scripts in a different language, as long as the input, output and argument handling remains the same. The
example provided in this section makes use of the Python programming language.

Each module script consists of 2 main parts:
1. the script header which contains information like script name, targets, priorities and description.
2. the actual script, which handles a small set of parameters.

For examples of functional module scripts, refer to the existing modules inthe / et c/ t enpl at e. d/
scri pt s directory.

Module Script Header

Module script headers require a very specific comment block in order for ovm chkconf i g to handle
enabling and disabling your script functionality. The format for the script header is as follows:

### BEG N PLUG N | NFO

# nane: [script nane]

# [target]: [priority]

# [target]: [priority]

# description: a description that can
# cross nmultiple |ines.

### END PLUG N | NFO

When developing your own module script, you must include a header following the exact same format.
Provide your own script name, which will be used when calling ovm chkconfi g, the targets that your
script will support, and the priority for your script. The priority will specify in what order the script gets
executed. You do not have to implement all targets. If you have a configure target but no cleanup target,
this is still acceptable. The configure target gets called when a first boot/initial start of the virtual machine
happens. The cleanup target happens when you manually initiate a cleanup in your virtual machine or
when you want to restore the virtual machine to its original state. An example of the network module script
header is provided below:

### BEG N PLUG N | NFO
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# nanme: network

# configure: 50

# cl eanup: 50

# description: Script to configure tenpl ate network.
### END PLUG N | NFO

Module Script Body

The main requirement for the module script body is that it accepts at least one target parameter. Target
parameters that might get presented by the ovm t enpl at e- conf i gur e script include:

» configure
 unconfigure
 reconfigure
» cleanup

e suspend

* resume

* migrate

» shutdown

Your script can handle any other arguments that you require. There is one optional parameter which is
useful to implement and this is -e or --enumerate. ovm-template-config uses this to be able to enumerate or
list the parameters for a target supported by your script.

A very basic template to use for your script body follows:

try:

import json
except | nportError:

i mport sinplejson as json
fromtenplateconfig.cli inport nain

def do_enunerate(target):

param = []

if target == 'configure':
param += []

elif target == 'cleanup':

param += []
return json.dunps(param

def do_confi gure(param:
param = j son. | oads( param
return json. dunps(param

def do_cl eanup( param :
param = j son. | oads( param
return json. dunps(param

if _name__ =="'__main__":
mai n(do_enunerate, {'configure': do_configure, 'cleanup': do_cleanup})

This script supports the configure and cleanup targets.
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You can fill out the script with your own code. For instance, for the do_enuner at e function, you would
populate the parameters that are supported for each target in the script. An example from the firewall
module is presented below:

def do_enunerate(target):

param = []
if target == 'configure':
param += [{'key': 'comoracle.linux.network.firewall"',

"description': 'Wiether to enable network firewall: True or False.',
" hidden': True}]
return json. dunps(param

Each target function begins by reading the JSON parameters passed to the script, using the par am =

j son. | oads( par an) statement. From this point, code can be written to perform actions based on the
values of the keys that the script expects to receive. Once again, the example provided below is from the
firewall module:

def do_configure(paran):
param = j son. | oads( par am
firewal | = param get('comoracle.linux.network.firewall")
if firewall == "True':
shel | _cnd(' service iptables start')
shel | _cnd(' service ip6tables start')
shel | _cnd(' chkconfig --1evel 2345 iptables on')
shel | _cnd(' chkconfig --1evel 2345 ip6tables on')
elif firewall == "'False':
shel | _cnd(' service iptables stop')
shel | _cnd(' service ip6tables stop')
shel | _cnmd(' chkconfig --1evel 2345 iptables off')
shel | _cnd(' chkconfig --1evel 2345 ip6tables off')
return json. dunps(param

Module Script Packaging

Once you have written one or more configuration module scripts, you may want to package them as
RPMs that can be deployed on other systems. In order to install and configure template configure scripts,
they have to be packaged in an RPM, with a specific naming convention. Package the script as ovim
tenmpl at e- confi g-[ scri pt nane] . Ideally in the post install of the RPM you should add the script
automatically by executing # / usr/ sbi n/ ovm chkconfig --add [scri pt nane] . When de-
installing a script/RPM, remove it at un-install time using # / usr/ sbi n/ ovm chkconfi g --del

[ script nane] . This is illustrated in the following example of an RPM spec file that can be used:

Name: ovmtenpl at e- confi g- exanpl e

Version: 3.0

Rel ease: 1% ?di st}

Summary: Oracle VMtenpl ate exanpl e configuration script.
G oup: Applications/System

Li cense: GPL

URL: http://ww. oracle.confvirtualization

Sour ce0: % nane}-%version}.tar.gz

Bui | dRoot: % nktenp -ud % _t nppat h}/ % nane} - % ver si on} - % r el ease} - XXXXXX)
Bui | dArch: noarch

Requi res: ovmtenpl ate-config

Y%lescri ption
Oracle VM tenpl ate exanpl e configuration script.

%r ep
Y%setup -q

% nst al |
rm-rf $RPM BU LD ROOT
make install DESTDI R=$RPM BUI LD ROOT
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%l ean
rm-rf $RPM BU LD ROOT

%post
if [ $1 =1 1]; then
[ usr/ sbi n/ ovm chkconfi g --add exanpl e
fi
%pr eun
if [ $1 =0 ]; then
[ usr/sbi n/ ovm chkconfi g --del exanple
fi
%iles
%lefattr(-,root, root,-)
% _sysconfdir}/tenpl ate. d/scri pts/exanpl e
% hangel og

* Tue Mar 22 2011 John Smith - 3.0-1
- Initial build.

Ensure that you edit the example spec file to reference your own script name.

In order to create RPMs, you must install rpmbuild:

# yuminstall rpmbuild

The following example Makefile may help to automate the build process:

DESTDI R=

PACKAGE=ovm t enpl at e- conf i g- exanpl e

VERSI ON=3. 0

hel p:

@cho ' Conmonly used neke targets:'

@cho ' install - install program

@cho ' dist - create a source tarball'

@cho ' rpm - build RPM packages'

@cho ' clean - renove files created by other targets'

dist: clean

mkdi r $( PACKAGE) - $( VERSI ON)

tar -cSp --to-stdout --exclude .svn --exclude .hg --exclude .hgignore \
--exclude $(PACKAGE)-$(VERSION) * | tar -x -C $(PACKAGE) - $( VERSI ON)

tar -czSpf $(PACKAGE)-$(VERSION).tar.gz $(PACKAGE) - $( VERSI ON)

rm-rf $(PACKAGE) - $( VERSI ON)

install:
install -D exanple $(DESTDI R)/etc/tenplate.d/scripts/exanpl e

rpm dist
rpmbui ld -ta $(PACKAGE) - $(VERSION) . tar. gz

cl ean:
rm-fr $(PACKAGE) - $( VERSI ON)
find . -nane '*.py[cdo]' -exec rm-f '{}'" ';'

rm-f *.tar.gz
. PHONY: dist install rpmclean
Remember to edit this Makefile to reference your own script.

Create a working directory, copy over your script, the spec file and the Makefile. Run:

# make di st
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to create a src tarball of your code and then run:

# make rpm

This will generate an RPM in the RPMS/noarch directory within your working directory. For example:
RPMS/ noar ch/ ovm t enpl at e-confi g-test-3.0-1. el 6. noarch. rpm
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This chapter discusses additional tools that are available for Oracle VM, which do not form part of the
Oracle VM Utilities and Oracle VM Guest Additions packages. These tools are usually bundled with Oracle
VM Manager and provide facilities to quickly perform certain configuration and diagnostic tasks directly
from the command line.

4.1 Oracle VM Administrator Tool

The Oracle VM Administrator Tool, which can be invoked on the command line using the ovm admni n
command, is used to perform typical administrative actions specific to Oracle VM Manager. These actions
allow you to manage users that have access to Oracle VM Manager, reconfigure Oracle VM Manager's
datastore, and control log rotation. To perform any action using the Oracle VM Administrator Tool, you
must use the password that is configured for the weblogic user.

The Oracle VM Administrator Tool is installed as part of the default Oracle VM Manager installation
process. The full path to the Oracle VM Administrator Tool is: / uO1/ app/ or acl e/ ovm manager - 3/
bi n/ ovm admni n

The following is listed in the help page on the command line:
Usage: ./ovm adm n [options]

Opti ons:

--hel p: Shows this nessage

--createuser: Create new Oracle VM Manager adm n user

--del et euser: <adnmi n> Del ete Oracl e VM Manager adm n user

--listusers: List Oracle VM Manager users

--nodi fyuser: Mdify Oracle VM Manager user password

--lockusers: <tries> Max login tries before | ocking account. This setting is gl obal.

--unl ockuser: <adm n> Unl ock user account

--nodi fyds <SI D> <host> <port> [<type>] Mdify Data Store ' O/MDS . Options of <type>:
oracl e, nysdl

--listconfig: List configuration

--rotatel ogsdaily: <tine> Rotate Logs Daily (HH MV

--rotatel ogshysi ze: <size> Rotate Logs By Size (KB)

Warning

O Do not use the - - nodi f yds option in this command unless instructed to do so
by an Oracle Support representative. This option can result in your Oracle VM
Manager deployment becoming completely unusable. This option is used to migrate
an existing Oracle VM Manager deployment to an alternate database backend. It
does not handle the migration of the data within the database.

4.1.1 Managing Users with Oracle VM Administrator Tool

The Oracle VM Administrator Tool provides you with the ability to perform various user management
functions directly from the command line. By default, the Oracle VM Manager installation process only
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creates and configures a single Oracle VM Manager administrative user. While this is often sufficient for
many customers, creating separate administrative user accounts may be useful for security and auditing
purposes.

4.1.1.1 Creating a New Oracle VM Manager User

A new user can be created for the Oracle VM Manager application using the Oracle VM Administrator Tool
by running the following command:

# ./ovm adm n --createuser

The tool returns the following output:

Oracl e VM Manager Rel ease 3.3.1 Admin tool
Pl ease enter the username : [ovnuser]

Pl ease enter the password for [ovnuser] (mninum 8 chars. with one nuneric/special char.) :
Pl ease re-enter the password :

Note
@ Your password must conform to the password requirements suggested by the
Oracle VM Administrator Tool, or the creation of your user fails in the final step.

Pl ease enter the password for weblogic :

At this point you must enter the password for the Weblogic system. If you performed a Simple Installation
of Oracle VM Manager, this password is the same as your default Oracle VM Manager admin user's
password.

Initializing WebLogic Scripting Tool (WST) ...

Wl come to WebLogi ¢ Server Administration Scripting Shell
Type hel p() for help on avail abl e conmands

Connecting to WebLogi c server ...

Connected ...

Creating user '[ovnuser]'

Created user '[ovnuser]' successfully ...
Exi ting. ..

4.1.1.2 Deleting an Oracle VM Manager User

Removing an Oracle VM Manager administrative user can be achieved using the Oracle VM Administrator
Tool by running the following command:

# ./ovm adm n --del eteuser [ovruser]

You are prompted for the Weblogic password. This is the password for the Weblogic system as it was set
up during installation. If you performed a Simple Installation of Oracle VM Manager, this password is the
same as your default Oracle VM Manager admin user's password. Typical output is presented below:

Oracl e VM Manager Rel ease 3.3.1 Admin tool
Pl ease enter the password for webl ogic :
Initializing WebLogi c Scripting Tool (WST) ...

Wel cone to WebLogic Server Administration Scripting Shell
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Type hel p() for help on avail abl e conmands
Connecting to WebLogi c server ...
Connected ...
Del eting user '[ovnuser]’ .
Del eted user '[ovruser]' successfully ...
Exi ting. ..

Important

There are some users stored within Weblogic that are critical to the healthy
functioning of your Oracle VM Manager environment. Do not delete either of these
accounts:

¢ OracleSystemUser
« weblogic

It is also generally advisable to keep the default admin user account, so that there
is always at least one administrative account that is able to access the Oracle VM
Manager application.

4.1.1.3 Changing an Oracle VM Manager User's Password

It is possible to change any Oracle VM Manager administrative user's password using the Oracle VM
Administrator Tool by running the following command:

# ./ovm adm n --nodifyuser

The tool returns the following output:
Oracl e VM Manager Rel ease 3.3.1 Admin tool
Pl ease enter the username : [ovnuser]

Pl ease enter the current password :

account.

If you need to reset an account due to a lost password, you should delete the user

Note
@ You must be able to provide the user's current password in order to modify the user
account and create a new account.

Pl ease enter a new password for [ovruser] (minimm8 chars. with one nuneric/special char.) :
Pl ease re-enter the password :

Note
@ Your password must conform to the password requirements suggested by the
Oracle VM Administrator Tool, or the creation of your user fails in the final step.

Pl ease enter the password for weblogic :

At this point you must enter the password for the Weblogic system. If you performed a Simple Installation
of Oracle VM Manager, this password is the same as your default Oracle VM Manager admin user's
password.

Initializing WebLogi c Scripting Tool (WST) ...
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Wel come to WebLogi ¢ Server Administration Scripting Shell
Type hel p() for help on avail abl e conmands

Connecting to WebLogi c server ...

Connected ...

Modi fyi ng user '[ovnuser]'

Modi fied user '[ovnuser]' successfully ...
Exi ting. ..

4.1.1.4 Getting a List of Oracle VM Manager Users

You can use the Oracle VM Administrator Tool to obtain a list of users that have access to the Oracle VM
Manager application by running the following command:

# ./ovmadnmin --listusers

The tool prompts you for the Weblogic password and returns output similar to the following:
Oracl e VM Manager Rel ease 3.3.1 Admin tool

Pl ease enter the password for weblogic :

Initializing WebLogic Scripting Tool (WST) ...

Wel conme to WeblLogi ¢ Server Administration Scripting Shell
Type hel p() for help on avail abl e conmands

Connecting to WebLogi c server ...

Connected ...

Listing Oracle VM users ...

User : O acl eSysteniser

User : webl ogic

User : admin

User : [ovnuser]

Li sted users successfully ...

Exiting...

Some of the users stored within Weblogic and listed are critical to the healthy functioning of your Oracle
VM Manager environment. These include:

» OracleSystemUser
» weblogic

The default admin user account is also typically listed. Any other user accounts listed, such as the
[ovmuser] account, have been added to the system after installation.

4.1.1.5 Locking User Accounts

In order to protect unauthorized access to Oracle VM Manager it is possible to configure an account
locking facility that is triggered after a number of failed attempts to log in. This is achieved using the Oracle
VM Administrator Tool in the following way:

# ./ovmadmn --lockusers [3]

Note
E Account locking is enabled by default according to the base Weblogic configuration.
The default settings allow for 5 invalid login attempts before the account is locked.
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The lock period is set to 30 minutes. The only way to change the lock period
is to edit the underlying Weblogic configuration directly. For more information
on configuring the Weblogic lockout parameters, please refer to the Weblogic
documentation on this at:

http://docs.oracle.com/cd/E13222_01/wls/docs81/ConsoleHelp/
security_realm_userlockout.html

Important

This is a global parameter that applies to all users. Setting this parameter on an
instance of Oracle VM Manager that makes use of a single administrator account
can result in this account being locked for 30 minutes before anybody is able

to use it again. To recover from this is it is possible to unlock the account. See
Section 4.1.1.6, “Unlocking User Accounts”.

You are prompted to enter the Weblogic password in order to apply this setting. Typical output from the
command follows:

Oracl e VM Manager Rel ease 3.3.1 Admin tool

Pl ease enter the password for webl ogic :

Initializing WebLogic Scripting Tool (WST) ...

Wl cone to WebLogic Server Administration Scripting Shell
Type hel p() for help on avail abl e conmands

Connecting to WebLogi c server ...

Connected ...

Setting Invalid Login attenps to '[3]"'

Exiting...
Restart of Oracle VM Manager is required for Data Store change to take effect ...

Note that you are required to restart Oracle VM Manager in order for the setting to take effect.

An account is locked for 30 minutes before it is automatically unlocked again.
4.1.1.6 Unlocking User Accounts

When account locking is enabled (see Section 4.1.1.5, “Locking User Accounts”), it is possible for Oracle
VM Manager user accounts to become locked for up to 30 minutes if a user fails to authenticate after the
number of attempts that has been configured for this facility. When a user's account has become locked
and the user enters the correct username and password combination, an error appears when the user
attempts to authenticate:

Unexpected error during |login (javax.security.auth.login.Logi nException),
pl ease consult |ogs for details.

An investigation of the Admi nSer ver . | og reveals:

000000000183> >1358953290200< >BEA- 090078< >User ovruser in security real mmyreal m
has had 3 invalid login attenpts, |ocking account for 30 minutes. <

It is possible to override the 30 minute lock on an account by using the Oracle VM Administrator Tool in the
following way:

# ./ovm adm n --unl ockuser [ovnuser]
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Log Rotation Options

You are prompted for the Weblogic account password in order to complete the operation.

4.1.2 Log Rotation Options

The Oracle VM Administrator Tool allows you to control how and when log files are rotated. There are two
options available:

e --rotatel ogsdail y: set the logs to be rotated on a daily basis at an allocated time
» --rotatel ogshysi ze: set the logs to be rotated when they reach a specified size
In both cases, you are prompted for the Weblogic password in order to update the configuration.

4.1.2.1 Rotate Logs Daily

To set the logs to rotate daily at an allocated time, run the Oracle VM Administrator Tool in the following
way:

# ./ovmadm n --rotatel ogsdaily [00: 30]
The time provided is specified in the format HH:MM.

Typical output from the command follows:

Oracl e VM Manager Rel ease 3.3.1 Adnmin tool

Pl ease enter the password for weblogic :

Initializing WebLogic Scripting Tool (WST) ...

Wel come to WebLogi ¢ Server Administration Scripting Shell
Type hel p() for help on avail abl e conmands

Connecting to WebLogi c server ...

Connected ...

Configure log rotation setting to rotate daily at [00: 30]

Modi fied |l og rotation setting successfully ...
Exi ting. ..

4.1.2.2 Rotate Logs By Size

To set the logs to rotate when they reach a specified size, run the Oracle VM Administrator Tool in the
following way:

# ./ovmadm n --rotatel ogshysi ze [ 1024]

The size provided is specified according to the number of kilobytes before rotation.
Typical output from the command follows:

Oracl e VM Manager Rel ease 3.3.1 Adnmin tool

Pl ease enter the password for weblogic :

Initializing WebLogic Scripting Tool (WST) ...

Wel come to WebLogi ¢ Server Administration Scripting Shell

Type hel p() for help on avail abl e conmands
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Connecting to WebLogi c server ...

Connected ...

Configure log rotation setting to rotate the | ogs based on size ([1024] KB) ...
Modified |l og rotation setting successfully ...

Exi ting. ..

4.2 Oracle VM Diagnostic Capture

For diagnostic purposes, Oracle Support Services use a script called VMPI nf 03 that automatically collects
vital troubleshooting information from your Oracle VM environment. This script is installed when you install
Oracle VM Manager and is located at / u0O1/ app/ or acl e/ ovm manager - 3/ ovm shel | / t ool s/

vipi nf o/ vipi nf 03. sh on the Oracle VM Manager system.

The script is usually run with a minimum of two parameters, as follows:

./ vnpi nf 03. sh --user nane=[ adm n] --passwor d=[ passwd]

The script creates a tarball in the / t np directory. When the script has finished running, it notifies you of the
filename for the tarball that it has created and instructs you to send the file to Oracle Support. An example
of the output follows:

Pl ease send /tnp/vnpi nfo3-3.x.y.z-20130123-163252.tar.gz to Oracl e OVM support

For detailed information about the script, its purpose and usage, please consult the support note with Doc
ID 1521931.1. You can also find this document by logging on to My Oracle Support and searching the
knowledge base for "vmpinfo3".
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