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Introduction

This tutorial uses a “buggy” example program to demonstrate how to use dbxtool, the stand-alone graphical
user interface (GUI) for the dbx debugger, effectively. It starts with the basics and then moves on to more
advanced features.

Example Program

This tutorial uses a simplified and somewhat artificial simulation of the dbx debugger. The source code
for this C++ program is available in the sample applications zip file on the Oracle Solaris Studio 12.4
downloads web page at http://www.oracle.com/technetwork/server-storage/solarisstudio/
downloads/index.html.

After accepting the license and downloading, you can extract the zip file in a directory of your choice.

1. If you have not already done so, download the sample applications zip file, and unpack the file in a
location of your choice. The debug tutorial application is located in the Debugger subdirectory of the
SolarisStudioSampleApplications directory.

2. Build the program.

$ make
CcC -g -c main.cc
CcC -g -c 1interp.cc

CcC -g -c cmd.cc

CC -g -c debugger.cc

CcC -g -c cmds.cc

CC -g main.o interp.o cmd.o debugger.o cmds.o -0 a.out

The program is made up of the following modules:

cmd. h cmd. cc Class Cmd, a base for implementing debugger commands
interp.h interp.cc Class Interp, a simple command interpreter

debugger.h debugger.cc Class Debugger, mimics the main semantics of a debugger
cmds.h cmds. cc Implementations of various debugging commands

main.h main.cc The main() function and error handling. Sets up an Interp,

creates various commands and assigns them to the Interp.
Runs the Interp.

Run the program and try a few dbx commands.

$ a.out
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> display var
will display 'var'
> stop in X

> run running ...
stopped in X

var = {
a = '100'
b = '101"
c = '<error>'
d = '102'
e = '103'
f = '104"

}

> quit

Goodby

$

Configuring dbxtool

Start dbxtool by typing:
install-dir/bin/dbxtool

The first time you start dbxtool, the window probably looks like the following:

o Dbxtool -0OX
File Edit Debug ¥iew Tools Window Help Q-
@ E B B localhost ] & | 3 1 PN

Projects | Call Stack X% =

Hame =]
Debugger Console X =]
For information about new features see “help changes' [«]
To remove this message, put “dbxenw suppress startup_messa| |
ge 8.0' in your .dbxrc
(dbx) ed ", Jdemolsstudio”
(dbx) debug =
Mo progrom Loaded Varisbles | Breakpoints X
(dbx) ] B Hame Context

Note - Figures in this tutorial might differ from what you see when you use dbxtool.

If you need more room for other applications like a web browser, you might want to customize dbxtool to
take up less space.
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The following are examples of the various ways you can customize dbxtool.

m  Make the toolbar icons smaller.

m  Right-click anywhere in the toolbar and choose Small Toolbar Icons.
= Move the Call Stack window out of the way.

1. Click the header of the Call Stack window and drag the window downward and to the right. Let it go
when the red outline is in the position in the following illustration:

File Edit Debug Wiew Tools Window Help Q-
B @& 5 | = e Fl&l0eoe TR ER YA
Projects | Call Stack X% =
HName
Debugager Console X =]
For information about new features see "help changes' (=]
To remove this message, put “dbxenv suppress startup_messa
ge 8.0' in your .dbxrc

(dbx) ed "snetssdt-mek-dosscratchsdemolsstudio”

(dbx) debug Yariables Breakpoints X
Mo program loaded
1dbx] [] B Name Context

[«
[«

2. Click the minimize button in the header of the Call Stack window.

Call Stack =

[=]
Mame Iﬁ

The Call Stack window is minimized in the right margin.
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yIels |20 | O

If you hold the cursor over the minimized Call Stack icon, the Call Stack window is maximized until
you transfer focus to another window. If you click the minimized Call Stack icon, the Call Stack

window is maximized until you click the icon again.

3. Narrow the main window to half-screen:
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Ohxtool
File Edit Debug Wiew Tools wWindow Help Q-

ST N W

Projects X [=]

yIels |20 | O

<=Mo Project Open==

Debugger Console XX [=]
For information about new features s a
To remowe this message, put “dbxenw | |
ge 5.0' in wour .dbxrc
[dbx) cd "/ Fde
(dbx) debug Yariables Breakpoi... X [=]
Mo program loaded Mame Context
(dbx) [] L
ol
~] ~]

= Minimize the windows grouping:
dbxtool can group windows together. You can perform actions on groups of windows in addition to
individual windows. Each window belongs to a group that you can minimize/restore, drag to a new
location, float in a separate window, or dock back into the IDE window.

Oracle® Solaris Studio 12.4: dbxtool Tutorial



For example, if you click the Breakpoints tab and then click the minimize window button, the entire
window group minimizes.

Yariables Breakpoints X [=]
=] Marne Context :
ol
~]

= Undock the Output window so you can easily interact with the input and output of programs you
are debugging while having easy access to the other tabs in the dbxtool window.

If you do not see the Output window, click Window — Output or press Ctrl - 4.

Click and hold on the header of the Output window, drag the window outside of the dbxtool window,
and drop it onto your desktop.

To re-dock the Output window in the dbxtool window, right-click in the Output window and choose
Dock Group.

= Set the font size in the editor. After you have some source code displayed in the Editor window, do the
following to set the font size:

S o

Choose Tools — Options.

In the Options window, select the Fonts & Colors category.

On the Syntax tab, make sure All Languages is selected from the Languages drop-down list.
Click the Browse (...) button next to the Font text box.

In the Font Chooser dialog box, set the font, style, and size, and click OK.

Click OK in the Options window.

= Set the font size in the terminal windows. The Debugger Console and Output windows are ANSI
terminal emulators.

1
2
3.
4
5

Choose Tools — Options.

In the Options window, select the Miscellaneous category.
Click the Terminal tab.

Select settings like Font Size and Click To Type.

Click OK.

= Add a remote host to run the debugger on. dbxtool enables you to access remote servers to run
dbxtool on, as well as accessing remote files.

To add a remote host to dbxtool:

1.

In the Remote tool bar, click the down-arrow of the host drop-down list and choose Manage Hosts.

localhost |v| @
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2. The Build Hosts Manager opens. Click Add to add a new server.

Build Ho Adanage x
EBuild Hosts:
localhost | Add. .. |
| Rermowve |
| Set As Default |
| Fath Mapper... |
| Properties... |
Status: Online | LRS! |
Reason:
| Ok, || Cancel |

3. Inthe New Remote Host Setup wizard, choose an available server from the Network neighborhood
list and click Next.

Steps Select Host
1. Select Host Hostname: | | Port: [100 |
2. Setup Host
3. Summary Metwork neighborhood:
Server name | S5H @
E NO
) SSH %
& ssH | =
open
5 SSH
% apen
5 SSH
B apen
3 SSH
® apen
& SSH
open
5 SSH
% apen
3 SSH
B apen
3 ssH [
® apen |7
o= Proxy Settings
@ Provide host name
| = Back | | Mext = | | Finish | | Cancel | | Help |

4. Enter your login information, choose an authentication method and click Next. If you chose
Password, enter your password when prompted.
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Steps Setup Host

1. Select Host Identification
2. Setup Host
3. Summary

Login: |demol

Authentication
@ Password

) 55H Key File

Rernote Files Cache Settings

Default Location =

[[] clear an exit

| < Back || Mext = | | Cancel || Help |

5. When your host is connected, the summary page shows your connection status. You can choose this
remote host from the Remote toolbar while you are working.

For more information about remote hosts, see the online help in dbxtool, under the Remote Debugging
topic.

Exit dbxtool once you are finished customizing. dbxtool remembers your preferences the next time you run
it.

Diagnosing a Core Dump

To find bugs, run the example program again, and press Return without entering a command.

$ a.out

> display var
will display 'var
>

Segmentation Fault (core dumped)
$

Start dbxtool with the executable and the core file.

$ dbxtool a.out core
Notice that the dbxtool command accepts the same arguments as the dbx command.

dbxtool displays output like the following example.
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File Edit Debug Wiew Tools Window Help Q-
B B0 | 8t [~/ 0060FEEBEM®YN
Projects X El [ ] Disassembly x ;[ interp.cc x‘ [«¥[=l[g]
o §0) a.out
@ e eB-8- A3 FB5 s of]
o -
26 ="
87| B/*
=] * Find a cmd with the given name
89 *f
felc)
ol cmd *
92| Interp::find(const char #*name) const
93
94 for (Cmd #*cp = 1_cmds; *cp; cp++) g |
4 1f (stremp((*cp)-=name(), name) == g =~
153 return *cp; I
87 return MULL;
og
99
100
101| B /%
Deb Consols X S|
BUGAsT bonsole = | 102 * Eliminate everything past a '#' in 'line’
1dbx) debug "sl oS Lo L __/demol/SalarisStudioSan e oo N
Ples/Debuager/debug_tutarial fa, out® — /
sdemol/studio/bing. . /.. fSolarisStudioSamples/Debugger/debug le4 -
_tutorial/care — 185 yoid =
Fesding .out [4] Il I [»]
core file header read successfully 3 & interp::find B for [Crnd #cp = i cmds; *cp; cptb+) x
Resding 1d.s0.1 B> L b == B )
Reading libCstd.so.l Wariables Breakpoints Output - localhost/netrsdb-msk-d... x| &
Resding LibCrun.so.1 0 =
Reading libm.so.2 =]
Resding libe.so.1
program terminsted by signsl SEGV [no mapping st the fault || [P
sddress)
Oxf8cfb750: stremp+0x0170: 1d [%0l], %al =]
current function is Interp::find
[dbx) ed "y SRl pnti s denal fstudia/hin® i
[dbx] runargs
[dbx) intercept -set -unhandled, -unexpected
[dbx) ### dbzenv output_pretty_print on
[dbx) ### dbxenv rtc_error_log_file_name fdew/mull L
1dbx) I ~| e
95:1 | ns

Note the following:

= In the Debugger Console window, you see a message like the following example:

program terminated by signal SEGV (no mapping at fault address)
0xf8cfb790: strcmp+0x0170: ud %ol], %gl
Current function is Interp::find

= Even though the SEGV happened in the strcmp () function, dbx automatically shows the first frame with
a function that has debugging information. See how the stack trace in the Call Stack window has a
border around the icon for the current frame.

Call Stack = [=]
Marne
[ strempi0=2bfed, 0x0, 0=2bfed, Ox71756974, Ox508 =

[ Interp::find(this = Oxdfbff7fc, name = (nil})
[ JInterp::dispatchithis = Quffbff7fc, line = Ouffbffs74
[ JInterp::runithis = 0uffbff7fc)

[ I raing)

Note that the Call Stack window shows the parameter names and values. In this example, the second
parameter passed to strcmp () is 0x0 and that the value of name is NULL.

=  In the Editor window, the lavender stripe and a triangle on line 95 instead of a green stripe and arrow
signify the location of the call to strcmp() rather than the actual location of the error.
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fp] Disassembly x

i E‘] interp.cc =

Source | History | S - 8 - 'ﬁ ‘%_L. .5' DI:I E::ﬁ. ? {5 DD

o
86
87
a8
89
90

cmd *
Interp::find(const char *name) const
{
for (Cmd **cp = 1_cmds; *cp; cp++)
if (strcmp((*cp)-=name(), name) == o)
return *cp;
return MULL;

If you do not see parameter values, check that the dbxenv variable stack verbose is set to on in your
.dbxrc file. You can also set verbose mode in the Call Stack window by right-clicking in the window

and

selecting the Verbose option. For more information about dbxenv variables and your .dbxrc, see

Chapter 3, “Customizing dbx,” in “Oracle Solaris Studio 12.4: Debugging a Program With dbx

Functions usually fail when they are passed bad values as parameters. To check the values passed to
strcmp():
m  Check the values of the parameters in the Variables window.
1. Click the Variables tab.
Qutput Ereakpoints Wariables X | Registers Memory Debugger Console | Sessions =1
@ Mame Walue
<Enter new watch= |_ =
& | o Qcp 0x44508 [
& | o Gythis OxFfbFFTfC ]
&5 & name (nil) |:
Note that the value of name is NULL. That value is quite likely to be the cause of the SEGYV, but
check the value of the other parameter, (*cp) ->name().
2.

In the Variables window, expand the cp node and then expand the (cp*) node. The name in question
is “quit”, which is valid.
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Qutput Ereakpoints Wariables X | Registers Memory Debugger Console | Sessions =1

@ Marme Walue
=Enter new watch= I

o ? <@cp 0x44508 =
© T [&i*cpl Ox448b0 =
2| o [ c_interp Oxffbff7fc =
[c_name 0x2bfed "quit" =
o gy this 0xfFbff7fc =
& name (nil) =

If expanding the *cp node does not show additional variables, check that the dbx environment variable
output_inherited_members in your .dbxrc file is set to on. You can also turn on the display of
inherited members by right-clicking in the window and selecting the Inherited Members check box to
add a check mark.

m  Use Balloon Evaluation to confirm the value of a parameter. Click into the Editor window, then hover
the cursor over the name variable being passed to strcmp(). A tip is displayed showing the value of
name as NULL.

- [Einterp.cc x| k| Disassembly x ri=io
Source | History 18- DR SEowE #: _c[9
[<Te} ~m
Gl Ccmd *
g2 Interp::find(const char *name) const
AR
o4 for (Cmd **cp = 1_cmds; *cp; cp++
4 if (strempl(*cpl-=name(), name) == @)
2151 return *cp;
a7 return MULL;
] 1 |
i} ==
100 i
181
102 T
183
104
185 vold
106 Interp::strip_comment(char *line) const
1a7 1
108 T‘ char *poundx = strchr(line, '#'}); =
[«] Il [»]

Using balloon evaluation, you can also place the cursor over an expression like (*cp) ->name().
However, balloon evaluation of expressions with function calls is disabled because:

= You are debugging a core file.

= Function calls might have side effects that could occur as a result of casual hovering in the Editor
window.

Because the value of name should not be NULL, you need to discover which code passed this bad value to
Interp::find(). To find out:

1. Move up the call stack by choosing Debug — Stack — Make Caller Current or click the Make Caller

Current button (Alt - Page Down) on the toolbar.

Oracle® Solaris Studio 12.4: dbxtool Tutorial 12



Call Stack = [=]
Marne
[ strempi=2bfed, 0x0, 0=2bfed, OxT1756974 | =

[ JInterp::findithis = 0uffbff7fc, name = (nill)
[ Interp::dispatchithis = Oxffbff7fc, line -
[ JInterp::runithis = 0uffbff7fc)

[ I raint)

2. In the Call Stack window, double-click the frame corresponding to Interp: :dispatch().

The Editor window now highlights the corresponding code:

E;E:‘]interp.cc x| k) Disassembly X|
Source | Histary ._ B-5- I3 S #: M@

132 while (token = strtok(MULL, DELIMITERS)) { // res
133 if fargc == MAXARGS) {
134 printf ("Too many arguments at '%s'yn", token);
135 return;
136 ¥
127 argvlargct++] = token;
133 ¥
129 argvlarget+] = MULL; fi ser
140G
A cmd *cmd = find{argv[o]); /f Look for Cmd by n
142
143 if (temd) {
144 printf("Unrecognized command '%s'y\n", argv[0]); I~
145 =|=
145 1 else { ]
147 if (tisatty()) {
148 /f echo (analog of dbx
149 prompt(};
150 for (char **ayp = argv; *avp; avp++) =
[«] i [»]

This code is unfamiliar and does not provide any clues other than that the value of argv[@] is NULL.

Debugging this problem might be easier by dynamically using breakpoints and stepping.

Using Breakpoints and Stepping

Breakpoints enable you to stop a program before the manifestation of a bug and step through the code in the
hope of discovering what went wrong.

If you have not already done so, undock the Output window.

You ran the program from the command line earlier. Reproduce the bug by running the program in dbxtool.

1. =)
Click the Restart button @ on the toolbar or type run in the Debugger Console window.
2. Press Return in the Debugger Console window.

An alert box provides information about the SEGV.
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a.out - Sighal Caught

A Signal received: SIGSEGY (11) with sigcode MAPERR (1)
From process: 0
For program a.out, pid 5,650

vou may discard the signal or forward it and wou may continue or pause the
process

[ Don't Catch this Signal Again

| Discard and Pause || Discard and Continue || Forward and Continue

3. Inthe alert box, click Discard and Pause.

The Editor window once again highlights the call to strcmp() in Interp::find().

Click the Make Caller Current button in the toolbar to go to the unfamiliar code you saw earlier in
Interp::dispatch().

5. In the next section, you will set a breakpoint a bit before the call to find () so you can step through the
code to learn why things went wrong.

Setting Breakpoints

You can set a breakpoint in several ways, such as a line breakpoint or a function breakpoint. The following
list explains the several ways to create a breakpoint.

Note - If the line numbers are not showing, enable line numbers in the editor by right-clicking in the left
margin and selecting the Show Line Numbers option.

= Setting a Line Breakpoint
Toggle a line breakpoint by clicking in the left margin next to line 127.
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E;interp.cc x h‘j Dizassembly =

Source | History B~ 5 -

< [~][E]

I

£2

124
125
126

o
128
129
130
131
132
133
134
135
136
137
138
139
140

d
142

Jf hreak 'line' into "word"s and store them in 'argw'
char *argw [ MAXARGS+1] ; /i +1 for sentinel MULL
int arge = O

char *token = strtok({line, DELIMITERS);

argvlargct+] = token; /i first tok

while (token = strtok({MULL, DELIMITERS)) { // rest of the token

[»
[

if (argc == MAXARGS) { =
printf("Too many arguments at '%z'yn", token);
return; ||
h Lm
argvlargec++] = token; |3
L
argvlarget+] = MULL; /i sentinel
cmd *cmd = find{argw[0]); /¢ Look for cmd by n
i o I [ D]

= Setting a Function breakpoint

Set a function breakpoint.

Select Interp::dispatch in the Editor window.

Choose Debug — New Breakpoint or right-click and choose New Breakpoint.

The New Breakpoint dialog box appears.

Ereakpoint Type: |Fun|:ti|:|n |v|

roettings

Function: |Interp::dispatchichar *line)

i Unigue Function With this Name
1 Al Member Functions With this Mame
1 on Return

-~ Filters

Condition:

Count Lirmnit: | |v| Current Count:
|

While In:

Thread:

rActions
Action: |Stu:u|:u |v|

Script: |

| K, || Cancel ||

Help |
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Notice that the Function field is seeded with the selected function name.
3. Click OK.

= Setting a Breakpoint from the Command Line

The easiest method to set a function breakpoint is from the dbx command line. Type the stop in
command in the Debugger Console window:

(dbx) stop in dispatch
(4) stop in Interp::dispatch(char¥*)
(dbx)

Notice that you did not have to type Interp: :dispatch. Just the function name sufficed.

Your breakpoints window and Editor probably look like the following:

() Disssembly ] @ nterp cc x D
S| EB-F- QTSRO G 00 & 0 ®
IO |_ =HOUNOY = 0 ; =
11| ‘1 u
112
113
114
115 hd
116 T * Parse 'line' and dispatch the commandon 1t 1f any.

117 *i
118
118 wvoid
@ Interp::dispatchichar *line)
121 B2 ||
=] const 1nt MAXARGS = B; A
123 const char *DELIMITERS = ' tyn'; /7 "word" delimiters L
124
125 Jf hreak 'line' into "word"s and store them in 'argw'
126 char *argw [ MAXARGS+1] ; /i +1 for sentinel MULL
(] int arge = O
128
129 char *token = strtok(line, DELIMITERS); |
130 T argv[arget++] = token; ff first Eoken : |_:
4 Il »

o) } Ep Interp::dispatch } ®

Wariables Ereakpoints X | Qutput - fdemolfSolarisStudiocSamples/De. .. =]
E Mame | Context E

O interp.cc:127 [1381] a.out -~ |

IE O Interp::dispatchichar) [1381] a.out

O Interp::dispatchichars) [1381] a.out

[l

To avoid clutter in the Editor, use the Breakpoints window.

1. Click the Breakpoints tab (or maximize it if you minimized it earlier).

2. Select the line breakpoint and one of the function breakpoints, right-click, and choose Delete.

For more information about breakpoints, see Chapter 6, “Setting Breakpoints and Traces,” in “Oracle
Solaris Studio 12.4: Debugging a Program With dbx ”.
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Advantages of Function Breakpoints

Setting a line breakpoint by toggling in the editor might be intuitive. However, many dbx users prefer
function breakpoints for the following reasons:

®  Typing si dispatch in the Debugger Console window means you do not have to open a file in the
editor and scroll to a line just to place a breakpoint.

m  Because you can create function breakpoints by selecting any text in the editor, you can set a breakpoint
on a function from its call site instead of opening a file.

Tip - si is an alias for stop in. Most dbx users define many aliases and put them in the dbx configuration
file ~/.dbxrc. Some common examples are:

alias si stop in
alias sa stop at
alias s step
alias n next
alias r run

For more information about customizing your .dbxrc file and dbxenv variables, see “Setting dbxenv
Variables” in “Oracle Solaris Studio 12.4: Debugging a Program With dbx ”.

m  The name of a function breakpoint is descriptive in the Breakpoints window. The name of a line
breakpoint is not descriptive, although you can find what is at line 127 by right-clicking the line
breakpoint in the Breakpoints window and choosing Go To Source, or by double-clicking the
breakpoint.

®  Function breakpoints persist better. Because dbxtool persists breakpoints, line breakpoints might easily
become skewed if you edit code or do a source code control merge. Function names are less sensitive to
edits.

Using Watches and Stepping

Now that you have a single breakpoint at Interp::dispatch(), if you click Restart @ again and press
Return in the Debugger Console window, the program stops at the first line of the dispatch()function that
contains executable code.
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(i Disassombly x| B merpcc x il
Source | [@ E-0l- QRS E S @ H &= =8
™ H
117 |- *i
118
118 wvoid
120) Interp::dispatchichar *line)
121| =1
= const 1nt MAXARGS = g;
123 const char *DELIMITERS = ' tyn'; /7 "word" delimiters
124
125 Jf hreak 'line' into "word"s and store them in 'argw'
126 char *argw[MAXARGSH1]; /i +1 for sentinel MULL
127 int arge = O
128
128 char *token = strtok(line, DELIMITERS);
130 argvlargct+] = token; fi first token
1LEL
132 while (token = strtok(MULL, DELIMITERS)) { // rest of the tokens
133 if (argc == MAXARGS) {
134 printf ("Too many arguments at '%s'yn", token);

Because you have identified the problem of the argv[0] being passed to find() use a watch on argv:

Select an instance of argv in the Editor window.
2. Right-click and choose New Watch. The New Watch dialog box appears seeded with the selected text:

Watch Expression: |arge |

Qualified Form:

K, || Cancel |

3. Click OK.
To open the Watches window, choose Window — Watches (Alt + Shift 2).

5. In the Watches window, expand argv.

Watches X | Variables Ereakpoints =1
Name Value

?@argv DxffbffOed "wffocbfod I O fixbfixdlD", 013154 "~ PiudffodfIxe 2T =
[ argvi0] 0xffbff0ed "uffixbfod Ixc cudfixbfixf10D" =
O argvil] 0x13154 "~ P\xffxff3x92~TE" =
O argv2] 0xffbff0ed "uffixbfod Ixc cudfixbfixf10D" =
O arav(3] 0xffbffl44 "\n" =
O aravi4] 0x23 "<bad address 0x00000023=" =
[ arav(s] 0x13fed "= " =
[ aravi6] 0x1 "<bad address 0x00000001=" =
O argvi7] 0xf8e32780 " =
[ argvis] 0xff192a40 " =
<Enter new watch= ] =

Note that argv is uninitialized and because it is a local variable, argv might “inherit” random values left

on the stack from previous calls. Could this be the cause of problems?
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Click Step Over (F8) twice until the green PC arrow points to int argc = 0;.

Because argc is going to be an index into argv, create a watch for argc also. Note that argc is also
currently uninitialized and might contain unwanted values.

Because you created the watch for argc after the watch for argv, it appears second in the Watches
window.

To alphabetize the watch names, click the Name column header to sort the column. Note the sort
triangle in the following illustration.:

Watches X | “ariables Ereakpoints =1

2 Name Walue

=<Enter new watch:= |_
@argc 1 |:
L]

o (P argw (OxfFhffab 8 "ocFochfod Ticad b b fods ~\", 0x13154 "~ Podffudfaweaz.. |

| »

[l

Click Step Over (F8) .

argc now shows its initialized value of 0 and is displayed in bold to signify that the value just changed.

(] Disssembly x| Eerp e % EE
s | RE-5- QBSFBE o2 08 & a8 #
114 =
115 i*

116 * Parse 'line' and dispatch the commandon 1t 1f any.
117 *§
118
118 wvoid
120) Interp::dispatchichar *line)
121 B2
o const 1nt MAXARGS = 8;
123 const char *DELIMITERS = ' tyn'; /7 "word" delimiters
124
125 Jf hreak 'line' into "word"s and store them in 'argw' -
126 char *argw[MAXARGSH1]; /i +1 for sentinel MULL q=
127 int arge = o .
128
o char *token = strtok(line, DELIMITERS);
130 argvlargct+] = token; /i first token
131
132 while (token = strtok(MULL, DELIMITERS)) { // rest of the tokens |
133 if (argc == MAXARGS) 1 |
4] I | D]
o) } Ep Interp::dispatch } ®
Watches X |%ariables Ereakpoints =1
2 Hame Walue
=Enter new watch:= =
@argc o _
9 P argy (0xffbffabE "uffichfod Ticad b fods ~\", 0x13154 "~ Pudfixffs __ =
[ arav(o] Oxffbif4bB "ueffucbfind Tucad ueffucbfinds ~\" ]
O argwil] 0x13154 "~ Pixffixff3ix92~T@" | T
[ arav(2] Oxffbif4bB "ueffucbfind Tucad ueffucbfinds ~\" ]
[ argv(3] 0xffbff51c "\n" [
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The application is going to call strtok().

10. Click Step Over to step over the function, and observe, for example, by using balloon evaluation, that
token is NULL.
The strtok() function helps divide a string, for example, into tokens delimited by one of the
DELIMITERS. For more information, see the strtok(3) man page.

11. Click Step Over again to assign the token to argv. Then there is a call to strtok() in a loop.

As you step over, you do not enter the loop (there are no more tokens) and instead a NULL is assigned.

12. Step over that assignment too, to reach the threshold of the call to find where the sample program
crashed.

13. To double check that the program crashes at this point, step over the call to find().
The Signal Caught alert box is displayed again.

a.out - Sighal Caught

A Signal received: SIGSEGY (11) with sigcode MAPERR (1)
From process: 0
For program a.out, pid 5,753

vou may discard the signal or forward it and wou may continue or pause the
process

[ Don't Catch this Signal Again

| Discard and Pause || Discard and Continue || Forward and Continue

14. Click Discard and Pause as before.
The first call to find () after stopping in Interp::dispatch() is indeed where things go wrong.

You can quickly get back to where you originally called find().

Click Make Caller Current
b. Toggle a line breakpoint at the call site of find().

€. Open the Breakpoints window and disable the Interp::dispatch() function breakpoint.

dbxtool should look like the following illustration:
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fp| Disassembly x| ] interp.cc x

Source

< [~][E]

BE-F- QA5

E

£2

o O &

T

H

T3T

132 while (token = strtok(MULL, DELIMITERS)) { // rest of the tokens
133 if (argc == MAXARGS) {

134 printf ("Too many arguments at '%s'yn", token);

135 return;

135 1

127 argvlargct+] = token;

138

139 argvlarge++] = MULL; /i sentinel
144

o |l cmd *cmd = find(argv[o]); /4 Look for Cmd by name
142

143 if (temd) {

144 printf("Unrecognized command '%s'y\n", argv[0]);

145

146 T else {

147 if (tisatty()) {

148 /f echo (analog of dbx -e)

149 prompt();

150 for (char **ayp = argv; *avp; avp++)

151 printf(fes ", *aypi:

[

| Il ] [»

-

4

d. The downward arrow indicates that two breakpoints are set on line 141 and that one of them is
disabled.

15.

Click Restart @ and press Return in the Debugger Console window.

The program returns in front of the call to find (). Note that the Restart button evokes restarting. When
debugging, you restart much more often than initially starting.)

Tip - If you rebuild your program, for example after discovering and fixing bugs, you need not exit dbxtool
and restart it. When you click the Restart button, dbx detects that the program (or any of its constituents) has
been recompiled, and reloads it.

Therefore, consider keeping dbxtool on your desktop, perhaps minimized, and ready to use on your
debugging problems.

16. Where is the bug? Look at the watches again:

Watches X | “ariables Ereakpoints =1

= Name Walue

=<Enter new watch:=

P arge
? @argv
[ argw[0]
[ argw[l]
[ araw[2]
[ argw[3]
[ argw[4]
[ argw[s]
[ argw[e]
[ argw[7]

Flarmda1

[»

(nill
(nil)
0xffhffScd b fiodBixhd udfixbfode, " L
Oxffbffa2ec "in"

0x23 "<bad address 0x00000023>"
0x13fed "= "

0x1 "<=bad address 0x00000001="

0xfge32780 "

nwfF1aza4n "

E1n!

Note that argv[0] is NULL because the first call to strtok() returns NULL because the line was
empty and had no tokens.
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Fix this bug before proceeding with the remainder of this tutorial, if you like.

If you will be running the program under the debugger, you can patch the code in the debugger, as
described in “Using Breakpoint Scripts to Patch Your Code” on page 39.

The developer of the example code should probably have tested for this condition and bypassed the rest of
Interp::dispatch().

Discussion

The example illustrates the most common debugging pattern, where you stop the misbehaving program at
some point before things have gone wrong and then step through the code comparing the intent of the code
with the way the code actually behaves.

The next section describes some advanced techniques for using breakpoints to avoid some of the stepping
and watches that you used in this example.

Using Advanced Breakpoint Techniques

This section demonstrates some advanced techniques for using breakpoints:

m  Using breakpoint counts

m  Using bounded breakpoints

m  Picking a useful breakpoint count
= Watchpoints

m  Using breakpoint conditions

m  Micro replay using pop

m  Using fix and continue

This section, and the example program, are inspired by an actual bug discovered in dbx using much the
same sequence described in this section.

Note - To get the correct output as shown in this section, the example program must still be "buggy".
If you fixed the bug, re-download the SolarisStudioSampleApplications directory from http://
www.oracle.com/technetwork/server-storage/solarisstudio/downloads/solaris-studio-
samples-1408618.html.

The source code includes a sample input file named in, which triggers a bug in the example program. in
contains the following code:

display nonexistent_var # should yield an error

display var

stop in X # will cause one "stopped" message and display
stop in Y # will cause second "stopped" message and display
run

cont

cont

run

cont

cont

When you run the program with the input file, the output is as follows:
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$ a.out < in

> display nonexistent var

error: Don't know about 'nonexistent var'
> display var

will display 'var'

> stop in X

> stop in Y

> run
running ...
stopped in X
var = {
a = '100'
b = '101
c = '<error>'
d = '102
e = '103'
f = '104'
}
> cont
stopped in Y
var = {
a = '105"'
b = '106'
c = '<error>'
d = '107'
e = '108'
f = '109'
}
> cont
exited
> run
running ...
stopped in X
var = {
a = 'l10'
b = '111"
c = '<error>'
d = '112'
e = '113"'
f = '114"
}
> cont
stopped in Y
var = {
a = '115"'
b = '116'
c = '<error>'
d = '117"
e = '118'
f='119"
}
> cont
exited
> quit
Goodby

This output might seem voluminous but the point of this example is to illustrate techniques to be used with
long running, complex programs where stepping through code or tracing just are not practical.

Notice that when showing the value of field c, you get a value of <error>. Such a situation might occur if
the field contains a bad address.
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The Problem

Notice that when you ran the program a second time, you received additional error messages that you did
not get on the first run:

error: cannot get value of 'var.c'

The error() function uses a variable, err_silent, to silence error messages in certain circumstances.
For example, in the case of the display command, instead of displaying an error message, problems are
displayed as ¢ = '<error>'.

Step 1: Repeatability

The first step is to set up a debug target and configure the target so the bug can easily be repeated by

Start debugging the program as follows:

clicking Restart

1. If you have not yet compiled the example program, do so by following the instructions in “Example
Program” on page 2.
Choose Debug — Debug Executable.
In the Debug Executable dialog box, browse for or type the path to the executable.
In the Arguments field, type:

< in

The directory portion of the executable path is displayed in the Working Directory field.
5. Click Debug.

Host: |I0ca|host |v| | Manage ... |
Executable: | fdern0lfSoIarisStudi0SarnpIeSIDebugger!debug_tutorialfa.0ut|v| | Browse... |
Arguments: |-: in| |

Wworking Directory: | fdermolfSolarisStudioSamplesfDebuggerfdebug tutoriali

Environrment:

In a real world situation, you might want to populate the Environment field as well.

When debugging a program, dbxtool creates a debug target. You can use the same debugging configuration

by choosing Debug — Debug Recent and then choosing the desired executable.

You can set many of these properties from the dbx command line. They will be stored in the debug target
configuration.
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The following techniques help sustain easy repeatability. As you add breakpoints, you can quickly go
to a location of interest by clicking Restart without having to click Continue on various intermediate
breakpoints.

Step 2: First Breakpoint

Put the first breakpoint inside the error() function in the case where it prints an error message. This
breakpoint will be a line breakpoint on line 33.

In a larger program, you can easily change the current function in the Editor window by typing the
following, for example, in the Debugger Console window:

(dbx) func error
The lavender stripe indicates the match found by the func command.

1. Create the line breakpoint by clicking in the left margin of the Editor window on top of the number 33.

E;E‘]main.cc x 4=
Source | R B-5- QTS BL G 08 & il *
27 =
28 woid
29 error{const char *msg)

30 B2{
a1 if (err_silent = @)

32 return;

o4 printf(Uerror: wsin', msgl;

34 L}

35 B |
28 int
37 main() -
28 B9 =
| debugger = new Debugger;

4

41 Interp interp; |3
42

43 interp.add(new cmdQuit(});

44 interp.addinew CmdHelp());

45

a5 interp.add(new CmdExec());

47 =

[4] ] Tl

i @
Click Restart to run the program and upon hitting the breakpoint, the stack trace shows the error
message that is generated due to the simulated command in the in file:

> display var # should yield an error

The call to error() is expected behavior.
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Call Stack = [=]

Marme
[Jerrorimsg = 0x14053 "Don't know about 'nonexistent_wvar™) 1=
[ Debugger:displayithis = 0=444d0, expression = Ox«ffbffedc "nonexistent_war")
[l CrmdDisplay:: performithis = Oxd4 63, arge = 0«fFbffSb0)
[ JInterp::dispatchithis = Oxffbffacc, line = Oxffbffadd "display”)
[ JInterp::runithis = O=ffbffacc)
[ I raint)
3. =
Click Continue @ to continue the process and hit the breakpoint again.
An unexpected error message appears.
Call Stack = =
Marme

[Jerrorimsg = 0%140c0 "cannot get value of 'var.c'")

[ Debugger::evaluateFieldHelpithis = Oxd44d0, field = 0x140be "c")
[ Debugger::evaluateFieldithis = Owxd44d0, field = 0x140be "c")

[ Debugger::printFieldithis = O=d444d0, field = Ox140be "c")

[ b

[ Debugger::evaluateDisplayithis = QOwddadn)

[ ] Debugger::golthis = Oxddd4d)

[ Debugger::runProgramithis = O=d44d0)

[l CmdRun::performithis = 0«44 728, arge = 0«fFbffSb0)

[ JInterp::dispatchithis = 0uffbffdce, line = Oxffbffadd "run")
[ JInterp::runithis = O=ffbffacc)

[ Iraint)

Step 3: Breakpoint Counts

It would be better to arrive at this location repeatedly on each run without having to click Continue after the
first hit of the breakpoint due to the command:

> display var # should yield an error

You can edit the program or input script and eliminate the first troublesome display command. However, the
specific input sequence you are working with might be a key to reproducing this bug so you do not want to
alter the input.

Because you are interested in the second time you reach this breakpoint, set its count to 2.

1. In the Breakpoints window, right-click the breakpoint and choose Customize.
2. In the Customize Breakpoint dialog box, type 2 in the Count Limit field.
3. Click OK.
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Customize Breakpoint

Ereakpoint Type: I:I:I

Settings

File: |sStu|:|iDSampIestebuggerfdebug tutu:urialfmain.u:u:|

Line:|33 |

Filters

Condition: | |

Count Lirnit: |2 |v| Current Count: 0

while In: | |

Thread:

Actions
Action: |Stu:u|:u |v|

Script: | |

| Ik, || Cancel || Help |

Now you can repeatedly arrive at the location of interest.

In this case,choosing a count of 2 was trivial. However, sometimes a place of interest is called many times.
See “Step 7: Determining the Count Value” on page 32to easily choose a good count value. But for now,
you will explore another way of stopping in error() only in the invocation you are interested in.

Step 4: Bounded Breakpoints

1. Open the Customize Breakpoint dialog box for the breakpoint inside error() and disable breakpoint
counts by selecting Always Stop from the drop-down list for the Count Limit.

2. Rerun the program.

Pay attention to the stack trace the two times you stop in error(). The first time, the stop in error()
looks like the following screen:

Call Stack = [=]

Mame

[Jerrorimsg = 0x14058 "Don't know about 'nonexistent_wvar™)

[ b

[ Debugger:displayithis = 0=444d0, expression = Q«ffbffE3c "nonexistent_war",
[l CmdDisplay:: performithis = Oxd46fa, arge = 0«fFbffSan)

[ JInterp::dispatchithis = 0=ffbffabc, line = 0«ffbffa34 "display")

[ JInterp::runithis = 0u«ffbffabc)

[ raint)
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The second time, the stop in error() looks like the following screen:

call Stack X/

Mame

[Jerrorimsg
[ Debugger:
[ Debugger:
[ IDebugger:
[ Debugger:
[ Debugger:
[ 1Debugger:

= 0x140cd "cannot get value of 'wvar.c')
evaluateFieldHelpithis = Owxd44d0, field = 0x140be "c")
evaluateFieldithis = Ox444d0, field = 0x140be "c")
printFieldithis = Oxd44d0, field = 0x140be "c")
evaluateDisplayithis = Oxdddadn)

goithis = Oxdd4d)

runProgramithis = Oxd44d0)

[ b

[l CmdRun::performithis = 0«44 728, arge = 0«ffbffSan)

[ JInterp::dispatchithis = Oxffbffabc, line = O«ffbffa34 “run™
[ JlInterp::runithis = 0u«ffbffabc)

[ Irmaint)

To arrange to stop at this breakpoint when it is called from runProgram (frame [7]), open the Customize
Breakpoint dialog box again and set the While In field to runProgram.

stomize Breakpoint

Ereakpoint Type: I:I:I

roettings

File: |sStu|:|iDSampIestebuggerfdebug tutu:urialfmain.u:u:|

Line:|33 |

-~ Filters

Condition: | |

Count Lirnit: | |v| Current Count: 0

while In: [FunProgram| |

|

Thread:

rActions
Action: |Stu:u|:u |v|

Script: | |
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Step 5: Looking for a Cause

The unwanted error message is issued because err_silent is not > 0. Take a look at the value of
err_silent with balloon evaluation.

1. Put your cursor over err_silent in line 31 and wait for its value to be displayed.

f E‘] main.cc x|’ & interp.cc =

Source | History | [[@ [& = - G RLSE EE @ [ 0 # = @
23

26 int err_silent = o;

27

28 vold err_silent = 0

29 error{const chi

an I type: int err_silent;

a1 if (err_silent = @)

32 return;

= printf(“error: %sin', msgl;
34 ¥

35

28 int

a7 main ()

28

1
2] IT‘ debugger = new Debugger;

Follow the stack to see where err_silent was set.

Click Make Caller Current twice to evaluateField(), which has already called
evaluateFieldPrepare() simulating a complex function that might be manipulating err_silent.

@ rmain.cc x r_lm_‘l interp.cc x| E‘] debugger.cc x

Source | History | [[@ [& = - @R SEG LR o @ @
T BrTOr T Cammo T QT wa Lo o7 var e Ty
o7 return strdup(“=error="};

108 1 else {

109 char bufl1c24];

118 snprintf (huf, sizeof (huf), "=d", w++);
111 return strdup(buf);

112 1

113 1

114

115

115

117

118 char *
118 Debugger: :evaluateField(const char *field)
124
121 evaluateFieldPrepare(field);
A char *value = evaluateFieldHelp(field);
123 avaluateFieldrinishifield);
124 return value;
125 ¥
126
127
128
129
120 vold

3. Click Make Caller Current again to get to printField(), where err_silent is being incremented.
printField() has also already called printFieldPrepare(), also simulating a complex function that
might be manipulating err_silent.
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rE rnain. cc x|/ ] interp.cc xl/_@] debugger.cc x|

Source Historny E - - 'a %_L. .5' DI:I E::E._ ﬁ’? {Ib DD C;E
122 CTiET WA LUE = BEVdLIUd eI LIURs LV TIELLr,
123 evaluateFieldrinishifield);
124 return value;
125 -}
125
127 H
128
128 -
136 vold
131 Debugger: :printFieldiconst char *field)
132 EH
133 arr_silent++;
124 printFieldPrepare(field);
a4 | const char *value = evaluateField(field);
126 err_silent--;
137
133 printf ("ytss = 'wgiin', field, walued;
135
140 free({vold*)value);
141 -}
142

Notice how err_silent++ and err_silent- - bracket some code.

err_silent could go wrong in either printFieldPrepare() or evaluateFieldPrepare(), or it might
already be wrong when control gets to printField().

Step 6: More Breakpoint Counts

To find out whether err_silent was wrong before or after the call to printField(), put a breakpoint in
printField().

1. Select printField(), right-click, and choose New Breakpoint.

The New breakpoint type is pre-selected and the Function field is pre-populated with printfield.
2. Click OK.
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MNew Breakpoint

Ereakpoint Type: |Fun|:ti|:|n

roettings

Function: |printFieI|:|

1 on Return

i Unigue Function With this Name
1 Al Member Functions With this Mame

-~ Filters

Condition:

|v| Current Count:

Count Lirmnit: |
While In: |

Thread:

rActions

Action: |Stu:u|:u

Script: |

I

|| Cancel

Click Restart @ .

The first time you hit the breakpoint is during the first run, on the first stop, and on the first field, var.a.

err_silent is 0, which is OK.
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rﬁﬂ_‘l rnain.cc xr ) interp.cc = [: E debugger.cc x
Source History E - - 'Q ‘%_L. .5' DI:I E::E. ? {5 DD

M
[
C

]
I
I
2

T CTET ¥4l = BEVdlUa e IE (ORE T LT IE Oy
123 evaluateFieldrinishifield);

124 return value;

125 1

126

127

128 T

129

130 voldlerr_silent = 0

131 Debu| ld{const char *field)
132 @ { type: int err_silent;

= err_silent++;|

134 printFieldPrepare(field);

135 const char *#value = evaluateField(field);
136 arr_silent--;

137

138 printf("ytxs = "%z in", field, wvalue);
139

140 free(void*Ivalue);

141 bt

142

Tanl m

4. Click Continue.

err_silent is still OK.
5. Click Continue again.

err_silent is still OK.
Reaching the particular call to printField() that resulted in the unwanted error message might take a
while. You need to use a breakpoint count on the printField breakpoint. But what shall the count be set to?

In this simple example, you could attempt to count the runs and the stops and the fields being displayed, but
in practice the process might be more difficult. There is a way to determine the count semi-automatically.

Step 7: Determining the Count Value

1. Open the Customize Breakpoint dialog box for the breakpoint on printField() and set the Count Limit
field to infinity.
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Ereakpoint Type: I:I:I

roettings

Function: |De|:|ugger::printFieIdichst char¥)
i Unigue Function With this Name

1 Al Member Functions With this Mame

1 on Return

-~ Filters

Condition: | |

Count Lirnit: ||,-,1:i,-|it}f |v| Current Count: |0

While In: | |

Thread:

rActions
Action: |Stu:u|:u |v|

Script: | |

| (n];8 || Cancel || Help |

This setting means that you will never stop at this breakpoint. However, it will still be counting.

2. Set the Breakpoints window to show more properties, such as counts.
Click the Change Visible Columns button ﬁ at the top right corner of the Breakpoints window.

b. Select Count Limit, Count, and While In.
c. Click OK.
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=~

Choose the Columns to Display in the List

[ ] condition: Condition
Context: Context

Count: Count

Count Limit: Count Limit
] ID: 1D

[ ] Thread: Thread
DTimestamp: Timestarmp
[w] while In: while In

| (o]:4 || Cancel |

3. Run the program again. You will hit the breakpoint inside error(); the one bounded by runProgram().

4. Look at the count for the breakpoint on printField().

Watches Wariables Ereakpoints X | Sessions Cutput - localhost:fnetfsdt-m8k-d0/scratch/demol/Solari... =]
! Mame | Count | Count Limit| while In | Context E

[ main.cc:33 4] w Debugger:r... [32615] a.out |~ |
IE | [ Debugger:printField{const char) |15 Infinity = [32615] a.out

[l

The count is 15.

5. In the Customize Breakpoint window again, click the drop-down list in the Count Limit column and
select Use current Count value to transfer the current count to the count limit, and click OK.

Now when you run the program, you will stop in printField() the last time it is called before the
unwanted error message.

Step 8: Narrowing Down the Cause

Use balloon evaluation to inspect err_silent again. Now it is -1. The most likely cause is one
err_silent-- too many, or one err_silent++ too few, being executed before you got to printField().

You can locate this mismatched pair of err_silents in a small program like this example by careful code
inspection. However, a large program might contain numerous pairings of the following:

err_silent++;
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err_silent--;

A quicker way to locate the mismatched pair is by using watchpoints.

The cause of the error might not be a mismatched set of err_silent++; and err silent--; atall, but a
rogue pointer overwriting the contents of err_silent. Watchpoints would be more effective in catching

such a problem.

Step 9: Using Watchpoints

To create a watchpoint on err_silent:

Select the err_silent variable, right-click, and choose New Breakpoint.

2. Set Breakpoint Type to Access.

Note how the Settings section changes and how the Address field is & err_silent.

3. Select After in the When field.
Select Write in the Operation field.
5. Click OK.

Breakpoint
Ereakpoint Type: |ﬂu:|:ess |v|
Settings
Address:  |& err silent |
Length: [Defaults= |
When: i1 Before (@ After
Operation: [ | Read  [w]write [ | Execute
Filters
Condition: |
Count Limit: | |v| Current Count:
while In: |
Thread:
Actions
Action: |Stu:u|:u |v|
Script: |
K, || Cancel

6. Run the program.

You stop in init(). err_silent was incremented to 1 and execution stopped after that.
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7. Click Continue.
You stop in init() again.
8. Click Continue again.
You stop in init () again.
9. Click Continue again.
You stop in init() again.
10. Click Continue again.
Now you stop in stopIn(). Things look OK here too, with no -1s.

Instead of clicking Continue over and over until err_silent is set to -1, you can set a breakpoint condition.

Step 10: Breakpoint Conditions

To add a condition to your watchpoint:

In the Breakpoints window, right-click the After Write breakpoint and choose Customize.

2. Verify that After is selected in the When field.

Selecting After enables you to see what the value of err silent was changed to.

3. Set the Condition field to err_silent == -1.
4. Click OK.

Customize Breakpoint
Ereakpoint Type: I:I:I
Settings
Address:  |&err silent |
Length: |4 |
When: 1 Before (@ After
Operation: [ | Read  [w]write [ | Execute
Filters
Condition: |err_silent == |
Count Limit: | |v| Current Count: 0
while In: | |
Thread:
Actions
Action: |Stu:u|:u |v|
Script: | |
| (] || Cancel || Help |

5. Run the program again.

Oracle® Solaris Studio 12.4: dbxtool Tutorial

36



You stop in checkThings (), which is the first time err_silent is set to -1. As you look for the
matching err_silent++ you see what looks like a bug: err_silent is incremented only in the else
portion of the function.

[ main.cc x| interp.cc XW 4 >|O
| Source | History &~ - GRL S IR R &

206 =]

207
208
209

210 vold

211 Debugger: :checkThings ()

212 B 1

213 bool bad = false;

214 if (firstcheck()) {

215 bad = additionalcheck();

216 1 else {

217 err_silent = -1

218 riveCheck();

216 1 e int err silent;
o err_silent--;|

221 if (had)

222 error ("Things are in a bad way");

223 Lt

224

225

226 H

227

228

229 —

230

231 -

232

233 vold

234 Debugger::gof)

54
C

(]
I
I
2

[l

Could this be the bug you've been looking for?

Step 11: Verifying the Diagnosis by Popping the Stack

One way to double-check that you indeed went through the else block of the function would be to set a
breakpoint on checkThings () and run the program. But checkThings () might be called many times. You
can use breakpoint counts or bounded breakpoints to get to the right invocation of checkThings (), but a
quicker way to replay what was recently executed is to pop the stack.

1. Choose Debug — Stack — Pop Topmost Call.

Notice the Pop Topmost Call does not undo everything. In particular, the value of err_silent is already
wrong because you are switching from data debugging to control flow debugging.

The process state reverts to the beginning of the line containing the call to checkThings().

Click Step Into . and observe as checkThings () is called again.

As you step through checkThings (), you can verify that the process executes the if block where
err_silent is not incremented and then is decremented to -1.

Oracle® Solaris Studio 12.4: dbxtool Tutorial 37



@ rnain. cc xr_lm_‘] interp.cc x| E‘] debugger.cc x
Source History E - - 'Q ‘%_L. .5' DI:I E::E. ? {5 DD =§
199 —|:
200
201 bool

202 Debugger: :alternativeCheck ()
203

{
204 T return false;
205 1

b4
C

(]
I
[
2

206
207
208
208
210 vold
211 Debugger: :checkThings ()
212\ B {
= | bool bad = false;
214 if (firstcheck(}) {
215 bad = additionalcheck();
216 1 else {
217 arr_silent++;
218 bad = alternativeCheck();
219 ¥
220 arr_silent--;
221 if (had)
222 error ("Things are in a bad way");
223 Lt

Although you appear to have found the programming error, you might want to triple check it.

Step 12: Using Fix to Further Verify The Diagnosis

Fix the code in place and verify that the bug has indeed gone away.

1. Fix the code by putting the err silent++ above the if statement.

rﬁﬂ_‘l rnain.cc xr B interp.cc = [: & debugger.cc x

Source || History &~ - QRS PR St g O & =@
183 L
124 hool
185 Debugger::alternativeCheck () {
186 T return false;
157 ¥
188
189
180 T
181
162 vold
193 Debugger: :checkThings() {
= bool bad = false;
185 arr_silent++;
196 if (firstcheck()) {
167 bad = additionalcheck();
198 1 else {
189
200 bad = alternativeCheck();
201 ¥

Choose Debug > Apply Code Changes or press the Apply Code Changes button 0=
3. Disable the printField breakpoint and the watchpoint but leave the breakpoint in error() enabled.
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Watches wariables Ereakpoints X | Sessions Qutput - localhost SN N =1

! Marme i Count | Count Limiti while In Context E
o O main.cc33 0 w Debugger:r.. [32630] a.out -
& [[] @ Debugger:printFieldiconst chark) 0 Infinity = [32630] a.out

| [] [P After write & a.out’ main.cc” err_sile 0 - [32630] a.out

4. Run the program again.

Note that the program completes without hitting the breakpoint in error() and its output is as expected.

Watches Wariables Ereakpoints Sessions Qutput - I X =
g b= 111 4|
error: cannot get walue of 'war.c'
u> c = '=error='
d='112"
E e = '113'
f= 114
= T
] = cont
stopped in ¥
war = {
a = '115'
b = '11&'
error: cannot get walue of 'war.c'
c = '=error='
d='117" |
e = '1158"'
f =119
T
= cant ==
exited
Goodby
=
Discussion

This example illustrates the same pattern as discussed at the end of “Using Breakpoints and
Stepping” on page 13, that is, you stop the misbehaving program at some point before things have gone
wrong and then steps through the code comparing the intent of the code with the way the code actually

behaves. The main difference is that finding the point before things have gone wrong is a bit more involved.

Using Breakpoint Scripts to Patch Your Code

In “Using Breakpoints and Stepping” on page 13, you discovered a bug where an empty line yields a
NULL first token and causes a SEGV. You can use a workaround to avoid the error.

1. Delete all of the breakpoints you created previously. You can do this quickly by right-clicking in the

Breakpoints window and selecting Delete All.
2. Delete the <in argument in the Debug Executable dialog box.

Toggle a line breakpoint at line 130 in interp.cc.
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— 5 I interp.cc x|’ ] debugger.cc =

Source || History &~ - QRS PR St g O & =@
1213 o

122 const 1nt MAXARGS = g;

123 const char *DELIMITERS = ' tyn';

124

125

126 char *argv [MAXARGS+1];

127 int arge = O

128

129 char *token = strtok(line, DELIMITERS);

m] | argvlargct+] = token;

131

132 while (token = strtek(MULL, DELIMITERS)) {

133 if (argc == MAXARGS) {

134 printf ("Too many arguments at 'S%g'in", token);
135 return;

136 ¥

127 argvlargct+] = token;

138

129 argvlarget+] = MULL;

140G

141 cmd *cmd = find{argv[o]); cmgd

In the Customize Breakpoint dialog box, type token == 0 in the Condition field.
Select Run Script from the Action drop-down list.

N uos

In the Script field, type assign token = line.

In the Breakpoints window, right-click the breakpoint you just created and choose Customize.

Note - You cannot assign token = “dummy” because dbx cannot allocate the dummy string in the debugged

process. On the other hand, line is known to be equal to "".

The dialog box should look like the following screen.
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Ereakpoint Type: I:I:I

Settings

File: |;Stuu:Iiu:uSamplestebugger{debug tutu:urialfinterp.u:u:|
Line:/130 |

Filters

Condition: |t,.:.ken == |

Count Lirnit: | |v| Current Count: 0

while In: | |
Thread:

Actions

Action: |Run Script |v|

Seript: |assign token = line |

| Ik, || Cancel || Help |

8. Click OK.

Now if you run the program and enter an empty line, instead of crashing, it will warn you, as shown in the
following screen.

- =

Unrecognized command '
;

W .

B

Watches “ariables | Breakpoints | Sessions | Outpot -SSR

This workaround might be clearer if you look at the command that dbxtool sent to dbx.

when at "interp.cc":130 -if token == 0 { assign token = line; }

Conclusion

Oracle Solaris Studio dbxtool enables you to pinpoint the problem area that causes your program to
crash, while using a convenient GUI format. dbxtool enables you to simply debug your code by creating

breakpoints and stepping through your code. dbxtool also enables you use advanced breakpoint techniques
with features like watchpoints, breakpoint conditions, and pop stacking, to identify bugs in your code and
enable you to fix these problems.
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