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Intro - introduction to miscellany

Among the topics presented in this section are:

Standards The POSIX (IEEE) Standards and the X/Open Specifications are described
on the standards page.

Environments The user environment (environ), the subset of the user environment that
depends on language and cultural conventions (locale), the large file
compilation environment (1fcompile), and the transitional compilation
environment (1fcompile64) are described.

Macros The macros to format Reference Manual pages (man and mansun) as well as
other text format macros (me, mm, and ms) are described.

Characters Tables of character sets (ascii, charmap, eqnchar, and iconv), file format
notation (formats), file name pattern matching (fnmatch), and regular
expressions (regex and regexp) are presented.

Oracle America, Inc. gratefully acknowledges The Open Group for permission to reproduce
portions of its copyrighted documentation. Original documentation from The Open Group
can be obtained online at http://www.opengroup.org/bookstore/.

The Institute of Electrical and Electronics Engineers and The Open Group, have given us
permission to reprint portions of their documentation.

In the following statement, the phrase “this text" refers to portions of the system
documentation.

Portions of this text are reprinted and reproduced in electronic form in the SunOS Reference
Manual, from IEEE Std 1003.1, 2004 Edition, Standard for Information Technology --
Portable Operating System Interface (POSIX), The Open Group Base Specifications Issue 6,
Copyright (C) 2001-2004 by the Institute of Electrical and Electronics Engineers, Inc and The
Open Group. In the event of any discrepancy between these versions and the original IEEE
and The Open Group Standard, the original IEEE and The Open Group Standard is the
referee document. The original Standard can be obtained online at http: //
www.opengroup.org/unix/online.html.

This notice shall appear on any product containing this material.
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add_file (w) [f1] E S AT SCAFRIAER -

append_data (p) gé’éﬂﬁlj(#%ﬂﬁﬂ/‘]ﬁﬁj] - B\ EOF JHif o 4 Hil A SCHfIAY
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PR - SRV RS AL R G LA 1] LLBAT 1s(1) A1

stat(2)
write_attributes (A) B 5 SR B E BRI 8] B8 SO E B AE AR -
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acl(5)

read_acl (c) BEHY ACL FIFR -

write_acl (C) 5 A\ ACL WIFEE . BT chmod(1) BY setfacl(1) FIRE

write_owner (o) AT EE BIRPR . BT chown(1) B chgrp(1) FURE

synchronize (s) EEG R 35 IR SS a8 B AR RISCHRIRRR - a8 S

FRILANRR -

NFSv4 327 L MR ADRE

file_inherit (f) YRR E|H X ATE TR S

dir_inherit (d) YRR T H XHPATEHAENE X -

inherit_only (1) WEHHRT, EANHATEXES. JNH T
HRTE 3 o WAREFEHE file_inherit f1/5¢ dir_inherit LLFE 538
PRI Z o

no_propagate (n) CETE H R HBEdE R — MR ACL 57 H - IbFR

=T fle inherit fiI/BX dir_inherit LA 7~ BEAE AT PR 2 o

successful_access (S))  FE/RTEVI[AIKIIN I & NA% S SO E SR THE S . SHiT/AR
% ACE A —FLfHA -

failed_access (F) BETSE V) P ST 2 9 0 B S A % - /4
% ACE 27—k (H F -

inherited (I) 44 7 ACE -
KETHIR -

R LA 1B 37 NFSv4 ACL

acl_entry[,acl_entry] . ..

owner@:<perms>[:inheritance flags]:<allow|deny>
group@:<perms>[:inheritance flags]:<allow|deny>
everyone@:<perms>[:inheritance flags]:<allow|deny>
user:<username>[:inheritance flags]:<allow|deny>
group:<groupname>[:inheritance flags]:<allow|deny>

owner@ XU A&
group@ HITEE

user R T AR
growp  HEEALIIRUR

IRRFNYRAFREH 7 FR/F 555
ACL HLYE /R A1 -
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acl(5)

Shell Z& 7l Solaris API

user:fred:read_data/write _data/read_attributes:file inherit:allow
owner@:read data:allow,group@:read data:allow,user:tom:read data:deny

EF %% ACL AR\, Fidd (E A HE AR 14 e —FRERFEEAUR -

(ERAIE ACL MU, FERURFEE WEMUT 1s -v IR ES B . ETHF () R
VAL BRI TR, wTLLZR e ASRiEELTHFEE-

PR AL & FoR ki E @ I 51 H B 5 Rk -
fEFXEEFRE, fAn] DA% DU 58807 2B @R -

user:fred:rw------ R------ :file inherit:allow

] DUBER - BRI A —

user:fred:rwR:file inherit:allow

AT % R T AR @ AR AT AR -

user:fred:rwR:f:allow
user:fred:rwR:f------ rallow

Solaris #y <% [15ZF5 0 ACL #H{TH#E - LLT Solaris SE IR & B fift ACL B -

chmod chmod SEFHFR /7 LG 2G5, AR TFIREMMER ACL. @ity ke
symbolic-mode £ £ LA 3 ACL #AF R SLHL By - AR TFMER
% I chmod(1) »

compress  [REESCIFRT. 5 UGS RIERALAT ACL 55 48 XA — el & -

cp FRATEOLT . cp B72ME ACL, FBRIEFEE T -p ikl & -p . B
%?%ﬂﬁm\W@ﬁﬁ\@&ﬂwﬁﬁﬁ\leﬁ@Eﬁ(m%ﬁ
i

cpio FE7E -P LTI B ACL -

find B -acl bRERf &S ACL BUSCH -

s AT s NEm ACLEE o 87 -v Wi, 3 B SRy
ACL -

mv Rl SRR Kb S %%I#%m%ﬁ%@ B RGN R
PRI, BEH ACL. WMREAGEEHIACLE R, BIBEW. HFHASM
BRIF S -

pack FIESCHRRS . 5 IRIA SO R BRI AT ACL B 5T 80 —_2 R B -

rcp rep ELIMER S FFEH] o AV FE EALSEE ACLI . A R SR
ACL-

tar fERE -p IR B ACL
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N2 FZR 3 API

R ACL

BRACLE

EXHLEREAC

REACLHIEBIEE

MR IBRAT R
ACL

£ ACL SOMERSRRT
R Z B

R

20

unpack AR 465 ACL WISCERRT . RS8R X2 ACLIE R -
TEREFF AN RIS 258 ACL AT Fe I EHHE2 12 acl_get() fll acl set() HREL. XLk
PRI 3785 POSIX M 1% ACL 11 NFSv4 ACL -

int acl _get(const char *path, int flag, acl t **aclp);
int facl get(int fd, int flag, acl t **aclp);

acl_get(3SEC) fl facl get(3SEC) FRI¥L 1] 7EH & PR A2 45 & B EH FT F SCARAR T £d
SRS ERER ACL. IRESHIEE 2 ENRE T E ACL. MRINESHET
ACL NO TRIVIAL. NIFH{UkeZEIELEE ACL . H4H7E aclp ZEHR [E] ACL -

void acl free(acl t *aclp)s;

acl free() A RERION S aclp; BECHIINAE -

int acl set(const char *path, acl t *aclp);
int facl set(int fd, acl t *aclp);

acl_set(3SEC) Fll facl get(3SEC) FEUH T 1EE A PRS2 45 7€ B HH T - SRR TF
fd 5P EI%'E ACL - aclp S EEIREN ACL . 7E B RS H
NESv4 ACLHT. acl set(3SEC) ] B POSIX FEXAY ACL #5475 NFSv4 ACL - 421 7E
POSIX #Z0HY ACL LR S AR Y E 1% B NFSv4 ACL . B A HUTAEA 54

int acl trivial(const char *path);

acl_trivial() HREH THE X2 E E A5 E ACL. ACLER @I T ACL Y
Ao Q1R POSIX MY ACL WIS H L% T-MIN_ACL ENTRIES. NIEEIEEiE

H o Q5 NESv4/ZES HE T ACL BB BE owner@~ groupe fll everyone@ Z4MIZH . B
Eélﬁ?%ﬁ%ﬁ% BCRAZIRTE & POSIX T [RIHEHIE K 77 20k THE . e 248

int acl strip(const char *path, uid t uid, gid t gid, mode t mode);

acl_strip() ERELAT W STPFFRHBRFTA ACL, R HA o B T2 AR S i
8 ACL. 7E¥ i ACL . XHFATH & MR E ) uid M gid Z PR ERI(E -

int acl fromtext(const char *path, acl t **aclp);
char *acl totext(acl t *aclp, int flags);

acl_text() EKELATRF aclp F8 1AM K ACL FRTE A ELH W IMNE R 20 o AR IMA
TR ARRAIE R HS IR -

acl_fromtext () BB ALK IMIBFR I AN NERZOR P - A RINEBZR I 2T
HELE. HS W RR R -

LU R BB APT AR A T % ACL BT EEARAE -
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Nl
N
S|

= FRZEFNLE A ACL
AU @S RRREEDN ACLHES — XX FIREE

error = acl get("file", ACL NO TRIVIAL, &aclp);

if (error == @ &% aclp != NULL) {
error = acl_set("file2", aclp)
acl free(aclp);

}

2 MR ET{TACL
AL N d 2 i RETT ACL (EIEE@EACL) » HES ML

error = acl _get("file3", 0, &aclp);
if (error == 0) {

error = acl set("file4", aclp)

acl free(aclp);

}

-

P
i
}

w3 TRE X 2R EALEACL
R LU a2 AT 8 SO 5 2 A S8 ACL -

istrivial = acl trivial("file")

if (istrivial == 0)
printf("file %s has a trivial ACL\n", file);
else

printf("file %s has a NON-trivial ACL\n", file);

e WSUFHBIERFTE ACL
S DA F i < o] WSO R FTE ACL, Hix ERTE =« FrE =

error = acl strip("file", 10, 100, 0644);

chgrp(1) ~ chmod(1)~ chown(1)~ cp(1)~ cpio(1)~ find(1)~ 1s(1)~ mv(1)~ tar(l)- setfacl(l)-
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ad - Active Directory F{Fdi ¥4 R &iME EFE
Solaris 2 HILET LLA Active Directory (AD) MRS e kB 2 EE -

Solaris RV E oA AD 3. SRJ5FFf ad KBEFUSIIE] nsswitch. conf(4) SLEFHY
AR Z& HH o Solaris AGLIE ] kclient(1M) SERFEFRINA AD 38 - AD ZFRARSS
{N Xt passwd il group SZHar & BB IE -

Windows I/ JCIE 83K o user attr(4) BHEEA S Windows F P RUX RN & H . HH
passwd(1) M ANZEE AD Z[EIEZHP 1% -

Solaris AD & P HLH H HZI{¥ & 7 & AD H ARS8, Hla. S dlesfl 2~ HE
FRs5ar - & HLEFH LDAP v3 Y[R AD RS asrhiam 4 EE - HT AD &
WL5 AW AD BLZCIhE TAE. I TETFEM AD ARS5 a3 - Solaris AD % F HIL{#
idmap(1M) 55 1E Windows & £ FRIATT (security identifier, STD) I Solaris F 7 FRIRTT
(user identifier, UID) M ZHFRIRTT (group identifier, GID) Z [AIHLE - I 7 44 FI4H 4 H
AD FH PRI R A sAMAccountName JE 1 X BE L FR {5 FH X R AT TE RO TRRIC - (i
H e FH b &P A eid 4 -

% L] SASL/GSSAPI/KRB5 22 x5 o kelient SERIFEE TR PN A Z
AD - HUTHIABRIERS. kclient 7ZER F ML LA E Kerberosvs - 155 UL kclient(1M) -

/etc/nsswitch.conf T B PR IR 555 Hp il & A
/etc/nsswitch.ad {FiFH ad ~ dns RSO ECEL R 2 FRR 55 56 AR C B S04 -
/usr/lib/nss ad.so.1 AD MG FRIRSSEF AR o

passwd(1) ~ svcs(1)~ idmap(1M)~ idmapd(1M) -~ kclient(1M) -~ svcadm(1M)~ svccfg(1M) -
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sveefg(l


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4nsswitch.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mkclient-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4user-attr-4
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1passwd-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Midmap-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mkclient-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1passwd-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1svcs-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Midmap-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Midmapd-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mkclient-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msvcadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msvccfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msvccfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4nsswitch.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4user-attr-4

ars(5)

E10:E=
REHE
ik

Server configuration
attributes

Group configuration
attributes

ars — receive Solaris audit logs from a remote server

/usr/sbin/auditd

Audit Remote Server (ARS) is the counterpart of the audit_remote(5) plugin. Data sent by
the plugin can be captured, processed, and stored by the server according to the its
configuration.

ARS is delivered as a disabled Solaris audit component. It is necessary to configure ARS before
it can be used to process a remote audit trail. ARS configuration is twofold:

= the underlying security mechanisms used for secure audit data transport has to be
configured (see audit_remote(5));

= the audit remote subsystem has to be configured.

To observe and configure the ARS, use the auditconfig(1M) -setremote and -getremote
options. The configuration is divided between the configuration of server and group. The
server configuration allows for changing common ARS parameters, while the group keyword
allows configuration of connection groups, the sets of hosts sharing the same local storage
parameters.

listen_address
The address the server listens on. An empty listen_address attribute defaults to listen on all
local addresses.

listen_port
The local listening port; 0 defaults to 16162, the port associated with the “solaris-audit”
Internet service name. See services(4).

login_grace_time
The server disconnects after login grace time (in seconds) if the connection has not been
successfully established; 0 defaults to no limit.

max_startups
The number of concurrent unauthenticated connections to the server at which the server
starts refusing new connections. The value might be specified in begin:rate:full format to
allow random early drop mode, for example 10:30:60, meaning that ARS would refuse
connection attempts with a probability of rate/100 (30% in our example) if there are
currently 10 (from the start field) unauthenticated connections. The probability increases
linearly and all connection attempts are refused if the number of unauthenticated
connections reaches full (60 in our example).

The binfile_dir, binfile_fsize, and binfile_minfree attributes follow the respective p_* attributes
defined in audit_binfile(5). Brief descriptions follow.

binfile_dir
The directory for storing per host audit data.
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binfile_fsize

The maximum size of each of the stored audit trail files; 0 defaults to no limit.

binfile_minfree
The minimum free space on file system with binfile_dir before the audit_binfile informs
the administrator via audit warn(1M); 0 defaults to no limit.

hosts
The hosts in the given connection group allowed to send audit data to server. A commaisa
delimiter in case of multiple host entries. If hosts is empty, such connection group is called a
wild card connection group. If a new connection cannot be classified to any other
(non-wild card) connection group and there is an active wild card connection group
configured, the new connection is classified to that connection group. Only one active wild
card connection group can be configured.

For comprehensive configuration description and examples, see the section on Auditing in
(Oracle Solaris 11.1 P : Z2fR55) .

711 Audit Remote Server configuration

The following example describes steps to configure audit remote server to listen on specific
address. One wild card and one non-wild card connection group will be created. The non-wild
card connection group configuration will address remote audit data from
tic.cz.example.comand tac.us.example.com, the trail will be stored in
/var/audit/remote.

# Print the current audit remote server configuration.
# Both server and connection groups (if any) is displayed.
auditconfig -getremote

# Set address the audit remote server will listen on.
auditconfig -setremote server "listen address=192.168.0.1"

# Create two connection groups. Note that by default the
# connection group is created with no hosts specified

# (wild card connection group).

auditconfig -setremote group create clockhouse
auditconfig -setremote group create sink

# Add hosts to the connection group (convert the wild card
# connection group no non-wild card one). Set the storage
# directory and activate the connection group.
auditconfig -setremote group active clockhouse \
"hosts=tic.cz.example.com,tac.us.example.com,
binfile dir=/var/audit/remote"

# Activate the wild card connection group.
auditconfig -setremote group active sink
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# Verify the audit remote server configuration.
auditconfig -getremote

# Start or refresh the audit service.
audit -s

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability system/core-os

Interface Stability Committed

audit(1M), auditconfig(1M), auditd(1M), audit warn(1M), services(4), attributes(5),

audit_binfile(5), smf(5)
See the section on Auditingin {Oracle Solaris 11.1 B F : Z2fkR%%) .

The audit service FMRI is svc:/system/auditd:default.

Standards, Environments, and Macros
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51A& ascii - map of ASCII character set
Fﬁlf*ﬂig cat /usr/pub/ascii
i /usr/pub/asciiisamap of the ASCII character set, to be printed as needed. It contains octal

and hexadecimal values for each character. While not included in that file, a chart of decimal
values is also shown here.

Octal — Character

000 NUL 001 SOH 002 STX 003 ETX 004 EOT 005 ENQ 006 ACK 007 BEL
010 BS 011 HT @012 NL 013 VT 014 NP 015 CR 016 SO 017 SI
020 DLE 021 DC1 022 DC2 023 DC3 024 DC4 025 NAK 026 SYN 027 ETB
030 CAN 031 EM 032 SUB 033 ESC 034 FS 035 GS 036 RS 037 US

040 SP 041 ! 042 " 043 # 044 $ 045 % 046 & 047
050 ( 051 ) 052 * 053 + 054 , 055 — 056 . 057 /
060 0 061 1 062 2 063 3 064 4 065 5 066 6 067 7
070 8 071 9 072 : 073 ; 074 < 075 = 076 > 077 ?
100 @ 101 A 102 B 103 C 104 D 105 E 106 F 107 G
110 H 111 I 112 J 113 K 114 L 115 M 116 N 117 O
120 P 121 Q 122 R 123 S 124 T 125 U 126 V 127 W
130 X 131 Y 132 7 133 [ 134 \ 135 ] 136 © 137 _
140 ° 141 a 142 b 143 ¢ 144 d 145 e 146 f 147 ¢
150 h 151 i 152 j 153 k 154 1 155 m 156 n 157 o
160 p 161 q 162 r 163 s 164 t 165 u 166 v 167 w
170 x 171 y 172 z 173 { 174 | 175 } 176 ~ 177 DEL

Hexadecimal — Character

00 NUL 01 SOH @02 STX @3 ETX 04 EOT 05 ENQ 06 ACK 07 BEL
08 BS 09 HT 0A NL 0B VT 0C NP oD CR QE SO OF SI
10 DLE 11 DC1 12 DC2 13 DC3 14 DC4 15 NAK 16 SYN 17 ETB
18 CAN 19 EM 1A SUB 1B ESC 1C FS 1D GS 1E RS 1F US

20 SP 21 ! 22" 23 # 24 $ 25 % 26 & 27
28 ( 29 ) 2A * 2B + 2C , 2D — 2E . 2F /
30 0 311 32 2 33 3 34 4 355 36 6 37 7
38 8 39 9 3A 3B ; 3C < 3D = 3E > 3F ?
40 @ 41 A 42 B 43 C 44 D 45 E 46 F 47 G
48 H 49 I 4A ] 4B K 4C L 4D M 4E N 4F O
50 P 51 Q 52 R 53 S 54 T 55 U 56 V 57 W
58 X 59 Y 5A 7 5B [ 5C \ 5D ] 5 © 5F _
60 ° 61 a 62 b 63 c 64 d 65 e 66 f 67 g
68 h 69 i 6A j 6B k 6C 1 6D m 6E n 6F o
70 p 71 q 72 r 73 s 74 t 75 u 76 v 77 w
78 x 79 y 7A z 7B { 7C | 7D } 7E ~ 7F DEL

Decimal — Character

® NUL 1 SOH 2 STX 3 ETX 4 EOT 5 ENQ 6 ACK 7 BEL
8 BS 9 HT 10 NL 11 VT 12 NP 13 CR 14 SO 15 SI
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X

16
24
32
40
48
56
64
72
80
88
96
104
112
120

/usr/pub/ascii
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DLE
CAN

w
0

"X U I 0SS —~

X T =T

17 DC1
25 EM
33 !

41
49
57
65
73
81
89 Y
97 a
105 i
113 q
121 y

o H > O P -

18 DC2
26 SUB
34 "

42 *

50
58 :
66
74
82
90
98 b
106 j
114 r
122 z

N

N T o @

19 DC3
27 ESC
35
43
51
59
67
75
83
91
99 ¢
107 k
115 s
123 {

w + #*

—_ 0 X O -~

20 DC4
28 FS
36
44
52
60
68
76
84
92

100 d
108 1
116 t
124 |

A

~ 4 O A B~

21 NAK

29
37
45
53
61
69
77
85
93

o°

u

c =2 m

1

101 e

109
117
125

m
u

}

22 SYN
30 RS
38 &
46 .
54 6
62 >
70 F
78 N
86 V
94 ~

102 f
110 n
118 v
126 ~

23 ETB
31 US
39°
47
55
63
71
79
87
95

= 0O 0O v N~

103 g

111 o
119 w
127 DEL

On-line chart of octal and hexadecimal values for the ASCII character

set.
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attributes, architecture, availability, CSI, stability, MT-Level, standard — £ [ J& %
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ek il BHE
R ZR G5 SPARC
AT system/kernel
CsI Enabled (CLEM)
BEORENE Committed ( ELfi5E )
MT 453 Safe (Z4)
7 52 L standards(5) »

R ARG 2 AL PSR BUR E BE o 155 UL uname(1) 1 -p 22T - TERLENEHUT . (AR
LR AT BEFOT T 75 G AL d BTN A -
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audit_remote(5)

E10::E=
REHE
ik

&R EME

audit_remote — Ff Solaris B 11" H & & BB fE AR % a8
/usr/lib/security/audit remote.so

FAF Solaris F11'#YJ audit remote FH{FHEER /usr/1ib/security/audit remote.so A%
I R B0 3% (audit. log(4)) fFauditconfig(1M) YR B /5 20 — gkl & i s
KBRS 8%

W audit remote F T auditconfig AL E MIEENIRA. NIH auditd(1M) 2E A %3
o fHH auditconfig -setplugin TG A] DL SE BT S ARV BC B S -

Solaris FF LT AR S ~FHP EFE W B LT FE AR 55 ars(5) AI{#i auditconfig #F TR E LAFEIR
audit remote ZJEM —#HI#H IR -

THEIEFE € audit remote fAFAUALE -

p_hosts

host1[: [portl][:mechl]][,host2[: [port2][:mech2]],... \
hostn[: [portn] [ :mechn]]]

I EN/ MRS a517 - HIHE SR LR B8 — B T ENL - R 2 s B &
PUICEEVI RIS RS . MR AR T —a £ - MR EFTHE BV ER
RIBL, TRE K TT 96 BT 228 A1 3% -

p_hosts 55 H AN host & 53 7] A getipnodebyname(3SOCKET) #Z LA TZ K -

p_hosts 5% Y port &l 77 2 RAEK 2R LLS B o THAR S5 de i B2 B AL B 11 - WIERAR
BT, WHZim 05 29004 solaris-audit REHVR 5 - 155 L
getservbyname(3XNET) -

p_host 5% HJ mech #5752 GSS-API HLHI A FR (mech(4)) » WIRAFEE, NI H A
EVLAIELEVLE] - EILAIPLEIN kerberos v5 o

p _retries

ZIRIER BIAR S5 G 1A H A U R -
EREE N 3

p_timeout

T 400 B BB N PO RD 8 -
ERE{ES 5 FD -

gsize

LR R AR T R KR H -
R (B B S = SR AIE - 162 L auditconfig(1IM) -
WRIEHN 0. MIERE{ERE A ZBASIZH S FPRAE - 155 0L auditconfig(IM) -
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audit_remote(5)

GSS &1

X5 AR

40

audit_remote plugin sE—-1 TCP % " #L. WFI{#F GSS-API (libgss(3LIB)) X fic B 1=
TR SRR HEATHNE - A 240 — 3] Solaris B iTC K EiT gss_wrap(3GSS) A4 BRI FHIH
B4 R AL e se B R R R PR -

A A 5 #H iR S5 88 (host:port:mech) HY TCP ZE£2 I 18T MR Y 2 HLH] (mech(4))
N7 GSS e TN (f#iF gss_init sec_context(3GSS)) -

MR AR EN . WK ARSI solaris-audit LUK TCP Ui 5 - QIRAKIEE
HLHI, 6ss ¢ No oIDp FFHAE gss init sec context(3GSS) HJmech type ¥, FE{HiEE
fitti 6SS - APT {3 A I ER A HILH] -

gss init sec context(3GSS){#H GSS C NO CREDENTIAL {'ENJE Bhasiy il aihAI
audit@<host fqdn> I¢XATEIREHR - MRS58 T B0 H gss_accept sec context(3GSS)
PASERL T ST -

TERN 24 F R, ZPHL (audit remote fdif4:) JEHH gss wrap(3GSS) LLX {151
AR (ETHER) SKEMEREMERY o IS5 875 2 H gss_unwrap(3GSS) A BEREFT
W R TR EMHH gss_get mic(3GSS) FREUHH 5 15 E 01 B AR B IA 4 1% B #f
f#HY MIC (Message Integrity Code. M & 5EHMETT) -

. 4R kerberos_vs HLHITER FALACE Y 6ss_APT HLHI.  EWT T B F AL
K2 M P LA AUE B4 LIRSS B 77 20\ Kerberos KDC/TGS 3K HY

audit/<host fqdn>@<REALM> AR ZIHEEH - IR, 21THIIFIRSS &N AR 1 S i
WEA S1EETE keytab X (krb5. conf(4)) FHHY audit/<host fqdn>@<REALM> EKK
BRI K HAZ A A REME 2 2 1E 5 -

audit_remote ffliff/5 55 p_hosts FIFRHINHE — A MRS A AUZERE - WIR TR LM
TR A IETE p_timeout FOYPNEAMAR. . WITE p_retries IRAERE &2 EH ]
T Bk NMRSRE— GRS GINERRLIG W2 B 2R 851 5&
ME—E TN BRERIERBINR S SR AR R e & &8 (F i

audit remote.so retry <count> <error>.<error> SEIERE <host:port> <the network
error>) » #HSBFHUT audit warn(1M). EPROTO W LG ER IR TR B P LI R AR IR B RS
IHIRASET -

FITAE AT S5 A0 1T T 7 A T B RS A/ N 4 L7 10 e e RN R I 519
st ¥ -

P DA IR Tk JEER 6SS-APT 224 | N SCA A o HH BRI 5 P i

1 (AJDOER R AT 2R )

AT DRSO b AT 3 1R 208 S SRR 5 () 73 BRAIR \GL7 T8K
o YRTRRAS T 01 FRWCE T E M HRZHWRA (FELATE LT TR
01) BEFTWAR. o AULRCFHINER R, R PR -

S A2 R HIRRCAS ) \ (L 17 B RN e B 32 O R P 4 R ERAE — k. DARAIBK GSS %4
T ST ST A A R O R PR B B

<plugin version characters> || <server accepted version characters>
"I1" represents concatenation
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audit_remote(5)

JE B RS — R IS 17 () 64 (/7515 DL — R D3
(audit.log(4)); FMLERREIERI - wrap (64 MIF55 || BiTIEX)

AR S5 as B FHUCBIRY 64 77 5115 LK ELFE T 64 L 5115 FTHE THE SR MIC < RERfA
B SR XHEMT B E R 05T - & i ERY MIC BERIA i] DU HHE R B
PRAFE A T AT RERY BB (% i -

64 bit sequence number || m

ic (64 bit sequence number || audit record)

272 TR BT LRSS de B (R A -

1) Client <--> Server - TCP

2) Client <--> Server - pro
a) Client --> Server -
b) Client --> Server -

c) Client <-- Server -
d) Client <-- Server -

:no version match; close

3) Security context initiat
a) Client - Construct ch
initiator address
acceptor address t
application data v
b) Client --> Server -

c) Client --> Server -
d) Client <-- Server -
e) Client <-- Server -

irepeat a-e until sec
close connection; try

4) Client - transmit thread

a) Client --> Server -
b) Client --> Server -
wrap (seq

:repeat a-b while les

handshake

tocol version negotiation:

send data size - uint32_t value (2)
send clear text message of the versions
supported comma separated, e.g.,
"01,02,03" for versions 1 and 2 and 3.
The only version supported at present is
91"

send data size - uint32 t value (2)
send clear text version selected

("01")

connection; try next host

ion:

annel bindings:

type (GSS C AF NULLADDR)

ype (GSS_C_AF NULLADDR)

alue (4 octets "0101")

send token (data) size - uint32_t value

GSS-API per-context token

send token (data) size

GSS-API per-context token

urity context is initialized; if unsuccessful,
next host

, when audit record to be sent:

send data size

GSS-API per-message token

uence number || audit record)

s than max (gsize) outstanding records

5) Client - receive thread:

a) Client <-- Server -
b) Client <-- Server -
c) Client <-- Server -
d) Client -
e) Client -

Standards, Environments, and Macros

receive data size - uint32_ t value
receive sequence number - uint64_t value
receive MIC

MIC verification - OK

remove particular audit record

4
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audit_remote(5)

pointed by the sequence number from the
retransmit buffer

:repeat a-e, on error close connection; try next host;

retransmit unacknowledged audit records

6) Server - receive thread:
a) Client --> Server - receive data size
b) Client --> Server - GSS-API receive, uwrap, store
per-message token

7) Server - transmit thread:
a) Server - MIC generation - message integrity code

mic (sequence number || audit record)
b) Client <-- Server - send data size
c) Client < -- Server - send sequence number

d) Client <-- Server - send MIC

w51 1 25 A audit_remote.so FFFEEIEFE B I AR S 2%

EFHI AT HE < I3 audit remote. so HHEE R HI T IL KA X BRI AR H LTRSS
%$ku%mgﬁﬁ%ﬂﬁﬁi%ﬁﬁ%%%%ﬁ%ﬁ@mo

auditconfig -setplugin audit remote active \
"p_timeout=90;p retries=2;
p_hosts=eggplant.eng.sun.com: :kerberos v5,
purple.ebay.sun.com:4592:kerberos v5"

w2 B 2 AL 2 e
CLUR R BRI 7 i 2 e ALHI 0 SRR E e T A e — S BCE R AR 55
oy (o FH R A 0 1

auditconfig -setplugin audit remote active \
"p_timeout=10;p retries=2;
p hosts=jedger.eng.sun.com, jbadams.ebay.sun.com:4592"

w3 NERIE A AN E

RS (AN eV s o o L B 5 Yk DA R Al 55 1 2 AL 2 ) B 5
JEL18) WIRESE audit remote fAI{FHERA HAALHH H L SR A KR A BT B B KRR
o LURRBIRA 1 st ERA S KNS -

auditconfig -setplugin audit remote "' 1000

B AXRUTEMERU,. 152 attributes(5) :
B BME
MT 225 MT-Safe (MT %42)

42 FME T - F - WEFE - &EEIT2012HE5810H



audit_remote(5)

=S TR
R OFSE CELNE

R E S 502 "Committed” (ELHATE) - P HUIRSE ML (BA "01") 2
"Contracted Project Private” (& FWHEHEHH) o BREIHEEEFMARTEE. 1§

% Il audit.log(4) -

auditd(1M) ~ auditconfig(1M)~ audit warn(1M) - getipnodebyname(3SOCKET)~ getservbyn:
{Oracle Solaris 11.1 B ¥ . Z4HR55)

audit remote JEIL GSS-API (libgss(3LIB)) [AiZFEH T ARSSIIEH C - i gss SLEIHL
(140 Kerberos) TREEAIELE gss =R

IANA 73 BCHY solaris-audit ARS% 112 16162 -
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audit_syslog(5)

E10E=
RiEHE
ik

44

audit_syslog - FEHt )\ Solaris B THEUHE I R &6 H & TH B SER

/usr/lib/security/audit syslog.so

FAF Solaris # {1 #Y audit syslog FEERREE Jusr/lib/secu rity/audit syslog.so Pt
Solaris H M BRI RS H A (SUR) BUBEMSERF4, I8 systog. conf(4)
PIRCE KRR 2 X B R G HAESr 3 e o 2 YIS 12081T auditconfig(1M) SEHIFE
JERARE -

NREL auditconfig ¥ plugin BUE NGRS, WEEHEES AZ systog- {HH
auditconfig -setplugin ﬁlﬁﬂu%&ﬁﬁﬁ'—%mﬂﬁa‘é%@ﬂﬁ%ﬁz ° 4%1%)% T B
LOG_AUDIT (syslog.conf(4) 1Y audit) FI/™EE Loc NoTICE AEBK ARG HEW

& o syslog HIHHEES WA T il dit HEMMCHESEE . (F3 L
audit.log(4) ) 5FiH systog{HE—HE. syslog XIFHI B —{TAVEREEMIHT 5. B
syslog kFIVHE -

ARG HELBEEAEEIEER HEAFIEE. WA EEENENA. fErEE2HE T
SFIPHREAE B auditds syslogd 7EAER{H Y ID FBELL K HE/R syslog T ELFI™ &
TE{EAY audit.notice - syslog FREAFRF 1 45, BI— A EEFITHE S — D=1 .

WHEE 7 LLELFRC SRR AL o (YA R 8RR S ERG s HE X H
1024 F R K KIE syslog [THAZ . 42 BoRiXeeiids . LU FRElih. &
BHT () f5rdh 8L, SZBR syslog HEE STE—1TH -

Oct 31 11:38:08 smothers auditd: [ID 917521 audit.notice] chdir(2) ok\
session 401 by joeuser as root:other from myultra obj /export/home

FE ERREIH . chdir(2) BHAFRE . HWFBIR2UT ANARHAR S - 0FX L
FER B ERE O R, R EMX R -

ok BY failed HH return B exit FRiC -

session <#> <#> 72 subject SRICH AU TE ID -

by <name> <name> 72 subject SR IL I H T ID

as <name>:<group>  <name> Fll <group> 73 Hll;2 subject bRiC R E A XL 7 1D H
HUHID -

in <zone name> XIKAZFR - (AR E zonename H 1T SRS I A4 2 AL Bt 7 B -

from <terminal> <terminal> f& subject FRICHIY SUATHEA LML -

obj <path> <path> J& path PRICHRIEE 1S - N T EHE&ETT AN, ATRER

WFEMBMTZEET - (EFHAT S A (.. .) RAEEMWT -
proc_uid <owner> <owner> e EFTEEHBHF 1D -
proc_auid <owner> <owner> ;e FEFTEEHWI T ID -

LN @l systog 1H B :

FMTUE 58Stk IMEFE - ®EEIT20128 1858
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audit_syslog(5)

B

5

Nov 4 8:27:07 smothers auditd: [ID 175219 audit.notice]
\system booted

Nov 4 9:28:17 smothers auditd: [ID 752191 audit.notice] \
login - rlogin ok session 401 by joeuser as joeuser:staff from myultra

Nov 4 10:29:27 smothers auditd: [ID 521917 audit.notice] \
access(2) ok session 255 by janeuser as janeuser:staff from \
129.146.89.30 obj /etc/passwd

p flag JBIERA T — I L £ 5 systog SRR LFEE . 2 ~FiP it R
T flags Kl naﬂags (lﬁ audltconflg(lM)) LR B user attr(4) B9
EITHENETERE - ZSEE—1MES RYIER; 55— Iﬁ?@ﬂ?*/l\gﬁﬁ“gé (iEZ
audit class(4)) H{#HH audit ﬂags(S) AT IRRTE LI THEE - BRARE (%

p flags) Fomo B AR AR AT B0 -

w1 plugin {THY—FRHIE

TE N HERATE . plugin (Gi%E flags F naflags sEEHA ) AT 2 Lo iy
L%, AR A i am BFIZRICR - B fm BIC K2 F BN i AR fm 2890

Fo pc BEUEB R, Ijj,uﬁ(%ﬁ i flags l naflags AKX EH user attr(4)
TESCHIAREERRE AN o S REMBR B4 -

auditconfig -setflags lo,am,fm
auditconfig -setnaflags lo
auditconfig -setplugin audit syslog active "p flags=lo,-am,pc"

w2 all 9

TE N HEATRHAER, —FpFIME SR, all R flags fl naflags (PLK

user attr(4)) &XHFTEIRE o« ZBIIMENE am T EEM T ss,as,ua: FEHE
WA A ua BEHEAR ss 1 as BIRCE 1 -

auditconfig -setflags lo,am
auditconfig -setnaflags lo
auditconfig -setplugin audit syslog active "p flags=all,”+ss,”+as

GXRUTEERUE, ES 0 attributes(5) :

BERE BitE

MT %53 MT-Safe (MT %4)

BORENE ICE VNS

T4 B 2RI B N2 "Uncommitted” (RHfE) - A B2 U2 "Committed” (ELiff
E) o
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audit_syslog(5)

HESR

HtiE

46

auditconfig(1M)~ auditd(1M)~ audit class(4)~ syslog.conf(4)~ user attr(4)~ attributes(5)-
{Oracle Solaris 11.1 B F . ZZ2HR5S)

0% audit syslogplugin Bk /etc/syslog. conf Al E 4 T B audit FI™HE M notice
ﬁii%é&%ﬂfﬁ] syslog {HEFMETEE T Solaris BT IE KAV XA o syslog. conf L
AT — DB

audit.notice /var/audit/audit.log

syslog HYIH B Rf 8 UDP & IXFIZAE systog IS5 es. 1XFTT F A REMRIER XL
S AR A EHRE RS

WIERAE ) plugin TTHEE R S BT BORTIEATAT IS, WIRRIET systog ERR DL K
LOG_DAEMON - BB 5 £81% -

syslog kYRS [A] FEEH syslog(3C) AERR. X5 kil E it H & 45 @ rURt e
. J@E . BRFEERE 8, siFRLZHEEILD .

FMTIE SERS : #ofE . MER - ®IE1EIT 201281858
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brands(5)

5|A& brands - 9F 2 & XS & FH #ERR B
iR FRICIX 38, (Branded Zone, BrandZ) #2224 FE T zones(5) F1 /14814 Solaris Zones F:hiti4t

9, EHPEERCAIEIRE, XL A S AR ER SR 2R X i
ATEDRIC W] LR A R RIS o FTE PR ICE BRI 5 Fe = i DXt P R 7

B KISAECA — D RBRIC - PRic Y IR E 23 M 5 | S X S TRIBIAS - it
G DXIREBRIC I W] A SRAE R R e 15 S B TE AR SRR e R 8L« BREPRICH 2
JR DX g 22 26 40 70 AR E RE

— MRIC XA SR EA R Z e O hRid . X EWRE — MRIC XIS A SRR
PRIFRREE . — HIODKIRABC 7 hRiC, (EANBE S Bl R Z AR iC -
BrandZ iid DL N 75 HoR R XKIR T A -

= RCEXE— N E M AR XK E .
» zonecfg TH (iEZ L zonecfg(1M)) F T & XIRAThRIC F R H-AC & XI5
= zoneadm TE (155 I zoneadn(1M)) A TR & XA FRIC 2 7Y H 4 BE X 3

FRig X T Oracle Solaris 11> A] FIARICELEE -
®  solaris
1HZ U solaris(5) -
= solarislo
152 . solaris10(5) -
= labeled
SEEN Trusted Extensions: 152 M. txzonemgr(1M) o
BEXH T DX S FF 1R & EC SRAEZARIC R T W ORI A SORS R o DX B Rt 45 F 6 I A T

ARG INAN SFF IR IR EFF 0 B At B o o QSR P BN I 5 T PR R AN
SCRHIRAE . R FTRETCIE AN U IRRE A - N B 2 2 R ARy, HHA

EET
B BXRUTEERU, ES I attributes(5) :
it BitE
AT system/zones
R Committed ( ELIfi7E )

Nii|
b
N3
=

mdb(1) ~ zlogin(1)~ zonename(1l)~ dtrace(IM)~ in.rlogind(IM)~ sshd(1M) - txzonemgr(1M) -
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5| A& cancellation - overview of concepts related to POSIX thread cancellation
ﬁ]‘i FUNCTION ACTION
pthread cancel() Cancels thread execution.
pthread_setcancelstate() Sets the cancellation state of a thread.
pthread setcanceltype() Sets the cancellation type of a thread.
pthread testcancel() Creates a cancellation point in the calling thread.
pthread cleanup push() Pushes a cleanup handler routine.
pthread cleanup pop() Pops a cleanup handler routine.
Cancellation Thread cancellation allows a thread to terminate the execution of any application thread in the
process. Cancellation is useful when further operations of one or more threads are undesirable
Or unnecessary.

An example of a situation that could benefit from using cancellation is an
asynchronously-generated cancel condition such as a user requesting to close or exit some
running operation. Another example is the completion of a task undertaken by a number of
threads, such as solving a maze. While many threads search for the solution, one of the threads
might solve the puzzle while the others continue to operate. Since they are serving no purpose
at that point, they should all be canceled.

Planning Steps Planning and programming for most cancellations follow this pattern:

1. Identify which threads you want to cancel, and insert pthread_cancel(3C) statements.

2. Identify system-defined cancellation points where a thread that might be canceled could
have changed system or program state that should be restored. See the Cancellation
Points fora list.

3. When a thread changes the system or program state just before a cancellation point, and
should restore that state before the thread is canceled, place a cleanup handler before the
cancellation point with pthread cleanup push(3C). Wherever a thread restores the
changed state, pop the cleanup handler from the cleanup stack with
pthread_cleanup_pop(3C).

4. Know whether the threads you are canceling call into cancel-unsafe libraries, and disable
cancellation with pthread_setcancelstate(3C) before the call into the library. See
Cancellation State and Cancel-Safe.

5. To cancel a thread in a procedure that contains no cancellation points, insert your own
cancellation points with pthread_testcancel(3C). This function creates cancellation
points by testing for pending cancellations and performing those cancellations if they are
found. Push and pop cleanup handlers around the cancellation point, if necessary (see Step
3, above).
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Cancellation Points

Cleanup Handlers

The system defines certain points at which cancellation can occur (cancellation points), and
you can create additional cancellation points in your application with
pthread testcancel().

The following cancellation points are defined by the system (system-defined cancellation
points): creat(2), aio_suspend(3C), close(2), creat(2), getmsg(2), getpmsg(2), Lockf(3C),
mq_receive(3C), mq_send(3C), msgrcv(2), msgsnd(2), msync(3C), nanosleep(3C), open(2),
pause(2), poll(2), pread(2), pthread cond timedwait(3C), pthread cond wait(3C),
pthread join(3C), pthread testcancel(3C), putmsg(2), putpmsg(2), pwrite(2), read(2),
readv(2), select(3C), sem wait(3C), sigpause(3C), sigwaitinfo(3C), sigsuspend(2),
sigtimedwait(3C), sigwait(2), sleep(3C), sync(2), system(3C), tcdrain(3C), usleep(3C),
wait(3C),waitid(2),wait3(3C),waitpid(3C),write(2),writev(2),and fcntl(2), when
specifying F_SETLKW as the command.

When cancellation is asynchronous, cancellation can occur at any time (before, during, or
after the execution of the function defined as the cancellation point). When cancellation is
deferred (the default case), cancellation occurs only within the scope of a function defined as a
cancellation point (after the function is called and before the function returns). See
Cancellation Type for more information about deferred and asynchronous cancellation.

Choosing where to place cancellation points and understanding how cancellation affects your
program depend upon your understanding of both your application and of cancellation
mechanics.

Typically, any call that might require a long wait should be a cancellation point. Operations
need to check for pending cancellation requests when the operation is about to block
indefinitely. This includes threads waiting in pthread_cond_wait () and
pthread_cond_timedwait (), threads waiting for the termination of another thread in
pthread join(),and threadsblocked on sigwait().

A mutex is explicitly not a cancellation point and should be held for only the minimal essential
time.

Most of the dangers in performing cancellations deal with properly restoring invariants and
freeing shared resources. For example, a carelessly canceled thread might leave a mutex in a
locked state, leading to a deadlock. Or it might leave a region of memory allocated with no way
to identify it and therefore no way to free it.

When a thread is canceled, it should release resources and clean up the state that is shared with
other threads. So, whenever a thread that might be canceled changes the state of the system or
of the program, be sure to push a cleanup handler with pthread_cleanup_push(3C) before
the cancellation point.

When a thread is canceled, all the currently-stacked cleanup handlers are executed in
last-in-first-out (LIFO) order. Each handler is run in the scope in which it was pushed. When
the last cleanup handler returns, the thread-specific data destructor functions are called.
Thread execution terminates when the last destructor function returns.
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Cancellation State

Cancellation Type
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When, in the normal course of the program, an uncanceled thread restores state that it had
previously changed, be sure to pop the cleanup handler (that you had set up where the change
took place) using pthread_cleanup_pop(3C). That way, if the thread is canceled later, only
currently-changed state will be restored by the handlers that are left in the stack.

The pthread_cleanup_push() and pthread_cleanup_pop() functions can be implemented
as macros. The application must ensure that they appear as statements, and in pairs within the
same lexical scope (that is, the pthread_cleanup_push () macro can be thought to expand to a
token list whose first token is '{' with pthread_cleanup_pop() expanding to a token list whose
last token is the corresponding '}').

The effect of the use of return, break, continue, and goto to prematurely leave a code block
described by a pair of pthread_cleanup_push() and pthread_cleanup_pop () function calls
is undefined.

Most programmers will use only the default cancellation state of PTHREAD_CANCEL_ENABLE,
but can choose to change the state by using pthread_setcancelstate(3C), which determines
whether a thread is cancelable at all. With the default state of PTHREAD CANCEL ENABLE,
cancellation is enabled and the thread is cancelable at points determined by its cancellation
type. See Cancellation Type.

If the state is PTHREAD CANCEL DISABLE, cancellation is disabled, the thread is not cancelable
atany point, and all cancellation requests to it are held pending.

You might want to disable cancellation before a call to a cancel-unsafe library, restoring the
old cancel state when the call returns from the library. See Cancel-Safe for explanations of
cancel safety.

A thread's cancellation type is set with pthread_setcanceltype(3C), and determines
whether the thread can be canceled anywhere in its execution or only at cancellation points.

With the default type of PTHREAD_CANCEL_DEFERRED, the thread is cancelable only at
cancellation points, and then only when cancellation is enabled.

If the type is PTHREAD_CANCEL_ASYNCHRONOUS, the thread is cancelable at any point in its
execution (assuming, of course, that cancellation is enabled). Try to limit regions of
asynchronous cancellation to sequences with no external dependencies that could result in
dangling resources or unresolved state conditions. Using asynchronous cancellation is
discouraged because of the danger involved in trying to guarantee correct cleanup handling at
absolutely every point in the program.

Cancellation Type/State Table

Type State

Enabled (Default) Disabled
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Cancel-Safe

POSIX Threads Only

5

Cancellation Type/State Table

Deferred (Default) Cancellation occurs when the All cancellation requests to the
target thread reaches a target thread are held pending.
cancellation point and a cancel is
pending. (Default)

Asynchronous Receipt ofa pthread_cancel() All cancellation requests to the
call causes immediate cancellation. | target thread are held pending; as
soon as cancellation is re-enabled,
pending cancellations are
executedimmediately.

With the arrival of POSIX cancellation, the Cancel-Safe level has been added to the list of
MT-Safety levels. See attributes(5). An application or library is Cancel-Safe whenever it has
arranged for cleanup handlers to restore system or program state wherever cancellation can
occur. The application or library is specifically Deferred-Cancel-Safe when it is Cancel-Safe
for threads whose cancellation type is PTHREAD_CANCEL_DEFERRED. See Cancellation State.
It is specifically Asynchronous-Cancel-Safe when it is Cancel-Safe for threads whose
cancellation type is PTHREAD_CANCEL_ASYNCHRONOUS.

It is easier to arrange for deferred cancel safety, as this requires system and program state
protection only around cancellation points. In general, expect that most applications and
libraries are not Asynchronous-Cancel-Safe.

The cancellation functions described in this manual page are available for POSIX threads,
only (the Solaris threads interfaces do not provide cancellation functions).

i1 Cancellation example

The following short C++ example shows the pushing/popping of cancellation handlers, the
disabling/enabling of cancellation, the use of pthread_testcancel(), and so on. The
free_res() cancellation handler in this example is a dummy function that simply prints a
message, but that would free resources in a real application. The function f2() is called from
the main thread, and goes deep into its call stack by calling itself recursively.

Before f2() starts running, the newly created thread has probably posted a cancellation on the
main thread since the main thread calls thr_yield() right after creating thread2. Because
cancellation was initially disabled in the main thread, through a call to

pthread setcancelstate(),thecallto f2() frommain() continuesand constructs X at each
recursive call, even though the main thread has a pending cancellation.

When 2() is called for the fifty-first time (when "i == 50"), f2() enables cancellation by
calling pthread_setcancelstate(). It then establishes a cancellation point for itself by
calling pthread_testcancel(). (Because a cancellation is pending, a call to a cancellation
point such as read(2) or write(2) would also cancel the caller here.)
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&1 Cancellation example (&)

After themain () thread is canceled at the fifty-first iteration, all the cleanup handlers that were
pushed are called in sequence; this is indicated by the calls to free_res () and the calls to the
destructor for X. At each level, the C++ runtime calls the destructor for X and then the
cancellation handler, free_res (). The print messages from free_res() and X's destructor
show the sequence of calls.

At the end, the main thread is joined by thread2. Because the main thread was canceled, its
return status from pthread join() is PTHREAD CANCELED. After the status is printed, thread2
returns, killing the process (since it is the last thread in the process).

#include <pthread.h>
#include <sched.h>
extern "C" void thr yield(void);

extern "C" void printf(...);

struct X {
int x;
X(int i){x = i; printf("X(%d) constructed.\n", i);}
~X(){ printf("X(%d) destroyed.\n", x);}

};
void
free res(void *i)
{
printf("Freeing ‘sd‘\n",i);
}
char* f2(int i)
{
try {
X dummy(1i);
pthread cleanup push(free res, (void *)i);
if (i == 50) {
pthread setcancelstate(PTHREAD CANCEL ENABLE, NULL);
pthread testcancel();
}
f2(i+l);
pthread cleanup pop(0);
}
catch (int) {
printf("Error: In handler.\n")
}
return "f2";
}
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11 Cancellation example (&)
void *
thread2(void *tid)
{
void *sts;
printf("I am new thread :%d\n", pthread self());
pthread cancel((pthread t)tid);
pthread join((pthread t)tid, &sts);

printf("main thread cancelled due to %d\n", sts);

return (sts);

}

main()

{
pthread setcancelstate(PTHREAD CANCEL DISABLE, NULL);
pthread _create(NULL, NULL, thread2, (void *)pthread self());
thr_yield();
printf("Returned from %s\n",f2(0));

}

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level MT-Safe

read(2), sigwait(2),write(2), Intro(3), condition(5), pthread cleanup pop(3C),

pthread cleanup push(3C),pthread exit(3C), pthread join(3C),

pthread setcancelstate(3C), pthread setcanceltype(3C), pthread testcancel(3C),
setjmp(3C), attributes(5), standards(5)
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51A& charmap - character set description file
itk A character set description file or charmap defines characteristics for a coded character set.

Other information about the coded character set may also be in the file. Coded character set
character values are defined using symbolic character names followed by character encoding
values.

The character set description file provides:

= The capability to describe character set attributes (such as collation order or character
classes) independent of character set encoding, and using only the characters in the
portable character set. This makes it possible to create generic localedef(1) source files
for all codesets that share the portable character set.

= Standardized symbolic names for all characters in the portable character set, making it
possible to refer to any such character regardless of encoding.

Symbolic Names Each symbolic name is included in the file and is mapped to a unique encoding value (except
for those symbolic names that are shown with identical glyphs). If the control characters
commonly associated with the symbolic names in the following table are supported by the
implementation, the symbolic names and their corresponding encoding values are included in
the file. Some of the encodings associated with the symbolic names in this table may be the
same as characters in the portable character set table.

<ACK> <DC2> <ENQ> <FS> <IS4> <SOH>
<BEL> <DC3> <EOT> <GS> <LF> <STX>
<BS> <DC4> <ESC> <HT> <NAK> <SUB>
<CAN> <DEL> <ETB> <IS1> <RS> <SYN>
<CR> <DLE> <ETX> <IS2> <SI> <US>
<DC1> <EM> <FF> <IS3> <SO> <VT>
Declarations The following declarations can precede the character definitions. Each must consist of the

symbol shown in the following list, starting in column 1, including the surrounding brackets,
followed by one or more blank characters, followed by the value to be assigned to the symbol.

<code_set_name> The name of the coded character set for which the character set
description file is defined.

<mb_cur_max> The maximum number of bytes in a multi-byte character. This defaults
to 1.
<mb_cur_min> An unsigned positive integer value that defines the minimum number

of bytes in a character for the encoded character set.
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Format

<escape_char> The escape character used to indicate that the characters following will
be interpreted in a special way, as defined later in this section. This
defaults to backslash ('\"), which is the character glyph used in all the
following text and examples, unless otherwise noted.

<comment_char> The character that when placed in column 1 of a charmap line, is used
to indicate that the line is to be ignored. The default character is the
number sign (#).

The character set mapping definitions will be all the lines immediately following an identifier
line containing the string CHARMAP starting in column 1, and preceding a trailer line containing
the string END CHARMAP starting in column 1. Empty lines and lines containing a
<comment_char> in the first column will be ignored. Each non-comment line of the character
set mapping definition, that is, between the CHARMAP and END CHARMAP lines of the file), must
be in either of two forms:

"%s %s %s\n",<symbolic-name>,<encoding>,<comments>

or

"%S...%s %s %s\n",<symbolic-name>,<symbolic-name>, <encoding>,\
<comments>

In the first format, the line in the character set mapping definition defines a single symbolic
name and a corresponding encoding. A character following an escape character is interpreted
as itself; for example, the sequence ”<\\\>>“ represents the symbolic name “\>” enclosed
between angle brackets.

In the second format, the line in the character set mapping definition defines a range of one or
more symbolic names. In this form, the symbolic names must consist of zero or more
non-numeric characters, followed by an integer formed by one or more decimal digits. The
characters preceding the integer must be identical in the two symbolic names, and the integer
formed by the digits in the second symbolic name must be equal to or greater than the integer
formed by the digits in the first name. This is interpreted as a series of symbolic names formed
from the common part and each of the integers between the first and the second integer,
inclusive. As an example, <j0101>. ..<j0104> is interpreted as the symbolic names <j0101>,
<j0102>,<j0103>, and <j0104>, in that order.

A character set mapping definition line must exist for all symbolic names and must define the
coded character value that corresponds to the character glyph indicated in the table, or the
coded character value that corresponds with the control character symbolic name. If the
control characters commonly associated with the symbolic names are supported by the
implementation, the symbolic name and the corresponding encoding value must be included
in the file. Additional unique symbolic names may be included. A coded character value can
be represented by more than one symbolic name.
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The encoding part is expressed as one (for single-byte character values) or more concatenated
decimal, octal or hexadecimal constants in the following formats:

"sscdsd", <escape_char>, <decimal byte value>
"sscx%x", <escape_char>,<hexadecimal byte value>
"%c%0", <escape_char>,<octal byte value>

Decimal constants must be represented by two or three decimal digits, preceded by the escape
character and the lower-case letter d; for example, \d@5, \d97, or \d143. Hexadecimal
constants must be represented by two hexadecimal digits, preceded by the escape character
and the lower-case letter x; for example, \x05, \x61, or \x8f. Octal constants must be
represented by two or three octal digits, preceded by the escape character; for example, \05,
\141, or \217. In a portable charmap file, each constant must represent an 8-bit byte.
Implementations supporting other byte sizes may allow constants to represent values larger
than those that can be represented in 8-bit bytes, and to allow additional digits in constants.
When constants are concatenated for multi-byte character values, they must be of the same
type, and interpreted in byte order from first to last with the least significant byte of the
multi-byte character specified by the last constant.

In lines defining ranges of symbolic names, the encoded value is the value for the first symbolic
name in the range (the symbolic name preceding the ellipsis). Subsequent symbolic names
defined by the range will have encoding values in increasing order. Bytes are treated as
unsigned octets and carry is propagated between the bytes as necessary to represent the range.
However, because this causes a null byte in the second or subsequent bytes of a character, such
a declaration should not be specified. For example, the line

<j0101>...<j0104> \d129\d254

is interpreted as:

<j0101> \d129\d254
<j0102> \d129\d255
<j0103> \d130\d00o
<j0104> \d130\d0o1l

The expanded declaration of the symbol <j0103> in the above example is an invalid
specification, because it contains a null byte in the second byte of a character.

The comment is optional.

The following declarations can follow the character set mapping definitions (after the “END
CHARMAP” statement). Each consists of the keyword shown in the following list, starting in
column 1, followed by the value(s) to be associated to the keyword, as defined below.

WIDTH A non-negative integer value defining the column width for the printable
character in the coded character set mapping definitions. Coded
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character set character values are defined using symbolic character names
followed by column width values. Defining a character with more than
one WIDTH produces undefined results. The END WIDTH keyword is used to
terminate the WIDTH definitions. Specifying the width of a non-printable
character in aWIDTH declaration produces undefined results.

WIDTH_DEFAULT A non-negative integer value defining the default column width for any
printable character not listed by one of the WIDTH keywords. If no
WIDTH_DEFAULT keyword is included in the charmap, the default character
widthis 1.

Example:

After the “END CHARMAP” statement, a syntax for a width definition would be:

WIDTH

<A> 1
<B> 1
<C>...<Z> 1

<fool>...<foon> 2

END WIDTH

In this example, the numerical code point values represented by the symbols <A> and <B> are
assigned a width of 1. The code point values < C> to <Z> inclusive, that is, <C>, <D>, <E>, and so
on, are also assigned a width of 1. Using <A>. . .<Z>would have required fewer lines, but the

alternative was shown to demonstrate flexibility. The keyword WIDTH_DEFAULT could have
been added as appropriate.

locale(1), localedef(1),nl_langinfo(3C), extensions(5), locale(5)
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Initialize

Condition Wait
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condition — concepts related to condition variables

Occasionally, a thread running within a mutex needs to wait for an event, in which case it
blocks or sleeps. When a thread is waiting for another thread to communicate its disposition,
it uses a condition variable in conjunction with a mutex. Although a mutex is exclusive and
the code it protects is sharable (at certain moments), condition variables enable the
synchronization of differing events that share a mutex, but not necessarily data. Several
condition variables may be used by threads to signal each other when a task is complete, which
then allows the next waiting thread to take ownership of the mutex.

A condition variable enables threads to atomically block and test the condition under the
protection of a mutual exclusion lock (mutex) until the condition is satisfied. If the condition
is false, a thread blocks on a condition variable and atomically releases the mutex that is
waiting for the condition to change. If another thread changes the condition, it may wake up
waiting threads by signaling the associated condition variable. The waiting threads, upon
awakening, reacquire the mutex and re-evaluate the condition.

Condition variables and mutexes should be global. Condition variables that are allocated in
writable memory can synchronize threads among processes if they are shared by the
cooperating processes (see mmap(2)) and are initialized for this purpose.

The scope of a condition variable is either intra-process or inter-process. This is dependent
upon whether the argument is passed implicitly or explicitly to the initialization of that
condition variable. A condition variable does not need to be explicitly initialized. A condition
variable is initialized with all zeros, by default, and its scope is set to within the calling process.
For inter-process synchronization, a condition variable must be initialized once, and only
once, before use.

A condition variable must not be simultaneously initialized by multiple threads or
re-initialized while in use by other threads.

Condition variables attributes may be set to the default or customized at initialization. POSIX
threads even allow the default values to be customized. Establishing these attributes varies
depending upon whether POSIX or Solaris threads are used. Similar to the distinctions
between POSIX and Solaris thread creation, POSIX condition variables implement the
default, intra-process, unless an attribute object is modified for inter-process prior to the
initialization of the condition variable. Solaris condition variables also implement as the
default, intra-process; however, they set this attribute according to the argument, type, passed
to their initialization function.

The condition wait interface allows a thread to wait for a condition and atomically release the
associated mutex that it needs to hold to check the condition. The thread waits for another
thread to make the condition true and that thread's resulting call to signal and wakeup the
waiting thread.
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Condition Signaling

Destroy
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A condition signal allows a thread to unblock the next thread waiting on the condition
variable, whereas, a condition broadcast allows a thread to unblock all threads waiting on the
condition variable.

The condition destroy functions destroy any state, but not the space, associated with the
condition variable.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level MT-Safe

fork(2), mmap(2), setitimer(2), shmop(2), cond broadcast(3C), cond_destroy(3C),
cond_init(3C), cond _signal(3C), cond timedwait(3C), cond wait(3C),

pthread cond broadcast(3C), pthread cond destroy(3C), pthread cond init(3C),
pthread cond signal(3C),pthread cond timedwait(3C),pthread cond wait(3C),
pthread condattr init(3C), signal(3C), attributes(5), mutex(5), standards(5)

If more than one thread is blocked on a condition variable, the order in which threads are
unblocked is determined by the scheduling policy.

USYNC_THREAD does not support multiple mapplings to the same logical synch object. If you
need tommap () a synch object to different locations within the same address space, then the
synch object should be initialized as a shared object USYNC_PROCESS for Solaris, and
PTHREAD PROCESS PRIVATE for POSIX.
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51A& crypt_bsdbf - password hashing module using Blowfish cryptographic algorithm
Fﬁ?i*ﬁ% /usr/lib/security/$ISA/crypt_bsdbf.so
ik The crypt_bsdbf module is a one-way password hashing module for use with crypt(3C) that

uses the Blowfish cryptographic algorithm. The algorithm identifier for crypt. conf(4) and
policy.conf(4)is2a.

The maximum password length for crypt_bsdbf is 72 characters.

The default number of rounds is Log (4). This can be increased by updating
/etc/security/crypt.conf, for example, for log(12) rounds:

2a crypt_bsdbf.so.1 12

B See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level Safe
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passwd(1), crypt(3C), crypt_genhash_impl(3C), crypt_gensalt(3C),
crypt_gensalt_impl(3C), getpassphrase(3C), crypt.conf(4), passwd(4), policy.conf(4),
attributes(5)
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crypt_bsdmd5 - password hashing module using MD5 message hash algorithm

/usr/lib/security/$ISA/crypt bsdmd5.so

The crypt_bsdmd5 module is a one-way password hashing module for use with crypt(3C)
that uses the MD5 message hash algorithm. The algorithm identifier for crypt.conf(4) and
policy.conf(4)is 1. The output is compatible with md5crypt on BSD and Linux systems.

The maximum password length for crypt_bsdmd5 is 255 characters.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level Safe

passwd(1), crypt(3C), crypt_genhash_impl(3C), crypt_gensalt(3C),
crypt_gensalt_impl(3C), getpassphrase(3C), crypt.conf(4), passwd(4), policy.conf(4),
attributes(5)
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crypt_sha256 — password hashing module using SHA-256 message hash algorithm

/usr/lib/security/$ISA/crypt sha256.so

The crypt_sha256 module is a one-way password hashing module for use with crypt(3C)
that uses the SHA-256 message hash algorithm. The algorithm identifier for crypt.conf(4)
and policy.conf(4)is5.

This module is designed to make it difficult to crack passwords that use brute force attacks
based on high speed SHA-256 implementations that use code inlining, unrolled loops, and
table lookup.

The maximum password length for crypt_sha256 is 255 characters.

The following options can be passed to the module by means of crypt. conf(4):

rounds=<positive_number>
Specifies the number of rounds of SHA-256 to use in generation of the salt; the default
number of rounds is 5000. Negative values have no effect and are ignored. The minimum
number of rounds cannot be below 1000.

The number of additional rounds is stored in the salt string returned by
crypt_gensalt(3C). For example:
$5, rounds=6000$n1xmTTpz$

When crypt_gensalt(3C) is being used to generate a new salt, if the number of additional
rounds configured in crypt. conf(4) is greater than that in the old salt, the value from
crypt.conf(4) is used instead. This allows for migration to stronger (but more
time-consuming) salts on password change.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level Safe

passwd(1), crypt(3C), crypt_genhash_impl(3C), crypt_gensalt(3C),
crypt_gensalt_impl(3C), getpassphrase(3C), crypt.conf(4), passwd(4), policy.conf(4),
attributes(5)
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crypt_sha512 - password hashing module using SHA-512 message hash algorithm

/usr/lib/security/$ISA/crypt sha512.so

The crypt_sha512 module is a one-way password hashing module for use with crypt(3C)
that uses the SHA-512 message hash algorithm. The algorithm identifier for crypt.conf(4)
and policy.conf(4)is6.

This module is designed to make it difficult to crack passwords that use brute force attacks
based on high speed SHA-512 implementations that use code inlining, unrolled loops, and
table lookup.

The maximum password length for crypt_sha512 is 255 characters.

The following options can be passed to the module by means of crypt. conf(4):

rounds=<positive_number>
Specifies the number of rounds of SHA-512 to use in generation of the salt; the default
number of rounds is 5000. Negative values have no effect and are ignored. The minimum
number of rounds cannot be below 1000.

The number of additional rounds is stored in the salt string returned by
crypt_gensalt(3C). For example:
$6, rounds=6000$n1xmTTpz$

When crypt_gensalt(3C) is being used to generate a new salt, if the number of additional
rounds configured in crypt. conf(4) is greater than that in the old salt, the value from
crypt. conf(4) is used instead. This allows for migration to stronger (but more
time-consuming) salts on password change.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level Safe

passwd(1), crypt(3C), crypt_genhash_impl(3C), crypt_gensalt(3C),
crypt_gensalt_impl(3C), getpassphrase(3C), crypt.conf(4), passwd(4), policy.conf(4),
attributes(5)
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51A& crypt_sunmd5 - password hashing module using MD5 message hash algorithm
H 7£1ﬂ§ /usr/lib/security/$ISA/crypt sunmd5.so
ik The crypt_sunmd5 module is a one-way password hashing module for use with crypt(3C)

that uses the MD5 message hash algorithm. The algorithm identifier for crypt.conf(4) and
policy.conf(4)ismd5.

This module is designed to make it difficult to crack passwords that use brute force attacks
based on high speed MD5 implementations that use code inlining, unrolled loops, and table
lookup.

The maximum password length for crypt_sunmd5 is 255 characters.

The following options can be passed to the module by means of crypt. conf(4):

rounds=<positive_number>  Specifies the number of additional rounds of MD5 to use in
generation of the salt; the default number of rounds is 4096.
Negative values have no effect and are ignored, that is, the
number of rounds cannot be lowered below 4096.

The number of additional rounds is stored in the salt string
returned by crypt_gensalt(3C). For example:

$md5, rounds=1000$n1xmTTpz$

When crypt_gensalt(3C) is being used to generate a new
salt, if the number of additional rounds configured in
crypt. conf(4) is greater than that in the old salt, the value
from crypt.conf(4) is used instead. This allows for
migration to stronger (but more time-consuming) salts on
password change.

Bt See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level Safe
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passwd(1), crypt(3C), crypt_genhash_impl(3C), crypt_gensalt(3C),
crypt_gensalt_impl(3C), getpassphrase(3C), crypt.conf(4), passwd(4), policy.conf(4),
attributes(5)
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crypt_unix - traditional UNIX crypt algorithm

The crypt_unix algorithm is the traditional UNIX crypt algorithm. It is not considered
sufficiently secure for current systems and is provided for backwards compatibility. The
crypt_sunmd5(5), crypt_bsdmd5(5), or crypt_bsdbf(5) algorithm should be used instead.

The algorithm identifier for policy.conf(4)is__unix__.Thereisnoentryin crypt.conf(4)
for this algorithm.

The crypt_unix algorithm is internal to libc and provides the string encoding function used
by crypt(3C) when the first character of the saltis nota "$".

This algorithm is based on a one-way encryption algorithm with variations intended (among
other things) to frustrate use of hardware implementations of a key search. Only the first eight
characters of the key passed to crypt () are used with this algorithm; the rest are silently
ignored. The salt is a two-character string chosen from the set [a-zA-Z0-9./]. This string is
used to perturb the hashing algorithm in one of 4096 different ways.

The maximum password length for crypt_unix is 8 characters.

The return value of the crypt_unix algorithm might not be portable among
standard-conforming systems. See standards(5).

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level Safe

passwd(1), crypt(3C), crypt_genhash_impl(3C), crypt_gensalt(3C),
crypt_gensalt impl(3C), getpassphrase(3C), crypt.conf(4), passwd(4), policy.conf(4),
attributes(5), crypt bsdbf(5), crypt bsdmd5(5), crypt sunmd5(5), standards(5)
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datasets — Oracle Solaris ZFS dataset organization

Oracle Solaris is installed to a hierarchical set of ZFS datasets with well-defined names. The
ZFS datasets, composed of both file systems and volumes, are stored on a bootable ZFS storage
poolin the global zone. Snapshots are also ZFS datasets, but will not be discussed here.

The datasets are created automatically by one of the installation tools: the automated installer,
the text installer, or the GUI installer. For non-global zones, the datasets are created by the
zone brand during the zone installation and might differ from the hierarchy described here,
which applies to the solaris(5) brand and the global zone.

rpool is the default name of the top-level dataset in the bootable ZFS storage pool and is
mounted at /rpool. Bootable ZFS storage pools have certain restrictions over normal ZFS
storage pools. These restrictions are discussed in the “Oracle Solaris Administration: ZFS File
Systems” section of the Oracle Solaris 11 Information Library.

Administrators can create datasets anywhere beneath the top-level dataset, but those created
within the 'ROOT/be -<name>' dataset are treated specially by beadm(1M) and are discussed
later.

This is a container dataset which is not mounted by Solaris during operation. It collects sets of
related datasets, each set forming a ZFS Boot Environment (BE). A BE is created on
installation. Additional BEs are created by pkg(1) and can be modified, created, or destroyed
by beadm.

In the global zone, the ROOT dataset must be stored within a bootable ZFS storage pool,
called 'rpool’ by default. For non-global zones, the ROOT dataset is stored in a dataset with
the leaf name 'rpool' beneath the zonepath of each zone.

The list below shows the datasets that are created beneath the ROOT dataset. This list uses the
default storage pool name.

rpool/RO0T/solaris
This is the default dataset that is created for the first boot environment installed on the
system. It contains the root file system and is mounted on '/'.

The name of the leaf component of this dataset corresponds to the name of the BE that is
associated with it. Any datasets created by the administrator as children of the
'ROOT/<be-name>' dataset will be associated with that BE, and will be created, cloned,
destroyed and have snapshots taken of them as part of the BE by beadm. New datasets
created beneath 'RO0OT/<be-name>' should have the zfs property 'canmount=noauto’ set so
that the datasets are mounted by beadm when appropriate.

All packaged content that is part of the image in a boot environment must fully reside
within the datasets belonging to the boot environment.

rpool/RO0T/solaris/var
This is a dataset associated with each boot environment that contains the /var file system
for the BE.
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Dump Dataset

Swap Dataset

rpool/VARSHARE

rpool/export/home

rpool/dump is a ZFS volume created during installation and is used as the default dump device
for the system crash dump facility. This dataset is shared across all BEs. The crash dump
facility can be managed with dumpadm(1M) and the dump device can be resized using
zfs(1M). The rpool/dump dataset is not present on non-global zones. Other devices can be
used instead of rpool/dump.

rpool/swap is a ZFS zvol created during installation and is used as the default swap area for
the system. This dataset is shared across all BEs. Use swap(1M) to add or remove swap
volumes. Use zfs to resize swap volumes. The rpool/swap dataset is not present on
non-global zones. Other swap volumes can be used instead, as well as rpool/swap.

rpool/VARSHARE is a dataset created on installation or upgrade, and is not part of any one BE.
Instead, it is shared across all BEs and is mounted automatically by that BE during boot. It
contains unpackaged content from /var. For example, audit information is stored in
/var/audit, core files are stored in /var/cores, saved crash dumps are stored in /var/crash,
and system mail is stored in /var/mail.

rpool/export/home is a dataset created on installation which can be used for user home
directories. It is the default location for user home directories if the -d option is not passed to
useradd(1M) to specify a different directory. If the user home directory does not already exist
and the parent directory is the mount point of a ZFS dataset (for example,
rpool/export/home), then a child of that dataset will be created and mounted at the specified
location. These datasets are shared across all BEs.

beadm(1M), dumpadm(1M), swap(1M), useradd(1M), zfs(1M), zoneadm(1M), zpool(1M),
brands(5), filesystem(5), pkg(5), solaris(5)
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device_clean - device clean programs

Each allocatable device has a device clean program associated with it. Device clean programs
are invoked by deallocate(1) to clean device states, registers, and any residual information in
the device before the device is allocated to a user. Such cleaning is required by the object reuse

policy.

Use list_devices(1) to obtain the names and types of allocatable devices as well as the
cleaning program and the authorizations that are associated with each device.

On a system configured with Trusted Extensions, device clean programs are also invoked by
allocate(1), in which case the program can optionally mount appropriate media for the
caller.

The following device clean programs reside in /etc/security/lib.
audio clean audio devices
st_clean tape devices

sr_clean CD-ROM devices

On a system configured with Trusted Extensions, the following additional cleaning programs
and wrappers are available.

disk_clean CD-ROM and other removable media devices. This program
mounts the device during the execution of allocate, if required.

audio_clean_wrapper  wrapper to make audio_clean work with CDE
wdwwrapper wrapper to make other cleaning programs work with CDE

wdwmsg CDE dialog boxes for cleaning programs

Administrators can create device clean programs for their sites. These programs must adhere
to the syntax described below.

/etc/security/lib/device-clean-program [-i | —f | —s | —=I] \
—m mode —u user-name —z zone-name —p zone-path device-name

where:

device-name The name of the device that is to be cleaned. Use list_devices to obtain the
list of allocatable devices.

-i Invoke boot-time initialization.

-f Force cleanup by the administrator.
-s Invoke standard cleanup by the user.
-I Same as - i, with no error or warning.
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The following options are supported only when the system is configured with Trusted
Extensions.

-m mode Specify the mode in which the clean program is invoked. Valid values are
allo- cate and deallocate. The default mode is allocate.

-uuser-name  Specify the name of user who executes the device clean program. The
default user is the caller.

-z zone-name  Specify the name of the zone in which the device is to be allocated or
deallocated. The default zone is the global zone.

-p zone-path Establish the root path of the zone that is specified by zone-name. Default is
«p
The following exit values are returned:

0
Successful completion.

An error. Caller can place device in error state.

A system error. Caller can place device in error state.

On a system configured with Trusted Extensions, the following additional exit values are
returned:

3
Mounting of device failed. Caller shall not place device in error state.

Mounting of device succeeded.

/etc/security/lib/*  device clean programs

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability system/core-o0s

Interface Stability See below.

The Invocation is Uncommitted. The Output is Not-an-interface.
allocate(1),deallocate(l), list devices(l),attributes(5)

{Oracle Solaris 11.1 & . Z4R%%)
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dhcpinfo(l) ~ dhcpagent(1M)~ dhcpconfig(1M)~ dhcpmgr(1M)~ dhtadm(1M)~ ifconfig(1M)~
usr/share/man/man5/isc-dhcp.5
{Oracle Solaris DHCP Service Developer’s Guide)
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dhcp_modules - data storage modules for the DHCP service

This man page describes the characteristics of data storage modules (public modules) for use
by the Solaris Dynamic Host Configuration Protocol (DHCP) service.

Public modules are the part of the DHCP service architecture that encapsulate the details of
storing DHCP service data in a data storage service. Examples of data storage services are
Oracle and ufs file systems.

Public modules are dynamic objects which can be shipped separately from the Solaris DHCP
service. Once installed, a public module is visible to the DHCP service, and can be selected for
use by the service through the DHCP service management interfaces (dhcpmgr(1M),
dhcpconfig(1M), dhtadm(1M), and pntadm(1M)).

Public modules may be provided by Sun Microsystems, Inc or by third parties.

The Solaris DHCP service management architecture provides a mechanism for plugging in
public module-specific administration functionality into the dhcpmgr(1M) and
dhcpconfig(1M) utilities. This functionality is in the form of a Java Bean, which is provided
by the public module vendor. This Java Bean collects public module-specific configuration
from the user (you) and provides it to the Solaris DHCP service.

The Solaris DHCP service bundles three modules with the service, which are described below.
There are three dhcpsvc. conf(4) DHCP service configuration parameters pertaining to
public modules: RESOURCE, PATH, and RESOURCE_CONFIG. See dhcpsvc. conf(4) for more
information about these parameters.

This module stores its data in ASCII files. Although the format is ASCII, hand-editing is
discouraged. It is useful for DHCP service environments that support several hundred to a
couple thousand of clients and lease times are a few hours or more.

This module's data may be shared between DHCP servers through the use of NFS.

This module stores its data in binary files. It is useful for DHCP service environments with
many networks and many thousands of clients. This module provides an order of magnitude
increase in performance and capacity over SUNWfiles.

This module's data cannot be shared between DHCP servers.

crontab(1), dhcpconfig(1M), dhcpmgr(1M), dhtadm(1M), pntadm(1M), dhcpsvc. conf(4),
dhcp(5)

{Oracle Solaris DHCP Service Developer’s Guide)
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KEZDHN1. REERKKE - MEEFRATTER HARGE M AL MEERRRT
BB IEE /etc/netconfig IR EHIIE — 1 FEB o [Atk. NeTPATH FE{E 157
/etc/netconfig SCPFRUBESRE DL K % MLk 5% B WS I L& 1915

B . /etc/netconfig H ARG E P A4 o getnetpath(3NSL) A1/ 48 EMIFE 0] LLS
(0] NETPATH FREE AR &

NLSPATH
BE—MEMIFT] . 4 catopen(3C) Fll gettext(3C) ik ENiTH B H B FlixX
LR o BEMRMRERE — AT RTER - — NS MR . — R U —A
ARG SRR - U -

NLSPATH="/system/nlslib/%N.cat"

7E X catopen() NIHZEH ¥ /system/nislib FRIFTAMEEH X, HihHRXZH{EL®
# catopen() i) name KL (BleN) LUK . cat JGZRHWAK -

BMTBRAE M5, FHR-MRTRRET . SEiE T TIRY

%N
1355 catopen () W name Z¥HIHE -
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environ(5)

%L
LANG BX LC_MESSAGES FA{H

%l
LANG B{ LC_MESSAGES HfYIE = T2 -

%t
LANG B LC MESSAGES HHHHEX T2

%c

LANG B{ LC_MESSAGES HIACHSEE T2 .

%%
[N

MRFEEREAATRE L R TR - BT " F " A LS E st Ml e
B

NLSPATH HHE SCHIRSAR R 'E 5 (1) 0B - B B 5 8OM MEARIYE 5 () = Ta
SE N o BN -

NLSPATH=":%N.cat:/nlslib/%L/%N.cat"

$871 catopen() NAHZE name ~ name. cat ¥l /nlslib/$LANG/ name.cat H1FY i K HYTH
BHZF . 5T gettext(), sNFHEBIMETE] messages o

QTSR NLSPATH AR E B NULL, catopen () Hll gettext () U setlocale(3C): J&
FHHRT LanG Fll Lc * R LUEMHEH .

Solaris HXf %L MO e @i EAG X 2321 5 MR AR I SCR: .
gettext(1) ~ gettext(3C)~ catopen(3C) -~ setlocale(3C) Fll locale alias(5) IRk

NLSPATH JE i (E R RO HEININE (7F Jetc/profile ) » XFER[LIH 5 E H FHH
FRONL B Ay 4 29 SRR AR P &2 B A -

PATH
sh(1)~ time(1)~ nice(1)~ nohup(1) FIEASE R P TEIEZA TE BRI RS IZ H R U
BRI E RATZRF Y] - AIZHE S (¢) 77 - login(1) HTIXE
PATH=/usr/bin. HRIFMEE. 1HS I sh(1)-

SEV LEVEL
TE ST EPERN . H EAERRAERS U R B AR 1 B 5 B R A S B A
HFR B, E2 M addseverity(3C) ~ fmtmsg(1) LK fmtmsg(3C) -

TERM
FURH R 2GR RS o I0AE S AT BERIFZ & um P RF R DI RERY (I
vi(1)) f#iH -
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TZ

RIXAEE . WIS RN AEEE ctine(3C) ~ localtime(3C) ~ stritime(3C) LA
T nkcine(30) AT B AT - 12 {8 DL R PRt Umiar L. HA T 2
) Z2—:

:characters

19
std offset dst offset, rule

WMRTzETE MK (BPWRE-AFHFRNES ) 3F 1z N8 T8 —Fikg
2 M Tz B @ i X B R SRR A2 (R T
/usr/share/lib/zoneinfo/) . WIRGFIERISES. BRKE

B mR vz w TR SRR HREIFE AT
stdoffset[dst[offset] [, start[/time] ,end[/time]]]

std Fl dst

FERIVENFRUE (std) IF X B (dst. BIERH) BNXIEEHNFRSE, 0T

=T BRI {TZNAME MAX) o U std SR TR . QSRR D dst, TR X

FHOR R & S A o BB R =0 2 — H B, BFE B A E e

» ERRERRT. FE-AFRENTE () FF BRI FRHeEATES
(>") F1F - MDRIEES TR Z BB TR/ 24 i 5 R T
BN TR TTR - 5 () FREBURS (-) T o XFMESL T, std fll dst
FEAESRIES TR/ -

» EATEEWSRH . X RIETE FRERE AT E S MR T R A
B TFRFR -

NMREEFEMKE/NT =AFT (D dst IEOERSN) « KT {TZNAME_MAX}
NETEE SR E TR 2 MY A R X e B AR R 2 R BT E &
[ -

offset
FETR A (] 55 T FRBRAERT A Z AR 22 {8 - RAT Z2ROR =L

hhl:mml[:ss]]

P (mm) FOFD (ss) 2 TERT o /NEF (hh) SEALTTHY . ATLLE— (1%L offset (TE
std J5TH ) SR o AR offset RHINAE dst JRTE > FHERE B il (8] L AR e
[E1 RS N TN VR D 2 S Rt kv ) 2 AV QO = (L2883 G A NI DA
AT 0%l 24 28], QAR (FIFY) - 28h (FIFD) 20T 0559 2
[B] o GIAR(ERE VIR, ATRES FECRWMIAITT N - WUERFFLHE -, FRITX
TERYIFALEIARM o I BT AP F R G AL "+ 755
For, AT EIERN) -
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start/time, end/time
PR T E R R Hor, start/time U BRI PSR RS R 55 24 hy B 1
BF1E] . 1 end/time Wi BRI DA RST IS (8] B i BT ARAERS (8] o BEA time FFBRETH
A ST B] 1A BH A A= B gl RS [A]

start fll end UL TR 2 — -

In
T H n(1<n<365). NTEEH. tWt2dl. EMEEGH. 2 H28 HiE
F59H, 3H1HEFE 60 H . LR RERI2H29H -

n
WEFFETH G H (0<n<365). iTHEH, MHMUFR2H29H -

Mm.n.d
FEENEmANE ] (1<n<s5,1<m<12) B dH (0<d<6), H1, Fs5H
ForEm APREdH”. B REEIIERE IS EE. B1EEEJH
JEWE—E . FEHEMH -

SEERE BB T start Ml end (W ARIEE XL RFEE) -

time A5 offset fHF] . HHTE A RVFEHRTSHFS (=" 80"+") - WRKH
5E time> HETE Y 02:00:00 -

cat(1l)~ date(1)~ ed(1)~ fmtmsg(1l)~ localedef(l)~ login(1)~ 1s(1)~ mkmsgs(1l)~ nice(1)~ no
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eqnchar - special character definitions for eqn

eqn /usr/share/lib/pub/eqnchar filename | troff options

neqn /usr/share/lib/pub/eqnchar ﬁlename | troff options

The eqnchar command contains nroff(1) and troff(1) character definitions for constructing

characters that are not available on the Graphic Systems typesetter. These definitions are
primarily intended for use with eqn(1) and neqn(1). It contains definitions for the characters

listed in the following table.

/usr/share/lib/pub/egnchar

ciplus
citimes
wig
-wig
>Wwig
<wig
=wig
star
bigstar
=dot
orsign
andsign
=del
oppA
oppE
angstrom

@ N | square
& langle 1 circle
~ rangle ) blot
= hbar It bullet
> ppd 1 prop
< <> “ empty
= <=> < member
% |< £ nomem
* |> * cup
= ang . cap
Y rang L incl
A 3dot subset
A thf S supset
v quarter i Isubset
di 3quarter Y Isupset
A degree

See attributes(5) for descriptions of the following attributes:

e OO

Ununim>Crmy?k

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

text/doctools

eqn(1), nroff(1), troff(l),attributes(5)
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extendedFILE - enable extended FILE facility usage

$ ulimit -n N_file_descriptors
$ LD PRELOAD 32=/usr/lib/extendedFILE.so.1 applicution [arg...]

The extendedFILE.so.1is notalibrary but an enabler of the extended FILE facility.

The extended FILE facility allows 32-bit processes to use any valid file descriptor with the
standard I/O (see stdio(3C)) Clibrary functions. Historically, 32-bit applications have been
limited to using the first 256 numerical file descriptors for use with standard I/O streams. By
using the extended FILE facility this limitation is lifted. Any valid file descriptor can be used
with standard I/O. See the NOTES section of enable extended FILE stdio(3C).

The extended FILE facility is enabled from the shell level before an application is launched.
The file descriptor limit must also be raised. The syntax for raising the file descriptor limit is

$ ulimit -n max_file_descriptors
$ LD PRELOAD 32=/usr/lib/extendedFILE.so.1 applicution [arg...]

where max_file_descriptors is the maximum number of file descriptors desired. See Limit(1).
The maximum value is the same as the maximum value for open(2).

The following environment variables control the behavior of the extended FILE facility.

_STDIO_BADFD This variable takes an integer representing the lowest file
descriptor, which will be made unallocatable. This action provides
a protection mechanism so that applications that abuse interfaces
do not experience silent data corruption. The value must be
between 3 and 255 inclusive.

_STDIO BADFD SIGNAL  This variable takes an integer or string representing any valid
signal. See signal.h(3HEAD) for valid values or strings. This
environment variable causes the specified signal to be sent to the
application if certain exceptional cases are detected during the use
of this facility. The default signal is SIGABRT.

11 Limit the number of file descriptors and FILE standard I/O structures.

The following example limits the number of file descriptors and FILE standard I/O structures
to 1000.

$ ulimit -n 1000
$ LD _PRELOAD 32=/usr/lib/extendedFILE.so.1l application [arg...]

7&~#il2 Enable the extended FILE facility.

The following example enables the extended FILE facility. See
enable_extended FILE_ stdio(3C) for more examples.
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12 Enable the extended FILE facility. (&)

$ ulimit -n 1000

$ STDIO BADFD=100 _STDIO BADFD_SIGNAL=SIGABRT \
LD PRELOAD 32=/usr/lib/extendedFILE.so.1 \
application [arg ...]

3 Setup the extended FILE environment and start the application.

The following shell script first sets up the proper extended FILE environment and then starts
the application:

#!/bin/sh

if [ $# =0 1; then
echo "usage: $0 application [arguments...]'
exit 1

fi

ulimit -n 1000

# STDIO BADFD=196; export STDIO BADFD

# STDIO BADFD SIGNAL=SIGABRT; export STDIO BADFD SIGNAL

LD PRELOAD 32=/usr/lib/extendedFILE.so.1l; export LD PRELOAD 32

"s@"

/usr/lib/extendedFILE.so.1  enablinglibrary

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE
Availability system/library (32-bit)
Interface Stability Committed
MT-Level Safe

limit(1), open(2), enable extended FILE stdio(3C), fdopen(3C), fopen(3C), popen(3C),
signal.h(3HEAD), stdio(3C), attributes(5)

The following displayed message

Application violated extended FILE safety mechanism.
Please read the man page for extendedFILE.
Aborting

is an indication that your application is modifying the internal file descriptor field of the FILE
structure from standard I/O. Continued use of this extended FILE facility could harm your
data. Do not use the extended FILE facility with your application.
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51A& extensions — localedef extensions description file
g Alocaledef extensions description file or extensions file defines various extensions for the

localedef(1) command.

The localedef extensions description file provides:

= EUC code set width information via the cswidth keyword: cswidth
bcl : swl,bc2 : sw2,bc3 : sw3wherebcl, bc2,and be3 indicate the number of bytes
(byte count) per character for EUC codesets 1, 2, and 3, respectively. swl, sw2, and sw3
indicate screen width for EUC codesets 1, 2, and 3, respectively.

= QOther extensions which will be documented in a future release.

HiE&0L locale(1), localedef(1), environ(5), locale(5)
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fedfs — overview of Federated Filesystem (FedFS)

The NFSv4 Working Group of the Internet Engineering Task Force (IETF) has been working
to standarize a set of protocols which together permit construction and maintenance of a
federated filesystem, where many different file servers together share a single namespace.
These protocols make it possible to create a multi-vendor global namespace.

Solaris currently has support for two of the three FedFS protocols:

DNS SRV records
The Solaris automounter (automount(1M)) supports the - fedfs map, which by default will
mount /nfs4/dns_domain by looking up a DNS SRV record for the domain. This map is
enabled by default in /etc/auto_master.

LDAP-based referrals
The Solaris NFS server will follow FedFS referrals by looking up location data in LDAP,
guided by the schema specified by the FedFS specs.

=11 Usingthe - fedfs Automounter Map

To mount a path like /nfs4/cthon.org, your NFS client should be set up to use DNS such
that the domain's DNS server should answer a query for the _nfs-domainroot._tcp SRV
record like this:

$ nslookup ’'-q=srv’ _nfs-domainroot._tcp.cthon.org
Server: 1.2.3.4
Address: 1.2.3.4#53

~nfs-domainroot. tcp.cthon.org service = 0 @ 2049 root-a.cthon.org.
_nfs-domainroot. tcp.cthon.org service = 1 1 2049 root-n.cthon.org.

$ cd /nfs4/cthon.org

$ df .
/nfs4/cthon.org (root-a.cthon.org, root-b.cthon.org:/.domainroot/\
cthon.org) :120379963 blocks 120379963 files

)2 Using nsdbparams to Set Up Communications with an NSDB

The following example sets up communications with an NSDB called nsdb. cthon.org and
makes it the default NSDB:

# nsdbparams update -D cn=Manager,dc=cthon,dc=org -w cthon.org \
nsdb.cthon.org
# nsdbparams show nikon.us.example.com
nikon.us.example.com:389
default bind DN: cn=Manager,dc=cthon,dc=org
default bind PW: cthon.org
default NCE: dc=cthon,dc=org
sectype: FEDFS SEC NONE
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#il2 Using nsdbparams to Set Up Communications with an NSDB

# nsdbparams set nsdb.cthon.org
# nsdbparams get

default nsdb: nsdb.cthon.org
default port: 389

=13 Usingthe NSDB Tools

The following commands illustrate the use of the NSDB tools available in Oracle Solaris.

# nsdb-nces
Host: nsdb.cthon.org:389

namingContext 'dc=cthon,dc=org’ is a FedFS NCE, DIT starts at '’

# nsdb-list
SDB: nsdb.cthon.org:389, dc=cthon,dc=org
FSN UUID: 7ccObf04-5459-11e1-8083-80093d11d889

FSL UUID: 7cc33c02-5459-11e1-8084-00093d11d889 = filer-a:/tmp

FSN UUID: db48f160-5858-11el-b459-80093d11d889

FSL UUID: db4998c2-5858-11el-b45a-00093d11d889 = filer-j:/tmp

# nsdb-resolve-fsn 7ccObf04-5459-11e1-8083-80093d11d889
For FSN UUID 7ccObf@4-5459-11e1-8083-80093d11d889
FSL UUID: 7cc33c02-5459-11e1-8084-00093d11d889
Location: filer-a:/tmp

fla Usingnfsref to Create a Referral

The following sequence of commands illustrates the use of nfsref to create a referral.

# nsdb-list
NSDB: nsdb.cthon.org:389, dc=cthon,dc=org
FSN UUID: 7cc@bf@4-5459-11el-8083-80093d11d889
FSL UUID: 7cc33c02-5459-11e1-8084-00093d11d889
FSN UUID: db48f160-5858-11el-b459-80093d11d889
FSL UUID: db4998c2-5858-11lel-b45a-00093d11d889

# nfsref -t nfs-fedfs add /root/tools filer-k:/tools filer-x:/tools

Enter password for cn=Manager,dc=cthon,dc=org:
Created reparse point /root/tools

# nsdb-list
NSDB: nsdb.cthon.org:389, dc=cthon,dc=org
FSN UUID: 7ccObf@4-5459-11e1-8083-80093d11d889

filer-a:/tmp

filer-j:/tmp

FSL UUID: 7cc33c02-5459-11e1-8084-00093d11d889 = filer-a:/tmp

FSN UUID: db48f160-5858-11el-b459-80093d11d889

FSL UUID: db4998c2-5858-11el-b45a-00093d11d889 = filer-j:/tmp

FSN UUID: 004b2382-9663-11el-8c79-80093d11d888

FSL UUID: 004da2b0-9663-11lel-8c7a-00093d11d888 = filer-k:/tools
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FSL UUID: 004e9bac-9663-11el-8c7b-00093d11d888 = filer-x:/tools

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE

ATTRIBUTE VALUE

Availability

service/file-system/nfs

automount(1M), nfsref(1M), nsdb-1list(1M), nsdbparams(1M), attributes(5)

RFC 5716: Requirements for Federated File Systems
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Root File System

filesystem - file system organization

/

The file system is a hierarchical structure of descendent file systems and directories that are
used to organize system-related components and binaries as well as non-system-related
components and home directories in the Oracle Solaris OS. By default, the root file system is
installed within a ZFS root pool and specifically, is a ZFS file system with separate directories
of system-related components, such as etc, usr, and var, that must be available for the system
to function correctly. After a system is installed, the root of the Solaris file system is mounted,
which means files and directories are accessible.

All subdirectories of the root file system that are part of the Oracle Solaris OS, with the
exception of /var, must be contained in the same file system as the root file system. In
addition, all packaged software must reside in the root pool, with the exception of the swap
and dump devices. A default swap device and dump device are created automatically as ZFS
volumes in the root pool when a system is installed.

The following file system content descriptions make use of platform, platform-dependent,
platform-independent, and platform-specific terms. Platform refers to a system's Instruction
Set Architecture or processor type as returned by the uname - i command.
Platform-dependent refers to a file that is installed on all platforms and whose contents vary
depending on the platform. Like a platform-dependent file, a platform-independent file is
installed on all platforms. However, the contents of the latter type remains the same on all
platforms. An example of a platform-dependent file is compiled, executable program. An
example of a platform-independent file is a standard configuration file, such as /etc/hosts.
Unlike a platform-dependent or a platform- independent file, the platform-specific file is
installed only on a subset of supported platforms. Most platform-specific files are gathered
under /platformand /usr/platform.

The root file system contains files and directories that are critical for system operation, such as
the kernel, the device drivers, and the programs used to boot the system. These components
are described below. The root (/) directory also contains mount point directories where local
and remote file systems can be attached to the file system hierarchy.

/
Root directory of the entire file system name space. This is a special file system that is
mounted by the kernel at system boot time.

/boot

Directory that contains files and executables that are needed for booting the system.
/bin

Symbolic link to the /usr/bin directory that contains system executables and scripts.
/dev

Directory that contains special device files. Typically, device files are built to match the
kernel and hardware configuration of the system.
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/devices
Mount point directory for the devfs file system that manages the device name space.

/etc
Directory that contains platform-dependent administrative and configuration files and
databases that are not shared among systems. This directory defines the system's identity.
An approved installation location for bundled Solaris software.

/export/home or /home
Directory or file system mount point for user home directories, which store user files. By
default, the /home directory is an automounted file system.

/kernel
Directory of platform-dependent loadable kernel modules required as part of the boot
process. It includes the generic part of the core kernel that is platform-independent,
/kernel/genunix. See kernel(1M). An approved installation location for bundled Oracle
Solaris software and for add-on system software.

/lib
Directory that contains core system libraries. Historically, this directory contained
essential library components for system startup.

/media
Directory for accessing removable media that is automatically mounted.

/mnt
Default temporary mount point directory for file systems. This empty directory is used to
temporarily mount a file system.

/net
Temporary mount point directory for file systems that are mounted by the automounter.

/opt
Directory for unbundled application packages.

/platform
Directory of platform-specific objects that need to reside in the root file system. It contains
a series of directories, one per supported platform. The semantics of the series of
directories is equivalent to / (root).

/proc
Mount point directory for the process file system.

/root
Home directory for the root user.

/rpool
Mount point directory for the ZFS boot-related components. By default, the root pool is
named rpool during installation.
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/sbin
Symboliclink to the /usr/sbin directory.

/system
Mount point directory for the contract (CTFS) and object (OBJFS) file systems.

/tmp
Directory that contains temporary files that are removed during a boot operation.

/usr
Directory that contains platform-dependent and platform-independent binaries and files.
The /usr/share subdirectory contains platform-independent files. The rest of the /usr
directory contains platform-dependent files.

/usr/bin
Directory that contains platform-dependent, user-invoked executables. These are
commands that users expect to be run as part of their normal $PATH. An approved
installation location for bundled Oracle Solaris software. The analogous location for
unbundled system software or for applications is /opt/packagename/bin.

/usr/lib
Directory that augments the contents of /1ib with additional system libraries, and other
supporting files that are required by programs at runtime.

/usr/java
Directory that contains Java files and executables.

/usr/sbin
Contains essential executables used in the booting process and in manual system recovery.
Historically, this directory was needed to recover the system before the /usr file system was
mounted. In this Oracle Solaris release, /usr is a directory, not a separate file system and is
available when the root file system is mounted.

/var
Directory or file system that contains varying files that are unique to a system but can grow
to an arbitrary or variable size. An example is alog file. An approved installation location
for bundled Oracle Solaris software.

/var/share
Directory that is shared across several boot environments, and is resident on a separate
dataset beneath the zpool containing boot environments. Packages should not deliver
content here, since package metadata in a given boot environment may not reflect the
current content of /var/share.

Packages may deliver directories to /var/.migrate, which will be created automatically
beneath /var/share during boot. See pkg(5) and the IPS Developer's Guide for a
description of how to share data across boot environments.

By default, the following directories are shared:
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/var/share/audit
/var/share/cores
/var/share/crash
/var/share/mail

Symlinks are delivered to /var to point to each shared directory.

If existing datasets attempt to mount on one of those symlinks (for example, users with an
existing dataset that normally mounts on /var/mail), then those datasets will be mounted
beneath /var/share, since filesystem mounts traverse symlinks. The dataset will still be
accessible through the original mountpoint.

/var/tmp
Directory that contains files that vary in size or presence during normal system operations.
The content of this directory is not removed during a boot operation. It is possible to
change the default behavior for /var/tmp to clear all of the files except editor temporary
files by setting the clean_vartmp property value of the rmtmpfiles service. This is done
with the following commands:

# svccfg -s svc:/system/rmtmpfiles setprop\
options/clean vartmp = "true"
# svcadm refresh svc:/system/rmtmpfiles:default

The solaris.smf.value. rmtmpfiles authorization is required to modify this property.

K|
T
Ky
=

isainfo(1), svcs(1), uname(1), automount(1M), automountd(1M), boot(1M), init(1M),
kernel(1M), mount(1M), svcadm(1M), svccfg(1M), zfs(1M), zpool(1M), mount(2),
Intro(4), proc(4),, ctfs(7FS), devfs(7FS), objfs(7FS),
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FMRI Members

fmri - Fault Managed Resource Identifier

Oracle Solaris subsystems such as the Service Management Facility (see smf(5)), the Fault
Management Daemon (see fmd(1M), fmadm(1M)), and the Image Packaging System (see
pkg(5)) identify each element they manage using a fault managed resource identifier,
abbreviated as FMRI.

FMRIs are used to identify both hardware resources and software resources and abstractions.
For hardware resources the FMRIs are usually an implementation detail, and when a
component is diagnosed as faulty it is the FRU (field replaceable unit) location label which is
used to identify it. If no FRU label is available, the FMRI is used. For software abstractions
such as an SMF service or a pkg(5) software package the FMRI (often in string form) is the one
and only means of naming the managed resource (abbreviations aside).

All FMRIs include an indication of the FMRI scheme adhered to, and the version of that FMRI
scheme in use. Once the scheme and version are known, the remainder of the FMRI is
interpreted as specified in the formal definition of that FMRI scheme version. Schemes exists
for svc, pkg, cpu, hc (hardware component), dev (device), and a number of others.

The formal definition of a given version of a particular FMRI scheme is specified as an
unordered series of FMRI members specified as (member-name, data-type, data-semantics)
tuples. An instance of an FMRI is a series of (name, type, value) tuples wherein the name and
type match the FMRI specification and the value provided is a value of the given type and
derived and interpreted according to the semantics described in the formal FMRI definition
for that scheme and version. In Oracle Solaris C library APIs such as libfmevent(3LIB),
FMRIs are represented as nvlists using the libnvpair(3LIB) library.

It is often more convenient to represent a given FMRI instance as a string, such as in
command line interaction or in command output. The specification of each FMRI scheme
version includes rules for formatting an FMRI of that scheme and version as a string instead of
an name-value pair list, and given an FMRI string those same rules can be applied in reverse to
recover the more-formal FMRI form. In some cases the string form of an FMRI can include a
reduced amount of information as compared to the formal form, but still provide enough
information to identify the resource for administrative purposes. The string form of an FMRI
usually does not include the FMRI version number, and so the version is understood to be that
whose formal FMRI-to-string formatting rules the given FMRI string matches. The string
form of an FMRI is not unlike a URI as outlined in RFC 2396 which we use as a syntactical
model. In particular, we reserve the same set of characters :, ;, =, @, /, & ', $and , and
require the same escaped encoding conventions should these characters appear in an FMRI
member value that is rendered in the string.

The formal definition of a given version of a particular FMRI scheme is specified as an
unordered series of:

(member-name, data-type, data-semantics)

tuples, some of which are required and some of which are optional. The formal definition also
specifies how to render the FMRI in string form.
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member-name
This associates a name with the FMRI member, with characters drawn from the following
alphabet:

A-Z
a-z
' ' (underscore)
"-" (hyphen)

"." (period)

data-type
This specifies the data type for this member. Legal primitive datatypes are listed in the
following table, and for all primitive types we also define an array of that type as a legal
datatype. The primitive integer and double datatypes are defined as in C, and we add
boolean value and string primitive datatypes:

Primitive Datatype Description

boolean value Values can be 0 or 1

string ASCII string

[ulint8 (Un)signed 8-bit integer
[ulintl6 (Un)signed 16-bit integer
[u]lint32 (Un)signed 32-bit integer
[ulint64 (Un)signed 64-bit integer
double Double precision floating point

For each primitive datatype we form an aggregate datatype that is an ordered array of the
primitive type:

Primitive Datatype Description

boolean value array Array of boolean value

string array Array of ASCII strings

[u]lint8 array Array of (un)signed 8-bit integer

[ulintl6 array Array of (un)signed 16-bit integer
[ulint32 array Array of (un)signed 32-bit integer
[ulint64 array Array of (un)signed 64-bit integer
double array Array of double

A further aggregate datatype is defined - the nvlist (name- value list). An nvlistisan
unordered list of (List-member-name, list-member-datatype) in which
list-member-name names the member using the same alphabet as for member - name above,
and list-member-datatype is any primitive or aggregate datatype including nvlist itself.
We term the members of an nvlist: nvpairs (name-value pairs).

A special type of nvlist is an fmri which is an nvlist that conforms to one of the FMRI
scheme versions defined below.

Synthetic Datatype Description

nvlist Unordered list of nvpairs
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Stabilities

FMRI Scheme and
Version Identification

nvlist array Array of nvlist

fmri An nvlist that specifies an FMRI
scheme and version and includes other
members so as to be a valid FMRI
in that scheme version.

data-semantics
The data semantics for a given member in an FMRI definition specify how the values for
that member should be interpreted, that is, their meaning. The data semantics can
constrain the set of legal values that the member can assume to a subset of those
representable by the member data type.

Some FMRI schemes, such as svc for SME, are administrator-facing while others are more of a
private implementation detail. Correspondingly, the definition of some FMRI schemes
constitute a Committed interface, while the definition of others form a Private interface. See
attributes(5). As with all Private interfaces the definition of Private FMRI components is
subject to possibly incompatible change at any time, and you should not consume such
interfaces nor rely on the presence or assumed semantics of private FMRI members.

In defining an FMRI scheme below we list a series of (nember-name, data-type,
data-semantics), specify which members are required and which are optional, and the rules
for rendering an FMRI in string form. In terms of stability assignments, there are two stability
levels associated with each member:

= Stability of the (member-name, data-type) pair
= Stability of the corresponding data-semantics

The default in both cases is Private. When the stability of both aspects of a member are
identical (the common case) we write the stability level just once. When they differ then we
write the member name and data type stability first, followed by a comma and the data
semantics stability level. Today the only stability levels employed in FMRIs are Committed,
Private, and Not An Interface but others are allowed. The semantics of a Committed FMRI
component do not change incompatibly for given scheme and version thereof.

All FMRI definitions are required to include members for the scheme name and major version
thereof. The name/datatype and data semantics stabilities are Committed, thus all FMRI
definitions are required to begin as follows:

Member Name Data Type Stability
scheme string Committed
version uint8 Committed
scheme

Names this FMRI scheme
version

Scheme major version
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Together these select the set of rules (as below) by which the given FMRI should be
interpreted. A small number of scheme names are defined to cope with identifying resources
within differing subsystems, and each scheme is versioned starting at version number 0.

When using the informal string representation of an FMRI, the scheme is always written but
the scheme version in use is usually not included. The version in use is understood to be the
latest for which the given FMRI string matches the FMRI-to-string conversion rules.

A further required, although implicitly present in some cases, FMRI member is authority:

Member Name Data Type Stability

[authority] nvlist Committed, (Varies)

Every FMRI includes authority information, either explicitly with the authority nvlist if
present in the FMRI or implicitly that of the local fault management domain if not present.
Authority information has two flavors:

= High-level authority information, such as to identify the platform and hostname within
which a particular resource that is the subject of an FMRI is located

= Leaf-level authority information, providing identity information for the specific resource
that is the subject of the FMRI

For example, an FMRI identifying a disk can have high-level authority information detailing
the platform (host name, product name, chassis serial) in which the disk resides, and leaf-level
authority information detailing the individual disk part number, serial, and so forth.

It is an unfortunate fact that some FMRI schemes have evolved to include leaf-level authority
information outside of the authority nvlist as standalone FMRI members, and written as
part of the path component in string form.

In their string representation, both high-level and leaf-level, FMRI authority information is
prefaced with a colon (:), for example:

hc://:chassis-serial=12345/<string>
“:chassis-serial=12345" is a string represented authority member.

There are two versions of the high level authority (version 0 and version 1). Following are the
descriptions for each.

The leaf-level authority members are described in the scheme specific sections below.

Version 0

Member Name Data Type Stability

[server-id] string Committed, Not an Interface
[chassis-id] string Committed, Not an Interface
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[product-sn] string
[product-id] string
[domain-id] string
[host-id] string

[server-id]

Committed, Not
Committed, Not
Committed, Not
Committed, Not

an
an
an
an

Interface
Interface
Interface

Interface

The hostname (uname -n) string for the entity on which the fault manager is running. Not

invariant.

[chassis-id]

This is a serial number identifying the chassis within which the resource resides. Some
large systems can include multiple distinct chassis components.

[product-sn]

In some cases chassis-id alone does not fully identify the system, for example, for service

entitlement keyed by a product serial number and where the product can comprise

multiple chassis elements. Invariant.

[product-id]

The product name string, such as Sun-Fire-X4600. Invariant.

[domain-id]

Identifies a particular hardware domain in the case of hardware that supports this feature.

Not invariant.

[host-id]

The hostid(1) string in Oracle Solaris); not generally used. Not necessarily invariant.

Stability

Version 1

Member Name Data Type
[system-mfg] string
[system-name] string
[system-part] string
[system-seriall string
[sys-comp-mfg] string

[sys-comp-name] string
[sys-comp-part] string
[sys-comp-serial] string

[chassis-mfg] string
[chassis-name] string
[chassis-part] string

[chassis-serial] string
[chassis-alias] string

[server-name] string
[domain-name] string
[host-id] string
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Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,
Committed,

an
an
an
an
an
an
an
an
an
an
an
an
an
an
an
an

Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
Interface
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[system-mfg]
The manufacturer of the top-level product. In a complex product the system-* members
contain the service entitlement data. In a simple standalone rack system the system-*,
sys-comp-* and chassis-* data is duplicated. Invariant.

[system-name]
The model name of the top-level product. Invariant.

[system-part]
The part number of the top-level product. Invariant.

[system-serial]
The serial number of the top-level product. Invariant.

[sys-comp-mfg]
The manufacturer of the component system-level product. Invariant.

[sys-comp-name]
The model name of the component system-level product. Invariant.

[sys-comp-part]
The part number of the component system-level product. Invariant.

[sys-comp-serial]
The serial number of the component system-level product. Invariant.

[chassis-mfg]
The manufacturer of the chassis within which the resource resides. Some large systems can
include multiple distinct chassis components. Invariant.

[chassis-name]
The model name of the chassis. Invariant.

[chassis-part]
The part number of the chassis. Invariant.

[chassis-serial]
The serial number of the chassis. Invariant.

In some cases a single set of *-name/*-part/*-serial alone does not fully identify the system,
for example, for service entitlement keyed by the product serial number and where the
product can comprise multiple chassis elements. Invariant.

[chassis-alias]
This is the Chassis Receptacle Occupant alias value assigned to this chassis via ‘fmadm
add-alias‘. Not invariant.

[server-name]
The hostname (uname -n) string for the entity on which the fault manager is running. Not
invariant.
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Logical vs. Universal
FMRI Schemes

FMRI Schemes and
Versions

[domain-name]
Identifies a particular hardware domain in the case of hardware that supports this feature.
Not invariant.

[host-id]
The hostid(1) string in Oracle Solaris); not generally used. Not necessarily invariant.

A logical FMRI scheme defines FMRISs that can only meaningfully be interpreted within the
fault management domain (typically an Oracle Solaris instance) in which they were generated.
Identical FMRIs of a logical scheme that are native to distinct fault management domains do
not necessarily identify the same actual resource. For example a cpu identified as cpu id 1
using the cpu scheme must be interpreted in the Oracle Solaris instance that generated the
FMRI (that is, its native context), and many other Oracle Solaris instances also have a logical
processor id number 1 but all such FMRIs do not identify the same actual processor. The
native fault management domain is identified by its high-level authority information which is
typically not captured in an FMRI instance but instead understood to be that of the local
Oracle Solaris instance.

A universal FMRI scheme identifies resources in a universally unique manner, and two
identical FMRIs in a universal scheme identify the same actual resource wherever they are
interpreted. Such schemes are used when ambiguity must be avoided, such as in identifying
hardware components that are faulted.

FMRI schemes do not include a member indicating whether the scheme is logical or universal.

The following FMRI scheme versions are defined in the sections that follow:

Scheme Version(s) Universal? Description

cpu 0, 1 No Logical processor identification
dev 0 No Device resources

fmd 0, 1 No Fault Management Daemon modules

hc 0, 1 Yes Hardware Components

mem 0 No Memory modules and cache

mod 0 No Kernel modules

pkg 0, 1 Yes Software packages

SVC 0 No SMF services & service instances
sw 0 No Software objects

zfs 0 No zfs filesystem resources

Of these, the svc and pkg schemes are the most-likely to be encountered in day-to-day Oracle
Solaris use, while the remainder are usually hidden behind command line interaction with the
fault management subsystem when problems have been diagnosed.

SCHEME cpu VERSION 0
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The cpu scheme is used to identify the logical Oracle Solaris processor resource that can be
affected by a problem that has been diagnosed, and which can be offlined in response to that
problem diagnosis. It does not necessarily identify the physical resource involved, and should
not be used to identify parts for replacement.

The cpu scheme is a logical FMRI scheme; an FMRI in the cpu scheme is meaningful only
within the fault management domain identified by the authority information.

Member Name Data Type Stability

scheme string Committed, value "cpu"
version uint8 Committed, value 0
cpuid uint32 Committed

[serial] uint64 Private

cpuid

The Oracle Solaris processor instance id of this logical execution unit, as listed by
psradm(1M) on the Oracle Solaris instance identified by the authority information.

[serial]
The semantics of this Private FMRI member are not documented.

String form:
cpu:///cpuid=<cpuid>[/serial=<hex-serial>]

<hex-serial> is the serial member written in hexadecimal with no 0x prefix.

SCHEME cpu VERSION 1

Version 1 of the cpu FMRI scheme has the same use as version 0, with some private FMRI
member changes and additions.

Member Name Data Type Stability

scheme string Committed, value "cpu"
version uint8 Committed, value 1
cpuid uint32 Committed

[serial] string Private

[cpumask] uint8 Private

[cpufrul string Private
[cacheindex] uint32 Private

[cacheway] uint32 Private

[cachebit] uintl6 Private
[cachetype] uint8 Private

cpuid

As per cpu scheme version 0

[serial]
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[cpumask]
[cpufrul
[cacheindex]
[cacheway]
[cachebit]
[cachetypel

The semantics of these Private FMRI members are not documented.
String form:

cpu:///cpuid=<cpuid>[/serial=<serial>]
[/cacheindex=.../cacheway=.../
cachebit=.../cachetype=...]

Members cpumask and cpufru do not appear in the string form.

SCHEME dev VERSION 0

The dev scheme is used to identify devices. It is not an invariant scheme. A dev scheme FMRI
should be interpreted only in the fault management domain identified within the authority
information.

Member Name Data Type Stability

scheme string Committed, value "dev"
version uint8 Committed, value 0
device-path string Committed

[devid] string Private
[target-port-10id] string Private

device-path
A filesystem path within the Oracle Solaris /devices tree that identifies a device node, such
aspci@0,0/pcil@8e, cb84@2, 1. Beyond this interpretation that this member identifies a
/devices path, the internal structure of such paths, that is, the structure and node naming
of the Oracle Solaris /devices tree) is Not An Interface.

[devid]
[target-port-10id]
The semantics of these Private FMRI members are not documented.

String form:

dev:///[:devid=<devid>]
[:target-port-l0id=<target-port-10id>]
<device-path>

SCHEME fmd VERSION 0
This scheme is used to identify Oracle Solaris Fault Manager (fmd(1M)) modules.

High-level authority:

Standards, Environments, and Macros 97


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mfmd-1m

fmri(5)

98

Member Name Data Type Stability

[server-id] string Committed, Not an Interface
[chassis-id] string Committed, Not an Interface
[product-sn] string Committed, Not an Interface
[product-id] string Committed, Not an Interface
[domain-id] string Committed, Not an Interface

FMRI does not include any leaf-level authority information within the authority nvlist,
instead it is featured as top-level members of the FMRI.

Member Name Data Type Stability

scheme string Committed, value "fmd"
version uint8 Committed, value 0@
[authority] nvlist Committed, See above

mod -name string Committed, Not an Interface
mod-version string Committed, Not an Interface
mod-name

The fmd module name, an opaque string.

mod-version
The fmd module version, an opaque string.

String form:
fmd:///module/mod-name>

SCHEME fmd VERSION 1

This scheme is used to identify Oracle Solaris Fault Manager (fmd(1M)) modules.

High-level authority:

Member Name Data Type Stability

[system-mfg] string Committed, Not an Interface
[system-name] string Committed, Not an Interface
[system-part] string Committed, Not an Interface
[system-serial] string Committed, Not an Interface
[sys-comp-mfg] string Committed, Not an Interface
[sys-comp-name] string Committed, Not an Interface
[sys-comp-part] string Committed, Not an Interface
[sys-comp-serial] string Committed, Not an Interface
[server-name] string Committed, Not an Interface
[domain-name] string Committed, Not an Interface
[host-id] string Committed, Not an Interface

As with version 0 the FMRI does not contain leaf-level authority informaion within the
authority nvlist. Instead it is featured as top-level members of the FMRI.
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Member Name Data Type Stability

scheme string Committed, value "fmd"
version uint8 Committed, value 1
[authority] nvlist Committed, See above

mod -name string Committed, Not an Interface
mod-version string Committed, Not an Interface
mod -name

The fmd module name, an opaque string.

mod-version
The fmd module version, an opaque string.

String form:
fmd:///module/<mod-name>
SCHEME legacy-hc VERSION 0

The hc scheme is used to identify hardware components. In most cases these FMRIs should
remain as an internal implementation detail, and where a hardware component is diagnosed
as faulty it is identified (for example, in fmadm(1M)) by its FRU label or location label.

There is only one version of the hc scheme in use (version 0) but we differentiate two minor
versions, distinguished by the presence or absence of a member named component. An hc
scheme FMRI that includes a component member is an instance of the obsoleted legacy hc
scheme.

Obsolete legacy hc variant:

Member Name Data Type Stability

scheme string Committed, value "hc"
version uint8 Committed, value 0
component string Committed

component

The FRU label for the resource.
String form for legacy hc:

hc:///component=<component>
SCHEME hc VERSION 0

The authority nvlist is the high-level authority information concerned with identifying the
fault management domain in which a given FMRI was generated. Thus it includes members
for the hostname, product name, chassis serial number and so on. Some of these members are
invariant (such as platform serial number) and serve uniquely to identify some element, while
others (such as hostname) are a soft identification which could change over time (albeit
infrequently).
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Member Name Data Type Stability

[server-id] string Committed, Not an Interface
[chassis-id] string Committed, Not an Interface
[product-sn] string Committed, Not an Interface
[product-id] string Committed, Not an Interface
[domain-id] string Committed, Not an Interface
[host-id] string Committed, Not an Interface

While all members are listed as optional, as many as make sense for a given FMRI should be
included. If the authority nvlist is absent in an FMRI then the authority is understood to be
the local fault management domain; if an hc scheme FMRI is transmitted outside of its native
domain it should include explicit high-level authority information.

The Not an Interface stability for the data semantics of each means that the value can be
treated as an opaque string only and any internal structure to the string is not an interface. For
example a serial number can be matched using string compare, but the length of the serial
number string and the meaning of individual characters therein is not an interface.

String form:

These authority members, those that are present in a given FMRI, can be written in string
form as an unordered series of colon-separated name=value pairs. We'll define this as
authstr, to be used in the specification of the string form for individual FMRI schemes below
which import the default authority information.

authstr = server-id=<server-id>
[:chassis-id=<chassis-id>]
:product-sn=<product-sn>]
:product-id=<product-id>]
:domain-id=<domain-id>]
thost-id=<host-id>]
:devid=<devid>]

—_—— .

There is no leaf-level authority/identity information included in the authority nviist -
instead such information (serial and part numbers) feature as top-level members of the FMRI.

Member Name Data Type Stability

scheme string Committed, value "hc"
version uint8 Committed, value 0
[authority] nvlist Committed, See above
[serial] string Committed, Not-an-Interface
[devid] string Private

[part] string Committed, Not-an-Interface
[revision] string Committed, Not-an-Interface
[hc-root] string Private

hc-list-sz uint32 Private

hc-list nvlist array Private
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[facility] nvlist Private
[hc-specific] nvlist Private
[serial]

The serial number string of the hardware component identified in this FMRI. This is an
opaque string whose internal structure is not an interface.

[devid]
The semantics of these Private FMRI members are not documented.

[part]
The part number string of the hardware component identified in this FMRI. This is an
opaque string whose internal structure is not an interface.

[revision]
The revision of the part number, as a string. Again this is an opaque string.

[hc-root]
The semantics of this Private FMRI member are not documented.

hc-list-sz
The semantics of this Private FMRI member are not documented.

hc-list
The semantics of this Private FMRI member are not documented, however we enumerate
the structure of the content (subject to incompatible change). Each member of the
(ordered) nvlist array has the following structure:

Member Name Data Type Stability

hc-name string Private
hc-id string Private
[facility]

The semantics of this Private FMRI member are not documented, however we enumerate
the structure of the content (subject to incompatible change). The facility nvlist has
members as follows:

Member Name Data Type Stability

facility-type string Private
facility-name string Private

[hc-specific]
The semantics of this Private FMRI member are not documented.

String form:

authstr is defined above

hcauthstr = [:serial=<serial>]
[:devid=<devid>]
[:part=<part>]

Standards, Environments, and Macros 101



fmri(5)

102

[:revision=<revision>]

hc-path =<hc-1ist[0].hc-name>=<hc-1ist[0].hc-id>
/<hc-1ist[1].hc-name>=<hc-1ist[1].hc-id>
/<hc-1ist[2].hc-name>=<hc-1list[2].hc-id>

hcspecstr = private string formed from hc-specific nvlist,
of the form "/name=value"

facstr = <facility.facility-type>=<facility.facility-name>

hc://lauthstr] [hcauthstr]/[hc-root/]l<hc-path>
[<hcspecstr>]
[?<facstr>]

The high-level authority information from the authority nvlist appears adjacent to the
leaf-level authority information of serial and part number, all colon separated. The
components of this authority string can appear in any order, with high-level and leaf
authority elements interleaved. Parsing such a string is clumsy and relies on knowing in
advance which components belong to which class of authority information.

SCHEME hc VERSION 1

Version 1 of the hc FMRI scheme has the same use as version 0, with some private FMRI
member changes and additions.

Member Name Data Type Stability

[chassis-mfg] string Committed, Not an Interface
[chassis-name] string Committed, Not an Interface
[chassis-part] string Committed, Not an Interface
[chassis-serial] string Committed, Not an Interface
[chassis-alias] string Committed, Not an Interface
String form:

The same semantics apply to the hc FMRI scheme version 1 string form as version 0.

authstr = [:chassis-mfg=<chassis-mfg>]
[:chassis-name=<chassis-name>]
[:chassis-part=<chassis-part>]
[:chassis-serial=<chassis-serial>]
[:chassis-alias=<chassis-alias>]

As with hc scheme version 0 there is no leaf-level authority/identity information included in
the authority nvlist with version 1 - instead such information (for example,
serial/revision/part numbers) feature as top-level members of the FMRI.

Member Name Data Type Stability
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version uint8 Committed, value 1
[authority] nvlist Committed, See above
[fru-mfgl string Committed, Not-an-Interface
[fru-serial] string Committed, Not-an-Interface
[fru-part] string Committed, Not-an-Interface
[fru-revision] string Committed, Not-an-Interface
[devid] string Private

[hc-root] string Private

hc-list-sz uint32 Private

hc-list nvlist array Private

[facility] nvlist Private

[hc-specific] nvlist Private

[fru-mfgl

The manufacturer string of the hardware component identified in this FMRI. This is an
opaque string whose internal structure is not an interface.

[fru-serial]
The serial number string of the hardware component identified in this FMRI. This is an
opaque string whose internal structure is not an interface.

[fru-part]
The part number string of the hardware component identified in this FMRL This is an
opaque string whose internal structure is not an interface.

[fru-revision]
The revision of the part number, as a string. Again this is an opaque string.

[devid]
The semantics of these Private FMRI members are not documented.

[hc-root]
The semantics of this Private FMRI member are not documented.

hc-list-sz
The semantics of this Private FMRI member are not documented.

hc-1list
The semantics of this Private FMRI member are not documented, however we enumerate
the structure of the content (subject to incompatible change). Each member of the
(ordered) nvlist array has the following structure:

Member Name Data Type Stability

hc-name string Private
hc-id string Private
[facility]

The semantics of this Private FMRI member are not documented, however we enumerate
the structure of the content (subject to incompatible change). The facility nvlist has
members as follows:
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Member Name Data Type Stability

facility-type string Private
facility-name string Private

[hc-specific]
The semantics of this Private FMRI member are not documented.

String form:

authstr is defined above

hcauthstr = [:fru-mfg=<fru-mfg>]
[:fru-serial=<fru-serial>]
[ :devid=<devid>]
[:fru-part=<fru-part>]
[:fru-revision=<fru-revision>]

hc-path =<hc-1ist[0].hc-name>=<hc-1ist[0].hc-id>
/<hc-1list[1].hc-name>=<hc-1list[1].hc-id>
/<hc-1ist[2].hc-name>=<hc-1ist[2].hc-id>

hcspecstr = private string formed from hc-specific nvlist,
of the form "/name=value"

facstr = <facility.facility-type>=<facility.facility-name>

hc://[lauthstr] [hcauthstr]/[hc-root/]<hc-path>
[<hcspecstr>]
[?<facstr>]

The high-level authority information from the authority nvlist appears adjacent to the
leaf-level authority information of serial and part number, all colon separated. The
components of this authority string can appear in any order, with high-level and leaf authority
elements interleaved. Parsing such a string is clumsy and relies on knowing in advance which
components belong to which class of authority information.

SCHEME mem VERSION 0

This scheme is used to identify memory modules and memory pages, although more recently
these have been identified in the hc scheme. The mem scheme has also been used to identify cpu
cache resources.

Member Name Data Type Stability

scheme string Committed, value "mem"
version uint8 Committed, value 0
unum string Committed, Private
[serial] string array Private

[physaddr] uint64 Private

[offset] uint64 Private
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unum
This string identifies the memory module, generally as labelled on the platform silkscreens
or service label. The presence of this member of type string is a Committed interface, but
the internal structure of the unum string is a Private interface. Therefore, you can use the
opaque unum string to identify a memory module, but the interpretation of the components
of a unum string is platform dependent and Private.

A unum can identify a group (or bank) of memory modules. These should instead have been
identified by multiple FMRIs, one for each memory module, but this is an historical
anomaly from early implementations.

[serial]
A string array of the serial number(s) of the memory module(s) named by the unum
member. The internal structure of a serial number string is not an interface so you can use
only the opaque string value in matching serial number and not apply any further
interpretation.

[physaddr]
[offset]
The semantics of these Private FMRI members are not documented.

String form:

mem:///unum=<unum>
[/offset=<hex-offset> | /physaddr=<hex-physaddr>]

SCHEME mod VERSION 0
This scheme is used to identify Oracle Solaris kernel modules.

Member Name Data Type Stability

scheme string Committed, value "fmd"
version uint8 Committed, value 0
mod-name string Committed

[mod-desc] string Committed

[mod-pkg] fmri (fmri)

mod -name

The module name, as in per modinfo(1M).

[mod-desc]
The module description, again as per modinfo(1M).

[mod-pkg]
A pkg scheme FMRI of the package which delivers this module.

String form:

mod:///mod-name=<mod - name>

SCHEME pkg VERSION 0
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This version of the pkg scheme corresponds to legacy SVR4 packaging as used with
pkgadd(1M), pkginfo(l), pkgrm(1M), and related utilities. This scheme is universal if package
name and package version conventions are adhered to.

Member Name Data Type Stability

scheme string Committed, value "pkg"
version int8 Committed, value 0
pkg-name string Committed

pkg-basedir  string Committed

pkg-inst string Committed

pkg-version string Committed

pkg-name

The package name.

pkg-basedir
BASEDIR as per pkginfo(l)

pkg-inst
PKGINST as per pkginfo(l)

pkg-version
VERSION as per pkginfo(1)

String form:
pkg:///<pkg-name>/:version=<pkg-version>
SCHEME pkg VERSION 1

This version of the pkg scheme corresponds to the pkg(5) Image Packaging System. Such
FMRIs are used in string form in the pkg(1) command line and its output, and the command
line permits abbreviations of the FMRI string.

FMRIs in the pkg scheme version 1 are universal: the same FMRI interpreted in two distinct
contexts (such as in distinct Oracle Solaris instances) identify the same actual package (or
copies thereof).

The pkg(5) command line uses the string form of version 1 pkg FMRIs, and permits
abbreviations of such strings.

Member Name Data Type Stability

scheme string Committed, value "pkg"
version uint8 Committed, value 1
[authority] nvlist Committed

pkg-name string Committed
[pkg-version] nvlist Committed

[authority]

The authority nvlist specifies the package publisher, per pkg publisher output:

FMTE TS - F  IWBFE - REEIT 6 Apr2012


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mpkgadd-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1pkginfo-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mpkgrm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1pkginfo-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1pkginfo-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1pkginfo-1
http://www.oracle.com/pls/topic/lookup?ctx=E26926&id=IPSMPpkg-1

fmri(5)

Member Name Data Type Stability

publisher string Committed

publisher
The publisher of this package, such as Oracle Solaris.

pkg-name
The name (stem) of the package

[pkg-version]

Member Name Data Type Stability

release string Committed
[built-on] string Committed
[branch] string Committed
[timestamp] string Committed
release

The primary version of the component, written as a dot sequence string (an
arbitrary-length, dot-separated series of non-zero-leading decimal digits).

built-on
The operating system version on which the component was built, again specified as a
dot sequence.

branch
The vendor branch version, as a dot sequence.

timestamp
AnISO 8601 date string: yyyymmddThhmmssZ in which the T and Z are literals.

String form:
pkgauthstr = <authority.publisher>

pkg://[pkgauthstr]/<pkg-name>
[@<release>[,<built-on>][-<branch>][:<timestamp>]

SCHEME svc VERSION 0

The svc scheme describes SMF (seesmf(5) services and service instances. In SMF command
lines such as svcadm(1M), svccfg(1M), sveprop(1), sves(1) and their output such FMRI are
always written in their string form, and the SMF command lines permit abbreviations.

The svc scheme FMRI is a logical scheme, and, as such an FMRI should only be interpreted in
the fault management domain (Oracle Solaris instance) in which it was generated.

Member Name Data Type Stability

scheme string Committed, value "svc"
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version uint8 Committed, value 0
svC-name string Committed
[svc-instance] string Committed
[contract-id] string Committed
[svc-scope] string Committed

pkg://[pkgauthstr]/<pkg-name>

svc-name
The service name, such as network/smtp. See smf(5).

[svc-instance]
Used when identifying an instance of a service. Often default, but can also be things like
the sendmail instance of service network/smtp.

[contract-id]
This identifies the numeric (although written as a decimal string) contract id (see smf(5)
and contract(4) used to manage a particular running instance of a service.

[svc-scope]
As per smf(5), all service and instance objects are contained in a scope that represents a
collection of configuration information. The configuration of the local Oracle Solaris
instance is called the localhost scope, and is the only currently supported scope.

String form:

svc://[<svc-scope>]/<svc-name>
[:<svc-instance>[@<contract-id>]]

SME subsystem commands such as svcadm(1M) permit (or even require) abbreviations of
the string form above. The indication of svc scheme at the start of the string is considered
optional and implied by the SMF command line utility. When the svc scheme identifier is
used, the authority component is also abbreviated to svc: /<svc-name> instead of the
more-formal svc:///<svc-name>. For example, in SMF we write

svc:/network/smtp:sendmail

instead of the more-formal
svc:///network/smtp:sendmail

or even the more formal
svc://localhost/network/smtp:sendmail

Furthermore, SMF permits further abbreviation if it identifies a unique service or instance.
For example the instance name sendmail is unique and one can use svcs sendmail,
svcadm restart sendmail, and so forth.

Such abbreviations are a convention of the SMF subsystem and not part of the formal
FMRI definition. When a svc scheme FMRI is received in nvlist form (for example, in a
libfmevent(3LIB) subscription it appears in the more formal form when rendered as a
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string.
SCHEME sw VERSION 0

This FMRI scheme is used to identify software resources such as executables, library objects,
and core files. This is a logical FMRI scheme.

Member Name Data Type  Stability

scheme string Committed, value "sw"
version uint8 Committed, value 0
object nvlist See belowPrivate
[site] nvlist See belowPrivate
[context] nvlist See belowPrivate

The object, site, and context members are all Private and so subject to incompatible
change, but their content is documented below for informational purposes.

object
This required member identifies the software object. At this time only objects resident
within the filesystem are catered for.

Member Type Description

path string Filesystem path to object

[root] string If present, real path to chroot root
directory

[pkgl fmri "pkg" scheme fmri of package that

delivers path

site
This optional member identifies a site within the object.

Member  Type Description

[token] string Vendor and subsystem unique publisher
token id

[module] string Source module information

[file] string Source filename (translation unit)

[func] string Source function

[line] int64 Source file line number

context
This optional member communicates runtime information.

Member Type Description

[origin] string "userland" or "kernel"
[execname] string Executable name

[pid] uint64 Process id
[thread-id] uint64 Thread id
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[os-instance-uuid] string Solaris instance UUID

[zone] string Zone name, if not the global zone
[ctid] uint64 Contract id

[stack] string array Symbolic stack trace

String form:

sw://[<authority>]/
[:root=<object.root]
:path=<object.path>
[#<fragment-identifier>]

Slash characters / in the root and object path are not escaped.

<fragment-identifier>isone of:

:token=<site.token>

or

:file=<site.file>[:func=<site.func>][:line=<site.line>]
SCHEME zfs VERSION 0

Member Name Data Type Stability

scheme string Committed, value "zfs"
version uint8 Committed, value 0
[pool-name] string Committed

pool uint64 Committed

[vdev] uint64 Private

[vdev-name] string Private

[pool-name]
The pool name, as per zpool list -o name

pool
The pool GUID as per zpool list -o guid

[vdev]
The semantics of this Private FMRI member are not documented

[vdev-name]
The semantics of this Private FMRI member are not documented.

String form:

hex-vdev 'vdev’ in hexadecimal with no '0x’ prefix.
hex-pool = 'pool’ in hexadecimal with no 'Ox’ prefix.
zfs://[pool _name=<pool-name>/]pool=<hex-pool>
zfs://[pool_name=<zfs://[pool_name=<hex-pool>
[/vdev=<hex-vdev>][:vdev_name=<vdev-name>]

The <vdev - name> is written without escaping any / characters.
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hostid(1), fmadm(1M), fmd(1M), fmdump(1M), pkgadd(1M), pkginfo(1), pkgrm(1M),
psradm(1M), svcadm(1M), svccfg(1M), sveprop(1), sves(l), Libfmevent(3LIB),
libnvpair(3LIB), contract(4), attributes(5), smf(5)

pkg(5)

RFC 2396
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Format

Escape Sequences

formats — file format notation

Utility descriptions use a syntax to describe the data organization within files—stdin, stdout,
stderr, input files, and output files—when that organization is not otherwise obvious. The
syntax is similar to that used by the printf(3C) function. When used for stdin or input file
descriptions, this syntax describes the format that could have been used to write the text to be
read, not a format that could be used by the scanf(3C) function to read the input file.

The description of an individual record is as follows:
"<format>", [<argl>, <arg2>, . . ., <argn>]
The format is a character string that contains three types of objects defined below:

characters Characters that are not escape sequences or conversion
specifications, as described below, are copied to the output.

escape sequernces Represent non-graphic characters.

conversion specifications Specifies the output format of each argument. (See below.)

The following characters have the following special meaning in the format string:
» (An empty character position.) One or more blank characters.

N Exactly one space character.

The notation for spaces allows some flexibility for application output. Note that an empty
character position in format represents one or more blank characters on the output (not white
space, which can include newline characters). Therefore, another utility that reads that output
as its input must be prepared to parse the data using scanf(3C), awk(1), and so forth. The
character is used when exactly one space character is output.

The following table lists escape sequences and associated actions on display devices capable of
the action.

Sequence Character Terminal Action

\\ backslash None.

\a alert Attempts to alert the user through audible or visible
notification.

\b backspace Moves the printing position to one column before the
current position, unless the current position is the start of a
line.

\f form-feed Moves the printing position to the initial printing position of
the next logical page.
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Sequence

Character

Terminal Action

\n

\r

\t

\v

newline
carriage-return

tab

vertical-tab

Moves the printing position to the start of the next line.
Moves the printing position to the start of the current line.

Moves the printing position to the next tab position on the
current line. If there are no more tab positions left on the line,
the behavior is undefined.

Moves the printing position to the start of the next vertical
tab position. If there are no more vertical tab positions left on
the page, the behavior is undefined.

Conversion Each conversion specification is introduced by the percent-sign character (%). After the

Specifications

flags

field width

precision

conversion characters

character %, the following appear in sequence:

Zero or more flags, in any order, that modify the meaning of the
conversion specification.

An optional string of decimal digits to specify a minimum field
width. For an output field, if the converted value has fewer bytes
than the field width, it is padded on the left (or right, if the
left-adjustment flag (—), described below, has been given to the field

width).

Gives the minimum number of digits to appear for the d, 0,1, u, x or
X conversions (the field is padded with leading zeros), the number
of digits to appear after the radix character for the eand f
conversions, the maximum number of significant digits for the g
conversion; or the maximum number of bytes to be written from a
string in s conversion. The precision takes the form of a period (.)
followed by a decimal digit string; a null digit string is treated as

Z€ro.

A conversion character (see below) that indicates the type of

conversion to be applied.

flags The flags and their meanings are:

+

<space>

116 FMTUE 58S : fRk S IMEFOE -

The result of the conversion is left-justified within the field.

The result of a signed conversion always begins with a sign (+ or —).

If the first character of a signed conversion is not a sign, a space character is
prefixed to the result. This means that if the space character and + flags both
appear, the space character flag is ignored.

The value is to be converted to an alternative form. For ¢, d, i, u, and s
conversions, the behaviour is undefined. For o conversion, it increases the
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Conversion Characters

precision to force the first digit of the result to be a zero. For x or X conversion, a
non-zero result has 0x or 0X prefixed to it, respectively. For e, E, f, g, and G
conversions, the result always contains a radix character, even if no digits follow
the radix character. For gand G conversions, trailing zeros are not removed from
the result as they usually are.

0 Ford,i,0,u,x,X, ¢, E, f, g and G conversions, leading zeros (following any
indication of sign or base) are used to pad to the field width; no space padding is
performed. If the 0 and — flags both appear, the 0 flag is ignored. For d, i, 0, u, x
and X conversions, if a precision is specified, the 0 flag is ignored. For other
conversions, the behaviour is undefined.

Each conversion character results in fetching zero or more arguments. The results are
undefined if there are insufficient arguments for the format. If the format is exhausted while
arguments remain, the excess arguments are ignored.

The conversion characters and their meanings are:

di,0,u,%,X The integer argument is written as signed decimal (d or i), unsigned octal (o),
unsigned decimal (u), or unsigned hexadecimal notation (x and X). The d and i
specifiers convert to signed decimal in the style [-]dddd. The x conversion
uses the numbers and letters 0123456789abcdef and the X conversion uses the
numbers and letters 0123456789 ABCDEE The precision component of the
argument specifies the minimum number of digits to appear. If the value being
converted can be represented in fewer digits than the specified minimum, it is
expanded with leading zeros. The default precision is 1. The result of
converting a zero value with a precision of 0 is no characters. If both the field
width and precision are omitted, the implementation may precede, follow or
precede and follow numeric arguments of types d, i and u with blank
characters; arguments of type o (octal) may be preceded with leading zeros.

The treatment of integers and spaces is different from the printf(3C) function
in that they can be surrounded with blank characters. This was done so that,
given a format such as:

"ssd\n", <foo>
the implementation could use a printf() call such as:
printf("s6d\n", foo);

and still conform. This notation is thus somewhat like scanf () in addition to
printf( ).

f The floating point number argument is written in decimal notation in the style
[-1ddd.ddd, where the number of digits after the radix character (shown here
as a decimal point) is equal to the precision specification. The LC_NUMERIC
locale category determines the radix character to use in this format. If the

Standards, Environments, and Macros 117


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Aprintf-3c

formats(5)

e,E

%

precision is omitted from the argument, six digits are written after the radix
character; if the precision is explicitly 0, no radix character appears.

The floating point number argument is written in the style [—~]d.ddde+dd (the
symbol + indicates either a plus or minus sign), where there is one digit before
the radix character (shown here as a decimal point) and the number of digits
after it is equal to the precision. The LC_NUMERIC locale category determines
the radix character to use in this format. When the precision is missing, six
digits are written after the radix character; if the precision is 0, no radix
character appears. The E conversion character produces a number with E
instead of e introducing the exponent. The exponent always contains at least
two digits. However, if the value to be written requires an exponent greater
than two digits, additional exponent digits are written as necessary.

The floating point number argument is written in style f or e (or in style E in
the case of a G conversion character), with the precision specifying the number
of significant digits. The style used depends on the value converted: style g is
used only if the exponent resulting from the conversion is less than —4 or
greater than or equal to the precision. Trailing zeros are removed from the
result. A radix character appears only if it is followed by a digit.

The integer argument is converted to an unsigned char and the resulting byte
is written.

The argument is taken to be a string and bytes from the string are written until
the end of the string or the number of bytes indicated by the precision
specification of the argument is reached. If the precision is omitted from the
argument, it is taken to be infinite, so all bytes up to the end of the string are
written.

Write a % character; no argument is converted.

In no case does a non-existent or insuflicient field width cause truncation of a field; if the result
of a conversion is wider than the field width, the field is simply expanded to contain the
conversion result. The term field width should not be confused with the term precision used in
the description of %s.

One difference from the C function printf () is that theland h conversion characters are not
used. There is no differentiation between decimal values for type int, type long, or type
short. The specifications %d or %i should be interpreted as an arbitrary length sequence of
digits. Also, no distinction is made between single precision and double precision numbers
(float or double in C). These are simply referred to as floating point numbers.

Many of the output descriptions use the term line, such as:

"%s", <input line>
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R

Since the definition of line includes the trailing newline character already, there is no need to
include a \n in the format; a double newline character would otherwise result.

=611 Torepresent the output of a program that prints a date and time in the form Sunday, July 3, 10:02,
where <weekday> and <month> are strings:

"%s, /\%s/\%d, /\%d:%.2d\n", <weekday>, <month>,<day>, <hour>,<min>

=12 To show piwritten to 5 decimal places:

"pi/\=/\%.5f\n", <value of pi>

=13 Toshowaninput file format consisting of five colon-separated fields:

of
of

"%5:%5 1% 1% :%s\n" , <argl>, <arg2>,<arg3>,<argd>,<arg5>

awk(1), printf(1), printf(3C), scanf(3C)
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fsattr — extended file attributes

Attributes are logically supported as files within the file system. The file system is therefore
augmented with an orthogonal name space of file attributes. Any file (including attribute files)
can have an arbitrarily deep attribute tree associated with it. Attribute values are accessed by
file descriptors obtained through a special attribute interface. This logical view of “attributes
as files” allows the leveraging of existing file system interface functionality to support the
construction, deletion, and manipulation of attributes.

«» « »

The special files “” and “. ” retain their accustomed semantics within the attribute hierarchy.
The “” attribute file refers to the current directory and the “. ” attribute file refers to the parent
directory. The unnamed directory at the head of each attribute tree is considered the “child” of
the file it is associated with and the “. ” file refers to the associated file. For any non-directory
file with attributes, the “. ” entry in the unnamed directory refers to a file that is not a

directory.

Conceptually, the attribute model is fully general. Extended attributes can be any type of file
(doors, links, directories, and so forth) and can even have their own attributes (fully
recursive). As a result, the attributes associated with a file could be an arbitrarily deep
directory hierarchy where each attribute could have an equally complex attribute tree
associated with it. Not all implementations are able to, or want to, support the full model.
Implementation are therefore permitted to reject operations that are not supported. For
example, the implementation for the UFS file system allows only regular files as attributes (for
example, no sub-directories) and rejects attempts to place attributes on attributes.

The following list details the operations that are rejected in the current implementation:

link Any attempt to create links between attribute and non-attribute space is rejected
to prevent security-related or otherwise sensitive attributes from being exposed,
and therefore manipulable, as regular files.

rename Any attempt to rename between attribute and non-attribute space is rejected to
prevent an already linked file from being renamed and thereby circumventing the
link restriction above.

mkdir

symlink

mknod Any attempt to create a “non-regular” file in attribute space is rejected to reduce
the functionality, and therefore exposure and risk, of the initial implementation.

The entire available name space has been allocated to “general use” to bring the
implementation in line with the NFSv4 draft standard [NFSv4]. That standard defines “named
attributes” (equivalent to Solaris Extended Attributes) with no naming restrictions. All Sun
applications making use of opaque extended attributes will use the prefix “SUNW”.
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Shell-level API

The command interface for extended attributes is the set of applications provided by Solaris
for the manipulation of attributes from the command line. This interface consists of a set of
existing utilities that have been extended to be “attribute-aware”, plus the runat utility
designed to “expose” the extended attribute space so that extended attributes can be
manipulated as regular files.

The -@option enable utilities to manipulate extended attributes. As a rule, this option enables
the utility to enter into attribute space when the utility is performing a recursive traversal of
file system space. This is a fully recursive concept. If the underlying file system supports
recursive attributes and directory structures, the -@ option opens these spaces to the file
tree-walking algorithms.

The following utilities accommodate extended attributes (see the individual manual pages for
details):

cp By default, cp ignores attributes and copies only file data. This is intended to
maintain the semantics implied by cp currently, where attributes (such as owner and
mode) are not copied unless the -p option is specified. With the -@ (or -p) option, cp
attempts to copy all attributes along with the file data.

cpio  The -@option informs cpio to archive attributes, but by default cpio ignores
extended attributes. See Extended Archive Formats below for a description of the
new archive records.

du File sizes computed include the space allocated for any extended attributes present.

find By default, find ignores attributes. The -xattr expression provides support for
searches involving attribute space. It returns true if extended attributes are present
on the current file.

fsck  The fsck utility manages extended attribute data on the disk. A file system with
extended attributes can be mounted on versions of Solaris that are not
attribute-aware (versions prior to Solaris 9), but the attributes will not be accessible
and fsck will strip them from the files and place them in lost+found. Once the
attributes have been stripped the file system is completely stable on Solaris versions
that are not attribute-aware, but would now be considered corrupted on
attribute-aware versions of Solaris. The attribute-aware fsck utility should be run to
stabilize the file system before using it in an attribute-aware environment.

fsdb  This fsdb utility is able to find the inode for the “hidden” extended attribute
directory.

s The s -@ command displays an “@” following the mode information when
extended attributes are present. More precisely, the output line for a given file
contains an “@” character following the mode characters if the pathconf(2) variable
XATTR_EXISTS is set to true. See the pathconf () section below. The -@ option uses
the same general output format as the - 1 option.
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Application-level API
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mv When a file is moved, all attributes are carried along with the file rename. When a file
is moved across a file system boundary, the copy command invoked is similar to the
cp -p variant described above and extended attributes are “moved”. If the extended
file attributes cannot be replicated, the move operation fails and the source file is not
removed.

pax The -@option informs pax to archive attributes, but by default pax ignores extended
attributes. The pax(1) utility is a generic replacement for both tar(1) and cpio(1)
and is able to produce either output format in its archive. See Extended Archive
Formats below for a description of the new archive records.

tar In the default case, tar does not attempt to place attributes in the archive. If the -@
option is specified, however, tar traverses into the attribute space of all files being
placed in the archive and attempts to add the attributes to the archive. A new record
type has been introduced for extended attribute entries in tar archive files (the same
is true for pax and cpio archives) similar to the way ACLs records were defined. See
Extended Archive Formats below for a description of the new archive records.

There is a class of utilities (chmod, chown, chgrp) that one might expect to be modified in a
manner similar to those listed above. For example, one might expect that performing chmod
on a file would not only affect the file itself but would also affect at least the extended attribute
directory if not any existing extended attribute files. This is not the case. The model chosen for
extended attributes implies that the attribute directory and the attributes themselves are all file
objects in their own right, and can therefore have independent file status attributes associated
with them (a given implementation cannot support this, for example, for intrinsic attributes).
The relationship is left undefined and a fine-grained control mechanism (runat(1)) is
provided to allow manipulation of extended attribute status attributes as necessary.

The runat utility has the following syntax:

runat filename [command]

The runat utility executes the supplied command in the context of the “attribute space”
associated with the indicated file. If no command argument is supplied, a shell is invoked. See
runat(1) for details.

The primary interface required to access extended attributes at the programmatic level is the
openat(2) function. Once a file descriptor has been obtained for an attribute file by an

openat () call, all normal file system semantics apply. There is no attempt to place special
semantics on read(2), write(2), ftruncate(3C), or other functions when applied to attribute
file descriptors relative to “normal” file descriptors.

The set of existing attributes can be browsed by calling openat () with “” as the file name and
the 0_XATTR flag set, resulting in a file descriptor for the attribute directory. The list of
attributes is obtained by calls to getdents(2) on the returned file descriptor. If the target file
did not previously have any attributes associated with it, an empty top-level attribute directory
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is created for the file and subsequent getdents () calls will return only “” and “. . While the
owner of the parent file owns the extended attribute directory, it is not charged against its
quota if the directory is empty. Attribute files themselves, however, are charged against the
user quota as any other regular file.

Additional system calls have been provided as convenience functions, including
faccessat(2), fchownat(2), fstatat(2), futimesat(2), renameat(2), unlinkat(2). These
new functions, along with openat (), provide a mechanism to access files relative to an
arbitrary point in the file system, rather than only the current working directory. This
mechanism is particularly useful in situations when a file descriptor is available with no path.
The openat () function, in particular, can be used in many contexts where chdir() or
fchdir () is currently required. See chdir(2).

Open a file relative to a file descriptor
int openat (int fd, const char *path, int oflag [, mode_t mode])

The openat(2) function behaves exactly as open(2) except when given a relative path. Where
open () resolves a relative path from the current working directory, openat () resolves the path
based on the vnode indicated by the supplied file descriptor. When oflagis 0_XATTR, openat ()
interprets the path argument as an extended attribute reference. The following code fragment
uses openat () to examine the attributes of some already opened file:

dfd = openat(fd, ".", O RDONLY|O XATTR);
(void)getdents(dfd, buf, nbytes);

If openat () is passed the special value AT_FDCWD as its first (fd) argument, its behavior is
identical to open () and the relative path arguments are interpreted relative to the current
working directory. If the 0_XATTR flag is provided to openat () or to open(), the supplied path
is interpreted as a reference to an extended attribute on the current working directory.

Unlink a file relative to a directory file descriptor
int unlinkat (int dirfd, const char *pathflag, int flagflag)

The unlinkat(2) function deletes an entry from a directory. The path argument indicates the
name of the entry to remove. If path an absolute path, the dirfd argument is ignored. Ifitis a
relative path, it is interpreted relative to the directory indicated by the dirfd argument. If dirfd
does not refer to a valid directory, the function returns ENOTDIR. If the special value AT_FDCWD
is specified for dirfd, a relative path argument is resolved relative to the current working
directory. If the flag argument is 0, all other semantics of this function are equivalent to
unlink(2). If flagis set to AT_REMOVEDIR, all other semantics of this function are equivalent to
rmdir(2).

Rename a file relative to directories

int renameat (int fromfd, const char *old, int tofd, const char *new)
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The renameat(2) function renames an entry in a directory, possibly moving the entry into a
different directory. The old argument indicates the name of the entry to rename. If this
argument is a relative path, it is interpreted relative to the directory indicated by the fd
argument. If it is an absolute path, the fromfd argument is ignored. The new argument
indicates the new name for the entry. If this argument is a relative path, it is interpreted
relative to the directory indicated by the tofd argument. If it is an absolute path, the tofd
argument is ignored.

In the relative path cases, if the directory file descriptor arguments do not refer to a valid
directory, the function returns ENOTDIR. All other semantics of this function are equivalent to
rename(2).

If a special value AT_FDCWD is specified for either the fromfd or tofd arguments, their associated
path arguments (old and new) are interpreted relative to the current working directory if they
are not specified as absolute paths. Any attempt to use renameat () to move a file thatis notan
extended attribute into an extended attribute directory (so that it becomes an extended
attribute) will fail. The same is true for an attempt to move a file that is an extended attribute
into a directory that is not an extended attribute directory.

Obtain information about a file
int fstatat (int fd, const char *path, struct stat* buf, int flag)

The fstatat(2) function obtains information about a file. If the path argument is relative, it is
resolved relative to the fd argument file descriptor, otherwise the fd argument is ignored. If the
fd argument is a special value AT_FDCWD the path is resolved relative to the current working
directory. If the path argument is a null pointer, the function returns information about the
file referenced by the fd argument. In all other relative path cases, if the fd argument does not
refer to a valid directory, the function returns ENOTDIR. If AT_SYMLINK_NOFOLLOW is set in the
flag argument, the function will not automatically traverse a symbolic link at the position of
the path. If _AT_TRIGGERIis set in the flag argument and the vnode is a trigger mount point, the
mount is performed and the function returns the attributes of the root of the mounted
filesystem. The fstatat () function is a multipurpose function that can be used in place of
stat(), Lstat(),or fstat().Seestat(2)

The function call stat (path, buf) is identical to fstatat (AT_FDCWD, path, buf, 0).

The function call stat (path, buf) is identical to fstatat (AT_FDCWD, path, buf,
AT_SYMLINK_NOFOLLOW)

The function call fstat (fildes, buf) isidentical to fstatat (fildes, NULL, buf, 0).

Set owner and group ID

int fchownat (int fd, const char *path, uid_t owner, gid_t group, \
int flag)
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The fchownat(2) function sets the owner ID and group ID for a file. If the path argument is
relative, it is resolved relative to the fd argument file descriptor, otherwise the fd argument is
ignored. If the fd argument is a special value AT_FDCWD the path is resolved relative to the
current working directory. If the path argument is a null pointer, the function sets the owner
and group ID of the file referenced by the fd argument. In all other relative path cases, if the fd
argument does not refer to a valid directory, the function returns ENOTDIR. If the flag
argument is set to AT_SYMLINK NOFOLLOW, the function will not automatically traverse a
symbolic link at the position of the path. The fchownat () function is a multi-purpose
function that can be used in place of chown (), Lchown (), or fchown (). See chown(2).

The function call chown (path, owner, group) is equivalent to fchownat (AT_FDCWD, path,
owner, group, 0).

The function call Lchown (path, owner, group) is equivalent to fchownat (AT_FDCWD, path,
owner, group, AT_SYMLINK NOFOLLOW).

Set file access and modification times

int futimesat (int fd, const char *path, const struct timeval \
times[2])

The futimesat(2) function sets the access and modification times for a file. If the path
argument is relative, it is resolved relative to the fd argument file descriptor; otherwise the fd
argument is ignored. If the fd argument is the special value AT_FDCWD, the path is resolved
relative to the current working directory. If the path argument is a null pointer, the function
sets the access and modification times of the file referenced by the fd argument. In all other
relative path cases, if the fd argument does not refer to a valid directory, the function returns
ENOTDIR. The futimesat () function can be used in place of utimes(2).

The function call utimes (path, times) is equivalent to futimesat (AT_FDCWD, path, times).

Determine accessibility of a file
int faccessat(int fd, const char *path, int amode, int flag);

The faccessat () function checks the file named by the pathname pointed to by the path
argument for accessibility according to the bit pattern contained in amode, using the real user
ID in place of the effective user ID and the real group ID in place of the effective group ID. This
allows a setuid process to verify that the user running it would have had permission to access
this file.

If path specifies a relative path, the file whose accessibility is to be determined is located
relative to the directory associated with the file descriptor fd instead of the current working
directory. If path specifies an absolute path, the fd argument is ignored.
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If faccessat () is passed in the fd parameter the special value AT_FDCWD, defined in
<fentl. h>, the current working directory is used and the behavior is identical to a call to
access(2).

New pathconf () functionality
long int pathconf(const char *path, int name)

Two variables have been added to pathconf(2) to provide enhanced support for extended
attribute manipulation. The XATTR_ENABLED variable allows an application to determine if
attribute support is currently enabled for the file in question. The XATTR_EXISTS variable
allows an application to determine whether there are any extended attributes associated with
the supplied path.

Open/Create an attribute file

int attropen (const char *path, const char *attrpath, int oflag \
[, mode t mode])

The attropen(3C) function returns a file descriptor for the named attribute, attrpath, of the
file indicated by path. The oflag and mode arguments are identical to the open(2) arguments
and are applied to the open operation on the attribute file (for example, using the 0_CREAT flag
creates a new attribute). Once opened, all normal file system operations can be used on the
attribute file descriptor. The attropen() function is a convenience function and is equivalent
to the following sequence of operations:

fd = open (path, O _RDONLY);
attrfd = openat(fd, attrpath, oflag|O XATTR, mode);
close(fd);

The set of existing attributes can be browsed by calling attropen () with “” as the attribute
name. The list of attributes is obtained by calling getdents(2) (or fdopendir(3C) followed by
readdir(3C), see below) on the returned file descriptor.

Convert an open file descriptor for a directory into a directory descriptor

DIR * fdopendir (const int fd)

The fdopendir(3C) function promotes a file descriptor for a directory to a directory pointer
suitable for use with the readdir(3C) function. The originating file descriptor should not be
used again following the call to fdopendir (). The directory pointer should be closed with a
call to closedir(3C). If the provided file descriptor does not reference a directory, the
function returns ENOTDIR. This function is useful in circumstances where the only available
handle on a directory is a file descriptor. See attropen(3C) and openat(2).

Using the API

The following examples demonstrate how the API might be used to perform basic operations
on extended attributes:
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Extended Archive
Formats

f511  Listextended attributes on a file.

attrdirfd = attropen(“test", ".", O RDONLY);
dirp = fdopendir(attrdirfd);
while (dp = readdir(dirp)) {

=12 Openanextended attribute.

attrfd = attropen("test", dp->d name, O RDONLY);
or

attrfd = openat(attrdirfd, dp->d name, O RDONLY);

~f513 Read from an extended attribute.

while (read(attrfd, buf, 512) > 0) {

~fl4 Create an extended attribute.

newfd = attropen("test", "attr", O CREAT|O RDWR);

or

newfd = openat(attrdirfd, "attr", O CREAT|O RDWR);

=55 Write to an extended attribute.

count = write(newfd, buf, length);

file Delete an extended attribute.

error = unlinkat(attrdirfd, "attr");

Applications intending to access the interfaces defined here as well as the POSIX and X/Open
specification-conforming interfaces should define the macro ATFILE_SOURCE to be 1 and set

whichever feature test macros are appropriate to obtain the desired environment. See

standards(5).

Asnoted above in the description of command utilities modified to provide support for

extended attributes, the archive formats for tar(1) and cpio(1) have been extended to provide
support for archiving extended attributes. This section describes the specifics of the archive

format extensions.

Extended tar format

The tar archive is made up of a series of 512 byte blocks. Each archived file is represented by a
header block and zero or more data blocks containing the file contents. The header block is

structured as shown in the following table.
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Field Name Length (in Octets) Description

Name 100 File name string

Mode 8 12 file mode bits

Uid 8 User ID of file owner

Gid 8 Group ID of file owner

Size 12 Size of file

Mtime 12 File modification time
Chksum 8 File contents checksum
Typeflag 1 File type flag

Linkname 100 Link target name if file linked
Magic 6 “ustar”

Version 2 “00”

Uname 32 User name of file owner
Gname 32 Group name of file owner
Devmajor 8 Major device ID if special file
Devminor 8 Minor device ID if special file
Prefix 155 Path prefix string for file

The extended attribute project extends the above header format by defining a new header type
(for the Typeflag field). The type 'E'is defined to be used for all extended attribute files.
Attribute files are stored in the tar archive as a sequence of two <header , data> pairs. The
first file contains the data necessary to locate and name the extended attribute in the file
system. The second file contains the actual attribute file data. Both files use an 'E' type header.
The prefix and name fields in extended attribute headers are ignored, though they should be
set to meaningful values for the benefit of archivers that do not process these headers. Solaris
archivers set the prefix field to “/dev/null” to prevent archivers that do not understand the
type 'E'header from trying to restore extended attribute files in inappropriate places.

Extended cpio format

The cpio archive format is octet-oriented rather than block-oriented. Each file entry in the
archive includes a header that describes the file, followed by the file name, followed by the
contents of the file. These data are arranged as described in the following table.
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Field Name Length (in Octets) Description

c magic 6 70707

c_dev 6 First half of unique file ID
c_ino 6 Second half of unique file ID
c_mode 6 File mode bits

c uid 6 User ID of file owner

c gid 6 Group ID of file owner
c_nlink 6 Number of links referencing file
c_rdev 6 Information for special files
c mtime 11 Modification time of file
c_namesize 6 Length of file pathname
c_filesize 11 Length of file content
C_name C namesize File pathname

c filedata c filesize File content

The basic archive file structure is not changed for extended attributes. The file type bits stored
in the c_mode field for an attribute file are set to @xB000. As with the tar archive format,
extended attributes are stored in cpio archives as two consecutive file entries. The first file
describes the location/name for the extended attribute. The second file contains the actual
attribute file content. The c_name field in extended attribute headers is ignored, though it
should be set to a meaningful value for the benefit of archivers that do not process these
headers. Solaris archivers start the pathname with “/dev/null/”to prevent archivers that do
not understand the type 'E' header from trying to restore extended attribute files in
inappropriate places.

Attribute identification data format

Both the tar and cpio archive formats can contain the special files described above, always
paired with the extended attribute data record, for identifying the precise location of the
extended attribute. These special data files are necessary because there is no simple naming
mechanism for extended attribute files. Extended attributes are not visible in the file system
name space. The extended attribute name space must be “tunneled into” using the openat ()
function. The attribute identification data must support not only the flat naming structure for
extended attributes, but also the possibility of future extensions allowing for attribute
directory hierarchies and recursive attributes. The data file is therefore composed of a
sequence of records. It begins with a fixed length header describing the content. The following
table describes the format of this data file.
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Field Name Length (in Octets) Description

h version 7 Name file version

h_size 10 Length of data file
h_component_len 10 Total length of all path segments
h link comp len 10 Total length of all link segments

path

link path

h component len

h link comp len

Complex path

Complex link path

As demonstrated above, the header is followed by a record describing the “path” to the
attribute file. This path is composed of two or more path segments separated by a null
character. Each segment describes a path rooted at the hidden extended attribute directory of
the leaf file of the previous segment, making it possible to name attributes on attributes. The
first segment is always the path to the parent file that roots the entire sequence in the normal
name space. The following table describes the format of each segment.

Field Name Length (in Octets) Description

h_namesz 7 Length of segment path

h typeflag 1 Actual file type of attribute file
h_names h_namesz Parent path + segment path

If the attribute file is linked to another file, the path record is followed by a second record
describing the location of the referencing file. The structure of this record is identical to the

record described above.

cp(l), cpio(1), find(1), Is(1),mv(1), pax(1), runat(1l), tar(1), du(l), fsck(1M), access(2),
chown(2), 1ink(2), open(2), pathconf(2), rename(2), stat(2), unlink(2), utimes(2),

attropen(3C), standards(5)
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gss_auth_rules — overview of GSS authorization

The establishment of the veracity of a user's credentials requires both authentication (Is this an
authentic user?) and authorization (Is this authentic user, in fact, authorized?).

When a user makes use of Generic Security Services (GSS) versions of the ftp or ssh clients to
connect to a server, the user is not necessarily authorized, even if his claimed GSS identity is
authenticated, Authentication merely establishes that the user is who he says he is to the GSS
mechanism's authentication system. Authorization is then required: it determines whether the
GSS identity is permitted to access the specified Solaris user account.

The GSS authorization rules are as follows:

= Ifthe mechanism of the connection has a set of authorization rules, then use those rules.
For example, if the mechanism is Kerberos, then use the krb5_auth_rules(5), so that
authorization is consistent between raw Kerberos applications and GSS/Kerberos
applications.

= [fthe mechanism of the connection does not have a set of authorization rules, then
authorization is successful if the remote user's gssname matches the local user's gssname
exactly, as compared by gss_compare_name(3GSS).

/etc/passwd  System account file. This information may also be in a directory service. See
passwd(4).

See attributes(5) for a description of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

ftp(1), ssh(l),gsscred(1M), gss_compare name(3GSS), passwd(4), attributes(5),
krb5 auth_rules(5)
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HESR hald(1M) -~ hal-device(1M)~ hal-fdi-validate(1M)+ hal-find(1M)~ hal-find-by-capability(1M
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iconv_1250 - code set conversion tables for MS 1250 (Windows Latin 2)

The following code set conversions are supported:

Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output
MS 1250 win2 ISO 8859-2 is02 ISO Latin 2
MS 1250 win2 MS 852 dos2 MS-DOS Latin 2
MS 1250 win2 Mazovia maz Mazovia
MS 1250 win2 DHN dhn Dom Handlowy Nauki

Conversions The conversions are performed according to the following tables. All values in the tables are

given in octal.

MS 125010150 8859-2  For the conversion of MS 1250 to ISO 8859-2, all characters not in the following table are

mapped unchanged.
Conversions Performed
MS 1250 1SO 8859-2 MS 1250 1SO 8859-2

24-211 40 235 273
212 251 236 276
213 40 237 274
214 246 241 267
215 253 245 241
216 256 246-267 40

217 254 271 261
221-231 40 273 40

232 271 274 245
233 40 276 265
234 266 247 365

MS 1250 to MS 852 For the conversion of MS 1250 to MS 852, all characters not in the following table are mapped

unchanged.
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Conversions Performed

MS 1250

MS 852

MS 1250

MS 852

200-211

212

213

214

215

216

217

220-231

232

233

234

235

236

237

240

241

242

243

244

245

246

247

250

251

252

253

254

40

346

40

227

233

246

215

40

347

40

230

234

247

253

377

363

364

235

317

244

40

365

371

40

270

256

252

311

312

313

314

315

316

317

320

321

322

323

324

325

326

327

330

331

332

333

334

335

336

337

340

341

342

343

220

250

323

267

326

327

322

321

343

325

340

342

212

231

236

374

336

351

353

232

355

335

341

352

240

203

307
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Conversions Performed
MS 1250 Ms 852 MS 1250 MS 852
255 360 344 204
256 40 345 222
257 275 346 206
260 370 347 207
261 40 350 237
262 362 351 202
263 210 352 251
264 357 353 211
265-267 40 354 330
270 367 355 241
271 245 356 214
272 255 357 324
273 257 360 320
274 225 361 344
275 361 362 345
276 226 363 242
277 276 364 223
300 350 365 213
301 265 366 224
302 266 367 366
303 306 370 375
304 216 371 205
305 221 372 243
306 217 374 201
307 200 375 354
310 254 376 356
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MS 1250 to Mazovia For the conversion of MS 1250 to Mazovia, all characters not in the following table are
mapped unchanged.
Conversions Performed
MS 1250 Mazovia MS 1250 Mazovia
200-213 40 310-311 40
214 230 312 220
215-216 40 313-320 40
217 240 321 245
220-233 40 322 40
234 236 323 243
235-236 40 324-325 40
237 246 326 231
240 377 327-333 40
241-242 40 334 232
243 234 335-336 40
244 40 337 341
245 217 340-341 40
246-252 40 342 203
253 256 343 40
254 252 344 204
255-256 40 345 40
257 241 346 215
260 370 347 207
261 361 350 40
262 40 351 202
263 222 352 221
264 40 353 211
265 346 354-355 40
266 40 356 214
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MS 1250 to DHN

Conversions Performed
MS 1250 Mazovia MS 1250 Mazovia

267 372 357-360 40
270 40 361 244
271 206 362 40
272 40 363 242
273 257 364 223
274-276 40 365 40
277 247 366 224
300-303 40 367 366
304 216 370-373 40
305 40 374 201
306 225 375-376 40
307 200

For the conversion of MS 1250 to DHN, all characters not in the following table are mapped

unchanged.
Conversions Performed
MS 1250 DHN MS 1250 DHN
200-213 40 306 201
214 206 307-311 40
215-216 40 312 202
217 207 313-320 40
220-233 40 321 204
234 217 322 40
235-236 40 323 205
237 220 324-325 40
240 377 326 231
241-242 40 327-333 40
243 203 334 232
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Conversions Performed
MS 1250 DHN MS 1250 DHN

244 40 335-336 40
245 200 337 341
246-252 40 340 40
253 256 341 240
254 252 342-345 40
255-256 40 346 212
257 210 347-351 40
260 370 352 213
261 361 353-354 40
262 40 355 241
263 214 356-360 40
264 40 361 215
265 346 362 40
266 40 363 216
267 372 364 223
270 40 365 40
271 211 366 224
272 40 367 366
273 257 370-371 40
274-276 40 372 243
277 221 373-376 40
300-305 40

/usr/lib/iconv/*.so
/usr/lib/iconv/*.t

/usr/lib/iconv/iconv_data

iconv(1), iconv(3C), iconv(5)

conversion modules

conversion tables

list of conversions supported by conversion tables
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51 A& iconv_1251 - code set conversion tables for MS 1251 (Windows Cyrillic)
it The following code set conversions are supported:

Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output
MS 1251 win5 ISO 8859-5 iso5 ISO 8859-5 Cyrillic
MS 1251 win5 KOI8-R koi8 KOI8-R
MS 1251 win5 PC Cyrillic alt Alternative PC Cyrillic
MS 1251 win5 Mac Cyrillic mac Macintosh Cyrillic
Conversions The conversions are performed according to the following tables. All values in the tables are

given in octal.

MS 125110150 8859-5  For the conversion of MS 1251 to ISO 8859-5, all characters not in the following table are

mapped unchanged.
Conversions Performed
MS 1251 1SO 8859-5 MS 1251 1SO 8859-5
24 4 310 270
200 242 311 271
201 243 312 272
202 40 313 273
203 363 314 274
204-207 40 315 275
210 255 316 276
211 40 317 277
212 251 320 300
213 40 321 301
214 252 322 302
215 254 323 303
216 253 324 304
217 257 325 305
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Conversions Performed
MS 1251 1S0 8859-5 MS 1251 1S0 8859-5
220 362 326 306
221-227 40 327 307
230 255 330 310
231 40 331 311
232 371 332 312
233 40 333 313
234 372 334 314
235 374 335 315
236 373 336 316
237 377 337 317
241 256 340 320
242 376 341 321
243 250 342 322
244-247 40 343 323
250 241 344 324
251 40 345 325
252 244 346 326
253-254 40 347 327
255 55 350 330
256 40 351 331
257 247 352 332
260-261 40 353 333
262 246 354 334
263 366 355 335
264-267 40 356 336
270 361 357 337
271 360 360 340
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MS 1251 to KOI8-R

Conversions Performed

MS 1251

1S0 8859-5

MS 1251

1S0 8859-5

272

273

274

275

276

277

300

301

302

303

304

305

306

307

364

40

370

245

365

367

260

261

262

263

264

265

266

267

361

362

363

364

365

366

367

370

371

372

373

374

375

376

341

342

343

344

345

346

347

350

351

352

353

354

355

356

For the conversion of MS 1251 to KOI8-R , all characters not in the following table are mapped

unchanged.
Conversions Performed
MS 1251 KOI8-R MS 1251 KOI8-R
24 4 310 351
200 261 311 352
201 262 312 353
202 40 313 354
203 242 314 355
204-207 40 315 356
210 255 316 357
211 40 317 360
212 271 320 362
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Conversions Performed

MS 1251

KOI8-R

MS 1251

KOI8-R

213

214

215

216

217

220

221-227

230

231

232

233

234

235

236

237

241

242

243

244-247

250

251

252

253-254

255

256

257

260-261

40

272

274

273

277

241

40

255

40

251

40

252

254

253

257

276

256

270

40

263

40

264

40

55

40

267

40

321

322

323

324

325

326

327

330

331

332

333

334

335

336

337

340

341

342

343

344

345

346

347

350

351

352

353

363

364

365

346

350

343

376

373

375

377

371

370

374

340

361

301

302

327

307

304

305

326

332

311

312

313

314

FMTESES - b INETE - RGBT 18Apr1997




iconv_1251(5)

MS 1251 to PC Cyrillic

Conversions Performed
MS 1251 KOI8-R MS 1251 KOI8-R
262 266 354 315
263 246 355 316
264-267 40 356 317
270 243 357 320
271 260 360 322
272 244 361 323
273 40 362 324
274 250 363 325
275 265 364 306
276 245 365 310
277 247 366 303
300 341 367 336
301 342 370 333
302 367 371 335
303 347 372 337
304 344 373 331
305 345 374 330
306 366 375 334
307 372 376 300

For the conversion of MS 1251 to PC Cyrillic, all characters not in the following table are

mapped unchanged.
Conversions Performed
MS 1251 PC Cyrillic MS 1251 PC Cyrillic
24 4 332 232
200-207 40 333 233
210 260 334 234
211-227 40 335 235
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Conversions Performed

MS 1251

PCCyrillic

MS 1251

PCCyrillic

230

231-247

250

251-254

255

256-267

270

271-277

300

301

302

303

304

305

306

307

310

311

312

313

314

315

316

317

320

321

322

260

40

360

40

55

40

361

40

200

201

202

203

204

205

206

207

210

211

212

213

214

215

216

217

220

221

222

336

337

340

341

342

343

344

345

346

347

350

351

352

353

354

355

356

357

360

361

362

363

364

365

366

367

370

236

237

240

241

242

243

244

245

246

247

250

251

252

253

254

255

256

257

340

341

342

343

344

345

346

347

350
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MS 1251 to Mac Cyrillic

Conversions Performed

MS 1251

PC Cyrillic

MS 1251

PC Cyrillic

323

324

325

326

327

330

331

223

224

225

226

227

230

231

371

372

373

374

375

376

351

352

353

354

355

356

For the conversion of MS 1251 to Mac Cyrillic, all characters not in the following table are

mapped unchanged.
Conversions Performed
MS 1251 Mac Cyrillic MS 1251 Mac Cyrillic
24 4 260 241
200 253 262 247
201 256 263 264
202 40 264 266
203 257 266 246
204 327 267 245
205 311 270 336
206 240 271 334
207-211 40 272 271
212 274 273 310
213 40 274 300
214 276 275 301
215 315 276 317
216 40 277 273
217 332 300 200
220 254 301 201
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Conversions Performed

MS 1251

Mac Cyrillic

MS 1251

Mac Cyrillic

221

222

223

224

225

226

227

230

231

232

233

234

235

236

237

240

241

242

243

244

245

246

247

250

252

253

254

324

325

322

323

40

320

321

40

252

275

40

277

316

40

333

312

330

331

267

377

242

40

244

335

270

307

302

302

303

304

305

306

307

310

311

312

313

314

315

316

317

320

321

322

323

324

325

326

327

330

331

332

333

334

202

203

204

205

206

207

210

211

212

213

214

215

216

217

220

221

222

223

224

225

226

227

230

231

232

233

234
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Conversions Performed
MS 1251 Mac Cyrillic MS 1251 Mac Cyrillic
255 55 335 235
256 250 336 236
257 272 337 237
355 316

/usr/lib/iconv/*.so conversion modules

/usr/lib/iconv/*.t conversion tables

/usr/lib/iconv/iconv_data list of conversions supported by conversion tables

iconv(1), iconv(3C), iconv(5)
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iconv(5)

51A& iconv - code set conversion tables
g The following code set conversions are supported:

Code Set Conversions Supported

Code Symbol  Target Code Symbol  Target Output

ISO 646 646 IS0 8859-1 8859 US ASCII

ISO 646de 646de IS0 8859-1 8859 German

ISO 646da 646da ISO 8859-1 8859 Danish

ISO 646en 646en ISO 8859-1 8859 English ASCII

ISO 646es 646es ISO 8859-1 8859 Spanish

ISO 646fr 646fr IS0 8859-1 8859 French

ISO 646it 6461t ISO 8859-1 8859 Italian

ISO 646sv 6465V ISO 8859-1 8859 Swedish

ISO 8859-1 8859 ISO 646 646 7 bit ASCII

ISO 8859-1 8859 ISO 646de 646de German

ISO 8859-1 8859 ISO 646da 646da Danish

ISO 8859-1 8859 ISO 646en 646en English ASCII

ISO 8859-1 8859 ISO 646es 646es Spanish

ISO 8859-1 8859 ISO 646fr 646fr French

ISO 8859-1 8859 ISO 646it 6461t Italian

ISO 8859-1 8859 ISO 646sv 6465V Swedish

ISO 8859-16 is016 ISO 8859-2 iso2 ISO Latin 2

ISO 8859-2 iso2 ISO 8859-16 isol6 ISO Latin 10

ISO 8859-16 isol6 IBM 850 ibm850 IBM 850 code page
ISO 8859-16 iso0l6 IBM 870 ibm870  IBM 870 code page
ISO 8859-2 iso2 MS 1250 win2 Windows Latin 2
ISO 8859-2 iso2 MS 852 dos2 MS-DOS Latin 2
ISO 8859-2 iso2 Mazovia maz Mazovia

IBM 850 ibm850  ISO 8859-16 is0l6 ISO Latin 10

IBM 870 ibm870  ISO 8859-16 is0l6 ISO Latin 10

MS 1250 win2 DHN dhn Dom Handlowy Nauki
MS 852 dos?2 ISO 8859-2 iso2 ISO Latin 2

MS 852 dos?2 MS 1250 win2 Windows Latin 2
MS 852 dos2 Mazovia maz Mazovia

MS 852 dos2 DHN dhn Dom Handlowy Nauki
Mazovia maz ISO 8859-2 iso2 ISO Latin 2
Mazovia maz MS 1250 win2 Windows Latin 2
Mazovia maz MS 852 dos2 MS-DOS Latin 2
Mazovia maz DHN dhn Dom Handlowy Nauki
DHN dhn ISO 8859-2 iso2 ISO Latin 2

DHN dhn MS 1250 win2 Windows Latin 2
DHN dhn MS 852 dos2 MS-DOS Latin 2
DHN dhn Mazovia maz Mazovia

ISO 8859-5 iso5 KOI8-R koi8 KOI8-R

ISO 8859-5 iso5 PC Cyrillic alt Alternative PC Cyrillic
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Conversions

IS0 8859-5
IS0 8859-5
KOI8-R
KOI8-R
KOI8-R
KOI8-R

PC Cyrillic
PC Cyrillic
PC Cyrillic
PC Cyrillic
MS 1251

MS 1251

MS 1251

MS 1251

Mac Cyrillic
Mac Cyrillic
Mac Cyrillic
Mac Cyrillic

iso5
iso5
koi8
koi8
koi8
koi8
alt
alt
alt
alt
win5
win5
win5
win5
mac
mac
mac
mac

MS 1251 win5

Mac Cyrillic mac

ISO 8859-5 iso5

PC Cyrillic alt

MS 1251 win5

Mac Cyrillic mac

ISO 8859-5 iso5

KOI8-R koi8 KOI8-R
MS 1251 win5

Mac Cyrillic mac

ISO 8859-5 iso5

KOI8-R koi8 KOI8-R

PC Cyrillic alt
Mac Cyrillic mac

ISO 8859-5 iso5
KOI8-R koi8 KOI8-R
PC Cyrillic alt
MS 1251 win5

Windows Cyrillic
Macintosh Cyrillic

ISO 8859-5 Cyrillic
Alternative PC Cyrillic
Windows Cyrillic
Macintosh Cyrillic

IS0 8859-5 Cyrillic

Windows Cyrillic
Macintosh Cyrillic
ISO 8859-5 Cyrillic

Alternative PC Cyrillic
Macintosh Cyrillic
ISO 8859-5 Cyrillic

Alternative PC Cyrillic
Windows Cyrillic

The conversions are performed according to the tables contained in the manual pages
cross-referenced in the Index of Conversion Code Tables below.

Index of Conversion Code Tables
Code Target Code See Manual Page

ISO 646 ISO 8859-1 iconv_646 (5)
ISO 646de ISO 8859-1

ISO 646da ISO 8859-1

ISO 646en ISO 8859-1

ISO 646es ISO 8859-1

ISO 646fr ISO 8859-1

ISO 646it ISO 8859-1

ISO 646sv ISO 8859-1

ISO 8859-1 ISO 646 iconv_8859-1(5)
ISO 8859-1 ISO 646de

ISO 8859-1 ISO 646da

ISO 8859-1 ISO 646en

ISO 8859-1 ISO 646es

Standards, Environments, and Macros
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Index of Conversion Code Tables
ISO 8859-1 ISO 646fr
ISO 8859-1 ISO o64e6it
ISO 8859-1 ISO 646sv
ISO 8859-2 MS 1250 iconv_8859-2 (5)
ISO 8859-2 MS 852
ISO 8859-2 Mazovia
ISO 8859-2 DHN
MS 1250 ISO 8859-2 iconv_1250 (5)
MS 1250 MS 852
MS 1250 Mazovia
MS 1250 DHN
MS 852 ISO 8859-2 iconv_852 (5)
MS 852 MS 1250
MS 852 Mazovia
MS 852 DHN
Mazovia 1SO 8859-2 iconv_maz (5)
Mazovia MS 1250
Mazovia MS 852
Mazovia DHN
Index of Conversion Code Tables
Code Target Code See Manual Page
DHN 1SO 8859-2 iconv_dhn (5)
DHN MS 1250
DHN MS 852
DHN Mazovia
ISO 8859-5 KOI8-R iconv_8859-5 (5)
ISO 8859-5 PC Cyrillic
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Index of Conversion Code Tables
ISO 8859-5 MS 1251
ISO 8859-5 Mac Cyrillic
KOI8-R 1SO 8859-5 iconv_koi8-r (5)
KOI8-R PC Cyrillic
KOI8-R MS 1251
KOI8-R Mac Cyrillic
PC Cyrillic ISO 8859-5 iconv_pc_cyr (5)
PC Cyrillic KOI8-R
PC Cyrillic MS 1251
PC Cyrillic Mac Cyrillic
MS 1251 ISO 8859-5 iconv_1251 (5)
MS 1251 KOI8-R
MS 1251 PC Cyrillic
MS 1251 Mac Cyrillic
Mac Cyrillic 1SO 8859-5 iconv_mac_cyr (5)
Mac Cyrillic KOI8-R
Mac Cyrillic PC Cyrillic
Mac Cyrillic MS 1251

/usr/lib/iconv/*.so
conversion modules

/usr/lib/iconv/*.t
Conversion tables.

/usr/lib/iconv/geniconvtbl/binarytables/*.bt

Conversion binary tables.

/usr/lib/iconv/iconv_data

List of conversions supported by conversion tables.

iconv(1), iconv(3C),iconv_1250(5),iconv_1251(5),iconv_646(5), iconv_852(5),

iconv_8859-1(5),iconv_8859-2(5), iconv_8859-5(5),iconv_dhn(5), iconv_koi8-r(5),
iconv_mac_cyr(5),iconv_maz(5),iconv_pc_cyr(5), iconv_unicode(5)
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E1):: R iconv_646 — code set conversion tables for ISO 646
itk The following code set conversions are supported:
Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output

I1SO 646 646 ISO 8859-1 8859 US ASCII

ISO 646de | 646de ISO 8859-1 8859 German

1SO 646da | 646da ISO 8859-1 8859 Danish

ISO 646en | 646en ISO 8859-1 8859 English ASCIT

ISO 646es | 646es ISO 8859-1 8859 Spanish

ISO 646fr | 646fr 1SO 8859-1 8859 French

ISO 646it | 646it ISO 8859-1 8859 Ttalian

1SO 646sv | 646sv 1SO 8859-1 8859 Swedish
Conversions The conversions are performed according to the following tables. All values in the tables are

given in octal.

1SO 646 (US ASCII) to For the conversion of ISO 646 to ISO 8859-1, all characters in ISO 646 can be mapped
15088591 unchanged to ISO 8859-1

ISO 646de (GERMAN) to  For the conversion of ISO 646de to ISO 8859-1, all characters not in the following table are
1SO 8859-1

mapped unchanged.
Conversions Performed
1SO 646de 1SO 8859-1 1SO 646de 1SO 8859-1
100 247 173 344
133 304 174 366
134 326 175 374
135 334 176 337

ISO 646da (DANISH)to  For the conversion of ISO 646da to ISO 8859-1, all characters not in the following table are
15088591 mapped unchanged.
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ISO 646en (ENGLISH
ASClI) to IS0 8859-1

ISO 646es (SPANISH) to
1SO 8859-1

ISO 646fr (FRENCH) to
ISO 8859-1

Conversions Performed

1SO 646da

1S0 8859-1

1SO 646da

150 8859-1

133

134

135

306

330

305

173

174

175

346

370

345

For the conversion of ISO 646en to ISO 8859-1, all characters not in the following table are

mapped unchanged.

Conversions Performed

1SO 646en

1SO 8859-1

043

243

For the conversion of ISO 646es to ISO 8859-1, all characters not in the following table are

mapped unchanged.
Conversions Performed
1SO 646es 1SO 8859-1 1SO 646es 1S0 8859-1
100 247 173 260
133 241 174 361
134 321 175 347
135 277

For the conversion of ISO 646fr to ISO 8859-1, all characters not in the following table are

mapped unchanged.
Conversions Performed
1SO 646fr 1SO 8859-1 1SO 646fr 1S0 8859-1

043 243 173 351
100 340 174 371
133 260 175 350
134 347 176 250
135 247
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ISO 646it (ITALIAN)to  For the conversion of ISO 646it to ISO 8859-1, all characters not in the following table are
150 8859-1

mapped unchanged.
Conversions Performed
1SO 646it 1SO 8859-1 1SO 646it 1SO 8859-1

043 243 140 371
100 247 173 340
133 260 174 362
134 347 175 350
135 351 176 354

ISO 646sv (SWEDISH) to  For the conversion of ISO 646sv to ISO 8859-1, all characters not in the following table are
150 8859-1

mapped unchanged.
Conversions Performed
150 646sv 150 8859-1 IS0 646sv 150 8859-1
100 311 140 351
133 304 173 344
134 326 174 366
135 305 175 345
136 334 176 374
X /usr/lib/iconv/*.so conversion modules
Jusr/lib/iconv/*.t conversion tables
/usr/lib/iconv/iconv_data list of conversions supported by conversion tables

K|
T
Ky
=

iconv(1), iconv(3C), iconv(5)
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iconv_852(5)

E10:E=
ey

Conversions

MS 85210 1SO 8859-2

iconv_852 — code set conversion tables for MS 852 (MS-DOS Latin 2)

The following code set conversions are supported:

Code Set Conversions Supported

Code Symbol Target Code Symbol Target Output
MS 852 dos2 ISO 8859-2 iso2 ISO Latin 2
MS 852 dos2 MS 1250 win2 Windows Latin 2
MS 852 dos2 Mazovia maz Mazovia
MS 852 dos2 DHN dhn Dom Handlowy Nauki

The conversions are performed according to the following tables. All values in the tables are

given in octal.

For the conversion of MS 852 to ISO 8859-2, all characters not in the following table are

mapped unchanged.
Conversions Performed
MS 852 1SO 8859-2 MS 852 1SO 8859-2

24-177 40 271-274 40
200 307 275 257
201 374 276 277
202 351 277-305 40
203 342 306 303
204 344 307 343
205 371 310-316 40
206 346 317 244
207 347 320 360
210 263 321 320
211 353 322 317
212 325 323 313
213 365 324 357
214 356 325 322
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158

Conversions Performed

MS 852

1S0 8859-2

MS 852

150 8859-2

215

216

217

220

221

222

223

224

225

226

227

230

231

232

233

234

235

236

237

240

241

242

243

244

245

246

247

254

304

306

311

305

345

364

366

245

265

246

266

326

334

253

273

243

327

350

341

355

363

372

241

261

256

276

326

327

330

331-334

335

336

337

340

341

342

343

344

345

346

347

350

351

352

353

354

355

356

357

360

361

362

363

315

316

354

40

336

331

40

323

337

324

321

361

362

251

271

300

332

340

333

375

335

376

264

255

275

262

267
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MS 852 to MS 1250

Conversions Performed

MS 852

1SO 8859-2

MS 852

1S0 8859-2

250

251

252

253

254

255

256-264

265

266

267

270

312

352

40

274

310

272

40

301

302

314

252

364

365

366

367

370

371

372

374

375

376

242

247

367

270

260

250

377

330

370

40

For the conversion of MS 852 to MS 1250, all characters not in the following table are mapped

unchanged.
Conversions Performed
MS 852 MS 1250 MS 852 MS 1250

200 307 270 252
201 374 271-274 40
202 351 275 257
203 342 276 277
204 344 277-305 40
205 371 306 303
206 346 307 343
207 347 310-316 40
210 263 317 244
211 353 320 360
212 325 321 320
213 365 322 317
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160

Conversions Performed

MS 852

MS 1250

MS 852

MS 1250

214

215

216

217

220

221

222

223

224

225

226

227

230

231

232

233

234

235

236

237

240

241

242

243

244

245

246

356

217

304

306

311

305

345

364

366

274

276

214

234

326

334

215

235

243

327

350

341

355

363

372

245

271

216

323

324

325

326

327

330

331-334

335

336

337

340

341

342

343

344

345

346

347

350

351

352

353

354

355

356

357

360

313

357

322

315

316

354

40

336

331

40

323

337

324

321

361

362

212

232

300

332

340

333

375

335

376

264

255
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MS 852 to Mazovia

Conversions Performed

MS 852

MS 1250

MS 852

MS 1250

247

250

251

252

253

254

255

256

257

260-264

265

266

267

236

312

352

254

237

310

272

253

273

40

301

302

314

361

362

363

364

365

366

367

370

371

372

374

375

376

275

262

241

242

247

367

270

260

250

377

330

370

40

For the conversion of MS 852 to Mazovia, all characters not in the following table are mapped

unchanged.
Conversions Performed
MS 852 Mazovia MS 852 Mazovia
205 40 246-247 40
206 215 250 220
210 222 251 221
212-213 40 253 246
215 240 254-270 40
217 225 275 241
220-226 40 276 247
227 230 306-336 40
230 236 340 243
233-234 40 342 40
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Conversions Performed
MS 852 Mazovia MS 852 Mazovia

235 234 343 245

236-243 40 344 244

244 217 345-375 40

245 206

MS 852 to DHN For the conversion of MS 852 to DHN, all characters not in the following table are mapped
unchanged.

Conversions Performed
MS 852 DHN Ms 852 DHN
200-205 40 244 200
206 212 245 211
207 40 246-247 40
210 214 250 202
211-214 40 251 213
215 207 253 220
216 40 254-270 40
217 201 275 210
220-226 40 276 221
227 206 306-336 40
230 217 340 205
233-234 40 342 40
235 203 343 204
236-237 40 344 215
242 216 345-375 40
252 254
et /usr/lib/iconv/*.so conversion modules
/usr/lib/iconv/*.t conversion tables
/usr/lib/iconv/iconv_data list of conversions supported by conversion tables
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iconv(1), iconv(3C), iconv(5)
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iconv_8859-1(5)

Ell;:E iconv_8859-1 — code set conversion tables for ISO 8859-1 (Latin 1)
g The following code set conversions are supported:
Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output

ISO 8859-1 8859 ISO 646 646 7 bit ASCIT

ISO 8859-1 8859 ISO 646de 646de German

ISO 8859-1 8859 ISO 646da 646da Danish

ISO 8859-1 8859 ISO 646en 646en English ASCII

ISO 8859-1 8859 ISO 646es 646es Spanish

ISO 8859-1 8859 ISO 646fr 646fr French

ISO 8859-1 8859 ISO 64e6it 646it Italian

ISO 8859-1 8859 ISO 646sv 646sv Swedish
Conversions The conversions are performed according to the following tables. All values in the tables are

given in octal.

1S08859-1t01S0646  For the conversion of ISO 8859-1 to ISO 646, all characters not in the following table are
(7-bit ASCII) mapped unchanged.

Converted to Underscore
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1SO 8859-1101SO
646de (GERMAN)

150 8859-1t01S0
646da (DANISH)

For the conversion of ISO 8859-1 to ISO 646de, all characters not in the following tables are
mapped unchanged.

Conversions Performed

1SO 8859-1

1SO 646de

1S0 8859-1

1SO 646de

247

304

326

334

100

133

134

135

337

344

366

374

176

173

174

175

Converted to Underscore

o

240

340

241

341

242

342

243

343

204
214
224
234
244
254
264
274

314
324

354
364

245

305

345

175
206
216
226
236
246
256
266
276
306
316

336
346
356

376

257
267
277
307
317
327
337
347
357
367
377

For the conversion of ISO 8859-1 to ISO 646da, all characters not in the following tables are

mapped unchanged.
Conversions Performed
1SO 8859-1 1SO 646da 10 8859-1 1SO 646da
305 135 345 175
306 133 346 173
330 134 370 174
Converted to Underscore ' ' (137)

133 134 135 173 174 175
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200 201 202 203 204 205 206 207
210 211 212 213 214 215 216 217
220 221 222 223 224 225 226 227
230 231 232 233 234 235 236 237
240 241 242 243 244 245 246 247
250 251 252 253 254 255 256 257
260 261 262 263 264 265 266 267
270 271 272 273 274 275 276 277
300 301 302 303 304 307
310 311 312 313 314 315 316 317
320 321 322 323 324 325 326 327

331 332 333 334 335 336 337
340 341 342 343 344 347
350 351 352 353 354 355 356 357
360 361 362 363 364 365 366 367

371 372 373 374 376 377
1SO 8859-11t01SO For the conversion of ISO 8859-1 to ISO 646en, all characters not in the following tables are
646en (ENGLISH ASCII) mapped unchanged.
Conversions Performed
150 8859-1 150 646en
243 043

Converted to Underscore ' ' (137)

200 201 202 203 204 205 206 207
210 211 212 213 214 215 216 217
220 221 222 223 224 225 226 227
230 231 232 233 234 235 236 237
240 241 242 244 245 246 247
250 251 252 253 254 255 256 257
260 261 262 263 264 265 266 267
270 271 272 273 274 275 276 277
300 301 302 303 304 305 306 307
310 311 312 313 314 315 316 317
320 321 322 323 324 325 326 327
330 331 332 333 334 335 336 337
340 341 342 343 344 345 346 347
350 351 352 353 354 355 356 357
360 361 362 363 364 365 366 367
370 371 372 373 374 375 376 377
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ISO 8859-1 t0 SO 646fr
(FRENCH)

1SO 8859-1t0 ISO 646it
(ITALIAN)

For the conversion of ISO 8859-1 to ISO 646fr, all characters not in the following tables are

mapped unchanged.

Conversions Performed

1SO 8859-1

1SO 646fr

1SO 8859-1

15O 646fr

243

247

250

260

340

043

135

176

133

100

347

350

351

371

134

175

173

174

Converted to Underscore

'

240

270
300
310
320
330

360
370

133
201
211
221
231
241
251
261
271
301
311
321
331
341

361

134
202
212
222
232
242
252
262
272
302
312
322
332
342
352
362
372

135
203
213
223
233

253
263
273
303
313
323
333
343
353
363
373

173
204
214
224
234
244
254
264
274
304
314
324
334
344
354
364
374

174
205
215
225
235
245
255
265
275
305
315
325
335
345
355
365
375

175
206
216
226
236
246
256
266
276
306
316
326
336
346
356
366
376

257
267
277
307
317
327
337

357
367
377

For the conversion of ISO 8859-1 to ISO 646it, all characters not in the following tables are

mapped unchanged.
Conversions Performed
1S0 8859-1 1SO 646it 1S0 8859-1 1SO 646it
243 043 350 175
247 100 351 135
260 133 354 176
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1SO 8859-1 10 1SO 646es
(SPANISH)

168

Conversions Performed

150 8859-1

1SO 646:it

150 8859-1

1SO 646:it

340

347

173

134

362

371

174

140

Converted to Underscore '

270
300
310
320
330

360
370

133
201
211
221
231
241
251
261
271
301
311
321
331
341

361

134
202
212
222
232
242
252
262
272
302
312
322
332
342
352
362
372

135
203
213
223
233

253
263
273
303
313
323
333
343
353
363
373

173
204
214
224
234
244
254
264
274
304
314
324
334
344
354
364
374

174
205
215
225
235
245
255
265
275
305
315
325
335
345
355
365
375

175
206
216
226
236
246
256
266
276
306
316
326
336
346
356
366
376

257
267
277
307
317
327
337

357
367
377

For the conversion of ISO 8859-1 to ISO 646es, all characters not in the following tables are

mapped unchanged.

Conversions Performed

1S0O 8859-1

1SO 646es

1S0 8859-1

1SO 646es

241

247

260

277

133

100

173

135

321

347

361

134

175

174

Converted to Underscore

v

100 133 134 135 173 174 175
200 201 202 203 204 205 206
210 211 212 213 214 215 216
220 221 222 223 224 225 226
230 231 232 233 234 235 236
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IS0 8859-1t0 1SO 646sv
(SWEDISH)

240
250

270
300
310
320
330
340
350
360
370

For the conversion of ISO 8859-1 to ISO 646sv, all characters not in the following tables are

251
261
271
301
311

331
341
351

371

242
252
262
272
302
312
322
332
342
352
362
372

243
253
263
273
303
313
323
333
343
353
363
373

244
254
264
274
304
314
324
334
344
354
364
374

mapped unchanged.

245
255
265
275
305
315
325
335
345
355
365
375

246
256
266
276
306
316
326
336
346
356
366
376

257
267

307
317
327
337

357
367
377

Conversions Performed

1SO 8859-1

1SO 646sv

1SO 8859-1

1SO 646sv

304

305

311

326

334

133

135

100

134

136

344

345

351

366

374

173

175

140

174

176

Converted to Underscore

240

340

174

241

321
331
341

361
371

242

342

243

343

136

204
214
224
234
244
254
264
274

314

324

354
364

140

205
215
225
235
245
255
265
275

315
325
335

355
365
375

206
216
226
236
246
256
266
276
306
316

336
346
356

376

Standards, Environments, and Macros
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Ak /usr/lib/iconv/*.so conversion modules

/usr/lib/iconv/*.t conversion tables

/usr/lib/iconv/iconv_data list of conversions supported by conversion tables
HiESL iconv(l), iconv(3C), iconv(5)
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Ell;:E iconv_8859-2 — code set conversion tables for ISO 8859-2 (Latin 2)
ik The following code set conversions are supported:
Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output

ISO 8859-2 iso2 MS 1250 win2 Windows Latin 2

ISO 8859-2 is02 MS 852 dos2 MS-DOS Latin 2

ISO 8859-2 is02 Mazovia maz Mazovia

ISO 8859-2 iso2 DHN dhn Dom Handlowy Nauki
Conversions The conversions are performed according to the following tables. All values in the tables are

given in octal.

IS0 8859-2toMS 1250  For the conversion of ISO 8859-2 to MS 1250, all characters not in the following table are

mapped unchanged.
Conversions Performed
1SO 8859-2 MS 1250 1SO 8859-2 MS 1250
24 4 261 271
177-237 40 265 276
241 245 266 234
245 274 267 241
246 214 271 232
251 212 273 235
253 215 274 237
254 217 276 236
256 216 266 236

1S08859-2toMS852  For the conversion of ISO 8859-2 to MS 852, all characters not in the following table are
mapped unchanged.
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172

Conversions Performed

150 8859-2

MS 852

150 8859-2

MS 852

24

177-237

240

241

242

243

244

245

246

247

250

251

252

253

254

255

256

257

260

261

262

263

264

265

266

267

270

40

377

244

364

235

317

225

227

365

371

346

270

233

215

360

246

275

370

245

362

210

357

226

230

363

367

316

317

320

321

322

323

324

325

326

327

330

331

332

333

334

335

336

337

340

341

342

343

344

345

346

347

350

327

322

321

343

325

340

342

212

231

236

374

336

351

353

232

355

335

341

352

240

203

307

204

222

206

207

237
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1SO 8859-2 to Mazovia

Conversions Performed

1S0 8859-2

Ms 852

150 8859-2

MS 852

271

272

273

274

275

276

277

300

301

302

303

304

305

306

307

310

311

312

313

314

315

366

347

255

234

253

361

247

276

350

265

266

306

216

221

217

200

254

220

250

323

267

326

367

351

352

353

354

355

356

357

360

361

362

363

364

365

366

367

370

371

372

374

375

376

202

251

211

330

241

214

324

320

344

345

242

223

213

224

366

375

205

243

201

354

356

For the conversion of ISO 8859-2 to Mazovia, all characters not in the following table are

mapped unchanged.

Conversions Performed

1SO 8859-2

Mazovia

1SO 8859-2

Mazovia

24

323

243
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174

Conversions Performed
150 8859-2 Mazovia 150 8859-2 Mazovia
177-237 40 324-325 40
240 377 326 231
241 217 327-333 40
242 40 334 232
243 234 335-336 40
244-245 40 337 341
246 230 340-341 40
247-253 40 342 203
254 240 343 40
255-256 40 344 204
257 241 345 40
260 370 346 215
261 206 347 207
262 40 350 40
263 222 351 202
264-265 40 352 221
266 236 353 211
267-273 40 354-355 40
274 246 356 214
275-276 40 357-360 40
277 247 361 244
300-303 40 362 40
304 216 363 242
305 40 364 223
306 225 365 40
307 200 366 224
310-311 40 367 366
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ISO 8859-2 to DHN

Conversions Performed
1S0 8859-2 Mazovia 150 8859-2 Mazovia
312 220 370-373 40
313-320 40 374 201
321 245 375-376 40
322 40

For the conversion of ISO 8859-2 to DHN, all characters not in the following table are mapped

unchanged.
Conversions Performed
1SO 8859-2 DHN 1S0O 8859-2 DHN
24 4 322 40
177-237 40 323 205
240 377 324-325 40
241 200 326 231
242 40 327-333 40
243 203 334 232
244-245 40 335-336 40
246 206 337 341
247-253 40 340 40
254 207 341 240
255-256 40 342-345 40
257 210 346 212
260 370 347-351 40
261 211 352 213
262 40 353-354 40
263 214 355 241
264-265 40 356-360 40
266 217 361 215
267-273 40 362 40
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Conversions Performed
1S0 8859-2 DHN 1S0 8859-2 DHN
274 220 363 216
275-276 40 364 223
277 221 365 40
300-305 40 366 224
306 201 367 366
307-311 40 370-371 40
312 202 372 243
313-320 40 373-376 40
321 204
X1 /usr/lib/iconv/*.so conversion modules
/usr/lib/iconv/*.t conversion tables
/usr/lib/iconv/iconv_data list of conversions supported by conversion tables
HiESL iconv(1), iconv(3C), iconv(5)
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E10:E=
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Conversions

ISO 8859-5 to KOI8-R

iconv_8859-5 — code set conversion tables for ISO 8859-5 (Cyrillic)

The following code set conversions are supported:

Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output
ISO 8859-5 iso5 KOI8-R koi8 KOI8-R
ISO 8859-5 iso5 PC Cyrillic alt Alternative PC Cyrillic
ISO 8859-5 iso5 MS 1251 win5 Windows Cyrillic
ISO 8859-5 iso5 Mac Cyrillic mac Macintosh Cyrillic

The conversions are performed according to the following tables. All values in the tables are

given in octal.

For the conversion of ISO 8859-5 to KOI8-R, all characters not in the following table are

mapped unchanged.
Conversions Performed
1SO 8859-5 KOI8-R 1SO 8859-5 KOI8-R

24 4 320 301
241 263 321 302
242 261 322 327
243 262 323 307
244 264 324 304
245 265 325 305
246 266 327 332
247 267 330 311
250 270 331 312
251 271 332 313
252 272 333 314
253 273 334 315
254 274 335 316
256 276 336 317
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178

Conversions Performed

150 8859-5

KOI8-R

150 8859-5

KOI8-R

257

260

261

262

263

264

265

266

267

270

271

272

273

274

275

276

277

300

301

302

303

304

305

306

307

310

311

277

341

342

367

347

344

345

366

372

351

352

353

354

355

356

357

360

362

363

364

365

346

350

343

376

373

375

337

340

341

342

343

344

345

346

347

350

351

352

353

354

355

356

357

360

361

362

363

364

365

366

367

370

371

320

322

323

324

325

306

310

303

336

333

335

337

331

330

334

300

321

260

243

241

242

244

245

246

247

250

251
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Conversions Performed

1S0 8859-5

KOI8-R

1S0 8859-5

KOI8-R

312

313

314

315

316

317

377

371

370

374

340

361

372

373

374

375

376

252

253

254

255

256

1SO 8859-5to PC Cyrillic  For the conversion of ISO 8859-5 to PC Ciyrillic, all characters not in the following table are

mapped unchanged.
Conversions Performed
1S0 8859-5 PCCyrillic 1S0 8859-5 PCCyrillic
24 4 307 227
200-240 40 310 230
241 360 311 231
242-254 40 312 232
255 260 313 233
256-257 40 314 234
260 200 315 235
261 201 316 236
262 202 317 237
263 203 320 240
264 204 321 241
265 205 322 242
266 206 323 243
267 207 324 244
270 210 325 245
271 211 326 246
272 212 327 247

Standards, Environments, and Macros
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1SO 8859-5to MS 1251

180

Conversions Performed
150 8859-5 PCCyrillic 150 8859-5 PC Cyrillic

273 213 330 250
274 214 331 251
275 215 332 252
276 216 333 253
277 217 334 254
300 220 335 255
301 221 336 256
302 222 337 257
303 223 360-374 40

304 224 375 260
305 225 376 40

306 226 365 40

For the conversion of ISO 8859-5 to MS 1251, all characters not in the following table are

mapped unchanged.
Conversions Performed
1SO 8859-5 MS 1251 1S0O 8859-5 MS 1251

24 4 317 337
200-237 40 320 340
241 250 321 341
242 200 322 342
243 201 323 343
244 252 324 344
245 275 325 345
246 262 326 346
247 257 327 347
250 243 330 350
251 212 331 351
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Conversions Performed
1S0 8859-5 MS 1251 1S0 8859-5 MS 1251
252 214 332 352
253 216 333 353
254 215 334 354
255 210 335 355
256 241 336 356
257 217 337 357
260 300 340 360
261 301 341 361
262 302 342 362
263 303 343 363
264 304 344 364
265 305 345 365
266 306 346 366
267 307 347 367
270 310 350 370
271 311 351 371
272 312 352 372
273 313 353 373
274 314 354 374
275 315 355 375
276 316 356 376
277 317 357 377
300 320 360 271
301 321 361 270
302 322 362 220
303 323 363 203
304 324 364 272

Standards, Environments, and Macros 181
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1SO 8859-5 to Mac

Cyrillic

182

Conversions Performed

150 8859-5

MS 1251

150 8859-5

MS 1251

305

306

307

310

311

312

313

314

315

316

376

325

326

327

330

331

332

333

334

335

336

331

365

366

367

370

371

372

373

374

375

376

276

263

277

274

232

234

236

235

210

242

For the conversion of ISO 8859-5 to Mac Cyrillic, all characters not in the following table are

mapped unchanged.
Conversions Performed
1S0 8859-5 Mac Cyrillic 150 8859-5 Mac Cyrillic
24 4 317 237
200-237 40 320 340
240 312 321 341
241 335 322 342
242 253 323 343
243 256 324 344
244 270 325 345
245 301 326 346
246 247 327 347
247 272 330 350
250 267 331 351
251 274 332 352
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Conversions Performed

1S0 8859-5

Mac Cyrillic

150 8859-5

Mac Cyrillic

252

253

254

255

256

257

260

261

262

263

264

265

266

267

270

271

272

273

274

275

276

277

300

301

302

303

304

276

40

315

40

330

332

200

201

202

203

204

205

206

207

210

211

212

213

214

215

216

217

220

221

222

223

224

333

334

335

336

337

340

341

342

343

344

345

346

347

350

351

352

353

354

355

356

357

360

361

362

363

364

365

353

354

355

356

357

360

361

362

363

364

365

366

367

370

372

373

374

375

376

337

334

336

254

257

271

317

Standards, Environments, and Macros
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Conversions Performed
1S0 8859-5 Mac Cyrillic 1S0 8859-5 Mac Cyrillic
305 225 366 264
306 226 367 273
307 227 370 300
310 230 371 275
311 231 372 277
312 232 373 40
313 233 374 316
314 234 375 40
315 235 376 331
316 236
X1 /usr/lib/iconv/*.so conversion modules
/usr/lib/iconv/*.t conversion tables
/usr/lib/iconv/iconv_data list of conversions supported by conversion tables

|
i
3
k=

iconv(1), iconv(3C), iconv(5)
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iconv_dhn(5)

E10:E=
ey

Conversions

DHN to 1SO 8859-2

iconv_dhn - code set conversion tables for DHN (Dom Handlowy Nauki)

The following code set conversions are supported:

Code Set Conversions Supported

Code Symbol Target Code Symbol Target Output
DHN dhn ISO 8859-2 iso2 ISO Latin 2
DHN dhn MS 1250 win2 Windows Latin 2
DHN dhn MS 852 dos2 MS-DOS Latin 2
DHN dhn Mazovia maz Mazovia

The conversions are performed according to the following tables. All values in the tables are

given in octal.

For the conversion of DHN to ISO 8859-2, all characters not in the following table are mapped

unchanged.
Conversions Performed
DHN 1SO 8859-2 DHN 1SO 8859-2

24-177 40 222 40
200 241 223 364
201 306 224 366
202 312 225-230 40
203 243 231 326
204 321 232 334
205 323 233-237 40
206 246 240 341
207 254 241 355
210 257 242 363
211 261 243 372
212 346 244-340 40
213 352 341 337
214 263 342-365 40

Standards, Environments, and Macros
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DHN to MS 1250

186

Conversions Performed

DHN

1S0 8859-2

DHN

150 8859-2

215

216

217

220

221

361

363

266

274

277

366

367

370

371-376

367

40

260

40

For the conversion of DHN to MS 1250, all characters not in the following table are mapped

unchanged.
Conversions Performed
DHN MS 1250 DHN MS 1250

200 245 233-237 40
201 306 240 341
202 312 241 355
203 243 242 363
204 321 243 372
205 323 244-251 40
206 214 252 254
207 217 253-255 40
210 257 256 253
211 271 257 273
212 346 260-340 40
213 352 341 337
214 263 342-345 40
215 361 346 265
216 363 347-360 40
217 234 361 261
220 237 362-365 40
221 277 366 367

FMTESES - b INETE - RGBT 18Apr1997




iconv_dhn(5)

DHN to MS 852

DHN to Mazovia

Conversions Performed

DHN

MS 1250

DHN

MS 1250

222

223

224

225-230

231

232

40

364

366

40

326

334

367

370

371

372

373-376

40

260

40

267

40

For the conversion of DHN to MS 852, all characters not in the following table are mapped

unchanged.
Conversions Performed

DHN MS 852 DHN MS 852
200 244 212 206
201 217 213 251
202 250 214 210
203 235 215 344
204 343 216 242
205 340 217 230
206 227 220 253
207 215 221 276
210 275 222-375 40
211 245

For the conversion of DHN to Mazovia, all characters not in the following table are mapped

unchanged.
Conversions Performed
DHN Mazovia DHN Mazovia
200 217 212 215
201 225 213 221

Standards, Environments, and Macros
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Conversions Performed
DHN Mazovia DHN Mazovia
202 220 214 222
203 234 215 244
204 245 216 242
205 243 217 236
206 230 220 246
207 240 221 247
210 241 222-247 40
211 206
X1 /usr/lib/iconv/*.so conversion modules
/usr/lib/iconv/*.t conversion tables
/usr/lib/iconv/iconv data list of conversions supported by conversion tables

Yo
T
O
b=

iconv(1), iconv(3C), iconv(5)

188 FMTESES - b INETE - RGBT 18Apr1997


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1iconv-1
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Aiconv-3c

iconv_koi8-r(5)
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Conversions

KOI8-Rto 1SO 8859-5

iconv_koi8-r — code set conversion tables for KOI8-R

The following code set conversions are supported:

Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output
KOI8-R koi8 ISO 8859-5 iso5 ISO 8859-5 Cyrillic
KOI8-R koi8 PC Cyrillic alt Alternative PC Cyrillic
KOI8-R koi8 MS 1251 win5 Windows Cyrillic
KOI8-R koi8 Mac Cyrillic mac Macintosh Cyrillic

The conversions are performed according to the following tables. All values in the tables are

given in octal.

For the conversion of KOI8-R to ISO 8859-5, all characters not in the following table are

mapped unchanged.
Conversions Performed
KOI8-R 1SO 8859-5 KOI8-R 1SO 8859-5

24 4 320 337
241 362 321 357
242 363 322 340
243 361 323 341
244 364 324 342
245 365 325 343
246 366 327 322
247 367 330 354
250 370 331 353
251 371 332 327
252 372 333 350
253 373 334 355
254 374 335 351
256 376 336 347

Standards, Environments, and Macros
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190

Conversions Performed

KOI8-R

1S0 8859-5

KOI8-R

1S0 8859-5

257

260

261

262

263

264

265

266

267

270

271

272

273

274

275

276

277

300

301

302

303

304

305

306

307

310

311

377

360

242

243

241

244

245

246

247

250

251

252

253

254

255

256

257

356

320

321

346

324

325

344

323

345

330

337

340

341

342

343

344

345

346

347

350

351

352

353

354

355

356

357

360

361

362

363

364

365

366

367

370

371

352

316

260

261

306

264

265

304

263

305

270

271

272

273

274

275

276

277

317

300

301

302

303

266

262

314

313
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KOI8-R to PC Cyrillic

Conversions Performed

KOI8-R

1S0 8859-5

KOI8-R

1S0 8859-5

312

313

314

315

316

317

331

332

333

334

335

336

372

373

374

375

376

267

310

315

311

307

For the conversion of KOI8-R to PC Cyrillic, all characters not in the following table are

mapped unchanged.
Conversions Performed
KOI8-R PCCyrillic KOI8-R PCCyrillic
24 4 333 350
200-242 40 334 355
243 361 335 351
244-254 40 336 347
255 260 337 352
256-262 40 340 236
263 360 341 200
264-274 40 342 201
275 260 343 226
276-277 40 344 204
300 356 345 205
301 240 346 224
302 241 347 203
303 346 350 225
304 244 351 210
305 245 352 211
306 344 353 212

Standards, Environments, and Macros
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KOI8-Rto MS 1251

192

Conversions Performed

KOI8-R

PCCyrillic

KOI8-R

PCCyrillic

307

310

311

312

313

314

315

316

317

320

321

322

323

324

325

326

327

330

331

332

243

345

250

251

252

253

254

255

256

257

357

340

341

342

343

246

242

354

353

247

354

355

356

357

360

361

362

363

364

365

366

367

370

371

372

373

374

375

376

213

214

215

216

217

237

220

221

222

223

206

202

234

233

207

230

235

231

227

For the conversion of KOI8-R to MS 1251, all characters not in the following table are mapped

unchanged.
Conversions Performed
KOI8-R MS 1251 KOI8-R MS 1251
24 4 317 356
200-237 40 320 357
241 220 321 377
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Conversions Performed

KOI8-R

MS 1251

KOI8-R

MS 1251

242

243

244

245

246

247

250

251

252

253

254

255

256

257

260

261

262

263

264

265

266

267

270

271

272

273

274

203

270

272

276

263

277

274

232

234

236

235

210

242

237

271

200

201

250

252

275

262

257

243

212

214

216

215

322

323

324

325

326

327

330

331

332

333

334

335

336

337

340

341

342

343

344

345

346

347

350

351

352

353

354

360

361

362

363

346

342

374

373

347

370

375

371

367

372

336

300

301

326

304

305

324

303

325

310

311

312

313

Standards, Environments, and Macros
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Conversions Performed

KOI8-R MS 1251 KOI8-R MS 1251
275 210 355 314
276 241 356 315
277 217 357 316
300 376 360 317
301 340 361 337
302 341 362 320
303 366 363 321
304 344 364 322
305 345 365 323
306 364 366 306
307 343 367 302
310 365 370 334
311 350 371 333
312 351 372 307
313 352 373 330
314 353 374 335
315 354 375 331
316 355 376 327
376 227

KOI8-Rto Mac Cyrillic  For the conversion of KOI8-R to Mac Cyrillic, all characters not in the following table are

mapped unchanged.
Conversions Performed
KOI8-R Mac Cyrillic KOI8-R Mac Cyrillic
24 4 317 356
200-237 40 320 357
240 312 321 337
241 254 322 360
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Conversions Performed

KOI8-R

Mac Cyrillic

KOI8-R

Mac Cyrillic

242

243

244

245

246

247

250

251

252

253

254

255

256

257

260

261

262

263

264

265

266

267

270

271

272

273

274

257

336

271

317

264

273

300

275

277

40

316

40

331

333

334

253

256

335

270

301

247

272

267

274

276

40

315

323

324

325

326

327

330

331

332

333

334

335

336

337

340

341

342

343

344

345

346

347

350

351

352

353

354

355

361

362

363

346

342

374

373

347

370

375

371

367

372

236

200

201

226

204

205

224

203

225

210

211

212

213

214

Standards, Environments, and Macros
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Conversions Performed
KOI8-R Mac Cyrillic KOI8-R Mac Cyrillic
275 40 356 215
276 330 357 216
277 332 360 217
300 376 361 237
301 340 362 220
302 341 363 221
303 366 364 222
304 344 365 223
305 345 366 206
306 364 367 202
307 343 370 234
310 365 371 233
311 350 372 207
312 351 373 230
313 352 374 235
314 353 375 231
315 354 376 227
316 355
X1 /usr/lib/iconv/*.so conversion modules
/usr/lib/iconv/*.t conversion tables
/usr/lib/iconv/iconv data list of conversions supported by conversion tables
FHESN iconv(1), iconv(3C), iconv(5)
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Conversions

Mac Cyrillic to ISO
8859-5

iconv_mac_cyr - code set conversion tables for Macintosh Cyrillic

The following code set conversions are supported:

Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output
Mac Cyrillic mac ISO 8859-5 iso5 ISO 8859-5 Cyrillic
Mac Cyrillic mac KOI8-R koi8 KOI8-R
Mac Cyrillic mac PC Cyrillic alt Alternative PC Cyrillic
Mac Cyrillic mac MS 1251 win5 Windows Cyrillic

The conversions are performed according to the following tables. All values in the tables are

given in octal.

For the conversion of Mac Cyrillic to ISO 8859-5, all characters not in the following table are

mapped unchanged.
Conversions Performed
Mac Cyrillic 1S0O 8859-5 Mac Cyrillic 1SO 8859-5

24 4 276 252
200 260 277 372
201 261 300 370
202 262 301 245
203 263 302-311 40
204 264 312 240
205 265 313 242
206 266 314 362
207 267 315 254
210 270 316 374
211 271 317 365
212 272 320-327 40
213 273 330 256
214 274 331 376

Standards, Environments, and Macros
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198

Conversions Performed
Mac Cyrillic IS0 8859-5 Mac Cyrillic 1S0 8859-5
215 275 332 257
216 276 333 377
217 277 334 360
220 300 335 241
221 301 336 361
222 302 337 357
223 303 340 320
224 304 341 321
225 305 342 322
226 306 343 323
227 307 344 324
230 310 345 325
231 311 346 326
232 312 347 327
233 313 350 330
234 314 351 331
235 315 352 332
236 316 353 333
237 317 354 334
240-246 40 355 335
247 246 356 336
250-252 40 357 337
253 242 360 340
254 362 361 341
255 40 362 342
256 243 363 343
257 363 364 344
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Conversions Performed

Mac Cyrillic 150 8859-5 Mac Cyrillic 1S0 8859-5
260-263 40 365 345
264 366 366 346
265-266 40 367 347
267 250 370 350
270 244 371 351
271 364 372 352
272 247 373 353
273 367 374 354
274 251 375 355
275 371 376 356
375 370

Mac CyrillictoKOI8-R ~ For the conversion of Mac Cyrillic to KOI8-R, all characters not in the following table are

mapped unchanged.
Conversions Performed
Mac Cyrillic KOI8-R Mac Cyrillic KOI8-R

24 4 276 272
200 341 277 252
201 342 300 250
202 367 301 265
203 347 302-311 40
204 344 312 240
205 345 313 261
206 366 314 241
207 372 315 274
210 351 316 254
211 352 317 245
212 353 320-327 40

Standards, Environments, and Macros 199
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200

Conversions Performed
Mac Cyrillic KOI8-R Mac Cyrillic KOI8-R
213 354 330 276
214 355 331 256
215 356 332 277
216 357 333 257
217 360 334 260
220 362 335 263
221 363 336 243
222 364 337 321
223 365 340 301
224 346 341 302
225 350 342 327
226 343 343 307
227 376 344 304
230 373 345 305
231 375 346 326
232 377 347 332
233 371 350 311
234 370 351 312
235 374 352 313
236 340 353 314
237 361 354 315
240-246 40 355 316
247 266 356 317
250-252 40 357 320
253 261 360 322
254 241 361 323
255 40 362 324
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Mac Cyrillic to PC

Conversions Performed

Mac Cyrillic KOI8-R Mac Cyrillic KOI8-R
256 262 363 325
257 242 364 306
260-263 40 365 310
264 246 366 303
265-266 40 367 336
267 270 370 333
270 264 371 335
271 244 372 337
272 267 373 331
273 247 374 330
274 271 375 334
275 251 376 300
375 370

For the conversion of Mac Cyrillic to PC Cyrillic, all characters not in the following table are

mapped unchanged.
Conversions Performed
Mac Cyrillic PC Cyrillic Mac Cyrillic PC Cyrillic

24 4 355 255
240-334 40 356 256
335 360 357 257
336 361 360 340
337 357 361 341
340 240 362 342
341 241 363 343
342 242 364 344
343 243 365 345
344 244 366 346

Standards, Environments, and Macros
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Mac Cyrillic to MS 1251

202

Conversions Performed

Mac Cyrillic

PC Cyrillic

Mac Cyrillic

PCCyrillic

345

346

347

350

351

352

353

354

303

245

246

247

250

251

252

253

254

366

367

370

371

372

373

374

375

376

347

350

351

352

353

354

355

356

For the conversion of Mac Cyrillic to MS 1251, all characters not in the following table are

mapped unchanged.
Conversions Performed
Mac Cyrillic MS 1251 Mac Cyrillic MS 1251

24 4 255 40
200 300 256 201
201 301 257 203
202 302 260-263 40
203 303 264 263
204 304 266 264
205 305 267 243
206 306 270 252
207 307 271 272
210 310 272 257
211 311 273 277
212 312 274 212
213 313 275 232
214 314 276 214
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Conversions Performed
Mac Cyrillic MS 1251 Mac Cyrillic MS 1251

215 315 277 234
216 316 300 274
217 317 301 275
220 320 302 254
221 321 303-306 40

222 322 307 253
223 323 310 273
224 324 311 205
225 325 312 240
226 326 313 200
227 327 314 220
230 330 315 215
231 331 316 235
232 332 317 276
233 333 320 226
234 334 321 227
235 335 322 223
236 336 323 224
237 337 324 221
240 206 325 222
241 260 326 40

242 245 327 204
243 40 330 241
244 247 331 242
245 267 332 217
246 266 333 237
247 262 334 271

Standards, Environments, and Macros

203



iconv_mac_cyr(5)

4

204

Conversions Performed
Mac Cyrillic MS 1251 Mac Cyrillic MS 1251
250 256 335 250
252 231 336 270
253 200 337 377
254 220 362 324

/usr/lib/iconv/*.so
/usr/lib/iconv/*.t

/usr/lib/iconv/iconv_data

iconv(1), iconv(3C), iconv(5)

conversion modules
conversion tables

list of conversions supported by conversion tables
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Conversions

Mazovia to I1SO 8859-2

iconv_maz - code set conversion tables for Mazovia

The following code set conversions are supported:

Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output
Mazovia maz 1SO 8859-2 iso2 ISO Latin 2
Mazovia maz MS 1250 win2 Windows Latin 2
Mazovia maz MS 852 dos2 MS-DOS Latin 2
Mazovia maz DHN dhn Dom Hanlowy Nauki

The conversions are performed according to the following tables. All values in the tables are

given in octal.

For the conversion of Mazovia to ISO 8859-2, all characters not in the following table are

mapped unchanged.
Conversions Performed
Mazovia 1SO 8859-2 Mazovia 1SO 8859-2

24-177 40 230 246
200 307 231 326
201 374 232 334
202 351 233 40

203 342 234 243
204 344 235 40

205 40 236 266
206 261 237 40

207 347 240 254
210 40 241 257
211 353 242 363
212-213 40 243 323
214 356 244 361
215 346 245 321

Standards, Environments, and Macros
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Mazovia to MS 1250

206

Conversions Performed

Mazovia

1S0 8859-2

Mazovia

1S0 8859-2

216

217

220

221

222

223

224

225

226-227

256

304

241

312

352

263

364

366

306

40

201

246

247

250-340

341

342-365

366

367

370

371-376

274

277

40

337

40

367

40

260

40

For the conversion of Mazovia to MS 1250, all characters not in the following table are

mapped unchanged.
Mazovia MS 1250 Mazovia MS 1250

200 307 236 234
201 374 237 40

202 351 240 217
203 342 241 257
204 344 242 363
205 40 243 323
206 271 244 361
207 347 245 321
210 40 246 237
211 353 247 277
212-213 40 250-251 40

214 356 252 254
215 346 253-255 40

216 304 256 253
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Mazovia to MS 852

Mazovia MS 1250 Mazovia MS 1250
217 245 257 273
220 312 260-340 40
221 352 341 337
222 263 342-345 40
223 364 346 265
224 366 347-360 40
225 306 361 261
226-227 40 362-365 0
230 214 366 367
231 326 367 40
232 334 370 260
233 40 371 40
234 243 372 267
235 40 373-376 40
274 212

For the conversion of Mazovia to MS 852, all characters not in the following table are mapped

unchanged.
Conversions Performed
Mazovia MS 852 Mazovia MS 852
205 40 234 235
206 245 235 40
210-213 40 236 230
215 206 237 40
217 244 240 215
220 250 241 275
221 251 243 340
222 210 244 344
225 217 245 343
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Conversions Performed

Mazovia MS 852 Mazovia MS 852
226-227 40 246 253
230 227 247 276
233 40 250-375 40
227 327
Mazovia to DHN For the conversion of Mazovia to DHN, all characters not in the following table are mapped
unchanged.
Conversions Performed
Mazovia DHN Mazovia DHN
200-205 40 234 203
206 211 236 217
207-214 40 240 207
215 212 241 210
216 40 242 216
217 200 243 205
220 202 244 215
221 214 246 220
225 201 247 221
230 206
X1 /usr/lib/iconv/*.so conversion modules
/usr/lib/iconv/*.t conversion tables
/usr/lib/iconv/iconv_data list of conversions supported by conversion tables
HiESL iconv(l), iconv(3C), iconv(5)
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Conversions

PC Cyrillicto 1SO 8859-5

iconv_pc_cyr - code set conversion tables for Alternative PC Cyrillic

The following code set conversions are supported:

Code Set Conversions Supported
Code Symbol Target Code Symbol Target Output
PC Cyrillic alt ISO 8859-5 iso5 ISO 8859-5 Cyrillic
PC Cyrillic alt KOI8-R koi8 KOI8-R
PC Cyrillic alt MS 1251 win5 Windows Cyrillic
PC Ciyrillic alt Mac Cyrillic mac Macintosh Cyrillic

The conversions are performed according to the following tables. All values in the tables are

given in octal.

For the conversion of PC Cyrillic to ISO 8859-5, all characters not in the following table are

mapped unchanged.
Conversions Performed
PCCyrillic 1SO 8859-5 PCCyrillic 1SO 8859-5

24 4 231 311
200 260 232 312
201 261 233 313
202 262 234 314
203 263 235 315
204 264 236 316
205 265 237 317
206 266 240 320
207 267 241 321
210 270 242 322
211 271 243 323
212 272 244 324
213 273 245 325
214 274 246 326
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PC Cyrillic to KOI8-R

210

Conversions Performed
PC Cyrillic 1S0 8859-5 PC Cyrillic 1S0 8859-5
215 275 247 327
216 276 250 330
217 277 251 331
220 300 252 332
221 301 253 333
222 302 254 334
223 303 255 335
224 304 256 336
225 305 257 337
226 306 260-337 255
227 307 360 241
230 310 362-376 255

For the conversion of PC Cyrillic to KOI8-R, all characters not in the following table are

mapped unchanged.
Conversions Performed
PC Cyrillic KOI8-R PC Cyrillic KOI8-R

24 4 242 327
200 341 243 307
201 342 244 304
202 367 245 305
203 347 246 326
204 344 247 332
205 345 250 311
206 366 251 312
207 372 252 313
210 351 253 314
211 352 254 315
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Conversions Performed

PCCyrillic KOI8-R PCCyrillic KOI8-R
212 353 255 316
213 354 256 317
214 355 257 320
215 356 260-337 255
216 357 340 322
217 360 341 323
220 362 342 324
221 363 343 325
222 364 344 306
223 365 345 310
224 346 346 303
225 350 347 336
226 343 350 333
227 376 351 335
230 373 352 337
231 375 353 331
232 377 354 330
233 371 355 334
234 370 356 300
235 374 357 321
236 340 360 263
237 361 361 243
240 301 362-376 255
241 302

PCCyrillictoMs 1251 For the conversion of PC Cyrillic to MS 1251, all characters not in the following table are
mapped unchanged.
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212

Conversions Performed
PCCyrillic MS 1251 PCCyrillic MS 1251
24 4 242 342
200 300 243 343
201 301 244 344
202 302 245 345
203 303 246 346
204 304 247 347
205 305 250 350
206 306 251 351
207 307 252 352
210 310 253 353
211 311 254 354
212 312 255 355
213 313 256 356
214 314 257 357
215 315 260-337 210
216 316 340 360
217 317 341 361
220 320 342 362
221 321 343 363
222 322 344 364
223 323 345 365
224 324 346 366
225 325 347 367
226 326 350 370
227 327 351 371
230 330 352 372
231 331 353 373
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PC Cyrillic to Mac
Cyrillic

Conversions Performed

PCCyrillic

MS 1251

PCCyrillic

MS 1251

232

233

234

235

236

237

240

241

332

333

334

335

336

337

340

341

354

355

356

357

360

361

362-376

374

375

376

377

250

270

210

For the conversion of PC Cyrillic to Mac Cyrillic, all characters not in the following table are

mapped unchanged.
Conversions Performed
PC Cyrillic Mac Cyrillic PC Cyrillic Mac Cyrillic

24 4 341 361
240 340 342 362
241 341 343 363
242 342 344 364
243 343 345 365
244 344 346 366
245 345 347 367
246 346 350 370
247 347 351 371
250 350 352 372
251 351 353 373
252 352 354 374
253 353 355 375
254 354 356 376
255 355 357 337
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4

214

Conversions Performed

PCCyrillic Mac Cyrillic PCCyrillic Mac Cyrillic
256 356 360 335
257 357 361 336
260-337 40 362-376 40
340 360

/usr/lib/iconv/*.so
/usr/lib/iconv/*.t

/usr/lib/iconv/iconv_data

iconv(1), iconv(3C), iconv(5)

conversion tables
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iconv_unicode - code set conversion tables for Unicode

The following code set conversions are supported:

FROM Code Set
Code

ISO 8859-1 (Latin
ISO 8859-2 (Latin
ISO 8859-3 (Latin
ISO 8859-4 (Latin

ISO 8859-5 (Cyrillic)

1)
2)
3)
4)

ISO 8859-6 (Arabic)

IS0 8859-7 (Greek)

ISO 8859-8 (Hebrew)

ISO 8859-9 (Latin

IS0 8859-10 (Latin 6)

Japanese EUC
Chinese/PRC EUC
(GB 2312-1980)
I1S0-2022

Korean EUC
IS0-2022-KR
Korean Johap

(KS C 5601-1987)
Korean Johap

(KS C 5601-1992)
Korean UTF-8
Korean UTF-8

Korean UTF-8

KOI8-R (Cyrillic)
KOI8-R (Cyrillic)
PC Kanji (SJIS)
PC Kanji (SJIS)
UCs-2

UCs-2

FROM Code Set
Code

5)

CODE SET CONVERSIONS SUPPORTED

TO Code Set
FROM Target Code
Filename
Element
8859-1 UTF-8
8859-2 UTF-8
8859-3 UTF-8
8859-4 UTF-8
8859-5 UTF-8
8859-6 UTF-8
8859-7 UTF-8
8859-8 UTF-8
8859-9 UTF-8
8859-10 UTF-8
eucJP UTF-8
gb2312 UTF-8
1502022 UTF-8
ko KR-euc Korean UTF-8

ko KR-1502022-7

ko KR-johap

ko KR-johap92
ko KR-UTF-8
ko KR-UTF-8

ko KR-UTF-8

KOI8-R
KOI8-R
PCK
SJIS
UCs-2
ucs-2

Korean UTF-8

Korean UTF-8

Korean UTF-8
Korean EUC
Korean Johap

(KS C 5601-1987)
Korean Johap

(KS C 5601-1992)
ucs-2

UTF-8

UTF-8

UTF-8

KOI8-R (Cyrillic)
ucs-4

CODE SET CONVERSIONS SUPPORTED

TO Code Set

FROM Target Code

Filename

Standards, Environments, and Macros

TO
Filename
Element

UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8

UTF-8
UTF-8
ko KR-UTF-8
ko KR UTF-8

ko KR-UTF-8
ko KR-UTF-8

ko _KR-euc
ko KR-johap

ko KR-johap92

UCS-2
UTF-8
UTF-8
UTF-8
KOI8-R
ucs-4

TO
Filename
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UCS-2
UCs-2
ucs-4
ucs-4
UCs-4
ucs-4
UTF-16
UTF-16
UTF-7
UTF-7
UTF-7
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8

UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8

FROM Code Set

UTF-8
UTF-8
UTF-8

FMTUE 58S : fRk S IMEFOE -

Code

Element

UCS-2
Ucs-2
ucs-4
ucs-4
UCs-4
ucs-4
UTF-16
UTF-16
UTF-7
UTF-7
UTF-7
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8

UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8

UTF-7

UTF-8

UCs-2

UTF-16

UTF-7

UTF-8

Ucs-4

UTF-8

UCs-2

ucs-4

UTF-8

ISO 8859-1 (Latin 1)
ISO 8859-2 (Latin 2)
ISO 8859-3 (Latin 3)
ISO 8859-4 (Latin 4)
ISO 8859-5 (Cyrillic)
ISO 8859-6 (Arabic)
ISO 8859-7 (Greek)
ISO 8859-8 (Hebrew)
ISO 8859-9 (Latin 5)
ISO 8859-10 (Latin 6)
Japanese EUC
Chinese/PRC EUC

(GB 2312-1980)
I1S0-2022

KOI8-R (Cyrillic)

PC Kanji (SJIS)

PC Kanji (SJIS)
Ucs-2

ucs-4

UTF-16

UTF-7

Chinese/PRC EUC

(GB 2312-1980)

CODE SET CONVERSIONS SUPPORTED

FROM
Filename
Element

UTF-8
UTF-8
UTF-8

TO Code Set

Target Code

ISO 2022-CN

Chinese/Taiwan Big5

Chinese/Taiwan
(CNS 11643-1992)

BIG181T 18 Apr 1997

EUC

Element

UTF-7
UTF-8
ucs-2
UTF-16
UTF-7
UTF-8
ucs-4
UTF-8
ucs-2
ucs-4
UTF-8
8859-1
8859-2
8859-3
8859-4
8859-5
8859-6
8859-7
8859-8
8859-9
8859-10
eucJP
gb2312

1502022
KOI8-R
PCK

SJIS
ucs-2
ucs-4
UTF-16
UTF-7

zh CN.euc

TO
Filename
Element

zh CN.1s02022-7
zh_TW-big5
zh TW-euc
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R

UTF-8 UTF-8 ISO 2022-TwW zh TW-1s502022-7
Chinese/PRC EUC zh_CN.euc UTF-8 UTF-8

(GB 2312-1980)

ISO 2022-CN zh CN.is02022-7 UTF-8 UTF-8
Chinese/Taiwan Big5 zh TW-big5 UTF-8 UTF-8
Chinese/Taiwan EUC zh TW-euc UTF-8 UTF-8

(CNS 11643-1992)

IS0 2022-Tw zh TW-is02022-7  UTF-8 UTF-8

11 Thelibrary module filename

In the conversion library, /usr/lib/iconv (see iconv(3C)), the library module filename is
composed of two symbolic elements separated by the percent sign (%). The first symbol
specifies the code set that is being converted; the second symbol specifies the target code, that
is, the code set to which the first one is being converted.

In the conversion table above, the first symbol is termed the “FROM Filename Element”. The
second symbol, representing the target code set, is the “TO Filename Element”.

For example, the library module filename to convert from the Korean EUC code set to the
Korean UTF-8 code set is

ko KR-euc%ko KR-UTF-8
/usr/lib/iconv/*.so conversion modules
iconv(1), iconv(3C), iconv(5)

Chernov, A., Registration of a Cyrillic Character Set, RFC 1489, RELCOM Development
Team, July 1993.

Chon, K., H. Je Park, and U. Choi, Korean Character Encoding for Internet Messages, RFC
1557, Solvit Chosun Media, December 1993.

Goldsmith, D., and M. Davis, UTE-7 — A Mail-Safe Transformation Format of Unicode, REC
1642, Taligent, Inc., July 1994.

Lee, E, HZ - A Data Format for Exchanging Files of Arbitrarily Mixed Chinese and ASCII
characters, RFC 1843, Stanford University, August 1995.

Murai, J., M. Crispin, and E. van der Poel, Japanese Character Encoding for Internet Messages,
RFC 1468, Keio University, Panda Programming, June 1993.

Nussbacher, H., and Y. Bourvine, Hebrew Character Encoding for Internet Messages, REC
1555, Israeli Inter-University, Hebrew University, December 1993.

Ohta, M., Character Sets ISO-10646 and ISO-10646-]-1, RFC 1815, Tokyo Institute of
Technology, July 1995.

Standards, Environments, and Macros 217


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Aiconv-3c
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1iconv-1
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Aiconv-3c

iconv_unicode(5)

Ohta, M., and K. Handa, ISO-2022-JP-2: Multilingual Extension of ISO-2022-JP, RFC 1554,
Tokyo Institute of Technology, December 1993.

Reynolds, J., and J. Postel, ASSIGNED NUMBERS, RFC 1700, University of Southern
California/Information Sciences Institute, October 1994.

Simonson, K., Character Mnemonics & Character Sets, RFC 1345, Rationel Almen
Planlaegning, June 1992.

Spinellis, D., Greek Character Encoding for Electronic Mail Messages, RFC 1947, SENA S.A.,
May 1996.

The Unicode Consortium, The Unicode Standard, Version 2.0, Addison Wesley Developers
Press, July 1996.

Wei, Y., Y. Zhang, J. Li, J. Ding, and Y. Jiang, ASCII Printable Characters-Based Chinese
Character Encoding for Internet Messages, RFC 1842, Asialnfo Services Inc., Harvard
University, Rice University, University of Maryland, August 1995.

Yergeau, E, UTF-8, a transformation format of Unicode and ISO 10646, RFC 2044, Alis
Technologies, October 1996.

Zhu, H., D. Hu, Z. Wang, T. Kao, W. Chang, and M. Crispin, Chinese Character Encoding for
Internet Messages, RFC 1922, Tsinghua University, China Information Technology
Standardization Technical Committee (CITS), Institute for Information Industry (III),
University of Washington, March 1996.

BfiE ISO 8859 character sets using Latin alphabetic characters are distinguished as follows:
1S08859-1 (Latin1) For most West European languages, including:
Albanian Finnish Italian
Catalan French Norwegian
Danish German Portuguese
Dutch Galician Spanish
English Irish Swedish
Faeroese Icelandic
1S08859-2 (Latin2) For most Latin-written Slavic and Central European languages:
Czech Polish Slovak
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IS08859-3 (Latin 3)

IS08859-4 (Latin4)

IS08859-9 (Latin5)

I1S08859-10 (Latin6)

Standards, Environments, and Macros

German Rumanian Slovene

Hungarian Croatian

Popularly used for Esperanto, Galician, Maltese, and Turkish.

Introduces letters for Estonian, Latvian, and Lithuanian. It is an
incomplete predecessor of ISO 8859-10 (Latin 6).

Replaces the rarely needed Icelandic letters in ISO 8859-1 (Latin
1) with the Turkish ones.

Adds the last Inuit (Greenlandic) and Sami (Lappish) letters that

were not included in ISO 8859-4 (Latin 4) to complete coverage
the Nordic area.

of
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E1:E= ieee802.11 - 802.11 kernel statistics
it This page describes the kernel statistics that can be used to monitor attributes specific to the

802.11 physical layer. These statistics can be retrieved using kstat(1M). Not all 802.11 devices
will support all statistics.

tx_frags Count of data and management fragments transmitted.

rx_frags Count of data and management fragments received.

rx_dups Count of duplicate frames received. Duplicates are determined by the
sequence control field.

mcast tx Count of broadcast and multicast frames transmitted.

mcast rx Count of broadcast and multicast frames received.

tx_failed Count of frames that could not be transmitted due to the retransmission
limit being reached.

tx_retrans Count of frames successfully retransmitted after one or more
retransmissions.

tx_reretrans  Count of frames successfully retransmitted after more than one

retransmission.

rts_success Count of times a CTS was received in response to an RTS.

rts_failure Count of times a CTS was not received in response to an RTS.

ack failure Count of times an ACK was expected but was not received.

fcs_errors Count of frames received with FCS errors.

wep_errors Count of frames received with the WEP bit set but that either should not
have been encrypted or that were discarded due to WEP not being
supported.

Niil
i
O
b=

kstat(1M)
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5| ieee802.3, cap_autoneg, cap_1000fdx, cap_1000hdx, cap_100fdx, cap_100hdx, cap_10fdx,
cap_10hdx, cap_rem_fault, cap_pause, cap_asym_pause, adv_cap_autoneg,
adv_cap_1000fdx, adv_cap_1000hdx, adv_cap_100fdx, adv_cap_100hdx, adv_cap_10fdx,
adv_cap_10hdx, adv_cap_pause, adv_cap_asym_pause, adv_rem_fault, [p_cap_autoneg,
Ip_cap_1000fdx, Ip_cap_1000hdx, Ip_cap_100fdx, Ip_cap_100hdx, Ip_cap_10fdx,
Ip_cap_10hdx, Ip_cap_pause, Ip_cap_asym_pause, Ip_rem_fault, xcvr_addr, xcvr_id,
xcvr_inuse, link_up, link_duplex, link_tx_pause, link_rx_pause — Ethernet mii kstat and
dladm parameters

ik This page describes the kernel statistics and the dladm(1M) configuration parameters used to
monitor and configure the Ethernet physical layer.

The cap_* parameters exist in the kernel statistics for an Ethernet device. The parameters
describe the maximum capability of a device. When the value of a statistic is 1, the device has
the capability described. When the value is 0, the device does not have the capability.

The exceptions to this rule are the cap_asym pause and cap pause parameters which are
explained later in this page.

cap_autoneg Capable of auto-negotiation
cap_1000fdx Capable of 1000 full duplex operation
cap_1000hdx Capable of 1000 half duplex operation
cap_100fdx Capable of 100 full duplex operation
cap_100hdx Capable of 100 half duplex operation
cap_10fdx Capable of 10 full duplex operation
cap_10hdx Capable of 10 half duplex operation

cap_rem_fault  Capable of reportinglocally detected faults to link partner

The adv_cap_* parameters exist in the kernel statistics and represent a mirror image of the
dladmadv_*_cap parameter list for an Ethernet device. The dladm adv_*_cap tuning
parameters allow fine grain control of the Ethernet device physical layer. The parameters are
also a subset of the cap_* statistics. If the cap_* value is 0, the corresponding adv_cap_* must
also be 0. The exceptions to this rule are the adv_cap_asym_pause and adv_cap_pause
parameters.

When auto-negotiation is enabled, the adv_*_cap statistics show which capabilities are
advertised to the link partner. When auto-negotiation is disabled in forced mode, the statistics
precisely show how a link should function and that it must be matched on the link partner to
achieve a valid link up.

Statistics with values other than 0 and 1 are also described in the following.
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adv_cap_autoneg  Advertise auto-negotiation capability
adv_cap_1000fdx  Advertise 1000 full duplex capability
adv_cap_1000hdx  Advertise 1000 half duplex capability
adv_cap_100fdx Advertise 100 full duplex capability
adv_cap_100hdx Advertise 100 half duplex capability

adv_cap_10fdx Advertise 10 full duplex capability
adv_cap_10hdx Advertise 10 half duplex capability
adv_rem_fault Fault value reported by the local system to the peer

0  Linkis good

1 Fault

The 1p_cap_* parameters exist as kernel statistics for an Ethernet device. The statistics are the
advertised capabilities provided by the link partner on completion of auto-negotiation. If the
capabilities match the capabilities provided in the local advertisement, the link can proceed to
alink up state. If no match is found, the link remains down. In two other instances, 1p_cap_*
values might all be zero: (1) when a cable is not present and (2) when forced mode is enabled.

1p_cap_autoneg  Link partner advertises auto-negotiation capability
1p_cap_1000fdx  Link partner advertises 1000 full duplex capability
1p_cap_1000hdx  Link partner advertises 1000 half duplex capability
1p_cap_100fdx Link partner advertises 100 full duplex capability
1p_cap_100hdx Link partner advertises 100 half duplex capability

1p_cap_10fdx Link partner advertises 10 full duplex capability
1p_cap_10hdx Link partner advertises 10 half duplex capability
1p_rem fault Fault value the remote system reports

0  Linkis good

1 Fault

The xcvr_* kernel statistics provide information about the physical layer device that is in use.

xcvr_addr MII address in the @ to 31 range of the physical layer device in use for a given
Ethernet device
xcvr id MII transceiver manufacturer and device ID

xcvr_inuse  MII transceiver type, based on the following list:
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0 other Undefined
1none MII present, but nothing connected
2 10Mb/s 10Mb/s Manchester encoding

3100BaseT4 100 Mb/s 8B/6T
4100BaseX 100 Mb/s 4B/5B
5100BaseT2 100 Mb/s PAM5X5

6 1000BaseX 1000 Mb/s 8B/10B

7 1000BaseT 1000 Mb/s 4D-PAMS5

The above values define maximum capability. In many cases, lower speeds
can occur. The cap_* statistics must be viewed to establish the range of
capability.

The link * kernel statistics show the link state at the local end of the connection.

link_up 1 Link is up
0 Link is down
link_duplex 2 Full duplex link
1 Half duplex link
0 Unknown

The cap_asym_pause, cap_pause, adv_cap_asym_pause, and adv_cap_pause parameters do
not follow the rules of other cap_* and adv_cap_* kstats or parameters. The cap_*pause
kstats provide information about the capabilities supported by the device and constrain the
values that may be set to the corresponding adv_cap_*pause parameters.

cap_pause Symmetric pause capability.

cap_asym_pause Asymmetric pause capability.

The adv_cap_pause and adv_cap_asym_pause statistics are limited by the available settings
for cap_pause and cap_asym_pause. These statistics are read-only values whose settings may
be administratively controlled by setting the flowctrl property supported by dladm(1M). For a
device that is fully capable of pausing both Rx (receive) and Tx (transmit) operations, the
settings available are defined in the truth table that follows the adv_cap_pause and
adv_cap_asm_pause parameter descriptions below.

adv_cap_pause When adv_cap_pause is 1, the device can both assert and respond
to flow control. This is the pre-Gigabit, symmetric mode of
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adv_cap_asym pause

operation, and implies a full (both send and receive)
implementation of the PAUSE mechanism within the device. In
addition, if adv_cap_asym_pause s 1, the device can operate either
symmetrically or asymmetrically in either direction.

If adv_cap_pause is 0, advertised, flow-control behavior is
determined by adv_cap_asym_pause. If the value of
adv_cap_asym_pause is 1, the device can assert flow control, but
cannot resend.

No flow control is available when bot adv_cap_pause and
adv_cap_asym_pause are 0.

Asymmetric pause capability.

The cap_asym_pause and cap_pause statistics show the capability of a device and also limit
the legal setting for adv_cap_asym_pause and adv_cap_pause. The following truth table
describes the available adv_cap_asym pause and adv_cap_pause settings limited by
cap_asym_pause and cap_pause statistics. The abbreviations below are used in the table.

CA
CP
AA
AP

CP

cap_asym_pause

cap_pause

adv_cap_asym pause

adv_cap_pause

CA

AP

AA Description

0 No pause in use.

X Device not pause capable, cannot set.

0 Asymmetric Rx pause capable, but not advertised.

1 Asymmetric Rx pause capable and advertised.

0 Asymmetric Rx pause capable, but not advertised. Not capable of

symmetric pause.

1 Asymmetric Rx pause capable and advertised. No symmetric pause
capability or asymmetric Tx pause.

0 Symmetric pause capable, but not advertised.

1 Symmetric pause capable, advertising asymmetric Rx pause only.

0 Symmetric pause capable, advertising symmetric Rx and Tx pause
capability.
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1 0 1 1 Symmetric pause capable and advertised.

1 1 0 0 Symmetric and asymmetric pause capable, but not advertised.

1 1 0 1 Symmetric and asymmetric Tx pause capable. Only asymmetric Tx
pause advertised.

1 1 1 0 Symmetric and symmetric Tx pause capable. Only symmetric
pause advertised.

1 1 1 1 Asymmetric Tx pause capable and advertised.

In the cases above, an error is posted when a device driver cannot advertise. A new setting is
ignored and values revert to the previous setting.

The 1p_cap_pause and the 1p_cap_asym_pause provide the advertised capabilities of the link
partners.

1p_cap_pause When 1p_cap_pause is 1, the link-partner can both assert and
respond to flow control. This is the pre-Gigabit, symmetric mode of
operation, and implies a full (both send and receive) implementation
of the PAUSE mechanism within the device. In addition, if
1p _cap_asym pauseis 1, thelink-partner can operate either
symmetrically or asymmetrically in either direction.

If lp_cap_pause is 0, the flow-control behavior supported by the
link-partner is determined by 1p_cap_asym_pause. If the value of

lp cap_asym pauseis 1, the link-partner can assert flow control, but
cannot respond to any pause-frames sent to it.

No flow control is available when both 1p_cap pause and
1p_cap_asym pauseare0.

1p_cap_asym pause Asymmetric pause capability

When adv_*pause_cap and 1p_*pause_cap are compared on completion of
auto-negotiation, the chosen flow control mechanism for the link depends on what is most
meaningful.

link_tx_pause  Link partner can assert flow control by sending pause frames when
congestion is experienced.

link_rx_pause Link partner can respond to pause frames received.

The following truth table illustrates the meaningful flow control combinations related to local
and link partner configurations. The abbreviations below are used in the table.

AA adv_cap_asym_pause

AP adv_cap_pause
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LAC 1p_cap_asym pause
LPC 1p_cap_pause

LA link asym pause
LP link pause

AA AP LAC LPC 1IA LpP Description

1 0 1 1 1 0 Local station will Tx a pause when Rx is congested.

0 1 0 1 0 1 Flow control in both Rx and Tx directions.

X 1 1 0 1 1 Local station honors received Pause frames by temporarily
suspending Transmit.

X X X X 0 0 All other combinations: Flow control not available on the link

When forced mode is enabled, the current setting of adv_cap_asym_pause and
adv_cap_pause are used for the link. The link_asym_pause and link_pause become equal to
the currentadv_cap_asym_pause and adv_cap_pause settings. The above table also applies in
forced mode, but the link partner configuration must be checked to verify that flow control is

operating on the link.
HESN dladm(1M), driver.conf(4), bge(7D), dlpi(7P), eri(7D), gld(7D), hme(7D), qfe(7d)
FffiE When adv_cap_autoneg is set to 0, the highest priority speed and duplex is used for forced
mode.

The highest priority is the highest speed at full duplex. The lowest priority is the lowest speed
at half duplex.

MII transceivers can exist internally to a system or can be connected to an external MII
connector. Typically, an internal transceiver has an xcvr_addr of 1, while an external
connection has an xcvr_addr of 0.
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YRR P el P TS AN E] ~/ k5 login AR, S gsscred BRGTE 5 A L TT
F P FHCBRRY Kerberos V5 EAR R « WIH gsscred FAA1E H EAR L PRTER A VLRI
H. HHFHYH Unix P 1D XN T2 AL 0 R PR, 227 i5m
o QIR Unix P ID APLED. MI2ELZET5 AL 155 UL gsscred(1M) -

B, W 23154 2 H ik P EEE S HEY jdb-user B uid: NIE#% T gsscred
FrhF R B R LR §db@ENG . ACME . COM T uid 23154 Y& €275 F ' X jdb-user ik
FUEIVI R o 1E 2 . passwd(4) -

WG, WRAFTE ~/ . k5login X H & 275 FH F Y Kerberos V5 S {3 ANTE gsscred %
Wi, B gsscred RAFTE: WITELL FE N T 2B FE PR B R (B
GSS/Kerberos K iE AL ) -

S EEREALIRRI A P 5 & P AEE R Unix Bk A AHE] «

. ZPHLFIAR SS e AT ER 7 fHIR s BRAE krbs . conf(4) auth_to_local_realm 3T
ElfEE 3

» Unix Bk BAFET MRS & L -

B, & PR KL R §db@ENG . ACME . coM HLAR 5528 T SALES. ACME . COM
sk, WIERE jdb @ AR S5 o L AR P 2t S R4 E P LTI R . X2 FE 4
15} SALES . ACME . COM Il ENG . ACME . COM AN[d] »

krb5.conf(4) auth_to_local_realm {2 FNABIAL - EHRE U AT 550 T- 421 ey
name-to-local name ML HYER & 4T3 -

X1 ~/.k5login B Pk B RACSC: -
/etc/passwd ARG S . A E WM ATEE KRS H - 155 UL passwd(4) -
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krb5_auth_rules(5)

B

ARUTEERND. 155l attributes(5) :

BiEE

BORENE

Committed (EHAE)

ftp(1)~ rcp(1)~ rsh(1)~ telnet(l)~ gkadmin(1M)~ gsscred(1M)~ kadm5.acl(4)~ krb5.conf(4
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krb5envvar — Kerberos PR 2% &

Kerberos FILl$2 0t T F LM EEAr & . ATECEA R TR e N AR I
3K o Kerberos ALl H {5 A (1 855 42 i L4

KRB5_KTNAME
AL TR B HR S E - R AIRE LT E -

[ [<kt type>:1<file name>]

et <kt type> ] AN FILE L WRFILE - FILE 78/ BEBUPR(E ; WRFILE /R 5 A
{E o <filename> /& keytab SCAFHIfIE -

r

UK TE L KRB5_KTNAME, HRA{E ) -
FILE:/etc/krb5/krb5.keytab

keytab S T K AfE Mg FEUEH ELEH A TR SS i ki -

h%Hwiﬂﬁﬁmﬂ%%Y#%Eﬁﬁﬁﬁmﬁmﬁ&@Ho%M$D%ﬁi
A ] P TR BRI 2 BRI A SR B

WRFILE AU kadmin(IM) @p 2 H - 5@ A R F B GLHE € S ARER
keytab {1 JC 35 % SCEEAL B A HoAth iy 17580

KRB5CCNAME
HALIEI A T8 7€ A MR R A AL - %R R AR E LU E -

[ [<cc type>:1<file name>]
Hr, <cctype> T LU FILE B MEMORY - <file name> s A B FEIE = o 8% f7 1AL
Ho

YIS L KRBSCCNAME » SRAE{E N
FILE:/tmp/krb5cc_<uid>

H, <uid> 208 RS A SRR ID -
FEUE = IR G AT XA Tt 7 R I

F87E FILE BB RMBOR X BRSO fE SEHF AT A R BRI B A - 55070
TR SO T A 75 05 (R FEERY AR SR 5 0] o QO SR FEIE S T HAMA R A S A
VRAE X, MR SR 1% E X0 Stlckyﬂ (1% U chmod(1)) -

MEMORY 5 1IE 5 R % A7 R AUNFERFRIE O N A . Qo0 A e R p A= i BR A1t i
I i BT

KRB5RCNAME

AL T4 e B s R A R R BRI & - X R I E AT E -

[[<rc type>:1<file name>]
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HMH, <rctype> W LLJE FILE ~ MEMORY B NONE o <file name> {X{E45 & B I = 1M 4% A7
SO RBII AR K -

WERAE L BREEN -
FILE:/var/krb5/rcache/root/rc_<service>
AR FTEE N roots B

FILE:/var/krb5/rcache/rc_<service>

AERFRERIFTE & 9 root AN o <service> 12 5 BT R G A7 S FH BRI
AR5 EREA PR -

B R AT Kerberos Al TR S AHEAY B AL« aX T 5 1R 7E W28 _E e 30 TEH
S B BT A 6K B SR RS IR S5 A A T B -

L E FILE B IR AT RIS o DAZ50 N Lk ELA P ASH R v 2 7 S
fF o IR EREEREFBREHNENERTHERSREFNTEES A &)
H A ARG T ASERIE IS & A7 i TP B H % BRI E IR E Sticky {7 (“7) -

45 7 MEMORY BN = IR G LAY, T B ERE 5 AR R A SR A T AR

(VR 2 MRS 2 R AT AN - RGBT 5 | - 1) 42 2 DL ARG BT 2 72 A2 IXURS:

»  NEEHTS TR EIRE ARSI 2172 Kerberos Al 558 M 2 7121 T i F 28
Hf [E] /0 F Kerberos B BfifH{12ZE (152 UL krb5.conf(4)) o

5T NONE BTN e IR R A7 N RIS A0 8 1 Aot 2 58 P B Il R A7 S LT
KA A2 PERS: o XL T I DR I 70 AR T AR A 22 RS -

TEMARDUT M55 de N, RS P AT #4252 B I Kerberos FEEHE (B2 LS AR 5T
RO 2 MR NIE) o EE. R/ NI - WIERARSS & N AR IT
ET SR FTAL R (A LU B AR G222 1 IIRsE A B UXES: -

IR R AL T swap KRGS (U /tmp FT /var/run) HEHE A FILE BN
HEERM, (HFEE LR -

B FILE 2R AV MEMORY BRI 1R % 7 R AU M RE et 15 4 T C e ie i 170 - B
FILE B S A AL TN SRR G B2 i, 4 swap (/tmp A1

/var/run) o
THER . MEMORY AU = % (7 2 TR SR A7 DRI A 0 P o A X e S R Y
TRIRZE(F - MEMORY AU = M 4% 7 v] RE = A= [Pl 1~ 5] 2 — B @ N R P 2 1
RN LR N BT WEERSEZE A2 EHREPILE,
{8 B RO N AT RE -

KRB5_CONFIG

FVFIEHE R /etc/krb5/krb5 . conf SAFRER A E . LAfH Kerberos EES M
KRB5_CONFIG $& & By EAth SO A st BUAC & 2 8- a0 (fEH ksh(1) A kinit)

KRB5 CONFIG=/var/tmp/krb5.conf kinit
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B GRLUT BRI, 12 UL attributes(5) :
ek il BE
EIpAERES system/security/kerberos-5
B Uncommitted (RHTE )
HiEEN chmod(1) ~ kinit(1)~ klist(1)~ ksh(1)~ kadmin(IM)~ kadmind(1M) - krb5.conf(4) - attributes(5) -

238 FMESES - b INETE - RE181T20085FE2 A 13 H


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1chmod-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1kinit-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1klist-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1ksh-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mkadmin-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mkadmind-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4krb5.conf-4

kssl(5)

E{):E kssl, KSSL - A% SSL {CHE
ET)%N KSSL & T SSL/TLS WY AEIHAR 5% e {CFE o TR 7E N b B SSL B S E . 18

iR DI N SCH E FE T R] Oracle Solaris Crypto Framework [ PARZ 2 HE5 A EE =
PERE o J@id KSSL, BPfEEH AT LLidid TCP ISR @B 7. el aefe

HE SSL 14 -
KSSL 7E A% FH I B 1% 3238 4% 52 N FE P O BH SCEUE - & P LS e 1 B — SSL
AR 5525 -

X HCAC B KSSL Y AR 55 3 i I FH R 7 H A KNI S IEFE BRI S RiT FH SSL AR 9K

P8 o KSSLTE— N [ LBl SSLIB E v (. Uil 443) - PUTACEEH-RHSCEL
L B HAthym L (. 8080) L AVINTHIR FHFRIF o AL, XFTHus7m. R
FAFE 7 & 2 ISR . KSSL AR EK SSLAC SR H- R H L X B Z L. Fik. JTLHFIRENH
P27 {4 SSL -

A5 E ATl E 2 A KSSL L, 2Ry A A —EEM, uwm - EH . &
FHEUINZEEM: - 155 UL ksslcfg(IM) o PIRZHTHIEEAS KSSL SEBIEE S SME ARk 5532 F|
REF - 1EZ UL smf(5) -
KSSL N TCP j@id [Pv4 Fl1 IPve 153610 2L SSL AL FE -
KSSL % ## LA N MY : SSLv3 ~ TLSv1.0

HiEEL ksslcfg(1M)~ smf(5)

H1 T. Dierks £l C. Allen &2 #J (The TLS Protocol Version 1.0) » RFC2246 - The
Internet Society Hifi: 1999 4 -
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E10E=
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Mandatory Policy

Human Readable
Labels

Internal Text Labels

Labels and
Applications

240

labels — Solaris Trusted Extensions label attributes

Labels are attributes that are used in mandatory policy decisions. Labels are associated, either
explicitly or implicitly, with all subjects (generally processes) and objects (generally things
with data such as files) that are accessible to subjects. The default Trusted Extensions
mandatory policy labels are defined by a site's security administrator in label_encodings(4).

Various mandatory policies might be delivered in the lifetime of Solaris Trusted Extensions.

The default mandatory policy of Trusted Extensions is a Mandatory Access Control (MAC)
policy that is equivalent to that of the Bell-LaPadula Model of the Lattice, the Simple Security
Property, and the *-Property (Star Property), with restricted write up. The default mandatory
policy is also equivalent to the Goguen and Mesegeur model of Non-Inteference.

For this MAC policy, two labels are always defined: admin_lowand admin_high. The site's
security administrator defines all other labels in label_encodings(4). admin_low is associated
with all normal user readable (viewable) Trusted Extensions objects. admin_high is associated
with all other Trusted Extensions objects. Only administrative users have MAC read (view)
access to admin_high objects and only administrative users have MAC write (modify) access
to admin_low objects or admin_high objects.

Users interact with labels as strings. Graphical user interfaces and command line interfaces
present the strings as defined in label_encodings(4). Human readable labels are classified at
the label that they represent. Thus the string for a label A is only readable (viewable,
translatable to or from human readable to opaque m_label_t) by a subject whose label allows
read (view) access to that label.

In order to store labels in publicly accessible (admin_low) name service databases, an
unclassified internal text form is used. This textual form is not intended to be used in any
interfaces other than those that are provided with the Trusted Extensions software release that
created this textual form of the label.

Applications interact with labels as opaque (m_label_t) structures. The semantics of these
opaque structures are defined by a string tom_label_t translation. This translation is defined
in label_encodings(4). Various Application Programming Interfaces (API) translate
between strings and m_label_t structures. Various APIs test access of subject-related labels to
object-related labels.

See attributes(5) for description of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability See below.

The labels implementation is Committed for systems that implement the Defense Intelligence
Agency (DIA) MAC policy of label_encodings(4). Other policies might exist in a future
release of Trusted Extensions that might make obsolete or supplement label_encodings.
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Bt i

Internal text labels are Not-an-Interface and might change with any release of Trusted
Extensions. They are intended only for input and generation on the same release of Trusted
Extensions software.

As a potential porting aid for Trusted Solaris 8 applications, the opaque structure names
bslabel_t,blevel_t,andbclear_t are defined to be equivalenttom_label_t. Like
m_label_t, these types must be ported as opaque pointers. The same must be done with the
various Trusted Solaris 8 label interfaces. These Trusted Solaris 8 structures and interfaces are
Obsolete and might be removed from a future release of Trusted Extensions.

chk_encodings(1M), blcompare(3TSOL), label to str(3TSOL),m label alloc(3TSOL),
m_label dup(3TSOL),m label free(3TSOL),str to label(3TSOL),
label encodings(4),attributes(5)

Bell, D. E., and LaPadula, L. J. Secure Computer Systems: Unified Exposition and Multics
Interpretation, MTR-2997 Rev. 2, MITRE Corp., Bedford Mass., March 1976. NTIS AD-A023
588/7.

Goguen, J. A., and Mesegeur, J.: Security Policies and Security Models, Proceedings 1982
Symposium on Security and Privacy, IEEE Computer Society Press, 1982, p 11-20.

Goguen, J. A., and Mesegeur, J.: Unwinding and Interference Control, Proceedings 1984
Symposium on Security and Privacy, IEEE Computer Society Press, 1984, p 75-86.

{Compartmented Mode Workstation Labeling: Encodings Format)

The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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largefile - large file status of utilities

A large file is a regular file whose size is greater than or equal to 2 Gbyte (2*' bytes). A small file

is a regular file whose size is less than 2 Gbyte.

A utility is called large file aware if it can process large files in the same manner as it does small
files. A utility that is large file aware is able to handle large files as input and generate as output
large files that are being processed. The exception is where additional files are used as system
configuration files or support files that can augment the processing. For example, the file
utility supports the -m option for an alternative “magic” file and the - f option for a support file
that can contain a list of file names. It is unspecified whether a utility that is large file aware will
accept configuration or support files that are large files. If a large file aware utility does not
accept configuration or support files that are large files, it will cause no data loss or corruption

upon encountering such files and will return an appropriate error.

The following /usr/bin utilities are large file aware:

adb aliasadm awk bdiff
chgrp chmod chown cksum
compress cp csh csplit
dd dircmp du egrep
file find ftp getconf
gzip head join jsh

ksh in 1s mailcompat
mdb mkdir mkfifo more
nawk page paste pathchck
praliases rcp remsh rksh88
rm rmdir rsh sed

sort split sum tail

tee test touch tr
uudcode uuencode vacation wc

The following /usr/xpg4/bin utilities are large file aware:

awk cp chgrp chown

egrep fgrep file grep

FMTIE 58S : bRk IMEFE - RIFIEIT 12)u120m

cat

cmp

cut

fgrep
grep
ksh88
mailstats
mv

P9

rksh

sh

tar
uncompress

zcat

du

in
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s more mv rm sed

sh sort tail tr

The following /usr/xpg6/bin utilities are large file aware:

getconf 1s tr

The following /usr/sbin utilities are large file aware:

editmap install makemap mkfile mknod

mvdir swap

The following /usr/1ib utilities are large file aware:

mail.local sendmail smrsh

See the USAGE section of the swap(1M) manual page for limitations of swap on block devices
greater than 2 Gbyte on a 32-bit operating system.

The following /usr/ucb utilities are large file aware:

chown from in 1s sed

sum touch
The /usr/bin/cpio and /usr/bin/pax utilities are large file aware, but cannot archive a file
whose size exceeds 8 Gbyte - 1 byte.

The /usr/bin/truss utilities has been modified to read a dump file and display information
relevant to large files, such as offsets.

nfs file systems The following utilities are large file aware for nfs file systems:
/usr/lib/autofs/automountd /usr/sbin/mount
/usr/lib/nfs/rquotad
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ufs file systems The following /usr/bin utility is large file aware for ufs file systems:
df
The following /usr/lib/nfs utility is large file aware for ufs file systems:
rquotad
The following /usr/xpg4/bin utility is large file aware for ufs file systems:
df

The following /usr/sbin utilities are large file aware for ufs file systems:

clri dcopy edquota ff fsck
fsdb fsirand fstyp labelit lockfs
mkfs mount ncheck newfs quot
quota quotacheck quotaoff quotaon repquota
tunefs ufsdump ufsrestore umount

Large file safe utilities A utility is called large file safe if it causes no data loss or corruption when it encounters a large
file. A utility that is large file safe is unable to process properly a large file, but returns an
appropriate error.

The following /usr/bin utilities are large file safe:

audioconvert audioplay audiorecord comm diff
diff3 diffmk ed p mail
mailcompat mailstats mailx pack pcat
red rmail sdiff unpack vi
view

The following /usr/xpg4/bin utilities are large file safe:

ed vi view

The following /usr/xpg6/bin utility is large file safe:
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ed

The following /usr/sbin utilities are large file safe:

Ipfilter Ipforms
The following /usr/ucb utilities are large file safe:

Mail lpr

HESH 1t64(5), Lfcompile(5), 1fcompile64(5)
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Idap(5)

51A& ldap - LDAP FifEdn 4 R Gi(E B
ik LDAP ;275 Lightweight Directory Access Protocol (2 HRKUGIFIMMY) - ZEV5RE xR

SR — T TR UE o @I 1dapclient(IM) GIIGALZ P HLHTE G FRAR S5V H L
#: setc/nsswitch. conf H{& B 1dap, Oracle Solaris 2% ' 1. 7] LU LDAP B 4% 23
KEmHER . P4 EVEAMNOS 2 200G BEFME7E LDAP IR a LIVE REER
M DIT H - DIT W EHBEMRKRE - BMEESES PR E—1PEZ A4
{H

Oracle Solaris LDAP % ' IL{# FH LDAP v3 FME 1517 LDAP iS5 #siUa F{5 5 - LDAP
k55 28 620 7 F REC2307bis (EifE) HHE LAORT R EMEM:. T B & RS R
52| LDAP - {EJfHH RFC2307bis (EfE) HE LA —Fg 07, TidE R
G (i P oA 2 o EL A B BT Th e DATE = 2 (IR . B XHE L IEER. 18

Z Il {Oracle Solaris Administration: Naming and Directory Services) o

ldapclient(1M) SEFHFE vl B i BN H 3% « UL KBl & (5 BB Oracle Solaris i
FALAZ ) LDAP % F AL - LDAP & P HLIEAS il il G 7 S HP e I R A X e il B A

B . W]iET 1dap_cachemgr(1M) SFHF R VI X SEAC B B o HLAFHEREIL £
LDAP IR 5 gl &5 E 2. Wi EREFI 2 224 - 1dap_cachemgr A% —
HizfT, AReflarE MRS IERIETT-

FAEMIERWICE RS - @i E SR ERE B U R RS P ERE S - B
EXFREEXZ AR EFRATER R - AP EIEE BRREE L
WEATHRCE H HA 2 B S T 8-

LB SRS RESSFEENSE. H AR P LA EX LS E LR TR LDAP
IR S o B, X EEE B 0] LUE AR S5 ar iy 1P itk DL M A R F bR iR 4
(Distinguished Name, DN) o BB SRR P ALVIa AL BA R R RS A I & SRR %
ML ESATECE,. H BYE T HARY EH tdap cachemgr SFHF3EFE & HATE BT o

% POLRLE S AT 26 72 LDAP iS58 17 1T tdapclient SEHTRF H T W46 1L
LDAP % L. (% LA E SR L & & P LR R 7% - 1625 0
ldapclient(1M) -

FUE B EIEEE P VUERANE P HRSE S XE BT LLE R P WYL E FRi}
? (LDAP“BXHFR) KL% MR XESHGELFR . il 1dapclient(1M)
TEVIGEAL HARI 1T T8l E X o

i 45 EAFHTE LDAP IR S5 ar LR e - e Bl a a4 RS E B M DIT Rt
% H o 2Nar5 NIS RIBLET ALl . NIS B 5 LDAP Y% ar 2 (Al SR LT a0~
Fit7r o B {#iF serviceSearchDescriptors 78 m ik SE eI B N B PR - BRELE
B, 152 I Wdapclient(1M) -

i BSE £ wE

passwd posixAccount ou=people,dc=...
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iR POEES B

shadowAccount
group posixGroup ou=Group,dc=...
services ipService ou=Services,dc=...
protocols ipProtocol ou=Protocols,dc=...
rpc oncRpc ou=Rpc,dc=...
hosts ipHost ou=Hosts,dc=...
ipnodes ipHost ou=Hosts,dc=...
ethers ieee802Device ou=Ethers,dc=...
bootparams bootableDevice ou=Ethers,dc=...
networks ipNetwork ou=Networks,dc=...
netmasks ipNetwork ou=Networks,dc=...
netgroup nisNetgroup ou=Netgroup,dc=...
aliases mailGroup ou=Aliases,dc=...
publickey nisKeyObject
generic nisObject nisMapName-=...,dc=...
printers printerService ou=Printers,dc=...
auth_attr SolarisAuthAttr ou=SolarisAuthAttr,dc=...
prof_attr SolarisProfAttr ou=SolarisProfAttr,dc=...
exec_attr SolarisExecAttr ou=SolarisProfAttr,dc=...
user_attr SolarisUserAttr ou=people,dc=...

BN Ze AR ZEE RO SRR A - BOIE 7 1 DL R B I PAM LRI A

o FEURRHITE L P AILREE AT R 0 TE SR BIE H R 5 -

T 3AIE T3 ¥R A2 ST s

PRI o AT 2 METEIX M - Oracle Solaris LDAP 37K LA T E ] T E1ES

B -

anonymous
proxy
self

Oracle Solaris LDAP 32 5% LA NEH T 5E /71 -
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none
simple
sasl/CRAM-MD5
sasl/DIGEST-MD5
sasl/GSSAPI
tls:simple
tls:sasl/CRAM-MD5
tls:sasl/DIGEST-MD5

LIRS E ) self I, WAL & DNS HRIETT LA
sasl/GSSAPI - /etc/nsswitch.conf H[* hosts Fll ipnodes WAL E A {H FH DNS. il
hosts: dns files #l ipnodes: dns files .

sas1/GSSAPI H ZH{Hi F GSSAPT R LA SE B Mo (W1 H AR %555 F EAD B X
) .

self FUESA AL T BB EH . RIEA S AIRS &, 8 SR8 H Rk

ST {5 P GssAPT FEIERY A 4K é%ﬂﬁéﬁﬁh%@*%%ﬂﬂﬁt
Kerberos V5o TE{# LIRS B 2 §ii 4 WL & Kerberos - A XIFH(E R, 155 L
kerberos(5) o

VITFER I AT BR LR 2 R4, AR URAR S5 a5 T HEBE AR AR B4R E BT A - 15 (Rl #2571 El
LDAP 55 28 € L RIAFAE RO V5 [RI$2E 151152 (Access Control List, ACL) ;cgﬁ - LDAP it
S5 LI A% 51 Z7E SunOne Directory Server ¥R 915 [Hl#2 5 % (Access Control
Instruction, ACI) « % —> ACL 8} ACI#JF5 & — 5 % 1 H X%, Wu%%*”“t{:ﬂﬁ
enJBME. BRPEFEL TR — 2 L. LUR R E B HLA A A B 5 Y
— B IR & FHLAT LR P s s FFE - D UﬂIﬂWT EENIEE - A
F{Hi ] LDAP 1E N & 2555 EIERT ACL fll ACTHIFRHI. 152 WL (Oracle Solaris

Administration: Naming and Directory Services) -

/etc HXHFRME T & nsswitch. ldap I— 7=l nsswitch. conf(4) 3
ff - ldapclient(1M) EHFEF 2R EHIZ] /etc/nsswitch. conf o SRR
LDAP FI{F nsswitch.conf SCAFHA A ERER R 45 B E -

FHEIH T 5 LDAP AR a4

idsconfig(1M) {tfi SunOne Directory Server 1] LL3Z#F Solaris LDAP % F' ]l o
ldapaddent(1M) MFHRHY 7ete XHFBI]E LDAP 45 H -

ldapclient(1IM)  #JUAML LDAP % L. S4B EAA % B KA Ac & S -
ldaplist(1) HIJH LDAP i 4 25 (B B A2

/var/ldap/ldap client cred

/var/ldap/ldap_client file  HL&% Uil LDAP LB S - AEFIHE LKL
X o HNEA AL ZF P8R - A
ldapclient(1M) B LA BE HTiX B4 o

FME T - f - WEFE - &REEIT2012E5822H


http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV5
http://www.oracle.com/pls/topic/lookup?ctx=E23824&id=SYSADV5
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4nsswitch.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mldapclient-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Midsconfig-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mldapaddent-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mldapclient-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1ldaplist-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mldapclient-1m

Idap(5)

o
o
S|

/etc/nsswitch.conf FA T % PR AR 55 5 4 r ic B S0

/etc/nsswitch.ldap {5 LDAP FISCAHC B 1Y 44 R AR 5555 H A1 id B S
o

/etc/pam.conf PAM HEZEAC & S -

/etc/pam.d/service B PAM HEZEHC B S -

ldaplist(1l)~ idsconfig(1M)~ ldap_cachemgr(1M)~ ldapaddent(1M)~ ldapclient(1M)~ nssw

{Oracle Solaris Administration: Naming and Directory Services)
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51A& 1f64 — transitional interfaces for 64-bit file offsets
g The data types, interfaces, and macros described on this page provide explicit access to 64-bit

file offsets. They are accessible through the transitional compilation environment described
on the 1fcompile64(5) manual page. The function prototype and semantics of a transitional
interface are equivalent to those of the standard version of the call, except that relevant data
types are 64-bit entities.

DataTypes The following tables list the standard data or struct types in the left-hand column and their
corresponding explicit 64-bit file offset types in the right-hand column, grouped by header.
The absence of an entry in the left-hand column indicates that there is no existing explicit
32-bit type that corresponds to the 64-bit type listed in the right—hand column. Note thatin a
64-bit application, the standard definition is equivalent to the 64-bit file offset definition.

<aio.h>
structaiocb struct aiocb64
off_taio_offset; off64 taio_offset;

<sys/dirent.h>

structdirent structdirent64
ino td_ino; ino64 td_ino;
off td_off; off64 td_off;

<sys/fcntl.h>

struct flock struct flock64
off tl_start; off64 tl_start;
off tl_len; off64 t1_len;
F_SETLK F_SETLK64

F SETLKW F SETLKW64

F GETLK F_GETLKG64
F_FREESP F_FREESP64
F_ALLOCSP F_ALLOCSP64

O _LARGEFILE
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<sys/stdio.h>

fpos t

<sys/resource.h>

rlim t

struct ritimit
rlim trlim_cur;
rlim trlim_max;
RLIM INFINITY
RLIM_SAVED MAX

RLIM SAVED_CUR

<sys/stat.h>

struct stat
ino_tst_ino;
off tst_size;

blkent t st_blocks;

<sys/statvfs.h>

struct statvfs
fsblkent tf_blocks;
fsblkent tf_bfree;
fsblkent tf bavial;
fsfilent tf files;
fsfilent tf_flree;

fsfilent tf_favail;

<sys/types.h>

Standards, Environments, and Macros

fpos64 t

rlim64 t

struct rlimit64
rlim64 trlim_cur;
rlim64 t rlim_max;
RLIM64 INFINITY
RLIM64 SAVED MAX

RLIM64 SAVED CUR

struct stat64
ino64 tst_ino;
off64 t st_size;

blkcnt64 t st_blocks;

struct statvfs64
fsblkent64 tf_blocks;
fsblkecnt64 tf_bfree;
fsblkcnt64 tf bavial;
fsfilcnt64 tf_files;
fsfilcnt64 tf_firee;

fsfilent64 tf_favail;
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off t; off64_t;

ino t; ino64 t;
blkent t; blkcnt64 t;
fsblkent t; fsblkcnt64 t;
fsfilent t; fsfilcnt64 t;
<unistd.h>

_LFS64_LARGEFILE

_LFS64 STDIO

<sys/unistd.h>

_CS_LFS64_CFLAGS
_CS_LFS64_LDFLAGS
_CS_LFS64_LIBS
_CS_LFS64_LINTFLAGS
System Interfaces The following tables display the standard API and the corresponding transitional interfaces

for 64-bit file offsets. The interfaces are grouped by header. The interface name and the
affected data types are displayed in courier font.

<aio.h>
intaio cancel(..., intaio cancel64(...,
struct aioch *); struct aiocb64 *);
intaio error( intaio error64(
const struct aiocb *); const struct aioch64 *);
intaio fsync(..., intaio fsync64(...,
struct aiocb *); struct aiocb64 *);
intaio read(structaiocb *); intaio read64(structaioch64 *);
intaio return(structaiocb *); intaio return64(structaiocb64 *);
intaio suspend( intaio suspend64(
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const structaiocb ¥, ...);

intaio waitn(aiocb_t*[],

s

intaio write(structaiocb *);
intlio listio(...,

const structaiocb ¥, ...);

<dirent.h>

intalphasort(

const struct dirent **,

const struct dirent **)

struct dirent *readdir();
struct dirent *readdir_r();
int scandir(...,

struct dirent *(*[]),

int (*)(const struct dirent *),
int (*)(const struct dirent **,

const struct dirent **))

<fcntl.h>

intattropen();
intcreat();

int open();

int openat();

int posix_fadvise()

int posix fallocate()

<ftw.h>

Standards, Environments, and Macros

const struct aioch64 *,...);

intaio waitn64(aiocb64_t *[],

)i

intaio write64(structaioch64 *);
intlio listio64(...,

const struct aioch64 *,...);

int alphasort64(

const struct dirent64 **,

const struct dirent64 **)

struct dirent64 *readdir64();
struct dirent64 *readdir64 _r();
int scandir64(...,

struct dirent64 *(*[]),

int (*)(const struct dirent64 *),

int (*)(const struct dirent64 **,

const struct dirent64 **))

intattropen64();

int creat64();

int open64();

int openat64();
intposix_fadvise64()

int posix fallocate64()
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int ftw(..., int ftw64(...,

const struct stat %, ...); const struct stat64 %, ...);

int nftw(.. int nftw64(...,

const struct stat %, ...); const struct stat64 *,...);
<libgen.h>

char *copylist(..., of f_t); char *copylist64(...,0ff64 t);
<stdio.h>

int fgetpos(); int fgetpos64();

FILE *fopen(); FILE *fopen64();

FILE *freopen(); FILE *freopen64();

int fseeko(..., of f t,...); int fseeko64(...,0ff64 t,..);
int fsetpos(..., int fsetpos64(...,

const fpos_t*); const fpos64 t*);
off_tftello(); off64_t ftello64()();

FILE *tmpfile(); FILE *tmpfile64();
<stdlib.h>

intmkstemp(); intmkstemp64();
<sys/async.h>

intaioread(..., off t,..); intaioread64(..., off64 t,...);
intaiowrite(..,off t,..); intaiowrite64(..., off64 t,..);
<sys/dirent.h>
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int getdents(...,dirent);

<sys/mman.h>

void mmap(..., of f_t);

<sys/resource.h>

intgetrlimit(...,
struct riimit *);
int setrlimit(...,

const struct rlimit *);

<sys/sendfile.h>

ssize_t sendfile(...,
of f t*,..);
ssize_t sendfilev(..., const

struct sendfilevec?,...);

<sys/stat.h>

int fstat(..., struct stat *);
int fstatat(...,

struct stat *, int);

int lstat(..., struct stat *);

int stat(..., struct stat *);

<sys/statvfs.h>

Standards, Environments, and Macros

int getdents64(...,dirent64);

void mmap64(..., off64 t);

intgetrlimit64(...,
struct rlimit64 *);
int setrlimit64(...,

const struct rlimit64 *);

ssize_t sendfile64(...,
of f64_t*,..);
ssize_t sendfilev64(..., const

struct sendfilevec64 %, ...);

int fstat64(..., struct stat64 *);
int fstatat64(...,

struct stat64 *, int);

int lstat64(..., struct stat64 *);

int stat64(..., struct stat64 *);

255



If64(5)

int statvfs(..., int statvfs64(...,
struct statvfs *); struct statvfs64 *);
int fstatvfs(..., int fstatvfs64(...,
struct statvfs *); struct statvfs64 *);

<uchinclude/stdio.h>

FILE *fopen() FILE *fopen64()

FILE *freopen() FILE *freopen64()

<uchinclude/sys/dir.h>

intalphasort( int alphasort64(

struct direct **, struct direct64 **,

struct direct **); struct direct64 **);

struct direct *readdir(); struct direct64 *readdir64();
int scandir(..., int scandir64(...,

structdirect *(*[]);, ...); struct direct64 *(*[]);, ...);

<unistd.h>

int Lockf(..., of f_t); int Lockf64(...,0ff64 t);

off_t lseek(.., off t,..); off64 t lseek64(..., off64 t,..);
int ftruncate(..., off_t); int ftruncate64..., off64 t);
ssize_t pread(..., of f_t); ssize_t pread64..., off64 t);
ssize_t pwrite(..., off t); ssize_t pwrite64(...,off64 t);

int truncate(...,off_t); int truncate64(..., off64 t);

Nl
i
W
b=

1fcompile(5), Lfcompile64(5)
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Access to Additional
Large File Interfaces

Ifcompile - large file compilation environment for 32-bit applications

All 64-bit applications can manipulate large files by default. The methods described on this
page allow 32-bit applications to manipulate large files.

In the large file compilation environment, source interfaces are bound to appropriate 64-bit
functions, structures, and types. Compiling in this environment allows 32-bit applications to
access files whose size is greater than or equal to 2 Gbyte ( 2! bytes).

Each interface named xxx () that needs to access 64-bit entities to access large files maps to a
xxx64 () callin the resulting binary. All relevant data types are defined to be of correct size (for
example, off_t hasa typedef definition for a 64-bit entity).

An application compiled in this environment is able to use the xxx () source interfaces to
access both large and small files, rather than having to explicitly utilize the transitional
xxx64 () interface calls to access large files. See the 1fcompile64(5) manual page for
information regarding the transitional compilation environment.

Applications can be compiled in the large file compilation environment by using the following
methods:

= Use the getconf(1) utility with one or more of the arguments listed in the table below. This
method is recommended for portable applications.

argument purpose
LFS_CFLAGS obtain compilation flags necessary to enable the large file compilation
environment
LFS_LDFLAGS obtain link editor options
LFS_LIBS obtain link library names
LFS_LINTFLAGS obtain lint options

= Set the compile-time flag _FILE_OFFSET_BITS to 64 before including any headers.
Applications may combine objects produced in the large file compilation environment
with objects produced in the transitional compilation environment, but must be careful
with respect to interoperability between those objects. Applications should not declare
global variables of types whose sizes change between compilation environments.

The fseek() and ftell() functions do not map to functions named fseek64 () and
ftell64(); rather, the large file additions fseeko() and ftello(), have functionality
identical to fseek () and ftell() and do map to the 64-bit functions fseeko64 () and
ftello64 (). Applications wishing to access large files should use fseeko () and ftello() in
place of fseek() and ftell(). See the fseek(3C) and ftel1(3C) manual pages for
information about fseeko () and ftello().

Standards, Environments, and Macros 257


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1getconf-1
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Afseek-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Aftell-3c

Ifcompile(5)

R

K|
i
O
b=

HtiE

258

Applications wishing to access fseeko () and ftello() as well as the POSIX and X/Open
specification-conforming interfaces should define the macro LARGEFILE_SOURCE to be 1 and
set whichever feature test macros are appropriate to obtain the desired environment (see
standards(5)).

In the following examples, the large file compilation environment is accessed by invoking the
getconf utility with one of the arguments listed in the table above. The additional large file
interfaces are accessed by specifying—D_LARGEFILE_SOURCE.

The examples that use the form of command substitution specifying the command within
parentheses preceded by a dollar sign can be executed only in a POSIX-conforming shell such
as the Korn Shell (see ksh(1)). In a shell that is not POSIX-conforming, such as the Bourne
Shell (see sh(1)) and the C Shell (see csh(1)), the getconf calls must be enclosed within grave
accent marks, as shown in the second example.

#f5l1  Compile a program with a “large” off_t that uses fseeko (), ftello(),and yacc.

The following example compiles a program with a “large” of f_t and uses fseeko(),
ftello(),and yacc(1).

$ c89 -D LARGEFILE SOURCE
-D FILE OFFSET BITS=64 -o foo
$(getconf LFS CFLAGS) y.tab.c b.o
$(getconf LFS_LDFLAGS)
-ly $(getconf LFS LIBS)

s s

#ffl2 Compile a program with a “large” off_t that does not use fseeko () and ftello() and hasno
application specific libraries.
% c89 -D FILE OFFSET BITS=64 \

* getconf LFS CFLAG'S a.c \

* getconf LFS_LDFLAG™S \

* getconf LFS LIB'S \

i3 Compile a program with a “default” off_t that uses fseeko() and ftello().
$ c89 —D LARGEFILE SOURCE a.c

csh(1),getconf(1), ksh(1), yacc(l), sh(1), fseek(3C), ftell(3C), 1f64(5), Lfcompile64(5),
standards(5)

Certain system-specific or non-portable interfaces are not usable in the large file compilation
environment. Known cases are:

Kernel data structures read from /dev/kmem.
Interfaces in the kernel virtual memory library, —lkvm.
Interfaces in the ELF access library, —lelf.

Interfaces to /proc defined in <procfs.h>.

The ustat(2) system call.
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Programs that use these interfaces should not be compiled in the large file compilation
environment. As a partial safeguard against making this mistake, including either of the
<libelf.h>or <sys/procfs.h> header files will induce a compilation error when the large
file compilation environment is enabled.

In general, caution should be exercised when using any separately-compiled library whose
interfaces include data items of type of f_t or the other redefined types either directly or
indirectly, such as with 'struct stat'. (The redefined types are of f_t, rlim_t, ino_t,
blkent_t, fsblkent_t,and fsfilent_t.) For the large file compilation environment to work
correctly with such a library, the library interfaces must include the appropriate xxx64 ()
binary entry points and must have them mapped to the corresponding primary functions
when FILE OFFSET BITS is setto 64.

Care should be exercised using any of the printf() or scanf() routines on variables of the
types mentioned above. In the large file compilation environment, these variables should be
printed or scanned using long long formats.

Symbolic formats analogous to those found in <sys/int_fmtio.h> do not exist for printing or
scanning variables of the types that are redefined in the large file compilation environment.
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51A& Ifcompile64 - transitional compilation environment
iR All 64-bit applications can manipulate large files by default. The transitional interfaces

described on this page can be used by 32-bit and 64-bit applications to manipulate large files.

In the transitional compilation environment, explicit 64-bit functions, structures, and types
are added to the API. Compiling in this environment allows both 32-bit and 64-bit
applications to access files whose size is greater than or equal to 2 Gbyte (2°' bytes).

The transitional compilation environment exports all the explicit 64-bit functions (xxx64())
and types in addition to all the regular functions (xxx()) and types. Both xxx () and xxx64 ()
functions are available to the program source. A 32-bit application must use the xxx64 ()
functions in order to access large files. See the 1f64(5) manual page for a complete listing of
the 64-bit transitional interfaces.

The transitional compilation environment differs from the large file compilation
environment, wherein the underlying interfaces are bound to 64-bit functions, structures, and
types. An application compiled in the large file compilation environment is able to use the
xxx() source interfaces to access both large and small files, rather than having to explicitly
utilize the transitional xxx64 () interface calls to access large files. See the 1fcompile(5)
manual page for more information regarding the large file compilation environment.

Applications may combine objects produced in the large file compilation environment with
objects produced in the transitional compilation environment, but must be careful with
respect to interoperability between those objects. Applications should not declare global
variables of types whose sizes change between compilation environments.

For applications that do not wish to conform to the POSIX or X/Open specifications, the
64-bit transitional interfaces are available by default. No compile-time flags need to be set.

Access to Additional Applications that wish to access the transitional interfaces as well as the POSIX or X/Open

Large File Interfaces specification-conforming interfaces should use the following compilation methods and set
whichever feature test macros are appropriate to obtain the desired environment (see
standards(5)).

= Set the compile-time flag LARGEFILE64_SOURCE to 1 before including any headers.

= Usethe getconf(1) command with one or more of the following arguments:

argument purpose
LFS64_CFLAGS obtain compilation flags necessary to enable the transitional compilation
environment
LFS64_LDFLAGS obtain link editor options
LFS64_LIBS obtain link library names
LFS64_ LINTFLAGS obtain lint options
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In the following examples, the transitional compilation environment is accessed by invoking
the getconf utility with one of the arguments listed in the table above. The additional large file
interfaces are accessed either by specifying—D_LARGEFILE64_ SOURCE or by invoking the
getconf utility with the arguments listed above.

The example that uses the form of command substitution specifying the command within
parentheses preceded by a dollar sign can be executed only in a POSIX-conforming shell such
as the Korn Shell (see ksh(1)). In a shell that is not POSIX-conforming, such as the Bourne
Shell (see sh(1)) and the C Shell (see csh(1)), the command must be enclosed within grave
accent marks.

711 Anexample of compiling a program using transitional interfaces such as 1seek64 () and
fopen64():

$ c89 -D LARGEFILE64 SOURCE \
$(getconf LFS64 CFLAGS) a.c \
$(getconf LFS64 LDFLAGS) \
$(getconf LFS64 LIBS)

712 Anexample of runninglint on a program using transitional interfaces:

% lint -D LARGEFILE64 SOURCE \
' getconf LFS64 LINTFLAG'S ... \
* getconf LFS64 LIB'S

getconf(1), Lseek(2), fopen(3C), 1f64(5), standards(5)
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locale - I MG 15 % SRILAT1E & UL I
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name PRVERUN FRFH - FFE “C” M “POSIX” 1588 7 POSIX iE = HREE AR IR -

N F R AT DLiE v A B MR (E Y setlocale () BECRIE TR AE S8 - a1
VA 2= T SR R R il -
setlocale(LC ALL, ");

X NI SR AR BAE - REBGH IR B 2 o F B R A | i NS T
B, M setlocale() AR EAN FUERES o

B S B AT U Localedef SEFIRE 7 B2 32 B SUAFAE TE T B -

S HEE SO LA & — P MESHERBIIE L. BABEER —1ESH
e E 2

RBIEE LB « FANESCRNSEBIRE AR - KA B ERFFIF a4, D
FFLe k- BRI ES T e, JFIR—DEE A2 H AR R 5k
{EF 71T H -

RBIESCR S —ATHEATOR « BT~ MRRRT RHERAER — el 2 MEE
o SRIRTFRARMAREE S S S T R BUE BT RN R T o ISR ST
WA —NE—FRR (RIS EBIANGER AR T ) « KRBT AREULTR
LC TPk o AU — P EZ A FARRIRATT 5 SR IT -

FME ST - fo - WEFE - &REEIT20mM&E5H2H
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locale(5)

BIFBLIUE FIT - BEULRE T H TR LA (¢) fEEd - F1FE
PSSO S | S AT L AU <FELFFF>. ATNFTR - SRR % MR TEEL
s DER T () D PX LRI ER . 735 HiE RV 2 3 71 -

SCPEHED SR — A RISk AT AT LUE A TSR TR IT . EERU TR WE1
LUIPIR G

"comment char %c\n",<comment character>
FEREFEFHRAE NS @ B MBS BETIES <ERBFR> 11T R0 20 -

SCAHRED SR — AN SRSk AT I AT DU A T SO SR RS AP RAT - BB DL
TR W 15 -

"escape_char %c\n",<escape character>
BB UFFBRA N RRHT -

S SRR T RIR — P FF T DLEETT 5 B PO BhEE(T PRI I E 77 - ARSI
R BEZELETrH K BT (LINE max) N TEUESr B R 2R LR T B K
P SO o DR (T TR AT ST R T 54T -

BAFER  FA R R R R R L S BREOR, W HEFTE -
I, FRMLUERZFERE SRR, BEFERR /G FosdERlec s & .
FHERF S FRREN . S EIME SR E WERZ IGO0 T TEES RS 2 FIRE - £
REES (<) BB S, R SEARIAE. ATRRE SN, Jimosini L
o LFHNLEH TF/FRTIER
1. FRLUBIEERTES (<fl>) NWFSERET . ZF5HIR (BERE
5 ) W5 Localedef - £ WEHHE E HYFAF LT SO FRE SLINTF S5 BIRTE 22—
B RS TR SRR S AR SCERII B E N F A E -
RS SRR IR S B2 R BEER . BRI Lc_cTyPe 8L
LC_COLLATE. TEXFMEN FH2FEES (AXHTHRNE & SRR
B, 12 Ul localedef(1)) o U1 collating-element B collating-symbol #5%H1
FRERTES GRS FRLET SO (REE) IS EESR . NZ IR
Bio TERF S APRIP RS R UG RIE S TR BRAFZ TR W ai T A 58 A -
i E
<C>;<c-cedilla> "<M><a><y>"
2. —PMEFAUHEZFRESFRR, EXMER T, ZEMFES SSIHEX . 5%
R, WG 5FR ~ 5 RFRIAGREE S FRF L T SO (AT A5 X
) - AREMBENZTFRE S - EFFRINE DU
< > escape_char

WIEATHE A RERRRE N Z T E & -

ZnCIE
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locale(5)

LC_CTYPE

264

c "May"

3. FRILLRT\EHHIFE R - SR 21T 0 SRR A B0 £ A gkl
WE. BMEER T DNFTNME. ZF 0 ETURRFETSIFEER fECE &
T RE—NEEREEEFIREERET -

AN
\143;\347;\143\150 "\115\141\171"

4. FRAURTR NN dtdlE & o S dthlE 2568 0 TR <. PR EE
ZAFNEREE . B ER RN FE . ZFE N LR E E
PEHRBRE RN, RE—FREEFRNRINER T -

i
\x63;\xe7;\x63\x68 "\x4d\x61\x79"

5. FRATUFR TR H#HIEE . HEEREENE L FERFER FRNAEES

Mt T . BAEER T DT E . 2FE ] DTS E 0
B RERT RE—MFRREEFHIRIERFET .
iR
\d99;\d231;\d99\d104  "\d77\d97\d121"
LRSS ZRES. &8/ sl HEsEt s & Heefs
TE N HANEE ST E L FRF R E TR/ o WRAFTE F I S WA
REfE A\t « a1 S 2T E R SO E LR - AT LU
TE TR SO AFTERIRT 5 2 FR, HXSE L FRE o 208, a1 EmfgsE 1 T F
FTidk -

LC_CTYPE EHNE LFRFn 3 - KNG EAMFEIFENE . thoh. o DusEd Rx g

S =M (L) B —RINFER - FEENAMS BRI TSN . AigS

BITELAG BRAE 2 BT A ER T E TR - BN A S (E SRS FRE (Bl—

AR K NIFERF) AR . Al SRR TR R EE L NITEFER . BgRiS{E

KT AU S AT FRFRGRISME /DT B0 S E R RISERNATE F1F

anCIE

FES TR AR AR 30 2 I 7 -

ATURBILL TS0 o (RN, AT B LR R L T 3 | PR T4
PR AR TH15% -

% digit « xdigit~ lower upper fll space BV —4L EIENEIEHIITHF o« (14 F7F
B (ENGRES) [ TSEEUR A A T S X A -

upper RSB HKE TR T -
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locale(5)

7E POSIX 1B S MR . 4% 26 DR EFEE:
ABCDEFGHIJKLMNOPQRSTUVWXYZ

TETE B MRBEE SO AREFEE BT entrl~ digit~ punct
5 space fREMN T - KEFREAS] z HEDEIEAERSET -

lower TESEIE N NG FRIFAT - (£ POSIX IR SR, A4 26 1
UNGESSE

abcdefghijklmnopgrstuvwxyz

TEIBE S HEE U REEFEE R cntrl - digit -~ punct
5 space FEEMFHT o ARSI I NG ¥ 2 8] 2z HEN S
TR -

alpha TE X BIAE N F R FRE -
TE POSIX iE SRR, EES upper Fl Lower ZEHPYFTE F15F -
TEIBE S HELE SO REEFEE W RHEF cntrl - digit -~ punct
% space 5 EMIFLRF o 17209 upper 5L Lower FIFRF B BN HLFELE I
S

digit TE SCE AR R R -
1E POSIX & S ¥, (LEHE
01234567809

2o A

EXEE

TEIE 5 M€ SO HaetE e 8+
0~ 1-~2~3-4~5-6~ 7~ 889 (LLEUEMIELLFH 45
E) o WHETRFETET 0 B o B EIETEL A -

ST digit (AR BT 5 ] DU E @ ST T
FF; NREFELLALFEE B (BIQNEN S B H SO -

alnum ﬁ)‘(gﬂﬂ %ﬁ?*ﬂﬁ?%?ﬁ ° F\ﬁlé Eﬁiﬁ alpha 7F[l digit 9@%@
FHEEMFER - NRHT alpha Ml digit F8E TR H S RFE(ELL
Kifr

space TE X BIARE NS FIRF TR

fEPOSIX IE S, £V HFEFTY
SPACE ~ FORMFEED - NEWLINE - CARRIAGE RETURN~ TAB Fll VERTICAL
TAB -

TETE S B E SO ANREFRE KB
upper ~ lower~ alpha~ digit- graphﬁxdigit FEEMTR - 1#
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cntrl

punct

graph

print

xdigit

15 82 %) SPACE ~ FORMFEED ~ NEWLINE ~ CARRIAGE RETURN-~ TAB
F1 VERTICAL TAB F1F LL % blank RIS ET A8 B sh ks
TEM .

T CEIH LN EH FR TR -

TE POSIX 1B EHAEEHH . ANELHE alpha 8 print FEHFRF

TEVE S HEE O RREFEE R it

upper ~ lower~ alpha~ digit~ punct-~ graph- printEExdigitTE
ERIFEF o

TE SLEVAE IR AR FAE o

TE POSIX B S M, ANEFESEFER. WA RS alpha -~ digit
& entrt BHRE FRF

TEVE 5 MEE O NREFRE R B

upper ~ lower~ alpha~ digit~ cntrl 8 xdigit & & T4 8l &
NG FRFFEF o

& SCEAL N A BFR TR N REEE TR

1E POSIX & 5 H5irH . fUHE alpha~ digit Al punct EHFTE S
FF s AEFE entrl BHPIRYFRF -

TEVE 5 MEE SO, kit

upper ~ lower~ alpha-~ digit- xdigit fll punct $8E M FF B EHE
FETEI T - RREFRE BT entr L BB T4 -

B SCEIRFE NI PR AR -

TE POSIX B S M BEH. ELIE graph RHIATE F4F ; ANELE entrl
ESEZ N

TEVE S MEE SO, it

upper ~ lower -~ alpha~ digit- xdigit- punctTEfﬁE@ﬁZﬁ?$D§E$§
FAFE ISR o AREFEE KRB F entr LR EFRT -
TE SCEAL R R R0

TE POSIX ifi ST, (L EAE -
0123456789ABCDEFabcdef

Ve N

FIiF -

TETE S SOCIEr . HBEFEE 2K digit & L FHF (LLEK
ERDESTFIFTEE) » JRIRFOR N flEr 10 2] 15 (R
XA ) AN FRFHER — DS DTS BT
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locale(5)

blank

charclass

charclass-name

toupper

tolower

R F 0 Bl o KEFREASIFAVNG FHEa 3] £ BV EIEIEL
K.

TE TP xdigit BR AL R ALFE 72 digit HEMEIN T

o

& BEIAE N2 A FF TR -

1E POSIX 1B E MR, (RIS EIFRIHIRAT -

TETE S B E SO, SRR/ FIHIR AT B shais e -

PL93 5 BRI F R B IR E L — D2 ME S SRR E A
HFR - Bl fE AT LATE Le_cTYPE & X HE LEMEEN TR - FF/F
LA H T X4 FRH RPN F R AR 20—
T, %% {CHARCLASS NAME MAX} ™F1 o FRFRAAIE—1
FREARERET - LAPARES AU E AR Le_cTYPE K
B o

FE NCEIHE N E THEEE SRR EN TR LM FRF - 78 POSIX
HE WY, BENESHEREN TFRHEAFTERE - WRA
charclass KHEFE L T EAFR. (HEEEREMF/F 204 %4
R EAEZEER; ERTEENEEEME T ENF

o charclass-name A] LLFH{E wetype(3C) BEELRY property £

B TEIENIZRIA A shell #EZCILARFE S5 Fk XA . DL it

tr(l) an A -

NG TS KSR IR .

fEPOSIX IS # G, EDLIT 26 VNG FHT -
abcdefghijklmnopgrstuvwxyz
TR X R 26 KRG FHF -
ABCDEFGHIJKLMNOPQRSTUVWXYZ

TEE S MEE SO B EEE 2 5 0 BRI A XA - B
FRXNHFERFHES 2. HHEXRESHEE . BN
— N FHENG TR BN FHENRI AT TR . HEEHEE
ﬁ%%?wwﬁhwﬂﬁﬁ%?ﬁoﬂ@ﬁ?ﬁ%$m$§?ﬂ
a Fll z R EHXT R K E FRE A 2 z B TR, (H{ G
ST XA T toupper RN A S HE

E X KEGFRE /NG FREZ AT
TEPOSIX iESHbp. £/DLLT 26 ™ KEFHF -

ABCDEFGHIJKLMNOPQRSTUVWXYZ
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locale(5)

TR X R 26 N/ NE T -
abcdefghijklmnopgrstuvwxyz

TEIE 5 MBLE SO #BEEH 795 7 BREY F R R - B

FRXNHFERFHIES 205, HHZNRES L . X HiE

—NMFEHERE TR EoATFRHENNW NG TR . HEEEE

NKHETF Lower Fll upper FEEMITFHF - WNFIEF HBLE LR T

‘éolower FHEF, MNZILEPEZ ) toupper T8 & HOMLES Y ST [
o

LC_COLLATE LC_COLLATE EHINABESLAREE (Fld sort(1) ~ uniq(l) %) -« ENIFIAXITE (iE
%L regex(5)) PAF strcoll(3C)~ strxfrm(3C)~ wescoll(3C) Fll wesxfrm(3C) HELEE
PR 7 A1) 7E S o
By E AT E GESHETEETCE (FRM2FREMITE) ZRBHEYT
i - Beliy AR E R, Bl@d AN TR — e S B E (AR
WEE) - $20E T LA IhRE -

1. BFFMEETE. BELTFEETE (AN —DIRI MWD EE 2 P
FFHIFS]) -

2. APEYMEBTEINF . S EETTEBE— T E L HEFR (8%
) IR H|FRPNT EEERE o E A T IR SRR A VT R EHE
FPi A E (BRAESINERIEE T HENE) -

3. ZMEMERE - ATLUO BT RN — DS B EHE T o 0 5 BEAY
& (PR {COLL WEIGHTS MAX}) o LLTFIFEE—MNERR N EAE .

4. —FTBBRGE. 3 A EITBE] R R
5. BIEEY . P S A I TR A AR ()

6. HEREHERF - LB F1F 8 DU H AR I I s X A1 B R e 0 g —
AYBHITE - A5, FHRIETCREAAR EAE A AN SOt RN HHIT
2 o MRZAEME H o foH 2 MU, WER AR5 S A B AR BT
. HE AT R RS R AR S E R -

FERP 7 O SR AT R85 DUT &80 FRRd 4R 1 X e B 7 -

copy FEE TR0 E A TE 5 FREER SR - AERIEE T IoC
B MIARESR & HAD G .

collating-element E XA ??‘%ﬁ%?ﬁ%@ﬁ%%g@ﬁ%ﬁ% o MR AT

R -

collating-symbol TE SCEE PRy A B R o R B PR 5 o b oG B o T ok
(-

order start TE SCREPEFIN o bR R SE IR — A NP AR TN

REHTTR N F AT B (AT PR A EE
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locale(5)

collating-element 5
¥

collating-symbol F§&
)

order_start {EF

order end 6 & B PR 7 BH 2 b 2
bR T FIFEPREMICE, collating-element FBEFM A T & X 2 FAF 8T
. BEN:

"collating-element %s from \"ss\"\n",<collating-symbol>,<string>

<collating-symbol> ¥{FEUZ T 5 HFR. FRIERIES (<Hl>) N, HHAGE L[0T
TERLET SO (QIRAE ) F AT 75 2 R0 B E 5 R SRR AT HoAh 75 5 2 PR
o RERF R ERUR RN AN ECE 2 AN BN — AN SR R R R o o it
It B 5 LY <collating-element> BRI Lc_coLLATE 251 -

2R

collating-element <ch> from “<c><h>”
collating-element <e-acute> from “<acute><e>”
collating-element <11> from “11”

BT T8 BB A IR AT S B HITE order_start fll
order end XHEF 2 [l o THIEN

"collating-symbol %s\n",<collating-symbol>

<collating-symbol> A5 AR, FEIELRFES (<Hl>) W, JHFHARE LHIFRBET
t (WRE) PRIERRF 5 2 PRS0 B e g T AR 5 2 FREE -

T I B E LY collating-symbol FH{ IR BN L cOLLATE 251
iE

collating-symbol <UPPER CASE>
collating-symbol <HIGH>

collating-symbol JBE T R ] LIS FHF M - 51 FR AL X L B RHRHUTT 5 40K - B
SRILETF 5 AR TR, HE AT A ERE -

order start XHEF WML TR T 55 H 2 BT (R E S BEFE e 21 SCRIH Ath %
AL A E L E -
order start KEEFIIEES -

"order start %s;%s;...;%s\n",<sort-rules>,<sort-rules>

order_start XKEEFHUMRIELUE Al IERY - WIRTFAE, WHRIFEUE SCEAE AN F1T HR IS
RN BRI E E & OB TTR AL L D M « MR TEEAET A E

B MERFHBRE A — 1 forward #RIFEL . WIERAFAE. NI —MEIFEUE LAEER S —
A (F) WE T B 2R A RN 5 58 = MREEUE CAER 38 = MV LR
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BI85

270

TR R BN RN, RIS . SN EREREA 25 288 G) - B ERESHE
5 () BRI — DS AN EEEREE S AR - AR R EERY R E BB {coLL WEIGHTS MAX}
PRI MISEHRFBL H—REEEE - ZFUTHES:

forward  FEEIEGBINILLEHRIE N F1F BT Sk [0 715 B AE R AT -
backward A EEBIRTLLBCHRNE N F15F B AR R 1) 715 B TSk 0T

position  FHE N EEL A LB HRAE S % [ 715 B W AN 57 TGNORE SN JT 22 AU FH T
(I8 o MBI E S, 7652 IGNORE SLIARY B HH T 2 2 5 e e BN
AN3Z IGNORE SZMHR TC 2 AR 715 B i S8 o a SR 1 B AE R —
FEXI B L& AN 52 TGNORE SEMAIRY T4 . I FH 43 Bic 45 T 22 A 2 PRAE A e HE
ﬁyﬁoﬁm%%%ﬁF,%E%mﬁﬁﬁmﬁﬁﬁmm%%wmﬁﬁ
FIF o

F§% forward fll backward A.J¥ »

B

order_start forward;backward
WERRFEE (AT HRAEEL  WIECE (E B forward #7EEL -
order_start AP F/FIRBEEIMRATT R E - BETTRFENIEEN

"%5 %S;%S; . .. ;%s\n"<collating-identifier>, <weight>, <weight>, . . .
T collating-identifier A& LAY 18 F A E S HRATRRY — N FAF ~ —4
<collating-element>~ —1> <collating-symbol> ~ — > Mg 5 BUFFKTT 5 UNDEFINED - FITHE

SE W R T M R E A 21 X B D BT R LB TR D T H e
TERMVEH « NUL TR B e R T AT HA 77 -

<collating-element> Fl TH657E€ % FAF BT R, JHHEIEE <collating-element> ¥8EHY
FE P AR E D — A BT BB HAZ e SRR N e T R AL E R E

<collating-symbol> F1 T & SCEAEANE (S FHIY ST EAR M7 HHRI AL E - AN
<collating-symbol> 5 E AL E -

HUESHEE — RV ECR ARG I 7 (U TR 71 ISR, aigs
FRAEPGIS T REAT E—ATHRFRIE - DT AT F R4S 71T £ {EH
FPEICR FBCEE T B TP E— TR — Dz m, HR g
FRIRAEILT D o DU S TP LR | —1T48E T 271 DLENs SEE R
AT —ATHRE 1 ARG 71 8 D R = g AT SR EH - R E T8N —ATRIEE
SIS TR TR . ERE S RO TER . B S 2 R S R 4
FRPEEMREG, AT 2 FH AR E AR RS2 (RS A -

{5 UNDEFINED ff 0y EL % R i 045 72 BOE I A W S48 MU FTH G 1 S (E - IEE 2R
FRG I EZTT S HR 0L B iR N E R BT . HARIE RS 71 S (T 7 HE

FMTUE 58S : frk S IMEFE - ®EEIT2011E5A20H



locale(5)

Bl o QIRARFERE UNDEFINED 7 5 I H 4 B gwlis 71 5 (0 & AR 2 R IR E R F
5 MR - RESHE, PR TI R EE TR RN T E5 R -

B collation-element [ AT G FE FH T8 SO BRT 2 FANE « RANEE Bl £24%
o B MRIERFEE X ENE, B D RERIEE M A, RS . TTLL
HFANECEE % 4 collation-element 7 BCAHRIAUALEE 5 Q1ERX B T 22 BA FHIEI AU 4
H, WeElB TR %383 ERpiT . ST MMER. 52 IGNORE
MR 2B, BRIEFER order start BT AN AR FIHEE T position B
B - Ra, RIETRIMX I E LN E TR o QIR AR I Less
ROME, WPRX T —MUESBEE %I, HREE] LR {coLL WEIGHTS MAX} -

AU kv S # 5 E i R

fF ~ <collating-symbol> ~ <collating-element> ~ HUE 5 BUREATT 5 IGNORE 7 o HLAF
£ ~ <collating-symbol> B <collating-element> I AE T BT 5 BT B 7 51 FR )
AMNLE, MARFAES - ik, AREPBCERE, Mk TR T RE T
RIS RN - {5 43 e 46 1208 B T 22 AR I {1 2R3 s o AR

O 2 W T 5 B 2 A BB AT BT S RO - RN T
<eszet> fHRE | FHTHI “<s><s>” {ENRNER . NPT HLEZHT LR HELHIFT S <eszet> F

FFER BN <s><s> (RE <s> BABMIE <s>) o WRLIIE <eszet> Fll < s><s>
TE SRR, MU FRFE ss & BT E -

I EWE S TR R TR TR E 100N 2 2 BOME—ROANEE . AR T A A
My« e e ZCBRE =X UNDEFINED IR AT 5 15 R Y AT BB 16 O T 1 2 7 B AR Y 3=
NE (B, BTR—FE)  (ENERNEIS S 2R, %277 PR 714
AME—AE, UAESE T AR L F AR I - QR BB TR 2
W 55 th AN 2 RS 5 UNDEFINED s WIS P 0 5 VE AN S 2 I B 2R

FHFFIRSCBE T 1GNORE {E AL EE I, M EFH 7E TGNORE (Y25 1l {58 FH AN B b s 1+ et
I R2RRETR, BT R A BHIT R M . EIENZRA AR LA
L, SZHEALEERY 16NORE SENFIRY AT A FAF Rk — Rk -

AT R FRR R VBB TR E S -
B, M =

<a> <a>;<a>

FHT

<a>

R R EME S, WA] DU s SRR F HiZams SRRy
HUESE BN TR -

IR 7 H g SCR RS PR 5 SCIE M ZRak A 75 46 5 RIX AR T 20 -
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order_end X &=

LC_MONETARY

272

aNUE
order start forward;backward
UNDEFINED IGNORE; IGNORE
<LOWw>
<space> <LOW>; <space>
<LOW>;. . .

<a> <a>;<a>
<a-acute> <a>;<a-acute>
<a-grave> <a>;<a-grave>
<A> <a>;<A>
<A-acute> <a>;<A-acute>
<A-grave> <a>;<A-grave>
<ch> <ch>;<ch>
<Ch> <ch>;<Ch>
<s> <5>; <S>
<eszet> "<s><s>"; "<eszet><eszet>"
order_end

— 77 T
TR T -

1.

UNDEFINED MK . HEFHIDR 2% & LRI @A 75 (R B8 e so@Ent
EUEEHEE) o W FENFRERN, FHE X e FZ /i T T

<space> Fll <a> Z AT F4F A MR EEH8EE, SNFRMTAER TH
L ETICIED

Ji

3. BT REFHEVNGFIF a WHTH FH R THFE R EFREE

L FIF TR <ch> MRS <ch> T, BT 5 2 FRF M ITE <ch> HHIFRY

BEPRN 2% H AL order_end KHEFEEE -

LC_MONETARY I Y T X B bt i EEE BRI AAIRF 5 - JEit
localeconv(3C) PRIEL AT IREGX LA B

TEVE & MR B SCT DUR I o 38 SO 5 BRI, X EET Y 4 R
localedef(1) SERRR T RGN 8 T o X EE R FR LT <locale.h> HIE LI
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locale(5)

Leonv G5B B # K « X T RAGERIRE LA Localeconv BIEUR M {CHAR MAX} ; *f
TARIGEIA N AT FAF B MHR A 255 H (") -

FETE S BRSO KSR ERUR T H - W TRy, TP HRE e
e RIBPHURHET - ENZS TR R T E (") S IR E N -1 B # T H
THRZEEESHEDA T -

int_curr_symbol

currency _symbol

mon_decimal point

mon_thousands_sep

mon_grouping

positive sign
negative sign

int frac digits

EPR SIS o BOEEGE — MM HBRR FAF . [l
=TI SRS 150 4217 brufEda E i 7 REEUE PR BT AT
o BIUANFRHE M TR EPR ST A5 5 6 SR
Fe

FITEA M BT T S H 717 8 -

BRIFBCE RS TSI TTE, U SERMREE
HRET R DR (EEFF) -

BRIFBCE RS NS TR, U SERMREEE
FH RS 20— 2B 5 B 22 0 2 5 ) 73 R AT

& BT AR A SR P H B TR RN - RFECR R 25
DR —RINRE - B REEE B - HPR TR &
— BT SRR A2 BT B A AN, R B
O UREEH - R RE— MR E -1 W E—PE (W
RE) AR THRNT - MRRRE B0
-1 WASITHE— DRy 708 -

NIHZ mon_grouping KEEFHI— MR - BUE B EM
FHI{E N 123456789, mon thousands sep s F3RE/x T4
RiEER o B = E7R T 1SO C RIS L FIF 58 . localeconv
FRPESCRE 5 FZ 2 157 R SRad R 20 21

mon_grouping Formatted Value ISO C String

3;-1 123456'789 "\3\177"
3 123'456'789 "\3"
3;2;-1 1234'56'789 "\3\2\177"
3;2 12'34'56'789 "\3\2"
-1 1234567898 "\177"

TEIREERBIR,  {cHAR MAX} B/ \JEHIE ) 177
FFHem3dE B R 2 5 AR A AT 6 -
F a7 U E RS R 5T AR A 71 B

?%ﬁ%ﬁﬁﬂﬂint_curr_symbolHﬁzgj\ﬁgﬂ3$§ftﬂgiﬁ§iquﬂﬁd\§ﬁ§ﬁ
T (B PR A MR ) DL -
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frac _digits

p_cs precedes

p_sep by space

n_cs precedes

n_sep by space

?%/Tfﬁ*i)ﬂ currency symbol Hif 5 A 57 A% =N £l i H b/ NECRR
F (BRI D BR T A MPTET ) MR .

T£:84E SUSv3 bERI RN FHFREFH . 25 currency symbol {iL T
HAEJEMEMSTMEEE G W2 E N 1. aR
YRS THEZE, WEIEN o HHEL

FEAEE SUSv3 FRUERIN HFEFH . 4128 currency symbol BY
int_currency symbol i T-EAEIEA{EN T HEEE 2 AT, W
;El%ﬁj]lﬂﬁ%ﬁy WREF ST EZE, NEIRE o
B

1848 SUSv3 bR R . QSR AR (s A 215 1%
currency symbol 5 B HIFAEM T M ERERA. NEiZE
o FURERL. WIERMHA T SRS SEME T, NERE
N1PEEL MREH T EMEZF S5 SFRAE (QR
FHAR) BEIF. N2 BN 2 BHEEL

TEAEAE SUS3 FRAERIN FRE - SRR = bR
currency symbolﬂilnt curr_symbol %Eﬁfﬂzﬁﬁﬂ/} T AL
SEMRTT W IRE Ty o FUBEEL R T =M% 5
S{ERR MR IRE N L8R SRR T = 1‘%Huﬁﬂ7
S5HSFRER (FRAHER) FRIF. M2iRE R 2

FEIBAE SUSV3 SRAER R FAFR . 42K currency symbol i T
BATENEMEEE A WDERE D 1R WR%Z
FFEMTEZE WERRET o HIEEEL -

TEAN A SUSv3 bRdERI RN FFEZH . WIER currency_symbol B
int_currency symbol i TEAE AEM T HEREME 28I, T1E
WE N LR MRS TEE. WRIRE N o
.

TE181E SUSV3 FRERIRN R P ISR RS
currency symbol 5 B A{EM T M EENRIT. WEIKEN
o VREEL, QIR 1% SICRAZTE S SEMRF. TZREN1
PRl IR 7 BB S 55T H (UERE
AF) FEFF. MLZIE N 2 FIREEL .

TEANBAE SUSv3 ARAERI N TR PR QAR AR FH 2 i K
currency symbol BY int curr symbol 'ﬁﬁﬁﬁﬁﬂ’] T =
{ERGAF, WEIRE Sy 0 FORERL, WA T S e S
EREA . W2 IRE 1 IR WUERH T 5%8 55
FFEFRE (EMEA) BRI, MR REDD 2 L
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p_sign posn

n_sign posn

int p cs_precedes

int n cs precedes

int p sep by space

int n sep by space

WENEMEREL, feraE B ERER TR
("] positive sign- HJIH%I %1 p sign posnFlIn sign posn %
AR

TE181E SUSV3 FRERI RN R 7 H
0 S S B EF currency symbol FEELE

1 FFESFEREATEEM currency symbol ZH -

2 FEFREAMTEERM currency symbol ZJ5 -
3 TFSFERFHRALT currency symbol ZHf -
4 TFESFRFENLT currency symbol ZJ5 o

TEAS E4E SUSv3 bRuEff N e
0 {FHFESEECEM currency symbol B int curr symbol
FEECR -

=2 A

1 FESFHFHEATEEM currency symbol B¢
int curr_symbol ZHifo

2 FFESFREATEEM currency symbol B
int _curr_symbol Pl

3 TFSFERFHEALT currency symbol B int curr symbol &

o

SERFHRAT currency symbol BY int curr symbol &

AN
maE =

BEAHAMER L FER AR E L 07 B RS 20 5T T AR Y

negative signeo

U int_curr_symbol i T EAAEAEM ST AR B 2 A W
EREN LB MR ZFSUTEZE. WEEE e
R

IR int_curr_symbol i TEA MEM T HELEE 2 Al N2
&Eﬁ TEE. MRS TEZE, WERED o Y

ZX o

ﬁﬂ%*ﬁﬁﬁ%*@ﬁ int _curr_symbol Eﬁﬁﬂfﬁfﬁﬂ@ﬁﬂaﬁ%
ERTF. WZ2IRE D o R WIERMHEA T =55
ERRTF. WZ2IRE 1 REEL WERER T8 Zf 55
FE5FRrE (AERMAR) FEF. WRIRED 2 (5 -

MR EFHZMHE int_curr_symbol 588 f{EAI T HELEE
BT, WLZIZE T o EEEL WURMH T =% 5 518
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BT MR IRE N 1RBEL REEA T S R%F 5 5 1%
SEAFEHR (ARMAE) BT NERRE R 2 AR

int p sign_posn BN EAMMEREE, FE R UM E L R 5t s =X 1 Bt
HUE M positive_signe A[IHAI T4 int_p_sign_posn fll
int n_sign posn EEN{E :
0 HAESHEEM int_curr symbol $HACE o
1 FFSFEHFRATEERM int_curr_symbol ZHif
2 PP FRFERALTEEF int_curr_symbol ZJ5 -
3 FTFEFMREAMT int_curr symbol ZHij -
4 FTFEFREAT int_curr symbol ZJ5 -
int n sign posn B NHEAMEREEL. FER U € L7 FE R bt g i 1 62

BE negative_signo

TR T AR AR

p_sep by space

2 1 0

p_cs_precedes=1 p_sign_posn=0 ($1.25) ($1.25) ($1.25)
p _sign posn=1 +$1.25 +$1.25 +$1.25

p_sign posn=2 $1.25+ $1.25+ $1.25+

p_sign posn=3 +$1.25 +$1.25 +$1.25

p_sign posn=4 $+1.25 $+1.25 $+1.25

p_cs_precedes=0 p_sign_posn=0 (1.25 $) (1.25 %) (1.259%)
p_sign posn=1 +1.25 $ +1.25 $ +1.25%

p_sign_posn=2 1.25% + 1.25 $+ 1.25%+

p_sign posn=3 1.25+ % 1.25 +$ 1.25+%

p_sign_posn=4 1.25% + 1.25 $+ 1.25%+

THEAH T POSIX 1B 5 MR BT s U@ S o (RIBHIRIA T localedef(1) FiIA > F
HHTHEEME AR, HEIT localeconv(3C) F nl langinfo(3C) F¥= - POSIX iE S
BRRIEE A -

LC_MONETARY
# This is the POSIX locale definition for
# the LC_MONETARY category.
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locale(5)

LC_NUMERIC

#

int curr_symbol
currency symbol
mon_decimal point
mon_thousands_sep
mon_grouping -1
positive sign "
negative sign

int frac_digits
frac digits
p_cs_precedes
p_sep by space
n_cs_precedes
n_sep by space
p_sign _posn
n_sign_posn
int_p_cs_precedes
int p sep by space
int n_cs_precedes
int n sep by space
int_p_sign_posn
int n_sign posn

#

END LC MONETARY

% H n/a 8715 POSIX i& & Mk R FR 1% 4H -

LC_NUMERIC FHIE SO T 1% B AE 67 i e (S EAS AR 7 5 -l
Localeconv(3C) PREL ] IKHIGX EE(F & -

TETE SRR E LT DU N Hl . & B S TR, XEEiR) ZFRE localedef

SEAFR T TR IR R B o XL Z PR BT <tocatle. h> HHZE I lconv S5 IR B G
BFR o X TRIGENEEEI. localeconv() FEGR A {CHAR MAX} ; X T-AFEEBA /N
N FRE R R [ 23 7R/ (1) o

TEVE 5 M@ SO, X ERCR AT R o X FREECHE Y, AT s HRE R 5%
e RARPAYRHET - RE NS TR FAT B E () B IR E ) -1 B EOC R
TR ZEAETE S BT A AT AT DL PR SR8 7

decimal point  IEECEESHEANFESHFERE. T SEIERMENEERE
HRATE SRR (BFER) « WRBFEAREEIEI H AR
BHNEFL R o TEMANFRAER decimal point FRHIN B F 1 RIEFEE
. $5E 2 F TR FRIEE RO RFEE -

thousands_sep  IRIFECERGIHANFTSHIFR . ZAFSEAE RN EIELE
RS 20 2L 5 BT 22U RS B 70 BT o AEAH R ARAERE
thousands_sep PRI B F TR B, $HE £ 7 TR IFRIIEE R
HNARFETE -

T T T
L I B e B R S Y
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locale(5)

LC_TIME

278

grouping & ARG MM EE A BH TR/« BEECEER 5 B8
I — RV . BRI EF —HP R TF ML B DEEE
B EAE 3R o PRI ETE AR KN, IEEEEEUE EEEE -
REE—1MEEAE -1 W E—PE (WRE) A NSEEH
FTHRHT . IREREF—TBEE -1, WARITH P T
5 7 POSIX 1 5 MR AV AE B i AE RS 208 S o (XY FRAA T
localedef Hii A KL H THFENEE . {HEM T localeconv [EF

nl langinfo W

LC_NUMERIC

# This is the POSIX locale definition for
# the LC NUMERIC category.

#

decimal point "<period>"

thousands sep

grouping -1

#

END LC_ NUMERIC

POSIX B EINME langinfo localeconv() localedef
151 & BE =] &
decimal_point " RADIXCHAR
thousands_sep n/a THOUSEP
grouping n/a - " -1

% H n/a 8715 POSIX i& & ¥t R PR %A -

LC_TIME EHIE Y date(1) SFRFFEHREA TR 720, HE20

strftime(3C) ~ wesftime(3C) ~ strptime(3C) Fl nl langinfo(3C) EEMIIT N - HTF C
TS V5 RIRNE S EAEEE 2 L RORMIE] . Rt Ha 5T 7 Ui« 4T85 SR
TES AR AT R

abday EMEEE TEHA. 5 sa FEAARF (strftime() ~ wesftime()
Fl strptime () EREXFHIAEHRANNE ) XA o #AEEERE A5 0 FRn
FRBHR B PMEEEESH . BE—DFERFR 25 E2HEX N
PIR—REEE APk R DN FRE RS 2N NAIE— KNS
BIR. RIS -

day ENTEBTIEHAIR, 5 sA FERIERRFNN - #ERBE N 59
PR ERF R, B—PMEEENG IS . BN EFHESZEE
XFRIHR— R TERE A FR, 5B AR E 2 S 2 AN — R
TEEEAIR, MU EHE -
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locale(5)

abmon

mon

d t fmt

date fmt

d fmt

t fmt

am_pm

t fmt _ampm

era

XGRS A 40K 5 sb FBERFT AR - IR+ =057
BT R, B — MRS ENE S H . - FFRE i
—MA (—H) WEEEIR. BoATFRHRER P HANGEE 4
PR ARIE SR HE -

TEXGERAM AR, 5 w8 FERAMATT XN « BIESH =105
BRI FAF R, B — MEEENE S H . BN FFHE —FihE
—MH (—H) WEBAK £ oNFEHHEE P HERES
PR RIS HE -

TE SCHERN. HEAFNET R FRIE R, 5 sc FERIATTX N o #ERH—
NFEFFRAER, WUEESFHNTERMERFITEAES - i ZF
FRERIEAT LS5 U HI A\~ \a~ \b~ \f~ \n~ \r~ \t~ \veo

TE XFHR H BRI AR R R, 5 sc FEIRTFX N « #VERhE—
NFRFERER. T EEFHMTFEMREEHE - 1A, %F
FFERE AT LB AT UFHI AN ~ \a~ \b~ \f~ \n~ \r~ \t~ \vo

ﬁlﬁ@ﬁ%%ﬁ%ﬁ,Smiﬁﬁﬁﬁﬁ@oﬁﬁﬁm—ﬁiﬁ
AR TTUESFRMNTFEMATTIEEAS - AN ZFFHIE
ATCLELEHE SUFHNN ~ \a~ \b~ \F~ \n~ \r~ \t~ \ve.

EXAHRE BRI, 5 ox FERRTTX N « AEEEH — 1 FFF
AR TUESFRMNTFEMATIEEAS - AN ZFFHIE
ATLLELEHE SUFHINN ~ \a~ \b~ \F~ \n~ \r~ \t~ \vo

X EFMTFFFHRHNERIER. 5w FBAHIRTT XN -
VR D5 D BERY A BB B — D EREXE S . B—1
FTHAETEFEENN ®E - M FHRETTFEENL-
PLam pm 9 12 /NI kg 20 SRR R R TE N 5 or 7Bk
FIRER o SRIEECH — AT B T DL & 1 R 7 B A 1 O
BHE - MRZFRRNZ, WHES TS PASE 12/ -

S S E M R BT T RO s -« SR PERCER 205 70 bR
HIFAF ERELRE - BT AR BA T AR R EL -

direction:offset:start_date:end_date:era_name:era_format

HA & A8 8 T R E - T 2 IR, BRI
KT R P HERR L VAR FERIRA

IR TG [F] AT BEAN 2 B AU B TR AN 28 TC i B AR T
IRRS TR A TC VR 1 A 1 HIET— K, FEAESEE] 5 AR [A] -

direction + B - FFF o + FRHETEE start_date BFAR IR T/ )N
TH2T end_date AR UL - — FRHE T
start_date BVFARHIEUT KT BT end_date FIFE-A7 BOEL

e

o
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era_d_fmt
era t fmt
era d t fmt

alt digits

offset B AR AR start_date FISEDIELT . 5 %Eg Fll 5By F
BERERTE RN o

start_date  yyyy/mm/dd F& I H B FH yyyy < mm T dd 73 512
IR - A B EIECE - AT 1 E2ZBTRF 0
PR -

end_date 5 start_date t8 XAMHEPRHMCE R B, 80 N AR
TRIE — B+ 22— o (B - FER 4SS H i fa] i
o B+ FEREE R H WU [RI D 2% 5o

era_name FRBHC AR TR, 5 sec FEIATF XA o

era_format AT IRERNKHERIE X FRF R, 5 «EG Fll sEY F
B AR T R o

TESCE B RFREN B 5 obx FBHR TR o

TE SO E AR U AR 20, 5 oex FBARIAR X R -

TE SO & MR AE R A AR A&, 5 sec TFBERIARTEXT R -

X FINERA S, 5 %0 FERARTHEMT AN - #FE 5

SRR TR R B NSNS H . BN FER R RS T

MBS, B oDTFRBZES NN S, RIS &2l

DUFEE 100 NMEFF S FRF R o w0 MR E ] 5 i 7 B R

PG E B R N FAF B AU ZAE -

lcTMECIBEEHE AT AVIMILL M E R« XEAE B X R T <tanginfo.h> HIE L& &
nl langinfo(3C) FKELHISEN

ABDAY x

DAY x

ABMON_x

MON_x

D T FMT
D_FMT

T FMT
AM_STR

PM STR

T _FMT_AMPM

GE TAEHAMR (B Sun) - Hrfx @ 18] 7 Z[p)— DT

TR TIEHAM (B0 Sunday) - Hrx 2157 2 [FH—1E
=,

S A ER (B4 Jan) - HA xR 1 512 ZFEE—D .
i%%ﬁﬁ%%(ﬂmhmmﬂaE$x%1ﬁm2ﬁ%*¢§
%o

FHRZ ) H HHFIE (A 2R =

R H IR RE A -

FHRZ I A R -

MR BT RS -

TN N FREE -

AM_STR Fl1 PM_STR. [ 12 /NI N AR B B R T =Ko
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locale(5)

ERA

ERA D FMT
ERA T FMT
ERA D T FMT

ALT_DIGITS

AR B TR & BB i d S Qo H5MT o e

1o BRI EA TR

direction: offset: start_date: end_date: era_name: era_format

HrP Ry S ER S E N R E XL o AT LR 2 IR BB, BAARER L

RT P T EHIR 2 D A AR IR o BB BB 735 70 B

IR TGN F] AT REAN 2 B SR I TR A8 TC BT 2 AR TF

BRI RN ATE VR 1 H 1 HEET—K,  Hte iSRS 5 LRI A] o

direction + 8- FIF o + FRAHEREIE start_date BFER IR/
THEIT end_date (I ELT - - FRAEFETREGT
start_date WY ECT K THE end_date (AR 5L
Fo

offset I B 20T start_date (AR R -

start_date  yyyy/mm//dd ¥ HA yyyy~ mm H dd 73 512
IHOTIRRIEDr ~ RO A HIRE Y« ATT 15 Z BT AR
1 AR

end_date 5 start_date AR AREE R I, o0& MM
TRIE —* B0+ 22— o {H —* $ERE5 T H W0 (R e
B0 B+ FERES R H I R0 2%

era_name B AR, 5 sec B xT 1 o

era_format  WHUHFERIIRE . 5 seY I seY FEHALTERT R o
FAHRR .

5 S HERHN AR R X, 5 sex FEA IR R XTA -

5 5 SRR B AR A& X, 5 sec FEHMARRF AR -

BFRIBERA S, 5 w0 BHATUEMT NN  1Z{EHE 25 2RI eT
SHE . BE—PMHFESENNTFNERTS. E-MFSENNT—
TS, bR . HRZ T LUFEE 100 MRS TRERT EA
T 5 DL R U F RO 5L il BT 2 TR B 6] B 5%

% : date(l)~ strftime(3C) - wesftime(3C) fll strptime(3C) -

localedef langinfo g'fz:ﬁ

XgF BE EAFF

abday

day

abmon

ABDAY x %a

DAY x %A

ABMON x %b
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locale(5)

LC_TIME EFIER

282

localedef langinfo iR
KEF BE BEEARF
mon MON %B
d t fmt D T FMT %C
date fmt DATE_FMT %C
d fmt D FMT %X
t fmt T_FMT %X
am_pm AM_STR %p
am_pm PM_STR %p
t fmt _ampm T FMT_AMPM %I
era ERA %EC, %Eg,
%EG, %Ey, %EY
era_d_fmt ERA_D_FMT SEX
era_t fmt ERA_T_FMT %EX
era d t fmt ERA D T FMT SEc
alt digits ALT DIGITS %0

JRUE POSIX 18 5 FAEE i i sL “ BL A T

(B AR R) #5—

PMFRHEER AR

5 AAEHAE S ST A TR o QIR B 2 F) o H PR B

R BRI RE e A]

ALk YNGR

LC_TIME H1%} abday ~ day ~ mon Fll abmon FUTBARE & T R A XASHIHDT (—

7Rk~ —HFEEE121A -

I E -

[HEEE) -

ARSHHEAAT

LA H 3 2 ﬂ%ﬁ@?ﬁ%%

MBS T Y date fll strftime(3C) FTFE @ WIHRRE . 55 ] 2% S 8l X6 R iY77 B
IR — MEMTF S IR R F B AR TE (9140 Ex) ZHAK - QSR SEIA R 0]
BT, B A NS AIE S MR E v, X B IR T A A 0 (5 42
FERARRF - Flan. BRELL T RB T

alt digits "oth" ; "lst" ; "2nd" ; "3rd" ; "4th" ; "5th" ; \
"6th" ; "7th" ; "8‘th" ; ||9th|| ; "].ch">
d fmt "The %0d day of %B in %Y"

TE 71411776 %sx F-EBGIRFF 42K “The 4th day of July in 1776”17l 7/14/1789 f45 5 H
“The 14 day of July in 17897« IR RENH TR H K o 0 M L EH T2t date
&= H SO B B 5 T

FMESES - b INETE - REEIT2011E5H820H
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locale(5)

LC_MESSAGES LC_MESSAGES ZEJIIE Y e LRI & P i (1 4% X FI1E -
DL R F2IRTNE S HELE U —E8 5« nl_langinfo(3C) BRELFEEZATPY
KT KGR -

yesexpr BUERH — Y R ENFRIARXER (152 W regex(5)) » Z%FRIAXHA
TR EE E M R N R [ AT B E R R o

noexpr  FR{ERH — P RIVIENZOA AR, ZRA R T = H e e h E
A R TR A 42 52 70 S PRI o

yesstr  HR{ERE—PMEEFR AR (N2IEMNFRIAR) e AR AT U Z
FAF B GRS — R A H AT 2B B E R A S B e R T o oy
HE -

nostr PAERL R — D EE R R AR NARF R T RS — 55 H
A 22 W5 E RN VS R o POSIX 1 & PR AN R PEFN S 8 e N A %
KAMEL TR s SRR T localedef Fii A, F&hH TG
B, {H&EMT nl langinfo() H& -

LC_MESSAGES

# This is the POSIX locale definition for

# the LC_MESSAGES category.

#

yesexpr "<circumflex><left-square-bracket><y><Y>\
<right-square-bracket>"

#

noexpr ‘'<circumflex><left-square-bracket><n><N>\
<right-square-bracket>"

#
yesstr "yes"
nostr "no"

END LC_MESSAGES

localedef KHEF langinfo B& PoSIX FEEIMEE
yesexpr YESEXPR "AlyY]"

noexpr NOEXPR "~nN]"

yesstr YESSTR "yes"

nostr NOSTR "no"

TEBIE SUSV3 PRERIN FIREF . REZUEE X yesstr Ml nostr I E -

HiE&0L date(l)~ locale(l)~ localedef(l)~ sort(1)~ tr(1)~ unig(1)~ localeconv(3C)~ nl langinfo(
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locale_alias(5)

5| A& locale_alias — 18 5 55 AR A1 44 S HAHR I HLTOE 5 H R AR
ik ARG BTN ZRPMHES TSR ATREA

1. EESHEEE (U setlocale(3C) HATTEE ) ANEEN R EHEEE KA (4
gettext(1)~ catopen(3C) il gettext(3C) HHATTEE ) HAlA] H25z i EIFER HIAL
B SR AMRMES SR AAE (WRE) -

TEMLESEFE . 1B S AR B IS8 B AR EE o 2t LT 77 bRl - Y
RN F A TN . DUER T RERV LB I filan. @idiX
FARAEIL . AR AA.UTF-8 Z EITE S ML IR Z ShnEN T AR AA. utf8 TENIE R
WE, KI5 5 NELET R —H e R T SRR A i TR . DUk
HAEIES TR AR -

WAFBEYU 72 2 FHE SR LB AW FATR - HT REEH E B R 23EE
§I$%ﬁ% Solaris [ AN F#1E S MG, URTRS W] GEs A HMNFLTEE S

B
Locale Name Alias Canonical Locale Name
AR _AE ar AE.UTF-8
AR _AE.UTF-8 ar AE.UTF-8
AR_BH ar BH.UTF-8
AR BH.UTF-8 ar BH.UTF-8
AR DZ ar DZ.UTF-8
AR DZ.UTF-8 ar DZ.UTF-8
AR_EG ar EG.UTF-8
AR EG.UTF-8 ar EG.UTF-8
AR JO ar JO.UTF-8
AR JO.UTF-8 ar JO.UTF-8
AR _Kw ar KW.UTF-8
AR _KW.UTF-8 ar KW.UTF-8
AR_MA ar MA.UTF-8
AR _MA.UTF-8 ar MA.UTF-8
AR_OM ar OM.UTF-8
AR OM.UTF-8 ar OM.UTF-8
AR QA ar QA.UTF-8
AR QA.UTF-8 ar QA.UTF-8
AR SA ar SA.UTF-8
AR SA.UTF-8 ar SA.UTF-8
AR TN ar TN.UTF-8
AR TN.UTF-8 ar TN.UTF-8
AR YE ar YE.UTF-8
AR _YE.UTF-8 ar YE.UTF-8
AS IN as IN.UTF-8
AS IN.UTF-8 as IN.UTF-8
AZ AZ az AZ.UTF-8
AZ AZ.UTF-8 az AZ.UTF-8
BE BY be BY.UTF-8
BE BY.UTF-8 be BY.UTF-8
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http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Asetlocale-3c
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1gettext-1
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Acatopen-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Agettext-3c

locale_alias(5)

BG_BG bg BG.UTF-8
BG BG.UTF-8 bg BG.UTF-8
BN_IN bn_ IN.UTF-8
BN_IN.UTF-8 bn_IN.UTF-8
CA_ES ca_ES.UTF-8
CA ES.UTF-8 ca_ES.UTF-8
CA_ES.UTF-8@euro ca_ES.UTF-8
CA_ES@euro ca ES.UTF-8
CS_cz cs CZ.UTF-8
CS_CZ.UTF-8 cs_CZ.UTF-8
DA DK da_DK.UTF-8
DA DK.UTF-8 da_DK.UTF-8
DE_AT de AT.UTF-8
DE_AT.UTF-8 de_ AT.UTF-8
DE_AT.UTF-8@euro de AT.UTF-8
DE_AT@euro de AT.UTF-8
DE CH de CH.UTF-8
DE CH.UTF-8 de CH.UTF-8
DE_DE de DE.UTF-8
DE DE.UTF-8 de DE.UTF-8
DE DE.UTF-8@euro de DE.UTF-8
DE DE@euro de DE.UTF-8
DE LU de LU.UTF-8
DE LU.UTF-8 de LU.UTF-8
DE LU.UTF-8@euro de LU.UTF-8
DE_LU@euro de LU.UTF-8
EL GR el GR.UTF-8
EL GR.UTF-8 el GR.UTF-8
EN_AU en_AU.UTF-8
EN_AU.UTF-8 en_AU.UTF-8
EN_CA en_CA.UTF-8
EN_CA.UTF-8 en_CA.UTF-8
EN_GB en_GB.UTF-8
EN_GB.UTF-8 en_GB.UTF-8
EN_GB.UTF-8@euro en_GB.UTF-8
EN GB@euro en GB.UTF-8
EN_HK en_HK.UTF-8
EN_HK.UTF-8 en_HK.UTF-8
EN_IE en_IE.UTF-8
EN_IE.UTF-8 en IE.UTF-8
EN_IE.UTF-8@euro en IE.UTF-8
EN_IE@euro en IE.UTF-8
EN_IN en_IN.UTF-8
EN_IN.UTF-8 en_IN.UTF-8
EN_NZ en_NZ.UTF-8
EN_NZ.UTF-8 en_NZ.UTF-8
EN_PH en_PH.UTF-8
EN_PH.UTF-8 en_PH.UTF-8
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EN_SG en_SG.
EN_SG.UTF-8 en_SG.
EN_US en_US.
EN_US.UTF-8 en_US.
ES AR es AR.
ES AR.UTF-8 es_AR.
ES BO es BO.
ES BO.UTF-8 es_BO.
ES CL es CL.
ES_CL.UTF-8 es CL.
ES CO es CO.
ES_CO.UTF-8 es_CO.
ES CR es CR.
ES_CR.UTF-8 es_CR.
ES DO es DO.
ES_DO.UTF-8 es_DO.
ES EC es EC.
ES_EC.UTF-8 es _EC.
ES ES es ES.
ES_ES.UTF-8 es_ES.
ES ES.UTF-8@euro es ES.
ES ES@euro es ES.
ES GT es GT.
ES_GT.UTF-8 es_GT.
ES_HN es_HN.
ES_HN.UTF-8 es_HN.
ES MX es MX.
ES MX.UTF-8 es_MX.
ES NI es NI.
ES NI.UTF-8 es NI.
ES PA es PA.
ES PA.UTF-8 es_PA.
ES PE es PE.
ES_PE.UTF-8 es_PE.
ES PR es PR.
ES PR.UTF-8 es_PR.
ES PY es PY.
ES PY.UTF-8 es_PY.
ES_SV es_SV.
ES SV.UTF-8 es SV.
ES US es US.
ES_US.UTF-8 es _US.
ES_UY es_UY.
ES_UY.UTF-8 es_UY.
ES VE es VE.
ES VE.UTF-8 es VE.
ET EE et EE.
ET EE.UTF-8 et EE.
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UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
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FI FI fi FI.UTF-8
FI_FI.UTF-8 fi FI.UTF-8
FI_FI.UTF-8@euro fi FI.UTF-8
FI_FI@euro fi FI.UTF-8
FR_BE fr BE.UTF-8
FR_BE.UTF-8 fr BE.UTF-8
FR _BE.UTF-8@euro fr BE.UTF-8
FR BE@euro fr BE.UTF-8
FR_CA fr CA.UTF-8
FR_CA.UTF-8 fr CA.UTF-8
FR_CH fr CH.UTF-8
FR_CH.UTF-8 fr CH.UTF-8
FR_FR fr FR.UTF-8
FR_FR.UTF-8 fr_FR.UTF-8
FR_FR.UTF-8@euro fr FR.UTF-8
FR_FR@euro fr_FR.UTF-8
FR_LU fr LU.UTF-8
FR_LU.UTF-8 fr LU.UTF-8
FR LU.UTF-8@euro fr LU.UTF-8
FR_LU@euro fr LU.UTF-8
GU_IN gu_IN.UTF-8
GU_IN.UTF-8 gu_IN.UTF-8
HE IL he IL.UTF-8
HE IL.UTF-8 he IL.UTF-8
HI_IN hi IN.UTF-8
HI IN.UTF-8 hi IN.UTF-8
HR _HR hr HR.UTF-8
HR_HR.UTF-8 hr_HR.UTF-8
HU_HU hu_HU.UTF-8
HU HU.UTF-8 hu_HU.UTF-8
ID ID id ID.UTF-8
ID ID.UTF-8 id ID.UTF-8
IS IS is IS.UTF-8
IS IS.UTF-8 is IS.UTF-8
IT CH it CH.UTF-8
IT CH.UTF-8 it CH.UTF-8
IT IT it IT.UTF-8
IT IT.UTF-8 it IT.UTF-8
IT IT.UTF-8@euro it IT.UTF-8
IT IT@euro it IT.UTF-8
JA JP ja_JP.UTF-8
JA _JP.UTF-8 ja_JP.UTF-8
KK_KZ kk_KZ.UTF-8
KK_KZ.UTF-8 kk_KZ.UTF-8
KN_IN kn_IN.UTF-8
KN_IN.UTF-8 kn_IN.UTF-8
KO _KR ko KR.UTF-8
KO KR.UTF-8 ko KR.UTF-8
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LT LT 1t LT.
LT LT.UTF-8 1t LT.
LV LV v LV.
LV_LV.UTF-8 lv_LV.
MK_MK mk_MK.
MK_MK.UTF-8 mk_MK.
ML_IN ml_IN.
ML_IN.UTF-8 ml_IN.
MR_IN mr_IN.
MR_IN.UTF-8 mr_IN.
MS_MY ms_MY.
MS_MY.UTF-8 ms_MY.
MT_MT mt_MT.
MT_MT.UTF-8 mt_MT.
NL_BE nl_BE.
NL_BE.UTF-8 nl _BE.
NL BE.UTF-8@euro nl BE.
NL BE@euro nl BE.
NL_NL nl_NL.
NL_NL.UTF-8 nl _NL.
NL NL.UTF-8@euro nl NL.
NL_NL@euro nl NL.
OR_IN or_IN.
OR_IN.UTF-8 or_IN.
PA_IN pa_IN.
PA_IN.UTF-8 pa_IN.
PL PL pl PL.
PL PL.UTF-8 pl PL.
PT_BR pt_BR.
PT_BR.UTF-8 pt_BR.
PT_PT pt_PT.
PT_PT.UTF-8 pt_PT.
PT_PT.UTF-8@euro pt_PT.
PT_PT@euro pt_PT.
RO_RO ro_RO.
RO_RO.UTF-8 ro_RO.
RU_RU ru_RU.
RU_RU.UTF-8 ru_RU.
SK_SK sk_SK.
SK_SK.UTF-8 sk_SK.
SL SI sl _SI.
SL_SI.UTF-8 sl SI.
SQ_AL sq_AL.
SQ AL.UTF-8 sq_AL.
SV_SE sv_SE.
SV_SE.UTF-8 sv_SE.
TA_IN ta IN.
TA_IN.UTF-8 ta_IN.
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UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
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TE_IN
TE_IN.
TH TH
TH_TH.
TR_TR
TR_TR.
UK_UA
UK_UA.
VI_VN
VI_VN.
ZH CN
ZH CN.
ZH HK
ZH HK.
ZH_SG
ZH_SG.
ZH TW
ZH TW.
Zh_CN
Zh CN.
Zh TW
Zh_TW.
af _ZA.
ar

ar_AE.
ar_BH.
ar_DZ.
ar_EG
ar_EG.
ar_EG.
ar_IQ.
ar_JO.
ar_Kw.
ar_LY.
ar_MA.
ar OM.
ar _QA.
ar_SA.
ar TN.
ar YE.
as_IN.
az_AZ.
be BY.
bg BG
bg BG.
bn_IN
bn IN.
bs BA
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UTF-8

UTF-8

UTF-8

UTF-8

UTF-8

UTF-8

UTF-8

UTF-8

UTF-8

GB18030

big5
utfs

utfs
utfs
utf8

15088596
utfs
utfs
utfs
utfs
utf8
utfs
utfs
utfs
utf8
utfs
utfs
utfs
utf8
utfs

utf8

utfs

te IN.
te IN.
th TH.
th_TH.
tr_TR.
tr TR.
uk UA.
uk UA.
vi VN.
vi VN.
zh_CN.
zh CN.
zh HK.
zh HK.
zh_SG.
zh_SG.
zh TW.
zh TwW.
zh CN.
zh CN.
zh TwW.
zh TW.
af ZA.
ar_EG.
ar_AE.
ar_BH.
ar_DZ.
ar_EG.
ar_ EG.
ar_EG.
ar_IQ.
ar_JO.
ar_Kw.
ar_LY.
ar_MA.
ar OM.
ar _QA.
ar_SA.
ar TN.
ar YE.
as_IN.
az_AZ.
be BY.
bg BG.
bg_BG.
bn_IN.
bn_IN.
bs BA.

UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
GB18030
GB18030
BIG5

BIG5
UTF-8
1508859-6
UTF-8
UTF-8
UTF-8
1508859-6
IS08859-6
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
1S08859-5
UTF-8
UTF-8
UTF-8
1508859-2

289



locale_alias(5)

290

bs BA.15088592

bs BA.utf8

ca

ca ES
ca_ES.8859-15
ca_ES.8859-15@euro
ca_ES.IS08859-15@euro
ca ES.1is088591
ca_ES.utf8
ca_ES@euro

cs

cs CZ

cs CZ.1s088592

cs CZ.utf8

da

da.IS08859-15
da_DK
da_DK.8859-15

da DK.is088591
da_DK.1s0885915

da DK.is0885915@euro
da DK.utf8

de

de.IS08859-15
de.UTF-8

de AT

de AT.8859-15

de AT.8859-15@euro
de AT.IS08859-15@euro
de AT.iso088591

de AT.utf8

de AT@euro

de BE.utf8

de CH

de CH.is088591

de CH.utf8

de DE

de DE.8859-15

de DE.8859-15@euro
de DE.IS08859-15@euro
de DE.UTF-8@euro
de DE.is088591

de DE.utf8

de DE@euro

de LU.utf8

el

el.UTF-8

el.sun_eu greek

bs_BA.
bs BA.
ca_ES.
ca ES.
ca_ES.
ca ES.
ca_ES.
ca ES.
ca_ES.
ca ES.
cs CZ.
cs CZ.
cs _CZ.
cs CZ.
da_DK.
da DK.
da_DK.
da DK.
da_DK.
da DK.
da DK.
da_DK.
de DE.
de DE.
de DE.
de AT.
de AT.
de AT.
de AT.
de AT.
de AT.
de AT.
de BE.
de CH.
de CH.
de CH.
de DE.
de DE.
de DE.
de DE.
de DE.
de DE.
de DE.
de DE.
de LU.
el GR.
el CY.
el GR.
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I1508859-2
UTF-8
I508859-1
I1S08859-1
IS08859-15
I1S08859-15
I508859-15
I1S08859-1
UTF-8
IS08859-15
I1508859-2
I1508859-2
I1S08859-2
UTF-8
I1S08859-1
IS08859-15
IS08859-1
IS08859-15
IS08859-1
IS08859-15
I1S08859-15
UTF-8
I508859-1
IS08859-15
UTF-8
IS08859-1
IS08859-15
IS08859-15
I1S08859-15
I508859-1
UTF-8
I1S08859-15
UTF-8
I508859-1
IS08859-1
UTF-8
I1S08859-1
IS08859-15
IS08859-15
I1S08859-15
UTF-8
IS08859-1
UTF-8
I1S08859-15
UTF-8
I1508859-7
UTF-8
I1S08859-7
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el CY.

el GR

el GR.
el GR.
el GR.

en AU

en_AU.
en AU.
en_BW.

en CA

en CA.
en_CA.

en_GB

en_GB.
en _GB.
en_GB.
en GB.
en_GB.
en GB.
en_HK.

en IE

en IE.
en_IE.
en_IE.
en IE.
en_ IE.

utfs

IS08859-7@euro
15088597
utfs

15088591
utfs
utfs

15088591
utfs

8859-15@euro
IBM-1252
15088591
150885915
150885915@euro
utfs

utfs

8859-15
8859-15@euro
I1S08859-15@euro
15088591

utfs

en IE@euro

en_IN.

en NZ

en_NZ.
en_NZ.
en PH.
en_SG.

en_US

en US.
en US.
en US.
en_US.
en_ZW.

es

utf8

15088591
utfs
utfs
utfs

8859-15
15088591
150885915
utf8

utfs

es.IS08859-15
es.UTF-8

es AR

es _AR.
es_AR.

es BO

es BO.
es BO.
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15088591
utf8

15088591
utf8

el CY.
el GR.
el GR.
el GR.
el GR.
en AU.
en_AU.
en AU.
en_BW.
en_CA.
en CA.
en_CA.
en_GB.
en_GB.
en_GB.
en_GB.
en GB.
en_GB.
en _GB.
en_HK.
en IE.
en IE.
en_ IE.
en_IE.
en IE.
en_IE.
en_IE.
en_IN.
en NZ.
en_NZ.
en_NZ.
en PH.
en SG.
en_US.
en US.
en US.
en US.
en_US.
en_ZW.
es ES.
es ES.
es ES.
es_AR.
es AR.
es_AR.
es BO.
es BO.
es BO.

UTF-8
1S08859-7
1508859-7
I1S08859-7
UTF-8
IS08859-1
1508859-1
UTF-8
UTF-8
1S08859-1
1508859-1
UTF-8
1508859-1
I1S08859-15
ANSI1252
1508859-1
I1508859-15
IS08859-15
UTF-8
UTF-8
IS08859-1
1508859-15
IS08859-15
IS08859-15
IS08859-1
UTF-8
1508859-15
UTF-8
IS08859-1
1508859-1
UTF-8
UTF-8
UTF-8
1508859-1
1508859-15
IS08859-1
1508859-15
UTF-8
UTF-8
IS08859-1
1508859-15
UTF-8
1S08859-1
IS08859-1
UTF-8
1508859-1
IS08859-1
UTF-8
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es_CL es CL.
es CL.is088591 es CL.
es_CL.utf8 es CL.
es CO es CO.
es (0.is088591 es CO.
es CO.utf8 es CO.
es CR es CR.
es CR.i1s088591 es CR.
es CR.utf8 es CR.
es DO.utf8 es_DO.
es EC es EC.
es_EC.1s088591 es EC.
es EC.utf8 es EC.
es_ES es ES.
es ES.8859-15 es ES.
es_ES.8859-15@euro es_ES.
es ES.IS08859-15@euro es ES.
es ES.UTF-8@euro es ES.
es ES.is088591 es ES.
es ES.utf8 es_ES.
es ES@euro es ES.
es GT es GT.
es GT.is088591 es GT.
es GT.utf8 es GT.
es HN.utf8 es HN.
es MX es MX.
es MX.is088591 es MX.
es NI.utf8 es NI.
es PA es PA.
es PA.is088591 es PA.
es PA.utf8 es PA.
es PE es PE.
es PE.is088591 es PE.
es PE.utf8 es PE.
es PR.utf8 es PR.
es PY es PY.
es PY.is088591 es PY.
es PY.utf8 es_PY.
es_SV es SV.
es SV.is088591 es SV.
es SV.utf8 es SV.
es US.utf8 es US.
es_UY es UY.
es UY.8859-15 es UY.
es UY.is088591 es_UY.
es_UY.utf8 es_UY.
es VE es VE.
es VE.is088591 es VE.
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I508859-1
IS08859-1
UTF-8
IS08859-1
IS08859-1
UTF-8
IS08859-1
I1S08859-1
UTF-8
UTF-8
IS08859-1
IS08859-1
UTF-8
IS08859-1
I1S08859-15
IS08859-15
I1S08859-15
UTF-8
IS08859-1
UTF-8
IS08859-15
IS08859-1
I508859-1
UTF-8
UTF-8
IS08859-1
IS08859-1
UTF-8
IS08859-1
I508859-1
UTF-8
IS08859-1
I1S08859-1
UTF-8
UTF-8
IS08859-1
IS08859-1
UTF-8
I1508859-1
IS08859-1
UTF-8
UTF-8
I508859-1
IS08859-15
IS08859-1
UTF-8
IS08859-1
IS08859-1
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es_VE.utf8 es_VE.UTF-8
et et EE.IS08859-15
et EE et EE.IS08859-15
et EE.i1s0885915 et EE.IS08859-15
et EE.utf8 et EE.UTF-8
fi fi FI.IS08859-1
f1.1508859-15 fi FI.IS08859-15
fi FI fi FI.IS08859-1
fi FI.8859-15 fi FI.IS08859-15
fi_ FI.8859-15@euro fi FI.IS08859-15
fi FI.IS08859-15@euro fi FI.IS08859-15
fi FI.iso088591 fi FI.IS08859-1
fi FI.utf8 fi FI.UTF-8
fi FI@euro fi FI.IS08859-15
fr fr_FR.IS08859-1
fr.I1508859-15 fr_FR.IS08859-15
fr.UTF-8 fr_FR.UTF-8
fr BE fr_BE.IS08859-1
fr_BE.8859-15 fr_BE.IS08859-15
fr_BE.8859-15@euro fr_BE.IS08859-15
fr_BE.IS08859-15@euro fr_BE.IS08859-15
fr BE.UTF-8@euro fr BE.UTF-8
fr_BE.is088591 fr BE.IS08859-1
fr BE.utf8 fr BE.UTF-8
fr_BE@euro fr_BE.IS08859-15
fr_CA fr_CA.IS08859-1
fr_CA.is088591 fr_CA.IS08859-1
fr CA.utf8 fr_CA.UTF-8
fr CH fr CH.IS08859-1
fr_CH.is088591 fr CH.IS08859-1
fr CH.utf8 fr_CH.UTF-8
fr_FR fr_FR.IS08859-1
fr_FR.8859-15 fr_FR.IS08859-15
fr FR.8859-15@euro fr_FR.IS08859-15
fr_FR.IS08859-15@euro fr_FR.IS08859-15
fr FR.UTF-8@euro fr FR.UTF-8
fr_FR.is088591 fr_FR.IS08859-1
fr FR.utf8 fr_FR.UTF-8
fr_FR@euro fr_FR.IS08859-15
fr LU.utf8 fr LU.UTF-8
fr_LU@euro fr LU.IS08859-15
gu_IN gu_IN.UTF-8
gu_IN.utf8 gu_IN.UTF-8
he he IL.IS08859-8
he IL he IL.IS08859-8
he _IL.is088598 he IL.IS08859-8
he IL.utf8 he IL.UTF-8
hi IN hi IN.UTF-8
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hi IN.utf8 hi IN.
hr HR hr HR.
hr_HR.1is088592 hr_HR.
hr HR.utf8 hr HR.
hu hu_HU.
hu HU hu HU.
hu_HU.1is088592 hu_HU.
hu HU.utf8 hu HU.
hy AM hy AM.
hy AM.utf8 hy AM.
id_ID.utf8 id_ID.
is IS is 1IS.
is IS.1is088591 is IS.
is IS.utf8 is 1IS.
it it IT.
it.IS08859-15 it IT.
it.UTF-8 it IT.
it CH.utf8 it CH.
it IT it IT.
it IT.8859-15 it IT.
it IT.8859-15@euro it IT.
it IT.IS08859-15@euro it IT.
it IT.UTF-8@euro it IT.
it IT.iso088591 it IT.
it IT.utf8 it IT.
it IT@euro it IT.
ja ja JP.
ja_JpP ja_JP.
ja JP.IBM-euclP ja JP.
ja JP.eucjp ja_JP.
ja JP.utf8 ja JP.
ka GE.utf8 ka GE.
kk_KZ.utf8 kk_KZ.
kn_IN kn_IN.
kn_IN.utf8 kn_IN.
ko ko KR.
ko.UTF-8 ko KR.
ko_KR ko_KR.
ko KR.IBM-eucKR ko KR.
ko KR.euckr ko KR.
ko KR.utf8 ko KR.
ku TR.utf8 ku_TR.
ky KG ky KG.
ky KG.utf8 ky KG.
1t 1Tt LT.
1t LT 1t LT.
1t LT.1s0885913 1t LT.
1t LT.utf8 1t LT.
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UTF-8
I1S08859-2
IS08859-2
UTF-8
I1S08859-2
1S508859-2
IS08859-2
UTF-8
UTF-8
UTF-8
UTF-8
IS08859-1
IS08859-1
UTF-8
IS08859-1
IS08859-15
UTF-8
UTF-8
IS08859-1
IS08859-15
I1S08859-15
I1S08859-15
UTF-8
IS08859-1
UTF-8
IS08859-15
eucJP
eucJP
eucJP
eucJP
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8

EUC

UTF-8

EUC

EUC

EUC

UTF-8
UTF-8
UTF-8
UTF-8
I1S08859-13
IS08859-13
I1S08859-13
UTF-8
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v
v LV

lv_LV.
lv LV.

mk_MK

mk_MK.
mk_MK.

ml IN

ml_IN.

mr_ IN

mr_IN.
ms_MY.
mt_MT.

nb_NO

nb_NO.
nb_NO.

nl

150885913
utfs

15088595
utf8

utfs
utfs
utfs
utfs

15088591
utfs

nl.IS08859-15

nl BE

nl BE.
nl BE.
nl BE.
nl BE.
nl BE.

8859-15
8859-15@euro
IS08859-15@euro
15088591

utfs

nl BE@euro

nl NL

nl NL.
nl NL.
nl NL.
nl NL.
nl NL.

8859-15
8859-15@euro
IS08859-15@euro
15088591

utfs

nl NL@euro

nn_NO

nn_NO.
nn_NO.

no
no NO

no_NO.
no_NO.

no NY
or_IN

or_IN.

pa IN

pa_IN.

pl

15088591
utfs

1508859-1@bokmal

IS08859-1@nynorsk

utfs

utfs

pl.UTF-8

pl PL

pl PL.
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15088592

lv_LV.
lv_LV.
lv_LV.
lv LV.
mk_MK.
mk_MK.
mk_MK.
ml IN.
ml_IN.
mr_ IN.
mr_IN.
ms_MY.
mt_MT.
nb_NO.
nb_NO.
nb_NO.
nl NL.
nl NL.
nl BE.
nl BE.
nl BE.
nl BE.
nl BE.
nl BE.
nl BE.
nl NL.
nl NL.
nl NL.
nl NL.
nl NL.
nl NL.
nl NL.
nn_NO.
nn_NO.
nn_NO.
nb NO.
nb_NO.
nb_NO.
nn_NO.
nn_NO.
or_IN.
or_IN.
pa_IN.
pa_IN.
pl _PL.
pl PL.
pl PL.
pl PL.

1508859-13
I1S08859-13
1508859-13
UTF-8
1508859-5
IS08859-5
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8
1S08859-1
1508859-1
UTF-8
1508859-1
1508859-15
1508859-1
1508859-15
IS08859-15
IS08859-15
1508859-1
UTF-8
IS08859-15
1508859-1
1508859-15
1508859-15
IS08859-15
1508859-1
UTF-8
IS08859-15
1508859-1
1508859-1
UTF-8
IS08859-1
1508859-1
I1508859-1
I508859-1
IS08859-1
UTF-8
UTF-8
UTF-8
UTF-8
1508859-2
UTF-8
1S08859-2
1508859-2
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pl_PL.utf8 pl_PL.
pt pt PT.
pt.IS08859-15 pt PT.
pt BR pt BR.
pt BR.1s088591 pt BR.
pt BR.utf8 pt BR.
pt_PT pt_PT
pt PT.8859-15 pt_PT.
pt PT.8859-15@euro pt_PT.
pt PT.IS08859-15@euro pt PT.
pt PT.is088591 pt PT.
pt PT.utf8 pt_PT.
pt_PT@euro pt_PT.
ro RO ro RO.
ro_R0O.1s088592 ro_RO.
ro RO.utf8 ro_RO.
ru ru_RU.
ru.UTF-8 ru_RU.
ru.koi8-r ru RU.
ru RU ru RU.
ru RU.iso088595 ru RU.
ru_RU.koi8r ru RU.
ru_RU.utf8 ru_RU.
ru UA.utf8 ru UA.
sh bs BA.
sh _BA bs BA.
sh BA.IS08859-2@bosnia bs BA.
sh_BA.UTF-8 bs_BA.
sk SK sk SK.
sk SK.1s5088592 sk SK.
sk_SK.utf8 sk_SK.
sl SI sl SI.
sl SI.is088592 sl SI.
sl SI.utf8 sl SI.
sq_AL sq_AL.
sq AL.utf8 sq AL.
sr CS.UTF-8 sr_RS.
sr_CS.1is088595 sr_CS.
sr_ME sr_ME.
sr ME.utf8 sr ME.
sr_RS sr_RS.
sr RS.utf8 sr_RS.
SV sv_SE.
sv.IS08859-15 sv_SE.
sv.UTF-8 sv_SE.
sv_SE sv_SE.
sv_SE.8859-15 sv_SE.
sv_SE.1s088591 sv_SE.
RE8iT20125F 6 A8 H

UTF-8
IS08859-1
IS08859-15
IS08859-1
IS08859-1
UTF-8

.1508859-1

I1S08859-15
IS08859-15
I1S08859-15
IS08859-1
UTF-8
IS08859-15
I1508859-2
I1508859-2
UTF-8
I1S08859-5
UTF-8
KOI8-R
I508859-5
I1S08859-5
KOI8-R
UTF-8
UTF-8
1S08859-2
I1508859-2
I1508859-2
UTF-8
1S08859-2
I1508859-2
UTF-8
1S08859-2
I1S08859-2
UTF-8
I1508859-2
UTF-8
UTF-8
IS08859-5
UTF-8
UTF-8
UTF-8
UTF-8
I508859-1
I1S08859-15
UTF-8
I508859-1
I1S08859-15
IS08859-1
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sv_SE.
sv_SE.
sv_SE.
ta IN
ta_IN.
te IN
te IN.
th

th_TH
th_TH.
th_TH
th_TH.
tr

tr TR
tr_TR.
tr TR.
uk UA.
vi VN
vi VN.
zh

150885915
150885915@euro
utf8

utfs

utf8

IS08859-11

.TIS-620

utf8

15088599
utfs
utfs

utfs

zh.GBK
zh.UTF-8

zh CN
zh_CN.
zh CN.
zh CN.
zh CN.
zh _CN.
zh HK
zh HK.
zh HK.
zh SG.
zh TW
zh TW.
zh TW.
zh TW.
zh TW.

IBM-eucCN
gb18030
gb2312
gbk

utfs

big5hkscs
utf8
utfs

IBM-eucTW
big5
euctw
utfs

sv_SE

sv_SE.
sv_SE.
ta IN.
ta_IN.
te IN.
te IN.
.TIS620

th TH

th TH.
th TH.
.T1S620

th TH

th_TH.
tr_TR.
tr TR.
tr_TR.
tr TR.
uk UA.
vi VN.
vi VN.
zh CN.
zh CN.
zh CN.
zh_CN.
zh CN.
zh CN.
zh_CN.
zh CN.
zh CN.
zh HK.
zh HK.
zh HK.
zh SG.
zh TW.
zh TW.
zh TW.
zh TW.
zh TW.

.1508859-15

IS08859-15
UTF-8
UTF-8
UTF-8
UTF-8
UTF-8

TIS620
TIS620

UTF-8
1508859-9
1508859-9
1508859-9
UTF-8
UTF-8
UTF-8
UTF-8

EUC

GBK

UTF-8

EUC

EUC
GB18030
EUC

GBK

UTF-8
BIG5HK
BIG5HK
UTF-8
UTF-8

EUC

EUC

BIG5

EUC

UTF-8

2. REYMEEN T Solaris 15 F AL, DEREEX REGHE B3 (4
gettext(1)~ catopen(3C) fll gettext(3C) HFTTEE )

R ZH0NE S MG S5 2 —, FF HAFEILRC R B SRl

BB XA AT

FRRYRE PP (50 = it S R A AT IR W B X Rt 2

(A N R A E S M AR E G RBIME A S ET IR

RIS S S CE R

Canonical Locale Name
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ar_EG.IS08859-6 ar

bg BG.IS08859-5 bg_BG

bs_BA.IS08859-2 sh, sh_BA, sh_BA.IS08859-2@bosnia

bs BA.UTF-8 sh_BA.UTF-8

ca_ES.IS08859-1 ca, ca_ES

ca_ES.IS08859-15 ca_ES.IS08859-15@euro

cs CZ.IS08859-2 cs, ¢cs CZ

da_DK.IS08859-1 da, da DK

da_DK.IS08859-15 da.IS08859-15

de AT.IS08859-1 de AT

de AT.IS08859-15 de AT.IS08859-15@euro

de_CH.IS08859-1 de_CH

de DE.IS08859-1 de, de DE

de_DE.IS08859-15 de.IS08859-15, de DE.IS08859-15@euro

de DE.UTF-8 de.UTF-8, de DE.UTF-8@euro

el CY.UTF-8 el.UTF-8

el GR.IS08859-7 el, el.sun eu greek, el GR,
el GR.IS08859-7@euro

en AU.IS08859-1 en AU

en_CA.IS08859-1 en_CA

en_GB.IS08859-1 en_GB

en IE.IS08859-1 en IE

en IE.IS08859-15 en_IE.IS08859-15@euro

en_NZ.IS08859-1 en_NZ

en_US.IS08859-1 en_US

es AR.IS08859-1 es AR

es_B0.IS08859-1 es_BO

es_CL.IS08859-1 es CL

es (0.IS08859-1 es CO

es CR.IS08859-1 es CR

es_EC.IS08859-1 es_EC

es ES.IS08859-1 es, es ES

es ES.IS08859-15 es.IS08859-15, es ES.IS08859-15@euro

es ES.UTF-8 es.UTF-8, es ES.UTF-8@euro

es_GT.IS08859-1 es_GT

es MX.IS08859-1 es MX

es NI.IS08859-1 es NI

es PA.IS08859-1 es_PA

es PE.IS08859-1 es_PE

es PY.IS08859-1 es_PY

es SV.IS08859-1 es SV

es_UY.IS08859-1 es_UY

es VE.IS08859-1 es VE

et EE.IS08859-15 et, et EE

fi FI.IS08859-1 fi, fi_FI

fi FI.IS08859-15 f1.1508859-15, fi FI.IS08859-15@euro

fr_BE.IS08859-1 fr_BE

fr BE.IS08859-15 fr BE.IS08859-15@euro

298 FME TS - f . IWBFE - &E1EIT201256A8H



locale_alias(5)

fr_BE.
fr CA.
fr_CH.
fr FR.
fr_FR.
fr FR.
he IL.
hr HR.
hu_HU.
is 1IS.
it IT.
it IT.
it IT.
ja JP.
ko KR.
ko KR.
1t LT.
lv_LV.
mk_MK.
nb_NO.
nl BE.
nl BE.
nl NL.
nl NL.
nn_NO.
pl PL.
pl PL.
pt BR.
pt PT.
pt_PT.
ro_RO.
ru RU.
ru_RU.
ru_RU.
sk SK.
sl SI.
sq_AL.
sr_ME.
sr_ME.
sr_RS.
sr_RS.
sv_SE.
sv_SE.
sv_SE.
th_TH.
tr TR.
zh CN.
zh CN.

Standards, Environments, and Macros

UTF-8
1508859-1
1508859-1
1508859-1
1S08859-15
UTF-8
1508859-8
1508859-2
1S08859-2
1S08859-1
1508859-1
1S08859-15
UTF-8
eucJP

EUC

UTF-8
1508859-13
1508859-13
1508859-5
1S08859-1
1508859-1
1508859-15
1508859-1
1S08859-15
1S08859-1
1508859-2
UTF-8
1S08859-1
1508859-1
1508859-15
1S08859-2
1508859-5
KOI8-R
UTF-8
1508859-2
1508859-2
1508859-2
1508859-5
UTF-8
1508859-5
UTF-8
1S08859-1
1S08859-15
UTF-8
TIS620
1508859-9
EUC

GBK

fr_BE.UTF-8@euro

fr CA

fr CH

fr, fr FR

fr.I1508859-15, fr_FR.IS08859-15@euro
fr.UTF-8, fr FR.UTF-8@euro

he, he IL

hr HR

hu, hu_HU

is IS

it, it IT

it.IS08859-15, it IT.IS08859-15@euro
it.UTF-8, it IT.UTF-8@euro

ja

ko

ko.UTF-8

1t, 1t LT

lv, lv LV

mk_MK

no, no NO, no_NO.IS08859-1@bokmal
nl BE

nl BE.IS08859-15@euro

nl, nl NL

nl.IS08859-15, nl NL.IS08859-15@euro
no NO.IS08859-1@nynorsk, no NY
pl, pl PL

pl.UTF-8

pt BR

pt, pt PT

pt.IS08859-15, pt PT.IS08859-15@euro
ro RO

ru, ru RU

ru.koi8-r

ru.UTF-8

sk SK

sl SI

sq_AL

sr_SP, sr_YU, sr_YU.IS08859-5

sr CS, sr CS.UTF-8

sr SP, sr_ YU, sr YU.IS08859-5

sr CS, sr CS.UTF-8

sv, sv_SE

sv.IS08859-15

sv.UTF-8

th, th_TH, th_TH.IS08859-11

tr, tr TR

zh

zh.GBK
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zh CN.UTF-8 zh.UTF-8
zh TW.EUC zh TW
B GRTYIBERHH,. 12 UL attributes(5) :
e £l BHE
BORREE Committed ( ELHfi7E)
HiEEL gettext(l)~ catopen(3C)~ gettext(3C)~ setlocale(3C)~ attributes(5)~ environ(5)
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E10:E=
RIEHE

ik

Requests

man — macros to format Reference Manual pages
nroff -man filename. ..

troff -man filename. ..

These macros are used to lay out the reference pages in this manual. If filename contains
format input for a preprocessor, the commands shown above must be piped through the
appropriate preprocessor. This is handled automatically by the man(1) command. See the
Conventions section.

Any text argument ¢t may be zero to six words. Quotes may be used to include SPACE
characters in a “word”. If text is empty, the special treatment is applied to the next input line
with text to be printed. In this way . I may be used to italicize a whole line, or . SB may be used
to make small bold letters.

A prevailing indent distance is remembered between successive indented paragraphs, and is
reset to default value upon reaching a non-indented paragraph. Default units for indents i are
ens.

Type font and size are reset to default values before each paragraph, and after processing font
and size setting macros.

These strings are predefined by -man:
\*R ‘®', ‘(Reg)’ in nroff.
\*S  Change to default type size.

*n.t.l = next textline; p.i. = prevailing indent

Request Cause Ifno Explanation

Break Argument
.Bt no t=n.t.1.* Text is in bold font.
.BIt no t=n.t.l. Join words, alternating bold and italic.
.BRt no f=n.tl Join words, alternating bold and roman.
.DT no .5ili... Restore default tabs.
.HPi yes i=p.i* Begin paragraph with hanging indent. Set

prevailing indent to i.

It no f=n.tl. Text is italic.
.IBt no t=n.tl Join words, alternating italic and bold.
JIPxi yes x="" Same as . TP with tag x.

VIRt no t=n.t.l. Join words, alternating italic and roman.
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Request Cause

Break
CIXE no
.LP yes
P yes
.PDd no
.PP yes
.RE yes
.RBt no
.RIt no
.RSi yes
.SBt no
.SHt yes
.SMt no
.SSt yes
THnsdfm yes
.TPi yes
LTXtp no

Ifno

Argument

d=4v

t=n.t.l.

t=n.t.l.

i=p.i.

t=n.t.l.

t=n.t.l.

i=p.i.

Explanation

Index macro, for SunSoft internal use.

Begin left-aligned paragraph. Set prevailing
indent to .5i.

Sameas . LP.
Set vertical distance between paragraphs.
Sameas . LP.

End of relative indent. Restores prevailing
indent.

Join words, alternating roman and bold.
Join words, alternating roman and italic.

Start relative indent, increase indent by i. Sets
prevailing indent to .5i for nested indents.

Reduce size of text by 1 point, make text bold.
Section Heading.

Reduce size of text by 1 point.

Section Subheading.

Begin reference page n, of of section s; d is the
date of the most recent change. If present, fis
the left page footer; m is the main page (center)
header. Sets prevailing indent and tabs to .5i.

Begin indented paragraph, with the tag given
on the next text line. Set prevailing indent to i.

Resolve the title abbreviation £; join to
punctuation mark (or text) p.

When formatting a manual page, man examines the first line to determine whether it requires
special processing. For example a first line consisting of:

,\u t

indicates that the manual page must be run through the tb1(1) preprocessor.

A typical manual page for a command or function is laid out as follows:

FMTUE 58S : fRk S IMEFOE -
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.TH title[1-9]
The name of the command or function, which serves as the title of the manual page. This is
followed by the number of the section in which it appears.

.SHNAME
The name, or list of names, by which the command is called, followed by a dash and then a
one-line summary of the action performed. All in roman font, this section contains no
troff(l) commands or escapes, and no macro requests.

.SH SYNOPSIS

Commands:
The syntax of the command and its arguments, as typed on the command line. When in
boldface, a word must be typed exactly as printed. When in italics, a word can be
replaced with an argument that you supply. References to bold or italicized items are not
capitalized in other sections, even when they begin a sentence.

Syntactic symbols appear in roman face:

(]

An argument, when surrounded by brackets is optional.

Arguments separated by a vertical bar are exclusive. You can supply only one item
from such alist.

Arguments followed by an ellipsis can be repeated. When an ellipsis follows a
bracketed set, the expression within the brackets can be repeated.

Functions:
If required, the data declaration, or #include directive, is shown first, followed by the
function declaration. Otherwise, the function declaration is shown.

.SH DESCRIPTION
A narrative overview of the command or function's external behavior. This includes how it
interacts with files or data, and how it handles the standard input, standard output and
standard error. Internals and implementation details are normally omitted. This section
attempts to provide a succinct overview in answer to the question, what does it do?

Literal text from the synopsis appears in constant width, as do literal filenames and
references to items that appear elsewhere in the reference manuals. Arguments are
italicized.

If a command interprets either subcommands or an input grammar, its command interface
or input grammar is normally described in a USAGE section, which follows the OPTIONS
section. The DESCRIPTION section only describes the behavior of the command itself, not
that of subcommands.
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.SH OPTIONS
The list of options along with a description of how each affects the command's operation.

.SHRETURN VALUES
A list of the values the library routine returns to the calling program and the conditions
that cause these values to be returned.

.SH EXIT STATUS
A list of the values the utility returns to the calling program or shell, and the conditions that
cause these values to be returned.

.SH FILES
A list of files associated with the command or function.

.SH SEE ALSO
A comma-separated list of related manual pages, followed by references to other published
materials.

.SH DIAGNOSTICS
A list of diagnostic messages and an explanation of each.

.SHBUGS
A description of limitations, known defects, and possible problems associated with the
command or function.

SME service svc:/application/man-index is used to generate the index files for - f, -k, and
-K options of man(1). The SMF service is online by default. The index files for the options are
generated during package/system installation if the FMRI is specified as an restart_fmri
actuator. Any man page delivering packages that use the FMRI as restart_fmri actuator for
its file actions must deliver a unique symbolic link to their man page directory at the following
directory:

/usr/share/man/index.d/

The unique symbolic link names should be of package FMRI without scheme, slash character
(/) replaced with "%2F", and optionally have some or all sequences of numbers of version. For
instance, for the following package FMRI:

pkg://opensolaris.org/library/libc@5.11,5.11-0.75:200710017163427

could supply one of the symbolic link names such as:

opensolaris.org%2Flibrary%2Flibc
opensolaris.org%2Flibrary%2Flibc@5.11

The method of the SMF service, upon requested to generate index files using restart_fmri
during package install, checks the symbolic links. Based on the newness of the installed files,
index files are generated only as necessary.
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Unless used in an IPS package as restart_fmri, by default, it generates index files in
/usr/share/man/ and /usr/gnu/share/man/. When used in and IPS package as
restart_fmri, it generates and places index files in the same directory as the man page source
directory of the package.

X /usr/share/man/index.d/ Directory to save symbolic links to man page directories
needing index files for - f, -k, and -K queries.

/usr/share/man/man_index/*  Table of Contents and keyword database.

Generated files include:

®m  /usr/share/man/man_index/man.idx
®m  /usr/share/man/man_index/man.dic
®  /usr/share/man/man_index/man.frq
®  /usr/share/man/man_index/man.pos

/usr/share/lib/tmac/an
FHESNI man(1), nroff(1), troff(1),whatis(1)

Dale Dougherty and Tim O'Reilly, Unix Text Processing
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E10:EE= mansun — macros to format Reference Manual pages

REHRE nroff -mansun filename. ..
troff -mansun filename. ..

3 These macros are used to lay out the reference pages in this manual. Note: if filename contains
format input for a preprocessor, the commands shown above must be piped through the

appropriate preprocessor. This is handled automatically by man(1). See the “Conventions"
section.

Any text argument ¢ may be zero to six words. Quotes may be used to include SPACE
characters in a “word”. If fext is empty, the special treatment is applied to the next input line
with text to be printed. In this way . I may be used to italicize a whole line, or . SB may be used
to make small bold letters.

A prevailing indent distance is remembered between successive indented paragraphs, and is
reset to default value upon reaching a non-indented paragraph. Default units for indents i are
ens.

Type font and size are reset to default values before each paragraph, and after processing font
and size setting macros.

These strings are predefined by -mansun:
\*R ', ‘(Reg)'in nroff.

\*S  Change to default type size.

Requests *n.tl = next textline; p.i. = prevailing indent
Request Cause Ifno Explanation
Break Argument
.Bt no t=n.t.l* Textis in bold font.
.BI t no t=n.t.L. Join words, alternating bold and italic.
.BR t no t=n.tl. Join words, alternating bold and Roman.
.DT no .51 ... Restore default tabs.
HP i yes i=p.i* Begin paragraph with hanging indent. Set
prevailing indent to i.
It no t=n.t.L. Text is italic.
.IB ¢t no t=n.tl Join words, alternating italic and bold.
IPxi yes =" Same as . TP with tag x.
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Request

IRt
JIX

.LP

.PD d
.PP

.RE

.RB ¢
.RI t

.RS i

.SB t
.SH ¢
.SM ¢
.SS t

.THusdfm

TP i

TXtp

Cause
Break
no

no

yes

yes
no
yes
yes

no

no

yes

no

yes

no

yes

yes

yes

no

Ifno
Argument

t=n.t.l.

d=.4v

t=n.t.L.

t=n.t.l.

i=p.i.

t=n.t.L

t=n.t.L

i=p.i.

Explanation

Join words, alternating italic and Roman.
Index macro, for SunSoft internal use.

Begin left-aligned paragraph. Set prevailing
indent to .5i.

Sameas . LP.
Set vertical distance between paragraphs.
Sameas .LP.

End of relative indent. Restores prevailing
indent.

Join words, alternating Roman and bold.
Join words, alternating Roman and italic.

Start relative indent, increase indent by i. Sets
prevailing indent to .5i for nested indents.

Reduce size of text by 1 point, make text bold.
Section Heading.

Reduce size of text by 1 point.

Section Subheading.

Begin reference page , of of section s; d is the
date of the most recent change. If present, fis
the left page footer; m is the main page (center)
header. Sets prevailing indent and tabs to .5i.

Begin indented paragraph, with the tag given
on the next text line. Set prevailing indent to i.

Resolve the title abbreviation ; join to
punctuation mark (or text) p.

When formatting a manual page, mansun examines the first line to determine whether it
requires special processing. For example a first line consisting of:

,\u t

indicates that the manual page must be run through the tb1(1) preprocessor.

A typical manual page for a command or function is laid out as follows:
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TH title [1-8] The name of the command or function, which serves as the title of the
manual page. This is followed by the number of the section in which it
appears.

.SHNAME The name, or list of names, by which the command is called, followed by a
dash and then a one-line summary of the action performed. All in Roman
font, this section contains no troff(1) commands or escapes, and no
macro requests. It is used to generate the windex database, which is used by
thewhatis(1) command.

.SH SYNOPSIS

Commands:  The syntax of the command and its arguments, as typed
on the command line. When in boldface, a word must be
typed exactly as printed. When in italics, a word can be
replaced with an argument that you supply. References to
bold or italicized items are not capitalized in other
sections, even when they begin a sentence.

Syntactic symbols appear in Roman face:

[] An argument, when surrounded by brackets is
optional.

| Arguments separated by a vertical bar are
exclusive. You can supply only one item from such
alist.

Arguments followed by an ellipsis can be repeated.
When an ellipsis follows a bracketed set, the
expression within the brackets can be repeated.

Functions: If required, the data declaration, or #include directive, is
shown first, followed by the function declaration.
Otherwise, the function declaration is shown.

.SH A narrative overview of the command or function's external behavior. This

DESCRIPTION includes how it interacts with files or data, and how it handles the standard
input, standard output and standard error. Internals and implementation
details are normally omitted. This section attempts to provide a succinct
overview in answer to the question, "what does it do?"

Literal text from the synopsis appears in constant width, as do literal
filenames and references to items that appear elsewhere in the reference
manuals. Arguments are italicized.

If a command interprets either subcommands or an input grammar, its
command interface or input grammar is normally described in a USAGE
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section, which follows the OPTIONS section. The DESCRIPTION section only
describes the behavior of the command itself, not that of subcommands.

.SHOPTIONS  Thelist of options along with a description of how each affects the
command's operation.

.SH FILES A list of files associated with the command or function.

.SHSEEALSO A comma-separated list of related manual pages, followed by references to
other published materials.

.SH A list of diagnostic messages and an explanation of each.
DIAGNOSTICS
.SH BUGS A description of limitations, known defects, and possible problems

associated with the command or function.
iﬁ: /usr/share/lib/tmac/ansun

/usr/share/man/windex

Nl
i
N
b=

man(1), nroff(1), troff(1),whatis(1)

Dale Dougherty and Tim O'Reilly, Unix Text Processing
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51A& me — macros for formatting papers
REHRE nroff -me [options] filename. ..
troff -me [options] filename. ..
i This package of nroff and troff macro definitions provides a canned formatting facility for

technical papers in various formats. When producing 2-column output on a terminal, filter
the output through col(1).

The macro requests are defined below. Many nroff and troff requests are unsafe in
conjunction with this package, however, these requests may be used with impunity after the

first . pp:

.bp begin new page

.br break output line here

spn insert » spacing lines

Isn (line spacing) n=1 single, n=2 double space
.na no alignment of right margin

cen center next # lines

.uln underline next # lines

sz+n  addnto point size

Output of the eqn(1), neqn(1), refer(1), and tb1(1) preprocessors for equations and tables is
acceptable as input.

Requests In the following list, “initialization” refers to the first . pp, .1p, .1ip, .np, .sh, or .uh macro.
This list is incomplete.
Request Initial Cause Explanation
Value Break
.(c - yes Begin centered block.
.(d - no Begin delayed text.
L(f - no Begin footnote.
(1 - yes Begin list.
.(q - yes Begin major quote.
. (xx - no Begin indexed item in index x.
Az - no Begin floating keep.
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Request Initial

Value

.1c 1
.2¢ 1

.EN -

L.EQxy -

Standards, Environments, and Macros

Cause

Break

yes

yes

yes

yes

yes

yes

yes

no

yes

yes

yes

yes

yes

Explanation

End centered block.

End delayed text.

End footnote.

End list.

End major quote.

End index item.

End floating keep.

Define paper section.

m defines the part of the paper,

and can be C (chapter), A (appendix), P (preliminary, for
instance,

abstract, table of contents, etc.),

B (bibliography), RC (chapters
renumbered from page one each
chapter), or RA (appendix renumbered
from page one).

Begin chapter (or appendix, etc.,
assetby .++). Tis

the chapter title.

One column format on a new page.
Two column format.

Space after equation produced by eqn
or neqn.

Precede equation; break out and

add space. Equation number is y.

The optional argument x may be I

to indent equation (default),

L to left-adjust the equation, or
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Request

.GE
.GS
.PE
.PS
.TE
.TH

.TSx

.acAN

.ba+n

.bc

.bix

.bu
Lbxx
ef x'y'z
.eh x'y'z
.fo'xy'z

.hx

312 FMIESEY : o INENE .

Initial

Value

no

no

no

no

"

"

mn

Cause

Break

yes
yes
yes
yes
yes
yes
yes

no

no

yes

yes

no

yes
no
no
no
no

no

Explanation

C to center the equation.

End gremlin picture.

Begin gremlin picture.

End pic picture.

Begin pic picture.

End table.

End heading section of table.
Begin table; if x is H table

has repeated heading.

Set up for ACM style output.

A is the Author's name(s), N is the
total number of pages. Must be given
before the first initialization.

Print x in boldface; if no argument
switch to boldface.

Augments the base indent by .
This indent is used to set the indent
on regular text (like paragraphs).
Begin new column.

Print x in bold italics

(nofill only).

Begin bulleted paragraph.

Print x in a box (nofill only).

Set even footer to x y z.

Seteven header tox y z.

Set footer tox y z.

Suppress headers and footers on
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Request Initial Cause Explanation
Value Break

next page.

.he'x'y'z " no Setheadertoxy z.

.hl - yes Draw a horizontal line.

Jix no no Italicize x; if x missing, italic
text follows.

Jdpxy no yes Start indented paragraph, with

hanging tag x. Indentation is

yens (default 5).
p yes yes Start left-blocked paragraph.
.lo - no Read in a file of local macros

of the form . *x. Must be

given before initialization.

.np 1 yes Start numbered paragraph.

.of x'y'z no Set odd footer tox y z.

.oh 'x'y'z no Set odd header toxyz.

.pd - yes Print delayed text.

.pp no yes Begin paragraph. First line indented.
.r yes no Roman text follows.

.re - no Reset tabs to default values.

.sc no no Read in a file of special characters

and diacritical marks. Must be

given before initialization.
.shnx - yes Section head follows, font

automatically bold. # is level

of section, x is title of section.
.sk no no Leave the next page blank.

Only one page is remembered ahead.
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Request

.SmXx
.Sz +n

.th

.tp

LuXx

.uh

Xp X

/usr/share/lib/tmac/e

Initial
Value

10p

no

no

Cause
Break
no
no

no

yes

no

yes

no

/usr/share/lib/tmac/*.me

Explanation

Set x in a smaller pointsize.

Augment the point size by » points.
Produce the paper in thesis format.
Must be given before initialization.
Begin title page.

Underline argument (even in troff).
(Nofill only).

Like . sh but unnumbered.

Print index x.

col(1),eqn(l), nroff(1), refer(l), tb1(1), troff(1)
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E10:E=
REHE
ik

Interfaces

4

B

mech_spnego - Simple and Protected GSS-API Negotiation Mechanism

/usr/1lib/gss/mech_spnego.so.1

The SPNEGO security mechanism for GSS-API allows GSS-API applications to negotiate the
actual security mechanism to be used in the GSS-API session. mech_spnego.so.1isa shared
object module that is dynamically opened by applications that specify the SPNEGO Object
Identifier (OID) in calls to the GSS-API functions (see 1ibgss(3LIB)).

SPNEGO is described by IETF RFC 2478 and is intended to be used in environments where
multiple GSS-API mechanisms are available to the client or server and neither side knows
what mechanisms are supported by the other.

When SPNEGO is used, it selects the list of mechanisms to advertise by reading the GSS
mechanism configuration file, /etc/gss/mech (see mech(4)), and by listing all active
mechanisms except for itself.

SPNEGO may be configured to function in two ways. The first way is to interoperate with
Microsoft SSPI clients and servers that use the Microsoft "Negotiate" method, which is also
based on SPNEGO. The Microsoft "Negotiate" mechanism does not strictly follow the IETF
RFC. Therefore, use special handling in order to enable full interoperability. In order to
interoperate, place option "[ msinterop ]" at the end of the SPNEGO line in /etc/gss/mech.

This is an example (from /etc/gss/mech):

spnego 1.3.6.1.5.5.2 mech_spnego.so [ msinterop ]

Without the "[ msinterop 1" option, mech_spnego will follow the strict IETF RFC 2478
specification and will not be able to negotiate with Microsoft applications that try to use the
SSPI"Negotiate" mechanism.

mech_spnego.so.1hasno public interfaces. It is only activated and used through the GSS-API
interface provided by libgss.so.1 (see libgss(3LIB)).

/usr/lib/gss/mech _spnego.so.1l shared object file
/usr/lib/sparcv9/gss/mech_spnego.so.1l SPARC 64-bit shared object file
/usr/lib/amd64/gss/mech_spnego.so.1l x86 64-bit shared object file

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability SUWNspnego

MT Level Safe
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HiESL Intro(3), libgss(3LIB), mech(4), attributes(5)
{Oracle Solaris 11 fF & & %4 E48rE)
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Requests

mm - text formatting (memorandum) macros
nroff -mm [options] filename. ..

troff -mm [options] filename. ..

This package of nroff(1) and troff(1) macro definitions provides a formatting facility for
various styles of articles, theses, and books. When producing 2-column output on a terminal
or lineprinter, or when reverse line motions are needed, filter the output through col(1). All
external -mm macros are defined below.

Note: this -mm macro package is an extended version written at Berkeley and is a superset of
the standard -mm macro packages as supplied by Bell Labs. Some of the Bell Labs macros have
been removed; for instance, it is assumed that the user has little interest in producing headers
stating that the memo was generated at Whippany Labs.

Many nroff and troff requests are unsafe in conjunction with this package. However, the
first four requests below may be used with impunity after initialization, and the last two may
be used even before initialization:

.bp begin new page

.br break output line

.Spn insert n spacing lines

.cen center next n lines

sn line spacing: n=1 single, n=2 double space
.na no alignment of right margin

Font and point size changes with \ f and \ s are also allowed; for example, \ f Iword\ fR will
italicize word. Output of the tb1(1), eqn(1) and refer(1) preprocessors for equations, tables,
and references is acceptable as input.

Here is a table of macros.

Macro Name Initial Value Break? Reset? Explanation

.1C on Y,y one column format on a new page

.2C[1] - vy two column format /=line length

.AE - y end abstract

ALt [i] [s] t=1;i=.Li;s=0 y Start automatic list type t=[1,A,a,1,i]
1=arabic numbers; A=uppercase letters
a=lowercase letters; I=uppercase Roman
numerals; i=lowercase Roman numerals
indentation i; separation s
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Macro Name Initial Value Break? Reset? Explanation

ASm[n] n=0 y begin abstract

AU - y author's name

LAV x - y signature and date line of verifier x

.Bx - n embolden x; if no x, switch to boldface

.BE - y end block text

.BIxy - n embolden x and underline y

.BL - y bullet list

.BRxy - n embolden x and use Roman font for y

.BS - n start block text

.CN - y same as .DE (nroff)

.CS - y cover sheet

.CW - n same as .DS I (nroff)

.DE - y end display

.DF[p][fllrp] p=L;f=N y start floating display; position p=[L,C,CB]
L=left; I=indent; C=center; CB=center
block fill f=[N,Y]; right position rp (fill
only)

.DL[i][s] - y start dash list

.DS[plfllrp] p=Lif=N y begin static display (see . DF for argument
descriptions)

.ECx[n] n=1 y equation title; equation x; number n

.EFx - n even footer appears at the bottom of
even-numbered pages; x="1"c'r" [=left;
c=center; r=right

.EHx - n even header appears at the top of
even-numbered pages; x="1"c"r" [=left;
c=center; r=right

.EN - y end displayed equation produced by eqn

.EQ - y break out equation produced by eqn

EXx[n] n=1 y exhibit title; exhibit x

number n
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Macro Name Initial Value Break? Reset? Explanation

FD[f][7] f=10;r=1 n set footnote style format f=[0-11];
renumber r=[0,1]

.FE - y end footnote

FGx[n] n=1 y figure title; figure x; number n

.FS - n start footnote

HI[t] - y produce numbered heading level I=[1-7];
title ¢

JHUt - y produce unnumbered heading; title t

Ix - n underline x

.IBxy - n underline x and embolden y

JIRxy - n underline x and use Roman font on y

.LE[s] s=0 y end list; separation s

LI[m][p] - y start new list item; mark m
prefix p (mark only)

MLm[i][s] s=0 y start marked list; mark m indentation i;
separation s=[0,1]

MT x y memo title; title x

.ND x n no date in page footer; x is date on cover

.NE - y end block text

.NS - y start block text

.OF x - n odd footer appears at the bottom of
odd-numbered pages; x="1"¢" " I=left;
c=center; r=right

.OF x - n odd header appears at the top of
odd-numbered pages; x="1"c' " [=left;
c=center; r=right

.0P - y skip to the top of an odd-number page

P[t] t=0 Y,y begin paragraph; t=[0,1] 0=justified;

1=indented

.PFx - n page footer appears at the bottom of

every page; x="1"c'r" [=left; c=center;
r=right
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Macro Name Initial Value Break? Reset? Explanation

.PHx - n page header appears at the top of every
page; x="1"c’r" I=left; c=center; r=right

.R on n return to Roman font

.RBxy - n use Roman on x and embolden y

.RIxy - n use Roman on x and underline y

.RPx - vy released paper format ? x=no stops title
on first

.RS 5n Y.y right shift: start level of relative
indentation

.Smn - n set character point size & vertical space
character point size m; vertical space n

.SAx x=1 n justification; x=[0,1]

.SKx - y skip x pages

.SM - n smaller; decrease point size by 2

.SP[x] - y leave x blank lines

.TBx[n] n=1 y table title; table x; number n

.TC - y print table of contents (put at end of
input file)

.TE - y end of table processed by tbl

.TH - y end multi-page header of table

TL - n title in boldface and two points larger

.TM - n UC Berkeley thesis mode

TP y y i=p.i. Begin indented paragraph, with the
tag given on the next text line. Set
prevailing indent to i.

.TSx - vy begin table; if x=H table has multi-page
header

TY - y display centered title CONTENTS

VLi[m][s] m=0;5=0 y start variable-item list; indentation i

mark-indentation m; separation s

Formatting distances can be controlled in -mm by means of built-in number registers. For
example, this sets the line length to 6.5 inches:
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.nr

LL 6.51

Here is a table of number registers and their default values:

Name Register Controls Takes Effect Default

ct contents level table of contents 2

De display eject display 0

Df display floating display 5

Ds display spacing display 1v

Hb heading break heading 2

Hc heading centering heading 0

Hi heading indent heading 1

Hi heading spacing heading 1

Hu heading unnumbered heading 2

Li list indentation list 6 (nroff) 5
(troff)

Ls list spacing list 6

Pi paragraph indent paragraph 5

Pt paragraph type paragraph 1

Si static indent display 5 (nroff) 3
(troff)

When resetting these values, make sure to specify the appropriate units. Setting the line length
to 7, for example, will result in output with one character per line. Setting Pi to 0 suppresses
paragraph indentation

Here is a list of string registers available in -mm; they may be used anywhere in the text:

Name String's Function
\*Q quote ("innroff, “introff)
\*U unquote ("innroff, '’ introff)
\*— dash (--innroff, —introff)
\* (MO month (month of the year)
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Name String's Function
\* (DY day (current date)
\H* automatically numbered footnote
\*’ acute accent (before letter)
\*¥ grave accent (before letter)
\ ¥ circumflex (before letter)
\*, cedilla (before letter)
\*: umlaut (before letter)
\*~ tilde (before letter)
\ (BU bullet item
\ (DT date (month day, yr)
\ (EM em dash
\(Lf LIST OF FIGURES title
\ (Lt LIST OF TABLES title
\ (Lx LIST OF EXHIBITS title
\(Le LIST OF EQUATIONS title
\ (Rp REFERENCES title
\(Tm trademark character (TM)

When using the extended accent mark definitions available with . AM, these strings should
come after, rather than before, the letter to be accented.

/usr/share/lib/tmac/m

/usr/share/lib/tmac/mm. [nt] nroff and troff definitions of mm.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability text/doctools

col(1),eqn(1), nroff(1), refer(l),tb1(1), troff(1),attributes(5)
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& %A i) Floating keeps and regular keeps are diverted to the same space, so they cannot be mixed
together with predictable results.
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ms - text formatting macros
nroff -ms [options] filename. ..

troff -ms [options] filename. ..

This package of nroff(1) and troff(1) macro definitions provides a formatting facility for
various styles of articles, theses, and books. When producing 2-column output on a terminal
or lineprinter, or when reverse line motions are needed, filter the output through col(1). All
external -ms macros are defined below.

Note: this -ms macro package is an extended version written at Berkeley and is a superset of
the standard -ms macro packages as supplied by Bell Labs. Some of the Bell Labs macros have
been removed; for instance, it is assumed that the user has little interest in producing headers
stating that the memo was generated at Whippany Labs.

Many nroff and troff requests are unsafe in conjunction with this package. However, the
first four requests below may be used with impunity after initialization, and the last two may
be used even before initialization:

.bp begin new page
.br break output line
.spn  insertn spacinglines

.cen  center nextn lines

.Isn  line spacing: n=1single, n=2 double space

.na no alignment of right margin

Font and point size changes with \ f and \s are also allowed; for example, \ fIword\ fR will

italicize word. Output of the tb1(1), eqn(1) and refer(1) preprocessors for equations, tables,
and references is acceptable as input.

Macro Name Initial Value Break? Reset? Explanation

.AB x - y begin abstract; if x=no do not label abstract
.AE - y end abstract

AL - y author's institution

LAM - n better accent mark definitions

.AU - y author's name

.Bx - n embolden x; if no x, switch to boldface

.B1 - y begin text to be enclosed in a box
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Macro Name Initial Value Break? Reset? Explanation

.B2 - y end boxed text and print it

.BT date n bottom title, printed at foot of page

.BXx - n print word x in a box

.CM ift n cut mark between pages

.CT - vy chapter title: page number moved to CF (TM only)
.DAx ifn n force date x at bottom of page; today if no x

.DE - y end display (unfilled text) of any kind

.DSxy I y begin display with keep; x=I, L, C, B; y=indent
.IDy 8n,.51 y indented display with no keep; y=indent

.LD - y left display with no keep

.CD - y centered display with no keep

.BD - y block display; center entire block

.EFx - n even page footer x (3 partas for . t1)

.EHx - n even page header x (3 partas for . t1)

.EN - y end displayed equation produced by eqgn

.EQxy - y break out equation; x=L,I,C; y=equation number
.FE - n end footnote to be placed at bottom of page

.FP - n numbered footnote paragraph; may be redefined
.FSx - n start footnote; x is optional footnote label

.HD undef n optional page header below header margin

Ix - n italicize x; if no x, switch to italics

IPxy - y.y indented paragraph, with hanging tag x; y=indent
IXxy - y index words x y and so on (up to 5 levels)

.KE - n end keep of any kind

.KF - n begin floating keep; text fills remainder of page
.KS - y begin keep; unit kept together on a single page
.LG - n larger; increase point size by 2

.LP - Vs left (block) paragraph.
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Macro Name Initial Value Break? Reset? Explanation

MCx - vy multiple columns; x=column width

.ND x ift n no date in page footer; x is date on cover

NHxy - Yoy numbered header; x=level, x=0 resets, x=S sets to y

.NL 10p n set point size back to normal

.OF x - n odd page footer x (3 part as for . t1)

.OHx - n odd page header x (3 part as for . t1)

.P1 it TM n print header on first page

.PP - V¥ paragraph with first line indented

.PT -% - n page title, printed at head of page

PXx - y print index (table of contents); x=no suppresses title

.QP - vy quote paragraph (indented and shorter)

.R on n return to Roman font

.RE 5n Yoy retreat: end level of relative indentation

.RPx - n released paper format; x=no stops title on first page

.RS 5n Yoy right shift: start level of relative indentation

.SH - vy section header, in boldface

.SM - n smaller; decrease point size by 2

.TA 8n,5n n set TAB charactersto 8n 16n. .. (nroff) or5n10n...
(troff)

.TCx - y print table of contents at end; x=no suppresses title

.TE - y end of table processed by tbl

.TH - y end multi-page header of table

TL - y title in boldface and two points larger

.M off n UC Berkeley thesis mode

.TSx - vy begin table; if x=H table has multi-page header

.ULx - n underline x, even in troff

LUXx - n UNIX; trademark message first time; x appended

XAxy - y another index entry; x=page or no for none; y=indent
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Macro Name Initial Value Break? Reset? Explanation
. XE - y end index entry (or series of . IX entries)
XP - .y paragraph with first line indented, others indented
XSxy - y begin index entry; x=page or no for none; y=indent
.1C on v,y one column format, on a new page
.2C - vy begin two column format
- - n beginning of refer reference
[0 - n end of unclassifiable type of reference
[N - n N= 1:journal-article, 2:book, 3:book-article, 4:report
Registers Formatting distances can be controlled in -ms by means of built-in number registers. For

example, this sets the line length to 6.5 inches:

.nr LL 6.51

Here is a table of number registers and their default values:

Name Register Controls Takes Effect Default

PS point size paragraph 10

'S vertical spacing paragraph 12

LL line length paragraph 6i

LT title length next page sameas LL

FL footnote length next .FS 5.5i

PD paragraph distance paragraph 1v (if n), .3v (if t)
DD display distance displays 1v (if n), .5v (if t)
PI paragraph indent paragraph 5n

QI quote indent next .QP 5n

FI footnote indent next .FS 2n

PO page offset next page 0 (if n), =1i (if t)
HM header margin next page 1i

FM footer margin next page 1i

FF footnote format next .FS 0 (1,2, 3 available)
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When resetting these values, make sure to specify the appropriate units. Setting the line length
to 7, for example, will result in output with one character per line. Setting FF to 1 suppresses
footnote superscripting; setting it to 2 also suppresses indentation of the first line; and setting
it to 3 produces an . IP-like footnote paragraph.

Here is a list of string registers available in -ms; they may be used anywhere in the text:

Name String's Function

\*Q quote ("innroff, “introff)
\*U unquote ("innroff, ”introff)
\*— dash (--innroff, —in troff)
\* (MO month (month of the year)

\* (DY day (current date)

\** automatically numbered footnote
\*! acute accent (before letter)

\*¢ grave accent (before letter)

kA circumflex (before letter)

\*, cedilla (before letter)

\*: umlaut (before letter)

\*~ tilde (before letter)

When using the extended accent mark definitions available with . AM, these strings should
come after, rather than before, the letter to be accented.

/usr/share/lib/tmac/s
/usr/share/lib/tmac/ms.???

col(1),eqn(1), nroff(1), refer(l), tb1(1), troff(1)

Floating keeps and regular keeps are diverted to the same space, so they cannot be mixed
together with predictable results.
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Initialization

Locking and Unlocking

mutex — concepts relating to mutual exclusion locks

Mutual exclusion locks (mutexes) prevent multiple threads from simultaneously executing
critical sections of code which access shared data (that is, mutexes are used to serialize the
execution of threads). All mutexes must be global. A successful call to acquire a mutex will
cause another thread that is also trying to lock the same mutex to block until the owner thread
unlocks the mutex.

Mutexes can synchronize threads within the same process or in other processes. Mutexes can
be used to synchronize threads between processes if the mutexes are allocated in writable
memory and shared among the cooperating processes (see mmap(2)), and have been initialized
for this task.

The following table lists mutex functions and the actions they perform.

FUNCTION ACTION
mutex_init Initialize a mutex.
mutex_destroy Destroy a mutex.
mutex lock Lock a mutex.
mutex_trylock Attempt to lock a mutex.
mutex_unlock Unlock a mutex.
pthread mutex init Initialize a mutex.
pthread_mutex_destroy Destroy a mutex.
pthread _mutex_lock Lock a mutex.
pthread mutex trylock Attempt to lock a mutex.
pthread mutex unlock Unlock a mutex.

Mutexes are either intra-process or inter-process, depending upon the argument passed
implicitly or explicitly to the initialization of that mutex. A statically allocated mutex does not
need to be explicitly initialized; by default, a statically allocated mutex is initialized with all
zeros and its scope is set to be within the calling process.

For inter-process synchronization, a mutex needs to be allocated in memory shared between
these processes. Since the memory for such a mutex must be allocated dynamically, the mutex
needs to be explicitly initialized with the appropriate attribute that indicates inter-process use.

A critical section of code is enclosed by a call to lock the mutex and the call to unlock the
mutex to protect it from simultaneous access by multiple threads. Only one thread at a time
may possess mutually exclusive access to the critical section of code that is enclosed by the
mutex-locking call and the mutex-unlocking call, whether the mutex's scope is intra-process
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or inter-process. A thread calling to lock the mutex either gets exclusive access to the code
starting from the successful locking until its call to unlock the mutex, or it waits until the
mutex is unlocked by the thread that locked it.

Mutexes have ownership, unlike semaphores. Only the thread that locked a mutex, (that is, the
owner of the mutex), should unlock it.

If a thread waiting for a mutex receives a signal, upon return from the signal handler, the
thread resumes waiting for the mutex as if there was no interrupt.

Mutexes are almost like data — they can be embedded in data structures, files, dynamic or static
memory, and so forth. Hence, they are easy to introduce into a program. However, too many
mutexes can degrade performance and scalability of the application. Because too few mutexes
can hinder the concurrency of the application, they should be introduced with care. Also,
incorrect usage (such as recursive calls, or violation of locking order, and so forth) can lead to
deadlocks, or worse, data inconsistencies.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT-Level MT-Safe

mmap(2), shmop(2), mutex_destroy(3C), mutex_init(3C), mutex_lock(3C),
mutex_trylock(3C), mutex_unlock(3C), pthread create(3C),

pthread mutex destroy(3C),pthread mutex init(3C), pthread mutex lock(3C),
pthread mutex trylock(3C),pthread mutex unlock(3C), pthread mutexattr init(3C),
attributes(5), standards(5)

In the current implementation of threads, pthread_mutex_lock(),

pthread mutex_unlock(),mutex lock() mutex_unlock(),pthread mutex trylock(),and
mutex_trylock() do notvalidate the mutex type. Therefore, an uninitialized mutex or a
mutex with an invalid type does not return EINVAL. Interfaces for mutexes with an invalid type
have unspecified behavior.

By default, if multiple threads are waiting for a mutex, the order of acquisition is undefined.

The system does not support multiple mappings to the same logical synch object if it is
initialized as process-private (USYNC_THREAD for Solaris, PTHREAD PROCESS_PRIVATE for
POSIX). If you need to mmap(2)a synch object to different locations within the same address
space, then the synch object should be initialized as a shared object (USYNC_PROCESS for
Solaris, PTHREAD PROCESS SHARED for POSIX).
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mwac(5)

5| mwac, MWAC - Mandatory Write Access Control
g Mandatory Write Access Control (MWAC) implements a new policy in the Oracle Solaris

operating environment, that allows for fine- grained control over the writability of objects on
otherwise read-only file systems.

In the current instance of the Oracle Solaris operating environment, MWAC is available only
to non-global zones. The global zone implements the MWAC policy for non-global zones,
preventing any overruling of the policy from within the non-global zone.

Zones marked as read-only have their root file system write-protected by MWAC. Only the
file system objects that are write-listed by the read-only-profile are writable. See zonecfg(1M).
Other file system objects are read-only.

Creating links to objects that are read-only by virtue of the MWAC-policy is not allowed.

Nii|
b
N3
=

1n(1), zoneadm(1M), zonecfg(1M), link(2), pathconf(2)

{Oracle Solaris 11.1 & . Z4R%%)
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nfssec(5)

51A& nfssec — overview of NFS security modes
g Themount_nfs(1M) and share_nfs(1M) commands each provide a way to specify the

security mode to be used on an NFS file system through the sec=mode option. mode can be
sys, dh, krb5, krb51, krb5p, or none. These security modes can also be added to the
automount maps. mount_nfs(1M) allows you to specify a single security mode;
share_nfs(1M) allows you to specify multiple modes (or none). With multiple modes, an NFS
client can choose any of the modes in the list.

The sec=mode option on the share_nfs(1M) command line establishes the security mode of
NES servers. If the NFS connection uses the NFS Version 3 protocol, the NFES clients must
query the server for the appropriate mode to use. If the NES connection uses the NFS Version
2 protocol, then the NFS client uses the default security mode, which is currently sys. NFS
clients may force the use of a specific security mode by specifying the sec=mode option on the
command line. However, if the file system on the server is not shared with that security mode,
the client may be denied access.

If the NFS client wants to authenticate the NFS server using a particular (stronger) security
mode, the client wants to specify the security mode to be used, even if the connection uses the
NEFS Version 3 protocol. This guarantees that an attacker masquerading as the server does not
compromise the client.

The NFS security modes are described below. Of these, the krb5, krb51i, krb5p modes use the
Kerberos V5 protocol for authenticating and protecting the shared filesystems. Before these
can be used, the system must be configured to be part of a Kerberos realm. See kerberos(5).

sys Use AUTH_SYS authentication. The user's UNIX user-id and
group-ids are passed in the clear on the network, unauthenticated
by the NFS server. This is the simplest security method and requires
no additional administration. It is the default used by Solaris NES
Version 2 clients and Solaris NFS servers.

dh Use a Diffie-Hellman public key system (AUTH_DES, which is
referred to as AUTH_DH in RFC 2695: Authentication Mechanisms
for ONCRPC.

krb5 Use Kerberos V5 protocol to authenticate users before granting

access to the shared filesystem.

krb5i Use Kerberos V5 authentication with integrity checking
(checksums) to verify that the data has not been tampered with.

krb5p User Kerberos V5 authentication, integrity checksums, and privacy
protection (encryption) on the shared filesystem. This provides the
most secure filesystem sharing, as all traffic is encrypted. It should
be noted that performance might suffer on some systems when
using krb5p, depending on the computational intensity of the
encryption algorithm and the amount of data being transferred.

332 FME TS - F2 - WEFE - &EIEIT 28Nov201


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mmount-nfs-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mshare-nfs-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mmount-nfs-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mshare-nfs-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mshare-nfs-1m

nfssec(5)

G|

none Use null authentication (AUTH_NONE). NFS clients using AUTH_NONE
have no identity and are mapped to the anonymous user nobody by
NES servers. A client using a security mode other than the one with
which a Solaris NFS server shares the file system has its security
mode mapped to AUTH_NONE. In this case, if the file system is shared
with sec=none, users from the client are mapped to the anonymous
user. The NFS security mode none is supported by share_nfs(1M).

sec=mode[:mode]...  Sharing uses one or more of the specified security modes. The mode
in the sec=mode option must be a node name supported on the
client. If the sec= option is not specified, the default security mode
used is AUTH_SYS. Multiple sec= options can be specified on the
command line, although each mode can appear only once.

Each sec= option specifies modes that apply to any subsequent
window=, rw, ro, rw=, ro=and root= options that are provided
before another sec=option. Each additional sec=resets the security
mode context, so that more window=, rw, ro, rw=, ro=and root=
options can be supplied for additional modes.

The NFSv4 server constructs a shared file system name space which is identical to the real file
system name space on the server, including directories which are not actually shared, if they
lead to shared directories. The constructed parts of the name space are known as the

pseudo- fs. The pseudo-fs is always read-only.

As with NFSv3, the security mode of the shared directory is controlled using the sec=mode
option of share_nfs(1M). However, the security mode of pseudo- fs objects is the union of
the various security modes of the shared directories below.

When an NFSv4 client performs a mount, the client traverses the server's name space, from
the root, down to the directory being mounted. Using the features of the NFSv4 protocol, the
client may negotiate the security flavor of the directories as it proceeds down. If no sec=mode
option is given to mount_nfs or an automounter map entry, then the client will do full
negotiation for each directory down to the mount point, changing security flavors as needed.
If sec=mode option is given, the client is constrained to use the requested security mode for all
operations.

11 Sharing /var with Kerberos Authentication and Integrity Protection
The following example shares /var with Kerberos authentication and integrity protection:

share -F nfs -o sec=krb5i /var
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512 Sharing /var with Kerberos Authentication and Privacy Protection

The following example shares/var with Kerberos authentication and privacy protection:
share -F nfs -o sec=krb5p /var

f513  Sharing /var with Kerberos Authentication and Optionally Falling Back to AUTH_SYS
Authentication

The following example shares /var with Kerberos authentication and optionally falls back to
AUTH_SYS authentication:

share -F nfs -o sec=krb5:sys /var
54 Sharing /var with Kerberos Authentication Allowing read/write Operations for Kerberos

Authenticated Users and Optionally Falling Back to AUTH_SYS Authentication Allowing only Read
Operations

The following example shares /var with Kerberos authentication allowing read/write
operations for Kerberos authenticated users and optionally falls back to AUTH_SYS
authentication allowing only read operations:

share -F nfs -o sec=krb5,rw,sec=sys,ro /var

/etc/nfssec.conf  NFS security service configuration file

See attributes(5) for descriptions of the following attributes:

ATTRIBUTE TYPE ATTRIBUTE VALUE

Availability system/file-system/nfs

automount(1M), kclient(1M), mount_nfs(1M), share nfs(1M), rpc_clnt_auth(3NSL),
secure_rpc(3NSL), nfssec.conf(4),attributes(5), kerberos(5)

RFEC 2695: Authentication Mechanisms for ONC RPC

/etc/nfssec. conf lists the NFS security services. Do not edit this file. It is not intended to be
user-configurable. See kclient(1M).
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51A& nis, NIS, NIS+ - network information name service
it NIS, formerly known as the Yellow Pages or YP, is the name of the network information name

service in common use in networks on which Sun and other vendors' network nodes reside.
The most recent version of NIS is version 2.

All commands and functions that use NIS version 2 are prefixed by the letters yp as in
ypmatch(1), ypcat(1l),yp_match(3NSL),and yp first(3NSL).

The NIS+ name service is no longer shipped with the Solaris operating system. Tools to aid the
migration from NIS+ to LDAP are available in the current Solaris release.
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nwam - %4 5 SHECE B B

T LA 952 SR 4 M SIS S B 2 BB O L
FH nwamd SFHEREET -

NWAM T. B network/physical:default SMF Al55#2 it - 4158 netcfg/active ncp &
MR E TG NCP ZFR. MI2EH NWAM BCEEH - 8. R
netcfg/active ncp R E )y DefaultFixed: NI EHUTIZGEHI LS E -

7 E 5l NCP St ok &4 B B s H T LEFT A LUIER 77 20 B LUK B iS 4b T-1%
PR s AR ARIRAE DR GRS . W st A IC e B AL TUE 20K 7S - DHCP FH T3k EY
FVETEZhEEREHY 1P sk o W] DU QI 5 FH W 48 C B SC1F (Network Configuration
Profiles, NCP) i i iZ 54 % o nwam-manager GUI L E B nwamd(1M) @7 <> 1] F T- 1] &
FEEL NCP -

NWAM B AT &2 MR E, WEFRARSS MG 2 il - HRCE A E R
B FHEEE -

AT netcfg(1M) & FEACE SO« X2 F TR0 FITA I PR RC B SIS E U RS Y
FETH . et AT & DK R # NCP At -

{5 dladm(1M) BY ipadm(1M) ATUEAT HBCE B 02 B T H BIE SIH NCP, AR
NCP 2GR (B, H nwamd EE0EH) B2 EEM -

(LEATE P — R BN R o XX RANE S ARG E LT SMF H1 ;T
NWAM THjEd U 2VE A E - (ERCE S ARG B i E DL R e
i B PREX S B T SMF REHE B -

M FEMEAE, SEMMEN2Z RO EL TEEIRER X SMF REHE BIEFT#HTH
Bk ATLL, BRI netcfg X NWAM M & S T B XL BCRH R AT 2
NWAM R4if5 BE. HHAEZNMATEIAZIE (YR E S AT a2 IREr
fi#) -

X T DefaultFixed i *f SMF R Gi(5 B EEFTUETHY B SR E SR AL E I R A7 £
NWAM RGi{E B - [, RiFE T S ] DefaultFixed {i Pk 2 X EEEH 2 -

LA HIZRAI R 20 -

property_group/property_name property_type default_value
Wi

nwamd/debug boolean false

A daemon.debug ERAMREE .

nwamd/autoconf boolean false

FRTEBCA L (EIL) BRI BT & & R H ShiE 4T /P WLAN -
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nwamd/ncu_wait time count 60
FEZA T — A NCU Z B 47 NCU (/4% 1 NCU X, MFEME) H2h
(IFDEL - WIEIESIASHHOH, I B TRES AT, I 2 RIERE & R R E A 1
BOE L NCU I rTRE2ZEH # F NCU -

nwamd/condition_check _interval count 120

XA RSN RPTE AR R AR FEF R - f/IMEH 30F -

nwamd/scan_interval count 120

PIT R ITE S A IR TR BRFD £ -

nwamd/scan_level astring weak
—MESHERIE ; MRS EIERA AP KT S S50 UL w05 598 St
TXEEAP (J& TR —ESSID) - WIERFMT T IR 1R DUEE TSR 25 5 AT AP
nwamd/strict _bssid boolean false

WIHH trues W [E] B DAL ESSID F1 BSSID A BE 2 2 31 LLHTERE R WLAN - Q15
) false, M FFULHEL ESSID o

netcfg/active ncp astring Automatic
HHIE SN NCP - B MEAN A FIRE . B H NWAM MRS 7E N #E H LAE % I
EHFTIEED 2 [RIPR R A o B B4 BTVE 2 NCP #IERAFH - 5 2 156

nwam-manager GUI B netadm /i % Y enable Fii< -

RS PR B H NCP 457 DefaultFixed: R NWAM HEIECEEH, HEMES
H ] E LR AL & -

AR THIBMHERIWRT, 155 L attributes(5) -

BRE BitE

AT system/core-os
FORE Volatile (R[2Z)

sves(1) ~ dladm(1M) ~ ipadm(1M) ~ netcfg(1M)~ netcfgd(1M)~ nwamd(1M)~ svadm(1M)~ attr
512 W, JDS/GNOME T} T £ & H1Y) nwam-manager (1M) -

BRI R 55 R 55 B BE TR smf(5) B, HARSS AR -

svc:/network/physical:default

FTLLEF svadm(1M) XTI AR S BUTEERIME (B - SRSGEREHESD) - 7]
LA sves(1) diy 2 R E AR S IR -
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openssl - OpenSSL cryptographic and Secure Sockets Layer toolkit

OpenSSL is a cryptography toolkit that implements the Secure Sockets Layer (SSLv2/v3) and
Transport Layer Security (TLS v1) network protocols.

The following features are omitted from the binaries for issues including but not limited to
patents, trademark, and US export restrictions: ECC, IDEA, MDC2, RC3, RC5, 4758 _CCA
Engine, AEP Engine, Atalla Engine, CHIL Engine, CSWIFT Engine, GMP Engine, NURON
Engine, PadLock Engine, Sureware Engine, and UBSEC Engine.

A new PKCS#11 engine has been included with ENGINE name pkcs11. The engine was
developed in Sun and is not integrated in the OpenSSL project.

The PKCS#11 engine is configured to use the Oracle Solaris Cryptographic Framework. See
cryptoadm(1M) for configuration information.

The PKCS#11 engine can support the following set of mechanisms: CKM_AES_CBC,
CKM_AES ECB, CKM BLOWFISH CBC,CKM DES CBC,CKM DES ECB,CKM DES3 CBC,
CKM_DES3 ECB, CKM DSA, CKM MD5, CKM RC4, CKM RSA PKCS,CKM RSA X 509,CKM SHA 1,
CKM_SHA224, CKM_SHA256, CKM_SHA384, CKM_SHA512, CKM SHA224 HMAC,

CKM SHA224 HMAC GENERAL,and CKM SHA224 KEY DERIVATION.

The set of mechanisms available depends on installed Crypto Framework providers. To see
what mechanisms can be offloaded to the Cryptographic Framework through the PKCS#11
engine on a given machine, run the following command:

/usr/sfw/bin/openssl engine pkcsll -vvv -t -c
Due to requirements of the PKCS#11 standard regarding fork(2) behavior, some applications

that use the OpenSSL EVP interfaces and fork () with active crypto contexts might
experience unexpected behavior.

The dynamic engine support has been enabled, which allows an external engine, in the form of
a shared library, to be dynamically bound and used by an OpenSSL-based application.

Run the following command to see if the dynamic engine is supported:

$openssl engine dynamic
(dynamic) Dynamic engine loading support

This engine is implemented as a separate shared library, and it can be used by an OpenSSL
application through the OpenSSL dynamic engine support. This engine was developed in Sun
and is not integrated in the OpenSSL project.

Files for the devcrypto engine library are:

/lib/openssl/engines/1libdevcrypto.so
/1lib/openssl/engines/64/1libdevcrypto.so

FME TS - F2 - WBEFE - &EMEIT 16Feb 2012


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mcryptoadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2fork-2

openssl(5)

Using FIPS Mode

Building an OpenSSL
Application

Accessing RSA Keys in
PKCS#11 Keystores

The devcrypto engine accesses only the kernel hardware providers from the Oracle Solaris
Cryptographic Framework. To see the hardware provider information on a system, use the
cryptoadm(1M) command.

The devcrypto engine supports the following set of mechanisms: CKM_AES_CBC, CKM_AES_CTR,
CKM_AES_ECB, CKM_BLOWFISH_ CBC,CKM DES CBC,CKM DES ECB,CKM DES3_CBC,
CKM_DES3_ECB, and CKM_RCA4.

The set of mechanisms available depends on hardware providers installed and enabled in the
Cryptographic Framework. To see what mechanisms are supported by the devcrypto engine
on a particular machine, run the following command:

$openssl engine dynamic -pre SO PATH:/lib/openssl/engines/libdevcrypto.so\
-pre LOAD -t -c

Currently a FIPS-140 certified mode is not available in Oracle Solaris.

To build an OpenSSL application, use the following cc command line options:

cc [ flag... 1 file... -lcrypto -lssl [ library... ]

OpenSSL can access RSA keys in PKCS#11 keystores using the following functions of the
ENGINE APIL:

EVP_PKEY *ENGINE load private key(ENGINE *e,
const char *key id, UI_METHOD *ui_method,
void *callback data)

EVP_PKEY *ENGINE load public_key(ENGINE *e,
const char *key id, UI METHOD *ui method,
void *callback data)

key_id, formerly for filenames only, can be now also set to a PKCS#11 URI. The EVP_PKEY
structure is newly allocated and caller is responsible to free the structure later. To avoid clashes
with existing filenames, file:// prefix for filenames is now also accepted but only when the
PKCS#11 engine is in use. The PKCS#11 URI specification follows:

pkcs1l:[token=<label>][:manuf=<label>][;serial=<label>]
[;model=<label>][;object=<label>]
[;objecttype=(public|private|cert)]
[;passphrasedialog=(builtin|exec:<file>)]

The ordering of keywords is not significant. The PKCS#11 engine uses the keystore for the slot
chosen for public key operations, which is metaslot on a standard configured machine.
Currently, the PKCS#11 engine ignores the objecttype keyword. The only mandatory
keyword is object which is the key object label. For information on how to use a different,
possibly hardware, keystore with metaslot, seelibpkcs11(3LIB).

The token PIN is provided by way of the passphrasedialog keyword and is either read from
the terminal (builtin) or from the output of an external command (exec:<file>). The PIN
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is used to log into the token and by default is deleted from the memory then. The keyword pin
is intentionally not provided due to inherent security problems of possible use of a password
in the process arguments.

Due to fork safety issues the application must re-login if the child continues to use the
PKCS#11 engine. It is done inside of the engine automatically if fork is detected and in that
case, exec:<file>option of the passphrasedialog keyword can be used. Alternatively, an
environment variable OPENSSL PKCS11 PIN CACHING POLICY can be used to allow the PIN to
be cached in memory and reused in the child. It can be set to none which is the default, memory
to store the PIN in memory, and mlocked-memory to keep the PIN in alocked page using
mlock(3C). PRIV_PROC_LOCK_MEMORY privilege is required in that case.

Sensitive parts of private keys are never read from the token to the process memory no matter
whether the key is tagged with sensitive flag or not. The PKCS#11 engine uses the public
components as a search key to get a PKCS#11 object handle to the private key.

To use the RSA keys by reference, high level API functions such as RSA_public_decrypt(),
EVP_PKEY_setl_RSA(),or EVP_SignInit() mustbe used. Low level functions might go
around the engine and fail to make use of the feature.

Extensive additional documentation for OpenSSL modules is available in the
/usr/share/man/manlopenssl, /usr/share/man/man3openssl,
/usr/share/man/man5openssl, and /usr/share/man/man7openss1 directories.

To view the license terms, attribution, and copyright for OpenSSL, run pkg info - -license
library/security/openssl.

&1  Generatingand Printing a Public Key

The following example generates and prints a public key stored in an already initilized
PKCS#11 keystore. Notice the use of -engine pkcs1l and -informe.

$ pktool gencert keystore=pkcsll label=mykey \
subject="CN=test" keytype=rsa keylen=1024 serial=01

$ openssl rsa -in "pkcsll:object=mykey;passphrasedialog=builtin"\
-pubout -text -engine pkcsll -inform e

See attributes(5) for a description of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability library/security/openssl, library/security/openssl

Interface Stability Volatile

FME TS - F2 - WBEFE - &EMEIT 16Feb 2012


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Amlock-3c

openssl(5)

crle(l), cryptoadm(1M), libpkcs11(3LIB), attributes(5), privileges(5)

/usr/share/man/manlopenssl/openssl.lopenssl,
/usr/share/man/manlopenssl/CRYPTO num locks.3openssl,
/usr/share/man/man3openssl/engine.3, /usr/share/man/man3openssl/evp.3
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5| pam_allow - PAM authentication, account, session and password management PAM module
to allow operations

FH?%*&%E pam allow.so.1l

ETN The pam_allow module implements all the PAM service module functions and returns

PAM_SUCCESS for all calls. Opposite functionality is available in the pam_deny(5) module.

Proper Solaris authentication operation requires pam_unix_cred(5) be stacked above
pam_allow.

The following options are interpreted:

debug  Provides syslog(3C) debugging information at the LOG_AUTH | LOG_DEBUG level.

Hix PAM_SUCCESS is always returned.
i i1 Allowing ssh none

The following example is a pam. conf fragment that illustrates how to allow the SSHv2
userauth of “none”

sshd-none auth required pam unix cred.so.1l
sshd-none auth sufficient pam allow.so.1l
sshd-none account sufficient pam_allow.so.1l
sshd-none session sufficient pam allow.so.1l
sshd-none password sufficient pam allow.so.1l

The equivalent configuration using /etc/pam.d/ would be the following entries in
/etc/pam.d/sshd-none:

auth required pam unix cred.so.1l
auth sufficient pam _allow.so.1l
account sufficient pam_allow.so.1l
session sufficient pam allow.so.1l
password sufficient pam allow.so.1l

w#il2 Allowing Kiosk Automatic Login Service

The following example is a pam. conf fragment that illustrates how to allow gdm kiosk
automatic login:

gdm-autologin auth required pam_unix_cred.so.1l
gdm-autologin auth sufficient pam allow.so.l

The equivalent configuration using /etc/pam.d/ would be the following entries in
/etc/pam.d/gdm-autologin:

auth required pam unix cred.so.1l
auth sufficient pam allow.so.1l
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See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

libpam(3LIB), pam(3PAM), pam_sm(3PAM), syslog(3C), pam.conf(4), attributes(5),
pam_deny(5), pam_unix_cred(5)

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

This module is intended to be used to either allow access to specific services names, or to all
service names not specified (by specifying it as the default service stack).
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pam_authtok_check - authentication and password management module

pam_authtok check.so.1

pam_authtok_check provides functionality to the Password Management stack. The
implementation of pam_sm_chauthtok() performs a number of checks on the construction of
the newly entered password. pam_sm_chauthtok() is invoked twice by the PAM framework,
once with flags set to PAM_PRELIM_CHECK, and once with flags set to PAM_UPDATE_AUTHTOK.
This module only performs its checks during the first invocation. This module expects the
current authentication token in the PAM_OLDAUTHTOK item, the new (to be checked) password
in the PAM_AUTHTOK item, and the login name in the PAM_USER item. The checks performed by

this module are:

length

circular shift

complexity

variation

dictionary check

upper/lower case

The password length should not be less that the minimum specified in
/etc/default/passwd.

The password should not be a circular shift of the login name. This check
may be disabled in /etc/default/passwd.

The password should contain at least the minimum number of
characters described by the parameters MINALPHA, MINNONALPHA,
MINDIGIT, and MINSPECIAL. Note that MINNONALPHA describes the same
character classes as MINDIGIT and MINSPECIAL combined; therefore the
user cannot specify both MINNONALPHA and MINSPECIAL (or MINDIGIT).
The user must choose which of the two options to use. Furthermore, the
WHITESPACE parameter determines whether whitespace characters are
allowed. If unspecified MINALPHA is 2, MINNONALPHA is 1 and WHITESPACE
isyes

The old and new passwords must differ by at least the MINDIFF value
specified in /etc/default/passwd. If unspecified, the default is 3. For
accounts in name services which support password history checking, if
prior history is defined, the new password must not match the prior
passwords.

The password must not be based on a dictionary word. The list of words
to be used for the site's dictionary can be specified with DICTIONLIST. It
should contain a comma-separated list of filenames, one word per line.
The database that is created from these files is stored in the directory
named by DICTIONDBDIR (defaults to /var/passwd). See mkpwdict(1M)
for information on pre-generating the database. If neither DICTIONLIST
nor DICTIONDBDIR is specified, no dictionary check is made.

The password must contain at least the minimum of upper- and
lower-case letters specified by the MINUPPER and MINLOWER values in
/etc/default/passwd. If unspecified, the defaults are 0.
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maximum repeats  The password must not contain more consecutively repeating characters
than specified by the MAXREPEATS value in /etc/default/passwd. If
unspecified, no repeat character check is made.

The following option may be passed to the module:

force_check If the PAM_NO_AUTHTOK_CHECK flag set, force_check ignores this
flag. The PAM_NO_AUTHTOK_CHECK flag can be set to bypass
password checks (see pam_chauthtok(3PAM)).

server_policy  Iftheaccountauthority for the user, as specified by PAM_USER, is not files
or NIS, and if server_policy is specified, this module does not perform
any password-strength checks. Instead, it leaves it to the account
authority to validate the new password against its own set of rules.

debug syslog(3C) debugging information at the LOG_DEBUG level

If the password in PAM_AUTHTOK passes all tests, PAM_SUCCESS is returned. If any of the tests fail,
PAM_AUTHTOK_ERR is returned.

/etc/default/passwd ~ See passwd(1) for a description of the contents.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

passwd(1), pam(3PAM), mkpwdict(1M), pam_chauthtok(3PAM), syslog(3C), Libpam(3LIB),
pam.conf(4), passwd(4), shadow(4), attributes(5), pam_authtok get(5),

pam authtok store(5), pam dhkeys(5), pam passwd auth(5), pam unix account(5),

pam unix_auth(5), pam unix_ session(5)

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.
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pam_authtok_get — authentication and password management module
pam_authtok get.so.1l
The pam_authtok_get service module provides password prompting funtionality to the PAM

stack. It implements pam_sm_authenticate() and pam_sm_chauthtok(), providing
functionality to both the Authentication Stack and the Password Management Stack.

The implementation of pam_sm_authenticate(3PAM) prompts the user name if not set and
then tries to get the authentication token from the pam handle. If the token is not set, it then
prompts the user for a password and stores it in the PAM item PAM_AUTHTOK. This module is
meant to be the first module on an authentication stack where users are to authenticate using a
keyboard.

Due to the nature of the PAM Password Management stack traversal mechanism, the
pam_sm_chauthtok(3PAM) function is called twice. Once with the PAM_PRELIM_ CHECK flag,
and one with the PAM_UPDATE AUTHTOK flag.

In the first (PRELIM) invocation, the implementation of pam_sm_chauthtok(3PAM) moves the
contents of the PAM_AUTHTOK (current authentication token) to PAM_OLDAUTHTOK, and
subsequentially prompts the user for a new password. This new password is stored in

PAM AUTHTOK.

If a previous module has set PAM_OLDAUTHTOK prior to the invocation of pam_authtok_get, this
module turns into a NO-OP and immediately returns PAM_SUCCESS.

In the second (UPDATE) invocation, the user is prompted to Re-enter his password. The
pam_sm_chauthtok implementation verifies this reentered password with the password
stored in PAM_AUTHTOK. If the passwords match, the module returns PAM_SUCCESS.

The following option can be passed to the module:

debug  syslog(3C) debugging information at the LOG_DEBUG level

The authentication service returns the following error codes:
PAM_SUCCESS Successfully obtains authentication token

PAM_SYSTEM_ERR Fails to retrieve username, username is NULL or empty

The password management service returns the following error codes:
PAM_SUCCESS Successfully obtains authentication token

PAM_AUTHTOK_ERR Authentication token manipulation error

See attributes(5) for descriptions of the following attributes:
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ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

pam(3PAM), pam_authenticate(3PAM), syslog(3C), Libpam(3LIB), pam.conf(4),
attributes(5), pam_authtok check(5), pam_authtok store(5), pam dhkeys(5),
pam passwd_auth(5), pam_unix_account(5), pam unix_auth(5), pam unix_session(5)

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.
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pam_authtok_store — password management module

pam authtok store.so.1l

pam_authtok_store provides functionality to the PAM password management stack. It
provides one function: pam_sm_chauthtok().

When invoked with flags set to PAM_UPDATE_AUTHTOK, this module updates the authentication
token for the user specified by PAM_USER.

The authentication token PAM_OLDAUTHTOK can be used to authenticate the user against
repositories that need updating (NIS, LDAP). After successful updates, the new authentication
token stored in PAM_AUTHTOK is the user's valid password.

This module honors the PAM_REPOSITORY item, which, if set, specifies which repository is to be
updated. If PAM_REPOSITORY is unset, it follows the nsswitch.conf(4).

The following option can be passed to the module:
debug syslog(3C) debugging information at the LOG_DEBUG level

server policy If the account authority for the user, as specified by PAM_USER, is a server,
do not encrypt the authentication token before updating.

PAM_SUCCESS Successfully obtains authentication token

PAM_SYSTEM_ERR  Fails to get username, service name, old password or new password, user
name null or empty, or password null.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

pam(3PAM), pam_authenticate(3PAM), pam chauthtok(3PAM), syslog(3C), libpam(3LIB),
pam.conf(4),attributes(5), pam_authtok check(5), pam authtok get(5), pam dhkeys(5),
pam_passwd_auth(5), pam_unix_account(5), pam _unix_auth(5), pam_unix_session(5)

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

If the PAM_REPOSITORY itemn_type is set and a service module does not recognize the type, the
service module does not process any information, and returns PAM_IGNORE. If the
PAM_REPOSITORY item_type is not set, a service module performs its default action.
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pam_deny - PAM authentication, account, session and password management PAM module
to deny operations

pam deny.so.1

The pam_deny module implements all the PAM service module functions and returns the
module type default failure return code for all calls.

The following options are interpreted:
debug  syslog(3C) debugging information at the LOG_AUTH|LOG_DEBUG levels
The following error codes are returned:

PAM ACCT EXPIRED If pam sm acct mgmt is called.

PAM _AUTH ERR If pam sm authenticate is called.

PAM_AUTHOK_ERR If pam_sm_chauthtok is called.

PAM CRED ERR If pam _sm setcredis called.

PAM_SESSION ERR If pam_sm_open_sessionorpam sm close session is called.

f5l1  Disallowing ssh none authentication

The following example is a pam. conf fragment that illustrates how to deny the SSHv2
userauth of “none”

sshd-none auth requisite  pam _deny.so.1l
sshd-none account requisite  pam deny.so.1l
sshd-none session requisite  pam deny.so.1l
sshd-none password requisite  pam _deny.so.1l

The equivalent configuration in /etc/pam.d/ would be the following entries in
/etc/pam.d/sshd-none:

auth requisite  pam_deny.so.
account  requisite  pam_deny.so.
session requisite  pam deny.so.
password requisite  pam deny.so.

= I ==

7fi2 Disallowing any service not explicitly defined

The following example is a pam. conf fragment that illustrates how to deny any PAM service
which is not explicitly defined in the PAM configuration:

other auth requisite  pam _deny.so.1l
other account requisite  pam_deny.so.1l
other session requisite  pam deny.so.1l
other password requisite  pam deny.so.1l
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&#il2 Disallowing any service not explicitly defined (&)

The equivalent configuration in /etc/pam.d/ would be the following entries in
/etc/pam.d/other:

auth requisite pam deny.so.1l

account requisite pam_deny.so.1l

session requisite  pam_deny.so.1l

password requisite pam deny.so.1l

B See attributes(5) for a description of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe with exceptions

Nii|
i
3
=

su(1M), libpam(3LIB), pam(3PAM), pam_sm_authenticate(3PAM), syslog(3C),
pam.conf(4), nsswitch.conf(4),attributes(5), pam_authtok check(5),
pam_authtok get(5), pam_authtok store(5), pam_dhkeys(5), pam_passwd_auth(5),
pam_unix_account(5), pam_unix_auth(5), pam_unix_session(5), privileges(5)

FtiE The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

The pam_deny module is intended to deny access to a specified service. The other service
name may be used to deny access to services not explicitly specified.
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Authentication
Services
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Management

pam_dhkeys - authentication Diffie-Hellman keys management module

pam_dhkeys.so.1l

The pam_dhkeys. so. 1 service module provides functionality to two PAM services: Secure
RPC authentication and Secure RPC authentication token management.

Secure RPC authentication differs from regular Unix authentication because ONC RPCs use
Secure RPC as the underlying security mechanism.

The following options may be passed to the module:
debug syslog(3C) debugging information at LOG_DEBUG level

nowarn  Turn off warning messages

If the user has Diffie-Hellman keys, pam_sm_authenticate() establishes secret keys for the
user specified by the PAM_USER (equivalent to running keylogin(1)), using the authentication
token found in the PAM_AUTHTOK item. If pam sm setcred() is called with

PAM_ESTABLISH CRED and the user's secure RPC credentials need to be established, these
credentials are set. This is equivalent to running keylogin(1).

If the credentials could not be set and PAM_SILENT is not specified, a diagnostic message is
displayed. If pam_setcred() is called with PAM_DELETE_CRED, the user's secure RPC
credentials are unset. This is equivalent to running keylogout(1).

PAM_REINITIALIZE CRED and PAM REFRESH_CRED are not supported and return PAM_IGNORE.

The pam_sm_chauthtok() implementation checks whether the old login password decrypts
the users secret keys. If it doesn't this module prompts the user for an old Secure RPC
password and stores it in a pam data item called SUNW_OLDRPCPASS. This data item can be used
by the store module to effectively update the users secret keys.

The authentication service returns the following error codes:

PAM_SUCCESS Credentials set successfully.

PAM_IGNORE Credentials not needed to access the password repository.
PAM_USER_UNKNOWN PAM_USER is not set, or the user is unknown.

PAM_AUTH_ERR No secret keys were set. PAM_AUTHTOK is not set, no credentials are
present or there is a wrong password.

PAM_BUF_ERR Module ran out of memory.

The authentication token management returns the following error codes:
PAM SUCCESS Old rpc password is set in SUNW_OLDRPCPASS

PAM USER_UNKNOWN User in PAM_USER is unknown.
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PAM_AUTHTOK_ERR User did not provide a password that decrypts the secret keys.

PAM BUF ERR Module ran out of memory.
B See attributes(5) for descriptions of the following attributes:
ATTRIBUTE TYPE ATTRIBUTE VALUE
Interface Stability Committed
MT Level MT-Safe with exceptions
FHESN keylogin(1), keylogout(1l), pam(3PAM), pam authenticate(3PAM),

pam_chauthtok(3PAM), pam_setcred(3PAM), pam_get item(3PAM),

pam_set data(3PAM), pam get data(3PAM), syslog(3C), Libpam(3LIB), pam.conf(4),
attributes(5), pam_authtok_check(5), pam _authtok get(5), pam_authtok store(5),
pam_passwd_auth(5), pam_unix_account(5), pam_unix_auth(5), pam_unix_session(5)

pES The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.
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51 A& pam_dial_auth — authentication management PAM module for dialups
Fﬁff*ﬂfg pam dial auth.so.1l
A The pam_dial_auth module implements pam_sm_authenticate(3PAM) which authenticates

the user according to the dialups(4) and d_passwd(4) files configuration.

Authentication service modules must implement both pam_sm_authenticate() and
pam_sm_setcred().pam_sm_setcred() in this module always returns PAM_IGNORE.

The value of the PAM_TTY item is checked against entries in dialups(4). If there is a match, the
user's shell is compared against entries in d_passwd(4). If there is a matching entry, the user is
prompted for a password which is validated against the entry found.

The following option may be passed in to this service module:

debug syslog(3C) debugging information at LOG_DEBUG level.

IR If dialups(4) is not present, PAM_IGNORE is returned. Upon successful completion of
pam_sm_authenticate(), PAM_SUCCESS is returned. The following error codes are returned
upon error:

PAM_AUTH_ERR Authentication failure.

PAM_SERVICE ERR Error in the calling service, PAM_TTY is not set.
PAM_SYSTEM_ERR System error (d_passwd(4) is not present).
PAM_USER_UNKNOWN No account is present for user.

B See attributes(5) for a description of the following attributes:

ATTRIBUTE TYPE ATTRIBUTE VALUE
MT Level MT-Safe with exceptions

HiEEN pam(3PAM), pam_authenticate(3PAM), pam_sm_authenticate(3PAM),d passwd(4),
dialups(4), libpam(3LIB), pam.conf(4), attributes(5), pam authtok check(5),
pam_authtok get(5), pam _authtok store(5), pam_dhkeys(5), pam _passwd_auth(5),
pam_unix_account(5), pam_unix_auth(5), pam_unix_session(5)

Bt E The interfaces in Libpam(3LIB) are MT-Safe only if each thread within the multi-threaded

y

application uses its own PAM handle.

Standards, Environments, and Macros 353


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-authenticate-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4dialups-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4d-passwd-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4dialups-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4d-passwd-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Asyslog-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4dialups-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4d-passwd-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-authenticate-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-authenticate-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4d-passwd-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4dialups-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpam-3lib
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4pam.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpam-3lib

pam_krb5(5)

E10:E=

REHE
ik

Kerberos
Authentication Module

354

pam_krb5 - authentication, account, session, and password management PAM modules for
Kerberos V5

/usr/lib/security/pam krb5.so0.1

The Kerberos V5 service module for PAM provides functionality for all four PAM modules:
authentication, account management, session management, and password management. The
service module is a shared object that can be dynamically loaded to provide the necessary
functionality upon demand. Its path is specified in the PAM configuration file.

The Kerberos V5 authentication component provides functions to verify the identity of a user,
pam_sm_authenticate(), and to manage the Kerberos credentials cache, pam_sm_setcred().

pam_sm_authenticate() authenticates a user principal through the Kerberos authentication
service. If the authentication request is successful, the authentication service sends a
ticket-granting ticket (TGT) back to the service module, which then verifies that the TGT
came from a valid Key Distribution Center (KDC) by attempting to get a service ticket for the
local host service. For this to succeed, the local host's keytab file (/etc/krb5/krb5. keytab)
must contain the entry for the local host service. For example, in the file
host/hostname.com@REALM, hostname.com is the fully qualified local hostname and REALM
is the default realm of the local host as defined in /etc/krb5/krb5. conf. If the host entry is
not found in the keytab file, the authentication fails. Administrators can optionally disable this
“strict” verification by setting “verify_ap_req_nofail = false” in /etc/krb5/krb5. conf.
See krb5. conf(4) for more details on this option. This allows TGT verification to succeed in
the absence of a keytab host principal entry.

If pam_sm_authenticate() is called and the pkinit module option is set, the Kerberos V5
authentication module tries to do PKINIT authentication, assuming that both the system and
the KDC are configured to support this type of authentication. This form of authentication uses
a user's certificate and private key to acquire the user's initial Kerberos credential (TGT). One of
the keystore formats supported is PKCS11 which supports use of any PKCS11 compatible
keystore capable of storing the required credential and private key needed for PKINIT
authentication (PKCS11 compatible smartcards are an example). See krb5 . conf(4) for more
details on PKINIT configuration. This form of authentication is typically useful for services
where the system on which the auth stack is being processed has access to the user's certificate
and private key.

If pam_sm_authenticate() is called and the pkinit module option is not set then the
Kerberos V5 authentication module does password based authentication.

In either case, if the PAM_AUTHTOK password item has been set when pam_sm_authenticate()
is called, which is the case when pam_krb5 is stacked after pam_authtok get in the auth stack,
the Kerberos V5 authentication module uses that PAM_AUTHTOK password for either PKINIT or
password based Kerberos authentication.

If the PAM_USER item is not set pam_krb5 with the pkinit option prompts for and set that item.
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If the PAM_AUTHTOK password item has not been set when pam_sm_authenticate() is called,
which is the case when pam_krb5 is stacked before pam_authtok get in the auth stack, and the
pkinit option is present the Kerberos V5 authentication module allows the Kerberos pkinit
preauth plugin to prompt for whatever information is needed to perform PKINIT (typically
this is for the user's PIN). No PAM items are set by way of this prompting. See krb5.conf(4)
for more information on PKINIT configuration options.

The pam_krb5 module sets the KRB5CCNAME shell environment variable upon successful
authentication or password change to FILE: /tmp/krb5cc_uid where uid is the UID of the
user that pam_krb5 authenticated. KRB5CCNAME is documented in krb5envvar(5).

If it is desirable to initially have the Kerberos V5 authentication module try PKINIT Kerberos
authentication and fall back to password based Kerberos authentication then either the
sufficient or optional control flags must be provided for the instance of pam_krb5 with the
pkinit module option set and another instance of pam_krb5 without the pkinit module
option must be stacked below pam_authtok_get. If there are PAM modules other than
pam_krb5 that must be evaluated below pam_authtok_get then the control flag should be set
to optional for the instance of pam_krb5 with the pkinit module option set otherwise the
control flag should be set to sufficient.

Only two instances of pam_krb5 are supported in a auth stack.

pam_sm_authenticate(3PAM) can be passed the following flag:

PAM_DISALLOW NULL_AUTHTOK
This flag is ignored. The Kerberos authentication mechanism does not allow an empty
password string by default.

pam_sm_setcred() creates and modifies the user's credential cache. This function initializes
the user's credential cache, if it does not already exist, and stores the initial credentials for later
use by Kerberos network applications. The following flags can be set in the flags field. They are
best described by their effect on the user's credential cache.

PAM ESTABLISH CRED
Stores the initial credentials in the user's credential cache so that the user can access
Kerberos network services. If a successful authentication pass was made, the new
credentials are stored in the credential cache, overwriting any existing credentials that were
previously stored. If an unsuccessful authentication pass was made, PAM_CRED_UNAVAIL is
returned.

PAM DELETE CRED
This flag has no effect on the credential cache and always returns PAM_SUCCESS. The
credential cache is not deleted because there is no accurate method to determine if the
credentials are needed by another process. The credential cache can be deleted with the
kdestroy(1) command.
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PAM REINITIALIZE CRED
Deletes the user's existing credential cache, if it exists, and creates a new credential cache.
The new credentials are stored in the new cache and the user's ticket lifetime and renewable
life time values are reset.

PAM_REFRESH CRED
Does not require a previous authentication pass, but if a successful one is made, the new
credentials are stored in the credential cache. If a previous authentication pass was not
made or was unsuccessful, an attempt to renew the existing credentials is made. This
function fails if the user's renewable ticket lifetime is expired.

The following options can be passed to the Kerberos V5 authentication module:
debug Provides syslog(3C) debugging information at LOG_DEBUG level.
nowarn  Turns off warning messages.

pkinit Indicates that the Kerberos V5 authentication module should try Kerberos PKINIT
authentication instead of the default password based Kerberos authentication.

The Kerberos account management component provides a function to perform account
management, pam_sm_acct_mgmt (). This function checks to see if the pam_krb5
authentication module has noted that the user's password has not expired. The following
options can be passed in to the Kerberos V5 account management module:

debug Provides syslog(3C) debugging information at LOG_DEBUG level

nowarn Turns off warning messages. Also, does not query KDC for impending password
expiration information used to warn the user.

The Kerberos V5 session management component provides functions to initiate
pam_sm_open_session() and terminate pam_sm_close_session() Kerberos sessions. For
Kerberos V5, both pam_sm_open_sessionand pam_sm_close session() are null functions,
returning PAM_IGNORE.

The Kerberos V5 password management component provides a function to change
passwords, pam_sm_chauthtok(), in the Key Distribution Center (KDC) database.

If the Kerberos V5 authentication module used PKINIT authentication in the auth stack then
the Kerberos V5 password management module returns PAM_IGNORE in the following cases:

= The new password is NULL.
= The old password is NULL.
= Verification of the old password fails.

The rationale behind this is that the KDC can not allow a PKINIT user to change/set a password
since the user can be expected to use PKINIT only. Ifall of the cases above are false the
Kerberos V5 password management module tries to change the user's password in the KDC
database.
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If the KDC only supports PKINIT authentication then the Kerberos V5 password management
module should not be present in any password stacks.

Related to PKINIT the Kerberos V5 password management module does not support changing
the key store PIN used to access a user's private key and certificate.

The following flags can be passed to pam_sm_chauthtok(3PAM):

PAM_CHANGE_EXPIRED_AUTHTOK
The password service should only update the user's Kerberos password if it is expired.
Otherwise, this function returns PAM_IGNORE. The default behaviour is to always change the
user's Kerberos password.

PAM_PRELIM_CHECK
This is a null function that always returns PAM_IGNORE.

PAM_UPDATE_AUTHTOK
This flag is necessary to change the user's Kerberos password. If this flag is not set,
pam_krb5 returns PAM SYSTEM ERR.

The following option can be passed to the Kerberos V5 password module:

debug  Provides syslog(3C) debugging information at LOG_DEBUG level.

The following error codes are returned for pam_sm_authenticate():

PAM AUTH_ERR Authentication failure

PAM_BUF_ERR Memory buffer error.

PAM_IGNORE The user is “root” and the root key exists in the default keytab.
PAM_SUCCESS Successfully obtained Kerberos credentials .

PAM_SYSTEM ERR System error.

PAM_USER_UNKNOWN  An unknown Kerberos principal was requested.

The following error codes are returned for pam_sm_setcred():

PAM AUTH ERR Authentication failure.
PAM BUF_ERR Memory buffer error.
PAM_IGNORE The user is “root” and the root key exists in the default keytab.

PAM SYSTEM ERR System error.

PAM_SUCCESS Successfully modified the Kerberos credential cache.

The following error codes are returned for pam_sm_acct_mgmt ():

PAM_AUTH_ERR Authentication failure.
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PAM_IGNORE

PAM_NEW AUTHTOK REQD

PAM SERVICE ERR

PAM_SUCCESS

PAM_SYSTEM ERR

PAM_USER_UNKNOWN

Kerberos service module pam_sm_authenticate() was never
called, or the user is “root” and the root key exists in the default
keytab.

Obtain new authentication token from the user.
Error in underlying service module.

Kerberos principal account is valid.

System error.

An unknown Kerberos principal was requested.

The following error code is returned for pam_sm_open_session() and
pam sm close session():

PAM_IGNORE

These two functions are null functions in pam_krb5:

The following error codes are returned for pam_sm_chauthtok():

PAM_AUTH ERR

PAM_IGNORE

PAM NEW AUTHTOK REQD

PAM SERVICE ERR

PAM_SYSTEM ERR

PAM_USER_UNKNOWN

PAM_SUCCESS

w45 w1

Authentication failure.

The user has not been authenticated by Kerberos service module
pam_sm_authenticate(), or the useris “root” and the root key
exists in the default keytab.

User's Kerberos password has expired.

Error in module. At least one input parameter is missing.
System error.

An unknown Kerberos principal was requested.

Successfully changed the user's Kerberos password.

Authenticating Users Through Kerberos as First Choice Using Password-based Authentication

The following is an excerpt of a sample pam. conf configuration file that authenticates users
through the Kerberos authentication service and authenticates through the Unix login only if
the Kerberos authentication fails. This arrangement is helpful when a majority of the users are
networked by means of Kerberos and when there are only a few non-Kerberos type user
accounts, such as root. The service illustrated below is for gdm.

gdm
gdm
gdm
gdm
gdm
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auth
auth
auth
auth
auth

requisite
required
required
sufficient
required

pam authtok get.so.1l
pam_dhkeys.so.1
pam_unix_cred.so.1l
pam krb5.s0.1
pam_unix_ auth.so.1l
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These changes should not be made to the existing krlogin, krsh, and ktelnet service entries.
Those services require Kerberos authentication, so using a seemingly sufficient control flag
would not provide the necessary functionality for privacy and integrity. There should be no
need to change those entries.

The following entries check for password expiration when dealing with Kerberos and Unix
password aging policies:

other account requisite pam_roles.so.1l
other account required pam_unix account.so.1l
other account required pam_krb5.s0.1

The following entries would change the Kerberos password of the user and continue to change
the Unix login password only if the Kerberos password change had failed:

other password required pam_dhkeys.so.1l

other password requisite pam_authtok get.so.1l
other password requisite pam_authtok check.so.1l
other password sufficient pam_krb5.s0.1

other password required pam_authtok store.so.1l

&#il2 Authenticating Users Through Kerberos Only Using Password-based Authentication

The following example allows authentication only to users that have Kerberos-based accounts.

gdm auth requisite pam_authtok get.so.1l
gdm auth required pam_dhkeys.so.1

gdm auth required pam unix cred.so.1l
gdm auth required pam_krb5.s0.1

Typically, you would have another service specified in the pam. conf file that would allow local
users, such as database, web server, system administrator accounts, to log in to the host
machine. For example, the service name “login” could be used for these users. These users
should not belong to any roles.

The rest of the module types look similar to that shown in the previous example:

other account requisite pam roles.so.1l
other account required pam_unix_account.so.1l
other account required pam_krb5.s0.1

With binding specified in the following, it is important that non-Kerberos users specify the
repository in which they reside using the - r option with the passwd(1) command. This
configuration is also based on the assumptions that:

= Kerberos users maintain only their Kerberos passwords;
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EE% ) Authenticating Users Through Kerberos Only Using Password-based Authentication
2k

= changing their Unix password is not necessary, given that they are authenticated only
through their Kerberos passwords when logging in.

other password required pam_dhkeys.so.1

other  password requisite pam_authtok get.so.1l
other password requisite pam authtok check.so.1
other password binding pam_krb5.s0.1

=613 Authenticating Through Kerberos Optionally Using Password-based Authentication

This configuration is helpful when the majority of users are non-Kerberos users and would
like to authenticate through Kerberos if they happened to exist in the Kerberos database. The
effect of this is similar to users voluntarily executing kinit(1) after they have successfully
logged in:

gdm auth requisite pam_authtok get.so.1l
gdm auth required pam dhkeys.so.1

gdm auth required pam_unix cred.so.1l
gdm auth required pam_unix_auth.so.1l
gdm auth optional pam_krb5.s0.1

The rest of the configuration is as follows:

other account requisite pam_roles.so.1l

other account required pam unix account.so.1l
other account optional pam_krb5.s0.1

other  password required pam_dhkeys.so.1

other password requisite pam authtok get.so.1l
other password requisite pam_authtok check.so.1l
other password required pam authtok store.so.1l
other password optional pam krb5.s0.1

Non-Kerberos users should specify their respective repositories by using the - r option when
changing their password with the passwd(1) command.

=4 Authenticating Users Through Kerberos PKINIT as First Choice

The following is an excerpt of a sample pam. conf configuration file that authenticates users
through the Kerberos authentication service and authenticates through the Unix login only if
the Kerberos authentication (using PKINIT) fails. This arrangement is helpful when a majority
of the users are networked by means of Kerberos and when there are only a few non-Kerberos
type user accounts, such as root. The service illustrated below is for login. The user is
prompted once for the PIN by pam_krb5.
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login auth required pam unix cred.so.1l
login auth sufficient pam_krb5.s0.1 pkinit
login auth requisite pam_authtok get.so.1l
login auth required pam dhkeys.so.1
login auth required pam unix auth.so.1l

75  Authenticating Users Through Kerberos PKINIT Only

The following example allows authentication only to users that have kerberos-based accounts
requiring PKINIT authentication.

login auth required pam unix cred.so.1l
login auth required pam_krb5.s0.1 pkinit

7fle Authenticating Users Through Kerberos PKINIT Optionally

The following example allows users to acquire a Kerberos credential using PKINIT
authentication if they have a Kerberos account. Whether pam_krb5 succeeds or fails the user
must provide their Unix password to login.

login auth required pam unix cred.so.1l
login auth optional pam_krb5.so0.1 pkinit
login auth requisite pam_authtok get.so.1l
login auth required pam_unix_auth.so.1l

=17 Authenticating Users Through Kerberos PKINIT as a Requirement

The following example allows users to login if pam_krb5 is able to acquire a Kerberos
credential using PKINT authentication and in addition must provide their Unix password to
pam unix_auth.

login auth required pam unix cred.so.1l
login auth required pam_krb5.s0.1 pkinit
login auth requisite pam_authtok get.so.1l
login auth required pam_unix_auth.so.1l

=8 Authenticating Users Through Kerberos PKINIT as a Requirement

The following example allows users to login using their PAM_AUTHTOK password acquired by
pam_authtok_get. This password is used by pam_krb5 to try PKINIT authentication and is also
used by pam_unix_auth to authenticate the user using the user's Unix account. If PKINIT
requires a password/PIN that differs from the user's Unix password then pam_krb5 must be
stacked above pam authtok get.

login auth required pam_unix cred.so.1l
login auth requisite pam_authtok get.so.1l
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~#il8 Authenticating Users Through Kerberos PKINIT as a Requirement (&)
login auth required pam_krb5.s0.1 pkinit
login auth required pam_unix_ auth.so.1l

9  Authenticating Users Through Kerberos PKINIT with a Fall Back to Password-based krb auth

The following example allows users to acquire a Kerberos credential using PKINIT
authentication or using password based authentication if PKINIT fails. If PKINIT succeeds the
user is not prompted for their password. If pam_krb5 PKINIT succeeds, the second instance of
pam_krb5 does not try password authentication and returns success. If PKINIT fails the user is
prompted for their Kerberos password.

login auth required pam_unix cred.so.1l
login auth sufficient pam krb5.s0.1 pkinit
login auth requisite pam_authtok get.so.1l
login auth required pam_krb5.s0.1

%10 Authenticating Users Through Kerberos Requiring Users to Authenticate Either through
Kerberos PKINIT or Fall Back to Password-based krb auth

The following example allows users to acquire a Kerberos credential using PKINIT
authentication or using password based authentication if PKINIT fails. If pam_krb5 PKINIT
succeeds, the second instance of pam_krb5 does not try password authentication and returns
ignore. If pam_krb5 PKINIT fails the second instance of pam_krb5 tries password based
authentication and return success or failure.

login auth required pam_unix cred.so.1l
login auth optional pam_krb5.s0.1 pkinit
login auth requisite pam_authtok get.so.1l
login auth required pam_krb5.s0.1

login auth required pam_dhkeys.so.1
login auth required pam_unix_auth.so.1l

7111 Authenticating Users Through Kerberos Requiring Users to Authenticate Either through
Kerberos PKINIT or Fall Back to pam_pkes11

The following example allows users to acquire a Kerberos credential using PKINIT
authentication or if that fails use pam_pkcs11 to validate the user's PIN using their certificate
and private key.

login auth required pam_unix_cred.so.1l
login auth sufficient pam krb5.so0.1 pkinit
login auth sufficient pam pkcsll.so

See attributes(5) for descriptions of the following attributes:
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ATTRIBUTETYPE

ATTRIBUTE VALUE

Interface Stability

Committed

kdestroy(1), kinit(1), passwd(1), ktkt warnd(1M), libpam(3LIB), pam(3PAM),
pam_sm(3PAM), pam_sm_acct _mgmt(3PAM), pam_sm_authenticate(3PAM),

pam_sm_chauthtok(3PAM), pam_sm close session(3PAM), pam sm open session(3PAM),

pam_sm_setcred(3PAM), syslog(3C), krb5.conf(4), pam.conf(4), attributes(5),

kerberos(5), krb5envvar(5), pam_krb5 migrate(5)

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded

application uses its own PAM handle.

On successful acquisition of initial credentials (ticket-granting ticket), ktkt_warnd(1M) is
notified, to alert the user when the initial credentials are about to expire.
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pam_krb5_migrate — authentication PAM module for the KerberosV5 auto-migration of
users feature

/usr/lib/security/pam krb5 migrate.so.1l

The KerberosV5 auto-migrate service module for PAM provides functionality for the PAM
authentication component. The service module helps in the automatic migration of PAM_USER
to the client's local Kerberos realm, using PAM_AUTHTOK (the PAM authentication token
associated with PAM_USER) as the new Kerberos principal's password.

The KerberosV5 auto-migrate authentication component provides the
pam_sm_authenticate(3PAM) function to migrate a user who does not have a corresponding
krb5 principal account to the default Kerberos realm of the client.

pam_sm authenticate(3PAM) usesa host-based client service principal, present in the local
keytab (/etc/krb5/krb5. keytab) to authenticate to kadmind(1M) (defaults to the
host/nodename . fqdn service principal), for the principal creation operation. Also, for
successful creation of the krb5 user principal account, the host-based client service principal
being used needs to be assigned the appropriate privilege on the master KDC's kadm5.acl(4)
file. kadmind(1M) checks for the appropriate privilege and validates the user password using
PAM by calling pam_authenticate(3PAM) and pam_acct_mgmt(3PAM) for the k5migrate
service.

If migration of the user to the KerberosV5 infrastructure is successful, the module will inform
users about it by means of a PAM_TEXT_INFO message, unless instructed otherwise by the
presence of the quiet option.

The authentication component always returns PAM_IGNORE and is meant to be stacked in the
PAM configuration (see pam. conf(4)) with a requirement that it be listed below
pam_authtok get(5) in the authentication stack. Also, if pam_krb5 migrate is used in the
authentication stack of a particular service, it is mandatory that pam_krb5(5) be listed in the
PAM account stack of that service for proper operation (see EXAMPLES).

The following options can be passed to the KerberosV5 auto-migrate authentication module:

debug Provides syslog(3C) debugging information at
LOG DEBUG level.

client service=<service name> Name of the service used to authenticate to
kadmind(1M) defaults to host. This means that the
module uses host/<nodename.fqdn> as its client
service principal name, KerberosV5 user principal
creation operation or <service>/<nodename.fqdn> if
this option is provided.

quiet Do not explain KerberosV5 migration to the user.
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5

This has the same effect as passing the PAM_SILENT flag
to pam_sm_authenticate(3PAM) and is useful where
applications cannot handle PAM_TEXT_INFO messages.

If not set, the authentication component will issue a
PAM_TEXT_INFO message after creation of the Kerberos
V5 principal, indicating that it has done so.

expire_pw Causes the creation of KerberosV5 user principals with
password expiration set to now (current time).

711 Sample PAM entries for the pam_krb5 _migrate.so.1module

The following pam. conf(4) entries demonstrate the use of the pam_krb5_migrate.so.1
module:

login auth requisite pam_authtok get.so.1l

login auth required pam_dhkeys.so.1l

login auth required pam_unix cred.so.1l

login auth sufficient pam _krb5.s0.1

login auth requisite pam unix auth.so.1l

login auth optional pam_krb5 migrate.so.l expire pw
login auth required pam_dial_auth.so.1l

other account requisite pam roles.so.1l

other account required pam_krb5.s0.1

other account required pam_unix_account.so.1l

The equivalent PAM configuration in /etc/pam.d/ would be the following entries in
/etc/pam.d/login:

auth requisite pam_authtok get.so.1

auth required pam dhkeys.so.1

auth required pam_unix cred.so.1l

auth sufficient pam_krb5.s0.1

auth requisite pam_unix_auth.so.1l

auth optional pam_krb5 migrate.so.l expire pw
auth required pam dial auth.so.l

and the following entries in /etc/pam.d/other:

account requisite pam roles.so.1l
account required pam_krb5.s0.1
account required pam_unix_account.so.1l

The pam_krb5_migrate module can generally be present on the authentication stack of any
service where the application calls pam_sm_authenticate(3PAM) and an authentication
token (in the preceding example, the authentication token would be the user's Unix password)
is available for use as a Kerberos V5 password.
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=512 Sample Entries from kadm5.acl

The following entries from kadm5.acl(4) permit or deny privileges to the host client service
principal:

host/*@ACME.COM U root

host/*@ACME.COM ui *

The preceding entries permit the pam_krb5_migrate add privilege to the host client service
principal of any machine in the ACME .. COM KerberosV5 realm, but denies the add privilege to all
host service principals for addition of the root user account.

%13 Sample PAM entries for the Master KDC

The /etc/pam. conf entries below enable kadmind(1M) on the master KDC to use the
kSmigrate PAM service in order to validate Unix user passwords for accounts that require
migration to the Kerberos realm.

k5Smigrate auth required pam_unix_auth.so.1l
k5migrate account required pam unix account.so.1l

The equivalent PAM configuration in /etc/pam.d/ would be the following entries in
/etc/pam.d/k5migrate:

auth required pam unix auth.so.1l
account required pam_unix_account.so.l

B See attributes(5) for a description of the following attribute:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

Niil
i
O
b=

kadmind(1M), syslog(3C), pam_authenticate(3PAM), pam_acct mgmt(3PAM),
pam_sm_authenticate(3PAM), kadm5.acl(4), pam.conf(4), attributes(5),
pam_authtok_get(5), pam_krb5(5)
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pam_ldap - authentication and account management PAM module for LDAP

/usr/lib/security/pam ldap.so.1l

The pam_ldap module implements pam_sm_authenticate(3PAM) and
pam_sm_acct_mgmt(3PAM), the functions that provide functionality for the PAM
authentication and account management stacks. The pam_1dap module ties the authentication
and account management functionality to the functionality of the supporting LDAP server.
For authentication, pam_ldap can authenticate the user directly to any LDAP directory server
by using any supported authentication mechanism, such as DIGEST-MD5. However, the
account management component of pam_ldap will work only with the Sun Java System
Directory Server. The server's user account management must be properly configured before
it can be used by pam_1dap. Refer to the Sun Java System Directory Server Administration
Guide for information on how to configure user account management, including password
and account lockout policy.

pam_ldap must be used in conjunction with the modules that support the UNIX
authentication, password, and account management, which are pam_authtok_get(5),
pam_passwd_auth(5), pam_unix_account(5),and pam_unix_auth(5). pam_ldap is designed to
be stacked directly below these modules. If other modules are designed to be stacked in this
manner, the modules can be stacked below the pam 1dap module. The 751§l section shows
how the UNIX modules are stacked with pam_1dap. When stacked together, the UNIX
modules are used to control local accounts, such as root. pam_ldap is used to control network
accounts, that is, LDAP users. For the stacks to work, pam _unix_ auth, pam unix account,
and pam_passwd_auth must be configured with the binding control flag and the
server_policy option. This configuration allows local account override of a network
account.

The LDAP authentication module verifies the identity of a user. The
pam_sm_authenticate(3PAM) function uses the password entered by the user to attempt to
authenticate to the LDAP server. If successful, the user is authenticated. See NOTES for
information on password prompting.

The authentication method used is either defined in the client profile, or the authentication
method is configured by using the ldapclient(1M) command. To determine the
authentication method to use, this module first attempts to use the authentication method
that is defined, for service pam_1dap, for example,

serviceAuthenticationMethod:pam ldap:sasl/DIGEST-MD5. If no authentication method
is defined, pam_1dap uses the default authentication method. If neither are set, the
authentication fails. This module skips the configured authentication method if the
authentication method is set to none.

The following options can be passed to the LDAP service module:
debug syslog(3C) debugging information at LOG_DEBUG level.

nowarn  Turn off warning messages.
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These options are case sensitive and must be used exactly as presented here.

LDAP Account The LDAP account management module validates the user's account. The

ManagementModule o m acct mgmt(3PAM) function authenticates to the LDAP server to verify that the user's
password has not expired, or that the user's account has not been locked. In the event that
there is no user authentication token (PAM_AUTHTOK) available, the pam_sm_acct mgmt(3PAM)
function attempts to retrieve the user's account status without authenticating to the LDAP
server as the user logging in. This procedure will succeed only if the LDAP server is Sun Java
System Directory server 5.2 patch 4 or newer. The following options can be passed to the
LDAP service module:

debug syslog(3C) debugging information at LOG_DEBUG level.

nowarn  Turn off warning messages.
These options are case sensitive, and the options must be used exactly as presented here.

LDAP Password LDAP password management is no longer supported by pam_1dap. Use

ManagementModule o0 5uthtok store(5)instead of pam ldap for password change. pam_authtok_store(5)
handles both the local and LDAP accounts and updates the passwords in all the repositories
configured by nsswitch.conf(4).

fHiR The authentication service returns the following error codes:
PAM SUCCESS The uthentication was successful.
PAM_MAXTRIES The maximum number of authentication attempts was exceeded.
PAM_AUTH_ERR The authentication failed.

PAM _USER_UNKNOWN No account is present for the user.

PAM_BUF ERR A memory buffer error occurred.
PAM_SYSTEM ERR A system error occurred.
PAM IGNORE The user's account was inactivated.

The account management service returns the following error codes:
PAM_SUCCESS The user was allowed access to the account.

PAM _NEW AUTHTOK REQD A new authentication token is required.

PAM_ACCT_EXPIRED The user account has expired.

PAM_PERM DENIED The user was denied access to the account at this time.
PAM _USER_UNKNOWN No account is present for the user.

PAM_BUF ERROR A memory buffer error occurred.

PAM_SYSTEM ERR A system error occurred.
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=fjl1 Usingpam_ldap With Authentication

The following is a configuration for the login service when using pam_ldap. The service name
login can be substituted for any other authentication service such as dtlogin or su. Lines that
begin with the # symbol are comments and are ignored.

# Authentication management for login service is stacked.
# If pam_unix_auth succeeds, pam_ldap is not invoked.

# The control flag "binding" provides a local overriding

# remote (LDAP) control. The "server policy" option is used
# to tell pam unix auth.so.l to ignore the LDAP users.

login auth requisite pam authtok get.so.1l

login auth required pam_dhkeys.so.1

login auth required pam unix cred.so.1l

login  auth binding pam_unix_auth.so.l server_policy
login auth required pam ldap.so.1l

w2 Usingpam_ldap With Account Management

The following is a configuration for account management when using pam_1ldap. Lines that
begin with the # symbol are comments and are ignored.

# Account management for all services is stacked

# If pam_unix_account succeeds, pam ldap is not invoked.

# The control flag "binding" provides a local overriding

# remote (LDAP) control. The "server policy" option is used
# to tell pam unix account.so.l to ignore the LDAP users.

other account requisite pam roles.so.1l
other account binding pam unix account.so.l server policy
other account required pam_ldap.so.1

%13 Using pam_authtok store With Password Management For Both Local and LDAP Accounts

The following is a configuration for password management when using pam_authtok_store.
Lines that begin with the # symbol are comments and are ignored.

# Password management (authentication)

# The control flag "binding" provides a local overriding
# remote (LDAP) control. The server policy option is used
# to tell pam passwd auth.so.l to ignore the LDAP users.

passwd auth binding pam passwd auth.so.1l server policy
passwd auth required pam ldap.so.l

# Password management (updates)

# This updates passwords stored both in the local /etc
# files and in the LDAP directory. The "server policy"
# option is used to tell pam authtok store to
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=513 Using pam_authtok_store With Password Management For Both Local and LDAP
Accounts &

# follow the LDAP server’s policy when updating
# passwords stored in the LDAP directory

other password required pam_dhkeys.so.1

other password requisite pam authtok get.so.l

other password requisite pam_authtok check.so.1l

other password required pam authtok store.so.l server policy

X1 /var/ldap/ldap client file
/var/ldap/ldap client cred The LDAP configuration files of the client. Do not
manually modify these files, as these files might not be
human readable. Use ldapclient(1M) to update these

files.
/etc/pam.conf PAM configuration file.
/etc/pam.d/service Alternate PAM configuration files.
B See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Interface Stability Committed
MT-Level MT-Safe with exceptions
HiEER idsconfig(1M), ldap_cachemgr(1M), ldapclient(1M), libpam(3LIB), pam(3PAM),

pam_sm_acct _mgmt(3PAM), pam_sm_authenticate(3PAM), pam_sm_chauthtok(3PAM),
pam_sm_close session(3PAM), pam_sm_open session(3PAM), pam_sm_setcred(3PAM),
syslog(3C), pam.conf(4), attributes(5), ldap(5), pam_authtok check(5),

pam_authtok get(5), pam _authtok store(5),pam passwd _auth(5), pam unix_account(5),
pam_unix_auth(5)

pES The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

The previously supported use_first_passand try_first_pass options are obsolete in this
version, are no longer needed, can safely be removed from pam. conf(4), and are silently
ignored. They might be removed in a future release. Password prompting must be provided
for by stacking pam_authtok_get(5) before pam_ldap in the auth and password module
stacks and pam_passwd_auth(5) in the passwd service auth stack (as described in the
EXAMPLES section). The previously supported password update function is replaced in this
release by the previously recommended use of pam_authtok_store with the server_policy
option (as described in the EXAMPLES section).
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The functions: pam_sm_setcred(3PAM), pam_sm_chauthtok(3PAM),
pam_sm_open_session(3PAM), and pam_sm_close_session(3PAM) do nothing and return
PAM IGNORE in pam ldap.
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pam_list - PAM account management module for UNIX

pam list.so.1l

The pam_list module implements pam_sm_acct_mgmt(3PAM), which provides functionality
to the PAM account management stack. The module provides functions to validate that the
user's account is valid on this host based on a list of users and/or netgroups in the given file.
The users and netgroups are separated by newline character. Netgroups are specified with
character '@' as prefix before name of netgroup in the list. The maximum line length is 1023
characters.

The username is the value of PAM_USER. The host is the value of PAM_RHOST or, if PAM_RHOST is
not set, the value of the localhost as returned by gethostname(3C) is used.

If neither of the allow, deny, or compat options are specified, the module will look for +/-
entries in the local /etc/passwd file. If this style is used, nsswitch. conf(4) must not be
configured with compat for the passwd database. If no relevant +/- entry exists for the user,
pam_list is not participating in result.

If compat option is specified then the module will look for +/- entries in the local /etc/passwd
file. Other entries in this file will be counted as + entries. If no relevant entry exits for the user,
pam_list will deny the access.

The following options can be passed to the module:

allow= The full pathname to a file of allowed users and/or netgroups. Only one
of allow= or deny= can be specified.

compat Activate compat mode.

deny= The full pathname to a file of denied users and/or netgroups. Only one
of deny=or allow= can be specified.

debug Provide syslog(3C) debugging information at the LOG_AUTH |
LOG_DEBUG level.

user The module should only perform netgroup matches on the username.
This is the default option.

nouser The username should not be used in the netgroup match.

host Only the host should be used in netgroup matches.

nohost The hostname should not be used in netgroup matches.

norole Return PAM_IGNORE if the account (PAM_USER) is a role. This is the
default.

role Evaluate the rules even if PAM_USER is a role account.

user_host_exact  The user and hostname must be in the same netgroup.
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The following error values are returned:

PAM_SERVICE_ERR An invalid set of module options was specified in the PAM
configuration (seepam. conf(4)) for this module, or the
user/netgroup file could not be opened.

PAM_BUF ERR A memory buffer error occurred.

PAM_IGNORE The module is ignored, as it is not participating in the result.
PAM _PERM DENIED The user is not on the allow list or is on the deny list.
PAM_SUCCESS The account is valid for use at this time.

PAM USER UNKNOWN No account is present for the user

i1 Using pam_listin default mode

The changes to /etc/pam. conf would be:

other account requisite pam roles.so.1l
other account required pam_unix_account.so.1l
other account required pam list.so.1

The equivalent PAM configuration in /etc/pam.d/ would be the following entries in
/etc/pam.d/other:

account requisite pam_roles.so.1l
account required pam_unix_account.so.1l
account required pam list.so.1

In the case of default mode or compat mode, the important lines in /etc/passwd appear as

follows:

+loginname - user is approved

-loginname - user is disapproved

+@netgroup - netgroup members are approved
-@netgroup - netgroup members are disapproved

&2 Using pam_list with allow file

The changes to /etc/pam. conf would be:

other account requisite pam roles.so.1
other account required pam_unix_account.so.1l
other account required pam list.so.1l allow=/etc/users.allow

The equivalent PAM configuration in /etc/pam.d/ would be the following entries in
/etc/pam.d/other:

account requisite pam_roles.so.1
account required pam_unix_account.so.1l
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#il2 Using pam_list with allow file (&)

account required pam list.so.1l allow=/etc/users.allow

/etc/users.allow contains:

root
localloginname
remoteloginname
@netgroup

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe with exceptions

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multithreaded
application uses its own PAM handle.

pam(3PAM), pam_authenticate(3PAM), pam sm acct mgmt(3PAM), syslog(3C),
libpam(3LIB), nsswitch.conf(4), pam.conf(4), attributes(5)
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pam_passwd_auth - authentication module for password

pam passwd auth.so.1l

pam_passwd_auth provides authentication functionality to the password service as
implemented by passwd(1). It differs from the standard PAM authentication modules in its
prompting behavior. It should be the first module on the password service authentication
stack.

The name of the user whose password attributes are to be updated must be present in the
PAM_USER item. This can be accomplished due to a previous call to pam start(3PAM), or
explicitly set by pam_set_item(3PAM). Based on the current user-id and the repository that is
to by updated, the module determines whether a password is necessary for a successful update
of the password repository, and if so, which password is required.

The following options can be passed to the module:
debug syslog(3C) debugging information at the LOG_DEBUG level
nowarn Turn off warning messages

server policy If the account authority for the user, as specified by PAM_USER, is a server,
do not apply the Unix policy from the passwd entry in the name service
switch.

The following error codes are returned:

PAM BUF ERR Memory buffer error
PAM_IGNORE Ignore module, not participating in result
PAM_SUCCESS Successfully obtains authentication token

PAM_SYSTEM ERR System error

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

passwd(1), pam(3PAM), pam_authenticate(3PAM), pam_start(3PAM),

pam_set item(3PAM), syslog(3C), libpam(3LIB), pam.conf(4), attributes(5),
pam_authtok check(5), pam_authtok_get(5), pam_authtok store(5), pam_dhkeys(5),
pam_unix_account(5), pam_unix_auth(5), pam_unix_session(5)
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FffiE The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

This module relies on the value of the current real UID, this module is only safe for
MT-applications that don't change UIDs during the call to pam_authenticate(3PAM).
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PAM CONFIGURATION

PAM_PKCS11
CONFIGURATION

pam_pkes11 - PAM Authentication Module for the PKCS#11 token libraries
pam_pkcs1ll.so [debug] [config_file=filenamel]

The pam_pkcs11l module implements pam_sm_authenticate(3PAM), which provides
functionality to the PAM authentication stack. This module allows a user to login a system,

using a X.509 certificate and its dedicated private key stored in a PKCS#11 token. This module
currently supports the RSA algorithm only.

To verify the dedicated private key is truly associated with the X.509 certificate, the following
verification procedure is performed in this module by default:

= Generate 128 random byte data

= Sign the random data with the private key and get a signature. This step is done in the
PKCS#11 token.

= Verify the signature using the public key extracted from the certificate.

For the verification of the users' certificates, locally stored CA certificates as well as either
online or locally accessible CRLs are used.

The pam_pkcs11.so service module can be used in the <auth> PAM chain. The program that
needs a PAM service should be configured in /etc/pam. conf or /etc/pam.d/service. For
details on how to configure PAM services, see pam. conf(4).

The following example uses only pam_pkcs11 for authentication:

login auth requisite pam pkcsll.so.1l

login autho required pam unix cred.so.l

The following example uses pam_pkcs11 for authentication with fallback to standard UNIX
authentication:

login auth sufficient pam pkcsll.so.1l
login auth requisite pam authtok get.so.1l
login auth required pam_dhkeys.so.1l
login auth required pam_unix_cred.so.1l
login auth required pam_unix auth.so.l

To configure the pam_pkcs11 module, you must have the following information:

= Which PKCS #11 token you are going to use

= Which mapper(s) you need, and if needed, how to create and edit the related mapping files
= Theroot Certificate Authority files, and if required, the Certificate Revocation Lists files

= Thelist of authorized users to login, and their corresponding certificates

To configure the pam_pkcs11 module, you need to modify the pam_pkcs11.conf
configuration file which is in the /etc/security/pam_pkcs11 directory by default. For
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detailed information on how to configure the pam_pkcs11 module, see the PAM-PKCS11 User
Manual, available at the http://www.opensc-project.org/ web site, under the PAM PKCS#11
link.

The following example illustrates how to configure the pam_pkcs11 module for a user whose
certificate and private key are stored in the Solaris pkcs11_softtoken keystore. This example
uses the default certificate verification policy.

Set up the PKCS#11 module.

On Solaris, the PKCS#11 module should be set to /usr/1ib/libpkcsll.so. 1, the
PKCS#11 Cryptographic Framework library.

Set up the slot_description entry.

Specifies the slot to be used. For example, slot_description = "Sun Crypto Softtoken".
The default value for this entry is none which means to use the first slot with an available
token.

An administrator can use the cryptoadm list -vcommand to find all the available slots
and their slot descriptions. For more information, see 1ibpkcs11(3LIB) and
cryptoadm(1M).

Install or create user certificates and its dedicated private keys in the specific PKCS#11
token.

Set up the certificate verification policy (cert_policy). If needed, set up CA certificate and
CRL files.

The certificate verification policy includes:

none Perform no verification

ca Perform CA check

signature  Perform asignature check to ensure that private and public key matches

crl_xxx Perform various certificate revocation checking

As this example uses the default policy, cert_policy = ca, signature, an administer
needs to set up the CA certificates.

- Copy the CA certificate to the /etc/security/pam_pkcsll/cacerts directory.

A certificate that is self-signed is its own CA certificate. Therefore, in this example, the
certificate is placed both in the Softtoken keystore and in the CA certificate directory.

— Make hash links for CA certificates

$ /etc/security/pam pkcsll/make hash link.sh \
/etc/security/pam pkcsll/cacerts

Set up the mappers and mapfiles.

FMTUE 58Stk IMEFE - RIFIEIT 22 May 2012


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpkcs11-3lib
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mcryptoadm-1m

pam_pkes11(5)

X

When a X509 certificate is provided, there are no direct ways to map a certificate to a login.
The pam_pkcs11 module provides a configurable way with mappers to specify
cert-to-user mapping.

Many mappers are provided by the pam_pkcs11 module, for example, the common name
(CN) mapper, the digest mapper, the Email mapper, or the LDAP mapper.

A user can configure a mapper list in the pam_pkcs11. conf file. The mappers in the list are
used sequentially until the certificate is successfully matched with the user.

The default mapper list is as follows:
use mappers = digest, cn, pwent, uid, mail, subject, null;

Some mappers do not require the specification of a mapfile, for example, the common
name mapper. Other mappers require mapfiles, for example, the digest mapper. Some
sample mapping files can be found in the /etc/security/pam_pkcs11 directory.

The following options are supported:

config_file=filename  Specify the configuration file. The default value is
/etc/security/pam pkcsll/pam pkcsll.conf.

debug Enable debugging output.

/usr/lib/security/pam pkcsll.so
pam_pkcs1l module

/usr/lib/pam pkcsll/ldap mapper.so
Mapper module.

/usr/1lib/pam pkcsll/opensc_mapper.so
Mapper module.

/usr/lib/pam pkcsll/openssh mapper.so
Mapper module.

/etc/security/pam pkcsll/pam pkcsll.conf
Configuration file.

/etc/security/pam pkcsll/cacerts
Configuration directory. Stores the CA certificates.

/etc/security/pam pkcsll/crls
Configuration directory. Stores the CRL files.

/etc/security/pam pkcsll/digest mapping.example
Sample mapfile.

/etc/security/pam pkcsll/subject mapping.example
Sample mapfile.
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/etc/security/pam pkcsll/mail mapping.example
Sample mapfile.

/etc/security/pam _pkcsll/make hash_link.sh
Sample script.

Authors PAM-pkcs11 was originally written by MarioStrasser , mast@gmx. net.
Newer versions are from Juan Antonio Martinez, jonsito@teleline.es

Bt See attributes(5) for a description of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability library/security/pam/module/pam-pkcs11,
SUNWpampkes11r, SUNWpampkesl1-docs

Interface Stability Uncommitted
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pkcsll inspect(l), pklogin finder(1), cryptoadm(1M),
libpkcs11(3LIB)libpkcs11(3LIB)pam sm authenticate(3PAM), pam.conf(4),
attributes(5), pkcs1ll softtoken(5)

PAM-PKCS11 User Manual, available at the http://www.opensc-project.org/ web site,
under the PAM PKCS#11 link.
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pam_rhosts_auth - authentication management PAM module using ruserok()

/usr/lib/security/pam rhosts auth.so.l

The rhosts PAM module, /usr/lib/security/pam rhosts auth.so.1, authenticates a user
via the rlogin authentication protocol. Only pam_sm_authenticate() is implemented within
this module. pam_sm_authenticate() usesthe ruserok(3SOCKET) library function to
authenticate the rlogin or rsh user. pam_sm_setcred() is a null function.

/usr/lib/security/pam_rhosts_auth.so.1is designed to be stacked on top of the
/usr/lib/security/pam_unix.so.1l module for both the rlogin and rsh services. This
module is normally configured as sufficient so that subsequent authentication is performed
only on failure of pam_sm_authenticate(). The following option may be passed in to this
service module:

debug syslog(3C) debugging information at LOG_DEBUG level.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTE TYPE ATTRIBUTE VALUE

MT Level MT-Safe with exceptions

pam(3PAM), pam_authenticate(3PAM), ruserok(3SOCKET), syslog(3C), Libpam(3LIB),
pam.conf(4),attributes(5)

The interfaces in libpam() are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.
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pam_roles — Solaris Roles account management module
pam roles.so.1l
The pam_roles module implements pam_sm_acct_mgmt(3PAM). It provides functionality to

verify that a user is authorized to assume a role. It also prevents direct logins to a role. The
user_attr(4) database is used to determine which users can assume which roles.

The PAM items PAM_USER and PAM_AUSER, and PAM_RHOST are used to determine the outcome
of this module. PAM_USER represents the new identity being verified. PAM_AUSER, if set,
represents the user asserting a new identity. If PAM_AUSER is not set, the real user ID of the
calling service implies that the user is asserting a new identity. Notice that root can never have
roles.

This module is generally stacked above the pam_unix_account(5) module.

The following options are interpreted:
allow_remote  Allows aremote service to specify the user to enter as a role.

debug Provides syslog(3C) debugging information at the LOG_DEBUG level.

The following values are returned:

PAM_IGNORE If the type of the new user identity (PAM_USER) is “normal”. Or, if the
type of the new user identity is “role” and the user asserting the new
identity (PAM_AUSER) has the new identity name in its list of roles.

PAM_USER_UNKNOWN No account is present for user.

PAM PERM DENIED If the type of the new user identity (PAM_USER) is “role” and the user
asserting the new identity (PAM_AUSER) does not have the new identity
name in its list of roles.

i1 Using the pam_roles.so.1 Module

The following example is a pam. conf(4) fragment that demonstrates the use of the
pam roles.so.1lmodule:

cron account required pam unix account.so.l

other account requisite pam roles.so.l
other account required pam unix account.so.l

The equivalent configuration in /etc/pam.d/ would be the following entry in
/etc/pam.d/cron:

account required pam unix account.so.l

and the following entries in /etc/pam.d/other:
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i1 Using the pam_roles.so.1 Module (&)

account requisite pam roles.so.l
account required pam unix account.so.l

The cron service does not invoke pam_roles.so.1. Delayed jobs are independent of role
assumption. All other services verify that roles cannot directly login. The “su” service (covered
by the “other” service entry) verifies that if the new user is a role, the calling user is authorized
for that role.

=2  Allowing Remote Roles

Remote roles should only be allowed from remote services that can be trusted to provide an
accurate PAM_AUSER name. This trust is a function of the protocol (such as sshd-hostbased).
The following example is a pam. conf(4) fragment that demonstrates the use of pam_roles
configuration for remote roles for the sshd-hostbased service.

sshd-hostbased account requisite pam roles.so.l allow remote

sshd-hostbased account required pam unix account

The equivalent configuration in /etc/pam.d/ would be the following entries in
/etc/pam.d/sshd-hostbased:

account requisite pam roles.so.l allow remote

account required pam unix_account

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTEVALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

roles(1), sshd(1M), su(1M), Libpam(3LIB), pam(3PAM), pam_acct_mgmt(3PAM),
pam_setcred(3PAM), pam_set_item(3PAM), pam_sm acct mgmt(3PAM), syslog(3C),
pam.conf(4),user attr(4),attributes(5), pam authtok check(5), pam authtok get(5),
pam_authtok store(5), pam_dhkeys(5), pam_passwd_auth(5), pam_unix_account(5),
pam_unix_auth(5), pam_unix_session(5)

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

This module should never be stacked alone. It never returns PAM_SUCCESS, as it never makes a
positive decision.

The allow_remote option should only be specified for services that are trusted to correctly
identify the remote user (that is, sshd-hostbased).
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PAM_AUSER has replaced PAM_RUSER whose definition is limited to the rlogin/rsh untrusted
remote user name. See pam set item(3PAM).
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Sample
Authentication
Component

Sample Account
Management
Component

pam_sample — a sample PAM module

/usr/lib/security/pam sample.so.l

The SAMPLE service module for PAM is divided into four components: authentication,
account management, password management, and session management. The sample module
is a shared object that is dynamically loaded to provide the necessary functionality.

The SAMPLE authentication module provides functions to test the PAM framework
functionality using the pam_sm_authenticate(3PAM) call. The SAMPLE module
implementation of the pam_sm_authenticate(3PAM) function compares the user entered
password with the password specified in the PAM configuration (see pam. conf(4)), or the
string test if a default test password has not been set. The following options can be passed in
to the SAMPLE Authentication module:

debug Syslog debugging information at the LOG_DEBUG level.
pass=newone Sets the password to be newone.

first_pass_good  The first password is always good when used with the use_first_pass or
try_first_pass option.

first_pass_bad The first password is always bad when used with the use_first_pass or
try_first_pass option.

always fail Always returns PAM_AUTH_ERR.

always succeed Always returns PAM_SUCCESS.

always _ignore Always returns PAM_IGNORE.

use first pass Use the user's initial password (entered when the user is authenticated

to the first authentication module in the stack) to authenticate with the
SAMPLE module. If the passwords do not match, or if this is the first
authentication module in the stack, quit and do not prompt the user for
a password. It is recommended that this option only be used if the
SAMPLE authentication module is designated as optional in the PAM
configuration (see pam. conf(4)).

try first pass Use the user's initial password (entered when the user is authenticated
to the first authentication module in the stack) to authenticate with the
SAMPLE module. If the passwords do not match, or if this is the first
authentication module in the stack, prompt the user for a password.

The SAMPLE module pam_sm_setcred(3PAM) function always
returns PAM_SUCCESS.

The SAMPLE Account Management Component implements a simple access control scheme
that limits machine access to a list of authorized users. The list of authorized users is supplied
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Sample Session
Management
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386

as option arguments to the entry for the SAMPLE account management PAM module in the
PAM configuration (see pam. conf(4)). Note that the module always permits access to the root
super user.

The option field syntax to limit access is shown below: allow= name/[,name] allow= name
[allow=name]

The example pam. conf show below permits only larry to Login directly. riogin is allowed
only for don and larry. Once a user is logged in, the user can use su if the user are sam or eric.

login account require pam_sample.so.l allow=larry

gdm account require pam_sample.so.1 allow=larry

rlogin account require pam_sample.so.1 allow=don allow=larry
su account require pam_sample.so.l allow=sam,eric

The debug and nowarn options are also supported.

The SAMPLE Password Management Component function ( pam_sm_chauthtok(3PAM)),
always returns PAM_SUCCESS.

The SAMPLE Session Management Component functions ( pam_sm_open_session(3PAM),
pam_sm_close_session(3PAM)) always return PAM_SUCCESS.

See attributes(5) for description of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

MT Level

MT-Safe with exceptions

pam(3PAM), pam_sm_authenticate(3PAM), pam_sm_chauthtok(3PAM),
pam_sm_close _session(3PAM), pam_sm_open session(3PAM), pam_sm_setcred(3PAM),
libpam(3LIB), pam.conf(4), attributes(5)

This module should never be used outside of a closed debug environment. The examples of
theuse first passandtry first pass options are obsolete for all other Solaris delivered
PAM service modules

The interfaces in libpam() are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

FME TS - f  IBEFE - RE1EIT 22May 2012


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4pam.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-chauthtok-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-open-session-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-close-session-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-authenticate-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-chauthtok-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-close-session-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-open-session-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-setcred-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpam-3lib
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4pam.conf-4

pam_smbfs_login(5)

E11::E=
RIEHE

ik

pam_smbfs_login - PAM user credential authentication module for SMB/CIFS client login

pam_smb _cred.so.1l

The pam_smbfs_login module implements pam sm_setcred(3PAM) to provide functions
that act equivalently to the smbadm(1M) add - key command.

This optional functionality is meant to be used only in environments that do not run Active
Directory or Kerberos, but which synchronize passwords between Solaris clients and their
CIFS/SMB servers.

This module permits the login password to be stored as if the smbadm(1M) add - key command
was used to store a password for PAM_USER in the user or system default domain.

To use this functionality, add the following line to the /etc/pam.d/login file:

auth optional pam_smbfs login.so.1l

Authentication service modules must implement both pam_sm_authenticate(3PAM) and
pam_sm_setcred(3PAM). In this module, pam_sm_authenticate(3PAM) always returns
PAM IGNORE.

The pam_sm_setcred(3PAM) function accepts the following flags:

PAM REFRESH CRED
Returns PAM_IGNORE.

PAM_SILENT
Suppresses messages.

PAM ESTABLISH CRED

PAM REINITIALIZE CRED
Stores the authentication token for PAM_USER in the same manner as the smbadm(1M)
add-key command.

PAM DELETE_ CRED
Deletes the stored password for PAM_USER in the same manner as the smbadm(1M)
remove-key command.

The following options can be passed to the pam_smbfs_login module:

debug
Produces syslog(3C) debugging information at the LOG_AUTH or LOG_DEBUG level.

nowarn
Suppresses warning messages.

Upon successful completion of pam_sm_setcred(3PAM), PAM_SUCCESS is returned. The
following error codes are returned upon error:

PAM_USER_UNKNOWN
User is unknown.
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PAM_ AUTHTOK ERR
Password is bad.

PAM_AUTH_ERR
Domain is bad.

PAM_SYSTEM ERR
System error.

B See attributes(5) for descriptions of the following attribute:
ATTRIBUTETYPE ATTRIBUTE VALUE
Interface Stability Committed
MT Level MT-Safe with exceptions
HFiEENL smbadm(1M), syslog(3C), libpam(3LIB), pam(3PAM), pam_setcred(3PAM), pam_sm(3PAM),

pam_sm_authenticate(3PAM), pam_sm_chauthtok(3PAM), pam_sm_setcred(3PAM),
pam.conf(4),attributes(5), smbfs(7FS)

ipE: The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.
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51A& pam_smb_passwd — SMB password management module
Fﬁ}f*ﬂf% pam_smb passwd.so.l
i The pam_smb_passwd module enhances the PAM password management stack. This

functionality supports the changing or adding of SMB passwords for local Solaris users. The
Solaris SMB server uses SMB passwords to authenticate connected Solaris users. This module
includes the pam sm chauthtok(3PAM) function.

The pam_sm_chauthtok() function accepts the following flags:

PAM_PRELIM_CHECK
Always returns PAM_IGNORE.

PAM_SILENT
Suppresses messages.

PAM_UPDATE_AUTHTOK
Updates or creates a new SMB local LM/NTLM hash for the user that is specified in
PAM_USER by using the authentication information found in PAM_AUTHTOK. The LM hash is
only created if the smbd/lmauth_level property value of the smb/server service is set to 3
or less. PAM_IGNORE is returned if the user is not in the local /etc/passwd repository.

The following options can be passed to the pam_smb_passwd module:

debug
Produces syslog(3C) debugging information at the LOG_AUTH or LOG_DEBUG level.

nowarn
Suppresses warning messages.

X /var/smb/smbpasswd
Stores SMB passwords for Solaris users.
fHiR Upon successful completion of pam_sm_chauthtok(), PAM_SUCCESS is returned. The

following error codes are returned upon error:

PAM_AUTHTOK_ERR
Authentication token manipulation error

PAM_AUTHTOK LOCK BUSY
SMB password file is locked

PAM PERM DENIED
Permissions are insuflicient for accessing the SMB password file

PAM_SYSTEM ERR
System error

PAM USER UNKNOWN
User is unknown
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Bt See the attributes(5) man page for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Interface Stability Committed
MT Level MT-Safe with exceptions
HESL smbd(1M), syslog(3C), Libpam(3LIB), pam(3PAM), pam_chauthtok(3PAM), pam_sm(3PAM),

pam_sm_chauthtok(3PAM), pam. conf(4), attributes(5)

pES The interfaces in libpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

The pam_smb_passwd. so.1 module should be stacked following all password qualification
modules in the PAM password stack.
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pam_tsol_account - PAM account management module for Trusted Extensions

/usr/lib/security/pam tsol account.so.l

The Solaris Trusted Extensions service module for PAM,

/usr/lib/security/pam_tsol account.so.1, checksaccountlimitations that are related to
labels. The pam_tsol_account.so.1 moduleis a shared object that can be dynamically loaded
to provide the necessary functionality upon demand. Its path is specified in the PAM
configuration file.

pam_tsol account.so.1 contains a function to perform account management,
pam_sm_acct_mgmt (). The function checks for the allowed label range for the user. The
allowable label range is set by the defaults in the label_encodings(4) file. These defaults can
be overridden by entries in the user_attr(4) database.

By default, this module requires that remote hosts connecting to the global zone must have a
CIPSO host type. To disable this policy, add the allow_unlabeled keyword as an option to the
entry in pam. conf(4), as in:

other account required pam_tsol account allow unlabeled

The equivalent PAM configuration in /etc/pam.d/ would be the following entry in
/etc/pam.d/other:

account required pam_tsol _account allow_unlabeled

The following options can be passed to the module:

allow_unlabeled  Allows remote connections from hosts with unlabeled template types.

debug Provides debugging information at the LOG_DEBUG level. See
syslog(3QC).

The following values are returned:

PAM SUCCESS The account is valid for use at this time and label.

PAM_PERM_DENIED  The current processlabel is outside the user's label range, or the label
information for the process is unavailable, or the remote host type is
not valid.

Other values Returns an error code that is consistent with typical PAM operations.
For information on error-related return values, see the pam(3PAM)
man page.

See attributes(5) for description of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed
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ATTRIBUTETYPE ATTRIBUTE VALUE

MT Level MT-Safe with exceptions

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

HiE&0L keylogin(1), Libpam(3LIB), pam(3PAM), pam _sm acct mgmt(3PAM), pam start(3PAM),
syslog(3C), label encodings(4), pam.conf(4),user attr(4),attributes(5)

{Oracle Solaris 11.1 FHH : Z2R5S) HHIE 14 F [ A ffidk bR

BfE The functionality described on this manual page is available only if the system is configured
with Trusted Extensions.
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pam_tty_tickets - PAM authentication module
pam_tty tickets.so.l [timeout=minutes] [sudo-compat] [debug]

The pam_tty_tickets module provides a mechanism for checking a ticket that was created by
a prior successful authentication. Tickets by default validity of 5 minutes.

The default ticket location includes both the source (PAM_AUSER) and destination
(PAM_USER) as well as the tty (PAM_TTY) for which it is valid.

The module can be configured using the sudo—compat option to store the tickets in the same
location as sudo, though use of sudo is not required to use this feature.

The pam_sm_setcred() function creates a ticket for the user in the tickets directory.

The pam_sm_authenticate() function checks the timestamp on the ticket is no older than the
timeout value, if is then it returns PAM_SUCCESS. If it is older then the ticket is removed and the
module returns PAM_IGNORE.

This module is intended to be placed in the auth stack with the sufficient control flag.

No messages are produced by this module using the PAM conversation function. Some
messages are sent to syslog for error conditions as as well as messages at LOG_INFO for ticket
validity checking

The following options can be passed to the module:

debug Debugging information is sent to syslog LOG_AUTH| LOG_DEBUG.

sudo-compat  Location of the per user (per tty) tickets, matches the sudo location. When
this option is set PAM_USER must be root other wise the module returns
PAM IGNORE and tickets are not read or created.

timeout Validity time in minutes for a ticket. The default is 5 minutes.

11 Using the Default Settings

The following is an excerpt of a sample pam. conf configuration file that has per tty tickets
with the default time out (5 minutes) for users authenticating with su(1M):

su auth required pam_unix cred.so.1l
su auth sufficient pam tty tickets.so.l
su auth requisite  pam authtok get.so.1l
su auth required pam_dhkeys.so.1

su auth required pam_unix_auth.so.1l

&2 Changing the Default Settings

The following example changes the defaults so that tickets are valid for 10 minutes and uses
the sudo location:
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&#il2 Changing the Default Settings (&)

su auth required pam unix cred.so.l

su auth sufficient pam tty tickets.so.l sudo-compat timeout=10
su auth requisite pam_authtok get.so.1l

su auth required pam_dhkeys.so.1

su auth required pam unix auth.so.l

PAM SUCCESS Ticket is valid
PAM_IGNORE All other cases

/system/volatile/tty tickets/<PAM AUSER>/<PAM USER>/<PAM TTY>
Default ticket location.

/system/volatile/sudo/<PAM AUSER>/<PAM TTY>
When used sudo- compat is set this file has the same format as those created by sudo.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability See below.

The syslog messages are Volatile. The module name, module options, and ticket locations are
Committed.

su(1M), sudo(1M), pam(3PAM), pam_sm_authenticate(3PAM), pam_sm_setcred(3PAM),
attributes(5)
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pam_unix_account - PAM account management module for UNIX

pam unix account.so.1l

pam_unix_account module implements pam_sm_acct_mgmt (), which provides functionality
to the PAM account management stack. The module provides functions to validate that the
user's account is not locked or expired and that the user's password does not need to be
changed. The module retrieves account information from the configured databases in
nsswitch.conf(4).

The following options can be passed to the module:
debug syslog(3C) debugging information at the LOG_DEBUG level
nowarn Turn off warning messages

server policy If the account authority for the user, as specified by PAM_USER, is a server,
do not apply the Unix policy from the passwd entry in the name service
switch.

The following values are returned:

PAM_UNIX_ ACCOUNT User account has expired
PAM_AUTHTOK_EXPIRED Password expired and no longer usable
PAM_BUF_ERR Memory buffer error

PAM_IGNORE Ignore module, not participating in result

PAM _NEW AUTHTOK REQD Obtain new authentication token from the user

PAM _PERM DENIED The account is locked or has been inactive for too long
PAM SERVICE ERR Error in underlying service module

PAM SUCCESS The account is valid for use at this time
PAM_USER_UNKNOWN No account is present for the user

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

pam(3PAM), pam_authenticate(3PAM), syslog(3C), Libpam(3LIB), pam.conf(4),
nsswitch.conf(4), attributes(5)
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FffiE The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

Attempts to validate locked accounts are logged via syslog(3C) to the LOG_AUTH facility with a
LOG_NOTICE severity.
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5| pam_unix_auth - PAM authentication module for UNIX
Fﬁ?f*ﬂ%g pam unix auth.so.1l
g The pam_unix_auth module implements pam_sm_authenticate(), which provides

functionality to the PAM authentication stack. It provides functions that use crypt(3C) to
verify that the password contained in the PAM item PAM_AUTHTOK is the correct password for
the user specified in the item PAM_USER.

If PAM_AUSER and PAM_USER are both specified and PAM_USER is a role, the user_attr(4)
keyword roleauth is checked to determine if the password that is checked is for the role
(PAM_USER) or the assuming user (PAM_AUSER). If PAM_REPOSITORY is specified, the user's pass
word is fetched from that repository. Otherwise, the default nsswitch. conf(4) repository is
searched for that user.

For accounts in the name services which support automatic account locking, the account can
be configured to be automatically locked (see user_attr(4) and policy.conf(4)) after
multiple failed login attempts. For accounts that are configured for automatic locking, if
authentication failure is to be returned, the failed login counter is incremented upon each
failure. If the number of successive failures equals or exceeds the configured value, the account
islocked and PAM_MAXTRIES is returned. The files (see passwd(4) and shadow(4)) and ldap
(when configured with enableShadowUpdate true, see ldapclient(1M)), repositories
support automatic account locking. A successful authentication by this module clears the
failed login counter and reports the number of failed attempts since the last successful
authentication.

Authentication service modules must implement both pam_sm_authenticate() and
pam_sm_setcred(). To allow the authentication portion of UNIX authentication to be
replaced, pam_sm_setcred() in this module always returns PAM_IGNORE. This module should
be stacked with pam_unix_cred(5) to ensure a successful return from pam_setcred(3PAM).

The following options can be passed to the module:

nowarn
Turn off warning messages.

server policy
If the account authority for the user, as specified by PAM_USER, is a server, do not apply the
UNIX policy from the passwd entry in the name service switch.

nolock
Regardless of the automatic account locking setting for the account, do not lock the
account, increment or clear the failed login count. The nolock option allows for exempting
account locking on a per service basis.
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The following error codes are returned from pam_sm_authenticate():

PAM_AUTH_ERR
Authentication failure.

PAM BUF ERR
Memory buffer error.

PAM IGNORE
Ignores module, not participating in result.

PAM MAXTRIES
Maximum number of retries exceeded.

PAM PERM DENIED
Permission denied.

PAM_SUCCESS
Successfully obtains authentication token.

PAM SYSTEM ERR
System error.

PAM_USER_UNKNOWN
No account present for user.

The following error codes are returned from pam_sm_setcred():

PAM_IGNORE
Ignores this module regardless of the control flag.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

login(1), passwd(1), ldapclient(1M), useradd(1M), usermod(1M), roleadd(1M),
rolemod(1M), crypt(3C), Libpam(3LIB), pam(3PAM), pam_authenticate(3PAM),
pam_setcred(3PAM), syslog(3C), pam. conf(4), passwd(4), policy.conf(4),
nsswitch.conf(4), shadow(4), user_attr(4),attributes(5), pam_authtok check(5),
pam_authtok get(5), pam_authtok store(5), pam_dhkeys(5), pam_passwd_auth(5),
pam_unix_account(5), pam_unix_session(5)

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.
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If the PAM_REPOSITORY item_type is set and a service module does not recognize the type, the
service module does not process any information, and returns PAM_IGNORE. If the
PAM_REPOSITORY itern_type is not set, a service module performs its default action.
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pam_unix_cred - PAM user credential authentication module for UNIX

pam unix cred.so.1l

The pam_unix_cred module implements pam_sm_setcred(3PAM). It provides functions that

establish user credential information. It is a module separate from the pam unix_auth(5)
module to allow replacement of the authentication functionality independently from the
credential functionality.

The pam_unix_cred module must always be stacked along with whatever authentication
module is used to ensure correct credential setting.

Authentication service modules must implement both pam_sm_authenticate() and
pam sm setcred().

pam_sm_authenticate() in this module always returns PAM_IGNORE.

pam_sm_setcred() initializes the user's project, privilege sets and initializes or updates the
user's audit context if it hasn't already been initialized. The following flags may be set in the
flags field:

PAM_ESTABLISH CRED
PAM_REFRESH_CRED
PAM_REINITIALIZE CRED

Initializes the user's project to the project specified in PAM_RESOURCE, or if PAM_RESOURCE is
not specified, to the user's default project. Establishes the user's privilege sets.

If the audit context is not already initialized and auditing is configured, these flags cause the
context to be initialized to that of the user specified in PAM_AUSER (if any) merged with the
user specified in PAM_USER and host specified in PAM_RHOST. If PAM _RHOST is not specified,
PAM_TTY specifies the local terminal name. Attributing audit to PAM_AUSER and merging
PAM_USER is required for correctly attributing auditing when the system entry is performed

by another user that can be identified as trustworthy.

If the audit context is already initialized, the PAM_REINITIALIZE_ CRED flag merges the

current audit context with that of the user specified in PAM_USER. PAM_REINITIALIZE CRED

is useful when a user is assuming a new identity, as with su(1M).

PAM_DELETE_CRED
This flag has no effect and always returns PAM_SUCCESS.

The following options are interpreted:
debug Provides syslog(3C) debugging information at the LOG_DEBUG level.

nowarn  Disables any warning messages.
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ZRES Upon successful completion of pam_sm_setcred(), PAM_SUCCESS is returned. The following
error codes are returned upon error:

PAM_CRED_UNAVAIL  Underlying authentication service cannot retrieve user credentials
PAM CRED EXPIRED User credentials have expired

PAM _USER_UNKNOWN User is unknown to the authentication service

PAM CRED ERR Failure in setting user credentials

PAM_BUF_ERR Memory buffer error

PAM SYSTEM ERR System error

The following values are returned from pam_sm_authenticate():

PAM_IGNORE  Ignores this module regardless of the control flag

BE See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

HESH ssh(1), su(1M), settaskid(2), Libpam(3LIB), getprojent(3PROJECT), pam(3PAM),
pam_set item(3PAM), pam sm authenticate(3PAM), syslog(3C),
setproject(3PROJECT),pam. conf(4), nsswitch.conf(4), project(4), attributes(5),
pam_authtok check(5), pam_authtok_get(5), pam_authtok store(5), pam dhkeys(5),
pam_passwd_auth(5), pam_unix_auth(5), pam_unix_account(5), pam_unix_session(5),
privileges(5)

FfiE The interfaces in libpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

If this module is replaced, the audit context and credential may not be correctly configured.
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pam_unix_session — session management PAM module for UNIX

pam unix session.so.l

The pam_unix_session module implements pam_sm_open_session(3PAM) and
pam_sm_close session(3PAM).

pam_sm_open_session () updates the /var/adm/lastlog file with the information contained
in the PAM_USER, PAM_TTY, and PAM_RHOST items. pam_unix_account(5) uses this account to
determine the previous time the user logged in.

pam_sm_close session() isa null function.

The following options can be passed to the module:

debug  syslog(3C) debugging information at the LOG_DEBUG level

Upon successful completion, PAM_SUCCESS is returned. The following error codes are returned
upon error:

PAM SESSION ERR Cannot make or remove the entry for the specified session
(PAM_TTY is not present).

PAM USER_UNKNOWN No account is present for user.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT Level MT-Safe with exceptions

pam(3PAM), pam_authenticate(3PAM), syslog(3C), Libpam(3LIB), pam.conf(4),
nsswitch.conf(4), attributes(5), pam_authtok check(5), pam_authtok get(5),
pam_authtok store(5), pam_dhkeys(5), pam_passwd_auth(5),
pam_unix_account(5),pam unix auth(5),

The interfaces in Libpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

FMESES - b INEFE - REETT 14Jun 2011


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-open-session-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-sm-close-session-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Asyslog-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-authenticate-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Asyslog-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpam-3lib
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4pam.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4nsswitch.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpam-3lib

pam_user_policy(5)

E10:E=

RIEHE

ik

Authentication Module

Other Modules

pam_user_policy - PAM user authentication policy module

pam user policy.so.1l

The pam_user_policy module causes a user-specific PAM configuration to be evaluated and
returns the result of evaluating such a configuration.

The pam_user_policy module implements all PAM service module functions.

The PAM configuration to evaluate is determined by looking for a pam_policy key in a user's
attributes (see user_attr(4)) or profiles (see prof_attr(4)), or failing that, by looking at the
default profiles granted in policy. conf(4). If no PAM configuration is found, the “unix”
policy is used.

Failure to obtain a user name is considered an error (see below).

This module should generally be stacked as the first module, possibly as the only module, in a
PAM service configuration using a control_flag value of 'sufficient’ or 'binding’, depending on
the contents of the user-specific PAM configuration.

The pathname to the user-specific PAM configuration file passed to pam_eval(3PAM) must be
absolute so pam_user_policy prepends “/etc/security/pam_policy” to any non-absolute
PAM configuration pathnames.

The following option can be passed to the module:

debug syslog(3C) debugging information at the LOG_DEBUG level

The pam_get user(3PAM) function is used to retrieve the current user name and sets this to
be the value of PAM_USER if PAM_USER was not already set. If no user name can be obtained,
PAM _USER_UNKNOWN is returned.

The pam_user_policy authentication module then looks up the name of a PAM configuration
file to use for that user as described above and evaluates the named configuration by calling
pam_eval() with the same flags as were passed to the pam_user_policy authentication
module.

The configuration file name found or the default “unix” is saved as module data (see
pam_set_data(3PAM) for use by other pam_user_policy modules.

If the PAM_USER item is not set to a non-empty string then pam_user_policy returns
PAM_USER_UNKNOWN immediately. If a PAM configuration file name was saved as module data
by a previous call to a pam_user_policy module, then that configuration will be used;
otherwise a PAM configuration will be looked up as described above. The service module then
evaluates the named configuration by calling pam_eval() with the same flags as were passed to
the service module.

The configuration file name found or the default “unix” is saved as module data (see
pam_set_data(3PAM)) for use by other pam_user_policy modules.
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If PAM_USER is not set or cannot be obtained, the module's service functions return

PAM_USER UNKNOWN. If module-specific data cannot be stored, PAM SERVICE ERRisreturned.
Failure to allocate resources causes the module to return PAM_BUF_ERR. Otherwise the value
returned by pam_eval() is returned.

A number of pam. conf files for inclusion by pam_user_policy can be found in
/etc/security/pam policy:

unix Use only Unix passwords for authentication, account management, and
password management.

krb5_only Use Kerberos V5 only for authentication, account management, and
password management.

krb5 first Use Kerberos V5 for authentication with fallback on Unix authentication,

use Kerberos V5 for account management and password management for
Kerberos users and Unix for account management and password
management for Unix users.

krb5_optional  Use Unix for authentication, account management, and password
management and then optionally using Kerberos V5 for authentication,
account management and password management for Kerberos users.

ldap Use pam_ldap(5) for authentication, account management, and password
management for LDAP users and Unix for authentication, account
management, and password management for Unix users.

any Try Kerberos V, LDAP and Unix, in that order, and as sufficient, for
authentication, account management, and password management.

=51 Authenticate a user with Kerberos V5 for all PAM services.

In the following example, user larry' should only be authenticated with Kerberos V5 for all
PAM services.

$ usermod -K pam policy=krb5 only larry

A2 Usethe PAM configuration /etc/security/pam_policy/custom for a user.

In the following example, the PAM configuration /etc/security/pam_policy/custom
should be used for user ‘curly’. This custom PAM configuration might have different
configurations for different PAM services, such as requiring Unix authentication for console
logins but Kerberos V5 for all other PAM services.

$ usermod -K pam policy=custom curly
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7f13  Createanew profile.

The following example creates a new profile named “PAM Per-User Policy of LDAP” and
assign it to user 'moe’ indicating that pam_ldap(5) should be used for all PAM services.
Alternatively the profile could be assigned to all users by adding it to PROFS_GRANTED in
policy.conf(4).
$ profiles -p "PAM Per-User Policy of LDAP" \

"set desc="Profile which sets pam policy=ldap";

set pam policy=ldap; exit;’
$ usermod -P "PAM Per-User Policy of LDAP" moe

~fil4a Addanew user.

The following example adds a new user named 'shemp' who uses the PAM configuration
/usr/local/etc/pam. conf for all PAM services.

$ useradd -K pam_policy=/usr/local/etc/pam.conf shemp

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Interface Stability Committed

MT-Level MT-Safe with exceptions

libpam(3LIB), pam(3PAM), pam_eval(3PAM), pam get user(3PAM), pam set data(3PAM),
syslog(3C), pam.conf(4), policy.conf(4),prof attr(4),user attr(4),attributes(5),
pam_ldap(5)

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multithreaded
application uses its own PAM handle.

Standards, Environments, and Macros 405


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4policy.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpam-3lib
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-eval-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-get-user-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Hpam-set-data-3pam
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Asyslog-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4pam.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4policy.conf-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4prof-attr-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4user-attr-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpam-3lib

pam_zfs_key(5)
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pam_zfs_key - PAM user credential module for ZFS

pam_zfs _key.so.l [create] [homes=]

The pam zfs key module implements pam sm_setcred(3PAM) and
pam_sm_chauthtok(3PAM).

The pam_zfs_key module provides functions that allow loading and changing of the ZFS
encryption passphrase for encrypted file systems that are mounted at the users home directory
location. Authentication service modules must implement both pam_sm_authenticate() and
pam sm setcred().

pam_sm_authenticate() in this module always returns PAM_IGNORE. If they are located ata
different location then the module option, homes= can be used to specify that. It is the ZFS
dataset name, not the mountpoint, which would usually be /export/home/.

The last component of the ZFS dataset name must match the value of PAM_USER, that is, the
users login name. If the users home directory is a local ZFS filesystem with encryption enabled
and the ZFS keysource property is set to passphrase, prompt, on pam_sm_setcred() this
module manages the keys as follows:

PAM_DELETE_CRED Attempts to umount the filesystem and unload the key. This often
fails because there are still processes with the user's home directory
as the current working directory. A force module option is
provided to attempt a forced unmount first.

PAM ESTABLISH CRED Attempts to use the value of PAM_AUTHTOK to load the key for the
ZFS dataset and mount it.

If PAM_AUTHTOK is not the correct passphrase, the user is prompted
once for an alternate. This value is never stored in PAM_AUTHTOK,
even if it is the correct passphrase for the ZFS dataset that is the
users home directory. This is equivalent to:

zfs key -1 rpool/export/home/$USER

If no ZFS file system exists for the user and the create module option is provided, a new one is
created. The ZFS encryption property defaults to on in this case unless the encryption=
property is set for the module to override it.

If the create module option is not provided and no ZFS file system exists for the user, the
module returns PAM_IGNORE.

The newly created ZFS file system has the following ZFS delegations specified for the user for
which it is created: key, keychange, mount. In these cases keysource is always set to
passphrase,prompt.
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When pam_sm_chauthtok(3PAM) is called, for example, on password change, this module
attempts to change the passphrase for the ZFS dataset to match the value in PAM_AUTHTOK. This
is equivalent to running:

zfs key -c rpool/export/home/$USER

This requires that the user have the keychange delegation, as password change usually runs as
the user.

The following mount options are supported:
create Create new ZFS datasets

encryption  Setthe ZFS encryption property for create

force Attempt a umount2(2) with a MS_FORCE of the dataset when doing
PAM DELETE_CRED.

homes= Alternate location of ZFS datasets for user home directories. The default is
rpool/export/home.

nowarn Do not provide any error messages or warnings.

=11 Using pam_zfs_keyin Default Mode

The following example uses pam_zfs_key in default mode.

gdm auth requisite pam_authtok get.so.1l
gdm auth required pam_dhkeys.so.1

gdm auth required pam_unix cred.so.1l

gdm auth required pam_unix_auth.so.1l

gdm auth optional pam_zfs key.so.1

other password required pam dhkeys.so.1l

other password requisite pam_authtok get.so.1l
other password requisite pam_authtok check.so.1
other password required pam_authtok store.so.l
other password optional pam_zfs key.so.1l

A2 Specifyingan Alternate ZFS Dataset

The following example specifies an alternate ZFS dataset location for the home directory file
systems. New entries should be created if they are not present using aes-256-gcm as the ZFS
encryption property setting.

gdm auth requisite pam_authtok get.so.1l

gdm auth required pam_dhkeys.so.1l

gdm auth required pam unix cred.so.1l

gdm auth required pam_unix_ auth.so.1l

gdm auth optional pam zfs key.so.l homes=tank/users \
create encryption=aes-256-gcm
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7~fj13 Making it Mandatory for the ZFS Dataset to Mount

The following example makes it mandatory for the ZFS dataset to mount and ensures the
passphrase always stays in sync with the login password.

gdm auth requisite pam_authtok get.so.1l
gdm auth required pam_dhkeys.so.1
gdm auth required pam_unix_cred.so.1
gdm auth required pam unix auth.so.1l
gdm auth required pam_zfs key.so.1l
other password required pam dhkeys.so.1
other password requisite pam_authtok get.so.1l
other password requisite pam_authtok check.so.1l
other password requisite pam zfs key.so.1l
other password required pam authtok store.so.l
Bt See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Interface Stability Committed
MT-Level MT-Safe with exceptions. See below.

The interfaces in 1ibpam(3LIB) are MT-Safe only if each thread within the multi-threaded
application uses its own PAM handle.

il
i
Ny
&l

zfs(1M), umount2(2), pam.conf(4), Libpam(3LIB), pam(3PAM), pam_sm_chauthtok(3PAM),
pam_sm_setcred(3PAM), attributes(5)
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E10:E=
REHE

& [EE

Bt

pkes11_kernel - PIRZ N ZHESERY PKCS#11 £ [

/usr/lib/security/pkcsll kernel.so
/usr/lib/security/64/pkcsll_kernel.so

pkcs1l kernel.so X R & HHE 15 IR ENEZR AT @5 . i Pl RSA
Security Inc. PKCS#11 I %% f4$2 [ (Cryptoki) v2.20 ALIE -

B ME— RO BE R AL X B — A PKCS#11 Hlifl 27 « 1E A R R I AR e FR L
ARG, I PKCS#11 A FEHLAGY -

L P (A PKCS# 11 AL R AT FRE P D2 (8t 2 i

N TR 4 & N BERE S Libpkes1l.so, MANE EEHEH2E] pkes11 kernel.so. 1HS
DL libpkcs11(3LIB) -

BRUL T A2 AN, SEBLT 1ibpkes11(3LIB) H Hi P bRt PKCS#11 BRI%K -

C DecryptDigestUpdate
C DecryptVerifyUpdate
C DigestEncryptUpdate
C_GetOperationState
C_InitToken

C InitPIN

C SetOperationState

C _SignEncryptUpdate

C WaitForSlotEvent

Xof X BE pE K 18 B R [5] CKR_FUNCTION NOT SUPPORTED o

X ABERT 2R5F 1 o BIA. W DAGEAT 2 JR 1T RSSO G XA 2 JRF 1T R 2
G MR IX I C Encrypt() -

X} ¢_FindObjects () HY YA A AT [\ i A SATRNEC 512

Al T I ER i K N7 52 project .max-crypto-memory G HIFRHI - A
T S G X A 43 BE LA B 5 2 VG R 5 [ 45 K 40 T &P P2 REUEE R P B0 T o

£ RSA PKCS#11v2.20 AL HPE SO A1 7 H A~ SR B AR Bl{E - 155 1L
http://www.rsasecurity.com -

ARUTEMERGH, 155l attributes(5) :

MR BHEE
BOfaEE Committed (ELifIE)
MT 251 MT-Safe with exceptions ( Z&FfE% 4. HFER
H) o 1% JL RSA PKCS#11v2.20 U5 6.6.2 T
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RMERE BiE

FriE PKCS#11v2.20

K|
pi
Ny
b=

cryptoadm(1M) ~ rctladm(1M)~ libpkcs11(3LIB)~ attributes(5)~ pkcsll softtoken(5)
RSA PKCS#11 v2.20 http://www.rsasecurity.com

pES WIER N R F B PRCS#11 fHFERIFT 218, W2 S EE N AR A $2 0t A sE IR s e
FFi% e dE )\ Efimdé\yﬁﬂélﬂ LT PKCS#11 S1ERIN AR TG, Bt
T RENG IR R 1% N T 4E
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Ell::E pkcs11_kms — Oracle Key Manager [ RSA PKCS#11 $2 {25
Fﬁ?i*ﬂfg /usr/lib/security/pkcs1ll kms.so

/usr/lib/security/64/pkcs1ll kms.so

ik pkcs1l kms.so X G {#i ] Oracle Key Manager (OKM) KMS fXEE PSR SLEH RSA Security
Inc. PKCS#11 Cryptographic Token Interface (Cryptoki), v2.20, #li. M5 Oracle Key
Manager 1% # (Key Manager appliance, KMA) X1 o [HtHELER SCEM PRCS#11 FIYEH{H
M (ZH) KMS % P LML S @ FE OKM #H1718(5 -

PR ES S LR PKCS#11 ML : CKM_AES KEY GEN- CKM_AES_CBC_PAD fll
CKM_AES_CBC -

IR HEES SZ LU PKCS#11 82111

C Initialize

C Finalize

C_GetInfo

C GetAttributeValue

C SetAttributeValue

C GetFunctionList

C _GetSlotList

C GetSlotInfo

C GetTokenInfo

C_GetMechanismList

C GetMechanismInfo

C InitToken

C_SetPIN

C Login

C Logout
C_FindObjectsInit/C_FindObjects/C_FindObjectsFinal
C_GenerateKey

C_EncryptInit/C _Encrypt/C _EncryptFinal
C_DecryptInit/C Decrypt/C_DecryptFinal
C DestroyObject

C_OpenSession

C_CloseSession

C CloseAllSessions

C GetSessionInfo

C CreateObject

C CopyObject

C GetObjectSize

C EncryptUpdate

C_DecryptUpdate

TEVARES . B HA R £E53R [F] CKR_FUNCTION NOT SUPPORTED -
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SR pkcs1l kms FEAEEE HBEH TH AT ] OKM FI B %% - OKM & B h MRl
OKM I /7 (BN R ) BlE — MU ID . i@ OKM SEHEF 52, X
LSRR R T OKM S T B, FHA 2 Oracle Solaris Fili it # -

7E OKM EH G E 7 B A KMA B 5L A T %P1 (B Oracle Solaris /A
s N TR ) J5. BIAT@IEA4E Oracle Solaris PKCS#11 KMS F2{it 78 DL (5 A -

KMS $2 8z I OIIA L2 T kmscfg(1M) SEFAREF 52BN - BRI A IR SSIC E

SCPELAPEIE =266 . kmscfg ZRA P £ 0 ABCE SN ZFR - OKM X ID -
TP BCE SRR 11 DL KMA [ TP #idik - A CTEAHE R HS I knscfg(1M)
FHIT

BITIE kmscfg FFACE 1 A LIRS BI5 . F P BV e 0aa e < R ABEBE AT - 7%
WA pktool(1) @14 (AIFATR) HUTHY -

$ pktool inittoken currlabel=KMS

F P b SR SO (security officer: %4F ) PIN (Personal Identification
Number: N AIRFIY) A REWIA KMS $2HtEs LBLEE - % SO PIN 2 OKM &
P B FE 9] 1 B OKM {UEEIN BT {5 FHIY PIN o #J4G AL < RRHY FH P L RIE e 1 4 v
A REVIAILER S -

TEVIIR AR A F] DL SO 7 PIN AUBREE » W FF IR pktool(1) B L% PIN
{8

{5 FH LU i < B B O PIN

$ pktool setpin token=KMS

N pktool setpin HE/EFR LAY PIN SUET A ¢ Login() Fll ¢ SetPIN() PRELHZHERY
PIN H] LUK FE AT 1 3] 256 2 [8] H AT iR A ZS TR AT F4F 5 o

Bl

TER P WG SRS . BIRTES pktool(1) ~ decrypt(1) ~ encrypt(l) BUEE4HE
PKCS11 N FFEFFH$8E KMS 2 R - ta (58 A A TR 4 hE

w5 1 TE Oracle Key Manager | fill @ %4H
DL T @ 2 7E Oracle Key Manager - [ %54H

$ pktool genkey token=KMS label=mykeyl keytype=aes keylen=256

Fl2 {HF 2 H Oracle Key Manager 258X ST TN
DA T a4 {3 5K B Oracle Key Manager FU &8 SCAR#EAT 1% -

$ encrypt -a aes -K mykeyl -T KMS -i input.txt -o output.enc
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=3 {HF A Oracle Key Manager FU 258X STHFHET TR 3%
DL T &{# 2K H Oracle Key Manager & BHXS S 3 TR -

$ decrypt -a aes -K mykeyl -T KMS -i output.enc -o output.txt

B ARUTEERB. 1HS L attributes(5) -
ERE BiEE
AT /system/library/security/crypto/pkes11_kms
O Committed ( ELHfi7E )
MT 2251 MT-Safe with Exceptions ( %%fE% e, (HIF{ER
) - WZITX-
(RS PKCS#11v2.20

2R 2 RN 75 10 R AE RSA PKCS#11v2.20 58 6.6.2 19
HESR decrypt(l)~ encrypt(l)~ pktool(l)~ cryptoadm(IM) - kmscfg(1M)~ libpkcs11(3LIB)~ attrib
(KMS2.2: EEEFER)
{Oracle Key Manager (OKM) Administration Guide)

FffiE pkcs1l_kms.so i fH—P% M H REBWIIAL 5 KMA B2 BT 75 B0 B SO b HAthE)
P8 o W T ERAIETHE R EVORE, HHERE2AME R - SEEH T, KMS
LR E F23FAL T /var/user/$USERNAME/kms 1 A LU s B4 KMS H 3. J7
J&: JEI%'E KMSTOKEN DIR FREEAR &, AR5 HH#
kmscfg(1M) ~ decrypt(1)~ encrypt(1l) Fll pktool(l) @< -

PKCS#11 % 7 M7 2% % Oracle Key Manager ¥ {-hiliA 2.4 -

IR PKCS#11 Z FHLEA SR B 2 D 2GR FEE D, MAIEZ PR A% E one
Time Passphrase Fii& o 7EHFH—ELRY G2 TT{R T OKM 2.4 FUEK IR AR OKM FE4E
W HRSA AT o AR A RER A BIE . 7S L (Oracle Key Manager (OKM)
Administration Guide) -

£ KCs#11 & P LA OKM BR G EH Z /1. OKM UL 73 i Default Key
Group o YR MCHE 73l Default Key Group. #{FRAM H ER
CKR_PIN_INCORRECT £ 1% - A K[ ACZEAANIE B . ES UL (Oracle Key
Manager (OKM) Administration Guide) -
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51A& pkes11_softtoken — X RSA PKCS#11 YK S f#

FH:%*EEE /usr/lib/security/pkcsll softtoken.so
/usr/lib/security/64/pkcsll_softtoken.so

ik pkcs1l softtoken.so X RIEFK{FHISEEN T RSA Security Inc. PKCS#11 fill % < k4 [
(Cryptographic Token Interface, Cryptoki) v2.20 #JE o <> REXT R F A PELE i FH It
PKCS#11 SEEfR it -

R FRR T TF & & N AE R ] Libpkes1. so AN ELEEHEE2E] pkcs11 softtoken.soo 1
2 UL 1ibpkcs11(3LIB) -

SCHRT A M InEE
1. DES~ 3DES-~ AES- Blowfish~ RC4~ MD5~ SHA1~ SHA224« SHA256~ SHA384~ SHA512 -~ RS
FIECCo

FRLL TR g2 4, ST 1ibpkes11(3LIB) 41 Hi B B bR PKCS#11 RIS -

C GetObjectSize
C_InitPIN

C InitToken

C WaitForSlotEvent

Xof X K pF K5 8 F B2 9] CKR FUNCTION NOT SUPPORTED o

FHELLT RSA PKCS#11 v2.20 HLH] -

CKM RSA PKCS KEY PAIR GEN
CKM RSA_PKCS
CKM_RSA X 509

CKM DSA_KEY PAIR GEN
CKM DSA
CKM DSA SHA1

CKM DH_PKCS KEY PAIR GEN
CKM DH_PKCS DERIVE

CKM EC_KEY PAIR GEN
CKM_ECDSA

CKM ECDSA_SHA1

CKM ECDH1 DERIVE

CKM DES KEY GEN
CKM DES ECB
CKM DES_CBC
CKM DES CBC_PAD

CKM DES3 KEY GEN
CKM DES3 ECB
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CKM_DES3_CBC
CKM DES3 CBC_PAD

CKM AES KEY GEN
CKM AES ECB
CKM AES CBC
CKM AES CBC_PAD
CKM_AES_CTR

CKM BLOWFISH KEY GEN
CKM BLOWFISH CBC

CKM RC4 KEY GEN
CKM RC4

CKM MD5 RSA PKCS
CKM SHA1 RSA PKCS
CKM SHA224 RSA_PKCS
CKM SHA256 RSA PKCS
CKM SHA384 RSA_PKCS
CKM SHA512 RSA PKCS

CKM MD5

CKM SHA 1
CKM SHA224
CKM SHA256
CKM SHA384
CKM SHA512

CKM MD5 HMAC

CKM MD5 HMAC GENERAL
CKM SHA 1 HMAC

CKM SHA 1 HMAC GENERAL
CKM SHA224 HMAC

CKM SHA256_HMAC

CKM SHA224 HMAC GENERAL
CKM SHA256 HMAC GENERAL
CKM SHA384 HMAC

CKM SHA384 HMAC GENERAL

CKM MD5 KEY DERIVATION
CKM SHAL KEY DERIVATION
CKM SHA224 KEY DERIVATION
CKM SHA256 KEY DERIVATION
CKM SHA384 KEY DERIVATION
CKM SHA512 KEY DERIVATION

CKM SSL3 PRE MASTER KEY GEN
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CKM SSL3 MASTER KEY DERIVE
CKM SSL3 KEY AND MAC DERIVE
CKM SSL3 MASTER KEY DERIVE DH
CKM TLS PRE_MASTER KEY GEN
CKM TLS MASTER KEY DERIVE

CKM TLS KEY AND MAC DERIVE
CKM TLS_MASTER KEY DERIVE DH

CUT SRR B0 G B S IR E R L LL . BRAETR LT, XS MR A g
RGBT DL R IR A B TN true -

INVEHXFS CKA_ENCRYPT - CKA VERIFY . CKA VERIFY RECOVER
FABHXIS  CKA DECRYPT~ CKA SIGN- CKA SIGN RECOVER -~ CKA EXTRACTABLE

EEANT S CKA_ENCRYPT~ CKA DECRYPT - CKA SIGN~ CKA VERIFY. CKA EXTRACTABLE
TFRELUEF A

CKC_X_509 X T cke_x_s5e9 IEPXR. LFLLTE
4 CKA SUBJECT - CKA VALUE - CKA LABEL - CKA ID- CKA ISSUER- CKA SEI
F CKA CERTIFICATE TYPE -

CKC_X_ 509 ATTR CERT  XfF CKC X 509 ATTR CERTIFFNH. ZHill FE
£ . CKA OWNER- CKA VALUE- CKA LABEL - CKA SERIAL NUMBER- CKA AC_ISS
11 CKA CERTIFICATE TYPE -

£ C_FindObjectsInit FHENITICACAAR AU I EIRAE - DUECAIXT SR i1 T 4% 17 DAL
JE4E C_FindObjects HE{E(HH -

pkcsll softtoken.so MNEREHE T —PNETXHRENF A SN RA70E . FRTE
g ST R o %S N RAER AL B getpwuid r() FTREIA P EIRE R - H
FATLU{# A ${SOFTTOKEN DIR} P87y 8 m iZ Sk A E -

YIRS X RAE i NREIT VIR . C_Login() EREL AT EZ IR [E] ckR oK, {H L
Bl AR IRAE B AT & F A R GO 2 UCE] ckR_PIN EXPIRED -

FI P70 {5 B pktool(1) setpin @i (HERE 181 "changeme" S& [H 144615 ) &
MO RAER 2508 o TEPIIRALET AR S X RAAGEH D A E LS HIER, F
FEHATIHLHAE -

Efﬁﬁﬁ pktool setpin éﬁ%ﬁﬁlﬁ%ﬂ@%ﬁm%%ﬁlﬁ%‘iiﬁﬂ%ﬁﬁﬁﬁ’ FHP Epﬂﬁﬁt¥ﬁ
BIREAIX RGP AR AFE T SN SR - 7E setpin WAL S N A7 0E 2

Bii. ARVFHA ¢ Login() AL HAF AR A5k YRAEBUE AR E S AR
FT A 2 #0225 F 7R CkR_PIN EXPIRED £51% -

9 ¢ Login() Fll C SetPIN() BRENFEHLAY PIN 0] LUK JE /T 1 3 256 2 [A] H AR A
22 A T B
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40
o
}3

S R RAFAERIER B VLB 2 /var/user/$USERNAME/pkcs1l softtoken o

R ATLAfE ] ${SOFTTOKEN DIR} MR AR R M LR AL & - 5 F & REX A&7
B /& ${SOFTTOKEN_DIR}/pkcsll softtoken/ o

A BN R L IR [FHE AR 7E RSA PKCS#11 v2.20 RSB HHE CATHI - 752 L http://

www.rsasecurity.com
/var/user/$USERNAME/pkcs1l softtoken  FHFTFUERE 2 X S 17 ik
${SOFTTOKEN_DIR}/pkcsll_softtoken 75 H 2 R R A7

HRUTBERUE. ES L attributes(5) :

e £l BitE
BORENE Committed (ELHfI7E )
MT 2251 MT-Safe with exceptions ( % &fe %%, HFER
W) o 1S UL RSA PKCS#11v2.20 FU5E 6.6.2 T o
i PKCS#11v2.20

pktool(1)~ cryptoadm(1M)~ libpkcs11(3LIB)~ attributes(5)~ pkcsll kernel(5)

RSA PKCS#11 v2.20 http://www.rsasecurity.com
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pkes11_tpm(5)

E10E=
RIERE

ik

ET81MRA P9
1114

418

pkes11_tpm - A[{EFE AR (Trusted Platform Modules, TPM) ) RSA PKCS#11 % %
/usr/lib/security/pkcsll tpm.so

/usr/lib/security/64/pkcs1ll tpm.so

pkcs11 tpm.so XM RIHA [ {F i HAHYNYL S TPM L& X%, M1 SEEL RSA
Security Inc. PKCS#11 Il < j%$% 1 (Cryptographic Token Interface, Cryptoki) v2.20 ¥l
10 o AR ALER SN PKCS#11 FLUIFTE sunwess BRI HEFH TCG B (TCG
Software Stack, TSS) API -

N FRR 7 A& RN B 12 3] libpkes1l.so0.1, TANE ELIZEE%E] pkes1l tpm.so. 1HS
UL 1ibpkecs11(3LIB)

KT LUR N RAE - RSA~ SHAL AT MDS
BRULUF L2 SN, SEELT ibpkes11(3LIB) I HiHI AT fRifE PKCS#11 BRI%L -

C EncryptUpdate

C EncryptFinal

C DecryptUpdate

C DecryptFinal

C DigestEncryptUpdate
C DecryptDigestUpdate
C_SignEncryptUpdate

C DecryptVerifyUpdate
C GetFunctionStatus
C_CancelFunction

C WaitForSlotEvent

C GenerateKey
C_DeriveKey

F ;LT RSA PKCS#11 v2.20 HLfH] -

CKM RSA PKCS KEY PAIR GEN
CKM RSA PKCS

CKM RSA_PKCS_OAEP

CKM RSA X 509

CKM MD5 RSA PKCS

CKM SHA1 RSA PKCS

CKM SHA 1

CKM SHA 1 HMAC

CKM SHA 1 HMAC GENERAL
CKM_MD5

CKM MD5 HMAC

CKM MD5 HMAC GENERAL

pkes11 tpm fEftas HBEM T 204 TPM I & #ll Sunwtss BRI ARGE L o QR 2 IX
EESEORIRAE. FH P Al LU Fpktool (1) BIEE H CLHY L I RE. XFEMRATTRERS (5 H] TPM
BREPITRIEF @ TPM RIPRVE AR B SR I EE -

FME T - f WEFE - &EEIT2012HF1 8250
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pkes11_tpm(5)

HES

THEEIFOIAL R B TPM SR AT LA T 9% -
1. AR -

2. &E SO (securityofficer» &Z2H ) PIN (Personal Identification Number. > AR
i3) .

3. IWEHFHME— PIN -
LA R pktool (1) dr S HITHY. 41 FFIR
$ pktool inittoken currlabel=TPM newlabel=tpm/myname

n BRETENT . ROUELH TPM $#£2 R TPMIR A« M P 9IiG4 B 2 & SR
B, DU EM S N —HAM R (FIU]. tpm/joeuser) BLLREE N TPM (7EiX
BT, BEE newlabel 1) -

= PR AR R SO PIN A REWIIAIL HA R - §145 SO PIN 87654321 7£ I
R IR 2 R % PIN -

TEVIEAL SR 5, WA 5 B SO R P PIN [k {E - [FIFE. Al{HH pktool(1) ik
JXLE PIN {H -

B SO PIN :

$ pktool setpin token=tpm/joeuser so

so ETHE/R I, "setpin" #/EIF B 2 SO PIN. [tk SO PIN WAAFTE - Bif5 . FF 44700
i AR SO PIN (87654321) HA A (FIHAIA) FThY PIN -

TEE'E 7 SOPIN WELEE)E . B0 s P A ME— PIN .
A P Y PIN

$ pktool setpin token=tmp/joeuser

E SO A YR G PIN 42 12345678 - FH S AL J5U ABRE PIN M4 A (FIWRIA) HTimE
— PIN-

9 pktool setpin #EEVEFEMLAY PIN SE T A ¢ Login() 1 ¢ SetPIN() PREFZ LAY PIN
A LR K EAT 1 58 256 2 8] B A ik A28 FRF AT F4F 6 o

ERP a2 G, BT i@ LU 5 R R A Z 2R (#H pktool(1). BY
FEM YRS PKCS11 N FE 7 M5 F R Al &R (L Fidh tpm/joeuser) e
(DAL

iR

$ pktool gencert token=tpm/joeuser -i
$ pktool list token=tpm/joeuser
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pkes11_tpm(5)

Bt pkes11_tpm. so FE ST RGURFE I 2 RO AT il DB EEHEXT AP0 - L FIXE SR ER A
L REAR AT A e R 0 & A 9%EA TPM 522 7E TPM Hl
1Ty T TR - F P R Al TPMAER KB N APIN (FZ2 1L E
3C) WA - SO I I EHERFETE TSS F£5 A MEAF M B HH ) M — 1y UUID
{51 - A 22 R HE—HY SO ZEARIME—HIH 7 281, DI — P 2 R
PIN JCEAMFBIR] — T S HL At < A & PR -

B TPM #EME—Y, 7E—D TPM | 8RS R A RE A T HoAth

TPM - pkcsll tpm.so < HEALHETE 2 TPM ATTERY R Ge it 1T B H N RERS 2 HoAth &
i Lo %R TPM H'E H SRK (Storage Root Key: fEA#FEMREEH) LA K. WILLAT]
9% TPM AR FT B R A AR

pkcs1l tpm.so FBFOIEE— % F TEX K& A OIS MR PO - B TE i
. X AIEY /var/user/$USERNAME/tpm/ - ANk, FHF AT LA R ILIX I, J5ik2
TEVIUEAL B 4 I 2 BT & PKCS11 TPM DIR PR AR & -

iIRE{E B S E R B 0K (9] {E EBTE RSA PKCS#11 v2.20 FLE R SCFIFIH - 55 L

http://www.rsasecurity.como

X /var/user/$USERNAME/tpm/
F PR 4 R AT -

${PKCS11 TPM DIR}

A R R -
B AR TIEERUE. 1§50 attributes(5) :
EEZE BitE
BOfaEE Committed (ELHfiE)
MT 251 MT-Safe with Exceptions (% #kfE% 4, HEIER
i) (ESIT 0
Frife PKCS#11v2.20

LR 2 BN T 10 R 7E RSA PKCS#11v2.20 F5E 6.6.2 J7H1 -
HFiEENL pktool(1l)~ cryptoadm(1M)~ libpkcs11(3LIB)~ attributes(5)

TCG #K % (TCG Software Stack, TSS) FIL{E https://www.trustedcomputinggroup.org/
specs/TSS (B ZE HARHHA)

RSA PKCS#11 v2.20, http://www.rsasecurity.com
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pkg(5)

5IR &
ik

B4 Fmri F0RR
VN

pkg - BUR L E P R ST

WS E PR AR ST pko(5) B THRELE L am A IR B (223 THRFIINER ) AOAE
o WHRAE B UL AL AR T EE B Rt — R B (B DA K
AT RERY BRI T LRIV ER & - TEF IR OLT . BB U R GBI
s BN M T2 5 FIAKENRE R - ARSSFIRI P

TR A L] pkg: FUEPEE BE BTR AR IR A (fault management resource
identifier, FMRI) %78 o B EAYTEEE FMRI FHBLEH] - LA < AR FRAILLFig =
PIRRA A B AL -

pkg://solaris/system/library/c++-runtime@®.5.11,5.11-0.175.0.0.0.2.1:20120921T7T190358Z

solaris JE XM # o system/library/c++-runtime ;e X BEHK . BAGHRZEER
PR HTEAEERSRE. B FEEEGEE AMAARRE LS EEEN . ZhE
BERENED. HLHNT pka: /7 25 (WRFTE) - BE&LAAEH FMRIEF IR
HRFREFMRI - WRANFEELMEFER . WEHEAIREENIZAL T pka:/ ZJ5F -

YN FMRI AN &R AT E(E B FTEE ) i i R iF 2l FMRIHLE] - F1

i, pkg:/system/library/c++-runtime s N system/library/c++-runtime o IS
HHE T ML B bt AU S ERE R R PR e — LR s (R TILECE
B) 29N HAB I ZS - Fldl. system/library/c++-runtime A LAE R
library/c++-runtime B c++-runtime. X554 c++- runtime B EL B LA
/Cc++-runtime ét%%$ﬂﬁ:@%ﬁ(@ﬁa °

RATEATFEDN  DAHBHFRRR S — Dol MR RAIR - e LA & 4R
MRAGHTIRREAE . REMER AR AT SRS ER L &
R

FRAMRTER - EAHIEE. B e 50 .. RAESIUMNMFEFY], HbRSRF 5459
B o BT =SB T RHE SR, SFFTEEEERE . A ArFRARA R
UL (Fldno1181.01) - RFLAFGER (Fl41.10) -

FRAHI S — R R H A RA « X TREHEEIRIERG LHM. sl 2
TERGEHZIAR uname -r {6 - X TEABH ORI L Em ARAR. tFE—1
H/NE BRI AT 9 1 2.4.10 -

FRARHEE — ARy (WIERAFAE) MAERIEIE S () R ZNAEBRRAR « INESRRATEE
PR ERIBRIERGIRRAR . TRt 1 AN A e TR R E RS
FRA o

FRARHIE =85 (WIRAFAE ) MABRAEETRF (1) IR 20 SR « 7 SCRRAR2
TSR B E T PR RO (5 B IO RN o 7 SORROR AT FEFT BT BdE 4 A 5 iy
WA MSLTHERRR o 20 STRRAS AT RE L & N ERROAS 5 BEAR 5 S -

FRAHIE IO A (WRAFE) LAEREE S () JFH, 22— PIRE. BEERor
BPH LR A AR B ]
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TERRAR 2[RI AT HLEY . N5 R SE RO RIEMT A BRAEZEMBA 5 HAME - |
It 4.3-1" KT a7 D43t K a2t "43-3" K Fe3-1 I3 R

RGINITF L (AIRER ) 278 7R FMRI I 485 FMRI #2352 18 0 4 U
A DAY SR ST R RIS B - EH . A DUEEE LS A A E - BRI H]
B o A AT DA A A AR IZ I R -

1BR{E BRIERT ARG BRI AN 2B G o (ERIFRLAOTE B PO R EAT Tk - B RELEE
A BRAT— D R BE R PELE K - XL RS R S — PE—RX 5 50 R —
TERRA I RAC 3 - #IEW DLEA AR . Fbm it e R B . HAlE
PEFTREON R BB A BRI P A -

AR BA — PR B OCR RN

action_name attributel=valuel attribute2=value2 ...

JEEARPARRR S ZHME . 515855 (=) BN ESHENMEFENERETE. |
AT VRS ITE XS, BRI LR RS [ SEONG | S . BG5S THEER
515 R AT BRI TR T S WG 5 THETE 5 |5 R =45 B A AN 55

FHATEE SC o nIEEF BORHT (\) FAHE S [ 5 TSR S 22 1 5 [ S F A )
L AT {5 I SR T 3 -

A DR 2 MEXT R T 2 R 4« IXEE{E A N TEF A3 -

BA L AN RIERRIE AT UERE B R AR AT o W] Dl (A R £8 1k DA 52
BRI TRXF I RATHATIOT - IR, BIEAEX 2 L B ARSI - &

T R R AR 6

THEYIHREIEA S A E N . B (EEEIEE AT IR, briEErEd S

FH K BLA TR T -
SCECHR IR I 2 BT R b T SOOMARBAIT SR F o BB PEID R A T TG “BA1T
BH

R File B{FETIFEICH - file SRFS AR . AT RAERLE

path  ZCESMFRISIF RGO E - WETER file IFRICBERELE -

mode  SCPFRYDIIRIARR CRAVEITFHEEN) o XEEFURR AR, F#9F ACL-
owner  JHESIFHIF T HIETR «

group  FHAESXIFIHI AR -

AR R — MIEREE WA ERGH - CRBELIREERE — M. ELAH
L BRI NARY SHA-1EES o AERAF(ET IR 2 AR BT B, e 3o Al A
PENERATEETE - 155 T pkgsend(1) « WR{EARE— 15 WA] LA EG S
MERB AL ERYE - XMREE T TR —#E . B2, BoLAE 2 -

LAl AL A -
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preserve
e R E TR AN R R SRS (WA E B S22 80 E R fa o
BOEREETHE) - ERLER . WRBEIENE X WOz (e
/var/pkg/lost+found H) .

U1 preserve I{EE renameold: NIHEAY fEH old Ean KA X HEHT
PEIRAMERN AL E -

ZZD% preserve E"]{E% renamenew: m\UfmﬁY{q:{%?#Kﬂyﬁ’ #1ﬁﬁﬁﬁh@% .new ,_ﬁ:%
HLF: -

WS preserve FI{EE legacy: NITEVIIEE L2 2ER N &L - TETHK
Bf, 2FHAY TEHE legacy Ein ZAEMENE X, FAERE G B HT SR IASER AL
B o

Qﬂﬁipreserveﬂﬁﬁﬁﬁ%true (Eiﬁiiiﬁﬂﬂfﬁﬂﬂjﬂﬁﬁﬁ: Wﬂﬁﬂstrawberry) > mUﬂﬂ¢i§Z
PR, T B AR S -

overlay
I e T B A EA R A R — A B AR S, B R PR T HA S
RS o HThRERIT I TAS SEMEHE (I /etc/motd) HAZ&EmHY
Pl S -

WHRAKIEE overlay: L MR TCE: WA —AL B FR 0t S0 -

ﬁﬂﬁ%overlayﬂ@ﬁﬁﬁ%allow: M 723 59— A e [/ — AL B PR S o BRARD
WHE T preserve &M, SNILEREIR -

ﬁﬂﬁ%overlayﬂ@ﬁiﬁ%true: BAERR UL A SRR 55 45 7€ allow AR HAtl #
{Fo BT HEE SR preserve JR VA PR BN £ 22 U EA T S i o 7ERHIBR

Wt MR EZ R E R, WERRE XHENAE, T SiEE 1
preserveEEkEo HEE— MR ES —MEE. H mode - owner*ﬂgroupﬁﬁktiﬁﬁﬁ
NI

T DL SO i LSO rTiR S B SR LA SR 1 - 6T ELF SXHF. Al i)
Tl

elfarch

ELF IR R G5 o R MEZ uname -p BRSO FTEE THOE R EEFIfE 0 -
elfbits

N 32 BY 64 -
elfhash

I P SO FeRHOC"ELE B0 BB o X LRl ) ELAERE A — RIS A i st 1 Ay
fEr o FERRE A BRI AT ETAT R R AR, X FE E TR X L i 7
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BRiR(E

SEIRIRIE

424

original name
R A P T A B AT G SO TR R L 2 RIS E L B 2 (B (B & 2 8] (R zh
#RE o MR A AR EODTREE B SR E IR — B S AR R AR EE A - AT
B ) A AT SO 4o AR R LRI % A2 5 original_name JEIERUIE (WIRFEE) #H1T
LXK o AT LM EIRE original_name J& LML AT gikH SCA-IE A B Z A PRI
S (AR EAER —FT R E R bR ) -

release-note
B IR THERHIE SO 8 R AT A SOA - 2R MR E 986 FMRI - 412R
FMRI 457 A A TR A TE T IRIAm R . F5 58 BIRRAS LE SR G R Fr B AR
AFE s M SR AT BHR — 8853 - F#%K FMRI feature/pkg/self iEfH
ERAF - Q2R feature/pkg/self HIRRAS Y 0. NI SCAFAAE W U280 2 R AT
BAR— 77 -

revert-tag
I A FARIC R — A AT g S o i LUHEE 2 1 revert-tag {6 - 1E
S AT $E E PR EFRIC A pkg revert I SCHERHIRE N HIE HUE RS - 7F
Z Il pkg(1) -

dir RIEELIT fite #1F. HIATERTXIFRGN R - (B dir BAFFRT H RMAGEE
WX dir BERRS file BAEMFEIRIIY MRMERIE. path ZRHEEM: -

H &2 IPS &R S - 4 BNafa 0 [ HEE RN R EABs I HZE %
iF. RHERIZE % o R ZE RESRITEHN RGNS, NIRHX LR 5 5]
$IMAGE_META/lost+found H1 o K $IMAGE METAFUEEZ(FE. 155 UL U ER 4> -

BRI URAAEFHIE FF. D EETaEam M -

salvage-from
R AR E PR B % - B R R B A QR iR R R E RR P
& (WERAFAE) -

Uink BERTRFF SHERE - link BIEE A DL T ArdkiE: -

path
LR SR S RGURE1E - LB MEE tink BRIFRY R BER 14 -

target

TS HERR EAR - BERIEIFAT 20 U RGN &

mediator
faE A ER T (B0 python) HIEE KR B% 454 IR AL SR HR 7 4 R s ] H
HIZEH - ﬁT%ﬂ:mediator-version*D/EEmediator-implementationEl?ilﬁ’fﬁfiqEI
1o GERBRAWRIFTE R L E R — o o B2, HARRTA R
KINAR T EAELS E BEAE PR LB ER - QR ARt EERE . WA 12 1 i
PREEFE - mediator 5FFE WA FI/ B SEERAH & i ke 2 Al I L A0 PR R G (T
Higr .
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PR SEIEIRIE
IRzhiE R

mediator-version
fE7E mediator BIERGIAME: IMRRA (R NAERBER S0 F750) - WMRIEE
T mediator M KFEE mediator-implementation. W/ EMHELFEN - KRS
B AR E B A - 5 E W EE RN S SR IR 8 A AR A FE T
B (140, runtime/python-26 R {# ] mediator-version=2.6) . REXANELTE
1 o

mediator-implementation
FEEBR mediator-version Z AN/ SEE,  BUf A AR SR
mediator-version - NINNEILFRF BN HITHE T . R RGEHE R EA$EE. N
1 pkg(5) fERIEFE— D FRAH -

B AT LU B 7 BRI S R A AT L O 1 B o AR SCIIA By w4l
AABEBRRAAL . WIRAEFRF BREE RAME @ 2R EA (FRm Ak i B 5y
MR EH) o WRAFFELI 2 DRA . MIBRETT 9@ PR B ARAR (R S -

WER ARG N TR E SRR S A e By — Dol . M2 B 3l ik Eagse
Bl o R DUG2HE T XS RR0 A RERE . BRAFN FHEN R ~ b A EiA I 7 2 w2 4
R BT T RS, SNIA ST RER: -
mediator-priority
TERE R R PR EEET  pkg(5) 1B H 2 1L HE mediator-version {ELfx A Y
B WIRATEE. MEET nediator-implementation PH{TiEEE - BT HE
RGNS T SUN L i=pack ] §
WERAKIEE RN, W2 N A R R 2 -
?gﬁéﬁﬁﬁﬂvendor, M 5 KF67E mediator-priority FUEEFEFHLL . SISk Z4E

£
Qﬂﬁgﬁﬁﬁﬂsitei m”fﬁﬁﬁﬂﬂvendorEEﬂﬁ?Eﬁ?mediator-priorityE@ﬁﬁ%&*ﬁtﬁ’ é?ﬁt?ﬁ
PR -
Ah F g A ] U E TR T IR P -

hardlink i EFRIERER: . EEHAES tink BAEFHEIEYE. path tBEHCHEE -

driver BEFRIXEIENFEIF o driver BEAS AT - IXSHFEF XA B 5 70
ER file BB TZE4E . WRBI T HIEM: (BXELZER. 1ES W add drv(IM)) -
name
MFRFFRIEIR . XEHEE (HHFAEE) ZEFINhRE R SR SUE4 - EE:
JE driver HEAER R HBEIE M -
alias
B R IR EI R F I B & - A ERVINEIRE AT LA £ 1 alias B - TCHRATA
5270 EIRES TR

class

IEMERORINEIRE 3 - AERIAENRE AL 21 class @t -
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perms

R P R X R Py B TR 1T R S R AR -

clone perms

IR PR R AR ZA R Py 1) T P R Ry T A S R SR -

policy
b TR e 1w A FLA 22 e SR o 4 e VAKEN R v AR £ 1 poticy JB1E. H
B IOA A AFET 2 B e -

privs

IR e R KRR AT A - 45 e VR 7 il AR 21 privs J& 1 -

devlink
LETEFERE setc/deviink. tab HIYSH - ZEEE L T ASCHIYAT. HH
A\t BRIHIERTF . BXRELZER. 5SS deviinks(IM) - 45 & YK EHFE 7 7] LA
BAEZ 1 devlink @1 -

RBRAE depend R {EZR P RLIAIAARATNE - — PR AT DRI T 25 — MEPFRL. [HNSE —
PR EE NP RIThEES REs 1T H S i ThRE sl E B Bt T 2% . R
FOUE AT DU AT IR - QUSRI R R R MRiE . BEE ARG 22 R B R
W 2 BRI (2 EAhZYRIRH]) -

] ARSI T S -

fmri
FORMSE B EMRI - B2 dependency FERICBEEME: o fmri ([EASEIE
KAiH o REREELAHETER - require-any BRFIEHIE T EEG LA furi 8
Mo fmri {EARRIRRCASRZ AT, B IART T RELE R RUR MR MR, A R Y
fmri EEE R E S

type

IIEiDEIE

require
AP E R LT WBEEETEE T fori BIEH TR E AR - 212R
REGERAS WHEAT RSB 15 2 AR « QSR BE TG & HAT— L TR AR U1

TeE 2B AR,
optional

EHAIE (SRR ) WAL T4 B RRA R I 5 B8 = 2] -
exclude

UL AL T PIRRAR G B ], WITCE 2 i S - a0

RARAEERA, WHRFTE A ETCE 5 18 & AR PE R EL R I 2%
incorporate

MR 2 T B R AR MR 2 2 BIZY R - 165 UL X “2U SR

URES”
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VFAIERR(E

require-any
ZA> fmri BYEFRE W 2 MRFE R AR — D ER AT AR GEE S
require fCH IS RUAH R ORI ) o

conditional
ARBRMEANTE RS EAFAE predicate JBIER LR A BTN -
origin

VAERE (WRAFTE ) DO BEIEZREE 2 gifE s ymig: - B A e E [EaE L
{E o WE root-image BIERIE N true, MIMEREHIELTAFTETRE S 1 HymS
b A RR LA

group
BRAFER R P R e S 81 22 W NNZARE I 2 L TR - TR, R
PR TCRR R R AAREE - 165 L pkg(1) Y avoid Fan s o

parent
ARG 2 IR, 2 AMAZ AR o« QSRR TR TR 20 77
TET LR o £ parent MRFGIEAVEIF A 5 T incorporate KRR
B A -

predicate
71 conditional A IH 1R FMRI -

root-image

{0 origin MRISAER 2. 41 _EFTIA -

license #R{EFRINTT AT IE BCHAh 5 BX1F R A A FH R BRI AR 2 SCAF o SR EL T Dldid
license #RVERIVFATIE « 007 A B BCHARFE P SR (A B P RL 23R T -

Uicense #RIEI AR EE LB 5 B F RADSC I GOTEE H e . HRXVE &
FUAT BRSO B o AL S HTML SUETHAE XA PRd - @il B @I, license
SR PN g bt AR TRy =P S DE S B AR GBI B8 3 2 S T oaawi D R £ )
JTEEH R i R E

AT LIRS T 8 -

license
IR ticense BFCBEEIE - BV VTR WIIERRBUE 2 iR, DIRBIA
FAETC TR BBEVE Al IE AR A B 16 L T IRE N Z - B — o= il {E AU f

ABC Co. Copyright Notice

ABC Co. Custom License

Common Development and Distribution License 1.0 (CDDL)

GNU General Public License 2.0 (GPL)

GNU General Public License 2.0 (GPL) Only

MIT License

Mozilla Public License 1.1 (MPL)

Simplified BSD License
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G RIE

REBRIF

428

license fEAERK LA L ME — o SNTE WA RSV AT IERORRCAS . 40 BT LA
IR o QR A X R 2 PO RIVFAERI RS, EHEH 24> license
TE. AHEREENKEASET 64 DFF -

must-accept
R trues WP LR FEHSZ VR ATHE A REZ e BBERTAH G BR6L - I
BT false. E32MTTEE (BN, L HABETHCE) & RE -

must-display
WIER N true, MITERITHT ELERVEIAR % P 0w 000 s BB A RO - B (E
FRT falseo MBTEARIH TRHALEA, (L T SEFRVE Al TR s T H1E A A 2470
SORBYEAMATRE o SRR TT I R e RE

legacy BAFZRURHE ST E BRI ARV PR R o S L ERH IR IR 1 s
FEARGRIRRE T DUE A X SR 1 TR AT DUB KPR 225 1 R e —
FELE . TR AR, IXRE LA G ARG RS L E 23T pkg RIEFEE M
BRPFRL QI AT fof FR R R R R AR

AR pkginfo(4) ERISEFRERI T 5@ -

category

CATEGORY Z¥{HUMH - SLATE N systemo

desc
DESC ZENHI1E -

hotline
HOTLINE S5 HI1{E -

name

NAME ZEUIME - SR {E Y none provided -

pkg
FRBENHENGES  SAE R FMRI G FR o B YEE legacy #1E
AR R -

vendor
VENDOR Z AUHI1H -
version

VERSION Z801E - & B R FMRI HHRYRRA -
set FREFR M B IESOTEE . B R -

GRSVl e
name BRI AR -
value PRALES R EA(E

FME T - fo - WEFE - &EEIT2012HF6 A22H
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HIRME

R Pig(E

set fR{F 0] LR IF RV EE R AVEM DT EE - (B2, FEREE U g
HAGHAAREE X NEIEAR -

pkg.fmri
B2 DL 88 7 i B FMRI FIARAS” o

info.classification
— pka(5) B 7 i ] DA — D802 RGO BE R T 70 28 o ZIER BA — L
il (5141 "org.opensolaris.category.2008" 5{ "org.acm.class.1998") HISERRs3E (4N
"Applications/Games") » H'E 5 () 77F& -

pkg.description
AU B IR TR AR . KEE 2y — B -

pkg.obsolete
WHRN trues MPREPEEARC I o o VPR ERR TIRERIEIM BER AT
T EAh#R(E, HARIRMCNEHEGH -

pkg. renamed
WERT true. MAREWEGH - LT ELTEE—DEZ A depend £
{E. HIgm A E Ear A BRI EARERIN FRiC N B a4
B AEFEEAIE W T AT R AER 2 ML ERE .

pkg.summary
AR — 1T R R -

group {EE L UNIX 4. Ul group(4) FATE XL o NFEEXN TH ORI F - I
BUEE XWHBRVIABEERPYZ . Al LUEA user BAEAIIA 7 - 0] LLRFI T 518
T
groupname

HAWE -
gid

HEOME—EF ID - BRA{E N 100 2 THIE — M HEEH -

user FEYERE L UNIX A F'. Ul /etc/passwd ~ /etc/shadow-~ /etc/group Fll
/etc/ftpd/ftpusers AT E X o AR E XHIR P BA G INRFE RN SCEE Y
%H-

A LA T S -

username

F P — 4 FR

password

MR o SRAE{EHN *Lkx o 755 UL shadow(4) -
uid

M P HIME— UID - SR4A1{E 100 2 FHIE — P EHIE -
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group

PRI FEHBIR . LIATTE /etc/group HELE] .

gcos-field
/etc/passwdlilgcos??EQE@ﬁﬁo ﬁ%@?ﬁgﬂﬂusernameo

home-dir

R RIEAG EH 3 - BREE T /-

login-shell
FA P 98R4 shell o BRETE %S -

group-list

Fi P Ft @ o5l B4 - UL group(4)

ftpuser
AR E N true B false BRETH true FE/RARUFA @M FTP XK. ES I
ftpusers(4) -

lastchg
19701 H 1 HE ERIERTCHHIZ MR REL - sREE N - 1ES L
shadow(4) -

min
Fri s %WWW&%&szﬂmmd%ﬁo%ﬁ%%?&&%ﬁoﬁ%kﬁﬁ%ﬁ
ROSHKB - SEENZ - 1S UL shadow(4) -
max
LRI KEBREL - SAENZ - S shadow(4) »
warn
MATEOLBHAZ AT D RULEIE o 162 UL shadow(4) -
inactive

ARVFER P ANEEIIRE - 8 A TR T8 AT M EALHY tastlog X
PRI X EREFIER - 152 U shadow(4) -

expire
%ﬁﬁﬁUMXﬁﬁ(melﬂlﬂ) JE I RE X I - R B A R
TEEFHIT RS B, BIHAE D 13514 @ B FRTE 2007 -1 H 1 HESL . ES
UL shadow(4)

flag
WENZ - 1S L shadow(4) -

FEREE B RSC BREANR(E w] REIE & 7 R E B I AE S I ST elE (e 5 | AR 1R M F
JEPAT o X SR AN BRAE 3 (AR SEI RGBT TR T HRE THERS . MK
PR 22 SR T FE Tl B 2 MR E AR T sy 2omZ e sl ipR o
PAT— RGP TEAF G DU X RLAHRAE -

FME T - fo - WEFE - &EEIT2012HF6 A22H
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IRAKRLS

ﬁﬁﬁﬁwmﬁ%ﬂ%%%ﬁﬁﬁﬂﬁﬁ%mym%ﬁ%ﬁ%%&ﬁ%ﬁﬁ%%%%

ARYUE ST LT HITES -

reboot-needed
AIRE N true 8 falseo LEUITES AR . QIR E R GEE ST HLR E#VE. 5
IAEHT S | FR B R SR BUMIBR AR IC AU E o be-policy MM HIZHIHT 5 | S IR
Al . HX be-policy BIEMEZER . 155 L pkg(1) F M 010 WG R ER 7 -

disable fmri~ refresh fmri- restart fmri- suspend fmri
FLRR B NPT S TE R 00 2wl IS 1 i 25 5 P Al 2% S 451 FMIRT {ELEA T #8
{E o TR#E svcadm(1M) FJ disable T-#i% . disable fmri & SFE4 EHY FMRI 7E MR
P Z BT EE A o MRIE svcadm(IM) (U4 DF @i » refresh fmri fll restart fmri
ZFEEEN) FMRITE 2% ~ SR o MBR IR (RS o mlgr sl =2l - A
JG- suspend_fmri 2 SEEAER FMRITE 2BV ENT B 2 B IGIN ZE T, F1EZlr
B e B BT IR -

E A VRS 5 2 AR5 SKBINLRC R - (02, B sves(1) AT 21
glob RAFTELIRIE, WA IET AR AL L RFE T AR -

R AR — AR AT 5 B B BB RE R A0 F PR - QSR A B0 2 M R E A AH T
HUREAEFIFR AR, W P SRR GE 2 ERRA - SEIR B e e ik ke
b BRANEERIGEE 165 I BERERE

LU Bl om0 java BRI A AR SEB (o, SRR DX At
A) o EPIA Uink #EVE 2 SRR AR -

link mediator=java mediator-version=1.6 path=usr/java target=jdk/jdkl1.6.0 31
link mediator=java mediator-version=1.7 path=usr/java target=jdk/jdkl.7.0 02

A RAMA N RS PR R RARIE R . HZ W pkg(1) T UTHH) set-mediator
Fan o BEFRIRA, DLAZEMN DRI -

TERFAE RLECHR VR RA - I INEIARGE R BN R GTHNERIN . FTIERIARAS B2 5 72 1F
JISER Eh F R P B I F) 8 2 SR O o K B2 SR ] ey A A A AR P A 7 =Xt AT
S wE R A AR RITE 2 T7E S -

B L EIHRIZ 2V require MRFGIESESL. 40 b A “MRIGHERE TRATAE - LT HA]
W5 LR L 4R 2 AR -

BAE RGN R Z B 53 04 incorporation BV RLEH T 213 o X UL 3 4R fit
H incorporate fXffiTEFRRIVLIH -

WERR, GHRAEATEFET RS L, HUREE. ERENEE — MR
i BRARRRASR — P B A« A ERARASERY FMRI B AR 1.4.3. KT
1.4.3 IR ANBET R AOmPE . HATAT i T EF T 1.4.4 ROR thASBED R ARHSHE -
B LAV R 1 R R SRR, 411.4.3.7 -
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RpEMRGE
I%ﬂ E

£FMHEERK
EEH
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Incorporation T3 il R GE MY 2 58 70 EATIRI A2 TH4 o % T FELLgH A (Bil4n C ERIA
%) X IUEEAREK o X HAE (B0, AN B AR EAth R4 e 1 B P
LALE) - FB TR R —2H 22 M) EAE AR, XA R AR
F['H incorporation FUFFEE A HATH [

[ incorporation FU& — MR, AT DARTREENER . e s BRI AT A 29 theRehl 2
F& o {H:2. Oracle Solaris 27T % incorporation s& H & H WA EAT LT/, N
FERR LR TRE 2 AN 2 -

SRR B A 9 B £ 22251 incorporation AT AN ARUFRURRA. A S22 EHKE &1
incorporation RASKEIM R 1ZTE K, MKW - WMRLMENLIRAL 1 TTEM
Fi¥E € E M incorporation. NIAZIUFF incorporation F4% 2II$5 & AT 75 £ AR AN il

Ao FH4 incorporation 25 A GETN R HT A SE ML LY R FT A & 2 T 7
% o

RYCEILG AT LU po freeze i SLTRIRIFEL . (ERTHTAIIRILT  (5HEE4
PR ARG | DRI - URERHE | AL WP s 2
(GELIEHET AN (S ors EEILARTRODA A IR — k720

WEHARGUKIZA 2 H AR URES - ZREPREIR. 16 pkg unfreeze @ -

ATk, A SRR i AR bR I 1 — 2R - S & m]
AR AR GUE B EM/ SR B VAR AT B - B ARG A B S LU T
MEMWRGERE . IWRGEREMBBR ARG EE -

BEEEG—MEE MREENAAE TR (Bl B ERAEERERL]) Ml
& () W ARSHE BE . WRE— MG NG E L mHILE T 2N T
% P APT 2 2R AR R R R AR - X2RE ILNRSE R
FEER, YERERERGE BE EMHH pkgsend 8L pkgrecy B TR = A1 &

mirror BANVEEHEENE (X)) WERHHFERGE EE - WRE— TG T NS E
R EE T — P2 iR, WE i APL &85 S G TR BN BRIt
SR N R R BRI RERG - WREG AR - REERRENRSH
B1TR1E . & ui APLEMEMTER B RSE BERENE - Bk Tt
pkg.depotd(1M) FI SIS EGLIRETE — 4 v {5 % F i 2 AL A% o Bt A T 5
X R AR EL e BRI U 1R, AE TR BN A TF E A THE - 4. 77 b o] AERC
BAFEEA SSL ZHANE X A BEVT FIAY https VE. DL ARELE B 2R nttp 45
G o iXKE, AR R P it o] LS5 e E a6, (Rl T SR
BRI - BT ER RGE BEERER AN fite (T H R M EHAHF Z4MYUFT
Ei?gﬂﬁﬁﬁﬁoﬁﬁﬁﬁp@d@ﬂdﬂﬂ%%@ﬁﬁﬁﬂﬁﬁ%%gﬁﬁﬁ
NEiZA °

pkg REL I AFE 2R X 5 2 R DR EF R 2 o i X R H LB F e 22 R X 3R]
FTA AR 2 R X AL TR —RioAs . DU PRa TR N RZ - . pkg Z (]
parent A XT 2 /5 IXIRBE NS LLLY PR - 52K parent (RIGIENE L FE. 65
I MRS IRAE <
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fE#0

4

ar

K

i

P 22 ) DXt I 22 e DX A PR Rl 3 <)) DXABRL A AT DA ) ) DX A R
HumBAHRUR L m&CE . EHRRERET KM ERMNER (ES 0L
pkg.sysrepo(IM) T IT) « RGEME B AT 2t 2 )/ DX sk e B (0 % A & #1517

AL DB R ATl Bk B A H AR IR o ZEPH LR 25 DX 22 58 BB ) £
AR, TEZ AT E AR h R G0 5 A0 2 I HES I 76 2 1R 2R DX P A B
W Z AT E I - BREAMEERMFHER. 155 0L pkg(1) T TTHIEY pkg

set-publisher Mo

EHEHARS LA EIE2RXE, 1HHHAAE 2 RX S8 pkg update @4 o I
i 2 fE R XK T H LR KEFAE2 R X T - R R IXK IR
TRV LER S, DEHES 2R XA TR E sk @0« a0, FRike /XK
AR 2 R X224 T AR 1 BUEEEEL foo. FHHRIX RGE BEHFIEMRA 2. W%
foo BB R I, W pkg update foo STEE R XIEANIE 2 FIX A foo HHTE
FRAS 2. X2 KN parent K2 @ I SRR RLERER R 2 o Q05R foo AN ELA ACTRK A
4. M foo fE R IX S HT RARA 2. HEIE2BXIBHIRA 1.

BT LB A WA B R o TR R B G S PR SN SR - LR
7R B 4% SPARC B x86 FIAIA B AR 1 — E I S

FEIPS 1 ATGEAHPFRROVMIE. B ROV E - M lA2 e e B A E
WIbRIC o B A AR BARIC AR — R FRAIE - S ERIERT LLER 2 I Fl 22 &
pRic - BA L MMM RIRCRHEEE 280, BT 2 & R REE T R4
K3 BT SPARC 22 ) DX R 1

LT B FRICH — R variant.arch=sparc. LA T2 MIEFRICH— 741
variant.arch=sparco 5|FMITRIZS &, B AT RS T 5 facet. fll variant. o

T FN AR B R R R e TOE S N R E . ARG LB
A BB M BIE . 1514 pkg(1) FM TR, {#H pkg facet Fll pkg variant @54 - %
&g b1 BRI A AR & RME . 15 pkg change-facet #ll pkg change-variant

M AR /R AL . HBEIRE N true (JHH) 8 fatse (ZEH) o BRETEIT . BURHIK
FA M AR true o e —1RAERIMIERIC HBERS true (B ; HAERIRIITTH
AWHE o WHR AR BRI AT LU 2B M (40 doc.man) B (40

locale.*) o BIEEFIE £ FR2S IR —#65r . (W FIEEi LM . i 2R
e g, e UERTEE ST RARMEH— MM REE S, WUT
IR -

# pkg change-facet locale.*=false

[output about packages being updated]

# pkg change-facet locale.en_US=true
[output about packages being updated]

KEHAZA RN UBGEEEHENE - FIUl. arch ZEATLIZEN
1386~ sparc~ ppc~ arm B/ A SZFEFVEATIA R L5 - (Oracle Solaris H{X {5 H i386
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flsparc. ) {H debug ZZE 9P o debug ZZ 5 HAEEIRE N true B false; HAMEMITTH
AHHE o IR HRAE RN BAA ARSI RAS WX X 0 RiAS B B 12
JE Y debug 285, QLA R BIFTR -
file group=sys mode=0644 overlay=allow owner=root \

path=etc/motd pkg.csize=115 pkg.size=103 preserve=true \

variant.debug.osnet=true

file group=sys mode=0644 overlay=allow owner=root \
path=etc/motd pkg.csize=68 pkg.size=48 preserve=true \
variant.debug.osnet=false

TR AR R AV, LATEME FIREARAE - arch Ml zone 242 & H G E
2R AN NERITEF X E - BRETRILT . debug. * L REMRPIIEN false-
ML {5 P S B 0 T A2 B 2 AR 5 2R S AR A -

n IR SN N B B ARICHUIRIE -

o (0 S bR DL ACHY AT A 0 s i A R R rP R BN false B, A A &%
P X LEARICHRIE o HEHEMTMIE IR E N true BORBIFAIRE (true JERE
B) - BLE2EILIRE

» (NHATEZRRICAESBETIREREMHFR . 7 222580 XA EhRiC i #
1B

o YRR AR AR AL VPR E . 2 2 T IX PR RIC A -

fnT DLalE B CRIMIm AT A2 B ARIC - LN 42 Oracle Solaris HHHY & FBRIC -

TEZ AIHEE
variant.arch sparc, 1386
variant.opensolaris.zone global, nonglobal
variant.debug.* true~ false

LR HIZRRIAR T Oracle Solaris H{# FH 04—/ NaB 43 AT AR IC -

facet.devel facet.doc
facet.doc.html facet.doc.info
facet.doc.man facet.doc.pdf
facet.locale.de facet.locale.en GB
facet.locale.en US facet.locale.fr
facet.locale.ja JP facet.locale.zh CN

LR T Ei B A /R {E RIS B AT E S« B 5% flush-content-cache-on-success Fll
send-uuid JEPERY A DL G & & FE M HAEIE R . 165 UL pkg(1) FHE TTrhay <mi
RIgE

FME T - fo - WEFE - &EEIT2012HF6 A22H



pkg(5)

o
o
S|

A pkg(5) BT AL TAEE — MR RIS RGN 75 B H I FRIC $IMAGE R0OT 2K [X
SIAEXTEEAS o X FELAUAY RGE4E4E . $IMAGE ROOT 5T /-

$IMAGE_ROOT/var/pkg

TERE R 1 W ST H 5

$IMAGE ROOT/.org.opensolaris, pkg

FH PR TR H 3¢ -

TERFE MR T EE . eSO B TR A E MR E HAEAMEER - frid
$IMAGE META I TR EE TTHIENTHZH 5 - $IMAGE META T 2L 44 HAIH 1
Bigz—
$IMAGE META/lost+found
TER A AR EHA AR shi A v B F RSN E -
$IMAGE META/publisher
NENEFEES—TMEFE . BMEREERE T A6 S CidE -
$IMAGE META H X7 Z&EHrh iy HA #4122 T MY, (Ea] LL#E T ik -

AR THIBMHERNET, 155 UL attributes(5) -

ERE BiEE

Al package/pkg

R e Uncommitted (K5 )

pkg(1) ~ pkgsend(1) ~ pkg.depotd(IM)~ pkg.sysrepo(IM) - svcs(1)~ svcadm(1M)
(R INFIHEHT Oracle Solaris 11.1 B )
(S HIFIBIEE Oracle Solaris 11.1 ¥ H AR GE EIE)
(7 Oracle Solaris 11.1 H{s MG 08 P R GEFT LRSS AT 81D

http://hub.opensolaris.org/bin/view/Project+pkg/
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http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mpkg.depotd-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mpkg.sysrepo-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1svcs-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msvcadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=AUOSS
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=CCOSP
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=PKDEV
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privileges — HF FERAURL A

Oracle Solaris BX{FSEEN T —dHFFAL. TR dE R M ER ezl - an e S
AL, MUEERE AT AT —HH A E O SZPR IR A

HUYE Oracle Solaris ##{F RS FE 2L N — N EEIL TR L AR, X% A\ B a] LA
PR AR AT SCRR T Z A0 IR AR e, AR TRTER (BYH ) 8RR
TAEMEA (EFUID) - HSh, —HIERTAZIREIR R EEIE TR R X R
WRR I FEATFAN, ZoRE TR e AT A 2EEE -

BR T <FEARFALLLIN T SUNFTERRE K T 1355 root FF SRIKAY IR - <2
AR B TE R A AR A R A

5 SRR -

PRIV_CONTRACT_EVENT
FCVFIERETS SRR 1 AT FE00 5 58 B S 0 o

SCVF R A A AR S B AT T A AT DLE A P LR 2R K -
PRIV_CONTRACT_IDENTITY
VR RE I B IR & TR AR I Al 55 FMRI{H -
PRIV_CONTRACT OBSERVER
FSVFERE ML e ERE RO 1D BRSNS R P BRI B & ) A2 ) & ] 58
o

SVFEREAT T IR T R A U 7 1D LLYMNG P RIS RI A Y & (R B0 5 [F) i
B o

PRIV CPC CPU
VPRV D CPU WUBEIFIERE THEES -
PRIV DTRACE KERNEL

VAT DTrace NIZZLIRES -

PRIV_DTRACE_PROC
FCVFHAIT DTrace PEFEERERER - SLVFIE P BA AR 13RS HBCEL AT S FH 2t R g
EEERI -

PRIV _DTRACE USER

FAVFHUT DTrace F P 9ERER - ARV syscall FIAL B SCHF DTrace fRIEE KA H
BARIR SR -

PRIV_FILE_CHOWN
SRR BUCCARIFTE E R 1D AV SO 1D SE SO R A A
ID ZSMIEEA ID BOARER A FEH 1D -

PRIV FILE CHOWN SELF
FVF R OO - BA R RE 21 TR B4 { POSIX CHOWN RESTRICTED}
RAR—FE

FME TS - F  IWBFE - &E1EIT201256HA6H
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PRIV_FILE DAC_EXECUTE
FVFHFEAT HARA 80 ACL &5 1 R BT AR B9 AT $0 T ST -

PRIV FILE DAC_READ
FRVF R AR 80 ACL &5 11 i R B A PR B9 S 81 E % -

PRIV FILE DAC_SEARCH
FeUF RS R H AR ACL 22 1F RS R AR AT H 3¢ -

PRIV FILE DAC_WRITE
AVFHTEE AEAPRAIE ACL 28 132 5 ARPRM S E & - $DH 301 UID o
Bf. 5 A UID 0 #1145 1 S 55 BT A R

PRIV_FILE_DOWNGRADE_SL
SOV BRI SCAF i B SR BURAR 2515 B0 A SN A SRR 25 1 U AR -

VY4 ARG A B H Trusted Extensions B s A 2 MEROZ AL -

PRIV FILE FLAG_ SET
AVFHEFRIZE immutable ~ nounlink BY appendonly X &1 -

PRIV FILE LINK ANY
FRVFIERE AN G M R 2 UID LN UID #8819 S RO BE £

PRIV_FILE OWNER
SLVFAN I SCAFRI TR 25 Y RRAE G2 SR U5 TR BR ATME S 18]« AR VFAN 2 H 3RHY
AT & W R 0% H U5 RAURMHE BN (8] o e vF AR SR el E R FTE Y
AEREMIRR Bl B Ay 2 HACH SRR 1P T IR PR A7 SR IR (sticky) (RSP H
o VPR XAFNFTEE NIRRT namefs FEEENZ XM | o VPR ZXHREE
KIIFTE # R B BOZ U B E AR 28K ACL -

PRIV _FILE READ

SRR AR 80 ACL 21 dE R B U PR 9 ST AR B0 H ¢ -

PRIV FILE SETID
AVFHERE S UOCHRIATA ARG 805 ARIEFR set-user-ID Fll set-group-ID i 3L
o ARFFREXT AT B AN B R A S H SRR R A R H A SR e E e
set-group-ID i « FRVFIFRETEIFTE PRIV FILE OWNER i G R [H B AL SC 1R
B set-user-ID il o M AIEBAE K setuid 0 SCHHT, 1835 FH EABPEH -

PRIV FILE UPGRADE SL
FVF R SO B H A BUR R 2515 B SN LA BURFR S I BUR AR -
VY RGHIEH Trusted Extensions B s A S ERZEAY -

PRIV _FILE WRITE
VIR E A HAREC ACL AR VIR T ASIRAY SR E 5 -

PRIV GRAPHICS ACCESS
VRN B AR &5 G A R AU joctl » B H Y xserver IFFETFE B A EHAY . B
A IR AR RR L ARV BT R A [ T 15 B B
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PRIV_GRAPHICS_MAP B
FUVF IR BT s A T AR A AL
PRIV_IPC_DAC_READ

S0 VPR S AR PR A 8 1 R SRR Y System V IPC H EBATI « {55 itk
A7 X B -

PRIV_IPC_DAC WRITE
VPR S AN HAPRALEE (- #HFE S ARPRRY System VIPCVHERAY « (G5B EFH=E
NAFEIX B

PRIV IPC OWNER
RVFAZ System VIPCVH R « 15 588l Z N X BERIATE & ORIk - 5
BOZIE BT ~ 5 5 8 s = N2 X BRI AT A AR A -

PRIV _NET ACCESS
AUFHFEFTFF TCP ~ UDP -~ SDP B{ SCTP 2% 55

PRIV _NET BINDMLP
FeF RS B B AR XA 2 20 1 (multi-level port, MLP) E’]lﬂ‘ﬁ 1o HEHFAY
18 A T 3 b A0 X s Bk MLP - B XA E MLP iR ORIER, H5
Trusted Extensions -t TTHHY tnzonecfg(4) -

{4 RGN E A Trusted Extensions I . A S ERIZ RN -

PRIV NET ICMPACCESS
RVFIFRR A IE I ICMP £

PRIV NET MAC_ AWARE
FVFHEFEH ] setpflags(2) 12 E NET MAC AWARE HEFEFTEE o ARRUA fo vr it FR (s il
setsockopt(3SOCKET) 1% S0 MAC EXEMPT EH2F 0 - NET MAC AWARE HEFRFR A
meEﬁWTE%%ﬁﬁ%ﬁﬁKﬂﬁ&%%ﬁ SR R (AR A
FEIPRZE SN S PR B PR . SRR E 2 R X EHia T ) -

N Y ARG B A Trusted Extensions B A S ERZEAY -

PRIV_NET OBSERVABILITY
PRV T TR i i . B8 1k % B s -

PRIV_NET PRIVADDR
FeVF R BRI (15 B RO 152 1-1023 (1598 UNIX B R 1) AR
JJ “udp/tcp extra priv ports” i [ (£R Bt NFS A1 SMB {1 FH it CIBRAN ) o

PRIV_NET RAWACCESS
FVFIERE B VI MR 2 -
PRIV_PROC_AUDIT

FLVFHERRA IO o A VR RERR IR S A B L T A

PRIV _PROC_ CHROOT

FEVFRERE B AR E 3K -

FMTUE 58Stk IMEFE - ®E1EIT2012%F6 A6 H


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2setpflags-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Bsetsockopt-3socket
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PRIV_PROC_CLOCK_HIGHRES
FEVFUERE B R 0 BRI 5

PRIV PROC_EXEC
AVFHFETH exec(2) -

PRIV_PROC_FORK
FVFHFEE R fork(2) ~ fork1(2) B vfork(2) -

PRIV PROC_INFO
VPR A T ] DA H A A (E SRR DN RIS - AN BEWE A A RV RE A
/proc HANTET UL, I H B R NAAFLE

PRIV _PROC_LOCK MEMORY
FVF R SUE PR A T -

PRIV_PROC_OWNER
AFHRAEMERLAES . DR ENE S HE R AR, AERT
AR o SRR, G HABPRS] - VT T dEREA A R A AL U H A
BRI RCRAEE « ALVPRAEE M AT AR RA R AR B . BRI RA B 02 H AR
HORR IR SR HRE 42 5 AR BARAEREAENT UID B 0. WL BHRTA
. BRAFERLUID 0. AR FHERHEYE S CPU -

PRIV _PROC_PRIOCNTL
FVFH R PSP ER A BN H Y BT 2 b o Avr R R L 5 28 B8 O AT )
%, HEERT £

PRIV PROC SESSION
FOVFERE [ 2% 2 NP RS & 1605 5 O L EREY -
PRIV PROC SETID
FVEE R R I E H UID, 1%% N UID 0 B 3K A BHATE A

PRIV_PROC_TASKID
AVFHERERE—DETESS ID 70l 48 Ho P ERE -

PRIV _PROC ZONE
R B A DO R R B H 0B 5 o 165 L zones(5) -

PRIV SYS ACCT
FUFE RN acct(2) B - ZAMEHEICHK .

PRIV_SYS ADMIN
AFHBESIITRGE S, HIUNRET SHEER - $8E coreadm(1M) F
nscd(1M) X B

PRIV SYS AUDIT
AVFHRRRD (W) Sibritig . ArdREEMEESEIFRES (FitHP
ID~ B %0 ID « HiF21E ID - HiF k) i ERNEA®E . 2
VPR E TSR (R FIATI A/ BB DL R SRS )
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PRIV_SYS_CONFIG
SR REIT SR ARG B T55 - ARV T SO RGURFE LR, ISR &
GRCE joctl - FCHTVAA - GTEAIMIERPRAR LU AL BE PCES 551X -

PRIV SYS DEVICES
SOVF R G & RS o ARVFRERR I R A% drv_priv(9F) BELHY
WRZAER DR AL VPRI S RIRRR « SR vFdb R BT P HOSCE il G 1% - SRiFdtiedT
JFE U 77 2T IR I -

PRIV_SYS_DL_CONFIG
SR E R SRR B L -

PRIV SYS IP CONFIG
FVFHFEACE ARG IP B2 LI MR e - VP OEREACE TCP/IP S8 AiFdifEsf it B
BILHE zoneid AY[E E STREAM FRER

PRIV_SYS IPC_CONFIG
FRVFHERERS I System V IPC 15 2 BAFI & #h X (9 K /)N

PRIV SYS LINKDIR
VPR R B 3 DL R B -

PRIV SYS MOUNT
AV E AR EZIRI S RS (B BR namefs 2 9MK K 2 85001
RY) o AVFHFRESIIAIMIBR A% -

PRIV _SYS NET CONFIG
FeVFFEFEEAT PRIV SYS IP CONFIG- PRIV SYS DL CONFIG fll PRIV SYS PPP CONFIG
PRI #ELL B LA F#AE - (6 rpemod STREAMS FEEH I8 A /ISR AR A% T
2 AN E R STREAMS FREER -

PRIV_SYS_NFS
FoVFEFE RO NFS ARSS : 25 NFS PUIZERFE « HUT NFS B #E « 0@ 3 NFS (%
BEVR ] - U 2049 (nfs) FlIU [ 4045 (Lockd) -

PRIV _SYS PPP_CONFIG
AVFHFEFF pppd(1M) pppd(1M) B3 « AC & HIEH5E PPP SEf5, DL K2 {5
?F]pgt;zn(lM)sppptun(lM) P21 PPPOE WY o SRATE LT MRS 45 70 5 1P F& 5K
51 [X 15, -

PRIV SYS RES BIND
SRR EREER E B AL PR AR 6

PRIV SYS RES CONFIG
PR R E B PR ES 8 (Q[H] PRIV SYS RES BIND F§AV) . & feiFHTIEE
EEHE TR AT IR A R B3 - ﬁﬁﬁ&@%ﬁ%%i@%ﬁ 1% CPU /)L 45 b FE &%
. DA R PSET NOESCAPE JE& M o ALIFHHFE(H ] p online(2) HIX AL H CPU Y
BTG - AV E S R GHOA - AV R B RO R E Bt -

PRIV SYS RESOURCE
AT HERRRE T setrlimit(2) Kl setrctU(2) XL i e YRR il

FME TS - F  IWBFE - &E1EIT201256HA6H


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN9Fdrv-priv-9f
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mpppd-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msppptun-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2p-online-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2setrlimit-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2setrctl-2

privileges(5)

PRIV_SYS SHARE
ARV H R RSMPOE L=

PRIV _SYS SMB
FVFHFEER ML NetBIOS 5L SMB IR5% : JH 5l SMB %L HE B4 & 2] NetBIOS B SMB
B8R - U0 137~ 138~ 139 (NetBIOS) Fll 445 (SMB) -

PRIV SYS SUSER COMPAT
FVF R A N NHZ suser () BRELRYSE =77 Al 3 AR DU A AR 15
E?@a&%%%ﬁzﬁﬂﬁkﬁﬂﬁﬁﬁﬁﬁﬁﬂammk%mmﬁﬁﬁﬁﬁﬁ
A o

PRIV SYS TIME
ARVFHRRER U T EM &GN RGO ER RGN E - stime(2)~ adjtime(2) Al
ntp_adjtime(2) -

PRIV SYS TRANS LABEL
SV R AN 2 R P BUBAR M AR 5 5L H 0 MR 4 B A =B 2«

N Y ARG E H Trusted Extensions B . A S ERZ A -

PRIV_VIRT MANAGE
SVF IR PR IR S A

PRIV _WIN COLORMAP

SOV R o A R PR A -

FUVF RS 22 mOMBRER (G -

FVF R R A R ) WO R B (B BT AR E -

104 AR E A Trusted Extensions I, A 2RI FRAYL -

PRIV WIN CONFIG
FEVFOEREAD & B S X R 55 g 7K PR B B BT

FeVF IR FH SetScreenSaver 1% & it 7 P 2 7 EBHHE
FVFHFEHF ChangeHosts & SR /R 77 [RIFEHI 513 -
PR R GrabServer

SUVFEFE(E ] SetCloseDownMode 1HSKEREAET [ (RFRMLGS - BREMLST . wIE - Jt
PR~ PR SCAR BT -

N Y RGH B A Trusted Extensions B A S ERAZ A -

PRIV WIN DAC_READ
AVFHFEMAAEFTA N E D BTHP 3 (AEAFEMHFID) -

N Y RGHIEH Trusted Extensions B s A S EBZEAY -
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PRIV_WIN DAC_WRITE
AFHES ASRAIEAHEMAENE DR (BEAFEMAAID) o FroldEn s
1 e 1A F o TR P 1D At -

VY ARG B H Trusted Extensions B . A S ERAZEAY -
PRIV_WIN DEVICES

RVFHERER B i A ST & R -

FVFHERE IR EORR B B R RN AR S 4l

VPR S R E T B P B

VY A GRCE A Trusted Extensions B s A & HRFFEZ AL -
PRIV_WIN DGA

SRR B EIP TR (DGA) X PUY e - (575 ZEXT gk rae 5 B UERE s
(AR o TR, R 6 AT BT W] U5 [RIIiER 77 @3 #9 MAC M DAC AL, sl L
R T WA -

VY4 A GBI E A Trusted Extensions B A & HRFZ AL -

PRIV_WIN_DOWNGRADE_SL
FVFEREREE 1 SR IR BURAR 2515 BN AN SN BURAR S BUEAR %

N ARG B A Trusted Extensions B, A S EERZ AN
PRIV WIN FONTPATH

FF R I B TARERLS

{4 ARGBCE A Trusted Extensions B A S RFEZRAY -

PRIV_WIN_MAC_READ
S0 VR HERR L BURAR AN S T R BUR AR B 1 BRI L -

N4 AGHI B Trusted Extensions B . A S HERRZRAY -

PRIV WIN MAC WRITE
FoF R QI AT S AN S T R BT 25 H B 1 VR - BT 2 L1 1ot
& A BURFRZE A5 .

VY ARG B H Trusted Extensions B A S ERZ AN -
PRIV WIN SELECTION

FEFRTE R B A g8 T TRYIE L N g S RTESE L ER 2D -
Y4 A GBI E A Trusted Extensions B, A & H#FRZ AL -

PRIV_WIN UPGRADE_SL
FVFHEFRAS 6 O BTIR B BURBATR 251 B SN B SRR 25 (P U AR S -

{4 RGN E A Trusted Extensions B . A S RIZ RN -
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1 BTSN H R, R

PRIV FILE LINK ANY - PRIV FILE READ- PRIV FILE WRITE- PRIV PROC INFO- PRIV PROC_SESS:
FIIPRIV_PROC_EXEC RN “EEATFEIN o it 2, WAL B XL - 5
BT, HRHEAEARRRL -

HRRIRFIRAE (ST RDTAFEERY
PRIV _PROC_SETID- PRIV PROC AUDIT fll PRIV SYS RESOURCE: setuid rootexec A HERK

oy, BIZREUE Sy 0 fE % UID FIHARRAL -

Oracle Solaris HH A SRR F PO MR A BRI e 2 P -

I AR exec HYRARMIFEIN -

P. VPRI BERRI B KR A -

E. AR SR ENES S

L. PREIFAEE HERE R HLF 2w DUIRHU R AR ERR o % L B R E T~ — 4
exec HHARK -

? TRAARAIER. 1. PFIE SBIEH 5 EAREME - IREFE SR 2B
WEE -

B HBEEE PR IR (Privilege Awareness State, PAS) ZARE T DLEZIE N
PA (privilege-aware. FJTHAIFEFL) FINPA (JEPA) - PAS & —Fiud #EHLEl. HT 2
VPR PR S (BB H P A 58 23R 21 77 =01 58 2 208 A5 UTD 77 20 2 (A1 T ik
.

NT IR, THESIA T WEERH SR (oF) Fl M2 B R IVFFEAEE” (oP)
M DL R SR A B SE Rl iP -

87T setppriv(2) BAE [ setpflags(2) ACEEE BRI « AR UFRAAE SRR IR AL
% IR ARBIRREERE o ERTEEOLT . AR N RS FE T oF
H1oP ARRAAEWY o LEAZ N ARBIR AR it AR R T DA RE -

iE = oE
iP = oP

YR HFE AT ARAL, oF Ml oP 7E 52X UID I ERFF AR o QR FREANIRAIRAL. WEE
FIHT oE M oP AT -

OE = euid == 0 ? L : iE
oP = (euid == 0 || ruid == 0 || suid == 0) ? L : iP

R EA R R B E ) 0 R R UID, & AT LUAT {3 HRR IR A 8 Hh AL s
A CRAEY ERR) - ARSI IR A (E{E ) 0 19 UID. WI'e RIAH AE
T L IR -
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444

i/ setpflags () A LA FRE IR E B THFIRAAPIRE o WIZAEHUT exec(2) BHIRR 2
ZARICHRAE o SR L TR A AT E -

» MREEMUIDET 0. N PLHET L.
» IRAEHRUIDET 0. MELTFET L.

YRR RRGRBINS . REFEAT DL I RAE -

if (euid ==0) iIE=L & I
if (any uid == 0) iP=L & I

£ UID A o B SREUKRFANGE SZ B R AN SR PRI 2E R T A AR R A

SRR (B ) AR PR SR dE R T 2 BR AR « dERE T LL
{5 AT R AN AL B B BSOR A A A FPAS I R AY AR 22 T BRI - AL BEFS
FEVFRFRER FH RS D B RO S R T R R A B v o BREIFFAEE TC Y e o T
ARG 0] LUK T SR vF R -

HEREPT exec(2) B NRRF E L Z BRG] SRR T UL MR B -

E'" =P =1I"=L&I
L is unchanged

R REAR AL WA SEbr ERFF A, OV E PATTEM -
FEPIT exec R 5i il o8 FH PR HIAF A4

LA e HeR 7 ZOs T AR A R AR TR R AR 7 B LA T=basic
JEBIA AR R R -

T REEFAL DR S FER - fEREE T, SRS SRS
T R TT AR - FEHATE T, MIERFAANE T2 setuid root N AR /7 Hi W™ B2
ke o LR FRAHE A AL 27 o YRR SR B AEE FhEk DA A 22 2 0 Fr
B, ARG A setuid root N HFEFHY setuid fif - setuid root N FFE/F A4k
LEPIT. AEHEBHESHF ID SR . CEHE L P REGEA R 2

f: PRIV PROC_SETID- PRIV_SYS RESOURCE Fll PRIV PROC_AUDIT -

FERAEH T, K- PRl e FEUERIIN— 82 R AR T Ry HAl R
e 37 BHIE IR e 2 4 M I R I 2452 7 IX S LA AR AR -

T R B AR L Ao v R s B CHE M R G SR ALE] ; #140. @it /dev/kmem
BB IR EE M B I /dev/dsk/* BEECCHE o MR SRR EL iR B
LR, WL AT o IR IXFVR RS OUEEE - B EAI]E UID 0 BT A R R B
AR setuid(2) EEXUID 0. FHT UID 0 WA FTE 2SR E SCHE, I H @ SO
PFHLEI e F UID N o A B R R GACE . LR EXS UID 0 A THRFPRALFE o 18 it
TR SO B S, LB 0 IR UID 1&1 T4 3% 7T DUIREUT B A -
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S BRI AR

¥ R R AR

FEMEFE FTRESRIL UID 0 (TR AL T, 22 TR R B R B LM AR f e 9 B MRFAY
o R MBI PRI RGO OUT s AT USRS SOIER LSRR BT - 4 BT Oracle
Solaris 41T iz Hise A L AL o

R AT BERR I ] UID 0 1R o X SegtRER By UEA UID 1217 RIRE . I iz
UID B 164 7 BV -

NHEFTEPIT (exec) FHERRMSFIEEFER N E o VPR S MIBR IR A S B
PRIV_PROC_EXEC $#4V -

WA P BCRAS . RGUE T G rTRES % A P AL LL AT 55 55 2 BOARR « BB AN %
JEIETS T BN IR - (g, QIR J9H F485E T PRIV PROC_LOCK MEMORY FfAl. %
PR G1IER % [EIX B project . max-locked-memory GTRTZH]. LARH 1% A F 45 E B A 1A
.

FEBC B S Bl AT S A . IS o] DLCE Y Rkl 8k« 729 Resking . ¥
WEEFEIEALE S, JRER— D0 S H— X5 e ISR Ty dia 2 O G N FH A%
BIFARRARIBE ) o L BT £83 1« UTD RSP G SR F SR

B

{file dac read}:/var/core/*

Vilal svar/core T ISCHES AR VP FHFFAY file_dac_read -

{net privaddr}:80/tcp,{net privaddr}:443/tcp
FOVFERERE W0 268 i i 25 2] TCP Ui [ 80 11 443

{proc_setid}:80-100
FeUFHERENS UID B UID 80 £ 100 (ELIG ) -

{proc_setid}:casper

AVFUERERE UID B FH 2 4 "casper” [ UID

LAY TR RNEIT . iR SRS 1 R A B R T AR R R IR . IERE i AT
PSR SR A RS . R AR Z R TRz E R AR Z X s T I B
o BIE0, 44%E {zone} : /etc/shadow FE T FRRMEHT . A SMBRAEATHEAL ; 1Mo
WIERY FE Mg X {file dac read}:/etc/shadow: Rl PRIV FILE DAC READ
FERL -

AR PER D FHRAFALS . RS 2 A5

BT UUFERE {all}:/some/file IXFERIY e il (H RSS20, JELE N FIETIR
i, BN setuid fif

R 2 RGNS . 2RI O H R TR R AR T B R P R B

] ppriv(1) ZERIEHS . FEATERAESIELARRAED « NEXHEN ppriv
X R A UERE R L SR PR A (E2 HPRBIFAEE R S %Y e R T AT A -
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FEFEE BRSO, TRE R T R RMAEE I THE SC - BIYl. (£ exec_attr(4) 1.
BEA BT () B X5 ()« U RS EE T n] REAR R 226 SORH b1 T3%
S BRI T BT

B RGP — R RIS TG s X T Lofs(7FS) XIF ARG FEERIK
T EH R LU T - %R T E R E Lofs SUIFRGMIRZ X RS -

LU 3R % B R RURIAH R AN

WER Eik HHIL

HF4 name proc_setid
Uid uid proc_setid
uid Y[ uid1-uid2 proc setid
EESHER port/udp, port/tcp, net privaddr

port/sctp, port/*

i mEn | portl-port2/<proto> net_privaddr
PR pathname TR proc_exec
WAL pathname* AR proc_exec

"l services(4) HATE LT
2 LA LFE E 12 A T L IR S

HLAIK 4 ARG B TABRES RN . SEOZ RIS R E A2 B S UL - Elii 3
(R, AT DU 4 SO T B o 0 R R RO N S TE R 2
il S wR DR . (] pprlv(l)Eﬁ DT AT R IE AR . ) s B
BT L LU 7 i E system(4) AR priv_debug R JE H 2 480 B R RO -

set priv debug =1

BT ARG L. AT mdb(1) S0t AR

IER {5 H usermod(1M) B rolemod(1M) FJ 435l 9 F P 85 €0 7 B AR A BB LR A o A
ppriv(l) AR R GE LSRRI 5 truss(1) AT E R T 75 ZEIRELREAY -
HESR mdb(1) ~ ppriv(1)~ add drv(1M)- ifconfig(1M)- lockd(1M)-~ nfsd(1M)-~ pppd(1M)~ rem drv(1M)

(Oracle Solaris 11.1 & . LZ4AR%%)

Mt iE IR IERE FO AT A EE AR 2 (L REAL T AT AR, AT RE S BUEIMI N R
e, HREFESE 4 1 R AT RERVE T’Eﬁﬁﬂ’)[a{ﬂ??ﬂﬁﬁ%ﬂ’ﬁ
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prof — profile within a function
#define MARK
#include <prof.h>

void MARK(name);

MARK introduces a mark called name that is treated the same as a function entry point.
Execution of the mark adds to a counter for that mark, and program-counter time spent is
accounted to the immediately preceding mark or to the function if there are no preceding
marks within the active function.

name may be any combination of letters, numbers, or underscores. Each name in a single
compilation must be unique, but may be the same as any ordinary program symbol.

For marks to be effective, the symbol MARK must be defined before the header prof.his
included, either by a preprocessor directive as in the synopsis, or by a command line
argument:

cc —p —DMARK work.c

If MARK is not defined, the MARK (name) statements may be left in the source files containing
them and are ignored. prof —g must be used to get information on all labels.

In this example, marks can be used to determine how much time is spent in each loop. Unless
this example is compiled with MARK defined on the command line, the marks are ignored.

#include <prof.h>

work( )
{
int i, j;
MARK (loopl);
for (i = 0; 1 < 2000; i++) {
}
MARK (loop2) ;
for (j = 0; j < 2000; j++) {
}
}

profil(2), monitor(3C)
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for auth in ‘auths | tr , " " NOTFOUND
do
["$auth" = "solaris.date" ] && break # authorization found
done
if [ "$auth" != "solaris.date" ]
then
echo >&2 "$PROG: ERROR: you are not authorized to set the date"
exit 1
fi
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pfexec: W NFIR:
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$ pfexec kill -HUP 1235
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BRE Special Characters

regex — internationalized basic and extended regular expression matching

Regular Expressions (REs) provide a mechanism to select specific strings from a set of
character strings. The Internationalized Regular Expressions described below differ from the
Simple Regular Expressions described on the regexp(5) manual page in the following ways:

= both Basic and Extended Regular Expressions are supported

= the Internationalization features—character class, equivalence class, and multi-character
collation—are supported.

The Basic Regular Expression (BRE) notation and construction rules described in the BASIC
REGULAR EXPRESSIONS section apply to most utilities supporting regular expressions. Some
utilities, instead, support the Extended Regular Expressions (ERE) described in the EXTENDED
REGULAR EXPRESSIONS section; any exceptions for both cases are noted in the descriptions of
the specific utilities using regular expressions. Both BREs and EREs are supported by the
Regular Expression Matching interfaces regcomp(3C) and regexec(3C).

A BRE ordinary character, a special character preceded by a backslash, or a period matches a
single character. A bracket expression matches a single character or a single collating element.
See RE Bracket Expression, below.

An ordinary character is a BRE that matches itself: any character in the supported character
set, except for the BRE special characters listed in BRE Special Characters, below.

The interpretation of an ordinary character preceded by a backslash (\) is undefined, except
for:

1. the characters), (, {,and }
2. the digits 1 to 9 inclusive (see BREs Matching Multiple Characters, below)
3. acharacter inside a bracket expression.

A BRE special character has special properties in certain contexts. Outside those contexts, or
when preceded by a backslash, such a character will be a BRE that matches the special
character itself. The BRE special characters and the contexts in which they have their special
meaning are:

.[\' The period, left-bracket, and backslash are special except when used in a bracket
expression (see RE Bracket Expression, below). An expression containing a [ that is
not preceded by a backslash and is not part of a bracket expression produces
undefined results.

The asterisk is special except when used:
= inabracket expression

= asthe first character of an entire BRE (after an initial A, if any)
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= asthe first character of a subexpression (after an initial A, if any); see BREs
Matching Multiple Characters, below.

A The circumflex is special when used:
®  asan anchor (see BRE Expression Anchoring, below).

m  as the first character of a bracket expression (see RE Bracket Expression, below).

$ The dollar sign is special when used as an anchor.

A period (.), when used outside a bracket expression, is a BRE that matches any character in
the supported character set except NUL.

A bracket expression (an expression enclosed in square brackets, [ ]) is an RE that matches a
single collating element contained in the non-empty set of collating elements represented by
the bracket expression.

The following rules and definitions apply to bracket expressions:

1. A bracket expression is either a matching list expression or a non-matching list expression.
It consists of one or more expressions: collating elements, collating symbols, equivalence
classes, character classes, or range expressions (see rule 7 below). Portable applications
must not use range expressions, even though all implementations support them. The
right-bracket (]) loses its special meaning and represents itself in a bracket expression if it
occurs first in the list (after an initial circumflex (*), if any). Otherwise, it terminates the
bracket expression, unless it appears in a collating symbol (such as [.].]) or is the ending
right-bracket for a collating symbol, equivalence class, or character class. The special
characters:

* [N\
(period, asterisk, left-bracket and backslash, respectively) lose their special meaning within

a bracket expression.

The character sequences:
. I= [:

(left-bracket followed by a period, equals-sign, or colon) are special inside a bracket
expression and are used to delimit collating symbols, equivalence class expressions, and
character class expressions. These symbols must be followed by a valid expression and the
matching terminating sequence .], =] or :], as described in the following items.

2. A matching list expression specifies a list that matches any one of the expressions
represented in the list. The first character in the list must not be the circumflex. For
example, [abc] is an RE that matches any of the charactersa, b or c.

3. A non-matching list expression begins with a circumflex (7), and specifies a list that
matches any character or collating element except for the expressions represented in the
list after the leading circumflex. For example, [*abc] is an RE that matches any character or
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collating element except the characters a, b, or c. The circumflex will have this special
meaning only when it occurs first in the list, immediately following the left-bracket.

4. A collating symbol is a collating element enclosed within bracket-period ([..]) delimiters.
Multi-character collating elements must be represented as collating symbols when it is
necessary to distinguish them from a list of the individual characters that make up the
multi-character collating element. For example, if the string ch is a collating element in the
current collation sequence with the associated collating symbol <ch>, the expression [
[.ch.]] will be treated as an RE matching the character sequence ch, while [ch] will be
treated as an RE matching c or h. Collating symbols will be recognized only inside bracket
expressions. This implies that the RE [[ . ch.]]*c matches the first to fifth character in the
string chchch. If the string is not a collating element in the current collating sequence
definition, or if the collating element has no characters associated with it, the symbol will
be treated as an invalid expression.

5. Anequivalence class expression represents the set of collating elements belonging to an
equivalence class. Only primary equivalence classes will be recognised. The class is
expressed by enclosing any one of the collating elements in the equivalence class within
bracket-equal ([==]) delimiters. For example, if a and b belong to the same equivalence
class, then [[=a=]b], [[==]b] and [[==]b] will each be equivalent to [ab]. If the collating
element does not belong to an equivalence class, the equivalence class expression will be
treated as a collating symbol.

6. A character class expression represents the set of characters belonging to a character class,
as defined in the LC_CTYPE category in the current locale. All character classes specified in
the current locale will be recognized. A character class expression is expressed as a
character class name enclosed within bracket-colon ([::]) delimiters.

The following character class expressions are supported in all locales:

[:alnum:] [:cntrl:] [:lower:] [:space:]
[:alpha:] [:digit:] [:print:] [:upper:]
[:blank:] [:graph:] [:punct:] [:xdigit:]

In addition, character class expressions of the form:
[:name:]

are recognized in those locales where the name keyword has been given a charclass
definition in the LC_CTYPE category.

7. Arange expression represents the set of collating elements that fall between two elements
in the current collation sequence, inclusively. It is expressed as the starting point and the
ending point separated by a hyphen (-).
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Range expressions must not be used in portable applications because their behavior is
dependent on the collating sequence. Ranges will be treated according to the current
collating sequence, and include such characters that fall within the range based on that
collating sequence, regardless of character values. This, however, means that the
interpretation will differ depending on collating sequence. If, for instance, one collating
sequence defines as a variant of a, while another defines it as a letter following z, then the
expression [-z] is valid in the first language and invalid in the second.

In the following, all examples assume the collation sequence specified for the POSIX locale,
unless another collation sequence is specifically defined.

The starting range point and the ending range point must be a collating element or
collating symbol. An equivalence class expression used as a starting or ending point of a
range expression produces unspecified results. An equivalence class can be used portably
within a bracket expression, but only outside the range. For example, the unspecified
expression [[=e=]—f] should be given as [[=e=]e—f]. The ending range point must collate
equal to or higher than the starting range point; otherwise, the expression will be treated as
invalid. The order used is the order in which the collating elements are specified in the
current collation definition. One-to-many mappings (see locale(5)) will not be
performed. For example, assuming that the character eszet is placed in the collation
sequence after r and s, but before t, and that it maps to the sequence ss for collation
purposes, then the expression [r—s] matches only r and s, but the expression [s—t] matches
S, beta, or t.

The interpretation of range expressions where the ending range point is also the starting
range point of a subsequent range expression (for instance [a—m—o]) is undefined.

The hyphen character will be treated as itself if it occurs first (after an initial A, if any) or
last in the list, or as an ending range point in a range expression. As examples, the
expressions [—ac] and [ac—] are equivalent and match any of the characters a, ¢, or—; [/
—ac] and [Aac—] are equivalent and match any characters except a, ¢, or —; the expression [
%— —] matches any of the characters between % and — inclusive; the expression [- —@]
matches any of the characters between — and @ inclusive; and the expression [a— —@] is
invalid, because the letter a follows the symbol — in the POSIX locale. To use a hyphen as
the starting range point, it must either come first in the bracket expression or be specified
as a collating symbol, for example: [][.—.]—-0], which matches either a right bracket or any
character or collating element that collates between hyphen and 0, inclusive.

If a bracket expression must specify both —and |, the ] must be placed first (after the A, if
any) and the — last within the bracket expression.

Note: Latin-1 characters such as or are not printable in some locales, for example, the ja
locale.

BREs Matching The following rules can be used to construct BREs matching multiple characters from BREs
Multiple Characters matching a single character:

1. The concatenation of BREs matches the concatenation of the strings matched by each
component of the BRE.
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2. A subexpression can be defined within a BRE by enclosing it between the character pairs \(
and \) . Such a subexpression matches whatever it would have matched without the \( and
\), except that anchoring within subexpressions is optional behavior; see BRE Expression
Anchoring, below. Subexpressions can be arbitrarily nested.

3. The back-reference expression \n matches the same (possibly empty) string of characters as
was matched by a subexpression enclosed between \(and \) preceding the \n. The
character n must be a digit from 1 to 9 inclusive, nth subexpression (the one that begins
with the nth \( and ends with the corresponding paired \) ). The expression is invalid if less
than » subexpressions precede the \n. For example, the expression A\(.*\)\1$ matches a
line consisting of two adjacent appearances of the same string, and the expression \(a\)*\1
fails to match a. The limit of nine back-references to subexpressions in the RE is based on
the use of a single digit identifier. This does not imply that only nine subexpressions are
allowed in REs. The following is a valid BRE with ten subexpressions:

V(N (ab\) *e\) *d\) N (eF\)*F\ (gh\)N{Z2AIN (L7 N) N (KTN) N (mn\ ) *\ (op\) *\ (qr\) *

4. When a BRE matching a single character, a subexpression or a back-reference is followed
by the special character asterisk (*), together with that asterisk it matches what zero or
more consecutive occurrences of the BRE would match. For example, [ab]* and [ab] [ab]
are equivalent when matching the string ab.

5. When a BRE matching a single character, a subexpression, or a back-reference is followed
by an interval expression of the format \{m\}, \{m,\} or \{m,n\}, together with that interval
expression it matches what repeated consecutive occurrences of the BRE would match.
The values of m and n will be decimal integers in the range 0 < m < n < {RE_DUP_MAX},
where m specifies the exact or minimum number of occurrences and # specifies the
maximum number of occurrences. The expression \{m\} matches exactly m occurrences of
the preceding BRE, \{m,\} matches at least m occurrences and \{m,1n\} matches any
number of occurrences between m and #, inclusive.

For example, in the string abababccccccd, the BRE ¢\{3\} is matched by characters seven
to nine, the BRE \(ab\)\{4,\} is not matched at all and the BRE c\{1,3\}d is matched by
characters ten to thirteen.

The behavior of multiple adjacent duplication symbols ( * and intervals) produces undefined
results.

BRE Precedence The order of precedence is as shown in the following table:

BRE Precedence (from high to low)

collation-related bracket symbols [==11:1..]
escaped characters \<special character>
bracket expression []
subexpressions/back-references \(\)\n
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single-character-BRE duplication “\{m,n\}
concatenation
anchoring S

A BRE can be limited to matching strings that begin or end a line; this is called anchoring. The
circumflex and dollar sign special characters will be considered BRE anchors in the following
contexts:

1. Acircumflex ( ~) is an anchor when used as the first character of an entire BRE. The
implementation may treat circumflex as an anchor when used as the first character of a
subexpression. The circumflex will anchor the expression to the beginning of a string; only
sequences starting at the first character of a string will be matched by the BRE. For
example, the BRE Aab matches ab in the string abcdef, but fails to match in the string
cdefab. A portable BRE must escape a leading circumflex in a subexpression to match a
literal circumflex.

2. Adollarsign ( $) is an anchor when used as the last character of an entire BRE. The
implementation may treat a dollar sign as an anchor when used as the last character of a
subexpression. The dollar sign will anchor the expression to the end of the string being
matched; the dollar sign can be said to match the end-of-string following the last character.

3. A BREanchored by both ~ and $ matches only an entire string. For example, the BRE
~abcdef$ matches strings consisting only of abcdef.

4. ~and$ are not special in subexpressions.
Note: The Solaris implementation does not support anchoring in BRE subexpressions.

The rules specififed for BREs apply to Extended Regular Expressions (EREs) with the
following exceptions:

= The characters |, +, and ? have special meaning, as defined below.

= The { and } characters, when used as the duplication operator, are not preceded by
backslashes. The constructs \{ and \} simply match the characters { and }, respectively.

m  The back reference operator is not supported.

= Anchoring (*$) is supported in subexpressions.

An ERE ordinary character, a special character preceded by a backslash, or a period matches a
single character. A bracket expression matches a single character or a single collating element.
An ERE matching a single character enclosed in parentheses matches the same as the ERE
without parentheses would have matched.

An ordinary character is an ERE that matches itself. An ordinary character is any character in
the supported character set, except for the ERE special characters listed in ERE Special
Characters below. The interpretation of an ordinary character preceded by a backslash (\) is
undefined.
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ERE Special Characters

Periods in EREs

ERE Bracket Expression

EREs Matching Multiple
Characters

An ERE special character has special properties in certain contexts. Outside those contexts, or
when preceded by a backslash, such a character is an ERE that matches the special character
itself. The extended regular expression special characters and the contexts in which they have
their special meaning are:

.[\(  The period, left-bracket, backslash, and left-parenthesis are special except when used
in a bracket expression (see RE Bracket Expression, above). Outside a bracket
expression, a left-parenthesis immediately followed by a right-parenthesis produces
undefined results.

) The right-parenthesis is special when matched with a preceding left-parenthesis,
both outside a bracket expression.

*+?2{ Theasterisk, plus-sign, question-mark, and left-brace are special except when used in
a bracket expression (see RE Bracket Expression, above). Any of the following uses
produce undefined results:

= jfthese characters appear first in an ERE, or immediately following a vertical-line,
circumflex or left-parenthesis

= jfaleft-braceis not part of a valid interval expression.

The vertical-line is special except when used in a bracket expression (see RE Bracket
Expression, above). A vertical-line appearing first or last in an ERE, or immediately
following a vertical-line or a left-parenthesis, or immediately preceding a
right-parenthesis, produces undefined results.

A The circumflex is special when used:
®  asan anchor (see ERE Expression Anchoring, below).

m  as the first character of a bracket expression (see RE Bracket Expression,
above).

$ The dollar sign is special when used as an anchor.

A period (. ), when used outside a bracket expression, is an ERE that matches any character in
the supported character set except NUL.

The rules for ERE Bracket Expressions are the same as for Basic Regular Expressions; see RE
Bracket Expression, above).

The following rules will be used to construct EREs matching multiple characters from EREs
matching a single character:

1. A concatenation of EREs matches the concatenation of the character sequences matched by
each component of the ERE. A concatenation of EREs enclosed in parentheses matches
whatever the concatenation without the parentheses matches. For example, both the ERE
cd and the ERE (cd) are matched by the third and fourth character of the string
abcdefabcdef.
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. When an ERE matching a single character or an ERE enclosed in parentheses is followed

by the special character plus-sign (+), together with that plus-sign it matches what one or
more consecutive occurrences of the ERE would match. For example, the ERE b+ (bc)
matches the fourth to seventh characters in the string acabbbcde; [ab] +and [ab] [ab]*
are equivalent.

. When an ERE matching a single character or an ERE enclosed in parentheses is followed

by the special character asterisk (*), together with that asterisk it matches what zero or
more consecutive occurrences of the ERE would match. For example, the ERE b*c
matches the first character in the string cabbbcde, and the ERE b*cd matches the third to
seventh characters in the string cabbbcdebbbbbbcdbc. And, [ab]* and [ab] [ab] are
equivalent when matching the string ab.

4. When an ERE matching a single character or an ERE enclosed in parentheses is followed
by the special character question-mark (?), together with that question-mark it matches
what zero or one consecutive occurrences of the ERE would match. For example, the ERE
b?c matches the second character in the string acabbbcde.

5. When an ERE matching a single character or an ERE enclosed in parentheses is followed
by an interval expression of the format {m}, {m,} or {m,n}, together with that interval
expression it matches what repeated consecutive occurrences of the ERE would match.
The values of m and n will be decimal integers in the range 0 < m < n < {RE_DUP_MAX},
where m specifies the exact or minimum number of occurrences and # specifies the
maximum number of occurrences. The expression {m} matches exactly m occurrences of
the preceding ERE, {m,} matches at least m occurrences and {m,n} matches any number of
occurrences between m and n, inclusive.

For example, in the string abababccccccd the ERE ¢{3} is matched by characters seven to nine
and the ERE (ab){2,} is matched by characters one to six.

The behavior of multiple adjacent duplication symbols (+, *, ? and intervals) produces

undefined results.

Two EREs separated by the special character vertical-line (|) match a string that is matched by
either. For example, the ERE a((bc)|d) matches the string abc and the string ad. Single
characters, or expressions matching single characters, separated by the vertical bar and
enclosed in parentheses, will be treated as an ERE matching a single character.

The order of precedence will be as shown in the following table:

ERE Precedence (from high to low)

collation-related bracket symbols

escaped characters

bracket expression

(==L
\<special character>

(]
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grouping 0
single-character-ERE duplication *+ 2 {m,n}
concatenation

anchoring A$
alternation |

For example, the ERE abba | cde matches either the string abba or the string cde (rather
than the string abbade or abbcde, because concatenation has a higher order of precedence
than alternation).

ERE Expression An ERE can be limited to matching strings that begin or end a line; this is called anchoring.
Anchoring The circumflex and dollar sign special characters are considered ERE anchors when used
anywhere outside a bracket expression. This has the following effects:

1. A circumflex (*) outside a bracket expression anchors the expression or subexpression it
begins to the beginning of a string; such an expression or subexpression can match only a
sequence starting at the first character of a string. For example, the EREs Aab and (Aab)
match ab in the string abcdef, but fail to match in the string cdefab, and the ERE a/b is
valid, but can never match because the a prevents the expression Ab from matching
starting at the first character.

2. Adollarsign ( $) outside a bracket expression anchors the expression or subexpression it
ends to the end of a string; such an expression or subexpression can match only a sequence
ending at the last character of a string. For example, the EREs ef$ and (ef$) match ef in the
string abcdef, but fail to match in the string cdefab, and the ERE e$f is valid, but can never
match because the f prevents the expression e$ from matching ending at the last character.

SESR localedef(1), regcomp(3C), attributes(5), environ(5), locale(5), regexp(5)
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regexp, compile, step, advance — simple regular expression compile and match routines

#define INIT declarations
#define GETC(void) getc code
#define PEEKC(void) peekc code
#define UNGETC(void) ungetc code
#define RETURN(ptr) return code
#define ERROR(val) error code

extern char *locl, *loc2, *locs;
#include <regexp.h>

char *compile(char *instring, char *expbuf, const char *endfug, int eof);

int step(const char *string, const char *expbuf);

int advance(const char *string, const char *epruf) ;

Regular Expressions (REs) provide a mechanism to select specific strings from a set of
character strings. The Simple Regular Expressions described below differ from the

Internationalized Regular Expressions described on the regex(5) manual page in the
following ways:

= only Basic Regular Expressions are supported
= the Internationalization features—character class, equivalence class, and multi-character
collation—are not supported.

The functions step (), advance(), and compile() are general purpose regular expression
matching routines to be used in programs that perform regular expression matching. These
functions are defined by the <regexp. h>header.

The functions step () and advance() do pattern matching given a character stringand a
compiled regular expression as input.

The function compile() takes as input a regular expression as defined below and produces a
compiled expression that can be used with step() or advance().

A regular expression specifies a set of character strings. A member of this set of strings is said
to be matched by the regular expression. Some characters have special meaning when used in
aregular expression; other characters stand for themselves.

The following one-character REs match a single character:

1.1 An ordinary character ( not one of those discussed in 1.2 below) is a one-character RE
that matches itself.

1.2 Abackslash ( \ ) followed by any special character is a one-character RE that matches
the special character itself. The special characters are:
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1.3
1.4

a. %, [ ,and \ (period, asterisk, left square bracket, and backslash, respectively),
which are always special, except when they appear within square brackets ([ 1;
see 1.4 below).

b. A (caretor circumflex), which is special at the beginning of an entire RE (see 4.1
and 4.3 below), or when it immediately follows the left of a pair of square
brackets ([ 1) (see 1.4 below).

C. $ (dollar sign), which is special at the end of an entire RE (see 4.2 below).

d. The character used to bound (that is, delimit) an entire RE, which is special for
that RE (for example, see how slash (/) is used in the g command, below.)

A period (.) is a one-character RE that matches any character except new-line.

A non-empty string of characters enclosed in square brackets ([ 1) is a one-character
RE that matches any one character in that string. If, however, the first character of the
string is a circumflex (7), the one-character RE matches any character except new-line
and the remaining characters in the string. The / has this special meaning only if it
occurs first in the string. The minus (-) may be used to indicate a range of consecutive
characters; for example, [0-9] is equivalent to [0123456789]. The —loses this special
meaning if it occurs first (after an initial A, if any) or last in the string. The right square
bracket (1) does not terminate such a string when it is the first character within it (after
an initial A, if any); for example, [ ]a—f] matches either a right square bracket (]) or
one of the ASCII letters a through f inclusive. The four characters listed in 1.2.a above
stand for themselves within such a string of characters.

The following rules may be used to construct REs from one-character REs:

2.1
2.2

2.3

2.4

2.5

A one-character RE is a RE that matches whatever the one-character RE matches.

A one-character RE followed by an asterisk (*) is a RE that matches @ or more
occurrences of the one-character RE. If there is any choice, the longest leftmost string
that permits a match is chosen.

A one-character RE followed by \{m\}, \{m,\}, or \{m,n\} is a RE that matches a
range of occurrences of the one-character RE. The values of m and n must be
non-negative integers less than 256; \{m\} matches exactly m occurrences; \ {m,\}
matches at least m occurrences; \{m,n\} matches any number of occurrences between
m and » inclusive. Whenever a choice exists, the RE matches as many occurrences as
possible.

The concatenation of REs is a RE that matches the concatenation of the strings
matched by each component of the RE.

A RE enclosed between the character sequences\ (and\ ) is a RE that matches
whatever the unadorned RE matches.
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2.6 Theexpression\ nmatches the same string of characters as was matched by an
expression enclosed between \ (and\ ) earlierin the same RE. Here n is a digit; the
sub-expression specified is that beginning with the n-th occurrence of \ ( counting
from the left. For example, the expression A\ ( . * \ ) \ 1 $matchesaline
consisting of two repeated appearances of the same string.

An RE may be constrained to match words.

3.1 \ <constrains a RE to match the beginning of a string or to follow a character that is
not a digit, underscore, or letter. The first character matching the RE must be a digit,
underscore, or letter.

3.2\ >constrainsa RE to match the end of a string or to precede a character thatis nota
digit, underscore, or letter.

An entire RE may be constrained to match only an initial segment or final segment of a line (or

both).

4.1 A circumflex (7) at the beginning of an entire RE constrains that RE to match an initial
segment of a line.

42  Adollarsign ($) at the end of an entire RE constrains that RE to match a final segment
ofaline.

4.3 The construction Aentire RE $ constrains the entire RE to match the entire line.

The null RE (for example, // ) is equivalent to the last RE encountered.

Addressing with REs Addresses are constructed as follows:

1
2
3.
4

. The character “.

« »

addresses the current line.

. The character “$” addresses the last line of the buffer.

A decimal number #n addresses the n-th line of the buffer.

'x addresses the line marked with the mark name character x, which must be an ASCII
lower-case letter (a—z). Lines are marked with the k command described below.

A RE enclosed by slashes (/) addresses the first line found by searching forward from the
line following the current line toward the end of the buffer and stopping at the first line
containing a string matching the RE. If necessary, the search wraps around to the
beginning of the buffer and continues up to and including the current line, so that the
entire buffer is searched.

A RE enclosed in question marks (?) addresses the first line found by searching backward

from the line preceding the current line toward the beginning of the buffer and stopping at
the first line containing a string matching the RE. If necessary, the search wraps around to
the end of the buffer and continues up to and including the current line.
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Characters With Special
Meaning

Macros

7. Anaddress followed by a plus sign (+) or a minus sign (-) followed by a decimal number
specifies that address plus (respectively minus) the indicated number of lines. A shorthand
for .+5is.5.

8. Ifan address begins with + or —, the addition or subtraction is taken with respect to the
current line; for example, -5 is understood to mean .-5.

9. Ifanaddress ends with + or —, then 1 is added to or subtracted from the address,
respectively. As a consequence of this rule and of Rule 8, immediately above, the address —
refers to the line preceding the current line. (To maintain compatibility with earlier
versions of the editor, the character A in addresses is entirely equivalent to —.) Moreover,
trailing + and — characters have a cumulative effect, so — refers to the current line less 2.

10. For convenience, a comma (, ) stands for the address pair 1, $, while a semicolon (;) stands
for the pair . , §.

Characters that have special meaning except when they appear within square brackets ([ 1) or
are preceded by \ are: ., *, [ ,\ . Other special characters, such as $ have special meaning in
more restricted contexts.

The character ~ at the beginning of an expression permits a successful match only
immediately after a newline, and the character $ at the end of an expression requires a trailing
newline.

Two characters have special meaning only when used within square brackets. The character —
denotesarange, [ c¢—c], unless it is just after the open bracket or before the closing bracket, [
—c] or [ ¢-] in which case it has no special meaning. When used within brackets, the
character ~ has the meaning complement of if it immediately follows the open bracket
(example: [~c] ); elsewhere between brackets (example: [¢"] ) it stands for the ordinary
character ~.

The special meaning of the \ operator can be escaped only by preceding it with another \ , for
example \\ .

Programs must have the following five macros declared before the #include <regexp.h>
statement. These macros are used by the compile() routine. The macros GETC, PEEKC, and
UNGETC operate on the regular expression given as input to compile().

GETC This macro returns the value of the next character (byte) in the regular
expression pattern. Successive calls to GETC should return successive
characters of the regular expression.

PEEKC This macro returns the next character (byte) in the regular expression.
Immediately successive calls to PEEKC should return the same character,
which should also be the next character returned by GETC.

UNGETC This macro causes the argument c to be returned by the next call to GETC and
PEEKC. No more than one character of pushback is ever needed and this
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character is guaranteed to be the last character read by GETC. The return
value of the macro UNGETC(c) is always ignored.

RETURN (ptr) This macro is used on normal exit of the compile() routine. The value of the
argument ptr is a pointer to the character after the last character of the
compiled regular expression. This is useful to programs which have memory
allocation to manage.

ERROR (val) This macro is the abnormal return from the compile() routine. The
argument val is an error number (see ERRORS below for meanings). This
call should never return.

The syntax of the compile() routine is as follows:

compile(instring, expbuf, endbuf, eof)

The first parameter, instring, is never used explicitly by the compile() routine but is useful for
programs that pass down different pointers to input characters. It is sometimes used in the
INIT declaration (see below). Programs which call functions to input characters or have
characters in an external array can pass down a value of (char *) 0 for this parameter.

The next parameter, expbuf, is a character pointer. It points to the place where the compiled
regular expression will be placed.

The parameter endbufis one more than the highest address where the compiled regular
expression may be placed. If the compiled expression cannot fit in (endbuf—expbuf) bytes, a
call to ERROR(50) is made.

The parameter eof is the character which marks the end of the regular expression. This
character is usuallya /.

Each program that includes the <regexp . h>header file must have a #define statement for
INIT. Itis used for dependent declarations and initializations. Most often it is used to set a
register variable to point to the beginning of the regular expression so that this register
variable can be used in the declarations for GETC, PEEKC, and UNGETC. Otherwise it can be used
to declare external variables that might be used by GETC, PEEKC and UNGETC. (See EXAMPLES
below.)

The first parameter to the step () and advance() functions is a pointer to a string of
characters to be checked for a match. This string should be null terminated.

The second parameter, expbuf, is the compiled regular expression which was obtained by a call
to the function compile().

The function step () returns non-zero if some substring of string matches the regular
expression in expbufand 0 if there is no match. If there is a match, two external character
pointers are set as a side effect to the call to step (). The variable loc1 points to the first
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character that matched the regular expression; the variable loc2 points to the character after
the last character that matches the regular expression. Thus if the regular expression matches
the entire input string, loc1 will point to the first character of string and loc2 will point to the
null at the end of string.

The function advance () returns non-zero if the initial substring of string matches the regular
expression in expbuf. If there is a match, an external character pointer, loc2, is set as a side
effect. The variable loc2 points to the next character in string after the last character that
matched.

When advance () encounters a * or \{ \} sequence in the regular expression, it will advance
its pointer to the string to be matched as far as possible and will recursively call itself trying to
match the rest of the string to the rest of the regular expression. As long as there is no match,
advance () will back up along the string until it finds a match or reaches the point in the string
that initially matched the * or \{ \ }. It is sometimes desirable to stop this backing up before
the initial point in the string is reached. If the external character pointer locs is equal to the
point in the string at sometime during the backing up process, advance () will break out of the
loop that backs up and will return zero.

The external variables circf, sed, and nbra are reserved.

=1 Using Regular Expression Macros and Calls

The following is an example of how the regular expression macros and calls might be defined
by an application program:

#define INIT register char *sp = instring;
#define GETC() (*sp++)

#define PEEKC() (*sp)

#define UNGETC(c) (—sp)

#define RETURN(c) return;
#define ERROR(c) regerr()

#include <regexp.h>
(void) compile(*argv, expbuf, &expbuf[ESIZE],'\0’);

if (step(linebuf, expbuf))
succeed;

The function compile() uses the macro RETURN on success and the macro ERROR on failure
(see above). The functions step () and advance () return non-zero on a successful match and
zero if there is no match. Errors are:

11 range endpoint too large.

16 bad number.
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25  \digit out of range.

36 illegal or missing delimiter.

41  noremembered search string.

42 \ ( \) imbalance.

43 too many \ (.

44 more than 2 numbers given in \{ \}.
45 } expected after \.

46 first number exceeds second in \{ \}.
49 [ 1 imbalance.

50 regular expression overflow.

il
i
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k=

regex(5)
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IR AT DX A Y CPU I TR] SRR o {58 PRy B2 X IR A 2 2
AR CPUE . DIBSRR - iR EA FIRIIX s rymiE A H E
CLHY BRRIT ek A/ IME - BT IRIE A S systog #4F

zone.cpu-shares
Hof DX ARk AR 28 S0 B & 2§ (fair share scheduler, FSS) CPU 13 & AR EFEH - CPU 1740
HAAECE X, RETEXEARIIE 2 (8 —2 2. W project. cpu-shares
THRAmIR o DABEER RN o L BTIRIEHIA S FF systog #AF

zone.max-locked-memory

DX 3gk ] P A8 OB A A S

zone.max-lofi

X s8 mT A K Lofi(7D) 1R &5 H -

zone.max-lwps
T BH 1 — N XY 1 % LW P s ELAh DB b o B URRR S - DXIEHY) WP B
A[LL{#E A project.max-lwps 5% HE XA I E 2 Rl — 2 d 5« IR -

zone.max-msg-1ids

sk AR VPR R AT ERASI ID B H . DURERIGERR -

zZone.max-processes

DX 3k m] [ B4 P 0 B R E R A AR RO -

zone.max-sem-ids

XEAVFERAE S IDEHE, DSBS

zone.max-shm-ids

K AR AL ENF IDEBH . DUBEEOR -

zone.max-shm-memory

KA r AR, DIE T ERR .
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zZone.max-swap

] FH IO 3 P SRR b 23 [T tmp s FEE10 38 H02 A
152 . zones(5)
WEEHRERN  CHRIEHITT LR AON (FA7) WA () B (R0 BADRER . XL
i (i LL R HE 7 8

Category Res Ctrl Modifier Scale
Type String

Size bytes B 1
KB 2710
MB 2720
GB 2730
TB 2740
PB 2750
EB 2760

Time seconds s 1
Ks 1073
Ms 1076
Gs 1079
Ts 10™12
Ps 10715
Es 10718

Count integer none 1
K 1073
M 10°6
G 1079
T 10712
P 10™15
Es 10718

PREZAE AT T BEREE 0« LU R Eom 7 AR R {E -

task.max-lwps=(priv, 1K, deny)

{E project XXHFH. {H 1K BB 1000 :

task.max-lwps=(priv,1000,deny)
A RBIE B K EEBIHE -

process.max-file-size=(priv,5G,deny)

TE project XPFHT, {H 56 21 5368709120 :

process.max-file-size=(priv,5368709120,deny)

AR A bR e R L R B
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R R{E R
%5l

S B IR HME R
ERMAHIERIE

THIER, pretl(1)~ projadd(1M) Fll projmod(1M) @y & He 57 BB T (i
. 56) o FEABETEproject I A & ol I THTT -

DRIRPATH 0 B (EAH 2 1 AT RE 2 5 | R AR E B AT 2 RRIE (Wi 3%) B A
DRI A B BHE A LS FE AR IR « R AT =i

basic
AT A FH R T B L
privileged

ATE Y ET R (% sys resource FAY) Bl pret1(1) (FE proc owner
) B -

system

TEPRVE R GE AP HF S2I 18] AT 8 A 2% o

B SRR RAER — 1 ARG IRIR R L system (- system [E&RT#H
TEARGIH Z BTS2 T DUSR SRR BE R R

A DU SUEE SR ARAE . (B LN EEAE . SRETRLT . R aHEE
FARUE R DT FE E R AR -

TR HIME A R A A (E BRI FZ HIE (4T RCTL_BASIC ~ RCTL_PRIVILEGED HY
RCTL SYSTEM) FUAFIFEEEY . HFHELEE. ES W setrct1(2) - LA LLH
pretU 2 RAE B 5 R ARG BRI R Bl B A E

TEFEIE privileged RN BINT . T LUERYE S prive FIY01 -

task.max-lwps=(priv, 1K, deny)
B SRR I(E P IR BIRIIRAE - R R IERI A RLE -

2RI T RGN SRS TTIRIEHIE - T LUEA rctladn(1M) #0447 A
THE

»  SURIEEN ARG TSR 2 RAR -
o AR HERE.

] DU B A F e0a 2 R H B E - @ fe e ™m0 LI systog
PRI E N E R syslog=level o level T REIRELIT -

debug
info
notice
warning
err
crit
alert
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= emerg
BRETE T, WA TREH SN 2R EE

AN b PR E S IR B U E A R T o X T R BRIRIE SN @ R B A B fsER AT L
KEE—NEZ MEE - A =FhRABIARHEAE . none~ deny Fll signal=- X =Ff#fE
ZLLU TR A

none
X FE SR ER RT BB R SRR KA DU T EATIRE o fEA SRS R 7 2t L 15 0L
TSR B G OO IR CEIER A - 808 AT DUS A ERSIE ST Z IR wom
WY RS T (RIS 2 S o ) R

deny
facn] DAFE £ SR AR R T BB R BTIRE K o B0, QERFT AR 1= e, W
HIERVEEYA) task. max- lwps BHIRIZH] 2 S B fork () RGLAMKNL - 2L
fork(2) -

signal=
] DAE A SR I S 2 RS S SR . S BER . 2k E
Fo WERHRR ST HATHE, WAL EEMES . TEyld 7 T HrES -

FHAERT A W EER T N T8 B - a0, RN CPU I SR A RE BT
FEFT BRI E 8 ERY CPU R EIEL - Ik, AR project. cpu-shares B
HATHRLEHE -

HH T e SEEIRR A R, A s il 2 Fag e ek o] AR Al v ko o] {18 5 ) ] R R R
WH . (EZ U retladn(1M) - ) NEIIH TG SEE - AR SHHME
&, 1% signal(3BHEAD) -

LU A T ol T SEies sl E S =

SIGABRT
2R
SIGHUP
BREFERE T . METETF LR IR L o % A AR R
2,
SIGTERM
YRR - PR RIS -
SIGKILL
Y IEHERRIE LR -
SIGSTOP
IR . RIS S
SIGXRES

i T ST RIR S o R BTR PO RE A B
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%iﬁ?ﬁ%ﬂﬁ%iuﬁ

SIGXFSZ
LR o BB T SCHE RV DBR L - (AT T B RCTL_GLOBAL FILE SIZE JEEAYTT
JR$Z ] (process.max-file-size) - HZ UL rctlblk set value(3C)-

SIGXCPU
Bk fE . B T cPU BT EIFRHI - (AT AT E A RCTL_GLOBAL CPUTIME J& AN BTR
2l (process.max-cpu-time) - 1S JL rctlblk set value(3C)-

RENE FIREHEE —H e kB RN . XERMEE L —HRE, XEbRE
S BRI AT SR SEF B . NREB MR BRE, HELUFEA rctladm(1M) 5L
setrct1(2) ARG AR X LERRE -

A KBRS T R R SRR B A R SRR AR R BT ORI . — 1
158 {EL ) AN b bR 75 A 2 B[] — B R il oAt 2L 8 SCSIERAT N - HIE. 2RrES
SN 5 e E I R BRI B MERI TN o 0] DAE AR EXT R 1 2 Rr S5 4R
M. HH pretl dir 2 80 setretl RGN AR E I TIEL - 15S L setrct1(2) -

BRAMITE - 2R ENREE TSR, 55U rctlblk set value(3C)o

B E e IA R & IR IR B ER B 2 ST N, EHE retladn Bon b BEIRTEHIRY
2FEPRE . B, BEEIR process.max-cpu-time FI{E. HHIA

$ rctladm process.max-cpu-time
process.max-cpu-time syslog=off [ lowerable no-deny cpu-time inf seconds ]

ZRRERTUATAE

lowerable

T BB R RCR B ) A2 A R A -
no-deny

B 4 8 Tt A HE AT B IR U7 (7] -
cpu-time

MR B L BRI B 7] % 126 SIGXCPU
seconds

BEIRFZ R A RE -
A pretan & T DL R SRR A ERIBAE - F140 -

$ prctl -n process.max-cpu-time $$
process 353939: -ksh
NAME PRIVILEGE VALUE FLAG  ACTION RECIPIENT
process.max-cpu-time
privileged 18.4Es inf signal=XCPU
system 18.4Es inf none

FITEAN B {EEB IR E T max (RCTL_LOCAL MAXIMAL) bR, F EHLoMILBERIEHIE L T inf
(RCTL_GLOBAL_INFINITE) f3i& - inf{HAILLETLH A, (HAAEEE - FHit. FEELE
IHREE . A BIEE R MBI TEs5 KE -
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BIRIEHIHAT

Yo
T

474

N
S

— B AT DA 2 4 SR -
S| R T

il e AR IR — THRIANF B s
P S AT B BT -
ARUT BRI, 155

M. attributes(5) :

SRR ) B AN A R I E 2 55113 T A BEIR R
FURIEHIE L TIE SIS WS TR/ N
aeiEdEl . Rk, WRFEEHEE] process.max-cpu-time Fll task.max-cpu-time 1XF

BiHE

BORENE

Committed ( Eifi7E)

prctl(l)~ pooladm(1M)~ poolcfg(1M)~ projadd(1M)~ projmod(1M)~ rctladm(IM)~ setrctl(2)-

{Oracle Solaris Administration: Oracle Solaris Zones, Oracle Solaris 10 Zones, and Resource

Management)

FMTIE SES : fofE . IMEAE -

5181720126 B4 H

r


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1prctl-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mpooladm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mpoolcfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mprojadd-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mprojmod-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mrctladm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2setrctl-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Arctlblk-set-value-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibpool-3lib
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4project-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN7fss-7
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN7lofi-7d
http://www.oracle.com/pls/topic/lookup?ctx=E26926&id=SYSADRM
http://www.oracle.com/pls/topic/lookup?ctx=E26926&id=SYSADRM

sgml(5)

E10:E=
ik

SolBook Elements

DOCTYPE

RefEntry

RefMeta

sgml, solbook - Standard Generalized Markup Language

Standard Generalized Markup Language (SGML) is the ISO standard 8879:1986 that describes
a syntax for marking up documents with tags that describe the purpose of the text rather than
the appearance on the page. This form of markup facilitates document interchange between
different platforms and applications. SGML allows the management of information as data
objects rather than text on a page.

In an SGML document the main structural components are called elements. The
organization and structure of a document and the meaning of elements are described in the
Document Type Definition ( DTD ). Elements are the tags that identify the content. Element
names may be descriptive of the content for ease of use. For example <para> for paragraphs.
Elements can have attributes which are used to modify or refine the properties or
characteristics of the element. Within the DTD a valid context for each element is defined and
a framework is provided for the types of elements that constitute a compliant document.

Another component of the DTD is entities. Entities are a collection of characters that can be
referenced as a unit. Entities are similar to constants in a programming language such as C.
They can be defined and referenced. An entity can represent one character or symbol which
does not appear on a standard keyboard, a word or group of words, or an entire separate sgml
marked-up file. Entities allow reuse of standard text.

There is no single standard DTD , but the de facto standard for the computer industry is the
DocBook DTD, developed and maintained by the Davenport Group. Within Sun, the
SolBook DTD, which is a proper subset of DocBook DTD , is used when writing reference
manual pages. The SolBook DTD contains a number of tags that are designed for the unique
needs of the reference pages.

Elements are defined with a hierarchical structure that gives a structure to the document. The
following is a description of some of the elements from the SolBook DTD which are used for
reference pages.

The first line in an SGML file that identifies the location of the DTD that is used to define the
document. The <!DOCTYPE string is what the SGML -aware man(1) command uses to identify
that a file is formatted in SGML rather than nroff(1).

The top layer element that contains a reference page is <refentry>. All of the text and other
tags must be contained within this tag.

The next tag in a reference page is <refmeta>, which is a container for several other tags. They
are:

<refentrytitle> This is the title of the reference page. It is equivalent to the name of the
reference page's file name, without the section number extension.

<manvolnum>  This is the section number that the reference page resides in. The contents
may be a text entity reference.
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<refmiscinfo> There are one or more <refmiscinfo> tags which contain meta
information. Meta information is information about the reference page.
The <refmiscinfo> taghas the class attribute. There are four classes that
are routinely used.

date This is the date that the file was last modified. By consensus
this date is changed only when the technical information
on the page changes and not simply for an editorial change.

sectdesc This is the section title of the reference page; for example
User Commands. The value of this attribute may be a text
entity reference.

software This is the name of the software product that the topic

discussed on the reference page belongs to. For example
UNIX commands are part of the SunOS x.x release. The
value of this attribute may be a text entity reference.

arch This is the architectural platform limitation of the subject
discussed on the reference page. If there are no limitations
the value used is generic. Other values are sparc and x86.

copyright This attribute contains the Sun Microsystems copyright.
Any other copyrights that may pertain to the individual
reference page file should be entered as separate
<refmiscinfo> entries. The value of this attribute may be a
text entity reference.

This tag contains the equivalent information to the . TH macro line in an nrof f(1) reference
page. <refnamediv> contains three tags. These tags contain the text that is before and after the
‘~' (dash) on the NAME line.

<refname> These are the names of the topics that are discussed in the file. There may
be more than one <refname> for a page. The first <refname> must match
the name of the file and the <refentrytitle>. If there are more than one
<refname> tags, each is separated by a ;' (comma). The comma is
generated by the publisher of sgml files, so it should not be typed. This is
referred to as auto-generated text.

<refpurpose> The text after the dash on the NAME line is contained in this tag. Thisis a
short summary of what the object or objects described on the reference
page do or are used for. The dash is also auto-generated and should not be
typed in.

<refdiscriptor> In some cases the <refentrytitle> is a general topic descriptor of a
group of related objects that are discussed on the same page. In this case
the first tag after the <refnamediv>isa<refdiscriptor>. The
<refname> tags follow. Only one <refdiscriptor> is allowed, and it
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RefSynopsisDiv

RefSect1

RefSect2

Block Elements

should match the <refentrytitles.

The SYNOPSIS line of the reference page is contained by this tag. There is a <title> that
usually contains an entity reference. The text is the word SYNOPSIS. There are several tags
within <refsynopsisdiv> that are designed specifically for the type of synopsis that is used in
the different reference page sections. The three types are:

<cmdsynopsis> Used for commands and utilities pages.
<funcsynopsis> Used for programming interface pages.
<synopsis> Used for pages that do not fall into the other two categories.

This tag is equivalent to the . SH nroff macro. It contains a <title> element that is the title of
the reference page section. Section names are the standard names such as DESCRIPTION,
OPTIONS, PARAMETERS, SEE ALSO, and others. The contents of the <title> may be a text
entity reference.

This tag is equivalent to the . SS nroff macro. It contains a <title> element that contains the
text of the sub-section heading. <refsect2> tags may also be used within a <refsynopsisdiv>
as a sub-section heading for the SYNOPSIS section.

There are a number of block elements that are used for grouping text. This is a list of some of
these elements.

<para> This tag is used to contain a paragraph of text.

<variablelist> This tag is used to create two column lists. For example descriptions
for command options, where the first column lists the option and the
second column describes the option.

<orderedlist> An list of items in a specific order.

<itemizedlist> A list of items that are marked with a character such as abullet or a
dash.

<literallayout> Formatted program output as produced by a program or command.

This tag is a container for lines set off from the main text in which
line breaks, tabs, and leading white space are significant.

<programlisting> A segment of program code. Line breaks and leading white space are
significant.
<table> This tag contains the layout and content for tabular formatting of

information. <table>hasarequired <title>.

<informaltable> This tag is the same as the <table> tag except the <title>is not
required.
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<example>

<informalexample>

This tag contains examples of source code or usage of commands. It
contains arequired <title>.

This tag is the same as the <example> tag except the <title>is not
required.

The inline elements are used for tagging text.

<command>

<function>
<literal>
<parameter>
<inlineequation>

<link>

<olink>

<xref>

An executable program or the entry a user makes to execute a
command.

A subroutine in a program or external library.

Contains any literal string.

An argument passed to a computer program by a function or routine.
An untitled mathematical equation occurring in-line.

A hypertext link to text within a book, in the case of the reference
manual it is used to cross reference to another reference page.

A hypertext link used to create cross references to books other than the
reference manual.

A cross reference to another part of the same reference page.

man(1), nroff(1), man(5)
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Rt

smf - IRSEH T H

Solaris Al 55 T HE SC T —Fhgmfeisil, F LR Bt G2 TR RS /7 . X EER ]
REFEPRNBRSS - It TR SR BB T IR SSHUFERN G « AR S5 ] AR ia TR TR
7~ E IR M AR SS - IRSEMRER PRSI RFR, X G2
RS G T30 SEIR 5T DL AR Bl 5 ACHR S5 X SATBC L . X % P R S5 S5 ml
DILZEEERE S - FrA MRS HISEG AU SE—SERN. ZEEIORER R
A o AU Solaris SEFIHIEL BEFR N A EHTEHE, X052 2 HiiE— S HE -

TR 55 S5 B 5 FH AR A R B PR IRTF (fault management resource identifier, FMRI)
Feamnd KX N sve:) o BIU, 7ERGEIBBIN IS EIRY syslogd(1M) SFHF R EE A LU
T APRAERE AR 55 S -

svc://localhost/system/system-log:default
svc:/system/system-log:default
system/system-log:default

%< WATFHEM FMRIGS « ARIEIIRG] HZ 0 sves(1) FH0T.

T FmEPREIT default S2SEFIE TR, system/system-log RS LR - ARG E TR
EHZNHBHL (/) P PEEHBER 5 - FTEHBRE Y (B — MRS ERIN) FRk T
ARSSHIZEA o Bh SR ERIARSS N M UL site FFARURFIR A 4 -

MRS5S SEBI AT LUR AT T DAZER « AT AR S5 #8 a] LA sveadm(1M) i 5 FH BUAE
A o

AT sves(1) /4 ok R A GE B PR SS KB Sk -

4B PR FAMNIR F bR (LB R AT O B S SRR R BN R E bR HoaE
1A SMF & EEWICEE 2R H - svecfg listcust ATLANIGE EL SRk 5%
H. R delcust Fan< 5 svecfo &5 &AL EMIEE - HRIEAEE, HS W
svcefg(1M) »

ARSSSEGIT LS —HIRAR B RIS R XA A] (8 55 - SEBIRISC: - Aol
PRI R B B 01 AR5 RO IR o 90 R ELE AR S5 AR RT  ARSS AR £l
PURES « =il e ELAOERS. SE2 R EhARSS - WERBZDRT). ARG ABALAR
o ANFETFHRSSFIEG], A2 1E QN aIER SOOI SIS SRR « o]
PPt — .

MRS 75 90 2 e L SR E

require_all YFTH S FRIARSS IEAEIZAT (BRHLBiRESy) B0 pr A Haom i SO 4D

FELERHIAE -

require_any LI HE—RSSIEAEZTT (LS ) 5 20H —METH
SCPFFAERTE -
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optional all Y5 ARG IEEETT (BELEREs) s HA B R Em ARz
1T (B5H - 4P - AEESURNL SR LIV B PR EA RE IR SRR
FOI) B AR o AN ST AR S5t il i T e A

exclude_all LTSRS E E SR - A TYE IR sE 5 R AR 55 8O
AFERHE -

TEIT (BRMLER%Z ) HAlA), W5 require all -~ require any BX optional all
eS| AR 5515 L BURIET - SME (Service Management Facility: ARZSEHI TE) F
Z R MRS1E 1R B LL R AR restart on J& 14 LU E & B 1EZARSS -

| restart on value

| none error restart refresh
___________________ I

|

|

stop due to error no yes  yes yes
non-error stop no no yes yes
refresh | no no no yes

IR AR SS B BRI B B R (WL ) - MDA WIZ IR SS E & B i
1o KT exclude alU A, WIERSIHIIRSEIEE. 1H restart_on JBIEAE
none: MAHFIRIZARSS -

AR S5 AR AT @1 sves(1) BE sveefg(IM) B H . AT svecfg(1IM) T -

HFARSEE - EERPRERE . EHEERRF sve.startd(1M) B H AR S5 L5
R HAAGIHRE - FEERFAREARSERE. LRENRERITEHBRY . &
LRy o LR RN AR P R IR IR B TEREE - 0. inetd(1M) & —1
ZICHEHBRF . MRS LIRS A ) AR R A E g AR i
SCPHHEIRTT « RALH inetd(IM) FUHE D SLBIHRAL TBARES « B AR E SEBIR <7t
FEATRERIZTT . HZSEHICEWIETT -

F T 24 S g IBRATLIR A R 2 AR, PRI s startd (1M) 58 F At SR
BT RS R R TR R P THRE - XERERRE R -

Al sves(1) fe M T AR SS 5 LR BRI B ISR IF - AT EE R A A LA E
HJULEHTE smf restarter(5) HHIE7E -

TR S5 SR 5 SE B E L — )R8 ~ AF1ERT (v]3E) RIETZIRSHI . AR
svc.startd(1M) DL fork(2)-exec(2) B BFEF T A E R EEH, 1550
smf_method(5) -

BRI (U 5 0RO BAMIESI RS BRI 72 ) J5E svecfg(1M) AT
PHie

MR 55075 2 F T A svecfg(1M) i < F1l A B -
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IE (155 MW scf tmpl validate fmri(3SCF)) WYSE|2H
svcadm(1M) 7£ ) FH B QI b Jeg 14

AGUE B PR ERLE PSR EEE S A ATIS s ERIH AR AT -
SMF BB SCIE R GUNL E P RYTE B8 HIARSS - SE0 - R IEH MBS e R GiE R
PEFHERR IR o B A TN H P D1 A R PP ST S8 R SO A E R G
P

JRIEERGHES BEErp a] LA R RIBIE. AT SOiE o e B S E B il A [
BE - BRAETE O [ RIAR S5 SR B — ME 4 00 ayers (9 T] S 0L S ERTL il frf
e

SMF HRERPUANZ o LTy, B2

admin H1 28 B SMF i < B E THOMET S - )2
BAREILLEK -

Standards, Environments, and Macros 483


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4service-bundle-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibscf-3lib
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Iscf-tmpl-validate-fmri-3scf
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msvcadm-1m

smf(5)

RER

THEMA

BERRERE

ARS53R  FEAE
Bx

484

site-profile (I s Bl SCHF) /etc/svc/profile/site H RIS, Bif%4:

/etc/svc/profile/site.xml Fll
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BB ST DU A SR H DTD W—4H 5 e 2. Wl service bundle(4)
Bk o B FXEETE 2R, N[A DOCTYPE 45 HIASIILL T & X -

<IENTITY % profile "INCLUDE">
<!ENTITY % manifest "IGNORE">
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/etc/rc3.d milestone/multi-user-server:default
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$ svcadm restart manifest-import
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o
“sMm

FriEA 77 3 25 4R W start B stop o

%S
R 55 1 4 Fr
%1
LI AR
%f
SEAIf) FMRI
s{propl:,1}
AL - prop TTAERZLL/ WA FMRL - RHEALLFRRUBIES . ATRER
application @M THEMS S - XEEALIUGEER, (E5) 8. (§5) - #H4
FarF (QnSRFEft) a2 ME - SRR IRE BHEHEK .. HEETRHE
FHPILLT shell ITFAPREEA N (RAFHL) 512
; & () | ~ <> newline space tab \ "
T 2 REBOTER
AW EXFRIE T SRR E T Ea S .
:kill [-signal]
FHESEIE T (BT SToTer) RAESIESIA R IR R . 14
[A] SMF_EXIT OK. IEFRICR 2 T8 # 5 DL pkit AT -
B
IBZGR A SMF EXIT OK o IEFRICA 4 T X 8IS 2 40 55 B X R E IR 55 2 A s
BT
start JTIERATRAT B IERIR . BRI S5 S0 L2 o A5 4 N 201 SR B DA HoAth 75 20 12
1.

DL B AR EHSTE <tibscf . h> Fll shell STFRESCAEHE X -
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B

490

SMF_EXIT OK 0 TTECIRH, ERIH T H

SMF_EXIT ERR_FATAL 95 73 R PRSI i E i R TIA BEIR
.

SMF_EXIT ERR CONFIG 9% TEEE B E R o R R B RS LS
R LS AR AR S5 SEGlER /D 20 35 AR B S

SMF_EXIT_ERR_NOSMF 99 DT IR smf(5) THAMIBIEA - AT
smf(5) THRERIAR 55 MR H H: TR RS E -

SMF_EXIT ERR_PERM 100 DR AR Wﬁ/ﬁﬁﬁﬂlﬁ (G AR~
B~ FALEHAMENE ) TR AN AT -

SMF_EXIT ERR_OTHER EE ITEHEATHE TR BRSO R RN R . —
RINAKRAER TR B G R 7 S LB SR F
4 SGRAN ke -

b 7 EIRE HACHS LN, JTEE AT g5 A A UL TR HAUHS S smf_method exit (). A
@S smf method exit(3SCF) Fll smf include.sh K5 LA NS

SMF_EXIT_TEMP_DISABLE 101 JiENGRIE B 18 SKIEATEE A -
SMF_EXIT TEMP TRANSIENT 105 T3 NG 1 K e R S A s — ok
B TR0 .

FIFTRSEARD IR RS, (11 DT B R R AT DU BRI 702 (R B (AT
IR SUKAMER (BOREH TR -

BT EE A LM RO (IR N AIHEE ) o J77E BT timeout seconds J&
THFEE -

B T2 Al S5 1Y B IS R e FH SRelff E 5 ¥ E AR R TE R S TR B fe B - AR LR

. ZEEERF 2RSS E THY RS - 165 0 sve.startd(IM) - 7EHEE @I

I EE R —E MRV, Dot T IEAE T H ARG I NAFE - CPU BL
1/O S 3 I PR T T IR R A AR R 19 U s 1o ST D AT 2RI

XTI EH — R RIT 60 Fhig — MERIFHIRIIGTE - 3000 (5 70%0) &
T E 30 KO - X TR BRI AR T, AR S Ak HﬂE

ZID%"%?EE’EH%L#Lﬁﬁﬁ&ﬁéuﬁﬁ?x_ﬁ”é@$ﬁi, WU eT LU F B R BRI o SR P
TR RE R IEBRIRSSH E T ZN %, B4 IR B RN -

WIR timeout seconds XE 0. WIARSSTCHERS « ANEOIUEFHILIZE . (HEGEH T4
NREEWRS - -1t T E JoER . HEETH .
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Shell T2 #5

FiELTX

TE S EIRE RS E R —HER AR i S /1ib/sve/share/smf_include. sh HHY
{BERI shell BRECEEAL o Y SCH2 Bourne shell IS, A] 380 JF02 B4 41 (£17 Bourne
FEZS shell HH o

N BNYR S F] 7224 SME T ERIBIA DL, sete/init. d BIAR, $2t T smf present()
shell %L - WER smf(5) TEATH. smf present() £iREIHEFE HIRE -

IHESEBAIAHY — > AT BERI S A AT R R -

if smf present; then
# Shell code to run application as managed service

smf_clear_env
else
# Shell code to run application as /etc/init.d script

fi
IR o 7 R LA I B e B R -

ARSSE B T RAR ML 7 — bR UL, T TR EAEH AT fork(2)-exec(2) FRAUARSS
£

TR B3 ¥ B N SR AR SS T R B it - BT AR S5 SE B R R al RE M LB AR AR RR 251
1217, UBRGIEER Z2a®E -
I T ST U R

use profile
— M RAE . FEE & A R FHBC B SRS user ~ group~ privileges fll
limit privileges J&4: -

2827}
L —MEE 2 1 NaME=value FAF B IVTE X3 ATTEEFTEM R B AR & o
profile

RBAC (Role-Based Access Control. T ERITRFEH]) BlE XHRIEFR, 1%
B 577 R HUT SR — i T AR exec attr(4) HIYZEH -

user
Hr B AL AA P ID -
group

IEBE NI 7N ER IR

supp_groups

— NIRRT R EOOR I R 1D $8E SR B TR -
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X

R

492

privileges
%/{‘%‘i?ﬁ% H7E privileges(5) HATE LHVRANEE o AITEMANEE — 1M &
TR o

limit privileges

—ANTIEFRF . HEE privileges(5) HFTE IR HIFALEE -

working directory
MHREDTEREIEH 3 o 1R :home FHIE—RIC, FE/RMHII uid FEITEERY
M PG E 3 - MRRIKEZBE. M home .

corefile pattern
— P AEFFF . 2 coreadm(1M) 5 E B TR AU LI . 2B E SR
Frb Bt T A E - IREEESE R 2R OB A E -

project
WFEE AR TE ID- 4% idefault FAYE—RE, A E vid BRI
B9 P48 getdefaultproj (3PROJECT)FRIRAYIHH -

resource pool
JE BT AR BRI B FR o AR :defautlt FHPE—MRIC. #8R7E LR project JE1E
g T project(4) 4% H HATHEE K -

it RS LIS E method context JEIELL, Al BENARSSSEHNKE T ET
3o JEE AT R B RR T N SO AT RE S R AT BT S

TEROTE BT SO BEIRE 2 FEOTERI. B S 80 HE SIS A BRI -

BRT FIRTE S B RS2 AN, 1% fork(2)-exec(2) BB IF R 7 7EAE 977 W8 FH AT 44
1TSS RS LU 2952 -

SR
argv[] HSHITIRE S exec FRFHRIZER /bin/sh -c —F-
AR

SCPHHEIARTT 0 09 7dev/nutle SCPFREARTT 1 A1 2 O R TR SS H A S -

/lib/svc/share/smf _include.sh

B PR ERYE XL -

/usr/include/libscf.h
1B ARSI E S o

w1 TEARSS HAEHHR &S AR SS R E U B ER RN E -
JE T AT REZH ] smf_method_exit (), DATEARSS HEHHR & MRS E L B B 1R
HE -
if [ ! -s "$my config file" 1; then
smf_method exit $SMF_EXIT ERR_CONFIG \
missing or empty config file \
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w1 FEARSS H Gk & iR SR e ML E IR - (&)

"$my config file is missing or empty"
fi
w2 TEAR 2R DX S B 28 PN £ 4 & X3k H g T I AR 55 -
I RNAE 2 R X R TR S TE AR 2 R X R IE B . AT REE S AR &
if smf _is nonglobalzone; then

smf method exit $SMF EXIT TEMP DISABLE global zone only \
"$SMF_FMRI is not supported in a local zone" SUNW OST 0SCMD

fi
FiEENL zonename(1) ~ coreadm(IM) ~ inetd(1M)~ svccfg(IM)~ svc.startd(1M)~ exec(2)~ fork(2) - ¢
BfiE smf(5) KU A A SZFF 2 1 RGEE B E -

4 MRS E I LA root AR ELLIAIE T 1imit_privileges (URIRIEZIIT . Pt AE B HEFE
APRAGIARR o X ATRE 2 P IF A E IR T TARLL seteuid (<EFF uID>) REWSHF
PP R g H Al AR I 531 -
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E1lE=
ik

RBFEE

AR S51R&

494

smf_restarter — B AR FHIAR S B T BHAE

25 E HE T B AP TS Al 55 SE R0 FH R SRR P R B o AT DU 4R AR T T
HEERFIERECE « DHREMIR &S FiE SRR P A R R R e R RE P Y
F M4 -

MNTENMEEMRSS BRRPRIER S EH B R R EAiE . ERRrEH
—HEMEH, DR TR (W sves(1)) ZEMRSSHI A RITALEE M -

A AR 5510 8 UL RS FE P L B YITE general JBIEA FRHHZE - LA A S LT L TR iE

B E -

enabled (BEA )  WEMELEW . NRKELEME KOWESERF 2214
B S5SH TAE -

restarter IJZU% @ETJ@H’J fElfFEF %%EEE?%@HE%%M ° QD%
restarter JB L N ZS BB, MIESFEFHE N
svc.startd(1M) »

single_instance IR TRy - R IRE RS AR AR A vF—
AR 55 SR A R B PR R

i EERRFYH restarter BIEHR SRS, ZEEHBELLNEE:

next_state T TEIX LE R ME A SEBIRY A BPIRESAT T — RS (R arh T
Fetrf) o B RATREAPRSANI, EZ W snf(5)-

auxiliary state  — DA ZFE astring. HH fFEHJ\.TI: S SRR E RS DL
HERTRESEENERATE . A ERERMRE, 7TEMME
PR L#ﬁ?éfﬁ%ﬁﬂlﬂf“llﬁéﬁhﬁ(ﬁ[‘? A ESREFELIUE X
B R H BT B IR S RO RS 21 2% -

state timestamp T[R4 AR AT A] o
contract PUTARSS SEIpr BEny £ &R ID (WRE) -

svcs(l)~ sve.startd(IM)~ service bundle(4)~ smf(5)~ smf method(5)
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E10:E=
ey

BMEEER

smf_security - RS E I THEIW LT H

MRS5S EBE T H snf(5) WALE T RS T LB U SHCERAIR - 18T user_attr(4) fll
prof_attr(4) £ T ARG H A HRE. aTULM AP T ESHIEER - 1E50L
rbac(5) o

CA A 40 2 AR 55 A AR 55 56481«

solaris.smf.modify  EAURI ~ MIBREUE SRS ~ IR 5SS B L a1k DA K2 B2
PRI RTEE -

smf(5) BLE T RGURIRIE S B IR SSFIRSS SEBIRL SRR « R IE Rt T 08 - 2l
LFORPITIIE - FRIEEE - MR R SRS EE RIS - G s S m IR RE
S RER S B snf (5) HAFHIT T BETR EARGNERAVEE - FHRIME, HEZE th T AL T
T 2H A 3 4 AR -

A REEHRE S HAEH R . OB E

method - dependency ~ application Il framework o T DL A AR PR R, HaT
TR LIT & smf(5) RN R R QE - A, DL EARRAGER T/ 081
HAA .

solaris.smf.modify.method

AR BUEECE I« HER SUE S method AU EEA -

solaris.smf.modify.dependency

AR AE B E O - IBREE B dependency ALY 1EA -

solaris.smf.modify.application

ANESUE ~ BEBEZ R E LR A - INBREE 2 application ZE R 14 -

solaris.smf.modify.framework

B SE e B - MBREE LR framework ZERYAY E4:4H. -

solaris.smf.modify

AR~ BEREUESARSS - AR 5SS s M DA R B U2 R AP A S P -
e PR R WA AT DLEH AL S T MR i I R R -

modify authorization

ARV R IEAL ARSI~ BHER B2 s M DL M2 R i g MR A R R R E -

value authorization
AV SR AT B EE (modify_authorization BRAN) LLK ISZEREHY
EHEARZETENMAE (modify_authorization BRAMN) -

read authorization
B AVFEREHF R REIEE - WRFEERGHARO TR B EEME. 2R
TEJBIEAIRR N Z R o LA & M T application RAVAYEEH - 155 UL %
TRAPI R -
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ZRIPHIR LA

R 55 R AEHRAL

TE M HY I PREC & 5L
%

ERGEEER

=

5

496

EREAE MY B astring FEUN T GERA] o IRSEHIRIMEHRE HAE—/E
M EXBIEARSEA S ZEER AR EIEL, WS ZEIERE -

. AR IE T B Al AR G E R ER AT A EIE(E - IF framework 2
TR R IR T Tk HE TR AR L - PRAEBAE SR S NIAGEATTIX
ELE PR o @i FF B E) read_authorization JBPEAETE S 5 K48 B MR Z R4
RE - MR AR AR ARG R B IR P e T R
8-

ZZD%'%EIEWWEFHE’Jﬁﬁﬂﬁﬁﬁ:ﬁﬁ%}j‘z&ﬁﬁﬁmﬂ’]aﬂ% R HEA {7 HHERR SMF R4t
SR o BV EL SR, thn] & i RZ IR EIEE. AR EH
svccfg(lM) AR A E S Z IR IEER) R GUE B E G IR -

X AR S5 SEFIHAT I S LEHAE T BE 2 R EUR S T BT A » X EEHE TR S AU REFR R
AR AR SSHREE BB B E BREEE o LB HEE & HUT refresh B restart 77 :HY1H
KR AR S SE 0 E T4 sl At R B TIRESATE K o DL FRAUTTFIE K I B HAE

solaris.smf.manage  AAUERALATARSS LB EFTIEE) « Rl s AR B L -

Itt4h. general/action authorization JE&HIA AT LLFEE /U8 M 1% M 5% SE 01 oK AR 55+
TEHAMIZAY - T solaris. smf.manage FZAUA REME UL @ 14 -
AT PARACE S e TR AR BE A T b B B Y smf (5) #RERY 40 4HLEAL

M 558
k5% B B3 T DL A 07 B R G5 B PR SS - IRSSEH RS
solaris.smf.manage fll solaris.smf.modify FZAUFHX R o

ZEF pko(1) dr AN DTS MR L AR 5597 5 SCAF A A3 AR S5 AR, B F/E
AR 5% & PRC B S -

R 55 H8F 51
R 55 HF B2 RENE 1E R 5% L) F BlCEE AT AR Al 55 52451 DA Ko 15 SR T L restart BX refresh
7k MREHEAVER S solaris. smf.manage fll solaris.smf.modify. framework f&ZFYFH
R o

S ] AR R S A AN R A B S A -

TR RGE EEARSS 4% FTRE 2 H TR AR R AL 2 MR B 22 - 165 W MHE A
e

w01 FRVFA T LLAE root FHFTHY BB EL system/cron IRSS o

R LU AT NS 7etc/user_attr Al SLVFH 7 “johndoe” LAIF root I F* S 47t
system/cron HRSSHUTEITEZD - B~ BRI B AIREE SERIE -

johndoe::::auths=solaris.smf.manage.cron
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w2 SV ATE root I S EBUE R RS EREREEIELL KB system/cron 55 -

TR LU N TI# NS 7etc/user_attr W] SRVFH 7 “janedoe” LLE root F 7 B 1B ST
BRSS EEERYE. DU system/cron ARSGSHUTERTEZ - B ~ AR
MEUARIE

janedoe::::auths=solaris.smf.modify,solaris.smf.manage.cron

auths(1)~ profiles(l)~ svccfg(IM)~ prof attr(4)- user attr(4)- rbac(5)~ smf(5)
pkg(1)

smf(5) FIEA A A SR e R G5 B -

Y MRS E LA root ARELAAIE T timit_privileges MIAREZINT At R R #EFE
ALRGIRLER o JX AT RE 2 HPIF R EHIERL. MATARLUN seteuid (<IEF vID>) RESHE
PRI EE A B AR AR A1
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E1lE=
ik

AL
fiE A ARAR &R

HBARTE X

BIRRS

498

smf_template - X Al S5 TT AR MR 55 B BIME SR S Hf

oA il S5 I % E 2 S I TAERA Btk o T i S50 T8 stk il 5510 5 AL &
JE M LA T B 15 B DA B S B RE S

HEId SMEF iy & A B B SR U5 R AUARPR . X e <& F Tl ic B DA B AR A
MRIERCE -

TEIF % n] UE RIS O A 55 1 B e ik 52 5 B P i
AR S5 TC B EAE AR T A2 SO R S5 F ) — R 50 -

AT LA sves -1v 1 svecfg describe @4 DUE T B R 21 A1 5¢ Tl i ok
-

AT LA svecfg(1M) HY validate - af < ARIEHS IR &G0 1IE Al 55 5L Bl B T AfH
F—4H Vibscf(3LIB) £ [ U (AR AR & -

e 5517 B R T SCRRAR M — 2 [ -
AR S5 VE# RLZ AR S5 e B PR A B e AT S L AR MR AR T 8. d

common_names ~ descriptions~ choices #ll constraints o TECIESHMEH. RBIEE
WD RS R B . IRSSTEE AREVREZEM AR IEA (W07 A
KI) SROEERTEER .

HRNIRSSHIVEGSCE BRG] 52 owpl il .

X Jr AL RH SR AR AR R ) T A Al 2 T PR AR AE S - RS~ RS I B REF L
AT, WIERERINT .

JE PR A EE . AT ARSI TR LBl - ARss R =L ATA L6l . R r
L 2R - SLRIAR S5 VR TE B AR 55 e SR » FESEA] b SRR N
T ZSEH]. AR AR SS L HZE R R - 7RSS B SRR A 1%
AR5 IR S -

HEFE VR ] DLTEEE f o SORERR . 1K SE B B FH {3 FH JHL B8 JE R P RO A T Al
% (W NERE) - SMFHEZRVEFETE svc:/system/svc/global FITE B H % SMF
NEZE RSN SU 1 ST A -

YA A 2 R e S B R S AE S AR S5 B SE I T E S RHbRic
PEERIR - HRSSTEE AT AR O H AR S5 F5 2 HY H SMF HEZRR 6 T g 1 4H Gl e AR
s AT )X LB X% o

I PEATLAR th 7T L2 4 BRI TR FOBAC A - SV 38 T T B L B e R 2 L
T

FME ST - fo - WEFE - &EMEIT201mME12H28H
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BRIFHER

BR 55 FRSL HIHEAR

template JLFE MG - DL FTAE IR ARIE Al B & TERE R

Hi . template LA HLSTE service B instance TLEHT « R T HETE service JTLH
FRL R TR SS R RSSO A SE 1 - AR E B & TE instance TLRE A NN
TR ESH %S -

HAT TR ISR T RE S M R 55 1 SCRE R R

<service ... >
<template>
</template>

</service>

AR 35 FnSL 5018 A = AR
B AR S5 BB AT DAE SC— @A FR . PSRRI 55/ SE B F 3 -

<template>
<common_name>
<loctext xml:lang='C’>console login</loctext>
</common_name>
<template>

common_name & —"THHEXWFRFEH . (HETHIE GUI 8 CLI HYFRZ -

TE SCHEF A PRET . 1584 DL e

A JBE A TFEBESE . HRIREEE D 40 MR -

= JEMT e ARSSE S BIEHZSURER X P TREs AT 458l 15 common_name H Bl
T A SR B F 3% o

» TCFRERFS o common_name AR T BB o EAN LG A EETE . HETEN
T R R B SR A R R AR SRS

»  KEFRHGER T & PR A SRR AR o XM T B INIE S HEE, X4
FHEMHEYHKRE -

AR &AL 4515 A

description TR EEBEEHNERRA, EHTIRETHR TR

<template>
<description>
<loctext xml:lang='C’>Provide the text login prompt on console.
</loctext>
</description>
<template>

description HEN]
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500

o FEMIOEE - description i B {ENL A VER T -

o fHAE . JLANA) T B A

a1

AU SR S5 SCRY . R 5 th LI o R 25 1 T O A
B BT DU A& RS0 -

B

pg_pattern LRSS BIEEE X

<template>
<pg_pattern name="pgname" type="pgtype" target="this" required="true">
</pg_pattern>

</template>

name ;=B HEHI AR, type 2B IEAHRI LA

target 8 E L E XHIEH IR - "this" BHEE LRSS EELA -« "instance" HBETEAR S5 HIHE
PR X ERE ZE N TR S FTE S - "delegate” HAETEHIHFET
RUERRER A . H BN A T RIS ZE BRI ESH - "all HagFEHEERE
FeliR . B8RS LMENRS - BFRIERETED) "this"

required 8RB TEHZ S N NTE o required IEREE N false o IR required 7
trues WILZHERE name K type -

name K1/5L type AT 720 o WX A8 1 A B AT — 1 720 . TR HA D T

FFo HI40, WRTE pg pattern & X HIZHE name B M pg pattern FEH T EEHS
E R FTE R A -

BEE AR

common_name JU.2=F, & [ A58 T 15 SR A AL 2K

<pg_pattern ...>
<common_name>
<loctext xml:lang='C’>start method</loctext>
</common_name>
</pg_pattern>

common_name & — > E G XA F1F . HL TR GUI 8L CLI FHHIFRES -
TH S L3R 55 S5 8 FH 4 R FH Y common_name HE o

B4R %A

description TR EEBREANERKRA, EHTIRETH TR

<pg_pattern ...>
<description>
<loctext xml:lang='C’'>A required method which starts the service.
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</loctext>
</description>
</pg_pattern>

155 L S AR SSRISE BB T8 7€ description FIAEN -
B
prop_pattern T2 H & FEE B IERE X -

<pg pattern ...>
<prop pattern name="propname" type="proptype" required="true">
</prop_pattern>

</pg_pattern>

name EIBIERIEAIR . type RIBIERI LT .

required fERIEIEE S LT o required IEREE T false -
name {65 Sy 00T o type AAHTE required Jy false I A Ak -
BHtE

common_name JT. 24 1 J& ML 8 T [ B A AL % FK -

<prop_pattern ...>
<common_name>
<loctext xml:lang='C’>retry interval</loctext>
</common_name>
</prop_pattern>

H S LB S AR SS SR8 FH R H Y common_name HEN -
==K iva
units T2 0 & BT I M W 8 T Dl S i A AL By

<prop pattern ...>
<units>
<loctext xml:lang='C’'>seconds</loctext>
</units>
</prop_pattern>

units FEN]
o M. RERFHRDNFIRERES . SR EEREE-

e
SJ. ©

common_name & —"HHEBXFRFH . BEITHIE GUI B CLI HHYIRZ

o TERRETFS o units AR A FEEE o EANEE D MEUEE - RAEN 7L

BRI A L AR 1 5 -
i
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description TTREEBREMERNEH, EHTIREITH TRER

<prop pattern ...>
<description> <loctext xml:lang='C’>
The number of seconds to wait before retry.
</loctext> </description>

</prop_pattern>

S IS HR SRS BIE H F T4E 58 description FIHEN -

B It
visibility TLAR T E 5 e BB TR AL AR 75 2 S R 1
<prop_pattern ...>

<visibility value="hidden | readonly | readwrite"/>
</prop_pattern>

BEEMEENEEIIEAER . AN SR EIRE - HAEMET e (O R .
JE 1 145 8 X LERR ] - (B hidden FER AN ERETE. readonly 6/ REIEAREE
M. readwrite fE/N B ATIE L o

MR PEAZE R 2 LUH . © R R T TR B 7 8 O PR L R TR T A AR L K2 A
CLI i i 8 GUT Tom MR AN L B RELE B -« (EVF Zan &M UTHIsE 2 A TR L
T BEE P ALY -

B
cardinality ¥l internal_separators L35 F] T Rl 8 R 54 -
<prop_pattern ...>

<cardinality min="1" max="1"/>
<internal separators>,</internal separators>
</prop_pattern>

cardinality ¥67 W] 322 W B IEEEUE o min B/ NIUE . max B KB - X&) A
o WIRIEXPIELRIEE, W <cardinality/> 5[ TEREEEE - FMESHF AU
BRI -

internal_separators {8 ELEFT . T % A KPR {E A J&8 A8 H (8 FH Y 70 BRA -

(EEES

constraints T2 15 € JE T T B2 2R LE(E
<prop_pattern ...>

<constraints>

<value name="blue" />
<range min="1" max="7"/>
<include values type="values"/>
</constraints>
</prop_pattern>
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value TLZHLZ ATREAIJEMEAE - range B0 & AT -

value 1l range A LIFZATM A GTE AL FREIE AR 2R 20000 - g
RIGEELH W R AT E -

include_values B HEMSEEIFTEE (1§52 WLAERA ) -

Ebriged

TEFESFE TR UT N 7] 2 (LR LE R
<prop pattern ...>

<choices>

<range min="1" max="3"/>
<value name="vt100" />
<value name="xterm" />
<include values type="constraints"/>
<include values type="values"/>
</choices>
</prop_pattern>

S5HTAHEE—FE. range fll value th 4 HIE-& WM 4 ME -
include_values B AR B ES (ES I TF 5% ) FEEMTEHE .

1EiAA

SlEm4—r, @Ml R AR E T sE B A MELIEARIN FORIE R o values TR &Y
SE IR PEAEL A B8 P B A b AL 35 B -

<prop_pattern>
<values>
<value name="blue">
<common_name>
<loctext xml:lang='C’>blue</loctext>
</common_name>
<description>
<loctext xml:lang='C>
The color between green and indigo.
</loctext>
</description>
</value>
</values>
</prop_pattern>

common_name &=—"TH TR E . BRTTHE GUIEL CLI HRgFRE -
HS LB SRR S SR E A 2R common_name HEN o
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BR]| B B AR AR SS W R -

<?xml version="1.0"?
<!DOCTYPE service bundle SYSTEM "/usr/share/lib/xml/dtd/service bundle.dtd.1">
<service bundle type='manifest’ name='FO00foo:foo’>
<service name='system/foo’ type='service’ version='1l'>
<dependency>
name="multi-user’
type='service’
grouping='require all’
restart on='none’
<service_fmri value='svc:/milestone/multi-user’ />
</dependency>
<exec_method
type="method’
name='start’
exec="/opt/foo/food’
timeout seconds='60'>
</exec_method>
<exec_method
type="method’
name='stop’
exec=":kill’
timeout seconds='60'>
</exec_method>
<property group name='config’ type='application’>
<propval name='local only’' type='boolean’ value='false’ />
<propval name=’'config file’ type='astring’
value='/opt/foo/foo.conf’ />
<property name='modules’ type='astring’>
<astring list>
<value node value='bar’'/>
<value node value='baz'/>
</astring list>
</property>
</property_group>

<instance name='default’ enabled='false’ />
</service>
</service bundle>

AR S5 TR L — BEEAREA I . TN TE <services BRic P AL AR 55 H & BE 5142
PR - BA R IE R 55 A B (1 i L B AR 55 e e O . -

<template>
<common_name> <loctext xml:lang='C’'>
all-purpose demonstration
</loctext> </common_name>
<documentation>
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<manpage title='food’ section='1M’
manpath='/opt/foo/man’ />
</documentation>

<pg_pattern name='config’ type='application’ target='this’
required="true’>
<description> <loctext xml:lang="C’>
Basic configuration for foo.
</loctext> </description>
<prop pattern name='local only’ type='boolean’
required='"false’>
<description> <loctext xml:lang='C’'>
Only listen to local connection requests.
</loctext> </description>
</prop_pattern>
<prop_pattern name='config file’ type='astring’
required="true’>
<cardinality min="1" max='1"'/>
<description> <loctext xml:lang='C’>
Configuration file for foo.
</loctext> </description>
</prop_pattern>
<prop_pattern name='modules’ type='astring’
required='false’>
<description> <loctext xml:lang="C’>
Plugin modules for foo.
</loctext> /description>
<values>
<value name='bar’>
<description> <loctext xml:lang="C’>
Allow foo to access the bar.
</loctext> </description>
</value>
<value name='baz’'>
<description> <loctext xml:lang="C’'>
Allow foo to access baz functions.
</loctext> </description>
</value>
<value name='qux’>
<description> <loctext xml:lang='C’>
Allow foo to access qux functions.
</loctext> </description>

</value>
</values>
<choices>
<include values type='values'/>
</choices>

<prop_pattern>
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</pg_pattern>
</template>

/usr/share/lib/xml/dtd/service bundle.dtd.1
sves(1) ~ sveefg(IM) ~ libscf(3LIB) ~ service bundle(4)~ smf(5)
/usr/apache2/2.2/man

http://httpd.apache.org
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http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1svcs-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msvccfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Flibscf-3lib
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4service-bundle-4
http://httpd.apache.org

solaris10(5)

E10:E=
ik

RESERE

solaris10 - Solaris 10 FRic XI5,

solaris10 FRIC{HE A brands(5) FRAMERIFRICICEAESR . {15 Solaris 10 — FE I N FHFE %
TR G E ek BN 7 B BUT Solaris #{E R NZAIITENL EIZTT -

Oracle Solaris 10 X382 F T & &k 7F Oracle Solaris 11 A% 1217 x86 F1 SPARC Solaris
109/10 (B LASE % 1THY) Oracle Solaris 10 B837) FH B35 1Y solaris10 FRic X 15 -

THEE. WRERERERYE D ZENZEFET 142909-17 (SPARC) B 142910-17
(x86/x64) BLEE mRA, T A] DL A 519 Oracle Solaris 10 & 1THR -

solaris10 FRric E$5FF Solaris 10 ARG 2225 B HE 2 FIXIAT AT T H . ©iA ks
FF Solaris 10 AH X IH TR solarisie FRicd XISFT AR T HE o ZbRid ZFFE2 T
H7 Solaris #1F R GiHY SPARC 5 x86 THHEML 01T 32 {LFl1 64 fif Solaris 10 N FFESF -

solaris10 bRic 2R 2 RAE 2 B XA o« FT G L 751 Solaris 10 {4 Ko AT HoAth X
PR AR X & S R G

DI ABENL T HH CHY 2fs(1M) Bk oF BAUSIRS ZFS o fE R sl B DX, 1%
H2h i ZPs Biass o WIRTCHEOIEE Zrs Bdia st DXt Jo vk 22 3¢ sl i%

zonecfg(1M) SEFAFEF AT FH THC & solaris1e FRic X1 « 76O E X sk v DL A
SYSsolaris1o f&fl, HAIDLFINZEACE - —H 2 Thnc X, (HANGE ek al ke
ZIXIIFRIC - zoneadm(1M) SEHFE 7 W] H T 15 X3 bric S RUAI A X

o zlogin(1) SEHTEF AT T8 B X35 -

HTN T 24T ZFS BUR RN E N SRR iR e . MR - X TEEERL
xVM B HZTT IR B A SZ R R I B 0. H HEX R H121THY 64 11 x86 N FHFEF
FIEEHIFE « ANREMEPRC IR TACE /dev/sound 1845 - AN, TE2 )R XA T
¥ solaris10 FRic K THIHERERS . mdb(1) Fll dtrace(IM) JCEEFE R IEH 21T -

solaris10 FRic 245 7 2t B 22250 Solaris 10 RGTAYIRG Z23E X 3 - X 7] LL2
SEHERY flash archive(4) ~ cpio(1) B pax(1) xustar VARSSCH: o cpio IARYSCEETT LA
9zip(1) Bl bzip2(1) FEITHAE - MBI AT DU2EA100 0 Bufsdump(IM), BE 2 E
Solaris 10 LR H KM TR MIEE 12 o ASBE MFRUER Solaris 10 73 11 i 2 E X 4, -

NT BRI I Solaris 10 R ZE M B &e#THY Solaris #E{ERFINIZ, attach Ty S 32
Fr M E ZEERY Solaris 10 AU S T RSSO PR REX I - 52457 —F. X LLgE
zonepath [ cpio(1) BY pax(1) xustar VARS S A o cpio RSSO AT DAH A gzip (1) B
bzip2 (1) FATIEYE - MUEIE AT LLZ ] Solaris 10 XI5 zonepath H A TR M1

72 o BR T M Solaris 10 A3 X380 ER 40 . AHIRI TR L 500t 7] LAFE R solarisie FRic X
W — & FHIEEEN S — & FEHAHER o M Solaris 10 #H T FEAT. A LUK X A &
sparseroot X1 o XFME N T FEAEB AR SCHRERT, NIZEENL EERCEIF X . X
FET] DA R AE VAR SO SRR B % -
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http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzfs-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzonecfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzoneadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1zlogin-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1mdb-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mdtrace-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4flash-archive-4
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1cpio-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1pax-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mufsdump-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1cpio-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1pax-1

solaris10(5)

T2 SCHF zoneadn(1M) PRCHFRE T ST T SIS AL
attach [-a archive| -d path] [ - c sysidcfg]
FFHERE Y Solaris 10 A DXISBMEGE R BIPRIC X - W1IR -a 8 -d HORAEE . WIRE
EL{E I XS P IR 2232 XA zonepath -
-aarchive  FEZ%EM Solaris 10 ANHI X 8, solaris10 FRiC XA zonepath 1Y

cpio(1)~ pax(1) xustar B zfs VAR SRS E o cpio Kl zfs ARSI
CINVRE3E| gzip B bzip2 HHT 45 -

QAR DIBARZS AN ul FI” - U AT BE T 12 6k FH L SR 007
B - RRHY Solaris A TR AT BE 2 BRI - E1EH“zoneadm

install -aarchive” .
-csysidcfg  H8E sysidefg ARG BUEE R EX I F & 4 sys-unconfig- AJ5
sysidcfg SUIE R FH 2 X8 -

-d path FIEL %31 Solaris 10 A X 3L solaris10 FRICIX MY zonepath [
zonepath H KAJEEIZE o

QR DISARZS AN 0l FI” - U AT BE T 12 6l FH L R 00
B+ RRHY Solaris A TR AT BE 2 BRI - 1 “zoneadm

install -aarchive”o

clone [-c sysidcfg]
LA DI, AT HEEE S I C 22 X - O — P IR R DX s g
Jitko

-csysidcfg  PRPEHIUHNCE R R DX 1 B sysidcfg SCHF o

install [-aarchive] [-d path] [-p] [-s] [-u] [-v]\

[-csysidcfg]
FHEE M Solaris 10 AGEMUG 2 2 X o ZURMA -u 8L -p IETHAR -2 5L - d 1
T o

-aarchive
FI 2 Z24ER Solaris 10 25E ~ B Z2ERY Solaris 10 ANHX 3B Solaris 10 FRic X I
flash archive(4)~ cpio(l)~ pax(1) xustar~ zfs ARG SCAFEE T 0 ufsdump(1M)
MIEE1E o cpio Ml zfs VARSI LA gzip B bzip2 i1 T/E4E -

- sysidcfg
PRHE L E 5 R N Y sysidcfg XA -
-d path

FIE 2R Solaris 10 RGEHIHR H SRATESL -
-p
FERRX ISR E RS -
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solaris10(5)

IV 2L

5

-S

AT

-u
TREX NG X X HIZ1T sys-unconfig e

-V

TAE FRA TR R Y o

solaris10 Xk A 3245 FH 4 1Y Solaris10 N FHFEF - ANEE(HH solaris1ie X I HY
Solaris 10 1% 7 X BHFE 7 8K Solaris 10 PURZAREERE o ANk, BN T INRZRER, AT GERENS £
AT Solaris A #Z AR A T+ Solaris 10 A F 4 HFE T -

w1 BIEF T 223509 ZFS Flash VAR SO

DL RIS R T e B B RS AU (P2 V) iERS AR RS S o IXIEFEIZTT Solaris 10 HY
ARG 2 R X HATH  7E Solaris 10 R LN A EEE TRENEITETIESR R
[X 18 . Solaris 10 %% 7] LAf# F ZFS 8 UES {E NHAR X R %

# flarcreate -n sl@box -c /net/somehost/p2v/sl@box.flar

12 Flash IR SO 43 solaris10 FRic X 15k

DL R 7RG 1 HR R AR S22 X8 . BRI EHEH zonecfg(1M) BLE. T X35
H-4 brand JE 1% E N solaris1o .

# zoneadm -z s10p2v install -a /net/somehost/p2v/sl@box.flar -p

w3 B THNW ZPs AR5

DL Rl Eos 7 anfel U B L (vav) 1B Al AR S« ERIY solarisie Frid
[X15HY zonepath JJ /zones/v2vzone o

Bt TE zonepath dataset AR -

# dataset=$(zfs list -H -o name /zones/v2vzone)

JG, QU DI A PRI -

# zfs snapshot -r $dataset@v2v

J&. AR bzip2 FE4ERY ZFS H B &3 AR o

# zfs send -rc $dataset@v2v | bzip2 > /net/somehost/v2v/v2v.zfs.bz2

e (T ZFS UTRS SO 4 X 4

LR RBIE R ZFS IHRY SO B R X8 . BRI EfER zonecfg(IM) BLE T X3 HF
brand JE 1% E N solarislo -

# zoneadm -z v2vzone attach -a /net/somehost/v2v/v2v.zfs.bz2

Standards, Environments, and Macros 509


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzonecfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzonecfg-1m

solaris10(5)

B GRLUT BRI, 12 UL attributes(5) :
el BMHE
EIpAERES system/zones/brand/brand-solaris10
BOfRE Committed ( ELifi7E )
HiESL cpio(1)~ mdb(1)~ pax(1)~ zlogin(l)~ dtrace(1M)~ ufsdump(1M)~ zfs(1M)~ zoneadm(1M)~ zonecf
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http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzfs-1m
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http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4flash-archive-4

solaris(5)

E10:E=
ik

RESERE

Fad

solaris, ipkg — Solaris T il [X 13

solaris FRICEAIFRICIXIRAEZR (4 brands(5) AR ) 81T 5 24 7E 2 R XA [R]
—HAF R R X o (] solaris BRICHT . RGEIF LAY 5 22 )8 X IR
B o DR ARG R R W E ARG TE L . 155 L pka(5) -

solaris PRic SCRFE SRR R DX o FTA A0 75 00 R G I R A AT HoA B 1 R 4

ARAE IR T RIS R G« IXIURBERL T H B O 2fs(1M) B8 o B R
ZFS o TEZZEBOER XIS . R E2h I ZPS i te - MRTTIE IR ZFs s X

AL TE S A i -

LLT solaris BRICHFER) T ¥ 1EI5Z zoneadm(1M) 32 -

attach [-aarchive | -d path| -z ZBE] [-u | -U] [-c config_profile .xml | dir]
FFEE R solaris PRICDBBMEE R BIX ik - QIR -a Al -d #2RFEE . MIEGE XI5
DX IS 12 R L ERR 2 XIS - zoneadm 2 TETHHML ARG DX I ECHAHYEL
PR - AR X o 2 )R XA R . (BAARBRARS) AR TFIHRTE
PLERIFHR AL, zoneadm il X L5 H AT -

R EBR ARG IR ARG E R HACEE (ET RRARSBem) . AT AGEA] -u
B - U T SR HA SR L AL RE (2 187 A 8 L PR BB ATl -

VEREXIT . WRE R (ETE L XI5 [ 5315 (zone boot environment, ZBE): attach
T & IR E B AR — A o EEERAFN AR, A S — A PT R .

WIRAH A -z EWOREEE ZBE. MERE .

WRHAHE 1 ZBE. NHEFE -

WRHE—1 zBE 512 BIXEG | S CE MHEFE -
WERRAE —MEEIR zBE 512 2R X5 [ S LB, NIERFET -
WRHE—MEEIH zBE. MEFEE -

WMAETER) zBE 5 HAth 2 R XIS | S EAECHE. W ze Reppoale . o HaE Rt e
ZBE WTifE - BRFIGFHENEZER . HZ N beadn(1M) -

-aarchive
B RKoRHY Solaris & AT H AT BE S MHBRIELET o 1% {# F“Zoneadm install -a

archive” .

B E.Z2%E Oracle Solaris FRIC X3 cpio(1) 8L pax(1) xustar BL zfs(1M) JARSSCLF
IEEAZ -

cpio HI pax UARY SR 201 K I XIS A2 B DXCORRER 428, LA 0 & Ak 12
17 (BIEAELL , FF3k) o ZFS JARYSCHE AT LU zonepath dataset ~ zone rpool
dataset B HLIH X35 | A5

U0 ZFS IR SXAF S 21 zee. MERATRERI. H5on—FRHE, FERLm
(A -2 TSR E R zBE « FEIXFMEOL T ATy 2 SR SCPE Y zBE. -a I
-d ST TCEAREE ) T I DA BRAFFEFT -2 300 1 AT 2R zBE 2 — = 41
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http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzoneadm-1m
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solaris(5)

RG2S AT R zBE 2 — . T2 7 R INERFTHRENY ZBE. 15 7E zoneadm

-z <zone> uninstall HiE{# M zoneadm -z <zone> mark incomplete o
cpio M1 ZFS ARG S AT LU gzip BY bzip2 #1TH4s

YR ECIAR S AN T I I AT BE T 50 P L 2

-¢ config_profile. xml | dir
SRt AR GEAE S5 2 2 5 R L O E B SO sl B SRR B 3%

FTAERCE SR LER ol 4

-d path
A RoRRY Solaris Z AT A AT BE S MHBRIL LT o 13 {# F “Zoneadm install -a
archive” .

DI 2 H SR A, 1% H RIE T solaris PRICKII X IRESAL -
YR EXCAAR S AN T I T AT BE T (50 i I 2T

-u
ST DX R D B R L LR DX B 5 1E 22 R Xt 2225 Y

R -
-U

XS BB KA BB T N 5 2 A 4 SR DX P AR R B R A 1 B T iAo
-z ZBE

TERAEE A XI5 [ 35T « AR R DX T | SR 5 5 Hoth 2R X dk
Bk MIFEER zBE R . HZERE zBE HYTEIE -

clone [-c config_profile.xml | dir]

-c config_profile.xml | dir  fRHENRGUE B 245 R ST AC B S e &S
HIHE 3.

FTEBCE X LER ol §EH -

install [-m manifest.xml] [ - ¢ config_profile.xml | dir]

install [-aarchive | -d path] [-U] [-p] [-s] [-u] [-v] [-c config_profile.xml | dir]
solaris PRC LR L7 WM R GiME B IEBUGETT IR — L TR £ 2235 R ik
{RZEEX I, o UG AT L2 cpio(1) ~ pax(1) xustar BY ZES IHRY S o cpio BY ZFS
VARSI LA gzip B bzip2 #HAT R4 o ZWLER AT LU B R GUIR H F R T
MEEAR . BE R TR XIS AR -

WRARFETE -a I -d LI, U] N AR GEAE B A X I o B DXt 2o HAth R
0, AT HIF G B DR

/usr/share/auto_install/manifest/zone default.xml DL B SR AR o A
P -m eGSO B
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solaris(5)

5

TNARG IR 22 X I8, T EE ] -a B -d T - AL 2, WHBINTE 2]
ZBE HIHVE P 2 0T B ARPR L L E R DUFE R 5 25 DRI B R - 4
RIGRE - W2 R s £ ZBE WU FTH B 3T £ 515 5 ZBE HA i
HORRA o QR(EA -a 81 -d 2T NGATE ZEA -u 8L -p 225 -

-aarchive

-c config_profile. xml | dir

-d path

-m manifest.xml
-p
-s
-u

-U

-z/BE

w1 P2V Gl ZES IHRY SO

P2 2242 B X E R 2 RIX A cpio(1) BY pax(1)
xustar 8 ZFS ARSI 1% o

IO ZPS MR SR & 2 A5 335, MIZese 1Ry
FISIEE . AR ZAETCEREWR 5 SIS IE IR 5|
SIS, R RHER RIS [ S ESIER. Y
—ME -z A B 2 R R E A5 [ SERE -

cpio Fll ZES ARYSLAE AT LA gzip B bzip2 #171E

Uz .

TR N RGE B 22245 5 15 N P I S B0l B S A
PHE X -

FralE L EE xm T B4 -

X i1 H AR Z B XE T solaris Fric XY
X I 12 5L Solaris 11 £ & DX IAR H % -

ReFEE 40 B AL 2R RE i B 31
MRS BB R 2 IR . R ARG E -
eI @

ARG E RS -

R DX ISP TR B R B BT O 55 2 E R DX AR
TFEARERRHTIRA « MR T -a 8l -d &5 4 8E
A -u JET -

23S RER TR H o

EREEIE XIS | 5375 . WRE XG53
5 HAM 2 B XEOCE WIHEE R zBe Bigh wilE, HiE
% 7BE Y v o

LU 7R s QT B VRSP DU TP B UL (P2 V) 1B RS « XK AL
B st TAR R R DS AR G 2R XIS T o e BT O rpoot -

Bl AU RE -

# zfs snapshot -r rpool@p2v

Standards, Environments, and Macros

513


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1cpio-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1pax-1

solaris(5)

Yo
&
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514

Nd
S

w1 Oy P2V Bl ZFS TR ST (&)

Jio AHES SIS FIEL I & BRI IR BIATE HAR ARG EAFE LA -

# zfs destroy rpool/swap@p2v
# zfs destroy rpool/dump@p2v

o AR gzip R4 ZFS E RIS - FEATREIT . EAF#TEZRE NFS
H&Raﬁj:

# zfs send -R rpool@p2v | gzip > /net/somehost/p2v/p2v.zfs.gz

w2 V2V AlE ZES IR SO
CLUR Bl s T G RS SO PE . DUE T RIS (vav) 1358 - EARIZ X 3kAY

zonepath ) /zones/v2vzone o

B, HE zonepath BHEEI AR -

# dataset=$(zfs list -H -o name /zones/v2vzone)

PRGBS IR S A PR -

# zfs snapshot -r $dataset@v2v

G HERUER bzip2 E4ERY ZFS B B2 5 -

# zfs send -rc $dataset@v2v | bzip2 > /net/somehost/v2v/v2v.zfs.bz2

ml3 (] ZFS RS SCIF 202 X ik
DA 7R BilfsE ] ZFS VAR ST 20 X3 o

# zoneadm -z v2vzone install -p -a /net/somehost/v2v/v2v.zfs.bz2

AT FH LA il < e 22 R il 1 FR IR P2V RS ST

BT EIERHE Ul attributes(5) :

ezl BHE
AR system/zones
BOfaE Uncommitted (RHfTE )

cpio(1) ~ pax(1)~ beadm(1M)~ sysconfig(1M)~ zfs(1M)~ zlogin(1)~ zonename(l)~ zoneadm(1M) ~

pkg(5), 7E IPS # &gt
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standards(5)

Ep:iE= standards, ANSI, C, C++, ISO, POSIX, POSIX.1, POSIX.2, SUS, SUSv2, SUSv3, SVID, SVID3,
XNS, XNS4, XNS5, XPG, XPG3, XPG4, XPG4v2 - Oracle Solaris 3% = SR HEFIHLE

Oracle Solaris 32 £ IEEE ¥R 1003.1 £l IEEE F1fE 1003.2 (GEH 43 BIFR 9 POSIX.1 Fl
POSIX.2) - FNEFIH T iXEEbRAER B MRA B R B, DL R i e X BE e
#J SunOS B Solaris Z1THT -

B

POSIX #R/4E L EAThR
POSIX.1-1988 Ry RSk SunOS 4.1
POSIX.1-1990 POSIX.1-1988 H Solaris 2.0
POSIX.1b-1993 SEmHY Solaris 2.4
POSIX.1¢-1996 (A Solaris 2.6
POSIX.2-1992 shell FISEFHFE 7 Solaris 2.5
POSIX.2a-1992 32 H 2 shell 15 FAFLF Solaris 2.5
POSIX.1-2001 POSIX.1-1990 - POSIX.1b-1993 - POSIX.1¢c-1996 « POSIX.2-198dlaris 10

1 POSIX.2a-1992 FH7
POSIX.1-2004 POSIX.1-2001 53T Oracle Solaris 11
POSIX.1-2008 POSIX.1-2004 BT Oracle Solaris 11

Oracle Solaris £ 3 £f X/Open Common Applications Environment (CAE) Portability Guide
Issue 3 (XPG3) Fll Issue 4 (XPG4) « H.— UNIX #LiE (Single UNIX

Specification, SUS. JRFRA XPG4v2) ~ Hi— UNIX #LEARA 2 (Single UNIX
Specification, Version 2, SUSv2) DL fz B— UNIX HIYEAR A 3 (Single UNIX Specification,
Version 3, SUSv3) - XPG4 Fll SUS ¥4 f24% Networking Services Issue 4 (XNS4) - SUSv2 fUf
Networking Services Issue 5 (XNS5) o

TEANH T 8 X/Open RLVE K H R EHT . DLR B Je i X EERRAERY SunOS B

Solaris Z1THK
X/Open CAE
;e BiEA RITHR
XPG3 POSIX.1-1988 (Wit . % SVID3 S /7 SunOS 4.1
XPG4 POSIX.1-1990 ~ POSIX.2-1992 Fl POSIX.2a-1992 JH Solaris 2.4
%, 8 M XPG3 E POSIX FRHEY
SUS (XPG4v2) XPGA; ﬁﬂ%ﬁ% A N R PR 2 HMIERX Solaris 2.6
BSD %
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X/Open CAE
M3 L RITHR
XNS4 ERFAI XTI Solaris 2.6
SUSv2 SUS [REEE. EF Rk Solaris 7
POSIX.1b-1993 « POSIX.1c-1996 1 ISO/IEC 9899 (C Fx
HE) BT 1
XNS5 XNS4 [BEE 1§ LPe4 JRAEEE T - Solaris 7
SUSv3 5 POSIX.1-2001 fHIFA] Solaris 10

XNS4 HVE A TE ILP32 (321) M AA 2L 2. ARNZHT LPe4 (64

L) NFHRRFHEL . fEXFPERsE . RN A XNS5 8 SUSv3. XNS5 8 SUSv3 B Al 7E
ILP32 Fll LP64 A5 RS FE A T4 1) LP64 $2 1 - Solaris 2 THR 7 £ Oracle Solaris 11 375
ILP32 f1 LP64 P FfEf I o

Solaris Z1THi 7 ] 10 ¥r 0 FF & The Open Group FJ UNIX 98 /i bRifE o Solaris 10 £
Oracle Solaris 11 $1 1 & The Open Group [ UNIX 03 /= S bRifE «

Solaris % 1Thi 2.0 Fl| Oracle Solaris 11 32§ System V $2 [T L5 3 fRV4E 1 £ 4
(SVID3) fEE £ « ZATMIEIER, H T IHALYER % & (UNIX Systems Laboratories)
EANFIZEH HILALEE M POSIX F1 X/Open CAE ALY . PAILATF A L ALYE 24 Bif i 22
KB ERAE — 51 -

Z4E Oracle Solaris Studio 12.3 C 4i¥#%/5 . Oracle Solaris 11 B SZ4% ANSI X3.159-1989 %
FEIE S - C fll ISO/IEC 9899:1990 4ifEiE S - C (C) ¥ -

2242 Oracle Solaris Studio 12.3 C 4w i¥ a8 /5. Oracle Solaris 11 B SZF ISO/IEC 9899:1990
fE1T 1:1995: C Integrity -

2242 Oracle Solaris Studio 12.3 C 4w i¥#8/5 . Oracle Solaris 11 B 32 ISO/IEC 9899:1999
GRFEIES -Co

2245 Oracle Solaris Studio 12.3 C++ % 1¥#5 /7 - Oracle Solaris 11 B 32 ¥ ISO/IEC
14882:1998 RFEIE 5 - C++ o gmiFas H R SUHEHRAEE 1 ZMEA SZFFITNEE -

LRERF I POSIX.2 ~ POSIX.2a~ XPG4 -~ SUS B SUSv2 B KIITT 5 IHZ Solaris SEFHFRF1T
PSS, RS LR AR G Solaris RBRAS ; /usr/xpga/bin FERHE T 7F & brifk
HIFTRRAS o« Q1R POSIX.1-2001 5 SUSv3 Z K17 8 5 [HZ Solaris SRR F17 0 1ft
<. /usr/xpg4/bin BY /usr/xpg6/bin FHERHL T FF & FRIERIETARA - 405 POSIX.1-2001
a SUSv3 EKAITT A5 POSIX.2 ~ POSIX.2a~ SUS B( SUSv2 {158, /usr/xpg6/bin H{E
7 75 A SUSY3 SRAERTBTRR AN -

IR N R 7 B R A S AR SE TR F . ML B PATH (sh(1) B ksh(1)) B
path (csh(1)) AR, DIFEENFHEE T H FK KRR A SEHRET -
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geiK Az

SVID3 -~ XPG3

1. /usr/bin
2. EEHESR ZHHIOHE &
3. BB N TR R AR HA E %

POSIX.2 ~ POSIX.2a~ SUS~ SUSv2 - XPG4

1. /usr/xpg4/bin

2. /usr/bin

3. EEYRIEAR I SO E X

4. WA R AR SR HAM E

POSIX.1-2001 ~ SUSv3

1. /usr/xpg6/bin

/usr/xpg4/bin

/usr/bin

iR — SR E X

8 NIRRT e 1 — kil SO oAl H 5

NP execlp() Blexecvp() (1ES U exec(2)) HKHAT shell SCHE{HH
system(3C) . FH T#FE shell SCARHY shell BT 18 FH 2 BRI BRIE -

AN

TRAE & F#Y Shell

1989 ANSIC~ 1990ISO C~ 19991SO C~ POSIX.1 /usr/xpg4/bin/sh
(1990-2001) ~ SUS~ SUSv2-~ SUSv3 -~ XPG4

POSIX.1(1988) ~ SVID3 -« XPG3 B A F5E brifk /usr/bin/sh

THREM TR 7= 1N F R 7 SR 7 P 75 2 € AR @ O AR L ThRE 2 SN Ho A 2
B o WIERR FREFAUE AR EbRE (W1 POSIX B X/Open CAE) & SR LI FIL . M
A T B SRR & AR SHREMIIA ZZ o Q15 R e o P b v A 8 S
Sk, MIBR T & AHR FIARAEDHREMIIR 72 2 4h . B AAZE L EXTENSIONS o B &
S EXTENSIONS . [N FHFRJF{E ] DL IR 5 $5 € B bRE AR Mo AT £ R 2k« N

FEIF L E G i 21T 8N FFE P IR HRE S0 EXTENSIONS o
1989 ANSIC+ 1990ISO C~ 19991SO C

To R & LREMNK KRR R P A & C bR -

ANSI/ISO C++

ANSI/ISO C++ K E AFATTIREMITA 7L o Q1SRG 1 A iR G 1 F A sl & (B M a4 7 2 T
TR SLHIFRUE C++ FHHZE  cplusplus IXE N 199711 BUE K{H . NIGF 252 LARF &R
HERRE 2T, HHETRTT A Cr+ bRdE o {H 199711 FE/RTF A ZARHEE K AY 1SO/IEC
14882:1998 - (W1 AR, ZRERRF &ML AT . )
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FKETXT POSIX 8 X/Open CAE & ¥ C++ 4F7E . HUILIEEhaEM A% (40
_POSIX SOURCE-~ POSIX C SOURCE fll XOPEN SOURCE) 2HIT 5 Ct++ brvfERI At A1 E
P BRI S IT F B R FE 1R

POSIX

BT A POSIX.1 8L R b AU I AATART Sk 2 i SO AR 8 I D REMTA TS - Xt
TLUT A RIbRAE. R FFR P LU SCRTAI R EhBE MR « N FRE P 4n & # L HE
X LR B A A AT AL 7% DA SEELE 75 SCHRF AT AR HY T -

POSIX FR/AE EEMiKE

POSIX.1-1990 _POSIX_SOURCE

POSIX.1-1990 Fl1 POSIX.2-1992 CiBF YFE T~ POSIX SOURCE Fll _POSIX C SOURCE=2

POSIX.1b-1993 _POSIX_C SOURCE=199309L

POSIX.1c-1996 _POSIX_C_SOURCE=199506L

POSIX.1-2001 _POSIX_C_SOURCE=200112L
SVID3

SVID3 HILYE A F5 @ AT TheE MR 22 F T 1 de 5 BN AR F 1 & SVID3 EK - SVID3
VOB TE ChRETER 2 HigM 5 1Y -
X/Open CAE

TR B YR 1ETT & X/Open CAE JITE 2 — IR FFE . 15846 DL RN o a0 e
J7 RIS 75 2 CAE #1 POSIX ZhiE . NI T ZIX B POSIX DRI Z -

XPG3 TR A0 . XOPEN SOURCE » Y15 XOPEN_ SOURCE 7E . T
5. ZELTUNT 500
XPG4 N FAFE P 7€ Y. XOPEN_SOURCE Ff1%X B XOPEN VERSION=4 . {13

XOPEN_SOURCE 7E S T {H. Z{EL/NT 500

SUS (XPG4v2) N FAFEFFAIE L. XOPEN SOURCE Hi% &
XOPEN SOURCE EXTENDED=1. [If XOPEN SOURCE & X [ {H. iZ{HL.

UINT 500
SUSV2 N FHFR A0 . XOPEN. SOURCE=500 o
SUSv3 N FHFR A E . XOPEN. SOURCE=600 -

Oracle Solaris Studio 12.3 C 4% a542 BE 17 & ISO/IEC 99899:1999 (1999ISO CiEE ) Fr
HERI SR R G UL e c99 SEFHFRFF -

FMTIE SERS : #ofE . MER - ®IE1EIT 2012865 89H
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B 1d EEH TRERN AR P AR link/load @y 1T H$EE
/usr/lib/values-xpg4.o- FRAEN HFEFTFA POSIX.1-2001 B SUSV3. {EXFHE LT
WITEATAT link/load 4ai3E{T 48 E /usr/lib/values-xpg6.0 - P cc B cc A THEHEN
RSP gk ds 2 B IR SCHR o B2 . Mt FHRR P i & 08 77 340~ 3R

ik

FF & XNS4 5 XNS5 iR F R FE L E AT link/load @5 21T HHALHE -1 xns, I HE /5]
B NXEFRE SUS 8] SUSv2 FE @ BThREMNA 7% -

UR G 1543 32 FF redefine_extname pragma TJBE (Oracle Solaris Studio 12.3 C 415 fll
Oracle Solaris Studio 12.3 C++ 4mi¥ a8 € X 7 PRAGMA REDEFINE EXTNAME 7= R8T
SFAIORE) o NIkRHE L2 {# H #pragma redefine extname $55 R RREL 4 PR IE AL A
FNFE A S AFR o LML 5E 4578 1SO €+ POSIX Fll X/Open % 123 8] {4 B 71 -

UK G 1% & AN S pragma THRE . WIBTHE Sk 28] #define 150 1AV B AR FRIBR G
FIRHRZAEE A SAPR o FEXFMEOLT s N7 R e 5 i ZCBE T 1rea(s) T L
BT 64 N SCAFISAT . RO SEE 2 (5 AT EE 2 B ok 4 B ARHI A R

{Fi] Oracle Solaris Studio 12.3 C 4 asi . F & DAL AT IR R R 7 R 66 R 2
FHE A SE R PP FIAR S A T 4 5% -

Specification Compiler/Flags Feature Test Macros

1989 ANSI C and 1990 ISO C c89 none

1999 IS0 C c99 none

SVID3 cc -Xt -xc99=none none

POSIX.1-1990 c89 _POSIX_ SOURCE

POSIX.1-1990 and POSIX.2-1992 c89 _POSIX SOURCE and
C-Language Bindings Option POSIX C SOURCE=2

POSIX.1b-1993 c89 _POSIX_C_SOURCE=199309L

POSIX.1c-1996 c89 _POSIX C_SOURCE=199506L

POSIX.1-2001 c99 _POSIX C_SOURCE=200112L

POSIX.1c-1996 c89 _POSIX C_SOURCE=199506L

CAE XPG3 cc -Xa -xc99=none XOPEN_ SOURCE

CAE XPG4 c89 ~ XOPEN_SOURCE and

_XOPEN_VERSION=4
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Nid
S

SUS (CAE XPG4v2) c89 _XOPEN_SOURCE and
(includes XNS4) ~ XOPEN_SOURCE_EXTENDED=1

SUSv2 (includes XNS5) c89 ~ XOPEN_SOURCE=500

SUSv3 c99 ~ XOPEN_SOURCE=600

T FFLP64 (6417) GRFEIMEIIES . NAHA L TR 17 R AT & SUSv2
HO{5E F XNS5 FE TR R LPe4 M FHFEF -

c89 $(getconf XBS5 LP64 OFF64 CFLAGS) -D XOPEN SOURCE=500 \
$(getconf XBS5 LP64 OFF64 LDFLAGS) foo.c -o foo \
$(getconf XBS5 LP64 OFF64 LIBS) -1lxnet

R FH LR R 2O i 17 R AT & SUSv3 #9216l LPe4 R IFE)T -

c99 $(getconf POSIX V6 LP64 OFF64 CFLAGS) -D_XOPEN_ SOURCE=600 \
$(getconf POSIX V6_LP64 OFF64 LDFLAGS) foo.c -o foo \
$(getconf POSIX V6 LP64 OFF64 LIBS) -lxnet

SUSv3

99 _ XOPEN_SOURCE=600

csh(1)~ ksh(1)~ sh(1)~ exec(2)~ sysconf(3C)~ system(3C)~ environ(5)~ 1f64(5)
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51A& sticky — mark files for special treatment
ik The sticky bit (file mode bit 01000, see chmod(2)) is used to indicate special treatment of certain

files and directories. A directory for which the sticky bit is set restricts deletion of files it
contains. A file in a sticky directory can only be removed or renamed by a user who has write
permission on the directory, and either owns the file, owns the directory, has write permission
on the file, or is a privileged user. Setting the sticky bit is useful for directories such as /tmp,
which must be publicly writable but should deny users permission to arbitrarily delete or
rename the files of others.

If the sticky bit is set on a regular file and no execute bits are set, the system's page cache will
not be used to hold the file's data. This bit is normally set on swap files of diskless clients so that
accesses to these files do not flush more valuable data from the system's cache. Moreover, by
default such files are treated as swap files, whose inode modification times may not necessarily
be correctly recorded on permanent storage.

Any user may create a sticky directory. See chmod for details about modifying file modes.

HiEEL chmod(1), chmod(2), chown(2), mkdir(2), rename(2), unlink(2)
= 0 ] 25 The mkdir(2) function will not create a directory with the sticky bit set.
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51A& suri - storage URIs
g Storage URIs uniquely identify storage objects across different nodes.

The following Storage URIs are supported:

Dev URI dev:<local-path-under-/dev>
dev:///<path-with-dev>
dev:<absolute-path-with-dev>

Examples:

dev:dsk/c0t0d0s0
dev:///dev/dsk/c0t0d0s0
dev:/dev/dsk/c0t0d0s0

The dev URI specifies an object in the form of an existing device. All forms of the dev URI are
functionally equivalent. The “dev:dsk” format with no authority section and an implied
“/dev/” prefix is usually preferred. The path must be a device in the /dev name space.

Components of the device path may only include characters from POSIX.1-2008 Portable
Filename Character Set, 0-9a-zA-Z._-.

Logical Unit URI lu:luname.naa.<ID>
lu:initiator.naa.<ID>,target.naa.<ID>, luname.naa.<ID>

Examples:

lu:luname.naa.5000c5000288fa25
lu:initiator.naa.2100001d38089fb0,target.naa.2100001d38089fb0, luname.naa.5000c5000288fa25

Logical unit URI specifies a logical unit attached via fibre channel or serial-attached SCSI. In
the luname-only URI form, the ID describes a logical unit name. In the initiator,target,luname
form, an initiator specifies an initiator port and a target specifies a target port, and together
they specify a path to the logical unit whose name must match the URI's luname part as in the
luname-only form.

IDs are represented by using the SCSI-3 VPD page (0x83) global unique identifier (GUID)
formatted as hexadecimal numbers (64/128 bits). IDs are case insensitive. Only GUIDs based
on NAA identifiers are supported. See NOTES for information on NAA identifier format.

In general it is recommended using multipathing in conjunction with luname-only URIs. If
multipathing is disabled and a luname-only URI is used, a random path to the specified logical
unit will be chosen. To avoid this random path assignment an initiator,target,Juname URI
form can be used to select a specific path to a logical unit. If multipathing is enabled and an
initiator,target,lJuname URI form is used then the multipathing framework controls which
paths are used to access the logical unit and the URI is only used to identify the unit, not the
access path.
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iSCSIURI

Getting URIs
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If an initiator or/and a target IDs are not matched but the logical unit is found based on a
logical unit name, the unit will be accessed via an alternate path.

iscsi:///luname.naa.<ID>
iscsi://<host>[:<port>]/luname.naa.<ID>

Examples:

iscsi:///luname.naa.600144f03d70c80000004ea57dalo00l
iscsi://[::1]1/luname.naa.600144f03d70c80000004ea57dal000l
iscsi://127.0.0.1/luname.naa.600144f03d70c80000004ea57dal0001
iscsi://127.0.0.1:3620/luname.naa.600144f03d70c80000004ea57dal0001
iscsi://hostname:3620/luname.naa.600144f03d70c80000004ea57dal0001

The iSCSI URI specifies an object based on a logical unit number accessible via iSCSI protocol.
Optional hostname[:<port>] authority section provides information for a consumer to set up
a send-targets discovery address. IPv6 addresses must be enclosed in square brackets.

Format of an ID is explained in the “Logical Unit URI” section. See NOTES for information
on NAA identifier format.

To avoid errors by generating URIs manually, the suriadm(1M) subcommand lookup-uri is
recommended to be used to generate URIs based on existing system device paths. Such device
paths must be identified via other means. For Fibre Channel devices, fcadm(1M) may be used.
For Serial Attached SCSI devices, sasinfo(1M) may be used. For iSCSI devices,
iscsiadm(1M) may be used.

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability system/library/storage/suri

Interface Stability Commited

fcadm(1M), iscsiadm(1M), sasinfo(1M), suriadm(1M), attributes(5)
Small Computer System Interface-3 (SCSI-3)

NAA stands for “Name Address Authority” and it is a field within an identifier that specifies
the format and length of that identifier. NAA identifier format is defined in SCSI Primary
Commands - 3 specification, section “7.6.3.6 NAA identifier format”. WWN (World Wide
Name) identifiers use an NAA identifier format.
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tecla, teclarc - User interface provided by the tecla library.

This man page describes the command-line editing features that are available to users of
programs that read keyboard input via the tecla library. Users of the tcsh shell will find the
default key bindings very familiar. Users of the bash shell will also find it quite familiar, but
with a few minor differences, most notably in how forward and backward searches through
the list of historical commands are performed. There are two major editing modes, one with
emacs-like key bindings and another with vi-like key bindings. By default emacs mode is
enabled, but vi(1) mode can alternatively be selected via the user's configuration file. This file
can also be used to change the bindings of individual keys to suit the user's preferences. By
default, tab completion is provided. If the application hasn't reconfigured this to complete
other types of symbols, then tab completion completes file names.

In the rest of this man page, and also in all tecla configuration files, key sequences are
expressed as follows.

~AorC-a  Thisisa' CONTROL-A/, entered by pressing the CONTROL key at the same
time as the 'A'key.

\E or M- In key sequences, both of these notations can be entered either by pressing the
ESCAPE key, then the following key, or by pressing the META key at the same
time as the following key. Thus the key sequence M- p can be typed in two ways,
by pressing the ESCAPE key, followed by pressing 'P', or by pressing the META
key at the same time as 'P".

up This refers to the up-arrow key.
down This refers to the down-arrow key.
left This refers to the left-arrow key.
right This refers to the right-arrow key.
a This is just a normal ‘A" key.

By default, tecla looks for a file called . teclarc in your home directory (ie. ~/ . teclarc). If it
finds this file, it reads it, interpreting each line as defining a new key binding or an editing
configuration option. Since the emacs key-bindings are installed by default, if you want to use
the non-default vi editing mode, the most important item to go in this file is the following
line:

edit-mode vi

This will re-configure the default bindings for vi-mode. The complete set of arguments that
this command accepts are:

vi Install key bindings like those of the vi editor.
emacs  Install key bindings like those of the emacs editor. This is the default.

none Use just the native line editing facilities provided by the terminal driver.
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To prevent the terminal bell from being rung, such as when an unrecognized
control-sequence is typed, place the following line in the configuration file:

nobeep

An example of a key binding line in the configuration file is the following.

bind M-[2~ insert-mode

On many keyboards, the above key sequence is generated when one presses the insert key, so
with this key binding, one can toggle between the emacs-mode insert and overwrite modes by
hitting one key. One could also do it by typing out the above sequence of characters one by
one. As explained above, the M- part of this sequence can be typed either by pressing the
ESCAPE key before the following key, or by pressing the META key at the same time as the
following key. Thus if you had set the above key binding, and the insert key on your keyboard
didn't generate the above key sequence, you could still type it in either of the following 2 ways.

1. Hit the ESCAPE key momentarily, then press '[', then 2', then finally '~'".
2. Pressthe META key at the same time as pressing the '[' key, then press '2', then '~".

If you set a key binding for a key sequence that is already bound to a function, the new binding
overrides the old one. If in the new binding you omit the name of the new function to bind to
the key sequence, the original binding becomes undefined.

Starting with versions of libtecla later than 1.3.3 it is now possible to bind key sequences that
begin with a printable character. Previously key sequences were required to start with a
CONTROL or META character.

Note that the special keywords "up", "down", "left", and "right" refer to the arrow keys, and are
thus not treated as key sequences. So, for example, to rebind the up and down arrow keys to
use the history search mechanism instead of the simple history recall method, you could place
the following in your configuration file:

bind up history-search-backwards
bind down history-search-backwards

To unbind an existing binding, you can do this with the bind command by omitting to name
any action to rebind the key sequence to. For example, by not specifying an action function,
the following command unbinds the default beginning-of-line action from the ~A key
sequence:

bind "~A

If you create a ~/ . teclarc configuration file, but it appears to have no effect on the program,
check the documentation of the program to see if the author chose a different name for this
file.
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With the default key bindings, pressing the TAB key (aka. ~I) results in tecla attempting to
complete the incomplete file name that precedes the cursor. Tecla searches backwards from
the cursor, looking for the start of the file name, stopping when it hits either a space or the start
of the line. If more than one file has the specified prefix, then tecla completes the file name up
to the point at which the ambiguous matches start to differ, then lists the possible matches.

In addition to literally written file names, tecla can complete files that start with ~/ and ~user/
expressions and that contain $envvar expressions. In particular, if you hit TAB within an
incomplete ~user, expression, tecla will attempt to complete the username, listing any
ambiguous matches.

The completion binding is implemented using the cpl_complete_word() function, which is
also available separately to users of this library. See the cpl_complete_word(3TECLA) man
page for more details.

With the default key bindings, pressing ~X* causes tecla to expand the file name that precedes
the cursor, replacing ~/ and ~user/ expressions with the corresponding home directories, and
replacing $envvar expressions with the value of the specified environment variable, then if
there are any wildcards, replacing the so far expanded file name with a space-separated list of
the files which match the wild cards.

The expansion binding is implemented using the ef_expand_file() function. See the
ef_expand_file(3TECLA) man page for more details.

Every time that a new line is entered by the user, it is appended to a list of historical input lines
maintained within the GetLine resource object. You can traverse up and down this list using
the up and down arrow keys. Alternatively, you can do the same with the ~P, and "N keys, and
in vi command mode you can alternatively use the k and j characters. Thus pressing up-arrow
once, replaces the current input line with the previously entered line. Pressing up-arrow again,
replaces this with the line that was entered before it, etc.. Having gone back one or more lines
into the history list, one can return to newer lines by pressing down-arrow one or more times.
If you do this sufficient times, you will return to the original line that you were entering when
you first hit up-arrow.

Note that in vi mode, all of the history recall functions switch the library into command
mode.

In emacs mode the M-p and M- n keys work just like the ~P and ~N keys, except that they skip all
but those historical lines which share the prefix that precedes the cursor. In vi command
mode the upper case 'K'and T characters do the same thing, except that the string that they
search for includes the character under the cursor as well as what precedes it.

Thus for example, suppose that you were in emacs mode, and you had just entered the
following list of commands in the order shown:
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History Files

International Character
Sets

1s ~/tecla/

cd ~/tecla

1s -1 getline.c

emacs ~/tecla/getline.c

If you next typed:

1s

and then hit M- p, then rather than returning the previously typed emacs line, which doesn't
start with "Is", tecla would recall the "Is -1 getline.c" line. Pressing M- p again would recall the "Is
~/tecla/" line.

Note that if the string that you are searching for, contains any of the special characters, *, ?, or '
[, then it is interpretted as a pattern to be matched. Thus, cotinuing with the above example,
after typing in the list of commands shown, if you then typed:

*tecla*

and hit M-p, then the "emacs ~/tecla/getline.c" line would be recalled first, since it contains the
word tecla somewhere in the line, Similarly, hitting M- p again, would recall the "ls ~/tecla/"
line, and hitting it once more would recall the "Is ~/tecla/" line. The pattern syntax is the same
as that described for file name expansion, in the ef expand file(3TECLA).

Authors of programs that use the tecla library have the option of saving historical
command-lines in a file before exiting, and subsequently reading them back in from this file
when the program is next started. There is no standard name for this file, since it makes sense
for each application to use its own history file, so that commands from different applications
don't get mixed up.

Since libtecla version 1.4.0, tecla has been 8-bit clean. This means that all 8-bit characters
that are printable in the user's current locale are now displayed verbatim and included in the
returned input line. Assuming that the calling program correctly contains a call like the
following,

setlocale(LC_CTYPE, ");

then the current locale is determined by the first of the environment variables LC_CTYPE,

LC ALL, and LANG, that is found to contain a valid locale name. If none of these variables are
defined, or the program neglects to call setlocale, then the default C locale is used, which is
US 7-bit ASCII. On most unix-like platforms, you can get a list of valid locales by typing the
command:

locale -a
at the shell prompt.

Meta Keys and Locales
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Beware that in most locales other than the default Clocale, META characters become
printable, and they are then no longer considered to match M- c style key bindings. This allows
international characters to be entered with the compose key without unexpectedly triggering
META key bindings. You can still invoke META bindings, since there are actually two ways to
do this. For example the binding M- ¢ can also be invoked by pressing the ESCAPE key
momentarily, then pressing the ¢ key, and this will work regardless of locale. Moreover, many
modern terminal emulators, such as gnome's gnome-terminal's and KDE's konsole terminals,
already generate escape pairs like this when you use the META key, rather than a real meta
character, and other emulators usually have a way to request this behavior, so you can
continue to use the META key on most systems.

For example, although xterm terminal emulators generate real 8-bit meta characters by default
when you use the MET A key, they can be configured to output the equivalent escape pair by
setting their EightBitInput X resource to False. You can either do this by placing a line like
the following in your ~/ . Xdefaults file,

XTerm*EightBitInput: False

or by starting an xterm with an -xrm *EightBitInput: False' command-line argument. In
recent versions of xterm you can toggle this feature on and off with the 'Meta Sends Escape'
option in the menu that is displayed when you press the left mouse button and the CONTROL
key within an xterm window. In CDE, dtterms can be similarly coerced to generate escape
pairs in place of meta characters, by setting the Dtterm*KshMode resource to True.

Entering International Characters

If you don't have a keyboard that generates all of the international characters that you need,
there is usually a compose key that will allow you to enter special characters, or a way to create
one. For example, under X windows on unix-like systems, if your keyboard doesn't have a
compose key, you can designate a redundant key to serve this purpose with the xmodmap
command. For example, on many PC keyboards there is a microsoft-windows key, which is
otherwise useless under Linux. On a laptop, for example, the xev program might report that
pressing this key generates keycode 115. To turn this key into a COMPOSE key, do the
following:

xmodmap -e 'keycode 115 = Multi key’
Type this key followed by a " character to enter an T with a umlaut over it.

The following is a list of the editing functions provided by the tecla library. The names in the
leftmost column of the list can be used in configuration files to specify which function a given
key or combination of keys should invoke. They are also used in the next two sections to list
the default key bindings in emacs and vi modes.

user-interrupt Send a SIGINT signal to the parent process.

suspend Suspend the parent process.
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stop-output
start-output

literal-next

cursor-right
cursor-left
insert-mode
beginning-of-line
end-of-line
delete-line
kill-line
backward-kill-line

forward-word

forward-to-word

backward-word

goto-column

find-parenthesis

forward-delete-char
backward-delete-char

list-or-eof

del-char-or-list-or-eof

Standards, Environments, and Macros

Pause terminal output.
Resume paused terminal output.

Arrange for the next character to be treated as a normal
character. This allows control characters to be entered.

Move the cursor one character right.

Move the cursor one character left.

Toggle between insert mode and overwrite mode.
Move the cursor to the beginning of the line.
Move the cursor to the end of the line.

Delete the contents of the current line.

Delete everything that follows the cursor.

Delete all characters between the cursor and the start of the
line.

Move to the end of the word which follows the cursor.

Move the cursor to the start of the word that follows the
cursor.

Move to the start of the word which precedes the cursor.

Move the cursor to the 1-relative column in the line specified
by any preceding digit-argument sequences (see Entering
Repeat Counts below).

If the cursor is currently over a parenthesis character, move it
to the matching parenthesis character. If not over a
parenthesis character move right to the next close
parenthesis.

Delete the character under the cursor.
Delete the character which precedes the cursor.

This is intended for binding to ~D. When invoked when the
cursor is within the line it displays all possible completions
then redisplays the line unchanged. When invoked on an
empty line, it signals end-of-input (EOF) to the caller of

gl get line().

This is intended for binding to ~D. When invoked when the
cursor is within the line it invokes forward-delete-char.
When invoked at the end of the line it displays all possible
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forward-delete-word
backward-delete-word

upcase-word

downcase-word

capitalize-word

change-case

redisplay
clear-screen

transpose-chars

set-mark

exchange-point-and-mark

kill-region

copy-region-as-kill

yank

append-yank
up-history

down-history

history-search-backward
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completions then redisplays the line unchanged. When
invoked on an empty line, it signals end-of-input (EOF) to
the caller of g1_get line().

Delete the word which follows the cursor.
Delete the word which precedes the cursor.

Convert all of the characters of the word which follows the
cursor, to upper case.

Convert all of the characters of the word which follows the
cursor, to lower case.

Capitalize the word which follows the cursor.

If the next character is upper case, toggle it to lower case and
vice versa.

Redisplay the line.
Clear the terminal, then redisplay the current line.

Swap the character under the cursor with the character just
before the cursor.

Set a mark at the position of the cursor.

Move the cursor to the last mark that was set, and move the
mark to where the cursor used to be.

Delete the characters that lie between the last mark that was
set, and the cursor.

Copy the text between the mark and the cursor to the cut
buffer, without deleting the original text.

Insert the text that was last deleted, just before the current
position of the cursor.

Paste the current contents of the cut buffer, after the cursor.

Recall the next oldest line that was entered. Note thatin vi
mode you are left in command mode.

Recall the next most recent line that was entered. If no history
recall session is currently active, the next line from a previous
recall session is recalled. Note that in vi mode you are left in
command mode.

Recall the next oldest line who's prefix matches the string
which currently precedes the cursor (in vi command-mode
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history-search-forward

history-re-search-backward

history-re-search-forward

complete-word

expand-filename

list-glob

list-history

read-from-file

read-init-files

beginning-of-history

end-of-history

Standards, Environments, and Macros

the character under the cursor is also included in the search
string). Note that in vi mode you are left in command mode.

Recall the next newest line who's prefix matches the string
which currently precedes the cursor (in vi command-mode
the character under the cursor is also included in the search
string). Note that in vi mode you are left in command mode.

Recall the next oldest line who's prefix matches that
established by the last invocation of either
history-search-forward or history-search-backward.

Recall the next newest line who's prefix matches that
established by the last invocation of either
history-search-forward or history-search-backward.

Attempt to complete the incomplete word which precedes
the cursor. Unless the host program has customized word
completion, file name completion is attempted. In vi
commmand mode the character under the cursor is also
included in the word being completed, and you are left in vi
insert mode.

Within the command line, expand wild cards, tilde
expressions and dollar expressions in the file name which
immediately precedes the cursor. In vi commmand mode
the character under the cursor is also included in the file
name being expanded, and you are left in vi insert mode.

List any file names which match the wild-card, tilde and
dollar expressions in the file name which immediately
precedes the cursor, then redraw the input line unchanged.

Display the contents of the history list for the current history
group. If a repeat count of > 1 is specified, only that many of
the most recent lines are displayed. See the Entering Repeat
Counts section.

Temporarily switch to reading input from the file who's name
precedes the cursor.

Re-read teclarc configuration files.

Move to the oldest line in the history list. Note that in vi
mode you are left in command mode.

Move to the newest line in the history list (ie. the current
line). Note that in vi mode this leaves you in command
mode.
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digit-argument

newline

repeat-history

ring-bell

forward-copy-char

backward-copy-char
forward-copy-word
backward-copy-word

forward-find-char

backward-find-char

forward-to-char

backward-to-char

repeat-find-char

invert-refind-char
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Enter a repeat count for the next key binding function. For
details, see the Entering Repeat Counts section.

Terminate and return the current contents of the line, after
appending a newline character. The newline character is
normally \n', but will be the first character of the key
sequence that invoked the newline action, if this happens to
be a printable character. If the action was invoked by the \n'
newline character or the '\r' carriage return character, the line
is appended to the history buffer.

Return the line that is being edited, then arrange for the next
most recent entry in the history buffer to be recalled when
tecla is next called. Repeatedly invoking this action causes
successive historical input lines to be re-executed. Note that
this action is equivalent to the '‘Operate' action in ksh.

Ring the terminal bell, unless the bell has been silenced via
the nobeep configuration option (see The Tecla
Configuration File section).

Copy the next character into the cut buffer (NB. use repeat
counts to copy more than one).

Copy the previous character into the cut buffer.
Copy the next word into the cut buffer.
Copy the previous word into the cut buffer.

Move the cursor to the next occurrence of the next character
that you type.

Move the cursor to the last occurrence of the next character
that you type.

Move the cursor to the character just before the next
occurrence of the next character that the user types.

Move the cursor to the character just after the last occurrence
before the cursor of the next character that the user types.

Repeat the last backward-find-char, forward-find-char,
backward-to-char or forward-to-char.

Repeat the last backward-find-char, forward-find-char,
backward-to-char, or forward-to-char in the opposite
direction.
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delete-to-column

delete-to-parenthesis

forward-delete-find

backward-delete-find

forward-delete-to

backward-delete-to

delete-refind

delete-invert-refind

copy-to-column

copy-to-parenthesis

forward-copy-find

backward-copy-find

forward-copy-to

backward-copy-to

copy-refind

Standards, Environments, and Macros

Delete the characters from the cursor up to the column that is
specified by the repeat count.

Delete the characters from the cursor up to and including the
matching parenthesis, or next close parenthesis.

Delete the characters from the cursor up to and including the
following occurence of the next character typed.

Delete the characters from the cursor up to and including the
preceding occurence of the next character typed.

Delete the characters from the cursor up to, but not
including, the following occurence of the next character
typed.

Delete the characters from the cursor up to, but not
including, the preceding occurence of the next character
typed.

Repeat the last *-delete-find or *-delete-to action.

Repeat the last *-delete-find or *-delete-to action, in the
opposite direction.

Copy the characters from the cursor up to the column that is
specified by the repeat count, into the cut buffer.

Copy the characters from the cursor up to and including the

matching parenthesis, or next close parenthesis, into the cut
buffer.

Copy the characters from the cursor up to and including the

following occurence of the next character typed, into the cut
buffer.

Copy the characters from the cursor up to and including the
preceding occurence of the next character typed, into the cut
buffer.

Copy the characters from the cursor up to, but not including,
the following occurence of the next character typed, into the
cut buffer.

Copy the characters from the cursor up to, but not including,
the preceding occurence of the next character typed, into the
cut buffer.

Repeat the last *-copy-find or *-copy-to action.
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copy-invert-refind

vi-mode
emacs-mode
vi-insert
vi-overwrite

vi-insert-at-bol

vi-append-at-eol

vi-append

vi-replace-char

vi-forward-change-char

vi-backward-change-char

vi-forward-change-word

vi-backward-change-word

vi-change-rest-of-line

vi-change-line

vi-change-to-bol

vi-change-to-column

vi-change-to-parenthesis
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Repeat the last *-copy-find or *-copy-to action, in the
opposite direction.

Switch to vi mode from emacs mode.

Switch to emacs mode from vi mode.

From vi command mode, switch to insert mode.
From vi command mode, switch to overwrite mode.

From vi command mode, move the cursor to the start of the
line and switch to insert mode.

From vi command mode, move the cursor to the end of the
line and switch to append mode.

From vi command mode, move the cursor one position
right, and switch to insert mode.

From vi command mode, replace the character under the
cursor with the next character entered.

From vi command mode, delete the next character then
enter insert mode.

From vi command mode, delete the preceding character then
enter insert mode.

From vi command mode, delete the next word then enter
insert mode.

From vi command mode, delete the preceding word then
enter insert mode.

From vi command mode, delete from the cursor to the end
of the line, then enter insert mode.

From vi command mode, delete the current line, then enter
insert mode.

From vi command mode, delete all characters between the
cursor and the beginning of the line, then enter insert mode.

From vi command mode, delete the characters from the
cursor up to the column that is specified by the repeat count,
then enter insert mode.

Delete the characters from the cursor up to and including the
matching parenthesis, or next close parenthesis, then enter
vi insert mode.
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Default Key Bindings In
emacs Mode

vi-forward-change-find From vi command mode, delete the characters from the
cursor up to and including the following occurence of the
next character typed, then enter insert mode.

vi-backward-change-find From vi command mode, delete the characters from the
cursor up to and including the preceding occurence of the
next character typed, then enter insert mode.

vi-forward-change-to From vi command mode, delete the characters from the
cursor up to, but not including, the following occurence of
the next character typed, then enter insert mode.

vi-backward-change-to From vi command mode, delete the characters from the
cursor up to, but not including, the preceding occurence of
the next character typed, then enter insert mode.

vi-change-refind Repeat the last vi-*-change-find or vi-*-change-to action.

vi-change-invert-refind Repeat the last vi-*-change-find or vi-*-change-to action, in
the opposite direction.

vi-undo In vi mode, undo the last editing operation.
vi-repeat-change In vi command mode, repeat the last command that
modified the line.

The following default key bindings, which can be overriden by the tecla configuration file, are
designed to mimic most of the bindings of the unix tcsh shell shell, when it is in emacs
editing mode.

This is the default editing mode of the tecla library.

Under UNIX the terminal driver sets a number of special keys for certain functions. The tecla
library attempts to use the same key bindings to maintain consistency. The key sequences
shown for the following 6 bindings are thus just examples of what they will probably be set to.
If you have used the stty command to change these keys, then the default bindings should
match.

~C user-interrupt

~“\literal> abort

~Z suspend

~Q start-output
~S stop-output
~V literal-next
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The cursor keys are refered to by name, as follows. This is necessary because different types of
terminals generate different key sequences when their cursor keys are pressed.

right  cursor-right
left cursor-left
up up-history
down  down-history

The remaining bindings don't depend on the terminal setttings.

~F cursor-right

~B cursor-left

M-1i insert-mode

~A beginning-of-line

~E end-of-line

~U delete-line

~K kill-line

M- f forward-word

M-b backward-word

~D del-char-or-list-or-eof
~H backward-delete-char
~? backward-delete-char
M-d forward-delete-word
M-"H backward-delete-word
M-~? backward-delete-word
M-u upcase-word

M-1 downcase-word

M-c capitalize-word

~R redisplay

~L clear-screen

T transpose-chars

~e set-mark
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Default Key Bindingsin
viMode

XX exchange-point-and-mark
W kill-region

M-w copy-region-as-kill

~Y yank

~P up-history

~N down-history

M-p history-search-backward
M-n history-search-forward
~I complete-word

AXK expand-filename

~XF read-from-file

~X"R read-init-files

~Xg list-glob

~Xh list-history

M-< beginning-of-history
M-> end-of-history

\n newline

\r newline

M-o repeat-history

M-~V vi-mode

M-0, M-1, ... M-9  digit-argument (see below)

Note that ~I is what the TAB key generates, and that ~@ can be generated not only by pressing
the CONTROL key and the @ key simultaneously, but also by pressing the CONTROL key
and the space bar at the same time.

The following default key bindings are designed to mimic the vi style of editing as closely as
possible. This means that very few editing functions are provided in the initial character input
mode, editing functions instead being provided by the vi command mode. The vi command
mode is entered whenever the ESCAPE character is pressed, or whenever a key sequence that
starts with a meta character is entered. In addition to mimicing vi, libtecla provides
bindings for tab completion, wild-card expansion of file names, and historical line recall.
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To learn how to tell the tecla library to use vi mode instead of the default emacs editing mode,
see the earlier section entitled The Tecla Configuration File.

Under UNIX the terminal driver sets a number of special keys for certain functions. The tecla
library attempts to use the same key bindings to maintain consistency, binding them both in
input mode and in command mode. The key sequences shown for the following 6 bindings are
thus just examples of what they will probably be set to. If you have used the stty command to
change these keys, then the default bindings should match.

~C user-interrupt
~\ abort

~Z suspend

~Q start-output
~S stop-output
~V literal-next
M-~C user-interrupt

M-"\literal> abort

M-~Z suspend
M-"Q start-output
M-~S stop-output

Note that above, most of the bindings are defined twice, once as a raw control code like ~C and
then a second time as a MET A character like M-~C. The former is the binding for vi input
mode, whereas the latter is the binding for vi command mode. Once in command mode all
key sequences that the user types that they don't explicitly start with an ESCAPE ora META
key, have their first key secretly converted to a META character before the key sequence is
looked up in the key binding table. Thus, once in command mode, when you type the letter i,
for example, the tecla library actually looks up the binding for M-1i.

The cursor keys are refered to by name, as follows. This is necessary because different types of
terminals generate different key sequences when their cursor keys are pressed.

right  cursor-right

left cursor-left
up up-history
down down-history
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The cursor keys normally generate a key sequence that start with an ESCAPE character, so
beware that using the arrow keys will put you into command mode (if you aren't already in
command mode).

The following are the terminal-independent key bindings for vi input mode.

~D list-or-eof

~G list-glob

~H backward-delete-char
~1 complete-word

\r newline

\n newline

~L clear-screen

~N down-history

~P up-history

~R redisplay

~U backward-kill-line

W backward-delete-word
AXK expand-filename

~X~F read-from-file
~X~R read-init-files

~? backward-delete-char

The following are the key bindings that are defined in vi command mode, this being specified
by them all starting with a META character. As mentioned above, once in command mode the
initial meta character is optional. For example, you might enter command mode by typing
ESCAPE, and then press 'H' twice to move the cursor two positions to the left. Both 'H'
characters get quietly converted to M-h before being compared to the key binding table, the
first one because ESCAPE followed by a character is always converted to the equivalent META
character, and the second because command mode was already active.

M-\ cursor-right (META-space)
M-$ end-of-line

M-* expand-filename

M-+ down-history
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M-<

M->

M-a

M-A

M-b

M-B

M-C

M-cb
M-cB
M-cc
M-ce
M-cE
M-cw
M-cW
M-cF
M-cf
M-cT
M-ct
M-c;
M-c,

M-ch

up-history
beginning-of-history
end-of-history
beginning-of-line
repeat-find-char
invert-refind-char
goto-column
change-case
vi-repeat-change
find-parenthesis
vi-append
vi-append-at-eol
backward-word
backward-word
vi-change-rest-of-line
vi-backward-change-word
vi-backward-change-word
vi-change-line
vi-forward-change-word
vi-forward-change-word
vi-forward-change-word
vi-forward-change-word
vi-backward-change-find
vi-forward-change-find
vi-backward-change-to
vi-forward-change-to
vi-change-refind
vi-change-invert-refind

vi-backward-change-char
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M-c™H vi-backward-change-char
M-c~? vi-backward-change-char
M-cl vi-forward-change-char
M-c\ vi-forward-change-char (META-c-space)
M-c” vi-change-to-bol

M-c0 vi-change-to-bol

M-c$ vi-change-rest-of-line
M-c| vi-change-to-column
M-c% vi-change-to-parenthesis
M-dh backward-delete-char
M-d~H backward-delete-char
M-d~? backward-delete-char
M-dl forward-delete-char

M-d forward-delete-char (META-d-space)
M-dd delete-line

M-db backward-delete-word
M-dB backward-delete-word
M-de forward-delete-word
M-dE forward-delete-word
M-dw forward-delete-word
M-dw forward-delete-word
M-dF backward-delete-find
M-df forward-delete-find

M-dT backward-delete-to

M-dt forward-delete-to

M-d; delete-refind

M-d, delete-invert-refind

M-d~ backward-kill-line

M-do backward-kill-line
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M-d$
M-D
M-d|
M-d%
M-e
M-E
M-f

M-F

M-h
M-H
M-1i
M-I
M-j
M-J
M-k
M-K
M-1
M-L
M-n
M-N
M-p
M-P
M-r
M-R
M-s
M-S
M-t

M-T

kill-line

kill-line
delete-to-column
delete-to-parenthesis
forward-word
forward-word
forward-find-char
backward-find-char
up-history

cursor-left
beginning-of-history
vi-insert

vi-insert-at-bol
down-history
history-search-forward
up-history
history-search-backward
cursor-right
end-of-history
history-re-search-forward
history-re-search-backward
append-yank

yank

vi-replace-char
vi-overwrite
vi-forward-change-char
vi-change-line
forward-to-char

backward-to-char
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M-u vi-undo

M-w forward-to-word

M-W forward-to-word

M-x forward-delete-char
M-X backward-delete-char
M-yh backward-copy-char
M-y~H backward-copy-char
M-y~? backward-copy-char
M-yl forward-copy-char
M-y\ forward-copy-char (META-y-space)
M-ye forward-copy-word
M-yE forward-copy-word
M-yw forward-copy-word
M-yW forward-copy-word
M-yb backward-copy-word
M-yB backward-copy-word
M-yf forward-copy-find
M-yF backward-copy-find
M-yt forward-copy-to
M-yT backward-copy-to
M-y; copy-refind

M-y, copy-invert-refind
M-y~ copy-to-bol

M-y0 copy-to-bol

M-y$ copy-rest-of-line
M-yy copy-line

M-Y copy-line

M-y | copy-to-column

M-y copy-to-parenthesis
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M-~E emacs-mode
M-"H cursor-left
M-"? cursor-left
M-~L clear-screen
M-~N down-history
M-~P up-history
M-~R redisplay

M-~D list-or-eof
M-~I complete-word
M-\r newline

M-\n newline
M-~X~R read-init-files
M-~Xh list-history
M-0, M-1, ... M-9  digit-argument (see below)

Note that ~I is what the TAB key generates.

Many of the key binding functions described previously, take an optional count, typed in
before the target key sequence. This is interpreted as a repeat count by most bindings. A
notable exception is the goto-column binding, which interprets the count as a column
number.

By default you can specify this count argument by pressing the META key while typing in the
numeric count. This relies on the digit-argument action being bound to ' META-0', META-1'
etc. Once any one of these bindings has been activated, you can optionally take your finger off
the MET A key to type in the rest of the number, since every numeric digit thereafter is treated
as part of the number, unless it is preceded by the literal-next binding. As soon as a non-digit,
or literal digit key is pressed the repeat count is terminated and either causes the just typed
character to be added to the line that many times, or causes the next key binding function to be
given that argument.

For example, in emacs mode, typing:

M-12a

causes the letter 'a' to be added to the line 12 times, whereas

M-4M-c

Capitalizes the next 4 words.
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In vi command mode the meta modifier is automatically added to all characters typed in, so to
enter a count in vi command-mode, just involves typing in the number, just as it does in the
vi editor itself. So for example, in vi command mode, typing:

4w2x
moves the cursor four words to the right, then deletes two characters.

You can also bind digit-argument to other key sequences. If these end in a numeric digit, that
digit gets appended to the current repeat count. If it doesn't end in a numeric digit, a new
repeat count is started with a value of zero, and can be completed by typing in the number,
after letting go of the key which triggered the digit-argument action.

/usr/lib/libtecla.so The tecla library
/usr/include/libtecla.h The tecla header file

~/.teclarc The personal tecla customization file

See attributes(5) for descriptions of the following attributes:

ATTRIBUTETYPE ATTRIBUTE VALUE

Availability library/libtecla

Interface Stability Committed

vi(1), cpl_complete word(3TECLA),ef expand file(3TECLA),gl get line(3TECLA),
gl _io mode(3TECLA), libtecla(3LIB), pca_lookup file(3TECLA),attributes(5)
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term - conventional names for terminals

Terminal names are maintained as part of the shell environment in the environment variable
TERM. See sh(1), profile(4), and environ(5). These names are used by certain commands
(for example, tabs, tput, and vi) and certain functions (for example, see curses(3CURSES)).

Files under /usr/share/1lib/terminfo are used to name terminals and describe their
capabilities. These files are in the format described in terminfo(4). Entries in terminfo source
files consist of a number of comma-separated fields. To print a description of a terminal term,
use the command infocmp - I term. See infocmp(1M). White space after each comma is
ignored. The first line of each terminal description in the terminfo database gives the names
by which terminfo knows the terminal, separated by bar (|) characters. The first name given
is the most common abbreviation for the terminal (this is the one to use to set the
environment variable TERMINFO in $HOME/ . profile; see profile(4)), the last name given
should be a long name fully identifying the terminal, and all others are understood as
synonyms for the terminal name. All names but the last should contain no blanks and must be
unique in the first 14 characters; the last name may contain blanks for readability.

Terminal names (except for the last, verbose entry) should be chosen using the following
conventions. The particular piece of hardware making up the terminal should have a root
name chosen, for example, for the AT&T 4425 terminal, att4425. This name should not
contain hyphens, except that synonyms may be chosen that do not conflict with other names.
Up to 8 characters, chosen from the set a through z and 0 through 9, make up a basic terminal
name. Names should generally be based on original vendors rather than local distributors. A
terminal acquired from one vendor should not have more than one distinct basic name.
Terminal sub-models, operational modes that the hardware can be in, or user preferences
should be indicated by appending a hyphen and an indicator of the mode. Thus, an AT&T
4425 terminal in 132 column mode is att4425—w. The following suffixes should be used where
possible:

Suffix Meaning Example

-w Wide mode (more than 80 att4425-w
columns)

—am With auto. margins (usually vt100—am
default)

—nam Without automatic margins vt100—nam

-n Number of lines on the screen aaa—60

—na No arrow keys (leave them in c100-na
local)

-np Number of pages of memory c100—4p

—-Iv Reverse video att4415-rv
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To avoid conflicts with the naming conventions used in describing the different modes of a
terminal (for example, -w), it is recommended that a terminal's root name not contain
hyphens. Further, it is good practice to make all terminal names used in the terminfo(4)
database unique. Terminal entries that are present only for inclusion in other entries via the
use= facilities should have a '+ in their name, as in 4415+n1.

Here are some of the known terminal names: (For a complete list, enter the command 1s -C

/usr/share/lib/terminfo/?).

2621,hp2621

2631

2631—c

2631-e
2640,hp2640
2645,hp2645

3270

33,tty33

35,tty35

37,tty37

4000a
4014,tek4014
40,tty40

43,tty43

4410,5410
4410—-nfk,5410-nfk
4410-nsl,5410—nsl
4410-w,5410—w
4410v1,5410v1
4410v1—w,5410v1—w
4415,5420
4415-nl,5420-nl

4415-1v,5420-1v

Hewlett-Packard 2621 series

Hewlett-Packard 2631 line printer
Hewlett-Packard 2631 line printer, compressed mode
Hewlett-Packard 2631 line printer, expanded mode
Hewlett-Packard 2640 series

Hewlett-Packard 2645 series

IBM Model 3270

AT&T Teletype Model 33 KSR

AT&T Teletype Model 35 KSR

AT&T Teletype Model 37 KSR

Trendata 4000a

TEKTRONIX 4014

AT&T Teletype Dataspeed 40/2

AT&T Teletype Model 43 KSR

AT&T 4410/5410 in 80-column mode, version 2
AT&T 4410/5410 without function keys, version 1
AT&T 4410/5410 without pln defined

AT&T 4410/5410 in 132-column mode

AT&T 4410/5410 in 80-column mode, version 1
AT&T 4410/5410 in 132-column mode, version 1
AT&T 4415/5420 in 80-column mode

AT&T 4415/5420 without changing labels

AT&T 4415/5420 80 columns in reverse video
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4415-rv—nl,5420-rv—nl
4415-w,5420-w
4415-w—nl,5420—w—nl
4415-w—1v,5420—w—r1Vv
4418,5418
4418-w,5418—w

4420

4424

4424-2

4425,5425
4425—-fk,5425—fk
4425-nl1,5425-nl
4425-w,5425-w
4425—-w—fk,5425—w—tk
4425-nl-w,5425—nl-w
4426

450

450-12

500,att500

510,510a

513bct,att513

5320

5420_2

5420_2-w

5620,dmd
5620—24,dmd—24
5620-34,dmd—34
610,610bct

610-w,610bct—w

AT&T 4415/5420 reverse video without changing labels
AT&T 4415/5420 in 132-column mode

AT&T 4415/5420 in 132-column mode without changing labels
AT&T 4415/5420 132 columns in reverse video

AT&T 5418 in 80-column mode

AT&T 5418 in 132-column mode

AT&T Teletype Model 4420

AT&T Teletype Model 4424

AT&T Teletype Model 4424 in display function group ii
AT&T 4425/5425

AT&T 4425/5425 without function keys

AT&T 4425/5425 without changing labels in 80-column mode
AT&T 4425/5425 in 132-column mode

AT&T 4425/5425 without function keys in 132-column mode
AT&T 4425/5425 without changing labels in 132-column mode
AT&T Teletype Model 44265

DASI 450 (same as Diablo 1620)

DASI 450 in 12-pitch mode

AT&T-IS 500 terminal

AT&T 510/510a in 80-column mode

AT&T 513 bct terminal

AT&T 5320 hardcopy terminal

AT&T 5420 model 2 in 80-column mode

AT&T 5420 model 2 in 132-column mode

AT&T 5620 terminal 88 columns

AT&T Teletype Model DMD 5620 in a 24x80 layer

AT&T Teletype Model DMD 5620 in a 34x80 layer

AT&T 610 bet terminal in 80-column mode

AT&T 610 bct terminal in 132-column mode
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630,630MTG AT&T 630 Multi-Tasking Graphics terminal
7300,pc7300,unix_pc AT&T UNIX PC Model 7300

735,ti Texas Instruments TI735 and T1725

745 Texas Instruments T1745

dumb generic name for terminals that lack reverse line-feed and other

special escape sequences

hp Hewlett-Packard (same as 2645)

Ip generic name for a line printer

pt505 AT&T Personal Terminal 505 (22 lines)

pt505-24 AT&T Personal Terminal 505 (24-line mode)

sync generic name for synchronous Teletype Model 4540-compatible
terminals

Commands whose behavior depends on the type of terminal should accept arguments of the
form -Tterm where term is one of the names given above; if no such argument is present, such
commands should obtain the terminal type from the environment variable TERM, which, in
turn, should contain term.

X /usr/share/lib/terminfo/?/*  compiled terminal description database

Nl
bl
N
b=

sh(1), stty(1), tabs(1), tput(1), vi(1), infocmp(1M), curses(3CURSES), profile(4),
terminfo(4), environ(5)
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threads, pthreads - POSIX pthread I Solaris ZZ F2 &

cc -mt [ flag... 1 file... [ -lrt library... ]
#include <pthread.h>

cc —mt [ flag... 1 file... [ library... ]
#include <sched.h>

#include <thread.h>

POSIX Fll Solaris Z¢F£7E 1ibc(3LIB) H1E5 BA & HRYSEIL » XN SEEL AT & B e, H
THEEARILLHE AT E R — R FFR P - A POSIX LRFERIIE 1] 58 £ FIFF & POSIX
FEAERBE - POSIX Fll Solaris LR FE TR EAFRAIR, WG SR RGEEE - 1§55
DL MR R 4

K43 POSIX Fll Solaris 25 F& AL B AHNT R o POSIX FRELZ FREH “pthread” HiZR (5
SERERIN) o AU POSIX F11 Solaris PREH AL LRt G MHLIIEEE - @5, fH
{ELf") POSIX F1l Solaris PR £ S K5k H A1 AH ] -

POSIX pthread I Solaris Z¢F2HI AN [A] 2 A0AE T

POSIX S iy nl R 1B 4 o

POSIX £ FR4HE T i B0 8 1T G O B A SRR I N e 1k
POSIX pthread SCE [ £ FRHU -

POSIX pthread 5 il H 17 18 B 512

POSIX pthread L UF{# FH fork(2) VA UTE EEALEEFR 7 -
AR PEFIAREL AT Solaris £5 72 -

Solaris ZEfE SEI P iR L RE . HREASFRFHLL .

MM POSIX pthread I Solaris £ f% KT [ ELEL - 24 POSIX pthread B{ Solaris £¢f%
H A AT R ER I, B2 BORIEFRF () -

POSIX Solaris
pthread_create() thr_create()
pthread attr init() _
pthread attr setdetachstate() -
pthread attr getdetachstate() -
pthread attr setinheritsched() —
pthread_attr getinheritsched() —

pthread attr setschedparam() -
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pthread_attr getschedparam() -
pthread attr setschedpolicy() -
pthread attr getschedpolicy() -
pthread attr setscope() -
pthread attr getscope() -
pthread_attr setstackaddr() —
pthread attr getstackaddr() -
pthread attr setstacksize() -
pthread attr getstacksize() -
pthread attr getguardsize() -
pthread_attr setguardsize() —
pthread attr destroy() -

_ thr_min_stack()

SiRHA R T POSIX Solaris
pthread exit() thr exit()
pthread join() thr_join()

pthread detach() -

g%gg ERER POSIX Solaris
pthread key create() thr_keycreate()
pthread_setspecific() thr_setspecific()
pthread_getspecific() thr_getspecific()
pthread key delete() -

SESHEXNEY POSIX Solaris
pthread sigmask() thr sigsetmask()
pthread kill() thr kill()
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POSIX
pthread self()

pthread equal()

Solaris

thr self()

thr_main()

POSIX

pthread_setconcurrency()
pthread getconcurrency()
pthread setschedparam()
pthread setschedprio()

pthread _getschedparam()

Solaris

thr_yield()

thr_suspend()
thr_continue()
thr_setconcurrency()

thr getconcurrency()
thr_setprio()
thr_setprio()

thr_getprio()

POSIX
pthread cancel()
pthread_setcancelstate()
pthread setcanceltype()
pthread testcancel()
pthread cleanup pop()

pthread cleanup push()

Solaris

POSIX
pthread mutex init()
pthread mutexattr init()
pthread mutexattr setpshared()
pthread mutexattr getpshared()

pthread mutexattr setprotocol()

Solaris

mutex_init()
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pthread mutexattr _getprotocol()
pthread mutexattr setprioceiling()
pthread mutexattr getprioceiling()
pthread mutexattr settype()
pthread mutexattr gettype()
pthread _mutexattr_setrobust()
pthread mutexattr getrobust()
pthread mutexattr destroy()
pthread mutex setprioceiling()
pthread mutex getprioceiling()
pthread_mutex_lock()
pthread mutex trylock()
pthread mutex unlock()

pthread mutex destroy()

mutex_lock()
mutex trylock()
mutex unlock()

mutex_destroy()

POSIX Solaris
pthread cond init() cond _init()
pthread condattr init() —
pthread_condattr_setpshared() —
pthread condattr getpshared() -
pthread condattr destroy() -
pthread cond wait() cond wait()
pthread cond_ timedwait() cond_timedwait()
pthread_cond signal() cond_signal()
pthread cond broadcast() cond broadcast()
pthread cond destroy() cond destroy()
POSIX Solaris

pthread rwlock init()

rwlock init()
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pthread rwlock rdlock()
pthread rwlock tryrdlock()
pthread rwlock wrlock()
pthread rwlock trywrlock()
pthread rwlock unlock()
pthread_rwlock destroy()

pthread rwlockattr init()

pthread rwlockattr destroy()
pthread rwlockattr getpshared()

pthread rwlockattr setpshared()

rw_rdlock()
rw_tryrdlock()
rw_wrlock()
rw_trywrlock()

rw_unlock()

rwlock destroy()

POSIX Solaris
sem_init() sema_init()
sem_open() —
sem close() —
sem wait() sema wait()
sem_trywait() sema_trywait()
sem_post() sema_post()
sem_getvalue() —
sem_unlink() —
sem destroy() sema_destroy()
POSIX Solaris
pthread atfork() _
POSIX Solaris
pthread once() —
POSIX Solaris
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Solaris Z72
EEAES

A%
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— thr_stksegment()

SERIT BRI, BIEPILMIFFTABET 7ML - HTERE (kA
—itRE, AWRAZANEERE) A2 It E R REE. HITEERIEE A XTI (A
AR H R B M S U5 AR « SRS X = R S D AR R RS
[A] TR 2P - POSIX Fll Solaris #5CH 1 PURREIHLE] - BRCH - ARfFARHE B2
a/EAGME (MR EE. PEFERY) ULAES-

[l 5 % MR 2 RKBRRE AR R o Rl RORIREEOE , BIBUE R AR, Ik
PR o

WMREEBITF A fork(2), BE2FEzNAMH R EHIERALEN fork1(2) - YIEREEA R
A E R AL B B A, N AR 7 NAE TR fork () Z ATV
pthread atfork(3C) S H IKEGX L H 4 .

Solaris S 4§ DL T =Fft POSIX Vi & 3RS -
SCHED OTHER  fZ&i/ IR 3R o % RN EL T 73 (timesharing, TS) PAE 3

SCHED FIFO Fe NS A SRS o QRN I Je A - RRLAE L SR R JEE 1)
TR SR EHUTE B 50K - MR FEE T 55 (real-time, RT) 15
Ko PR A S HR A BH {PRIV_PROC_PRIOCNTL} A -

SCHED RR PEER AL RIS o« WA R L Ie g3t o AR SRS U FE i 2R R
TE ARG R WINT BRINEAAT o IH LTS T 5CHT (real-time, RT) W JEE
K. R A RS A B {PRIV_PROC_PRIOCNTL} #AY -

BR 7 iR POSIX 6 7€ H 1 B2 RIS LAYN . Solaris i 57 DL T 1 B2 S -
SCHED_IA R priocntl(2) HAMARRYSZ B.202E (IA) RIS 4 fe
SCHED FSS R4 priocnt1(2) FHATIRII A R 5SS (FSS) HRMS Ul [ 2674
SCHED FX FRAE priocnt1(2) FHAT IR R E E ML Se 5 (FSS) TR FE 40 2
WMk — 52 S R0 I B SR IS 2 SCHED OTHER.  BPET TS IFRE 20 01 o

TEL RN R H, UHHAMSAEM forkatl(2) iF K2 MR IR R ST R [E]
EINTR-

-mt G 1% e I 2 Gt 1 MR ER 2 SRR (RS - L2 —D_REENTRANT Gt iU 18 49
REFFRGUF R -
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B GRTHIBMIERHEE, 12 UL attributes(5) :

BERE BiE

MT 2251 MT-Safe - Fork 1-Safe

Yo
T
W
b=

crle(l)~ fork(2)~ priocntl(2)~ libpthread(3LIB)~ librt(3LIB)~ libthread(3LIB) - pthread atfo!
CHERERE e M EE4E Fel)
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trusted_extensions — Solaris Trusted Extensions

Solaris Trusted Extensions ¥X{-/& Solaris #1E & 5% (Solaris OS) F4F EAC'E - Solaris
Trusted Extensions ( FFR Trusted Extensions) NZAHUGI LA - HEAME &

5~ l:ﬂﬁl‘l]fﬂff:%dhu\&ﬂf%k.f*?@ LFRES o JXELHRASE TS % 40 51 22 42 1 (MLS)
g, DUERRIEFRZS X RRIREIE B - 5E THrARNE E 77 F$2H] (DAC)

JZ» Trusted Extensions S/ MLS %lﬂ%%gﬁfﬁﬂ\lﬁ (A% (MAC) ) — 7l -

ERETEOLUT > Trusted Extensions B2 55 FHIY o 128K AT LS FMRI ARIRK
labeld(1M) IR S5 EFAFIZER (HARERLE ) -

svc:/system/labeld:default

G R A TR Trusted Extensions ?)\ﬁ:gﬂﬁﬂ’ﬂm B HS LT R E R R
T/ - TEI B tabeld f5 - LTS |5 RS A BETE BSUBUH IS Trusted
Extensions X4

labeld(1M) -~ label encodings(4)~ labels(5)
(Trusted Extensions it & FlI& HH)
(Trusted Extensions F ' $51#)
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vgrindefs - vgrind's language definition data base

/usr/lib/vgrindefs

vgrindefs contains all language definitions for vgrind(1). Capabilities in vgrindefs are of
two types: Boolean capabilities which indicate that the language has some particular feature
and string capabilities which give a regular expression or keyword list. Entries may continue
onto multiple lines by giving a \ as the last character of a line. Lines starting with # are

comments.

The following table names and describes each capability.

Name Type Description

ab str Regular expression for the start of an alternate form comment

ae str Regular expression for the end of an alternate form comment

bb str Regular expression for the start of a block

be str Regular expression for the end of a lexical block

cb str Regular expression for the start of a comment

ce str Regular expression for the end of a comment

id str String giving characters other than letters and digits that may legally occur in
identifiers (default ‘_")

kw str A list of keywords separated by spaces

b str Regular expression for the start of a character constant

le str Regular expression for the end of a character constant

oc bool Present means upper and lower case are equivalent

pb str Regular expression for start of a procedure

pl bool Procedure definitions are constrained to the lexical level matched by the ‘px’
capability

pX str A match for this regular expression indicates that procedure definitions may occur
at the next lexical level. Useful for lisp-like languages in which procedure
definitions occur as subexpressions of defuns.

sb str Regular expression for the start of a string

se str Regular expression for the end of a string

tc str Use the named entry as a continuation of this one

tl bool Present means procedures are only defined at the top lexical level
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Regular Expressions

Keyword List

BR]|

vgrindefs uses regular expressions similar to those of ex(1) and lex(1). The characters ‘', °§/,
“',and ‘\'are reserved characters and must be ‘quoted’ with a preceding \ if they are to be
included as normal characters. The metasymbols and their meanings are:

$ The end of aline

~ The beginning of a line

\d A delimiter (space, tab, newline, start of line)
\a  Matches any string of symbols (like ‘.*' in lex)

\p  Matches any identifier. In a procedure definition (the ‘pb’ capability) the string that
matches this symbol is used as the procedure name.

() Grouping
| Alternation
? Last item is optional

\e  Preceding any string means that the string will not match an input string if the input
string is preceded by an escape character (\). This is typically used for languages (like C)
that can include the string delimiter in a string by escaping it.

Unlike other regular expressions in the system, these match words and not characters. Hence
something like ‘(tramp|steamer)flies?’ would match ‘tramp’, ‘steamer’, ‘trampflies’, or
‘steamerflies'. Contrary to some forms of regular expressions, vgrindef alternation binds very
tightly. Grouping parentheses are likely to be necessary in expressions involving alternation.

The keyword list is just a list of keywords in the language separated by spaces. If the ‘oc'
boolean is specified, indicating that upper and lower case are equivalent, then all the keywords
should be specified in lower case.

&#l1  Asample program.
The following entry, which describes the C language, is typical of a language entry.

C|c|the C programming language:\
:pb="\d?*?\d?\p\d? (\a?\) (\d|{) :bb={:be=}:cb=/*:ce=*/:sb=":se=\e":\
ile=\e':tl:\

:kw=asm auto break case char continue default do double else enum\
extern float for fortran goto if int long register return short\
sizeof static struct switch typedef union unsigned void while #define\
#else #endif #if #ifdef #ifndef #include #undef # define endif\

ifdef ifndef include undef defined:

Note that the first field is just the language name (and any variants of it). Thus the C language
could be specified to vgrind(1) as ‘c' or ‘C..
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/usr/lib/vgrindefs  file containing vgrind descriptions

ex(1), lex(1), troff(1), vgrind(1)
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Common Information
Model (CIM)

WBEM Tools and
Services

Solaris WBEM Services

wbem - Web-Based Enterprise Management

Web-Based Enterprise Management (WBEM) is a set of management and Internet-related
technologies intended to unify the management of enterprise computing environments.
Developed by the Distributed Management Task Force (DMTF), WBEM enables
organizations to deliver an integrated set of standards-based management tools that support
and promote World Wide Web technology. The DMTF has developed a set of standards that
make up WBEM. This set of standards includes:

CIM is an object-oriented data model that describes the overall management of information
in an enterprise network environment. CIM consists of a CIM specification and a CIM
schema:

CIM Specification ~ Consists of the language and methodology that describes management
data.

CIM Schema Provides actual model descriptions of systems, applications, large area
networks, and devices. The CIM Schema enables applications from
different developers on different platforms to describe management
data in a standard format. As a result, a variety of management
applications can share this information.

CIM Operations Over HyperText Transport Protocol (HTTP) 1.1 is a transport mechanism
that maps CIM operations to HTTP to allow implementations of CIM to interoperate in an
open, standardized manner.

CIM Operations Over HTTP 1.1 uses eXtensible Markup Language (XML), which is a
markup language that represents management information in textual form.

In addition to the XML representation, CIM information is also represented textually by the
managed object format (MOF). These MOF representations are typically stored as text files
that developers compile into a CIM Object Manager.

Tools and services that enable developers to create and Services management applications and
instrumentation that manage heterogeneous computer environments include:

= Solaris WBEM Services
= Solaris WBEM Software Development Kit (SDK)

These services consist of a set of value-added Services components. These services make it
easier for developers to create management applications that run in the Solaris operating
environment. They also make the Solaris operating environment easier to manage. Solaris
WBEM Services consists of:

= CIM Object Manager, CIM Repository, and MOF Compiler
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Solaris WBEM SDK

562

CIM and Solaris Schema, which is an extension schema of CIM. CIM and Solaris Schema
is a collection of CIM classes that describe managed elements in the Solaris operating
environment. These classes are available from the CIM Object Manager at start up.

Solaris Providers, which are programs that communicate information between the Solaris
operating environment and the CIM Object Manager (providers get and set dynamic
information about managed elements, acting as an intermediary between the CIM Object
Manager and the managed elements).

Solaris software providers have been developed for a variety of areas: users, roles, file
systems, and network configuration, for example. A remote provider is also available to
distribute agents away from the CIM Object Manager when required. Because of the
incremental development capabilities of the WBEM instrumentation framework,
developers can progressively and consistently add more providers for additional Solaris
software services.

SNMP Adapter for WBEM, which enables Simple Network Management Protocol
(SNMP) management applications to access system management information that is
provided by Solaris WBEM Services. Used with the Solstice Enterprise Agent (SEA)
Master Agent snmpdx(1M), the SNMP Adapter for WBEM maps SNMP requests into
equivalent WBEM Common Information Model (CIM) properties or instances.

The SNMP Adapter for WBEM also remaps the response from the CIM Object Manager
into an SNMP response, which is returned to the management application.

A mapping file contains the corresponding Object Identifier (OID), class name, property
name, and Abstract Syntax Notation One (ASN.1) type for each object. Developers can
create their own mapping files.

SNMP Provider, which enables WBEM services to deliver SNMP information.

The Solaris WBEM SDK is a set of application programming interfaces (APIs) that contain the
components necessary to write management applications. These applications communicate
with WBEM-enabled management devices by using XML and HTTP communication
standards.

Solaris WBEM applications request information or services from the Common Information
Model (CIM) Object Manager through the WBEM APIs. These APIs represent CIM objects as
Java classes. The APIs are used to describe managed objects and to retrieve information about
managed objects in a system environment. The advantage of modeling managed resources by
using CIM is that those objects can be shared across any system that is CIM-compliant.

For more information on the Solaris WBEM SDK, see the Solaris WBEM Developer's Guide.
The Solaris WBEM API documentation is available in Javadoc format with the Solaris OS
installation at /usr/sadm/1lib/wbem/doc/index.html.
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Compeatibility of Solaris ~ Adapters and converters enable Solaris WBEM Services of Solaris to work compatibly with

WBEM Services with
Existing Protocols

existing protocols by mapping WBEM information to these protocols. One such protocol is
Simple Network Management Protocol (SNMP).

Legacy management applications can administer WBEM-enabled software in the Solaris
operating environment. Developers can write agents or providers that convert information
from these protocols to WBEM, and they can write adapters that convert WBEM information

into these protocols.

B See attributes(5) for descriptions of the following attributes:
ATTRIBUTETYPE ATTRIBUTE VALUE
Availability SPARC and x86
Architecture SUNWwbapi, SUNWwbco, SUNWwbco,

SUNWwbdev, SUNWwbdoc, SUNWwbpro

CSI

Enabled

HiESR appletviewer(l), cimworkshop(1M), init.wbem(1M), mofcomp(1M), mofreg(1M),
snmpdx(1M), woemadmin(1M), wbemconfig(1M), wbemlogviewer(1M), attributes(5)
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zones — Solaris N TR F 2 2%

Solaris HIAYX I8 T B it 7 F T1217 N AR P BB S TR« FEIX ISz TR ZERE AT L
TR AGP MG SR BT . 0 HAERE - SRR - SUERGE - I AR
(A EE (DL A O U5 (R SZ BIRR L. B3 kA A X b gt R 2 [ B A 5. -

TEDK SR AT PR AR 32 ZIRR G DARG (3 EIE B R GE I I 520 - 155 UL
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RUNNING
TR IEAEB 1T 5 XIS, FH R 7 MR S IR P R

SHUTTING_DOWN
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BRABRPEADLED « P AT DURL & T2 AN R 7 2UBC B BAT SR Y Solaris BXFF. AT LR
& 9F Solaris B o XFEFERIBLEE SR DRIC” (165 W brands(5)) - 1EH
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IMNORITEESE - K2 BB ] IERITERE LIE . (HHA 2RI ]
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Standards, Environments, and Macros 565


http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4proc-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2kill-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2priocntl-2
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1ppriv-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzonecfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Meeprom-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mprtdiag-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mprtconf-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mchroot-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN7lofs-7fs
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzfs-1m

zones(5)

A XKIEA — DR BEEESE . ZEIESE S rooT, I ELATRE AL & HA K
. Hla0 ... /export Fl . ../export/home « f71E T ROOT EXHEEE T 77 FUEEENIEL T X
S S35 . RS zoneadm(1M) B beadm(1M) i % S 0l 8 B 4464 5 | S 5 55 3
.

B X%t F TCP - UDP Fll SCTP W HFEFH H H 2 Wi [ S{uHE . @HA— a2 %
P 1P bl (A, FELE Trusted Extensions At B 7F X 35 2 A L= 1P #Bdk) -

XFIPZ (IPEEHT - ARP- IPsec~ 1P ERRSF) - XIRATLLS 2R X isdt = ie E A
RE GE=IP X)) - Wl DIRA MR 1P ZECEMMRE Cifuh 1P X8 -

R X e E R R R R E R, BN S 2RI IEAE R 1P W, 1% Xt & (6
HE 1P L -

WR XS TTEM LS ER 1P JZ R e (3] 5 2 R DR H At 4E 2 B XA
[AHY VLAN BLA[AY LAN) » HFREE A, Xin iz 8 A b 1P

S TP X TCIEAE P2 AT SR LE 8 E (9114015 Bk TP bbbk B0 A i HC 14 TP B
Ethernet ) . 1552 BIAHR] & £ [ A0 SO E LT L& s TRYShEEREEL . i
1P X B G L S0 AHFEIZhEE - FEBE. XTIk R-E%% A P T DLEE B 1P Hitik
1% 24 0 T4 ARP HD

TE zonecfg(1M) HY. (AL 1P 1Y DXk 73 WL — B2 A~ W28 12 [T FRA 1P itttk -
IR AR 2 R XA E -

TE zonecfg(1M) HY. Zx (A4 5 TP B9 DXL — P B AN LR E2 [T HFR o IR ER T4 PR
IR % IR, BIZPRNBE D RO HA R N IEEE TR XK, k2R
DXIBkfE ] -

L DHCP % F /L ~ IPsec 1 1P 1 23 12 2XCER ML A 58 3 1P R Alsh e M (5 1P By X g H ]
F . TAE LS 1P A XK AR AT -

EHARIRFF XRREE AT 32 AL EHUFRIRTE . ZFRIRFF o] LUE zonecfg(1M) 1% R G55 4 H Yt
TTHCE o QSR KA EAPRIRTF . EXIE L T SCHHATHY hostid(1) ] sysdef(1M)
Far S L sysinfo(2) Fll gethostid(3C) 5 C 2 [ F B/n BR8] XA = HLFR IR
5. AR ENL BV IRRT -

B BRTHIEMERHA,. 152 L attributes(5) :
EiEE RBitE
AR system/core-os
HiESR hostid(1)~ zlogin(1)~ zonename(l)~ beadm(1M)~ in.rlogind(1M)- sshd(1IM)~ sysdef(1M)~ zfs(1

566 FHTIE S#RSY - ok IMBHE - HIE1EIT 201263 A28 H


http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzoneadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mbeadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzonecfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzonecfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzonecfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1hostid-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msysdef-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2sysinfo-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Agethostid-3c
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1hostid-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1zlogin-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1zonename-1
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mbeadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Min.rlogind-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msshd-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Msysdef-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzfs-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzoneadm-1m
http://www.oracle.com/pls/topic/lookup?ctx=E37934&id=REFMAN1Mzonecfg-1m
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2kill-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2priocntl-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN2sysinfo-2
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Agethostid-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Agetzoneid-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN3Aucred-get-3c
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN4proc-4
http://www.oracle.com/pls/topic/lookup?ctx=E26502&id=REFMAN9Fcrgetzoneid-9f

	手册页第 5 部分：标准、环境和宏
	前言
	概述

	简介
	Intro(5)

	Standards, Environments, and Macros
	acl(5)
	ad(5)
	ars(5)
	ascii(5)
	attributes(5)
	audit_binfile(5)
	audit_flags(5)
	audit_remote(5)
	audit_syslog(5)
	brands(5)
	cancellation(5)
	charmap(5)
	condition(5)
	crypt_bsdbf(5)
	crypt_bsdmd5(5)
	crypt_sha256(5)
	crypt_sha512(5)
	crypt_sunmd5(5)
	crypt_unix(5)
	datasets(5)
	device_clean(5)
	dhcp(5)
	dhcp_modules(5)
	environ(5)
	eqnchar(5)
	extendedFILE(5)
	extensions(5)
	fedfs(5)
	filesystem(5)
	fmri(5)
	fnmatch(5)
	formats(5)
	fsattr(5)
	grub(5)
	gss_auth_rules(5)
	hal(5)
	iconv_1250(5)
	iconv_1251(5)
	iconv(5)
	iconv_646(5)
	iconv_852(5)
	iconv_8859-1(5)
	iconv_8859-2(5)
	iconv_8859-5(5)
	iconv_dhn(5)
	iconv_koi8-r(5)
	iconv_mac_cyr(5)
	iconv_maz(5)
	iconv_pc_cyr(5)
	iconv_unicode(5)
	ieee802.11(5)
	ieee802.3(5)
	ipfilter(5)
	isalist(5)
	kerberos(5)
	krb5_auth_rules(5)
	krb5envvar(5)
	kssl(5)
	labels(5)
	largefile(5)
	ldap(5)
	lf64(5)
	lfcompile(5)
	lfcompile64(5)
	locale(5)
	locale_alias(5)
	man(5)
	mansun(5)
	me(5)
	mech_spnego(5)
	mm(5)
	ms(5)
	mutex(5)
	mwac(5)
	nfssec(5)
	nis(5)
	nwam(5)
	openssl(5)
	pam_allow(5)
	pam_authtok_check(5)
	pam_authtok_get(5)
	pam_authtok_store(5)
	pam_deny(5)
	pam_dhkeys(5)
	pam_dial_auth(5)
	pam_krb5(5)
	pam_krb5_migrate(5)
	pam_ldap(5)
	pam_list(5)
	pam_passwd_auth(5)
	pam_pkcs11(5)
	pam_rhosts_auth(5)
	pam_roles(5)
	pam_sample(5)
	pam_smbfs_login(5)
	pam_smb_passwd(5)
	pam_tsol_account(5)
	pam_tty_tickets(5)
	pam_unix_account(5)
	pam_unix_auth(5)
	pam_unix_cred(5)
	pam_unix_session(5)
	pam_user_policy(5)
	pam_zfs_key(5)
	pkcs11_kernel(5)
	pkcs11_kms(5)
	pkcs11_softtoken(5)
	pkcs11_tpm(5)
	pkg(5)
	privileges(5)
	prof(5)
	rbac(5)
	regex(5)
	regexp(5)
	resource_controls(5)
	sgml(5)
	smf(5)
	smf_bootstrap(5)
	smf_method(5)
	smf_restarter(5)
	smf_security(5)
	smf_template(5)
	solaris10(5)
	solaris(5)
	standards(5)
	sticky(5)
	suri(5)
	tecla(5)
	term(5)
	threads(5)
	trusted_extensions(5)
	vgrindefs(5)
	wbem(5)
	zones(5)


