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» CEIAUER EFEE passwd(1) #R_EFMAT crypt. conf(4) 8 LA -

o] i T\ AR 1RiE

n] R P UBeEa A (PAM) 28t n] LERIE MR ~ 3858 ~ FEBRTESE SCHMS » 1Al E
s AR TR OK

PAM 22 AT AR H 5 T A & AR e e Llﬁ’zlﬁﬁiﬁ P ERAE AW E FHDIRE R
ﬁ)\ﬁlﬁ% (5140 Login FI1 ftp) i PAM 28 LA DR AR R R SE AR E 52 R

o LA P CBRAE S s r BB RE AR » T8 SE 66 ] PAM A (AT Rl
i’% » BIV] EREERATAN ST S B L 97 B
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MFELEA  FH2H
= [Oracle Solaris 11.1 Administration: Security Services] H1HJ%S 14 & [ Using Pluggable
Authentication Modules |

= pam.conf(4) ff T

Oracle Solaris ARV 4FHE

P RATRL O E R o R AER ~ FEEREFR © Oracle Solaris € % | 80 & LL_FAYF;
W > EEENKE AR (U2 file read) 25 ELREHIRHE (502

proc_clock highres) o R A% FHE40 ~ EHE ~ AEICRH © FF% Oracle Solaris 15
AR B A R T A EZE AR n R R R BT o R iR B 2 PR tERR S
18 -

FrhE NI RE AT B 1432 A B S AR 2O B B OURFHE © Beat > FefiEth n] 3ZERH R
R | SR SR R 1 7 1E H R B TR ARAS FIRE T -

WMTFHELEN » FHZH -

» [ Oracle Solaris 11.1 Administration: Security Services | =810 rPrivileges (Overview) |

»  [Oracle Solaris 11.1 Administration: Security Services ] H1J I'Using Privileges
(Tasks) J

»  [Developer’s Guide to Oracle Solaris 11 Security ] HHJ%5 2 F [Developing Privileged
Applications |

w SERAER EFMEE ppriv(l) $5 EFAT priviteges(s) 5 _E T -

=g 5-HY
w7 I B T Re S 1 E RIS o (RAEMESFIEI 5 PR s IR R b e L B
1Y) > EEEAE WAN fll LAN BREERHRAE A -

IPsec #[] IKE

IP 2 (IPsec) €1 AL £ ~ DS EHE S RIRFE TR & LLRGE 1P £1E © Oracle
Solaris 4% IPv4 Fll IPv6 HY IPsec ° H1/* IPsec se (ENEFARE NG IE T EE » KA A RS
JE AR XA TS SR BB AT (5 A IPsec ©

TPsec FlIH &8 2 @ E (IKE) & {5 e e i Bk o ot - I ERE R
{5 F metaslot P FEFIFE » 2L T softtoken S H@JE o & IKE 2% 5515 ] metaslot I » £HA%
AT LGSR S IR A A TERGRS ~ SRR RERE & 38 FH BN softtoken < 3@/ H -

ISR IEHEHE Y - IPsec B2 PRAGHIIT BIVE LR -
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MFEZ AN - FHZE

= [Securing the Network in Oracle Solaris 11.11 H1HY% 6 & [P Security Architecture
(Overview) |

s [Securing the Network in Oracle Solaris 11.11 HJ%5 7 & [ Configuring IPsec (Tasks)

['Securing the Network in Oracle Solaris 11.11 H1HJZ5 9 7 ['nternet Key Exchange
(Overview) |

['Securing the Network in Oracle Solaris 11.11 HIfJZ5 10 & [ Configuring IKE (Tasks) |
B RR E P A ipsecconf(1IM) #R_EFHAT in. iked(1M) #X_EFHHF

Secure Shell

Oracle Solaris /Y] Secure Shell JJHE AIGE {5 FH & B AR5 E @ 124 A B3 GEE - 1£ S0 A
Z 7 A SE RS Z o 7F Secure Shell 77 » &% FTA M & © Secure Shell LA {E
RFKFE TE W I BERL A % (VPN) » Hoa]iE5% X Window SAHEiR & » 8] #E H 23 fim
RS S o SR AR AR SRR Ui A AE o IR e e R e o

I > Secure Shell AT 1k ATRERTR A # RE HGE 2B - i RER] IS 5 A # 5F

BRI o MRKIRTHER > Secure Shell J&#T 2 SRRl LM — (o A s i 72 B )

MEEZES > {26 -

= [Oracle Solaris 11.1 Administration: Security Services | HfJZ5 15 % Using Secure
Shell |

 EIAER E T E ssh() #2 BT ~ sshd(IM) 2 _EF- ~ sshd config(4) #2 FF
LA ssh_config(4) %3 - ©

Kerberos RS

Oracle Solaris [1'] Kerberos JJRE A H B — 8 AL 2VEEEM » B SR8 H#T
Kerberos AR50 22 E & th—F% -

Kerberos 5& LITENii AL BT (MIT) 511 Kerberos V5 Hlit& F258 M 175 € 5 3

T © Kerberos iR H -1 2844 » n] LURPR(FSE B EMEE LRV o PRSIt
Hanm A & RREE » DU S MERIRLEE M o {4 Kerberos ARFSHF » BB A—RK » &
FRREFIUCELAMAM ~ BUTHE S ~ ACHE R DU 22 i Eisig 22 - It » EHE thoT DL
{55 FH H A 25 A BR 11 AR5 FLA R AFE o

MFTE LGN - FH2E

= [Oracle Solaris 11.1 Administration: Security Services | HFJZE VI&R4T [Kerberos
Service |

o GENAIER ETFMEE kerberos(5) #R E T kinit(1) 7 BT -
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UBeRERFEUE

RBAC A ZEAH ARG M 5 T {8 ol Ay (i B RERR (R IR (MR 0 7 EEAT TR K) - LA
B iR (ERERRAY 22 2 P ) -

Oracle Solaris DL (0 55 LR {7 HLZE 6] (RBAC) DR n 2276l (5 F & 5 — PR root A fF
HUZVEZEIFIL - #EHERZ 2 BRI FFIEHE - RBAC A TEEUEE B 2 ik
PEPREIR - RBAC U ERSERSE -

MHTHELEN - G2 -

= [Oracle Solaris 11.1 Administration: Security Services] H1HJZS IIIELST [ Roles, Rights
Profiles, and Privileges |

s SEIVVEE ETFMEE rbac(s) #1 LT ~ roleadd(1M) #2_EFA ~ profiles(l) #2 EF
LUK user attr(4) f§ - FAff -

ARFSEIETDEE

Oracle Solaris HY R ES & FHE% (i (SMF) DIRERE FIACHTHE ~ BoBR ~ BUC FIE AR - SMF &
{5 RBAC ARzl _E RS & BODRERITFHL © 572 SMF & {5 I A AC TR e 3 mT LA
AR - DL A B ] LI TRIDIRE

SMF AGERHARPER A ARBSHITFI » DUSAZERIANAI R Bl ~ {52 1k R AT RE B A LE AR5

MFELEA - H2H
»  [Managing Services and Faults in Oracle Solaris 11.1] H1HJ%5 1 & [ Managing Services
(Overview) |

»  [Managing Services and Faults in Oracle Solaris 11.1] HJZ% 2 & [ Managing Services
(Tasks) |

w SEIER L FEE svcadn(IM) $8_EFM ~ sves(1) 88 EFM LU smf(5) 3 EF
‘H:H‘ o

Oracle Solaris ZFS 12227

ZFS 5& Oracle Solaris 11 THEXHUE 224 © ZES M AHEE A 35 4 Oracle Solaris
T2 AN T2 o ZFS 2R N ~ FIHEF H O B R RM o FHAE ZFS Ha A4S R
IR S > AT DASFAZE T BRI DR BE Y 221 o UNIX RERR B ACE (R ZE > 1
BT DAE TR A E B EE © RBAC (4% ZFS B RHERB{EEH -
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MFTHELES - G2 -
= [Oracle Solaris 11.1 Administration: ZFS File Systems ] H/iJ%% 1 & [ Oracle Solaris ZFS
File System (Introduction) |

l'Oracle Solaris 11.1 Administration: ZFS File Systems_| 1Y [ Oracle Solaris ZFS and
Traditional File System Differences |

= [Oracle Solaris 11.1 Administration: ZFS File Systems ] H1HJ% 5% [Managing Oracle
Solaris ZFS File Systems |

= [Oracle Solaris 11.1 Administration: Security Services| F1f [How to Remotely
Administer ZFS With Secure Shell |

o CEIE BT E 2fs(1M) #2 LTI 2£5(7FS) #2 LTI -

Oracle Solaris Zones

Oracle Solaris Zones HRHS 77 E#5 iy ] F2 18k G818 (R Al s — {18 FH A X B0 B Y » [A)
IREH: RS B I

Zones T FERVFSEERET - TR % (6 M A2 A AR R 2 RERERE_E DARSRERY 75 =X(E 18R
17 o I BRBER I m] 38 G B 0 — (B s Pt T A R P gl B E L RSB TR R T ~
LRI R} > SO IR PSR IERS © Zones AR HLHIRIG - LIS FRIEAAE AIEE
JERRE N Z AR B AR 1L - BIATE B A E B (RS /1 1 #4748 © £ Oracle Solaris 11
> SR LGS E MR A It AR -

MTHHEZES - 26 -

»  [Oracle Solaris 11.1 Administration: Oracle Solaris Zones, Oracle Solaris 10 Zones, and
Resource Management | H'H") [ Configuring Read-Only Zones |

»  [Oracle Solaris 11.1 Administration: Oracle Solaris Zones, Oracle Solaris 10 Zones, and
Resource Management ] HHHYS II7 73 T Oracle Solaris Zones |

n SEIVRR ETFHEE brands(5) #2_EFA ~ zoneadm(1M) £ _EFM LA zonecfg(1M)
i b

Trusted Extensions

Oracle Solaris /Y] Trusted Extensions JJEE/E He 18 45 R L AR B ol > v] Loy Fa&E R
L2 RIEFIE R FTE #E © Trusted Extensions S 4% LUFTH W B JL R S5 AT = G ]
(DAC) Tl » LUK LIS 5 FERE R 0 B F ZE (MAC) SRS o BRIEFEH Trusted
Extensions & * & HIFTA RS AR SR » AL OA S EidE s T MAC IR

W& o FECFH DUREEER £ SRR MAC TRISIE » & ELIEORIFIIIRE e (38 FlE & & RL.2Y)
TEAH BRI ER - LIRRHIAT G & RNRAE o B S B HAN S [ i B A

[7] » Trusted Extensions & %% & S °
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Trusted Extensions £ 5 Common Criteria Labeled Security Protection Profile

(LSPP) ~ Role-Based Access Protection Profile (RBACPP) K& Controlled Access Protection

Profile (CAPP) [ZE 3K o AN » Trusted Extensions B VEA B R IEAE R IR LS LR » [H]

R KALEZ S » B IMEETT -

MFELES > FH2H

»  NTRACEAIHEE Trusted Extensions FIAHBAE I » 56 22R [ Trusted Extensions
Configuration and Administration] °

w  QFEEAZ fE S ERI MR & 0 55225 [ Trusted Extensions User’s Guide | ©

s CEIOVAERE EFMELE trusted extensions(5) fif T tabeld(1M) #f FFiit -
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LEEZ 1% > AEHA A B VEDIREE W » Oracle Solaris & R A ANSEZ ALE > A EEEH
BAEH -

RifFEEEZ2IRGIFEER

IERER root BEIRF - WA A FIRS n] UL EREA » WIRF &HdaK
root At © 3& W IENR = 1 IS B ) @ AHIR] Y ©

n BAZE o YA E IS root At » LUE—DEIE R - S AT 2% » R
GEORTHEEE root B © FHEE » EAQISEEBEEE A » 85 root A
é °

s WIEHE R E S YFEIR /etc/security/policy. conf Fi R P THER(E  THR(HE & R4
Solaris {4 ¥ (Basic Solaris User) H#[Ra% & K& Fl1 4 #5458 H & (Console User) HERR % E
K o 38 LURERRES i fe nTAE A & AEHUFIES A CD B DVD ~ (B3R B R HERITE I NI %
BT - LURAE 11 b3l B B R E) R 4 -

w  WIAHEH EIR Pt E R IRCRA S B B RER A ERE o (KIIL - TEREUS root A AT
DN WA & S HEE 0 EHRERR o AN 2SR R B dy 4 IR O RERR -

BISFK - (&R HE DR 6 (87T R » i H 2D & w5 R TR — {1
FEFREFIT o B G ] sHazse EEETTHER  FTEBEHE (B8 root fAth) (£ H

TERBIT - EOLLZENT B8 LI K -

BIRAVIBIEEN - (£ 21% - AR E IR - LUREOAS R AR - WG
P& AT LASE A ssholEAohaE - #EFRAREAT NI RGE Tt i A o 38 el — 2N
EERHERGEF G E o ssh BIE EM AEs128 EGEI TR - B TIIE IR
il B AT DUBCOHGERRAT - A Er G ERRE R - &SGR Ebs -

EBNSAEE - AGHITABA/SRFEF BA ~ Fih -~ YRS ~ EENE
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RINREE - 37 % & B ANV B R A G IR C M ] LA TR RE - 572
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PEERTREHS -
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Oracle Solaris 11 $&fit3 12 Z2 2 VEDIRE » W] FAE E A AIE > LA @ ek 22 22 1

» DEEASEBRIGEEUES] (RBAC) - Oracle Solaris FE (L BRI #E ~ FifiE SR E
K o root ;eME—ERIVAE o RERRERE N 0] B0 A iR RAFrIEERE o It
Gf > FBCE PR TS B RBAC A RERLY) © %6 FERENy (0 F & ks 7484 » Bl
i B LB R Rt — -

n  {FREER - (A& GUIEIK /etc/security/policy. conf i Z i —HHE AR R
WE ~ REFRE EHERIRE » QNIREE 18 HIY T AM A HUE & <2 BIFRHIFIEL R ATl
PR E © (A& BEANERA e ZEIRRE] » (BRI &l sk a KR &
A o

»  RIRIESEIREE - LM R & T ZHRERRLRGE - MEF root A0 A] LUESCAMNC E R
% o

Z1Z . Oracle Solaris ZE4RS/T 19



Oracle Solaris 11 ZZ& 14 5Fh

Oracle Solaris 11 ZE 4534

Oracle Solaris 11 H Bl IEAE LT II1EEASE A HER T ZE A0 ARG R 38 545 265 PU#K (Evaluation
Assurance Level 4 * EAL4) FJERMdG » MM 0N T BRENMER (EAL4+) 3838 © EAL4+ &% FHEK
BTSN i R S o EAL4 thi2 Y15 26 (B 28 A& SRR [ 4 E%‘Eﬂ’rﬁ%m
(Common Criteria Recognition Arrangement * CCRA) FHfx = Uil %K

LIEH:HEEﬁiﬂ/F%%ﬁH% EHUHi (Operating System Protection Profile » OS PP) fff itk
17 > Hrp e 1 R 3 R A (A AR -

s SEREEH (Advanced Management > AM)

n  PES B i BEEEEE (Extended Identification and Authentication * EIA)
» RS2 2 (Labeled Security * LS)

» JEEHE (Virtualization » VIRT)

it - IETEEITERME MR IS L 2

o

ELLU
::um
%

MFRFHERIFHBAE S - G226

= Oracle Security Evaluations (http://www.oracle. com/
technetwork/topics/security/security-evaluations-099357.html)

= The Common Criteria Recognition Arrangement (http://
www . commoncriteriaportal.org/ccra/)

®  Products in Evaluation (http://www.cse-cst.gc.ca/its-sti/services/cc/
oe-pece-eng.html)

= QOperating System Protection Profile (http://www.commoncriteriaportal.org/files/
ppfiles/pp0067b pdf.pdf)

wHunZ E MERIEFIEGE

20

INIREAG 2 W R BCRATHERS > (ERIMENG L H B 2 2 TSRS » DU SR RIS 122
iztﬁﬂl(i LR B A e i N R = - S A 2 2 RS R 2 S R L e
% o

MTFELEN - FH2ELUTAE

» [ Developer’s Guide to Oracle Solaris 11 Security | FHJ{$k A [Secure Coding
Guidelines for Developers |

»  [Trusted Extensions Configuration and Administration ] FFff$k A T Site Security
Policy |

» [ Trusted Extensions Configuration and Administration] HfY [ Security Requirements
Enforcement |

= Keeping Your Code Secure (http://blogs.oracle.com/maryanndavidson/entry/
those who can_t do)
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» [ Creatinga Custom Oracle Solaris 11.1 Installation Image |
s ['Addingand Updating Oracle Solaris 11.1 Software Packages |

BRAFIRFET FYITESE o IURE » %24 Oracle Solaris {F3 A4 » HARESIELT root
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M ELEHHEA -

522 HRY TN Beat s A

2. PREE AR RIS E ©
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['Oracle Solaris 11.1 Administration: Security
Services ] Hff") T Controlling Access to System
Hardware (Tasks) ]

3. F AT BAARES -

GBI T B AL Z D RER BRPERE
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5. HER ARSI & rhE R
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BTl

v YOI R AR ERES
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St Tl

I DIEIEAT root At » WFETFLES

522/ TOracle Solaris 11.1 Administration:

Security Services ]| H1HYJ ['How to Use Your Assigned Administrative Rights | ©

1 $17 pkg verify i85
BRI ECER - SR T ER B -

# pkg verify > /var/pkgverifylog

2 EBRBEUERVECE -

3 UIRIEIKEIFEER
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RERM

SESE  WFELEN » FH2H pkg(1) #7 LTI pk(5) #% LT - 35 Leff E L& H M pkg
verlfy?El A

v U{ERAFZERRTS

HSRAH & - GRS L ERES

BAtARA]  TELEYELE root AT o AITRE LA > G522BH [Oracle Solaris 11.1 Administration:
Security Services ] MY ['How to Use Your Assigned Administrative Rights] °

1 SR EARES -

# svcs | grep network
online Sep 07 svc:/network/loopback:default

online Sep 07 svc:/network/ssh:default

2 [FRICRHEAFEZRIRSS -

B4 » ARBHASE NFS AR 253 Web {alfRES » (HiS SLARBSAERR £ -
%o

# svcadm disable svc:/network/nfs/server:default
# svcadm disable svc:/network/http:apache22

T
i
(@i
5
ot
=

=
e

%0
B
&
2

QD%E% & > 52 [Managing Services and Faults in Oracle Solaris 11.11 H1HY%S 1
% [Managing Services (Overview) | Fllsves(1) ## it

v UHORPREREREIREERE

{58 FFIERE i v 5 O L SR AT o8 ) & 452 S s B R Y BR DR

BAIARA]  TELEYELE root AT o AITRE LA > G522 B [Oracle Solaris 11.1 Administration:
Security Services ] M1 ['How to Use Your Assigned Administrative Rights] °

1 BRTIREERE (Console User) IEFREYEIZIIAE °

% getent prof_attr | grep Console

Console User:RO::Manage System as the Console User:

profiles=Desktop Removable Media User,Suspend To RAM,Suspend To Disk,
Brightness,CPU Power Management,Network Autoconf User;
auths=solaris.system.shutdown;help=RtConsUser.html

2 BUERRER  HHhESEEERERENEMERSERE (Console User) 52 TETE
1R -

AT HERBHETEA > 3522B TOracle Solaris 11.1 Administration: Security Services ] H1fY How
to Create a Rights Profile]
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a2 al

£ /etc/security/policy. conf HERPEFFET RS {FAZE (Console User) IERREZELE °
#CONSOLE_USER=Console User

IHETE DR 2 B RERR EEIBIKIGERSE -

# usermod -P +new-profile username

WMFTHEZLEN > 352 TOracle Solaris 11.1 Administration: Security Services ] H1
Y |—pohcy.coanlleJ » LUK policy.conf(4) f&_EF AT usermod(1M) Fif L - ©

Q[HEJH ﬂinﬂuﬁiﬁr TIERE ;?%EFI

(SRR e > 2 W B RER 5 T AT S R A 22 2 PE SRS I 22 23 UE © S8 LAl
TERAN A SRR EA AR I A -

gt - AR Fe rh A EE IR S A R SR BB R 2K > T RE BRI R JE R e 2 MR
W o B FEMRE R [ A FIRE TR 23 2 S BN -

EENRBARIR THRiEE B ) MR eI E R - MRELEH - F2
B IOracle Solaris 11.1 Administration: Security Services] Hf") THow to Use Your Assigned
Administrative Rights |

FIBZEIEE /etc/issue B -

$ pfedit /etc/issue
ALERT  ALERT  ALERT  ALERT  ALERT

This machine is available to authorized users only.
If you are an authorized user, continue.

Your actions are monitored, and can be recorded.

Login mi A G {EBRRE AR /etc/issue IINE » B telnet Al FTP RIS —Hk o 5 507E
Hofth e FHAE U L AE R - G526 34 EHIY TUA]1A) ssh S B RERZ2VE 1 RIS
25 EHWY TG 22N B e L m s AEm Ly -

WMFEELEN > FERR issue(4) f L FHFI pfedit(1M) #f_EFAH -

*ﬁ ﬁ@ nlu\i /etc/motd *E'* °

$ pfedit /etc/motd
This system serves authorized users only. Activity is monitored and reported.

1F Oracle Solaris 1 » {5 F & B #)45 Shell & BE/TS /etc/motd b RAYE o
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v iR ETEESEAER L

a2 Al

TREBOREL /7 1 T8 3 DU o FH 3 (2 ARF R BRI 22 23S

WMFEHELERN » G5 — TSI LR TR — 3 TReREE) TGNOME itHAZIE
el W’@Tuﬁﬁﬁ yelp 847 © {£ gdm(1M) #&_LF{fH#) T6bM Login Scripts and
Session Files | /J\Eﬁqjﬁl%ﬁﬁ S B AL IR o

it - LUAE Fe rh R E IR S A SR BIBURF R EOK - TRe thiiEA T (R 2 2 MR
W o BREIE R A A AR R AR 2 2SRRI -

H RN R SELZAYE(TE root AT o HRESIHANIEE » ELHM BRI

solaris.admin.edit/path-to-existing-file I HERVEHH -

ERTI=EZEENES—IE  BZEAESNECETESAEHL :

FENT RS T BRI EE N R 2R 24 HIY TR 23V B B E A ERE R rh ] 1928
% 1Ry /etc/issue MR AN ZZ 2 E -

» EIE  BU—EEESARREELDRPRTNZEASTHEEIES -

# pfedit /usr/share/gdm/autostart/LoginWindow/banner.desktop
[Desktop Entryl

Type=Application

Name=Banner Dialog

Exec=/usr/bin/zenity --text-info --width=800 --height=300 \
--title="Security Message" \

--filename=/etc/issue

OnlyShowIn=GNOME;

X-GNOME-Autostart-Phase=Application

fEE AU TEBaEt - (LA L/HBRPAEIEE 7 504 BEAR TIE IR © 4075 zenity $573

EIAE A FEZ M zenity (1) #R LTI -
v EIH2 - (St DM Wia{LIEF BRI EEIEE S PR L AR -

/etc/gdm HERELE ZREYIIGILIE A - a] DIE SIS AL T ~ S AR EOE A2

N ENBE R 2 HVE © 1F Oracle Solaris 10 551 ThR A A 1R (LS LefE s o
» EEASALRCHEREZEAR -

$ pfedit /etc/gdm/Init/Default
/usr/bin/zenity --text-info --width=800 --height=300 \
-title="Security Message" --filename=/etc/issue

075 AFE root (EFHE I & 73 ‘fffﬁﬁ—f\ﬁﬁ’ﬁ%ﬁ%ﬁ%ﬁ EiA 0 G2 pfedit(IM) £ b

Tt
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&5l 2-1

. nlbluﬁ1§EEFﬁ%m*ﬂ%l{?@qﬂﬂﬁﬁig ﬂuu\ °

$ pfedit /etc/gdm/PreSession/Default
/usr/bin/zenity --text-info --width=800 --height=300 \
--title="Security Message" --filename=/etc/issue

fsE - TEBE & B TR L - (6 v] s & B R R Tan T -

w I3 EREARE - FREAEERERABLLYS -
HAR G SRS EIARREE o ILTERIEN /etc/issue IR o BES X
T A GUI H1 o

fi5E - pkg fix B pkg update FE4 258 5 & A

(gdm-greeter-login-window.ui) ° AN E{REI8ET » FH I ZE B BINCE R R H 8%
HR o SRIGAEFHBR R Z 120 ML HL 88 BE BT A 5 0F © AITR S E 0 56 226 pkg(5)
b

a. BEBEEREANREERENE -

# cd /usr/share/gdm

b. (T#EE) REREEAREERETENES -

# cp gdm-greeter-login-window.ui /etc/gdm/gdm-greeter-login-window.ui.orig

« £ TGNoME TEEMH ) NMEEETENRIEBINEEEARE -
glade-3 f2ZUEHIE GTK+ f\ﬁaxaﬁiit 15 FH 2 i AR _E 77 BT iR 4R
HRii A S e
# /usr/bin/glade-3 /usr/share/gdm/gdm-greeter-login-window.ui
R TR AR 0 SR — N TGNOME RHRIEE &5 1 Hry T
1o ME e TER BT EPEI’J MEMREZ K FYI7R glade-3(1) #% EFAIH -

d. (FEE) REEEINNESAREERETENEIE -

# cp gdm-greeter-login-window.ui /etc/gdm/gdm-greeter-login-window.ui.site

riEEALI%%_L= I:l B IL.\

FERCHEEBID - BB A o ARG ER R IR 2 D zenity FRTHYS 13 - EH AN
M - -warning I » KRR EH LA LAVE HEDR -

# pfedit /usr/share/gdm/autostart/LoginWindow/bannershort.desktop

[Desktop Entryl

Type=Application

Name=Banner Dialog

Exec=/usr/bin/zenity --warning --width=800 --height=150 --title="Security Message" \
--text="This system serves authorized users only. Activity is monitored and reported."
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OnlyShowIn=GNOME;
X-GNOME-Autostart-Phase=Application

tREEfERS

BEIF > UG RESME(T root A TRYWIMGHI & A LIFFIIURAR © AT IRFPEIT T AR
o ARGEMIEMEEA -
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B3

HHREERAA

e SRS - DU A T

TG RAR PR B BRI SR -

528 ELIY T A{ATR% R B n iy 2 i R
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o — iR {5 & P R 1 At
B -

5 — Mo 2 ) R AR AR E RS EE 022 FE LR
HIPERI i -

5520 HAY TR —MeH &3 E
T ELFREITER umask {8

AT RS FH A R P 3R

FEA AR BRI AR | » 5%0E 2 AR
TE o M) SR B BAE AR o

5529 HIT) AT AR I 1)
= $EAE

FASCEAUH A AE AR -

SHERARNTE (LU R P R B AR SR -

5530 5 Tanfaferses Asg i Lbigh
HYE R

FFEAZ B 1) SO SR E
syslog 2N FHFER o

SR BN & B ARRERL ST - I8 ARITE A

HA -

531 By T ANIRF B A 1o SR

AT

AFRFE R BR (RS 70 S0 B T (S AT (A
o AN A B (5 A # n] LARBGRIR -

[ Managing User Accounts and User
Environments in Oracle
Solaris 11.11 H1f") TSetting Up and
Managing User Accounts by Using the
CLL

['Oracle Solaris 11.1 Administration:
Security Services ] H1f] [How to
Create a Role ]

l'Oracle Solaris 11.1 Administration:
Security Services | HfJ How to
AssignaRole] °

8V w] FLY GNOME S [HifE 2
XA -

W73 L A5 P 2 o8 Y o B 2 ) L HE AR

i 2R T Oracle Solaris 11.1 Desktop
Administrator’s Guide ] FHEYZES 11
% [Disabling Features in the Oracle
Solaris Desktop System | ©

BT {56 FH & O RERR

TERRAE A AT A AERR o

32 H I TR R & A H =
AR RERR
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REERSE

v UHOES E R EHY 2 TR PR ]

QT SR FEER A e S AR e 2 e ok o HINE AR R - BB ar (kiR
/etc/default/passwd g5 Y IE H G BLACHR(E -

FAYAZ Al ?E?ﬁé&ﬂ'ﬁﬁﬁ » A MEPR IS LERE B ] LIGEFTH (50 A 5 e I FH R RIS B R At

TELIBHELTE root AL » AIFFE L EH » 352M [ Oracle Solaris 11.1 Administration:
Security Services | H1HYJ ['How to Use Your Assigned Administrative Rights | ©

o iREE /etc/default/passwd 1= -

a. BEXERESEREESEEN - BFRVERBRAFIR=IEEHF -

## /etc/default/passwd
##

MAXWEEKS=

MINWEEKS=

MAXWEEKS=4

MINWEEKS=3

b. BREBREVEFEFT -

#PASSLENGTH=6
PASSLENGTH=8

« REZWHEIZECE

#HISTORY=0
HISTORY=10

d. EREFEBBHRINEE -

#MINDIFF=3
MINDIFF=4

e. BEREVEFT—EARFE -

#MINUPPER=0
MINUPPER=1

f. BEREDEFT—EHF -

#MINDIGIT=0
MINDIGIT=1

SRS = AIFHERGIEISEI ARG > G20 /etc/default/passwd IS o R G HIRH

AXAH ©
. ?n%i%&?ﬁﬁziﬁﬂ@%ﬁ%ﬁﬁ%ﬂ’Eﬁ;}ﬁ%ﬁ% 18 EHIY TR A7 HUHE & 2 B FR HIFIES
B

m  passwd(1) #f - FAH
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REFRAE

v MO E—RXEE AR S IR EEE

FRIaZHl

¥
5
®
=

FRIaZ Al

EFIRE RS » 8 3G AKRMCER E R a3 — iR IR -

et - A E R ] DB T A G & SOCR P - WREREEHREZ AT -

NEAE AT E PIR B /AR L o LIRS E B 2 R IR -
TEVEYET root At o ANFFHEZLEH > G52 T Oracle Solaris 11.1 Administration:
Security Services ] MY ['How to Use Your Assigned Administrative Rights] °
#% LOCK_AFTER_RETRIES ZE M EIFEE4S YES -
= REERM -
# pfedit /etc/security/policy.conf

#LOCK_AFTER_RETRIES=NO
LOCK_AFTER_RETRIES=YES

» RESEFERS -

# usermod -K lock_after_retries=yes username
1% RETRIES ZE BT R3
# pfedit /etc/default/login

#RETRIES=5
RETRIES=3

o AIFERAEMA GBS 0 3528 T Oracle Solaris 11.1 Administration:
Security Services | HfYEE 10 = |—Security Attributes in Oracle Solaris (Reference) ] °

n SEAHEE E MM E policy. conf(4) #f EFMAT user attr(4) #2 EF -

a3 —RR{E R & 52 E B B IR AIIEHY umask (E

ANRTHRER umask fi 022 FIRRHITEAR S » 35 (0 A MR FPas e B B IRAITPE R -

EZENELE root FAT - MNTEZLEH > 52 [ Oracle Solaris 11.1 Administration:
Security Services | H1HY THow to Use Your Assigned Administrative Rights] ©
ETEIEAE Shells SN B ZRBHRPE A EIEHY umask (E °

Oracle Solaris Fefit n]FEEH B HE T # Shell THRHEATH &% < ;8L HZ8H &
.profile ~ .bashrc LAK .kshrc SEEMIIEZEE ©
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FRaZ Al

RN H AR —({E fiE

= umask 026 - PR EIEZIRE
(741) - BERHER S r o HAW GRS x

= umask 027 - FRHLEIIE AU ZIRGE
(740) - FERHER S r o HA A SR EFFHT

» umask 077 - $E it TE LIRS F IR GE

(700) - A ERHLRERH SR A A T7HURE

WHEEZ AN - FH2E
»  [Managing User Accounts and User Environments in Oracle Solaris 11.11 HHY [ Setting
Up and Managing User Accounts by Using the CLI |

»  [Oracle Solaris 11.1 Administration: Security Services ] Hf" [Default umask Value |
o CGENUER LT E usermod(1M) #% LT AT umask(1) #8 LT

IMEFEREN/EHUNNEAEH

%EMEF?  FERZE PR T ~ RAKRIAIE R » DU % 2 M SR Fa e 1 HoAth 8K

T - AR P (] P R T K2 S 2 2 1 RS

L IRYER: root AL AITFEE & » 3522M T Oracle Solaris 11.1 Administration:
Security Services | H1HYJ ['How to Use Your Assigned Administrative Rights | ©

EREREEBEHRIFRETIAERE -
i G A (& B > G5 AUE_PFEXEC FEF% B 2 preselection JEEE o

# usermod -K audit_flags=1lo,ps:no username

# rolemod -K audit_flags=lo,ps:no rolename

FRECEMERIETHISI -

# auditconfig -setpolicy +argv

SR I I TIERZIEHHVIRIR -

# auditconfig -setpolicy +arge

» MIFEERIGHIE S > G626 T Oracle Solaris 11.1 Administration: Security
Services] HHYJ T Audit Policy] °
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REFRAE

v

a2 al

o JIFH B E FERZIESRAE ] » 352288 T Oracle Solaris 11.1 Administration: Security
Services] HHY T Configuring the Audit Service (Tasks)| F [Oracle Solaris 11.1
Administration: Security Services ] H" [Troubleshooting the Audit Service (Tasks) | ©

» HEACETER - 352 M auditconfig(1IM) #% LT o

ON{AIENRFEE1R lo S

%ﬁﬁﬁ ﬁt&F?ﬁéF%bf@f&%ﬂﬂﬂ#%%z%f%@ audit syslog %%fﬁﬁ °

BLIAIET root AL AIECN systlog. contf fSE o HoAMDBETR B RS IE HERR A A
IR - MFTHE L EH > 7H2R [ Oracle Solaris 11.1 Administration: Security
Services] HHY How to Use Your Assigned Administrative Rights | ©

1% Lo $ARIEEE audit_syslog NMAFED - WEZNEENER -

# auditconfig -setplugin audit_syslog active p_flags=1lo

YIERIHPE system-1og IRFEE BIRRHIHR LAKEE -

# svcs system-log

STATE STIME FMRI
disabled 13:11:55 svc:/system/system-log:rsyslog
online 13:13:27 svc:/system/system-log:default

BRI - IR rsyslog ARBS E Blia o % AR

-

FB1E rsyslog. conf FEZE o

1% audit.notice JIHEFIEZ syslog. conf IE2E -
THERWH H B FEECRR R 2R 0IATE -

# cat /etc/syslog.conf

audit.notice /var/adm/auditlog
EBY[ECEMER -

# touch /var/adm/auditlog

ENEIE systen-log RFFAVECEHF -

# svcadm refresh system-log:default

-

5L - WIR rsyslog IS EEARE _ARRE » GHEATEM system-1og: rsyslog RIS EH

EMEEERT -
TV S & (£ BT R BRI A UL S MM 2N s o

# audit -s
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REERSE

32

St Tl

o RSB R B AR - FE2B N AIES] 0 TOracle Solaris 11.1
Administration: Security Services | ':F' ) THow to Configure syslog Audit Logs] °

w  FERARES A LI A K o 5 A HECEE » 55226 Logadn(1M) #if Lt -
w FEECGRH o 2R 44 HIY TESH audit syslog FERZHHE |

UNAREREREANTEZNERER

EI%%‘I‘H‘(RT’ﬁ R — R ol FH 1 ) BE AR E RS B — (B A HERR rhr Y — (18 5% {1l
R o

» file link_any - SFFRRFHENT B4 UID F2 P FHES - FLH UID BEA 2 i 20 s
A o

= proc_info - fﬁﬁ@ﬁiﬂx ) —”ii? 5%5&%1/}1%*%):?5@%% ° ﬂ(ﬁ& = E’]*iF?’f 1. /proc EP
ANGHUR > T HAEEE

» proc_session - FLATRE P ELRIF R SGEEEH BT E S LIOHIREFT -

TERHELE root A - MNIFRE L EH > FHZM [ Oracle Solaris 11.1 Administration:
Security Services ]| H1HYJ ['How to Use Your Assigned Administrative Rights | °

PELLEREEEERNBIRERERES -

# usermod -K 'defaultpriv=basic,!file_link_any’ user

PEILERERERRIRIERENERS -

# usermod -K ’'defaultpriv=basic, !proc_info’ user

oL EREREENEE _EIRSERIESE - BIUIIEER BB RIRYFEER FREEE) ssh BERRAFS -

# usermod -K ’'defaultpriv=basic,!proc_session’ user

IEERENERRERIRE =ERER -

# usermod -K ’'defaultpriv=basic,!file_link_any, !proc_info, !proc_session’ user

;ZDH’-HE%:%;:R » G52 [ Oracle Solaris 11.1 Administration: Security Services | FHHYZS 8
= |—Usmg Roles and Privileges (Overview) | Ml privileges(5) ff - Ff -
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BB

PREERIL

BEIRS - fan]Re AL PIHE (T A TR BEAE - W HAE A » (25 root AEA A LUEH

B E

%

BHE

1EEEERER

W3 1 AR U B T B T

paEy
=

SRR > LIV AR I 7
LHERTHATHIHER: -

2L
AxX
=1

IS

l'Oracle Solaris 11.1 Administration: Security
Services| H1H#Y TProtecting Executable Files
From Compromising Security |

PRAE R RE R B S A S RI D

HRST BT A 5 S Z R A7 )
H % -

I'Troubleshooting Typical Issues in Oracle
Solaris 11.11 H1#) THow to Enable a Global
Core File Path |

I'Troubleshooting Typical Issues in Oracle
Solaris 11.11 H1f1J ' Managing Core Files (Task
Map) J

Fo&Eidis

LIRS » ST RE DA PR A R BE I # - A HAT A o (85 root AEA AT LB

P e

TRIBIEHIRGULT R » 1€ T IR ESEBITRES IR LRI 22 2 ERUTESE o 18 Leifub (EE
A I e AR & HRAEE A2 PRAELURGE L TP ~ ARP B TCP il E ©

%

S

1aREERAA

ST SR A 0G & 22 2 PSR Y

HeZ
BEANE -

SEHE & e FTRERD IO A U 52

934 EH TAUATTE ssh {8 & BN 2
B

{5 e i R i BERE A o

PRI ] e RS 2 R s B AR = IR

['Securing the Network in Oracle
Solaris 11.11 H1#J 'How to Disable the Network
Routing Daemon |

Wi 1L BB S EE A

Wik R

['Securing the Network in Oracle
Solaris 11.11 H1f#) How to Disable Broadcast
Packet Forwarding |

I3 L [ e ] SR A% EE AR R ]
JER o

I'Securing the Network in Oracle
Solaris 11.11 H1#J How to Disable Responses
to Echo Requests |

SHAHE R AR Z FlE AR %
#E (BIAFS KX VPN Ffifh) - B
FEC R T B () AR A2 41k Ty

N
Ae °

B3 LE AR A il A (k) B R
HRES ©

I'Securing the Network in Oracle
Solaris 11.11 H1f"J THow to Set Strict
Multihoming |
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% iR 1EREEREA
FEHIR ST R AAORERE > Bk | BRI TCP (HEERZ X ALFFIUARTER TCP | T Securing the Network in Oracle
FHAGARTS (DOS) Kk o JHLEREY - Solaris 11.11 H1J MHow to Set Maximum

Number of Incomplete TCP Connections ]

PEHIFF AT AE AGERREL - B 1k f87€ TCP (HHEFE A THARWHHIE TCP A% | Securing the Network in Oracle
DOS J(# - j(aiiiﬁﬁﬁ Solaris 11.11 H1#J THow to Set Maximum
Number of Pending TCP Connections |

FEAE B A6 TCP R A58 | B2 RPC 6528 FITFE CHINEF#5E7AEL: | [Securing the Network in Oracle

ALEL - TEAERT o Solaris 11.11 H1HY) How to Specify a Strong
Random Number for Initial TCP Connection |
A 2 W E A 2 THRRAE - | SR E BB (R (A 2 2k - I'Securing the Network in Oracle

Solaris 11.11 Ay 'How to Reset Network
Parameters to Secure Values ]

i TCP RAKE I INEIMERS AR | FE R ARFF PR ARES R RHE » B0 | 55 35 LAY TANMI A TCP AR -
5 o DIREIEELAERIERTRE | FTP ©
o

v WA sshfEAERRZEAR

[ ssh @A RE B AR » GE R R B &

BAtARZAD  EEAEH 24 HAY TAMAIS 2 2V S OE (B R S ) DB 130T /ete/issue fid

?0

‘Tﬂ\’ﬁlﬂzﬁ?}ﬁayﬁ solaris.admin.edit/etc/ssh/sshd config #3HEF1H ih— ([ HE R

ROETHE A © root AOPEFH SRR - MFE L EH > 5H2H [ Oracle
Solarls 11.1 Administration: Security Services ] F1fJ [How to Use Your Assigned

Administrative Rights |
o UIREMHER ssh EANEREWTLZEALR - SFINT FIENE -

a. HUH /etc/sshd_configfEXh2 MERE ] IEHAVEHE -

$ pfedit /etc/ssh/sshd_config
# Banner to be printed before authentication starts.
Banner /etc/issue

b. EFEIE ssh IRFS -

# svcadm refresh ssh

MFTEELEN > FEZE issue(d) ff LFHH ~ sshd _config(4) 3 _EFHFAI pfedit(1M) #3
-
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v U0{alfEE A TCP B EEFETN

T ERER/R TCP & 25 F2 2 i 7F Oracle Solaris A {5 A = FE (/7 =X ©

FAtAZEl  TEZHRE root AT REESEE - LIEA TCP REGER -

1 IBAFEEFEA TP BEIZETNRIRE sendmail FEFRER -

IKTERY » @i TCP B AR AU IR L EMFE X » 40 TManaging sendmail Services in
Oracle Solaris 11.11 H1J ['Support for TCP Wrappers From Version 8.12 of sendmail ] Ffit
5\}1:[: o

2 EERFTE inetd RFZEMA TCP BEFET\ - 552 [ Configuring and Administering Oracle
Solaris 11.1 Networks | B9 How to Use TCP Wrappers to Control Access to TCP Services | ©

3 {FEETCP BRENVREZFTP R -

a. {Kkmg /usr/share/doc/proftpd/modules/mod_wrap.html 1EHEAPAYEREA -

58 (AR B RERY » A UEEIF B A RENT TCP R A2 U8 FTP 5
Fi -

b. & TYIFIABFTIEZE /etc/proftpd. conf IEELIF ALEH :

<IfModule mod dso.c>
LoadModule mod wrap.c
</IfModule>

c. EFEEENFTPARFS -

$ svcadm restart svc:/network/ftp

PREETE SRR

ZFS B GGRAR R DR - A alEEXT I ~ R B O R B A 22 T RLRG R 22 TR =

tmpfs FE SR A] AE & BERBIRE: o folE S0 PHABARSS (DOS) B » GH5ERER 36 HHY
AR PR tmpfs fEZRIAIR N e

THWEZEEBCE tmpfs B A/ NEREH » 2L ZFS (Oracle Solaris FY THER s 2 2 51) n] FTY

REEUHRBIE o T HAEI > F522B T Oracle Solaris 11.1 Administration: ZFS File
Systems] HHY TSetting ZFS Quotas and Reservations | [l zfs(1M) £ -t ©
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%

iR

1EREER B

B BRI R AR 22 ] > B ik DOS
Yk o

AR IRIEEE AR ~ B A iR ~ JX
R FERE (RG22 o

['Oracle Solaris 11.1 Administration: ZES File
Systems| H1HY TSetting ZFS Quotas and
Reservations |

(R B RHER A R0 i MR
72 o

R SRR ~ (EAT & BRI ~ B2

HE - (RAERIRR 22 -

I'Oracle Solaris 11.1 Administration: ZFS File
Systems_| H1[") ISetting Reservations on ZFS
File Systems |

IR ERIR BB

TORMERETIHS » (8 I R T A e
T?Hlié?ﬂ% ) UJ%%%?#J’;% .

I'Oracle Solaris 11.1 Administration: ZES File
Systems HHY) [Encrypting ZFS File Systems |

['Oracle Solaris 11.1 Administration: ZFS File
Systems ] HFfY [Examples of Encrypting ZFS
File Systems |

FEE ACL {RF#REZE » ACL EL—fi%
UNIX A SRR T B A

FEAR VB VE B PR I S
FEREM -

WIFH A ACL WS » G526
Hiding Within the Trees (http://
www.usenix.org/
publications/login/2004-02/pdfs/
brunette.pdf) °

ZFS End-to-End Data Integrity (http://
blogs.oracle.com/
bonwick/entry/zfs end to end data)

BRI tmpfs fEZARBEAIA ) ©

B 1E A & AE / tmp MR SR AU
% DI HEle AHTALRE -

5536 HHY TAHAIRR] tmpfs R SRR A
/]

v UN{alPR] tmpfs 1ESERHEAY A/

tmpfs T ZE R AR/ NEIR RV A BRI o (I » tmpfs o] GE & R EI0R0m AT A A #TEC

TEREAIACHAZE ] o HIRS /tmp H $%02 FrH HE I REZCANIGE FH =5 i fs FH A - AR PR A2 2XmT

BEE (L IRATE v FIAURAECIERS o [FIERRHY » A RSB R & n GE & (L /tmp

gg%;h;ij%jkﬂ%;% » INTEBCRIERE o flt e me s 8 - ] DIRFIEEE tmpfs £
N JI\ o

J&n] LUE AR AN R iE - DU (3R A8 RE

TEJFHELE root A - WNFFE L EH > FZM [ Oracle Solaris 11.1 Administration:
Security Services | H1") THow to Use Your Assigned Administrative Rights] °

FYEZ Rl

1 FIERESRIE CRVECITESRIE -

{5 - BUFE R A B 58 FH Y SPARC T3 SR %1 SRAHC i — (I mT sk 170 S A [ RERIG R
(ssd) Fl1/ & 279.40 MB figZhi o A BEH ) 500 GB FIRCIERS
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# prtconf | head

System Configuration: Oracle Corporation
Memory size: 523776 Megabytes

System Peripherals (Software Nodes):

sundv

ORCL,SPARC-T3-4
scsi vhci, instance #0

disk, instance #4
disk, instance #5
disk, instance #6
disk, instance #8

EtE tmpfs AYECIERERR ] -

il > E I NPRAR > RTREZ LUK 30% ARG HACIE SRR -

KL » SR N RAR -
10240M x .30 ~ 340M

BIRBERIIRA > RO 20 TERSIREL -

AT 30 (RSN -

523776M x

PAK\BEHHEN /etc/vEstab ¥EZEFHY swap IBEH -

# pfedit /etc/vfstab

.20 = 10475M

#device device mount FS fsck
#to mount to fsck point type pass
#

/devices - /devices devfs -
/proc - /proc proc -
ctfs /system/contract ctfs

objfs - /system/object objfs
sharefs - /etc/dfs/sharetab sharefs -
fd - /dev/fd fd -
swap /tmp tmpfs -
swap - tmpfs - yes
/dev/zvol/dsk/rpool/swap - - swap
SEHEERR -

# reboot

BEEE K/ REIZBEEM -

# mount -v

swap on /system/volatile type tmpfs

mount mount

at boot options

no -
no -
no -
no -
no -
no -
yes -
$ize=10400m
no -

HARARCTERE A NITRE » 5 KRR - fn] REARZE LUK 20% ARG HELT)

H
[}

HERR

read/write/setuid/devices/rstchown/xattr/dev=89c0006 on Fri Sep 7 14:07:27 2012

swap on /tmp type tmpfs

read/write/setuid/devices/rstchown/xattr/size=10400m/dev=89c0006 on Fri ...

ERECIREERE » MIKBERMIGFHKREE -

at I @R - 1 sap 5 AT SR (LE MIDE 208

# df -h /tmp
Filesystem Size Used Available Capacity Mounted on
swap 7. 4G 44M 7.4G 1% /tmp

F=3
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REEE SRS

# swap -s
total: 190248k bytes allocated + 30348k reserved = 220596k used,
7743780k available

MEEZLEN > 2R tnpfs(7FS) #2_LFM ~ mount tmpfs(1M) i _EFAH ~ dfr(1M) #3_L
FMLLE swap(IM) £5_ Tl -

REBEAZSESE
BB root fifef FTLUESCR BRI -

s B2l HHREEREA
B ARCERGE R | E RO SRR R E R L 022 | 55 29 EAY TATATF3— ik o FH 2 3% i S LR
PR SEELPRBIVERIE - P umask fE 1
DR SY=R E S CRE oY - TR R B BART $H A ['Oracle Solaris 11.1 Administration: Security
£ Services| ") How to Find Files With Special
File Permissions |

PREEME FHIE T\ B AR ES

7] LARCE Oracle Solaris ¢ 2= PRI RELAPR & E I FE K -

B2l EBUESEZEREN

WS BB e A ey o EMEEMENN S R EMryES - BN —IR
g7 © B4 - [IER] F AR oy iRt uh Ot B U5 ) Web fRlfilas o

WFEFERAEARIRE T - G520 -
= [Oracle Solaris Administration: Oracle Solaris Zones, Oracle Solaris 10 Zones, and
Resource Management ] H1HYJ% 15 & ['Introduction to Oracle Solaris Zones

= [ Oracle Solaris Administration: Oracle Solaris Zones, Oracle Solaris 10 Zones, and
Resource Management ] HHY ['Summary of Zones by Function |

= [ Oracle Solaris Administration: Oracle Solaris Zones, Oracle Solaris 10 Zones, and
Resource Management | HH) I Capabilities Provided by Non-Global Zones |

= [ Oracle Solaris Administration: Oracle Solaris Zones, Oracle Solaris 10 Zones, and
Resource Management ] H1HY ISetting Up Zones on Your System (Task Map) | ©

= [ Oracle Solaris Administration: Oracle Solaris Zones, Oracle Solaris 10 Zones, and
Resource Management| HfJ% 16 & ['Non-Global Zone Configuration (Overview) | ©
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