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New Features:
-------------

- Oracle Database 12c Database Support – Includes support for 
multitenant databases (CDBs).

- Clone Copy – Create full, independent database clone copies, 
provisioning clone database shares using replication with 
this feature.

- Standby Clone – Create physical standby databases in a data 
guard configuration.

- Incomplete Recovery – Recover a database to point in time 
between backups (DBPITR).

- Refresh Clone – Update clone databases from newer backups in 
one step.

Be sure to consult the accompanying User Guide for important 
details on the features, restrictions, configuration, and 
administration of Oracle Snap Management Utility for Oracle 
Database (SMU).

Hardware and Software Requirements:
-----------------------------------

Oracle Database Version – 11.2.0.4 or later; 12.1.0.2 or later

Oracle Database Storage Type – ASM (external redundancy only) or 
filesystem

Oracle Database Clustering Option – single instance, RAC One 
Node or RAC

Oracle Database Role – primary or standby

Oracle Database Layout – each database uses separate shares; 
files can span shares, projects, pools and controllers within 
the same appliance

Database Host Operating System - Oracle Solaris 10 (Update 7 or 
later) and 11, Linux 6 and 7, Microsoft Windows 2008 R2



Oracle ZFS Storage Appliance Software – OS8.4.2 (2013.1.4.2) or 
later

Installation Instructions:
--------------------------

1. Unzip the Oracle Snap Management Utility software Zip file 
(oracle-smu-1.3.0-ga.zip) which includes the following:

• Linux RPM file oracle-smu-1.3.0-34.noarch.rpm
• Solaris SVR4 file ORCLsmu-1.3.0-34.all.pkg
• Windows MSI file Oracle Snapshot Manager Utility.msi

2. Log in to the management host where the software is to be 
installed as root (Unix) or the Administrator or member of 
the Administrators group (Windows).

3. Install the software using the platform package tool.
   On Linux, run the following command:

# rpm –i oracle-smu-1.3.0-34.noarch.rpm
   On Oracle Solaris, run the following command:

# pkgadd –d ORCLsmu-1.3.0-34.all.pkg all
   On Windows, run the following command:

C:\>msiexec /i “Oracle Snapshot Management Utility”.msi
4. Start the software using the platform service tool.
   On Linux, run the following command:
     # /sbin/service smud start
   On Oracle Solaris, run the following command:
     # /usr/sbin/svcadm enable svn:/management/application/smu
   On Windows, run the following command:
     C:\>net start Oracle_SMU

Deinstallation:
---------------

1. Stop the software service using the platform service tool.
On Linux, run the following command:
# /sbin/service smud stop
On Oracle Solaris, run the following command:
# /usr/sbin/svcadm disable svc:/management/application/smu
On Windows, run the following command:
C:\>net stop Oracle_SMU

2. Remove the software using the platform package tool.
On Linux, run the following command:
# rpm –e oracle-smu
On Oracle Solaris, run the following command:
# pkgrm ORCLsmu



On Windows, run the following command:
C:\>msiexec /x “Oracle Snap Management Utility”.msi

Further Documentation:
----------------------

For copies of this and other Oracle ZFS Storaage Appliance 
software, see the product documentation library:
http://docs.oracle.com/en/storage/

For Oracle Database:
http://www.oracle.com/technetwork/database/enterprise-edition/
documentation/database-093888.html

Further support notes and updating information can be accessed 
in the following tech support location.

Technical Support
-----------------
For all technical support issues, please log on to
http://support.oracle.com

Known Issues:
------------- 

Issue: The software cannot import an RMAN backup of a standby 
database because of missing archived logs.

Analysis: The software can only import a self-contained, 
consistent RMAN backup as described in the following knowledge 
articles --

Oracle Support Document 1292126.1 (How to take consistent 
backups at standby site) can be found at: https://
support.oracle.com/epmos/faces/DocumentDisplay?id=1292126.1

Oracle Support Document 1419923.1 (How to make a consistent RMAN 
backup in a Standby database in Active Data Guard mode) can be 
found at: https://support.oracle.com/epmos/faces/
DocumentDisplay?id=1419923.1

Beginning with Oracle Database 11g release 11.2.0.4 it is now 
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possible to create a consistent backup of a standby database 
from RMAN with the fix for Bug 8740124 (Current standby redo log 
group should be included in the database backup by RMAN [Doc ID 
8740124.8]).
This bug fix is also available for releases 11.2.0.3 and 
11.2.0.2 with patch 15704456 (https://support.oracle.com/epmos/
faces/PatchDetail?patchId=8740124&requestId=15704456).

The following is a sample RMAN script that can be used to create 
a consistent, self-contained backup of either a primary or 
standby database on two shares of an Oracle ZFS Storage 
Appliance. The data files and archived logs are placed in 
separate shares to allow any clone databases created later to 
have the appropriate layout for online backups.

configure controlfile autobackup on;
run {
# this undoc command will ensure that no autobackup is generated
# at the end of this script
set nocfau;
allocate channel ch01 device type disk format '/rman01/%U';
allocate channel ch02 device type disk format '/rman02/%U';
backup as copy database channel ch01 plus archivelog channel 
ch02;
backup as copy current controlfile channel ch01;
}

Workaround: N/A

Issue: Windows service shutdown returns error 109 The pipe has 
been ended (16099494)

Analysis: When stopping the Windows Oracle SMU Service, the 
following Services dialog is presented: "Windows could not stop 
the Oracle SMU Service on Local Computer.  Error 109: The pipe 
has been ended." The error is harmless and can be ignored.

Workaround: N/A

Issue: Testing a database application account does not check if 
the database is using the linked storage (17217285)

Analysis: The test function is designed to test the connectivity 
to the system or resource referenced from the account. In the 
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case of an application account, that test includes connectivity 
to the linked host and storage. The function is not designed to 
check system or resource configurations. In a future release 
there will be a separate mechanism to check system and resource 
configurations and, if they match, the linkages the user has 
defined.

Workaround: The backup task will fail if the software finds that 
the account links are invalid. The software will report what 
files or processes were not found on the linked hardware 
systems. The user can then correct the linkages and re-run the 
backup task.

Issue: Only some parameter settings from the source database are 
inherited by the clone database or how do you override or 
customize parameter values for the clone database (17379591)

Analysis: The Oracle Database has over 500 parameters. Some 
parameters are required and some are optional. Most parameters 
have default values. The software currently exposes a minimum 
set of parameters required to configure and start a database 
instance. Many parameters can be modified after the clone 
database is instantiated. A future release will provide a 
parameter editor that will allow the user to customize all 
applicable parameters. Additionally the software will provide a 
hook for running user supplied scripts before and after the 
clone database is created. This will provide a means to 
customize parameters and any other aspects of the clone database 
before it is opened to the end user.

Workaround: N/A

Issue: The software ssh server does not handle terminal-
initiated signals like Ctrl+C (18429623)

Analysis: The ssh server used by the software allocates a pseudo 
terminal for the shell session. This pseudo terminal does 
interpret signal characters but these signals are currently 
ignored and do not have an effect on the user's shell or any 
commands that might be currently running in the foreground. The 
user will need to wait for the command to finish or will need to 
finish entering any input if responding to a prompt.

Workaround: N/A



Issue: RMAN import tasks fail with remote command execution has 
been terminated abnormally (18836712)

Analysis: This occurs primarily on Oracle Solaris 10 systems 
which use an older version of the SSH software (Sun_SSH_1.1.4). 
It appears to be triggered during low memory conditions or when 
there is limited shared memory available for a new database 
instance that is created during an RMAN import.

Workaround: Free up memory on the clone target host system and 
try the task again.

Issue: When creating new disk groups for an ASM clone database, 
the software reports the errors:
ORA-15032: not all alterations performed
ORA-15017: diskgroup "<disk-group>" cannot be mounted
ORA-15063: ASM discovered an insufficient number of disks for 
diskgroup
"<disk-group>"
(18334130)
or
TNS-01190: The user is not authorized to execute the requested 
listener command (22149146)

Analysis: The software currently expects the Grid home user and 
Oracle home user to be the same. The software is currently 
designed to collect the credentials for one operating system 
user only. Support for collecting multiple user credentials is 
being considered.

Workaround: The Oracle home used for the clone database must use 
a Grid home that is owned by the same Oracle user owner.

Issue: Incomplete recovery of file system storage type databases 
is not supported on Windows hosts (20527600)

Analysis: In preparation for recovering a database, the software 
uses RMAN to catalog all available archived logs from the 
archive log destination(s). Since RMAN is not dNFS aware, these 
files must be accessible from the kernel. Windows does not 
provide kernel-level NFS access without the installation of an 
optional component called Client for NFS. Even if this component 



is installed, the kernel may access NFS files using different 
pathnames than what is specified in the oranfstab for the dNFS 
client. The software is designed to use the pathnames listed in 
the oranfstab file. Since there is no guarantee that the log 
files will be accessible using the dNFS pathnames, the software 
cannot catalog the files and therefore no recovery can be 
completed by the software.

Workaround: N/A

Issue: Oracle 11gR2 databases created by the software are unable 
to operate in ARCHIVELOG mode on Windows systems (20649931)

Analysis: This is caused by database bug 13571798 which prevents 
the instance from archiving log files because archive folders 
are created on the local drive instead of the remote file system 
due to a miscoding in the ODM library.

Workaround: Run the database in NOARCHIVELOG mode or pre-create 
the archiving folders in the log archive destinations. This 
problem does not occur with Oracle Database 12cR1.

Issue:  /bin/csh: Argument list too long when RMAN import more 
than 1500 data files (20691155)

Analysis: RMAN import fails to import a database backup with 
more than 1500 data files, because the argument list exceeds the 
maximum limit defined by ARG_MAX.

Workaround: N/A

Issue: The software does not support 12c databases that use Flex 
ASM
(21511591)

Analysis: Flex ASM is a new feature of Oracle Database 12c that 
changes the architecture regarding the ASM cluster organization. 
In Oracle Database release 12c, only a smaller number of ASM 
instances need to be run on a subset of nodes in a cluster. The 
number of ASM instances running is called the ASM cardinality. 
Support for Flex ASM is planned for a future release of the 
software.



Workaround: N/A

Issue: Backups of ASM storage type databases running on Linux 
that span both controllers of a clustered storage appliance fail 
(22103407)

Analysis: If iSCSI targets on both storage controllers belong to 
the same target group, only the first target can be discovered 
on Linux systems during SCSI bus scans. This is due to operating 
system bug 18271070.

Workaround: Use separate iSCSI target groups for the targets on 
each storage controller.

Issue: When creating RAC One Node standby databases, entries for 
the database instances are added to the oratab files on all of 
the nodes in the cluster (22116331)

Analysis: This causes no loss of service. An entry is only 
required on the node that is running the RAC One Node instance. 
When the instance is relocated, the entry remains on the 
original node and is added to the node the instance is relocated 
to. Overall, having the entries there beforehand has no impact 
on the instance operation.

Workaround: N/A

Issue: Opening the same software UI link in multiple browser 
tabs or windows at the same time does not work (22342618)

Analysis: The software is not designed to be used from multiple 
tabs or windows at the same time. The UI is designed to have one 
open tab or window per user session.

Workaround: Avoid using multiple browser tabs or windows to 
interact with the software from the same user session.

Issue: I/O Error encountered during an RMAN import (22354487)

Analysis: This can occur on Oracle Solaris 10 systems and is due 
to platform bug 15515752.



Workaround: Upgrade the operating system to Oracle Solaris 11.

Issue: When using the database cloning wizard to create a 
standby database, the database name is set incorrectly to the 
previous primary database name (22465565)

Analysis: This problem occurs intermittently.

Workaround: Click the cancel button at the step 'Specify 
Database Account - Standby', then re-run the cloning wizard. If 
that fails, then re-log in to the software and re-run the 
cloning wizard.

Issue: A database application account cannot be modified if the 
database is not running (22475572)

Analysis: The accounts modify command currently requires the 
database to be started in order to validate the modifications.

Workaround: Delete the account and then re-add the account.

Issue: 'asmcmd rm' returns exit code 225 during a clone or 
deprovision task (22558700)

Analysis: The software uses the 'asmcmd rm' command to remove 
files in ASM diskgroups. When using Oracle Database 11gR2 
software, the command returns exit code 225. This is due to 
database bug 17273021. The software will ignore the error but 
will display the error in the task output for reference.

Workaround: Apply patch 17273021 to the Oracle Grid 
Infrastructure Home (GRID_HOME).

Issue: The Windows installer bootstrap program setup.exe does 
not detect if Java is already installed (22548300)

Analysis: When Java 6 or later is already installed on the 
management host, and setup.exe is executed, the installation 
does not detect that the minimum Java is already installed.  The 
installation queries users if they want to install the bundled 
Java 6.



Workaround: If users already know that Java 6 or higher is 
already installed on the management host, they can directly 
execute the Oracle Snap Management Utility MSI file to bypass 
the installation of Java.

Issue: Sorting a column on a UI paginated table only sorts the 
rows currently displayed (18150200)

Analysis: The software UI is written using the Oracle 
Application Development Framework (ADF). This framework only 
sorts displayed rows in a paginated table. This is how the 
component is designed.

Workaround: N/A

Issue: Backup of clustered database (RAC One Node or RAC) does 
not have a sequence number (22544357)

Analysis: The software currently assumes that a clustered 
database will have an instance running as thread #1. The reason 
for this is the software uses RMAN to recover a database. When 
performing recovery by sequence number, RMAN assumes that the 
recovery should be done using thread #1. RMAN does allow the 
recovery thread to be specified but the software is not setting 
the thread number and uses the default. The software will not 
consider a backup without a sequence number when performing 
recovery by sequence number.

Workaround: Specify the recovery point using an SCN or date/
time. If using the RAC clustering option, enable thread #1 in 
the cluster. If using RAC One Node clustering, then only if the 
instance is relocated to node 0 of the cluster will thread #1 be 
used.

Issue: Upgrading the software causes the system to reboot 
(22479999)

Analysis: This occurs on Windows systems if the Oracle SMU 
service is not stopped before the upgrade. The software 
installation file does not stop the service during its 
preinstallation check. A future release will stop the service 
before performing the upgrade.



Workaround: Before performing an upgrade, stop the Oracle SMU 
service.

Issue: Databases in a data guard configuration are not updated 
when deprovisioning one of the standby databases (21366193)

Analysis: The software uses the Data Guard Broker (DGMGRL) to 
administer the data guard configuration. If the broker 
configuration has been disabled on any of its databases, the 
broker loses its ability to manage and monitor the 
configuration. Disabling the broker's management of a broker 
configuration does not affect the actual operation of the 
underlying data guard configuration or the databases. During a 
deprovision, the standby database is deleted and removed from 
the configuration. However, the configuration is not updated 
because the broker has been disabled.

Workaround: Make sure the broker configuration is enabled before 
deprovisioning a standby database or manually modify the 
settings of the remaining configuration databases after 
deprovisioning a standby.

Issue: The software import function fails if the RMAN backup was 
created with the KEEP option (21136081)

Analysis: The Oracle 11gR2 database software must have patch 
16878604 applied to address Oracle Database bug 16878604 which 
is encountered when the KEEP option is used.

Workaround: Apply patch 16878604 to the Oracle home and try the 
import again.

Issue: An online backup of a CDB type database fails (21487908)

Analysis: This will occur if any pluggable databases (PDBs) 
within the container database (CDB) have been dropped or 
unplugged. A CDB in this state cannot be placed into backup mode 
which is required to take an online backup. This is due to 
Oracle Database bug 17012374. This issue will be fixed with the 
Oracle Database 12cR2 release.

Workaround: N/A



Issue: The software only supports the Windows Built-in Account 
as the Oracle home user on Windows systems (22283506)

Analysis: The software uses the oradim.exe command to create 
clone instances and delete clone instances. The software is only 
able to run this command in non-interactive mode. The software 
is not able to provide credentials to this command when the user 
has chosen an Existing Windows User or New Windows User for the 
Oracle home user due to software bug 18334130.

Workaround: N/A

Issue: Warning about no suitable JRE being found when the 
software is installed on Linux systems (22372916)

Analysis: If you install the software on a Linux system that 
only has the Sun or Oracle Java 6 or Java 7 installed, the RPM 
scriptlet will report that no suitable java runtime was found. 
The software uses the alternatives(8) system and will look for a 
compatible version of java registered with the system. Sun and 
Oracle Java 6 and Java 7 do not register themselves with the 
alternatives system. They can be registered by running the 
appropriate alternatives command.

Workaround: Use the alternatives command to register a 
compatible version of java and set the variable JAVA in /etc/
sysconfig/smud to point to the java executable.

Issue: Cannot create another standby database if protection mode 
is set to maximum availability (22571680)

Analysis: There is a temporary lag when the protection mode has 
changed from maximum availability to maximum protection.

Workaround: Re-enable the configuration from the broker.

Issue: The software does not create the recommended number of 
standby redo logs for each database in the data guard 
configuration (22605170) 

Analysis: According to https://docs.oracle.com/cd/B28359_01/
server.111/b28282/configbp006.htm#CHDDHGBE the following number 
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of standby redo logs should be created:

(maximum # of logfile groups +1) * maximum # of thread

The software will create one less than the recommended number of 
standby redo logs.

Workaround: The user can add additional standby redo logs to 
each database in the configuration.

Issue: asmcmd fails when creating a standby database and run as 
other user (XXXXXXXX)

Analysis: This is due to Oracle Database bug 11907186 and is 
covered in the following knowledge article:

Oracle Support Document 1668244.1 (Can't Run ASMCMD As Non-
Product Owning User) at: https://mosemp.us.oracle.com/epmos/
faces/DocumentDisplay?id=1668244.1

Workaround: Follow the workaround described in the knowledge 
article, which involves changing the file permissions of 
directories and files in the Grid home.

Issue: A clone copy of a thinly cloned database cannot be 
created (17490129)

Analysis: The software uses storage replication to create clone 
copies. A thinly cloned database shares storage with the source 
database. When creating a clone copy in another storage pool, 
only the clone shares are replicated. If a replica of the source 
shares are not already present in the target storage pool then 
the copy is incomplete. The software is not able to detect if a 
replica of the origin or source shares are present in the target 
storage pool. The software currently relies on the storage 
replication job result to determine if the clone copy is 
complete or not. In a future release the storage will have the 
ability to include the origin shares as necessary when 
replicating clone shares. The software will utilize this feature 
to support more clone copy use cases.

Workaround: N/A
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